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Last week, the San Francisco Board of Supervisors voted to pass the Safe San Francisco Civil Rights Ordinance, legislation that ensures that the San Francisco Police Department's counterterrorism activities are controlled by San Franciscans, rather than by the FBI. The ordinance requires San Francisco police officers working with the FBI's Joint Terrorism Task Force to obey San Francisco's civil rights laws, follow San Francisco's anti-spying policies, and subjects them to civilian oversight by San Franciscans.

San Francisco has enacted especially robust protections for First Amendment activity to make sure that you can be yourself in public without worrying that the police are covertly tracking you. These protections include Department General Order 8.10, first adopted by the Police Commission in 1990, which requires that intelligence-gathering involving any First Amendment activity be based on reasonable suspicion of significant criminal activity. Additionally, the California Constitution requires an articulable criminal predicate for all intelligence-gathering activity.

Without local control, weaker federal standards apply. As things stand currently, there is no effective way to prevent SFPD inspectors assigned to the Joint Terrorism Task Force from joining FBI agents in collecting intelligence on San Franciscans without any particular factual predication, and without reasonable suspicion of wrongdoing. The Safe San Francisco Civil Rights Ordinance will hold the SFPD to the strong protections for privacy and free speech that have been backed by generations of the city's mayors, commissioners, police chiefs and community activists.

Now there is concern that Mayor Ed Lee will veto the ordinance unless the Board of Supervisors passes it with eight votes, a veto-proof margin, when it goes up for a final vote. Two district supervisors, Scott Wiener and Malia Cohen, have not yet announced their positions. The ACLU of Northern California has drafted a letter which San Franciscans can send to their Supervisors, asking them to stand up for free speech and privacy and support the Safe San Francisco Civil Rights Ordinance. San Franciscans can also contact Mayor Ed Lee directly at (415) 554-6141 or email mayoredwinlee@sfgov.org.
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Deeplinks Blog
 by Mario Trujillo, David Greene
 | March 7, 2024

              Victory! EFF Helps Resist Unlawful Warrant and Gag Order Issued to Independent News Outlet 

            
    
  
  
  
    
Over the past month, the independent news outlet Indybay has quietly fought off an unlawful search warrant and gag order served by the San Francisco Police Department. Today, a court lifted the gag order and confirmed the warrant is void. The police also promised the court to not seek another...



  


          
  

  
    
      
      



Deeplinks Blog
 by Cory Doctorow
 | March 6, 2024

              Privacy First and Competition

            
    
  
  
  
    
Monopolists want us to believe that their power over our lives is inevitable and unchangeable, just as the surveillance industry banks on convincing you that the fight for privacy was and always will be a lost cause. But we once had a better internet, and we can get a better...
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              Sen. Wyden Exposes Data Brokers Selling Location Data to Anti-Abortion Groups That Target Abortion Seekers 

            
    
  
  
  
    
This post was written by Jack Beck, an EFF legal internIn a recent letter to the FTC and SEC, Sen. Ron Wyden (OR) details new information on data broker Near, which sold the location data of people seeking reproductive healthcare to anti-abortion groups. Near enabled these groups to send...
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 by Saira Hussain, Sophia Cope
 | February 27, 2024

              EFF to D.C. Circuit: The U.S. Government’s Forced Disclosure of Visa Applicants’ Social Media Identifiers Harms Free Speech and Privacy

            
    
  
  
  
    
Special thanks to legal intern Alissa Johnson, who was the lead author of this post.EFF recently filed an amicus brief in the U.S. Court of Appeals for the D.C. Circuit urging the court to reverse a lower court decision upholding a State Department rule that forces visa applicants to...
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 by Jason Kelley, Aaron Mackey, Joe Mullin
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              Don’t Fall for the Latest Changes to the Dangerous Kids Online Safety Act 

            
    
  
  
  
    
The authors of the dangerous Kids Online Safety Act (KOSA) unveiled an amended version this week, but it’s still an unconstitutional censorship bill that continues to empower state officials to target services and online content they do not like.
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              EFF to Court: Strike Down Age Estimation in California But Not Consumer Privacy 

            
    
  
  
  
    
The Electronic Frontier Foundation (EFF) called on the Ninth Circuit to rule that California’s Age Appropriate Design Code (AADC) violates the First Amendment, while not casting doubt on well-written data privacy laws.


  


          
  

  
    
      
      



Deeplinks Blog
 by Jason Kelley
 | February 13, 2024

              Privacy Isn't Dead. Far From It.

            
    
  
  
  
    
Welcome! The fact that you’re reading this means that you probably care deeply about the issue of privacy, which warms our hearts. Unfortunately, even though you care about privacy, or perhaps because you care so much about it, you may feel that there's not much you (or anyone) can really...



  


          
  

  
    
      
      



Deeplinks Blog
 by Karen Gullo
 | February 7, 2024

              Protect Good Faith Security Research Globally in Proposed UN Cybercrime Treaty

            
    
  
  
  
    
Statement submitted to the UN Ad Hoc Committee Secretariat by the Electronic Frontier Foundation, accredited under operative paragraph No. 9 of UN General Assembly Resolution 75/282, on behalf of 124 signatories. We, the undersigned, representing a broad spectrum of the global security research community, write to express our serious concerns...



  


          
  

  
    
      
      



Deeplinks Blog
 by Karen Gullo
 | February 7, 2024

              Draft UN Cybercrime Treaty Could Make Security Research a Crime, Leading 124 Experts to Call on UN Delegates to Fix Flawed Provisions that Weaken Everyone’s Security

            
    
  
  
  
    
Security researchers’ work discovering and reporting vulnerabilities in software, firmware, networks, and devices protects people, businesses and governments around the world from malware, theft of critical data, and other cyberattacks. The internet and the digital ecosystem are safer because of their work.The UN Cybercrime Treaty,...



  


          
  

  
    
      
      



Press Release
 | January 31, 2024

              Dozens of Rogue California Police Agencies Still Sharing Driver Locations with Anti-Abortion States 

            
    
  
  
  
    
California Attorney General Rob Bonta should crack down on police agencies that still violate Californians’ privacy by sharing automated license plate reader information with out-of-state government agencies, putting abortion seekers and providers at particular risk, the Electronic Frontier Foundation (EFF) and the state’s American Civil Liberties Union (ACLU) affiliates urged...
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