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Deeplinks Blog
 by Rebecca Jeschke
 | November 15, 2005

               Sony-BMG Spyware: SunnComm Stories

            
    
  
  
  
    
EFF has been collecting stories from EFF members and supporters who have purchased Sony-BMG CDs that contained the "rootkit" copy protection software. Thanks to all who have responded, and keep the stories coming!
 EFF is also collecting stories from EFF members and supporters who have purchased Sony-BMG CDs that...
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Deeplinks Blog
 by Seth Schoen
 | November 15, 2005

               Kaminsky: Rootkit Causing Widespread Infection

            
    
  
  
  
    
This morning, security researcher Dan Kaminsky announced an ingenious method for gauging the extent of the Sony XCP CD rootkit infection. His findings suggest that at least hundreds of thousands of computers are likely already infected, and that Sony probably has data that would show exactly how many computers...
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Deeplinks Blog
 by Seth Schoen
 | November 14, 2005

               Warning: Sony XCP Uninstaller Creates Security Holes

            
    
  
  
  
    
Many people have been concerned about the security risks of the XCP copy restriction software bundled on several recent Sony/BMG music CDs. Sony has made available a remarkably difficult-to-obtain uninstall program, which is not even capable of uninstalling all the components of the XCP system. However, Finnish security researcher...
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Press Release
 | November 14, 2005

              Sony-BMG Should Recall Infected CDs, Repair Damage Done

            
    
  
  
  
    
EFF Issues Open Letter on Rootkit Controversy San Francisco - Sony-BMG's damaging secret rootkit technology has potentially infected millions of computers around the world. Now, the Electronic Frontier Foundation (EFF) is asking Sony-BMG to publicly commit to fixing the problems it has caused for its music fans and take steps...
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Deeplinks Blog
 by Seth Schoen
 | November 10, 2005

               Passing the Buck: or, The Printer as a Fine French Wine

            
    
  
  
  
    
Xerox has responded to our  href="http://www.eff.org/Privacy/printers/">research on how printers made by Xerox and other companies track the origin of documents you print. Its new "Xerox Statement on Counterfeit Detection" contains some bizarre suggestions. The most prominent of these is that Xerox's invasions of privacy are OK because other...
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Deeplinks Blog
 by Rebecca Jeschke
 | November 10, 2005

               New Virus Exploits Sony-BMG Rootkit

            
    
  
  
  
    
It's only been about a week since the world learned about the stealth software that some Sony-BMG music CDs install when you play them on your computer. But, as reported by The Register and Reuters, someone has already written a virus to exploit the security vulnerability...
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Deeplinks Blog
 by Cindy Cohn
 | November 9, 2005

               Sony-BMG Rootkit: EFF Collecting Stories, Considering Litigation

            
    
  
  
  
    
EFF is collecting stories from EFF members and supporters who have purchased Sony-BMG CDs that contained the "rootkit" copy protection software. We've previously posted at least a partial list of CDs infected here 
 We're considering whether the effect on the public, or on EFF members, is sufficiently...
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Deeplinks Blog
 by Rebecca Jeschke
 | November 9, 2005

               Non-Profit Coalition Wins Challenge to Federal Watch-List Policy

            
    
  
  
  
    
EFF and 12 other national non-profit organizations have won their battle against a government fundraising policy that required checking employees against terrorist government watch-lists. It's a big victory for free speech and privacy -- not to mention the non-profits and the federal employees who want to support them through...



  


          
  

  
    
      
      [image: Red pin on a map]
Deeplinks Blog
 by Kurt Opsahl
 | November 9, 2005

               Anti-Cell Phone Tracking Judicial Revolution Spreads to New York City

            
    
  
  
  
    
One more magistrate judge has refused to allow the government's practice of secretly using cell phones to track people without probable cause--this time in the Southern District of New York (Manhattan). The magistrate judge declined to grant the government's request "without further briefing from the Government concerning the propriety of...
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Press Release
 | November 9, 2005

              Are You Infected with Sony-BMG's Rootkit?

            
    
  
  
  
    
EFF Confirms Secret Software on 19 CDs San Francisco - News that some Sony-BMG music CDs install secret rootkit software on their owners' computers has shocked and angered thousands of music fans in recent days. Among the cause for concern is Sony's refusal to publicly list which CDs contain the...
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Deeplinks Blog
 by Fred von Lohmann
 | November 9, 2005

               Now the Legalese Rootkit: Sony-BMG's EULA

            
    
  
  
  
    
If you thought XCP "rootkit" copy-protection on Sony-BMG CDs was bad, perhaps you'd better read the 3,000 word (!) end-user license agreement (aka "EULA") that comes with all these CDs.
 First, a baseline. When you buy a regular CD, you own it. You do not "license" it....
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Deeplinks Blog
 by Fred von Lohmann
 | November 8, 2005

               Are You Infected by Sony-BMG's Rootkit?

            
    
  
  
  
    
As we've mentioned before, Sony-BMG has been using copy-protection technology called XCP in its recent CDs. You insert your CD into your Windows PC, click "agree" in the pop up window, and the CD automatically installs software that uses rootkit techniques to cloak itself from you. Sony-BMG has...
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Press Release
 | November 8, 2005

              News Website Can Keep Domain Name After Trademark Fight

            
    
  
  
  
    
AcompliaReport.com Settles Fair Use Dispute with Drug Company San Francisco - A medical news website, with the assistance of the Electronic Frontier Foundation (EFF), has settled a dispute with a French pharmaceutical giant over using the name of a trademarked medication, Acomplia. The settlement came after EFF filed suit on...
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Deeplinks Blog
 by Cindy Cohn
 | November 7, 2005

               Law Clinic Power: Homedepotsucks.com keeps domain

            
    
  
  
  
    
We were pleased to see the domain name arbitration decision in  Homer TLC, Inc. v. GreenPeople last week. The University of San Francisco Internet and Intellectual Property Justice Clinic handled this case, on a referral from EFF, and won it for the gripe website  homedepotsucks.com ....
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Deeplinks Blog
 by Fred von Lohmann
 | November 7, 2005

               Sony-BMG rootkit DRM in a Nutshell

            
    
  
  
  
    
Molly Wood over at CNET has done a wonderful job summarizing what Sony-BMG's "rootkit" CD copy-protection is all about, and why it's such a bad thing:
 So, let's make this a bit more explicit. You buy a CD. You put the CD into your PC in order to...
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          Contact

        	General
	Legal
	Security
	Membership
	Press

    


          About

        	Calendar
	Volunteer
	Victories
	History
	Internships
	Jobs
	Staff
	Diversity & Inclusion

    


          Issues

        	Free Speech
	Privacy
	Creativity & Innovation
	Transparency
	International
	Security

    


          Updates

        	Blog
	Press Releases
	Events
	Legal Cases
	Whitepapers
	EFFector Newsletter

    


          Press

        	Press Contact

    


          Donate

        	Join or Renew Membership Online
	One-Time Donation Online
	Giving Societies
	Shop
	Other Ways to Give

    

  

  
    
            	Copyright (CC BY)
	Trademark
	Privacy Policy
	Thanks

    

  

  JavaScript license information
[image: ]


