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Deeplinks Blog
 by Corynne McSherry, Cindy Cohn, Mario Trujillo, Thorin Klosowski
 | November 14, 2023

              To Address Online Harms, We Must Consider Privacy First

            
    
  
  
  
    
In this report, we outline how many of the internet's ills have one thing in common: they're based on the business model of widespread corporate surveillance online. Dismantling this system would not only be a huge step forward to our digital privacy, it would raise the floor for serious discussions...
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Whitepaper

              Privacy First: A Better Way to Address Online Harms 

            
    
  
  
  
    
ContentsExecutive SummaryBreaking it Down: What Does Comprehensive Data Privacy Legislation Look Like?Sketching the Landscape: What Real Privacy Protections Might Accomplish Protecting Children’s Mental Health Supporting Journalism Protecting Access to Healthcare Fostering Digital Justice Alleviating Generative AI Anxiety Inhibiting Foreign Government...
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Deeplinks Blog
 by Matthew Guariglia
 | November 13, 2023

              Reauthorizing Mass Surveillance Shouldn’t be Tied to Funding the Government 

            
    
  
  
  
    
Section 702 is the controversial and much-abused mass surveillance authority that expires in December unless Congress renews it. EFF and others have been working hard to get real reforms into the law and have opposed a renewal, and now, we’re hearing about a rushed attempt to tie renewal to funding...
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Deeplinks Blog
 by Christopher Vines
 | November 10, 2023

              S.T.O.P.: Putting a Check on Unchecked Local N.Y. Government Surveillance

            
    
  
  
  
    
Recently I got the chance to speak with longtime Electronic Frontier Alliance member Surveillance Technology Oversight Project (S.T.O.P.). They’ve got a new Advocacy Manager, Kat Phan, and exciting projects are coming down the pike! Kat took some time to share with EFF how things are looking for STOP,...
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Deeplinks Blog
 by Paige Collings
 | November 10, 2023

              Debunking the Myth of “Anonymous” Data

            
    
  
  
  
    
Today, almost everything about our lives is digitally recorded and stored somewhere. Each credit card purchase, personal medical diagnosis, and preference about music and books is recorded and then used to predict what we like and dislike, and—ultimately—who we are. This often happens without our knowledge or consent. Personal information...
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Deeplinks Blog
 by Matthew Guariglia
 | November 9, 2023

              It’s Time to Oppose the New San Francisco Policing Ballot Measure 

            
    
  
  
  
    
There will be a ballot initiative in San Francisco on surveillance and policing that, if approved, would greatly erode our privacy rights, endanger marginalized communities, and roll back the incredible progress the city has made in creating democratic oversight of police’s use of surveillance technologies. The measure will be...
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Deeplinks Blog
 by Jillian C. York
 | November 8, 2023

              Speaking Freely: David Kaye

            
    
  
  
  
    
David Kaye is a clinical professor of law at the University of California, Irvine, the co-director of the university’s Fair Elections and Free Speech Center, and the independent board chair of the Global Network Initiative. He also served as the UN Special Rapporteur on Promotion and Protection of the Right...
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Deeplinks Blog
 by Karen Gullo, Jillian C. York
 | November 8, 2023

              Platforms Must Stop Unjustified Takedowns of Posts By and About Palestinians

            
    
  
  
  
    
Social media is a crucial means of communication in times of conflict—it’s where communities connect to share updates, find help, locate loved ones, and reach out to express grief, pain, and solidarity. Unjustified takedowns during crises like the war in Gaza deprives people of their right to freedom of expression...
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Deeplinks Blog
 by Alexei Miagkov, Daly Barnett
 | November 7, 2023

              Introducing Badger Swarm: New Project Helps Privacy Badger Block Ever More Trackers

            
    
  
  
  
    
Today we are introducing Badger Swarm, a new tool for Privacy Badger that runs distributed Badger Sett scans in the cloud. Badger Swarm helps us continue updating and growing Privacy Badger’s tracker knowledge, as well as continue adding new ways of catching trackers. Thanks to continually expanding Badger Swarm-powered training...
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Deeplinks Blog
 by Joe Mullin
 | November 7, 2023

              This Month, The EU Parliament Can Take Action To Stop The Attack On Encryption

            
    
  
  
  
    
Update 11/14/2023: The LIBE committee adopted the compromise amendments by a large majority. Once the committee's version of the law becomes the official position of the European Parliament, attention will shift to the Council of the EU. Along with our allies, EFF will continue to advocate that the...
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Deeplinks Blog
 by George Wong, Veridiana Alimonti
 | November 7, 2023

              Observation Mission Stresses Key Elements of Ola Bini's Case for Upholding Digital Rights

            
    
  
  
  
    
Despite an Ecuadorian court’s unanimous acquittal of security expert Ola Bini in January this year due to complete lack of evidence, Ecuador’s attorney general's office has moved to appeal the decision, perpetuating several years of unjust attacks on Bini’s rights. In the context of the Internet Governance Forum...
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Deeplinks Blog
 by Jacob Hoffman-Andrews
 | November 7, 2023

              Article 45 Will Roll Back Web Security by 12 Years

            
    
  
  
  
    
The EU is poised to pass a sweeping new regulation, eIDAS 2.0. Buried deep in the text is Article 45, which returns us to the dark ages of 2011, when certificate authorities (CAs) could collaborate with governments to spy on encrypted traffic—and get away with it. Article 45 forbids...
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Deeplinks Blog
 by Brendan Gilligan, India McKinney, Andrew Crocker, Matthew Guariglia
 | November 7, 2023

              The Government Surveillance Reform Act Would Rein in Some of the Worst Abuses of Section 702

            
    
  
  
  
    
The congressional authorization for Section 702 expires in December 2023, and it’s in light of the current administration’s attempts to renew this authority that we demand that Congress must not reauthorize Section 702 without reforms. It’s more necessary than ever to pass reforms that prevent longstanding and widespread abuses of...
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Deeplinks Blog
 by Saira Hussain, Sophia Cope
 | November 6, 2023

              EFF to Ninth Circuit: Activists’ Personal Information Unconstitutionally Collected by DHS Must Be Expunged

            
    
  
  
  
    
EFF filed an amicus brief in the U.S. Court of Appeals for the Ninth Circuit in a case that has serious implications for people’s First Amendment rights to engage in cross-border journalism and advocacy.In 2019, the local San Diego affiliate for NBC News broke a shocking story: components of...
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Deeplinks Blog
 by Christian Romero
 | November 6, 2023

              Digital Rights Updates with EFFector 35.14

            
    
  
  
  
    
There's been lots of news and updates recently in the realm of digital rights, from EFF's recent investigation (and quiz!) into the student monitoring tool GoGuardian, to a recent victory in California regarding law enforcement's sharing of ALPR data outside of the state. It can feel overwhelming to...
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