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Press Release
 | January 5, 2024

              EFF Urges Pennsylvania Supreme Court to Find Keyword Search Warrant Unconstitutional 

            
    
  
  
  
    
Keyword warrants that let police indiscriminately sift through search engine databases are unconstitutional dragnets that target free speech, lack particularity and probable cause, and violate the privacy of countless innocent people, the Electronic Frontier Foundation (EFF) and other organizations argued in a brief filed today to the Supreme Court of...
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Deeplinks Blog
 by Jacob Hoffman-Andrews
 | January 5, 2024

              AI Watermarking Won't Curb Disinformation

            
    
  
  
  
    
Generative AI allows people to produce piles upon piles of images and words very quickly. It would be nice if there were some way to reliably distinguish AI-generated content from human-generated content. It would help people avoid endlessly arguing with bots online, or believing what a fake image purports to...



  


          
  

  
    
      
      [image: ]



Deeplinks Blog
 by Aaron Mackey
 | January 4, 2024

              EFF Asks Court to Uphold Federal Law That Protects Online Video Viewers’ Privacy and Free Expression

            
    
  
  
  
    
As millions of internet users watch videos online for news and entertainment, it is essential to uphold a federal privacy law that protects against the disclosure of everyone’s viewing history, EFF argued in court last month.
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Event
 | May 9, 2024

              EFF's 8th Annual Tech Trivia Night

            
    
  
  
  
    
Join us in San Francisco on May 9th for EFF's 8th annual Tech Trivia Night! Explore the obscure minutiae of digital security, online rights, and internet culture.Enjoy delicious tacos, churros, and complimentary adult beverages and soft drinks as you and your team battle through rounds of questions—and cutthroat live judging!—to...
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Deeplinks Blog
 by Aaron Mackey
 | January 3, 2024

              Victory! Police Drone Footage is Not Categorically Exempt From California’s Public Records Law

            
    
  
  
  
    
Video footage captured by police drones sent in response to 911 calls cannot be kept entirely secret from the public, a California appellate court ruled last week.The decision by the California Court of Appeal for the Fourth District came after a journalist sought access to videos created by Chula...
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Event
 | January 9, 2024

              EFF-Austin: Mexican Surveillance at the Border

            
    
  
  
  
    
EFF-Austin, a local organization in the Electronic Frontier Alliance, (not EFF) will host this event:Mexican Surveillance at the Border From the Organizers:There's a lot of coverage in the media about surveillance on the U.S. side of the border, but what about the Mexico side? Dave Maass...
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Deeplinks Blog
 by Katitza Rodriguez
 | January 1, 2024

               Joint Statement on the Proposed Cybercrime Treaty Ahead of the Concluding Session

            
    
  
  
  
    
23 January, 2024We, the undersigned organizations and individual experts call on the state delegations participating in the concluding session of the United Nations (UN) Ad Hoc Committee to ensure that the proposed Cybercrime Convention (the Convention) is narrowly focused on tackling cybercrime, and not used as a tool to undermine...
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Deeplinks Blog
 by Paige Collings
 | January 1, 2024

              Digital Rights for LGBTQ+ People: 2023 Year in Review

            
    
  
  
  
    
An increase in anti-LGBTQ+ intolerance is impacting individuals and communities both online and offline across the globe. Throughout 2023, several countries sought to pass explicitly anti-LGBTQ+ initiatives restricting freedom of expression and privacy. This fuels offline intolerance against LGBTQ+ people, and forces them to self-censor their online expression to avoid...
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Deeplinks Blog
 by Daly Barnett
 | January 1, 2024

              Year In Review: Google’s Corporate Paternalism in The Browser

            
    
  
  
  
    
It’s a big year for the oozing creep of corporate paternalism and ad-tracking technology online. Google and its subsidiary companies have tightened their grips on the throat of internet innovation, all while employing the now familiar tactic of marketing these things as beneficial for users. Here we’ll review the most...
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Deeplinks Blog
 by Joe Mullin
 | December 31, 2023

              How To Fight Bad Patents: 2023 Year In Review

            
    
  
  
  
    
At EFF, we believe that all the rights we have in the offline world–to speak freely, create culture, play games, build things and do business–must hold up in the digital world, as well. EFF’s longstanding project of fighting for a more balanced, just patent system has always borne free...
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Deeplinks Blog
 by Ross Schulman, Rory Mir
 | December 31, 2023

              Taking Back the Web with Decentralization: 2023 in Review

            
    
  
  
  
    
When a system becomes too tightly-controlled and centralized, the people being squeezed tend to push back to reclaim their lost autonomy. The internet is no exception. While the internet began as a loose affiliation of universities and government bodies, that emergent digital commons has been increasingly privatized and consolidated into...
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Deeplinks Blog
 by Jason Kelley, Aaron Mackey
 | December 30, 2023

              States Attack Young People’s Constitutional Right to Use Social Media: 2023 Year in Review

            
    
  
  
  
    
Legislatures in more than half of the country targeted young people’s use of social media this year, with many of the proposals blocking adults’ ability to access the same sites. State representatives introduced dozens of bills that would limit young people’s use of some of the most popular sites and...
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Deeplinks Blog
 by Christoph Schmon, Joe Mullin, Paige Collings
 | December 30, 2023

              Fighting European Threats to Encryption: 2023 Year in Review 

            
    
  
  
  
    
Private communication is a fundamental human right. In the online world, the best tool we have to defend this right is end-to-end encryption. Yet throughout 2023, politicians across Europe attempted to undermine encryption, seeking to access and scan our private messages and pictures. But we pushed back in the EU,...
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Deeplinks Blog
 by Mario Trujillo
 | December 29, 2023

              First, Let’s Talk About Consumer Privacy: 2023 Year in Review 

            
    
  
  
  
    
Whatever online harms you want to alleviate on the internet today, you can do it better—with a broader impact—if you enact strong consumer data privacy legislation first. That is a grounding principle that has informed much of EFF’s consumer protection work in 2023.
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Deeplinks Blog
 by Hayley Tsukayama
 | December 29, 2023

              Fighting For Your Digital Rights Across the Country: Year in Review 2023

            
    
  
  
  
    
EFF works every year to improve policy in ways that protect your digital rights in states across the country. Thanks to the messages of hundreds of EFF members across the country, we've spoken up for digital rights this year from Sacramento to Augusta.Much of EFF's state legislative work has, historically,...
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