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16th June 1998

Minntes of SSG-2 Plenary Group Meeting
held in Stockholm, 12th June 1998

M. Ammand opcned the meeting by thanking Tumba Bruk for hosting it; he went oun to welcome
Portugal, which had just joined the SS(i-2 and then noted that there was no representation from
Finland. Finally, he mentioncd that he was stepping down from the Chairmanship, partly for the sake
of rotation, but also because most of the work was now in the US. In this context, he was delighted

that Mr. Allison had been offered the post and had accepted; the changes had been cndossed Ly the

G0 Governors in a recent meeling.

1.  Report and discussion on computer systems

1.1 Presentation |
Dr. Furley described briefly the history of the digital watermarking project with Digimare,

noting that agrccment had been reached on the programme for the alpha phase, which was scheduled
to finish in November 1998,

This was followed by a presentation by Digimarc of the document recognition marks, which had
been nsed in other areas and were now being extended (o the bank note printing process. Action could
be taken to combat copying of bank notes at differcmt slages in the process: the scanning, the opeming
of the file and the printing. Digimarc would need guidance as to what actions would be appropriate,
both from the legal point of view and from the point of view of the process. In other cases (such as
vidcos). the aim had been to communicate ownership, so something else would he needed for bank
notes. It seemcd that it might also; be possible to include detection of the common marks, some work
having already bcen done with thé scal type mark. It was noted that the digital recognition marks
provided other opportunities, such as interfering with a search on the Internet.

A number of questions were raised about the technique and its apphcation to the bank note
printing process. These included possible problems with intaglio printing, as opposed to offsct (where
there might be difficultics in incorporating the marks into an cxisting design), the cffect on the speed
of the scanning and copying process (which should be negligible). the penctration of the market
(which, in Digimarc’s view, depended initially on its deployment by the note printing industry) and
the probability of fulsc/positive identification (which was scen as very unlikely, given that digital

 information was put into the mark). While it was hoped that there could be a wide degree of common

decisions, especially on the detector, some country specific options should be possible, such as on the

actions to be taken to prevent copying.
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1.2 Discussion within S8G-2

it was suggested that if any country nceded further information they shonld contact MGSst
Furley or Stonc.  For the time being, no further action was needed, as the alpha phasc has already been
agreed and paid for. TFollowing the report on the first phase, which was due in November, a deeision
on future work would be needed carly in 1999, Meetings of the Steering Committee and the Plenary
Group in Baslc had been planncd for January and Fcbruary ch'})cutivcl)". Delcgates were also
reminded that a2l the informaton should he treated as commercially confidential within their own
organisation,

In the tour dc table which followed, all participants expressed positive reactions to the first
phasc, with virtwally no rescrvations. The technique appeared promising for the future, especially with
thc growing threal qf counterfeiting wvsing scanners and personal cumputers, but clearly more
mformation was needed betore any commitments could be made for the second phasc. Areas of
uncertainty included the robustncss of the software agamst hacking, the speed of market penetration
for the software and the final costs, where morc information was needed as to the size of the market,
so that an opcn-ended commitment for payment of royalitcs was avoided. It was unfortunate that the
timing of the work mcant that the system might not be ready n time for the early production of the
curo note, but it was sugpcested that it should be introduced into the print run as soon as it became
available, possibly for the middle denomination notes; suggestions on this wowld be incinded in the

final report from the $8G-2 Working Group.

1.3 Other organisations

Mesars Stone and Furley mentioned that, although they had imtiaily been comforiable that
Digimarc was (h¢ only orpanisation capable of developing the digital recognition system, there were
now other companies in this field and they would be grateful for guidance in how to deal with these
other compamics, in order to avoid subsequent problems. Tn discussion, it was agreed that it was
important to b¢ cven-handed:; in particular, it had been agrecd Tor the specification of the enro note that
there should be no featurc with a single source supplier. In theory, the same principle should be
followed as for the common mark sysiem, where the marks themsclves were the property of SSG-2
and any company i:oming: up with an imagge recognition product could develop its own. Tlowever, in
the case of the digital recognition marks, Digimarc had uscd some of its “own” inteHectual properiy to
adapt an existing system for bank notcs, so that it would be harder to identify what might be defined as
the property of SSG-Z}J‘-‘ 1t was agreed that this gucstion of the owncrship of the intclicetual property
should be included in the final signed agreement with Digimarc and a letter would shortly be drafted

by Messrs Furfcy and Stone to open the issue with them; there would also need to be consultations

with the Jawvers.
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2. SSG-2 membership, budget and funding

2.1 8SG-2 membership

The Chairman welcomed Portugal to the meeting, noting that both Portugal and Luxcmbourg
bad been invitcd to join the SSG-2, at the suggestion of the management of the ESCB, The reason for
this was (hat they would both be issuing curo notes, which will use the common marks, so it was felt
that thcy should have a right to participale in the decision and a duty to support the research
financially. A reply was still awaitcd from Lusembourg, but changes in the management structure

were occurring there, which might have delayed an answer.

2.2 Funding allocation

Mr. Allison mentioned that the present key to share the funding (using four bands based on
figurcs for aotes issued) was satisfactory if vnly small amounts of funding werc required. However,
oncc the amounts became larger, the structure should be re-considered, so that contributions were
more closely related to the scalc of note issue or counterfeiting. Another question was the move to the
TCB once curo notes were i1ssucd; the 11 mdividual central banks could be cansidered in tcrms of, say.
their individuaf GDPs, whereas the previous system would have left the ECB as a single central bank.

Dr. Furley had circunlated tables with a number of varants for the contributions key. Aficr
discussion, it was agreed upanimoosly that funding should be bascd on GDP figures. rounded to two
significant figures, and that similarly there should be weighted voting, using alternative A in the tables
attached to these minutes. The new scheme would become cffective from 1st January 1999, which

meant for the next subscription. It was also emphasised that the principle of “jointness™ continucd to

- be important, that all membcr countries contributed to a project cven if they might not benefit directly.

‘The new system was an attempt to find a balance between the traditional systemn and something which

_ better reflected the level of spending and ability 1o pay.

2.3 Budget and work programme
Dr. Furley presented the budget for the period up to mid-2000, together with the work

programmec for the first phase of the Digimarc project and somc allowance for additional meetings in
the following year. This totalled £350,000 and would require a subscription 1o be paid in early 1999,
such a subscription would raise about £266,000 at currcent rates. No allowance had been made for
further payments to Digimarc for subsequent phases ot the project and, so that the central banks could
include an allocation in their budgets for 1999, it was agreed that the pavment of $1.5 million (around
£900,000) should be includcd as a tentative payment to Digimarc in the first half of 1999 for research
in the later stages. Any payment would need final approval from the SSG-2 Plenary Group mccting in

February.
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3, Other matters

3.1 Bekaert/Arjo Wiggins system

Dr. Furley rcported on the latest state of play with the development of thc second system to
combat counterfeiting using colour copiers, which was being developed by Bekaernt and Arjo Wiggins,
now using radio waves. Although this appearcd more promising than the steel fibres, it was still
ncecssary for Bekacrt and Arjo Wiggins to convince thc JBMA of the viability of the system; a
mecting wmﬂd be held in July to this end. The Newsletter would include a report on developinents. It

was agreed in a tour de table that the system was still worth pursning.

3.2 Tracing system

An updatcd version of the system was now available and, although the JBMA had hitherto met
all the costs, SSG-2 was now being asked to pay ¥500,000 for this mtial upgrade. with further
upgrades every two years. Dclcgates were also reminded to fct the 88G-2 Working Group know
quickly if they e¢ncountered problems with getting information from any individual éopicr

manufacturers.

3.3 Press room unit
Omron had developed a checking system which could be used in the Press Room, which they

werc prepared to make available at ¥5 million each, provided 20 units were sold. A questionnaire

would be sent out to establish the demand.

3.4 Checking system
A ncw version of the checking sysicm was now available, with a revised manual.

4. Tuture meetings

The Steering Committee would micct in Basle on 26th January 1999, with a meeting of the
Plenary Group following on 16th February, also in Basle. to revicw and take decisions on the second
phasc of the Digimarc projeet. A meeting of the Steering Committee had been tentatively scheduled

for 29th October 1998 in Basle, but the date would be confirmed if it were felt that the meeting was

necessary.

5. Any other business
Mr. Holm reported that, fullowing his retircment, Mr. Firber would represent his constituency

on the Steering Committee as from Ist February 1999,
The ECB had been invited to participatc in the BPC as an observer, so it was agreed that they '

should also participate in the S8G-2 (including the Stecring Committec), on the same basis, in the

fulure.
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