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Message or Special Instructions:
Attached is a revised version of the cover letter
of the Executive Summary faxed to you yesterday.
Please disregard the cover letter faxed to you
vyesterday.
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Dear Mr Governor,

} am wrlling lo you In my copaclly as Chalrman of the Steering Oom of the
Speclol Study Group 2 (S5G-2) In order 1o brief you on the progress of the $1v Group's
work over the last two and o half years. The Study Group was formed in Jonupry 1993 by

the G-10 ceniral banks In conjunciion with the mombers of European Bank Printers
Conlerence and Avustralla, with o mondale to explore ways of reducln? risk of
counterfelting of banknotes vslng colour copiers and scanners linked lo personal odmputers.

As Is explained In greoter detall In the ofiached Executive Summary,’ the Study
Group's work hos progressod quile ropidly. Two different technologies arp currently
avallable. Should the copler manulacturers agrec 1o install them, these two technplogles will
enable colour coplers 10 rocognlse banknotes and thus o disengage the copyling {nechanism.
it con bo oxpected that It will bo possible 1o equip now coplers with these systemj storting In
aboul one year's lime but progress has so far been hampered by the resisignce of the
representation of the Joponese colour copler manufacturers (JBMA) to include Jhe second
technology. The Stoering Comminss is currently irying to convince the JBMA thal o different
technologies are necessory.

In addition fo these two systems, o third system has been developed which encbles
low enforcement agencies lo woce the specific copior used to counterfel. bcnknolea This
system is already operationol. :

In connection wlth coplers, thc 55G-2 Is oxpanding Uts work programmg fo Include
scanners linked 1o personal computers, which constitule a potentially greater cgunterfelting
threat than copiers. | hope 1o be able 1o inform you of the Study Group's progress in this
regord in about @ yeor's fime.

| am, doar Mr Governor, ' :

~ Yours sinc% '
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Executive Summary of §8G-2 Activitios V ﬂ
Jauuvary 1993 - Juno 1998

The .s))ecial Study Group 2 (88G-2) was ostablished in Janusry 1993 by P:o G-10
ocontral banks in conjunotion with the members of tho Buropean Bsnk Note' Printers
Conference, who had provicusly set up 8 Working Group of tochnical experis (§8G-1) in
ordor (o0 study the general problem of counterfeiting by moans of colour ogplers. A
Stcering -Commitiee was also formed to superviso of the 8§SU-2's work prograghme and
budgot. At the suggestion of the Bank of Japan, the Japanese copier manufactufbrs were

" encouragod to work with the 88G-2 1o devolop systems by which oolour copigrs could
rocognise banknotes and thereby refuse to make coples. .

) N Overviow of work to date

Tho 8SG-2 has assessed s Jarge number of altornative tochnologleg for the
prevention of counterfeiting using colour coplers, and bolievos that a combinatidh of two
technologles, desoribed below, would provide an effective safoguard againgt?*casual®
ocounterfelting. :

(a) - Comnmon marks

The first system involves a common mark, which is printed on the bankng§to and is
recogniscd by the colour copier, The mark can cither be hldden in the backgroudd of the
banknote desipn, or can take the form of an cagily rocognisable “seal on fhe note
Drawbacks of this system are that it will require a redesign of the note and that § may be )
poasible to oircumvont if the function of the mark bocomes publicly known. THe S8G-2
oxpoots that it will be possiblo 1o install this systom in new copiors as from Aughst 1996.

The systom has been doveloped vohuntarily by the Omtron Corporation of Japsh for the

Japan Busincss Machine Makers Ascocistion (JBMA), whose membors ourrentl§ account
for the whole of the worldwide production of colour copiers.

)  Microwave system

Tho socond system involves priming banknotlcs on paper inoorporagng non.
magnetic fibres, which can be detected by tho copier using microwave technollgy.
system ie potentially superior to the common mark systetn In that it oan be introdhoed into
banknotes siinply by adding special fibres to the paper and may therefore be (4§
morc difficult to defoat. Howover, the JAMA is not enthusinstic about also ado tlng this’

ooncerned that compatibility problems may arise.

There i some uncortainty as 1o when the microwave systom will be oparagonal: the
§8G-2 belicves that the aystom could be incorporated in coplers as carly as nex{ summer,
while tho JBMA is concerned thot it could take as much as 2-3 years (o evaluate tho system
fully. Sinco some further development work is nooessary (c.g. to ensure (aat paper
containing the fibres is fally compatible with all aspects of banknote production hnd use),
the likelihood of a delay is greater with tho microwave system than with tho comthon mark
systom.

‘ Tho technologies used in the microwave systom have been developed by NV
Bokacrt SA, which holds patents on the manufacture of the fibros and theff use for -
recognition purposes, and Arjo-Wigginge SA, which holds patents on m@hods of
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incorporating the fibres in paper. Licensing and rayalty agréements have yot to roachod
with these firms. - '

provide central banke with useful flexibility. Finally, tho uso of both technologl
make it more likaly that a solution to the eounterfeiting throst posed by scannsrs
personal computers, which constitute a potentially greater threat than colour copi
be found without the nead to inroducc yot enother technology. However, the

copiors with obvious implications for compotitiveness,

(¢)  Tracing system

developed a tracing system which chables law enforcoment agenoles to
speoific machine used to oounterfeit banknotos. This system is already operati
oonsidorably incrcasos tho Jikelihood that counterfeiters of banknotes will be appr

IL. Future work

v(a) S$5G-2

In the ycar ahead the SSG-2 will monitor the final develop.
implementation of the two anti-counterfeiting systems, and ensure that any

Appear

industry.
)  Steering Commiitee

sond & sinall group of Heads of Dologation to Japsn 10 resolve with the
difficultios to which this could glve rise.

The Steering Committce belisyes that at some future date legislationimay be
required to limit the risk of counterfelling of banknotos using copivrs and nets, in
particular by provonting the importation of colour copiers and scanners not oquipbed with
adequate anti-countorfeiling systoms. The Committee has thorefore decided to pet up e
small group of experts to exploro logal issucs that would arise in this contoxt.
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