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B O A R D o r G O V E R N O R S 
Of THE 

FEDERAL RESERVE SYSTEM 
WASHINGTON, D. C. 80651 

THiOOOUt «_ ALUtOM 
ASSISTANT TO THE »OARO 'or nMiwc n«a«nve SYSTEM AFFAIftC 

To: 

Telephone 202-452-2793 
Facsimile 20Ì2-452-5216 

FAX COVER SHEET 
Ms. Bradbury, Messrs. McNamarà July 21, 1995 

and Flynn D a t e : 

From: Theodore E. Allison 

Message or Special Instructions: 

Attached is a revised version of the cover letter 
of the Executive Summary faxed to you yesterday. 
Please disregard the cover letter faxed to you 
yesterday. 

are 
sending the original document by mail. 

v are not 
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BANQUE DE FRANCE 

IE OliiCieUR GËNtltAI 
or IA fAMICAJtON Di$ nuns 

Puleoux, 21 July 1995 

Mr Alan GREENSPAN ; 

Governor 
BOARD OF GOVERNORS ; 

o r THE FEDERAL RESERVE SVSTEM 

WASHINGTON, D.C. 2 0 5 5 1 

U.S.A. i i 
« » 

Door Mr Governor, j 

| am writing lo you In my copaclly as Chairman of iho Steering Comrrftttee of the 
Special Study Group 2 (SSG-2) in order to brief you on the progress of ihe $tuBy Group's 
work over the last two and a half years. The Study Group was formed In Jamfprf 1993 by 
the G-10 central banks In conjunction with the member» of European Dank hfote Printers 
Conference and Australia, with a mandate to explore way» of reducing Ate risk of 
counterfeiting of banknotes using colour copiers and scanners linked to personal computers. 

As Is explained In greater detail in the otlached Executive Summary/ the Study 
Group's work has progressed quite rapidly. Two different technologies a n currently 
available. Should the copier manufacturers agree to Install them, these two lechiologles will 
enable colour copiers to rocognlso banknotes and thus lo disengage the copying mechanism. 
Il can be oxpected that H will bo possible lo equip now copiers with these system storting In 
aboul one year's lime but progress has so far been hampered by the reiltU nee of the 
representation of the Japanese colour copier manufacturers (JDMA) to Include he second 
technology. The Stoering Committee is currently trying to convince the JBMA that f to different 
technologies are necessary. ' 

In addition to these two systems, o third system has been developed whjjch enables 

low enforcement agencies lo tioce the specific copier used to counterfeit, banknote». This 

system is alreody operational. 

In connection with copiers, the SSG-2 is expanding Its work programmé to Indude 
scanners linked to personal computers, which constitute a potentially greater counterfeiting 
ihreol than copiers. I tape to be able to inform you of the Study Group's progress In this 
regord in about o year's time. 

I am, dear Mr Governor, < 
Yours sincerely, 
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Executive Summary of SSG-2 Activities 
January * Juno I9PS 

The Special Study Group 2 (SSG-2) was established in January 1993 by [bo Q-10 
oontral bank« in conjunction with (ho members of (ho European Bank Note Printers 
Conference, who hid previously set up a Woiking Group of (odinical export« (S&G-l) in 
ordor to study (he general problem of counterfeiting by moans of colour <x »iers. A 
Steering Committee VM alio formed to super vi so of (lio BSU-2's work progra imc and 
budget. At the suggestion of die Bank of Japan, (lie Japanese oopicr mamifectu srs were 
encouragod to work with the SSG-2 to devolop systems by whioh colour oopi rt could 
rooognise banknotes and (hereby refuse to make copies. 

1. Overview of work to date 

Tho SSG-2 has assessed a large number of alternative technologic for tho 
prevention of counterfeiting using colour copier*, and bolievos that a combinatimi of two 
technologies, desoribed below, would provide an eflbctivo safeguard against "casual" 
counterfeiting. 

(a) Common marks 
Tho first system involve« a common mark, which is printed on the bankn< te and is 

recogniscd by the colour copier, The mark can either be hidden, in the baokgrotl id of the 
banknote design, or can take the form of an easily rooognisable "seal" on he note. 
Drawbacks of this system are that it will require a redesign of the note and that ; may be 
possible to circumvcnt if the Amotion of the mark becomes publioly known. Tfle SSG-2 
oxpoot* that it will be possiblo to install this system in new copiors as from Auglst 1996. 
The system has been developed voluntarily by the Omron Corporation of Japoi for the 
Japan Business Machine Makers Association (JBMA), whose members ourrentlf aooount 
for the whole of the worldwide production of colour oopiert. 

(b) Microwave system 

Tho socond system involves printing banknotes on paper incorporating non-
magnetic fibres, which can be detected by tho copier using wicroMwe technoi gy. This 
system is potentially superior to the common mark system in thBt it oan be inttomced into 
banknotes simply by adding special fibres to the paper and may therefore be tfhnieally 
more difficult to defeat. Howover, the JBMA is not enthusiastic about also adoltlng this* 
system because it has no experience in using microwave technology in copied, and is 
ooncornod that compatibility problems may arise. 

There is Bomo uncertainty as to when the microwave system will be operational: the 
SSG-2 believes that the aystotn could be incorporated in copiers as oarly as nexr summer, 
while tho JBMA is concerned that it could take as much as 2-3 years to evaluate (ho system 
fully. Sinoo some further development work is necessary (e.g. to ensure mat paper 
containing the fibres is Ailly compatible with all aspects of banknote produclionpnd use), 
the likelihood of a delay is greater with the microwave system than with the com&on mark 
system. 

Tho technologies used in the microwave system have been developed by NV 
Bokaert SA, which holds patents on the manufacture of tltc fibres and the® use for 
recognition purposes, and Arjo-Wiggine SA, whioh holds patents on methods of 
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incorporating the fibres in paper. Llocniing and royally agreement* h*vc yet to b| »ached 
with these finiu. 

Whilo there is somo uncertainty about the availability of the miorowave ty torn, the 
SSG-2 believes that it is w*Hernial that both systems bo used jointly. Sinoe the two 
technologies differ substantially, it would be difficult for counterfeiters to d feat the 
systems through trial-and-error experimentation. Furthermore, sinoe somoccnt tl banks 
may choose to use only one system, the inclusion of two deteotors in the copie s would 
provide oentral banks with useftil flexibility. Finally, the uso of both teohnologi s woutd 
make it more likoiy that a solution to the counterfeiting threat posed by aoanners inked to 
persona) computers» which constitute a potentially greater threat than colour copic •», could 
be found without the need to introduce yot another technology. However« (he us of both 
systems in combination, as recommended by tho SSG-2, would add to the cost flf colour 
copiors with obvious implications for competitiveness. 

(c) Tractng system 
It should be noted that in addition to tlicsc two systems, the JBMA has vt untarily 

developed a tracing system which enables law enforcement agenoies to doter tine the 
specific machine used to counterfeit banknotes. This system is already operatic rial, and 
considerably incrcasos tlto Mcollhood that counterfeiters of banknotes will be appr< 

II. Future work 

(a) SSG-2 
In die year ahead the SSG-2 will monitor the final development and 

implementation of tlie two anti-counterfeiting systems, and ensure that any 
difficulties aro resolved. Given the progress made with rogard to copiers, the S i 
boon instructed by the Stocring Committoo to oxamlno, through bilateral eontac 
suiall number of manufacturers, whether the technologies developed for oopiers o >uld also 
be used for scanner and computer systems. Sincc medium-sized and small soairne t appear 
lo constitute tho greatest throat, tho SSG-2 will focus iu efforts on this iegme| 
industry. 
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(h) Steering Committee 
In ordor lo emphasise die importance attachod by tlie central banks to hatSng both 

anti-countorfeiting systems incorporated in copiors, the Steering Committee has d oided to 
send a small group of Heads of Delegation to Japan to resolve with the JB rfA any 
difficulties to which this could give rise. 

The Steering Committee believes that at some future date legislation 
required to limit the risk of counterfeiting of banknotes using copiers and scanners, in 
particular by provonting the importation of oolour copiers and scanners not oquif >ed with 
adequate anti-counterfeiting systems. The Committee has thorefore deoided to 
small group of experts to explore logal issues that would arise in this context. 
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