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A switch is a sophisticated computer capable of1

connecting numerous calls at any given time.  In the current
telephone system, a call may pass through a number of different
switches, any of which may be owned by a carrier or entity
different than the others. The originating switch may be a
computer owned and controlled by the carrier serving the
telephone (e.g., Verizon) or it may be a "private branch
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GOVERNMENT’S MEMORANDUM OF LAW IN SUPPORT
OF ITS REQUESTS FOR AUTHORIZATION TO ACQUIRE
POST-CUT-THROUGH DIALED DIGITS VIA PEN REGISTERS

PRELIMINARY STATEMENT

The government respectfully submits this memorandum of

law in support of its application for authorization pursuant to

the Pen Register and Trap and Trace Statute, 18 U.S.C. §§ 3121 et

seq. (“Pen/Trap Statute”) to use a pen register to record post-

cut-through dialed digits (“PCTDD”) dialed by a specified

telephone (the “subject telephone”).

PCTDD are digits that a user dials after the initial

call setup is completed, or “cut-through” from an originating

telephone switch to the next switch in the sequence needed to

connect a call.   Some PCTDD consists of digits that are1



exchange" ("PBX") that is controlled by the entity (e.g., the
U.S. Attorney’s Office or a law firm) from whose internal
telephone system a call originates.
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unrelated to the content of the call, that is, digits that are

unrelated to “the substance, purport, or meaning” of the call. 

See 18 U.S.C. §§ 2510(8), 3127(1).  These “non-content PCTDD”

typically consist of digits that are necessary to route and

address a call and include other telephone numbers and access

codes that a user enters after the initial call setup.  For

example, and as is often important in criminal investigations,

the access codes and telephone numbers that a user enters after

his call is cut-through to a calling card service constitute non-

content PCTDD.  Other forms of PCTDD, however, may convey

communicative content (“PCTDD content”).  For example, a user may

generate PCTDD content, after he is cut-through to his bank’s

telephone system and enters his account number.

Since 1994 and continuing under amendments to the

Pen/Trap Statute that were enacted in 2001, Congress has

authorized the government to use a pen register to access

content, provided that if there is “technology reasonably

available to it that restricts” to non-content the information

that the pen register accesses, the government must use that

technology.  See 18 U.S.C. § 3121(c) (1994 & 2001).  When no such

technology is “reasonably available,” however, Congress has

authorized the government to obtain content incidental to a pen
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register’s acquisition of non-content (“incidental access to

content").  Although the Pen/Trap Statute authorizes such

incidental access, the government is prohibited from using both

the content in issue, as well as it fruits, unless that content

was acquired in accordance with Title III of the Omnibus Crime

Control and Safe Streets Act of 1968, P.L. 90-351 (“Title III").

See 18 U.S.C. § 2515.

The instant briefing is necessitated by a recent out-of

district decision that construes 18 U.S.C. § 3121(c) together

with 18 U.S.C. § 3127(c), which defines a "pen register" for the

purposes of the Pen/Trap Statute.  Simultaneous with the 2001

amendments to 18 U.S.C. § 3121(c), Congress added language at the

end of § 3127(c), so that it now states that the information that

a pen register acquires "shall not include the contents of any

communication."

In a case of first impression, a magistrate judge in

Houston has held that notwithstanding § 3121(c)’s "technology

reasonably available" clause, the amendment to 18 U.S.C.

§ 3127(3) prohibits all incidental access to content, even when

there is no technology reasonably available that can avoid it. 

See In the Matter of the Application of the United States of



Prior to the Houston Decision, two courts in dicta had2

questioned whether the government could ever permissibly acquire
PCTDD absent an eavesdropping warrant.  As reflects the fact that
in neither case was the issue necessary to decide, both decisions
nowhere mention, let alone evaluate, 18 U.S.C. § 3121(c).  See
FCC v. United States v. United States Telecommunications Ass’n,
227 F.3d 450, 462 (D.C. Cir. 2000) ("[I]t may be that a Title III
warrant is required to receive all post-cut-through digits)
(under Communications Assistance To Law Enforcement Act, FCC
required to reconsider whether service providers must develop
capability to acquire PCTDD in response to court orders); In Re
Application Of The United States On [xxxx] Internet Service
Provider/User Name [xxxx@xxx.com], 396 F. Supp.2d 45, 48 (D. Mass
2005) (where government sought a pen/trap on an email account,
not a phone, expressing skepticism that "anyone [would] doubt"
that amended 18 U.S.C. § 3127(3) prohibits a pen register from
ever accessing PCTDD content).
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America . . ., 441 F. Supp.2d 816 (S.D. Tx. 2006) (hereafter the

"Houston Decision").2

The Houston Decision fundamentally misconstrues 18

U.S.C. §§ 3121(c) and 3127(3).  The discussion below  sets forth

the statutes in issue (Point I), followed by a discussion of the

cardinal rules of statutory construction that apply (Point II).  

Point III demonstrates how those rules and alternatively, those

rules as resolved by legislative history, require that 18 U.S.C.

§ 3121(c) and 18 U.S.C. § 3127(3) be read in pari materia to

permit a pen register incidental access to content, so long as

(a) no technology is reasonably available to avoid it, and (b)

pursuant to 18 U.S.C. § 2515, the government makes neither direct

nor derivative use of content thereby obtained.  Based on the

prior points, Point IV summarizes how the holding of the Houston

Decision misconstrues the text and disregards both the
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controlling canons and legislative history, all of which result

in that decision stopping short of answering the question that as

a matter of law it was required to have answered in order to

determine whether the government was entitled incidentally to

access PCTDD: whether there is technology reasonably available to

the government that can reliably separate PCTDD content from

PCTDD non-content.  The government has previously furnished

evidence ex parte and under seal that we respectfully submit

demonstrates that in fact, no such technology is  reasonably

available to the government.  Because it is not, the Pen/Trap

Statute permits the subject pen registers to access PCTDD content

incidental to acquiring PCTDD non-content.

I. Pertinent Statutory Provisions

A. Title III (1968)

In enacting Title III, Congress established a new

statutory framework of standards, limitations, and procedure the

government must follow in order to be authorized to intercept and

use the content of (among other things) wire communications. 

Under Title III, all such interceptions must (among other things)

be either consensually authorized, or judicially authorized upon

a showing by the government of probable cause to believe that the

instrument to be monitored has been and will continue to be used

to commit crimes, that there is accordingly probable cause to

believe eavesdropping will reveal evidence of such crimes and



By contrast, since inception in 1986, there has bee no3

mandate to suppress processing information obtained pursuant to
the Pen/Trap Statute if its requirements are not met.  United
States v. Thompson, 936 F.2d 1249, 1249-50 (11th Cir. 1991);
accord United States v. Fregoso, 60 F.3d 1314, 1320-21 (8th Cir.
1995)
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that less intrusive means of investigation have failed or are

reasonably likely to fail.  See 18 U.S.C. § 2518(3)(a)-(d).

Since Title III’s inception, 18 U.S.C. § 2515 has

contained the following comprehensive prohibition on use by the

government of the contents of wire communications in the event

they are acquired without Title III’s requisites for interception

having been satisfied:

Whenever any wire or oral communication has been
intercepted, no part of the contents of such
communication and no evidence derived therefrom may be
received in evidence in any trial, hearing or other
proceeding in or before any court, grand jury,
department, officer, agency, regulatory body,
legislative committee or any other authority of the
United States, a State, or a political subdivision
thereof if the disclosure of that information would be
in violation of this chapter.

18 U.S.C. § 2515 (West. 2006).

Accordingly, 18 U.S.C. § 2515 precludes the government

from making direct or derivative use of the contents of

intercepted wire communications except as authorized by Title III

(and/or the national security statutes that it incorporates by

reference).  By the same token, 18 U.S.C. § 2515 vests persons

intercepted in violation of Title III with the right to suppress

any interceptions offered against them.      3
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B. The Original Pen/Trap Statute (1986)

The Pen/Trap Statute was originally enacted in 1986 as

part of the Electronic Communication Privacy Act, Pub. L. No. 99-

508 (“ECPA”). As it has since inception, the Pen/Trap Statute

authorizes “attorney[s] for the government" to apply for an order

authorizing or approving “the installation and use of a pen

register or a trap and trace device”  ECPA § 301 (enacting 18

U.S.C. § 3122(a)).  Upon a finding that such an attorney for the

government "has certified that the information likely to be

obtained by such installation and use is relevant to an ongoing

criminal investigation, a court "shall enter" such an order.  Id.

(enacting 18 U.S.C. § 3123(a)(1)) (emphasis added).

From 1986 until the 2001 amendments (see below), the

Pen/Trap Statute defined a pen register as follows:

. . . Definitions for chapter

As used in this chapter . . .

(3) The term “pen register” means a device
which records or decodes electronic or other
impulses which identify the numbers dialed or
otherwise transmitted on the telephone line
to which such device is attached...

ECPA § 301, enacting 18 U.S.C. § 3126(3), recodified at 18 U.S.C.

§ 3127(3) (emphasis added) by P.L. 100-690, § 7092 (1988).

C. Original 18 U.S.C. § 3121(c) (1994)

In 1994, Congress amended the Pen/Trap Statute,

pursuant to the Communications Assistance for Law Enforcement



"Uniting and Strengthening America by Providing4

Appropriate Tools Required to Intercept and Obstruct Terrorism
Act of 2001," Pub. L. No. 107-56, 115 Stat. 272 (2001).
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Act, P.L. 103-414 (1994) (“CALEA”).  CALEA added a new provision,

codified at 18 U.S.C. § 3121(c), that imposed a limitation on the

government’s use of a pen register, as follows:

Limitation – A Government agency authorized
to install and use a pen register under this
chapter or under State law shall use
technology reasonably available to it that
restricts the recording or decoding of
electronic or other impulses to the dialing
and signaling information utilized in call
processing.

CALEA, Pub. L. No. 103-414, § 207 (1994)(emphasis added).

D. The 2001 Amendments To §§ 3121(c) and 3127(3)

In 2001, following the 9/11 terrorist attacks, Congress

enacted the Patriot Act.   The Patriot Act revised the electronic4

surveillance laws in a number of respects, including but not

limited to the Pen/Trap Statute.  Among other things, the Patriot

Act modernized the Pen/Trap Statute to accommodate wireless and

Internet-based technology, neither of which had been specifically

addressed by ECPA in 1986 or by CALEA’s 1994 amendments to the

Pen/Trap Statute.  In addition, the Patriot Act also altered the

definition of  “pen register” in pertinent part as follows:

. . . Definitions for chapter

As used in this chapter . . .

(3) the term "pen register" means a device or
process which records or decodes dialing, routing,
addressing, or signaling information transmitted



 By adding the terms "routing [and] addressing5

information," to both § 3121(c) and § 3127, the Patriot Act made
clear, among other things, that Pen/Trap Statute’s not only
governs telephonic data encompassed by "dialing and signaling
information necessary to call processing" (former § 3121(c)) and
"numbers dialed or otherwise transmitted" (former § 3127(3)), but
also extends to non-telephonic forms of communication, such as
email messages sent via Internet.  For example, by adding the
"routing [and] addressing information," the amendments establish
the Pen/Trap Statute’s jurisdiction over devices that detect what
Internet Protocol ("IP") address is assigned to a user sending
email over the Internet, since Internet service providers rely on
IP addresses to route outgoing email and to establish a return
address for replies.
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by an instrument or facility from which a wire or
electronic communication is transmitted, provided,
however, that such information shall not include
the contents of any communication....

 

Patriot Act § 216 (amending 18 U.S.C. § 3127(3)) (emphasis

added).  At the same Congress amended the “limitation” set forth

at 18 U.S.C. § 3121(c), to read:

(c) Limitation – A government agency authorized to
install and use a pen register or trap and trace
device under this chapter or under State law shall
use technology reasonably available to it that
restricts the recording or decoding of electronic
or other impulses to the dialing, routing,
addressing, and signaling information utilized in
the processing and transmitting of wire or
electronic communications so as not to include the
contents of any wire or electronic communications.

Patriot Act § 216 (amending 18 U.S.C. § 3121(c)) (emphasis

added).5



See 2A N. Singer Statutes and Statutory Construction §6

46.06, pp. 181-86 (rev. 6  ed. 2000). th
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II. Governing Principles Of Statutory Construction

The starting and sometimes the ending point for

construction of a statute is it text.  If the meaning of the text

is plain, the statute must be construed according to the text’s

unambiguous terms and no further analysis is warranted.  Rubin v.

United States, 449 U.S. 424, 430 (1981).  If, however, the words

of the statute are ambiguous, a court must attempt to interpret

that text with no extrinsic aids, except canons of statutory

construction.  Daniel v. American Board of Emergency Medicine,

428 F.3d 408, 423 (2d Cir. 2005).   If canons alone fail to cure

the ambiguity, the Court must consult legislative history to

ascertain if legislative history alone or in combination with

canons dispels it.  Id.

In this case, the applicable canons and related rules

with respect to legislative history are as follows:

A. A statutory provision must be “‘interpret[ed] . . .  in
a way that renders it consistent with the tenor and
structure of the whole act or statutory scheme of which
it is a part.’” United States v. Pacheco, 225 F.3d 148,
154 (2d Cir. 2000) (citation omitted) (the "whole act"
rule); and as a corollary,

B. "A statute ought, upon the whole, to be so construed
that, if it can be prevented, no clause, sentence, or
word shall be superfluous, void, or insignificant.” 
Duncan v. Walker, 533 U.S. 167, 174 (2001)), sometimes
referred to as the "rule against superfluities";6



See, e.g., United States v. Rodriguez, 480 U.S. 522,7

524-525 (1987) (legislative history inconsistent with implied
repeal); Capitol Records, Inc., 372 F.3d 471,480 (2d Cir. 2004)
(same); see also  Billing v. Credit Suisse First Boston, Inc.,
426 F.3d 130, 165 (2d Cir. 2005) (evidence supporting implied
repeal includes but is not necessarily limited to statutory
wording and legislative history). 

The above rule and its corollary apply with just as8

much force when two competing provisions are enacted simulta-
neously as when there was a long interval between enactment of
the one statute and enactment of the other.  Auburn Housing v.
Martinez, 277 F.3d 138, 145-146 (2002). 
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C. "Repeals by implication are not favored." Morton v.
Mancari,  417 U.S. 535, 549 (1976).  Implying that one
provision (e.g., the 2001 amendments) repeals another
that regulates the same subject (e.g., § 3121(c) as
first enacted in 1994) is only permissible if the two
competing provisions regulate the same subject, are in
"irreconcilable conflict" and statutory language,
legislative history or other evidence demonstrated
"clear and manifest" congressional intention to repeal. 
Radzanower v. Touche, Ross, Co., 426 U.S. 148, 154
(1976);  and conversely,7

D. Absent "clear and manifest evidence" from statutory
language, legislative history or other evidence, a
court is obliged "'[w]hen there are two acts upon the
same subject . . . to give effect to both if
possible.’" Mancari, 417 U.S. at 551 (quoting United
States v. Borden Co., 308 U.S. 188, 198 (1939))
(emphasis added);8

As shown below, the above principles require that the

Court construe the Pen/Trap Statute (a) to permit a pen register

to access PCTDD content incidental to collecting non-content,

when there is no "technology reasonably available" to avoid the

incidental access, see 18 U.S.C. § 3121(c), but (b) to preclude

the government from using that content, because at the time a

device accesses it, the device is not functioning as a "pen
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register" within the definition of 18 U.S.C. § 3127(3) and

accordingly, the content is subject to 18 U.S.C. § 2515's ban on

use, absent separate authorization under Title III.  Such a

reading gives appropriate effect both to § 3121(c)’s "technology

reasonably available" ("TRA") clause and to 18 U.S.C. § 3127(3)

and avoids reading the TRA clause to be superfluous or implying

its repeal in the absence of clear and manifest evidence.  And in

any event, such a reading is compelled by legislative history

that shows Congress to have specifically intended the 1994

legislation to authorize incidental access to content and the

2001 legislation to preserve the authorization enacted in 1994.

III. Application Of Governing Principles

A. On Its Face, § 3121(c) Authorizes
Incidental Access To Content, If
There Is No TRA That Can Avoid It

Since 1994, 18 U.S.C. § 3121(c) has included an express

clause that with respect to any pen register, obligates the

government to use "technology reasonably available to it that

restricts the recording or decoding of . . .  electronic or other

impulses" to those constituting "information utilized" to process

wire or electronic communications ("processing information"),

such as dialed digits used to connect calls.  See CALEA § 207;

Patriot Act § 216.  When in 2001 it added the phrase "so as not

to include the contents of any wire or electronic communica-

tions," to the end of § 3121(c), Congress merely made explicit
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what § 3121(c) had already plainly implied: to the extent that

"reasonably available" technology enables a pen register seeking

non-content to restrict recording to non-content, it tends ("so

as") not also to record ("not to include") content.

In other words, from inception in 1994 and continuing

after the 2001 amendments, the essential language of 18 U.S.C.

§ 3121(c) has not changed.  It is expressed in the clause

requiring the government to use "technology reasonably available

to it" to restrict a pen register’s collection to processing

information.  Under that clause, the permitted scope of operation

of a pen register varies with the TRA’s "restrict[ive]"

capability, i.e., how well it prevents a pen register as that

device monitors for and records processing information from also

acquiring content.

If there is TRA that enables a pen register to

distinguish the processing information that is its target from

contemporaneously-transmitted content, § 3121(c) requires the

government to use that technology and as result acquire only the

non-content.  If there is no TRA that can make that distinction

with complete accuracy, however, § 3121(c) only requires the

government to operate the pen register using the TRA that exists

-- even though the pen register may also obtain some content as

it pursues processing information.



The prior generation of pen registers were operated by9

government technicians and could be modified by them to access
and record voice content as well as digits that a caller enters
using touch-tones.  See, e.g., United States v. Love, 859
F. Supp. 725, 732-733 (S.D.N.Y. 1994) (no grounds under federal
law to suppress pen register fruits, absent evidence that pen
register had been so converted); People v. Bialostok, 80 N.Y.2d
738, 740-46 (1993) (New York statute precluded operation of
convertible pen register in unconverted mode absent order
supported by probable cause authorizing use of eavesdropping
device).  By contrast, under subsequently-developed designs, pen
registers are provider-controlled and can only recognize and
record touch-tones, not voice content.  In some limited
instances, the newer voice-content minimizing designs are not
available.  In this case, however, they are and are being used
(the court having previously authorized the requested pen
registers to operate except with respect to access to PCTDD).
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Thus, provided the government uses what technology is

reasonably availably to avoid incidental access to content, 18

U.S.C. § 3121(c) permits a pen register incidentally to access

the remainder that TRA cannot avoid.  The telephone pen registers

sought in the instant case illustrate the point.  The state of

technology reasonably available to the government includes

improved capacity to prevent a pen register from collecting voice

content at the same time as it collecting processing informa-

tion.   As demonstrated by our other submissions, however, the9

TRA has no concomitant capability to avoid the risk that a pen

register collecting PCTDD non-content may also access PCTDD

content.  Accordingly, if the government uses what technology is

reasonably available, which avoids collection of voice content,

it has satisfied 18 U.S.C. § 3121(c)’s precondition to incidental

access to the remaining content, namely, PCTDD content.
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B. The Canons Require Construing § 3127(3)’s
Text Consistent With § 3121(c)’s Limited
Authorization Of Incidental Access To Content

1. § 3127(c) Is Susceptible To
Two Conflicting Interpretations

Prior to the 2001 amendments, a device qualified as a

"pen register," so long as it “record[ed] or decod[ed] electronic

or other impulses which identify the numbers dialed or otherwise

transmitted on the telephone line.”  18 U.S.C. § 3127(3) (West

2000) (emphasis added).  Thus, under the prior statutory

definition, a device was functioning as a pen register so long as

it acquired dialed digits, be they pre-cut-through (non-content),

PCTDD non-content -- or PCTDD content.  By contrast, after the

Patriot Act, 18 U.S.C. § 3121(3) in relevant part defines a pen

register as "a device or process which records or decodes

dialing, routing, addressing and signaling information

transmitted by an instrument from which a wire . . . communica-

tion" is transmitted, but "such information shall not include the

contents of any communications." 18 U.S.C. § 3127(3) (West 2006)

(emphasis added).

The above language can be read two different ways.  One

interpretation is that the "shall not" clause means only that a

device or process "shall not" qualify as a "pen register" -- and

therefore does not so qualify -- at any juncture that it accesses

PCTDD content.  In other words, such a device or process is not

functioning as a "pen register" within the meaning of § 3127(3)
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anytime such access occurs.  The "shall not" clause, however,

does not control the ambit of the definition, insofar as a device

or process that collects content is also collecting non-content.

Thus, a device or process that records non-content "dialing"

information, e.g., directly-dialed telephone numbers or PCTDD

non-content, is functioning as a "pen register" under the

statutory definition at the time the device or process records

that information.  Moreover, that device or process meets the

statutory definition at the time such non-content is recorded,

regardless of whether at other times, the same device or process

monitoring the same target telephone obtains content, with or

without requisite authorization.

  The second possible interpretation of 18 U.S.C.

§ 3127(3) is that the "shall not" clause that was added in 2001

excludes from the definition of "pen register" any device or

process that ever accesses content, without regard to whether the

device or process at other times collects non-content.  Thus,

under this reading, a device or process that is authorized solely

by the Pen/Trap Statute is subject to a "proscription against

content [that] is unqualified."  Houston Decision, 441 F. Supp.2d

at 823.  
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2. § 3127(3) Must Be Read Consistent With
§ 3121(c)’s Conditional Authorization
Of Incidental Access To Content, Subject
To § 2515's Prohibition On The Content’s Use

Both of the above interpretations are plausible,

provided one reads the text of 18 U.S.C. § 3127(3) in isolation. 

The canons of construction, however, require that § 3127(3) be

interpreted in the broader context of the Pen/Trap Statute and

Title III.   Those rules compel resolution of § 3127(3)’s

ambiguity in favor of the interpretation that recognizes a device

or process to qualify as a pen register when it collects non-

content, even if at other times, it is accessing content.

As further explained below, that interpretation is

congruent with 18 U.S.C. § 3121(c) in particular and the

electronic surveillance provisions of the Pen/Trap Statute and

Title III in general.  Thus, it satisfies the whole act rule

because it is "consistent with the tenor and structure of the

whole act or statutory scheme of which it is a part.’” United

States v. Pacheco, 225 F.3d at 154.  By contrast, any

interpretation that treats 18 U.S.C. § 3123(7) as a blanket

"proscription" against a pen register accessing content is at

odds with both the rule against superfluities and the rule

against implied repeal. 

18 U.S.C. § 3121(c) obligates the government to use

technology reasonably available to restrict a "pen register" to

collecting processing information.  Accordingly, to the extent
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that TRA permits, § 3121(c) serves to minimize the frequency with

which a device that collects non-content and is therefore a pen

register under § 3127(3), also acquires content.  To the extent

that the technology is not reasonably available to keep a "pen

register" from accessing content in the course of collecting non-

content, § 3121(c) creates a safe harbor that permits the

incidental access to occur.

Because that safe harbor extends only to access, no

conflict inheres between the interpretation of § 3127(3) that

counts a device as a "pen register" at the time it collects non-

content, but not at any moment that it incidentally accesses

content.  When the government applies for and receives

authorization to use a "pen register" by certifying the likely

relevance of that device’s output (see 18 U.S.C. § 3123(c)), its

license to use the result is limited to non-content processing

information within the definition of § 3127(3) contemplates. 

Moreover, were the government to seek to use content that had

been incidentally-accessed pursuant to § 3121(c), any "part of

the contents of such communication[s] and [any] evidence derived

therefrom" would be subject to suppression, absent separate

authorization based on consent, or on an order issued based on

probable cause, exhaustion and the other requisites of Title III. 

See 18 U.S.C. § 2515.
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By contrast, an interpretation that construes 18 U.S.C.

§ 3127(3)’s  "shall not" clause to remove from the ambit of that

statute any device or process that acquires content -- ever --

does not withstand scrutiny.  Rather, any such interpretation 

conflicts with the canons of construction because it ignores

language to the contrary in § 3121(c).  Under § 3121(c), whether

a device may access content incident to collecting content

depends on whether or not "technology reasonably available"

exists to avoid the collection.  If such TRA exists, the

government must use it.  If not, the incidental access is

permitted.

Reading § 3127(3) to impose an outright ban on access

to content would mean that the question of what technology is

reasonably to prevent such access is irrelevant.  Rather, the

government would be required to use any means at its disposal to

exclude content (e.g., PCTDD content) from the data that a device

collects in searching for non-content (e.g., PCTDD non-content). 

If no such means existed (as is the case with respect to PCTDD

here), § 3127(3) would proscribe that device from being used to

seek that (PCTDD) non-content at all.

“To read out of a statutory provision a clause setting

forth a specific condition or trigger to the provision’s
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applicability," however, "is an entirely unacceptable method of

construing statutes”).  Natural Resources Defense Council v.

United States, 822 F.2d 104, 112-113 (D.C. Cir. 1987). 

Accordingly, in this case, reading the words "reasonably

available" out of § 3121(c) violates both the rule against

superfluities and the rule against implied repeal.

The first canon requires construing the Pen/Trap

Statute "upon the whole," so that "if it can be prevented, no

clause [or] sentence shall be superfluous, void or insignifi-

cant."  Duncan v. Walker, 533 U.S. at 174.  As demonstrated

above, construing 18 U.S.C. § 3127(3) to define a device as a

"pen register" when it collects non-content but not when it

collects content, prevents the outcome that the rule against

superfluities condemns: nullifying the words "reasonably

available" in § 3121(c) by construing § 3127(3) to ban a device

from ever accessing content under authority of the Pen/Trap

Statute.

The analysis and therefore the outcome are similar

under the canon against implied repeal.  In the absence of an

"irreconcilable conflict" between the meaning of two statutes

that regulate the same subject and "clear and manifest" evidence

that one statute was intended to repeal the other, Radzanower v.

Touche, Ross, Co., 426 U.S. at 154, a court is required "to give

effect to both, if possible."  Morton v. Mancari,  417 U.S. at



As detailed at Point III.C.1. below, implied repeal is10

likewise precluded by statements in 2001 by Senator Leahy, the
principal drafter of both the 1994 and 2001 legislation,
demonstrating that he did not believe the Patriot Act’s
amendments effected any material change with respect to the 
Pen/Trap Statute limitation on a device incidentally accessing
content.       
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549.  As demonstrated above, no irreconcilable conflict exists. 

Rather, any putative conflict between § 3127(3) and the

technology reasonably available clause of § 3121(c) is avoided if

§ 3127(3) is interpreted to mean that the statute’s definition of

a "pen register" is satisfied by a device when it collects non-

content, regardless of whether at other times it accesses

content.  

Nor is there persuasive evidence in the Pen/Trap

Statute, let alone "clear and manifest evidence," that the

Patriot Act’s amendment of § 3127(c) was intended impliedly to

repeal § 3121(c)’s pre-existing permission of incidental access

to content in the absence of technology reasonably available to

avoid it.    As previously explained, the essential language of10

§ 3121(c) has remained unchanged since 1994 with respect to use

of pen registers on telephones.  At inception, § 3121(c)

conditioned permission for incidental access to content on the

absence of "technology reasonably available that restricts" such

a device to collection of "dialing" and related processing

information.  See CALEA § 207.  The text of § 3121(c) was not

materially unchanged by the addition of the phrase "so as to not
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include . . . contents," for that merely highlighted what

§ 3121(c) already implied: technology reasonably available that

can restrict a pen register to collecting processing information

serves to avoid access to content.  Thus, the sole statutory

indicia of implied repeal is the "shall not" clause added to

§ 3127(3) in 2001.  That is hardly sufficient to imply repeal,

for as shown above, § 3127(3) is also susceptible to a contrary

interpretation that is consistent with § 3121(c)’s TRA clause. 

Since the contrary interpretation enables a court "to give

effect" to both statutes, it is that construction which a court

must adopt.  Morton v. Mancari, 417 U.S. at 551.

C. Legislative History Confirms Congress Intended
In 1994 To Permit Incidental Access To Content,
To Be Minimized To The Extent That TRA Allows,
And Intended In 2001 To Preserve That Permission

Legislative history should be used to construe a

statute only when the statute’s text and contextual analysis that

applies canons do not entirely dispel ambiguity.  Daniel v.

American Board of Emergency Medicine, 428 F.3d at 423.  While we

submit that the prior discussion sufficiently demonstrates the

correct construction of 18 U.S.C. §§ 3121 and 3127(3),

legislative history proves it beyond any doubt.

1. The 1994 Enactment Established TRA
As The Sole Criterion To Determine
When Incidental Access Is Permitted

18 U.S.C. § 3121(c) was originally proposed by Senator

Patrick Leahy, chairman of the Senate Judiciary Subcommittee on
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Technology and The Law, as part of S.2375, the “Digital Telephony

Act of 1994.”  See 140 Cong. Rec. 11055, at 11059 (August 9,

1994) (see Ex. 1 hereto).   Most of S.2375's provisions,

including the proposed § 3121(c), were eventually incorporated in

CALEA.  The Senator’s introductory remarks included a sectional

summary.  Significantly, in that summary, he stated as follows:

[This subsection] requires government agencies
installing and using pen register devices to use, when
reasonably available, technology that restricts the
information captured by such device to the dialling
[sic] or signaling information necessary to direct or
process a call, excluding any further communications
conducted through the use of dialled [sic] digits that
would otherwise be captured.

140 Cong. Rec. 11055, at 11062 (emphasis added).

Thus, the primary architect of § 3121(c) explicitly

acknowledged that the provision keyed both prevention and

permissible occurrences of incidental access by the government of

PCTDD content to the “reasonable availab[ility]” of filtering

technology.  “When” such technology is reasonably available, the

government is required to deploy it to avoid accessing PCTDD

content (i.e., “further communications conducted through the use

of dialled digits”).  “When” it is not, however, the statute

permits the “otherwise” scenario to unfold, in which the

government is allowed to access PCTDD content as a necessary

incident of acquiring "dialling or signaling information

necessary to direct or process a call.



  United States v. International Union (UAW-CIO), 35211

U.S. 567, 585 (1957); accord Banco Nacional de Cuba, 383 F.2d
166, 177 (2d Cir. 1967).

Page 24

The statements of bill sponsors are entitled to

significant weight, albeit not always as much weight as reports

by Congressional committees on the same legislation.   Here,11

however, the Senate and House committee reports accompanying

CALEA adopted the Senator Leahy’s statement word-for-word.  See

S. Rep. 103-402, at *31 (1994)(excerpted at Ex. 2 hereto); H.R.

Rep. 103-827(I) at *32 (1994) (excerpted at Ex. 3 hereto).

Moreover, the 1994 Senate and House reports each 

contain an additional sentence that compels the conclusion that

§ 3121(c) is permissive with respect to incidental access to

content, absent “technology reasonably available” to filter

content from non-content PCTDD.  That sentence states that

§ 3121(c) is intended to “requir[e] law enforcement to use

reasonably available technology to minimize information obtained

through pen registers” (emphasis added).  See S. Rep. 103-402, at

18; H.R. Rep. 103-827(I) at 17.

Well in advance of the 1994 enactment, the term “to

minimize” had acquired a specific meaning under the electronic

surveillance laws.  18 U.S.C. § 2518(5) of Title III of Omnibus

Crime Control and Safe Streets Act of 1968 (the “Wiretap

Statute”) provides in relevant part that wiretap orders require

interceptions “be conducted in such a way as to minimize the



CALEA’s principal purpose was "to preserve the govern-12

ment's ability, pursuant to court order or other lawful
authorization, to intercept communications involving advanced
technologies such as digital or wireless transmission modes, or
features and services such as call forwarding, speed dialing and
conference calling, while protecting the privacy of communica-
tions and without impeding the introduction of new technologies,
features, and services.”  H.R. Rep. 103-827(I), at 9.

As a matter of law, they are presumed to have been13

(a) knowledgeable about existing laws pertinent to
later-enacted legislation, (b) aware of judicial inter-
pretations given to sections of an old law incorporated
into a new one, and (c) familiar with previous
interpretations of specific statutory language.
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interception of communications not otherwise subject to

interception under” Title III (emphasis added).  Under well-

established precedent, the quoted provision “does not forbid the

interception of all nonrelevant conversations, but rather,

instructs the agents to conduct the surveillance in such a manner

as to minimize the interception of such conversations,” which is

to be adjudged under a standard of reasonableness.  Scott v.

United States, 436 U.S. 128, 140 (1978); accord United States v.

Turner, 528 F.2d 143, 156 (1975) (§ 2518 “requires that measures

be adopted to reduce the extent of such interception to a

practical minimum while allowing the legitimate aims of the

Government to be pursued.”) 

  The drafters of § 3121(c) were undoubtedly aware of

what “to minimize” means under 18 U.S.C. § 2518(5).   In any12

event, the law presumes that they knew it when they used the term

“to minimize” in the 1994 Congressional reports.    Title III’s13



United States v. Bonanno Organized Crime Family of La Cosa
Nostra, 879 F.2d 20, 25 (2d Cir. 1989) relying, respectively, on
Goodyear Atomic Corp. v. Miller, 486 U.S. 174, 184-185 (1988);
St. Regis Mohawk Tribe v. Brock, 769 F.2d 37 (2d Cir. 1985); and
Blitz v. Donovan, 740 F.2d 1241, 1245 (D.C. Cir. 1984).

  H.R. 2975, a predecessor bill on which the House14

Judiciary Committee reported on October 11, 2001, contemplated
similar changes.  The bill proposed that §§ 3121(c) and 3127(c)
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minimization clause permits the interception and recording of

noncriminal conversations incidental to monitoring for criminal

conversations, provided that agents take reasonable steps, see

Scott v. United States, to keep the interceptions of the

noncriminal conversations to a practical minimum, see United

States v. Turner.  Accordingly, 18 U.S.C. § 3121(c) was intended

to permit access to dialed-digit content incidental to the

recording of dialed-digit non-content, provided that the

government keeps the recording of such content to a practical

minimum by means of “technology reasonably available to” it.  

Because the Senate and House reports also show that the drafters

understood that there would be occasions "when" no such

technology would be reasonably available (see Exs. 2 and 3), they

further establish that Congress intended in that event to permit

incidental access.

2. Congress Intended In 2001 To Preserve
The Safe Harbor For Incidental Access
That It Had Originally Established In 1994

The Patriot Act contains no definitive Congressional

committee report on its amendments to the Pen/Trap Statute.   14



be updated to cover pen registers on communication instruments
other than traditional telephones, modernized with language
similar to that ultimately adopted (e.g. by defining pen
registers to include “processes” or “device” that record or
decode “dialing,” “routing” and other information from such
devices.) The accompanying report, however, merely cursorily
states that “[t]he [proposed] amendments reinforce the
statutorily prescribed line between a communication's contents
and non-content information, a line identical to the
constitutional distinction drawn by the U.S. Supreme Court in
Smith v. Maryland, 442 U.S. 735, 741-43 (1979).”  107 H.Rep. 236,
Part 1, at 51 (October 11, 2001).

Two other legislators, Senator Hatch, the ranking15

minority member of the Judiciary Committee; and Senator Feinstein 
made comments that may be read to disagree with Senator Leahy’s.
See 147 Cong Rec. S10990 (Oct. 11, 2001), at S10691 (“[pen
register] orders do not allow law enforcement to eavesdrop on or
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Accordingly, the next best source of authority to a committee

report are the statements of Chairman Leahy, who was the primary

architect of the final Senate bill.  See, e.g., United States v.

International Union (UAW-CIO), 352 U.S. at 585.  Senator Leahy’s

remarks show that the Patriot Act’s addition of express

references to “contents” in both 18 U.S.C. §§ 3121(c) and 3127(3)

was not intended to effect any substantive change to the

minimization approach that he had helped devise in 1994,

predicated on whether technology was reasonably available to

avoid incidental access.  Rather, Senator Leahy assumed that the

government would continue incidentally to access content, and

therefore added the express references in order to assure that

courts would more closely examine whether technology is

“reasonably available” to facilitate the recording of permitted

non-content without incidental collection of content.15



read the content of communication [sic]”) (Senator Feinstein);
Id. at S10561 (“The legislation . . . would make clear that
Federal judges [have] pen register authority . . . [over] more
modern modes of communication, such as email and instant
messaging. . . . [T]he bill does not allow law enforcement to
receive the content of [a] communication, but they can receive
the addressing information to identify the computer or computers
a suspect is using to further his criminal activity”) (Senator
Hatch).  These remarks are annexed hereto as Ex. 5.  Neither
statement proves that the Patriot Act was intended to repeal the
permission that § 3121(c) had theretofore established with
respect to a pen register’s incidental access to PCTDD content. 
Senator Leahy, who as shown below very clearly understood not
repeal was in the offing, was the primary drafter of the Patriot
Act.  His remarks are therefore entitled to substantially greater
weight than any others’.  In addition, Senator Hatch’s statement
appears only to refer to disallowance of interception of content
with respect to "more-modern" computer-based communications, such
as email and instant messaging ("IM"), and not to the issue of
incidental access to (telephonic) PCTDD.  Moreover, there is no
impediment to construing the Pen/Trap Statute "not [to] allo[w]
law enforcement to receive the content of" a computer-based
communication, while "allow[ing]" incidental access to PCTDD
content.  In contrast to PCTDD, typically, there is no technolo-
gical impediment to segregating email or IM addressing informa-
tion from its companion content.  Thus, under § 3121(c), properly
construed, access to the content of computer-based communications
typically is not permitted under § 3127(c) because there is TRA
to avoid it, whereas incidental access to PCTDD content is
permitted because no comparable technology exists to avoid it.
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On October 25, 2001, Senator Leahy appeared before the

Senate to make final remarks before the vote on the Patriot Act.

See 147 Cong. Rec. S10990, at S10990-11015, annexed as Ex. 4

hereto.  Among other things, the Senator detailed the

considerations that had shaped his work on the proposed revisions

to the Pen/Trap Statute. See Ex. 4. at S10999-11000, S11006. 

Senator Leahy stated that among his goals in negotiating

revisions of the Pen/Trap Statute were (1) to modernize it to

cover computer-based applications, (2) to obviate the need for
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redundant applications by authorizing nationwide service of

orders; and (3) “to update the judicial review procedure” to

increase “judicial discretion in reviewing the justification for

the order.”  Ex 4. at 10999.    

The Senator emphasized that while his first two goals

had been met by the proposed legislation, the goal of “meaningful

judicial review” in large part had not.  Id.  Nevertheless, at

the conclusion of his statement, Senator Leahy stressed that he 

supported the Patriot Act as “a good bill,” a “balanced bill” 

and one that established necessary “checks and balances.” Id. at

11015.  What is plain from the intervening text is that while the

Senator would have preferred to amend the pen register procedure

to require more probing judicial review of incidental access to

content, he had acquiesced in limited revisions to the Pen/Trap

Statute that left intact the government’s permission for such

access, subject to the condition that, if reasonably available,

the government must instead use filtering technology.

Senator Leahy criticized the amendments to the Pen/Trap

Statute on several fronts, including the issue of incidental

access to content.  According to the Senator, he had drafted the

original version of 18 U.S.C. § 3121(c) in 1994 out of concern

that pen register “devices collected content and such collection

was unconstitutional on the mere relevance standard.”  Ex 4. at



Thus, Senator Leahy impliedly confirmed that 18 U.S.C.16

§ 3121(c) as originally enacted was intended to function as a
minimization scheme similar to the one in Title III.  Enacting a
standard that permits incidental content recording in the absence
of technology reasonably available to filter it obviously did
nothing to raise the government’s burden above mere relevance. 
The 1994 enactment, however, comported with Fourth Amendment
principles by permitting such recording only to the extent that
technology could not be used to prevent it -- in much the same
way that the Fourth Amendment and 18 U.S.C. § 2518(5) permit
incidental recording of non-pertinent conversations to the extent
that reasonable precautions, such as “spot-monitoring” cannot
prevent it.
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S11000.   In June 2000, however, the Justice Department advised 16

the Senate Judiciary Committee that no technology had been

developed that could reduce incidental access to dialed-digit

content.  Rather, according to the June 2000 communication from

the Justice Department, pen registers

"‘do capture all electronic impulses transmitted by the
facility on which they are attached . . . .],’” and

“"there has been no change . . . that would better restrict
the recording or decoding of electronic or other impulses to
the dialing and signaling information utilized in call
processing."

Id. (quoting June 2000 letter from Justice Department) (emphasis

added).

In his October 25, 2001 remarks, Senator Leahy asserted

that the Patriot Act contained an “important” response to the

above state of affairs, namely, the amendment to 18 U.S.C.

§ 3121(c) that makes explicit the implication that the purpose of

requiring the government to use “reasonably available technology”



Page 31

to restrict recording to non-content was “‘so as not to include

. . . conten[t].’”  Ex 4. at S11000.

Senator Leahy emphasized, however, that the amendment

would not regulate incidental content recording to the degree

that he would have preferred.  In particular, he explained, for

several years he had backed a proposal “[d]ue in significant part

to the fact that pen/trap devices in use today collect

‘content,’” but Congress had rejected that approach.  Ex 4. at

S11000 (emphasis added).  The rejected proposal would have raised

the government’s burden of production on pen register applica-

tions from mere certification of relevance (see 18 U.S.C. §

3121(b)(2)) to an obligation to articulate relevance to the

courts.  Ex 4. at S11000.  The Senator opined that increasing the

required showing in this manner would have promoted “meaningful

judicial review and accountability,” that “[p]erhaps” would cause

the government to take “ the statutory direction [sic] [to foster

filtering technology] more seriously and actually implement it.” 

Id.

For the purposes of the instant application, Senator

Leahy’s criticisms of the amendments to 18 U.S.C. § 3121(c) --

and the government -- are at least as important for what they do

not say as for what they criticized the Patriot Act for not

doing.  The Senator did not claim that under his preferred

approach or as amended by the Patriot Act, the Pen/Trap Statute
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would eliminate or even substantially curtail the prevailing

state of affairs in which pen registers acquire all electronic

impulses, non-content or otherwise, from the facility to which

they are attached. Had he believed that either would effectively

outlaw incidental content absent the deployment of technology, he

most certainly would have said so.  In reality, however, his

remarks show the Patriot Act merely amended the Pen/Trap Statute

to state more clearly that the government’s obligation to use

filtering technology if and when it is reasonably available is

aimed at reducing incidental access to content.  While this

change may well focus the attention of the bench on whether the

technology is reasonably available, the change authorizes

narrower judicial intervention than Senator Leahy had sought.  

Plainly, it falls far short of permitting, let alone requiring

courts to ban incidental access to content on the mere grounds

that filtering technology is not being used.

IV. The Houston Decision Is Fundamentally Flawed

Only by serial errors in reasoning does the Houston

Decision conclude that 18 U.S.C. § 3127(3) as amended prohibit a

device or process from accessing content under authority of the

Pen/Trap Statute.  The most and generic critical error is 

discussed at length above: namely, that construing § 3127(3) to

impose a blanket prohibition requires reading the operative words

"reasonably available" out of the companion language of 18
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U.S.C., § 3121(c). There are, however, related errors, the skein

of which more precisely maps how the Houston Decision goes awry:

A. The Decision Ignores § 3127(c)’s Ambiguity.

Not once does the Houston Decision even consider the

possibility, let alone the reality, that the "shall not" clause

of § 3127(c) is susceptible to two, mutually antagonistic

interpretations, only one of which is an "unqualified"

proscription against content.  441 F. Supp.2d at 823.  Rather,

the decision simply assumes that a definition that specifies what

a "pen register" does when functioning as such  -- "recording or

decoding dialing [or other processing] information" -- and

further states that such information "shall not include" content

-- means that a device or process that sometimes acquires 

processing information and sometimes content is never a "pen

register."  As explained above, the assumption is not self-

proving.  Rather, it must be tested against the competing

interpretation that recognizes a device or process to be

functioning as a pen register at those times that it is recording

non-content and not to function as such when it accesses content. 

Moreover, testing also requires comparing both interpretations to

determine which is more consistent with § 3127(3)’s "technology

reasonably available" clause.  As explained above, the

interpretation that recognizes that a device is a pen register
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whenever it collects non-content, regardless of whether at other

times it access content, wins that comparison.

B. The Decision Fails To Heed Its Own
Invitation To Consider Legislative History.

In discussing § 3121(c), the Houston Decision starts

from the proposition that the statute does no more than impose on

the government an obligation that it "shall use technology" to

operate an already-authorized pen register.  841 F. Supp.2d at

824.  As a preliminary matter, this assertion flatly ignores the

words "reasonably available to" the government that condition

whether or not the government must filter content.  Thereafter,

the Houston Decision concedes that § 3121(c) may be read to

permit incidental access to content to the extent that TRA cannot

avoid it, but ignores its own invitation further to evaluate the

merit of that interpretation.

Specifically, the decision admits that "one possible

way" to read § 3121(c) is that it requires "’minimiz[ing]

content’" only to the extent that TRA permits, while "allow[ing]

all non-content,"  841 F. Supp.2d at 824-825.  More importantly,

it characterizes as "curious" why Congress "did not explicitly

declare content digits as fair game."  Id. at 824.  As

demonstrated above, the 1994 legislative history resolves any

question on that score, for it demonstrates that Congress clearly

did intend content digits to be accessible when no TRA exists to

avoid the access.  Notwithstanding its own query, however, the
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Houston Decision contains not one word about the 1994 legislative

history.  Indeed, the decision reads as if it was prepared with

no consideration whatsoever of CALEA’s history.   Had that

history been considered, the holding of the case would likely

have been very different.   Rather, it would have had to consider

whether such an implication was justified, inter alia, by "clear

and manifest evidence" establishing that the Patriot Act

amendments to the Pen/Trap Statute were intended to repeal

§ 3121(c) in its original form.  Radzanower v. Touche, Ross, Co.,

426 U.S. at 154.  Likewise conspicuously absent from the Houston

Decision, moreover, are key portions of Senator Leahy’s statement

in 2001, that had they been considered, would -- or at least

should -- have prevented the decision from implying that the

Patriot Act was intended to rescind the permission that the

Pen/Trap Statute previously conferred with respect to incidental

access to content.  In particular, the Houston Decision fails to

mention, let alone weigh, the remarks in which Senator Leahy

acknowledged that although pen registers currently "‘do capture

all electronic impulses,’" and the FBI had reported that there

had been no improvement in technological capacity, the Patriot

Act did no more than encourage "meaningful judicial review," and

did not in fact ban all incidental access.  Ex. 4 at *S11000. 
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C. The Decision Misapprehends The Canons

In the Houston case, the government likewise argued

that reading § 3127(3) to prohibit all incidental access to

content violated the rule against superfluities by nullifying the

phrase "reasonably available" in § 3121(c).  The Houston Decision

rejected the argument on the grounds that the "operative canon is

not the rule against superfluity, but rather the rule that

statutory provisions be construed in harmony with one another. 

441 F. Supp.2d at 825.  As a matter of law, however, these canons

are not severable, but rather expressions of the same principle.

"A statute ought, upon the whole, to be so construed

that, if it can be prevented, no clause, sentence, or word shall

be superfluous, void, or insignificant.”  Duncan v. Walker, 533

U.S. at 174 (emphasis added).  Thus, if it is possible to

reconcile two statutes that are otherwise in conflict by giving

effect to every one of their words, that is how they must be

harmonized.  Id.  The Houston Decision, however, "harmonizes" its

reading of § 3127(3) as an unyielding proscription against access

to content by insisting that the "so as not to include . . .

content" clause is likewise an "unqualified content

proscription."   441 F. Supp.2d. at 825.  That is not a

persuasive argument.  As previously explained, the "so as" clause

merely describes § 3121(c)’s tendency when "technology [is]

reasonably available" to avoid incidental access to content. 
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In other words, the "so as" clause is subordinate to the

"technology reasonably available" clause.  Accordingly, when it 

purports to locate the same "proscription" in § 3121(c) as it

insists inheres in § 3127(c), the Houston Decision in so sense

"harmonizes" statutes in the manner that the canons require.

Rather, it violates the whole act rule and rule against

superfluities by refusing to give the words "reasonable

available" in § 3121(c) any effect.

D. The Canon of Constitutional Avoidance Cannot
Cure the Decision’s Predicate Misconstructions.

At its conclusion, the Houston Decision asserts that

construing the Pen/Trap Statute not to permit any incidental

access to content is also justified by the canon of

constitutional avoidance.  441 F. Supp.2d at 836-37.  The

decision correctly describes that rule as one that "compels a

court to construe a statute in a manner which avoids serious

constitutional problems, unless such a construction is plainly

contrary to the intent of Congress."  Id. at 836-837 (citing

Edward J. Bartolo Corp. v. Florida Gulf Coast Building &

Construction Trades Council, 485 U.S. 568, 575 (1988)).

The Houston Decision’s reliance on that canon is

misplaced, however, because the decision ignores legislative

history that demonstrates that Congress’s intent plainly

contradicts the decision’s construction of the Pen/Trap Statute.

Passing the deficiencies of the decision’s analysis of the
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statutes’ ambiguity and the decision’s efforts to resolve it, the

Houston Decision gives no consideration whatsoever to the

legislative history from 1994 and though it considers some of

Senator Leahy’s 2001 remarks, it disregards the most important

ones.  (See Point IV.B. above) 

As explained at Point III.C. above, the legislative

history from 1994 demonstrates that Congress made a knowing

choice to modify the Pen/Trap Statute to add a content

minimization provision analogous to the provisions of Title III

governing minimization of nonpertinent content.  The legislative

history of the Patriot Act shows that Congress intended in that

2001 legislation to retain the same minimization standard.  That

standard, of course, is set forth at 18 U.S.C. § 3121(c), which

requires the government to use technology reasonably available,

when it exists, to avoid incidental access to content, but

permits the incidental access when it does not.

Accordingly, the canon against constitutional avoidance

cannot cure the Houston Decision’s statutory misinterpretations. 

The intent of Congress is not "plainly contrary" to permitting

the government incidental access to content, Bartolo Corp. 485

U.S. at 575.  Rather, the evidence of intent shows Congress to

have intentionally permitted the access to the extent when there

exists no technology reasonably available than can minimize it. 
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That is, moreover, an entirely reasonable choice in accord with

the Fourth Amendment.  Scott v. United States, 436 U.S. at 140.

CONCLUSION

For all of the above reasons, the Court should grant

the government’s request to permit the subject pen registers to

acquire PCTDD non-content and incidentally to access but not to

use PCTDD content.

Dated: Brooklyn, New York
 January 19, 2007
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*S10999 . . . 

 There is consensus that the existing legal procedures for pen register and
trap-and-trace authority are antiquated and need to be updated. I have been
proposing ways to update the pen register and trap and trace statutes for
several years, but not necessarily in the same ways as the Administration
initially proposed. In fact, in 1998, I introduced with then-Senator Ashcroft,
the E-PRIVACY Act,  S. 2067, which proposed changes in the pen register laws.
In 1999, I introduced the E-RIGHTS Act,  S. 934, also with proposals to update
the pen register laws.  

   Again, in the last Congress, I introduced the Internet Security Act,  S.
2430, on April 13, 2000, that proposed: 1, changing the pen register and trap
and trace device law to give nationwide effect to pen register and trap and
trace orders obtained by Government attorneys and obviate the need to obtain
identical orders in multiple Federal jurisdictions; 2, clarifying that such
devices can be used for computer transmissions to obtain electronic addresses,
not just on telephone lines; and 3, as a guard against abuse, providing for
meaningful judicial review of government attorney applications for pen
registers and trap and trace devices.  

   As the outline of my earlier legislation suggests, I have long supported
modernizing the pen register and trap and trace device laws by modifying the
statutory language to cover the use of these orders on computer transmissions;
to remove the jurisdictional limits on service of these orders; and to update
the judicial review procedure, which, unlike any other area in criminal
procedure, bars the exercise of judicial discretion in reviewing the
justification for the order. The USA Act, in section 216, updates the pen
register and trap and trace laws only in two out of three respects I believe
are important, and without allowing meaningful judicial review. Yet, we were
able to improve the Administration's initial proposal, which suffered from the



same problems as the provision that was hastily taken up and passed by the
Senate, by voice vote, on September, 13, 2001, as an amendment to the Commerce
Justice State Appropriations Act.  

   The existing legal procedures for pen register and trap-and-trace authority
require service of individual orders for installation of pen register or trap
and trace device on the service providers that carried the targeted
communications. Deregulation of the telecommunications industry has had the
consequence that one communication may be carried by multiple providers. For
example, a telephone call may be carried by a competitive local exchange
carrier, which passes it at a switch to a local Bell Operating Company, which
passes it to a long distance carrier, which hands it to an incumbent local
exchange carrier elsewhere in the U.S., which in turn may finally hand it to a
cellular carrier. If these carriers do not pass source information with each 
call, identifying that source may require compelling information from a host
of providers located throughout the country.  

   Under present law, a court may only authorize the installation of a pen
register or trap device "within the jurisdiction of the court." As a result,
when one provider indicates that the source of a communication is a carrier in
another district, a second order may be necessary. The Department of Justice
has advised, for example, that in 1996, a hacker (who later turned out to be
launching his attacks from a foreign country) extensively penetrated computers
belonging to the Department of Defense. This hacker was dialing into a
computer at Harvard University and used this computer as an intermediate
staging point in an effort to conceal his location and identity. Investigators
obtained a trap and trace order instructing the phone company, Nynex, to trace
these calls, but Nynex could only report that the communications were coming
to it from a long-distance carrier, MCI. Investigators then applied for a
court order to obtain the connection information from MCI, but since the
hacker was no longer actually using the connection, MCI could not identify its
source. Only if the investigators could have served MCI with a trap and trace
order while the hacker was actively on-line could they have successfully
traced back and located him.  

   In another example provided by the Department of Justice, investigators
encountered similar difficulties in attempting to track Kevin Mitnick, a
criminal who continued to hack into computers attached to the Internet despite
the fact that he was on supervised release for a prior computer crime
conviction. The FBI attempted to trace these electronic communications while
they were in progress. In order to evade arrest, however, Mitnick moved around
the country and used cloned cellular phones and other evasive techniques. His
hacking attacks would often pass through one of two cellular carriers, a local
phone company, and then two Internet service providers. In this situation,
where investigators and service providers had to act quickly to trace Mitnick
in the act of hacking, only many repeated attempts_accompanied by an order to
each service provider_finally produced success. Fortunately, Mitnick was such
a persistent hacker that he gave law enforcement many chances to complete the
trace.  

   This duplicative process of obtaining a separate order for each link in the
communications chain can be quite time-consuming, and it serves no useful
purpose since the original court has already authorized the trace. Moreover, a
second or third order addressed to a particular carrier that carried part of a
prior communication may prove useless during the next attack: in computer
intrusion cases, for example, the target may use an entirely different path
(i.e., utilize a different set of intermediate providers) for his or her
subsequent activity.  

   The bill would modify the pen register and trap and trace statutes to allow
for nationwide service of a single order for installation of these devices,



without the necessity of returning to court for each new carrier. I support
this change.  

   The language of the existing statute is hopelessly out of date and speaks
of a pen register or trap and trace "device" being "attached" to a telephone
"line." However, the rapid computerization of the telephone system has changed
the tracing process. No longer are such functions normally accomplished by 
physical hardware components attached to telephone lines. Instead, these
functions are typically performed by computerized collection and retention of
call routing information passing through a communications system.  

   The statute's definition of a "pen register" as a "device" that is
"attached" to a particular "telephone line" is particularly obsolete when
applied to the wireless portion of a cellular phone call, which has no line to
which anything can be attached. While courts have authorized pen register
orders for wireless phones based on the [*S11000] notion of obtaining access
to a "virtual line," updating the law to keep pace with current technology is
a better course.  

   Moreover, the statute is ill-equipped to facilitate the tracing of
communications that take place over the Internet. For example, the pen
register definition refers to telephone "numbers" rather than the broader
concept of a user's communications account. Although pen register and trap
orders have been obtained for activity on computer networks, Internet service
providers have challenged the application of the statute to electronic
communications, frustrating legitimate investigations. I have long supported
updating the statute by removing words such as "numbers . . . dialed" that do
not apply to the way that pen/trap devices are used and to clarify the
statute's proper application to tracing communications in an electronic
environment, but in a manner that is technology neutral and does not capture
the  content  of communications. That being said, I have been concerned about
the FBI and Justice Department's insistence over the past few years that the
pen/trap devices statutes be updated with broad, undefined terms that continue
to flame concerns that these laws will be used to intercept private
communications  content.   

   The Administration's initial pen/trap device proposal added the terms
"routing" and "addressing" to the definitions describing the information that
was authorized for interception on the low relevance standard under these
laws. The Administration and the Department of Justice flatly rejected my
suggestion that these terms be defined to respond to concerns that the new
terms might encompass matter considered  content,  which may be captured only
upon a showing of probable cause, not the mere relevancy of the pen/trap
statute. Instead, the Administration agreed that the definition should
expressly exclude the use of pen/trap devices to intercept "content," which is
broadly defined in 18 U.S.C. 2510(8).  

   While this is an improvement, the FBI and Justice Department are short-
sighted in their refusal to define these terms. We should be clear about the
consequence of not providing definitions for these new terms in the pen/trap
device statutes. These terms will be defined, if not by the Congress, then by
the courts in the context of criminal cases where pen/trap devices have been
used and challenged by defendants. If a court determines that a pen register
has captured " content, " which the FBI admits such devices do, in violation
of the Fourth Amendment, suppression may be ordered, not only of the pen
register evidence by any other evidence derived from it. We are leaving the
courts with little or no guidance of what is covered by "addressing" or
"routing."  

   The USA Act also requires the government to use reasonably available
technology that limits the interceptions under the pen/trap device laws "so as



not to include the  contents  of any wire or electronic communications." This
limitation on the technology used by the government to execute pen/trap orders 
is important since, as the FBI advised me in June 2000, pen register devices
"do capture all electronic impulses transmitted by the facility on which they
are attached, including such impulses transmitted after a phone call is
connected to the called party." The impulses made after the call is connected
could reflect the electronic banking transactions a caller makes, or the
electronic ordering from a catalogue that a customer makes over the telephone,
or the electronic ordering of a prescription drug.  

   This transactional data intercepted after the call is connected is " 
content. " As the Justice Department explained in a May 1998 letter to then-
House Judiciary Committee Chairman Henry Hyde, "the retrieval of the
electronic impulses that a caller necessarily generated in attempting to
direct the phone call" does not constitute a "search" requiring probable cause
since "no part of the substantive information transmitted after the caller had
reached the called party" is obtained. But the Justice Department made clear
that "all of the information transmitted after a phone call is connected to
the called party . . . is substantive in nature. These electronic impulses are
the  contents'  of the call: They are not used to direct or process the call,
but instead convey certain messages to the recipient."  

   When I added the direction on use of reasonably available technology
(codified as 18 U.S.C. 3121(c)) to the pen register statute as part of the
Communications Assistance for Law Enforcement Act (CALEA) in 1994, I
recognized that these devices collected  content  and that such collection was
unconstitutional on the mere relevance standard. Nevertheless, the FBI advised
me in June 2000, that pen register devices for telephone services "continue to
operate as they have for decades" and that "there has been no change . . .
that would better restrict the recording or decoding of electronic or other
impulses to the dialing and signaling information utilized in call
processing." Perhaps, if there were meaningful judicial review and
accountability, the FBI would take the statutory direction more seriously and
actually implement it.  

   Due in significant part to the fact that pen/trap devices in use today
collect " content, " I have sought in legislation introduced over the past few
years to update and modify the judicial review procedure for pen register and
trap and trace devices. Existing law requires an attorney for the government
to certify that the information likely to be obtained by the installation of a
pen register or trap and trace device will be relevant to an ongoing criminal
investigation. The court is required to issue an order upon seeing the
prosecutor's certification. The court is not authorized to look behind the
certification to evaluate the judgement of the prosecutor.  

   I have urged that government attorneys be required to include facts about
their investigations in their applications for pen/trap orders and allow
courts to grant such orders only where the facts support the relevancy of the
information likely to be obtained by the orders. This is not a change in the
applicable standard, which would remain the very low relevancy standard.
Instead, this change would simply allow the court to evaluate the facts
presented by a prosecutor, and, if it finds that the facts support the
government's assertion that the information to be collected will be relevant,
issue the order. Although this change will place an additional burden on law
enforcement, it will allow the courts a greater ability to assure that
government attorneys are using such orders properly.  

     Some have called this change a "roll-back" in the statute, as if the
concept of allowing meaningful judicial review was an extreme position. To the
contrary, this is a change that the Clinton Administration supported in
legislation transmitted to the Congress last year. This is a change that the



House Judiciary Committee also supported last year. In the Electronic
Communications Privacy Act,  H.R. 5018, that Committee proposed that before a
pen/trap device "could be ordered installed, the government must first
demonstrate to an independent judge that specific and articulable facts
reasonably indicate that a crime has been, is being, or will be committed, and
information likely to be obtained by such installation and use . . . is
relevant to an investigation of that crime." (Report 106-932, 106th Cong. 2d
Sess., Oct. 4, 2000, p. 13). Unfortunately, the Bush Administration has taken
a contrary position and has rejected this change in the judicial review

process.  

EXCERPT BREAK 
[*S11006]

   Sec. 216. Modification of authorities relating to use of pen registers and
trap and trace devices. Both the House and Senate bills included this
provision to authorize courts to grant pen register and trap and trace orders
that are valid anywhere in the nation. It also ensures that the pen register
and trap and trace provisions apply to facilities other than telephone lines
(e.g., the Internet). It specifically provides, however, that the grant of
authority to capture "routing" and [*S11007] "addressing" information for
Internet users does not authorize the interception of the  content  of any
such communications. It further requires the government to use the latest
available technology to insure that a pen register or trap and trace device
does not intercept the  content  of any communications. Finally, it provides
for a report to the court on each use of "Carnivore"-like devices on packet-
switched data networks. Makes a number of improvements over Administration
proposal, including exclusion of  content,  exclusion of ISP liability, and
Carnivore report.  

EXCERPT BREAK 

   Mr. LEAHY. After that terrible day of September 11, we began looking at our
laws, and what we might do. Unfortunately, at first, rhetoric overcame
reality. We had a proposal sent up, and we were asked to pass it within a day
or so. Fortunately for the country, and actually ironically beneficial to both
the President and the Attorney General who asked for such legislation, we took
time to look at it, we took time to read it, and we took time to remove those
parts that were unconstitutional and those parts that would have actually hurt
liberties of all Americans.  

   I say that because I think of what Benjamin Franklin was quoted as saying
at a time when he literally had his neck on the line, where he would have been
hanged if our revolution had failed. He said: A people who would give up their
liberty for security deserve neither.  

   What we have tried to do in this legislation is to balance the liberties we
enjoy as Americans and those liberties that have made us the greatest
democracy in history but at the same time to enhance our security so we can
maintain that democracy and maintain the leadership we have given the rest of
the world.  

   We completed our work 6 weeks after the September 11 attacks. I compare 
this to what happened after the bombing of the Federal Building in Oklahoma
City in 1995. It took a year to complete the legislation after that. We have
done this in 6 weeks. But there has been a lot of cooperation. There have been
a lot of Senators and a lot of House Members in both parties and dedicated
staff who have worked around the clock.  



   I think of my own staff_and this could be said of many others, including
the Presiding Officer's staff and the ranking member's staff_who were forced
out of their offices because of the recent scares on Capitol Hill, and they
continue to work literally in phone booths and in hallways and from their
homes and off laptops and cell phones.  

   I made a joke in my own hide-away office. To those who have ever watched
"The X-Files," there is a group called "the lone gunmen," who are sort of
these computer nerds who meet in a small house trailer. I am seeing some
puzzled looks around the Senate as I say this. But they have all these wires
hanging from the ceiling and laptops and all, and they do great things. That
is the way our office looked. But they were working around the clock on this
legislation to get something better. There was some unfortunate rhetoric along
the way, but again, the reality overcame it. We have a good piece of
legislation.  

   As we look back to when we began discussions with the administration about
this bill, there were sound and legitimate concerns on both sides of the
Capitol, both sides of the aisle, about the legislation's implication for
America's rights and freedoms. There was also a sincere and committed belief
that we needed to find a way to give law enforcement authority new tools in
fighting terrorism.  

   This is a whole new world. It is not similar to the days of the cold war
where we worried about armies marching against us or air forces flying against
us or navies sailing against us. This is not that world. Nobody is going to do
that because we are far too powerful. Since the end of the cold war, with the
strength of our military, nobody is going to do a frontal attack. But as the
Presiding Officer and everyone else knows, a small dedicated group of
terrorists, with state-supported efforts, can wreak havoc in an open and
democratic Nation such as ours.  

   Anybody who has visited the sites of these tragedies doesn't need to be
told the results. We know our Nation by its very nature will always be
vulnerable to these types of attacks. None of us serving in the Senate today
will, throughout our service, no matter how long it is, see a day where we are
totally free of such terrorist attacks. That is the sad truth. Our children
and our grandchildren will face the possibilities of such terrorist attacks
because that is the only way the United States can be attacked. But that
doesn't mean we are defenseless. It doesn't mean we suddenly surrender.
[*S11015]
 

   We have the ability, with our intelligence agencies and our law
enforcement, to seek out and stop people before this happens. We are in an
open session today, so I won't go into the number of times we have done that.
But in the last 10 years, we have had, time and time again, during the former
Bush administration, during the Clinton administration, and in the present
administration, potential terrorist attacks thwarted. People have either been
apprehended or eliminated.  
  
   Everybody in America knows our life has changed. Whether the security
checks and the changes in our airlines are effective or not, we know they are
reality. We know travel is not as easy as it once was. We will be concerned
about opening mail. We will worry when we hear the sirens in the night. But we
are not going to retreat into fortress America. We are going to remain a
beacon of democracy to the rest of the world. Americans don't run and hide.
Americans face up, as we have, to adversities, whether they be economic or
wars or anything else.  

   We began this process knowing how we had to protect Americans. It was not



that we were intending to see how much we could take out of the
administration's proposal, but it was with a determination to find sensible,
workable ways to do the same things to protect America the administration
wanted but with checks and balances against abuse. We have seen at different
times in this Nation's history how good intentions can be abused. We saw it
during the McCarthy era.  

   Following the death of J. Edgar Hoover, we found how much totalitarian
control of the FBI hurt so many innocent people without enhancing our
security. We saw it during the excesses of the special prosecutor law enacted
with good intentions.  

   We wanted to find checks and balances. We wanted to make sure we could go
after terrorism. We wanted to make sure we could go after those who would
injure our society, those who would strike at the very democratic principles
that ironically make us a target. But we wanted to do it with checks and
balances against abuse. That is what we did. In provision after provision, we
added those safeguards that were missing from the administration's plan.  

   By taking the time to read and improve the antiterrorism bill, Congress has
done the administration a great favor in correcting the problems that were
there. We have used the time wisely. We have produced a far better bill than
the administration proposed. Actually, it is a better bill than either this
body or the House initially proposed. The total is actually greater than the
sum of the parts.  

   We have done our utmost to protect Americans against abuse of these new law
enforcement tools, and there are new law enforcement tools involved. In
granting these new powers, the American people but also we, their
representatives in Congress, grant the administration our trust that they are
not going to be misused. It is a two-way street. We are giving powers to the
administration; we will have to extend some trust that they are not going to
be misused.  

   The way we guarantee that is congressional oversight. Congressional
oversight is going to be crucial in enforcing this compact. If I might
paraphrase former President Reagan: We will entrust but with oversight.  

   We will do this. The Republican chairman and his ranking member in the
House of Representatives intend to have very close oversight. I can assure you
that I and our ranking member will have tight oversight in the Senate.  

   Interestingly enough, the 4-year sunset provision included in this final
agreement will be an enforcement mechanism for adequate oversight.  

   We did not have a sunset provision in the Senate bill. The House included a 
5-year provision. The administration wanted even 10 years. We compromised on
4. It makes sense. It makes sense because with everybody knowing there is that
sunset provision, everybody knows they are going to have to use these powers
carefully and in the best way. If they do that, then they can have extensions.
If they don't, they won't. It also enhances our power for oversight.  

   This is not precisely the bill that Senator Hatch would have written. It is
not precisely the bill I would have written, or not precisely the bill the
Presiding Officer or others on the floor would have written. But it is a good
bill. It is a balanced bill. It is a greatly improved piece of legislation. It
is one that sets up the checks and balances necessary in a democratic society
that allow us to protect and preserve our security but also protect and
preserve our liberties.  

   I reserve the remainder of my time.  

END OF EXCERPTS 
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