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The issue of the effectiveness and societal implications of Internet blocking or filtering 
software in schools deserves the attention of students, parents, teachers, administrators, 
school board members, and legislators to help ensure the best possible educational 
opportunities for students in U.S schools. 

As the Internet grows, determining which web pages contain content for which the 
government may legitimately require schools to block becomes more complex and 
difficult. The immense size and variability of the Internet raises concerns as to whether it is 
possible to limit Internet blocking only to web pages containing legally “blockable” content. 

For instance, the Children’s Internet Protection Act (CIPA) targets three types of visual 
depictions: obscenity, child pornography, or in the case of minors, content that is “harmful 
to minors.” Under CIPA, every school that receives certain federal funds or discounts must 
install a technology protection measure such as Internet blocking software to block student 
access to these types of images. The definitions of these categories are very specific and 
limited, guided by court precedent. However, many parents would like schools to block—
and many schools do block—web pages completely unrelated to these CIPA categories. 

The Electronic Frontier Foundation (EFF) and the Online Policy Group (OPG) have 
cooperated to study and analyze the accessibility on the web of information related to 
state-mandated curriculum topics within public schools that operate Internet blocking 
software. This study measures the extent to which blocking software impedes the 
educational process by restricting access to web pages relevant to the required 
curriculum. 

The study used a straightforward methodology for determining the accessibility of 
information on school computers operating with Internet blocking software and has 
produced auditable results. The research examined the effects of N2H2’s Bess and 
SurfControl’s SurfControl, two of the most commonly used Internet blocking software 
products, on Internet searches of text taken directly from the state-mandated curriculums 
of California, Massachusetts, and North Carolina.  

Testing nearly a million web pages, the researchers found the following:  

n For every web page blocked as advertised, blocking software blocks one or more web 
pages inappropriately, either because the web pages are miscategorized or because 
the web pages, while correctly categorized, do not merit blocking. In the case of block 
codes related to or suggested by the manufacturer for CIPA compliance, the blocking 
software miscategorized 78% − 85% of the distributed sample.  

n Schools that implement Internet blocking software even with the least restrictive 
settings will block at a minimum tens of thousands of web pages inappropriately, 
either because the web pages are miscategorized or because the web pages, while 
correctly categorized, do not merit blocking.  
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n Blocking software products miscategorized many of the web pages they block—
assigning the wrong block codes to between a third and a half of the web pages 
related to state-mandated curriculums blocked depending on the blocking software.  

n Of all pages related to state-mandated curriculums blocked by blocking products, the 
products blocked only 1-3% of those web pages to CIPA’s criteria for blocking visual 
depictions of illegal obscenity, child pornography, or harmful to minors content. That 
means that of the web pages related to state-mandated curriculums, blocking 
software products blocked 97-99% of the web pages blocked using non-standard, 
discretionary, and potentially illegal criteria beyond what is required by CIPA. 

n Although curriculum topic categories more often blocked by N2H2's Bess product in 
an East Coast high school include such topics as the Klan (36% or web pages related 
to this curriculum topic blocked), firearms (50%), drunk driving, slavery, genocide, and 
perjury (33%), they also contain topics such as pogo-stick (46%), comedy (42%), 
personal care (32%), likes and dislikes (32%), and write or dictate short poems (32%).  

n Schools that implement Internet blocking software with the least restrictive commonly-
used settings will block between 0.5% and 5% of search results based on state-
mandated curriculum topics.  

n Schools that implement Internet blocking software with the most restrictive settings 
block 70% or more of search results based on state-mandated curriculum topics. 

n Internet blocking software was not able to detect and protect students from access to 
many of the apparently pornographic sites that appeared in search results related to 
state-mandated curriculums. 

n Internet blocking software companies cannot possibly complete human review of a 
substantial portion of the web pages on the Internet. 

Based on the results obtained from this study, we draw the following conclusions: 

n The use of Internet blocking software in schools cannot help schools comply with the 
law because schools do not and cannot set the software to block only the categories 
required by the law, and because the software is incapable of blocking only the visual 
depictions required by CIPA. Blocking software overblocks and underblocks, that is, 
the software blocks access to many web pages protected by the First Amendment 
and does not block many of the web pages that CIPA would likely prohibit. 

n Blocking software does not protect children from exposure to a large volume of 
material that is harmful to minors within the legal definitions. Blocking software cannot 
adapt adequately to local community standards. Most schools already have in place 
alternatives to Internet blocking software, such as adoption and enforcement of 
Internet use policies, media literacy education, directed use, and supervised use.  

n Blocking software in schools damages educational opportunities for students, both by 
blocking access to web pages that are directly related to state-mandated curriculums 
and by restricting broader inquiries of both students and teachers. Teachers and 
students 17 years or older (most high school juniors and seniors) should be exempt, 
yet suffer the consequences of CIPA implementation.
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Section 

2 Preface 
 

The Electronic Frontier Foundation (EFF) and the Online Policy Group (OPG) are studying 
Internet blocking software for the following reasons: 

n No organization has studied effectively and quantitatively the issue of student Internet 
access within public schools that operate Internet blocking software. [10]  

n The Children’s Internet Protection Act (CIPA) requires use of a “technology protection 
measure” such as Internet blocking software in all schools that receive certain federal 
funds or discounts. [24] 

n Inappropriate censorship negatively impacts educational opportunities. [13] 

n Safety of educational communities and individuals online is critical to a productive 
educational environment. 

Since their inception, EFF and OPG have made clear and deliberate strides to preserve 
civil liberties despite clashes between technological advancements and legal 
developments. Both these organizations strive to establish policy that best serves the 
community by careful analysis of the legal and technical landscape.  

The percentage of children who use the Internet has increased steadily in the recent past, 
and various organizations and members of the public have expressed concern about 
illegal obscene, child pornographic, or harmful to minors materials. Congress passed a 
series of legislation, including the Communications Decency Act (CDA), the Child Online 
Protection Act (COPA), and the Children’s Internet Protection Act (CIPA), which attempted 
to address this concern. [24] [23] [22] CIPA is particularly relevant since it focuses on 
blocking of Internet use in schools and because, while U.S. courts have struck the relevant 
portions of CDA and COPA, they have not yet ruled CIPA unconstitutional in the context of 
schools. [26] [27] [28]  

The Children’s Internet Protection Act 

The Children’s Internet Protection Act of 2000, was passed by Congress and signed by 
President Clinton:  

To require the installation and use by schools and libraries of a technology for filtering 
or blocking material on the Internet on computers with Internet access to be eligible to 
receive or retain universal service assistance 

CIPA Provisions 
This section outlines the parts of CIPA particularly relevant to Internet blocking in schools, 
that is, CIPA §1702, §1711, and §1721. 
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Disclaimers 

CIPA §1702 provides the following disclaimers related to effects of the law on Internet 
blocking beyond what is required by CIPA and on privacy concerns related to monitoring 
of Internet use: 

SEC. 1702. DISCLAIMERS. 

DISCLAIMER REGARDING CONTENT.--Nothing in this title or the amendments 
made by this title shall be construed to prohibit a local educational agency, elementary 
or secondary school, or library from blocking access on the Internet on computers 
owned or operated by that agency, school, or library to any content other than content 
covered by this title or the amendments made by this title. 

(b) DISCLAIMER REGARDING PRIVACY.--Nothing in this title or the amendments 
made by this title shall be construed to require the tracking of Internet use by any 
identifiable minor or adult user.  

Internet Safety Policy and Technology Protection Measure 

CIPA §1711 amends Title III of the Elementary and Secondary Education Act of 1965 (20 
U.S.C. 6801 et seq.) to require schools receiving certain federal funds or discounts to 
adopt and enforce an Internet use policy and technology protection measure preventing 
access to visual depictions that are obscene, child pornography or harmful to minors: 

SEC. 3601. LIMITATION ON AVAILABILITY OF CERTAIN FUNDS FOR SCHOOLS.  

(a) INTERNET SAFETY.— 

(1) IN GENERAL.--No funds made available under this title to a local educational 
agency for an elementary or secondary school that does not receive services at 
discount rates under section 254(h)(5) of the Communications Act of 1934, as added 
by section 1721 of Children's Internet Protection Act, may be used to purchase 
computers used to access the Internet, or to pay for direct costs associated with 
accessing the Internet, for such school unless the school, school board, local 
educational agency, or other authority with responsibility for administration of such 
school both— 

(A)(i) has in place a policy of Internet safety for minors that includes the operation of a 
technology protection measure with respect to any of its computers with Internet 
access that protects against access through such computers to visual depictions that 
are— 

(I) obscene;  

(II) child pornography; or  

(III) harmful to minors; and  
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(ii) is enforcing the operation of such technology protection measure during any use of 
such computers by minors; and 

(B)(i) has in place a policy of Internet safety that includes the operation of a 
technology protection measure with respect to any of its computers with Internet 
access that protects against access through such computers to visual depictions that 
are— 

(I) obscene; or  

(II) child pornography; and  

(ii) is enforcing the operation of such technology protection measure during any use of 
such computers. 

… 

(D) MINOR.--The term ‘minor' means an individual who has not attained the age of 
17.  

(E) CHILD PORNOGRAPHY.--The term ‘child pornography' has the meaning given 
such term in section 2256 of title 18, United States Code. 

(F) HARMFUL TO MINORS.--The term ‘harmful to minors' means any picture, image, 
graphic image file, or other visual depiction that— 

(i) taken as a whole and with respect to minors, appeals to a prurient interest in nudity, 
sex, or excretion;  

(ii) depicts, describes, or represents, in a patently offensive way with respect to what is 
suitable for minors, an actual or simulated sexual act or sexual contact, actual or 
simulated normal or perverted sexual acts, or a lewd exhibition of the genitals; and  

(iii) taken as a whole, lacks serious literary, artistic, political, or scientific value as to 
minors. 

(G) OBSCENE.--The term ‘obscene' has the meaning given such term in section 
1460 of title 18, United States Code. 

(H) SEXUAL ACT; SEXUAL CONTACT.--The terms ‘sexual act' and ‘sexual contact' 
have the meanings given such terms in section 2246 of title 18, United States Code. 

CIPA §1721 amends the Communications Act of 1934 (47 U.S.C. 254(h)(5)) to require 
schools receiving certain federal funds or discounts to adopt and enforce an Internet use 
policy and technology protection measure preventing access to visual depictions that are 
obscene, child pornography or harmful to minors: 

(5) REQUIREMENTS FOR CERTAIN SCHOOLS WITH COMPUTERS HAVING 
INTERNET ACCESS.— 

(A) INTERNET SAFETY.— 
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(i) IN GENERAL.--Except as provided in clause (ii), an elementary or secondary 
school having computers with Internet access may not receive services at discount 
rates under paragraph (1)(B) unless the school, school board, local educational 
agency, or other authority with responsibility for administration of the school— 

 (I) submits to the Commission the certifications described in subparagraphs (B) and 
(C);  

(II) submits to the Commission a certification that an Internet safety policy has been 
adopted and implemented for the school under subsection (l); and  

(III) ensures the use of such computers in accordance with the certifications. 

 (ii) APPLICABILITY.--The prohibition in clause (i) shall not apply with respect to a 
school that receives services at discount rates under paragraph (1)(B) only for 
purposes other than the provision of Internet access, Internet service, or internal 
connections. 

(iii) PUBLIC NOTICE; HEARING.--An elementary or secondary school described in 
clause (i), or the school board, local educational agency, or other authority with 
responsibility for administration of the school, shall provide reasonable public notice 
and hold at least 1 public hearing or meeting to address the proposed Internet safety 
policy. In the case of an elementary or secondary school other than an elementary or 
secondary school as defined in section 14101 of the Elementary and Secondary 
Education Act of 1965 (20 U.S.C. 8801), the notice and hearing required by this 
clause may be limited to those members of the public with a relationship to the school. 

 (B) CERTIFICATION WITH RESPECT TO MINORS.--A certification under this 
subparagraph is a certification that the school, school board, local educational agency, 
or other authority with responsibility for administration of the school— 

 (i) is enforcing a policy of Internet safety for minors that includes monitoring the online 
activities of minors and the operation of a technology protection measure with respect 
to any of its computers with Internet access that protects against access through such 
computers to visual depictions that are— 

(I) obscene;  

(II) child pornography; or  

(III) harmful to minors; and 

(ii) is enforcing the operation of such technology protection measure during any use of 
such computers by minors.  

(C) CERTIFICATION WITH RESPECT TO ADULTS.--A certification under this 
paragraph is a certification that the school, school board, local educational agency, or 
other authority with responsibility for administration of the school— 
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(i) is enforcing a policy of Internet safety that includes the operation of a technology 
protection measure with respect to any of its computers with Internet access that 
protects against access through such computers to visual depictions that are— 

(I) obscene; or  

(II) child pornography; and 

(ii) is enforcing the operation of such technology protection measure during any use of 
such computers. 

(D) DISABLING DURING ADULT USE.--An administrator, supervisor, or other person 
authorized by the certifying authority under subparagraph (A)(i) may disable the 
technology protection measure concerned, during use by an adult, to enable access 
for bona fide research or other lawful purpose.  

CIPA Litigation 
On May 31, 2002, the U.S District Court for the Eastern District of Pennsylvania ruled in 
United States of America v. American Library Assocation (2002) against CIPA as it applied 
to public libraries because the court held the law violates the First Amendment [28]. The 
ruling concluded that Internet blocking software products operate as “blunt instruments” 
that are unable to block obscenity, child pornography, and other materials that are harmful 
to minors and still preserve access to constitutionally protected content. The court ruled 
that: 

…the library plaintiffs must prevail in their contention that CIPA requires them to 
violate the First Amendment rights of their patrons, and accordingly is facially invalid… 
In view of the limitations inherent in the filtering technology mandated by CIPA, any 
public library that adheres to CIPA’s conditions will necessarily restrict patrons’ access 
to a substantial amount of protected speech, in violation of the First Amendment. 

Though providing relief for public libraries, the plaintiffs did not request and the court did 
not remove the requirement for public schools to install Internet blocking software in order 
to receive certain federal funding or discounts. The U.S government has already appealed 
even the library-related decision to the Supreme Court. 

In the library case, the court relied on the constitutional limitations to Congress’ spending 
clause power, citing South Dakota v. Dole, 483 U.S. 203 (1987) on violation of the 
constitutional rights of those receiving federal funding or discounts. The court concluded 
that restrictions on such funding and discounts for public libraries are subject to strict 
scrutiny, rather than just rational basis review because, as in Reno v. ACLU, 521 U.S 844, 
868 (1997): 

…the more widely the state facilitates the dissemination of private speech in a given 
forum, the more vulnerable the state’s decision is to restrict access to speech in that 
forum. 



8  Version 1.1 of 26 June 2003 

 

The court explains that: 

…provision of Internet access uniquely promotes First Amendment values in a 
manner analogous to traditional public for a such as streets, sidewalks, and parks, in 
which content -based restrictions are always subject to strict scrutiny. 

Under strict scrutiny, a public library’s use of filtering software is permissible only if it is 
narrowly tailored to further a compelling government interest and no less restrictive 
alternative would serve that interest. 

While acknowledging the government’s legitimate interest in preventing access to visual 
depictions of obscenity, child pornography, or in the case of minors, material harmful to 
minors, the court found that there exist less restrictive alternatives, such as implementation 
and enforcement of Internet use policies, as well as optional Internet blocking, privacy 
screens, recessed monitors, and placement of unfiltered Internet terminals out of sight-
lines for adults and “requiring parental consent to or presence during unfiltered access or 
restricting minors’ unfiltered access to terminals within view of library staff.” 

Basically, the court declared CIPA unconstitutional for libraries because of the 
underblocking of visual depictions of obscenity, child pornography, or in the case of 
minors, material harmful to minors, and because of the overblocking of materials protected 
under the First Amendment of the U.S. Constitution.  

It is unclear what effect such a ruling, if upheld by the U.S. Supreme Court, would have on 
a similar legal challenge brought in the school rather than the library setting.  

Related Litigation and Legal Definitions 

As interpreted by the U.S. judiciary system, the First Amendment of the U.S. Constitution 
does not protect illegal obscenity, child pornography, or—in the case of minors—harmful 
to minors content. 

There is sometimes confusion over the legal definitions of illegally obscenity, child 
pornography, and harmful to minors materials. 

Obscenity 
CIPA uses the constitutional definition of obscenity set forth in Miller v. California, 413 U.S. 
15 (1973), and codified at 18 U.S.C. 1460: 

n Whether the average person, applying contemporary community standards, would 
find that the material, taken as a whole, appeals to the prurient interest;   

n Whether the work depicts or describes, in a patently offensive way, sexual conduct 
specifically defined by the applicable state or federal law to be obscene; and   

n Whether the work, taken as a whole, lacks serious literary, artistic, political, or 
scientific value.  
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Child Pornography 
CIPA uses the statutory definition of "child pornography" found in 18 U.S.C. 2256: 

n “Any visual depiction" of a minor under 18 years old engaging in "sexually explicit 
conduct," which includes "actual or simulated" sexual intercourse, bestiality, 
masturbation, sadistic or masochistic abuse, or "lascivious exhibition of the genitals or 
pubic area."  

The U.S. Supreme Court has ruled in Ashcroft v. Free Speech Coalition, 122 S.Ct. 1389 
(2002) that any activity not actually involving a minor cannot be child pornography.  

Harmful to Minors 
CIPA defines “harmful to minors” as: 

…any picture, image, graphic image file, or other visual depiction that-  

(i) taken as a whole and with respect to minors, appeals to a prurient interest in nudity, 
sex, or excretion;   

(ii) depicts, describes, or represents, in a patently offensive way with respect to what is 
suitable for minors, an actual or simulated sexual act or sexual contact, actual or 
simulated normal or perverted sexual acts, or a lewd exhibition of the genitals; and   

(iii) taken as a whole, lacks serious literary, artistic, political, or scientific value as to 
minors. 

This harmful to minors definition is similar to the definition provided by Ginsberg v. New 
York , 390 U.S. 629 (1968). 

As with CIPA, the Ginsberg case also defined a minor as under 17 years of age. Ginsberg 
also provided that parents may provide harmful to minors speech to their children, 
although according to the court that struck the library portions of CIPA, CIPA provides no 
such exception for parents to provide such materials to minors. [28] [21]  

Other Content 
The legal definitions provided in CIPA do not cover other types of content, such as chat, 
criminal skills, drugs, alcohol, or tobacco, electronic commerce, free pages, gambling, 
hacking, hate speech, violence, weapons, web-based email, and so on, which are 
blocking codes often used by Internet blocking software manufacturers in their products. 

Students have a right to speak, even at school. In a case affirming the right of students to 
wear black armbands protesting the Vietnam War, the U.S. Supreme Court found that 
students who are minors "are 'persons' under our Constitution possessed of fundamental 
rights which the State must respect."  Tinker v. Des Moines Independent Community 
School District, 393 U.S. 503, 511 (1969).  In another case, the Court found that minors 
have the right to receive information in public school libraries.  Board of Education, Island 
Trees Union Free School District No. 26 v. Pico, 457 U.S. 853, 867, 872 (1982).  

While minors' constitutional rights are weaker than adults' rights, minors' rights become 
stronger as they grow older. In a case involving minors' right to abortion, the Court said 
that "constitutional rights do not mature and come into being magically only when one 



10  Version 1.1 of 26 June 2003 

 

attains the state-defined age of majority."  Planned Parenthood of Central Missouri v. 
Danforth, 428 U.S. 52, 74 (1976); see Bellotti v. Baird, 443 U.S. 622, 648 (1979) ("parental 
consent" abortion statute must contain procedure for minor to get abortion without parental 
consent or notice).  

Indeed, "mature minors" arguably have a right to information despite their parents' wishes 
in the areas of reproductive health, sexually-transmitted diseases, contraception, and 
abortion.  See Doe v. Irwin, 615 F.2d 1162, 1166 (6th Cir. 1980). 

The courts also recognize the rights of parents and guardians to control much of their 
childrens’ experience at schools. As EFF Senior Staff Attorney Lee Tien has written:  

…schools traditionally, and sometimes by statue, accommodate parental wishes as to 
their children’s exposure to material in school. EFF therefore argues that parents 
enjoy at least as much right to insist that their children not be blocked from 
objectionable speech. Indeed, parents may have more right to opt out of blocking.  

In recent years, school administrators have exerted greater control over speech in 
schools. For example, the U.S. Supreme Court decided to curtail student free speech 
rights and allow high school administrators greater liberty to censor student newspapers in 
Hazelwood v. Kuhlmeier, 484 U.S. 260 (1988). Nonetheless, Tien cites Linmark 
Association v. Township of Willingsboro, 431 U.S. 85, 96 (1977) and Griswold v. 
Connecticut, 381 U.S. 479, 482 (1965) which said that “the State may not, consistently 
with the spirit of the First Amendment, contract the spectrum of available knowledge.” He 
also quotes the Ninth Circuit observation in Monteiro v. Tempe Union High School District, 
158 F.3d 1022, 1031 (9th Cir. 1998): 

…that a student is required to read a book does not mean that he is being asked to 
agree with what is in it.…a necessary component of any education is learning to think 
critically about offensive ideas—without that ability one can do little to respond to 
them. 

Board of Education, Island Trees Union Free School District No. 26 v. Pico, 457 U.S. 874 
(1982) apparently indicates a requirement that schools have a First Amendment duty to 
inform parents about what books are banned in order to maintain censorship within 
constitutional limits. Suppression of information in school libraries must be based on 
“established, regular and facially unbiased procedures for the review of controversial 
materials.” Any technological solution for blocking Internet content “must respect parental 
determinations of what their children may see or read, without subjecting either parent or 
child to undue burdens.” [21] Lamont v. Postmaster General, 381 U.S. 301, 307 (1965) 
suggests that schools may not put the burden on parents to opt out of blocking since the 
government may not impose affirmative obligations on one to receive information. 

Impact on Schools 

Parents, teachers, school administrators, and school boards can protect students from 
potentially harmful material more effectively if they implement Internet access in the 
schools with an understanding of the relevant law, research, and social and cultural 
implications of their decisions about whether and how to install Internet blocking software. 
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Section 

3 Methodology 
 
The Internet blocking software study methodology consists of these top-level steps: 

n Determine study parameters 

n Extract topics from state-mandated curriculums into database 

n Generate search strings 

n Generate web page lists 

n Test web pages against Internet blocking products 

n Verify blocking software blocking codes 

n Compare and analyze results 

Determine Study Parameters 

Researchers began by selecting which material to study. Specifically, they chose which 
state curriculums to study, which search engine to use, and which Internet blocking 
software packages to test. 

1) Choose curriculums to study. 

Researchers chose curriculums from the following states for the following reasons: 

n California has the nation’s largest public school system. [15] 

n Massachusetts is the state with the first public high school in the United States. [1] 

n North Carolina represents a more rural sector of American society than the other 
two states. [30]  

Curriculums from these three states provide a wide cross-section of the American 
educational system and the values it represents. 

In light of the current trend of increasing use of the Internet by young children, 
researchers chose to study topics from curriculums designed for pre-kindergarten to 
grade 12. 

In order to perform an exhaustive study, researchers included every topic mandated 
by the state curriculums. 
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2) Choose search engine.  

Researchers chose Google, the largest search engine on the World Wide Web [10]. 
Google’s unique search algorithm produces highly relevant search results. 

Because Google accepts no more than ten search terms per search query, 
researchers had to determine a method for reducing topic texts to ten words or less, 
as described in “Generate Search Strings” below.  

In order to generate a large enough sample size of web addresses to test, the 
researchers obtained up to 50 search result web addresses for each curriculum topic. 

3) Choose Internet blocking software packages. 

The researchers chose N2H2’s Bess and SurfControl’s SurfControl Internet blocking 
software because the two Internet blocking software packages chose are reportedly 
the most widely used Internet blocking software in U.S. schools. The researchers 
used N2H2 Bess and SurfControl Web Filter 4.0, the server-based product sold to 
schools. 

n A study commissioned by the U.S. Department of Justice determined that N2H2’s 
Bess is the most effective Internet blocking program available. [29] 

n SurfControl claims the largest market share of any Internet blocking software 
company with its SurfControl (formerly CyberPatrol) product. [2] 

Extract Topics from State-Mandated Curriculums into Database 

The next part of this study examined the chosen curriculums and recorded the 
observations into a comprehensive database. To transcribe the school curriculums, 
researchers recorded the topics, each of which included a grade-level designation and a 
hierarchy of broader categories. The leftmost column of categories contained general 
subjects such as “science,” while further right columns held more specific topics, such as 
“kinetic energy.” Researchers used a maximum of seven hierarchical category levels for 
each topic. The compiled database both aided in the assessment of the curriculum and 
serves as an accurate record for any independent audits of this study.  

Researchers used this procedure to extract data from each state-mandated curriculum 
and compile a curriculum database.  

1) Find and store a copy of each state-mandated curriculum: 

n California curriculum obtained on June 16, 2002, from 
http://www.cde.ca.gov/board/ [3] 

n Massachusetts curriculum obtained on January 10, 2002, from 
http://www.doe.mass.edu/frameworks/current.html [14]  

n North Carolina curriculum obtained on August 26, 2002, from 
http://www.ncpublicschools.org/curriculum/ [16]  
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2) Familiarize yourself with the curriculum topic areas such as “Arts.” 

3) Identify all top-level subject categories in the curriculum. 

4) Identify subcategories within each curriculum category. 

5) Identify topics within each curriculum subcategory. 

6) Record each category, subcategory, and topic combination in a database entry. 

n Use copy and paste functions as much as possible to extract the exact curriculum 
topic verbatim. 

n Give each category or topic its own cell. 

n Add a row for each category, subcategories, and topic combination as needed. 

7) Label appropriate grade level corresponding to each curriculum topic. 

n For pre-kindergarten and kindergarten, assign a value of 0 for grade level. 

n For curriculum topics designed for multiple grades, identify the intended range 
(e.g. assign 5-8 for grades five through eight)  

8) Moving across the spreadsheet from left to right, the level of detail should become 
more specific as the reader progresses from category to subcategories to topic (refer 
to example spreadsheet in Appendix A). 

 Generate Search Strings 

Having compiled the curriculum database, the researchers next created search phrases 
for every line of the curriculum. These search phrases, or search strings, consisted of the 
most important features of each topic line. Researchers attempted to limit the search 
strings to no more than 10 words because Google limits each query to a maximum of 10 
words. Placing double quotation marks around a series of words or phrase generates 
websites that contain only that explicitly ordered combination. For example, searching for 
“United States” will yield different results than searching for “United” “States”. If the topic 
were “The History of the United States,” the researchers would include pages discussing 
“United States History” in the search results by searching for “history” and “United States” 
rather than placing the entire topic text within the quotation marks.  

The researchers introduced a small degree of subjectivity into the study in distinguishing 
the search strings. However, determining appropriate search strings served the study’s 
purpose better than entering the full curriculum, which would have in most cases limited 
the search to search results that used phrasing identical to that of each curriculum. 
Clearly, students would not necessarily enter searches identical to the state-mandated 
curriculum topics, but the key words used for the searches should be similar to student 
searches performed in those topic areas. 
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The researchers used the following procedure to generate search phrases: 

1) Choose words from each topic description that convey the essence of each line of the 
curriculum. 

2) Limit the search phrase to 10 words by culling the topic text down to that limit. 

3) Place double quotation marks around any combination of words that would most likely 
fit within the topic only if they occurred in that specific phrase. Try to limit word 
combinations to two words (e.g. “United States” or “Molecular Biology,” not “social 
structures of civilized Japan.”) 

4) Collect each search phrase into a single column in the row that corresponds to the 
category, subcategories, and topic combination from which the researcher generated 
that search phrase. 

Using this system, researchers generated search strings using text culled directly from 
each state-mandated curriculum. 

Generate Web Page Lists 

Researchers entered the list of search phrases into a specially developed software 
application that ran each phrase through the search engine and recorded all of the up to 
50 web page search results per topic in a database. 

The researchers used the following procedure to generate web page lists: 

1) Run search strings through the search engine. 

2) Tabulate web addresses from search results. 

If a web page appeared more than once in a set of search results, the researchers entered 
the page into the database as many times as it appeared in search results. 

Test Web Pages Against Internet Blocking Software 

Researchers then tested each web address obtained above against the blocking software. 
They recorded each blocked page alongside the name of the software that blocked that 
page and the blocking code or codes specified by each Internet blocking software product. 

The researchers used the following procedure to refine the web page lists: 

1) Test web addresses against each blocking software product. 

2) Record which websites are inaccessible, unblocked, or blocked, and if blocked, note 
which blocking code or codes the blocking software specified. 
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In the case of the SurfControl blocking software, the web addresses were tested against a 
web-based blocking software test tool provided by SurfControl. A SurfControl 
representative confirmed that the SurfControl test tool provides the same results as the 
product sold to schools. 

For N2H2’s Bess product, the web addresses were tested against a Bess installation at a 
public high school. Schools will install N2H2 Bess in various configurations, so this 
installation of Bess reflects the settings at that school only, although the researchers 
speculate that the Bess settings for the school in this study are similar to those of many 
other schools. Additionally, the blocking codes used by Bess are the same for every 
installation, just the decision by the school of whether or not to activate particular blocking 
codes varies according to the installation. 

Verify Blocking Software Blocking Codes 

In certain conditions, determining which content is objectionable can be subjective. 
Blocking software manufacturers may assign a web page an appropriate block code but 
still block the web page incorrectly; conversely, they may assign the wrong block code, 
even if the blocking software blocks a web page appropriately. For example, material 
about contraceptives inappropriate for an elementary school student may be entirely 
necessary for a high school student. [21] Material by the Ku Klux Klan may be hate 
speech in one context or primary source material in the context of a research report about 
the history of the American south. Internet blocking companies or schools configuring the 
Internet blocking software may, and often do, block “controversial” web pages due to 
political, social, or cultural biases, regardless of whether they fall within the federally 
mandated guidelines for material that educators must block their students from accessing. 
Thus, researchers tested two conditions: whether blocking software manufacturers 
assigned web pages the appropriate blocking code, and whether the blocking software 
blocked sample web pages appropriately. 

To verify that Internet blocking companies assigned the correct block codes to web pages 
blocked in the study, researchers examined a statistically significant sample of the pages 
blocked by each blocking product and checked block code assignments using the block 
code definitions provided by the blocking companies (and included in Appendix B).  

The researchers tested for overblocking by checking a sample of pages blocked by each 
blocking product to determine if a court reviewing a legal challenge would likely agree that 
CIPA authorized blocking of those web pages. Additionally, the researchers also tested for 
overblocking by rating the same sample of blocked pages using the Internet Content 
Rating Association rating system. 

To detect potential underblocking, the researchers also ran some of the unblocked web 
pages through a set of pornographic key word searches in an attempt to find any web 
pages that the Internet blocking software neglected to block according to its block code 
definitions related to CIPA requirements. 
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Compare and Analyze Results 

The primary objective of the study was to analyze the differences between the degree of 
access to curriculum-related web pages on computers running with and without Internet 
blocking software.  The study also determined the percentage of web pages blocked with 
the blocking software in each major category, each state, and each grade level. 

Comparing the samples offered evidence of the ineffectiveness of blocking products at 
both allowing access to educationally-appropriate pages and at blocking access to pages 
that are likely legally inappropriate for use in schools, although the courts have not 
provided much clear direction as to which specific materials are illegal in schools beyond 
the general categories of verboten content specified in CIPA and other laws. Sometimes, 
the researchers simply determined whether or not the Internet blocking software blocked 
web pages as advertised since the block codes were clearly not within the realm of 
harmful to minors content prohibited by CIPA or other laws addressing information access 
within schools. 

The researchers used the following procedure to analyze the results: 

1) Determine the statistical significance of differences in results between the samples. 

2) Determine the percentage of web pages blocked inappropriately with the blocking 
software in each major category, state, and grade level, as well as by blocking 
product. 

3) Sample web pages inaccessible while using blocking software – check for 
educationally appropriate material (overblocking). 

4) Sample websites accessible while using blocking software – check for likely legally 
inappropriate material (underblocking).  
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Section 

4 Considerations 
 

The study raises the following considerations related to the curriculums, the search 
engine, Internet blocking software products, Internet content rating systems, and the law, 
as well as an attempted correspondence between blocking software and the law.  

Curriculum Considerations 

The following considerations are related to state-mandated curriculums: 

n The curriculums contain a variety of typographical errors, adding a degree of 
ambiguity as to what the researchers should actually record in the curriculum 
database. For this study, researchers recorded the curriculum topics without 
correcting any errors. 

n The curriculums may be in need of revision. States publish various portions of their 
curriculums at different times, and the interval between the newest and oldest portions 
of the curriculum can be as long as five years.  

Search Engine Considerations  

The following considerations are related to search engines: 

n Google’s search engine limits the number of words processed from each search 
phrase to no more than ten. Some topics contained more than ten crucial keywords. 
Results from searches like these may not accurately reflect the full extent of the 
curriculum topic in question. 

n Because many of the search strings contained very specific references to curriculum 
material, some of the pages found by the search engine were themselves curriculum 
sites. Individual school system, educational organization, or teacher web pages often 
mirrored the state curriculums, resulting in a multitude of copies that appeared in the 
searches. Researchers excluded these copies of curriculum sites for some portions of 
the analysis to the extent possible for this study by pruning out data for web 
addresses that included “k12,” sometimes with related state codes, such as “ca” for 
California. However, it is interesting to note that the Internet blocking software also 
blocked curriculum sites, presenting a possible difficulty to teachers. 

n Search results do not always related directly to the search query because the search 
engine cannot always provide results based on the correct context of the query. 
However, the researchers believe that use of the Google search engine is the most 
objective way available at this time to obtain a list of web pages related to the 
curriculum topics under study. 



18  Version 1.1 of 26 June 2003 

 

n The search engine sometimes returned multiple occurrences of the same web page in 
search results and the researchers included all occurrences of a web page in search 
results in the study database. 

Blocking Software Considerations 

The following considerations are related to blocking software: 

n Current technologies simply cannot produce a level of programming sophisticated 
enough to block all objectionable materials and only those materials. No group of 
humans can adequately survey the increasingly enormous wealth of information 
online, and no machine possesses the ability to determine which sites fall within the 
legal definition of “harmful to minors,” which likely varies from community to 
community. As explained by the court that ruled CIPA unconstitutional for libraries: 
“category definitions and categorization decisions are made without reference to local 
community standards.” [28]  

n Constant redesign and manipulation of web pages makes the task of analyzing and 
reanalyzing the content for harmful to minors material even more difficult. Employees 
at blocking software companies often make mistakes about which pages to block 
using which blocking codes. Such human errors include “common sense” decisions 
about which block codes to use regardless of the specific block code definitions, as 
well as just plain human error. Automated mechanisms used to assign block codes for 
web pages often miscategorize those pages. 

n The court ruling CIPA unconstitutional for libraries also mentions: “No category 
definition used by the blocking programs is identical to the legal definitions of 
obscenity, child pornography, or material harmful to minors, and, at all events, filtering 
programs fail to block access to a substantial amount of content on the Internet that 
falls into the categories defined by CIPA.” [28] For further discussion, see the 
“Attempted Correspondence” heading later in this section.  

n As explained by the court that ruled CIPA unconstitutional for libraries: “there is no 
judicial involvement in the creation of filtering software companies' category definitions 
and no judicial determination is made before these companies categorize a Web page 
or site.” [28] 

n Internet blocking companies sometimes do not define block codes consistently in a 
logical manner. For example, N2H2 Bess’ block code definition for Chat blocks an 
entire website for having one or more page that offers an online chat facility or 
provides software for online chatting (although it is ambiguous about SMS or instant 
messaging), and the N2H2 Bess block code definition for Message/Bulletin Board 
covers online bulletin boards, forums, or message boards. SurfControl’s Chat block 
code covers web-based chat and SurfControl’s Web-based E-mail block code covers 
web-based email accounts and SMS or instant messaging, but neither code appears 
to cover online bulletin boards, forums, or message boards. For further discussion, 
see the “Attempted Correspondence” heading later in this section. 
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n Determining which content is objectionable is subjective. What is harmful content to a 
seven-year-old child and a seventeen-year-old child may be entirely different. Material 
about contraceptives inappropriate for an elementary school student may be entirely 
necessary for a high school student. [21] Material by the Ku Klux Klan may be hate 
speech in one context or primary source material in the context of a research report 
about the history of the American south. Internet blocking companies or schools 
configuring the Internet blocking software may block “controversial” web pages due to 
political, social, or cultural biases, regardless of whether they fall within federally 
mandated guidelines for material that educators must block their students from 
accessing. [19] [21]  

n Blocking software blocks access to sites that do not directly contain content that is 
harmful to minors but could act as a gateway to such materials. “Anonymizers” and 
“translators” remain inaccessible while operating Internet blocking software because 
students could potentially use these sites to circumvent the software’s control of 
content. The helpful, non-infringing aspects of these websites are lost to students 
even though they serve legitimate pedagogical purposes. [5]  

n Schools may choose Internet blocking software code settings according to 
recommendations from an Internet blocking software company or may opt for custom 
settings of the product, affecting the quantity and types of websites blocked, as well as 
the amount of overblocking and underblocking. 

n Blocking software companies often choose to block all of the pages on site when any 
one page on the site contains some content that fits into one of the block codes. 
Some blocking software blocks entire Internet sub-network addresses or Internet 
domains based on content found within one small part of the sub-network or domain. 
For this study, the researchers judged each page of each site on its own merit, noting 
that an entire website, sub-network, or domain should not be restricted simply 
because some small portion of the site contains materials that fit one or more of the 
block code definitions. 

n Some Internet blocking companies have created certain Internet software blocking 
codes to explicitly permit access to pages assigned these “allow” or “exception” 
codes, rather than blocking pages assigned those codes. 

n One blocking software company sold student web browsing data through a reseller to 
the Department of Defense and potentially commercial customers, raising concerns 
about the commercializat ion of the educational environment. [31] 

Rating System Considerations 

Many of the same considerations that apply to Internet blocking software also apply to 
Internet content rating systems, although some considerations are completely different. 
This study focuses on the ICRA’s rating system. [11] 

n Rating system category definitions and categorization decisions are made without 
reference to local community standards. 
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n The ICRA is probably the most widely used Internet content rating system, yet there 
are other content rating systems. 

n The ICRA rating system relies on website owners rating their own web page content. 
There is no law requiring website owners to rate their content, so the vast majority do 
not. Those website owners who do rate their content may use another rating system 
besides the ICRA rating system. 

n Constant redesign and manipulation of web pages makes the task of analyzing and 
reanalyzing the content for harmful to minors material even more difficult. 

n Website owners who do rate their content using the ICRA rating system may rate 
pages inconsistently by misapplying the category definitions provided by the rating 
system, whether intentionally or not. 

n No category used by the ICRA rating system is identical to the legal definitions of 
obscenity, child pornography, or material harmful to minors. For further discussion, 
see the “Attempted Correspondence” heading later in this section. 

n There is no judicial involvement in the creation of rating system category definitions 
and no judicial determination is made before website owners categorize a web page 
or site.  

n Internet content rating organizations sometimes do not define block codes 
consistently in a logical manner. For example, the ICRA rating system’s Chat code 
covers both moderated and unmoderated chat services, but not online message 
boards, forums, or bulletin boards, SMS or instant messaging, unlike similar codes 
used by the Internet blocking products. For further discussion, see the “Attempted 
Correspondence” heading later in this section. 

n Determining which content is objectionable is subjective. 

n Schools may choose Internet rating system settings according to recommendations 
from outside sources or may opt for custom settings of the product, affecting the 
quantity and types of websites blocked, as well as the amount of overblocking and 
underblocking.  

n Schools using a rating system approach may decide to block all unrated web pages. 

Legal Considerations 

The Preface to this document goes into considerable detail about the provisions of CIPA, 
legal challenges to CIPA, and other related litigation and legal definitions. The researchers 
have relied on the legal definitions of illegal obscenity, child pornography, and harmful to 
minors content in making determinations about what types of blocking are appropriate or 
inappropriate in this study. 

CIPA focuses specifically on “visual depictions” of illegal obscenity, child pornography, and 
harmful to minors content. Therefore, CIPA does not address specifically any non-visual 
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depictions, such as written materials without images that a court might rule are illegally 
obscene.  

The researchers sought to measure the extent of both visual and non-visual depictions of 
illegal obscenity, child pornography, and harmful to minors content and have reported 
results specific to the visual depictions requirement of CIPA as well as to non-visual 
depictions. 

It goes without saying that only a court can make the final determination as to illegal 
obscenity, child pornography, and harmful to minors content, yet the researchers found 
that relatively few web pages examined as part of this study would be at all relevant to 
those categories. In fact, the researchers found no examples of child pornography 
whatsoever. Of those web pages that could be considered illegal obscenity or harmful to 
minors content, the researchers determined that in almost every case a court would have 
little trouble in making the determination that the web pages were in fact illegal obscenity 
or harmful to minors under the definitions provided by CIPA and related law.  

However, there were a few borderline web pages where the researchers had to make a 
subjective determination about the legality of content as applies to CIPA and related law. 
In those few cases, the researchers erred on the side of caution and marked the pages as 
illegal obscenity or harmful to minors content, absent a court opinion. As an example, 
consider a web page with a picture of what appeared to be a man grabbing the genitals of 
another man, although one could not distinctly see the hand or the genitals in question.  

 

The researchers marked this page entitled “ManQuest: Nude Male Images, Drawings and 
Paintings” at http://161.58.50.69/gayscape/madp.html as harmful to minors content using 
the “ac tual or simulated sexual act or sexual contact” portion of the definition. 
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Attempted Correspondence 

This table represents an attempt to set up a correspondence between the legal categories 
for blocking as defined by CIPA and the blocking codes provided by the Internet blocking 
software products researched in this study:

CIPA Definitions N2H2 Bess  
Candidate Codes 

SurfControl  
Candidate Codes 

ICRA  
Candidate Codes 

Pornography: includes “stories” 
which are not visual depictions, 
marked as CIPA compliant code 
by N2H2. 

Adult/Sexually Explicit: includes 
“Erotic stories and textual 
descriptions of sexual acts” 
which are not visual depictions 
and excludes “sexual health, 
breast cancer, or sexually 
transmitted diseases (except in 
graphic examples).” 

Nudity and Sexual 
Material includes non-
visual depictions such as 
“written descriptions, oral 
recitation, and or audio 
sounds” with exceptions 
for artistic, educational, 
and medical contexts. 

Obscenity  

Sex: “Sites that contain 
descriptions or depictions of 
sexual acts, specifically those 
without the intent to arouse,” 
marked as CIPA compliant code 
and “optional for workstations 
used only by adults” by N2H2. 

Sex Education: focus on 
contraceptives, disease, 
pregnancy, and boundaries, no 
mention of prurient interest, 
excludes “commercial sites that 
sell sexual paraphernalia.” 

Language: includes 
“explicit sexual” language 
but no visual depictions. 

Illegal: mentions “sites that 
promote illegal activities… 
activities include making or 
distributing child pornography,” 
not restricted just to child 
pornography or just to visual 
depictions, not marked as CIPA 
compliant code by N2H2. 

No correspondence to N2H2 
code, except Hacking code 
which is not related to child 
pornography. 

No correspondence to 
ICRA code, except 
perhaps “Material that 
might be perceived as 
setting a bad example for 
young children” which 
gave no mention of child 
pornography and is not 
restricted to visual 
depictions. 

Pornography: mentions child 
pornography but does not restrict 
to child pornography or visual 
depictions, marked as CIPA 
compliant code by N2H2. 

Adult/Sexually Explicit: includes 
“Erotic stories and textual 
descriptions of sexual acts” 
which are not visual depictions 
and excludes “sexual health, 
breast cancer, or sexually 
transmitted diseases (except in 
graphic examples).” 

Nudity and Sexual 
Material includes non-
visual depictions such as 
“written descriptions, oral 
recitation, and or audio 
sounds” with exceptions 
for artistic, educational, 
and medical contexts. 

Child Pornography  

Sex: no specific mention of child 
pornography, marked as CIPA 
compliant code and “optional for 
workstations used only by adults” 
by N2H2. 

Sex Education: focus on 
contraceptives, disease, 
pregnancy, and boundaries, no 
mention of child pornography, 
excludes “commercial sites that 
sell sexual paraphernalia.” 

Nudity and Sexual 
Material includes non-
visual depictions such as 
“written descriptions, oral 
recitation, and or audio 
sounds” with exceptions 
for artistic, educational, 
and medical contexts. 

Continued next page… 
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In no case do the block codes defined by the Internet blocking software companies restrict 
themselves specifically to visual depictions of obscenity, child pornography, and in the 
case of minors, harmful to minors materials. Even if the blocking companies coded every 
web page correctly, it would not be possible to use these blocking product codes to restrict 
Internet blocking specifically to the categories required by CIPA. 

Perhaps in an attempt to remedy the situation, N2H2 Bess offers the following exception 
codes suggested for CIPA compliance: 

n Education 

“allows access to sites that contain material that may belong to another category, 
such as Sex, Nudity, or Violence, but that relates to an educational topic such as 
classic literature, history, art, or sex education.” 

n History  

“allows access to sites that contain material that may be in another category, such as 
Sex or Violence, but that is non-fictional and historically significant.” 

CIPA Definitions 
(cont.) 

N2H2 Bess  
Candidate Codes (cont.) 

SurfControl  
Candidate Codes (cont.) 

 

Nudity: specifically says “not 
intended to be sexually arousing 
or erotic,” not marked as CIPA 
compliant code by N2H2. 

Does not match Adult/Sexually 
Explicit because that code is 
intended to include sexually 
arousing or erotic materials. 

Nudity and Sexual 
Material includes non-
visual depictions such as 
“written descriptions, oral 
recitation, and or audio 
sounds” with exceptions 
for artistic, educational, 
and medical contexts. 

Pornography: includes “stories” 
which are not visual depictions, 
marked as CIPA compliant code 
by N2H2. 

Adult/Sexually Explicit: includes 
“Erotic stories and textual 
descriptions of sexual acts” 
which are not visual depictions 
and excludes “sexual health, 
breast cancer, or sexually 
transmitted diseases (except in 
graphic examples).” 

Nudity and Sexual 
Material includes non-
visual depictions such as 
“written descriptions, oral 
recitation, and or audio 
sounds” with exceptions 
for artistic, educational, 
and medical contexts. 

Sex: “Sites that contain 
descriptions or depictions of 
sexual acts, specifically those 
without the intent to arouse,” 
marked as CIPA compliant code 
and “optional for workstations 
used only by adults” by N2H2. 

Sex Education: focus on 
contraceptives, disease, 
pregnancy, and boundaries, no 
mention of prurient interest, 
excludes “commercial sites that 
sell sexual paraphernalia.” 

Nudity and Sexual 
Material includes non-
visual depictions such as 
“written descriptions, oral 
recitation, and or audio 
sounds” with exceptions 
for artistic, educational, 
and medical contexts. 

Harmful to Minors 

Tasteless/Gross: mentions 
“excretory functions 
(vomiting,urinating, or 
defecating),” but doesn’t restrict to 
visual depictions, not marked as 
CIPA compliant code by N2H2. 

No correspondence to N2H2 
code. 

No correspondence to 
ICRA code, except 
perhaps “Material that 
might be perceived as 
setting a bad example for 
young children” which 
mentioned “urinating in 
public” and is not 
restricted to visual 
depictions. 
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n Medical 

“allows access to sites that contain material that may belong to another category, 
such as Nudity or Tasteless/Gross, but that relates to the study or practice of 
medicine.” 

n Text/Spoken Only 

“allows sites that contain material that may belong to another category, such as 
Pornography, but that is strictly in text or spoken word format. For example, the 
Text/Spoken Only category distinguishes written erotica from graphic pornography 
sites.” 

SurfControl offers the following codes which could be used as exception codes, although 
the company refused to make any recommendations about whether or not to do so: 

n Education 

Almost any page related to education. 

n Health & Medicine 

Almost any page related to health and/or medicine.  

n Lifestyle & Culture 

“Homelife and family-related topics, including parenting tips, gay/lesbian/bisexual 
(non-pornographic sites), weddings, births, and funerals. Foreign cultures, socio-
cultural information“ 

n Sex Education 

Focus on contraceptives, disease, pregnancy, and boundaries, with no mention of 
prurient interest, and excluding “commercial sites that sell sexual paraphernalia.” 

Even taking the actual or potential exception codes into consideration, SurfControl 
provides no mechanism for restricting blocking to visual depictions, instead of also textual 
depictions of obscenity, child pornography, and in the case of minors, harmful to minors 
materials. 

N2H2 Bess offers the “Text/Spoken Only” code, but since that code did not appear even 
once in the sample of nearly a million web pages related to state-mandated curriculums 
tested at an actual high school, the researchers were not able to confirm its operation.  
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Section 

5 Results 
 

The research results of this study fit into the following categories: 

n Overblocking 

n Underblocking 

n Overall blocking rates  

n Blocking by category/topic, including categorization accuracy analysis 

n Blocking by state 

n Blocking by grade 

n Blocking by product 

n Bad address and unreachable statistics 

Overblocking 

The study found the following results regarding blocking software overblocking:  

n For every web page blocked as advertised, blocking software blocks one or more web 
pages inappropriately, either because the web pages are miscategorized or because 
the web pages, while correctly categorized, do not merit blocking. 

n Schools that implement Internet blocking software even with the least restrictive 
settings will block at a minimum tens of thousands of web pages inappropriately, 
either because the web pages are miscategorized or because the web pages, while 
correctly categorized, do not merit blocking.  

n Blocking software products miscategorized many of the web pages they block—
assigning the wrong block codes to between a third and a half of the web pages 
related to state-mandated curriculums blocked depending on the blocking software.  

n Of all pages related to state-mandated curriculums blocked by blocking products, the 
products blocked only 1-3% of those web pages to CIPA’s criteria for blocking visual 
depictions of illegally obscenity, child pornography, or harmful to minors content. That 
means that of the web pages related to state-mandated curriculums, blocking 
software products blocked 97-99% of the web pages blocked using non-standard, 
discretionary, and potentially illegal criteria beyond what is required by CIPA. 
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Overblocking Types 
Researchers came across two types of overblocking in the research for this study:  

1) Miscategorization or Inappropriate Coding: Internet blocking company assigned web 
pages an inappropriate blocking code or codes. For example, the SurfControl Internet 
blocking software product assigned a Punctuation Primer located at 
http://www.englishchick.com/grammar/grpunc.htm the block code Adult/Sexually 
Explicit, even though the most controversial topics on that page are the period and the 
exclamation point. Perhaps “period,” as in menstruation, was the trigger? 
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In another example, N2H2 Bess assigned a Colorado Arts Education page on 
Colorado Model Content Standards for Theatre a Pornography block code:  
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2) Inappropriate Content Evaluation: web pages assigned an apparently correct blocking 
code or codes, but still not blocked appropriately. N2H2 blocks wide swathes of the 
Web under the Free Pages, Electronic Commerce, Message/Bulletin Board, and 
Recreation/Entertainment categories. 

For example, N2H2 Bess assigned a page describing community partners of the Mary 
Street School located at http://marystreetschool.tripod.com/community_partners.htm 
the block code “Free Pages” because it is hosted for free at Tripod, even though the 
page includes pedagogically valuable information.  
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The N2H2 Bess definition for the Electronic Commerce block code seems much more 
concerned with other content areas than with confronting commercialism within schools: 

Electronic Commerce 

Sites that allow users to make online purchases. Many e-commerce sites pose a risk 
to users by offering direct access to items that would normally be filtered under other 
categories such as Weapons, Profanity, Lingerie, or Pornography. 

If the e-commerce sites offer access to Weapons, Profanity, Lingerie, or Pornography, 
why not block them using those block codes? Or should everything that appears on an 
electronic commerce site get blocked simply because it might be associated with some 
other blocking code? For example, N2H2 Bess blocks proceedings of Association for 
Computing Machinery conferences under the Electronic Commerce code.  

Overblocking Standards 

To determine overblocked pages, researchers sampled the overall list of blocked pages 
and evaluated each one to see if the blocking software manufacturer assigned codes 
correctly, as well as if, even with an apparently correct blocking code, the product should 
have blocked the web page.  

It was difficult to come up with any standard for determining whether or not a blocking 
product should block a given web page beyond the “I know it when I see it” standard, 
which was so subjective that the researchers had to reject it for this study. 

Instead, the researchers decided to report overblocking rates that reflected what a U.S. 
court would reasonably find required by CIPA in according to average U.S. community 
standards as described in this document’s Preface. This formulation was sometimes also 
subjective, although in surprisingly few cases. It provided a much more stable means for 
measuring overblocking. 

The caveat to the CIPA overblocking method is whether it is permissible for schools to use 
blocking technology to block web pages related to state-mandated curriculums using 
some standard other than CIPA. The researchers predict that the public policy in this 
arena will develop further over time. 

As an additional independent and less subjective check on overblocking, the researchers 
rated a sample of the web pages using the Internet Content Rating Association rating 
system as described below. 

Overblocking Rates 

When using the criterion of blocking only web pages a court would reasonably find 
required by CIPA in according to average U.S. community standards, the researchers 
found that the Internet blocking software has overblocking rates of 97-99% of web pages 
related to state-mandated curriculums depending on the blocking product. That means 
that according to the researchers only 1-3% of the blocked pages related to state-
mandated curriculums fit into the CIPA categories of illegal obscenity, child pornography, 
or harmful to minors content. No child pornography was found. 
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When the definitions of CIPA are extended to include non-visual depictions of illegal 
obscenity, child pornography, or harmful to minors content, the researchers found that the 
Internet blocking software has overblocking rates of 95-98% of web pages related to state-
mandated curriculums depending on the blocking product. That means that according to 
the researchers only 2-5% of the blocked pages related to state-mandated curriculums fit 
into the CIPA categories of illegal obscenity, child pornography, or harmful to minors 
content. No child pornography was found. 

N2H2 Bess Overblocking: Non-Visual Depictions 

Researchers tested 315 pages spread evenly over the entire sample of web pages 
blocked by N2H2 Bess and found that of the 294 pages that were accessible, the blocking 
software overblocked 98.98% ±0.30% (95% confidence interval) (291 web pages) of web 
pages related to state-mandated curriculums when using the criterion of blocking only web 
pages a court would reasonably find required by CIPA according to average U.S. 
community standards. That means that according to the researchers 1.02% ±0.30% of the 
pages blocked by N2H2 Bess related to state-mandated curriculums fit into the CIPA 
categories of illegal obscenity, child pornography, or harmful to minors content. No child 
pornography was found. 

N2H2 Bess Overblocking: Visual and Non-Visual Depictions 

Researchers tested 315 pages spread evenly over the entire sample of web pages 
blocked by N2H2 Bess and found that of the 294 pages that were accessible, the blocking 
software overblocked 98.30% ±0.39% (95% confidence interval) (289 web pages) of web 
pages related to state-mandated curriculums when using the criterion of blocking web 
pages a court would reasonably find required by CIPA along with non-visual depictions of 
illegal obscenity, child pornography, or harmful to minors content according to average 
U.S. community standards. That means that according to the researchers 1.70% ±0.39% 
of the pages blocked by N2H2 Bess related to state-mandated curriculums fit into the 
CIPA categories of illegal obscenity, child pornography, or harmful to minors content along 
with non-visual depictions of illegal obscenity, child pornography, or harmful to minors 
content according to average U.S. community standards. No child pornography was 
found. 

SurfControl Overblocking: Non-Visual Depictions 

Researchers tested 352 pages spread evenly over the entire sample of web pages 
blocked by SurfControl and found that of the 324 pages that were accessible, the blocking 
software overblocked 97.22% ±0.52% (95% confidence interval) (315 web pages) of web 
pages related to state-mandated curriculums when using the criterion of blocking only web 
pages a court would reasonably find required by CIPA in according to average U.S. 
community standards. That means that according to the researchers 2.78% ±0.52% of the 
pages blocked by SurfControl related to state-mandated curriculums fit into the CIPA 
categories of illegal obscenity, child pornography, or harmful to minors content. No child 
pornography was found. 
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SurfControl Overblocking: Visual and Non-Visual Depictions 

Researchers tested 352 pages spread evenly over the entire sample of web pages 
blocked by SurfControl and found that of the 324 pages that were accessible, the blocking 
software overblocked 95.37% ±0.66% (95% confidence interval) (309 web pages) of web 
pages related to state-mandated curriculums when using the criterion of blocking web 
pages a court would reasonably find required by CIPA along with non-visual depictions of 
illegal obscenity, child pornography, or harmful to minors content according to average 
U.S. community standards. That means that according to the researchers 4.63% ±0.66% 
of the pages blocked by SurfControl related to state-mandated curriculums fit into the 
CIPA categories of illegal obscenity, child pornography, or harmful to minors content along 
with non-visual depictions of illegal obscenity, child pornography, or harmful to minors 
content according to average U.S. community standards. No child pornography was 
found. 

Verification by Internet Content Rating Association Rating System 

To provide more independent verification of the inappropriate blocking, the researchers 
used the rating system developed by the Internet Content Rating Association (ICRA) to 
rate each web page according to the ICRA’s rating system including blocking codes of 
Nudity and Sexuality, Violence, Other Topics (such as promotion of tobacco, alcohol, or 
drug use, discrimination, and gambling), and Chat. [11] Although the researchers in this 
study retain a healthy skepticism of the effectiveness of the ICRA rating system, many 
accept it as a standard, including AOL and Yahoo!. [12] 

The ICRA data confirmed the conclusion that a relatively small number of web pages 
returned as search results from state-mandated curriculum topics would have any content 
for which a court would likely require blocking under CIPA. A maximum of between 5.10% 
and 9.26% of the web pages rated using the ICRA content rating system could be 
relevant to blocking as required by CIPA and this represents only an upper bound and not 
an actual figure, since the ICRA content rating system does not distinguish 
visual from non-visual depictions and includes items such as "passionate kissing" and 
"obscured or implied sex," among other specific Nudity and Sexual Material 
ratings that are not relevant to CIPA. 

The researchers rated a distributed sample of web pages for both blocking software 
products using the Internet Content Rating Association (ICRA) content rating system. 
Although the researchers collected data using all the ICRA ratings, the study report 
focuses on the Nudity and Sexual Material rating data since that is the only data relevant 
to Internet blocking as required by CIPA. The researchers present the ICRA data for other 
ratings just for reader interest. 

Please note that the ICRA content rating system provides for context ratings, such as 
artistic, educational, or medical "and is suitable for young children" intended to provide 
exceptions to the Nudity and Sexual Material ratings. 

N2H2 Bess ICRA Data 

Testing a distributed sample of 294 web pages, the researchers found that 94.56% had no 
rating related to Nudity and Sexual Material. 4.76% had a rating of "Obscured or implied 
sex" and 0.68% had a rating of "Passionate kissing." Additionally, 0.34% of the web pages 
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rated as Nudity and Sexual Material included one or more of the three ICRA context 
exceptions, meaning that at least 94.90% of the web pages either had no or an irrelevant 
Nudity and Sexual Material rating. Of the less than 5.10% of the web pages that had a 
relevant Nudity and Sexual Material rating, many of those web pages had no visual 
depictions, meaning that a court interpreting CIPA using average U.S. community 
standards would be likely to require blocking of only a much smaller percentage than 
5.10% of the web pages. It was impossible to determine the exact percentage without a 
much more detailed examination of the data. 

This 5.10% figure is significantly larger than the 1.70% figure obtained by the researchers 
for pages blocked by N2H2 Bess that would fit into the CIPA categories if and only if non-
visual depictions not addressed by CIPA are included in both data points. 
This either means that N2H2 Bess is underblocking a significant portion of the sample or 
that the ICRA ratings are not specific enough to provide a good basis on which to 
determine appropriate blocking of combined visual and non-visual depictions of materials 
covered by CIPA categories. 

For the same distributed sample of 294 web pages, the researchers found that 95.24% 
had no rating related to Violence. Additionally, 0.68% of the web pages rated as Violence 
included one of the three exceptions, meaning that at least 95.92% of the web pages 
either had no or an irrelevant Violence rating. Thus, the researchers found that only 4.08% 
of the web pages rated as Violent, for none of which a court interpreting CIPA using 
average U.S. community standards would likely require blocking. 
For the same distributed sample of 294 web pages, the researchers found that 97.28% 
had no rating related to Language. In fact, only 1.02% of the web pages rated as 
Language included "sexually explicit" language, but ICRA's "sexually explicit" Language 
rating does not include any determination of visual depictions, so a court interpreting CIPA 
using average U.S. community standards would not likely require blocking of any of these 
pages. 

For the same distributed sample of 294 web pages, the researchers found that 96.60% 
had no rating related to Other Topics, and for those web pages that did rate in Other 
Topics a court interpreting CIPA using average U.S. community standards would not likely 
require any blocking.  

For the same distributed sample of 294 web pages, the researchers found that 100.00% 
had no rating related to Chat, and a court interpreting CIPA using average U.S. community 
standards would not likely require any blocking of those web pages in any case. 

SurfControl ICRA Data 

Testing a distributed sample of 324 web pages, the researchers found that 81.17% had no 
rating related to Nudity and Sexual Material. 13.58% had a rating of "Obscured or implied 
sex" and 0.62% had a rating of "Passionate kissing." Additionally, at least 9.57% of the 
web pages rated as Nudity and Sexual Material included one or more of the three ICRA 
context exceptions, meaning that at least 90.74% of the web pages either had no or an 
irrelevant Nudity and Sexual Material rating. Of the less than 9.26% of the web pages that 
had a relevant Nudity and Sexual Material rating, many of those web pages had no visual 
depictions, meaning that a court interpreting CIPA using average U.S. community 
standards would be likely to require blocking of only a much smaller percentage than 
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9.26% of the web pages. It was impossible to determine the exact percentage without a 
much more detailed examination of the data. 

This 9.26% figure is significantly larger than the 4.63% figure obtained by the researchers 
for pages blocked by SurfControl that would fit into the CIPA categories if and only if non-
visual depictions not addressed by CIPA are included in both data points. This either 
means that SurfControl is underblocking a significant portion of the sample or that the 
ICRA ratings are not specific enough to provide a good basis on which to determine 
appropriate blocking of combined visual and non-visual depictions of materials 
covered by CIPA categories. 

For the same distributed sample of 324 web pages, the researchers found that 95.99% 
had no rating related to Violence. Additionally, 2.47% of the web pages rated as Violence 
included one of the three exceptions, meaning that at least 98.46% of the web pages 
either had no or an irrelevant Violence rating. Thus, the researchers found that only 1.64% 
of the web pages rated as Violent, for none of which a court interpreting CIPA using 
average U.S. community standards would likely require blocking. 

For the same distributed sample of 324 web pages, the researchers found that 95.68% 
had no rating related to Language. In fact, only 3.70% of the web pages rated as 
Language included "sexually explicit" language, but ICRA's "sexually explicit" Language 
rating does not include any determination of visual depictions, so a court interpreting CIPA 
using average U.S. community standards would not likely require blocking of any of these 
pages. 

For the same distributed sample of 324 web pages, the researchers found that 79.94% 
had no rating related to Other Topics, and for those web pages that did rate in Other 
Topics a court interpreting CIPA using average U.S. community standards would not likely 
require any blocking.  

For the same distributed sample of 324 web pages, the researchers found that 97.53% 
had no rating related to Chat, and for those web pages that did rate in Chat a court 
interpreting CIPA using average U.S. community standards would not likely require any 
blocking. 

Effects of Inappropriate Blocking 

If Internet blocking software companies were able to remove all the inappropriate blocks, 
overall block rates would drop dramatically in this study. This suggests that searches on 
curriculum-related topics would produce very few attempts to access web pages that 
would be blocked by Internet blocking software and raises further questions about the 
effectiveness of its use, especially in light of the extensive collateral damage of 
overblocking.  

For information on web page miscategorization, see the “Blocking by Blocking Product” 
section.  
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Underblocking 

The study found the following results regarding blocking software underblocking:  

n Internet blocking software was not able to detect and protect students from access to 
many of the relatively small quantity of apparently pornographic sites that appeared in 
search results related to state-mandated curriculums. 

Although the study researchers understood the difficulty of locating web pages that would 
likely require blocking under the definitions used by CIPA, the researchers made a simple 
attempt to locate such web pages among the web pages that the blocking software did not 
block. 

The researchers searched the text all unblocked web pages for the following target words: 
cock, pussy, cunt, fuck, buttfuck, rimjob, muff, blowjob, kink, tits, ass, erotic, cornhole, 
bestiality, cunnilingus, fellatio, Defecolagnia, dildo, smut, porn, smegma, watersports, 
bondage, bdsm, masochist, bukkake, cameltoe, twat, pubes, jackoff, xxx, trannie, 
cocksucker, handjob, lube, dick, spunkloving, cum, hardcore, fisting, fistfucking, and 
handball. 

For any web page that contained three or more of the target words, the researchers 
examined the web page against the legal standard provided by CIPA and found 11 total 
occurrences of nine web pages for which CIPA would likely would require blocking, three 
missed by N2H2 Bess and eight missed by SurfControl. The researchers also found a 
total of 34 web pages that would require blocking if non-visual depictions were included, 
17 for N2H2 Bess and 17 for SurfControl. 

The list of web pages likely requiring blocking under CIPA included the following web 
pages: 

n A web page left unblocked by both N2H2 Bess and SurfControl with the description 
Castle of Torment, Silver Moon identified by the target words cock, cunt, fuck, tits, 
erotic, cunnilingus, and bondage and including a picture of a naked woman chained 
by her wrists at http://www.adultbookshops.com/moon/Chapters/CastleTorment.htm  

n A web page left unblocked by N2H2 Bess that serves as an entry to the Hustler 
website identified by the target words porn, xxx, and hardcore and including several 
pornographic pictures at http://www.pcgreetings.com/  

n A web page left unblocked by N2H2 Bess that contains an ad entitled “Central Texas 
Gentleman Top ISO Special femsub or Femswitch” on Ambrosio’s BDSM website 
identified by the target words cock, erotic, bondage, bdsm, and xxx and including an 
image of a man lashing a full-breasted naked woman at 
http://www.io.com/~ambrosio/vanity/ad.html  

n A web page left unblocked by SurfControl with the description “The New Supergirl in 
Town, Chapter 32.” identified by the target words cock, fuck, and tits and including an 
explicit pornographic picture located at http://www.mffb.com/julievelor/nstg32.html  
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n A web page left unblocked by SurfControl with the description “Online Adult XXX! The 
‘original’ Online Adult Entert ainment Portal...with the latest HOT sites. Established 
1996.” identified by the target words pussy, cunt, ass, porn, and cum, and including 
explicit pornographic pictures located by auto-referral from 
http://www.curableromantic.com/ 

The primitive keyword detection scheme revealed many pornographic web pages that the 
blocking software products did not block. 

However, the researchers did not even attempt to search for “visual depictions” of 
pornography and, as mentioned by the court declaring CIPA unconstitutional for libraries: 
“This is of critical importance, because CIPA, by its own terms, covers only ‘visual 
depictions.’ 20 U.S.C. §9134(f)(1)(A)(i); 47 U.S.C. §254(h)(5)(B)(i).” 

Overall Blocking Rates 

At a minimum, Internet blocking software blocks tens of thousands of web pages 
inappropriately, but because schools administering Internet blocking software can 
configure the software to restrict access to fewer or greater numbers of web pages by 
choosing the blocking codes they wish to block, and because Internet blocking companies 
assign differing numbers of web pages to the block codes in their products, blocking rates 
can vary widely between various blocking software installations. 

Focusing on the blocking software configurations the researchers speculate are most 
likely used in schools, the study found overall blocking rates between 0.36% and 3.24%. 
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Focusing on the blocking software configurations the researchers speculate are most 
likely used in schools and removing all web pages that contained “k12” in the web 
address, the study found overall blocking rates between 0.41% and 3.37%. 
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The study found overall blocking rates between 0.22% and 71.14% of web pages 
generated from state-mandated curriculum topic searches, depending primarily on which 
blocking codes are applied by the blocking product, but also on blocking product and 
state. However, it is improbable that many schools operate with all blocking codes 
selected, the level necessary for blocking seventy percent or more of web pages – the 
researchers speculate that most schools are using blocking codes at least as restrictive as 
the “core plus” blocking codes for SurfControl. 
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When removing all web pages that contained “k12” in the web address, the study found 
overall blocking rates between 0.31% and 69.49% of web pages generated from state-
mandated curriculum topics, depending primarily on which blocking codes are applied by 
the blocking product, but also on blocking product and state. 
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N2H2 Bess Blocking 
For N2H2’s Bess product, this study found an average blocking rate of 3.24% ±0.04% 
(95% confidence interval) of web pages generated from state-mandated curriculum topic 
searches (a total of 31,549 pages blocked of 973,215 pages checked).  

As an example, N2H2 Bess correctly blocked as Pornography a Czech porn web page 
called Sex Shock at http://www.sexshock.cz/  
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Removing “k12” pages from the sample, this study found an average blocking rate of 
3.66% ±0.04% (95% confidence interval) of web pages generated from state-mandated 
curriculum topic searches (a total of 31,480 pages blocked of 860,939 pages checked). 

For example, N2H2 Bess blocked as Recreation/Entertainment the “Heroines of the 
Revolutionary War“ web page at http://oneonta.k12.ny.us/gp/GP_4AmRevHeroines.html 
“created by Mrs . Rees, Librarian, for use by 4th grade students as they work on their 
American Revolutionary projects in the Library Media Center Computer Lab at Greater 
Plains…neighborhood school located in the West End of the City of Oneonta,” NY.  
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N2H2 Bess also blocked as Recreation/Entertainment the same school’s “Writing 
Techniques” web page describing literary terminology at 
http://oneonta.k12.ny.us/hs/murphy/terms.htm 
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SurfControl Blocking 
A SurfControl representative reported that, although the company makes no official 
recommendation about which blocking codes a school should select, they have noticed 
that most schools make use of a core set of blocking codes with many of those schools 
adding a small set of additional blocking codes. 

This study found an average blocking rate of 0.28% ±0.01% (95% confidence interval) of 
web pages generated from state-mandated curriculum topic searches for SurfControl 
“core” blocking codes described by the SurfControl representative as “the Education 
market’s most important concerns” (a total of 2,682 pages blocked of 973,215 pages 
checked). SurfControl’s ten ”core” blocking codes are: Adult/Sexually Explicit, Chat, 
Criminal Skills, Drugs, Alcohol & Tobacco, Gambling,  Hacking, Hate Speech, Violence, 
Weapons, and Web-based Email. Many of the codes represent content that is not 
proscribed by CIPA. 

This study found an average blocking rate of 0.36% ±0.01% (95% confidence interval) of 
web pages generated from state-mandated curriculum topic searches for SurfControl core 
blocking codes plus a small set of commonly used additional blocking codes, i.e. “core 
plus” (a total of 3,522 pages blocked of 973,215 pages checked). SurfControl “core plus” 
blocking codes are the “core” blocking codes plus three more blocking codes: Glamour & 
Intimate Apparel, Personals & Dating, and Sex Education.  

It is unlikely that many schools operate the SurfControl software with all blocking codes 
selected, which is what is required to achieve blocking rates in the 70% range, since some 
of the blocking codes may be used to include, rather than exclude sites. This study found 
an average blocking rate of 69.79% ±0.09% (95% confidence interval) of web pages 
generated from state-mandated curriculum topic searches for SurfControl core blocking 
codes (a total of 679,216 pages blocked of 973,215 checked). 

The researchers speculate that most schools are using blocking codes at least as 
restrictive as the “core plus” blocking codes for SurfControl. 
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As an example of a web page blocked correctly, SurfControl blocked as Adult/Sexually 
Explicit the “Puppetry of the Penis” web page which shows a man “winding up” his penis at 
http://www.puppetryofthepenis.com/  

 
 

Removing “k12” pages from the sample, this study found an average blocking rate of 
0.31% ±0.01% (95% confidence interval) of web pages generated from state-mandated 
curriculum topic searches for SurfControl “core” blocking codes (a total of 2,682 pages 
blocked of 860,939 pages checked), an average blocking rate of 0.41% ±0.01% (95% 
confidence interval) of web pages generated from state-mandated curriculum topic 
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searches for SurfControl “core plus” blocking codes (a total of 3,522 pages blocked of 
860,939 pages checked), and an average blocking rate of 69.49% ±0.10% (95% 
confidence interval) of web pages generated from state-mandated curriculum topic 
searches for SurfControl core blocking codes (a total of 598,229 pages blocked of 860,939 
checked). 
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As an example of a “k12” page blocked, SurfControl blocked as News the Minneapolis, 
Minnesota, “District and State Content Standards 
for World Languages” web page at 
http://www.mpls.k12.mn.us/departments/tis/world_languages/curriculum/content_standard
s.html  

 
 

The absolute number of pages blocked by SurfControl “core” and “core plus” 
configurations was identical whether or not removing “k12” pages from the sample. The 
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researchers speculate that the reason for this is that SurfControl assigns all “k12” pages 
the Education code. 

Blocking by Category/Topic 

This study demonstrates that Internet blocking software blocks web pages generated from 
some topic and category searches of the state-mandated curriculums much more than 
others. 

 
Blocking by Topic 

This section details how N2H2 Bess and SurfControl blocked web pages generated from 
topic searches of the state-mandated curriculum. 

N2H2 Bess Blocking by Topic 

Topics N2H2 Bess blocked 40% or more of the time included the following:  
 
1) Examine the effect of political programs and activities of Populists (100%) 

2) Odler [sic] adulthood (100%) 

3) National Labor Relations Board v. Jones & Laughlin Steel Company, Brown… 
(66.67%) 

4) Dating (60%) 

5) Firearms (50%) 

6) Listen actively and critically by/delving deeper into the topic (48%) 

7) Pogo-stick (46%) 

8) Increase sight vocabulary, reading vocabulary, and writing vocabulary through… 
(44%) 

9) Comedy (42%) 

10) Keep hands clean, using appropriate cleaning techniques (42%) [Note: this topic 
apparently blocked a lot by both products perhaps because of the web pages with the 
Alanis Morissette song “Hands Clean.”] 

11) Short problems, emphasizing element force/energy (e.g., swing, melt, explode,… 
(41.3%) 

12) Arms (40%) 

13) Pantoming (40%) [Note: represents a copying error which is amazingly found on 
many web pages; should have been “Pantomiming”] 
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14) Demonstrate through role-playing appropriate use of formal and informal language… 
(40%) 

SurfControl Blocking by Topic 

Topics SurfControl blocked 40% or more of the time in the “core plus” configuration 
included the following: 
 
1) Examine the effect of political programs and activities of Populists (100%) 

2) Dating (66%) 

3) History, rules and strategy of sports (43%) 

4) Firearms (42%) 

SurfControl blocked 100% of 102 topics in the “all codes” configuration. 
 
Blocking by Topic Comments 

N2H2 Bess blocked 100% of the web pages related to two curriculum topics and 
SurfControl blocked 100% of the web pages related to one of the two curriculum topics 
blocked entirely by N2H2 Bess. 
 
The topic most blocked by both products was “Examine the effect of political programs 
and activities of Populists.” Both products blocked all five web pages associated with that 
curriculum topic. Examination of the five web pages showed that there were five 
occurrences of the same web page on National Socialists which researchers agreed was 
blocked according to guidelines advertised by the blocking companies as 
“Hate/Discrimination” by N2H2 Bess and as “Hate Speech” by SurfControl. 
 
N2H2 Bess also blocked all five occurrences of the oddly misspelled topic “odler 
adulthood” 100% of the time. Examination of the five web pages showed that there were 
five occurrences of the same web page on “Raising a Teenager” which researchers 
marked inappropriately blocked as “Free Pages” by N2H2 for two reasons: 1) customers 
have to pay to create a website on AOL, so N2H2 did not assign this web page correctly 
according to their published block code definitions, and 2) the content on this web page, 
which is a brief book review, does not merit blocking in schools. 
 
The topics “Dating” and “Firearms” were both extensively blocked by N2H2 and 
SurfControl. 
 
For example, N2H2 blocked 30 of 50 sites on “dating” with the following block codes: 
Adults Only, Nudity, Jokes, Personal Information, Personals, Pornography, and Sex. 
SurfControl blocked 33 of 50 sites on “dating” with the following block codes: 
Adult/Sexually Explicit, Glamour & Intimate Apparel, and Personals & Dating. Examination 
of a sample of 63 of the “dating” web pages blocked showed that the Internet blocking 
companies assigned the wrong block codes 23.81% ±10.73 (95% confidence interval) of 
the time (for 15 out of 63 pages) but only blocked the pages wrongly 6.35% ±6.14% (95% 
confidence interval) of the time (or 4 out of 63 pages) because they could have blocked 
many of the pages with the wrong block codes using another one of their block codes had 
they assigned those pages the correct block code.  
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Blocking by Category 

The Internet blocking software products tended to block more web pages associated with 
the curriculum categories of Physical Education, Health, Foreign Language, Latin, and 
History – Social Science. They tended to block fewer web pages associated with the 
Math(ematics) curriculum category. 

The blocking software products may have prevented access to some foreign language 
sites because the blocking company employees could not determine what the material 
was rather than because of the presence of anything which the law would find 
objectionable.  

N2H2 Bess Blocking by Category 

N2H2 Bess tended to block some categories of web pages significantly more than others. 

For the California curriculum, N2H2 Bess blocked the following top-level categories at 
these block rates: 

0.00%

2.00%

4.00%

6.00%

8.00%

Block Rate 7.28% 7.04% 3.58% 3.35% 3.10% 3.10% 1.52% 1.43%

Foreign 
Language

Physical 
Education

History-
Social 

Health
Visual & 

Performing 
English-

Language 
Science Mathematics

 
N2H2 blocked the following second-level categories from the California curriculum at rates 
of 5% or more: 

1) Physical Education: How I Move in My Environment (10.00%) 

2) Physical Education: My Partner and I - How We Move in Space (9.38%) 

3) Physical Education: Moving Through Space and Time (8.14%) 

4) Physical Education: Working Cooperatively to Achieve a Common Goal (8.10%) 

5) Foreign Language: Language Learning (7.29%) 

6) Physical Education: Meeting Challenges and Making Decisions (7.23%) 

7) Physical Education: Developing a Personalized Fitness Program for a Healthy 
Lifestyle (7.12%) 
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8) Physical Education: Manipulating Objects with Accuracy and Speed (7.03%) 

9) Physical Education: Continuity and Change in Movement (6.49%) 

10) Physical Education: Manipulating Objects in and Through Space (6.24%) 

11) Physical Education: Working as a Team to Solve Problems (5.63%) 

12) History -Social Science: World History and Geography Ancient Civilizations (5.18%) 

N2H2 blocked the following selected third-level categories from the California curriculum at 
high rates: 

1) Speaking Applications (Genres and Their Characteristics)/descriptive 
presentations/speaker’s point of view (14.00%) 

2) Writing Applications (Genres and Their Characteristics)/biographical or 
autobiographical narratives or short stories/scenes and incidents (12.00%) 

3) Federal civil rights and voting rights/women's right movement (12.00%) 

4) identity cos 2 (x) + sin 2 (x) = 1 (12.00%) 

5) U.S. Constitution and other essential documents/character of American democracy 
(12.00%) 

6) factor small whole numbers/numbers 2 3 5 7 11 do not factors except 1 themselves 
numbers are called prime numbers. (10.00%) 

7) political, social, economic, technological and cultural developments of the 1920s/18th 
Amendment and Volstead Act(prohibition) (10.00%) 

8) tables graphs rules solve problems involving rates proportions/convert one unit 
measurement another (feet miles centime-ters inches). (10.00%) 

9) Self Image and Personal Development (9.44%) 

10) Reconstruction (8.78%) 
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For the Massachusetts curriculum, N2H2 Bess blocked the following top-level categories 
at these block rates: 
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N2H2 blocked the following second-level categories from the Massachusetts curriculum at 
rates of 5% or more:  

1) Theatre (6.89%) 

2) History and Social Science: Core Knowledge (6.33%) 

3) Foreign Language: Comparisons (6.32%) 

4) Music (6.12%) 

5) Reading and Literature (6.07%) 

6) History (5.63%) 

7) Foreign Language: Communication (5.32%) 

8) Dance (5.06%) 

N2H2 blocked the following selected third-level categories from the Massachusetts 
curriculum at high rates: 

1) interviewing one person about his or her occupation or interests; (24.00%) 

2) conversing with speakers of the target language; (14.00%) 

3) Mapping the Earth (13.00%) [Note: this topic blocked at a high rate by both blocking 
products because the word “models” appeared in the detailed topic listing.] 

4) Tell time at quarter-hour intervals on analog and digital clocks using a.m. and p.m. 
(12.00%) 



50  Version 1.1 of 26 June 2003 

 

5) Know addition facts (addends to ten) and related subtraction facts, and use them to 
solve problems (10.00%) 

6) Identify parts of the day (e.g., morning, afternoon, evening), days of the week, and 
months of the year. Identify dates using a calendar. (10.00%) 

7) Classification of Organisms (9.00%) 

8) Dramatic Literature (8.88%) 

9) Interdisciplinary Learning Religion, Ethics, Philosophy and Literature in History 
(8.30%) 

10) Identify the value of all U.S. coins, and $1, $5, $10, and $20 bills. Find the value of a 
collection of coins and dollar bills and different ways to represent an amount of money 
up to $5. Use appropriate notation, e.g., 69¢, $1.35. (8.00%) 

 
For the North Carolina curriculum, N2H2 Bess blocked the following top-level categories at 
these block rates: 

0.00%

2.00%

4.00%

6.00%

Block Rate 4.02% 3.61% 3.37% 2.97% 2.96% 2.78% 2.61% 2.23% 1.87% 1.71% 1.51%

Arts 
Educatio

Languag
e Arts

Latin Science
Healthful 

Living
Second 

Languag
Social 

Studies
Guidance

Mathema
tics

Compute
r

Informati
on Skills

 
N2H2 blocked the following second-level categories from the North Carolina curriculum at 
rates of 5% or more: 

1) Build an understanding of the actions of objects (10.40%) 

2) Build an understanding of the concepts of sound (6.40%) 

3) US History (5.46%) 

4) Build an understanding of plant and animal life cycles (5.33%) 

5) Build an understanding of solid earth materials (5.20%) 

6) Theatre (5.18%) 
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7) Read and Write (5.00%) 

8) Build an understanding of electricity and magnetism (5.00%) 

N2H2 blocked the following selected third-level categories from the North Carolina 
curriculum at high rates: 

9) Listen actively and critically by/delving deeper into the topic. (48.00%) 

10) Keep hands clean, using appropriate cleaning techniques (42.00%) 

11) Learn how to make and keep friends. (24.00%) 

12) Make informed judgments about/propaganda. (20.00%) 

13) Describe meanings of traffic signs and signals (14.00%) 

14) Analyze the parts of a light bulb (14.00%) 

15) Recognize and seek help for depression (12.00%) 

16) Use capital letters to write I and own name (12.00%) 

17) Evaluate a variety of public documents by/comparing the argument and counter-
argument presented. (12.00%) 

18) Recognize two appropriate sites on the body to monitor the heart rate (12.00%) 

SurfControl Blocking by Category 

SurfControl “core plus” configuration tended to block some categories of web pages 
significantly more than others. 

For the California curriculum, SurfControl “core plus” configuration blocked the following 
top-level categories at these block rates: 
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SurfControl “core plus” configuration blocked the following second-level categories from 
the California curriculum at rates of 1% or more: 

1) Health: Informed use of health-related information, products, and services/knowing 
(2.00%) 

2) Health: An understanding of the process of growth and development (1.93%) 

3) Physical Education: Developing a Personalized Fitness Program for a Healthy 
Lifestyle (1.82%) 

4) Physical Education: How I Move in My Environment (1.61%) 

5) Physical Education: Working as a Team to Solve Problems (1.50%) 

6) Health: Acceptance of Personal Responsibility for Lifelong Health (1.36%) 

7) Physical Education: Continuity and Change in Movement (1.30%) 

8) Health: Respect for and promotion of the health of others (1.26%) 

9) Physical Education: Moving Through Space and Time (1.24%) 

10) Foreign Language: Language Learning (1.11%) 

11) Physical Education: Manipulating Objects with Accuracy and Speed (1.03%) 

SurfControl “core plus” configuration blocked the following selected third-level categories 
from the California curriculum at high rates: 

1) identity cos 2 (x) + sin 2 (x) = 1 (6.00%) 

2) Writing Applications (Genres and Their Characteristics)/job applications and 
resumés/conventional style (6.00%) 

3) Reconstruction (5.74%) 

4) Students will understand their developing sexuality, will choose to abstain from sexual 
activity, and will treat the sexuality of others with respect. (5.51%) 

5) model solve problems representing adding subtracting amounts money/solve 
problems combinations coins bills. (4.00%) 

6) political, social, economic, technological and cultural developments of the 1920s/18th 
Amendment and Volstead Act(prohibition) (4.00%) 

7) unique roles and responsibilities of three branches of government/identify current 
representatives in legislative branch (4.00%) 
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8) origins, characteristics, and development of different political systems across 
time/forms of illegitimate power that 20th century African, Asian, and Latin American 
dictators used to gain and hold office (4.00%) 

9) major social problems and domestic policy issues/significant policy speeches of 
Truman through Clinton (4.00%) 

10) Federal civil rights and voting rights/diffusion of civil rights movement from rural 
Southern churches to urban North (4.00%) 

 
For the Massachusetts curriculum, SurfControl “core plus” configuration blocked the 
following top-level categories at these block rates: 
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SurfControl “core plus” configuration blocked the following second-level categories from 
the Massachusetts curriculum at rates of 1% or more:  

1) Health: Social and Emotional Health (1.66%) 

2) Health: Physical Health (1.19%) 

3) Foreign Language: Communication (1.15%) 

SurfControl “core plus” configuration blocked the following selected third-level categories 
from the Massachusetts curriculum at high rates: 

1) Mapping the Earth (8.00%) [Note: this topic blocked at a high rate by both blocking 
products because the word “models” appeared in the detailed topic listing.] 

2) Identify odd and even numbers and determine whether a set of objects has an odd or 
even number of elements. (8.00%) 

3) Represent the possible outcomes for a simple probability situation, e.g., the probability 
of drawing a red marble from a bag containing three red marbles and four green 
marbles. (6.00%) 



54  Version 1.1 of 26 June 2003 

 

4) Relate geometric ideas to numbers, e.g., seeing rows in an array as a model of 
repeated addition (4.00%) 

5) interviewing one person about his or her occupation or interests; (4.00%) 

6) Select and use appropriate operations (addition, subtraction, multiplication, and 
division) to solve problems, including those involving money) (4.00%) 

7) Reproduction (3.90%) 

8) Interpersonal Relationships (3.61%) 

9) Tobacco, Alcohol, and Other Substance Use (2.25%) 

10) Interpersonal Communication (2.00%) 

 
For the North Carolina curriculum, SurfControl “core plus” configuration blocked the 
following top-level categories at these block rates: 
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SurfControl “core plus” configuration blocked the following second-level categories from 
the North Carolina curriculum at rates of 1% or more:  

1) Healthful Living: Choose not to participate in substance use (1.96%) 

2) Science: Build an understanding of the actions of objects (1.80%) 

3) Science: Build an understanding of solid earth materials (1.47%) 

4) Healthful Living: Interpret health risks for self and others and corresponding protection 
measures (1.28%) 

5) Science: Build an understanding of the Solar System (1.09%) 

6) Science: Build an understanding of technological design (1.00%) 
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SurfControl “core plus” configuration blocked the following selected third-level categories 
from the North Carolina curriculum at high rates: 

1) Demonstrate strategies in a variety of games and sports (38.00%) 

2) Refine skills and strategies for remaining or becoming abstinent from sexual 
intercourse (12.00%) 

3) Explain the effectiveness and failure rates (some studies indicate failure rates range 
from 2% to 30%) of condoms as a means of preventing sexually transmitted diseases 
(12.00%) 

4) Demonstrate skills and strategies for remaining or becoming abstinent from sexual 
intercourse (12.00%) 

5) Affirm choice not to use tobacco or look alike products (10.00%) 

6) Explain reasons not to use tobacco products (8.00%) 

7) Describe normal weight gain and body changes during puberty (8.00%) 

8) Explain the risks of premarital sexual intercourse (8.00%) 

9) Demonstrate how to get help in an emergency (6.00%) 

10) Keep hands clean, using appropriate cleaning techniques (6.00%) 

Blocking by State 

This study addressed Internet blocking of web pages related to state-mandated 
curriculums in California, Massachusetts, and North Carolina.  

The study results show that Massachusetts had the highest rate of overblocking, followed 
by California, then North Carolina, for both blocking products studied as described below. 

The research demonstrated that blocking software blocked web pages related to the 
Massachusetts state-mandated curriculum more often than those of California or North 
Carolina regardless of blocking product or blocking codes selection. In most cases, the 
research also demonstrated that blocking software blocked web pages related to the 
California state-mandated curriculum more often than those of North Carolina. 

One possible explanation for the differing blocking rates by state could be the sample size. 
The states that had the most topics had the lowest block rates. Another possibility is that 
the blocking software may have blocked some curriculum-related web pages more due to 
the values expressed in the topic choices made by the authors of the curriculum. Overall, 
Massachusetts is likely the most “liberal” and North Carolina the most “conservative” of the 
three state-mandated curriculums addressed by this study. See “Blocking by 
Category/Topic” for more analysis related to curriculum topics. 



56  Version 1.1 of 26 June 2003 

 

N2H2 Bess Blocking by State 
This section describes N2H2 Bess blocking by state with a focus on N2H2 Bess 
overblocking.  

N2H2 Bess Overblocking by State 

Researchers using the criterion of blocking only sites a court would reasonably find 
required by CIPA in according to average U.S. community standards tested 315 pages 
spread evenly over the entire sample of web pages blocked by N2H2 Bess and found that 
of the 294 pages that were accessible, N2H2 Bess blocked 98.98% ±0.30% (95% 
confidence interval) (291 web pages) inappropriately.  

A breakdown by state shows that N2H2 Bess blocked inappropriately 98.90% ±2.18% 
(95% confidence interval) (90 web pages) of web pages related to the California 
curriculum, 100.00% ±0.00% (95% confidence interval) (61 web pages) of web pages 
related to the Massachusetts curriculum, and 98.59% ±1.97% (95% confidence interval)  
(140 web pages) of web pages related to the North Carolina curriculum. 

N2H2 Bess Blocking by State 

N2H2 Bess blocked 3.10% ±0.06% (95% confidence interval) of web pages related to the 
California state-mandated curriculum (a total of 10,161 pages blocked of 327,918 
checked), 4.21% ±0.10% (95% confidence interval) of web pages related to the 
Massachusetts state-mandated curriculum (a total of 6,338 pages blocked of 150,648 
checked), and 3.04% ±0.05% (95% confidence interval) of web pages related to the North 
Carolina state-mandated curriculum (a total of 15,050 pages blocked of 494,649 checked). 
Although the difference between California and North Carolina block rates is not 
statistically significant, there are statistically significant differences between Massachusetts 
block rates and the other two states’ block rates (5% significance level, χ2 test with 2 df). 
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When removing all pages containing “k12” in the web address from the sample, N2H2 
Bess blocked 3.70% ±0.07% (95% confidence interval) of web pages related to the 
California state-mandated curriculum (a total of 10,158 pages blocked of 274,827 
checked), 4.49% ±0.11% (95% confidence interval) of web pages related to the 
Massachusetts state-mandated curriculum (a total of 6,337 pages blocked of 141,278 
checked), and 3.37% ±0.05% (95% confidence interval) of web pages related to the North 
Carolina state-mandated curriculum (a total of 14,985 pages blocked of 444,834 checked). 
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Differences between N2H2 Bess non-“k12” block rates for all three states’ are statistically 
significant (5% significance level, χ2 test with 2 df). 
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SurfControl Blocking by State 
This section describes SurfControl blocking by state with a focus on SurfControl 
overblocking.  

SurfControl Overblocking by State 

Researchers using the criterion of blocking only sites a court would reasonably find 
required by CIPA in according to average U.S. community standards tested 352 pages 
spread evenly over the entire sample of web pages blocked by SurfControl and found that 
of the 324 pages that were accessible, SurfControl blocked 97.22% ±0.52% (95% 
confidence interval) (315 web pages) inappropriately. 

A breakdown by state shows that SurfControl blocked inappropriately 97.76% ±0.57% 
(95% confidence interval) (131 Web pages) of web pages related to the California 
curriculum, 100.00% ±0.00% (95% confidence interval) (65 Web pages) of web pages 
related to the Massachusetts curriculum, and 95.20% ±1.29% (95% confidence interval) 
(119 Web pages) of web pages related to the North Carolina curriculum. 

SurfControl Blocking by State 

SurfControl “core” settings blocked 0.32% ±0.02% (95% confidence interval) of web pages 
related to the California state-mandated curriculum (a total of 1,053 pages blocked of 
327,918 checked), 0.35% % ±0.03% (95% confidence interval) of web pages related to 
the Massachusetts state-mandated curriculum (a total of 521 pages blocked of 150,648 
checked), and 0.22% % ±0.01% (95% confidence int erval) of web pages related to the 
North Carolina state-mandated curriculum (a total of 1,108 pages blocked of 494,649 
checked). Although the difference between SurfControl “core” California and 
Massachusetts block rates is not statistically significant, there are statistically significant 
differences between North Carolina block rates and the other two states’ block rates (5% 
significance level, χ2 test with 2 df). 
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SurfControl “core plus” settings blocked 0.43% ±0.02% (95% confidence interval) of web 
pages related to the California state-mandated curriculum (a total of 1,418 pages blocked 
of 327,918 checked), 0.46% ±0.03% (95% confidence interval) of web pages related to 
the Massachusetts state-mandated curriculum (a total of 694 pages blocked of 150,648 
checked), and 0.29% ±0.01% (95% confidence interval) of web pages related to the North 
Carolina state-mandated curriculum (a total of 1,410 pages blocked of 494,649 checked). 
Although the difference between SurfControl “core plus” California and Massachusetts 
block rates is not statistically significant, there are statistically significant differences 
between North Carolina block rates and the other two states’ block rates (5% significance 
level, χ2 test with 2 df). 
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SurfControl “all” settings blocked 69.21% ±0.16% (95% confidence interval) of web pages 
related to the California state-mandated curriculum (a total of 226,960 pages blocked of 
327,918 checked), 71.14% ±0.23% (95% confidence interval) of web pages related to the 
Massachusetts state-mandated curriculum (a total of 107,173 pages blocked of 150,648 
checked), and 69.76% ±0.13% (95% confidence interval) of web pages related to the 
North Carolina state-mandated curriculum (a total of 345,083 pages blocked of 494,649 
checked). Differences between SurfControl “all” block rates for all three states’ are 
statistically significant (5% significance level, χ2 test with 2 df). 
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Blocking by Grade 

Because the state-mandated curriculums generally had more topics listed in higher grade 
levels of the curriculum, more blocking of curriculum-related web pages occurs at the 
higher grade levels, particularly grades 9 to 12. However, the rates of blocking of  
curriculum-related web pages are fairly constant across all grade levels.  

Note: Grade-specific blocking rates correspond to overall blocking rates reported above, 
but appear on average higher because many topics appeared in multiple grade levels. 

N2H2 Bess blocking rates decreased gradually as grade level increased from 4.53% for 
grades prior to grade 1 to 3.21% for grade 12. With first and lower grades averaging at 
4.44% and grades 2-12 averaging 3.52%, the researchers found a statistically significant 
relationship between grade level and blocking rate for the N2H2 Bess data at the 5% 
significance level. When regressing the blocked percentage vs. the grade level as a 
continuous factor, the researchers found that the grade level is a statistically significant 
explanatory factor for variation of blocking rates between the grades which explains 92% 
of the variation in blocking rate between grades. With an overall average of blocking rate 
of 3.60%, the N2H2 Bess blocking rate falls on average 0.107% per grade.  
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SurfControl “all” blocking rates remained fairly constant from 70% - 71% for all grades. 

Blocking by Product 

In studying the blocking performance by blocking product, researchers tallied the number 
of blocks that occurred in each blocking software block code. The study also examined 
how often blocking companies miscategorized web pages into incorrect block codes. 
 
Because the two blocking products assign different blocking codes to the web pages they 
block, it is difficult to do a product-to-product comparison of the types of codes used. See 
the “Considerations” section for more information on correspondences between blocking 
codes of the Internet blocking products. Also, since the study set different numbers of 
blocking codes on each blocking product in various scenarios, comparisons of overall 
quantities of blocking are not particularly enlightening.  
 
Note: Both products permit use of some of the block codes, such as “Education,” to be 
used as “allow” or “exception” codes, explicitly allowing access to pages assigned the 
“allow” code, rather than restricting access to those pages. N2H2 clearly identifies which 
codes are block codes and which are “allow” codes, whereas a SurfControl spokesperson 
refused to indicate which codes are intended for which purpose, so researchers had to 
make some assumptions about likely uses of the “allow” codes. 

Determining whether the Internet blocking company assigned the correct block code for 
each web page meant reading the block code guidelines published by each Internet 
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blocking company and making a determination whether or not each web page fit into the 
block code(s) assigned by the company. In most cases, this was a simple task, but in 
some cases, there was a bit of subjectivity involved. 

For example, N2H2 Bess assigned “CHIPS – Community Health Intervention Programs” 
from Dr. Vicki Lambert of Cape Town, South Africa, a Weapons block code, even though 
there was not a single mention of weapons on the web page. 
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In another example, N2H2 assigned a Pornography block code to a page about “Large 
movement skills and why they’re important” at http://www.parent-education.com/e4.html. 
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Sometimes, it’s difficult to determine if the blocking company correctly assigned a block 
code. For example, SurfControl assigned a page on General Management of bars a 
Drugs, Alcohol, & Tobacco code, even though the page is about hospitality management, 
not about promoting drinking. In these cases, the researchers had to make a judgment call 
about whether or not the blocking company assigned the code appropriately. 

 
 

In fact, the blocking companies used some block code definitions that the researchers 
found misleading at times. N2H2 defined its Pornography block code as: 

“Sites that contain material that are intended to be sexually arousing or erotic. This 
includes photos, animation, cartoons, and stories. This also includes child 
pornography.” 

The researchers found determining what is “intended to be sexually arousing or erotic” to 
be extremely subjective in borderline cases. Notice that “stories” do not fit within the visual 
depictions aspect of the web pages for which CIPA would likely require blocking.  
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Overall Miscategorization Rates 

Overall, researchers found that blocking companies assigned blocked web pages the 
wrong blocking code between 29.70% and 58.00% of the time depending on the blocking 
product. Miscategorization rates by blocking product appear below. 

Verification by Internet Content Rating Association Rating System 

To provide more independent verification of the block code miscategorization, the 
researchers used the rating system developed by the Internet Content Rating Association 
(ICRA) to rate each web page according to the ICRA’s rating system including blocking 
codes of Nudity and Sexuality, Violence, Other Topics (such as promotion of tobacco, 
alcohol, or drug use, discrimination, and gambling), and Chat. [11] Although the 
researchers in this study retain a healthy skepticism of the effectiveness of the ICRA rating 
system, many accept it as a standard. [12] 

Likelihood of Human Review 

A side-effect result was the discovery that researchers verifying block codes assigned by 
blocking software companies required one day’s work for each 100 pages. Cyveillance 
reported on July 10, 2000, that the World Wide Web had 2.1 billion unique, publicly 
available pages and that the World Wide Web was growing at a rate of more than 7 million 
pages each day. [4] Google estimates they index more than three billion web addresses. 
[8] The federal district court decision striking the library portion of CIPA estimates 1.5 
million new pages per day. [28] 

SurfControl lays claim on its website to a block list of: 

4.5 Million Sites, Covering More Than 800 Million Web Pages - Content is sourced by 
40+ team of professional researchers, state-of-the-art automated tools, and customer 
submissions. 

Although the number of pages cited could represent 38% of the web as of July 2000, it is 
not clear from SurfControl’s marketing materials if the company performed a human 
review of all of the pages or even of just one page on each website. 

And also from SurfControl’s website: 

Daily Updates to Customers  

We keep our customers current with the rapid changes on the Internet. 

* Daily updates to the SurfControl URL Category List representing an average of 
25,000 new sites a week  

N2H2 claims on its webs ite:  

The N2H2 Human Review Advantage 
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N2H2 employs a full-time staff to compile its extensive categorized database of Web 
content. While others rely solely on technology to detect and harvest Web content, 
N2H2's proprietary process uses a unique combination of technology and human 
review. This process reduces frustrations associated with "keyword blocking" methods 
including denied access to sites regarding breast cancer, sex education, religion, and 
health. Effective human review - like the processes employ ed by N2H2- is the only 
way to ensure accurate categorization of Web content. 

Assuming Cyveillance’s conservative estimates of Web size, assuming blocking software 
companies really are using human review to assign block codes to web pages, and 
assuming that blocking software company employees work with the same diligence as the 
study researchers, it would have required 57,534 people working eight hours with 
occasional breaks every day with no weekends or holidays off for the entire year of 2000 
to assign block codes to the existing web pages on the Internet. It would require another 
70,000 people working each day to keep up with the growth rate of the Internet in 2000. 
Even if Internet growth slowed substantially and even if blocking software company 
employees have developed techniques to review web pages an order of magnitude faster 
than study researchers, there is no practical way for companies of the size of current 
blocking software companies to engage in any meaningful kind of human review to 
provide block code assignments for all or even a significant portion of the web pages on 
the Internet. 

N2H2 Blocking Codes 
N2H2 Bess blocked more with the Free Pages and Electronic Commerce block codes by 
far than with the other block codes. The product therefore blocked vast swathes of the 
Internet simply for publication on a web page that the publisher may or may not have paid 
to publish and those published as commercial web pages, regardless of whether the page 
actually offered anything for sale.  

N2H2 Blocking Code Distribution 

Out of 31 total blocking codes encountered, the top ten N2H2 Bess codes that blocked 
web pages most frequently in the public school installation researched by this study were: 
 
1) Free Pages (block, 38.68% of all pages blocked, 13,193 pages blocked) 

2) Electronic Commerce (block, 21.04%, 7,177) 

3) Message/Bulletin Boards (block, 7.04%, 2,402) 

4) Recreation/Entertainment (block, 6.27%, 2,140) 

5) Pornography (block, 4.09%, 1,396) 

6) Games (block, 3.07%, 1,048) 

7) Sex (block, 2.96%, 1,011) 

8) Profanity (block, 2.92%, 997) 

9) School Cheating (block, 2.07%, 706) 
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10) Nudity (block, 1.76%, 599) 

N2H2 lists the following block and allow codes as “CIPA-compliant,” in effect pointing out 
that use of other categories would clearly step beyond the blocking required by the 
Children’s Internet Protection Act: 

1) Pornography (block, 4.09% of all pages blocked, 1,396 pages blocked) 

2) Sex (block, 2.96%, 1,011) 

3) Education (allow, 0.06%, 22) 

4) History (allow, 0.00%, 0) 

5) Medical (allow, 0.00%, 0) 

6) Text/Spoken Only (allow, 0.00%, 0) 

It is interesting to note that of more than 31,549 curriculum-related web pages blocked by 
N2H2 Bess in this study, apparently only 22 of the pages, or 0.07% of those curriculum-
related pages otherwise blocked by N2H2 Bess, were in fact allowed by the Education 
“allow” code.  

Furthermore, as described in the “Considerations” section, the block codes N2H2 
identifies as “CIPA-compliant” also clearly step beyond the blocking required by CIPA. 
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N2H2 Block Codes Related to CIPA 

How does CIPA compliance enter into the picture? If we accept at face value N2H2’s own 
definitions, the researchers found that no more than 2,407 pages, that is no more than 
7.05% of all pages blocked, are blocked with block codes that N2H2 has indicated are the 
codes required for CIPA compliance, that is 4.09% from Pornography and 2.96% from 
Sex. However, N2H2 Bess blocking codes include not only visual depictions but also non-
visual depictions in their definitions, unlike what CIPA requires. 

Focusing specifically on web pages blocked in the N2H2 Bess Adults Only, Pornography, 
and Sex block codes for which CIPA would likely require blocking, the researchers found 
that out of the sample of 294 accessible pages of 315 pages tested of the total 31,549 
curriculum-related web pages blocked by N2H2 Bess in this study, of the 34 pages 
blocked using the three block codes, N2H2 overblocked 94.12% ±7.63% (95% confidence 
interval) (32 web pages), and more specifically: 

n Of 5 pages blocked as Adults Only, N2H2 Bess blocked 100.00% ±0.00% (95% 
confidence interval) (5 web pages) inappropriately. 

n Of 20 pages blocked as Pornography, N2H2 Bess blocked 90.00% ±13.00% (95% 
confidence interval) (18 web pages) inappropriately. 

n Of 9 pages blocked as Sex, N2H2 Bess blocked 100.00% ±0.00% (95% confidence 
interval) (9 web pages) inappropriately. 
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N2H2 Blocking Code Miscategorization 

In a sample of the first 266 of the overall 31,549 web pages blocked by N2H2 Bess in this 
study, N2H2 assigned 79 pages or 29.70% ±5.58% (95% confidence interval) to the 
wrong block code. In the case of the pages blocked by the Pornography and Sex codes 
advertised as facilitating CIPA compliance, N2H2 miscategorized every page (100% 
miscategorization) in the sample.  

Focusing specifically on block code miscategorization of those web pages blocked in the 
N2H2 Bess Adults Only, Pornography, and Sex block codes most pertinent to CIPA, the 
researchers found that out of the sample of 294 accessible pages of 315 pages tested of 
the total 31,549 curriculum-related web pages blocked by N2H2 Bess in this study, of the 
34 pages blocked using the three block codes, N2H2 Bess miscategorized 85.29% 
±11.49% (95% confidence interval) (29 web pages), and more specifically: 

n Of 5 pages blocked as Adults Only, N2H2 Bess miscategorized 100.00% ±0.00% 
(95% confidence interval) (5 web pages).  

n Of 20 pages blocked as Pornography, N2H2 Bess miscategorized 90.00% ±13.00% 
(95% confidence interval) (18 web pages).  

n Of 9 pages blocked as Sex, N2H2 Bess miscategorized 66.67% ±31.02% (95% 
confidence interval) (6 web pages). 

SurfControl Blocking Codes 
SurfControl blocked more web pages with the Education block code by far than with the 
other block codes. 

SurfControl Blocking Code Distribution 

With all 40 blocking codes activated, the top ten SurfControl codes that blocked web 
pages most frequently in the public school installation researched by this study were: 
 
1) Education (50.96% of all pages blocked, 318,049 pages blocked) 

2) Government & Politics (9.08%, 56,647) 

3) Arts & Entertainment (7.63%, 47,611) 

4) Computing & Internet (6.58%, 41,069) 

5) Health & Medicine (5.23%, 32,655) 

6) Reference (3.27%, 20,404) 

7) Hosting Sites (3.20%, 20,001) 

8) News (2.05%, 12,821) 
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9) Shopping (2.02%, 12,623) 

10) Lifestyle & Culture (1.92%, 12,010) 

 
The 10 “core” SurfControl block codes blocked curriculum-related web pages with the 
following frequencies: 

1) Adult/Sexually Explicit (0.17% of all pages blocked, 1066 pages blocked) 

2) Chat (0.02%, 144) 

3) Criminal Skills (0.02%, 144) 

4) Drugs, Alcohol & Tobacco (0.07%, 406) 

5) Gambling (0.03%, 215) 

6) Hacking (0.00%, 27) 

7) Hate Speech (0.03%, 212) 

8) Violence (0.02%, 134) 

9) Weapons (0.04%, 240) 

10) Web-based Email (0.02%, 94) 

And the three additional SurfControl block codes for the “core plus” group blocked 
curriculum-related web pages with the following frequencies: 

11) Glamour & Intimate Apparel (0.03% of all pages blocked, 196 pages blocked) 

12) Personals & Dating (0.03%, 180) 

13) Sex Education (0.07%, 464) 

SurfControl Block Code Related to CIPA 

Focusing specifically on web pages blocked in the SurfControl Adult/Sexually Explicit 
block code for which CIPA would likely require blocking, the researchers found that out of 
the sample of 324 accessible pages of 351 pages tested of the total 3,522 curriculum-
related web pages blocked by the SurfControl “core plus” configuration in this study: 

n Of 93 pages blocked as Adult/Sexually Explicit, SurfControl blocked 93.55% ±4.37% 
(95% confidence interval) (87 web pages) inappropriately. 

SurfControl Blocking Code Miscategorization 

In a sample of the first 265 of the overall 3,522 web pages blocked by SurfControl “core 
plus” configuration in this study, SurfControl assigned 65.66% ±5.61% (95% confidence 
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interval) (174 web pages) to the wrong block code according to SurfControl’s published 
blocking code definitions.  

Researchers also tested 352 pages spread evenly over the entire sample of 3,522 web 
pages blocked by SurfControl “core plus” configuration and found that SurfControl 
assigned 54.94% ±31.02% (95% confidence interval) (178 web pages) the wrong block 
code according to SurfControl’s published blocking code definitions. 

For example, SurfControl assigned the Drugs, Alcohol and Tobacco code to the 
“Declaration of Independence” page blocked containing the historical background and text 
of the Declaration of Independence located at http://serendipity.magnet.ch/jsmill/decl.html  
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Focusing specifically on block code miscategorization of those web pages blocked in the 
SurfControl Adult/Sexually Explicit block code most pertinent to CIPA, the researchers 
found that out of the sample of 324 accessible pages of 351 pages tested of the total 
3,522 curriculum-related web pages blocked by the SurfControl “core plus” configuration in 
this study: 

n Of 93 pages blocked as Adult/Sexually Explicit, SurfControl miscategorized 78.49% 
±7.32% (95% confidence interval) (73 web pages). 

Bad Address and Unreachable Statistics 

A small percentage of sites found by the Google search engine were unavailable, either 
because of temporary problems with their hosts or Internet traffic or perhaps because their 
owners had removed them from the Internet entirely. Researchers controlled for these 
sites in the study without significantly impacting the statistical analysis. 

For initial blocking testing, the researchers found very low rates of bad addresses and 
unreachable web pages. This is most likely because researchers tested the web 
addresses against the blocking products relatively soon after generating search results 
from the state-mandated curriculum topics on Google. 

Overall, the average rate of web pages with bad addresses or that were unreachable 
started at was 0.24% ±0.01% (95% confidence interval) (4,688 pages out of 1,946,430 
tested) for both blocking products combined. 

For N2H2 Bess, the average rate of bad addresses was 0.28% ±0.01% (95% confidence 
interval) (2,716 pages out of 973,215 tested) and the average rate of unreachable pages 
was 0.13% ±0.01% (95% confidence interval) (1,227 pages out of 973,215 tested) for an 
overall average rate of 0.41% ±0.01% (95% confidence interval) for web pages with bad 
addresses or that were unreachable (3,943 pages out of 973,215 tested). Removing “k12” 
pages from the sample, the average rate of bad addresses was 0.30% ±0.01% (95% 
confidence interval) (2,555 pages out of 860,939 tested) and the average rate of 
unreachable pages was 0.13% ±0.01% (95% confidence interval) (1,084 pages out of 
860,939 tested) for an overall average rate of 0.42% ±0.01% (95% confidence interval) for 
web pages with bad addresses or that were unreachable (3,639 pages out of 860,939 
tested). 

SurfControl did not provide messages that enabled the researchers to distinguish between 
pages that had bad addresses or were unreachable, so the average rate of both bad 
addresses and unreachable pages combined was 0.08% ±0.01% (95% confidence 
interval) (745 pages out of 973,215 tested). Removing “k12” pages from the sample, the 
average rate of both bad addresses and unreachable pages combined was 0.08% 
±0.01% (95% confidence interval) (670 pages out of 860,939 tested). 

Researchers performed the SurfControl testing the week prior to the N2H2 Bess testing, 
which may account for the higher rate of bad addresses and unreachable pages for N2H2 
Bess. 

Overblocking testing took place 9 weeks after the original testing and the average rate of 
web pages with bad addresses or that were unreachable increased to an overall rate of 
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6.16% ±1.84% (95% confidence interval) or 41 of the sample of 666 web pages tested out 
of all 35,071 web pages tested for overblocking for both products. For N2H2 Bess, the 
average rate of web pages with bad addresses or that were unreachable increased to 
6.35% ±2.73% (95% confidence interval) or 20 of the sample of 315 blocked web pages 
out of all 31,549 web pages blocked by N2H2 Bess. For SurfControl, the average rate of 
web pages with bad addresses or that were unreachable increased to 5.98% ±2.40% 
(95% confidence interval) or 21 of the sample of 351 blocked web pages tested out of all 
3,522 web pages blocked by SurfControl “core plus” configuration. 

Underblocking testing took place 12 weeks after the original testing and the average rate 
of web pages with bad addresses or that were unreachable increased to an overall rate of 
9.86% ±0.04% (95% confidence interval) or 84,486 of the sample of 857,055 web pages 
tested out of all 1,230,648 web pages tested for underblocking for both products. For 
N2H2 Bess, the average rate of web pages with bad addresses or that were unreachable 
increased to 9.89% ±0.04% (95% confidence interval) or 64,354 of the sample of 650,829 
web pages out of all 937,394 web pages tested for underblocking by N2H2 Bess. For 
SurfControl, the average rate of web pages with bad addresses or that were unreachable 
increased to 9.76% ±0.07% (95% confidence interval) or 20,132 of the sample of 206,226 
web pages out of all 293,254 web pages tested for underblocking by SurfControl “core 
plus” configuration. 

If for a moment we assume that rates of bad addresses or unreachable web pages are 
similar for populations of both blocked and unblocked web pages, then we can chart the 
increase in bad addresses and unreachable web pages over time. 
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The chart demonstrates a likely accelerating rate of overall rates of bad addresses or 
unreachable web pages in this study, increasing approximately 0.67% to 0.83% per week. 
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Section 

6 Analysis 
 

Testing nearly a million web pages, the researchers found the following:  

n For every web page blocked as advertised, blocking software blocks one or more web 
pages inappropriately, either because the web pages are miscategorized or because 
the web pages, while correctly categorized, do not merit blocking. In the case of block 
codes N2H2 suggests for CIPA compliance, N2H2 Bess miscategorized 85% of the 
distributed sample; that is, 29 of 34 web pages coded as Adults Only, Pornography, or 
Sex. SurfControl miscategorized 78% of the distributed sample; that is, 87 of 93 web 
pages coded as Adult or Sexually Explicit.  

n Schools that implement Internet blocking software even with the least restrictive 
settings will block at a minimum tens of thousands of web pages inappropriately, 
either because the web pages are miscategorized or because the web pages, while 
correctly categorized, do not merit blocking.  

n Blocking software products miscategorized many of the web pages they block—
assigning the wrong block codes to between a third and a half of the web pages 
related to state-mandated curriculums blocked depending on the blocking software.  

n Of all pages related to state-mandated curriculums blocked by blocking products, the 
products blocked only 1-3% of those web pages to CIPA’s criteria for blocking visual 
depictions of illegally obscenity, child pornography, or harmful to minors content. That 
means that of the web pages related to state-mandated curriculums, blocking 
software products blocked 97-99% of the web pages blocked using non-standard, 
discretionary, and potentially illegal criteria beyond what is required by CIPA. 

n Although curriculum topic categories more often blocked by N2H2's Bess product in 
an East Coast high school include such topics as the Klan (36% or web pages related 
to this curriculum topic blocked), firearms (50%), drunk driving, slavery, genocide, and 
perjury (33%), they also contain topics such as pogo-stick (46%), comedy (42%), 
personal care (32%), likes and dislikes (32%), blend sounds to make words (24%), 
and write or dictate short poems (32%). 

n Schools that implement Internet blocking software with the least restrictive commonly-
used settings will block between 1/2% and 5% of search results based on state-
mandated curriculum topics.  

n Schools that implement Internet blocking software with the most restrictive settings 
block 70% or more of search results based on state-mandated curriculum topics. 

n Internet blocking software was not able to detect and protect students from access to 
many of the relatively small quantity of apparently pornographic sites that appeared in 
search results related to state-mandated curriculums. 
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n Internet blocking software companies cannot possibly complete human review of a 
substantial portion of the web pages on the Internet. 

Effects on Students 

State school boards intend that students have easy access to the topics mandated by 
curriculum for each. Unfortunately, the restrictions that blocking software put in place limit 
such access, undoubtedly causing students unnecessary frustration and difficulty. Such 
frustration likely dampens student enthusiasm for educational assignments and definitely 
restricts important educational opportunities. [13] 

The Internet has become the largest library in the world, collecting the work of millions of 
individuals and groups into an ever-increasing array of information. However, students 
cannot realize this promise of the Internet as a learning tool with Internet blocking software 
hindering its accessibility. Students find that limiting Internet access makes some pieces of 
necessary information entirely inaccessible, as schools’ physical libraries cannot possibly 
stock entirely up-to-date material on all topics available easily on the Internet. 

Biases and mistakes inherent in Internet blocking software reduce the student’s access to 
materials directly related to state-mandated curriculum topics in school without adequately 
shielding the students from “objectionable content.”  Blocking software frequently 
“underblocks” illegally obscenity, child pornography, and harmful to minors materials, 
contradicting the claims of marketing campaigns, and rendering it ineffective in its primary 
goal. [8] [8] 

Effects on Teachers 

Under current Internet blocking software mandates, teachers will struggle to make us e of 
the Internet as the wonderful library and complement to in-class teaching that it can be. 
They usually are not given the discretion to permit their students access to inaccurately 
blocked sites, at least not in a timely manner. Blocking software’s tendency to “overblock,” 
or prevent access to pedagogically appropriate websites proves to be another of the 
software’s deficiencies.  

Within the schools, teachers may find their own Internet researches blocked. The software 
limits teachers just as it limits students, further complicating and inhibiting the educational 
experience.  

Internet blocking software takes the right to determine what content is harmful to children 
out of the hands of teachers, school boards, parents, and even the federal government, 
placing it instead in the hands of the blocking software companies, whose employees 
often have no background in law or education and may not even be aware of CIPA’s legal 
standards.  
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Impact on Legal Proceedings 

This study provides more evidence to use in the ongoing legal battle against CIPA and 
similar legislation. It demonstrates that Internet blocking software prevents students from 
accessing resources related to state-mandated curriculum topics and fails to protect them 
from a significant portion of material that could be classified as harmful to minors. It serves 
as groundwork for a potential in-depth future study within the schools that will investigate 
how students use the Internet within the educational environment and how blocking 
software affects this use.  
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Section 

7 Conclusions 
 

Based on the results obtained from this study, we draw the following conclusions: 

n The use of Internet blocking software in schools cannot ensure school compliance 
with requirements of the Children’s Internet Protection Act because schools using the 
software do not set the products to block specifically what’s required by law and 
because the blocking software is not capable of blocking specifically what’s required 
by law. The blocking software underblocks many web pages that the courts could 
interpret CIPA to require blocked and overblocks access to many web pages 
protected by the First Amendment to the U.S. Constitution.  

n The use of Internet blocking software does not protect children from exposure to 
many materials that are harmful to minors, so schools should explore less restrictive  
alternatives, such as adoption and enforcement of Internet use policies, media literacy 
education, directed use, and supervised use, in order to handle the problem. [10] 

n The use of Internet blocking software in schools damages significantly educational 
opportunities for students, both by blocking student access to web pages that are 
directly related to state-mandated curriculums and by restricting broader inquiries of 
both students and teachers. 
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Section 

8 Appendix A 
 

Research Database 
• Sample Database with Instructions: 
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Section 

9 Appendix B 
 

Blocking Software Company and Internet Rating Association Publications 
 

n Internet Content Rating Associat ion ICRA Descriptors  
http://icra.org/_en/label/extended/#genhelp  
[reprinted on following pages] 

n N2H2 Bess Filtering Categories  
http://n2h2.com/products/bess.php?os=filtering_info&content=categories  
[reprinted on following pages] 

n N2H2 Bess Internet Filtering Products  
http://www.n2h2.com/products/bess.php?device_type=filtering_info&content=main 

n N2H2 Press Release 
http://www.n2h2.com/about/press/release_archive/05-17-00.php 

n N2H2 Company Info, Business Description and Competitors  
http://www.ipo.com/ipoinfo/printprofile.aps?p-IPO&c=NTWO 

n N2H2 About N2H2 
http://www.n2h2.com/about/index.php 

n N2H2 Bess Internet Filtering Products  
http://www.n2h2.com/products/bess.php?device_type=filtering_info&content=main 

n SurfControl Company Information 
http://www.cyberpatrol.com/about_us/ 

n SurfControl URL Category List 
http://www.surfcontrol.com/products/content/internet_databases/url_category_list/defa
ult.aspx   
[reprinted on following pages] 
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Internet Content Rating Association Block Codes 

The Internet Content Rating Association’s descriptions of their ICRA Internet content rating 
system blocking codes appear below and at http://icra.org/_en/label/extended/#genhelp  
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N2H2 Bess Block Codes 

N2H2’s descriptions of their Bess blocking product’s blocking codes appear below and at 
http://n2h2.com/products/bess.php?os=filtering_info&content=categories 
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SurfControl Blocking Codes 

SurfControl’s descriptions of their blocking product’s blocking codes appear below and at 
http://www.surfcontrol.com/products/content/internet_databases/url_category_list/default.a
spx 
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Section 

10 Appendix C 
 

School District Internet Use Standards 
Examples of public school Internet use policies: 

n Boston, MA 
http://boston.k12.ma.us/textonly/teach/aup.asp 

n Cambridge, MA 
http://www.cps.ci.cambridge.ma.us/pubinfo/newfiles/accept.pdf 

n Charlotte-Mecklenburg, NC 
http://168.190.200.88/departments/technology/aup.asp 

n Wake County, NC 
http://www.wcpss.net/Technology/pdf/6446.pdf 

n San Francisco, CA 
http://www.sfusd.edu/dept/ist/policies/InternetPol.htm 

n Los Angeles, CA 
http://www.lausd.k12.ca.us/lausd/lausdnet/aup.html 
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Section 

11 Appendix D 
 

Examples of Inappropriate Blocking  

N2H2 Bess Inappropriate Blocking 
This section contains a list of web pages blocked inappropriately by N2H2 Bess, including 
their location, title, the block code N2H2 cited, and a comment about the categorization 
and the appropriateness of the block. To prevent introducing bias into the selection, every 
thousandth blocked web page is listed.  

[1] Jim Romenesko’s Obscure Store and Reading Room, http://www.obscurestore.com/, Profanity, 
Miscategorized as Profanity, inappropriately blocked, and has no visual depictions that would require 
blocking under CIPA. 

[2] The Middle East and the Peace Process: The Impact of the Oslo Accords, 
http://www.upf.com/Spring1998/freedman.html, Electronic Commerce, Categorized properly as 
Electronic Commerce since it is possible to order a book from this page, but inappropriately blocked 
and has no visual depictions that would require blocking under CIPA. 

[3] Email List Archive of www-webont-wg@w3.org from December 2001, 
http://lists.w3.org/Archives/Public/www-webont-wg/2001Dec/subject.html, Message/ Bulletin Boards, 
Categorized properly as Message/ Bulletin Boards since it is an archive of an email list that has a link 
making it p ossible to email the list, but inappropriately blocked and has no visual depictions that 
would require blocking under CIPA. 

[4] Final Conflict NewsEmail, http://www.geocities.com/fc_archive/fc1098.html, Free Pages, 
Categorized properly as Free Pages, but inappropriately blocked and has no visual depictions that 
would require blocking under CIPA. 

[5] Multicultural Folk Dance Videos, http://www.activevideos.com/multicultural.htm, Electronic 
Commerce, Categorized properly as Electronic Commerce since it is possible to order folk dance 
videos and CDs from this page, but inappropriately blocked and has no visual depictions that would 
require blocking under CIPA. 

[6] Web Art’s Nature, http://members.tripod.com/~aaart/webartsn.htm , Free pages, Categorized 
properly as Free Pages, but inappropriately blocked and has no visual depictions that would require 
blocking under CIPA. 

[7] Poetry-making and Policy-making: Magic and Image-building, 
http://laetusinpraesens.org/docs/poetry/poetpolm.php, Pornography, Miscategorized as 
Pornography, inappropriately blocked, and has no visual depictions that would require blocking under 
CIPA. 
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[8] Brow Chakra – Understanding Logic, Access Intuition -- Expand Your Mind Intellectually and 
Physically, http://www.schooloftantra.com/Chakras/chakra_brow.htm , Pornography, Miscategorized 
as Pornography, inappropriately blocked, and has no visual depictions that would require blocking 
under CIPA. 

[9] MSN Chat, http://chat.msn.com/, Chat, Categorized properly as Chat, but inappropriately blocked 
and has no visual depictions that would require blocking under CIPA. 

[10] Unreachable Address, http://members.aol.com/lpetr14886/page10.html, Free Pages, 
Unreachable. 

[11] Maryland Mental Health Online, http://hometown.aol.com/behavioralscicon/md.html, Free Pages, 
Miscategorized as Free Pages because AOL charges for service including web pages, 
inappropriately blocked, and also has no visual depictions that would require blocking under CIPA. 

[12] Unreachable Address, http://www.geocities.com/m64_smt/SSBMFAQchar.html, Free Pages, 
Unreachable. 

[13] Uli Rennert – About Improvisation, http://meineseite.i -one.at/ulirennert.com/pages2/teachimpro-
en.html, Pornography, Miscategorized as Pornography, inappropriately blocked, and has no visual 
depictions that would require blocking under CIPA. 

[14] Abraham Lincoln Inaugural Address, 
http://bcn.boulder.co.us/government/national/speeches/inau2.html, Recreation/ Entertainment, 
Miscategorized as Recreation/Entertainment, inappropriately blocked, and has no visual depictions 
that would require blocking under CIPA. 

[15] The Torch of Jeremiah, http://www.angelfire.com/ca6/Jude1v20/true_faith.html, Free Pages, 
Categorized properly as Free Pages, but has no visual depictions that would require blocking under 
CIPA. 

[16] Kids Software – Phonics 1a Vowel Sounds Beginning Reading, 
http://www.gzkidzone.com/gzreviews/r20007.asp, Games, Miscategorized as Games since it doesn't 
offer an online game on this page but is a description of an educational game and has no visual 
depictions that would require blocking under CIPA and is inappropriately blocked. 

[17] Spacecast.com, http://www.spacecast.com/, Electronic Commerce, Lingerie, Nudity, 
Recreation/Entertainment, Sex, Categorized correctly only for the Recreation/Entertainment blocking 
code but inappropriately blocked and has no visual depictions that would require blocking under 
CIPA. 

[18] The Trouble With France, http://www.mosquitonet.com/~prewett/protantihit.html, Hate/ 
Discrimination, Miscategorized, inappropriately blocked, and has no visual depictions that would 
require blocking under CIPA. 

[19] Patterns Parameter – In Depth and Syntax, 
http://www.sseyo.com/products/koanpro/html/koan_Patterns_Parameter_In.htm , Electronic 
Commerce, Miscategorized, inappropriately blocked, and has no visual depictions that would require 
blocking under CIPA. 
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[20] Colorado Model Content Standards for Dance, http://www.artstozoo.org/caae/html/dance.html, 
Pornography, Miscategorized, inappropriately blocked, and has no visual depictions that would 
require blocking under CIPA. 

[21] Science of Ethics, by Arthur M. Jackman, http://www.arthurmjackson.com/w2a3c.html, Free 
Pages, Miscategorized since Yahoo Geocities charges for domain name registration, inappropriately 
blocked, and has no visual depictions that would require blocking under CIPA. 

[22] How to Write a Damn Good Novel, 
http://www.amazon.com/exec/obidos/ASIN/0312010443/002-6547464-2491257, Electronic 
Commerce, Categorized correctly since it is possible to order book from this page but inappropriately 
blocked and has no visual depictions that would require blocking under CIPA. 

[23] Project A, http://www.projecta.net/aerial.htm, Profanity, Categorized correctly but inappropriately 
blocked and has no visual depictions that would require blocking under CIPA. 

[24] City Dance, Stadttanz, Zentralperspektive, Tanz, Architektur, http://home.t-
online.de/home/320092589551-0001/cdancetext.htm, Free Pages, Miscategorized because AOL 
charges for service including web pages, inappropriately blocked, and has no visual depictions that 
would require blocking under CIPA. 

[25] Cross Stitch Links, http://www.angelfire.com/oh/craftsetc/xstitch.html, Free Pages, Categorized 
correctly but is inappropriately blocked and has no visual depictions that would require blocking under 
CIPA. 

[26] Center of Greek Language and Culture, http://www.lexis.edu.gr/endocs/summary.html, Nudity, 
Categorized correctly at one in time because had image of Greek statue with naked breast, but is 
inappropriately blocked and has no visual depictions that would require blocking under CIPA. 

[27] Transitions Daily Web Home, http://members.aol.com/_ht_a/transitionsdaily/, Free Pages, 
Miscategorized as Free Pages because AOL charges for web pages but is inappropriately blocked 
and also has no visual depictions that would require blocking under CIPA. 

[28] Mrs. Hollis’s Syllabus Page, http://www.geocities.com/lehollis/syllabuspage.htm, Free Pages, 
Categorized correctly but  inappropriately blocked and has no visual depictions that would require 
blocking under CIPA. 

[29] 2002 Pacific Planning, Assessment & IR Conference Presentation Abstracts, 
http://www.angelfire.com/ia/kelley/hawaii/flyer5.html, Free Pages, Categorized correctly but 
inappropriately blocked and has no visual depictions that would require blocking under CIPA. 

[30] Intellectual Self-Reliance, http://www.banned-books.com/truth -
seeker/1995archive/122_1/ts221a.html, Electronic Commerce, Categorized correctly but 
inappropriately blocked and has no visual depictions that would require blocking under CIPA. 

[31] Electrical & Electronics, Ohm's Law, Formulas & Equations, 
http://www.angelfire.com/pa/baconbacon/page2.html, Free Pages, Miscategorized, inappropriately 
blocked, and has no visual depictions that would require blocking under CIPA. 
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SurfControl Inappropriate Blocking 
This section contains a list of web pages blocked inappropriately by SurfControl, including 
their location, title, the block code SurfControl cited, and a comment about the 
categorization and the appropriateness of the block. To prevent introducing bias into the 
selection, every hundredth blocked web page is listed. 

[1] Commercial Sex Information Service, http://www.walnet.org/csis/, Adult / Sexually Explicit, 
Miscategorized a lthough web page provides a disclaimer that it is an adult page, it doesn’t contain 
any adult or sexually explicit content and has no visual depictions that would require blocking under 
CIPA. 

[2] How to play: Free Casino Games, http://www.casinomyway.com/how_to_play.htm , Gambling, 
Categorized correctly but has no visual depictions that would require blocking under CIPA.  

[3] Stormfront, Unreachable Address, http://www4.stormfront.org/whitehistory/hwr12a.htm , Hate 
Speech, Unreachable page on supremacist website. 

[4] Premium Support, http://www.everyone.net/main/html/support_premium.html, Web-based Email, 
Miscategorized because, although mentions Web-based Email, doesn’t provide it from this page, 
inappropriately blocked and has no visual depictions that would require blocking under CIPA. 

[5] The Costumer’s Manifes to, http://www.costumes.org/pages/medievalinks.htm , Glamour & 
Intimate Apparel, Categorized correctly but inappropriately blocked and has no visual depictions that 
would require blocking under CIPA. 

[6] Responding To Arguments Against Comprehensive Sexuality Education, 
http://www.siecus.org/advocacy/kits0005.html, Sex Education, Categorized correctly since it 
discusses contraceptive use, but is inappropriately blocked and has no visual depictions that would 
require blocking under CIPA. 

[7] Unreachable Address, http://www.arts.ucsb.edu/bot-und-cou.htm, Gambling, Unreachable 

[8] Mount Olive Township Fraternal Order of Police: Mistreatment of the Elderly, 
http://www.geocities.com/Heartland/Acres/9500/ElderlyAbuse.html, Adult/Sexually Explicit, 
Miscategorized although the page mentions sexual assault on elderly persons in the context of 
elderly abuse prevention, inappropriately blocked, and has no visual depictions that would require 
blocking under CIPA. 

[9] ODC Bulletin on Narcotics – 1968 Issue 1, http://www.undcp.org/bulletin/bulletin_1968-01-
01_1_page002.html, Drugs, Alcohol & Tobacco, Miscategorized, inappropriately blocked, and has no 
visual depictions that would require blocking under CIPA. 

[10] Marriage and Family Processes, http://www.trinity.edu/~mkearl/family.html, Adult/Sexually 
Explicit, Miscategorized, inappropriately blocked, and has no visual depictions that would require 
blocking under CIPA. 

[11] Ethnic Clothes: German,http://histclo.hispeed.com/style/ethnic/ethnicge.html, Glamour & Intimate 
Apparel, Miscategorized, inappropriately blocked, and has no visual depictions that would require 
blocking under CIPA. 

[12] Unreachable Address, http://www.concepts.nl/Gelderland/, Adult/Sexually Explicit, Unreachable 
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[13] Oral Contraceptive Pill, http://sexualityandu.ca/eng/parents/CN/oral.cfm , Sex Education, 
Categorized correctly since it discusses contraceptive use, but inappropriately blocked and has no 
visual depictions that w ould require blocking under CIPA. 

[14] Insights Training Center: Patrol Officer Combatives, 
http://www.insightstraining.com/le/courses/law/lcom.htm , Weapons, Miscategorized, inappropriately 
blocked, and has no visual depictions that would require blocking under CIPA. 

[15] Stop Promoting Homosexuality International, http://www.sphi.com/, Hate Speech, Categorized 
correctly but has no visual depictions that would require blocking under CIPA. 

[16] Biblical & Other Thoughts: Job, http://www.angelfire.com/realm/shades/demons/biblic/job.htm, 
Hate Speech, Miscategorized, inappropriately blocked, and has no visual depictions that would 
require blocking under CIPA. 

[17] Declaration of Independence Day, http://www.dzn.com/~lhindi/Declaration-of-Independence-
Day.html, Adult/Sexually Explicit, Miscategorized, inappropriately blocked, and has no visual 
depictions that would require blocking under CIPA. 

[18] History, Science and Consequences of the Atomic Bomb, 
http://www.atomicarchive.com/Glossary/Glossary6.shtml, Weapons, Miscategorized, inappropriately 
blocked, and has no visual depictions that would require blocking under CIPA. 

[19] Unreachable Address, http://www.fucksociety.ca/info.html, Adult/Sexually Explicit, Unreachable. 

[20] Pineal Gland Power Pinoline Cancer Cure, http://phoenix.akasha.de/~aton/PINEALpower.html, 
Drugs, Alcohol & Tobacco, Miscategorized, inappropriately blocked, and has no visual depictions that 
would require blocking under CIPA. 

[21] Social Changes in Great Britain Before 1815, http://www.fashion-
era.com/social_changes_before_1815.htm, Glamour & Intimate Apparel, Miscategorized, 
inappropriately blocked, and has no visual depictions that would require blocking under CIPA. 

[22] Family Research Institute: Special Reports, 
http://www.familyresearchinst.org/FRI_SpecialReports.html, Hate Speech, Categorized correctly but 
has no visual depictions that would require blocking under CIPA. 

[23] Assembling Dramatic Play Kits, http://www.geocities.com/Heartland/Hills/3564/dplay.html, 
Adult/Sexually Explicit, Miscategorized, inappropriately blocked, and has no visual depictions that 
would require blocking under CIPA. 

[24] Sensory Integration, http://www.geocities.com/Heartland/2085/CONCEPT.htm , Adult/Sexually 
Explicit, Miscategorized, inappropriately blocked, and has no visual depictions that would require 
blocking under CIPA. 

[25] <nettime> The Weekender 080a, http://amsterdam.nettime.org/Lists-Archives/nettime-l-
9904/msg00047.html, Web-based Email, Miscategorized since it is an archive of email from a listserv 
rather than web-based email, inappropriately blocked, and has no visual depictions that would 
require blocking under CIPA. 
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[26] Astromate: Matchmaking,http://www.astromate.com/Tour/Natal.htm , Personals & Dating, 
Miscategorized, inappropriately blocked, and has no visual depictions that would require blocking 
under CIPA. 

[27] Sex, Etc – Stories, 
http://www.sxetc.org/library/genLibArticle.asp?CategoryID=1296&ArticleID=art_1091, Sex Education, 
Miscategorized since it mentions topics related to sex education but does not provide them from this 
page, inappropriately blocked, and has no visual depictions that would require blocking under CIPA. 

[28] Glock Magazine Extension, 
http://www.gunaccessories.com/GlockAccessories/MagExtensions/index.asp, Weapons, 
Categorized correctly since it discusses gun accessories and vendors, but has no visual depictions 
that would require blocking under CIPA. 

[29] Preven Online Care Center – Emergency Contraception Information, 
http://www.preven.com/helpnow.asp, Sex Education, Categorized correctly since it discusses 
contraceptive use, inappropriately blocked, and has no visual depictions that would require blocking 
under CIPA. 

[30] Automatic Diagnosis of Recognition Errors in Large Vocabulary Continuous Speech Recognition 
Systems,http://winnie.kuis.kyoto -u.ac.jp/lab5/bib-e/icslp00-3.pdf, Adult/Sexually Explicit, 
Miscategorized, inappropriately blocked, and has no visual depictions that would require blocking 
under CIPA. 

[31] Reminiscences of the Civil War, http://www.civilwarartillery.com/books/GORDON.PDF, 
Weapons, Categorized correctly since it includes description of Civil War artillery and weaponry but 
inappropriately blocked and has no visual depictions that would require blocking under CIPA. 

[32] Grandma’s Green Cookbook Order Form, 
http://www.greencookbook.com/printoutorderform.html, Drugs, Alcohol & Tobacco, Categorized 
correctly even though no marijuana mentioned in this pages and has no visual depictions that would 
require blocking under CIPA. 

[33] Essays on Colonial and Pre-Colonial America, http://essaypage.com/categories/089-001.html, 
Criminal Skills, Categorized correctly since it sells student essays  but inappropriately blocked and 
has no visual depictions that would require blocking under CIPA. 

[34] Ziggy’s Wholesale Bulk Merchandise, 
http://www.nationalguild.com/ZIGGYSTOBACCO.COM/Wholesale_Merchandise.html, Drugs, 
Alcohol & Tobacco, Categorized correctly since it sells tobacco accessories but inappropriately 
blocked because it does not sell illegal items, especially not to adult students, and has no visual 
depictions that would require blocking under CIPA. 

[35] Sex in Russia Part II: Queer in Russia, 
http://www.cleansheets.com/articles/russia_02.14.01.shtml, Adult/Sexually Explicit, Miscategorized, 
inappropriately blocked, and but has no visual depictions that would require blocking under CIPA. 

[36] Love, Romance and Relationship resources, http://www.lovingyou.com/, Personals & Dating, 
Categorized correctly since it offers personals and dating resources, but inappropriately blocked and 
has no visual depictions that would require blocking under CIPA.
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12 Appendix E 
 

Blocking Software Company Responses to Study  

The study researchers contacted both N2H2 and SurfControl on June 22, 2003, to give 
the companies an opportunity to review and respond to the study. A spokesperson for 
N2H2 responded on June 24, 2003, and said that N2H2 is not interested in submitting a 
published addition to the report. No SurfControl representative had responded by the time 
of publication. 
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