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I, Cindy A. Cohn, do hereby declare:

1. I'am a member in good standing of the Bar of the State of California and the bar of
this Court. I am counsel to plaintiffs in this action. I have personal knowledge of the facts set forth
below, except as may be otherwise noted, and if called as a witness I could and would testify
competently to them.

2. Attached hereto as Exhibit A is true and correct copy of excerpts from the Final
Report of the Senate Select Committee to Study Governmental Operations with Respect to
Intelligence Activities (the “Church Committee™), Book I1: Intelligence Activities and the Rights of
Americans, S. Rep. No. 94-755 (1976).

3. Attached hereto as Exhibit B is a true and correct copy of the following newspaper
article: Leslie Cauley, NS4 Has Massive Database of Americans’ Phone Calls, USA Today (May
11, 2006), available at http://www.usatoday.com/news/washington/2006-05-10-nsa_x.htm.

4, Attached hereto as Exhibit C is a true and correct copy of the following newspaper
article: James Risen & Eric Lichtblau, Bush Lets U.S. Spy on Callers Without Courts, N.Y. Times
(December 16, 2005), available at http://www.nytimes.com/2005/12/16/politics/1 6program.html.

5. Attached hereto as Exhibit D is a true and correct copy of the following newspaper
article: Matthew D. LaPlante, Spies Like Us: NSA to Build Huge Facility in Utah, Salt Lake
Tribune (July 2, 2009), available at http://www.sltrib.com/ci_12735293.

6. Attached hereto as Exhibit E are excerpts from S. Rep. No. 95-604 (1978), reprinted
in 1978 U.S.C.C.A.N. 3904.

7. Attached hereto as Exhibit F are excerpts from S. Rep. No. 94-1035 (1976).

8. Attached hereto as Exhibit G are excerpts from the House-Senate Conference
Committee on FISA, H.R. Rep. No. 95-1720 (1978), reprinted in 1978 U.S.C.C.A.N. 4048.

9. Attached hereto as Exhibit H are excerpts from H.R. Rep. No. 95-1283 (1978).

10. Attached hereto as Exhibit I are excerpts from S. Rep. No. 95-701 (1978), reprinted
in 1978 U.S.C.C.A.N. 3973.
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I declare under penalty of perjury of the laws of the United States that the foregoing is true

and correct to the best of my knowledge and belief.

Executed June 29, 2012 at San Francisco, California.

Case No. 08-CV-4373-JSW

s/ Cindy A. Cohn

Cindy A. Cohn
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CERTIFICATE OF SERVICE

I hereby certify that on June 29, 2012, | electronically filed the foregoing document with
the Clerk of the Court, using the CM/ECF system, which will send notification of such filing to the

counsel of record in this matter who are registered on the CM/ECF system.

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

Executed on June 29, 2012, in San Francisco, California.

Case No. 08-CV-4373-JSW

/s/ Cindy Cohn

Cindy Cohn
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EXHIBIT A
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don his supposed ‘obedience’ to white liberal doctrines (non-viol-
ence).” ™ In short, a non-violent man was to be secretly attacked and
destroyed as insurance against his abandoning non-violence.

(5) lllegal or Improper Means—The surveillance which we in-
vestigated was not only vastly excessive in breadth and a basis for
degr ading count terintelligence actions, but was also often conducted
by 1lle<7al or improper means. For example:

(1) For approximately 20 vears the CIA carried out a pro-
gram of indiscriminately opening citizens’ first class mail.
The Bureau also had a mail opening program, but cancelled it
in 1966. The Bureau continued. however, to receive the
illegal fruits of CIA’s program. In 1970, the heads of both
agencies signed a document for President Nixon, which cor-
1ectlv stated that mail opening was illegal, falceh stated that
it had been discontinued, and proposed that the 1llegal open-
ing of mail should be resumed because 1t would prowde use-
ful results. The President approved the program, but with-
drew his approval five days later. The illegal opening con-
tinued nonetheless. Thronghout this period CTA officials knew
thqt mail opening was 1llerrf11 but expressed concern about the

“flap potential” of exposure. not about the illegality of their
activity.™
(2) From 1947 until May 1975, NSA received from inter-
national cable companies millions of cables which had been
sent by American citizens in the reasonable expectation that
they would be kept private.”™

(3) Since the early 1930%. intelligence agencles have
frequently wiretapped and bugged American citizens with-
out the benefit of judicial warrant. Recent court decisions
have curtailed the use of these techniques against domestic

targets. But past subjects of these surveillances have included
a United States Congressman, a Congressional staff member,
journalists and newsmen. and numerous individuals and
groups who engaged in no criminal activity and who posed
no genuine threat to the national security, such as two White
House domestic affairs advisers and an anti-Vietnam War
protest group. While the prior written approval of the Attor-
ney General has been required for all warrantless wiretaps
since 1940, the record is replete with instances where this
Téquirement was ignored and the Attorney (eneral gave only
after-the-fact authorization.

Tntil 1965. microphone surveillance by intelligence agen-
cles was wholly unregulated in certain classes of cases. Within
weeks after a 1954 Supreme Court decision denouncing the
FBT's installation of a microphone in a defendant’s bedroom,
the Attornev General informed the Bureau that he did not
believe the decision applied to national security cases and

™ Memorandum from FBY Headquarters to all SACs, 3/4/68.

1 8ee Mail Opening Report: Section I, “Legal Considerations and the ‘Flap’
Paotential”

™ See NSA Report: Section I, “Introduction and Summary.”
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II. THE GROWTH OF DOMESTIC INTELLIGENCE:
1936 TO 1976

A. Staryary

1. The Lesson.: History Repeats Itself

During and after the Fivst World War, intelligence agencies, in-
cluding the predecessor of the FBI, engaged in repressive activity.’
A new Attorney General, Harlan Fiske Stone, sought to stop the in-
vestigation of “political or other opinions.” 2 This restraint was em-
bodied only in an executive pronouncement, however. No statutes were
passed to prevent the kind of improper activity which had been ex-
posed. Thereafter. as this narrative will show. the abuses returned 1n a
new form. It is now the responsibility of all three branches of gov-
ernment to ensure that the pattern of abuse of domestic intelligence
activity does not recur.
2. The Pattern: Broadening Through Time

Since the re-establishment of federal domestic intelligence programs
in 1936, there has been a steady increase in the government’s capa-
bility and willingness to pry into, and even disrupt, the political ac-
tivities and personal lives of the people. The last forty vears have
witnessed a relentless expansion of domestic intelligence activity be-
vond investigation of criminal conduct toward the collection of polit-
ical intelligence and the launching of secret offensive actions against
Americans.

The initial incursions into the realm of ideas and associations were
related to concerns about the influence of foreign totalitarian powers.

! Repressive practices during World War T included the formation of a vol-
unteer auxilinry force, known as the American Protective League, which as-
sisted the Justice Department and military intelligence in the investigation of
“un-American activities” and in the mass round-up of 30,000 persons to discover
draft evaders. These so-called ‘‘slacker raids” of 1918 involved warrantless
arrests without sufficient probable cause fo believe that crime had been or
was about to be committed (FBI Intelligence Division memorandum, “An
Analvsis of FBI Domestic Security Intelligence Investigations.” 10/28/75.)

The American Protective League also contributed to the pressures which re-
sulted in nearly 2.000 prosecutions for disloral utterances and activities during
World War T, a policy desceribed by John Lord O'Brien, Attorney General Greg-
ory’s Special Assistant, as one of “wholesale repression and resfraint of public
opinion.” (Zechariah Chafee. Free Speech in the United States (Cambridge:
Harvard University Dress. 1041) p. 69.)

Shortly after the war the Justice Department and the Burean of Investiga-
tion jointly planned the notorious “Pa'mer Raids”. named for Attornev Gen-
eral A, Mitchell Palmer who ordered the overnight round-up and detention of
some 10,600 persons whe were thought to he “anarchist” or “revelutionary”
aliens subject to deportation. (William Preston, Aliens and Dissenters (Cam-
bridge: Harvard University Press. 1963). chs 7-8: Stanley Coben, A, Vitehell
Pabmer: Politician (New York: Columbia University Press, 1063), chs. 11-12.)

*See Attorney General Stone's full statement, p. 23.

(21)
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Ultimately, however, intelligence activity was directed against do-
mestic groups advocating change in America, particularly those who
most vigorously opposed the Vietnam war or sought to improve the
conditions of racial minorities. Similarly, the targets of intelligence
mvestigations were broadened from groups perceived to be violence
prone to include groups of ordinary protesters.

3. Three Periods of Growth for Domestic Intelligence

The expansion of domestic intelligence activity can usefully be di-
vided into three broad periods: (a) the pre-war and World War II
period; (b) the C'old War era; and (¢) the period of domestic dissent
beginning in the mid-sixties. The main developments in each of these
it:i,;zes In the evolution of domestic intelligence may be summarized as

ollows:

0. 1936-1945

By presidential directive—rather than statute—the FBI and mili-
fary intelligence ageneies were authorized to conduet domestic intelli-
gence investigations. These investigations included a vaguely defined
mission to collect intelligence about “subversive activities” swhich
were sometimes unrelated to law enforcement. Wartime exigencies en-
couraged the unregulated use of intrusive intelligence techniques; and
the FBT began to resist supervision by the Attorney General.

b. 1946-1963

Cold War fears and dangers nurtured the domestic intelligence pro-
grams of the FBI and military. and they became permanent features
of government. Congress deferred to the executive branch in the
oversight of these programs. The FBI became increasingly isolated
from effective outside control, even from the Attorneys General. The
scope of investigations of “subversion” widened greatly. Under the
cloak of secrecv. the BT instituted its COINTELPRO operations to
“disrupt” and “neutralize” “subversives”. The National Security
Agency, the FBI. and the CI\ re-instituted instrusive wartime sur-
veillance techniques in contravention of law.

e, 1964-1976

Intelligence techniques which previously had heen concentrated
upon foreign threats and domestic groups said to be under Communist
influence were applied with increasing intensity to a wide range of do-
mestic activity by American citizens. These techniques were utilized
against peaceful civil rights and antiwar protest activity, and there-
after in reaction to civil unrest, often without regard for the conse-
quences to American liberties. The intelligence agencies of the United
States—sometimes abetted by publie opinion and often in response to
pressure from administration officials or the Congress—frequently dis-
regarded the law in their conduet of massive surveillance and aogres-
sive counterintelligence operations against American citizens. In the
past few vears. some of these activities were curtailed. partly in re-
sponse to the moderation of the domestic erisis: but all too often 1m-
proper programs were terminated only in response to exposure. the
threat of exposure. or a change in the climate of public opinion. such
as that triggered by the Watergate affair.
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IV. CONXCLUSIONS AND RECOMMENDATIONS

A. Coxcrrsioxs

The findings which have emerged from our investigation convince
us that the Government’s domestic intelligence pohc1e% and practices
require fundamental reform. We have attompted to set out the basic
facts: now it is time for Congress to turn its attention to leglslatmg

" restraints upon intelligence activities which may endanger the consti-
tutional rights of Americans.

The Committee’s fundamental conelusion is that intelligence activ-
ities have undermined the constitutional rights of citizens and that they
have done so primarily because checks and balances designed by the
framers of the Constitution to assure accountability have not been
applied.

Before examining that conclusion, we make the following observa-
tions.

—While nearly all of our findings focus on excesses and thmgs_
that went wrong, we do not que%tmn the need for lawful domestic
mtelligence. We recognize that certain intelligence activities serve
perfectly proper and cleax]} necessary ends of government. Surely,

catching spies and stopping crime, inclu(ling aots of terrorism, 1s
essential to msme “domestic tranthtv and to “provide for the

common defense.” Therefore, the power of government to conduct
proper domestic intelligence activities under ‘effective restraints and
controls must be preserved.

—We are aware that the few earlier efforts to limit domestic intel-
ligence activities have proven ineffectual. This pattern reinforces the
need for statutory restraints coupled with much more effective over-
sight from all branches of the Government.

"__The crescendo of | improper intelligence activity in the latter part
of the 1960s and the early 1970s shows what we must watch out for:
Tn time of crisis. the Government will exereise its power to conduct
domestic intelligence activities to the fullest extent. The distinction
between Jegal dissent and criminal conduct is easily forgotten. Our job
is tn recommend means to help ensure that the distinetion will always
be observed.

—In an era where the technological capability of Government
relentlessly mmoaseq we must be warv about the drift toward “big
brother government.” The potential for abuse is awesome and re-
quires spomal attention to fashioning restraints which not only cure
past problems but anticipate and prevent the future misuse of
technology.

—We cannot dismiss what we have found as isolated acts which
were limited in time and confined to a few willful men. The failures
to obey the law and. in the words of the oath of office. to “preserve, pro-
tect. and defend™ the Constitution. have oceurred repeatedly through-
out administrations of both political parties going back four decades.

(289)

68-786 O - 20
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—We must acknowledge that the assignment which the Government
has given to the mto]hm‘nco community has. in many ways. been
nnpogclblo to fulfill. Tr has been expected to predict or prevent every
crisis, respond immediately with information on any question, act to
meet all threats. and anticipate the special needs of Presidents. And
then it is chastised for its zeal. Certainly, a fair assessment must place
a major part of the blame upon the failures of senior executive officials
and Congress.

In the final analysis. however. the purpose of this Committee’s work
is not to allocate blame among individuals. Indeed. to focus on per-
sonal enlpability may divert attention from the underlyling institu-
tional causes and thus may become an excuse for inaction.

Before this investigation. domestic intelligence had never been
svstematically surveved. For the first time, the Government’s domestic
surveillance programs. as they have developed over the past forty
vears, can be measured against the values which our Constitution
seeks to preserve and pxoroct Based upon our full record. and the
findings which we have set forth in Part TIT above. the Clommittee
concludes that :

Domestic [ntelligence Activity Has Threatened and Under-
mined The Constitutional Rights of Americans to Free
Speech. Association and Privacy. It Ilus Done So Primarily
Because The Constitutional System for Checking Abuse of
Power Has Not Been Applied.

Our findings and the detailed reports which supplement this volume
set. forth a massive record of intelligence abuses over the years.
Through a vast network of informants. “and through the uncontrolled
or 1He<ral use of intrusive techniques—ranging from simple theft to
soplnstlcated electronic surveillance—the Government has collected,
and then used improperly. huge amounts of information about the
private lives, political beliefs and associations of numerous Americans.

Affect Upon. Constitutional P1J72f9 —That these abuses have ad-
versely affected the constitutional rights of particular Americans is
beyond question. But we believe the Irarm extends far beyond the citi-
zens directly affected.

Personal privacy is protected because it is essential to Jiberty and the
pursuit of happiness. Our Constitution checks the power of Govern-
ment for the purpose of protecting the rights of individuals. in order
that all our citizens may live in a free and decent society. Unlike
totalitarian states. we do not believe that any government has a monop-
olv on truth.

When Government infringes those rights instead of nurturing and
plotectincr them. the injury spreads far beyond the particular citizens

targeted to untold numbers of other Americans who may be
intimidated.

Free government depends upon the ability of all its citizens to speak
their minds without feav of official sanction. The ability of ordinary
peop]e to be he‘nd by their leaders means that they must be free to
join in groups in order more effectively to express their grievances.
Constitutional safeguards are needed to protect the timid as well as
the courageons, the weak as well as the strong. While many Americans
have been willing to assert their beliefs in the face of possible govern-
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mental reprisals. no citizen should have to weigh his or her desire to
express an opinion, or join a group. against the risk of having lawful
speech or association used against him.

Persons most intimidated may well not be those at the extremes of
the political spectrum, but rather those nearer the middle. Yet voices
of moderation are vital to balance public debate and avoid polarization
of our society.

The federal government has recently been looked to for answers to
nearly every problem. The result has been a vast centralization of
power. Such power can be turned against the rights of the people.
Many of the restraints imposed by the Constitution were designed to
guard against such use of power by the government.

Since the end of World War IT. governmental power has been in-
creasingly exercised through a proliferation of federal intelligence
programs. The very size of this intelligence system, multiplies the
opportunities for misuse.

Exposure of the excesses of this huge structure has been necessary.
Americans are now aware of the capability and proven willingness of
their Government to collect intelligence about their lawful activities
and associations. What some suspected and others feared has turned
out to be largely true—vigorous expression of unpopular views, associ-
ation with dissenting groups. participation in peaceful protest activi-
ties. have provoked both government surveillance and retaliation.

Over twenty vears ago. Supreme Court Justice Robert Jackson.
previously an Attorney General. warned against growth of a central-
ized power of investigation. Without clear limits. a federal investiga-
tive agency would “have enough on enough people” so that “even if
it does not elect to prosecute them™ the Government wonld. he wrote,
<till “find no opposition to its policies™. Jackson added. “Even those
who are supposed to supervise [intelligence agencies] are likely to fear
[them].” His advice speaks directly to our responsibilities today:

I believe that the safeguard of our liberty lies in limiting any
national police or investigative organization. first of all
to a small number of strictly federal offenses. and secondly
to nonpolitical ones. The fact that we may have confidence
in the administration of a federal investigative agency under
its existing head does not mean that it may not revert again
to the davs when the Department of Justice was headed by
men to whoni the investigative power was a weapon to be used
for their own purposes.?

Feailure to Apply Checks end Balapces—The natural tendency of
Government is toward abuse of power. Men entrusted with power,
even those aware of its dangers. tend. particularly when pressured,
toshight liberty.

Onr constitutional svstem guards against this tendency. It establishes
many different checks upon power. It is those wise restraints which
keep men free. In the field of intelligence those restraints have too
often been 1gnored.

! Robert H. Jackson, The Supreme Court in the American System of Govern-
ment (New York: Harper Torchbook. 1953, 1963). pp. 70-71.
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The three main departures in the intellicence field from the consti-

tutional plan for controlling abuse of power have been:
- (a) Fecessive Freecutivre Power—In a sense the growth of domes-
tic mtelligence activities mirvrored the erowth of presidential power
cenerally. But more than anv other activity, more even than exercise
of the war power. intelligence activities have been left to the control
of the Executive,

For decades Congress and the conrts as well as the press and the
public have accented the notion that the control of intelligence activi-
ties was the exclusive prevogative of the Chief Exeeutive and his sur-
rogates. The exercize of this power was not questioned or even Inquired
into bv outsiders. Tndeed. at times the power was seen as flowing not
from the law. but as inherent in the Presidenev. Whatever the theory.
the fact was that intelligence activities were essentially exempted from
the normal svstem of checks and balances.

Such Fxeeutive power, not founded in law or checked by Congress
or the courts, contained the seeds of abuse and its growth was to be
expected. v

(b)Y Fwcessire Secrecu.—Abuse thrives on seerecy. Obviously, publie
disclosure of matters such as the names of intelligence agents or the
technological details of collection methods is inappropriate. But in
the field of intelligence. secreev has been extended to inhibit review of
the basie programs and practices fhemseives.

Those within the FExecutive hranch and the Congress who would
exercise their responsibilities wisely must be fullv informed. The
American public. as well. shonld know enough about intelligence activ-
tties to be able to apply its pood sense to the underlving issues of policy
and morality.

Knowledge is the kev to control. Seereey should no longer be al-
Towed to shield the existence of constitutional. Tegal and moral prob-
Tems from the serutiny of all three branches of government or from
the American people themselves.

() Arvoidance of the Rule of Law—Tawlessness bv Government
breeds corrosive evnicism among the people and erodes the trust upon
which government depends.

Here. there 1s no sovereign who stands above the law. Tach of us.
from presidents to the most disadvantaged citizen, must obey the law.

As intelligence operations developed. however, rationalizations were
fashioned to immunize them from the restraints of the Bill of Rights
and the specific prohibitions of the eriminal eode. The experience of
our investication leads us to conclude that such rationalizations are a
dangerous delusion.

B. Principles Applied in Framing Recommendations ond The Scope
of the Recommenduations.

Althongh our recommendations are numerons and detailed. they flow
naturallv from our basie conclusion. Excessive intelligence activity
which undermines individual rights must end. The system for con-
trolling intelligence must be brought back within the constitutional
scheme.

Some of our propoesals are stark and simple. Beecause certain domes-
tic intelligence activities were clearly wrong, the obvicus solution is to
prohibit them altogether. Thus. we would ban tacties such as those used

of 54
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in the FBI's COINTELPRO. But other activities present more com-
plex problems. We see a clear need to safeguard the constitutional
rights of speech. assembly, and privacy. At the same time, we do not
want fo prohibit or unduly restrict necessary and proper intelligence
activity,

In seeking to accommodate those sometimes conflicting interests we
have been gnided by the earlier efforts of those who originally shaped
our nation as a republic under law.

The Constitutional amendments protecting speech and assembly and
individual privacy seck to preserve values at the core of our heritage
and vital to our future. The Bill of Rights. and the Supreme Court’s
decisions interpreting it suggest three principles which we have fol-
Towed :

(1) Governmental action which directlv infringes the rights of
free speech and association must be prohibited. The First Amend-
ment recognizes that even if useful to a proper end. certain govern-
mental actions are simply too dangerous to permit at all. Tt commands
that “Coongress shall make no law® abridging freedom of speech or
assembly.

(2) The Supreme Court, in interpreting that command, has required
that anv governmental action which has a collateral (rather than
direct) impact upon the rights of speech and assembly is permissible
only if it meets two tests. First. the action must be undertaken only
to fulfill a compelling governmental need. and second, the government
must use the least restrictive means to meet that need. The effect upon
protected interests must be minimized.?

(3} Procedural safeguards-—“auxiliary precautions” as they were
characterized in the Federalist Papers *—must be adopted along with
substantive restraints. For example, while the Fourth Amendment
prohibits only “unreasonable” searches and seizures, it requires a pro-
cedural check for reasonableness—the obtaining of a judicial warrant
upon probable cause from a nentral magistrate. Our proposed pro-
cedural checks range from judicial review of intelligence activity
before or after the fact. to formal and high level Executive branch
approval. to greater disclosure and more effective Congressional
oversight.

The Committee belicves that its recommendations should be em-
bodied in a comprehensive legislative charter defining and control-
ling the domestic security activities of the Federal Government. Ac-
cordingly, Part i of the recommendations provides that intelligence
agencies must be made subject to the rule of law. In addition, Part i
makes clear that no theory. of “inherent constitutional authority”
or otherwise. can justify the violation of any statute.

Starting from the conclusion. based upon our record. that the Con-
stitution and our fundamental values require a substantial eurtailment

* e Gregory v. New Hampshire, 383 T1.S. 825, R29 (1966) : ¥NAACP v. Alabama,
377 U.S. 28R (1964) : Gibsan v. Florida Legi<lative Investigation Commission, 372 ;
T.8.539. 546 (1962) : Shelfon v. Tucker, 364 U.S. 479, 488 (1960). |

I Madison, Federalist No. 51. Madison made the point with grace:

“Tf men were angels, no government would be necessary. If angels were to
govern men, neither external nor internal controls on government would be neces-
sary. In framing a government which is to be administered by men over men, the
great diffienlty lies in this: vou must first enable the government to control the
governed ; and in the next place ohlige it to control itself. A dependence on the
people is, no doubt, the primary control on the government ; but experience has
taught mankind the necessity of auxiliary precautions.”
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of the scope of domestic surveillance, we deal after Part 1 with five
basic questions:

1. Which agencies should conduct domestic security investigations?

The FBI should be primarily responsible for such investigations.
Tinder the minimization principle, and to facilitate the control of
domestic intelligence operations, only one agency should be involved
in investigative activities which. even when limited as we propose,
conld give rise to abuse. Accordingly, Part 1i of these recommenda-
tions reflects the Committee’s position that foreign intelligence agen-
cies (the CTA. NSA. and the military agencies) should be precluded
from domestic security activity in the United States. Moreover, they
should only become involved in matters involving the rights of Amer-
icans abroad where it is impractical to use the FBI, or where in the
course of their lawful foreign intelligence operations * they inadver-
tently collect information relevant to domestic security investigations.
In Part iii the Committee recommends that non-intelligence agen-
cies such as the Internal Revenue Service and the Post Office be re-
quired, in the course of any incidental involvement in domestic se-
curity investigations, to protect the privacy which citizens expect of
first class mail and tax records entrusted to those agencies.

2. When should an American be the subject of an investigation at
all; and when can particularly intrusive covert techniques, such as
electronic surveillance or informants, be used ?

In Part iv. which deals with the FBI. the Committee’s recommen-
dations seek to prevent the excessively broad, ill-defined and open
ended investigations shown to have been conducted over the past four
decades. We attempt to change the focus of investigations from con-
stitutionally protected advocacy and association to dangerous con-
duet. Part iv also sets forth specific substantive standards for, and
procedural controls on, particular intrusive techniques.

3. Who should be accountable within the Executive branch for en-
suring that intelligence agencies comply with the law and for the
investigation of alleged abuses by employees of those agencies?

In Parts v and vi. the Committee recommends that these respon-
sibilities fall initially upon the agency heads. their general counsel
and inspectors general, but ultimately upon the Attorney General.
The information necessary for control must be made available to those
responsible for control, oversight and review; and their responsibili-
ties must be made clear, formal, and fixed.

4. What is the appropriate role of the courts?

In Part vii. the Committee recommends the enactment of a com-
prehensive civil remedy providing the courts with jurisdiction to
entertain legitimate complaints by citizens injured by unconstitutional
or illegal activities of intelligence agencies. Part viil suggests that
eriminal penalties should attach in cases of gross abuse. In addition,
Part iv provides for judicial warrants before certain intrusive tech-
niques can be used.

5. What is the appropriate role of Congress:

Tn Part xii the Committee reiterates its position that the Senate
create a permanent intelligence oversight committee.

The recommendations deal with numerous other issues such as the
proposed repeal or amendment of the Smith Aect, the propoesed mod-

! Directed primarily at foreigners abroad.
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ernization of the Espionage Act to cover modern forms of esplonage
seriously detrimental to the national interest. the use of the GAQ to
assist Congressional oversight of the intelligence community. and re-
medial measures for past vietims of improper intelligence activity.

Scope of Recommendations—The scope of our recommendations
coincides with the scope of our investigation. We examined the FBI,
which has been responsible for most domestic security investigations.
as well as foreign and military intelligence agencies, the TRS, and
the Post Office, to the extent theyv became involved incidentally in
domestic intelligence functions. While there are undoubtedly activi-
ties of other agencies which might legitimately be addressed in these
recommendations, the Committee simply did not have the time or re-
sources to conduct a broader investigation. Furthermore, the mandate
of Senate Resolution 21 required that the Committee exclude from
the coverage of its recommendations those activities of the federal
government which are directed at organized crime and narcotics.

The Committee believes that American citizens should not lose
their constitutional rights to be free from improper intrusion by their
Government when they travel overseas. Accordingly, the Committee
proposes recommendations which apply to protect the rights of Amer-
icans abroad as well as at home.

1. Acetivities Corered

The Domestic Intelligence Recommendations pertain to: the domes-
tic security activities of the federal government;® and any activities
of military or foreign intelligence agencies which affect the rights of
Americans® and any intelligence activities of any non-intelligence
agency working in concert with intelligence agencies, which affect
those rights.

2. Actirities Not Corered
The recommendations are not designed to control federal investiga-

tive activities directed at organized crime, narcotics, or other law en-
forcement investigations unrelated to domestic security activities.

3. Agencies (Tovered

The agencies whose activities are specifically covered by the recom-
mendations are:

(i) the Federal Bureau of Investigation; (ii) the Central
Intelligence Agency: (iii) the National Security Agency
and other intelligence agencies of the Department of De-

s «“Domestic security activities” means federal governmental activities, di-
rected against Americans or conducted within the United States or its territories,
including enforcement of the criminal law. intended to (a) protect the United
States from hostile foreign intelligence activity, including espionage; (b) pre-
tect the federal, state, and local governments from domestic violence or rioting:
and (c¢) protect Americans and their government from terrorist activity. See
Part xiii of the recommendations and conelusions for all the definitions used in
the recommendations.

8 «“Americans” means U.S. citizens, resident aliens and unincorporated asso-
ciations, composed primarily of U.S, citizens or resident aliens; and corpora-
tions, incorporated or having their principal place of business in the United
States or having majority ownership by U.S. citizens. or resident aliens, includ-
ing foreign subsidiaries of such corporations, provided, however, Americans does
not include corporations directed by foreign governments or organizations.
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fense; (iv) the Internal Revenue Service: and (v) the United
thtes Postal Service.

While it might be appropriate to provide similar detailed treatment
to the activities of other agencies, such as the Seeret Service, Customs
Service. and Alcohol, Tobacco. and Firearme Division (Treasury
Department), the Committee did not study these agencies intensively.
A permanent oversight committee should inv Gsfl(”lt(’ and study the
intelligence functions of those agencies and the effect of their activities
on the ughtb of Americans.

. Indirect Prohibitions

E\oept as specifically provided herein, these Recommendations are
imtended to prohibit any agency from dom«r indirectly that which it
would be prohibited from donw direetly. Hpemﬁmﬂv no agency ov-
ered by tle&o Recommendations should request or induce any other
agency, or any person. whether the agency or person is American or
forelgn, to engage in any activity which the requesting or inducing
agency 1s prohibited from doing itself.

§. Individuals and Groups Not (overed

Except as specifically provided herein, these Recommendations do
not apply to investigation of foreigners * who are officers or employees
of a foreign power, or foreigmers ; who, pursuant to the direction of
a foreign power, are en(rfmed in or about to engage in “hostile foreign
1ntel]1genco activity” or Sterrorict activity’.®

, 6. Geographic Scope

Thesa Recommendations apply to intelligence activities which af-
fect the rights of Americans whether at home o abroad, mncluding
all domestic security activities within the United States.

. Legislative Enactment of Recommendations
Most of these Recommendations are designed to be implemented in
the form of legislation and others in the form of regulations pursuant
to statute. (Rocommendatmnq 85 and 90 ave not pr oposed to be imple-
mented by statute.

. Recommendations

Pursnant to the requirement of Senate Resolution 21. these recom-
mendations set forth the new congressional legislation [the Comm]t—
tee] deems necessary to “safeguard the rights of American eitizens.”
We believe these rocommendations ave the appropriate conclusion to
a traumatic vear of disclosures of abuses. We hope they will prevent
such abuses in the future,

i. Intelligence Agencies Are Subject to the Rule of Law
Establishing a legal framework for agencies engaged in domestic
security inv estm(mon is the most fundanwnbﬂ 1efo1'm needed to end
the long history of violating and jgnoring the law set forth in Finding
A. The legal framework can be cre eated by a two-stage process of
enabling ]emslatxon and administrative regulations plomultrated to
nnploment the legislation.

" “Foreigners'” means persons and organizations who are not Americans as de-
fined above.

¥ These terms. which cover the two areas in which the Committee recommends
authorizing preventive intelligence investigations, are defined on pp. 340-341.

*S. Res. 21, Sec. 5; 2(12).
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However, the Coxnmlttee proposes that the Congress, in developing
this mix of legislative and administrative chfutels, make clear to the
Fxecutive branch that it will not condone, and does not accept, any
theory of inherent or implied authority to violate the Constitution,
the proposed new charters, or any other statutes. We do not believe the
Executive has, or should have, the inherent constitutional authority
to violate the law or infringe the legal rights of Americans, whether
it be a warrantless break-in into the home or office of an Ameucqn,
warrantless electronic surveillance, or a President’s authorization to
the FBI to create a massive domestic security program based upon
secret oral directives. Certainly, there would be no such author ity after
Congress has, as we propose it should, covered the field by enactment
of a comprehensive legislative charter® Therefore statutes enacted
pursuant to these recommendations should provide the exclusive legal
authority for domestic security activities.

Recommendation 1.—There is no inherent constitutional authority
for the President or any intelligence agency to violate the law.

Recommendation 8.—1t is the intent of the Committee that statutes
implementing these recommendations provide the exclusive legal
authority for federal domestic security ‘ICtIVltleS

(2} No_intelligence agency may engage in such activities unless
aunthorized by statnte nor may it pexmlt 1ts employees. informants, or
other covert human sources ' to en gage in such activities on its behalf.

() No executive directive or order may be issued which would
conflict with such statutes.

Recommendation 3.—In authorizing intelligence agencies to engage
in certain activities, it is not intended that such authority empower
agencies, their informants, or covert human sources to violate any pro-
Libition enqcted pursuant. to these Recomendations or contained in the
Constitution or in any other law.

United States Foreign and Military Agencies Showld Be
Precluded from Domestic Security 4 ctivities
Part iv of these Recommendations centralizes domestic security in-
vestigations within the FBI. Past abuses also make it necessary that
the Central Intelligence Agency, the National Security Agency, the
Defense Intelhrrence Avency, and the military departments be pre-
cluded e\pw%sly except as specifically provided herein, from investi-
gative activity which is conducted within the United btates Their
activities abroad should also be controlled as provided herein to mini-
mize their inpact on the rights of Americans.

a. Central Intelligence Agency

The CTA 1s responsible for foreign intelligence and counterintelli-
gence, These recommendations minimize the umpact of CIA opera-
tions on Americans. They do not affect CTA investigations of foreign-
ers outside of the UTnited States. The main thrust is to prohibit past
actions revealed as excessive, and to transfer to the FBI other activi-
ties which might involve the CTA in internal security or law enforce-

* See, c.g., Youngstown Sheet and Tube Company v. Sawcyer, 343 T.8. 579
(1952).

" «Covert human sources” means undercover agents or informants who are
paid or otherwise controlled by an agency.
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domestic communications, even for foreign intelligence purposes. Sec-
ond, the Committee recommends that NSA should not select messages
for monitoring. from those foreign communications it has intercepted,
because the message is to or from or refers to a particular American,
unless the Department of Justice has first obtained a search warrant,
or the particular American has consented. Third, the Committee rec-
ommends that NSA be required to make every practicable effort to
eliminate or minimize the extent to which the communications of
Americans are intercepted, selected, or monitored. Fourth, for those
communications of Americans which are nevertheless incidentally
selected and monitored, the Committee recommends that NSA be pro-
hibited from disseminating such communication, or information de-
rived therefrom, which identifies an American, unless the communica-
tion indicates evidence of hostile foreign intelligence or terrorist
activity, or felonious eriminal conduct, or contains a threat of death
or serious bodily harm. In these cases. the Committee recommends that
the Attornev General approve any such dissemination as being con-
sistent with these policies.

In summary, the Committee’s recommendations reflect its belief that
NSA should have no greater latitude to monitor the communications
of Americans than any other intelligence agency. To the extent that
other agencies are required to obtain a warrant before monitoring the
communications of Americans, NSA should be required to obtain a
warrant.®

Recommendation 14—NSA should not engage in domestic security
activities. Tts functions should be limited in a precisely drawn legisla-
tive charter to the collection of foreign intelligence from foreign
communications.®

Recommendation 15—NS8A should take all practicable measures
consistent with its foreign intelligence mission to eliminate or mini-
mize the interception, selection, and monitoring of communications of
Americans from the foreign communications.*®

Recommendation 16—NSA should not be permitted to select for
monitoring any communication to, from. or about an American with-
out. his consent, except for the purpose of obtaining information about
hostile foreign intelligence or terrorist activities, and then only if a
warrant approving such monitoring is obtained in accordance with
procedures similar *7 to those contained in Title T1I of the Omnibus
Crime Control and Safe Streets Act of 1968.

* None of the Committee’s recommendations pertaining to NSA should be con-
strued as inhibiting or preventing NSA from protecting U.8. communications
against interception or monitoring by foreign intelligence services.

® “Foreign communications,” as used in this section, refers to a communica-
tion between or among two or more parties in which at least one party is out-
side the United States, or a communication transmitted between points within the
United States only if transmitfed over a facility which is under the control of,
or exclusively used by, a foreign government.

® In order to ensure that this recommendation is implemented, both the At-
torney General and the appropriate oversight committees of the Congress should
be continuonsly apprised of. and periodically review, the measures taken by
NRA pursnant to this recommendation.

¥ The Committee helieves that in the case of interceptions authorized to ob-
tain information about hostile foreign intelligence, there should he = presumption
that notice to the suhjeet of sueh intercepts, which would ordinarily be required
under Title JIT (18 U.S.C. 2518(8) (d)), is not required, unless there is evidence
of gross abuse.
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vi. Administrative Rulemaking and Increased Disclosure
Showld Be Required
a. Administrative Rulemaking

Recommendation 86.—The Attorney General should approve all ad-
ministrative regulations required to implement statutes created pur-
suant to these recommendations.

Recommendation 87 —Such regulations, except for regulations con-
cerning investigations of hostile foreign intelligence activity or other
matters which are properly classified. should be issued pursuant to the
Administrative Procedures Act and should be subject to the approval
of the Attorney (zeneral.

Recommendation 88—The effective date of regulations pertaining
to the following matters should be delayed ninety days. during which
time Congress would have the opportunity to review such regula-
tions: %

(a) Any CIA activities against Americans. as permitted in 1.a.
above;

(b) Military activities at the time of a civil disorder;

(¢) The authorized scope of domestic security investigations, au-
thorized investigative techniques, maintenance and dissemination of
information by the FBI; and

(d) The termination of investigations and covert techniques as de-
seribed in Part 1v.

b. Disclosure

Recommendation 89.—Each year the FBI and other intelligence
agencies affected by these recommendations should be required to seck
annual statutory authorization for their programs.

Recommendation 90—The Freedom of Information Act (5 U.S.C.
552(b)) and the Federal Privacy Act (5 U.S.C. 552(a)) provide im-
portant mechanisms by which individuals can gain access to informa-
tion on intelligence activity directed against them. The Domestic In-
telligence Recommendations assume that these statutes will continue
to be vigorously enforced. In addition, the Department of Justice
should notify all readily identifiable targets of past illegal surveillance
techniques. and all COINTELPRO victims, and third parties who had
received anonymous COINTELPRO communications, of the nature
of the activities directed against them, or the source of the anonymous
communication to them.

vii. Civil Remedies Should Be Expanded

Recommendation 91 expresses the Committee’s concern for estab-
lishing a legislative scheme which will afford effective redress to people
who are injured by improper federal intelligence activity. The recom-
mended provisions for civil remedies are also intended to deter im-
proper intelligence activity without restricting the sound exercise of
diseretion by intelligence officers at headquarters or in the field.

As the Committee’s investigation has shown, many Americans have
suffered injuries from domestic intelligence activity. ranging from de-
privation of constitutional rights of privacy and free speech to the
loss of a job or professional standing, break-up of a marriage, and
impairment of physical or mental health. But the extent, if any, to

% This review procedure would be similar to the procedure followed with re-
spect to the promulgation of the Federal Rules of Criminal and Civil Procedure.
%2 1t is not proposed that this recommendation be enacted as a statute.
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which an injured citizen can seek relief—either monetary or injunc-
tive—from the government or from an individual intelligence officer is
far from clear ander the present state of the law.

One major disparity in the current state of the law is that, under

the Reconstruction era Civil Rights Act of 1871, the deprivation of
constitutional rights by an officer or agent of a state government pro-
vides the basis for a suit to redress the i injury incurred; ° but there is
no statute which extends the same remedies for identical i injuries when
they are caused by a federal officer.

In the landmark Bicens case, the Supreme Court held that a federal
officer could be sued for money damages for violating a citizen’s
Fourth Amendment rights.®” Whether monetan dam‘wes can be ob-

tained for violation of other constitutional rights by federal officers
remains unclear.

While we believe that any citizen with a substantial and specific
claim to injury from intelligence activity should have standing to sue,
the Committee is aware of the need for judicial protection qcralnst
legal claims which amount to harassment or distraction of govelnment
officials, disruption of legitimate investigations, and wasteful ex-
penditure of government resources. We also seek to ensure that the
creation of a civil remedy for aggrieved persons does not impinge upon
the proper exercise of discretion | by federal officials.

Therefore, we recommend that where a government official—as op-
posed to the government itself—acted in good faith and with the
reasonable belief that his conduct was Jawful, he should have an affirm-
ative defense to a suit for damages brought under the proposed statute.
To tighten the system of qccountablhh and control of domestic intel-
hgence activity, the Committee proposes that this defense be struc-
tured to encourage intelligence officers to obtain written authorization
for questionable activities and to seek legal advice about them.¢®

To avoid penalizing federal officers and agents for the exercise of
discretion, the Committee believes that the government should in-
demnify their attorney fees and reasonable htloauon costs when they
are held not to be liable. To avoid burdening “the taxpayers for the
deliberate misconduct of intelligence officers “and agents, we believe
the government should be able to seek reimbursement from those
who willfully and knowingly violate statutory charters or the
Constitution.

Furthermore, we believe that the courts will be able to fashion dis-
covery procedures. including inspection of material in chambers, and to
issue orders as the interests of justice require, to allow plaintiffs with
substantial claims to uncover enough factual material to argue their
case, while protecting the secrecy “of governmental information in
which there is a legitimate security interest.

The Committee recommends that a legislative scheme of civil reme-
dies for the victims of intelligence activity be established along the

“ 42 1.8.C. 1983.

* Bivens v. Sixr Unknown Fed. Narentics Agents, 403 U.S. 388 (1971).

® One means of structuring such a defense would be to create a rebuttable
presumption that an individual defendant acted so as to avail himeself of thig
defense when he proves that he acted in good faith reliance upon: (1) a writfen
order or directive by a government officer empowered to authorize him to take
action; or (2) a written assurance by an appropriate legal officer that his action
is lawful.

RR~TR6 () « 7R « 2R
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following lines to clarify the state of the law, to encourage the respon-
sible execution of duties created by the statutes recommended herein
to regulate intelligence agencies, and to provide relief for the victims of
illegal intelligence activity.

Recommendation 91.—Congress should enact a comprehensive oivil
remedies statute which would accomplish the following: ¢

(a) Any American with a substantial and specific claim ™ to an
actual or threatened injury by a violation of the Constitution by federal
intelligence officers or agents ™ acting under color of law should have
a federal cause of action against the government and the individual
federal intelligence officer or agent responsible for the violation, with-
out regard to the monetary amount in controversy. If actual injury
is proven in court, the Committee believes that the injured person
should be entitled to equitable relief, actual, general, and punitive
damages, and recovery of the costs of litigation.” If threatened injury
is proven in court, the Committee believes that equitable relief and
recovery of the costs of litigation should be available.

() Any American with a substantial'and specific claim to actual
or threatened injury by violation of the statutory charter for intel-
ligence activity (as proposed by these Domestic Intelligence Recom-
mendations) should have a cause of action for relief as in (a) above.

(¢) Because of the secrecy that surrounds intelligence programs, the
Committee believes that a plaintiff should have two years from the
date upon which he discovers, or reasonably should have discovered,
the facts which give rise to a cause of action for relief from a constitu-
tional or statutory violation.

{d) Whatever statutory provision may be made to permit an indi-
vidual defendant to raise an affirmative defense that he acted within
the scope of his official duties, in good faith, and with a reasonable
belief that the action he took was lawful, the Committee believes
that to ensure relief to persons injured by governmental intelligence
activity, this defense should be available solely to individual defend-
ants and should not extend to the government. Moreover, the defense
should not be available to bar injunctions against individual
defendants.

vits. Criminal Penalties Should Be Enacted

Recommendation 92.—The Committee believes that criminal penal-
ties should apply, where appropriate, to willful and knowing

® Due to the scope of the Committee’'s mandate, we have taken evidence only
on constitutional violations by intelligence officers and agents. However, the
anomalies and lack of clarity in the present state of the law (as discussed
above) and the breadth of constitutional violations revealed by our record,
suggest to us that a general civil remedy would be appropriate. Thus, we urge
consideration of a statutory civil remedy for constitutional violations by any
federal officer: and we encourage the appropriate committees of the Congress
to take testimony on this subject.

™ The requirement of a substantial and specific claim is intended to allow
a judge to screem out frivolous claims where a plaintiff cannot allege specific
facts which indicate that he was the target of illegal intelligence activity.

T «Poderal intelligence officers or agents” should include a person who was
an intelligence officer, employee, or agent at the time a cause of action arose.
“Agent” should include anyone acting with actual, implied. or apparent authority.

7 The right to recover *costs of litigation” is intended to include recovery of
reasonable attorney fees as well as other litigation costs reasonably incurred.
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Gen. Michael Hayden, nominated by President Bush to
become the director of the CIA, headed the NSA from
March 1999 to Aprit 2005, In that post, Hayden would
have overseen the agency's domeslic phone record
collection program.

REACTION

From the White House:

The White House defended its overall
eavesdropping program and said no domeslic
surveillance is conducted without court
approval.

"The intelligence activities undertaken by the
United States government are lawiful,
necessary and required to protect Americans
from terrorist attacks,” said Dana Perino, the
deputy White House press secretary, who
added that appropriate members of Congress
have been briefed on intelligence activilies.

From Capitol Hill:

Sen: Arlen Specter, R-Pa., the chairman of the
Senate Judiciary Committee, said he would call
the phone companies to appear before the
panel "to find out exactly what is going on.”

Sen. Palrick Leahy of Vermont, the ranking
Democrat on the panel, sounded incredulous
about the latest report and railed against what
he called a lack of congressional oversight. He
argued that the media was doing the job of
Congress.

“Are you telling me that tens of millions of
Americans are involved with al Qaeda?” Leahy
asked. "These are tens of millions of Americans
who are not suspected of anything ... Where
does it stop?”

The Democrat, who at one point held up a
copy of the newspaper, added: "Shame on us
for being so far behind and being so willing to
rubber stamp anything this administration does.
We ought to fold our tents.”

The report came as the former NSA director,
Gen. Michael Hayden - Bush's choice to take
over leadership of the CIA - had been
scheduled lo visit lawmakers on Capitol Hill
Thursday. However, the meetings with
Republican Sens. Rick Santorum of
Pennsylvania and Lisa Murkowski of Alaska
were postponed at the request of the White
House, said congressional aides in the two
Senate offices.
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By Leslie Cauley, USA TODAY

The National Security Agency has been secretly collecting the
phone call records of tens of millions of Americans, using data
provided by AT&T, Verizon and BellSouth, people with direct
knowledge of the arrangement told USA TODAY.

The NSA program reaches into homes and businesses across
the nation by amassing information about the calls of ordinary
Americans — most of whom aren't suspected of any crime. This
program does not involve the NSA listening to or recording
conversations. But the spy agency is using the data to analyze
calling patterns in an effort to detect terrorist activity, sources
said in separate interviews.

QUESTIONS AND ANSWERS: The NSA record collection
program

"It's the largest database ever assembled in the world," said one
person, who, like the others who agreed to talk about the NSA's
activities, declined to be identified by name or affiliation. The
agency's goal is "o create a database of every call ever made”
within the nation's borders, this person added.

For the customers of these companies, it means that the
government has detailed records of calls they made — across
town or across the country — to family members, co-workers,
business contacts and others.

The three telecommunications companies are working under
contract with the NSA, which launched the program in 2001
shortly after the Sept. 11 terrorist attacks, the sources said. The
program is aimed at identifying and tracking suspected terrorists,
they said.

The sources would talk only under a guarantee of anonymity
because the NSA program is secret.

Air Force Gen. Michael Hayden, nominated Monday by
President Bush to become the director of the CIA, headed the
NSA from March 1999 to April 2005. In that post, Hayden would
have overseen the agency’s domestic call-tracking program.
Hayden declined to comment about the program.

The NSA's domestic program, as described by sources, is far
more expansive than what the White House has acknowledged.
Last year, Bush said he had authorized the NSA to eavesdrop —
without warrants — on international cails and international
e-mails of people suspected of having links to terrorists when
one party to the communication is in the USA. Warrants have
also not been used in the NSA's efforts to create a national call
database.

In defending the previously disclosed program, Bush insisted
that the NSA was focused exclusively on international calls. “In
other words," Bush explained, "one end of the communication
must be outside the United States.”

As a result, domestic call records — those of calls that originate
and terminate within U.S. borders — were believed to be private.

Sources, however, say that is not the case. With access to
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Opinion: Congress in the dark
{ Specter: My bilf would
provide light

ACLU, NSA to head to court

VP pressured panel, Specter
says

Senators won't grill phone companies
FCC: NSA probe impossible

Pre-9/11 records help flag
suspicious calling

TIMELINE

OFFICIAL WORDS ON
SURVEILLANCE

Bush administration officials have said
repeatedly that the warrantless surveillance
program authorized by President Bush after the
Sept. 11 lerrorist atlacks is carefully targeted to
inctude only international calls and e-mails into
or out of the USA, and only those that involve
at least one party suspected of being a member
or ally of al-Qaeda or a related terror group.

Some comments related to what the
administration calls the "Terrorist Surveillance

records of billions of domestic calls, the NSA has gained a
secret window into the communications habits of millions of
Americans. Customers' names, street addresses and other
personal information are not being handed over as part of NSA's
domestic program, the sources said. But the phone numbers the
NSA collects can easily be cross-checked with other databases
to obtain that information.

Don Weber, a senior spokesman for the NSA, declined to
discuss the agency's operations. "Given the nature of the work
we do, it would be irresponsible to comment on actual or alleged
operational issues; therefore, we have no information to
provide," he said. "However, it is important to note that NSA
takes its legal responsibilities seriously and operates within the
law."

The White House would not discuss the domestic call-tracking
program. "There is no domestic surveillance without court
approval,” said Dana Perino, deputy press secretary, referring to
actual eavesdropping.

She added that all national intelligence activities undertaken by
the federal government "are lawful, necessary and required for
the pursuit of al-Qaeda and affiliated terrorists.” All govermment-
sponsored intelligence activities "are carefully reviewed and
monitored,” Perino said. She also noted that "all appropriate
members of Congress have been briefed on the intelligence
efforts of the United States.”

The government is collecting "external” data on domestic phone
calls but is not intercepting "internals,” a term for the actual
content of the communication, according to a U.S. intelligence
official familiar with the program. This kind of data collection from
phone companies is not uncommon; it's been done before,
though never on this large a scale, the official said. The data are
used for "social network analysis,” the official said, meaning to
study how terrorist networks contact each other and how they
are tied together.

Carriers uniquely positioned

AT&T recently merged with SBC and kept the AT&T name.
Verizon, BellSouth and AT&T are the nation's three biggest
telecommunications companies; they provide local and wireless
phone service to more than 200 million customers.

The three carriers control vast networks with the latest
communications technologies. They provide an array of
services: local and long-distance calling, wireless and
high-speed broadband, including video. Their direct access to
millions of homes and businesses has them uniquely positioned
to help the government keep tabs on the calling habits of
Americans.

Among the big telecommunications companies, only Qwest has
refused to help the NSA, the sources said. According to multiple
sources, Qwest declined to participate because it was uneasy
about the legal implications of handing over customer
information to the government without warrants.

Qwest's refusal to participate has left the NSA with a hole in its
database. Based in Denver, Qwest provides local phone service
to 14 million customers in 14 states in the West and Northwest.
But AT&T and Verizon also provide some services — primarily
long-distance and wireless — to people who live in Qwest's
region. Therefore, they can provide the NSA with at least some
access in that area.

Created by President Truman in 1952, during the Korean War,
the NSA is charged with protecting the United States from
foreign security threats. The agency was considered so secret
that for years the government refused to even confirm its
existence. Government insiders used to joke that NSA stood for
"No Such Agency.”

In 1975, a congressional investigation revealed that the NSA
had been intercepting, without warrants, international
communications for more than 20 years at the behest of the CIA
and other agencies. The spy campaign, code-named
"Shamrock," led to the Foreign Intelligence Surveillance Act
(FISA), which was designed to protect Americans from illegal
eavesdropping.

Enacted in 1978, FISA {ays out procedures that the U.S.
government must follow to conduct electronic surveiliance and
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Program,” and surveillance in general:

Gen. Michael Hayden, principal deputy director
of national intelligence, and now Bush's
nominee to head the CIA, at the National Press
Club, Jan. 23, 2006:

"The program ... is not a drift net aver (U.S.
cities such as) Dearborn or Lackawanna or
Fremont, grabbing conversations that we then
sort out by these alleged keyword searches or
data-mining tools or other devices that
so-called experts keep talking about.

"This is targeted and focused. This is not about
intercepting conversations belween people in
the United States. This is hot pursuit of
communications entering or leaving America
involving someone we believe is associated
with al-Qaeda. ... This is focused. It's targeted.
It's very carefully done. You shouldn't worry.”

Senate Judiciary Commiltee hearing, Feb. 6,
20086:

Attorney General Alberto Gonzales: "Onily
international communications are authorized for
interception under this program. That is,
communications between a foreign country and
this country. ...

"To protect the privacy of Americans still further,
the NSA employs safeguards to minimize the
unnecessary collection and dissemination of
information about U.S. persons.”

physical searches of people believed to be engaged in
espionage or international terrorism against the United States. A
special court, which has 11 members, is responsible for
adjudicating requests under FISA.

Qver the years, NSA code-cracking techniques have continued
to improve along with technology. The agency today is
considered expert in the practice of "data mining” — sifting
through reams of information in search of patterns. Data mining
is just one of many tools NSA analysts and mathematicians use
to crack codes and track international communications.

Paul Butler, a former U.S. prosecutor who specialized in
terrorism crimes, said FISA approval generally isn't necessary
for government data-mining operations. "FISA does not prohibit
the government from doing data mining,” said Butler, now a
partner with the law firm Akin Gump Strauss Hauer & Feld in
Washington, D.C.

The caveat, he said, is that "personal identifiers® — such as
names, Social Security numbers and street addresses — can't
be included as part of the search. "That requires an additional
leve! of probable cause," he said.

The usefulness of the NSA's domestic phone-call database as a
counterterrorism tool is unclear. Also unclear is whether the
database has been used for other purposes.

The NSA's domestic program raises legal questions. Historically,

AT&T and the regional phone companies have required law
enforcement agencies to present a court order before they would
even consider turning over a customer's calling data. Part of that
owed to the personality of the old Bell Telephone System, out of
which those companies grew.

Sen. Joseph Biden, D-Del.: "t don't
understand why you would limit your
eavesdropping only lo foreign conversations.

Gonzales: "| believe i's because of trying to

balance concerns that might arise that, in fact,

the NSA was engaged in electronic surveilance  Ma Bell's bedrock principle — protection of the customer —

with respect to domestic calls.” guided the company for decades, said Gene Kimmeiman, senior
public policy director of Consumers Union. "No court order, no
customer information — period. That's how it was for decades,”
he said.

The concern for the customer was also based on law: Under Section 222 of the Communications Act, first passed
in 1934, telephone companies are prohibited from giving out information regarding their customers’ calling habits:
whom a person calls, how often and what routes those calls take to reach their final destination. Inbound calls, as
well as wireless calls, also are covered.

The financial penalties for violating Section 222, one of many privacy reinforcements that have been added to the
law over the years, can be stiff. The Federal Communications Commission, the nation's top telecommunications
regulatory agency, can levy fines of up to $130,000 per day per violation, with a cap of $1.325 million per violation.
The FCC has no hard definition of "violation." In practice, that means a singte "violation” could cover one customer
or 1 million.

In the case of the NSA's international cali-tracking program, Bush signed an executive order allowing the NSA to
engage in eavesdropping without a warrant. The president and his representatives have since argued that an
executive order was sufficient for the agency to proceed. Some civil liberties groups, including the American Civil
Liberties Union, disagree.

Companies approached

The NSA's domestic program began soon after the Sept. 11 attacks, according to the sources. Right around that
time, they said, NSA representatives approached the nation's biggest telecommunications companies. The agency
made an urgent pitch: National security is at risk, and we need your help to protect the country from attacks.

The agency told the companies that it wanted them to turn over their "call-detail records,” a complete listing of the
calling histories of their millions of customers. In addition, the NSA wanted the carriers to provide updates, which
would enable the agency to keep tabs on the nation’s calling habits.

The sources said the NSA made clear that it was willing to pay for the cooperation. AT&T, which at the time was
headed by C. Michael Armstrong, agreed to help the NSA. So did BellSouth, headed by F. Duane Ackerman; SBC,
headed by Ed Whitacre; and Verizon, headed by lvan Seidenberg.

With that, the NSA's domestic program began in earnest.

AT&T, when asked about the program, replied with a comment prepared for USA TODAY: "We do not comment on
matters of national security, except to say that we only assist law enforcement and government agencies charged
with protecting national security in strict accordance with the law.”

In another prepared comment, BellSouth said: "BellSouth does not provide any confidential customer information
to the NSA or any governmental agency without proper legal authority.”

Verizon, the USA's No. 2 telecommunications company behind AT&T, gave this statement: "We do not comment on
national security matters, we act in full compliance with the law and we are committed to safeguarding our
customers’ privacy.”

Qwest spokesman Robert Charlton said: "We can't talk about this. It's a classified situation.”
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In December, The New York Times revealed that Bush had authorized the NSA to wiretap, without warrants,
international phone calls and e-mails that travel to or from the USA. The following month, the Electronic Frontier
Foundation, a civil liberties group, filed a class-action fawsuit against AT&T. The lawsuit accuses the company of
helping the NSA spy on U.S. phone customers.

Last month, U.S. Attorney General Alberto Gonzales alluded to that possibility. Appearing at a House Judiciary
Committee hearing, Gonzales was asked whether he thought the White House has the legal authority to monitor
domestic traffic without a warrant. Gonzales' reply: “l wouldn't rule it out.” His comment marked the first time a
Bush appointee publicly asserted that the White House might have that authority.

Similarities in programs

The domestic and international call-tracking programs have things in common, according to the sources. Both are
being conducted without warrants and without the approval of the FISA court. The Bush administration has argued
that FISA's procedures are too slow in some cases. Officials, including Gonzales, also make the case that the USA
Patriot Act gives them broad authority to protect the safety of the nation's citizens.

The chairman of the Senate intelligence Committee, Sen. Pat Roberts, R-Kan., would not confirm the existence of
the program. In a statement, he said, "I can say generally, however, that our subcommittee has been fully briefed
on all aspects of the Terrorist Surveillance Program. ... | remain convinced that the program authorized by the
president is lawful and absolutely necessary to protect this nation from future attacks.”

The chairman of the House Intelligence Committee, Rep. Pete Hoekstra, R-Mich., declined to comment.
One company differs
One major telecommunications company declined to participate in the program: Qwest.

According to sources familiar with the events, Qwest's CEO at the time, Joe Nacchio, was deeply troubled by the
NSA's assertion that Qwest didn't need a court order — or approval under FISA — to proceed. Adding to the
tension, Qwest was unclear about who, exactly, would have access to its customers' information and how that
information might be used.

Financial implications were also a concern, the sources said. Carriers that illegally divuige calling information can
be subjected to heavy fines. The NSA was asking Qwest to turn over miliions of records. The fines, in the
aggregate, could have been substantial.

The NSA told Qwest that other government agencies, including the FBI, CIA and DEA, also might have access to
the database, the sources said. As a matter of practice, the NSA regularly shares its information — known as
"product” in intelligence circles — with other intelligence groups. Even so, Qwest's lawyers were troubled by the
expansiveness of the NSA request, the sources said.

The NSA, which needed Qwest's participation to completely cover the country, pushed back hard.

Trying to put pressure on Qwest, NSA representatives pointedly told Qwest that it was the lone holdout among the
big telecommunications companies. It also tried appealing to Qwest's patriotic side: In one meeting, an NSA
representative suggested that Qwest's refusal to contribute to the database could compromise national security,
one person recalled. -

In addition, the agency suggested that Qwest's foot-dragging might affect its ability to get future classified work
with the government. Like other big telecommunications companies, Qwest already had classified contracts and
hoped to get more.

Unable to get comfortable with what NSA was proposing, Qwest's lawyers asked NSA to take its proposal to the
FISA court. According to the sources, the agency refused.

The NSA's explanation did littie to satisfy Qwest's lawyers. "They told (Qwest) they didn't want to do that because
FISA might not agree with them,” one person recalled. For similar reasons, this person said, NSA rejected Qwest's
suggestion of getting a letter of authorization from the U.S. attomey general's office. A second person confirmed
this version of events.

In June 2002, Nacchio resigned amid allegations that he had misled investors about Qwest's financial health. But
Qwest's legal questions about the NSA request remained.

Unable to reach agreement, Nacchio’s successor, Richard Notebaert, finally puiled the plug on the NSA talks in
late 2004, the sources said.

Contributing: John Diamond
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Ehe NewJork Eimes

December 16, 20035

Bush Lets U.S. Spy on Callers Without Courts

By JAMES RISEN and ERIC LICHTBLAU
Correction Appended

WASHINGTON., Dec. 15 - Months after the Sept. 11 attacks, President Bush secretly authorized the National Security Agency to eavesdrop on
Americans and others inside the United States to search for evidence of terrorist activity without the court-approved warrants ordinarily required
for domestic spying, according to government officials.

Under a presidential order signed in 2002, the intelligence agency has monitored the international telephone calls and international e-mail messages
of hundreds, perhaps thousands, of people inside the United States without warrants over the past three years in an effort to track possible "dirty
numbers” linked to Al Qaeda, the officials said. The agency. they said. still seeks warrants to monitor entirely domestic communications.

The previously undisclosed decision to permit some eavesdropping inside the country without court approval was a major shift in American
intelligence-gathering practices, particularly for the National Security Agency, whose mission is to spy on communications abroad. As a result,
some officials familiar with the continuing operation have questioned whether the surveillance has stretched, if not crossed, constitutional limits on
legal searches.

"This is really a sea change,” said a former senior official who specializes in national security law. "It's almost a mainstay of this country that the
N.S.A. only does foreign searches.”

Nearly a dozen current and former officials, who were granted anonymity because of the classified nature of the program, discussed it with
reporters for The New York Times because of their concerns about the operation's legality and oversight.

According to those officials and others, reservations about aspects of the program have also been expressed by Senator John D. Rockefeller IV. the
West Virginia Democrat who is the vice chairman of the Senate Intelligence Committee, and a judge presiding over a secret court that oversees
intelligence matters. Some of the questions about the agency's new powers led the administration to temporarily suspend the operation last year and
impose more restrictions, the officials said.

The Bush administration views the operation as necessary so that the agency can move quickly to monitor communications that may disclose
threats to the United States, the officials said. Defenders of the program say it has been a critical tool in helping disrupt terrorist plots and prevent
attacks inside the United States. )

Administration officials are confident thai existing safeguards are sufficient to protect the privacy and civil liberties of Americans. the officials say.
In some cases, they said. the Justice Department eventually seeks warrants if it wants to expand the eavesdropping 1o include communications
confined within the United States. The officials said the administration had briefed Congressional leaders about the program and notified the judge
in charge of the Foreign Intelligence Surveillance Court, the secret Washington court that deals with national security issues.

The White House asked The New York Times not to publish this article, arguing that it could jeopardize continuing investigations and alert
would-be terrorists that they might be under scrutiny. After meeting with senior administration officials to hear their concerns. the newspaper
delayed publication for a year to conduct additional reporting. Some information that administration officials argued could be useful to terrorists
has been omitted.

Dealing With a New Threat

While many details about the program remain secret, officials familiar with it say the N.S.A. eavesdrops without warrants on up to 500 people in
the United States at any given time. The list changes as some names are added and others dropped. so the number monitored in this country may
have reached into the thousands since the program began. several officials said. Overseas. about 5.000 to 7.000 people suspected of terrorist ties are
monitored at one time, according to those officials.

Several officials said the eavesdropping program had helped uncover a plot by Iyman Faris. an Ohio trucker and naturalized citizen who pleaded
euilty in 2003 to supporting Al Qaeda by planning to bring down the Brooklyn Bridge with blowtorches. What appeared to be another Qaeda plot.
involving fertilizer bomb attacks on British pubs and train stations. was exposed last year in part through the program. the officials said. But they
said most people targeted for N.S.A. monitoring have never been charged with a crime. including an Iranian-American doctor in the South who
came under suspicion because of what one official described as dubious ties to Osama bin Laden.

The eavesdropping program grew out of concerns after the Sept. 11 attacks that the nation's intelligence agencies were not poised to deal

effectively with the new threat of Al Qaeda and that they were handcuffed by legal and bureaucratic restrictions better suited to peacetime than war.
according to officials. In response, President Bush significantly eased limits on American intelligence and law enforcement agencies and the
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military.

But some of the administration’s antiterrorism initiatives have provoked an outcry from members of Congress. watchdog groups. immigrants and
others who argue that the measures erode protections for civil liberties and intrude on Americans’ privacy.

Opponents have challenged provisions of the USA Patriot Act. the focus of contentious debate on Capitol Hill this week, that expand domestic
surveillance by giving the Federal Bureau of Investigation more power to collect information like library lending lists or Internet use. Military and
F.B.I. officials have drawn criticism for monitoring what were largely peaceful antiwar protests. The Pentagon and the Department of Homeland
Security were forced to retreat on plans to use public and private databases to hunt for possible terrorists. And last year, the Supreme Court rejected
the administration's claim that those labeled "enemy combatants” were not entitled to judicial review of their open-ended detention.

Mr. Bush's executive order allowing some wairantless eavesdropping on those inside the United States - including American citizens. permanent
legal residents. tourists and other foreigners - is based on classified legal opinions that assert that the president has broad powers to order such
searches. derived in part from the September 2001 Congressional resolution authorizing him to wage war on Al Qaeda and other terrorist groups.
according to the officials familiar with the N.S.A. operation.

The National Security Agency. which is based at Fort Meade, Md.. is the nation's largest and most secretive intelligence agency. so intent on
remaining out of public view that it has long been nicknamed "No Such Agency." It breaks codes and maintains listening posts around the world to
eavesdrop on foreign governments. diplomats and trade negotiators as well as drug lords and terrorists. But the agency ordinarily operates under
tight restrictions on any spying on Americans. even if they are overseas. or disseminating information about them.

What the agency calls a "special collection program” began soon after the Sept. 11 attacks, as it looked for new tools to attack terrorism. The
program accelerated in early 2002 after the Central Intelligence Agency started capturing top Qaeda operatives overseas, including Abu Zubaydah.
who was arrested in Pakistan in March 2002, The C.1.A. seized the terrorists' computers. cellphones and personal phone directories, said the
officials familiar with the program. The N.S.A. surveillance was intended to exploit those numbers and addresses as quickly as possible, they said.

In addition o eavesdropping on those numbers and reading e-mail messages to and from the Qaeda figures, the N.S.A. began monitoring others
linked to them, creating an expanding chain. While most of the numbers and addresses were overseas, hundreds were in the United States, the
officials said.

Under the agency's longstanding rules, the N.S.A. can target for interception phone calls or e-mail messages on foreign soil, even if the recipients
of those communications are in the United States. Usually, though, the government can only target phones and e-mail messages in the United States
by first obtaining a court order from the Foreign Intelligence Surveillance Court. which holds its closed sessions at the Justice Department.

Traditionally, the FB.1., not the N.S.A ., seeks such warrants and conducts most domestic eavesdropping. Until the new program began. the N.S.A.
typically limited its domestic surveillance to foreign embassies and missions in Washington. New York and other cities. and obtained court orders
to do so.

Since 2002, the agency has been conducting some warrantless eavesdropping on people in the United States who are linked. even if indirectly. to
suspected terrorists through the chain of phone numbers and e-mail addresses. according to several officials who know of the operation. Under the
special program. the agency monitors their international communications, the officials said. The agency. for example, can target phone calls from
someone in New York to someone in Afghanistan.

Warrants are still required for eavesdropping on entirely domestic-to-domestic communications. those officials say. meaning that calls from that
New Yorker to someone in California could not be monitored without first going to the Federal Intelligence Surveitlance Court.

A White House Briefing

After the special program started, Congressional leaders from both political parties were brought to Vice President Dick Cheney's office in the
White House. The leaders, who included the chairmen and ranking members of the Senate and House intelligence committees, learned of the
N.S.A. operation from Mr. Cheney. Lt. Gen. Michael V. Hayden of the Air Force, who was then the agency's director and is now a full general and
the principal deputy director of national intelligence, and George J. Tenet. then the director of the C.LA.. officials said.

1t is not clear how much the members of Congress were told about the presidential order and the eavesdropping program. Some of them declined to
comment about the matter. while others did not return phone calls.

Later briefings were held for members of Congress as they assumed leadership roles on the intelligence commitices. officials familiar with the
program said. After a 2003 briefing. Senator Rockefeller, the West Virginia Democrat who became vice chairman of the Senate Intelligence
Committee that year. wrote a letter to Mr. Cheney expressing concerns about the program. officials knowledgeable about the letter said. It could not
be determined if he received a reply. Mr. Rockefeller declined to comment. Aside from the Congressional leaders. only a small group of people.
including several cabinet members and officials at the N.S.A_, the C.1.A_ and the Justice Department. know of the program.

Some officials familiar with it say they consider warrantless eavesdropping inside the United States to be unlawful and possibly unconstitutional.
amounting to an improper search. One government official involved in the operation said he privately complained to a Congressional official about
his doubts about the program's legality. But nothing came of his inquiry. "People just looked the other way because they didn't want to know what
was going on." he said.

A senior government official recalled that he was taken aback when he first learned of the operation. "My first reaction was. 'We're doing what?' "
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he said. While he said he eventually felt that adequate safeguards were put in place. he added that questions about the program's legitimacy were
understandable.

Some of those who object to the operation argue that is unnecessary. By getting warrants through the foreign intelligence court, the N.S.A. and
F.B.I could eavesdrop on people inside the United States who might be tied to terrorist groups without skirting longstanding rules. they say.

The standard of proof required to obtain a warrant from the Foreign Intelligence Surveillance Court is generally considered lower than that required
for a criminal warrant - intelligence officials only have to show probable cause that someone may be "an agent of a foreign power,"” which includes
international terrorist groups - and the secret court has turned down only a small number of requests over the years. In 2004, according to the
Justice Department, 1.754 warrants were approved. And the Foreign Intelligence Surveillance Court can grant emergency approval for wiretaps
within hours. officials say.

Administration officials counter that they sometimes need to move more urgently. the officials said. Those involved in the program also said that
the N.S.A's eavesdroppers might need to start monitoring large batches of numbers all at once. and that it would be impractical to seek permission
from the Foreign Intelligence Surveillance Court first, according to the officials.

The N.S.A. domestic spying operation has stirred such controversy among some national security officials in part because of the agency's cautious
culture and longstanding rules.

Widespread abuses - including eavesdropping on Vietnam War protesters and civil rights activists - by American intelligence agencies became
public in the 1970's and led to passage of the Foreign Intelligence Surveillance Act. which imposed strict limits on intelligence gathering on
American soil. Among other things. the law required search warrants. approved by the secret F.I.S.A. court. for wiretaps in national security cases.
The agency, deeply scarred by the scandals, adopted additional rules that all but ended domestic spying on its part.

After the Sept. 11 attacks, though. the United States intelligence community was criticized for being too risk-averse. The National Security Agency
was even cited by the independent 9/11 Commission for adhering to self-imposed rules that were stricter than those set by federal law.

Concerns and Revisions

Several senior government officials say that when the special operation began. there were few controls on it and little formal oversight outside the
N.S.A. The agency can choose its eavesdropping targets and does not have to seek approval from Justice Department or other Bush administration
officials. Some agency officials wanted nothing to do with the program, apparently fearful of participating in an illegal operation. a former senior
Bush administration official said. Before the 2004 election. the official said. some N.S.A. personnel worried that the program might come under
scrutiny by Congressional or criminal investigators if Senator John Kery, the Democratic nominee. was elected president.

In mid-2004, concems about the program expressed by national security officials. government lawyers and a judge prompted the Bush
administration to suspend elements of the program and revamp it.

For the first time, the Justice Department audited the N.S.A. program. several officials said. And to provide more guidance. the Justice Department
and the agency expanded and refined a checklist to follow in deciding whether probable cause existed to start monitoring someone's
communications. several officials said.

A complaint from Judge Colleen Kollar-Kotelly, the federal judge who oversees the Federal Intelligence Surveillance Court. helped spur the
suspension. officials said. The judge questioned whether information obtained under the N.S.A. program was being improperly used as the basis for
F1S.A. wiretap warrant requests from the Justice Department. according to senior government officials. While not knowing all the details of the
exchange. several government lawyers said there appeared to be concerns that the Justice Department, by trying to shield the existence of the
N.S.A. program. was in danger of misleading the court about the origins of the information cited to justify the warrants.

One official familiar with the episode said the judge insisted to Justice Department lawyers at one point that any material gathered under the special
N.S.A. program not be used in seeking wiretap warrants from her court. Judge Kollar-Kotelly did not return calls for comment.

A related issue arose in a case in which the F.B.L. was monitoring the communications of a terrorist suspect under a F1.S.A -approved warrant.
even though the National Security Agency was already conducting warrantless eavesdropping.

According to officials. F.B.1. surveillance of Mr. Faris. the Brooklyn Bridge plotter. was dropped for a short time because of technical problems. At
the time. senior Justice Department officials worried what would happen if the N.S.A_ picked up information that needed to be presented in court.
The government would then either have to disclose the N.S.A. program or mislead a criminal court about how it had gotten the information.

Several national security officials say the powers granted the N.S.A. by President Bush go far beyond the expanded counterterrorism powers
granted by Congress under the USA Patriot Act. which is up for renewal. The House on Wednesday approved a plan to reauthorize crucial parts of
the law, But final passage has been delayed under the threat of a Senate filibuster because of concerns from both parties over possible intrusions on
Americans' civil liberties and privacy.

Under the act. law enforcement and intelligence officials are still required to seek a F1.S.A. warrant every time they want to eavesdrop within the
United States. A recent agreement reached by Republican leaders and the Bush administration would modify the standard for F.B.1. wiretap

warraiits, requiring. for instance. a description of a specific target. Critics say the bar would remain too low to prevent abuses.

Bush administration officials argue that the civil liberties concerns are unfounded. and they say pointedly that the Patriot Act has not freed the
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N.S.A. to target Americans. "Nothing could be further from the truth," wrote John Yoo, a former official in the Justice Department's Office of Legal
Counsel, and his co-author in 2 Wall Street Journal opinion article in December 2003. Mr. Yoo worked on a classified legal opinion on the N.S.A''s
domestic eavesdropping program.

At an April hearing on the Patriot Act renewal, Senator Barbara A. Mikulski, Democrat of Maryland. asked Attomey General Alberto R. Gonzales
and Robert S. Mueller 111, the director of the F.B.1., "Can the National Security Agency. the great electronic snooper, spy on the American people?”

"Generally," Mr. Mueller said. "I would say generally. they are not allowed to spy or to gather information on American citizens."

President Bush did not ask Congress to include provisions for the N.S.A. domestic surveillance program as part of the Patriot Act and has not
sought any other laws to authorize the operation. Bush administration lawyers argued that such new laws were unnecessary, because they believed
that the Congressional resolution on the campaign against terrorism provided ample authorization, officials said.

The Legal Line Shifts

Seeking Congressional approval was also viewed as politically risky because the proposal would be certain to face intense opposition on civil
liberties grounds. The administration also feared that by publicly disclosing the existence of the operation, its usefulness in tracking terrorists
would end, officials said.

The legal opinions that support the N.S.A. operation remain classified. but they appear to have followed private discussions among senior
administration lawyers and other officials about the need to pursue aggressive strategies that once may have been seen as crossing a legal line,
according to senior officials who participated in the discussions.

For example, just days after the Sept. 11,2001, attacks on New York and the Pentagon. Mr. Yoo, the Justice Department lawyer, wrote an internal
memorandum that argued that the government might use "electronic surveitlance techniques and equipment that are more powerful and
sophisticated than those available to law enforcement agencies in order to intercept telephonic communications and observe the movement of
persons but without obtaining warrants for such uses."

Mr. Yoo noted that while such actions could raise constitutional issues, in the face of devastating terrorist attacks "the government may be justified
in taking measures which in less troubled conditions could be seen as infringements of individual liberties."

The next year, Justice Department lawyers disclosed their thinking on the issue of warrantless wiretaps in national security cases in a little-noticed
brief in an unrelated court case. In that 2002 brief. the government said that "the Constitution vests in the President inherent authority to conduct
warrantless intelligence surveillance (electronic or otherwise) of foreign powers or their agents, and Congress cannot by statute extinguish that
constitutional authority." )

Administration officials were also encouraged by a November 2002 appeals court decision in an unrelated matter. The decision by the Foreign
Intelligence Surveillance Court of Review, which sided with the administration in dismantling a bureaucratic "wall" limiting cooperation between
prosecutors and intelligence officers. cited "the president's inherent constitutional authority 1o conduct warrantless foreign intelligence
surveillance.”

But the same court suggested that national security interests should not be grounds "to jettison the Fourth Amendment requirements” protecting the
rights of Americans against undue scarches. The dividing line, the court acknowledged. "is a very difficult one to administer.”

Barclay Walsh contributed research for this article.
Correction: Dec. 28, 2005. Wednesday:

Because of an editing error, a front-page article on Dec. 16 about a decision by President Bush to authorize the National Security Agency to
eavesdrop on Americans and others inside the United States to search for evidence of terrorist activity without warrants ordinarily required for :
domestic spying misstated the name of the court that would normatly issue those warrants. It is the Foreign - not Federal -Intelligence Surveillance |
Court.

Copyright 2005The New York Times Company I Home I Privacy Policy ] Search ] Corrections | )ENiL l Help ] Contact Us ] Work for Us [ Site Map I Back to Top
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Spies like us: NSA to build
huge facility in Utah
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high-tech jobs for
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Article Tools

Bl u® Hoping to protect its top-secret operations by decentralizing its massive computer
. hubs, the National Security Agency will build a 1-million-square-foot data center

E-mail this story \ o
at Utah's Camp Williams.

Print Friendiy
The years-in-the-making project, which may cost billions over time, got a $181

Photos million start last week when President Obama signed a war spending bill in which
o Congress agreed to pay for primary construction, power access and security
infrastructure. The enormous building, which will have a footprint about three
times the size of the Utah State Capitol building, will be constructed on a
200-acre site near the Utah National Guard facility's runway.

Congressional records show that initial construction -- which may begin this year
-- will include tens of millions in electrical work and utility construction, a $9.3
million vehicle inspection facility, and $6.8 million in perimeter security fencing.
The budget also allots $6.5 million for the relocation of an existing access road,
communications building and training area.

Officials familiar with the project say it may bring as many as 1,200 high-tech jobs
to Camp Williams, which borders Salt Lake, Utah and Tooele counties.

It will also require at least 65 megawatts of power -- about the same amount used
by every home in Salt Lake City combined. A separate power substation will have
to be built at Camp Williams to sustain that demand, said Col. Scott Olson, the
Utah National Guard's legislative liaison. He noted that there were two significant
power corridors that ran though Camp Williams -- a chief factor in the NSA's
desire to build there. |

The NSA bills itself as the home of America’s codemakers and codebreakers, but
the Department of Defense agency is perhaps better known for its signals
intelligence program, which is reported to have the capacity to tap into a
significant amount of the world's communications. The agency also has been the
subject of significant criticism by civil libertarians, who have accused it of
unwarranted monitoring of the communications of U.S. citizens.

The NSA's heavily automated computerized operations have for years been based
at Fort Meade, Maryland, but the agency began looking to decentralize its efforts
following the terrorist attacks of Sept. 11, 2001.

Propelling that desire was the insatiable energy appetite of the agency's
computers. In 2006, the Baltimore Sun reported that the NSA -- Baltimore Gas &
Electric's biggest customer -- had maxed out the local grid and could not bring
online several supercomputers it needed to expand its operations.

About the same time, NSA officials, who have a long-standing relationship with
Utah based on the state Guard's unique linguist units, approached state officials
about finding land in the state on which to build an additional data center.

1 of4 ' 6/21/12 6:02 PM
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Olson said NSA officials also seemed drawn to Utah's increasing reputation as a
center of technical industry and the area's more traditional role as a
transportation hub.

"They were looking at secure sites, where there could be a natural nexus between
organizations and where space was available,” he said. "The stars just kind of
came into alignment. We could provide them everything they need.”

The agency is building a similar center in San Antonio at the site of a former Sony
microchip plant. -

Sen. Orrin Hatch, the longest-serving member of the Senate Select Committee on
Intelligence, refused to answer questions about the project. Officials from Hatch's
office said they were not at liberty to discuss a classified matter, though it is
referenced in several public documents and has been spoken about openly by
state officials for the past week.

NSA officials also declined to comment immediately on the project, but pledged to
answer questions later this week.

Tribune reporter Matt Canham contributed to this story

® Copyright 2012 The Salt Lake Tribune. All rights reserved. This material may not be
published, broadcast, rewritten or redistributed.
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LEGISLATIVE HISTORY :
P.L. 95-511

- FOREIGN INTELLIGENCE SURVEILLANCE

ACT OF 1978 .

P.L. 95-511, see page 92 Stui. 1783 pro:

. Senate Report (Judiciary Committee) No. 95-604 (I and II}, pro’
Nov. 15, 22, 1977 {To accompany S. 1566] : JT];‘T("

i bHav

Senate Report (Intelligence Committee) No. 95-701, j Nl
Mar. 14, 1978 [{To accompany S. 15661 ' Con

House Report [Intelligence Committee) No. 95-1283, t . ?
June 8, 1978 [To accompany H.R. 73081 . 1 qﬁo;
House Conference Report No. 95-1720, Oct. 5, 1978 ' ) meh
[To accompany S. 1566] i h;m_

Cong. Record Vol. 124 (1978) ' of t

telli
DATES OF CONSIDERATION AND PASSAGE

Senate April 20, October 9, 1978 Eﬁ’eﬁ.
House September 7, October 12, 1978 S.
The Senate bill was passed in lieu of the House bill. The Senate gf‘l t(’ .
Reports (this page, p. 3970, p. 3973) and the House Con- the.
ference Report (p. 4048) are set out. S onun: - -
reco
SENATE REPORT NO. 95-604—PART 1 Dire
[page 1] gBen‘f
The Committee on the Judiciary, to which was referred the bill \Iroor
(S. 1566) to amend title 18, United States Code, to authorize appli- B
cations for a court order approving the use of electronic surveillance with
to obtain foreign intelligence information, having considered the same, g
reports favorably thereon with amendments and recommends that the restr
bill, as amended, do pass. Tespe
ited
eom
* * * £ * * ES * ES omn:
[page 3]
PTrrosE or AMENDMENTS -
: . . i3
The amendments to S. 1566 ave desioned to clarify and make more supy:
explicit the statutory intent, as well as to provide further safeguards testi-
for individuals subjected to electronic surveillance pursuant to this
new chapter. Certain amendments are also designed to provide a de- .
tailed procedure for challenging such surveillance, and any evidence '
derived therefrom, during the course of-a formal proceeding. ‘
Finally, the reported bill adds an amendment to Chapter 119 of ¢
title 18, United States Code (Title III of the Omnibus Crime Control :
and Safe Streets Act of 1968, Public Law 90-851, section 802). This .
latter amendment is technical and conforming in nature and is de- !
sirmed to integrate certain provisions of Chapters 119 and 120. A ¢
more detailed explanation of the individual amendments is contained y
in the section-by-section analysis of this report. t
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or lawful resident alien is the target of an electronic surveillance. the
judge is required to review the Executive Branch certification to deter-
mine if it 1s clearly erroneous. No review of the certification was al-
lowed in S. 3197. Finally, S. 1566 spells out that the Executive cannot
engage in electronic surveillance within the United States without a
prior judicial warrant. This is accomplished by repealing the so-called
executive “inherent power” discinimer clause currently found in sec-
tion 2511(3) of Title 18. United States Code. S. 1566 provides instead
that its statutory procedures {and those found in chapter 119 of title
18) “shall be the exclusive means” for conducting electronic surveil-
lance, as defined in the legislation. in the United States. The highly con-
troversial disclaimer has often been cited as evidence of a congressional
ratification of the President’s inherent constitutional power to engage
in electronic surveillance in order to obtain foreign intelligence in-
formation essential to the national security, Despite the admonition of
the Supreme Court that the language of the disclaimer was “neutral”
and did not reflect anv such congressional recognition of inherent
power, the section has been a major sonrce of controversy. By repeal-
' [page 7]

ing section 2511(3) and expressly stating that the statutory sarrant
procedures spelled out in the law must be followed in conducting elec-

tronic surveillance in the United States, this legislation ends the eight-

vear debate over the meaning and scope of the inherent power

disclaimer clause.

II. STATEMENT OF NEED

The Federal Government has never enacted legislation to regu-
late the use of electronic surveillance within the United States for for-
eign intelligence purposes. Although efforts have been made in recent
vears by Senator Xennedy, Senator Nelson, Senator Mathias, and
former Senator Philip A. Hart to circnmseribe the power of the execu-
tive branch to engage in such surveillance, and the Senate came very
close to enacting snch legislation during the 94th Congress, the fact
remains that such efforts hiave never been successful.® The hearings held
this year on S. 1566 were the sixth set of hearings on warrantless wire-
tapping in as many years.” The Committee believes that S. 1566 is a
measure which can successfully break this impasse and provide effec-
tive, reasonable safeguards to ensure accountability and prevent im-
proper surveillance. S. 1566 goes a long way in striking a fair and just
balance between protection of national security and protection of per-
sonal liberties. It is a recognition by both the Executive Branch and
the Congress that the statutory rule of law must prevail in the area of
foreign mntelligence surveillance.

"The need for such statutory safeguards has become apparent in re-
cent years. This legislation is in large measure a response to the reve-
lations that warrantless electronic surveillance in the name of national
security has been seriously abused. These abuses sere initially illumi-
nated In 1973 during the investigation of the YWatergate break-in.
Since that time, however, the Senate Select Committee to Study Gov-
ernment Operations with Respect to Intellizence Activities, chaired
by Senator Church (hereafter referred to as the Church Committee),
has concluded that every President since Franklin D. Roosevelt as-
serted the authority to authorize warrantless electronic surveillance
and exercised that authority, TWhile the number of illegal or improper
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FOREIGN INTELLIGENCE

P.L. 95-511 _
\nee. the national security taps and bugs condicted during the Nixon adminis-
:0 deter- tration may have exceeded those in previous administrations, the sur-
was al- veillances were regrettably by no means atypical. In summarizing its
3 cannot .
‘] _ 2 8pe, e.g.. 8. 2107, Foreign Intellinence Surveillance Act of 1976, 94th Cong.. 2d sess.
thout 2 (197RY ; S. 743, National Security Surveillance Act of 1975, 94th Cong., 1st sess, {1973) ¢
n-called S. 2820, Surveillance Practices and Procedures Art of 1973, 93rd Conz.. 1st sess. (1973) :
RN S. 4NR2, Freedom from Surveillence Act of 1974, 93ré Cong., 24 sess. (1974).
. 1n see- 1 8ee, e.p., Hearings before the Subcommittee on Crimnal Laws and Procedures of the
instead Senate Committee on the Judielary, Foreign Inielligence Surveillance Act of 1976, 94th
mstead . Cong., 2d sess. (1976) : Senate Select Committee on Intelligence, Foreign Intelligence Sur-
of title . reillance Aet of 1976, 94th Cong.. 2d sess. (1976) ; Subcommittee on Surveillance of the
. L Senate Committee on Forelgn Relations and the Subcommittee on Adminlistrative Practice
surveil- - and Procedure of the Senate Committee on the Judielary. Warrantless Wiretaping and
I Electronic Surveillance, 94th Cong., 1st sess. {1975) ; Joint Hearlngs before the Subcom-
N 'COH- ; mittee on Administrative Practice and Procedure and the Subcommittee on Counstitutional
ssional Rights of the Senate Committee on the Judlclary, Warrantless Wiretapping and Electronie
Surveillance, 93d Cong., 2d sess. (1974) ; Hearings before the Subcommittee on Adminis-
ngage trative Practice and Procedure of the Senate Committee on the Judieciary, Warrantless
n = lﬁ- E Wiretapping, 92d Cong.. 24 sess. (1972). In the joint report of the Suhcommittees on Sur-
: 99 veillance and Administrative Practice and Procedure issued tn 1973. findings were marle
tionof that “there are not adequate written standards or criterfa within the executive branch to
. . govern the warrantless electronic surveillance of either Americans or foreigners. There is a
sutral’ gap in the statutes, the case. and in administrative regulation on the use of warrantless
JQerent wiretaps or bugs by executive branch agencies for alleged ‘national security’ purposes.”
repeal- [page 8] .
conclusion that surveillance was “often conducted by illegal or im-
\rrant proper means,” the Church committee. wrote :
r elec- Since the 1930, intelligence agencies have frequently wire-
sight- tapped and bugged American citizens without the benefit of
sovwer judicial warrant. . . . [Plast subjects of these surveillances
have included a United States Congressman, Congressional
staff member, journalists and newsmen, and numerous indi-
: ) viduals and groups who engaged in no criminal activity and
regu- who posed no genuine threat to the national security, such as
¢ for- two VWhite House domestic affairs advisers and an anti-Viet-
ecent nam War protest group. (vol. 2,p. 12)
and * * * * *
secu- . L. . .
verv _ The application of vague and elastic standards for wire-
fact I | tapping and bugging has resulted in electronic surveil-
held t lances which, by any objective measure, were improper and
¥ire- seriously infringed the Fourth Amendment Rights of both
tis a the targets and those with whom the targets communicated.
Hee- , The inherently intrusive nature of electronic surveillance.
im- ' moreover, has enabled the Government to generate vast
just amounts of information—unrelated to any legitimate gov-
per- ; ernment interest—about the perscnal and political lives of
and American citizens. The collection of this txpe of information
a of E has, in turn, raised the danger of its use for partisan politi-
3 cal and other improper ends by senior administration ofii-
i re- cials. (vol. 3, p. 82.)
eve- : Also formidable—although incalculable—is the “chilling effect”
onal o which warrantless electronic surveillance may have on the constitu-
mi- tional rights of those who were not targets of the surveillance, but who
o A slalet =4 »
-in. i perceived themselves, whether reasonably or unreasonably, as poten-
OV : tial targets. Our Bill of Rights is concerned not only ith direct
red infringements on constitutional rights, but also with government
2e), e activities which effectively inhibit the exercise of these rights. The
" as- : exercise of political freedom depends in large measure on citizens’
- . = .- .
nce - understanding that they will be able to be publicly active and dissent
per
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P.L. 95-511
from official policy, within lawful limits, without having to sacrifice
the expectation of privacy that they rightfully hold. Arbitrary or tc
uncontrolled use of warrantless electronic surveillance can violate that
understanding and impair that public confidence so necessary to an S
uninhibited political life. d:
S. 1566 is designed, therefore. to curb the practice by which the tc

C(

Executive Branch may conduct warrantless electronic surveillance 1c
on its own unilateral determination that national security justifies it. b
At the same time, howerver, this legislation does not prohibit the legiti- ar
mate use of electronic surveillance to obtain foreign intelligence 01
information. Asthe Church commitfee pointed out: ' fc

Electronic surveillance techniques have understandably b
enabled these agencies to obtain valuable information relevant -
to their legitimate intellicence missions. Use of these tech- .
niques has provided the Government with vital intelligence. :
which would be difficult to acquire through other means. about w
the activities and intentions of foreign powers and has 1 -

[page 9]
provided important leads in counterespionage cases. (vol. 2, T
. 274) : te
Safeguarding national security against the intelligence activities of SY
foreign agents remains a vitally important Government purpose. Few su
would dispute the fact that we live in a dangerous world in which an
hostile intelligence activities in this country are still carried on to our i
detriment. gu
Striking a sound balance between the need for such surveillance and an
the protection of civil liberties lies at the heart of S. 1566. As Senator for
Kennedy stated in introducing S. 1566 :

The complexity of the problem must not be underestimated. Ce
Electronic surveillance can be a useful tool for the Govern- ini
ment’s gathering of certain kinds of information; yet, if mm
abused, 1t can also constitute a particularly indiscriminate to
and penetrating invasion of the privacy of our citizens. My tio
objective over the past six years has been to reach some kind we
of fair balance that will protect the sccurity of the United nt
States without infringing on our citizens’ humar liberties and as
rights.* oni

The committee believes that the Executive Branch of Government g‘a‘
should have, under proper circumstances and with appropriate safe- n ae
guards, authority to acquire important foreign intelligence informa- g
tion by means of electronic surveillance. The committee also believes Ge:
that the past record and the state of the law in the area make it desir- €
able that the Executive Branch not be the sole or final arbiter of when une
such proper circumstances exist. S. 1566 is designed to permit the Gov- ]}:}T
ernment to gather necessary foreign intelligence information by means s ts‘
of electronic surveillance but under limitations and according to : 1{
procedural guidelines which will better safeguard the rights of ou ]
individuals. ;lﬂc;

IIT. BAGEGROUND L
the

The bipartisan congressional support for S. 1566 and the construc- T
tive cooperation of the Executive Branch toward the legislation signi- *?*tt(

orz:

fies a constructive change in the ongoing debate over electronic sur-
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Calendar No.977

94rHE CONGRESS SENATE 1 - REepORT
2d Session 1 No. 94-1035

FOREIGN INTELLIGENCE SURVEILLANCE
ACT OF 1976

Jovry 13, 1976.—Ordered to be printed
Filed under authority of the order of the Senate of July 1. 1876

Mr. Kex~EeDY, from the Committee on the Judiciary,
submitted the following

REPORT

together with
ADDITIONAL AND MINORITY VIEWS

[To accompany S. 3197]

The Committee on the Judiciary, to which was referred the bill (S.
3197) to amend title 18, United States Code, to authorize applications
for a court order approving the use of electronic surveillance to ob-
tain foreign intelligence information. having considered the same, re-
ports favorably thereon with amendments and recommends that the -
bill, as amended, do pass. :
AMENDMENTS

)

On page 2, line 16, strike out “assists”
“or”, the word “knowingly”.

On page 2, line 16, strike out “and’ and insert in lieu thereof “or’.

On page 2, line 20, insert the word “surveillance”, after the word
“other”.

On page 3, line 2, insert the word “gurveillance” after the word
“other”.

On page. 3, line 3, strike out “transmission”, and insert in lieu
thereof “communication”.

On page 3, lines 4+ and 3, strike out “with a reasonable expectation
of privacy”. and insert in lieu thereof “under circumstances where a
person has a constitutionally protected right of privacy and”.

On page 3, line 3, strike out “point of origin”, and insert in liew,
thereof “sender”. ' er-

' JNer

and insert after the second

73-979 0
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LEGISLATIVE HISTORY

P.L. 95-511 T
question of how many “cutouts” are enough to exempt an American e o ne:
acting.on behalf of or in conjunction with a Clommunist regime from - ) , L ET‘
lawful electronic surveillanée ¢ Most Americans would. probably agree - o T
that in such cases: it would be better to err.on the-side of cantion and o R eif
tell the intelligence agencies to survey anyone-working with such .- LT E:ba‘r _
regimes. The bill ought to reflect this. =~ . . " . o o - SN
" Finally, the very complexity of the standards must ‘be-judged - a. .
drawback. Even if they provided the Nation sufficient protection .in . '-'T'
peacetime, they would surély be too cumbersome to do so in time of » N
war. In time of war, then. 2 new bill would have to be hastily enacted. - S0 peE
to provide for emergency poirers. But emergency legislation 15 gener- -
ally bad legislation. While: e have the time we onght-to enact a bill Tni
workable in bad times as well as in good times. . - pers

. Marcorx ‘WaLrror. clan
Star
. : : A : bill.
- HOUSE CONFERENCE REPORT NO. 95-1720 whe
: . . rori
¥ * * ) =-< " ok * 0 x witl
- [page 19): it S : ac_fl‘.,
. JOINT EXPLANATORY. STATEMENT OF THE COMMIT- ' . . resp
. TEEOF CONFERENCE - I Sdwt. s
-..._-The-managers on the part of the House and the Senate at the con. - oo pow
ference on the disagreeing votes of the two Fouses on the amendments - ' pow -
of the House to the bill (S. 1566) to amend title 18, United States - : Uni:
Code, to authorize applications for a court order’ approving the use : . spec
of electronic surveillance to obtain foreign intelligence information, . C defir
submit the explanation of the effect of the action agreed upon by the - . L knor
managers and recommended in the accompanying conference report. .} inte
The managers recommend that the Senate agres to the amendments sons
. of the House, with an amendment. That amendment will-be referred acti
to here as the “conference substitute.” Except for certain clarifying, T
clerical, conforming, and other technica} changes, there follows an defi:
issue by issue summary of the Senate bill, the House amendments, and men
the conference substitute. _— actr
pow
The Senate bill amended Title 18 (Crimes and Criminal Procedures) Ellg]t;e
of the United States Code, to authorize applications for a court order will
approving the use of electronic surveillance to obtain foreign intelli- Stat
gence information. ' inst:
The House amendments provided for an uncodified title, to authorize shor
electronic surveillance to obtain foreign intelligence information. of a
The conference substitute adopts the House provision. The con- £ -
ferees agree that this change is not intended to affect in any way the 1ot
jurisdiction of Congressional Committees with respect to electronic Qél ’
surveillance for foreign intelligence purposes. Rather, the purpose of B zx.x
the change is solely to allow the placement of Title I of the Foreign }n ré?
Intelligence Surveillance Act in that portion of the United Stafes urt-
Code (Title 50) which most directly relates to its subject matter. ;2';2
DEFINITION OF “FOREIGN POWER” acts.
The Senate bill defined “foreign power”, with respect to.terrorist tral
groups, to mean a foreign-based terrorist group. natic
4048 ‘
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_ ~ [page 31}
NOTICE OF USE OF INFORMATION IN LEGAL PROCEEDINGS -
The Senate bill provided for motification to the court when in- : _ aggarl%‘
formation derived from electronic surveillamce is to be used in legal T : o re?I‘h'
proceedings. o R o ' - "th:'
The House amendments contained-a comparable provision and also w1 de
" a provision, not contained in the Senate bill. requiring notice to the Z% da.&

aggrieved person. The House amendments also contained a separate ' - be £
section relating to use by State or local authorities requiring notice to : : ;.

the Attorney (General. o : . Gover
The conference substitute adopts the House provisions. The con- HThE
“ferees agree that notiee should beFiven to the aggriéved person as soon the
as possible, so as to allow for the disposition of aniy motions concern- -+ the in
ing evidence derived from electronic surveillance, The conferees also . ’35‘.he ¢
agree that the Attorney General should at all times be able to assess Tiew ¢
whether and to what extent the use of information made available by 18 nec:
the Government to a State or local authority will be used. ilgiie
SUPPRESSION MOTIONS ~.ithat t -
. ‘ ) . oo sary 1
The Senate bill provided for motions to suppress the contents of any ' S ke v e The
communication acquired by electronic surveillance, orevidence derived - Dot . appre
therefrom. : ‘ T o in bo
The House amendments provided for motions to ‘suppress the evi- stand.
dence obtained or derived from electronic surveillance. - of the
The conference substitute adopts the Hotuse provision. The conferees and'p -
agree that the broader ferm *“evidence” should be used because it in- intere
cludes both the contents of communications and other information ob- Ce
"tained or derived from electronic surveillance. The
i - ) -.acquir
IN CAMERA PROCEDURE FOR DETERMINING LEGALITY pectat
The Senate bill provided a single procedure for determining the ment -
legality of electronic surveillance in a subsequent in camera and ex Or SeT
parte proceeding, if the Government by affidavit asserts that disclosure The
or an adversary hearing would harm the national security of the except,
United States. The Senate bill also provided that, in making this deter- bodily
mination, the court should disclose to the aggrieved person materials - The
relating to the surveillance only where such disclosure is necessary to the wc
make an accurate determination of the legality of the surveillance. dicatic
The House amendments provided two separate procedures for deter-
mining the legality of electronic surveillance, if the Attorney General
files an affidavit under oath that disclosure would harm the national Th
security of the United States or compromise foreign intelligence tort °
sources and methods. In criminal cases, there would be an in camera cgmle;y'f
proceeding; and the court might disclose to the aggrieved person, under the ;nc%
appropriate security procedures and protective orders, materials relat- The
ing to the surveillance if there were a reasonable question as to the a ° a
legality of the suveillance and if disclosure would likely promote a Cg;me_t
more accurate determination of such legality, or if disclosure would the n,lrl,
not harm the national security, In civil suits, there would be an in ‘Iy‘h ¢
camera and ex parte proceeding before a court of appeals; and the int ll?.rr'
court would disclose, under appropriate security procedures and pro- \,ré eiOI"(
tective orders, to the aggrieved person or his attorney materials relat- gse cg(
Commit
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FOREIGN INTELLIGENCE
P.L. 95-511 :
[page 32]
ing to the surveillance only if necessary to afford due process to the
aggrieved person. The House amendments also.provided that orders
regarding legality or disclosure would be final and binding.

The conference substitute essentially adopts the Senate provisions,
with technical changes and the following modifications. The in camera
and ex parte proceeding is invoked if the Attorney General files an
affidavit under oath. All orders regarding legality and disclosure shall
be final and binding only where the rulings are against the
Government. ,

The conference substitute adds the words “requiring review or’” to
the provision making orders final and binding. This change clarifies
the intent of the House provision in conformity with section 102(a).
The conferees intend that a determination by a district court that re-
view of a certification by the Attorney Gemeral under section 102(a)
is necessary to determine the legality of the surveillance shall be con-
sidered a final and binding order and thus appealable by the Govern-
ment beforé the court reviews the certification. The court may order
that the certification be unsealed for review if such review is neces-
sary to determine the legality of the surveillance.

The conferees agree that an in camera and ex parte proceeding is
appropriate for determining the lawfulness of electronic surveillance
in both criminal and civil cases. The conferees also agree that the
standard for disclosurs in the Senate bill adequately protects the rights
of the aggrieved person, and that the provision for security measures
and protective orders ensures adequate protection of national security

interests. ;
S TNITENTIONAL RADIC ACQUISITION

The Senate bill prohibited any use of the contents of unintentionally
acquired domestic radio communications, if there is a reasonable ex-
pectation of privacy and a warrant would be required for law enforce-
ment purposes, .except where the contents indicate a threat of death
or serious bodily harm to any person. o : :

The House amendments contained a comparable provision, with an
exception if the contents may indicate a threat of death or serious.
bodily harm to any person. v

The conference substitute adopts the Senate provision which omits
the word “may.” The conferees agree that an exception for any in- -

dication of such a threat is sufficient.

CONGRESSIONAL OVERSIGHT

The Senate bill and the House amendiients both require the At-
torney General, on'a semiannual basis, to fully inform the intelligence
committees of each House concerning all electronic-surveillance under

. theact. :

The Senate bill also stated that “nothing in this chapter shall be

“deemed to limit the authority and responsibility of the appropriate -

committees of each House. of Congress to obtain such information as

they may need to carry out their respective functions and duties.”

. The House amendments limited this reservation to the respective
intelligence committees, The conference substitute adopts the Senate
Version. - . ] . .
Section 2528(b) of the Senate bill required the Senate Intelligence
Committee to report annially to the Senate on the implementation of
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951t CONGRESS l{ HOUSE OF REPRESENTATIVES { REePORT 95~

84 Session 1283, Pt. I

FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 197 8

JONE 8, 1978 —Ordered to be printed

Mr. Boraxp, from the Permanent Select 'Committee, on Intelligence,
' submitted the following ' :

REPORT
together with A
SUPPLEMENTAL, ADDITIONAL, AND DISSENTING
VIEWS '
{T0 accompany H.R. 7308 which on Nove:rﬁber 4, 1977, was referred jointly to the
Committee on the Judiciary and the Permanent Select Committee on Intelli-
gence] R '

The Permanent Select Committee on Intelligénce, to whom was

referred the bill (H.R. 7308) to amend title 18, United States Code, to .

authorize applications for a court order approving the use of elec-
tronic surveillance to obtain foreign intelligence information, having
considered the same, report favorably thereon with amendments and
recommend that the bill as amended do pass.

ANMENDMENTS

Strike all after the enacting clause and insert in lieu thereof:

fThat this act may be eited as-the “Foreign Intelligence Surveillance Aect of
1978". . . P
“TABLE OF CONTENTS -

TITLE I—ELECTRONIC SURVEILLANCE WITHIN THE UNITED STATES FOR
FOREIGN INTELLIGENCE PURPOSES
Sec. 101. Definitions. -

Sec. 102. Authorization for electronic surveillance for foreign intelligence purposes.
Sec. 103. Special courts.
- Sec. 104. Appliéation for an order. '
See. 105. Issuance of an order.
Sec. 106. Use of information. -
Sec. 107. Report of eléctronic surveillance.:
Sec. 108. Congressional oversight.
- Sec. 109, Penalties. B
Sec. 110.. Civil liability.

. : - 'TI,TLE II-—CONFORMING AMENDMENTS

Bec. 201. Amendments to chapter 119 of title 18, United States Code.
TITLE III—EFFECTIVE DATE

Sec. 301. Effective date.

20228




Case3:08-cv-04373-I3SW—Document90- Fited07/02/12—Page51 of 54

*@IT I31dByo IIpun

woy} Jurxq 03 ‘pdanbax 3 nos oI ‘Sajmydus Jo , GONSIMDIT [BANB,, 2y} OI J(NSII JuU O
mumwﬂmaﬁwm %m%u.%ﬁ wuwwon aauWwU o) 9sNBIAQ SNOIINIBLS SWIIS LOISTOIP wmu 30 303ds8 SIUT 2¢
) : ~(2267) s 00 oUOYAVIAL, AN "A $9IDLY Da3UL) e

oY} UIYJIA JOU ST SUOTIEOTUNTIUOO IO UOTYBOTUNTITIOD .Hﬁzoﬂmmdm €70
@OUR)STXS,, 3Y3 FO eSpofmous] Sutainboe 03 pasoddo se ‘Tereuss UL SUOT}
~EOTUNUIWIO0 JO (@0URISIXA,, a3 JO oFperaowy SuLImboe 9sinod QO

T -UOTYROTUNTIUIOD Y JO (POUISIXS,, 3} FUIUIOUOD UOTJEULIOFUL
st ouoyd ae[noryred g 98 U0SId I9UJOUB YHIA 9FEITUNTLWIOD 0F pogduzey
e sey s1e3stde wed oty JO J95IBY 9YY FBYY Y Y], 'SOUIL} JO ISqUINU
pegeUSIsep € Jurl euoyd oy} Suraey AQ AJoIOUL PRABAUOD 8q Leux Ads
07 S[BUSTS 91074 P[OY 20UAST[[99UI AT UT o1I} A[[BL00dSa ST SIY T, 14 ST}
IOPUN UOTYEOTUNUIUIOD B.ST ST} ‘ouoyd 972 s1omsUe uossad I9YG3J0 373 J0u
10 ToypeA ‘Tequinu suoydeey s,uosted teyjoue s[eIp uosied B USYAL
“UOTJROTUNTIWIOD B JO (SOUSIXD,, 9} SUULISOUO0D TOTFEULIOFUL SOPNTOUL
(SHUDIWOD,, FO UOTITUYLP B[} ‘TSA0SIOTY "OWIBU SIY JO UOTIUSUL A S8 WIY
Ayryuept AJeargoege st wed YoTgM ‘zequinu ouoyd s,uoszed © sepuoul
A913uept,, pue seraed Fo £9TjULPT O SUOTIUSTL Ayreoyroads  STURIUOD,,
W8y OY, “[[1q STY} UL POUGSP 918 SULIO] IS0 8B (SUOTJROTUNUIUIOD AITM,,
JO (STUPYUOD,, IINDOE Op SI9ISIFRL URd JB[} 99JTUITIOD, ST FO JUSYUTL ST}
ST AT ¢e"0POQ) $99BG PRITUL) ‘ST O[3 FO ST 103dBYO UL PIUYDD BIE SULISY
9SO0U} §8 (UOTJEOTUNUITION 9T, B JO (SJUBYUOD,, 91DO. JOU PIP I9)SLOAT
wed % 987} Po3sessns 2amo)) SWeIdng 9Y) g, WOISIORp JUL B . UJ-

. “pOPNIIUL oI SISTFaI wad 58 UINS SIOTASD. JBY}
oINS 0] ATBSSO0IU SI 9T (SPUSIU0,, FO UoTyISTNbOE o3 U0 WIn ‘[1q °Y}
JO 23810400 O1) AUYAP JOBF UL YOIY ‘GOUE[[IPAINS JTUOIIOIYS JO SUOLL
-TUIOPQUS INOF ATF FO S2IYY S Yonwseu] “syseaejur Lovatrd oyEmILEa]
10901d 03 YUITOTHNS ST [[1q, 993 FO 0d00S Y3 J8Y7 INSSE. 09 JUBSU ST STUL
-geryd PeOIQ SIULY, "HOIFBOTUNTUIUOD B JO wﬁnﬁﬁw 10 ‘gxodand ‘eourisqns
‘o0uejsIxe oYy 10 sorgred eUj FO SSIJIUSPT 93 SUTUISOUOD UOIYETLIOFUL
‘fue sepupour 91 ‘Areogroeds SULIS) PEOIq UL ‘UOLIEOTUNUIUIOD AUB 03
100dSeI TITA POSTL TBYA ¢ STUIUOD,, TLISY o3 souyep (W) [0T UoT3008
_ . squopuoy) - (1)

, *pesn st uoszad %%H,_W,
-tput,, 10 wosied ‘Q[) [BNPIATPUL, LT} A7) ‘03 PAIISFAl 9IE SUOSIAC
H.mmﬁawmﬁ £puo ey Wa@ﬂmpﬂ st 9t sasq A " ((@)-(¥) (3)(q) 10T 01303 995
‘sprepue)s (Jomod USTRIO] € JO JUOSE,, U} JO UIBLIN0 JOPUN PIBoIE}
0 POD o191y 8y oTqussod ST 91 ¢ (s[enprarpur 03 perydde oq jouued
YPTYM) pIEpuB)S  Jomod USIAI0],, ) ISPUN POIeTIe) 0q PIROM SIIUS
9s0W 78y} Pogoadxe ST 91 otyas ‘opdurexe 10,4 pesn St (uosied,, wLIa}
oy} exoym ‘suosiod eq. U SPTITYU’ JBYY HIOI[dX ONBUL 0} PIPUSIUL ST
1T efqussod esues 3saproIq Y3 Ul uosrad,, seugep (Tr)TQT UOM9G

o S . moseed (u)

_ "TOYTUYIP STy} UL
« UOTIORTILOD SXT[,, 8 ‘103 OTYJ UIYFLA JOU ST [RUSTS OIPBL Y "UOTFEoTUN
~UI00 SITA B JOU “UOTYBOTUNLUITUOD OTPEL & JO morgisinbor Surafoaut ‘(g

(3) 70T wota0ss gou “(g) (F) TOT UOTIORS IOPUN SOWB[[IPAINS DTUOIIOVO ST
‘[euSTs orpel oy Surpdeorsjur Aq ‘SIOTIIEO UOTIIIOD AC PILIIED SUOTIEITU
“OUITIOD 9ABMOIOTIE F0 worjdeoaequ] * () (F) TOT UOI0RS IopuUn S0wB[[1es
70 OTUOIIOR[® 9F 0} AJIAIION O} -I0J JIOLIIBD UOWLNOD BT} AQ PIYSU
-IN BIIA 9Y9 WOIJ UOWROTUNTULIOD S AIMbO¥ 03 90TASP ONI[ IO [109
Tomonpur ue ‘9arm oyg uo dey & oarbex 0f St STY3 F0 1900 Uy, uosted

® 03 qudLigno pros juewrdinbo 0} I9FOI J0U SAOP 9] 'SOI[IOBF SUOIFRD
STUBUIWoY FO WOTSTA0I S I9TLIBY TFOULUIOD 9] JO 9SIN0D ATRUIPIO 9} Ul
PIUSIUINT SWESUW POYSTWINY,, PIOA 9} ‘IOA0SIOTY -AI9Unod uSrazo]
¢ UL ISLIIZO UOTIUIOD B J0U PUB JSTIIBY UOTUUIOD "Q[) B SULIW JOLX
-182 WOUIWIO0D,, TLIS] 9Y,], "IOLIIBO WOUWITIOD ¢ Af Pereredo IO Pay[sIuIng
2a14 & £q PILLIBO 218 AB1[) O[TUAL ATUO [I O} JOPUN SUOTIEOTUNIUTION
9114, 91 SUOTIBOTUNUITIOD 9B} 1BO[O SOYRUI 910 UOTJIULRP aY],

: o "61T 201dBY0 J9pUN , UOTFBOTUNIUUOD
ax1M,, B Sutnonsq ‘surejsds euotdere oqut payoyed,, oq ueo ‘uorydeotal
“Ul JUSTIROIOFUS MB] I0F JUBIIBM B 9Imbax 10 Loearxd Jo womuioadse
S[GBUOSEAL B DABY JOU OP UOTYM ‘SUOTIBOTUNTUUIOD PUBQ QULIBW AI8W
-TpI0 ‘0STY (LT “IID UG) $6T PG " 88% UPH "4 o028 pogne]] 99
BTT 103dBo PeIB[oTA A[[BOTUT09) AQRISY) PUB SUOMBOIUNIUUIOD auoyd
-9703-0TpBI Po3de0aejul S8 OBl T AIBUIPIO we 0 SUIWSISI] UBtUdA
7 9I9UA SB YOUS SPH[NSOL SNOTBUIOUB 0} PO] SBY STYJ, ‘TOLIIBd UOUIoD
6 Aq POYSTHING oX1m 8 £q 2IBd UI IO 9]0 UT PILLIED UOTFBOTUNIUTIOD
Lue epupour 0] PauYep ST LIS A1) IO, 9PO) o181 Pt ‘ST
9[IM 7O §TT 193dBYD UL WLIL) STLES 9Tf) JO UONIUYAP 9} WOLT SIBYIP Uor)
~BOTUINUIUEOD BITM JO UOTITUTRP STYJ, “IOLLIBO UOWITIOD SUOTIEITUNIIUIOD
2 £q pereredo 10 PAUSTUINT WOIFOAUUO00 AFT] JOYI0 10 ‘O[qed ‘erra v £q
POLLLIED SUTeq ST 91 O[TYM (RSTAMIDTIO IO ‘TRAISA ‘TBIO IOYJSTM) TOTIBITU
-nwriod LU WeeUL 03 ( UOTIBOTUNTITIOD 9ITA,, seuep -(T) IO WOW0dSQ

. UOUDIMUNUNLOD P42 {T)

o : i aB] 290 Lur
I0 STYY I8pUL PAIOYTUOW 90 07 ST suostad *Q'[] . JO SUOTIUSUL, JO UOTILZ
~TWTUIW SUTUI8A03 $eInpeoold WOTYRZIUNTUIUL YITA 90UBT[AUI0D YOIy £q
SUBSUI 9ATSTI[OX? QY3 9 0] PIPUAIUL 918 S99NJTUINO]) S0UBSI[[SIUT OSNOTL
PUB 938UG U3 L] JUSISIOAO [BUOISSAISUOD PUB JUSISIVAC 9AIJNOOXT]
*(p) goT uomoes o7 quensind seSpnl A soTA9Y ‘UOMBZIWIUTUWL JO J18d
SIy] Yara eouBT[duroo eansut 03 7003 9geradosddeur Afremnonaed axe s
[[ATO PUB 90USPIAS [BUIILIO JuBAs[al JO uorssarddng -eoroyue Leuwr £a1g
yotqa ‘suosted Yons ur 9uStr £109038)S B 9380I0 0} JURIUI OU ST 9I9(]
‘ToTyBOTUNITIOO 913 0% serxed Jou a1e Lo enoy) weae ‘sucszed S}
IMOge ‘SUOTBOTUNWITION JO UOIFBZIIIUTUX a1rnbex soxnpevoxd uonwzI
~TUTW T]Iq ST I8PUN ST AN *7de0I81Ul ABLU JUSUIUISAOL) 913 YOTUA U]
NOqR SUOIYLOTUNWWO0 Ul JYS1d £oBarid JUSTUPUSWE YJINOF OU 94ABY
suoszed [ons 8y} UDULAP]F UL PRy AT2oyt0ads sey 41no)) sweidng
oY, "SIa[30 ‘Aq INOQE PeX[e) IO PIUOTIUSW ¢ LB OYM “UOTIEITUNIL
w00 % 03.s913.18d J0u ‘suosrad spurout J0u seop Lqreonroads ey T, |
o : “(896T) 91C 'S (L F6E ‘S22028 PoRIU[] *AUDULIIP]Y
99Q "POUR[[[PAINS OTUOIFOR[8 0} 303ClSaX YITA JUSMUPURMIY YINOT 9U3
JOPUM SWIR[D BSTBI 03 SUIPWERIS 9ARY Ofa suosted 9SOY] “UBYY 19PLOI]
OU 9N “0ATSURIX00 8¢ 07 PIPUINUL ST UWLIVY 9Y} ‘PIUYRP S "90UB[[I9AINS
OIU01709]9.07 Po3oelqus L[BIUSPIOUT Uasq SBY 1201} ¢ JOU SNOTYI[R ‘0T[4
uosaad 19730 AU® J0 QOUB[IPAINS OTUOLIOAD U JO 19316 9U) U] SBY
oym uosied ¥ 58  wosiad peastidde,, wre) oyg seuyep () TOT UOW0IG
C U0849E PestLbby (&)

. 918y pouyep S8 :Amo.uﬁ,m ﬁ&.ED: 813 ap1sqNo se0%|d 07 1801

a%poﬁﬁou US18107,, PUB ,PISBC-UFTAIO0T,, S8 YONS SWLIY I[Iq oY) U
U : : '$91BIQ POITUN)

mﬁmo,.bﬂwa,ﬂgom...Eﬁoﬁﬁﬁaﬂ,Ho@gs.uoga,é?ﬁaa@ﬁa?wﬁm

99




Case3:08-cv-04373-JSW Document90 Filed07/02/12 Page52 of 54

EXHIBIT I




Case3:08-cv-04373-JSW Document90 Filed07/02/12 Page53 of 54
Case M:06-cv-01791-VRW  Document 441-16  Filed 04/07/2008 Page 2 of 5

FOREIGN INTELLIGENCE

P.L. 95~511
- which guise that he is- an agent of a refugee terrorist leader and then to
n, but target these recruited persons against the FBI, the Dade County
when Police, and the CIA, the ultimate goal being to infiltrate these agen-
»nents : cies. F is to keep the intelligence officer informed as to his progress
i ' in this regard but his reports are to be made by mail, because the
[ “na- ' TU.S. Government cannot open the mail unless a crime is being
laws. committed. . - :
hat is  Comyment—As in. case No. 4, no tap would be permitted under
>urt’s S. 1566. This is. not the kind of information contemplated under
com- the act. A tap would not be permitted under section 794 of title 18
vered ' as well. If F'is to report in “by mail” is F going to do his recruit-
)(B) ment by telephone? Does the Government plan to read S. 1566 to
racy ' permit the refugee organizations to be wiretapped to find out if they
are infiltrated ? These are dangerous readings of S. 1566. The proper

action is to allow the FBI, having this much information, to foil

Tant, F's scheme. ) o
ighly A " In sum, the Justice Department is “reaching” for the exceptional
3 has i case to establish the need for a deviation from the criminal standard.
rass- i Contrary to all experience with judicial warrants in the wiretapping
to a avea, the Department presumes “strict comstruction” by judges wi
The : hamper legitimate intelligence. The Justice Department should be
d in : reminded that cnly seven judges, picked by the Chief Justice of the
le to U.3. Supreme Court, will review these warrant requests. Of course,
: this does not give the Justice Department any certainty that all appli-
794 : . cations will be-approved. But the criminal standard does not appre-
for- ' : ciably make the process more risky for the Government. On the other
::.1% . : hand, the roncriminal standard is a dangerous precedent for abuse.
Tin :
art- i
l;?; : SENATE REPORT NO. 95~701
ped [page 1]
. be

The Select Committee on Intelligence, to which was referred the bill

rith (S.1566) to amend title 18, United States Code, to authorize applica-
tions for & court order approving the use of electronic surveillance to
obtain foreign intelligence information, having considered the same.
t to reports favorably thereon with amendments and recommends that the
ious bill, as amended, do pass. ’
} the
s in
= dO * * £ * * * ES * *®
Na-
suld
ary. [page 5]
lary ‘PurposE 0F AMENDMENTS
The Committee on the Judiciary adopted several amendments to
. : S. 1566 designed to clarify and make more explicit the statutory intent,
ited to provide further safeguards for individuals subjected to electronic
has surveillance pursuant to this new chapter, and to provide a detailed
His : procedure for challenging such surveillance, and any evidence derived
the therefrom, during the course of a formal proceeding.
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LEGISLATIVE HISTORY

P.L. 95-511
' ~ [page 63] . . sectis
sequent trial testimony, a Government witness provides evidence that cour
the electronic-surveillance may have been authorized or conducted in . tobe
violation of the court order. The most common circumstance in which tions
such a motion might be appropriate weuld be a situation in which 5 it fir
a defendant queries the Government under 18 U.S.C. 3504 and dis- -~ natic
covers that he has been intercepted by electronic surveillance even » Tl -
before the Government has decided whether evidence derived from that veills
surveillance will be used in the presentation of its case. In this instance, ' : decid
under the appropriate factual circumstances, the defendant might curri
move to suppress such evidence under this subsection even without
having seen any of the underlving documentation. :
A motion under this subsection shall be made before the-trial, ¢
hearing, or proceeding unless there was no opportunity to make such t
motion or the movant was not aware of the grounds for the motion. ) 304 T
The only change in subsection (d) from S. 3197 is to remove as & sepa- TS
rate, independent basis for suppression the fact that the order was in- subse
sufficient on its face. This is not a substantive change, however. since : - came
communications acquired pursuant to an order insufficient on its face - _abilit
would be unlawfully acquired and therefore subject to suppression oceas
under paragraph (1). B : ) L tellig
Subsection (e) states in detail the procedure the court shall follow ) BRI A - - Th
when it receives a notification under subsection (¢) or 4 suppression I - isfor
motion is filed under subsection (<). This procedure applies, for : and ¢
example. whenever an individual makes a motion pursuant to sub- noted
section (d) or 18 T7.8.C". 3504, or any other statute or rule of the Cour
Tnited States to discover. obtain or suppress evidence or information the d
obtained or derived from electronic surveillance conducted pursuant ancin
to this chapter (for example, Rule 12 of the Federal Rules of Criminal
Procedure). Although a number of different procedures might be ¢
used to attack the legality of the surveillance, it is this procedure s
“notwithstanding any other law” that must be used to resolve the ¢
question. The committee wishes to make very clear that the procedures 1
set out in subsection {e) apply whatever the underlying rule or statute v
refered to in the motion. This is necessary to prevent the carefully £
drawn procedures in subsection (e) from being bypassed by the in- i i
ventive litigant using a new statute, rule or judicial construction. t.
The special procedures in subsection (e) cannot be invoked until 2
they are triggered by a Government afidavit that disclosure or an a
adversary hearing would harm the national security of the United T
States. If no such assertion is made, the committee envisions that ] ]1,’
mandatory disclosure of the application and order, and discretionary Iegatll
disclosure. of other surveillance materials, would be available to the fn ° ‘.
defendant. as is required under title III. When the procedure is so igr i‘-'
triggered, however, the Government must make available to the court w}?? }T
a copy of the court order and accompanying application upon which tionc i
the surveillance was based. "
. . . contal
The court must then conduct an ex parte, in camera inspection of the co
these materials as well as any other documents relation to the surveil- whole
lance which the Government may be ordered to provide, to determine rate ch
whether the surveillance was authorized and conducted in a manner :
which did not violate any constitutional or statutory right of the per- 4. 89
son against whom the evidence is sought to be introduced. The sub- T:gg&"g
4032




