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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
°(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3327

through Hofmann-IOB-3328
Page(s) withheld for the following reason(s):_
® The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4136 through Hofmann-IOB-4137

xxxxxxxxxxxxxxxxxxx

xxxxxx
xxxxxx

X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
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xxxxxx
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
°(b)(3)

o(b)(4)
•(b)(5)

0(b)(6)

Section 552a
a(b)(7)(A)
0(b)(7)(B)
a(b)(7)(C)
0(b)(7)(D)
o(b)(7)(E)
o(b)(7)(F)
0(b)(8)
0(b)(9)

a(d)(5)
D(j)(1)
n(k)(1)
ü(k)(2)
n(k)(3)
n(k)(4)
n(k)(5)
a(k)(6)

o(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3329

through Hofmann-IQB-3330
Page(s) withheld for the following reason(s):_
8 The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4138 through Hofmann-IOB-4139

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552

Section 552a

D(b)(1)

0(b)(7)(A)

0(d)(5)

0(b)(2)
o(b)(3)

0(b)(7)(B)
o(b)(7)(C)
o(b)(7)(D)
o(b)(7)(E)
o(b)(7)(F)
0(b)(8)
ü(b)(9)

o(j)(1 )
n(k)(1)
a(k)(2)
n(k)(3)
o(k)(4)
n(k)(5)
n(k)(6)

o(b)(4)
o(b)(5)

0(b)(6)

o(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Documents) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3331

through Hofmann-IOB-3332
Page(s) withheld for the following reason(s):_
0 The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IQB-4140 through Hofmann-IOB-4141

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°0')(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with the another government agency (ies). These documents
were referred to that agency(ies) for review and a direct response to be sent to you.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3333

through Hofmann-IOB-3334
Page(s) withheld for the following reason(s):

H The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4142 through Hofmann-IOB-4145 (two copies of Hofmann-3333 through
Hofmann-3334)
xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)
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xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
a(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3337

through Hofmann-IOB-3338
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4146 through Hofmann-IOB-4147

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
o (b)(2)
a
(b)(3)

o(b)(4)
o(b)(5)

0(b)(6)

Section 552a
•(b)(7)(A)
a(b)(7)(B)
o(b)(7)(C)
a(b)(7)(D)
a(b)(7)(E)
o(b)(7)(F)
o(b)(8)
o(b)(9)

•(d)(5)
aO)(1)
D (k)(1)
a(k)(2)
o(k)(3)
o(k)(4)
o(k)(5)
a(k)(6)

o(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3339

through Hofmann-IQB-3340
Page(s) withheld for the following reason(s):_
E3 The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4148 through Hofmann-IOB-4149

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
°(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°0)(D
•(k)(1)
•(k)(2)
•(k)(3)
o(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3341

through Hofmann-IOB-3342
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IQB-4150 through Hofmann-IOB-4151

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

O PCA-20 (12-3-96)
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
0(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
o(j)(1)
o(k)(1)
o(k)(2)
D
(k)(3)
o(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3343

through Hofmann-IOB-3344
Page(s) withheld for the following reason(s):_
B The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4152 through Hofmann-IOB-4153

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
0(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
D
(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
n(j)(D
•(k)(1)
n(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3345

through Hofmann-IQB-3346
Page(s) withheld for the following reason(s):_
ta The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4154 through Hofmann-IOB-4155

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

2

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(i)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)

°(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3347

through Hofmann-IOB-3348
Page(s) withheld for the following reason(s):_
ta The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4156 through Hofmann-IOB-4157

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.

2

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)

°<b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
D(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3349

through Hofmann-IQB-3350
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4158 through Hofmann-IOB-4159

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
°(b)(7)(D)
°(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(D
•(k)(1)
•(k)(2)
•(k)(3)
a(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of

Hofmann-IQB-1041

through Hofmann-IQB-1043
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IQB-4160 through Hofmann-IOB-4162

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
o(b)(1)
D
(b)(2)
o(b)(3)
.
o(b)(4)
o(b)(5)

0(b)(6)

Section 552a
o(b)(7)(A)
n(b)(7)(B)
o(b)(7)(C)
n(b)(7)(D)
o(b)(7)(E)
o(b)(7)(F)
o(b)(8)
a(b)(9)

o(d)(5)
o(j)(1)
o(k)(1)
o(k)(2)
°(k)(3)
o(k)(4)
o(k)(5)
o(k)(6)

o(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-989

through Hofmann-IOB-992
Page(s) withheld for the following reason(s)._
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4163 through Hofmann-IOB-4166

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

O PCA-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
4

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
°(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°<b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

°(d)(5)
°(i)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

4

Page(s) were not considered for release as they are duplicative of

Hofmann-IQB-907

through Hofmapn-IQB-910
Page(s) withheld for the following reason(s):_
H The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4167 through Hofmann-IQB-4170

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

O PC A-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
4

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
n(i)(1)
•(k)(1)
•(k)(2)
•(k)(3)
n(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
4

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-985

through Hofmann-IOB-988
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4171 through Hofmann-IOB-4174

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°G)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of

Hofmann-IQB-1009

through Hofmann-IQB-1011
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4175 through Hofmann-IOB-4177

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of

Hofmann-IQB-1033

through Hofmann-IQB-1035
Page(s) withheld for the following reason(s):_
s The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4178 through Hofmann-IQB-4180

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552

Section 552a

D(b)(1)

0(b)(7)(A)

o(b)(2)

•(b)(7)(B)

D(j)(1)

°(b)(3)

a

(b)(7)(C)

a(k)(1)

0(b)(7)(D)

a(k)(2)

D

o(k)(3)
a(k)(4)
o(k)(5)
a(k)(6)

D
D

(b)(4)
(b)(5)

0(b)(6)

D(d)(5)

(b)(7)(E)
n
(b)(7)(F)
n(b)(8)
Q(b)(9)

a(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-1036

through Hofmann-IOB-1037
Page(s) withheld for the following reason(s):_
Ei The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4181 through Hofmann-IOB-4183 (two of Hofmann-1037)

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

O PCA-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
o(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°G)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3375

through Hofmann-IOB-3377
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4184 through Hofmann-IOB-4186

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
°(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
°(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Documents) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3381

through Hofmann-IOB-3383
Page(s) withheld for the following reason(s):_
ES The following number(s) is (are) to be used for reference regarding these pages :

Hofmanii-IOB-4187 through Hofmann-IOB-4189

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX
xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with the another government agency (ies). These documents
were referred to that agency(ies) for review and a direct response to be sent to you.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency (ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3384

through Hofmann-IOB-3386
Page(s) withheld for the following reason(s):

a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IQB-4190 through Hofmann-IOB-4192

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
0(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
°(b)(7)(F)
•(b)(8)
•(b)(9)

°(d)(5)
°(D(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3339

through Hofraann-IQB-3340
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4193 through Hofmann-IOB-4195 (duplicate page Hofmann-3340)

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
a(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°G)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of H o f m a n n - I O B - 3 3 1 7

through Hofmann-IOB-3318
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4196 through Hofmann-IOB-4198 (duplicate page of Hofmann-3318)

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

O PCA-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
°(b)(1)
°(b)(2)
o(b)(3)

o(b)(4)
o(b)(5)

Section 552a
°(b)(7)(A)
o(b)(7)(B)
o(b)(7)(C)
o(b)(7)(D)
o(b)(7)(E)
o(b)(7)(F)

0(b)(8)

o(b)(9)

0(b)(6)

a(d)(5)
o(j)(1 )
o(K)(1 )
a(k)(2)
o(k)(3)
o(k)(4)
a(k)(5)
o(k)(6)

o(k)(7)

a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.

3

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3393

through Hofmann-IOB-3395
Page(s) withheld for the following reason(s):_
B The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4199 through Hofmann-IQB-4201

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
°(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3347

through Hofmann-IOB-3348
Page(s) withheld for the following reason(s):_
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IQB-4202 through Hofmann-IQB-4204 (duplicate page Hofmann-3348)

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

O PCA-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(i)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3319

through Hofmann-IQB-3320
Page(s) withheld for the following reason(s):_
si The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IQB-4205 through Hofmann-IQB-4207 (duplicate page of Hofmann-3318)

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)
XXXXXX
XXXXXX
XXXXXX

BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
Page(s) withheld entirely at this location in thn «i* ^
statements, where i n d . c L e d T x S r d l f c a °" e ™ ™ r e °< ^
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eXemP
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Section 552
Section 552a
a(b)(1)
0(b)(2)
•(b)(3)_

•(b)(4)
•(b)(5)
•(b)(6)

o(b)(7)(A)
o(b)(7)(B)
o(b)(7)(C)
o(b)(7)(D)
o(b)(7)(E)
o(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
o(j)(1)

o(k)(1)
o(k)(2)
o(k)(3)
o(k)(4)
D
(k)(5)
o(k)(6)
o(k)(7)
vn' /

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Documents) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised
the FBI as to the releasability of this information following our consultation with
the otherby
agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
Page(s) were not considered for release as they are duplicative of Hofmann-IQB-1054

through Hofmann-IQB-1056

Page(s) withheld for the following reason(s):_
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U.S. D e p a r t m e n t of Justice

Federal Bureau o f Investigation

Washington, D. C. 20535-0001

October 31, 2007

Stephen Friedman, Chairman
Intelligence Oversight Board
New Executive Office Building - Room 5020
725 17th Street, NW
Washington, DC 20503
Dear Mr. Friedman:
b6

(U) I am writing regarding the status of the FBI's
review of the practice of issuing so-called exigent letters and
blanket National Security Letters (NSLs). Both Valerie Caproni
and I have spoken to Ms. |
previously on this
issue. In short, the FBI is still examining the legal and
operational issues pertaining to many of the telephone numbers
relevant to these matters to determine what corrective steps are
necessary. Although at this time we cannot provide specifics on
the violations found and actions taken to address the situation,
I will generally describe these issues.
In a future
communication, we will formally report all violations discovered
during the course of the review.
(U) As you are aware, the 9 March 2007 DOJ Inspector
General Report discussed in detail the limited but not
insignificant practice of issuing so-called exigent letters.
These letters cited emergency circumstances but provided no
details, yet promised future legal service in the form of an NSL
or grand jury subpoena.
In many cases, the Inspector General
found no emergency situation connected to the letter and no
additional legal process was issued.
(U) In a 1 March 2007 electronic communication (EC) ,
the Office of General Counsel (OGC) barred the use of exigent
letters. OGC has determined that the use of the exigent letters
in these cases, while not illegal, per se, is. improper. However,
under 18 U.S.C. § 2702, a service provider may voluntarily
disclose information when the provider believes that an emergency
"involving danger of death or serious injury to any person"
warrants disclosure of information related to the emergency. The
exigent letters discussed in the Inspector General Report and
addressed in this letter did not contain a description of the
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emergency. In addition, for some of these letters, there is no
documentation indicating that an emergency existed in relation to
the information sought. Accordingly, once the FBI 1 s review is
complete, we will report this issue to the Intelligence Oversight
Board as it pertains to those exigent letters for which an
emergency did not exist pursuant to 18 U.S.C. § 2702.
(U) To correct the lack of documentation regarding
these exigent letters, the FBI's Counterterrorism Division issued
eleven "blanket NSLs." These blanket NSLs were composed
primarily of the telephone numbers contained in exigent letters
and were intended to provide the legal service promised in the
exigent letters, not to request additional records from the
telephone companies.
(U) However, none of these blanket NSLs were
accompanied by EC. It is FBI policy that all.NSLs be accompanied
by an EC. This EC is required to document the basis for the
appropriate FBI official's certification that the information
sought is relevant to a national security investigation.
In
addition, the EC has been the means by which information is
reported to the National Security Law Branch for Congressional
reporting purposes. Although the EC is not a legal requirement
and its absence is not per se reportable as a violation to the
IOB, its absence for such a large volume of records rises to a
violation in that it impacts Congressional reporting and hinders
oversight. Accordingly, once the FBI's review is complete, we
will report the absence of an EC documenting the issuance of
these particular NSLs as a violation to the Intelligence
Oversight Board.
(U) In addition to the lack of ECs, some of the blanket
NSLs were signed by FBI Headquarters (FBIHQ) officials not
authorized to issue NSLs. Section 2709 of the Electronic
Communications Privacy Act requires that officials no lower than
Deputy Assistant Director (DAD) approve NSLs.' Some of these
letters were signed by acting DADs or Section Chiefs, neither of
which meets the statute's explicit certification requirements.
Accordingly, once the FBI's review is complete, we will be
reporting this improper approval as a violation to the
Intelligence Oversight Board.
(U) Although the FBI's review preliminarily indicates
that the vast majority of the numbers for which a blanket NSL was
issued were relevant to national security investigations, we have
also determined a fraction of the numbers contained in some of
the NSLs were relevant to criminal investigations unrelated to
national security or had no apparent and documented relevance to
national security investigations. As 18 U.S.C. § 2709 explicitly

2
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requires that the FBI certify the records sought by an NSL are
relevant to a national security investigation, the use of NSLs to
obtain information not relevant to a national security
investigation is a violation of statute. Accordingly, we will be
reporting this improper use of NSL as a violation to the
Intelligence Oversight Board.
(U) As a part of FBI's review, we are examining the
phone numbers on which exigent letters and blanket NSLs were
served to determine what records the FBI may legally retain. If
the records were relevant to an FBI investigation at the time an
exigent letter was issued, and that investigation remains
pending, the FBI will issue corrective NSLs or grand jury
subpoenas to provide authority for the retention of the
information. In fact, the FBI has already issued such corrective
NSLs for a portion of the numbers contained in blanket NSLs.
Unlike the blanket NSLs, these corrective NSLs have/will undergo
legal review and have been/will be supported by ECs.
In
addition, if the information obtained was related to an emergency
situation at the time of issuance of the exigent letter, the FBI
has legal authority to retain the records pursuant to 18 U.S.C.
2702. Where, however, we determine that the FBI has no legal
authority under any of the above circumstances to retain records
on a given number, those records will be purged from FBI
databases.
(U) As we develop more specific information and
finalize the results of this review, we will provide more
information as to its outcome. As stated above, we will formally
report any and all Intelligence Oversight Board violations
discovered during the course of the review. If you have any
rpiPRt-.iton.q abont this process, please do not hesitate to contact
me at
Sincerely,

Julie F. Thomas
Deputy General Counsel
National Security Law Branch
Federal Bureau of Investigation
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U.S. D e p a r t m e n t of Justice

Federal Bureau o f Investigation

Washington, D. C. 20535-0001

July 27, 2007

Ms.
General Counsel
Intelligence uversignt Board
New Executive Office Building - Room 5020
725 17th Street, NW
Washington, DC 20503

b6
b7C

Dear Ms. Connelly:
(U) I am writing to confirm information provided to
you orally on ilül^23, 20U7 concerning a potential IOB regarding
the unauthorized dissemination of classified information.
ÎUJ

, the
On I
_ Division Security
Officer received a telephone call, from ine intsrnal ssnnritv
manager fori
who advised he received an email from an FBI [
employee. The e-mail appeared to contain
classified information about the National Intelligence Estimate
fMTEM
Tho p-mai'l r-nril'ai riprl thrpp a-M-ar-hmpn-t-q -I
L

h 2
hlE

I

The internal security manager received
the e-mail on his unclassified company e-mail and he advised the
e-mail was sent to a large number of individuals.

A

(U) The I
I Division Security Officer has
conducted an inquiry and reports that his inquiry revealed that,
on [
J the secretary for the
SAC, received a
classified e-mail containing three attachments from "HQ
Directorate of Intelligence." The subject of the e-mail was
"National Intelligence Estimate (.NIE) Products." The e-mail was
sent to FBI-SACs and FBI-Legat Offices. The e-mail was also copy
counted to FB3>SAC-ADIC Secretaries "and others.

Classified by: dalie F. Thomas, DGC, NSLB
Reason:
.4(c)
Declassify oj/:\n July 2032
SECRET
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(U) On I
the SAC's secretary
disseminated a self-generated e-mail containing the information
in the supra e-mail to all|
| employees. She copied the
original body text from the HQ e-mail and transferred it and the
three attachments to the new e-mail. However, when she attempted
to classify the new e-mail (Secret//NF) the macro would not
accept the case number. After several attempts she selected the
"Sensitive But Unclassified" option and the macro accepted that
classification. She then disseminated the new e-mail with the
subject line - "Message From Assistant Director Wayne M. Murphy"
to the employees.
ÍU)

On
. two supervisory special agents
telephonicaliy contacted the secretary and inquired if she had
the capability to e-mail JTTF executive board members. She
acknowledged she had an e-mail distribution for board members
which was previously established for this purpose. After some
general discussion between her and the supervisors about the NIE
e-mail and the e-mailing process,she improperly copied the e-mail
text and attachments from her self-generated e-mail, which was
stored on the classified system fl
to a thumb drive and
transferred the files to a new e-mail on the unclassified system

!
(U)

b2
b7E

b2
b7E
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On
she sent the e-mail to
JTTF Execiiti^e Board members. The list consisted of
approximately 124 e-mail addresses, which included the internal
security manager and others. Two FBll
[supervisors were also
added to the distribution list making the total number of
recipients 126.

h2

b7E

ÍU)
1 after learning of the
On
-,X.S( U )
unauthorized disclosure, the|_
jSecurity Unit reported the
matter to ESOC and later, to Security Division at FBI
Headquarters.

b2
b7E

(U) Per Security Division's direction, at
approximately 6:35 p.m., a follow-up message was sent to all
recipients advising them that the prior message was sent in
error. They were directed not to open, fyrward, read, or delete
the message and that someone from the FBI
JOffice would
con-tact them with further instructions.

b2
b7E

(U) At approximately 11:14 a.m., on[
subsequent e-mail was sent to the original recipients regarding
an advisory update and instructions.

b2 .
b7E

(U) As indicated in telephone conversations and
previous e-mail communications, the FBI notified the National
•flUGiuaa-

2
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Security Division, Department of Justice of the incident. The
FBI did not notify congressional oversight committees as the ODNI
indicated it would brief regarding the disclosure of this
information.
(U) I personally advised the Chief Division Counsel,
Division to report this matter as a potential IOB in
accordance with internal FBI procedures. As you are aware, this
report of a potential IOB will be made both to the Internal
Investigations Section of the FBI's Inspection Divison and the
Office of General Counsel, NSLB.
(U) If I can be of further assistance, please do not
hesitate to contact me at

Julie F. Thomas
Deputy General Counsel
National Security Law Branch

SECRET
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Office of [he General Counsel

^

^

Washington. D.C. 20535

October 31, 2007
BY COURIER
Stephen Friedman, Chairman
Intelligence Oversight Board
Room 5020
New Executive Office Building
725 17th Street, N.W.
Washington, D.C. -20503
Dear Mr. Friedman:
Pursuant to Executive Order 128 63 and your updated
procedures dated April 17, 2007, the Office of the General
Counsel, Federal Bureau of Investigation (FBI), submits the
enclosed reports of violations to the Intelligence .Oversight
Board (IOB) for the period of July 2007 through September 2007.
In March 2007, the United States Department of Justice,
Office of the Inspector General, released a comprehensive report
reviewing the FBI's use of National Security Letters.
Following
the Inspector General's report, the FBI conducted a 10 percent
audit of all national security cases. As a result of this audit,
the FBI's Office of the General Counsel received approximately
1470 reports from the field offices regarding potential IOB
matters.
In addition t6" auditing 10 percent of national security
cases, the FBI conducted an audit of all counterintelligence
investigations since January 1, 2002 where the FBI issued
National Security Letters.. The purpose of the audit was to
determine whether full credit reports were improperly requested
or received pursuant to the Fair Credit Reporting Act, 15 U.S.C.
§ 1681. As a result of this audit, the FBI's Office of the
General Counsel received approximately 270 reports from the field
offices regarding potential IOB matters."

Hofmann-IOB-4217
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'

Finally, during this time, the FBI's Office of the General
Counsel received reports of potential IOB matters that were not
generated as a result of either of the two audits mentioned
above. Rather, they were reported to the Office of the General
Counsel under the regular reporting requirements.
Currently, the FBI's Office of the General Counsel has
adjudicated approximately 50 percent of the potential IOB matters
that it has received since April 2007.
Based upon the Office of
the General Counsel's review of these potential IOB matters, and
applying the reporting requirements established by the IOB, it
was determined that 141 matters are reportable to the IOB.
Of
these, 102 pertain to United States persons and 39 pertain .to
non-United States persons. The remaining potential IOB matters
are being carefully reviewed by the Office of the General Counsel
to determine whether they meet the IOB's reporting standards.
Please do not hesitate to contact me or Associate General
Counsel
if you have any questions
regarding these IOB matters.
Sincerely,

j}axj.fc! a .—i'nomas
Deputy General Counsel
National Security Law Branch
1 -

The Honorable Peter D. Keisler
Acting Attorney General
United States Department of Justice
Room 5111

1 -

Mr. Matt Olsen
Deputy Assistant Attorney General
National Security Division
United States Department of Justice
Room 2200 C

Hofmann-IOB-4240

13?

b6
,b7c

OPCA-20 (12-3-96)

XXXXXX
xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with the another government agency (ies). These documents
were referred to that agency(ies) for review and a direct response to be sent to you.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3653

through Hofmann-IOB-3654
Page(s) withheld for the following reason(s):

B The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4241 through Hofmann-IOB-4242

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
0(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
°(b)(7)(D)
°(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
o(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3690

through Hofmann-IOB-3691
Page(s) withheld for the following reason(s)
B The following number(s) is (are) to be used for reference regarding these pages :
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(J)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IQB-3680

through Hofmann-IOB-3681
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
0(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
°(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
o(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IQB-3903

through Hofmann-IQB-3904
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
o(b)(1)
o(b)(2)
o(b)(3)

o(b)(4)
o(b)(5)

0(b)(6)

Section 552a
°(b)(7)(A)
o(b)(7)(B)
o(b)(7)(C)
o(b)(7)(D)
o(b)(7)(E)
o(b)(7)(F)
o(b)(8)
o(b)(9)

o(d)(5)
o(j)(l)
o(k)(1)
o(k)(2)
o(k)(3)
o(k)(4)
o(k)(5)
o(k)(6)

o(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3874

through Hofmann-IOB-3875
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
0(b)(1)
•(b)(2)
o(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
a(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
o(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3773

through Hofmann-IOB-3774
Page(s) withheld for the following reason(s)
s The following number(s) is (are) to be used for reference regarding these pages :
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
0(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(i)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3661

through Hofmann-IOB-3662
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofinann-IOB-4253 through Hofmann-IOB-4254
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
0(b)(1)
•(b)(2)
o(b)(3)

o(b)(4)
o(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
0(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
o(k)(5)
o(k)(6)
•(k)(7)

a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3825

through Hofmann-IOB-3826
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3694

through Hofmann-IOB-3695
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4257 through Hofmann-IOB-4258
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregabie
material available for release to you.
Section 552
0(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
n
(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
o(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
o(k)(5)
o(k)(6)
o(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3710

through Hofmann-IOB-3711
Page(s) withheld for the following reason(s)
B The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4259 through Hofmann-IQB-4260
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
0(b)(1)
a(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°G)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasabiiity of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasabiiity of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3688

through Hofmann-IOB-3689
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
o(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3663

through Hofmann-IQB-3664
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4263 through Hofmann-IOB-4264
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
a(j)(1)

o(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3763

through Hofmann-IOB-3764
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4265 through Hofmann-IOB-4266
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FEDERAL BUREAU OF INVESTIGATION
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2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
n(b)(7)(E)
Q
(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
a(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
o(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3899

through Hofmann-IQB-3900
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4267 through Hofmann-IOB-4268
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X
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
°(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
a(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°0)(D
a(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3820

through Hofmann-IOB-3822
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4269 through Hofmann-IOB-4271

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
• (b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
n(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3696

through Hofmann-IOB-3697
Page(s) withheld for the following reason(s)
B The following number(s) is (are) to be used for reference regarding these pages :

Hofmaim-IOB-4272 through Hofmann-IOB-4273

xxxxxx
xxxxxx

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX

O PC A-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
o(k)(1)
•(k)(2)
•(k)(3)
o(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Documents) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3759

through Hofmann-IQB-3760
Page(s) withheld for the following reason(s)
¡a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4274 through Hofmann-IOB-4275

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

O PC A-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3783

through Hofmann-IOB-3784
Page(s) withheld for the following reason(s)
H The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4276 through Hofmann-IOB-4277

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
°(b)(7)(D)
D
(b)(7)(E)
•(b)(7)(F)
D
(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3728

through Hofmann-IOB-3729
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4278 through Hofmann-IOB-4281 (two copies of Hofmann-3728 to
Hofmann-3729)

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
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X
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FBI
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b7E

DATE OF REPORT TO IOB:

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/26/2007
DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):

.

POSSIBLE VIOLATION OF:

STATUTE (UMTED STYES Code Citation)
rlbA (50 U.o.C. 1801)

other (U.S.C. citation:

¿LL INFORMATION CONTAINED
HERE III 15 UNCLASSIFIED

:

)

DATE 07-12-2010 BY 65179/DHH/PLJ/sdb

EXECUTIVE ORDER 13333 :
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US.
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad '
Section 2.6 assistance to law enforcement
. Section 2.7 contracting
Section 2.9 undisclosed participation
Sectiqn 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation
X
AG Approved EO 12333 Guidelines (
OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)
O.ther (EO citation:
)
PRESIDENTIAL DIRECTIVE. (SPECIF Y)
COVERT .ACTION FINDING/MEMORANDUM OF NOTIFICATION Other (Presidential Directive citation:
)
DEPARTMENT/AGENCY ACTION:

'

•DATE OF FINAL DISPOSITION:

Hofmann-IOB-4282

b2
b7E

OPCA-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
1

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
o(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with the another government agency (ies). These documents
were referred to that agency(ies) for review and a direct response to be sent to you.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
1

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3781

Page(s) withheld for the following reason(s):

B The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4283

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

O PC A-20 (12-3-96)
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XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
o(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3765

through Hofmann-IOB-3766
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4284 through Hofmann-IOB-4285

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
°(b)(7)(D)
•(b)(7)(E)
a(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3777

through Hofmann-IOB-3778
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4286 through Hofmann-IOB-4287

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
• (b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
o(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3712

through Hofmann-IOB-3713
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4288 through Hofmann-IOB-4289

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
D
(b)(2)
o(b)(3)
:
o(b)(4)
o(b)(5)

0(b)(6)

Section 552a
n(b)(7)(A)
Q(b)(7)(B)
o(b)(7)(C)
0(b)(7)(D)
0(b)(7)(E)
o(b)(7)(F)
o(b)(8)
a(b)(9)

a(d)(5)
•(j)(1)
D(k)(1)
D (k)(2)
D(k)(3)
n(k)(4)
n(k)(5)
a(k)(6)

n(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3827

through Hofmann-IOB-3828
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4290 through Hofmann-IOB-4291

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX

xxxxxx
xxxxxx

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(i)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3789

through Hofmann-IQB-3790
Page(s) withheld for the following reason(s)
H The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4292 through Hofmann-IOB-4293

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k){7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3859

through Hofmann-IQB-3860
Page(s) withheld for the following reason(s)
H The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4294 through Hofmann-IOB-4295

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
a
(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(l)(1)
•(k)(1)
•(k)(2)
a(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3818

through Hofmann-IOB-3819
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4296 through Hofmann-IOB-4297
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ALL INFORMATION CONTAINED
HEREIN 15 UNCLASSIFIED... "
DATE 07-12-2010 BY 65179/DHH/PLJ/sdb

Name of Department or Agency:
DATE OF INCIDENT:

^ ^

FBI OGC

oxxc,£ii

CY Quarterly Report: 2007

04/21/04 and 04/28/04 (issuance of NSLs)

DATE OF REPORT TO IOB:09/30/07

DATE OF REPORT TO DEPARTMENT/AGENCY: 03/29/07
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Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad •
.Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation
AG Approved EO 12333 Guidelines (Guidelines name and section:
OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation:
)
PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation:
)
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
I
1 FIELD OFFICE
IOB MATTER 2007-1074-NSL(U)

(S)

The Federal Bureau of Investigation (VFRT'n
ftetfirminpri that, in conducting an investigation
J the FBI issued .
. but
the ECs that accompanied the NSLs for purposes of providing
information for reporting to Congress were inaccurate in their
recitation
J and nature of the NSL informational
requests; tnus, it is likely that the FBI inaccurately reported
IS the contents of these NSLs to Congress.

(S)

In this regard, the
Field Office opened an
investigationT
for purposes of
During the course or tne
i nvPRt-igafi nn" a s o n is ~of NSLs were issued for
with which•
inaa
The six NSLs were
had Deen
been xn
in contact.
dated either U4/Z1/ZUU4
or 04/28/2004.
Each was accompanied by
an EC whicfr. .in one- naranranh. dssnrihsri the NSL's request and
listed the
in a' manner which closely
mirrored the NSLs themselves, but in the particular paragraph
which is designed to provide information for mandatory
congressional reporting purposes, the six NSLs contained the same
inaccurate paragraph as to the number and nature of the NSL
request. The mistakes -did not effect the validity of the NSLs
but likely resulted in the under-reporting to Congress of the
number of
for which informat-.inn 'was fought and
over-inclusion as to
requests.
Thus, despite the inadvertent nature of the mistakes, the matter
is being reported to the IOB

1
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releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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Page(s) withheld entirely at this location in the file. One or more of the following
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Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
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• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of
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Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
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releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
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• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
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Page(s) withheld entirely at this location in the file. One or more of the following
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Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
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•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
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•(b)(6)
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•(b)(7)(E)
•(b)(7)(F)
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•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Documents) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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material available for release to you.
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•(b)(5)
•(b)(6)
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°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releaisability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the reieasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
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•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)
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•(b)(7)(A)
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•(b)(9)

•(d)(5)
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•(k)(5)
•(k)(6)
•(k)(7)

a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Documents) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of
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Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
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•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
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•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2
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Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
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•(b)(6)
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•(b)(8)
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•(d)(5)
°(j)(1)
•(k)(1)
•(k)<2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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Page(s) were not considered for release as they are duplicative of
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n(k)(4)
o(k)(5)
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• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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material available for release to you.
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•(b)(8)
•(b)(9)
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request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
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Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3667

through Hofmann-IOB-3669
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4322 through Hofmann-IOB-4324

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(i)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3736

through Hofmann-IOB-3738
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4325 through Hofmann-IQB-4327

xxxxxxxxxxxxxxxxxxx

xxxxxx
xxxxxx

X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(i)(1)
•(k)(1)
•(k)(2)
D(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3878

through Hofmann-IOB-3879
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4328 through Hofmann-IOB-4329

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3676

through Hofmann-IOB-3677
Page(s) withheld for the following reason(s)
si The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IQB-4330 through Hofmann-IOB-4331

xxxxxxxxxxxxxxxxxxx

xxxxxx
xxxxxx

X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX

O PCA-20 (12-3-96)

XXXXXX
XXXXXX
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(K)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
o(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IQB-3670

through Hofmann-IOB-3671
Page(s) withheld for the following reason(s)
B The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4332 through Hofmann-IOB-4333

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
°(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
a(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•<k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3801

through Hofmann-IQB-3803
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4334 through Hofmann-IOB-4336

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX

xxxxxx
xxxxxx

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
°(b)(7)(B)
D
(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
°(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
o©(1)
o(k)(1)
o(k)(2)
o(k)(3)
o(k)(4)
o(k)(5)
D
(k)(6)
o(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3741

through Hofmann-IOB-3742
Page(s) withheld for the following reason(s)
si The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4337 through Hofmann-IOB-4338

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
D
(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3718

through Hofmann-IOB-3719
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4339 through Hofmann-IQB-4340

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
°(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3720

through Hofmann-IOB-3721
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4341 through Hofmann-IOB-4342

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
°(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(i)(D
o(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3831

through Hofmann-IOB-3832
Page(s) withheld for the following reason(s)
H The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4343 through Hofmann-IOB-4344

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°0)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3791

through Hofmann-IOB-3792
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4345 through Hofmann-IOB-4346

xxxxxx
xxxxxx

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
a(b)(7)(C)
°(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
o(j)(1)
o(k)(1)
•(k)(2)
D
(k)(3)
n
(k)(4)
o(k)(5)
o(k)(6)
D
(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3785

through Hofmann-IOB-3786
Page(s) withheld for the following reason(s)
si The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4347 through Hofmann-IOB-4348

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX

xxxxxx
xxxxxx

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°0)d)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3849

through Hofmann-IQB-3850
Page(s) withheld for the following reason(s)
is The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4349 through Hofmann-IQB-4350

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX

xxxxxx

0PCA-2C) (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
°(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
°(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
n(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3851

through Hofmann-IOB-3852
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4351 through Hofmann-IOB-4352

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

OPCA-20 (12-3-96)

XXXXXX

xxxxxx
XXXXXX

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
a(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
°(b)(9)

•(d)(5)
D
(j)(1)
o(k)(1)
o(k)(2)
o(k)(3)
o(k)(4)
n
(k)(5)
o(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3793

through Hofmann-IOB-3794
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4353 through Hofmann-IOB-4354

xxxxxxxxxxxxxxxxxxx

xxxxxx
xxxxxx

X
Deleted Page(s)
X
X
No Duplication Fee X
X
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X
XXXXXXXXXXXXXXXXXXX
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2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
D(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3795

through Hofmann-IOB-3796
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4355 through Hofmann-IOB-4356
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HEREIN-15 UNCLASSIFIED
DATE 07-12-2010 BY 65179/DHH/PLJ/sdt

IOB SUMMARY SHEET
Name of Department or Agency:
DATE OF INCIDENT:

FBI

CY Quarterly Report:

(three incidents)

DATE OF REPORT TO DEPARTMENT/AGENCY:

DATE OF REPORT TO IOB:
04/10/2007
b2
b7E

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., DoJ, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:
STATUTE (United States Code Citation)
FISA (50 U.S.C. 18011
X
Other (U.S.C. citation:
EXECUTIVE ORDER 12333:
Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad _
Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed participation
Section 2.10 human experimentation
Section 2.11 prohibition on assassination
Section 2.12 indirect participation
AG Approved EO 12333 Guidelines (Guidelines name and section:
OTHER EXECUTIVE ORDER (SPECIFY)
Creation of unauthorized SAP (EO 12958, as amended)
Other (EO citation:
)
PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation:
)
DEPARTMENT/AGENCY ACTION:
•DATE OF FINAL DISPOSITION:

Hofmann-IOB-4217

)

DECLASSIFIED BY 65179/DHH/PLJ/3db
ON 07-12-2010

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
I
~
FIELD OFFICE
IOB MATTERS 2007-13381 2007-1339-j
A N D 2007-1340(U)
•b2
b7E

(U)
During a
X
of a non-U.S. person,T
under!

lissued three

<3) FCRA NSLs
b2
b7E

Isee k i n g f
to

1 rp.srxqririyp I y . EâcTT
in responsi?

produced a

(U) In this case, errors were committed by the case agent
whpn hp/shp rpniiPstpH
pursuant to
_ J f o r an authorized|
investigation that did not have an
(U)
JhaS been instructed to immediately
sequester all copies of the
as well as any
hard and/or uploaded documents containing information from the
I with the
Jchief Division Counsel
lhas ftlso been instructed to contact the
(coo,
r
and ask whether the respective
responses to the NSLs should be returned.or destroyed, with
appropriate documentation to the file.
Finally,I
I has
been instructed to redact all information obtained pursuant to
NSLs from any hard and/or uploaded
the I
documents.
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2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3799

through Hofmann-IQB-3800
Page(s) withheld for the following reason(s)
is The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4359 through Hofmann-IQB-4360
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xxxxxx

X
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X
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
a(b)(1)
o(b)(2)
°(b)(3)

o(b)(4)
•(b)(5)

0(b)(6)

Section 552a
°(b)(7)(A)
°(b)(7)(B)
a(b)(7)(C)
°(b)(7)(D)
o(b)(7)(E)
0(b)(7)(F)
D(b)(8)
o(b)(9)

o(d)(5)
o(j)(1)
o(k)(1)
o(k)(2)
o(k)(3)
D
(k)(4)
o(k)(5)
o(k)(6)

o(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3816

through Hofmann-IOB-3817
Page(s) withheld for the following reason(s)
H The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4361 through Hofmann-IOB-4362
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X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
°(b)(3)

Section 552a

;

•(b)(4)
•(b)(5)
•(b)(6)

•(b)(7)(A)
•(b)(7)(B)
o(b)(7)(C)
o(b)(7)(D)
o(b)(7)(E)
o(b)(7)(F)
n(b)(8)
D(b)(9)

a(d)(5)
•(j)(1)
D(k)(1)
n(k)(2)
n(k)(3)
o(k)(4)
n(k)(5)
ü(k)(6)
D(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with the another government agency (ies). These documents
were referred to that agency (ies) for review and a direct response to be sent to you.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3845

through Hofmann-IOB-3846
Page(s) withheld for the following reason(s):

a The following number(s) is (are) to be used for reference regarding these pages :

Hofmanii-IOB-4363 through Hofmann-IOB-4364

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
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XXXXXX
XXXXXX
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xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3809

through Hofmann-IQB-3810
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4365 through Hofmann-IOB-4366

xxxxxxxxxxxxxxxxxxx

xxxxxx
xxxxxx

X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IQB-3698

through Hofmann-IOB-3699
Page(s) withheld for the following reason(s)
B The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4367 through Hofmann-IOB-4368

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
o(b)(2)
o(b)(3)

o(b)(4)
o(b)(5)

0(b)(6)

Section 552a
a(b)(7)(A)
o(b)(7)(B)
o(b)(7)(C)
0(b)(7)(D)
o(b)(7)(E)
o(b)(7)(F)
n(b)(8)
o(b)(9)

a(d)(5)
(j)(1)
D(k)(1)
n(k)(2)
D
(k)(3)
o(k)(4)
n(k)(5)
a(k)(6)

G

n(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title oniy.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3745

through Hofmann-IOB-3746
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4369 through Hofmann-IQB-4370

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3894

through Hofmann-IOB-3896
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4371 through Hofmann-IOB-4373

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
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XXXXXX
XXXXXX
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
°(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°0)(1)
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3829

through Hofmann-IQB-3830
Page(s) withheld for the following reason(s)
¡a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4374 through Hofmann-IOB-4375
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X
Deleted Page(s)
X
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
3

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
a(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(i)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Documents) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
3

Page(s) were not considered for release as they are duplicative of Hofmann-IOB-3811

through Hofmann-IOB-3813
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4376 through Hofmann-IOB-4378

xxxxxxxxxxxxxxxxxxx
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX

xxxxxx
xxxxxx

O PC A-20 (12-3-96)
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3)

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
•(b)(8)
•(b)(9)

•(d)(5)
°(j)(D
•(k)(1)
•(k)(2)
•(k)(3)
•(k)(4)
•(k)(5)
•(k)(6)
•(k)(7)

a Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3835

through Hofmann-IOB-3836
Page(s) withheld for the following reason(s)
a The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4379 through Hofmann-IQB-4380
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FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
statements, where indicated, explain this deletion.
Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.
Section 552
•(b)(1)
•(b)(2)
•(b)(3).

•(b)(4)
•(b)(5)
•(b)(6)

Section 552a
•(b)(7)(A)
•(b)(7)(B)
•(b)(7)(C)
•(b)(7)(D)
•(b)(7)(E)
•(b)(7)(F)
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referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
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• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
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Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
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• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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Deletions were made pursuant to the exemptions indicated below with no segregable
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Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
2

Page(s) were not considered for release as they are duplicative of

Hofmann-IOB-3857

through Hofmann-IOB-3858
'

Page(s) withheld for the following reason(s)
si The following number(s) is (are) to be used for reference regarding these pages :

Hofmann-IOB-4399 through Hofmann-IQB-4400

XXXXXXXXXXXXXXXXXXX
X
Deleted Page(s)
X
X
No Duplication Fee X
X
for this page
X
XXXXXXXXXXXXXXXXXXX
XXXXXX
XXXXXX

xxxxxx
xxxxxx
xxxxxx

OPCA-20 (12-3-96)

FEDERAL BUREAU OF INVESTIGATION
FOIA/PA DELETED PAGE INFORMATION SHEET
2

Page(s) withheld entirely at this location in the file. One or more of the following
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• Information pertained only to a third party with no reference to the subject of your
request or the subject of your request is listed in the title only.
Document(s) originated with another government agency (OGA). These documents were
referred to that agency(ies) for review and you will be advised by the FBI as to the
releasability of this information.
Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
the other agency(ies).
Page(s) withheld inasmuch as a final release determination has not been made. You will
be advised as to the disposition at a later date.
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Page(s) contain information furnished by another Government agency(ies). You will be
advised by the FBI as to the releasability of this information following our consultation with
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