NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 54854B
15 December 2009

Electronic Frontier Foundation
ATTN: Ms. Marcia Hofmann
464 Shotwell Street

San Francisco, CA 94110

Dear Ms. Hofmann:

This is a final response to your Freedom of Information Act (FOIA)
request of 25 February 2008 for “copies of all reports submitted by the National
Security Agency to the Intelligence Oversight Board (“IOB”)...since January 1,
2001.” A copy of your request is enclosed.

Enclosed in this response are the additional documents responsive to
your request (2nd quarter of fiscal year 2006 through 1st quarter of fiscal year
2008), as mentioned in our interim response dated 8 June 2009. Please be
advised that certain information has been deleted from the enclosures as
explained below.

Some of the information deleted from the documents was found to be
currently and properly classified in accordance with Executive Order 12958, as
amended. This information meets the criteria for classification as set forth in
Subparagraph (c) of Section 1.4 and remains classified TOP SECRET and
SECRET as provided in Section 1.2 of the Executive Order. The information is
classified because its disclosure could reasonably be expected to cause
exceptionally grave or serious damage to the national security. Because the
information is currently and properly classified, it is exempt from disclosure
pursuant to the first exemption of the FOIA (5 U.S.C. Section 552(b)(1)).

In addition, this Agency is authorized by various statutes to protect
certain information concerning its activities. We have determined that such
information exists in these documents. Accordingly, those portions are exempt
from disclosure pursuant to the third exemption of the FOIA, which provides
for the withholding of information specifically protected from disclosure by
statute. The specific statutes applicable in this case are Title 18 U.S. Code
798, Title 50 U.S. Code 403-1(i), and Section 6, Public Law 86-36 (50 U.S. Code
402 note).



FOIA Case: 54854B

The Initial Denial Authority for NSA information is the Deputy Associate
Director for Policy and Records, Diane M. Janosek. Since these deletions may
be construed as a partial denial of your request, you are hereby advised of this
Agency’s appeal procedures. Any person denied access to information may file
an appeal to the NSA/CSS Freedom of Information Act Appeal Authority. The
appeal must be postmarked no later than 60 calendar days from the date of the
initial denial letter. The appeal shall be in writing addressed to the NSA/CSS
FOIA Appeal Authority (DJP4), National Security Agency, 9800 Savage Road
STE 6248, Fort George G. Meade, MD 20755-6248. The appeal shall reference
the initial denial of access and shall contain, in sufficient detail and
particularity, the grounds upon which the requester believes release of the
information is required. The NSA/CSS Appeal Authority will endeavor to
respond to the appeal within 20 working days after receipt, absent any unusual
circumstances.

Sincerely,

P i VU
| . £ { ot £ l!
Ry , & / -
PAMELA N. PHILLIPS

Chief
FOIA/PA Office

Encls:
a/s
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NATIONAL SECURITY AGENGY
CENTRAL SECURITY SERVICE

FORT SEORGE G. MEADE, MARYLANIY 207 55-6000

11 Februaxy 2008

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FSE8) Report to the Intelligence Oversight Board on NSA
Aclivities - INFORMATION MEMORANDUM

(U/FOB93 Except as previously reported 1o you or the President, or otherwise
stated in the enclosure, we have no reason to believe that any intelligence activities
of the National Security Agency during the quarier ending 31 Detember 2007 were
unlawful or contrary to Executive Order or Presidential Directive and thus should
have been reported pursuant to Section 1.7.(d) of Executive Order 12333,

(U/FSBQ) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by inspections, surveys, training, review of
directives and guidelines, and advice and counsel. These activities and other data
requested by the Board or members of the staff of the Assistant to the Secretary of
Defense (Intelligence QOversight) are described in the enclosure.

GEORGE BLLARD
Inspector General

3 . o {z—'\ 1]

! r\ﬁ’ / k\Q iI»\ !
PPN S ~ 9 n‘\ e 'r #
VITO T. POTENZA |

General Counsel

(U/FOHQ) 1 concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

Mﬁ B ArEx DER

Lieutenant General, U. 8. Army
Director, NSA/Chief, C88

Encl
Quarterly Report

Approved for Release by NSA on
10-09-2009 FOlA Case # 54854
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1. (UI/FSH} Intelligence, counterintelligence, and intelligence-related activities
that violate law, regulation, or policy substantiated during the guarter, as well as
actions taken as a result of the violations.

(U) Intelligence Activities

(TEHSY

(b) {(3)-P.L. 86-3¢

TTSHSHARBL)

{b) (3)-P.L. 86-36

(SHSHREE)

- ﬁ ¥ i

by (3)-P.L. 86-36

Derived From: NSA/CSSM 1-52
Dated, 20070108
Declassify On: 20320108
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(b) (3)-50 UsC 403
(b) (3)-18 UsC 798
(b} (3)

L. B86-36

Lol g



DOCID: 3617973

.L. B86-36

0 UsC 403
8 UsC 798
.L. 86-3¢

el )

(FEHSHAEN

(b) (3)-P.L. 86-36

} (SHQTIDIT
i L2 RES A% Y 5 )

{U) Counterintelligence Activities,
(U) Nothing to report.

(U} intelligence-related Activities.

I@%y

50 UsC 403
-18 UsC 798
P.L. 86-3¢

(b) (3)-P.L. 86-36
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0 UsC 403
8 Usc 798
P.L. 86-36
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2. (U//FOUQ) NSA OIG Intelligence Oversight inspections, Investigations, and
Special Studies.

(UlrFeH65-During this quarter, the Office of Inspector General reviewed various

intelligence activities of the NSA/CSS to determine whether they were conducted in
accordance with applicable statutes, Executive Orders, Attorney General

procedures, and Department of Defeme and internal directives. With {few

excepiions, the problems uncovered were routine and showed thaﬁ oper atmg (1)

elements understand the restrictions on NSA]CSS activities: (‘{9) (3)-P.L. 86-36

ESHESTHHRER I‘ﬁ{émwence Gvermght is degmdod ’nv the abqence of
clearly delineated roles and responsibilities for the : Entelhgem:e
Oversight Program Manager and organizational points {}f contact, The @rgamzcﬁtmn
lacks documented processes and procedures for timely reporting intelligence
oversight incidents and violations, and there are no documented procedures for
tracking intelligence oversight tramm ; therefore, accounting for persennel wha
require the training is meemp]ete

: ’?he
NSATUDS IRSDECToT benera{ will updiate it @ future report actions taken by (b) (3)-P.L. 86-36
to correct the inspection findings. -

(TSSHRED

0 UsC 403
18 UsC 798
.L. 86-36

Lol e )



DOCID: 3617973

0 U3C 403
8 UsC 798
L. 86-3¢
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(U//FOBE3 Under the PAA, surveillance directed at persons reasonably believed to
be located outside the United States is no longer defined as “clectronic
surveillance.” |

3. (1) Substantive Changes to the NSA/CSS Intelligence Oversight Program.

(U) Nothing to report.

4. (U} Changes to NSA/CSS published directives or policies concerning
intelligence, counterintelligence, or inteiligence-related activities and the reason
for the changes.

{U) Nothing to report.

5. (U) Procedures governing the activities of Department of Defense {DoD)
inteiligence components that affect U.S. persons (DoD Directive 5240.1-R,
Procecure 15) Inquiries or Matters Related to Intelligence Oversight Programs,

(U) Nothing to report.
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7. June 2006

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FSH83 Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

{(U//F656) Except as previously reported to you or the President, or
otherwise stated in the enclosure, we have no reason to believe that any intelligence
activities of the National Security Agency during the quarter ending 31 March 2006
were unlawful or contrary to Executive Order or Presidential Directive, and thus
required £o be reported pursuant te Section 1.7.(d) of Executive Order 12333,

(UGB The lnspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelliggdes Oversight) are described in the enclosure.

p-

JOE

“._/ Inspector General .
4 / 7 cers e
j} s o

{"y.;‘ / /‘IL-' -
ROBERT L. DETTZ

Gener&i"ﬁgxmé&

(UFFOEQ) 1 concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report. '

Y
7/ P

AT S
AR A My
KEIPH B: ALEXANDER

Lieutenant General, U. S, Acmy

Director, NSA/Chief, CSS Spoproved for Release by NSA an

10-09-2009 FOIA Case # 54554

Enel:
Quarterty Report

A, 3 v > "ED FROM: NSAMCSSPM 1-52
This Memorandum is Unclassified DERIVED T ﬁ(}?l_ NSAMCSSEM §
Upon Bemoval of Enclosure BATED: 23NOVH4

DECLASSIFY ON: 28284123
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1. (U} INSPECTOR GENERAL ACTIVITIES

a. TEA8D During this quarter, the Office of Inspector General (O1G) reviewed
various intelligence activities of the National Security Agency Centm} Security
Service (NSA/CSS) te determine whether they were coaduct;,d in accordance with
applicable statutes, Executive Orders (B.O.8), Attorney General (AG) proceéumx,
and Department of Defense (DoD) and internal di rectzves/ With few exceptwncs, the
issues presented were routine and indicated %‘na’s the Qpemtmg eiements ‘
understand the restrictions on NSA/CSS actwmes

b, (U//FOH6) NSA OIG inspects rs comp}eted an mspectwn. of i}1e| |
on 81 March 2006, The mte}haenw avermght

program was found in goog order.

c. (U/FCHS Stemming from the NSA OIG special study of the aceess to S1gna]
intelligence (SIGINTYby] |a review of
possible B.0. 12333 winfractions in azeas unvelated to NSA/CSS was c&néuet@d
{report dated 28 Februarv 2006} There were no E.0. 12333 vwlatmm or unpropm
management in action related to the review.

d. 1Y

[——___\,//¢¢,

e (I *!/‘FGHG) The special study of the NSA/CSS
revealed deficient training accountability (report dated 22 August 2005). The

fras instituted a Eorma} tracking and follow-up system to ensure training
compliance.

. 86-36

J(b)(1)
/ (b)(3)-P.L. 86-36

f. <575

gfb)(s)-P.L. 86-36

g. (U/FGE8) As reported in the fourth quarter fiscal year 2004 (report dated

29 November 2004), inspectors from the

Derived From: NSASCSSM 1.52
Dated: 20041123
Declassify On: 20291123

P —z—~ T LS e ol Ll G4 R FacS i alEs G IS nlath 2 Gl Tate st ¥ i B 1]
1\"{ ‘t CEF ! LU ux AR IR NI I VA S A WWR IS LW W) SRR WKW G Wy A T s v ps =

(b)(3)-P.L. 86-36
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P T T I T P R P N b ’])
\(b\)\(3)—P.L. 86-36 O CR T OO I AN ST S EE A NOTORNT 029 z..v (b)(3)-50 USC 403
: (b)(3)-P.L. 86-36

INSA OIG conducted a jpin'ti"fi’aspection of the
| Action has been completed to
rectily the weaknesses in their mntelligence oversight program documentation.

‘b TSHsn\

2. (U) GENERAL COUNSEL ACTIVITIES

(CHSE The NSA/CSS OGO reviewed various intelligence activities of the
NSA/CSS to determine whether they were conducted in accordance with applicable
statutes, £0s, AG procedures, and DoD and internal directives. The OGC advised
Agency elements on a number of questions, including the collection and

. dissemnination of communications of, or concerning U.S. persons; the reporting of
possible violations of federal criminal law contained in SIGINT product; the testing
of electronic equipment, and the applicability of the Foreign Intelligence
Surveillance Act (FISA). With few exceptions, the issues presented were routine

and indicated that the operating elements understand the restrictions on NSA/CSS
activities.

" (b)(3)-P.L. 86-36
3. (U) SIGINT ACTIVITIES

a. (S

1 Uy

AT AN R BTl s & i AR T Pt & W A5 W L A e 0P G S Wikl W L i . r-.x’)“‘?:’}"‘ S R IR WA F e - «‘:*_s FataYat i\’ln"
(b)(’] ) [ASTA QIR S WA S35 W SRSV A% $ IS KT IF 5 % S WEA 1\.1. LIS ANy v sraEa A AR DY IR A I EEE A
(b)(3)-50 USC 403

(b)(3)-18 USC 798

(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

o
(b)(3)-P.L. 86-36

(b)(1)

(b)(3)-50 USC 403
(b)(3)-18 USC 798
(b)(3)-P.L. 86-36
1)
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N b))

FEP R PR e AN IR L Ut Sl L LY WA R AN 2 R T Rt Lr S o & N
FOP-STERET OO TATERT Y HOEFROFORIF202s+ 123 (b)(3)-P.L. 86-36

b. (SHsH

j (b)(3)-P.L. 86-36

ool | [ —

b, TESE

' ()(1
e (b)(3)-50 USC 403
h. (U/FeUQ)] | - (b)3)-P.L. 86-36 (b)(3)-18 USC 798
(b)(3)-P.L. 86-36

(1) (Y|

(b)(1)
(b)(3)-P.L. 86-36

(2) THHSIT)

SAWE L% VB EFA RIS EA EER A WA |

IR R A FATE B R

(b)(3)-P.L. 86-36 (b)(1)

(b)(3)-P.L. 86-36
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(b) t84sL) |

{2) (U]

{b)(3)-P.L. 86-36

b L ‘\C‘IHC\TH\?ﬁ‘
Pl e w7 5 S W YT E S A )

8 USC 798

)
)-50 USC 403
)-1
)-P.L. 86-36

. (FSHSTHIRAREL)

(31

tvwizessd|

4
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/{,,,/”;(b)(3)—P.L. 86-36

4. (U) Other Activities

a, (UIFDHS)

(b)(1)
(b)(3)-P.L. 86-36

b. (i}iﬁeﬁel rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrr e (b)(3)-P.L. 86-36

(2) (ESHSHARE)

5

S T A T T L S AR AP W A G L U R S T B ST TR DL ST T R DG SR AT Pt e PN L G S L P LT Vo
[ VSN TWAWE Y R SEEA WEW LY SR IE IR PG W WA BN OV W S 3 L W % WERER LNES SRV SNHA EEJFAAF Ea)

e,
e

-50 USC 403
-18 USC 798
-P.L. 86-36
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L(b)(1)
_ . (b)(3)-50 USC 403
(b)(3)-P.L. 86-36 e s e i £ e Lot re & % Are e o S rh s g s et et e o1 . (b)(3)-18 USC 798
(b)(3)-P.L. 86- PP R R P A B N P NP O A O RN | (b)(3)-P.L. 86-36

(3) (FESHSLAE)

¢, {U) Assistance to Law Enforcement

o

e. {U} Working Aids .

(1) (U/AREEON The SID Office of Oversioht and Coamnlisncs maintains
on its web page for
use by the NSA/CSS Enterprise. The E.Q., NSA/CSS Policy Number 1-23, DoD
Regulation 5240.1-R, and USSID SP0018 are also available on-line.

(2) (3H5D NSA/CSSE Georgia developed an intelligence oversight opefaﬁng
instruetion that addresses roles, responsibilities,|
[ end developed a working aid to assist with]

'y(b)(S)—P.L. 86-36

" k4 kil I Akl W i W R PN P tn S T i W G W S B M R
W SR Wl B S0 3 N W WL Y B A A WS WA N i R UE S WY DRI LT SR N A ETERAL TR IR AN
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vities by means of inspections, surveys, training,
ss, m‘zd eadv;ia and counsel. These activities and
'» \z‘ the stalf of the Assistant to the
% described in the enclosure,
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Secretary of Def om”
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<§;'m ¥ concuar in the report of the }mporf or General and the Genoral
Covnsel and heveby malke it our combined report. _
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B{:f:gect;or, \ S:Ae’fﬁmez_, 1\.: 33

Cartevly Boport

This Memoransuwm is Unclassified
Lipos Removad of Enclosure
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CTOR GENERAL ACTIVITIES

ar, the ‘{“nuwsx inspecior General (OICH

sonal Security Agency/Central Security Se
i '-s;‘:z*::nj:‘xe *ﬁ* sther they were conducted in accordance with appl Lu%m
) e 3 {E.Ous), Attorney General (AG) procedures, and
Dy ’j‘im(*l‘i of ’f_»; fense ( i ol)) and intes nzr:'i direct . ‘%’ii’fi} few exceptions, the isgnes
presentsd were ma?xzw dnfl zmr ated the mw oper g elements understond the

i

-50 USC 403
-18 USC 798
-P.L. 86-36

2. (U} GENERAL COUNSEL ACTIVITIES

TCHSI T he NBALS ‘S OGO veviewed various intelligence «zct-ivitém fthe NSACSES
o determine whether they were conducted in accerdance with \mvhc;'i}'ﬁ&‘ statutbes,
EOs, AG procedures, and Dol and interual directives. The OGO advised 1 Agency
aiemenia on & number of guestions, including the eollection and rizs vination of

commumications of, or concerning 1.5, persons; the reporting of possible vidlations of
federal criminal law contained iﬂ Signals Intelligence (SIGINT product; the fegting of
electronic equipment, and the ikg)p'iz ability of the Foreipn Intelligence Survelllance Act
{(FIBA). With fow exeeptions, the issues presented were routine and indicated that the
aperating elements understand the restrictions on | 'LA/{ 55 activities.

533

.
bR
1g

3. (U) SIGINT ACTIVITIES

(b)(3)-P.L. 86+36

a. (sHsy_

{1} {U)

1)

3)-50 USC403 RS SO SNV A B BN D M N W BN SN NN B L A UL S 2

3)-18 USC 798 : (b)(1)

3)-P.L. 86-36 (b)(3)-P.L. 86-36
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(b)(1)

(b)(3)-P.L. 86-36

8 USC 798

)
)-50 USC 403
)>-1
)}-P.L. 86-36

“b)(3)-P.L. 86-36

)
(b)(3)-P.L. 86-36

b. (UITORY

{1 1)

:;j(b)(s)—P.L. 86-36

i' E‘a tfgx;;

— | &
L1 (b)(3)-P.L. 86-36

:EB)(3)—P.L. 86-36
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4. {1} Dther Activities

a. {PFGUe

(1) { Tt

“{b)(3)-P.L. 86-36

(b)(1)

(b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36

(b)(1)

(b)(3)-P.L. 86-36
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b {ﬁfﬁ*@ﬁ%ﬂ o """;,f;}j{b)(s)-P.L. 86-36

8 USC 798

) .
)-50 USC 403
)-1
)-P.L. 86-36
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8 USC 798

)
)-50 USC 403
)-1
)-P.L. 86-36

. (45 Assistance to Law Enforgement

e, {U) Working Akds

(L IAPERE The S0 Offee of Oversioht and Comnliance maintaing o777 (B)(3)-P.L. 86-36

o1 i web
N AN nterprise. The O, NSAAED Yolicy Number 1223, Dold Bogulation
5240.1-R, and USS1E SPO038 are also avadlable on-line.
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CENTRAL SECURITY 58

FOFRT GLORGE G, MEADE, MARYLAND AQVS

21 November 2008

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

~~~~~~

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/fFEOT9 Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U/FeEL) Except as previously reported to you or the President, or otherwise
stated in the enclosure, we have no reason to believe that any intellipence activities
of the National Security Agency during the quarter ending 30 September 2006 were
uniawfil or eontrary to Executive Order or Presidential Dirsctive, and thus required
to be reported pursuant to Section 1.7.{d) of Executive Order 12333.

(U/FOEQ) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligence Oversight) are desceribed in the enclosure.

VITO T. POTENZA

General Counsel

(U//FGYEy 1 concur in the report of the Inspector General and th@ General
Counsel and hereby make it our combined report.

yd .
,f%;’ llllllll “/ f !{j
Dsdlr i

< ﬁ*ﬁ B AUEXANDER

Lieutenant General, U. 8. Army Approved for Fﬁeleaa b I’“I.‘Es‘ﬂu Qr
Director, NSA/Chief, CSS 10-09-2009 FOIA Case # 543854

Fnel:
Guarterly Report

This Mg s!;umﬂc,um is Unclassified
Upon Remaovat of Enclosure
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1. (U) INSPECTOR GENERAL ACTIVITIES

g, Reviews

tS453) During this quarter, the Office of Inspector General (O1G) reviewed varnous
intelligence activities of the National Security Agency/Central Security Service
(NSA/CSS) to determine whether they were conducted in accordance with applicable
statutes, Executive Orders (E.0.8), Attorney General (AG) procedures, and
Departiment of Defense (DoD)) and internal directives. With few exceptions, the issues
presented were routine and indicated that the operating elements understand the
restrictions on NSA/CSS activities.

b. {U) inspections

(1) (UTFOYSs-Along with inspectors from the

he NSA/CSS OIG can d a joint
inspection of| | Since) 4 vas
recently designated as a joint organization. its intellivence GV@T"igiﬁgt@G} program
needed adjustments to transition fron to an NSA/CSS 10
program. Those adjustments were quickly completed. The center has begun quarterly
reporting of intelligence activities to the NSA/CSS O1G, and has submitted the 10
training materials to the NSA/CSS OGC for validation. At the OIG recommendation,
the 10 program manager is now included in exercise planning and new mission
management meetings to establish management controls to 'prfa‘;féﬁt 10 violations.

(b)(3)-P.L. 86-36

(2) SHRBE nspectors from|

Ny -
| [ond the NSA/CSS OIG completed
a joint inspection of] |
The documentation of the| [tO program and process was

lysis.of a sample of training records revealed that only

gm’énted

the need for internal controls in oversight of training. ) (1)

(b) (3)-P.L. 86-36

¢. (U} inguiries

TEOSHAE)

(b)(3)-P.L. 86-36

DERIVED FROM: NEA/LSSM 12322
DATED: 24 FERRUARY 19u§
DECLASSIFY OM: Source Marked X1,
Date of Source 200061106

LN e L s NI Y
T AN L PN, NIT AL
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2. {U) GENERAL COUNSEL ACTIVITIES

&8 The NSA/CSS OGC reviewed various intelligence activities of the NSA/CSS
to determine whether they were conducted in accordance with applicable statutes,
EOs, AG procedures, and DoD and internal directives. The OGC advised Agency
elements on a wumber of questions, including the eollection and dissemination of
communications of or concerning U.S. persons; the reporting of possible vielations of
federal criminal law contained in Signals Intelligence (SIGINT) product; the testing of
electronic equipment, and the applicability of the Foreign Intelligence Surveillance Act
{FISA). With few exceptions, the issues presented were routine and indicated that the
operating elements understand the restrictions on NSA/CSS activities.

3. (U) SIGINT ACTIVITIES ~ (IOPL e

( b)
, )

(1) () ~

8 USC 798

)
)-50 USC 403
)-1
}-P.L. 86-36

Fb)(1)
/{b)(3)-P.L. 86-36

@ W

(b)(”s)—P.L. 86-36
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1)
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Ab)(3)-P.L. 86-36

4. {U) Other Activities
a. (WFoYs [ (k) (3) =P L. 86-38
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b. (U) Assistance to Law Enforcement

B oo

¢. {U) Working Aids

(U/FSH65 The SID Office of Oversight and Compli mcéﬁmaintainé
on its web page for use by the

(b) (3)-P.L. 86-36

NSA/CSS Enterprise. The E.0., NSA/CSS Policy Number 1-23, DoD Regulation

5240.1-R, and USSID SP00G18 are alse available on-line.
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NATIGNAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORY GEQROGE B, MEADE, MARYVIANDG 2075580020

26 Februnary 2007
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBIECT: (U/FOESS Report to the Intelligence Oversight Board on NSA
Activitiss - INFORMATION MEMORANDUM

(U/FOE6 Except as previously reported to you or the President, or otherwise
stated in the enclosure, we have no reason to believe that any intelligence activiiies
of the National Security Agency during the quarter ending 31 December 2006 were
unlawiul or contrary to Executive Order or Presidential Divective, and thus required
to be reported pursuant o Section 1.7.4d) of Executive Order 12333,

(U/FOEE-The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of Inspections, surveys, training,
review of divectives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligence Oversight) are deseribed in the enclosure.

et %3 /" 4
ez%ﬁf@@@ﬂ;ﬁv
1‘;7& AN R MCANDREW
Acting Inspector General

/7;\..,/

E e .{w- :f"\\ 7

a " (AN e ‘
VITO T. POTENZA ©
General Counsel

{(GTSEO) 1 concur in the report of the Inspector Generzl and the General
Counsel and hereby make 1t our combined report. "
?

) ; C
KEITH B. ALEXANDER
Lieutenant General, U, S. Army

Director, NSA/Chief, C88 S pproved for Release
10-09- HI:]CI FOlg ‘:
Bl

e by

NSA o
2 # 5485

Quurterly }‘is.pm t

This Memorandmn s Unclassified
Upon Ramoval of Erclosure
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1. (U} INSPECTOR GENERAL ACTIVITIES

3. Heviews

(EHSE Doring this quarter, the Office of Inspector General (OIG) reviewed

various intelligence activities of the National Security Agency/Central Security
Sewi@e (NSACSS) to determine whether they were conducted in accordance with
appiicable statutes, Byecutive Orders (E.Q.5), Altorney General (AG) procedures,
and Department of Defense (Do1)) and internal directives. With few exveplions, the
issues presented were routine and indicated that the operating elements ,
understand the restrictions on NSA/CSS activities. Eﬁi Eé; P L. 8e_36

b, (U} Inspections

= |‘§ﬁé§éct0rs from %.he\ ’/,»(’b ) (3)-P.L. 86-36

[NSA/CSE 010G completed 8 joint inspection of NSA/CSS Texas

By (1)
| were commmendable; however, tne (b) (3)-50 USC 403
intelligence oversight program suffers from fragmented management, a lack of (b) (3)-P.L. 86-36

consolidated control, and A lack of oversight at the program level. The NSA/CSES
iz will track the deficiencies and oversee corrective action.

2. {U) GENERAL COUNSEL ACTIVITIES

€455 The NSA/CSS QG reviewed various intelligence activities of the
NSACSS to determine whether they were conducted in accordance with applicable
statutes, B.0.8, AG procedures, angd Dol) and internal directives. The OGC advised
Agency elements on a number of questions, including the collection and
dissemination of communications of or concerning U.S. persons; the reporting of
possible viglations of {ederal criminal law contained in Signals Intelligence
{SIGINT) product; the testing of electronic equipmenti, and the applicability of the
Forelgn Intelligence Surveillance Act (FISA). With fow exceptions, the issues
presented were routine and indicated that the operating elements understand the
restrictions on | ‘\ESA?(, S8 activities.

Derived From: NRA/CSEM 152
Trated: 20641123
Declassify Ops 202913403
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3. (U) SIGINT ACTIVITIES
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0 UsSC 403
8 UsC 798
.L. 86-36
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4, {1) Other Activities

(2) CraHsTary

(3) cpspora]
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SECRETTCOTIRT RO RO 3
NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORT GEORGE G. MEADE, MARYLAND 20755-6000

4 September 2007
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD

THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/FOTS Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U/A6E0y Except as previously reported t0 you or the President or otherwise
stated in the enclosure, we have no reason to believe that any intelligence activities
of the National Security Agency during the quarter ending 30 June 2007 were
unlawful or contrary to Executive Order or Presidential Directive and thus required
to be reported pursuant to Section 1.7.(d) of Executive Qrder 12333.

ANAOT8) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and counsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligence Oversight) are described in the enclosure.

ﬁw{iﬁzﬁc W

GEORGE ELLARD

ixzspeaior Gener al
/__ 2

j b‘\ \ 4\,%
VITO T. POTENZA
General Counsel

(U563 1 concur in the report of the Inspector General and the General
Counsel and hereby make it our combined report.

Ezg'i‘ié ALEXANDER

Liesutenant General, U. S, Avmy

AppTov THGH
Director, NSA/Chief, CSS At f&g [Efllifq“ff“

# 545!

U‘I o]

L—r

Endl:
GQuarterly Report

This Memorandurm is Unclassified
Upon Removal of Enclosure
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XB{(3)—P.L. 86-36

L L (UIFSEE) Intelligence, counterintelligence, and intelligence-related activities
. that violate law, regulation, or policy substantiated during the quarter, as well as
“any actions taken as a result of the violations,

i) (3)-P.L. 86-36

(U) Inteltigence Activities [

PIHS) T

(1%
S Derived From: NSA/CSSM 1-52
(b) (3)-50 USC 403 i}a;¢<i: 20070108
(b} (3)-18 USC 798 Declassity Omn: 20320108
(b) (3)-P.L. 86-36 - AATAIT LA . :
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-18 UsC 798
P.L. 86-36

RS '

(CRSHSHATEY

(1) Counterintelligence Activities.
Nothing to report,

-50 USC 403
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g(b)(s)-P.L. 86-36

(U) intelligence-related Activities

)

2. {U/TOBQ) intelligence Qversight Inspections. During this quarter, the Office
of Inspector General (O1G) reviewed various infelligence activities of the NSA/CSS
to determine whether they were conducted in accordance with applicable statutes,
Executive Orders, Attorney General procedures, and Department of Defense and
internal directives. With few exceptions, the issues presented were routine and
indicated that the operating elements understand the restrictions on NSA/CSS
activities. ' (b) {1)

' A (b)(3)-P.L. 86-36

v

AR Although

is diligently working to improve its Intelligence Oversight program, procedures fall
short of the minimum required to ensure that all employees receive required
intelligence oversight training. Although the understanding of NSA authorities in
relation to collection, minimization, and dissemination is poor, no intelligence
oversight-related concerns were noted within operations. Intelligence oversight
training is not managed effectively or efficiently, and no internal controls ensure
training compliance. At best, the procedures to make certain that the right people
receive the required training are confusing and difficult to track. The NSA/CSS
Inspector General will track these deficiencies and will relay in a future report
when they are rectified.

3. {U) Substantive Changes to the NSA/CSS Intelligence Oversight Program.
{U) Nothing to report.

4. (U) Changes to NSA/CSS published directives or policies concerning

inteiligence, counterintelligence, or intelligence-retated activities and the reason
for the changes. Nothing to report.

5. (U) Procedures governing the activities of Depariment of Defense (DoD)
intelligence components that affect U.S. persons (DoD Directive 5240.1-R,

Procedure 15) inquiries or Matters Related to Intelligence Oversight Programs.,
Nothing to report.
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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE

FORY GEORGSE &, MEADE, MARYIAND 20756000

10 Decembey 2007

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U//FD*SS% Report to the Intelligence Oversight Board on NSA
Activities - INFORMATION MEMORANDUM

(U/FE80) Except as previously reported to you or the President, or otherwise
stated in the enclosure, we have no reason fo believe that any intelligence activities
of the National Security Agency during the guarter ending 30 September 2007 were
unlawful or contrary to Executive Order or Presidential Direective, and thus required
to be reported pursuant to Section 1.7.(d) of Executive Qrder 12333.

(U/FOYEQ) The Inspector General and the General Counsel continue to
exercise oversight of Agency activities by means of inspections, surveys, training,
review of directives and guidelines, and advice and coungsel. These activities and
other data requested by the Board or members of the staff of the Assistant to the
Secretary of Defense (Intelligence Oversight) are described in the enclosure.

GEORGE ELLARD
Inspector General

V%TZ T, @%

(General Counsel

(U/FOTO) [ concur in the report of the Inspector General and the General
Counsel and hereby make it our combined repart.

S / W
KMEX&NDER

Lieutenant General, U. S. Army _
Director, NSA/Chief, CBS Approved for Release by NSA
C0-08 QOE FOIA Case # 54854

M

1'10

»ur:_a
CD

Encl:
Quurterly Report

This Memorandum is Unclassified
Upon Removal of Enclosure
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i:f“‘*i {U/FOEQ; Intelligence, counterinlelligence, and mteﬂsgeme-reiaied actmtses
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(1) Counterintelligence Aét&viﬂes‘

(b)(1) {b)(1)
{1} Nothing to report. (b)(3)-P.L. 86-36 (b)(3)-50 USC 403
(b)(3)-18 USC 798
' (b)(3) P.L. 86-36
(1) Intefligence-related Activities.
TTSHSH- A

(U/FoUS)

2. (UfFOU8) intelligence Oversight Inspections.

(U/POY) During this quarter, the Office of Inspector General (OI() reviewed
varicus intelligence activities of the NSA/CSS to determine whether they were
conducted in accordance with applicable statutes, Executive Orders, Attorney
General procedures, and Department of Defense and internal directives. With few
exceptions, the issues presented were routine and indicated that the operating

elements understand the restrictions on NSA/CSS activities.

{(UTTFOE6S Intelligence Oversight Program

Management is degraded by deficiencies in|

[the

process used to ensure that all personnel|

receive intelligence oversight training before they are exposed to

operational or classified information. Additionally, although training is conducted |

as required by the DoD Regulation 5240.1-R and NSA/CSS Policy 1-23, more

emphasis is needed on U.S. Signals Intelligence Directive SP0018 and N atmnai

Telecommunications and Information Systems Security Directive 600 standag
The OIG will provide an update in a future report regardmg actmns taken by

to correct the mspectmn findings.

ey
)

~{b)(3)-P.L. 86-36



DOCID: 3617980

3. {U) Substantive Changes to the NSA/CSS infelligence Oversight Program.

() Nothing to report.

4. () Changes to NSA/CSS published directives or policies concerning

intelligence, counterinteliigence, or intelligence-related activities and the reason
for the changes.

(1) Nothing to report.

§. (U) Procedures governing the activities of Department of Defense (DoD)
inteliigence components that affect U.S. persons (DoD Directive 5240.1-R,
Procedure 15) inguiries or Matlers Related to Intelligence Qversight Programs.

(1) Nothing to report.



