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ALL INFORMATION CONTAINED
HEREIN I3 UNCLAZSIFIED
DATE 05-06-2010 BY 65179/DMH/=db

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB MATTER 2008-377 (U)

(Ul On[::] the Federal Bureau of
Investigation ("FBI") initiated al on
a U.S. person, the investigation was extended on|
On 03/21/2008, the FBI issued a National Security Letter
("NSL") for telephone subscriber information. The telephone
company responded to the NSL by providing a compact digk
("CD") containing telephone toll billing records, information

_that was beyond the scope of the reguest. The FBI compounded
the error by uploading the information from the CD into a
database. Upon realizing the error, the FBI removed all of
the toll billing record information from the same database.
The CD was returned to the telephone company.

b2

{U) The Electronic Communications Privacy Act
{("ECPA"), 18 U.S.C. § 2709, permits the FBI to use an NSL to
obtain subscriber records for telephone numbers and email
accounts, as well to gather toll billing records and
electronic communications transactional records, that are
relevant to an authorized investigation. In this case the FBI
properly issued an NSL seeking subscriber information. The
telephone company provided a CD containing telephone toll
billing records. This constituted an over production by the
telephone company. By agreement with the Counsel to the IOB,
third party errors in the over production of information
pursuant to an NSL are only reportable to the IOB when the FBI
compounds the error by uploading the overproduction inte an
FBI database or otherwise using the overproduction for
investigative purposes. Here, the information was uploaded
into an FBI database. In light of such compounding, this
matter is being reported to the IOB.

{U) The FBI took prompt action to minimize the impact of
the compounding. Upon realizing the error, the FBI removed all
of the toll billing record information from its database.,
Additionally, the CD was returned to the telephone company.
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ALL INFORMATION COMTAINED

HEREIN 15 UNCLASSIFIED
DATE 05-06-2010Q BY 6517%/IMH/=sdbh

INTELLIGENCE OVERSIGHT BOARD (ILOB) MATTER
I0B MATTER 2008-436 (U)

(U) oml | thel ) rield Office
| | initiated a| Jon a U.s.
person but submitted a late notice of initiation.

Consequently, the Department of Justice (D0OJ) had no
opportunity for cversight for a period of nineteen (19)
months. : .

{U) The purpose of the notification reguired in the
The Attornev General's Guidelines for FBI National curit
Investigations and Foreign Intelligen ollection (NSIG), is
to enable the DOJ to provide appropriate oversight of
investigative activities by the Federal Bureau of
Investigation (FBI). The standard by which the Office of
General Counsel (OGC) reviews tardiness in reporting or a
failure to report altogether is whether the tardiness or
omission "substantially impaired" DOJ's ability to provide
meaningful oversight. Where, as here, the initial notice was
submitted approximately nineteen {19) months after the
initiation of the investigation, there could consequently be
no oversight of the case by DOJ. Accordingly, this matter is
being reported toc the I0B.

() [___]is in the process of implementing a field
office wide tickler system to avoid these types of administrative
errors in the future.
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(U) On August 08, 2007, the[ | Field Office
issued a National Security Letter: (NSL) for
transactional information on three e-mail accounts associated

with the subject of an authorized counterintelligence
investigation. The letter was served on the provider by agents
in the| | office. The provider returned results
responsive to the request tol | which then
memorialized the results in an EC that was uploaded to ACS. A
subsequent review of the records by| | determined that two
of the requested e-mail accounts did not belong to the
subject. The EC was purged from ACS and the CD containing the
results was sequestered with the| | Chief Division
Counsel, By previous agreement between the Board and FBI OGC,
NSLB is reporting this matter as a compounding error.

UNCLASSIFIED
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ALL INFOEMATION, CONTAINED _
HEREIN I3 UNCLASSTFIED
DATE 05-06-2010 BY 65173/DMH/sdb UNCLASSIFIED
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
IOB MATTER 2008-401 (U) B e AT
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DECLABSIFIED EY 65173/DMH/sdb
O 05-06-2010
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
10B MATTER 2008-317 (U)

X

-

L7E
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M Based upon our analysis, in accordance with the
reporting requirements of Executive Order 13462, this error must
be reported to the IOB because the error resulted in the
| [that did
not belong to and was not being used by an agent foreign power
and therefore was not subject to monitoring under the Foreign
Intelligence Surveillance Act or Executive Order 12333.

Derived From : FBI 10/31/2003 NAT INVESTIGATIVE
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U.S. Department of Justice

Wdeml Bureau of Tnvestigation

QOffice of the General Counsel Washington, D.C. 20535

April 30, 2008

BY COURIER

Stephen Friedman, Chairman
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

Pursuant to Executive Order 13462 and the April 17, 2007
memorandum authored by Stephen J. Hadley, Assistant to the
President for National Security Affairs, the Office of the
General Counsel, Federal Bureau of Investigation (FBI), submits
the enclosed reports of violaticons to the Intelligence Oversight
Board (IOB) for the period of January through March 2008.

As you are aware, under Executive Order 13462, the heads of
departments concerned are now responsible for providing, to the
extent permitted by law, to the President's Intelligence Advisory
Board (PIAB) and the IOB such information and assistance as they
may need to perform their respective functions. .

By Order Number 2956-2008, dated April 4, 2008, the Attorney
General designated and authorized the Director of the FBI to
provide, to the extent permitted by law, to the PIAB and the IOB
such information and assistance as they may need to perform their

functions under Executive Order 13462. A copy of this order is
enclosed.

UNCLASSIFIED WHEN DETACHED
FROM CLASSIFIED ENCLOSURES

Derived From: FBT NSISCG-20080301
Declassified On: 04/30/2018

DECLASSIFIED BY 65179DMH/pli ]
GN 05-08-2010 :fffgﬁffi::
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The Director of the FBI intends to delegate his IOB
adjudicating and reporting responsibilities to the Office of the
General Counsel (OGC) and the Inspection Division. OGC is
submitting the FBI's report for the First Quarter of 2008 on
behalf of the Director.

Because OGC had neither the awthority to adjudicate nor the
authority to report IOB matters since February 29, 2008, there
has been a suspension in the adjudication of FBI matters since
that time. Once the authority to adjudicate IOB matters is
delegated to OGC, OGC will continue to carefully review all
potential IOB matters to determine whether they meet the IOB's
reporting standards, and if so, such matters will be reported to
the IOB.

As discussed in prior correspondence, in March 2007, the
United States Department of Justice, Office of the Inspector
General, released a comprehensive report reviewing the FBI's use
of National Security Letters (NSLs). Following the Inspector
General's report, the FBI conducted a 10 percent audit of all
national security cases by the FBI. As a result of this audit,
the FBI's Office of the General Counsel received a significant
number of additional reports of potential IOB matters.

In addition to auditing 10 percent of national security
cases, the FBI conducted an audit of all counterintelligence
investigations from 2002 through 2006 where the FBI issued
National Security Letters pursuant to the Fair Credit Reporting
Act, 15 U.S.C, § 1681 (FCRA). The purpose of the audit was to
determine whether full credit reports were improperly requested
or received pursuant to FCRA. Again, as a result of this audit,
the FBI's Office of the General Counsel received an increased
number of potential IOB matters.

Finally, the FBI's Office of the General Counsel received
reports of potential IOB matters that were not generated as a
result of either of the two audits mentioned above. Rather, they
were reported to the Office of the General Counsel under the
regular reporting requirements. '

Many of the matters that have been received by the FBI's
Office of the General Counsel pursuant to these audits have
already been reported to the IOB during the Second, Third, and
Fourth Quarters of 2007. To date, approximately 2,500 potential
IOB matters generated from the audits and OIG report in 2007 have
been adjudicated. Of those approximately 330 met the criteria to

report to the IOB.
}&( Cardozo-IQB—6
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For the period of January through March 2008, 0OGC is
reporting 72 IOB matters. Of these matters, 57 pertain to United
States or presumed United States persons and 22 pertain to non-
United States persons.

Of the 79 IOB matters, 20 matters relate to errors where a
carrier provided the FBI with more information than was requested

in an NSL, and the FBI compoqugd fthe third partv error, In all
of these matters, OGC advised

Additionally, 9 matters involve other types of NSL-related
errors. These errors include: inadvertently listing an
incorrect telephone number in the NSL due to a typographical
mistake; failing to include a correct certification in the NS
and requesting information beyond the scope of what d
by statute. BAgain, in these situations, OGC advised

The FBI has taken substantial corrective actions regarding
its use of NSLs to ensure that these types of errors will not
reoccur. Among its most significant actions, the FBI has: (1)
instituted mandatory NSL training; (2) fully deployed an
automated workflow system for issuing NSLs that is designed to
facilitate compliance with NSL statutes and to accumulate the
data necessary for Congressional reporting {(called the NSL
Subsystem); (3) in conjunction with DOJ, implemented a program
for regularly reviewing national security investigations,
including but not limited to compliance with NSL statutes; ({4)
established an Office of Integrity and Compliance to facilitate
the efforts of executive management to identify and mitigate
significant areas of risk; and (5) issued a comprehensive policy
on the use of NSLs, including the mandate that all information
received in response to an NSL be reviewed prior to uploading the
information into FBI databases and the mandate of legal review of
all NSLs.

In addition, 17 of the IOB matters relate to incidents where

the FBI acquired]

In all 17 situations, OGC

e a
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advised |

There was one FISA-related matter that I believe should be
highlighted in this letter.

o
RERL
re:

Please do not hesitate to cgontact me or[_ | b
if .you have any questions 17

regarding the enclosed IOB matters.

Sincerely,

ulie F. Thomas

Deputy General Counsel
National Security Law Branch

1 - Mr. J. Patrick Rowan
Acting Assistant Attorney General
National Security Division
United States Department of Justice
Room 2200 C

2 - Mr. Benjamin A. Powell
General Counsel
Office of the Director of National Intelligence
DIAC, Bolling AFB
Washingtoni, D.C. 20511

Cardozo-10B-8
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04/08/2008 11:00 FAX W uuss/uus

Office of the Attorney General
Washington, D.C.

ORDER NO. 2956-2008

DESIGNATION AND AUTHORIZATION OF THE DIRECTOR OF THE
- FEDERAL BUREAU OF INVESTIGATION TO PROVIDE CERTAIN
INFORMATION AND ASSISTANCE TO THE PRESIDENT’S INTELLIGENCE
- ADVISORY BOARD AND THE INTELLIGENCE OVERSIGHT BOARD

* Pursuant to the aﬁthonty vested in the Attorney General 'by law, including 28 - '
. 1U.8.C. § 510 and Bxecutive Order 13462 of February 29, 2008 (“President’s .
- Intelligence Adv1sory Board and Intelltgellce QOver 51gh1. Boaid”) I hereby OIdPl as o

: follows : . . . . ‘

. "1, The Dn sctor of the Federal Bureau of Invesuoatlon (FBI) is deswnated dlld R
- authorized to; ‘ : ‘

@) Provide, to the extent permitted by law, to the President’s
Intelligence Advisory Board (PIAR) and the Intelligence
Qversight Board (IOB) sucl information and assistance as they
mav need to perform functions under Execuuve Oxder 13462

" (b) Ensure that the Director of Nanonal Illtel]IUCl]Ct‘ (DNI)

. receives (1) copies of reports submitted to the JOB pursvant to
section 1.7(d) of Executive Order 12333, or a corresponding

- provision of any successor order, and (ii) such information and
assistance as the DNI may need to perform ﬁulctlons under -
Executive Order 13462 - A

(c) Demgnate the ad]udwauon officials, havmg a 1an]\. no loxvpr
than that of a Deputy Assistant Director or the equivalent, within
. the FBI who shall submit reports to the IOB required by
Executive Oxrder and ‘inform the DNI and the IOB of such
demgna’nom

(d) Ensure that the FB complies with instructions issued by the -
DNI under subsection 7(2)(ii) of BxecutiveOrder 13462.

(e) Jf the FBI does not implement a recommendation from the
PIAB under subsection 4(b) of Executive Order 13462 or from
the 10B under subsections 6(c) or 6(d) of Exe¢cutive Order 13462,
the FBI shall ptomptiy report throu gh the DNI to the Board that

— . ) . . .  ALL FET INFORMATION “GH"‘AII-JED
. ‘ HEREIN IS UNCLASSIFIZD

Cardozo—IOB 9
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made the recommendatmn or to the Pres1dent, the reasons for not
imp lementmg the 1ecommendat10n

2. The FBI shall only report on IOB matters that originate from the FBI. -
. The FBI shall provide to the Assistant Attorney General for Nationa] Security copies

thus order

Attorney Gerj eral

Cardozo-10B-10
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U.S. Department of Justice

Federal Bureau of Investigation

Office of the Gencral Counsel Washington, D,.C, 20535

June 3, 2008

VIA SECURE FAGCSIMILE
COARD ULS. MATL :

Homexr S. Pointer, Counsef'-- ' ' ) AR
Intelligence Oversight Board F
Room 5020 v

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503 .
Secure Facsimile: | o

Dear Mr. Pointer:

(U) This lettexr is in response to your request that the

Federal Bureau of Investigation, Office of the General Counsel

(0GC), clarify three of its recent reports to the Intelligence
Oversight Board and the Office of the Director of Naticnal

Intelligence. The three matters to which you seek clarification

are: 2007-1402; 2007~1733; and 2007-2160.
(U 7sg In 2007-1402, the[ | Field Offige gpened a be

“Jof a United States person on | -7

The| | was extended on [ and
converted to a] | on{ | No.-
notification of this investigation was provided to EBI. . C e
Headquarters (FBIHQ) until| | o

(0 | |
|
lof the :
Attorney General Guidelines for FBI Foreign Intelligence

Collection and Foreign Counterintelligence Investigations {AGG),
effective March 8, 1999. However, once the investigation was

~(U) Derived From : FBI NSISCG 20080301
Declassify On: 06/03/2018

Somer”

DECLASSIFIED BY 65L790MH/pli
ON (5-08-2010 Cardozo-IOB-11
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(U}

s

was further required to provide annual
summaries. of. the | | under both the AGG and The
Attorney: Sensva 1'~ Guidelires. for FBI National Security
lovestigations and Foreian. ,;_ lqugnce Collection (NSIG),

i T

effective Ccteber 31, 2003. 115 did not occur until March 26:II.:.°

2007, moxe than three years after the case was converted tqg a
| Bs such, OCC determined that OIPR's oversight ="
ability was impaired, and reported the matter to the IOB.

2&f  Next, in IOB matter 2007-1733, on April 11, 2005,

[ 7N lissued an approved Right to Financial Privacy Act (RFPA)
National Security Letter (NSL) to_a financial institution for the
subject's financial records from| | The
financial institution returned financial records for the time
period requested, plus additional records prior to|

L analyzed the results and uploaded a summary to an FBI

..database. The data exceeding the scope of the NSL has since been..
sequestered and purged from the FBI database. | |was
unaware of the need to report this matter as a potential IOB error

.until. the. Inspection Division (INSD) audit of March 2007.

'TUEZ'; : By. agreement w1th the Counsel to the IOB third party

erroré in the collection of information pursuant to an NSL arr.not.
reportable unless the FBI' has.compounded .the errox. Here, .
N ~ lanalyzed and uploaded the overproduction into an FBI:
. -'~database, thus compounding. the error. Accordingly, OGC reporfed

ﬂh'-: g@ 0G¢ adv1sed|

(I - C‘}%ﬁ]many, in IOB matter 2007-2160, the| | Field
Office reported that, on|_ | it opened a
on a non-United States person. The
expired on| | Following
the expiration of the] | on | |

(S

TR

Cardozo-10B-12

IR Y

R -quib'matfer to: Lut-TOB. , :;ch. e , R R R R

e
b

LR




-

-

()

<[ | .

».:_,_wg; =ZEnanding

Saoe

|a mail cover was initiated on the subject of the

]in violation of the NSIG.
beli;%BE;

.investigation into a "pending inactive"”

As a mitigating factor,[:::]was under the mistaken
at it could suspend the investigation and

[

Upon_remqving the investiagation from.
w—.,o_.‘_w'\dpr ‘*}-'\ TN ;1(\»\1 -~ b‘_]—i'-{-._

L

Jdnactive” status.|
“the. dead11ne for_the expirat:

N .-

e o e

1on uL.the

9xuhﬁv ommencurately A

1'
PN
P

;l'

- - -

i could place the |
status. from| | 5

est1qaL1on nao bppn_

rhe
J.\._..}

—

R

o~

(U

\bzi;_OGC 1nstructed

mail cover request was purged from FBI databases, physically
.removed from the file, and destroyed.. )

I hope that this letter resolves the questions that you

(U}
Please do not hesitate

have pertaining to the three IOB matters.
to contact me or|

o | | if you have any .additional quesfions regarding ,

these or any other IOB matters.

. 8incerely,

i e c T el L&LCLAtxii}’bvﬁiJ*7r“ﬂLU
ulie ¥. Thomas. L

o e e £ 41 e

"' Deputy CGeneral Counsei
Mational Secvrlty T.aw Branch,

[P s i

.- .
. o
o . R

PRS- - <~

~

N

. .
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U.S. Department of Justice

Wederal Bureau of Investigation

Office of the Gencral Counsel Washmgion, D.C. 20535

June 11, 2008

VIA SECURE FACSIMILE
AND COURIER

Benjamin A. Powell

General Counsel

Office of the Director of National Intelligence
Liberty Crossing Two

Room 2B-200

McLean, VA 22102

(Note: Not to be delivered by courier until June 16, 2008)
Secure Facsimile: | | bl

Dear Mr. Powell:

(U) By memorandum dated February 5, 2008, the Office of the
Director of National Intelligence requested that the FBI's Office
of the General Counsel (QGC) inform your office if the FBI has
records of matters that were considered but not reported to the
Intelligence Oversight Board (IOB) between January 2001 to the
present. OGC was to review such matters under the reporting
guldelines set: forth in the April 17, 2007 memorandum.from the
Assistant to the President for National Security Affairs.

{U) On February 12, 2007, I met with| |

and| |to discuss this issue. During our meeting, I
advised Ms. | |ana Ms. [ ]that our IOB matters for
calendar years 2004, 2005, 2006, and 2007 have been heavily ﬁ;:

scrutinized by the Office of the Inspector General (OIG).
Additionally, the FBI has provided all nonreportable IOB decisions
from 2004 to 2006 to the Counsel for the IOB for review. Be

the FBI's matters for those years have already been reviewed]

E:;;:::] agreed that it is only necessary for the FBI to revie .
matters for calendar years 2001, 2002, and 2003.

{U) Derived From : FBI NSISCG 20080301
Declassify On: 06/11/2018

ot

DECLASSIFIED BY 65179DMH/pl3
ON 05-08-2010
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(U) To gather matters that were considered but not reported
to the IOB for calendar years 2001, 2002, and 2003, FBI OGC
searched the following sites: (1) file cabinets located in the
office space of OGC, National Security Law Branch (NSLB); (2)
NSLB's IOB database; and (3) an FBI database, Automated Case
Support (ACS), for IOB matters that were adjudicated between the
period of January 1, 2001 to December 31, 2003. After searching
these places, NSLB located 16 matters for calendar year 2001; 10
matters for calendar year 2002; and 13 matters for calendar year
2003.

(U) Additionally, FBI OGC contacted the FBI's Inspection
Division to determine whether other nonreportable IOB matters for
calendar years 2001 through 2003 were located there. The
Inspection Division determined that there were two additional
nonreportable IOB matters, both for calendar year 2002.

(U) After reviewing the 41 matters, I determined that, under
current FBI policy and the April 17, 2007 memorandum from the
Assistant to the President for National Security Affairs, the
following four matters would now be reported. These matters are
set forth below:

Iy In IOB matter 2002-27, the FBI initiated a| |
. on a United States person. The] [
expired on| | Due to an adminis v
after thqg | had expired,

[ [oT the
Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations (FCIG),
effective.March 8, 1999. The[ | was properly
renewed on | -

o In IOB matter 2002-28, the FBI initiated a]
[ on_a non-United States person. The
expired onl| | Due to an administrative error, and
after the| |had expired, the FBI conducted

several investigatlive 1nterviews in violation of section
ITII.B.3.h of the FCIG. It should be noted that because the FBI
neither interviewed the subject of the investigation nor

*  conducted a| of The
Attorney Gen iTies 10 aLiona ecurit

Investigations and Foreign Intelligence Coilection (NSIG)
effective October 31, 2003,

>m< 2
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In IOB matter 2003~04, the FBI initiated af

SE T

d States person. The |

after the |

Due to an administrative error, and b2
had expired, the FRI condihncted sn +E7E

>%<;Finally, in IOB matter 2003-25, the FBI initiated a

| expired on]

on nit t person. The| |

Due to administrative br
error, and after the expiration of the | the bUE

n

pon reallizing Tnat

[had expired, the FBl extended the

FBT j vi
tThe
investigation.

yerl

b

b5

~7E
(U) Please do not hesitate to Pontactl 1€
or me 1f you have any hiC

questions regarding these or any other IOB matters.

Sincerely,

~ -
J‘WD’W—L@
le F, omas
D

eputy General Counsel
National Security Law Branch

Cardozo-10B-16
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Homer S. Pointer, Counsel (by secure facsimile and courier)

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W,

Washington, D.C. 20503

Secure Facsimile: | | b2

Mark A. Bradley (by courier)

Chief, Oversight Section

U.S. Department of Justice

National Security Division

Office of Intelligence

950 Pennsylvania Ave. NW, Suite 6150
Washington, DC 20530

Telephone: (202) 514-5600

.

4
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June 23, 2008
BY COURIER

Mr. Stephen Friedman
Intelligence Over81ght Board
Room 5020

New Executive Office Building
725 17th Street, N.W. .
Washington, D.C. 20503

Dear Mr. Friedman:

During the First Quarter of Calendar Year- 2008, all
employees in the FBI's Headquarters (FBIHQ), Field Divisions, and
Legats, were canvassed for information regarding known or
suspected violations which should be reported to the Intelligence
Oversight Board (IOB). This survey was conducted pursuant to the
reporting requirements of Section 2.4 of Executive Order 12863.

As a result of this survey, no violations which meet the IOB's
reporting criteria were identified. .

As you are aware, violations were reported.within the
FBI .through means other than the required quarterly surveys.
These reports are being reviewed to determine if- they neet the
. reporting criteria set forth by the IOB.

In addition to the. normal reporting means, during the
First Quarter of CY 2007, an audit of ten percent (10%) of all
National Securlty Cases was performed by the FBI’s Inspectlon
Division in response to the Department of Justice, Office of -
Inspector General’s March, 2007 Use of National Secuxity Letters
report. As a result of this audit, a significant number of
additional reports of potential 1ntelllgence oversight matters
were made during the First Quarter and Second Quarter of 2007.
These violations are being carefully reviewed at FBIHQ-to
determine whether they meet the reporting criteria set forth by
the IOB. Should they meet this criteria, they will be reported

to your office under separate cover.
Dep, Dir.
Chiet of
Staft

Off. of Gen.
Counsel . )
Asst. Dir.; l - Mrs. ki
g ——) — Mrs. elC
Finance ] — Mrs.
Inlo. Res.
nefe— _ 278-HQ-C1229736- Gﬁ—é{Q@Cy
tab.
Nationai Sec, ___ .
Persannel
Trining ALL INFORMATION CONTATNED
Oft. of EEOA . "HEREIN IS UNCLASSIFIED
O, of Public .
& Cong. Alts.____ DATE J5-06-2010 BY 5517SDMH/p13
Director's Qffice ___ MAIL ROOM O
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Mr.

1 - The Honorable Michael B.

Stephen Friedman

Sincerely yours,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

Mukasey
Attorney General

U.S. Department of Justice
Room 5111
Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division

U.S. Department of Justice

Room 2200 C

Mr. Benjamin A. Powell

General Counsel

Office of the Director of National
Intelligence

Liberty Crossing Two

Room 2B-200

McLean, Virginia

Traliiag

ETODALIT, O,
RETEUGLE, s . of ££0
finasc2 Aiais
Dirsctor, Cen. Ceunsel 1. o Public &
Denty Direchr, laio.Res__ . _ Persoaial Cang. Alfs,
@mﬂ ib%
pgﬁ 1ﬁ% [ 2
S 4y
L]'d ¢
017 i 0\\
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10B SUMMARY SHEET
Name of Department or Agency: FBI CY Quarterly Report:
DATE OF INCIDENT: 2004 DATE OF REPORT TO IOB:
DATE OF REPORT TO DEPARTMENT/AGENCY: 4/20/2007

DATE REPORT SUBMITTED TO OTHER ENTITY (i.e., Dol, Congress, Civil Liberties Office):
POSSIBLE VIOLATION OF:

STATUTE (United States Code Citation)
FISA (50U.5.C. 1801)

X Other (U.S.C. citation: 18 U.S.C.§ 2709)

EXECUTIVE ORDER 13333:

Section 2.3 collection & dissemination of USP info
Section 2.4 preamble: least intrusive collection

Section 2.4(a) CIA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad
Section 2.6 assistance to law enforcement
Section 2.7 contracting

Section 2.9 undisclosed participation
Section 2,10 human experimentation
Section 2.11 prohibition on assassination
Section 2,12 indirect participation

AG Approved EO 12333 Guidelines (Guidelines namne and section: }

e,

RRRRRRENNENY

OTHER EXECUTIVE ORDER (SPECIFY) .
Creation of unauthorized SAP (EQ 12958, as amended)
Other (EO citation: )

PRESIDENTIAL DIRECTIVE (SPECIFY)
COVERT ACTION FINDING/MEMORANDUM OF NOTIFICATION
Other (Presidential Directive citation: )

DEPARTMENT/AGENCY ACTION:

*DATE OF FINAL DISPOSITION:

ALL INFCRMATION CONTAINEL
HEREIN IS UNCLASSIFIED
DATE 0&%-08-20.0 BY 6Y17SDME/pl]
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INTELLIGENCE OVER§1%HT BOARD (IOB) MATTER
FIELD OFFICE

- IOB MATTER 2007-1385 (U)

e .

N

|43}

The| |[Field Office of the Federal Bureau
of Investigation | | has reported an error in
conjunction with a | In this regard, an NSL

sought telephone subscriber and local and long distance toll
record information pertaining to one telephone number. The
provider's response included records that were outside the time
period requested by the NSL. This overproduction was compounded
when| |uploaded the additional information into an FBI
database |

(W4
(U) If the additional information is relevant to the h7E
investigation, | |may issue a subsequent NSL to the same
provider expanding the date range of the reguest to include the

material that was originally an overproduction.

e

Derived from : FBI NSISCG 20080301
Declassify on: 06/24/2018

DECLASSIFIED BY €5179DMH/pl]
ON 05-08-2010
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U.S. Department of Justice

Federal Bureau of Investigation

Qffice of the General Counsel Washingion, D.C. 20535

July 10, 2008

BY COURIER AND SECURE
FACSIMILE

Stephen Friedman, Chairman
Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

Pursuant to Executive Order 13462 and the April 17, 2007
memorandum authored by Stephen J. Hadley, Assistant to the
President for National Security Affairs, the Office of.the
General Counsel, Federal Bureau of Investigation (FBI)}, submits
the enclosed report to the Ihtelligence Oversight Board (IOB).

The FBI has determined that, on July 17, 2007 and on July
19, 2007, a clerical support employee of the EFBI mishandled
national security information classified at the "Secret” level,
and bearing the handling caveat "No Foreign" distribution. This
information included two National Intelligence Estimate (NIE)
documents. This unauthorized distribution was quickly reported
to the FBI, and vigorous steps were immediately taken to locate
and delete every copy of email and to obtain written affirmations
from each recipient that the information would not be further
disclosed. The employee responsible for the lapse received a
security awareness briefing on the issues involved.

On July 23, 2007, the FBI Office of General Counsel orally
notified the Counsel to the Intelligence Oversight Board of the
details of this incident, and memorialized that report in the
form of a letter dated July 27, 2007. As of June 6, 2008, no
recipient has disclosed this information, nor has it appeared in
any public medium.

ALL INFORMATION CONTAINELD
HEREIN IS UNCLASSIFIED
DATE 05%-08-2010 BY 65179DME,/pl]
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The FBI's prompt and effective remedial action demonstrates
the Bureau's awareness of the importance of compliance with the
relevant statutes and other authorities. The FBI continues to
train and emphasize the importance of proper handling of
classified and sensitive information in an effort to prevent this
from occurring in the future.

Please do not hesitate fo contact me or b

. v i
if you have any questions

regarding the enclosed IOB matters.

Sincerely,

ulie F. Thomas '

Deputy General Counsel
National Security Law Branch

1 -~ Mr., J. Patrick Rowan (by courier only)
Acting Assistant Attorney General
National Security Division
United States Department of Justice
Room 2200 C o
1 - Mr. Benjamin A. Powell (by secure facsimile only)
General Counsel

Office of the DirejLQ: Qﬁ_NaLianl Intelligence
Secure facsimile: .

Cardozo-10B-23 5
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
I0B MATTER 2007-2089

The Federal Bureau of Investigation ("FBI") has
determined that, on July 17, 2007 and on July 19, 2007, a
clerical support employee of the FBI mishandled national security
information classified at the “Becret" level, and bearing the
handling caveat "No Foreign' distribution. This informatiocon
included two National Intelligence Estimate (NIE) documents.

This employee improperly reduced the level of classification of
the information and later disseminated it to 126 individuals both
inside and outside the FBI by means of an unclassified email
system. ’

In this regard, on July 27, 2007, the field office
reported that the employee created an email consisting of the
text of a Secret/Noforn email from headquarters, together with
classified and unclassified attachments of that email, into an
email having the "Sensitive but Unclassified” label. She then
distributed this mislabeled email within the field office. 7Two
days later, at the request of two supervisory special agents, she
distributed those documents to 126 email recipients, both within
and outside of the FBI. To accomplish this distribution, the
employee physically moved those documents from the FBI secure
network to the FBI's unclassified network.

This unauthorized distribution was quickly reported to
the FBI, and vigorous steps were immediately taken to locate and
delete every copy of email and to obtain written affirmations
from each recipient that the information would not be further
disclosed. The employee responsible for the lapse received a
security awareness briefing on the issues involved.

On July 23, 2007, the FBI Office of General Counsel
orally notified the Counsel to the Intelligence Oversight Beoard
of the details of this incident, and memorialized that report in
the form of a letter dated July 27, 2007. As of June 6, 2008, no
recipient has disclosed this information, nor has it appeared in
any public medium.

Although the employee's unauthorized mislabeling and
distribution of this information viclated Executive Order 12958,
there was no indication that the employee's lapses were
intentional or deliberate. The FBI's prompt and effective
remedial action demonstrates the Bureau's awareness of the
importance of compliance with the relevant statutes and other
authorities. The FBI continues to train and emphasize the
importance of proper handling of classified and sensitive

Cardozo-10B-24
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UNCLASSIFIED

information in an effort to prevent this from occurring in the
future. Based upon the facts summarized above, it is the opinion
of the Office of General Counsel that this matter warrants-
reporting to the Intelligence Oversight Board (IOB), based upon
the standards set forth in Executive Order 13462, and in
accordance with an April 17, 2007, memorandum from Stephen J.
Hadley, Assistant to the President for National Security Affairs.

-2 -

UNCERSBREFIED
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. DECLASSIFIED BY 65179/DMH/sdb
" ON 05-06-2010 ‘

e ~ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER LT
R . IOB MATTER 2008-983 W e
. | o

On 03/30/2007, the FBI, pursuant to the Electronic
Communlcatlons Privacy Act (ECPA) 18 U.S.C. § 2709, submitted a
National Security Letter (NSL) seeklng telephone toll billing
records. of a certain target. Due to a typographical error, the

"~ telephonée number on the NSL was erroneously transcribed. It is
unknown whether the subscriber of the erroneous number was a US
person since no review of the content was conducted

o () ECPA permlts telephone subscrlber and toll billing
: rec0rds to be gathered. pursuant to a NSL. 1In this situation, due
, to the incorrect number stated in- the NSL, the FBI received.
5litelephone toll billing records pertalnlng to a telephone number
. that’was not related .to an: ‘authorized investigation. Therefore,
. -the ‘information was - 1mproperly collected though .unintentionally -
so, 1n v1olatlon of ECPA.~ :

(U) All records on the erroneous number have been destroyed
and there are no records on any FBI database

"ce520030361”’

4 Célfdozo-IOB-36;~



ALL IﬂFORH&TION CDNTAIHED

" HEREIN IS UNCLASSIFIED :
DATE 05—06 2010 BY: 65179;’1)1‘11'1,’3613

' IOBSUMMARY SHEET

o ‘Name ofDepartment or Agency “FBI »f R | Yy Qunrterly Report: ~ - -
" DATE( OF INCIDENT 3/,0/2007 o : DATE OF REPORT TO [OB:

- 'DATE OF REPORT TO DEPARTMENT/AGENCY 1210412007

- DATE REPORT SUBMITTED T0 OTHER ENTITY N/A

o rPOSSIBLE VIOLATION 01-'

"‘;STATUTE (Unlted States Code Cltatlon)
‘ _FISA (50 US.C..i801) -
X Other (US.C. citation: 13 usc: Sec. 2709 )

: '?EXECUT[VE ORDER 12333 .
Section 2.3 colléction & dissemination of USP info
‘Section 2.4 preamble: least intrusive collection
Section 2 4(a)ClA electronic surveillance w/in US - _
" Section 2.4(b) unconsented physical search w/in: US
- Section2.4(¢) physu:al surveillance of USP w/in US
“'Section 2 :4(d) physical survéillarice of USP abroad -
~ Section 2.5 AG approval w/in US or against USP abroad
_Sectiom 2 6 assistance to law enforcement '
- Section 2.7 contracting -
Section 2.9 undisclosed pamcnpatlon
"Section 2.10 human expenmentatlon
."Section 2.11 prohlbmon on assassmatlon K
= Section 2. 12 indirect participation.

OT HER EXECUT[VE ORDER (SPEC[FY)
. Creation of unauthorlzed SAP (EO 12958 as amended)

Other (EO c1tat10n )

: PRES[DENT[AL DIRECT[VE (SPECIFY)

Other (Presndentlal Dlrectlve cntatlon ) e

‘DATE OF FINAL DISPOSITION

e
‘
®

B

" AG Approved EO l2333 Guldehnes (AGm‘delmes name and sectlon ) :

-COVERT ACTION FlND[NGIMEMORANDUM oF NOTIF[CATION o

DEPARTMENTIAGENCY ACTION The erroneously obtamed mfon'natlon was destroyedt ER
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ON 05-06-2010 ”
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER " LIE
JOB MATTER 2008-930 N

m:}éi:On 03/31/2008, the FBI, pursuant to the Electronic
Communications Privacy Act (ECPA), 18 U.S.C. § 2709, submitted a

National Security Letter (NSL) seeking telephone toll billing

records of a certain target. Due to a typographical error, the

‘telephone number on the NSL was erroneously transcribed. It is
" unknown whether the subscriber of the erroneocus number was a US

person since no review of the content was conducted.

: (U)‘ECPA permits telphone subscriber and toll billing

"records to be gathered pursuant to a NSL. 1In this situation} due
~to the incorrect number stated in the NSL, the FBI received

telephone toll billing records pertaining to a telephone number
that was not related to an authorized investigation. Therefore,
the information was improperly collected, though unintentionally
so, in violation of ECPA.

"(U) All records on the erroneous number have been
sequestered and returned, and there are no records on any FBI
database. ‘ ' ’

Derived Fro CG 20080301
‘ —~Déclassify on: 12/19
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ALL I}IFORHATI&ﬂ CONTAINED
HEREIN IS UNCLASSIFIED .
DATE 05-06-2010 BY 65179/DMH/sdb

I0B SUMMARY SHEET
' Nan_te“of‘Departr’nent or Agency:. FBI CY Quarterly Report:
DATE OF I'NC(DENT;: " 3/31/2008 | DATE OF REPORT TO IOB:

DATE OF REPO‘RT TO DEPARTMENT/AG ENCY 12/04/2007
DATE RFPORT SU'BMITTED TO OTHER ENTITY: N/A
POSSIBLE' VIOLATION OF:

* STATUTE (United States Code Citation)
, FISA (50 U.S.C. 1801) ,
_X _ Other (US.C. citation: _18 U.S.C. Sec. 2709_)

EXECU'[‘[VE ORDER 17333 :
Section 2.3 collection & dissemination ot USP info
Section 2.4 preamble: least intrusive collection
Section 2.4(a) ClA electronic surveillance w/in US
Section 2.4(b) unconsented physical search w/in US
Section 2.4(c) physical surveillance of USP w/in US
Section 2.4(d) physical surveillance of USP abroad
Section 2.5 AG approval w/in US or against USP abroad |

- Section 2.6 assistance to law enforcement
Section 2.7 contracting
Section 2.9 undisclosed partlmpatlcm
Section 2.10 human experimentation
Section 2.11 prohibition on assassination

- Section 2.12 indirect participation
AG Apploved EO 12333 Guidelines (Gundelmes name and section: )

i -‘1‘»

Q
|

HER EXECUT{VE ORDER (SPECIFY) :
Creation of unauthorized SAP (EO 12958, as amended)

._'__ Other (EO mtanon )

: PRESLDENTIAL D[RECT[VE'. (SPEC[FY)
e COVERT ACTION FIND lNG/MEMORAN DUM OF NOTll"lCATION
Other P esldentlal Dnectlve Citation:. ) : .

DEPARTMENTIAGENCY ACTION The erroueously obtamed information was retumed;

"‘DATE OF F lNAL DlSPOSlT[ON
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releasability of this information.
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advised by the FBI as to the releasability of this information following our consultation with
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" Room'.5020

7o -US. Departy, tof Justice

lxnn INFORMATION CONTATNED . <.~ 75';AF¢dC¢J Bureau of Tnvestigation
'_ HEREIN IS UNCLASSIFIED & & L e ST
mm: 04—2.8 zam Y 50322{30/1.1{9{?1.6{3:11:

" ifice of the Genral Coutsel.”~ - U Washingion, D.C.20s3

;Deeémber?i7 2008

3{;BY COURIER

:F;Stephen Frledman, Chalrman-;
“Intelligence. Qver51ght Board

fﬂNew Executive Offlce Bulldlng
-+ 725 17th. Street N. w R E
y:Washlngton, D C 20503

Dear Mr. Frledman

”:Pursuant to Executlve Order 13462 and the July 17 ZOOB‘aﬂaUEV
'wIntelllgence Over51ght Reportlng Crlterla, the Office of the'.

- General Counsel" {0GC),, Féderal Bureau of" Investigation: (FBI);:};fﬂg:vwh,
”l'submlts thlS report to.the Intelllgence Over51ght Board- (IOB‘jwis.:f N
. The' matter 1nvolves the issuance of an authorized natlonal "

ﬂgjsecurlty letter (NSL) to Internet Archlve (Archlve), a dlgltal o
”'llbrary o . AR , S

HA,“

'M“>On or about November 26 éOd? the FBI served an-. authorlzed NSL

pursuant to- 18 U.s.c. §- 2709, 'on Archlve for records pertalnlng

o -.to the 1nternet protocol ({IP): address and. transactlonal ‘data’ of a’

vvvvvv

user- who uploaded a- flle to,. Archlve s server. - The NSL was servedﬁ.tff

on ‘the ‘Electronic Frontler Foundatlon (EFF), attorneys forf:.;.g_
Archlve, at- Archlve s request : e S

Toen

ABy letter dated December 17 2007 ArchiVe,‘through its attorncy,fﬁ
~indicated that. it was unw1lllng to provide: 1nformat10n responsive -

to the NSL. Archlve subsequently ‘filed a civil - action against.
the FBI in the Unlted States DlStIlCt Court for the Northern
ngstrlct of Callfornla. :

A settlement agreement- 51gned by both partles was flled w1th the
Court 'on or about April.21, -2008. 'As part of the settlement, the
FBI agreed to withdraw the NSL, Archlve was ‘able to publicly.
state it was served with an NSL, but it Had to keep certaln '
non-disclosure prov151ons in effect" untll 2012..

o PR Cardozo-IOB-45 C

C -
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iOn May 15 2068 “the ?BT'received a letter frometh}éés g
" reguesting information about the matter ‘The‘FBIuisgin‘the],;ﬁ
rygiprocess of draftlng : r68ponse T

| :gme (202 324 03 8) or

ﬁ - ‘Sipcerély,”

‘ Steven N FTe e
. Actlng Deputy General Counsel
Natlonal Securlty Law Branch

PR Mr. . Patrlck Rowan’ (by courler)
A ji;Actlng P551stant Attorney General
" 'Mational. Securlty DlVlSlon :
' . United. States Department of- Justlce
' Room 2200 C RN : ~
T l:1§4.VM%tthew G Olsen (by courler)
- - . Deputy Assistant Attorney General
WQOFflce .of" Intelllgence L
~ " National ‘Security D1v151on _ ol
7 Unitéd States. Department of -Justice
< 990 Pennsylvanla Avenue, N.W. Room 6150
“Washlngton, D C 20530

1es Mark Bradley (by courler)
" Acting Chief

. Office of. Intelllgence

- National® ‘Security Division .. s
- United States Department of Just1ce~f"

. 950 Pennsylvanla Avenue,.N W., Room 6150
‘;Waahlngton, D C. 20530 ‘

2. - Offlce of the Dlrector of Natlonal Intelllgence (5theurier)";

HOfflce of the General Counsel

leerty Cro=31ng 2 . ST e Do T
. Suite 2B20Q - : . e : o o .‘b6‘
.. Attn: | R ¥ 1o
- ‘McLean, VA-22102 = - ' S A

. Cardozo-IOB-46. -

If you have any questlons regard*ng.tnié:matte;{fﬁleaset¢onta¢t‘
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U SDepartnu:nt of:J ustuce

F:éde‘r_z‘ll.:‘f]?.ulr‘é:au “o'f:[n‘ .s,ti’g'zitt'ieﬁf

Office

BY COURIER

SRNTRRE yursuant;to Executlve Order 13462 and the July 17 2009
”“:Intelﬂigence Over51ght Reportlng Crlterla, the Offlce of the

Ziﬂngeneral Counsel . (OGC), Fedetal Bureau of . Investlgatlon (FBT),

djfglnltlated on Unlted States persons. and one

QAsubmlbs thls report of matters‘to the Intelllgence Over51ght

2008 through ‘September- 30,2008,
ngf these matters, seven Dertaln

tto'non‘Unlted States person

: Of the.38 IOB matters,' matters 1nvolve 1nstances wherem;

{the FBI falled ‘to- t1mely notlfy ‘the Department of Justlce (DOJ),~
)Natlonal Securlty ‘Division (NSD), Offlce of - Intelllgence, ‘of the
-?1n1t1atlon ‘of "an lnvestlgatlon _The ‘33 matters. of untimely ¢

" reporting. involve: 29| linitiated on 5r;;gg' -
"~ non-United-.States persons,Athree| L”"fij7E”

: SSIFIED WHEN DETACHED

‘Der;ved E S = 0080301
1531f1ed On 10/30/2033:,*

ﬁg;dpzo-IOB-47




:untlmely notlflcatlons 1nc1dent matter-l

|::-The remaining:. 29 incidents-of: untlmely

‘reporti n’ted from .the] IFleld Offlce.m

“the in¢iden:

in .
ts“from ther__ IFleld Offlce ‘occurred. in
<hIntall Of these matters, OGC advised

Attornez General S,

§ (AGG DOM) will be * -
}effectlve on- December 1,. 2008+« .. The" AGG -DOM.., substantlally rev1ses
fthe current notlflcatlon requlrements as set forth 1n the NSIG

hssesses the
(4)

'ial human Source;. -

ity on. ‘the .ground:-that: the

|1s 1nsuff1c1ent.

Freld Offlce (June 2006), OGC 1nstructed

J- In* the second matter ﬁgn

“involving-the| [Field Office: (June”2007), it should be"
;noted-that ‘the'Field:Office acted: qulckly in, undertaklng prompt’
,remedlal actlon‘QTUpon dlscovery, the errant 1nformat10n was, .+
ffpurged from, the electronlc database and phys1cal coples werel
“qdestroyed at the request of, the- thlrd party prov1der :The FBI.
;contlnues "to train’ and empha51ze ‘the 1mportance of- tlmely andn
‘accurate ev1dence ‘review. and: management inan: ceffort- to prevent'
;fthese types of 1ssues from reoccurrlng. 4 , ',Anew

felmprovements to the. NSL- subsystem -underscore .- the. 1mportance of‘
“rev1ew1ng NSL returns ‘for. overproductlon prlor to uploadlng the
.“;nformatlon 1nto an FBI database o




'Flnally,;three mattersgln“ ed
Qerrors These errors 1nclude (l) 1nadvertently llstlng ‘an’
: 0T irel e number in . the NSL -due to-'ar typographlcal

‘September 2005),_(2) failing .to include the
f an NSL| [-

‘had explred

o ,5It is” 31gn1f1cant that the majorlty’of these ‘NSL- related
jerrors occurred ‘before: the FBI sissued its* comprehen51ve NSL..
.policy ‘on:-June-l,: 2007. Further, since: ‘the . errors. occurred, the
FBI has. taken substantlal correctlve actlons regardlng its. use;of
*NSLs to ensure that ‘these” types of errors w1ll not ‘reoccur.
y : 51gn1flcant actlons, the FBI has (l) 1nst1tutedﬁ
ﬁmandatory NSL;tralnlng, (2y - fully deployed an automated workflow
;systeit. for 1ssu1ng ‘NSLs* ‘that:is’ de51gned toy fa01lltate compllanc
fw1th NSL - statutes and to accumulate the- data necessary for R
yCongreSSLOnal reportlng (called the NSL subsystem),‘(3)
,f{conjunctlon w1th DOJ, - 1mplemented ax program for regularly N
”f,rev1ew1ng natlonal securlty 1nvest1gatlons, 1nclud1ng butanot
‘fllmlted to compllance ‘with- NSL\statutes, and {4) establlshed an’,
;. Office. of - Integrlty and Compllance to fac1lltate ‘the- efforts’of
'ﬂexecutlve management to 1dent1fy‘and mitigate 31gn1f1cant areas

Ly
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3 Page(s) withheld entirely at this location in the file. One or more of the following

statements, where indicated, explain this deletion.

Deletions were made pursuant to the exemptions indicated below with no segregable
material available for release to you.

Section 552 Section 552a
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DECLASSIFIED BY 65179;‘D1‘I['Usdh
ON 05-06-2010

|:'|'_'|':| S ' INTELLIGENCE OVERSIGHT BOARD. (IOB) MATTER

. IOB MATTERS 20085102, and 2008-128 to 2008-136 G
T RN

> on | the] |Field office bz
| | initiated] on non-

U.S. persons but did not submit notices of initiation. The| |
| 1‘but notices of initiation of
these investigations were not provided to the Department of ‘
Justice 'until on .or aboutl » | Consequently, the
Department of Justice (DOJ)  had no . opportunity for oversight. of
these investigations for a period of almost 1 year.

(U) The purpose of the notification required in The

Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, including

- subsequent annual reports, is -to enable DOJ to provide

© appropriate over31ght of investigative activities by the Federal
Bureau of Investigation (FBI). ..The standard by which the FBI
Office of the General Counsel revieWS'tardiness in reporting or a -
failure to report altogether is whether the tardiness or ‘omission
"substantially 1mpa1red" DOJ's ablllty to provide meaningful
oversight. Where, as here, there is no notice whatsoever of the
existence of the investigations for almost a year, there can be
no oversightu"Accordinglyr this matter is being reported to the

. I0B. S S o '

S (U) To ‘ensure that these types of lapses do not occur b2
. in the‘future, it has been recommended thatl |set up - = b7E
'.1electron1c reminders for each case to remind the agents of the
- various due dates .

Derlved FT G‘§008030i

K Declas

Non -




-

b | ] but notices of initiation of
7 these 1nvestigations were not provided to the Department of

‘Justice until on or -about| ] Consequently, the

- DECLASSIFIED BY 65179fbnﬁfsdb e

ON 05-06~2010 ° . A

INTELLIGENCE OVERSIGHT BGARD (IOB) MNI.'TER
. TOB MATTERS 2008-108 to 2008-126 (U) (_\‘\

on[_ | the] |F1e1d;0ffice‘

initiated]| on non-

U S. persons but did not submit notlces of initiation. The

Department of Justice {(DOJ) had no opportunity for over51ght of:
these 1nvest1gat10ns for a perlod of almost 1 year.

(U) The purpose’ of the not1f1cat10n requlred 1n’The.

" Attornéy- General's Guidelines for -FBI National Securit

Investigations and Foreigqn Intelligence Collection, 1nc1ud1ng

- - subsequent.annual reports, is to enable .DOJ .to provide . Q
. .appropriate oversight of " 1nvest1gat1ve -activities. by .the Federal

Bureau; of- Investigation (FBI) . . The standard by which the FBI

{-Offlce of the General Counsel rev1ews tardiness 'in reporting or a-
rfallure 'to report altogether is ‘whether the tardiness or om1551on~

“substantlally impaired® DOJ's ability to provide meaningful

5over51ght " Where, as here, .there is no notice whatsoever of the-

ex1stence "of ‘the - 1nvest1gat10ns for almost a year, there can be .

f,no overs;ght - Accordingly,- thls matter is being reported to the ’
" IOB.. o - . ' : . . :

R ’ (U) “To ensure that these types’ of lapses do - not occurlg

'in the, future, it has been recommended that | | set up
'electronlc reminders for each case to remind the agents of the
notlflcatlon dates requlred by the NSIG

. Derived F +_FBI NSISEE€-20080301 .-
3Dec1assi"g' .;. 57 e
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ALL INFORMATION CUNTAINED
HFREIN T$ UNCLASSIFIED-.

DATE 05 -05-2010 BY 5517?\1)1&1\8(1}3 L UNCLASSIF-IED .

INTELLIGENCE OVERSIGHT BOA.RD (IOB) m'm:nn
IOB MA’I‘TER 2008-516 (U)L\

on| Althe FBI initiated al 41-
on a non-U.S. person but did not submit a notice of initiation.
until approx1mately 8 months later. Consequently, the Department
0of Justice had no opportunlty for over31ght for a perlod of
approx1mately 8 months . :

The purpose of ‘the notlflcatlon requlred in the NSIG,
' is to enable the Department of Justice to- prov1de approprlate
'over51ght of. 1nvest1gat1ve activities by the FBI. The standard
by whlch OGC reviews. tardineéss in reporting or a. failure to
report altogether is whether the tardiness or .omission :
;“substantlally impaired" DOJ's- ablllty “to-provide: meanlngful

" oversight. Accordlngly, thlS matter. is belng reported to the : EgE
“IOB. . i R | R

. _': A' tmcmss:rrzn -
- Cardozo—IOB-SG




it DECLASSTIFIEDY BY GSl?QfDI’IHISLib
. DN 05 lEI 2010 :

S e INTELLIGENCE OVERSIGHT BOARD (IOB) MA'I‘TER .
U {1 ‘I0B MATTER 2007-1180 (V) O

- On or aboutl - 4JLthe Federal Bureau

'vof Investlgatlon {FBI) initiated 4 |

_to. determln whether the purchaser of airline tickets for a

. target of. a was a threat to nat10na1 securlty

- .The investigatlon was eff1c1ent1y conducted in one month and the

] No notice:of -this was forward to the.

. Department of Justice; Office of Intelligence as required in the
. Attorney: General s.Guidelines. It~ is’ noted that the notice of A
‘initiation of" was not required under the = b2
.. 1999 ‘Attorney General Guldellnes governlng natlonal securlty L. . bIE
"f‘lnvestlgatlons (empha51s added) ' I v

jf;f ' ‘53' ) o The new Attornex General s Guldellnes for FBI
ﬂflfuj;ggk%Natlonal Securltx Investigations and Foreign Intelligence

.”Collectlon (NSIG). are dated and officially took effect on
‘ 10/31/2003 CAn FBIHQ Interlm Pollcy addre551ng the new Notice

“However, ThAIS INEerim
- Policy implementing- the NSIG could not modify the reportlng
. regquirements of anv-case initiated after the NSIG took effect.

. |?§egrettablyg’
-1athat dld not happen in thls case. L -

e (U) Desplte any confu51on that mlght have exlsted among;k )
;;”FBI ‘Field’ Offices regarding ‘the’ effectlve date as- to when the old: ‘-
. /standards in - the 1999,/ Guidelines. were: changed to require notice: C
'Jgreportlng, the .FBI is reporting this. 1ssue to-the IOB because theﬁ;
*r,FBI was not 1n compllance w1th the NSIG in thlS 1nstance ‘ :

b2
© o .b7E

. Cardozo10B-57



DEELASSIFIED B‘f SSITS}DHH}SG}J
UN 05-06- 2010

-~

fUI*agafl ' 1 ~~f . INTELLIGENCE OVERSIGHT SOARD (IOB) MATTER
o - ' IOB MATTER 2008-139 (U)(_)

X on | | chel |Field Office b2

I |initiated a] lon a U.s. b7E "
person but did not submit a notice of initiation. The -
1 |was renewed on | but

notice of the idinitiation was not provided to the Department of

Justice untill | Consequently, the Department of
Justlce had no opportunlty for overS1ght for a period of over 8

months

, . (U) The purpose of the notification required in the

‘,NSIG' .including subsequent annual reports, is to enable the
fDepartment of Justice to provide appropriate ovérsight of
1nvest1gat1ve act1v1t1es by the FBI.  The standard by which. the
FBI Office of" ‘the General Counsel [ (OGC) reviews tardiness in
reporting or-a failure to report altogether is whether the

- .tardiness or omission “substantially impaired" DOJ's ability to
.provide meaningful oversight. .Where, as here, there is no notice -
"whatsoever of. the existence of- the 1nvest1gatlon, there can be no
oversight. VACCordlngly, this matter is being reported to the
I0RB. B ) v o .

'(ﬁ)'To ensure these types of lapses do not occur in the -

O fut e, ¢ , nded that b2 .
I— b5

b7E
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- DECLASSIFIED BY 651?9!Dm-1/sdh

BH 05— 06 2000 - -G L T .

- -[;:;:]-initiated a [on a U.S. person but
s not submit a notice of initliation;’ -the 1nvest1gatlon was -
‘1 closed approximately one year.later on| |did-

INTELLIGENCE OVERSIGHT BOARD (IOB) 'MATTER
o | T0B MATTER 2008-481 (V) Q

not submit the subsequent annual -report. Consequently, the.
Department of Justlce had no opportunlty for overs1ght for a -
perlod of one year .

(U) The purpose of the notlflcatlon requlred in The

‘~ﬁttorne Genéral's Guldellnes for FBI National Securit

.. Investigations and Foreign Intelligence-Collection. (NSIG{

E:;ncludlng subsequent annual reports,. is-to .enable the Department
" of Justice to,provide approprlate overslght of investigative - .

‘activities by:the FBI.: The standard by which 0GC reviews:

v”%ftardlness in reportlng or a failure-to report altogether is N

whether the tardiness or omission "substantlally 1mpa1red" DOJ's

3;ab111ty to provide. meanlngful oversight. Where, as here, there"

. is.no notlce whatsoever of the exXistence of the investigation,’

there can be no oversight. . Aocord1ngly,~th1s.matter is being

* reported to the IOB: :

 Cardozo-10B=59. -
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‘aALL IHFDRHATIDN COHTAIHED

. 'HEREIN IS UNCLASSIFIED ;j e

-, . DATE 05-05_2010 BY 65179fbﬂﬂfadb R
k : , UNCLASSIFIED -

f INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
’ -IOB MATTER 2008 517 (U)(;\

g . oni f the FBI Inltlated aj N
R | on-a U.S. person.. On 06/ , the FBI - _b7E
properly issued an NSL for subscriber and toll billing reCOrdS'
for a spec1f1ed time period. - In response to the NSL, the
télephone company prov1ded records that included 3 months prior:
to the.dates ‘requested.. . Upon'. receipt- of' the records, the FBI = -
ploaded the Informatlon lnto a: database ' I

. : By agreement w1th the Counsel to the IOB thlrd party

uVHerrors in“th€ over, productlon of- Informatlon ‘pursuant to an.NSL.'
must be. reported to the IOB if the FBI.compounded the.error. by
-uploading the overproduction into an FBI database. ‘or otherWISe'

< -using the’ overproductlon for Investlgatlve purposes. AT
~Accord1ngly, thlS matter 1S belng reported to the IOB

R I 'The FBI" fleld Offlce has requested that the records be'
L .removed from the database. ".In addition, :the field office has
* been lnstructed to either destroy.or .return- the -information. to’
-the telephone company,paccordlng to. the company s de51res

"f.fiUNCLASSIFIED 3 B
AP Cardozo—IOB—GO




DECLJLSSIFIED B‘I 651?9/DHH!sdh
‘ DE’ 05 UG 2010‘

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
N IOB MATTER 2008-576 (U) (._j

P ﬂ-é}é{:The Federal Bureau of Investlgatlon {"FBI“) has
A'-determine that wh11e conductlng a counterterrorism::
- investigation of a United States. person, a field office
“:approprlately requested subscrlber information- pursuant to a:
. National Security Letter (NSL) for ‘a télephone-number which was
-relevant to the investigation.  The telephone service provider
+ mistakenly produced subscriber information for a number .one digit
. .different from.the requested number, however. This error was not
. immediately rec0gnlzed ~despite a timely review of the records -
. received, and. thlS erroneous. 1nformat10n was’ uploaded 1nto FBI
“fﬁydatabases R

N .. (U) Upon dlscovery. the errant 1nformatlon was purged
M?fvfrom the electronic systems of. records and physical copies were"
-'a-destroyed at the request. of the Third. Party provider. An audit -
~:.7 by the field office:revealed that the erroneous; 1nformat10n was
"ﬁﬁnot otherw1se used or dlssemlnated ' )

: {U). Although the 1nadvertent uploadlng compounded the
ﬂ'fprov1der s error, the field office's prompt remedial action. - L
‘“;ademonstrates their: awareness of -the" 1mportance of compliance, w1th
.. the . relevant statutes "and other authorities. The FBI continues

. to train and emphaSLZe the’ 1mportance of timely and’ accurate
' .evidence review. and. nanagement . in an effort:to prevent these
;types of 1ssues from OCCurrlng 1n the future

PAOE
R

oo 10861



'ALL INFDRHATIDN CDNTAINED
HEREIN IS UNCLASSIFIED - v
inazz 05 os 2010 av 55119\Dnnxsdbi

 UNCLASSIFIED =~ .- .

INTELLIGENCE OVERSIGHT BOARD (IOB)‘MATTER
SRR L IOB MATTER 2008 795 (U)(\ A

S On September 2, 2005 the FBI 1ssued a Natlonal LT
~“"¢Secur1ty Letter (NSL) to a telecommunlcatlons prov1der request1ngf»»t~7“
© . . toll billing; . ; ~who is the . ""7g5

" subject of a "The NSL:’
“ contained a typographlcal -error and .therefore;. requested
" ..information-about ‘a. telephone number not ‘connected. to ‘an: S
'nujauthorlzed 1nvest1gatlon _The- prov1der S - response was’ destroyed Bt
by the case agent. :No use was: made of’ this . errant information din’ -
any way; nor was-. the information uploaded into ‘any. .FBL. databases e
.- When the lssue was. dlscovered -a-new.NSL ‘with_ ‘the, correct -
jtelephone number was 1ssued to the telephone prov1der ’

' ':"i The Electronlc Communlcatlons Prlvacy Act (ECPA),, o
U,S C.. § 2709 .permits ‘the . FBI td. use an NSL.-to” obtaln subscr1ber};~” ‘

records . for telephone numbers ‘and.; emall accounts, as- well to e e

. gather. toll billing: records and" electronlc ‘communications ST
“iﬁtransactlonal records ‘that ‘are- relevant to an; authorlzed ‘

- lnvestlgatlon. In- thlS icase, durlng the .course” of lssulng an - NSL

5$for toll bllllng records, the FBIsought -and’ recelved lnformatlon

that: was-not.: relevant to an- authorlzed investigation because 1t

. made.’ an error in:drafting.the 'NSL. ' ‘Therefore, beécause the

v,glmproper COlleCtlon was due to FBI error thls matter 1s belng o
sthe’ : Coh

UNCLASSIFIEDs
; -aCa




DEC L&SSIFIED BY 6 51 79;"015!1'!1‘ sdh
DDI Cl 5 -—D 6- 2 i} lﬂ :

INTELLIGENCE OVERSIGH'J.' BOARD  {IOB) MM'TER [N
'IOB' MATTER 2008 549 (U)k) S

L Ty Q"Ogl I thel |Frield
C. 7 Office’] |initiated al Ion a
. presumed U.S. person. On April 25, 2006, an Electronic )
”-,Communlcatlons Privacy Act (ECPA): Natlonal Security Letter - (NSL)
" for- subscrlber and . transactlonal ‘information :was- 1ssued to- a
¢'serv1ce provider. -That same- day, the” requested 1nformatlon was
s received by | | from the- serv1ce prov1der and ‘was 1ater
”‘fﬂﬂdlssemlnated to another federal agency

b2’

- {U) Durlng a subsequent rev1ew, lt was found that
Qalthough the’ 1nvest1gat1ve ‘file contalned suff1C1ent predlcatlon

- for the issuancé of the NSL; the NSL's drafter 1nadvertently ’

7”,0m1tted statutorlly requlred language during: the editing process.

“-Thé omission .of ‘this language’ rendered the NSL. statutorlly

. " @efective under Tltle 18, - U.s.C. - Section- 2709(b) ~Further, ‘

;fzfollowup with the case agent has revealed that.the .case has been

.closed, therefore- renderlng the 1ssuance of a, curatlve NSL

'“flmpOSSLble ' o : 2
e -

- ] (U) As a correctlve measure,l ' [hag been . -
.Elinstru"ted to purge the data from FBI databases;  and either :
: zdestroy or. return the hard copy to the service’ rov1der, at the .

EEN
b7E"':~:

CbTE .

.. provider’s instructions:! Further, | must inform the . -7 7%

"removei from 1ts databases and destroyed

- Derived FIom T 5720080301 - "

”fmrec1p1=nt agency of” the error and: request that the 1nformat10n be»k;}V.Lﬁ
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'**,INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
PR IOB. MATTER 2008-532 (Ute

VY

Investlgatlon (FBI) issued:-a Natlonal Securlty Letter ("NSL")
“pursuant to the: Falr Credit’ Reportlng Act. (FCRA), 15 U.S.C. v §
“ﬂ 1681v, seeklng a’ copy - of a- consumer credlt report -and all’ other

uand Later

the subject of a|

[L=Accord1ngly,vthere was a gap from
during .which the FBI aid not have -an open -

5 gﬁ FBIL 1ssued the above referenced NSL

i FBL 1ncorrectly 1ssued an ‘NSL to .a- consumer reportlng agency

1nformatlon contalned in a- credlt reportln agency's flles for a ‘ﬁf

" because: it did not. have an -authdrized, ‘openinvestigation-on’ the [

.. stibject ‘at the time ‘the. NSL was 1ssued on"or :about-
2 ~As ‘e lalned above,.there was ‘a. gap. from]

S during. which the FBI dld not have an- open s
”Sllnvestlgatlon'on~the sub]ect A, S

1)" The FBI's Offlce o

;Geﬁérarrcouﬁééi’(oét)Jaaviééd;E

Kf:that all” overproductlon remalns sequestered ‘with- the Chief ﬁnlf
“Division Counsel, ~1s not. uploaded to any databases or used toQ
further’ an 1nvest1gatlonr and’ the credlt reportlng agency is.

fcontacted to determlne whether the credlt report -and all-:
3add1t10nal 1nformat10n should be returnedlorﬁdestroyed#Awith
:approprlate documentatlon‘to ‘the filel . ’

[--EL already produced, :the. FBI should ensure;;

On or about Aprll 26 2006 the Federal Bureau Of”ﬁiu

; 1nvest1gat10n on .the subject. It was durlng thlS perlod that the 1J'

Co (U) By agreement W1th the Counsel to the IOB, the . - =% '
over productlon of 1nformat10n from ‘a credit. reportlng agency . ...
.acting pursuant:to an.NSL must -be reported- to, OGC as ‘a’potentialt. ..
‘IQB matter. when’ the FBI compounded the error. . In .this case, the.. . = .=

b2
-~ b5 i" .
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i ‘Ofﬁcc:of the Generql Co:uniselbi C

DEELASSIFIED BY 65179/Dm{/9db
DN 05~ DG ZOIU

- Stephen Friedman,  Chairmaf- =

2 ;t"Intelllgence Over51ght Board

0, . :Room, 5020 . A

T New Executive’ Office Bu11d1ngj~v“"'-
2125 1th Street, N W, ol

i_-HWashlngton, 20503

'_Dear Mr.,Frledman.}

fil'Bureau of Investigation ~

_ff7f{lSsDeparunen(ofJuSﬁce S

. 'Izr'l.-'éh‘in'g:rmiv, D.C; 20535 -

fSeptember 25 2008

f};BY COURIER

Pursuant to: Executlve Order 13462 the Aprll 17 2007

-ifﬁmemorandum authored by Stephen J Hadley, Assmstant to the .
‘President. for. Natlonal Securlty Affalrs, and ‘the July’ 17 2008

Intelllgence Board ‘Reporting Criteriay,- ‘the Office of the General

‘uf';Counsel ‘Federal. Bureau of: Investlgatlon,,submlts the enclosed

report. ‘TOR 2008-1194. to. the Intellitence Oversight . Board

If you have any questlons regardlng the enclosed ?fiffffﬁf;}"‘

) please -do” not ‘hesitate’ to. contact RUCE (202 324 8528) ;or

H‘L:7'_

e Sincerely,'f'

ulie. F. 'Thomas' o
~ Deputy ‘General - Counsel .
e Natlonal Securlty Law Branch

Derx
. Declass1 ]

Cp2

-?_b?E
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?-1ué:er' J. Pétridk'Roﬁah’(by'éourier)‘

"{'~Room 2200 C;.

1 Melean, VE 70T

‘Acting Assistant Attorney General
- National Securlty Division . ..
. “United Stateés: Department of Justlce

e -

“;‘Offlce of the General Counsel
..-Liberty Crossing: 25 -
.. Suite 2B200 - -~

..+ Attn: |

s e T

| cmemoionss

e w1 a aw )

*‘{131?_ Offlce of the Dlrector of Natlonal Intelllgence (by courler)fﬁu‘”

B S I .

e




.-DATE:. Q5 lDaZDlﬂ L RS
] CLASSIFIED BY 6 79 Dnﬁisdb -
.3 REASONY 1.4(c). -

.ALL IHTDRHATIGH CDETAIHED
¢HEREIN I3, UNCLESSIFIED EXCEPT,

;i DECLASSIFY. ON:. 05+ 1o~2oas.
/60322 UC LP/PLI/LCW

‘per discussion with UC LP and SLAS DB '
'5/14/2010

"”INTELLIGENCE

2008 1194

(U) The FBI 1n1t1ated an 1nternal 1nvest1gatlonflntoﬁthls 4
‘matter on| |after receiving:the: 1nvest1gatlon complete,
by the- Unlted States-Army.".. The. follow1ng facts. are derlved frémf
the 'FBI's" 1nternal 1nvest1gatlon . 'The FBI" Offlce “of . the‘Gener L.
:{Counsel dld not conduct an 1ndependent 1nvestlgatlon'-

o

f7 7 Cardozo-10B-67
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”Neverthele

} &3 the -FBI -

. (U) Pursuant to Bxecutlve Order 13462, the memorandum ,.,i
‘authored by Stephen J. Hadley, A551stant to ‘the- Pre51dent for‘”
“National Security Affairs:on 04/17/2007 ‘and’ the July 17,_2008

Intelllgence Board Reportlng Crlterla, due ‘to the highly:
:sensitive nature of ‘this’ matter,;and to ‘provide. ‘additional.
; 1nformatlon to the 'I0B regardlng the: c1rcumstances~of~thlsf'
'~-1nc1dent,‘FBI OGC reports thls matter to the IOB :




- ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
DATE 05-06-2010 BY 65179/DMH/3db .

September 24, 2008

" BY COURIER

Stephen Friedman, Chairman
Intelligence Over51ght Board
Room 5020

New Executive Office Building
725 17th Street, N.W,.
Washington, D.C. 20503

Dear -Mr|. Friedman:

Pursuant to Executive Order 13462, the April 17 2007
memorandum authored by Stephen J. Hadley, Assistant to the -’
President for National Security Affairs, and the July 17, 2008
Intelligence Board Reporting Criteria, the Office of the General
Counsel, Federal Bureau of Investigation (FBI), submits the
enclosed report, IOB 2008-255, to.the Intelligence Oversight
Board (IOB).

On or about April 10, 2008, OGC orally notified the Counsel
to the Intelligence Oversight Board of the details of this
incident, and memorialized that report in the form of a letter
dated April 15, 2008. The enclosed memorandum provides greater
details about this matter.

This matter involves the alleged activities of an FBI
Supervisory Special Agent (SSA) between 2004 and 2006 in which he
allegedly violated FBI policies and may have violated Attorney
General Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG). This matter was
investigated by the DOJ Office of Inspector General (OIG), as
well as the FBI's Office of Professional Respon31blllty (OPR) .

b2
b7E

Cardozo-10B-71
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The FBI Office of General Counsel (OGC) did not conduct its
own independent investigation; thus,- it can not attest to the
accuracy ‘of the allegations. However, assuming that the facts
are as alleged, they constitute violations of FBI policy and they
also possibly constitute a violation of the NSIG.

If you have. any questlons regardlng the enclosed .I0B matter,

rplgggg_ﬂg_ng;_hgg;;g,e to contact me (202-324-8528) or

Sincerely,
Julie F. Thomas ' b6
Deputy General Counsel b7C

National Security Law Branch

1 - Mr. J. Patrick Rowan (by courier)
Acting Assistant Attorney General
National Security Division
United States Department of Justice
Room 2200 C

1l - Office of the Director of National Intelligence (by courier)
Office of the General Counsel
Liberty Crossing 2
Suite 2B200
_Attn: | |
McLean, VA 22102

Cardozo-10B-72
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"'ALL INFORIULTIOR CONTAINED

HEREIN IS UNCLASSIFIED
DATI 05-06- 20].0 BY 65179/DMi/sdb

- INTELLIGENCE OVERSIGHT BOARD MATTER
2008-255

Thls adjudication relates to a series of alleged
actions by FBI Special Agent[ | (SSA which

were the subject of a Department of Justice Office of the EEC

Inspector General  (0IG) and FBI internal 1nvest1gatlon The

alleged facts of this case have already been brought to the

attention of the IOB. O©On or about April 10, 2008, OGC orally

- notified the Counsel to the Intelligence Oversight Board of the

details of this incident, and memorialized that report in the

form of a letter dated April 15, 2008. This memorandum provides

greater details about the matter.
b2
b6
b7C
b7E
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Lapses of internal FBI controls or FBI policies,
without more, are generally not reportable to the IOB. 1In the
instant case, however, OGC is reporting these FBI policy
violations to the IOB based upon the scope of these alleged
offenses and for the reasons described below. :

b2
b6
k7C
b7E

3 Cardozo-I0B-75
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. b2

b6
" b7C
b'?_E
vt : ' .
+ + Further, OGC concludes that these matters may
.constitute a violation of the Attorney General Guidelines for FBI '
National Security Igv igations and Foreign Intelli
Colleéctlion (NSIG), 33
E
| |  Internal FBI review found while some of SSA] B
b2
b6
b7¢C
b7E
OGC does not bhelieve any other provisions of the NSIG
*.are implicated by SSA[___|s alleged mlsconduct.
b6
Accordlngly, OGC concludes that S&A[:::]s alleged b7C

misconduct is reportable to the IOB pursuant to Executive Order
13462, the July 17, 2008 Intelligence Board Reporting Criteria,
and the April 17, 2007 memorandum authored by Stephen J. Hadley,
Assistant to the President for National Security Affairs.
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- Office of (hé General Counsel - - B ' e C l\:'d.'thin‘ylm!.‘l.lc:"3(?15'_{54 A .

DECLASSIFIED BY 60322IUT/LRPIPLstdh "~;I i‘.;f_i:fs‘ AT '
°N°*4}4mﬂ.‘ e -i August 6, 2008
via' SECURE FACSIMILE
AND FEDERAL EXPRFSS

" Homer S. P01nter, Counsel
: ‘Tnte1llgence Over81ght Board
.. Room 5020
S New Executlve Offlce Bu1ld1ng
. 725,17th Street, N.W. ‘.a_,‘j‘ L
'Washllgton, 'D.C.~ 205037 o T
Secure Facsrmlle. 1 b2
| . N
.Deaﬁ'Mf P01nter
‘This. letter and the attached factual summary 15 provrded to
‘the Intelllgence Over51ght Board for 1nformatlon ’ . ’

E—

T .
e

' The substantlve 1ssue concerned An thls correspondence is’
'spec1f1cally ‘referenced as’ "Case 2" on page 51xty two of the
'~ March 2008 DOJ, Office wof the. Inspector General Report entltled
"“"A Review of the FBI's Use of . Section 215 Ordets for Business .
“Records in 2006.r. The- FBI Office of General: Counsel has =~ -7 .
‘determined that no . lntelllgence activity occurred which viol ated‘
. any .statute or is otherwise ‘unlawful or contrary to Executlv SRR
Order or Pre51dent1al Dlrectlve . Further the FBI Offlce of ,
General Counsel and the DOJ Natlonal Security’ D1v1s1on concur
that the material at issue ‘can: be malntalned and exploited. for
1nvest1gat1ve purposes o -

SIFTED WHEN DET

Cardozo-10B-77 .~ -
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' -Pleaqe do not he51tate to contact me 1f you have any addltlonal
: jquestlons regardlng thls or., any other IOB matter

Sincerely;flf.fff'gﬂf’ttjﬂxlff

11e F. Thomas

“Deputy General. - Coansel ,
Natlonal Securlty Law Branch

i - :Mr J Patrlck Rowan (by cour;er)
© QActlng Assistant’ Attorney General
'N tional Securlty Division o i
Umlted States- Department of Justlce
Réom 2200 C

o —

N 0 R
: "'-‘ - .
o

W

.2 4 OFf1ce of the Dlrector of Natlonal Intelllgence (by courler)
. office of the General Counsel :
Liberty. Cr0551ng 2.
. Suite. 2B200- O ‘ o e
Attn: | |-
- McLean, VA ZZ1U0Z2°"

b6
b7C

Cardozo-108-78
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- Us. Déﬁartment‘of-.lust‘ice e

Federal Bureau of Investigation

B Ofﬁce oflhAc Gcn:rai Counsel .- "o S T Wa.\'hinglo'].-D.C. 20535 N

JECLASSIFIED BY 65179.1.DHH\sdh T R
N 05-65-2000 ©. - L. o 'July 31 2008

T
e

S BY COURIER

Stephen Frledman, Chairman
-+ Intelligence Over31ght Board
~ Room 5020. o
New Executive Offlce Bulldlng
o725 17th Street, N.W.. .
: Washlngton, D C 20503

_Dear Mr Frledman
!' ', : '
. Pursuant to Executlve Order 13&62 and the Aprll 17, 2007
35memorandum authored by Stephen J. Hadley, Assistant’ to the,”
' Pre51dent for National Security. Affairs, the Federal Bureau of .
. Investlgatlon (FBI), Offlce -0of the. General Counsel - (OGC); submits
“the enclosed reports of violations . to the Intelllgence Over51ght ]

?#1~ Board (IOB) for the perlod of Aprll through June 2008

Flrst, we are in recelpt of the June 17, 2009 memorandum

'”'regardlng the Intelllgence Over51ght Reportlng Cr1ter1a from the;:h

. 1I0B -and Director of- National:- Intelligence (DNI): " In .the” ?}‘”Ax e
; Tmemdrandum, the IOB: and DNI requested that the’ compOnents of the~
‘,Intelligence Communlty review their respective internal :

'r7~processes, ‘gquidelines, and training for reporting. 1ntelllgence

- .» oversight matters to the IOB and DNI, and provide .a progress
ﬂi;report of the rev1ew by July 30, 2008.; e

. We apprec1ate your detalled guldance and look forward to
fworklng with the IOB and DNI to: -ensure that our revised IOB

pollc1es are consistent with:-Part 1.6(c) of. Executive Order 1233355

" and Executlve Order 13462 ~ FBI. OGC. has-carefully rev1ewed‘the L

SEC

B N



' SE NOFORN -

'1VLIOB an DNI'stune 17, 2008 reportlng crlterla and our own _—
x;lntern 1 IOB policies. " In’ ‘light of the IOB and DNI s guldellnes{;i”

" the FBI has" begun to substantlally rev1se 1ts own 1nternal 108B
:pOllCleS : - .

. 1As dlscussed 'in prior correspondence,'lntMaréh 2007 the
‘Unlted|States Department of” Justice, Offlce of the Inspector‘ )
‘.GeneEal, released a. comprehensive report reviewing the FBI's use |

. of Natlonal Securlty Letters (NSLs). Following the - InspectOr

ﬁGeneral s .report, the FBI conducted, a 10 percent audlt of all.-
‘national. security cases by ‘the FBI.  As a result of this audlt,
. the FBI's Office of the General Counsel received a 31gn1f1cant
'rnumber of addltlonal reports of potentlal IOB matters.v

i i,'

: In addltlon to audltlng 10 percent of natlonal securlty
[cases,_the FBI .conducted an audit of all counterlntelllgence

‘.fflnvestlgatlons from.2002 through .2006 where the. FBI issued

'Natlonal Security Letters pursuant to the Fair Credlt Reporting.-
Act,” 15.U.S.C. §-1681 (FCRA). ..The purpose of the audit was to -

“1‘determ1ne whether full-credit reports were improperly. requested
_or. recéived: pursuant to FCRA. Again, as a result of this audlt

"fthe FBI's Office of the General Counsel recelved an 1ncreased
'*wnumber of. potent1a1 IOB matters % R >

o 4 o
‘Flnally, the FBI s OGC recelved reports of potentlal I0B"

o :matters that were not ‘generated as a result of either of the two. ..

‘:f;audlts mentloned above. Rather, -théy were reported ‘to’ the. Office
’.of the General Counsel under the regular reportlng requlrements.

Many of the matters that have been recelved by the FBI‘

ﬂhofflce of “the: General Counsel pursuant to these audits have P
hfalready ‘been reported to- the. 10B- during the Second,’ Thlrd rand -
“FourthfQuarters of 2007 and the First Quarter of ‘2008.° .0GC is

1{conthnu1ng to'.process: and evaluate potentlal I0B reports that -

'f pwere|generated from the Audits of 2007. Once a potential IOB
.jt,matter is 'submitted -to EBI OGC, the facts are. carefully reviewed.
" .undet the- I0B's reporting standards to- determlne 1f the matter

';2warrants reportlng to the DNI and IOB

For the perlod of Aprll through June 2008, 0OGC. is reportlng -

L 28 TOB matters. - ‘Of these matters, 14 pertain to United States or..

;ﬁ presumed: Unlted States persons and 14 pertaln to non- Unlted
E:States persons : L

N

0-10B-80°



:”101 ‘the 28 10B matters, five matters relate ‘to- errors where a

ﬁ-wcarrlex prov1ded the FBI with: more 1nformatlon than was requested

“in ‘an NSL,- and the FBI. compounded the third party -error. In all
of these" matters, 0GC advised -the field office. that, . if -
~applicable, - the overproductlon must -be purged from FBI databases,
and the .overproduction must be returned or destroyed. -In the.
altern%tlve, if the overproductlon was relevant .to. an autnorlzed,
'open 1nvestlgatlon,‘the FBI could 1ssue a curatlve NSL. o

e : i
o On June 1, 2007 FBI OGC 1ssued a comprehen51ve NSL pOlle.,ﬂ,‘ ;
. Oné: of the’ requlrements of the NSL pollcy is that ‘before: '

'fﬁuploadlng information recelved in response to an NSL~ into any

Tﬁgdatabase, .the FBI must ensure that the - 1nformat10n is respons*ve“~

T.. to the NSL request. _Four 'of the. reported 1nstance where’ . -
,compound1ng of an. overproductlon o¢curred were-in’ 2004,,2005 and"

- 20060, before OGC -issued the NSL comprehensive. pollcy . Only- one:
instance’ of COmpoundlng occurred after the NSL comprehen31ve"'

'*f{pollcy was. issued.

Addltlonally, flve matters 1nvolve other types of .

“E; _NSL related errors. These-errors‘include: " (1) transcrlblng an
fflncorrect telephone ‘number during ‘an interview; . then using the

' elephone number. in an. NSL, and, 1ncbud1ng an .incorrect statement.

d;ﬁ?ln a Foreign Intell1gence Survelllance Act’ ' (FISA) appllcatlon-.‘*“*
. (April 2005, August 2006); (2) failing- to 1nclude the- requlslte

.. certification: language in an NSL.{(May - -2006) 7 (3). ‘including an-
" “email .address that was deemed. not - relevant to the 1nst1gat1on 1n

“:“f'an NSL (Juné 2007);(4) failing to properly document the 1ssuance,_fy;?‘"'

‘0f an NSL, .and: as 'a result, falllng to notlfy the United States-

’ﬁ*congress of the issuance of this particular NSL (April. 2004),'and N béflfg
..(5) -without. realizing” that a| Ihad . . SBTEL
'*~exp1red serv1ng an NSL (March 2007).. - ~Agaln, 1t:1is 51gn1f1cant '

”}fthat,the majority. of these ‘NSL- related errors. occurred before the
_FBI 1ssued 1ts comprehen51ve NSL pollcy g :

: The FBI has taken substantlal correctlve actlons regardlng
,flts use of ‘NSLs to ensure that these ‘types of errors will not -‘(
" reoccur. . Among its most: 51gn1f* cant.actions;, the. FBI has: -

(L) 1nst1tuted mandatory NSL _training; “(2). fully ‘deployed an f‘
,":automated workflow system for’ issuing NSLs’ ‘that.is designed: to
_\ffﬁfac1lltate c0mpllance with NSL' statutes and td¢..accumulate the
.. data necessary for Congre331onal reportlng (called the NSL -

"Subsystem),'(3) in .conjunction with DOJ, 1mplemented a program*f B
' for -regularly reviewing national security”investigations;. SR

. “including but. not limited to compliance with NSL statutes;.

'.53(4) establlshed an Offlce of Integrlty and Compllance to 7

TS R

wotose



: ate the efforts of executlve management to 1dent1fy and
mltlgate 51gn1f1cant areas -of rlsk,~and {5) 'as-mentioned above,
“issubdla comprehen51ve pollcy on ' the use of" NSLs,vlncludlng the
,jmandate of legal review: of all NSLs.;~‘~“~' ' :

Sob2
v — N e
1'f_ l“In a1l four .. . b7E

s situations; OGC advised] LU

. ﬁF rther, a substantlal portlon of the FBI 's reportlng for ' e
‘thlS .quarter (12 reports) 1nvolves 1nstances where the FBI falled ‘nw’
“’to 'timely notify -the Department of Justice, Office ‘of - . S
fPIntelllgence, of the 1n1t1at10n or contlnuatlon of an ]eLj'
belnvestlgatlon R ST U IR

SR AR A
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“please do not-hesitate to coftact’ me. orl |

—1if wvon -have anv anestions 7c

regardlng the enclosed IOB matters b7E L

Slncerely,“ ;

Ty T B R
- P R puty General Coﬁnsel
e DT T Natlonal Securlty Law Branch

ﬁéMrA J. Patrlck Rowan (by courler) . v N
_Acting Assistant Attotney General 1"9-, e T
"National - Securlty Division = - . ‘.‘:Vf”;'”‘ s BRI

' United. States Department of Justlce Lol
«r3Room 2200 C — ST e T

A

vﬁ“Z-—‘Offlce of the Dlrector of Natlonal Intelllgence (by courler)

7 Suite 2B200-

. Office’ of the General Counsel
“Liberty. Cr0351ng 2. e R
L I 4 "'15"-‘b6'~
J‘j‘*Att'n' [ [+ “pC
© “Mclean, VA 22102 . ... .o o
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3¢nrecogn12ed ‘at the time ‘as not” belonglng to. the target

VfESecurlt

DECLSLSSIFIED BY 651'19/Dl'ﬁUsdb S
IJN EIS lEI 2IJlU - e

INTELLIGENCE OVERSIGHT BOARD MATTER
S IOB MATTER 2007- 708

\>§( A eported on|

| a Field. Offlce Opened a’

”[ of a non- U.S. Person, in order to 1nvestlgate

1nformatlon or allegatlons of tles to terrorlsm

(U) As part of the|

associated with a telephone number pelieved by the. FBI to be-

~b2
.':';-v ‘ b'?E . .

l a Natlonal Securlty L
.'_Letter (*NSL") was. issued for telephone toll .billing records.K 7 ..

-ascribed to by the target based on information prov1ded durlng~an;;*;~

‘‘to the FBI and uploaded 1nto a database. The. records were . N
it was

"3;;presumed consistent with other evasive behaviors durlng ‘the .~ .
,1nterv1ew that the-target- had ;ntentlonelly g;venﬂthe‘FBI apwrong

;number

\ —— . -

- interview. However, the correct telephone number. given by the. ' . . .
T target durlng the interview was inaccurately-recorded in‘'the .. .. '
:'5typewr1tten notes of the inhterviewer and used  for purposes ‘of -the.. '~
' “NSL: 'Records related to the incorrect phéne number were producedJi?

of The Attornex General's Guidelines for FBI National

The 1nterv1ewers mlstake resulted ‘in the FBI 1mpr0perlyﬁgf

- v _Investigations and Foreign Intelligence Collectlon.;fadﬂf
'.:Further[ the overcollection was compounded when uploaded.. In 7

‘addition, theé misstatement contalned 1n the FISA appllcatlon 1é'A‘

*ﬂfalso behng notlced to the I0B..

(U) All unauthorlzed 1nformat10n has been purged from

‘Eirdatabases and the Office of Intelligence;- Department of Justlce
;T“has been notlfled of the FISA appllcatlon issue.

o oo -8 T
: |1A T - Mrdozo—lOB-m} B
I ‘ L S s

- v - - T . - - " - . E
. . - Cs L 3 .
1



P 'f"'POSSIBLE VIOLATION OF

IOB SUMMARY SHEET .
‘ : : "Name of Dcpartmcnt or Agency' FBI OGC E f s \ CY Quanerly Report 2008
L DATE OF INCIDENT , i - DATE or REPORT TO 1013 06/30/08

Ve DATE op REPORT TO DEPARTMENTIAGENCY 01/25/07

- T‘:DATE REPORT SUBMITTED TO OTHER ENTITY (1 e. DoJ Congress, le Lrbertres Ofﬁce)

T STA'I‘UTE (Umted States Code Cnatron)
" x_-FISA(S0USC.1801) . .7° -
Otter (USCC. citation: 18 USQ 2102 )

E EXECUTIVE ORDER 13333 PR S
Section 2.3 collection & dtssemmatlon of USPiinfo P
Section 2.4 preamble: least intrusive collection
-, Section 2.4(a) CIA electronic surveillance w/in Us -
s Section 2.4(b) unconsented physical search w/in US
" Section 2.4(c) physical surveillance of USP w/inUS . "
Section 2.4(d) physical surveillance of USP abroad
. Section 2.5'AG.approval w/in US or agamst USP abroad
Section 2.6: assistance 1o law enforcement
-: Section 2.7 contracting - RO
- Section 2.9 undisclosed par’ucrpatlon IR
Secuon 2.10 human experimentation . -
_Section 2.11 prohibition on assassination R
Secuon 2.12 indirect participation

TH§|.f[|‘*.|"|g5}7 -I"?fii"l'f ',I.'I': | ..|

AG Approved EO 12333 Guldelmes (Gmde]mes name aud secuon

N OTHZER EXECUTIVE ORDER (SPEC]FY)
- Creation of unauthorized SAP (EO 12958 as amended)

Ot.her (EO cttatnon )

"-'PRES]DENTIALD]RECTIVE(SPECIFY) " e PR R
- .COVERT ACTION FmD]NGfMEMORANDUM 01= NOTIFICATION RS
Other (Pres1dcntral Dnrectwe crtatlon ) el LT

DEPARTMENT/AGENCY ACTION Advtsed f eld thal. matter is bemg reported to IOB E

*DATE OF FINAL DISPOSITION

‘ -cardozoiIOE--io4'

) ' b.2 N - -v
b7E - L



DECLI&SSIFIED.B‘{ GSITQIDI‘EUSd.b R

o INTELLIGENCE OVERSIGHT 'BOARD (IOB)
C i FIELD OFFICE - > WL w0 =0 i
j D IOB MATTER 2007 2183 (U) R
fflce~

'.5b2' e
'b7E.ﬁ
,Onlg, -
on-a non- Unlted
'States:person._ On two occasions in the .course of. ‘the CLo
. :flnvestlgatlon,- failed to submlt approprlate case, ~1~]-”L‘Q,T
A not1f1catlons and updates ' L W

| Mﬁ‘i‘rE.R T

(uy __]Fleld

r‘fopenéd'a1

44]0f the

al _horough review of the case file. reveals that‘.‘

.on of the existence of: a R
N which was. requlred beglnnlng h .
T¥2/1/2004 with FBIHQ and OIPR ‘as a result of the NSIG going’ into ¢4'h'"
~“-effect "In addition,; no annual . . summary - report could be found for:
.. 2004 did, however, subsequently submit annual LHMS in 2005,
2006 | ahd 2007. Although OIPR is how: aware of ‘the e
- 'OGC concludes that Is ‘failure to timely submit: - .
*:E_thjthe notice: of the. existénce. of‘tue Ainvestigation and the-
-jannual ILHM in 2004 substantlally 1mpa1red OIPR's .oversight :

1s 1nstance,

. h2 .
T bTE

gb;l;’;xr‘ as QIPR dj

d not: have notice"
for approx1mately
1s belng reported

‘of ‘the. ex1stence ‘of this .

15. months

ThlS partlcular

”*:matﬁér;ﬂtherefore,; ‘to. the IOB v

ST Hav1ng determlned that the| |was .
A ;operatlng w1t'out notice to: OIPR for approximately 15 months, engf‘Béuh_
- turn- £o ‘the handling of 1nformatlon acquired thereby - Exclusion " 5.
isla’ remedy of judlclal orlgln created to .address’ violations of. ' p7E -
,c0nst1tut10na1 dimension. In-addition, some statutes, ‘such’ as@' A

~the Foreign’ Intelllgence Surveillance Act, provide’ for an.

wfexclus1onary rule. ! In thig instance,. neither thelﬂﬂﬂﬂﬂituﬁiéh—é41173*’“

nor:any:applicable statute has been violated. and




. AI. IHFORI{&TION cnmAIm A

;1013 SU MARY SHEET

CY Qu‘u‘terly Repon

DATE or REPORT TO 108 03/3117008 "; :

. }Secnon 2 ¥ collecnon & d1ssammatton of USP.mfo
.' Section 2.4 preamble: least intrusive'colléction
- fISecuon 2 4(a) CIA electromc survc:llance w/m US DR
Sectioii 2. 4(b) unconscntcd physwal starch w/in US
i’Scctlon 2.4(c)'physical surveillance of USP w/in.US" .
Se_ctmn 2,4(d) physical surveillance: of USP. abroad- i
211,Séct10n 2 5AG -approval w/in US or: agamst USP abroad; LT
'Section. 2.6 assistance tg law enforcemcnt T .
. - 'Section 2.7 conttactmg - :
-“Séction 2.9 undisclosed. pamcnpatnon '
Sg:ctlon 2 lO hurnan expenmentunon
- ~Section 2.1F° pl‘Ohlblthn on' assassmanon
~'~Scctlon 2<.12 mdm:ct pamclpanon Lo

b2




j”wDECLASSIFIED BY 651?9/DHH!3db
¥ 05-06- 2010

INTELLIGEWCE OVERSIGHT BOARD (IOB) MATTER

DIVISION -

“13 “MATTER 7007-3038 - (U)

o

'LL

cm >s< on [

“initiation of al

1 . Th case.was .. -

" converted to a

However, -

|[failed to provide FBI Headquarters (FBIHO) with a
notice of conversion of the to a :
|

which notice was .required to reach -the Office o
-Intelligence Pollcy and Review (OIPR) of -the Depar of

~¥;_ on the 1nvest1gatlon to FBIHQ for passage to OIPR on 06/12/2006

~of -information acqulred thereby quclu51on is a remedy of

-Uhﬁjud1c1a1 orlgln created to. address v1olatlons of constltutlonal

“~.-dimension. -In addition, some
. ,_'Intelllgence Surveillance ‘Act’,
~ .7 In. this: 1nstance neither’ the
. statute has beeén violated and

statutes ‘such’ as ‘the- Forelgn .
" provide for an . excluSLOnary rule

Constltutlon noxr an Ticdble ‘,ﬂ~;:”'

P.bs,*’

"b'é

However, the FBI 1s.

w7 Detived f
.. *Declassify-on:-

reportling this matter to .the I0B..

|opened a| ‘ . |-
|on ‘a non-United States person. ‘ .

‘. At this time, | [provided notice:-'to OIPR-of ‘the

 BTE - '

'7 Justice (DoJ) within 10 -days 'of the" opeping .of. the : ‘“féil:i‘l
. Ultlmately, submltted an.- annual LHM .

“Tﬂg' Qif (U) falled to submlt tok FBIHQ th '”ﬁg~¢ ‘
‘ﬁ;LHM ohce it converted the! to-a L
e ~As 'a result, OIPR had no notlce of the —
for approx1mate1y 15 months ‘

Hav1ng determlned thit, the l was' oo
1ng con ucted without notice to OIPR, we turn.to the handang

-b2
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- ALL. INFORMATTON conmzm
HEREIN 18 UNCLASSIFIED - e Lo e e T e T e e
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1013 SUMMARY SHEET o ”;i--ff &
Name of Dcparnnent or. Agency 'FE:I': E »' e - CY Quarterly Report Tw

| -,'_DATE OF lNCIDENT [:I RN DATE oF REPORT 10 IOB 3/31/2008_5. e

A:-DATE OF REPORT TO DEPARTMENTIAGENCY 07/ 1812007

: VDATE REPORT SUBMITI‘ED TO OTH}:.R ENTITY (1 €., DoJ Congress Cwnl leertles Ofﬁce N

"POSSIBLE VIOLATION OF .' o

o STATUTE (United States Code meuon)
. .FISA (50 U.S.C. 1801) S
. Other (U S .C. cmmon __)

f,;:bz }

‘ ':E‘{ECUTIVE ORDER 15333 - S
" Section 2.3 collccuon & dlSSCl‘l‘llndthﬂ of USP mfo s

e _Scctxon 2.4 pre‘unble least i mtrus:ve collection . .;.. -
i .~ 'Section2.4(a) CIA electronic surveiliance winUs
2. Section’ 2. .4(b) unconsented. physical search, whn us™
TR Section 2.4(c) physical surveillance of USP wlm uUs.. .
C T lSeétion 2.4(d) phys:cal survell!ance of USP abroad R _‘ S
t "+« Section 2.5 AG approval wiin US-or agamst usp abroad :
.- ' Section 2.6 assistance to law cnforccment R T
©v " “Section 2.7-contéacting -+ .1 ol e
©.° . . Sectior 2.9 undisclosed pammpalmn B
B “Section 2,10 himan experimientation - :
Lo :"Sectxon 711 prohibition on assassmanon PSR

- En -Scct\on 2.12 indirect parumpauon
- '. ;_ ‘AG Approvcd EO 12 3 Gmde]mes

PRES IDENTML DIRECTIVE (SPECIFY)
T COVERT ACTION l‘INDING/'MEMOR.ANDUM OF NOT"IFICATION
Othcr (Premdentaal Dtrechvc cxtatlou e :
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: 108 ) MATTER- 2008 535 (U) N

S L A jQﬁ thelﬁ — ”FFleld OfflCEAA
o _linitiated:af on; a, non-.

eIl S o n.but did not:submit a notice’of 1n1t1at10n until
x p Consequently, the Department of" Justlce (DOJ) had o ;

‘ (U) The purpose of the notlflcatlon requlred 1n the
Y. General s .Guidelines. for 'FBI National Securlty
,'”gatlons and Foreign, Intelllgence ‘Collection” ("NSIG"),
1nclﬁd1ng subsequent .annual. reports, is to enable DOJ to- prov1de“
h approprlate oversight “of . 1nvest1gat1ve activities: by the FBI.
The standard by .which' the ¥BI's. 0ffice of General: ‘Counsel revrews

' '_ss Ain reportlng or-a failure to report;altogether is: “=4 =
the tardlness or ;omission "substantlally 1mpa1red" DOJ s o
Ly o prov1de meaningful- oversight., ‘Where,:as" ‘here, . there” [ = 17 .
¢ .otlce whatsoever of. the. ex1stence of the 1nvestlgatlon,jgﬂjJ‘f
ﬁthere dan be no: over51ght Lo

repo§ted to: the IOB

R
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i DATE or REPORT ‘ro DEPARTMENT/AGENCY 1 1/29/2001

-

s DATE REPORT SUBMITTED o OTHER ENT!T"Y (it DoJ Congress Civit leemes Ofﬁce)'
L POSSIBLE vroumow OF Sl '

= ‘,STATUTE (Unlted States Code Cltatlon)
- . FISA (SOUSC 1801)

- v . . . . .

T "EXECUTIVE ORDER 12333 R
Y .Section 2.3 collection & dissemination ofUSP mfo SR
' Section 2.4 preamble: least-intrusive collection .,
B Sectlon 2.4(a) ClA electronic surveillance. w/in US
‘._,Secnon 2.4(b) unconsented physical search wlin US
_:-*Section 2:4(c) physical surveillance.of USP w/in US
- '/ Section 2. 4(d) physical surveillance of Usp abroad
-+ 'Section 2.5 AG approval w/in US or against USP abroad ‘ .
Section 2.6 assistance to law enforcement SRR T
. -Section 2.7 contracting' - ..o gl 0
+__ " Section 2.9'undisclosed partncnpatlon TR
- --Section 2.10 human experimentatiori.
S Section 2.1 1 prohibition on assassnnanon
i v Section 2.i2 indirect. participation” . -__.
g, {~‘AG Apptoved EO ]2333 Gurdelmes

‘ER EXECUTIVE ORDER(SPECIFY) ERRRRRI
) Creatton of unauthonzed SAP (EO 17958 as amended) ’

. COVERT ACT]ON FFNDINGIMEMORANDUM OF NOTIF ICATION
Other (Presrdenttal Dlrectwe cntatlon ) SIS
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S DIVISION IOB MATTERS
412,77 -3417, - -3411; . -

Inllate Se tember‘2067 ”the,Federal‘Bureau of;

tInvestlgatlon

(FBI), Division’ |—_:[, reported.gseven‘

potentlal Intelllgence ‘Oversight - Board {IOB)". v101atlons ‘in’
counterlntelllgence cases directed" agalnst Tion-U. S persons

the errors. 'iny
1n1t1atlon of

rolved the late or lack of notlflcatlon of

fIntellIgence Pollcy and‘ReVIew (OIPR)

to»the Offlce of:

The 1n1t1a1 notification”
|none the less was: nQ_l‘_:ubmlttEd
. with - th"’
23a531stance of: OIPR, received warrants.. from the-~

S F1scy to target ‘the subject through 2005 2006 and

J1‘2007 DuthOJOIPRlsvoverSIght;of;the"cas

*HFISA the notlflcatlon of the casevwasi
‘approx1mately 12 monnhs lat

on | ‘ Io ened a[
oni:a non-U.S. person.. dld not, submit: the,
’lnltlal 10- dai notlflcatlon LHM to FBIHQ or OIPR

Iopened a|

_FBIHQ was notified: of: the’
. however there .is'no
'5not1f1cat10n ‘LHM:-for

. y ‘dids not submlt:

Annual LHMs for 2004 2005 2006 and 2007“m

rOPened'al

on-a non-U.S. -person. ... The inigial~T0-day-™

= notJ.fJ.catJ.on .due - on Iwas submltted on

‘~;and 2007

approx;mately 37 months’. late
d1d. not submlt Annual LHMs fof“

\ Iogened EY
:on a’ non- -U.5 S person. | 'dld not-submit  the
1n1t1a1 10 day notlflcatlon LHM to FBIHQ or OIPR"

: dOZ 0_103-111 |
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Jopened:a |
noThe: initial-10-day:-

wnOtlflcatlon due ‘on) was: submltted on
approx1mate1y 3¢ months:late . Also,

d1d not ‘submit- Annual LHMs for 2005 and .

|opened a[ﬁ
“+The ipitial-l0-day.

on 2 non-U.5 person. R
n due on| |was” submltted on
approxlmately 13 ‘months. late .

bf ThetAttdrnez General .

Y Invest1 atlons and Forel n




M.L mrnmurmu ccm'rum
, HEREIH ‘I3 UNCLASSIFIED .
-.DATE os 06 zow BY GSJ.TBIDMHIsdb

IOB SUMMARY SHEET '

l’,iPOSS[BLb VIOLATION OF o

L STATU T E (Umted States Code Cltatlon) v
.o FISA(S0US.C- 1801 . - -
Other (U S C cntanon ___)

: EXECUTIVE ORDER 12393 :

. Section'2,3 collection’ & dlssemmatuon of US (
* Section 2.4 preamble; least.intrusive collection
"‘b;“SCCtIOH 2.4(a) CIA. elcctromc survelllancc wiin: Us.
.’,Sectlon 2. 4(b) uncousented physxcal scarch w/m US
‘,Sectlon 2. 4(c) phyqlcal surveillance 6f USP wiir US ,
: "-Secnon 2.4(d}. physucal surveillance of. USP abroad =
- Sectipn 2.5 AG approval w/in US 6r against USP abroad
R R Sccnon 26 assmance to law cnforcement
.o b Section2:7 contractmg ;
i ~. Section 2 9 undisciosed pamc:patlon
: ".'Sectlon 2. 10 human expenmentanorl
‘,Secuon 2.11: prOhlblthl‘l on assassmatnon )

Section 2.12.indirect participation*:; '
.:AG Approved EO 12333 Guldelmes

—
——

: RESIDENTIAL DIRECTIVE (SPECIFY)
| “COVERT'ACTION; FlNDl'NGiMEMORANDUM 01=
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" - INTELLIGENCE OVERSIGHT BOARD' (IOB) MATiER R R IS
2 5 ’ FIELD . OFFICE? ~..x~'z»-,4:k.g;j;j3,gé~wtf

"ﬁﬁg‘IOB MATTER 2008-220- -NSL: (U) #a:ﬁfjﬁﬁj'jf’;fj:;~b7qum

(W ><On 1 |1n1t1ated aD'w SR

B ~ Jof:a non- United. States: person
e,On May 30, 2006, [drafted a-National Security. Letter’ [
-~ (NSL) .to a f3 nancial institution,. seeking the ‘subject's flnanc1al;xrﬁ”'
Jw“records from T

. The NSL.was drafted as part of an authorized investigation, but o
S was® styled pursuant to the Electronlc Communications: Prlvacy Act o
- - (ECPA),’ Title 18, U.S.C., Section 2709, 1nstead ‘of the Right to .

v Financial . Prlvacy Act (RFPA) Title 12, U.s.C. Sectlon ‘;ww ot
.~ "“3421(a) (s). _As.such,”the NSL lacked. the requlslte certlflcatlon L
-+ 'that the ‘FBI had "complled wlth all: appllcable prov131ons" of the R

. RFPA," 112 U.S:C: §:3403(b). Because this certification:is: . ™ L
. statutorily designed in part to protect the rlghts oﬁ Cg~ »,_,_A;

ﬂylnd1v1duals,‘1ts om1551on is- substantlve fh;. .. ‘hefwlﬁi*ff- :

T

e (U)[__ __]has been 1nstructed to purge 1ts electronlc- e I
;f;databases -of  this NSL collectlon, and .sequester any and.all - L;R“gé L
.. - physical" coples with the 'cbhc, .If the-" collection. remains relevantﬁ"; B
“"to. an-ongoing 1nvestlgat10n I |may issue .a-curative NSL- 7. .
./ 7to request the récords.  .Otherwise,]_ Imust elther return"? ‘
Aor destroy the records, in-accordance with: the" flnanc1a1 SEREE
-71nst1tutlon s 1nstruct10ns, w1th approprlate documentatlon to*
‘flle T - P 3

J O

T e T e F e T T e R PN
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| ..DATE 01-‘ INCIDENT :l 3

,5 DATE OF R.EPORT TO lOB

. DATE OF REPORT TO DEPARTMENT/AGENCY Decemberl’l 2007 ‘ -
e DATE REPORT SUBMITI'ED ‘1‘0 OTHER ENTITY (1 e DoJ Congress, le leernes Ofﬁce)
- "f_..,:POSSIBLE VIOLATION OF: e

. STATUTE (Um[ed States Code Cltatlon)
S -FISA (30U.S.C, 1801) » ;' :
' -;x. Other(RE'PA Tltle 12, U‘-. :C

W

i EXE.CUTIVE ORDE.R 13333 ® L
A‘Sectlon2acol!ecnon&dlssemmanon ofUSP lnfo . *_-,:’.3 R B T A
" Section 2,4 preamble: least intrusive collection” f":;.f'f?; S e e T e
_ - Section 2:4(a) CIA electronic surveillance w/in US S s AR TR A
- Section 2. 4(b) unconsented physical search w/in US
" :Section 2.4(c) physical surveillance of USP w/in Us
- "'Section 2.4(d) physical surveillance of. USP abroad’ )
__ Section 2.5'AG. approval w/in US or ‘against USP abroad .
' ,""-fSecuon 2.6 assistance to. law enforcement S e
© Section.2.7 confracting " .. ’,!fi R
- Section 2.9; und1sclosed partlmpatlon W
.. Section 2.10 human experiméntation
. Section 2.1 prohibition on assassmanon
. " Section 2.12 indirect partncnpatlon\ o
. -AG Approved EO 123 Guldelmes

o ‘r'.f‘OTHER EXECUTIVE ORDER (SPECIFY) SO :
; . ‘Creation 6f unauthonzed SAP (EO 12938 as amended)
Other (EO cntatlon "

(-PRESIDENTIAL DIR.ECTIVE (SPECIFY) Tl ‘ T
. COVERT ACTION FINDINGIMEMORANDUM OF NOT[FICAT[ON_ S
Other (PTCSldentla] Dlrectlve c1tatlon ) R

: —'~."DE.PARTMENTIAGENCY ACTION et

:"‘. DATE 01-“ FINAL DISPOS(TION
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
L IOB MATTER 2007 3391 (U)

‘ By electronlc communlcatlon dated September 18

"Iédbﬁ the Federal ‘Bureau of:Investigation, (FBD) | |: Sl s
Fleld ‘Office, "reported that a- jon-a. non-United TR
States Person was 1n1t1ated on rand closed on ; :

“At . the time the 1nvest19atlon was opened B
notiried FBI Headquarters of the: openlng of 'the #3: = .-
1nvest1gatlon in‘an electronic communlcatlon However
failed to provide an LHM Wlthln 10 days of opening the
1nvestlgat10n, as well as falled to flle a report at the one year -
[E;annlversary - S :

= (U) | ]of The Attorneg

,‘;General's Guidelines for FBI National Security Investlgatlons and
,;gﬁForel n-Intelligence Cocllection~ (NSIG), effective October. 31, '
1 -2003;

|f;zrfftfh”5ﬁf.

S :I I . " b2 ",',:b-

N | | - Within'ten working days: of,gﬁﬁ;b7aﬂ5

;.recelpt of notice from the field,: FBIHQ shall' prov1de notlce of ‘
w'the fnvestlgatlon to. OI. ‘and - to. the Crlmlnal Division.: OIfshall
]J; then‘notlfy the Attorney General and Deputy Attorney General
. I“ng,‘3fiuf} Under the NSIG,[ 3 ' —— wafi’”7,f
2. In: this|.case, ‘the Field Office: gave FBI headquarters notice of. . : .

Iljthe 1nvestlgatlon,_but there'” 1s no indication that. 0Ol was. made
- aware’ of -the investigation w1th1n the time perlod requlred by the
i NSIG.: ‘th is FBI policy to .report the matter to, the I0B 1f;theret
.'is. no". ihitial 10 -day. notification -over the:life of the-
j;nvestlgatlon " The casé€!is now closed and no 51gn1f1cant

flnvestlgatlon occurred durlng 1ts pendency

cs 0080301

b i e S C SRR
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s DATE R.EPORT SU'BMITTED TO OTHER ENTITY (l e. DoJ Congrcss, thl leemes Ofﬁce)

" -*ZPOSS[BLE VIOLATION 01=

. STATUTE (Umted Statés Code Cxtanon)"-:
- FISA (50 U:S.C:1801)- s
Other (USC cltanon wL Ly

'U'D' '-‘
B I 3 T

T T EXECUTIVE ORDER 123;3 ,. T
DR ’_Scctlon 2. 3 collectmn & dlssemmatlon of USP mfo
‘:_Sectlon 2.4 preamble: least intrusive collectlon g
.-Section 2.4(a) CIA. electronic surve:!lance w/m us .
B Scctlon 2 4(b) unconsented physxcal search’ wiin US ,
- Section 2, 4(c) physu:al surveillance of USP WinUS
. _'Sectlon 2. 4(d) physical surveillance of USP abroad
_ .- Section.2.5 AG’ approval w/in US or agamst USP abroad
o Sectxon 2.6 assistance to. law cnforcement "

- Section:2.7-contracting | .
--Section 2.9 undisclosed participation AT e
" Section 2.10 human experimentation”: .. - e
- _fSccnon 2.11 prohibition o assassmatlon
-Section: 2 12 indirect pamclpatxon

X HER EXECUTIVE ORDER (SPECIFY) T -
A Crcanon of unauthonzcd SAP (EO 12958 as amcnded)
Other (EO Cltallon o o L .

,‘ N

".ESIDENT[AL DIRECTIVE (SPECIFY) 7 v
i COVERT -ACTION FINDINGIMEMORANDUM OF NOT].FICATION
Other (Presxdentlal Dlrectwc cm'mon :

__ADEPARTMENT/AGENCY ACTlON -

"DATE OF F [NAL DlSPOSITIO
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INTELLIGENCE OVERSIGHT "BOARD (Io‘B)‘ MATTER‘ e LT
: s I | FIELD" OFFICE" et bR
- IOB MATTER 2007 1765 (U )

: Durlng a| |of"a~7y‘
t“non Jnlted States person” as that-term: 1s. used in. Sectlon 101(1)
. of the Foreiagn Intelligence Surveillande.Act of 1978, :
- Field:Qffice, 1ssued a. Natlonal
" Security:Letter (NSL) to”an internet: service prov1der (ISP)
*_;seeklng,electronlc ‘communications: transactlonal records-m :A=,~ SRR
“Notwlthstandlng spec1f1c 1nstructlons ‘not- to- produce message | - .o
contentyor’ subject" flelds, the-'ISP. produced "thread toplc"~"4-"%2-f“‘
‘ﬁflnformatlon which: ‘appears’ to’ include some information about . - b7§j‘ '
ﬁgi"subject" fields. of emails.’ . In'an abundahce .of cautlon ‘the. FBIfuL'
Looiss currently treatlng:"thread topic":. -information as.'content® &
Q;lnformatlon ' Therefore, this’ resulted in"‘an. overproductlon R
by, twe ISP whlchl Icompounded when' uploading all: the_*gjif‘,
{fresults from the: ISP, ‘some.of which included: thlS thread toplc -
'ﬂlnformatlon, onto Automated Case Support (ACS)A' :

TS S S U)I |has removed from ACS the thread toplc:333;~”1”'
flnforma 10n and has: sequestered all hard coples of the §‘*u b2
{overpmoiuctlon.wl |has been 1nstructed to contact the b Ef

ind| ask whether. the. lnformatlon should ‘be. returned or -
[ ="w1th documentatlon*to the flle' TR

~~~~~
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| FISA (50 U- S C.1801) .
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. Section 2.3 collectlon & dISSlenaIIOH of USP mfo
Secnon 2. 4 prcamble least intrusive co]!ectlon :

::Scctlon 2. 4(a) ClA elcctromc survelllancc w/in US-.

% Section 2. 4(b) unconsented phys:cal scarch w/m US

- Section 2. 4{(c) physlcal surveillance of USP. w/m Us .

- Section 2.4(d) physncal surveillance of USP abroad -

"SCCIIOI‘I 2.5 AG approval w/in US or agamst USP abroad

"Section 2.6 assistance to Iaw enlorccmcm :

. _;Sc.cuon 2.7 contracting " : )

- Section 2.9 undisclosed partlcnpatton

" Section 2.10 human experimentation .
Section:2. 11 prohlbmon on assassmauo Y
“Section 2.12 indirect participation AR R Lo

JAG Appmved EO, 12333 Gmdclmcs (Guxdelm s.niame and section: )" "

‘--|'|"“-"" “A‘ " |”- |‘| | '.|

: OTHER EXECUTIVE ORDER (SPECIFY)
Creatwn of unauthonzcd SAP (EO 1295,

Other (EO c1tatlon }. "

PRESIDENTIAL DIRECTIVE (SPECIFY) . AN
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

~IOB MATTER 2008 0163
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‘(U) Here; while not. intentional, the FBI received

acquisition-is in violation of Title .18, United States Code,

;communlcatlons from- a U.S. person's cellular telephone W1thout

- . appropriate authorlty due to a third party error. As such, the -

Section 2511 (2) {£f). |

' (%) On 09/07/2007

igence POllCY and Review (OI
: adv1sed that they had notified the

the issue was. reported to DOJ' s Office of

DR’ n 09/19/2007, OIPR:

by letter, of a

. Derived FTo
. Decgl; i

- a——

Y
¥
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ﬂ ' POSSIBLE VIOLA’I‘[ON OF : '

ASTATUTE (Umted States Code Cltatlon)
X__FISA(S0U.S.C.1801)
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: EXECUT[VE ORDER 12333: e
Section 2.3 collection & dlssemmanon of USP l.nfo
'Sectton" 4 preamble: least intrusive collection . o L. L T .
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* Section 2.10 human experimentation
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": ) |' Other (EO cntatlon ) .

S ; 1_: i PRESIDENIIAL DIRECTIVE(SPECIFY) : L
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Other (Prestdentlal Du'ectwe cltatlon )
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| *DATE.OF FINAL DISPOSITION: -
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A Héfé, whlle not 1ntent10na1 the FBI recelved
:_"cormnunllcatlons from a person S. account without approprlate ST
‘*author ty ‘due to-a third party error. As such; ' the acqulsltlon.mf.-'

S is. in Wlolatlon of Title S0, United States:Code, Csctinn_lﬂnl_fﬁj ;*bg o
Cseq i While: thel huthorlzed the: FBI to conduc 4 1b-?m"

Crbs
o BTETL
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‘|7 Declassify On: ..

OGA-‘..

‘v','f.bb‘z A .



'E,ALL INFDRHATIUH cmm,mzn

‘. IOB SUMMARY SHEET i
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DATE REPORT SUBMITTED TO OTHER ENTITY (l € DoJ Congress ClVl] leemes Ofﬁce)

' ‘,"".POSSIBLE VlOLATION OF

-:‘S’I‘ATUTE (Umted States Code Cnanon)
K LFISA (S0 Us.C. 1801) ‘
RS Other (U S C cntanon R

EXECUT[VE ORDER 12333: R

, - Section:2. ¥ collectlon & dlssemmatlon of USP mfo
» ‘_ Section 2.4 preamble:.feast intrusive collection -

~ " Section 2 A4(a) CIA: electronic surveillance w/in us -
. .Section 2 4(b) unconsented physwal search w/in US ‘
*Section. 2.4(c) physical surveillance of USP w/in us-.
‘Sectlon 2.4(d) physmal surveillance of USP abroad " -~
.. Section 2. S AG approval w/in-US or against USP abroad
"A:”‘Sectlon 26 ass:stance to Iaw enforcement LY
'Secnon 2.7 contractmg_ '
_Section 2. g undlsclosed pamc1patlon
£~Sect10n 2:10'human exper:mentanon

it Secuon 2.4 prohubltlon on assassmauon .
'Secuon 2 17 indirect pamcxpatnon Y i .
',AG Approved EO 12333 Gl.udelmes (Guldelmes name’ and sectlo — #

0 HER EXECUTIVE ORDER (SPEC[FY) a :
i - Creation of. unauthonzed SAP (EO 17958 .as. amended) :
. Other (EO citation; L)

RES]DENTIAL DIRECTIVE (SPECIFY) L
i COVERT ACTION FTNDING/MEMORANDUM OF NOTIFICAT]ON
'Other (P eSIdentlal Dxrectlve cuatlon S SR ’

DEPARTMENT/AGENCY ACTION S
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INTELLIGENCE OVERSIGHT. 'BOARD . (IOB) et
‘7 MATTER 2007- 1942 S

N

| ;;;f;f:f;jgf;}gijudnj | after reviewing. j ercepted ‘57‘f¥'f ;q o
_.wo 7 sconversations . |ana: and conflrmlng ST
T i o - i [ |determ1ne at a. argeted ‘phone number “b7E

" had been’ rea551gned to another: customer -The telephone. serv1ce
.y;ﬁﬂprov1der further stated that” 'hls phone number had been ™ ‘ _.
'“gdlscontlnued on at ‘the request of the customer :

"gkjktm”; ‘(U) | w111 thereforerggnsidgr_all;-elephone act1v1ty o
e qu91ntercepted on this. number after as -over-collected | ‘b2
‘:"'~/>;:and subject to sequestration, to prevent its use or ‘further ' . ' p7E.
L ‘disgemination. | | o

_ .‘..,‘-!'g‘, ~- . . v

FBI NSIS

o cae _“ch4-_16|3{1’;524 T
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s - NKTE 05-06-2010 B‘f ﬁSl‘?Qs‘IJ‘I‘IHJ’Asdb IOB SUNIMARY SHEET o N , :

." Name ofDepartment or Aoency ’ F’BI S : : CY Quartcrly Report

-.5‘.1 "". -‘: . I ‘. e - .‘.v RS . '- . b )
o ’DATE OF INCIDENT 1 | SR DATE OF REPORT TO 108: 3/31/2003‘ e
o f:l-:'DATE OF REPORTTO DEPARTMENTIAGENCY June]] 2007 S m e SR

L 'DATE REPORT SUBMITTED TO OTHER ENT[TY (: e., DoJ Con°ress ClVll leemes Ofﬁcc)

Possuaua vno LATION 01= |
V STATUTB (Unlted States Code Cltatlon)

vX FISA (50 US.C. 1801)
Other (U S C cntatlon _)

X'ECUTWE ORDERI 3: ) SRR

~ Section 2.3 collectlon & d:ssemmatlon of USP mfo :

_ Section 2.4 preamble: least intrusive collection . "+ .7

1 Section 2.4(a) CIA electronic surveillance w/in us .

i Section 2 4(b) unconsented physmal search w/m US )
; Sect:on 2.4(c) physical surveiltance of USP w/m US

- Section 2. 4(d) physical surveillance of UspP’ abroad .

“Section 2.5 AG approval w/in US or against- US‘P abroad

- -Section 2. 6 asustance to Taw enforcement ‘
Sect10n27contractmg TR vk. o Lo e

-Section.2.9 undisclosed pamc:patlon B A NP U P Y N

. Section 2.10'human experimentation - B SN SR T '
" Section 2,11 prohibition on assassmatlon : "
Section2.12 indirect participation -

; -fAG Approved EO 123 3 Guldelmes

I-IER EXECUTIVE ORDER (SPEC IFY) TR
Creatnon of unauthonzed SAP (EO 12958 a.s amendcd)

; ""-Other (EO c1tat|on ).

. 'FPR_ES[DENTIAL DIR_ECT[VE (SPECIFY) o - L
S . COVERT. ACTION FlND!NG/MEMORANDUM OF NOTIFICAT!ON o
Other (Presudentlal Dlrectlve cltatlou M L

I DEPARTMENTIAGENCY ACTION SRR -
S o CO“CC(!OI’I is being submltted to the DOJ Ofﬁce of' Iutelhﬂence
*DATE OF F [NAL DISPOS]T]ON N i :

| CrdogolOB5
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Sy R IOB MATTER '12007-1676" " - - T IR

. Sy Although the error 1n thlS 1nstance is. not dlrectly
attrlbutable to conduct . on the part of  FBI personnel,  the
unauthorlzed survelllance is nevertheless a reportable matter
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IOB SUMMARY SHEET .
. Name of Department or Agcncy‘ FBI CY Quarterly Report . : “ I
B LT B P . “. o ST -
. 'DATE OF INCIDENT | |-~ RN | DATE OF REPOR’I‘ TO 108 - z

© b7E .
;_:'*'DATEOF REPOR’I‘TO DEPARTMENT/AGENCY Apnlll 2007 _f; . o -"':ﬁ:_"-" .

B DATE REPORT SUBMlTTED TO OTHER ENTITY (1 e DoJ Congress, wal leemes Ofﬁcé)

{-f-‘j o "POSSIBLE VIOLATION OF

) E- STATUTE (Umted States Code Cltatlon)
iX. . FISA(50US.C 1801) '
. Othcr (U S C cltatron )

e e ':EXECU’I‘IVE ORDER 13333 o il T
s Section 2.3 collection & dissemination of USP mfo Ll
“Section 2.4 preamble: least intrusive collecnon
_ 1. Section 2.4(a) CIA electronic surveillance. w/in: US
S Sectlon 2.4(b) unconsented phys:cal search’ w/m US
. _ .Secnon 2.4(c) physical survcn]lance of Usp w/m US
R - Secuon 2.4(d) physwal survelllance of USP ‘abroad
MR IRI Section 2.5 AG approval wiin US or agamst USP abroad
| . Section 2.6 assistance to ]aw enforcement ..
R B }Secnon 2.7 contracting SR
' P B Section 2.9 undisclosed pamc:patlon
© @t __ - Section 2.10 hushan experimentation . .
’ . Section 2.11 prohlbmon on assassmatlon
. Section'2.12"indiréct participation *
jAG Approved EO 123 33 G\ndelmes )

e Chon HER EXECUTIVE ORDER (SPECIFY) T
: R __‘ Creation'of unauthorlzed SAP (EO 12958 as amended)
Other (EO cuatlon ) ’

PRESIDENTIAL DIRECTIVE (SPECIFY) . A R f‘ ‘
) " COVERT ACTION FINDINGMEMORANDUM OF NOTIFICAT]ON- K
Other (Presldenual Dlrecuve c1tauon ) T M

o DEPARTMENTJAGENCY ACTION

"DATE OF FINAL DlSPOS!TION

. Cardozo-10B-127 .
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IoB MATTERS. 2007 - 336'7 (U) | oS b2

e A On September 12 2007 ‘the Federal Bureau of -
" Invéstigation -(FBI) | Division reported a-
potentlal Intelligence. OverSIght Boar violation involving

i.the lssuance of an’™ NSL durlng a. lapse in lnvestlgatlve authorlty;ff

; ,,uf;:nﬁ%*‘ A opened al Alon o
RPN with an expiration date of | As required- by R
g}illi‘fgthe Attorney ‘General -Guidelines ‘prepared and submitted - - .
e ¢ jcation of the opéning of the investigation on - © . p2

On this. notification a typographlcal mistake was o b7E "~
that the investigation was actually opened on ” o

. . .This created a period of time . .

.. (approximately’ .35. days) - during the months of: |

- when the investigation was not properly.authorized by .FBIHQ, o

© they relied ~upon: thel |date of initiation before

o .e'authorJZIng an extenSIon of the Investlgatlon - o
TS “on| o - ..
. the ;;Soon ‘after receiving this I ‘ Inoticed the
':;x:,w:fffcrepancy ‘and ‘submitted a correcte notification escrlblng the o
o initiation- dlscrepanCIes “Due .to the’ dlSCﬂeDIncy in . bg -
... initiation and expiration. dates, _however, "the lapsed between b7E . .
S , Onnr rserved an NSL e
4 that.)had been authorized prior to the expiration of the edg. oo

'7"}}7ﬂ;k'w” 3 Therefore, 'in thls Instance an 'NSL. was- served even
. though[properly authorized and as-a result .of an administrative
‘,:mlstake,l

N | . The ECPA statute requires.that'an.NSL’ be :
‘ .lssued in .conjunction with ‘an "authorized. investigation." ,*Abz S
,Because[::::f:]dld not -have an authorized invéstigation at the. - bIE"‘

{fttlme of delivery,- the service of this. NSL is being reported as an:
. {- IOB: r All NSL results will. be destroyed and purged from FBI "
o systemcw-_ SR ‘ : , s

. . N 'Ii . .-;-'?A,_‘ .o

.,"t KRR o
ER SRR
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IOB SUMMARY SHEET :
. Name ofDepartment or Agcncy FBI, : . - B '- CY Quarterly Report :
""",‘._DATE oF lNCIDENT |:| N "DATE OF REPORT To IOB 4/30/7008

D DATE 01= R_EPORT TO DEPARTMENT/AGENCY 09f 12/2007

2 : DATE REPORT SUBMITTED TO OTHER ENTITY (: e DoJ Congress Cwnl beertles Off ce)

B possnsu: VIOLA’[ [ON 01-‘

SRR STATUTE (Umted States Code Cztatlon)
- FISA(S0.US.C.1801) ©* P
X Other (U S. C cutatxon 18 U S C. 2709) T

e EXECUTIVE ORDER 12333 T s S
“Section'2;3 collectxon & dlssemmatlon of USP mfo ' R

. Section2.4 preamble least intrusive collection *

Sectlon 2.4(ayCIA electronic surveillance w/m US
* Section 2 4(b) unconsented physical search w/in US .

Section 2. 4(c) physical surveillarice of USP w/in US. -

Sectlon 2. 4(d) physncal surveillance of usp abroad

Sectlon 2. S AG’ approval w/in US or agamst usp abroad

Sect:on 26 assistarice o law enforcement e

Sectlon 2.7 contmctmg L
- Scctlon 2.9 undisclosed parttcnpanon S
_ " Section’ 2.10 human’ expenmemanon R
Sectlon 21 I prohlbmon on assasamatlon
“Section 2:12 indirect participation
X AG Approved EO 1233; Gmdclmes

1o :’-[ER EXECUTIVE ORDER (3 PECIFY)’ s
o Creation of unauthonzed SAP (EO 12958 as amended)
Other (EO cntano . ), . :

" COVERT/ACTION FTNDING/MEMOEANDUM 01= NOTI]‘[CATION 1 7
- -Other (Presxdentlai Dnrectlve cntanon

~PARTMLNT/AGENCY ACTION

Resalts wnll be purged trom FBl systems ancl elther destroyed or. retumed based on the desues ol' t11e
“provider - AT e e D LT ]
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SECRET#/#0T80310 -

gep. -~ "+ .7 INTELLIGENQC T BOARD .(IOB) MATTER . - . . - 77
‘:Uj U DIVISION - - L
.~ IOB MATTER 2007-2153 (U)
Al Jof |
“United States persons was _initisdred on| | The- _ ,
investigation expired onI " No letterhead memorandum. b2

" (LHM) was.prepared upcn the initiation.of the. 1nvestlgatlon - The 'b7E
| | expired without prov1d1ng PR
notlflcatlon of 1nvest1g Elon to OIPR : .

cTo II AfEer receiving noElce %rom EHe EleIa offlce

T PLOVIJES: notice to the Office of Intelligence Policy and
. Review (OIPR) and to the Criminal Division. OIPR then notifies.
| the Attorney General and Deputy Attorney. ‘General. If OIPR's . :
:. oversight, ablllty has - "substantlally been 1mpa1red " the matter | -
L must be reported to the IOB ' o ) -

B (U} Here " 'no. notlce of the - 1nvestlgatlon s - 1n1t1atlon andj
»;predlcate was’ prov1ded to allow OIPR the opportunity.for ,' x
-oversight over the course of the 1nmest19atlon Therefore, we . .-
find that OIPR's oversight ability has been substantlally denled -
and thlS matter must be reported to the IOB Lo , ) ’

»1." Declassify omr
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: R ‘ ' IOB SUMMARY SHEET
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.DATEOFINCIDENT E: DATEOF REPORTTO lOB 3/31/03
_DATE\OF REPORT 0 DEPARTMENT/AGENCY August? 2007 R .
o t:l{DATE RFPORT SUBMITTED TO OTHER ENTITY (: e Do] Congress cml Lnbemes Ot'fce)
POSSIBLE VIOLATION OF B 5" - BRI

STATUTE(Umted States Code Cnanoa) S AP
F[SA(SOUSC 1801) o L Nt s

e ———

_—‘ L Other T a0 s e e e T e L R

‘ EXIZCUT[VE ORDER 13333 . : R
'Sectlon 2.3 collection & dlssemmat:on of USP mfo '

. Section24 prcamblc least mtruswc collectiori - .
RERRE Sectwn 2.4(a) CIA electronic surveillancé w/in US:
R ‘Sect:on 2.4(b) unconsented physical search wiin US
. _._=- Section 2.4(c) physical surveillance of USP w/in us’,
. Section 2.4(d) physical surveillance of USP'abroad .. ' .
R Scctlon 2.5AG approval w/in Us or against USP abroad
_.. . Section 2.6 assistance t0 law cnforccmcnt P
. 'Section 2.7 contracting RN
- Section 2.9 undisclosed pamcupauoru
o , Section 2. 10 human cxpenmentanon , o )
. ‘Section 2.11 prohibition on assassination - ' e
. Section2.12 indirect participation - .. . .-
X _./AG Approved EO 12333 [ o
OT HER EXECUTIVE ORDER (SPECIFY)
"..__‘__ ‘Creation of unauthonzed SAP (EO 1295 8, as amendcd)
:___ Othcr (EQ; c1tat10n : . .
. "',.!PRESIDENTIAL DIRECTIVE (SPECIFY) EEEPE ’ I
R ‘__ .. COVERT ACTION- FINDING/MEMORANDUM OF NOTIFICATION L I
ER Other (Premdcntmi Dlrcctwe cnatnon ) : T T

o ,'D-EPAI:{WENTIAGENCY ACTION

- DATE OF EINAL DISPOSITION: f
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
: . IOB. MATTER 2007 2013 e -

e p q The Federal Bureau of Investlgatlon ("FBI"} has SR

R ,,* determlned ‘that while ‘assessing the reliability of a confidential L
%o T vhuman source in| | the. FBII |Fielg =~ - ]
PN T Offide — 1 -

~.;;;f1 Because -the March-8,..138393, o
o Oiney General Guidelilies Tor FBI Foreign: Intelllgence o :g AT

% .. Collection and Foreign Counterintelligence Investigations -~ /" - " -
;.. (Marchls, 1999 Guidelines)

[subsequently opened a. ﬂufj'"'
|on the confldentlal human source in:

Hwiﬁ)‘fItIShbuid hé'nbted that‘The’Aﬁtefnéx General's’.
o elines for FBI National Security Investigations and Forei n
" Intelligence Collection  (NSIG)- dated: October 31, 2003,

‘ ST iat (U) Because | |eventually opened a‘Tf”ﬁﬂi' tp2
‘ ”nl G operate this. confidential human. © pTE
-source 1in| | no: further remedlal actlon 1s belng T

taken '

NS

d:scc zoososzz

Derzved‘Fro:';tTf:’:
-assxfy On'hfj.;
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" DATE 05-06-2010°BY 651'?9)’Dm{y'sdb IOB{ SUMMARY SHEET
o S S 2007-2013

L e —

V ‘.f;,Name of Departmcnt or Agenoy FBI . R CY Quarterly Report

L f:DATE OF TNCIDEN'I‘ |:| '3‘_--,‘ DA’I‘E OF REPORT To 1013

e DATE or- REPORT ‘I'O DEPARTMENT/AGENCY 07/10/2007

‘ DATE REPORT SUBMITI'ED TO OTHER ENTITY (1 e DoJ Congress C1v11 leemes Ofﬁce)

L 'POSSIBLE VIOLATION OF

S S’I‘A’I’UTE (United States Code Cltatlon)
© . /FISA (50US.C.1801) '
Other (U S. C CItatlon

e EXECUTIVE ORDER 17333: s .
e - Section 2.3 collectlon & dlssemlnatlon of USP mfo
. . 'Section 24 preamble least intrusive collection "~ " "% . -
. Section'2.4(a) CIA electronic surveillance wiin US S
" “Section.2. 4(b) unconsented physical search w/in US -
','~Sectlon 2. 4(c) physical surveillance of USP w/in US :
- yScct\on 2.4(d) physu:al surveillance, of USP abroad’
.. Section 2. 5 AG approval w/in US or. agamst usp abroad
B -""Sectmn 2. 6 assistance to° law enforccment ‘l'.‘ )
_.-.Section.2.7 contracting - - _
‘Section 2.9 undisclosed pammpatlou
:“Section’ 2 10 human expcnmentatlon
.+Section 2.11 prohxbmon on assassmatlon
r.“SectlonZ 12 mdlrectpammpatlon AR RS P S P
X: . 'AG Approved EQ 12333 _ |Maich 8. 1999, Atto
General Guldelmes for FBI Foreign Intelligénce Collection and F oreign Counterintellizence Investigations

- ‘OTHER EXECUTIVE ORDER (SPECIFY) A SR
e  Creation of unauthorized SAP (EO l2958 as amended)
Other (EO cnanon - )_ N . ,

L -PRESIDENTIAL DIRECTIVE (SPECIFY) S e
' "COVERT ACTION FINDING!MEMORANDUM OF NOTIFICATION
Other (Presndenttal Dlrectxve cxtatlon ]

:‘:DEPARTMENT/AGENCY ACTION No remedlal actlon reqmred

’DATEOFFMALDISPOSITION o i
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g;ﬁ. INTELLIGENCE OVERSIGHT 'BOARD . (IOB) MATTER ‘}xz' ”~f4*jf -
R ~T0B. MATTER 2007 ~3403 (U) : N

r;.?ffffi}{f.on] | the FBI 1n1tlated a| e T
T ” ) f a.U.S. person. | | R
R “_ | The case agent.did not request. an exten51onf¢:7
‘;Thgygnd_gng_rear,‘thus .thel _Jexplred on
! - Nor was their a request made to have the.- subject’s

name- be’ removed from’ thel I

‘when the| [expired.’ On.-
the subject was referred for ‘a secondary search at an

'yféalrport because his name was ir : Although the FBIL did not © b2
. request-a secondary search the .subject . was stlll referred to 'vab7E,V
‘secondary ‘By the time the subject reached - secondary, the: -~ N

'Jﬁflnstance, neither the Constitutjon
=7 been viglated and.

fftscreeners were 'informed that no . secondary search had been 4
o requested resultlng in the subject belng allowed to proceed

after a few routlne questlonS'

Aqi(U) Thls matter 1s belng reported because of, the Fleld

'wafflce s failute to request the removal of the. subject’s name S

: from[:::::]was ‘the. “but for” cause: of the questlonlng of the

{f'subject

- (U) We now turn to the handllng of the 1nformat10n acqulred
fgfrom the’secondary search. ~Exclusion is a remedy. of ~judicial .
'Lorlgln created to address, v1olatlons of . constitutional- dlmen51on

< In additior, some statutes,-such as.‘the. Foreign. Intelllgence

" Surveillance Act, provide for an exclu31onary rule In this"
‘ ute. has

(b2
b5 .
,E7Ebs

4 ) Der;ved Fro T

S 20080301 -

47 Cardozo-10B-134. .~
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