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UNITED STATES DISTRICT COURT C
FOR THE NORTHERN DISTRICT OF CALIFORNIA W
| SAN FRANCISCO DIVISION |
" INTERNET ARCHIVE; AMERICAN crvn;\‘i; cane Al 'r\.
LIBERTIES UNION; AMERICAN CIVIL - .

LIBERTIES UNION FOUNDATION;
AME DECLARATION OF KURT OPSAHL IN
RICAN CIVIL LIBERTESUNIONOF  §  Gi/phORT OF PETITION TO SET ASIDE

NORTHERN CALIFORNIA, INC;;
AMERICAN CIVIL LIBERTIES UNI ON NATIONAL SECURITY LETTER
FOUNDATION OF NORTHERN DOCUMENT SUBMITTED UNDER
CALIFORNIA, INC.; and ELECTRONIC SEAL '
FRONTIER FOUNDATION,
Plaintiffs,
V. '
MICHAEL B. MUKASEY, in his official -
capacity as Attorney General of the United
States; ROBERT S, MUELLER 1IL, in his
official capacity as Director of the Federal
Bureau of Invesugatmn, and ARTHUR M.
CUMMINGS II, in his official capacity as
Deputy Assistant Director of the :
Countetterrorism Division of the Federal Bureau
of Investigation,
Defendants.
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I, Kurt Opsahl, declare as follows:
1. 1am a Senior Staff Attorney at the Electronic Frontier Foundation (“EFF”), and a

member in good standing of the California State Bar, and am admitted o practice before this Court,
Except as otherwise indicated, I have personal knowledge of the matters stated in this declaration
and, if called upon to do 50, am competént to testify to all matters set forth herein.

2.-  EFF is a non-profit civil liberties organization working to protect rights in the digital
world. EFF actively encourages and challenges industry and government to support free expression
and privacy in the information society. Founded in 1990, EFF is based in San Francisco.

3. I, along with other attorneys at EFF, represent the Internet Archive (“the Archive”)
on various legal matters. '

4. In June of 2007, Special Agent Scott Rakowitz of the San Francisco office of the
Federal Bureau of Investigation scheduled a liaison meeting with our office because of our role as
counsel to the Archive, The meeting took place in July of 2007 at the EFF office, with Special
Agent Rakowit_z and Supervisory Special Agent Chuck Esposito. As T recall, the meeting also
included my colleagues Staff Attomey Kevin Bankston and Legal Director Cindy Cohn. No
employee of the Archive was present. At that we meeting, we agreed that EFF would accept
service on behalf of the Archive of legal process from the United States. We also &iscussed the
Archive generally, providing an overview of the Archive’s operation and how little information the
Archive maintains.

| s On Monday, November 26, 2007, 1 received a voicemait message from Supervisory
Special Agent - I am informed and believe that similar messages were left with my
colleapues Senior Staff Attorney Lee Tien and Kevin Bankston. The messages informed us that an
FBI agent would be coming by our office that day. 1 am informed and believe that my colleague
Kevin Bankston returned the message and spoke with Supervisory Special Agent -.
learning that an FBI special agen{ would be serving a National Security Letter at our offices.

6. Later that moming, Special Agcnt_arrived at our office and met
with Mr. BMon. At that time, Special Agent-served a National Security Letter (“NSL”})
on Mr, Bankston as a tepresentative of the Archive. -
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7. 'The NSL, dated November 19, 2007, is printed on FBI letterhead and signed by

Arthur M, Cummings II, Deputy Assistant Director Counterterrorism Division.
8. OnTuesday, November 27, 2007, I brought the November 2007 NSL to the Archive
and showed it to Brewster Kahle, Chairman of the Board of Directors as well as one of its Digital

' Librarians. Marcia Hoffman, enother EFF staff attorney, also aftended that meeting.

9. The NSL directed the Archive to provide information about one of its patrons.
Specifically, the NSL states that the Archive is “hereby directed to provide the [FBI) the
subscriber’s name, address, length of service, and electronic comimunication transactional records,
to inciude existing transaction/activity logs and all electronic mail (e-mail) header information (not
to include message content and/or subject fields)” pertaining to_
I - s o includes & certification that
“the information sought is relevant to an authorized investigation to profect against international
terrotism or clandestine intelligence activities.”

10. Attached hereto as Exhibit A is a true and correct copy of the NSL.

1. 1am informed and believe that on Wednesday, November 28, 2007, Special Agent
-leﬂ a message for Mr. Bankston inquiring about the status of the Archive's response.

12. Later that day, | spoke with Special Agcnt- on the telephone and informed
him (1) that pursuant to. Section 2709(c)(4), the Archive would be bringing in additional counsel;
and (2) that the Archive was reviewing and considering the NSL

| declare under penalty of perjury under the laws of the State of California that the

foregoing is true and correct and that this document was executed in San Francisco, California.

DATED: December 7, 2007 | - :

Kurt Opsahl

.2.
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US, Degartment of Jotics

Pederal Buresu of_lqvuﬂp&;z

~ #Gdress holders:

' 935 Pemsylvnnla Ave, NW.
‘Washington, D.C. 20535 |

" November 19, 2007 :
| lmne t Archive. .. i - .. L . ’ - E
116 Sheridan Avenve RN .
San Francisco, California
.Towﬂwmitn‘nymem‘
Under the & ofExecnﬁveOtdu'mﬁ dawdDemnber‘f. 1981, anﬁpummtw
Title 18, United States (USC.).Swuonm(SecﬁnnmlofﬂnElemmCommummdom

Privacy Actaf | as amencled, October 26, 2001 hereby directed to peovide tothe -
edet& 986)( Investigation (FBI) the wwnmgfddmmyl ength of service, and electronic

compmibication u-ansactioml feconds, {0 include existing tesnsaction/activity. dg)'a?;lr utge dmnli;s :dnl :

(e-mail) header information (nat to include message content and/or subject il

- Plesemmemchmemﬁolhwmgthislmarfonhe es of information thas you riight
ounsldutobeadectrmdccommﬂuﬂwsmacuonﬂ We are not directing that you should
provide, and you should fiot provide, aant to this letter that would disclose the content
of any electronic communication. 'mms 17.8.C., Section 2510(8) defincs contant as "any information
conceining the subgtance, purport.urmmhgof"a commuaication.. Subject linea of e-mails and
mmgemnwmmmmmfmmaﬁoamdlhoﬂdmlbnpmwdedpmumwth:slemr

o lftheﬁmepﬂiodnotedabownlolhc‘?nwm. thmermismtendedmdmct onof .
information to the date of the of this letter, If providing information to the date of processing
:snotfeasibie. pl:ascpmv:dc onmdontothcdnwofmectpto thuicttzr

Whlleflﬂﬂll:ﬂg}fﬂu:ﬂbllgﬂti&:uunderﬂﬂilm plensadonotdisablc,suapend.iock.cmoelw '

interrupt service to the above-described subscriber(s) or sccounts. A service mtm-mE:lon ar

degradation m:zaleﬂ the aubdmber(s)lmount users(s) that investigative action is being taken. If you

are not able to fulfijl ¥out obljgauons under this lettér without almmg the subacriberfaccoum user,
plnm contsct the FBI prior to proceeding.

+  In accordunce with Title 18, US.C,, Sectwn 2’7090:). 1 certify that the informatian mght Is
~ relevant to an authorized 1nvesu3arlon 1o protect agalast international terrorism or clandegtine
intelligence activities, and that such an investigation of a United States person is nof conducted solely on
mebamofmxt:spmdedbytheﬁrsthmmdmﬁntbthe%xﬁmﬁon of the Umwdsmes. .
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: IueoordancewithlBU.SC.izm(cXI},ImfymnadiachmmotthofmﬂmmeFBl _
has aor obtained access to the information sooght by this istter sy endanger the national security
of the United States, intetfere with a criminal, counteiteryoriam, or counterintelligence gence investigation,

htdfmwiﬂ:d:&lnmﬂcrdaﬂm.nrmdmgu&eﬂfeorpbymdufctyoﬁpmon Accordingly, 18
U.S.C. § 2709(cX]) and (2} prohibits.yoir, or any officér, employee, or agent of yaurs, from di g
this letter, mwwmwwmmdmnmmmmmymmmmmmm .
attntnsy tooblmlegal advice or legal assistance with respect to this letter. ‘ '

In accordance with 18 U.S.C. § 2709(0)(3).ywm&irecwdm nohfymymmwhum
youhavedhdo&gddﬂahthrlhﬂ!heymnhowbjectwdumndisdmmmqukemem arc
mmfomalsupmlﬁbltedfrmndmlnmgtheleﬂertomymaelm ‘ R :

In accdrdance with 18 U.S.C: l2709(c)[4).fth;mluhforthemfomaﬁqn.30ﬁdmﬂd
identify any persan to whom such disclosure hay been made or ti whom such disclosure will be mads.
In no instance will you be réquired fo ideatify any attorney-to whom disclosure was made or will be
mndeinordumnbuin[egaladvieeorlagﬂmdstumwithmpeclwﬁdslm

" In accordance with 18 U.S.C, !3511(a)and{b){l).wuhw¢apghttochaﬂmgetluslemrif
amewouldboweuombic, pplusiw.oroﬂwwmuu!uwﬁzlmdﬂwrlghtmchallmgcﬂw

n mnquhemmm above. . ‘

. In mordmuwith !BUS C.§ 3311(::), mumwmmmmmmywimmm iucludlng -
any nondisclosm mquuermnt. may mu}tm the UmtdSlms bringing an enfomemt actlon.

.. Yogi are reguested to o demordampmdwnéd:k:equmpemowl mimpmmtndve
of the FBI| 0l duoughuseofldeﬁvuymﬁcoormmughsmmfuwuhm
fotirteen ( 'receiptofthilletwr

A ﬁldmgd:hmqmtmou}dbedmcwd tothe BBI -
mwhuhumouwioetspmondorﬂtrmghwddiveqrmviee.
to secunity considerztions, you should asither send the records tlnwghmuunemmlnordssclose
mesuhsmofmiswqummmytelephommmaﬂm o ’ .
You:eoopernbon inlhmmattcrng:eatly nppmciated.

 Sincerely,
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In pmpmng to this Nalional Secui Lettes
your :E: oﬁnfmma%on
communicuﬁons transmioml monl n aeocmlm w:th Title 18 Unihsd

3

ahonlddeterminewhetha
bccomidﬂ'edbgmtobcm :
e

Anyoﬂ:eriafwm:nonw byonmndertobemdecuvmcoomumca 00+
Ny u-muctional reeold " % ST

tlmt you should prov:de. and you shwld ngt vldc. ml'mmation
elecm:iccomnunmnon as defined in Title 18 United -

uant to thia

andeSd:uuh .

States Code Scction 2510(8). 'Subject lises of e-mailum oomnt information and should notbe . |,

provided pursuant to this letier, If the records provided odlargewemquutlhatwu

or DYD.
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