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INTRODUCTION

Mr. Chairmar¡ Ranking Mernber Scott, Mernbers of the Subcommitteg thark you for

asking me here today. I am N4ary Beth Buchanaq the United States Attorney in the Western

District of Pennsylvania and the Director of the Executive Office ñr United States Attorneys. It

is an honor to appear before you today to discuss how the Department has used the important

provisions of the USA PATRIOT Act to better combat terrorism and other serious criminat

conduct. I will specifrally ôcus today on two of the provisions that are the subject of today's

hearing - Section 214 and Section 225 of theUSA PATRIOT Act - since those are two

provisions that harmonized tools used in terrorism investigations with tools that have been used

routinely and effectiveþ in criminal prosecutions bng before the passage of the USAPATRIOT

Act.

Section 214 of The USA PATRIOT Act allows the governrnent to obtain a pen register

order in national security investigations where the information likely is relevant to an international



terrorism or espionage investigation. This provision is similar to the 1986 criminalpen register

statute (18 U.S.C. $ 3l2l) that has been ûequently used by criminal prosecutors to obtain pen

registers and trap and trace devices ina variefy of criminal investigations. A pen register is a

device thd can track dialing, routing, addresing, and signaling information about a

communication - for exanple, which numbers are dialed from a particular telephone. pen

registers are not used to collect the content of communications. Simihrly, a trap-and-trace device

tracks numbers used to call a particular telephone, without monitoring the substance or content of

the telephone conversation- Both devices are routinely used in criminal investigations wherg in

order to obtain the necesary order arthorizing use of the devicg the goverrrnerú must show

sinply that the infornøtion sought is rele'vant to an ongoing investigation_

Pen regbters and trap and trace devfoes have long been used as standard pre[minary

investigative tools in a variefy of criminal investigations and prosecutions. In many nstances,

these tools are used as one ofthe first steps in a criminal investigation with the information

gathered used to determine ifmore intrusive forms of suveillance, suctr as search warrants or

wiretaps, are justif,red' Use ofthese tools mayoftørtimes lead investþatorsandprosecutorsto

additiornl srspects or targets in an investigation because of their inportant ability to allow

prosecutors to.link defendants or "connect the dots" in a conspiracyor other type of criminal

offense-

To obtain a pen register or trap and trace device urder l g u.s.c. $ 3 l2l et seq., a

criminal prosecutor must certiÛr that the inforrnation sought is relevant to an ongoing criminal

investigation, and upon that certification, the court enters an ex parteorder authorizing the

installation and use of a pen register or a trap and trace device. There is no requirement that the
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court rnake a probable cause finding. Under long-settled Supreme Court precedent, the use of

pen registers does not constitute a "search" within the meaning of the Fourth Amendment. As

such, the Constifution does not require that the governnent obtain court appro'¿al before

installing a pen register. The absence of a probable cause requirement is justified because the

devices merelyobtain inôrmation that is voluntarily disclosed to the telephone service provider.

Therefore, there is no reasonable expectation ofprivacy in the inforrnation.

Currently under FISA, government off,rcials similarly nay seek a court order for a pen

register or trap-and-trace device to gather foreign intellþence information or information about

international terrorism or eryionage. Prior to enactment of the USAPATRIOT Act, however,

FISA required government personnel to certifynot just that the infornntion they sought was

relevant to an infellþence investigation, but also that the facilities to be monitored had been used

or \ryere about to be used to contact a foreign agent or an agent ofa foreign power, such as a

terrorist or spy. Thus, it was muchmore difficult to obtain an effective pen register or trap-and-

trace order in an international terrorism inrcstigation thar in a criminal invesigation.

Section 214 of the USA PATRIOT Act brought authorities for terrorism and other foreþ

intelligence investigations more into line with similar criminal authorities bypermitting courr

approval of FISA pen registers and trap-and-trace orders even though an applicant might be

unable to certiÛ/ at that stage ofan investigation that the åcilities therrsel.ves, such as phorrcs, are

used by foreign agents or those engaged in international terrorist or clandestine intelfigence

activities- Significantly, however, applicants must still certrs that the devices are likely to obtain

foreign intellþence information not concerning a U.S. person, or infornntion relevarú to an

international terrorism investigation. Section 214 sreamlined the process for obtaining pen

-3-



registers under FISA while preserving the existing court-order requirement that is evaluated by

the same relevance standard as in the cr.iminal context. Now as before, investigators camot install

a pen register unless they apply for and receive perrnission from the FISA Court In addition,

Section 214 explicitly safeguards First Amendment rights. It requires that any investigation of a

United States person not be conducted solelyupon the basis of activitiesprotected by the First

Amerdment to the Consitution. As a result, the Dçartment of tr¡stice m¡st satisf the FISA

Court that its investigation is not soleþ based upon E¡st Amerdment protected activity, which

requires the Department to inform the Court of the justification for the investigation.

If Section 214 were allowed to expire, it would be more diffrcuh to obtain a pen register

order in an international terrorism inrrestigation than in a criminal inve$igation, and investigators

would have a harder tirrp developing leads in inportant terrorism investigations.

Section 225 of the USA PATRIOT Act also harmoniæd the FISA context and criminal

prosecutions-in this case extending an important provision used for years in criminal prosecutions

to the FISA context. The United States may obtain electronic srrveillance and physical search

orders from the FISA Court concerning an entity or individual whom the court finds probable

cause to believe is an agelÍ of a foreign power. Generally, however, as in the case of criminal

wiretaps and elect¡onic surveillance, theUnited States requires üre assistance ofprivate

communications providers to carry out such court o¡ders, In the criminal ard civilcontexts, those

who dbclose informationpursrmnt to asuþoena or court order are generallyexempted from

liability. For example, those assisting the govemment in carrying out criminal investigative

wiretaps are provided with immunity from civil liability. This immunity is important because it



heþs to secure the prompt coopemtion ofpri'øate parties with law enforcement offcers to ensrre

the effective implemerfration ofcourt orders.

Prior to the passage of the USA PATRIOT Act, however, while those assisting in the

implementation of crimirøl wiretaps were provided with inrnunrty, no similar immunity protected

those conpanies and indiviCuals assisting the government ín carrying out surveillance orders

issued bythe FISA Court urder FISA. Section 2?5 ended this anonaly by proviling imnmnly to

those who assist the governrnent in implenrnting FISA surveillance orders, thus ensuring that

such entities and individuals will corrply with orders isued by the FISA Court without delay.

This ir¡rnunity is irrportant because it helps to secure the prompt cooperation of private parties,

such as tebphone comparies, whose assistance is necessary for the effective irrplernerÍation of

court orden. For exarrple, in the investþation ofan espionage subject, the FBI was able to

convince a company to assist in the installation of technical equþment pursuant to a FISA order

by providing a letter outlining the immunity from civil liabilib/ associated with complying with the

FISA order. Section 225 has been praised for protecting those companies and individuals who

are simpþ fulfilling their legal obligations. If section 225 is allowed to expire, it would be rrore

difïicult for the Department of Justice to implement FISA surveillance orders in a timely and

effective manner. Because Section 225 simply extends to the FISA context the exemption long

applied in the civil and criminal contexts, where individuab who disclose information pursuant to

a subpoena or court order generally are imrmne from liability for disclosure, it should be rnade

perrnanent.
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I thark pu for inviting rne here and giving ne the opporturity to otplain in concrete

terms how the USA PATRIOT Act has changed the waywe figlrt terrorism. I hope you agree

that there is no good reason for investigators to have fewer tools to use in terrorism investigations

than they have long used in criminal investigations. Fortunately, the USA PATRIOT Act was

passed by Congress to correct these flaws in the qystem. Now that we have ûxed this process, we

can't go back. We must continue to pursue the terrorists with every legal means available. The

law enforcement comnn¡nity needs the important tools of the USA PATRIOT Act to continue to

keep our nation safe ûom attack.

I thark this Committee for its corfim¡ed leadøship and support. I willbe happyto

respond to any questions you may have.
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Testimony of Alberto R- Gonzales, Attomey General of the United States
and Robert S. Mueller,Itr, Director, Federal Bureau of Investigation

Uniteá States Department of Justice
Before the Select Committee on Intelligence

United States Senate
Apnl27,2005

Chairman Roberts, Vice Chairman Rockefeller, and Members of the Committee:

'We 
are pleased to be here today to discuss the government's use of authorities granted to

it by congress under the Foreign Intelligence surveillÃce Act of 1g7s (FISA). In particular, we
appreciate the opportunity to have a candid discussion about the impact of the amendments to
FISA made by the USA PATRIOT Act and how critical they are to the govemment,s ability to
successfullyprQsecute the war on terrorism and prevent another attack like that of September I I
f¡orn ever happening again.

As we stated in our testimony to the Senate Judiciary Committee, we are open ro
suggestions for strengthening and clarifying the USA PATRIOT Act, and we look forward to
meeting with people both inside and outside of Congress who have expressed views about the
Act' However' we will not support any proposal that would underminã our ability to combat
t errorism effec ti vely.

I. FISA Statistics

First, we would like to talk with you about the use of FISA generally. Since September
11, the volume of applications to the Foreign Intelligence Surveillance Court (FISA court) has
dramatically increased.

' In 2000,1,012 applications for surveillance or search were filed under FISA. As
the Department's public annual FISA report sent to Congress on April 1,2005
states, in 2004 we fi\ed, 1,758 application s, aT Yoincrease in four years.

' Of the 1,758 applications made rr,2004,none ì¡/ere denied, although 94were
modified by the FISA court in some substantive way.

u- Key uses of FrsA Authorities in the war on Terrorism

In enacting the USA PATRIOT Act, the Intelligence Authorization Act for Fiscal year
2002' and the Intelligence Reform and Terrorism Prevãntion Act of 2}}A,Congress provided the
goventment with vital tools that it has used regularly and effectively in its warãn terrorism- The
reforms contained in those measures affect every single applicationmade by the Department for
electronic surveillance or physical search of suspecteã teåårists and have enabled the
goverrlment to become quicker and more flexible in gathering critical intelligence information on
suspected terrorists. It is because of the key importance of these tools to the war on terror that
we ask you to reauthorize the provisions of the USA PATRIOT Act scheduled to expire at the
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end of this year. Of particular concem is section 206's authorization of multipoint or "rovingl'
wiretaps, section 207's expansion ofFISA's authorizationperiods for certain cases, section 214's
revision of the legal standard for installing and using pen register I trap andtrace devices, and
section 215's grant of the ability to obtain a Court order requesting the production of business
records related to national security investigations.

In addition, the Intelligence Reform and Terrorism Prevention Act of 2004 includes a

"lone wolf'provision that expands the definition of f'agent of a foreign powe/' to include a non-
United States person, who acts alone or is believed to be acting alone and who engages in
international terrorism or in activities in preparation therefor. This provision is also scheduled to

. sunset at the end of this year, and we ask that it be made permanent as well.

A. Roving'Wiretaps

Section 206 of the USA PATRIOT Act extends to FISA the ability to "follow the target"
for purposes of surveillance rather than tie the surveillance to a particular facility and provider
when the target's actions may have the effect of thwarting that surveillance. ln the Attorney
General's testimony at the beginning of this month before the Senate Judiciary Committee, he
declassified the fact that the.FISA court issued 49 orders authorizing the use of roving
surveillance authority under section 206 as of March 30,2005. Use of roving surveillance has

been available to law enforcement for many years and has been upheld as constitutional by
several federal courts, including the Second, Fifth, and Ninth Circuits. Some object that this
provision gives the FBI discretion to conduct surveillance of persons who are not approved
targets of court-authorized surveillance. This is wrong. Section 206 did not change the
requirement that before approving electronic surveillance, the FISA court must find that there is
probable cause to believe that the target of the surveillance is either a foreign power or an agent
of a foreign power, such as a terrorist or spy. Without section 206, investigators will once again
have to struggle to catch up to sophisticated terrorists trained to constantly change phones in
order to avoid surveillance.

Critics of section 206 alsocontend that it allows intelligence investigators to conduct
"John Doe" roving surveillance that permits the FBI to wiretap every single phone line, mobile
communications device, or Internet connection the suspect may use without having to identify
the suspect by name. As a result, they fear that the FBI may violate the communications privacy
of imocent Americans. Let me respond to this criticism in the following way. First, even when
the govemment is unsure of the name of a target of such a wiretap, FISA requires the government
to provide "the identity, if known, or a description of the target of the electronic surveillance" to
the FISA Court prior to obtaining the suweillance order. 50 U.S.C. $$ l80a(a)(3) and
1805(c)(l)(A). As a result, each roving wiretap order is tied to a particular target whom the
FISA Court must find probable cause to believe is a foreign poìÀ/er or an agent of a foreign
power- In addition, the FISA Court must find "that the actions of the target of the application
may have the effect of thwafing" the surveillance, thereby requiring an analysis of the activities
of a foreign power or an agent of a foreign po\¡/er that can be identified or described. 50 U.S.C.
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$ 1805(c)(2)(B), Finally, it is important to remember that FISA has always required that the
government conduct every surveillance pwsuant to appropriate minimization procedures that
limit the govemment's acquisition, retention, and dissemination of irrelevant communications of
innocent Americans. Both the Attomey General and the FISA Court must approve those
minimization procedures. Taken together, we believe that these provisions adequatelyprotect
against unwarranted govemmental intrusions into the privacy of Americans. Section 206 sunsets
at the end of this year.

B. Authorized Periods for FISA Collection

Section 207 of theUSA PATRIOT Act has been essential to protecting the national
security of the United States and protecting the civil liberties of Americans. It changed the time
periods for which electronic surveillance and physical searches are authorized under FISA and, in
doing so, conserved limited OIPR and FBI rosotrrces; Instead of devoting time to the mechanics
of repeatedly renewing FISA applications in certain cases -- which are considerable -- those
resources can be devoted instead to other investigative activity as well as conducting appropriate
oversight of the use of intelligence collection authorities by the FBI and other intelligence
agencies. A few examples of how section 207 has helped are set forth below.

Since its inception, FISA has permitted electronic surveillance of an individual who is an
agent of foreign power based upon his status as a non-United States person who acts in the
United States as "an officer or employee of a foreign power, or as a member" of an international
terrorist goup. As originally enacted, FISA permitted electronic surveillance of such targets for
initial periods of 90 days, with extensions for additional periods ofup to 90 days based upon
subsequent applications by the government. In addition, FISA originally allowed the govemment
to conduct physical searches of any agent of a foreign pov/er (including United States persons)
for initial periods of 45 days, with extensions for additional 45-day periods.

Section 207 of the USA PATRIOT Act changed the law as to permit the government to
conduct electronic surveillance and physical search of certain agents of foreign powers and non-
resident alien members of international groups for initial periods of 120 days, with extensions for
periods of up to one year. It also allows the government to obtain authorization to conduct a
physical search of any agent of a foreign power for periods of up to 90 days. Section 207 did not
change the time periods applicable for electronic surveillance of United States persons, which
remain at 90 days. By making these time periods equivalent, it has enabled the Department to
file streamlined combined electronic surveillance and physical search applications that, in the
past, were tried but abandoned as too cumbersome to do effectively.

As the Attorney General testified before the Senate Judiciary Committee, we estimate that
the amendments in section 207 have saved OIPR approximately 60,000 hours of attorney time in
the processing of applications. Because of section 207's success,'we have proposed additional
amendments to increase the efficiency of the FISA process. Among these would be to allow
coverage of all non-U.S. person agents for foreign powers for 120 days initially with each
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renewal of such authority allowing continued coverage for one year- Had this and other
proposals been included in the USA PATRIOTAct, the Department estimates that an additional
25,000 attorney hours would have been saved in the interim. Most of these ideas were
specifically endorsed in the recent report of the WMD Commission. The WMD Commission
agreed that these changes would allow the Department to focus its attention where it is most
needed and to ensure adequate attention is given to cases implicating the civil liberties of
Americans. Section 207 is scheduled to sunset at the end of this vear.

C. Pen Registers and Trap and Trace Devices

Some of the most useful, and least intrusive, investigative tools available to both
intelligence and law enforcement investigators are pen registers and trap and trace devices.
These devices record data regarding incoming and outgoing communications, such as all ofthe
telephone numbers that call, or are called by, certain phone numbers associated with_a suspected
terrorist or spy. These devices, however, do not record the substantive content of the
communications, such as the words spoken in a telephone conversation- For that reason, the
Supreme Court has held that there is no Fourth Amendment protected privacy interest in
information acquired from telephone calls by a pen register. Nevertheless, information obtained
by pen registers or trap and trace devices can be extremely useful in an investigation by revealing
the nature and extent of the contacts between a subject and his confederates. The data provides
important leads for investigators, and may assist them in building the facts necessary to obtain
probable cause to support a full content wiretap.

Under chapter 206 of title 18, which_has been in place since 1986, if an FBI agent and
prosecutor in a criminal investigation of a bank robber or an organized crime figure want to
install and use pen registers or trap and trace devices, the prosecutor must file an application to
do so with a federal court. The application they must file, however, is exceedingly simple: it
need only speqify the identity of the applicant and the law enforcement agency conducting the
investigation, as well as "a certification by the applicant that the information likely to be obtained
is relevant to an ongoing criminal investigation being conducted_by that agency." Such
applications, of coursg include other information about the facility that will be targeted and
details about the implementation of the collection, as well as "a statement of the offense to which
the information likely to be obtained . . . relates," but chapter 206 does not require an extended
recitation of the facts of the case.

In contrast, prior to the USA PATRIOT Act, in order for an FBI agent conducting an
intelligence investigation to obtain FISA authority to use the same pen register and trap and trace
device to investigate a spy or a terrorist, the government was required to file a complicated
application under title IV of FISA- Not only was the goverTìment's application required to
include "a cefüfrcation by the applicant that the information likely to be obtained is relevant to an
ongoing foreign intelligence or international terrorism investigation being conducted by the
Federal Bureau of Investigation under guidelines approved by the Attorney General," it also had
to include the following:
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information which demonstrates that there is reason to believe that the telephone line to
which the pen register or trap and trace device is to be attached, or the communication
instrument or device to be covered by the pen register or trap and trace device, has been
or is about to be used in commrmication u¡ith-

(A) an individual who is engaging or has engaged in international terrorism or
clandestine intelligence activities that involve or may involve a violation of the
criminal laws of the United States; or

@) a foreign power or agent of foreign power under circumstances giving reason
to believe that the communication concems or concerned intemational terrorism
or clandestine intelligence activities that involve or may involve a violation of the
riminal laws of the United States.

Thus, the government had to make a much different showing in order obtain a pen

register or trap and trace authorization to find out information about a spy or a terrorist than is
required to obtain the very same information about a drug dealer or other ordinary criminal.
Sensibly, section 214 of theUSA PATRIOT Act simplified the standard that the government
must meet in order to obtain pen/trap data in national security cases. Now, in order to obtain a

national security pen/trap order, the applicant must certify "that the information likely to be
obtained is foreign intelligence information not conceming a United States person, or is relevant
to an investigation to protect against international terrorism or clandestine intelligence activities."
Importantly, the law requires that such an investigation of a United States person may not be
conducted solely upon the basis of activities protected by the First Amendment to the
Constitution.

Section 214 should not be permitted to expire and retum us to the days when it was more
difficult to obtain pen/trap authority in important national security cases than in normal criminal
cases. This is especially true when the law already includes provisions that adequately protect
the civil liberties ofAmericans. I urge you to re-authorize section 214.

D. Access to Tangible Things

Section 215 of the USA PATRIOT Act allows the FBI to obtain an order from the FISA
Court requesting production of any tangible thing, such as business records, if the items are

relevant to an ongoing authorized,natíonal security investigation, which, in the case of a United
States person, canr¡ot be based solely upon activities protected by the First Amendment to the
Constitution. The Attorney General also declassified earlier this month the fact that the FISA
Court has issued 35 orders requiring the production of tangible things under section 215 from the
date of the effective date of the Act through March 30th of this year- None of those orders was
issued to libraries and/or booksellers, and none was for medical or gun records. The provision to
date has been used only to order the production of driver's license records, public
accommodation records, apartment leasing records, credit card records, and subscriber
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, information, such as names and addresses, for telephone numbers capfured through court-
authorized pen register devices.

Similar to a prosecutor in a criminal case issuing a grand jury subpoena for an item
relevant to his investigation, so too may the FISA Court issue an order requiring the production
of records or items that are relevant to an investigation to protect against intemational terrorism
or clandestine intelligence activities. Section 275 orders, however, are subject to judicial
oversight before they are issued - unlike grand jury subpoenas: The FISA Court must explicitly
authorize the use of section 215 to obtain business records before the government may serve the
order on a recipient. In contrast, grand jury subpoenas are subject to judicial review only if they
are challenged by the recipient. Section 215 orders are also subject to the same standard as grand
jury subpoenas - a relevance standard.

Section 215 has been criticized because it does not exempt libraries and booksellers. The
absence of such an exemption is consistent ì¡/ith criminal investigative practice. prosecutors
have always been able to obtain records from libraries and bookstores through grandjury
subpoenas. Libraries and booksellers should not become safe havens for terrorists and spies.
Last year, a member of a terrorist group closely affiliated with al Qaeda used lntemet service
provided by a public library to communicate with his confederates. Furthermore, we know that
spies have used public library computers to do research to further their espionage and to
communicate with their co-conspirators. For example, Brian Regan, a former TRW employee
working at the National Reconnaissance Office, who was convicted of espionage, extensively
used computers at five public libraries in Northem Virginia and Maryland to access addresses for
the embassies of certain foreign governments.

Concems that section 215 allows the govemment to target Americans because of the
books they read or websites they visit are misplaced- Thç provision explicitly prohibits the
govemment from conducting an investigation of a U.S. person based solely upon protected First
Amendment activity. 50 U.S.C. $ 1861(a)(2)(B). However, some criticisms of section 215 have
apparentlybeen based on possible ambiguity in the law. The Department has already stated in
litigation that the recipient of a section 215 order may consult with his attorney and may
challenge that order in court. The Department has also stated that the government may seek, and
a court may requirg only the production of records that are relevant to a national securitv
investigation, a standard similar to the relevance standard that applies to grand ju.y s"Upoenas in
criminal cases. The text of section 215, however, is not as clear as it could be in these iespects.
The Department, therefore, is willing to support amendments to Section2l5 to clarifu these
points. section 215 also is scheduled to sunset at the end ofthis vear.

E. The'6'Wall,'

Before theUSA PATRIOT Act, applications for orders authorizing electronic
surveillance or physical searches under FISA had to include a certification from a high-ranking
Executive Branch official that"the purpose" of the surveillance or search was to gather foreign
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intelligence information- As interpreted by the courts and the Justice Deparfinent, this
requirement meant that the 'þrimary purpose" of the collection had to be to obtain foreign
intelligence infor¡nation rather than evidence of a crime. Over the years, the prevailing
interpretation and implementation of the 'þ.imary purpose" standard had the effect of sharply
limiting coordination and information sharing between intelligence and law enforcement
personnel. Because the courts evaluated the govemment's'purpose for using FISA at least in part
by examining the nature and extent of such coordination, the more coordination that occurred,
the more likely courts would find that law enforcement, rather than foreign intelligence
collection, had become the primary purpose of the surveillance or search.

During the 1980s, the Department operated under a set of largely unwritten rules that
limited to some degree information sharing between intelligence and law enforcement officials.
In 1995, however, the Department established formal procedures that more clearly separated law
enforcement and intelligence investigations and limited the sharing of information between
intelligence and law enforcement personnel even more than the law required. The promulgation
of these procedures was motivated in part by the concern that the use of FISA authorities would
not be allowed to continue in particular investigations if criminal prosecution began to overcome
intelligence gathering as an investigation's primary purpose. The procedures were intended to
permit a degree of interaction and information sharing between prosecutors and intelligence
officers while at the same time ensuring that the FBI would be able to obtain or continue FISA
coverage and later use the fruits of that coverage in a criminal prosecution- Over time, however,
coordination and information sharing between intelligence and law enforcement personnel
became more limited in practice than was allowed in reality- A perception arose that improper
information sharing could end a career, and a culture developed within the Department sharply
limiting the exchange ofinformation between intelligence and law enforcement officials.

Sections 218 and 504 of the USA PATRIOT Act helped to bring down this "wall"
separating intelligence and law enforcement officials. They erased the perceived statutory
impediment to more robust information sharing between intelligence and law enforcement
personnel. They also provided the necessary impetus for the removal of the formal
administrative restrictions as well as the informal cultural restrictions on information sharing.

Section 218 of the USA PATRIOT Act eliminated the 'þrimary purpose" requirement.
Under section 2l\,the government may conduct FISA surveillance or searches if foreign
intelligence gathering is a "significant" puqpose of the surveillance or search- This eliminated the
need für courts to compare the relative weight of the "foreign intelligence" and "law
enforcement" purposes of the surveillance or search, and allows increased coordination and
sharing of information between intelligence and law enforcernent persorurel. Section 218 was
upheld as constitutional in 2002by the FISA court of Review. This change, significantly, did not
affect the government's obligation to demonstrate that there is probable cause to believe that the
target is a foreign poìù/er or an agent of a foreign power- Section 504 -which is not subject to
sunset - buttressed section 218 by specifically amending FISA to allow intelligence officials
conducting FISA surveillances or searches to "consult" with federal law enforcement officials to
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"coordinate" efforts to investigate or protect against intemational terrorism, espionagg and other
foreign threats to national security, and to clariff that such coordination "shall not''preclude the
certification of a "significant" foreign intelligence purpose or the issuance of an authorization
order by the FISA court.

. The Department moved aggressively to implement sections 218 and 504. Following
passage of the Act, the Attomey General adopted new procedures designed to increase
information sharing between intelligence and law enforcement officials, which were affirmed by
the FISA court of Review on November 18,2002- The Attorney General has also issued other
directives to further enhance information sharing and coordination between intelligence and law
enforcement officials. [n practical terms, a prosecutor may now consult freelywith the FBI about
what, if any, investigative tools should be used to best prevent terrorist attacks and protect the
national security. Unlike section 504, section2TS is scheduled to sunset at the end of this year.

The increased information sharing facilitated by the USA PATRIOT Act has led to
tangible results in the war against terrorism: plots have been disrupted; terrorists have been
apprehended; and convictions have been obtained in terrorism cases. lnformation sharing
between intelligence and law enforcement persorurel, for example, 'was critical in successfully
dismantling a terror cell in Portland, Oregon, popularly known as the "Portland Seven," as well
as a terror cell in Lackawann4 New York. Such information sharing has also been used in the
prosecution of: several persons involved in al Qaeda drugs-for-weapons plot in San Diego, two
of whom have pleaded guilfy; nine associates in Northern Virginia of a violent extremist group
known as Lashkar-e-Taiba that has ties to al Qaeda, who were convicted and sentenced to prison
terms ranging from four years to life imprisonment; two Yemeni citizens, Mohammed Ali Hasan
A-l-Moayad and Mohshen Yahya Zayed,who were charged and convicted for conspiring to
provide material support to al Qaeda and HAMAS; Khaled Abdel Latif Dumeisi, who was
convicted by a jury in January 2004 of lllegally acting as an agent of the former government of
Iraq as well as two counts ofpe{ury and Enaam Arnaout, the Executive Director of the lllinois-
based Benevolence International Foundation, who had a long-standing relationship with Osama
Bin Laden and pleaded guilty to a racketeering charge, admitting that he diverted thousands of
dollars from his charity organization to support Islamic militant groups in Bosnia and Chechnya
Information sharing between intelligence and law enforcement personnel has also been extremely
valuable in a number of other ongoing or otherwise sensitive investigations that u¡e are not at
liberfy to discuss today.

While the'þall" primarilyhindered the flow of information from intelligence
investigators to law enforcement investigators, another set of barriers, before the passage of the
USA PATRIOT Act, often hampered law enforcement officials from sharing information with
intelligence personnel and others in the government responsible forprotecting the national
security. Federal law, for example, was interpreted generally to prohibit federal prosecutors from
disclosing information from grand jurytestimony and criminal investigative wiretaps to
intelligence and national defense officials even if that information indicated that terrorists were
planning a future attacþ unless such officials were actually assistingwith the criminal
investigation- Sections 203(a) and (b) ofthe USA PATRIOT Act, however, eliminated these
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obstacles to information sharing by allowing for the dissemination of that information to assist
Federal law enforcemenf intelligence, protective, immigration, national defense, and national
security officials in the performance of their official duties, even if their duties are unrelated to
the criminal investigation. (Section203(a) covers grand jury information, and section 203(b)
covers wiretap information.) Section 203(d),likewise, 

"nrur", 
that important information that is

obtained by law enforcement means maybe shared with intelligence and other national secwity
officials. This provision does so by creating a generic exception to any other law purporting to
bar Federal law enforcement, intelligence, immigration, national defense, or national securiiy
officials from receiving, for official use, infonnation regarding foreign intelligence or
counterintelligence obtained as part ofa criminal investigation. lndeed, section 905 of the USA
PATRIOT Act requires the Attomey General to expeditiously disclose to the Director of Cental
Intelligence foreign intelligence acquired by the Department of Justice in the course of a criminal
investigation unless disclozure of such information would jeopardize an ongoing investigation or
impaír other significant law enforcement interests.

The Department has relied on section 203 in disclosing vital information to the
intelligence community and other federal officials on many occasions. Such disclosures, for
instance, have been used to assist in the dismantling of terror cells in Portland, Oregon and
Lackawanna, New York and to support the revocation of suspected terrorists' visas.

Because two provisions in section 203: sections 203(b) and 203(d) are scheduled to
sunset at the end of the year, we provide below specific examples of the utility of those
provisions. Examples ofcases where intelligence information from a criminal investigation was
appropriately shared with the Intelligence Community under Section 203(d) include:

' Information about the organization of a violent jihad training camp including training in
basic military skills, explosives, \¡/eapons and plaìre hijackings, as well as a plot to bomb
soft targets abroad, resulted from the investigation and criminal prosecution of a
naturalized United States citízenwho was associated with an al-Qaeda related goup;

' Travel information and the manner that monies were charureled to members of a seditious
conspiracy who haveled from the United States to fight alongside the Taliban against
U.S. and allied forces;

' Information about an assassination plo! including the use of false travel documents and
transporting monies to a designated state sponsor of terrorism resulted from the
investigation and prosecution of a naturalized United States citizen who had been the
founder of a well-known United States organization; .

' Information about the use of fraudulent havel documents by a high-ranking member of a
designated foreign terrorist organization emanating from his criminal investigation and
prosecution revealed intelligence information about the marmer and means of the terrorist
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group's logistical support network which was shared in order to assist in protecting tþe

lives ofU.S. citizens:

. The criminal prosecution of individuals who haveled to, and participated in, a military-
style training camp abroad yielded intelligence information in a number of areas

including details regarding the application forms which permitted attendance at the

training c*p; after being convicted, one defendant has testified in a recent separate

federal criminal trial about this application practice, which assisted in the admissibility of
the form and conviction ofthe defendants; and

. The criminal prosecution of a naturalized U.S. citizen who had traveled to an Al-Qaeda
training camp in Afghanistan revealed information about the group's practices, logistical
support and targeting information

Title Itr information has similarlybeen shared with the Intelligence Community through section

203(b). The potential utility of such information to the intelligence and national security
communities is obvious: suspects whose conversations are being monitored without their
knowledge may reveal all sorts of information about terrorists, terrorist plots, or other activities
with national security implications. Furthermore, the utility ofthis provision is not theoretical:
the Department has made disclosures of vital information to the intelligence community and

other federal officials under section 203(b) on many occasions, such as:

. 'W-iretap 
interceptions involving a scheme to defraud donors and the Intemal Revenue

Service and illegally transfer monies to Iraq generated not only criminal charges but
inforrnation concerning the manner and means bywhich monies were funneled to lraq;
and

. Intercepted communications, in conjunction with a sting operation, led to criminal
charges and intelligence information relating to money laundering, receiving and

attempting to transport nighfvision goggles, infrared army lights and other sensitive
military equipment relating to a foreign terrorist organization-

Section}}3 is also critical to the operation oithe National Counterterrorism Center. The
EBI relies upon section 203(d) to provide information obtained in criminal investigations to
analysts in the new National Counterterrorisn Center, thus assisting the Center in carrying out its
vital counterterrorism missions. The National Counterterrorism Center represents a strong
.example of section 203 information sharing, as the Center uses information provided by law
enforcement agencies to produce comprehensive terrorism anaþis; to add to the list of suspected

terrorists on the TIPOFF watchlist: and to diskibute terrorism-related information across the
federal government.

In addition, last year, during a series of high-profile events - the G-8 Summit in Georgi4
the Democratic Convention in Boston and the Republican Convention in New York, the
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November 2004 presidential election, and other events - a task force used the information
sharing provisions under Section 203(d) as part and parcel of performing its critical duties. The
2004T'hreat Task Force was a successful inter-agency effort where there was a robust sharing of
information at all levels of government.
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R Protecting Those Complying \il¡th FISA Orders

Often, to conduct electronic surveillance and physical searches, the United States requires
the assistance ofprivate communications providers to carry out such court orders- In the criminal
context, those who assist the government in carrying out wiretaps are provided with immunity
from civil liability. Section 225, which is set to sunset, provides immunity from civil liability to
communication service providers and others who assist the United States in the execution of
FISA orders- Prior to the passage of the USA PATRIOT Act, those assisting in the carrying out
of FISA orders enjoyed no zuch immunity. Section 225 simply extends the same immunity that
has long existed in the criminal context to those who assist the United States in carrying out
orders issued by the FISA court. Providing this protection to communication service providers
for fulfilling their legal obligations helps to ensure prompt compliance with FISA orders-

CONCLUSION

It is critical that the elements of the USA PATRIOT Act subject to sunset in a matter of
months be renewed. Failure to do so would take the Intelligence Community and law
enforcement back to a time when a full exchange of information was not possible and the tools
available to defend against terrorists were inadequate. This is unacceptable- The need for
constant vigilance against terrorists wishing to attack our nation is real, and allowing USA
PATRIOT Act provisions to sunset would damage our ability to prevent such attacks.

We thank the Committee for the opportunity to discuss the importance of the USA
PATRIOT Act to this nation's ongoing war against terrorism- This Act has a proven record of
success in protecting the American people. Provisions subject to sunset must be renewed. We
look forward to working with the Committee in the weeks ahead. We appreciate the
Committee's close attention to this important issue. We would be pleased to answer any
questions you may have. Thank you.
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Introduction

Good Morning. Chairman Hoekstra, Ranking Member Harman and Members of the
Committee, it is my pleasure to appear before you today to discuss the USA PATRIOT Act.
Thank you for allowing me the opportunity to discuss the important tools contained in that Act,
as well as the Intelligence Reform and Terrorism Prevention Act of 2004. As I have said many
times before Members and Committees of both houses of Congress, and all over the country,
when it comes to the USA PATRIOT Act, I believe that the angel is in the details and that if we
engage in conversation and shed some daylight on how the Deparfment of Justice has used the
important tools in the Act, more people will come to see that the tools are simple, constitutional,
and just plain sensible.

The Administration is fighting the'War against Terror both at home and abroad using all
the lawful tools at our disposal. Survival and success in this struggle demands that the
Deparfment continuously improve its capabilities to protect Americans from a relentless enemy.
The Department will continue.to seek the assistance of Congress as it builds a culture of
prevention and ensures that our government's resources are dedicated to defending the safety and
security of the American people.

I will never forget, as I know the Members of this Committee will not forget, the
thousancls of our fellow citizens that were murdered at the World Trade Center, the Pentagon and
a field in rural Pennsylvania. Nearly four years have passed since that tragic day and, in large
part due to the tremendous efforts of our federal, state and local law enforcement as well as the
Intelligence Community, our country has been spared another attack of that magnitude. But our
success presents a new challenge. How do we bring voice to victims that were never imurdered,
to family members who have not lost a loved one? How do we explain to Congress and the
American people these "ghost pains?" This is the continuing challenge of law enforcement in
our country. When we are faced with rising crime and victimizatíon rates, it is easy to point to
those in need of our protection to justify our requests for tools to protect our citizens. But when
we are successful in our efforts, when our hard work and relentlessness pays off, it becomes more
difficult to convince the people to let us keep those tools.

Mr. Chairman, as a career prosecutor and now in my role as Depufy Attorney General, I
have heard many times the question of when will we next break up a terror cell moments before
implementation of a devastating plot. But let me tell you, as a prosecutor, you don't want to be
there. You want to catch a terrorist with his hands on the check instead of his hands on the



bomb. You want to be many steps ahead of the devastating event. The way we do that is
through preventive and disruptive measures, by using investigative tools to learn as much as we
can as quickly as we can and then incapacitating a target at the right moment. Tools such as
enhanced information sharing mechanisms, roving surveillance, pen registers, requests for the
production of business records, and delayed notification search warrants, allow us to do just that.

Proactive prosecution of terrorism-related targets on less serious charges is often an
effective method of deterring and disrupting potential terrorist planning and support activities.
Moreover, guilty pleas to these less serious charges often lead defendants to cooperate and
provide information to the Govemment - information that can lead to the detection of other
tenorism-related activity. For example, the material support stahrtes are the cornerstone of our
prosecution efforts. Prior to the attacks of 9/11, 17 persons in four different judicial districts
were charged with offenses relating to material support to terrorists and terrorist organizations.
Since then, however, 135 people in at least 25 different judicial districts have been charged with
material support-related offenses. Of the 152 people charged both before and since 9/11, so far
7Ohave been convicted or pleaded guilty, and many more are still awaiting trial.

Allow me to share a few recent examples of our successes. On April 27,2005, a New
Jersey federal jury convicted Hemant Lakhani, a United Kingdom national, of attempting to
provide material support to terrorists for his role in Ðnng to sell an antiaircraft missile to a man
whom he believed represented a terrorist group intent on shooting down a United States
commercial airliner. On April 22,2005, in the Eastern District of Virginia, Zacanas Moussaoui
pled guilty to six counts of conspiracy, acknowledging his role in assisting al Qaeda. Also on
Apnl 22, 2A05 , a jury convicted Ali Al-Timimi, a speaker and spiritual leader in Northem
Virginia, in the second phase of the Northem Virginia jihad case involving a group of individuals
who were encowaged and counseled by Al-Timimi to go to Pakistan to receive military training
from Lashkar-e-Taiba, which has ties to the al Qaeda terrorist network, in order to be able to
fight against American froops. The first phase of the prosecution involved convictions under the
material support stafutes; Al-Timimi's firearms convictions were predicated, in part, on the
material support statutes. There are many more exarnples than this due to our continuing efforts
to ensure the safety of the American people.

Forei gn Intelli gence Surveillance Act

The authorities contained in the Foreign Intelligence Surveillance Act (FISA) have been
critical to the Department's efforts to combat terrorism. Since September 1i, 2001, the volume
of applications to the Foreign lntelligence Surveillance Court (FISA Court) has dramatically
increased. In 2000, 1,012 applications for surveillance or searches were filed under FISA. By
comparison, in2004 we filed 1,758 applications; this represents a74Yo increase in four years. Of
the 1,758 applications made in2004, none were denied, although 94 were modified by the FISA
Court in some substantive way.

I
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In enacting the USA PATRIOT Act, the Intelligence Authorization Act for Fiscal Year
2002, and the lntelligence Reform and Terrorism Prevention Act of 2004, Congress provided the
govemment with tools that it has used regularly and effectively in its war on terrorism. The
reforms in those measures affect every single application made by the Department for electronic
surveillance or physical search authorized regarding suspected terrorists a¡rd have enabled the
govemment to become quicker and more flexible in gathering critical intelligence information on
suspected terrorists. It is because of the key importance of these tools to winning the war on
terror that the Department asks you to reauthorize those USA PATRIOT Act provisions
scheduled to expire at the end of this year.

For example, section 207 of the USA PATRIOT Act governs the authorized periods for
FISA collection and has been essential to protecting both the national security of the United
States and the civil liberties of Americans. It changed the time periods for which some electronic
surveillance and physical searches are authorized under FISA, and in doing so, conserved limited
resources ofboth the FBI and the Department's Office of Intelligence Policy and Review (OIPR).
Instead of devoting time to the mechanics of repeatedly renewing FISA applications in certain
cases -- which are considerable -- those resources are now devoted to other investigative
activities as well as conducting appropriate oversight of the use of intelligence collection
authorities at the FBI and other intelligence agencies. A few examples of how section 207 has
helped the Department are set forth below.

Since its inception, FISA has permitted elect¡onic surveillance of an individual who is an
agent of foreign power based upon his status as a non-IJnited States person who acts in the
United States as "an officer or employee of a foreign power, or as a member" of an intemational
terrorist goup. As originally enacted, FISA permitted electronic surveillance of such targets for
initial periods of 90 days, with extensions for additional periods of up to 90 days based upon
subsequent applications by the govenìment. In addition, FISA originally allowed the government
to conduct physical searches of any agent of a foreign power (including United States persons)
for initial periods of 45 days, with extensions for additional 45-day periods.

Section 207 of the USA PATRIOT Act changed the law to permit the government to
conduct electronic surveillance and physical search of certain agents of foreign powers and non-
resident alien members of international groups for initial periods of 120 days, with extensions for
periods of up to one year. It also allows the government to obtain authorization to conduct
physical searches targettngany agent of a foreign power for periods of up to 90 days. Section
207 did not change the time periods applicable for electronic surveillance of United States
persons, which remain at 90 days. By making these time periods for electronic surveillance and
physical search equivalent, it has enabled the Department to file streamlined combined electronic
surveillance and physical search applications that, in the past, were tried but abandoned as too
cumþe¡ssme to do effectivelv.
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As the Attomey General testified before the House Judiciary Committee, we estimatethat
the amendments in section 207 have saved OIPR approximately 60,000 hows of attomey time in
the processing of FISA applications. This figure does not include the time saved by agents and
attorneys at the FBI. Because of section}}T's success, the Department has proposed additional
amendments to increase the efficiency of the FISA process. Among these would be to allow
initial coverage of any non-U.S. person agent of a foreign power for 120 days with each renewal
of such authority allowing continued coverage for one year. Had this and other proposals been
included in the USA PATRIOT Act, the Department estimates that an additional 25,000 attomey
hours would have been saved in the interim. Most of these ideas were specifically endorsed in
the recent report of the bipartisan WMD Commission. The WMD Commission agreed that these
changes would allow the Department to focus its attention where it is most needed and to ensure
adequate attention is given to cases implicating the civil liberties of Americans. Section 207 is
scheduled to sunset at the end ofthis vear.

Access to Tansible Thingg

Section 215 of the USA PATRIOT Act allows the FBI to obtain an order from the FISA
Court requesting production of any tangible thing, such as business records, if the items are
relevant to an ongoing authorized national security investigation, which, in the case of a United
States person, cannot be based solely upon activities protected by the First Amendment to the
Constitution. The Attorney General recently declassified the fact that the FISA Court has issued
35 orders requiring the production oftangible things under section 215 from the effective date of
the Act through March 30th of this year. None of those orders were issued to libraries and/or
booksellers, and none were for medical or gun records. The provision to date has been used only
to order the production of driver's license records, public accommodation records, apartrnent
leasing reoords, credit card records, and subscriber information, such as names and addresses. for
telephone numbers captured through court-authorized pen register devices.

Similar to a prosecutor in a criminal case issuing a grand jury subpoena for an item
relevant to his investigatior¡ so too may the FISA Court issue an order requiring the production
of records or items that are relevant to an investigation to protect against international terrorism
or clandestine intelligence activities. Section2T5 orders, however, are subject to judicial
oversight before they are issued - unlike gand jury subpoenas. The FISA Court must explicitly
authonze the use of section 215 to obtain business records before the government may serve the
order on a recipient. In contrast, grand jury subpoenas are subject to judicial review only if they
are challenged by the recipient. Section 215 orders are also subject to a similar standard as are
grandjury subpoenas - a relevance standard.

Section 2t5has been criticizedby some because it does not exempt libraries and
booksellers. The absence of such an exemption is consistent with criminal investigative practice.
Prosecutors have always been able to obtain records from libraries and bookstores through grand
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jury subpoenas. Libraries and booksellers should not become safe havens for terrorists and spies.
Last yea¡ a member of a terrorist group closely affiliated with al Qaeda used Internet service

provided by a public library to communicate with his confederates. Furthennore, we know that
spies have used public library computers to do research to further their espionage and to
communicate with their co-conspirators. For example, Brian Regan, a former TRV/ employee
working at the National Reconnaissance Office, who was convicted of espiorrage, extensively
used computers at five public libraries in Northern Virginia and Maryland to access addresses for
the embassies of certain foreign governments.

Concerns that section 215 allows the government to target Americans because of the
books they read or websites they visit are misplaced. The provision explicitly prohibits the
govemment from conducting an investigation of a U.S. person based solely upon protected First
Amendment activity. 50 U.S.C. $ 1861(a)(z)(B). And, as the Attorney General has made clear,
we have no interest in the reading habits of ordinaryAmericans. However, some criticisms of
section 2I5 have apparently been based on possible ambiguify in the law. The Department has
already stated in litigation that the recipient of a section 215 order may consult with his attorney
and may challenge that order in court. The Department has also stated that the government may
seek, and a court may require, only the production of records that are relevant to a national
security investigatior¡ a standard simila¡ to the relevance standard that applies to grand jury
subpoenas in criminal cases. The text of section 215, however, is not as clear as it could be in
these respects. The Department, therefore, would support amendments to section 215 to clarifu
these points. Section 215 also is scheduled to sunset at the end of this year.

While the Deparfment supports the aforementioned clariffing amendments to section2I5,
the Department is very concerned by proposals currently pending before Congress which would
require the government to show "specific and articulable facts" that the records sought through a
section 215 order pertain to a foreign power or agent of a foreign power. Such a requirement
would disable the government from using a section 215 order at the early stages of an
investigation, which is precisely when such an order is most useful.

Consider, for example, a case where a known terrorist is observed having dinner with an
unknown individual at a hotel. Currently investigators may use section 215 to obtain the
unknown individual's hotel records so that he may be identified and then investigated further so
that the government may find out if he is also a terrorist. Such a use of secti on 215, however,
would not be permissible if the stand¿rd were changed from relevance to one of specific and
articulable facts that the records pertain to a foreign power or agent of a foreign por,ver. This is
because investigators in this hypothetical do not yet know whether the unknown individual is a
terrorist or spy. Indeed, that is exactly the question that investigators are tq/ing to answer by
using section 215.
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Pen Register and Trap-and-Trace Devices

Some of the most useful, and least intrusive, investigative tools available to both
intelligence and law enforcement investigators are pen registers and trap and trace devices.
These devices record data regarding incoming and outgoing communications, such as all of the
telephone numbers that call, or are called by; certain phone numbers associated with a suspected
terrorist or spy. These devices, however, do not record the substantive content of the
communications, such as the words spoken in a telephone conversation. For that reason, the
Supreme Court has held that there is no Fourth Amendment protected privacy interest in
information acquired from telephone calls by a pen register. Nevertheless, information obtained
by pen registers or trap and trace devices can be extremely useful in an investigation by revealing
the nature and extent ofthe contacts between a subject and his confederates. The data provides
important leads for investigators, and may assist them in building the facts necessary to obtain
probable cause to support a full content wiretap.

Under chapter 206 oftitle 18, which has been in place since 1986, if an FBI agent and
prosecutor in a criminal investigation of a bank robber or an organized crime figure want to
install and use pen registers or trap and trace devices, the prosecutor must file an application to
do so with a federal court. The application they must file, however, is exceedingly simpie: it
need only speciff the identity of the applicant and the law enforcement agency conducting the
investigation, as well as "a certification by the applicant that the information likely to be obtained
is relevant to an ongoing criminal investigation being conducted by that agency." Such
applications, of course, include other information about the facility that will be targeted and

' details about the implementation of the collection, as well as "a statement of the offense to which
the ìnformation likely to be obtained . . . relates," but chapter 206 does not require an extended
recitation of the facts of the case.

ln contrast, prior to the USA PATRIOT Act, in order for an FBI agent conducting an
intelligence investigation to obtain FISA authority to use the same pen register and trap and trace
device to investigate a spy or a terrorist, the govemment was required to file a complicated
application under title tV of FISA. Not only was the government's application required to
include "a certifrcation by the applicant that the information likely to be obtained is relevant to an
ongoing foreign intelligence or international terrorism investigation being conducted by the
Federal Bureau of Investigation under guidelines approved by the Attorney General," it also had
to include the followins:

informatio" *hLn demonstrates that there is reason to believe that the telephone line to
which the pen register or trap and trace device is to be attached, or the communication
instrument or device to be covered by the pen register or trap and trace device, has been
or is about to be used in communication with-
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(A) an individual who is engaging or has engaged in international terrorism or
clandestine intelligence activities that involve or may involve a violation of the
criminal laws of the United States; or

CB) a foreign pou¡er or agent of foreign power under circumstances giving reason
to believe that the communication concems or concemed international terrorism
or clandestine intelligence activities that involve or may involve a violation of the
criminal laws of the United States.

Thus, the govemment had to make a much different showing in order obtain a pen
register or trap and trace authorization to find out information about a spy or a terrorist than is
required to obtain the very same information about a drug dealer or other ordinary criminal.
Sensibly, section 214 of tbe USA PATRIOT Act simplified the standard that the govemmenr
must meet in order to obtain pen/trap data in national security cases. Now, in order to obtain a
national securitypen/trap order, the applicant must certiff "that the information likely to be
obtained is foreign intelligence information not concerning a United States person, or is relevant
to an investigation to protect against intemational terrorism or clandestine intelligence activities."
Importantly, the law requires that such an investigation of a United States person may not be
conducted solely upon the basis of activities protected by the First Amendment to the
Constitution.

Section 214 should not be permitted to expire and retum us to the days when it was more
difficult to obtain penltrap authority in important national security cases than in normal criminal
cases. This is especially true when the law already includes provisions that adequately protect
the civil liberties of Americans. I therefore urge you to re-authorize section 214.

Proposals currently before the Congress would raise the standard for obtaining a pen
register or trap and trace device - both in the criminal investigative and FISA contexts - from
relevance to "specific and articulable facts." Like subpoenas, pen registers and trap and trace
devices are not intrusive investigative techniques and often are used as the building blocks of an
investigation. Federal courts have held that the Constitution does not even require a court order
for such a device to be installed (though federal statute does so require) because of the lower
expectation ofprivacy that attaches to the numbers dialed to and from a telephone. Imposing a
specific and articulable facts standard on pen registers/trap and trace devices would hamper
investigations just as imposing such a standard on 215 orders would.

Information Sharing

During the 1980s, the Department operated under a set of largely unwritten rules that
limited to some degree information sharing between intelligence and law enforcement officials.
In 1995, however, the Department established formal procedures that more clearly separated law
enforcement and intelligence investigations and limited the sharing of information between
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intelligence and law enforcement personnel more than the law required. The promulgation of
these procedures was motivated in part by the concem that the use of FISA authorities would not
be allowed to continue in particular investigations if criminal prosecution began to overcome
intelligence gathering as an investigation's primary purpose. To be sure, the procedures were
intended to permit a degree of interaction and infonnation sharing between prosecutors and
intelligence officers, while at the same time ensuring that the FBI would be able to obtain or
continue FISA coverage and later use the fruits of that coverage in a criminal prosecution. Over
time, however, coordination and information sharing between intelligence and law enforcement
investigators became even more limited in practice than was allowed in theory under the
Department's procedures . Due both to con-frrsions about when sharing was permitted and to a
perception that improper information sharing could end a career, a culture developed within the
Deparfment sharply limiting the exchange of information between intelligence and law
enforcement officials.

Through enactment of section 2l8,the USA PATRIOT Act helped bring down this
"wall" separating intelligence officers from law enforcement agents. It not only erased the
perceived statutory impediment to more robust information sharing between intelligence and law
enforcement personnel, but it also provided the necessary impetus for the removal of the formal
administrative restrictions as well as the informal cultural restrictions on information sharing.

The Department's efforts to increase coordination and information sharing between
intelligence and law enforcement officers, which were made possible by the USA PATRIOT Act,
have yielded extraordinary dividends by enabling the Department to open numerous criminal
investigations, disrupt terrorist plots, bring numerous criminal charges, and convict numerous
individuals in tenorism cases. For example, the removal of the barriers separating intelligence
and law enforcement personnel played an important role in investigations and prosecutions of the
Portland Seven, Sami Al-Arian, the Virginia Jihad case, the Mohammed Ali Hasan Al-Moayad
and Mohshen Yahya Zayeð,, the Arnaout case, and the Khaled Abdel Latif Dumeisi. all of which I
believe this committee is familiar with.

Rovins Wiretaos

Another important tool provided in the USA PATRIOT Act was provided by section 206,
which allows the Foreign Intelligence Surveillance Act (FISA) court to authorize "roving"
surveillance of a terrorist or spy. This "roving" wiretap order attaches to a particular target rather
than a particular phone or other communication facility. Since 1g86,law enforcement has been
able to use roving wiretaps to investigate ordinary crimes, including drug offenses and
racketeering. Section 206 simply authorized the same techniques used to investigate ordinary
crimes to be used in national security investigations. Before the USA PATRIOT Act, the use of
roving wiretaps was not available under FISA. Therefore, each time a suspect changed
communicationproviders, investigators had to return to the FISA Court for a new ord,er just to
change the name of the facility to be monitored and the "specified person" needed to assist in
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monitoring the wiretap. Intemational terrorists and foreign intelligence officers are trained to
thwart surveillance by changing communication facilities just prior to important meetings or
communications. This provision therefore has put investigators in a better position to counter the
actions of spies and terrorists who are trained to thwart surveillance. This is a tool that we do not
use ofter¡ but when we use it, it is critical. As of March 30, 2005, it had been used 49 times.

Section 206 also contains important privacy safeguards. Under Section 206, thetarget of
roving surveillance must be identified or described in the order. Therefore, section 206 is always
connected to a particular target of surveiliance. Even if the government is not sure of the actual
identify of the target of the wiretap, FISA nonetheless requires the govemment to provide "a
description of the target of the electronic surveillance" to the FISA Court prior to obtaining a
roving surveillance order. Under Section 206, furthemrore, before approving a roving
surveillance order, the FISA Cburt must find that there is probable cause to believe the target of
the surveillance is either a foreign power or an agent of a foreign power, such as a terrorist or a
spy. Roving surveillance under section 206 also can be ordered only after a FISA court makes a
finding that the actions ofthe target of the application mayhave the effect of thwarting the
surveillance. Moreover, Section 206 in no way altered the FISA minimization procedures that
limit the acquisition, retention, and dissemination by the government of information or
communications involving United States persons. A number of federal courts, including the
Second, Fifth, and Ninth Circuits, have squarelyruled that "roving" wiretaps are perfectly
consistent with the Fourth Amendment. No court of appeals has reached a contrary conclusion.

Proposals currently pending before Congress would require the government to know the
"identifl/' of the target in order to obtain a roving wiretap- This limitation would be problematic
in the FISA context, in which we may be dealing with spies and terrorists trained to cloak their
identities. If the govemment is able to find a description of the target sufficiently specific to
allow the FISA Court to find probable cause that the target is an agent of a foreign power and
may take action to thwart surveillance, the FISA Court should be able to authorizing roving
surveillance of that target

Proposals in Congress also would require that the presence of the target at a particular
telephone be "ascertained" by the person conducting the surveillance before the phone could be
strrveilled. This is a stricter standard than is required in the criminal context and would be
impracticable in the FISA context, in which surveillance is usually done continually on a targeted
phone and later translated and culled pursuant to minimization procedures. Moreover, such a
requirement would be exceptionally risþ in a world where terrorists and spies are trained
extensively in counter-surveillance measutes.
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National Securitv Lette¡s

CurrentlS NSLs, which are similar to adminishative subpoenas, are issued for certain
types of documents "relevanf'to international terrorism or espionage investigations. Provisions
currently before Congress would amend each existing NSL authority to impose one or more
"specific and articulable facts" requirements. For each t1pe of record, the government would be
required to show specific and articulable facts that the records sought'þertain to a foreign power
or agent of a foreign power." Additional specific and articulable facts requirements would be
imposed with respect to other tlpes of information. For example, with respect to telephone
subscriber information, the government would have to show specific and articulable facts that the
subscriber's communications devices "have been used" in communication with certain categories
of individuals. These standards would significantly reduce the usefulness of NSLs for the same
reason that aheightened standard of proof would diminish the usefuhess of section 215.

Delayed Notifrcation Search Warrants

Section 2I3 of the USA PATRIOT Act brought national uniformity to a court-approved
law enforcement tool that had been in existence for decades and has been relied on by
investigators and prosecutors in limited but essential circumstances. While there has been much
discussion about this provision, there remain many misconceptions about this tool. The concept
of rolling back delayed notification search warrants in any manner concerns me and
demoristrates, I believe, a misunderstanding of how our criminal justice system works. Approval
to delay notification of a search warrant is granted only after a federal judge finds reasonable
cause to believe that immediate notification of execution of a search warrant would bring one of
five enumerated adverse results including destruction of evidence, witness tampering, oiserious
jeopardy to an investigation. It is important to remember that judicial approval for the underlying
search warrant is also required and remains governed by the probable 

"i,rr" 
standa¡d. Nothing in

the USA PATRIOT Act changed that. Also, notice is always provided to the target of the search,
it is only delayed temporarily.

Section 2l3,hke other provisions of the USA PATRIOT Act, is one tool we use in our
efforts to combat terrorism. Although the Departrnent has used this provision at least 18 times in
terrorism-related investigations, it is true that this provision is used more frequently in non-
terrorism contexts, particularly large, sensitive drug investigations, as it was for decades before
the PATRIOT Act. This should not undermine the fact that it is an important tool to law
enforcement and should not be limited to only the national security context. Some opponents of
this tool also attempt to hold our agents and prosecutor's professionalism against us, bypointing
to statistics showing that federal judges have never denied a request for a delayed notification
search warrants. At the Department of Justice, we have the highest expectations for ow
professionals. Every prosecutor pushes for more than the bare minimum and takes great care to
lay out facts and circumstances in application for a search warrant that meet and exceed the
probable cause requirement. In addition, the record reflects the fact that the Department has
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judiciously sought delayed notificafion search warrants as they comprise fewer than2 in 1000
search warrants issued nationwide.

Some opponents of our use of section2l3 would strike one essential justification for
delayed notices search warrants, that immediate notice would, "seriously jeopardize an
investigation," from the statute. This would hamper criminal investigations in circumstances
where immediate notice would cause an adverse effect not otherwise listed in the statute. For
example, if the "seriously jeopardize" prong were eliminated, notice could not be delayed even if
immediate notice of a search would jeopardize an ongoing and productive Title Itr wiretap. I'd
like to highlight one example of where the "seriously jeopardizng an investigation" prong was
the sole "adverse result" used to request delayed notice.

The Justice Department executed three delayed notice searches as part of an OCDETF
investigation of a major drug trafficking ring that operated in the Westem and Northern Districts
of Texas. The investigation lasted a little over a year and employed a wide variety of electronic
surveillance techniques such as tracking devices and wiretaps of cell phones used by the
leadership. The original delay approved by the court in this case was for 60 days. The
Depaitment sought two extensions, one for 60 days and one for 90 days, both of which were
approved.

During the wiretaps, three delayed-notice search warrants were executed at the
organization's stash houses. The sea¡ch warrants were based primarily on evidence developed as
a result of the wiretaps. Pursuant to section 213 of trre USA PATRIOT Act, the court allowed
the investigating agency to delay the notifications of these search warrants. Without the ability to
delay notification, the Department would have faced two choices: (1) seize the drugs and be
required to notify the criminals immediately of the existence of the wiretaps and thereby end our
ability to build a significant case on the leadership or (2) not seize the drugs and allow the
organization to continue to sell them in the community as we continued with the investigation.
Because of the availability of delayed-notice search warrants, the Deparfnent was not forced to
make this choice. Agents seized the drugs, continued this investigation, and listened to
incriminating conversations as the dealers tried to figure out what had happened to their drugs.

On March 16,2005,a grand jury returned an ind.ictment charging twenty-one individuals
with conspiracy to manufacture, distribute, and possess with intent to distribute more than 50
grams of cocaine base. Nineteen of the defendants, including all of the leadership, are in
custody. All of the search warrants have been unsealed, and notice has been given in all cases.

In addition, certain proposals currently before Congress would limit the abilify of a
federal judge in granting the initial period of delay to seven days. It would allow extensions in
Zl-day increments, but only if the Attorney General, DAG, or Associate Attorney General
personally approved the application for an extension. Requiring the government to go back to
court after seven days - even where the court would have found a longer period of delay
reasonable under the circumstances - would unnecessarily burden law enforcement resou¡ces.
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And although the provision for a 21-day extension period is better than the 7-day period
previously suggested by critics , requiring personal approval by the AG, DAG, or Associate

would be impractical and ururecessarily burdensome. Currently, the length of delay is decided on

a case-by-case basis by a federal judge familiar with the facts of a particular investigation. The

Depafment believe that this system has worked well and should not be replaced by a one-size-

fits-all statutory time limit.

Alleeations of Abuse

In addition, the Department of Justice remains very concerned about any allegations of
abuse of the tools provided in the USA PATRIOT Act. I am pleased that the Congress takes its

oversight role seriously and has been attempting to address any relevant allegations. As
Congress decides the fate of the tools contained in the Act, I hope that it does so in a thoughtful
¡¡ann€r and in response to real concems, not as a reaction to baseless allegations.

Recently Senator Diane Feinstein shared with the Department of Justice correspondence

from the American Civil Liberties Union (ACLI-D. That correspondence was in response to her

request for information regarding alleged "abuses" of the USA PATRIOT Act. Senator Feinstein

requested that the Department review these allegations. Our review demonstrated that each

matter cited by the ACLU either did not, in fact, involve the USA PATRIOT Act, or was an

entirely appropriate use of the Act.

For example, the ACLU's letter alleged that the "Patriot Act [was used] to secretly search

the home of Brandon Mayfield, a Muslim attomeywhom the government wrongly suspected

accused and detained as a perpetrator of the Madrid train bombings." Mr. Mayfield's home was

searched with the approval of a federal judge because the available information, including an

erroneous finger-print match, gave investigators probable cause to believe that he was involved
in the terrorist bombings in Madrid - - the search was not on account of any new authority
created by the USA PATRIOT Act or any abuse of the Act.

The ACLU's allegation regarding Mr. Mayfieid seems to be based in part on the mistaken

idea that the search of Mr. Mayfield's home was conducted pursuant to Section 213 of the USA
PATRIOT AcL That is not correct. The search was conducted pursuant to the Foreign
Intelligence Surveillance Act under an authorify that has existed in the FISA statute since 1995.

Because the search was conducted under a FISA court order, some of the USA PATRIOT Act
provisions that amended FISA or relate to intelligence investigations may have been irnplicated

or "used" in some sense of that word. That does not in any way mean that these USA PATRIOT
Act provisions were misused. The Department would be happy to share other information from
this letter to Senator Feinstein with the Committee.
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Conclusion

lvlr. Chairman, I'd like to say a final word about congressional oversight and my concern

that Congress, while reauthorizing USA PATRIOT Act, may seek to include new sunsets. Úr just

the last few weeks, the AttorneyGeneral and I have met with dozens of Members of Congress to

discuss these important tools. In addition, the Attorney General has appeared three times to

testiff. Moreover, 20 Department of Justice witresses have appeared at 14 Congressional
hearings which have explored in depth the various tools contained in the USA PATRIOT Act.
All of this activity is because Congress is rightly engaging in its critical role to conduct
appropriate oversight. But Sunsets are not required to conduct oversight. Congress maintains its

authority and responsibility to conduct oversight, to ask questions, to demand ans\ryers, even

without sunsets. My concern is that sunsets on these important tools might inhibit the culture of
information sharing that we are trying to foster. Rather than encouraging and empowering our
agents and prosecutors to relyupon these new tools, we send a message that a particular
provision may only be temporary and chill development of the culture of information sharing.

As long as congressional oversight remains robust, which I am convinced it will, there is no need

for sunsets.

Mr. Chairman, again, thank you for the opportunity to appear before you today and thanks

to you and all your colleagues for providing us with the important tools of the USA PATRIOT
Act. I would now be happy to answer any questions.
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U.S. Department of Justice

Office of Legislative Affairs

Ofñce of the Assistant Attomev General Washington, D.C. 20530

JuIy 26, 2002

The Honorable F. James Sensenbrenner. Jr.
Chairman
Committee on the Judiciary
U.S. House of Representatives
Washington, D.C. 20515

Dear Mr. Chairman:

Enclosed please find responses to questions posed to the Attorney General on USA
PATzuOT Act implementation in your letter of June 13, 2002, co-signed by Ranking Member
Conyers. An identical response will be sent to Congressman Conyers-

We appreciate the additional time provided to the Department to submit responses to your
questions, and we are continuing to address each of your questions thoroughly and as quickly as
possible. As such, you will find answers to 28 out of the 50 questions submitted. The
Department will send the additional questions under separate cover as soon as possible-

ln addition, classified answers to question numbers 8, 10, 1I,12,15, and 27 willbe
provided to the House Permanent Select Committee on Intelligence through the appropriate
channels, as indicated in the attached unclassified responses.

We look forward to continuing to work with the Committee as the Department
implements these important new tools for law enforcement in the fight against terrorism. If we
can be of further assistance on this, or any other matter, please do not hesitate to contact this
office.

Sincerely,

/;7qr
Daniel J. Bryant
Assistant Attorney General

Enclosure

35



Questions Submitted by the House Judiciary Committee
to the Attorney General on USA PATRIOT Act Implementation

Subrnission 1 of 2

l.

lõñtscopel

3.
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9.

10. Section 214 authorizes the Department of Justice to obtain orders authorizing the
use on facilities used by American citizens and permanent resÍdent aliens of pen
registers and trap and trace devices in foreign intelligence investigations. How
many times has the Department of Justice obtained orders for use on facilities used
by American citizens or permanent resident aliens? \ilhat procedures are in place
to ensure that such orders are not sought solely on the basis of activities protected
by the First Amendment to the U.S. Constitution?

Answer: The number of times the tools in section Zl4have been used against U.S.
persons, as defined by FISA, is classified but will, in accordance with established
procedures and practices under FISA, be provided to the intelligence committees in an
appropriate channel. In this channel, we can ¿rssure the committee that, in accordance
with the provisions of that section, the De,partment has practices in place to ensure that
pen/traps are not sought solely on the basis of activities protected by the First Amendment
of the Constitution.

11.
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