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ExecutÍve Summary

This full Privacy Impact Assessment (PIA) is submitted by the lnforrnation Resou¡ces Division
in accordance with MIO_G 1'6-2I.3, Completing a Privacy-Impact Assessment, and.MIOG l6-
2l '5, Paragraphs A, B, C, and D. This assessment is intended to address MIO-G requirements for
the enterprise lnvestigative Data Warehouse (DW) and Virtual Knowledge ease çVfn¡, and is
submitted in coordination with office of General counsel for approval.
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9ENSTTIVE BUT UNCLASS|F|ED
NON.RECORD

N
fDW2.pia.wpd (206

KB)

N
SARS database ln
IDw.wpd (30 K...

N
ISPG approval IDW

data sets2.w,..

From:
Sent:
To:
Cc:

Subject:

F¡rlcEN data for
rDw.bd (6 KB)...

IDW.SPT.wpd (229
KB)

N
scopelp¡a.wpd

K8)

rElq!'ûl=!
l--¡

Wednesday, August 30, 2006 12:49 pM
KELLEY, PATRICK W. (OGC) (FBt

rttl INFORI{ÅTI0II COIITÀI¡IED
TIEREIII 15 IJIÙCIÀ55IFIED
DÀTE 08-28-ZO0'l BY 6St?9 d.r.Ï¡lbja,/cat

UGG) (FBI)
Gc) (FBt)l l(occ) (FBl)--]



ær .
t --'l

Reñat¡onat
ìecuriþ Determina.

@l
l=== |

b7D

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE FURTHER DISSEMINATED WITHOUT PN¡ONOGC APPROVAL.

SENSITIVE BUT UNCLASSIFIED



From:
Sent:
To:
Subject:

UNCLASSIFIED
NON.RECORD

ccc)(FBr)
2006 12:25 PM

(oGC) (FBl); KELLEY, PATR|CKW. (occ)(FBt)

b6
b7c

--€rig¡nal
From:
Sent:
To:

c) (FBr)
nesday, Àug(lst3o, 2006 12:18 PM

KELTEY. PATRTfi w. (ocq (FBr)

ÀI,I, il'IFOR¡ÍATTI]I.] CI]I.ITATI.IED
IIERET¡I I5 UIICTÀSSIFIED
DATE OB-28-200? EY 65I?9 'Lulr,/bjs,/cal

KELLet, PATRICK W. (OC¡C) (FBÐ
0, 2006 1l:29 AM
occ) (FBÐ
occ) (FBr)

l{!. tjus! got a call rroË}.JMD about the articte. Her Boss wanted to know which system notice coveredIDW' I told her it is covered byERS. Also explained that national security systems are exempt frôm E-Gov and that we
had done several PIA looks at lDW, even though it's not required under the law.

ry.cc: I l(occ) (FBÐ
subjece TEGFíÏffií-Eiitem''
UNCLASSIFIED
NON-RECORD

Done. (Hope springs etemal.)

l|-Yt.Fin view thlJl-"-u1g-?i" |r-J .starts running around. with their hair on rire on this, rhey wi¡ jusr
be pouring 9as on something tnat quiteþõGÏ6ifrÏiã just fade awa! if we ¡ust sfrrug it off. 

-

-*{riginal Message---
From:
Sent:
To:
Cc:
Subject Cenfal necõñ System

UNCLASSIFIED
NON.RECORD

Bill:. can you 
""nd^f=-an electroniccopy of.the CRS Privacy Act system Notieæ. She is making noises about it.l'm hoping that after-5mads it, she wiil bè moilified. Thanks. '

UNCLASSIFIED

UNC1áSSIFIED

UNCLASSIFIED

b6
b'7c



From:
Sent:
To:
Cc:

Subject:

SENSITIVE BUT UNCLASSIF¡ED
NON-RECORD

ÀLI I¡IFûRIÍÀTItt'I CrltfT¡,II,IED
IIEREIII 15 UÌICLå5sIFIED
DÀTE 0g-28-e00? FY 65I?9 dü.trlbja,irrùl

105880s

.Db

b7c

.Þb

b7cTHIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE FURTHER DISSEMINATED WITHOUT
PRIOR OGC APPROVAL.

--Or¡ginal Message--
From:
Sents
To:
Gc:

Subjecb

GRIGG, G. q-AYTON (CID) (FBÐ
06, 2006 6:20 PM
cc) (F8Ðr-kmDXFBD b6
Gc) (FBrl kocciÌreÍ);l-]occ) (F8r): HARRTNGToN. r. r. b7c

RE: IDW PIAs

G. Clayton Grigg



(703)
(202

Acting Director
Foreign Tenoríst Tracking Task Force (FTTTF)
Countertenorism Division (CTD)
h ttp : //ctd.b i n et. fb i/ftttf/

(Blackberry UNCI,ASS)

occ) (FBr)

þr 06, 2006 2:53 PM

b6
'1õ
b2

b6
b7c

From:
SenÈ
To:
Cc:
Subject

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

b5

b6
b7C

nD) ffirrsDXFBI); KEIEY, PATRrcKw.(reDre irel)r IsRAeç iËaoNe w.
b6
b7c
D¿

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

JITSDXFBI);G8¡GG-GJJù1oN.4;[Ð) (FBI)
(OGC) (FBDI-TOGC) (F8I):OGC) (FBÐ

From: l-l(mDXFBI)
S€nb ]¡lednesdev- sFntêrl|f'er 06, 2006 8:48 AM

I":. (occ)(rer)l-ncc
Subiecti-RFJttqfE$-

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Thank you for taking care of this matter in my absence.

(mD) (FBt ¿Ar..1'rAr (DO) (FB¡)
SubJects RE: IDW PIAS

b5



occ) (FBÐ
4l

To: GRIGG, G. CIáYTON

GrsD) (FBr); AzMr, zÆltAr (Do) (FBÐSubtecü ¡DW PIAs

SENSITIVE BUT UNCLASSIFIED
NON.RECORD

THIS IS A PRIVILEGED COMMUNICATION AND IS NOT
DISSEMINATED WITHOUT PRIOR OGC APPROVAL.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCI.ASSIFIED

SENS]TIVE BUT UNCLASSIFIED

SENSIT¡VE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASS¡FIED

b6
b?c

(FBI); KE[r"EY, PATRICK w.
(FBI); TSRAEL JEROME W.

FURTHER



(Rev. 0t-31-2003)

FEDER,\L BU]IE,\U CDF INI/ESTIG/ATICDN

Precedence: ROU:|INE

To: Of f ice of t.he CIO

Counterterrorism

Records Management

From: Directorat.e of InÈelligence
Intelligence
Contact,: SSA

Datez 03/ZS/2OOs

Aftn: CI

Àttn: AD

b6
þ7c

DAD Dona1d N. Van Durm
DAD T.J. Harrington
A/V e. Clayton GriggÀÈtn: AD WiIIiam L. Hooton

b6
b7c
b2Àpproved By:

DrafÈed By:

Baginski Maureen
Sol-omon Jonathan

A
T AT ]. I¡IFORIíåTI T¡I COI,IT¿.IIIED

}IEF.TIIü TS TffCtÀSSIFIED
DATE 08-28-2007 Bf 65179 |:tüh/E,jalcal b6

b7c
Case ID #: 66F-He-CL434337 (pend.ing)

Tltle: rSpG APPROVAI OF REQUEST FOR
TNCLUSTON OF ADDITTONAL DATÀ SETSrN rDw/sPT

Synopsia: The Information Sharing. policy Group (ISpc) approvesttre immediate ad.d.ition of seven (7) n", äata sets for inclusionin the Special project,s Team (SpT).""."""ãs of the InvestigativeData warehouse (rDw). This d"!* yilr ""pp"te ongoing operaEionalneeds of the Counterterrorism Division t'Cïol and atl oÈher rDWusers.

Reference: 66F-He-]-3ãl7g4 Serial 194

Det'ails: crD has_an operationar need to appry the advancedfeatures of the _rDW syitem across a broader sèt of data. Byadding these additionäl aata sources, crD will be able t,o uncovernew criminar and terrorist links and'activities. iñã-"nrrancearesult's wilr contribute significantly Èã-trr" FBr counterterrorismeffort.

The rsp. has revi-eîgd the data approval requests andensured thar all relevanÈ office ot eànãrãi'c""r,""í-iocõ¡ privacyimpact assessments, interests of all op"iãtional divisions andspecific records management issues travä ¡ã.tr addressed. The rspG



office of the cro From: DirectoraEe of rnterligence66F-HQ-C1434337, oz / zs / zOos

approves the immedi-ate addit.ion of the foll0wing seven (7) d.atasets with appropriate upd.ates for use in iow/spi

The above data sources are currently owned and ricensedby crD and used for cr vrork. .Data gualiL14 and currency ís notvalidaEed prior or d.uring system toáoing.' N"r", editions of thesources will be loaded -ña tn. order e¿ítions will continue to be

To:
Re:

.b2
b7E

b2
.Þt¡j



To:
Re:

office of the cro From: Directorate of rnterligence6',6F-HQ-Ct434337, 03/25/2OO5

part of the rDv{/spr anaryses. ReEention of ol_d.er data permitsretrospective analysis .

Technicat. implemen!-3ll9n may be either as an adjunctsystem accessible. rhrough rDwlspr or ås an ineetrai p;r; of theunderrying, searchable federated d.atra stores of rDw/spr. Thisdat3' approval does not obligaÈe fund.s or resources for t,heEechnical activities that "ie ,eqrired to imprement and supportsystem loading and related act.ivities.
Records Managrement. Di-vision (RMD) wilr provide guidanceto rDw/spr concelni3g ãpecific retentiårr-,-di.po""i, anã-arctr1.vingfor this data and thã rèsurts of anarysiå derived from this data.



To: office of the cro From: Directorate of rntelligenceRe: 56F-He-CL434337, 03/2s/20Os

I¡EAD (e) :

SeÈ Lead 1: (ÀcÈÍon)

RECORDS MANAGEMENT

AT WASHTNGTON, DC

Provide guidance t.o rDw/spr concerning specificretention, disposal, and archiving for the data-anã results ofanalysis derived from the d.ata.

SeÈ Lead 2: (Info)

COTINTERTERRORISM

AT WASHTNGTON, DC

Read and c1ear.

Set Lead 3: (Info)

DIRECTORlS OFFICE

AT CrO, DC

Read and clear.

tt



Message

THOMAS, MARCUS C. (OTDI (FBt)

Page I of3
ÀtI IUFON¡IÀTION CÛI¡TÀII.IED
TTEREI¡ü 15 TITüCTÀssIFTED

DÀTE 0Ë-2?-?gçJ7 By 651?9 DltrI,rE,lÀlçÀt

10s880s

From:

Sent:

to:

Cc:

JDjv0OLq'Bl);l
(Div00) (FBl)

Div00) (FBl)

, April 29, 2004 2:14 PM
b6
b7c

11)

(FBl); BALD, GARY M.
(Div00) (FBl)
JONATHAN I: vr) (r-Èilr; Etsf(

(Drv00) (FBt);;WEIS, J P.

(FBr);
F

(FBr)

(FBl); GARRITY, ROBERT J
ROBERT S. lll (Div00

KELLEY, PATRICK W. (Dív09) (FBI)E

11) (FBr
b6
b?c

b6
.b7c

MUELLER.
(FBf);

)(FBl

WLLIAM L. (Div17) (FBl);
) (FBl); FZMI,TALMAI(Div00) (ocA);

Bl);CASTOR, ANDREWJ. (SA) (FBl)

p!_v00) (rRD) (FBt);
9N, PAMELA M.

) (FBr)
Divoa) (FBl)l

SI, CARL (FBf);

b6
b7c

b6
Þte

) (FBI);QUIJAS, LOUIS

MAXIMO M. (Div06) (FBl);

Div0a) (FBl);

t0/27/2006



S_E_N_S!_T!V_E_B_UT.UNgtåS_SLFtEp

lfo_u:BE_c_o¡_D

Message PageZ of3

b6
b7c

OT¡IER O,/ S

10/27/2006



Message Page 3 of3

On.Iantrary 25z2ooÆ.o Ìvas successfully deployed providing users with access to CT/CI3"iTåY"Y,,il*'tffili';i' :i* b2
retrievaltools.Trainingrvasdeplo1edthroughoutthefieldfoi@'b?E
personnel. To date,485 accounts have been issued and CounterTerrorism Division has plans to
t'equest 4Poo accounts for members of the,Ioint Terrorism Task Force members through the
field. The tDW-Integration enrironment was established and is reacly for final security testing.

OTHER O,/S

,OTHER O,/S

s_EIgrtvE_Bur_uuc_ugslFjED

to/27/2006



UNCLASSIFIED / / TOR. OFFTCIAI USE ONLY
Investigative Data Warehouse Integration System (IDW-DALI I[IF0RIÍÀTf 0n C0I,ITÀIIìIED

IIEREII'I I5 üIICIÀSSIFIED
DÀTE 0I-07-2û08 E'¡ 65179 DHII,/B,IA/CÀt

System Security Plan
22 Apn104'
Version 0.5

FrorRAL Bo*rau oF, foo*rrrcArroN
InrronvrETroN Rnsouncn s Drvrsro¡q

Dara AND rxronnmrroN MaxacEMENT sECTroN

ITwg STIGATTVE D¿r¿. WannHoUSE lxrncneTloN
SysrnM (IDW-I)

SvsrnM SECrrRrry Pr,aN

Docun¡rsNT VERsroN 0.6

22 Apnu,04

UNCLASSTFIED / / TOP, OFFICTAL USE ONLY



UNCLASSTFTED // VOA OFFICIAL USE ONLY
Investigative Data'V/arehouse lntegration System (DW_Ð

System Security plan
22 ApnJ04
Version 0.5

FBI Automated
Case System
(Acs)

Secret and below

IntelPlus
Filerooms FBI IntelPlus Secret and below

FBI Records
Management
Division(RMD),
Document
Laboratory

@oclab), FBIHQ

Secret and below

Table 3.5.1 IDIV-I Data Sets

UNCLASSTFTED / / gOP. OFFTCIA], USE ONLY
Outside the Scope



UNCTASSIFIE,D / / FOR OFFICIÀL USE ONLY
Investigative Data Warehouse Integration System (DW_Ð

System Security PIan
03 NOV 04
Version 1.0

I¡rronvrlrroN Rns ouncEs D rwsroN
Dara AIIID Imr,onwr.trroN MANAGEMENT SnctroN

Ixvpsrrcarrrro Dera \ilanrHousn INrncn¡.TIoN

F or*o" B.r*r,no o" I*srrcATroN

Sysrnu (DW-Ð
Sysrrcivr Spcunrry PLAN

DocunnENT VERslow l.0
03 NovnMBER 2004

ÀTI II'IFOR}ÍåTICIil COIì]TÀI¡TED
ITEF.EIIÛ T5 IffCIÀ5STFTED
DÀTE 0t-0?-20118 Br 65179 DIIII/E,IÂ/CÄt

UNCLÀSSIFTNO // FOR OFFICIAT USE ONTY



UNCTASSIFTE.D // FOR OFFTCTAL USE ONLY
Investigative Data Warehouse Integration System (DW_Ð

System Security Plan
03 NOV 04
Version 1.0

Secret ând below

FBI IntelPlus Secret and below

Secret and belolv

b2
DIT,

l5-

UNCLASSIFIED // FOR OFFTCTAT USE ONLY



T]NCLASSIFMD//FOR OFFICIÄL USE ONLY

F"o"** B,r*"au oF, f**rrrcArroN
orrrcr oF'THE Pnocnann MaNacEMENT Exncurrvn

¡{tI Ilüf0FJ,fÀTf ßI,I COIITÀIIIED
ÏIEFXTIù T5 IJT]CLÀSSIFIED
DÀTE OI-Û7-2008 EY É5I?9 D¡fiI/BJA./CLL

SecurÍty Concept of Operations (S-CONOPS)
fnvestigative Data'Warehouse (D!Ð program

Document Version L.2

November 29r 2004

i
T]NCLASSIF'IED/IF'OR OF'F'ICIAI USE OITLY



The table below lists the data and sources for the operational subsystem.

IINCLASSTFTED/ÆOR OFT'TCIAL USE ONLY ourside rhe scope

b2
DIE

Operational Subsystem Dàt
The data flow begins at the extemal dat¿ sources. These

databases incl and several

11

TINCLASSIF'IED/IFOR OF'F'ICIAL USE ONLY

b2
b7E

ÐêtrAOET
ñdsnE n40AffimOE Gndsf{Eêr_ùEN

ACS
Electonic
Case Files
(ECF)

FBI Automated
Case Support
(Acs)

Secret and below

IntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
lSAMNet)

Secret and below

VGTOF
FBINational
Crime Information
Center (NCIC)

SBU

ncr

FBI Records
Management
Division (RMD),
Document
Laboratory
@oclab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

Data

_ __l



{INCLASSIF'IED//T'OR OF'FICIAL USE ONLY
Outside the Scope

2.3.2 Special Projects Team (SPT) Subsystem

- The Special Projects Team (SPT) Subsystem allows for the rapid import of new specialized
data sources. These data sources a¡e not made available to ttre general IbW *"rr bui instead a¡e
provided to a small group of users who have a demonstrated "need-to-knoui'. The SpT System
is simila¡ in function to the IDW-S system, with the main difference is a different set of dáta
sources. The SPT System allows it's users to access not only the standard IDW Data Store but
the specialized SPT Data Store.

The table below lists the data and sourcÆs for the spr subsvstem.

\2
UNCLASSItr'IED/ÆOR OFT'ICIAL USE OIYLY



DATTASIm
fiTTGE E_NIAWA@ dLÁÉFIFfG;¡f,üET*

FBI Case
Data

FBIAutomated
Case System
(Acs)

Secret and below

Financial
Center
(FinCeÐ
Data

SBU

Various
Lists of
Data

Various Sources,
e'8''
Transportation
Securþ
Administration
(rsA)

SBU

Various
CTD
Datasets

FBT
Counterterrorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbers fiom
ACS indexed by
phone number,
narnes, addresses,
and case numbers

Secret and below

SPT Data

I]NCLASSIFMD/IF'OR OFF'ICIAL USE OIYLY

13

T]NCLASSIF'M,D/IFOR OFFICIAL USE ONLY

'Outside the



ÀT,T IITFÚRI.ÍÀTTOtr CO¡MAIUED
TiEREII.I IS UüCI,ÀSsIFIED
D¡ITE 0l-0?-2008 EY 6gI?9 DI.ÍH,/E,IÀ¡,CÃL

UNCTASSIFIED // YOP. OFFICTAL USE ONLY
Investigative Data Warehouse Integration System (DW_Ð

System Security Plan
29NOV 04
Version 1.0

FrorRAL B.r*"au oF, f**rrrcarroN
I¡rronvrlTroN Rp s orrncn s D ryrsroN

Dara AND rirrronivrauoN MaNacEMENT sncuoN

rnnry s rrcATrvg Dar¿,' wannnousn rlvrn cnaTroN
SysrnM (ID\ry-Ð

SysrrM SECURTTy pr_,¿.N

DOCUn¡rnNT VERSION L.0

29 NovBMBER 2004

UNcLAsSrgTno / / FoR oFFICIAL UsE oNLY



UNCLASSIFTED // TON OFFTCTAL USE ONLY
Investigative Data Warehouse Integration System CDW-Ð

System Security Plan
29NOV 04
Version 1.0

ÐA[i4ffiF
ñ4trffi tDafi,Á\mm @.ê€slF_GAgIUñ

ACS
Electronic
Case Files
(ECÐ

FBI Automated
Case System
(Acs)

Secret and below

IntelPlus
Filerooms FBI InteIPIus Secret a¡rd below

SAMNet

FBI Secure
Automated
Messaging
Network
(SAMNet)

Secret and below

VGTOF
FBINational
Crime Information
Center INCIC)

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory

@ocl,aQ, FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

Table 3.5.

-15-

UNCLASSTFIED / / TON. OFFICIAL USE ON].Y



UNCLASSIFIED // FOUO

IDW-S V7.0 Døtu Mìgrution Plun

September 30, 2003



UNCLASSIFiED // FOUO

SCOPE V2.0/IDW VI.O Dutu Sets
ACS ECF (CT Case Files):
t ASCtr flat files (metadat? and document text) and WordPerfect (document) binaries
ôt
0 Data is synchronized once a day, which includes processing of adds, deletes, and modifications
fntelplus (CT Filerooms):
0 Scanned TIFF images and OCR'ed ASCtr text documents

0 Data is syncbronized once a weeþ which includes processing of adds, deletes, and modifications
SAMnet:

fonnat (all capitals with specific header)

times a day

VGTOX':
r ASCtr flat files and JPEG ipage binaries (none, one, or multiple per subject)
t

provided in basis
Open Source:
I The Open Source Library is collected from global English or have been tanslated

b2
b'tE

l ASCtr files in standard cable frafñc

0 Scanned TIFF images and OCR'ed ASCtr text (pages)

news sources that are either in

t
I The Open Source Library is updated once a day
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Version: 0.6
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Investigative Data Warehouse (IDW) - Secret
System Security Plan
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fnvestigative Data \ryarehouse ([DWl - Secret

INTRODUCTION
The Federal Bureau of Investigation's (FBr) Investigative Data wa¡ehouse (tDrtr-s) is an
initial data warehousg content management and data mining sysæm that wiil permit FBI
investigative, anal¡ical, administrative and intelligence personnel to access aggregated
data previously only available through individuat applications. The IDW-s sfstem will be
authorized to process classified national securþ data up to, and including, sdcret. The
IDW-S system is the successor of the Secure Counter-Terrorism/Collaboiation Operational
Prototype Environment (SCOPE ).

. Approved case files from the FBI's Automated Case Support (ACS) case
management system;

¡ Electroniè versions of the Joint Intelligence Committee tnvestigation
(JICI) defined archived documenrs;

'ôrr{-eiÄo fha q¡ana
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Data processed by the system will ínclude the following data sets:
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¡ Secure Automated Messaging Network (SAMNeQ message traffic;
o IntelPlus File Rooms; and

o Violent Gang and Tenorist Organization File (VGTOF ,) from the
Criminal Justice Information Systems (CIIS) Division;

o Ðefense Advanced Research Projects Agency (DARPA) Translingual
Information Detection, Extraction and Summarization (TIDES) Olen
Source Data

Outside the Scope

-2-
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Data Sources

IDW-S contains data Êom the following data sources with security ctassification indicated
in brackets:

¡ Automated Case Support (ACS) System, Electonic Case File (ECF)
Subsystem [Secret and below]

. IntelPlus [Secretand below]

' secure Automated Message Network- secret (sAMNet-S) [Secret and' 
belowl

. NCIC violenr Gang and rerrorisr offender File (vGToF) [sensitive But' Unclassifiedl

r Joint Intelligence committee Investigation (rIC! [secret and below]
o DARPA/TIDES Open SourceNews fUnclassified]

Data from each source is held in an identified source Library against which users can direct
the analytical tools.

Data Ingest

IDW-S receives data from sources by FT? over FBINet
and

a

a

Data is received by the Ingest Subsystem

.16-
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Deleted: sAMNcr

Outsj-de the Scope

- Received data is parsed into individual serial records (in the case of ACS
ECF), documents (IntelPlus, JICI, Open Source News), messages
(SAMNet), or fi les (VGTOF).
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3.5. D¡,r¿PRocEssED

IDW-S processes the following data:

3.s.1 ACS ECF
IDW-S contains a subset of the ECF @lectronic Case File) subsystem of the
Automated Case System (ACS). This subset consists of serials in those case
classifications/sub classifications that have been offrcially sanctioned for inclusion
in IDW. For each such serial, the ECF data includes metadata and text. IDW-s is
synchronized against the ECF system once a day, a process which consists of
receiving and increment of
DELETE

3.5.2 IntelPlus

IDW-S currently contains several IntelPlus counter-terrorism (CT) Filerooms:

,22-
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b7E

b2
b7E

The Secure Automated Messaging
traffic received by the FBI

components : D atal metadatz for each

data source consists ofcable

b2
otE

Violent Gang Terrorist Offender File (VGTOF) data is provided by the FBI
National Crime Information Center (NCIC). VGTOF data includei two

23-
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3.5.3 SAMNet
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3.5.s JICI
The Joint Intelligence Committee Investigation (JICI) data collection was created following
the SeP!9mber l1 attacks. Paper counter-terrorism filesifolders from all FBI Field Offices

Þ¿
b7E

3.5.6 Open Source News

The IDW-s vl.0 system contains an open source News library collected by the
DARPA TIDES Program. These are primarily news source fiom around the world
that are either in English or have been translated into English. Ope¡@g@

a day. Open Source
News

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http://www.radiobras.gov.brl
Al-Ahram (EgypC weekly English version) - httpl/weekly.ahram.org.egl
AllAfrica.com - hnp://allafricacom,/
Arabic News - http://www.arabicnews.com/ansub/
Asahi Shimbun - http://www.asahi.com/english/
Asia Times (Hong Kong) - http://www.atimes.com/
Bangkok Post - http://www.bangkokpost.nel
Christian Science Monitor - http://wlrrw.csmonitor.com/
Crescent fntemational - http://www.muslimedia.com/mainpage.htm
Daily Telegraph (London, Engtand) - http://news.telegraph.co.ulc/
Dawn (Karachi, Pakistan) - http://www.dawn.com/
Debka (Israel) - http://www.debka.com
East Africa Daily Nation - www.nationaudio.com.ô.Iews/DailyNation/Today/
Gulf News (UAE) - http://www.gulf-news.com/
Ha'aretz (Israel) - http://www.haaretzdaily.com/

b2
DIT,

llc@+4.Fsdl1-e$-o¡-r-g-r.$¡ç-B-e3.-c-¡-s.s.q.:.þttp//-u:¡ny,if-'--"-.-sld.----._IRIN Integrated Regional Information ñerwórk : t qll*äi"i;.¡r¡îrËìw¡:i;;i7g ¡lv6¡v¡¡sr !¡rur¡¡tquv¡¡ ¡tçaw9rÃ - ltul
Iraq Press News Agency - htþ://www.iraqpress.orgl

Deleted: Itrrrmation
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Open Source News material is
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Islamic Republic News Agency (k¿n) - htþ://www.ima-com/en
Jakarta Post - hüp://www.thejakartapostcom/
Janes - hþ://wwwjanes.com/
fordan Times - htþ://wwwjordantimes.com/
L'osservatore Romano - \¡r ¡'w.vatican.valnews_services/or/or_eng/texthtnl
Lagos (Nigeria) Guardian - htç://www.guardiaînewsngr."or/ -
Lahore (Pakistan) Nation' http://www.nation.com.pk/
Lebanon Ðaily Star @eirut) - htrp://www.dailystar.com.lb/
Malaysian Star - hüp://thestar.com.myl
Manila Bulletin - http://www.mb.com.ph./
Manila Times - htþ://www.manilatimes.net/
Miami Herald - http://www.miami.com/
Moscow Times - http://www.themoscowtimes.com,/
National Post and CP - http://www.canada.com/
New straits Times (Kuala Lumpur) - htÞ://www.emedia.com.mylcurrent_News/1.{sr/
PETRA (Jordanian News Agency) - http://www.petra.govjo
Pakistan Observer (Islamabad) - http://pakobserver.net/
Palestine Chronicle - http;//palestinechronicle.com/
People's Daily (China) - http://english.peopledaily.com.cnl
Philippine Star - http://www.philstar.com/philstar/
Pravda - http//english.pravda.ru/
ProMed - epidemiology mailing tist
Russian Information Agency Novosti - http://en.rian.ru/
Russian fssues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobserver.com/
SABA (The News Agency of Yemen) - http://www.sabanews.gov.ye
Saudi Gazette - htþ//www.saudigazette.com.sa/sgazette/
South African Dispatch - http://www.dispatch.co.zal
Sydney Morning Herald - http://www.smh.com.au
Tehran Times - http://www.tehrantimes.com/
Times of India - http://timesofindia"indiatimes.com./cms.dll
UNHCR uN High Commissioner on Refugees - http://www.unhcr.cl/
Ummah News - htç://www.ummahnews.com/
Uzbekistan Report - http://www.uzreport.com/eng/
Washington Post - htþ://www.washingtonpost.com/
XinHua News Service - http://www.xinhuaneLcom/englistr/
Yemen Times (weekly) - htþ://www.yementimes.com/
Yomiuri Shimbun (Japan) - http://www.yomiuri.cojp/

-25-
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.b2
DIL
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3.5.7 Summary of Data Sources

DAtr4ÑFr
N!ÊtìE DAFCÅ\SeftfRÊfÈ

1BAÑÚEß
ME¡üGE

ACS
FBI Automated Case
lystem (ACS) FTP

IntelPlus iBI Intel Plus FTP

SAMNet
FBI Secure Automated
Messaging Network
.SAMNeÐ

FTP

VGTOF
iBI National Crime
riformation Center INCIC) CD.ROM

JICI

iBI Records Management
)ivision (RMD),
)ocumenC [åboratory
poolab), FBIHQ

Multiple

Open
Source
News

tianslrngual lnlo¡mat¡on
)etectiorl Exbaction and
iummarization (TIDES)
lrogram, Defense Advance<
lesearch Projects .Agency
D-ARPAì

CD.ROM
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3.9.9 IndirectConnections
lD\lt-S counccts to thc fo]lorving sourccs of dats:

ôrrt.ciâa Ëho e¡nna

-D¿

b7E
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l:lÌl lntcf Plus Secrct FBI FTP
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Unctassificd NA

Indirect Connections
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SYSTEM SECTIRITYPLAII

INTRODUCTION

Data processed by the system will include the folLowing data sets: t'\rfci¡la t-ha C-^ñô

. Approved case files from the FBI's Automated case support (Acs) case management
sys'tem;

o Electuonic versions of the Joint Intelligence Committee Investigation (IICÐ defined
a¡chived documents;

o Secure Automated Messaging Network (SAMNeQ message tafüc;o IntelPlus File Rooms; and

-1-
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SAIC€TD-IDW-S 1.0 v0.6

! JICI
I SAMNET
¡ ACSECF
¡ INTEL+
I ODen Source
. [-lr VGTOF

Outside the Scope

b2
DIE],
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fnvestisative Data \ryarehouse (fD'W) - Secret
Svstem Security Plan

The Federal Bureau of Investigation's (FBI) Investigative Data Warehouse (IDW-S) is an initial
data warehouse, content management and data mining system that will permit FBI investigativg
analytical, administrative and intelligence personnel to access aggregated data previously only
available through individual applications. The IDW-S system will be authorized to process
classified national security data up to, and including Secrel The IDW-S system is the successor
of the Secure Counter-Terrorism/Collaboration Environment

. Approved case files from the FBI's Automated Case Support (ACS) case
management system;

. Electronic versions of the Joint Intelligence Committee Investigation (IIC|
defi ned archived documents;

o Secure Automated Messaging Network (SAMNet) message traffic;

UNCLASSIFIED / / FOR OFFICIAL USE ONLY

ôrrt- ci Äo t- ha e¡nno

Data processed by the system will include the folloúing data sets:
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o IntelPlus File Rooms; and

¡ violent Gang and lerrorist organization File (vGToF ) from the criminal
Justice Information Systems (CIIS) Division;

e Defense Advanced Research Projects Agency @ARpA) Translingual
Information Detection, Exûaction and summarization çrnes¡ olen source
Data

Õlrt<ida t-ha c¡^ñê

a
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I)ata Sources

IDW-S contains data from the following data sources with security classification indicated in
brackets:

t5-
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¡ Automated Case Support (ACS) System, Electronic Case File @CF) Subsystem
[Secret and below]

o IntelPlus [Secret and below]

o Secure Automated Message Network - Secret (SAMNet-S) [Secret and below]

¡ NCIC Violent Gang and Terrorist Offender File (VCTOF) [Sensitive But
Unclassifiedl

. Joint Intelligence Committee Investigation (JICI) [Secret and below]' . DARPA/TIDES Open SourceNews fUnclassified]
Data from each source is held in an identified source LibrarJ¡ against which users can direct the
analytical tools.

Data Ingest

¡ Data is received by the Ingest Subsystem

a

- Received data is parsed into individual serial records (in the case of ACS
ECF), documents (IntelPlus, IICI, Open Source News), messages (SAlvlNet),
or files (VGTOF).

16-
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Outside the Scope

IDV/-S receives data f¡om sources by FTP overFBINet
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3.5.2 IntelPlus

IDw-s currently contains several Intelplus counter-terorism (cf) Filerooms:

a

a

a

a

a

a

'Outside the Scope

D-t

.Ðtts

b2
o /11;
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3.5.4 VGTOF

3.5.s JICI
The Joint rntelligence committee Investigation (rICr) data collection was created

ll attacks.

3.5.6 Open Source News

The IDTV-S V1.0 system contains an Open Source News library collected by the DARPA TIDES
Program. These a¡e primarily news source fiom around the world that are either in English or
have been translated into FnElish. Onen Source.News data is received in the form of téxt files
(one per news article)
once a day. Open Source News

Open Source News material is derived from the following sources:

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http://www.radiobras.gov.brl
Al-Ah¡am (Egyp! weekly English version) - http://weekly.ahram.org.egl
AllAfrica.com - http://allafricacom/
Arabic News - htþ://www.arabicnews.com/ansub/
Asahi Shimbun - hüp://www.asahi.com/english/
Asia Times (IIong Kong) - http://www.atimes.com/
Bangkok Post - htþ://wwwbangkoþoslnet/
Christian Science Monitor - htþ://www.csmonitor.com/

23-
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Crescent International - hüp://www.muslimedia.com/mainpage.htm
Daily Telegraph (London, England) - http//news.telegraph.co.uk/
Dawn (Karachi, Pakistan) - hüp://www.dawn.com/
Debka (Israel) - htþ://www.debka.com
East AÊica Daily Nation - www.nationaudio.com.û.IewslDailyNation/Today/
Gulf News (UAE) - http://www.gulf-news.com/
Ha'aretz (Israel) - http//www.haaretzdaily.com./
IFRC Intemational Federation of the Red Cross - hup://www.iftc.orgl
IRIN Integrated Regional Information Network - http://www.irinnews.orgi/
Iraq Press News Agency - http//wu'w.iraqpress.orgl
Islamic Republic News Agency Qran) - http://www.ima.com/en
Jakarta Post - http://www.thejakartaposlcom/
Janes - htç://wwwjanes.com/
Jordan Times - hüp://wwwjordantimes.com/
UOsservatore Romano - www.vatican.valnews services/or/or_engltext.html
Lagos (Nigeria) Guardian - http//www.guardiannewsngr.com./
Lahore (Pakistan) Nation - http://www.nation.com.plc/
Lebanon Daily Star (Beirut) - http://www.dailystar.com.lb/
Malaysian Star - http://thestar.com.my/
Manila Bulletin - htþ://www.mb.com.ph/
Manila Times - http://www.manilatimes.net/
Miami Herald - htþ://www.miami.com/
Moscow Times - hftp://www.themoscowtimes.com/
National Post and CP - htþ://www.canada.com/
New Straits Times (Kuala Lumpur) - htç://www.emedia.com.my/Current_News/l.IST/
PETRA (Jordanian News Agency) - http://www.peha.govjo
Pakistan Observer (slamabad) - http://pakobserver.neV
Palestine Chronicle - htþ://palestinechronicle.com/
People's Daily (China) - http://english.peopledaily.com.cn/
Philippine Star - http//www.philstar.com/phitst¿r/
Pravda - http://english.pravda.nr/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - htç://en.rian.ru/
Russian Issues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobserver.com./
SABA (The News Agency of Yemen) - htp://www.sabanews.gov.ye
Saudi Gazette - http://www.saudigazette.co m,sal sgazettel
South African Dispatch - htþ://www.dispatch.co.zal
Sydney Moming Herald - htp://www.smh.com.au
Tehran Times - http://www.teh¡antimes.com./
Times of India - http://timesofindia.indiatimes.com/òms.dll
UNHCR UN High Commissioner on Refitgees - http://www.unhcr.chl

24-
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Ummah News - htp://www.ummahnews.com/
Uzbekistan Report - htþ://www.uzreport.com/eny
Washington Post - hüp://www.washingtonpost.com/
XnHua News Service - htç://www.xinhuanelcom/englistr/
Yemen Tïmes (weekly) - http://www.yementimes.com/
Yomiuri Shimbun (Japan) - htþ//www.yomiuri.cojp/

3.5.7 Summary of Data Sources
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The Federal Bureau of Investigation's (FBI) Investigative Data Wa¡ehouse Secret System (IDW-
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investigative, analytical, administrative and intelligence personnel tõ access aggregated data
previously only available tfuough indíviduat applications. The IDW-S systerñ ølt Ue authorized
to process classified national security data up to, and including Secrel 'ihe IDW-S system is the
successor to the Secure Collaboration Operational Prototype Environment (SCOPE), ¡"hi"h
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Data processed by the system will include the following data sets:

. Approved case files ûom the FBI's Automated Case Support (ACS) case
management system;

o Electronic versions of theJoint Intelligence committee Investigation (JICr)
defined archived documents;
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¡ Secure Automated Messaging Network (SAIvfNet) message traffic;
o IntelPlus File Rooms; and

¡ violent Gang and Tenorisr organization File (vGToF") from the criminal
Justice Information Systems (CIIS) Division;

. Defense Advanced Resea¡ch projects Agency @ARpA) Translingual
Information Detection, Extraction and Sumrnarization crprs) oien source
Data
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IDW-S processes data from the followins data sources. with the security classification of the
source indicated in brackets:

¡ Automated Case Suoport (ACS) Svstem. Eleckonic Case File fECF) Subsvstem
lSecret and belowl

¡ IntelPlus [Secret and below]

. Secure Automated Messase Network - Secret (SAMNet-S) lsecret ând belowl

. NCIC Violent Gane and Terrorist Oflender File (VGTOF) lSensitive But
Unclassifiedl

¡ Joint Intellieenc€ Commíttee Investisation IJICD [Secret and belowì

¡ DARPA./TIDES Open Source News fUnclassifiedl
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3.5.1 ACSECF
IDW-S contains a subset of the ECF @lectronic Case File) subsystem of the Automated Case
System (ACS). This subset consists ofserialó in those case classifications/sub classifications that
have been officially sanctioned for inclusion in IDW-S. For each such serial. the ECF data

3.5.2 IntelPlus
IÞW-S currently contains several IntelPlus counter-terrorism (CT) Filerooms:
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3.5.3 SAMNet
ïïre Secure Automated Network data source consists ofcable trafüc

received bv the

data,/metadata for each

3.5.5 JrCI
The Joint Intelligence committee Investigation (JIC[) data collection was created

1l attacl$. counter-terrorism files/folders from all FBI Field
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The IDW-S Vl.O system contains an Open Source News library collecred by the DARPA TIÐES
Program. These are primarily news source fiom around the woild that are either in English or
have been translated News data is received in the form of text files
(one per news arti IDW.S
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Open Source News material is derived from the following sources:

Addis Ababa Tribune - htþ://www.addishibune.com./
Agencia Brasilia - httþ://www.radiobras.gov.brl
AI-Ahram (Egypq weekly English version) - htþ://weekly.ahram.o rg.ed
AllAfrica-com - htç://allafrica.corn/
Arabic News - htþ://www.a¡abicnews.com/ansub/
Asahi Shimbun - htþ://www.asahi.conr/english/
Asia Times (Hong Kong) - htþ://www.atimes.com./
Bangkok Post - htþ://www.bangkoþost.net/
Christian Science Monitor - htþ://www.csmonitor.corn/
Crescent International - h@://www.muslimedia.ç66,/¡¡ainFage.htrn
Daily Telegraph (London, England) - htç://news.telegraph.co.ulci
Dawn (Karachi, Pakistan) - htþ ://www.dawn.corn /
Debka (Israel) - htB://www.debka.com
East Africa Daily Nation - www.nationaudio.com,ûr{ews/DailyNati onfrodayl
Gulf News (UAE) - htþ://www.gulf-news.com/
Ha' aretz (srael) - htþ ://www.haaretzdaiLy.com/
IFRC Intemational Federation of the Red Cross - htç://www.ifrc.org/
IRIN Integrated Regional Infomlation Network - http://www.irinnews.org/
Iraq Press News Agency - htþ://www.iraçress.org/
Islamic Republic News Agency (Iran) - htþ:/iwww.ima.com/en
Jakarta Post - htþ://www.thejakartapost.com/
Janes - htþ://wwwjanes. com/
Jordan Times - htþ://wwwjordantimes.com/
L'osservatore Romano - www.vatican.va./news_services/orlor_enffext.html
Lagos (Nigeria) Gua¡dian - htþ://www.guardiannewsngr.corn/
Lahore @akistan) Nation - htþ://www.nation.com.plc/
Lebanon Daily Star @eirut) - htþ://www.dailystar.com.lb/
Malaysian Star - h@://thestar.com.my/
Manila Bulletin - htÞ://www.mb.com.ph/
Manila Times - htþ ://www.manilatimes.net/
Miami Herald - htþ://wwwmiami.com/
Moscow Times - htç://www.themoscowtimes.com/
National Post and CP - htþ://www.canada.conr/
New Straits Times (Kualalumpur) - htþ://www.emedia.com.my/Current_NewsnisT/
PETRA (Jordanian News Agency) - htç:/iwww.petra.govjo
Pakistan Observer QslamabaQ - http://pakobserver.neV
Palestine Chronicle - htþ:/ipalestinecb¡onicle.com/
People's Daily (China) - h@://english.peopledaily.com.cnl
Philippine Star - htþ://www.philstar.com/philstar/
Pravda - htþ I I english.pravda.nr/
ProMed - epidemiology mailing list
Russian Information Agency Novosti - htB://en.rian.ru/
Russian Issues Msc. Russian news) - htþ/iwww.therussianissues.com/
Russian Observer - htþ:i/www.russianobserver.com/



IABA (Ihe News Agency of Yemen) - htþ://www.sabanews.gov.ye
Saudi Gazette - htþ://www.saudigazette.com.sa/sgazette/
South African Dispatch - htþ://www.dispatch.co.zal
Sydney Morning Herald - http://www.smh.com.au
Tebran Times - htþ://www.tehrantimes.comy'
Times of India - htþ://timesofindiaindiatimes.corn/cms.dll
UNHCR tIN High Commissioner on Refugees - htþ://www.unhcr.ch/
Ummah News - htþ://www.ummahnews.com/
Uzbekistan Report - htþ://www.uzreport.co mlengl
S/ashington Post - htþ://www ost.com/
XinHua News Service - htþ:i/www.xinhuanet.corn/englisb/
Yemen Times (weekly) - htþ://www.yementimes.con/
Yomiuri Shimbun (Japan) - htþ://www.yomiuri.co jp/
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L.2.2 Supported Projects

IDV/-S is an FBI enterprise program/system and utilizes data feeds from several FBI (and other
agency) programs.

b2
DIE

System Security Plan
08 January 04

Version 0.9

fitúTtffifir^¡}añfra
@4$lEtg4ffiC[$/
Gef-üP-AantMEnEa

Automated Case
System (ACS) Secret

Intel Plus Secret

Secure Automated
Messaging Network
(SAMNet)

Secret

National Crime
Information Center
(NCrc)

Sensitive But Unclassified
(SBTÐ

Document
Conversion
Laboratory
@oclab)

Secret

-6-

UNCLASSTFIED / / TOR. OFFTCIAI, USE ONLY



UNCLASSIE.I'ED / / FOR OFFICTAT, USE ONLY

Investigative Data Wa¡ehouse (IDW) - Secret
System Security Plan' 08 January04

Version 0.9

tmom'ñanfið
q!4ffiffiüCIñ/
@oimffi[úGwB !@fæ

rransllngual
Information
Detection,
Exftaction and
Summarization
(TIDES) Proeram

Unclassified

Translingual Information Detection, Extaction and
Summarization ([IDES) Program
San Diego State University
SanDiego, CA

'Outside the

-7-

UNCLASSIFIED / / TOR. OFFICIAT, USE ONIY



uNcr,AssrFrED / / soR oEFrcrAI. usE oNLy

fnvestigative l)ata'Warehouse (DlÐ - Secret
.System Security Plan

l6January 04
Version 1.0

System Securify PIan

Investigative D att'Wareh ous e-SE CRET
(ID\M-S)

Àtt II¡FûRI,I¡åTI0N COIITÀII'¡ED
IìEFII¡I 15 TIiJIL¡,ÍãIFIED
DJITE 01-0?-20(JE BT 65I?9 DÌ'IH/BJÂ/CÀL

16 January 2004

Version: 1".0

Federal Bureau of Investigation (FBÐ,
fnformation Resources Division CIRD)

UNCIASSIFIED / / EOR OFFICIAL USE ONLY



T'NCT.ASSIFITD / / son. oFFIcrÀTJ usE

fnvestigative Data

ONÍJY

lVarehouse (ID\ÃD - Secret
System Security PIan

16 ianuary 04
Version 1.0

fnvestisative Data \ryarehouse íID'W) - Secret
Svstem Security PIan

The Federal Bureau of Investigation's @BI) Investigative Dat¿ V/a¡ehouse Secret System (IDTi/-
S) is an initial data warehouse, content management and datamining system that wiil pe*tìt fnl
investigative, analytical, administuative and intelligence personnel tõ aôcess aggregated data
previously only available through individual applications. The IDW-S system wiÙ te authorized
to process classified national security data up to, and including Secret. The IDV/-S system is the
successor to the Secure Collaboration Operational Prototype Environment (SCOPE), which
originally was named the Secure Counter-Terrorism Operational Prototype Environment.

Data processed by the system will include the following data sets: l'lrr't-qi¡ia fha C¡^^^

. Approved case fi.les from the FBI's Automated case support (ACS) case
management system;

o Electronic versions of the Joint Intelligence Cornmittee Investigation (JIC[)
defi ned a¡chived documents:
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o Secure Automated Messaging Network (SAMNet) message trafñc;

o IntelPlus File Rooms; and

r violent Gang and rerrorist organization File (vGToF) ûom the criminal
Justice Information Systems (CnS) Division;

o Defense Advanced Research Projects Agency (DARPA) Translingual
Information Detection, Exhaction and summa¡i zatton(TIDES) open source
Data

'Outside the Scope
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3.5. Dtr¿.PnocEssEI)
IDW-S processes data from the foltowing data sources, with the security classification of the
source indicated in brackets:

o Automated case support (Acs) system, Electonic case File (ECÐ subsystem
[Secret and below]

o IntelPlus [Secret and below]

o secure Automated Message Network - secret (SAMNet-s) [secret and below]
. NCIC violent Gang and rerrorist offender File (vGToF) [sensitive But

Unclassifiedl

e Joint Intelligence committee Investigation (JIct) [secret and below]
. DAI{Pr'!/TIDES Open Source News [Unclassified]
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3.5.1 ACS ECF'

IDW-S contains a subset of the ECF @lectronic Case File) subsystem of the Automated Case
System (ACS). This subset consists of serials in those case classifications/sub classifications that
have been officially sanctioned for inclusion in IDV/-S. For each such serial. the ECF data

DELETE

3.5.2 IntelPlus

IDW-S currently contains several IntelPlus counter-terrorism (CT) Filerooms:
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3.5.6 Open Source News

The IDW-S V1.0 system contains an Open Sou¡ce News library collected by.the DARPA TIDES
Program. These are primarily news source from around the world that a¡e either in English or
have been translated into News data is received in the form of text fi.les
(one pernews arti Source News data into IDW-S
once a day. Open Sour¡e-
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fnvestisative I)ata Warehouse (II)W) - Secret
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INTRODUCTION
The FederalBureau of Investigation's (FB! Investigative Data Warehouse Secret System (IDW-
S) is an initial data v/arehousg content management and data mining system ttrat wiil p..mìt FBI
investigative, analytical, adminisEative and intelligence personnel to access aggregated data
previously only available through individual applications. me ÎpW-S system wif be authorized
to process classified national security data up to, and including, Secret. The IDW-S system is the
successor to the secure collaboration operational Protogpe Environment (SCopE), which
originally was named the Secure Counter-Terrorism Operational PrototSpe Environment.

Data processed by the system will include the following data sets:

. Approved case files from the FBI's Automated Case Support (ACS) case
management system;

o Electronic versions of the Joint Intelligence Com¡nittee Investigation (IIC!
defi ned archived documents;

Outside the Scope
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r Secure Automated Messaging Network (SAMNeQ message taffic;
¡ IntelPlus File Rooms; and

r Violent Gang and Tenorist Organization File CVGTOF') from the Criminal
Justice Information Systems (CIIS) Division;

. Defense Advanced Research Projects Agency @ARPA) Translingual

c'lìrl-<ì 
^ê 

t. ho c¡nha

Information Detection, Extaction and Summarization (IIDES) Open Source
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þata Sources t__---.-----.------

IDW-S contains data from the following data sources with security classification indicated in

.15-
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r Automated Case Support (ACS) System, Electronic Case File @CF) Subsystem
[Secret and below]

r IntelPlus [Secret and below]

o Secure Automated Message Network - Secret (SAMNet-S) [Secret and below]

o NCIC Violent Gang and Tenorist Offender File (VGTOF) [Sensitive But
Unclassifiedl

¡ Joint Intelligence Committee Investigation (IIC! [Secret and below]

. DARPA./TIDES Open SourceNews [Unclassified]
Data from each source is held in an identified source Library against which users cân direct the
analytical tools.

þata Ingest l.

IDW-S receives data from sources by FT? over FBINet
VGTOF Source News

- Received data is parsed into individual serial records (in the case of ACS
ECF), documents (IntelPlus, JICI Open Source News), messages (SAMNet),
or files (VGTOF).

UNCLASSIFIED / / FOR OFFTCIA], USE ONLY
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IDV/-S processes the following data:

3.s.1 ACS ECF

IDW-S contains a subset of the ECF @lectronic Case File) subsystem of the Automated Case
System (ACS). This subset consists ofserials in those case classificationVsub clasgifications that

_2t-
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have been ofücially sanctioned for inclusion in IDW-S. For each such serial, the ECF data
includes metadata and text. IDW-S is synchronized against the ECF system once a da5 a process
which consists of and day's increment ofADD, MOD, and

3.5.2 IntelPlus

IDW-S currently contains several IntelPlus counter-terorism (CT) Filerooms:

a

a

a

a

a

a

3.5.3 SAMNet

The Secure Automated data source consists of cable traffic
received bv the

and SAMNet data is in IDtil-S tfuee

UNCTASSTFIED / /
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3.5.4 VGTOF
Violent Gang Terrorist Offender File (VGTOÐ data is provided by the FBI National Crime
Information Center (NCIC). VGTOF data includes two components:
named individuaUoffender JPEG ¡I

The Joint Intelligence Committee Investigation (JICI) data collection was created foltowing the
I I attacks. counter-terrorism fileVfolders from all FBI Field

3.5.6 Open Source News

The IDW-S Vl.O system contains an Open Source News library collected by the DARPA TIDES
Program. These are primarily news source from around the world that are either in English or
have been translated into Source News data is received in the form of text files
(one per news a¡ticle)
once a day. Open Source

þpen Source News material is de¡ived from the following sources:

Addis Ababa Tribune - http://www.addistribune.com/
Agencia Brasilia - http://www.radiobras.gov.brl
Al-Ahram (Egypg weekly English version) - http://weekly.ahram.org.egl
Al lAfr ica. com - http ; / | allafrica-coml
Arabic News - http://www.arabicnews.com/ansub/
Asahi Shimbun - http://www.asahi.com/englislr/
Asia Times (Ilong Kong) - http://www.atimes.com/
Bangkok Post - htþ://www.bangkokpost.neV
Christian Science Monitor - hüp://www.csmonitor.com/

23-
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Crescent Intemationat - htÞ://www.muslimedia.com/mainpage.htm
Daily Telegraph (London, England) - hrÞ://news.telegraph.co.uk/
Dawn (Karachi, Pakistan) - htþ//www.dawn.co¡n/
Debka (Israel) - htþ://www.debka.com
East Afr ica Daily Nation - www.nationaudio.com./l.Iews/DailyNation/Today/
Gulf News (UAE) - http://www.gulf-news.com/
Ha'aretz (Israel) - http://www.haaretzdaily.com/
IFRC International Federation oftheRed Cross - htþ://www.ifro.orgl
IRIN Integrated Regionat Information Network - hüp://www.irinnews.org/
Iraq Press News Agency - http://www.iraqpress.orgl
Islamic Republic News Agency (Iran) - htÞ://www.ima.com/en
Jakarta Post - htç://www.thejakartaposlcom/
Janes - htþ://www j anes.com/
Jordan Times - http://wwwjordantimes.com/
L'osservatore Romano - www.vatican.valnews_serv icesl or/ or _engl text.html
Lagos (Nigeria) Guardian - htþ//www.guardiaînewsngr.com/
Lahore @akistan) Nation - http://www.nation.com.pk/
Lebanon Daily Star (Beirut) - http//www.dailystar.com.lb/
Malaysian Star - htþ://thestar.com.myl
Manila Bulletin - http://www.mb.com.pV
Manila Times - http://www.manilatimes.net/
Miami He¡ald - http://www.miami.com/
Moscow Times - hüp://www.themoscowtimes.com/
National Post and CP - http://www.canada-com/
New straits Times (Kuala Lumpur) - htþ://www.emedia.com.mylcunent_NewsalST/
PETRA (Jordanian News Agency) - http://www.pefra.govjo
Pakistan Observer (slamabad) - http://pakobseryer.nel
Palestine Chronicle - http://palestinechronicle.com/
People's Daily (China) - htþ://english.peopledaily.com.cnl
Philippine Star - htþ://www.philstar.com/philstar/
Pravda - http://english.pravda.n¡/
ProMed - epidemiology mailing list
Russian Information Agency Novost¡ - http://en.rian.n¡/
Russian Issues (Misc. Russian news) - http://www.therussianissues.com/
Russian Observer - http://www.russianobserver.com/
SABA (The News Agency of Yemen) - http://www.sabanews.gov.ye
Saudi Gazette - http://www.saudigazette.co m,sal sgazntte/
South African Dispatch - http://www.dispatch.co.zal
Sydney Moming Herald - htþ//www.smh.com.au
Tehran Times - http:llwww.tehrantimes.com/
Times of India - http://timesofindiaindiatimes.com,/cms.dll
UNHCRUN High Commissioner on Refugees - http://www.unhcr.cll

2+

UNCT,ÀSSIFIED / / FOR OFFICIA¡ USE ONLY



UNCLASSIFIED / / FOR OFFICIA], USE ONLY

Investigative Data Warehouse (DlÐ - Secret
System Security Plan

!l December2003
Version 0.8

rJxs4ÊtrT
tr1îñftr DJÉg¡Á\mûftCfd

'(Ulü\ìÉm
ÑEilAE

ACS
FBI Automated Case
System (ACS) FTP

InælPlus FBI Intel Plus FTP

SAMNet

FBI Secu¡e
Automated
Messaging Neturork
(SAMNet)

FTP

VGTOF
l!Þ! Naüonat unme
Information Center
tNclc)

CD.ROM

JICI

FBI Records
Management
Division (RMD),
Document
Laboratory
@octab), FBIHQ

Multiple

.25-

I]NCLASSIFIED / / FOR OFFICIÃI USE ONLY



UNCLASSIFIED / / FOR OFFICIÀT USE ONTY

Investigative Data Warehouse (IDW) - Secret
System Security Plan

!å ,December 2003
Version 0.8

b2
b7E

ôr1l-qì.|ê fho Ç¡¡no

Detect¡on,
Exf¡action and
Summa¡ization

CflDES) Proeram,
Defensc Advanced
Reseaæh Projects

-26-

UNCLASSTFIED // FOR OFFICIAI USE ONLY



UNCLASSIFTED / / FOR OFFICIAT'USE ONI,Y

Investigative Data Warehouse (IDW) - Secret
System SecurþPlan

19 December 2003
Version 0-8'-

3.9.9 IndirectConnections
IDW-S connecb to the following sourc€s of data:

40-
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1 Introduction
The Federal Bureau of Investigation (FBI) Integrated Data Warehouse (ID\Ð is a data
warehouse, content management, ¿¡d d¿þ mining system that will permit FBI investigative,
analytical, administative, and intelligence personnel to access aggregated data previously
available only through individual applications. The IDV/-S system witl be authoùed to process
classified national security data up to, and including, the Secret level.

Outside the
. Approved case files from the FBI's Automated Case Support (ACS) case

management system;

o Electronic versions of the Joint Intelligence Committee Investigation (JICI)
defined a¡chived documents;

o Secure Automated Messaging Network (SAMNeQ message trafñc;

o IntelPlus File Rooms;

o Violent Gang and Terrorist Organization File (VGTOF) from the Criminal
Justice I¡formation Systems (CJIS) Division; and

o Open Source Data

Note: Hardcopy versiors of th's document must be verificd for co¡rcct version numbcr with the ID\[¡ O&M Document Control Libr¿ry.

MM NG-OM-OO4.11ATO
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1.4.1.1Data Sources
The FBI maintains large databases

'Outside the Scope

are recorded in both standard and

h?

b7E

ique formats.

Data processed by the system includes the following sources:

. Approved case files ûom the FBI's Automated Case Support (ACS) management system;
o Electuonic versions of the Joint Intelligence Conunittee Investigation (nC! defined

archived documents;
o Secure Automated Messaging Network (SAMNet) message taffic;
o IntelPlus (INTEL+) File Rooms;

Note: Hardcopv versions orthis do*'*, '*,åiffirË:öiffiääî"äiä*. -e IDW cM Document control Library.
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Violent Gang and Terrorist Organization File (VGTOF) from the Criminal Justice
Information Systems (CnS) Division;
Defense Advanced Research Projects Agency (DARPA) Translingual lnfonnation
Detectior¡ Extaction and Surnmarization (TIDES) Open Source Data.
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ACS
Electsonic
Case Files
(ECÐ

FBI Automated
Casebystem Secret a¡d below

IntelPlus
Filerooms FBI IntelPlus Secret and below

SAMNet

f¡il ¡iecure
Automated
Messaging
Network
lSAMNetì

Secret and bclow

VGTOF
FBI National
Crime Information
Cmler ÍNCICì

SBU

JICI

FBI Records
Management
Division (RMD),
Document
Labomtory
@ockb), FBIHQ

Secret and below

Open
Souroe
News

M¡TA4 Unclæsified

Operational
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The data flow begins at the external data sources. These sources include
databases ACS, SAMNET and several others.
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Telephone
Data
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names, addresses,
and case numbers
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ACS
Electronic
Case Files
(ECF)

FBI Automated
Case System
(Acs)

Secret and below

IntelPlus
Filerooms

FBI INTEIPIUS Secret and below

SAMNet

FBI Secure
Automated
Messaging
Network
lSAMNet)

Secret and below

VGTOF
FBINational
Crime Information
center (NCIC)

SBU

JICI

FBI Records
Management
Division ßMD),
Document
Laboratory
(Doclab), FBIHQ

Secret and below

Open
Source
News

MiTAP Unclassified

Operational Su
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2.3.2 Special Projects Team (SPT) Subsystem

The Special Projects Team (SPÐ Subsystem allows for the rapid import of new specialized
data sources. These data sources are not made available to the general ID'W users but instead are
provided to a small group of users who have a demonstuated "need-to-knof'. The SPT System
is similar in function to the IDW-S system. With the main difference is a different set of data
sources. The SPT System allows it's users to access not only the standard ID'W Data Store but
the specialized SPT Data Store.

The table below lists the data and sources for the SPT Subsystem.
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FBI Case
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FBI Automated
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Financial
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Various
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Transportation
Security
Administration
(rsA)

SBU
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CTD
Datasets

FBi
Counterterrorism
Division (CTD)

Secret and below

Telephone
Data

Database of
telephone
numbers from
ACS indexed by
phone number,
names, addresses,
and case numbers

Secret and below
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