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FBI IDW Plan |DW-NG-PM-001 .01.00

Data Type Media Frequency

lntel Plus FTP Weekly

Jlcl N/A One-time

SAMNet FÏP 3X Daily

Open Source CD Daily

VGTOF CD Weekly

Table 5-l IDW Data l-ngest Type, Media and Frequency
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ITOD Section Chiefs/Unit Chiefs:

Within the next 30 days, an Operational Readiness Review (ORRI will take place forthe
INVESTIGATIVE DATA WAREHOUSE (lDW) Projec't. Atth been
determined. IDW documention has been placed on the S drive undel fol v2
your review. As soon as possible, please make an effort to review the IDW documents that refer to your area of Ðt|,

lf you are unfamiliar with lDW, please see the description of IDW below.

Description of IDW:

Investigative Data Wa¡ehouse ûDW) - IDW is developed by Office of the Chief Technology Officer. IDW
enables users to perform very flexible searches simultaneousþ across multþle databases such as ACS (ECF),
Intelligence Community cable messages, and selected major counterterrorism IntelPlus file rooms. IJsers are
primarily from the Counter-Terrorism Division and Field Intelligence Groups. Through the IDW Special Projects
page, created with the cooperation of the Counterterrorism Division (CTD), users can search additional sourcÆs,

including all CIA Intelligence Information Reports (IIR) sent to the FBI
watch lists, and several databases provided by other federal agencies (e.g

Thank You!!!
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b6
b7c

.DZ

uNcLAsslF|ED



ITOD Transition Management Unit Month of: SeÊmber'06'
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SSI CuSomer Relationship Services program

nAS Data Access Seryices program

flS e-Covernment Serv¡ces program

¡gg Information Sharing Serv¡ces program

@$l Newofi and Communication Serviccs program

EEßE System Enhancement and Software Support Services program

I Vulnerabilíty Management Services program

ITLM lT Lirerxing and Maíntenance program

* Technotogy Revitalizat¡on Services program

¡ç¡¡¡ lnfrasturcture Consolidation and Management program

ACR Applicatio¡æ Consolilation and Retirement program

I Management, Aclminisùation and Conhol program

Page I



Total Develonment Costs lincludine hardware)

(To be provided by the Project Manager at a later date)

operations and Maintenance costs *.{-|per year.

Complexity L Low M Medium H Hígh

L No interface with other svstems

H Subseouent iterations (IDW-S vl.l and V2) \ryill integrate or provide access to

[-dat¿ provided from FINCEN systeL b2
b7E

Due to tbe usage of IDW and the s4pøt of the Counte¡terrorisrn Divisiq Crimin¡l Investigdive Division md JTITF, system
criticality is deemed hiþ
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UNCLASSIFIED ll For Official Use Only

Federal Bureau of Investigat¡on
lnvestigative Data Warehouse (lDW) Program
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¡DW O&M Status Update
UNCLASSIFIED // FOUO

IDIV Stutus Update
(21 September 2005)
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Documents in tDW
. 434,638,628 "unique" documents (up from 434,S4g,73g). 697,728,261 available documents (up from 697,6iS,9S2 )

IDW DOCUMENTS

Other Program llpdafes; tDW Súaúisúics
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*** J/AW ENFORCEMENT SENSITIVE _ DO NOT DISTRIBUTE OUTSIDE OF I¡BJ **X

IDW-S V1.2 Data Collections as of Augusl27,2005

Change Notes:

(i) rn"l-lReports Collection was released on the IDW-S v1.2
Core and taken off the IDW-S SPT Subsystem on August 27,2005.

1. Automated Case Svstem (ACS) Electronic Case File (ECFI - This data set
contaíns copies of the ECs, FD-302s, Facsimiles, FD-542s, lnsefts, ïranscriptions,
Teletypes, Letter Head Memorandums (LHM), Memorandums and other FBI
documents contained within ACS/ECF for all but the FBI case

The files are updated daily.

2. CIA lntelligence Information Reports lllR-ClA): Electronic copies of all CIA non-
TS/non-SCl Intelligence Information Reports (llRs) and Technical Disseminations
(TDs) from 1978 to MAY 2004. These files are not updated.

3. IntelPlusFF¡teroom - This data set contaíns copies of iZ
scanned pages and their corresponding OCR text files related to an FBI

I linvesrisationoffiupu"tuo il;
penoorcaily.

copres pages a
I Fileroom _- This data set contains

corresponding OCR text files related to mult
FBlfield office data ino the terrorist activities involvi

Updated

b2
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5. IntelPlusl-'lF¡leroom - This data set contairyplesg¡[-scanned pages
and their corresponding OCR text files related to thl lnvestigation.
Updated periodícally.

7. Intelplusf-lF¡leroom - This data set c
pages and their corresponding OCR text fíles related t
and provided to the FBl. Updated períodically.

8. lntelPlud-lF¡leroom - This data set contains copies of scanned
pages and their corresponding OCR text files refated to acts of domestic terrorism,
such as the April 19, 1995 Oklahoma City Bombing (Okbom). Updated periodícally.

*(** LAW ENFORCEIVTBNT SENSITTVE - DO NOT DISTRIBUTE OUTSIDE OF ItsJ T++
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IntelPfuffi¡leroom -This data set contains

*** [,AW ENFORCEMENT SENSITIVE _ DO NOT DTSTRIBUTE OUTSIDE OF IIBJ ***
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t l. tnt"lptr filetoot - This data set contains copies
text files related to an FBI

Updated periodically.

rileroom - This data set containgggpigs of scanned pages
OCR text files related to an FBll linvestigation of the

-lfhe 
data, once received EÏIÍõãupdated

b2
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and their

- This data set
pages OCR text files related to

all 56 FBI field divisions and other agencies.

14.Joint Intelliqence Commíttee Investiqation (JlCl) - Scanned copies and their
corresponding OCR text files of all FBldocuments related to extremist lslamic
terrorism between 1993 and 2002. These files are not updated.

15.Open Source News - Various foreign news sources that have been translated into
English, as wellas a few large U.S. publications, such as the Washington Post.
These files are updated daily.

16. Secure Automated Messaoinq Network (SAMNet) - SAMNet consists of
messaging traffic that is sent between different U.S. Government agencies through
the Automated Digital Information Network (AutoDlN), incfuding Intelligence
Information Reports (llRs) and Technical Disseminatíons (TD)from the FBl,
Central Intelligence Agency (ClA), Defense lntelligence Agency (DlA), and others
from November of 2002 to present. IDW receíves copies of these classified
messages up to SECRET with no SGI caveats. These files are updated daily.

18. Violent Ganq and Terrorist Organization Fíle ryGTOÐ - Lists of individuals and
organizations associated with víolent gangs and terrorism, provided by the FBI
National Crime Information Center (NCIC). This file is updated monthly.

*** LAW ENFORCEMENT SENSITIVE - DO NOT DTSTRIBUTE OUTSTDE OF FBI {,+*
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10.lntelPlusf-ll-lF¡þroom - This data set contains

Updated períodically.
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Concept of Operation - Data

CORE library documents
-42.SMunstructureddocumentsinlTcollections

- ACS ECF: UPdated dailY

- lntelPlus (11'Filerooms¡i UpOateO when provided

- SAMNet: UPdated dailY

VGTOF: UPdated monthlY

Sources

'¡Bl.l I

. F¡nancial Crimes Enforcement Center (FinOen)

ouEside the scope. SPT documents

September 12,2005
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Planned Major Changes to Services

. Data Ingest
Add new sources of data as

ñr'Fêidê Èha î^^ña
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Delivered SPT capabilities
outside the Sccpe

shed a new telephone-type data source - 2l1gl2}01

September 12,2005



Program
outside che Scope

ry9l[ i-s also ongoing to develop and populate an Access database to support theproperry management ancl configuration management aspects of lDW.

September 12,2005 49



Performance Measurement &
Monitoring (PMM) Manual

Baseline Version 1.0

IDIW Operation and Maintenance
N65 23 6-98-A-7092 (DO 6046)

PMM NG-OM-OO9.BL1

Federal Bureau of Investigation
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Data Management Section
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Performance Measurement &
Monitoring (PMM) Manual

Baseline Version 1.0

IDW Operation and Maintenance
N6523 6-98-A-7 092 (DO 6046)

PMM NG-OM-OOg.BLI

2 IDW Overview
IDW is composed of three distinct sections, ingest, user query and control

,ñrrf c i Àa t- ha Çe nna

2.1 lngesf
The ingest function accepts information from extemal sources, validates the data, and

formats the data for data storage.

2.1.1 External Sources
ID\il receives data from.

o The Automated Case System (ACS) is composed of several applications. These

applications are Investigative Case Management (ICM), Electronic Case File (ECF)
and the Universal Index (UNI). IDW uses a subset of the Electronic Case File (ECF

).
. 

Jnlclplu¡.lCl.Els{ooms) 
formerlv called th,ll

. TercTéãutffi Messaging Network (SAMNET) cable traffic messages received
by the FBI

r Violent Gang Terrorist Offender File (VGTOF) from Criminal Justice Information
Systems (CJIS) Division

o Joint Intelligence Committee Inquiry (JICI) - Paper counter-terrorism files
o The Open Source Library is collected from global news sources that are either in

English or have been translated into English
data received from the

Various paper documents including
o handwritten notes
o official FBI conespondence
o intelligenceanalysis
o other tenorism related information

2.1.2 Data Validation
IDW has been certified to handle data at a Secret level. Any data classified higher than
Secret cannot exist in tDW. The data validation process verifies that all data to be stored in

Note: Hardcopy versions of this document must be ve¡ified for coræct venion number with the IDW O&M Documert Control Library.

PMM NG-OM.OO9.BII
FOR OFFICIAL USE ONLY
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Performance Measurement & IDW Operation and Maintenance
N6s2 36-98-A-7 092 (DO 6046)

PMM NG-OM-OO9.BL1

Monitoring (PMM) Manual

Baseline Version 1.0

IDW meets this securiry guideline. Data that is questionable is removed from the system,

and is reviewed. After the reviewer certifies that the data is appropriate for IDW it is
placed into the IDW databases.

Outside the Scope

Note: Hardcopy venions of thís clocument must be verified for correct version number with the IDW O&M Document ConÍolLibruy.

PMM NG-OM.OO9.BL1
FOR OFFICIAL USE ONLY

Page2



Investigative Data Warehouse (IDW) Training
Federal Bureau of Investigation

Washington, D.C.
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l.|-lData sourc.=

b. Data Sources: IDW draws its information from the following data sources:

ACS: Automated Case Support. (CT Case Files) A¡chived lnvestigative dating
back through calendar year 1995. Updates pushed (FTP) to IDW once per day.

Intel Plus: Updates pushed (FTP) to IDW as needed (usually once per day).
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JICI: Archived data frorn the Joint Intelligence Committee Investigation (JICI)

regarding 9/1 l. (Static file system)

ORCON: Parsed data from SAMNet and ACS data collections at this caveat.

Pushed to IDW once per daY.

SAMNet: SECRET and below cable traffic to/from FBI Headquarters. Pulled (FTP)

from SAMNet server (IDW chronological job runs every l0 minutes; SAMNet posts

new data 3 times per day).

TFRG: Terrorist Financial records. Updates pushed (FTP) to IDW once per day.

VGTOF': Violent Gang & Terrorist Offense File. Updated data file is provided in

entirety by CD on a weeklY basis.

Open Source Research (OSINT): Current from the MiTAP server.

c. Ijandline caveats can apply (here are some examples) -

LES - Law Enforcement Sensitive
COMINT - Communications Intelligence

b2
o /L

b2
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S i gnificant intemational terrorism incidents
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rDW Data Sources (cont)
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rDW Open Source Data Sources
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FBI IDW Program Management Plan IDW-NG-PM-001 .01.00

Data ingest functions will be the most frequently performed data administration tasks. As this
function is primarily tasked to another subcontractor, O&M personnel are not deeply
knowledgeable of the specific administrative tasks. The table below indicates the sóurce and
frequency of periodic data ingest operations that are performed; other operations may be needed
on an ad hoc basis.

Data Type Media Frequency

ACS FTP Daily

IINCLÀssrFrED / / sOF. OFFTCIA¡ USE ONIJT
NST|]ROP ORAilVM/AN
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Data Type Media Frequency

Intel Plus FTP Weekly

Jtcl N/A One{ime

SAMNet FTP 3X Daily

Open Source CD Daily

VGTOF CD Weekly

Table 5-l IDW Data Ingest Type, Media and Frequency
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