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Investigative Data Warehouse (IDW) Documentation
26 Aug 2005

Analysis of Requirements for Holding NATO Classified
Chiliad - Analyst Update Course

Computer Security Incident Response Plan

Configuration Management Plan

Data Administration Manual

Data Ingest Subsystem - Component Design Specifications
Data Ingest Subsystem - High Level Design Specifications
Data Ingest Subsystem - Record Tracking

Data Ingest Subsystem - Unstructured Data Processing

. Data Management Manual

. IDW - MiTap ICD

. IDW - SAMNet ICD vl

. IDW - Virtual Case File ICD

. IDW 1.1 Users Guide

. IDW Operations and Maintenance Support Plan

. IDW Security Operations Manual

. IDW-I Build Out Test Report - Phase 1

. IDW-I System Security Plan —I

. IDW-S - SAMNet ICD
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. Maintenance Manual

. Materials Request Policy

. Performance Monitoring and Measurements
. Privileged Users Guide

. Project Management Plan

. RetrievalWare - Analyst Update Course

. System Administrators Guide

. System Administrators Manual

. Test and Evaluation Test Analysis Report

. Training Evaluation Plan

. Training Management Plan

. User Support Manual

. Users Reference Guide

. Violent Gang and Terrorist Organization File (VGTOF) ICD
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FBI IDW Program Management Plan IDW-NG-PM-001.01.00
Data Type Media Frequéncy
intel Plus FTP Weekly
JICI N/A One-time
SAMNet FTP 3X Daily
Open Source | CD Daily
VGTOF CD Weekly

Table 5-1 IDW Data Ingest Type, Media and Frequency
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| I TOD) (FBI)

From: kiToD) (FBI)
Sent: Thursday, September 21, 2006 5:37 PM
To: _ROSE, FREIDA T. (ITOD) (FBI); JOLMA, LAWRENCE N. (ITOD)(FBI)::I b
L___i.fé_gf]'(::TOD)(FBl) PATON, THOMAS M. (ITOD)(FBI); FERGUSON, RICHARD A. (lTODb7C
(FBI); GOLDSWORTHY, ABRAM C. (ITOD)(FBI); WHITE, JERRY T. (WE) (FBI);
SCHWARTZ, RONALD (ITOD)(FBI); (ITOD) (FBI); SPENCER,
JAMES A. (ITOD)(FBI); ROBERTS, THOMAS J_(ITOD)(FBI); MCCANN, OWEN (ITOD
- SHORT, EILEEN F. (ITOD) (FBI); PRICE | ﬁlarom (FBH]
I'_LiEminl’(lToo) (FBI); SCAVONGELLI, GAIL (ITOD) (FBI); SANCHEZ, JENNIFERR. __ 1,6
ITOD)(FBI): SINGER, NAOMI E. (ITOD)(FBI); MORGAN, LEO T. Ill (ITOD)(FBI)] b7C
[ laTOD) (FBI): SMITH, LESLIE J. (ITOD)(FBI): SHORT, JAMES E. JR (ITOD)

(FBI (ITOD) (FBI); BROOKS, JULIUS J. (ITOD) (FB1); MORIN, PAUL
A. (ITOD)(FB!); REINER, STEVEN E (ITOD) (FBI) [NE) (FBI);
STEFANSSON, KAREN M. (ITOD)(FBY) [(ITOD)(FBI); SNELLINGS,
RICHARD (ITOD) (FBI)

Cc: (ITOD) (FBI); GRAY, SHAWN E. (ITOD) (FBi)] ]

Subject: INVESTIGATIVE DATA WAREHOUSE (IDW)

UNCLASSIFIED ALL INFORMATION COMTAINED
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ITOD Section Chiefs/Unit Chiefs:

Within the next 30 days, an Operational Readiness Review (ORR) will take place for the

INVESTIGATIVE DATA WAREHOUSE (IDW) Project. At this particular time, the date of the ORR has not been

determined. IDW documention has been placed on the S drive undel or 1o

your rewew As soon as possuble please make an effort to revrew the IDW documents that refer to your area of b7E
| ha i e Mana i€

If you are unfamiliar with iDW, please see the description of IDW below.

Description of IDW:
Investigative Data Warehouse (IDW) — IDW is developed by Office of the Chief Technology Officer. IDW

enables users to perform very flexible searches simultaneously across multiple databases such as ACS (ECF),
Intelligence Community cable messages, and selected major counterterrorism IntelPlus file rooms. Users are
primarily from the Counter-Terrorism Division and Field Intelligence Groups. Through the IDW Special Projects
page, created with the cooperation of the Counterterrorism Division (CTD), users can search additional sources,

including all CIA Intelligence Information Reports (ITR) sent to the FBI from 1978 to present, selected terrorism
watch lists, and several databases provided by other federal agencies (e.g. I | b2

Thank You!!!

b6
b7C
“TTOD Transimion Man Unit (TMU) b2
Room 9483, (202) 32
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ITOD Transition Management Unit Month of: September '06’

Executive Dashbhoard
—

@ Onoplan : 7 issues wiplan

T improving ¢ Steady [JJ Deteriorating Transition Projects Scorecard @ Atrisk @ No status

Overall Risks@) pigh @) Low
*Criticality ~ defined by customer
High @ Medium @ Low
**Complexity — Choose one
H-High M —Medium L - Low

N

ITOD ORR -
Program Project Name/ LCMD pgte  Transitiol
Component Gate Est. Period
| ! b2
" ' bTE
| 5. DW soe | oo |glelLlH| {@ (o el ® .T.I@)[.l P
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Customer Relationship Services Program - Vulnerability Management Services Program
DAS Data Access Services Program ITLM [T Licensing and Maintenance Program
4e); E-Government Services Program n Technology Revitalization Services Program
1SS Information Sharing Services Program ICAM Infrastructure Consolidation and Management Program
Network and Communication Services Program ACR Applications Consolidation and Retirement Program

HI=5F System Enhancement and Software Support Services Program -Management, Administration and Control Program

Page 1




Total Development Costs (including hardware)

(To be provided by the Project Manager at a later date)

Operations and Maintenance costs arel:_—:]per year.

Complexity L Low M Medium H High

No interface with other systems

-data provided from FINCEN system|

Subsequent i;irations (IDW-§ v1.1 and V2) will integrate or provide access td I

criticar . Low ' Moderate . Hi{h

Due to the usage of IDW and the support of the Counterterrorism Division, Criminal Investigative Division and JTTTF, system
criticality is deemed high.

Page 22

b2
b7E
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Federal Bureau of Investigation
Investigative Data Warehouse (IDW) Program

IDW Status Update
(21 September 2005)

Prepared for
(FBI IDW PM) | -

(SPAWAR)| ™"

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
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IDW O&M Status Update 1
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Other Program Updates: IDW Statistics

- Documents in IDW
+ 434,638,628 “unique” documents (up from 434,548,739)
+ 697,728,261 available documents (up from 697,615,952 )

IDW DOCUMENTS

700,000,000 rrarrme
650,000,000 4
600,000,000 3
550,000,000 -ie#
PN
500,000,000 EEii¥
450,000,000 £
400,000,000

350,000,000 F=k¥ETE

bl\'\

]—TOTAL UNIQUE Documents —— TOTAL Available Unique + Non-Unique

IDW O&M Status Update 2
UNCLASSIFIED // FOUO




#=#% AW ENFORCEMENT SENSITIVE - DO NOT DISTRIBUTE OUTSIDE OF FBJ *¥*

IDW-S V1.2 Data Collections as of August 27, 2005

Change Notes: ,
(i)  Thel |[Reports Collection was released on the IDW-S V1.2 b2
Core and taken off the IDW-S SPT Subsystem on August 27, 2005. b7E

1. Automated Case System (ACS) Electronic Case File (ECF) — This data set
contains copies of the ECs, FD-302s, Facsimiles, FD-542s, Inserts, Transcriptions,
Teletypes, Letter Head Memorandums (LHM), Memorandums and other FBI
documents contained within ACS/ECF for all but the following FBI case
classification violationsy

b2

| The files are updated daily.

2. CIA Intelligence Information Reports (IIR-ClA): Electronic copies of all CIA non-
TS/non-SCl Intelligence Information Reports (lIRs) and Technical Disseminations
(TDs) from 1978 to MAY 2004. These files are not updated.

3. IntelPlus| [Fileroom — This data set contains copies of o2
scanned pages and their corresponding OCR text files related to an FBI BIC
~ linvestigation o |Updated b7E

b2

periodicary.

4. IntelPlu | Fileroom — This data set contains

copies of scanned pages and their corresponding OCR text files related to multiple

FBI field office data regarding the terrorist activities involvinq_I i
Updated

periodically.

5. IntelPlus Fileroom — This data set contains copies of scanned pages EggE
and their corresponding OCR text files related to th4 'nvestigation. '
Updated periodically.

6. IntelPlusl
|Fileroom —~ This data set contains co?ies of scanned pages mdix_l

corresponding OCR text files related to an F nvestigation of
Updated periodically.

7. IntelPlus| |Fileroom ~ This data set contains copies of scanned
pages and their corresponding OCR text files related 14 ]
and provided to the FBI. Updated periodically.

8. IntelPlug [Fileroom — This data set contains copies of scanned
pages and their corresponding OCR text files related to acts of domestic terrorism, ©2
such as the April 19, 1995 Oklahoma City Bombing (Okbom). Updated periodically. P7E

b2
b7E

##% L AW ENFORCEMENT SENSITIVE - DO NOT DISTRIBUTE QUTSIDE OF FBI ***
Page1of1
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*** LAW ENFORCEMENT SENSITIVE —~ DO NOT DISTRIBUTE OUTSIDE OF FBI ***

9. IntelPlug Fileroom — This data set contains copies of scanned

b2
{ . Updated periodically. b7E

10. IntelPlus|: IEiIeroom - This data set contains copies of scanned pages and
their corresponding OCR text files related to Al Qaedd - b2
b7E

Updated periodically.

11.ntelPlus{ [Fileroom — This data set contains copies
of scanned nages and their carresoonding QCR text files related to an FBI

Updated periodically.
12.IntelPlus Fileroom — This data set contains cogies of scanned pages

and their corresponding OCR text files related to an FBI investigation of the
| [The data, once received will be updated b7E
periodically, preferably daily.

13. IntelPlug] |Fileroom — This data set
contains copies of scanned pages and their corresponding OCR text files related to
from all 56 FBI field divisions and other agencies.

Updated periodically.

14. Joint Intelligence Committee Investigation (JIC1) — Scanned copies and their
corresponding OCR text files of all FBI documents related to extremist Islamic
terrorism between 1993 and 2002. These files are not updated.

15.0pen Source News — Various foreign news sources that have been translated into
English, as well as a few large U.S. publications, such as the Washington Post.
These files are updated daily.

16. Secure Automated Messaging Network (SAMNet) — SAMNet consists of

messaging traffic that is sent between different U.S. Government agencies through
the Automated Digital Information Network (AutoDIN), including Intelligence
Information Reports (IIRs) and Technical Disseminations (TD) from the FB},
Central Intelligence Agency (CiA), Defense Intelligence Agency (DIA), and others
from November of 2002 to present. IDW receives copies of these classified
messages up to SECRET with no SCI caveats. These files are updated daily.

17| |— Thid Hata set contains copies of
reports regarding|

b2
b7E

18. Violent Gang and Terrorist Organization File (VGTOF) - Lists of individuals and
organizations associated with violent gangs and terrorism, provided by the FBI
National Crime Information Center (NCIC). This file is updated monthly.

**+% LAW ENFORCEMENT SENSITIVE - DO NOT DISTRIBUTE QUTSIDE OF FB] #+*
Page 2 of 2




Investigative Data Warehouse
Program

Presented by b6

b7C
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Concept of Operation - Data

e CORE library documents

— -~ 42.3 M unstructured documents in 17 collections
— ACS ECF: Updated daily

IntelPlus (11 Filerooms): Updated when provided

SAMNet: Updated daily

JICI: Static

VGTOF: Updated monthly
Onen Source News: Updated thrice weekly

e SPT documents
— Sources

S

« Financial Crimes Enforcement Center (FinCen)

September 12, 2005

Outside the Scope

b7E




L

A

September 12, 2005 Core External Data Sources 13

b2
b7E
OQutside the Scope




Planned Major Changes to Services

Data Ingest
— Add new sources of data as requested & as approved by ISPG

QOutside the Scope

September 12, 2005

30




Delivered SPT capabilities

Ingested and published a new telephone-type data source - 2/18/2005
Ingested and published a second new telephone-type data source - 3/18/20058

Qutside the Scepe

September 12, 2005

46




Program
QA & CM Outside the Scope

— Work is also ongoing to develop and populate an Access database to support the
property management and configuration management aspects of IDW.

September 12, 2005 49




Performance Measurement & IDW Operation and Maintenance
Monitoring (PMM) Manual NG3236-98-4-7092 (DO 6046)

Baseline Version 1.0 PMM NG-OM-009.BL1

Federal Bureau of Investigation

Information Resources Division
Data Management Section

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
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Investigative Data Warehouse (IDW)
Performance Measurement & Monitoring

Baseline Version 1.0
March 15, 2004

Note: Hardeopy versions of this document must be verified for correct version number with the IDW O&M Document Control Library.
_ PMM NG-OM-009.BL1
FOR OFFICIAL USE ONLY




Performance Measurement & I?V‘gsgp6ef;;i2n;ggzhgggt§g%e
Monitoring (PMM) Manual Mot

Baseline Version 1.0 PMM NG-OM-009.BL1

W

2 lDW Ovewiew ‘Outside the Scope
IDW is composed of three distinct sections, ingest, user query and control

2.1 Ingest

The ingest function accepts information from external sources, validates the data, and
formats the data for data storage.

2.1.1 External Sources
IDW receives data from,

e The Automated Case System (ACS) is composed of several applications. These
applications are Investigative Case Management (ICM), Electronic Case File (ECF)
and the Universal Index (UNI). IDW uses a subset of the Electronic Case File (ECF
).

e Intelplus (CT Filerooms) formerly called the

e Secure Automated Messaging Network (SAMNET) cable traffic messages received

by the FBI
e Violent Gang Terrorist Offender File (VGTOF) from Criminal Justice Information b2
Systems (CJIS) Division b7E

Joint Intelligence Committee Inquiry (JICI) - Paper counter-terrorism files

The Open Source Library is collected from global news sources that are either in

English or have been translated into English
e | data received from the
Various paper documents including

o handwritten notes

o official FBI correspondence

o intelligence analysis

o other terrorism related information

2.1.2 Data Validation

IDW has been certified to handle data at a Secret level. Any data classified higher than
Secret cannot exist in IDW. The data validation process verifies that all data to be stored in

Note: Hardcopy versions of this document must be verified for correct version number with the IDW O&M Document Control Library.

PMM NG-OM-009.BL1
FOR OFFICIAL USE ONLY
Page 1




Performance Measurement & IDW Operation and Maintenance
Monitoring (PMM) Manual N65236-98-4-7092 (DO 6046)

Baseline Version 1.0 PMM NG-OM-009.BL1

M
IDW meets this security guideline. Data that is questionable is removed from the system,
and is reviewed. After the reviewer certifies that the data is appropriate for IDW it is
placed into the IDW databases.

Outside the Scope

Note: Hardcopy versions of this document must be verified for correct version number with the IDW O&M Document Control Library.

PMM NG-OM-009.BL1
FOR OFFICIAL USE ONLY
Page 2




Investigative Data Warehouse (IDW) Training
Federal Bureau of Investigation
Washington, D.C.

1] |Data Sources,l I

ALL INFORMATION CONTAINED
HEREIN IS5 UNCLASSIFIED
DATE 08-02-2007 BY 65179 DMH/EJA/CAL

OUTLINE: Outside the Scope

1. Data Sourcesi l

b. Data Sources: IDW draws its information from the following data sources:

o ACS: Automated Case Support. (CT Case Files) Archived Investigative dating
back through calendar year 1995. Updates pushed (FTP) to IDW once per day.
e Intel Plus: Updates pushed (FTP) to IDW as needed (usually once per day).




b2
b7E

Domestic terrorism incidents
Al-Qaed
Significant international terrorism incidents

JICI: Archived data from the Joint Intelligence Committee Investigation (JICI)
regarding 9/11. (Static file system)

ORCON: Parsed data from SAMNet and ACS data collections at this caveat.
Pushed to IDW once per day.

SAMNet: SECRET and below cable traffic to/from FBI Headquarters. Pulled (FTP)
from SAMNet server (IDW chronological job runs every 10 minutes; SAMNet posts
new data 3 times per day).

TFRG: Terrorist Financial records. Updates pushed (FTP) to IDW once per day.

VGTOF: Violent Gang & Terrorist Offense File. Updated data file is provided in
entirety by CD on a weekly basis.

Open Source Research (OSINT): Current from the MiTAP server.

. Handling caveats can apply (here are some examples) —

ORCON - Originator Controlled b2
| bTE

NOFORN — Not Releasable To Foreign Nationals
LES — Law Enforcement Sensitive
COMINT - Communications Intelligence

Outside the Scope




ID Data Sources

IDW draws its information from the following data sources:

ACS: Automated Case Support. Archived Investigative dating back
through calendar year 1995. (CT Case Files)
Updates pushed (FTP) to IDW once per day.

Intel Plus (Updates pushed (FTP) to IDW as needed (once per day)

b7E

Domestic terrorism incidents

Al Gaeda I

I Significant international terrorism incidents

JICI: Archived data from the Joint Intelligence Committee
Investigation (JICI) regarding 9/11. (Static file system)




ID Data Sources (cont)

ORCON: parsed data from SAMNet and ACS data collections
at this caveat. Pushed to IDW once per day

SAMNet: SECRET and below cable traffic to/from FBI
Headquarters. Pulled (FTP) from SAMNet server (IDW
chronological job runs every 10 minutes; SAMNet posts
new data 3 times per day)

TFRG: Terrorist Financial records

Updates pushed (FTP) to IDW once per day.

VGTOF: Violent Gang & Terrorist Offense File Updated
datafile is provided in entirety by CD on a weekly basis

Open Source Research (OSINT): Pulled (FTP) from MiTAP
server daily
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[Collections to search: Se¢
{Select all collections)

ACS (Browse)

Intel4 [ Browse

intel] (Browse)

Intel4 (Browse)
Intel4 (Browse)
Intel4 (Browse)

Intel+ rowse

JCt  (Browse

ORCON  (Browse)

Opensource  ( Browse}

SAMNET (Browse)

VGTOF  (Browse)

LL INFORMATION CONTAINED
REIN IS UNCLASSIFIED

QATE 08-02-2007 BY| 65179 DMH/BJA/CAL

lect Brawse'to view g collection’s frequently occurring concepts.
nseiect ali collections!

b2
b7E
Outside the Scope
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ID Open Source Data Sources

Addis Ababa Tribune —

Agencia Brasilia -

Al-Ahram (Egypt, weekly English
version) —

AllAfrica.com —

Arabic News —

Asahi Shimbun -

Asia Times (Hong Kong) —
Bangkok Post -

Christian Science Monitor -
Crescent International -

Daily Telegraph (London,
England) -

Dawn (Karachi, Pakistan) -
Debka (Israel) -

East Africa Daily Nation -

Gulf News (UAE) -

Ha'aretz (Israel) -

IFRC International Federation of
the Red Cross -

IRIN Integrated Regional
Information Network -

Irag Press News Agency -
Islamic Republic News Agency
(Iran) -

Jakarta Post -

Janes -

Jordan Times -
L'Osservatore Romano -
Lagos (Nigeria) Guardian -
Lahore (Pakistan) Nation -
Lebanon Daily Star (Beirut) -
Malaysian Star -

Manila Bulletin -

Manila Times -

Miami Herald -




ID . Open Source Data Sources

Moscow Times - Russian Observer -
National Post and CP - SABA (The News Agency of
New Straits Times (Kuala Yemen) -

Lumpur) - Saudi Gazette -

PETRA (Jordanian News South African Dispatch -
Agency) - Sydney Morning Herald -
Pakistan Observer (Islamabad) -  Tehran Times -

Palestine Chronicle - Times of India -

People's Daily (China) - UNHCR UN High

Philippine Star - Commissioner on Refugees -
Pravda - Ummah News —

ProMed - epidemiology mail list Uzbekistan Report -
Russian Information Agency Washington Post -

Novosti — XinHua News Service -
Russian Issues (Misc. Russian Yemen Times (weekly) -
news) - Yomiuri Shimbun (Japan) -
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Federal Bureau of Investigation (FBI)
Investigative Data Warehouse (IDW)

Project Management Plan

June 30, 2005

Prepared under Subcontract 04-6844-27
(Prime Contract N65236-04-D-6844)
Task Order 0093

NORTHROP GRUMMAN

Information Technology
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Outside the Scope
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FBI IDW Program Management Plan IDW-NG-PM-001.01.00
= ——— ———————————————————_ _a-.

Data ingest functions will be the most frequently performed data administration tasks. As this
function is primarily tasked to another subcontractor, O&M personnel are not deeply
knowledgeable of the specific administrative tasks. The table below indicates the source and

frequency of periodic data ingest operations that are performed; other operations may be needed
on an ad hoc basis.

Data Type Media Frequency
ACS FTP Daily

UNCLASSIFIED // FOR OFFICIAL USE ONLY
NORTHROP GRUMMAN

Information Technology 19 June 30, 2005
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FBI IDW Program Management Plan IDW-NG-PM-001.01.00
Data Type Media Frequency
Intel Plus FTP Weekly
JICI N/A One-time
SAMNet FTP 3X Daily
Open Source | CD Daily
VGTOF CD Weekly

Table 5-1 IDW Data Ingest Type, Media and Frequency
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