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Disclosure Warn ¡ng Statement

This document is provided as an education and refsrral guide for U.S. Customs and Border Protection

personnel in the use of information technology to support ofücial U.S. government business,

This document is the property of U.S. Customs and Border Protec{ion and contains information about the

operations of a U.S. Customs and Border Protection computer program that has an overall security

classification of FOR OFFICIAL USE ONLY,

This document and all data contained within are owned or controlled by U.S. Customs and Border

Protection and may not be used for personal or unofficial use. Disclosure of any classified information

found within this document is prohibited by law and may result in the assessment of criminal penalties.
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Cnepren Oxe - Gemruo SrnRreo

This chapter will review the following:

> An introduction to this guide

> An overview of the chapter layout

> Text presentation conventions

> lnformation boxes

> Mouse Cursors and Insertion Points
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Gnnpten Or,¡e - Gernnc StnRreo

lntroduction to this Guide

Guide Layout

Thís guide is divided into chapters that address different aspects of using the Automated Targeting

System - Passenger (ATS-P) progrc¡m's Paseenger module. Within each chapter, functions and tasks

are presented in menu or logical processing order, not alphabetical order, Below is the layout of the

chapters and appendixes that make up this guide.

Ghapter One provides overview information for this guide and an overview of the text

conventions used within this Use/s Guide,

Chapter Two reviews the sêcurity issues and requirements fbr AT$'P (Passenger), which is

classified as FOR OFFICIAL USE ONLY.

Chapter Three gives you an overview of the ATS-P program and the Passenger module. This

chapter also includes procedures for logging on to and off from the program.

Chapter Four provides a review of the online help available to assist you when using the ATS-P

(Passenger) program.

Chapter Flve begins the review of the ATS-P (Passenger) program. The chapter is a review of

the display screens used to research inbound and outbound passenger traffic.

Appendixes provide you with data tables listing the valid values and codes used, as well as a list

of the reports generated by ATS-P (Passengar).

A Glossary of common terms.

An Inder of ATS-P (Passenger) subjects and the page numbers where ûrey can be found, in

alphabetical order.

Information on ordering additionalATS-P (Passenger) Use/s Guides.

A Comments Form to allow you to provide feedback for changes to this guide.

a

a

a

I

3

FOR OFFICIAL USE ONLY

November 5,200'3

I,lefcone to tfr.e Automate[îargetneg Systen

Revlsed Edition 1.4

no2q83



FOR OFFIC¡AL USE ONLY

ATS-P (Passenger - Mainframe) Chapter One - Getting StaÉed

Presentation Conventions

In the course of reviewing data input for the ATS-P (Passenger) program, the conventions below will be

used to indicate different types of data used in this guide'

Underlined text

¡ lndicates that the text's importance is being emphasized.

Example: Use a screen resolution of 1024 bv 768 oixels'

Bold Text

¡ Indicates that the name of a screen or selection is being refened to.

E:<ample: Click the Home oPtion.

Example: Click Change Password.

ItallcÍzed Bold Text

. Indicates that a field is being referred to.

Example: Record the Flight Number.

Example: Type the Last Name.

"Bold Text in Quotes"

. lndicates that a literaldata value is being refened to.

Example: rvofl in the search field.

Example: Check the list for the

IBOLD CAPTTAL TEXT rN BRACKETSI

. Indicates that a keyboard key is being refened to.

Example: Press the [ENTER] key.

Example: Hold down thê [sHlFTI+[ÍABl keys.

<Field Titles in Angle Brackets>

. Indicates that the title is dynamic, that is, it will display a

or action.

Example: <Specific Entity:>.

Example: <Entity / HTS:>.

value depending on a previous selection

4
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o lndicates the introduction of an acronym.

Example: Automated Targeting System (ATS).

r Indicates supplemental infonnation to the displayed text.

Example: Sensitive But Unclassified (or greater) data.

Information Boxes

ø
NOTE

Sâaded børds entitled NOTE are prcvided to let you hnow when there is informat¡on or processes
hat you should keep in minil vvhen using áIS-P (Passenge¡). Tfiese boxes can dlso æntain
cautionary ínfomation to rcmemberwhen performing a task.
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lnsertion Point vs. Mouse Gursor

Since ATS-p (passenger) makes greater use of your mouse than have previous mainframe applications'

this document will refer to insedion ooints and to çgIS when describing ways to interact with the screen

interfaces. Therefore, there needs to be a review of the two terms and how to distinguish between them'

A mouse cußor shows where your !¡gg is positioned on the screen and is usually represented by an

arron¡head $ì icon. However, when it is placed over a f¡eld that accepts keyboard input' your cursor

usually changes to the (Eb icon. The cursor is affected when you doubleclick one of your mouse

buttons. Singte+licking your nouse while over an active input field will move your i¡g!g!!-p9!d to that

field.

An insergon point shows where your kevboard is positioned on the screen and where keyboard input will

be placed. The insertion point is affected when you press a key on your keþoard' Values entered from

your keyboard are placed into whatever field has the insertion point located within ]t' An insertion point

can be moved around a screen display eÍther by using your keyboard's IIABI key, arrow keys, or by

clicking an active fìeld with your mouse,

6
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Keyboard Function KeYs
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CnRpreR Two - Secunlry

This chapter will review the follorving:

> An overviewof ATS-p (passenger) security
> ATS-P (Passenger) access requirements
> Requesting access to ATS
> ATS-P (Passenger) user roles and prÍvileges

> Password maintenance
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Cnnpren TWo - Secun¡w

Overuiew

The U's' Government and its agencies have legal and technical requirements, dictating that any
automated information system that processes or contains sensiflve But unclassiffed (or greater) data
must be secured at certain levels of trust. The security level for ATS-P and the passenger module is
FOR OFFICIAL USE ONLY.

In meeting this level of trust, ATS'P (Passenger) has met critería that ensure its capability to meet the
legal and technicar security requirements mandated by laws and regurations.

ATS-P (Passenger) Access Requirements
Before you can be considered for an ATS-P (Passenger) user account and password, you must first meet
the following criteria.

t

I
r

Requesting Access to ATS-P (passenger)

Your supervisor must provide the following information:

I
I
t
I

To be assigned access to ATS-p (passenger), your supervisor must contact

Revlsed Ectitbn 1.4 11
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Once approval is granted and your ATS-P (Passenger) access account is established, you will be notified

of the completed request and given your temporary ATS password'

User Roles and Privileges for ATS-P (Passenger)

Based on your job function, you will have different needs and uses for ATS-P (Passenger). To help you

gain access to only those features that will be of the most help to you, there are special user roles that

define your levels of access privileges. When you are assigned your ATS-P (Passenger) account' you

will be assigned to one or more access privileges.

Password Maintenance

Passwords should be changed lf you have any suspicions ütat someone

else may know your password, you should immediately change it.

After your password is reset, you should change it immediatêly. Since you are responsible for any act¡vÍty

performed using your user lD, ¡t is important that you are the only one able to establish a session using

your user lD and Password.

12
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This chapter will review the following:

Overview of ATS

Overview of ATS-P

ATS-P (Passenger) points of contacl

Computer configuration requirements

Configuring and using

Logging on to ATS-p

Changing your ATS password

Logging off from ATS-P (passenger)
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Cxnpten Tnnee - OveRvlew

What is ATS?

The Automated Targeting System (ATS) program encompasses several Office of Information and

Technology (OlT) developed projecis and sofiwara. Those pro,iecls that fall under the ATS effort are

intended to provide U.S, Customs and Border Protection fietd staff with lnternet-based programs that can

incorporate intelligence information and technologies to target suspect inbound and outbound traffic for

inspection.

What is ATS-P?

The development of the Automated Targeting System - Passenger (ATS-P) program began with a
request from the Office of Field Operations (OFO) for the automated capabilig to review and analyze

intemational passengers arriving and departing from U.S. airports. All of the passenger informEtion would
need to be stored and then made avaílable for

from anynrhere on the U.S. Customs and Border Protection lntranet.

The mainframe interfuce version of ATS-P has its beginnings in the 1g80's with a U.S. Customs and

Border Protection organization called CABINET.

CABINET stands for the Gombined Agency Border Intelligence Network. lt is a mutti-agency tactical
intelligence center located at the U.S. Customs House in Chicago, lL. Since 1983, it has been providing

intelligence support to law enforcement agencies wortdwide to help counter transnational criminal groups.

possible geographic and jurisdictional scope.

ATS-P is a computerized data system that assists law enforcement p€rsonnel in the interdiction,

invætigation,andprosecut¡onWvio|ators'Thesystemisaproductofetectronica|ly
blending the Non-lmmigrant Information System (NllS), Suspect and Víolator Indices (SAVI), and the

rydatabases.

15
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Passenger Analysis Unlts (pAUs) ftom U.S. Customs and Border
Protection have incorporated the use of these databases into their targeting efforts with great success.

ATS-P contiains travel records of citizens from 137 countries in a variety of groupings including

l6

FOR OFF¡CIAL USE ONLY

Novemb€r 5, 2003
Rêvlsed Editlon 1.4

oo2qq6



FOR OFFICIAL USE ONLY

ATS+ (Passenger' MalnframQ

ATS-P (Passenger) Points of Contact

Below are the phone numbers and e.mail addresses of u.s' customs and Border Protection personnel

who are availabte to help you with any questions or problems you might have with ATS'P (Passenger)'

ATS-P Technical Asslstance (durinq workinq hoursl

Ð

-II

Trainlno and Outreaeh

I

II

ATS-P Technlcal Assiatance lafter worklnq houÉl

Research Procedure Assistanca

Passenoer Access and lralninq
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ATS-P (Passenger) Computer Gonfiguration Requirements

ATS-p (passenger) was designed and developed to operate using the U.S' Customs and Border

protection's suite of computer hardware and CBP¿pproved software. To run ATS-P (Passenger) with

the greatest amount of reliabilig, your computer should be configured to operate within U.S. Customs and

Border Protectionls guidelines for computer operating systems.
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Logglng on to ATS-P (Passenger)
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Working W¡th ATS-P (Passenger) Mainframe Screens
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Logging off From ATS-P (Passenger)

-

r

-

Revised Edltion 1.4 34

FOR OFFICIAL USE ONLY

Novembar 5, 2003

ofl3ol 4



FOR OFFICIAL USE ONLY

ATSP (Passenger - Malnframe) Chaplgr T!!ee - Overvlew

-

T

-
-

r

Revlsed Edi$on 1.4 .35
FOR OFFICIAL USE ONLY

November 5, 2003

0o3n{ 5



FOR OFFICIAL USE ONLY

ATS-P (Passenger - Malnframe) Chapter Three - Overview

This Page Left Blank.

Revised Ed¡tlon 1.4 36 
^lovembet 

5,20A3

FOR OFF|CTAL USE ONLY 003Or 6



FOR OFFICIAL USE ONLY

ATS-P (Passenger . Mainframe) . Ghapter Four - Online Help

GHepreR FouR - ATS-P (PessencER) Oruurue Hep

This chapter will review the following:

> Screen-level online help

. . Revtsect Edition 1.4 37 î,tovember 5, 2003
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Overyiew of the Online Help

ATS-P (Passenger)'s online help provides you readily accessible assistance when using ATS-P

(Passenger). Every screen within the program has online support associated with it.

This online help support provides you with explanations of the fields that make up the screen you're usÍng

along with the function keys that are available on that screen.
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The Main Help Box
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The Detailed Help Box

I
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GuapreR FvE - LeRnn¡¡NG ABour ATS-P (PassENcER)

This chapter will review the following:

Overview of ATS-P (Passenger) databases

Performing INS l-94 qr"r¡".W
> Performing lNSl-94qr"r¡"W

Performing Research queries

Performing Suspect and Molator Indices (SAVI) queries
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Overview of the ATS-P (Passenger) Databases

ATS-p (passenger) provides you with three interlinked databases of traveler and suspect / violator

information on foreign nationals for use in researching and identifying targets for tenorist actions,

smuggling, and importation of itlegal drugs into the U.S. These three are the INS l-94 database, the

Susoec{And Molator lndices (SAVll
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The INS l-94 Database

Ove¡view

This database has information on alien travel entries into the U.S. (excluding student entries and resident
alien entríes.) This information is obtained from the U.S. lmmigraüon form l€4 (allen entryoxlt). This
database holds records of 137 countries including

The INS l-94 form is a two'part document that is filled out by all aliens entering the U.S. The first part is
presented to the lmmigration and Naturalization Service when a foreign national enters the U.S. The
second part is turned in when that same person departs the U.S. Both parts of this form are used to
develç a complete picture of the foreign national's destination while in the u.s.
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