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Turner, Kathleen v

From: Tumer, Kathioen

Sent: Wednasday, January 30, 2008 6:34 PM

To: . , Louise C; LMnuston, John R; Wolfe, James

o

Subject: 6] JmEHnfo Requested by Chis Healey _ . ®)1)
: FORGIOREEE e : (bX3) -

Chuis: Per your request, the following Is provided:

John -r

Section 407 of the Administration’s FISA modernization proposal would have amended the
statutory definition of “agent of a foreign power” to include individusls involved in the
intemational proliferation of weapons of mass destruction.

Ken Wainstein highlighted this provision in his testimony last September.

As yon may know, since the proposal was first circulated, questions have been raised about why
broadening this definition was necessary and whether there have been any actual cases where the
government was not eble to obtain a FISA order for an individual involved in the international
proliferation of catastrophic WMD.

¥ you or your colleagues could provide me with this infonmation about this, or direct me to
something you have already submitted to the Committee, it would be very helpful.

Thanks,

Chuis

Classified By:
Classification Reason:

Declassify On:

9/11/2008
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(TSHSH/NF) With respect to the procedaces wsed for deteemining that the acquisition of

foreign intefligence information coacems persons reasonubly believed to be located




outside the United
| ,(b)(l)
memmwdmwuhm 16 vsc 798
deem appropriste $0 modify in the foture. (b) {3)~50 USC 403
. ) {b){3)~P.L. 86-36
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/ (v} (3)}-18 vsc 798
{b}(3)~50 USC 403

/ (b)(3)-P.L. 86~36

Ouestiop 2: GGANNTPMr. Walnsiein's statumert for the record siates that the
Department is awniting the FISA Court’s review of the forvign-ness procedures.
o Has DOJ ssbmitied te the Court 2 formal application to request the Court’s
review and approval? i so, has this or could this application be shared with
the Comumittee? '
o -What have been the lnteractions with the FISA Cowrt te date with respert to
that revigw?
o Has DOJ been given any indication when the Conrt review will be

completed?
o Has the FISA Conrt issued any orders or opinions since passage of the
Prodect America Act that bears on the legislation?

Angwes: (U) Answers will be forth coning.
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scyuisition activities under the Protect America Act?
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Intelligence information suder the Act? .

. hmmuwimmm;\umhma
the sgewcies of goverament that can be snthorined te acquire forelgn
Intelligence information under its terme?
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(b} {1)

{b}{3)-18 usc 798
{ by (3)-50 usc 403

{b) (3)-PB.L. 86~36

PSHBANEP With respect to FBL, at this time, the FBI does not assess that it has a critical
mission need o obtain suthority under the Protect America Act in order to fulfill its

- national security mission inside the United States; although it ix curreqily evaluating
whether it does require authority to acoess to certain unminimized information in support,
of its counterserroristn mission, Of course, the ixformation obtained uader the Protect
America Act by other agencies may be critical to FBI operations. Existing lews and
mmmawmm-mm
with the FBI to carry out the FBI's national security mission. The FBI continues 1o make
extensive vse of FISA electroaic surveillance and physical scarch authoritics under the
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{b} (3)~-50 USC 403

7 (b} {3)-P.L. 86-36
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y, suthorization will be granted to agencies consistent with their existing
anthoritics, roics #d resposaibilitics under applicabie statwtos snd Execotive Orders.
rmm |
. l:l:aﬂﬁ-ydlm
. does such ool 1est the reguirensents for minisalzstion nader
o procadures
Answer: (U) Answers will be forth coming.
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this extensive intesnal Execotive Branch oversight, we belicve that additional Court
notice and review is UBNECCSSXTY. As of Jannzry 18, 2008, this provision has not beea

Qucation 9 GPEABIANE L there sy kind of scqeleition which prior te the Pretect
A-sbmub_mdhk-sqé-lcﬁeMwﬂehwmh

_condwcted witheut & FISA search order?

ABgwer: (U) Answers will be forth coming.

f(b) (1)

{b) (3)-18 USC 798
}{b) (3)-50 USC 403
| (b} (3)-P.L. 86-36
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{b) {3)-50 USC 403
{b) (3})-P.L. 86-36
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Angwer: (U) Answers will be forth coming.

(b} (1)
i (b} (3}-18 USC 798
{ (b} (3)-50 Usc 403

[ (b} (3)-P.L. 86-36

i

. mmhummd&mhmdum&nuu
not permitted to condiect ssarches fx the United States?

Angwer: (U) Section 105B(a)(3) of the Protect America Act provides that:

mwﬁs{iwhvdvdm&efudmhdﬁwiﬂannﬁmfma
mm_medamﬁaﬁwmpmﬁu.mam
m(mch.diunyoﬁw,anployee.m«omumdﬁedpmdm
scrvice provider, custodian, or other person) who has access to communications.
cither as they sre transmittad or while they are stored, of cquipmient that is being
or may be vsed bo transmit or store such commanications}.] '

Accordingly, the Act provides for the acquisition of stored conmunications.

B iy
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./ (b)[3)-18 USC 798
7 {b)(3)-50 USC 403
/  (b)(3)-P.L. B6-36




(D) (1)
(b} (3)-18 USC 798
(b} (3)-50 USC 403
(b} {3}-P.L. B6-36

commumications coliected wnder the Protect Americs Act that have incidentally
.W-u&mmmﬁﬂuummmuum
,givelpradnm,us&ewhn-m‘wnmhﬂnnq .
mhm&n“hhﬂd*ﬂ%mu
target persons cutside the United Siates? .
. ?,(‘b)m

{b) (3)-18-USC 7986
;’(b)(3)-50 UscC 403
i(P)(3)-P.L. 86-36

1B g, Domestic commnications, comvemmications betweon two U.S. persons, commenications of the U.S.

Government.
W
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VS=RMare DEs izl Mesapres of UN. Jereon 3N lormation Collected: A more
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'mmmmmwmwdwum-us.
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,ummwmamumm«wummm
information. nmmmamm.mmmua

w

mﬂuﬁdaﬂm&dﬂs.mhfmlﬁm.uwdl 25 the pamber of times SIGINT
customers request the minimized U.S, identity. These mecasures have proven over the
mhhmcf&dwnybmﬂ&pﬁmynﬂmmw«bdvenmﬂu
_Tepotting to our overseers. . :
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siready appesrs to be required by USSID 18, section 52) |

Protect America Act requires that a significant purpose of the
acqu] Mmmmummmmmw.
smxosn(axqmwy.hmmmmumﬁﬁmm
muhgahwkdwjnwwmmmdbumﬁmol
the Act are satisfied: Minimization the acquisition, reteption and disseminstion
of acquired information. = 7B} (1)

/ (b)(3}-18"USC 798

/' (b} (3}~50 USC 403
/ (b} (3]-P.L. 86-36
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i (b)(3)~18 USC 798
{ (b} {31-50 USC 403
b} (3)-P.L. B6-36

Hb) (1)

{(b)(3)-18 usC 798
{{b) (3)~-50 USC 403
!{b) (3)~P.L. 86-36
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ftb) 1)
{1b) (3)-18 USC 798

j (b143)-50 USC 403
i {b) (3)-P.L. 86~36

Queation §4: (1) Pleass provide coples of guidalines, directives and tralning
renterizls reisted to reverse targeting and the deternsination sbowt “who is the real

sabject of the surveiliance.” Piense pravids copics of xay memorandwn of law or
begal opinions, inciuding OLC dacuments, and sny FISA Court orders, opinions or
muummmmu‘wam. .

mmw;wnyuumcmummmwnmof
individual guidclines, ditectives and training materials related to reverse targeting and the i
determination about *who is the real sibject of the surveillance.” With respect to copies
of any memorandum of law or legal opinions, including OLC documents, and any FISA

HOPBIRTVINNOPORNENIN I s 13
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Court orders, opinions or decisions oo this topic with associated pleadings aad
memoranda of iaw, we refer the Conunittee to-the Department of Justice.

.mmm.ﬁ,mwwuruumm
. dwm.h-&mﬁﬁwu&mw
business, medical recerds, Mbrary ar beokseller, or tax recerds 50 loug aa they are
seut by the wire to sn sppropuiately selected turget? ’

Answer: (U) Answers will be focth coming.

/(b)u)

{b) (3)-18 USC 798
{b}{3}-50 USC 403

/ {b} (3)-P.L. 86~36"

/
.




-7 (b} (1)

/ (b)(31-18 usc 798
/ (b} {3)-50 USC 403
{ (b}(3)-P.L. 86-36
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Quiestion 15 WGASEMNIYTe NSA mey “In arder to profect apainst an izmediate
thrent to the natiousl secuzity..take Actien ln apparent departure® from established
procedures. Under what circamstances can this, or kas this provision been invoked?

m!_:mdlmry 18, 2008, this provision has not been invoked, &t
xswmﬁeummhmmmmlnuw
H this provision were invoked in the fuluse, the forsign imrgeting procedures require that .
NSA prompily repost that activity to the Department of Jostice and Office of the Directn:
of National Intelligence. - . 7

DNI iold Congrensweman Schakowsky that the
Intelligence Commmumily would provide information about how mach US. person
information is loaked at by an snalyst or other persou. Please provide the
Congmiitee with this informstion

Angwer: GERUEINNFP rispoasc 1 Rep Schakowaky's guestion, *
U.S. person information got collectnd wmdk 7 the following response was

S (b){1)
[+ {b}{31~1B USC 798
{b) {3)-50 Usc-46F
(b) {3)-P.L. 86-36




{p) (1)

i{b)(3)~18 USC 7%8
{{b) {3)~50 USC 403
(b} {3}-P.L. 86-36

LY LUTES B DIES
quantilative and meaningful metric could he derived froni the dpphcation of ou
. minumanon provedures, which ane in place 10 gavern the prowess NSA faliows when il

collects, provesses, retains. and disseminases forcign inkclligence to, from, or about a U5 .
penam. Our minintization provedutes. approved by 1he Attomey Gencral and shared with N
the intcllipence committces, permit the dissermination of information that identifies 3 LS. ’
penon if that information meets two tests: i is evaluated to be foreign micthgence, and
the wentifying information is sevessary o mderdand or assess the foreign intelligence
nformation  Ja the overwhelming maority of caves, however. NSA masks the U.S.
idcunty when we dissenunate (orcign intefligence in an imelligence report.:

Comvequently, we capture the aumber of iniclligence reponts we ldsuc that coatain

~
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ptinimized and masked U.S, persian infurmation, us well as the number of tiswes SIGINT
customers request the minimized U.S. identity, These measures have proven oves the
vears to be an effective way to protect U.S. privacy and are very conducive to repular
FERTING L QUT QVCENCERN.

Questlon 20: (U) Under the Protect America Act the Attorney General and the
Director of National Intelligence can suthorize “the acquisition of Torelgn
intelligence information concerning persons veasonably belleved to be outside the
United States.” Please explain the inient behind the use of ke word “concerning™
and what would be ihe effect of substituling phrases such as “directed at" and
stargeting” in Its place.

Answer: (U) Answers will be forth coming.

Liability Issucs ‘
Queition 1: {U) Does the Administration’s April proposal to provide linbility
protection (o companies that arc alleged to have assisted Lhe nation In the conduct of
intelligence activities upply to Iawsuits against the Unlted Stutes government or
government officiuls? Please explain.
Answers (L)) Answen will be forth coming.
Question 1: GLEMMPRY) Were the conlents of the communications of any plaintifT in
any lawsult concerning the Terrorist Survelllance Program targeted for interception
under the Terrorist Survelllance Program?-

Answer: (U} Answen will be forth coming.

Streamilining the FISA Process
Question 1:«54%P The Administrative Office of the U.S. Courts bas submitted to
the Congress the recommendation of the FISA Court that it be authorized to meet
en banc. One purpose of this change would be to make the Couri's decislon-making
more efficient and predictable as differences among the judges could be resolved
mare quickly.

o (L)) Does the Justice Department have a position on this propossi of the FISA
Court?
Answer: (U) Answers will be forth coming.

WMD) Amendment o Definition o 1 of ¢ Forei wer

P s 2 oo 18
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Yb) (1)
p) {3)-18 USC 758
. - : {b} (3)~-50 USC 403
(bi(3) P.L., 86-36
—————, I N
%
A
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Other FISA issucs
MmmmmwﬂhﬁehngeofﬁeﬂSA.&eﬁntoiwhieb
has already been discussed above to some dogree. First, becausé of technologicat
advances, the current jurisdiction of the FISC goes beyond the original intent of the
statute. Second, the emergency provisions of FISA do not allow for a sufficieatly rapid
responsetoenugencm Sevualotlupmblemsmalsowuﬂ)yofdnwmon.

1. Jurizdiction of the FISC

Many of the issoes surrounding the FISA process conoem the manner in which
technological advances have in effect expanded the jurisdiction of the FISC. Realigning
the jurisdiction of the Court to something that better approximates what FISA covered in
practical terms in 1978 ~ povtdingpmtechmforﬂ:emvacyofenmmmn!ﬁmdeﬂw
United States ~ ww!dgoa!ongmymudamd:mﬂngmyddw;mﬂm
discussed herein.

b)Y () )
(b} {(p1-18 UsSC 798
{b} (B)~50 USC 403
(b) (p)-P.L. 86-36




\tb) (1}
ib) (3)-18 USC 798
(b} (3)-50 USC 403

C ; — _ S (B) (3)~P.L. 86-36
\‘ : .

2. Emergencies

The Attomey Genéral must approve emergeacy sarveillances under FISA and the
FISC muost ratify his anthorization within 72 hours. ‘The problem is that the people who
have the facts that provide the probable cavse to justify the targeting are analysts at NSA
(and CIA and FBI), and going to the Aomey General necessarily takes time. Realigning
the jurisdiction of the FISC would frec up more resources to work on emergencics, and,
most importantly, there would be far fower emergencies if the Attomey General did oot
have to approve targeting directed at non-US persons outside the US. Aside from that,
the time required for emergency targeting could probably be cuif down only by making
the DOJ approval process less onerous (by allowing peopic below the Attormey General
to make the anthorization) or (cven faster) by vesting the authority for authocization in

3. Other issoes

(bR(1)

(b¥{3)-18 uUsC 798
(bH(3)-50 USC 403
{bY(3)-P.L. 86~36

_ “The FISA requires that the FISC be provided with a sigaificant amount of
information in requests that are submitted to it, and becaase the law ajso allows the Court
quuhe“myddiﬁomlinfmuuﬁm.‘mmyﬂSAappli&imsmmﬂeﬁnished

Maas -




mmmmmmammmmmw
of how data will be collected abd handied. The Couxt has also imposed requirements for
mamm«mwmwﬂmmw
applications employing them, as well & other additional reporting requirements, some of
whichgoweﬂbgjwdﬂ;epmvieﬁoﬂhejﬁdqyﬁnﬂiﬁwionof_&efmgn
intelligence value of what has been collected.) Merting these requirements takes analysts
andcol!eams&omtlﬁrpdmnyjobs.mdthemedforﬂnmis@uﬁomblc.
* « e . * * .

ﬂ.mwm

“Tie definitions of “electranic surveillance™ in FISA require that one look at a gumbes
of factors to snalyze the § scenarios described: the identity of the target, the location of
hmuwofmmmmmwhmdmﬂm

“Thus, each of the scenarios bas a variety of gutcomes depending on how these factors are
bined . .

L‘M@dﬁudamﬁmm-ﬁ-ﬂuﬂe&eﬂdwsﬁuda
p&tuﬁe&ﬂdﬂ%'ﬁeeﬁcﬂwmwﬂemﬂﬂd
States ' -

Under these circumstances:

o If the target of the surveillance were a US persou inside the United States; the
surveillance would fall within the first FISA defitition of electronic surveillance
(1801(£)(1)), which applies to the acquisition of radio or wire communications of
a particular known US person who is in the United States. Thevefore, 2 Court
Order would be requi ' .

. !fd:emgao(ﬂwsuweﬂlmcewumn—ﬂSmnonﬁdeﬂnUnimdSm.
noge of the definitions of electronic saveillance in FISA would apply. Theércfore,
1o Court Onder would be required. -

.. Iftﬁemg;tofﬂwmeﬂlmumaUSpumbummeUniwdsum.none
of the definitions of electronic surveillance in FISA would apply. Therefore, no
Court Order would be requived. However, Attamey General approval would g
required by E.O. 12333 to target such communications. :

. Emmgudm;smeﬂhmemammpqmmmeUniwdSm
FISA would not apply, but Attorney General approval would ordinarily be

required for the targeting If the means of ication was one in which this
pusonwouldhaveamonﬂ’leapmﬂmofpdvacy.i I
Y (1)

} (3)+18 USC 798
{b) (3)-50 USC 403
(b} (3)-P.L. 86-36
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2 M&-me.w‘wemuﬂdmunu ‘
mm&ﬂﬂd%ﬁ&duﬂmmeﬁem

Under these ciroumstances:

. lfﬂ:emgctofﬂwnnwilhneewae_aUSmhsideﬂnUniwdSm,(he .
surveillance would fall within the first definition of clectronic surveillance
(l%l(ﬂ(l)}whidwplhsm@wmquiﬁﬁm’dudioammniaﬁomof
a particolar known US pezson who is in the United Stases.

» If the communication were being collected while being transmitied on 2 wite oc
like connection within the United States, it would fall within the secoad definition
of electronic sarveiltance irrespective of the “US person™ statis of either

o If the target of the surveillance were s non-US person, or were 2 person oztside
the US, and the commisications were collected while being transmitted by radio
signal, FISA would aot apply. ’ ‘

» * If-the communication were collected inside the United States by means other than

- inseroept of a radio signal or collection from a wire or like connection, a5 above, .
HSAwouldﬂiﬂapplyi{hcdlﬂcﬁonmeffecbddmughinmﬂmimorm'
of some other surveillance device nnder circumstances in which 2 pesson has a
reasonable expectation of privacy and a warrant would be required for law
qumtpnpm(&g;hmlhﬁmandmdmhnphn&mampuw
within the United States). : ’

. Hmmdhmﬁnmmammmmcmmm
would not apply, but Attomey Genetal approval would be required to do the '

o Ifthe target were a non-US person inside the United States, and NSA were
secking t6 intercept his international radio communications, FISA would not
apply and 9o Court Order would be required. However,

approval would ordinarily be required for the targeting.

(g (1)
(bh (3)-18 USC 798
46f) (3)~50 USC 403

(b) (3}-P.L. 86-36

3. Coliection of 2 communication between a non-US person inside the Unltod
States and a point cutside the United States, collection eccurring anywhere

M _ ' Sofg




. nmw«mmmmmw@.wmm
Tike connection within the United States, it would fall within the second definition
ofebmicmﬂhnce(lmﬂ(n).imepeaiveofme “US-person” status of
the communicants. .

" e If the communication were being collected within the United States by means
other than intercept of a radio signal or collection from a wire ar like connection,
FISA wmﬂdsﬁﬂapplyifdncollwﬁoqobmmddubugb_insﬂﬂaﬁmwuseof
@‘mmnmmwdmmmwm;mma
mmbleapemﬁmofpdvacyudawmmm&mqukedfahw
enforcement purposes (¢.g. installation and use of an implant on a computer
within the United States) (see 1804(0)(4). '

e If the communication were being collected outside the United States, or while
being transmitted by radio signal (cither withia the Unitod States or cutside the
United States), FISA wouli not apply, and 0o Coert Order woald be required.

o Ifthe target were a US person outside the United States, FISA would sot apply

and no Court Order would be required. However, Attorpey General approval
would be required by E.0. 12333 to target such person's communicatioas.

o If the target were  noo-US person inside the United States, sad NSA was sceking

mwmmmmmm»ammdm
Court Onder would be required. However, Attoreey Geacral approval woold
_ondinarily be to such an individual’s communications. 5
(b)) (1)

{9

(b} (4

(b} {
{b) (

{b) {(3)-18 UsC 798
{b} {3)-50 USC 403

{3)-P.L. 86-36

-50 USC 403
-P.L. 86-36

(b} (3’—18 UsC 798
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(b} {1)
(b) (3)—]8 USC 798
(b) {3)~p0 USC 403
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{(b)I1)

{b)f3)~18 USC 798
{(b) |3)-50 USC 403
(b)f3)-P.L. 86-36

-8 cmammmmmdmmmmu
United States

o Collection of domestic communications would aimast certainly fall within one of
thcdwﬁammsofdecﬂomcmuﬂmoemm .

o H&mofmnmmammmmdemevmwd
Smns.uwouldfanwnbhmeﬁrstdaﬁnmmofdmmlcmalhme
(lwl(ﬂ(l),whdnq)phesmmewmnsmndudmorm
emnmunwmohpamwluhmmUSmonwhoumtbeUmwd
States.

o If the communication were being collected while being transmitied on a
wire or like connection within the United States, it would fall within the
second definition of electronic surveillance, irrespective of the “US-
person” status of the communicants.

o mimmﬂmsnmdmdymmm
would fall within the third definition of electronic sarveillance (f)(3), and
a Court order would be required. However, as noted shove and discussed
in mare detail below, domestic radio communications obtained
unintentionally would not constitnte a violation of the statute (though they
must be destroyed upon recognition unless the Attomey Genersl
dmnﬂmdmamemofmeommmhmindhmdsﬂuwd
dmhormambodﬂymjmy(omypum).

o Evenxfﬂnfnuﬁlmdeﬁmmnsdxdnoupply.mefm&fmmm
(1801(£)(4)) would this activity if the meaas of collection required the
. installation or use of a surveillance device inside the United States to
wqmmemfamm(mmmﬁmam«ndwmmm)
under circumstances in which a person has a reasonable expectation of
pnvacyudtwmmwddbemqumdﬁthvenfmvmwpm
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by (1) . :
tg) {3)-18 USC 798
(b} (3}~50 USC 403

(EQ(s)fp.L. 86-36
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1. Jurisdiction of the FISC
Mmyofﬁeimuﬂmdm&emmmmminwm

technologica! advances have in effect expanded the jurisdiction of the FISC. Realigning
mwm&mmmmmgmwwmmmmm
Wmhlm-mmmmmdmmmm
Uni&d%—wwﬁgoahnzmymudmﬂknﬁngmyofﬂkpublm :

{bd (1)

(bh (3)-18 usc 798
(bb {3}-50 USC 403
{bh {3)~P.L. 86-36
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1{1) )
) (3}-18 UsSC 798
) {3})-50 UsSC 403
y{3}~P.L. 86-36

2. Emergencies:

FISC must ratify his avthorization within 72 hours. mpob!mhphndnpeoplewho
mmeﬁmmnmﬂehpm«uthﬁfymmmmlychSA
(mmwmwmmmmwmmwymm Realigning
thejwisdieﬁmofﬂleFISwaldﬁeeupmemwwmkonmm
mknpumﬁy,&mmﬂbeﬁrfewmmifﬂnmw&dm
mwwmpﬁuwsmmmmm ‘Aside from that,

mummmummmmwmwwso*
natification of the authorization after the fact. : .

SOthEl'um

1

) (3)~18 USC 798
} (3)-50 USC 403
Y {3)-P.L. 86-36

R e




mmmmunscumﬂdwimamiﬁmm&

W.mmummumtuwumwmmum
hm@c“ﬁyaﬂMﬁM‘mWwﬁm‘mmmmﬁnﬂeW
of how data will be collected and handled. The Court has also imposed requiremcnts for
whﬁsﬁmofw&n&ahhhdmedlwﬁm%wﬂhﬂmof

icath mmumsmmmmw«
. whiehgoweﬂbeyonddnmicwoﬂbejnﬁciuy(jmﬁﬁu&nofﬂnm
Wmofmmme) Mecting these roquirements takes analysts
. ndodbdasﬁmﬁd:pﬁmyjohgudmenwdfqt&misqm:bh'

* ] L . L ] L J & |
n.liamutleﬁvewﬂu'mwcmw
: mmma*wmnwammmmummam

‘of factors t0 analyze the S scenarios described: the identity of the target, the location of
mmmwﬁwbﬂmmmwhmﬁm

Thus, cach ofthescenasios has  variety of owkorues depending on how these fctors re '

combined

1. Collection of a communication betwees a pelnt inside the United States and 2
point outside the United States if the collection occurs outzide the United -

. If&emxaofﬁmmeilhneemaUSmhﬁdeﬂ:UnbedSm,m
surveillance would £all within the first FISA definition of clectronic surveillance
(lwl(fxn),whiduppliesmmewquisidmofrdiouwhemnﬁaﬁmsof
apuﬁmhrkwwnUSpumwhoishﬂnlhiudsm Therefore, a Court
Onder would be required. .

o Ifthe target of the surveillanoe wese 8 non-US person outside the United Staes,
none of the definitions of electronic surveillance in FISA would apply. Therefore,
110 Court Order would be required. . - : -

ofﬁedeﬁniﬁmofdeﬁvniqm&lhminﬂ&mldapﬂy. Therefore, no
Court Order would be required. However, Attorney General spproval would be
required by EO, 12333 to tarpet such communications,

. Hhmguaf&em:ﬂ@emamlEmimida&eUniwdSm
. HSAwoddndwly,hlAmealwdwonldudinnﬂybe
mqni:edﬁumemifﬂ:mofcmmhﬁmwminwmm

"« Ifthe target of the surveillance were a US person otiside the United States, none

pasmwoﬂqhgw:mmbl‘emmofpdwy.:_—___]«/(b) {1)

—ssceswwcorir/ NN 20291123~ 4 of 8
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(b) {3)-50 USC 403
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fb) (1)

b} (3)-18 USC 798
(b} (3)-50 USC 403
(b} (3)-P.L. 86-36

3. Colloction of & communication hetween & polst taskde fhe Usited States and =
pm«uamu.msmrum.emsmuw

Under these circumstances:

. Hhmdhm’ﬂmﬂn%mhﬂeﬁeUﬁ&th
{1801(£)(1)), which spplies to the soquisition of radio o wire communications of
apnﬁw!nthSpumwhoishmcUnimdSm

o Ifthe communicstion were being collected while being tranémitiod on 8 wire or
libemcﬁmwimhtbeUnﬁedm&wﬂdﬁuwi&inhwwnddeﬁniﬁm
of electronic surveillance irrespective of the “US person™ status of either
communicant, .

. E&eugdof&Mpeeﬁennm—llSmorMapmmide
uu&mummmwwwmkmmmwm
signal, FISA would not spply.

. u&mmm,mmwmwwmm
Mdaudhsiyﬂwwﬂecﬁmﬁomavhmliheemdim.sm.
-mmsﬁnmﬁummmmwwm«w
of same other surveillance device uader circumstances in which a person has a
mubbapmﬁmofndvucynda‘wumﬂwwldbemquimdbrhw
enforcement purposes (6.8 installstion snd use of an implant on 8 computer
within the Unitod States). ’

J Ifﬂnemgdofthemv&llsmm;USpmaﬁdethnideﬂﬁ,ﬂSA
wwldnotapply.bmAmmedimw&lwoﬂdhemquindbdolhe
targeting. : ' .

* EmewgumamﬂSpumiﬁdeﬂtlhidehhs.mdNSAm

wddngwinueqnhkhunﬁmlndiommie-ﬁmm“ﬁldw

apply and no Court Order would be required. However,
mmmw«mayuw&um

Ab) (1) .
(b) (3)-18 USC 798
(b} (3)-50 USC 403
{b) (3)-P.L. 86-36

3. Collection of 8 communication between 2 non-US person inside the United
. ma-mmmwmwmm

_seererreoverr i 2> S‘orfs
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Under these circamstances:

K’Mmhﬁmmhﬁngeoﬂecbdwﬁhmm‘medmawimor

. like connection within the United States, it would fall within the second definition
of clectronic surveillance (1802(f)(2)), irrespective of the “US-persan” status of.
the commmicants. . ’ -

If the comsoumication were being collected within the United States by means
mmma;m@«mm.mumm
ns;xmwumwmmmwmmamaf
some other surveiliance dévice tnder ciscumstances in which a person has a
ressonable expectation of privacy and a wamant would be required for aw
'meﬁ(&ghﬂhﬁumﬂmwnmtwam

' within the United States) (sce 1804(14).

1€ the comaunication were being collected outside the United States, or while -
being transmitied by radio signal (cither within the United States or outside the
Unhndsm),mwmﬂn@app!y,hdmc«n%wﬂdbequied

Ifmmmammmmwmmmﬂmﬁpply
and 8o Court Order would be required. However, Attorney General approval
would be required by EO. 12333 to target such person’s communications.

li(hcmwtweanm-USpawnimidcmeUniMSm,mdNSAwseddng
whwhkmmmmmiuﬁmgmwﬂdmm»dm ’
Court Order would be required. However, Attorney General approval would

. be required fo 1 an individeal’s AR

...

b} (1) .

{b} {3)-18 USC 79

{b) {3)-50 USC 403
{b} {3)-P.L. 86-36

{by(1) ]
{h¥(3)~-18 USC 798

(b} (3)~50 USC 403
I} . (b} {3)-P.L. 86-36
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(b¥{1}

(bi(3)-18 USC 798
{(b§(3}-50 USC 403
(b} (3}~P.L. 86-36

. 5. Colection of commusicstions where sender and receiver are both within the
: United States . ’

. Ooﬂmdmmmwuﬁmmmyﬁﬂmmmmof
the definitions of clectrohic surveillance in FISA. '

o 1|flbcmgetofmwiﬂmemnkanSpawninﬁd=ﬂuUni!ed
States, it wonld fall within the first definition of elcctronic surveillance
(lMI(ﬂILwhid:amﬁdmhmukﬁmofudiouwire
communications of a particulsr known US person who is in the United
States. o . :

o If the communication were being collected while being transinitted on 8

" wire or like connection withia the United States, it would fall within the i
second definition of electronic surveillance, irespective of the “US-
person” statis of the commumicants. - :

o The intentional acquisition of purcly domestic radio communications
would fall within the third definition of electronic surveiliance (f)(3), and
a Court order would be required. However, as noted above and discussed
. in more'detail below, domestic radio commimications obtained
unintentionally would not constitite a viclation of the statute (though they
mast be destroyed upon recognition unless the Attorncy Genersl
determined that the contents of the commmunication indicated s threat of
death or serious bodily injury to sny person).

o Even if the first three definitions did not apply, the fourth definition
(lwl(tﬁ))wwldﬂ\kaujvityifﬂwnmweoneainnmimddn .
installation or usé of a survcillance device inside the United States to
mhhhﬁnuﬁm(oﬂuﬂpnﬁmawheanﬁbcmhmmhﬁm)
under ciscumstances in which a person has 2 reasonsble expectstion of

) wimynﬂawmﬂmﬂdhmﬁdﬁxhwuﬁnm@m




