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National Security Agency at Fort
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agency's director and is now a full
general and the principal deputy

director of national intelligence.
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Restrictions on Domestic Spying to monitor entirely domestic
(December 16, 2005)

communications.

Readers’ Opinions The previously undisclosed

) ) decision to permit some
Forum: National Security

eavesdropping inside the
country without court
approval was a major shift in
American intelligence-gathering practices, particularly for the
National Security Agency, whose mission is to spy on
communications abroad. As a result, some officials familiar
with the continuing operation have questioned whether the
surveillance has stretched, if not crossed, constitutional limits
on legal searches.

"This is really a sea change," said a former senior official who
specializes in national security law. "It's almost a mainstay of
this country that the N.S.A. only does foreign searches."

Nearly a dozen current and former officials, who were granted
anonymity because of the classified nature of the program,
discussed it with reporters for The New York Times because
of their concerns about the operation's legality and oversight.

According to those officials and others, reservations about
aspects of the program have also been expressed by Senator
John D. Rockefeller IV, the West Virginia Democrat who is
the vice chairman of the Senate Intelligence Committee, and a
judge presiding over a secret court that oversees intelligence
matters. Some of the questions about the agency's new powers
led the administration to temporarily suspend the operation
last year and impose more restrictions, the officials said.

The Bush administration views the operation as necessary so
that the agency can move quickly to monitor communications
that may disclose threats to the United States, the officials
said. Defenders of the program say it has been a critical tool
in helping disrupt terrorist plots and prevent attacks inside the
United States.

Administration officials are confident that existing safeguards
are sufficient to protect the privacy and civil liberties of
Americans, the officials say. In some cases, they said, the
Justice Department eventually seeks warrants if it wants to
expand the eavesdropping to include communications
confined within the United States. The officials said the
administration had briefed Congressional leaders about the
program and notified the judge in charge of the Foreign
Intelligence Surveillance Court, the secret Washington court
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that deals with national security issues.

The White House asked The New York Times not to publish
this article, arguing that it could jeopardize continuing
investigations and alert would-be terrorists that they might be
under scrutiny. After meeting with senior administration
officials to hear their concerns, the newspaper delayed
publication for a year to conduct additional reporting. Some
information that administration officials argued could be
useful to terrorists has been omitted.

Dealing With a New Threat

While many details about the program remain secret, officials
familiar with it say the N.S.A. eavesdrops without warrants
on up to 500 people in the United States at any given time.
The list changes as some names are added and others dropped,
so the number monitored in this country may have reached
into the thousands since the program began, several officials
said. Overseas, about 5,000 to 7,000 people suspected of
terrorist ties are monitored at one time, according to those
officials.

Several officials said the eavesdropping program had helped
uncover a plot by Iyman Faris, an Ohio trucker and
naturalized citizen who pleaded guilty in 2003 to supporting
Al Qaeda by planning to bring down the Brooklyn Bridge
with blowtorches. What appeared to be another Qaeda plot,
involving fertilizer bomb attacks on British pubs and train
stations, was exposed last year in part through the program,
the officials said. But they said most people targeted for
N.S.A. monitoring have never been charged with a crime,
including an Iranian-American doctor in the South who came
under suspicion because of what one official described as
dubious ties to Osama bin Laden.

The eavesdropping program grew out of concerns after the
Sept. 11 attacks that the nation's intelligence agencies were
not poised to deal effectively with the new threat of Al Qaeda
and that they were handcuffed by legal and bureaucratic
restrictions better suited to peacetime than war, according to
officials. In response, President Bush significantly eased
limits on American intelligence and law enforcement agencies
and the military.

But some of the administration's antiterrorism initiatives have
provoked an outcry from members of Congress, watchdog
groups, immigrants and others who argue that the measures
erode protections for civil liberties and intrude on Americans'
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privacy.

Opponents have challenged provisions of the USA Patriot
Act, the focus of contentious debate on Capitol Hill this
week, that expand domestic surveillance by giving the Federal
Bureau of Investigation more power to collect information
like library lending lists or Internet use. Military and F.B.I.
officials have drawn criticism for monitoring what were
largely peaceful antiwar protests. The Pentagon and the
Department of Homeland Security were forced to retreat on
plans to use public and private databases to hunt for possible
terrorists. And last year, the Supreme Court rejected the
administration's claim that those labeled "enemy combatants"
were not entitled to judicial review of their open-ended
detention.

Mr. Bush's executive order allowing some warrantless
eavesdropping on those inside the United States - including
American citizens, permanent legal residents, tourists and
other foreigners - is based on classified legal opinions that
assert that the president has broad powers to order such
searches, derived in part from the September 2001
Congressional resolution authorizing him to wage war on Al
Qaeda and other terrorist groups, according to the officials
familiar with the N.S.A. operation.

The National Security Agency, which is based at Fort Meade,
Md., is the nation's largest and most secretive intelligence
agency, so intent on remaining out of public view that it has
long been nicknamed "No Such Agency." It breaks codes and
maintains listening posts around the world to eavesdrop on
foreign governments, diplomats and trade negotiators as well
as drug lords and terrorists. But the agency ordinarily operates
under tight restrictions on any spying on Americans, even if
they are overseas, or disseminating information about them.

What the agency calls a "special collection program" began
soon after the Sept. 11 attacks, as it looked for new tools to
attack terrorism. The program accelerated in early 2002 after
the Central Intelligence Agency started capturing top Qaeda
operatives overseas, including Abu Zubaydah, who was
arrested in Pakistan in March 2002. The C.I.A. seized the
terrorists' computers, cellphones and personal phone
directories, said the officials familiar with the program. The
N.S.A. surveillance was intended to exploit those numbers
and addresses as quickly as possible, they said.

In addition to eavesdropping on those numbers and reading
e-mail messages to and from the Qaeda figures, the N.S.A.
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began monitoring others linked to them, creating an
expanding chain. While most of the numbers and addresses
were overseas, hundreds were in the United States, the
officials said.

Under the agency's longstanding rules, the N.S.A. can target
for interception phone calls or e-mail messages on foreign
soil, even if the recipients of those communications are in the
United States. Usually, though, the government can only
target phones and e-mail messages in the United States by
first obtaining a court order from the Foreign Intelligence
Surveillance Court, which holds its closed sessions at the
Justice Department.

Traditionally, the F.B.I., not the N.S.A., seeks such warrants
and conducts most domestic eavesdropping. Until the new
program began, the N.S.A. typically limited its domestic
surveillance to foreign embassies and missions in
Washington, New York and other cities, and obtained court
orders to do so.

Since 2002, the agency has been conducting some warrantless
eavesdropping on people in the United States who are linked,
even if indirectly, to suspected terrorists through the chain of
phone numbers and e-mail addresses, according to several
officials who know of the operation. Under the special
program, the agency monitors their international
communications, the officials said. The agency, for example,
can target phone calls from someone in New York to someone
in Afghanistan.

Warrants are still required for eavesdropping on entirely
domestic-to-domestic communications, those officials say,
meaning that calls from that New Yorker to someone in
California could not be monitored without first going to the
Federal Intelligence Surveillance Court.

A White House Briefing

After the special program started, Congressional leaders from
both political parties were brought to Vice President Dick
Cheney's office in the White House. The leaders, who
included the chairmen and ranking members of the Senate and
House intelligence committees, learned of the N.S.A.
operation from Mr. Cheney, Lt. Gen. Michael V. Hayden of
the Air Force, who was then the agency's director and is now
a full general and the principal deputy director of national
intelligence, and George J. Tenet, then the director of the
C.ILA., officials said.
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It is not clear how much the members of Congress were told
about the presidential order and the eavesdropping program.
Some of them declined to comment about the matter, while
others did not return phone calls.

Later briefings were held for members of Congress as they
assumed leadership roles on the intelligence committees,
officials familiar with the program said. After a 2003 briefing,
Senator Rockefeller, the West Virginia Democrat who became
vice chairman of the Senate Intelligence Committee that year,
wrote a letter to Mr. Cheney expressing concerns about the
program, officials knowledgeable about the letter said. It

could not be determined if he received a reply. Mr.
Rockefeller declined to comment. Aside from the

Congressional leaders, only a small group of people,
including several cabinet members and officials at the N.S.A.,
the C.I.A. and the Justice Department, know of the program.

Some officials familiar with it say they consider warrantless
eavesdropping inside the United States to be unlawful and
possibly unconstitutional, amounting to an improper search.
One government official involved in the operation said he
privately complained to a Congressional official about his
doubts about the program's legality. But nothing came of his
inquiry. "People just looked the other way because they didn't
want to know what was going on," he said.

A senior government official recalled that he was taken aback
when he first learned of the operation. "My first reaction was,
'We're doing what?' " he said. While he said he eventually felt
that adequate safeguards were put in place, he added that
questions about the program's legitimacy were understandable.

Some of those who object to the operation argue that is
unnecessary. By getting warrants through the foreign
intelligence court, the N.S.A. and F.B.I. could eavesdrop on
people inside the United States who might be tied to terrorist
groups without skirting longstanding rules, they say.

The standard of proof required to obtain a warrant from the
Foreign Intelligence Surveillance Court is generally
considered lower than that required for a criminal warrant -
intelligence officials only have to show probable cause that
someone may be "an agent of a foreign power," which
includes international terrorist groups - and the secret court
has turned down only a small number of requests over the
years. In 2004, according to the Justice Department, 1,754
warrants were approved. And the Foreign Intelligence
Surveillance Court can grant emergency approval for wiretaps
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within hours, officials say.

Administration officials counter that they sometimes need to
move more urgently, the officials said. Those involved in the
program also said that the N.S.A.'s eavesdroppers might need
to start monitoring large batches of numbers all at once, and
that it would be impractical to seek permission from the
Foreign Intelligence Surveillance Court first, according to the
officials.

The N.S.A. domestic spying operation has stirred such
controversy among some national security officials in part
because of the agency's cautious culture and longstanding
rules.

Widespread abuses - including eavesdropping on Vietnam War
protesters and civil rights activists - by American intelligence
agencies became public in the 1970's and led to passage of the
Foreign Intelligence Surveillance Act, which imposed strict
limits on intelligence gathering on American soil. Among
other things, the law required search warrants, approved by the
secret F.I.S.A. court, for wiretaps in national security cases.
The agency, deeply scarred by the scandals, adopted additional
rules that all but ended domestic spying on its part.

After the Sept. 11 attacks, though, the United States
intelligence community was criticized for being too
risk-averse. The National Security Agency was even cited by
the independent 9/11 Commission for adhering to
self-imposed rules that were stricter than those set by federal
law.

Concerns and Revisions

Several senior government officials say that when the special
operation began, there were few controls on it and little formal
oversight outside the N.S.A. The agency can choose its
eavesdropping targets and does not have to seek approval from
Justice Department or other Bush administration officials.
Some agency officials wanted nothing to do with the
program, apparently fearful of participating in an illegal
operation, a former senior Bush administration official said.
Before the 2004 election, the official said, some N.S.A.
personnel worried that the program might come under scrutiny
by Congressional or criminal investigators if Senator John
Kerry, the Democratic nominee, was elected president.

In mid-2004, concerns about the program expressed by
national security officials, government lawyers and a judge
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prompted the Bush administration to suspend elements of the
program and revamp it.

For the first time, the Justice Department audited the N.S.A.
program, several officials said. And to provide more guidance,
the Justice Department and the agency expanded and refined a
checklist to follow in deciding whether probable cause existed
to start monitoring someone's communications, several
officials said.

A complaint from Judge Colleen Kollar-Kotelly, the federal
judge who oversees the Federal Intelligence Surveillance
Court, helped spur the suspension, officials said. The judge
questioned whether information obtained under the N.S.A.
program was being improperly used as the basis for F.I.S.A.
wiretap warrant requests from the Justice Department,
according to senior government officials. While not knowing
all the details of the exchange, several government lawyers
said there appeared to be concerns that the Justice Department,
by trying to shield the existence of the N.S.A. program, was
in danger of misleading the court about the origins of the
information cited to justify the warrants.

One official familiar with the episode said the judge insisted
to Justice Department lawyers at one point that any material
gathered under the special N.S.A. program not be used in
seeking wiretap warrants from her court. Judge Kollar-Kotelly
did not return calls for comment.

A related issue arose in a case in which the F.B.I. was
monitoring the communications of a terrorist suspect under a
F.I.S.A.-approved warrant, even though the National Security
Agency was already conducting warrantless eavesdropping.

According to officials, F.B.I. surveillance of Mr. Faris, the
Brooklyn Bridge plotter, was dropped for a short time because
of technical problems. At the time, senior Justice Department
officials worried what would happen if the N.S.A. picked up
information that needed to be presented in court. The
government would then either have to disclose the N.S.A.
program or mislead a criminal court about how it had gotten
the information.

Several national security officials say the powers granted the
N.S.A. by President Bush go far beyond the expanded
counterterrorism powers granted by Congress under the USA
Patriot Act, which is up for renewal. The House on
Wednesday approved a plan to reauthorize crucial parts of the
law. But final passage has been delayed under the threat of a

10/26/07 10:45 AM



Bush Lets U.S. Spy@R88IB:IVARGIR 2R B Shew PORUMRNT 7-2 hup rilach 1042820057836/ bR RE 26brogram.htmi2pag...

9of 11

Senate filibuster because of concerns from both parties over
possible intrusions on Americans' civil liberties and privacy.

Under the act, law enforcement and intelligence officials are
still required to seek a F.I.S.A. warrant every time they want
to eavesdrop within the United States. A recent agreement
reached by Republican leaders and the Bush administration
would modify the standard for F.B.I. wiretap warrants,
requiring, for instance, a description of a specific target.
Critics say the bar would remain too low to prevent abuses.

Bush administration officials argue that the civil liberties
concerns are unfounded, and they say pointedly that the
Patriot Act has not freed the N.S.A. to target Americans.
"Nothing could be further from the truth," wrote John Yoo, a
former official in the Justice Department's Office of Legal
Counsel, and his co-author in a Wall Street Journal opinion
article in December 2003. Mr. Yoo worked on a classified
legal opinion on the N.S.A.'s domestic eavesdropping
program.

At an April hearing on the Patriot Act renewal, Senator
Barbara A. Mikulski, Democrat of Maryland, asked Attorney
General Alberto R. Gonzales and Robert S. Mueller 111, the
director of the F.B.I., "Can the National Security Agency, the
great electronic snooper, spy on the American people?”

"Generally," Mr. Mueller said, "I would say generally, they
are not allowed to spy or to gather information on American
citizens."

President Bush did not ask Congress to include provisions for
the N.S.A. domestic surveillance program as part of the
Patriot Act and has not sought any other laws to authorize the
operation. Bush administration lawyers argued that such new
laws were unnecessary, because they believed that the
Congressional resolution on the campaign against terrorism
provided ample authorization, officials said.

The Legal Line Shifts

Seeking Congressional approval was also viewed as
politically risky because the proposal would be certain to face
intense opposition on civil liberties grounds. The
administration also feared that by publicly disclosing the
existence of the operation, its usefulness in tracking terrorists
would end, officials said.

The legal opinions that support the N.S.A. operation remain
classified, but they appear to have followed private
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discussions among senior administration lawyers and other
officials about the need to pursue aggressive strategies that
once may have been seen as crossing a legal line, according to
senior officials who participated in the discussions.

For example, just days after the Sept. 11, 2001, attacks on
New York and the Pentagon, Mr. Yoo, the Justice Department
lawyer, wrote an internal memorandum that argued that the
government might use "electronic surveillance techniques and
equipment that are more powerful and sophisticated than those
available to law enforcement agencies in order to intercept
telephonic communications and observe the movement of
persons but without obtaining warrants for such uses."

Mr. Yoo noted that while such actions could raise
constitutional issues, in the face of devastating terrorist
attacks "the government may be justified in taking measures
which in less troubled conditions could be seen as
infringements of individual liberties."

The next year, Justice Department lawyers disclosed their
thinking on the issue of warrantless wiretaps in national
security cases in a little-noticed brief in an unrelated court
case. In that 2002 brief, the government said that "the
Constitution vests in the President inherent authority to
conduct warrantless intelligence surveillance (electronic or
otherwise) of foreign powers or their agents, and Congress
cannot by statute extinguish that constitutional authority."

Administration officials were also encouraged by a November
2002 appeals court decision in an unrelated matter. The
decision by the Foreign Intelligence Surveillance Court of
Review, which sided with the administration in dismantling a
bureaucratic "wall" limiting cooperation between prosecutors
and intelligence officers, cited "the president's inherent
constitutional authority to conduct warrantless foreign
intelligence surveillance."

But the same court suggested that national security interests
should not be grounds "to jettison the Fourth Amendment
requirements" protecting the rights of Americans against
undue searches. The dividing line, the court acknowledged,
"is a very difficult one to administer."

Barclay Walsh contributed research for this article.
Correction: Dec. 28, 2005, Wednesday:

Because of an editing error, a front-page article on Dec. 16

10/26/07 10:45 AM



Bush Lets U.S. Spy@R88IB:IVARGIR 2R @ Shew PORUMRNT 7-2 hup rilach 104aRE28P 20057836/ pbaAtRE26brogram.htmi2pag...

11of 11

about a decision by President Bush to authorize the National
Security Agency to eavesdrop on Americans and others inside
the United States to search for evidence of terrorist activity
without warrants ordinarily required for domestic spying
misstated the name of the court that would normally issue
those warrants. It is the Foreign - not Federal -Intelligence
Surveillance Court.
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For Immediate Release
Office of the Press Secretary
December 17, 2005

President's Radio Address
The Roosevelt Room

In Focus: Homeland Security Video (Real)
—r iaeo eal

10:06 A.M. EST

En Espafiol

THE PRESIDENT: Good morning.

As President, | took an oath to defend the Constitution,

and | have no greater responsibility than to protect our

people, our freedom, and our way of life. On September the 11th, 2001, our freedom
and way of life came under attack by brutal enemies who killed nearly 3,000 innocent
Americans. We're fighting these enemies across the world. Yet in this first war of the
21st century, one of the most critical battlefronts is the home front. And since
September the 11th, we've been on the offensive against the terrorists plotting within
our borders.

One of the first actions we took to protect America
after our nation was attacked was to ask Congress
to pass the Patriot Act. The Patriot Act tore down
the legal and bureaucratic wall that kept law
enforcement and intelligence authorities from
sharing vital information about terrorist threats. And
the Patriot Act allowed federal investigators to
pursue terrorists with tools they already used
against other criminals. Congress passed this law
with a large, bipartisan majority, including a vote of
98-1 in the United States Senate.

Since then, America's law enforcement personnel have used this critical law to
prosecute terrorist operatives and supporters, and to break up terrorist cells in New
York, Oregon, Virginia, California, Texas and Ohio. The Patriot Act has accomplished
exactly what it was designed to do: it has protected American liberty and saved
American lives.

Yet key provisions of this law are set to expire in two weeks. The terrorist threat to
our country will not expire in two weeks. The terrorists want to attack America again,
and inflict even greater damage than they did on September the 11th. Congress has
a responsibility to ensure that law enforcement and intelligence officials have the
tools they need to protect the American people.

The House of Representatives passed reauthorization of the Patriot Act. Yet a

minority of senators filibustered to block the renewal of the Patriot Act when it came
up for a vote yesterday. That decision is irresponsible, and it endangers the lives of
our citizens. The senators who are filibustering must stop their delaying tactics, and
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the Senate must vote to reauthorize the Patriot Act. In the war on terror, we cannot
afford to be without this law for a single moment.

To fight the war on terror, | am using authority vested in me by Congress, including
the Joint Authorization for Use of Military Force, which passed overwhelmingly in the
first week after September the 11th. I'm also using constitutional authority vested in
me as Commander-in-Chief.

In the weeks following the terrorist attacks on our nation, | authorized the National
Security Agency, consistent with U.S. law and the Constitution, to intercept the
international communications of people with known links to al Qaeda and related
terrorist organizations. Before we intercept these communications, the government
must have information that establishes a clear link to these terrorist networks.

This is a highly classified program that is crucial to our national security. Its purpose
is to detect and prevent terrorist attacks against the United States, our friends and
allies. Yesterday the existence of this secret program was revealed in media reports,
after being improperly provided to news organizations. As a result, our enemies have
learned information they should not have, and the unauthorized disclosure of this
effort damages our national security and puts our citizens at risk. Revealing
classified information is illegal, alerts our enemies, and endangers our country.

As the 9/11 Commission pointed out, it was clear that @
terrorists inside the United States were communicating with i
terrorists abroad before the September the 11th attacks, Archives

and the commission criticized our nation's inability to

uncover links between terrorists here at home and terrorists Radio Address:
abroad. Two of the terrorist hijackers who flew a jet into the 2007

Pentagon, Nawaf al Hamzi and Khalid al Mihdhar, 2006
communicated while they were in the United States to other 2005
members of al Qaeda who were overseas. But we didn't 2004
know they were here, until it was too late. 2003

2002

The authorization | gave the National Security Agency after 2001

September the 11th helped address that problem in a way

that is fully consistent with my constitutional responsibilities ; Radio Interviews
and authorities. The activities | have authorized make it

more likely that killers like these 9/11 hijackers will be e 2005
identified and located in time. And the activities conducted e 2004

under this authorization have helped detect and prevent

possible terrorist attacks in the United States and abroad.

The activities | authorized are reviewed approximately every 45 days. Each review is
based on a fresh intelligence assessment of terrorist threats to the continuity of our
government and the threat of catastrophic damage to our homeland. During each
assessment, previous activities under the authorization are reviewed. The review
includes approval by our nation's top legal officials, including the Attorney General
and the Counsel to the President. | have reauthorized this program more than 30
times since the September the 11th attacks, and | intend to do so for as long as our
nation faces a continuing threat from al Qaeda and related groups.

The NSA's activities under this authorization are thoroughly reviewed by the Justice
Department and NSA's top legal officials, including NSA's general counsel and
inspector general. Leaders in Congress have been briefed more than a dozen times
on this authorization and the activities conducted under it. Intelligence officials
involved in this activity also receive extensive training to ensure they perform their
duties consistent with the letter and intent of the authorization.

This authorization is a vital tool in our war against the terrorists. It is critical to saving
American lives. The American people expect me to do everything in my power under
our laws and Constitution to protect them and their civil liberties. And that is exactly
what | will continue to do, so long as I'm the President of the United States.

Thank you.
END 10:13 A.M. EST
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Spy Agency Mined Vast Data
Trove, Officials Report

By ERIC LICHTBLAU and JAMES RISEN

Published: December 24, 2005 E-Mail This
Printer-Friendly

WASHINGTON, Dec. 23 - The National Reprints

Security Agency has traced and analyzed Save Article

large volumes of telephone and Internet

communications flowing into and out of e

the United States as part of the DARJEELING

eavesdropping program that President Lk

Bush approved after the Sept. 11, 2001,
attacks to hunt for evidence of terrorist activity, according to
current and former government officials.

The volume of information

Related harvested from
Bush Lets U.S. Spy on Callers telecommunication data and
Without Courts (December 16,

voice networks, without

2005) .
court-approved warrants, is

Daschle Says Congress Never

Authorized Program
Alito Wrote on Wiretaps

much larger than the White
House has acknowledged, the
officials said. It was collected
by tapping directly into some
of the American
telecommunication system's main arteries, they said.

As part of the program approved by President Bush for
domestic surveillance without warrants, the N.S.A. has gained
the cooperation of American telecommunications companies
to obtain backdoor access to streams of domestic and
international communications, the officials said.

The government's collection and analysis of phone and
Internet traffic have raised questions among some law
enforcement and judicial officials familiar with the program.
One issue of concern to the Foreign Intelligence Surveillance
Court, which has reviewed some separate warrant applications
growing out of the N.S.A.'s surveillance program, is whether
the court has legal authority over calls outside the United

&= Most E-Mailed Articles &he NeawijorkEimes

Past 24 Hours | Past 7 Days

1.
. The Migraine Diet

David Brooks: The Outsourced Brain

2
3. Five Easy Ways to Go Organic

4.

5. Well: Shhh...My Child Is Sleeping (in My Bed, Um, With Me)

State of the Art: Apple Offers New Goodies in Leopard System

Go to Complete List

10/26/07 10:46 AM



Spy Agency Mined GR88a3: A7s@/ OB {B 1&port DRAURANT. 7-2hitp:/Filed nhRR/&A07005/ 0% 18136y html?pagewant...

20of 5

States that happen to pass through American-based telephonic
"switches," according to officials familiar with the matter.

"There was a lot of discussion about the switches" in
conversations with the court, a Justice Department official
said, referring to the gateways through which much of the
communications traffic flows. "You're talking about access to
such a vast amount of communications, and the question was,
How do you minimize something that's on a switch that's
carrying such large volumes of traffic? The court was very,
very concerned about that."

Since the disclosure last week of the N.S.A.'s domestic
surveillance program, President Bush and his senior aides
have stressed that his executive order allowing eavesdropping
without warrants was limited to the monitoring of
international phone and e-mail communications involving
people with known links to Al Qaeda.

What has not been publicly acknowledged is that N.S.A.
technicians, besides actually eavesdropping on specific
conversations, have combed through large volumes of phone
and Internet traffic in search of patterns that might point to
terrorism suspects. Some officials describe the program as a
large data-mining operation.

The current and former government officials who discussed
the program were granted anonymity because it remains
classified.

Bush administration officials declined to comment on Friday
on the technical aspects of the operation and the N.S.A.'s use
of broad searches to look for clues on terrorists. Because the
program is highly classified, many details of how the N.S.A.
is conducting it remain unknown, and members of Congress
who have pressed for a full Congressional inquiry say they are
eager to learn more about the program's operational details, as
well as its legality.

Officials in the government and the telecommunications
industry who have knowledge of parts of the program say the
N.S.A. has sought to analyze communications patterns to
glean clues from details like who is calling whom, how long
a phone call lasts and what time of day it is made, and the
origins and destinations of phone calls and e-mail messages.
Calls to and from Afghanistan, for instance, are known to
have been of particular interest to the N.S.A. since the Sept.
11 attacks, the officials said.
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This so-called "pattern analysis" on calls within the United
States would, in many circumstances, require a court warrant
if the government wanted to trace who calls whom.

The use of similar data-mining operations by the Bush
administration in other contexts has raised strong objections,
most notably in connection with the Total Information
Awareness system, developed by the Pentagon for tracking
terror suspects, and the Department of Homeland Security's
Capps program for screening airline passengers. Both
programs were ultimately scrapped after public outcries over
possible threats to privacy and civil liberties.

But the Bush administration regards the N.S.A.'s ability to
trace and analyze large volumes of data as critical to its
expanded mission to detect terrorist plots before they can be
carried out, officials familiar with the program say.
Administration officials maintain that the system set up by
Congress in 1978 under the Foreign Intelligence Surveillance
Act does not give them the speed and flexibility to respond
fully to terrorist threats at home.

A former technology manager at a major telecommunications
company said that since the Sept. 11 attacks, the leading
companies in the industry have been storing information on
calling patterns and giving it to the federal government to aid
in tracking possible terrorists.

"All that data is mined with the cooperation of the
government and shared with them, and since 9/11, there's
been much more active involvement in that area," said the
former manager, a telecommunications expert who did not
want his name or that of his former company used because of
concern about revealing trade secrets.

Such information often proves just as valuable to the
government as eavesdropping on the calls themselves, the
former manager said.

"If they get content, that's useful to them too, but the real
plum is going to be the transaction data and the traffic
analysis," he said. "Massive amounts of traffic analysis
information - who is calling whom, who is in Osama Bin
Laden's circle of family and friends - is used to identify lines
of communication that are then given closer scrutiny."

Several officials said that after President Bush's order
authorizing the N.S.A. program, senior government officials
arranged with officials of some of the nation's largest
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telecommunications companies to gain access to switches that
act as gateways at the borders between the United States'
communications networks and international networks. The
identities of the corporations involved could not be
determined.

The switches are some of the main arteries for moving voice
and some Internet traffic into and out of the United States,
and, with the globalization of the telecommunications
industry in recent years, many international-to-international
calls are also routed through such American switches.

One outside expert on communications privacy who
previously worked at the N.S.A. said that to exploit its
technological capabilities, the American government had in
the last few years been quietly encouraging the
telecommunications industry to increase the amount of
international traffic that is routed through American-based
switches.

The growth of that transit traffic had become a major issue for
the intelligence community, officials say, because it had not
been fully addressed by 1970's-era laws and regulations
governing the N.S.A. Now that foreign calls were being
routed through switches on American soil, some judges and
law enforcement officials regarded eavesdropping on those
calls as a possible violation of those decades-old restrictions,
including the Foreign Intelligence Surveillance Act, which
requires court-approved warrants for domestic surveillance.

Historically, the American intelligence community has had
close relationships with many communications and computer
firms and related technical industries. But the N.S.A.'s
backdoor access to major telecommunications switches on
American soil with the cooperation of major corporations
represents a significant expansion of the agency's operational
capability, according to current and former government
officials.

Phil Karn, a computer engineer and technology expert at a
major West Coast telecommunications company, said access
to such switches would be significant. "If the government is
gaining access to the switches like this, what you're really
talking about is the capability of an enormous vacuum
operation to sweep up data," he said.
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Spying Program Snared U.S. Calls (December 21, 2005)

Bush Again Defends Spy Program (January 2, 2006)
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DOMESTIC SURVEILLANCE: THE WHITE HOUSE; Defending Spy
Program, Administration Cites Law (December 23, 2005)
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Telecoms let NSA spy on calls

By Leslie Cauley and John Diamond, USA TODAY

The National Security Agency has secured the cooperation of
large telecommunications companies, including AT&T, MCI
and Sprint, in its efforts to eavesdrop without warrants on
international calls by suspected terrorists, according to seven
telecommunications executives.

Michael
Hayden,
former head of
the NSA,
during a
hearing last
week on
Capitol Hill.

Alex Wong,
Getty Images

The executives asked to remain anonymous because of the
sensitivity of the program. AT&T, MCI and Sprint had no official
comment.

The Senate Judiciary Committee begins hearings today on the
government's program of monitoring international calls and
e-mails of a domestic target without first obtaining court orders.
Atissue: whether the surveillance is legal, as President Bush
insists, or an illegal intrusion into the lives of Americans, as
lawsuits by civil libertarians contend. (Related: Committee
chief says program violates law)
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In domestic investigations, phone companies routinely require
court orders before cooperating.

A majority of international calls are handled by long-distance
carriers AT&T, MCI and Sprint. All three own "gateway"
switches capable of routing calls to points around the globe.
AT&T was recently acquired by SBC Communications, which
has since adopted the AT&T name as its corporate moniker.
MCI, formerly known as WorldCom, was recently acquired by
Verizon. Sprint recently merged with Nextel.

The New York Times, which disclosed the clandestine
operation in December, previously reported that
telecommunications companies have been cooperating with the
government, but it did not name the companies involved.
(Related: Bush says NSA program is legal)

Decisions about monitoring calls are made in four steps,
according to two U.S. intelligence officials familiar with the
program who insisted on anonymity because it remains
classified:

« Information from U.S. or allied intelligence or law
enforcement points to a terrorism-related target either based in
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the United States or communicating with someone in the United
States.

* Using a 48-point checklist to identify possible links to
al-Qaeda, one of three NSA officials authorized to approve a
warrantless intercept decides whether the surveillance is
justified. Gen. Michael Hayden, the nation's No. 2 intelligence
officer, said the checklist focuses on ensuring that there is a
"reasonable basis" for believing there is a terrorist link
involved.

» Technicians work with phone company officials to intercept
communications pegged to a particular person or phone
number. Telecommunications executives say MCI, AT&T and
Sprint grant the access to their systems without warrants or
court orders. Instead, they are cooperating on the basis of oral
requests from senior government officials.

« If the surveillance yields information about a terror plot, the
NSA notifies the FBI or other appropriate agencies but does not
always disclose the source of its information. Call-routing
information provided by the phone companies can help
intelligence officialseavesdrop on a conversation. It also helps
them physically locate the parties, which is important if
cellphones are being used. If the U.S. end of a communication
has nothing to do with terrorism, the identity of the party is
suppressed and the content of the communication destroyed,
Hayden has said.

The government has refused to publicly discuss the precise
number of individuals targeted.

The Times and The Washington Post have said thousands have
had communications intercepted.

The two intelligence officials said that number has been whittled
down to about 600 people in the United States who have been
targeted for repeated surveillance since the Sept. 11 attacks.
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