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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA

SAN FRANCISCO DIVISION

ELECTRONIC FRONTIER FOUNDATION,

Plaintiff,

V.

OFFICE OF THE DIRECTOR OF NATIONAL
INTELLIGENCE

and

U.S. DEPARTMENT OF JUSTICE,

Defendants.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

Civil Action No. 08-t023

DECLARATION OF GAYLA D. SESSOMS

I, GayLa D. Sessoms, do hereby state and declare as follows:

1. I am the Freedom of Information Act (FOIA) Coordinator for the National

Security Division (NSD), of the United States Department of Justice (DO J). In that capacity, I

manage day-to-day FOIA operations including the receipt, review, search, and records processing

in connection with all incoming access requests.

2. I make the statements herein on the basis of personal knowledge, as well as on

information acquired by me in the course of performing my official duties.

3. The National Security Division’s core mission is to coordinate the Department’s

efforts to combat terrorism and protect national security. The NSD is responsible for assisting the

Attorney General and other senior Department and Executive Branch officials in ensuring that the

national security-related activities of the U.S. are consistent with relevant law; overseeing terrorism

investigations and prosecutions; handling counterespionage cases and matters; obtaining court
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authorization for the collection of foreign intelligence under the Foreign Intelligence Surveillance

Act (FISA); and conducting oversight of intelligence agency compliance with certain national

security legal requirements. The NSD, which consolidates the Department’s prima~3~ national

security elements within a single Division, cunently consists of the Office of Intelligence Policy and

Review (OIPR) ; the Counterten’orism (CTS) and Counterespionage (CES) Sections, formerly part

of the Criminal Division; and a new Law and Policy Office (LPO).

ELECTRONIC FRONTIER FOUNDATION’S FOIA REQUEST

4. By letter dated December 21, 2007, the Electronic Frontier Foundation ("EFF")

submitted a request under the Freedom of Information Act ("FOIA") for "all agency records from

September 1, 2007 to the present concerning briefings, discussions, or other exchanges that

Justice Department officials have had with 1) members of the Senate or House of

Representatives and 2) representatives or agents of telecommunications companies concerning

alnendments to FISA, including any discussions or imlnunizing telecolnmunications companies

or holding them otherwise unaccountable for their role in government surveillance activities." A

copy of EFF’s FOIA request is attached hereto as Exhibit A. The NSD received EFF’s request

on December 27, 2007 and ackaaowledged receipt on the same day. See Exhibit B. EFF also

requested expedited processing of its FOIA request, and by letter dated January 29, 2008, the

NSD notified EFF that its request had been gaanted for expedited treatment. See Exhibit C.

5. NSD routinely processes its FOIA requests on a first-in, first-out basis. However,

upon granting expedited processing, EFF’s request was immediately moved ahead of fourteen

FOIA requests in the NSD FOIA queue that were received prior to plaintiff’s request.

Accordingly, EFF’s FOIA request is currently under review and with the exception of"quick
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hits," the processing of most other pending requests has been minimal. ~

RECORDS SEARCHES

6. After granting expedited processing, NSD immediately began to coordinate a

strategy for searching for records responsive to EFF’s requests that included identifying available

personnel resources to conduct the searches. A search for responsive records was initiated within

the National Security Division offices reasonably likely to rnaintain records responsive to

plaintiff’s request: the Office of Intelligence Policy and Review (OIPR), the Law and Policy

Office (LPO) and the "Front Office." In accordance with standard operating procedures, an

electronic communication (e-mail) regarding search requirements was initially transmitted to

approximate fifty staffrnembers within these offices upon receipt of plaintiff’s request. Follow-

up reminders were transmitted after expedited processing was granted and again when plaintiff

filed its Complaint. The individuals asked to search for records responsive to this FOIA request

also work on significant mission-related matters pertaining to the national security of the United

States. These officials and employees are required to stop this critical work in order to perforrn

the necessary searches for this case and each of them did so as soon as was practicable.

7. OIPR maintains three general categories of records: operations records relating to

proceedings before the Foreign Intelligence Surveillance Com~ (FISC) under the Foreign

Intelligence Smweillance Act ("FISA"), including applications for authority to conduct electronic

surveillance, physical searches, other authorities under FISA as referenced above, and other

operational matters; litigation records; and policy records including congressional inquiries,

~ FOIA requests that can be processed and closed within five days are considered "quick
hits," and the NSD has a total of thirty-three pending FOIA requests (including the fourteen
requests received prior to plaintiff’s).
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reports and conespondence. In response to plaintiff’s request, a search was conducted of OIPR’s

policy records because we could reasonably expect to locate responsive records within these files

rather than the litigation and FISA files. This search was performed by the sole Program Analyst

assigned to FOIA operations. In addition, all senior staff, as well as attorneys with

responsibilities for matters related to plaintiff’s request were asked to query their electronic

communications (e-mail) and office files for responsive documents. The Program Analyst

performed the searches for those attorneys unable to do so because of the priorities imposed by

mission-related tasks. All electronic COlnmunications (e-mail) were queried as well as office

(paper) files identified by the attorneys as potentially responsive. Responsive records (including

classified) have been identified within OIPR.

8. LPO rnaintains its records within the individual offices of the counsels for Law

and Policy, rather than a central repository. Accordingly, both the electronic comrnunications (e-

mail) and office files of both LPO attorneys were searched. One attorney performed his own

queries and I conducted queries for the other attorney that included al! of his electronic

communications (e-mail) as well as office (paper) files identified by the attorney as potentially

responsive. Responsive records (including classified) have been identified within LPO.

9. The Front Office maintains its records within the individual offices of the

Assistant Attorney General for National Security, the various Deputies, Senior Counsels and

Counsels, rather than a central repository. Accordingly, both the electronic COlnmunications (e-

mail) and office files of all Front Office attorneys were searched. To the extent that attorneys

within the Front Office were unable to search their files because of the priorities imposed by

mission-related tasks, the Program Analyst, Records Officer and I conducted these queries. We
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queried all electronic communications (e-mail) as well as the office (paper) files identified by the

attorneys as potentially responsive. Electronic communications (e-rnai!) identified during an

initial search of the files of the Assistant Attorney General for National Security were

subsequently reviewed by Front Office personne! and determined to be outside the scope of

plaintiff’s request. Other responsive records (including classified) have been identified within

the Front Office.

10. The NSD completed its queries for responsive records last week and identified

roughly two boxes of material that may be responsive to plaintiff’s request. The Program

Analyst and I are currently reviewing this material to 1) ensure that it is responsive to plaintiff’s

request; 2) eliminate any duplicates; 3) identify al! third agency documents that require refen’al

and!or consult; and 4) identify all classified records. Because the NSD’s queries were conducted

within three different offices, it is anticipated that multiple copies of the same document will be

located. Once the universe of responsive documents is determined, the Program Analyst and I

will immediately begin the review of this material for the application of any FOIA exemptions.

The NSD will notify plaintiff of the exact volume of responsive records no later than Friday,

March 21, 2008.

11.    The existence of classified material contributes significantly to the complexities

attendant to processing a FOIA request. Responsive documents that contain classified

information must undergo an additional, and time-sensitive, review to ensure that national

security interests are properly balanced against the public’s access rights. Such review also

includes a page-by-page and line-by-line review of the documents to determine which, if any,

FOIA exemptions may apply. In light of the sensitive nature of classified information in general,
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and records related to FISA amendments in particular, potentially responsive material must be

reviewed by appropriate entities with equities in the documents to ensure that legitimate national

security interests are fully protected.

12.    Plaintiff’s request that the NSD complete processing its FOIA request within ten

days is simply not practicable. The NSD is devoting appropriate resources and effort to

processing plaintiff’s FOIA request as soon as practicable. Plaintiff’s request for release of

records within ten days is not practicable because the NSD has identified both third agency

records that require referral and consult with other agencies as well as classified records that

require a declassification and FOIA review. In addition, although plaintiff’s request has been

granted expedited treatment and is being processed accordingly, the NSD has a statutory

obligation to process its current workload of thirty-three pending FOIA requests. The NSD

cannot simply abandon its work on its other FOIA requests. Moreover, a ten day deadline would

increase the chances of an inadvertent disclosure of records (some of which contain classified

national security information) that are exempted from release under the FOIA. For these reasons,

the NSD proposes to focus initially on the review of unclassified records as well as records that

do not contain third agency equities. The Program Analyst and I will complete the review of this

category of records and provide an interim response to plaintiff no later than April 11,2008.

13.    With respect to responsive records that require referral and consult with other

agencies as well as any classified records, the NSD is not in a position to provide an estimated

date of production given numerous considerations and additional burdens that must be taken into

account before releasing such records. NSD is committed to processing these records as soon as

practicable and is willing to provide the Court with a status report every thirty days to update the
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Court on the NSD’s progress.

14.    I declare under penalty of perjury that the foregoing is true and correct.

Executed on this / ~~ay of March, 2008.

FOIA Coordinator
National Security Division
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EXHIBIT A
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FAX COVER SHEET

DATE: December 21, 2007

TO: GayLa Sessoms, FOIA Coordinator,
Division

Fax Number: (202) 305-4211

FROM: Msrcia Hofmann, Electronic Frontier Foundation

RE: Freedom o£ Information Act Request and Request
Expedited Processing

Pases sent:    ~ including cover page

National Security

COMMENTS:

NOTICE This fax is intended for the use of the individual or entity to which it is addressed and may contain
information that is privileged, confidential, and exempt from disolosure.olf you are not the intended recipient
or his or her agent, you are hereby notified that any dissemination, distribution or copying ot this
communication is strictly prohibited and asked to please notify us immediately by t~lephone. Thank you,

PLEASE CALL IF THERE IS A PROBLEM

EXHIBIT A

18 3DVd 3~3 ES669E~    Ib:LI
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December 21,2007

VIA FACSIMILE -- (202) 305-4211

OayLa D. Sessoms, FOIA Coordinator
Nationa! Security Division
Dep~tment of Justice
Room 6150, 950 Pennsylvania Avenue, N.W.
Washington, DC 20530-0001

RE: Freedom of Inibrmation Act Request and Request for Expedited Processing

Dear Ms. Sessoms:

This letter constitutes an expedffed request under the Freedom of Information Act ("FOIA"), 5
U.S.C. § 552, and is submitted to the Depm’trnent of Justice National Security Division on behalf
of the Electronic Frontier Foundation ("EFF"). We make this request as part of EFF’s FOIA
Litigation for Acco~.mtable Govermnent ("FLAG") Project, which works to obtain government
docmnents and make them widely available to the public,

On August 5, 2007, President Bush signed into law the Protect America Act, legislation which
amended the Foreign Intelligence Surveillance Act ("FISA") to expand the government’s power....
to intercept commtmications without warrants, as well as shield telecommunications companies
from future liability for their role in such activity.

Since the passage of this law, the Administration has tried to convince Congress to amend FISA
to make it impossible for courts to impose liability on teleconwnunications companies for
participating in a massive and illegal warrantless spying operation conducted by the Nationa!
Security Agency. See Signing Statement, Y~’~sident Bush Commends Congress on Passage of
I~teIligence Leg~slation, Aug. 6, 2007; James Risen, Bush Signs Law to Widen Reach for     .::
Wiretapping, NY Times, Aug, 6, 2007; Mark Fiosenball and Michael Isikoff, Case Dismissed?:
The Secret Lobbying C~npaign Your Phone Company Doesn’t Want You to Know About,
Neu,s~,eek, updated Sept. 26, 2007, available at http://www.newsweek.eom/id/41142; Eric
Lichtblau, James Risen and Scott Shane, Wider Spying Fuels Aid Plan for Telecom Industry, NY
Times, Dec. 16, 2007.

We are seeking all agency records from September 1, 2007 to the present concerning briefings,
discussions, or other exclmnges that Justice Department officials have had with 1) members of
the Senate or House of Representatives and 2) representatives or agents of telecommunications
companiesI concerning amendments to FISA, including any discussion of immunizing

t The pba’ase "representatives or agents of telecommunications companies" is intended to include
lobbyists mad lavcyers acting on behalf of such companies. According to Newsweek, these
individuals may include, but are not limited to, "powerhouse Republican lobbyists Charlie Black
and Wayne Berman (who represem AT&T and Verizon, respectively), former GOP senator and

+1 AdS 436 9:333 (v) +~1 4~G 436 9993 (f) www, off.oCg
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Freedom of Information Act Request and Request for Expedited Processing
December 2!. 2007
Page 2

telecomm~.mications companies or holding them otherwise unaccountable for their role in
government surveillance activities. Tiffs request includes, but is not limited to, all e-mail,
appointment calendars, telephone message slips, or other records indicating that such briefings,
discussions, or other exchanges took place.

Request for Expedited Processing

This request warra~tts expedited processing because it pertains to information about which there....
is "[a]n urgency to inform the public about an actual or alleged federal govermnent activity," and
it is "made by a person primarily engaged in disseminating information." 28 C,F.R. §
!6.5(d)(1)(ii). The information we request easily satisfies this standard.

As an initial matter, it is worth noting that OLA recently granted expedited processing for two
FOIA requests nearly identical to this one (see EFF request letters seeking expedited processing
and OLA letter granting expedited processing attached hereto).

The federal government activity at issue here ~ DOJ efforts to secure immunity for telecoms "
engaged in illegal surveillance ~ raises serio~.~s questions ahoy.at the DOJ’s interests in revision of
the FISA. Moreover, the Protect America Act includes a sunset provision requiring Congress to
decide within weeks whether to reauthorize the legislation. This decisionmaking process has
involved, and will continue to involve, congressional debate about whether to expand the law
further, and if so, how much, Because Congress will imminently consider modifying FISA again,
there is an urgency to inform the public about the lobbying forces pushing for reform of the la~v,
The information we have requested wit! help the public and Congress fully pm’ticipate in the
current and ongoing debate over whether the govermnent’s authority to conduct electronic    .
smarei!lance should be further expanded and facilitated by telecommunications companies.

The pt~rpose of this request is to obtain information directly relevant to the DOJ’s
commmaications with members of Congress and telecommunications carriers about updating
FISA to grant the companies retroactive immunity for iltegal activities. There is ma urgency to
inform the public about the information we seek. Therefore, this request clearly meets the
standard for expedited processing set forth in DOJ regt~ations.

Fttrther, as I explain below in support of otu" request for "news media" treatment, EFF is
"primarily engaged in disseminating information,"

U.S. anabassador to Germany Dan Coats (a lawyer at King & Spautding who is representing
Sprint), former Democratic Party strategist and one-thne assistant secretary of State Tom
Donilon (who represents Verizon), former deputy attorney general Jamie Oorelick (whose law
firm also represents Vedzon) and Brad Berenson, a former assistant White House counsel under
President George W. Bush who now represents AT&T?’ Mark Hosenball and Michael Isikoff,
Case Dismissed?, Ne~.~,sweetc, updated Sept. 26, 2007.
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Freedom of Information Act Request and Request for Expedited Processing
December 21, 2007
Page 3

Request for News Media Fee Status

EFF asks that it not be charged search or review fees for this reqttest because EFF qualifies as a
"representative of the news media" p~suant to the FOIA and 28 C.F.R. § 16.11 (b)(6). In
requesting this classification, we note that the Department of Homeland Secttrity and Department
of State have recognized that EFF qualifies as a "news media" requester based upon the
ptlblication aetivitles set forth below (see DHS stipttlatlon and State Department letter attached
hereto). In addition, the National Security Agency has previously determined thai EFF is not
only a "news media r~quester," but also "primarily engaged in disseminating information" for
purposes of expedited processing (see attached EFF FOIA reqt~est and NSA response, in which
EFF requested expedited processh~g because it sought information "urgently needed by an
individual primarily engaged in disseminating information in order to hfform the public
concerning actual or alleged Federal Government activity," and NSA granted the request). We .
fttrther note that the U.S. Court of A!~peals for the D.C. Circuit has stressed that "different
agencies [must not] adopt inconsistent interpretations of the FOIA." Al-Fayed v. CI,4,254 F.3d
300, 307 (D.C. Cir. 2001), quoting Pub. Citizen ;~eaIth Researeh Group v. FDA, 704 F.2d 1280,
1287 (D.C. Cir, 1983).

EFF is a non-profit public interest organization that works ’~to protect and enhance our core civil
liberties in the digital age.’’2 One of EFF’s primary objectives is "to educate the press,
policymakers and the general public abom online civil liberties.’’~ To accomplish this goal, EFF
routinely ,and systematically disseminates information in several ways.

First, EFF maintains a fi-equently visited web site, http://www.eff.org, which received
46,682,194 hits in July 2007 --ma average of 62,744 per hour. The web site reports the latest
developments and contains in-depth in_formation about a variety of civil liberties and intellectual
property issues.

EFF has regularly published an online newsletter, the EFFector, since !990. The EFFector
currently has more thma 77,000 subscribers. A complete archive of past EFFectors is available at
htlp://xmYw.eff.org/effector/.

Furthermore, EFF publishes a blog that highlights the latest news from around the Internet.
DeepLinks (http://www.eff, org/deepli~ks/) reports and analyzes newsworthy developments in
tectmology. It also provides miniLi~fl(s, which direct readers to other news articles and
corrm~entary on these issues. DeepLi~@s had 510,633 hits in July 2007.~

Ouidestar Basic Report, Electronic Frontier Foundation, http://www.guidestar.org/
pqS how OsReport.do?npoId=561625 (last visited Dec. 18, 2007).
~Id.
These figures include hits from RSS feeds through which subscribers can easily track updates

to DeepLinks and miniLinks.
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Freedom of Information Act Request and Request for Expedited Processing
December 21, 2007
Page 4

In addition to reporting hi-tech developments, EFF staff members have presented research and
in-depth analysis on technology issues in 11o fewer than eighteen white papers published since
2002. These papers, available at http://www.eff.org/wp/, provide information and commentary
on such diverse issues as electronic voting, fi’ee speech, privacy and intellectual property.

EFF has also published several books to educate the public about technology and civil liberties
issues, Eve~Tbody’s Guide to the Internet (MIT Press 1994), first published elecWonicalty as The
B~g Dummy’s Guide to the Inter’net in 1993, was translated into severn languages, and is still
sold by Powell’s Books @t-~://wxw,,,powells,com). EFF also produced t~rotect~ng trourself
Online: The Definitive Resource on Safety, Freedom & .Privacy in Cyberspace (HarperEdge
1998), a "comprehensive guide to self-protection in the elech-onic frontier," which can be
purchased via Amazon.corn (http://www.anaazon.com), Finally, Cracking DES: Secrets of
Enetyprfon Roseareh, Wiretap Polities & Chip Design (O’Reilly 1998) revealed technical details
on encrS~ption security to the public. The book is available online at http://cryptome.org!
cracking-des.htm and for sale at Amazon.ecru.

Most recently, EFF has begun broadcasting podcasts of interviews with EFF staff and outside
experts. L#~e i\ro~se is a five-minute audio broadcast on EFF’s current work, pending legislation;
and technology-related isst~es, A listing of Line Noise podcasts is available at
feed://www.eff.org/rss/linenoisemp3.xml and feed;//www.eff.org/rss/Iinenoiseogg.xmI. These
podcasts were downloaded more than 2,600 times fl’om EFF’s in July 2007.

Due to these extensive publication activities, EFF is a "representative of ~he news media" under
the FOIA and agency regulations.

Req~lest for a Public Interest Fee Waiver

EFF is entitled to a waiver of duplication fees because disclosure of the requested information is
in the public interest within the meaning of 5 U,S,C. § 552(a)(4)(a)(iii) and 28 C.F.R. § 16.11 (k).
To determine whether a request meets this standard, Department of Justice components
determine whether "[d]isclosure of the requested information is likely to contribute significantly
to public understanding of the operations or activities of lhe govermnent," and whether such
disclosure "is not primarily in the commercia! interest of the requester." 28 C.F.R. § § 16,1 t(k)(i),
(il). This request clearly satisfies these criteria.

First, the DOJ’s relationship with telecommunications companies concerns "the operations or
activities of the government." 28 C.F.R. § 16.11 (k)(2)(i). Furthermore, the DOJ’s push to amend
FISA unquestionably constitutes government operations or activities,

Second, disclosttre of the requested information will "contribute to an understanding of
government operations or activities," 28 C.F.R. § 16.11 (k)(2)(ii) (imernal quotation marks
omitted). EFF has requested information that will shed light on how and ~vhy the DOJ is
lobbying to inm~unize telecommtmications companies fi’om liability for their role in conducting
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Freedom of Info~nation Act Request and Request for Expedited Processing
December 2I, 2007
Page 5

illegal surveillance.

Third, the requested material will "contribute to public understanding" of the DOJ’s efforts to
modify FISA. 28 C,F.R. § !6,1 l(k)(2)(iii) (internal quotation tam’ks omitted). This information
will contribute not only to EFF’s understanding of the reasons why and manner in which the
DOJ is lobbying for legal reform, but to the tmderstanding of a reasonably broad audience of
persons interested in tlae subject. EFF will make the information it obtains trader the FOIA .:’
available to the public and the media ttu’ough its web site ~d newsletbr, which highlight
deYelopments concerning privacy and civil liberties issues, and/or other channels disc~ssed more
fully above.

Fourth, the disclosure will "comribute significantly" to the public’s knowledge and
understanding of the DO:r’s push to mnend FISA to protect telecommunications companies, 28
C.F.R. § 16. ! 1 (k)(2)(iv) (internal quotation marks omitted). Disclosure of the requested
information will help inform the public about the Justice Department’s efforts to reform the law
and the interests behind thorn, as well as contribute to the public debate about whether FISA
should be further modified,

Furthermore, a fee waiver is appropriate here because EFF has no commercial interest in the
disclosure of the requested records. 28 C,F,R. § 16.! !(k)(3), EFF is a 501(c)(3) nonprofit
organization, and will derive no commercial benefit from the information at issue here.

Under penalty of perjury, I hereby affirm that the foregoing is true and correct to the best of my,
knowledge,

Thmfl; you for yo~tr consideration of this request. As applicable Department regulations provide,
we will anticipate your determination within ten (10) calendar days. 28 C.F.R. § 16.5(d)(1),
Please be advised that, given the urgency of this matter, EFF intends to seek in~nediate judicial
relief if a response to this request for expedition is not issued in a timely manner.

Sincerely,

Enclosures

Marcia Hofmann
Staff Attorney
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U.S. Department of Justice

Office of Ixfformafion and Privacy

Telephone: (.202) 514-35,¢2 Washb~gton, D, C, 20~30

Ms. Mazcia Hofmann
Eleotrotfic Frontier Fo~mdafion
Suite 650
1875 Connecticut Aveuue, NW
Wasl~mgton, DC 20009

¯ Des" Ms. Hofmmm:

AUG 2 7 2007

OLA/07-R0909
OLA!07-R0910
MILF:YNI

This is to aclmowtedge receipt ofyotu" two letters dated August 16, 2007, which were
received in this Office on August 17, 2007, in wlfich you requested all records of
comm~micatio~as between the Departmem of J.flstice and Congr. ess ,’rod between Justice m~d
telecorrmmnications companies ~om December 2005 to. ~e present concerning amendments to
the Foreign Intelligence Surveillance Act. Ttfis respons~ is made on behalfofth~ Office of
Legislat-ive Affairs,

I have determined that for pro’poses of these requests, it is appropriate to afford them
expedited processing. At this time, your requests have been assigned to a FOIA Specialist in tlfis
Office and a records s.earch has been initiated in file Office of Legislative Affairs.

We have not yet made a decision on ymtr.requests for fee waivers. We will do so aficn-
we dete~Tnine wh~ther.f~es will be assessed for fl~ese requests,

If you have any questions or wish to discuss the processing of your requests, you may
contact YuIie N. Johns, the analyst processing your requests, by telephone at the above number or
you may write to her at the above address,

S~cerely,

Carmen L. Mallort
Chief of Staff
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DIR/~CTOR OF THE INTELLIGENCE STAFF

Mr. ~dM~ F, Hackett

Washington, DC~ 205 [ l

Rcferer~ee: DF-2007-00079

Ms. Hoi’Inaml:

On 4 Scptembel" 2007 th~ Office of the Dkeeto.r of Nation~ intelligence received
your fa~simil~ 6atoll 3 t August 2007, wl~e~u you requested unde~ the Pmedom of
~ormatbn Act (FOIA) r~ords concemlng:

"... ODNI’s commtmiealionS wlth,telecommuni.cations
companies dbaut updating FISA to provide them retroactive
legal immunity for illegal activities,"

W~ accept your r~q.uest and huve ~signed jt the reference number above. Please use this
o~mber When corcespond~ng with us so that we ~ao identify it easily. In oddition, you~:
request fur expedited processing is gt’mated and your ~quest will be proees.~ as .~oon as
pr~cficabb.

If you have m~y questions you may contact tt~e FO[A Requester S~rvie~ Center at
572-204-4774,

Sincerely,

J~o~i i~ Haek~tt

Director, Information Manng=ment Office
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DlhE~TO~ OY T~-I~ INTELL~NC~ STAttI~

Mr, Johll i~. Hackot~
Chief, Infonnation Management
0~ ~f the Dir~tor of Nafioaa[ In~elllg~n~
Wnshing~un, DC 20511      ¯

Ms. Marcia l-[.o[m~art
Electronic Frontier Fvundafion
t 875 Connecticut. Avenue, N,W,
Suite 600
Waslfing~oa, DC 20009

Re.ferenc~: DF-2007-0,0080

O~ar Ms, .Biofraann’,

On 4 Scplembcr 2007 the Office og the Dbe,tor of National’ Intelligence received
~ro~r facsirnib dated 31 Augugt 2CKt7, where~n yOd requested und~ the F!’eedom of
lnformatioa Act (FOIA) re, cords coneamlng;

"., ,exchanges that Diractor McConaell or other ODNI
officials have had with members of the Senate or tIous~ of
Rcpresanta¢|ves concerning amendments to FISA.. 2’

We aceept your request and have assigned it the rnt’m~ace nutnbcr above. Please use tNs
number ~vhan corresponding.with us so that we can identify it easily. In add[tbn, y~ur
request for expedited processing is granted trod your request will ba processed a.~ soon ~.~
ptaetlcabIe,

I~’ you have any questions you may contact t~ FOIA Rc~aester Service Center at
571

Sincerely,

Director, lnformatbn Management Office

.t
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Case 1:06-cv-Olg88-ESH .Document 15 Filed 02/27/2007 Page 1 of 2

IN TI:~ UNITED STATES DISTRICT COURT
,FOR TI:[E DISTRICT OF COLUMBIA.

Civil Aodon No..06-1988 (ESH)

STIPULATED DISMISSAL O~PLA!’NTI~F’S..SECONjO CA]~/,SE,,OF ACT1. O_N

Plaintiff Electroni~ Frontier Foundation (]3FF) and Defendant Department of Homeland

Security (DH8), by counsel, he~oby stipulate and agree as follows:

1. Defendant DFIS has grmatcd news media status to Piah~fiffEFF based on the

representat~oas contained in EFF’s FOZA requests, which d~monstrate that EFF is an

is organized oaxd operated to publish or broadcast news to tim public." 6 C,F.I~ § 5,1 !(b)(6).

Defendmat DHS will continue to regard Plaintiff EFF as a "repreSentative off.he news media"

absent a chmige hi ckcumstaaces that indicates that EFF is no longer an "~ntity that is organized

and operated to publish or broadcast nvws to the public," 6. C,F.R. § 5.1

2, Accordingly, the parties h~ewith agree to the dismissal of PlaLut~ff EFF’s Second

Caus~ of Action, related to EFF’s status as a "representative ofth~ news media."

3. The pro’ties 5u-ther agree that each wall pay its own fees ,and costs for work’on the

dismissed clMm.

SO STIPULATED AI’~D AGREED this 27~ clay of Februazy, 2007.
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DAVID L, SOBBL
D,C. Bar 360418

MARCIA HOFMANN
D.C. Bar 484136 ’

ELECTRONIC FRONTIER FOUNDATION
1875 Connecticut Ax)erme, N.W.
Sflite 650

¯Wash~gton, D,C. 200Q9
(202) 797-9009 ’

Counsel fov Plaintiff

PETER D. IIEISLBR

JEFFI~Y A. TAYLOR
United States Altomsy

ELIZABETH J. SHAPIRO
D.C. Bar 418925

¯ Assistant Brm~oh Dkector
U.S. Department of Justice
Civil DNision, F~dcral Programs

_Is/John.,R~Coleman .....
JOHN R. COLEMAN
Tria~ A~tom~y
U.S. Depa~ent of Justic~
Civi! Division, F~deraI Pmgsms Branch
20 Massachuse~s Avenue, ~; Room 6118
Was~o~, D,C. 20530
(2o~) 514-45o5
Counsel for Defendant

-2-

Case 3:08-cv-01023-JSW     Document 36-2      Filed 03/18/2008     Page 22 of 33



~ted States Department of State

Washingtor~, D,C. 20520

May 1, 2007
Case Number: 200701765

Ms. Marcia Hofmann
Electronic Frontier Foundation
1875 Connecticut Avenue, N.W., Suite 650
Washington, DC 20009

Dear Ms. Hofmann:

This is in response to your Freedom of Information Act (FOIA)
request, dated March 19, 2007 for copies of documents concerning
copyright matters between the U.S. and Canada.

We will begin the processing of your request based upon the
information provided in yom-conununication. We will notify you
as soon as responsive material has been retrieved and reviewed.

We wish to advise you that the cut-off date for retrieving records is
either th.e date you have given fl~.e Department by specifying a
particular time frame or the date the search is initiated.

Fees: The Freedom of Information Act requires agencies to assess
fees to recover the direct costs of processing requests, unless a fee
waiver has been granted.

By malting a FOIA request, you have agreed to pay alt applicable
fees up to $25.00 unless a fee waiver has been granted. You may

W~shg~jron, DC 20S22-8100
erru:~il: FOf-AStat~s(~c~e.gou
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specify a willingness to,pay a greater or lesser, amount.
estimated fees exceed this limit, you will be notified.

If the

.Based upon the information.that you have provided, we have placed
you in tlm "news media" requester category. This category requires
us to assess:

o duplication costs after first I00 pages.(see 22 CFR 17!,
enclosed)

Therefore, without an agreement to pay’ fees please be advised that
your request will be processed without cost up to the required
duplication of the fixst !00 pages.

Please let us know if you are willing to pay thefees that will inculzed
in the processing ofyo~ request. You may set a Iin~t of the
maximum amount that you wish to pay.

Based upon the irfformation provided in your letter, your request for
a fee waiver has been denied. If you wish to appeal tNs decision;
yon may write to the Chief, Requester Liaison Division, at the .
address given on the bottom of this page. Your appeal should
address the points listed in the enclosed sheet entitled °’Requests for
Fee Waivers." Your appeal must be sent to us within 30 days from
the date fllat you receive this letter..

While we will make every effoll to meet the time limits cited h~ the
Freedom of Infom~ation Act (5 USC § 552), unusual circumstances
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-3-

may arise for extending the time Emit (see enclosure). We appreciate
yot~ patience, in tl~.’s matter.

If you have any questions, pleas, e do not hesitate to contact us. We
can pro#ide faster service if you include the case number of your
request in your communications with us.

Ere are pleased to be of service to you.

Sincerely,

Katrina M., Wood
Requester Communications Branch

Enclosure: As stated.
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January 23, 2007

Nationa! Se~ttfity Agenoy
ATTN: FOIA Office (DC3.4)
9800 Savage Ro~t STE 6248
Ft. George (2. Meade, MD 20755-6248

Dear Sir or M~. dam:

This letter constitutes an expedited’request under the ~reedom of Information Act ("FOIA"), 5
U,S,C. § 552, and is subm~te4 to the Nation,ft. Seeurily Agency oa b~half of the Electrode
Frontier Foundation ("EFF").- We make tiffs request as part ofEFF’s FOIA Litigation for
Accountab!4 Government ("FLAG") Project, which works to obtain government doeumems and
nmke them Widely availablo t.o the pubtio.

On 5am.~ 9, 2007, the Was. hington Post reported:

WhenMicrosoft ~t¢oduces its iong-awalted Wiadov~s Vista operating system th~s
monfla, it ,wil! h~ve an unlikely partner to thank for niaking its flagslfip product
safe and secure for millions of computer users across the world: the National
Secxfity Agency.

For the first time, th~ giant software maker is ackaowledging ~e help ,.of the
secretive agenoy, better known for eavosdsopping on foreign of-floials and, more
~eeently, U,8, citizens a~ part of the Bush adminis~trafioffs effo~t to combat
terrorism, Th~ agenoy ~ali5 it h~s l~elped in ~e deve.lopment’ of the security of
Microsoffs new operating system -- the brakas of a computer - to protect it fr6m
worms, Trojan horses and otbor ~sidious compute a~ekers.

Aie¢ I~eia and Ellen Nakashima, "For Windows Vista Seoufity, Microsoft Called i~ Pros,"
~ashlngton Post, 1an. 9., 2007, at D01 (attaahed h~reto).

We ~e seeldrtg ~ ageaoy records (including, but not limited to, electronic records) related to tL~e
NSA’s review of and input on the eonfig~afiort of the Microsoft WL~dows Vista operating
system ("Vista").

2(32 797 9009 O 202 797 9066 ~ w~vw.erf.or9 O tnforrnBtlon@eff.org
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This request warfarin expedited processing because it pertains ~ i~aformati0n that "i~ urgently
needdd by an individdal 9rim02"ily engaged, in diss~~athag ir~fom~aflon i~ order to inform
public concerr~g actual or alleged Federal Govemmela~ a~t~vtEcJ’ 32 CFt~. ~ 256.4(d)(3)(ii).
Ac~0rd~tg to DOD regulations, hfform’afion is,’~genfly n~eded;’ when it ’ .~Jas a part~cularvalu~
that will be lost R’not discer!!Anted.quickly. OrdLuarily this means a breal~g news story
general publi~ interest," 32 CF.K § 2g6.4(d)(3)(iD(A). The information ~o request e~mily
satisfies this st~dard,                                  ..

The governme:ht activity at iss~e here -- the NSA’ s i~volvemenI in th~ eonfigura.tion of
Mierosoft’s latest operati~ag, system ~ raises serious que~ions about the D~partment of
Dafense’s ixiterest in Vista~ d~v.elopmdnt. I.Meed, the NSA’s iavolvemem N the system’s
 om~igtu’afion has already attmote6 ~ubaanti~t media interest shace ~e-publication of fl~e
Washington Post stot% Speo~eall~r, a.Goggl¢ News search for ’Wis.ta and ’Nafio.m~ Security
Agency’" re,shed 67 resets from news outlets throughou.t the world since Jar~uary 9, 2007 (see
Yu~st pag.e of GoogIe News seareh’~esults attached heret6):

~urthemaore, ~ Washington.~ost rep6rted that MicrosoR p~s ~.m~e V~sm available to
co~s on J~u~ 30, 2007, ~d ~e ~s~em ~1 li~ely bo ~gd ~ m~ ~ 609 ~llion
computer users hy 2010, Thus, ~e ~o~afion w~ reque~ is subject of ~
brea~g n~s stot7 ofgen~ publio ~t~est p~fic~ly ~ fine days leading ~ ~e product

purpose o.fthJs reques~ is to obtain information directly rel~~t to ~e NSA’s ~volvemem
Vis~’s.devd0pment, w~gh ha~ ~aeted co~demble interest Born ~e press ~d public ~ ~e

sever~ days, Th~ ~o~on we ~¢quest.is ~e subj~t 9f~,~ng ~ws ao~ .of ge~er~
public interes~ ~ ~refofe ete~ty ~eet~ ~o ~t~d for.expe~d pr~e~ss~g ~t fo~ ~
DOD reg~a~ons,,

Further, as I.gxpla~ below in. s.upport 9f our. request for"n~ws media" ~reatment, EFF is
"prkearily engaged La ~lisseminating information."

Request for N~vs Media’Fee Status

~’representative. ofth~ mews m~dia" pursuant to th~ FOIA and 32 C,F.1L § 2~6,28(e)(7). In
requesting .this .~la~sifieatlon, we note that the Department of I.-Iom~land’ Security has recognized
that EFF qualifies as a "new~ media’) requester,, based upon ~ publication a~dvit~es set fortI~
b~low (~e~ DHSlet~er, attached hereto), We further note that the U.S. Court of Appeals for the
D.C. Ci.r~uit has stressed that."differe’nt agencies [mu~t not] ’adopt inconsistent inter.rotations of
.th~ FOIA." AI.Fayed v. CIA, 254F.3d 300, 307 (D,C. Cir. 2001), .qu~lir~g Pub. C~iz~tt H~’atrh
Research Gr.oup v. IDA, 70~ F.TA 1280¢1287 (D,C. Cir, 1.983).

2
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NATIONA’L SECURITY AGENCY
CENTRAL SECUF~ITY SERVICE.

FOIA Case: 82276
6 Feb.ruary 2007

Ms, Marcia Hofmann.
Electronic Fronder Foundation ’
1875 Connecticut Avenz~e, NW ’
Suite 650
Washirigton, DC 20009

Dear Ms. Nofmann:’

This is an initial response to yo.ur Freedom of In£onnation Act (FOIA)
request submitted v~a facsimile on 23 January 2.007, which was received by .
. this office on 24 January 2007, for all agen.cy r~cords (L-Icludin~ but not
limited to, electronic records) re~ated to the.NSA’s review ofand .~nput on the
configuration Of th~ Micros.eft Window.s’V.ista operating system (~Vista"). Your
request has been assigned Case Number 52276.

As w6 began to process your reque~t~ we realized that th~ first P~e of the
actual request vals missing from your I8-page facMmile package. ’On
1 Februai7 200T, a member of rnx.slaff contacted yo.u to advise you of this fact.
As a result, you submitted another facMmJle of your oMginal five-page request,
which we.received and have begun .to process. There is certain information
~elating io this processing about ~vhich the FO.IA arid applicable Department of
Defense (DoD) and NSA/CSS ’regulations require we inform you.

For purposes of this request and based on the hfformafion you provided
in your letter., you are considered a repres4ntative .of the mb.d.ia. Unless you
qualify for a fee waiver or .red~!ctiorl, you mus~ pay for duplication hl excess of
the first i00 pages.’ Your request for a fee w~dver has been granted. In
addition, please be advise@ your request for expedited treatment has been
accepted, We are currelitly in die proce.ss of searching for responsive
documents and ’will notify you of the stat~!s ofyotlr request as soon as that
sear. ~h has been complqted,

Correspondence relate,d to y6ur request should include the case nzumber
assigned to your r~quest, which is included in the first para~.aph of this letter.
Your letter should be a~ddressed to National Securi~- Agency, FOIA Off~oe
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FOIA Case: 52276

(DCa4}, 9,8.00 S&v’ag¢ Road STE 024.8, Ft. Geprge-G. Meade, MD 20755-6248
or may be sent by fAesimile: to 443-479-a612, !f sent by fax~ it should be
marked for th~ .attention of tl~e FOIA office. T,!{e telephone nurp..ber of the FOIA
offic~ is 301-688-6527.

PAMELA N. PHILLIPS
Chief

FOIA/PA Office
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U.S. t)epartment of Justice

National Security Division

l’lZashingtot~, D,C. 20530

DEC 2 7 2007

Marcia Hofinmm
Electronic Frontier Foundation
454 Shotwell Street
San Francisco, CA 94110

Re: FOIA/PA # 08-060

Dear Ms. Hofmann:

This is to aclcnowledge receipt of your. letter dated December 2 !, 2007, requesting
access to ""all records from September 1, 2007 to the present concerning briefings,
discussions, or other exchanges that Justice Depamnent offieiats have had with 1) members of
the Senate or House of Representatives and 2) representatives or agents of telecommunications
companies concerning amendments to FISA," et al. Your Freedom of Information Act request
was received by this office on December 27, 2007.

Our policy is to process FOIA requests on a first-in, first-out basis. However, you
requested expedited processing of your FOIA request and you will be notified once a
determination is made. If you have any questions concerning your request, feel free to contact
me on (202) 353-3092. Thank you in advance for your continuing patience.

Sincerely,

Theresa Crosland
FOIA Public Liaison

EXHIBIT B
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EXHIBIT C
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~~\"~"~*;~/~"
C O ~)y

National Security Division

Washington, D.C. 20530

dAtq 2 9 2008

Marcia Hofinann
Electronic Frontier Foundation
454 Shotwe!l Street
San Francisco, CA 94110

Re: FOIAiPA # 08-060

Dem" Ms. Hofinmm:

This is in fm’ther reference to your Freedom of Information Act request for access to
"al! records fi’om September !, 2007 to the present concerning briefings, discussions, or other
exchanges that Justice Department officials have had with 1 ) members of the Senate or House
of Representatives and 2) representatives or agents of telecommunications companies
concerning amendments to FISA," et al. You also requested expedited processing &your
request, and it has been gq’anted. We have initiated a search for responsive records within all
components of the National Security Division, and will notify you once our search is
completed. If you have any questions concerning your request, feel fi’ee to contact me on (202)
353-3092. Thank you in advance for your continuing patience.

Sincerely,

Theresa Crosland
FOIA Public Liaison

EXHIBIT C
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