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FILED MAY 8, 2002

IN THE UNITED STATESDISTRICT COURT
FOR THE NORTHERN DISTRICT OF CALIFORNIA
SAN JOSE DIVISION

UNITED STATES OF AMERICA, No. CR 01-20138 RMW
Plaintiff, ORDER DENYING DEFENDANT'S
MOTIONS TO DISMISS THE INDICTMENT
V. ON CONSTITUTIONAL GROUNDS

ELCOM LTD., ak/aELCOMSOFT CO., LTD.
and DMITRY SKLYAROV,

Defendants.

On April 1, 2002, the court heard defendant Elcom Ltd.'s motions to dismiss the indictment for
violation of due process and on Firs Amendment grounds. The government opposed the motions. The
court has considered the papers submitted by the parties and amici curiae and had the benefit of oral
argument on the motions, and for the reasons set forth below, defendant’s motions to dismiss the indictment
are denied.

BACKGROUND

1 The Technology: eBooks and the AEBPR

Adobe Systemsis a software company headquartered in San Jose, Cadlifornia. Adobe's Acrobat
eBook Reader product provides the technology for the reading of booksin digitd form (i.e., ectronic
books, or "ebooks") on persona computers. Use of the Adobe eBook format alows publishers or
digtributors of eectronic books to control the subsequent distribution of the ebook, typicaly by limiting the
disgtribution to those who pay for acopy. Diaz Decl. 5. These redtrictions are imposed by the publisher's
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use of the Adobe Content Server, which dlows the publisher to grant or withhold arange of privileges from
the consumer. For example, the ebook publisher may choose whether the consumer will be able to copy
the ebook, whether the ebook can be printed to paper (in whole, in part, or not at al), whether the "lending
function” is enabled to alow the user to lend the ebook to another computer on the same network of
computers, and whether to permit the ebook to be read audibly by a speech synthesizer program. 1d. 8.
When a consumer purchases an ebook formatted for Adobe Acrobat eBook Reader from an Internet
website, the ebook is downloaded directly to the consumer's computer from the ebook distributor's Adobe
Content Server.! The ebook is accompanied by an eectronic "voucher" which is recognized and read by
the Adobe Acrobat eBook Reader,? which then "knows' that the copy of the ebook can only be read on
the computer onto which it has been downloaded. 1d. 9. Thus, typicaly, the purchaser of an ebook may
only read the ebook on the computer onto which the ebook was downloaded but may not e-mail or copy
the ebook to another computer. The user may or may not be able to print the ebook in paper form or have
it audibly read by the computer. 1d. 115-9.

The indictment aleges that "[w]hen an ebook purchased for viewing in the Adobe eBook Reader
format was sold by the publisher or distributor, the publisher or distributor of the ebook could authorize or
limit the purchaser's ability to copy, distribute, print, or have the text read audibly by the computer. Adobe
designed the eBook Reeder to permit the management of such digitd rights so thet in the ordinary course of
its operation, the eBook Reader effectively permitted the publisher or distributor of the ebook to restrict or
limit the exercise of certain copyright rights of an owner of the copyright for an ebook distributed in the
eBook Reader format.” Indictment 11(g).

Defendant Elcomsoft Company Ltd. ("Elcomsoft") developed and sold a product known as the
Advanced eBook Processor ("AEBPR"). AEBPR is aWindows-based software program that alows a

user to remove use restrictions from Adobe Acrobat PDF files and files formatted for the Adobe eBook

! The purchases are frequently accompanied by an End User License Agreement which may contain
contractual language limiting the user'srightsto use the ebook, including the rights to sl or transfer the ebook
or to coply or digtribute the content of the ebook without the publisher's permission. See Declaration of
O'Conndl, Exh. A (EBIA Agreement, 14 ), Exh. B. (Sybex Agreement, 1 2), Exh. C (Forth Inc. Agreement,
Part 111).

2 Adobe distributes the eBook Reader program free of charge and users download the software
directly from the Internet onto their computers.
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Reader. The program alows a purchaser of an eBook Reader formatted e ectronic book to convert the
format to one that is readable in any PDF viewer without the use restrictions imposed by the publisher.
Katalov Decl. 16. Thus, the regtrictions imposed by the publisher are stripped away, leaving the ebook in a
"naked PDF" format that is readily copyable, printable, and easily distributed ectronicaly. The
conversion accomplished by the AEBPR program enables a purchaser of an ebook to engage in "fair use'
of an ebook without infringing the copyright laws, for example, by alowing the lawful owner of an ebook to
read it on another computer, to make a back-up copy, or to print the ebook in paper form. The same
technology, however, dso dlows a user to engage in copyright infringement by making and digtributing
unlawful copies of the ebook. Defendant was indicted for aleged violations of Section 1201(b)(1)(A) and
(C) of the Digital Millennium Copyright Act ("DMCA"), 17 U.S.C. 88 1201(b)(1)(A) and (C), for
dlegedly trafficking in and marketing of the AEBPR.

2. The DMCA

Congress enacted the DM CA following the adoption of the World Intellectua Property
Organization Copyright Treaty as an expansion of traditiona copyright law in recognition of the fact that in
the digital age, authors must employ protective technologies in order to prevent their works from being
unlawfully copied or exploited. As described by one court:

In December 1996, the World Intellectua Property Organization ("WIPQO"), hdd a
diplomatic conference in Genevathat led to the adoption of two treaties. Article 11 of the
relevant treaty, the WIPO Copyri 3ht Treaty, providesin relevant part that contracting
sates "shal provide adequate legd protection and effective lega remedies againgt the
circumvention of effective technologica measures that are used by authors in connection
with the exercise of their rights under this Treaty or the Berne Convention and that restrict
acts, in respect of their works, which are not authorized by the authors concerned or
permitted by law.”

The adoption of the WIPO Copyright Treaty spurred continued Congressiona attention to
the adaptation of the law of copyright to the digitdl age. Lengthy hearingsinvolving a broad
range of interested parties both preceded and succeeded the Copyright Treaty. . .. [A]
critica focus of Congressiond consderation of the legidation was the conflict between
those who opposed anti-circumvention measures as ingppropriate extensons of copyright
impediments to fair use and those who supported them as essentia to proper protection of
copyrighted materialsin the digital age. The DMCA was enacted in October 1998 as the
culmination of this process.

Universd City Studios, Inc. v. Reimerdes, 111 F. Supp. 2d 294, 315-16 (S.D.N.Y. 2000) (citations

omitted), aff'd 273 F.3d 429 (2d Cir. 2001).
Through the DMCA, Congress sought to prohibit certain efforts to unlawfully circumvent protective
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technologies, while at the same time preserving users rights of fair use. Some understanding of the interplay
between copyright and fair useis essentid to understanding the issues confronting Congress and the issues
presented here. Fair use and copyright are discussed in more detail below, but in brief, copyright grants
authors the exclusive right to make and digtribute copies of their original works of authorship but the
doctrine of fair use permits a certain amount of copying for limited purposes without infringing the copyright,
notwithstanding the exclusive rights of the copyright owner.

As part of the balance Congress sought to strike in protecting the rights of copyright owners while
preserving fair use, Congress enacted three new anti-circumvention prohibitions, Section 1201(a)(1),
Section 1201(a)(2) and Section 1201(b). The firdt two provisons target circumvention of technological
measures that effectively control access to a copyrighted work; the third targets circumvention of
technologica measures that impose limitations on the use of protected works.

With regard to the first category, Congress banned both the act of circumventing access control
redrictions as well astrafficking in and marketing of devices that are primarily designed for such
circumvention. Specifically, Section 1201(a)(1)(A) provides that "[n]o person shdl circumvent a
technologica measure that effectively controls access to awork protected under thistitle”" Theregfter,
Section 1201(8)(2) provides that:

[n]o person shdl manufacture, import, offer to the public, provide or otherwise traffic in any
technology, product, service, device, component, or part thereof, that—

(A) isprimarily designed or produced for the purpose of circumventing a
technologica measure that effectively controls access to awork protected under thistitle;

(B) has only limited commercialy sgnificant purpose or use other than to
circumvent atechnologica measure that effectively controls access to awork protected
under thistitle[17 U.S.C. 81 et seq] ; or

(C) ismarketed by that person or another acting in concert with that person with

that person's knowledge for use in circumventing a technologica measure that effectively

controls access to awork protected under thistitle.
17 U.S.C. 81201(a)(2).

The third prohibition, however, addresses a different circumvention, specificaly, circumventing a
technological measure that imposes limitations on the use of a copyrighted work, or in the words of the
datute, that "effectively protectsthe right of acopyright owner.” Using language quite smilar to Section
1201(a)(2), the Act provides that:
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[n]o person shdl manufacture, import, offer to the public, provide or otherwise traffic in any
technology, product, service, device, component, or part thereof, that—

(A) isprimarily designed or produced for the purpose of circumventing protection
afforded by atechnologicad measure that effectively protects aright of a copyright owner
under thistitle[17 U.S.C.A. 8 1 et seq.] in awork or a portion thereof;
(B) has only limited commercialy sgnificant purpose or use other than to
circumvent protection afforded by atechnologicd measure that effectively protects aright
of acopyright owner under thistitle in awork or a portion thereof; or
(C) is marketed by that person or another acting in concert with that person with
that person's knowledge for use in circumventing protection afforded by a technologica
measure that effectively protects aright of a copyright owner under thistitlein awork or a
portion thereof.
17 U.S.C. 81201(b). Unlike Section 1201(a), however, Congress did not ban the act of circumventing the
use redtrictions. Instead, Congress banned only the trafficking in and marketing of devices primarily
designed to circumvent the use restriction protective technologies. Congress did not prohibit the act of
circumvention because it sought to preserve the fair use rights of persons who had lawfully acquired a
work. See H.R. Rep. 105-551, pt. 1, at 18 (1998); Burton Decl. Ex. N.; Exemption to Prohibition on
Circumvention of Copyright Protection Systems for Access Control Technologies, 65 Fed. Reg. 64,557
(2000) (codified a 37 C.F.R. 8201) ("The prohibition in section 1201(b) extends only to devices that
circumvent copy control measures. The decison not to prohibit the conduct of circumventing copy controls
was made, in part, because it would pendize some noninfringing conduct such asfar use). Infact,
Congress expresdy disclamed any intent to impair any person's rights of fair use: "Nothing in this section
shdl affect rights, remedies, or defenses to copyright infringement, including fair use, under thistitle [17
U.S.CA.8letseq]." 17 U.S.C. §1201(c)(1).® Thus, circumventing use restrictionsis not unlawful, but in
order to protect the rights of copyright owners while maintaining fair use, Congress banned trafficking in
devicesthat are primarily designed for the purpose of circumventing any technological measure that
"effectively protects aright of a copyright owner," or that have limited commercialy sgnificant purposes
other than circumventing use regtrictions, or that are marketed for use in circumventing the use redtrictions.

The difficulty is created by Section 1201(b)'s use of the phrase "effectively protectsaright of a

3 Congress aso enacted specific provisions to protect certain uses, including exceptions for law
enforcement, reverse engineering, encryption research and security testing. 17 U.S.C. 81201(e)-(g) and
1201(f).
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copyright owner" to define the prohibited device because the rights of a copyright owner are intertwined
with the rights of others. The rights of a copyright owner include the exclusive rights to reproduce the
copyrighted work, to prepare derivative works based upon the copyrighted work, to distribute copies by
sde or otherwise, to perform the copyrighted work publicly, and to display the copyrighted work publicly.
See 17 U.S.C. 8106. Exceptions to the copyright owner's exclusive rights are set forthin 17 U.S.C.
§8107-120. One of those exceptionsisthat the copyright owner loses control over the disposition of a
copy of awork upon the sae or transfer of the copy. 17 U.S.C. 8109. Thus, once a published copy is
sold, the copyright owner has no right to restrict the further sale or transfer of that copy. 1d. In addition,
one of the most Sgnificant exceptions to the rights of a copyright owner is the doctrine of fair use. 17
U.S.C. 8107.

Fair use is a defense to copyright infringement, allowing a certain amount of direct copying for
certain uses, without the permission of the copyright owner and notwithstanding the copyright owner's
exclugverights. Section 107 providesthat the fair use of a copyrighted work for purposes such as
criticism, comment, news reporting, teaching, scholarship or research is not an infringement of a copyright.
17 U.S.C. 8107. Section 107 dso setsforth a series of factors for determining whether any particular use
isa"far use" including: "(1) the purpose and character of the use, including whether such useisof a
commercia nature or is for nonprofit educationd purposes; (2) the nature of the copyrighted work; (3) the
amount and substantiality of the portion used in relation to the copyrighted work as awhole; and (4) the
effect of the use upon the potentia market for or value of the copyrighted work.” 1d. Thereisno bright line
test for determining whether any particular useisa"fair use” or isingtead an act of copyright infringement,

and each use requires a case-by-case determination. See Harper & Row, Publishers, Inc. v. Nation

Enters,, 471 U.S. 539, 549 (1985).

The interplay between fair use and copyright weaves throughout defendant's motions to dismiss.
The parties dispute whether Congress banned, or intended to ban, al circumvention tools or instead banned
only those circumvention devices that would facilitate copyright infringement, and if, as aresult, the DMCA
is uncongtitutiondly vague. The parties adso dispute whether, because of its effect on the fair use doctrine,
the DMCA is an uncondtitutiond infringement upon the First Amendment and whether Congress had the
power to enact the legidation. It isto these issues the court will next turn.
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DISCUSSION

Defendant's two mations to dismiss the indictment challenge the condtitutiondity of the DMCA on a
number of grounds. Defendant contends that Section 1201(b) is uncongtitutionaly vague as gpplied to
Elcomsoft and therefore violates the Due Process Clause of the Fifth Amendment. Defendant also
contends that Section 1201(b) violates the First Amendment on severd grounds: because it condtitutes a
content-based redtriction on speech that is not sufficiently tailored to serve acompelling government
interest, because it impermissibly infringes upon the Firs Amendment rights of third partiesto engage in fair
use, and because it is too vague in describing what speech it prohibits, thereby impermissibly chilling free
expression. Findly, defendant contends that Congress exceeded its condtitutional power in enacting the
DMCA, and that the Act is therefore uncondtitutiona. Each argument will be addressed.

1 Fifth Amendment Due Process Chalenge

Defendant first contends that Section 1201(b) is uncongtitutionally vague as gpplied to Elcomsoft
because it does not clearly ddineate the conduct which it prohibits. Due Process Motion at 13. A dtatute
violates the Due Process Clause of the Fifth Amendment if its prohibitions are not clearly defined. Grayned
v. City of Rockford, 408 U.S. 104, 108 (1972). Vagueness may invdidate a statute for either of two

reasons fird, the satute may fail to provide the kind of notice that will enable ordinary people to
understand what conduct it prohibits, and second, the statute may authorize or encourage arbitrary and
discriminatory enforcement. City of Chicago v. Moraes, 527 U.S. 41, 56 (1999) (citing Kolender v.

Lawson, 461 U.S. 352, 357 (1983)). ™It isestablished that alaw fails to meet the requirements of the Due
Process Clauseif it is 0 vague and standardless that it leaves the public uncertain as to the conduct it

prohibits. ...™ 527 U.S. at 56 (pluraity) (quoting Giaccio v. Pennsylvania, 382 U.S. 399, 402-03

(1966)). A crimina Statute is not vague if it provides adequate notice of the prohibited conduct in terms

that a reasonable person of ordinary intelligence would understand. United Statesv. Martinez, 49 F.3d
1398, 1403 (Sth Cir. 1995), cert. denied, 516 U.S. 1065 (1996) (superseded by statute on other
grounds).

Defendant argues that the DMCA bans only those tools that are primarily designed to circumvent
usage control technologiesin order to enable copyright infringement. Defendant reaches this conclusion
because Congress did not ban the act of circumventing use control technologies and expresdy refused to
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do soin order to avoid treading on legitimate fair use. Defendant thus argues that:

[t]he legidative history and the language of the DMCA establish that Congress did not

prohibit the act of circumventing usage control technologies. For reasons directly related to

that decison, it so did not ban all tools which might be used to circumvent usage control

technologies. Congress sought to prohibit only those tools which are intended to be used

T2G1(3) coesinot prowide AconstLonaly as At noce of (s prontiton.

Due Process Motion at 14. From the premise that Congress has banned only those tools that are intended
to circumvent usage control technologies for the purpose of copyright infringement, defendant then argues
that the statute is uncongtitutionaly vague. "Section 1201(b) is doomed to inherent vagueness because not
al tools are banned, and the language of the statute renders it impossible to determine which toolsit in fact
bans" Id. at 15. Defendant argues that because of the nature of the interplay between copyright owners
rights and fair use, any circumvention of a usage control technology for alegitimate purpose—such asfor a
far uss—mug invariably involve circumvention of atechnology that "protects the right of a copyright
owner." Accordingly, thereisno way for amanufacturer to know whether itstool islawful. Moreover, this
datutory vagueness leads to arbitrary enforcement.

The government's opposition brief does not directly address defendant's argument that some
circumvention tools are prohibited while other circumvention tools are dlowed. At the hearing, however,
the government contended that the DMCA imposes a blanket ban on dl circumvention tools. According to
the government, Section 1201(b) does not prohibit only those tools that circumvent usage controls for the
purpose of facilitating copyright infringement; the Satute also prohibits tools that circumvent usage controls
for the purpose of enabling fair use. Thus, if al toolsthat are primarily designed or produced for the
purpose of circumventing protections afforded by technological measures are banned, the statute is not
impermissbly vague.

Thus, the court'sinitid task is to determine whether the DMCA banstrafficking in al circumvention
tools, regardless of whether they are designed to enable fair use or to facilitate infringement, or whether
ingtead the statute bans only those tools that circumvent use restrictions for the purpose of facilitating
copyright infringement. If al circumvention tools are banned, defendant’s void-for-vagueness chalenge
necessaxily fals.

The court must first consder the statutory language enacted by Congress. Despite defendant's
ORDER DENYING MOTIONS TO DISMISS INDICTMENT
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repeated citations to the legidative history, if the language of the Statute is clear, there is no need to resort to
the legidative history in order to determine the statute's meaning. Recording Indus. Assn of Am. v.

Diamond Multimedia Sys, Inc., 180 F.3d 1072, 1076 (Sth Cir. 1999). Section 1201(b) provides that:

[n]o person shdl manufacture, import, offer to the public, provide or otherwise traffic in any
technology, product, service, device, component, or part thereof, that —

(A) isprimarily designed or produced for the purpose of circumventing protection afforded
by atechnologicd measure that effectively protects aright of acopyright owner under this
title[17 U.S.C.A. 8 1 et seq.] inawork or aportion thereof . . . .
17 U.S.C. 81201(b). The section iscomprised of three parts: 1) trafficking in "any technology,” "product,”
"service," "device" "component” or "part thereof"; 2) that is "primarily designed or produced for the
purpose of circumventing protection afforded by atechnologica measure’; and 3) atechnologica measure
that "effectively protects aright of a copyright owner” under the copyright statute.

The first element targets "any technology, product, service, device, component, or part thereof.”
Thislanguage is not difficult to decipher and is al-encompassing: it includes any tool, no matter its form, that
is primarily designed or produced to circumvent technological protection.

Next, the phrase "circumvent protection afforded by a technological measure' is expresdy defined
in the datute to mean: "avoiding, bypassing, removing, deactivating, or otherwise impairing a technologicd
measure.” 17 U.S.C. §1201(b)(2)(A).

Findly, the gatute provides that "a technologica measure 'effectively protects aright of a copyright
owner under thistitl€ if the measure, in the ordinary course of its operation, prevents, restricts, or otherwise
limits the exercise of aright of a copyright owner under thistitle” 1d. 81201(b)(2)(B). Therightsof a
copyright owner are specified in 17 U.S.C. 8106. These include the exclusive rights:

(1) to reproduce the copyrighted work in copies or phonorecords,

2 to prepare derivative works based upon the copyrighted work;

(3) to distribute copies or phonorecords of the copyrighted work to the public by sde
or other transfer of ownership, or by rentd, lease, or lending;

4 in the case of literary, musical, dramétic, and choreographic works, pantomimes,
ancta)lI _rgoti on pictures and other audiovisua works, to perform the copyrighted work
puoiidy;

(5) in the case of literary, musical, dramétic, and choreographic works, pantomimes,
and pictorid, graphic, or sculpturd works, including the individua images of a
moation picture or other audiovisua work, to display the copyrighted work publicly;
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and
(6) in the case of sound recordings, to perform the copyrighted work publicly by

means of adigitd audio trangmisson.
17 U.SC. 8106. Putting Section 1201(b)(2)(B) together with Section 106, a technologica measure
"effectively protects the right of a copyright owner” if, in the ordinary course of its operation, it prevents,
restricts or otherwise limits the exercise of any of the rights set forth in Section 106, such astherightsto
reproduce the work, prepare derivative works, distribute copies of the work, perform the work publicly or
by digitd audio transmisson, or display the work publicly.

Taken in combination, Section 1201(b) thus prohibits trafficking in any tool that avoids, bypasses,
removes, deactivates, or otherwise impairs any technologica measure that prevents, restricts or otherwise
limits the exercise of the right to reproduce the work, prepare derivative works, distribute copies of the
work, perform the work publicly or by digita audio transmission, or display the work publicly. In short, the
Satute bans trafficking in any device that bypasses or circumvents a rediriction on copying or performing a
work. Nothing within the express language would permit trafficking in devices designed to bypass use
redtrictionsin order to enable afar use, as opposed to an infringing use. The Statute does not distinguish
between devices based on the uses to which the device will be put. Instead, dl tools that enable
circumvention of use redtrictions are banned, not merely those use restrictions that prohibit infringement.
Thus, as the government contended at ord argument, Section 1201(b) imposes a blanket ban on trafficking
in or the marketing of any device that circumvents use redtrictions.

Because the statutory language is clear, it is unnecessary to consider the legidative higtory to
determine congressiona intent or the scope of the statute. Nevertheless, slatements within the legidative
history support the interpretation reached above. Congress was concerned with promoting e ectronic
commerce while protecting the rights of copyright owners, particularly in the digital age where near exact
copies of protected works can be made at virtualy no cost and distributed instantaneously on aworldwide
basis. S. Rep. No. 105-190, at 8 (1998), Burton Decl. Exh. P. Congress recognized that "most acts of
circumventing atechnologica copyright protection measure will occur in the course of conduct which itsalf
implicates the copyright ownersrights” i.e., acts of infringement. 1d. a 29. Accordingly,

[plaragraph (b)(1) prohibits manufacturing, importing, offering to the public, providing, or

ORDER DENYING MOTIONS TO DISMISS INDICTMENT
CR 01-20138 RMW

TER 10




© 00 N oo o b~ W N P

e N i T =
N~ o 00 M W N R O

i
© o

N N DN DN DN N N N DN
o N o o0 A W N P, O

otherwise trafficking in certain technologies, products, services, device, components, or

parts thereof that can be used to circumvent a technologica protection measure that

effectively protects aright of a copyright owner under title 17 in awork or portion thereof. .

.. Like paragraph (a)(2), this provision is designed to protect copyright owners. . . .

Id. a 29-30 (emphasis added). Congress thus recognized that most uses of tools to circumvent copy
restrictions would be for unlawful infringement purposes rather than for fair use purposes and sought to ban
al circumvention tools that "can be used" to bypass or avoid copy redtrictions.

Defendant relies heavily on congressiond intent to preserve fair use but that congressiond intent
does not change the andlysis. The Act expresdy disclaims any intent to affect the rights, remedies,
limitations, or defenses to copyright infringement, including theright of fair use. 17 U.S.C. §1201(c).
Congress expressed intent to preserve theright of fair useis not inconsstent with a ban on trafficking in
circumvention technologies, even those that could be used for fair use purposes rather than infringement.
Fair use of a copyrighted work continues to be permitted, as does circumventing use restrictions for the
purpose of engaging in afar use, even though engaging in certain fair uses of digital works may be made
more difficult if tools to circumvent use redtrictions cannot be readily obtained.

The inescgpable conclusion from the statutory language adopted by Congress and the legidative
history discussed aboveis that Congress sought to ban dl circumvention tools because most of the time
those tools would be used to infringe a copyright. Thus, whileit is not unlawful to circumvent for the
purpose of engaging in fair use, it isunlawful to traffic in tools that dlow fair use circumvention. That is part
of the sacrifice Congress was willing to make in order to protect againgt unlawful piracy and promote the
development of eectronic commerce and the availability of copyrighted materid on the Internet.

Accordingly, there is no ambiguity in what tools are alowed and what tools are prohibited because
the statute bans trafficking in or the marketing of dl circumvention devices. Moreover, because dl
circumvention tools are banned, it was not necessary for Congress to expresdy tie the use of the tool to an
unlawful purposein order to distinguish lawful tools from unlawful ones. Thus, the multi-use device
authorities cited by defendant, such as the statutes and case law addressing burglary tools and drug
pargphernalia, offer defendant no refuge. The law, as written, alows a person to conform his or her

conduct to a comprehengble standard and is thus not uncongtitutionally vague. Coatesv. City of

Cincinnati, 402 U.S. 611, 614 (1971). Therefore, defendant’'s motion to dismiss the indictment on due
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process grounds is denied.

2. Firs Amendment Chdlenges

Defendant asserts severd First Amendment chalenges, arguing that the DMCA violates the First
Amendment as gpplied to the sde of the AEBPR, that the DMCA violates the First Amendment because it
infringes the First Amendment rights of third parties, and that the DMCA violates the Firs Amendment
because it isimpermissibly vague, thus chilling otherwise protected speech. Asan initid matter, however,
the government contends that review under the First Amendment is unnecessary. The government offers
two arguments. 1) the statute bans the sale of technology and the sde of technology is not "speech”; and 2)
the AEBPR, in object code form, is not speech protected by the Firss Amendment. Neither argument is
persuasive.

Fird, the government erroneoudy contends that the DMCA does not implicate the First
Amendment because defendant's sale of circumvention technology is not speech. While sdlling isthe act
giving rise to potentia crimind lidbility under Section 1201(b), the DMCA bans trafficking in the AEBPR,
software which a some level contains expression, thus implicating the First Amendment. As noted by
defendant in reply, the government could not ban the sde of newspapers without implicating the First
Amendment, even if newspapers themsdaves were not banned. Firs Amendment Reply a 4. First
Amendment scrutiny is triggered because the satute bans the sale of something that at some level contains
protected expression. See Arkansas Writers Project, Inc. v. Ragland, 481 U.S. 221, 227-28 (1987)

(invalidating tax on magazines, with exceptions based on content, as incongstent with First Amendment);
Simon & Schudter, Inc. v. Members of N.Y. State Crime Victims Bd., 502 U.S. 105, 116 (1991)

(invaidating as inconsstent with the First Amendment New Y ork's "Son of Sam” law, which required a
crimind's income from works describing his crime be deposited into an escrow account for the benefit of
victims of crime).

Second, the government contends that computer code is not speech and hence is not subject to
First Amendment protections. The court disagrees. Computer software is expression that is protected by
the copyright laws and is therefore "peech” at some leve, speech that is protected at some level by the
First Amendment. See Sony Computer Entm't v. Connectix Corp., 203 F.3d 596, 602 (9th Cir.)

(recognizing that object code may be copyrighted as expression under 17 U.S.C. §102(b)), cert. denied,
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531 U.S. 871 (2000). While there is some disagreement over whether object code, as opposed to source
code, is deserving of First Amendment protection, the better reasoned gpproach isthat it is protected.
Object codeis merely one additiond trandation of speech into a new, and different, language. See
Universal City Studios, Inc. v. Corley, 273 F.3d 429, 445-49 (2d Cir. 2001) (recognizing that code is

speech); Reimerdes, 111 F. Supp. 2d at 326-27; Berngtein v. U.S. Dep't of State, 922 F. Supp. 1426,
1436 (N.D. Cd. 1996) (recognizing that source code is speech but not reaching the object code issue).
Asthe Reimerdes court explained:

It cannot be serioudy argued that any form of computer code may be regulated
without reference to First Amendment doctrine. The path from idea to human language to
source code to object code is acontinuum. As one moves from one side to the other, the
levels of precision and, arguably, abstraction increase, as doesthe level of training
necessary to discern the idea from the expresson. Not everyone can understand each of
theseforms. Only English speskers will understand English formulations. Principaly those
familiar with the particular programming language will understand the source
expresson. And only ardatively small number of skilled programmers and computer
scientists will understand the machine readable object code. But each form expresses the
sameides, dbeait in different ways.

All modes by which ideas may be expressed or, perhaps, emotions
evoked—including speech, books, movies, art, and music—are within the area of First
Amendment concern. As computer code—whether source or object—is a means of
expressing ideas, the First Amendment must be considered before dissemination may be
prohibited or regulated. In that sense, computer code is covered, or as sometimes said,
"protected” by the First Amendment. But that conclusion till leaves for determination the
Iev;l of scrutiny to be goplied in determining the condtitutiondity of regulation of computer
code.

111 F. Supp. 2d at 326-27 (footnotes omitted).
Accordingly, it is appropriate to consder defendant’s First Amendment challenges.

A. Whether the DM CA Violates the Firss Amendment as Applied to
the Sde of AEBPR

Defendant first argues that the DMCA, as gpplied to the sde of defendant's AEBPR, violates the

First Amendment. Defendant's argument is structured as follows. computer code is speech protected by
the First Amendment; the DMCA regulates that speech based upon its content because it bans the code
that conveys a certain message (i.e., circumventing use restrictions); content-based regulations must be
narrowly tailored; the DMCA is not narrowly tailored; ergo, the DMCA is uncondtitutiond. See First
Amendment Reply at 1.

In opposition, the government argues that under the gppropriate leve of scrutiny, the DMCA does
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not violate the First Amendment as applied to the sdle of the AEBPR. The government argues that gtrict
scrutiny is not appropriate because the statute does not target speech and is content-neutral with respect to
gpeech. Under intermediate scrutiny, the government has legitimate interests in promoting electronic
commerce and in protecting the rights of copyright owners, and the statute is sufficiently tailored to achieve
those objectives without unduly burdening free speech.

In order to determine whether the DM CA violates the Firss Amendment as applied to the sale of
the AEBPR, the court must first determine the appropriate level of scrutiny to apply to the Satute. Asa
generd matter, content-based restrictions on speech are permissible only if they serve acompelling state
interest and do so by the least restrictive means. Turner Broadcagting Sys.. Inc. v. FCC, 512 U.S. 622,

680 (1994) (citing Boosv. Barry, 485 U.S. 312, 321 (1988)); Corley, 273 F.3d at 449 (quoting Sable

Communications of Ca. v. FCC, 492 U.S. 115, 126 (1989)). On the other hand, if a statute or regulation
is content-neutrd, it

will be sustained if "it furthers an important or subgtantid governmentd interes; if the
governmentd interest is unrelated to the suppression of free expresson; and if the incidenta
restriction on aleged First Amendment freedoms is no greater than is essentid to the
furtherance of that interest.” To satisfy this tandard, a regulation need not be the least
peech-redtrictive means of advancing the Government'sinterests. "Rather, the requirement
of narrow talloring is satisfied 'so long asthe . . . regulation promotes a substantia
government interest that would be achieved less effectively absent the regulaion.™ Narrow
talloring in this context requires, in other words, that the means chosen do not "burden
substantialy more speech than is necessary to further the government's legitimate interests.”

Turner Broadcadting, 512 U.S. at 662 (citations omitted).

When speech and non-speech eements are combined in asingle course of conduct, a sufficiently
important government interest in regulating the non-speech dement can judtify incidenta intrusons on First
Amendment freedoms. United Statesv. O'Brien, 391 U.S. 367 (1968); Junger v. Daey, 209 F.3d 481,

485 (6th Cir. 2000) (applying intermediate scrutiny to regulations banning exportation of encryption
software).

The principd inquiry in determining whether a statute is content-neutrd is whether the government
has adopted a regulation of soeech because of agreement or disagreement with the message it conveys.
Ward v. Rock Againg Racism, 491 U.S. 781, 791 (1989). The government's purpose is the controlling

consderation. |d. Here, the parties have pointed to no portion of the legidative history that demonstrates a
congressiond intent to target speech because of its expressive content. Rather, Congress sought waysto
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further electronic commerce and protect intellectud property rights, while at the same time protecting fair
use. In order to balance these priorities, Congress sought to ban trafficking in any technology or device that
could be used to circumvent technological redtrictions that served to protect the rights of copyright owners.

Defendant contends that because this occursin adigital arena, the technological measures
necessarily involve computer code and, thus, necessarily implicate speech protected by the First
Amendment. Defendant further argues that the regulation is not content-neutra because it only bansa
certain type of speech—speech that allows the circumvention of protection measures—and therefore that
srict scrutiny must be applied. “Indeed, it is precisely the content of the code that causes the government
to regulateit.” Firs Amendment Reply at 5.

Defendant's argument, however, stretchestoo far. In the digital age, more and more conduct
occurs through the use of computers and over the Internet. Accordingly, more and more conduct occurs
through "speech” by way of messages typed onto a keyboard or implemented through the use of computer
code when the object code commands computers to perform certain functions. The mere fact that this
conduct occurs at some level through expression does not devate adl such conduct to the highest levels of
First Amendment protection. Doing so would turn centuries of our law and legd tradition on its head,
eviscerating the carefully crafted ba ance between protecting free speech and permissible governmental
regulation.

Onitsface, the statute does not target speech. Section 1201(b) bans trafficking in devices,
whether software, hardware, or other. Thus, strict scrutiny is not appropriate in the absence of any
suggestion that Congress sought to ban particular speech, qua speech. Courts that have considered the
issue in the context of the DMCA have determined that Congress was not concerned with suppressing
ideas but instead enacted the anti-trafficking measures because of the function performed by the code.
Reimerdes, 111 F. Supp. 2d at 329 ("The reason that Congress enacted the anti-trafficking provision of the
DMCA had nothing to do with suppressing particular idess of computer programmers and everything to do
with functiondity."); Corley, 273 F.3d a 454. Thus, to the extent that the DMCA targets computer code,
Congress sought to ban the code not because of what the code says, but rather because of what the code
does.

Defendant contends that these authorities are wrongly decided and that it isimpossible to regulate
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the "functiond™ aspects of computer code without necessarily regulating the content of the expressive
agpects of the code. Divorcing the function from the message, however, is precisaly what the courts have
donein other contexts, for example, in determining what portions of code are protectable by copyright and
what uses of that same code are permitted asfair uses. See Connectix, 203 F.3d at 602-03 (recognizing
that computer programs pose unique problemsin copyright context because they are both expressve and
functiona utilitarian articles; copyright protects only the expression, and fair use dlows incidental copying
for the purpose of reverse engineering code to determine its unprotected functional aspects).

Accordingly, the court concludes that intermediate scrutiny, rather than strict scrutiny, isthe
appropriate standard to apply. Under this test, the regulation will be uphed if it furthers an important or
Substantiad government interest unrelated to the suppression of free expression, and if the incidenta
regtrictions on First Amendment freedoms are no greater than essentia to the furtherance of that interest.
Turner Broadcadting, 512 U.S. a 662. By this standard, a statute is congtitutiona aslong asit "promotes a

subgtantial governmentd interest that would be achieved less effectively absent the regulation” and the
means chosen do not burden substantialy more speech than is necessary to further the government's
legitimate interests. 1d.

1) The Governmenta Interests

In this case, there are two asserted governmentd interests. preventing the unauthorized copying of

copyrighted works and promoting e ectronic commerce. As noted in the House Report:

The debate on this legidation highlighted two important priorities: promoting the continued
growth and development of dectronic commerce; and protecting intellectua property
rights. These goas are mutudly supportive. A thriving eectronic marketplace provides
new and powerful ways for the creators of intellectua property to make their works
avallable to legitimate consumersin the digita environment. And a plentiful supply of
intellectua property—whether in the form of software, music, movies, literature, or other
works—drives the demand for amore flexible and efficient electronic marketplace.

H.R. Rep. No. 105-551, pt. 2, a 23 (1998), Burton Decl. Exh. O.
Congress recognized that a primary threat to electronic commerce and to the rights of copyright

holders was the plague of digitd piracy. The Senate Report notes:

Due to the ease with which digital works can be copied and distributed worldwide virtualy
ingantaneoudy, copyright owners will hestate to make their works readily available on the
Internet without reasonable assurance that they will be protected against massive piracy.
Legidation implementing the treaties provides this protection and creates the legd platform
for launching the globa digita on-line marketplace for copyrighted works. It will facilitete
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meking available quickly and conveniently viathe Internet the movies, music, software, and
literary works thet are the fruit of American crestive genius. 1t will aso encourage the
continued growth of the existing off-line globa marketplace for copyrighted worksin digita
format by setting strong international copyright standards.

S. Rep. No. 105-190, at 8 (1998), Burton Decl. Exh. P. Congress has e sewhere expressed its concern
over the dtate of intellectud property piracy:

Notwithstandi n&[pendtiesfor copyright infringement] right piracy of intellectud
property flourishes, asssted in large part by today's world of advanced technologies. For
example, industry groups estimate that counterfeiting and piracy of computer software cost
the affected copyright holders more than $11 billion last year (others believe thefigureis
closer to $20 hillion). In some countries, software piracy reates are as high as 97% of al
sdes. TheU.S. rateisfar lower (25%) but the dollar losses ($2.9 billion) are the highest
worldwide. The effect of thisvolume of theft is subgtantid: lost U.S. jobs, lost wages,
lower tax revenue, and higher prices for honest purchasers of copyrighted software.
Unfortunately, the potentia for this problem to worsen is grest.

Reimerdes, 111 F. Supp. 2d at 335 n.230 (citing H.R. Rep. No. 106-216 (1999)).
These governmentd interests are both legitimate and substantia.
2) Whether Section 1201(b) is Sufficiently Tailored

The next step isto determine whether these governmenta interests would be promoted less
effectively absent the regulation and whether the means chosen burden substantially more speech thanis

necessary to further the government'sinterests. Turner Broadcasting, 512 U.S. at 662.

Without the ban on trafficking in circumvention tools, the government's interest in promoting
electronic commerce, preserving the rights of copyright holders, and preventing piracy would be
undermined. The absence of effective technologica redtrictions to prevent copyright infringement would
inevitably result in even more rampant piracy, with a corresponding likely decrease in the willingness of
authors and owners of copyrighted works to produce them in digital form or make the works available on-
line. Thus, thereislittle question that the governmenta interests would be promoted less effectively in the
absence of the regulation. Nevertheless, thereis substantid disagreement between the parties with regard
to whether or not the regulation "subgtantialy burdens more speech than is necessary™ to achieve the
government's interests.

Defendant contends that the DMCA burdens substantially more speech than is necessary to protect
copyright holders from digital copyright pirates. First, defendant contends that it was not necessary to ban
al circumvention tools, because those tools can serve legitimate purposes. Congress had other options
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more narrowly tailored to prevent the harm sought: it could have made the pendties for infringement more
severe or it could have crimindized the use of the Internet to distribute infringing copies. Second, defendant
argues that the DM CA failsto pass condtitutiona review because

the government's approach to the DMCA effectively iminates fair use, limits noninfringing
uses and prevents access to materid in the public domain and uncopyrightable materia
protected by "technologica measures.” Many of these uses are themselves protected
expresson and none of them congtitute copyright infringement. The anti-trafficking
provisons of the DMCA do not "respon[d] precisdly to the substantive problem which
legitimately concern[ed]” [Congress| and that it therefore do [sic, does] not comport with
the Firs Amendment.

First Amendment Mation a 12 (citing Members of the City Council of L.A. v. Taxpayersfor Vincent, 466
U.S. 789, 810 (1984)).

The government responds that there are numerous exceptions to the DMCA that demondirate that
the DMCA is sufficiently tailored to withstand intermediate scrutiny:

Congress carefully balanced, inter alia, the needs of law enforcement and other
government agencies, computer programmers, encryption researchers, and computer
security specidists againgt the serious problems created by circumvention technology. See
17 U.S.C. 88 1201(e)-1201(g), 1201(j). That defendant Elcomsoft's conduct did not fall
within the exceptions does not sugges, let done prove, the DMCA sweeps to broadly.

Opposition Brief a 24 (citing Fed. Election Comm'n v. National Right to Work Comm., 459 U.S. 197,

208 (1982) ("satutory prohibitions and exceptions' regarding political contributions by corporations and
unions held "sufficiently tailored . . . to avoid undue restriction on the associationd interests asserted” by
politica organization)).

Defendant's arguments are not persuasive. First, the DMCA does not "diminate’ fair use.
Although certain fair uses may become more difficult, no fair use has been prohibited. Lawful possessors of
copyrighted works may continue to engage in each and every fair use authorized by law. 1t may, however,
have become more difficult for such uses to occur with regard to technologicaly protected digita works,
but the fair uses themsdlves have not been diminated or prohibited.

For example, nothing in the DMCA prevents anyone from quoting from awork or comparing texts
for the purpose of study or criticism. 1t may be that from a technological perspective, the fair user my find it
more difficult to do so—quoting may have to occur the old fashioned way, by hand or by re-typing, rather
than by "cutting and pasting” from exiging digitd media Neverthdess, the fair useis il available.
Defendant has cited no authority which guarantees afair user the right to the most technologicaly
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convenient way to engage in fair use. The existing authorities have regected that argument. See Corley,
273 F.3d at 459 ("We know of no authority for the proposition that fair use, as protected by the Copyright
Act, much less the Condtitution, guarantees copying by the optimum method or in the identical format of the
original. . . . Fair use has never been held to be a guarantee of accessto copyrighted materid in order to
copy it by the fair user's preferred technique or in the format of the origind.")

In the same vein, the DMCA does not "prevent access to mattersin the public domain® or alow
any publisher to remove from the public domain and acquire rights in any public domain work. Nothing
within the DMCA grants any rights to anyone in any public domainwork. A public domain work remains
in the public domain and no party has any intellectua property right in the expression of that work. A flaw
in defendant's argument is that it presumes that the only available verson of a public domain work isan
electronic, technology-protected, verson. If awork isin the public domain, any person may make use of
that expression, for whatever purposes desired. To the extent that a publisher has taken a public domain
work and made it available in eectronic form, and in the course of doing S0 has dso imposed use
redirictions on the eectronic version, the publisher has not gained any lawfully protected intellectud
property interest in the work. The publisher has only gained a technological protection againgt copying that
particular eectronic verson of the work.

The stuation islittle different than if a publisher printed a new edition of Shakespeare's plays, but
chose to publish the book on paper that was difficult to photocopy. Copy protection measures could be
employed, smilar to what is now commonly done on bank checks, so that the photocopy reveded printing
that is otherwise unnoticeable on the origina, perhaps rendering the text difficult to read on the photocopy
Would the publisher have thus recaptured Shakespeare's plays from the public domain? No, the publisher
has gained no enforcesble rights in the works of Shakespeare; al that has happened is that the purchaser of
the copy-protected book would be unable to easily make a photocopy of that particular book.

Publishing a public domain work in arestricted format does not thereby remove the work from the
public domain, even if it does alow the publisher to control that particular eectronic copy. If thisisan evil
in the law, the remedy isfor Congress to prohibit use or access restrictions from being imposed upon public
domain works. Or perhaps, if lft to the market, the consuming public could decline to purchase public
domain works packaged with use restrictions.
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In addition, the aternatives proposed by defendant—enacting more severe pendties for copyright
infringement—may not be as effective a preventing widespread copyright infringement and eectronic
pirecy asis banning the trafficking in or the marketing of the tools that dlow piracy to thrive. Congress
certainly could have gpproached the problem by targeting the infringers, rather than those who traffic in the
tools that enable the infringement to occur. However, it isdready unlawful to infringe, yet piracy of
intellectua property has reached epidemic proportions. Pirates are world-wide, and locating and
prosecuting each could be both impossible and ineffective, as new pirates arrive on the scene. B, pirates
and other infringers require tools in order to bypass the technological measures that protect againgt unlawful
copying. Thus, targeting the tool sellersis areasoned, and reasonably tailored, approach to "remedying the
evil" targeted by Congress. In addition, because tools that circumvent copyright protection measures for
the purpose of alowing fair use can aso be used to enable infringement, it is reasonably necessary to ban
the sale of dl circumvention tools in order to achieve the objectives of preventing widespread copyright
infringement and eectronic piracy in digital media Banning the sde of al crcumvention tools thus does not
subgtantially burden more speech than is necessary.

Under intermediate scrutiny, it is not necessary that the government select the least redtrictive means
of achieving its legitimate governmentd interest. By its very nature, the intermediate scrutiny test dlows
some impingement on protected speech in order to achieve the legitimate governmental objective. A
aufficiently important government interest in regulating the targeted conduct can jugtify incidenta limitations
on Firs Amendment freedoms. O'Brien, 391 U.S. 367. Having consdered the arguments asserted by the
parties, the court finds that the DMCA does not burden substantialy more speech than is necessary to
achieve the government's asserted goals of promoting €l ectronic commerce, protecting copyrights, and
preventing eectronic piracy.

B. Overbreadth Chalenge: Does the DMCA Subgtantially Burden the First
Amendment Rights of Others?

Defendant next asserts afacid chalenge to the DMCA, contending that the statute is overbroad
because it infringes upon the First Amendment rights of third parties. Inafacid chalenge on overbreadth
grounds, the chalenger contends that the statute a issueisinvalid because it is so broadly written thet it
infringes unacceptably on the Firs Amendment rights of third parties. Anderson v. Nidorf, 26 F.3d 100,
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103 (9th Cir. 1994), cert. denied, 514 U.S. 1035 (1995); Taxpayersfor Vincent, 466 U.S. at 798-99. "A

gatute will be declared uncondtitutiona only if the court finds 'a "redistic danger that the statute itsalf will
sgnificantly compromise recognized First Amendment protections of parties not before the Court.™ The
overbreadth must be not only 'red, but substantid aswell, judged in relation to the statute's plainly

legitimate sweep.™ Nidorf, 26 F.3d at 104 (citing New Y ork State Club Assn v. City of New York, 487
U.S. 1, 11 (1988) and Broadrick v. Oklahoma, 413 U.S. 601, 615 (1973)). Defendant contends that the

DMCA is uncondtitutiondly overbroad on two grounds: firg, the statute impairs the First Amendment right
to access non-copyrighted works,; and second, the statute precludes third parties from exercising their rights
of fair use.

The fatd flaw in defendant's argument, however, isthat facid attacks on overbreadth grounds are
limited to Stuations in which the statute or regulation by its terms regul ates spoken words or expressive

conduct. In Roulettev. City of Seditle, 97 F.3d 300 (9th Cir. 1996), the Ninth Circuit noted that "the

Supreme Court has entertained facia freedom-of-expression challenges only againgt statutes that, by their
terms,’ sought to regulate 'spoken words," or patently 'expressive or communicative conduct' such as
picketing or handbilling." 1d. at 303. Reviewing Supreme Court precedent, the Ninth Circuit concluded
that "[t]he lesson we take from Broadrick and its progeny isthat afacid freedom of speech attack must fall
unless, at aminimum, the chalenged statute ‘is directed narrowly and specificaly a expression or conduct
commonly associated with expression.” 1d. a 305 (citations omitted). Because the Statute at issuein
Roulette was addressed to conduct that was not commonly associated with expression—sitting or lying on
sdewaks—the Ninth Circuit rgjected the facia attack on the ordinance.

Under Roulette, defendant's facid attack on the DMCA necessarily fals. By itsterms, the Satuteis
directed to trafficking in or the marketing of "any technology, product, service, device, component, or part
thereof,” that circumvents usage control redtrictions. The statute is not directed "narrowly and specifically a
expression or conduct commonly associated with expresson.” Software as well as hardware fallswithin
the scope of the Act, as does any other technology or device. Accordingly, an overbreadth facid chalenge
isnot avallable.

Even if the DMCA were to be consdered a statute directed at conduct commonly associated with
expression and the court were to consder the merits of the facia chdlenge, however, defendant's argument
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is ultimately unsuccessful. In order to prevail on afacid overbreadth chalenge, defendant must establish
that thereisaredidtic danger that the First Amendment rights of third parties will be sgnificantly
compromised. Defendant bases its argument on the assertion that the DMCA "significantly compromises’
the First Amendment rights of third partiesin two ways. 1) it impacts third parties rights to access public
domain and non-copyrighted works; and 2) it impacts the fair use rights of third parties, which it contends
are protected by the Firs Amendment. Assuming for the sake of discussion that these asserted rights are
protected by the First Amendment, an issue which is not clear,* defendant's chalenge neverthdess fails
because the DMCA does not subgtantiadly impair those rights.

Defendant firgt argues that the DMCA "runs afoul of the First Amendment because it places dmost
unlimited power in the hands of copyright holders to control information, including information thet is not
even protected by copyright. Society has a strong interest in the free flow of such information.” First
Amendment Moation a 13 (citing First Nat'l Bank of Boston v. Bdlatti, 435 U.S. 765, 783 (1978)). Thus,

according to defendant, because society has a strong interest in the free flow of such information whichis
based in the First Amendment, the DMCA violates the First Amendment by adlowing othersto impair that
interest.

The argument is not compelling. Bellotti recognized that the First Amendment extends beyond

4 Theisno direct authority for the proposition that the doctrine of fair useis coextensive with the First
Amendment, such that "fair usg" isaFirs Amendment right. As noted by the Second Circuit, "the Supreme
Court has never hdd that far useis congtitutionally required, dthough some isolated satementsin its opinions
might arguably be enlisted for such a requirement.” Corley, 273 F.2d a 458. Thereis plainly a tenson
between the Firsdt Amendment's commeand that " Congress shdl make no law . . . abridging the freedom of
speech” and the copyright laws which grant limited monopoalies to authors to publish and profit from their
origina works of authorship. 1 M.B. Nimmer & D. Nimmer, Nimmer on Copyright, 81.10[A] at 1-61.55 to
1-61.56. Severd courts have recognized that the limitations on copyright, such as the idea-expression
dichotomy and to some extent fair use, are what serve to protect First Amendment interests. See Harper &
Row, 471 U.S. a 560; Campbel v. Acuff-Rose Music, Inc., 510 U.S. 569 (1994) (noting that some
opportunity for fair use has been thought necessary to fulfill copyright's purpose of promoting the progress of
science and the useful arts). The Supreme Court has also described the doctrine as an "equitable rule of
reason.” Sony Corp. of Am. v. Universd City Studios, Inc., 464 U.S. 417, 448 (1984). So too, the Ninth
Circuit has never held that fair use is aright guaranteed by the First Amendment. L. A. News Serv. v. Tullo,
973 F.2d 791 (Sth Cir. 1992), relied on by defendant, did not hold that “far use" isa congtitutional right under
the First Amendment, dthough it did recognize that First Amendment concerns are addressed in the copyright
field through the idealexpression dichotomy and the fair use doctrine. 1d. at 795. See also Connectix, 203
F.3d at 602-03 (discussng far use with no mention of First Amendment underpinnings); Dr. Seuss Enters.,
L.P. v. Penguin Books USA, Inc., 109 F.3d 1394, 1399 (9th Cir.) (far use is an equitable rule of reason
requiringthe careful balancing of multiple factorsinlight of the purposes of copyright), cert. dismissed, 521 U.S.
1146 (1997).
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protection of the press and the saf-expresson of individuas and includes prohibiting the government from
limiting the stock of information from which members of the public may draw. 435U.S. a 783. Assuming
for the sake of argument that it would violate the First Amendment for the government to grant exclusive
copyright-like rights in works that have dready entered the public domain, that Stuation is not presented
here. The hole in defendant's argument is that the DMCA does not grant anyone exclusive rightsin public
domain works or otherwise non-copyrighted expresson. A public domain work remainsin the public
domain. Any person may use the public domain work for any purpose—quoting, republishing, critiquing,
comparing, or even making and sdlling copies. Publishing the public domain work in an eectronic format
with technologically imposed regtrictions on how that particular copy of the work may be used does not
give the publisher any legdly enforceable right to the expressve work, even if it dlows the publisher to
control that particular copy.

Similarly, with regard to the argument that fair use rights are impaired, as discussed above, the
DMCA does not diminate fair use or subgtantidly impair the fair use rights of anyone. Congress has not
banned or diminated fair use and nothing in the DMCA prevents anyone from quoting from awork or
comparing texts for the purpose of sudy or criticiam. Thefair user may find it more difficult to engagein
certain fair uses with regard to ectronic books, but neverthdess, fair useis dill available.

Defendant makes much of the right to make a back-up copy of digital media for persond use,
holding thisright up as an example of how the DMCA diminaesfar use. Defendant relies heavily on
Recording Industry Association of Americav. Diamond Multimedia Systems, 180 F.3d 1072 (9th Cir.
1999), for the assertion that the right to make a copy of eectronic mediafor persona, noncommercia use,
isaparadigmatic fair use consstent with the Copyright Act. Firss Amendment Motion at 16. But,
defendant overdates the significance and holding of that decison. The Ninth Circuit was not presented
with, and did not hold, that the right to make a copy for persond useis protected as afair use right or
protected as a right guaranteed by the Condtitution. Rather, the Ninth Circuit was discussing the Audio
Home Recording Act of 1992, 17 U.S.C. 81001, and the statutory exemption for home taping which
protects dl noncommercid copying by consumers of digitd and analog musicd recordings. The court held
that copying for persond, noncommercid use was consstent with the Audio Home Recording Act's main
purpose of facilitating persond use. 1d. at 1079.
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Courts have been receptive to the making of an archiva copy of dectronic mediain order to
safeguard againgt mechanica or ectronic fallure. See Vault Corp. v. Quaid Software Ltd., 847 F.2d 255,

267 (5th Cir. 1988). Making a back-up copy of an ebook, for persona noncommercia use would likely
be upheld as anon-infringing fair use. But the right to make a back-up copy of "computer programs' isa
datutory right, expressly enacted by Congressin Section 117(a), and there is as yet no generdly
recognized right to make a copy of a protected work, regardless of its format, for personal noncommercid
use. There has certainly been no generaly recognized First Amendment right to make back-up copies of
electronic works. Thus, to the extent the DMCA impacts alawful purchaser's "right” to make a back-up
copy, or to space-shift that copy to another compuiter, the limited impairment of that one right does not
sgnificantly compromise or impair of the First Amendment rights of users so asto render the DMCA
uncondtitutionally overbroad.

C. Whether the DMCA Is Uncondtitutionaly Vague Under the First Amendment

Defendant's find Firs Amendment chalengeis that the DMCA is unconditutionaly vague under the
First Amendment because it "provokes uncertainty among speakers' about precisaly what speech is
prohibited. Renov. ACLU, 521 U.S. 844, 871 (1997). Defendant arguesthat "[t|he DMCA criminalizes
the manufacture and sde of adevicethat 'is primarily designed or produced for the purpose of
circumventing atechnological measure that effectively controls access® to awork protected under thistitle
if the device has'only limited commercially significant purpose or use other than to circumvent a
technologica measure™ First Amendment Motion a 17. Defendant's premiseis that the DMCA regulates
expression based at least in part upon the motive of the speaker, specificaly, the purpose for which the
program was primarily designed and the extent to which there was a commercidly sgnificant purposein
doing so other than the circumvention of copyrighted works. In order to determineif the code violates the
DMCA, the seller must assess all possible uses of the technology and determine which are the "significant
purpose[ s " and what it is"primarily” designed to do. First Amendment Reply at 13.

In opposition, the government argues that the statutory language "primarily designed or produced

> Defendant's vagueness challenge thus appears to erroneoudly chalenge Section 1201(a)(2)'s
prohibition on trafficking intechnology that is primarily designed to circumvent access restrictions, rather than
Section 1201(b)'s ban on trafficking in devices that circumvent use redtrictions. The language of the two
datutes is smilar, however, and the court will treat the argument as if asserted againgt Section 1201(b).
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for" issubgtantialy smilar to language that has been upheld in other cases, citing the Supreme Court's
decisonsin Village of Hoffman Edtates v. The Hipsde, Hoffman Edtates, Inc., 455 U.S. 489 (1982)
("designed for" and "marketed primarily for use’ drug law not unconditutionaly vague), and Posters 'N'
Things, Ltd. v. United States, 511 U.S. 513 (1994) ("primarily intended . . . for use’ drug law not

uncongtitutiondly vague), aswell as the Second Circuit's decison in Richmond Boro Gun Club, Inc. v. City
of New York, 97 F.3d 681, 685-86 (2d Cir. 1996) ("desgned for" gun law not uncondtitutionally vague).
The government does not address defendant's argument that the "limited commercialy significant purpose”
phrase renders the statute impermissibly vague, nor does it address the vagueness argument in the context
of the dleged impermissible chilling effect on Firs Amendment rights.

In reply, defendant argues that this statute is distinguishable from the drug parapherndia satute at
issuein Hipside, 455 U.S. 489, because

it should be obviousthét it is congderably easer to determineif an item was "designed or

marketed for use with illegd drugs’ then if it was "primarily designed or produced for the

purpose of circumventing atechnological measure that effectively controls access to awork

protected under” Title 17 of the United States Code. The chdlenged provison in Flipside

requires only a rudimentary knowledge of illega drug use. The DMCA, by contrast,

requires knowledge of (@) the primary and secondary uses of immensely sophisticated

technology, (b) whether the technology "effectively” controls accessvis a vis other

controls, and (c) knowledge of the provisons of Title 17 of the United States Code, which

regulates copyrightsincluding its provison asthey relaeto far use. The DMCA, to put it

mildly, is sgnificantly more difficult to understand, and thus more vague.

First Amendment Reply at 12-13.

Once again, defendant's arguments are not persuasve. The primary flaw in defendant's argument is
that the court rejects the contention that the DMCA is a content-based restriction on speech and thus Reno
v. ACLU isingpplicable. Reno v. ACLU involved a chalenge to the Communications Decency Act's
provisons that sought to protect minors from harmful materia on the Internet. The CDA sought to protect
children from the primary harmful effects of "indecent” and "patently offensve’ speech and wasthusa
content-based blanket restriction on speech. 521 U.S. & 868. Among the challenged provisons wasthe
knowing transmission of "obscene or indecent” messages to any recipient under 18 years of age and the
knowing sending or displaying to a person under 18 years of age any message "that, in context, depicts or
describes, in terms patently offensive as measured by contemporary community standards, sexud or

excretory activities or organs” Id. at 859-60. The Court held that the statutory language—"indecent” and
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"in context, depicts or describes, in terms patently offensve as measured by contemporary community
sandards, sexud or excretory activities or organs'—was uncongtitutionally vague in the absence of
datutory definitions, and as aresult would "provoke uncertainty among speskers about how the two
sandards relate to each other and just what they mean” thereby causing a chilling effect on free speech. Id.
at 871-72, 874. Here, by contrast, the DMCA is not a content-based restriction on speech and its
restrictions do not "provoke uncertainty among speakers' about what speech is permitted and what speech
is prohibited. The gatute is not uncongtitutionaly vague in violation of the Firs Amendment.

In addition, defendant's attempt to digtinguish Hipside and the other authorities is not persuasive,
and ultimatdly, Hipside and Pogters 'N' Things are contralling. The "primarily designed for " and "marketed

for use' language is not uncondtitutionaly vague. Similarly, the "has only limited commercidly sgnificant
purpose other than to circumvent protection afforded by a technologica measure that effectively protects
the right of a copyright owner under thistitle’ is dso not uncondtitutionaly vague® Section 106 sets forth
the rights of a copyright owner; Section 107 sets forth the criteriafor the fair use exception. Together with
the definitions contained in Section 1201(b)(2), the DMCA's prohibition on trafficking in technologies that
circumvent use and copy redtrictionsis sufficiently clear to withstand a vagueness attack.

3. Congressiona Authority to Enact the DMCA

Defendant's fina chalenge is that Congress exceeded its authority in enacting the DMCA and that,
as areault, the gatute is uncondtitutional. The federa government is one of enumerated powers and

Congress may exercise only those powers granted to it. McCulloch v. Maryland, 4 Wheat. 316, 4 L. Ed.

579 (1819); United Statesv. Lopez, 514 U.S. 549, 566 (1995). The Congtitution contains several

express grants of power to Congress, among them the Intellectual Property Clause and the Commerce
Clause.

Under the Intellectual Property Clause, Congressis empowered "to promote the Progress of
Science and the useful Arts, by securing for limited Times to Authors and Inventors the exclusive Right to
their respective Writings and Discoveries” U.S. Congt., art. I, 88 cl. 8. This power, while broad, is not

¢ Defendant appears to contend that the legal complexity of a statute may render it uncongtitutionally
vague, but cites no authority insupport of that assertion. If legd complexity issufficient to support avagueness
chdlenge, the Internd Revenue Code would dmost certainly have been struck down long ago.
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unlimited. More than a century ago, the Supreme Court held that Congress could not exercise its
Intellectud Property power to grant exclusive rights in matters other than "writings' or "discoveries' such
that the Trademark Act of 1876 was not a proper exercise of Congress Intellectual Property power.” The
Trade-Mark Cases, 100 U.S. 82, 93-94 (1879). Congress may not, for example, grant exclusive rights to

writings that do not condtitute origina works of authorship. Feist Publ'nsv. Rurd Tel. Serv. Co., 499 U.S.
340 (1991). Similarly, the Intdlectud Property Clause limits Congress powers so that patents may only be
granted in new inventions that are not obviousin view of the existing art and Congress may not authorize the
issuance of a patent whose effects are to remove exigting knowledge from the public domain. Graham v.

John Deere Co. of Kan. City, 383 U.S. 1, 6 (1966).

Under the Commerce Clause, Congress power is quite broad. Congress may regulate the use of
the channds of interstate commerce; may regulate and protect the indrumentdities of interstate commerce,
including persons or things in interstate commerce; and may regulate those activities having a substantial
relation to, or which subgtantiadly affect, interstate commerce. Lopez, 514 U.S. at 558-59. Once again,
however, the power is not unlimited and Congress does not have the authority to legidate matters that are
of such alocal character that there is too remote a connection to interstate commerce. 1d. at 559. Both
parties also agree that, as broad as Congress Commerce Power is, Congress may not use that power in
such away asto override or circumvent another congtitutiond restraint. Ry. Labor Executives Assn v.

Gibbons, 455 U.S. 457 (1982) (striking down an act by Congress under the Commerce Clause that
violated the Bankruptcy Clause's uniformity requirement). First Amendment Reply at 13; Opposition at 14.

Defendant argues that Congress exceeded its powers under the Intellectua Property Clausein
enacting the DMCA. The government responds that Congress used its Commerce Power to regulate
trafficking in devicesfor gain. Thus, the issue presented is whether the DMCA was within Congress
Commerce Power, generdly, and if so, whether Congress was neverthel ess prohibited from enacting the
DMCA because of other restraints on Congress power imposed by the Intellectual Property Clause.

With regard to the first issue, Congress plainly has the power to enact the DMCA under the

" The Court dso held that the Trademark Act could not have been enacted pursuant to Congress
Commerce Powers, but that aspect of the Court's holding was superseded by the development of the Court's
Commerce Clause jurisprudence over the next 100 years.
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Commerce Clause. "The commerce power 'isthe power to regulate; thet is, to prescribe the rule by which
commerceisto be governed. This power, like dl others vested in Congress, is complete in itsdlf, may be
exercised to its utmost extend, and acknowledges no limitations, other than are prescribed by the

Condiitution.” Lopez, 514 U.S. at 553 (citing Gibbons v. Ogden, 9 Whest. 1, 196, 6 L.Ed. 23 (1824)).

The DMCA prohibits conduct that has a substantia effect on commerce between the states and commerce
with foreign nations. Trafficking in or the marketing of circumvention devices "for gain,” as proscribed by
Sections 1201(b) and 1204, has a direct effect on interstate commerce. To the extent that circumvention
devices enable wrongdoers to engage in on-line piracy by unlawfully copying and digtributing copyrighted
works of authorship, the sdle of such devices has adirect effect on suppressing the market for legitimate
copies of theworks. Accordingly, thereisarationd basis for concluding that the regulated activity
aufficiently affectsinterstate commerce to establish that Congress had authority under the Commerce
Clause to enact the legidation. Lopez, 514 U.S. at 557; United States v. Moghadam, 175 F.3d 1269,
1276-77 (11th Cir. 1999) (finding the anti-bootlegging statute to have a sufficient connection to interstate
and foreign commerce to meset the Lopez test).

The more difficult question, however, is whether Congress was nevertheess precluded from
enacting the DMCA by restraints imposed by the Intellectud Property Clause. The Eleventh Circuit was
presented with this same issue in the context of the anti-bootlegging statute in Moghadam, 175 F.3d 12609.
The gatute in that case prohibited persons from making unauthorized recordings of live performances, in
effect, granting copyright-like protection to live performances. The defendant chalenged the
condtitutionality of the statute, contending that the Intellectual Property power extended only to "writings'
and "inventions" and that alive performance was not a"writing." The government argued that the Satute

was avaid exercise of Congress Commerce Power. In awell-reasoned opinion, the Eleventh Circuit first

anadyzed Supreme Court precedents that could be read to conflict with each other— The Trade-Mark
Cases, 100 U.S. 82 (1879), Heart of Atlanta Motdl, Inc. v. United States, 379 U.S. 241 (1964), and

Railway L abor Executives Association v. Gibbons, 455 U.S. 457 (1982)—and then resolved the tension

in those cases to decide the case before it.

We note that there is some tenson between the former line of cases (Heart of
Atlanta Motel, the Trade-Mark Cases and Authors League [of America, Inc. v. Oman,
790 F.2d 220 (2d Cir. 1986)]) and the Railway Labor Executives case. The former
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cases suggest that in some circumstances the Commerce Clause can be used by Congress
to accomplish something that the [Intellectua Property] Clause might not alow. But the
Railway Labor Executives case suggests that in some circumstances the Commerce
Clause cannot be used to eradicate a limitation placed upon Congressional power in
another grant of power.

Moghadam, 175 F.3d at 1279-80. The court then resolved the tenson asfollows:

[W]e take as a given that there are some circumstances, asillustrated by Railway Labor
Executives, in which the Commerce Clause cannot be used by Congress to eradicate a
limitation placed upon Congress in another grant of power. For the reasons that follow, we
hold that the instant case is not one such circumstance. We hold that the [Intellectua
Property] Clause does not envision that Congressis positively forbidden from extending
copyright-like protection under other congtitutional clauses, such as the Commerce Clause,
to works of authorship that may not meet the fixation requirement inherent in the term
"Writings" The grant itsdf is Sated in postive terms, and does not imply any negative
Ioregnaﬁt that suggests thet the term "Writings' operates as a ceiling on Congress ahility to
egislate pursuant to other grants. Extending quasi-copyright protection to unfixed live
musicd performancesisin no way inconsstent with the [Intelectual Property] Clause, even
if that Clause itsdlf does not exaloressly authorize such protection. Quite the contrary,
extending such protection actualy complements and isin harmony with the existing scheme
that Congress has set up under the [| ntellectud Property] Clause. A live musical
performance clearly satisfiesthe origindity requirement. Extending quasi-copyright
protection aso furthers the purpose of the [Intellectua Property] Clause to promote the
progress of the useful arts by securing some exclusive rights to the creetive author. . . .

For the foregoing reasons, we conclude that extending copyright-like protection in

the ingtant case is not fundamentally inconsstent with the fixation requirement of the

[Intdllectud Property] Clause. By contrast, the nonuniform bankruptcy satute a issuein

Railway Labor Executives was irreconcilably inconsstent with the uniformity requirement

of the Bankruptcy Clause of the Condtitution.

Id., 175 F.3d at 1280-81.

Accordingly, Moghadam provides an ingructive guide and anaytica framework for resolving the
condtitutiona question posed. If the Satute passed by Congress "is not fundamentaly inconsstent with" the
Intellectud Property clause and is otherwise within Congress Commerce Power to enact, then the datute is
not an unconditutiona exercise of congressona power. On the other hand, if the Statute is "irreconcilably
inconsstent” with a requirement of ancther condtitutiona provision, then the enactment exceeds
congressiond authority even if otherwise authorized by the Commerce Clause. With this teaching in mind,
the court turns to the DMCA and the Intellectual Property Clause.

Thefird issue isto determine whether the DMCA is "not fundamentaly inconggtent” with the
purpose of the Intellectud Property Clause. The purpose of the Intdllectud Property Clauseisto promote
the useful arts and sciences. Thus, the government is empowered to grant exclusive rights to inventors and
authors in their respective inventions and origina works of authorship, for limited times. Thisalowsthe
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inventor/author a reasonable time in which to regp the economic fruits of hisor her inventive or cregtive
labor. Asaresult of this economic incentive, people are encouraged to engage in inventive and originaly
expressive endeavors, thereby promoting the arts and sciences. 1n addition, because the grant of property
rightsisto be of limited duration, the public will generdly benefit, once the exclusive rights expire and the
invention or expression becomes dedicated to the public.

According to the government's brief, the DMCA and its legidative history demonstrate that

Congress intent was to protect intellectua property rights and thus promote the same purposes served by

the Intellectua Property Clause. The government specificaly argues that

[a]s reflected in the legidative higtory of the DMCA, Congress recognized that while the
purpose of the DMCA was to protect intellectua property rights, the means of doing so
involved a dramatic shift from the regulation of the use of information to the regulation of the
devices by which information is ddlivered. 144 Cong. Rec. E2136-2. For this reason, the
legidators viewed the legidation as "paracopyright” legidation that could be enacted under
the Commerce Clause. 1d. at 2137. Such astep by Congress to protect the market for
digital content as an action under the Commerce Clause cannot be said to override
Condtitutiona restraints of the Intellectua Property Clause, because Congress fundamental
motivation was to protect rights granted under the Intellectud Property Clause in the digital
world. Congress recognized that traditiond intellectua property laws regulating the use of
information border on unenforceable in the digita world; only regulation of the devices by
which information is ddivered will successfully save condtitutiondly guaranteed intellectud
property rights. See S. Rep. 105-190, at 8 ("Due to the ease with which digital works can
be copied and digtributed worldwide virtudly instantaneoudy, copyright owners will
hestate to make their works readily available on the Internet without reasonable assurance
that they will be protected againgt massve piracy.")

Opposition at 15.

The argument carries some weight. Protecting the exclusive rights granted to copyright owners
againg unlawful piracy by preventing trafficking in tools that would enable widespread piracy and unlawful
infringement is consistent with the purpose of the Intellectua Property Clause's grant to Congress of the
power to "promote the useful arts and sciences' by granting exclusive rights to authors in their writings® In
addition, Congress did not ban the use of circumvention tools out of a concern that enacting such aban
would unduly restrict the fair use doctrine and expressy sought to preservefar use. See 17 U.S.C.

81201(c). Therefore, on the whole, the DMCA's anti-device provisons are not fundamentaly incons stent

8 Nevertheless, the argument also stretchestoo far. Under that same reasoning, Congress would be
authorized to extend perpetual copyrights, a result planly prohibited by the "Limited Times' clause. See
Moghadam 175 F.3d at 1281 (noting thet the "Limited Times' requirement of the Intellectua Property clause
forbids Congress from conferring intellectud property rightsof perpetual duration, citing Pennock v. Didogue,
27 U.S. (2 Pet.) 1,16-17, 7 L. Ed. 327, 333 (1829)).
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with the Intellectua Property Clause.

The second hdlf of the analysisis to determine whether the DMCA is nevertheless "irreconcilably
inconggtent” with alimitation contained within the Intellectual Property Clause. Here, defendant and the
amici curiae make severa arguments, some of which have aready been addressed. Defendant and the
amicl curiae contend that the DMCA isirreconcilably inconsstent with the Intellectud Property Clause
because: 1) the Act diminates fair use; 2) the Act alows publishers to recapture works from the public
domain and obtain copyright-like protection in those works; and 3) the Act violates the "limited times'
clause by effectively granting copyright owners perpetud rights to protect their works.

The firg two contentions have been addressed, and rejected, above. While the DMCA may make
certain fair uses more difficult for digita works of authorship published with use restrictions, fair use has not
been diminated. Similarly, the argument that Congress ban on the sale of circumvention tools has the effect
of dlowing publishersto claim copyright-like protection in public domain works is tenuous and
unpersuasve. Nothing within the DMCA grants any rights to anyone in any public domain work. A public
domain work remainsin the public domain and any person may make use of the public domain work for
any purpose.

Finaly, the DMCA does not alow a copyright owner to effectively prevent an ebook from ever
entering the public domain, despite the expiration of the copyright. See Amici EFF Brief a 16. Upon the
expiration of the copyright, thereis no longer any protectable intellectua property right in the work's
expresson. The expresson may be copied, quoted, republished in new format and sold, without any
legally enforcegble redtriction on the use of the expression. The publisher/copyright owner has no right to
prevent any user from using the work any way the user prefers. At best, the publisher has a technologica
measure embedded within the digital product precluding certain uses of that particular copy of the work
and, in many cases, the usar/purchaser has acquiesced in this restriction when purchasing/licensing the
work. See End User License Agreements, O'Conndl Decl. Exhs. A-D. The essence of a copyright isthe
legally enforceable exclusive rights to reproduce and distribute copies of an originad work of authorship, to
make derivative works, and to perform the work publicly, for alimited period of time. 17 U.S.C. 88106,
302-303. None of those rightsis extended beyond the statutory term merely by prohibiting the trafficking
in or marketing of devices primarily designed to circumvent use restrictions on works in ectronic form.

ORDER DENYING MOTIONS TO DISMISS INDICTMENT
CR 01-20138 RMW

TER 31




© 00 N oo o b~ W N P

e N i T =
N~ o 00 M W N R O

i
© o

N N DN DN DN N N N DN
o N o o0 A W N P, O

Accordingly, the DMCA does not run afoul of any restraint on Congress power imposed by the
Intellectual Property Clause. Section 1201(b) of the DMCA was within Congress Commerce Power to
enact, and because it is not irreconcilably inconsistent with any provision of the Intellectua Property Clause,
Congress did not exceed its condtitutiona authority in enacting the law.

CONCLUSION
For the foregoing reasons, defendant's motions to dismiss the indictment on congtitutiona grounds

are DENIED.

DATED:

RONALD M. WHYTE
United States Didtrict Judge
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