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DATE:
TIME:

loít(a;1¡n* t,
FoR oFFrcí*ffioNLy

DEPUnES MEETING ON PNR

Tucday, July 25, 2@6
l2:fl). TBD

LOCATION: Facítity, Buitding, Offiæ (e.g., NAC, L V)FROM: Stewart Bakcr, Alsistant Secäary for rolrcy

OB!F.C-TÍy'ES/pESIRED O UÎCOME OF -}lE ETING :
Êísblish an inreragency nogoriaingþsition E-

( U) bs'
\f,

BACKGROTIIID:

.ù ' 9n Mry 30' 2006 the Europcan Coun of lusticc (EcÐ rulcd thar rhe bgal insrn¡men6 rhc,*,' :::n-ui:i1,,]¡? ¡"sfil¡ *9or'¡r*'"ní'"lu'-Dric ;; cBp,s access to pNRI wcrc_r¡¡p¡rogriaæ ura.¡cq¡riro4 rtri eú-i"æ*¡n*c trrc.agrccnre", byi:p'r"lbi;rtä,tiiu.
Thg EU h¡¡ ¡incc proviäcd noti-cc tta h is ærminering üí.gr.;*íeftcrivc rt't drrê.

: ii:_Tg,**]ru 9:.!c,li1oflf commcnrcd oñ on 
'iurt"ncc 

of rhe írsuc þr r ñ cnrph¡sizins thrt rhc'¡u's r 99i dtuccúvc gn datr prorcc{ion ¡. firrr ilír; ;JiiiLo,, 
"\- -/ tho ru¡fcr of PNR d¡ta wtrich is a law cnfo¡comont (thir¡ pilarì;ue). conccrn d¡¡r cBpI rcg¡¡ldions conftictcd with this directivawg¡ttrc orincip¡l reason rhc agrecmcnt w¡s struckin üc fi¡st placc. Howcver, thc ECJ did not qomment on thc sufiìcicncly oroHS;s;tr;d"

protÊct privrcy.
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¡ Howevcr, the currcnt arrar¡gomont docs heve significant impaca on DHS operations. ln(.1 p¡rticut¡¡, rbc rimir¡tion1"ñ!,Th,e rrïãi.nt¡ãn onrhrdt ¡;ìh;u:no.rr"t ing, r,",lY proh¡bitod broadcr usc pENB¡@ wirhin DHS ro combu ro.-i¡.m u,¿ crime. MosrsftcûÊd þthis change has bcen tCE, L
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Dcputy Særaary Jackson

PRE!¡S¡ pLA¡{: ..Ctoscd,

AITACEI}|ENñt:

^ o,ffiiiirifficnc Anaþis of unircd sr¡¡cs rnrcrc*! in thc u.s.-EU pNR
B. Msmo: Summrry of poænti¡l Ch¡nrcc. r¿.'ù;r-d! posirion¡ known * ;rï3rlä 

unòrtrkings pENDTNG)

P. !f!sno*d on E_U "¡r*iåriä,i"iir" " *¡ut¡onE' DHs' Rerponsc oprions .Ë;ötounor-r*¡." Dccision (Fcbruary 2006)
Prrpræd by: Michacl Sc¡¡davillc, PDEV, L b :> _\
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DEI'UTIES MEE ING ON PNR

I UeSOa\'. Jt¡l\ if . ¿UUO

l2:00 - TBD
Facility. Buif ding. Office rc g . .Y.4C, C b'Z-
Stervart Baker, r\ssista¡lt Secrctary for Polic't,

_-)

\,_l

OBJECTIVES/DESIRED OI TCOIVTE OF M E ETINC :

o Establish an inreragencr'ncBor.iating posirir'n Ël

!¡ D-\
1
-,J

BACKGROL\D:
. On IV[a] 30. 2006 the European Coun of Justice (ECJ) rul¿d that rhc legal instrumenr-rhe

- raccess to PNR we¡ iqapptcqhlqand required the EU to te¡rni¡ìate the agreement by- Sepæmber 30,2006. The EU has since proÌided not¡ce that it is tcnlinaringthe ac.rccmenl
effecrive rhat date.

Dclctcd:. ln issuing this ruling ¡he ECJJrc,ld that the EU's ì99-í directive on da¡a prorecrion in ;tir firsr

, , r- pillar Coes not apply'to the transf'er of PNR data *'hich is a larv enforcemen[ (third pillar

l": issue). Concern tha¡ r...S.-larr;¿rr{ CBP--2 ¡l¡'ie:t;c1rir-ni: ll]!.ll¡ regularrons conflicreri w,irh rhis

I tlirectir'e.r,ru..Lh.; lrir¡is firr crrt_qdMrrtlrllI:_¿¡_rr_iiillritql in the first plüce Ilori,e.,cr', ¡lic [:CJ
did not comment on the sufficiency oiDHS's eflorts to protecr priracv

. Hou'ever. thc currcnl a¡Tangemenl does ¡ignifìcanti¡ in:pacÇD]lS operations. In parrlcrilar,

ui the timrratìons on sharing and rctcnlion enshrined in ¡hc Undenakings h.1^ g prchibircd'- broaderuse-'!_,il\lì rvithin DHS lo combat terrorisnr and crime. l\4oçt eifected br rh¡s
change has been ICE, (

ì"f
f

þr

. Ocl€ted r- t .--, Lö)
Ddetcd: rm¡

I
Delete<l;

Aeteicd: ¡' , .z ILb) .¿
9dêtÊd; r¡re

Oelctcd; s c¡

Dcletcd: :

ri ¡

ÔI
c"#; c¿;5 øc -¡
oeleted;f- t 1 1
oèratË L ttJ 

-J
oelaert*: c.'*.- 

-- --'

-D"trt"d:'

oetciÊd: À b 5- .f

t' /\
ln1 I
i'/ 0c2??8



/ ..;- ' r/ '"'' -.\/-" - -'r¿ot+Ûr't{cfÀrt|stÛÈ+LY,/\

Delo-trd_: ¡:r-

Del*ed: n,

.\l\l,-r \
t/ I
u--/

f.il-
i

I

PARTICIP.ANTS:
Ion-DHS

-rl
,.a'--- þ {

DHS
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PRESS PLAJ'{: "Closed"

ATTACHMENTS:
A. Discussion Document. Anal)sis,:rf Llniteij States Iniercsts rn rhe L S.-EU PyR

diaiogue (7;l3i06)'
B Memo: Summary of Potential Changes to the Undertakings (PETDING)
C Member State Positions þrorvn as of 720/Qô
D. Background on EU views of consent as a solution
E DHS' R.esponse Options to European Court oí'Justjce Decision tFebruary.20(lúr
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I,ATE:
nltf-:
I.OCA TION:
FROI\t:

tl[_t'ti1 tÞs lrf.Ll ¡l'i.i oN l,\tl

TtresCay. jtrl¡, 25, 200ó
l2:00 - TBD
Facility, Building. Otììcc ¡eg., ,V/lC, L
Stelvart Bakcr, Assistant Secrcrar\' for Policv

b> 1

oBJECTTVEË/DESt RED OUTCOT\Í E OF rrEETr\G:

: 
Establish an interagency'negotiatine position C

rl
f

8ÅCK(iROLID:

-. Europcan Union utilized¿:+ Þ1.È=L,t¡..!-r.!-L-!ingJ¡iiy a 2004 agreerncnt rvith DI-IS on CBP'e-. truroPcan un¡on utlllzco¿:.!¡..t1{.!¡-.¡-t-Ii..''-¡r-r'-rlngJ¡ii'r a ¿uuq agreerncnt wf tn DllS otr LËr'6 Þelet d:|¡
ù.'i¿cse¡¡¡oPliRw¡*i¡¡¡¡¡.pli',Þ4a¡drequi'e.l theFl Irnreryninarc rh¡ ¡g'e.menth': ãîü;-:' -

September 30. 2006 The Etj has since prot'ided notice that it is terminating the agreemenr
effecrive rhat datc.

| . InissuingrhisrulingrheECJ"r¡{¡thatthcEU'slgg5direclivconrlataprotectionin,[r lirst
pillar does not apply to the transfer oí P\R dara u lrich is a larr, enfcrçement (thírd pillar

l',r' issire¡. Conccm th¡t i-ì ,,'-.,.;., CBP - . .;.,:j,i:'!lj:.- t'..r ¡gi¡1¡l¡dons conflicred q'ith this
j direcrivc , .. .ir.. lt.-t....ì . .,..i,-i,.:-,rj- .-: .... ', .l--:.;.,'., rn ihe first place. Horver,er, ¡hc IìC'J

did not comment on rhe sufÏìciency of DHS's efforts to protect privaci'

" Hoq,cver. the current iurangement does significantl-. impact Dl-lS operarions. ln partrcular,
"' the limitations on sharing and reteridon enshrined in tlre lJndenakings ha. - prohibiteC

j broader use--r.'.1.r wiûin DHS to combat rerrcrism and críme. \los¡ affccted bv ùis
chang.e has been lCE. (-

€J
-)
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B. Memo: Summary, of Potenfial Changes to rhe Lhldenakings (PEVDINC)
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l) Background on EU ',,iervs of conscnt as a soiutlor
Ë DHS' Response Options ro European Courr of Jusricc Decision 1Fcbruag, 200ó¡
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DATE:
TIME:
LOCATION:
FROI\I:

i'OR Of.-I.'ICM, USi: ONLl'

DEPUTIT]S |\{EETING O].J PNIì

Tuesdal'. Jui¡' 25. 2006
l2:00 - TBD
Facility. Building. Oflice k g, .Y,|C', L b Z
Stet añ Baker, .A.sslstant Secretar¡- for Polici'

-f

OBJ ECTIVES/DESIRED OUTCOIVT E OF MEETTNG:
. Establish an inreragency negotiaiing position C_

bl

BACKGROUND:
. On May 30, 2006 the European Cou¡t of Justice (ECJ) ruled that the legal insrrumenrs rhe

EuropeanUnion utilized in striking a2004 agreement u'ith Dt{S onCBP's access to PNB.\-\' s'ere in appropriate atd required the EU to temlitìate the agreement by September 30. 2006.
The EU has since providcd notice that it is termi¡rating the agreement effbctive that date.

¡ In issuing this ruling the ECJ indirectly commented on the substance of the iszue by
entphasizing that the EU's 1995 directive on data prorection in first pillar does not appl)' ror the transfer of PNR data rvhich is a lau,enforcement (third pillar issue). Concern rhar CBP
regulations conflicted with this di¡ective where the reason the agreemcnt rvas struck in rhe
firstplace. Hou,ever,tlteECJdidnotcomment onthcsufficiencyofDI{S'seffortsroprotecr
pnvacy,

. Hou'ever, the current arrarìgemenl does liave signifircant irnpacts on DHS operations, Lr
particular, the limitations on sharing :urd retention cnshrined in the Undenzùlngs has
prohibited broader use within DHS to combat terrorism and cnme. Most al'fected b_v this
change has been ICE, C , ,,b.)
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Deputy Secretary Jackson

PRESS PLAN: "Closed"

ATTACHIVTENTS:
A. Discussion Document: Analvsis olUnite¡J Srates Interests in the U.S.-EU pNR

dialogue (7t13/06)
B. Memo: Summary of Potential Changes to the Undertakings (PENDINGI
C. MemberState Positions knou,n asof 7 20/06
D. Background on EU viervs of consent as a solurion
E. DI{S'Response Optiorrs to European Cou¡r of Jusrice Decision (February'2006)

Prepared b¡': Michael Scardaville. PDEV, tr- b e- :
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f,l . Emphasize that the USG looks forward to beginning negotiations soon and is commined to

lu J working with the EU to find a mutually acceptable solution by September 30, 200ó,
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(,rn I t hr/
US-EU AGREEMENT ON PNR

Talkine Points:

o Thank the EU for presenting us rvith their proposed replacemenr text. Emphasize that much
as they had to coordinate extensively between their va¡ious instirutions that the USG must
now do the same
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Watch Out For/If Asked:
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Page 2

Background:

Consistent with the Aviation and Transportation Securiq' Act of 2001, each air carrier operating
passenger flights in foreign air transportation to or fi'om the Uníted States must provide the
Department of Homeland Security (DHS) Bureau of Cusroms and Border Proteèrion (CBp) wirh
electronic access to passenger name record (PNR) data to the extent it is collected and contained
in the air carrier's automated reservatior/departure control systems ("reservation systems"). ln
2002. the EU raised concems that the statutory requiremenr conflicted wirh Direcríve 95l46lEC
of the European Pa¡liament and of the Council of 24 Oc¡ober 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such dara

þi

On day two, CBP provided a presentatio¡r on lhe efforts taken to fulfitl the obligations of the

- - "Undertakings" and the international agreement that was signed on May 28. 2005. The
( u ) Presentation included existing and added policies. training, and the enhancements of our- '/ automated system. CBP also addressed questions and concems during the visit. The Joint

Review went well, and has been referenced b¡' both sides as a valuable efforr for improving
understanding orr both sides. The EU team fionr the Joint Rcview rccenrly issued irs repor!

FoR oFFrglÈ rrsE oNLY

Drafted by: Michael Scardaville, Special nrr¡ràrnnternarional Policy Advisor, PDEV
Contact: t L, ¿- J

recttve ). srgn¡
Direqtive placgs 

-br¡rdens 
on_p1i_ya1e l_ectol data controllers thar limirs their abitity to share

personal data cross-bor¿ér wittr nôñ--EU cõuñtÌîes a-bsentã demonlirãtîon rhat the receiving
entity in a third country has adequate data prorection standards.

After more than a year and half of negotiations. the DHS-led, interagency team reached an
¿urangement with the European Commission (EC) which permits airlines to tegally provide
access to Passenger narne record (PÌ.IR) data emanating from within the European Union (EU) to
CBP. This access is subject to carefully negotiated lirnitations as ser forrh in ã ser of
Undertakings issued by CBP offering detailed assurances on how the DHS componenr would
collect, process, handle. protect and share PNR data received in connection with ftights between
the U.S. and EU. Compliance with the Undertakings required significant sysrem, põlicy and
operational modifications by cBP and was accomplished on May 13.200s.

It is important to note that the "PNR Arrangement" is comprised of th¡ee linked actions - the
unilaæral CBP Undertakings. an execut¡ve-level inrernational agrcement signed on May 28.
2004, and the a fìnding by the European Co¡nnrission that tlre CBP commirnrents outlined in the
Undertakings adequately protect privacy.

The Joint Revierv. On September 20-21, 2005. in a cooperative effort with the DHS privacy
Office, CBP hosted the first U.S.-EU Joint Review with members of rhe EU. On day one, CBp
provided a presentation during the site visit at the National Targeting Center and during the site
visit at Dulles International Airport. CBP gave an oven'iel of the operations at each site. as
well as demonstrated how CBP operationally uses and protects PNR data derived between the
EU and the United States,

()

(r)

L/,nctas s i€td,
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which was generally favorable despite criticizing the length of tinle it took CBp ro implement the
Undertaking, concerns over the protection of information disclosed during the meetings and
detailing specific questions and recommendations for furth-er action.

The PNR Case. Shortly after the 2004 signing of the European Union agreemenr on CBp access
to Passenger Name Record data, the European Parliament (EP), disfurbed over what it vierved as
an attack on personal privacy and its o\\î authority. filed two suits in the European Court of
Justice (ECÐ against the actions of the European Commission (EC) and the European Council
for entering into the information sharing a¡rangement. The fìrst suit challenged the authority of
the EC and the European Council to enter into the Intemational Agreement without the assent of
the Parliament; the second challenged the merits of the arrangement itself-whether the
Undertakings were adequate to meet the information privacy protections afforded u¡der EU law

On May 30,200õ-ahèEùróÞean CoufaoflusiicéTECÐ-anñullêd üe déCisiõñ oládeqtãcy madè
by the European Commission, as well as the European Councit's decision to enter into an

/ I internatio.nal agreement w¡th DHS on the use of Passenger Narne Records. In issuing this
L u I finding, the Court did not rule against the availability of PNR data, ir did not determine that' privacy was violated, nor did it take a view on the content of the agreement. Rather, consistent

with the Advocate Ceneral's November 2005 opinion, the court found that the decisions of the
Commission and Council where premised upon an inapplicable legal basis under European law.
Instead of concludinB the agreement under the data protection provisions of Article 95. the courr
deemed that the processing of PNR data is a law enforcement and public security issue, and as a
result, is a shared contpetency between the European Union and Member States under the so
called "third pillar."

/ \ The Court's ruling gave the European Commission until Seprember 30, 2006 to establish a newt u ) community-wide arrangement to govern PNR access for flights to the United States. However.
' since the ECJ's decision removes the threat of fines and criminal penalties based on EU law. the

immediate consequences for not striking a new arrangenìcnt are significanf ly diminished.
No¡rethelcss, the European Conrmission will push for an EU-wide solution.

The EU provided notice to the United States of the termination of the agreement effective
September 30. 2006 on July 3'0. 4.proposed alternative texr was proviJed by the Finnish
Presidency on Wednesday July l9u, but subsequent conversations with Conrmission officials
have indicated that this draft is not the final proposal. This proposal is currently being reviewed,
but at a minimr.rm a variety of legal questions will have to be explored with the EU toìetermine
both the impact of certain language and whether the legal basis can withsrand a new challenge.
In addition, the proposal relies on the 2004 Undertalcings of CBP. Furrher. the USG is pendlng
direction from a Deput¡"s Comminee meeting currentl), scheduled for 7125.

(t
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