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\o Establish an interagency negotiating position -
(W) bs
~ )
BACKGROUND:

&{ﬂ' On May 30, 20

06 the European Court of Justice (ECJ) ruled that the legal instruments the

European Union utilized in striking a 2004 agreement with DHS on CBP's access to PNR _

were ingppropriate and required the

EU to terminate the agreement by September 30, 2006. " Deletnd:

The EU has since provided notice that it is terminating the agreement effective that date.
* In issuing this ruling the ECJ indirectly commented on the substance of the issue by

.

\D emphasizing that the' EU"s 1995 directive on data protection in first pillar does not apply to
L the transfer of PNR data which is a law enforcement (third pillar issue). Concern that CBP
| regulations conflicted with this directive was, the principal reason the agreement was struck " Detetac bers D

in the first place. However, the ECJ did not comment on the sufficiency of DHS’s efforts to

protect privacy.

» However, the current arrangement does have significant impacts on DHS operations. In
8 P
@ particular, the limitations on sharing and retention enshrined in the Undertakings has
] prohibited broader use of PNR data within DHS to combat terrorism and crime. Most

affected by this change has been ICE, [
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A. Discussion Document: Analysis of United States Interests in the U.S.-EU PNR
dialogue (7/13/06)

B. Memo: Summary of Potentia} Changes to the Undertakings PENDING)

C. Member State Positions known as of 7/20/06

D. Background on EU views of consent as a solution

DHS’ Response Options to European Court of Justice Decision (February 2006)
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‘ % iaccess to PNR was, inapplicable, and required the EU to terminate the agreement by
T _September 30, 2006. The EU has since provided notice that it is terminating the agreement

effective that date.

* Inissuing this ruling the ECJ held that the EU's 1995 directive on data protection in :hwe first
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did not comment on the sufficiency of DHS's efforts to protect privacy
* However. the current arrangement does significantiy impact DHS operations. In particular,
-~ the limitations on sharing and retention enshrined in the Undertakings hay ¢ prohibited
broader use :f PNR within DHS o combat terrorism and crime. Most affected by this
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DEPUTIES MEETING ON PNR

DATE: Tuesday, July 25, 2006

TIME: 12:00 - TBD

LOCATION: Facility. Building. Office re.g.. NAC, L. & s A
FROM: Stewart Baker, Assistant Secretary for Policy

OBJECTIVES/DESIRED OUTCOME OF MEETING:
e Establish an interagency negotiating_ position ¢

S by
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BACKGROUND:

e On May 30, 2006 the European Court of Justice (ECJ) ruled that the legal instruments the

~. European Union utilized in striking a 2004 agreement with DHS on CBP’s access to PNR

' were in appropriate and required the EU to terminate the agreement by September 30, 2006.

The EU has since provided notice that it is terminating the agreement effective that date.

¢ In issuing this ruling the ECJ indirectly commented on the substance of the issue by

- emphasizing that the EU’s 1995 directive on data protection in first pillar does not apply to

" the transfer of PNR data which is a law enforcement (third pillar issue). Concern that CBP
regulations conflicted with this directive where the reason the agreement was struck in the
first place. However, the ECJ did not comment on the sufficiency of DHS s efforts to protect
privacy.

¢ However, the current arrangement does have significant impacts on DHS operations. In
particular, the limitations on sharing and retention cnshrined in the Undertakings has
prohibited broader use within DHS to combat terrorism and crime. Most affected by this

"~ change has been ICE, C_ LS

>

/1) FOR oﬁméﬁx,uss ONLY ERTA




PARTICIPANTS:

Non-DHS

DHS

Deputy Secretary Jackson

PRESS PLAN: “Closed”

ATTACHMENTS:

A.

moOw

Discussion Document: Analysis of United States [nterests in the U.S.-EU PNR
dialogue (7/13/06)

Memo: Summary of Potential Changes to the Undertakings (PENDING)
Member State Positions known as of 7/20/06

Background on EU views of consent as a solution

DHS’ Response Options to European Court of Justice Decision (February 2006)

Prepared by: Michael Scardaville, PDEV, . b D

Q0R783

FOR OFF}& USE ONLY



o
i

AT DR 5
)
ool P =
o
Po5op N

Second paragraph in that section, 3" sentence, should read, [~

L5~

Lust 2 paragraphs re DHS vicws:
L o5
After the 4" sentence add: cC
N /’>
o
D
§ecnnd paragraph: [ ' LS

&

CBPCOC muments Tonor o2 4l GILBE 3 comimenis, o thee G



T i0ResId

entities side e Lurcpean Union ienn N eccur thicugh both
Lrannauen sharng -

rCrs 1as in the case of

ten 2xchange it
£ ermment-iv-govenment channels “us ;1 the sase of law enroreen
sy setween ICE and Scotland Yard) and ireetly with Euiopean wr vy
B s receipt of Passenger NMame Record «PNR) ata from s irs vileamg nnernananal dights
y he Umited States). A number of -SRVETEING VOIS 1 Eurcpse, in particular the
Couwrt of Jusuce decision on e iegality of the BC-UiS PNR Sgilzement, zinounced .-

fay 20, and a proposea LU Framework Dacision an exchange of luw =niUrcement data. have
wiajor imphications tor ot kinds of mrsrmanon sharing.

e PNR Cuse. Shortiv after the 2004 signing or the European {nion o grzement on CBP access
ww Passenger Name Record data, the European Parfiament | EP), disturbed over what it viewed as
an attack on personal privacy and its own zuthonty, filed two suits in the European Court of
Justice (ECJ) against the actions of the European Commission (EC) and the European Council
for entering into the information sharing arrangement. The first suit challenged the authority of
the EC and the European Council to enter into the Internaronal Agreement without the assent of
the Parliament; the second challenged :he merits of the arrangement :tseif—whether the
Undertakings ‘ere adequate to meet the information privacy protections sfforded under EU law
—ieceatly tlerr Data Proascuon Direcns ¢ w3 40 2C) to el individuals,

In May 20, 2004 the Eurspean Caurt of Justice (ECT annulled the Secision of adequacy made
5y ihe Zuropean Commission, as well us iie European Councti’s decision 0 enter o an
international agreement vith DHS on -he ey o2 and use of Passenger Name Records. In
issuing this Inding, the Court did not rule a2gainst &P__Mll_l"ﬁ_u__s AR data, it did not
fetermine that pnivacy was - jolated. nor Jdid it 1ake a1 view on the conrent or the ari.;zoment.
Rather, consistent with the Advocate General’s November 2005 apinion, the coun found that the
<ecisions of the Commission and Counei] w here premised upon an mapphicable legal asis under
Furopean law. Instead or voncluding the ¢greement under the data protection provisions of
Arucle 95, the court deemed that the processing of PNR data 1s a law snrorcement and public
secunty issue, and as a result, is a shared competency bdetween the E dropean Union and Member
States under :he so called “third pular.”

The eifective .ate of the riling is delayed unui September 30, 2006 yur ihe date the agreement is
(ermminated, '« hichever 1 soomer). We have an open dialogde with the Comnmussion on this issue
and a commitment to, within the confines of the court’s ruling, continue 1o make dara available

a5 We anempt to resolve the impaci Jf 'ne ECJ's devivion. DHS 1s expectng a proposal trom ihe

Luropean Commission later this month on how 0 respond to the £CJ Jecision,

Calated:

a2ty

r

DJatetad: yes

Z3ieged;
T

deUMy Bl

LY e e

[}
SOR u)<w. ONLY

ietiel Searmav e PLCVPDEV. [ g 2 (,lud)

Trrpared by

P £74




T H)r:'\ 2 was chely o e enag

anky and Bersen Frederal aad Siate agencies, O6S rangly apports ne »Pucm\‘e

<

- Ttan gl e

L it L)cu:mn wind CPonagle of cadumdie, T the Faropean o oaiaission ¢ has
- LTIoUssed

sl omearsed Co o Boimey o ve et an o 4
o crmmnal matters.”T he Ot F“

Polec il

1,

wGiR Ot pohu ard )l.\h\ll' Coenel
L ~: SCan Lo, e

B SRATL LT SN

= ron Lmh;r AN e AL Nel ety Srew gt |

i ner 0 sioe and Hon

st mailodie g TRl soime e o ihe

SN TTanoll T PUm g

g the 1ot Secsion 55 o provide wssiuralioes o e pudiic of
B n by l)?.!hlltg vd\\'
L El aasmber stutes! - the
wil and nmely cachange of

wentniued oy v protecton, wile enpancing B entoreerent o
Lorcement investigalive wmformation more soutinely avarkible to
ple of svatlabrhin .7 Mas panciple wav siens Sailinlion of
harder. Taw enforcement. and intelligence arormeanan within the EVL feuspiuch as tis =tont
‘els the 1 mited State s" ;L‘ﬁ)rls to dreak d._m nformanon shanng numers within the Federal
While this

Bais

FHMUWOrK My umute stunng of such aformanon wmeng the BV menbor states, ke L draft
CivCis: i e woud erously sapede e shuily of Lich swaies 1o are sinuiar mIvrmation

Ciuta Protection and UV te fimitation” Provivivns in Deaft Decon, e Dratt Dedsion

o m AT ie D rmater 0 Do

il osailertes 2 SOLGENES

ltains

CHCFN Ao »)wdlc‘\) that wouid require 1 £17 nember stte to ensure that " nkqu..rc 'u«.l of

da wotecian” st noTe LS Betore Lat nzmeber siate COuld share uoiner member R
’;‘umnumn W DS ceneres.t As 4 ceall Buropean authorities could ek 10 enend |

;totechion provisions sunilar 1o those i the PYR \wrecment (e, jont reyicws, (ime imits on

ata rrention wnd restrioons on sharing sath crher zovernment agencies) 19 Ly cniorcament
rtormanon. ditd thus require additional measures. B2yvond those aiready ' place under U3, faw
i Lhowstny ociore LS law entorcement authoriies

sler o7 vondgd . {

ESR RS RN
: 1 dequate” s :
SoviFion cs cery stdar o che cusing BV D ,’n tecnon Directive 935 248 3 the tirst mltar,
Loib o espectionat Direcnc e, the EL nas reunnd 3o zeriand, € anada, osrgentina, the boie of
“hin, aad v emisey meet the ;i(_' adeguaey standarts. Che 0.5 Ras 2und aideguate v ith

3

ForSuihion oy

Camment C
wid s pet CRae R e Ul

cal.
veleted: 5
Celnted

- ‘\:

-
anatang

bl

e Longidmn

E O I L N T T

RTINS ACRE TN




A SORR -1 7/ ~.
, ’ b »
S e e o ST v -
Ry ] . ,i,_ EFRRITIHEN S Y ] ‘l
§ -
- Eimorat
. }
/o
i
Relutionship 1o Eaisting \greements ad Impuct un BHS Law Eaforcement Operations,
JHe b oasted States hus prevtoinly entered 5o 2 gumber of Bimding ré 1 niding ionwation
shanng srrangements at both the European L on wud Member Staie ‘evel. ifor exampie, with
—. ruspectio the former, we huve stgned 2 2903 Munial Tegal Asesince 4 greement (ML) with
e Burcpean Union and a 200} ‘atormation SNAnNg ereement L Suropol ithe U0y g)
i/ /] poiice sgency): with respect to Member Siutes, we signed 1 2003 VL AT . th Germany, vhich
S bunlds on cumerous other MIA [ already :a force with other 1t member states. The ! nted
States also has many executve agreenents and memoranda of anderstending vith Member
states ander A ich crncal HUOUANGN §y . rentiv Sewg sharad, < e Tegi {
SITOINS AV IMNCUITRG ThAT inrman. TE0S vier these oo Bl oo
srantatherad™ und alev ed 1o Conanue Vonsininiion of i SLRETEN
2 A._\\ ‘
-
Current Status,
- s ted:
/}\ jickba
- bl

N '\ Retated v es,

! - . . n . ¥
// /o Reconty L umber v LS, S THICS WREC o azie b by o
L - N

wobreneh [ oo
T DG ACY G Ray G be rie

Sienerd i
L R R N A AT R

RN srthee Eranci gy
GUROER

TEONEY

L P I

L T B N U AW o bl (,\\\-3 )

1357




LTIEASION o Mot gonnne

SIS DAVE réenue o R uNsIs

crhyetey st ;:fCHL‘h Cronvcomunent auionie .,

cptte et o eaeT e B &’: bQ (I“")

a2




ES # 06-5081.30
FOR OFF1 USE ONLY

{
US-EU AGREEMENT ON PNR Lt

Talking Points:

o Thank the EU for presenting us with their proposed replacement text. Emphasize that much
[/ ) as they had to coordinate extensively between their various institutions that the USG must
now do the same

* Emphasize that the USG looks forward to beginning negotiations soon and is committed to
(6 -) working with the EU to find a mutually acceptable solution by September 30, 2006.

Watch Out For/If Asked:
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Page 2
Background:

Consistent with the Aviation and Transportation Security Act of 2001, each air carrier operating
passenger flights in foreign air transportation to or from the United States must provide the
Department of Homeland Security (DHS) Bureau of Customs and Border Protection (CBP) with
electronic access to passenger name record (PNR) data to the extent it is collected and contained
in the air carrier’s automated reservation/departure control systems (“reservation systems”). In
u7 2002. the EU raised concerns that the statutory requirement conflicted with Directive 95/46/EC
of the European Parliament and of the Council of 24 October 1995 on the protection of
individuals with regard to the processing of personal data and on the free movement of such data

("European Data Protection Directive ). Most signilicantly, the European Data Protection
_ Directive places burdens on private sector data controllers that limits their ability to share
~ personal data cross-border with non-EU countries absent a demonstration that the receiving
entity in a third country has adequate data protection standards,

After more than a year and half of negotiations, the DHS-led, interagency team reached an
arrangement with the European Commission (EC) which permits airlines to legally provide
access to passenger name record (PNR) data emanating from within the European Union (EU) to

{6 ) CBP. This access is subject to carefully negotiated limitations as set forth in a set of
Undertakings issued by CBP offering detailed assurances on how the DHS component would
collect, process, handle. protect and share PNR data received in connection with flights between
the U.S. and EU. Compliance with the Undertakings required significant system, policy and
operational modifications by CBP and was accomplished on May 13. 2005.

It is important to note that the “PNR Arrangement” is comprised of three linked actions — the

/6 7 unilateral CBP Undertakings. an executive-level international agreement signed on May 28,
2004, and the a finding by the European Commission that the CBP commitments outlined in the
Undertakings adequately protect privacy.

The Joint Review. On September 20-21, 2005, in a cooperative effort with the DHS Privacy
Office, CBP hosted the first U.S.-EU Joint Review with members of the EU. On day one, CBP

/ [/) provided a presentation during the site visit at the National Targeting Center and during the site
visit at Dulles International Airport. CBP gave an overview of the operations at each site. as
well as demonstrated how CBP operationally uses and protects PNR data derived between the
EU and the United States.

—-

On day two, CBP provided a presentation on the efforts taken to fulfill the obligations of the
“Undertakings™ and the international agreement that was signed on May 28. 2005. The
07 presentation included existing and added policies. training, and the enhancements of our
automated system. CBP also addressed questions and concerns during the visit. The Joint
Review went well, and has been referenced by both sides as a valuable effort for improving
understanding on both sides. The EU team from the Joint Review recently issued its report,

FOR OFFIC USE ONLY

Drafted by: Michael Scardaville, Special Assistant/International Policy Advisor, PDEV
Contact: - Loz -

3

. 002747
Unelassifed



v ES # 06-5081.30
FOR on«*xc;)g. USE ONLY
-

which was generally favorable despite criticizing the length of time it took CBP 1o implement the
Undertaking, concerns over the protection of information disclosed during the meetings and
detailing specific questions and recommendations for further action.

The PNR Case. Shortly after the 2004 signing of the European Union agreement on CBP access
to Passenger Name Record data, the European Parliament (EP), disturbed over what it viewed as
an attack on personal privacy and its own authority. filed two suits in the European Court of

) Justice (ECJ) against the actions of the European Commission (EC) and the European Council
for entering into the information sharing arrangement. The first suit challenged the authority of
the EC and the European Council to enter into the International Agreement without the assent of
the Parliament; the second challenged the merits of the arrangement itself—whether the
Undertakings were adequate to meet the information privacy protections afforded under EU law

to all individuals.

~ On May 30, 2006 the European Court of Justice (ECJ) annulled the decision of adequacy made

by the European Commission, as well as the European Council s decision to enter into an
international agreement with DHS on the use of Passenger Name Records. In issuing this

( v finding, the Court did not rule against the availability of PNR data, it did not determine that
privacy was violated, nor did it take a view on the content of the agreement. Rather, consistent
with the Advocate General’s November 2005 opinion, the court found that the decisions of the
Commission and Council where premised upon an inapplicable legal basis under European law.
Instead of concluding the agreement under the data protection provisions of Article 95. the court
deemed that the processing of PNR data is a law enforcement and public security issue, and as a
result, is a shared competency between the European Union and Member States under the so
called “third pillar.”

community-wide arrangement to govern PNR access for flights to the United States. However.
since the ECJ's decision removes the threat of fines and criminal penalties based on EU law. the
immediate consequences for not striking a new arrangement are si gnificantly diminished.
Nonetheless, the European Commission will push for an EU-wide solution.

/ The Court’s ruling gave the European Commission until September 30, 2006 1o establish a new
)

The EU provided notice to the United States of the termination of the agreement effective
September 30. 2006 on July 3", A proposed alternative text was provided by the Finnish
Presidency on Wednesday July 19", but subsequent conversations with Commission officials
have indicated that this draft is not the final proposal. This proposal is currently being reviewed,
but at a minimum a variety of legal questions will have to be explored with the EU to determine
both the impact of certain language and whether the legal basis can withstand a new challenge.
In addition, the proposal relies on the 2004 Undertakings of CBP. Further. the USG is pending
direction from a Deputy’s Committee meeting currently scheduled for 7/25.

FOR OFFICXJUSE ONLY
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