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Ms. Marcia Hofmann
Electronic Frontier Foundation
454 Shotwell Street

San Francisco, CA 94110

Re: DHS/OS/PRIV 07-90/Hofmann request
Dear Ms. Hofmann:

This is our twenty-second partial release to your Freedom of Information Act (FOIA) request to
the Department of Homeland Security (DHS), dated October 20, 2006, for DHS records
concerning Passenger Name Records (PNR) from May 30, 2006 to the present including:

1. Emails, letters, reports or other correspondence from DHS officials to European Union
officials concerning the transfer and use of passenger data from air carriers to the US for
prescreening purposes;

2. Emails, letters, statements, memoranda or other correspondence from DHS officials to
U.S. government officials or employees interpreting or providing guidance on how to
interpret the undertakings;

3. Records describing how passenger data transferred to the U.S. under the temporary
agreement is to be retained, secured, used, disclosed to other entities, or combined with
information from other sources; and

4. Complaints received from EU citizens or official entities concerning DHS acquisition,
maintenance and use of passenger data from EU citizens.

In telephonic calls with counsel representing the Department of Homeland Security in December
2007, you agreed to narrow the scope of your request. The Government proposed that plaintiff
eliminate non-responsive material within email chains from the scope of the request. Plaintiff
agreed that emails within an email chain containing no responsive material may be removed
from the scope of the request, and further suggested that defendant may eliminate duplicative
copies of emails that contain responsive material from the scope of the request.

As we advised you in our December 7% partial release letter, we have completed our search for
responsive documents, and all responsive documents have been processed except for the
documents being held at DHS for classification review and the classified documents that were
referred outside the agency for releasability review.



We completed our review of 83 responsive documents, consisting of 362 pages, which were
being held for possible classification. I have determined that 41 of those documents, consisting
of 158 pages, are releasable in part, and 42 documents, consisting of 204 pages, are withholdable
in their entirety. The releasable information is enclosed. The withheld information, which will
be noted on the Vaughn index when completed, consists of properly classified information,
names, telephone numbers, email addresses, deliberative material, legal opinions, law
enforcement information, and homeland security information. I am withholding this information
pursuant to Exemptions 1, 2, 5, 6, and 7(E) of the FOIA, 5 U.S.C. §§ 552 (b)(1), (b)(2), (b)(5),

(b)(6), and (b)(7)(E).

We also completed our review of 9 responsive documents, consisting of 51 pages, that were
referred to the Department of State (DOS) and the National Security Council (NSC) for
releasability review. I have determined that those documents are witholdable in their entirety.
The withheld information, which will be noted on the Vaughn index when completed, consists of
properly classified information and deliberative material. I am withholding this information
pursuant to Exemptions 1 and 5 of the FOIA, 5 U.S.C. §§ 552 (b)(1) and (b)(5).

FOIA Exemption 1 provides that an agency may exempt from disclosure matters that are (A)
specifically authorized under criteria established by an Executive Order to be kept secret in the
interest of national defense or foreign policy and (B) are in fact properly classified pursuant to
such Executive Order. Portions of the withheld documents concern foreign government
information relating to the national security and United States government programs and are
classified under §§ 1.4(b), 1.4(c), 1.4(d), and 1.4(g) of Executive Order 12958, as amended.

FOIA Exemption 2(low) exempts from disclosure records that are related to internal matters of a
relatively trivial nature, such as internal administrative tracking. FOIA Exemption 2(high)
protects information the disclosure of which would risk the circumvention of a statute or agency
regulation. Included within such information may be operating rules, guidelines, manuals of
procedures for examiners or adjudicators, and homeland security information.

FOIA Exemption 5 protects from disclosure those inter- or intra-agency documents that are
normally privileged in the civil discovery context. The deliberative process privilege protects the
integrity of the deliberative or decision-making processes within the agency by exempting from
mandatory disclosure opinions, conclusions, and recommendations included within inter-agency
or intra-agency memoranda or letters. The release of this internal information would discourage
the expression of candid opinions and inhibit the free and frank exchange of information among
agency personnel. The attorney-client privilege protects confidential communications between
an attorney and his client relating to a legal matter for which the client has sought professional
advice. It applies to facts divulged by a client to his attorney, and encompasses any opinions
given by an attorney to his client based upon, and thus reflecting, those facts, as well as
communications between attorneys that reflect client-supplied information.

FOIA Exemption 6 exempts from disclosure records the release of which would cause a clearly
unwarranted invasion of personal privacy. Weighed against the privacy interest of the individuals
is the lack of public interest in the release of their personal information and the fact that the release
adds no information about agency activities, which is the core purpose of the FOIA.



Finally, FOIA Exemption 7(E) protects records compiled for law enforcement purposes, the
release of which would disclose techniques and/or procedures for law enforcement investigations
or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions
if such disclosure could reasonably be expected to risk circumvention of the law.

Our office continues to process your request insofar as it relates to the remaining classified
documents referred outside the agency and the remaining documents being held for DHS
classification review. If you have any questions regarding this matter, please refer to
DHS/OS/PRIV 07-90/Hofmann request. The DHS Privacy Office can be reached at 703-235-
0790 or 1-866-431-0486.

Thank you for your patience as we proceed with your request.
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Vania T. Lockett S

Associate Director, Disclosure &¥OIA Operations

Enclosures: As stated, 158 pages
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DEPUTIES MEETING ON PNR

DATE: Tuesday, July 23, 2006

TIME: 12:00 - TBD

LOCATION: Facility, Building, Office fe g, NAC, £ b2 (low)" 2
FROM: Stewart Baker, Assistant Secretary for Policy

N OBJECTIVES/DESIRED QUTCOME OF MEETING:
N e Establish an interagency negotiating position £

.

‘: b5 b2\ L€ -
BACKGROUND:
o v e t® On May 30, 2006 the European Court of Justice (ECJ) ruled that the lcgal instruments the -
Y Europcan Union utilized in striking a 2004 agreement with DHS on CBP’s access to PNR
) walg ip ponronrigte and reguired the FIJ to ferminate the aereement by Seatember 30 2006
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PARTICIPANTS:
Non-DHS

DHS

 Deputy Secretary Jackson oo
PRESS PLAN: “Closed™

ATTACHMENTS:
A. Discussion Document: Analysis of United States Interests in the U.S.-EU PNR
dialogue (7/13/06) ,
B. Memo: Summary of Potential Changes to the Undertakings (PENDING)
C. Member State Positions known as of 7/20/06
D. Background on EU views of consent as a solution
E. DHS’ Response Options to European Court of Justice Decision (February 2006)

Prepared by: Michael Scardaville, PDEV, & b 2 (1owD A
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DEPUTIES MEETING ON PNR ()

DATE: Tuesday, July 25, 2006

TIME: 12:00 - TBD

LOCATION: Facility, Building, Office (e.g., VAC, € b2 (jaw) 2
FROM: Stewart Baker, Assistaat Secretary for Policy

’C}  OBJECTIVES/DESIRED OUTCOME OF MEETING:

\ol

KGROUND: iy

L BACK Yy
" On May 30, 2006 the European Court of Justice (ECJ) ruled that the legal instruments the
Urion ufilized in striking a 2004 agreement with DHS on CBP’s access to PNR

- / Furope .
3 g’ggbropriate and required the EU to terminate the agreement by September 30, 2006.

were{in aps
The EUHas since provided notice that it is terminating the agreement effective that date.

7o) (@ [n issuing this ruling the ECJ indirectly commiented on the substance of the issue by
emphasizing that the EU’s 1995 directive on Jata protection in first pillar does not apply to

the transfer of PNR data which is a law en eng (third pillar issue). Concern that CBP
regulations conflicted with this directiv whure \xd son the agreement was struck in the

first place. However, the ECJ did not commeiit on the sutficiency of DHS’s efforts to protect

privacy. ot B suke
However, the current arfangement does have significant impacts on DHS operations. In

7 particular, the limitatio {\13 on sharing and retention ¢nshrined in the Undertakings has

prx\hlhttgd broader usebwithin DHS to combat terrorism and crime. £
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['he PNR npegotiations will be c{me y mtu’mm*d with a hroader effort to e:smblﬂh
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snfcreement. Dast

L
resrictive, Bll-wide rules for Infommation sharing in the area of law
e EU put forward a Council deeision on the proteciizn of nersonal Jata in orinid
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Q\;,\ PARTICIPANTS:
< Non-DHS

DHS
o Deputy Secretary Jackson e - .
;) 2RESS PLAN: “Closed”
V) ATTACHMENTS:
) A. Discussion Document: Analysis of United Srates [nterests in the U.S.-EU PNR

dialogue (7/13/06)
3. Memo: Summary of Potential Changes to the Undertakings (PENDING)
. C. Member State Positions known as of 7/20/06 '
D. Background on EU views of consent as a solution
E. DHS’ Response Options to European Court of Justice Decision (February 2006)
™~
"y ! Prepared by: Michael Scardaville, PDEV, T b2 (low) 2
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Aftachment A

DISCUSSION DOCUMENT
Analysis of United States Interests in the U.S.-EU PNR dialogue
Department of Homeland Security

July 13, 2006

Purpose ) - - i e

N To provide you with background information on the Passenger Name Record (PNR) issue and
{4 related developments concerning law enforcement information sharing with the European Union

J
(EU) in preparation for a mid-July “un-DC.”

Snmmary

Before September 11, the government knew very little about the people getting on planes bound
) for the United States. Afler the attacks, airlines were required to provide information about their
™ U.S.-bound passengers. Some of this information — name, contact information, and the like —
" was drawn from information supplied to the airline as part of the reservation process. DHS uses
the information to screen for no-tly violators and terrorist suspects prior to arrival, and even
before the plane takes off', protecting against mid-flight hijackings and bombings.

For rlights between Europe and the {J.S,, the data must be made available from European air

carriers. EU law has long prohibited the commercial export of personal data to countries whose

legal protections have not been deemed “adequate” in the view of European data protection

authorities. While the U.S. has many privacy laws, it does not have an overarching data

protection regime that corresponds to every aspect of European law. [t has therefore been

9 . viewed as “inadequate” by Furopean standards, and commercial data transfers to the U.S. have

7/ long been restricted by the lack of a broad adequacy finding. While the EU lacks similar

requirements for the transfer of law enforcement information between the EU and third parties, a
Framework Decision is currently being considered that would mirror the requirements applied in

the commercial realm. C

[ bs b2(heghd k7€ ]
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" CRP may automatically access PR data rom Ewropean carriers up o 72 howrs in advance of a flight. During this

@ are-depurture poriod, information is screnred aaainst CRP automated systems and risk scores begin 1o be generaed.
In seme cases, paricularly airports where CBP maintains a presence through the Immigration Advisory Program,
dLnues up o

seordinmated law enforcement action s also zhanned ln advarnce with local vathorities. Analysis con
wrival and is further supported by the cotlection of manifest nformation,
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The PNR Agreement was also controversial in Fumgc 71t was chalienged by the European
Parliament as insufficiently protective of EU pr wmy rights.” On May 30 the European Court of
Justice (ECJ) struck down the Agreement”But it chose a ground that was highly procedural -
the equivalent under US law of the Supreme Cowt ducking a Fourth »\mendmem challenge by
finding a law invalid because it exceeded Congress’s Commerce Clause power. Y Under EU law,
commercial issues fall within the jurisdiction of the EU as part of its “First Pillar” authority.
This is the authority that the EU relied on in entering the Agreement. The ECJ, however, held

that the US wanted PNR data for law enforcement and public security reasons. Law enforcement———————— .

L \-; and public security are exempt from the EU’s commercial data protection laws and are only
~ partly within the EU’s authority. Instead, they fall under the “Third Pillar,” where the authority
of EU central institutions (the Commission, Parliament and Court of Justice) is more limited and
more authority is left to the Member States. This finding by the Court also climinates the
uncertainty that led to the signing of the agreement in the first place, specifically the fear that
some Member States might bring action against air carriers under the commercial legal

framework.

Recause the agreement was entered under the wrong authorily, the Court ruled it invalid but
delayed the effective date of its decision until Scptember 30 in the hope that the jurisdictional
problem could be quickly solved. To cure the problem, the EU has obtained authority from the
Member States to renegotiate the PNR Agreement under the Third Pillar. As required by the
Agreement, the EU also potified the United States that it will terminate the current Agreement on

A September 30, 2006 and has set a goal of establishing a new agreement by this date. The USG
' received a proposed replacement text from the Finnish Presidency on July 19th, although
Commission

Cominission officials have indicated that this dzaft may not be final.?
representatives have portrayed their proposal as a technical change that would put the same
agreement back in place, albeit under a different legal authority.

* CBP can share PNR data with ather law znf:

/ U\) purpese of combating terrorism and sericus transeaticnal crimes,
ing shared v bulkowith the inteliigence and Inw enforcoment community, and it Jdenies those agencies direct
allow ather agencics to louk for pattarns in the ravel of indlviduals not

en passengers. [CE, Tor example, Las evpressed ifs

roement agencics, but only on a case-hy-case basis and only for the
This restriction prevents PNR information from

\ §

~ sccess o the records, Broader access wauld

leermed to be bigh risk and 1o assess connaeticns bet
Tustration over Josing access o this information.

1nd Secunt y) ave a nurber of questiony regar: Jing the l2gal impact

; U : f‘m aan Xights Additiond policy

o~
[N 23

soth the Departirents of Srate ar.d llor ela
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Two converging events in Europe — the recent European Court of Justice decision on the legality
of the EU-US PNR Agreement and a draft EU Framework Decision on Exchange of Criminal
Data — have major implications for US law enforcement and security,

The EU-US PNR Agreemcent. As noted, in May 2004, after substantial negotiations, the
Department of Homeland Security entered into an agreement relating to the sharing of PNR

information collected by air carriers flying to the United States from Europe. The Agreement
was intended to resolve a perceived conflict between EU law (which linits the sharing of
personal information collected by commercial entities with governmental entities) and US law
(which required the collection and dissemination of PNR data). Central to the Agreement was a
set of Undertakings made by Customs and Border Protection (CBP) regarding how it would
treat the PNR data transmitted to it.* Several of the limitations in those Undertakings

b\
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(U‘\ The maost significant of these Limitations, from our perspective are the following:
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The ECJ PNR Case. The Agreement was no less controversial in Brussels. Disturbed over
(U\D what it viewed as an attack on personal privacy and its own authority, the European Parliament
(EP) filed two suits in the European Court of Justice (ECJ) challenging the information sharing

arrangement.

On May 30, 2006, the ECJ issued its opinion in the lawsuits. The opinion did not address the
(v merits of the EU-US PNR Agreement or the role of the Parliament. Rather, the decision turned

® This concern is consistent with Executive Order 13388 and the President’s Memorandum issued on December 16,
W 2006 to Heads of Executive Departments and Agencies on “Guidelines and Requiremerts in Support of Information

Sharing Environment.”

oA b
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on the lack of competence of the Commission and Council to enter into the Agreement in the
first instance. The EU had bascd its authority on the so-called “First Pillar,” which allows the
EU to regulate trade and commercial matters. The ECJ held (as the US had argued earlier) that
the requirement that PNR data be sent to the US was a law enforcement and national security
matter, Such transfers, the court held, were excluded from the data protection directive
governing commercial data exports. If they are to be regulated, the court implied, it would have

to be done under the “Third Pillar.”®

That is what the EU proposes to do. It has obtained authority from its Member Stales to erect
substantially the same agreement on a new foundation. In order to meet the European Court of
Justice deadline the Commission will seek to cadify its position over the next couple of weeks
and then will call for agreement on the new arrangement by September 30.

ZU Proposals on Sharing Law Enforcement Information. If that were all that is at stake, this
would be an interesting diplomatic and legal problem for DHS. But it is not. The PNR
negatiations will be closely intertwined with a broader effort to establish restrictive, EU-wide
rules for information sharing in the area of law enforcement, Last October the EU put forward
two draft documents that concern data sharing and proteciion in the law enforcement context.
They consist of a draft Framework Directive of the European Parliament and Council on the
retention of data and a proposed Council decision on the protection of personal data in criminal

rgmers. < b5 bz (ku}'f) b7¢

)

b1

¥ Acting under the First Pillar, the EU has also en‘ered into a PNR sharing agreement with Canada. In light of the
EU’s determination that the US Undertakings provided “adzyuate™ privacy protections, the EU-Canada agreement
authorizes Cuneda to share PNR data received from the EU with the US. Even though the ECJ has struck down the
ZU-US agrzement, the EU contends that its sirilar agreement with Cznada remains in eftect. Some Canadian
government sources are concerned, however, that the absence of an “adegquacy” finding {which is a First Pillar
cencept) may now have she effect of prohibiting US-Canada information sharing derived from EU-originated

flights.
3 ps 2 .. - I . P -~ . N .

For example, the Dratt Decision cortains provisions on time limits for retantion of shared data, ensuring the
zeeuracy of shared data, logging and audit trails, as weil as restrictions limiting further use of the data to the ariginal
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purpose for which it was first trunsmitted. In effect, it borrows heavily from the PNR Agreement and the
Undertakings.

b |

" “I'he adequacy finding granted to the U.S. was specific to the transfer of PNR data and only extended to its
transmission to CBP. The May 30" decision of the ECJ also annuls this decision by thc Commission on the grounds

that the Commission did not have the legal authority to grant it
"* [f adopted without the offered exemptiors, the Draft Decision could cunflict with a number of binding and non-
binding information sharing arrangements that the United States has signed. For example, we have signed a2 2003

Mutual Legal Assistance Agreement (MLAT) with the Europgan Union and 2 2001 information sharing sgreement
with Europol (the EU-level police agency); with respect to member states, we signed a 2003 MLAT with Germany,
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Communicable Diseases. One indicator of the extent to which EU data protection authorities
prioritize the expansion of such roles over public safety concerns can be found in the European
reaction to another US initiative relating to avian flu. If air passengers are exposed fo a

pandemic strain of avian flu, the government will need to locate all of the passengers and crew,
quickly. So the Centers for Disease Control has proposed a rule requiring airlines to retain PNR
for-up to 60 days for-that purpose. The top data protection authorities of Europe, known as the
“Article 29 Working Party,” have now decided that this sort of data retention violates EU privacy
directives, If given effect, the Working Party’s opinion would place air carriers legal jeopardy
because of inconsistent legal régimes. It reflects a widespread EU view that privacy trumps even

the critical public health interests of the United States. '?

Analysis & Recommendation Cu )

(U\).

which builds on numerous other MLATS already in force with other EU member staies. The United States also has
many executive agreements and memoranda of understanding with member states under which critical information’
is currently being shared. Under EU law, directives supersede bilateral treatics snd agreements and member states
must conform their existing agreements to the directive,

' Cenversely, Paragraph 34 of the Undertakings allows for the exchange of PNR for public health purposes and
neither the Commission nor the Article 29 Committee have challenged the DHS-HHS MOU.

¥ Unlike in 2003, this risk is present now because the Court has conclusively ruled that the transfer of PNR data is a
law enforcement matter. While Eurogean integration has been the greatest in areas associated with the Common
Market, law enforcement and public security is a relatively new area of activity at the community leve! and many
responsibilities still fall to the EU Member States, The ECJ firmly placed PNR in the area of law enforcement and
public security, and as result, any actions taken in this area are likely to set precedents for further community

involvenient in other law enforcement matters,

oy
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Conclusion
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The USG has a paramount interest in ensuring that law enforcement and border control
information continues to flow to the United States. In creating the Information Sharing
Environment we are working to break down walls that restrict the sharing of information

between Federal agencies,

3 Excluding Canada and Mexico, flights originating in these five countries comprise nearly a quarter of all
international flights arriving in the United States. In terms of global traffic, flights arriving from the UX rank third
(after Cznada and Mexico). Germany is 6; France 9"; the Netherlands 10%; and Italy 17th.
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The PNR Agreement that the US signed with the EU in 2004 is an example of the old-style
artificial limitation. We enlered into the PNR Agreement based upon the EU’s argument that the

export of commercial information was subject to special restrictions under EU law. The
U\-) European Court of Justice has now held that the information is law enforcement information, not
commercial information, so that the rationale for the agreement has now dissolved.

Attachments

>

Excerpt from EU Data Protection Directive 95/46/EC (24 October 1995)

Excerpt from Draft Council Framework Decision on the protection of personal
data processed in the framework of police and judicial cooperation in criminal

matter (October 2005)
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Attachments:

A. DIRECTIVE 95/46/1:C OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL

of 24 October 1995
Article 3

Scope
1. This Directive shall apply to the processing of personal data wholly or partly by
automatic means, and to the processing otherwise than by automatic means of personal data....-

which form part of a filing system or are intended to form part of a filing system.

2. This Directive shall not apply to the processing of personal data:
- in the course of an activity which falls outside the scope of Community law, such as those

provided for by Titles V and VI of the Treaty on European Union and in any case to
processing operations concemning public security, defence, State security (including the

economic well-being of the State when the processing operation relates to State security . .

inatters) and the activities of the State in areas of criminal law,

Article 26

Derogations

1. By way of derogation from Article 25 and save where otherwise pravided by domestic
law governing particular cases, Member States shall provide that a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2) may take place on condition that:

(a) the data subject has given his consent unambiguously to the proposed transfer; or

(b) the transfer is necessary for the performance of a contract between the data subject and
the controller or the implementation of precontractual measures taken in response to the data
subject's request; or

(c) the transfer is necessary for the conclusion or performance of a contract concluded in the
interest of the data subject between the controller and a third party; or

(d) the transfer is necessary or legally required on important public interest grounds, or for
the establishment, exercise or defence of legal claims; or

(¢) the transfer is necessary in order to protect the vital interests of the data subject; or

{f)-the-transfer is-made-from-a register which according to laws or regulations is intended to

provide information to the public and which is open to consultation either by the public in
general or by any person who can demonstrate legitimate interest, to the extent that the
conditions laid down in law for consultation are fulfilled in the particular case.

2. Without prejudice to paragraph 1, a Member State may authorize a transfer or a set of
transfers of personal data to a third country which does not ensure an adequate level of
protection within the meaning of Article 25 (2), where the controller adduces adequate
safeguards with respect to the protection of the privacy and fundamental rights and
frecdoms of individuals and as regards the exercise of the corresponding rights; such
safeguards may in particular result from appropriate contractual clauses.

3. The Member State shall inform the Commission and the other Member States of the

authorizations it grants pursuant to paragraph 2.
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If a Member State or the Commission objects on justified grounds involving the protection
of the privacy and fundamental rights and freedoms of individuals, the Commission shall
take appropriate measures in accordance with the procedure laid down in Article 31 (2).

Member States shall take the necessary measures 1o comply with the Commission's

decision.
4. Where the Commission decides, in accordance with the procedure referred to in Article
31 (2), that certain standard contractual clauses offer sufficient safeguards as required by

paragraph 2, Member States shall take thc fmeccssary measures to comply w1th Lhe

Cornmxss:on 's decision.
CHAPTER IV TRANSFER OF PERSONAL DATA TO THIRD COUNTRIES
Article 25

Principles
L. The Membet Statcs shall provide lhat the transferto a third country of personal data

" only if, without prejudlcc to compliance with the national provnsmns adopted pursuant to the

ather provisions of this Directive, the third country in question ensures an adequate level of

protection.
2, The adequacy of the level of protecnon afforded by a third country shall be assessed in

the light of all the circumstances swrrounding a data transfer operation or set of data transfer
operations; particular consideration shall be given to the nature of the data, the purpose and
duration of the proposed processing operation or operations, the country of origin and
country of final destination, the rules of law, both general and sectoral, in force in the third -
country in question and the professional rules and security measures which are complied
with in that country.

3. The Member States and the Commission shall inform each other of cases where they
consider that a third country does not ensure an adequate level of protection within the
meaning of paragraph 2.

4. Where the Commission finds, under the procedure provided for in Article 31 (2), that a
third country does not ensure an adequate level of protection within the meaning of
paragraph 2 of this Article, Member States shall take the measures necessary to prevent any

transfer of data of the same type to the third country in question,

5. At the appropriate time, the Commission shall enter i iati i view to

remedying the situation resulting from the finding made pursuant to paragraph 4.

6. The Commission may find, in accordance with the procedure referred Lo in Article 31 (2),
that a third country ensures an adequate level of protection within the meaning of paragraph
2 of this Article, by reason of its domestic law or of the international commitments it bas
entered into, particularly upon conclusion of the negotiations referred to in paragraph $, for
the protection of the private lives and basic freedoms and rights of individuals.

Member States shall take the measures necessary to comply with the Commission's
decision.
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B. Proposal for a COUNCII. FRAMEWORK DECISION on the protection of personal data
processed in the framework of police and judicial cooperation in criminal matters

Article 15

Transfer to competent authorities in thivd countries or to international hodies

1. Member States shall provide that personal data received from or made available by the

ct;mpctent authority of another Member State are not further transferred to competent-— - -~

authorities of third countries or to international bodies except if such transfer is in compliance
with this Framework Decision and, in particular, all the following requirements are met.

(a) The transfer is provided for by law clearly obliging or authorising it.

(b) The transfer is necessary for the purpose the data concerned were transmitted or made
available for or for the purpose of the prevention, investigation, detection or prosecution of
criminal offences or for the purpose of the prevention of threats to public security orto a

" person, except where such considerations are overridden by the need to protect the interests or
fundamental rights of the data subject.

(c) The competent authority of another Member State that has transmitted or made available
the data concemed to the competent authority that intends to further transfer them has given its
prior consent to their further transfer,

(d) An adequate level of data protection is ensured in the third country or by the international

body to which the data concerned shall be transferred.

2. Member States shall ensure that the adequacy of the level of protection afforded by a third
country or international body shall be assessed in the light of all the circumstances for each
transfer or category of transfers. [n particular, the assessment shall result from an examination
of the following elements: the type of data, the purposes and duration of processing for which
the data are transferred, the country of origin and the country of final destination, the general
and sectoral rules of law applicable in the third country or body in question, the professional
and security rules which are applicable there, as well as the existence of sufficient safeguards

put in place by the recipient of the transfer.

3. The Member States and the Comszswn shall intorm each other of cases where thcy
D does n pasure - an-adeqgua !

protectlon wnthm the meaning of pa.ragraph 2.

4. Where, under the procedure provided for in Article 16, it is established that a third country
or international body does not ensure an adequate level of protection within the meaning of
paragraph 2, Member States shall take the measures necessary to prevent any transfer of
personal data to the third country or international body in question.

5. In accordance with the procedure referred to in Article 16, it may be established that a third
country or international body ensures an adequate level of protection within the meaning of
paragraph 2, by reason of its domestic law or of the intemational commitments it has entered
into, for the protection of the private lives and basic treedoms and rights of individuals.
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6. Exceptionally, personal data received from the competent authority of another

Member State may be further transferred to competent authorities of third countries or to
international bodies in or by which an adequate level of data protection is not ensured if
absolutely necessary in order to safeguard the essential interests of a Member State or for the
prevention of imminent serious danger threatening public security or a specific person or

persons.
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Member State Positions known as of 7/20/06
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EU Views on Consent
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Histor}; of DHS Discussions with the EU on Consent and PNR
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Attachment E

Issue: DHS’ Response Options to European Court of Justice Decision
February 2006
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tsialit Deéorala tor Foho

OBJECTIVES/DESIRED OUTCOMLE OF MEETENG:

Establish an interagency negotiating position £

2
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BACKGROUND:

e On May 30, 2006 the European Court of Justice (ECJ) ruled that the legal instruments the
European Union utilized in striking a 2004 agreeiment with DHS on CBP’s access 1o PR
were in appropriate and required the U to terminste the agreement by Seprember 30, 2604,
The EUJ has since provided notice that it is terminating the agreenent effective that date.

» In issuing this ruling the ECJ indircctly commented on the substance of the issuc by
emphasizing that the EU"s 1995 directive on data protection in first pillar does noi apply o
the mransfer of PR data which is a law enforcement (third pillar issue). Concern that CRE
regulations conflicted with this directive where the reason the agreement was struck in the
first place. However. the ECJ did not comment on the sufficiency of DHS's efforts to protect
privacy.

» However. the current arrangement docs have signiticant impasts on DHS cperaiions. o
particular. the limitations on sharing and retention enshrined in the Undertakings has
prohibited broader use within DHS 16 combat terrorism and crime. Most afrected by this
change has been ICE. - ‘ - =~
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Discussion Document: Analysis of United States Interesis in the U.S-EU PNR
Jdialogue (7°13/06)

Memo: Summary of Potential Changes 1o the Undertakings { PENDING,
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Background on EU views of consent as a solution
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DEFUTIES MEETING O PR

LATE: Tuesday, July 25, 2006

TIREE: i2:00 - TRD ) )

LOCATION: Facility, Building. Office e.g., N4C, & b 2(led 2

FEOM: Stewart Baker, Assistani Secretary for Policy

OBJECTIVES/BESIRED QUTCOME OF MEETING:

« Establish an interagency negotiating position [ _7
b5 ba Chegh) b7& \/

BACKGROUND:

= On May 30, 2006 the European Court of Justice (ECJ) ruled that the legal instrument, the

European Union utilized as 2 basis for, enicring inle a4 2004 agreement with DHS on CBP’s

access to PNR way, inapplicahle and required the EU to terminate the agreement by

September 30, 2006. The EU has since provided notice that it is terminating the agreement

effective that date.

* In issuing this ruling the ECJ held that the EU’s 1995 directive on daia protection in thie first
pillar does not apply to the transfer of PNR data which is a law enforcement (third pl\lar

- issue). Concern that U.S. faw, and CBP’s implementing PNR regulations conflicted with this

directive was the basis {or entering inw the zareement in the first place. However, the ECJ
did not comment on the sufficiency of DHS’s efforts to protect privacy.

¢ However, the current arrangement does significantly impact DHS operations. In particular,

the limitations on sharing and retention enshrined in the Undertakings ha: v prohibited

broader use of PNR within DHS to combat terrorism and crime. Most affected by this

change has been ICE, ¢

.
[_ h S lol(ims}\ b€ J

b

bl

Deletad e
- I e !
Daleted
: —
ded
Deleted o

Detsted: [ o5 1T
v o -
|
FOR OFFI%ISE ONLY
N,
/j:/k:fi
(9 X,/
(\f\ﬂ“""?" [
baicism i o



Nonw-DHS

DHS
Deputy Secretary Jackson
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A. Discussion Document: Analvsis of ('nuad Stotes Interests in the U8 -EU PNR
dialogue 1771306
5. Memo: Summary of Potential Changes to the Undertakings {PENLING)
C. Member State Positions known as of 72006
7 Background on EU views of consent «3 a solution

E. DHS' Response Options to Burcpean C aurt of Justice Decision (February 2006,
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Operationally, CBP has provided camriers 3 options for making PNR data
available: 1.) Pull; 2.) Real-time push (duia s trensininted upon creation or at 72

N
5/’5/

[

hours Batore the Thght and iny changes must b2 sent at the tme they are made. or;

3.) A scheduled method under whica carriers transmit PNR per a set schedule.
Under this third option the carrier must provide CBP with a functional. auiomaied
means of abaining PNR duti outside ol the scheduled pushes. Merely having a
POC 1o call and request an indepencent ush is insufficient.

b




bl

b |

6.

I !

|

(ol

0D
fui 4



o

Ga

I £
Wik f



UALAASS

PNR Implementation: Short-Term Tasks

e -
Task Point of contact ] Deadline L Datc
- I S R | completed
I e CBP; ! - -
' e ICE; r ‘ j | . ‘
i Components will determine which personnel require } l i :
1. | immediate access to PNR data. Components will report the . 1&A: ] I } 7 days ; !
namcs and total number to CBP. i ,/ ; : }
TSA;’ T l 1 |
. .
— PR hJ ] R 1_ e
e CBP; ! o i.'\' I : l
Each component will designate a data-access point of contact | o ICE;! V) ¥ . Uu ' | |
2. | and provide to CBP. CBP will provide the name of its POC | & 1&A; \» > / 7 days ! |
to other components. ’ ‘ i
o TSA; } ‘ :
* CBP; \“‘ -+ T
An IT group, comprising representatives from CBP and other | o ICE; . l
3. | components, will be convened to resolve all technical issucs | o ! ) 7 days . P
surroundiny access to PNR data. / ; |
s TSA; ) R l ‘_‘
CBP OCC will drafi a request letter template for use by other T T
‘ componcnts secking access 10 PNR/ATS-P. The letter will ! ‘ ‘
| include, among other things, a description of the purpose tor ; d |
| which the request is being made (by office or individual as ) 3 '
appropriate), the number and|names of individuals to receive * CBP; _‘( 7 days | |
\ access, ¢ POC for managing the component’s access ~' ] i
i including enforcing accountability for use, and training ! | }
requirements. N D

~ N"} 1 030384
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‘ y .l 1
Task Point of contact Dcadline Date }
completed |
CBP OCC will draft a request approval lctter detailing the B o | _'t
5. { obligations the agency and its officers accept by accessing e CBP; ¢ i i 7 days ‘ ‘
_the system. POCs for scheduling training, etc. P _;___ R D
| « ICE; ) | { 1‘
! i ! i
o l Components will send memogs to CBP requesting access to > l 14 days |
" | PNR data. o [&A; | i
i 3 i
_ » TSA; o I o
CBP will ensure that existing audit mechanisms are capable , \ } f 1!
of monitoring the usc and potential misuse of PNR by other | | CBP: | v \f NS : : |
components. CBP udvises thut, for components that will use | | l CE" \3 \ .}_\\ l ! |
CRP’s existing interfuce, no changes to the current audit P o i ) } i
7. ; ; - . ' S e e J&A; i 14 days 1 g
mechanism will be needed: [ J | i ;
- R . o | \ ’
B b (g~ IR AR \ | *
T L T i ...... — - —— . ‘ - ___.i
CBP will revise its rules and ficld guidance regarding access ‘\ ‘r | |
to the PNR database 1o reflect that personnel from across ~ r i !
8. | DHS now will have access. Such guidance should instruct o CBP; | j | 14 days l i
individuals seeking direct acdess to contact CBP’s central ! | i :
_POC. _ ; ‘\ _l_ i Lo
9 Notice of the new PNR uses will be published in the Federal e OGC; - ‘ i 14 davs ; !
" | Register. ) e Privacy: Hugo Teufel: .~ s I DA T

UaRssS
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- 1
Task Point of contact Dcadline Date
- | completed |
{--’“‘ 45 days |
e« CBP: - = needed to |
b ( P\“O\D e ICE: ] order. ﬁ
10 t/ . 1&A: mstall, and | [
). O gne : t implement | ;
. . I
] -} _ new
L - * TSA: l [ equipment '
L= l _jund featwres |
14 days (if | !
thereis a g :
. CBP, | current ' |
~ N l « ICE: ] \ \ connection); I !
| Lo (s i E . T, YooY 90 days if | :
1. L g ) b7l c o 1&A; 1‘ 2 \O’)—k\ L thereisno |
o | current | 5
* TSA: i\ | connection | |
orapoor | !
\ : i
I . 3 - ,__.-,cmcsnemj- ]
CBP will send the components replies that grant access to § | ‘
PNR data. These replies will specify that all personnel will g ! r i
he subject to the same policies and procedures that govern ! ! t |
12.| CBP personnc] access to PNR (including disciplinary e CBP: | 14days ! {
policics for improper uscs of PNR data). CBP will atiach : |
copies of the guidelines and policies it maintains with respect ,‘ ‘ |
to PNR access, | ‘ ‘
- Tt - —
e CBP:' » 1
b , e ICE: ! ;
CBP will cstablish accounts and passwords for ncw users A | | *
13 : o I&A: | 14 days | 1
from other components. ! |
| | '
L . [eTSA, ~ _

Ve bSS
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Task Point of contact Deadline } Date
completed
1 CBP will provide training to component personncl who have | ¢ CBP; ‘ 51 davs {
"] access to PNR data. * TSA: | Vo - T i
CBP will make available to dther components its mechanism L Wy ;lf\. [ T——
.| for restoring the PNR user agcounts that have gone dark after { « CBP; ¥ 21 days

90 days of inactivity.

ANCLRSF
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PNR Implementation: Short-Term Tasks

Go-ahead given 10/6/2006

i
e lf‘{“‘

L bl A
A o TS
! Tusk l Point of contact | Deadlit Dleted
A — =
! « CBP; vl 1
; ; « ICE: | I \
: Components will determine which personnel require i / - davs l
- 1. | immediate access 1o PNR data. Components will report the | 18A: | [ ('] o : !
7 ! names and total number to CBP. C / | M i
| ‘ Jonai { fe ‘
1 ; /' ! '
' P | {o TSA: | S o
5 le CBP." | | !
! ; {o ICE: | ; ’
+ Lach component will designate a data-access pointof contact |~ 777 4 R : Do da .
2. 1 and provide 1o CBP. CBP will provide the name of its POC L&A ‘ VT i \\ \ _ (l()/{i)
. ' to other components. " \D:)"\ | v
e e Vl o TSA: | f -
| .1: {—- CBP;! i R ;
i © An [T group, comprising/representatives from CBP and other | o ICE: | | i
, components, will be conyened to resolve all technical issues i ! 1 { , 7 days
i " ! surrounding access to PNR data. The IT group will havean | o I&A; | i L(H13)
‘ initial organizational meeting. ? PP I
i ¢ g ! < I el
R 1 s TSA; R S o
T.CBP OCC will draft a request letter emplate for use by other | CBP: T 7, !
| components seeking access to PNR/ATS-P. The letter will g j |
: - P . L ICE: . | ! !
include, amony other things. a description of the purpose for | | ;
: which the request is beirwg made (by office or individual as \ | 7 days ‘
: appropriate), the number and names of individuals to receive f | (10713)
. L . e o I&A: !
i i access, 4 POC for managing the component’s access : \ !
; ‘ including enforcing accquntability for use. and training TSA- —_— ) ! 1
t _ !'requirements. CBP will share the draft with the components. | * ** A . ) ]
1

W NS
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T ————— -y

Date

completed !

i

\
O\ CLRSS ;

r Task Point of contact Deadline |
a « CBP;, __ -
{ ] CBP OCC will draft a request approval letter detailing the * Ik ‘
! ubhgauom the agency ang its officers accept by accessing l 7 days
i the system. POCs for scheduling training, etc. CBP will . I&A. Py
; ‘ share the draft with the components. ) {
i |« TSA; ‘\ | .
™ . | CBP ‘ Wk
| {» ICE \ }
| ! Compunents will send the letters to CBP requesting access to g ) % ' 14 days
1 PNR duta LSRN | (10720)
A .l v -
s - TsA A

| CBP will ensure that existing audit mechanisms are capable ; | | ‘

| of monitoring the use and potential misuse of PNR by other |+ CBP; Co
: ! components. ('BP advises thut, for components that will use | e ICE: - B
' l CBP’s existing mlerfuu: no chanoeec to the rurrent mudit o 3 ‘ 14 dﬂ)’b
" Dmechanism willbe needid, L e 1&A | IR
| ! , - P
{ 5 [ ba (uigh) Jl . TSA: | b
SR S , _— ST
; CBP will revise its rules|and field guidance regarding access & i ! !
t . to the PNR database to r¢tlect that personnel from across ! 14 day
! 8. | DHS now will have access. Such guidance should instruct « CBP: 5\; f [ 10 ,;(\';
- | individuals seeking direct access to contact CBP’s central | i } ‘

_ ,U’OC . ,, J Vol

, | Notice of the new PNR {ises will be published in the Federal o OGC: i~ o b 14 days
T | | Register. | o Privacy; Hugo Teufeli © _aoryy

UNCORS>
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o Thsk | Point f ' {” e E Date
of contact ' Deadline
- __» ' i completed
o o ' " 45 days T
f - ' 1 . ;
{ I \\ ‘\) PY CB] \ N l nﬂsdcd lO ': il
. Loy [ order I
LU o~ [CE. R * ! !
} \ 0 PRI 1 ( * ICE \ f ‘l install, and !
10 oL ! implement !
b e o 1&A; | | ‘ ipleme
. | ; new
Vo i : } .
A csa | | cosipment
i i o J ' ban eatures ‘
= ‘ S T
] i lddaysifa
\ ‘ ! | ! current '
f « CBP E e connection "
\ , N | e ICE: | i L P 102090 i
. . P - : , . '
P! N Al ; < in ( . days it no
! v 2L b L | o 1&A: \[)k" . current
- ! { connection
je TSA,. | ; or poor
| % ‘ Z * connection :
S ‘ ﬁ e
' CBP will send the components replies that grant accessto (¢ CBP ‘ { ; 5
' ! PNR data. These replieg will specify that all personne! will | « ICE: ‘ _ ) ‘ : !
be subject to the same policies and procedures that govern ‘ | adivs !
i 12,5 CBP personnel access tg PNR (including disciplinary j [ ll ‘:,‘f‘);’ ‘
' | polictes for improper uses of PNR data). CBP will attach e 1&A; | : ! 72y : '
i ! copies of the guidelines pnd policies it mamtains with respect 1 , |
' { 10 PNR access. TSA; | ‘ :
}—“"i' b 2 l._ A |
! | o ( Bp. ' l i ]
, v ! ,
| ¥ o ICE: ! ; : ! ;
i CBP will establish accobints and passwords for new users o © 114 days ,
| : } trom other components. o 1&A: | ! (10720) !
f I ‘ i
! - . TSA: - - :-— L
- ; |

60035
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|

e ! ] T
‘ Task Point of contact ( Deadline I‘ . ““;“
i ~ dcomp eted J
’ 14 CBP will pravide training|to component personnel who bave | e« CBP; ) 21 days ! ‘
' | access to PNR duta. o TSA, I o ( R ! 10127y i )
i { CBP will muke available o other componenis its mechanism c~ | 31 day | :'
. 15.1 for restoring the PNR user accounts that have gone dark after | ¢ CBP: b2 (1a w) L ”] 0 3_3)5 :

{ 90 days of inactivity. _ 1 T l( 2 M |
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PNR Implementation: Short-Term Tasks
Go-ahead given 10.6.2006
Task Point of contact ‘T Deadline co u?;l:ted -
t + CBP,
| + ICE: (’ B —— ;
Components will determine which personnel require | [ 7
immediate access to PNR data. Components will report the N ! 1 3 |
names and total number to CBP. ¢ 1&A ‘\ ’ h (e13) !
\ ]
e VSA | , |
| o CBP: ' ; T ‘
Each component will designate a data-aceess point of contact * ICE: \ ;’ 7 day:
and provide to CBP. CBP will provide the name of :ts POC . 1ZA: } \0\ o ~ ; “0/?;) ‘
to other components. o ! ! { (o ;,J) ;
casa | R
. CBP; | ’ ;
An IT group, comprising representatives from CBP and other | » ICE: | i
5. | components, will be convened to resolve all technical issues { i g 7 days
. ‘ surrounding access to PNR data. The IT group will havean | o i&A; | (10:13)
initial organizational mecting. i ; ‘
| Lo 8|
¢ CBP OCC will draft a request letter template for use by other | | ~po. | i ‘
components seeking access to PNR'ATS-P. The Jetter will | lCE-' / l
include, among other things, a description of the purpose for ) f i A
which the request is being made (by office or individual as | | 7 days
* | appropriate), the pumber and names of individuals to receive Lo ! (10:13)
; access, 8 POC for managing the component’s access A ! ! :
including enforcing accountability for use, and training ) i i |
_requirements. CBP will share the drafl with the components, | ° ISA; o — '

000332
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' Task Point of contact { Deadline con?;: d
| ikiutol |
, " cBP I ‘:
| | CBP OCC will draft a request approval letter detailing the | * 1O !
| 5 obligations the agency and its officers accept by accessing ' i 7 days '
" | the system, POCs for scheduling training, eic. CBP will . 1&A C(L0r13) I
| share the draft with the components. !
] * TSA
» CBP, e
» [CE;
6 Components will send the lerters to CBP requesting access to A UU w 14 days
* | PNR dana. | A (10,20)
Lo I&A; { \o
{ *» TSA b
! l CBP will ensure that existing 2udit mechanisms are capable |
) of monitoring the use and potential misuse of PNR by other | » CBP. -
i components. CBP advises that, for components that will use | s [CE: ‘
i | CBP's existing interface, no changes to the current audis 14 days
| " | mechanism will be needed; . v 7 e 1&A, (10/20)
V] b (Hs
| L (H 0 ) o TSA;
— . } —
| CBP will revise its rules and field guidance regarding access .
' to the PNR database to reflect that personnc! from across ' 144
8. | DHS now will have access. Such guidance should instruct o CBP, 1 O/;g’
individuals secking direct access 1o contact CBP's central { )
POC.
[ Notice of the new PNR uses will be published in the Federal | OGC}- 14 days
! ‘' Register. ___|» Privacy; Hugo Tcufel’ {10:20) l }

600353
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' ' 2]
' Task Point of contact | Deadline | Dote
1 completed
| 45 days
« CBP x —— ) 2:dcd&l to
; ) - 1% R * T,
' i b CH/L«%”‘”\ * ICE: | ) install, and
100 : o . ( i implement
- o I&A; i
) gls  new
. . TSA: equipment
J ’ and fearures
J 4 [ (120 |
’ ] " 14daysifa |
I ! ewrrent
i e lCl?;:f’ connection
. i * ICE: . R - t ! (10:20); 90
~ { H ") o \ days if no
| \ “ RN i connection
; | | TSA \O or poor
l ! connection
{ (1:407)
CBP will send the components replics that grant access to « CBFE
PNR dats. These replies will specify that all personnel will |« ICE;
be subject to the same policies and procedures that govern 14da
12.] CBP personnel access to PNR (including disciplinary Py ¥s
policies for improper uses of PNR data), CBP will attach o [&A: (10:20)
! copies of the guidelines and policies it maintains with respect
L to PNR access. s TSA
i ! | * CBP
’ ‘e ICE:
13 CBP will establish accounts and passwaords for new users } 14 days
' from other componunts. o I&A; / ! (10:20)
|
i le T5A; L — 1

JRLLASS
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Date {

I . .
Task J Point ot_' contact ! Deadline completed
| CBP will provide training to compunent personnel who have  « CBP, — I 2] days
"} access to PNR data, le_TSA; L : 4aean |
| CBP will make available to other components its mechanism g gee ) 21 davs
15.| for restoring the PNR user accounts that have gone dark after } » CBP; b . Zl 0,2.'7)
1 90 days of inactivity.
3
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DISCUSSION DOCUMENT
DHS Objectives and Critical Factors in Renegotiating the US-EU PNR Arrangement
Department of Homeland Security

Cba D

3 1. [Issue: To establish a negotiating position for the United States government in
(“‘ discussions with the European Union on a replacement PNR arrangement

) Ll

3. DHS Objectives:

()

()

Derivd: Scheider MR

12 Canl 2 am

\:



(e)

(¢)

650479



(<)
4. Other Important F, acrors:

()

N
™
\../

)



3. Suggested Approach:

)

660480

CUNF}@\'HM



()

(c) -

0

DISCUSSION DOCUMENT

DHS Objectives and Critical Factors in Renegotiating the US-EU PNR Arrangement

Department of Homeland Security
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1. [Issue: To establish a negotiating position for the United States government in

| Y

3. DHS Objectives:

oy

b

discussions with the European Union on a replacement PNR arrangement
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1. Issue: To establish a negotiating position for the United States government in
(q \ discussions with the European Union on a replacement PNR arrangement
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DISCUSSION DOCUMENT
DHS Objectives and Critical Factors in Renegotiating the US-EU PNR Arrangement
Department of Homeland Security

| Seplember 1. 2004  Deleted: Septcmber 1. 2008 J
_Deleted: Augne 31006

1. Issue: To explain DHS objectives and establish a negotiating position for the United
States government in discussions with the European Union on a potential replacement
( Q PNR arrangement

Ce) | | | b

3. DHS Objectives:
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1. issue: To establish a negotiating position for the United States covernment in
discussions with the Furopean Union on a pulentigl replacement PNR wirangement
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DISCUSSION DOCUMENT
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1. Issue: To explain DHS objectives and establish a negotiating position for the United
States government in discussions with the European Union on a potential replacement
( (A) PNR arrangement
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* Paragraphs 6 and 43 and 45 respectively. Paragraph 6 of the Agreement and 45 of the Undertakings
oblige DHS to encourage US carriers to comply with an EU system without mention of assurances by the
EU. Paragraph 43 of the Undertakings obligates DHS to host a joint review for European authorities to
monitor DHS compliance, [ 65§ 3
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