
(OTP) (FBI) 

From: 
Sent: 
To: 

he 
blC 

Cc: 

Subject: 

Importance: 

](OTD) (CON) 
ThnrcHaw I..lw9« 9nfi7 2:06 PM 

I i 
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KOTDÌ 
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lOTDUFBlM 
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ÏÏÔTD) (CON);d 
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(CONii 

|(OTD) (CON);P 
i iOTm fcoNVi »pmwFRiM 

[OTP) (CON); 

KOS) (CON) Ol 
J< 

j m 
ÏOTD) (FBI);L ÜOTD) (CON); 

EÖS) 

(OTP) (CON) 
Urgent FOIA Request - Peadline - Friday, August 3, 2007 

High 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Good Afternoon, 

Per UCC ]please provide hard copies of ALL documentation, to include e-mails, concerning CIPAV Technology. 
All information is to be turned in by COB Friday. August 3rd. 2007. Additionally, it is requested that you please put all 
documents in chronological order. If I am not in the office that day, please take your documents to[_ 

Thanks, 

: b6 
b7C 
b2 

Management Assistant 
Operational Technology Division (OTD) 
P.rvntnlnnir. anH Electronic Analysis Unit (CEAU) 

(Chantilly) 
(Quantico) 
(Cell) 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-12-2008 BY 60322UC/LP/STP/gjg 

1 



](OTP) (FBI) 

From: | 1(OTD)(FBI) ^ 
Sent: Tuesday, July 24. 2007 3:57 PM 
To: I l(OTD) (FBI) 
Subject: FW: FOIA request from Wired News 

UNCLASSIFIED 
NON-RECORD 

FYI. 

SSA[ ] 
Operational Technology Division 
Data Acquisition and Intercept Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
(fax-unclass) 

b6 
b7C 
b2 

—Original Message— 
From: | kSE) (FBI) 
Sent: Tuesday. July 24. 2007 3:54 PM 
To: I ItCvD) (FBI);[ 
Subject: FW: FOIA request from Wired News 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C ' 

](OTD) (FBI) 

I land I 

FYI, we received the below FOIA request and responded through our CDC SSA| [ 

I understand there was a flurry of activity last week related to the conviction of the defendant, the subsequent media 
attention, and misinformation being circulated about the manner by which this case was handled by my squad. 

Please let me know if anyone has any pending issues concerning the above. 

Thank vou.l 1 

-Original Message— 
From: I l(SE) (FBI) 
Sent: TUESDAY. INLV 74. 7007 10:S? AM 
To: 
Cc: 
Subject: FW: FOIA request from Wired News 

• TufifiriaYi July ¡M.2QQ7 10;K AM 
I IFRMDI (FBI) 
/ I ^ H W kSE) (FBI)j I (SE) (FBI) 

b 6 
b7C 

UNCLASSIFIED 
NON-RECORD 

Your inquiry was forwarded to me for resolution since I am the Field Office FOIPA Coordinator. 
The technique you mention in your e-mail is a sensitive law enforcement technique. The Seattle Field Office does not 
believe it appropriate to release any information about this technique, beyond that which was contained in the affidavit, and 

x 
ALL INFORMATION CONTAINED 2 
HEREIN IS UNCLASSIFIED 
DATE 09-29-2008 BY 60322ÜC/LP/STP/gjg 



recommends that you consult with the folks in the Cyber Division and/or the Operation Technology Division for their 
opinion prior to processing the request. 
If I may be of further assistance please let me know. 
Thank vou. 

] 
Supervisory Special Agent 
Chief Division Counsel 
Seattle Division 

I 1 

b6 
b7C 
b2 

—Original Message— 
From: | |(SE) (FBI) 
Sent: Monday. July 23. 2007 4:18 PM 
To: 
Cc: 
Subject: FW: FOIA request from Wired News 

UNCLASSIFIED 
NON-RECORD 

—Original Message— 
From: I tSE) (FBI) 
Sent: Monday. July 23, 2007 12:07 PM 
To: I kSE) (FBI) 
Subject: FW: FOIA request from Wired News 

UNCLASSIFIED 
NON-RECORD 

—Original Message— 
From: I IRMD) (FBI) 
Sent: Monday. July 23. 2007 11:56 AM 
To: I IfSE) (FBI) 
Subject: FOIA request from Wired News 

UNCLASSIFIED 
NON-RECORD 

J (SE) fFBni I (SE) (FBI) 
ÏÏSE) (FBI) 

b6 
b7C 

I 

We received a FOIA request from Keven Poulsen, Wired News, addressed to FBI HQ, 'seeking any documents, including 
but not limited to electron records, concerning the FBI's development and utilization of so-called "Computer and Internet 
Protocol Address Veridier" [CIPAV]'. I already did a ACS search and did not come up with any information. 

I bring this to your attention, because the writer mentioned the following, "A CIPAV is described in a June 12, 2007 
application and affidavit filed by FBI Special Agent Norman B. Sanders, Jr of the Seattle Field Office as something that can 
be transmitted electronically to an investigation target, and , once activated, 'will cause the activating computer to send 
network level messages, including the activating computer's originating IP address and MAC address, other variables, and 
certain registry-type information' to a computer under the FBI control." b 6 

hlC 

Do you know where this information is located in order to respond to the FOIA request? 

Thanks for your assistance. 

Legal Administrative Specialist 

UNCLASSIFIED 

2 



From: 
Sent: 
To: 
Subject: 

S E p R Ê L 

~kOTD) (FBI) 

I 
.Tuesday. July 34. 

](OTD) (FBI) 
'007 3:25 PM 
KOTD)(FBI) 

RE: SF Newspaper Ad Response 

b6 
b7C 

[ 

SECRET 
RECORD 134M 

Thanks for info 

Original Message 
1-Orig I IfOTCn (FBI) 
nal i Tuesday. July 74. 7007 3; 71 PM 
MOi I IfOTD) (FBI) 
nesDaA i FW: SF Newspaper Ad Response 
VrlO- SIAai High 

b6 
blC 

SECRET 
RECORPf 

h 2 

See the entire thread. This may be fall out from the CIPAV article and news story. In case you didn't know, a 
complete story appeared on Fox News a day after the story broke. A former AUSA appeared on the show and talked 
exclusively about the capability of the tool and the legal issues concerning it. 

SSAT ] 
Operational Technology Division 
Data Acquisition and Intercept Section 
Cryptologic and Electronic Analysis Unit' 
Software Dpyplnpmpnt Group 

(desk) 
(cell) 
(fax-unclass) 

b6 
b7C 
b2 

—Original Message— 
1-Orig 
nal i 
MOi 
nesDaA i 
VrlO- SIAai 

3(OTD) (FBI) 
Tuesday. July 24, 2007 3:14 PM 

J(OTD) (FBI) 

be 
blc 

FW: SF Newspaper Ad Response 
High 

SECRET 
RECORDI I :b2 

fyi 

—Original Message-
1-Orig 
nal i 
MOi 
nesDaA i 
VrlO- SIAai 

l(OTD) (FBI) 
Friday, July 20, 2007 5:00 PM 

l(OTD) (FBI) 

:b6 
hlC 

FW: SF Newspaper Ad Response 
High 

SECRET DATE: 10-15-2008 
RECORDi | CLASSIFIED BY 60322UC/LP/STP/gjg 

b2 

REASON: 1.4 £C) 
DECLASSIFY ON: 10-15-2033 

ALL INF0BHATI0N CONTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



U(OTD) (FBI) 
—Original Message— 

1-Orig t 
nali , Tnarrlau lulu 17 7fin7.ll: 12 AM 
MOi I |(OTD) (FBI) 
nesDaA i FW: SF Newspaper Ad Response 
VrlO- SIAai High 

SECRET 
RECORD 

b6 
b7C 

FYI 

-Original Message— 
1-Orig 
nal i 
MOi 
»AI 
nesDaA i 
VrlO- SIAai 

I H (OTP) (FBI) 
luesday/July 1A ¿007 9:12 AM 

KF) (FBI) 
1 [(OTD) (FBI); [ _ 

FW: SF Newspaper Ad Response 
High 

SECRET 
RECORD I I 

b6 
b7C 

J(OTD) (FBI) 

I 1 

Have you seen this? Also, we have not seen any of thi 
Friday, 07/13. 

b l 

since 

• < s ) 
b2 

—Original 
1-Orig 
nal i 
MOi 

I f|e 
](OTD) (FBI) 

Tuesday, July 17, 2007 8:11 AM 
lfOTD> fFBIvJ 

™ i nuiuwmur 
lOTD) (FBI);i 

r 
,Ai 
nesDaA i 
VrlO- SIAai 

SECRET 

L 
Km» fFBn:[ 

(OTD) (FBI) 
FW: SF Newspaper Ad Response 
High 

RECORD! I 

](0IU) (mi) 
JOTD) (FBI);[ 

"lirmyi rraiH _ T(QTD) 
KffBWWO;! I 

'b6 
b7C 

FYI. Please let me Know if anything 

linal Message— 
I C D ) (FBI) 

—Original Message 
1-Orig I 
nal i Monday. July 16. 2007 5:15 PM 
MOI I 

nesDaA i FW: SF Newspaper Ad Response 

SECRET 
RECORDl I 

lhas stopped working. 

nmuFBi); I ~|fwn (FBii:!- rotm ifruì 
|(CD) (FBI);I ICD) (FBI)J 1(CD) (FBI) 

b2 
b7E 

30TD) (FBI); 
h 6 
blC . 

2 



Please see below if you haven't already. 

Regards, 

: 
—Original Message— 

i-Ong I I (CD) (FBI) 
nal i Mnnria» 1i,l»1K Onfl7 4 :55 pM| 
MOi I |(CD) (FBI) 
nesDaA i FW: SF Newspaper Ad Response 

SECRET 
RECORD 

b6 
b7C 

(CD) (FBI) 

—Original Message— 
1-Orig I IfHOI (FBI) 
nal i Monday. July 16. 2007 4:54 PM 
MOi I If CD) (FBI) 
nesDaA i RE: SF Newspaper Ad Response 

SECRET 
RECQR1[_ 

• 
My replacements arq 

] 

SS/[ 
Houston Division 
Squad CI-3 

KOffice) 
KBIackberry) 

b6 
b7C 

b2 

—Original Message— 
1-Orig | ~ 
nal i Mnnrlav. Inly 16 
MOi 

](CD) (FBI) 
1)07 3:34 PM_ 
;OTD) (FBI)[~ 

nesDaA nFWTSFTISw5p3p5?r Ad Respond 

SECRET 
RECORDl 

HO) (FBI) 

]an<[ 
for SQ. 

11 know you both have successors but I didn't know who they were. 
I'm back in NY and saw this traffic. I don't know if this has any implications 

h 6 
blC 

—Original Message— 
1-Orig |(NY) (FBI) 
nal i Monday/ lulu 1' 'IMBL̂ QFI PM 
MOi r~ 

||U1I 'IM» I PM 
iNYHFBIlJ • hlY) (FBHl l(NYUFBnr~~ 

~ y n • IfNYHFBnL , NY) (FBI)| HY)ÏFBïïf 
I ¡(NY) (FBI)j |(CD) (FBI)l I (NY) (FBI) 1 ](CD) (FBI)[ 

2m, 



nesDaA i FW: SF Newspaper Ad Response 

SECRET 
RECORD I I 

Reporting from CHICAGO ref the LA info I sent around earlier today. 
Thanks, 

—Original Message— 
I . J(CG) (FBI) b 6 

nali Monday. 3ulv 1575007 12:50 PM . b 7 c 
MOi 1

 fM.„. n m o f f r n J / - IrcDHFBnl -Immrranl Irwn 
(™>l KNY)(FBI)| |(CD) (FBI);| l(SF) (FBI) 

nesDaA i RE: SF Newspaper Ad Response 

SECRET b2 
RECORD! 

-Original Message-
I | (LA) (FBI) 

nali Mnnrlav. July 1672^711:38 AM 
MQ1 , I (CD) (FBI):I ~VHOUFBTVr~ Irrm r F B nj l(WR (FBI); 

~ 7 1 ^ „ l ( N Y ) ( F B I ) I KCD) (FBI);I [SF) (FBI) nesDaA i SF Newspaper Ad Response 

SECRET 
RECORD^ 

Gents: 
b l 

SSAI I 
FBI Los Angeles Squad CI-2 

(STE) 
{cell) 

I'JWICS) 
l(SIPRNET) 

b6 
b7C 
b2 ' 

j p f t B C 



(Internet Cafe) 
b2 
b6 
blC 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97./froreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1s 

SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/9*7. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3.\iafed 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide (¿-3. dated\j/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Giuide G-3. dated 1/97. foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreiori Counterintelligence Investigations 
DECLASSIFICATION EXEMPTIONS 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 ?BI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFICATION/feXEMPTION 1 
SECRET 

DERIVED FROH reclassification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 



|(OTD) (FBI) 

From: I l(OTDHFBI) j ^ c 
Sent: Tiiasriav .Inly 9nf17 ft9Q AM 
To: ,1 j(FR)(FBI). 
Cc: I l(FR) (FBI)J [OTD) (FBI):I 

(OTD) (FBI) 
Subject: RE: CIPAV? 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

CIPAV is handled by the unit next door to us, the Crytoloaic and Electronic Analysis Unit (CEAU). Their UC is | | 
I "land the SSA over that program isl ~T I have cc'd them on this e-mail. 

• 
b2 
b6 
b7C 

SSA [ I 
Acting Unit Chief 
Data Intercept Technology Unit 

b6 
b7C 

(STU) 

—Original Message— 
From: I KFR) (FBI) 
Sent: Tuesday. July 24. 2007 6:27 AM 
To: I ICOTDI (FBI) 
Cc: L _ _ _ Z Z I C F R ) (FBI) b6 
Subject: CIPAV? b 7 c 

SENSITIVE BUT UNCLASSIFIED b 2 

NON-RECORD 

H e l l e d ] 

I am embarrassed to be approaching you again with a request from the Germans (after your previous help and 
offers of assistance that have not yet been follow-ed up on by our German colleagues), but they now have asked us 
about CIPAV (Computer Internet Protocol Address Verifier) software, allegedly used by the Bu? 

I lis tdy here, and he is handling this matter. Can you advise him who he should contact to find out more 
about CIPAV? 

Thanks again, 
[ 

Assistant Legal Attaché 
Frankfurt. Germany 

I I 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 09-26-2008 BY Q322UC/LP/STP/gjg 

1 



(OTP) (FBI) to 6 
"b7C 

From: J(OTD) (FBI) 
Sent: 
To: 
Cc: F = 

LJ(OTD) (FBI) 

Wednesday. July 18.2007 5:35 PM 

J(OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);[ 

Subject: Seattle CIPAV Case 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

h 6 
hlC 

I just wanted to reiterate our telephonic discussion, so that you can pass this information on to your Executive 
Management. As we are all aware, the Seattle bomb threat case has gone public on several news and technical websites, 
providing detailed information on some of the capabilities of this particular tool. This obviously causes us some concern as 
we try to make every effort possible to protect the FBI's sensitive tools and techniques. That being said, with a good 
possibility that future inquiries will be forthcoming to Seattle Division regarding how the FBI was able to collect the 
information that ultimately helped solve this case, we want to ensure that the capabilities of the CIPAV are minimized, if 
discussed at all. This and many tools deployed by the FBI are law enforcement sensitive and, as such, we request that as 
little information as possible be provided to as few individuals as possible. Thanks and please let me know if you have any 
questions. 

Unit Chief 
Cryptologie and Electronic Analysis Unit (CEAU) 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-12-2008 BY 60322UC/LP/STP/gjg 

1 



NON-RECORD 

n u 

Please read the email from the bottom up. 

SSA| | 
Operational Technology Division 
Data Acquisition and Intercept Section 
Cryptologic and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
(fax-unclass) 

he 
b7C 
b2 

—Original Message-— 
From: I 
Sent: 
To: 
Cc: 

kOGC) (FBI) 
Monday. July 16. 2007 4:33 PM 

I . If OTP) (FBI1 
I HfOTD) (FBI)£ 

Subject: 
(FBj 
RE c 

JÖTD) (FBI) 

SENSITIVE BUT UNCI IED 
NON-RECORD 

h 6 
hlC 

3(OGC) (FBI);[ ](OTD) (FBI);[ ](OTD) 

1 b l 
<S) 

b l 

(S) 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph -I 
Cell I _ _ 
Ph (Secure) -J 
Fax-| 

b6 
b7C 
h 2 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 
Subject: 

](OTD) (FBI) 
Monday. July 16. 2007 4:30 PM 

l(OGQ (FBI) 
_ TOTO) fFBTV.r 

he 
hlC 

RE 
JOGC) (FBI) b l 

SENSITIVE BUT UNCpaSSÌRED 
NON-RECORD" ^ ^ 

( S )DATE : 09-12-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-12-2033 

ALL INFORMATIQNtONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



I the pony we sent stated 

b6 
b7C 

[ ] 
Information Technology Specialist 
Operational Technology Division 
Office• 
Mobile 
Pager 

b6 
b7C 
b2 

—Original Message— 
From: I l O G O (FBI) 
Sent: Monday, July 16, 2007 3:52 PM 
To: I toTm (FBI1:1 
Cc: I If OTP) (FBI);[_ 

h 6 
b7C 

fFRTi 

ifOTDI fFBD 
KOGO (FBI);[ JOGC) (FBI);[ l(OTD) 

Subject: 

SENSITIVE BUT UNÇfcASSlFlEÛÎ S ) 
NON-RECORD 

b l 

(S) [ 

(S) 

Onr.fi aoain tha rase ; anrl/nr thfi Al ISA went their ownriirefitionJ 

It may be that the case agent believes that he can get sufficient evidence from[ 
Mavhe but if not, to get more details about the target nomnuter. a second order will be necessary. I still suggest a 

] 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cell 
Ph (Secure) 
Fax H 

b2 
b6 
b7C 

SENSITIVE BUT UN ED 

2 



1 ( Q T D ) ( F B I ) 

From: 
Sent: 
To: 
Cc: 
Subject: 

c ] ( O T D ) ( F B I ) 
Monday, July 16. 2007 5:06 PM 

I I l(OTD) (FBI) 
l /N-rm ÎFRI) 

b6 
:b7C 

bl 
(S) 

SENSITIVE BUT UNGFCASSÎFIED 
NON-RECORD" 

What are we going to do here? 

Origin I Mess qe 
From: | 
Sent: 
To: 
Cc: 

JOTD) (FBI) 
Mond V. July 16, 2Ö07 4:35 PM 

IfOGCI (FBI) r 
JOTD) (FBI);|_ 

Subject: RE: R< 
(EBU_ 

SENSITIVE BUT UN&TASSTFFED 
NON-RECORD 

b6 
b7C 

](0GC) (FBI);[ ](OTT>) (FBI);[ ](OTD) 

bl 
-cs J 

I think we have a problem. 

J... 

C 
Information Technology Specialist 
Operational Technology Division 
Office-
Mobile 
Pager • 

b6 
b7C 
b2 

|[OGC) (FBI) 
Mond v. July 16. 2007 4:33 PM 
_ _ _ _ _ _ r J ( O T D ) (FBIL 

T o t d ) (FBI);[_ 

Subject: RE.j[ 3 
SENSITIVE BUT UNCl^SSIFIED 
NON-RECORD" ^ 

(S) 

]{OGC) (FBI) (OTD) (FBI); ](OTD) 

bl 

Assistant general Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cell 
Ph (Secure) -I 
Pay I 

(S) 
DATE: 09-29-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-29-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

b6 
b7C b2 

1 



Origin I Mess oe—-
From: | 
Sent M 
To: I IfOGG (FBI) 
Cc:l IrnrouFBnl 

> T D ) (FBI) 
lond y, July 16, 2007 4:30 PM 

w Subject: 

SENSITIVE BUT UNCJ 
NON-RECORD 

? :OGC) (FBI) 

(S! 

bl 
b6 
b7C 

Information Technology Specialist 
Operational Technology Division 
Office-
Mobile 
Pager -

be 
b7C 
b2 

h 6 
blC 

-Origin I Mess qe 
From: 
Sent: 
To: 
Cc: 

Subject: 

](OGC) (FBI) 
Mond v. July 16. 2007 3:52 PM 

(FBI);[ 

SENSITIVE BufuNCEASSia^D^ 
NON-RECORD ^ 

fOTD) (FBÏÏT 
|(OTD) (FBI) ^ 

(S) 

IfOTD) (FBI) 
JOGC) (FBI);[ ](OGC) (FBI)J I 

b l 

b6 
b7C 

b l 
iS) 

(S) 

It may be that the case agent believes that he can get sufficient evidence frorr[_ 
] Mavbe but if not, to oet more details about the target computer a sen 
>ary. I still suggest a search! 

•IiMMfclAVJIIII 
necessary. 

Assis Counsel 
b6 
b7C 



Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cell 
Ph (Secure) -1 
Fax -I 

\sENSITIVE BUT UNCLASSIFIED 

SENSHWE BUT UNCLASSIFIED 

SENSITIVE BUT/UNCLASSIFIED 

SENSITIVE BUTuNCLAS^HFIED 

SENSITIVE BUT UNCLASSIFIED l i : ^ 



(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Î 

](OGC) (FBI) 
Thursday liiiv 1? ?nn7 10:17 AM 

b6 
b7C 

J(OTD) (FBI) 
FW: Lead 12/22/2005 - Banner 

OTD) (FBI) 
J(OTD 

SECRET 
RECORD 288B-SI-54759 

Attached Is the banner that and designed back in late 2005/early 2006. 

Assistant General Counsel 
Scienr.fi nnrl Tfinhnnlnny Law Unit 
Phone! L ^ 
Cell phone! ' 
Secure phone:! 
Fax J 

b6 
b7C 
b2 

—Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: 

](OGC) (FBI) 
Friday. March 10. 2006 3:31 PM 

ftOTD) (FBI);[ 
J(OGC) (FBI) 

](CyD) (FBI) 
h 6 
hlC 

FW: Lead 12/22/2005 - Banner 

SECRET 
RECORD 288B-SI-54759 

I 1 

hi 

Assuming thaj lconcurs, request that you approve the use of this banner. You have the background and email 
strings associated with this request but if it will be helpful, I'll package them and send them to you. I've attached the 
proposed banner for your convenience. 

DATE: 10-16-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
PEAS0N: 1.4 CC) 
DECLASSIFY ON: 10-16-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



bl 

I I 
Assistant General Counsel b 6 
Science and Technology Law Unit b 7 c 
Office of the General Counsel b 2 
Federal Bureau of Investigation 
Phond 1 
Fax I I 

—Original Message— 
From: | I (OTP) 
Sent: ^ March in 2006 2:14 PM 
To: I l(OGQ (FBI) 
Subject: RE: Lead 12/22/2005 - Banner 

SECRET 
RECORD 288B-SI-54759 

/( S) bl 

SSA[ 
Cryptologie & Electronic Analysis Unit 
Digitial Evidence Section, Operational Technology Division 
Quantico, VA 

O 

secure voice 
secure fax 

b6 
b7C 
h 2 

Original Message 
From: I IfOGQ (FBI) 
Sent: Friday. March 10. 2006 11:31 AM 
To: | 1 (OTD) 
Subject: FW: Lead 12/22/2005 - Banner 

SECRET 
RECORD 288B-SI-54759 

bl 

(S) 

2 

^^jSBJRÎÉ^' 



(S) 

Thanks 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone -I 
Fay-I 

b6 
b7C 
b2 

—Original Message— 
From: I l(OGC) (FBI) 
Sent: Friday, March 10, 200611:13 AM 
To: I "IfOGQ (FBI) 
Subject: RE: Lead 12/22/2005 - Banner 

SECRET 
RECORD 288B-SI-54759 

b l 

Let me know if you agree, feel otherwise, etc. 
Thanks, 

CZ2 

—Original Message— 
From: | ""l(OGC) (FBI) 
Sent: Friday, March 10, 2006 8:32 AM 
To: MOTTA, THOMAS GREGORY (OGC) (FBI);| |(OGC) (FBI) 
Subject: RE: Lead 12/22/2005 - Banner 

SECRET h , 
RECORD 288B-SI-54759 b 7 c 

b2 

You have seen this. I can send you a copy of your emails if it will help. 

Assistant 3neral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone -1 I 
Fax-I I 



J 

—Original Message-?— 
From: | | 
Sent: Thursday, March 09. 2006 5:28 PM 
To:.l |f(TGC) (FBI) 
Cc:l IfOGO (FBI):I IfOGO (FBI); I IfOGC) (FBI) 
Subject: FW: Lead 12/22/2005 - Banner 

SECRET 
RECORD 288B-SI-54759 

I had previously referred P ball to| ¡while you were awasy. I lhas had extensive 
Banner review experience including some prior DoD Banners. 

I lean you review and comment. 
Thanks. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 22135 
Tel. I 
Fax. 

(S) 

—Original Message— 
From: I 
Sent 
Tn:| 
Ce: I 

](OGQ (FBI) 
Thursday, March 09,2006 2:51 PM 

Subject: 

1(SI) (FBI) 
J(CyD) (FBI); I 

RE: Lead 12/22/2005 - Banner 

b6 
b7C 

](OGC)(FBI)£ ](OGC) (FBI) 

SECRET 
RECORD 288B-SI-54759 

b l 

(S) 

i I 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone -| 
Fax-| 

b6 
b7C 
b2 



s j ß f < r 

—Original Message— . 
From: I |(SI) (FBI) 
Sent: Thursday. January 05, 2006 4:21 PM 
To: I IfOGQ (FBI) b 6 

Subject: RE: Lead 12/22/2005 b7C 

SECRET 
RECORD 288B-SI-54759 

AFOSI has not gotten the "Official" approval from the appropriate Air Force General yet to deploy CIPAV. 
The General asked for an official OPS plan to include CIPAV basic information, how we will gather and 
share the appropriate data and how long we expect to deploy the tool. He requested the OPS plan include 
the FBI's recommended banner changes before he approves so his DOD attorneys can review our 
changes before he signs off. 

I know it's a chicken or egg thing but he wants to see our recommendations before signing off. 
Thanks again. 

SAl | 
U.S. Bank Building 
6701 North Illinois 
Suite 200 
Fairview Heights, Illinois 62208 
Tel: 
Fax: L 

b6 
b7C 
b2 

—Original Message— 
From: I "l(OGC) (FBI) 
Sent: Thursday. January 05.2006 2:24 PM 
To: I If SIM FBI) 
Cc: I l(OTD);l l(OGC) (FBI) 
Subject: RE: Lead 12/22/2005 

SECRET 
RECORD 288B-SI-54759 

] 
We are putting the final touches on the draft Banner language now but I will have to coordinate the 
language thru OGC before I can provide it to you via EC. Before I take the next step I need to know 
that the Air Force has agreed to make the recommended changes and to use of the CIPAV tool. 
Please let me know ASAP. 

b7C 
b2 

Thanks 
h e 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone -I 
Fax H 

—Original Message— 
From: I H r s n (FBI) 
Sent: Thursday, December 29, 2005 12:57 PM 



To: I "IfOGO (FBI) 
Subject: RE: Lead 12/22/2005 

SECRET 
RECORD 288B-SI-54759 

Yes, that is the only thing we have found to date. 

SAI I 
U.S. Bank Building 
6701 North Illinois b6 
Suite 200 b 7 c 
Fairview Heights, Illinois 62208 b 2 
Tel: I "~1 
Fax: j I 

Original Message 
From: I l(OGC) (FBI) 
Sent: Thursday. December 29, 2005 7:24 AM 
To: I liSn (FBI) 
Subject: RE: Lead 12/22/2005 

SECRET 
RECORD 288B-SI-54759 

Thanks and my understanding is that in your investigation you've determined thatL b2 
b 7 E 

[ ] 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone - I 
Fax-| 

b6 
b7C 

—Original Message— 
From: | l(SI) (FBI) 
Sent: Wednesday, December 28, 2005 7:41 PM 
To: | | (OGC) (FBI) 
Subject: RE: Lead 12/22/2005 

SECRET 
RECORD 288B-SI-54759 

I |l am not sure about that. 1*11 be out of the office until next week and if vou want me 
to check with the Air Force on it I will. I I 



SA| 
U.S. Bank Building 
6701 North Illinois 
Suite 200 
Fairview Heights, Illinois 62208 

—Original Message— 
From: | lOGC) (FBI) 
Sent: Wednesday. December 28, 2005 3:32 PM 
To: I iTSn (FBI) 
Subject: RE: Lead 12/22/2005 

SECRET 
RECORD 288B-SI-54759 

T h a n k s l I I I b2 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phone 4 
Fax j 

—Original Message— b6 
From: | |[SI) (FBI) b7C 
Sent: Wednesday. December 28, 2005 3:56 PM 
To: | |(OGC) (FBI) 
Subject. RE: Lead 12/22/2005 

SECRET 
RECORD 288B-SI-54759 

Good Afternoon I I 

b2 
b7E 

J I am not, 
however, currently aware of that to be happening. 

5 1 ] 
Bank Building 

6701 North Illinois 
Suite 200 
Fairview Heights, Illinois 62208 
Tel: 
Fax: | 

b 6 
b7C 
b2 

Original Message— 
From: I 
Sent: 
To: 
Subject: 

J(OGC) (FBI) 
Wednesday, December 28, 2005 1:11 PM 

I ~~ÏStt (FBI) 
FW: Lead 12/22/2005 

7 



SECRET 
RECORD 288B-SI-54759 

1 1 

Now I have your EC officially. I'm coordinating as I type to get ideas from my 
—ll- u - —t..J-!i- I i 

I I 
Assistant ueneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel b 6 
Federal Bureau of Investigation b 7 c 
Phone -I J b 2 
Fax-j 

•Original Message— 
From: I "TOGO (FBI) 
Sent: Thursday. December 22, 2005 2:29 PM 
To: | "|(OGC) (FBI) 
Cc: MOTTA, THOMAS GREGORY (OGC) (FBI);| "1(OGC) 

(FBI) 
Subject: Lead 12/22/2005 

Happy Holidays all, 

Please find attached a lead fotj [that has a deadline of 
1/31/2006. 

Thanks, 
I « File: 12222005.wpd » 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign 
unterlntelligence Investigations 

DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: Bl Classification Guide G ĝ; dated 1/97. Foreign 
Counterintelligence Investigations 
DECLASSIFICATION EXEMPTION 1 
SECRET 

DERIVED FROM: G-3 FBI Classification Guide,G-3. dated 1/97. Foreign 
Counterintelligence Investigattons 
DECLASSIFICATION EXEMPTION 1 X . 
SECRET 7 \ 

DERIVED FROI j-3 FBI Classification Guide G-3. dated 1/97. Foreft 
, Counterintelligence investigations 

SEBRElPECLASStflCATION EXEMPTION 1 



](OTD) (FBI) 
:b6 

From: I l(SI) (FBI) b 7 c 
Sent: Tuesday. July 10. 2007 6:24 PM 
To: I fOTD) (FBI) 
Subject: RE: CIPAV reminder 

UNCLASSIFIED 
NON-RECORD 

Per our conversation, we'll talk to you (and your engineers) at 3:30 pm EST (2:30 pm central) 

Original Message 
From: I If OTP) (FBI) 
Sent: TnocHav in!« m 2007 4:59 PM 
To: | |(SI) (FBI) 
Subject: RE: CIPAV reminder 

UNCLASSIFIED 
NON-RECORD 

How does 2pm EST sound? 

SSAl I 
Operational Technology Division b 6 
Pigital Evidence Section b 7 c 
Cryptologie and Electronic Analysis Unit ;b2 
Software Development Group 

' [desk) 
cell) 
fax-unclass) 

Original Message— « I Trsn (FBI) —Original Message-
From: 
Sent: Tuesday. July 10. 2007 5:31 PM 
To: | If OTP) (FBI) 
Subject: RE: CIPAV reminder 

UNCLASSIFIED 
NON-RECORD 

Miscommunication. We thought you were calling us. What time works? 

—Original Message— 
From: I l(OTD) (FBI) 
Sent Tuesday, July 10,2007 4:15 PM 
To: I "IfSn (FBI) 
Subject: RE: CIPAV reminder 

UNCLASSIFIED 
NON-RECORD 

Yes, I will be able to discuss the issues tomorrow. I waited patiently for you to call yesterday. Did I get my 
wires crossed? Was I suppose to call you or were you going to call me? 

SSifll I 
Operational Technology Division 

ALL INFORMATION CONTAINED 1 

HEREIN IS UNCLASSIFIED 
DATE 09-29-2008 BY 60322ÜC/LP/STP/gjg 



Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
(fax-unclass) 

—Original Message— 
From: | |(SI) (FBI) 
Sent: TiiP<dav lulu 1 ( I 7(107 2:24 PM 
To: I »OTP) (FBI) 
Subject: FW: CIPAV reminder 

UNCLASSIFIED 
NON-RECORD 

Are you going to be available to discuss these issues tommorrow? 

—Original Message— . 
From: | k s i ) (FBI) 
Sent: Friday, July 06, 2007 1:13 PM 
To: | " n (OTP) (FBI) 
Subject: CIPAV reminder 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b2 

Per our discussion today, you are checking with you engineers and| [regarding our matter here. 
We are going to talk again Monday assuming you get your answers (tentatively scheduled for after 2 pm). 
Call with questions. 

• 

D | 
c 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

2 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To: Seattle 

Cyber 
Attn: SA 

Attn: SSA [ 

Date: 07/05/2007 

C3IU-2 
From: Operational Technology Division/ 

Electronic SurveilSLan.ce Technology Section/ 
Cryptologie and Electronic Analysis Unit 

Approved By: 

Drafted By: 

Case ID it: [] 

DiClemente Anthony P 

] 
288E-SE-93709 

(Pending) 
(Pending) 

b6 
b7C 

b2 

Title: CRYPTOLOGIC ELECTRONIC ANALYSIS UNIT (CEAU) 
ASSISTANCE TO THE SEATTLE FIELD OFFICE 
UNSUB(S); 
TIMBERLINE SCHOOL DISTRICT (VICTIM); 
COMPUTER INTRUSION - INTERNET EXTORTION 

b6 
b7C 

Synopsis: After Action Report for effectuating remote delivery of 
a Computer Internet Protocol Address Verifier (CIPAV) to 
geophysically locate a subject who has issued multiple bomb 
threats against a local high school. 
Details: On 06/06/2007, the Seattle Division was contacted by the 
Lacey Police Department (LPD), Lacey, WA, regarding numerous bomb 
threats and Distributed Denial of Service (DDOS) attacks received 
at the Timberline School District, Lacey, WA. The threats began 
on 05/30/2007 and persisted through 06/04/2007. The threats 
necessitated the daily evacuation of Timberline High School. The 
LPD and the Washington State Patrol (WSP) performed school 
evacuations and bomb sweeps with negative results. Parents and 
school district employees informed local television stations and 
newspapers, which aired the story on June 6, 2007. As a result, 
the LPD requested investigative assistance from the Northwest 
Cyber Crime Task Force (NCCTF) headed by the Seattle Division. In 
turn, the Seattle Field Office requested assistance from the CEAU 
with locating the UNSUB. 

ALL INFORMATION CONTAINED 26 
HEREIN IS UNCLASSIFIED 
DATE 09-29-2008 BY 60322ÜC/LP/STP/gjg 



To: Seattle From: Operational Technology Division/ 
Re: | | 07/05/2007 b2 

OBJECTIVE 

The objective of this operation was to deploy a CIPAV to 
locate the subject issuing bomb threats to the Timberline High 
School, Lacy, Washington. The CIPAV was deployed in the usual 
way. 

SUMMARY OF EVENTS 

Concurrence for the operation was obtained from Case Agent 
I I and | | Assistant United States b6 
Attorney. Western District of Washington. In addition,| | b7c 
| Office of the General Counsel, concurred with the 
operatxon following his review of the affidavit and warrant, 
signed by James P. Donohue, United States Magistrate Judge, 
United States District Court, Western District of Washington, 
dated 6/12/2007. 

CONCLUSION 

CEAU deployed a CIPAV to a MySpace account identified as 
possibly belonging to the UNSUB. The CIPAV returned several IP 
Addresses, one resolving back to Comcast Cable in Seattle, 
Washington. Subscriber information obtained from Comcast 
confirmed the suspicions of Law Enforcement and led to the 
issuing of a search warrant and arrest warrant. A 15 year old 
male student from Timberline High School was taken into custody 
without incident at his home at approximately 2 A.M. on 
6/14/2007. The minor confessed to issuing the bomb threats. Bomb 
threats dated 6/14/2007, were found on the minor's computer. The 
minor's computer equipment was seized and the arrest was made 
without incident. Following an interview with the minor, the LPD 
was able to clear another threat case, as the minor confessed to 
issuing telephone death threats to teachers and others, including 
his parents, earlier this year. 

2 



To: Seattle From: Operational' Technology Division/ 
Re: I 07/05/2007 

LEAD(s): 

Set Lead 1: (Action) 

SEATTLE 
AT SEATTLE, WA 
Lead covered at OTD/ESTS/CEAU. Read and Clear 

Set Lead 2: (Action) 

CYBER 
AT WASHINGTON, DC 
Read and Clear. 

S :/DES/CEAU/Upload/AARSEATTLE06kldl407.wpd 



(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

](OGC) (FBI) 
Monday. July 02, 2007 10:52 AM 

|fSE) (FBI! 
;BI);L 

b6 
b7C 

(FB 
RE: 

H 
JMEBi); 

JiOTD) (FBI) 
](SE)(FBI); (SE) 

h 2 
hl E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
I spoke with| of our office on this issue. We agree that you probably should get a search warrant in order to b7c 
conduct this investigation. It is just not well settled in the law that we can rely on the trespasser exception to the search 
requirement. I'm told that| |has a pony for an affidavit for a situation such as this. It needs to be fairly detailed 
as to what we are going to do. I have copied ~lon this response. It was al I 11 can b2 
refresh your memory if you don't know the one I am referring to. b7E 

r 
Assistant General Counsel 
Science and Technology Law Unit 
P h o n e d Z ' 
Cell phone C 
Secure phone:!" 
Fax) J 

] 

b6 
b7C 
b2 

—Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: 

lSE) (FBI) 
Monday. June 25. 2007 11:53 AM 

•I ,_ | (0 C) (FBD_ 
I Tïsn f FBi y.l 
RE< I 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

](SE) (FBI);[ ](SE) (FBI) b2 
b7E 

Thanks I I- Hoping to hear a decision soon. 

SAC 1 FRI SgfltH» 
(Fax) 
(Nextel) DCf 

I nanKs ror an your neip. | |" 
b2 
b7E 

b6 
b7C 
b2 

—Original Message— 
From: I IfO C) (FBI) 
Sent: Monday, June 25, 2007 7:55 AM 
To: I IfSE) (FBI) 
Subject^ | 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

DATE: 02-24-2009 
CLASSIFIED BY 60322UC/LP/STPygjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-24-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b2 
b7E 



be 
b7C 

bl 

(Si 
òèèrt r-éSòlvéd by thè ófiUrtS. A óóllèàgUé rèóéfltiy CSISéd thè ààrVtè quèàtion with a UUJ attorney in thè UHWIliai— 
Division. The response was that they didn't have a written position on it, but they did think it would reduce the 
litigation risks associated with this type of action. Not a very good response. The attorney did mention that there 
is a pending case in the Eastern District of California that may answer this question, but who knows when that will 
be decided. There are two people I want to discuss this with, but they are both out this week. I'm afraid this is all I 
can tell you for now, but I will keep working it. 

Assistant General Counsel 
• • • "Jnit 

b7C 
b2 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SÈpS^fL 
2 



AFFIDAVIT 

STATE OF WASHINGTON ) 
S §g-

COUNTY OF KING ) 

l 

2 

3 
4 
5 
6 Norman B. Sanders Jr., being duly sworn on oath, deposes and says: 
7 1. I am a Special Agent for the Federal Bureau of Investigation ("FBI"), and 
8 have been such for the past five years. Prior to becoming a Special Agent, I was 
9 employed by the FBI as a Computer Forensic Examiner, for six and one-half years. I 

10 am currently assigned to the Seattle Office's Cyber Crime Squad, which investigates 
11 various computer, and Internet-related federal crimes. 
12 2. My experience as an FBI Agent has included the investigation of cases 
13 involving Computer Intrusions, Extortion, Internet Fraud, Identity Theft, Crimes 
14 Against Children, Intellectual Property Rights, and other federal violations involving 
15 computers and the Internet. I have also received specialized training and gained 
16 experience in interviewing and interrogation techniques, arrest procedures, search 
17 warrant applications, the execution of searches and seizures, cyber crimes computer 
18 evidence identification, computer evidence seizure and forensic processing, and various 
19 other criminal laws and procedures. I have personally participated in the execution of 
20 arrest warrants and search warrants involving the search and seizure of computers and 
21 electronic evidence, as well as paper documents and personal belongings. 
22 3. I am an investigative or law enforcement officer of the United States 
23 within the meaning of Section 2510(7) of Title 18, United States Code, in that I am 
24 empowered by law to conduct investigations and to make arrests for federal felony 
25 offenses. 
26 4. Relative to this investigation, my duties include the investigation of 
27 offenses including violations of Title 18, United States Code, Sections 875(c) (Interstate 
28 Transmission of Communication Containing Threat to Injure), and 1030(a)(5)(A)(i) and 

Affidavit of Norm Sanders for CIPAV 
USAO# 2007R00791 

Page 1 of 17 Pages 



1 

2 
3 
4 
5 
6 

7 
8 

9 
10 

11 

12 

13 
14 
15 
16 

17 
18 

19 
20 

21 

22 
23 
24 
25 
26 

27 
28 

(B)(iv) (Computer Intrusion Causing a Threat to Public Safety). 
5. I submit this affidavit in support of the application of the United States for 

a search warrant. This search warrant pertains to the Government's planned use of a 
specialized technique in a pending criminal investigation. Essentially, if a warrant is 
approved, a communication will be sent to the computer(s) being used to administer 
www. my space. com 1 ("MySpace") user account "Timberlinebombinfo". 

The communication to be sent is designed to cause the above referenced 
computer(s) to transmit data, in response, that will identify the computer(s) and/or the 
user(s) of the computer(s). In this manner, the FBI may be able to identify the 
computer(s) and/or user of the computer(s) that are involved in committing criminal 
violations of United States Code2; specifically, Title 18, United States Code, Sections 
875(c) (Interstate Transmission of Communication Containing Threat to Injure), and 
1030(a)(5)(A)(i) and (B)(iv) (Computer Intrusion Causing a Threat to Public Safety). 

More specifically, the United States is applying for a search warrant authorizing: 

a). the use of a Computer & Internet Protocol Address3 ("IP address") 

1 MySpace is a international free service that uses the Internet for online communication through 
an interactive social network of photos, videos, weblogs, user profiles, blogs, e-mail, instant 
messaging, web forums, and groups, as well as other media formats. MySpace users are capable of 
customizing their user webpage and profile. Users are also capable of searching or browsing other 
MySpace webpages and adding other users as "friends". If the person identified approves your 
"friend" request, he or she will be added to your list of friends. Users are capable of sending MySpace 
messages and posting comments on other user's MySpace webpages. 
2 In submitting this request, the Government respectfully does not concede that a reasonable 
expectation of privacy exists in the internet protocol address assigned by a network service provider or 
other provider to a specific user and used to address and route electronic communications to and from 
that user. Nor does the government concede that a reasonable expectation of privacy is abridged by the 
use of this communication technique, or that the use of this technique to collect a computer's IP 
address, MAC address or other variables that are broadcast by the computer whenever it is connected 
to the Internet, constitutes a search or seizure. 
3 Conceptually, IP addresses are similar to telephone numbers, in that they are used to identify 
computers that exchange information over the Internet. An IP address is a unique numeric address 
used to direct information over the Internet and is a series of four numbers, each in the range 0-255, 
separated by periods (e.g., 121.56.97.178). In general, information sent over the Internet must 
contain an originating IP address and a destination IP address, which identify the computers sending 
Affidavit of Norm Sanders for CIPAV 
USAO# 2007R00791 

Page 2 of 17 Pages 



1 Verifier ("CIPAV") in conjunction with any computer that administers MySpace user 
2 account "Timberlinebombinfo" (http://www.mvspace.com/timberlinebombinfo) , 
3 without prior announcement within ten days from the date this Court authorizes the use 
4 of the CIPAV; 
5 b). that the CIPAV may cause any computer - wherever located - that 
6 activates any CIPAV authorized by this Court (an "activating computer") to send 
7 network level messages4 containing the activating computer's IP address and/or MAC 
8 address,5 other environment variables, and certain registry-type information6 to a 
9 computer controlled by the FBI; 

10 c). that the FBI may receive and read within ten days from the date 
11 this Court authorizes the use of the CIPAV, at any time of day or night, the information 
12 that any CIPAV causes to be sent to the computer controlled by the FBI; and 
13 
14 
15 
16 

17 
18 

19 
20 

21 

22 
23 
24 
25 
26 

27 
28 

and receiving the information. Section 216 of the USA Patriot Act (P.L. 107-56) amended 18 U.S.C. 
§§3121 et seq to specifically authorize the recovery of "addressing" and "routing" information of 
electronic As used here, a network-level message refers to an exchange of technical information 
between computers, communications by a pen register/trap & trace order. 

4 Such messages work in established network protocols, determining, for example, how a given 
communication will be sent and received. Every time a computer connected to a local area network 
(LAN) or to the Internet connects to another computer on the LAN or the Internet, it broadcasts 
network-level messages, including its IP address, and/or media access control (MAC) address, and/or 
other "environment variables." A MAC address is an unique numeric address of the network interface 
card in a computer. Environment variables that may be transmitted include: operating system type and 
version, browser type and version, the language the browser is using, etc. These network-level 
messages also often convey network addressing information, including origin and destination 
information. Network-level messages are used to make networks operate properly, transparently, and 
consistently. 

5 Computers that access, and communicate on LANs do so via a network interface card (NIC) 
installed in the computer. The NIC is a hardware device and every NIC contains its own unique MAC 
address. Every time a computer connected to a LAN communicates on the LAN, the computer 
broadcasts its MAC address. 
6 As used here, "registry-type information" refers to information stored on the internal hard drive 
of a computer that defines that computer's configuration as it relates to a user's profile. This 
information includes, for example, the name of the registered owner of the computer and the serial 
number of the operating system software installed. Registry information can be provided by a 
computer connected to the Internet, for example, when that computer connects to the Internet to request 
a software upgrade from its software vendor. 
Affidavit of Norm Sanders for CIPAV 
USAO# 2007R00791 
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http://www.mvspace.com/timberlinebombinfo


1 

.2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 
19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

d). that, pursuant to 18 U.S.C. §3103a(b)(3), to satisfy the notification 
requirement of Federal Rule of Criminal Procedure 41(f)(3), the FBI may delay 
providing a copy of the search warrant and the receipt for any property taken until no 
more than thirty (30) days after such time as the name and location of the owner or user 
of the activating computer is positively identified or a latter date as the court may, for 
good cause shown, authorize. Provision of a copy of the search warrant and receipt 
may, in addition to any other methods allowed by law, be effectuated by electronic 
delivery of true and accurate electronic copies (e.g. Adobe PDF file) of the fully 
executed documents. 

6. I am thoroughly familiar with the information contained in this Affidavit, 
which I have learned through investigation conducted with other law enforcement 
officers, review of documents, and discussions with computer experts. Because this an 
application for a search warrant and pen register, not every fact known about the 
investigation is set forth, but only those that are pertinent to the application. As a result 
of the investigation, I submit there is probable cause to believe the MySpace 
"Timberlinebombinfo" account, e-mail account "dougbriggsl23@gmail.com": e-mail 
account "dougbrigs@gmail.com": e-mail account "dougbriggs234@gmail.com": e-mail 
account "thisisfromitalv@gmail.com"; and e-mail account 
"timberiine.sucks@gmail.com" have been used to transmit interstate communications 
containing threats to injure and involve computer intrusion causing a threat to public 
safety in violation of Title 18, United States Code, Sections 875(c) and 1030(a)(5)(A)(i) 
and (B)(iv). I further submit that there is probable cause to believe that using a CIPAV 
in conjunction with the target MySpace account (Timberlinebombinfo) will assist in 
identifying the individual(s) using the activating computer to commit these violations of 
the United States Code. 

7. In general, a CIPAV utilizes standard Internet computer commands 
commonly used commercially over local area networks (LANs) and the Internet to 
request that an activating computer respond to the CIPAV by sending network level 
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messages, and/or other variables, and/or registry information, over the Internet7 to a 
computer controlled by the FBI. The exact nature of these commands, processes, 
capabilities, and their configuration is classified as a law enforcement sensitive 
investigative technique, the disclosure of which would likely jeopardize other on-going 
investigations and/or future use of the technique. As such, the property to be accessed 
by the CIPAV request is the portion of the activating computer that contains 
environmental variables and/or certain registry-type information; such as the 
computer's true assigned IP address, MAC address, open communication ports, list of 
running programs, operating system (type, version, and serial number), internet 
browser and version, language encoding, registered computer name, registered 
company name, current logged in user name, and Uniform Resource Locator (URL) 
that the target computer was previously connected to. 

8. An Internet Service Provider (ISP) normally controls a range of several 
hundred (or even thousands) IP addresses, which it uses to identify its customers' 
computers. IP addresses are usually assigned "dynamically": each time the user 
connects to the Internet, the customer's computer is randomly assigned one of the 
available IP addresses controlled by the ISP. The customer's computer retains that IP 
address until the user disconnects, and the IP address cannot be assigned to another 
user during that period. Once the user disconnects, however, that IP address becomes 
available to other customers who connect thereafter. ISP business customers will 
commonly have a permanent, 24-hour Internet connection to which a "static" (i.e., 
fixed) IP address is assigned. Practices for assigning IP addresses to Internet users 
vary, with many providers assigning semi-persistent numbers that may be allocated to a 
single user for a period of days or weeks. 

The "Internet" is a global computer network, which electronically connects computers and 
allows communications and transfers of data and information across state and national boundaries. To 
gain access to the Internet, an individual utilizes an Internet Service Provider (ISP). These ISP's are 
available worldwide. 
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9. Every time a computer accesses the Internet and connects to a web site, 
that computer broadcasts its IP address along with other environment variables. 
Environment variables, such as what language the user is communicating in, allows the 
web site to communicate back and display information in a format that the computer 
accessing the web site can understand. These environment variables, including but not 
limited to, the IP address and the language used by the computer, may assist in locating 
the computer, as well as provide information that may help identify the user of the 
computer. 

10. The hard drives of some computers contain registry-type information. A 
registry contains, among other things, information about what operating system 
software and version is installed, the product serial number of that software, and the 
name of the registered user of the computer. Sometimes when a computer accesses the 
Internet and connects to a software vendor's web site for the purpose of obtaining a 
software upgrade, the web site retrieves the computer's registry information stored on 
its internal hard drive. The registry information assists the software vendor in 
determining if that computer is running, among other information, a legitimate copy of 
their software because the registry information contains the software's product 
registration number. Registry information, such as the serial number of the operating 
system software and the computer's registered owner, may assist in locating the 
computer and identifying its user(s). 

THE INVESTIGATION 
11. On May 30, 2007, a handwritten note was discovered on the premises of 

the Timberline High School in Lacey, Washington. Subsequently, school 
administrators ordered an evacuation of the students based on the handwritten bomb 
threat note. 

a). On June 4, 2007, Timberline High School received a bomb threat 
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e-mail from sender: "dougbriggsl23@gmail.com". The Unknown Subject(s) (UNSUB) 
stated in the e-mail "I will be blowing up your school Monday, June 4, 2007. There 
are 4 bombs planted throughout timberline high school. One in the math hall, library 
hall, main office and one portable. The bombs will go off in 5 minute intervals at 9:15 
AM." In addition, the UNSUB(s) stated, "The email server of your district will be 
offline starting at 8:45 am". The UNSUB(s) launched a Denial-of-Service (DOS)8 

attack on the Lacey School District computer network, which caused over 24,000,000 
hits on the system within a 24 hour period. School administrators ordered an 
evacuation of the school on June 4, 2007. 

b). On June 5, 2007, the UNSUB(s) sent an e-mail from 
"dougbrigs@gmail.com" stating the following: 

< <Read This ASAP> > 
Now that the school is scared from yesturdays fake bomb threat it's now time to get serious. One in a gym locker, the girls. It's in a locker hidden under a pile of clothes. The other four I will only say the general location. One in the Language Hall, One in the math hall, One underneath a portable taped with strong ducktape. This bomb will go off if any vibrations are felt. And the last one, Is in a locker. It is enclosed in a soundproof package, and litteraly undetectable. I have used a variety of chemicals to make the bombs. They are all different kinds. 
They will all go off at i0:15AM. Through remote detonation. Good Luck. And if that fails, a failsafe of 5 mmutes later. 

The UNSUB(s) goes on to state: 
Oh and for the police officers and technology idiots at the district office trying to track this email and yesturdays "email's location. I can give you a hint. The email was sent over a newly made gmail account, from overseas in a foreign country. The gmail account was created there, and this email and yesturdays was sent from there. So good luck talking with Italy about getting the identify of the person who owns the 100Mbit dedicated server 

A DOS attack is an Internet based computer attack in which a compromised system attacks a 
single target, thereby causing a denial of service for users of the targeted computer system. The flood 
of incoming messages to the target system essentially forces it to shut down, thereby denying service to 
the system to legitimate users. The DOS attack is generally targeted at a particular network service, 
such as e-mail or web access. 
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c). In another email from sender "dougbriggs234@gmail.com" 
the UNSUB(s) states the following: 
Hello Again. Seeing as how you're too stupid to trace the email back lets get serious." [The UNSUB(s) mentions 6 bombs set to detonate between 10:45-11:15 AM, and adds] Seriously, you are not going to catch me. So just give up. Maybe you should hire Bill Gates to tell you that it is coming from Italy. HAH AHA Oh wait I already told you that. So stop pretending to be "tracing it" because I have already told you it's coming from Italv. That is where trace will stop so just stop trymg. Oh and this email will be behind a proxy behind the Italy server. 

d). School administrators ordered an evacuation of the school on June 5, 2007. 

e). On June 6, 2007, Principle Dave Lehnis of Timberline High 
School received an e-mail from sender: "dougbriggs91 l@gmail.com". The e-mail 
contained the following text: "ENJOY YOUR LIFE ENDING". 

f). In another e-mail from "dougbriggs91 l@gmail.com." the 
UNSUB(s) states the following, 

Well hello Timberline, today is June 6, 2007 and I"M just emailing you today to say that school will blow up and that's final! There are 2 bombs this time (Iran short on money to buy things at home depot). They will go off at exactly 10:45:00 AM. One is on located on a portable. And the other is somewhere else. Keep trying to 'trace' this email. The only thing you will be able to track is that it came from Italy. There is no other information that leads it back to the United States in any way so get over it. You should hire Bill Gates to track it for you. HAHAHAHA. He will just tell you that it came from over seas, so if you have close relations with the POPE you might get some information. But other than that, have fun looking in Italy. :-) Also, stop advising teachers to no show this email to classmates. Everyone would be ammused by this email and I might stop if you do. Funny how I can trick you all into thinking that I included my name to show that it isn't me, because who the hell would put their name? Or is that just what I want you to think. And yet again, this email was sent from overseas to a newly made email account that has already been deleted of all information by the time you read this email. Get your ass on a plane to Italy if you want it to stop. 
g). School administrators ordered an evacuation fo the school on June 6, 2007 

h). On June 7, 2007, Timberline High School received an e-mail from 
sender "thisisfromitalv@gmail.com." The UNSUB(s) states "There 
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are 3 bombs planted in the school and they're all different kinds. I 
have premade these weeks in advance and tested the timers to make sure 

they work to exact millisecond. Locking the doors is a good plan, 
but too late." 

i). School administrators ordered an evacuation of the school on June 
7, 2007. 

j). On June 7, 2007, the UNSUB(s) posted three of the threatening e-
mails in the comments section of the online news publication 

service, "theolympian". The administrator from "theolympian.com" 
removed the threatening e-mail postings. Shortly thereafter, the 
UNSUB(s) re- posted the threatening e-mails. Eventually, the 
administrator of "theolympian.com" disabled the "Comments" section. 

k). On June 7, 2007, Detective Jeremy Knight, Lacey Police 
Department (LPD), received information from the Thurston County Sheriffs Office, 
which had revealed a complaint from a person identified as AG. AG stated that she 
received an invitation through myspace.com from the MySpace profile of 
"Timberlinebombinfo" wanting her to post a URL link to 
http://bombermails.hvperphp.com on her myspace.com webpage. The UNSUB(s) 
advised her that failure to comply would result in her name being associated with future 
bomb threats. Similarly, Knight received a phone call from a parent alleging that her 
son received the same request from the UNSUB(s). According to Knight, 33 students 
received a request from the UNSUB(s) to post the link on their respective myspace.com 
webpages. Subsequent interviews performed by Knight yielded limited information. 

1). On June 7, 2007, VW and BP received MySpace private invitations 
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from an individual utilizing the MySpace moniker "Timberlinebombinfo". VW 
accepted the invitation from "Timberlinebombinfo" and received an America Online 
Instant Message (AIM) from an individual utilizing AIM screen name 
"Alexspi3ring_09." Communication ceased with "Alexspi3ring_09" after VW requested 
additional information related to the bomb threats. VW believed screen name 
" Alexspi3ring_09" was associated to ALEX SPIERING, a student at Timberline High 
School. VW stated "Alexspi3ring_09" and "Timberlinebombinfo" used to have the 
identical graphic on their MySpace webpage. "Timberlinebombinfo" recently changed 
his/her graphic from a picture of guns to a picture of a bomb. 

m). On June 7, 2007, Thurston County School District reported ALEX 
SPIERING resides at 6133 Winnwood Loop SE, Olympia, WA, 98513, telephone (360) 
455-0569, date of birth February 6, 1991. 

n). On June 8, 2007, Comcast Internet, Thorofare, New Jersey, 
reported residential address 6133 Winnwood Loop SE, Olympia, WA, 98513 received 
Comcast Internet services for the following subscriber: 

Sara Spiering 
6133 Winnwood Loop SE, Lacey, WA 98513 
Telephone (360) 455-0569 
Dynamically Assigned Active Account 
Account Number: 8498380070269681 

o). On June 8, 2007, Thurston County School District received two 
additional bomb threat e-mails from "Timberline.Sucks@gmail.com." which resulted in 
the evacuation of the Timberline High School. 

12. On June 4, 2007, Google provided subscriber, registration, and IP Address 
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log history for e-mail address "douebriggs 123@gmail.com" with the following results: 
Status: Enabled (user deleted account) 
Services: Talk, Search History, Gmail 
Name: Doug Briggs 
Secondary Email: 

6 Created on: 03-Jun-2007 
7 Lang: en 
8 IP: 80.76.80.103 
9 LOGS: All times are displayed in UTC/GMT 
10 h dougbriggsl23@gmail.com 

Date/Time IP 
04-Jun-2007 05:47:29 am 81.27.207.243 
04-Jun-2007 05:43:14 am 80.76.80.103 
03-Jun-2007 06:19:44 am 80.76.80.103 
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a). On June 6, 2007, a SmartWhoIs lookup of IP Address 80.76.80.103 
resolved to Sonic S.R.L, Via S.Rocco 1, 24064, Grumello Del Monte, Italy, 
Phone: +390354491296, E-mail: Staff@sonic.it. Your affiant connected to 
http://sonic.it, which displayed an Italian business webpage for Sonic SRL Internet 
Service Provider. 

b). On June 7, 2007, a request to MySpace for subscriber and IP 
Address logs for MySpace user "Timberlinebombinfo" provided the following results: 

User ID: 199219316 
First Name: Doug 
Last Name: Briggs 
Gender: Male 
Date of Birth: 12/10/1992 
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Age: 14 
Country: US 
City: Lacey 
Postal Code: 985003 
Region: Western Australia 
Email Address: timberline.sucks@gmail.com 
User Name: timberlinebombinfo 
Sign up IP Address: 80.76.80.103 
Sign up Date: June 7, 2007 7:49PM 
Delete Date: N/A 
Login Date June 7, 2007 7:49:32:247 PM IP Address 80.76.80.103 

c). FBI Seattle Division contacted FBI Legate Attache Rome, Italy and 
an official request was provided to the Italian National Police requesting assistance in 
contacting Sonic SRL and locating the compromised computer utilizing IP Address 
80.76.80.103. 

d). On June 7, 2007, the System Administrator for the 
www. theolvmpian. com advised the posting of the bomb threat e-mails originated 
from IP Address 192.135.29.30. A SmartWhois lookup resolved 192.135.29.30 
to "The National Institute of Nuclear Physics (INFN), LNL - Laboratori 
Nazionali di Legnaro, Italy". 

13. Based on my training, experience, and the investigation described herein, I 
know the following among other things: 

e). that network level messages, including the originating IP address 
and MAC address, other variables, and certain registry-type information of a computer 
can be used to assist in identifying the individual(s) using that computer; and 
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f). the individual(s) using the aforementioned activated computer 
utilized compromised computers to conceal their true originating IP address and thereby 
intentionally inhibiting the individual(s)' identification. Compromised computers are 
generally infected with computer viruses, trojans, or other malevolent programs, which 
can allow a user the ability to control computer(s) on the Internet or particular services 
of compromised computer(s) without authorization. It is common for individuals 
engaged in illegal activity to access and control compromised computer(s) to perform 
malicious acts in order to conceal their originating IP addresses. 

14. Based on training, experience, and the investigation described herein, I 
have concluded that using a CIPAV on the target MySpace Timberlinebombinfo account 
may assist the FBI to determine the identities of the individual(s) using the activating 
computer. A CIPAV's activation will cause the activating computer to send network 
level messages, including the activating computer's originating IP address and MAC 
address, other variables, and certain registry-type information. This information may 
assist the FBI in identifying the individual(s) using the activating computers. 

15. The CIPAV will be deployed through an electronic messaging program from 
an account controlled by the FBI. The computers sending and receiving the CIPAV data 
will be machines controlled by the FBI. The electronic message deploying the CIPAV 
will only be directed to the administrators) of the Timberlinebombinfo account. 

a). Electronic messaging accounts commonly require a unique user 
name and password. 

b). Once the CIPAV is successfully deployed, it will conduct a one-
time search of the activating computer and capture the information 
described in paragraph seven. 

c). The captured information will be forwarded to a computer 
controlled by the FBI located within the Eastern District of 
Virginia. 

d). After the one-time search, the CIPAV will function as a pen register 
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device and record the routing and destination addressing information 
for electronic communications originating from the activating 
computer. 

e). The pen register will record IP address, dates, and times of the 
electronic communications, but not the contents of such 
communications or the contents contained on the computer, and 
forward the IP address data to a computer controlled by the 
FBI, for a period of (60) days. 

CONCLUSION 
16. Based upon my review of the evidence, my training and experience, and 

information I have gathered from various computer experts, I have probable cause to 
believe that deploying a CIPAV in an electronic message directed to the administrator(s) 
of the MySpace Timberlinebombinfo account will assist in identifying a computer and 
individual(s) using the computer to transmit bomb threats and related communications in 
violation of Title 18,United States Code Sections 875(c) and 1030(a)(5)(A)(i) and 
(B)(iv). 

17. Because notice as required by Federal Rule of Criminal Procedure 
41(f)(3) would jeopardize the success of the investigation, and because the investigation 
has not identified an appropriate person to whom such notice can be given, I hereby 
request authorization to delay such notice until an appropriate person is identified. 
Further, assuming providing notice would still jeopardize the investigation after an 
appropriate person to receive notice is identified, I request permission to ask this Court 
to authorize an additional delay in notification. In any event, the United States 
government will notify this Court when it identifies an appropriate person to whom to 
give notice, so that this Court may determine whether notice shall be given at that time. 

18. Because there are legitimate law enforcement interests that justify an 
unannounced use of the CIPAV and review of the messages generated by the activating 
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computer in this case, 91 ask this Court to authorize the proposed use of a CIPAV 
without the prior announcement of its use. One of these legitimate law enforcement 
interests is that announcing the use of the CIPAV would assist a person controlling the 
activating computer(s) to evade revealing its true IP address, other variables, and 
certain registry-type information - thereby defeating the CIPAV's purpose. 

19. Rule 41(e)(2) requires that (A) the warrant command the FBI "to execute 
the warrant within a specified time no longer than 10 days" and (B) "execute the warrant 
during the daytime unless the judge for good cause expressly authorizes execution at 
another time..." In order to comply with Rule 41, the Government will only deploy 
CIPAV between the hours of 6:00 a.m. and 10:00 p.m. (PST) during an initial 10-day 
period. However, the Government seeks permission to read any messages generated by 
the activating computer as a result of a CIPAV at any time of day or night during the 
initial 10-day period. This is because the individuals using the activating computer(s) 
may activate the CIPAV after 10:00 p.m. or before 6:00 a.m., and law enforcement 
would seek to read the information it receives as soon as it is aware of the CIPAV 
response given the emergent nature of this investigation. If the CIPAV is not activated 
within the initial 10-day period, the Government will seek further authorization from the 
Court to read any information sent to the computer controlled by the FBI as a result of 
that CIPAV after the 10 th day from the date the Court authorizes the use of the first 
CIPAV. 

20. Because the FBI cannot predict whether any particular formulation of a 
CIPAV to be used will cause a person(s) controlling the activating computers to activate 
a CIPAV, I request that this Court authorize the FBI to use multiple CIPAV's in 

24 conjunction with the target MySpace account within 10 days of this Court authorizing 
25 the use of the first CIPAV. 
26 

See Wilson v. Arkansas. 514 U.S. 927, 936 (1995) (recognizing that "law enforcement 
interests may . . . establish the reasonableness of an unannounced entry.") 
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21. Accordingly, it is respectfully requested that this Court issue a search 
warrant authorizing the following: 

e). the use of multiple CIPAVs in conjunction with the target MySpace 
Timberlinebombinfo account, without prior announcement, within 10 days from the date 
this Court authorizes the use of the first CIPAV; 

f). the CIPAV may cause an activating computer - wherever located -
to send network level messages containing the activating computer's IP address, and/or 
MAC address, and/or other variables, and/or certain registry-type information to a 
computer controlled by the FBI and located within the Eastern District of [Virginia]; 

g). that the FBI may receive and read, at any time of day or night, 
within 10 days from the date the Court authorizes of use of the CIPAV, the information 
that any CIPAV causes to be sent to the computer controlled by the FBI; and 

h). that, pursuant to 18 U.S.C. §3103a(b)(3), to satisfy the notification 
requirement of Federal Rule of Criminal Procedure 41(f)(3), the FBI may delay 
providing a copy of the search warrant and the receipt for any property taken until no 
more than thirty (30) days after such time as the name and location of the individual(s) 
using the activating computer(s) is positively identified or a latter date as the court may, 
for good cause shown, authorize. Provision of a copy of the search warrant and receipt 
may, in addition to any other methods allowed by law, be effectuated by electronic 
delivery of true and accurate electronic copies (e.g. Adobe PDF file) of the fully 
executed documents. 

22. It is further requested that this Application and the related documents be 
filed under seal. The information to be obtained is relevant to an on-going investigation. 
Premature disclosure of this Application and related documents may jeopardize the 
success of the above-described investigation. 

WHEREFORE, Affiant respectfully requests that a warrant be issued authorizing 
the FBI to utilize a CIPAV and receive the attendant information according to the terms 
set forth in this Affidavit. 
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THIS APPLICATION DOES NOT SEEK AUTHORIZATION TO OBTAIN THE CONTENT OF ANY ELECTRONIC COMMUNICATIONS, AND THE WARRANT WILL SO SPECIFY. 

Sworn to and subscribed before me this day of June, 2007 

Norman B. Sanders Special Agent Federal Bureau of Investigation 

Hon. James F. Donohue United States Magistrate Judge 
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](OTP) (FBI) 
F r o m : I I (OTP) (FBI) 
Sent: Monday, .lung 9fi 9007 1 PM 
To: I IfOTD) (FBI) 
C c : I KOTD) (FBI): I l(OTD) (FBI) 
Subject: FW: Traveler Program 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

1 11 talked td labout this program, explaining that you would be discussinQf I £2 
I I H| Isaid that they were looking to evolve this into more aggressive 

coverage - what I took to mean CIPAV and RASS -4 1. I told her that we and I 
should be kept on the ECs as "read and clear" for the time being. b6 

Original Message— b7C 
From: | l(CyD) (FBI) 
Sent: Monday. June 25. 2007 9:25 AM 
To: 
Cc: I , IjoToi (FBI)! ZZIoTD) (FBI);| |(CyD) (FBI);I IfCyD) 

(FBI)i KCvDi (FBI)] |(CyD) (FBI) 
Subject: RE: Traveler Program 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please give me a call when you get a chance j |STAO). The Computer Intrusion Section, National Cyber 
Investigative Joint Task Force (NCIJTF), Investigative Operations Group (IOG), is in the process of formulating a 
"standardized" Traveler Program for implementation by FBI Field Divisions in coordination with our Intelligence Community 
Partners. Topics, such as the scope of assessment, number and make/model of the laptops, as well as the projected turn 
around time needs to be established with those supporting the technical side of the house. 

My past experience working these types of operations (through thR Honolulu Division) developed some baseline My past experience working tnese types or operations (through ma Honolulu Division) developed some baseline 
assessment whereby the following technical personnel assisted: IOTP, CEAU;| ISOSU; 

ISPTU: andl Kformer Program Manager). The NCIJTF is working closely with the WFO-L _ _ _ J S P T U ; andl Kformer Program Manager). The NCIJTF is working closely with the WFO-
NVRA, CR-16, in establishing their traveler operation(s). 

I look forward to speaking with you. 

SSA I I 
CyD/CIS/C3IU-2 
NCIJTF / PRC-DET Team Lead 

KSTAO) 

—Original Message— 
From: I kQTDI (FBI) 
Sent: w^nreiav W ?npnn? i2:04 PM 
To: I l(CvD) (FBI) , 
Cc: I KQTD) (FBI)J l(QTD) (FBI) 
Subject: Traveler Program 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b2 

Hi-» 1 
This is in furtherance of the voice message I left for you this morning. As I understand it, you're managing the Traveler 

l 
All INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-29-2008 BY 60322UC/LP/STP/gjg 



Program whereby, please correct me if wrong, laptops of our overseas traveling personnel are assessed for 
compromise. STAO's Investigative Analysis Unit is discussing technical support of the program with my unit. Can you 
characterize the number of laptops and other specimens needing such assessments, the scope of the assessment 
{i.e. do you want complete hardware, firmware, BIOS, and OS check on each specimen), and the expected turnaround 
time? 

^ Thank you. 

SSA[ 
Secure Technologies Exploitation Group 
Cryptologie and Electronic Analysis Unit (CEAU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
ERF Extension 
Quanti no. VA 

unsecure) 
(unsecure) 
[secure) 
(secure) 

b2 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



(OTP) (FBI) 

From: 
Sent: 
To: 

Subject: 

[ ](OTD)(FBI) 
b6 
b7C 

Wednesday. June 20. 2007 9:58 AM 
I I O T P ) ( F B I ) ; r ~ 
A. (OS) (FBI) 

](OS) (FBI);[ 

NIP Request for Quarter 3 - DUE COB Thrsday 06/21 

SECRET^ 
RECORD 12-0 

[ ] 
Please provide me the number of successful ops and unsuccessful ops (penetrations) we have had in the month of April, 
May, and June. b2 

So.. .if we attempted to penetrate a target computer 
of successes/failures. 

I need by COB Thursday. Thanks! 

need number of attempts and number 
b6 
b7C 

b7E 

L 
DERIVED FROM: G-3 FBI ClasStftcatie" 'jated 1/97. Foreign Counterintelligence"Investigations 
DECLASSIFICATION EXEMPTION 1 __ 
SECRET — 

DECLASSIFIED BY 60322UCAP/STP/gjg 
OK 09-29-2008 

1 



](ÛTP)(FBI) 
From: | L(OTD) (FBI) BLC 
Sent: Ti.Psrlav .Inns 19 7007 fv?Q PM 
To: IfOTDHFBI) 
Subject: RE: Reminder 

UNCLASSIFIED 
NON-RECORD 

All leads have been covered and cleared from ACS. 

Two of the leads, Detroit (315N-DE-94979) and New Orleans (288A-NO-71030) have been assessed and we are 
staging to conduct the operations. 

Phnoniv I h M C /-on^olloH h» tho FO Hi 10 t o f 
b7A 
b2 

b7A 
] I covered the lead in-accordance with this information. 

Cincinnati j 1 was comprised of information received from the FO following our deployment of a 
CIPAVI | ' ' | : b 2 

| | is evaluating the received information and once he has completed his b 2 
evaluation, I will forward a response to the FO. As a side note, this is not high on the priority list as we are concentrating on b 7 E 
developing solutions for CT cases. 

The remaining leads from Sacramento and St. Louis consisted of read and clear leads. 

SSA£ 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group f 5 

idesk) l l c 

cell) ^ 
fax-unclass) 

—Original Message— 
From: I l(OTD) (FBI) 
Sent: Tuesday, June 19, 2007 12:55 PM 
To: I KOTP) (FBI); I IfOTD) (FBI) 
Subject: Reminder 

UNCLASSIFIED 
NON-RECORD 

Sorry to be a pain. But please let me know when you have had a chance to go through the leads so I can look at and 
have answers to remaining by Thursday. Thanks! 

UNCLASSIFIED 

UNCLASSIFIED ALL IHFOEHATIOH CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 02-10-2009 BY 60322UC/LP/STP/gjg 

1 



](OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

](OTD) (FBI) 
Tuesday. June 19, 2007 3:19 PM 

I ÏOTD1 (FBI) 
FW: SAR Input 

h 6 
b7C 

UNCLASSIFIED 
NON-RECORD 

SS/1 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

|(desk) 
(cell) 
[fax-unclass) 

:b6 
b7C b2 

—Original Message— 
From: | |(QTD) (FBI) 
Sent: Tuesday, June 19, 2007 12:20 PM 
To: I IOTC» (FBI) 
Subject: SAR Input 

UNCLASSIFIED 
NON-RECORD 

Here is my SAR contribution for last week or this week. 

Unclass 
288E-SE-93709 

On 0 6 / 1 4 / 2 0 0 7 , CEAU/SDG in conjunction with the Seattle Division 
deployed a CIPAV to assist with the geophysical locating of a subject whom 
had issued numerous bomb threats and launched a DDOS attack against a local 
high school. The CIPAV provided information leading to the identity and 
arrest of a 15 year old male student from the victim high school who was 
taken into custody without incident at his home at approximately 2 A.M. 
this date. The minor confessed to issuing the bomb threats. Bomb threats 
dated this date were found on the minor's computer. The minor's computer 
equipment was seized and the arrest was made without incident. Following an 
interview with the minor, the LPD was able to clear another threat case, as 
the minor confessed to issuing telephone death threats to teachers and 
others, including his parents, earlier this year. 

On 0 6 / 0 8 / 2 0 0 7 , CEAU presented at the Cyber Online Undercover Course at 
Calverton RA. Topics addressed were cryptography, remote access search and 
surveillance, and the voice changer. 

l 
ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-29-2003 BY 6Q322UC/LP/STP/gjg 



SSAl I 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
(fax-unclass) 

b6 
b7C 
b2 

UNCLASSIFIED 

UNCLASSIFIED 

2 



H E i m . 
From: 
Sent: 
To: 

Subject: 

Importance: 

c JOTD) (FBI) 
Tuesday, June 19. 2007 1:39 PM 

I hOTD) (FBI) 
RE: SAR Input 

High h 6 
blC 

UNCLASSIFIED 
NON-RECORD 

Case ID # needed. Also, assume case is U/FOUO? 

Original Message-
From: 
Sent: 
To: 
Subject: SAR Input 

UNCLASSIFIED 
NON-RECORD 

1( 0 T D ) (FBI) TMBcriau l.mSTff 7nn7 12:20 PM 
|OTD) (FBI) 

"b6 
b7C 

Here is my SAR contribution for last week or this week. 

On 06/14/2007, CEAU/SDG in conjunction with the Seattle Division 
deployed.a CIPAV to assist with the geophysical locating of a subject 
whom had issued numerous bomb threats and launched a DDOS attack against 
a local high school. The CIPAV provided information leading to the 
identity and arrest of a 15 year old male student from the victim high 
school who was taken into custody without incident at his home at 
approximately 2 A.M. this date. The minor confessed to issuing the bomb 
threats. Bomb threats dated this date were found on the minor's 
computer. The minor's computer equipment was seized and the arrest was 
made without incident. Following an interview with the minor, the LPD 
was able to clear another threat case, as the minor confessed to issuing 
telephone death threats to teachers and others, including his parents, 
earlier this year. 

On 06/08/2007, CEAU presented at the Cyber Online Undercover Course at 
Calverton RA. Topics addressed were cryptography, remote access search 
and surveillance, and the voice changer. 

SSA[ 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

|(desk) 
(cell) 

ALI INF0RÏÏATI0N CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-29-2008 BY 60322UC/LP/STP/gjg 



From: I l(OTD) (FBI) 
Sent: Tuesday .lunula pnn7 1:28PM 
To: I IOTP) (FBI) 
Subject: RE: SAR Input 

UNCLASSIFIED b6 
NON-RECORD b7C 

May want to change your signature line to ESTS vs. DES (I've made the same mistake). 

Regards. 

—Original Message— 
From: I IcOTDI (FBI) 
Sent: TuesdaiUunejL2-2D0712:20 PM 
To: I lOTD) (FBI) 
Subject: SAR Input 

UNCLASSIFIED 
NON-RECORD 

1 = 1 
Here is my SAR contribution for last week or this week. 

On 06/14/2007, CEAU/SDG in conjunction with the Seattle Division 
deployed a CIPAV to assist with the geophysical locating of a subject 
whom had issued numerous bomb threats and launched a DDOS attack against 
a local high school. The CIPAV provided information leading to the 
identity and arrest of a 15 year old male student from the victim high 
school who was taken into custody without incident at his home at 
approximately 2 A.M. this date. The minor confessed to issuing the bomb 
threats. Bomb threats dated this date were found on the minor's 
computer. The minor's computer equipment was seized and the arrest was 
made without incident. Following an interview with the minor, the LPD 
was able to clear another threat case, as the minor confessed to issuing 
telephone death threats to teachers and others, including his parents, 
earlier this year. 

On 06/08/2007, CEAU presented at the Cyber Online Undercover Course at 
Calverton RA. Topics addressed were cryptography, remote access search 
and surveillance, and the voice changer. 

SS/[ ] 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

' kdesk) 
[cell) 
¡fax-unclass) 

b6 
b7C 

ALL INFORMATION CONTAINED 55 
HEREIN IS UNCLASSIFIED 
DATE 09-29-2008 BY 60322ÜC/LP/STP/gjg 



From: 
Sent: 
To: 
Subject: 

j S B I Î É Î 
~ t Q T D > < F B I > 

tOTD) (FBI) 
Ihursdav. JunelT2007 7:48 PM 

JMO) (FBI) 
Affidavit of CIPAV 

UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
bZ 

Snrrv fnr thg rißlau in npftinn this nnt to vnn Attarhari arg two affidavit«; Dno was nspri in a Hinrinnati ras* tn 
3 bl 

J hope they help. I will be out of the office tomorrow. If you need to reach • ™, 

(S) out to me, call me on my cell phone. 

Sincerely, 

SS/j I 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 

n"""'npmcnt Group 
(desk) 
(cell) 
(fax-unclass) 

Web Bug Revised Affidavit 
affidavit.wpd (61 KB for Norm San... 

UNCLASSIFIED 

DATE: 02-24-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-24-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

1 



i 2 i 2 i m 

From: 
Sent: 
To: 
Subject: 

Thursday .luna 14 9007 3-73 PM 
(OTD) (FBI) 

](OTD) (FBI) b6 
b7C 

Seattle Case Summary 

UNCLASSIFIED 
NON-RECORD 

Per your request, the following is a synopsis of the Seattle 
Division's investigation: 

On 06/06/2007, the Seattle Division was contacted by the Lacey Police 
Department (LPD), Lacey, WA, regarding numerous bomb threats and DDOS 
attacks received at the Timberline School District, Lacey, WA. The threats 
began on 05/30/2007 and persisted through 06/04/2007. The threats 
necessitated the daily evacuation of Timberline High School. The LPD and 
the Washington State Patrol (WSP) performed school evacuations and bomb 
sweeps with negative results. Parents and school district employees 
informed local television stations and newspapers, which aired the story on 
June 6, 2007. As a result, the LPD requested investigative assistance from 
the Northwest Cyber Crime Task Force (NCCTF) headed by the Seattle 
Division. In turn, the Seattle Field Office requested assistance from the 
CEAU with geophysically locating the UNSUB. 

CEAU deployed a CIPAV to.a MySpace account identified as possibly 
belonging to the UNSUB. The CIPAV returned several IP Addresses, one 
resolving back to Comcast Cable in Seattle, Washington. Subscriber 
information obtained from Comcast confirmed the suspicions of Law 
Enforcement and led to the issuing of a search warrant and arrest warrant. 
A 15 year old male student from Timberline High School was taken into 
custody without incident at his home at approximately 2 A.M. this date. The 
minor confessed to issuing the bomb threats. Bomb threats dated this date 
were found on the minor's computer. The minor's computer equipment was 
seized and the arrest was made without incident. Following ah interview 
with the minor, the LPD was able to clear another threat case, as the minor 
confessed to issuing telephone death threats to teachers and others, 
including his parents, earlier this year. 

S SA) I 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

b6 
b7C 
h 2 

(desk) 
(cell) 
(fax-unclass) 

AIL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-29-2008 BY 60322UC/LP/STP/gjg 

1 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 
To: Operational Technology Division 

Date: 06/13/2007 

From: Operational Technology Division 
Electronic Surveillance Technology Section/ 
Cryptologie and Electronic Analysis Unit 

Contact: SSA 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

b6 
b7C 

268-HQ-1305912-SDG 
CRYPTOLOGIC ELECTRONIC ANALYSIS UNIT (CEAU) 
ASSISTANCE TO THE SEATTLE FIELD OFFICE 

Synopsis: Operations Order to assist the Seattle Field Office 
with effectuating remote delivery of a Computer Internet Protocol 
Address Verifier (CIPAV) to geophysically locate a subject who 
has issued multiple bomb threat against a local high school. 
Details: The Seattle Field Office has requested assistance from 
the CEAU with geophysically locating a subject engaged in issuing 
bomb threats via the Internet to Timberline High School, Lacey, 
Washington. The objective of the operation is to remotely deploy 
a CIPAV to geophysically locate the subject. 

BACKGROUND 

On 06/06/2007, the Seattle Division was contacted by 
Lacey Police Department (LPD), Lacey, WA, regarding numerous bomb 
threats and DDOS attacks received at the Timberline School 
District, Lacey, WA. Below are a time-line of events: 

05/30/2007 - Timberline High School evacuation due to 
hand written bomb threat note. 

06/04/2007 - Timberline High School evacuation due to 
bomb threat email from sender: UNSUB(s) also b6 

b7C 

DATE: 02-24-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
PEAS Oil: 1.4 (C) 
DECLASSIFY OH: 02-24-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



To: Operational Technology From: Operational Technology 
Re: 268-HQ-1305912-SDG, 06/13/2007 

advised a computer attack will hit the Lacey School District, 
which resulted in a DDOS attack totaling over 80,000,000 hits. 

06/05/2007 - Timberline Hicrh School evacuation due to 
bomb threat email from sender: be 

bic 

06/06/2007 - Timberli, 
bomb threat email from sender: 

rus» "H-i /VW Qr*Tn<~»r\1 m r a r - n a f i A p d u e t O r 
06/07/2007 - Timberline High School received additional 

email from UNSUB(s). Details unknown at present time. 
LPD and the Washington State Patrol (WSP) continue to 

perform school evacuations and bomb sweeps with negative results. 
Parents and school district employees have informed local 
television stations and newspapers, which aired the story on June 
6, 2007. LPD has requested investigative assistance from the 
Northwest Cyber Crime Task Force. 

LPD has conducted mimPT-mjs t-hormirrh inhprviews of 
student at Timberline High School, 
annears not to be the subject responsible for bomb threats 

and teachers from Timberline High School provided a list 
ot otner students who may be responsible for the threats and DDOSb6 
attack 1 I received a text message from I, ~1 b7c 
| | DOB | FBI Number I J on 06/03/2007, 
advising "Keep your head up." I | is described by teachers as 
a self proclaimed computer hacker that routinely bypasses the 
school computer security measures. | [computer is in LPD 
custody and forensic results are pending. 
I fprovided negative results. 

Initial interview of 

hi 

(S) 

nn 06/07/20 
Warma, Western 
captioned matter. 

7, Detective 
| Seattle Division, contacted 

District of Washington, who agreed to 
WSP, and SA be 

AUSA Katheryn b7C 
prosecute 

2 



To: Operational Technology From: Operational Technology 
Re: 268-HQ-1305912-SDG, 06/13/2007 

CONCEPT OF THE OPERATION 

Deployment Operations Personnel (DOC) will deploy a 
CIPAV to geophysically locate the subject issuing bomb threats to 
the Timber 1 i ne High School . r,arv. Washi nrrt-.rm . The PTPAV will bp bl 

o-irorU | 
n MySpace.com (à popular social ^gj 

networking website). (S) 
EXECUTION 

ÎS ) 

b l 

T* 

S :/DES/CEAU/Upload/Seattle0613kld07.wpd 

SECRET 
3 



E H m . 
From: 
Sent: 
To: 
Ce: 
Subject: 

|(OTD) (FBI) 
Tuesday. June 12. 2007 3:03 PM 

JSE) (FBI) 

b6 
b7C 

](ÖTD)(FBI) 
RE: Associated Press Article2 

UNCLASSIFIED 
NON-RECORD 

b2 
b7E 

Let me know what you think 

J... 

: 
Information Technology Specialist 
Operational Technology Division 
Office -I 
Mobile 
Pager • 

b6 
b7C 

ISE) (FBI) 
—Original Message-

From: I 
Sent: Tuesday. June 12.2007 2:34 PM 
To: 
Cc: 
Subject: 

[OTD)(FBn£ 
;SE) (FBI)^L 

FW: Associated Press Article 

lOTD) (CON);[ 
_JSE) (OGA) 

JOTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

| h below is the news article we would like to send containing the CIPAV. I am meeting with the judge at 1:30PST 
and hope to deploy afterwards. Thanks,P | 

SA 
FBI Seattle 

] b6 
b7C 

(Fax) 
(Nextel)f 

—Original Message— 
From: I l(SE) (FBI) 
Sent: Tuesday. June 12, 2007 11:18 AM 
To: I l(SE) (FBI) 
Subject: Associated Press Artide 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 09-29-2008 BY 60322UC/LP/STP/gjg 

1 



UNCLASSIFIED 
NON-RECORD 

Here is the email link in the style of the Seattle Times 
> 
> 
> Bomb threat at high school downplayed by local police department 
> 
> Technology savvy student holds Timberline High School hostage.... 
> 
> Full story: 
http://seattletimes.nwsource.com/html/nationworld/2003743231 webteensex 11 .html 
> 
> 
> 
> 

> TO SUBSCRIBE TO THE SEATTLE TIMES PRINT EDITION 
> Call (206) 464-2121 or 1-800-542-0820, or go to 
> http://seattletimes.com/subscribe 
> 
> HOW TO ADVERTISE WITH THE SEATTLE TIMES COMPANY ONLINE 
> For information on advertising in this e-mail newsletter, 
> or other online marketing platforms with The Seattle Times Company, 
> call (206) 464-2361 or e-mail websales@seattletimes.com 
> 
> TO ADVERTISE IN THE SEATTLE TIMES PRINT EDITION 
> Please go to http://seattletimes.nwsource.com/contactus/adsales 
> for information. 
> 
> 
> For news updates throughout the day, visit http://www.seattletimes.com 
> = = = = = = = = = = = = = = = = = = 
> 
> Copyright (c) 2007 The Seattle Times Company 
> 
> www.seattletimes.com 

Here is the full article. 

Friday, June 8, 2007 

Bomb threat at high school downplayed by 
local police department. 
The Associated Press 

LACEY Wash. — Technology savvy student holds Timberline High School hostage. The suspect is still 
unknown after several bomb threats and 5 days of school evacuations. Anonymous bomb threats to high 
schools are a growing trend in rural America. 

http://seattletimes.nwsource.com/html/nationworld/2003743231
http://seattletimes.com/subscribe
mailto:websales@seattletimes.com
http://seattletimes.nwsource.com/contactus/adsales
http://www.seattletimes.com
http://www.seattletimes.com


s ì b r ^ T 
(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

(SE) (FBI) 
Tuesday. June 12.2007 1:28 AM 

(FBI* l(SE) (FBI)j 
I J(SE)(FBI) 

CIPAV Affidavit - Seattle Division 

b6 
b7C 

(OTD) (FBI) 
RSEHOGA):! 

JSE) (FBI);|_ 
1§E) 

UNCLASSIFIED 
NON-RECORD 

Revised Affidavit for» » 

SA[ 
JEB. i c m n 

(Fax) _ 
(NexteOI 

b6 
b7C 
b2 

UNCLASSIFIED 

DATE: 02-24-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY OH: 02-24-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

UNCLASSIFIED 
NON-RECÔRD" 

(OGC) (FBI) 
Tuesday. June 12. 2007 11:06 AM 

IFBiTC 

JSE) (FBI); 
TtSEHFBI);! 

KSE)(FBI);[ 
(OGC) (FBI) 
RE: CIPAV Affidavit - Seattle Division 

• (0TD)(FBI1 
TSEHOGA)] 

b6 
b7C 

](SE) (FBI)C 
I S E l 

Here are my comments on my legal review of the application for a search warrant in this case. This application is much 
better than the previous version, and there are only a few issues that I believe need to be addressed or clarified. 

Not a legal point, but check your formatting in para 11. The way the document printed on my computer there were some 
problems. 

(S) bl 

In f. (probably should be b.), Remove the brackets from around Virginia, and you need to add language that makes it clear 
that the information you are saying may be collected will l hnd that after that it will only be collecting 
addressing, routing, etc. (the stuff covered by a pen register, trap and trace). 

That's all that I have. I have spoken with| ~ 
how we can be of further help. 

b2 
b7E 

]and he has no technical issues that need addressing. Let me know 

] 
Assistant General Counsel 
firifinna and Technology Law Unit 
Phone:! i 
Secure phone:| F - 1 ± ± H — 

b2 
b6 
b7C 

1.SE) (FBI) 
—Original Message— 

From: I 
Sent: Tuesday, June 12. 2007 1:28 AM 
To: 
Cc: 

DATE: 02-09-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 £C) 
DECLASSIFY ON: 02-09-2034 b6 

blC 

aOGC) (FBjiJ 1 E) (FBI) J 

Subject: CIPAV Affidavit - Seattle Division 

UNCLAI IFIED 

fsE) (FBI)! 

rOTD) (FBI) 
lSElIflGA);[ 

KSE) (FBI) 
ISE) (FBI);[ ](SE) (FBI); 

ALL INF0RHATI0N CONTAINED. 
HEREIN IS UNCLASSIFIED EXCEPT 
TiJHEPE SHOWN OTHERWISE 

« File: Revised Affidavit for 

l 



* 

SA[ 
FBI Seattle 

(Fax) 
(Nextel) 1 1 

2 



l(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

} 0TD) (FBI) 
Mnnrlav .hme 11 90(Ì7 3:38 PM 

I JOGC) (FBI) 

b6 
blC 

FW: 288A-SE-93709 

UNËGSSSiaëÉr 
NON-RECORD 

FYI. 
SSAI I 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
SnfhA/aro rWelnpmant Group 

(desk) 
(cell) 
(fax-unclass) 

h 6 
blC 
b2 

—Original Message— 
From: I IfOTDI (FBI) 
Sent: Friday. June 08. 2007 7:04 PM 
To: 
Cc: 
Subject: RE: 288A-SE-93709 

ûac£*98taED 
NON-RECORD 

1_J(SE) (FBI) 
j(OTD) (FBI) 

(S) 
bl b2 
b7E 

DATE: 10-16-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 10-16-2033 

ALt INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



SÏfcRÊÎ 
I cannot stress enough the importance of telling the Judge that the tool will stay persistent on the compromised 

• computer and that ever time the computer connects to the Internet, we will capture the information associated with the 
PRTT. 

I have also attached four documents. The WordPad document |contains the information that will 
be returned via the Search Warrant and the PRTT. The other three documents are ponies of an application for a mobile 
tracking order, a mobile tracking/PRTT order, and the affidavit supporting the two that ST. Louis drafted for a similar type 
order. 

Please contact me at the below listed numbers if you have any questions. 

Sincerely, 

SSAl I 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Deyeli ppment Group 

(desk) 
(cell) 
(fax-unclass) 

(S) 

—Original Message— 
From: I If SB (FBI1 b 6 

Sent: Thursday, June 07,2007 5:12 PM b7C 
To: I f o r m (FBI) 
Cc: I l(SE) (OGA) 
subject: 288A-SE-93709 

UNCLASSIFIED 
NON-RECORD bl 

S/̂  
FBI Seattle 

[Fax) 
iNextefll 

b6 
b7C b2 

TJNefcASSfftEP 

UNCLASSfftED^ 

SEpBPC 



3< O T D> <FBI> 
From: 
Sent: 
To: 
Cc: 

Subject: 

[ l(SE) (FBI) 
Monday. June 11 2007 10:49 AM If OTP) (FBI) 

KSE) (OGA); 
(SE) (FBI) 
CIPAV Affidavit 

h 6 
blC 

(SE)(FBI);[ 

UNCLASSIFIED 
NON-RECORD 

AFFIDAVlC 
SFORCIPAV.wpd (... 

| f- AUSA's secretary is cleaning up margins as her version of WP was different at her residence. Content will 
obviously be the same. Hoping to get it signed this morning. Thanks again for all your help.l I 

AUSA is Katheryn Warma ] i f DO J attorney has questions for her. 

SA[ 
FBI Seattle 

] 
b6 
b7C 
b2 

(Fax) I (Nftxtfil) I 

UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 03-09-2009 BY 60322ÜC/LP/STP/gjg 

1 



J 
(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

(OTD) (FBI) 
Friday. June 08.2007 10:53 AM 

](OTD) (FBI) 

b6 
b7C 

CIPAV and Local Info 
J(OTD) (FBI) 

DATE: 02-09-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-09-2034 

JOSSIF SENSITIVE BUT UNCLASSIFIED 
NON-RECORD" / \ 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

I we basically have 3 tools to locate a computer. Basic IPAV, Local Info and Local Info with 
Getter. b 6 

b7C 
Give me a call if you have any questions. 

J... 

Computer Internet Protocol Address Verifier (CIPAV) 
bi 



(S) 

b l 

See Local Info above for further information 
bl 

ÎS) 



S E B f t g r 

SENSITIVE BUT UNCLASSIFIED^ 

ll 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 
To : Cyber 

Rome 

Operational Technology 

From: Seattle 
Squad 11 - Cyber 

Contact: Detective L 
SA I 

Approved By: 

Drafted By: 

Date: 06/07/2007 

Attn: SSA I 
C3IU-2 

International Operations Attn: UC 
Europe Unit 

Attn: Legat 
ALAT 

Attn: CEAU 
UC 
SSÄ 

]:nbs 
Case ID #: 288A-SE-NEW (Pending) 
Title: UNSUB(S); 

TIMBERLINE SCHOOL DISTRICT (VICTIM); 
COMPUTER INTRUSION - INTERNET EXTORTION 

be 
blC 

be 
bIC 

Synopsis: Request to open captioned investigation. 
"Administrative: Reference the following communications: 

06/07/2007 telcal between Detective | 
Seattle Division Cyber Task Force, and ROME ALAT [ 

06/07/2007 telcal between SA| 
Seattle Division, and SSAl t CACU. 
Details: On 06/06/2007, Seattle Division was contacted by Lacey 
Pölice Department (LPD), Lacey, WA, regarding numerous bomb 
threats and DDOS attacks received at the Timberline School 
District, Lacey, WA. Below are a time-line of events: 

05/30/2007 - Timberline High School evacuation due to 
hand written bomb threat note. 

b6 
:b7C 

DATE: 10-16-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 10-16-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



To: Cyber From: Seattle 
Re: 288A-SE-NEW, 06/07/2007 

(S) 

06/04/2007 - Timberline High School evacuation due to 
] UNSUB(s) also bomb threat email from sender 

advised a computer attack will hit the Lacey School District, 
which resulted in a DDOS attack totaling over 80,000,000 hits. 

06/05/2007 - Timberling Hd.gh School evacuation due to 
bomb threat email from sender: (_ 

b6 
b7C 

06/06/2007 - Timberline High School evacuation due to 
bomb threat email from sender:| 

06/07/2007 - Timberline High School received additional 
email from UNSUB(s). Details unknown at present time. 

LPD and the Washington State Patrol (WSP) continue to 
perform school evacuations and bomb sweeps with negative results. 
Parents and school district employees have informed local 
television stations and newspapers, which aired the story on June 
6, 2007. LPD has requested investigative assistance from the 
Northwest Cyber Crime Task Force. 

LPD has conducted numerous thorough interviews of a 
iiÜL student at Timberline High School, 

appears not to be the subject responsible for bomb threatsT 
| | and teachers from Timberline High School provided a list 
of other students who may be responsible for the threats and DDOS 
attack. | 1 received a text message from I I 
| | DOB I I FBI Number I "I 
advising "Keep your head up." [_ 

on 06/03/2007, 
a self proclaimed computer hacker that routinely bypasses the 
school computer security measures. I I computer is in LPD 

Initial interview of custody and forensic results are pending. 
]provided negative results. 

On 06/07/2007, Detective | | WSP, and SA~ 
Seattle Division, contacted AUSA Katheryn 

Warma, Western District of Washington, who agreed to prosecute 
captioned matter. 

b6 
b7C 

J is described by teachers as 

b l 

b6 
b7C 

2 



To: Cyber From: Seattle 
Re: 288A-SE-NEW, 06/07/2007 

3 



To: Cyber From: Seattle 
Re: 288A-SE-NEW, 06/07/2007 

LEAD(s): 

Set Lead 1: (Info) 

CYBER 
AT WASHINGTON. DC 
For information. 

Set Lead 2: (Info) 

INTERNATIONAL OPERATIONS 

Set Lead 3: (Action) 

ROME 
AT ROME. ITALY 

Set Lead 4: (Info) 

OPERATIONAL TECHNOLOGY 

AT WASHINGTON. DC 
For information. 

(S) b l 

AT QUANTICO. VA 
For information. 

4 



From: 
Sent: 
To: 
Cc: 
Subject: 

• (OTP) (FBI) 
[ 

Z](SE)(FBI) 
Thursday. June 07.2007 5:12 PM 

frn-rn) (FBI) 
i(SE) (OGA) 

b6 
b7C 

288A-SE-93709 

UNCLASSIFIED 
NON-RECORD 

(S) 
158nbs01.ec (16 

KB) 

bl 

SA) 
FBI Seattle 

(Fax) 
(NextelH 

b6 blC b2 

UNCLASSIFIED 

DATE: D2-24-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
PEASON: 1.4 (CJ 
DECLASSIFY OH: 02-24-2034 

ALL INFORHATION CONTAINED 
HEBEIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

1 



tofP) (FBI) _ _ 

From: I kOTDHFBI) £6 
Sent: .Thursday Mpv31 ,2007 12:52 PM to/c 

To: (NY) (FBI) 
Ce: I «OTPI (FBI);| |(OTD) (FBI) 
Subject: CIPAV request 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

HiJ I As promised, here's a copy of the OTD STE policy, including the LEGAT and OPS Plan ECs mentioned in the 
policy: 

5TE Policy.WPD (52 Legat EC.wpd (17 OPERATIONS 
KB) KB) PLAN.wpd (8 KB) 

Read this guidance in context. A lot of it is written for overseas deployment of physical equipment and personnel at the 
request of the foreign government. Disregard those entries that don't make sense to your situation. 

]asked that you cover the following in your request: Summary of the case, details of the target and his/her equipment 
(as much as you know, such as OS, network topology, IP address(es), MACs, Internet connection type, security 
hardware/software, technical sophistication), legal authority and means of constraining to intended target, and what it is 
you want from our support (not the technical wants, but what you expect to get from this collection). 

Contrary to what I told you, please address the EC to the CEAU Chief, SSA| 1 

Good talking with you! 
u u 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 09-30-2008 BY 60322UC/LF/STP/g:g 

1 



SECRET // NOFORN // ORCON // 20320621 
OPERATIONAL TECHNOLOGY DIVISION (OTD) 
SIGNIFICANT MONTHLY ACCOMPLISHMENTS 

May 24-June 21,2007 
Electronic Surveillance Technology Section 
The Cryptologie and Electronic Analysis Unit (CEAU) reports the following: 
(S//NOFORN//ORCON) FIELD SUPPORT: • 

<S) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE. 

DATE: 09-30-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-30-2033 B 

irom: 
32 

SECRET // NOFORN // ORCON // 20320621 



SECRET // NOFORN // ORCON // 20320621 
(SJ 

(U/FOUO) 288E-SE-93709. On June 14,2007, CEAU's SDG, in conjunction with the 
Seattle Field Office, deployed a Computer Internet Protocol Address Verifier (CIPAV) to 
assist with the geophysical locating of a subject whom had issued numerous bomb threats 
and launched a Directed-Denial-of-Service (DDOS) attack against a local high school. 
The CIPAV provided information leading to the identity and arrest of a 15 year old male 
student from the victim high school who was taken into custody without incident at his 
home at approximately 2 A.M. this date. The minor confessed to issuing the bomb 
threats. Bomb threats dated this date were found on the minor's computer. The minor's 
computer equipment was seized and the arrest was made without incident. Following an 
interview with the minor, the Lacey Washington Police Department (LPD) was able to 
clear another threat case, as the minor confessed to issuing telephone death threats to 
teachers and others, including his parents, earlier this year. 

(U//FOUO) HEADQUARTERS SUPPORT: 
(U//FOUO) On Friday, June 1, 2007, two (2) members of CEAU traveled to LX1 and 
answered technical questions during a FISA renewal board. This was necessary to 

SECRET // NOFORN // ORCON // 20320621 2 



« 

SECRET // NOFORN // ORCON // 20320621 
successfully renew a CTD FISA requesting Hybrid Search and Surveillance authority. 
OGC expressed their appreciation for this effort. 

(S//NORFORN) LIAISON: 

(Sh* 

ibi 

(U//FOUO) June 12, 2007: In response to a request by the Digital Evidence Section 
(DES)/Forensic Audio/Video Image Analysis Unit (FAVIAU), a tour of 

was given t<£ 
b2 
b7E 

personnel wno nave an interest m Personal Digital Assistant (PDA) passwords and 
defeats. 

(U//FOUO) TRAINING CONDUCTED: 
(U//FOUO) June 6,2007: CEAU's STEG Manager, SSA| 
presented "FBI ce.U phone forensi.cs" to New Jersey prosecutors and investigators at the 
New Jersey Regional Computer Forensic Laboratory, Hamilton, New Jersey. 

b6 
b7C 

SECRET // NOFORN // ORCON // 20320621 3 



SECRET // NOFORN // ORCON // 20320621 
(U//FOUO) June 8,2007: CEAU's Software Development Group Manager, SSA 
I I delivered a presentation to the Online Undercover Course attendees at the 
Baltimore Field Office's Calverton Resident Agency in Calverton, MD. Topics addressed b 6 

V» *7 i""* 
were cryptography, remote access search and surveillance, and the Voicechaneer device. 
(U//FOUO) June 13,2007: CEAU's STEG Manager, SSAl 
presented an hour block on encryption and the Voicechanger device to the Innocent 
Images National Initiative (IINI) Basic Course in Calverton, MD. 

(U//FOUO) OTHER SUPPORT: 
• (U//FOUO) Terrorist Explosive Device Analytical Center (TEDAC)/Joint Improvised 

Explosive Devices Defeat Organization (JIEDDO) requested a technical opinion on 
b2 
b7E 

SECRET // NOFORN // ORCON // 20320621 81 



](OTP) (FBI) 
From: I l(QTD) (FBI) b7c 
Sent: Friday. April 27. 2007 9:49 AM 
T o : 1 " " " ~|(OTD)(FBI) 
Subject: FW: CIPAV Anthrax threat to cruiseliner. 

SENSITIVE BUT UNCtASStFIED 
NON-RECORD" ^ ^ 

| | here is the info about the Miami case (Parrot Head) 279B-MM-107759 

(S) \ In short, someone was threatening to release a pathogen on a Royal Caribiean Cruise Line ship unless they pay a b2 
' srierifiprl amm int nf mnnav I I b7E 

bl 

J... 

Information Technology Specialist 
Operational Technology Division 
Office-T 
Mobile 
Pager• 

b6 
b7C h 2 

-Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 

](OTD) (FBI) 
Wednesday, May 31.2006 9:23 AM 

lOTDifFBn 
ÎOTD) (FBI); Q 

FW: QPAV Anthrax threat to auiseliner. 

SENSITIVE BUT UNCTASSTIFIËD 
NON-RECQRF ^ ^ 

](OTD) (FBI) 

b6 
blC 

• 
Please coordinate withQ ]on this... we want to maximize our chances on this CIPAV. The warrants arent signed yet, 
but please prepare the message accordingly. DO NOT DEPLOY or give to the case agent until we have an approved 
warrant. (Pardon if I state the obvious). 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 
Subject: 

](MM) (FBI) 
Tuesday. May 30. 2006 3:34 PM 

](OTD) (FBI) 

QPAV 
JMM) (FBI) 

DATE: 02-12-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg :b6 

REASON; 1.4 (C) 
DECLASSIFY ON: 02-12-2034 

b7C 

SENSITIVE BUT UNCtASSlFlfÒ 
NON-RECORD 

Here is the affidavit and warrant. Could we send 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

(S) 
anthraf 

bl 
3 message saving b2 

b7E 
1 



(S) 
9 « : 3 

jet me Know, i am loaning at going to get me warrant siyneu on May i i or June i. 

i l l 

b6 
b7C 

SENSITIVE E BUVUNCLA^SI SIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



To: 
Subject: RE: EC Directing end to CIPAV operations 

SENSITIVE BUT UN 
NON-RECORD 

C L ^ g j R E p ' 

Thanks for the EC.l 
Jit not, could you get and provide that info to me as soon as feasible. 

Thanks, 

SS4. 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
(fax-unclass) 

b2 
hi A 

b6 
blC 
b2 

—Original Message— 
From: I 
Sent: 
To: 

I(CI) (FBI) 
Friday. February 23. 2007 2:55 PM 

I l(CG) (FBIfcl KM» 
I rëî Ï Ï I M 

ifBI);L—_ M S 
(CG) (FBI); 
iOTD) (FBI)! 

KOIŒEH. 
Ç o l 3 0 ) (FBI); C 

VOTm (FBI m 
JCC |(Q) (FBI) 

Subject: EC Directing end to CIPAV operations 

SENSITIVE BUT UNCkftgsiFIED 
NON-RECORD \ 

This is an update on 
bëen approved. 

« File: EC ending web bug operations » 

Desk 
Nextel 
Direct connect 

Va) freni . 
KCyD) (FBI)i 

lfCYP)f^BI);[ 

3-CyD) (FBI)jJ 
O i l i O ü l 

j:a)(FBi)i; 

bl 

h 6 
blC 

lai lFBI); ___B<L 
IfCvD) fFBni 

_ _ j a ) ( F B I ) ; 

b7A 

This EC has not yet 

ÎS) 

Text Messages 

DATE: 02-09-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-09-2034 

b6 
b7C 
b2 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



i 2 i 2 i m 

Subject: 
Start Date: 
Due Date: 

Status: 
Percent Complete: 
Date Completed: 

Total Work: 
Actual Work: 

Owner: 

CIPAv 
Thursday, March 08, 2007 
Thursday, March 08, 2007 

Completed 
100% 
Monday, March 26, 2007 

0 hours 
0 hours 

:b6 
b7C 

(OTD) (FBI) 

[ Spke wi aC I He advised that they have a case in which[ 
b2 
b7E 

1 Would like to depoloy a CIPAV to geophyslcally locate the subjects. Will 
forward EC setting lead for CEAU's assistance. In addition, he is currently working on the SW. He is using the CI SW as a 
ponie. 

From: 
Sent: 
To: 
Cc: 
Subject: 

Follow Up Flag: 
Due By: 
Flag Status: 

UNCLASSIFIED 
NON-RECORD 

c ](OTD) (FBI) 
Tuesday. March 06. 2007 11:39 AM 

• (TP) (FBI) 
fc (OTD) (FBI); 

CIPAv 

Follow up 
Thursday, March 08, 2007 1:30 PM 
Flagged 

he 
b7C 

(OTD) (FBI) 

C=z=] 

Good to hear from you I I appreciate the TELCAL and your interest in the CIPAV. 

I am forwarding your request to£ 
that does the CIPAV. His telephone number is[ 

Hope you are doing well! 

|Program Manager of the Software Development Group. They are the team 
b6 
b7C 
b2 

] Can you please calll I- he has some questions on the CIPAV-hls telephone number is£ 

SSA[ 
Secure I ecnnoiogies txpioitation 
Cryptologie and Electronic Analysis Unit 
Operational Technology Division 
Fnninpprinn Rpcparrh Facility 

voice 
3TU III 
:ax (non-secure) 
'•ax (secure) 

b6 
b7C 
b2 

UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-30-2008 BY 60322UC/LP/STP/gjg 



](OTD) (FBI) 

From: I |(OTD)(FBI) 
Sent: FrWgY, March 23. ?007 2:48 PM 
To: I - ICQ (FBI) 
Cc: I »OTP) (FBI) 
Subjectt: Removal of data from CEAU IPAV Regarding Case| | b2 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 

Removal of data from CEAU IPAV Regarding Case b2 
I I our records indicate that were are no longer actively collecting data for your case. 

Please download and save all data regarding your case from the CEAU IPAV server by June 23 2007. Once we have 
received confirmation that you have downloaded the data it will be deleted from CEAU computers and servers. This allows 
us to free up additional server capacity to support other matters. 

If you need more time to download the information we would be happy to accommodate you. Please contact me regarding 
the disposition of the data and the computers. 

v/r 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 10-16-2008 BY 60322UC/LP/STP/gjg 

1 



](OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

L ](OTD)(FBI) 
Friday. March 23. 2007 10:09 AM 

J 

RW[ 

SENSITIVE BUT UNCLASS^j fcT^ 
RECORDI I 

—(TP) (FBI) 
EOTD) (FBI) 

I- Computer Tracer 

b6 
blC 

b2 

| | just to confirm. 

I'm sure you notice the activity last night. Their was no new data given. 

I will have| |set up a log in for you to download the IP logs from the last few days. 

I am not sure what else we can do to help. 

If you have any questions please feel free to contact me. 

v/r 
n u 

b6 
blC 
b2 

Information Technology Specialist 
Operational Technology Division 
Office • 
Mobile 
Pager • 

—Original Message— 
From: I 
Sent: 
To: 
Subject: 

](TP) (FBI) 
Thursday, March 22,2007 3:07 PM 

I IrnTDVFBn 
I ' 

b2 

R&C • Computer Tracer 

S F N S I T I V E B U T JYE 
L RECORI 

C D 
No pages, so I'm assuming no activity. Could we get the Ips that have hit it so far? 

Thanks, 

h 6 
blC 

Tampa Cyber 

—Original Message— 
From: I l(OTD)CFBI) 
Sent: Wednesday. March 21, 2007 1:28 PM 
To: I , tTPI (FBI) 
Cc: I JfOTD) (FBI);(_ 

DÄTE: 02-24-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REAS0H: 1.4 (C) 
DECLASSIFY 0U: 02-24-2034 b2 

](OTD) (FBI) 

ALL IHFORHATION C0HTAIHED 
HE PI III IS UNCLASSIFIED EXCEPT-
WHERE SHOOT OTHERWISE 



I just wanted to document the steps we have taken in the last few days. 

he 
hlC 

Friday 16 March - Tampa field office contacted CEAU requesting assistance on locating a computer being used 

Monriav 19 March 

Please feel free to amend or modify if needed, 

v/r 

h 6 
hlC 
h 2 

Information Technology Specialist 
Operational Technology Division 
Office 
Mobile 
Pager 

—Original Message— , 
From: I IfTP) (FBI) 
Sent: Monday, March 19, 2007 8:47 AM 
Toil kOTDXFBI) 
Subject: Wire Receipt for CIPAV 

SENSITIVE BUT UgCtASSiRgCT^ 

rf 



NON-RECORD 

b6 
As per our telcal, here's the wire receipt for the CIPAV. Thanks again for your assistance! b7c 

Tampa Cyber 

« File: Transfer Receipt.doc » 

3 



(OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 
Friday Marrh 16, 2007 10:04 AM 

(OGC) (FBI) 
FW: CIPAV Request 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C 
b2 

I I 
Can you please review the attached affidavit and let me know what the contemplated court ordered authorizations 

are present. TP wants to submit this for signature this aftenoon. That would put us on the clock for providing a solution no 
later then Sunday, March 25th. Let me know your findings as soon as possible so that I can respond to the FO. 

Thanks, 

S S / T ] 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
(fax-unclass) 

—Original Message— 
From: I |(TP) (FBI) 
Sent: 
To: J |(OTD) (FBI) 
Cc: 
Subject: FW: CIPAV Request 

I H'r) 
Thursday. March 15. 2007 4:02 PM 

I |(OTD) (FBI) 
I " Ì T P Ì (FBI) J KCYO) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

to 6 
tolC 

Here's a draft of our search warrant affidavit to obtain the CIPAV. It's moving through our legal dept and AUSA's office. 
Let me know if you all have any technical changes. 

Thanks, 

SÌN. 

cipav.wpd (89 KB) 

—Original Message— 
From: | I (TP) (FBI) 
Sent: Thursday. March 08. 2007 3:22 PM 
To: | | (OTD) (FBI) ' 
Cc: f IIH) (FBI)j jJP) ( F B I ) r — — i T P ) (FBI);| |(TP)(FBI) 
Subject: CIPAV Request r 1 r 1 1 

ALL IHF0KK&TI0N C0WTAIHZD 
HEREIN 15 UNCLASSIFIED 
DATE 09-24-2008 BY 60322UC/LP/STP/gjg 

1 



SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

As per our telcal, here's the request for the CIPAV for Tampa's Group II UCO. I'll send you a draft of the search warrant 
affidavit tomorrow. Please advise if you need any additional info. ^ 

Thanks, b 7 c 

Tampa Cyber 

cipav.request.wpd 
(28 KB) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 

To: Operational Technology 

Cyber 

From: Tampa 
Squad 8 

Contact : SA 

Approved By: 

Drafted By: 

Case ID 

Title: 

Date: 03/08/2007 

Attn: Cryptologie & Electronic 
Analysis Unit 

b6 
blC Attn: SSA| 

CyD/CIS/C3lU-l, Room [ 

• 
]:den 

h 6 
blC 

(Pending) 
b2 
b7A 

Synopsis: Request the deployment of'a Computer & IP Address 
Verifier (CIPAV). 

Details: 
BACKGROUND 

b7A 

ALL INFORMATION C0HTAIHED 
HEREIH IS UNCLASSIFIED 
DATE 10-02-2009 BY 60322 UCLP/STP 



To: Operational Technology From: 
Re: 03/08/2007 

Tampa 

h 2 
hi A 
h 6 
hlC 

Tampa is currently drafting thé search warrant 
necessary to obtain the requested CIPAV, which Tampa hopes to 
deploy on or around 03/15/2007. 

5 



To: Operational Technology From: Tampa 
Re: \ 03/08/2007 

LEAD(s): 

Set Lead 1: (Action) 

OPERATIONAL TECHNOLOGY 

AT QUANTICO. VIRGINIA 

The Cryptologie & Electronic Analysis Unit is requested 
to facilitate the deployment of a CIPAV to support captioned 
Group II UCO. 
Set Lead 2: (Info) 

CYBER 

AT WASHINGTON, P.C. 

For information, read and clear. 



] (Q T D ) (FBI) 
From: 
Sent: 
To: 
Subject: 

[ jOTD)(FBI) 
Thursday, March 08, 2007 4:35 PM 

I ~l(OTD) (FBI);| 
RE: CIPAV Request 

JITD) (FBI) 

to 6 
tolC 

SENSITIVE BUT ÙNGEASSÎFÎED 
NON-RECORD ^ 

Seems that since the UCE is in direct communication with the target, we may be abe to 

It would be helpful to know the e-mail provider for the target and UCE. 

J... 

[ ] 
Information Technology Specialist 
Operat 
Office-
Mobile 
Pager 

onal Technology Division 

b6 
b7C 
b2 

b l 

(SJ 

—Original Message— 
From: I 

To: 
Cc: 
Subject: 

HOTD) (FBI) 
Sent: Thursday, Marc* 08,2007 4=24 PM 

IriTPHFBn Ui 
J OTD)(FBI) 

FW: aPAV Request 

SENSITIVE BUTÌJRFCFCASGJFÌED 
NON-RECORD ^ 

Gentlemen, 

Here is the EC regarding the Tampa case. Let me know your thoughts. 

SSA[ 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
(fax-unclass) 

to 6 
b7C 
b2 

—Original Message-
From: | 
Sent: 
To: 
Cc: 
Subject: 

](TP) (FBI) 
Thursday. MardiQ8. 20073:22 PM 

I IfOTDt (FBI) 
I "TP^ (FBI);| 

CIPAV Request 

SENSITIVE BUT UNCH*ÉSÌFIED 
NON-RECORF ^ ^ " 

DATE: 02-24-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REAS0H: 1.4 (C) 
DECLASSIFY OH: 02-24-2034 

](TP) (FBI);[ 3TP) (FBI);[ ]CTP)(FBI) 

ALL IHF0RHATI0N C0HTAIHED 
HEREIH IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



, J [=• 
As per our telcal, here's the request for the CIPAV for Tampa's Group II UCO. I'll send you a draft of the search 
warrant affidavit tomorrow. Please advise if you need any additional info. b6 

b7C 
Thanks, 

I , , . l Tampa Cyber 

« File: cipav. request.wpd » 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT BNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



(OTP) (FBI) 

From: I l(OTDKFBI) 
Sent: Friday. March 02. 2007 10:54 AM 
To: I l(OTD) (FBI) 
Subject: FW: RMS Request 000000000115736 aged of at least 60 days. 

UNCLASSIFIED 
NON-RECORD 

can you please clear this from RMS? 
Thanks 
J. . 

Information Technology Specialist 
Operational Technology Division 
Office 
Mobile 
Pager -

b2 
blE 
b6 
blC 

Original Message 
From: Request Managment System [mailto:| [I 
Sent: Friday, March 02, 2007 10:39 AM 
To= I ^ I Sub]ect: RMS Request 000000000115736 aged of at least .60 days, 

RMS Request 000000000115736 aged of at least 60 days. 
Division (Required) 
Program (Required) 
Unit (Required) 
Item (Required) 
Classification 
Requested Support 

OTD 
Computer Exploitation 
CEAU 
Remote Computer Search/Surveillance 

112 
2000104 
536870924 

. Per previous telephone conversations between SA| l(STL) andC 
| St Louis Division is requesting that CEAU install CIPAV devices in | 

J-1014;3730; 

UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-23-2008 BY 60322UC/LP/STP/gjg 

1 



r (OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

](OTD)(FBI) 
Friday March 0? ?007 10:54 AM 

(OTD) (FBI) 
FW: RMS Request 000000000116159 aged of at least 60 days. 

jIFIED 
iON-RECOS 

b6 
hlC 

| ] can you please clear this from RMS? 
Thanks 
J. . 

Information Technology Specialist 
Operational Technology Division 
Office 
Mobile 
Pager -

Original Message ' 
From: Request Managment System [mailto:| | "7C 
Sent: Friday. March 02, 2007 10:39 AM 

] To: 
Subject: RMS Request 000000000116159 aged of at least 60 days. 

RMS Request 000000000116159 aged of at least 60 days. 
Division (Required) : OTD 

DATE: 02-09-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-09-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



(OTP) (FBI) 

From: 
Sent: 
To: 

c ](CI) (FBI) 
Friday. March 02, 2007 8:40 AM 

I rOSKFBI): 

:b6 
b7C 

tciHFBIH 
|fMW) (FB]]j_ 

Subject: 

UNCLASSIFIED 
NON-RECORD 

(CvD) (FBI)l 
I l(OTD) (FBI);| 
(FBI) 

IfOSUFBIlJ 
rci)(FBi);| 

I ì c M È B E C Z 
ZECHEBEI 

JCI) (FBi);[ 

FW 

An additional document for the conference all is posted below (at the bottom). 

Desk 
Nextel 
Direct connect 

—Original Mi 
From: 
Sent: 
To: 
Subject: 

less| as; 
](IP) (FBI) 

Friday Marrh 07 2007 8:39 AM 
> . Centra) 

FWl 

UNCLASSIFIED 
NON-RECORD 

Here it is. 

Original Message 
From: 
Sent: 
To: I 
Cc: 
Subject: 

L }IP) (FBI) 
Thursday. March 01. ?f]Q7 2:22 PM 

IIP) (FBI) 
"ken (ran 

UNCLASSIFIED 
NON-RECORD 

M l ) : 

J Ô Î D 

b2 
b7E 

b6 
b7C 
b2 

b2 
b7E 

b6 
b7C 

b2 
b7E 

BThe lead i^ |. It's in your lead box now. Attached is[ 

iginal 302 toyou, so you can package it up witn your final product for CI. 
| | Our investigation takes us to Evansville RA. I've reassigned the lead. 

^302. I'm routing 

060dd01.302 (12 
KB) 

UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 09-24-2003 BY 60322UC/LP/STP/gjg 



r (OTP) (FBI) 

From: 
Sent: 
To: 

Subject: 

Importance: 

] (CI) (FBI) 
Frirlav Marrh 00 9fin7 « 9Q AM 

h 6 
blC 

l iei ) (FBI); BI: 
li JfMWWFBIVI 

(CyD) (FBI)I 

W = , ( f e î 5 n F S Ô C = 

RE: Web Bug Analysis Conference Call 

High 

tomi 
l o S ) (FBI)!" 

ICIVFBIÌ:! 
TfCvPi (FBl)f 

irr.nfFRiv 

JCI)(Fßl);[ 
B U E 

JöTD) 

UNCLASSIFIED 
NON-RECORD 

daytonbeac report 
.doc (190 KB)... 

m 

] 038mpe01.ec.wpd 
Analysis (14 KB) (27 KB) 

Dear Conference Call Participants, 

Here are some documents for your review before we begin the conference call. Conference call information is posted 
below. 

b6 
blC 
b2 

SJ4 
Desk 
Nextel 
Direct connect 

Desk 
Nextel 
Direct connect 

-Original Message— 
From: I IflRVFBH 
Sent: Turoiav Marr 
To: 

pi f2007&mai , , , 
(g)(FBI)|_ IQSÌÌEK) bs) (FBI)) J[CI) (FBI); 

IÇI) (FBI)»! I IfnWFiPf [MW fFRÏîT FCVD) (FBI); 
• (CyD) (FBÔ1 reiMWh-HM IWV4 J n r j IfÖHFBn: Z Z j C y D ) (FBÜI f/'lUWh- HM i w r r t t n r l 

p T D ) (FBI)| , 0 ) (FBI) j KOTO) (FBI) 
Subject: RE: Web Bug Analysis Conference Call 
Importance: Hig 

UNCLASSIFIED b6 
NON-RECORD b 7 c 

S A C H 

Your call was scheduled as requested. To access the conference system, diali I when prompted, 
enter your pin code] | Your parties may begin dialing in as early as 9:45 AM (EST) on 3/2/07. 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-24-2008 BY 60322UC/LP/STP/gjg 



If you have any questions, please call SIOC at 

I 

] or e-mail SIOC at HQ_DIV13_SIOC. 

EAS 
£1D£ 

b6 
b7C 
b2 

—Original Message— 
From: |_ 
Sent: Tursriav. Marr 01.2007 5:48 PM_ 

rosïïFBn:! To: 

r-^P £BÏ)C 

J O ) (FBI) 
" -QP7-JÇ 

11 KCyO)(FB 
(OTD) (FBI)| 

Subject: Web Bug Analysis Conference Call 
Importance: Hig 

UNCLASSIFIED 
NON-RECORD 

rUINJ:»! 
ÌOS) (FBI)f 

][MW) (FBM 
p p r a s i Ä 
(CI) (FBI);) 

h 6 
hlC 

I a i Œ B I ) ; [ 

J[OTD) (FBI) 

M , 
ICyDHFBp 
1(a) (FBI)£: 

l a L 

Dear SIOC, 

Cincinnati requests a conference call for 12 participants tommorow (3/2/2007) at 10:00 a.m. EST. The 
Point of Contact is SA| | (see below). The purpose of the conference call is to discuss with STAU analysis 
of web bug data. Please respond to aH with the conference number and PIN. 

Best wishes, 
he 
hie 
b 2 

SA 
Desk 
Nextel 
Direct connect 

Desk 
Nextel 
Direct connect 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

2 



"QTPHFBO 
From: I l(CI) (FBI) 
Sent: Monday. February 26. 2007 4:13 PM 
To: t kOTm (FBI) 
Subject: RE: EC Directing end to C1PAV operations 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Deal I 

I'm working on that issue. 

Thanks, 

b6 
b7C 
b2 

Desk 
Nextel 
Direct connect 

—Original Message— 
From: I l(QTD) (FBI) 
Sent: Monday. February 26, 2007 10:21 AM 
T o : I IfCD (FBI) 
Subject: RE: EC Directing end to CIPAV operations 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks for the EC. By the way, were you able to gather the info from the bank concerning which accounts were 
actually hit by the subjects? If not, could you get and provide that info to me as soon as feasible. 

b6 
Thanks, 

SSAL ] 
b7C 
b2 

Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

Ïdesk). 
cell) 

fax-unclass) 

DATE: 02-09-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-09-2034 

—Original Message— 
From: I l(CD (FBI) 
Sent: Friday, February 23, 2007 2:55 PM 
To: I , ftp (FBI); I 

(PBQj , 
J~TQrt>1 (F8IV.I. 

bCVD) CFBÏÏf 
k g i ö 

l£Sl(FBl);| _ 
roTDiTF5ïïT~ 

I S I Î E B E 

l a ) (FBL):f 

, 1(OTDHFBI)-| 
caxFBOi Ifa) (FBI) 

Subject: EC Directing end to CIPAV operations 

Muam 
J(CyD) (FBI);[_ 

IfCvDVFBM 

jCyD) (FBI)J 
(JKHFBIU 

J(Q)(FBI)L 

b o 
IfCvD^ fFHIV 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



SENSITIVE B iSSIFIED 
NON-RECORD 

This is an update on 
not yet been approvebr 

« File: EC ending web bug operations » 

Desk 
Nextel 
Direct connect 

b l 

This EC has 

(Si 
:b7A 

b6 
b7C 
b2 

SENSITIVE B CLASSIFIED 

SENSITIVE BUT UN OSSIFIED 

SENSITIVE BUT UNCÜ fFIED 

2 



SECRET 
(Rev. 01-31-2003) 

DATE: 10-02-2009 
CLASSIFIED BY 60322 UC LP/STP 
REASON: 1.4 (c) 
DECLASSIFY OH: 10-02-2034 

ALL INFORMATION COHTAIHED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Cyber 

OTD 

Chicago 

From: Cincinnati 
Squad 13 

Contact: SA [ 
Approved By: 

Drafted By: 

Case ID #:1 

Title: CIPAV OPERATIONS; 

[ 
[ 

Date: 02/23/2007 

Attn: C3IU-2 
SSA r 

Attn: DES/CEAU 
UC 

Attn: 

] (Pending) 

Synopsis: CIPAV operations have ended. 
Reference: 

SSA E 
SA I 
SA[ 

1 

1/ NRA1 
b2 
b7E 
b6 
b7C 

'b6 
blC 

hi A 
hi 

Details: Cincinnati has employed a Computer and Internet Protocol 
Address Identifier ("CIPAV") to gather evidence concerning 

IS) 
b l 

ALL INF0RHAT]§£|glRgj$NED 
HEREIN IS UNCLASSIFIED 
DATE 02-24-2009 BY 6Q322UC/LP/STF/gjg 



To: Cyber From: Cincinnati b2 
Re: 1 I 02/23/2007 *>7A 

2 



SECRET 
To: Cyber From: Cincinnati 
Re: I I 02/23/2007 b2 

LEAD (s) : 

Set Lead 1: (Info) 

CYBER 

AT C3IU-2. DC 

Read and clear. 

Set Lead 2: (Action) 

OPERATIONAL TECHNOLOGY 

AT CEAU. VA 
End CIPAV operations in support of this case and send 

evidence to Cincinnati. 
Set Lead 3: (Action) 

CHICAGO ;bl 
AT NRA.1 

(S) 
Discontinue support of undercover accounts associated 

with this case and send bill for services to Cincinnati. 

SECRET 

3 



From: 
Sent: 
To: 

Subject: 

(OTP) (FBI) 

I C D ( F B I ) 
Tuesday. February 7Q 2007 3 : < M £ M 

JCI) (FBm 

(JK) (FBI l i 

(CI) (FBI 
rCI)(FBI) :r rCvDWFBlll 

iwùimn 
KCvD) (FBI)I 

(CyL)) (hBI)| 
RE: Today's CIPAV rerport 

KCl) (FBI); 
linrnx ÎFRIVI 

b6 
_b7C 

raw 

I J ( C I ) (FBI); 
l o T m (FBhj 

n 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD" ^ ^ 

CART in FL is working on it. 

Original Message 
From: | 
Sent: 
To: 

1(a) (FBI) 
lì iflffllaw Fahriiary 20, 2007 3:33 PM 

1 
aar 20, 2007 3:3 

i (CI) (FBpJZ 
TSburanr 

](CI) (FBI)F 

Subject: RE: Today's CIPAV rerport 

SENSITIVE BUT UNCLASStftED^ 

POTDÙFBÌT 
miEBDJ-. 

n a u 

NON-RECORD 

] 0 ) (FBI){ 

mùitim 
[CyD) (FBÏ)T* 

I(CI) (FBI)C 

kgyÇ>)<FBnr3K? (FBI)i" 
n i O ) (FBI)j 

] 
b6 
b7C 

—Original 
From: 
Sent: rue! 
To: 

Subject: RE: Today's OPAV rerport 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD" ^ ^ 

I had the same question abouf" 

—Original Message 
From: 
Sen t : 
To: I 

•ten (FBI) 
Tiipqiav- F e h n i ^ O 7007 VOfi PM 
1(a) (FBI); I ta) (FBI);L 

DATE: 02-09-200.9 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (CJ 
DECLASSIFY ON: 02-09-2034 

h 2 
b7D 
b7E 

](a)(FBI);| 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

](CyD) (FBI);[ 



-ggeSEi 

¡ZEBÜE 
Ì0TO)(FBnr 

L 
rcvpuBBn 

KÖHFBI)J_ 

m m L 
liCvP) fFBIÌlf IfJK) (FBnf 

Subject: RE: Today's QPAV rerporf 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD" ^ 

roTDi (FBITT 
] (äj (FBI) 

rW30I<;:3»J . rcspyl 
JCyD) (FBI);| \ 

(a) 
KTOFBI); 

b6 
b7C 

A link chart would help me (as I am a little slow). but I have a question 
•̂K̂ iil-l J -h7 b7D 

b7E 

SA ] b6 
b7C 

Original Messapfc 
From: 
Sent: 
To: 

aoe 

Subject: 

(QTD)(FBI);| 

E S P L_|(CyD) (FBI)£_ 

I(CI) (FBI) 
!0, 2007 
Vcn (FBIV 

Tuesday. February 20. 2007 ?:44 PM 
llL 

CI) (FBDL 
DifFBI);! 

TCVD) (FBI)I 
loiIEEüI 
JCJK) (FBJQ£ 

bSMFBIli 

FW: Today's CIPAV rerport 

IfCvDI FFBILF 
ten (FBNJ 

IfQTDI fFBIi:! 
_|(CI)(FBI)| 

1 _ _ F p S E i E 
jfCvDi iFBItt 

]iuj irei; 

SENSITIVE BUT UNC 
NON-RECORD 

SA[ 
Desk 
Nextel 
nirprt rnnner.t 

b6 
b7C 
b2 

—Original Message-
From: [ 
Sent: , 
To: I 
Subject: 

Tnoertaw fohmi 

Today's CIPAV rerport 

SENSITIVE BUT UNCLÌASIGIEP^ 
NON-RECORD" ^ 

• (OS) (FBI) 
.To, 2007 2:21 PM 
(CI) (FBI)J ] (CI)(FBI)[ 3a)(FBI) 

Hi Guys, 

I hope everything is going well with your investigation. WE've been looking at the CIPAV stuff today and I 
have the following report to add from recent activity. We're still looking at stuff and expect a second report, „ 
maybe tomorrow morning, but we're trying to feed you info as fast as possible. ,nj7, & I hi 

We're thinking a conference call maybe tomorrow might be a good idea? 
bl 

( S ) [ 



b l 

Here's the report for today: 
<S) 

^ Ps. I'm headina^out right now, but feel free to try me on my cell if you need anything or have any questions 
b6 
b7C 
b2 

(SJ 

b l 

J 

^ S i e s E x 



min 

(S) 

(S) 

hl 



(S) 

From: 
Sent: 
To: 

Subject: 

S ^ R ^ T 

~ 1 O T P ) ( F B I ) 
b 6 
b 7 C 

H(CI) (FBI) 
, Tht irsriRV Ffthrnarv 1f>, 2007 5:06 PM 

vi 

(JK) (FBI); 
UK) (FPD; 

II V li 

I — « 1 (CI) (FBI) 
(OTP) (FBI); 

HCI1(FBI);[ 

fP,l)fFPI);[ 

Tfrrrm (FRnf 

kCyD)(FBI); 
frr.n VFRIV 

KCYD)(FBI); 

](CI)(FBI);[ { F B I 
J- CIP, CIPAV may have deployed 

ICYQ) (FBI)! 
J(CI) (FteTT 

l(CyD)(FBI); 

KCvD) (FBOi 
](òl) (FBI) 

b 2 

SENSITIVE BUT UNCERTIFIED 
RECORPj I 

b l 
b 2 
b7E 
b7A 

s£ 
Desk 
Nextel 
Dirfiri rnnnpnt 

b 6 
b7C 
b 2 

SENSITIVE BUT UNCLASSIFIED 

DATE: 02-24-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-24-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

1 



J 
( O T P ) (FBI) 

b 6 
b7C 

From: 
Sent: 
To: 

Subject: 

](CI)(FBI) 
Wednesday. February 14, 2007/VM AM 

CI) (FBI):I 

(JK) (FBI) 
UK) (FBIj 

lUTI miEBjif 
iO)(FBI)[ 

I(ÇI)(FBI)( 

OTP) (FBI)f 
KCvDÏÏFBIV 

r 
m m 

ICyD) (FBI); 
kCI) (FBI): 

](CvD) (FBI): 

ÎÇyD) (FBI)t 
J(CI)(FB 

msmwi 

JCIPAV update 

JCI) (FBI); 

SENSITIVE BUT UNCEftgSlHED 
RECORD] ; 

b7A 
b2 

The investigating Agent checked the log files for the CIPAV hpinn nrwateH pursuant tn a forisral ssarnh warrant 
obtained nn 0?/l?/?f)07. The previous update discussed log entries I . I 

Desk 
Nextel 
Direct connect 

b 6 
b7C 
b 2 

SENSITIVE BUT UNCpkSStglED^ 

DATE: 02-09-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-09-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



(OTP) (FBI) 
be 
bic 

From: 
Sent: 
To: 

Subject: 

(JK) (FBI) 
(JK) (FBI) 

SENSITIVE BUT 
RECORP| / 

UN^LAÌ 

(CI) (FBI) 

P ' 
m 

Tuesday. February 13, 2007 2:55£M. 
) j _ ;CI)(FBI)d 

l i 

l £ i l (FB I ) ; [ 

iciMFBIV. [ 
k y 

JCyD)(FBI)J 
UC\UFB\)i 

fgvP) (F Î); 

»Jiia-iiï 
n a t u r a i 

}CyD) (FBI)[ 
liCvDUFBH:! I 

j(CI) (FBI); 

SSIFIED 
b2 
b7E 
b7A 

This is th£ ÜDaily Update for February 13, 2007: 

On Friday, 02/09/2007, our CIPAV search warrant expired and monitoring was shut down. It was the opinion of 
our AUSA that a seemless renewal of the CIPAV was not possible because search warrant execution periods can not be 
extended. On Monday, 02/12/2007. we learned thatl 

J After learning this, I drafted a new affidavit. On the evening of 02/12/2007,1 made return on the 
five previous search warrants, marking them unexecuted. I then obtained five new search warrants and provided faxed 
copies to CEAU/ERF. At 7:16 p.m. the CIPAV again became functional. 

(St f 
Starting at 12:23 p.m. EDT on 02/13/2007, i anain 1 This tima 

I Analysis nf the loos indicates the IJnsuhfsi are usina" 

b l 
b 2 
b 7 E 
b7A 

(S) 

We are still looking at the logs to determine what we now know. At 2:46 p.m., I spoke with UC(_ 
about interpretation of the logs. She indicated that she would conduct liaison with STAS to obtain interpretation of the logs.^o 

blE 
be 
bIC 
blA 

Expect another update tommorow, 

Sincerely, 

Desk 
Nextel 
Direct connect 

DATE: 02-24-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-24-2034 

b6 
b7C 
b2 

SENSITIVE BUTUN€kag^SIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



i 2 I 2 i m . 
From: 
Sent: 
To: 
Cc: 
Subject: 

[ ](OTD)(FBI) 
Friday February 09. 2007 9:40 AM 

kOTD) (FBI) 
I "j(OTD)(CON);[ 

Kb: ühut down CIHAv 
10TD)(C0N) 

SENSITIVE BUT UN 
RECORDj 

nc^SSÌF ED b2 

Per your directions, as of 0935 on 9 Feb 2007 the case was closed 
J... 

b6 
b7C 
b2 
_b7E 

Information Technology Specialist 
Operaj 
Office 
Mobile 
Pager 

—Original Message— 
From: I IfQTD) (FBI) 
Sent: Friday. February 09, 2007 :34 AM 
To: I |(OTD)(FBI) 
Subject: FW: Shut down CIPAV 
Importance: High 

SENSITIVE RUT 
RECORD b2 

EZ3 
Read below and execute ASAP! 

b 6 
b7C 
b2 

Thanks, 

SSAT 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

[desk) 
[cell) 
[fax-unclass) 

—Original Message 
From: I 
Sent: ' hfioav. hecruar? 
To: I , 

(a) (FBI) 
09,2007 :07 AM 
lOTDHFBI);! 

Subject: Shut down CIPAV 
Importance: High 

SENSITIVE BUT U 

J(CyD) (FBI) 
ICyD) (FBI);[ J a ) (FBI);[ ](Q)(FBI); 

RECORD! 
ED 

DATE: 02-09-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASOH: 1.4 (C) 
DECLASSIFY OH: 02-09-2034 . b2 

ALL INFORMATIOH CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Dear SSA[ 

Sincerely, 

Desk 
Nextel 
Hirprt rnnnert be 

bic 
b2 

SENSITIVE LASSIFIED 

SENSITIVE BUTNUNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



r (OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

I C I ) (FBI) 
Wednesday January 31, 2007 3:55 PM 

l(OTD) (FBI) 

SENSITIVF RUT iiKin A-SSIFIED 
RECORD I b2 

b7E 

Please notify me at the numbers listed below: 
b6 
b7C 
b2 

Desk 
Nextel 
Direct connect 

—Original Message 
From: I. 
Sent: 
To: 
Cc: 
Subject 

Z D ( O T D ) (FBI) 
Wednesday. January 31, 2007 3:52 PM 

I fen (FBI) 
IfCHfFBT) 

RE 

SENSITIVE BUT UNCLASSIFIED 
RECORD| 

be 
blC 
b2 
b7E 

b2 

We are ready to go.f 

Thanks, 
Kd 

—Original Message— 
From: I L A ) (FBI) 
Sent: Wprinpsdav. lannaty 31, 2007 12:05 PM 
To: I 

Subject:^ 

ay 

1 
(CI) (FBI)£ 

[(CyD) (FBI) l 
"KQTP1 (FBI) 

SENSITIVE BUT UNCLASSIFIED 
RECORD | | 

Dear UC[ ]et al, 

JCyD) (FBiTÎ 
HOP) (FBI)£ 

|(CyD)(FBÏj£ 

b2 
b6 
b7C 
b2 
b7E 

L 
As of noon on 01/31/2007,| 

] We await word from ERF that the CIPAVs have been triggered. 

Best wishes, 

-SAL 
3 Desk 

tais 
S (FBI); ' 

be 
bIC 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-24-2008 BY 6Q322UC/LP/STP/gjg 



Nextel 
Direct connect b6 

b7C 
b2 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



I O T P ) (FBI) 

From: I IfOTDWFBn 
Sent: .Friday, 12 2007 3:10 PM 
To: I I (OTP) (FBI) 
Subject: jj 

Case is 315Q 

PannaetoH gi.r>r.»rt ie-

b6 
b7C 

b2 
b7E 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

| 11 have received the following RMS request. It looks similar tfl but don't know if it is or not. 

Here is the RMS info. b2 
b7E 

< 
Contact! 1 b6 

b7C 

SENSITIVE BUT UNCLASSIFIED 

DATE: 09-26-2008 
CLASSIFIED BY 0322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-26-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

jieRC 
i 



I *0TD> <FBI> ; :b6. 
From: I kOTD) (FBI) b 7 c 
Sent: _ F r i d a y l a m i a r » 19 9 n n 7 1 2 : 3 6 P M 
To: t S U ( F B I ) 
C e : I E c T D H F B I ) 
Subject: FWJ 

UNCLASSIFIED 
NON-RECORD 

h 6 
blC 

[ = 1 

Review the below listed opinion. If possible, execute on as many of the suggestions as you can. If you think of any 
other steps you can take, excluding ones we have already discussed, implement them so that| | ^ 

I b7E 
Thanks, 

SSAI I 
Operational Technology Division 
Digital Evidence Section 
Cryptologie and Electronic Analysis Unit 
Software Development Group 

(desk) 
(cell) 
|(fax-unclass) 

b6 
blC 
b2 

—Original Message— 
From: | (FBI) 
Sent: Thursday. January 11. flw 5:19 PM 
To: IfpGCHFBIVl rOGQ (FBI) 
Cc: kOTD) (FBI)] KOGCHFBn 
Subject: RE:| | 1 b6 

UNCLASSIFIED b 7 c 

NON-RECORD b 2 

Ccto[ 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology L a w Unit 
Engineering Research Facil ity 
Bldg 27958A, Room A-207 
Quantico, VA 22135 
Tel.! 
Fax] 

-Original Mpranp-
From: (OGC) (FBI) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 12-24-2008 BY 60322UC/LP/STP/gjg 



Sent: Thursday, January 11, 2007 5:17 PM 
To: 
Cc: 
Subject: 

(OGC) (FBI) 
fOTTO fFBn 

b 6 

UNCLASSIFIED b 7 c 

NON-RECORD 

As discussed. I concur that the CEAU proposali 

Ultimately, these facts not only need to be document, but we will need to know who witnessed each of them as a 
precaution to proving that there was not a domestic tracking without a court order | 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

2 



From: 
Sent: 
To: 
Subject: 

( O T P ) (FBI) 

[ J(OTD) (FBI) 
Tuesday. January QQ 2007 12:51 PM 

(CyD) (FBI) 
RE: Technical Question regarding the use of IPAV 

h 6 
»b7C 

UNI 
NON-RECORD 

Sorry for the dealyed response. To answer your question 

Original Message-
From: I 
Sent: 
To: 
Cc: 
Subject: 

1 (CyD) (FBI) 
Friday lannaiv Of , 2007 8:58 AM 

LûTO) (FBI) 
J(CyD) (FBI) 

Technical Question regarding the use of IPAV 

UNCLASStRgP 
NON-RECORD 

b l 

(SJ 

b6 
b7C 
b2 

(S) 

(S) 

I have a question regarding possible countermeasures that could be used against the IPAV.C 
b2 
b7E 

Thanks, 

Supervisory Special Agentf 
CATU - Cyber Division (HQ) 
(W 
(C) 
(F) 
(E) ] 
"Iprotect that which is most important" - Seraph 

b l 

UL SSIFIED 

DATE: 02-24-2009 
CLASSIFIED BY S0322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-24-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

I 



Î 2 I 2 1 0 . 

From: 
Sent: 
To: 
Subject: 

[ ](OTD)(FBI) 
b6 
b7C 

3< (HO) (FBI) 
RE: INORMATION TO CEAU RE CIPAV REQUEST 

SECRETP 
RECORD •bl 

(S) 

Not a problem. Glad we could help. Happy New Year!! 

L 
—Original Message— 

From: 
Sent: 
To: 
Subject: 

](HO) (FBI) 
Thnrqlav. lannarv 04. 2007 5:36 PM 

|OTD) (FBI) 
RE: INORMATION TO CEAU RE QPAV REQUEST 

SECRETR 
RECORD! 

b6 
b7C 

bl 

(S) 

H{ J Hope you had a good holidays. I just got back today and I want to apologize for the rush to get the cipav 
request handled last week. I asked and was told the request would not be made until this week. Apparently 
personnel and AUSA decided otherwise. Again, I apologize for the mix up. On the bright side, 

["hanks for all your help. 

• b2 
b7E 
b7A 

—Original Message-
From: [ 
Sent: 
To: J 
Ce: L 

](OTD) (FBI) 
Thursday. December 21. ?006 4:17 PM 

HO) (FBi):r 
](HÒ) (FBÌ)( 

Subject: RE: INORMATION TO CEAU RE QPAV REQUEST 
JHO) (OGA)( 

j-OTDifFBH 
JHO) (OGA){_ ](HO) (FBI) 

(S) 

SECRET 
RECOR(_ bl 

b6 
b7C 

I know that some of our requests are already in the process of being completed. However, I just wanted to being < 
document the telephone conversation that my engineers and I had with| ¡in this email. Thus, per our 
telephone call, the attached word document contains the requested information that we discussed. 

« File: houstonquestions.doc » 
Thanks for the quick response, 

Kd 

DATE: 09-26-2008 
CLASSIFIED BY 0322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-26-2033 

1(HO) (FBI) 
—Original Message— 

From: I 
Sent: "Thursday, December 21. 2006 2:43 PM 

• (OTD) ( ? m i KOTDVFBn 
(HO) ( F B I £ _ _ _ I H O ) (OGA){_ 

To: 
Cc: 
Subject: 
Importance: 

INORMATION TO CEAU RE QPAV REQUEST 
High 

ALL INFORMATION CONTAINED 
SECRET HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 
1 

]HO) (OGA)£ i H O ) (FBI) 



( s J RECORD 
S E S f t g f 

(S) 

(S)-

« Fije: E-mail .wpd » 
Attg/-haH ic the. Plmait >«<hî -h »/o intonH t r T 

Please call if you have any further questions. 

S A L ] 
Houston Squad CT-5 
(0)1 
(C) 

b6 
b7C 
b2 

bl 
b7A 
b2 
b7E 
b6 
b7C 

DERIVEtfrEROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
Investigation^ 
DECLASSIFY QN>20311221 
SECRET 

DERIVED FROM: G-3 FBI ClassificatioivGuide G-3. dated MS7. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20311221 
SECRET 

DERIVED FROM: G-3 FBI Classification Gtricie G-3. dated 1/9tM^oreign Counterintelligence Investigations 
DECLASSIFY ON: 20311221 
SECRET 

DERIVED FROM: G-3 FBKiiassification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 203f1221 ! 
SECRET 

. 5 Ê 8 R K . 
2 



(OTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

Jc\) (FBI) 
Thi irgriav .lam lan/OA 2007 2:56 PM 

](OTD) (FBI) 
Web Bug Affidavit 

SENSITIVE BUT UNCLASSIFIED 
RECORD| I 

h 2 

Dear SS/f 

b 6 
blC 
h 2 

I've enclosed a copy of our proposed CIPAV affidavit for use in the captioned matter. Please review and make any 
changes you feel necessary. When making changes, use the revision feature of WordPerfect so that changes can be 
automatically incorporated into the final document. 

Best wishes, 

SAF 
Desk 
Nextel 
Direct connect 

Web Bug 
tffldavit.wpd (57 KB 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 09-24-2008 BY 60'322UC/LP/STP/gjg 

1 



3(otd) (fbi) 
From: | |(OTD) (FBI) 
Sent: Thursday. December 21. 2006 6:09 PM 
To: I I (HO) (FBI) 
Subject: FW: PR/TT Example 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thanks, 

Kd 

Attached is a pony to used in constructing your order for the CIPAV. If you have any questions, please contact 

—-Original Message— 
From: I ~l fOGCI (FBI1 
Sent: Wednesday, December 20, 2006 9:51 AM 
To: I IfOTDI (FBI) 
Subject: FW: PR/TT Example 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD b6 

b7C 
b2 

Em Mnb» 
3en_pony.PDF (149 

KB) 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 4 — 1 
Cell -1 I 
Ph (Secure) ^ 1 
Fax-» I 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED 
DATE 09-24-2008 BY 60322UC/LP/STP/gjg 

1 



S E B R g X 

1 0 T D ) f B I ) 
From: 
Sent: 
To: 
Subject: 

loTD) (FBI) 
"b6 " 
b7C 

r Thursday. DECEMBER 21,200610:48 AM 
(HO) (FBI) 

RE: 2ND DRAFT EC REQUESTING CEAU ASSISTANCE 

/ORCON.NOFORN 

(S) 

Can you call me ASAP? I need some additional info regarding 

—Original Message— 
From: | _ |(HO) (FBI) 
Sent: 'Thursday. Dersnihpr 21, 2006 10:13 AM 
To: I KQTD1 (FBI) 
Subject: FW: 2ND DRAFT EC REQUESTING CEAU ASSISTANCE 
Importance: High 

" S p s R F f y n R n n N N O F O R N 

b 2 
b7E 

RECORI Í 
( S ) 

b 6 
b7C 

b l 

Just wanted to make sure you were aware of this. Any thing you need me to do? 

—JHO) (F 
172006 2:1 

—Original Message-
From: | 
Sent: Tuesday, December i3] 
To: I HO) (FBI) 
Cc: 
Subject: 

, 
I "[(HO) (OGA);| . . 

FW: 2ND DRAFT EC REQUESTING CEAU ASSISTANCE 
Importance: High 

I (FBI) 
1:45 PM 

](HO)(OGA);[ > 0 ) (FBI) 

^ F e R g T f f f t R f ì O N . N O F O R N 
RECORI 

] 
Í S ) 

FYI, it looks like this is being supported by CEAU, and they should be reaching out to you, at some point. 

We 
CI 

/el I are 
EAU's A G C [ 

putting together an affidavit for the AUSA to get a court order. We're hoping to get some input from 
before we send to the AUSA. 

We won't set a date to take to the court until everyone's ready, as the 10 day period kicks in as soon as it's signed. 

Does | ]get involved in this, or are you our POC for all things CIPAV related? b 6 
b7C 

Thanks. 

—Original Message 
From: I 
Sent: 
To: 
Cc: 

](HO) (FBI) 
Thursday. December 14,2006 3:32 PM 

(OTD) (FBI) 1 " I V "»V | -
(HO) (OGA);|_ JHO) 

DATE: 02-12-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-12-2034 

(OGA);| JHO) (FBI) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



Subject: 2ND DRAFT EC REQUESTING CEAU ASSISTANCE 
Importance: High 

~~SfeSRÉT//ORCON.NOFORN 
RECORD 

(S) 
hi 

« File: 348wdb01 .wpd » 

Per our discussion today, please see the attached EC and let me know if it looks sufficient for utilization of CIPAV in 
support of our case. If not, please suggest any changes, corrections, etc., and they will be made. 

Many thanks. 

SAi 

b6 
b7C 
b2 

Houston Squad CT-5 
(oi 
(C) 

DERIVED FROM>€L-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterlntelligence^fnvestiqations 
DECLASSIFY ON: 20314214 
SECRET//ORCON.NOFO^k 

DERIVED FROM: G-3 FBI ClassificatiorKjuide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20311219 
SECRET//ORCON.NOFORN 

DERIVED FROM: G-3 FBI Classification Guide>6^3. dated l/aT^Foreign Counterintelligence Investigations 
DECLASSIFY ON: 20311219 
SECRET//ORCON.NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY ON: 203112f9 
SECRET//ORCON.N0fsORN 



(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

Follow Up Flag: 
Due By: 
Flag Status: 

|(OTD) (FBI) 
I hi irsriav I ìflrpmhflr 14, 2006 5:01 PM 

IQQC) (FBI) 3 |(OTD) (FBI);f 
RE: Search Return and Collection 

Follow up 
Tuesday, December 19, 2006 9:00 AM 
Completed 

b6 
b7C 

JOTD) (FBI) 

SECRET//ORCON.NOFORN 
RECORD! " 

IZZl 
(SJ 

Concerning the Houston matter, execute using simplest tool possible pending proper legal authority. 

• 

bl 

b6 
b7C 

—Original Message-
From: I 3(OGC) (FBI) 
Sent: ThnrcHa» IWcmlyr 14 OnnK 1-11 PM 
To: I /OTP) (FBI) 
Ce: I KOTD) (FBI);| 
Subject: . Kt: Search Return and Collection 

l(OTD) (FBI) 

SECRET//ORCON.NOFORN 
RECORDl 

n 
IS) b2 

b7E 
b7A 

The list below looks good. 

r FYI. I sooke with the AUSA in Houston today re CEAU supportf 

only circumstantial evidence^ 
with details. 

1 He understands the lenal 
requirements and he understands that at most he will ne 
He wants to do it. Case Agent will be callin 

"las this is a criminal case.1" land given that the AUSA only needsf 

b5 

c 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cell 
Ph (Secure) ̂  
Fax • 

b6 
b7C 
b2 

DATE: 09-26-2008 
CLASSIFIED BY 0322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-26-2033 

—Original Message— 
From: | fOTD) (FBI) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOWN OTHERWISE 



b2 
b7E 
b7A 
b6 
b7C 

To: | 
Subject: RE: Search Return and Collection 

j(OGC) (FBI) 
b6 
b7C 

SECRET//ORCON.NOFORN 
RECORfl 

(SJ 
Gentlemen, 

To continue with the theme that a split of this mission has caused difficulties, it should be noted that last evening, 
¡reviewed CEAU had additional success in testing our planned solution. However, this morning. AGC 

the current order is not adequatel 
I I (so identi 
was not shared with CEAU until 12/12/2006). This information has been communicated to[ 
correction in the new order. I 

r 

SPU identifies the 
led in the draft EC that 

]NSLB for 

if SPU had been successful in their attempt^. 
I Further, 

situation as well. The old saying "Fools rush in..." comes to mind. 

As promised, the following is a list ofl 

] 

bl 
b2 
b7E 
b7A 

2 



(S) 

bl 
—Original Message— 

From: | [[OTD) (FBI) 
Sent: Wednesday, December 13, 2006 7:08 PM b 6 
To: I l(OTD)(FBI1: DICLEMENTE. ANTHON P. (OTD) (FBI) b7C 
Ce: I I (OTD) (FBI) 
Subject: RE: Search Return and Collection 

SECRET//ORCON.NOFORN 
RECOR[ 

iS) 
The timeline is attached. There have been multiple problems with getting this matter successfully deployed, 
not the least of which has been difficulty with coordinating efforts between the two entities involved, SPU and 
CEAU. Specifically, this lack of coordination manifested itself in the following: 

1. CEAU was unaware of the amount of information that SPU had concerning! I 

This was critical and lead to unnecessary delays. 

L 
b2 
b7E 
b7A 
b6 
b7C 

I This was critical and resulted in delays and 
lack of direction concerning CEAU's role in this matter. 

Finally, this was one of many cases that CEAU/SDG was working on at the time, with successful deployments. 
In fact, CEAU has so many currently pending operations that I have borrowed an SSA from DITU to work an 
overseas matter. A full accounting will be forthcoming shortly. 

m §£§R£T 
3 

h 6 
b7C 



i 

:< File: Pittsburgh case.doc » 

—Original Message— 
From: I IfOTDWFBIl 
Sent: Wednesday, December 13, 2006 5:08 PM 
To: run fmfntf ArrrMnjM p. (OTD) (TED 
Cc: I KOTO) (FBI);| |(OTD) (FBI) 
Subject: RE: Search Return and Collection 

SECRET//ORCON.NOFORN 
RECOREj I 

b6 
b7C 

bl 

Tony, 

Did you get the timeline yet? 

[ 
—Original Message— 

From: DICLEMENTE, ANTHON P. (OTD) (FBI) 
Sent: Wednesday. December 13, 2006 3:30 PM 
To: 
Cc: 
Subject: 
Importance: 

"VoTDKFBIl 
J(OTD)(FBI);L 

FW: Search Return and Collection 
High 

SECRET//ORCON.NOFORN 
RECORDl 

(SJ 
- FYI re the return fori" 

Anthony P. DiClemente 
Chief, Digital Evidence Section 
Operational Technology Divisior 

b6 
b7C 

](OTD) (FBI) 

bl 

h 2 

—Original Message— 
From: | |(OGC) (FBI) 
Sent: Monday, December 11, 2006 3:59 PM 
To: I IOTP) (FBI):! KCvD) (FBI) , 
Cc:. DICUEMENTETwmON P. (OTD) (FBI)J KCyD) (FBI);| |(CyD) (FBI); 

I rOGCXFBI) ; |~^ KCTDUFBI):! rCTDHFBI^ 
I rPGUFBDH fPG) (FBI); | gSA F. (OGCKFBI* 

Subject: FW: Search Return and Collection 
Importance: High 

F 
SECRET//ORCON.NOFORN 
RECORD I bl 

b7A 
b2 
b7E 
b6 
b7C 

(S! • 
SPU forwarded a draft EC to! lin November for his reviewl I 

I I PeTconversation with| 
this morning, he has drafted the portion of the return related tcL 
not need further information from us. Asi lis aware, the actual search and surveillance has not 
yet been effected...we anticipated execution of the search/surveillance authority to occur 

4 

T 



tomorrow...SPU will provide additional input) 
support of this effort. I'l defer td land the operational side to provide more details on what's 
going on there.... 

] 

] 
Assistant General Counsel 
Science and Technology Law Unit 
Special Technologies and Applications Office 

—Original Message— 
From: I 
Sent: 
To: 
Subject: FW: Search Return and Collection 
Importance: High 

I c y P ) (FBI) 
Monday. December 11, 2006 3:34 PM 

I "IfOGO (FBI) 

SFC RFT//ORr f>N MOFORN 
RECORD! 

FYI 
(S) 

b2 
b7E 
b7A 
b6 
b7C 

b l 

—Original Message— 
From: | 
Sent: 
To: 
Cc: 

] (CTD) (FBI) 
Monday, December 11, 2006 12:37 PM 

Subject: 
Importance: 

DICLEMENTE, ANTHON P. (0 

Der 11, 2006 U 
](OTD) (FBI);[ 
MTHON P. (OT 
lOGOCFBIvr 

JPG)(FBI);L 

!)I(iÌ if 

Search Return and Collection 
High 

SECRET//ORCON.NOFORI 
RECORD}_ t 

(SJ 
All, 

Referencing telephone call with OGC Atty£ 

l(CvD) (FBI) 
rcyDHFBnr 

ICTD) (FBI):I 
(PG) fFBI)i 

b l 

]12/11/06: 

b6 
b7C 

I (CyD) (FBIÌ; 
ÏCTD) (FBI):! 

_JOGC)(FBI) 

b2 
b7E 
b7A 
b6 
b7C 

CTD needs the Search Return for the conducted survey as soon as possible, today if possible. 
Unbelievably even more important, to state the obvious, we, the FBI, need to collect inteli ~ 

SPU- Does PG have what they need to submit the Search Return? CTD needs that Search Return 
as soon as possible, if not today. 
CEAU- CTD briefed the FISA Review Board that 12/18/06 was the projected collection date. Legally, 
we need collection even sooner, if possible, for presentation to the FISC. Upon 
collection, please provide PG with the specifics so that they can submit the Search Return. 
OGC- Legally, are we on point here? 
PG- Any operational highlights? b6 

Not intending to add to the administrative requirements, please copy myself andj |on 
all communications, e-mail and telephone calls, to ensure proper coordination of efforts. CTD is 
required to coordinate the efforts of FBIHQ/CTD, FBI PG, CEAU/OTD, OST/SPU, OGC/NSLB, and 
OIPR, and answer to the FISC. 

Thanks 
5 



SSA | 
FBIHQ/CTD/LX1 
ITOS 1/CON US 1 
Rm 4W158 
Desk 
Pgr 
Internal Secure 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated/i/97. Foreign Counterintelligence 
Investigations 

, DECLASSIFY ON: 20311211 
5ECRET//ORCON.NOFORN 
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DERIVED FROM: JB-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY O i l 20311211 
SECRET//ORC0N.NOFORN 

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence Investigations 
DECLASSIFY (DN: 2031121? 
SECRET//ORCON.NOFORN 



. (Rev. 01-31-2003) 

S i r i l M ^ / l l W HIilTfflfii IWN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 

To: Operational Technology 

From: Houston 
CT-1 

Contact : SA 

Date: 12/14/2006 

1 

1 

Attn: Cryptologie & Electronic 
Analysis Unit 
UC 
SSA 

b 6 
b7C 

Approved By: 

Drafted By: 

b 6 
b7C 

]wdb 

Case ID ft: (Pending) 

Title: TO 

(S) 
Full Investigation Initiated: 01/11/2005 (USPER). 

(Ü) 

b l 
b7A 
b2 
b7E 

/(S) 

(SJ 

DATE: 12-23-2008 
CLASSIFIED BY 60322tK7LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 12-23-2033 

SE! 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



To': 
Re: 

Operational Technology From: Houston 
(S) 1 . 2 / 1 4 / 2 0 0 6 

(S) 

b l 

Details: 

BACKGROUND 



To : 
Re: 

OpftT-ahi o n a l Tgrhnol n g y From: Houston 
(S) 

b l 
12/14/2006 
(S) 

( S ) 

b l 

b l 

ä h i c H t , l l / / O R e © N / J S l Q F O R N 

3 



SB FORN ' 

To : Opera t-i n-na 1 
Re: (S) 

TarTrnnl n gy From: Houston 
. 1 2 / 1 4 / 2 0 0 6 

hi 

(S) 

(U) Houston Division has developed a Confidential 
Witness (CW) who is willing to assist with this investigation by 

-o lilìTET / '/ 



SECRET//ORCON/NOFORN 

TO: O p p r a H n n a l T p r h n n l n g y From: Houston 
Re: (S) 12/14/2006 b l 

(SJ 

LEAD(s): 

Set Lead 1: (Action) 

OPERATIONAL TECHNOLOGY 

AT CRYPTOLOGIC & ELECTRONIC ANALYSIS UNIT 
b l 

(S) 

SECRET//ORCON/NOFORN 

5 



l(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

(OTD) (FBI) 
I hursdav. uecemfier 14, 2006 11:05 AM 

OTD) (FBI) 

JEM. 

£f 
I < 

b 6 
b7C 

Î O I D ) ( F B I ) C Z 
l(OTD) (FBI) 

30TD)(FBI){; ]( ITD) 

SENSITIVE BUT UNCLASSIFIED 
RECORDJ ^ ^ 

b2 
h7E 

• 
Per your request, below denotes [ 

Active Deployments 

DATE: 09-24-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
PEASOH: 1.4 (C) 
DECLASSIFY OH: 09-24-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



SSA| 1 
Software Development Group (SDG) 
Cryptologie Electronic Analysis Unit (CÉAU) 
Digital Evidence Section (DES) 
Operational Technology Division (OTD) 

{(desk) 
(cell) 

SENSITIVE BUT U 



From: 
Posted At: 
Conversation: 
Posted To: 

Subject: 

Categories: 

| (OTD) (FBI) 

c 
Wfirlnfisrlav Denei 

(OTD) (FBI) 
Tiber 06, 2006 10:33 AM 
Concerning Conversation w/[_ 

nnone uoriversaiions (S) t 

i ® i1 Document Phone Conversation 

Concerning Conversation w/[_ 

on 12/6/2006 

on 12/6/2006 

b 6 
b7C 

Telephonicaily contacted 
investigation was problematic due to the following concerns: 

]and advised him that the request for CIPAV technology for use in the subject 

5. Requested that HO forward an EC providing a sysnopsis of the case, what they are trying to accomplish with the use of 
CEAU's technology, and a lead requesting assistance with the case. 

DATE: 02-12-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-12-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

JHO) (FBI) 
Friday. December 01, 2006 4:58£M_ 

m m 

J(HO)(FBI) 
](HO)(FBÌ)T 

ZKHLÜUÜGALL 
](HO) (FBI); I 

h 6 
blC 

l û I D l I F B I ) 

CIPAV REQUEST 

SECRET//ORCON.NOFORN bl 
RECORC 

(S) 

]with CEAU at ERF, phone[ ] advised that he would like an explanation of what it is you want to 
He would also like to review the proposed affidavit/court order for the CIPAV. Upon accomplish with the CIPAV request 

receipt of this info, he can prepare the CIPAV which can take several days. Please contact him as soon as possible to 
provide info requested. Thanks. 

Squad SO-1 
Houston Division 

N 
b2 

b6 
b7C 

-Original Message-
From: 
Sent: 
To: 
Subject: 

¡SraîIiEMM? 

RE: FISA 

• ( H O ) (OGA) 
vember 27, 2006 11:01 AM 

l(HO) (FBI) 

SECRET//ORCÖN.NOFORN 
RECORDl 

ÍS) 
Thanks for sending this to me 

—Original Message— 
From: | 
Sent: 
To: 
Subject: 

](HO) (FBI) 
Monday. November 27, 2006 9:36 AM 

J (HO) (OGA) 
FW: FISA 

S E C R E T f / O R C O N - N O F O R j 
RECORÜ f 

(S) 
FYI 

bl 

bl 

—Original Message— 
From: I ~l(HO) (FBI) 
Sent: Friday. November 17, 2006 2:53 PM 
To: 
Cc: 
Subject: 

I (HO) 

RE: FISA 

(FBI);[ 
I jHCfr i r a n n i 

SECRET//ORCON.NOFORN 
RECORtj " 

(S) 

S J ß ß ^ T 

i H O ) (OGA) 
1 (HO) (FBI) 

B L 

DATE: 02-12-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-12-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJIHERE SHOOT OTHERWISE 



C Z H 

completed the RMS requests. All ERF needs now is a copy of the FISA order. So in addition to myself. I land apieted th 
Jinclude[ ](CEAU), who is assigned the CIPAV request, and[ JDITU), who is 

assigned the email intercepts, in the email with the FISA order attached. Also briefly describe in the email what you 
will be wanting from both CEAU and DITU. List your contact info in the email and this will start the ball rolling. 
Thanks. 

JHO) (FBI) 
—Original Message-

From: I 
Sent: Friday, November 17, 2006 2:08 PM 

IfHQ) fOGA) 
KHO) (FBI); L 

To: 
Cc: 
Subject: RE: FISA 

SECRET//ORCON.NOFORN 
RECORDL ~ 

> 0 ) (FBI) 

ÌS) 

:b6 
:b7C 

bl 

an C ] Bothl land When you get the email with attachments, forward to me,. 
will be out next week so| |/vill be available to get this started if you don't get it today. As soon as we get the 
order, we will forward to ERF and request via RMS their assistance with both the email and CIPAV requests. 
Thanks. 

—Original Message— 
From: I 
Sent: 
To: 
Cc: 

~L(HO) (OGA) 

sE 

Friday, November 17, 2006 11:52 AM 
HüÖiiEBI) 

Subject: FISA 
|CHO) (FBI);L ](HO)(FBI)£ ](HO) (OGA) b6 

b7C 
SECRET//ORCON.NOFORN 
RECORE] ~| 

bl 

(SJ 
Hil I 
Just a follow up to my telephone message. It jooks like the FISA will be going to court today (I have not heard 

I anvthinn ypt) 8n inst nivinn vmi a hpads up. 

I have also talked to[ 
When I hear something, ill let you know. 
Thanks 

]today about this case. b2 
b7E 

r 

^ DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Counterintelligence 
^^investigations 

DECLASSHUCATION EXEMPTION 1 
SECRET/ZORCON^IOFORN" 

DERIVED FROM: G-3 FBI Classification Gu 
DECLASSIFICATION EXEMPTION 1 
SECRET//ORCON.NOFORN 

1/97. Foreign Counterintelligence Investigations 

DERIVED FRO 
DECLASSIFICATION EXEMPTION 1 
SECRET/ZORCON-NOFORN" 

Investigations 

^ g e e ^ T 



Subject: 

Status: 
Percent Complete: 

Total Work: 
Actual Work: 

Owner: 

](OTD) (FBI) 

CIPAV foiQ 

Not Started 
0% 

0 hours 
0 hours 

](OTD) (FBI) 

h 2 
hlE 

b 6 
b7C 

Qr»nlfQ withl iMnnHa» nn FriHa» n a r a m h a r l OClfifi in-fìflarr 

From: 
Sent: 
To: 
Subject: 

SECRET 
RECORD 315N 

[ I C T D ) (FBI) (S) 
Friday. December 01. 2006 9:22 AM 

I I (OTP) (FBI) 
CIPAV foj I 

b l 

(SJ 
b e 
b7C 

h 2 
b7E 

IZZ3 
Thip io i?nmnthinn tk.^» mill rtr^h^Klw ha rjep|0y0(j tO 3lj_ 

(S) Thanks, 

SSA(_ 
CTD-CXS. EOPS 

desk 
cell 
pager 

b2 
b6 
b7C 

h 2 
hi E 

b l 

IS) 

DERtVLU I ROM. G-J FBI Hassjfication Guide G-3, dated 1/97, Foreign Cc)ir^"'-t-"tgencg1nVestigations 
DECLASSIFY ON: 20311201 
SECRET-

DATE: 02-10-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-10-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 



J 
(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

I 

|(OTD) (FBI) 
Tuesday, November'28, 2006 6:34 PM 

b6 
b7C 

~~[OTD)(FB!)_ 
l ö ü c ÎC) (FB1)C ](OTD) (FBH 

RE: CIPAV court orders - Re 315Q-SL-191661 (Case Agent 

SENSITIVE BUT UNGtASSlfÎED 
NON-RECORD T ^ 

Silly question here, but this message says that these were signed on 22 November, f 

L 
—Original Message— 

From: I "IfOGCUFBI) 
Sent: TnP̂ av fWmhPr 28, 2006 4:21 PM b 6 

TO! I I (OTP) (FBIlJ IfOTDICFBIl , b 7 C 

Ce: I «OTP) ( F B I ) t = Z Z ] ( Ö G C ) (FBI):! I(OTD) (FBI) 
Subject: CIPAV court orders - Re 315Q-SL-1916611 (Case Agentf 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORÌT " 

:t 

The remaining four orders are authorize Pen Register Trao and Trace collections. 18 USC 3123.T 
" b2 
b7E 

All orders were signed on 22 November 2006 by a US Magistrate Judge (un-readable). Pursuant toL 
I land following discussions and agreement with the supported AUSA, all eight orders expire at midnight 

on 21 December 2006. 

Please ensure, absent a signed renewal order in hand, that CEAU's exploits are removed frorrj 
this expiration date/time. 

I I 
Assistant General Counsel 
Science and Technology Law Unit ^ T ^ ^ ^ S S ^ r r ^ r 
Office of the General Counsel E X C E P T • b2 
Federal Bureau of Investigation ^ ^ S H 0 O T ° ™ W I S E :b6 

b7C 
1 DATE: 02-10-2009 

Ph-
Cell, 
Ph (Secure) -[ . pgx

v^ LJ 1 'CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-10-2034 



-Original Message-
F r o m : I KSLVFBD b 6 
Sent: Friday, November 17.2006 6:54 PM b 7 c 
To: I "IfOGQ (FBI) 
Subject: CIPAV court orders 

SENSITIVE BUT UNCDwgiEiEp 
NON-RECORD 

I • I . b6 
J m o t n c o n H ) h 0 i ! 0 f n r "" i i r ro" in '" "^t hn"Q t" FPINFT). These concern hie 

[You probably already have his number, but if h i 
urn, you can rtsacn mm at| Horcanreacrimeatl | Thanks. b2 

b7E 

< « 
(SJ 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE B0T UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

2 



(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 

C ] (OTD) (FBI) 
Tuesday. November 28, 2006 5:14 PM 

] (OTD)(FBh 
IOTD)(FBI); ](OGC) (FBI);[ 

(FBI) 

FW: CIPAV court orders - Re 315Q-SL-191661 (Case Agent[ 

High 
Follow up 
Flagged 

b 6 
blC 

loTD) 

SENSITIVE BUT UNC 
NON-RECOR"D" ^ 

N C L Ä ^ S I R t IFIED 

b l 

(SJ 

It will be the case agent responsibility to get the renewal authorization to us well in advance to give the largest window of 
opportunity possible. 

I ¡will address this with the case agent and send a reminder. 

| |is the POC and he will coordinate with the field. 

If you have questions please give me a call. 

I l 
Unit Chief, Cryptologie & Electronic Analysis Unit (CEAU) 
Digital Evidence Section 
Operational Technology Division 

b6 
b7C 
b2 

-Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 
mportance: 

](OGC) (FBI) 
Tuesday, November 28,2006 4:54 PM 
' rj[OTD)(FBI)J 

J(OTD) (FBI);| 
kOTD) (FBI) 
KOTD) (FBI) 

RE: QPAV court orders - Re 315Q-SL-191661 (Case Agenti 
High 

SENSITIVE BUT UNC 
NON-RECORD" ^ 

I CLASSIFIED j i ^ — 

b6 
b7C 

DATE: 02-10-2009 
FBI INFO. 
CLASSIFIED BY 60322UC/LF/STP/gjg 
REASON: 1.4 £C) 
DECLASSIFY ON: 02-10-2034 

bl 

I ill 111 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOWN OTHERWISE 



[ 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel b2 
Federal Bureau of Investigation b6 
Ph j I b7C 
Cell 
Ph (Secure) f 
Fax -I 

—Original Message— 
From: I lfOTP)(FBI) 
Sent: .TuRSdav, November 28, 2006 4:41 PM 
To: t I m n n (FBI); | _ "VoTD^ (FBI) ÎPC) (FBI); I tQip) 
Ce: I J(OTD) (FBlfi (OTD) ( 
Subject: RE: CIRW court orders - Re 315Q-SL-191661 (Case AgentJ 
Ce: I I (OTD) (FBlTT l(OTD) (FBI) bl 

p b 2 
b7E 

SENSITIVE BUT UNCÊftSSIFIED b6 
NON-RECORD / \ b7C 

Thanks|~ | 

(S) 

I » 
Information Technology Specialist 
Operational Technology Division 
Office 
Mobile 
Pager 

-.—Original Message— 
From: I ~~l(OGC) (FBI) 
Sent: Tuesday, November 28, 2006 4:21 PM h f i 
To: I l(OTD) ( F B I ) C = = = = Z k O T D ) ( F B n 
Cc: I IfOTDI fFBlfl foGCUFBHI TOTDl (FBI) 
Subject: CIPAV court orders - Re 315Q-SL-191661 (Case Agenj [ 

SENSITIVE BUT Ulfefc^SSIFIED 
NON-RECORD X X 

b7C 

(S) 

b l 

t ÎS) 



(OTP) (FBI) b6 
hlC 

From: |(OGC) (FBI) 
Sent: Tuesday, November 21, 2006 3:00 PM 
To: I tSLWFBh 
Subject: RE: CIPAV court orders 

SENSITIVE BUT UNCfcftSSiFiED 
NON-RECORD ^ 

One comment that has come in from my unit re the draft orders that should be forwarded to AUSA| ~|is that he should 
also cite to the All Writs Act, 28 U.S.C. § 1651(a), given that neither Rule 41 nor 3117 provides for the ongoing 
execution of a SW-surveillance. 

Assistant uerieral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Phi 
Cell 
Ph (S 
Fax -

ICL irpl 4 

b2 
h 6 
b7C 

Original Mpcanp— 
From: | |(SL)(FBI) 
Sent: Friday. November 17. 2006 6:54 PM 
To: I " T O G O (FBI) b 6 

Subject: CIPAV court orders hlC 
b2 

SENSITIVE BUT UNtrtASSTflED b7E 
NON-RECORD "" 

(S) 
lagkari mp >n canrl fhpgp fn vni i fnr x/m ,r rpvipw fhfl rtnfis nnt havft access to FBINET). These concern 

rou probably already have his number, but if 
not, you can reach him at[ lor can reach me atf ] Thanks. 

<S) 

SENSITIVE BUTJUNCLASSIFJED u^r, * 

SENSITIVE BUT UNPLXSSIFIÉP^ DATE: 10-15-2008 
CLASSIFIED BY 60322UC/L?/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 10-15-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOWN OTHERWISE 



From: 
Sent: 
To: 
Cc: 
Subject: 

C 
Tuesday. October 

]SL)(FBI) 
2006 4:29 PM 

OTD) (FBJj 
-P3, 
JO" 
fSL 

b6 
b7C 

SL) (FBI); 
FW: St Louis CIPAV issue - with attachments 

(SL) (FBI) 

Follow Up Flag: 
Due By: 
Flag Status: 
SECRET 
RECORD 315o-sl-191661 

Follow up 
Wednesday, October 04, 2006 9:00 AM 
Flagged 

Jasked me to get in touch with you on the CIPAVs we are wanting to deploy. Just in case you 
don't have them, here is the affidavit and the search warrant language we were planning to use for 
our CIPAVS. I see you already have my explanation of the case (in the email string below). Our 
AUSA has looked at the affidavit warrant language and is ready to go on our end to get the search 
warrant and PR/TT orders. I know! ~bnd| ¡discussed the classification issue on the devices, 
and that seems to be the only outstanding hurdle to getting this done. The summary of the case 
outlined in the email string below should help you evaluate the case with respect to that restriction. 
Can you take a look at that summary and let us know what you think about whether this restriction 
applies? | ~l 

h 

b2 
b7E 
b6 
b7E 
b5 

lAnvwav. please let me know if there are 
any other items you need/things you need us to do/changes you need us to make to either 1) get 
this process started, or 2) reach the conclusion that we are wasting our time and this technique is 
not going to be possible on our case. Thanks in advance for your help. 

SLJTTF 

Original Message— 
lang ue I 1(SL) (FBI) 
owr ie Wednesday, September 27, 200611:26 AM 

tn ie | |(SL)(FBI) 
.pdo(r ie i-w: st Louis UHAV issue - with attachments 

bl 

b6 
b7C 

^ E S R E T 

T 
DATE: 12-24-2008 
CLASSIFIED BY 60322UC/,LP/STP/gjg 
PEASOH: 1.4 (C) 
DECLASSIFY OH: 12-24-2033 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



RECORD 315g-sl-191661 

—Original Message— 
lang ue I KOTD) (FBI) 
owr i£ Tuesday. September 26, 200611:22 AM 
tn LG 1 ItSL) (FBI) 
5(i£ I J(OTD) (FBI): I l(OTD) (FBI) 
.pdo(r te RE: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315q-sl-191661 

i 1 b 6 
Let me take a minute to introduce myself. I am| | the new program manager for the b7c 
Software Development Group (SDG). SDG handles all software deployments in CT, CI, and b2 
Criminal investigations for CEAU. Please contact me for all future inqueries regarding your case. 
My contact info is as follows: 

SSAI I 
Supervisory Special Agent 
Operational Technology Division 
Digital Evidence Section 
Cryptoloqic Electronic Analysis Unit 

(office) 
(cellular) 

—Original Message— b 6 
lang ue I I (SL) (FBI) b 7 C 
owr IB Tuesday. September 26, 2006 9:27 AM 

tn IE I ""L(OTD) (FBI):I |(SL)(FBI) 
5( le I »OTP) (FBI)i KOTD) (FBI) 
,pdo(r te RE: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315a-sl-191661 

I Ithanks yet again for the good insight and info. I'm not sure point 2 is a show stopper: you're 
right - this case was originally pretty much straight criminal, f I 

We'll get to work on this end and keep you guys in the loop as we go. Would you prefer we deal 
with someone else in your unit for the day-to-day aspect of this case? b2 

b7E 
Talk to you soon b 6 

I 1 b 7 c 

c* 1 —"" 
desk 
cell 

-—Original Megtaop 
lang ue] |(OTD)(FBI) 



owr te Monday. September 25, 2006 4:44 PM 
tn tfi ,1 Irsu rFBivi teivFBn 
5( te | ICOTD) (FBI);| tOTP) (FBI) 
.pdo(r St Louis OPAV issue - with attachments 

SECRET 
RECORD 315a-sl-191661 

Thanks for reminding me. With several cases from the same FO, it is difficult to keep them 
straight. 

There were several issues with this particular case, some easily overcome, and one that 
may be a show stopper. They are as follows: 

1. Legal Process. We discussed this at length because the nature of the investioation is 

Those are the Issues thus far. I have included the Unit Chief and the Program Manager for 
these ops on this message as well. 

without precedenti 
b2 
b7E 
b5 

2. Case Classification. [ 

b2 
b7E 
b5 

lang ue 
—Original Message 

](SL) (FBI) 

b6 
b7C 
b2 
b7E 

SECRET 
RECORD 315a-sl-191661 

I resent you the email iwrote on the deal - you have to forgive him, we're 
still trying to teach him the beauty of brevity. 



St I niiis 
desk 
cell 

—Original Mi 
lang ue 
owr ue 

tn i i 
.pdo(r ue 

1(SL)(FBI) 
; Friday, September 22, 2006 9:12 AM 

](SL) (FBI) 
FW: St Louis CIPAV issue - with attachments 

be 
bic 
b2 

SECRET 
RECORD 315q-SI-191 661 

—Original Message 
lang ue I 
owr ie Thursday, ! 

tn id 

lSL)(FBI) 

l S L ) ( F B I ) J . 
"•(OTD) (FBI)£ 

:21 AM 
(OTD) (FBIL 
;SL)(FBI){_ 

A. (SL) (FBI) 

.pdo(r ie RE: St Louis CIPAV issue - with attachments 

SECRET RECORD 315a-sl-191661 

](SL)(FBI)[ 

bl' 

bblKbl 
RECORD 315Q-SI-191661 

(S) 

(U) Ref our telcall on Tuesday, as you requested, I have attached the draft 
affidavit/warrant language we are planning to use (if we can clear all the 
hurdles) for installation of the CIPAVs here in St Louis. If we get the green 
light on this first effort, we will likely also be doing another affidavit 

b2 
blE 
be b7C 
b l 

<S) 



J 
(OTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

l (OGC) (FBI) 
Monday. November 20, 2006 6:21 PM 

==3SL)(FBI) 
MOID) (FBI); | 

JOGC) (FBI)iCI (FRIlJ 

RE 

SENSITIVE BUT UNCLASSIFIED 
NON-RECOR"D" 7 

JNCL^SSIF 

I n f i c i (FRi) 

b6 
b7C 

l(OTD) (FBI): I ÏOTP) 
l(OGC) (FBI);| I 

b l 

(S) 

A few points. The order for) |is for a 30 day period while the PRT&T is for 60 days. The 
language of the order| |in my opinion over-rides the language, in this rasp nf thp PpnTrap. So, you 
have limited your collection to 30 days. I suggest that you ask AUS^ ~]to amend the| |order to extend it b 6 
to 60 days |spr 3117 Hnpgn't nrnviHfl timft limits^ ahspnt mmp reason that I'm not aware of. Seems inconsistent to ask b ? c 
for 30 days| put then ask for 60 days to capture PenTrap information - the b 2 

b7E 
Another point is that thd lorder provides fori [the CEAU 
software) for 30 daysl I It does not make clear when 
the exploit must be removed consistent with the order, that is, w 
I see this as a source of trouble should the court sign this order. 

thin thft an (lavs nr after thP. 30th riav nf m i l l i o n nf flat; 

J If this is your intent then I have no problems with the 
wording of the order on this point but clarification would be helpful. 

While I see AUS/| [point that| |as defined by the statute, as a matter of practice 
I haven't seen this before. I want to run it by my unit uhiet and see it he has any comments to add. All that said, CEAU 
hasn't used their tools in this manner before so we are setting a new course. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cell 
Ph (Secure) -I 
Fax-

b6 
b7C 
b2 
b7E 

—Original Message— DATE: 02-10-2009 
From: I l(SL)(FBI) CLASSIFIED BY 60322UC/LP/STP/gjg 
Sent: Friday, November 17, 20066:54 PM REASON: 1.4 (C) 

Subject: ' CIPAV^rt J F ^ DECLASSIFY ON: 02-10-2034 /~squrt orders' 

r U N T A S S I SENSITIVE BUT UNCLASSIFIED 
NON-RECORD ^ ^ ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
• | WHERE SHOOT OTHERWISE 

( S ) 1 I m f l conH thoco in wmt fnr wm ir rowio«/ fha Hnoc nr.» howo aCCeSS tO FBINET) . These COnCem 
|Vou probably already have his number, but if 

not, you can reach him at| [or can reach me at| | Thanks. 

] 





(OTD) (FBI) From: 
Sent: 
To: 
Cc: 
Subject: RE: CIPAV boiler plate/FISA boiler plate 
SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Thursday, September 14, 2006 3:13 PM 
kOGCi (FBI) 

J(OTD) (FBI);[ ](OTD) (FBI) 

b6 
b7C 

IZZI 

b2 
b7E 
b6 
b7C 

Finally, keep in mind, if I'm not mistaken, that these are two different cases. The one that shows on 
the original message in this chain is a likely FISA (IT) matter, while the one that I was asking about 
with the stolen laptops is a separate case. 

—Original Messaûa 
-Ori gn I 
al M gì 
ergi | 
asKIINM gì 1 l-W! UPAV BôllëT 

Z](OGC) (FBI) 
Thursday, September 14, 20061:43 PM 

lOTD) (FBI) 
b6 
b7C 

late/FISA boiler piate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

• 

J You'll have to decide this. 

b2 
b7E 
b 5 

NSLB should be involved early on to resolve concerns about whether this is properly being 
worked as a FISA matter. 

ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 12-24-2008 BY 60322UC/LP/STP/gjg 



Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-
Cell 

h 6 
blC 
h 2 

Ph (Secure) • 
Fax -[ 

—Original Message— 
-ON 9" | ~|(OGC) (FBI) 
al M gi Tuesday, September 05,20061:01 PM 
er gi I l(CyD) (FBI) 
asKIINM gi RE: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b7E 

Finally, tell SL they must work with the substantive desk at FBIHQ and they must work with 
NSLB when drafting the order. NSLB actually drafts the order. b7C 
I I b 2 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph -I ~l 
Ce» -I I 
Ph (Secure) -I I 
Fax | 

—original Message— , 
-Ori nn I iTCvD) (FBI) 
al M gi Tuesday, September 05, 200611:35 AM 
er gi I l(OGO (FBI) 
asKIINM gFW: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

( 2 ) 



As we discussed. b6 
Original Message b 7 C 

-On gn| | (OTP) (FBI) 
a' M gi Wednesday, August 30, 2006 2:36 PM 
" 9 1 I KOTD) (FBI);| l(CvD) (FBI) 
asKIINM gfW: CIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please providel Iwith the help he requests. 

a 
—Original Message---.-- b 7 c 

-On anl ICSU (FBI) 
al M gn Wprinpgriau Annncf 30, 200610:35 AM 
er gn 
Gf̂ i 

OTD) (FBI) 
(SL)(FBI) 

asKIINM gCIPAV boiler plate/FISA boiler plate 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

| 11 hate to admit this to you, but your presentation was very helpful last week. We talked 
about the CIPAV affidavit language your group has - I'd like to get some of that. 

b2 
b7E 

Any help is good help. 

Thanks again 

b6 
b7C 
b2 

SENSITIVE BUT UNCLASSIFIED 

St. Louis 

(3) 



From: I l(OTD) (FBI) b 7 ° 
Sent: Monday, November 20, 2006 5:24 PM 
To: I n(HOWOGA) b 2 
Subject: FW:CIPAVforl I 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I forgot to mention in my previous email to you that your order does not contain the language required for OTD's b 7 c 
technology. Your order must authorize "remote access search and surveillance (RASS)" prior to us deploying our 
technology. If you desire the use of our techniques, you will have to have your order amended. Please contact the below 
listed person so that he can provide you with the necessary language. 

] 
Thanks, 
Kd 

—Original Message 
From: | |(OTD) (FBI) 
Sent: Monday. November 20, 2006 4:25 PM 
To: I IfHOI (OGA1 
Subject: CIPAVforf I 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b2 
b6 
b7C 

I Iforwarded me your émail regarding your case and your request for OTD's CIPAV technology. This is the 
first I am hearing of your case. Could you please provide me with a synopsis of your case and what your objectives are. 
Please provide the aforementioned information via a lead EC. The requested information will allow me to determine what 
technology is best suited for your case and whether we can assist with this matter. 

If you have any questions regarding this request, feel free to contact me at the below listed telephone number(s). 

Thanks, 
be 

SSAi I b7C 
Software Development Group (SDG) b2 
Cryptologie Electronic Analysis Unit (CEAU) 
Digital Evidence Section (DES) 
Operational Technology Division (OTD) 

(desk) 
(cell) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

l 
ALL INFORMATION CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 12-24-2008 BY 60322UC/LP/STP/gjg 



From: 
Sent: 
To: 
Cc: 
Subject: 
SENSITIVE BUT UN 
RECORDl 

(OTD)(FBI) 
Tuesday. November 07, 2006 8:17 AM 

](OTD) (FEMO-

RE: St Louis CIPAV 
ED 

l O G C ) (FBI) ¥ (ITD) (FBI) 

b6 
b7C 

bl 
b7A 
b2 

One. other concern is the that the Affidavit calls out specifically that we will use CIPAV. I bel|b l r 
the best tool for this is ^ [Is that an issue? b 2 

Personally I don't like using our tool names in the affadavit. 

J... 

C 
Information Technology Specialist 
Operational Technology Division 
Office-
Mobile 
Pager -

llky.fcMüf.WJi.l 
J[OTD)(FBI) 

r 07, 2006 7:57 AM 

—Original M«cano~ 
From: I 
Sent: _ 
To: T 
Cc: L 
Subject: RE: St Louis CIPAV 

SENSITIVE BUT UNCERTIFIED 
RECORD^ 

_ _ J o T D ) (FBD_ 
Z_J(OGC) (FBI)L 

b6 
b7C 
b2 

](OTD) (FBI) 

We have received the computers here at OTD. 

Are we cleared to have! ¡people open the boxes and for us to do the install? 

I do not know the status of the warrant. 

J... b6 
b7C 
b2 

Information Technology Specialist 
Operational Technology Division 
Office-
Mobile 
Pager • 

Original Mpccanp 
From: ( |(OTD) (FBI) 
Sent: Monday. November 06. 2006 6:29 PM DATE: 02-10-2009 
To: I |(QTD)(FBI) CLASSIFIED BY 60322UC/LP/STP/gjg 
Cc: I TrTD)(FBI) REASON: 1 .4 [C) 
Subject: FW: St Louis CIPAV DECLASSIFY ON: 02-10-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 



SENSITIVE BUTlJNet^gStBED 
RECORDI f ~ 

b2 

Original Maccano ^ g 
From: \ |(SL)(FBI) b 7 c 
Sent: .Mnnrlav nrtnhpc 30,2006 5:30 PM 
To: I | (OtD) (FBI) 
Subject: FW: St Louis OPAV 

SENSITIVE BUT UNCPaSt f lED^ 
RECORDI 

Also, based orj (concurrence on the legal side, do you want us to go ahead and 
send the computers? 

Thanks 

Origin 
From: I IfOGO (FBI) 
Sent: Monday, October 30,2006 3:55 PM 

J(SL)(FBI),FF^~ |(OTD) (FBI)] [(OTD) (FBI); I 
To: 
Cc: 

E. (OGQ (FBI) 
Subject: RE: St Louis OPAV 

SENSITIVE BUT UNCBffSSlFIED 
RECORD| 1 

be 
b7C 

b2 

Absent the minor recommended additions in yellow in the above attachment, I concur with 
your drafts. Good job. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 

(2) 



Ph-
Cell 
Ph (Secure) -I 
Fax • 

b2 
b6 
b7C 

Original Message 
From: | RSL)(FBI) 
Sent _£unday, October 29, 2006 5:52 PM 
To: J(OGC) (FBI) 
Cc: f(SL) (FBI) 
Subject St Louis CIPAV 

SENSITIVE BUT UNEFCAS«ETEG 
RECORD! I 

As we discussed, here Is a draft of the search warrant affidavit and warrant language 
for the use of the CIPAV. I have also included a draft of the language I am thinking to 
use of the PRT&T. Can you take a look and see what you think? Thanks again for all 
your help with this. 

SL JTTF 

(S) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BMT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIV&BUT UNCLASSIFIED 

(3) 



](OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

(OGC) (FBI) 
Tuesday. October 31 2006 2:59 PM 
I l(CvD) (FBI)C 
(FRI) 

(FBijI 
(AT) (FBI);| 
P (CyDKFBÌir 

ICJ) (FBI)I 
l(CI) (FBÏÏI 

B m i 

](OTD)(FBI);[ 

I c v D ) (FBI):[ 

](OTD) 

RE: Web Bug for|_ 
L(CD(FBI)r 

JPG) (FBI); 
B Z E i i i 

](NO)(FBI);r 
ICVD) 

I 
](OGC) (FBI) 

j(CyD) (FBI); 

b2 

b6 
b7C 

UNCLASSIFIED 
NON-RECORD 

I've reviewed the materials and EC that you provided. Depending on what you want the CIPAV to do for your investigation, 
Icertainly at least a search warrant. We can discuss this when you artq 1 

I agree on what capabilities vou need from the CIPAV. 

b2 
b7E 
b7A 
b6 
b7C 

llf it is. then 
we will need to react and adjust your operations accordingly by getting required authorizations. I I 
| it is my opinion that at least a CIPAV set to provide Pen Register/Trap 
ana i race information (sw ana HKI&I oraer) can be sought from your federal district court. 

get involved. We can sort this out when you have better information. 

Hope this helps, 

1 
Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
pM, 1 
Cell I I 
Ph Récuré) -I I 
Fax • 

b6 
b7C 
b2 

Original Message 
From: I 
Sent: 
To: 
Cc: 

](CyD) (FBI) 
Tnpsriav. October 31, 2006 10:54 AM 

fisg (FBI)L, 
FBÏÏ1 

DATE: 02-10-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 02-10-2034 

b6 
blC 

Subject: 
(CI) (FBI2. 

Web Bug foi 

M i s a 
- > 0 ) (FBIÌL 
JCyD)(FBI)j__ 

Ifnm^ (FBI) 
ìiàsj (FBI)i 

l(PG) (FBÏ)T 

HiCyD) (FBI);] 
KCI)(FBI),r 

JCyD) (FBll 

(CI) (FBI); 
a ) (FBI); 

: 
UNCLASSIFIED 
NON-RECORD ALL INFORMATION CONTAINED 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

1 



Per our conversation! |the best background serial for the case is ] 
We are considering utilizing a CIPAV/IPAV in conjunction wit We are currently drafting 
an affidavit/application for the CIPAV/IPAV in order to employ the tool upon the approval fof 

We should get a draft application to you soon. 

SSA 
Cyber Action Team Unit 
Computer Intrusion Section 
Cyber Division 
Room 5931 
935 Pennsylvania Avenue 
Washington, D.C. 20535 b6 

b7C 
b2 

The information transmitted is intended only for the person or entity to which it is addressed and may contain 
confidential and/or privileged material. Any review, retransmission, dissemination, or other use of, or taking 
of any action in reliance upon, this information by persons or entities other than the intended recipient is 
prohibited. If you received this in error, please contact the sender and delete the material from any computer. 

UNCLASSIFIED 

UNCLASSIFIED 

2 



(OTP) (FBI) 

From: I tSLMFBl) b7c 
Sent: Mnnriav Dr.tnhpr 3D 2006 6:30 PM 
To: l(OTD) (FBI) 
Subject: hW: St Louis CIHÄV 

h 2 

SENSITIVE BUT UNC^SSÏF IED 
RECORD) I 

Any other configuration info that ya'll need? 

Also, based on | [concurrence on the legal side, do you want us to go ahead and send the computers? 

Thanks b6 
b7C 

—Original Message— 
From: I ~ l o G G (FBI) 
Sent: Monday, October 30, 2006 3:55 PM 
To: I l(SL)(EBD 
Cc: I KSÜ (FBI)J 
Subject: RE: St Louis CIPAV 

SENSITIVE BUT URCfeASSlFlED 
RECORD T 

](OTD) (FBDC (OTD) (FBI); JOGC) (FBI) 

h 2 

b l 

Absent the minor recommended additions in yellow in the above attachment, I concur with your drafts. Good job. 

Assistant (ieneral Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-I I 
Cell - I I 

DATE: 10-15-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REAS0H: 1.4 [C] 
DECLASSIFY ON: 10-15-2033 

b2 
b6 
hlC 

Ph (Secure) -T 
Fax I 

] 

Original Message 
From: | |SL)(FBI) 
Sent: Sunday, October 29, 2006 5:52 PM 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOWN OTHERWISE 



To: 
Ce: 
Subject: St Louis QPAV 

(OGC) (FBI) 
SL) (FBI) 

:b6 
b7C 

SENSITIVE BUT UNCLftBStéÌED 
RECORCj 

b2 

(S) 

As we discussed, here is a draft of the search warrant affidavit and warrant language for the use of the CIPAV. I b6 
have also included a draft of the language I am thinking to use of the PRT&T. Can you take a look and see what you b7c 
think? Thanks again for all your help with this. 

SL JI II-
b l 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

S E Ì Ì R ^ T 
2 



Subject: FW: St Louis CIPAV issue - with attachments 

SECRET 
RECORD 315q-sl-191661 

If you can attend, it might save you some time in the long run. 

C 
assistant general Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph 
Cell I 
Ph (Secure) I 

b2 
b 6 
b7C 

Fax|_ 

From: o o 
Sent: e to mtF t tF t 
To: t t to t 
Subject: t t :bt c t:bb utrt : te e uS b 

SECRET 
RECORD 315a-sl-191661 

I'm doing a teleconference with(_ at 2:30 today. FYI. 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 

b2 
b6 
b7C 

Fed 
Ph-
Cell 

•roi p. iroQi • nf 

Ph (Secure) I 
Fax 

!!!!!"#$%$&'()*+,,'%+!!!!! 
From: c t j t t o t c t t 
Sent: u Sub e to umt t 
To: jc to t to t c 
Subject: t t :btc fcbbutrt 

SECRET 
RECORD 315g-sl-191661 

t tT 

te e uSb 

DATE: 02-12-2009 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY OU: 02-12-2034 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOWN OTHERWISE 

They would like this to fire for the duration ô  [warrant authorization. 
b 2 
b7E 

T 



!!!!!"#$%$&,()*+„'%+!!!!! ' 
From: je t o t t o t c t t 
Sent: u Sub e to umt t t t T 
To: c t j t t o t c 
Subject: t t :bt c fcbb utrt : te e uS b 

SECRET 
RECORD 315a-sl-191661 

No need for a PRT&T is you are only usine 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Fftrjpral Riiman nf Inypstigatinn 
Ph 
Cel 
Ph 
Fax 

aer.iirm 

b2 
b 6 
b7C 

!!!!!"#$%$&'()*+„'%+!!!!! 
From: c t j t t o t c t t 
Sent: u Sub e to umt t t t T 
To: t e c T t o t c 
Ce: j c C t o C t t o t c t o C t o C t t o e t t t j t o t c 
Subject: t t :bt c fcbb utrt : te e uS b 

SECRET 
RECORD 315Q-SI-191661 

• 
I just spoke with SL regarding this matter and they are elated that we have decided to support the case. They are 
really in the market for a tool that would provide them with PT&T functionality. I explained to them that| | 

[ j. However, following the conversation with SL. I thought to 
myself thafl |would better serve the case. It would provide the functionality of the CIPAVI | 

| |a5W6ll as provide other useful info that could help further the case. Of course, the latter would 
depend on SL getting the proper authorization. Your thoughts? 

b 
b 
b 
b 

I told SL to contact vou for vour assistance in drafting the language for the hybrid SW/PT&T order. I) is 
amenable to deployin< |vvould you make sure that the proper language is conveyed to SL to 
the deployment. 

support 

They are planning on forwarding the boxes to us for the install. We will coordinate with Flaps & Seals to assist with 
this matter. 

Thanks, 
Kd 

!!!!!"#$%$&•()*+„'%+!!!!! 
From: t c c T t o t c t t 
Sent: u S u b e to umt t tF FtT 
To: c t j t t o t c 
Cc: c T C t C oCt t o t e 
Subject: . t t :btc t :bbutr t : te e uSb 



S È p R É ^ 
SECRET ^ 
RECORD 315a-sM91661 

Opinion from I As long as we are using only a CIPAV, I am willing to say this is strictly unclass. ¿6 
Should the need arise tor additional tools, we will certainly enter the classified realm. Please pass this to SLb7c 

• 

!!!!!"#$%$&'()*+„'%+!!!!! 
From: jcC t o C t t o t c t t 
Sent: u Sub e to umt t tF t T 
To: t c c T t o t c 
Cc: c T C t C oCt t o t c 
Subject: t t :btc fcbbutrt: te e uSb 

SECRET 
RECORD 315a-sl-191661 

b l 

What the case agent and AUSA have put together is a search warrant that allows loading the computers with 
the exploit and subsequent seizure of this same PPT&T data .Iwith a caveat that thev Wijl 
return to the court with another application if this collection operation is to extenq_ 
of this is based upon probable cause. 

All 

I think it is awkward and will require more work for the CA and AUSA but it may work IF the court sees it for 
what it really is. As a continuing search, it may fail, but as a search and subsequent PRT&T, it will work. I 
recommend specifically notifying the court in the warrant and affidavit that this is a two step request, a search 
(to get into the computer even though at the time it is FBI property) and subsequent PRT&T. The search is 
good for[ pnd the PRT&T can be good for up tc| [ 

Ultimately, if the court signs the order, I think it is sufficient but issues are being generated unnecessarily. 
This doesn't address the security classification issues raised below. 

b 2 
b7E 

Assistant General Counsel 
Science and Technology Law Unit 
Office of the General Counsel 
Federal Bureau of Investigation 
Ph-| ' 
Cell 

b2 
b6 
b7C 

Ph (Secure) -I 
Fax 

From: t c c T t o t c t t 
Sent: uSube to umt t tFF t T 
To: jcC t o C t t o t c 
Ce: c T C t C oCt t o t c 
Subject: t t :btc t :bbutr t : te e uSb 

SECRET 
RECORD 315q-sl-191661 



[I 

(S) 

To: 
Ce: 
Subject: 

S E T O ^ R 

( O T P ) (FB I ) 

IJJOTD) (FBI) 
-IÎCLLUHEEIL 

h 6 
hlC 

h 2 

hi 

SSA| I 
Software Development Group (SDG) 
Cryptologie Electronic Analysis Unit (CEAU) 
Digital Evidence Section (DES) 
Operational Technology Division (OTD) 

\(desk) 
(cell) 

DATE: .09-25-2008 
CLASSIFIED BY 60322UC/LP/STP/gjg 
REASON: 1.4 (C) 
DECLASSIFY ON: 09-25-2033 

b 2 
b 6 
b7C 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

S E G R E T 



AO 106 (Rev. 7/87) Affidavit fiÉ^Rtj M l 

United States District Court 
Southern DISTRICT OF Florida 

In the Matter of the Search of 

Herbert E. Hogberg III 
Special Agent I am a 

Official Title 

APPLICATION AND AFFIDAVIT 
: (S) FOR SEARCH WARRANT 

CASE NUMBER: 

being duly sworn depose and say: 

and have reason to believe 

b l 

b l 

(S) 

in the Southern District of 

concerning a violation of Title 18 United States code, Section(s) 
The facts to support a finding of Probable Cause are as follows: 

see attached affidavit 

Florida 

2332a 

b l 

(s; 

ALL FBI INFORMATIOH CONTAINED 
HEREIN 15 UNCLASSIFIED 
DATE 02-24-2009 BY 6Q322UC/LP/STP/gjg 

Continued on the attached sheet and made a part hereof: ! Yes No 

Signature of Affiant 

Sworn to before me and subscribed in my presence. 

Date 
at 

City and State 

Name & Title of Judicial Officer 
EI-

Signature of Judicial Officer 



AO 9 3 (Rev. 5 / 8 5 ) Search Warrant 

United States District Court 
Southern DISTRICT OF Florida 

In thfi M a t t e r of the Searnh of 

TO: 

(S) SEARCH WARRANT 

CASE NUMBER: 

and any Authorized Officer of the United States 

b l 

Affidavit(s) having been made before me by Herbert E. Hogberg III who has reason to 
Affiant 

believe that on the person of or ! on the premises known as 
.bl 

(S) 

b l 

in the Southern District of Florida there is now 
c o n c e a l e d a cer ta in n roner tv . n a m e l y ( 

(S) 

I am satisfied that the affidavit(s) and any recorded testimony establish probable cause to believe that the person 
or property so described is now concealed on the person or premises above-described and establish grounds for 
the issuance of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before 
Date 

(not to exceed 10 days) the person or place named above for the person or property specified, serving this 
warrant and making the search (in the daytime - 6:00 A.M. to 10:00 P.M.) (at any time in the day or night as I 
find reasonable cause has been established) and if the person or property be found there to seize same, leaving 
a copy of this warrant and receipt for the person or property taken, and prepare a written inventory of the person 
or property 
seized and promptly return this warrant 
to 
as required by law. ALL FBI INFORMATION CONTAINED U S- MAGISTRAT8 JUD0E 

HEREIN 15 UNCLASSIFIED • 
DATE 02-24-2009 BY 60322UC/LP/STP/gjG 

at 
Date and Time Issued City and State 

Name and Title of Judicial Qwier Signature of Judicial Officer 
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