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I, J. Scott Marcus, declare under the penaity of perjury that the following is true and
correct:

i. The Electronic Frontier Foundation (EFF) has asked me to render an expert opinion'
on the implications of a declaration by Mark Klein (“Klein Declaration”), and on a series of
documents alleged to have been generated by AT&T (Exhibits A, B and C to the Klein
Declaration) (“Klein Exhibits™), in conjunction with Plaintiffs' Motion for a Preliminary Injunction.

2. I am strongly of the opinion that the Klein Exhibits are authentic, and I find Mr.
Klein’s declaration to be fully consistent with the documents and entirely plausible.

3. The EFF specifically requésted that I assess whether the program described in the

Klein Declaration and Klein Exhibits is consistent with media reporis about 4 program authorized

by the President of the United States, under which the National Security Agency (“NSA”) engages
in warrantless surveillance of commmlicatiohs of peﬁpie inside the United Stat;‘es (“the Prdgram").

4, I was asked to review the following two news articles: Eric Lichtblan and James
Risen, Spy Agency Mined Vast Data Trove, Officials Report, The New York Times, Dec. 24, 2005
(attached as Exhibit B), and Barton Gellmat, Dafna Linzer and Carol D. Leonnig, Surveillance Net
Yields Few Suspecis: NSA's Hunt Jor Terrorists Scrutinizes Thousands of Amén‘cans, but Most Are
Later Cleared, Washington Post, Feb. 5, 2006 at A01 (attached as Exhibit C).

5. I was asked to focus on .thf.: fblEoWing claims in these two news articles, with respect
to AT&T Corb.: that major U.S. telecomtréuhidatioris companies a1:e as'sisting'ﬂle govemnment in
carrying out the Prdgram; that these wﬁpfﬂes have given the government ldirect access to
telecommunications facilities physically loba%ted. on U.S. soil; thét by virtuia of thi§ access, the
governmen! can now monitor both dome.stic. and internafional cormnunicatioins of persons in the
United States; and that surveillance under the Program is conducted in several stages, with the
early stages being computer-controlled collection and analysis of cdmmun.ications and the last

stage being actual human scrutiny.

6. In the sections that follow, I present my qualifications, and provide an overview of

" Attached hereto as Fxhibit A is my curriculum vitae.
1.
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the implications of the Klein Declaration and Klein Exhibits. [ present my conclusions in regard to
the scope of the program, and the volume of data that was captured. ! also explain why I find
credible Mr. Klein’s allegation that the room deseribed was a secure facility, intended to be used
for purposes of surveillance on a very substantial scale. :

QUALIFICATIONS

7. For more than 30 years; I have worked in a wide range of positions invelving
computers, data communications, economics, and public policy. This declaration draws on my
experience in several of these posifions, and in several different academic disciplines.

8. From March 1990 to July 2001, 1 held a series of reépon_siblc positions with Bolt,
Beranek and Newman (which was rcnalmed EBN Corp.) and with its successor companies, GTE
Internetworking and Genuity, culminating in. my work as Chief Technology Officer (CTO) of
Genuity. |

9. BBN Corp. was acquired by GTE Corp. in 1997. The portion of BBN that

. functioned as an Intemet Service Provider (ISP)* became GTE Internetworking, a wholly owned

subsidiary of GTE.

10.  Tn 2000, at the time of the Bell Atlantic — GTE merger (which formed Verizon),

GTE Internetworking was spun ouf info an independent company in otder to satisfy regulatory

leigationé relevant to the merger. The independent firm was calfed Genuity,

11. My primary engineering competence is as a designer of large.scale IP-based® data

networks.

12. Immediately,fdllowing BBN’s acquisition by GTE, I headed the tcam of systems

architects and network enginecers who developed the overall architectural design for GTE

Internetworking’s new data network. The team, comprising of as many as 50 senior engineers at

various times, translated general busincss and marketing requirements into a comprehensive sef of

2 An Internet Service Provider (ISP) is an organization that enables other organizations to

connect to the global Internet. ISPs often provide additional supporting services to enable
electronic mail (e-mail) and to permit domain names (such as www.foc.gov) te be recognized.

3 All Tntenet traffic is IP-based, i.e. based on the Intemet Protocol. I expand on this discussion in
the section in which I discuss “Traffic captured™. .

9.
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high level engineering designs. 'l'his was a project of substantial scope and scalé. The new netwark
transformed 13,000 miles of dark fiber* into a single integrated network providing nationwide (and
ultimately global) high speed Interet access services, and support for consumer Infernet access via
broadband and dial-up, and high speed data services for large enterprises. In terms both of scope
and of technology, this network was at the state of the art of the day. The network was viewed as a
technical and economic succt;s;s, and became in short order one of the largest Internet backbone
networks in the world — in terms of traffic carriéd, it could be viewed ds the fburth largest Internet
backbone® in the world for much of the time that I was there.

13. [ have some experienée with AT&T’s network at its inception. When AT&T
initially entered the Intérﬁet business in 1995, they contracted with my firm, BBN, to provide the
underlying service. In effect, they “private labeled” a BBN service. They provided connections to
their customers over dedicated circuits, which were cross-connected to BBN’s Intemet network.
The customer perceived an AT&T-branded service, but BBN provided the acuval ISP services. I
was BBN’s lead technical person fof this endeavor.

14. BEN and AT&T conducted exploratory, but ultimately unsuccessful, discussions

“about building an Internet backbone together. AT&T ultimately decided to implement their own

Internet backbone network (the Common Backbone [CBB), which is the same name used in these

documents), and thus to assume the ISP functions that had previously been provided by BBN. The

initial desigﬁ of the CBB reflecied AT&T’s experience in working with BBN,

15. In addition to the GTE Intemetworking’s own Internet backbone, and the work with
AT&T, 1 designed a number of networks for commercial and govémment customers. I did the

initial design work and cost analysis for a very large dial-up network for America Online in 1995,

4 Fiber optics are discussed later in this declaration. Dartk fiber is fiber opiic cable that is not

yet carrying traffic.

The term backbone is w1dely used in the industry, but not precisely defined. An Internet
backbone can be thought of as a large ISP, many of whose customers may themselves be smaller
ISPs. There is no single network that is the Internet; rather, the Internet backbores collectively
form the core of the global Internet. The term backbone is also sometimes used to denote any large
[P-based network, whether used to provide IP-based services to the public or not.

¢ The AT&T Common Backbone, like backbones generally, is a large IP-based network. The CBB
is used for the transmission of interstate or foreign communications.

13-
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This network ultimately ;;anied as much as 40% of America Online’s dial-up trafiic.

16. My experience as CTO at GTE Internetworking provides useful insights not only in
network design, but also iﬁto Opﬂatfonal procedures in a large Internet backbone operator
associated with a large traditional telecommunications carrier. BBN's joint project with AT&T
required me to work closely with AT&T’s engineers as they deployed the service, In addition,
much of BBN’s Internet equipment was physically deployed into poinis of presence owned and
operated by WorldCom and by MCI, which required that I be able to'coordinate with their staffs 4§
well. These insights into cartier operations enable me to assess the AT&T docurnents.

17. Many of my other duties at BﬁN, GTE Internetworking and Genuity are relevant to
this declaration.

18. I created a network 'design and capacity planning function within BBN, and ran the
fanction for scveral years. In the context of an ISP, capacity planning is the process whereby the
ISP measures and interprets current service demands on the network, projects future demands
(considering both current and projected future service offerings), and plans for necessary network
enhancements to meet those demands. Capacity planning required constant interaction with the
company’s financial planners, as well as marketing and engineering. It also required an in—depﬂl
understanding of traffic flows within and betﬁeen Internet providers. After the merger with GTE, I
received a GTE Chairman’s Leadership Award for that work.

19. I am the author of a textbook on data network design:'Designing Wide Area
Networks and Internetworks: A Practical Guide, Addison Wesley, 1999. The book largely réﬂects
my experience with capacity planning and nétwork design in the large at BBN, GTE
Internetworking and Genuity.

20. I held a number of sales and marketing positions at BBN, and in those roles {(and
also subsequently as Genuity’s CTO) frequently participated in the assessment of the costs and the
potential revenues associated with new services. | -

21. Many of my outside consulting assignments at BBN involved elements of data
securily and network security. Later, as CTQ, the company’s senior security expert was a direct

report. I thus had a general oversight role with respect to. the company’s performance of lawful
-4-
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intercept.

22. As CTO, I also had primary responsibility for the coﬁipany’s strategic approach to

“peering’ with other Internet Service Providers (including AT&T). I personally chaired the firm’s

peering policy council, where the company’s various stakeholders (engineering, financial and
marketing) established strategic direction in regard to i)eering.

23. I suﬁported GTE’s General Counsel in raising concerns about the MCI-WorldCom
merger (1998) and the proposed MCI-Sprint merger (2000), arguing that the network externality
effects resulting from the mergers would make anticompetitive practices as regards Internet
backbone peering both feasible and profitable, These argnments hinged to a éubstantial degree on
my ability to estimate peering traffic flows between the major Internet backbones in both real and
hypothetical circumstances. This activity drew hea\.fily on my experience with the measurement
and analysis of traffic. _

24. From July 2001 to July 2005, I was the Senior Advisor for Internet Technblogy at
the Federal Communications Commissien (FCC). In this role, I served as the FCC’s leading
technical expert on the Internet, and provided advice to the Chairman’s office and to other senior
r'nanagers as regards technology and policy issues.

25. I participated in numerous proceedings during my tfime at the FCC, including

- several that dealt generally with broadband and with Voice over IP (VoIP).2

26. [ was a member of the FCC’s Homeland Security Policy Council, with significant

responsibilities as regards cybersecurity and infrastructure security. I heid a top secret clearance. T

frequently spoke on the FCC’s behalf on lawful intercept (CALEA)’ in connéction with IP-based

services. I was an active and significant participant in the FCC’s proceedings related to CALEA in

! Peering is the process whereby Internet providers interchange traffic destined for their

respective customers, and for customers of their customers. A more-extensive definition appears

later in this Declaration, under “Traffic Captured.”

8 IP is the Intemnet Protocol. All Internet data is TP-based. Voice over IP refers to the

transmission of voice over IP-based networks — either private networks or the “public” Infemet.
Communications Assistance for Law Enforcement Act of 1994 (CALEA), Pub. L. No. 103-

414, 108 Stat. 4279. CALEA is the statute that requires carriers to proactively instrument thetr

networks in order to support law enforcement needs. The FCC has a role in its implementation.

-5-
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connection with Voice over IP (VoIP) and with broadband.

27. From July 2005 to the present, I have been a Senior Congultant for the WIK, located

in Bad Honnef, Germany. The WIK is a leading German research institute specializing in the

economics of electronic communications, and the regulatory implications that flow from those |

. economics. Much of my current work applies economic reasoning to policy problems in electronic

communications.
28. [ am a Senior Member of the Institute of Electrical and Electronics Engrineers
(IEEE), and have held several senior volunteer positions within the IEEE. T am cwrently co-editor

for public policy and regulatory matters for [EEF Communications Magazine. I'have also served as

| atrustee of the American Registry of Internet Numbers (ARIN).

29. 1 do not consider myself an economist, but T have a good woiking knowledge of
economics as it applies to the aspects of telecommunications that T deal with. Several of my
profefssional papers over the past few years are economics papers, and 2 number of them have been
cited by recognized economists.'® Other recent papets apply econemic reasoning to problems in the
regulation of electronic communications.'* ‘

BACKGROUND - DOCUMENTS REVIEWED
©30. In forming my expert opinions in this Declaration, I reviewed the following

documents: the Klein Declaration; SIMS Splitter Cut-In and Test Procedure, Issue 2, 01/13/03

W See, for instance, my paper with Jean-Jacques Laffont, Patrick Rey, and Jean Tirole, IDE-T,
Toulouse, “Internet interconnection and the off-net-cost pricing principle,” RAND Joumal of -
Economics, Vol. 34, No. 2, Summer 2003, available at :
hitp:/Awww rje.org/abstracts/abstracts/2003/rje.sum03. Laffont.pdf (Exhibit D). An earlier version
of the paper appeared as “Internet Peering,” American Economics Review, Volume 91, Number 2,
May 2001. See also “Call Termination Fees: The U.S. in global perspective,” presented at the 4th
ZEW Conference on the Economics of Information and Communication Technologies, Mannheim,
Germany, July 2004, available at: fip:/fip.zew.de/pub/zew-
docs/div/IKT04/Paper_Marcus_Parallel Session,pdf (Exhibit E). Another paper that deals
primarily with economics has been commissioned by the International Telecommunications Union
(ITU-T) for presentation at their ITU New Initiatives Workshop on “What Rules for IP-énabled
NGNs?,” March 23-24, 2006: “Interconnection in an NGN environment,” available at
htp:/fwww.itn. mt/osg/spu!ngn/documentsfPapers/Marcus-060323~Fm-v2 1.pdf (Exhibit F).

1 See, for instance, “Evolving Core Capabilities of the Internet,” Journal on
Telecommunications and High Technology Law, 2004 (Exhibit G).

-6-
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(Klein Decl. Exh. A); SIMS Splitter Cut-In and Test Procedure: OSWF Training, Issue 2, January
24, 2003 (Klein Decl. Exh. BY; and Study Group 3 LGX/Splitter Wiring: San Franciscb, Issue 1,
12/10/02 (Klein Decl. Exh. C).

31. 1 have also reviewed publicly available data on the Internet — wherever I have relied
on such data, [ have so indicated in the text.

32. The Klein Exhibits use terms such as “SG3 equipment” and “SG3 room.” 1 believe

SG3 to be an-acronym for Study Group 3, which is used consistently to describe the project.

| Consistent with this terminology, I will refer to the SG3 Configuration throughout this declaration,

33, I interpret OSWF as a reference to the On Site Work Force. These documents
represent directions to technicians who must “cut” the new facilities into fhe networle, f.e. install
them with as little impact as possible an AT&T’S ongoing network opératiohs.

34, Based on my experience in working with AT&T, I consider the documents to be
written with the meticulous attention to detail that is typical of AT&T operations. Highly skilled
central engineering staff provided unambignous and highty detailed directions in order to enable
implementation by multiple on site field crews at a lower skill level. Any operations that could be
done in advance were dealt with prior to the cut. The cut was designed to be as fast and as painless
as possible, so as to minimize the risk of network disruption. The cut was to take place during the
maintenance window (presumably during the early ‘morm'ng homé, e.g. 2:00 AM) so as to further
minimize possible distuption.'?

35. It is clear that these plans relate to real deployments, and not just to a theoretical or

“hypothetical exercise. The last page of Klein Exhibit B makes clear that the San Francisco

deployment was already in full swing when the document was published on January 24, 2003. Of
sixteen large peering circuits that were to be diverted, (1) circuit engineering was compiete for
eight, (2) actual change orders had already been issued for four, and were Scheduled to be issued
for four more within the subsequent week (i.e. by 1/30/2003), and (3) request dates had been

established for the completion of the remaining circuit engineering, for splitter pre-test and for

See Klein Exh. A, page 4.
-7-

DECLARATION OF J. SCOTT MARCUS [N SUPPGRT OF
C-06-0672-VRW PLAINTIFFS’ MOTION FOR PRELIMINARY INJUNCTION




W 1 & v

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

putting the splitters into the circnits, afl in 1/2003 and 2/2003.

36. Klein Exhibit B and Klein Exhibit C are specific to AT&T’s San Francisco facility,

but Klein Exhibit A is generic — it is relevant to all sites where this cut was to take place.
OVERVIEW AND SUMMARY OF PRINCIPAL OPINIONS

37. My expert assessment is based on the Klein Declaration, the AT&T ddcuments
collectively designated as the chiﬁ Exhibits, my extensive and varied experience in the industry,
and various' publicly available documents. Where I have relied on such documents, I have so
indicated in the text.

38. Based on these documents, other publicly available documents, and my general
knowledge of the industry,‘I conclude that AT&T has constructed an extensive — and expensive —
collection of infrastructure that collectively has all the capability necessary fo conduict large scale
covert gathering of IP-based communications information, #of only for communications to
overseas locations, but for purely domestic communications as well."

39. In terms of the media claims T was asked to evaluate with respect to AT&T, I

conclude that: the infrastructure described by the Klein Declaration and Klein Exhibits provides

AT&T Corp. with the capacity to assist the government in camrying out the Program; that the

infrastructure deployed included a data network (the SG3 backbone) that apparcntlj-r provided third
party access to the SG3 room or rooms-; that, if the government is in fact in communication with
this infrastructure, AT&T Corp. has given the government direct access to telecommunications
facilities physically located on Us. soil; that, by virtue of this access, the government would hﬁve
the capacity to monitor both domestic and international communical;_ions of persons in the United
States; and that surveillance under the Program is conducted in several stages, with the carly stages
being computer-controlled collection and analysis of communications and the last stage being
actual hwman scrutiny. _

40. A key question is whether the infrastructure that AT&T deployed — which I refer to

for purposes of th';s’ declaration as the SG3 Configurations — is being used solely for legitimate or

1 Later in this Declaration, I provide my assessment of the volume of domestic and

international traffic captured.
8-
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innocucus purposes, or for interception that violates consumer privacy and U.S. law. The SG3
Configurations could be used for a number of legitimate purposes; however, the scale of these

deployments is, in my opinion and based on my experience, vastly in excess of what would be

- needed for any likely application, or any likely combination of applications other than surveillance,

41, The 8G3 Configurations that were deployed are not routine for Internet backbone
operators, and they are emphatically not required (nor, apparently, are they_ being used) for the §
transmission of Internet ciata between customers.

42. 1 consider other possible altemative hypotheses for AT&T’s deployments later in
this Declaration, under “Alternative reasons why AT&T might have d(;ployed the SG3
Configurations.” For instance, the SG3 Configurations could be used in support of routine lawful
intercept, and are possibly being used in that way, but lawiul intercept re_quijrgements could not
account for AT&T’s deployment of the SG3 deploymenis. As another e;(ample, the SG3
Configurations could be used in support of AT&T commercial security offeﬁngs, and it afapcars
that AT&T is using either the SG3 Configurations or, more likely, similar technology deployed
elsewhere in support of their Internel, Protect commercial offering. In my judgmient, and based on
my experience, it is highly unlikely that benign applications, either individually or collectively,
provided the rationale fotr the deployment. The information at hand suggests, rather, that AT&T has
attempted after the fact to find ways to realize additional commercial value out of a very substantial
deployment that had already been made primarily in order to conduct (presumably warrantless)

surveillance. Public statements by AT&T officials over the years tend to support thls view — AT&T

. only belatedly realized that customers might be interested in certain of these capabilities.'*

43. Prior to seeing the Klein Declaration, I would have expected the Program to involve

a modest and limited deployment, targeted solely at overseas traffic, and' likely limited in the

.information, captured to traffic measures (except pursuant to a warrant),  The majority of

intemational IP traffic enters the United States at a limited number of locations, many of them in

the areas of northem Virginia, Silicon Valley, New York, and (for Latin America) south Florida.

Supporting detail appears fater in this Declaration, in “Altemative reasons why AT&T
might have deployed the SG3 Configurations.”

-9
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This deployment, however, is neither modest nor limited, and it apparently involves considerably
more locations than would be rf:(iuircc_l to catch the majority of international traffic,

44, "The SG3 Configurations are fully capable of pattern énalysis, pattern matching and
de‘tailed analysis at the level of confent, not just of addressing information. One key component, the
NARUS 6400, exists prmarily to cénduct sophisticated rule-based analysis of content. It is also
well suited to high speed data reduction — to the “winnowing down” of large volumes of data, in
order to identify only events of interest.

45. Klein Exhibit C -speaks of a private SG3 backbone network, which appears to be
partitioned from AT&T’s ﬁain Internet backbone, the CBB." This suggests the presence of a
private network. The most plausible inference is that this was a covert network that was used to
ship data of interest to one or more central locations for still more intensive analysis. I return to the
capabilities of the SG3 Configurations later in this Declaration, under “Capabilities of the SG3
Configuration.” _

46, Given the probable cost of these configurations, and the likely limited commercial
return, I find it exceedingly unlikely a financially troubled AT&T'® would have made these
investments at that time on its own initiative. I can cnvision no commercial reason, nor any
combination of commercial reasons, that would render that investment likely. T therefore conclude
that it is highly probable that funding came from an outside source, and consider the U.S.
Government to be the most likely source. This supports Mr. K.Icin_?s assertion that the room was an
NSA secure room, accessible only to NSA—cleared personnel. '

47, I also find that the cornponents that were chosen are efcceptionally well suited to a
massive, distributed surveillance activity (see “Capabilities of the SG3 Configuration” later in this
Declaralion). No other application provides as good an explanation for the combination of

engineering choices that were made.

43, In addition, the private SG3 backbone network referred to in Kiein Exhibit C,

15 Klein Exh.C, pp 6, 12, 42, Again, see “Capabilities of the SG3 Configuration” later in this

Declaration.

{ return to the topic of AT&T’s financial condition later in this Declaration, under “AT&T’s
Financial Condition in 2003.”
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appears to be partitioned from AT&T’s main Internet backbone, the CBRB.Y This is perfectly
consistent with the notion of massive, covert distributed surveillance system. It is not consistent
with normal AT&T practice — they have been working for years to try to reduce the number of
networks in use, in the interest of engineering and operational economy.

49, For all of these reasons, I am persuaded that the SG3 Configurations were deployed
primarily in order to perform surveillance on a massive scale, and not for any other purpose.

BACKGROUND - FIBER OFTICS

50. The Klein Declaration speaks (at § 24 and in the sections following) of splitting the
light signal, so as to divert 2 portion of the signal to the SG3 Secure Room. It may be helpful to
review (at an. informal level suitable for a non-specialist) some of the characteristics of fiber optic
transmission before proceeding.

51, Historically, electronic communications were carried-over copper wires, or were

- broadcast through the air. In both instances, it was often cconomically and technically

zidvantageous'to modulate’® the signal onto a higher frequency wave. Doing so enables the
recipient to select from among mulliple signals transmitted aver the same physical medium. You
do this every time that you tune your television or radio to a particular channel. .

52. More recently, fiber optics have supplanted the use of copper wire for many
applications, especially those involving long distances. Instead of modulating signals onto

electrical waves or radio waves, they are modulated onto light waves. Because light waves have a

much higher frequency than the waves used in copper wires; it is possible to modulate far more

" information onto them.

53. Fiber optics have an additional advantage over copper wires: They do not generate

electrical interference, nor are they vulnerable to it. In addition, it is difficult to “tap™ into & fiber

17 Kiein Exh.C, pp 6, 12, 42. Again, see “Capabilities of the SG3 Configuration™ later in this

Declaration.
Modulation is “. . . the process of varying a carrier signal, typically a [signal in the shape of
a sine wave}, in order fo use that signal to convey information . . . . There are several reasons to
modulate a signal before transmission in a medium, These include the ability of different users
sharing a medium (multiple access), and making the signal properties physically compatible with
the propagation medium.” See http://en. wikipedia.org/wiki/Modulation (Exhibit ).
-11-,
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optic cable without detection. All of these characteristics are felt to make fiber more reliabie and
more secure than copper.

54. At the same time, these characteristics mean that law enforcement has to work
harder to implement lawful intercept. The Hollywood image of an FBI agent with a pair of alligator
clips is a thing of the past.

55. This is one of the main reasons why CALEA obligates catriers to instrument their
networks in order to support requests for lawful intercept. Lawful intercept in today’s. world
depends on the cooperation of the carrier. '

56. In this case, the splitter (described below) provides an equivalent function to that of
the alligator clips. However, instead of capturing traffic to a single target, these splitters
collectively transferred all or substantially alt of AT&T’s off net [P-based traffic'® (so-called
Internet peering™ traffic to other Internet backbones) to a secure room.

57. A splifter is a standard bit of optical gear. The simplest form is a “T™ — one signal
comes in, two signalslgo out. The splitters in this case were 50/50 splitters, which is to say that tﬁey

split the signal such that 50% went to each oufput fiber. See the figure immediately below.

9 The basis for this statement is developed over the balance of'this Declaration. Traffic fiom

one AT&T customer to another AT&T customer is on net traffic; traffic from an AT&T customer
to a customer of some other ISP is in general off et traffic. As previously noted, all Internet traffic
is [P-based, i.e. based on the Internet Protocol. I expand on this discussion in the section in which I
discuss “Traffic captured.”

Again, peering is the process whereby Internet providers interchange traffic destined for
their respective customers, and for customers of their customers.

-12-
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FIGURE 1
Signal out (50%) Signal out (50%)

Signal in (100%)

58. To the layman, it may seem strange that one can split a signal and still use both
portions. In everyday life, if we divide something in half, each half is in some sense less than the
whole. It is important to remember that, in this case, what is important is the bits (the information
carried), oot the underlying medium. This is more akin to making a copy of an audio CD — the CD
that has been copied is not harmed by being copied. The copy contains the same information as the
original.

59. Opto-electronic equipment is routiﬁely designed (o recover as much information as
possible from weakened signals in ordef to attempt to compensate for attenuation™ (weakeﬁing, or
loss of “punch™) of the signals over distance.

60. The AT&T designers were well aware that splitting the signal would make it
weaker. They expected a loss of 4 dB* as a direct result of splitting the signal in two, and a loss of
an additional 2 dB due to possible inefficiencies in the process — think of this lafter loss as being

the equivalent of friction in a mechanical device: This makes for a combined loss of 6 dB. As long

2 “In telecommunication, atteruation is the decrease in intensity of a signal, beam, or wave

as a result of absorption of energy and of scattering out of the path to the detector, but not including
the reduction due to geometric spreading.” See http:f/en.wikipedia.org/wiki/Attenuation (Exhibit I).
# 4B is the standard abbreviation for decibel. “The decibel (dB) is a measure of the ratio
between two quantities, and is used in a wide variety of measurements in acoustics, physics and
electronics. . . . It is a “dimensionless unit” like percent. Decibels are useful because they allow
even-very large or small ratios to be represented with a conveniently small number. This is
achieved by using a logarithm.” See hitp://en.wikipedia.org/wiki/Decibel (Exhibii J).
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-as the loss was less than 7 dB, they presumably expected it to be within the normal operating

tolerances of the devices on both ends, so they apparently made no provision to correct for the loss.
They required technicians to carefully record signal levels before and after the cut (the insertion of
the splitters into the operating network), and to report-any loss of signal preat cnough fo cause
problems to the Network Operations Center (NOC) in Bridgeton, New J ersey.”

61, For the work that was described in the Klein Exhibits, each high speed circuit was
apparently comprised of mullipie fiber optic cables. AT&T chose to connect the cables associated
with certain circuits to the splitters, and thereby to -divert or copy the signals carried on those
circuits. They presumably chose not to connect the cables associated with other circuits to the
splitters, and thereby to refrain from diverting or copying the signals associated with those circuits.

62. In the context of the SG3 Configurations, the new splitiers and a collection of
optical cross-connect cables directed 50% of the signal to complete the same path that the signal
had previously taken (from the CBB router to the optical {ransmission equipment), and directed the
other 50% of the signal to the SG3 Equipmf:nt;z_4 This arangement enabled the circuits to continue
to fanction just as they previously had, but also made the signals availablé to the SG3 Equipment.

63. The splitter configuration that AT&T used is routinely available from a major
supplier of equipment for electronic communications, ADC. See line 1 of page 4 of ADC’s
brochure  “Value-Added  Module  System: LGX* . Compaiible,”  available  at |
http://www.adc.comeibrary/LiteraturcI891 _LGX pdf (Exhibit K).

SUMMARY OF THE ARCHITECTURE OF THE 5G3 CONFIGURATION AND ITS
DATA CONNECTIVITY

64. °  In this section, I provide a swmmary overview of the architeciure of the SG3
Configuration and its data connectivity, based on the Klein Declaration, the Klein Exhibits, and my

professional expeitise. More details are provided in later sections of this declaration,

23

v See Klein Exh. A, p. 10.

See, for instance, Figure 5 on page 11 of Klein EXh.lb].tA Note, too, that thc tables on
pages 6 and 7 of Klein Exhibit € refers to “50/50 Dual Splitters.”

The LGX refers to the format of the physical rack into which the equipment is dcs:gned to
be deployed. Lucent.developed the LGX forraat. LGX stands for nght Guide Crossconnect.

-14-
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65. The Klein Declaration refers to a “secret” room being constructed within AT&T
Corp.’s Folsom Street Facility, called the “SG3 Secure Room.” Klein Decl., 1 12.

66. While Mr. Kliein worked at the Folsom Street Facility, _';vhcrc he oversaw its
WorldNet Internet room,” his duties included the installaﬁon of new fiber-optic circuits with
respect to AT&T’s WorldNet Internet service.”” Klein Decl., §115,20.

67. In the course of his employment by AT&T, Mr. Klein reviewed the three documents
collectively referred to as the Klein Exhibits. Klein Decl., §f 25-26, 28.

68. The SG3 Configuration, for purposes of my declaration and expert opinions,
includes the following basic elements: a room referred to in the Xlein Declaration as the “SG3
Secure Room,” id., { 12 and Klein Exh. C, p. 46, “SG3 Room,” id., p. 45, “8G3 Room LGX,” id.,
p. 13, “SG3 Equipment Room,” id., p. 41, and “SG3 Equipment,” see Klein Decl., Exh. A, p. 10,
Fig. 4; sophisticated computers and other electronic devices located in or to be installed in this
room; sophisticated routers and switches capable of switching traffic among the computing systems
in the room, and also to other l(;cations; and cables associated with data circuits entering and
exiting this room. _

69. The $G3 Secure Room that Mr. Klein describes in his declaration is fully consistent
with the various SG3 _roorris referred to in the Klein Exhibits.

70. The Klemn ExhiBits describe procedures for splitting or diverling peering

communications traffic associated with AT&T Corp.’s Common Backbone (CBB) fiber-optic

network by means of splitters®® that fed into the SG3 Secure Room.

71. By following these procedures, all the communications carried on the associated

fiber optic circuits were diverted or copied to the SG3 Scoure Room and could be made available

% The WorldNet Internet room and its equipment as described by Mr. Klein is a facility for
transmitting both domestic and international wire or electronic communications by
electromagnetic, photoelectronic or photooptical means. Klein Decl,, 4§ 15, 19,22,

%" The AT&T WorldNet Intemet service provides its users with the ability to send or receive email,
to browse the web, and to send or receive other-wire or electronic commumications.

2 1 explained the function of.a spfitter earlier in this declaration, in the section on “Background —

~ Fiber Optics”. The T splitters used by AT&T apparently sent 50% of the input signaf to each of

two optic fiber cables, one of which conveyed the traffic to the SG3 Secure Room.
-15-
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to any devices in that roorm.

72. With respect to the SG3 Secure Room in San Francisco, the process resulted in the
diversion of all, or substantially all, of AT&T's peering traffic at the Folsom Street San Francisco
facility to SG3 equipment, with no significant adverse impact on AT&T’s confinuously operating
CBB Intemet backbone. .

73. Thé figure below helps to clarify these relationships. Splitters take the peering
traffic from other networks (“off net” traffic) and route 50% of the signal to the CBB, and 50% of
the signal to the SG3 Secure Room. Even though only 50% of the signal goes to each side of the
split, all of the associated traffic is available both to the CBB and to the equipment in the SG3
Secure Room.

FIGURE 2

Centm! 1
Analysis
Facility? J

5G3
Batkbone

dane.
Loyic Senrers’

74. The Klein Exhibits also list equipment linked to or contained in the $G3 Secure
Room. These include sophisticated computers and other electronic equipment. See Klein Exh. C, p.

3 (“cabinet naming”). At the same time, the Klein Exhibits do not indicate the quantities of
' -16-
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equipmént, nor do they indicate the precise inierconnections between them; consequently, the
connections depicted within the SG3 Secure Room in Figure 2 should be considered fo be
suggestivé buit not necessarily exact.

75. An important group of devices in the SG3 Secure Room is the Narus STA 6400,
which is a “semantic traffic analyzer,” and the Narus Logic Server.”® As I explain in more detail

below, the Narus system is designed to apply logicél tests to large volumes of data in real time. It is

well suited to the initial screening function of a comprehensive surveillance system — in fact,

surveillance is one of the systern’s primary functions.®®

76. The Klein Exhibits also refer to the “SG3 backbone” and to the “SG3 backbone
circuit[s].”*' Klein Exh. C, pp. 6, 12, 42. As I explain in more detail below, it is highly tikely that
this SG3 backbone provides a fiber-optic network confiected to the SG3 Secure Room, but separate
and distinct from the CBB. In other words, ,while the SG3 Secure Room is connected to the CBB-
(from which it receives communications), it is.also connected to another network, and signals can
be sent out of or into the SG3 Secure Room over the SG3 backbone.

1. In sum, the general architecture of the SGS; Configuration is that communications on
the CBB are split by means of splitters in a splitter cabinet, and that these communications feed
into the SG3 Secure Room where they can be processed by the equipment in the SG3 Secure
Room. At the same time, the SG3 backbone provides a separate, two-way channel of
communication with the SG3 Secure Room. The documents reviewed do not, however, indicate
what entities can receive signals or mfonﬁation from or send signals or information into the SG3
Secure Room via the SG3 backbone. I consider it highly probabic that one or more Centralized

Processing Facilities exist, as shown in Figure 2, but that belief is based on tlfle nature of the job

that the Narus system is designed to do, rather than being based on the Klein Exhibits themselves.

¥ See Klein Exh. C, p. 3 (“cabinet naming”). The Narus Logic Server is apparently implemented in
conjunction with a Sun V880 computing system, possibly as software running on the Sun V880.

* See http://www.narus.com/solutions/IPanalysis.htm! (Exhibit L).

*! In the text, both the SG3 backbone circuits and the peering circuits are referred to in the singular.

Tbelieve that these are gramumar errors on the part of the author, and that both should have
appeared in the plural.
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- CAPABILITIES OF THE SAN FRANCISCO SG3 CONFIGURATION

78. In this section, I explain my expert opinions about the activities likely to be
occurring in the SG3 Secure Room in San Francisco. '

’ 79. In order to understand the capabilities of this configuration, it is particularly
ﬁnportant to understand the capabilities of the Narus Semantic Traffic Analyzer (STA) and the
Narus Logic Server. Narus’s website provides singularly little information about their offerings,
but a few public so’ur;:es provide useful supporting detail, notably including a presentation that
Narus.made to the Buropean SCAMPI project in May, 2004, and a Narus presentation available on
the website of Narus’s reseller [BM.*

30, These devices are designed to capture data directly from a network, apply a
structured series of tests against the data, and respond appropriately. According to the Narus
website, “One distinctive capability that Narus is known for is its ability to capture and collect data
at true carrier speeds. Every second, every minute and everyday, Narus collects data from the
largest networks around the world. To complement this capability, Narus provides analytics and
reporting products that have been deployed by its customers worldwide, They involve powerfu]
parsing algorithms, data aggregation and filtering for delivery to various upstream and downsiream
operating and support systems. They also involve correlation and association of events collected _

fiom numerous sources, received in multiple formats, over many protocols, and through different

periods of time. >

31 Given the very high data rates that are supported, it is likely that many sophisticated
techniques are used to accelerate the processing.

82. The Narus presentation on IBM’s web site®® makes it ciear that the Narus system
has the ability to inspect user application data (i.c. content), and not merely protocol headers. In

this context, it is worth noting that references to layer numbers reflect the OSI Reference Model, |

2 See http://www.ist-scampi.org/events/workshop-2004/poell.pdf (Exhibit M), and

http:/fwww-03.ibm com/industries/telecom/doc/content/bin/tc usine narus ip_sept 2005.pdf
(Exhibit N},
3 See http:/fwww nams.com/solutions/TPanalysis.html (Exhibit L).

7 3 See http:fferww-

03.ibm.com/industries/telecom/doc/content/binfte_using narus ip_sept 2005.pdf (Exhibit N),
18-
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where levels 5 through 7 correspond to the application™:

The Narus solution is multi-ticred. Within the platformn are the first two tiers; the
third tier is the application that the platform is enabling. The two Narus tiers or
layers are:

= Collection
*» Processing

Collection ,

The collection layer in the Narus solution consists of High Speed Analyzers which
conneet to the network at the points where the traffic to be monitored can be most
efficiently accessed. The Narus HSA’s are passive and as such have zero impact on
the service delivery. The HSA’s analyse each and every IP packet looking at the
OSI layer 2 to layer 7 data and extract layer 4 flows and layer 7 application data
[emphasis added] for every TP session. Appropriate layer 4 and layer 7 data is
packaged up and passed to the downsiream processing layer as Narus vectors.

Processing )
The processing layer in a Narus deployment is the LogicServer. The LogicServer
process runs RuleSets which are programs that apply the business logic to the Narus
vectors passed by the collection layer.

83. The statements in the IBM document make clear that the Narus system is well suited

to process huge volumes of data, including user content, in real time. It is thus well suited to the

capture and analysis of large volumes of data for purposes of surveillance. _

84. The following fipgure, which is taken from the Narus presentation to SCAMPI,
makes it clear that the system, in addition to its other capabilities, is dcsigneci to identify traffic of
interest and to act on it. It has the ability to store interesting traffic to the onboard disk that is part

of the system.

s The Narus website is consistent with this assessment. “Stateful, Real-Time analysis of all of

the traffic, Layer 3 to Layer 7 stack™. The reference is to the largely obsolete OSI Reference Madel
of Interconnection, where levels 5 through 7 correspond to the application. See

hetp:/fwww .narus.com/platform/index. html (Exhibit O). For a non-technical explanation of
protocol layering in the context of the Intemet, see section 2 of my paper “Evolving Core

Capabilities of the Internet,” Journal on Telecommunications and High Technology Law, 2004
(Exhibit G).
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85. In addition to its real time capabilities, the Narus offering can subsequently analyze
large volumes of data in order to reconstruct session content as needed from the captured ‘
collections of packets. This would include e-mail, web browsing, voice over IP (VoIP), and other
common kinds of Internet communication™®

86. It would, in my judgment, be an emor fo evaluate the capabilities of this
configuration — substantial though they are - solely on the basis of the equipment deployed by
AT&T to the SG3 Room. The AT&T documeﬁts clearly indicate the presence of an SG3 dackbone
network, apparently operating at OC-3 speeds (155 Mbps).*" This network, while much smaller |
than AT&T’s CBB Intcr;iet backbone network, is nonetheless quite substgntial.

87. The SG3 backbone was logically distinct from the AT&T Common Backbone
.(CBB), but this does not necessarily mean that it had dedicated physical transmission facilities. It
most probably operated over AT&T’s standard optical fiber-based transmission systems, but using
different high speed services — in effect, different circuits — thag the CBE. If this network were

carrying nothing more than a subset of AT&T’s normal commercial traffic, they might not have

3 Narus forensics, for example, “[r]econstructs and renders IP data captured with NarusDA

(Directed Analysis), NarusLE (Lawful Intercept) or obtained from other data sources: Visually
rebuilds or renders web pages and sessions; Presents e-mail with the header, body and attachments;
Plays back streaming video or a VoIP call web session or other interactive medium.” See
http/fwww narus.comysolutions/NarusForensics.html (Exhibit P

¥ Klein Exh. C, pp. 6, 12, 42. -
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felt the need to do more —~ it has long been considered permissible to transmit Sensitive but
Unclassified Information (SUCI) over separate fiber-based transmission paths. Had there been
greater sensitivity about the data, it might have been protected in other ways, for instance by nieans
of link encryption.

88. The obvious and natural design for a massive surveillance sysiem for IP-based data,
and the one most cost-effective to implement, would in my judgment be comprised of the
following elements: (1) massive data capture at the locations where the data can be tapped, (2) high
speed screening and reduction’® of the captured data at the point of capture in order to identify data
of interest, (3) shipment of the data of interest to one or two central collection points for more
detailed analysis, and (4) intensive analysis and cross correlation of the data of interest by very
powerful processing engines at the central location or locations. The AT&T documents
demonstrate that equipment that is well suited for the first three of these tasks was deployed to San
Francisco and, with high probability, to other locations. I infer that the fourth element also exists at
one or more locations.

89.. Staff 1o analyze the data W(-)'Llld probably be based at the central locations. There
would be no need to station analysts (as distinct from field suppbrt personnel) in the SG3 rooms
where the data was collected, It is likely that the data were directly availabie for analysis by staff of
the agency that funded the SG3 deployment (which runs counter to normal practice in the case of
CALEA); otherwise, there would have been no need for a private SG3 backbone, separate from the
CBB.

90. The 5G3 technology could potentially be used in a number of different ways, some
of which could be welfare-enhancing. The concern that must be raised in this case is that, in
cﬁnjunction with the divelrsion of large volumes of traffic described in the Klein Declaration and
the Klein Exhibits, this configuration appears to have the capability to enable surveillance and

analysis of Intemnet content on a massive scale, including both overseas and purely domestic traffic.

38 The Narus STA appears o be ideally smited to this role. It is, as previously noted, designed

to apply a large collection of tests against a huge volume of data at very high speed.
21-

" DECLARATION OF I. SCOTT MARCUS IN SUPPORT OF
C-06-0672-VRW PLAINTIFFS’ MOTION FOR PRELIMINARY INJUNCTION




AT
d
i

o

A = B e~ LY, U Y

10

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25

26

27
28

TRAFFIC CAPTURED AT SAN FRANCISCO SG3 ROOM

9L. In this section, I explain my conclusions about the volume and type of
communications traffic gathered by the SG3 Room in San Francisco.

92. The Klein Declaration and Klein Exhibits B & C describe traffic diversions
associated with fiber-based circuits in the Folsom Street San Francisco facility.

93. All of the diverted data perlains to AT&T’s Common Backbone (CBB), the IP-
based network that supports AT&T’s Internet access customers, and that also carries AT&T’s VoIP
services (voice over the Tnternet).”® Nothing in the documents suggests that conventional telephony
traffic was diverted to the SG3 Configuration.

94. The last page of Klein Exhibit B provides a list of CBE peering (defined below)
links that were to be split and diverted to the San Francisco SG3 Configuration.

95, Nothing in the documents suggests that AT&T’s on net traffic - traffic from one
AT&T customer to another — was diverted at the time. AT&T may at some point in time have’
made some provision for its intemational customers (whose traffic to other AT&T customers
would also be on net), but the documents provide no guidance. My assumption is that on net traffic
was not diverted during the time frame to which the documents pertain.

96. Before pmceeding,_ it is helpful to introduce and clarify some terms. Peering is the
process whereby Intermiet providers interchange traffic destined for their respective customers, and
for customers of their customers, The Network Reliability and Interoperability Council (NRIC), an
advisory panel to the FCC, defined peering in this way;"® '

Peering is an agreement between ISPs to carry traffic for each other and for their
respective customers. Peering does not include the obligation to carry traffic to third

¥ Sec In the Matter of AT&T Petition for Declaratory Ruling that AT&T's Phone-to-Phone IP

Telephony Services are Exempt from Access Charges, FCC WC Docket 02-361, Petition of ATET,

at 24 (filed Oct. 18, 2002), at

hitp://gulifoss2.fec. gov/prod/ects/retrieve.cgi?native_or pdf=pdf&id_document=6513386921
xhibit Q). - '

guE Repart of the NRIC V Interoperability Focus Group, an advisory panel to the FCC:

“Service Provider Interconnection for Intemet Protocol Best Effort Service,” page 7, available at

http:/Awww.nric.org/fg/fg4/ISP_Interconnection.doc (Exhibit R). See afso chapter 14 of Marcus,

Designing Wide Area Networks and Internetworks: A Practical Guide, Addison Wesley, 1999

(Exhibit 5.
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partics. Peering ts usually a bilateral business and technical arrangement, where two
providers ‘agree to accept traffic from one another, and from ope another’s
customers (and thus from their customers’ customers) . . . .
917. In the figure below, AT&T and Backbone B are peers. They have agreed to
exchange traffic for their respective customers. Traffic from AT&T customer 1 to AT&T customer
2 is on net traffic — it remains on AT&Ts network. Traffic from AT&T customer 1 to customer 3

(a customer of backbone B} is off ret traffic.

FIGURE 4

Customer 3

Customer 1

Customer 2

Customer 4

98. In the figure, ISP C is a transit customer.of AT&T. ISP C pays AT&T to carry its
traffic, not only to AT&T customers, but to custorers of other ISPs as well (such as, for example,
Customer 3). In the context of this discussion, AT&T can regard traffic from Customer 4 to
Customers ! and 2 as being on nef, in the sense that it does ot traverse a peering connection.

99. It is perhaps also worth noting that AT&T and its peers and their many transit
customeré do not merely connect to the Internet; rather they are the Internet. The Internet is not a
single, huge and over-arching network, but rather a collection. of independent networks that
collectively comprise a worldwide communications s.tmtum. '

100. Again, the last page of Exhibit B provides a list of CBB peering links that were to
be split and diverted to the San Francisco S5G3 Coﬁﬁguration The sizes of these circuits are listed,
with some at OC-3 (155 Mbps), some at OC-12 (620 Mbps), and some at OC-48 (2.5 Gbps). These

23
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are all quite substaniial circuits — the OC-48’s are apparently on a par with the largest circuits that
were in widespread use in A’I‘&T’s CBB Internet backbene at the time.

191, Traffic to and from several very large Internet i)roviders at that time (UUNET,
Sprint, Level 3 and Cable and Wireless) was delivered over OC-48 circuits. Traffic fo and from
another group of large providers (Verio, XO, Genuity, Qwest, Allegiance, Abovenet, and Global
Crossing) was delivered over OC-12 circuits. Traffic to and from smaller, but still quite substantial,
providers (ConXion, Telia and PSINet) waé delivered over OC-3 circuits.

102. Large Internet backbone providers typically; use direct interconnects {private
peening) to exchange traffic with their larpest “trading partners in bits,” the firms with which they
exchange the largest volume of traffic. For providers where the volume of traffic exchange at some
location is large enough to warrant peering arrangements, but not large enough to justify the cost of
a separate circuit for pri'..rate peering, it is customary instead to interconnect with multiple peers at a
so-called “public peering point” in order to exchange traffic with multiplé providers there ! AT&T
was connected to two public peering points in the San Francisco Bay area; MAE-West and the
PATX, The traffic associated with the OC-Z; and OC-12 circuits to these two facilities, respectively,
was also diverted to the SG3 configuration.

103. At the point where I left Genuity in July 2001 (some eighteen months before these
splitters were deployed), I was intimately familiar with: our traffic exchange patterns with other
providers, Our measurement instrumentation ranked with the very best in the industry at that time.
It is possible to draw many inferences about traffic flows among other providers from one’s own
traffic exchanges. | '

. 104, Based on my experience at Genuity, I believe that the traffic that was diverted
represented all, or substantially all, of AT&T’s pecring traffic in the San Francisco Bay Area.

105. I base my reasoning on the knowledge of Genuity’s peering traffic paftcrns, and on
my general understanding of pecring traffic pattems in the industry. As of July 2001, our three

largest peers were WorldCom, AT&T and Sprint, collectively representing 50-60% of our traffic.

“ See Marcus, Designing Wide Area Networks and Internetworks: A Practical Guide,

Addison Wesley, 1999, pages 280-282 (Exhibit §).
~24-
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[
Our next largest peering partners changed somewhat over time, but typically included Qwest,

Level3, Verio and Cable and Wireless. Public peering points such as 1.\1I15\]-Z-‘,—\?VcstI represented a
small and steadily diminishing percentage of our peering traffic. AT&T had a largerlcustomer base
than Genuity, but one might expect the relative proportions to be generally sinllilar, with the
obvious exception of AT&T s traffic to itéeif. The relative sizes of peering circuits on the last page
of Klein Exhibit B is not inconsistent with this assumption. Genuity had peering anaﬁgements with
50 to 60 networks, but many of them exchanged réiatively little traffic with ﬁs. All of our
significant peering partners at that time appear on the list on the tast page of Klein E)llhibit'B.

106. I therefore infer either that (1) all of the networks with which AT&T peered in San
Francisco had their traffic mtercepted, or else (2) any AT&T peering partners whose tra.fﬁc was not
intercepted most likely were small networks that exchanged very little traffic with AT&T.

- 107. The waffic intercepted at the Folsom Street facility pfoﬁably :represented a
substantial fraction of AT&T’s total national peering traffic, but the percentage is unimportant for
this analysis.

108. iIn my judgment, significant traffic to and from the plaintiffs (especially those in the

San Francisco Bay Area) would have been available for interception by the SG3 Configuration,

“even if SG3 had only been implemented in San Francisco. As of the end of 2002, AT&T most

likely had West Cdast peering to other major backbones at three majar locations at most: the San
Francisco Bay A'.rea,_ Los Angeles, and Seattle. As noted above, the major peers were present at
Folsom Street, probably representing ail -or substantially all of AT&T’s peering traffic in the San
Francisco Bay Area. Off nét traffic from the plaintiffs would have beeh handed off to peers af the
first available opportunity (a process referred to as “shértcst exit™or “hot potato” routing), and‘ thus
would \_vith high probability have been ha.n_ded off through the Folsom Street facility. Off net traffic
to the plaintiffs could have been presented to AT&T using peering connections at any of perhaps
eight different cities, so a significant fraction of the total would have passed through Folsom Street,
but not all. '

109, I conclude that the designers of the SG3 Configuration made no atterript, in terms of

the location or position of the fiber split, to exclude data sources comprised primarily of domestic
25.
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data. A fiber splitter, in its nature, is not a selective device — all the traffic on the split circuit was
diverted or copied. In my experience, backbone ISPs typically provide a single peering circuit for
peering traffic at a given location — they do not provide sepérate circuits for domestic peering
traffic as distinct from international peering traffic. Most of the backbone ISPs that appear in Klein
Exhibit B had substantial U.S.-based business, ami probably carried significantly more domestic
traffic than international. |

110. Once the data has been div:_:rted, there is nothing in the data tﬁat reliably and
unambignously distinguishes whether the source or destination is domestic or foreign. AT&T
would know with near certainty the location of the side of the communication that originated or
terminated with its own customer {nearly always domestic in this case), but it would be limited in
its ability to determine the location of the other side of the communication. This is because /P
addresses, unlike phone numbers, are not associated with a user’s physicak focation.

111 There are software programs that altempt to infer physiéal location from an TP
address (a process refetred to as geolocation). Geolocation is an inherently error-prone process, but
some vendors claim, rightly or wrongly, an accuracy of 95% or better. The question of correctness
must, however be considered in the context of the accuracy requu'ed When the FCC considered
t.hc geolocation problem in terms of its impact on VoIP users seeking access to emergency services,
we were concemed with. the possibility of identifying the user’s location with sufficient accuracy to
enable a policeman or ambulance driver lo physically find the caller. In this case, however, it is
only necessary to determine whether an IP address is inside the United States. Assuming arguendo
that the data intercepfed by the SG3' Configurations was indeed captured for purposes of

surveillance, it is possible that purely domestic communications could have been excluded with a

_reasomably high success rate. It is nonetheless safe to say that, even had there been a serious

attempt to exclude purely domestic communications, some purely domestic communications would
have slipped through the filter and been analyzed anyway.

112 The documents provide no basis on which to determine whether geolocation was
attempted. Given (under the foregoing assumptions) that all of the international data was going to

be evaluated by a sophxstlcated high speed inference engine (the Narus system) in any case, the
_26-
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simpler, cheaper and more natural- engincering approach would be to use the Narus system. to
evaluate all of the data, hoth domestic and foreign, and to leave it to the inference engine to
determine which data was interesting. -
NUMBER OF LOCATIONS

113. The Klein Declaration states that splitter cabmets were being installed in other
cities, including Seattle, San Jose, Los Angeles and San Diego. Unlike most statements in the Klein
Declaration, this one is not based on his first hand knowledge. It is therefore appropriate to
consider first, whether the assertion is plausible, and second, how largeé a total deployment it
implies.

114. Based on my assessment of the AT&T documents, | consider the assertion to be
plausible, and to be consistent with an overall national AT&T deployment to from 5 to 20 sites,
possibly more.

115, Klein Exhibit B talks about general AT&T naming conventions, and says: “Since

| 'this document is designed to cover all sites, this uniform naming convention will be used. Site-

-specific engineering will use the LGX FIC* code rather than the naming.”*® This emphasis on.a
standardized, cookie-cutter approach is consistent with AT&T standard practice, but also implies a
planned deployment to multiple sites, surely more than two or three.

116. All of t.hese documents need to be uniderstood in terms of AT&T practices and
bﬁorities. AT&T is used to operating networks on a large scale, with centralized highly skilled
engineers and with a field foree at a lower skill level. This implies the need for a highly structured
approach to describing the work to be done, and precise, meficulous instructions. AT&T had
clearly gone to great lengths to standardize the design of their CBB locations as much as possibie;
nonetheless, for a variety of reasons, the locations were not jdentical. The directions therefore try to
strike a balance between first describing the general case for all locations, and then providing site-

specific directions that apply the general directions to the circumstances of a particular CBB

2 As previously note, the LGX refers to an equipment rack. I infer that the FIC code refers to

an AT&T convention that assigns a unique and unambiguous identifier that is suitable for site-
specific work.

4+ Klein Exh. B, p. 4. ,
27-
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location.

7 117. Page 5 of Klein Exhibit A discusses the various racks (LGXés) involved, and says
of the Network Facing LGX: “In a majority of cases (possibly all) this: will be LLGX4.” (Note that
the racks associated with AT&T’s Common Backbone [CBB] are assigned sequential identifiers
from LLGX! to LLGXI14.) If the planned deploymeﬁt were for only two or thrée sites, the
universality of LLGX4 would not have been in doubt This again hints at a large enough
deployment that it was inconvenient to check zll of the xieéessary background plans.

118. On the same page, Klein Exhibit A refers to four different rack arrangements that
could be present at any given site. On site staff would only need to familiarize themselves with the
single configuration present at their site. This implics an absolute mininum of four sites; however, |
I consider it unlikely that they would go to this much trouble in crafting s_u'ch' general language if
that were the case. Klein Exhibit A specifically states on page 17: “The only site with LGX
Amrangement 4 is Atlanta.” The absence of similar statements for Armangements 1, 2 and 3 implies
that there are two or more instances of each of those rack arrangernen.t,s. Again, this is consistent
with a deployment to 15 to 20 8G3 Room sites if nof more, '

TRAFFIC CAPTURED BY MULTIPLE SG3 ROOMS -

119. T have already explained that an enpfmous amount of Internet trﬁfﬁc is likely to
have been captured by the devices in the SG_E_’: Roorin in San Francisco. I now briefly consider the
volumse of Intemnet traffic that would be captured if there were multiple SG3 rooms.

120, Assuming that AT&T deployed SG3 Configurations to as maﬁy locations as appears
to have been the case, it is highly ﬁrobable that ali or substantially ail‘of AT&T’S traffic to and
from other Internet providers anywhere in the United States was diverted.

121. If Internet backbone A werc carrying x% of all Infernet tmfﬁE, and if its customers
were no more likely to interact with other A customers than with any otiier;provider’s customers,
then one would expect x% of backbone A’s traffic would stay on net and that 100% - x% of A’s

traffic would go off net (to other providers).* In practice, a somewhat highet fraction usually stays

™ This is the same methodolo gy used in my paper with Laffont, Tirole and Rey. Exhibit D, pp.
373-74. ‘
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‘on net for a variety of reasons.

122. Based on my knowledge of Genuity’s traffic flows in 2001, _and based also on
AT&T’s ¢laims that it had grown to become the largest Internet backbone as of late 2002,% 1
would estimate that AT&T was carrying something like 20% of U.S. Internet backbone traffic in
late 2002, This estimate reflects the assumption that Genuity’s traffic pattemn was fairly typical of
that of other providers. If AT&T was carrying 20% of all 118, Iﬁtemef tra.fﬁc, and if AT&T
customers were no more likely to communicate with other AT&T customers than ‘with customers
of any other ISP, then one would expect that about 100% - 20% = 80% of AT(%CT custormer traffic
would be destined off net. Given that some traffic tends to stay on net for <:)ther reasons — for
example, traffic between multiple sites of the same corporation, all of which use AT&T as a
provider — I would estimate that somewhere between G0% and 80% of A'["&'l;"s customer traffic
was gbing off net. ; |

123. This implies that gearly all of AT&Ts international traffic was diverted, with the
apparent exception of traffic from an AT&T customer to an overseas AT&T customer.

124. It also implies that a substantial ﬁ‘;r(;tion, probably well over half, of AT&T s purely
domestic traffic was diverted, representing all or substaétialbr all of the AT&T traffic handed off to
other providers. This proportion is somewhat less than the 60%—80% estimated above, because it

excludes the hlterﬂational traffic.

125, ‘The volume of purely domestic communications available for inspection by the $G3

- Configurations thus appears to be very substantial. [ estimate that a Sully deployed set of SG3

Configurations would have captured something in the neighborhood of 10% of all purely domestic
Internet communications in the United States. This estimate follows from my previous. estimates.
The SG3 Configurations intercepted more than 50%. of all AT&T domestic traffic, which

“ See remarks of Hossein Eslambolchi, AT&T labs president and chief technology officer, quoted
in BroadbandWeek Direct at ht_tp://ww.broadbandwcek.com/newsdirectlo208/direct020802.htm,

August 2, 2002 ("AT&T has been steadily growing its backbone traffic and now expects to surpass
WorldCom as the sector leader in a few months .. .Y (Exhibit T).

“ To'the extent that AT&T has overseas customers, their traffic to other AT&T ¢ustomers would

not appear as peering traffic and therefore would not be intercepted by the SG3 Configurations as
described in the AT&T documents. a :

-29- ' I
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represented pethaps 20% of all Intetnet traffic in the United States: 20% * 50% = 10%.

126. It must be emphasized that this estimate does not mean that traffic was intercepted
merely for 10% of AT&T customers; rather, it means more than half of all Internet traffic was
likely intercepted (at least, at a physical level) for all AT&T customers. Moreover, it means that
about 10% of ail U.S. Internet traffic was physically intercepted for all U.S. Tnternet users,
including non-AT&T customers.

127. The cstimate of 10% also assumecs that only AT&T implemented SG3
Configurations or their equivalent, since the AT&T deployments are the only ones that are
demonstrated by the documents that I was asked to review. If other :can'iers had deployed
configurations similar to the SG3 Configurations — feeding in, for example, to the éame cenfralized

correlation and analysis center or centers — then the percentage would of course be higher.

ALTERNATIVE REASONS WHY AT&T MIGHT HAVE DEPLOYED THE SG3
CONFIGURATIONS

128. The Klein Declaration states that ‘the SG3 area was a Secure Room, and that onl}A' _
NSA-cleared personnel were permitted to enter. In this section, I consider whether it is credible~
that the SG3 Room described in the AT&T documents was in fact a secure facility funded by the
government. I conclude that it is highly probab-le.

129. Given the size and the scope of the build-out, and given AT&T’s financial
difficulties at the time, I consider it highly unlikely that AT&T undertook the development on its
own. There is no apparent commercial justification, ,

13Q. First, the SG3 Configuration is not us.eﬁﬂ for carrying Internet traffic. No provider
wants to.make duplicate coples of the same packeté — it costs money to transport the packets, and
they provide no comresponding benefits to the user.

131. Second, AT&T might have deployed the SG3 configurations in orcier to sell security
services to their customiers. AT&T does in fact offer a service called Internet Protect to its Internet

access customers, and the service appears to be based on the Narus offering. Indeed, this is the .

-30-
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rationale indicated on the Narus website.*’ Indications are that the service has not been nearly
profitable enough fo justify the SG3 expenditure;® still it is possible that AT&T might have
overestimated demand.

132: This explanation also falls shott, 'fhe SG3 Configurations were deployed beginning
in eatly 2003, meaning that planning was probably under way six to twelve months earlier, given
AT&T process. Internet Protect was not announced until March, 2004.% Aside from that, AT&T

officials themselves characterized aspects of Intemnet Protect as something that they had already

- deployed for other purposes, and only belatedly realized might benefit their customers.® All

indications are the Intemet Protect was an atternpt to extract commercial value from a deployment
already made — or more likely, from 2 new deployment using the same téchnology as the SG3
Configuration — rather than having been the original rationale for the deployment.

133, Third, it is bossible that AT&T might have deployed the SG3 configuration in order
to meet obligations for lawful intercept. The Narus system can be used for this purpose; however, it
is not credible that this was the rationale for the deployment. Far simpler and far less expensive

sofutions could have met all the limited CALBA requirements that were in force at the time of

W «AT&T uses NarusSecure 10 monitor traffic in their backbone, analyzing over 2.6 petabytes of
dafa a day. AT&T is able to provide early wamings to their security center operators, who are able
to alert and inoculate their enterprise customers.” See
hitp://www.narus.com/solutions/[Psecurity.htmi (Exhibit U).

® “AT&T has packaged that help in a service it calls AT&T Internet Protect, but so far fow large
agencies have signed up. Buying managed security services from AT&T and other carriers might
take some time to catch or, if it ever does, said Timothy McKnight, chief information security |
officer at Northrop Grumman. “There’s a lot of value there, and I agree they should bring it to the
table,” he said.” See hitp://www.fow. com/articie30916-09-26-05-Print (Exhibit V).

* http/fwww.att.com/news/2004/03/22-12972 (Exhibit W).

3 “Project Gemini, for which development began nearly a year ago, sprang from AT&Ts
belief that it could better manage customers’ security by having the defenses on the company’s IP
backbone network rather than simply administering security devices on the customers’ premises. . .
- In addition to the network-based services, AT&T is also working on a security event management
system called Aurora that it plans to sell as a software solution. The system relies on the company’s
Daytona database and is designed to do more than simple event correlation and normalization. . . .
AT&T has been using Aurora internally for approximately 18 months, Amoroso said, and only
started selling the event management system on a limited basis recently affer a customer saw the
system and asked for it.” Eweek, “Security on the: Wire”, November-22, 2004, at.
hitp:/fwww.eweek.com/print_article2/0,1217,a=139716,00.asp (Exhibit X).

341-

DECLARATION OF I. SCOTT MARCUS IN SUPPORT OF
C-06-0672-VRW PLAINTIFFS* MOTION FOR PRELIMINARY INJUNCTION




™o

(- T PR N N

10
11
12

13.

14
15
16
17
18
19
20
21
22
23
24
25
26
27
28

-1

deployment.” Workstation solutions, like those in use at Genuity at the time, would have been
sufficient to meet legal requirements. The FBI's Carnivore provides a good example of a far more
cost-effective solution.” (The SG3 Configurations provide a much more capable solution, but in
my judgment the company would never have made the substa.nﬁél Incremmental investment unless
other factors were in play.) -

134, Fourth, AT&T might have deployed the system in order to enhance its intem[
security. This is a somewhat more plausible explanation, but I believe on examination it Is far from
adequate to explain the investment. It is true that this configuration can be used to protect against
distributed denial of service {DDoS) attacks and a number of additional security challenges, but the
aggregate benefits do not approach the level of investment made.

135. . Iconsidered several alterative hypotheses, including (1) enhanced security for U.S.

 government customers of AT&T WorldNet; (2) data mining of AT&T customers; and (3) support

for sophisticated, possibly application-specific billing and accounting measurements. None: of these
possibilities would appear to account for the investment that AT&T apparently made in the SG3
Configurations. 7

136. In sum, I can think of no business rationale in terms of AT&T*s own business needs
that would likely have justified an investment of this magnitude, nor any combination of rationales.

137, With that in mind, I consider it highly probable that this deployment was extemally—
funded, and I consider the U.S. Government to be the most obvious funding source.

138, The presence of the SG3 backbone is consistent with this assessment, It is far easier
to reconile the presence of a private network with a covert project than it is to explain its presence |
ip the context of normal AT&T operations. AT&T would most likely have used the Common
Backbone for routine internal management or operational needs,

139, The SG3 Configuration is, at a technical level, an excellent fit with the requirements

The FCC did not impose CALEA requirements on broadband or on Voice over IP (VoIP)
until 2005. ‘

_ Marcus Thomas of the FBI deseribed Camivore to the North American Network Operators® Group (NANOG) in’

2000. The video presentation is available at ht_tp:/lwww.nanog.org[mgg-oo10!ca.mivore_html; see  also
hitp://videolab.uoregon edw/manog/carnivore/,
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of a massive, distributed surveillance project. In my opinion, and based on my experience, no other
intended purpose explains as well the constellation of design choices that were made.
AT&T’S FINANCIAL CONDITION IN 2603

1440, 1 consider it unlikely that AT&T would have made discretionary investments of this
magnitude on its own initiative (with no apparent prospect of retun} under any circumstances, but
I consider it patticularly implausible given the condition of the comﬁany in 2003.

141. - Lehman Brothers issued investment guidance on AT&T on January 24, 2003, the
same day.on which Klein Exhibit B was issued. This guidance provides useful historic perspective
ot the financial state of AT&T as viewed by a lmowledgeable and informed observer at the time.*

142. In the January 2003 assessment, Lehman Brothers lowered (heir target stock price
from $25 to $20, and recommended that investors underweight AT&T in their portfolios. This
reflects a dramatic, precipitous decline. In May 2000, their target had been $400. In J anuary 2001,
it was $200. As recently as October 2002, it had been $70.

143, The Lehman Brothers analysis shows a rapid 20% decline in revenues on the part of

AT&T Consumer Services, and they predicted a 25-30% decline for 2003. 100% RBOC eniry into

" long distance was already anticipated, as was the FCC’s imminent elimination of UNE-P.*

Lehman Brothers therefore anticipated that AT&T would be forced to exit the Consumer Services
busincss within the year.

144, The profitability of AT&T Business Services was also under pressure — 40% of its
revenues came from wholesale long distance voice, where margins‘ were afready thin and
continuing to decline.

145. In shbrt, most of the financial pressures that ultimately drove AT&T to be acquired

by SBC were already evident at the time that these investments weze made.

>3 A copy of the Lehman Brothers analysis is attached as Exhibit Y to my declaration.

3 Regional Bell Operating Company (RBOC) entry into long distance would represent
increased competition for AT&T s consumer long distance business; the FCC’s phasing out of the
obligation on RBOCs to provide the Unbundled Network Element Platform (UNE-P) would
eliminate AT&T"s ability to profitability compete with the RBOCs in offering local services. The
combined effect would be to eliminate AT&T’s ability to compete with the RBOCs for consumer
customers seeking flat rate plans comprising both local service and leng distance,
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146.

Given that there is no apparent revenue justification for the deployment of the SG3

Conﬁguratiohs, [ would have expected AT&T to defer discretionary investrments. at that time, [

therefore infer
subsidized.
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that the deployment was with high probability either externally funded or externally

This assessment supports the plausibility of the Klein Declaration as regards a

' government role in the SG3 Configurations.
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CV - J. Scott Marcus

.. Date of birth: 05.12.1949
Nationality: U.s.
" Civit status: Divorced

Higher education 1968 - 1972

City Coilege of New York {CUNY), studies in
Pdiitical Science with a concentration in Public
Administration. Strong minor (29 credits) in
Computer Science. 3.3/4.0 GPA (cum laude):

1976 — 1980  Columbia University, School of Engineering.
Concentration in Computer Engineering. 3.7/4.0
GPA.
Academic - B.A. in Political Science (Public Administration) from the City
qualifications: College of New York.

M.A. from the Schoo! of Engineering, Celumbia Unlversity.

Lahguage skills: English, moderate German, some French.

Present position: Senlor Consultant for WiK-Consult Grbh.

Key qualifications:  More than thity years in- positions of progressively greater
] responsibility in industry and govemment, Experience in policy
A analysis, engineering, sales, marketing, financial analysis, and

consulting. Facile in addressing the engineering, legal, and
economic aspects of telecommunications regulation in an
integrated manner. A seasoned public speaker with a
significant record of publications.

Professional 7/2005 — Present
Experience: WIK-Consult Gmbh
Senior Consultant
Analyzed U.S. and Canadlan experience with flexible spectrum

management for the German Regulatory Authority, the BNetzA .

(2005}

Conducted a study of network interconnection in an NGN
environment, with an emphasis on developments in the US and
UK, for the BNetzA (2005).

Cumrently serve as WIK's project manager for a study of
collective use of spectrum (including licence-exempt commons)
for the European Commission (joint with Moatt Macdonald,
Aggis, Indepen, and IDATE),

Contribute to the organization of WIK workshops and events,
including "NGN and Emerging Markets® {Dacember 2005) and
“Bill and Keep” (April 2006},

Lo



712005 — Present
Independent Consultant

Serve as an advisor to senior management at the Jamaican
regulatory authority, the OUR. Primary areas of interest are
broadband deployment and adoption, ICT development
generally, network interconnection, and Internet issues. -

Have been commissicned to prepare a report on
“Interconnection in an NGN environment” for presentation at an
ITU-T workshap in March 2006,

772001 — 62005

Federal Cominunications Commiission (FCC), Washington, DC,
USA .

Senior Advisor for Internet Technology

This was a senior staff position, comparable fo the Chief
Economist or the Chief Technologist. Primary function was to
provide technical and policy advice to FCC senior management
in regard to regulation, and non-regulation, of the Infernet.
Served as the Commission’s leading expert in Internet matters.
Contributed to- proceedings related to Voice over IP {VolP),
lawful intercept over the Intemet (CALEA), broadband
deployment and adoption, and intercarmier ‘compensation.
Represented the FCC in varous inter-agency fora related to
internet matters.

10/2003 and 2/2004-7/2004
German Marshall Fund of the United States, Brussels, Belgium
Transatlantic Fellow

Was granted leave fram the FCC to sludy the European
Union's new regulatory = framework for  electronic
communications. Worked with the European Commission (unit
DG [NFSO B1) on the public consultation on P telephony.
Wrote several papers and gave numerous talks.

31990 — 7/2001
GTE Internetworking {Genuity}, Buriington, MA, USA
Chief Technology Officer (CTO}
Primary duties in this role were:
« regulatory and public policy advocacy;
= technology-related publicity and public outreach;

= aversight of Genuity's participation in standards bodies
and industry fora; :

* oversight of GTE Internetworking's research agenda,



which included alt research performed on our behalf by
GTE Labs; and s

+« managemenf of technical functions that benefit from
direct sponsorship of a senjor executlive, including
Internet interconnection (peering) policy and network
security strategy. _

8/1989 - 3/1990

Sun Microsystems, Billerica, MA

Engineering Manager

Headed a team of a dozen senior developers in the creation of )
new versions of PC/NFS, Sun's network file system ‘platform,

for MS-DOS and OS[2. Had matrixed responsibility for SQA
and documentation personnel.

1/1985 — 8/1989

Nixdorf Computer AG, Santa Clara, CA and Munich, Germany
Manager, Communication Software Development
Managed a small team of network software developers in a
Joint project with Amdahl Corporation. Consulted for Nixdorf in

Munich, Germany, and managed data communication software
developers.

10/1981 — 1/1985
. Spartacus Computers, Inc., Burlington, MA
Director, Software Development

A fechnical founder and in charge. of software development for
an innovative start-up company. Developed the first
commercial TCPAP Ethernet solution for IBM mainframes
under the VM operating system.

411981 ~10/1981
Interactive Data Corporation, Waltham, MA

Manager of Capadity Planning

Managed and trained a small staff of computer performance
analysts, and was heavily involved in both strategic and tactical
hardware and software planning for the data center. Introduced”
the use of regression-based forecasting methods, queuing
theory, discrele event simulation, and new software monitoring
tools.



11979471981
The Analytic Sciences Corp. {TASC), Reading, MA
Manager of Systems Programming

Managed a small group of systems programmers, maintained
and enhanced TASC's heavily modified 1BM VM/CIS and V31
aperating systems,

411974 — /1979
SyncSort, inc., Englewood Cliffs, NJ
Product Manager

Sales and sales management for a systems software product to
sort and sequence data.

11968 — 411974
New York City Government, New York, NY

Consultant /| Systems Project Leader Managed a team of

- systems programmers for the NYC Health Services Administration.
Develaped applications programs. for the Office of the Mayor, in a
varigly of computer languages. Created innovative computer
algorithms for processing of spatially correlated data.

Membership, Co-editor for public policy and regulation for IEEE

Activities: . Communications Magazine, program committee member for
the TPRC conference, former member of IEEE ComSoc
Meetings and Conference Board, former Chair of IEEE CNOM.
Senior Member of the IEEE. Former trustee of the American
Registry of Internet Numbers (ARIN) from 2000 to 2002,

Main Publications FPublications:
and Conference -
Presentations: “Interconnection in an NGN environment”, forthcoming,
commissioned by the ITU-T for presentation at their {TU |
“"New Initiatives Workshap on “What Rules for IP-enabled
NGNs?*, March 23-24 2005.

With Lorenz Nett, Mark.Scantan, Ulrich Stumpf, Maitin Cave
and Gerard Pogorel, Towards Mare Flexible Spectrum
. Regulation, a WIK study for the German BNetzA.
Available at: .
httg:Ifww.bundesnetzagentur.cie.'mediafarchiveMMS.gdf.

Also available in German.

“Yoice aver [P (ValP) and Access to Emergency Services: A
Comparison between the U.S. and the European Union™,
to appear in IEEE Communications Magazine.

“Is the U.8. Dancing to & Different Drummer?”,

Communications & Strategies, na. 60, 4th quarier 2005,
Available at: '



http:/iwww.idate frific/revue telechM32/CS60%20MARCUS. pdf

With Justus Haucap, “Why Regulate? Lessons from New
Zealand", IEEE Communications Magazine, November

2605, at: hitp:/fwww.comsoc.org/eh /Public/2005/mav {glick
on "Regulatory and Policy®).

With Douglas C. Sicker, “Layers Revisited”, presented at
TPRC, September 2005, available at:

http:fiweb.si.umich edultprclgagerleOGSM92/Layers%20
" Revisited%20v0.4.pdf.

“Structured Legislafion™, in preparation.

“Procompetitive Regulation and Broadband Adoplmn in
Europe”, in preparation,

“Beyond Layers”, to appear in the Journal on
Telecommunications and High Technology Law, 2006.

“Broadband Adoption in Europe”, IEEE Communications
Magazine, April 2005, avallable at:
hitpefiwww. comsoc.orgici 1/Public/2005/apr/ {click on
“Regulatory and Policy” on the left margin of the page).

“The Challenge of Telephone Call Termination Fees”,
Enterprise Europe, January 2005. Available at:

hitp:/fwww.guropean-enterprise org/public/docs/EE.) pdf.
“Universal Service in a Changing World", [EEE i
Communications Magazine, January 2005, available at;
hitp:j/www.comsoc.orgfci1/Public/2008fjan/ {click on
"Regulatory and Policy” on the left margin of the page).
“Europe’s New Regulatory Framework for Electronic
Communications in Action®, presented at the 4th ZEW
Conference on the Economlcs of Information and
Communication Technologies, Mannheim, Germany, July
2004. Available at: ftp;//ftp.zew.defpublzew-

docs/div/IKTO4/Paper Margus_lavited.peif,

“Call Termination Fees: The U.S. in global perspective”,
presented at the 4th ZEW Conference on the Economics
of Informaticn and Commuriication Technologies,

~ Mannheim, Germany, July 2004, Avallable at:
ftp:/iitp. zew.de/pub/zevi-. .
docs/div/IKTQ4/Paper Marcus Parallel Sessmn.gdf.

“Evalving Core Capabilities of the internet”, Journal on
Tetecommunications and High Technology Law, 2004.

Federal Communications Gommission (FCC) Office of Strategic

Planning and Palicy Analysis (OSP) Working Paper 38,
“The Potential Relevance to the United States of the

.European Union's Newly Adopted Regulatory: Framework
for Telecommunications,” July 2002, available at
htto:/hraunfoss.foc.goviedocs public/attachmatih/DOC-
224213A2.pdf. The article and derivalive works also

- appear in: Rethinking Rights and Regulations:
Institutional Responses to New Cornmunications
Technologies, Ed. Larrie Faith Cranor and Steven S..




Wildman, MIT Press, 2003; in the Joumal on
Telecommunicalions and High Technology Law 111
(2003); and in the 2004 Annual Review of the European
Competfitive Telecommunications Association (ECTA).

With Jean-Jacques Laffont, Patrick Rey, and Jean Tirole, IDE-,
Toulouse, “Internet interconnection and the off-net-cost
pricing principle”, RAND Journal of Economics, Vol. 34,
Mo. 2, Summer 2003. An earlier version of the paper
appeared as “Internet Peering”, American Economics
Review, Volume 91, Number 2, May 2001.

Designing Wide Area Networks and Infernetworks: A Practical
Guide, Addison Wesley, 1999.

“Internet Hardware and Software”, FProc. IEEE Electro '96,
1996.

“lcaros, Alice, and the OSF DME", Proc. of (SINM "95_An earlier
version appeared in Proc. Fifth IFIP Intermational
Workshop on Distributed Systems: Operations and
Management (DSOM ‘34), October 1994,

“0S1 Network Integration:Seamless, or Seamy?", Proc. of the
International Space Year (ISY) Conference on Earth and
Space Science Information Systems (ESSIS), February
1992.

With-Lent, R, “An Impleméntation Architecture for UNIX™
STREAMS Based Communications Software”, Nixdorf:
technical report.

“Why an SNA PU 57", Nixdorf technical report.

“KNET:A TCPHP for the IBMI3T70", Proc. IEEE Infocom '8_7.
March 1987.

With Mower, J., and White, C., “Designing an Ethernet Interface
far the System!3?0" Proc IEEE CompCon, September
1982.

With Mower J., Malnati; P., and Wht[e C., “Systemy370
Ethernet lnterface Arch:tecture" Spartacus Technical -
Report 820801, June 1982.

“Performance Analysis of Local Area Networks”, Proc. SHARE
-60, 1982.

-“Analysis of DASD Performance”, Proc. SHARE 57, 1980,

Presentations:

is the U.S. Dancing to a Different Drummer?, IDATE:
Transatlantic Telecommunications Dialogue, Montpe!l:er
France, November 22, 2005,

VolP and European Regulation, U.S. Department of.State,
Washington, DC, USA, June 3, 2005.

Beyond Layers, Silicon Flatirons Conference, Boulder
Colorado, USA, February, 2005.

Internet Peering, World Bank, Washington, DC, USA, February,



2005.

VolP: A Massive Paradigm Shift, IR VoIP World Congress,
November 15, 2004.

U.S. Perspectives on European Regulation of Electronic
Communications, European Internet Foundation,
Brussels, Belgium, November 10, 2004.

Economics of Network Design, FCC internal classes,
Washington, DC, USA, October 26 and November 2,
2004.

Evolving the Core: Deplayment Challenges and the Internet,
North American Network Operators® Group (NANOG),
Washington, DC, USA, Qctober 19, 2004.

Europe’s New Regulatory Framewaork for Electronic
Communications in Action, 4th ZEW Conference on the
Economics of Information and Communication
Technologies, Mannheim, Germany, July 2004.

Call Termination Fees: The U.S. in global perspective,
presented at the 4th ZEW Conference on the Economics
of Information and Communication Technologies,
Mannheim, Germany, July 2004.

FTTH: A Transallantic Regulatory Perspective, FTTH Council,
.- Brussels, Belgium, June 2004.

IP Telephony: Regulatory Challenges, VON Europe, London,
UK, June 8, 2004. Updated version of the same talk,
Georgetown University, Qctober 7, 2004.

Broadband Policy US and EU, ITU All Star Network Access
Symposium, Geneva, Switzerland, June 4, 2004.

Regulation in a Converging World: A Comparisonlbetween the
EU and the US; ETNO Senior Executive Conference,
Warsaw, Poland, May 14, 20Q4_

Europe’s New Regulatory Framework for Elecironic
Communicatioris: A U.S. Perspective, WIK conference on
European reguiatory framework, Berlin, Germany,
November, 2003. Same talk a few days later, British
Institute of Comparative and International Law (BIICL),
Londen, England.

CALEA, the Internet and the FCC, Télestrategies: Intelligence
Support for Lawful Interception and {nternet Surveillance,
Washington, DC, USA, November 13, 2003,

. Facilities-Based Aspects of Broadband Deployment in the U.S.,

Vision in Business: Telecommunications Regulation and
Competition Law, Brussetls, Belgium, October 23, 2003.

Wil Internat Telephony Bring About a Revolution in Telecom
- Policy?, CATO tnstitule,_ September 9, 2003.
Internet Access for the Caribbean, First Jamaica Internet
Farum, Ocho Rios, Jamaica, February, 2003,

Global Traffic Exchange among Internet Service Praviders,
OECD, Berlin, Germany, June 7, 2001.



EXHIBIT B



Exhibit B



DOMESTIC SURVEILLANCE: THE PROGRA* - SPY AGENCY M... http://select.nytimes.or—-‘search/restricted/article?res=F A0714F63E540.

. Ehe s York Fimes Archive
l\x_,x'i NYTimes I Go o a Section g”.j {qo i Welcome, barakweinstein - Member Center - Log oul '
EEARZH .
! I INYT Since 1981 3% { Search ¥ } > Thowestotect FREE 16-0AT TRIAL! |

Tip for Times$elect subscribers: Want to easily save this page? Use Times Fite by simply clicking on the Save Arficle ican in the Article Toals box below.

NATTONAL DESK

DOMESTIC SURVEILLANCE: THE PROGRAM; SPY AGENCY
MINED VAST DATA TROVE; OFFICIALS REPORT

By ERIC LICHTBLAU AND JAMES RISEN (NYT) 1288 words
Published: December 24, 2005

WASHINGTON, Dec. 23 - The National Security Agency has traced and analyzed large volumes of telephoneand
Internet communications flowing into and out of the United States as part of the eavesdropping program that President
Bush approved after the Sept. 11, 2001, attacks to hunt for evidence of terrorist activity, according to current and
former government officials. .

The volume of information harvested from telecommunication data and voics networks, without court—apb_rovcd
wattaits, is much larger than the White House has acknowledged, the afficials said. [t was collected by tapping
directly into some of the American telecommunication system's main arteries, they said. s

As part of the program approved by President Bush for domestic surveillance without warrants, the N.S.A_ has gained
the cooperation of American telecommunications companies to obtain backdoor access to streams of domestic and
international cormunications, the officials said.

The government's collection and analysis of phione and Internet traffic have raised questions among some law B
enforcement and judicial officials familiar with the program. One issue of concem to the F oreign Intelligence

Surveiliance Court, which has reviewed some separate wamant applications growing out of the N.S.A's surveillance
program, is whether the court has legal authority over calls outside the United States that happen to pass through
‘American-based telephonic "switches," according to offi¢ials familiar with the matter, ‘

“There was a lot of discussion about the switches" in conversations with the court, a Justice Department official said,
referring to the gateways through which much of the communications traffic flows. "You're talking about access to
such a vast amount of communications, and the question was, How do you minimize something that's on a switch
that's cartying such large volumes of traffic? The court was very, very conceened about that."

Since the disclosure fast week of the N.5.A.'s domestic surveillance program, President Bush and his senior aides have
stressed that his executive order allowing eavesdropping without warrants was limited to the monitoring of
international phone-and e-mail communications invelying people with known links to Al Qacda.

What has not been publicly acknowledged is that N.S.A. technicians, besides actually eavesdrapping on specific
conversations, have combed through large volumes of phane and Internet traffic in search of patterns that might point
to terrorism suspects, Some officials describe the program as a large data-mining operation.

The current and former government officials who discussed the program were granted anonymity because it remains -
classified. : ' .

Bush administration officials declined to comment on Friday on the technical aspects of the operation and the N.S. A 's

use of broad searches to look for clues on tetrorists. Because the program is highly classified, many details of how the
Py N.S.A. is conducting it remain vnknown, and members of Congress who have pressed for a full Congressional inquiry
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say they are cager to leam more about the program's operational details, as well as its legality.

Officials in the government and the telecommunications industry who have knowledge of parts of the program say the
N.5.A. has sought to analyze comminications patterns to glean clues from details like who is calling whom, how long
a phone-call lasts and what time of day it is made,.and the origins and destinations of phone calls and e-mail messages.
Calls to and from Afghanistan, for instance, are known to have been of particular inferest to the N.S.A. since the Sept.
11 attacks, the officials said. i .

This so-called "pattern analysis” on calls within the United States would, in many circutnstances, require a cott
warrant if the government wanted to trace who calls whom.

The use of similar data-mining operations by the Bush administration in other contexts has caised strong objections,
maost notably in connection with the Total Information Awareness system, developed by the Pentagon for tracking
terror suspects, and the Department of Homeland Security's Capps program for screening airline passengers. Both
programs were ultimately scrapped after public outeries over possible threats to privacy and civil liberties.

But the Bush administration regards the N.5.A.'s ability to trace and analyze large volumes of data 4s critical to its

. expanded mission to detect terrorist plots before they can be carried out, officials familiar with the prograim say.

Administration officials maintain that the system set up by Congress in 1978 under the Foreign Intelligence

Surveiltance Act does not give them the speed and flexibility to respond fully to terrorist threats at home.

A former technology manager at a major tefecommunications company said that since the Sept. 11 aitacks, the leading

companies in the industry have beén storing information on calling patterns and giving it to the federal government to
aid in tracking possible terrorists. ‘

“All that data is mined with the cooperation of the govemment and shared with them, and since 9/11, there's been
much more active involvement in that area,” said the former manager, a telecommunications expert who did not want

- his name or that of his former company used because of concern about revealing trade seceets.

Such information ofien proves just as valuable to the government as eavesdropping on the calls themselves, the former
manager said.

“If they get content, that's usefisl to them too, but the real plum is going to be the fransaction data and the traffic
analysis," he-said. "Massive amounts of traffic analysis information - who is calling whom, who is in Qsama Bin
Laden's circle of family and friends — is used to identify lines of communication that are then given closer scrutiny.”

Several officials said that after President Bush’s order authorizing the N.S.A. program, senior government officials
arranged with officials of some of the nation's largest telecommunications companies to pain access to switches that
act as gateways at the borders between the United States' communications networks and international networks. The
identities of the corporations involved could not be determined. '

The switches are some of the main arteries for moving voice and some Internet raffic into and out of the United
States, and, with the globalization of the telecommunications indusiry in recent years, many )
intemational-to-iﬂter:}ational calls are also routéd through such American switches.

One outside expert on communications privacy who previously worked at the N.S.A. said that to exploit its

- technological capabilities, the American government had in the last few years been quietly encouraging the

telecommunications industry to increase the amount of international traffic that is routed through American-based
switches, :

The growth of that transit traffic had become a major issue for the intelligence community, officials say, because if had
not been fully addressed by 1970's-era laws and regulations governing the N.S.A. Now that foreign calls were being

‘routed through switches on Américan soil, some Jjudges and law enforeement officials regarded eavesdropping on

those calls as a possible v'iolat'ion of those decades-old restrictions, including the Foreign Intelligence Surveillance
Act, which requires court-approved warrants for domestic surveillance, .

Historically, the American intelligence community has had close telationships with many comimunications and
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computer firms and felated technical industries. But the N.5.A.'s backdoor access to major telecommunications
switches on American soil with the cooperation of major corporations represents a significant expansion of the
agency's operational capability, according to current and former government officials.

Phil Karn, 2 computer engineer and technology expert at a major West Coast telecommunications company, said

access (o such switches would be significant, "If the government is gaining accass to the switches like this, what you're
really talking about is the capability of an enormous vacuum operation to sweep up data," he said.
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' Surveillance Net Yields Few Suspects
NSA's Hunt for Terrorists Scrutinizes Thousands of
Americans, but Most Are Later Cleared

Ad‘verﬁsemeni’

By Barton Gellman, Dafoa Linzer and Carol D. Leonnig
Washington Post Staff Writers
Sunday, February 5, 2006; A01

Intelligence officers who eavesdropped on thousands of
Amecricans in overseas calls under authority from President
‘Bush have dismissed nearly all of them as potential suspects
after hearing nothing pertinent to a terrorist threat,
according to accounts from current and former government
officials and private-scctor sources with knowledge of the
technologies in use.

Bush has recently described the warrantless operation as "terrorist surveillance” and summed 1t up by
declaring that “if you're taiking to a member of al Qaeda, we want to know why." But officials conversant
with the program said a far more common question for eavesdroppers is whether, not why, a terrorist plotter
is on either end of the call. The answer, they said, is usually no.

Fewer than 10 U.S. citizens or residents a year, according to an authoritative account, have aroused enough
suspicion during warrantless eavesdropping to justify interception of their domestic calls, as well. That step

P still requires a warrant from a federal judge, for which the government must supply evidence of probable
: cause,

The Bush administration refuses to say — in public or in closed session of Congress -- how many Americans
in the past four years have had their conversations recorded or their e-mails read by intelligence analysts
without court authority. Two knowledgeable sources placed that number in the thousands; one of them, more
specific, said about 5,000.

The program has touched many more Americans than that. Surveillance takes place in several stages,
officials said, the earliest by machine. Computer-controlled systems collect and sift basic information about
hundreds of thousands of faxes, e-mails and telephone calls into and out of the United States before selecting
the ones for scrutiny by human eyes and eacs..

Successive stages of filtering grow more intrusive as artificial intelligence systems rank voice and data traffic
in order of likeliest interest to human analysts. But intelligence officers, who test the compuier judgments by
listening initially to brief fragments of conversation, "wash out™ most of the leads within days or weeks.

“The scale of warrantless surveillance, and the high propertion of bystanders swept in, sheds.new light on
Bush's circumvention of the courts. National security lawyers, in and out of government, said the washout
rate raised fresh doubts about the program’s lawfulness undeér the Fourth Amendment, because a search
cannot be judged "reasonable” if it is based on evidence that experience shows to be unreliable. Other

officials said the disclosures might shift the terms of public debate, altering perceptions about the balance
between privacy lost and security gained.

Air Force Gen. Michael V. 'Haydcn," the nation's second—mnﬂng intelligence officer, acknowledged in a news
briefing last month that eavesdroppers "have to go down some blind alleys to find the tips that pay off"
S Other officials, nearly all of whom spoke on the condition of anonymity because they are not permitted to
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discuss the program, said the prevalence of false leads is especiaily pronounced when U.S. citizens or.
L residents are surveilled. No intelligence agency, they said, believes that “terrorist . . . operatives inside our
[ country,” as Bush described the surveillance targets, number anywhere near the thausands whe have been
e subject to eavesdropping. :

The Bush administration declined to address the washout rate or answer any other question for this article
about the policies and operations of its wamrantless eavesdropping.

Vice President Cheney has made the administration's strongest claim about the program's intelligence value,
telling CNN in December that cavesdropping without warrants "has saved thousands of lives.” Asked about
that Thursday, Hayden told senators he "cannot personally estimate® such a figare but that the program
supplied information "that would not otherwise have been available." FBI Director Robert $. Mueller I11 said

“at the same hearing that the information helped identify “individuals who were providing material support to
terrorists." ' '

-Supporters speaking unofficially said the program is designed to warn of unexpected threats, and they argued
that suceess cannot be measured by the number of suépccts it confirms, Even unwitting Americans, they said,
can take part in communications — arranging a car rental, for example, without knowing its purpose -- that.
supply "indications and warnings® of an attack. Contributors to the technology said it {s a triumph for
artificial intelligence if a fraction of 1 percent of the computer-flagged conversations guide human analysts to
meaningful leads.

Those arguments point to a conflict between the program's operational aims and the légal and political limits
described by the president and his advisers, For purposes of threat detection, officials said, the analysis of a
telephone call is indifferent to whether an American is on the line. Since Sept. 11, 2001, a former CIA
official said, “there is a lot of discussion" among analysts "that we shouldn't be dividing Americans and
foreigners, but terrorists and non-terrorists.” But under the Constitution, and in the Bush administration's
portrait of its warrantless eavesdropping, the distinction is fundamental. .

Valuable information remains valuable even if it comes from one in a thousand intercepts, But government
officials and lawyers said the ratio of success to failure matters greatly when eavesdropping subjects are
Americans or U.S. visitors with constitutional protection. The minimum legal definition of probable cause,
said a government official who has studied the program closely, is that evidence used to support
eavesdropping ought to turn out to be "right for one out of every two guys at least." Those who devised the
surveillance plan, the official said, "knew they could never meet that standard -- that's why they didn't go
through” the court that supervises the Foreign Intefligence Surveillance Act, or FISA.

Michael J. Woods, who was chief of the FBI's national security law unit uritil 2002, said in an e-mail
initerview that even using the lesser standard of a “reasoriable basis” requires evidence "that would lead a
prudent, appropriately experieticed person” to believe the American is a terrorist agent. If a factor returned "a
latge number of false positives, I would have to conclude that the factor is not a sufficiently reliable indicator
‘and thus would carry less (or no) weight. ' '

Biish has said his program covers only overseas calls to or from the United States and stated categorically
that "we will not fisten inside this country” without a warrant. Hayden said the government gaes to the

intelligence court when an eavesdropping subject becomes important enough to “drill down," as he putit, “to
the degree that we need all communications.”

Yeta special channel set up for just that purpose four years ago has gone largely unused, according to an

~ authoritative account. Since early 2002, when the presiding judge of the federal intelligence court first
leamned of Bush's program, he agreed to a system in which prosecutors may apply for a domestic warrant
after warrantless eavesdropping on the same person's overseas communications. The annnal number of such

s
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applications, a source said, has been in the single digits.

Many features of the surveillance program remain unknown, including what becomes of the non-threatening
U.S. e-mails and conversations that the NSA. intercepts. Participants, according to a national security lawyer
who represents one of them privately, are prowing "uncomfortable with the mountain-of data they have now
begun to accumulate.” Spokesmen for the Bush administration declined to say whether any are discarded.

New Imperatives

Recent interviews have described the program's origins after Sept. 11 in what Hayden has called a three-way
collision of “operational, technical and legal imperatives.”

Intelligence agencies had an urgent mission to find hidden plotters before they could strike again.

About the same time, advances in technology -- involving acoustic engineering, statistical theory and )
efficient use of computing power to apply them -- offered new hope of plucking valuable messages from the
vast flow of global voice and data traffic. And rapidly changing commercial trends, which had worked
against the NSA in the 1990s as fraffic shifted from satellites to fiber-optic cable, now presented the
eavesdroppers with a gift. Market forces were steering as much as a third of global communications traffic on
routes that passed through the United States. '

' The Bush administration had incentive and capabilities for a new kind of espionage, but 23 years of law and

White House policy stood in the way., :

FISA, passed in 1978, was ambiguous about some of the president's plans, accoerding to current and retired

government national security lawyers. But other features of the eavesdropping program fell outside its
boundaries. '

One thing the NSA wanted was access to the growing fraction of global telecommunications that passed
through junctions on U.S. territory. According to former senator Bob Graham {D-Fla.}, who chaired the
Intelligence Committee at the time, briefers told him in Cheney's office in October 2002 that Bush had
authorized the agency to tap into those junctions. That decision, Graham said in an interview first feported in
The Washington Post on Dec. 18, allowed-the NSA to intercept "conversations that . . . went through a trausit
facility inside the United States." ‘

According to surveys by TeleGeography Inc., nearly all voice and data traffic to and from the United States
now travels by fiber-optic cable. About one-third of that velume is in transit from one foreign country to
another, traversing U.S. networks along its route, The traffic passes through cable landing stations, where
undersea communications lines meet the East and West coasts; warehouse-size gateways where competing
international carriers join their networks; and major Internet hubs known as metropolitan area ethernets.

Until Bush secretly changed the rules, the government could not tap into access points on-U.8; soil without a

. Warant to collect the "contents" of any communication "to or from a person in the United States." But the

FISA law was silent on calls and e-mails that began and ended abroad.

* Even for UJ.S. commuﬁicatiens, the law was less than clear about whether the NSA could hérvest information

about that communication that was not patt of its "contents.”

“We debated a lot of issues involving the 'metadata,’ " one government lawyer said. Valuable for analyzing

- calling patterns, the metadata for telephone calls identify their origin, destination, duration and time. E-mail

headers carry much the same information, along with the numetic address of each network switch through

~which a mesgage has passed,
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Intclligence lawyers said FISA plainly requires a warrant if the government wants real-time access to that
., information for any one person at a timg. But the FISA court, as some lawyers saw it, had no explicit
Py jurisdiction over wholesale collection of records that do not include the coatent of communications. One
high-ranking intclligence official who argued for a more cautious approach said he found himself pushed
aside. Awkward silences began to intrude on meetings that discussed the evolving rules.

"I became aware at some point of things I was not being told about," the intelligence official said.

'Subtly Softer Trigger’

Hayden has described a "subtly softer trigger” for eavesdropping, based on a powerful "line of logic," but no
Bush administration official has acknowledged explicitly that automated filters play a role in selecting
American targets. But Sen. Arlen Specter (R-Pa.), who chairs the Judiciary Commitiee, referred in 4 recent
letter to "mechanical surveillance™ that is taking place before U.S. citizens and residents are "subject to
human surveillance."

Machine selection would be simple if the typical U.S. eavesdropping subject took part in direct calls to or
from the “phone numbers of known al Qaeda" terrorists, the only criterion Bush has mentioned. .

- That is unusual. The NSA more commonly looks for less-obvious clues in the “terabytes of speech, text, and
image data” that its global operations collect each day, according to an unclassified report by the National
Science Foundation soliciting research on behalf of {J.8. intelligence.

NSA Inspector General Yoel F. Brenner said in 2004 that the agency's intelligence officers have no choice but

to rely on "electronic filtering, sorting and dissemination systems of amazing sophistication but that are
imperfect.”

"""" One method in use, the NSF report said, is "link analysis.” It takes an established starting point —such as a

W terrorist just captured or killed - and looks-for associated people, places, things and events. Those links can
be far more tenuous than they initially appear. . '
In an unclassified report for the Pentagon's since-abandoned Total Information Awareness program,
consultant Mary DeRosa showed how “degrees of separation” among the Sept. 11 conspirators concealed the
significance of clues that linked them. ' ) '

Khalid Almihdhar, one of the hijackers, was on a government watch list for terrorists and thus a known
suspect. Mohamed Adta, another hijacker, was linked to Almikdhar by one degree of separation because he
ustd the same contact address when booking his flight, Wail M. Alshehri, another hijacker, was linked by
two degrees of separation because he shared a telephone number with Atta. Satam M.A. Al Sugami, still

another hijacker, shared a post office box with Alshehri and, therefore, had three degrees of separation from
the original suspect. :

"Look for Patterns'

Those links were not obvious before the identity of the hijackers became known. A, major problem for
analysts is that a given suspect may have hundreds of links to others-with one degree of separation, including
high school classmates and former neighbors in a high-rise building who never knew his name. Most people

are linked to thousands or tens of thousands of people by two degrees of separation, and hundreds of
théusands or millions by three degrees. ’

Published government reports say the NSA and other data miners use mathematical techniques to form
hypotheses about which of the countless theoretical tes are likeliest to represent a real-world relationship,
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A more fundamental problem, according to a high-ranking former official with ﬁrsthand-knoﬁrlcdge, is that
“the number of identifiable terrorist entities is decreasing." There are fewer statting points, he said, for link

- analysis.

YAt that, point, your only recourse is to look for patterns,” the official said.

Pattern analysis, also described in the NSF and DeRosa reports, does not depend on ties to a known suspect.

It begins with places terrorists go, such as the Pakistani province of Waziristan, and things they do, such as

using disposable celi phones and changing them frequently, which U.S. officials have publicly cited as a
challenge for counterterrorism.

"These people don'f want to be on the phone too long," said Russell Tice, a former NSA analyst, offering
another example. - -

Analysts build a model of hypothetical terrorist behavio}, and computers look for people who fit the model.
Among the drawbacks of this method is that nearly-all its selection criteria are innocent on their own. There

is little precedent, lawyers said, for using such a model as probable cause to get a court-issued warrant for
electronic surveillance. .

Jeft Jonas, now chief scientist at IBM Entity Analytics, invented a data-mining technology used widely in the
private sector and by the government. He sympathizes, he said, with an analyst facing an unknown threat
who gathers enormous volumes of data "and says, 'There must be a secret in there.' "

But pattern matching, he argued, wiil not find it. Techniques that "lock at people's behavior to predict
terrorist intent,"-he said, “are so far from reaching the level of accuracy that's necessary that I see them as
nothing but civil liberty infiingement engines,”

'A Lot Better Than Chance'

Even with 38,000 employees, the NSA is incapable of translating, transcribing and analyzing more than a
fraction of the conversations it intercepts, For years, including in public testimony by Hayden, the agency has’

acknowledged use of automated equipment to analyze the contents and guide analysts to the most important
ones.

According to one knowledgeable source, the warrantless program: also uses those methods. That is significant
to the public debate because this kind of filtering intrudes inta content, and machines "listen" to more
Americans than humans do. NSA rules since the late 1970s, when machine filtering was far less capable,

have said "acquisition" of content does not take place until a conversation is intercepted and processed "into
an intelligible form intended for human inspection.” . :

The agency's filters are capable of comparing spoken language to a "dictionary" of key words, but Roger W.
Cressey, a senior White House counterterrorism official untif late 2002, said terrorists and other surveillance
subjects make frequent changes in their code words. He said, " ‘Wedding' was martyrdom day and the 'bride’
and 'groom' were the martyrs." But al Qaeda has stopped using those codes.

_An alternative approach, in which a knowledgeable source said the NSA's work pasallels academic and

cqmmg:rcial counterparts, relies on "decomposing an audio signal® to find qualities useful to pattern analysis.
Among the fields involved are acoustic engineering, behavioral psychology and computational linguistics.

A published report for the Defense Advanced Research Projects Agency said machines can easily determine
the sex, approximate age and social class of a speaker. They are also learning to look for clues to deceptive
intent in the words and "paralinguistié™ features of 2 conversation, such as pitch, tone, cadence and latency.
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" This kind of analysis can predict with results "a hell of a lot better than chance™ the likelihood that the
speakers are {rying to conceal their true meaning, according to James W. Pennebaker, who chairs the
psychology department at the University of Texas at Austin.

“Frankly, we'll probably be wrong 99 percent of the time," he said, "but | percent is far better than [ in 100
million times if you were just guessing at random. And this is where the culture has to make somne decisions.”

Researcher Julie Tate and staff writer R. Jeffrey Smith contributed to this report.

© 2006 The Washington Post Company
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We develop a framework for Internet backbone competition. In the absence of direct payments
benween websites and consumers, the access charge allocates communication costs between
websites and consumers and gffects the volume of traffic. We analyze the impact of the access
charge on competitive stratagies in an unrégulated retail environment. In a remarkably broad
range of environments, operators set prices for their customers as if their customers' traffic were
entirely off net. We then compare the socially optimal access charge with the privately desirable
one. Finally, when websites charge micropayments, or-sell goods and services, the impact of the
access charge on welfare is reduced; in particular, the access chargé is neutral in a range of
circumstances. - ‘

1. Introduction

& Long 4n emanation of voluntarist public policies, the Intemnet-has moved in recent yearstoa
market paradigm. While still partly un-on the basis of legacy agreements, the Internet industry is
actively searching for a business model that will increase Internet usage and facilitate the evolution
to enhanced offerings based on differentiated classes of services. A key feature of the Internet
is that each computer connected to i can communicate with every other connected computer.
In a deregulated environment, this universal connectivity can be achieved only if competing
connectivity providers cooperatively reach agreements govemning the price and quality of their
interconnection. '
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The interconnection charges, also called “access charges” “settlements.” ar “termination
charges,” could be vital for enabling efficient use of the Internet, Incentives must be provided for
a widespread usage of bandwidth by diai-up, broadband, and dedicated access consumers, and for
the posting of content by the websites. Quality-of service (QoS) agreements between operators
can reduce defays and packet losses for marked traffic and thereby enable the development of new
and advanced Internet services such as IF telephony and videaconferencing, Competition for end
users s a necessary condition for an efficient functioning of the industry, but it will fall short of
accomplishing even its most modest goals in the absence of pioper interconnection agreements.

The purpose of this atticle is to develop a framework for modelling the competition among
interconnected Internet “backbone-operators” or “networks”” Tn this framework, the “cnd users”
or “customers” are heterogeneous in several respects. First, their patterns of traffic imbalance
differ. Consumes receive much more traffic than they send, prinvarily due to the downloads they
request; websites, in contrast, originate much of their traffic, even though they do not request it.
Second, different end users generate different value to other end users and thus to the Internet.
Third, end users may differ in the cost that their traffic imposes on the operators.

The backbone operators vie for the various types of traffic. In pasticular, cach competes on
the two sides of the market (consumers and websites). The competitive analysis offers two sets
of insights: '

Competitive strategies. On the positive side, we analyze pricing strategies in this interconnected
environment The first key insight of the article is that in a wide range of situations, backbones
set their price on each business segment as if they had no other customer. That is, they set charges
to consumers and websites as if their connections werte entirely off-net. We call this the “off-net-
cost pricing principle.” We first demonstrate this principle in the sitaplest pecfectly competitive
environment with a reciprocal access charge. This simple principle turns out to be remarkably
robust to generalizations of the model: mixed traffic patterns, variable demand, QoS agreements,
backbone differentiation, installed bases, multihoming, and customer cost heterogeneity.

Impact of the access charge on welfare and profir. The access charge affects the backbones’
marginal cost of incoming and outgoing off-net traffic. It therefore determines how backbones
distribute communication costs hetween websites and consumers. Ceteris paribus, ahigher access
charge penalizes end users, such as websites, with an outgoing-traffic bias, and it benefits end
users, such as consumers, with the oppaosite bias. Network externalities considerations, though,

complicate end users’ preferences over access charges, as they want the other siile of the miarket
to expand, '

We first consider the case where there is no direct payment between websites and consumers.
This case is most relevant when there sre no micropaytents and no other financial transaction
resulfing from consumers’ visits to the websites. In that case, the access charge should promote
economic efficiency by alleviating the burden on thosc end users (1) whose demand is highly
elastic and (il) who create value for other end users. More generally, we shall argue that the access
charge cannot by itself induce all the price differentiation that would be required for an efficient
allocation in the Internet. Furthermore, i backbones have inacket power, they do not nccéssan'ly
choose the socialy optimal access charge.

Also, individual end users’ elasticities will be affected by a more widespread use of micro-
payments between end users, which partly reallocate costs endogenously. Indeed, we consider
mote briefly the case where consumers pay a price to the websites for their visits (this price can
be a micropayment charged by the website, or part of a transaction resulting from their visit), This
financial trangaction provides an additional channel for allocating the cost of the communication,
which lowers the ailocative impact of the access charge. :

On the positive side, we analyze the access charge’s impact on profits. There may.be no such
impact, for example when an increase in the access charge is competed away by the backbones’
offering very low prices to consumers. If backbones have market power, however, profits are

affected by the access charge, and backbones will tead to subsidize the more profitable segment,
G RAND 2003, '
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The article is organized as follows, Section 2 constructs a medel of perfect (Bertrand) back-
bene compelition for consumers and websites, assuming that both sides of (fe market are supplied,
Le.. demands are locally inelastic. Section 3 demonstrates the robustness of the off-net-cost pricing
principle. Section 4 analyzes the socially optimal access chasge. Section 5 discusses some limits
of the off-net-cost pricing principle. Section 6 introdices micropayments between customers and
websites. Section 7 concludes,

Our anticle is retated to the literature on two-way access in telecommunications, e.g., Arm-
strong (1998) and Laffont, Rey, and Tirole (1998a 1998b).! This literature assumes that while
consumers both send and receive traffic, receivers get no surplus from and are not charged for
receiving calls. When instead reccivers derive some utility from receiving calls, an extemnality
must be intemalized for efficiency. The fact that users are not charged for reeeiviag traffic has
several implications. First, operators’ marginal charge for outgoing traffic is equal to the on-net
cost angmented by the average termination markop rather than to the off-net cost. Second, it
creates some instability in competition if the nelworks are close substitutes and the termination
charge is not in the vicinity of the termination cost; in contrast, Section 2 establishes that no such
instability occurs when consumers ate charged for receiving calls.

The articles most related to ours are Jeon, Laffont, and Tirole (2001) and Hermalin and Katz
(2001). Jeon, Laffont, and Tirole analyze the off-net cost pricing principle in a telecommunica-
tions environment where the volume of traffic between each scnder and receiver is endogenously
determined by the party with the lower marginal willingness to communicate. In patticular, this
formulation allows one to tell apart monthly (subscription) fees and usage fees (for receiving and
sending traffic). That article also considers the case of regulated reception charges, and it stresses
furthenmore that nctwork-based price discrimination is conducive to connectivity breakdawns., In
contrast, in most of this article we suppose that there is a fixed volume of iransactions for each
consumer-website match. This makes nonlinear tariffs itrelevant (no distinction between fixed
and usage fees); we use this simpler formulation to study severat additional aspects, such as the
impact of multthoming, market power, asymumetric access charges, and micropayments between
consumers and websites. Hermalin and Katz also focus on fixed transactions but allow for stochas-
tic (and possibly correlated) gains from communication. They show that doubie marginalization
increases when networks specialize in- offering services to senders or receivers and also study

‘asymmetiic Bertrand competition, where some operators are mare efficient than others.

2. A simple’ benchmark

m  Although our theory allows for general traffic imbalances, it is useful for expository purposes
to distinguish two types of customers: websites and consumers. Consumers exchange traffic (e.g.,
emails), browse web pages, download files, and so forth; websites post pages and files, which
can be browsed and downloaded by consumers. There is little traffic between websites, and
furthermore, the traffic between consumers (such as email exchanges) or from consumers to
websites (the requests for pages or file downloads) is much smaller than the traffic from websites
to consumers (the actual downloading of web pages and files). To capiure this traffic pattern in
its simplest form, we neglect the traffic between consumers or between websites, as well ag the -
traffic from consumers to websites, and focus instead on the traffic from websites to consurmers.
Most of the article uses the following assumptions: : ’

Balanced calling panern. We assume that consumers® interest in a website is unrelated to the
website’s network choice: a consumier is as likely to request a page from 2 given website belong-
ing to her network and anothar given website belonging to a rival network.? In the absence of

! See also Carter and Wright (£999a, [999b), Cherdron (2000), Dessein (forthcaming), Gans and Kx;ng (2001),
and Hahn (2000). .

2 This assumption ought to be refined in speeific instances. Far example, regionzl orinternational specialization of
backhones together with other factors, such as language affinity, may induce some violations of this hypothesis (Chinese
consumers may be more likely to browse U.S, websites than U.S. customers to browse Chinese websites).
© RAND 2093, :
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origination-based price disctimination (that s, if a constmer pays the same price for receiving
traffic, regardless of the identity of the originaling website’s backbone), the percentage of traffic

-originating on network i and corpleted on network f is therefore propertional both to the fraction

of websites on network j and to the fraction of consumers subsetibing to network i.

Reciprocal access pricing. We assume that there is no asymmetry in the interconnection charge:
A network pays as much for having its traffic terminated on.a rival network (“off-net traffic”) as it
receives for teeminating twaffic originating on a rival network. This assumption will be relaxed in
Section 5, butit is worth noting that there have been calls for regulatoss to impose reciprocal access
charges.® (At the moment, most interconnection agreements between the top-level backbones
take the form of “bill and keep” peering agreements, with zero {and thus reciprocal) termination
charges; however, this situation is likely to evolve in the future—some backbones have already
introduced positive termination charges in their agreements with certain other backbones.)

Let us now be more specific about the model:

Cost structure. Two full-coverage® “networks,” or “backbones” or “operators,” have the same
cost structure, For notational simplicity, we ignore request traffic, so that the only costs are those
incurred to bring traffic from websites'to consumers. We also do not include any fixed network
cost, It is straightforwaed to add hoth types of costs.’

We let ¢ denote the total marginal cost of traffic. When traffic is handed over from one
backbone to the other, we let ¢, and ¢, denote the originating and terminating backbones’ marginal
costs associated with this traffic (c, + ¢ =c)

Although the exact expressions of ¢, and ¢, are ielevant for the theory, it is useful for
‘concreteness to discuss the naturs of these costs in the-current Internet environment. For example,
suppose that backbones incur a marginal cost ¢’ perunit of traffic at the originating and terminating
ends and a marginal cost ¢ in between, which may stand for the routing costs and the marginal-

.cost of trunk lines used for transportation. The total marginat cost of traffic is thus

c=2¢ +o".

In piactice, top-level backbone operators have multiple interconnection points and have an
incentive (o pass on off-net traffic as soon as possible. A consequence of this “hot-potato” pattern®
is that most of the transportation cost ¢ is bome by the receiving backbone.” For off-net wraffic,
the sending network thus incurs the marginal cost of erigination, ¢/, while the receiving network
incurs both the trarsportation cost ¢* and the marginal cost of termination, ¢. The total marginal
cost of traffic is thus shared by the sending and receiving nétworks according to

co=c" and ¢ =+

Demand structure. We first assume that the networks are perfect substitutes: that consumers and
websites have inelastic demand for and supply of web. pages. To be sure, consumers and websites

3 See Marcus (1999) and Gao (2000} for overviews of the Internet’s hierarchical organization.
4 Full coverage” theans that the backbones have a global geographical presence and thus are able to serve ali
customers. - . .

5 Thenext section considers mixed traffic pattemns. For simplicity, we also ignare the impact on the cost structure
of caching, replication, and other content-delivery netwark schemes,

8 For a description of hot-potata routing, see Marcus ([999). .

7 Our analysis would, however, apply 1o any other method of sharing the cost of off-net traffic. We assume here
that the access charge is, as is cerrently the case, independent of the *distance” between the point at which the traffic is
franded over and the location of the weecivet. Qur analysis would still apply if there were differentiated access charges, as
tong as differences in acoess charges reflected differences in termination costs. ‘The while paper NRIC (2002) provides a
detailed overview of current interconnection agrecments and the issués they raise. .
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are more Tikely to use the web ifthey are charged lower prices; we will thus relax thesc assumnptions
later on.

There is a continoum of consumers, of mass 1, and a continuum of websites, of mass I as
well. Each consumer generates one unit of traffic from each website connected to either backbone.
Each unit of traffic from a website to a consumer yields a value v to the consumer and a value &
to the website. We will assume that the market is viable, that is,

v+ > c.

Until Section 6, we assume away “micropayments” between COnSUMErs and websites and
posit that websites do not charge differentiated prices to consumers depending on whether their
connection is on- of off-net. Furthermore, backbones are perfect substitutes on both sides of the
market, and 50 each side chooses the lowest price that it is offered.

We will jnitially assume that prices are low enough trat all consumers or websites connect
to a backbone. The volume of traffic associated with cach customer is then fixed, and there
is thus no point distinguishing between subscription and usage prices or linear and nonfinear
prices: consumers’ subseription decisions are based on the prices py and p» charged by the two
backbones for receiving traffic, while websites® subscription decisions are based on the prices g
and P charged for sending traffic.® Note that the backbones need not be able to tell consumers
and websites apart directly, It suffices that inflows and outflows be priced differently.

Denoting by a; backbone i's market share for consumers and by &; its market share for
websites, and assuming that the two operatérs charge each other the same interconnection charge
a for terminating trafiic, backbone #'s profit is given by {fori = j = 1, 2

T = 0l (pr + Py — €) + @ (p; ~ (e — a)) + o (B — (co+a))
or -

7= @ [Py — o — a)] + e (B — (6 +a)], m

where @ = @+ and & = &, +&; dendte, respectively, the total numbers of connected consumers
and of connected websites. If all potential customers are connected as we assumeé in this section
(that is, @ = & = [}, this expression reduces to

1= 0 [y — (s — )]+ & [y — (co +a)]. e

That s, as long as prices do not exceed customets’ reservation values, the profit of each backbone
can be decomposed into two independent components: one for the consumer business, and another
-one for the website business. The perfect-substitutability assumption ensures furthermore that, in
cach line of busincss, a1l customers go to'the cheapast operator whenever their prices differ.
The timing is as follows: (1) the access charge a is determined {through a bilateral agreement
or by regulation), (2) the backbones sel their prices, and (3) end users select their backbones. As
is usual, we solve for a subgame-perfect equilibrium of the game,

" Proposition I {aff-net-cost pricing principle). Assume v e —aand i > o, +a; then, there
€xists a umique price equilibrium.? This equilibrium is symmetric and satisfies

n=mp=p=c-—a,
Pil=ph=p"=c,+a,

s:l'h_:con.fumcr prices pg and p can be indiffecenty interpreted-as volume-based prices for receiving taific, or
as subseription prtces—if the wtal number of websites were not normalized to 1, these would be subseription prices per
website reached. Similacly, websites® prices p1 and B can be interpreted as subscription prices (per consumer reached),
% Market shares are undetermnyined.
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m=ny=a" =0,

Proof. The standard Bertrand argument applies (o each business segment. The only caveat is
that the number of connected customets in one scgment affects the market-demand in the other
segment; however, as long as prices remain below reservation values, all customers are connected
(to onc or the other network) and, in each segment, the market demand is thus independent of the
actual price levels. QED. :

For each customer, the price is competitively set equal to the opportunity cost of servicing
this customer, rather than letting the customer subscribe to the other network. Suppose forexample
that backbone | “steals” a consumer away from backbone 2. Then, the traffic from backbone 2's
websttes (o that consumer, which was' previonsly internal to backbore 2, now costs backbone 1
an mount ¢ %o terminate but generates a marginal termination revenue a; the opportunity cost

" of that traffic is thus c, — a. And the iraffic from backbone 1's websites, which initially costs

¢, for origination and a for termination on backbone 2, s now internal to backbone 1 and thus
costs ¢ = ¢, + ¢y therefore, for that traffic too, the opportunity cost of stealing the consumer away
from its rival is ¢ — (¢, +a) = ¢; — 2. A similar reasoning shows that stealing a website away
from the rival backbone generates, for each connected consumer, a net ¢ost ¢, +a: alteacting a
website increases originating (raffic, which costs ¢, and also means sending mote naffic from its
own websites to-the other backbone’s end users, as well as receiving less traffic from the other
backbone (since the traffic originated by the stolen backbone is now an-net); in both cases, a
termination revenue « is lost. ’

In this very simple benchmark case of pecfectly substitutable networks and inelastic demand,
Bertrand-like competition ensuces that profits are set at theic competitive level (;r* = 0); whatever

the access churge a, the combined per-unit charge to consumers and websites covers the cost of
the traffic:1®

Pr+pt = (o +a@)+(c —a)=c, + ¢ = .

" Thie access charge a thus merely determines how the cost of the traffic is shared between
senders (websites) and receivers (consumers)—with a higher access charge leading to a larger
burden being placed on the websites. In particular, the access charge has no impact on network

profits and on social welfare, defined as the sum of customers’ surpluses, which is equal to its
first-best level:

W= Ejoﬁfﬁ't(b‘— PiY+ Dol (v — D)+ B
=W =yug—p.

Finally, let us compare Proposition 1 with the results in Laffont, Rey, and Tirole (1958a)
and Armstrong (1998) for interconnection of telephone networks. A key difference with this
telecommunications literature is that in the latter there is a missing price: receivers do not pay for
receiving calls; that is, in the notation of this aricle, p = 0. The inissing price has two important
implications:

Pricing. The operators’ optimal usage price reflects their perceived marginal cost. But when

operators do not charge their custoraers (here, consumers) for the traffic they receive, operator i%s
perceived marginal cost of outgoing (here, website} traffic is given by

cray@—a).- ' ®

That is, the unit cost of traffic is the on-net cost ¢, augmented by the expectc& off-net “markuip”

1%This holds as long 25 customers” prices remain lower than customess’ reservation values, that is, as long as
Cota < Fande —a < v. [fforexample ca +a > o, the maximal price that can be chacged to websites, B = b, does not
coves the opportunity cost they generate, ¢, + 2. Thus, no backbone wants to host & website and ¢hexe is then no traffic at
all for such an access charge. : ‘
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(or discount) (a — ¢,} on the fraction a ; of website traffic that terminates off-net. Comparing the
two perceived marginal costs of outgoing traffic with and without receiver charge, for given access
charge and market shares, the price for sending traffic is higher (lower) than in the presence of
reception charges if and only if there is a termination discount (markup).!!

Note that if the “missing payment” o g, were subtracted from the right-hand side'? of (3) and
pi were equal to the off-net cost!? (¢, — &), then {3) would be equal to the off-net cost (¢, +a). In
sum, the missing payment affects the backbones” perceived costs, and it reallocates costs between
origination and reception. :

Stability in competition. When networks are close substitutes, and receivers are not charged, there
exists 0o equilibrium unless the access charge is near the termination cost. The intuition is easily
grasped from (3). If there is a substantial termination tax or subsidy, perceived marginal costs
(and thus prices) are far from actual costs, thereby introducing a source of inefficiency. But if
netwarks are sufficiently close substitutes, either operator could comer the market with a small
reduciion in its price, in which case it faces the irue costs and can offer a better deal, This issue
doss not arise when end users pay (or are paid) for receiving traffic. In that case, the sum of the
perceived costs for origination and termination always equals the actual cost of communication:
(e +a) + (¢r — @) = ¢, imespective of the access charge. '

3. Robustness of the off-net-cost pricing principle

®  The off-net-cost pricing principle is robust to various extensions of the perfectly competitive
model.

(i} Arbitrary number of backbones. The principle extends trivially to n backbones (n > 2):

it suffices to replace “;” in equation (1) by “Zf#? o

(ii) Mixed traffic patterns, We have caricatured reality by assuming that websites have
only outgoing. traffic, and consumers anly incoming traffic. All Internet users in fact
have a mixed, although often very biased, pattern. It is easily verified that under perfect
competition, backbones ask their customers (consumers ar websites) to pay

Tilx, y) = (0 — a)x + (e, + a)y,

where x and y are the customer's incoming and-outgoing twaffic volumes.

(i) Multihorming, Suppose now that each website may choose to locate in both backbones,
Websites do not gain or lose from multihoming as long as the backbones charge the
competitive tagiff p* = ¢, + o M :

(iv) Quality o:f.service {QoS). Proposition 1 extends to multiple quaIities of service, as long
as costs and access charge refer to the quality of service in question.

(v) Customer cost heterogeneity. Qur assumption that all customers impose the same-cost
ou the backbone for incoming or outgoing traffic is more restrictive than needed. Sup-
pose that there are & types of customers, k = I,..., K. A customer of type k, whether -
a consumer or a website, imposes cost cf at origination and cf at termination.'® The
off-net-cost pricing principle still holds as long as backbones can price discriminate.

Y Indeed, ¢ +0tj(a — ¢} > co+a is cquivalent to (| — a;)a — ) < 0.

12To reflect the fact that the traffic generated by backbone i's websites brings reception rovenue foc the share o;
of the traffic that remains on-net, . ’

. Y If consuners do not derive any utility from receiving calls (v = 0}, as in Laffont, Rey, and Ticole (19934), the

puce p; cannat be positive; networks could, however, subsidize receivers,

" In practice, however, websites may gain frem enhanced refiability or redundancy, at the cost of diseconomies of
scale in the interface with the backones, - A

'3 Far example, European ar Australian [ntémnet service providars must be coanected to TES, backbones through
costly transoceanic cables that mise both arigination and termination costs relative to a U.S.-based customer.
® WAND 2001,
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In practice, this cost-based price diserimination may be implemcnted by setting different
charges for local delivery; alternatively, it can be implemented by uniform charges
applied at given points of interconnection, together with the requirement of the provision
by the end users (or their [SPs) of circuits leading to these points of interconnectior.

(vi} Installed bases. Suppose that backbone i has an installed base &; of consumers and
an installed base &; of websites that are, for example, engaged ir long-term contracts.
Let p; and p,; denote the predetermined prices charged to installed base consumers and
websites by netwotk i. The operatars’ profits become

72 0 [ — (e — @+ & (s — (e + @) + & [B1 — (60 — a)] + &k, — (co +all.

Consequently, the equilibrium prices are unchanged: new customers are charged the
off-niet-cost prices and operator i’s equilibrium profit z*(a) is equal to

dnf 5
g &
da i — o

Two simple implications can be drawn from this observation. First, web-hosting back-
bones prefer a low termination charge, while backbones that are stronger on the dial-up
side, say, prefer a high termination charge, Second, if the termination charge Is deter-
mined in a private negotiation, two backbones tend to have conflicting interests if one
leans much more heavily to one side of the market than does the other. However, their -
interests do not necessarily conflict (even if one carries far more traffic than the other)
if, say, one segment of the market has (for both backbones) developed more quickly
than the other segment.

® By focusing on inclastic demands, the benchmark model of Section 2 and the various ex~
tensions pecformed in Section 3 sidestepped welfare issues. This section maintains the petfect-
competition assumption but allows for elastic demands. Perfect competition implies that back-
baones’ budgets are always balanced, whatever the access charge. But through its allocation of
costs between end users, the access charge plays a central role in achieving economic efficiency.
We show below that the Ramsey access charges, ie., the access charges that maximize social
welfare, must take into account not only the demand elasticities of the two segments, but also the
externality that each side exerts on the other,' .

Suppose for example that a consumer derives surplus v, drawn from a distribution F(v), from
being cannected with websites; similarly, 2 website derives a surplus §, drawn [roni a distribution
F {©), from being connected with consumers, Consumers’ and websites” demands are thus given
by g =D{p)= 1~ F(pyand § = D(p) = | — F(5)."" Furthermore, consumers® and websites’
net surpluses are given by S(p) = f:m(u — ) F(u) and 8(5) = f;m(ﬁ — pYEF(#). Then,

¥ Similar conclusions hold for the credit card industry, in which the “backbones™ ave “banks.” the “webstes” and
“consumers” are the “merchants™ and “cardfiolders.” and the “access charge” is the “interchange fee.” See Rochet and

. Tirole {2002}, Schmalenses (2002), Schwarz and Vincent (2000}, and Wright (2000). Related insights apply to B2B-—see

Caillaud and Jullien (2001).

17 There again, prices can be interpreted as pure traffic-based prices or as subscription prices (per website reached
acperconsumerreached). Forexample, if backbones simply chargea subscription price T for receiving traffic, the relevant

- tonsumer price is p = T/D, where D denotes the number of connectsd websites, and a consumer with a valuation v
subscribes again if p € v.

© RAND 2000,



378 / THERAND JOURNAL OF ECONOMICS

Proposition 2. When both consumers’ and websites’ demands are elastic, the Lindah] (first-best)
prices are giveu by

Fo ) B ${p?) 5 (p"%)

+pf=c— =e— = .
£ g D (pFB) D (‘;,FB)
whereas the Ramsey (second-best) prices and access charge are characterized by p¥% = ¢, —a%5,.
P =c,+a*, and

S(p*”') h,s'(ﬁ”)
Wj = B (g8 (ﬁ-"“"]' “@

Proof. Social welfare is equal to

W='S(F)b(ﬁ)+D(p)-§‘(ﬁ)+(p+ﬁ—C)D(p)ﬁ_(ﬁ):

its first-best level is thus characterized by

hee_Ste) _ _3®
R T R Yt

Rarnsey prices ;naximizc W subject to the budget constraint
(p+p~c)D(p)D(P) = 0.

Denoting by A the Lagrangian multiplier associated with this budget constraint, and using p+p = c,
the first-order conditions boil down to :

—A=D' (P& ()= D" (p)5(p).

Q.E.D.

From a first-best perspective, each segment is charged a price equal to the marginal cost,
minus a discount that reflects the positive externality exerted on the other segment. For example, an
cxtra website generates an additional gross consumer surplus §+ pD, so that the (per-consumer)
price p charged lo websites must be decreased by an amount equal to the {per-capita, or average)
consumer surplus v° = p+ 5/D:

p=c—v.
Stmilarly, the (per-website) price charged to consumers must be discounted for the average surplus
¥ = p+ §/D that consumers bring to websites: p = ¢ — #°. Sinee average surpluses exceed
prices (v° > p, i > p), the total price charged to the two segments, p + 5, must be lower than
the cost ¢; the subsidy must reflect the positive externality that each segient exerts on the other:
_ S _ Sy
o= (ptp) = b= 2,
Dipy D(p)
which in particular implies that, at the optimum, these two externalities must be equalized.
Inasecond-best world, the budget constraint rules out outside subsidies. Prices must therefore

beincreased so as to fully cover the cost ¢, according to standard Ramsey principles: the departure
from first-best prices should be inveesely refated to the magnitude of demand elasticities:

Po(c—F)_ A polc—v) A
p 1 2 i’
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wheze 57 and 77 denote the demand elasticities and A the Lagrangian multiplier assaciated with
the budget constraint. In the absence of fixed cost, the budgat constraint is simply that the total
price p + p must cover the joint cost-c and the above Ramsey formulas boil down to (4), which
car be interpreied as follows. Increasing the consumer price discourages some consumers, which
reduces website surplus; the corresponding welfare loss is thus given by DY (p)5(p). Similarly,
increasing the website price discourages some websites, which reduces consumer surplus, thereby
generating a welfare loss D'(5)S(p). The optimal tradeoff thus depends on how many end users
are discouraged on one Sidc, as well as on the net surplus lost on the other side, and balances the
two types of welfare losses: I'( p)8(p) = f)‘(ﬁ)S(p). A special case oceurs when one side of the
market is inelastic as in Section 2; then, the access charge shifts the burden as much as possible
to the inclastic segment.

Remark. In sharp contrast with the recommendations usually derived from standard Ramscy
pricing formulas, the tradeoff just described can lead, in equilibrium, to a higher price for the
segment with the higher elasticity. To see this, nate that condition (4) can be rewritten as (letting
ns =—p8'/S and iz = —p3'/5)
(g)z Zns
B/ wis

That is, prices in the two segments should covary with their respective demand elasticities (77 oc
i) (and with the related surplus elasticities, 775 and fiz).

Under perfect competition, firms make zero profit; they are thus indifferent as to the level
of the access charge and should not resist a reguiation of the access charge that implements the
second-best optimum, In practice, backbones have historically opted for “bill and keep™ (a = 0,
which minimizes transaction costs. Bill and keep is favorable to websites,!® which might have
been a good idea to promote the develepment of [ntemet-based services, Now that many web
services are available, and the emphasis is more on cnéodmging consuiers to connéct and use
these services, absent significant transaction costs, bill and keep is unlikely to be close to optimal.

5. Amending the off-net-cost pricing principle

m  Variable demand and two-part tariffs. Let us extend the model to allow for variable
demand functions and connection costs for consumers—sticking to the same formutation as befare
for websites. Tt is then natural to also allow backbones to charge two-part tariffs to consuiners.
Because of the connection costs, the off-net costs no longer predict average retail prices; however,
they still define the relevant marginal usage prices if back!}ones compete in nonlinear tariffs. To
ses this, for i = 1,2, let p; denote the'volume-bascd fee and F; the fixed fee charged by backbone
i,and [(p;) the demand of 4 representitive consumer who subscribes, with S(p;) the associated
net surplus (but ngSs of the fixed fee F}). A consumer thus subscribes to backbone i if

S(p)— Fi > S{p;)— ;.

Backbone i’s profit is then given by

% = o (F = )4 4@ D () (e + By — )+ iy D (p;) (ps — c + @)
+&;& D (p;) (B; - co —a) .
= (F; — Y+ oy (@ + @) D (pi) [p: — (o — @)]
+& (e D ()4 e D (p2)] {Bi ~ (co +a)].

8 When a = 0, consumers pay the entire termination cost, which, 25 noted above, s ir practice the larger part of
Lhe cost dug o “hot-potato™ routing.

© RAND 2001
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The opportunity cost of stealing a website away from the rival network is
D (pr) e — (o — 1+ D (p;) (e, + ) = O = (c, +a) g,
where g = ay D{p|} + 02 D(p,} denotes the volume of traffic generated by each website. The
opportunity cost of stealing a website, per unit of traffic, is thus again ¢, + a; therefore, in
equilibrivm, py = pa =¢c,+a.

Also, if py = p» = p, then the opportunity cost of stealing a consutner away from the rival
netwark is

@D (p)lc — (co+ )} +&; D{P) [l — a) ~ O] + f — F; = (g —a)D(p)+f - Fy

furthermore, if p; = ¢, + a, then the opportunity cost of inducing its own consumers to generate”

one more unit of traffic is similazly given by

&GD(p)le — pil+8;D(p)(e; —a) — 01 ={g ~a) D(p).

Therefore, the off-net-cost pricing principle still applies, although now only in equilibrium, We
thus have the folfowing: '

Proposition 3. When & > ¢, +a and S{c, —a) > f, there exists a unique two-part-tariff
equilibrium, given by

m=pr=p'=c-a,
Br=Pa=p"=c, +a,
fi=fH=f

Ay =my=at =0,

The off-net-cost pricing principle therefore still applies: in equilibtium, the fixed fee is cqual to
the connection cost, and usage prices for sending and receiving traffic are equal to the off-net
costs of outgoing and incoming traffic.

0 Market power. Section 3 has demonstrated the remarkable robustness of ihe off-net-cost
pricing principle il a competitive industry. We now investigate how the principle must be amended
if the backbones have some market power, which supposes that they provide differentiated
services. Intuitively, the relevant marginal cost remains the off-net-cost, but a markup should
be added because of market power. We will say that an access charge is “constrained Ramsey
optimal” if it is optimal when the only regulatory instrument is the access charge (that is, when
market power cannot be directly addressed). i

Letus maintain the assumption that the backbanes are perfectly substiautable on the consumer
segment but introduce some differentiation on the website segment. Websites® surplus from being
connected with consumers then depends on the network to which they subscribe.

Backbones can engineer their netwotks to provide different levels of quality, in several
dimensions. They can, for example, ensure that capacity is significantly higher than offered
load," and can do so with a focus or: either the mean or the variance of delay, which may be of
some interest for different users.?® Backbones can also invest in reliability.2! Higher speed, lower

¥ By speading mote to build out mare caparity, but also by doing a betier job of prediciing demand or by using
caching or replication to reditce the amount of wraffic they haul around the network. The straightness of the fiber runs and
the cumber of router hops can also play a rale.

¥ For oxample, real-time voics requires a low average delay and low variability, whereas email users might nat
care much about variability. ’

H E.g., by ensuring redundancy. Simplicity can also contribute to neliability, as well as goad connectivity to other
networks. .

© RAND 2003,
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delay variability, and higher reliability have an impact on the benefit that a website can derive from
connecting to alternative backbones, and this impact depends on the website’s business model.

A different kind of engineering enhances refiability. Ensuring redundancy, with ne single
point of fatlure, can be important. Simplicity can also contribute to reliability, but paradoxically
is often somewhat at odds with extensive redundancy. Good connectivity to other networks can
also be a differentiator. This tends to play a larger role in periods where, for one reason or another,
connectivity between networks is in general less than ideal. .

" These reliability and quality differences have an impact on the benefit that a website can
derive from connecting (o the altemative backbones, and this impact depends on the website’s
business model. Letting 7 and ¥, denote the surpluses that a website derives when subscribing
respectively to backbone 1 or 2, the website subscribes to network ¢ if (For i 5 f = 1, 2y

B — pr z max {0, U; ~ p;}.

The values fi; and i, are distributed among websites according to F(@y, 52) on 2, which
determines the number D;(p;, b ;) of websites choosing to subseribe to network i; by construction,
an increase in one operator’s price increases the demand for the other operator but reduces the total
number of connected websites: 3.D;/35; > 0and 8D;/3; +3D;/3p; < 0. We will furthermore
maintain the following assumptions: '

® Dip1. p2) = Da(Ba, P1)- Therefore D(p) = Di(p, p) = [1 — G(P)]/2, where G(7)
is the cumulative distribution of § = max{uy, v;}, and decreases when P increases:
b <0 '

(if) For every & there exists a unique price H(€) such that p = arg maxz(p' — £)D(F', p)
and (&) = (&) — 1D p(&)) decreases when Z increases: # < 0.

The price p and profit 7 can be interpreted as benchmark equilibrium price and (per-
backbone) profit in a hypothclical economy where the two backbones fice demarnids D) and
D and compete with the same cost . The assumptions-on the demand and profits are plausible:
an increase in either backbone’s price reduces the number of connected websites, and an increase
in the industry marginal cost reduces equilibrium profits.?

Inelastic consumer demand. Suppose first that all consumers get the same value ¥ from being
connected toa website. Then, normalizing to 1 the population of consumers, we have the following

Froposition 4. Assume that consumer demand is inelastic and v > £, — . Then there exists a
unique equilibrium. This equilibum is symmetric and satisfies

p=pi=c~a, p=pleotva), #=f(c,+a).

Increasing the access charge raises the equilibrium website price but reduces both the number
of connected websites and the equilibrium profits. Backbones Favor the lowest admissible access
charge, an = ¢; — v, which fully extracts the surplus from consumers and subsidizes the profitable
website segment; consumer demand being inelastic, this aceess charge is constrained Ramsey
optimal. .

22 A before, we assume that cach cansumer gets the same surplus from c¢ ing to every website and, similarly,
thateach website gets the same surplus from connecting o every consumer. This aliows forasimpler analysiz of consumers”
and websites” subscription decisions—and in particular climinates any interdependence between these decisions.

. 2 *[his condition is, for cxample, always satisfied when backbones absorh part of the cost inceease (0 < 5 < 1),
since then both.the demand and the margin decrease when the cost icreases. ’
. X Farvu < ¢ —a, there is no symmetric cquilibrium in pure stratcgies—but an asymmetric equilibrium may exist,
in which one backbone serves all consumers at a price p = v. o
© RAND 2003,
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Proof. Denoting by o; backbone i's share of consumers, the profit of that backbone is given by
7 =a; (Dy + D) [pi — (e — a)] + Di [B: — (c, + ).

The standard Bertrand argument thus applies to the inelastic consumer segment. As long as it
remains below v, the price paid by consumers does not affect their demand and thus has no effect
on the website business. Therefore, p; = p; = ¢; — a, which by assumption does not exceed v,
and network i s profit boils down to

7= D¢ (pi, B [pr — (eo + )],

which leads at a symmetric equilibrium to p; = plc, +a) and 77 = 7{c, +a). Q.ED.

Differentiation weakens the intensity of price competition for websites and allows backbones
to carn a positive profit on that segment; website prices arc thus higher than the off-net cost c+a,
but prices and profits are “as if”" backbones were competing for websites with a cost equal to their
off-netcost. A lower access charge increases the opportunity cost of servicing consumers, leading
the metworks to raise the consumer price. On the other side, the reduction in the access charge
lowers the opportugity cost of servicing the websites, which generates more profit an websites.
In other words,'decreasing the access charge allows the networks to extract more rents from the
sucplus that consumers derive from receiving traffie; part of those rents are passed on to websites,
which benefit from a reduction in the price they are charged for sending traffic to consumers, and
part of it serves to increase networks™ profits.

Backbones thus favor the lowest accéss charge a, subject to consumers’ participation
constraint (¥ > ¢, — a}. Since consumer demand is inclastic, backbones® interest is here in
line with the social interest, which also requires extracting consumer rents in order to subsidize
and atfract more websites. '

Elastic consumer demand. Suppose now that consumers’ surplus v is drawn from a distribution
F(v). Consumers’ demand is thus D{ P} =1~ £(p). The following assumption guatantees that
profit functions are “well behaved” and rules out the possibility that 2 backbone might desire
making losses on conswmers it order to enhance profits-on the website segment.

Assumption | . There exists k > 0 such that
(@) ve, pE)-e<k
(i) Yp, D{p)+kD'(p) = 0.

Assumption | ensures that prices and profils are again “as if” backbones were (imperfectly)
competing on each segment with a cost equal to their off-net cost; .

Propesition 5. With an clastic consumer demand, there exists a unique symmetric equilibrium
under Assumption 1. This equilibrivm satisfies

Pi=p=c—a, p=ple+a), m=d(c,ta)Dc —a).

Anincrease in the access charge raisés (he equilibrium website price and thus reduces the aumber

of connected websites, but it decreases the equilibrium consumer price and thus attracts more
coRsumers.

Progf. Fix pj = p= ¢, —a and Bj = b = ple, + a). By raising its price p; above p = ¢, — g,
backbone i gets [ B; — (e, +@)]0i(B;, p)D(p) and thus cannot earn more than (and actually earns
exactly) #{c, + a)D{c, — a). By reducing its price p; below ¢, — a, backbone i's profit is of the
form m;(pe. Bi) = D{p;)#:(pi, Ps), where ’ )

4 (or. B =1pi — (e — a [Dy G, B)+ By (B, 5]+ (B — (co + 33 B i, B)
© RAND 2003, .
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is maximal for some B;(p;) > p: the loss on the consumer segment gives an incentive to reduce
the traffic and thus the number of connected websites, D; +-D ;. Using the envelope theorem, the
impact of p; on backbone i's maximal profit is given by

%dp‘”ﬂ = Do) { B (31 (8i), )+ By (B, 51 (] + D' (pid s o, B ()
> D(py D ()4 D' (8 [B — (e + )1 D (B).
where the inequality stems from (using 5; > p)
By (Bi. B+ D; (b, ) 2 Dy (5, ) = B; (5, 5) = D (p)
and (using p; < p)
#:pe. Be (o)) < 7 (p, i () =[5 — (e + @) D ().

Assomption I then ensures that d;(p:, pi(p))/dp; = 0 forall p; < o — a, implying that
.- backbones cannot gain from subsidizing consumers. Q.E.D.

The off-net-cost pricing principle still applies: in each segment, backbones’ equilibrivm
prices are as if backbones® marginal cost were equal to the off-net cost; they are exactly equai to
the off-net cost of receiving traffic in the competitive consumer segment and correspond to the
oligopolistic price 5(c; +4) in the website segment. Let us now assume that backbones partially
pass through cost increases to websites:

. Assumption2. 0 < p' < 1.

Under this reasonable assumption, by adjusting the access charge the backboaes mave hoth
prices, p and p, in such a way that dp/dp = —p' lies between —1 and 0.
Backbones™ preferred access charge maximizes the per-backbone profit

. M=(p+p—D(p) D(p).

The privately aptimal access charge trades off the impact on the two prices p and § and satisfies
dp _— - PO =p . dp
= (1 +d—;) D)DEY+(p+P—c) [D’(p)D(PHD(p) 1y (P)EE] =0.

Given the partial pass-through assumption, |+ % > 0, moving some of the communication costs
from the website segment to the consumer segment increases the competitive consumer price
mare than it reduces the less competitive website price—in that segmenl, backbones keep part
of the reduction in the form of increased margins. Thecefore, the first tetm is negative and gives
backbones an incentive to use the consumer segment for subsidizing the website segment. The
other term reflects’a profit motivation for a lacge volume of communication, and it increases in
magnitde, the larger the total margin p+ p - c. .
Backbones® preferred access charge can be compared with the constrained Ramsey optimal

one, which maximizes total welfare given market power on the website segment. The latter is
given by

. max W = (v +9° — ¢} D (p) D (),
- {p:5}
where v* and & represent consumers® and websites’ average surplus:

f:’“ vdF(v) f;"“ 343 (5)

By ' T b(p

e —
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We thus have™
. o
W= (p+v —C}D’(p)-D(p)+(u‘+5—c)D(p)D'(p)E£
! dp DY+ {5t -\ D Dis < o AP
1+ g, )P D@+ (7 - B) D' () DB+ (v —p)D(P)D(P)EE

As compared with backbones’-preferred access charge, for which [T = 0, the first additional term
corresponds to asocial gain from lowering consumer prices at the expense of websites. This stems
from the fact that, as noted above, backbones have an excessive incentive to shift communication
costs toward the more competifive consumer segment, since this cost is then passed through to
consumers; backbones then benefit from lower costs in the less competitive website segment,
where they pocket part of the cost reduction. The other two additional terms derive from the fact
that backbaones do not fully appropriate their custotmers’ surplus. Thus, for example, attracting
one more constmer gives weobsites an additional surplus (35 — F)D(p) that backbones cannot
grab,
Note that, for the access charge ¢n that maximizes profits, we have

i — dp oo & —F = D dp
Wr=(1+prJ—§;) (1+£)D(p)l)(p)+[(v ~p)—(y -plp D (p)Ef.

Therefore we have the following:

Proposition 6. With an elastic consumer demand and under Assumptions. { and 2, backbones
prefer an access charge that is lower than the socially optimal one, thereby favoring websites,
whenever either (i) backbones leave more surplus to customers on the consumer segment
(v —~ p > ¥ — p for a = ag) or {ii} backbones appropriate most of the cost reduction on
the website segment (d p/dp close to zero).

O Asymmetric access charges. While the basic insight of the benchmark mode! has very
broad applicability, the symmetric-access-charge assumption is crucial. We now demonstrate that
asymmetric access charges are a factor of instabifity. Consider first the competitive backbone
industry of Section 2, and now let a; denote the access charge paid by backbone j #1 to backbone
i for terminating backbone j°s off-net trafiic. Without loss of gcncrallty, let us assume that

‘ay > as.

A first intuition is that the high-access-charge backbone 1 has a comparative advantage for both
consumers (since receiving traffic is particularly atiractive to this network) and websites (since
terminating traffic on the rival backbone is cheapér. for, backbone 1). This reasoning, however,
fails to account for opportunity costs. For example, if network 1 makes much money when its
consumers download from network 2’s websites, for the same reason network 2 finds it costly to
leave consumers to network 1.

A second observation is that backbone 1 has an inceative to focus on one side of the market
so as o generate off-net traffic, whereas backbone 2 has an incentive to be preseat on both markets
50 as to avoid off-net traffic. To see this, note that backbone ’s profit can be written as

= i@ (pi+ Pi — €) + 0 [pr — (cc — ai)] 4o [ pe ~ (c,, +a;]
= e lp: — (e — apl +& (i — (ca + ;)] + 4 (a; — a1), B

if all patential end users are connected.

% See Schaalensee (2002) for a similar derivation in the context of the credit card industry.
© RAND 2003
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Backbone 2’s gain feom a simultaneous increase in both o and &; exceeds the sum of the gains
obtained by increasing o or & alone. Similarly, backbone 1 gains more when it simultancousky
increases its market shaee on one side and reduces its market share on the other. As a result of
these conflicting interests, there is no equilibrium in pure steategics:

Proposition 7. If the backbones .charge asymmetric access charges, then there is no pure-strategy
equilibrium. .

Proof. Sec the Appendix.

This inexistence problem stems from the fact that, as just noted, asymmetric access charges
make the profits nonconcave.”® This nonconcavity problem is somewhat robust. Suppase, for
example, that the backbones are horizontally differentiated 2 la Hotelling on both segments, with
differentiation parameters ¢ and { and a unit length on each segment. The profit functions are still
as in (5), but market shares are now given by '

: 1 1
ﬂf«'—*2*+§;(.ﬂf—ﬂr),
S TR I
“i—i"‘i?(}_’j‘?i)-
Therefore,
3271'; 1 322'Tj 1 BZJT,' _a;-ﬂa;

apF 1" opr  Eamap | #f

and thus profits are concave only if
= 2
° 2 (e —a),

that is, backbenes inust be sufficiently differentiated (and thus not competing too effectively) on
both segments—and the required level of differentiation is proportienal fo the asymmetry in the
access charges 2"

Proposition 7 seems to call for reciprocal access charges. Reciprocity, however, should be
understood in a broad sense, allowing for termination cost differences. For example, suppose that
backbone 1 has a more expensive “shortest-exit” policy; backbore | then bears a larger proportion
of termination transportation coston off-net traffic: ¢} = cf+A (and thus 2 = ¢} —A). Then a (pure-
strategy) equilibrium exists only when backbones account for this cost asymmetry when setting
their access charges, that is,'a; = 2+ A (the competitive prices are then p™ = ¢! —a; =2 ~ a,
and B° = ¢} + a3 = ¢} +ay). That is, the backbione that keeps off-net traffic on its own network

longer before delivering it to the other should bé-“rewarded” by being charged a lower termination
fee. ' ' ’

6. 'Micropayments and neutrality

W Anincrease in the access eharge raises the cost for websites of doing business. Websites then
may be tempted to pass through the increased traffic-related cost to the consumers who request the
traffic. With some exceptions, such traffic-based “micropayments” do not yet exist. They require
putting in place costly billing and end-user micropayment information systems.

™ This nonconcavity—and the issue of the existence of an equilibrivm —is seminiscent of the analysis of Lwo-way
interconnection between telecom operators, as in Laffont, Rey, and Tirole {[998a). Due to the “missing price;”’ however,
in that case this problem appoars even with symuetric access charges. -

27 The characterization of an access charge equilibritsm in pure strategies would thus be achievable when backbanes
ace sufficiently differsntiated.

© RAND 2003,
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If websites pass their cost of traffic through to the consumers, the consumers’ final demand
does not depend on the share of termninatjon cost that they pay directly (through the price p
for recelving traffic} but rather on the total price of the communication (p + F). This in tumn
suggests that the way in which the total cost is a priori distributed between senders and receivers
is irrelevant. Put differently, the access charge, which mainly affects how the cost of traffic is
divided between senders and receivers, may have no impact on the consumers® final demand and
thus on teaffic volume. This section shows that in many contexts, the access charge is indeed
neutral, i.e., it has no impact on traffic and efficiency.

We consider four Hlustrations. In the ficst, there is perfect competition at both the backbones’

- and websites’ levels, and websites can charge consumers (through “mictopayments™) for their

cost of traffic. As a result, backbones charge senders and receivers according to their perceived
opportunity costs, as before, but consumers end up incurring the total cost of traffic regardless
of the level of the access charge. The next two illustrations show that the access charge remains
rieutral when (he consumers have an elastic demand for websites” services and when websites are
nat perfectly competitive. The last illustration considers situations where consumers use websites
to buy goads ar services. To the extent that the amount of communication is related t the volume
of transactions on the goods and services, the price chaiged for those poods and services can
play the role of micropayments. In the case of perfect correlation between communications and
transactions, the access charge is again neulral, even if backbones do not perfectly compete for
websites, ’

8 Perfect competifion at the backhone and website levels. Let us assume that micropay-
magnts are feasible and costless. The pricing hehavior of the websites depends on the degree of
competition between them. Let us start with the case where there are multiple identical websites
of zach “type."We otherwise assume that the Industry is as described in Section 2; in particular,
backbones are perfect competitors on both sides, and consumers wait to download one unit of
traffic from each type of website. The timing goes as follows. After agreeing on an access charge,
the backbones set prices (p; for consumers, p; for websites). Then, the websites subscribe and
choose micropayments (denoted by s} per unit of downloaded volume. Finalty, the consumers
subscribe and select websites.
The backboues’ profits can stil be written as

7 = a;lp; — (o — a)l+ & [?: - (C;: +a)],

where, as before, for each category of end user (consumer or website), the market shares only
depend on the prices charged to that category. This is clear for websites, which, by choosing’
the backbone with the lowest website price, not only minimize the cost of their traffic, but also
enhance their competitive situation. But this is also true for consumers: given the micropayment s
charged by a website, they face a total price p; +s if they subscribe to backbone i; they thus choose-
the backbone with the lowest consumer price.?® As a result, off-net-cost pricing still prevails:

Pi=¢ —a,

- and

Di=c,+a.

Bertrand websites set micropayments equal to their marginal net cost, which consists of
their traffic cost, 5;, decreased by the value @ that they derive from consumers’ visits. So websites

28 With network-based price discrimination, the subscriptior decision of one category affects the price paid by the
other category; in particular, websites would care about consumers subscription decisions, since it would affect their
competitive situation. Different Gmings with respect to subscription decisions may then lead to different ccordination
patterns, .

© RAND 2003,
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located on backbone f charge®
5 =I_J" —E=Cn+(1"“"|"j.

‘This implies that consumers bear the full cost of web traffic net of the website’s sucplus, and
that the access charge is neutral as regards the total price paid by consumers.”® For all i,

pi¥+si=c—0.

0 Elastic demand for websites’ services. This neutrality result extends to the case where
consumers have an elastic demand for websites” services, of the form ¢ = D(p + 5}, In that case,
each category of end user still selects the backbone with the lowest price for that categary, so that
the volume of traffic is D = D(mind p1, pa} + min{py, P2} — ¥). Thus, backbones’ profits can
still be written as .

7 =0 Dlps — (e — a)) +& DIpi — (co+ @), )

and the standard Bertrand argument stifl applies to both calegories of end users, so that again,
p=¢; — 4 and p = ¢, +a. Hence, the volume of traffic is efficient; it is given by

D(p+p—-0)=D(c -1
and is thus independent of the access charge.

O Imperfect competition among websites.. ‘The neutrality result remains valid éven when

. websites have market power. Suppose, for example, that there is only one website of cach “type,”

therefore enjoying a manopoly position for this type. For notational simplicity, suppose also that
8 = {; that is, the website does not derive any ditect reputational or commereial benefit from the
visit. As before, cach category of end uscr selegts the lowest price offered to that category, so that
the relevant prices are p = min{py, p2} and p = min{p,, p2}. Given those prices, each website
will choose 5 so as to muximize its profit, given by

(s — P)D{p+s).

~

This amounts to choosing a “consumer price” $ = p + 5 that maximizes (§ — p — 7) D (§) and
thus leads to ‘ o )

s=s"(p+p)—p, -
where
. sM(x)=arg mfx(.r =x) D (s),
thereby generating a traffic )
b=p{M@p+p). ' o

Therefore, backbones’ profits are still given by (6), with 5 how given by (7): As a result,
Bertrand competition between the two backbores leads again to off-net-cost pricing, p; = —a

2% Since websites pass their traffic cost through to consumers, we need not maks any assumption on cq + and 7.
As arcsult, 57 can be either positive or negative, depending on the value of the access chargea. - '

» A similar result can be found in Rochet and Tirole {2002) and Gans and King (2003} for the credit card indusicy.
They provide conditions under which the comoval of the no-discrimination rute (the rule-forcing or inducing meechants

f_dcp:mding on the country) to charge the same prica for cash and card payments) leads to a neutrality of the interchange
(N
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and p; = ¢, +a; the volume of traffic and each website’s profit are given by D(s™ (c)) and
zil = (s () — c) D(s™ (D),

respectively, and are thus independent of the access charge. In addition, because of the websites’
matkel power, consumers pay more than the cost of the web traffic, but the price that they face is
not affected by the access charge, '

O Websites selling goods and services. This setup is also relevant when there is a transaction
associated with the consumer visiting the sitc (e.g., Amazon.com selling books through its
websites). If there is perfect correlation between the bandwidth usage and the size of the
transaction, the price of the transaction can play 4 role similar to the micropayment s. Below
we consider the case where consumers buy & commodity at unit price P after having browsed
the website. Buying from the website invalves two types of communication costs: a search cost
(browsing, listening to samples of music, ¢tc.), which websites usually do ot charge to consumners,
and downloading costs, which websites can recover through the price P of the commodity, We
will focus here on the latter cost and assume that downloading requires: bandwidth usage 4.
Accordingly, the demand function for the commodity is D(P + pg). '

Denoting by C the unit cost of production of the commaodity, the websites’ profit is given by

[P —C—pqlD(P+pg)=[P - C~(p+p)q]| D (P),

whete P = P+ pg. From this expression we see that the optimal price P, and consequently
the demand for the commodity and thus the downloading traffic, depends only on the total price
p+ p. With perfect competition between backbenes, this total price equals ¢, and therefore the
equilibrium wattic is independent of the access charge. With imperfect competition of the typs
modelled in Section , this total price is higher than ¢ but remains independent of the access
charge, and so is the equilibrivm traffic.

7. Summing up

B Wehavedeveloped a framework for Internet backbone competition, which fas allowed us to
analyze the impact of access charges on backbones’ competitive strategies. As we have seen, ina
broad range of environments the operators set prices for their customers as if the customers® traffic
were entirely off-net. This comes from the fact that the oppottunity cost of stealing traffic away
from rival operatars is indeed equal to the off-net cost of traffic. In addition, the opportunity cost
of creating outgoing (incoming) traffic is again equal to the off-net cost of that traffic, provided
that the price for receiving (sending) traffic itself reflects its own off-net cost.

Given this off-net-cost pricing principle, in the absence of dicect payments between websites
and consumers, the access charge determaines the allocation of communication costs between
senders (mainly websites) and receivers (mainly consumers) and thus affects the level of traffic.”
The socially optimal access charge takes into account the demand elasticitics on the two segments,
but also the magnitude of the extemality that each segruent generates on the other segment. Since
perfectly competitive backbones are indifferent to the level of the access charge, they would
not object to a regulation of this access charge. In contrast, if they have market power; backbone
operators’ interests are in general no longer aligned with social welfare, although assessing the bias
in their ideal aceess charge requires detailed knowledge not only of the elasticities of demand and
externalities, but also of the operators” relative macket power vis-&-vis websites and Consumers.
Finally, when websites charge micropayments, or when websites sell goods and services, the
impact of the access charge on welfare is reduced and is even neutral if websites can perfectly
pass through the cost of traffic to their consumers. .

@ RAND  2003.
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Appendix

8 Proof of Proposition 7. In any Bertrand equifibrium, the two backbones must charge the same prices (etherwise, the
backboge charging the lower price could profitably raise that price):

P=p=p

F1=py = j.
Furthermore, sincs it could atiract all end users by slightly undercutting both p aund 5, backbore 2 must get at least
T2 prp—c.
Similarly, since backbone 1 can decide to attract all consumers or all wehsites, it must get ar least
m 2 max {p—{a —ar),p—(cat+a)}.
However, the two backbones’ joint profits cannot exceed p + p — e. Hence,

prp—czp+p—crmax{p—~ (e —a). p —lca +an},
which implies

pEe—a,
P X eatag.

Backbone 1°s profit thus satisfies

m=alp — (e — )] +& [ — (co + ap] — e d1 (7 — a3)
< —ayi (g —az),

and it can be nonnegative only if & =0, that is, if backbone 2 attracts all erd users on at least one side of the markst,
Backbone 2’5 profit similarly satisfies

By =az [p—{cr —aa)]+ & [P — (6o + )l + aify (1 —az)
< (wady — o — &) e —a3)

and is thus nommegative only if ¢y = & = 0, a contradiction. Q.ED.
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Call Termination Fees: The U.S. in global perspective

J. Scott Marcus'

Abstract

‘The economic frameworl under which the United States implements call termination fees
is unusual. Several recent studies suggest that the United States syster has resulted in
greater use of mobile telephony services and in lower cost to consumers than many other
systems. This paper summarizes call termination fee mechanisms in the United States,

maps them to established economic theory, and places them in comparative context for an
international audience.

In the literature, there has been a tendency to ascribe differences in outcome solely to the

-use of a Mabile Party Pays regime (also know as a Receiving Party Pays regime). In this

paper, we suggest that Mobile Party Pays is an important element, but that it needs to be
understood in the context of other mechanisms that have had a complementary effect.

. Furiher, we argue that fixed and mobile termination rates need to bhe understood as 2
" single integrated economic system.

! Author's current addresses: German Marshall Fund of the United States, Réstdence Palace, Rue de [a Loi
155 Wetstraat, 1040 Brussels, Belgium. E-mail: smarcus@GMFus.ore. This author has affiliations with
both the Federal Communications Commission (USA) and the Buropean Commission, but the opinions
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1. Introduction

The economic framework under which the United States implements call termination
fees” is unusual. Several recent studies suggest that the United States system has resulted
in greater per-customer usage of mobile telephony scnrlces and in lower average per-
minute prices to consumers, than many other systems Our analysis supports these
conclusions, but we do not believe that this is the end of the story.

Mobile termination rates have been a topic of intense debate in Europe in recent years. In
the United Slates, termination rates are under challenge from a number of quariers.
Technological and industry convergence, notably including IP telephony, is placing huge
strains on the existing systern. A reexamination of termination fee issues is timely.

Call termination fees tend not to be constrained by the competitive economic forces that
constrain many other prices due (o an effect (discussed later in this paper) known as the
terminating monopoly. High and asymmetric call termination rates have raised concerns
in Europe in recent years because they effectively force fixed users to provide large and
arguably irational subsidies to mobile users,® and also because they are one of several
factors that contribute to European mobile average prices per minute of use (MoU) that
are about twice as high as comparable prices in the United States.?

In the literature, there has been a tendency to ascribe these differences in vsage and in
price per MolJ solely to the use in the U.S. of a Mobile Party Pays regime (alse known as
a Receiving Party Pays regime). We reject this notion as simplistic. - In this paper, we

suggest that Mobile Party Pays is an important clement, but that it needs to be understeod --

- in the context of other mechanisms that have had a complementary effect.

* For putposes of this paper, we consider call termination fees to represent payments ihat one operator
makes to another to complete a call, including not only reciprocal compensation but also access charges
(defined in the next section), We do not distinguish between termination and éransit (from the customer’s
central ‘office to the point where the operators mlerconnect) In one instance {access fees), we discuss
payments to the originating carrier, even though it is something of an oxymoron to refer to a payment to the
originating operator as a call termination fee.

* Cf. Robert W. Crandall and J. Gregory Sidak, “Should Regulators Set Rates Lo Tenmnal‘.e Calls on Mobile
Networks?” forthcoming in Yale Journal an Reguiation, 2004. See also Stephen C. Littlechild, “Mobile
Termination Charges: Caliing Party Pays ws Receiving Party Pays”, available at
hitp:/www econ.cam,ac.uk/dae/repec/cam/pdficwpedd26.pdf. | Finally, ¢f FCC, In the Matter of
Implementation of Section 6002(3) of the Omnibus Budget Reconciliation Act of 1993, Annual Report and
Analysis of Competitive Market Conditions With Respect to Commercial Mobile Service, WT docket no.
02-379, released July 14, 2003 (hercinafter the 8% CMRS Competition Reporf). '

* The termiration rates of the wited incumbent are typically limited by regulation to less than two eurocents
per minute of use (Buropean Commission, Ninth report on the implementation of the EU electronic
communications regulatory package (hereinafisr 9% fmplementation Report), COM(2603) 715 final, 19
November 2003), while European mobile termination rates average about 19 evrocents per minute of use
(FCC, 8 CMRS Competition Report). Thus, the subsidy flows from fixed operators to mobile aperators,

SFCC, 8% CMRS Competition Report, We return to this point later in this paper.

Call termination: US in global perspestive Page 1 I, Scott Marcus

g



Further, we argue that fixed and mobile termination rates need to be understood as a
single inlegrated economic system. Fixed-to-fixed, fixed-to-mobile, mobile-to-fixed, and
mobile-to-mobile call fermination rates interact in complex ways.

In particular; we argue that the U.S. intercarrier compensation regime for local calls,
which establishes a presumption that local termination rates will be symmetric and based
on the forward-looking costs of the incumbent wircline operator {(unless the
interconnecting party chooses to document a higher cost structure). has contributed
strongly to low. termination rates. This tendency to symmetry and low rates has
permeated the system, cven where regulation daes not impose it. The termination rates
for local calls between witeless operators, and also between non-incumbent wirefine
operators, arc unregulated and are usually zero (“bill and keep™).

" The trend toward zero marginal cost for domestic US. call$ has in tum fostered a
" migration to zero marginal retail price. Starting in 1998, wireless operators began
offering nationwide “buckets of minutes” plans with no roaming or long distance

charges. More recently, we are seeing the same evolution among wireline telephony
operators.

Finally, we do uot mean the paper merely to be a chest-thumping endorsernent of United
States regulatoty policy, nor do we wish to naively suggest that other countdes should
rush to emulate our example. Nevertheless, the U.S. system does appear to have
generated better results in a rumber of respects — perhaps as much through dumb luck as
through regulatory genius. In any case, it is clear that the entite intercarrier compensation
system will continue to face-significant challenges in-all countries in the years to come,
and that further evolution is essential everywhere.

In support of that avolution, this paper seeks to summarize call termination fee
mechanisms in the United States. We_do not attempt to develop new economic theory;
rather, we seek to map call termination fee mechanisms in the U.S. to established
economic theory, and io place them in comparative context for an international audience,
particularly a Buropean audience.

This section provides the framework for the discussion that is to follow. The next section
describes existing call termination fee mechanisms in the United States, and seeks to map
the U.S. system to results in the economic literature. The subsequent section establishes
a global context and compares the effects of calt termination fze mechanisms in the U.S.

to those! of other developed countries in terms of mobile penetration and thie cost of
mobile service. We then offer concluding observations about the long-term challenges to

the termination fee system, and prospects for future global evolution in Burope and the
UsS.

Call termination? US in plobal perspective Page 2 1. Scott Mareus



2. An Qverview of Call Termination in the United States

This section introduces key definitions and concepts, in keeping with cur goal of making
the system understandable to an international audience. It then proceeds with a
description of call termination fee amrangements in the U.S., concluding with a tabular
summary of the various mechanisms in place. Economic background is provided where
appropriate, notably in regard to the termination monopoly problem. The section
concludes with a discussion of the causes and implications of symmetry in call
termination fess.

2.1 Terminalogy anhd basic concepts

Call termination arrangements in the United States depend on the nature of the call
placed, and on the categorization of the carriers orginating and terminating the call, in
complicated ways. In the inferest of simplifying the presentation we intentionally ignore’
some of the fine detail of (he systers;® unfortunately, it is impossible io fully grasp the
system without mastering cectain of its complexities.

Calls between two points in the same local calling area are Jocal cails. Calls between two:
different arcas ate long distance calls. Cartiers that provide local calling service over
wired facilities are Jocal exchange carriers (LECs). Carriers that provide long distance
service arc interexchange carriers (LXCs). Mobile operators provide commercial mobile
radio services (CMRS).

Reciprocal compensation is associated with local calls; ecess charges are associated
with leng distance calls,

The boundaries of local calling areas (LATAS) do not correspond to those of states; thus,
tong distance calls may be either interstate or intrastate.

Historically, local telephone service was provided by monopoly operators: these local
monopoly providess of wired telephone service are incumbent local exchange carriers
(ILECs). In recent years, the market for local telephone service was opened to
competition; the new enfrants that compete with the ILECs in the provision of local
calling service over wired facilities are competitive local exchange carriers (CLECS). -

An FCC order further explains:

“Exisling intercamier compensation rules may be .categorized as follows: access charge
rufes, which govern the payments that interexchange carriers {IXCs") and CMRS carriers
make to LECs lo originate and terminate long-distance cills; and reciprocaf compensation
rules, which govern the compensation between telecommunications cariers for the
transport and ftermination of local traffic.  Such an otganization is clearly an
oversimplification, hawever, as both sets of rules are subject to various exceptions ...

The access charge rules can be further broken down into inferstate access charge fules
that are sef by this Commission, and intrastate access charge rules that are set by state

¢ For example, we ignore for the most part intemational calls, intrastate inter-LATA calls, and the
Enhanced Service Provider exemption: :
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public utility cornmissions. Both the interstate and intrastate access charge rules establish
charges that IXCs mus! pay to LECs when the LEC ariginates or terminates a call for an
IXC, or transports a call to, or from, the IXC's point of presence ("POP"}). CMRS carmiers
alse pay access charges to LECs for CMRS-t0-LEC fraffic that is not considered local and
hence not cavered by the reciprocal compensation rules. ... These access charges may
have different rate structures—iLe., they may be flat-rated or fraffic-sensitive. In general,
where a long-dislance call passes through a LEC circuit switch, a per-minute’ charge is
assessed. .7

Reciprocal compensation fees relate to local calls, and flow from the originating LEC to.
the temminating LEC (see Figure 1); access charges relate to long distance calls, and flow
from the IXC to both the originating and terminating LECs (see Figure 2).

Call

Reciprocal
Compensation

Figure L. The flow of reciprocal compensation.

Access
Charges

Figere 2. The flow of access charges.

In the discussion that follows, we will often refer to intercatrier Coﬂ:lpEnS;ﬂtiO!'l
arrangements as calling party’s network pays (CPNP), which reflects the widely
implemented practice whereby the calling party’s network pays a call termination fee to

? BCC, In the Matter of developing a Unified Intercarrier Compensation Regime (hercinafier Unified
Intercarrier Compensation NPRM), CC Docket 01-92, released April 27, 2001, §§6-7.
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the network that termirates the call (and in the case of long distance calls, also.to the
LEC that originates the call). The literature often refers to these same arrangements as
calling party pays (CPP), despite the fact that'it is not really the calling party that pays.
The fees of interest here flow between carriers, and do not necessarily corespond to
retail payments by consumers. .

The use of CPNP reflects the underlying assumption that the party that originates the call
is the cost causer. This reflects in tumn the undertying assumption that the originating
party chooses to place the call, and is therefore willing to pay for the call, while the party
that receives or terminates the call did not choose to receive it and is not nccessarily
willing to pay for the call. In recent years, many economists have called these
assumptions inte question. A recent paper by Jeon, Laffont and Tirole provides a
detailed analysis.®

There is a tendency to speak of the US. asa receiving party pays (RPP) environment, or
sometimes as mobile party pays (MPP) environment, in order to emphasize that it is not a
CPNP eavironment. In fact, MPP and CPNP are not polar opposites. MPP refers to
payments at the retail Jevel. CPNP refers to intercarrier compensation in the form of call
terminatjon fees that flow from one carrier to another at the wholesale level.

The retail price of mobile services in the United States is unregulated. It is true that
mobile operators generally account for minutes of use, whether for originating or for

receiving calls,” but this is a commercial practice that is independent of call termination
fees:

An extensive literature exists on call termination. Laffont, Rey and Ticole are generally
credited with the definitive analysts.”® A new paper by $.C. Littlechild"! provides an
extensive and thoughtful synthesis of the work on mobile termination to date.

? Doh-Shin Jeon, JTean-Jacques Laffont, and Jean Tirole, “On the receiver pays principle”, to appear in the
RAND Journal of Econamics, 2004. They explore the inherent mimor-image relationship betwien calling
and called party, and find that there is no qualitative difference, as “It takes two to tango.” See also
Crandall and Sidak, op. cit.; Littlechild, op. cit.. and FCC Working Paper 33, by Patrick DeGraba, “Bill

.and” Keep at the Cental Office As the Efficient Iniciconnection Regime”, available at

http:/fwwrw fee. povlospiworkingp html.

) * In many cascs, mobile operators offer “buckets of minutes” plans where a consumer incurs no variable

usage charges as long as usage is below an agreed quota of minutes; in this case, too, minutas of both

_origimation and termination genecally count against the quota, and are chargeable i they exceed the quota.

® See Jean-Facques Laffont and Jean Tirole, Competition in Telecommunications, MIT Press, 2000. See
also Jean-facques Laffont, Parrick Rey and Jean Tirole, “Network Competition: 1. Overview and
Nondiscriminatory Pricing™ (1998a), Rand Journal of Economics, 29:1-37; and “Network Competition: IL
Piice Discrimination™ (1998b), Rand Journal of Economics, 29:38-56, Ste also Crandall and Sidal, op.
cit; Littlechild, op. cit; Michael Carter And Julian Weight; “Interconnection in Network Industrics”,
Review of Indusirial Organization 14: 1-25, 1999; Julian Wright, “Access Pricing under Competition:” An.
Agpplication to Ceflular Networks”, December 29, 2000; Dok-Shin Jeon, Jean-Facques Laffont, and Jean
Tirole, “On the teceiver pays principle”, to appear in the: RAND Journal of Economics, 2004; Chris Doyle
and Jennifer C, Smith, “Market Structure In Maobile Telecoms; Qualified [ndirect Access And The Receiver
Pays Principle”, May 1999, : '

W Lintlechitd (2004), op, cit,
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2.2 Reciprocal Compensation

Under the Communications Act”, all LECs are required to establish reciprocal
compensation arrangements for the transport and termination of telecommunications.”

The Act establishes a preference that rec'Procal compensation be addressed through
voluntary negotiations between the cariers.!

In the event that the parties cannot agree, they may ask the relevant state comumission to
mediate any dispute, or {where at least one party is an ILEC) they may petition the state
commission to arbitrate any open issues. In the context of an arbitration, the state
commission is to consider the terms and conditions that an TLEC proposes" for such an
agreement to be “just and reasonable” only to the extent that they result in the “mutual
and reciprocal recovery by each catrier of costs associated with the transport and
termination on cach carrier’s network facilities of calls that originate on the network
facilities of the other cartier” based on a “reasonable approximation of the additional
costs of terminating such cafls ™% )

Carriers may choose to offset obligations in order to achieve “mutual recovery of costs”,
and are specifically pemmitied to waive mutual recovery altogether {e.g. to use “bill and-
keep” arrangements).'” In other words, they can agree not to charge one another.

Under the FCC’s implementing rules, when ILECs interconnect with non-dominant locat
carriers (be they wired or wireless) for the exchange of local trafiie, the non-dominant
carrier is presumed to have costs cquivalent fo those of the ILEC. This implics that
reciprocal compensation rates will, by default, be symmetric. A non-dominant carmrier
retains the right to attempt to demonstrate underlying costs that are higher than those of
the ILEC, but in practice this is rarely if ever done.

The combined effect of these provisions is that reciprocal compensation artangements
between an ILEC and any other wired or wireless carrier generally reflect either (1) the
cost of the ILEC in-both directions, or {2) no charges at all in either direction. In both
cases, call termination fees are symmetric. '

The FCC has summarized these arrangements in this way:

Section 251(b)(5) [of the Communications Act of 1934 as amended, as codified at 47
U.8.C] impeses on all [Local Exchange Carmiers (LECs)] a “duty to establish reciprocal
compensation arrangements for the transport and termination of felecommunications.”
Under current Commission rules interpreting the reciprocal compensation obligations of

** Communications Act of 1934 as amended, as codified at 47 U.S.C. (hereinafter the Act).
B 47 U.5.C. §251(6)(5). ‘
" 4706.8.C. 4252,

¥ 47 U.S.C. §252(d)(2)A).

" However, the tates arc not necessatily the same zs those TELRIC rates used to determine the price of
Unbundled Network Elemerits (UNEs).

7 470.8.C. §252(d).
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incumbent LECs [ILECs], the calling party’s LEC must compensate the called party's LEC
for the additional cosls associated with transporing the call from the carrers
interconnection point to the called party’s end office, and for the additional costs of
terminating the call to the called parly. The Commission’s rules further require that the
charges for both fransport and termination must be set at forward-looking economic costs.
The Commission's rules permit a state public ulility cornmission (‘PUC") to impose a bill-
and-keep arrangement, provided that the traffic exchanged between the interconnecting
carriers is relatively balanced and neither pary has rebutted the presumption of symmetric
rates.

Existing access charge rules and the majority of existing reciprocal compensation
agreements require the calling party’s carrier, whether LEC, finterexchange carrier (IXC)]
or jmobile], to compensate the called party’s carrier for terminating the call. Hence, these
interconnection regimes may be referred o as "calfing-party's-netwark-pays” {or “CPNP").
Such CPNP arrangements, where the calling parly’s nelwork pays to terminate a call, are
clearly the dominant form. of interconnection reguiation in the United States and abroad.
An allermative fo such CPNP arrangements, however, is a “bill-and-keep” arrangement.
Betause there are no termination charges under a bill-and-keep arrangement, each carrier
‘is required to recover the costs of termination {and origination) from its own end-user
customars.  As previously nated, under the Commission’s rules, state PUCs may impose
bif-and-keep arrangements on interconnection agreements involving an ILEC, provided
that the teaffic between the carriers is relatively balanced and neither carrier has rebutied
the presumption of symmetrical rates. In addition, bill-and-keep arangements are found in
interconnection agreements between adjacent [LECs.™®

It should be immediately apparent that:

* Reciprocal compensation termination fees between and [LEC and any other
: wireline-or wireless carrier are on a Calling Party Network Pays (CPNP) basis. In
this regard, they are not different from charges in miost other countries. The rate

of compensation is sometimes set to zero (bill-and-keep} by mubual agreement.

« (Call termination fees are relevant at the wholesale level, but there is no regulatm"y
requirement that they be flowed through to the retail leval.

¢ ILECs are generally subject fo refail rate regulation, at least for residential
customers. The retail prices of other carriers (both mobile operators and witeline
CLECy) are not regulated, so the degree to which retail prices reflect termination
charges {5 a business decision, nota regulatory matter,

s For purposes of reciprocal compensation, mobile operators are generally treated
no differently than competitive LECs (i.e, LECs that are not incumbent and thus
presumed to be non-dominant).’ '

B FCC, In the Matter of Develuping a Unified Intercarvier Compensation Regime (hereinafter Unified

Intercarrier Compensation NPRM), §§8-9, CC Docket 01-92, Notice of Propased Rulemaking adopted
April 19, 2001 '
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2.3 The Terminating Monopoly

“So there 1 was, stranded with a broken down car in a one-horse town in Wisconsin with a
gas stalion, a convenience store, and two barbers. | was on my way back from a two week
fishing trip, and had te give an important talk in Chicago the next day. So what did 1 do? |
did what any self-respacting, civilized man would do — { got a haircut!

But here's the riddle. One barber looked pretty ragged, ihe ofher was well greomed.
Malurally, 1 picked the one with the lousy haircut, And do you know why? | figured that he
must have cut the hair of the barber who was well groomed! That was the man that |
wanted — not the well-groomed barber, who presumably cut the hai of the barber who
looked unkempt.™!

The workings of call tetrnination fee arrangements can be counterintuitive.

Cail tcrmmatwn fees generally flow from the calling party’s cardier to the receiving
party’s carrier.® As previously noted, the caller is presumed to be the cost causer.

This CPNP system tends to create perverse economic incentives. Carriers tend to be -
motivated to set termihation rates vastly in excess of real costs, because in doing so they
raise, not their own costs, but rather the costs of their vals. To the extent that these
costs are reflected in retail prices, they are reflected in the prices of their competitors, and
not in their own prices.

Onee a consumer subscribes to the carrder’s service, that carrier controls a bottleneck that
confers a degree of market power as regards calls that terminate to that customer. The
tnarket power arising from this bottleneck control is refemed to as the terminating
monopoly.

The market power arsing from this bottleneck is exacerbated by the fact that, for a

variety of practical and regulatory reasons, the consumer who places the call typically has
at best limited visibility into the termination rates -of the called party’s operaor.
Regulation (for instance, geographic averaging reqnirements) may prevent the originating

operator from ﬂowing the full termination charge back to the consumer.” Users of pre-

_ paid mabile service — which is rare in the U.S. but common elsewhere in the world —

never see an itemized bill. The consumer may see only averaged call prices, or may not
see individual call prices at all. For these reasons and others, the consumer who places
the call typically lacks the economic signals that would enable him or her to seek to

bypass high termination rates, and the consumer niay have limited alternatives in any
case.

The tendency toward above-cost termination rates is ultimately constmined by the price
elasticity of demand. If a terrnmatmg operator increases its call termination rates, the
increase may. ifiduce the firm’s competitors to increase their retail prices. The increased
prices will tend to depress retail demand for cutgoing calls from the firm’s competltors )

* Derived from an old joke.

* By definition, call termination fees are for termination, Note that aceess charges can also flow to the
originating LEC. .

3 Cf DeGraba, op. cik, page 8 “... camiers with smaHer market sharcs may have a greater incentive to

charge excessive termmatmg access charges because those charges are unlikely 1o be flowed through ln
interconnecting carriers” end-user prices.”
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including calls io the operator that initiated the process by increasing its rates.
Unfortunately, the equilibrium price in such a system is likely to be much higher than the
actual call termination cost to the carrier that sets the high termination rate, and the -
equilibrium demand for calls to that carrier correspondingly lower than that which would
exist absent the terminating monopoly.

Retuming to our metaphor, we can now explain why the shaggy barber should be
preferred.  Highi termination rates do not directly raise costs to the customers of the
operator that sets them; rather, they tend to raise costs to those who-place calls to thar -
operator’s customers. They impact the prices of an operator’s competitors, not those of
the operator itsell.

A recent paper by Haucap and Dewenter™ is particularly relevant. They study call
termination rates in a CPNP system where the calling party has little or no visibility into
termination fees (as is often the case for the reasons previousiy noted). They develop a
mathematical model that provides two key insights info termination. First, they fiad that
operators with a small number of customers fend to set termination rates higher than
those with a large number of customers (because the rates that small carriers set have fess
impact on the average price paid by their competitors’ customers). Second, they find that
a regulatory “cap” solely on the tenmination rate of operators with market power in their
respective home markets may secve to exacerbate, rather than to ameliorate, the p:ob]emv
of termination rates that preatly exceed costs.

Haucap and Dewenter use a regression analysis, based on termination rates-of Buropean
carriers, to validate their model. They find a statistically significant negative correlation
(in other words, a correlation in the predicted direction) between termination rate and
numbet of subscribers. Interestingly, they find no significant correlafion between
termination rate and the HHI associated with the operator™s home market. Thess findings
are consistent with the notion an operator need nat have Significant Market Power (SMP)
in a retail market in order to be motivated to impese elevated termination costs; indeed,
operators with high market shares will tend to be more constrained by the prospect of
reducing the total: call volume (due to demand elasticity to the extent that hlgh call
termmatton rates are reflected in retail prices).

2.4 Access charges and the terminating monopoly

With that theoretical background out of the way, we now return to cali termination in the ]
United ‘States. High call termination rates have raised concems in recent years in the

- mobile environment; however, the relevant cconomic models are not specific {o the
mobile market. :

Recall that an [XC pays access charges to both the origirating and the termmatmg LEC.
Where the terminating LEC is a large ILEC, access chacges are set in the range of

¥ Dewenter, Ralf, and Haucap, Justus, “Mobile Termination with Asymmetric Networks™, October 2003,
available via SSRN. Presented at the 4th ZEW Conference on the Bconomics of Information and
Communication Technologics, Mannheim, Geomany, July 2004.
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$0.0055 to $0.0065. 2 Slightly higher rates are permitted for certain smaller ILECs,
including certain rural rate-of-return operators.”?

When the Telecoramunications Act of 1996 opened local markets to competition, the
FCC did not initially regulate the access charges that CLECs would assess on IXCs to
originate and terminate calls. At the same time, because of statutory rate averaging
requiremnents, [XCs were prohibited from charging different retail rates, even if access
charges differed. As a result, numerous competitive local exchange carriers (CLECs)
began to charge extremely high originating and terminating charges. In other words,
these regulatory provisions had a net effect analogous 1o that studied by Haucap and
Dewenter: they established a Cailing Party’s Network Pays system, they reinforced the
terminating monopoly power of the CLEC, and they blocked customer visibility into the
relevant pricing signals that might have enabled customers to respond.

- In an order issued in 2001, the FCC summarized the problem as follows:

Despite previous indications that market forces might constrain CLEC access rates, the
Commission recently found that, in acluality, the market for access services is not
structured in a manner that allows competition to discipline rates. Specifically, the
Commission found that the originating and terminating access markets consist of a series
of bottleneck monopalies over access to each individual end user. Once an end user
decides io {ake service from a particular LEC, thai LEC controls an essential component of
the wireline system that provides interexchange ¢alls, and it hecomes a boltleneck far IXCs

- wishing to complete calls fo, or carry calls from, that end user. Thus, with respect to access
to their own end users, CLECs have just as much market power as ILECs. |n addition, the
Commission determined thét “the combination of the market's failure to constrain CLEC
access rates, the Comnission's geographic rate averaging rules for [XCs, the absence of
effective fimits on CLEC rates and the tarilf system created an arbitrage opportunity for
CLECs to charge urreasonable dtcess rates.” ... Because the CLEC access market is
not truly competitive, we cannol simply assume that “whatever. the market will bear”
translates into a just and reasanable eate.

The magnitude of the disparity in termination costs was quite significant:

The access rates charged. by ILECs operating in BTI's service areas are a relevant
benchmark, because ILEC switched access services are functionally equivalent to CLEC
switched access services. In addition, according to fundamental economic principles, in a
properly functioning. compelitive market, the access rates of BTI's primary access
competiters would have been a substantial factor in BTI's setting of its own access rates.
Indeed, in other markets, BTI's pricing behavior adhered to these principles. BT('s rates
for fts local exchange service were approximately 15 to 25 percent below those of its
primary competitors, BelSouth and GTE; and BTl's rates for long distance sarvice were
roughly the same as those of its primary [XC competitors. :

B These provision-s specifically apply to a class of large HLECs regulated pursuant to price caps. Smaller
ILECs are generally regulated on a rate-of-retum basis. R

¥ FCC, “In the Matter of Access Charge- Reformi, Price Cap Performance Review for Local E):tchangc
Carriers, Low-Volume Long-Distance Users, Federal-State Jeine Board On Universal Service™ (“CALLS.
Order”), CC Dockets 96-262, 94-1, 99-249, 96-45, released May 31, 2000, '

* FCC, In the Matters AT&T Corp., Complainant, versus Susiness Telecom, Inc., Defendant. Sprint
Cormupnications Company, L.P., Complainant, Business Telecom, Inc., Defendant, Section [ILB.1:
Memerandum Opinion And Order, EB Docket EB-01-MD-001, Released: May 30, 2001, :
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Nevertheless, during all relevant imes, BTI's access rale was significanlly higher than the
competing ILECs' rates. In July 2000, BTI's access rate of 7.1823 cents per minute was
more than 15 times higher than BellSouth's average rate of approximately 0.48 cents per
minute, and more than 7 times higher than GTE's average rate of approximately 1.0 cent
per minute. In July 1989, BTl's access rate was more than 5 times higher than BellSouth's
average rate of approximately 1.4 cents per minufe, and more than 3.5 times higher than
GTE's average rate of approximately 2.0 cents per minute. in July 1998, BT!'s access rate
was approximately 4.5 times higher than BeflSouth's average rate of approximately 1.6
cents per minute, and more lhan 2.5 times higher than GTE's average rate of
approximately 2.8 cents per minute. *

The access charges that BTI, a CLEC, imposed on AT&T as recently as 2000 were thus
it excess of 7 cents per minute, while charges that BellSouth imposed on AT&T in the
same areas at the same were about a half cent per minute. The disparity is striking. The
ratio is comparab]e. to that between European mobile termination charges (2bout $0.19-
per nunute of use)’’ versus European fixed termination rates (a bit less than $0.02 per
ntinute).” In both cases, the ratio is between a service with a termination monopoly and

no regulatory constraing, on the one hand, and a regulated wireline incumbent operator on
the other.

The cases are naot strictly comparable — access charges are somewhat different from
reciprocal compensation charges between local carders. Recall that reciprocal
compensation charges (see Figure 1) flow in either direction: When carrier A is the
. originating catmier, carrier A pays terminating local cardier B; when however A
. terminates a call originated by B, then B pays A. Access charges, however, ate one-way -
charges — it is always the IXC that pays. The [XC pays both the originating focal carrier
and the terminating local carrier (see Figure 2).

The FCC found it necessary to regulate CLEC access charges by imposing a “cap”, based
on the regulated access charges of the adjacent ILEC® CLECs may unilaterally
" esiablish access charge rates by tadff as long as they are below the cap. If they wish to
- establish access charge rates above the cap, they must do so through vohintary
negotiations.

There are some striking parallels between ihe reciprocal compensation rules and the
access charge rules. First, it is the incumbent LEC that cstablishes the presumptive

% Tbid., section TILB.2.a.
¥ [CC, 8* CMRS competition report, 2003.
* Buropean Commission, 9tk implementation report.

® FCC, In the Matter of Access Chargé Reforn:, CC Docket No. 96-262, FCC No. 01-146 (rel. Apt. 27,
.2001), at 45, “Our orders addressing ILEC access charges have consistently stated our preference to rely
on market forces as a means of reducing access charges. Thus, in setting the level of our benchmark, we

- seek, to the extent possible, to mimic the actions of a competitive marketplace, in which new entrants
typically price their product at or below the level of the incombent provider. We conclude that the
benchmark rate, above which a CLEC may not tariff, should eventually be cquivalent to the switched
access rate of the incumbent provider operating in the CLEC's service area... We also adopt rules to'ensute
that no CLEC avails ftself of our beachmark schcme to increase its access rates, and we adopt a separate
benchmark for centain firms operating in ruraf areas.™
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default rate for both reciprocal compensation and for access charges. In both cases,
CLEC charges are not individually regulated, but the rates will tend in generat to be the
same as those of the corresponding [LEC Finally, the CLEC is not required to provide
cost data to regulators.

2.5 Reciprocal compensation rates between CLECs

Interconnection of CLECs with ILECs (reciprocal compenéaﬁon)_ and with [XCs (access
charges) has been previously addressed.

When CLECs interconnect with one another, the rate of reciprocal compensation is
‘unregulated. [tisa matter of private negotiation. CLECSs can choose to adapt a bill-and-
keep regime, which is to say that they can set a rec1proca1 compensation rafe to one
another of zero.

2.6 Termination rates of mobile operators

In implementing the reciprocal compensation provisions of the 1996 Act, the FCC treated
mobile operators as if they were CLECs. Thus, when a mobile operator interconnects
locally with an ILEC, reciprocal compensation flows from the originating carier to the
terminating carrier. Moreover, there is a presumption that the call termination rates wilt
be symmetric based on the forward looking costs of the ILEC.*' Mobile operators, like
‘other CLECs, have the option of demonstrating that their higher traffic-sensitive
termination costs entitle them to a higher, asymmetric termination rate.

When a mobile operator inferconnects locally with another mabile operator, or locally
with a CLEC, the rate for reciprocal compensation is established through unge§ulated
commercial negotiation. These agréements are generally on a bill-and-keep basis. >

- When a mobile operator originates a long- distance call, it generally establishes a
contractual resale relationship with a long distance carrier. Access fees are not relevant.™

Mobile operators are not permitted to establish tariffs for acéess charges where they
terminate long distance calls from IXCs.” They could, in prmclple voluntarily negotiate a
compensation rate with an IXC; but thls rarely happens. In practice, where a mobile

X FCC, Unified Intercarrier Compensation NERM.

" For a lengthy discussion of the nuances of mobile-LEC mtercnnnecnon, see the Unified Intercarrier
Compensation NPRM, §§78-95. Ip essence, mobile-LEC mtcrconnectmn is regulated under §§251-252 of
the Communications Act, just as is LEC-LEC miercounectmn

2 1hid., §95.

 [bid., §96. Now that Regional Bell Opsrating Companies (RBOCs) ate pcnmtted to offer long distance
service, they usually adopt similar arrangements for origination of fong distance calls.
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operator terminates a fong distance call, it is generally on a bill-and-keep basis {ne money
changes hands).™

2.7 The move to flat rate pricing

The typical European pattern is one of Calling Party’s Network Pays, with mobile
termination rates that averaged about of $0.19 per minute of use.* Mot surprisingly, the
retail ‘price in these countries generally exceeds the termination rate, which the carrier
views as a cost. These high per minute costs tend to make it difficult for carriers to offer
flat rate cafling plans® A flat rate plan would have to address many business risks,
including the prospett that the plan might attract large numbers of self-selected customers
who had sigaificantly above-average usage patterns.

Conversely, cal termination rates in the United States that are less than $0.01 in most
cases, and zero in many cases, facilitate flat rate pricing.

AT&T Wireless’s offer of Digital One Rate in 1998 represents a watershed event in this
regard. AT&T offered a plan with flat rates across the United States. As long as the
customer used not more than some fixed (and possibly large) number of minutes of air
time, the customer could place or receive calls to and from any point in the continental
United States. The customer would incur no per-minute charges, no long distance
charges, and no roaming charges.”’ -

- Not surprisingly, Digital One Rate was immensely popular, The success of Digital One

Rate effectively forced its mobile competitors to provide a competitive response;
however, infiially they were hampered by their lack of nationwide scale, The net result
was a wave of consolidation, alliances and joint ventures that ultimately tesulted in a
nationwide market for mobilé telephone services with multiple carriers, ezch offering
natienwide plans offering a large bucket of minutes for a flat monthly fee.

* CE Ihid., §94.

** Burepean Commission, 9" finplementation Report, page 18. The figute is for SMP operators, effective
August 2003, Euro prices are converted to dollaes (here and throughout this paper) at an assumed exchange
cate of $1.20 per Eure. Cf. FCC, &8* CMRS competition repart, at 207,

* CE. Laffont and Tirole, Co petition in Telec ications, page 190: “Itis correct that a change in the

- aceess charge need not affect the (absence of) net payment between the operators, but the access charge

affects each network™s perceived marginal cost and therefore retail prices.” Sec also DeGraba, op. cit.,
page & “... because cariets will view traffic-sensitive interconnection charges as raising their marginal

costs, they will tend to raise their traffic-sensitive retail prices, even though the underlying ¢ost structure of
the networks may be non-traffic-sensitive,”

*! CF. 8" CMRS Competition Report, §94: “AT&T Wireless's Digital On¢ Rate (“DOR™) plan, introduced
in May 1998, is one notable example of an independent pricing action that altered the market and benefited
consumers.  Today all of the natonwide operators offer some vewion of DOR pricing plan which
customers can purchase a bucket of MOUs to use on'a nationwide or nearly nationwide network without
incurring foaming or long distance charges.” Several mobile operators offer a variant of this plan whece
there are no roaming charges as long as the customer is using that operater’s facilities.
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One dramatic tésult has been a reduction in roaming charges. While reaming charges
comprised 14% of mobile revenues in 1995%%, they represented just 5% of mobile
revenues in 2002, and 4% in 2003%.

Today, flat rate plans are becoming increasingly prevalent for all forms of telephony.*”
As ILECs weré permitted to offer long distance services, they typically offered flat rate
plans with unlimited: domestic long distance.” Traditional long distance carriers offer
combined local and long distance service at a flat mle 2 Ip telephony service providers .
commonly offer ualimited domestic calls at a flat rate.

2.8 Summary of reciprocal compensat:on and access charge
arrangements

Reciprocal compensation arangements are graphically summarized in Table 1, where
codes A and B are explained below:

Termination
Origination | ILEC | GLEC | Mobile
ILEC A B B
CLEC B A A
Mobile B A A

Table 1. Reciprocal compensation.

A — Terms are established through volﬁntary negotiations, often as bill-and-keep.

® Cellular Telecommunications and Internet Assocmtmn Semi-Annual Wireless Industry Survey (sce

hitg:ffwww wow-com.comfindustry/stats/surveys/).
# Ihid.

** These flat rate plans are truly flat rate, whereas the mobile plans are generally two part tariffs. The usage
charges of the mobile plans are usually set to very high levels (in the range of $0.40 per Mol)). They are
not so much intended to be used, as to punish consumers who purchase bundles that are teo small. The

common feature between the mobile plans and the newer truly flat tate pians is.a movement away from
meaningful usage charges

! Verizon, for example, offers 1,000 minutes of long distance service for prices in the range of focty dollars
pBr month, See: hitp://www22 verizon com/ForYourHome/sasfres fam_LongDistancePlans.asp,

“ See, for instance, hitp:/fwww.consumer, att.com/plans/bundles/. Prices in the range of 349.95 for local
service plus unlimited domestic long distance are not uncommion.

“ For example, Vonage offers unlimited calls to or from the U.S. and Canada for $29.99 a month, See
WWW.Vonage.com.
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B — Where the terminating operator is an ILEC, reciprocal compensation is paid to the
ILEC at a rate based on the ILEC’s forward looking marginal cost. Where the
terminating operator is a CLEC or mobile operator, reciprocal compensation is paid
to the CLEC or mobile operator at a rate based on the ILEC’s forward looking
marginal cost unless the CLEC or mobile operator can demonstrate a higher
forward looking marginal cost.

Access charge arrangements flow from the IXC to the operator associated with
origination or termination of the call. These arrangements are summarized-in Table 2
below. -The left column represents access charges due to the originating operator, while
the right column represents access charges due to the terminating operator,

Origination | Termination
ILEC c G
CLEC 3] D
o Mobile E F

Table 2. Access charges.

C - Access charges are due to an —originatiﬁg. or a terminating ILEC in accordance with
CALLS, at rates liroited to $0.0055-$0.0065 for (large) rate cap LECs. Somewhat
’ higher rates are permitted for (small or rural) rate-ofretum LECs, )

D — Acgess chatges may he tariffed by an originating or a terminating CLEC at rates up. -

to those of the corresponding ILEC, unless a higher rate js voluntarily agread.

E — The originating mobile operator usually contracts with the IXC to resell minutes, so
access charges are irrelevant.

F — No access charges are payable to a terminating mobile operator unless the parties -
agree otherwise. ' -

2.9 The significance of symmetry

As we have seen, the call termination system in the U.S. has a strong tendency toward
symmetry in the rates charged for reciprocal compensation, and toward identical access
charge rates for wired carriers in the same geographic area (whether ILEC or CLEC).
These characteristics serve to prevent many forms of tegulatory arbitrage, including
cxploitation of the terminating monopoly.
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ILEC-CLEC and ILEC-CMRS reciprocal compensation rates are generally symumetric,
and set at a rate that reflects the marginal cost of the ILEC.

ILEC-ILEC, CLEC-CLEC, CLEC-CMRS, and CMRS-CMRS reciprocal compensation
rates are determined through voluntary negofiations, and in many cases are set lo zero
{bill-and- kﬁep) ILEC-ILEC and CMRS-CMRS interconpection is usually on a bill-and-
keep basis.¥ Traffic patterns are usually in rough batance in these cases; consequently,
not much money is likely to change hands between the carriers due to reciprocal
. compensation.® The carriers presumably choose to minimize transaction costs by
avoiding the need to account for traffic and deal with disputes. The zeto rate also avoids
the business risk associated with the possibility that the balance of traffic might shift in
an unfavorable direction over time. The mitigation of this risk serves in tum to facilitate
the use of flat rate pricing.

If traffic wers significantly itnbalanced, voluritary negotiations of symmetric rates would
not lead to low or zero rates. The carmier that terminates more calls than it originates
would prefer a high rate, while the camier that originates more call than it terminates.
vould prefer a low or zero rate. Carriers in developing countries tend to terrninate, far
more calls from carriers in developed countries than they originate. Under these
circumstances, camiers in developing countries will ceteris paribus tend to prefer high

call terrnination rates (which can be orders of magmtude in excess of marginal cost) over
low or zero rates.

The presumptions of symumetry in reciprocal compensation rates, and of CLEC-ILEC
parity in access charge rates, also serve to reduce regulatory burdens. - [LECs must offer
call tcmunatmn to CLECs and miobile operators at rates based on the ILEC’s forward
looking costs.*® CLECS and mobile operators need not cost- justify their rates, since their
rates ar¢ routinely based on those of the ILEC. ol

The presumption of symimetry has impértant consequences. In most Buropean countries,

large asymmetries in termination rates exist between wired cariers (who are typically

subject to termination rate regulation) and mebile operators (who historically have not

been SI.!b_]ECt to termination rate regulation). Rales often differ by an order of

magnitude.®® This asymmetry has effectively transferred billions of dollars from fixed

operators to mobile, creating an irrational subsidy. The U.S. has avoided this market .
distortion, largety through the use of symmetric call termination rates. *

“ FCC, Unified Intercarrier Compensation NPRM, at 9 and 95.

* Noté, however, that the level of charging will tend to affect their perception of m.argmal cost, and is thus
likely ta influence their pricing decisions. See Laffont, Rey and Tirale (1993a), and alsa Laffont and
Tirole, Campetition in Telecommunications, page 190,

“ The access charge rates established by CALLS are claimed to correspond approximately to cost-based
rates. :

" CLECs and mobile aperators have the prerogative fo attempt to justify a higher reciprocal compensation
rate based on costs higher than those of the ILEC, but this is rarely done in practice.

** Burapean Commission, 9* Implementation Repori, page 18: “... although there has been a decrease in

interconnection charges, their level remains on avemge more than 9 times higher than fixed-to-fixed
interconnectfon charges (double transit).”
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3. The U.S. mobile market in a global context

This section of the paper evaluates the effectiveness of the .8, call termination system in
terms of its impact on the marketplace. We confine ourselves to the mobile marketplace
because it is in regard to mobile telephony that the U.S. call termination system is
conspicuousty different from that of other countrics, and also because the marketplace
differences between the U.S. and other countries are more dramatic for mobile telephony
than for fixed.

The low or zero tenmination fees that exist in the United States tend to facilitate flat rate
mobile-pricing. By contrast, high mobile tertnination rates in Europe and elsewhere tend
to enforce high charges per mobile minute of use, but also support low initial cost for

mobile service (due to handset subsidies, pre-paid calling card plans, and other incentives
to consumers). . ’

The relative impact is as might be anticipated: the European pattern has encouraged
rapid adoption of mabile telephone service, but has also had a tendency to depress usage
of thase phones (expressed in minutes of use per month). Conversely, the [U.S. approach
has led to slower adoption of mobile telephone service, but has encouraged much higher
utilization of mobile phones.* .

:" Cf. Crandalt and Sidak: “Mobile subscribers in MPP countries appear to use their mobile phones more
intensively, presumably because of the pricing structure that MPP elicits from competitive MNQs.”
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3.1 Mobile penetration

Table 3% is a widely cited comparison of mobile penctration, usage, and tevemue per
minute in several leading global economies, as of late 2002. '

Country CPP or Penetration (%) Share of MQUs Revenue per
 wpe Prepaid (%) . Minute (5)
Usa MPP . 49 ) 5 458 0.12
Canada MFPP 37 170 0.11
UK CPP 85 49 132 o622
Germany CPry 72 54 72 0.29
Ttaly CPP . 93 121 0.20
France crr 63 - 156 0.20
Finland crp 85 146 0.24
Japan CPP [ . 3 170 0.30
South Korca CPFP i 1 256 .10
Anstralia e 8 1m3 0.16

Table 3. Characteristics of mobile markets.

Crandall and Sidak have analyzed the underlying penetration data, particulacly as regards
Canada and the United States (see Figure 3), and have found that “.. if the growth rate
continues to follow this S-shape pattern, mobile penetration in the United States should
.equal the penetration rates realized in most CPP countries between 2008 and 2014. The
growth in mobile subscribers in Canada is similacly impressive—26.8 percent in 2000,
223 percent in 2001, and 11.8 percent growth in 2002. ... [M]obile penetration in
Canada and the United States will likely equal the penctration rates of CPP countries in
the near term ...

R FCC, 8% CMRS Competition Report, Table 12. Cited data sources are: Linda Mutschler, Global
Wireless Matrix 4002, Global Securities Research, Merrill Lynch, Apr. 2, 2003; and Linda Mutschler, The
Next Generation VI, Global Securitics Research,- Merrill Lynch, Feb. 21, 2003. Per the 8% CMRS

Competition Report, “average MOUs include both incoming and outgoing traffic, and usually exclude
traffic related to mobile data services™. .

*! Sidak, J. Gregory and Crandall, Robert, “Should Regulators Set Rates to Terminate Calls on Mobile
Networks?” Yale Journal on Regulation, Vol. 21, 2004, http:/ssm.com/abstract=462041,
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Figure 3. Canadian and U.S. Mobile Penetration Rates, 1990-2002.%

3.2 The cost of mobile setvices

Figure 4 is a restatement of Table 3. It relates the cost per minute (in U.S. dotlars) of
mabile vsage to average Minutes of Use (Moll} per month, based on the datz in Table
3% In fitting a regression curve to the data, we have somewhat arbitearily assumed a
linear relationship. The data show the expected negative correlation.

* Crandall and Sidak, op. cit.

3 Again, per the §* CMRS Competition Report, “average MOUs include both inc:oming. and outgoing
tiaffic, and usually exclude traffic related to mobile data services™. :
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Usaga and Price {USD) per Mol

Figure 4. Usage versus price per Mol for severn] developed countries.

* Tempting as it might be to interpret the downward slope as corresponding to demand

elasticity, it is not formally correct to do so. These are not the same consumers. A
consumer in France cannot in reality switch to 2 Korean mobile phone operator.
Furtheniore, there are significant differences among these countries as regards calling
preférences, and also as regards disposable income. Nonetheless, it is fair to say that the
data suggest that demand is elastic.

It is often instructive to examine the outlers and residuals of a regression curve. In this
case, the United States and Germany represent interesting cases. -

At 458 MOU, the United States demonstrates considerably more usage than. its average
price per minute might otherwise lead us to expect. This probably reflects consumer
response to buckets-of-minutes plans: “[A] a U.S. mobile subseriber who opts for a large

" bundle of minutes with virtually unlimited night and weekend minutes perceives that the -

incremental price of using a wireless minute is virtually free, whereas a mobile subscriber
in the U.K. does not have the same perception.™

It is perhaps noteworthy that the U.S. experiences much higher MoU than either Sauth’
Korea or Canada, even though the average prices per MoU of all three are similar.
Equally intriguing is the similarity in price per minute and the MoUs between Soulth
Korea and Canadz, even though the former is a CPP environtnent, and the latter an MPP
environment. To the extent that the MoUs represent consumer response to perceived

" pricing, this is not so surprising. We could reasonably ‘expect that consumers would

# FCC 8" CMRS Competition Report, §204.
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respond to the price por minute, which they experience direcily, and not to the CPP/MPP -
distinction, which is not directly visible to them.

Germany poses more of ariddle. Price per MoU is much higher than that of its European
neighbors, so it is not surprising that MoUs consumed per month are much lower than
those in many Ewropean countries. When one considers the Average Revenue per User
(ARPU), the difference becomes particularly striking (see Figure 5). For any point in
Figure 4, the associated ARPU is simply the acea under the rectangle that the point forms
with the origin (i.. the prodict of MoUs and price per MoU). Germany’s rectangle is
long and low, and its ARPU is consequently significantly less than that of many of its -
European neighbors.

Tenmination rates alone cannot explain this anomaly. German termination rates are in the
range of $0.17 per minute,”* not very different from the European average of about $0.19
per minute.** They cannot fully explain retail prices in the neighbothood of $0.29 per
minute,

Analysis by Sanford Bemstein supports these findings.”’ “Germany continues to leave
vilue on the table relative to the other 4 Major European markets in service revenue petr
pop and end customer spending per pop... Based on 2003 levels, Gemmany's monthly
service revenue per pop is €18.7 compared with a €235.7 average for the rest of Eurgpe
{27% smaller). Germany's monthly end customer spending per pop is also smaller (23%)
than the average of the other 4 Major European markets (€15.8 versus €20.4).”

In a competitive market, and assuming that demand is reasonably elastic, one might
normally expect that German mebile operators would find it profitable to lower the price
per MoU in order to increase ARPU to levels more comparable to those of other
European countrics. The data suggest that this might gencrate a very substantial increase
in revenue. ‘Why does this not happen? Is the madket less competitive than might be
expected, or are other, more subtle factors at work?™® Or is this simply a case, as one

"market participant has suggested, where the players know what they need to da, but have

not yet found the right way to implement and market their services?

# Amo Wirzenhus (for the Ministey of Transport and Communications, Helsinki), Mobile Pricing and
Interconnection Regimes, 17 May 2004. See page 12. Price is net of VAT, Euro prices are converted to
dollars (here and theoughout this paper) at an assumed exchange rate of $1.20 per Buro.

* Buropean Commission, 9" Implementation Report, page 18. The figure is for SMP operators, cffective
August 2003. Buro prices are converted to dollars (here and throughout this paper) at an agsumed exchange
rate of $1.20 per Euro. CF. FCC, 8% CMRES competition report, at 207.

¥ Andrew J. O"Neill and J. Kyle Raver, “Bure Wireless: New T-Mobile contrzet bundles to start catch-up
of German wireless spend to average European levels™, 16 January 2004,

** The same Bernstein analysis observes that the two large opetators in this market have spectrum
limitations, and may therefore perceive high costs. This cannot fully explain the anomaly, but it may bea .
coatributing factar. . '
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Figure 5. ARPV for several developed countrics.
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4. Evolution of call termination in Europe and the U.S.

This section of the paper briefly contrasts current and projected developments in the
European Union to those in the United States. It closes with some brief comparative
observations. ‘

4.1 Next steps for the European Union

The Ewropean Union is in the process of implementing a New Regulatory Framework
(NRF) for electronic communications. Under the NRF, the European Commission
identifies a number of markets where carriers are likely to possess. SMP and where,
accordingly, ex ante regulation (ie. regulafion prior to a competitive abuse} may be
apprapriate. National Regulatory Authorities (NRAS) interpret those markets in terms of
their national circumnstances, identify firms (if any) that have Signifcant Market Power
(SMP) on those markets, and apply minimal “proportionate” remedies to address the
harms that SMP is likely to engender. :

The Commission has addressed the call tcrmination problem through the market
definition mechaniscn. The Commission has identified eighteen markets that are
potentiatly amenable to ex anfe regulation. Among these are markets for call termination
to the customers of an individual fixed or mobile aperator.™ Defining the market in this
way will tend (o create a strong presumption of SMP in regard to teamination of calls for
that operator’s own customers, unless rebutted by specific facts. If SMP is found, the
NRA determines what regulatory remedies are appropriate. This process may eventually

_ lead to cost-based termination rates for far more carriers than are preseitly subject to

therm.

This overall approach is logical, and is in fact the most natural way to deal with high
termination fees under the NRF. At the same titne; it will tend to lead to highly regulated

* See J. Scolt Marcus, Federal Communications Commission (FCC) Office of Strategic Planning and
Policy Analysis (OSP) Working Paper 36, “The Potential Relevance to the United States of the Buropean
Union's Newly Adopted Regulatory Fi k for Tele nunications,” July 2002, available at
hitp-/hraunfoss, fec.govledocs EublchattachmatcthOC-2242!3A2.gdf. The article and derivative works
also sppear in: Rethinking Rights and Regulations: Institutional Respanses t¢ New Communications
Technologies, Bd. Lode Faith Cranor and Steven $. Wildman, MIT Press, 2003; in the Jownal on
Telecommunications and [igh Technology Law 111 (2003); and in the 2004 Annual Review of thie
European Competitive Telecommunications Association (ECTA). ‘The relevant Europesn Directives
appear in the bibliography of this paper.

® Commission Recommendation of 11 February 2003 on relevant product and service markets within the -
electronic communications sector susceptible fo ex ante regulation in accordance with Directive
2002/21/EC of the Ewropean Patliament and of the Council on & common regulatory Sramework for
electranic communications networks and services, Official Joumal of the Buropean Communities, L 114,
(2003/311/EC), May 8, 2003. Market 9 is “Call termination on individual public telephone networks

provided at a fixed lacation”; market 16 is “Call termination on individual mabile networks.”
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