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 1 

INTEREST OF AMICI AND CONSENT TO FILE 

The amici here include Electronic Frontier Foundation, the 

Government Accountability Project, several former intelligence, national 

security, and military officials, a former FBI agent and a leading journalist 

writing about the National Security Agency (NSA), all of whom are 

concerned about the ability of the Judiciary to address claims of misuse of 

intelligence capabilities.  They are: 

• Electronic Frontier Foundation 

• Government Accountability Project 

• Coleen Rowley, FBI agent, retired, and former Minneapolis 

Division Legal Counsel 

• James Bamford, author, The Puzzle Palace; Body of Secrets; 

The Shadow Factory 

• Thomas Drake, former NSA Senior Executive 

• Tom Maertens, former Deputy Coordinator for 

Counterterrorism 

• Ray McGovern, Former Senior CIA Analysis/Presidential 

Briefer 

• Thomas J. Buonomo, former 35D All-Source Intelligence 

Officer, U.S. Army 

• Leah Bolger, U.S. Navy Commander, Ret. 

• Ann Wright, Colonel, U.S. Army Reserve, Ret.  
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 2 

More complete statements of the backgrounds and interests of the 

amici are set forth in the Appendix.  

Counsel for all parties have consented to the filing of this brief.1  

INTRODUCTION 

 In January 1975, revelations in the press about domestic spying by the 

intelligence community prompted the Senate to establish an eleven member 

investigating body commonly known as the “Church Committee.”  Over the 

course of nine months, the Church Committee conducted hearings that 

uncovered widespread abuses by the FBI, CIA and NSA, including the 

warrantless, domestic use of electronic surveillance against U.S. citizens.  In 

1978, as a result of the Church Committee’s findings, Congress enacted the 

Foreign Intelligence Surveillance Act.   

The express purpose of FISA was to provide for judicial oversight of 

domestic electronic surveillance, both before and after the fact.  First, 

Congress instructed the intelligence community to seek prior authorization 

from the FISA court before conducting domestic electronic surveillance, and 

in doing so reduced any inherent power the Executive might have to conduct 

electronic surveillance within the United States “to its lowest ebb”.  See 

Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 638 (1952) 

                                                
1 No party or party’s counsel authored this brief or contributed money to 
fund the preparation or submission of this brief.  No person other than amici, 
their members, and their counsel contributed money to fund the preparation 
or submission of this brief. 
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(Jackson, J. concurring).  Second, Congress provided district courts with the 

tools necessary to evaluate the legality of domestic electronic surveillance 

when it is challenged, in a manner that protects national security.  

Specifically, when the government raises concerns about national security, 

50 U.S.C. § 1806(f) requires the Executive to make ex parte, in camera 

disclosures to the district court of materials related to electronic surveillance 

that are sufficient for the district court to determine the lawfulness of that 

surveillance.  

  Thirty years after the revelations that prompted the Church Committee 

investigation, in December 2005, the press once again published revelations 

of executive malfeasance in the form of warrantless, domestic, electronic 

surveillance.  It was revealed that the President had authorized domestic 

electronic surveillance that ignored Congress’ express will and bypassed the 

FISA Court. Now the Executive hopes to bypass FISA and prevent judicial 

scrutiny again, despite FISA’s clear procedures allowing for the district 

court’s review of the lawfulness of its surveillance, by arguing that the state 

secrets privilege allows it to terminate this litigation before such review.  

 The dangers of allowing the Executive unfettered power to use the 

state secrets privilege to “turn the Constitution on and off at will” 

(Boumediene v. Bush, 553 U.S. 723, 765 (2008)), are plain and strike at the 

heart of our constitutional system of government.  The Judiciary’s role to 

enforce the Constitution and statutes governing the Executive and to “say 

what the law is” (Marbury v. Madison, 5 U.S. 137, 177 (1803)) is central to 

Case: 11-15468     09/21/2011     ID: 7902277     DktEntry: 38     Page: 9 of 38



 4 

“our tripartite system of government.”  Boumediene, 553 U.S. at 765. The 

answer to “what the law is” in this case is found in FISA.  

The government’s justification for its attempt to use the state secrets 

privilege to block judicial review is the need to protect national security.  

There is no dispute that protecting national security is a paramount task for 

the nation as a whole and a key duty of the Executive.  Yet the Supreme 

Court in Boumediene recognized that security includes more than just 

protecting the nation’s intelligence apparatus and military might:  “Security 

subsists, too, in fidelity to freedom’s first principles.”  Boumediene, 553 

U.S. at 797.  Those principles include that ours “is a government of laws and 

not of men” (J. Adams, Mass. Constitution, Part the First, Article XXX 

(1780)) and that fidelity to the rule of law must be met through the 

separation of powers enshrined in the Constitution.  Here, in particular, 

where Congress has already balanced the needs of national security against 

the need for judicial review by enacting section 1806(f), the Executive’s 

attempt to escape that statute’s procedures intrudes not only on the proper 

role of the Judiciary but on Congress’ powers as well.   

Even if Congress had not displaced the state secrets privilege in 

electronic surveillance cases, adopting the government’s position would 

represent a significant expansion of the privilege.  First, the government 

proposes that courts should analyze not whether the evidence that the 

plaintiffs seek to introduce is properly secret, but whether the facts that the 

plaintiffs seek to adjudicate are ones that the Executive wants to bar the 
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courts from adjudicating, no matter how public (or here, known to the 

plaintiff) those facts are.  Second, it proposes to remove the requirement that 

once the privileged evidence is excluded, the case should go forward unless 

the defendant can demonstrate the existence of a valid defense that cannot be 

presented without using privileged evidence. 

This case and the President’s own admissions demonstrate that the 

electronic surveillance abuses that Congress intended to prevent with FISA’s 

requirement of prior court approval have nonetheless reoccurred.  Yet 

FISA’s purpose, of ensuring that the lawfulness of executive surveillance is 

subject to meaningful judicial scrutiny, can still be fulfilled by applying the 

clear procedures  that Congress provided in section 1806(f).  Doing so will 

not only ensure justice for these plaintiffs, but will serve to deter future 

surveillance abuses by the Executive by preserving the paramount role of 

Congress’ laws, as well as the Judiciary’s authority to apply them. 

ARGUMENT 

I. FISA’s Section 1806(f) Displaces The State Secrets Privilege  

This appeal presents the issue of whether Congress has displaced the 

state secrets privilege by the statutory directive of section 1806(f).  

Al-Haramain Islamic Foundation, Inc. v. Bush (“Al-Haramain I”), 507 F.3d 

1190, 1206 (9th Cir. 2007) (remanding the issue of whether section 1806(f) 

displaces the state secrets privilege).  The answer, as the district court held, 

is “Yes.”  Al-Haramain Islamic Foundation, Inc. v. Bush (“Al-Haramain 

II”), 564 F.Supp.2d 1109, 1124 (N.D. Cal. 2008). 
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A. Congress Has Displaced The State Secrets Privilege In 
Cases Involving Electronic Surveillance 

In section 1806(f), Congress established a procedure enabling civil 

actions challenging the lawfulness of electronic surveillance to go forward to 

a decision on the merits while still protecting the interests of national 

security.  Rather than excluding national security evidence, as would occur 

under the state secrets privilege, Congress instead displaced the state secrets 

privilege and directed courts to use all of the relevant national security 

evidence, reviewed in camera and ex parte, as the basis for deciding the 

legality of the surveillance.  

Congress’ express purpose in section 1806(f) is what its text states it 

to be:  to provide a method for the district court “to determine whether the 

surveillance of the aggrieved person was lawfully authorized and 

conducted,” even in those instances where the government tells the court 

that “disclosure or an adversary hearing would harm the national security of 

the United States.”  § 1806(f). “The statute, unlike the common law state 

secrets privilege, provides a detailed regime to determine whether 

surveillance ‘was lawfully authorized and conducted.’ ”  Al-Haramain I, 507 

F.3d at 1205.   The district court is to make its merits determination by 

“review[ing] in camera and ex parte the application, order, and such other 

materials relating to the surveillance as may be necessary,” rather than 

excluding such evidence as would occur if the state secrets privilege were 
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applied to it.2  Id.  Like the state secrets privilege, section 1806(f) is 

triggered by the government’s assertion that disclosure of evidence or 

litigation proceedings would threaten national security.  Compare United 

States v. Reynolds, 345 U.S. 1 (1953) (state secrets privilege requires “a 

formal claim of privilege,” id. at 7-8, demonstrating that “there is a 

reasonable danger that compulsion of the evidence will expose military 

matters which, in the interest of national security, should not be divulged,” 

id. at 10) with § 1806(f) (“an affidavit under oath that disclosure or an 

adversary hearing would harm the national security of the United States”).  

In cases involving electronic surveillance, section 1806(f) displaces 

and supersedes the common-law state secrets privilege.  The state secrets 

privilege is a common-law doctrine that addresses “exceptional 

circumstances [in which] courts must act in the interests of the country’s 

national security to prevent disclosure of state secrets.”  Mohamed v. 

Jeppesen, 614 F.23d 1070, 1077 (9th Cir. 2010) (en banc).  In section 

1806(f), Congress addressed the same subject matter.  By expressly 

providing that it applies “notwithstanding any other law,” Congress 

unequivocally displaced the state secrets privilege in cases challenging the 

lawfulness of electronic surveillance.  § 1806(f).  Congress required the 

courts to decide the merits of the lawfulness of the surveillance using 

                                                
2 The full text of section 1806(f) is set forth in plaintiff-appellees’ statutory 
appendix. 
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national security evidence, in camera and ex parte, rather than applying the 

state secrets privilege to exclude that evidence.   

Section 1806(f) leaves no room for the state secrets privilege to 

operate.  In cases to which section 1806(f) applies, it and the state secrets 

privilege are mutually exclusive.  Applying the state secrets privilege in such 

a case would mean nullifying section 1806(f), contrary to Congress’ intent. 

B. FISA’s Statutory Scheme And Legislative History Confirm 
That Section 1806(f) Preempts The State Secrets Privilege 

1. Congress Enacted FISA To Establish 
Comprehensive Control Over National 
Security Electronic Surveillance 

FISA’s statutory scheme and legislative history further confirm 

section 1806(f)’s preemption of the state secrets privilege.  FISA was 

enacted in 1978 in the wake of a Senate investigation (known as the “Church 

Committee”) revealing that for many decades the Executive, without any 

warrants or other lawful authority, had been conducting massive, secret 

dragnet surveillance invading the privacy and violating the constitutional 

rights of thousands of ordinary Americans.  S. Rep. No. 94-755, Book II:  

Intelligence Activities and the Rights of Americans (“Book II”) (1976).3   

The Church Committee concluded that the “massive record of 

intelligence abuses over the years” had “undermined the constitutional rights 

                                                
3 Available at 
http://www.aarclibrary.org/publib/contents/church/contents_church_reports.
htm. 
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of citizens . . . primarily because checks and balances designed by the 

framers of the Constitution to assure accountability have not been applied.”  

Book II at 290, 289.  The Committee urged “fundamental reform,” 

recommending legislation to “make clear to the Executive branch that 

[Congress] will not condone, and does not accept, any theory of inherent or 

implied authority to violate the Constitution, the proposed new charters, or 

any other statutes.”  Id. at 289, 297.  Citing Youngstown, 343 U.S. at 579, it 

noted that “there would be no such authority after Congress has . . . covered 

the field by enactment of a comprehensive legislative charter” that would 

“provide the exclusive legal authority for domestic security activities” and 

prohibit “warrantless electronic surveillance.”  Book II at 297 & n.10.  The 

Committee further recommended the creation of civil remedies for unlawful 

surveillance, “afford effective redress to people who are injured by improper 

federal intelligence activity” and “to deter improper intelligence activity.”  

Book II at 336.   

The Committee also anticipated section 1806(f)’s displacement of the 

state secrets privilege to permit civil claims of unlawful surveillance to be 

litigated, stating that “courts will be able to fashion discovery procedures, 

including inspections of materials in chambers, and to issue orders as the 

interests of justice require, to allow plaintiffs with substantial claims to 

uncover enough factual material to argue their case, while protecting the 

secrecy of governmental information in which there is a legitimate security 

interest.”  Id. at 337. 
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FISA was Congress’ response to the Church Committee’s revelations 

and recommendations:  “This legislation is in large measure a response to 

the revelations that warrantless electronic surveillance in the name of 

national security has been seriously abused.”  S. Rep. No. 95-604(I) at 7 

(1978), reprinted in 1978 U.S.C.C.A.N. 3904, 3908.  FISA implemented the 

Church Committee’s recommendations by imposing strict limits on the 

Executive’s power to conduct electronic surveillance.  E.g., S. Rep. No. 

95-604(I) at 8, 1978 U.S.C.C.A.N. at 3910 (FISA “curb[s] the practice by 

which the Executive Branch may conduct warrantless electronic surveillance 

on its own unilateral determination that national security justifies it”); 

S. Rep. No. 94-1035 at 11 (1976) (“the past record establishes clearly that 

the executive branch cannot be the sole or final arbiter of when such proper 

circumstances exist”), 20 (“executive self-restraint, in the area of national 

security electronic surveillance, is neither feasible nor wise”).  By providing 

“effective, reasonable safeguards to ensure accountability and prevent 

improper surveillance” by the Executive, FISA restored the balance between 

the protection of civil liberties and the protection of the national security.  

S. Rep. No. 95-604(I) at 7, 1978 U.S.C.C.A.N. at 3908.   

2. Section 1806(f) Is An Essential Element Of 
Congress’ Comprehensive Scheme For 
Judicially Enforcing The Limitations It Has 
Imposed On Electronic Surveillance  

To ensure that the Executive could not evade the limits Congress 

imposed on electronic surveillance, Congress expressly provided in FISA 
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that FISA and the domestic law enforcement electronic surveillance 

provisions of title 18 (originally enacted as Title III of the Omnibus Crime 

Control and Safe Streets Act of 1968) are the exclusive means by which the 

Executive may conduct electronic surveillance within the United States: 

[P]rocedures in this chapter [chapter 119 of title 18, the 
codification of Title III] and the Foreign Intelligence 
Surveillance Act of 1978 shall be the exclusive means by which 
electronic surveillance, as defined in section 101 of such Act 
[50 U.S.C. § 1801], and the interception of domestic wire, oral, 
and electronic communications may be conducted. 

Pub. L. No. 95-511; 92 Stat. 1783, 1797 (emphasis added); codified at 18 

U.S.C. § 2511(2)(f).  Congress reiterated this exclusivity recently when it 

enacted the FISA Amendments Act of 2008.  50 U.S.C. § 1812. 

Given the history of past executive abuses, Congress knew that its 

mandate of statutory exclusivity would become a reality only if it also 

created mechanisms for judicial enforcement of the comprehensive 

procedural and substantive limitations on electronic surveillance it had 

imposed on the Executive.  Accordingly, FISA provides for judicial review 

of national security electronic surveillance before it occurs, requiring (with 

limited exceptions) that the government obtain a warrant from the Foreign 

Intelligence Surveillance Court (“FISC”) before conducting surveillance.  

See 50 U.S.C. § 1804.  The warrant requirement allows the FISC to enforce 

the substantive limitations FISA imposes on surveillance; for example, FISA 

limits the targeting of American citizens for surveillance by requiring that 
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the FISC first determine, upon a showing of probable cause, that the target is 

an “agent of a foreign power.”  Id.; 50 U.S.C. § 1801(b).   

FISA also authorizes the courts to review the legality of governmental 

surveillance after it has occurred.  It does so by creating criminal and civil 

liability for unlawful electronic surveillance (50 U.S.C. §§ 1809, 1810) and 

by providing for the exclusion in criminal cases of unlawfully obtained 

surveillance evidence (50 U.S.C. § 1806(e)).  It also does so by creating 

section 1806(f)’s requirement that courts use national security evidence to 

determine the legality of surveillance, instead of excluding that evidence 

under the state secrets privilege.  Both FISA’s civil liability provision, 

section 1810, and section 1806(f)’s mandate for using national security 

evidence were enacted in 1978 as part of the original FISA statute and have 

never been amended or cut back.  Pub. L. No. 95-511, §§ 106(f), 110; 

92 Stat. at 1794, 1796. 

FISA’s civil remedy provisions and section 1806(f)’s directive are 

essential and complementary elements of FISA’s statutory scheme.  Section 

1806(f) provides the practical means by which the civil liability created to 

protect the exclusivity of FISA and Title III and enforce substantive 

limitations on surveillance can be litigated without endangering the national 

security.4  Without section 1806(f), the civil enforcement mechanism that 

                                                
4 Congress similarly enacted the Classified Information Procedures Act 
(CIPA), 18 U.S.C. App. 3, to make it possible to litigate criminal cases 
involving state secrets.  CIPA permits courts to use a variety of procedures, 
(footnote continued on following page) 
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Congress created to ensure FISA’s exclusivity would be toothless.  By 

asserting the state secrets privilege to block judicial review of the lawfulness 

of its activities, the Executive could free itself from the restraints of FISA 

and once again “conduct warrantless electronic surveillance on its own 

unilateral determination that national security justifies it.”  S. Rep. No. 

95-604(I) at 8, 1978 U.S.C.C.A.N. at 3910. 

Congress deemed section 1806(f) appropriate both for criminal cases 

in which a defendant is seeking to suppress surveillance evidence and for 

civil cases in which a plaintiff is seeking a determination of the legality of 

electronic surveillance:  

The conferees agree that an in camera and ex parte proceeding is 
appropriate for determining the lawfulness of electronic 
surveillance in both criminal and civil cases.   

FISA Conf. Rep. at 32, 1978 U.S.C.C.A.N. at 4061 (emphasis added).   

Section 1806(f) applies to all civil claims challenging the lawfulness 

of electronic surveillance, whether brought under section 1810 of FISA or 

some other provision (e.g., the Constitution, Title III).  “When a district 

court conducts a § 1806(f) review, its task is not simply to decide whether 

the surveillance complied with FISA.  Section 1806(f) requires the court to 

decide whether the surveillance was ‘lawfully authorized and conducted.’ ”  

ACLU v. Barr, 952 F.2d 457, 465 (D.C. Cir. 1991); see also id. at 465 n.7.  
                                                                                                                                            
(footnote continued from preceding page) 
including summaries in place of classified evidence, to enable litigation to 
go forward consistent with due process. 
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In addition, section 1806(f) applies to all “materials relating to electronic 

surveillance.”  FISA defines “electronic surveillance” to encompass any 

“acquisition . . . of the contents of any wire communication . . . without the 

consent of any party thereto.”  50 U.S.C. § 1801(f)(2).  This definition of 

“electronic surveillance” is not limited to foreign intelligence surveillance 

under FISA but includes any acquisition of a communication. 

C. The Government’s Arguments Against Section 1806(f)’s 
Displacement Of The State Secrets Privilege Lack Merit 

1. Congress Clearly Expressed Its Intent For 
Section 1806(f) To Displace The State Secrets 
Privilege 

The government’s position that Congress did not intend for section 

1806(f) to displace the state secrets privilege lacks merit. 

There is no doubt that Congress has the power to displace the state 

secrets privilege:  “Congress, of course, has plenary authority over the 

promulgation of evidentiary rules for the federal courts.”  Usery v. Turner 

Elkhorn Mining Co., 428 U.S. 1, 31 (1976).   

Congress has also set the standard by which the question of 

displacement should be judged.  The “state secrets privilege” is one of the 

common-law privileges of the “government” Congress statutorily 

incorporated into Federal Rule of Evidence 501.  See H.R. Rep. No. 93-650 

(1973), reprinted in 1974 U.S.C.C.A.N. 7075, 7082 (explaining that Rule 

501 encompasses the “secrets of state” privilege); S. Rep. No. 93-1277 

(1974), reprinted in 1974 U.S.C.C.A.N. 7047, 7058 (same).  Congress itself 
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drafted Rule 501 (Pub. L. No. 93-595, § 1, 88 Stat. 1933), and provided that 

“the privilege of . . . [the] government . . . shall be governed by the 

principles of the common law” “[e]xcept as otherwise . . . provided by Act 

of Congress.”  Section 1806(f) meets this test; it is an act of Congress that 

“otherwise . . . provide[s]” for the admission, under special protective 

procedures, of evidence that the state secrets privilege would otherwise 

exclude.  Section 1806(f) thereby supersedes the common-law state secrets 

privilege that would otherwise apply under Rule 501. 

The government argues that the state secrets privilege is an exercise 

by the Executive of an inherent power it possesses under Article II of the 

Constitution, that it can only be displaced by a “clear statement” from 

Congress, and Congress failed to make clear its intent that section 1806(f) 

should displace the state secrets privilege.  The government’s argument fails 

on all counts.   

First, even if the “clear statement” test were the correct standard and 

not the standard set forth in Rule 501, the “clear statement” test would be 

satisfied here.  Congress expressly provided that section 1806(f) applies 

“notwithstanding any other law,” as clear a statement as possible of its intent 

to displace the state secrets privilege in cases challenging the lawfulness of 

electronic surveillance.  Section 1806(f)’s command that courts “shall” 

decide the merits of cases challenging electronic surveillance by using, 

rather than excluding, national security evidence relating to the surveillance 

also clearly states Congress’ intent to displace the state secrets privilege.   
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Second, as the plaintiff-appellees explain, the state secrets privilege is 

a non-constitutional, common-law evidentiary privilege, not an inherent 

presidential power.  Accordingly, the “clear statement” test does not apply in 

any event.  

Third, the “clear statement” test is inapposite because it applies only 

to legislation restricting the President’s personal authority, not the powers of 

the executive branch as a whole.  The D.C. Circuit case on which the 

government relies for the “clear statement” test, Armstrong v. Bush, 924 

F.2d 282, 288-89 (D.C. Cir. 1991), applied it only to the question of whether 

Congress had restricted actions personally undertaken by the President, not 

actions by the executive branch as a whole.  Id. (addressing whether actions 

taken by the President personally, as opposed to those taken by executive 

agencies, are subject to review under the Administrative Procedures Act and 

stating the test applies to “legislation restricting or regulating presidential 

action” (emphasis added)).  In later addressing the same issue addressed by 

Armstrong v. Bush, the Supreme Court likewise limited its “express 

statement” rule to legislation restricting “the President’s actions” and not 

legislation restricting other executive branch actors.  Franklin v. 

Massachusetts, 505 U.S. 788, 801 (1992).  Exercise of the state secrets 

privilege, however, is committed to subordinate heads of department in the 

executive branch, not the President personally, as the government notes 

(Gov’t Br. at 34).  Reynolds, 345 U.S. at 8. 
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2. Section 1806(f) Does Not Require Proof Of 
Surveillance Before A Court May Use Its 
Procedures 

The government also asserts that a party must prove it is an 

“aggrieved person” who has been subjected to electronic surveillance before 

a court may use section 1806(f).  Building on this assertion, the government 

contends it can thereby foreclose use of section 1806(f) by asserting the state 

secrets privilege over not just secret evidence relating to whether the party 

has been subjected to electronic surveillance but over the fact of surveillance 

itself, even when that fact can be proven with public evidence.  The 

government’s position betrays a misunderstanding of both section 1806(f) 

and the state secrets privilege.  Nothing in FISA requires a plaintiff to prove 

at the outset of the action that he or she is an aggrieved person before the 

lawsuit can go forward.   

Under FISA, an “aggrieved person” is simply “a person who is the 

target of an electronic surveillance or any other person whose 

communications or activities were subject to electronic surveillance.”  

50 U.S.C. § 1801(k).  Section 1810’s civil remedy is available to any 

“aggrieved person.”  Congress’ intent in creating the “aggrieved person” 

standard was to make standing to bring FISA claims “coextensive, but no 

broader than, those persons who have standing to raise claims under the 

Fourth Amendment with respect to electronic surveillance.”  H.R. Rep. No. 

95-1283 (1978) at 66.  The term was meant to exclude only “persons, not 

parties to a communication, who may have been mentioned or talked about 
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by others,” because “such persons have no fourth amendment privacy right 

in conversations about them.”  Id. (emphasis added).  Congress had “no 

intent to create a statutory right in such persons,” and the only purpose of the 

“aggrieved person” definition was to exclude from FISA’s remedies those 

who were not actually parties to the intercepted communication.  Id. 

Section 1806(f) does not require plaintiffs to prove they are 

“aggrieved persons” who have been surveilled before it comes into play.  In 

the text of section 1806(f), “aggrieved person” is merely a description of a 

person subjected to surveillance who makes a discovery request for 

materials relating to the surveillance.  Under the Federal Rules of Civil 

Procedure, a plaintiff may propound discovery requests without first proving 

up its standing allegations or the elements of its claim.  Section 1806(f) does 

not limit a plaintiff’s right to propound discovery.   

Nor is it the plaintiff’s discovery request that triggers section 

1806(f)’s operation.  Instead, it is the government’s assertion that national 

security evidence is at issue that triggers section 1806(f)’s directive.  

§ 1806(f).  Without an assertion by the government that national security 

evidence is at issue, discovery and trial continue along their ordinary course, 

evidence is disclosed, the district court determines the lawfulness of the 

surveillance in open proceedings, and section 1806(f) never comes into play.   

The government defendants’ argument that a plaintiff must not just 

plead but prove surveillance before section 1806(f)’s procedure comes into 

play is nonsensically circular.  Section 1806(f) applies in cases in which an 
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“aggrieved person” is seeking to “discover . . . materials relating to 

electronic surveillance.”  The purpose of discovery for a plaintiff is to obtain 

evidence needed to prove his or her claims.  Discovery accordingly occurs 

before the plaintiff is required, either at trial or summary judgment, to put 

forward evidence proving his or her claims.  To require instead, as the 

government defendants suggest, that plaintiffs first prove they have been 

subjected to surveillance before permitting them to request discovery 

relating to surveillance would turn section 1806(f), and the rules of 

discovery, upside down.5 
                                                
5 The district court below agreed, noting that “proof of plaintiffs’ claims is 
not necessary at this stage.”  In re NSA Telcommunications Records 
Litigation (“Al-Haramain III”), 595 F.Supp.2d 1077, 1085 (N.D. Cal. 2009) 
(emphasis original).  In any event, the district court later found, using only 
non-privileged evidence, that the plaintiff-appellees had proven unlawful 
surveillance.   
Nevertheless, the district court’s citation to United States v. Alter, 482 F.2d 
1016 (9th Cir. 1973), might seem to suggest, contradictorily, that a plaintiff 
must present not just allegations of injury in fact but evidence demonstrating 
a prima facie case before section 1806(f) can be used.  See Al-Haramain III, 
595 F.Supp.2d at 1083-84.  Any such suggestion, and any reliance on Alter 
for interpreting FISA, would be mistaken.  Alter was not a section 1806(f) 
case but an early case from 1973 under 18 U.S.C. § 3504, which permits a 
“party aggrieved” who claims that evidence is inadmissible because it is the 
fruit of an illegal electronic surveillance to require the government to “affirm 
or deny the occurrence of” the surveillance.  By the time FISA was enacted 
five years later in 1978, however, it was established that a party was 
“aggrieved” under section 3504 so long as the party’s surveillance 
allegations had a colorable basis.  United States v. Vielguth, 502 F.2d 1257, 
1258 (9th Cir. 1974) (section 3504 “ ‘is triggered . . . by the mere assertion 
that unlawful wiretapping has been used’ ”); In re Evans, 452 F.2d 1239, 
1247 (D.C. Cir. 1971) (same); United States v. Yanagita, 552 F.2d 940, 943 
(footnote continued on following page) 
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Indeed, many statutory causes of action use the term “aggrieved” to 

describe those who have statutory standing to bring a claim.  See, e.g., FEC 

v. Akins, 524 U.S. 11, 19 (1998) (“History associates the word ‘aggrieved’ 

with a congressional intent to cast the standing net broadly . . .”).  Amici are 

aware of no statute under which a person must prove they are aggrieved 

simply in order to state a claim and go forward past the pleading stage. 

The government’s further argument that a plaintiff may not use 

public, non-privileged evidence to prove he or she is an aggrieved person 

who has been subjected to surveillance is a misreading of the state secrets 

privilege.  Even if it were correct that the plaintiff must prove the fact of 

surveillance before section 1806(f) is triggered, there is no bar to using non-

privileged evidence to do so.  As with any privilege, the state secrets 

privilege excludes only evidence from a particular, privileged source, and 

does not prevent proof of contested facts with evidence from a 

non-privileged source.  Mohamed, 614 F.23d at 1090 (a “claim of privilege 
                                                                                                                                            
(footnote continued from preceding page) 
(2d Cir. 1977) (section 3504 is triggered by surveillance allegations with a 
“ ‘colorable’ basis’ ”).  This Court had in Vielguth limited Alter to its facts, 
i.e., “unlawful surveillance of conversations in which [the party aggrieved] 
did not participate” (Vielguth, 502 F.2d at 1259 (emphasis added)), which is 
surveillance that falls outside of 50 U.S.C. § 1801(k)’s definition of 
“aggrieved person.”  To the extent Congress might be presumed to have 
incorporated section 3504’s jurisprudence into FISA’s term “aggrieved 
person” (a dubious presumption given 50 U.S.C. § 1801(k)’s express 
definition of “aggrieved person”), it is only the “colorable basis” 
jurisprudence that existed in 1978 at the time of FISA’s enactment that is 
relevant, and not Alter. 
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does not extend to public documents”).  Moreover, “ ‘[a]s in any lawsuit, the 

plaintiff may prove his case by direct or circumstantial evidence.’ ”  In re 

Sealed Case, 494 F.3d 139, 147 (D.C. Cir. 2007). 

II. Even If Congress Had Not Displaced The State Secrets Privilege 
In Section 1806(f), The Privilege Would Not Provide A Ground 
For Reversal 

The state secrets privilege would not be a ground for reversal even if 

Congress had not preempted it in section 1806(f).  As this Court held in the 

prior appeal, “the effect of the government’s successful invocation of 

privilege ‘is simply that the evidence is unavailable, as though a witness had 

died, and the case will proceed accordingly, with no consequences save 

those resulting from the loss of evidence.’ ”6  Al-Haramain I, 507 F.3d at 
                                                
6 This Court also ruled that the “very subject matter” of the lawsuit is not a 
state secret and the lawsuit is not subject to dismissal on the ground that it is 
nonjusticiable.  Al-Haramain I, 507 F.3d at 1197-98.  
In General Dynamics Corp. v. United States, ___ U.S. ___, 131 S.Ct. 1900 
(2011), the Supreme Court explained the nonjusticiability dismissal rule as 
entirely the product of its “common-law authority to fashion contractual 
remedies in Government-contracting disputes,” rejecting the notion that it 
derived from the evidentiary state secrets privilege recognized in Reynolds.  
131 S.Ct. at 1906.  In doing so, the Supreme Court undermined this Court’s 
position in Mohamed that Reynolds authorizes nonjusticiability dismissals, 
614 F.23d at 1079.  By tying the nonjusticiability dismissal rule of 
government-contracting cases like Totten v. United States, 92 U.S. 105 
(1876) to its common-law authority to make government contracting law, 
the General Dynamics Court also called into doubt Mohamed’s holding (614 
F.3d at 1078) that the nonjusticiability rule applied in Totten extends beyond 
contract cases.  Since this Court has already ruled that this lawsuit is not 
subject to dismissal for nonjusticiability, it need not resolve any conflict 
between General Dynamics and Mohamed.  
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1204; accord, General Dynamics Corp. v. United States, 131 S.Ct. at 1906; 

Mohamed, 614 F.3d at 1082. 

Once a plaintiff puts in non-privileged evidence establishing a prima 

facie case, as the district court found the plaintiff-appellants here had done, 

it is not enough for a defendant simply to rest on the state secrets privilege.  

In General Dynamics, the Supreme Court gave its most recent statement of 

the state secrets privilege and addressed the burden a party must meet to 

obtain dismissal on the ground that the state secrets privilege deprives it of a 

defense.   

Emphasizing that dismissal is “the option of last resort, available only 

in a very narrow set of circumstances” (id. at 1910), the Supreme Court in 

General Dynamics held that dismissal on the ground that the state secrets 

privilege deprives a party of a defense is permissible only if the “defense is 

supported by enough evidence to make out a prima facie case” (id. at 1909), 

i.e., “enough evidence to survive summary judgment” (id. at 1910).  A court 

must also separate any claims or defenses that can be litigated from those 

that cannot go forward because of the privilege.  Id. at 1907 n.*. 

The principle articulated by the General Dynamics Court is well 

established.  This Court has held dismissal in these circumstances requires 

that the state secrets privilege deprive the defendant of “information that 

would otherwise give the defendant a valid defense.’ ”  Mohamed, 614 F.3d 

at 1083 (emphasis added) (citing In re Sealed Case, 494 F.3d at 153).  This 

is a high standard for a defendant to meet:  “A ‘valid defense’ . . . is 
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meritorious and not merely plausible and would require judgment for the 

defendant.  ‘Meritorious,’ in turn, means ‘meriting a legal victory.’ ”  In re 

Sealed Case, 494 F.3d at 149 (citations omitted, emphasis added).  To 

determine whether the proposed defense is meritorious and requires 

judgment for the defendant, the district court must examine the privileged 

evidence and determine whether it proves the existence of the defense:  “If 

the defendant proffers a valid defense that the district court verifies upon its 

review of state secrets evidence, then the case must be dismissed.”  Id. at 153 

(emphasis added).  To avoid strategic assertions of the privilege, this 

verification must be especially searching when the government is not an 

intervenor but a defendant simultaneously withholding evidence under the 

privilege while seeking dismissal on the ground that it has thereby crippled 

itself from presenting a valid defense.   

The District of Columbia Circuit has explained why the defense must 

be proven by the secret evidence to be “demonstrably valid” and not just 

“plausible:”   

Were the valid-defense exception expanded to mandate 
dismissal of a complaint for any plausible or colorable defense, 
then virtually every case in which the United States 
successfully invokes the state secrets privilege would need to be 
dismissed.  This would mean abandoning the practice of 
deciding cases on the basis of evidence—the unprivileged 
evidence and privileged-but-dispositive evidence—in favor of a 
system of conjecture. . . . [I]t would be manifestly unfair to a 
plaintiff to impose a presumption that the defendant has a valid 
defense that is obscured by the privilege.  There is no support 
for such a presumption among the other evidentiary privileges 

Case: 11-15468     09/21/2011     ID: 7902277     DktEntry: 38     Page: 29 of 38



 24 

because a presumption would invariably shift the burdens of 
proof, something the courts may not do under the auspices of 
privilege.   

In re Sealed Case, 494 F.3d at 149-50.   

It appears that the government did not even attempt to meet its burden 

and make the showing necessary to satisfy the valid-defense exception.  It 

apparently did not submit to the district court any privileged evidence (as 

opposed to declarations asserting that evidence exists that is privileged).  It 

did not identify any affirmative defense that is valid, or even one that is 

merely plausible.  The government has thus forfeited any reliance on the 

valid-defense exception.7 

CONCLUSION 

The Court should hold that section 1806(f) displaces the state secrets 

privilege and that the valid-defense exception is not met here. 
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7 The Supreme Court’s decision in General Dynamics left open whether 
dismissals under the valid-defense exception are limited to government-
contract cases or are available in other state secrets cases as well.  This Court 
need not resolve the question in this appeal, given the government’s failure 
to establish a valid defense. 
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APPENDIX 

 
STATEMENTS OF INTEREST OF EFF, FORMER INTELLIGENCE, 

NATIONAL SECURITY AND MILITARY OFFICIALS, 
WHISTLEBLOWERS AND AN NSA JOURNALIST 

The Electronic Frontier Foundation is a non-profit, member-supported 

organization working to protect civil liberties and preserve privacy rights in the 

digital world.  Founded in 1990, EFF is based in San Francisco, California.  EFF 

has dues-paying members all over the United States and maintains one of the most-

linked-to websites in the world.  

EFF serves as counsel in two cases currently pending before this Court 

arising out of the warrantless domestic dragnet surveillance conducted by the 

National Security Agency (“NSA”).  Hepting v. AT&T (No. 09-16676); Jewel v. 

NSA (No. 10-15616).  In those cases, as in this one, the Executive has claimed that 

the state secrets privilege requires the Judiciary to be excluded from adjudicating 

the lawfulness of its actions and has contended that section 1806(f) does not 

displace the state secrets privilege in electronic surveillance cases.   

Coleen Rowley is a retired FBI agent and former Minneapolis Division 

Legal Counsel, known as the whistleblower about the FBI’s pre 9-11 failures 

whose points were confirmed by later congressional and Justice Department 

Inspector General investigations.  She recently wrote an article entitled “Secrecy 

Kills” which explains how secrecy is not only antithetical to democracy but is also 

counter-productive to national security as exemplified by the lack of information 

sharing prior to 9-11.  Ms. Rowley believes that the state secrets privilege has been 
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repeatedly abused to cover up governmental wrongdoing and governmental 

embarrassment.  At the very least, its worst abuses can be alleviated by allowing 

for judicial in camera review of evidence.  

The Government Accountability Project is the nation’s leading 

whistleblower organization.  GAP’s non-partisan mission is to promote corporate 

and government accountability by protecting whistleblowers, advancing 

occupational free speech, and empowering citizen activists.  GAP represents a 

number of current and former federal employees who have exposed secret 

domestic surveillance by the NSA and has written extensively on warrantless 

wiretapping, torture and the need for increased government transparency.  GAP 

was founded in 1977 and is based in Washington, D.C. 

James Bamford has long had a great interest in issues involving the NSA 

and warrantless wiretapping.  He first wrote about the subject in The Puzzle 

Palace, which was published in 1982.  In it, he described how NSA broke the law 

for decades eavesdropping on millions of private telegrams and thousands of 

private telephone calls involving Americans, all without a warrant.  Because of 

this, the book explains, Congress created the FISA Court in 1978 to act as a 

judicial buffer between NSA and the public to ensure that in the future no 

American was subjected to warrantless wiretapping by NSA.  In his next book on 

the NSA, Body of Secrets, published in May 2001, he praised the agency for 

strictly observing the letter and spirit of the law by closely adhering to the Foreign 

Intelligence Surveillance Act.  But then came 9/11, and in his last book on the 

NSA, The Shadow Factory, he showed how the NSA secretly began bypassing the 
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FISA Court and once again turned its powerful eavesdropping capabilities on the 

American people without a warrant.  He is signing on to this amicus brief because 

he believes a favorable ruling in the Al-Haramain case represents the last chance to 

end the illegal and unconstitutional warrantless wiretapping begun by NSA a 

decade ago.    

Thomas Drake is a former NSA Senior Executive.  From 2001 through 

2008, Mr. Drake was a senior executive at the NSA and served in various 

technical management and leadership capacities.  While there he became a material 

witness and whistleblower for two 9/11 congressional investigations and a Defense 

Department Inspector General audit of a failed multi-billion dollar flagship 

program called TRAILBLAZER as well as an operationally ready, highly 

innovative, revolutionary and breakthrough multi-million dollar intelligence data 

collection, processing and analysis system called THINTHREAD that was 

specifically designed to handle the massive data volumes and information flows of 

the digital age, with built-in Fourth Amendment and privacy protection safeguards 

for U.S. persons, but rejected by the NSA.  His recently concluded legal 

ordeal involving a targeted, multi-year federal government investigation and 

prosecution of him, ended when the Justice Department dropped all the charges in 

the indictment against him (including the Espionage Act).  His case lies at the 

nexus of overreaching national security, the First and Fourth Amendments, 

wrongdoing and illegalties cloaked in secrecy, overclassification, unitary executive 

branch state secrets privilege hiding “off the books” domestic warrantless 

wiretapping, electronic surveillance, eavesdropping and data mining, freedom 

Case: 11-15468     09/21/2011     ID: 7902277     DktEntry: 38     Page: 34 of 38



 29 

of thought and association, as well as the alarming erosion of our civil liberties and 

the enshrined rights in the Constitution.  

Tom Maertens was Deputy Coordinator for Counterterrorism during and 

after the attack of September 11, 2001.  He previously served as National Security 

Council Director for Proliferation Strategy, Counterproliferation and Homeland 

Defense under President George W. Bush, and as National Security Council 

Director for Non-proliferation under President Clinton.  He has written in the press 

repeatedly of his concerns about violations of civil liberties and the Fourth 

Amendment by the government. 

Ray McGovern was Senior CIA Analyst/Presidential Briefer from 1964-

1990 and was a Captain in the U.S. Army from1962-64.  He also serves as the co-

founder, Veteran Intelligence Professionals for Sanity, founded in January 2003, 

and serves on the faculty of The Servant Leadership School of the Church of the 

Saviour, Washington, D.C.  He is concerned about the misuse of intelligence 

capabilities, especially against individuals in the United States.  

Thomas J. Buonomo is a former 35D All-Source Intelligence Officer, U.S. 

Army.  Mr. Buonomo is concerned about the implications of an unchecked state 

secrets privilege and believes that the courts should play a key role in checking its 

overuse by the executive branch.  

Leah Bolger is a retired Commander in the U.S. Navy who spent 20 years 

on active duty stationed all over the world.  Since 2006, she has served as Vice-

President of Veterans for Peace, which seeks to hold the government accountable 

for violations of international law and the U.S. Constitution based on the military 

Case: 11-15468     09/21/2011     ID: 7902277     DktEntry: 38     Page: 35 of 38



 30 

oath “…to support and defend the Constitution of the United States of America.”  

Ms. Bolger believes that the Constitution requires that the courts be able to enforce 

the Constitution and statutes governing the executive branch, even in cases 

involving national security. 

Ann Wright (Mary A), retired as a U.S. Army Reserve Colonel after 

serving in the U.S. Army and U.S. Army Reserves for 28 years, from 1968-1996.  

Her final assignment was in politico-military affairs and she spent 16 years as a 

U.S. diplomat, serving in U.S. Embassies in Nicaragua, Grenada, Somalia, 

Uzbekistan, Kyrgyzstan, Sierra Leone, Micronesia, Afghanistan and Mongolia.  

Colonel Wright resigned in opposition to Iraq war, is a Member of Veterans for 

Peace and the author of “Dissent:  Voices of Conscience.” 
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