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May 25, 2006

ATSD(IO0) REVIEW OF TALON REPORTING SYSTEM

. EXECUTIVE SUMMARY

(U/FOYO) The Deputy Secretary of Defense March 30, 2006 Memorandum,
Subject: "Threats to the Department of Defense" (TAB A) directed that the TALON
Reporting System should be used only to report information regarding possible
international terrorist activity and that all TALON reports should be retained in
accordance with Intelligence Oversight regulations.

- ISSUES AND RECOMMENDATIONS

(UFOY0) ISSUE 1A: Deputy Secretary of Defense March 30, 2006
Memorandum, Enclosure 1 provides: "The guidance for the TALON Reporting System
as provided in Deputy Secretary of Defense Walfowitz's memo of May 2, 2003,
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(UFOUO) ISSUE 4: The Jjoint Protection Enterprise Network (JPEN) system is
a law enforcement/force protection database maintained by U.S. Northern Command
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(UAFSYO) Questions regarding the collection, retention, and dissemination under
DoD 5240.1-R have customarily been resolved by the ATSD(IO) in conjunction with the
DoD GC. The ATSD(IO) has consistently maintained that the recipient of intelligence
information is responmble for detenmmmg if retention of that information is compliant

 with the provisions of DoD 5240.1-R.

‘ (U/FGHO) 1. Scope and Methodology.

(UFOU0) The Deputy Secretary of Defense Memorandum March 30, 2006,
Subject, “Threats to the Department of Defense (DoD)” directed the A’I‘SD(IO) to review
the TALON Reporting System and provide the results to the USD(I) within 60 days The
Acting ATSD(IO) and two senior mspectors from the ATSD O) staff
- “ATSD(I0) Team”) conducted the review.. |

| The Memorandum directed that the TALON Reporting System
should be used (1) only to report information regarding possible international terrorist
-activity, and (2) that all TALON reports should be retamed in accordance with
Intelligence Oversight' regulations

(UFOQUO) The ATSD(IO) Team visited the Counterintelligence Field Activity
(CIFA), Crystal City, Virginia, twice. During the second visit to CIFA, the ATSD(10)
Team reviewed a number of TALON Reports in the TALON database and discussed with
CIFA analysts how they analyzed the TALON Reports. One team member visited CIFA

. West, located in Colorado Springs, Colorado.

(U#F@UG) Since the military services together submit more than 98% of the
TALON reports in the TALON database, the ATSD(0) Team focused on them during
this review. The ATSD(I0) Team met with representatives of Army intelligence,
counterintelligence, and law enforcement; Naval Criminal Investigative Service (NCIS),
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and Anr Force Office of Special Investigations (AF OSI) They are the orgamzatzons who
-submit items into the TALON Reporting System.

(UfFGUG) At each organization visited, the ATSD(IO) Team reviewed internal
operating procedures and the flow of TALON Reporting from initial report writing,
through intemal review, and on to receipt by CIFA of the TALON Report and entry into
the Portico-Cornerstone data base. The ATSD(IO) Team also reviewed how each
organization applied the Intelligence Oversight regulations to their reporting process.
The ATSD(IO) Team received complete cooperation from all the orgamzatlons
contacted; we were impressed by their frankness and openness

(U/FGHG) 2. Background on the ’I‘ALON Reporting System and the Problems w:th
the Portico-Cornerstone Database

(U/EQHO) The Deputy Secretary of Defense established the TALON Reporting

System by Memorandum dated May 2, 2003,.“Collection, Reporting, and Analysis of

* Terrorist Threats to DoD Within the United States.” The purpose of the system was to
document and immediately disseminate potential threat information to DoD personnel,
facilities, and resources. It was based on a system originally developed by the Air Force
Office of Special Invesugauons TALON Reporting was not designed to take the place
of DoD’s formal intelligence reporting process. Instead, the TALON Reporting System
was designed to collect and share non-validated domestic threat information among
intelligence, counterintelligence, law enforcement and force protection entities and
subject that information to careful analysis for indications of foreign terrorist activity. In
addition to reporting to local military commanders and others responsible for installation
security, TALON Reports were to be provided to the Counterintelligence Field Activity
(CIFA). CIFA incorporated the information into a database and made it available to
others so they could analyze the information. CIFA also analyzed the information.

» (U/FOHO) The Deputy Secretary of Defense Memorandum dated May 2,2003
identified seven criteria for reporting: .

non-specific threats to DoD interests

suspected surveillance of DoD facilities and personnel

elicitation attempts, suspicious questioning, or other suspected intelligence
collection activities focused on DoD interests

tests of security

unusual repetitive activity

bomb threats

any other suspicious actmty and incidents reasonably believed to be related to
terrorist activity directed against DoD personnel, property, and activities within
the United States.

ol Mo
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(UAQUY6) The TALON Reports are maintained by CIFA in a database called
~ Portico-Cornerstone. It is available on the SIPRNET at the SECRET level and access is
controlled by CIFA with a password system.

(URESUO) Extensive media coverage, beginning in December 2005, revealed that
information about demonstrations, protests and protest groups, and other non-terrorist
_ related issues was contained in TALON Reports and retained in the Portico-Cornerstone -
database. In addition, information identifying U.S. Persons who had no connection to
international terrorism was found in the database. The Deputy Secretary of Defense
Memorandum dated January 13, 2006, Subject: Retention and Use of Information in the
. TALON System, directed that all reports in the TALON database be reviewed by January
17, 2006, to identify any reports that should not be in the database [and remove them].
(Note: This review by CIFA of reports in the Portico-Cornerstone database had been
carlier directed by the Under Secretary of Defense for Intelligence and had been
underway since mid-December 2005 )

(UFQHO) Well before the media pubhclty in December 2005, CIFA had -
determmed in July 2005 that better oversight of the system was required. In August
2005, CIFA produced standard operating procedures. Beginning September 1, 2005,
CIFA West began to review all incoming TALON Reports for oversight purposes.

UNCLASSIFIED/FOR-OFFICIAL-USE-ONLY 7
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(UAFOB0O) 3. Disconnects Between the Deputy Secretary of Defense March 30 2006 .
Memorandum and Enclosure 1 to the Memorandum

(U/ECUO) The March 30, 2006, Deputy Secretary of Defense Memorandum
Subject, “Threats to the Department of Defense (DoD)” directed that the TALON
Repoiting System should be used only to report information regarding possible
international terrorist activity and that all TALON Reports should be retained in
accordance with Intelligence Oversight regulations - DoD 5240.1-R, “Procedures
Governing the Activities of DoD Intelligence Components That Affect United States
Persons,” December 1982. This is clear direction for the DoD intelligence community.

(U/FOUY0) Enclosure 1 provides: "The guidance for the TALON Reporting
System as provided in Deputy Secretary of Defense Wolfowitz's memo of May 2, 2003,
“Collection, Reporting, and Analysis of Terrorist Threats to DoD Within the United
States,” (Enclosure (2)) remains in force. This document updates and clarifies that
guidance. (Emphasis added)

(U/FOV0) The TALON Reporting System is the Department's mechanism to
gather, share, compile, and retain unfiltered non-validated threat or suspicious activity
information possibly linked to international terrorist activities posing a potential threat to
DoD personnel and resources both domesucally and abroad. (Emphasis added )

(UfF@HG) A proposed TALON report must meet one of the seven criteria (the

criteria remain substantially the same as in the DepSecDef memo of May 2, 2003): [The
March 30, 2006 Memorandum changes in the criteria are highlighted in bold print.]

UNCLASSIFIED/FOR-OFFICIAL-USE-ONLY | 8
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specific or non-specific threats to DoD interests

suspected surveillance of DoD facilities and or personnel '

elicitation attempts, suspicious questioning, or other suspected intelligence
collection activities focused on DoD interests .

tests of security

vnusual repetitive activity

bomb threats '
any other suspicious activity and incidents reasonably believed to be related to
international terrorist activity directed against DoD personnel, propcrty, and
activities within the United States or abroad. "

W

Nowns

-(UFOYO) In addition, Deputy Secretary of Defense March 30, 2006
Memorandum, Enclosure 1 provides: "The guidance for the TALON Reporting System
as provided in Deputy Secretary of Defense Wolfowitz's memo of May 2, 2003,
“Collection, Reporting, and Analysm of Terrorist Threats to DoD Within the United

. States,” (Enclosure (2)) remains in force. This document up
guidance. (Emphasis added.)

dates and clarifies that
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(U/F6Y0) 4. CIFA and CIFA West Responsibilities

(UAGUO) March 30, 2006, Deputy Secretary of Defense Memorandum Subject,
“Threats to the Department of Defense (DoD)," Enclosure 1, TALON Reportmg Systern
Procedures directs CIFA to do the following:

(U/FBY0O) 1. Review all TALON reports submitted for entry into the Portico-
Cornerstone database to confirm they meet the reporting criteria. Any report that does
not meet the criteria should be removed.

(UAOYO) 2. Remove from the databasé any report that does not meet the
reporting criteria, notify the submitter of the TALON report of the removal and verify
that the reporting entity also purges the TALON report from its system.

(UAFQYO) 3. CIFA is responsible for the maintenance of the Portico-
Cornerstone database that is the central DoD repository for TALON reports.

(U/FOYO) 4. Ensure only authorized personnel and organizai:ions have access to
the TALON Reporting System and Portxco-Comerstone database. CIFA will accomplish
this by registering : authonzcd users.

(U/FQHQ) 5. The Portico-Cornerstone Database Software

" UNCLASSIFIED/EQR - OFFICIAL-USE-ONLY- 10
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(UAEQBQ) 6. Army TALON Reporting System

(UAEQUO) The Army has identified the Deputy Chief of Staff, G2 (Intelligence)
‘as the Executive Agent for TALON Reporting. The Army has changed its procedures for
‘TALON Reporting by Army counterintelligence and intelligence organizations in
response to the March 30, 2006 Deputy Secretary of Defense Memorandum. Unlike the
Navy and Air Force, Army law enforcement and counterintelligence organizations are

UNCLASSIFIED/FOR-OFFICIAL USE ONLY 11
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-(UFOY6) 7. Navy and Marine Corps TALON Reporting System

(U/FeU6) The Secretary of the Navy has identiﬁed the Naval Criminal

'Investlgatlve Service (NCIS) as the Executive Agency responsible for TALON reporting

within the Department of the Navy including the Marine Corps. Suspicious incidents are
reported to the local NCIS agent who writes a TALON Report within 24 houts of
notification of the incident. The reporting unit of the NCIS agent who prepared the initial
report reviews it to ensure compliance with the Deputy Secretary of Defense March 30,
2006 Memorandum and DoD 5240.1-R. The TALON report is then sent by SIPRNET to
the NCIS Headquarters Multiple Threat Alert Center (MTAC). MTAC provides a
secondary review and provides the TALON Report to CIFA for entry into the Portico-
Cornerstone database. TALON updates are provided to CIFA when necessary. MTAC
also maintains the information in its databases - which are "non-TALON" databases.

'UNCLASSIFIED/FOR OFFICIAL-USE-ONLY 12
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(UAOYO) Questions regarding the collection, retention, and dissemination under
DoD 5240.1-R have customarily been resolved by the ATSD(IO) in conjunction with the
DoD GC. The ATSD(IO) has consistently mamtamed that the rec1p1ent of mtelhgence
information is responsﬂ)le for determining if retenti
with the provisions of DoD 5240.1-R. '

(UAFOUO) 8. Air Force TALON Reporting System

(UFEHO) TALON Reporting had been treated as law enforcement reporting in

- the Air Force. In order to comply with the Deputy Secretary of Defense March 30, 2006
Memorandum, the Air Force Office of Special Investigations (AFOSI), the organization
_responsible for TALON reporting in the Air Force, has changed its procedures for
TALON Reporting. AFOSI field units will continue to report suspicious events to the
Headquarters AFOSI Global Watch Center. The Global Watch Center will determine if
any field reports meet the TALON reporting criteria. For those reports that do, the -
Global Watch Center will generate the TALON Report and publish it to the Eagle Watch
web page. CIFA retrieves the TALON reports from the web page. AFOSI is revising its
wntten operating procedures to comply with this change in operations.

_ (UFOYO) Deputy Secretary of Defense Memorandum dated March 30, 2006,
‘Subject, “Threats to the Department of Defense (DoD)” directs that the TALON
Reporting System should be used only to report information regarding possible
international terrorist activity. Further, all TALON reports should be retained in
accordance with DoDR 5240.1-R, “Procedures Governing the Activities of DoD

Intelligence Components That Affect United States Persons,” December 1982.

- UNCLASSIFIED/FOR-OFHCIAL-USE-ONEY : 13
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(UE©YE) The 90 day retention rule in DoD 5240.1-R, “Procedures Governing ;
the Activities of DoD Intelligence Components That Affect United States Persons” has '
been the rule within DoD since the regulation was approved by the Attorney General and
the Secretary of Defense in 1982. The 90 day retention rule is not required by Executive
Order 12333. * '




1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010 -

DEPUTY SECRETARY OF DEFENSE -

MEMORANDUM F OR SECRETARIES OF THE MILITARY DEPARTMENTS
' CHAIRMAN OF THE JOINT CHIEFS OF STAFF
ASSISTANT TO THE SECRETARY OF. =
~ DEFENSE FOR INTELLIGENCE OVERSIGHT
GENERAL COUNSEL OF THE DEPARTMENT
OF DEFENSE ‘
INSPECTOR GENERAL OF THE DEPARTMENT OF.
DEFENSE
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

' ’SUBJECT Threats to the Department of Defense (DoD)

. The TALON Reporting System is an innovative initiative to document unfiltered

- and non-vahdated potential threat information about suspicious activity linked to possible
‘international tetrorist threats to DoD personnel and resources that might have otherwise

- gone unreported. This information is reported by concerned citizens and Department
personnel or obtained through information sharing with civilian law enforcement
agencles The program has been productive. It has detected international terrorist
interest in specific rmhtary bases and has !ed to and suppotted counterterrorism
mvestlgatlons . .

- The Départment has completed the review and assessment of the TALON ' !
" Reporting System addressed.in my memorandum of" January 13, 2006, “Retention and
Use of Information for the TALON System.” This review confirmed that the TALON

Reporting System should be used only to report information regarding possible =

international terrorist activity and concluded that all TALON reports should be retained -

in accordauce with DoDD 5240.1-R, “Activities of DoD Intelligence Components That

Affect Umted States Persons,” dated December 1982. :

: To ensure the contmued effectiveness of the TALON Reporting System, ] am
directing all DoD components that use the TALON Reporting System to comply with the
procedures listed in Bnclosure (1) and to ensure the information included in thezr TALON
reports meet the criteria for reporting dcscnbed in. Enclosure (1). '

This Memorandum provides interim guidance. Given the importance of capturing
threat information in protecting the Department’s personnel, property and facilities, [ am
Direoting the Under Secretary of Defense for Intelligence (USD(D)) to convene a working
group to examine the integration of threat information across the DoD intelligence,
countenntelhgence, law enforcement, force protectlon and security communities. The



USD(I) will report the findings of this working group to me by"S'ep 15,2006, The
interim guidance contained in this memorandum. will remain in effect until the above
described working group’s findings are pubhshed and permanent TALON Reportmg
System policy is promulgated.

By this memorandum I am also directing the Assistant to the Secretary of Defense
(Intelligence Oversight), on an annual basis, to review the TALON Reporting System and
to provide a report to the USD(I) with the status of the first review within 60 days. The .
USD(I) and the DoD Countermtcllxgence Field Activity (CIFA) will work with the DoD
Inspector General on 1ts ongoing audit of the TALON chortlng System

“The May 2, 2003, Deputy Secretary of Dcfense Memorandum,'tltlcd, “Collection,

" . Reporting and Analysis of Terrorist Threats to DoD Within the United States,”

. Enclosures

(Enclosure 2) required the identification of “lead components” within the Military -

- Departments to distribute TALON reporting from their respective Departments. I hereby
* direct each lead component to provide to CIFA, by May 12, 2006, a copy of its guidance
to implement the process set forth in Enclosure (l) CIFA will review each Department’s
guidance to insure it conforms with the process in. Enclosure (1) and will provide a status
report to the Deputy Under Secretary of Dcfense (Countenutelhgence and Secunty) by

" May 30 2006.

1. TALON REPORTING SYSTEM PROCEDURES

2. Deputy Secretary of Defense memo of May 2, 2003, Subject “Collection,
Reporting and Analysw of Terrorist Threats to DoD Wlthm thc Umted
States”- .
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Enclosure (1) to Deputy Secretary of Defense Memorandum, “Threats to the
Department of Defense”

TALON REPORTING SYSTEM PROCEDURES

¢ The guidance for the TALON Reporting System as provided in Deputy Secretary of
Defense Wolfowitz’s memo of May 2, 2003, “Collection, Reporting and Analysis of
Terrorist Threats to the Department of Defense (DoD) Within the United States,”
(Enclosure (2)) remains in force. This document updates and clarifies that guidance.

e The TALON Reporting System is the Department’s mechanism to gather, share,
compile, and retain unfiltered non-validated threat or susptclous activity information

possibly linked to international terrorist activities posing a potential threat to DoD
personnei and resources both domestically and abroad

REPORTING TALON INFORMATION

A proposed TALON report must meet one of the followmg seven criteria (the criteria

* remain substantially the same as in the DepSecDef memo of May 2, 2003)

1. Specnﬁc or non-specific threats to DoD interests.
-2 Suspected surveillance of DoD facllmes or petsonnel |

3. Ehcwatlon attemnpts, suspicious questlomng, or other suspected mtelhgcnce
collection activities focused on DoD mterests

4. Tests of security.

5. Unusual repetitive activity.

- ( 6. Bomb threats.

7. Any other suspicious activity and incidents reasonably believed to be related to
international terrorist activity directed against DoD personnel, property and
activities within the United States or abroad.

¢ An appropriate level supervisor in each DoD organization authorized to submit .
TALON reports shall review each proposed report prior to submission to the
Counterintelligence Field Activity (CIFA) to ensure it meets one of the reporting
criteria listed above and one of the following detailed criteria descriptions:

I | Enclbsure 1



1. Specific or Non-Sgectﬁc Threats Spcclﬁc threats are threats received by any
. means, which contain a time, location or area for an attack against US forces,
facilities, or missions. Non-specific threats include, but are not limited to, any
event or incident, or series of events or incidents, which in and of themselves may
indicate the potential for a threat to US forces, facilities or mission, regardless of
" whether the threat posed is dehberately targeted or collateral.

2. Survelllancc: Any repoxted p0331ble surveﬂlance in which an attempt to record -
information or to use unusual means to monitor activities is observed. Such
atternpts may include use of cameras (either still or video), note taking, annotated
maps or drawings, hand-drawn maps or diagrams, use of binoculars or other vision
enhancing devices, or any reports from host nation security forces of possible
survelllanoe of US assets.

3. Elicitation: Any attempts to obtain security-related or military-specific
~ information by anyone who does not have the appropriate security clearance and
the need-to-know. Elicitation attempts may be made by mail, fax, telephone, by
computer, or inl person. .

4. f.l'gst gf Security: Any attempts to measure security reaction times or strength; any
attempts to test or penetrate physical security barriers or procedures; any attempts
K to acquire or duplicate uniforms, badges, or other security telated documents

5. Reggtmve Activities: Any activities that meet one of the other TALON cntena g
and have occurred two or mote times — the same activity by thie same person
* and/or vehlclc, w1thm a one month petxod

6. Bomb Threats Commumcatlon by means speclﬁcally threatening to use a bomb
- to attack US forces, facilities or missions.

- 7. Suspicious Activities/Incidents: This category should only be used if the TALON

- information does not meet any of the above criteria. Any activity/incident that
does not specifically fit into the aforementioned six categories yet is believed to

" represent a potential threat should be reported under this category. Examples of
this include: an anomaly noticed resulting from the deployment of homeland
deferise assets; theft-of material that could be used to manufacture false

~ identification cards; thefts of military umforms which may be used to gam access

. to military installation, etc.

If mformatxon meets the rcportmg criteria set forth above, the reportmg organization
is deemed to hold a reasonable belief that there is a nexus between the information

2 Enclosure |




and “international terrorist activity,” and it may be forwarded to CIFA as a TALON
report for inclusion in the Cornerstone database.

 Ifa TALON repoi'ting entity determines that a TALON report is of interest to local

command authorities, law enforcement (DoD and/or non-DoD) or homeland defense
entities, it may share the informiation in the report with those otganizations via
established lines of communication,

CIFA will conduct a review of all TALLON reports submitted to the Cornerstone

database to confirm they meet the reporting criteria. CIFA shall immediately remove’

. from the database any report that does not meet the criteria, CIFA will notify the

submitter of the TALON report of the removal and verify the reportmg entlty also
purges the TALON report from its system.

Credible information about a possible international terrorist threat sufficient to
warrant an investigation must be referred to the proper investigative agency
immediately by the reporter and/or CIFA.

Informatlon that is responsive to existent mte]llgence or counterintelligence DoD
collection requirements must be reported in Intelligence Informatlon Reports and not
entered into the TALON Reporting System. : v

RETAINING TALON REPORTS

‘Oily DoD intelligcﬁcp and counterintelligence organizations may retain TALON

reports. DoDD 5240.1-R, “Activities of DoD Intelligence Components That Affect

" United States Persons,” dated December 1982 governs the retention of US person

information in TALON reports. Identifying US person information in TALON
reports and in the Cornerstone database may be retained indeﬁnitely ifthereis a

- reasonable belief the person is engaged in or about to engage in international terrorist

activities. If this reasonable belief cannot be established within 90 days from the time
the information is collected, the identifying US person information may not be
retained by any inteiligence or counterintelligence organization. CIFA will remove
the US person information from the Cornerstone database and notify the submitting
component of the removal. The submitting component must also remove the US
person information from its system and advise CIFA of the removal w1th1n 5 days of
receiving the notification from CIFA.

However, the US person information may be disseminated by CIFA to a law
enforcement entity prior to its removal from the Cornerstone database if the
information is of interest to law enforcement and meets legal requirements for transfer
of the information. Law enforcement organizations may request from CIFA, and .

3 o Enclosure 1



 based on its own analysis or that of any other organizations, and the users must notify

- TALON reporting entity must also notify any command authorities, law enforcement

" CIFA will continue to ensure only authonzed personnel and orgamzatlons have access -

CIFA may provxde to them, any TALON reports held for which the law cnforcement
orgamzatlon has a legitimate legal requirement.

ANALYSIS OF TALONS

" Any organization that identifies possible international terrorist activity based upon

TALON Reportmg System analysis will immediately notify the appropriate law
enforcement agencxes, command authorities and CIFA. .

Any organization that determines a previously submltted TALON report is not linked
to possible international terrorist activity will immediately notify CIFA so that CIFA
can remove the report from the Cornerstone Database. CIFA will notify TALON
Reporting System users of the reports that it deletes from the Cornerstone database,

CIFA within 5 days of receiving the notification that they have also deleted the report
from their system(s). Within 5 days of receiving a notification from CIFA, the

or homeland defense entity that received the information from the reporter that the
information is not linked to possibie mtemauonal terrorist activity.

. ADMINIS’ITRA'I_‘IVB MA’I‘.’I‘ERS
CIFA is respousible for the maintenance of the Cornerstone ~daiabase that is the
central DoD repository for TALON reports.
to the TALON Reportmg System and Cornerstone database
A‘lthough the TALON Reporting System is focused on DoD facilities, interests or

personnel, should non-specific information be received about suspicious activities
possibly linked to international terrorist actions against non-DoD personnel, activities

_ or facilities, that information should be provided to the appropriate local authorities. -

4 o Enclosure 1



DEPUTY SECRETARY OF DEFENSE

‘1010 DEFENSE PENTAGON
. WASHINGTON, DC 20301-1010

MEMORA.NDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF

UNDER SECRETARIES OF DEFENSE

ASSISTANT SECRETARIES OF DEFENSE
- GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT QF DEFENSE
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTORS OF THE DEFENSE AGENCIES

DIRECTORS OF THE DOD FIELD ACTIVITIES -

. SUBJECT:. Collectxon, Reportmg, and Analys:s of Tetronst Threats to DoD Within The

" United States

The Secretary of Dcfensc has repeatedly underscorod that the nation’s war on
terrorism ranks among the Department’s highest national security priorities. Much has
been accomplished by DoD’s inteiligence, counterintelligence, law enforcement, and
security components to counter the terrorist threat in the wake of September 11*2001,

- however, there is more to be done. While DoD has an established process to identify,
report, and analyze information regarding foreign terrorist threats, we have no formal |
mechanism to collect and share non-validated domestic threat information between
intelligence, counterintelligence, law enforcement and force protection entities and

~ subject that information to careful analysis for indications of foreign termnst activity.

A new reporung mechamsm, the “TALON" report, has been estabhshed to provide

a means to capture non-validated domestic threat information, flow that information to -
analysts, and incorporate it into the DoD terrorism threat warning process. A TALON-
~ report consists of raw information reported by concerned citizens and military members

regarding suspicious incidents. Information in TALON reports is non-validated, may or
may not be related to an actual theeat, and by.its very nature may be fragmented and
incomplete. The purpose of the TALON report is to document and immediately
disseminate potential threat information to DoD personnel, facilities, and resources. The
TALON mecharism is not desxgned to take the place of DoD’s formal intelligence -
reporting process. :

Therefore, I hereby direct the implementation of policies and processes, as well as
the utilization of resources necessary to identify, report, share, and analyze non-validated
threat information in the United States through the use of the TALON system. Effective
- immediately, all DoD mtelhgence, counterintelligence, law enforoement, and security
. organizations that have the mission to collect force protection and threat information shall
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identify, collect, and report the followmg categorm of mfonnat:on in accordance with
existing policy and law, consistent with the TALON framework estabhshed by the Joint
Staff Domestic Threat Working Group (see attachment): (1) non-specific threats to DoD
‘interests; (2) suspected surveillance of DoD facilities and personnel; (3) elicitation
_attempts, suspicious questioning, ot other suspected intelligence collection activities
focused on DoD interests; (4) tests of security; (5) unusual repetitive activity; (6) bomb.
threats; and (7) any other suspicious activity and incidents reasonably believed to be
'relatcd to terrorist activity directed agamst DoD personnel property, and activities within
the Umtcd States. .

I hereby direct the Secretaries of the Military Departments, the Combatant
Commanders, and Agency Directors to designate those components within their respective
organizations that have the mission to collect and report this information and, further, to
designate a single component within their respective organizations to assumie the lead for
distribution of this information. Once lead components are identified, they shall be
+ identified to both the DoD Inspector General and the Assistant to the Secretary of Defense
(Intelhgence Oversight). ,

Upon identification of such mformatton, lead components shall produce TALON

- reports and provide them to appropriate local military commanders and others responsible

~ for installation secunty before the information is released outside the installation. Lead -

. components that receive TALON reports shall ensure they are provided directly to the DoD
Counterintelligence Field Activity (CIFA) and to other appropriate military commandets as
secondary (info) recipients as necessary. CIFA will incorporate the information into a
database repository-and provide full database access to the Defense Intelligence Agency, |
Joint Intelhgence Task Force-Combating Terrorism (JITE-CT) in order to support its.
terrorism warning mission. The CIFA and designated “lead components” in the Military
Services, Combatant Commands, and Defense Agcncles are authorized to retain TALON
information as necessary to conduct their analysis missions. The Under Secretary of
Defense, Intelligence (USD/I) is the designated overall lead official for this matter and will,
- therefore, validate the need of other DoD organizations for access to this :nformahon

This policy remains in eﬁect until superseded or until appropnate DoD policy on

this subject is published or revised.

~ Attachment:
As stated




FOR-OFFICIAL-USE-ONLY

SUBJECT Attachment to DepSecDef Memo re: Collectton, Reportmg, and Analysm of

Terrorist Threats to DoD Within the United States
BACKGROUND

The TALON system is designed to report anomalies, obscrvations that are suspicious
‘against the steady state context, and immediate indicators of potential threats to DoD

" personnel and/or resources. TALON reports are raw, non-validated information, which
may or may not be related to an actual threat, and by their very.nature, may be
fragmented and incomplete. Information contained in TALON reporting is designed for
use by Commanders at all levels that have force protection responsibilities and for
analysts to use to help determine the aggregate terrorist threat to DoD people and
resources. , :

TALON reports are of a tactical nature, with rapid mporting as the goal, and may be less
refined than Intelligence Information Reports (IIRs). TALON reports are designed to
capture raw threat data that does not meet IIR criteria. Critical to the reports is the proper
documentation of the basic mterrogatoues (who — ALL PEOPLE INVOLVED, what,
when, where, why, and how), the source’s knowledge of these, and a clear definition of
facts versus.opinion (source’s or reporter’s).

TALON reports augment but are not designed to. replace standard reportmg mechamsms
- HIRs, information files, operational files, and substantive investigations case files and
assocxated reports are to be documented as directed by existing policies and directives.

: As a general gmde to the maximum extent possible, TALON reports should be classtﬁed
at the lowest possible level to-ensure maximum distribution of the information. The use
of the Law Enforcement Scnsxtwe caveat and lugher classifications should be kept to a
mlmmum

TALON information must be swiftly bnefed locally to commanders and security officials
so appropriate actions can  be taken before this information is released outside the

installation level. TALON reports are to be sent using automated information systems or
via email attachment as a word document either on the NIPRnet for unclassified reports

or on SIPRnet to respective Component Headquarters. Reports will be made as soonas = -

~ possible aRter developing the information. 'Respective elements in designated

" Components will provide the TALON reports to the DoD Counterintelligence Field -
Activity (CIFA) as directed in the main policy memo of this attachment. The CIFA will
ensure the JITF-CT has full access to the raw, non-vahdated information. Designated
lead Service and Agency components will have access to the TALON database.



TALON REPORT GUIDE
FOR-OFFICIAL-USE ONLY-

TALON Report

CAUTION: TALONS are preliminary reports on ambiguous circumstances, and may contain incompletely

evalnated information. TALONS are intended to alert commanders & staff to anomalies, potential terrorist
indicators, or other FP issues. . ,

1. DATE: (Date report is gencrated)

2. LOCATION: Location where the incident occurred.
3. REPORTING UNIT: Unit submlttmg the report.

: 4. ‘SEQQENCE NUMBER: Your Component generated un{quc number:
s, TALON CRITERIA Entcr one of the followmg

a.. Non- mc;ﬁc Threats. Threats received by any means, which contam a speclﬁc
time, location or area for an attack against US forces, facilities or missions. This :
includes, but is not limited to, any event or incident, or series of events or incidents, -

. which in and of themselves may indicate the potential for a threat to US forces, facilities,

or mission, regardless of whether the threat posed is deliberately targeted or collateral. -

b. Surveillance: Any reported possible surveillance in which an attempt to record.

- information or to use unusual means to monitor activities is observed. Such attempts

may include use of cameras (eithier still or video), note taking, annotated maps or
drawings, hand-drawn maps or diagrams, use of binoculars or other vision enhancing
devices, or any reports from host nation security forces of possible surve’llance of US

assets.

c. Elicitation. Any attempts to obtain security-related or ﬁuhtary-speclﬁc

- information by anyone who does not have the appropriate security clearance and the '

need-to-know. Ehcltatxon attempts may be made by mail, fax, telephone by computer, or
in person, . .




d. Tests Of Sccungy Any attempts to mcasure secunty reaction ttmes or strengths,
any attempts to test or to penetrate physical security barriers or procedures, any attempts
to acquire or duplicate uniforms, badges, passes, or other security related documents,

e. Repetitive Activities. Any activities that meet one of the other TALON criteria
and have occurred two or more times — the same actmty by the same person and/or
vehicle, within a I month period. :

f. Bomb Threats Communication by any means spccnﬁcally thrcatenmg to use a
bomb to attack agamst US forces, facilities or missions.

" g. Suspicious Actwmcs/lnmdents This category should ONLY be used if the TALON

* information DOES NOT meet any of the above criteria, Any activity/incident that does not

specifically fit into the aforementioned six categories yet is believed to represent a force
protection threat should be reported under this category. Examples of this include; issue
resulting in the scrambling of homeland defense assets; thefts of material that could bé used
to manufacture false identification cards; thefts of military uniforms which may be used to
gain access to a military installation, etc. : ‘

6. RELEASABLE TO: Assign appropriate release mfonnauon (REL to UK/CAN)
7. CLA SSIFICATIOQ Assngn apptopnate clasmficauon (FOUO, SECR.ET)

8. QAVEA’I‘ Ass:gn appropnate caveat ((LES, NOFORN)

9. STATUS ‘Choose Opcn/Unrcsolved Closed/Unresolved orClosed/Resolved

10. leﬂ‘___ Short tltle identifying what the TALON is about (i.e.

Surveillance at Andrews AFB).
11. §OQB_CE AND ASSESSMENT OF CREDI gILl'I'Y Who provided the

information, how credible is the source, and why do you assess the source that way” (ie
Desk Sgt, 82 SFS, direct access to information reported).

12. DETAILS Who, What thn, thre Why, and How. The most critical part of
the report for the reader. Obtain all possible identification details of suspect(s) or
suspected incident for further follow-up (including license plates). Be specxﬁc about
what source said and about what source did not know (avoid second guessing by higher
echelons). ‘Use memory tools to aid source in remembering details (mild interrogation).
For example, one too} all Army personnel are trained in, down-to the troop level, is
SALUTE. Size (size of suspicious element - e.g. “2 people”); Activity (what was going
on - e.g. "drove by guard gate slowly"); Location (where did it happen - e.g. “guard post
3") Umt (identification of unit involved - e.g. "locat contractor hired TCN"); Time (when
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.did it happen - e.g. "20:00 hours, 2 January 20__“); Equipment (what weré they carrying,
driving, etc. - e.g. "in 1990 white Caprice, with binoculars, writing notes on an aviator
‘ lcnee pad"). _

13, COUNTRIES: What countriés does the information in the TALON reléte to.

14. PERSONS BRIEFED LOCALLY: Who was briefed locally, and when v?cré they °
‘notified of the incident, (i.c.: Base Commander, 82 SFS/CC Phoenix JTTF, etc). ‘

15 AC’I‘IONS TAKEN: What mvestzgatnve steps haVe already been aocomphshed

16, ACTIONS PENDING: What mvestngauvc steps are you involved in or do you have
planned to ‘bring the incident to closure (running license plate checks interview another .

, w1tncss, ctc)

17. SUMMARIZE TALON: Two to three sentences giving the basic summary of what
the TALON is about. This is not a regurgitation of the details but a simple summary —
should not contain any specific information. (i.e. Unknown individual observed .
photographing front gate of Andrews AFB. When approached, he left and a license plate

. was recorded. The license plate was identified as being invalid so no further information
- could be obtained). The specifics should be in the detail section. This is the short

. summarythat, along with the one line title, if posted to the faoc of the wcbpage can gain

the readers attenuon

18. 'COMMENTS: Any information the reporting unit wants to convey and mamtain as
mtemal orgamzanon comments. Fully identify mfonnatxon sources here.

19. PERSONS INVOLVED: Fill-in the blocks ~ SUBJECT S, WITNESSES,
INCIDENTALS S




- Office of the Atarnep C_@emal
'lanljingtun, B, 0].20'538

Septesber 23, 2002

MEMORANDUM FOR HEADS OF DEPARTMENT oomounms
FROM  THE ATTORNEY GENE

SUBJBC!‘ Guidelines for Disclosure md!myandMWm,andom
' Maceptm!nfomldmu&thnuedSmer ‘

mmofmmm:dw.owmmﬁﬁw Departnnntoﬂume
and improved informiation sharing among federal agencies is & critical component of our overall
strategy to protect the security of America and the safety of her people.

Semmofmeumwsmmmmwmmwm
to MMOWTM(USAPATRIOD Act of 2001, Pub. L. 107-56, 115

Stat. 272,218«81,whomdwthnmcofmndhm counterintelligence, and foreign

* intelligence information obtained through grand jury procoedings and electroaic, wire, and oral | '

interception, with relevant Federal officials to assist in the performance of their dutics. This
suthorization greatly enhances the capacity of law enforcement to share informatioa and
coordinate activities with other fedesal officials in our common effort to prevent and disrupt

. At the same time, the law-places special restrictions on the bandling of intelligence - -
information conceming United States persons (“U.S. person information”). Bxecutive Order
12333, 46 FR 59941 (Dec. 8, 1981) (“EO 12333"), for example, restricts the type of U.S, person
mmmmmmmwmmmmmuu ’
collection, retestion, and dissemination of such information must conform with '
established by the head of the agency concerned and approved by the Attorney General. Section

'203{c) of the USA PATRIOT Act, likewise, directs the Attorney General to establish procedures

for the disclosure of grand jury and electronic, wire, and oral interception information “that
identifics a United States person, as that term is defined in section 101 oftbeForcrgan
Surveillance Act of 1978 (50 U.S.C. 1801)." ,

Pmmwmmzos(c),munmm:pxﬁamem&hbdmg
information that identifies U.S. persons. Information identifying U.S. persons disgeminated

o mmmm%Smummm&thmmmm
- prior to disclogure. .
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Section 101 of the Foreign Intelligence Surveillance Act of 1978 (50 U.S.C. § 1801)
provides: :

“United States person” means a citizen of the United States, an
alien lawfully admitted for permanent residence (as defined in
section 1101(a)(20) of Title 8), an unincorporated association a
substantial number of members of which are citizens of the United
States or aliens lawfully admitted for permanent residence, ora
corporation which is incorporated in the United States, but does not
include a corporation or an association which is a foreign power, as
 defined in subsection (a)(1), (2), or (3) of this section.

Information should be merked as containing U.S. person information if the information

 identifies gy U.S. person. The U.S. person need not be the target or subject of the grand jury

investigation or electronic, wire, and oral surveillance; the U.S. person need only be mentioned
in the information to be disclosed. However, the U.S. person must be “ideutified.” That is, the
grand jury or electronic, wire, and oral interception information must discuss or refer to the U.S
person by name (or nickname or alias), rather than merely including potentially ideatifying
MMumMummmmmmm
assocmewﬁbapuﬂmhrpmon

_ Detanmwwm;myormmmdqﬂmm
Wentifies a U.S. person may not always be easy. Grand jury and electronic, wire, and oral

. interception information standing alone will usually not etablish unequivocally that an identified |

individual or entity is a U.S. person. In most instances, & will be neceesary to use the context and
circurnstances of the information pertaining to the individual in question to determine whether
the individual is 8 U.S. person. If the person is known to be located i the U.S., or if the location
i unknown, he or she shoisld be treated as a U.S. person unless the individual is identified as an
alien who has not been admitted for permanent residence or circunwtances give rise to the
reasonable belicf that the individual is not a U.S. person. Similarly; if the individual identified is
known or believed to be located outside the U.S., he or she should be treated as a non-U.S. |
person unless the individual is identified as 2 U.S. pulonord:mnwwagivemtosho .
rensomblebdicfthattbehdmdudtaUSpam :

Wmmmmmwmmduhedumm
zosﬂmﬁbemavedhthemwwbymwmhdwznuedtobeapomtof
conuuio:wcbhfonmtmt’orthaqgcy Grand jury and electronic, wire, and oral
interception information ideatifying U.S. persons is subject to section 2.3 of BO 12333 and the
procedures of cach intelligence agency implementing O 12333, each of which place important
timitations on the types of U.S. person information that may be retained and disseminated by the

- United States intelligence community. These provisions require that information identifying a

U.S. person be deleted from intelligence information except in mited circumstances. An:
intelligence agency that, pursuant to section 203, receives from the Department of Justice (or
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mmmwmww)ummmwmmmw
should handle such information in accordance with its own procedures

interception techniques
mplunaumgBOln”thamapphubkwnfmmeythmmmm

hM&&MhWWNWMW‘MM%MM
interception information subject (o use restrictions necessary to comply with notice and record
keeping requirements and as necessary to protect sensitive law enforcement sources and ongoing
_ criminal investigations. mmmmmummmm
necmarytommlabthedumdem

Mmmmmwumkmmm»dm
information sharing will not be unnecessarily impeded. Nevertheless, where warnanted by
exigent or unusual circumstances, the procedures may be modified in particular cases by -
memovandum of the Attomey General, Deputy Attomey General, or their desigriecs, with
notification to the Director of Central Intelligence or his designee. These procedures are not
- intended to and do not create any rights, privileges, or benefits, substantive or
mfomubkbymymywdwmmuw mammn

officers or employees, or any other person.

mmmmWMuMW
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INFORMATION MEMO
FOR: DEPUTY UNDER SECRETARY OF DEFENSE (CI&S) |
" THROUGH: DIRECTOR, COUNTERINTELLIGENCE, ODUSD (CI&S)

FROM: DAVID A. BURTT, II, DIRECTOR, CIFA

SUBJECT: CIFA Review of Military Department Interim TALON
Guidance ' '

e Inaccordance with the Deputy Secretary of Defense memorandum of
March 30, 2006, SUBJECT: Threats to the Department of Defense
- (DoD), CIFA was required to review the TALON reporting guidance
issued by each Department to implement the process established in
Enclosure (1) to the memorandum. CIFA is to_provide a status report
- on its review to the Deputy Under Secretary of Defense
~ (Counterintelligence and Security) by May 30, 2006.

o CIFA has reviewed the guidance issued by the “lead components,” .
attached, and finds that all lead components, Army, Navy and Air
- Force, have drafted instructions for their respective service which
comply with the above mentioned memorandum.

My point of contact i

' Attachments:
As stated

Prepared By: |
Integrated Threat Office, |

puty Director, Campaign Management and




'OFFICE OF THE UNDER SECRETARY OF DEFENSE
WMNG?ON. DC 20301-8000

’VIEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF

ASSISTANT TO THE SECRETARY OF DEFENSE
'FOR INTELLIGENCE OVERSIGHT

GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE

INSPECTOR GENERAL OF THE DBPARTMENT OF
DEFENSE

DIRECTORS OF THE DEFENSE AGENCIES

DIRECTORS OF m DOD FIELD ACTIVITIES

Subject: DoD Integrated Threat Reporting Workmg Group

As the DoD confronts the threats posed by intemnational and domestxc terror

groups, foreign intelligence services, and criminal activity, we must examine how
we integrate information across the Department and determine if our internal
information sharing policies are adequate to face the ever-changing threat
environment. The Deputy Secretary of Defense (DEPSECDEF) noted the
importance of sharing threat information in hxs memorandum of March 30, 2006,
“Threats to the Department of Defense (DoD)” and thereby dxrected that I convene
a working group to examme this critical area, ~ _

Pursuant to the DBPSECDEF’S guidance, I have directed the Acting Deputy
Under Secretary of Defense for Counterintelligence and Security to convene a
working group to examine the interim guidance published by the DEPSECDEF

-and make recommendations that might improve our policies and procedures for the

integration of threat information across the DoD intelligence, counterintelligence
(CD), law enforcement, force protection and security communities. The working
group should be guided by the need to provide commanders with the most current
and actionable information and intelligence possible while providing analysts the
ability to connect the dots which indicate a potential threat to the Department.
Equally important is ensuring that any proposed policies and procedures protect the

rights and civil liberties of our citizens. The working group’s findings and

recommendations will be reported to me by September 1, 2006.

[ request each organization listed in the attachment to this memorandum
identify a senior military or civilian (06/GS-15) to participate in the working

o
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group. Your representative should work closely with your organization’s CI, force
protection, security, intelligence and law enforcement elemenss-and be able to draw
upon those communities for their expertise, recommendanons and participation in
any sub working groups. The Working Group will have its initial meeting during
April 2006. . |

In order to have an effective and manageable working group, we must limit
the number of participating organizations. I recognize that the subject under
review will have a Department-wide impact and is of critical interest to all DoD
 Components. [ will share the working group’s recommendations with you for
comment before prov:dmg them to the Deputy Secretary and will keep you
informed of the group’s progress.

. For those organizations on the working group list, please identify your
Integrated Threat Reporting Working Group (ITRWG) representative, and provide
telephone and e-mail contact information for your ITRWG member to Mr. Michael
- Donnelly, OUSD(I) CI Directorate, (703) 697-7641 Ext-377; NIPR:
Michael.Donnelly@osd.mil. Mr. Donnelly will provide each participant with a
read-ahead package and provide a time, date and location for the ITIWG’s initial
meeting.

A Ch—
Stephen A. Cambone

Attachment:
As stated


mailto:Michael.Donnellv@osd.mil

TALON WORKING GROUP PARTICIPATING ORGANIZATIONS

Office of the Deputy Under Secretary of Defense (Counterintelligence and Security)
Office of the General Counsel |

Department of the ArmyA

Depanment of the Navy

Department of the Air Force

Joint Chiefs of Staff

United States Northern Command

Defense Intelligence Agency

. DoD Inspector General

DoD Counterintelligence Field Activity




OFFICE OF THE UNDER SECRETARY OF DEFENSE

5000 DEFENSE PENTAGON o
WASHINGTON, DC 20301-5000
INFO MEMO

INTELLIGENCE

FOR: USD(])
FROM: DUSD (CI&S)
SUBJECT: Integrated Threat Reporting Working Groﬁp

e The Integrated Threat Reporting Working Group ITRWG), mandated by the
DEPSECDEF via TAB A, held its first meetmg on April 26. A list of
participants is at TAB B.

o The next ITRWG meeting will be scheduled for the last week of May 2006.

#/2




DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
'ASSISTANT TO THE SECRETARY OF .
DEFENSE FOR INTELLIGENCE OVERSIGHT
GENERAL COUNSEL OF THE DEPARTMENT
OF DEFENSE | |
INSPECTOR GENERAL OF THE DEPARTMENT OF
" DEFENSE
. DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Threats to the Department of Defense (DoD)

The TALON Reporting System is an innovative initiative to document unfiltered
and non-validated potential threat information about suspicious activity linked to possible
international terrorist threats to DoD personnet and resources that might have otherwise
gone unreported. This information is reported by concerned citizens and Department .
personnel or obtained through information sharing with civilian law enforcement
‘agencxes The program has been productive. It has detected international terrorist
interest in specific military bases and has led to and supported counterterrorism
investigations.

The Department has completed the review and assessment of the TALON
Reporting System addressed in my memorandum of January 13, 2006, “Retention and
Use of Information for the TALON System.” This review confirmed that the TALON
Reporting System should be used only to report information regarding possible
international terrorist activity and concluded that all TALON reports should be retained
in accordance with DoDD 5240.1-R, “Activities of DoD lmelltgence Components That
Affect United States Persons,” dated December 1982.

To ensure the continued effectiveness of the TALON Reporting System, | am
directing all DoD components that use the TALON Reporting System to comply with the
procedures listed in Enclosure (1) and to ensure the information included in their TALON
reports meet the criteria for reporting described in Enclosure (1). ’ :

This Memorandum provides interim guidance. Given the importance of capturing
threat information in protecting the Department’s personnel, property and facilities, [ am
Directing the Under Secretary of Defense for Intelligence (USD(!)) to convene a working
group to examine the integration of threat information across the DoD intelligence,
counterintelligence, law enforcement, force protection and security communities. The
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USD(I) will report the findings of this workmg group to me by Sep 15, 2006. The
interim guidance contained in this memorandum will remain in effect until the above
described working group's findings are published and permanent TALON Reporting
System policy is promuigated.

By this memorandum I am also directing the Assistant to the Secretary of Defense
(Intelligence Oversight), on an annual basis, to review the TALON Reporting System and
to provide a report to the USD(I) with the status of the first review within 60 days. The
USD(I) and the DoD Counterintelligence Field Activity (CIFA) will work with the DoD
Inspector General on its ongoing audit of the TALON Reporting System.

The May 2, 2003, Deputy Secretary of Defense Memorandum, titled, “Collection,

Reporting and Analysis of Terrorist Threats to DoD Within the United States,” ‘

‘(Enclosure 2) required the identification of “lead components” within the Military .
Depeartments to distribute TALON reporting from their respective Departments. [ hereby
direct each lead component to provide to CIFA, by May 12, 2006, a copy of its guidance
to implement the process set forth in Enclosure (l). CIFA will review each Department’s
guidance to insure it conforms with the process in Enclosure (1) and will provide a status
report to the Deputy Under Secretary of Defense (Countenntcllxgence and Secunty) by
May 30, 2006.

Enclosures: .

I. TALON REPORTING SYSTEM PROCEDURES ‘
2. Deputy Secretary of Defense memo of May 2, 2003, Subject: “Collection,
. Reporting and Analys;s of Terrorist Threats to DoD Within the Umted

States” .




" Enclosure (1) to Deputy Secretary of Defense Memo:andum, “'I'hreats to the
Department of Defense’

s

TALON REPORTING SYSTEM PROCEDURES

o The guidance for the TALON Reporting System as provnded in Deputy Secretary of
- Defense Wolfowitz's memo of May 2, 2003, “Collection, Reporting and Analysis of
Terrorist Threats to thie Department of Defense (DoD) Within the United States,”

(Enclosure (2)) remains in force. This document updates and clarifies that guidance.

» The TALON Reporting System is the Department’s mechanism to gather, share,
compile, and retain unfiltered non-validated threat or susplclous activity information
possibly linked to international terrorist activities posing a potential threat to DoD

_ personnel and resources both domestically and abroad.

REPORTING TALON INFORMATION

A proposed TALON report must meet one of the following seven criteria (the criteria
remain substantially the same as in the DepSecDef memo of May 2, 2003)

1.

2.

e  An appropnate level aupcmsor in each DoD organization authorized to submit
TALON reports shall review each proposed report prior to submission to the
Counterintelligence Field Activity (CIFA) to ensure it meets one of the repomng

- criteria listed above and one of the following detailed criteria descriptions:

‘Bomb threats.

A Spccnﬁc or non-specific threats to DoD interests.

Suspected surveillance of DoD facilities or personnel.

Elicitation attempts, suspicious questioning, or other suspected mtelhgence
collect:on activities focused on DoD interests.

Tests of security.

Unusual repetitive activity.

Any other suspicious activity and incidents reasonably believed to be related to
international terrorist activity directed against DoD personnel, ptoperty, and
activities within the United States or abroad. .

1 - Enclosure 1



1. Specific or Non-Specific Threats: Specific threats are threats received by any
means, which contain a time, location or area for an attack against US forces,
facilities, or missions. Non-spectﬁc threats include, but are not limited to, any
event or incident, or series of events or incidents, which in and of themselves may

~ indicate the potential for a threat to US forces, facilities or mission, regardless of
whether the threat posed is deliberately targeted or collateral.

2. Surveillance: Any reported possible surveillance in which an attempt to record
information or to use unusual means to monitor activities is observed. Such
attempts may include use of cameras (either still or video), note taking, annotated .
maps or drawings, hand-drawn maps or diagrams, use of binoculars or other vision
enhancing devices, or any reports from host nation security forces of poss:ble
surveillance of US assets.

3. Elicitation: Any attempts to obtain sccurity-related or military~speciﬁc .
information by anyone who does not have the appropriate security clearance and
the need-to-know. Elicitation attempts may be made by mail, fax, telephone by
contputer, or in person.

4. Test of Security: Any attempts to measure security reaction times or strength; any
attempts to test or penetrate physical security barriers or procedures; any attempts
to acquire or duplicate uniforms, badges, or other security related documents.

S. Repetitive Activities: Any activities that meet one of the other TALON criteria
" and have occurred two or more times - the same activity by the same person
and/or vehicle, within a one month period.

6. Bomb Threats: Communication by means specifi cally threatemng to use a bomb
_ to attack US forces, facilities or musslons :

7. - Suspicious Activities/!ngident_s;: This category should only be used if the TALON
information does not meet any of the above criteria. Any activity/incident that
‘does not specifically fit into the aforementioned six categories yet is believed to
represent a potential threat should be reported under this category. Examples of

this include: an anomaly noticed resulting from the deployment of homeland
defense assets; theft of material that could be used to manufacture false
identification cards; thefis of military umforms which may be used to gain access
to military installation, etc.

If information meets the reporting criteria set forth above, the reporting organization
is deemed to hold a reasonable belief that there is a nexus between the information

el
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and “international terrorist activity,” and it may be forwarded to CIFA as a TALON
report for inclusion in the Comerstone database. A

Ifa TALON reporting entity determines that a TALON report is of interest to local
command authorities, law enforcement (DoD and/or non-DoD) or homeland defense
- entities, it may share the information in the report with those organizations via
established lines of communication. ,

CIFA will conduct a review of all TALON reports submitted to the Comerstone
database to confirm they meet the reporting criteria. CIFA shall immediately remove
from the database any report that does not meet the criteria. CIFA will notify the
submitter of the TALON report of the removal and verify the reporting entity also
purges the TALON report from its system.

Credible information about a'possible international terrorist threat sufficient to
warrant an-investigation must be referred to the proper mvcshgabve agency
immediately by the teportet and/or CIFA.

Information that is responsive to existent intelligence or counteumelllgence DoD
collection requirements must be reported in Intelligence Infmuon Reports and not
entered into the TALON Reporting System.

RETAINING TALON REPORTS

Only DoD intelligence and counterintelligence organizations may retain TALON
reports. DoDD 5240.1-R, “Activities of DoD Intelligence Components That Affect
United States Persons,” dated December 1982 governs the retention of US person
information in TALON reports. Identifying US person information in TALON
reports and in the Comerstone database may be retained indefinitely if there is a
reasonable belief the person is engaged in or about to engage in international terrorist
activities. If this reasonable belief cannot be established within 90 days from the time
the information is collected, the identifying US person information may not be '
retained by any intelligence or counterintelligence organization. CIFA will remove
the US person information from the Cornerstone database and notify the submitting
component of the removal. The submitting component must also remove the US
. person information from its system and advise CIFA of the removal within 5 days of
receiving the notification from CIFA. ‘

However, the US person information may be disseminated by CIFA to a law
enforcement entity prior to its removal from the Comerstone database if the
information is of interest to law enforcement and meets legal requirements for transfer :
of the information. Law enforcement organizations may request from CIFA, and ' : |
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CIFA may provide to them, any TALON reports held for which the law cnforcement
organization has a legltamate legal requirement.

ANALYSIS OF TALONS

~ Any organization that identifies possible international terrorist activity based upon
TALON Reporting System analysis will immediately notify the appropriate law
enforcement agencies, command authorities and CIFA.

Any organization that determines a previously submitted TALON repott is not linked
to possible international terrorist activity will immediately notify CIFA so that CIFA
can remove the report from the Comerstone Database. CIFA will notify TALON
Reporting System users of the reports that it deletes from the Cornerstone database,
based on its own analysis or that of any other organizations, and the users must notify
CIFA within § days of receiving the notification that they have also deleted the report
from their system(s). Within $ days of receiving a notification from CIFA, the
TALON reporting entity must also notify any command authorities, law enforcement
or homeland defense entity that received the information from the reporter that the
information is not linked to possible international terrorist activity.

ADMINISTRATIVE MATTERS

CIFAis rcsponslblc for the maintenance of the Comerstone database that is the
central DoD repository for TALON reports.

CIFA will continue to ensure only authorized personnel and organizations havé access
to the TALON Reporting System and Cornerstone database.

Although the TALON Reporting System is focused on DoD facilities, interests or
personnel, should non-specific information be received about suspicious activities
possibly linked to international terrorist actions against non-DoD personnel, activities
or facilities, that information should be provided to the appropriate local authorities.

4 - Enclosure 1



ITRWG PARTICIPAT]NG ORGANIZATIONS
Participants: primary and backup

Office of the Deputy Under Secretary of Defense (Counterintelligehce and Security): -

" Office of the General C:

Department of the Air Force:

Joint Chicfs of St

United States Northern Command:

Defense Intelligence A




OFFICE OF THE UNDER SECRE.TARY OF DEF! ENSE

5000 DEFENSE PENTAGON
WASHINGTON DC 20301-5000
= INFO MEMO
INTRELLIGENCE »
FOR: USD()

FROM: DUSD(CI&S)

SUBJECT: TALON Question; |

COORDINATION: None

Prepared by: s
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OFFICE OF THE UNDER SECRETARY OF DEFENSE

5000 DEFENSE PENTAGON
WASHINGTON, DC 20301-5000

—— '~ ACTION MEMO

FOR: USD (I)
FROM: DUSD (CI&S) B -

SUBJECT: DoD Integrated Threat Reporting Working Group (ITRWG) TALON
Findings ‘

¢ This memo provides DepSecDef with the findings of the ITRWG (TAB B),
convened to examine the integration of threat information across the DoD
intelligence, counterintelligence, law enforcement, force protection and
security communities, pursuant to the 30 March 2006, memo “Threats to the

‘Department of Defense (DoD)” (TAB C). - '

COORDINATION: See TAB E
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' UNDER SECRETARY OF DEFENSE

5000 DEFENSE PENTAGON
WASHINGTON, DC 20301-S000C

INTELLIGENCE | | ' » ’ ACTION MEMO

FOR: DEPUTY SECRETARY OF DEFENSE
FROM: UNDER SECRETARY OF DEFENSE (INTELLIGENCE)

SUBJECT: Integrated Threat Reporting Working Group (ITRWG) Recommendations

¢ This memo responds to your memorandur of March 30, 2006 (TAB C) wherein
you directed me to convene a working group to examine the integration of force

protection threat information across various DoD communities and provide the
results to you.

'COORDINATION: TAB E | o | -

Attachrhents: : |
As stated . _ . : '

Prepared bv:
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DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
' CHAIRMAN OF THE JOINT CHIEFS OF STAFF
ASSISTANT TO THE SECRETARY OF
DEFENSE FOR INTELLIGENCE OVERSIGHT

. GENERAL COUNSEL OF THE DEPARTMENT
OF DEFENSE

INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE | |

DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Reporting Threats to the Department of Defense
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' DEPUTY SECRETARY OF DEFENSE

1010 DEFENSE PENTAGON
WASHINGTON DC 20301-1010

\AEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
ASSISTANT TO THE SECRETARY OF .

DEFENSE FOR INTELLIGENCE OVERSIGHT
GENERAL COUNSEL OF THE DEPARTMENT

OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF

DEFENSE |
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: Threats to the Department of Defense (DoD)

The TALON Reporting System is an innovative initiative to document unfiltered
and non-validated potential threat information about suspicious activity linked to possible
international terrorist threats to DoD personnel and resources that might have otherwise
- gone unreported. This information is reported by concerned citizens and Department
personnel or obtained through information sharing with civilian law enforcement
'agencles The program has been productive. It has detected international terrorist

interest in specific military bases and has led to and supported countertcmnsm

investigations.

- The Department has completed the review and assessment of the TALON
Reporting System addressed in my memorandum of January 13, 2006, “Retention and
Use of Information for the TALON System.” This review confirmed that the TALON
Reporting System should be used only to report information regarding possible™

‘international tervorist activity and concluded that all TALON reports should be retained
in accordance with DoDD 5240.1-R, “Activities of DoD Intelligence Componcnts That
Affect United States Persons,” dated December 1982

To ensure the continued effectiveness of the TALON Reporting System, | am :
directing all DoD components that use the TALON Reporting System to comply with the
procedures listed in Enclosure (1) and to ensure the information in¢luded in their TAL.ON 'a
reports meet the criteria for reporting described in Fnclosure (1),

This Memorandum pros ides interim guidance. Given the importance of capturing
threat information in protccting the Department’s personnel, property and facilities, | am ' i
Directing the Under Secretary of Defense for Intelligence (LUSD(D)) to convene a working "
group to examine the integration of threat information across the DoD intelligence,
counterinteiligence, law enforcement, force protection and security communities. The

i



USD(I) will report the findings of this working group to me by Sep 15, 2006. The
interim guidance contained in this memorandum will remain in effect until the above
described workmg group’s findings are published and permanent TALON Repomng
System policy is promulgated.

By this mcmorandum I am also directing the Assistant to the Sécretary of Defense
(Intelligence Oversight), on an annual basis, to review the TALON Reporting System and
10 provide a report to the USD(I) with the status of the first review within 60 days. The
USD(!) and the DoD Counterinteliigence Field Activity (CIFA) will work with the DoD
Inspector General on its ongoing audit of the TALON Reporting System.

The May 2, 2003, Deputy Secretary of Defense Memorandum, titled, “Collection,
Reporting and Analysis of Terrorist Threats to DoD Within the United States,”
(Enclosure 2) required the identification of “lead components” within the Military

- Departments to distribute TALON reporting from their respective Departments. | hereby
. direct each lead component to provide to CIFA, by May 12, 2006, a copy of its guidance
to amplement the process set forth in Enclosure (1). CIFA will review each Department’s
guidance to insure it conforms with the process in Enclosure (1) and will provide a status
report to the Deputy Under Sectetary of Defense (Countenntellxgence and Security) by
May 30, 2006.
Enclosures
. TALON REPORTING SYSTEM PROCEDURES
‘ 2 Deputy Secretary of Defense memo of May 2, 2003, Subject: “Collccuon.

Reporting and Analysis of Terronst Thrcats to DoD Within the United
States”




Enclosure (1) to Deputy Secretary of Defénse Memorandum, “Threats to the
Department of Defense” ,

TALON REPORTING SYSTEM PROCEDURES

'The guidance for the TALON Reporting System as provnded in Deputy Secretary of

Defense Wolfowitz's memo of May 2, 2003, “Cellection, Reporting and Analysis of

Terrorist Threats to the Depanment of Defense (DoD) Within the United States,”
(Enclosure (2)) remains in force. This document updates and clarifies that guidance.

o The TALON Reporting System is the Department s mechanism to gather, share,
compile, and retain unfiltered non-validated threat or suspicious activity information
possibly linked to international tervorist activities posing a potential threat to DoD
personnel and resources both domestically and abroad.

REPORTING TALON INFORMATION

A proposed TALON report must meet one of the following seven criteria (the criteria
remain substantially the same as in the DepSecDef memo of May 2, 2003):

1.
2

Specific or non-specific threats to DoD interests.
Suspected surveillance of DoD facilities or pcrsonnel.

Elicitation attempts, suspicious questioning, or other suspected intelli gence
collection activities focused on DoD interests.

Tests of security.
Unusual repetitive activity.
Bomb threats.

Any other suspicious activity and incidents reasonably believed to be related to
interational terronst activity directed against DoD pcrsonml property. and
activities within the United States or abroad

An appropriate level supervisor in cach DoD organization authorized to submit

TALON reports shall review each proposed report prior to submission to the
Counterintelligence Field Activity (CIFA) to ensure it meets one of the reporting
criteria listed above and one of the following detailed criteria descriptions:

{ ' Enclosure |



. Specific or Non-Specific Threats; Speclﬁc threats are threats rcccwed by any
means, which contain a time, location or area for an attack against US forces,

facilities, or missions. Non-specnﬁc threats include, but are not limited to, any
event or incident, or series of events or incidents, which in and of themselves may
indicate the potential for a threat to US forces, facilities or mission, regardless of
whether the threat posed is deliberately targeted or collatcral

. Surveillance: Any réported possible surveillance in which an attempt to record
information or to use unusual means to monitor activities is observed. Such
attempts may include use of cameras (either still or video), note taking, annotated
maps or drawings, hand-drawn maps or diagrams, use of binoculars or other vision
enhancing devices, or any reports from host nation security forces of possible
surveallance of US assets.

. Elicitation: Any attempts to obtam secumy-related or military- spccaﬁc
information by anyone who does not have the appropriate security clearance and
the need-to-know. Elicitation attcmpts may be made by mail, fax, telephone, by -
computer, of in person.

. Test of Security: Any attempts to measure security reaction times or strength; any
attempts to test or penetrate physical security barriers or procedures; any attempts
to acquire or duplicate uniforms, badges, or other security related documents.

. Repetitive Activities: Any activities that meet one of the other TALON criteria
and have occurred two or more times - the same acnvxty by the same person
and/or vehicle, within a one month period.

. Bomb Threats: Communication by means specifically (hreatenmg to use & bomb
o attack US forces, facilities or missions.

. Suspicious Activities/Incidents: This category should only be used if the TALON
information does not meet any of the above criteria. Any activity/incident that
does not specifically fit into the aforementioned six categories yet is believed to
represent a potential threat should be reported under this category. Examples of
this include: an anomaly noticed resulting from the deployment of homeland:
defense assets: theft of matenal that could be used to manufacture false
identification cards; thefis of military uniforms which may be used to gain access
to military installation, etc.

If information meets the reporting criteria set forth above, the reporting organization

is deemed to hold a reasonable belicf that there is a nexus between the information

2 4 , Enclosure 1



and “international terrorist acthty," and it may be forwarded to CIFA as a TALON
report for inclusion in the Comerstone database.

if a TALON reporting entity determines that a TALON report is of interest to local
command authorities, law enforcement (DoD and/or non-DoD) or homeland defense
entities, it may share the information in the report with those orgamratlons via
established lines of communication.

C IFA will conduct a review of all TALON reports submitted to the Cornerstone
database to confirm they meet the reporting criteria. CIFA shall immediately remove
from the database any report that does not meet the criteria. CIFA will notify the
submitter of the TALON report of the removal and verify the reportmg cnuty also

. purges the TALON report from its system

Credible information about a possible international terrorist threét sufficient to
warrant an investigation must be referred to the proper investigative agency
immediately by the reporter and/or CIFA.

Information that is responsive to existent intelligencé or counterintelligencé DoD
collection requirements must be reported in Intelligence Information Reports and not
entered into the TALON Reporting System. .

RETAINING TALON REPORTS

Only DoD intelligence and counterintelligence organizations may retain TALON
reports. DoDD 5240.1-R, “Activities of DoD Intelligence Components That Affect
United States Persons,” dated December 1982 govemns the retention of US person
information in TALON reports. Identifying US person information in TALON

- reports and in the Comnerstone database may be retained mdefimtely ifthere isa -

- reasonable belief the person is engaged in or about to engage in international terrorist
activities. [f this reasonable belief cannot be established within 90 days from the time
the information is collected, the identifying US person information may not be
retained by any intelligence or counterintelligence organization. CIFA will remove
the US person information from the Comerstone database and notify the submitting
- component of the removal. The submitting component must also remove the US
~ person information from its system and advise CIFA of the removal within 5 days of
receiving the notification from CIFA. '

However. the LS person information may be disseminated by CIFA to a law
enforcement entity prior to its removal from the Cornerstone database if the
information is of intcrest to law enforcement and meets legal requirements for transfer
of the information. Law enforcement organizations may request from CIFA, and
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- CIFA may provnde to thcm, any TALON reports heid for which the law cnforccment
organization has a legitimate legal requircment.

ANALYSIS OF TALONS

Any organization that identifies possible international terrorist activity based upon
- TALON Reporting System analysis will immediately notify the appropriate law
enforcement agencies, command authorities and CIFA.

Any organization that determines a previously submitted TALON report is not linked
- to possible international terrorist activity will immediately notify CIFA so that CIFA
can remove the report from the Cornerstone Database. CIFA will notify TALON
Reporting System users of the reports that it deletes from the Comerstone database,
based on its own analysis or that of any other organizations, and the users must notify
CIFA within S days of receiving the notification that they have also deleted the report
from their system(s). Within 5 days of receiving a notification from CIFA, the
TALON reporting entity must also notify any command authorities, law enforcement
or homeland defense entity that received the information from the reporter that the
information is not linked to possible international terrorist activity.

ADM[NISTRATIVE MATTERS

CIFAis mspons;blc for the maintenance of the Cornerstone database that is the 1
central DoD repository for TALON reports. ;

CIFA will continue to ensure bnly authorized personnel and organizations have access
to the TALON Reporting System and Cornerstone database, .

Aithough the TALON Reporting System is focused on DoD facilities, interests or
personnel, should non-specific information be received about suspicious activities
possibly linked to international terrorist actions against non-DoD personnel, activities
or facilities, that information should be provided to the appropriate local authorities.
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UNDER SECRETARY OF DEFENSE

5000 DEFENSE PENTAGON
WASHINGTON, DC 20301-8000

AUG]82006

INTELLIGENCE

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
ASSISTANT TO THE SECRETARY OF DEFENSE

FOR INTELLIGENCE OVERSIGHT
GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE |
INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE |
DIRECTOR, ADMINSTRATION AND
MANAGEMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

Subject: DoD Integrated Threat Reporting Wo‘rking“ Group Recommendations

In my memorandum of April 07, 2006, “DoD Integrated Threat Reporting

* Working Group,” (ITRWG), I announced the formation of the ITRWG to examine
the interim guidance published by the Deputy Secretary in his memorandum of

. March 30, 2006, “Threats to the Department of Defense (DoD).” The working
group was charged with making recommendations that might improve our policies
and procedures for the integration of threat information across the DoD |
intelligence, counterintelligence, law enforcement, force protection, and security
communities: I promised to share the working group’s recommendations with you
for comment before providing them to the Deputy Secretary. '

Attached are the working group s recommendatxons The Deputy Secretary
has requested the working group’s finding be presented to him by September 15,
2006. Please prov1de any comments by September 6, 2006.

- Forward your comments or questions to Mr. Michael Donnelly, OUSD (I)
CI Directorate, (703) 697-7641 Ext: 377; NIPR: Michael. Donnelly@osd.mil.

Steph4f\ Cambone

G

Attachment;
As stated


mailto:Michael.Donnellv@osd.mil

'INTERGRATED THREAT REPORTING WORKING GROUP
~ RECOMMENDATIONS

. ‘All initial potential terrorist threat reporting, regardless of the
reporting agency, in DoD will be handled as “force protection”
information in accordance with DoDD 2000.12, “DoD Antiterrorism
(AT) Program,” August 18, 2003, and routed to a central force
protection threat database where it will be available to law
enforcement, force protection, and security personnel.

. The Deputy Secretary of Defense should direct the Joint Staff work
with USNORTHCOM through the Joint Capabilities Integration and
. Development System (JCIDS) process to establish a force protection
database which is a program of record and whose capablhtles can be
used DoD-wide.

COMMENT: USNORTHCOMs Joint Protection Enterprise Network
(JPEN) had been serving as the threat reporting database until it was
recently shut down due to a lack of funding. -

. The Counterintelligence Field Activity (CIFA), as the program
manager for the TALON Reporting System, will review the force
protection database and extract data potentially relating to ,
international terrorist activity for analysis. TALON reports, meetmg
established criteria for TALON reporting, will be created using data
extracted from the force protection database. The TALON/
Cornerstone database will continue to be maintained pursuant to DoD
5240.1-R, and those organizations with access to the TALON
Reporting System will continue to have access to these reports.

. The Deputy Secretary of Defense should désignate a single senior
official in the Office of the Secretary of Defense (OSD) to be
responsible for DoD force protection and DoD) law enforcement
policy.

COMMENTS: The Integrated Threat Reporting Working Group
(ITRWG) believes the absence of a single OSD lead for law
enforcement and force protection has hampered efforts to develop
integrated DoD force protection and law enforcement programs and to



effectively address issues 1mpactmg those communities within the -
Department.

o The intelligence, counterintelligence, and security communities
are well represented by OUSD (I). However, there is no single
entity to champion the other disciplines’ equities, seek funding
for a single force protection database, deconflict policy issues,

- ete. : ' ' :

o Law enforcement and force protectnon equmes are spread over
numerous OSD organizations.

o The DoD Inspector General, USD (Personnel &
Readiness), ASD (Homeland Defense), ASD (Networks
and Information Integration), ASD (Special Operations &
Low Intensity Conflict) and DUSD (Counterintelligence
& Security), etc., all have law enforcement and force
protection equities.

o The absence of a law enforcement and force protection
lead hampers coordination in numerous areas beyond the
information sharing equities being addréssed by the
ITRWG (biometrics, cyber, and legislative affairs for
example). The funding of JPEN, IIR tear line
considerations, and confusion between intelligence

-oversight vs Privacy Act issues were specific areas
identified during the ITRWG’s efforts.






| COORDINATION
DoD Integrated Threat Working Group (ITRWG) Recommendations to the
Deputy Secretary of Defense




- ITRWG PARTICIPATING ORGANIZATIONS
Participants: primary and backup

Office of the Deputy Under Secretary of Defense (Counterintelligence and Security):

Mr. Mike Donnelly, CI Directorate .
f Security Directorate

Office of ihe General Counsel:

UnitedStates Northem Command: -

~ Defense Intelligence Agency:

DoD

DoD Counterintelligence Field Activity:




DEPUTY SECRETARY OF DEFENSE
1010 DEFENSE PENTAGON
WASHINGTON, DC 20301-1010

OCT 1.2 2006

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARY OF DEFENSE FOR POLICY
UNDER SECRETARY OF DEFENSE FOR PERSONNEL

AND READINESS
UNDER SECRETARY OF DEFENSE FOR INTELLIGENCE
GENERAL COUNSEL OF THE DEPARTMENT OF
" DEFENSE
INSPECTOR GENERAL OF THB DEPARTMENT OF .
DEFENSE ‘
ASSISTANT TO THE SECRETARY OF DEFENSE FOR
INTELLIGENCE OVERSIGHT =
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: DoD Integrated Threat Reportmg Workmg Group

The Integrated Threat Reporting Workmg Group (ITRWG) oonvcned by the
Under Secretary of Defense for Intelligence (USDX(I)) pursuant to the memorandum of
March 30, 2006, “Threats to the Department of Defense (DoD)” has submitted its
recommendations.

Accordingly, the Assistant Secretary of Defense (Homeland Defense) (ASD(HD))
is designated as the senior OSD principal staff assistant (PSA) for force protection threat
- reporting. The ASD(HD) will develop Department-wide guidance for the documentation,
* storage and exchange of force protection threat information related to the protection of
DoD personnel, facilities, and forces in transit. The ASD(HD) will establish a DoD-wide
force protection threat information database and will provide a status update by
Degember 15, 2006. Until the database is operational and guidance is published, DoD
components will use current threat information reporting procedures.

- The ITRWG recommends a PSA lead for law enforcement policy. Law
enforcement investigative policy will remain under the cognizance of the DoD Inspector
General. The USD(T} will convene a workmg group comprised of the Department’s

' organizations with law enforcement equities. The USIXI) will prov;de a status on this
~ initiative by December 15, 2006.

§717-08
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Attached are several modifications to the interim TALON Reporting System -
policy of March 30, 2006. The modifications were based upon recommendations by the
Acting Assistant to the Secretary of Defense (Intelligence Oversight) and have been
implemented where feasible. The USD(I) will incorporate the remaining
recommendations once the force protection threat information database has been fully
populated and is operational. ‘

Attachment: : '
Updated TALON Reporting System Procgdures



UPDATED TALON REPORTING SYSTEM
 PROCEDURES

¢ The Acting Assistant to the Secretary of Defense (Intelligence Oversight) -
(ATSD(10)) conducted a review of the DoD TALON Reporting System and made
several recommendations which will be adopted. These findings modify existing
interim TALON Reporting System policy as set forth in the Deputy Secretary of
Defense memorandum of March 30, 2006, "Threats to the Department of
Defense (DoD)." That interim policy, with the below described modifications,
will remain in effect until the Assistant Secretary of Defense (Homeland Defense)
develops and implements Department-wide procedures for the documentation, -
storage and exchange of force protectlon t.hteat information. ‘

® Intenm TALON Reporting Policy is modlﬁed as follows

‘The CIFA will work with the Assistant Secretary of Defense

The TALON Reporting System's policies apply worldwide, not
simply wuhm the United States _

Permanent TALON Reportmg System Pohcy, when issued, will
explicitly supersede all previous TALON policy.. _

 The Counter Intelligence Field Activity (CIFA) is designated as the
Executive Agent for the TALON Reporting System.

(Homeland Defense) as force protection threat reporting guidance is
developed to ensure the force protection data is submitted in a common
electronically searchable format which CIFA can use to produce
TALONS. ’

Develop protocols‘ between CIFA and the Executive Agent for the
proposed DoD-wide force protection database that allow intelligence
analysts to view all force protection information held in the database.

Insure the next generation of TALON database software contains

-intelligence oversight (I0) tools required to strengthen system

safeguards.

Through data analysis CIFA should validate the need for modification to

- the "90 day" retention rule found in DoD 10 policy.



¢ The permanent TALON Reporting System policy, written to complement the
. process that will be developed by ASD(HD), will clarify CIFA's authorities
to direct maintenance of TALON Reporting databases regarding IO issues.



Enclosure

THE JOINT STAFF
WASHINGTON, DC

Reply ZIP Code: o | DJSM 0868-06

20318-0300 - : 13 September 2006

MEMORANDUM FOR THE UNDER SECRETARY OF DEFENSE FOR
INTELLIGENCE

Subject: DOD Integi‘ated‘ Threat Reporting Working Group’s Recommendations

1. Thank you for the opportunity to review the subject recominendatmns 1 We

concur in the overall effort and results of the working group. To enhance
understanding across the commumtles, we are prov1d1ng clarifying wordmg for

- recommendations 1 and 3 in the enclosed matrix.

Joint Sta.ff point of contact i

Ry Nves

SCOTT S. CUSTER
Major General, USAF
Vice Director Joint Staff

Reference:

1 USD(I) memorandum, 18 August 2006 “DoD Integrated Threat
Reporting Working Group Recommendations”
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