U.S. Department of Justice

Office of Legislative Affairs

Office of the Assistant Attorney General Washington, DC

September 3, 2009

The Honorable Patrick J. Leahy The Honorable Dianne Feinstein

Chairman Chairman

Committee on the Judiciary Select Committee on Intelligence

United States Senate United States Senate

Washington, D.C. 20510 Washington, D.C. 20510

The Honorable John Conyers, Jr. The Honorable Silvestre Reyes

Chairman Chairman

Committee on the Judiciary Permanent Select Committee on Intelligence
U.S. House of Representatives U.S. House of Representatives

Washington, D.C. 20515 Washington, D.C. 20515

Dear Madam and Messrs. Chairmen:

To keep your committees fully informed of matters pertaining to your oversight
responsibilities pursuant to the Foreign Intelligence Surveillance Act of 1978, as amended
(“FISA”), 50 U.S.C. 1801, et. seq., we are submitting herewith several documents for your
information. The content of these documents were described, in pertinent part, in briefings
provided to the House and Senate Intelligence and Judiciary Committees in March, April, and
August 2009. The enclosed documents contain redactions necessary to protect the national
security of the United States, including the protection of sensitive sources and methods.

The enclosed documents are highly classified. Accordingly, while four copies are being
provided for review by Members and appropriately-cleared staff from each of the four
Committees, the copy for the Senate Committee on the Judiciary is being delivered to the Senate
Select Committee on Intelligence for appropriate storage. The House Committee on the
Judiciary’s documents will be delivered to the House Security Office for appropriate storage.
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The Honorable Patrick J. Leahy

The Honorable Dianne Feinstein

The Honorable John Conyers, Jr.

The Honorable Silvestre Reyes

Page Two R

We hope that this information is helpful. Please do not hesitate to contact this office if
you would like additional assistance regarding this or any other matter.

Sincerely,

Ronald Weich
Assistant Attorney General

Enclosures

cc: The Honorable Jeff Sessions
Ranking Minority Member
Senate Committee on the Judiciary

The Honorable Christopher S. Bond
Vice Chairman
Senate Select Committee on Intelligence

The Honorable Lamar S. Smith
Ranking Minority Member
House Committee on the Judiciary

The Honorable Peter Hoekstra
Ranking Minority Member
House Permanent Select Committee on Intelligence

The Honorable John D. Bates
Presiding Judge
United States Foreign Intelligence Surveillance Court
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All redacted information exempt under (b)(1) and (b)(3) except as otherwise noted.

UNITED STATES o

FOREIGN INTELLIGENCE SURVEILLANCE COURT « 7 #07 {7 &

WASHINGTON, DC .

IN RE APPLICATION OF THE FEDERAL
BUREAU OF INVESTIGATION FOR AN
ORDER REQUIRING THE PRODUCTION

Dockst Number: BR 09-09

REPORT OF THE UNITED STATES (U)

The United States of America, by and through the undersigned Department of Justice
attorneys, respectfully submits this report and supporting documents in response to the Court’s
Primary Order dated July 9, 2000, and similar predecessor Orders. (TSHSHANS—

The National Security Agency (NSA) has completed an end-to-end review of its handling
of call detail records produced pursuant to the Orders. The review began earlier this year after

the discovery that NSA had not handled the records in the manner authorized by the Court, and it

m:)ands Kris. Assis /

A omey. Gepsre NSD. DOJ
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has identified several serious instances of non-compliance. Although NSA successfully
implemented many of the Orders’ requirements, in several instances it treated records collected
pursuant to the Orders in the manner it treats information collected under other NSA collections,
without the hecessary regard for the unique nature and requirements of this Court-ordered
collection. SHANT

INSA has since remedied these instances of non-compliance, primarily through a series of
technological fixes and improved training. It has implemented the new oversight procedures set
forth in the Orders and self-imposed by NSA, and proposes to implement additional procedure
in the event that the Court authorizes NSA to query the records using telephone identiﬁ»ars that
NSA has determined meet the reasonable, articulable suspicion standard. This report, the
supporting declarations of the Directors of NSA (Exhibits A and B) and Federal Bureau of
Investigation (FBI) (Exhibit C), and the attached NSA report (Exhibit D) (the “End-to-End
Report™) aim to provide the Court with assurance that NSA has addressed and cormrected the
instances of non-compliance and is taking the additional steps described herein to mom'to‘r and

N

ensure compliance with the Court’s Orders going forward. The documents describe the results of
NSA’s end-to-end review, the remedies for instances of non-compliance, the testing of
technological remedies, and additional procedures employed and proposed to be employed.
They also explain how valuable the collection and analysis of the records is to the national
security. Based on these findings and actions, the Government aﬂticipétes that it \#ill request in
the Application seeking renewal of docket number BR 09-09 authority that NSA, including
certain NSA analysts who obtain appropriate approval, be permitted to resume non-automated

querying of the call detail records using selectors approved by NSA. [TSHASHNE)
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L BACKGROUND (U)

In dockst number BR 06-05 and sach subsequent authorization, iﬁcluding docket number
BR 09-09, the Government sought, and the Court authorized NSA, pursuant to the Foreign
Intelligence Surveillance Act’s (FISA) tangible things provision, 50 U.S.C. § 1861 gt seg., to
collect in bulk and on an ongoing basis certain call detail records or “telephony metadata.”’ The
Government will refer herein to call detail records collected pursuant to the Court’s

authorizations in this matter as “BR metadata.” NSA analyzes the BR metadata, using contact

chaining —to find and identify known and unknown members or agents

of TSHSHANE

The Orders direct the Government to treat the BR metadata in accordance with
minimization procedures adopted by the Attorney General. Among these minimization
procedures in docket number BR 06-05 was the following:

Anvy search or analysis of the data archive shall occur onlv afier a particular
known telephone number has been associated with

More specifically, access to the archived data shall
occur only when NSA has identified a2 known telephone number for which,
based on the factual and practical considerations of everyday life on which
reasonable and prudent persons act, there are facts giving rise to a

' “Call detail records,” or “telephony metadata,” include comprehensive communications routing
information, including but not limited to session identifying information (2.g., originating and terminating
telephone number, International Mobile Subscriber Identity (IMSI) numbers, International Mobile station
Equipment Identity {IMEI) numbers, etc.), trunk identifier, telephone calling card numbers, and time and
duration of call. A “trunk™ is a communication line between two switching systems. Newton's Telecom
Dictionary 951 (24th ed. 2008). Metadata does not include the substantive content of any communication,
as defined by 18 U.S.C. § 2510(8), or the name, address, or financial information of a subscriber or

custormer. (TS
? The Primary Order in docket number BR 06-05 authorized NSA to query the BR metadata using
telephone identifiers associated with - Later authorizations exvanded the teleohone identifiers
that NSA could use for quenes to those associated with see docket
number BR 06-05 (motion to amend granted in August 2006), and, later, th
, see docket number BR 07-10 (motion to amend granted 1n June 2007).
The Court’s authonzation in docket number BR 09-09 approved guerying related t

Pomary Order, docket number BR 09-09, at 5-7, FFSHSHAE—
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reasonable, articulable suspicion that the telephone number is associated
with provided, however, that
a telephone number believed to be used by a U.S. person shall not be
regarded as associated with
solely on the basis of activities that are protected by the First Amendment to
the Constitution.

Order, docket number BR 06-03, at 5 (emphasis added). For purposes of querying the BR
metadata, all subsequent Orders in this matter required the Government to comply with the same
standard of reasonable, articulable suspicion.3 See. e.g,, Primary Order, docket number BR 09-
09, at 5-7. As authorized by the Orders in dockét numbers BR 06-05 through BR 08-13, NSA
determined which telephone identifiers met the RAS standard and, therefore, could be used to
juery the BR metadata. In addition, the Orders contained minimization procedures that
governed other aspects of the use, retention, and dissemination of BR metadata. TTSHSHANE)

Beginning in mid-January 2009, the Government notified the Court of insiances of non-
compliance with the Court-ordered minimization procedures in this matter. The first written
notice, filed on January 15, 2009, reported that, through an automated “alert list” process, NSA
had conducted automated queries of the BR metadata using non-RAS-approved telephone
identifiers. NSA shut down this automated alert list process entirely on January 24, 2009, and
the process remains shut down, TTSHSHAEL

By Order dated January 28, 2009, the Cowt ordered the Government to file 2 written
brief concemning the alert list process. In response to this Order, the Director of NSA ordered
that NSA complete an end-to-end system engineering and process review of its handling of the
BR metadata. On February 26, 2009, after it filed its brief, the Government provided written

notice to the Court of additional nen-compliance incidents. These incidents were identified as a

3 CT 3 " . . . . 1 247 " Y o .

* In this memorandum the Government will refer to this standard as the “RAS standard™ and telephone
1 B + ,5'..15 o) . o] s _ i

identifiers that satisfy the standard as “RAS-approved.” TS
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result of the end-to-end review and, like the alert list process, also concermed gueries of the BR
metadata using telephone identifiers that were not RAS-approved at the time of the queries.

On March 2, 2009, the Court issued an Order that required NSA to seek Court approval to
query the BR metadata on a case-by-case basis, except where necessary to protect against an
imminent threat to human life. The Court further ordered that:

Upon completion of the government’s end-to-end system engineering and
process reviews, the government shall file a report with the Court, that shall,
at a minimum, includs:

a. an affidavit by the Director of the FBI, and affidavits by any other
official responsible for national security that the government deems
appropriate, describing the value of the BR metadata to the national
security of the United States and certifying that the tangible things
sought are relevant to an authorized investigation (other than a threat
assessment) to obtain foreign intelligence information not concerning a
U.S. person or to protect against intemational terrorism or clandestine
intelligence activities, and that such investigation of a U.S. person is
not conducted solely on the basis of activities protected by the First
Amendiment;

b. a description of the results of the NSA’s end-to-end system
engineering and process reviews, including any additional instances of
non-compliance identified therefrom;

c. a full discussion of the steps taken to remedy any additional non-
compliance as well as the incidents described herein, and an affidavit
attesting that any technological remedies have been tested and
demonstrated to be successfiil; and

d. the minimization and oversight procedures the govermment proposes
to employ should the Court decide to authorize the government’s

resumption of regular access to the BR metadata.

The Cowrt’s Primary Crders in docket numbers BR 09-01, BR 09-06, and BR 09-09 contain

these same reporting requirements. (1S/7SFANE)
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Subsequent Orders have required that the Government’s report include additional
information regarding certain instances of non-compliance and/or other matters. These further
reporting requirements are summarized in the Primary Order in docket number BR 09-00:

e a full explanation of why the government has permitted dissemination outside
NSA of U.S. persen information in violation of the Court’s Orders in this matter;

¢ a full explanation of the extent to which NSA has acmred call detail records of
foreign-to-foreign communications from : , | pursuant to
orders of the FISC, and whether the NSA’s storacre handhng, and dissemination
of information in those records, or derived therefrom, complied with the Court’s
orders; and

e either (i) a certification that any overproduced information, as described in
footnote 11 of the government’s application [i.e., credit card information], has
been destroyed, and that any such information acquired pursuant to this Order is
being destroyed upon recognition; or (i1) a full explanation as to why it is not
possible or otherwise feasible to destroy such information.

1L VALUE TO THE NATIONAL SECURITY (U)

Analysis of the BR metadata addresses a critical, threshold issue for the Government’s
efforts to detect and prevent terrorist acts affecting the national security of the United States:
identifying the terrornists and their associates. Ex. B at 4-3, 15; Ex. C at 4, 19. The_
analysis of the BR metadata — contact chaim'n_—— share this purpose.

Contact chaining analysis identifies which telephone identifiers have been in contact with a

telephone identifier reasonably suspected to be associated with a terrorist. Ex. B at 5-7, -

Because the BR metadata is a collection of historical telephony metadata, NS A analysts

are able to look back in time to identify not only recent contacts and patterns, but those in the
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past. Id. at 6. By the time the Government associates a telephone identifier with a terrorist, the
terrorist who was using it may have moved on to a new one. The historical nature of the BR
metadata, however, allows for the identification of past contacts .- It, therefore,
increases the likelihood of identifying previously unknown associates and telephone identifiers.
Id. at 6. [TSHSHAE)

The BR metadata provides information on the activities of terrorists and their associates
that is not available from other sources of telephony metadata. Collectiéns pursuant to Title I of
FISA, for example, do not provide NSA with information sufficient to perform multi-tiered
contact chaining _ Id. at 8. NSA’s signals intelligence (SIGINT) collection,
because it focuses strictly on the foreign end of communications, provides only limited
information to identify possible terrorist connections emanating from within the United States.
Id. For telephone calls, signaling information includes the number being called (which is
necessary to complete the call) and often does not include the number from which the call is
made. Id. at 8-9. Calls originating inside the United States and collected overseas, therefore,
often do not identify the caller’s telephone number. Id. Without this information, NSA analysts
cannot identify U.S. telephone numbers or, more generally, even determine that calls originated
inside the United States. [d. (TSHSUINE)

The BR metadata heips fill these foreign intelligence gaps. Unlike information NSA
acquires during its traditional SIGINT opera-tibns outside the United States, the BR metadata
identifies the telephone identifiers of the person placing a telephone call from within the United
States. Id. at 9. It also identifies the U.S. telephone identifiers of persons receiving a call from a

Toreign terrorist. NSA thus is able to provide the FBI with information about contacts between a
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TOP SECRETHCOMINTNGRORN

U.S. telephone identifier and a foreign terrorist, thersby alerting it to possible terrorist-related
activity within the United States. Id. at 9-IO.MML

According to NSA, not having this information can have grave consequences. As an
llustration, prior to the September 11, 2001, attacks, NSA intercepted and transcribed seven calls
made by hijacker Khalid al-Mihdhar, then living in San Diego, California, to a telephone
1dentifier associated with an al Qaeda safe house in Yemen. Id. NSA intercepted these calls
through its overseas SIGINT collection and, as noted above for telephone calls originating within
the United States, the calling party identifier was not included in the signaling information. Id.
Because they lacked the U.S. telephone identifier and had nothing in the content of the calls to
suggest that al-Mihdhar was 1nside the United States, NSA analysts mistakenly concluded that al-
Mihdhar remained overseas when, in fact, he was in San Diego. Id. The BR metadata, by
conirast, would have included the missing information and might have permitted NSA analysts to
place al-Mihdhar within the United States prior to the aitacks and tip that inforrnation to the
FBL' [d. (TS/SUQE)

NSA acts on and otherwise makes use of the results of its BR metadata queries. Id. at 3.
Where approp;ﬁate, it provides those results to other U.S. Government and foreign government
agencies. From May 2006 (when the Court issued the first Orders in this matter) through May
2009, NSA disseminated 277 reports containing approximately 2,900 telephone identifiers that
NSA had identified through its analysis of the BR metadata. Id, at 12. {TS/SHNE)

The tips or leads the FBI receives are among the most important because they can act as

an early waming of possible domestic terrorist activity. Ex. C at 6-7. As noted above, the BR

“ The 9/11 Commission Report alluded to the failure to share information regarding a facility associated
with an al Qaeda safehouse in Yemen and contact with one of the 9/11 hijackers (al Mihdhar) in San
Diego, California, as an important reason the Intelligence Community did not detect al Qaeda’s planning
for the 9/11 attack. See “The 9/11 Commission Report,” at 269-272. (U)
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metadata is unique in that it can provide more complete information about domestic telephone
identifiers in contact with terrorist associates. The earlier FBI obtains infqrmati-on about &
threat—in this case, information about a domestic contact—the more likely it will be able to
protect against the threat. 1d. at 6. Without BR metadata tips, the FBI might never learn about
domestic contacts; with these tips, it leamns about them promptly. 1d. W

" The FBI has opened pradicated international terrorism investigations based, at least in
part, on BR metadata tips, including twenty-seven full investigations between May 2006 and the
end of 2008. Id. at 7-9. In those cases, BR metadata provided predication for opening the
investigation.” Id. at 7. Examples are set forth in the accompanying Declaration of the FBI
Director. 1d. at 3-19. In other cases, BR metadata provided addifional information regarding an
existing investigation and advanced that investigation. Id. at 5-6. In any such case, the BR

metadata was a valuable source of foreign intelligence for the FBI, assisting it in uncovenng the
operations o [ - i~
thwarting terrorist activities targeting the United States, its citizens, and its interests abroad.® Id.
at 19, TTSHSHAE
1II. RESULTS OF THE END-TO-END REVIEW (U)

The results of the NSA’s end-to-end review are discussed iin detail in the Director of
NSA’s Declaration (Exhibit A) and the End-to-End Report (Exhibit D). Generally, the end-to-
end review focused on two major components of implementation of the BR FISA Orders—

system-level technical engineering and execution within the analytical framework. The end-to-

In these twenty-seven full investigations opened based on BR metadata tips, the FBI has issued forry-six
intzlligence information reports to U.S. goverament agencies and thirty-one intelligence information
reports to foreign government partners. Ex. Cat 9. {ES&4SHAT—

6 a1 b : s 5 o 5

Based on the value of the BR meatadata, the FBI Director has certified that the BR metadata is relevant to
authorized investigations (other than threat assessments) to obtain foreign intelligence information te
protect against international terrorism. Sse Ex. C at 19, (FSASLUNE)

ND 23] - TN

8
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end review revealed that there was no single cause of the identified instances of non-compliance
and that there were 2 number of successful oversight, management, and technology processes
that operated appropriately. Nonetheless, the end-to-end review uncovered additional instances
of non-compliance, all of which were brought to the Cowrt’s attention shortly after their
discovery during the end-to-end review.” The NSA concluded that these instances of non-
compliance stemmed from or were exacerbated by a primary focus on analyst use of the data, the
complexity of the overall BR FISA system, and a lack of shared understanding among the key
stakeholders as to the full scope of the BR FISA system and the implementation of the BR FISA
Orders. Each specific instance of non-compliance identified as part of the end-to-end review is
briefly discussed below. The remedies for the instances of non-compliance are discussed in the

following section (TS#SHANE)

A. Domestic Identifiers Designated as RAS-Approved Without Review by NS/—&
OGC =)

The end-to-end review revealed that historically a significant number of domestic
identifiers were added to the Station Table as RAS-approved without first undergoing the
required review by NSA OGC. This happened in two distinet ways. First, identifiers reported to
the Intelligence Community as having a connection with one of the Court-approved terrcﬁist
organizations before and after the BR FISA Orders were, until December 15, 2008, added io the

Station Table as RAS-approved without NSA OGC review.t Second, NSA discovered that

" As a result of the end-to-end review, NSA also discovered several areas that presanted a potential for
non-compliance or a vulnerability in management and/or oversight controls. While these areas wers not
deemed compliance matters and therefore are not discussed in detail herein, the issues and the steps NSA
has taken to address them are discussed in the End-to-End Report in sections ILB.1, I1.B.4, and I1.B 5.
—+5-
¥ This matier was identified as a potential instance of non-compliance on page 4 of Exhibit C to the
Application in docket number BR (9-01 filed on March 4, 2009, and is discussed in section of ILA 4 of
the End-to-End Report and on page 12 of Exhibit A. TS
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historically errors were made when implementing the BR FISA Orders and consequently some

domestic identifiers were initially RAS-approved without the required review by NSA 0GC?

QT I hY
\la/’/ouun)

B. Data Integrity Analysts’ Identification and Use of Non-User Specific Identifiers
—&5

NSA discovered during the end-to-end revisw that Data Integrity Analysts were, as part
of their authorized access to the BR metadata, identifying identifiers not associated with specific
wsers A - <51

those identifiers with analysts through out the NSA not authorized to access the BR metadata. '

L0 f QT Th TN

L ST SUTINTDT)

C. Use of Non-RAS-Approved Correlated Identifiers to Query the BR Metadata

(TSHSTHNE-

The end-to-end review revealed that management practices and NSA tools permitied
analysts to query the BR metadata using a non-RAS-approved identifier if that identifier was
correlated to a RAS-approved identifier. " [ A
s ] —— . E—

historically NSA tools permitted queries of non-RAS-approved identifiers based ot

Q- . .. . . . . - - - .
" This matter was the subject of a preliminary notice of compliance incident filed on June 29, 2009, and is
discussed in section of IL.B.7 of the End-te-End Report and on pages 12-13 of Exhibit A. \(“59\

i0 g - - . ~ I . R L . .
" This matier was the subject of a preliminary notice of compliance incident filed on May 8, 2009, and is
discussed in section of I1.B.2 of the End-to-End Report and on pages 18-20 of Exhibit A, 183

} e ) . . . L '
" This matter was the subject of a preliminary notice of compliance incident filed on June 15, 2009, and
is discussed in section of IL.B.3 of the End-to-End Reportt and on pages 13-15 of Exhibit A. X8

— _— . . =

11
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D. Improper Dissemination of the Results of BR FISA Queries [TS/7SPANE—

As a result of the end-to-end review, it was revealed that NSA’s historic, general practice
as to the dissemination of U.S. person identifying information derived from BR FISA
information was to apply United States Signals Intelligence Directive 18 (USSID 18) and not the
more restrictive dissemination provisions of the Court’s Orders.'” In addition, NSA also
uncoverad two specific instances of non-compliance conceming the dissemination of BR FISA
query results. First, NSA discovered that unminimized query results were available to Central
Intelligence Agency (CIA), FBI, and National'Countertemorism Center (NCTC) analysts via an
NSA database.”” Second, NSA discovered that on one occasion unminimized U.S. person
identifying information was improperly ||| G
N s -sLAE—

E. I < <5 ——

— is the software tool interface used by analysts to manually

query the BR metadata chain summaries. In connection with the end-to-end review, NSA

developed a new version o_ - that limits the number of hops permitted

2 This practice was the subject of a preliminary notice of potential compliance incident filed on June 26,
2009, and specifically mentionad in the Cowt’s Primary Order in docket numbsar BR 09-09. This practice
is mentioned in section IL.B.9 of the End-to-End Report and discussed more fully on pages 36-38 of
Exhibit A XS

" This matter was the subject of a preliminary notice of compliance incident filed on June 16, 2009, and
is discussed in section of IL.B.8 of the End-to-End Report. A fuller explanation of this practice is set forth
at pages 259-36 of Exhibit A, S—

~

16 . . K . ~ . . n . : - . 3
This matter was the subject of a preliminary notice of compliance incident filed on June 29, 2009, and
is discussed in section of I1.B.9 of the End-to-End Report. £S5~

TOP SECH ?T”CG}ETKT?/IT‘;GFURI‘HY

o = YELLX
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from a RAS-approved telephone identifier to three, in accordance with the Court’s Orders.
1, despite the hop

During testing of the beta version o!, NSA determined that,
restriction, a feature callec— could be invoked to
provide an analyst with the number of unigue contacts for a third-hop identifier, a type of

information that would otherwise only be revealed by a fourth hop.'® Prior versions OE
also included th_ feature. (TS/7STANR—

STEPS TAKEN TO REMEDY INSTANCES OF NON-COMPLIANCE (U)

Iv.
In addition to those instances of non-compliance noted above, Exhibit A and the End-to-

End Report address three instances of noncompliance noted in the Court’s March 2 Order—the

Telephony Activity Detection Process,l_17 and certain inappropriate queries by NSA

analysts.'® All of these instances of non-compliance have bsen remedied, and the NSA Director

has attested as to the testing and functionality of the technological remedies employed by NSA.
Ex. A. at 28. For purposes of discussing the remedies implemented by NSA it 1s helpiul to
divide the instances of noncompliance into two broad categories: (1) unauthonzed gueres via

. . R R - 19
automated processes and tools; and (2) operator errors within the BR FISA analytic framework.

(TSLSTUNEY

* This matter was the subject of a preliminary notice of compliance incident filed on August 4, 2009, and

is discussed on pages 15-17 of Exhibit A, TS\
' This issue is discussed in section of ILA.1 of the End-to-End Report and on pages 5-7 of Exhibit A. S\

, 0
"7 This issue is discussed in section of IL.A.2 of the End-to-End Report and on pages 7-9 of Exhibit A. ?Sé\

" This issue is discussed in section of ILA.3 of the End-to-End Report and on page 9 of Exhibit A. (S~

19 3 LI PR I TE o i : - 3 - 1 N
The NSA’s identification and use of non-user specific identifiers is not addressed below, as that
formerly non-compliant practice was specifically authorized by the Court in docket number BR 09-09.

See Primary Order, docket number BR 09-09, at 12. {55
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x

A. Unauthorized Queries Via Automated Processes and Tools (U/TOT6—

NSA has remedied the Telephony Activity Detection Process an- incidents by
climinating their ability to access the BR metadata. Ex. A. at 6-8. Specifically, NSA shut down
the flow of incoming BR metadata into the Telephony Activity Detection Process on January 24,
2009, Id. at 6. Accordingly, the Telephony Activity Detection Process could no longer query the
incoming BR metadata with the non-RAS-approved identifiers on the alert list. On February 20,
2009, NSA prevented the Telephony Activity Detection Process, ! or any other
automated processes and tools from accessing the BR metadata in it!database by
removing all previously used Public Key Structure (PKI) system-level certificates that gave
processes and tools access to the BR metadata,”® 1d. at 8-9. By removing these PKI system-level
certificates NSA revoked all automated processes and tools’ access to the BR metadata in
I :oc. therefore, rendered the automated query processes and tools inoperable. Id.
The end-to-end review concluded that apart from the Telephony Activity Detection Process’s
querying of incoming BR metadata, no other automated processes and tools queried BR metadata
outside 0! Accordingly, the removal of the PKI system-level certificates ensures
that no automated processes or tools are now permifted to query the BR metadata, {FSHsHAE—

The Emphatic Access Restriction (EAR), discussed below, provides further protection
against automated processes and tools from querying the BR metadata inappropriately.
Specifically, even i! ot some other too] were permitted to access the BR metadata,
EAR would prevent it from doing so with anything but a RAS-approved identifier. EAR will
conilnue to serve this function even if the Court grants NSA's request to resume guerying based

antal e

on its own RAS-approval authority. See id, at 28-29. + Figpas:

20 = o . L P . st CTIN R o o : L L1
A PKI system-level certificate is essentially a “ticket” used by the sysiem to recognize and authenticate
that the autornated capability has the authority to access the database. See Ex. A at 8. TSHSHAY—
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B. Operator Errors with the BR FISA Analytic Framework [T5%

Several instances of non-compliance resulted from analysts’ actions that were
inconsistent with the Court’s Orders rather than the functioning of a specific technological
process or tool. Although some humasn error is inevitable in any activity, NSA has addressed
sach of the 1dentifled areas prone to human error with a combination of improved oversight and
training, regular reports to the Court, and technological remedies. (TS)-

1. Queries with Non-RAS-Approved Identifiers TS

As noted in the Court’s March 2 Order and uncovered during the end-to-end review,
analysts used non-RAS-approved identifiers to query the BR metadata. See II.C. supra; Ex. D
at IL.A.3. NSA eliminated the potential for this type of analyst error from being repeated by
implementation of the EAR on February 20, 2009. See Ex. A at 9, 15. {TS/SHAE—

The EAR is a software restrictive measure that prohibits queries to the BR metadata in
! using non-RAS-approved seeds. Before 2 given query to the BR metadata is
exzcuted, the EAR in effect checks the RAS status of the seed for the query against the Station
Table. Ifthe seed for a given query is RAS-approved, the EAR permits the query to be run. If
the seed for a given query is not RAS-approved, the EAR will not permit the query to be
executed.”’ In this way, NSA has provided a technological remedy to the potential for analysts
entering non-RAS-approved identifiers as query seeds, and this remedy will continue to apply
should the Court permit NSA to resume non-automated querying of the BR metadata. Ex. A at 9-

10. (TS/USUNEy —

! The EAR does not offer the same protaction to the BR metadata outside of

NSA’s audit of queries to the
that no inappropriate queries were run by analysts against the BR mstadata contained in it. In the future
NSA intends to migrate the functionality of th int
its successor, to bring all BR metadata under the protection of the EAR. Ex. A 2t 9n.5; Ex. D. at 9, 23.

(TS)
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2. Queries More Than Three Hops From RAS-Approved Identifier (S3__
As noted above, the beta version of _ and prior versions contained tha-
- feature that gave analysts contacts information that normally is available only on an
unauthorized fourth hop from a RAS-approved identifier. NSA cor_rected_ to disable
the_ feature for last-hop identifiers. As of July 31, 2009, analysts can access the BR
metadata contact chain summary repository only through use of _ All prior versions

of - have been locked out from access to the BR metadata contact chain summary

repository. Ex. A at 16-17. {FSASHANE
3. Improper Designation of 1dentifiers as RAS-Approved {83
As uncovered during the end-to-end review, historically NSA had included on the Station
Table as RAS-approved identifiers reasonably believed to be used by U.S. persons without those
identifiers being reviewed by NSA OGC. See I1LA. supra. The first step to remedying this non-
compliance was to change the identifiers that should have been reviewed by NSA OGC from
“RAS-approved” to “not-RAS-approved.” NSA did this for the identifiers designated as RAS-
| approved based on being reported to the Intelligence Community in early February 2009. Ex. A.
at 12. NSA reports that the few identifiers improperly RAS-approved in 2006 were all identified
and disapproved or properly approved in 2006 shortly after they were identified. 1d. at 13.
Continued training and oversight mechanisms employed by NSA are designed to ensure that
these incidents will not be repeated. FSASIUNEF)
4. Improper Disseminations of U.S, Person Infermation TS
Asuncovered during the end-to-end review, NSA disseminated BR metadata-derived
U.S. person information in a manner not consistent with the Court’s Orders. See [ILD. supra.

The mechanism that resulted in the inappropriate dissemination- was shut down in
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advance of the end-to-end review, and, therefore, required no remediation. Moreover, NSA
confirmed that -purgad the inappropriately disseminated information from its systems and
did not further disseminate it before doing so. Ex. D at 18. NSA disabled external access to the
database that was the other mechanism for inappropriate disseminations on June 12, 2009. Ex. A
at 33. NSA's review concluded that approximately one-third of the 250 analysts with permission
to access the database between August 2005 and January 2009 actually accessed it. Id. at 34,
NSA further determined that approximately forty-seven analysts queried the database in the
course of their counterterrorism responsibilities and accessed directories containing the results of
BR metadata queries, including un-minimized U.S. person-related information. Id. Finally, a
review of NSA reports containing BR metadata with U.S. person identities indicated a significant
number of dissemination were approved by an official permitted to approve such determinations

pursuant to USSID 18, but not the Court’s Orders, and without the appropriate determination

[

required by the Court’s Orders. 1d. at 38-39.” XTSH#STANT ) —
As noted in section V1 below, additional training and oversight, as well as the weekly
. . . L . ' 23
reports to the Court on disseminations, should prevent similar instances of noncompliance.

Moreover, as noted in Exhibit A and the End-to-End Report, these and other non-compliant

dissemination practices were the product of an incomplete understanding of the dissemination

= In docket number BR 09-09, the Court approved additional individuals to approve disseminations to
include the Chief, Information Sharing Services, the Senior Operations Officer, the Signals Intzlligence
Directorate (SID) Director, the Deputy Director of NSA, and the Director of NSA. (FSHSHAE)—

* In addition to the above practices, NSA’s litigation support team conducts prudential searches in
response to requests from Department of Justice or Department of Defense personnel in connection with
criminal or detainee proceedings. The team doas not perform queries of the BR metadata, See Ex. A at
36 n.19. The Govemnment respectfully submits that NSA’s sharing of U.S. person identifying information
in this manner doss not require a dissemination determination and need not be accountsd for in NSA's
weeldy dissemination report. —{IS/SU/NFE)
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requirements set forth in the Court’s Order, and as a result of the end-to-end review NSA
personnel are now well aware of the Court-ordered dissemination requirements. (1575 7ANF—
V. OTHER MATTERS (U)

A. Storage, Handling and Dissemination of Foreign-to-Fereiga Records ﬁ'&)\

INSA has acquired records of foreign-to-foreign communications from

| With the possible exception of certain foreign-to-foreign records produced by

NS A has stored, handled and disseminated foreign-to-foreign records produced pursuant
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NSA advised that for the first time, in May 2009

forcign recorc N o t0 the Orders. |

stopped its production of this set of foreign-to-foreign records on May 29, 2009, afier service of

d it produced foreign-to-

the Secondary Order in BR 09-06, which carves out foreign-to-foreign records from the

description of records to be produced. Id. at 42-43. m

Furthermore, because the records are records of foreign-to-foreign communications,
almost all of them do not concern the communications of U.S. persons. To the extent any of the
records concem the communications of U.S. persons, such communications would be afforded

the samie protections as any other U.S. person com municaticn_

authorties. Id. at 43.
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B. Storage and Handling of Credit Card Information [TS3_

In the months after the issuance of Orders in docket number BR 06-03, a small

percentage of records produced by | contained credit card numbers in one of

the fields when a caller used a credit card to pay for the call. See Ex. B, docket number BR 06-

08, at 6-8. At NSA’s request emoved credit card numbers from this field in
the records they provided to NSA starting on July 10, 2006, and October 11, 2006, respectively.

Ex. B, docket number BR 06-12, at 3-7. Since that time, NSA spot checks have confirmed that

~

Also since that time, NSA spot checks have identified only one record containing a credit card

number. Id. That record, identified in a March 2008 spot check, contained a cradit card number

According to NSA, it is not feasible for NSA to destroy the records received before
October 2006 and the one identified in March 2008 that contain credit card numbers. At this

time, the records are stored in one of three locations: back-up tapes, ||| siorage of

25 - 7 ' r
raw records, and the _-“ Destroying records stored in any of these

> Although INSA used the records that contain credit card numbers to make chain summaries (which in
turn are stored in the chain summeary database), the credit card numbers did not become part of the chain
surnmaries and, therefore, are not stored in the chain summary database. Id. at 48 n.26. FSLSUAEY
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three locations requires significant personnel, time, and system resources that are not justified

given the operational need for certain information and the measures to secure the records. Id. at

48-50. <TSHSTANE)

NSA has an operational need for the non-credit card information contained in the records.
To destroy records in the ||| GGG - contain credit card numbers, NSA
would have to destroy a swath of records in addition to those few containing credit card
numbers. Id. at 49. In the event of a catastrophic failure, NSA would rebuild the contact
chaining database with records now stored on tapes. If NSA were to destroy those records that
contain credit card information, either in the ||| GGG o o- t2pes. it would
lack information that is necessary for operations and that otherwise it is authorized to retain
under the Orders. Id. at 48-49. (ISHST/NEY

Balanced against this significant operational loss is the reasonable measures currently
taken by NSA to secure the records. Records contained on back-up tapes and in ||| | Gz
raw records are not available to analysts for queries. In the ||| GTcNGNG. 54
masks the credit card numbers when the records are retrieved in response to an analyst guery. Id
at 48-50. Masking ensures that analysts do not have access to the credit card numbers, and
analysts cannot unmask the information. Id. at 48 n.26. In the future, when NSA reconstitutes

tne_ within another system, see Ex. D at 8, the fields

containing credit card information will not be included in the data transfer and will be purged.

Ex. A. at 40, ATSHEHANE

VI. PROCEDURES DESIGNED TO MAINTAIN ONGOING COMPLIANCE WITH
THE ORDERS (U)

Beginning in docket number BR 08-13, the Government has implemented and the Court

has imposed several requirements that will help ensure compliance with the Orders. Each of

21
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these requirements is set forth in the Primary Grder in docket number BR G9-09. In general, they
require regular communications between NSA and the Department of Justice’s National Security
Division (NSD) on significant legal interpretations, compliance with the Orders, and oversight
responsibilities. Prmary Order, docket number BR 09-09, at 13-14. Also, by requining the
sharing of NSA’s procedures for controlling access and use of the BR metadata and for fraining
with the National Security Division, the Order gives NSD greater insight into NSA’s
implementation of its authorities. Id. at 8, 13. F5 £

Other requirements and self-imposed “fixes,” including technological fixes, specifically
address the problem of unauthorized queries of the BR metadata. As noted above, NSA
technological fixes prevent any automated querying of the BR metadata and any querying with
non-RAS-approved identifiers. NSA also has implemented a new user interface _
— that will limit the number of query hops to three, as authorized by the Orders. Ex. A at 27,
Apart from these technological fixes, NSA has recently created the new position of Director of
Compliance, who reports directly to the Director and Deputy Director of NSA and has Tull-time
responsibility in this area. 1d. at 28, fESHSHANT—

The Order’s requirements serve as an important backstop for these technologicel fixes.

In the event that NSA seeks to implement an automated query process in the future, it must
obtain the approval of both NSD and the Court. Primary Order, docket number BR 09-09, at 14.
The Orders also now require that all persons accessing the data, including technical personnel, be
briefed on the authorizations and restrictions in Orders regarding the BR metadata. Id. at 10.
This broader training requirement 1s designed to prevent, among other things, the creation of
processes to access the BR metadata by persons lacking a necessary understanding of the

Iy

restrictions. In the event that even these safeguards fail, more explicit requirements for loggin

uQ

22
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access to the BR metadata are designed to identify the source of the non-compliance. See id. at

9-10, FFSHSTAES
These requirements also provide the Court with additional information regarding NSA’s

implementation of the Orders, Specifically, any renewal Application must include the report on

the meeting between NSA and NSD regarding compliance with the Orders. 1d. at 13-14. In
addition, NSA must file a report every week describing any dissemination of BR metadata and
certifying whether NSA followed the Order’s requirements for dissemination. Id. at 10-11. The
dissemination report and the fraining requirement for persons receiving results of BR metadata
gueries also address NSA’s prior non-compliance with the Order’s dissemination raquirements.

In addition, following renewal of the authorities in Docket Number BR 09-09 and any
subsequent renewal, an attormey from NSD will meet with appropriate NSA personnel to brief

such personnel on the requirements of the Court's authorization —FSHSHNF—
Last, in the Application that the Government intends to file for the renewal of docket

number BR 09-09, it will seek authority to resiune querying the BR metadata using telephone

1dentifiers that NSA has determined meet the RAS standard. Although NSA’s violations of the

pplication of the RAS standard, the standard is the comerstone
Itis

Orders did not concem it
minimization procedure that ensures the overall reasonableness of the production.

appropriaie, therefors, that in connection with the request for authority to make RAS
determinations the Government proposes two additional minimization and oversight procedures
concerning RAS determinations and queries. First, NSA plans to review its RAS determinations
at regular intervals. Specifically, NSA will review 2 RAS determination at certain intervals: at

lzast once every one hundred eighty days for U.S. telephone identifiers or any identifier believed

1
to be used by a U.S. person; and at least every year for all other telephone identifiers. Ex. A at

23
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25. Second, where such information is available, NSA will make analysts conducting queries
aware of the time period for which a telephone identifier has been associated with_
T
organizations, in order that the analysis and minimization of the information retrieved from the
queries may be informed by that fact. Id, at 26, FSHSHANE—

The Application will also include two oversight requirements similar to those included in
the Order in docket number BR 08-13 and prior Orders. Specifically, twice during the ninety day
period of authorization, NSD will review NSA’s queries of the BR metadata, including a review
of a sample of the justifications for RAS approval. Moreover, NSA will report 1o the Court twice
during the ninety day period of authorization regarding, among other things, its queries of the BR
metadata. The Court will maintain the authority to approve automated query processes upon
request from the Government, once DOJ and NSA are comfortable requesting such authority

from the Court FSKSIUMNE)

10P SECRETHCOMIRTHROTORN
4

b
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CONCLUSION (U)

The Government recognizes that no oversight regime wiil eliminate all risk of non-
compliance. The above requirements, fixes, and proposed procedures, however, address the
identified and systemic instances of non-compliance with the Orders and seek to protect against
vulnerabilities with the implementation of future authorities. The Government respectfully
submits that together these steps provide a solid foundation to monitor and promote continued
future compliance. The Govermment will continue to monitor, evaluate and report to the Court

on the effectiveness of the oversight and compliance regime discussed herein. (TS//SHANE)

Respectiully submitted,

David S. Kris
Assistant Attorney General for National Security

Office of Inteiligence
National Security Division
United States Department of Justice

31 August 2009 Production

69


hudsjen
Line

hudsjen
Line

hudsjen
Line


B 3 1

UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, b.C.

IN RE APPLICATION OF THE FEDERAL
BUREAU OF INVESTIGATION FOR AN

Docket number: BR 09-09

DECLARATION OF LIEUTENANT GENERAL KEITH B. ALEXANDER,
UNITED STATES ARMY,
DIRECTOR OF THE NATIONAL SECURITY AGENCY

() BACKGROUND

(U) I, Lieutenant General Keith B. Alexander, depose and state as follows:
(U) I am the Director of the National Security Agency (“NSA” or “Agency”), an
intellizence agency within the Department of Defense (“DoD”), and have served in this

position since 2005, 1 currently hold the rank of Lientenant General in the United States
TOP SECRETHCOMINT/MOFORN—
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Army and, concurrent with my current assignment as Director of the National Security
Agency, I also serve as the Chief of the Central Security Service and as the Commander
of the Joint Functional Component Command for Network Warfare. Prior to my current
assignment, I have held other senior supervisory positions as an officer of the United
States military, to include service as the Deputy Chief of Staff (DCS, G-2), Headquarters,
Department of the Army; Commander of the U.S. Army’s Intelligence and Security
Command; and the Director of Intelligence, United States Central Command.

(U) As the Director of the National Security Agency, I am responsible for
directing and overseeing all aspects of NSA’s cryptologic mission, which consists of
three functions: to engage in signals intelligence (“SIGINT”) activities for the U.S.
government, to include support to the government’s computer network attack activities;
to conduct activities concerning the security of U.S. national security telecommunications
and information systems; and to conduct operations security training for the U.S.
government. Some of the information NSA acquires as part of its SIGINT mission is
collected pursuant to Orders issued under the Foreign Intelligence Surveillance Act of
1978, as amended (“FISA”).

(U) PURPOSE AND SUMMARY

—FSHSHHANES-This Declaration responds to the Court’s Order of 2 March 2009 in
docket number BR 08-13 and its subsequent orders in docket numbers BR 09-01, BR 09-
06, and BR 09-09 concerning NSA’s incidents of non-compliance in implementing a
24 May 2006 Order of the Court pursuant to 50 U.S.C. § 1861 (Access to Certain
Business Records for Foreign Intelligence and Intemational Terrorism Investigations), as

well as subsequent renewals of the 24 May 2006 Order. NSA refers to the program in
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which such records are acquired and analyzed as the “Business Records FISA Order” or
as the “BR FISA.”

—(FSHSHANE—Fhe Orders in docket numbers BR 08-13, BR 09-01, BR 09-06, and
BR 09-09 direct that the government file with the Court, upon completion of NSA’s end-
to-end system engineering and process reviews of its handling of the BR FISA metadata,
a report that includes, among other things: (1) a description of the results of NSA’s end-
to-end review, to include any additional instances of non-compliance identified
therefrom; (2) a full discussion of the steps taken to remedy any additional non-
compliance as well as those incidents described in the Court’s 2 March 2009 Order in
docket number BR 08-13, and an affidavit attesting that any technological remedies have
been tested and demonstrated to be successful; and (3) the additional minimization and
oversight procedures the government proposes to employ should the Court decide to
authorize the government’s resumption of regular access' to the BR metadata. See, e.g.,
Primary Order, docket number BR 09-06, at 15-16. This Declaration responds to each of
these requirernents. Each of the matters discussed in this Declaration, with the exception

of the —’ matter, is discussed in greater depth in NSA’s

Report dated 25 June 2009 entitled “Implemention of the Foreign Intelligence

L(PSHIHANF The term “regular access” refers to NSA’s proposed resumption of previously authorized
access to the BR FISA metadata, to include automated alerting and querying of the metadata, as well as the
authority to establish whether a telephony selector meets the Reasonable Articulable Suspicion (“RAS™)
standard for analysis. [ understand that in seeking renewal of the authority granted by the Court in Docket
Number BR 09-09, the government will not be seeking the resumption of “regular access” to the BR FISA
metadata, Rather, the govemment intends to seek authority: (a) for certain designated NSA officials to
approve access to the BR metadata for purposes of obtaining foreign intelligence information through
contact chaining using telephone identifiers that those officials have determined meet
the RAS standard; and (b) for NSA analysts who have received appropriate training on the BR FISA
metadata (“BR~cleared analysts™) to be able to access the BR metadata to perform queries. Resumption of
automated alerting and/or querying of the BR metadata will be sought via subsequent submissions and
commence only with the approval of the Court.
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Surveillance Court Authorized Business Records FISA Order — NSA Review” (hereafter

“End-to-End Report™), which is attached hereto.

(LSHSHANFYn summary, NSA’s end-to-end review compared all aspects of its
handling of the BR FISA metadata with the requirements of the Orders in docket number
BR 09-06 and prior docket numbers. This review identified several new issues, in
addition to the issues previously reported to the Court, that are of concern to NSA. This
Declaration addresses issues, including those that required some form of technical
remedy or “fix,” which fall into four general categories: the use of automation to assist
analytic efforts in a manner not authorized; improper analyst queries of the BR metadata
repository; improper access to or handling of the BR metadata; and lack of a shared
understanding of the BR program. With the exception of the_ issue, each of
the issues addressed herein is discussed in more detail in the End-to-End Report.

T(TSHSHANE) The Court’s Primary Order in docket number BR 09-09 requires that
“the government’s submission regarding the results of the [BR FISA] end-to-end review”
include: (1) “a full explanation of why the government has permitted dissemination
outside NSA of U.S. person information in violation of the Court’s Orders in this matter;”

(2) “a full explanation of the extent to which NSA has acquired call detail records of

foreign-to-foreign communications fro ursuant to orders of

the FISC, and whether the NSA’s storage, handling, and dissemination of information in
those records, or derived therefrom, complied with the Court’s orders;” and (3) “either (i)
a certification that any overproduced information, as described in footnote 10 of the
govermment’s application, has been destroyed, and that any such information acquired

pursuant to this Order is being destroyed upon recognition; or (ii) a full explanation as to

31 August 2008 Production

73


hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


— TOP SECRET/COMINT/NOFORN

why it is not possible or otherwise feasible to destroy such information.” Primary Order,
docket number BR 09-09, at 16-17. This Declaration also responds to each of these
requirements.

—(FSHSHAES-The statements made in this Declaration are based upon: my
personal knowledge; information provided to me by my subordinates in the course of my
official duties -- in particular as a result of the end-to-end systems engineering and
process reviews conducted at NSA since the filing of my declarations in this matter on 17
and 26 February 2009 in docket number BR 08-13; the advice of counsel; and
conclusions reached in accordance with all of the above.

L (U) END-TO-END REVIEW

A. (U) RESULTS, REMEDIES, AND TESTING
1. WSLLQLUSE of Automation in a Manner Not Authorized

—(FSHSHANThe Telephony Activity Detection (Alerting) Process

LTSUSUNEY As previously reported in my declaration filed on 17 February 2009,
until 24 January 2009, NSA employed an activity detection (“alert”) process, which used
an “alert list” consisting of counterterrorism telephony identifiers’ to provide automated
notification to signals intelligence analysts if one of their assigned foreign
counterterrorism targets was in contact with a telephone identifier in the United States, or
if one of their domestic targets associated with foreign counterterrorism was in contact

with a foreign telephone identifier. NSA’s process compared the telephony identifiers on

Z(TSHSUANEY the context of this Declaration, the term “identifier” means a telephone number, as that
term is commonly understood and used, as well as other unique identifiers associated with a particular user
or telecornmunications device for purposes of billing and/or routing communications, such as International
Mobile Subscriber Identity (IMSI) numbers, International Mobile station Equipment Identity (IMEI)
numbers, and calling card numbers.
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the alert list against incoming BR FISA telephony metadata as well as against telephony
metadata that NSA acquired pursuant to its Executive Order (EO) 12333 SIGINT
authorities. Reports filed with the Court incorrectly stated that NSA had determined that
all of the telephone identifiers it placed on the alert list were supported by facts giving
rise to a reasonable, articulable suspicion (RAS) that the telephone identifier was
associated with one of the targeted Foreign Powers as required by the Court’s Orders, i.e.,
RAS approved. In fact, the majority of telephone identifiers included on the alert list had
not been RAS approved, although the identifiers were associated with the Foreign Powers
covered by the Business Records FISA Order.

FSHSHANE) The Telephony Activity Detection Process was turned off at 1:45
a.m. on Saturday, 24 January 2009. On Monday, 26 January 2009, the Telephony
Activity Detection Process was restarted, but without the use of metadata obtained
pursuant to the Business Records FISA Order. In other words, at present, NSA compares
telephony metadata obtained pursuant to its EO 12333 SIGINT authorities against a list
of telephone identifiers that are of interest to NSA’s counterterrorism personnel. No
BR FISA metadata is being used as an input in the Telephony Activity Detection
Process.’

—(LSHSHMNEY The shutdown of the Telephony Activity Detection Process was

done by technical experts assigned to NSA’s Technology Directorate (TD) and witnessed

- by representatives from NSA’s Signal’s Intelligence Directorate (SID). A subsequent
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demonstration to SID Oversight and Compliance on 27 January 2009, following
resumption of the Telephony Activity Detection Process using telephony metadata
obtained pursuant to NSA’s EO 12333 SIGINT authorities, confirmed that the system
was not processing any BR FISA metadata. Tests conducted at that time demonstrated
that no results of “BRF” (Business Records FISA) type were contained in the system, and
no internal system processes for alerting on BR FISA metadata were running on the
system. A sample of alert email notifications was examined and only EO 12333 alerts
were being produced. Since that time, periodic reviews conducted by NSA’s Homeland
Security Analysis Center (HSAC) Technical Director (at least twice per month) have
confirmed that the Telephony Activity Detection Process system has continued to
produce only EO 12333 alerts.
(UWFD‘HB—)Jhe_ Mechanism

TESHSEANEY As previously reported in my declaration filed on 26 February 2009,
NSA analysts working counterterrorism targets had access to a tool known as
_” to assist them in determining if a telephony identifier of interest was
present in NSA’s EO 12333 SIGINT collection or BR FISA metadata repositories and, if
so, what the level of calling activity was for that identifier. - Although this tool could be
used in a stand-alone manner, it was more frequently invoked by other analytic tools. On
19 February 2009, NSA confirmed that the_ tool enabled analysts to query the
BR FISA metadata, as well as metadata obtained from EQ 12333 SIGINT collection,
using telephone identifiers that had not been determined to meet the RAS standard.

—LTSHSTANES NS A had previously disabled certain tools designed to perform

searches against BR FISA metadata in_ one of the data repositories used to
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store BR FISA metadata, on 6 February 2009. To prevent additional instances of non-
compliance in the access to the data within the_ BR FISA contact chaining
repository by automated tools/processes, including [ o= 20 February 2009,
NSA removed all existing system level Public Key Infrastructure (PKI) certificates that
afforded these tools/processes access to the BR FISA metadata in_A' A PKI
system-level certificate is essentially a “ticket” used by the system to recognize and
authenticate that the automated capability has the authority to access the database. Asa
result of the removal of system level certificates, all automated query capabilities against
the_BR FISA contact chaining repository were rendered inoperable.
Removal of the system level ceftiﬁcates was done by_ technical personnel.
A subsequent inspection conducted by both_techuical personnel and SID’s
Oversight and Compliance verified that the certificates were no longer on the list of
authorized BR FISA users. HSAC analysts then subsequently verified that the automated
processes no longer worked following removal of the certificates.
—{ESHSHANE)-Subsequent inspection of the system logs, to include an audit of
activity from I March — 1 June 2009, conducted by SID Oversight & Compliance,
confirmed that the system level certificates were no longer able to access the BR FISA
metadata 1.! These system logs, which document any person or process
submitting queries to the_ BR FISA contact chaining repository, indicated
that only manual queries by individual BR-cleared analysts were performed. These logs

were then used by SID Oversight & Compliance to audit each analyst’s queries of the BR

() , discussed below, exists outside of
and, therefore, was not affected by this remedy.
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FISA metadata. Continued periodic review of these logs will confirm that no automated
processes are gaining access to the BR FISA metadata 'm_ until such time that
a tested and Court-approved capability is brought into operation.

2. (TSHSHAE) Improper Queries of the BR Metadata Repository

(UFOHO-Lmproper Analyst OQueries

—ESHSHAN My declaration filed on 26 February 2009 identified and discussed

queries using non-RAS approved identifiers of the BR FISA metadata by analysts who
did not realize their queries were reaching into the BR FISA metadata. NSA
implemented a software modification (the “Emphatic Access Restriction” or “EAR”) that
allows chaining on only those identifiers that have been determined to satsify the RAS
standard. The EAR is designed to eliminate the possibility of this problem recurring.
—ESHSHATES As previously reported to the Court, three NSA analysts
inadvertently performed chaining within the BR FISA metadata using non-RAS approved
identifiers. To ensure compliance with the Business Record FISA Order’s requirement
that NSA personnel use only RAS-approved identifiers to query the BR FISA metadata,
NSA made system level changes to the BR FISA-epository (Action 1) that
is used by analysts to perform contact chaim'n_ This software
restrictive measure, the EAR, ensures queries are employed using only RAS-approved

identifiers as seeds and prohibits queries made with non-RA S-approved identifiers as

seeds against the_BR FISA contact chaining 1‘<3pository.S

, discussed below, exists outside of_ and,

therefore, queries to it are not vetted by the EAR.
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interface used by analysts to manually query the BR FISA chain summaries in
_ at the time the EAR was implemented. The EAR is written into the
_ middleware.® As a BR-cleared analyst logs into -, the
Authentication Service determines if the user is approved for access to the BR FISA
metadata. However, before the middleware will execute the query, the EAR requires that
it access a_ database that contains the disposition of RAS-approved
identifiers. _ now obtains from HSAC, on an approximately hourly basis, the
most up-to-date Station Table with the current list of RAS-approved identifiers. (The
Station Table serves as NSA’s definitive list of identifiers that have undergone RAS
determinations.) Upon obtaining the RAS-approval status of the query “seed,” the EAR
determines whether to allow the middleware to conduct the query or prohibit it.
Additional “hop” queries will be permitted by EAR as long as the lineage of an identifier
resolves back to a RAS-approved “seed.” As discussed further below, NSA began to
implement_ in late July 2009, which, as an additional middleware software
restrictive measure, will limit the number of hops permitted from a “seed” to three, in
accordance with the Court’s Orders. As of 31 July 2009, access to the _BR
FISA contact chaining repository can only be achieved through use of _
(discussed below). All prior versions of - have been locked out from access to

this data.

§ (U) Middleware is a general term for any programming that serves to “glue together” or mediate between
two separate and usually already existing programs. A common application of middleware is to allow
programs written for access to a particular database to access other databases.
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—(ESHSHASF) To further mitigate the possibility of additional instances of non-
compliant querying of the BR FISA material, NSA created a software interface (Action
2) that requires authorized analysts affirmatively to invoke an option (or “opt in”) for
access. This “opt in” measure was designed prior to the end-to-end review to ensure that
analysts know when they have accessed the_ BR FISA metadata repository.
As an additional remedy (Action 3) and to ensure queries against the BR FISA metadata
are evaluated against the most current list of RAS-approved identifiers, NSA now ensures
that_, the system that is used for contact chainin_against
the BR FISA repository, is updated on an hourly basis with the mostncurrent list of RAS-
approved identifiers from the Station Table.

—FSHSHAES-The software measures described in Actions 1 and 2 above were
tested by_ technical personnel at the component level via unit tests, a
methodology used to verify that individual units of source code are working properly.
Each affected software component was modified as necessary, and then specific tests
were conducted to ensure the proper operation of that software component. For Action 1,
the test methodology for the EAR software consisted of standard component testing. The
tests included attempts to query with both approved and non-approved identifiers.
Queries against approved identifiers ran successfully, while queries against non-approved
identifiers failed. As the deployment of the EAR was done with urgency to remedy this
compliance issue, initial testing was conducted over a period of two days. For this
reason, the full test suite was re-run the week following the EAR’s implementation to re-
verify test results. The testing was judged to be complete and no “bugs” or deficiencies

were found. For Action 2, the test included attempts to use the approved user interface
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(which operated correctly) and the prohibited user interfaces (which failed). Action 3
was tested by verifying receipt of the expected update file on an hourly basis, comparing
the file sizes of the file-sent and file-received, and automated production of an e-mail
verifying that the status changes had been applied to the operational system. Following
testing, the system was demonstrated to show correct operation to TD leadership,
members of the HSAC, SID Oversight & Compliance, and NSA’s Office of General
Counsel (OGC). Subsequent mmspection of system logs, to include an audit of activity
ifrom 1 March — 1 June 2009, conducted by SID Oversight & Compliance, provided
additional verification that the system was operating correctly.

—(FSHSHANESES. Identifiers Designated as RAS-Approved without OGC Review

(TSASUANEYBetween 24 May 2006 and 2 February 2009, NSA Homeland
Mission Coordinators (HMCs) or their predecessors concluded that approximately 3,000
domestic telephone identifiers reported to Intelligence Community agencies satisfied the
RAS standard and could be used as seed identifiers. However, at the time these domestic
telephone identifiers were designated as RAS-approved, NSA’s OGC had not reviewed
and approved their use as “seeds” as required by the Court’s Orders. NSA remedied this
compliance incident by re-designating all such telephone identifiers as non RAS-
approved for use as seed identifiers in early February 2009. NSA verified that although
some of the 3,000 domestic identifiers generated alerts as a result of the Telephony
Activity Detection Process discussed above, none of those alerts resulted in reports to

Intelligence Community agencies.’

LCFSHSIANE) The alerts generated by the Telephony Activity Detection Process did not then and does not
now, feed the NSA counterterrorism target knowledge database described in Part I.A.3 below.
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—FSHSHANE Another historic incident of non-compliance, uncovered during the
end-to-end review, relates to errors made in the process of implementing the initial BR
FISA Orders in 2006, when a few domestic telephone identifiers were designated as
RAS-approved and chained without OGC approval due to analyst errors. For example, a
process error occurred when an analyst inadvertently selected an incorrect option which
put the domestic telephone identifier into a large list of foreign identifiers which did not
require OGC approval as part of the RAS approval process. The HMC failed to notice
the domestic identifier in the large list of foreign identifiers at the time, and once the RAS
justification was approved, the domestic telephone identifier was chained without having
first gone through an NSA OGC First Amendment review as required by the BR FISA
Orders. NSA estimates that this type of analyst error occurred only a few times. Each
time an error of this type was identified through NSA’s quality control regime, senior
HMCs provided additional guidance and training to analysts, as appropriate, and the
incorrectly approved identifier was changed to non-RAS approved and then re-submitted

for proper approval and OGC review.

_(IS/SU/NFYBse of Correlated Identifiers to Query the BR FISA Metadata

(TSUSLINEYThe end-to-end review uncovered the fact that NSA's practice of

using correlated identifiers to query the BR FISA metadata had not been fully described
to, nor approved by, the Court. An identifier is considered correlated with other

identifiers when each identifier is shown to identify the same communicant(s). -
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—FSHSHAHSINS A analysts authorized to query the BR FISA metadata routinely
_to query the BR FISA metadata without a
separaté RAS determination on each correlated identifier. In other words, if there was a
successful RAS determination made on any one of the identifiers in th_

correlation_, and all of the correlated identiﬁer_

- were considered RAS-approved for purposes of the query because they were all

associated with the_. NSA dbtained_ correlations from a

variety of sources to include Intelligence Community reporting, but the tool that the

analysts authorized to query the BR FISA metadata primarily used to make correlations is
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sy N - -
that holds omrelation: [ o<+ == ceniiers of

interest, to include results from_ was the primary means by which

I -o:wclatcd identifiers were used to query the BR FISA metadata. On

6 February 2009, prior to the implementation of the EAR, _
access to BR FISA metadata was disabled, preventing_ from

providing automated correlation results to BR FISA-authorized analysts. In addition, the
implementation of the EAR on 20 February 2009 ended the practice of treating-

- correlations as RAS-approved in manual queries conducted Within_
since the EAR requires each identifier to be individually RAS-approved prior to it being

used to query the BR FISA metadata. NSA ceased the practice of treating_

correlations as RAS-approved within the_
_ in conjunction with the March 2009 Court Order.

- Display Feature Provided
Information Concerning Contacts of Third-Hop Identifiers

—(TSHSHATFY-As discussed above- is the software tool interface used by

analysts to manually query the BR FISA chain summaries iﬂ_. The latest

version of ||| 2s noted 2bove, limits the number of “hops”
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permitted from a “seed” to three, in accordance with the Court’s Orders. During testing
of the beta version of _ and its hop restriction, NSA determined that, despite
the hop restriction, a feature called_ could
be invoked to provide an analyst with the number of unique contacts for a third-hop
identifier, a type of information that would otherwise only be revealed by a fourth hop.”
This feature did not return to the analyst any information on the contacts of the last
selector in a contact chain other than their total number of unique contacts. After
consultation with NSA OGC, the_ feature in the beta version of _
was disabled for last-hop identifiers.'” This corrected version o- was

deployed to select users beginning on 23 July 2009.
—@S#SIL&EE)_The_ feature was not exclusive to the beta version of
_ prior versions 01-, since its first delivery beginning in late

2001/early 2002, provided analysts the_ feature. In prior versions o;f
-, Look Ahead was generally the same: if an analyst activated_ in his
or her preferences his or her BR FISA contact chaining query results would include the
number of unique contacts for each returned identifier, including for identifiers in the

third hop from the RAS-approved seed.

NSA discovered this issue subsequent to finalization of the end to end report. Dol, National Security
Divisionl (NSD) personnel were notified of the_ feature on 29 July 2009, and
orally notified Court Advisors on 30 July 2009. The Court was formally notified of this matter with a
notice filed on 4 Angust 2009 in accordance with Rule 10(c) of the FISC Rules of Procedure.

TOP SECRETHEOMENT/ANORORN
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—(FSHSHANT On 24 July 2009, HSAC instructed all persons authorized to query
the BR FISA metadata not already using_ to migrate to _ as soon
as possible and uninstall all previous versions of the- software. As of31 July
2009, access to the_ BR FISA contact chaiﬁing repository can only be
achieved through use of _ All prior versions of - have been locked
out from access to this data. Following the lock out of all prior- versions, the
system was demonstrated to show correct operation to TD leadership, the Chief HSAC,
and members of SID’s Oversight & Compliance. Should the Court authorize additional
analysts to query the BR FISA metadata, NSA will ensure that they only do so with
_ or its successor that likewise does not permit_ to display the
number of unique contacts for a third-hop identifier in the BR FISA metadata.

(FSHSHANEINSA identified two common practices used by BR metadata analysts
that n1itigated_ potential for non-compliance, First, although NSA analysts
were permitted three hops in the BR FISA metadata from a RAS-approved seed, in
practice NSA analysts infrequently chained out beyond the second hop. Second,
- users frequently disable_ because its use resulted in slower
queries. To the extent that_ was used with BR FISA metadata, NSA has
concluded, based on discussions With- users, that the information returned by
_ would not have been disseminated. Instead, -ad information was
used by NSA personnel for target development purposes. The number of unique contacts
of a third-hop identifier assisted analysts in determining whether the third-hop identifier
was one of genuine interest or not, such as a_ identifier that might be added

to a defeat list.
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3. (U7FOBO) Improper Access to or Handling of the BR FISA Metadata

TTSHSHAED-Data Integrity Analvsts’ Use of BR FISA Metadata

FSHSHAT-AS part of their Court-authorized function of ensuring BR FISA
metadata is properly formatted for analysis, Data Integrity Analysts seek to identify

numbers in the BR FISA metadata that are not associated with specific users, e.g., “high

votame centicer”
N

determined during the end-to-end review that the Data Integrity Analysts’ practice of
populating non-user specific numbers in NSA databases had not been described to the
Court.

—(TSHSHAEFor example, NSA maintains a database, _
which is widely used by analysts and designed to hold identifiers, to include the types of
non-user specific numbers referenced above, that, 1based on an analytic judgment, should
not be tasked to the SIGINT system. In an effort to help minimize the risk of making
incorrect associations between telephony identifiers and targets, the Data Integrity
Analysts provide_ included in the BR metadata to _ A small
number of] _ BR metadata numbers were stored in a file that was accessible by
the BR FISA-enable-, a federated query tool that allowed approximately 200
analysts to obtain as much information as possible about a particular identifier of interest.

Both_ and the BR FISA—enable- allowed analysts outside of

those authorized by the Court to access the non-user specific number lists.
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—FSHSTNF) In January 2004,_ engineers developed a “defeat list”

process to identify and remove non-user specific numbers that are deemed to be of little
analytic value and that strain the system’s capacity and decrease its performance. In
building defeat lists, NSA identified non-user specific numbers in data acquired pursuant

to the BR FISA Order as well as in data acquired pursuant to EO 12333, Since August

2008,_ had also been sending all identifiers on the defeat list to the-
.
|
I

W While the positive impacts that result in making these numbers
available to analysts outside of those authorized by the Court seem to be in keeping with
the spirit of reducing unnecessary telephony collection and minimizing the risk of making
incorrect associations between telephony identifiers and targets, upon identifying this as
an area of concern NSA took several remedial actions to end these practices. As of
2 May 2009, NSA quarantined the BR-derived identifiers on_ On
12 May 2009, NSA shut off access to the file containing the small number of BR-derived
I idcnificrs by the BR FISA-enabled [ tool. On 11 May 2009,
B -0 <d eight BR FISA identifiers from its SIGINT-only defeat list.

_(TSUSTHANF) To verify the technical measures taken were successful, from 1-2

May 2009, technical personnel segregated and deactivated BR FISA-derived data in

_ previously entered by the Data Integrity Analysts. The

_ database is hosted in - database. Each record contains a

STATUS field that is either set to “ACTIVE” or “DELETE.” Ifthe STATUS field is set

31 August 2008 Production

88


hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


to “ACTIVE,” then the selector is a valid phone number and is being used for a purpose
of which NSA is not interested; however, the record is available for query by analysts and
follow-on systems. If the STATUS field is set to “DELETE,” then the record is
unavailable to analysts or other systems. In order to segregate and deactivate the BR
FISA-derived records, the decision was made to change the STATUS field from
“ACTIVE” to “DELETE,” which means that the number is unavailable to NSA analysts
or other systems. Due to the volume of entries, a program was written and executed to
change the status.

TESHSIUNE) After testing the program on a small sampling of data and the test
results were found to be accurate, the program was executed. Technical personnel
monitored initial execution and performed a series of tests to validate the results. At the
completion of program execution, Technical Personnel again performed those tests to
validate the results. The validation testing was performed three times and results were
consistent.

"~ (TS//SPAVE)_The Primary Order in docket number BR 09-09, dated 9 July 2009,
now permits NSA to use certain non-user specific numbers and_ identifiers
for purpeses of metadata reduction and management.

—FSHSHANE Handling of BR FISA Metadata

—(TSHSHAEThe end-to-end review uncovered that NSA’s data protection
measures were not constructed exactly as the Court Order sets out. Specifically, while
the Order requires processing of the data to be carried out on “select” machines using
“encrypted communications,” the protections NSA affords the data, though different, are

quite effective. NSA provides strong and robust physical and security access controls,
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but there are not specifically designated machines on which the technical personnel are
required to work nor are the communications encrypted. To accurately reflect NSA’s
data protection measures, NSA worked with the Department of Justice (Dol) to revise the
orders proposed to and ultimately adopted by the Court in docket number BR 09-06.
FSHSHANE-Data Integrity Analysts sometimes pulled samples of BR metadata
onto a non-audited group/shared directory to camry out authorized activities. While the
Data Integrity Analysts are authorized to access the data, they are not authorized to move
it from the auditable repository into a shared directory where analysts, BR-cleared and
otherwise, could have viewed the data. This shared folder was in essence a work space in
which the Data Integrity Analysts could perform their authorized activities. There is,
however, no reason to believe that analysts, BR-cleared or otherwise, accessed the BR
metadata through the shared directory: only a small group of non-cleared analysts had
access to the files on this server and it would have been outside the scope of their duties
to access the BR metadata samples on the group/shared directory. It is also unlikely that
any of the cleared analysts would have accessed this data. As an exfra safeguard, NSA
has implemented additional access controls that provide appropriate storage areas for the
samples of BR FISA metadata used by Data Integrity Analysts for technical purposes.

(ESUSHANESvstem Developer Access to BR FISA Metadata while Testine New
Tools

_(TSHSHAF During the review NSA. discovered that a group of software

developers designing a next generation metadata analysis graphical user interface (GUI),

e P —— P

uses the same authentication/authorization mechanism as -), had queried the BR

FISA metadata 20 times while running tests between September 2008 and February 2009.
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This access occurred due to the dual responsibilities of the individuals involved. The
developers on_ also have maintenance responsibilities of the
operational system, _, where their access to BR FISA is warranted on a
continual basis. While the actions were in keeping with the Court Orders in place at the
time of the queries, under the current Court Order the developers will require OGC
approval prior to engaging in their development and testing activities.
(FSHSILANE) When this issue surfaced, NSA implemented a software change on
19 March 2009 to prevent the ||| | | | | I GU! fom accessing BR FISA
metadata regardless of the user’s access level or the RAS status of the identifier." This
change was tested b_ developers and_ technical
personnel via a demonstration that the_ could not be used against

BR FISA metadata even when a BR FISA-cleared user atterupted to do so. NSA also
implemented an oversight process whereby all BR FISA-authorized technical personnel
who have both maintenance and development responsibilities have their accesses to BR
FISA metadata revoked when involved in new systems development, except when
granted by NSA’s OGC on a case-by-case basis. This process will ensure no inadvertent
access to the data until such time as these technical personnel receive OGC authorization
to access BR FISA metadata to test technological measures designed to enable
compliance with the Court Order. SID Oversight & Compliance is notified each time
anyone’s permission to access the BR FISA metadata is changed and tracks these

changes for compliance purposes.

" (TSYSUAFEY As of 20 February, EAR would have prevented any query made through th_
-}UI that included a non-RAS-approved identifier.
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—CFsHsHATFExternal Access to Unminimized BR FISA Metadata Query Results

—FSHSHANF During the end-to-end review, NSA’s Review Team learned that
analysts from the Central Intelligence Agency (CIA), Federal Bureau of Investigation
(FBI), and National Counterterrorism Center (INCTC) had access to unminimized BR
FISA query results via an NSA counterterrorism target knowledge database. This matter
is discussed in more detail below in Section IL.

4. (TS//SI//NTY Lack of a Shared Understanding of the BR Program

& [ o uditd Prior to January 2009

TSHSHAESThe end-to-end review surfaced an issue concerning proper auditing

of tc [ . 1 :icr o oo N . F1S A

chaining summary repository in which contact summaries are stored and where the bulk

of metadata analysis takes place, a separate database, the_

-, stores particular fields from each record (as opposed to summaries of those

records). This database is used regularly by the Data Integrity Analysts but is also
accessible by other analysts authorized to query the BR FISA metadata. When a report is
to be issued based on analysis conducted in the repository of contact summaries, analysts
often verify what they intend to report by accessing the records in this second data
repository. The end-to-end review ﬁncovered the fact that this second database had not
been audited. In response, NSA modified the database to enhance its auditability and
NSA has andited every query made in the database since February 2009 and found no

indication of improper queries."

TSHSIINE) Although The_ suffered a system crash in September
2008, NSA was ultimately able to recover sufficient data to permit NSA Oversight & Compliance
personnel to conduct sample audits of queries since the Order’s inception. These sample audits revealed no
unauthorized access to nor improper queries against the BR FISA metadata,
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—(TS#SHANF)y Provider Asserts That Foreign-to-Foreign Metadata Was Provided
Pursuant to Business Recerds Court Order

—TSHSEFAHS The end-to-end review team learned that_

_This matter is discussed in more detail below in

Section II.

B. (U) MINIMIZATION AND OVERSIGHT PROCEDURES

—F5#5FAfr addition to the steps taken to remedy the specific issues identified
above, NSA plans to institute additional oversight and compliance processes designed to
ensure that NSA will comply with any order authorizing NSA to resume regular access to
the BR FISA metadata.

—(FSHSHANE) Several additional procedures already have been incorporated into
the Court’s Primary Order in docket number BR 09-09. The Primary Order now imposes
additional access controls for technical personnel. In the past, NSA had logged queries to
the BR metadata by analysts and briefed only those analysts on the authorization granted
by the Orders. Now, the Orders require NSA to log access to the BR FISA metadata by
technical personnel as well as by analysts, and to brief technical personnel, as well as
analysts, on the authorization granted by the Orders. See Primary Order, docket number
BR 09-09, at 5-10. These tightened controls should provide greater accountability for
any decision to access the BR FISA metadata and will educate all personnel, particularly
those who set up the tools and processes for accessing the BR FISA metadata, about the
rules governing access and use. Additionally, the Primary Order now incorporates

mechanisms to better ensure that the results of queries to the BR FISA metadata are
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treated in accordance with the Court’s Orders. Specifically, NSA is now providing
weekly dissemination reports to the Court and analysts not cleared to query the metadata
are not permitted access to query results before they receive appropriate training. See id.
at 10-12,

—ESHSHARS—The current Primary Order also incorporates the additional
oversight procedures first proposed by the government in its application in docket
number BR 09-01. See id. at 8, 13-14. In general, those additional oversight procedures
require greater coordination between various NSA components and DoJ’s National
Security Division conceming implementation and interpretation of the Orders. They also
require that the Court approve the implementation of any automated process involved in
the querying of the BR FISA metadata. These additional procedures are designed to
eliminate the risk of incorrect legal interpretations, to ensure timely notice to Dol and the
Court of material issues, and to ensure that any automated query process has been tested
and demonstrated to be compliant with the Orders, and approved by the Court, before
implementation.

—FSHSHANNSA will also propose several new minimization and oversight
procedures in the application seeking the renewal of docket number BR 09-09. The
application will request authority for NSA to resume approving telephone identifiers for
contact chaining _ First, the application will propose that NSA re-
visit its RAS determinations at certain intervals: at least once every one hundred and
eighty days for U.S. telephone identifiers or any identifier believed to be used by a U.S.
person; and at least every year for all other telephone identifiers. This new re-validation

procedure 1s designed to ensure that for as long as NSA queries the BR FISA metadata
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with RAS-approved telephone identifiers, those identifiers will continue to meet the RAS
standard. Second, the application will propose an express requirement that, where NSA
has affirmative information that a RAS-approved telephone identifier was, but may not
presently be, or is, but was not formerly, associated with a Foreign Power, analysis and
minimization of results of queries using that identifier be informed by that fact. This
requirement is designed to focus NSA’s analysis on the period for which the RAS-
approved telephone identifier is associated with a Foreign Power.

—(TS#SEANNSA has recently reviewed and revalidated the oversight
documentation governing the BR FISA. This documentation consists of a set of Standard
Operating Procedures (SOPs). These SOPs address: access to BR FISA metadata; BR
FISA audit procedures; compliance notifications; DoJ and NSA OGC spot checks; and
the respective roles of various NSA personnel involved in oversight and compliance
activities.

—TSHSHANE) More recently, NSA’s Associate Directorate of Education and
Training (ADET) has redesigned the BR FISA training package to ensure common and
expert level proficiency in the rules and procedures governing appropriate handling of the

BR FISA metadata. ADET, together with NSA OGC and the SID Oversight &

Compliance organization, has developed and is in the process of implementing a series of

on-line training modules, complete with competency testing, specifically addressing
activities conducted with respect to the BR FISA Order. Moreover, an oral competency
test is currently being administered to each Homeland Mission Coordinator at the
completion of the training they are currently receiving to ensure they understand the

restrictions governing access to the BR FISA metadata.

SECREFHCOMINTF/NOFORN
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—(TSHSHASTY Should the Court approve the application seeking the renewal of
docket number BR 09-09 and grant NSA authority to resume approving telephone
identifiers for contact chaining _NSA will update its SOPs and
training package for the BR FISA to account for the change in authority and the new
procedures associated with that change.

FSHSEFANTF)INSA has implemented and intends to implement additional software
restrictions and changes to the BR metadata system architecture. As discussed above,
NSA implemented a software change,-n July 2009 to restrict analyst
queries to the number of hops authorized by the Orders.”” Furthermore, NSA is
revamping its baseline system architecture, to include formal system engineering of all
aspects governing the interaction of analysts and processes. Using principles of system
engineering, configuration management, and access control, NSA has explored a future
implementation of the BR FISA program to be used should the Court authorize NSA to
resurne regular access to the BR FISA metadata. This architecture has the potential to
offer more effective management of the system as a whole, and a team of employees will
collaborate to manage the entire system. The single approach, providing visibility into
the overall structure of the system to the entire team, together with the technology
solutions discussed above, will help prevent an isolated decision to connect a tool or
process to the BR FISA database.

—{FSHSHANES addition, requirements from the Court Order will be formally

translated by NSA into system requirements prior to any changes to the system

¥ (S NSA OGC granted approval for developers to access BR FISA metadata for the specific purpose of
testing and demonstrating h
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architecture, which should prevent problems such as the misunderstanding among
different personnel as to how the Telephony Activity Detection Process functioned.
Finally, NSA has recently created the new position of Director of Compliance, reporting
directly to me and the Deputy Director of NSA. The Director of Compliance has full-
time responsibility in this area. The Director of Compliance will be responsible for
continuous modernization and enforcement of our mission compliance strategies and
activities to ensure their relevance and effectiveness. At the same time, this new position
will serve as an ongoing reminder of the importance of compliance work, and provide
greater visibility and transparency in this essential area.

—FSHSHASE The Court enfrusted NSA with extraordinary authority, and with it
came the highest responsibility for compliance and protection of privacy rights. In
several instances, NSA implemented its authority in a manner inconsistent with the
Orders, and some of these inconsistencies were not recognized for more than two and a
half years. These are matters I take very seriously, and the changes NSA has made and
will make as a result of the end-to-end review, with regard to both analyst access and the
handling of data, are intended to address them directly and to provide an environment for
successful implementation and management of the program should the Court decide to
authorize NSA’s resumption of regular access to the BR metadata. The techhological
remedies discussed herein have remedied the identified instances of noncompliance and
should significantly improve future compliance with the Court's Orders. I attest that each
of these remedies has been tested and demonstrated to be successful insofar as each
functions as intended. Although no corrective measures are infallible, I believe that this

more robust regime and the technological remedies NSA has instituted, particularly the
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implementation of the EAR, represent significant steps to reduce the possibility of any
future compliance issues and to ensure that mechanisms are in place to detect and
respond quickly if a compliance incident were to occur.

I1. (TS//STAND PRE-JUNE 2009 BR FISA DISSEMINATION PRACTICES

(TSISTANHD 2 16 June 2009 notice to the Court, the government reported that
NSA had provided personnel from CIA, FBI, and NCTC access to a database that
contained, among other things, some unminimized results of BR FISA metadata queries.
NSA did not make all, or even most, BR FISA query results available via this database.
Instead, NSA placed only certain BR FISA query results in the database, generally in
response to specific requests for information received from specially-cleared personnel
from NSA, CIA, FBI, or NCTC.

m response to this compliance incident, the Court issued an order on
22 June 2009 which directed NSA to provide the Court with “a full explanation of why
the government has permitted the dissemination outside NSA of U.S. person information
without regard to whether such dissemination complied with the clear and acknowledged
requirements for sharing U.S. person information ... pursuant to the Court's orders” in the
BR docket. This section responds to the Court’s Order for a full explanation of how this
compliance incident occurred. It also describes actions NSA has taken to imvestigate and

remediate the problem.

|

ORN
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“~28) The BR FISA end to end report stated that approximately 200 external analysts were permitted
access to the database; further investigation revealed that the number is actually closer to approximately
250.
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—FSHSHAE-The Court’s 2006 BR FISA Order authorized NSA to acquire the
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P#R0UQ) In contrast, USSID 18 permits NSA to disseminate outside of NSA information identifying
U.S. persons if the U.S. person information is necessary to understand foreign inzelligence or assess its
importance. USSID 18 also permits the Deputy Chief of Information Sharing Services, among others, to
approve disseminations of U.S. person identifying information,
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(U) Discovery and Response to the Problem

FSHSTARE) In June 2009, during the course of NSA’s end-to-end review of the
Agency’s implementation of the BR Order, NSA identified as a compliance matter the
use of the database to make unminimized BR an uery results available to FBI,
CIA, and NCTC. NSA personnel also determined that, despite the disabling of the
hyperlink button in July 2008, external analysts could have continued accessing the
database if they retained the Uniform Resource Locator (URL) address for the database.
After this problem was identified on 11 June 2009, NSA immediately began terminating
individual external customer account access to the target knowledge database. NSA
completed this action by 12 June 2009.

LLSHEHANTo determine why this compliance issue occurred, NSA spoke with
the senior analysts and oversight personnel who were aware of the Court-ordered
minimization requirements and of how the database was used. These conversations
revealed NSA personnel generally followed the minimization requirements when the
Agency 1ssued formal reports based on queries of the metadata acquired pursuant to the
Court's BR FISA Orders. However, even though the applicability of the minimization

requirements to the shared database is clear in hindsight, until the issue was discovered

during NSA’s end-to-end review |

—me

dissemination procedures required by the Court’s Orders.

31 August 200% Production 102


hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


—(TSHSHANFSince identification of this matter, NSA has attempted to determine
the actual extent of access to the database and/or use of the B-etadata. As
part of that effort, the Agency has conducted a detailed audit of log-in activity of external

analysts from each of the participating organizations.® The audit revealed that no

_ approximately 250 analysts had permission to access the

database but only about one-third actually did so. Of that number, only approximately 47

external analysts accessed the database after January 2009. Prior to that,

external analysts did more than log in and change their passwords. These approximately
47 external analysts appear to have queried the database in the course of their
counterterrorism responsibilities and they accessed directories that contained the results
o!BR queries, including unminimized U.S. person-related information.
The BR!eﬂved U.S. person information consisted of unmasked telephone
numbers or email addresses that were returned in response to RAS-approved queries
made of the underlying metadata.

TTSHSEAEDIn addition to the audits, NSA also asked CIA, FBI, and NCTC to
describe how their personnel made use of their access to the database.”” The NCTC
employees with access to the database reported that they did not make use of any

unminimized B uery results in any NCTC analytic products. Only two FBI

analysts accessed this database while researching counterterrorism leads. Several other

e response rom each agency covered the entire period or time that their respective personne
access to the database.
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FBI analysts believe they may have accessed the database while working closely with a
team of FBI analysts [FBI Team 10] who were detailed to NSA and working under
NSA’s control.”® The FBI reported that none of the external FBI analysts published or
disseminated anything as a result of their access to the database and FBI believes that it is
“highly unlikely that any FBI-published analytical products or investigative reports ever
contained this data” from the database. CIA reported that some of its personnel who
were approved for access to the compartmented counterterrorism program used
information in the database for lead purposes, to include as a basis for initiating
counterterrorism discussions between CIA and FBI personnel. However, CIA’s review
indicated that any information contained in the database, to include -BR
metadata chaining results, “was used very rarely in finished intelligence products
produced by CIA analysts for senior policymakers.” Instead, information obtained from
CIA’s access to the database was usually used “in conjunction with reporting from other

intelligence sources.”
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—(SAHSHANEYNSA has corrected the problem in this specific instance by

terminating all external access to the database in question. Beyond that, the Agency
recognizes that the underlying issue is the need to identify all areas of activity that are
subject to these Court Orders and/or other legal restrictions and conditions, in order to
ensure compliance. This requires several elements, including an accurate end-to-end
picture of how data is handled -- by technical (e.g., systems administrators) and
operational personnel alike -- from collection through dissemination; ongoing oversight,
training, and compliance efforts; and system testing procedures that give assurance that
data is actually Be'mg handled as required. NSA has instituted measures in all these areas,
as described in detail in the report on the Agency’s end-to-end review. In-addition, as
discussed above, NSA has created the new position of Director of Compliance to ensure
that NSA has a comprehensive and effective compliance program and maintain
heightened attention in this particular area. NSA continues to work to discover and
correct any outstanding issues and avoid any recurrence.

(U) Dissemination of U.S. Person Identifying Information

—(FSHSHANEYWhen an NSA analyst determines that information identifying a U.S.
person needs to be included in a report, a designated NSA approving official must

authorize the release.” The Information Sharing Services office is generally the

PTTSHSPANE)-The designated approving official does not make a determination to release U.S. person
information requested by DoJ or DoD personnel in connection with prudential searches, such as those
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responsible entity for approving such releases. Within the context of EO 12333 collected
information, the release authority includes the Chief and Deputy Chief, Information
Sharing Services, SID Director and Deputy Director, Senior Operations Officer (SO0),”
DIRNSA, and Deputy DIRNSA. In the FO 12333 context, the approving authority must
determine that the information is related to a foreign intelligence purpose, and that the
U.S. person information is necessary to understand or assess the value of the information.
]
NSA followed USSID 18 procedures for the dissemination of U.S. person identities and
did not appropriately implement the additional requirements identified in the Court orders
for a determination that the information is related to counterterrorism information.
Furthermore, NSA did not implement appropriate procedures reflecting the fact that
individuals other than the Chief, Information Sharing Services were not specifically
authorized to grant the release of U.S. person information. Although NSA now
understands the fact that only a limited set of individuals are authorized to approve these
releases under the Court’s authorization, it seemed only appropriate at the time to allow
her Deputy or those acting in her capacity to be delegated with this authority as well.
ESHSTFANT)On 18 June 2009, NSA advised the Office of Information Sharing

Services that the chief of that office was the only NSA official authorized to approve the

conducted for criminal or detainee proceedings. In the case of such requests, NSA’s Litigation Support
Team conducts specific prudential searches of NSA holdings but these prudential searches do not include
or result in queries of the BR FISA metadata.

0 ¢85—The SOO is the Senior Operations Officer, in charge of the National Security Operations Center,
NSA's 24/7 operations center, The SOO acts in place of the DIRNSA, when the DIRNSA 1is unavailable.
The Court’s Order dated 29 May 2009 recognized that the SOO may approve disseminations for afier-hours
requests.
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dissemination of any U.S. person identity derived from BR FISA metadata and that the
chief must make the required findings and document those findings prior to any such
dissemination. Moreover, on 9 July 2009, in docket number BR 09-09, the Court
increased the numbers of individuals permitted to approve disseminations to include the
Chief, Information Sharing Services, the SOO, the SID Director, the Deputy Director of
NSA, and the Director of NSA.

(U)Review of Prior Disseminations

(TSUSHAIF) On 29 July 2009, members of DoJ/NSD’s Office of Intelligence
Oversight Section completed a review of all BR FISA disseminations containing U.S.
person identities in order to determine who approved the disseminations and what
determinations were made, if any, by the approving official.

_(TSUSHASF) The NSD review identified 280 disseminations of reports containing
BR FISA-derived U.S. person identities. Of the 280 disseminations, 32 were approved
by the Chief of Information Sharing Services, 170 were approved by the Deputy Chief of
Information Sharing Services, 15 were approved by a SOO, one was approved by an
acting Chief of Information Services, and two were approved by an acting Deputy Chief
of Information Sharing Services. The disseminations authorized by persons other than
the Chief of Information Sharing Services did not occﬁr during any particular time frame.
Rather, they were distributed throughout the lifespan of the collection.

WO’E the 280 disseminations of reports containing BR FISA-derived
U.S. person identities, 74 were made in 2006, 101 were made in 2007, 95 were made in
2008, and ten were made in 2009. The waiver forms authorizing each of the
disseminations in 2006 and 2007, 175 in total, contained no particularized finding

relating to the purpose of the dissemination. Beginning in July 2008, however, the
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authorizing waivers contained a general finding that the U.S. person identity was foreign
intelligence or necessary to understand foreign intelligence. Of the 95 disseminations
approved in 2008, 82 contained no finding and 13 contained the foreign intelligence
finding. Beginning in January 2009, the authorizing waiver contained specific
counterterrorism findings as required by the Court’s orders. Eight of the ten waivers
issued in 2009 contained this finding. The last two disseminations in 2009, one in May
and one in June, however, had only the more general foreign intelligence finding in the
waivers.

—FSHSHANE) NSA also reviewed its records of all reports issued that may have
included BR FISA-derived information, including the records of reports written by
analysts not specifically authorized to query the BR FISA metadata. NSA did not
discover any additional reports that were issued by non-BR cleared analysts.

HI TFSHSHAE) NSA’S COLLECTION OF FOREIGN-TO-FOREIGN CALL

DETAIL RECORDS PURSUANT TO THE BR FISA ORDERS

ZI—QS#S-I#P@—TO identify the total number of reports produced and disseminated that contained BR-
derived information, the NSA reviewed all analyst reporting records, including the records of reports
written by non-BR-cleared analysts. When drafting reports, all NSA analysts, including both BR-cleared
analysts and non-BR-cleared analysts, are trained to include in any reporting record the sources of the
information contained in a report. The NSA’s review included an examination of these records, including
the fields of each record that might include references to BR-derived source information. The NSA then
audited the reports that referenced BR-derived information as a source, and excluded those that referenced
BR sources but in fact that did not contain BR-derived information. Through this methodology the NSA
was able to determine that 280 were reports were produced and disseminated. Admittedly, this
methodology would not account for reports issued with BR~derived data that mistakenly failed to reference
BR sources.
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TSHSEAES-In May 2009, during a discussion between NSA and

regarding the production of metadata, a epresentative stated that

understanding. At the May 28, 2009, hearing in docket number BR 09-06, the

To address the issue, based on the

government informed the Court of

government’s proposal, the Court issued a Secondary Order to in docket number

BR 09-06 that expressly excluded foreign-to-foreign call detail records from the scope of
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almost all of them concern the communications of non-U.S. persons located outside the
United States. If NSA were to find that any of the records concerned U.S. persons, their
dissemination would be governed by the terms of USSID 18 which are the procedures

established pursuant to EO 12333, as amended.

TOP SECRET/COMVENT/ANGEORN

31 August 2008 Production 119


hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


31 August 200% Production


hudsjen
Line

hudsjen
Line


31 August 200% Production


hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


TOP SECRET/COMINT/NOFRORN

TOP SECRETHCOMRNT/NOFORN

31 August 2008 Production 115


hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


IV. TTS)NSA’S TREATMENT OF CREDIT CARD DATA CONTAINED IN BR
FISA METADATA

(TS77SUANFAs first noted in a report to the Court in docket number BR 06-08,
and noted in footnote 10 in the Application in docket number BR 09-09, a small

.| | contained credit card numbers in

percentage of records received from

one of the fields when a caller used a credit card to pay for the call. Exhibit B, docket

number BR 06-08, at 6-8. At NSA’s request, removed credit card
numbers from this field in the records it provided NSA starting on 10 July 2006, and
11 October 2006, respectively. Exhibit B, docket number BR 06-12, at 5-7. Since that

ontinue to remove

time, NSA spot checks have confirmed that
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credit card numbers from the relevant field. Also since that time, NSA spot checks have

identified only one record containing a credit card number. That record contained a

credit card number in a field different from the field filtered by
NSA identified this record during a spot check in approximately March 2008.

XTSHSHAHES-The records containing credit card numbers received before

began filtering (i.e., records received in October 2006 and before) are stored
on back-up tapes.* Records contained on back-up tapes are not available to analysts for
queries and are not readily available to technical personnel. To destroy the individual
records that are on back-up tapes would be an extreme resource and system intensive
endeavor and therefore not feasible. It would require reloading the records from the tapes
onto servers authorized to process BR metadata, uncompressing the records, converting
them to a readable format, identifying those with a field containing a credit card number,
and then deleting the records. Then NSA would have to test to confirm that only the
records with credit card numbers were deleted, back-up the records again to tape storage
and delete them from BR metadata servers. As the back-up tapes are necessary to rebuild
the contact chaining database in the event of a catastrophic failure, to destroy the tapes
prematurely would put at risk NSA’s ability to recover information important for
operations and still allowed under the Court Order. In the event of the need to restore the

_ BR FISA contact chaining repository, as the credit card numbers contained

in those records do not become part of the chain summaries, analysts would still not have

8 (TSUSUAFrThese records also are stored in th_ discussed further below,
where they were masked to analysts, and in the raw call detail record repositories, where they were
accessible only to technical personnel. See Exhibit B, docket number BR 06-12, at 5-7, and Exhibit B,
docket number BR 09-09, at 9-10. Analysts are not allowed to have the credit card number unmasked.
Although these records were used to make chain surnmaries and stored in the chain summary database, the
credit card numbers contained in the records did not become part of the chain summaries.

31 August 200% Production

117


hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


access to this information. Based on the above information and that the back-up tapes
will be destroyed upon reaching the end of their authorized retention period, NSA
considers this information on the back-up tapes secured from user access until their
required date of destruction.

TTSHSEAE) The above records containing credit card information are also stored
in the_ It is not feasible to delete individual records
based on the technical architecture of thgthout deleting all data from

the beginning of the BR FISA orders up to October 2006. The loss of such data would be

so operationally detrimental that deletion is not feasible. As described in Exhibit B to the
Application in BR 09-09, NSA’s current solution to ensure NSA analysts do not have
access to this credit card information is masking the data upon retrieval. As NSA

reconstitutes the — to systems under a supported

architecture, the fields containing credit card information will not be included in the data

transfer and will be purged.
TTS/SHANES The one record with a credit card number identified by NSA since
October 2006 exists only in_ storage of raw call detail records, known as

_and on back-up tapes. As notéd above, back-up

tapes are not available to analysts. Likewise, th:is not accessible to analysts for

queries. This record is not stored in the_ database and was not

used to build a chain summary because it was an incomplete record. In order to delete

the

this single record from the [ upon first isolating the appropriate file, NSA would
have to uncompress the data from the provider’s proprietary format, convert the data into

a readable format, and move the data to a server that hosts the Data Integrity Analysts’

bt ¢ ¥ R RIE BIEYTAE) R
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tools to isolate and delete the one record. Removing data on back-up tapes is a difficult
process as described above. Based on the above information and that the back-up tapes
will be destroyed upon reaching the end of their authorized retention period, NSA
considers this information on the !and the back-up tapes secured from user access
until their required date of destruction.

ALSHSEASFT In summary, I certify that the overproduced credit card information
has been destroyed or secured as noted above, and that the records containing
overproduced credit card information still retained by NSA. cannot be accessed by an
analyst, but as noted above will be destroyed no later than when the records reach the end

of their authorized retention period.

V. (1) Conclusion:

—(TSHSHASFEY The instances of non-compliance that hﬁve been identified in NSA’s
implementation of the Court’s orders in the BR docket stemmed from a basic lack of
shared understanding among the key NSA mission, technical, legal and oversight
stakeholders concerning the full scope of the BR FISA program. With the remedial steps
described above, NSA has taken significant steps to reduce the possibility of future
compliance issues. Further, in moving forward, lessons learned as a result of NSA's
review of BR FISA practices will be institutionalized, and we will remain constantly
vigilant in ensuring that we are in strict compliance with the Court's orders. Although no
corrective measures are infallible, NSA has taken significant steps to reduce the
possibility of any future compliance issues and to ensure that the mechanisms are in place

to detect and respond quickly if a compliance incident were to occur. Therefore, I am
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hopeful the Court will again grant NSA regular access to the BR FISA metadata, which |

believe is invaluable in helping the Nation detect and thwart potential terrorist threats.

(U) I declare under penalty of perjury that the facts set forth above are true and

correct.

KEITH 8. ALEXANDER
Lieutenant General, U.S. Army
Director, National Security Agency

Executed this /7 T day of ﬁ/;/M ., 2009
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UNITED STATES E

FOREIGN INTELLIGENCE SURVEILLANCE CODRT o B 14
WASHINGTON, bB.C. : Fon R Y
CLE: It

IN RE APPLICATION OF THE FEDERAL
BUREAU OF INVESTIGATION FOR AN
ORDER REQUIRING THE PRODUCTION

Docket Number: BR 09-09

DECLARATION OF LIEUTENANT GENERAL KEITH B. ALEXA
UNITED STATES ARMY,
DIRECTOR OF THE NATIONAL SECURITY AGENCY

(ANDER,

UL

Lieutenant General Keith B. Alexander, depose and state as follows:

(U) 1 am the Director of the National Security Agency (“INSA” or “Agency”™), an

intslligence agency within the Department of Defense (“DoD™), and have served in this
position since 2005. Tcu

ently hold the rank of Lisutenant General in the United States

Army and, concurrent with my current assignment as Director of the National Security

Derived F

Dreclassify Op#Source Marked MR
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—JFOPRSECRETHCOMBITAROTORN—
Agency, I also serve as the Chief of the Central Security Service and as the Commander
of the Joint Functional Component Command for Network Warfare. Prior to my current
assignment, [ have held other senior supervisory positions as an officer of the United
States military, to include service as the Deputy Chief of Staff (DCS, G-2), Headquarters,
Department of the Army; Commander of the U.S. Army’s Intelligence and Security

‘Command; and the Director of Intelligence, United States Central Command.

(U) As the Director of the National Security Ageﬁcy, 1 am responsible for
directing and overseeing all aspects of NSA’s cryptologic mission, which consists of
three funcﬁons: to engage in signals intelligence (“SIGINT”) activities for the U.S.
Govemment, to include support to the Government’s computer network attack activities;
to conduct activities concerning the security of U.S. national security telecommunications
and information systems; and to conduct operations security training for the U.S.
Government. Some of the inférmation NSA acquires as part of its SIGINT mission is
collected pursuant to Orders issued under the Foreign Intelligence Surveillance Act of

1978, as amended (“FISA™).

(U) The statements herein are based upon my personal knowledge, information
provided to me by my subordinates in the course of my official duties, advice of counsel,
and conclusions reached in accordance therewith.

(U) L. Imtroduction

(TSUSTUMNEYPursuant to a series of Orders issued by the Foreign Intelligence -

Surveillance Court (“FISC” or “Court”) beginning in May 2006, NSA has been réceiving

2
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and analyzing certain call detail records or telephony metadata’ from
telecommunications providers. NSA refers to the Orders collectively as the “Business

Records Order” or “BR FISA.” The telephony metadata NSA receives via the BR FISA

has enabled it in the past to discover _ and
unknown persons in the United States and abroad affiliated with _

and unknown persons in the United States and abroad affiliated witk_
_.nd their communications, and act upon and
disseminate such information to support the efforts of the United States Government,
including the Federal Bureau of Investigation (FBI), to. detect and prevent terrorist acts
against the United States and U.S. interests, Continued receipt of the telephony metadata
is advantageous to NSA’s ability to continue its efforts to discover such terrorist
organizations and their communications, in order to assist the FBI in detecting,
investigating and preventing terrorist acts against the United States. Accordingly, this
declaration is intended to provide the Court with my assessment of the value that the

BR FISA metadata provides fo the NSA and the FBI with respect to the Government’s

national security responsibilities for the detection, investigation, and prevention of

terrorist activiies b [

L&y~ Call detail records,” or “telephony metadata,” include comprehensive communications routing
information, including but not limited to session identifying information (e.g., originating and terminating
telephone number, International Mobile Subscriber Identity (IMSI) numbers, International Mobile station
Equipment Identity (IMEI) numbers, etc.), trunk identifier, telephone calling card numbers, and time and
duration of call. A “trunk” is a communication line between two switching systems. Newton's Telecom
Dictionary 951 (24th ed. 2008). Telephony metadata does not include the substantive content of any
communication or the name, address, or financial information of a subscriber or customer.

3
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I o 1cctively. the “Foreign

Powers™).

—FS)— 11 Value of BR FISA Metadata

—TSHSHANE)-The BR FISA provides access to bulk call detail records which
primarily include records of telephone calls that either have one end in the United States
or are purely domestic. This collection of information is not available to NSA through its
other authorized foreign intelligence information collections.” This data has value to
NSA analysts tasked with identifying potential threats to the U.S. homeland and U.S.
interests abroad by enhancing their ability to identify, prioritize, and track terrorist
operatives and their support networks both in the U.S. and abroad. By applying the
Court-ordered “reasonable, articulable suspicion™ or “RAS” standard to telephone
identifiers® used to query the BR FISA metadata, NSA analysts are able to: (i) detect
domestic identiﬁers calling foreign identifiers associated with one of the Foreign Powers
and discover who the foreign identifiers are in contact with; (ii) detect for;ei gn identifiers

associated with a Foreign Power calling into the United States and discover which

7—("1“576‘9&5}{-’59- For example, NSA obtains foreign intelligence information from its collection ofoverseas
communications (SIGINT collection) authorized by Executive Order (EO) 12333, traditional Court-
authorized electronic surveillance pursuant to Titles I and IIT of FISA, Pen Register and Trap and Trace
surveillance authorized pursuant to Title IV of FISA, and, more recently, the targeting of non-United States
persons reasonably believed to be located overseas pursuant to Section 702 of the FISA Amendments Act
of 2008 (FAA). None of these authorities would allow NSA to replicate, or appropriately analyze, the call
detail records it receives pursuant to the BR FISA.

3_(IS#S-I-AQ=J-P) In the context of this Declaration, the term “identifier” means a telephone number, as that
term is commonly understood and used, as well 25 other unique identifiers associated with a particular user
or telecommunications device for purposes of billing and/or routing communications, such as International
Mobile Subscriber Identity (IMSI) numbers, International Mobile station Equipment Identity (IMEI)
numbers, and calling card numbers. '
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domestic identifiers are in contact with the foreign identifiers; and (iii) detect possible
terrorist-related communications occurring between communicants located inside the

United States.

—(ESASEANEr Although NSA possesses a number of sources of information that can
each be used to provide separate and independent indications of potential terrorist activity
against the United States and its interests abroad, the best analysis occurs when NSA
analysts can consider the information obtained from each of those sources together to
compile and disseminate to the FBI as complete a picture as possible of a potential
terrorist threat. Although BR FISA metadata is not the sole source available to NSA
counterterrorism personnel, it provides a key component of the information NSA analysts

rely upon to execute this threat identification and characterization role.

YS4_ A. The Value of BR FISA Metadata: Contact-Chaining ||| |

—FSHSHANTF-The primary advantage of metadata analysis as applied to telephony
metadata is that it enables the Government to analyze past connections and patterns of
communication. The ability to accumulate metadata substantially increases NSA’s

ability to detect and identify persons affiliated with the Foreign Powers. Specifically, the
NSA performs _queries on the metadata: contact—chaining_

TTSA#SHAED)-When the NSA performs a contact-chaining query on a terrorist-

associated telephone identifier

dentify the further contacts made by that first tier

- of contacts. In addition, the same process can be used to identify additional tiers of
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contacts, out to a maximum of three “hops” from the original identifier, as authorized by
the Business Records Order. The collected metadata thus holds contact information that
can be immediately accessed as new terrorist-associated telephone identifiers are
identified. Multi-tiered contact chaining identifies not only the terrorist’s direct
associates but also indirect associates, and, therefore provides a more complete picture of

those who associate with terrorists and/or are engaged in terrorist activities.

—(ESHSHANE—0One advantage of the metadata collected in this matter is that it is
historical in nature, reflecting contact activity from the past that cannot be captured in the
present or prospectively. To the extent that historical connections are important to

understanding a newly-identified target, metadata may contain links that are unique,

pointing to potential targets that may otherwise be missed. _

]
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TTSA#SBNTY In sum, the BR FISA metadata analysis enriches the NSA analysts’

understanding of the communications tradecraft of terrorist operatives who may be
preparing to conduct attacks against the U.S. Terrorist operatives often take affirmative

and intentional steps to disguise and obscure their communications. They do this by

using a variety of tactics,

7
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\(\"Eg) B. Filling the Gaps: BR FISA Metadata in the Context of Other Collections

" (TS77SYAND-The BR FISA metadata complements information NSA collects via
other means and is a valuable, if not the only, means available to NSA for linking
possible terrorist-related telephone communications that occur between communicants
based solely inside the U.S. NSA analysts use the combination of telephony metadata
and communications content collected pursuant to EC 12333 and/or Court-authorized
electronic surveillance in concert ;with BR FISA metadata to develop an accurate
characterization of individual/network activity; potentially derive the intent of the
individual(s) or network; and learn of new terrorist networks or cells working inside the
U.S. NSA’s access to the BR FISA metadata improves the likelihood of the Government

being able to detect terrorist cell contacts within the U.S.

T (TSH/SEHAVER-NSA’s traditional SIGINT collection, which focuses strictly on the
foreign end of communications, provides limited signals-related information available to
aid analysts in identifying possible terrorist connections emanating from or within the
U.S. Collection authorized by Section 702 of the FAA is limited to the targeting of non-
United States persons located overseas and does not provide N'SA with information
sufficient \to support contact chainin_l' raditional Court-authorized
electronic surveillance does not make available the full extent of metadata résident with
the service provi&ers and provided through ‘the' BR FISA. With the metadata prbvided
by BR FISA, NSA has the information necessary to perform call chajm'ng_
- This analysis enables NSA to obtain a fuller understanding of the target and
provide FBI with a more complete picture of possible terrorist-related activity occurring

inside the U.S.
8
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“{TSHSHAE) The value of the BR FISA is not hypothetical. Additional detail
available in call data records (CDRs) allows NSA to recognize that a communicant is
based in the U.S.,, a detail often absent in traditional SIGINT collection. Unlike
traditional SIGINT collection, BR FISA CDRs include the calling party number in a call
that originates from the United States. From telecommunications provider’s perspective,
only the called number is necessafy to complete a call. The originating, or calling,
number is not required and, as unnecessary data, is often removed or manipulated by the
U.S. telecommunications provider before leaving the U.S en route to an overseas
provider. If the calling party information is present, it can be used by other
telecommunication providers to understand macro traffic statistics and identify important
business opportunities. For this reason, U.S.-origin calls collected overseas often lack a
valid U.S. calling party number, making it difficult or impossible to identify that a

particular call originated in the U.S.

m In illustration, prior to the attacks of 9/11, NSA intercepted via its
overseas SIGINT collection and transcribed seven (7) calls made by hijacker Khalid al-
Mihdhar, then living in San Di.ego, California, to a telephone identifier associated with an
al Qaeda safe house in Yemen. However, the NSA SIGINT intercept was collected
through an access point overseas and the calling party identifier was not available
because it had not been transmitted with the call. Lacking this U.S. phone identifier and
having nothing in the content of the calls to suggest that al-Mihdhar was actually inside
the United States, NSA analysts concluded that al-Mihdhar remained overseas when, in
fact, he was in San Diego. The B-R FISA metadata addresses the information gap that

existed at the time of the al-Mihdhar case, It potentially allows NSA to note these fypes
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of suspicious contacts and, when appropriate, to tip them to the FBI for follow-on

analysis or action.

FFSHSEANEY Once an identifier has been detected, NSA can use BR FISA
metadata along with other data sources to quickly identify the larger network and
possible co-conspirators both inside and outside the U.S. for further investigation by the
FBI with the goal of preventing future attacks. One recent example of BR FISA’s
contribution to characterizing a network of interest was the investigation referred to

- within NSA and FBI

began in January 2009. NSA

(TSASFANSA’s involvement wi

analysts were following a foreign-based e-mail identifier associated with an al Qaeda

facilitation cell in Yemen, an activity of significance due to U.S. Government concern
with Yemen’s potential to serve as an al Qaeda safe haven. This particular e-mail

identifier was tasked under FAA authorities while numerous other network identifiers

were monitored through EO 12333 authorities. _
I o
verifieation, NS A [

- as permitted by the Cowrt-approved minimization procedures for NSA’s

FAA collection, informed the FBI of the U.S. location of the identifiers. Upon receipt of

10
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the NSA information, the FBI initiated a full field investigation and sought its own FISA

coverage on the newly-discovered domestic links.

~TSHSHANE) NSA used the BR FISA metadata to aid the FBI investigation by
adding critical insight into the network’s functions and intent. Analysis of the BR FISA
metadata demonstrated foreign contacts within the suspected network stretching from
Kansas City to New York, the United Arab Emirates, Yemen and Denmark. While BR
FISA did not discover the person of interest in Kansas City, the telephony metadata was
able to confirm suspicions that the FBI already had about him. It confirmed the target’s
outbound contacts with other members of the network and provided a better
understanding of the network. This characterization would not have happened without
leveraging both the BR FISA metadata and the FAA access in conjunction with FBI’s

investigation.

xample illustrates, BR FISA metadata is an

TTSHSUNE) As the

important resource for investigating threat leads obtained from other SIGINT collection
or p.artner agencies. This is especially true for the NSA-FBI partnership. The BR FISA
metadata enables NSA analysts to evaluate potential threats that it recéives from or
Teports to the FBI in a more complete manner than if this data source was unavailable.

Even the absence of terrorist-related contacts in the BR. FISA metadata can be valuable,

because such “negative reporting” helps to assess the credibility of a prospective threat.

TTSHASEANE) A final benefit of the way in which BR FISA metadata complements
other counterterrorist-related collection sources is by serving as a si gniﬁqant enabler for
NSA intelligence analysis. It assists NSA in applying limited linguistic resources

11
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available to the counterterrorism problem against links that have the highest probability
of connection to terrorist targets. Put another way, analysis of the BR FISA metadata can
help NSA prioritize for content analysis communications which it acquires under other
authorities. Whjle- assists in identifying terrorist communications of
interest, content exploitation is required to achieve a full understanding and
characterization of the associations between the telephony identifiers and users.
Additionally, content is critical to deriving intent of the individuals and associated
networks. BR FISA metadata is an important piece for steering and applying content
analysis so the U.S. Government can gain the best possible understanding of terrorist

target actions and intentions.

(U) C. Statisties/Additional Examples

—{TSHSEAEThe foregoing discussion is not hypothetical. As noted on page seven
of NSA’s end-to-end report on the Agency’s implementation of the Business Records
Order, between inception of the first Business Records Order in May 2006, and May
2009, NSA issued 2775 BR FISA-based reports to FBI and, if appropriate, 0 other NSA

customers. These reports tipped to the FBI roughly 2,900 identifiers that were noted to

be in contact with identifiers associated with _

* (TSUSI/ANEY-The number of reports included in my Declaration of 13 February 2009 was 275. This was
based upon information gathered on 6 February 2009. Further review has taken into account the fact that
an additional report was issued after 6 February, but before 13 February. Some of these reports had been
cancelled for various reasons and some of the cancelled reports were reissued with corrections. Therefore,
the correct number of unique reports as of the 13 February 2009 declaration should have been 274. My
Declaration also stated that there were 2,549 selectors tipped in these reports. The actual number of
selectors tipped in the 274 reports is 2,888. '

12
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T{TSHSHAE) A recent illustration of the use of the BR FISA metadata can be found

in the evaluation of telephony contacts associated wit ~’

associate and primary suspect
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—EFSHSHAT T an even more recent example, on 2 June 2009 NSA received a

request for information from the FBI pertaining to leads associated with

NSA conducted initial research on the identifiers provided by the FBI in EO 12333

metadata and subsequently sought approval from the FISC to guery the identifiers against

e B 1154 e [

Without the

BR FISA metadata, a significant number of those leads would have remained

undiscovered and NSA’s ability to evaluate| | U.S. contacts would have been

degraded.

FOP-SECRETHCOMINT/NCEORN
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(U)  IV. Conclusion

—TSHASHANE) In conclusion, while all metadata analysis is essential in the fight
against terrorism, the BR FISA metadata provides NSA with additional information
readily available through the providers, but which would be otherwise unavailable to
NSA. The BR FISA metadata complements and enriches NSA analysts’ understanding
of the target and provides the capability to detect domestic identifiers calling foreign
terrorist identifiers abroad; foreign terrorist-associated targets calling into the United
States; and possible terrorist-related communications occurring between communicants
solely in the U.S. That the BR FISA metadata is generating what may be perceived as
little foreign intelligence in comparison with the volume of the data collected does not
discount its valué to NSA’s analysis of potential terrorist threats to the U.S. and to NSA’s
ability to provide security for the nation. NSA’s access to the BR FISA metadata
addresses a key gap in the Intelligence Community’s ability to connect foreign and
domestic threat-related information and tip this information for appropriate follow-up

investigation.

15
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(U) 1 declare under penalty of perjury that the facts set forth above are true and

correct.

Vi~

KEITSB. ALE ER
Lieutenant General, U.S. Army
Director, National Security Agency

4
Executed this 3 “ day of &(274'/#% , 2009
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States Government (USG). I am responsible for, among other things, the national
security operations of the FBI, including the FBI's Counterterrorism Division (CTD).
(U) The matters stated herein are based upon my personal knowledge, my review
and consideration of documents and information available o me in my official capacity,
information furnished by the National Security Agency (NSA) and information furnished

by Special Agents and other employess of the FBL

(U) Purpose of the Affidavit

T {SANE)_This affidavit is submitted in response to the Court’s Orders dated March
2, March 5, May 29, and July 9, 2009 (Orders). It describes the FBI’s assessment of the
value of the Business Records FISA (BR FISA) metadata to FBI national security

investigations and, more broadly, to the national security of the United States.

{U) Relevance to Authorized Investigations

SR Y - < ersois
the United States and abroad affilizted with [

_ are the subject of numerous FBI predicated investigations being conducted

under guidelines approved by the Attorney General pursuant to Executive Order 12333,

as amended. As of August 10, 2009, the FBI had approximataly- open predicated

investigations' wargeting [} N NN

' (U) Predicated investigations are either full investigations or preliminary investigations. A full
mmvestigation may be initiated if there is an articulable factual basis for the investigation that
reasonably indicates, inter alia, that a threat to the national secority has or may have occured, 1s
or may be ocowrTing, or will or may occur and the investigation may obtain information relating
1o the activity or the involvernent or role of an individual, group, or organization in such activity.
A preliminary investigation may be initiated on the basis of information or an allegation

T RET ' O = 2
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I . of Azt 10, 2009, the FBI v

conducting approximately - predicated investigations of individuals believed to be
ascociated wits Y
guidelines the Attorney General has approved pursuant to Executive Order 12333, as
amended.

(ISSHAES-The National Security Agency (NSA) has issued and is expected to
continue to issue to the FBI BR FISA metadata “tippers” regarding telephone nunbers
e
.
1 - -
targets of FBI investigations. The tippers provide information regarding contacts
between these foreign telephone numbers and domestic telephone numbers. NSA
identifies the assessed users of the foreign telephone numbers, the dates of contact
between the foreign telephone numbers and the domestic telephone numbers, and any
additional information, e.g., foreign telephone number’s country of origin, domestic
telephone number’s city and state, etc., that NSA may have regarding the telephone

numbers.

—SHSFB] Processing of BR FISA Metadata Reports

_(SIINEY-FBI employees from the Counterierrorism Division’s (CTD)

- Communications Analysis Unit (CAU) are detailed full-time to the NSA’s Homeland

indicating, inter alia, that a threat to the national security has or may have occurred, is or may be
occurring, or will or may occur and the investigation may obtain infesmation relating to the
activity or the involvement or role of an individual, group, or crganization n such activity.
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Security Analysis Center (HSAC). These detailees, known as “Team 10,” consist of a
Supervisory Special Agent and several Intelligence Analysts. Team 10°s chief
responsibility is to identify and mitially process domestic information contained in
reports disseminated to the FBI from HSAC.? Upon receiving an HSAC report, Team 10
gueries FBI databases to determine whether the FBI already has information about any of
the domestic facilities contained in the report. Team 10 then transmits the NSA
informaticn together with additional analysis based on any information already known to
the FBI to the appropriate FBI field offices. Team 10 also recommends subsequent

investigation to the field office,

—(&#5H Value of BR FISA Metadata to FBI Investications

“{TSHSE¥ANES- The FBI derives value from the BR FISA metadata primarily in two
ways. First, BR FISA meiadata provides information that assisis the FBI in detecting,
preventing, and protecting against terrorist threats o the national security of the United
States by providing the predication to open investigations, advance pending
mvestigations, and revitalize stalled investigations. Second, metadata obtained via the
BR FISA can provide warning signals that alert the FBI to individuals who are inside the

United States and are linked to persons who pose a threat to the national security.

—fS48E) 1. BR FISA Metadata as Additional Information
—S48L) The FBI is authorized, inter alia, to collect intelligence and to conduct

investigations to detect, obtain information about, and prevent and protect against

L@lﬂ\'T‘\DHSAC reports include BR FISA metadata “tippers.”

TOP SECRET//COMINT//NOEORN//EIIA 4
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terrorist threats to national security. The more information the FBI has regarding such
threats to the national security, the more likely it will be able to prevent and protect
against those threats, The BR FISA metadata program is a source of information that the
FBI uses in its mission to detect, prevent, and protect against terrorist threats to national
security. The ofi-used metaphor 1s that the FBI is responsible for “connecting the dots™
to form a picture of the threats to national security. BR FISA metadata provides
additional “dots” thar the FBI uses to ascertain the nature and extent of domestic threats
to the national security.

\(.%GQ In certain circumstances, the FBI may already have an investigative
interest in a particular domesstic telephone number prior to receipt of a BR FISA metadata
tipper containing that domestic telephone number. Nevertheless, the tipper may be
valuable if 1t provides new information regarding the domestic telephone number that
revitalizes the investigation or otherwise allows the FBI to focus its resources more
efficiently and effectively.

S#SL_The FBI has received BR FISA metadata tippers containing information
not previously known to the FBI about domestic telephone numbers utilized by targets of
pending preliminary investigations. The mformation from the BR FISA metadata tippers
has provided articulable factual bases to believe that the subjects posed a threat to the
national security such that the preliminary investigations could be converted to full
investigations, which, in furn, led the FBI to focus resources on those ftargets.:‘ Ths FBI

has also re-opened previously closed investigations based on information contained in

* (U) Because there is greater predication for 2 full investigation (an articulable factual basis to
believe the subject poses a threat to the national security) than for a preliminary investigation
(information or allegation that the subject is or may be a threat to the national security), the FBI
tends to focus more resources on full investigations than preliminary investigations,
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BR FISA metadata tippers. In those instances, the FBI had previously exhausted all leads
and concluded that no further investigation was warranted. The new mformation from
the BR FISA metadata tippers was significant enough to warrant the re-opening of the
investigations.

—SIANEYProvided below are two examples of investigations

that were re-opened because of new information provided

by a BR FISA metadata tipper.

—S48T) JI. BR FISA Metadata Analysis as an “Early Warning System”

—5#5F- The earlier the FBI obtains information about a threat to national security,
the more likely it will be able to prevent and protect against those threats. The BR FISA
metadata program sometimes provides information earlier than the FBI’s other
investigative methods and techniques. To use the oft-used metaphor, BR FISA metadata
sometimes provides “dots” that the FBI may not otherwise have uncovered until much
later in 1ts investigation. In those instances, the BR FISA metadata program acts as an
“early waming system” of potential threats against national security.

—S5H5H-In certain circumstances, the FBI may receive a BR FISA metadata tipper
containing information regarding a domestic telephone number that the FBI inevitably
would have discovered via other investigative techniques. Nevertheless, that tipper 1s
valuable because it provides information earlier than the FBI would otherwise have
obtained it. Earlier receipt of the information may advance the investigation and could
confribute fo the FBI preventing or protecting against a threat to national secutity that,

absent the BR FISA metadata tipper, the FBI could not.
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Whe FBI has also received BR FISA metadata tippers regarding domestic
telephone numbers in which the FBI had little or no prior investigative interest at the time
the tipper was received. In those instances, the FBI opened either a preliminary or a full
investigation of the user of the domestic telephone number. Here again, although the FBI
may have inevitably developad an mvestigati’ve interest in these domestic telephone
numbers, 1t 1s impossible to say when that would have occurred or whether it would have
occurred too late to prevent or protect against a terrorist aitack.

SUST) Provided below are two examples of preliminary investigation

that were commenced based upon BR

FISA metadata tippers. In both cases, the investigations were eventually converted to full
Investigations based on information developed by the FBI, thus demonstrating the value

of the BR FISA metadata information.

(U) 1. Statistical Information Pertaining to Full Investigations
—(TSASINEY-One method of quantifving the value of the BR FISA metadata to
the FBI’s efforts to protect the nation’s security is the number of predicated full
investigations that the FBI has opened or supported using BR FISA mstadata providad by
the NSA.* Full investigations opened based on BR FISA metadata tippers illustrate the

value of the BR FISA metadata in assisting the FBI to identify previously unknown

connections between persons in the United States and ||| G
A S S

“{SHAFFFull investigations are typically more significant and fruitful than preliminary
investigations. I will, therefore, limit the information discussed in this affidavit to full
investigations that were predicated, in whole or part, or assisted by BR FISA metadata.
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the number of preliminary investigations converted to full investigations illustrates the

importance of the BR FISA metadata in assisting the FBI to develop suspected

connections between persons in the United States and l_

~SH#ANE—Below is a chart containing statistical information pertaining 10
mvestigations that were opened as full investigations or converted from prelinunary
investigations to full investigations based, at least in part, on information from BR FISA
metadata since the Court first authorized the BR FISA order in 2006 through 2008.
These statistics show that the BR FISA metadata’s contribution to FBI investigations is
not insignificant. This chart includes (1) the total number of full investigations that are
predicated, at least in part, on BR FISA metadata;” (2) the number of Intelligence
Information Reports (IIRs) issued to foreign partners from these full investigations; and
(3) the number of [IRs issued to other U.S. government agencies from these full

investigations.

2 {S/ANE} The FBI's statistics include investigations that were (1) opened as fill investigations
based, at least in part, on BR FISA metadata, and (2) prelimninary investigations that were
converted to full investigations based, at least in part, on BR FISA metadata. These statistics ars
limited to investigations that are comnected directly io BR FISA metadata tippers. BR FISA
metadata tippers have also mdirectly contributed to the predication for otner investigations. For
example, information obtained during the full investigation of .
below, led the FBI to open preliminary investigations of others susneaed of engaging in similar
activities, This affidavit is limited to investigations based directly, at least in part, on BR FISA
metadata,
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Year Full Investigations Intelligence ITRs issued to Other
Opened/Preliminary Information Reports U.S. Government
Investigations (IRs) Issued to Agencies
Converted to Full Foreign Partmers
Investigations

2006 3 1 3

2007 9 6 8

2008 15 24° 35

Total 27 31 46

—SHST-During the 27 full investigations that were based, at least in part, on BR

FIS A metadata tippers, the FBI has found and identified known and unknown members

_, and those in communication with them. The

information NSA has tipped to the FBI has also permitted FBI to acquire additional

information about such individuals and their activities, including criminal activities in

support of international terrorism.

{ih IV, Specific Examples of Noteworthy Full Investications

+SHSH—T o illustrate the value of the BR FISA metadata program to the FBI, four

(4) full investigations that were predicated, at least in part, on BR FISA metadata tippers

are surmmarized below.

IRs io foreign parmers.
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U.S. person, based on an anonymous letter alleging
that he and eight others had ties to the Muslim extremist orgam'zatio-
_After pursuing all available leads, the FBI closed the preliminary
investigation on_, because it had not developed any evidence tending to
show that ras, in fact, affiliated wi_

—FSHSHHOCHNE) On or about_, the FBI received an intelligence

report from the NSA that included information and contact chaining analysis conducted

on data obtained through the BR FISA order (“metadata report”). The metadata report

established a- connection between a- telephone known 1o be used by

| o B e exceemist with s o [
- an | an unlisted _ telephone number.” The

FBI’s Division opened a preliminary investigation of the unknown user of the
< foml

I :c!cphone number based upon the information contained in the metadata report

and information contained in FBI’s databases that telephone number

linked to [ other pending FBI investigations.®

L{&HANEY The metadata tipper established that
telephone. That second

telephone was in contact with
celluler telephone was in contact with

# 153 Most notably, prior to
investigation conducted by thg
letier (NSL) telephone record
who was suspected of
According to the telephone records

opening of the preliminary investigation, in an
Division, the FBI had obtained via a national security
' | the farget of the investigation,

telephone number had contact with

TOPp SECRET//COMINT//KOFORN//EISA
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(TSHSHREL TO-USA—ALS-EANEBRA2E) On or zbout [ .
during || preliminary mvestigation, the FBI received information from the
using the [ t=lepbone number
i szt o
was linked to the ||| | KGN

NSA indicating that someone named

Atthe time, i

Sy, On or 2bou: I |

% Based on that identification, the fact that

was identified by the FBI as a user

of telephone number

was formerly the subject of a-preliminary investigation, and the phonetic

and the name

similarity between | _ (first name

Division converted the preliminary investigation of the unknown user of

into a full investigation of
—FSH8D-During the full investigation, the FBI obtained authorization from this

Court to conduct electronic surveillance of |

I C::-<thorized lectoic surveilince of
_ Also through this investigation, the FBI has identified other

individuals in the United States who are believed to be involved in ||| GG

evealed that

. In addition
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for_ . full investigations have been opened as a result of information

obtained through the,

and means that these individuals use to _, including the
suspected use of [

nvestigation. The FBI has also identified certain methods

—{SHOCHNT- The FBI is working with the Department of Justice, National

Security Division, and the United States Attorney’s Office, _

Ibased on information indicating that & 2 L imade terrorist threats

and were commected to - On or about_ the FBI closed this

mvestigation (the - investigation) after pursuing all available leads because the U.S.

Attorney’s Office, _ was reluctant to proceed unless

additional evidence could be obtained.
—FsHocAE On or about || G- FB1 received a BR FISA

metadata report from the NSA that included information and contact chaining analysis

12
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indicating that

each been in contact with several cellular telephone numbers in |GG ¢
were believed to be used by-11 The_ cellular telephone
numbers were, in turn, in contact with |||l tclephone numbers believed to be

assoclated with; which are owned

'Y In addition, the BR FISA metadata report stated that a -

telephone number, reportedly registered tm

had also been in contact with two of the aforementioned [JJij :slephone numbers,

—(S#NES- Based upon the information obtained in the - investigation,

information obtained ifrom another investigation that had been conducted from-

_,H and on the information provided by the BR FISA metadata

report, the FBI re-opened the full terrorism investigation of =

245 The FBI subsequently confirmed via an NSL that| e the subscribers

of two of the- elephone numbers.
13-(Sﬁ—Accordmg to U.S. Intelligence Community reporting,_
e

, the FBI re-opened the full investigation of § ased on an
anonymous letier alleging that they supported . The FBI uncovered no new additional
evidence, and closed the investigation again m- -

Sak z % s = FANAYL P ) o= .
TR SRORET [/ COMINT//HOFORN//FISE 13
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(S o ey o gy

XSy The FBI continues to invastigate

- The FBI recently obtained renewed FISC authority to conduct electronic

surveillance and physical searches of]

elephone and e-mail accounts, as well

‘elephone and e-mail accounts, as agents of] _

The FBI's investigation of

lis ongoing.

wc]

—FsHspHoeAEy On or about ||| . e 731 received a BR FISA

metadata report from the NSA that included information and contact chaining analysis

indicating that associates of |

living in the _, had been in contact with several U.S. -

telephone numbers.'®  According to the NSA’s BR FISA metadata report, two of the

connection with other FBI investigations revealed that ad been in contact

with telephone numbers associated with four other pending counterterronsm

investigations. That information, in conjunction with the information obtained from the

P (TSHSUIOCIAE) Accordin
Islamic exiremuisis called

an organization designaied by the Interagency Intelligence
Committee on Terrorism (ICT) as a tier 1 support entity to
1

“(S/AE) The FBI had received irevious reports regarding

TUF SECRET/7/CoMINT /A HOFORN/7FFESS

= b’ s g

] -]
18
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TOP SECRBET/ /COMINT /L /NORORN//FIEA

BR FISA metadata program, formed the basis for the FBI’s decision to open a

preliminary investigation o The preliminary mvestigation was opened on

—SHOCHNTY During the preliminary investigation, the FBI leamed that
s = I -o::d member of
According o [ |

On or about | - o= o the FBI

as a point-of-contact for

that ~ | had been designated by

a senior member of [ and that|

Based on this additional information, on _, the FBI

to a full mvestigation.

converted the preliminary investigation of
—(S/ANE) The FBI has obtained information about several financial transactions that

suggests is providing material support to a foreign terrorist organization. On

TOP SECRET//COMINT//NOEQRN//ETSA

[
Ul
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former senior member of -

A Although these known money transfers t

| are not particularly large, they do show connections between

members and former members of - These connections are troubling in light of

significant account activity that occurred orfjj i On thatdate, & & 1
made deposits to his checking account of- and - 'mcluding- in
also transierred -to a-ba.nk named

This transfer 1s

foreign currency. |

PR o a " . — B 3 g
suspicious because it is larger tha | typical transactions. '

—(SHANF-The FBI continunes to investigate] and has begun to receive

and analyze responses to eleven national security letters that were served durlng-

B 1t FBI s also investigating the [ back account that received [ fom

<5-D.

(xsustyoeHaFron or about | ©:c FBI received 2 BR FISA

metadata report from the NSA that included information and contact chaining analysis

) The CIA reported in March 2009 that
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indicating that a-:ellular telephone number used by several extremists associated
with the _ had been in contact with several U.S. telephone
numbers, including ||| ool pumber -

database contained information from another investigation indicating that the subscriber

The FBI’s

of the [ :=lephone number wa

Based on the information
contained in the BR FISA metadata report, the [JjPivision was instructed by FBI

HQ to conduct a threat assessment of the user of the

7 ostensibly

—SHAFHOC The_ Division su‘bsequently received information from a
_ Based on the BR FISA metadata, the information
identifying the subscriber of the [|jfcleptone number, and || G

the FBI’- Division opened a full investigation of

alleged association with ||| N

had been reported killed, the FBI elected to investigate, inter alia,

. had been killed

'to investigate

whether the report of & . death was accurate and whether others traveled

overseas and took part in terrorist training with him in_

(U) Conclusion
—TSHST- The facts set forth above demonstrate that the BR FISA metadata has
historically proved to be a valuable source of intelligence to the FBI. Its historic value

leads me to conclude that the BR FISA metadata will continue to be a valuable source of

T0p SECRET//COMINT/ /NORORN/ /FTSA
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mntelligence that 1s relevant to numerous FBIl-authorized international terrorism
investigations. Accordingly, [ hereby certify that the BR FISA metadata is relevant to an
authorized mmvestigation (other than a threat assessment) to obtain foreign intelligence
information not concerning a U.S. person or to protect against international terrorism or
clandestine intelligence activities, and that such investigation of a U.S. person is not

conducted solely on the basis of activities protected by the First Amendment,

(U) Pursuant to 28 U.S8.C. § 1746, I declare under penalty of perjury that the

foregoing is true and correct.

Executed on

Lot

ROBERT S. MUELLER, I
Director !
Federal Bureau of Investigation

ot
a
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IS/ mplementation of the Forelon Intellivence Survelilance Court
Authorized Business Records FISA — NSA Beview
- 25 Jape 2040%

b, (L) Executive Summary

AT The Business Records FISA Compliance Review Team of the National
‘GGUI!Y\! Agency (NSA), in response to ins*’mmons from the Director of NSA (DIRNSA)
and as set out in DIRNSAs Declaration of 13 February 2009 to the Foreign intelligence
surveillance Court (FISC), conducted 3 comprehensive systems engineering and process
review of the imstrutmntﬁtion and implementation of the Business Records (BR) FISA
authorization. This review was focused along the two major components where
compliance issues had been reported — system-level technical engineering and execution
within the analytic workforce.

The review entailed 8 major system or process components of the BR FISA
metadaka workflow, 248 sub-componenis, and 93 requirements and resulied in 9 new
areas of concern based on past practices as described herein. NSA has taken steps,
described herein, to remedy the problems identified, and w ensure to the extent possible
they will not recur, NSA has also developed plans for both the current and future
architecture to provide more rigorous and efficient protection, control and monitoring of
the BR FISA metadata. Implementation of the envisioned changes in architectural design
and oversight procedures brietly described in this report will help mitigate vulnerabilities
and correct the problems identified through the course of the end-to-end review.

LCUREL TO USAEWEYSThe end-ta-end review revealed that there was no single cause
of the problems that cccurred and, in fact, there were a number of successtul oversight,
management and technology processes in place that operated as designed. The problems
NS A expenienced stemmed from a basic lack of shared understanding among the key
mission, technology, legal and oversight stakeholders of the full scope of the program to
include its impiemezztatim and snd-to-end design. The complexity of the overal]
conft gu:mﬁor due in part to the intricacy of the sysiem and the differing rules associated
with NSA’s varous authorizations, was also a contributing factor as wag the fact that
NBA oversight was primarily focused on analyst access to and use of the metadata,

~LSHSLNEY This report, which assumies g basic knowledge of NSA’s structure and some
familiarity with the FISC documents and DIRINS A declarations as&ouate-.d with the BR
FISA ;‘Jm gram, addresses previously identified and newly uncovered areas of concern, as
well as the corrective actions already taken, and those on-going or planned, to address
these is&uca, it details the scope of the end- -t0-¢ nd review, the methodology employed
and the results, It also describes ihe mininuization and va&zght procedures NSA
proposes to employ should the FISC decide to approve NSA's wsusnp—fion of previously
autharized access o the BR FISA metadata, to include automated alerting and query ymé>
of the metadata, as well as the authority to establish whether a rdupnonv selector me

the Reasonable Articulable Suspicion (“RAS™) standard for analysis (i.e., regular
authorized access). Additionally, the repart outlines the checks, balances and safeguards

!Js"k‘

31 August 2009 Production

4 B R


hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line

hudsjen
Line


VT AT S IR PR R LA LR o WAL PACS SR VA Lk o AR
AT S IO T URIRTHS T UFINATR N NG AT VTR s

enginesred into the systemy; points to the need to clanfy existing lenguage in some cases;
and df‘wcﬂbcc enhanced training for the workforee that 1s designed to prevent TJLLIE’:"
instances of non-compliance. Finally, the report includes a summary of a proposed
technical architecturs which will further protect BR FISA metadata.

(TSTTSEANE) In conducting the end-to-end review, NSA established a diverse team of

technical, legal and mission experts to examine jointly the kiey functional areas of system
engineering, mission operations and oversight. The NSA team created an architectural
diagram of the end-to-end data and workflow and examined each major system
component and sub-component to ensure a complete understanding of now the data was
handied. In addition, NSA compiled all BR FISA-related requirements and evaluated
each system and process component against those requirements to ide -'ltll.y areas of
concern or vulnerability.

TDWLPC.I&} In moving forward, NSA will not only address the specific technical and
Process 1ssues ideptified in this report, but will also implement changes in its program
mamge? ent construct to increase trangparency and awareness among accountable parties
and establish an enduring view of the full scope of the program.

(O77FOE6) NSA may produce additional supplements to this report to the extent
necessary to respond to additional items that may be of interest to the court.

L, [D7E006) Hesults of Detailed Analvsis en Identified Areas of Concern

A. (OTROUG) Previously Reported CompHance Issues

EEL/FD ‘elephony Activity Detection {Alerting }?ma

{1 Beserintion

_('T.’Q. L HAEAS previc}uq}y described to the Court,’ NSA implemented en activity
etection (alerting) process” in a manner that was not authorized by the Court’s Order,
_md wen inaccurately described ti"ih‘ ’nrcg:’\za in its initial and each subsequent report to
the Court. NSA stated that only RAS-approved selectors were included on the Activity
Detection List when, in fact, r.h(, Ll.st included those RAS-approved and non-RAS-
apy f‘{}\'ed Qe!ectors:’ which were also tasked for content collection by counterterrorism

HUOTTFSN0) See DIRNSA Declaration dated 13 February 2009, at Sentions [TLA. and [ILB.

= (UAFCRES) NS A now refers o the Alert Process and the Alert List as the Activity Detection Process and
the Activity Detection List 1o more accurately degeribe thefr functions,

F) In mid-Janvary 2009, thers wera 1,935 P.AS»?pprO\ ed and 15,900 non-RAS -approved
selectors on the Activity Detection List, At that time, the Station Table (ihe reference databage of af] RAS
evaluations) had approximately 27,000 seleciors identified 28 RAS-approved and 63,000 selectors
identified as pon-RAS-approved.

N
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the modifications of the BR FIRA Court Order on 8 August 2006 and agam on 14 June

2007, S I

The Activity Detection List that was used prior to 24 January 2009 to alert
anal _yats to s sdu,mr of potential interest was a list independent of the Station Table, the
historic reference database of all RAS evaluations. The Activity Detection List was
compared agamst the incoming BR FISA data to assist analysts in prioritizing their work.
Some of the selectors on the Activity Detection List had been RAS evaluated, and their

status would have been reflected on the Station Teble. Gthers had never been evaluated
for RAS and would not have appeared in the Station Table, In this latter case, they were
treated as non-RAS-approved on the alert list which meant that contact chaining did not
ta ke place in the compleie body of archived data until and unless the particular selector
had safisfied the RAS siandard.

already in place for the program, but NSA's
implementation of the two processes was actually different. Further, as described to the
Court, the NSA personnel whao designed the BR FISA Activity Detection List process
believed that the requirement to satisfy the RAS atandard was only triggerad when access
was sought to NSA’s stored (1.e., “archived”™ in N3 A pariance) repository of BR FISA
metadata. The inaccurate charscterization was identified i the course of a meeting
between NSA and representatives from the National Security Division (NSD) of the
Department of Justice (B0]) on 9 January 2009, During discussions, Dol identified wha
was ultimately determined to be an incident of non-compliance with the Order. After
additional inquiry, NSD/Dxo) officially reported the incident to the FISC on 13 January
2009,

INF) NSA’s descn'rtion of this process to the Court reflected a similar process

RS Between 20 and 24 January 2009, the RAS-approved portion of the Station
Table was mistakenly fmplemented as the Activity Detection List in an attemypt to address
the original problems identified with the alerting process. At that time there were
approximately 27,000 selectors oo this list, approximately 600 of which were df.m gnated
as RAS- appt oved without having undergone NSA Office of General Counsel (GGC)
review as deseribed in Section 1LA4,

{1} Remedial Stens

(AR NS A completely shut down the Activity \'}cwr‘tym Process against the BR
FISA mgtacidm on 24 January 2009 as a corrective measu

2. (UG The NG s

believed 1o be a “mwka--.-- were pr-rmirtcd by the Court, As of 14 June

2007, the authorizetion expand to moelude quenes of the BR muetadata {or telephone identifiers

reasonally helieved (o be ass .
include [ N
O SRCRET AN QRO OGO R 4
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{1 Breserintion

' As previously reported to the Court,” from May 2006 to 18 Febraary 2009,
I\JSA mtdn rence anal ysts who were working counterterrorism targets had access to a tool
known as -whi c¢h was used to assist them in determining whether or not a
telephone identifier of interest was present in NSA's metadata repositories and, if so,
what the level of calling activity was for that selestor. Between these dates, _
in turn, accessed the data present in the BR FISA metadata repository to assist in
responding to these questions, - is not a tool used for contact chaining
B :cihor. for each query of a specific telephony selector, the
tool returns the number of unique contacts, the number of calls made, the dates of the first
and last call events recorded in NSA s data repositories and the amoust of time it took to
process the query. [t does not returmn the actual telephone identifiers in contact with the
selector that serves as the basis for the analyst’s query. Though can be usac
as a stand-alone tool, it 18 more commonly invoked by other tools such as

SHSEANEY On 19 February 2009, NSA confirmed that _perfmmcc{ queries
armmt the BR FISA metadata repository using non-RAS-approved selectors. It wag also
canfirmed that analysts who were not BR FISA-authorized inadvertently accessed BR
FISA metadata without realizing it as a result ofaccess-ing_ The results
returned from this tool did not identify to the user whether their results came from BR
FISA or from metadata collected pursuant to NSA’s authority to collect signals
intelligence information under Executive Order (EO) 12333, but rather combined them
inte a consolidated summary.

{U) Remedial Steps:

{TSHSHAE} On 20 February 20609, NSA removed the specific system-level certificate
{cryptologic authentication for software aiin to a ticket used to confirm the bcarcr 18

entitled to enter) that had allowed the BR FISA-&nabI@d_
-- to access the BR FISA metadata ¢h
reposttory. “ Cut of an abundance of caution, NSA also made software changes on 6
March 2009 which removed analysts’ ability to mapually invoke

B < BR FiSA metadata. While [ couid still avtomatically be

1IN

The removal of the system-level certificate cot off all access to the BR FISA metadata chain

re"mvtm} by any fzuiomaff*d srocess or subrowtine.  NGGNNE

W
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invoked via the Automated Chaining Analysis Tool {' ACAT), ns stated, the revocation of
the system leved certificate preventedj from accessing the BR FISA metadata
chain repository.

3OS mproper Analyst Queries

{1} Drescrintion

SHSHFAST Among the compliance issues previoushy reported o the Court ¥ was NSA's
discovery that between | November 2008 and 2% January 2009, three amzziysts
inadvertently performed chaining within the_ BR FIS A metadata repository
using 14 different telephone identifiers that did not meet RAS approval prior lo the guery.
The analysts did not realize they were querying the BR FISA metadata and none ¢f the
identifiers was associated with a U.S. telephone number or person. Based on an audit of
other queries the analysts were conducting at the same time, it appears cach analyst
thought he or she was conducting queries of other repositories of telephony metadata that
are not subject to the requirements of the Business Records Order.

{11 Remedial Steps

FNS A implemented the Emphatic Access Restriction (EAR) to ensure that
contact @hm‘uu inthe BR FISA repository is restricted
to only those seeds that have been RAS-spproved.

support personnel have
conducted tests to ensure th <, EAR is functioning properly by monitoring manual query
input and output, evaluating amd ual and connected functions, as well as sxamining log
files to ensure the results of manual gueries, now with the EAR in plage, produce the
desired resulis. Earlier NSA had also introduced a safeguard requiring the analysts to
acknowledge that they were about to access the BR FISA metadata io
further reduce the potential for additional instances of non-compliance. More formal and
rigorous training also emphasizes the need for caution when invoking their BR FISA
authotity. NSA is in the process of finalizing the testing of a software modification which
wii’z restrict the analysts to chaining no more than three hops from a RAS-approved

asctor within ||| 55 iS4 metadata repository.

ESASEANE-Internal audits of the ctivitics of NSA personnel authorized to query the
data under the 5 March 2009 order since 17 March 2009, when the Cowt approved the
first batch of BR FISA metadata se ¥_ tors as meeting the RAS standard, have shown no
further compliance issues.

4. CFSHERANE U.S, Identifiers Designated as RAS-Approved without GGC
Review

TTOFRGLIO) The relationship between the wols, || | KGN - -7

can be fn!md w1 the Appendix, Glossary of Terms.

K0} Seo DIRNSA Supplemental Declaration dated 23 February 2009 at Section I1B.

L QIR Ly

T T
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{L) Descrintion

—F5ASHART) Between 24 May 2006 and 2 February 2009, NSA designated
approximately 3,000 U.S. selectors as RAS-approved on the Station Table without
undergoing the required GGC approval. This set of numbers was derived from two time
periods: 1 January 2005 to 23 May 2006 and 24 May 2006 to mid-December 2008

—ESASHANE) Approximately 600 ULS. selectors that had been tipped to FBI and CIA
between 1 January 2005 and 23 May 2006 as baving ties to known, or pmbsbirx LerTorist
entities were added {0 the Station Table after the BR FISA Order was issued in an effort
to “jumpstart” the BR FISA operations. These 600 U.5. selectors did not undergo OGC

TEVIEW.

ANFES Between 24 May 2006 and 6 May 2009, NSA issued 277" BR FISA-based
rapor all of which were based on contact chaining of RAS-spproved selectors. Included
in those reports were tips to customers (FBI, CiA, NCTC, and/or QDNI) of US.

telephone nuimbers which had been in ggatact with a RAS-approved selector agsoctated
wit [ S

or were within
three hops of a RAS-approved selector. For those reports issued betwee

n 24 May 2006
and mid-December 2008, NSA took the additional step of designating as RAS-approved
in the Station Table the subset of these domestic selectors that were tipped as having ties
to known, or robable, terrorist entities. However, these selectors did not undergo the
required OGO review. For this entire period (24 May 2006 to 15 December 2008), the
total number of LS. selectors added to the station table as RAS-approved, but without
the OGC review, was approximately 2,400."

LN At the time the RAS-approved portion of the Station Table was mistakenly
impiemented as the Activity Detection List in mid-January 2008, as described in Section

BHFThe mamber of reports fncluded in the DIRNSA é)u:‘zrﬂtz'oﬁ of 13 February 2009 was 275,
Ims was basca upen information gathered on 6 February, Further review has taken info sccount the fact
that an sdditional report was issued afler 6 February, but before 13 February. Some of these reports had
hu;n cancelled for various reasons and some of the cancelled r'cpom were reissued with corrections.

Therefare, the comrect number of unique reports as of the 13 February 2009 declaration shouid have been
274, Stoce then, additonal reports have been lssued for & cuwrrent fotal of 277 {a% of 6 May 2009). "‘hr:
Declaration also stated that there were 2,549 selectors lipped in these reports. The actual number of
selectors tipped i the 274 reports is 2,888,

: G-Approximately 1000 of these selectors from the post-23 May 2006 era were repotied (0
customers as hiavi vintg only an indirect connection 0 knowm or probable terrorist selectors. It was not NSA
policy 0 include this category of numbers in the Station Table as “RAS-approved.” However, an error was
made during a bulk upload to the Station Table of tipped numbers on & December 2008 and these numbers
were inadvertently lncluded. They were preseal on the Station Table as RAS-approved until the entire set
of 2,400 ULS. selectors were changed to “not RAS-approved” on 15 December 2008 {six days later). An
sudit of the Alert system, zhh_ system and the Transaction Database showed that no chaining in
the BR FISA metadats was perfonmed on these numbers during this period.

3 ez fiesg 2y
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1AL, approximately 600" of the ULS. selectors from the Table had not undergone the
ru;uuﬂd OGC review. Fmty six of these approximately 600 selectors generated alerts ag
a result ui Lbe actions described in Section ILA.1; however, none of the resulting analysis
based on these alerts yvie Hc,d information that was subsequently tipped to customers.

) Designating these U.S. identifiers ag RAS-approved without the required
J(K review grew out of a related psaotlca that NS A applied “r;eﬂy to its development of
the Fetephony Activity Detection List in 2006, Speci uml by, nn its first periodic report to
the Court as directed i3 the initial May 2006 Order, NSA. stated that U.S. identifiers that
had been reportted to FBI and TIA priorto 24 May 2006 because of their direct contact
with international terrorism selectors had also been added to the alert list, even th(‘r'tth
they had not been gualified as seed identifiers and had not been reviewed by OGC. While
the initial report explained to the Court the NSA rationale for the belief that these
identifiers did not need to go through the full approval process to be included on the alert
list, the November 2006 ¢0-day reporr alse stated that the practice had ceased ags of 18
August 2006, Although the use of this process to add identifiers to the Alert List d}ﬁ
ceass on that date, NSA failed to discontinue the process of adding selectors to th
Station Table.

{1} Remedial Stens

CFEFBEANT) In early February 2009, all selectors that the OGC had not reviewed were
changed 10 #on-RAS-approved on the Station Table.

B. (U} Newly Identified Areas of Concern

1. o A M o Ao:diced Prior to January

2609

{81} Description

SHSLHANE anuary 2009 discussions between Oversight and Com
the BR F ISf‘h\.m]:oru:cd anatysts revedled that the
NSA’s repository for individual BR FISA metadata one-hop chains, had not been audited,
prompting further investigalion as part of the end-to-end review, Prior to that time, NSA
& was not aware of its existence in the technical architecture and therefore did not
sudit the database

liance {0&C

.

(i) Bemedia! Steps

Between May 2006 and Jamuary 2009, _

- logging capability wcwécd all queries via the analyst graphical user interface

LSTAES These were the approximately 600 from the pre-FIS A era; the others had been changed to
“not RA‘»-“ppro\ ed” i mid-December 2608, The fatlure to remove these approximately 600 numbers was
an oversight. The 600 selectors were changed 10 “non-RAS-approved” on the Station Table in carly
February 2009,

OO AT
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to the data within thJjjjf to include the user’s login, Internet Protocol (IP) address,
date and time, and retrieval re-qu'c;w a!é fields required by the Order. Analysts use the

to verify the specific call event details between two individualg —
cmmzl% such as which selector injtiated each call, when the call was inittated and how long

¢ call Jagted. However, sometimes to verify the call details of a communication event

the analyst uses the selector that was the first or second hop result as the retrieval request.
Because of this, the selector that was the RAS-approved seed is not always evident in the
. In Jannary 2009, NSA took steps to augment the
information recorded in the system fog o include the
RAS-approved seed that the user was asserting to be within two hops of the selector
being qLcnw 0&C began auditing guenies to the database in Febreary 2009, Since this
enhanced auditing capability was added, O&C has audited the BR FISA-authorized
intelligence an i} ts” queries and found no evidence of improper queries. Although the
suffered a system crash in September 2008, NSA
Was Litimate’ly able to recover sufficient data to permit O&C to conduct sample audiis of
queries since the Order’s inception. Thess sample audits revealed no unauthorized
analysts conducted queries against the BR FISA metadata and no authorized analysts
conducted improper gueries of the metadata,

v is outside the
afohxtccturc it is currently not protected by the EAR, NSA will migrate
functionality into the corporate architecture to provide greater accountability and to help
ensura compliance with the Court Order and any future requirements. Reconstituting this
database within the corpotate architecture will ensure that it is established and sapported
on systems that use corporate avthentication/authorization services, use system security
and configuration management practioss, are certified and aceredited with approval to
operate on an active Systemn Security Plan (SSP), 12 and sbove all employ software
measures that minimize complianee risks,

system

2 AFRASHNES Data Entegrity Analysts” Use of BR FISA Metadats

{1} Dreserintion

s

part of their Court-authorized function of ensuring BR metadata s
Ld for analysis, data integnit sts seek to identify numbers in the BR

are

o]
Ry
att
att

‘:,mmrl y form

metadata that 4

Once the da

l-r

selectors in the BR FISA data

integrity analysts had identified such hé'y

) An SSP 18 a formal document deseribing the implemented protection measures for the secure

operaton of a compuier system,

e
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would not only take steps to prevent the selectors becoming part of the analysis in the BR
FISA context, but would algo note them m_ slectors in other NSA systems
in order to similarly prevent them from being fncluded in analysis conducted outside the
BR FISA context. NSA determined that the data %ntf:crn‘t}‘ analysis’ practice of popuiating

numbers in NSA databases outside the BR FISA databases had not heen
described to the Court.

TS L For example, NSA maintains a database, which 1y
wwdy used by analysts and designed to hold identifiers, to include the types of ]
numbers referenced above, that, based on an analytic judgment, should not be
tasked to the SICINT system. In an effort to help minimize the risk of makiag incorrect
associations between telephony identifiers and targets, the data integrity analysts
provided the BR metad ‘td_ A smatl number of] -
BR metadata business numbers were stored in a file that was accessible by the
BR FISA-enabled [ o federated query tool that allowed approximately 200
analysts to obtain as much information as possible about a particular selector of interest.

Both ||| ¢ ¢ BR FISA-enabled allowed analysts outside of
those 2 f‘uthorimd by the Court to access the aumber lists, The end-to-end

review has not identified any other systems that have been fed using ||| | | Gz
nmnbma uncovered by the data integrity analysts from the BR FISA metadata.

ary 2.()G4$_ developed a ‘defeat list’ process to

selectors deemed to be of little analytic value and that
In burlding defeat lists, NSA
identified selectors in data acquired pursuant to the BR FISA Order as wetl
as in data scquired pursuant to EOQ 12333 When candidate selectors
contained in the BR. FISA metadata were found to have a
- obtained approval from the data integrity analysts to allow
those selectors, which come from BR FISA metadata, to be added to the defeat ist, This
resuited in all references to those selectors being remaved from all of ||| Gz

1ain databases, to include the database containing and processing data acquired pursuant
to EQ 12333, Since August 2008, had sls0 been sending all selectors on the
defeat list to the

NI Similarly, in Janu
Idmmv and remove

. A notice wags fited with the FISC on these

May 2009.

{1} Remedial Steps

nurbers in and using BR FISA-enabled
esy this database was an area of concern. NSA immediately began

guarant 1“1*1'1&, Lhr' BR-derived idengifiers in . completing the action by
2 I/I ' 2009, Access to the file containing the-small number of BR-derived [ I GzGzNG

O G R O T T e A RS 0
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identifiers by the BR FiSA-enabled [J=2s sbut off on 12 May 2009, when files
created by the

d ata integrity analysts were moved to a protected work file systen.

SHETTNE) NSA determined that only eight selectors from the BR FISA metadata have
ev b 51 added to the lizt. Starting in November 2008,
began 1o maintain separate defeat lists for BR FISA
on 11 May 2009, removed the eight BR FISA selectors from its
(%nfc:afz list. The BR FISA defeat ist will no longer be sharad

until this issue is resolved.

, and

LTSHEHIFAs the positive impacts that result in making these numbers available to
analysts outside of t‘} yse authorized by the Court seem o be in keeping with the spirit of
reducing unnecessary telephony collection and minimizing the risk of making incorrect
associations between t sle plwmy identifiers ar’d targets, NSA will work with Dol to seek
Court approval to continue such practices,

3. (TOMSIUNF) Use of Correlated Selectors to Query the BR FISA Metadats

{1 Preseription

FThe end-{o-end review revealed the fact that NSA's practice of using
COTT t,i dtc,d selectors to guery the BR FISA metadata had not been fully deseribed to the
Court. A communications address, or selector, is considered coryelated with other
communications addresses when each additional address is shown to {dentify the same

cormnmunicant{s} as the original address.

' the BR FISA metadata routinely used
to query the BR FISA

metadata without a separate RAS determination on each correlated selector, In other

words, if there was a successful RAS determination made on any one of the selectors in

NS A analysts authorized to gu

A
2o

. g g i o
ii’i ‘ (‘{ 8.‘.?\1L\t-’f)u{*w:;nill
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{'the gquery because

the correlation, all were considered RAS-approved for purposes
they were all associated with the same account

1 Although NSA oHaincc_ correlations from a variety of
soutees t s include Intelligence Community reporting, the tool that the analysts authorized
to guery the BR FISA metadata primarily used to obtain the correlations is called

. A description of how _m used to correlate

was included in the government's 18 Auguet 2008 filing fo the FISA
Court, While NSA previously described to thf, I I‘i the practice of using correlated
selectors as seeds, the FISC never addressed whether correlated selectors
met the RAS standard when any one of the correlated selectors met the RAS stendard. A

notice was filed with the FISC on this tssue on 15 June 2000,

{1} Remedial Stepa

- - 3 database that
hoic}s COMT oiatlm berween selectors of interest, to inctude results fi crn_
was the primary means by which corsglated selectors were used t0 query the BR FISA
metadata. On 6 February 2009, prior to the implementation of the EAR, 5 BCCESS
to BR FISA metadata was disabled, preventing from providing automated
correlation results to BR FISA-authorized analysts. In addition, the implementation of the
EAR on 20 February ended the przswce of treating - correlations as RAS-
approved in manual queries conducted within , since the EAR requires each
selector to be individually R/‘x%-empi‘oved 37} ing used to query the BR FISA
data. NS A ceased the practice of treating correlations as RAS-approved
within the in conjunction with thﬁ March 2008 Court
Order.

1o it beir

4. (FSUSHMEHandiing BR FISA Metadata

{0 Deserintion

FO Y ST

£} The results of the Hcmc;md Security A "»z'wiysim Center (HSAC) analysts’ BR
FISA metadata contact chaining guerizs have been routinely made availabie to the
broader population of NSA enalysts working

This shering belps ensure that analysts with specific foreign farget expertise can
apply the full scope of their knowledge to the BR FISA-generated information to 1Jc~,ntuy
all possible terrorist connections quickly and characterize them within the context of the
target’s known activities. With only 20 HSAC analysts approved to query the bultk BR
FISA metadata and morte than one thousand analysts working various aspects of the
counterterrorism niission enterprise~-wide, fewer than two percent of counterterrorism

Toueh
Pt

st s
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rlvbtx cutrently have the authority {0 sccess the BR FISA metadata. Thus, the
L,()H&Lil‘u'é, experience of the BR FISA- ﬁd[f‘:( vized Luuy ts represents a small fraction of

NSA’s overall expertise on counterterrorism targets. CT target analysts beyond the small

number currenti y &l hcm/cd to query the BR FISA metadata are responsible for
analvzing the data in the context of SHGINT information and writing reports; this practice
continued under the structure umposed by the March Court Orders. NSA believed such
internal sharing of the results of its analysis {(as digtinet from the bulk metadata itself) was
consistent with the Court’s Orders, but had not included a description of it to the Court in

ts periodic eports prior o May 2009, [ N o I

.. n addition, the Court Orders prior to 2 March 2009 state that “any
pmc;gﬂmnc' by technical personnel of the BR metadata acquired pursuant to this Order
shall be conducted through the NSA’s private network, which shall be accessible onty via
select machines and only to cleared technical personnel, using secured encrypted
communicaticns.” The end-io-end review revealed that the way in which NSA protects
the data is not precisely as stated in the Court Order; however we beligve NSA’s
implementation is consistent with the intent of preventing unauthorized users from
accessing the data. For example, there are not specifically designated or "select”
machines from which technical personnel access and process the data on NSA’s private,
secure network, The internal MSA communications paths on its classified networks are
not encrypted, but are subject to strong physical and security access controls” which
provige the necessary protections.

—{FEHSHANE) The end~to-end review also revealed that data integrity analysts, in order to
conduct their authorized duties, pull samples of raw BR metadata into their private
directorics on the NSA network, which they access via username and password, to
analyze the metadata in order to develop new parsing rules or prepare samples for spot
checks. The private directories offered them a workspace to anslyze the metadata using
tools and applications that they could not invoke in the
B /:lc these private direciories could be interprated to be an additional data
repository to the two already
described to the Court, the BR FISA data is not accumulated as in a true ¢ 'b S8
vepository. The data integrity analysts are authorized to access the data, and any
importation to their own systems was deleted when no longer needed.

0 Additionally, the review uncovered that data infegrity analysts, in

7

wnducung their authorized duties, copied data into two shared directories ereated fo

A The NS A complex is a Sensitive Compartenied Information Facility (3CIF) that is an
accrr.ducu istallation, incorporating strong physical and security access control measures (barriers, locks,
atarm systemss, armed guards), o which only authorized personnel are gramed access. Within NSA, only
approved users of NSANET can gain aceess fo the network through login and password. Onoe on the
network, the user can only secess the BR FISA metadata if additional access controls specifically alksw
such access. Access to particular data sets s grantad besed on need-to-know and is verifiad via Public K
Infrastructure (FKI).

W
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restricted information with a controlled user set. These shared directories also offered
access to similar tools and applications as mentioned ebove. NSA learned that roughly
170 personnel who at one time had been cleared for sensitive metadata programs had
access 1o files on this server. Approximately 15% of these personnel were system
adrainistrators or data integrity analysts; the remainder uv‘*ud@d intelligence anal yﬂ'tq
managers and engineers. While it was pogsible for the files 1o be accessed by any of these
personnel, 3t 13 unlikely that anyone other than data integrity analysts would have done so
since 1t would have been outside the scope of their duties.

: notice was filed with the FISC on the matter of sharing results of gueries

within N‘%A as it relates to the BR FISA Order on 12 June 2009, While NSA believes the
ability of BR FISA-authorized analysts {0 share unminbmized query results with the

broader population of NSA anafysts w orkmg.

1s critical o the success of its countertarrorism efforts, offective 18 June 2009 NSA began

the process of limiting access to unminimized BR FISA metadata query tesults to only

authorized analysts. [JJIIJ}

I (:c Court explicitly authorized the continuation of internal sharing of the resuits of

authonzed gueries with NSA analysts other than the Himited number authorized to access
the bulk metadata, provided all analysts receiving such results receive appropriate and
adequate training, The government anficipates secking
the BR FISA context.

Pars, ‘;,-‘ /f, N

+Regarding the handling of metadata by technical persornel, NSA
nnplumcnzc.,d additional access controls using UNIX group access control which assured
that only the data integrity analysts were in the “group”™ which could access this data, and
is providing appropriate protecied storage areas for the data integrity analysts” work files.
With regard to the manner in which NSA secures the BR FISA metadats, NSA will work
with DoJ to more accurafely refiect in any future application to the Court the current
method of providing protection. fnstead of accessing the data via select machines using
secured encrypted communications, NSA provides protection ‘Lhmu gh the use of the
secure network; use of NSA’s identity and authonization access control service; and other
NSA corporate standard data protection services.

3. (FSHAHNFEY System Developer Access to BR FISA Mefadata while Testing
MNew Tools

{1} Description

LFSHSHANE Tn its review of all tools and interfaces that allowed access to BR FISA
metadate, NSA determined that developers assigned to wor

o next generation metadata analysis graphical user interface (GUI) which is
the replacement for had querted BR FISA metadata
chaining summaries 20 times during the course of their testing between 26 September
2008 and 11 February 2009, This access cecurred due to the dual responsibilities of the

TOR SECRETLCOMINTAOR CONMNOEORN 14
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individuals involved. The develapers on aiso have maintenance
responsibilities for the operational system, where their access to BR FISA

is warranted on g confinual basis, While the actions were in keeping with the Court
Orders that were in place at the time of the gueries, access to the BR metadata was
anintentional and unknown to the developers at the time.

(U} Hemedial Steps

SASTNFT When this issue surfaced, NSA mmplemented a software change on 19

M“; vh 2009 to prevent the GUI from accessing BR F{SA
metadata regardless of the user’s acecess level or the RAS status of the selector. NSA also
implemented an oversight precess whereby all BR FISA-authorized technical personnel
who have both maintenance and development r-eqpn"mibﬂitie s have their accesses to BR
FISA metadata revoked when involved in new systems development. This process will
ensure no inadvertent sccess to the data untilt such time as these technical personnel
receive OGC authorization to access BR FISA metadafa to test technological measures
designed to enable wmphmcc with the Court Order, The NSA Q&C 1s notified each
time anyone's permission to access the BR FISA metadata is changed and tracks these

3e

changes for compliance purpose

6MPF wider Asserts That Foveign-to- Foreign Metadata Was
Provided Pursuant to Business Records Court Order

£y Description

TEASHANES NSA’s mission element which obtains

LS [ FEE%-3 )

ihe BR FISA metadata from the providers, reported during the end-to-end review th nat [

I ::c o question concerning whether cerlain foreign-to-foreign

metadata it provides to NSA is subject to the {erms of the BR FISA Orcﬁer
. This foretgn-to-foreign

metadata started coming inio NSA in January 2

(1} Remedial Steps

Fa)

with forsign-to

dney

-foreign metadats

sroviding NSA

When the provider began
in fenuary 200/

The Court is
ware of this issee, and the Court’s 29 May Order specifically excludes from its scope the
ak)remfﬁntmned foreign-to-foreign metadata. The provider ceased pwv&djpv this metadata
on the same day as the Order was signed. NSA s coordinating with the provider and the
NBD/Do] to resolve this matter.

3 78

T PSHASHNE) Unintentioral Omission of GGC Review of ULS, Tdentifiers

e
wn
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(U} Boserintion

it was recently discovered that during the June through October 2006
Lhncframc, in the process of implementing the injtial BR FISA Orders, a few domestic
munbers were dcsrg*miud as RAS approved and chained without OGC approval due o
compoutid analyst errors. These errars ocowred when analysts inadvertently selected ¢
wneorrect option in a GUL The correct option would have designated the domestic
wdentitier as needing OGC approval, The incorrect option put the domestic selector into a
targe list of foreign selectors which did not need OGC approval as part of the RAS
approval process. In those cases where the Homeland Mission Coordinator (HMC) failed
to notice the domestic number in the large list of foreign selectors and the RAS
justification was approved, the number was chained. NSA continues to investigate this
matter, but, based on available records, NSA's initial estimate is this occurred fewer than
ten times. NSA wili provide additional information as appropriate. A notice was filed
with the FISC on this issue on 29 June 2009,

(U} Bemedial Stens

i

-} Each time an error was identified through guality control, seqior HMCs
nrm zzied additional guidanee end training, as appropriate. Continued training and
management oversight, in particular when new analysts arrived, helped ensure such
errors were not repeated.

gMEXtEE‘ﬂ al Access fo Unminimized BR FISA Metadats Cuery
Heosults

£ Dreserintion

) Ly examining NSA's practics of sharing BR FISA metadata query results
ally with other NSA analysts working authorized ||| | NEGzNGTGES
, NSA learned of CIA, FBI, and NCTC analyst access to
unminimized BR FISA rwmdm derived query results and target knowledge information
via an NSA counterterrorism database, This matter, just recently identified, wasa
collaboration practice that was in place prior to the inception of the BR FISA Court
Order. Over time, approximately 200 analysts at CIA, FBI, and NCTC had been granted
aceess to this target knowledge hase, When the BR program was brought under the
urisdiction of the FISA Court, this pmc* ce was not modified to conform with the
G d 'S requirements for the dissemination of BR FISA metadata-derived query results
tside of NSA. A notice was filed with the FISC on this matter on 16 June 2009,

{1 Remedial Steps

SASEANEY While NSA disabled the hyperlink button used by the external analysts to
aceess this target knowledge database in the Smeu 2008 Umc,zramc, NSA learned that
the external analysts could have still accessed the data if they retained the URL address.

EFSTLEN 'l’l FATRUE AN AL STAV ATt S AT A IA A i%
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Upon wdentifying this as an area of concern on 11 June 2009, NSA began terminating
external customer account acoess to the target i«cnmﬂ edge database, completing the action
by 12 June 2009, MNSA is continuing to mv stigate this matter; audits are now underway
tor determine the extent to which the guery n,sulta may have been aceessed. Once
completed, NSA will provide a full explanation of this practice,

9. (TSTSHEE) Dissemination of BR FISA Information

L) Deserintion

1§ vmc,&z to include in a metadata report, be or she is required to obtain dissemination
autherization from the designated NSA approving office in accordance with the Court’s
Order. Specifically, the order requires that prior {o disseminating any U.S. person
information outside of the NSA, the Chief of Information Sharing Services must
determine that the information is related to counterterrorism information and is necessary
to undersiand the information or to assess its importance. {n fact, the Chiet of
information Sharing Services, when unavailable, has in the past Gc,ingaL ad this authority,
typically to the Deputy Chief. Additionatly, after hours or in an emergency situation, this

authority has also been delegated to NSA's Senior Operations Officer (SO0) in its
National Security Operations Center (NSOC).

} The practice of sharing BR FISA metadata analytic results also applied to

) process which was established to

- qunf:a oal ed i{cqucsts for Information (RFIs), submitted to
were dissentinated to all the pariners for response. Only those RFls that the
determined were answerable by NSA were forwarded to the HSAC. HSAC
queries in response to the RFIs were only performed against valid RAS-approved
selectors. The standard operating procedure was to minimize HSAC's results
and then merge them with the results of all partner nations with any sourcing information
sanitized. Of the 12 RFIs sent to HSAC from the between 2007 and 20068, HSAC
affirmatively responded to only four, The in tum, provided the results of one' of
these RFIs, in a sanitized format, back to the Second Party requestor. While the qL.zcrv
results were sanitized to remove information regarding the collection source, it wa
regmﬁy discovered that two U.S. ic, ephony 3dm‘i ifiers derived from BR FISA mf,tmaia

analysis results were inadvertegily od w1t seing minimized b NSA with the

to disseminate unminimized U.S. person information, obzamm g dmmm nation
authorization from the designated NSA approving office was not part of their process.

() Remegial Steps

‘The RF] response is nol a suhseat of the 277 reports discussed eartier i Section 1LA4
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NSA ig currently conducting s review of any BR FISA metadata-derived

rcpcn Tig im: contained U.S, person identifying information t determine consistency with

the Court’s Order. Once this is completed, the results will be provided.

iR, (UIFGUO) HSA's End-to-end BR FISA Heview

AL {U)) Seoape

TSHSHANE] NSA established a team of experts to conduct a thorough end-to-end
systems engineering and process review of the BR FISA metedata workflow. The team
reviewed 93 requirements extracted from the March 2009 BR FISA Court Order,
Application and Declaration; datafiow diagrams, and system documentation {to include
systems engineering and security plans) to ensure a complete undersianding of how the
reguirements were being met prior to 2 March 2009, how well they are currently being
met, and what changes may be needed fo ensure compliance. The team then used these
requirements as a basis to examine six key aspects {systerns architecture, analyst
work flow, management confrol, compliance suditing, oversight, and training) of NSA's
handling of BR FISA metadata, and to establish a comprehensive plan to ensure that all
requirements are addressed and property implemented,

(FSHSHAES Another oritical step in preparing to conduct the end-to-end review was to

e p
itentify and map how all the systemn components fit together. Lack of such end-to-end
awareness contributed (o the pumlt,rrs inttiaily reported to the FISC." The

systems/processes reviewed were

1.

2. NSA’s corporate file transfer/distribution system

3. , NSA’s corporate confact chaining system

4. L NSA's

repository for individual BR FISA metadata one-hop chains

5. the Telephony Activity Detection (Alerting) Process

6. the Reasonable Articulable Suspicion (RAS) Approval Process
7. the BR FISA Analytic Tools and Processes

8. the BR FISA Analyst Decision and Reporting Process.

"‘Mm Declaration of the Director of the Nationa! Sec Ageney (DIRNSA) dated 13
February 2009,

SRHAETAY VRN N S A SN N8 ST N
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follows (see Flgures | and 2):

. Both of these
databases are accessible to BR FISA-authorized intelligence analysts. These analysis also
use the following processes: the dctivity Detection (Alerting) Process, the RAS Approval
Process, the BR FIS4 Analytic Tools/Processes, and the BR FISA Analyst
Decision/Reporting Process to tdentify, query, anglyze and ultimately dm enlinate
information derived from the metadata, These eight components, part of a large and
complex system, are further described in Section H1.C. and pictured in Figures 1-10.
Figure | provides a top-level view of the overall architectural system, Figure 2 highlights
the eight components, while Figures 3-10 highlight each of the individual components in
greater detail. Each component is reflected with corresponding colors in the diagrams,

Frin concert with this systems enginesring end-to-end review, NSA conducted
3 thorough review of its analytic processes, management controfs, auditing mechanisms,
oversight and training for the BR FISA meladata handling. This included a thorough
examination of each activity, ool and ana'yuc process to assure that it operated in
compliance with the Court Order. The review led to several additional audits to ensure
that no compliance incidents had eccurred and to examine whether or not the individuals
who worked with the BR FISA metadata fully understood the dpphcabie authortty and
limitations. Bocurnentation and training were also pr\.arLd Each part of the review
compared the component or process being reviewed with the relevant requirement from
the list extracted from the Court documents,

HRHINSA's systems engineering and workflow reviews surveyed the processes
and tocﬂ% as thcy uusied before any remedies were implemented. This retrospective
evaluation enabled NSA to develop the near-term corrective measures necessary for
current Court-approved operations and potential resumption of regular access to the BR
FISA metadata should it be authorized by the Court. It also informed plans for

incorporating the BR FISA flow into the MSA future architecture more effectively.

8. (U) Methedology:

N NSA employed a tepeatable and well-docupented process in conduciing its
end-to-end review. NSA derived technical requirements from the legal re 1‘@m<—,nts
governing BR FISA metadata handling. As noted, NSA s‘imnlta’aeo sly b ran to develop
an end-to-end systems engineering diagram of the systems and data abases t%ppc}r‘ EBR

processing and storage. NSA also develoved and conducted Initial Prwaw Agsessments
{IPAs) which include a standard set of quc,won;, used to determine, among other things,
whether the system or pz cess under review inieracts with data that counld contain

information about U.S. persons. The outcome of the IP4 determines whether a more in-
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depth Privacy Impact Assessment (PIA)” is required to fully explore the extent of
interaction and whether any privacy comphiance concerns exist. Ap [PA was conducted
for any system or process identified as potentially part of the BR FISA metadata end-to-
end data flow. For those systew; confimmed to be in confact with BR FISA metadata via
the IPA, a P1A was performed. The results of the IPAs and PlAg were then compared
against the Court-derived requirements to determine the level to which each requirement
was satisfisd. For any system or process for which there was concern, NSA 1is developing
weit-documented, fully-tested corrective solutions should the Court decide to allow NSA
to resume its regular aceess.

C. {U) Results:

, receives BR FISA metadata from
sorts and labels the data according to data source and type,
and Qc*tu"mmf,x the necessary routing path that is to be used for the different data types.
I coes not derive, process or create new data from this data set.

: Except for the provider issue identified in Section 11.B.6, NSA identified no
other st gmrf L::m.t issues o receipt or handling of the BR FISA metadata.

diSLf;I"‘ti(} of the BR ri&A me taaam from the LDH ection source to the analytic
repositories. [t accepts files from sources and fransports those files to the end destinations
identr€ e:d in the filename given to the file by the source system.

jar]

Y COREL PO USA EVEYY The [PA/PIA framework provided a way for the Apgency o assess ¢ ompl W08
risk. Thiz framework was not used m aup':rsbci*c any Court-derived requirements. Both the PA and PiA
feraplates were based on Department of Defense (Do), Dol or Homeland Security Privacy Assessment
frameworks and then adjusted for the SIGINT cnvironment. While IPAs asd P1As are not required for the
Intelligence Community, they provided a sound methodology for the systerss engineering end-to-end
review.
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EAIvERE b is configured to cLH(JW dataflows and system accesses by
iec};“ncm personnet 1o be monitored and logged. The system has security
controls that are documented across multiple SSPs. employs security

access controls, such as P, to verify users and their system level access and likewise
employs file transtfer controls™ to verity file transfer access, file source and file
destination. "ﬂle_ system also employs a stringent configuration
managernent methodology such that software changes catnot be implemented without the
unmd testing and approval.

SN, 5 s corporate contact chaining system, accepts metadata

from multiple sources. [t accents the BR FISA metadata files from ; stores

the raw metadata in a separate realm, performs data quality, preparation and sorting
functions; and then summarizes contacts represented in the processed data. ||| Gz
stores the resulting eontact chains and provides analysts with access to these contact
chains.

: The _ portion of the end-to-end review demonstrated that the
SY$ tun 15 now providing the necessary protection of the BR FISA metadata while 1t {s in
ﬂ—_ domain yv en the added protection provided by the implementation of
the EAR and the removal of the system level certificates _ has always
employed other access controls, system security snd ccmngurati{m maragement practices
for ensuring appropriate protection of the BR FISA metadata residing in its database and
accessed by authorized analysts. They include, but are not limited to, a fully certified and
accredited system under @ System Security Plan and effective use of corporate
authentication and authorization service,

—(FEHSEANE-As stated eatlier, NSA installed the EAR c¢n 20 February 2009 in response
to & compliance issue previously reported fo the Court.”! Prior to the EAR, NSA was
relying on analytic due ditigence to query ||| vt only RAS-approved
selectors, The EAR, via intemal software systermn controls, now ensures that manual
contact chaining is restricted to only those seeds that have been RAS-approved by the
Court by preventing 2 non-RAS-approved selector from being used as a seed for
conducting call chaining of the BR FISA metadata in the
repusitory. In addition, NSA removed the system level certificate that bad been used by
automated tools to aocess the BR E‘i‘?A meiaé@ta. 1 so doing, NSA disabled all
autornated querying of the BR FISA m Lha Access 1o the BR FISA metadata chaining
i’)ﬁ“:rmaﬁnr in 1s strictly rolled via individual user access

authentication/permission and this acoess I Zogged in accordance with the current BR

r;SA\ Court Order.

ju)
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TS T+he ;mplcm ntation of the EAR had an unintentional adverse impact on the
technical support mission of WSA’s BR FISA-authorized data integrity analysts. Prot o
the addition of the EAR, these analysts frequently qwried_ Contact
Chaining Database for the Douted purpose of verifying their parsing rules (a method for
separating data into standardized data fields). Analysts composed these rules for
B ;R 5154 metadata to determine whether the system output represented

accurate connections between cormmunicants. In so doing, the data integrity analy&:tis
queried _ uging both RAS and non-RAS-approved selectors, as they were
authorized to do. This type of querying is especially important when a new data format is
received from one of the pr'oviders* Once the EAR was put in place, these analysts could
only query the database using a RAS-approved selector. This diminishes their ability to
test and evaluate their parsing rules. NSA is finalizing testing of a technical solution to
create an EAR-bypass capability solely for the data integrity team. The existing impaired
ability of the data integrity znalysts is assessed as a gyystem performance vulnerability, as
it could result in improperty formatted data.

—CFSASILNE) While the EAR restricts the ability to query the ||| contact
Chaining Database to only RAb~L‘ip}-rovcd seeds, there is no similar technical restriction
to prevent a BR FISA-authorized analyst from chaining beyond the Court-mandated three
hops from a RAS-approved selector. NSA is finalizing testing of a software modification
to provide this ccmtact~chainim2 hop rc*n:t ction In the meantime, training and
management oversight enswure that contact chaining is executed in accordance with the
Court Order.

ANE) The end-to-end review : Iso identified the fact tha || incorporated
a defeat list including BR FiSA-derived selectors to manage data ingest volumes more
effectively. The inclusion of BR ElsAderived selectors on this list is described more
fully in Section H.B.2.

4. (VRSO MEG System: Trausaction Database

1s used by authorized BR FISA
calling events. As the Contact

amu}s s t0 view detailed data about specific

?m z}g L}dt sbase only contains summaries of « one -hop chains (1.., selector 1 was in
N tipegwithin a specifig 1

; ME-The end-to-end review revealed an area of concern resuiting from the
that qw:ﬂce within the had not been aundite d as

c?e C,.T.DL»C. in vecttor: [E R 1. As previously noted, subsc,qucm audits showed no indication
etadata or of any improper guerying of th -

ffx”\f
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T The review also identified other system weaknesses, First, insufficient
LE ,ummtuhuu wnd configuration management (the ability to track versions) exist 1o
ensure that no snavthorized or unintended changes can be made that would make the
system non-compliant. Second, although it 1y attached to th -nc:two.rk.ﬁ the
is not afforded the additional protection of
firewall although access to the database is strictly controlled. Third, the
is not protected by the EAR, thus there are no
technical measures in place fo prevent & BR FlSA-approved analyst from querying the
metadata using s non-RAS- apmc,wi setector or one that i not within two hops of a
RAS-approved selector. To prevent improper manual gueries of metadata

using non-Court-approved selectors, NSA has provided
enhanced training to authorized analysts and is conducting regular sudits of queries.
Additionally, analysts using 5CE 8 Pop-up
window reminding them to use only RAS-approved selectors for queries and Umit their
chaining fo the Court-approved number of hops,

{TS/SLINEYNSA is preparing to incorporate 'thr:_
inta the NSA corporate architecture. This transition fo the corporate enginesring
framework will maximize use of the latest technologies and proven configuration
management to minimize any security and compliance risks, In the interim, NSA is
addressing these vulnerabilities through improved training, competency testing

and increased management oversight.

YRR S

Telephony Activity Detection (Alerting) Process

tivity Detection (Alerting) Process identified when a selector on the
Abtl\«‘t\! Uc tion L ist was in contact with an incoming number in a given day’s BR
metadata when that contact 0~-1'ﬁinaiec§ ar terminated in the 10,8, This notification, in tum,
atfowed analysts to prioritize their follow-on analysis. If the RAS standard was met on
the selector, the system performed automdtcd contact chaining in the BR FISA metadata
archive to 1dfmﬁty and track terrorist operatives and their support networks both in the
U.5. snd abroad. If not, a notification was made to NSA personnel so that they could
determine whether to atte*?mjt to satisfy the RAS standard, which would then allow such
contact chaining to take place mamaally.

i, the Activity Detection List consisted of
that had been ;%. A5 evaluated as

ST AS noted in Section LA
telephony selectors

wel] as selectors that naé never been RAS evaluated. The original Activity I“fmhm List
was built from two sources; one was called the “Address Database,” which was a master
target database of foreign and {10meth telephone identifiers that were of current foreign

intelligence interest to counterterrorism persennel, The %ec\md source was ||| | | GG_.
which was and continues to b* a database NS A uses as a selection management system o
manage and task identifiers for SIGINT collection. One of the features ¢
that it is enriched with cor rqm‘c}m of v*‘epbor*s Ideﬂtlfl s gssociated with numbers
tasked to the SIGINT system. This enrichment is enabled by ||| KGR s 2

18
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The Telephony Activity Detection Procsss 1s not ourre ntly operational as
the mwlt of the c:crnphaﬂce issue previously reported to the FISC™ and as described in
section ILA.T of this report. NSA shut down the /-\L,thy Detection Process entirely on
24 January 2009 as a corrective measure. (Of note, under the prior implementation

efore contact chaining could take place in the complete body of archived metadata and
before any results of such analysis were disseminated, the alerting selector had to satisfy
the RAS standard and be approved explicitly as having done so.) This process was
thoroughly examined in the courge of the end-to-end review and consequently a revised
impletientation, as deseribed in Section V. A, hag been proposed should the Court
approve resumption of regular access.

6. (TSISHANE) RAS Approval Process

mrihe RAS Approval Process is the mechanism by which an analyst must be
able to articulate some fact or set of facts that causes him or her to suspect in Hght of the
totality of the circumsiances that a particidar number is associated w 1th_ or
associated terrorist organizations before he or she may use a telephone number or
electronic identifier as a seed (o query the BR FISA metadata,

The RAS Approval Process in place until 2 March 2009 (the date of the

FISC Order) incorporated a combination of documented g uidance and well-understood
procedures as outlined in the OGC RAS Memo and the analytic office’s RAS Working
Ald, Druring the three years that Dot has reviewed NSA RA.J approvals, no spot check
has revealed a faulty RAS approval decision,

7. {TSHSHNE) BR FISA Analytic Tools and Processes

SSHANE) The BR FISA Toaols were designed to analyze the raw BR FISA metadata
well as the ou stput of anatytics such as_ contact chaining. Analysts used th*:
tools against the BR FISA metadata and chaining results to identify possible terrorist
communications into, from and within the US

? o instances of concern related to the analyhl c tools and processes used by
the B‘{ —‘ESA azzmon,,u{ telligence upalysts were identified through the end-to-end
review and are described in Sections 1LA.2. and IL.B.3. These fools and processes, which
were designed te function against both the BR FISA metadata and other categories of
telephony metadata that NSA acquires through SIGINT operations authorized under the
general provisions of EOQ 12333, were used primearily by analysts within NSA’s Office of
Counterterrorism to identify possible {errorist connections into, from, and within the U.5,,
as well as foreign-to-foretgn communications. Twelve of the 19 analytic tools examined

3} See DIRNSA Declaration dated |3 Febraary 2009

O SR RSN
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were developed L,ndu_ gystems architecture and are well-documented,
configuration-controlled and audited. The other seven BR FISA analytic tools examined
were developed in whole or in part by engineers working 1o the Counterterrorism
Otganization to meet constantly changing mission requirements, resulting in limited
configuration and change management control. All seven of these tools were either
monitored through existing O&C audits or were subjected 1o new audits and/or reviews
as part of the end-to-end review, With the exception of]

I 20 GU1 none of these tools are cutrently able to access the BR FISA
metadata.

—FSHEEANT) To mitigate risk in the future, NSA will transition the BR FISA analytic
tools and processes to the corporate NSA enterprise architecture and will no longer
develop tools within the Office of Counterterrorism. Complete end-to-end testing will be
conducted for all tools against a standard set of BR FISA requirements to ensure they are
fully compliant prior fo resumption of avtomated operations if authorized by the Court.

8. (GRG0} Analyst Decision and Reporting Process

{TSLSHHFT The Analyst Decision and Reporting Process encompasses the target
knowledge, guidelines ar)d procedures that enable intelligence analysis to determine what
informnation meets customer requirements. [t alse involves the evaiuation and
minisnization procedures intelligence analysts employ when analyzing data and drafting
and disseminating reports,

*rior to the alert ligt shutdown on 24 January 20606, the BR FiSA analyst
duczqran and reporting work flow began when an HSAC analyst was no’u:zed of a match
between a known selector of counterterrorism interest and an identifier in the ingested
BRF E%‘A metadata, when an analyst received an RFI from a customer, or when an

analyst was continuing analysis on an existing targst set. Aside from the ectivity
detection list, the process remains the same today on selectors that are specifically
approved in accordance with the Court's Orders. I NSA has reason to believe the
information constitutes valid threat-related activity, NSA applies USSID 18 o minimize
information concerning U.S. persons and then reports the information to the FBI, CIA,
NCTC and ODNI, and other customers, as appropriate.

AN NSA reviewed its am*ly'ric workflow fo ensure the BR FISA metadata was
appropriately handled, analyzed and disseminated. Three new areas of concern, discussed
in Section 11.B, were identified with the BR FISA Analysis Decision »nd Reporting
Process in addition to that which was previously described to the Court™ and discussed in
Section JLA.

4 25 February 2009, at &, Section 2

(Lm;‘nrcrp: iate cmalvxl q«i"rumz}
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: 3 As a by-product of the end-to~end review, NSA has updated the interin
amﬂyt{c BR P IS 4 Standard Oporating Procedures (SOP) to ensure compliance with the
current Court Orders and is courdinating this document with Dol as required by the
Court. This SOP outlines step-by-step instractions for the authorized intelligence analysts
in handling the BR FISA metadata; describes the procedures used to contrel aceess to the
BR FISA metadata, provides the steps used to conduct weekly sudits of the analysts’
gueries and tools; and details the methodology used to guery the BR FISA metadata
under newly established Imminent Threat Concept of Operations guidelines. NSA will
comtinue to maintain the SOP and CONGP as “living documents” and update them as
needed.

SHSENE)Y NSA also continues to maintain and regularly update an | l-step
c,om'vrehensi\fe checklist that outlines both the Homeland Mission Coordinator and
analyst responsibilities in the BR FISA metadata analysis and reporting process, The
checklist is comprised of over 30 components that require analysts to answ@r a varety of
guestions, including whether the proposed report falls within the scope of BR FISA
authorities and express OGO gt.%de'}hm' whether NSA atterapted to get additional
imformation about the selector from the FBI and CLA integrees at NSA and whether
cellular identifiers were checked to determine if the user had roamed into another
country. The checklist also reminds analysts to detail the information/intelligence
source(s) that prompted the report’s production.

IMEY in addition, NSA has in place & combination of web pages ard on-line aids
deds wtca to end-product reporting and dissemination guidance. These detailed working
aids, together with required USSID 18 training for all BR FISA-approved intelligence
analysts, require that any NSA BR FISA-based reporting that contains U.S. person
information follow NSA’s standard minimization procedures found in USSID 18 and the
Court Ogder,

FV. (EMEOUO NSA s Minimization and Oversight Procedures

{TSI7SHAREY NSA has well-documented and long-standi ng ninimization procedures for
ensuring profection of V.S, persons’ zn%olm ation 1n SIGINT analysis and reporting under
all SIGINT authorities, to include the FISA Order. NSA’s normal regime of compliance
oversight for handling the BR FISA is a comprehensive, multi-pronged approach
tnvolving Dol and NSA’s OGC, O&C, Office of the inspector General and SIR.
Cuarrenttly, NSA is reguired to consult with Dol on all significant legal opinions involving
BR FISA metadata handling. DoJ meets with the appropriate NSA representatives at least
once every renewal period to review the program. Prior to the 2 March C‘nuri Order mat
the FISCT make all RAS determinations, L)m aim conducted “spot checks” to review a
sampling of justifications (RAS determinations) for querying the mf;ran.a.m. 1 ',:;A,, 1t tum,
provides internal oversight to the BR FISA program by a vartety of oversight controls
and compliance mechanisms to prevent, detect, correct and report incidents and
violations of the procedures, to include te chnical, physical and managerial safeguards
such ag: examining samples of call-detail records to ensure NSA s recetving only
“ompm:n data; ensuring analysts are trained in the querying, dissemination and storage

M
T a
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restrictions for the metadata;, monitoring analytic access 1o the metadata; anditing queries
on a weekl 3 basis by G&C monitoring audit functicnality; reviewing the BR FISA raw
database repositories; and examining the list of RAS-approved selectors,

. Tn hight of the compliance issues that surfaced specific to the handling of the
BR FI“?A metadata, NSA reviewed its minimization procedures as wedl as ifs oversight
procedures, to Hl(.hidu auditing, documentation, and training, to identify areas for
potential improvement. All were identified as areas for enhancement to ensure that
personnel hardlmg v the BR FISA metadata are aware of and compliant with the Court
Orders governing its use and dissemination.

A (U} Minimization

Every NSA intelligence analyst is required to complete training and pass a
icﬁ on U‘a‘i'?‘ 18 minimization procedures every two years as a pre-requistie for access
to unminimized/unevaluated SIGINT data. Additionally, intelligence analysts must
receive an OGC compliance briefing and on-the-jobh training (GJT) regarding their
responsibilities for handling metadata containing U.S. person informaiion prior fo being
granted access to the BR FISA metadata. They also have on-line access to detailed
wotking aids including required minimization procedures. NSA will continue to
emphasize the critical importance of applying USSID 18 and the Court Order
requirements as they relate to the handling and dissemnination of BR FISA.

B. (1) Oversight
L. (U7E versight Auditing Mecharisms

TS LUNEY NS A agsessed requirements for auditing of systems, tools, processes and
analyst queries to ensure the proper complisnce procedures were in place. A total of 13
audits refated to BR FISA meiadata sccest and querying were conducted either as the
result of standing requirements or in response to issues 1dentified through the end-to-end
review, Descriptions of resultant snomalies are captured in Section 11

L NS A audity samples of quentes conducted by BR FiSA-authorized
intefligence analysts end data integrity analysts in th

on a weekly basis. As a result of 2 review of its oversight
processes, O&C crested a dedicated senjor intelligence analyst position to enhance
auditing of BR FISA metadata queries.

,.

THSLUNE) E"w--*rn;fghf- documentation and procedures governing BR FISA metadats
handling consists of a set of SOPs that have been reviewed and revalidated. They are as
fog}(}\«-&,

PN Y G D TR LTy £ T (VI A P T
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= “Acecess”: This SOP outlines the procedures 5 T 5 ining and maintaining
acuess to the BR FISA metadats in 2 way tha ympliant with the BR
FISA Court Order.

s “BR FISA Audit Procedures”; This document outlines the procedures
used to audit BR FISA analyst queries

e “Compliance Notifieation”: This document addresses the precedures to
be followed when compliance issues are noted.

2 “Dod and OGC Spot Checks™: This SOP addresses the procadures to be
followed for the required, regular Dol and/or OGC spot checks.

e Owversight”: This document outlines the roles and responsibilities of the
Dol, the NSA Director, the OGC, O&C, the Inspector General, ||| R

and those Counterterrotism Organization analysts

approved for BR FISA metadata access.

3. (U Orversight Tralning

LTSHEHA NSA's Associate Directorzte of Education and Training (ADET) had
afready been working with O&C and OGC to redesign the required training for accessing
BR FISA metadata to better enforce appropriste handiing of this data and to introduce
compeatency festing as part of the O&C curriculumn. The currienlum will be administered
en-line to allow studwts 24/7 gcoess to the course material,

LEY The redesigned BR FISA portion of the training package addresses the
knowledge and procedural components of handling BR FISA data, and now requires the
analyst to read the most current Court Order and the OGC instructions, and in the future
will raquire thern to view an OGC video briefing about the BR FISA program and
cornplete the following six lesson tutorials:
I. “Overview of the Reasonablie Articulabie Suspicion standard,” as covered
m OGC instructions
2. “Summary of the RAS standard,” to aid NSA analysts in preparing RAS
Justifications :
3. “Association with _ to identify how associations are
established in order to qualify a ‘*rg@t for RAS justification
4, “First Amendment Considerations,” to identify Hmitations and
considerations when targeting V.S, persons within BR FISA data
5. “Sources of information,” to identify the supporting information used to
justify the RAS determination
6. “The BR FISC Qrder,” which explaing the content of the BR FISA Orders

S

: A computer-based competency examination will be administered upon
CCM"I";,')ILILOQ of this training and remediation will be provided for missed questions. Once
an analyst has demonsirated the necessary knowledge by successtully passing the exam,

he or she will complete formalized OJT before O&C grants access to the data,
— R G ORI T O RCON N OFOR N 28
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A3 The OJT component has always been admimstered by an experzenced HMC
or senior analyst experienced in conducting OJT. This training specifically addreszses ow
analysts are permitted o use the BR FISA metadata, reinforces the unique privacy
concems snd handling requirements of this data, and demonstrates the various tools that
can be used to query the BR FISA metadata. [ addition, sach HMC and authorized
intelligence analyst is required to sign a user agreement, documenting that he or she has
read and understands the obligations associated with handiing the BR metadata,

BEFYNSA has also begun to provide tailored briefings to all technical personne
that h Ve bc—:m granted access to the BR FISA metadata. The tailored briefings outline
the categories of data obtained under the BR FISA Court Order and the restrictions
associated with the technical personnel’s duties. For example, the briefings make 1t ¢lear
that the Collection Managers and System Administrators are not authorized to query the
BR FISA metadata for foreign intelligence purposes. The bricfing also outlines the
correct offices to contact if the technical personnel see possible compliance issues in the
corarge of their daties,

ANES As part of the BR FISA t]‘aéraing redesign, complete training records will be
maintained by ADET for each individual, The documentation will include the test score,
angwers to ndividual test questions, and performance feedback from the GIT component.
This documentation will alfow for tracking of access to the BR data on an individual
basis,

vV, (UFELQO) NSA’s Futnre Architecture

ME) Using principles of system engineering, configuration management and
8OCESS mr&tml NSA has considered the future implementation of the BR FISA program
including the automated activity detection process to be used should the Court anthorize
NSA fo resume regular access to the BR FISA metadata.

A, (RTTFOU0) Future BR FISA Activity Detection (Alerting) Process

-(—E-S-LAS-L#J-H-N%A could resume automated activity detection in a fully compliant manner
should the Court approve. NSA would maintain an Activity Detection (alert) List
containiag only RAS-approved selectors. Only the RAS-approved selectors on this “BR
ldentifier List” would be compared to the BR FISA metadata, With Court approval to
resume automated querying, NSA will work with NSD/Dol to ensure the BR Identifier
List will be populated with anly those selectors that the Court has suthorized. Should the
Court grant NSA RAS decision authority, NSA would begin to augment the BR Identifier
List with additional identifiers that NSA approves as having satisfied the RAS standard,
using the improved processes and training identified in this document.

B. (1)} Future of Overarching Architecture

NS 0 1 N $ 3 AN Shri
(A A‘-} * “l\ssl‘\i.«“.s\'h.
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in the future, should the Court authorize NSA to resume regular aceess to
the }m FISA metadata, NSA will migrate the dataflow and life cycle management of the
BR FISA metadata to its nexd generation system architecture which offers more effective
and efficient management and control. This architecture is designed to be flexible enough
fo adapt to changss in the legal and oversight requirements, while conforming to
applicable governing authorizations such as EO 12333 and BR FISA,

—HHSHOY In the future architecture, the end-to-end BR FISA datafiow will be referred
to as a systern “thread.™ As such, NSA would manage the entire capability via a "Thread
Engineering Team” to guide the 1 eqmrf_menm development, systems integration, use-case
development, testing/validation and planning for current and future enhancements.
Thread engineers would meel with representatives from the OGC and O&C to define and
validate requirements prior to development. System-wide configuration management
would be implemented to log the expected softwars builds and patches. Such practices
exist now, but there is no thread focused on the Business Records process.

The nroposed systems supporting BR FISA dataflow and life cyele within
thg ext gener ation architecture en compass both technical- and personnel-based strategies
to ensure that data is accessed, retained and purged in full compliance with authorities
granted to NSA by the FISC, Moreover, the implementation of centralized processes and
databases will ensure that all aspects of the dataflow will continue fo be tracked and
audited £o further ensure that any non-compliance issues can be promptly identified and
addressed. Plans for addressing key requirements {for BR FISA metadata are as follows:

1. (U0} Security / Access Contrel

A new access control apﬁlzcatmn will be applied to all databases and
xyﬁ[e:“ns supporting the BR FISA workflow, This application wil] validate the credentials
of users to govern what systems they are approved to access, and validate that their
required training is carrent. PKI, which offers security measures for identification and
authentication, as well as for access control, and sudit capability will be used to manage
users with access to the raw data or query results.

2. {UMFOUQ) Data Standardization

; } A date standardization platform will date-stamp the incoming BR metadata
dlld ensure its consistent and accurate structure, This will allow qumk. and accurate date-
based purging once the Court-ordered time frame has been reached.

3. (UNMFQUE) Databasing RAS Scleetors

LAEY An updated and improvﬂd centralized target knowledge database for storing

LLICPIIOHV and cma*[ electors has been under d welo}n nent stnce October 2008, This
database will enable mo ore e -=1'ﬁ<:1em storage and ratrieval of key information about each
BR FISA telephony identifier such as its RAS status and the justification and OGC
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approval as appropriate, for those that have been RA%appmved. These features are
scheduled for completion during the fourth quarter of FY 09

4. (TSHSEAnalyties! Processing and Call Chaining

; An enhanced call chaining function and data proc cessing capability will
support targc volumes of automated algorithms, handle growing ingest rates and deliver
faster query respaonses. Additionally, the metadata will be stored using security tags, a
measure which can be used to restrict the visibility of individual entries in the database to
personnel with the appropriate access credentials.

5. HAOEOS Auditing and Monitoring

FHHECUG) Enhanced audmvg, will provide a means to track a data user’s activity
g;at?:ems, the state of a user’s operations, and the frequency and composition of gueries.
A formal metrics and monitoring system will also be used to monitor the status of the
end-to-end processing and will alert menagement and operations personnel when
processing anomalies are detected.

VE (LY Conclusion

S EME-As discussed above, NSA has thoroughly reviewed the technological
systems, analytic workflows and processes associated thh its implementation of the BR
FISA Court Order, and has introduced ceorrective measures to address specific concerng
and vulnerabilities. These new measures will ensure a balanced focus on technological
solutions and management controls. The end-to-end review also revesled areas for
improvement which have been documented and will continue to be addressed. Where
chenges were made impacting current manual operations, a combination of system
evaluations, demonstrations and audits provided confidence that the technical fixes are
actually configured and operating as intended.

ME} The remedial actions described in this report are subject to ongoing
m‘provamm and will support strict bdhﬂrwr‘e to the Court Order, Although no
corrective measure is infalfible, NSA has taken gignificant steps designed to eliminate the
possibility of any future compliance 1sm> and to ensure that the mechanisms are in place
to defect and respond quickly (f one were fo oceur,
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Figure 8 Component of BR FISA Process addressed in End-te-End Review
“BH FISA Anslviic Tools and Processes”
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Appendix: Glossary of Terms

ACAT

See Automated Chaining and Analysis Tool
and GUI

Activity Detection List

A list of foreign and domestic telephone
selectors believed to be associated with
terrorist targets. The Activity Detection
List is independent of the Station Table
Formerly called the Alert List, this list is
now more conmmonly referred to ag the
Activity Detection List in order (0 be more
descriptive.

"lepli & Jlst

See Activity Detection Lisl

A database uged 1o store corelations

he databases accessed by the ||| G

Automated Chaining and Analysis Tool
and GUL(ACAT)

ACAT provides automated chaining

requests to based on the
aocurrence of alerts

and ad hoc query
requests from BR FISA-authorized
analysty

Componernts

The core systems and processes 1dcntm{,d
as part of the BR FISA metadata workflow
againg which IPAs and PlAs were
conducted.

Configuration Management

The process of tracking, controlling and
documenting changes in software

applications, including revision control and
establishing baselines,

A databease containing st of identifiers
which, based on an analytic judgment,
should not be tasked by the SIGINT

svgtem,
Drafeat List A Hst of selectors that are deerned of little

analytic value for metadata analysis.

.-]- ne

atic Access Restriction {EAR)

| See Emphatic 4ecess Restriciion

A software restrictive measure wnﬁ"ﬂ mm

‘}"_mc eware on 20
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NIRRT LN
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TOP SRR OO

Global System for Maebile
Commumcations (GSM

initial Privacy Assessment (IPA)

February 2009 to prevent a non-RAS
! approved sclector from being used for a
: chaig

uery of the BR FISA metadata.

£ mMmost widely used cigiial celiy
elephony technology in the world tadav.

A review of a system or process which
includes & standard set of questions used to
determine, among other things, whether the
system or process under review ineracts
with data that could contain information
about U.S. persons,

IPA

Metadaia

See Mnitial Privacy Assessment

NSA's corporate file transfer/distribution
system

NSA’s corporate contact chaining system.

“Data about the data™ for example,
information sbout 2 telephone call, to
include the caliing and called numbers,
time of call, ete. Metadata does not include
cottent,

The repository for individual BR FISA
metadata call records for access by
authorized Homeland Security Analysis
Center {HSAC)Y and data integrity analysts

l/l)lalnél
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NS AT AN

! to view detatled ;mn'matscm about specific

A selection management system used to
mangge and task selectors, such as
telephone numbers, [IMElg, and IMSIs, to
many different information collection
systems worldwide.

Parsing Rules

A method for separating data into
standardized data felds,

PIA See Privacy Impacl 4ssessment
PKi See Public Key Infrastructure

-

Public Key Infrastructure (PKI)

An information assurance service that
supports digttal si é;natm'cs arxd other
public-key based security mechanisms, and
offers security measures &,L»ch as
identification and authentication, access
control and audit capability.

Privacy Impact Assessment (PIA)

An in-depth, standardized review of
privacy concerns for a particular system or
TOCESS :

Reguremnents

The terms contained in the governing BR
FISA metadata documents that must be
satisfied as part the end-to-end workflow.

Sanitize The m‘(;u.zss of disguising intelligence 10
protect sengitive coljection sources
methods, capabilities or analytic
procedures in order to disseminate {o
custamers at a classification tevel they can
use.

Seed Aninitial selector used 10 generate a chain
query,
Selector Anidentifier, in BR FISA realm ¢ m_ Id be

telephone number,

This tool is used by HMCs
contact chaining &g&IBSL BR FI5 "1 metadata
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1 H w‘) Qi. ' H! t‘ ‘L\ '“:\}{‘1[}("{}*

o S 3

RN

and provide the resuls to the [ team. |
HMECs only used RAS-approved selectors
when using this tool. The team
ultimately provided the results 10 NSA's

The primary desktop graphical user

inferface {GUI) for access to_

data and services,

See Standard Operating Procedure
NSA’s mission element for access and
exploitation

See System Security Plon

Standard Operating Procedure (SGP) Institutionalized documentation describing
official processes and procedures.
Station Table Historic reference of all telephony selectors

that have been assessed for RAS ~ and
their agsociated RAS determination (RAS
Approved or Not RAS Approved) - since
the BR FISA Order was first lignc,a on 24
May 2000,

Sub-components The logical and physical breakdowns of the
BR FISA metadata workilow c components
that performed specific aciivities and/or
functions.

An analytic query tool used to seck out
additional information on telepbhony
selectors from _ and other
knowledge bases and reporting
repositories.

{
{
i :
— A next generation metadata analysis
graphical user ing el e i the

repfacement for

Systern Security Plan (SSP) Formal document describing the
implemented protection measures for the
secure operation of a computer system,

Telephony Activity Detection (Alerting) The process used to notify NSA analysts if
Process there was a contact between a foreign

telephone identifier associated withl
and any
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domestic telephone identifier.

The query tool which indicates whether a
elephony setector is present in NSA data

repositories, the total number of tnigue

contacts, total nurmber of calls, and “firgt

heard” and “Jast heard” information for the
selector.
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U.S. Department of Justice

National Security Division

Assistant Attorney General " Washingion, D.C. 20530
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