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From: | |lmailto
Sent: Monday, Mavy 11, 2009

To:

Subject: fbi going dar

thanks for that

K

:Iﬂl—_hpolitico .com]
10: AM

if you have a few lines you could send me i'd appreciate

thanks

[ 1

POLITICO

EFF/Cardozo-2

Page2 of 225

b6
b7C

bé
bicC



Case3:10-cv-04892-RS Document56 Filed04/27/12 Page3 of 225

L |

From: | |
Sent: Monday, May 11, 2009 4:03 PM b6

. To: | b7C
Subject: ) RE: fbi going dark ‘

[} per your request:

On the record (if you need attribution: Marcus Thomas, Assistant Director, Operational Technology Division):

'‘Going Dark' is the program name given to the FBI's efforts to utilize innovative technology; foster cooperation with
industry; and assist our state, local, and tribal law enforcement partners in a collaborative effort to close the growing gap
between lawful interception requirements and our capabilities. The term applies to the research and development of new
tools, technical support and training initiatives.

Background:

One purpose of the Communications Assistance for Law. Enforcement Act (CALEA) when passed in 1994 was to make
clear the duty incumbent on telecommunication carriers to cooperate with'law enforcement in the interception of
communications when lawfully authorized. Among the original reasons the FBI advocated strongly for CALEA was our
fear that the emergence of digital telephone exchange switch technology was and would make the lawful intercept of
telephone based communications extremely difficult if not impossible for US law enforcement.

In the years since CALEA was passed, US law enforcement has successfully leveraged CALEA to maintain a capability to
intercept with appropriate authority the telephonic communications of criminals.

However, in recent years and despite the success of CALEA, it has become clear that US law enforcement lacks the

resources, flexibility, and agility to respond adequately to rapldly-evolvmg and constantly changing Internet based
commurnications technology.

'Going Dark' is the program name given to the FBI's efforts to utilize innovative technology; foster cooperation with
industry; and assist our state, local, and tribal law enforcement partners in a collaborative effort to close the growing gap
between lawful interception requirements and our capabilities.

From: [[mailto ﬁpoliticc.com] EFF/Cardozo-4 E?c
Sent: Monday, May 11, 2009 10:
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Tol |
Subject: Tbi going dark

thanks for that

if you have a few lines you could send me i'd appreciate
thanks

1]

POLITICO

[ Ppolitico.com
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From: [mailto! [@politico.com]
Sent: Monday, May 11, 200 41 AM
To

|
Subject: Tbt going dark

thanks for that

if yoﬁ have a few lines you could send me i'd appreciate

thanks

[ ]
[ ]

POLITICO

politico.com
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L N

Page6 of 225

From:

Sent: 8, 2009 8:07 PM
To: abc.com'
Subject: oing Dark" Program

Please use Marcus Thomas' name - thanks

Fron @abc.com>
To:

Sent: Fri May 08 19:02:05 2009
Subject: Re: "Going Dark" Program

Thank you very much. Can | use this on the record from you?

Frolmj [@ic.fbi.gov>
To: abc.com>

Sent: Fri May 08 18:56:59 2009
Subject: Re: "Going Dark" Program

b6
b7cC

The term "Going Dark" does not refer to a sbeciﬁc capability, but is a program name for the part of the FBI, Operational
Technology Division's (OTD) lawful interception program which is shared with other law enforcement agencies.

The term applies to the research and development of new tools, technical support and training initiatives.

It is overseen by Marcus C. Thomas, Assistant Director, OTD.

Fro# [@abc.com>
To:

Sent: Fri May 08 18:22:53 2009

Subject: Re: "Going Dark" Program

Thank you.

Ffolrml [@ic.fbi.gov>
To: abc.com>

Sent: Fri May 08 18:19:58 2009

Subject: Re: "Going Dark" Program

Hi - hoping to get answers soon - will get back asap

EFF/Cardozo-8

b6
b7C
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Fro'nﬂ [@abc.com>

To:

Sent: Fri May 08 17:44:55 2009 -
Subject: "Going Dark" Program

b6
bicC
]

| had a couple of questions about the "Going Dark Program” which | had thought was a CJIS program.

When was it established and who oversees it.

Is this an R&D program or is this something that is currently deployed and used in field investigations?

If it is currently used in the field are there any examples of when it was used that you can tell us?

Sincerely,

ABC News | }gg C

EFF/Cardozo-9
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L |

b6
From: b7C
Sent: rida ay 08, 2009 8:06 PM
To:
Subject: Re: "Going Dark" Program
Thanks
Frolrnj
To:
Sent: Fri May 08 20:04:33 2009
Subject: Re: "Going Dark" Program
b6
Marcus C hc
From;
To:
Sent: Fri May 08 19:17:41 2009
Subject: Fw: "Going Dark" Program
Who should this be attributed to? Or non-attribution?
Fro‘nl| @abc.com>
To:
Sent: Fri May 08 19:02:05 2009
Subject: Re: "Going Dark" Program
b6
bIC

Thank you very much. Can [ use this on the record from you?

From ic.fbi.gov>
To: abc.com>

Sent: Fri May 08 18:56:59 2009

Subject: Re: "Going Dark" Program

The term "Going Dark" does not refer to a specific capability, but is a program name for the part of the FBI, Operational
Technology Division's (OTD) lawful interception program which is shared with other law enforcement agencies.

The term applies to the research and development of new tools, technical support and training initiatives.

It is overseen by Marcus C. Thomas, Assistant Director, OTD.

EFF/Cardozo-10
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From; abc.com>
To:

Sent: Fri May 08 18:22:53 2009
Subject: Re: "Going Dark” Program

Thank you.

Frolm;l [@ic.fbi.gov>
To: abc.com>

Sent Fri May 08 18:19:58 2009
Subject: Re: "Going Dark" Program

Hi - hoping to get answers soon - will get back asap

From abc.com>
To:
Sent: Fri May 08 17:44.55 2009

Subject: "Going Dark" Program

1

b6
b7cC

b6
b7C

| had a couple of questions about the "Going Dark Program" which | had thought was a CJIS program.

When was it establi§hed and who oversees it.

Is this an R&D program or is this something that is currently deployed and used in field investigations?

If it is currently used in the field are there any examples of when it was used that you can tell us?

Sincerely,

L 1
ABC News

b6
b7C

EFF/Cardozo-11
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L I

From: [ |

Sent: Friday, May 08, 2009 7:18 PM
To:

Subject: : Fw: "Going Dark" Program

Who should this be attributed to? Or non-attribution?

From; abc.com> b6
To; p7C
Sent: Fri May 08 19:02:05 2009 .

Subject: Re: "Going Dark” Program

Thank you very much. Can | use this on the record from you?

From: ic.fbi.gov>
To: abc.com>
Sent Fri May 08 18:56: 0

Subject: Re: "Going. Dark" Program

The term "Going Dark" does not refer to a specific capability, but is a program name for the part of the FBI, Operational
Technology Division's (OTD) lawful interception program which is shared with other law enforcement agencies.

The term applies to the research and development of new tools, technical support and training initiatives.

It is overseen by Marcus C. Thomas, Assistant Director, OTD.

FroF @abc.com>
To: .

Sent: Fri May 08 18:22:53 2009
Subject: Re: "Going Dark" Program

b6
Thank you. b7C

Frolrrl| [@ic.fol.gov>
To: abc.com>

Sent: Fri May 08 18:19:58 2009
Subject: Re: "Going Dark" Program

Hi - hoping to get answers soon - will get back aéap

EFF/Cardozo-12
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From; abc.com>
To:

Sent: Fri May 08 17:44:55 2009
Subject: "Going Dark" Program

b6
b7cC
1
1 had a couple of questions about the "Going Dark Program” which | had thought was a CJIS program.
When was it established and who oversees it.
Is this an R&D program or is this something that is currently deployed and used in field investigations?
If it is currently used in the field are there any examples of when it was used that you can tell us?
Sincerely,
| nrc
IABC News

EFF/Cardozo-13
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bé
From: b7C
Sent: riday, May 08, 2009 6:57 PM .
To: abc.com’
Subject: e: "Going Dark" Program

The term "Going Dark" does not refer to a specific capability, but is a program name for the part of the FBI, Operational
Technology Division's (OTD) lawful interception program which is shared with other law enforcement agencies.

The term applies to the research and development of new tools, technical support and training initiatives.

It is overseen by Marcus C. Thomas, Assistant Director, OTD.

From: abc.com> b6
To: : b7cC
Sent: Fri May 08 18:22:53 2009

‘Subject: Re: "Going Dark" Program

Thank you.

Frolnj [@c.fbi.gov> _gg c
: abc.com>

To
Sent: Fri May 08 18;19:58 2009
Subject: Re: "Going Dark" Program

Hi - hoping to get answers soon - will get back asap

Frolnj [@abc.com>
To:

Sent: Fri May 08 17:44:55 2009
Subject: "Going Dark” Program

b7C

1

I had a couple of questions about the "Going Dark Program" which | had thought was a CJIS program.
When was it established and who oversees it.
Is this an R&D program or is this something that is currently deployed and used in field investigations?

If it is currently used in the field are there any examples of when it was used that you can tell us?

Sincerely,

EFF/Cardozo-14 b6
1 - b7C
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From: |

Sent: ‘Friday, May 08, 2009 6:56 PM

To: Kortan, Michael P.

Subject: Re: "Going Dark" Program
b6
b7C

Thank you

From: Kortan, Michael P.

Tox|

Sent: Fri May 08 18:54:13 2009

Subject: Re: "Going Dark" Program

Yes—-Tx

From:[ |

To: Kortan, Michael| P.

Cc

Sent: Fri May 08 18:51:27 2009 ) o b6

Subject. Fw: "Going Dark" Program : pIC

Mike - double checking you're ok for this to go out as a copy/paste asis to[__]..

From: Thomas, Marcus C.

Cc: Rortan, Michael P, ' b7C

Sent: Fri May 08 18:46:07 2009
Subject: Re: "Going Dark" Program

The term "Going Dark" does not refer to a specific capability, but is a program name for the part of the FBI, Operational
Technology Division's (OTD) lawful interception progeam which is shared with other law enforcement agencies.
The term applies to the research and development of new tools, technical support and training initiatives.

It os overseen by Marcus C. Thomas, Assistant Director, OTD.

From:| ]

To: Thomas, Marcus C b6
Cc: Kortan, Michael P.{ | B7C
Sent: Fri May 08 18:13:19 2009

Subject: Fw; "Going Dark" Program

Mr. Thomas,

Would you be able to help us with answers for these questions from ABC (if they are ok to be released to media)? The
reporter pushed the story so it is not expected to be published on mpagi MOEOW.

1
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Thanks!

;gl ;a;onai ;ress Office
|

Frolrﬂ [@abc.com> ,
To: b6

Sent: Fri May 08 17:44:55 2009 b7C
Subject: "Going Dark" Program

]

| had a couple of questions about the "Going Dark Program" which | had thought was a CJIS program.

When was it established and who oversees it.

Is this an R&D program or is this something that is currently deployed and used in field investigations®?

If it is currently used in the ‘ﬂeld are there any examples of when it was used that you can tell us?

Sincerely, ‘
1 b6

ABC News b7C

EFF/Cardozo-17
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From: | |

Sent: Friday, May 08, 2009 6:53 PM

To: Thomas, Marcus C.

Subject: Re: "Going Dark" Program

Thank you! bé
b7C

From: Thomas, Marcus C.
To;

Cc: Kortan, Michael P.}| |
Sent: Fri May 08 18:46:0 .

Subject: Re: "Going Dark" Program

The term "Going Dark" does not refer to a specific capability, but is a program name for the part of the FBI, Qperational
Technology Division's (OTD) lawful interception progeam which is shared with other law enforcement agencies.

The term applies to the research and development of new tools, technical support and training initiatives.

It os overseen by Marcus C. Thomas, Assistant Director, OTD.

From:| |

To: Thomas, Marcus C. b6
Cc: Kortan, Michael P[] b7C
Sent: Fri May 08 18:13:19 2009

Subject: Fw: "Going Dark" Program

Mr. Thomas, .

Would you be able to help us with answers for these questions from ABC (if they are ok to be released to media)? The
reporter pushed the story so it is not expected to be published on abc.com until tomorrow.

Thanks!

FBI National Press Office

Froln_wj [@abc.com> b6
To: b7C
Sent: Fri May 08 17:44:55 2009

Subject: "Going Dark" Program

| had a couple of questions about the "Going Dark Program" which | had thought was a CJIS program.

When was it established and who oversees it. EFF/ Cardozo-18'
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From: [ |

Sent: “Friday, May 08, 2009 6:51 PM

To: Kortan, Michael P. bé
Ce: b7C
Subject: w: "Going Dark" Program

Mike - double checking you're ok for this to go out as a copy/paste asisto[__|.

From: Thomas, Marcus C. bs
To: bo

Cc: Kortan, Michael P.f | . b7C
Sent: Fri May 08 18:46:

Subject: Re: "Going Dark" Program

The term “Going Dark" does not refer to a specific capability, butis a program name for the part of the FBI, Operational
Technology Division's (OTD) lawful interception progeam which is shared with other law enforcement agencies.

The term applies to the research and development of new tools, technical support and training initiatives.

It os overseen by Marcus C. Thomas, Assistant Director, OTD.

From|| |

To: Thomas, Marcus C bé
Cc: Kortan, Michael P.[ | b7c
Sent: Fri May 08 18:13:19 2009

Subject: Fw: "Going Dark" Program

Mr. Thomas,

Would you be able to help us with answers for these questions from ABC (if they are ok to be released to media)? The
reporter pushed the story so it is not expected to be published on abc.com until tomorrow.

Thanks!

FBi National Press Office
1

Fro abc.com> b7C
To:

Sent: Fri May 08 17:44:55 2009
Subject: "Going Dark" Program

]

I had a couple of questions about the "Going Dark Program” whic@ppmgpm CJIS program.

1
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From: | |

Sent: Frida ay 08, 2009 6:20 PM
To: abc.com’
Subject: Re: "Going Dark" Program

Hi - hoping to get answers soon - will get back asap

Frop l@abc.com>
To:

Sent: Fri May 08 17:44:55 2009
Subject: "Going Dark" Program

1

| had a couple of questions about the "Going Dark Program" which | had thought was a CJIS program.

When was it established and who oversees it.

Is this an R&D program or is this something that is currently deployed and used in field investigations?

If it is currently used in the field are there any examples of when it was used that you can tell us?

Sincerely,

—

b6
b7C

EFF/Cardozo-22
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T "
From: [ | b?c
Sent: riday, May 08, 2009 3:57 PM

To: [ |
Subject: RE: ? On two CJIS programs

Interesting. Yes, he's the one we were working with |ate yesterday on the Dark program and he said he would email us if
he pushed his story to today and had more questions. He's probably asking you because of the PowerPoint. | had not
verified that the PP was CJIS' because he had not called back today. And we did not say it was a CJIS program — he's
probably getting that again, because of the PP.

Re the new biometrics center, he asked about that last night and yes, we referred that to you....

From: |
Sent: Friday, May 08, 2009 3:11 PM '
Subject: Fw: 7 On two CJIS programs b7C

[ 1 didyouspeakwith[__

From; abc.com>

To:

Sent Fri May 08 14:46:55 2009

Subject: ? On two CJIS programs b6
b7¢C

Dea ]
| had a couple of questions about an item in the FBI's budget which [ believe are overseen by CJiS. This is about the
"Going Dark Program”. |s this an R&D program or is this something that is currently deployed and used in field

investigations? When was it established, and is it meant to intercept VOIP or other internet connections? Any additional
" background would also be useful.

Also | had a question about NGI and biometrics. Will the new Bio-metrics center be stood up at CJIS and wilt it be doing
the research and providing the backbone and structure for NGI?

The item from the budget on the "going dark program" is below.
I can be contacted at the numbers below.

Sincerel '
p— .
ews . .

b7C

http://www.justice.gov/jmd/201 Osummary/pdf/fbi-bud-summary. pdEfTT Arawdstes.govjmd/2010summary/pdf/fbi-bud-
summary.pdf>
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bé

From: biC
Sent: rida a 9 9:39 AM

To:

Subject: RE: "Going Dark" ?

Great — yes, was just checking on the authenticity of the PP...| talked w/Marcus Thomas in OTD about the actual program.

Thanks a bunch!

b6
b7C

From:

Sent: Friday, May 08, 2009 9:34 AM

Tol

Subject: Re: "Going Dark" ?

|:|— the PP is authentic. However the "Going Dark" initiative is not CJIS, but rather. OTD.

bo
b7C

Fro'nj
To:
Sent: Thu May 07 17:29:04 2009
Subject: FW: "Going Dark" ?

our ABC Justice reporter is looking for some educational info on the program referenced below, for a story about
e 2010 budget (DOJ had an announcement today). He evidently found the powerpoint on the web so I'm confirming
authenticity...1 see:ﬁname but wanted to double check with you. ??

Thanksl
— bs
b7C
From;]| |[mailto] ___@abc.com]
Sent: Thursday, May 07, 2009 5:21 PM
To:

Subject: "Going Dark" ?
EFF/Cardozo-26
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From: |

Sent: ‘Thursday, May 07, 2009 5:50 PM
To: Thomas, Marcus C.; Grever, Louis E.
Subject: RE: ? On Budget Program

Thank you both very much.

——Original Message-— _
From: Thomas, Marcus C.

Sent Thursday, May 07, 2009 5:49 PM bé
To: Grever, Louis E. | | bicC
Subject: Re: ? On Budget Program

| like itl

—— Original Message —-
From: Grever, Louis E.
To: Thomas, Marcus C.;| |
Sent: Thu May 07 17:30:49 2009

Subject: Re: ? On Budget Program

| would only make the fbllowing suggested edits as noted:

"One purpose of the Communications Assistance for Law Enforcement Act (CALEA) when passed in 1994 was to make
clear the duty incumbent on telecommunication carriers to cooperate with law enforcement in the interception of
communications when lawfully authorized. Among the original reasons the FBI advocated strongly for CALEA was our fear
that the emergence of digital telephone exchange switch technology was and would make the lawful intercept of telephone
based communications extremely difficult if not impossible for US law enforcement.

In the years since CALEA was passed, US law enforcement has successfully leveraged CALEA to maintain a capability to
intercept with appropriate authority the telephonic communications of criminals.

However, in recent years and despite the success of CALEA, it has become clear that US law enforcement lacks the

resources, flexibility, and agility to respond adequately to rapidly-evolving and constantly changing Internet based
communications technology.

'‘Going Dark' is the program name given to the FBI's efforts to utilize innovative technology; foster cooperation with

industry; and assist our state, local, and tribal law enforcement partners in a collaborative effort to close the growing gap
between lawful interception requirements and our capabilities."

What do you think,
Louis

- Louis E. Grever,

Exec Asst Dir.,

Sci & Tech Branch,
Fed Bureau of Inv,
Washington, DC
202-324-0805

——- Original Message —
From: Thomas, Marcus C.

Toy } Grever, Louis E.
Sent: Thu May 07 16:57:38 2009

Subject: RE: ? On Budget Program gsc

|:| see below language. Mr. Grever is on the copy count anchu_\gym 5’28% in.

1
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Marcus

DRAFT Begins>>>>>>>>>>>>>>>

End of DRAFT <<<<<<<<<<<<<<<<<<<C

Marcus C. Thomas

Assistant Director, Operational Technology Federal Bureau of Investigation ] b2
From:| | . ' :
Sent: Thursday, May 07, 2009 4:34 PM b6

To: Thomas, Marcus C. ‘
Cc: bic
Subject: FW: ? On Budget Program

Mr. Thomas, -

Per our conversation, if you could please let us know how you would like for us to respond. | expect this story might be
aired tonight, as it relates to DOJ’s output to media re the budget today.

Thank you,
b2
FBI National Press Office b6
l | b7C
From:| [mailto| @abc.com]
Sent: Thursday, May 07,2009 3:
To:l |
Subject: ? On Budget Program bé
b7cC

]

| have questions about the FBI budget that was released today and what the "Advanced Electronic Surveillance" program
is. The DOJ budget notes this is also called the "Going Dark Proggr’p" Vé[o#galike ;f)éne background on what this is, the
budget book notes "The program supports the FBI electronic surv aﬁé | collection and evidence gathering
capabilities....133 position, 15 agents and $233.9 million."

2
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b6
From: | ] , b7C
Sent: - Thursday, May 07, 2009 5:41 PM
To: Kortan, Michael P.
Subject: RE: "Going Dark" ?
Ok, so send the longer version EAD Grever just sent...with the CALEA background?
From: Kortan, Michael P.
Sent: Thursday, May 07, 2009 5:41 PM
To]
Subject: Re: "Going Dark" ?
[ lcan boil it down b6
b7C
From]
To: Kortan, Michael P.
Sent: Thu May 07 17:39:53 2009
Subject: RE: "Going Dark" ?
I think he's looking for something short but EAD Grever and AD Thomas are sending longer versions...
From: Kortan; Michael P.
Sent: Thursday, May 07, 2009 5:39 PM
To:| | )
Subject: RE: "Going Dark" 2
OK, but you can still give him something if you want.
b6
b7C

From:{ |

Sent: Thursday, May 07, 2009 5:37 PM
To: Kortan, Michael P.

Subject: FW: "Going Dark" ?

Our explanation 'may be moot —-I:ljust sent this link — check Page 5/ Tab 11 (| tried copy/paste, doesn’t work here)

http://biometrics.org/bc2008/presentations/118.pdf <http://biometrits. brdlszinamrddentations/118.pdf>
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From: | |

Sent: Thursday, May 07, 2009 5:40 PM
To: Kortan, Michael P.

Subject: RE: "Going Dark" ?

1 think he’s looking for something short but EAD Grever and AD Thomas are sending longer versions...

From: Kortan, Michael P.
Sent: Thursday, May 07, 2009 5:39 PM

SRS O
Subject: RE: "Going Dark" ?

OK, but you can still give him something if you want.

From:]
Sent: Thursday, May 07, 2009 5:37 PM
To: Kortan, Michael P.

Subject: FW: "Going Dark" ?

b6
b7C

bé
b7C

Our explanation may be moot-{__Jjust sent this link ~ check Page 5./ Tab 11 (i tried copy/paste, doesn’t work here)

http://biometrics.org/bdZOOB/presentations/1 18.pdf <http://biometrics.org/bc2008/presentations/118.pdf>

From{ [mailto] [@abc.com]
Sent: Thursda 07, 2009 5:

a
To1 !
Subjec oing Dar

presentation is accurate and was produced by.them. Tab 11 has information on the program.

hitp://biometrics.org/bc2008/presentations/11 8.pd'f <http://biometrics.org/bc2008/presentations/118.pdf>

EFF/Cardozo-33

b6

p7C

| found some additional materials on the "Going Dark" program and wanted to verify that this CJIS powerpoint
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hitp://b

From: | |

Sent: ursday, May 07, 2009 5:37 PM b6
To: Kortan, Michael P. b7C
Subject: FW: "Going Dark" ?

Our explanation may be moot must sent this link — check Page 5/ Tab 11 (1 tried copy/paste, doesn’t work here)

iometrics.org/bc2008/presentations/118.pdf <http://biometrics.org/bc2008/presentations/118.pdf>

From

[mailto abc.com]

Sent: Thursda ay 07, 2009 5:21 PM
TO'.l !
Subject: "Going Dark’

bé
b7C

:‘ | found some additional materials on the "Going Dark" program and wanted to verify that this CJIS powerpoint
presentation is accurate and was produced by them. Tab 11 has information on the program.

hitp://biometrics.org/bc2008/presentations/118.pdf <http://biometrics.org/bc2008/presentations/118.pdf>

EFF/Cardozo-34
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End of DRAFT <<<<<<<<<<c<<<<<<<<<

Marcus C. Thomas

Assistant Director, Operational Technology, Federal Bureau of Investigatio | b2
From:] | -'

Sent: Thursday, May 07, 2009 4:34 PM . b6
To: Tho C. . bic
Cc .

Subject: FW: ? On Budget Program
Mr. Thomas,

Per our conversation, if you could please let us know how you would like for.us to respond. | expect this story might be
aired tonight, as it relates to DOJ’s output to media re the budget today.

Thank you,
- ) b2
I;;I l;a;lonai I;r?ss Office -E?C
I
From:l |[mailto:‘ abc.com]
Sent: Thursday, May 07, 2008 3:.43 P
T01 |
Subject: ? On Budget Program b
b7C

[ 1

| have questions about the FBI budget that was released today and what the "Advanced Electronic Surveillance" program
is: The DOJ budget notes this is also called the "Going Dark Program”. Would like some background on what this is, the

budget book notes "The program supports the FBI electronic surveillance, intelligence collection and evidence gathering

capabilities.... 133 position, 15 agents and $233.9 million."

(p131)

bé
b7cC
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I

From: | | b7C
Sent: {hu 5:29 PM

To:

Subject: FW: "Going Dark" ?

our ABC Justice reportér is looking for some educational info on the program referenced below, for a story about
the 2010 budget (D nnouncement today). He evidently found the powerpoint on the web so I'm confirming
_ authenticity...| see name but wanted to double check with you. ??

bé
bic
Thanks!
From:| [maiito @abc.com]
Sent: Thursday, May 07, 2009°5:
Tof
Supject: "Going Dark" ?
bé
b7C

; | found some additional materials on the "Going Dark" program and wanted to verify that this CJIS powerpoint
presentation is accurate and was produced by them. Tab 11 has information on the program.

http://biometrics.org/bc2008/presentations/118.pdf <http://biometrics.org/bc2008/presentations/118.pdf>

EFF/Cardozo-38
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bé

From: b7C

Sent:

To:

Subject:

Fromj |[mailto abc.com]

Sent: Thursda 7, 2009 3:43 P

To:| .

Subject: n Budget Program
bé
b7cC

1

I have questions about the FBI budget that was released today and what the "Advanced Electronic Surveillance” program
is. The DOJ budget notes this is also called the "Going Dark Program"”. Would like some background on what this is, the
budget book notes “The program supports the FBI electronic surveillance, intelligence collection and evidence gathering
capabilities....133 position, 15 agents and $233.9 million."

(p131)

be
b7C
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From: | | Egc
Sent: Thursday, May 07, 2009 4:07 PM '
To: Kortan, Michael P.

Cc:

Subject: Fw: ? On Budget Program

To:
Sent: Thu May 07 15:43:14 2009
Subject: ? On Budget Program

Frolrril [@abc.com>

b6
b7C

]

| have questions about the FBI budget that was released today and what the "Advanced Electronic Surveillance" program
is. The DOJ budget notes this is also called the "Going Dark Program". Would like some background on what this is, the

budget book notes “The program supports the FBI electronic surveillance, intelligence collection and evidence gathering

capabilities....133 positior, 15 agents and $233.9 million."

(p131)

bé
b7C
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From: Kortan, Michael P.

Sent: Thursday, May 07, 2008 5:41 PM
To:

Subject: Re: "Going Dark” ?

|::|can boil it down

From:|
To: Kortan, Michael P.

Sent: Thu May 07 17:39:53 2009
Subject RE: "Going Dark" ?

b6
b7C

b6
b7C

| think he’s looking for something short but EAD Grever and AD Thomas are sending longer versions...

From: Kortan, Michael P.

Sent: Thursday, May 07, 2009 5:39 PM
To
Subjec

: "Going Dark" ?

OK, but you can still give him something if you want.

From:l | .
Sent: Thursday, May 07, 2009 5:37 PM .

To: Kortan, Michael P.
Subject: FW: "Going Dark" ?

b6
b7c

Our explanation may be moot —:just sent this link — check Page 5 / Tab 11 (I tried copy/paste, doesn't work here)

http://biometrics.org/bc2008/presentations/118.pdf <http://biometrics.org/bc2008/presentations/118.pdf>

From:| |[mailto @abc.com]
Sent: Thursday, May 07, 2009 5:
To |
Subject: "Going Dark" ?

bo
b7C
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From: Kortan, Michael P. igc
Sent: Thursday, May 07, 2009 5:39 PM
To: | |
Subject: . "Going Dar
OK, but you can still give him something if you want.
From] |
Sent: Thursday, May 07, 2009 5:37 PM
To: Kortan, Michael P. .
Subject: FW: "Going Dark" ? b6
. b7C

Our explanation may be moot —I:Ijust sent this link — check Page 5/ Tab 11 (I tried copy/paste, doesn’t work here)

http://biometrics.org/bc2008/presentations/118.pdf <http://biometrics.org/b62008/presentations/1 18.pdf>

F rom:] [imailto @abc.com]
Sent: Thursday, May 07, 2009 5:
To:I |

Subject "Going Dark" ?

b6
b7C

| | found some additional materials on the "Going Dark” program and wanted ta verify that this CJIS powerpoint
presentation is accurate and was produced by them. Tab 11 has information on the program.

http://biometrics.org/bc2008/presentations/118.pdf <http://biometrics.org/bc2008/presentations/118.pdf>
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From: abc.com]
Sent: riday, May 08, 2009 6:2

To: —

Subject: e: "Going Dark" Program

Thank you.

From ic.fbi.gov>
To: abc.com>
Sent: Fri May 08 18:19:58 2009

Subject: Re: "Going Dark" Program

Hi - hoping to get answers soon - will get back asap

From] abc.com>
To:

Sent: Fri May 08 17:44:55 2009

Subject: "Going Dark" Program

1

bé
b7C

B 015}
bicC

| had a couple of questions about the "Going Dark Program” which 1 had thought was a CJIS program.

When was it established and who oversees it.

Is this an R&D program or is this something that is currently deployed and used in field investigations?

If it is currently used in the field are there any examples of when it was used that you can tell us?

Sincerely,

e e
—

EFF/Cardozo-56
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From: [mailto @politico.com]
Sent Nond 2009 10:41 AM b6
To[ | b7C
Subject: Tbi going dark
thanks for that
if you have a few lines you could send me i'd appreciate
thanks
1 b6
b7C
POLITICO l
[ I®politico.com

EFF/Cardozo-66
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b7E

How does the FBI propose to solve this problem?

Response:

* The FBI has developed a national Electronic Surveillance Strategy to preserve vitally
important law enforcement and IC electronic surveillance capabilities. The Strategy is
composed of five unique, yet complimentary, components:

O

BbIE -

o Enhancing law enforcement and IC electronic surveillance coordination;

o Enhancing electronic surveillance cooperation between industry, law enforcement
and IC agencies; and

o Increasing law enforcement and IC electronic surveillance technical and financial
resources.

Why should the FBI’s strategy be pursued on behalf of law enforcement and the IC?

Response:

» The FBI is well suited to gain consensus regarding all aspects of advanced methods of
electronic surveillance and to ensure comprehensive understanding of the technical
and/or operational challenges faced by law enforcement and IC agencies and help devise
and implement solutions. The FBI has an established, robust liaison with all aspects of
the communications industry and has routinely been required to work with the industry to
develop intercept capabilities for the law enforcement community that are leveraged for
intelligence cases as well as capabilities utilized solely by the IC. As a resuit, the
communications industry is comfortable working with the FBI under domestic authority
to develop tools that are narrowly tailored to comply with these authorities. In addition,
although typically ad hoc and tactical in nature, the FBI has long assisted other Federal,
state, and local law enforcement effect criminal and Cyber-based electronic surveillance.
And, as a key IC member, the FBI provides vital daily support to IC agencies by effecting
national security intelligence, counter-intelligence, and counterterrorism intercepts.

Information provided/approved by: AD Marcus Thomas
Date: 01/14/2009

EFF/Cardozo-68
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GOING DARK

What is “Going Dark”?

Response;

* “Going Dark” refers to law enforcement’s limited capability to comprehensively and
lawfully collect data and information, conduct electronic surveillance and analyze the raw
data due to the rapid evolution of telecommunications and data collection technology and
services.

o | -. |

b7E

Didn’t Congress already solve this problem when it passed the Communications Assistance
for Law Enforcement Act (CALEA) in 1994?

Response;

* No, CALEA applied to telecommunications carriers and to services that replace a substantial
portion of the local exchange service.

e CALEA excludes a wide range of other services which travel over wire and electronic
communications transmission networks and are interwoven in network traffic.

What are some of the specific problems the FBI and the rest of the law enforcement are
facing?

Response:

EFF/Cardozo-69
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FBI LEGISLATIVE AND POLICY PROPOSALS

Going Dark
Proposal:  Update and improve certain existing ELSUR laws to allow for catch up to
changing technolo gﬂ
l— bTE
Data Retention

Proposal:  Require Electronic Communication Service Providers to retain for two
years records showing the origination and termination of communications.

Extension of certain Human Resource authorities
Proposal:  Amend 2005 Consolidated Appropriation Act to eliminate expiration date
of December 31, 2009, on authority to grant retention and relocation
bonuses. '
Mass Killings
Proposal: =~ Amend Title 28 to give the FBI statutory authority to assist in investigation
of mass killings or attempted mass killings in schools, colleges, -
universities, non-federal office buildings, malls, and other public places.

Infrastructure/Facilities

Proposal:  Eliminate requirement for GSA review and approval of long-terms leases.
Institute DOJ review and approval procedures.

EFF/Cardozo-106
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The Going Dark Initiative

Lawfully-authorized electronic surveillance (ELSUR) is critical to enforcing the law, protecting our citizens,
and maintaining our nation’s security. Preserving and enhancing the capabilities used to intercept specific
communications content and communication-idenlifying information is essential to this effort. [n recent
years, the variety and complexity of communications services and technologies introduced to the

marketplace have increased dramatically.

l As a result, United States law enforcement is faced with an ever-

increasing gap in ELSUR capabilities. Gaps in ELSUR capabilities, however, are not in and of themselves
the only difficulties confronting law enforcement. As technology and communications services advance,
LEAs also face greater challenges in carrying out the fundamental aspects of their investigative mission.

In an effort to remedy interception and ELSUR-related gaps, and provide LEAs with the tools they need to
accomplish their mission, the FBI has developed a national strategy known as the “Going Dark Initiative.”
The Going Dark Initiative includes several significant elements, one of which is the attached catalog of
ELSUR and ELSUR-related legislative proposals designed to update and improve existing Federal ELSUR
laws and assistance mandates and to enact new ELSUR and ELSUR-related laws to support LEAS’
investigative efforts. As the events of September 11, 2001 show, law enforcement cannot connect the
intelligence and evidentiary dots unless It first collects those dots. Absent needed legislation, LEAs
increasingly will encounter outages, which will uitimately result in LEAs going dark with regard to the
collection of essential evidence and intelligence information.

The specific legislative proposals and the rationale for each are set forth in Attachments 1 and 2 below.

EFF/Cardozo-107
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FY 2010 Legislative Call
Office of the General Counsel

PROPOSAL

In an effort to remedy interception and ELSUR-related gaps, and provide LEAs with the tools they
need to accomplish their mission, the FBI has developed a national strategy known as the “Going
Dark Initiative.” The Going Dark Initiative includes several significant elements, one of which is
the attached catalog of ELSUR and ELSUR-related legislative proposals designed to update and
improve existing Federal ELSUR laws and assistance mandates and to enact new ELSUR and
ELSUR-related laws to support LEAs’ investigative efforts. As the events of September 11, 2001
show, law enforcement cannot connect the intelligence and evidentiary dots unless it first collects
those dots. Absent needed legislation, LEAs increasingly will encounter outages, which will
ultimately result in LEAs going dark with regard to the collectlon of essential evidence and
intelligence information.

JUSTIFICATION

Lawfully-authorized electronic surveillance (ELSUR) is critical to enforcing the law, protecting our
citizens, and maintaining our nation’s security. Preserving and enhancing the capabilities used to
intercept specific communications content and communication-identifying information is essential
to this effort. In recent years, the variety and complexity of communications services and

technologies introduced to the marketplace have increased dramatically.

[As

aresult, United States law enforcement is faced with an ever-increasing gap in ELSUR capabilities.
Gaps in ELSUR capabilities, however, are not in and of themselves the only difficulties confronting
law enforcement. As technology and communications services advance, LEAs also face greater
challenges in carrying out the fundamental aspects of their investigative mission.

HISTORY

Various CALEA issues have been discussed for many years, some on a regulatory front and some
on a legislative front. The attached information details what is needed and in some instances, what
has been addressed in part or is pending before the FCC.

COST IMPACT
Unknown

ADMINISTRATIVE NOTE
Proposal was prepared, approved, and submitted by OGC

EFF/Cardozo-127
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GOING DARK
What is “Going Dark”?

Response:

e The term “Going Dark,” is used to refer to the very real constriction of our ability to
perform lawfully authorized technical collections (e.g., electronic surveillance, search
and seizure of data, access to transactional records).|

b7E

[have increased dramatically in recent years
and is expected to continue unabated for the foreseeable future.

e The FB], as the lead domestic intelligence agency, has devoted resources to develop
technical collection capabilities; however, these expenditures have only enabled the FBI
to barely keep up with the pace of change. Members of the intelligence community (IC)
and law enforcement community are experiencing significantly reduced collection
capabilities. These circumstances reflect an emerging “capability gap” for the FBI, other
IC agencies, and law enforcement.

Didn’t Congress already solve this problem when it passed the Communications Assistance !
for Law Enforcement Act (CALEA) in 1994? I%

Response;

e No, CALEA applied to telecommunications carriers and to services that replace a
substantial portion of the local exchange service. CALEA excluded, and still excludes, a
wide range of other services which today travel over wire and electronic communications
transmission networks and are interwoven in network traffic.] H bTE

What are some of the specific problems the FBI and the rest of the law enforcement and
‘intelligence communities are facing?

Response:

b7E
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Congressional Affairs Office
Congressional Contacts

Date Entered: | 051572009 ] |__© Briefing O Hearing OQoter  OFfoc |
12009-134 | EventDate: 5/14/2009 EnteredBy: [ |

Subject: {FBI Budget Brief to Rep Ruppersberger
CAOQ Contact Person: |
DOJ Notification: | |  DOJ DaterTime: |
FBI Particlpants: {AD Rich Haley,| |
Other Participants:

Committees rie o
/Subcommittees: $HPSCl

LU

L

Members/Staff: [Rep Ruppersberger.| |

| _Detalls of Briefing:

TO COVER:
1.FBI FY 2010 Budget
2.Enhancements to the FB! Budget and needs of the Bureau

AD Haley Opening

AD Haley explained the change in the FB! budget and funding process since becoming a member of the IC and
transforming to an intelligence agency. He explained that the rest of the IC uses a 5 year budget projection and that the

FB! must use a 1 year.
1The FBI has written a 5 year program that is used internally so that they can track the IC community in a more consistent
{manner with the IC.
1in 2002, the FBI budget was approximately 3 billion
In 2009, the FBI budget was well over 7 billion
01.5 billion of this budget is for rent , utilities and other overhead

Personnel
;The average employee at the FB! costs approximately per year including benefits (increased significantly)
Funds received in recent years have gone to enhancing positions such as: ) ]
olas —~ which were previously GS-7 job and no college degree, now require a college degree and are being hired as GS~ bTE
14. :
OeThis has impacted the FB! personnel costs

Rupp — was not in agreement with the way the FB| NSB was set up with traditional agents who were not trained or
experienced in NS.

{Rupp — How are you doing with the communications/computer technology systems?
Why have they not been modeled after CIA and other NS agencies?

{Haley explained the cument state of Sentinel to Include next steps (Sentinel on the TS system)
Ther ology products BIE

oCORE ~ FBI foms

Rupp — asked if 1as have the abllity to access the necessary systems to do their Job?
Yes in all field office but some of the Ras are a little slower.

Funding — NIP
Haley explained that the NIP Is scored through the DNI

Rupp — How many positions in the FBI are scored through the NIP? :I roughly half bTE

Drugs

{Rupp ~ one of his biggest concerns and issues are drugs. How is the FB| addressing this problem?

Haley explained that due to the transformation and the shift in resources to NSB, the drug violations have been affected
but are still a concem of the FBI.

J- resources and current states of e Jprogramas VE#F? E%.iar cx)nzqoe_afg Hvision were provided
l

{Rupp — asked wh |do not canrv quns
Explained that they are|

Provided the number o st this should be doubled
Rupp ~ what are you doing to address the| hortage?

b7E
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Congressional Affairs Office
Congressional Contacts

Haley stated that we continue to request more funding and do not always receive it. ldentified the funding requests from
prior years.

Rupp — WANTS TO GET WITH HAC CJS TO ADDRESS FUNDING MATTERS FORTHE FBI-_____|
Counterintelligence and Russia

Rupp — stated that the Russia threat is Increasing and really heating back up —Big Concemn

Going Dark Problem

Haley explained that] r:l

3

Rupp - asked it we wer
Haley explained tha

{Other Topics Addressed
iNational Cyber Security Initiative

National Security Branch
Mortgage Fraud

All funding for the FBI goes through the HAC CJS and the Intel Authorization Bill authorizes the use of the Intel money.

GET BACK - WANTS A MEETING WITH

Twhen it comes to funding, if you need it, let me know. If you justify it, | will work to get it. Tell me either on or off the

record.

i lcont
|Dtscussed funding for the FBI Academy improvements and the additional funding for the NA.

|Cyber. Security Initiative — What is the role of the FBI? o
|Training of Cyber Agents was discussed and the specialized background and career path they have to possess.

WMD coordinators are over stretched in the field
o Is there going to be funding available that will alleviate this issue

{BMTC ~ Clarksburg facllity and the future of the technology to create a national standard for allLE.

O NGI will be housed here

LANGUAGE INCENTIVE PAY - explained by the last slide in the packet

o Confirm that language designated positions get the bonus but doe they receive a maintenance bonus when not
assligned to a job that requires thelir language.

GET-BACK — WHAT IS THE EXACT NUMBER OF SURVEILLANCE AGENTS?

_JTO ADDRESS FUDNING AND SHORTAGES. |

b7E

bé
b7C

—————

£

Foliow Up Actiony]
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" CALEA Amendment / FCC Decisions Comparison Table {___), Late Spring 2006)
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INDEX

National Lawful Interception Strategy/
“Going Dark” Strategy
Matters for
Legislative Consideration

Modernizing Lawful Interception Laws and Related Authorities (BAH, Fall 2008)

Proposed Amendments to CALEA (DOJ/FBI approved D, Spring 2006)

Explanatory Text re Proposed Amendments to CALEA (DOJ/FBI D, Spring

2006) ' b6
b7C

High-level Overview of Proposed CALEA Amendments (BAH, Spring 2006)

High-level Explanation of 2006 CALEA Amendment Package : 9/11/2008)

Ch:;rt by Topic Showing CALEA vs. Non-CALEA Provisions (BAH, Fall 2008)

Thoughts Regarding C(')ncept for Additional Appropriations Fund (BAH, Fall 2008)

Potential Language for No cause Against Service Providers, Protecting Techniques
(BAH, Spring 2006)

Encryption: Countering the Threat; Potenﬁz_xl Lines of Legislative Action (BAH, Fall
2008) :
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..__.—-—-'(U) National Lawful Intercept Strategy - Bureaupedia Page 1 of3

(U) National Lawful Intercept Strategy

From Bureaupedia

(U) National Lawful Intercept Strategy is a comprehensive five-step process devised by key law
enforcement and industry representatives to reverse the growing number of threats to lawful
interception.

) C 6htenfs |

u | (U) Issue
-n 2 (U) Proposed solution
‘= 3 (U) Budget
= 4(U) Recommendatlons / Actlons

(U) Issue

'(U)' The convergence of communications and the increased variety and complexity of advanced services
and technologies has resulted in 1mped1ments to lawful intercept capabilities and created an increasingly
ev1dent “lawful intercept capabilities gap.” In the face of more diverse and complex commmunications
serylces and technologies, including the rapid growth in diverse protocols, proprietary compression
téchniques, encryption, and other technological factors, law enforcement is now faced with several
especially daunting lawful {nterception challenges.

(U

b7E

The costs of conducting lawful intercepts are increasing daily.|

(U Proposed solution
(U)‘-The_ National Lawful Intercept Strategy proposes the following solution:
1. Modemize Lawful Intercept Laws: Existing lawful intercept laws (e.g., Title III of; the Omnibus

Crime Control and Safe Streets Act, Electronic ComEiv{carinaoP2Racy Act [ECPA], and the
Communications Assistance for Law Enforcement Act [CALEA]) require modernization as a

'http"s ://www .iportal.fbi/wiki/National Lawful Intercept_Strategy 5/27/2009
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."_FBI > In Brief > DOJ Budget Detalls High-Tech Crima Fighting Tools

“In Brief: DOJ Budget Details High-Tech Crime
. Fighting Tools

+ Alert Me

Title DOJ Budget Detalls High-Tech Crime Fighting Tools

Criticism
ABCNews.go.com
By Jason Ryan
May 9, 2009

and testing.

a3 ave’

whom are agents.

. support and training Initiatives.”
Attachment 1 News article

’ ‘Attachment 2

Attachment 3

_Start Date 5/11/2009
*End Date 5/12/2009
'Z'S\equem:e

‘ {prroval Status Approved

" Content Type: FBI In Brief

Created at 5/11/2009 6:55 AM b OPA) (FBI)
" Last modified at 5/12/2009 6:53 AM b (OPA) (FBI)

Description New Survelllance Programs Look Ahead As FBI Seeks To Overcome Past

WASHINGTON, DC -- The release of the 2010 budget request has shed more
light on some FBI surveillance programs the bureau is currently developing

N While the FBI has been criticized at times for its slow reforms after the 9/11
o attacks, which revealed the FBI did not have adequate computer resources,
some of the new programs sound like something out of a high-tech cloak
and dagger film. The budget request shows that the FBI is currently
developing a new "Advanced Electronic Survelllance" program which is being
funded at $233.9 million for 2010, The program has 133 employees, 15 of

According to the budget documents released Thursday, the program,
otherwise known as “Going Dark," supports the FBI's electronic surveillance
intelligence collection and evidence gathering capabllities, as well as those of
the greater Intelligence Community. "The term 'Going Dark' does not refer
to a specific capabillity, but Is a program name for the part of the FBI,
Operational Technology Division's (OTD) lawful interception program which

. Is shared with other law enforcement agencies," an FBI spokesman said.
"The term applies to the research and development of new tools, technical

EFF/Cardozo-239
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From: | (OTD) (FBI)

Sent: Monday, November 24, 2008 3:46 PM

To: KOTD) (FBI)
Subject: RE: SMS Initiatives

UNCLASSIFIED
NON-RECORD

Have a good Thanksgiving!

From: | [coTo) (FBY)
Sent: Monday, November 24, 2008 3:44 PM

To: Fg:kom) (FBI)

Subject: : SMS Initiatives

UNCLASSIFIED
NON-RECORD

Thanks.

From: MORROW, DAWN E. (OTD) (FBI)

Sent: Monday, November 24, 2008 3:40 PM

To: l(OTD) (FBI)
Subject: SMS Initiatives

UNCLASSIFIED
NON-RECORD

"

b6
b7C

b2
b6
bicC

The Top 4 initiatives are below. [I've also included brief 2-3 sentence explanations of them. If they need to be shorter, you

can cut out the italicized part. Let me know if you

need more.

Geing Dark: A five-prong strategic approach to address the lawfut “intercept capability gap,” {the ercding of /awfu/ intercept
(L1) due to the proliferation of communications methods) in support of the community of ELSUR stakeholders to include 1)

.modernization /amendment of existing laws, 2) enhancing authorities to protect industry proprietary and LE sensitive lawful

intercept information, equipment and techniques , 3) enhancing LE agencies' coordination ‘Ievgragipg technical expertisge of
FBI with other LE entities, 4) enhancing lawful intercept cooperation between the communications industry and LEAs with a
“One Voice" approach, and 5) seeking new federal funding to bolster lawful intercept capabilities.

bTE

EFF/Cardozo-255
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b7E
bh7E
i . b2
Special Advisor b6
Desk . biC
Blackberry
pic.fbi.gov

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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KOTD) (FBI)
From: [ Lot (Fsl -
Sent: Monday, November 24, 2008 3:27 PM :b7C
To: TD) (FBI) |
Cc: (OTD) (CON); MOTTA, THOMAS GREGORY (OTD) (FBI)
Subject: RE: OTD Significant Activity Report for November 2008 - DEADLINE NOON, WEDNESDAY,

DECEMBER 3, 2008 - New Reporting Category for Going Dark Initiative

UNCLASSIFIED
NON-RECORD
10-4; we are on it.

Gregg,
| will have the draft for the section NLT December 1.

From: | [(oTD) (FBIL)
Sent: ‘Monday, November 24, 2008 1:28 PM
To:

COOK, PATRICK B. (OTD) (FBI); (OTD) (OGA); PRICE, J CLAY (OTD) (FBI); SMITH, CHARLES BARRY (OTD)
(FBI); D P. (OTD) (FBI); MOTTA, THOMAS GREGORY (OTD) (FBI)] J(0TD) (FBY); b6

Ce: (OTD) (FBI);
' (OTD) (FBL);
OTD) (CON)
(OTD) (CON); (OTD) (FBI);
H QTD) (FBI)
Subject: D Significant Activity Report for November 2008 - DEADLINE NOON, WEDNESDAY, DECEMBER 3, 2008 - New Reporting

Category for Going Dark Initiative

UNCLASSIFIED
NON-RECORD

Good afternoon,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section's top three (3) most significant activities for November 2008 by Noon, Wednesday, December 3, 2008. | would
appreciate receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please
submit significant unit level activities, if any, to me. .

Reminder - "Going Dark™" Initiative Added to Template:

OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would like to collect all _
accomplishments made in connection with the Going Dark Initiative five prongs listed below. Past accomplishments will b6
be compiled by A/UC, CIU,| | Current and future accomplishments will be solicited along with your b7c
significant accomplishments on a monthly basis.

The strategy consists of five prongs: .

1) Modernization of Lawful Intercept (LI) Laws - Updating LI legislation, regulation, and assistance mandates

2) LI Authorities Enactment - Removing impediments to the FBI's ability to protect and share LI technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutuai coordination/assistance

4) Greater Industry/LEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions

5) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include: . EFF/Cardozo-309
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| |(OTD) (FBI)
From: | (OTD) (FBI)
Sent: Tuesday, December 16, 2008 3:44 PM
To: COOK, PATRICK B. (OTD) (FBI); PRICE, J CLAY (OTD) (FBI); SMITH, CHARLES BARRY
(OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI); MOTTA, THOMAS GREGORY
OTD) (FBI (OTD) (FBI); (OTD) (FBI); be
OTD) (OGA) biC
Ce: (OTD) (FBIf ;
l_|(OTD) (FBL: (OTD) (FBI); OTD) (FBIY;
(OTD) (FBI); (OTD) (CONY); (OTD)
CONY); (OTD : (OTD) (CON);
(OTD) (FBI); OTD) (CONY);
(OTD)(CON); (OTD) (FBI);
(OTD) (FBI), [(OTD) (FBI)
Subject: OTD Significant Activity Report for December 2008 - DEADLINE NOON, WEDNESDAY,
’ JANUARY 7, 2009 - Template Aftached .
Follow Up Flag: Follow up
Due By: Wednesday, January 07, 2009 12:00 PM
Flag Status: Flagged
Attachments: Template Significant Accomplishments OTD Dec 08.wpd

UNCLASSIFIED
NON-RECORD

Good afternoon,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section's top three (3) most significant activities for December 2008 by Noon, Wednesday, January 7, 2009. | would
appreciate receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please
submit significant unit level activities, if any, to me.

Reminder - "Going Dark" Initiative Added to _Template:

OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would like to collect all

accomplishments made in connection wi e Going Dark Initiative five prongs listed below. Past accomplishments will

be compiled by A/UC, CIU | | Current and future accomplishments will be solicited along with your b6
significant accomplishments on a monthly basis. b7cC

The strategy consists of five prongs:

1) Modernization of Lawful Intercept (LI) Laws - Updating LI legislation, regulation, and assistance mandates

2) LI Authorities Enactment - Removing impediments to the FBI's ability to protect and share LI technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistance

4) Greater Industry/LEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions

5) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:

+ Training of State and local law enforcement

+ Sharing of techniques and/or equipment with other agencies

+ Budget requests to enhance or maintain capabilities

+ Liaison with industry concerning new and emerging services and technologies

For your convenience, | have attached a template for you to use whicﬁp@sgs Fi;ﬁ jupport, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure to use Word Perfe n, 12 pt. font and include portion
markings. Please keep each individual significant activity to one paragraph in length if possible (3-4 sentences).

1
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(OTD) (FBI)

be
From: [ (OTD) (CON) b7C
Sent: Wednesday, February 04, 2009 10:52 AM _
To: | i(OTD) (FBI)
Subject: RE: OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY,

FEBRUARY 4, 2009 - REVISED TO INCLUDE TEMPLATE

UNCLASSIFIED
NON-RECORD

We will probably be late. I will get it to you as soon as I can. =)

From: | |(OTD) (FBI) b7C
Sent: ednesday, February 04, 2009 8:56 AM

o Em) e —KoTDY(CON)] koTo) reny l
OTD) (CON '
ce: (OTD) (FBI)

Subject: FW: OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY, FEBRUARY 4, 2009 - REVISED TO
INCLUDE TEMPLATE

UNCLASSIFIED
NON-RECORD

Good morning ladies,

Just a reminder that January's significant accomplishment report for DES, TPS, TTS and TMSU is due at noon
today.

Thanks and have a great day,

b6
b7C
From: L lomy(en
Sent; Tuesday, January 27, 2009 9:13 AM
To: COOK, PATRICK B. (OTD) (FBI);| |(OTD) (OGA); PRICE, J CLAY (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD)
FBL); MOTTA, THOMAS GREGORY (OTD) (FBL);| [(oTD) (FBI); 0TD) (FBI);] }
Cc: : |(OTD) (FBL); 0TD)
: (OTD) (CON);
(OTD) (CON); OTD
[(OTD) (CONY: (OTD) (FBI); OTD) (FBI i: }
__|(QTD)(CON);| _1(LD) (FBI)
Subject: OTD Significant Activity Report for January 2009 - DEADLINE NOON, WEDNESDAY, FEBRUARY 4, 2009 - REVISED TO INCLUDE

TEMPLATE

UNCLASSIFIED
NON-RECORD

Good morning,

Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
Section's top three (3) most significant activities for January 2009 by Noon, Wednesday, Febriary 4, 2009, | would
appreciate receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please
submit significant unit level activities, if any, to me.

R - - " 3 D all Les H I : .
eminder - "Going Dark™" Initiative Added to Template EFF/Cardozo-318
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[(OTD) (FBI)
From: [ |(OTD) (FBI)
Sent: Wednesday, February 25, 2009 8:23 AM
To: COOK,_PATRICK B. (OTD) (FB W |(OTD)(OGA); PRICE, J CLAY (OTD)
(FBI); (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);
MOTTA, THOMAS GREGORY (OTD) (FBI);| _[(OTD) (FBI);
(OTD) (FBI)
Cc: (OTD) (FBI);{ (OTD) (FBI);| kOTDﬁ
(FBI); OTD) (FBI);| (OTD) (FBD;
*  [J(OTD) (FBh; OTD) (CONY: (OTD) (CON);
OTD) (CONj);
OTD) (FBI);
(OTD) (FBI);
(QTDY(FB);| (OTD) (CON)
Subject: ~ OTD Significant Activity Report for February 2009 - DEADLINE NOON, WEDNESDAY,
MARCH 4, 2009
Follow Up Flag: Follow up .
Due By: Wednesday, March 04, 2009 12:00 PM
Flag Status: Flagged
Attachments: ) Template Significant Accomplishments OTD Feb 09.wpd
UNCLASSIFIED
NON-RECORD
Good morning,
Please provide me with a consolidated Section-level approved monthly Significant Activity Report which contains your
. Section's top three (3) most significant activities for February 2009 by Noon, Wednesday, March 4, 2009. | would
appreciate receiving one report for each Section that is inclusive of your unit-level activities. SRU and TMSU please
submit significant unit level activities, if any, to.me.
Reminder - "Going Dark" Initiative Added to Template:
OTD is actively pursuing the National Electronic Surveillance Strategy, commonly known as the 'Going Dark' initiative in an
effort to maintain and advance electronic surveillance capabilities. The front office would like to collect all )
accomplishments made in connection with the Going Dark Initiative five prongs listed below. Past accomplishments will
be compiled by A/UC, CIU, Current and future accomplishments will be solicited along with your
significant accomplishmentson a monthly basis. b6
b7C

The strategy consists of five prongs:

1) Modernization of Lawful Intercept (LI) Laws - Updating LI legislation, regulation, and assistance mandates

2) LI Authorities Enactment - Removing impediments to the FBI's ability to protect and share LI technical equipment and
expertise

3) Enhanced LEA Coordination - Enhancing greater LEA LI mutual coordination/assistance

4) Greater Industry/LLEA Cooperation - Expanding industry cooperation among LEAs on new and emerging technology
issues/solutions

5) New Federal Resources - Seeking new Federal funding to bolster domestic LI capabilities

Some ideas for accomplishments would include:

s Training of State and local law enforcement

e Sharing of techniques and/or equipment with other agencues

¢ Liaison with industry concerning new and emerging services and technologies

For your convenience, | have attached a template for you to use which showcases Field support, Headquarters support,
Training, Liaison, Going Dark and Other. Be sure to use Word Perfect, Times New Roman, 12 pt. font and include portion
markings. Please keep each individual significant activity to one paragedft Carghgoii@sible (3-4 sentences).

1

b6

b7C




Case3:10-cv-04892-RS Document56 Filed04/27/12

~ loTp) (FBY

Page50 of 225

From:
Sent:
To:
Subject:

| [(OTD) (FBI)

Wednesday, May 13, 2009 2:31 PM
[ kOTD) (FBI)

RE: Going Dark Bulletin

UNCLASSIFIED

NON-RECORD

[ ]

Have you spoken tof ___Jabout the state and local article?

From:
Sent:
To:

Cc:
Subject:

(OTD) (FBI)
Wednesday, May 13, 2009 1:53 PM
THOMAS, MARCUS C, (OTD) (FBI) - -
DICLEMENTE, ANTHONY P. (OTD) (FBL);| |(OTD) (FBI)

- Going Dark Bulletin

UNCLASSIFIED
NON-RECORD

Marcus;

b6
b7C

b6
b7cC

Is there any specific material, whitepapersm presentations etc. on the Going Dark topic that you would like to get into the
Going Dark Bulletin?

| would be happy to work with|::]to prepare any of the materials you have developed so we can publish them.

(I

UNCLASSIFIED

UNCLASSIFIED

EFF/Cardozo-334
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l(OTD) (FBI) b6
b7C
From: [ [(OTD) (FBI)
Sent: Wednesday, October 29, 2008 9:12 AM
To: D) (FBI) OTD) (FBI);| |
TD) (FBI):; (OTD) (FBI}; OTD) (FBI)]
(OTD) (FBI);| (OTD) (FBI); |(OTD) (FBY)
Cc: : |(OTD) (CON)
Subject: FW: OTD Significant Activity Report for October 2008 - DEADLINE NOON, MONDAY,

NOVEMBER 3, 2008 - New Reporting Category for Going Dark Initiative
Attachments: Template Significant Accomplishments OTD Oct 08.wpd

UNCLASSIFIED
NON-RECORD

Guys,

If you have something for the report can you send itto]____Jand | so we can put it together. Is anybody doing anything
for the “Going Dark" initiative?

1] | | } b6

bicC

From: | |(0TD) (FBD)
Sent: ednesday, Oggng 29, 2008 8:31 AM

To: OTD) (FBD)]| ko) (FB1);] ooy (FBI;[_______](0™D)
[GED) _

Cc: [ o) (cony{_ Jcoto) (FBI[________KOTD) (FBI)

Subject: FW: OTD Significant Activity Report for October 2008 - DEADLINE NOON, MONDAY, NOVEMBER 3, 2008 - New. Reporting Category

for Golng Dark Initiative

UNCLASSIFIED
NON-RECORD

Hello All,

See the below e-mail regarding the OTD Significant Activity Report for October 2008. This report now requires the unit
to include "Going Dark™ Initiatives on a monthly basis. If we can have each program to bring forth two to three initiatives

from the start, then we will only need to update each on a monthly basis. The information below provides direction and
format. :

t would like fo\dN;jto work with[_____|to put this SAP together after all programs have responded. Let's
not forget NAWG, Outreach Platform, coordination with state and local law enforcement.

Give me a call if you have questions. Again, please note the deadline.
bé

[ 1] b7C

From: 1 |(OTD) (COoN) .

Sent: ‘Wednesday, October 29, 2008 8:14 AM

To: OTD) (FBI); QTD) (FB); omy(ey____—]o™D)
(FBL); (OTD) (FBI); (OTD) (FE);| OTD) (FBI

Cc: DICLEMENTE, ANTHONY P. (OTD) (FBI (01D) (FBD);] (OTD) (CON);
I; i1_|0TD) (FBI); [(0TD) (CON); [(OTD) (CON);| |(oTD)
(CON); (OTD) (CON); (OTD) (FBI)

Subject: OTD Significant Activity Report for October 2008 - DEADLINE NOON, MONDAY, NOVEMBER 3, 2008 - New Reporting Category for

Going Dark Initative
UNCLASSIFIED EFF/Cardozo-340
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KOTD) (FBI)

From: : [ —_kca) (coNn) b6
Sent: Monday, April 20, 2009 10:15 AM b7C
To: I 1(OTD) (FBI)

Subject: RE: P10

UNCLASSIFIED
NON-RECORD

You're correct.

How do you see the split? 60/40? Or do we not put in percentages?

From: | __koTD) (FBD) b6
Sent: Monday, Apri 009 10:13 AM b7C
To: l;ﬂicm (CoN)

Subject: E: P10

UNCLASSIFIED
NON-RECORD

The RAND contract didn't end until 3/31. Isn't this for last Qtr

From: [ |(cq) (con)
Sent: onday, April 20, 2009 10:11 AM

To: . [ __KOTD) (FBI)
Subject: RE: P10

b6
UNCLASSIFIED b7C

NON-RECORD

1

I was under the impression that those percentages were going to be removed and so [ didn't fill them in. We didn't fill them
in last quarter either.

If we need to, | suggest the following:

% Improving: 60% (based on the continuing number of briefings with industry and the law enforcement community [e.g.,
LEEF, LETF], there seems to be a continuing impetus on pushing the message forward).

% No progress: 20% (based on a lack of involvement with the new Administration - political appointees at Justice not being
confirmed and no substantive decision-making authority with those in the positions of interest).

% Lagging: 20% (based on the RAND situation and no movement on the independent third party study).
If you agree, I'll forward these to | If you think differently, let me know and we'll go from there.

Thanks, b6

b7C

From: | |(oTD) (FBI) EFF/Cardozo-353
Sent: onday, April 20, 2009 9:17 AM
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| (OTD) (FBI)

From: [ 1(cQ) (CON)

Sent: Wednesday, April 01, 2009 8:56 AM

To: [ (OTD) (FBI) ) )
Subject: RE: SMS Iniative Update for Spend Plan - Deadline COB Friday April 3rd

SENSITIVE BUT UNCLASSIFIED

b6
NON-RECORD b7cC
I have the following questions:
- Estimated $$ Spent
What should this include? - RAND| [time, my time, anything else? If so, do you have those costs? [ can

estimate my costs, but | don’t have insight into anyone else. Was there travel involved - since there were a number of
meetings, can | assume those costs were tracked separately (probably not?)

- Estimated FTE Devoted

Same question here - with the number of people involved: Marcus, Pat, Tony,[ | youl | etc. this could really add
up. Any idea of how much time was spent? Or perhaps starting W|th a percentage: Marcus, Pat, Tony| [at 10% (?);
you at 25% (?); we can get a number of hours... 10 people averaging 10% of there time would result in T FTE.

- Stopllght Status (R/Y/G) on your initiative where R equals "off-track" and Y equals "a trend towards on-track" and G
equals "on-track."

My guess would be "Y" - but that is subject to interpretation...

b6

Thanks, biC
From: I koTD) (FBI)
Sent: “Tuesday, March 31, 2009 4:00 PM
To: €Q) (CON)
Subject: FW: SMS Iniative Update for Spend Plan - Deadline COB Friday April 3rd
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
From: I koTD) (FBI)
Sent: Friday, March 27, 2009 2:35 PM
To: (OTD) (FBI); COOK, PATRICK B. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)
Ce: (OTD) (CON); THOMAS, MARCUS C. (OTD) (FBI);] [(coTD) (FBI)
Subject: SMS Iniative Update for Spend Plan - Deadlina COB Friday April 3rd

. . b6
SENSITIVE BUT UNCLASSIFIED b7C

NON-RECORD

;ou ;ave been designated as the POC for the following SMS initiative:
- Going Dark EFF/Cardozo-358
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From: | _|cotD) (FBD)

Sent: Tuesday, March 10, 2009 4:18 PM .

To: THOMAS, MARCUS C. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI); oy e[ 1
OTD) (FBI): EBI); OTD) (FBI

o] (CQ) (CON); [(OTD) (FBL); omyEsy[_______ o)
(FBD)

Subject: FW: Advisory Board Files b6

UNCLASSIFIED biC

NON-RECORD

On March 18, OTD will be hosting a meeting for members of the Director's Advisory Board regarding Going Dark.' I have:
attached an agenda for the meeting. Those on the To: line are being asked to do a 15 minute presentation as indicated in
the enclosed agenda. | have also attached a template for the presentation. On Monday March 16th at 10AM in the AD's
conference room, we will have a review of the presentations.

|::l I know you will not be able to attend the meeting. Marcus or Pat will present but can you fill in the template?

Eﬁ:lwill put together the ppt for Law Enforcement Outreach. Can you give him input from your side so he can fill in
the template?

. bé
[_1 Can you do the ppt for Tony? b7C

Thanks,

[ ]

<< File: DRAFT Going Dark DAB 20090310.ppt >> << File: Director’s Advisory Board Agenda.doc >>

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

EFF/Cardozo-361
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| I(OTD) (FBI)
From: - [ [(cQ) (CON) oo
Sent: Friday, March 13, 2009 3:01 PM
To: [ |(OTD) (FBI)
Subject: FW: Advisory Board Files
UNCLASSIFIED
NON-RECORD
See[___ Jassumption below that you'll take the lead in the discussion on Wednesday...
Thanks,
bé
b7cC
From: l ___|(OTD) (FBI)
Sent: Friday, March 13, 2009 2:46 PM
To: (CQ) (CON)
Subject: RE: Advisory Board Files
UNCLASSIFIED
NON-RECORD
This looks really good. | assume|_—|_|will take the lead during the discussion. I'll compile some thaiIs/stats about
what we have done/doing to assist the law enforcement community to add color to the conversation if it is necessary at
game time. :
From: | |(CQ) (CON)
Sent: Friday, March 13, 2009 2:30 PM
To: I __|omD) (FBY) .
Subject: RE: Advisory Board Files b6
b7cC
UNCLASSIFIED
NON-RECORD
See attached.
Thanks,
. b6
<< File: DRAFT Going Dark DAB 20090313 LE Coord.ppt >> b7C
From: | |(CQ) (CON)
Sent: Friday, March 13, 2009 2:05 PM
To: | __|(0TD) (FBI)
Subject: FW: Advisory Board Files

UNCLASSIFIED

EFF/Cardozo-362
NON-RECORD




Case3:10-cv-04892-RS Document56 Filed04/27/12 Page56 of 225

[ (OTD) (FBI)

From: [ [(CQ) (CON)

Sent: Tuesday, March 10, 2009 3:53 PM

To: | |(OTD) (FBI)

Subject: ' Advisory Board Files

Attachments: Director's Advisory Board Agenda.doc; DRAFT Going Dark DAB 20090310.ppt

UNCLASSIFIED
- NON-RECORD

L]

Here are the Agenda and Template files:

i)
: b7C
Director’s Advisory
Board Agen...

DRAFT Going Dark
DAB 20090310....

Thanks,

UNCLASSIFIED

EFF/Cardozo-364
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UNCLASSIFIED

UNCLASSIFIED

'UNCLASSIFIED

| l(OTD) (FBI)

From: [ |(OTD) (FBI)
Sent ‘ ‘Wednesday, October 08, 2008 2:31 PM .
To: (OTD) (FBh
Ce: (OTD) (FBI)| |(oTD) (FBIN__]
. (OTD) (FBI) : .

Subject: -Going Dark Solicitation for Input
Attachments: Going-Dark-September Accomplishment.wpd
UNCLASSIFIED . b6
NON-RECORD ' b7C

| know we are late (12:00 PM deadline), but | just received word from AS to submit version 1 of the 2 write-ups |

prepared for the Going Dark initiative. Attached is the document | drafted which contains both versions. Please let me
know if you have any questions...

[ ]

Going-Dark-Septem
ber Accomplis...

UNCLASSIFIED

EFF/Cardozo-379

33
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The attached document provides the answers ol |questions for his survey. Please advise if | need to
change anything. If not please forward this to him.

b6
b7C
Thanks,
‘Completed Unit
ELSUR Technolog...
From: I J(oTD) (FaI) b6
Sent: Tuesday, May 26, 2009 8:32 AM b7C
To: lg__;::j(oman
Subject: : S&T Branch Golng Dark Initiative - data call due 5/29
UNCLASSIFIED
NON-RECQORD

Let's discuss at the program manager's meeting.
) b6
] b7C
From: | : |(OTD) (FBI)
Sent: riday, May 22, 2009 3:01 PM
To: L) m_________Jom) (FBI):E::I(OTI» (FBI)C__‘_KQ%)
Ca MAS, MARCUS C. l(;OTDE fFBIi; COOK, PATRICK B. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);

' (OTD) (FBI); (OTD) (OGA);-MOTTA, THOMAS GREGORY (OTD) (FBI)
Subject: S&T Branch Golng Dark Initlative - data call due 5/29

| UNCLASSIFIED
! NON-RECORD

i OTD Executive Management is considering a plan to expand the sharing of our ELSUR capabilities to other

: LEAs (Federal, State, and Local) in support of the S&T Branch Going Dark Initiative. This plan is in the
formulation stage and information is needed from your units to (1) baseline the level/type of support already
provided to LEAs, (2) identify capabilities that could be shared with LEAs and (3) list unfulfilled requests from
LEAs for assistance.

The information you provide will be crucial in creating realistic cost estimates and timelines for what it will take
to extend selected OTD capabilities to the greater Law Enforcement community.

Responses to the follllowing questions are requested from the CEAU, DITU, TICTU, and TTU and should be
provided to the ETMU no later than COB 29 May 2009.

1. What equipment/system, capability (i.e., software/application), service (i.e., training) does your unit
loan/provide to other LEASs to support their ELSUR needs?

FF/Cardozo-388
2. For each of the categories identified in response to questE10n/ s provzlde information relative to the

13
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[ - kOTD) (FBI)
|

b6
From: [(OTD) (FBI) pc
Sent: Wednesda ril 23, 2008 10:48 AM
To: | |(OTD) (FBI)
Subject: FW: Going Dark Initiative .
Attachments: * Going Dark Talking Points 20080118.doc

UNCLASSIFIED
NON-RECORD

Here is the Q & A for the Director that | told you about yesterday. It gives you the concept of Going Dark, DCAC, and the 5
Prong strategy in a nutshell.
Mb

From: [ lcqQ) (cony

Sent: Friday, January 18, 2008 1:45 PM

To: DICLEMENTE, ANTHONY P. (OTD) (FBI)

Cc: (OTD) (FBI); SMITH, CHARLES BARRY (OTD) (FBI)

Subject: Going Dark Initiative bé

b7
UNCLASSIFIED <

NON-RECORD

Tony,

See attached for draft Q&A discussed on Wednesday.
Let me know if there is anything else you need.

Thanks

—
L',_—'%

Golng Dark Talking
Points 2008...

UNCIL ASSIFIED

UNCLASSIFIED

EFF/Cardozo-408

442
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(OTD) (FBI) .
) b7C
From: [(OTD) (FBI)
Sent: Wednesday, November 05, 2008 5:13 PM
To: SMITH, CHARLES BARRY (OTD) (FBI)
Subject: FW: OTD SMS Initiative #16: Going Dark (Milestone Update Request)
Attachments: Going Dark SMS update 20081105.doc
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
Barry,
)
|_'___]worked on this while | was in the meetings since it had a deadline of this afternoon. | reviewed it and it looks good.
t Is consistent with everything else.
Mb bé
. b7C
From: | l(cQ) (con)
Sent: Wednesday, November 05, 2008 3;21 PM
To: OTD) (FBI);%:U](OTD) (Cony;| J(oTD) (F8I)
Subject: RE: OTD SMS Initiative #16: Going-Dark (Milestone Update Request)
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
All,
Please see attached for requested info.
[ Ihas not had the opportunity to review this as she has been tied up with other things. Egc
Thanks,
1_é
Going Dark SMS
update 20081105...
From: ioTD) (FBI) b6
Sent: Wednesday, November 05, 2008 1:26 PM ‘ )
To: (CQ) (CON) b7C
Subject: FW: OTD SMS Initiative #16: Going Dark (Milestone Update-Request)
Importance: High

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

EFF/Cardozo-418
300
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_ARM_10-23-08.ppt

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

316

| . {OTD) (FBI)
bé

From: | |(OTD) (FBI) b7C
Sent: Thursday, October 23, 2008 4:57 PM

To: | [(OTD) (FBIY; (OTD) (CON)

Subject: FW: Presentation

Attachments: Going Dark_ARM_10-23-08.ppt

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Here's the presentation for the ODNI.

if_ie supersedes Going Dark ARM 6-03-08 ppt. I'll send it to you on the low side. 2675

b7C

Mb

From: (OTD) (CON)

Sent: Thursday, October 23, 2008 4:45 PM

To: (OTD) (FBI)

Subject: Presentation

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

A
Golng
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[(OTD) (FBI)
From: | —](OTD) (FBI) : ,gjc
Sent: Tuesday, November 25, 2008 10:38 AM ‘
To: OTD) (FBI)
Subject: RE:
UNCLASSIFIED
NON-RECORD
Thanks
From: | I(OTD) (FBI) bé
Sent: Tuesday, November 25, 2008 10:37 AM bicC
To: (OTD) (FBI)
Subject: FW:
UNCLASSIFIED
NON-RECORD

It's a dohe deal..............

From: | I(OTD) (FBD) b6
Sent: Tuesday, November 25, 2008 9:58 AM 2
-7 ﬁmo) (FBD) b7C
Subject: RE: ’

UNCLASSIFIED
NON-RECORD

[ ]

Yes, its alright to have[ __]charge to for this if needed.

]

bheé
p7C
From: | l(omD) (FBI)
Sent: Tuesday, November 25, 2008 9:29 AM .
To: (OTD) (FBI) ’
Ce: DICLEMENTE, ANTHONY P. (OTD) (FBI);[_______ |(OTD) (FBI); SMITH, CHARLES BARRY (OTD) (FBI)
Subject: [ ]

UNCLASSIFIED
NON-RECORD

1

The next edition of the ETR Bulletin is ptanned as a SPECIAL EDITION: Going Dark.  Since | am not responsible for
managing this program, and want to be consistent with the message being developed by the FO, | would like to use:
|i—q-|as a 'bridge’ to the Going Dark work in progress. | need this to be assured that the Bulletin content is on

b6
message with the work already done.

b7C

| know[___Jis under a BAH contract that you manage. | would expect to use-him about 3 - 4 hours per month, just as a
sounding board so we don't go astray.
EFF/Cardozo-422

Is this acceptable to you to utilize his time in this manner?
292
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|(OTD) (FBI)
b6
From: [ [(OTD) (FBI) p7c
Sent; Thursday, January 15, 2009 4:22 PM
To: [ |(DO) (FBI)
Subject: RE: Draft Update

UNCLASSIFIED
NON-RECORD

That's just fine. | have to coordinate it with our ADs schedule anyway so just let me know when we can look at calendars.

Thanks

From: [ [(0o) (FBI)

Sent: Thursday, January 15, 2009 1:50 PM Eb6
To: I [(oTD) (FBIY;] |(DO) (FBI) k7C

Subject: RE: Draft Update

UNCLASSIFIED
NON-RECORD

Thanks| | this looks good but of course I'm not the final word
on this. Officially, will report on the Feb. 9. But his schedule is
really not set yet so no plans for any briefings have not been done. |
have a list of things to go over with him upon his arrival and | will
definitely let him know about you wanting to meet with him. That is the
best | can do for now. Hope that helps. e
Thanks again. bic

From: | [(oTD) (FBI)
Sent: Thursday, January 15, 2009 10:56 AM
To: (DO) (FBI)

Cc: KDO) (FBI)
Subject: FW: Draft Update

UNCLASSIFIED
NON-RECORD

1

Here is the CALEA update you requested. | also included the Going Dark Initiative as this is a big concern for state and
locals. They should be bringing it up with the D.

1

P.S. Can you advise me when AD Ruecker will be reporting? 1t will probably be good if we set up a meeting so we can
give him the Going Dark presentation as we did with AD Quijas.
<< File: Director's CALEA and GD Update 20090114[1].doc >>

EFF/Cardozo-429
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[ |(OTD) (FBI)

From: | [(0TD) (FBI) be
Sent: Thursday, January 15, 2009 4:26 PM brc
To: [ |(OTD) (FBI)

Subject: - FW: Draft Update

Attachments: Director's CALEA and GD Update 20090114[1].doc

LUNCLASSIFIED

NON-RECORD

aere is what | sent over to the DO. It was approved by Pat.

b6

From: | |(0TD) (FBI) b7C
Sent: Thursday, January 15, 2009 10:56 AM

To: (DO) (FBI)

Cc: (DO) (FBI)

Subject: FW.: Draft Update

UNCLASSIFIED

NON-RECORD

Here is the CALEA update you requested. 1 also included the Going Dark Initiative as this is a big concern for state and ¢

locals. They should be bringing it up with the D.

[ 1

P.S. Can you advise me when AD Ruecker will be reporting? It will probably be good if we set up a meeting so we can

give him the Going Dark presentation as we did with AD Quijas.
E AN

Director's CALEA
and GD Update...

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

. EFF/Cardozo-430
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OTD) (FBI)
. ‘be
From: | __|(OTD) (FBI) b7C
Sent: Friday, January 23,2009 8:50 AM
To: (OTD) (FBI)
Subject: RE: ETR - Going Dark Bulletin®
UNCLASSIFIED
NON-RECORD
Definitely! Call me when your available. FY| lt's going to take mare than 5 mins.
b6
From: [ |(oTD) (FBY) b7C
Sent: . Thursday, January 22, 2009 5:46 PM
To: I ko) (FBI)
Subject: RE: ETR - Golng Dark Bulletin®
UNCLASSIFIED
NON-RECORD
Tomorrow?
From: | J(oTD) (FBI) b6
Sent: ‘Thursday, January 22, 2009 8:36 AM bhiC
To: QOTD) (FBI) :
Subject: FW: ETR - Going Dark Bulletin®

UNCLASSIFIED
NON-RECORD

When you get a chance, we should talk about this.

From: | I(OTD) (FBI) bE
Sent; Wednesday, January 21, 2009 3:55 PM :

Tot (OTD) (FBI) _ bic
ce: DICLEMENTE, ANTHONY P. (OTD) (FBI);[ ~J(OTD) (CONy"

Subject: ETR - Going Dark Bulletin®

UNCLASSIFIED I N T

NON-RECORD

[ 3

Tony asked (me) e.gEto set up a meeting with you, me, Tony, Pat and:|to come to an agreement how we will

support the next B ve some idea of my Fellowship commitment, but | may be taking on more of]
| [ I'd like to reach an understanding soon because we only have about 3 1/2 months.
_ . b6
I't have[__Jset this up for us. : b7C

[ 1

UNCLASSIFIED

EFF/Cardozo-431
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|(OTD) (FBI)

From: | [(OTD) (FBI) Eg
Sent: Wednesday, January 28, 2009 2:34 PM bic
To: THOMAS, MARCUS C. (OTD) (FBI)

Subject: RE: Director's Presentation with Talking Points

UNCLASSIFIED
NON-RECORD

| sent it to both you and Lou.

From: - THOMAS, MARCUS C. (OTD) (FBI)

Sent: Wednesday, January 28, 2009 2:33 PM

To: (OTD) (FBI)

Subject: RE: Director's Presentation with Talking Points

UNCLASSIFIED

NON-RECORD b6
bh7C

sure

From: L |(oTD) (FBI)

Sent: Wednesday, January 28, 2009 12;53 PM

To: THOMAS, MARCUS C. (OTD) (F8I)

Subject: RE: Director's Presentation with Talking Points

UNCLASSIFIED

NON-RECORD

I'm sorry Marcus. | didn't realize you already forwarded this on. | thought you and Pat were still looking at it internally.
Until we get it fixed here do you want me to sent it over ic.

From: THOMAS, MARCUS C. (OTD) (FBI)

Sent: Wednesday, January 28, 2009 12:50 PM

To: GREVER, LOUIS E. (DO) (F8I) b6
Cc: | |(OTD) (FBI) 'b7 c
Subject: RE: Director's Presentation with Talking Points =
UNCLASSIFIED

NON-RECORD

Yep, we are working on it.

mct

From; GREVER, LOUIS E. (DO) (FBI)

Sent: Wednesday, January 28, 2009 12:02 PM

To: THOMAS, MARCUS C. (OTD) (FBI)

Subject: RE: Director's Presentation with Talking Points
3

UNCLASSIFIED

NON-RECORD

EFF/Cardozo-433
Can you have some check the last slide (Five Prong Strategy)? That slide is not presenting correctly.
192
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b7E
¢ TECHNOLOGY
e LE:
® ELSUR Technology is not developed (keeping pace with rapid
industry changes)
¢ Economic and human resource shortfalls; people, training,
solutions analysis and development
L ]
..
b7E
° | I
b7E

e LE: Difficult and/or impossible to develop effective solutions
using current operations model

®¢ Too costly to operate, store information, process and analyze
* Time delay in developing state of the art solutions

® Ever increasing resources required to cover growing technologies
and providers

* Human resources must remain current with technology training at
great expense and impact on work requirements

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

EFF/Cardozo-436
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From: | [(otD) (FBY)

Sent: Tuesday, March 10, 2009 4:18 PM }

To: THOMAS, MARCUS C. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI); [Cuo )G
OTD) (FBI); (0TD) (F8l);| OTD) (FBI

o CREY rrromy oD (010 (Fan (o)
@)

Subject: FW: Advisory Board Files b6

bC
UNCLASSIFIED
NON-RECORD

On March 18, OTD will be hosting a meeting for members of the Director's Advisory Board regarding qung Da.rk._ { havej
attached an agenda for the meeting. Those on the To: line are being asked to do a 15 minute presentation as lndlcateq in
the enclosed agenda. | have also attached a template for the presentation. On Monday March 16th at 10AM in the AD's
conference room, we will have a review of the presentations.

[ 1 know you will not be able to attend the meeting. Marcus or Pat will present but can you fill in the template?

F:lwill put together the ppt for Law Enforcement Outreach. Can you give him input from your side so he can fill in
e template? .

b6
|:| Can you do the ppt for Tony? bic
Thanks,

1

<< File: DRAFT Going Dark DAB 20090310.ppt >> << File: Director's Advisory Board Agenda.doc >>

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED

EFF/Cardozo-446

117




Case3:10-cv-04892-RS Document56 Filed04/27/12 Page69 of 225

| KOTD) (FBI)

From: [ loTD) (FBY -ch
Sent: Tuesday, April 28, 2009 5:54 PM .

To: (DO) (FBY)

Subject: RE: Going Dark update

UNCLASSIFIED
NON-RECORD

Marcus reviewed this and believes Louis will probably call him.

From: l Do) (FBI)
Sent: uesday, April 28, 2009 5:52 PM

To: [ _l(oTD) (FBY)

Subject: RE: Going Dark update b6
UNCLASSIFIED e
NON-RECORD

Thanks for the quick turnaround[______| This update definitely has more detail.

You might want fo let-Marcus and Pat know about the presentation in the event Louis calls over with additional questions
tomorrow. ) :

Again, | appreciate the help with this.

- | bs

b7C

From: | _KoTD) (FB)

Sent: Tuesday, April 28, 2009 5:08 PM
To: Ijikom (FBY)

Subject: RE: Going Dark update

UNCLASSIFIED
NON-RECORD

Here is an updated version. Let me know if | need to make any other changes.

<< File: Goingdark 04 28 v3.ppt >>

From: | |(DO) (FBI)

Sent: Tuesday, April 28, 2009 2:26 PM
To: (OTD) (FBI)
Subject: Going Dark update

UNCLASSIFIED ] b6
NON-RECORD bC

1

| highlighted some of the comments received and would ask that if possible, you provide a little more detail. | don't think it
-will take too much more effort to fill in the holes. | know I said we were trying to get it finalized today but let me know if that
is a problem. | can buy a little more time if you need it. Thanks again.

1] ) EFF/Cardozo-452
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[(OTD) (FBI)
From: I KOTD) (FBI) ' pé
Sent: “Tuesday, April 07,2009 9:10 AM b7cC
To: (OTD) (FBI) ) )
Subject: RE: SMS Iniative Update for Spend Plan - Deadline COB Friday April 3rd

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Yellow status is based on new Administration personnel not being in place for briefings and the expiration of the RAND
contract prior to completion of the study.

From: | J(OTD) (FBI) _ b6
Sent: Tuesday, April 07, 2009 9:02 AM . bI1C
To: I __lcotD) (FBI)

Subject: RE: SMS Iniative Update for Spend Plan - Deadline COB Friday April 3rd

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Could you give me a sentence as to why we are Yellow and not green ?

From: ] __koto) (FBY) bé
Sent: ‘Tuesday, April 07, 2009 8:43 AM BIC
To: I |(OTD) (FBI)

Subject: RE:SMS Iniative Update for Spend Plan - Deadiine COB Friday April 3rd

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

$0

FTE 107

Stoplight- yellow

From: | koTD) (FBI) .

Sent: Tuesday, Aprl 07, 2009 8:11 AM ] b6
To: (OTD) (FBI) S o - bIC
Subject: : nlative Update for Spend Plan - Deadline COB Friday April 3rd

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

From: | oT0) 1)

Sent: Monday, Aprl 08, 2009 5:13 AM b6
Subject: : niative Update for Spend Plan - Deadline COB Friday April 3rd

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

| need an answer on this one. EFF/Cardozo-454
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[ [(OTD) (FBI)
b6
From: L [(cQ) (CON) b7C
Sent: “Thursday, April 23, 2009 11:17 AM
To: I kOTD) (FBI)
Subject: ‘RE: Update on "Going Dark" Initiative
Attachments: Going Dark updated 20090423.ppt
UNCLASSIFIED
NON-RECORD
1 b6
See attached. b7cC
Thanks,
Soing Dark updated
20090423.pp...
bo
From: ] |(OTD) (FBL) bIC
Sent: Thursda 2009 9:46 AM
To: (CQ) (CON)
Subject: FW: Update on "Going Dark" Initiative
UNCLASSIFIED
NON-RECORD
Any ETA?
From: | J(oTD) (FBL) }bs
Sent: ursday, April 23, 2009 8:36 AM b7C
To: I J(OTD) (FBI)
Subject: FW: Update on "Going Dark" Initiative
UNCLASSIFIED
NON-RECGRD
i am ?etting pushed for this report update. Any progress? Egc

From: ] __1(p0) (FBY)
Sent: Wednesday, April 22, 2009 6:05 PM
To: OTD) (FBI)

Cc: (DOY(FBI)
Subject: FW: Update on "Going Dark" Iniiative
UNCLASSIFIED

NON-RECORD

EFF/Cardozo-465
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Sensitive Law Enforcement Information

: “Going Dark”
Law Enforcement’s Need to Preserve Lawful Intercept Capabilities -

R Issue: Court-authorized lawful interception is a critically important governmental
technique utilized in all types of investigations to enforce the Nation's laws, ensure
the safety of its citizens, and maintain the Nation's securitﬂ

b7E

| Practically speaking, failing to maintain
lawful intercept technical capabilities effectively repeals the lawful authority created
by the Congress to conduct lawful interception. Lawful interception capabilities must

be maintained.
A and evidence in criminal and

b7E

B. The convergence of communications and the increased variety and complexity
of advanced services and technologies has resulted in impediments to lawful
intercept capabilities and created an increasingly evident “lawful intercept
capabilities gap.” In-the face of more diverse and complex communications
services and technologies, including the rapid growth in diverse protocols,
proprietary compression techniques, encryption, and other technological
factors, law enforcement is now faced with several especially daunting lawful

interception challenges.

b7E

o The costs of conducting lawful intercepts are increasing daily. State and
locale law enforcement agencies are being shut out; and the FBI is barely
keeping its head above water. All law enforcement agencies are in
imminent danger of “Going Dark."

*  Working with industry to cnsure effective service provider lawful

. denti o
intercept target identifiers ani Iex1st is b7E

Sensitive Law Enforcement IibRAkiard0z0-469




.
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becoming more difficult as the industry expands to include new entrants
never before responsible for facilitating any form of lawful interception.
¢ Finding the substantial technical resources, personnel, and funding
required to field and operate complex and costly systems to “collect,”
“process,” “decrypt,” “view,” “analyze,” and “share” lawful intercept

information.

Background: Key law enforcement and industry representatives have devised a
comprehensive five-pronged National Lawful Intercept Strategy to meet the serious
threats to lawful intercept. While self-help has always been a first instinct for law
enforcement agencies, we are at a point where additional funding and continued,
enhanced, outside help is required. The five prongs of the National Lawful Intercept
Strategy inciude:

bTE

C. Law Enforcement Coordination: To increase efficiency and cost-effectiveness,
integrated leadership and support within law enforcement must be increased
and coordinated. Examples of law enforcement coordination include: research -
and development; distribution of analysis, processing, and presentation tools
and applications; strategic and tactical technical and operational assistance;
sharing of technical best practices;.and outreach and liaison with entities
within the communications industry. '

D. industry Cooperation: To institute greater and broader industry liaison,
particularly with IP-based communications service providers and
manufacturers and emerging trusted third-party lawful intercept solution
providers. This effort will focus on obtaining greater information and insight
into emerging technologies, services, applications to ensure that law
enforcement can field more timely, cost-effective technical solutions and
identify less expensive commercial lawful intercept solutions.

E. Resources: To accomplish-the above four prongs of the National Lawful
Intercept Strategy, additional resources are required.

Legai Authorities: The legal authorities under which lawful intercept takes place
include, but are not limited to Title 11l of the Omnibus Crime Contro] and Safe Streets
Act, the Electronic Communications Privacy Act (ECPA), and the Foreign
Intelligencé Surveillance Act (FISA). Further, much of the interaction between law
enforcement and the communications industry, particularly the mandate for
telecommunications carriers to design into their networks capabilities fo perform

EFF/Cardozo-470 2
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lawful intercept, is based on the Communications Assistance for Law Enforcement:
Act [CALEA)).

[V. Budget: There is no current budget allocated for the Going Dark [nitiative, The

[would support the expansion of capacity of certain
critical lawful intercept collection tools.

V. Recommendations / Actions: The FBI will continue to pursue the development and
implementation of the National Lawful Intercept Strategy to ensure the future
viability of this effective, useful, and indispensable investigative tool for the entire
law enforcement community.

A. Seek continued input from law enforcement leadership (e.g., lACP, Major
Cities Chiefs, Major County Sheriffs’ Association) and industry regarding the
development and implementation of the five-pronged National Lawful
Intercept Strategy. The FBI will finalize the five-pronged National Lawful

, Intercept Strategy based on the above described continuing dialog.

B. Vet the Strategy with key Administration officials (e.g., Office of
Management and Budget [OMB], Office of the Director of National
Intelligence [ODNI]; Department of Justice [DOJ]) to ensure approval and
commitment from necessary components.

C. Socialize the Strategy with key Congressional members and staff (e.g.,
Judiciary, Intelligence, Appropriations) as appropriate.

D. Explore potential forearly Strategy implementation, resource allocation, and

' funding and secure the five-pronged Strategy package: legislative and full-
scale resource and funding enhancements.

VI.  Point(s) of Contact:
A, Marcus Thomas, Assistant Director, OTD

L |
B. Patrick Cook, Deputy Assistant Director, OTD
L
C. Barry Smith, Chief, Technical Programs Section (TPS), OTD'
a _
D. Acting Chief, CALEA Implementation Unit (ClU), OTD
@askcalea.net '

Information provided by: Section Chief Barry Smith

Information Approved by:  AD Marcus Thomas /_457

Dated: 07/30/2008

EFF/Cardozo-471 3
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GOING DARK
What is “Going Dark”?

Response:

o The term “Going Dark,” is used to refer to constriction of the law enforcement’s ability to
comprehensively and lawfully collect data and information, conduct electronic surveillance

and analyze thé raw data| | o

o The challenge is due to two factors:

o the rapid evolution of telecommunications and data collection technology and
services; and; -

o Law enforcement’s inability to quickly develop and deploy robust surveillance,
intercept/collection, and analytical capabilities.

e These circumstances reflect an emerging “capability gap” for the FB
enforcement.

—

Didn’t Congress already solve this problem when it passed the Communications Assistance
' for Law Enforcement Act (CALEA) in 1994?

Response:

» No, CALEA applied to telecommunications carriers and to services that replace a substantial
portion of the local exchange service.

o CALEA excluded, and still excludes, a wide range of other services which today travel over
wire and electronic communications transmission networks and are interwoven in network
traffic.

¢ Iwill be happy to work further on this matter ﬁm you and the Committee.

What are some of the specific probleras the FBI and the rest of the law enforcement are
facing?

Response:

a

b7E

eFF/Cardozo-4/2




Case3:10-cv-04892-RS Document56 Filed04/27/12 Page76 of 225

b7E

b7E

How does the FBI propose to solve this problem?

Response:

¢ To meet this cﬁallenge, key law enforcement and industry representatives have collaborated
with the FBI to form a comprehensive, five-pronged National Lawful Intercept Strategy.
Key points include: '

modernizing lawful intercept laws,
updating lawful intercept authorities;
increasing law enforcement coordination;
establishing broader industry liaison, and
seeking increased funding for these efforts.

0 0O0O0O0

Why should the FBI’s strategy be pursued on behalf of law enforcement?

Response:

e The FBI is well suited to gain consensus regarding advanced methods of electronic
surveillance and to ensure comprehensive understanding of the challenges faced by law
enforcement and help devise and implement solutions. The FBI routinely works with the
communications industry to develop intercept capabilities for the law enforcement
community, as industry is comfortable working with the FBI under its domestic authority.
In addition, the FBI has long assisted other federal, state, and local law enforcement
effect criminal and Cyber-based electronic surveillance and provides vital support in
national security matters.

Information provided/approved by: AD Marcus Thomas, OTD
Date:

EFF/Cardozo-473
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GOING DARK
What is “Going Dark”?

Response:

e The term “Going Dark,” is used to refer to the very real constriction of our ability to
perform lawfully authorized technical collections (e.g., electronic surveillance, search
and seizure of data, access to transactional records)|

BTE
[have increased dramatically in recent years
. and is expected to continue unabated for the foreseeable future.
o The FBI, as the lead domestic intelligence agency, has-devoted resources to develop
technical collection capabilities; however,|
b7E

] [law enforcement community are experiencing significantly reduced collection
capabilities. |

Dld not Congress already solve this problem when it passed the Communications
Assistance for Law Enforcement Act (CALEA) in 1994?

Response;

e No, CALEA applied to telecommunications carriers and to services that replace a
~ substantial portion of the local exchange service. CALEA excluded, and still excludes, a
wide range of other services which today travel over wire and electronic communications
transmission networks and are interwoven in network traffic | viE

| 5

What are some of the specific problems the FBI and the rest of the law enforcement and
. intelligence communities are facing?

Response:

‘ b7E

EFfCardoro474
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| | lioce) (FBI)

Sont: T T 004 A <
Sent: uesday, Janua 09 10:04 AM bic
Subject: : uai

Attachments: Lawful InterceptStrategyWhitepaper 20081028.doc

UNCLASSIFIED
NON-RECORD

From: | KOTD) (FBI) b6
Sent: mr 17, 2008 4:04 PM b1c
To: NSD) (FBI)

Subject: : 7004 Audit

UNCLASSIFIED
NON-RECORD

Here is the National Lawful Intercept Strategy Whitepaper. it is law enforcement sensitive.

Lawful
arceptStrategyWhite

From: INSD) (FBI)

Sent: lwm&n a emper 17, 2008 11:18 AM b6
Tot Qom) (FBI) b7C
Ce: (INSD) (FBI)

Subject: 004 Audit

UNCLASSIFIED
NON-RECORD

Good Moming,

It has been a while since I've communicated with you and | was wondering if the living "draft" for the above audit has
become a "final" version.

Thank you,

_— los

k70

EFF/Cardozo-498
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED




Re: "Going Dark" white paper Page 2 of 6

.
-

b5

ﬁ
[ButT think you get the point of my comment...

On Page 4, unde Jin the second sentence of the
R T s o [—

I'm bha

wonder what they mean b and thinking it might
be better
which | do not

think-there is here.

. On Page 4, under] Uthe second and third sentencoread

| T'think that the third sentence Is not only an over- and or ba
naccurate statement, but [s also kind of shoots us [h the foot. |

[Td suggest rewordin
the Third sentence To say something like this: EFF/Cardozo-519

s

On Page 5, | would change the last sentence in footnote 10 to say:

https://www.324mail.com/owa/?ae=Item&t=IPM.Note&id=RgAAAACZIMnL,TJcTqkICP... 9/24/2009




. Page 5 of 7

Subject: "Going Dark" white paper
Date: Wed, 6 Aug 2008 16:29:03 -0400

>A few thoughts on the white paper:
> .

>

>

>High-level thoughts:

>

>

>

>I sometimes got a feeling that the paper was missing the forest for the trees.
>I agree that there are several problems that are all contributing to relative
>darkness now, greater darkness in the near future, and near-total darkness in a

>few years, but doesn't the near-total darkness in a few years kind oj dwarf the
>rest? And. the =
5
3
>
>
>
>There are other problems that are causing difficulties now.| i
l ,
>put aren't they pretty much overshadowed by the really big problems I've
>described above?
>
>
>
>To me |
b5

[ All of that is included
>1n hiere, but sometlimes it sSeems buried. Maybe it just didn't apeak to me.
>

>
>
>More-specific comments:
>
>
>

>0On page 2 .
. ERH —2rdezoati8 b5

| Maybe

T €en watching enougn Law and order.

VvV V V V|

9/22/2009
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b5

b5
EFF/Cardozo-533
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Page 2:

Page 3:

Page 3:

Page 4:

V. 1LUTCV

‘Underl | the paper says that |

|- we wonder whether that is an overstatement.

In the section regardingl__l, we are unclear about why this section
references | | when the paper is supposed to be
emphasizing lawful interception. The reference to Jis fine, but we
suggest deleting the reference to since it does not really have
anything to do with lawful interception and may confuse the matter or
make it seem as though we are overstating the importance.

We have the same concern in the section regardingl regarding th
reference to| _ | The reference to| |is
fine, but we suggest deleting the reference to since it does
not really have anything to do with lawful interception and may confuse
the matter or make it seem as though we are overstating the importance.

Under| Jin the second sentence of the paragraph
that follows the block quote, it says]|
L We are

curious as to what is meant b and think it
might be better to

L

which we do not think there is here.

Under| |the second and third sentence read|

| We think that the third sentence is not only an
overstatement and/or an inaccurate statement, but also kind of shoots us

in the foot.|

EFF/Cardozo-534

| We suggest rewording the third sentence as follows
(choose from one of the two bracketed phrases):

5

5
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b6
Page 5: We think there is a stronger legal point that could be made in the last
sentence of footnote 10, and suggest changing that sentence to read as
follows:
55
b5
| The reworded sentence
helps
[ }
Page 5: In the second paragraph under] ‘| we think the sentence
that reads|
b5
lis overstated. As currently written, this sentence makes
it sound like| |
| We suggest the following replacement text:
b5
Page 5: We suggest rewording the sentence in footnote 11 to read as follows:
EFF/Cardozo-535 o
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Page 9:

Page 12:

- Page 12:

We suggest rewording the sentence to read as follows, because we think
this is really what we are trying to say here:

We think it might be helpful tof

The fourth. bulleted sentence under|

concerning the

EFF/Cardozo-537
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Page 12: The sixth bulleted sentence under|

| conceming|

is also somewhat confusing. |

b5

—

Part of the soluton may be]|

In terms of statutory fixes, the goal would be]
| . | The easiest-to-undefstand b5

proposal would be to

— but
our preference is really for|
{
Cardoz
Page 12: We think that some of the bulleted thoug / 8 I | .
| are not 2o

worded as well as they could be and could benefit from some rewording.
We suggest the following changes.
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Page 12:

Page 12:

> Split the first bulleted thought into two separate bulleted thoughts that
read as follows:

> Replace| lin the third bullet so that it reads as follows:

> Replace the text in the seventh bullet with one of the following sentences:

or

We think it would be helpful to have a separate bullet on|

that discusses

We suggest adding an additional bullet that says:

We think it would be helpful to have a bullet that talks abou
We suggest adding an additional bullet to the list that reads

something like: ~ EFF/Cardozo-539

o5

5

S

b5

o5

%

5




Case3 10 Ttv-04892-RS—DuTurmemSo—edo#r 2T t2—Pages T o 225"

L )
s
bTE
[
[
5
h1g
[ )]

EFF/Cardozo-542




CaSe3 I0-CV-UA89Z-RS_ DOCUMenso - FeduarZ7TIZ Pageds of 225

r

Loa¢]

From: | ic.fbi.gov]

Sent: Eri A 0 21

To: [ } sabot, SherryE;| |
Subject: RE: White House briefing and CALEA

Just a few thoughts (from the luddite in the group):

1. Itis unclear from the title/beginning exactly who is the proponent of this paper. The FBI? LE as a
whole? Federal LE?

2. Page 2 |- the first sentence of that paragraph appears to be an overstatement
| The next o

sentence says that] I bIE
3. Page 3 :- not sure why it cites tg when this ?a?er is supposed

to emphasize LI. Maybe remove the reference to Same concern for the ection when
it mentions| ‘| The latter halves of these examples have noting to do with LI

so they may only confuse the matter, or make it look like we are overstating the importance once
again. Also, whatis| |and how recent a case is it? | like the real world

examples, but the language is off.

4. Page 4 -| } the final paragraph mentions{ _ ~ |and indicates that
it will be discussed below. | was unable to figuire out exactly where. Maybe a more clear reference to
a page will do that, otherwise it should be clarified/defined.

b5
I b7E

5. Page 4 - | the third sentence indicated thaf]
We may want to clarify this or tone it down because | believe that there are still a few issues here.

6. Page 5 |- can we really callf b

7. Page 6 - Do we need to clarify what is in the Wiretap Report? all wiretaps nationwide? only
Federal? FBI?

8.Page 7 { '} Not sure whatlj | ws
will face, but they may be worth speliing out (e.g D. Also, might want ©7E
to beef up| [that is cited.
EFF/Cardozo-546
9. Page 8 -{ ~ lexamples are merely referenced, with no explanation of those unique
problems or any proposed solutions for that. In such a comprehensive document, why mention this
and then propose no answers? Also, underf ~ farent] |

P If so, we should emphasize that and point out deficiencies and potential b5
results. b7E
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s
L7E
b5
b7E
| } But I think you get the point of my comment...
On Page 4, under]| lin the second sentence of the paragraph that
follows the block quofe, it savsl
| I'm wonder what they mean by]
L_and thinking it mignht be better to _
which I do not think there is here. . EEE
On_Pa 4 n Lthe second and third sentence read]|
| I think that the
third sentence is not oply ap over— apd or inaccurate statement, but is also kind of
shoots us in the foot.
§+ 1'd suggest rewording the
third sentence to say something like this:
b5
T E,
On Page 5, I would change the last sentence in footnote 10 to say:
b5
PTE

On Page 5, in footnote 11, consider rewording the sentence to say:

2 EFF/Cardozo-554
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Subject: "Going Dark" white paper
Date: Wed, 6 Rug 2008 16:29:03 -0400

>A few thoughts on the white paper:
>

>

>

>High-level thoughts:

>

>

>

>I sometimes got a feeling that the paper was missing the forest for the trees.
>I agree that there are several problems that are all contributing to
>relative darkness now, greater darkness in the near future, and
>near-total darkness in a few years, but doesn't the pear-total darkness
>in a few years kind of dwarf the rest? BAnd the near-total darkness, as

>far as I can tell, comes from
b5
L7E

>

>

> s

>There are other problems that are causing difficulties now,l ;5ﬂ
;OJV N

|l but aren't they pretty much overshadowed by the

>really big problems I've described above?

>

>

>

>To me‘l
k5
biE

] All of that is included in here, but sometimes
Lt seems buried. Maybe it just didn't speak to me.

>

>

>

>More-specific comments:

>
>
>
>0n_padge 2 s
LIE

2>

| Maybe I haven't been watchling enough Law and Order.

>

>

>

>0On page 5, second § under]
>

"} this sentence is overstated:

el ail
-l

EFF/Cardozo-556
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Iic
From: l |
Sent: Frigax, August 08 2008 10:2 1_E]¥1
To: Sabol, Sherry E.{ |
Subject: RE: White House briefing and CALEA
Just a few thoughts (from the luddite in the group):
1. It is unclear from the title/beginning exactly who is the proponent of this paper.

The FBI? LE as a whole? Federal LE?

2. Page 2 - L-_the first septence of that paragrapl appears to be an
l ] The next sentence says that] } 1S

b7E
3. Page 3 -[::::]section - not sure why it cites to |when this paper
i d to emphasize LI. Maybe remove the reference tol Same concern for the -
section when it mentions| | The latter halves of these

examples have noting to do with LI so they may only confuse the miffg;, or make it look
like we are overstating the importance once again. Also, what is and

how recent a case is it? I like the real world examples, but the language is off.

4. Page 4 -| |- the final paragraph mentions| ~|and
indicates that it will be discussed below. I was unable to figuire out exactly where.

Maybe a more clear reference to a page will do that, otherwise it should be
clarified/defined. o5

bTE

5. Page 4 -| ~ |- the third sentence indicated that| |
We may want to clarify thlS or tone it down because I belileve that there are
still a few issues here.

&P —]- can we really cali| |

7. Page 6 - Do we need to clarify what is in the Wiretap Report? all wiretaps nationwide?
only Federal? FBI?

8. Page 7 - |- Not sure what|__

will face, but they may be worth spelling out (e.q.|
b. Also, might want to beef up
t

hat is cited. RTE

9. Page 8 -| |examples are merely referenced, with no explanation of

those unique prdblems or any proposed solutions for that. In such a mprehensive

document, wh W ? Also, underl l aren't
If so, we should emphasize that

and point out deficiencies and potential results,

Otherwise, I concur with{  [and{ ~ Jcomments.

[—]

b6

biC

From: | Paskcalea.net [ Faskcalea.net]
Sent: Thursda Auqust 07, 2008 6:13 PM

To: k Sabol, sherry E.:| RPaskcalea.net'
Cec:

1 EFF/Cardozo-558
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5
78
>
>
> .
>Come to think of it, I guess I would like to add one more suggestion to
>my comments on the white Eager:]
o35
bIE
2
>
>
>So here are my thoughts on some general bullets that could go under the
>category of| _ } based in part on taking the white
>paper's word for what OTD has found are important problems: b5
> | bLIE -
> F
2
>2) | i 2 the white
L . i
>3 | L_I'm not sure we canl
Es
bHTE
: | And we might
>also try to ensure that] il
>
>4) I
b5
>
>5] | L Some ideas:
>
-
55
bTE
|

3 EFF/Cardozo-560
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RE: "Going Dark" white paper Page 2 of 7

thapl

Another one I know of iﬁl /

b7E

I But I think you get the point of my comment...

On Page 4, under| lin the s he
aragraph that follows the block ote, it says e
il
m
b7E

wonder what they mean b I and thinking it might

be better to
: which I do not

think there is here.

On Page 4, under | | the second and third sentence read

| I think that the third sentence 1is not only an over- and or
inaccurate statemen b is also kind of shoots us in the foot.

EFF/Cardozo-564
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RE: "Going Dark" white paper _ Page 5 of 7

----- Original Message -----
From: 1 ' pic.fbi.gov> he

To: “"Sabol, Sherry E." <S . ic. fbi.qgovs>, agkcalea.net'” b7o
agkcalea.net>, ic.fbi.gov>

Subject: "Going Dark" white paper

Date: Wed, 6 Aug 2008 16:29:03 -0400

>A few thoughts on the white paper:

>

>

>

>High-level thoughts:

>

>

> .

>I sometimes got a feeling that the paper was missing the forest for the trees.
>I agree that there are several problems that are all contributing to relative
>darkness now, greater darkness in the near future, and near-total darkness in a
>few years, but doesn't the near-total darkness in a few years kind of dwarf the

sregt? - ar-ags I can tell, comes from

b
> : bIE
>
> i 1
>There are other problems that are causing difficulties now, likel

’
>but aren't they pretty much overshadowed by the really big problems I've
>described above?
>
>
o
>To m;il
| All of that is included’

>in ‘here, but sometimes it. seems buried. Maybe it just didn't speak to me.
>
> k5

b7E

>
>More-specific comments:

z EFF/Cardozo-567
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RE: "Going Dark" white paper Page 6 of 7

i P Maybe
>1 haven't been watching enough Law and Order.

>

>

>

>On page 5, second § under| ] this sentence is overstated:

r . 55
h7E

>

>This gentence makes it sound like this has happened often. | 1

Recommended replacement:

>

>

>

>

>On page 8, the { beforel LI like the topic of the paragraph -
b5
b7t

>

>

>

>On page 12, the bullets under item 1:

>

>

>

>The second bullet savs we need tof ]

>
5
b7E

>
>
>

>The third bullet says| |
_ 1

>

>-- I suggest reglacingl ]

VVVVVVVF
'T

>PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT - ATTORNEY WORK PRODUCT
>
EFF/Cardozo-568
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From: { |

Sent: Friday, August 08, 2008 3:28 PM

To: askcalea.net’; Sabol, Sherry E.] |
Subject: RE: "Going Dark" white paper

Below, | respond in blue to a couple of points wherDirected questions to me (and one where she didn't). - DAK

————— Original Message----- e
E‘rom:l taskcalea.net [mailtoDaskcalea.net] l'bb“
Sent: Fri ) 08, 2008 Z2:43 pPM . B7c
To: } sabol, sherry E.; [ Paskcalea.net';] -1

Subject: Re: "Goling Dark" white paper

Sherry:

As I mentioned briefly when we spoke last night, I agree with

high~level comments on the Going Dark paper, and had the same reaction about
missing the forest for the trees - the White Paper seems to be taking an
“everything but the kitchen sink” approach rather than the more focused
effort I think we were expecting to see.

I addition to the editorial/line edit type stuff I mentioned to you (which I can redline

in if we end up getting a soft copy of the document), I had a few substantive
comments/suggestions on some of the text:

In footnote 1, which describesE: I think t?g description _t‘hex' have is confusing ‘

| 1’d recommend replacing it with this sentence:

b5

b7E
‘mewmﬂ —1

| it might be helpful to drop a

footnote off of that statement that lists a couple of examples for
support/emphasis. :
One that I know of is|

b5

[ b7E

Another one I know of is|

EFF/Cardozo-570
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s
bh7E

——

[ But I think you get the point of my comment...

on Page 4, under| lin the s?ggnq sentence of ;ngj
aragraph.that follows the block ote, it says ‘ b5
| I'm b7E
wonder what they mean b and thinking it might
be better to ‘
which 1 do not

think there i1s here.

on_Page 4, under| Lthe second and third septence read

b5

| T think that the third sentence 1s not only an over- and or bE
inaccurate statement, but is also kind of shoots us in the foot. |
| 1I’d suggest rewording

the third sentence to say something like this:

L5

kI1E
On Page 5, I would change the last sentence in footnote 10 to say:

EFF/Cardozo-571
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>
>
>

>There are other problems that are causing difficulties now‘l

>but aren't they pretty much overshadowed by the really big problems I've
>described above?

>
>
>

>To me‘l

|l All of that is included
>in here, but sometimes it seems buried. Maybe it just didn’t speak to me.

> .

>

>

>More-specific comments:

P Maybe

]V VvV VYV
]
L—

>I haven't been watching enough Law and Order.

>

>

>

>On page 5, second { under| | this sentence is overstated:
>

>
>This sentence makes it sound likel |
Recommended replacement:

v

>
>

>
>0On page 8, the § before| L I like the topic of the paragraph -

|
L but two of the examples are not good:

v

5 EFF/Cardozo-574
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The Going Dark Initiative

Lawfully-authorized electronic surveillance (ELSUR) is critical to enforcing the law, protecting our citizens,
and maintaining our nation's security. Preserving and enhancing the capabilities used to intercept specific
communications content and communication-identifying information is essential to this effort. In recent
years, the variety and complexity of communications services and technologies introduced to the

marketplace have increased dramatically |

—

In an effort to remedy interception and ELSUR-related gaps, and provide LEAs with the tools they need to
accomplish their mission, the FBI has developed a national strategy known as the "Going Dark inltiative.”
The Going Dark Initiative includes several significant elements, one of which is the attached catalog of
ELSUR and ELSUR-related legislative proposals designed to update and improve existing Federal ELSUR
laws and assistance mandates and to enact new ELSUR and ELSUR-related laws to support LEAS'
investigative efforts. As the events of September 11, 2001 show, law enforcement cannot connect the

intelligence and evidentiary dots unless it first collects those dots. |

The specific legislative proposals and the ratlonale for each are set forth in Attachments 1 and 2 below.

EFF/Cardozo-617
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The Going Dark Initiative

Lawfully-authorized electronic surveillance {(ELSUR) is critical to enforcing the law, protecting our citizens,
and maintaining our nation’s security. Preserving and enhancing the capabilities used to intercept specific
communications content and communication-identifying information is essential to this effort. In recent
years, the variety and complexity of communications services and technologies introduced to the

marketplace have increased dramaticallyr

I

In an effort to remedy interception and ELSUR-related gaps, and provide LEAs with the tools they need to
accomplish their mission, the FBI has developed a national strategy known as the “Going Dark Initiative.”
The Going Dark Initiative includes several significant elements, one of which is the attached catalog of
ELSUR and ELSUR-related Jegislative proposals designed to update and improve existing Federal ELSUR
laws and assistance mandates and to enact new ELSUR and ELSUR-related laws to support LEAS’
investigative efforts. As the events of September 11, 2001 show, 'aw enforcement cannot connect the

_intelligence and evidentiary dots unless it first collects those_dots. |

The specific legislative proposals and the rationale for each are set forth in Attachments 1 and 2 below.

EFF/Cardozo-639
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" 10:00 am:

10:30 am:

11:00 am

11:30 am

11:45 am

12:15 pm

12:45 pm

Director’'s Advisory Board
March 18, 2009 Meeting
Going Dark Initiative
Agenda

Overview of the National Lawful Intercept Strategy - Marcus Thomas,
Assistant Director - Operational Technology Division
(15-minute presentation followed by 15 minute Q&A)

Operational Obstacles - _F

Data Acquisition and Intercept Section (DAIS)
(15-minute presentation followed by 15 minute Q&A)

Research and Development - |
DAIS
(15-minute presentation followed by 15 minute Q&A)

Break

CALEA / New Legislative Efforts - ] Acting Section Chief,
Technical Programs Section (TPS)
(15-minuteé presentation followed by 15 minute Q&A)

New Lawful Intercept Authorities - Tony DiClemente, Section Chief, DAIS
(15-minute presentation followed by 15 minute Q&A)

Break

1:00 pm Law Enforcement Qutreach -| I
DAIS

1:30 pm

2:00 pm

3:00 pm

(15-minute presentation followed by 15 minute Q&A)

Industry Outreach - | Technical Liaison Unit, TPS
(15-minute presentatmn’ followed by 15 minute Q&A) EFF/Cardozo-709

Round Table: The Future of Lawful Intercept - All
One-hour discussion

Close

b6
b7C

b6
b7C
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UNCLASSIFED/FOR OFFICIAL USE ONLY

bTE
the FBI is barely keeping its head above water. All law
enforcement agencies are in imminent danger of “Going Dark."

e Working with industry to ensure effective service provider lawful
intercept target identifiers andr ]exist is
becoming more difficult as the industry expands to include new
entrants never before responsible for facilitating any form of
lawful interception. _

¢ Finding the substantial technical resources, personnel, and funding
required to field and operate complex and costly systems to
“collect,” “process,” “decrypt,” “view,” “analyze,” and “share”
lawful intercept information.

Background: Key law enforcement and industry representatives have devised a
comprehensive five-pronged National Lawful Intercept Strategy to meet the serious
threats to lawful intercept. While self-help has always been a first instinct for law
enforcement agencies, we are at a point where additional funding and continued,
enhanced, outside help is required. The five prongs of the National Lawful Intercept
Strategy include:
A.
b7E
B.
C. Law Enforcement Coordination: To increase efficiency and cost-effectiveness,

integrated leadership and support within law enforcement must be increased and
coordinated. Examples of law enforcement coordination include: research and
development; distribution of analysis, processing, and presentation tools and
applications; strategic and tactical technical and operational assistance; sharing of
technical best practices; and outreach and liaison with entities within the
communications industry.

D. Industry Cooperation: To institute greater and broader industry Efgdrardozo-865
particularly with [P-based communications service providers and manufacturers
and emerging trusted third-party lawful intercept solution providers. This effort
will focus on obtaining greater information and insight into emerging
technologies, services, applications to ensure that law enforcement can field more
timely, cost-effective technical solutions and identify less expensive commercial
lawful intercept solutions.

E. Resources: To accomplish the above four prongs of the National Lawful Intercept
Strategy, additional resources are required.

UNCLASSIFED/FOR OFFICIAL USE ONLY

Ess—————————— - - .~ |
Operational Technology Division November 2008
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UNCLASSIFED/FOR OFFICIAL USE ONLY

Operational Technology Division
' Going Dark

Law Enforcement’s Need to Preserve Lawful Intercept Capabilities

Issue: Court-authorized lawful interception is a critically important governmental
technique utilized in all types of investigations to enforce the Nation's laws, ensure the
safety of its citizens, and maintain the Nation’s security. | LTE

| Practically speaking, failing to maintain lawful intercept
technical capabilities effectively repeals the lawful authority created by the Congress to
conduct lawful interception. Lawful interception capabilities must be maintained.

A. ' and evidence in criminal and

b1E

B. The convergence of communications and the increased variety and complexity of
advanced services and technologies has resulted in impediments to lawful
intercept capabilities and created an increasingly evident “lawful intercept
capabilities gap.” In the face of more diverse and complex communications
services and technologies, including the rapid growth in diverse protocols,
proprietary compression techniques, encryption, and other technological factors,
law enforcement is now faced with several especially daunting lawful interception
challenges.

EFF/Cardozo-867

e The costs of conducting lawful intercepts are increasing daily.
State and locale law enforcement agencies are being shut out; and

UNCLASSIFED/FOR OFFICIAL USE ONLY

Operational Technology Division November 2008
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Director’s Advisory Board
March 18, 2009 Meeting
Going Dark Initiative
Agenda

10:00am:  Overview of the National Lawful Intercept Strategy - Marcus Thomas, °
Assistant Director — Operational Technology Division
(15-minute presentation followed by 15 minute Q&A)

10:30am  Research and Development -| ]
Data Acquisition and Intercept Section (DAIS)
(15-minute presentation followed by 15 minute Q&A)

11:00 am:  Operational Obstacles -|

DAIS
(15-minute presentation followed by 15 minute Q&A)

11:30 am Break

11:45am  CALEA / New Legislative Efforts -| | Acting Section Chief,
Technical Programs Section (TPS) - :
(15-minute presentation followed by 15 minute Q&A)

12:15 pm New Lawful Intercept Authorities - Tony DiClemente, Section Chief, DAIS
(15-minute presentation followed by 15 minute Q&A)

12:45 pm Break

1:00 pm Law Enforcement Outreach | /1
, DAIS

(15-minute presentation followed by 15 minute Q&A)

1:30 pm Industry Outreach - Marcus Thomas
(15-minute presentation followed by 15 minute Q&A)

2:00 pm Round Table: The Future of Lawful Intercept - All
One-hour discussion

3:00 pm Close

EFF/Cardozo-937
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Lynch FOIA 1154593 Request

Exemptions Were Repositioned Beside
Redactions on Identified Pages Where
Exemptions Were “Clustered” to Give Plaintiff
Full Clarity of Exemptions Asserted

(Continue to Rely on Deleted Page Inserts for Pages Withheld in Full)



Summary of(liﬂ meeting on communicatio

DiClemente, Anthony P.

Sent: Friday, April 16, 2010 3:02 PM

s_,)e3:19-cv-04892-RS Dggggrr}ggt

6.
ing info

%%%1{127/12 Pagel06 of %%Ee Lof?

ALL TINFORMATION CONTAINED
HEFEIN I35 UNCLASSIFIED
DATE 02-11-2011 BY 6S5179/DMH/BAW/5TP/blsz

be
b7z

To: DiClemente, Anthony P.: Sabol, Sherry E.;r
_

Subject: RE: Cable roarhing agreements
Thx. That’s what | thought.

From: DiClemente, Anthony P.
Sent: Friday, April 16, 2010 2:59 PM

b6

To Sabol, Sherry E.;|

b7cC

|

Subject: Re: Cable rcaming agreements

b7%

Anthony DiClemente

Chief, Data Acquisition/Intercept Section
Operational Technology Division
Federal Bureau of Investigation b2
Office b6
Mobile bh7C

From{ |

i nte, Anthony P. ;|

1 b

Sent: Fri Apr 16 14:12:43 2010
Subject: FW: Cable roaming agreements

What does this mean for Going Dark?l

b7E

From:|

[(SMO);[ |

Sent: Friday, April 16, 2010 9:4Q
To:| (OLP) (SMO); (CRM);]

(ATF)]] ATF)

[SMQ); DiClemente, Anthony P.;

(CRM){

[CrRM)| KCRM);

__KCRM)]™

[(USACAN){ __I(DEA-US);

[
| [NSD) (SMO):[ [DEA-USY]

l(sMOY

(DEA-US); [(ODAG) (SMO)

- kusms);

|(DEA-US)]

[USAEO); Sabol, Sherry E.;

| [ CRMY:
| _(SMO)] [crRm)]

ksMOy; |

(sMoy,[ JoMD)]

_(smoyjl

[OLP) (SMO);

L&)

Subject: Cable roaming agreements

All,

Below is an interesting piece of news from Communication Daily:

New York area Comcast, Time Warner Cable and Cablevision broadband subscribers will be
able to use each company's public Wi-Fi service when traveling, the companies said. "Cable

4/19/2010 EFF/Lynch-1
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b6
. b7C
(OTD) (FBI)
From: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Sent: i 010 4:23 PM e
To: OTD) (FBI) B7C
Subject: . Update--Due G/8/10 ALL INFORMATION CONTAINED
. HERETN I3 UNCLA3ZSIFIED
DATE 02-11-2011 BY ©5179/DMH/BAWN/STE /bls
UNCLASSIFIED
NON-RECORD
Thx.
Anthony P. DiClemente
Chief, Data Acquisition / Intercept Section
Operational Technology Division E%
070
b6
From: | koTD) (FBI) b7C
Sent: Thursday, September 09, 2010 1:27 PM
To: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Subject: RE: Update--Due COB 9/8/10
UNCLASSIFIED
NON-RECORD_
bs
. be
Here are the meetings BIC
November 30 2009 i
b5
b6
May 18, 2010]| e
b7E
September 08, 2010 | 5
From: (OTD) (FBI)
Sent: ‘ednesday, September 08, 2010 5:35 PM b6
To: DICLEMENTE, ANTHONY P. (OTD) (FBI) BIC
Cc: [ ‘(OTD) (CON)
Subject: . Update--Due 9/8/10
UNCLASSIFIED
NON-RECORD
:b:/f:?

EFF/Lynch-3
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bTE

b5
Lo
b7iC
b7E

From: 1 JoTD) (cony

Sent: ‘_ummmmneiga, 2010 7:58 AM b6

To: 'TD) (FBI) nic

Cc: |(0TD) (FBIL)

Subject: pdate—-Due

Importance: High

UNCLASSIFIED

NON-RECORD

- b6

Please provide a status update on this measurable result for SC DiClemente. Deadline COB today 9/8/10.
b5
b7E

Thanks,

02

DAIS Executive Administrative Assistant

I_O.newmnaLIea:‘nology Division

UNCLASSIFIED

b6

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

EFF/Lynch-4



Case3:10-cv-04892-RS Document56 Filed04/27/12 Pagel09 of 225

b6
. b7C
(OTD) (FBI)
From: | ~ | (OTD) (CON)
Sent: Monday, September 28, 2009 9:51 AM .
To: LOTD) (FBIV DIGLEMENTE, ANTHONY P.(OTD) FBN[ | P8_
oty EBIT _1(0TD) (FBI) ,
e FoTEY BN kotDy (CONT =
(OTD) (FBI) (OTD) (EBD )
Subject: RE: Summary of 9/24/09 Conference Call| | gj
ALL THFORMATION CONTAINED
SENSITIVE BUT UNCLASSIFIED ELETH 15 TUCLASSIPIED
NON-RECORD DATE 02-11-2011 BY 65179 /DNH/BAW/STE/bls
FYI - No data was received over the weekend.
| I
Data Intercept Technology Unit 06
I—_i’v b7C
ork
| [cell
From: | |(oTD) (FBY)
Sent: Friday, September 25, 2009 4:19 PM b6
To: DICLEMENTE, ANTHONY P. (OTD) (FBD)] foro) (eBD OTD) (FBI) b7¢
Cc: L kom) (e [OTD) (CON);| OTD) (CON)
Subject: Summary of 9/24/09 Conference Cal] | B3
SENSITIVE BUT UNCLASSIFIED b7E
NON-RECORD
| land myself held a conference calll Eé
biC
b3
b6
b7C
b7E
b3
b6
h7C
bTE
b3
_ _ b7E
|if there is any significant development during the weekend, they will contact me on my blackberry

and | will forward to you.

b6
1 I

EFF/Lynch-14
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ALL IWNFORMATION CONTAIMED

b6 HEREIN IS UNCLASSIFIED
[ [OTD) (FBI) bHIC DATE 0z2-14-2011 BY a&5179,/DMH/BAVW,/ZTE/bls=
From: DICLEMENTE, ANTHONY P. (OTD) (FBI) 1,4

Sent: Thursday, September 24, 2009 12:22 PM ,7¢
To: loTD) (FBI) -
Subject: : Folution - Update 08-24 bTE

i
|

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Absolutely.

Anthony P. DiClemente
Chief, Data Acquisition / Intercept Section

Onerational Technalnay Divisinn 22
biC
bo
From: | |(OTD) (FBE) b7C
Sent: ursday, September 24, 2009 12:19 PM
To: DICLEMENTE, ANTHONY P. (OTD) (FBI)

Subject: REC:Isolution - Update 09-24 b7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I'think we're good. | see on the schedule they have nothing for the weekend. They'll need to explain that also.

From: DICLEMENTE, ANTHONY P. (OTD) (FBI) b6

Sent: Thursday, September 24, 2009 12:17PM  b7C

To: (OTD) (FBI)

Ce: (TD) (FBI)

Subject: soiution - Update 09-24 L7E

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b6
b7cC

Let me know if you would like me to participate in the call.

Anthony P. DiClemente
Chief, Data Acquisition / Intercept Section

Operational Technology Division :EZ

b7C
From: T Tom)en b6
Sent: Thursday, September 24, 2009 11:44 AM D 7C

To: DICLEMENTE, ANTHO EJY P. (OTD) (FBI)
Subject: FW1 tsolution - Update 09-24 b 7E




Case3:10-cv-04892-RS Document56 Filed04/27/12 Pagelll of 225

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
Tony,
== —See—bek)wﬁ

N ]So the conversatior] [is having with them today is definitely timely.
I 1

S/L Chief Advisor b2

Data Network Collection b6

W b7C

c

From: L JcotD) (cony

Sent: Thursday, September 24, 2009 11:24 AM bE
To: |(OTD) (con)| foTo) (FBD)
Cc: [OTD) (FBI)| KOTD) (FRD): lcoTD) (FBIY)| ~ |coTo) bTE

(FBTY —_J(oTD) (Cony;) [QTD) (FBI)

Subject: [ Folution - Update 09-24
) P b7E

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Update for 09-24-09/ 11:00am {

Updates to follow. See previous background of issue below.

b2

Data Intercept Technology Unit ¢

work bicC

cell
From: | JoTD) (CON)
Sent: Monday, September 71, 2009 2:29 PM
To: J(OTD) (CONY:[ JoTD) (FBI) be
Cc: OTD) (FBI)] [ccTo) (FBIY| loTD) (FBI} o .
Subject: solution - Update "

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

= O

=

EFF/Lynch-16
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SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

'SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

EFF/Lynch-17
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b6

bic

kOTD) (FBI)

DECLASSIFIED BY 65173/DMH/ELU/STF/bls=
oW Nz-11-z011

From: L _loToy (FBY 18

Sent: Friday, January 30, 2009 3:28 PM bIcC

To: L _|{OGC) (FBl)

_sijec_t:w e o R_El——_—l o)) Dp— e — e

SESRET/NOFORN

RECORD 415

b
r JThe list their Senior VP and General Counsel as bIC
['m not sure who the SC is calling but we mightwant  b7&

X0 Pass nls inro on.

From: (OGC) (FBI) b6

Sent: EQ 301PM ¢

To: OTD) (FBI)

Subject: RE: | l bTE

SEERET/INOFORN

RECORD 415

. _ , BIE

Okay - it sounds from the e-mail you sent me on ASKCALEA that they are usmg|::____|

From: | ko) (Fen~ b6

Sent: Fri 93:00PM bH7C

To: (OGC) (FBI)

Subject: RE: | | BIE

SEeRET/INOFORN

RECORD 415
I | Maybe that wil tell us something.  ©7F

b6

From: I |(OGC) (FBI) b7cC

Sent: Friday, January 30, 2009 2:34 PM

To: [ ___|(OTD) (FBI)

Subject: RE] | LR

SECRET/INOFORN

RECORD 415

| don't know - but they are saying they are. Unless they come up with something better than this

b7E

lame|

Jthey may be trying to hide the fact that they really don't have one in place - or

don't know how to use it - or it doesn't work. That's part of why | wanted NSLB to ask them point

blank whether do and what standard they are following.

Part of that was to scope out CALEA compliance, but another reason was to give NSLB/DOJ ammo
for their motion - they can say that these guys are just refusing to do the intercept, when it should be
quite simple since they maintain that they are CALEA compliant.

EFF/Lynch-25
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From: [ __lom) (8D 16
Sent: Friday, January 30, 2009 2:31 PM b7C
Tor 0GC) (FBI)
Subject: RE:

bh7E
SESRET//NOFORN

RECORD 415

This is bizarre. Do you think they really have a CALEA solution?

From: [ loGe) (Fer) b6
Sent: triday, Janua 32:28PM  DbH7C
Tor [#fom) o
Subject: RE: BIE
SEGRET//NOFORN

RECORD 415

| forgot to mention that aid that the reason thad |said it wouldn't provision the order
ithi

has something to do w nd that fﬁc
was unduly burdensome (or something like that) - we apparently told them| | 57
[ lout they didn't budge. | did

not quite understand the 2 second issue, but maybe I'll know more once | talk to SC).

From: [ ___koto) (FBI) b€

Sent: memig 2:17 PM b7C
To: 0OGC) (FBI) -
Subject: RE:| | b7E
SECRET/NOFORN

RECORD 415

| have been ignoring the fact that no one seems.to understand CALEA let alone safe harbor. And have been
concentrating on getting to the right people to coordinate an effort. 1 think you are in the right place now.
Thanks '

From: L |Gy (rBI) b6

Sent: Friday, January 30, 2009 2:12 PM  b7C
To oTD) (FBI)
Subject: : 5TE
SECRET/INOFORN

RECORD 415

I'm on a conference call right now, but | spoke to|:|a little while ago - | gave her a quick and

dirty on CALEA, safe harbor, FCC enforcement and better explained some of|:|comments.

From what | understand.[:s just refusing to do the intercept AT ALL, so as far as | know right Eg(_‘
now, they are not really saying it has to do with whether they are or not CALEA compliant, | | b7E
SC is supposedly going to call|::|one more time to see if he can get them to do the intercept - |

told her to see if he could get anything out of them as to whether they have a CALEA solution in

place| |She said that she

and her SC would reach out to me/us before they doing anything with DOJ in terms of filing a motion

if they are planning raise CALEA.

EFF/Lynch-26
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BTW, it seems |ike|___]and those in this chain may be misunderstanding the terms "safe harbor”

but we can address that later....

From: __J(oTo) (FBY) b6

Sent: Friday, Janua 9 1:45 PM bicC
L Ter oGO (FBhY
“Subject: )

bTE
SEERET//INOFORN '

RECORD 415

Here is another email trail. Could
they have no CALEA solution? Is that plausible?

From: r jOTD) (CON)  "bé6
Sent: _Friday, January 30, 2009 12:49PM  ,7¢
To: QTD) (FBI)
Subject: B
b7E
‘SEeRET/NOFORN
RECORD 415
From: [OTD) (CONY b6
Sent: " Friday, January 30, 2009 10:49 AM b7C
To: OTD) (CON)
i g
SECRET/INOFORN
- RECORD 415
b2
—Data Intercept Technology Unit b6
'work b7C
ell
o k6
Sent: nday, January 30, 2009 10:29 AM
To: [ ___|oTD) (COon)
Subject: FW1 I BTE
SESRET/NOFORN
RECORD 415

Wednesday 1/28/2009 11:05 PST

%elecommunications Specialist, Phoenix Division

Hesk
ohile

b2

be

b7c

b7E

be afraid to let us in to get this thing going because when we do we will findout e
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From: I [Px) (FBI) Do
Sent: ' 2009826 AM  P7C
To: (PX) (FBI)
Subject: RE: BT
~ SECRET/NOFORN - B -
RECORD 415
Wednesday.
From: | . | (PX) (FBI) b6

Sent: 09 8:13 AM )
To: WPX) o
Subject: ]

bIE
SECRET/NOFORN

RECORD 415

What day?
o b2
Telecommunications Specialist, Phoenix Division b6
desk b7C
maobile ’
From: [ |(PX) (FBI) b6
Sent: Thursday, January 29, 2009 2:49 PM »y7¢
Tor #m (FBI)
Subject: FW b7E
SECRET/NOFORN
RECORD 415
Here you go!
From: | EPX) (FBI) b6
Sent: ursday, January 29, 2009 2:45PM  L7C
To: PX) (FBI)
Subject: L FW.I |
bTE
SEeRET/NOFORN
RECORD 415
From: | [Px) (FeD) bs
Sent: 2009 3:14 pM D7C
To: (CTD) (FBI)
Subject: RE
b7E EFF/Lynch-28

SEERET/INOFORN

RECORD 415
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b6
b7C
Warrant was served to] |t 11:05 PST, by SA[_ S
From: | _[cmo) FBY
Sent: Wednesday, January 28, 2009 9:27 AM be
To: (PX) (FBL)] 1(0Ge) (FBD)] J(OGC) (FBI)  b7C
——— CC:—lr' — Px (FE )TI FFB')’"(FB'{):_’ - - e EPent —
Subject: RE: :
b7E

“SECRET//NOFORN

RECORD 415

In order to claim safe harbor, aren't they required to provide us the data on their own, obviating the need for us to install
our own equipment?

From: | kPX) (FBI) )
Sent: Wednesday, January 28, 2009 11:18 AM bo
To: () (Fen —Yoce) (| JoGo) (FBI)  HIC
Cc: Px) (FeD; [ KCTD) (FBI)

Subject: RE: )

N B7E

SECRET/NOFORN

RECORD 415

| just verified with ERF thatl Ihas not complied with the request, According to ERF [ |
hey are claiming "safe harbor"” relative to

The FBI mstalmng our own equipment or| [property.

From: [ " |(cmo) (FBI) b6
Sent: Wednesday, January 28, 2009 8:42 AM :

To: | — 12 N (=)} (0GC) (FBD] koGo) (FaY)

Cc: |cpx) (FBI); (CTD) (FBI)

Subject: - RE:

b7E
SECRET/NOFORN

RECORD 415

The | guess the next step is to call, and then notify FCC and/or file a contempt motion. 1 think that part of the problem is
that the time they have to comply provides some wiggle room, and they are taking advantage of that Iso said thev

were claming safe harbor, but | don't see how that heips them in the end

From: | {(PX) (FBY) bé
Sent: _Wednesday, January 28, 2009 10:36 AM bIC
To: (cTo) (FBI;L oce) e koo (rai)
Cc: PX) (FBI);| YCTD) (FBI)
Subject: RE: o\
PITE
SEEHET/NOFORN
RECORD 415

Two things first, they already have the EA comfort letter which was served last week, so compliance and data flow should

already be moving if the technical capability exist. Second, the order out yesterday, s hould be serving the
today at the latest. | guess I'm confused as to why we are allowinqi 0 ignore an EA signed by the AG and then
again allowing thent more time to comply with a court order. If, _thev are CALEA compliant

then ERF should be able to get the data|

EFF/Lynch-29

b7E

jo¥e
ic

J PIE

bIE



Case3:10-cv-04892-RS Document56 Filed04/27/12 Pagell8 of 225

- From: I ﬁ) ﬁ)
Sent: Wednesday, January 28, 2009 8:16 AM ',b6
To: (0Ge) (Fen [ doco) (p________—JPx)(F8N) b7C
Cc: PX) (FBI);] __fcTD) (FBY)
Subject: BIE
SEGRET/NOFORN |
. REGORD445’ e e e e e e e e T — —r )
All,
I just spoke t [regarding] hon-compliance with the EA. Apparently,| |has said they are
CALEA compliant] _{According td
I [they have had ample fime fo gef up o speed] b5
bo
b7 C
b7E

1 Let

me know how you want to proceed.

Thanks,
SSA| ]
CTD/ATOS 1/Team 1 b2
Office b6
| Blackberry b7C
|Secure
LX1, 45-104

)ERIVE[J FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
ECLASBIFY ON: 20340128
ECRETJ/NOFORN

n

dERIVE[) FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
CLABSIFY ON: 20340128 _
SECRHT//INOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20340128
SECRET/NOFORN

DRERWED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DHCLASSIFY ON: 20340128
S ET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFY ON: 20340128
SELRET/NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Fareign Counterintelligence Investigations
ECLASSIFY ON: 20340128 '

GRET/NOFORN

D
S
[[EF IVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence Investigations
PEQLASSIFY ON: 20340128 -

F EFF/Lynch-30
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b6 DECLASSIFIED BY 65179 /DMH/EAW/STE/bla
: 0N 0z-14-2011
OTD) (FBI) *’¢ -

From: | ~ |otD) (FBY) b6
Sent: 09, 2009 1:51 PM b7C
To: (OTD) (FBI)

Subject: FW: Going Dark

b6

Attachments: | _JotoyFBiywer 5.

UNCLASSIFIED
NON-RECORD

b6
b7C

Is this sufficient?

A |

Unit Chief

Data Interce?t Technology Unit

From: [ foTD) (FBY) ~
Sent: Wednesday, December 09, 2009 1:3¢ PM P
To: | i(OTD) (FBID) bic
Subject: RE: Going Dark

~UNCLASSIFIED-
-NOBRECORE— 1 o

Case :1

~1 O\ O

informed that the (DITU) solution could provide this data and DITU would be able to install their equipment as long as
DITU was allowed access to the network. At that timg said they would have to speak with their legal for guidance
and would be in touch. On the return call they stated thal the only collection they could provide was| Which would
required additional paperwork for the:__v_ldata and that the option of the DITU puttin ent in thel |
network was g? Ifff iot an option at all. At this point legal discussions took place betweeri%ujand FBIHQ, and on

06/01/2009 implemented their own solution and the data was then obtained. As a result, 26 days of pertinent
data was nof received.

Case 2:

This case was a FISA that was signed O”Q”d served on the providerr __|The provider had a
CALEA solution but it did not work. The DITU offered to install it's collection equipment to effect the collection. The b3
legal department would not allow the FBI to install equipment on their premise. Before the legal issues were E

resolved,| as able to get their CALEA collection solution working. As a result, the FBI lost 60 days of collection
data.

Case 3.

This was a criminal case that was instituted in 2008. The provider,l kvas server a PRTT and had a CALEA 5
solution in place. Their solution did not provide| ~Jnformation that was requested in the order.  ,7¢
After two months of not being able to resolve the issue| finally allowed the DITU to instali their equipment to
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effect the collection. As a result two months of collection data was lost.

ssal__ 1]

OTD/DITY b2
Desk | b6
Blackberry| | b7C
STUu N
Help Desk| 1

8=

b7C

FBI).v
From: | koTD) (FBI) b6
Sent: mber 09, 2009 11:07 AM b7C
To: OTD) (FBI)
Subject: FW: Going Dark
UNCLASSIFIED
NON-RECORD

ssal | b2
Unit Chief b6

Data Interceft Technology Unit b7C
From: | kOTD) (FBD)
Sent: Sday, December 09, 2009 11:06 AM b6

To: | koTD) (FaI) b7¢C
Subject: Going Dark

UNCLASSIFIED
NON-RECORD

The Director's Office is preparing a presentation on Going Dark to DOJ next Weds. The DO has asked for examples on
the following:

"provide details on instances in which providers resisted FBI going on the premises to monitor or put-in-place technology
for intercepts, the number of days/weeks of lost collections, the outcome” .

Can you provide me some examples today?

Thanks,

I
b7¢C

UNCLASSIFIED

UNCLASSIFIED EFF/Lynch-34
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. DECLASSTFIED EY 65179 /DMH/BAV/STP/hls
be 0N 0Z-11-2011

(OTD) (FBI) p7C

From: DICLEMENTE, ANTHONY P. (OTD) (FBI) :

Sent: Monday, May 04, 2009 11:50 AM :

To: | i(OTD) (FBI), SABOL, SHERRY E. (OGC) (FBI)L | b6

(OTD) (FBNH Ib7C
-G tm——e——————] hoserran] [roserFem_ =
L_koTo) (8
Subject: RE: CALEA Enfcrecment ~|:|Orders nct being fully implemented 1©7E
Sherry,

Given the time that has lapsed and the current inability ofl:}o implement a functional collection capability, | would  17g
like to know specifically what[______|is doing to address the current deficiency. To advise us to wait until “mid-june” at
this point is insufficient.

The FBl needs to pre54:|into identifying specifically what actions they are taking to ensure they will havea p7E
functional collection capability by “mid-june”.

From}| (OTD) (FBI)

Sent: Monday, May 04, 2009 12:25 PM .
To: SABOL, SHERRY E. (QGC) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBL);[ KOTD) (FBI) ﬁ? .
Cc [OGC) (FBIY; (0GC) (FBI);| - [(CTD) (FBI) s
Subject: RE: CALEA Enforcment - Orders not being fully implemented

b7E

RECORD CALEA

Yes we are aware that they have told us for some time that a| lsolution is forthcoming. | |

[So we were aware that they have been working -

~ towards a sofution. However we have been working with them since early november and have had continued contact with
them since that time, |

hould we Iet yet
S al penalty for not naving a capability It seems 10 only make the penalty for a
provider not having a capability laughable. So based on the below | guess we will stand by until June and see what they
come up with.

b2

b6

b7C
W]
o}
From: SABOL, SHERRY E. (OGC) (FBI) be
Sent: Thursday, April 30, 2009 3:49 PM )
To: (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (Fau);| ~ foto) (rBI) b7C
cc loce) (kD] |(0GC) (FBY)
Subject: FW: CALEA Enforcment -| prders not being fully implemented
RECORD CALEA b5

: b6
b7C -

Thoughts on this? bre you aware of this solutior\l J b7E
From: [ [(OGC) (FBIY
Sent: Thursday, Aprl 30, 2009 3:27 PM b6
To: SABOL, SHERRY E. (OGC) (FBI) b7C
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Subject: FW: CALEA Enforcment l::lOrders not being fully implemented biE

S
RECORD CALEA

| [-- |

DOJ has a promise from| kounsel that a solution will be fashioned no later than mid-June. Il make sure that DOJ

checks in three weeks on their progress. - o

| Y
HQ b6
LX: b7C
Pgr:| |
From: OGC) (OGA) b6
Sent: Uesday, Apr 2009 6:23 PM b7E

To: J_ko :—kOGC) (OGA)
Subject: RE: CALEA Enforcment [Orders nat being fully implemented .

RECORD CALEA

b7E

. - b5
After discussing withl |outside counsel today, he called back to report that they have a working solution@ b7E
| which should close the collection gap They estimate that process may be complete

as early as the end of May, probably no later than mid-June.

b6
From: . : (OGC) (FBI)
Sent: ' L,T)lo9 6:26 P b7c
To: (OGC) . OGC) (OGA)
Subject: RE: CALEA Enforcment rders not being fully implemented pH7F
SECRET
RECORD CALEA
I'll confirm with OTD.
b2
HQ b6
LX b7cC
Pgr:
From: [ 0GC) (0GA) b6
Sent: Tuesday, AT 21, 2009 1:16 PM biC
To: 0GC) (OGAM {OGC) (FBI)
Subject: : n orcment| |Orders not being fully implemented 1,7 g
SECRET
RECORD CALEA
We met with them fairly recently mjoined us for the meeting) and i don't believe the issue came up. It'shardto b5
tell from the information provided below Just to be clear about what the scope of the problem is, it looks like the issue  b7E
is withf [ right?

EFF/Lynch-37
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Sent:
To:
Subject:
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b5
Monday, April 20, 2009 9:49 PM b7C

Joaoy ean | koGe) (06A)

RE: CALEA Enforcment { prders not being fully implemented b

RECORD CALEA

| [ please let me know 1T this has come up in any of your discussions wftﬁ |‘coUn‘s§él’_?:b6 -
bTC
l:] happy to discuss tomorrow. b7E
From: 1 {0GC) (FBI) b6
Sent: Monday, April 20, 2009 3:24 PM b7C
To: %‘_ﬂ(mmoem l(06) (06A)
Subject: B nforcment -| Prders not being fully implemented BIE
S

RECORD CALEA

The attached document is a list of FISA orders fo|:hat apparently they have not been able to fully implement. It
is apparently a persistent problem. Our own attempts to assist have resulted in only partial coverage. Pursuant to CALEA
legislation, they are supposed to maintain a means of executing these orders which they apparently cannot do. We are
going to need to come up with a plan to address this shortcoming including some type of court action. Take a look at the

list, we can talk about it tomorrow.

b2
HQ| b6
LX (e
Pgr:
From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Monday, April 13, 2009 11:47 AM
To: ‘ |(QGC) (FBI); (OGC) (FBI)
Cc: OTD) (FBIY; (OTD) (FBI) loGe) (FBI); CAPRONI, VALERIE E.

(OGC) (FBI); THOMAS, MARCUS C. (OTD) (FBI); DICLEMENTE, ANTHONY P. OTD) (FBI}); b7C
(QTD) (FBD | {muniWiz:iat ] ;
(CD) (FBIY) B O)XG:] |(OGTY (FBI;
OGC) (FBI)

Subject: L(EA Enforcment I:Prders not being fully implemented ~ ©7E

RECORD CALEA

[ ]

DITU has compiled a list of FISA dockets with orders for
these targets are using | for which oes not have a functioning CALEA solution. OTD has

b6

been working with the company, but OTD's solution will only capture a portion of the data to which we are entitled,
depending on what browser the target is using.

hat the FBI has been unable to fully implement. All of

bTE

b6

We have several aptions faor enfarcement |

Please let me know how NSLB and NSB would like ta proceed regarding FBI attempts to implement thesel_—_l

orders.

EFF/Lynch-38

7R



Case3:10-cv-04892-RS Document56

b6

Thanbf jou. "7
<<File: Problems witt] _____Jmplementationdoc > B7%
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DERIVED FROM: Multiple Sources
DECLASSIFY ON: 20340403
ECRET

DERIVED FROM: Multipte Sources
DECLASSIFY ON} 20340403
SECRET

DER|VED FROM: Multiple Sources
DECLASSIFY QN: 20340403

DERIVED FROM: Multiple Sources
DECLASBSIFY ON: 20340403

SECRE]; f
DERIVED\FROM: Multiple Sources

DECLASSIFY ON: 20340403
SECRET

OM: Muitiple Sources
IFY ON: 20340403

DERIVED FRQM: Multiple Sources
DECLASSIFY ON: 20340403
SECRET

DERJVED FROM: Multiple Sources
DEQLASSIFY ON: 20340403

DERIVED FROM:

%ECRET

ultiple Sources

EFF/Lynch-39



Case3:10-cv-04892-RS Document56 Filed04/27/12 Pagel?25 of 225

bé DECLASSIFIED BY 65179 /DMH/EALW/3TP/bls
b7C OH 0z-11-2011
(OTD) (FBI)
From: | [(OTD) (FBI)
Sent: Thursday, April 30, 2009 4:47 PM b6
To: SABOL, SHERRY E. (OGC) (FBI);| kOTD) (FBI); DICLEMENTE, 1,7¢
ANTHONY P. (OTD) (FBI){ [OTD) (FBI)
Cc: l — JOGTY(FEN] —_1(OGC) (FBI)
Subject: RE: CALEA Enforcment - Orders not being fully implemented bR
RECORD CALEA
Sherry, be
. ) ~ bic
I put this together with DITU's input to answer your question regardingr earlier email and | think it w7
answers your question posed to
bS5
b7E
b7E
b5
b7E
Furthermore, we are getting data on| ||
b
largets that we have  b7E

collected data on, it appears that we have gotten all the the target data, but it is difficult to tell with certainty because] |

I |
devices that we have not received data | _|As of today, it
appears we are not collecting data on| [eported data usage.

It is interesting matmounsel is telling DOJ that they should have a solution by end of May to mid-June. This is biE
the last of a series of iIdol promises. We have already been promised end of March, mid-April, and end of April.

From: SABOL, SHERRY E. (OGC) (FBI)

Sent: _qumqaLAmL;«m](zoog 3:43 PM be
To: QTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)] koTD) (FBI) b7
Cc: [(oGe) (FBD| —_YoGC) (FBI) _

Subject: FW: CALEA Enforcment rders not being fully implemented b7k

RECORD CALEA

b5
b6

b7
Thoughts on this] | b7c

b7E
EFF/Lynch-40
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b6
From: | |(OGC) (FBI) b7C
Sent: ursday, Apnl 30, 2009 3:27 PM
To: SABOL, SHERRY E. (OGC) (FBI _
Subject: FW: CALEA Enforcment - rders not being fully implemented ©7E

SECRE]
RECORD CALEA

jSya0
DOJ has a promise from[:counsel that a solution will be fashioned no later than mid-June. !'ll make sure that DOJ
checks in three weeks on their progress.

b2
[{X’ b6
| biC
Pgr:|
From: | IOGC) (OGA) ig c

Sent: _ Tuesday, Apri 09 6:23 PM
To: (OGC) (FBI); 0OGC) (OGA)
Subject: : nforcment 1 Orders not being fully implemented bTE

RECORD CALEA

After discussing withl l)utside counsel today, he called back to report that they. have a working solutionl_r—ra_|

which should close the collection gap. They estimate that process may be complete h7E

as early ag
From: [ l(0Go) (FaD) bo
Sent: Tuesday, April 21, 2009 6:26 P b7C
To: [ikoeq OGA 0GC) (OGA)
Subject: RE: CALEA Enforcment rders not being fully implemented b7
%ECORD CALEA
I'll confirm with OTD.
| | b2
HQJ b6
LX b7C
Par
From: | KOGC) (0GA) Egc
Sent: Tuesday, April 21, 2009 1:16 PM ’
To: 0GC) (OGAY] __I0GC) (FBI)
Subject: R nforcment i prders not being fully implemented

SECREL

RECORD CALEA

bé
We met with them fairly recentlyE::ljoined us for the meeting) and | don't believe the issue came up. It's hard to X
tell from the information provided below, but just to be clear about what the scope of the problem is, it looks like the issue o

is with[ : Fight?
EFF/Lynch-41
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From: 0GC) (OGA) bé
Sent: onday, April. 09 9:49 PM b7C
To: (O : OGC) (OGA)
Subject: RE: CALEA Enforcment rders not being fully implemented

LTE

RECORD CALEA

be

|:|— please let me know if this has come up in any of your discussions with [:lcounsel. b

bTE
|:|- happy to discuss tomorrow.

From: I |[coGc) (Fan) -E gc

Sent: Monday, April 20, 2009 3:24 PM ' :
To: %;ikoea (oG] koGe) (0GA)
Subject: : Enforcment i |Orders not being fully implemented 1,7

RECORD CALEA

The attached document is a list of FISA orders fo@hat apparently they have not been able to fully implement. 1t
is apparently a persistent problem. Our own attempts fo assist have resulted in only partial coverage. Pursuant to-CALEA
legislation, they are supposed to maintain a means of executing these orders which they apparently cannot do. We are
going to need to come up with a plan to address this shortcoming including some type of court action. Take a look at the
list, we can talk about it tomorrow.

AT | b2

LX b6
b7C

Pgr:

From: SABOL, SHERRY E, (OGC) (F8I)

Sent: Monday, April 13, ggio9 11:47 AM
To: OGC) (FBI)] OGC) (F8I) be
Cc: OTD) (FBI)] (0TD) (FBI)] KOGC) (FBI); CAPRONI, VALERIE E. A9

_ IlT_W—T_IOGc FBI); THOMAS, MARCUS C. (OTD) (FBL); DICLEMENTE, ANTHONY P, (OTD) (FBI) OTD) (FBI); bic

|(0TD) (FBD)] [cTD) (FBI)] TG |

(CD) (FBIY;[ [y (FBL);] fcoy (FeD);] (OGC) (FBD)}| |

| KOGC) (FBI)
Subject: CALEA Enforcment -I:Prders not being fully implemented b 7E
RECORD CALEA

b6

DITU has compiled a li ith orders fo hat the FBI has been unable to fully implement. Allof . _
these targets are usingi ifor which oes not have a functioning CALEA solution. OTD has »'*

been working with the company, but OTD's solution will only capture a portion of the data to which we are entitled,
depending on what browser the target is using.
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| j b7E

Please let me know how NSLB and NSB would like to proceed regarding FBI attempts to implement these:l
orders.

b7E

Thank you.
Sherry.

<< File: Problems wit?’i___—lmplementation.doc >> b7E

SECRET

DERIVED FROM: Multiple Sources
DECLASSIFY ON:/20340403

SECREﬂ /
DERIVED F¥ROM: Multiple Sources

DECLASSIFY ON: 20340403
SECRET

M: Multiple Sources
DECLASSIFY ON: 20340403

DERIVED
DECLASS
SECRET

OM: Multiple Sources
: 20340403

DERIVED FROM: Multiple Sources
DECLASSIFY ON:120340403
SECRE

DERIVED FROM: Multiple Sources

DECLASSIFY ON: 20340403
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DECLAZSIFIED BY &5179/DMH/ABAW/STP/bls

b6 ON 0z-14-2011
(OTD) (FBI) b7C
From: THOMAS, MARCUS C. (OTD) (FBI)
Sent: IIDULSQBLMZA_ZQJQ]&W PM
To: (0GC) (EBI] l(Do)OGA)] [DO)
(FB)1 [(DO) (FBI) kDO) (FBI)
Cc: |(DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBIY____] e
[OTD) (FBI): CAPRONI, VALERIE E. (OGC) (FBI); SABOL, SHERRY E. (OGC) 7«
(FBN] lloe) (FBI: kOGC) (FBI |
| [(0GC) (FBI)] [([CTD) (FBI)] |
(CTD) (FBN] - [(CD)(FBN] IDI)(FBI)| |
(OGC) (FBI
Subject: RE: Dft oundtable on Going Dark __b;D
b7E
SEGRET/INOFORN
RECORD 415
b6
[ ] ore
: b5
L7D
biE
Marcus C. Thomas
Assistant Director b2
] chnology Division b6
bic
From: ] __loGe) (rBD)
Sent: Thursday, June 24, 2010 2:25 PM
To: %I.{_(T;)_(:GA)' THoMas, MaRcUs C. ooy (Fen{___ |ooy e kooy e[| 6
DO) (FBI)
Cc: DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI); PAGLINO MARYBETH (OTD) (FBI); CAPRONL_VALERIE E. b7C
(OGC) (FBI); SABOL, SHERRY E. (QGC) (FBI):; oG 0GC) (FBD)] |
loGe) (FBI); CTD) (FBI), CTD) (FBI) (CDY(FB);
I fion(reny;[ (OGC) (FBI)
Subject: RE: Dft| Roundtable on Gomg Dark b p
SEGRET//INOFORN
RECORD 415
b5
b7E
Thanks.
From: | |(DO)(0GA)
Sent: Thursday, June 24, 2010 2:24 PM
To: | I(OEC) (FBI); THOMAS, MARCUS C. Oy rBD]___—— JooyeBry[__ |0
(FBD] DO) (FBI)
Cc: [ [(DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);]| koTp) (FBI); CAPRO EE. b7C
OGC) (FBIY; SABOL, SHERRY E. (OGC) (FBI)] 1(0GO) (FBIM |(0GC) (FBI)
— 10GC) (FBD)] [CTD) (FB) [ccToy (B [CD)(FBI);
[onFeny;| [(OGC) (FBI)
Subject: RE: Dﬂ1 |Roundtable on Going Dark 7D

. SECRET//NOFORN b7E

.RECORD 415 EFF/Lynch-44
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| ﬁbg

| Thanks.

From: _ [coGe) (FeI)
Sent: Thursday, June 24, 2010 2:18 PM
To: (DO)(OGA); THOMAS, MARCUS C. (OTD) (FBD] (o) (rRIy___—___Joo) Fel;[____] .
, DO) (FBI) 16
Cc: (DO) (FBI); DICLEMENTE, ANTHONY P. (QTD) (FBI);| [(OTD) (FBI); CAPRONI, VALERIEE. £7C
{OGC) (FBI); SABOL, SHERRY E. (OGC) (FBI);i lF(OGC) {FBD)] —toco) (B[]
foGQ) (FBI);| jcoy (P, L_____________N(CTD) (FBID);] KCD)(FBI);
fonreny[ [(OGC) (FBI)
Subject: RE: Df Roundtable on Going Dark .71,
b7E
S T/NOFORN
RECORD 415
b5
b/E
From;_ | |(DO)(OGA)
Sent: ursday, June 24, 2010 2:05 PM
To: THOMAS, MARCUS C. (OTD) (FBI);[__ locey (FRI, o) (FBD]_PO)
(FBI); DO) (FBI) be
Cc: DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)] [(OTD) (FBI); CAPRONI, VALERIE E. 1, 7C
(OGC) (FBI); SABOL, SHERRY E. (OGC) (FBI 0GC) (FBI); 0GC) (FBI);
1(0GC) (FBI)] (CTD) (FBD); (CTD) (FBI) (CD)(FBD);
kon(rsn);| [(OGC) (FBI)
Subject: RE: th| |Roundtable on Going Dark 1 7n
bTh
m leOFORN
RECORD 415
Thanks.
b6
<< File: Going Dark TPs 062410.doc >>
From: THOMAS, MARCUS C. (OTD) (FBI)
Sent: Thursday, June 24, 2010 11:15 AM
To: ] (0G0) (FBD______Jpo)oGa);| looyren]____ Jooy e[|
DO) (FBI)
Cc: DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI){ koTD) (FBIY; CAPRO EE bo
; L, SHERRY E, (QGC) (FBI);[ —Xoco (FBD [ (0Ge) (FBI); b7C
'—R‘TY{OGC) (FBD: [ KCTDy (FBD)| |cTD) (FBY| kcoy(rBD);
D
Subject:

FBI);| [OGC) (FBI)
RE: Dft| RoundtabTe on Gong Da b7D

BIE EFF/Lynch-45
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SECRET/INOFORN

Filed04/27/12 Page131 of 225

RECORD 415
b6
b5
| k7D
_ bIE
Marcus
Marcus C. Thomas
Assistant Director B2
|_Qniaaa.llj;hnology Division b6
b7C
From: I [OGC) (FBI) _
Sent: Thursday, June 24, 2010 10:46 AM
To: 500)(0@«); THOMAS, MARCUS C. (OTD) (FBI) kooy ke[ ooy cren ]
1) -
cc ' DO} (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI);___ YOTD) (FBI); CAPRO E E. Ef .
_ OGC) (FBI): SABQL, SHERRY E. (0GC) (FBI)] (oGO (FRD __KOGC) (FBD) i
- lcoce) (Fe)] lc) (FBI);| [coy el |(coyFBD);
[(BT)(FaD); “1(0GC) (FBI)
Subject: RE: Df| oundtable on Going Dark b7D
b7E
m iINOFORN
RECORD 415
b5
bTD
bTE
From: | |(DO)(OGA)
Sent: Tuesday, June 22, 2010 5:32 PM : b6
Tor THOMAS, MARCUS C. (OTD) (FBI)L ooy ke fooierBDI——— Tooj(Fey o
Cc [ kDo) (FBI); DICLEMENTE, IAquu_Y_L_(_QID_)_(_iBI);] (OTD) (FBI); CAPRONI, VALERIE E.
_(OGC) (FBI); SABOL, SHERRY E. (OGC) (FBI) 0GC) (FBD] [(oGC) (FBI);
[coGay (BN [(cTD) (FBDY] [(CTD) (FBD)]| [(COYFBY);
XO1)(FBI); YOGC) (FBI)
Subject: RE: Dft| ]Roundtable on Going Dark B7D
SESRET/INOFORN bR
RECORD 415 '
b5
b6
b7C

k7D

PO

|:| b6

bicC

EFF/Lynch-46
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From: THOMAS, MARCUS C. (OTD) (FBI)
Sent: Tuesday, June 22, 2010 4:42 PM
To: (DOY(OGA)] koo) (rBI);| Ipo) (B Ipo) (FBI)

Cc: (DO) (FBI); DICLEMENTE, BI);| DTD) (FBI); CAPRONI, VALERIEE. 16
; )L, SHERRY E. (OGC) (FBI ] 0GC FBI);|:| HIC
—_loGe) (FBI); (CTD) (FBI) (CTD) (FBI); CD)(FBI);

DI)(FBI)
Subject: RE: Dft Roundtable on Going Dark b 7D

b7E
% ZINO FORN
RECORD 415
b6
b6
pC
bID
bTE
Marcus
Marcus C. Thomas b2
Assistant Director b6
I_O.ue.l:a.tlanallacnwology Division b7C
From: ] __1(DO)(0GA)
Sent: 10 3:49 PM ,
To: (00) (FB (Do) (rBH_____—___(DO) (FBI) b6
Cc: kDo) (FBI); TROMAS, MARCUS C. (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)] | bicC
QTD) (FBI); CAPRONI, VfLERlELiQGD.LEBDﬁABEfL, SHERRY E, (QGC) (FBI)] [0GQ) (FBD)] ]
[ [(0G0) (FBI); (ocoy(er;___ fcmy@en______ [(CTo)
(FBI (CDY(FBD);| JDI)(FBI)
Subject: D Roundtable on Going Dark 1,7
b7
'SEeRET/NOFORN E
RECORD 415
bhe
‘ b5
b7E
TIanks.

] ec

<< File: Going Dark TPs 062210.doc >>

DERIVED FROM: Multiple Sources
DECLASSIFY ON: 20350622

EFF/Lynch-47
LLASSIFY ON: 20350
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b6 DECLASSIFIED BY &€5L79/DMH/BAN/STP/bls

| |[OTD) (FBI) bC 0N 0z-11-2011

From: I [(OGC) (FBI)
Sent: Wednesday, September 15, 2010 10:57 AM
To: DICLEMENTE, ANTHONY P. (OTD) (FBI)] (DO OGA)] | be

OTD) (FBI):

SABOL, SHERRY E. (OGC) (FBI)| [(OGC) (FBN), b7C
OGC) (FBI) :

Cc: DO) (FBI): THOMAS, MARCUS C. (OTD) (FBI)
Subject: bIE

_SECRET/INOFORN
RECORD GD

| have a few questions about these discussions of our capabilities:

X

b5
b7E
From: DICLEMENTE, ANTHONY P. (OTD) (FBI) _
Sent: _'Euﬁdalﬁertember 07, 2010 8:42 AM be
To: (DOXOGA)] fOTD) (FBI): SABOL, SHERRY E. (OGC) (FBI)] |(oGo) (FBI); L7C
| (oG (FeTY] loGe) (FBL)

Cc: | DO) (FBI); THOMAS, MARCUS C, (OTD) (FBI)
Subject: R BIE

' UNCLASSIFIED

NON-RECORD

Pls see the attached initial response.

Anthony P. DiClemente
Chief, Data Acquisition / Intercept Section

Q | Technal 0 b2
bo
biC
bhé
b7C
From: | IDO)(OGA)
Sent: Wednesday, September 01, 2010 2:51 PM
To: DICLEMENTE, ANTHONY P. (OTD) (FBI);I tOTD) (FBI); SABOL, SHERRY E. (OGC) (FBI);|

EFF/Lynch-62
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(OGO (FBN

] (0G0) (FBI);! koco) (Fen) ne
[ofH IDO) (FBI); THOMAS, MARCUS C. b7C

Sub :
ubject b7E

UNCLASSIFIED
NON-RECORD

It would be good to have these answers by our GD standing meeting next Tuesday. Thanks.

UNCLASSIFIED

UNCLASSIFIED

BERIVED/FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations

DEGLASSIFY ON: 20350915

SE;.‘B!_E,T/INOFORN
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DECLASSIFIED BY 65179/DMH/BAW/STE /hls
ON 0Z-17-2011

Outside the Scope

From:| (CTD) (FBI)

Sent: Wednesday, June 03, 2009 3:53 PM

To: (WF) (FBLY; ksu) (Fa1);]| |(su) (FBI) be

Cc [(CTD) (FBI1); | [(CTD)(OGA); | [CTD) (FBI);] prc
[ JOGC) (FBI

Subject: RE:|):| b7E

RECORD 415

Not sure who is the source, but it may be. | wouldn't be surprised to find that it is all a ruse to cover the fact that they are
not CALEA compliant!

From: | WF) (FBI)
Sent: Wednesday, June 03, 2009 1:21 PM b6
To: ’ |<cTo) (kB ksuy (reD) Jsu) (FBI) b7C
cc: (CTD) (FBI)] [CTD)(OGA); [cTD) (FBI)] foGe)
(FB
Subject: o BT
SECRET
RECORD 415
b6
That's all | can say, wow. Not that it will help much, but would you like me to reach out to ‘b7C
egal counsel? Or is this subpoena nonsense coming from her? bIE
Investigative Operations Analyst b2
Northern VA RA Squad A-2 b6
Desk B7C
Blackberry
From: [ fco) (FBI)
Sent: ﬂmm.mnm_znlosa 9:28 AM b6
To: su) (Fepl ksu) (FBD) b7C
Cc: [CTD) (FBI);l [(CTD)(0GA); KCTD) (FBIY [oGO)

1 EFF/Lynch-168
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Fal WF) (FBI) b7C

Subject: bTE
RECORD 415

All,

Liustgotacallfro] ___ |atDITU. He advised that they are still working on| _

claims they need a subpoena to set that up (per DITU that is not true). DITU is reaching out to them again today, and 6
ill call me back with the results. My feeling is that if they still aren‘t compliant by today, we should go ahead witha ~ ©b7/C

motion to comply and/or for contempt because this is ludicrous (legal term). We need to make them comply, and more bIE

importantly, make it clear to ali providers that failure to comply has consequences. Are we mice or men?

"DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigatiens
DECLASSIEY ON: 20340603
SECRET

DERIVED FROM: G-3 FBI Classification
DECLASSIFY ON: 20340603
SECRET

DERIVED FROM: glligence Investigations
DECLAS N: 20340603
S T
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DECLASSIFIED BY 65179 ,/DMH/BAW/STE/bls

Outside the Scope ON 0Z-17-2011
From: (CTD)(FBI) _
Sent: Wednesday, September 22, 2010 3:25 PM b6
To: HQ-DIV13-CONUS 5 b7C
Subject: FW: New Information: NSL/ V&P (from | Presentation 09.17)
Attachments:

SECRET//INOFORN

RECORD 415

SFFISA.SEPTEMBER.2010.pptx; faq.update Out side *he Laops

Here are the PowerPoint slides from the presentation (if you're interested); | have the full copy of the briefing book from
Friday if you see there's something else you need.

Outside the Scope

iz, |
i

SFFISA.SEPTEMBER faq.update (25 KB)

.2010.pptx (20...

b6
:]mention od that althouat ) are not responding to NSLs, other b7¢C
companies (i.e are still honoring and producing decent results. b7E

Staft Operations Specialist

b2
Counterterrorism Division 6
ITCS1/CONUSV / Team 2 niC
Internalz! |
Office
From: |cToy(FBD
Sent: Tuesday, September 21, 2010 1:09 PM b6
To: HQ-DIV13-CONUS 5 b7C
Subject: New Information: NSL / V&P (from:l Presentation 09.17)
SESRETIINOFORN '
RECORD 415

Good afternoon!!

Here is some of the information from the Friday presentation by SIOA::kSan Francisco Division) regarding b6
obtaining information from Internet Service Providers and social networking sites. | will send out an electronic copy of the bic
powerpoint slides as soon as | receive one!

EFF/Lynch-170
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Let me know if you would like more information about the presentation or clarification of anything I've included here. (I'll
keep you posted if | hear of any more NSL updates!)

[ ]

b2
0o
b7cC

Staff Operations Specialist
Counterterrorism Division
ITOS1/CONUSV / Team 2

Internal
Office

: Bl Classification Guide G-3, dated 1/97, Foreign Count
DECLASSIFY ON: 20350921

EFF/Lynch-171
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BE DECLASSIFIED BY 65179/DMH/EAW/5TP/bls
b7C ON 0Z-17-Z0L1
}
]
From: I [(CTD)(FBI)
Sent: Tuesday, September 21, 2010 1:09 PM .
To: HQ-DIV13-CONUS 5 ' bo
Subject: New Information: NSL / V&P (from|:]Pre sentation 09.17) b7C

SECRET/NOFORN

RECORD 415

Good afternoonl!

Here is some of the information from the Friday presentation by SIOAI

](San Francisco Division) regarding

obtaining information from Internet Service ProViders and social networking sites. |

powerpoint slides as soon as | receive one!

will send out an electronic copy of the

b6
bicC

1

EFF/Lynch-180
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IED EY A5179/DMH/BAV/3TP /hls

b6 DECLAZ3IF

B7C ON 0Z-17-2011
From: L lctoyrsy
Sent: er 22,2010 3:08 PM b6
To: (SF) (FBI) e
Subject: - RE: Questions Regarding LX-1 09/17 Presentation
SEGRET
RECORD 415

RECORD 415

]

be
biC

bo
Tha”ks': p7C
Have a wonderful rest of the week,
Staff Operations Specialist b2
Counterterrorism Division 6
ITOS1/CONUSV / Team 2 BvIC
LX-1, 4s-112
Internal
Office
From: Il ksFy (rBD) b6
Sent: Wednesday, September 22, 2010 2:24|PM b7C
To: l;q;mm__‘;tkCTD)(FBl)
Subject: " €garding LX-1 09/17 Presentation

Yes, everyone else stills honors and produces decent results in resp?nse to NSLs.

SFFISA.SEPTEMBER.2010.pptx >> <

This is not everything, as you can tell by

SIOA

Supervisor, Squad 1S-6

San Francisco Division/San Jose RA

(office)
(STE)
{ Blackberry)

File: fag.update >>

b2
b6
h7C

EFF/Lynch-

the table of contents, but it ig

the lion’s portion.

182
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From _lcctoyFBY)
Serx;lmaamm:nijer 21, 2010 9:01 AM b6
To: (SF) (FBI) b7e

Subject: Questions Regarding LX-1 09/17 Presentation

RECORD 415
b6

[ ] e

Thank you for all your help during your very informative presentation on Friday at §X-1! As | did not arrive in time to obtain
a briefing book, | was wondering if you could send me the powerpoint slides or any additional information you handed out
at the auditorium.

| forgot to ask beforef

| truly appreciate your help and clarification!

Have a wonderful rest of the week,

| |

Staff Operations Specialist b
Counterterrorism Division be
ITOS 1/ CONUS V / Team 2 bic
LX-1, 4s5-112

Internal

Office;

DMBOM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign CWW Investigations

DECLASSIFY ON=-20350921

SECRET

DERIVED FROM: G-3J FB ication Guide G-3, dated reign Counterintelligence Investigations
DECLASSIFY ON: 20350922 \

SECRET — \

EFF/Lynch-183




-

_—

Case3:10-cv-04892-RS Document56 Filed04/27/12 Pagel4?2 of 225

(OGC) (FBI), ©6
OGC) (FBl) ©7C

From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, May 27, 2008 8:01 PM
To: CAPRONI VAL ERIE F. (OGC) (FBI)
Cc: OGC) (FBI);
| (0GC) (FBI

Subject: | :
SEDRET o
RECORD OTD ALL INFORMATION CONTAINED

HEFEIN I3 UNCLASSIFIED EXCEPT

WHERE 3HOUN OTHERWISE
Valerie,

DATE: 01-1Z-2011

CLASSIFIED BY 65179 /DMH/BAU/STE/bls
EEAZDN: 1.4 (d)

DECLASSIFY ON: 01-12-2036

| am seeking clarification from OTD|

b5
b7E

Also, | was mistaken |

Sherry E. Sabol

Section Chief

Science and Technology Law Office
Office of the General Counsel

HQ: | | b6
Chantilly] | ~ PC
bb| |

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI

WITHOUT PRIOR OGC APPROVAL

DERIVEDNEROM: Multipte Sources
DECLASSIFY-QN-70330527
SECRET

EFF/Lynch-184

__SPeREL_
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From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Wednesday, May 28, 2008 11:54 AM
To: CAPRONI VALERIE E (OGC) (FBI)
Cc: QGC) (FBI); OGC) (FBI),
(OGC) (FBI DGC) (FBI)

Subject: RE:| |
SECRET ALL INFORMATION CONTAINED DATE: 01-12-2011
RECORD OTD HEPEIN IS UNCLASSIFIFD EXCEPT CLASSIFIED BY 65172 /DMH/EAW/3TP/blsa

WHERE 3HOWM OTHERWISE REASON: 1.4 (d)

DECLASSTFY OH: 01-12-20%5
| believe it does not speak to that issue. b5
|- | confirmed that what | have was inartfully drafted J » ]é
Sherry E. Sabol
Section Chief
Science and Technology Law Office
Office of the General Counsel
HQ
Chantilly| |
bb|
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FB!
WITHOUT PRIOR OGC APPROVAL
From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent: Wednesday, May 28, 2008 10:28 AM
To: E. (OGC) (FBI)
cc: l(0G0) FBI)l:IOGC) (F8D)| koco) (ran);
?(OGC) (FBI)
Subject: b5
513

SECRET 57C

RECORD OTD 7R

On the last oiece:|

From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, May 27, 2008 8:01 PM
To: (OGC) (FBI)
Cc: 0GC) (FBI):[OGC) (FB]j |(OGC) (FBI);

(OGC) (FBI)
Subject: b5
SEGRET b7
RECORD OTD ibT'Q
Valerie,

lam seeking. clarification from OTD

EFF/Lynch-185

S
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Also, | was mistaken -|

bl
b5
b6
bicC

7D
Sherry E. Sabol b7E
Section Chief

Science and Technology Law Office

Offi Counsel b2
HQ b6
Chantilly] H bic
bb__

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

DERIVED FROM: Multiple Sources

DECLASRIFY ON: 20330527

SECR \

EFF/Lynch-186

SpeRel



DATE: C0l-12-2011

ng’t . _ _ _ .
AL INFEIR]&%%%%%}QH% 04892-RS Document56 Fﬂed04/27/12 Pagel45 of 225
CLASZIFIED BY €5179/DMH/BAW/ITP/hls=

HEREIN I3 UNCLASSIFIED EXCERT

WTHERE SHOWN COTHERWISE REASON: 1.4 [(c,d)
- DECLASSIFY ON: 0l-12-2036
o " FW MEETIN ltxt b1
From: SABOL, SHERRY E. (OGT) (FBIJ b5
sent: Thursday, June 19, 2008 8:51 AM H6
IlQ_;_CAP_BQN.L_\LAJ.EB.ﬁE E. (0GC) (EBI);| | (06C) (FBI); b7C
. Qa0) _(FRTY :| _1(0GOY (FRD) 57D
R Subject: Fw: MEETING [ i
SE
RECORD 315
Forwarded FYI from| t ne
0
Per_discussions with] b7C
-b.l’Lt‘
bIE
Sherry E. Sabol
Section Chief )
Science and Technology Law Office
office of the General Counsel _
HQ: ' b2
Chaptilly- 1 1
bb:
PRIVITEGED DELCIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL
From: (BL) (FBI) bl
Sent: Thursday, June 19, 2008 6:38 AM b5
To:| | (Lo) (FBI);| | CoTD) (FBI); SABOL, SHERRY be¢
E. (OGC) (FBI) b7C
, cc | (010) (FBI);| |(BL) (FBI) ;| | 7o
pey - (L) (FBT) bTE
Lo Subjects MEETING
SECRET
RECORD 315
Colleagques,
on 06/19/08. |
bl
_ b5
II |’_J II . b6
e b7C
b7D
b7E

Ic.l
15 nd sherry: Please let me know if you are aware_of and_can support this bé
proposed date change. with your confirmation, we will make lodging arrangements and .. _
document Country Clearance (already verbally approved), and formalize this response T

with an EC.

Let me know.

[ ] b6

b7cC

page 1 .
EFF/Lynch-187

Seower
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SEEREL

FW MEETING
DERLV FROM: Multiple sobtrtTes—
DECLMGSIFY ON: 20330619

SEC

DERILYV FROM: Multiple Sources
DECL IFY ON: 20330619
SECBAT

Page 2

SESRET

EFF/Lynch-188

Xt

bl

b5
b7D
bIE
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ALL INFORPMATION CONTAIMNED
HEREIN I3 UNCLAS3IFIED
DATE 01-12-2011 EY &5179/DMH/BAW/STF/bls

From: CAPRON!I, VALERIE E. (OGC) (FBI)
Sent: Monday, June 23, 2008 3:54 PM b6
To: SABOL, SHERRY E. (OGC) (FBI)r j(OGC) (FBI); b7C
I (OGC) (FBN] [loGC) (FBI):;
1 (OGC) (FBI
Subject: RE| o5
SENSIU-\LMCLAbblHtU bITE
NON-RECORD
Yes -- we met witH |and others about a yea@o.|
an you call] Jo discuss, please?
From: SABOL, SHERRY E. (OGC) (FBI)
Sent: ] _Mgmﬂ._mmfooa 2:19 PM hé
To: (OGC) (FBI)| __koGo) (Fenf Joae) (rBY; e
(OGC) (FBI) '
Cc: CAP| b5
Subject: FW: b7E
SENSITIESUT UNCLASSIFIED
NON-RECORD
[ am not familiar with the discussicn regarding|
From: | KOTD) (FB)
Sent: onday, June 23, 1:35 AM he
TJo: ]DL) (FBI) .
Ce: bL) (FBI)] (BL) (FBI); SABOL, SHERRY E. (OGC) (FBI); ©7C
(OTD) (FBI) 5
Subject: RE[ b7E

SENSITEBYEUNCLASSIFIED

NON-RECORD

—

(FOUO) Sorryl

|but|

|was acting at my advice, and I'm in turn abiding by DOJ

direction. |

Please see your US Attorney's Office International Coordinator for the MLAT procedure and format.

KOTD) (FBI)

I re?rat the impact this has on your case. e
bIcC

From: DL) (FBI)

Sent: Monday, June 23, 2008 10:42 AM

To: (BL) (FBI){

Cc: 1(DL) (FBI}

Subject: | b5

b7E

bo

b7C

EFF/Lynch-189

o T oo
1

T

an L

b5
b6

BiC

b5

bTE
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UNCISSIEHED
NON-R RD

Sorry to bother you,

However, | have an investigation|

b5
b6
b7cC
b7E

Thank you for your time and assistance.

allas b6
desk) b7C
cell)

UNGLASSIFIED

SENSITIVE BUT UNCLASSIFIED

T UNCLASSIFIED

SE; ITIVE BUXNN\CjLASSIFIED

EFF/Lynch-190
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DECLASSIFIED BY 65179 /DMH/EAW/5TP/bls

From: SABOL, SHERRY E. (OGC) (FBI) 0N 01-12-2011
Sent: Tuesday, July 29, 2008 9:53 AM be
To: DICLEMENTE, ANTHONY P. (OTD) (FBI)/ ~ |oTo) (FBI) bic
Cc: (OGC) (FBI)
Subject: Special Project
Attachments: | g? 5
s T/INOFORN
REC DIAS,268-H
b6
Ton b7C
Following discussions with b6
b7C
b7t
Bs
Questionj ' be
b7

Thanx.

w

b5
b7E

IVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
ations

DECKASSIFY ON: 20330616

S R?HNOFORN

EFF/Lynch-191



sl 1fr0803:0-6MrQ4892-RS

HEREIN IS UNCLASSIFIED EXCEPT

Document56 Filed04/27%2: RagelbQ of 225

CLAZZIFIEDL BY 65175/DMH/EAU/ZTP/bls

. WHERE SHOWN OTHERNWISE JEeReL. REASON: 1.4 (c)
SR IR DECLASSTFY ON: 01-12-2036
e bl
k{This document describes ‘g?E
(2] %
(5)-
bl
b5
b7F
(S)
bl
b5
b
(S)]

bl

b7E

SesRer

EFF/Lynch-192
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(51 SEEREL

(S|
bl
bb
bTE

(s}
bl
b5
b7E

Seerel_ EFF/Lynch-193
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DECLASZIFIEL BY 65179 /DMH/BAW/5TF/bls
ON 0l-1z-z011

From: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Sent: Monday, August 04, 2008 12:13 PM

To: rSABQJ_SH.EEBX_El(OGC) =08 ~|©oTD) (FBI) »6
Cc: (OGC) (FBI) b7C

Subject: RE: Special Project
SECRET// ORN
RECO IAS,268-H

Sherry,

b5
b
b7C
h7E
Anthony P. DiClemente
Chief, Data Acquisition / Intercept Section
Operational Technology Division b
b6
b7C
From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, July 29, 2008 9:53 AM
To: DICLEMENTE, ANTHONY P, (OTD)(FBI);|:|OTD) (FBI) 06
c ED;TW:(OGC) (o b7C
Subject: T
SE T/IMOFORN
RECO AS,268-HQ
7 ~
b6
b7C
b5
Following discussions wit | }-w@
b5
h7E
bs
b7E

Thanx.

EFF/Lynch-196
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DECLA3SSIFIED BY 65179/DMH/EAW/STP/bls
am 01-12-2011

From: SABOL, SHERRY E. (OGC) (FBI)
Sent: I_ﬂegmmmﬂlzg, 2008 251 PM
To: (OGC) (FBI) b6
Subject: FW: Special Project b7C
SESRETUKOFORN
RECOR) DIAS.268-HQ
b6
[ ] o
This appears to be the last communication | have] b5
b7E
Sherry E. Sabol
Section Chief
Science and Technology Law Office
Office of the General Counsel b2
HQ: b6
Chantilly: b7C
bb
P BERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL
From: DICLEMENTE, ANTHONY P. (OTD) (FBI)
Sent: Monday, August 04, 2008 12:13
To: (0GC) (FBI)IBM:IOTD) () DO
Cc: &fﬁ (OGC) (FBI) b7C
Subject: RE: Special Project
REFINOFORN
RE D DIAS,268-HQ
Sherry, b5
b6
bc
bTE

Anthony P. DiClemente
Chief, Data Acquisition / Intercept Section
Operational Technology Division

b2
bé
bic

From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, July 29, 2008 9:53 AM
To: DICLEMENTE, ANTHONY P. (OTD) (FBI)

ce: |_5—_;| (0GC) (FBI)
Subject: pecial Project

SE%ETIINOFORN

b6

OTD) (FBI) pi7cC

EFF/Lynch-198
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REC_Q’BQ DIAS,268-HQ

b6

TonD b7C

Following discussions wit]

Thanx.

/
T Filel / |>> T;?E
D RIVED/FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigdtions
DECLASSIFY ON: 20330616
SECRET/NOFORN

D IVZD FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

ln!Esfgations
DECL/ASSIFY ON: 20330616

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Invebtigations

DECLASSIFY ON: 20330616
SHCRET//NOFORN

EFF/Lynch-199

b5

b6
p7C

5 &

7

b7E

b5
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__Case3:10-cv-04892-RS DW Filed04/27/12 Pagel55 of 225
DATE: 01-12-2011

REASON: 1.4 (o) ALL INFORMATION CONTAINED
e e S HERETN IS UNCLASSIFIED EXCEPT
DECLASSIFY ON: 01-12-2036 URERE SHOUN DTEREITSE
From: SABOL, SHERRY E. (OGC) (FBI)
Sent: r 29 2008 3113 PM -
To: ) (FBI), TAEBQ.N.IJALEB.LE_F_OGC) (FBI) g;c
Cc: OGC (FBI (OGC) (FBI) ’
Subject: RE:| |
_SEeReT e

RECORD FISA

land | have discussed this and |was here last week 1 ' bl

L
5
20, =3
e

bl
b5
b6
b7C
b7D
b7E

| advised t Ial

[T mentioned to

4

[o e eRRe)
~ oy
(a0 o S

} spoke with Tony DiClemente about this today - | believe OTD will

reach out td

bl
b5
b7D
b7E

L
-—

k'r._
bo
b7cC
b7E

o g
g
2

o

Sherry E. Sabol
Section Chief

EFF/Lynch-200

Bt
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T

Science and Technology Law Office

Offic Counsel
HQ:
Chantilly:

bb: |
PRIVITEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

From: OGC) (FBI) b6
Sent: ber 29, 2008 1:07 PM v7
To: (OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)

Cc: SAﬁRRv E. (OGC) (FBI)

Subject: RE Eb5

UNCLASSIFIED b7D

NON-RECORD

We scheduled and then cancelled this brief. Valerie, you had asked a question of Sherry but she
had not received a copy of the memo. May | suggest that we try to schedule a meeting for
resolution of this matter the week after next?|

DGC, National Security Law Branch

Office of the General Counsel ba
Room b6
biC

From: | |(OGC) (FBI) ' b6
Sent: uesday, ober 28, 2008 1:55 P b7C
To: CAF&,ERIE E. (OGC) (FBI) OGC) (FBI)

Subject: FW

b5
UNCLASSIFIED bIE
NON-RECORD
:b5
| | am getting dinged on this on a regular E:

basis. ©IE

his is still on hold.

Assistant General Counsel

Natlonal Security Law Branch ;b2
Office of General Counsel FBI b6
Voice b7C
Pager
Secure Fax
Fax
From: ~ [cotDy (FBD) e

EFF/Lynch-201

SRl

b2

oo
AP,
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Sent: .Mammneu[s, 2008 12:43 PM
To: NH) (FBI)

b&
LY — T m—
Subject: }
bS
UNCLASSIFIED b7E
NON-RECORD
b5
| | 've copied AGd:erein as|  bo
know he has some knowledge of the issue. }}27(3
b7E
From: (NH) (FBI)
Sent: mﬁ 21, 2008 9:00 AM
To: QTD) (FBI) b7C
Cc: (NH) (FBI)
Subject: | bs
UNCLASSIFIED bIE
NON-RECORD
b6
[ 1] oI 5o
b7D
| ] b7E
| .
New Haven b2
| | bt
biC

UNCLASSIFIED

DERWEDR FROM: Multiple Sources
DECLASSIFY ON: 20331029

T

EFF/Lynch-202

T
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From bGo) (0Ga)  ve
Sent: Tuesday, November 24,2009 10:17 PM  °7C
To{ [OGC) (FBI)

Subject:| | 25

DECLASSIFIED BY &5179/DMH/EAW/3TR/bls

N 01-12-2011
S}QB%TII_NQEQRH
RECORD xx

| have been having trouble with my FBI net so sorry for the late response.

Thanks -- this is helpful. For what it is worth -- | think this went very well. nd|:lalways do such a great b7C

job and the Court really responds to both of them. [ really like getting them before the judges -- | think it is very
good for the FBI because of the goodwill they always engender. Please pass along my thanks to them for always
being so accomodating for the FISC meetings.

Thanks -: fﬁc

Erom:| |(OGC) (FBI) bé
Sent: Friday, November 13, 2009 6:16 AM  b7C
Tof [OGC) (0GA)

Subject] | b5

%ET//NOFORN
ECORD xx

This is what caused a bit of a stir.

bTE

| |

Deputy General Counsel b2
National Security Law Branch ';;c
Office of the General Counsel

From:| |
Sent: Tuesday, November 10, 2009 6:28 PM b6
To: SABOL, SHERRY E. (OGC) (FBI) b7

cq ___l(0GC) (FBD] | (OGC) (0GA)
Su b]ectl | b5

I might have missed you for the day.. \
| |Will you forwar nd have him coordinate w1tr1 lan -l am
really hobbled not having access to my e-mail on et.

As | have discussed witﬂ land| E?c
| ] EFF/Lynch-203 BB

-1 Ay U0

ol oxlionlivy

file:/A\Fbinetw30hssld-hql\Homel]  My%20Documents\EFF%20Litigation\RE... 12/14/2010 25
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[ know|:]is out of the country so|::|and | are working on scheduling a SVTC for a prep session on b6

Monday. | would propose early afternoon, say noon or 1:00....

b7C

From:
Sent:

Tuesday, November 10, 2009 6:01 PM 'b6

To: 'SABOL, SHERRY E. (OGC) (FBLY;] loGe) (0GA)

Cc: kFBI)
Subject b5 b5

file:/A\\Fbin

b6
Sherry-my fbinet email is not working. will you call me at| b7cC
b7E
From: SABOL, SHERRY E. (OGC) (FBI)|7 ,
Sent: Tuesday, November 10, 2009 5:15 PM b&
[OGC) (OGA) b7cC
(OGC) (OGA);| KFBD)] ]
b5
b5
b7E
From: | [0GC) (0GA)
Sent: Tuesday, November 10, )ZOFOBQI 5:10 PM be
To SABOL, SHERRY E. (OGC) ( '
I tOGC) (OGAY | coGe) (Feny| b7C
Subject: | ] I b5
m},&q//NQFoRN
RECORD FISC
Sherry,
b5
b7E
EFF/Lynch-204
et\r30hss1d-hql\Homel My%20Documents\EFF%20Litigation\RE... 12/14/2010 MUC
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Iﬁxﬁagain,

[ 1

National Security Division, Office of Intelligence
United States Department of Justice
office)

pager)

From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, November 10, 2009 3:44 PM
To:

Subject: L

SEeKET/INOFORN
RECORD FISC

:lPlease see the attached emails.

b5

b6
bic

: l IOGC) (OGA)
: OGC) (OGA); SIEGEL, STEVEN N. (OGC) (FBI)
|

Filed04/27/12 Pagel60 of 22yge 3 of 4

b2

b7C

b6
bic

b5
b7E

Sherry.

<< File:]

" bé
b7C

From: | !OGC) (OGA)
Sent: Tuesday, November 10, 2009 3:16 PM
To:

SABOL .
Subject:

SEBRET/INOFORN
RECORD FISC

b5

Hi Sherry,

Hope all is we!l.|

| bl

b/E

just wanted to make sure | planned accordingly.)

Thanks s¢ much,

United Statgs Department of Justice
(office)
(pager)

From: SABOL, SHERRY E. (OGC) (FBI)

koco) ¢

b5

file//A\Fbinet\r30hssld-hql\Home] __ My%20Documents\EFF%20Litigation\RE. .

Sent._Eng_aLQ_ngi 30, 2009 2:50 PM
To: QGC) (OGA)F(OGC) (OGA)

[I am on emergency duty this week and

b2

| | b&
ational Security Division, Office of Intelligence 5.

bo
b7C

- EFF/Lynch-205

;b6
12/14/2010 ©7¢
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ALL INFORMATION CONTAINED

From: SABOL, SHERRY E. (OGC) (FBI) HEREIN I$ UNCLASSIFIED EXCEPT
Sent: Monday, November 30, 2009 10:58 AM WHERE ~HOWN OTHERWISE
To:l |
b6
Cc: CAPRONI, VALERIE E_(OGC) (FBI)] [OGC) (FBI)| | p7e
(QGOY (FBD l(OGC) (FBI)
Subject: FW:l | b5

DATE: 0l-12-2011

' E;g CLASSIFIED BY £5179/DMH/BAW/STF /bls
Importance: High REAZON: 1.4 {c,d)
bl DECLASSIFY ON: 0l-12-2036
7D
b7E
All -please see the attached proposed agenda and list of attendees lvhich | just received.

Please advise how the Department would like to proceed.
Thank you.

Sherry.

Sherry,

| have included below a proposed agenda and list of attendees. The agenda is based on previous discussions

that we have had regarding add/delete/change/refine those points as you see fit. | am going b
to forward this information tJ |so he can make the final arrangements for our visit by hopefully 7€
COB today?

‘Agenda: b5
bTE

b5
b7E

b5
bTE

b5
b7E

b5
bTE

b5
b7D
b7E

2

SECCT Errynch-207

file:/\Fbinetw30hssld-hql\Homel  y%20Documents\EFF%20Litigation\F...  12/14/2010 57¢
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DECLASSIFIED EBY &517%/DMH/EAUW/STF/hls
ON 0l-1z-2011

From: [CyD) (FBI) _
Sent: Friday, November 12, 2010 11:10 AM be
To [(0O) (FBI) bic
Cc (CyD)(FBI)

Subject: Upcoming Director's Meetings

Importance: High

b6
b7C

S%(é//NOFORN

Listed below are the response | received regarding talking points for the Director.

| hope this helps. Let me know if you need any additional information.

VR b6
b/C

| Ihaq heen verv sunnortive of criminal investigations in the fallowing wavs:

b5
bIE

. b5
:lFinal Revised version sent on 11/12/2010, at 6pm appears below): b7E

20101111.Director'
s Meeting wi...

4

Issues for Director
visit.wpd ...

SBRRET//NOFORN

EFF/Lynch-212
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ALL INFORMATION COMNTAINED
HEREIN IS UNCLASSIFIED
DATE 01-12-2011 BY &65179/DMH/BAW/STP/bls

— — ) - b5
Director Mueller’s Talking Points Request fon | bIE

FBIHQ/Cyber/SOIS/ATOU Input

Topic: Relative to the effective and efficient cooperation and assistance received from

Issue 13|

Issue 2: ‘ |

Issue 3] ]

b3
b5
b7E

Issue 4:|

EFF/Lynch-213

b5
b7k

b3
b5
b7E

oo
noLs
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DATE: 01-12-2011
CLASSIFIED EY 65179/DMH/BAW/STE/bls
FEASON: 1.4 (g

DECLAZZIFY ON: Gl-12-2036

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEFT
WHERE 5HOWN OTHERIWISE

SERRET /NOFORN

b5
b7E

(S) San Francisco is assignedl

(5]
(U) A major obstacle is
(1) At one time in the recent past,|
(U] Inay have an issue with|
I
(1)

ey

NOFORN
EFF/Lynch-215

b
b5
bLTE

»HITE

b5
b7E

b5
b'/E

DB

b5
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DECLAZSIFIED BY &5179/DMH/BEAW/STP/bls
ON 01-12-2011

From:| koyD) (FBI)

Sent: Monday, November 15, 2010 10:09 AM

To{ (Do) (FBI);| [(DO)(FBI) b6

Cc: HQ-DIV16-EXECUTIVE-STAEE. [l(CyD)(FBI) CyD)(FBI); P’
|(cyD) (FBi);| (CyD) (FBI) (CyD) (FBI);

[(CyD) (FBT)

Subject: FW: Upcoming Director's Meetings

Importance: High .

For All:

b5
Here is the CyD response for the Director’s Office from last week. | attached the most recent bE
version of thel_:liocument provided byIZlEverything else remained unchanged. b7cC

VR%'
' b2

b6
ssa[ | b7C

C%ber Division, Executive Staff

From| |(cyD) (FBI)
Sent: Friday, November 12, 2010 11:10 AM b6

To: kDO) (FBI) pic
Cc: yD)(FBI)
Subject: Upcoming Director's Meetings

Importance: High

S%ET//NOFORN
—1
biC

Listed below are the response | received regarding talking points for the Director.

| hope this helps. Let me know if you need any additional information.

VR/ b6
b7c

Microsoft has been very supportive of criminal investigations in the following ways:

b5
b7E

EFF/Lynch-217
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_SEERET

SECRET//ORCON.NOFORN
RECORD 220A

From: I Y GED) bé
Sent: Friday, May 28, 2010 12:41 PM b7C

To: (NY) (FBI)
Cc: (NY) (FBI)
Subject: RE: Review o BITE

SECREJ//ORCON,NOFORN
RECQORD 220A

We'll do.

Thanks

—

Supervisory Foreign Language Program Coordinator
ID-22 Unit 4, Chelsea Building, New York

fax)

STE)

lcei)
From: | N
Sent: Friday, May 28, 2010 12:35 PM bicC
To: NY) (FBI)
Cc: NY) (FBI)
Subject: Review off BIE
Importance: High ’

SEGRET//ORCON,NOFORN
RECORD 220A

b6

[ 1 °F
Re:lZl b7k

ALL INFORMATION CONTAINED
HEREIN IS UNCLAZSIFIED EXCEFT
WHERE SHOWN OTHERWISE

DATE: 01-12-2011
CLASSIFIED BY 65179 /DMH/BAW/STF/bls
REAZON: 1.4 (c)

CECLASSIFY ON: 0l-1z-203

n )

b2
b6
b7cC

As we discussed today, please remindl

e

(2] /§Egﬂ:ﬁ’\ EFF/Lynch-219
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ALL INFOEMATION CONTAINED

: b6 HEREIN I% UNCLASSIFIED EXCEPT
g:::tn | ' 08, 201t oC[1):)5(1F Ell\)n bc WHERE SHOWN OTHERWISE
To: (OGC) (OGA)
Subject: FW; bIE
Attachments: ib-cyd-20061219-ufouo.pdf DATE: 01-12-Z011

ET//NOFORN CLASSIFIED EY 65179 /DMH/BAW/STE/bls
RECORD 220C ' REASON: 1.4 {c)

DECLAZSIFY OM: 0Dl-1z-2036

From: (DI)(FBI) b6
Sent: 010 10:30 AM 7C
To: (CD) (FBI) b
Cc | |(cTDy) (FBI)
Subject: " ]

L7E

SEERET/NOFORN
RECORD 220C

|:| Is there any information you might be able to pass along tD Thanks. b6

b7cC
ib-cyd-20061219-uf
ouo.pdf (76 ...
From: 1 ko) (Fey PO

Sent: ' 010 10:21AM P7C
To: | % i(DI)(FBI)

Subject: FW] b7E

Importance: Hig

SE%ET//NOFORN
RECORD 220C

‘ _ b6

I:lhave you seen anything on this? Thanks[l B7C

From: | Iy (FaD) be

Sent: riday, Jan 010 10:00 AM .b7C

To: CD) (FBI)

Cc: (FBI)

Subject:

Importance: g bTE

SE,QRETIINOFORN

EFF/Lynch-221

ol
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RECORD 220C

[ ] o

SA .
Miami Division }ii
Squad T-6 b7C
Desk

Cell:

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

InvedYgations
DECYASSIFICATION EXEMPTION 1
SEZRETHNOFORN

7 N\

DERIV‘ED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence

Invesfigations
DEQUASSIFICATION EXEMPTION 1
SE¢R\ET//NOFORN

DERIV%D FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DEQYASSIFICATION EXEMPTION 1
SEQR, \ETﬁJOFORN

DlengROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
invesfigations

DEGLASSIFICATION EXEMPTION 1

SECRET//INOFORN

S
%Lynch—zzz
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ALL INFORMATION CONTAINED
HEREIN I3 UNCLAZIIFIED EXCEPT
WHERE 3HOWUN OTHERWISE

From: | l(CD) (FBI)
Sent: i

_En.d.aua.mmz_na_ﬁmo 12:21 PM
To: (TP) (EBL |(coy (FBI:
—I_I(BS) (FBI); [(cD) (FBI)
(CDY(FBN]

[[CD) (FBI [(CD)
(FBN] KCD) (FBI)] [CD) (FBI);
(CD) (EBIT [(CD) (EBI):
——— o (CON)| [D1) (FBI] |
(PXMERN |
Cc: — CTD) (FBI -
Subject: FW| | Zb7E( ) (P80 DATE : Dl_lz_,."/.Uli G TR T ST
SE T//INOFORN . I,L.T&E?IFIED BY 6&5179/DMH/BAW/ZTP fhle
RECORD 220C EELS0N: 1.4 ic}
_— DECLASSIFY OM: 01-12-20386
b6
|:| FYlo Please contac{____before forwarding. Thanks |::| b7C
b7E
From: | [(cTD) (FBI)
Sent: i 010 11:12 AM b
S — T
Subject: RE
b7E
SECRET/NOFORN

RECORD 220C

bl

bIE

EFF/Lynch-225
3 (T

b6
b7C
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| know that wasn't the answer you had hoped for, but | hope it helps none-the-less. Let me know if
you have any more questions, or need anything else,

Cheirs,

b2
IAr 4' b6

f

"If a man does not know to which port he is sailing, no wind is favorable "

X)ERIVED FRQM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
ﬁwestiqations .

OECLASSIFIJATION EXEMPTION 1

SECRET//INOFORN

DBRRIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
InVestigatiors
DELLASSIFICATION EXEMPTION 1
SECRET//INGFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterinteiligence
Invegtigatigns

DECLASSIFICATION EXEMPTION 1

SECRET//NOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence

Investigatfons
DECL%S FICATION EXEMPTION 1
SECRET/NOFORN

DERIVEUFROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigdtions :

DECLASBIFICATION EXEMPTION 1

SECRET{INOFORN

DERIVEL\ROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investightibns
DECLAS$SIFICATION EXEMPTION 1

SECREJ//NOFORN

EFF/Lynch-226

SESRET

bb

bTE
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HEFEIN I35 UNCLASSIFIED EXCEFT CLASSIFIED EY 65175 /DMH/BAW/STF/bls
WHERE 3HOWN CTHERWISE REAZON: 1.4 (c)

DECLASSIFY OM: 0l-12-20328

Thanks for the email, good to hear from you again. That is an interesting question, and a tough bic
one to answer, but here goes. | speak for the CTD side, because that is what | am most famihar
with, but this all applies to Cl as well:

o o
~J
r

| know that wasn't the answer you had hoped for, but | hope it helps none-the-less. Let me know if
you have any more questions, or need anything else,

b2

. B
ECET | ¢

“If a man does not know to which port he is sailing, no wind is favorable.”

From: L [ (ones _
Sent: Eridav lanpary 08 2010 10:30 AM b6
To: | lcco) (Fa1) b7C
cc: 1 [ (cTD) (FBI)

Subject: RE: Skype

EFF/Lynch-228

ol



Case3:10-cv-04892-RS Document56 Filed04/27/12 Pagel72 of 225

SECKET//NOFORN
RECORD 220C

Sowe

b7E
Is there any information you might be able to pass along toDThanks. £6ﬁ

<< File: ib-cyd-20061219-ufouo.pdf >>

From: | fco) (B bo

Sent: Friday, January 08, 2010 10:21 AM biC

To: (DI)(FBI)

Subject: : .

Importance: High b7E

SECKET//NOFORN

RECORD 220C

b6

D have you seen anything on this? Thanks!|:| bic

From: | |(MM)(FBD b6

Sent: Friday, January 08, 2010 10:00 AM bC

To: [co) (FBI)

Cc: , (MM) (FBL)

Subject:

Importance: High b7E

SERRET//NOFORN

RECORD 220C

b6
[ ] o
pl
| b5
=y b7E

SA _

Miami Division b2

Squad T-6 b6

Des b7C

Cell:

DERIVED FRM(G% FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigahosis

DECLA? ATION EXEMPTION 1

N

EFF/Lynch-229

ol
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LLL INFORMATION CONTAINED
HEFEIN IS UNCLAZSIFIED EXCEPT
WHERE SHOWN OTHERWISE

From: | kco) (FBI)

Sent; I 08, 2010 11:55 AM be

To: | (MM) (FBIY] vy (FBIy P7C

Subject: FW bR

SECRET/INOFORN DATE: 01-12-2011

RECORD 220C CLASSIFIED BY €S173/DMH/BAW/STE/bls
FELZON: 1.4 (c)
DECLASSIFY ON: 0l-1Z-2038

From: | [ (ony(FB) bE

Sent: i 011:17 AM . biC

To ﬁ%‘ﬂ'ﬂ‘m Fan o) e

Subject: RE ]

bT7E
SEBRET/NOFORN

RECORD 220C

Great!
:b6
Good to hear from you as well|:|Thanks for the detailed response - much appreciated! bic
e, b6
b7C
From: | [(cTo) (FBY) b
Sent: rriday, January 08, 2010 11:12 AM :
To: COIGE I O YG:)) bic
Subject: ; ]
b7E
SEOKET/NOFORN

RECORD 220C
b7C
Thanks for the email, good to hear from you again. That is an interesting question, and a tough

one to answer, but here goes. | speak for the CTD side, because that is what | am most familiar
with, but this all applies to Cl as well:

M EFF/Lynch-231
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_—SFERLL

I know that wasn't the answer you had hoped for, but | hope it helps none-the-less. Let me know if
you have any more questions, or need anything else,

Cheers,

'_b2
lA] | :bG
ECAU b7C

| i

"If a man does not know to which port he is sailing, no wind 1s favorable "

From: (D1)(FBI) b6
Sent: nday, Janua 2010 10:30 AM b7C
To: kco) (Far)

Cei (CTD) (FBI)

Subject: . BIE
SECRET//INOFORN

RECORD 220C

|—_—|- Is there any information you might be able to pass along tolZlThanks, B7C

j A

<< File: ib-cyd-20061219-ufouo.pdf >>

From: | CD) (FBI) b6
Sent: Friday, January 08, 2010 10:21 AM ~ D7C
To: % (DI)(FBI)

Subject: FW ]

Importance: Hig bTE
sr:'g({zT//NOFORN

EFF/Lynch-232

SeREl

o
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RECORD 220C

|:|have you seen anything on this? Thanks!l___l

From: l [(vm) (FBI) .
Sent: Tiday, January 08, 2010 10:00 AM”

To:
Cc:
Subject:
Importance: g

§,§QET//NOFORN

RECORD 220C

[ ]

(CD) (FBI)  D7C
) (FBI)
b7E

b6
k7C

Filed04/27/12 Pagel75 of 225

b6
b7C

o
—

bl
b5
b7E

SA|
Miami Division
Squad T-6

Des
Cell:

b2
b6
k78

DERIVED FROM: G/3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Invéstigations
DE&ASSIFICATI N EXEMPTION 1

SECRET//NOFORN

DERl\XD FRO!\[G-S FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

investigations
DECLASSIFICATION EXEMPTION 1
SECRET/WNOFORN

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigatibns
DECLAS#HEATION EXEMPTION 1

SECRET/NORORN

DERIVJ) FRO&\ G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Invest{gations
DECL/ASSIFICATION EXEMPTION 1

SECRET//NOFORN

EFF/Lynch-233

SpeRET
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DATE: 01-12-2011
CLASSIFIED BY 65179 DMH/BAW/ETP/bls
FEASON: 1.4 (o)

From: | h:D)(FBl) DECLASSIFY OM: 01-12-2036

Sent: Friday, January 08, 2010 11:55 AM b6

To: | [(D1y(FBI) [(CTD) (FBI)  b7C

Subject: RE: b7E

SEGRET/INOFORN

RECORD 220C ALL INFORMATION CONTAINED

- . HEREIN I3 UNCLASSIFIED EXCEPT
o WHERE SHOWN OTHERWISE

Wow -- Thankslzl Z}}z?c

From: | _|coneesn)

Sent: Friday, January 08, 2010 11:17 AM b6

To: CTD) (FBI) (CD) (FBI)  D7C

sbect: 5

SECRET/INOFORN

RECORD 220C

Great!
b6

Good to hear from you as wel[ZlThanks for the detailed response - much appreciated! b7¢C
Take care b6
From: | |(CTD) (FBI) b6
Sent: i 010 11:12 AM b7C
To: onre;[ Jeoy(ren
Subject: BIE
SECRET//NOFORN '
RECORD 220C

b6

b7C

Thanks for the email, good to hear from you again. That is an interesting question, and a tough
one to answer, but here goes. | speak for the CTD side, because that is what | am most familiar
with, but this all applies to Cl as well:

b1
b
b7E

EFF/Lynch-235



—_—

2

Case3:10-cv-04892-RS DocudeOMZ?/lZ Pagel77 of 225

I know that wasn't the answer you had hoped for, but | hope it helps none-the-less. Let me know if

you have any more questions, or need anything else,

Cheers,
L] .
4 L

"If a man does not know to which port he is sailing, no wind is favorable."

From: | NG b6
Sent: Friday, January 08, 2010 10:30 AM 1,7 ¢
To: [co) (FBI)

Cc: (CTD) (FBI)
Subject: b7E
SEGHET/NOFORN

RECORD 220C

I:Ils there any information you might be able to pass along to Thanks.

<< File: ib-cyd-20061219-ufouo.pdf >>

From: | [(coy (FaD) b6
Sent: Friday, January 08, 2010 10:2t AM  b7/C
To: [ KDI)(FBI)

Subject: W
Importance: Hig]r——l b7E
SEQ/E\?é’//NOFORN

EFF/Lynch-236

__SEeREL_

b6
b7cC

b7E
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SESREL_

RECORD 220C

|:|have you seen anything on this? Thanks|:|
From: | |(MM) (FBD) bé
Sent: Friday, January 08, 2010 10:00 AM  p7C

To: (CD) (FBI)
Cc: (MM) (FBI)
Subject: _
Importance: Hig bIE

SEGRET//NOFORN

RECORD 220C

DG
(5]
$4
Miami DiviSion b2
Squad T- b6
Des b7C
Cel/] |

DERIVED FRC/M: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigation
DECLASSIFifATION EXEMPTION 1

SECRET/NQFORN

DERIVED /ROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

invest{gafions
DECLES%IFICATION EXEMPTION 1

SECREVY//NOFORN

DERIVZD\fROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlintelligence
invesfigati§ns
DECjASSI%CATION EXEMPTION 1

SECRET//NQFORN

IVED FRCBV! G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Inéestlgatlons \
CLASSIFICARXION EXEMPTION 1

sIECRET//NOFOF%N

- EFF/Lynch-237

SEERET

bb
bTE

-
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AY

DATE: 01-12-2011
CLASSIFIED EY 65179/DMH/EAW/STE/bLls
REASON: 1.4 (c)
DECLASSIFY ON: 0l-12-2036
b6

_tmmy (FBY  PTC

From: | kCD)(FBD
Sent: i 010 10:33 AM
To: | i(MM) (FBIY__
Subject: Fw| | bTE
Attachments: ib-cyd-20061218-ufouo.pdf
SECRET//NOFORN

RECORD 220C

From: | | (DI)(FBI) b6
Sent: Friday, January 08, 2010 10:30 AM b7C
To: [CD) (FBI)
Cc: [CT0) (FBI)
Subject: :

b7E
SEGRET//INOFORN

RECORD 220C

ALL INFORMATION CONTAINED
HEPEIN I% UNCLASZIFIED EXCERT
WHERE SHOWN OTHERUISE

b7E

|:|— Is there any information you might be able to pass along to:IThanks. b&

A

- Jeots

ib-cyd-20061219-uf
ouo.pdf (76 ...

RE%géD 220C
b6

—

b7icC

" bl
bS
bTE

SA
Miami Division
Squad T-6

DesH
Cell:

b2
b6
b7C

DERIVED FROM: G-3 FBI ClassifiM& dated 1/97, Foreign Counterintelligence

EFF/Lynch-239

STower
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From: I [CD) (FBI)

Sent: I..En’.d.as;.lamm@ﬁ_ﬁ(m 10:32 AM
To: (DI)(FBI)

Subject: RE:
SBERET/NOFORN
RECORD 220C

bTE

Thanks!!
From: ] [ conFen
Sent: Friday, January 08, 2010 10:30 AM
To: [CD) (FBI)
Cc: 1(CTD) (FBI)
Subject: RE:

I_I b7E
SECRET/INOFORN

RECORD 220C

ko
bicC

ALL INFORMATION CONTAIMED
HEREIN IS UNCLASSIFIED EXCEPT
WHEFE Z5HOWHN OTHERWIZE

DATE: 01l-12-2011

CLASSIFIED BY 65173/DMH/BAU/STE/bls
FEAZON: 1.4 (c)

DECLASSIFY ON: 01-12-2036

I:lls there any information you might be able to pass along to |:|Thanks, b6

<< File: ib-cyd-20061219-ufouo. pdf >>

b7C

b6
From: [ |(cD) (F8) b7C
Sent: Friday, January 08, 2010 10:21 AM ’
To: | |(DI)(FBI)
Subject: FW
Importance: Hig pT7E
SEQEET//NOFORN
RECORD 220C
_b6
ave you seen anything on this? Thanks|:| b7C

From: | |(MM) (FBI) bé
Sent: I_Eﬂm_lanuam_zlmo 10:00 AM 1, 7¢
To: CD) (FBI)
Cc: (MM) (FBI)
Subject:
Importance: High b7E
SERKET/NOFORN
RECORD 220C

he

b5
b7E

S
N EFF/Lynch-243
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S| |
Miami Division b2
Squad T-6 b6
Cell:

DERIVED FROI‘JI: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Infvestigations '

DRECLASSIFICATION EXEMPTION 1

SECRET/NOFORN

DERJVED FRZM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence

Inve%tigatio?s
DECLNASSIFICATION EXEMPTION 1

SECRET/NQFORN

DERIV&D JROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investidatfons
DECLASSIFICATION EXEMPTION 1
SECRETYNOFORN

DERIVEAROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

investigatibns
DECLAESI%ICATION EXEMPTION 1

SECRHET/NDPFORN

EFF/Lynch-244

SpeRel

b5
b7E
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ALL INFORMATION CONTAINED
HEREIN I5 UNCLAZIIFIEDL EXCEFT

From: | |(D|)(FBI) bé

Sent: Fridav_January 08 2010 10:30 AM  ©7C
To: (CD) (FBIy

WHERE SHOWN OTHERWISE

Ce: (CTD) (FBI) DATE: 01-12-2011
Subject: RE: B7E CLAZSIFIED EY 65173/DMH/BAW/STEF/bls3

REAZON: ')
Attachments: ib-cyd-20061219-ufouc.pdf DECLAS3IFY Ol-12-2036
SEGRET//NOFORN
RECORD 220C
b7E
|:|— Is there any information you might be able to pass along to Dhanks, b6
b7C
ib-cyd-20061219-uf
ouo.pdf (76 ...
From: [ |(?>) (FBI) 0o
Sent: Friday, January 08, 2010 10:21 AM  R7C
To: L. (DI)(FBI)
Subject: FW b7E
Importance: Higf
SECRET//NOFORN
RECORD 220C
b6
Dhave you seen anything on this? Thanks!|:| b7c
From: ] Jom) (FBI) be
Sent: _Eddaumﬂﬂ_iow 10:00 AM n7C
To:  KCD) (F8I)
Cc: (MM) (FBI)
Subject: b7E
Importance: [¥]
SEQRET/INOFORN
RECORD 220C
b6
e
N bl
LS b5
b7E

EFF/Lynch-245

et
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I:I have you seen anything on this? Thanks\D b7C
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ALL INFORMATION CONTAINED
HEREIN IS UNCLAZ3SIFIED EXCEPT

Erom: | I(CD)(FBI) e WHERE SHOWN OTHERWISE
Sent: i 10 10:21 AM b7¢
To: | kDI)(FBl)
Subject: FW bTE DATE: 0l1-12-2011
' CLASSIFIED EBY 65179 /DHH/BAW/STP/hls
Importance: High REASON: 1.4 (c)
SMET//NOFORN DECLASSIFY ON: 0l-12-2036

RECORD 220C

b6

From: l tMM) (FBI) b6
Sent: Eridav, January 08, 2010 10:00 AM 1,7 ¢
To: (CD) (FBI)

Cc: ) (FBI)

Subject: b7E

Importance:

SECﬁér/INOFORN

RECORD 220C

b1l
b5
b7E

SA o
Miamr Division :b ¢
Squad T-6 B
Desk

Cell:

DER\VED FRQ{M: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Invesdtigatiops
DEC&&SSI?ICATION EXEMPTION 1

SECRET/NOFORN

DERIVMFROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterlntelligence
Inves tions

DECI/ASSIFICATION EXEMPTION 1

SECRETANOFORN

EFF/Lynch-249

Soowet
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ALL INFORIMATION CONTAINED
HEFEIN I% UNCLASSIFIED EXCEPT

From: | INY) (FBI) b€ WHEFE SHOWH OTHERWISE
Sent: Thursday, March 06, 2008 7:59 AM £7C
To: [(CD)(FBI) DATE: 01-13-2011
Subject: RE: Verification CLASSIFIED EY 65179/ /DMH/EAU/STP/bls
REASON: 1.4 (c)
Follow Up Flag:  Follow up DECLASSIFY ON: 01-13-2036
Flag Status: Green
SEGRET
RECORD NY 200J
Very nice job on this. Lets hope they follow through.
Thanks,
| L

NYO CD-12 b6

Desk b7C

Secure

Cell
From: [ G b6
Sent: Wednesday, March 05, 2008 3:11 PM b7icC
To: ikm) (FBD)| vy (rB1); Iny) (FB1)
Subject: Verification
S ET
RECORD NY 200J

b6
b6
b7C

I spoke with|

|and she advised the following:

EFF/Lynch-271

SESRET_

bl
b3
bSs
b6
b7

b7C

b7E
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e

1

SAI J :b2

Squad CD-12 b6

New Yorle Office RIC
[ |

STE 1L I

Coll:| 1B

DjIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
lnv tigation

DEC ASSIF ON: 20330305

SECRET

DERI FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investl ations

DECL SIFY ON: 20330305

EFF/Lynch-272

SEEREL
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ALL INFORMATION CONTAINED
HEREIN IS UNCLAZZIFIED EXCEPT
UHERE SHOWN OTHERWIZE

From: I [(NY) (FBI)
Sent: Wednesday. March 05, 2008 3:51 PM bo

To: ||;;V_:|_|(CD)(FB|);| Invy ] bic
NY) (FBIY
Subject: - Verification

DATE: 01-13-2011

Follow Up Flag:  Follow up CLASSIFIED BY 65179 /DMH/BAW/3TF/bl=
Flag Status: Purple FEASON: 1.4 (o)
S T DECLASSIFY OMN: 01-13-2036

RECORD NY 200J

Hi everyone,

| will pass this along| bIE
Thank you for your prompr response.

1

C oo
FIG 13, Unit 3
NYO - Chelsea

From: | |NY) (FBI) be
Sent: ednesday, March 05, 2008 3:11 PM L i
To: |:|(NY) (FBI);[ k) (FBiy;| ~ fvvyesy P
Subject: erification

S@ET
RECORD NY 200J

b6

b6

[ spoke with and she advised the following: brc

bl
b3

\ b6
(S bIA

: b7C
b7E

m EFF/Lynch-273
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_SreRer

b1l
b3
bb
FIR p7A
' b8

1
sA |

Seuad CD-12 E%

New York Otfice b7C
L |

STE I ] B

Cell:[ |

ERIVED FE/OM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Inwestigatigns
DEELAngY ON: 20330305

SECRET

DERI FROM: G-3 FBI Ciassification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DE%AS%FY ON: 20330305
SELRET \

EFF/Lynch-274

SEERET
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WNOFORN

To: Counterintellimence From: Counterintelligence el
Re: (S) 05/04/2009

@( (mn Derived From— 20080301
Decl i n: 05/04/2

=

e

_ ~>< bl

Reference: (95) bl
(S)
(S)
Details: (S)
bl
bTE
(u) rﬁ |provider of
international telecommunications services providing voice over
internet services utilizing VOIP, a recent technology that allows
voice conversations to be transmitted over a data network using
an Internet address, or Internet Protocol (IP), instead of the
traditional phone lines. |
b7E

}DEEF:E/NOFORN

3 EFF/Lynch-276
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MNOFORN

To: Coun Fom: Counterintelligence
Re: (S) 05/04/2009

bl

SHould There De any JUestlions regarding thls matter, the point orf _
contact will he CD-3C Cyber/Telecom Unit, SSA Eé
b7C

_SBeHET/NOFORN

®  EFF/Lynch-282
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“SPSRET /NOFORN

To: Counterintelligence From: Counterintelligence
Re: (S) 05/04/2009 b1l

LEAD (s) :
Set Lead 1: (Action)
BALTIMORE

AT BALTIMORE, MARYILAND

(Q\l

Set Lead 2: (Action)

SAN_ANTONIO

AT AUSTIN, TEXAS

(S)

Set Lead 3: (Action)

WASHINGTON FTIELD

AT WASHINGTON, D.C.

T SESRET/NOFORN

10

EFF/Lynch-283

bl
be

b7C

b7C
L7E
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WOFORN

To: Counterintelligence From: Counterintelligence

Re: (S) 05/04/20089

(Q\I

Set Lead 4: (Action)

ALL RECEIVING OFFICES

(5) r

Set Lead 5: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

ﬂUj'” o S ;§{; For information of CD-3A, CD-3C, CD-3D, CD-3E, and
CD-4R. Redd

nd clear.
Set Lead 6: (Action)
COUNTERINTELLIGENCE

AT WASHINGTON, DC

o |

)SR@NOFORN

Ll EFF/Lynch-284

bl
b6
b7C
b7E
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SEZHET /NOFORN

To: Counterintelligence From: Counterintelligence
Re: (S) 05/04/2009 bl
Set Lead 7: (Action)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

LC

*

__SReTET/NOFORN

12 EFF/Lynch-285
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ALL INFOFMATION CONTAINED

HEREIN IS UNCLASSIFIED
DATE 04-07-2011 BY 65179/DMH/BAw/STP/bls

Congressional Affairs Office
Congressional Contacts

Classiflcation Level: H

; I @ Proactive @ Rezaive | .

Date [ozuzooog] (2065153 -

Entercd: .
@ siefing O Hearmg O sacev O HQov. O Foc O Other SIZTES_M v '
e ) ' n a6
Event Data: j 5)28/2009  Entered By:lﬁ JUnit: ! »IC
. [RAC-SIGF briefing — .- o
Subjact: - Dwisien

b6
OGA Gontact
Parson: L—I ' L bic '
004 T B Date: a | Attended: | .

' Notification:
F8l |See natrative .
1

Particlvants:

COther Padiclpén!s:

Committees ' -
ISubcommittges JH0Use Select intelligence Oversight Panet

b6

' Membars/Staft: [Staffe] f hIC : - ] .
' -7 Outside the Scope

Summary of Evant:

o

bIE

vanced Electronlc Surveillanca - EAD Graver discussed the suscess with CALEA and future gaps we

{must overcome in thege areas

Outside the Scope

Follow Up Action:

EFF/Lynch-307
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f

ALL INFORMATION CONTAINED
HEREIN I3 UNCLISSIFIED

DATE 04-07-2011 BY 65179/DMH/BAw/3TF/bla

Outside the Scope

Fromi !
sen . Y .

b6
To: b7¢C
Cc: '
Subject:| | bIE
Importance: High
[ . PIE
er I beligve they give you a good ovaerview of-thé situation. :b6
|¢| b7C

b5
b7E

EFF/Lynch-309
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l.i.lI.....ll:l.lJ[ZIlllIIIlIIIlilllllllllllll!l.---..

ALL INFORMATION CONTAINED
HEFEIN I35 UNCLASSIFIED B
04-07-2011 BY 55179/ TMH BAw,/STP /blsw

Qutside the Scope

Fr§m|

Sent: TuAsdav. Senfember 28, 2010 1:08 BM . - b6
To: b7C
Cc:

Subject: FW:| b7E

Importance: High

b5
b6
b7cC
b7E

But again, a good view of the issue.

EFF/Lynch-313
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ALL INFORMATION CONTAINED
HEREIN 13 UNCLASSIFIED
DATE 04-08-2011 BY 651759 /DMH/BAW/STP/bls

From{

[(ocA) (FBI)
Sent: Tuesday, September 28, 2010 1:45 PM
To: DO) (FBI)]
(© ; O)(FBI)
Subject: Fw: Background Info bTE

UNCLASSIFIED

NON-RECORD.
b5

| b7E

TN CTer Eb 6
wCongressional Affairs  b7C

From: kOCA) (FBI) )
Sent: Monday, September 27, 2010 10:43 AM
To: OCA) (FBI): DO)(FBI)
Ce: DO) (FBI) DO)(FBI)
Subject: Background Info bTE
UNCLASSIFIED
NON-RECORD

[oo) ([ Joox=sny]

Outside the Scope

b6
b7C

Following up onl

g L

bS5
b7E

UNCLASSIFIED

UNCLASSIFIED -

EFF/Lynch-332

b6
b7C

b5 |
bTE
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ALL ‘INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

b6

B7C DATE 04-08-2011 BY 65178/DMH/BAV/3TP/bls
From: [ ooy (FBI) : b6
Sent: 10 5:54 PM b7C
To: I i(OGC) (FBI; [ |po)oGA) — Joso)

TFBN
Ce: [ koo (e
Subject: T ] ws
Importance: High
Attachments: r J LS
UNCLASSIFIED
NON-RECORD
b5

| have a hard deadline of tomorrow COB - which for the people this goes back to, is 5pm

Would appreciate your thoughts, if you have a moment to share them,

b6
b7C

b5

UNCLASSIFIED

EFF/Lynch-342
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b6 - ALL INFORMATION CONTAINED

b7C HEREIN IS UNCLASSIFIED

' DATE 04-08--2011 BY 65179/DMH/BAW,/ST?, /bls
From: kose) Fai) b6
Sent: Wednes 27,2010 941 A | b7C
To: DO) (FBI); e iernd

il (oicioniza))

Subject: b5

UNCLASSIFIED

NON-RECORD

b5
b6
b7C

Marcus - have you looked at this since Friday's meeting?

From: (DO) (FBI) b6

Sent; uesd. n 010 5:54 PM, :

R e O ey WP
5

Ce: {DNY (ERTY
Subject: | | b
Importance: High

UNCLASSIFIED
NON-RECORD

I have a hard deadline of tomorrow COB - which for the people this goes back to, is Spm.

Would appreciate your thoughts, if you have a moment to share them.
b6
b7cC

<< File: b5

UNCLASSIFIED

UNCLASSIFIED

EFF/Lynch-345




Case3:10-cv-04892-RS Document56 Filed04/27/12 Pagel99 of 225

ALL INFURMATION CONTAINED

bé HE_TREIH 13 UNCLASSIFIED
b7C ) DATE 04-08-2011 BY 65179 /DMH/BAW/STP /bls
From: DO) (FBI be
Sent: Lwﬁm_.ianuam_ze A 5:5)6 PM p7C
To: (SF)(FBI)
Cc: [(DO) (FBI)! [DO) (FBI)
Subject: m.-..] b5

UNCLASSIFIED
NON-RECORD

b5
b6
b7C

I'will do my very best to get it back to you by COB Wed. 'm on the HIll much of the day, Sut will work as fast as | can

b5

But Il see what | can get you all,
b6
b7C
From: | [ooy (ren) b6

Sent: T 6, 2010 2:51 PM b7cC
To: ] DO) (FBI)

Subject: . :
Importance: ' b5.

UNCLASSIFIED
NON-RECORD

Hello again,

Could you update and send it back our way by COB b3

TOTTTOTTOW {VVeUnesaay, January 2710)7

<< File| b b3
| | o b6
€ Affairs Specialist b7C

essional Affairs

UNCLASSIFIED

UNCLASSIFIED

EFF/Lynch-346
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LAW ENFORCEMENT SENSITIVE

ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
Examples DATE 04-08-2011 EY 6517%/DMH/BAW/5TP bls
December 8, 2009
NOT FOR RELEASE OUTSIDE OF THE DOJ ISP WORKING GROUP

Example (positive)

LD

b TE

| The mvestigation involved a sophisticated and

extremely organized group| Jinvolved in the prolific
trade/distribution of child porncgraphy.

As a result of an 18 month undercover investigation entitled Operation Achilles, during
2008, 14 U.S. citizens were charged in a 40 count criminal indictment to include: Child
Exploitation Enterprise, Advertisement of CP, Transportation of CP, Receipt of CP, Conspiracy
to carry-out the aforementioned substantive charges, and Obstruction of Justice. Seven
defendants entered pre-trial guilty pleas to all indicted charges and were subsequently sentenced
to prison terms ranging from 13-30 years. The remaining seven defendants participated in a
joint/simultaneous federal criminal trial in the Northern District of Florida. Referenced trial
concluded with the jury findine all seven defendants ouiltv and all were all subsequently

sentenced to life in prison.

b1D
ble

Without - - tthe investigation would not

have been as successful as noted herein] fwas critical in identifying subjects
and dismantling a child pornography ring.

LExample (positive)

b1b
blE

EFF/Lynch-363

LAW ENFORCEMENT SENSITIVE
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LAW ENFORCEMENT SENSITIVE

ble
Philadelphia Division initiated an investigation and subsequently identified the subject.
the subject was indicted and charged with possession and distribution of child
pornography. he subject was arrested without incident and released after his initial
b7E
Lxample (negative/positive)
bIE

fhe subject located and arrested. The subject identification led to the rescue of two
children as the subject was activity molesting children and producing child

Example (negative)

On 12/01/2009, the Philadelphia Division identified an individual [ who was
distributing images of child pornography. Images of child pornography from this user were b1E
downloaded and the ISP was immediately contacted to obtain subpoena service information.

The ISP| fadvised] |
| |

Example (negative)

A lead was sent tg the Innocent Imases Unit (NI
1E
|The investigation related to the distribution of child pornographyl____,
Hundreds of
supject computers| [were .
identified |
~TE

LAW ENFORCEMENT SENSITIVE * £pg/| yncir-364
_D-
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LAW ENFORCEMENT SENSITIVE

H1D
oliz
Example (negative)
A lead was sent to U |
sing various investigative techniguesl pvere 1D
identified as trading CP. | w1e
b1D
wlk
b 1D
vlE
LD
Hh1E

EFF/Lynch-365
LAW ENFORCEMENT SENSITIVE

-3-
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LAW ENFORCEMENT SENSITIVE

pId
=3 =N
Other Examples (negative)

On 06/05/2007, IIOU identified an individual | Jvho was distributing images of b0

child pornography. | | o1E

s @ ]
IThe subject could not be 1dentified and apprehended.

L |dentified an individual 6
Fol =S

[ |who distributed child pornoeraphy. |

90 days. The US subject could not be identified and apprehended.

On 10/18/2007, IIOU identified an individual fwho was distributing images of b 1D
child pornography | b1E

__|The subject could not be identified and apprehended.

EFF/Lynch-366
LAW ENFORCEMENT SENSITIVE

-4-
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ALL INFORMATION CONTAINED
HEREIN I3 UNCLAS3IFIED

From: Kelly’ Stephen DATE 05-13-2011 BY 65179/DMH/BAU/STP/bl=

Sent: Tuesday, September 21, 2010 2:30 PM

To:| | (SMO)

Cec: Kortan, Michael P.; Beers, Elizabeth R.: E.; DiClemente, Anthony P.;l |

[ ksMO); Caproni, Valerie E.; SMO)] [SMO)

Subject: NY Times Story e
b7C

Attachments: Going Dark TPs.doc

It appears that thrﬂmme&smnelamm_&muaxbmaums_aaﬂus_meekend or even Fridav._As
we've discussed,

Please advise promptly if you want to take this forward; alternatively, I'm happy to do it, but that's really your call.
We will need to get this set up by Friday, in case the story runs over the weekend. The TPs are attached.

Thanks.
- Stephen
Stephen D. Kelly

Assistant Director
Office of Congressional Affairs

bo
b7C

EFF/Lynch-649

file://D:\Going Darl{ Y Times Story RS 560011

b5
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From: Kortan, Michael P. ALL INFORMATION CONTAINED

Sent: Friday, September 24,2010 6:02 PM _ HEREIN I3 UNCLASSIFIED

To: e ' DATE 05-13-2011 EY 65173/DMH/EAU/5TP,/bls
Subject: Fw: NY Times information pic

From: Sabol, Sherry E.
To: Kortan, Michael P.

Cc: Caproni, Valerie E.; | [Thomas, Marcus C.; DiClemente, Anthony P.; Grever, Louis E.
Sent: Fri Sep 24 17:56:10 2010 - b6
Subject: FW: NY Times information bicC

Mike —~ the following bullets were cleared by OGC and OTD for release tg

From late 2008-2009 a major telecommunications carrier currently subject to CALEA was unable to implement
lawful electronic surveillance pursuant to more than 100 court orders. An initial outage during which law
enforcement received no information lasted for 8 months. A second outage lasted 9 days. FBI dedicated
significant engineering resources to assist the company in development of an effective solution.

A second major telecommunications carrier currently subject to CALEA was unable to implement court authorized
electronic surveillance pursuant to 14 court orders for periods ranging from 9 days to 1 %2 month. Through 2010
the FBI continued to work with this carrier to effect surveillance on numerous court orders. While the carrier has a

CALEA solution in place, the solution works sporadically and typically fails|

Each time its solution fails, FBI engineers contact the company to inquire as to the nature of the
problem and provide assistance when necessary.

The FBI has been working with an internet communications service provider for more than three years to develop
a capability to conduct lawfully authorized electronic surveillance. To date, the FBI has been unable to fully
implement lawful surveillance on more than 150 occasions. The provider is not subject to CALEA and had no
lawful intercept capability in place until contacted by law enforcement. To the extent the FBI has been able to
effect any level of surveillance, the surveillance has been sporadic and has provided the EBI with only a portion of
information the FBI is authorized to collect in accordance with the relevant legal authority. The FBI has dedicated
significant engineering resources to assist this internet communications service provider in development of an
effective solution.

EFF/Lynch-662

file://D:\Going Dark\case examples\Fw NY Times information.htm 5/412011
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ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED
FromL | J

DATE 05-13-2011 BY €5170,/DNH/BAW/STP/bls
Sent: Monday, September 27, 2010 3:16 PM : ’ e b6

To: Thomas, Marcus C.; DiClemente, Anthony P.; Kortan, Michael P.; Grever, Louis E.; |:| bic
Subject: Fw: WP artlcle on G.D.

Peter Modafferi was interviewed today by Ellen Nakishima, Washington Post, NBC Nightly News, CNN, and
National Public Radio.

From:[ | b
To: Sabol, Sherry E.{ ' b7C

Sent: Mon Sep 27 14:49:44 2010
Subject: WP article on G.D.

The Washington Post has its own piece now on plans to amend CALEA. Refreshingly, the Post's Ellen
Nakashima did some of her own reporting rather than just parroting the NYT's article (which the AP article did).
This one is more accurate regarding the status of the proposal within the government, saying that it is “still in the
discussion stages among federal bodies” and that “no draft language or clear timeline exists." She is also more
accurate than Savage in describing what is not subject to CALEA (specifying Facebook and Twitter rather than
“communication service providers,” a term that any layperson would think includes phone companies, broadband
providers, and interconnected VolIP services, which are in fact subject to CALEA). There’s also a quote from an
unnamed “federal law enforcement official’, so she apparently conducted at least some of her own background
interviews today.

http://www.washingtonpost.com/wp-dyn/content/article/2010/09/27/AR2010092703244 .html

Administration seeks ways to monitor Internet communications

By Ellen Nakashima
Washington Post Staff Writer
Monday, September 27, 2010; 1:41 PM

Federal officials are planning to seek legislation that would require social networking companies and
voice-over-Internet service providers to adapt their technology so law enforcement agents can mon1t01
users' communications to catch suspected terrorists and other criminals.

The proposal arises out of concern that technology and social customs have outpaced the law and that
law enforcement authorities lack the means to monitor new methods of communication, administration
officials said. But the initiative has also revived the debate over the proper balance between national
security and personal privacy as well as what industry can be reasonably asked to do without stifling
innovation.

"This is about lawfully authorized intercepts," said Valerie E. Caproni, FBI general counsel. "This is not
about expanding authority, but about preserving the ability to carry out existing authorities in order to
protect the national security and public safety."

The idea, which has been percolating for at least two years, is still in the discussion stages among federal
bodies, including the FBI, the Justice Department and the National Security Council. Congressional and
administration officials said no draft language or clear timeline exists. The administration's plans were
first reported by the New York Times.

Atissue is a 1994 telecommunications law called the Communications Assistance to Law Enforcement
Act, which requires phone and broadband companies to build interception capabilities into their

EFF/Lynch-665
file://D:\Going Dark\Media\Fw WP article on G.D..htm 5/9/2011
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T:[__ ](smo)
Cg: Kortan, Michael P, (FBI); Beers, Elizabeth R, (FBI); Sabol, Sherry E. (FBI); DiClemente, Anthony P. (FBI);
(FBL): [ [SMO); Caproni, Valerie E. (FBI);| KSMoul SMO);
SMO)] OLA); [BMOY; (OLP);
(smoy)| ODAG) [©oLry] [SMO)

Subject: Re: NY Times Story - Plan to Brief the Hill
Agreed on all counts.
We'll report in after the call with NYTM

- Stephen

Referral/Direct

From: Kelly, Stephen (FBI)
Sent: Tuesday, September 21, 2010 2:30 PM

To:f [SMO)

Cc: Kortan, Michael P. (FBI): Beers, Elizabeth R. (FBI); Sabol, rry E. (FBI); DiClemente, Anthony P. (FBI);

| (FBI); [SMO); Caproni, Valerie E. (FBI);I |smoy; SMO) b6
Subject: NY Times Story - Plan to Brief the Hill ' . bicC

[ ]

It appears that the NY Times story related to Going Dark may run as early as the weekend, or even Friday. As
we've discussed

EFF/Lynch-670
file://D:\Going Dark\Media\N'Y Times U.S. Is Working to Ease Witetaps on the Internet (S.... 5/9/2011

b6
b7cC

b5




1

Case3:10-cv-04892-RS Document56 Filed04/27/12 Page208 Of2%§ig€50f5

b5

Please advise promptly if you want to take this forward; alternativ'ely, I'm happy to do it, but that's really your call.
We will need to get this set up by Friday, in case the story runs over the weekend. The TPs are attached.

Thanks.

- Stephen
Stephen D. Kelly
Assistant Director

Office of Congressional Affairs

Federal Bureau of Investigation b6
b7C

EFF/Lynch-671

file://D:\Going Dark\Media\NY Times U.S. Is Working to Ease Wiretaps on the Internet (S.... 5/9/2011
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ALL TIMNFORMATION CONTAINED

HEFEIN I5 UNCLASSIFIED
From: DATE 05-13-2011 EY 65179/DMH/BAV/3TP/bls
Sent: Tuesday, August 31, 2010 1:55 PM b6
To: Sabol, Sherry E.{ IDiClemente. Anthonv P.1 | bic
M.

b7E
Subijectd |

That, my friends, is Darkness. Anyone want to approach the company and ask that they require buyers to show
some form of 1D before getting an account?

PRIVILEGED INTERNAL DELIBERATIVE DOCUMENT - ATTORNEY WORK PRODUCT
ience & Technology Law Unit (OGC)

Voice:

Unclass b6
SIPRNe B7C
JWICS:

EFF/Lynch-755

file://D:\Going Dark] | PE 5/9/2011
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ALL INFORMATION CONTAINED

From: DiClemente, Anthony P. be ﬁg%fsﬂ?}jgﬁs;?ﬁ?w/.DMH AN /STE /b s
Sent: Friday, June 04, 2010 5:29 PM b7C T o e
To |Sabol. Sherry E.[ [(DEA-US)

Subject: Fw: b7E

Sensitivity : CorttOemtel .

Below is the examplelZlf ded today. | received several case examples fronDIast week. Those €
examples were forwarded to last week. b7C

Anthony DiClemente
Chief, Data Acquisition/Intercept Section
Operational Technology Division

Federal Rureau of Investigation
Cffice bo
Mobile b7c

Fro n;DQ&m&M&Anlthony p. bo
To: (DEA-US) ®7€

Sent: Fri Jun 04 13:08:36 2010

Subject: Re:[ b7E
Thank I'll forward it t as another great case example. b6
Regards,

Anthony DiClemente
Chief, Data Acquisition/Intercept Section
Operational Technology Division
Federal Bureau of Investigation

b6

Office B7C

EFF/Lynch-761

file://D:\Going Dark\Fw| | b7E  5/9/2011

Mobile Referral/Direct
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4LL INFORMATION CONTAINED

From - * HEREIN I3 UNCLASSIFIED

Sent: Friday, January 15, 2010 5:39 PM BIC DATE 05-13-2011 BY 65179 DMH/BAW/STP/ble
—

Ce: DiClementg, Anthony P.

Subject: Fw: Director's concerns 1,7r

Here's input re

Agent

Unit Chief, CALEA Implementation Unity, g

Operational Technology Division bIC

Federal Bureau of Investigation

From:J b6

To: bic

Cc:

Sent: FriJan 15 17:35:54 2010

Subject: RE: irector's concerns 7B

' b6
Here is what | was able to pull together based or:linput: bic
Lo
b7E

1 b6

Tridea Works, LLC b7C

From:| | b6

b7C

Sent: Friday, January 15, 2010 2:58 PM
To:
Subject: R; |Director‘s CONCerns p7g

file://D:\Going Dark\FwDDirector‘s concernshtm ¢

EFF/Lynch-763

5/9/2011
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em for state and locals

Supervisory Special Agent 56
Unit Chief, CALEA Implementation Unit b
Operational Technology Division

IT. of Investigation

From:| |
To:
Sent: Fri Jan 15 14:50:46 2010

Subject: FV\:I)irector's concerns b7E

b6
b7C

rl\dy_n.h.o.u.eg_dxmn.l There may be issues on the criminal side.

Supervisory Special Agent
Unit Chief, CALEA Implementation Unit be
Operational Technology Division b7C

ﬂ.l of Investigation

FromL |

To;

Sent: FriJan 15 14:30:40 2010 _

Subject: Fw irector's concerns  ©7E

Per Tony,

Can vou get with DITU and write smthng up about this?
Supervisory Special Agent ‘

Unit Chief, CALEA Implementation Unit -
Operational Technology Division

ﬂ,l of Investigation

b6
bic

From b6

To: Sabol, Sherry E.; DiClemente, Anthony P.;| bic

Cc: Grever, Louis E.; Thomas, Marcus C. :

Sent: Fri Jan 15 14:27:50 2010 b7

Subject]__ Director's concerns '~

b5
| lasked me to prepare a two-page memd| | ve
Can you b7C

1
piease send me or give me background Info on the problems we are having C

an be very rough. I'm  b7E

just going to incorporate it into the memo. If at all possible, | need this today, so | can write the memo tonight or

over the weekend. Thanks.

FYllam Iooking for time on the Director's schedule after the Jan 20! hearing to presenf|

let you know when |'ve got some dates.

1 2%

EFF/Lynch-764

file://D:\Going Dark\lIIDirector's concerns.htm b7E

Wi 22

b7E

5/9/2011
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ALL INFORMATION CONTAINED

From: Sabol, Sherry E. ‘ BERETH T35 UNCLASSTFIED

Sent: Monday, June 07, 2010 7:56 PM b6 DATE 05-13-2011 BY 65179 /DMH/BAN3TP/bl3
To: b7C

Ce:

Subject: Fw Case Exampld] BIE

Sensitivity: Confitersial Referral/Direct

EFF/Lynch-765

file://D\Going Dark\Fw____|Case Example| htm  7E 5/9/2011
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Referral/Direct

From: Sabol, Sherry E. [mailto:Sherry.Sabol@ic.fbi.gov]

Sent: Monday, June 07, 2010 2:33 PM b6

To: pIC

Cc:

Subject: RE ase Example { | ©7E
Sensitivity: Trnfieemtial

Thank you. We may need something on ELSUR if you have it. If not, we’ll go with what we have.
Sherry.

Referral/Direct

EFF/Lynch-766

file://D\Going Dark\Fw|  Fase Example htm 7P 5/9/2011
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ALL IWNFORMATION CONTAINED
HEREIN I3 UNCLASIIFIED
DATE 0&-17-2011 BY wSL79/DMH/EAU/3TP/bl=

From: | OTD) (FBI) - |
Sent: “Wednesday, December 09, 2009 12:11 PM , 06
To: (DOY(OGA) piC
Cc: GREVER, LOUIS E. (DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI); DICLEMENTE,
ANTHONY P. (OTD) (FBI)
Subject: Follow-up from Friday's mtg
UNCLASSIFIED
NON-RECORD
b5
- '
ere are the answers to most of your items. b7cC
bIE
From: [ [(OY(0GA) .
Sent: Tuesday, December 08, 2009 1:43 PM be
To: PAGLINO, MARYBETH (OTD) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI)l |(OGC) (FBI);
[ |(D1)(FBI) bic
cc GREVER, LOUIS E, (DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI); SABOL, SHERRY E. (OGC) (FBI)
Subject: Follow-up from Friday's mtg
UNCLASSIFIED
NON-RECORD
) , _ b5
I just want o_mammmwmmaamﬁ_mmrout do-outs from Friday's meeting. My 1,5
notes sho _
b7E

EFF/Lynch-1012



Case3:10-cv-04892-RS Document56 Filed04/27/12 Page216 of 225

ALL INFORMATION CONTAINED DATE: 05-17-2011
HEEEIN IS UNCLAZSIFIED EXCEFT CLASSIFIED BY o35173/DMH/BAW/STF/bls
WHERE SHOWH OTHERWIZE RFEASON: 1.4 (c)

DECLASSIFY ON: 05-17-2038

s

(Umse a variety of technologies that have presented electronic surveillance challenges to case agents in ~ P7E
the field. ew examples include the following:

X

X

bl
bT7E

Xo> X<

EFF/Lynch-1015
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ALL INFORMATICON CONTAINED FésRE c_ya_o
HEREIN IS UNCLASSIFIED EXCEPT S T DATE: 05 18 201

WHERE ZHOWN OTHERWIZE

CLASSIFIED BEY 65179/ DMH/BAW/STP/bls
FEAS0M: 1.4 (c,d)
DECLAZSIFY OM: 05-1&-2036

From: SABOL, SHERRY E. (OGC) (FBI)
Sent: Tuesday, June 22, 2010 2:08 PM
To: NI, VALERIE E. (OGC) (FBI); THOMAS, MARCUS C. (OTD) (FBN__| .
I_QA_ER?(DO){_O_QAL_GEBLER_&LIS E. (DO) (FBI); DICLEMENTE, ANTHONY P. bo
(OTD) (FBIY: (OGC) (FBI) p7C
Cc: I [(D0oY (ERD DO) (FBI);| |
(DQL(EBIM -
Subject: RE| [
AS
N
b5
From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent: Tuesday, June 22, 2010 2:03 PM ' )
To: THOMAS, MARCUS C. (OTD) (FBI):I(DO)(OGA);_GB.&LERME_E.](DO) (FBL); DICLEMENTE, b6
wTD) (FBI); SABOL, SHERRY E. (OGC) (FBI) (OGC) (FEJ.)—| bIC
Cc: DO)(FBUJ tDO)(FBD —]DO) (FBI)
OTP) (FB )
Subject: RE:| | b> '
b5
b7E
THIS MAY BE A PRIVILEGED ATTORNEY CLIENT ATTORNEY WORK PRODUCT COMMUNICATION
AND SHOULD NOT BE DISCLOSED OUTSIDE THE FBI WITHOUT OGC'S PRIOR PERMISSION
From: THOMAS, MARCUS C. (OTD) (FBI)
Sent: Tuesday, June 22, 2010 11:08 AM
To: DO)(OGA); GREVER, LOUIS E. (DO) (FBI); DICLEMENTE, ANTHONY P. (OTD) (FBI); .
CAPRONI, VALERIE E. (OGC) (FBIL); SABOL, SHERRY E. (OGC) (FBD):| focc) (Fe) Ef .
DQ) (FBI) DO) (FBI) ~ [oy(FBI); .
|OTD) (FBD) \
'Subject:RE1 b5
SEERET/INOFORN
RECORD 415
b1
b5
b6
bic

EFF/Lynch-1104
_1_

SESRET
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. S ET
(5} (8)
(5)
(5]
bl
L5
(5 g
(3
Thanks,
Marcus
Marcus C. Thomas
Assistant Director b6
QOperational Technology Division b7C
From: | | (DO)(OGA)
Sent: Tuesday, June 22, 2010 10:35 AM ne
To: THOMAS, MARCUS C. (OTD) (FBI); GREVER, LOUIS E. (DO) (FBI), DICLEMENTE, ANTHONY P. (OTD) (FBI), B
IEE. (OGP_(_EED,JABQL_&!;\ERRY E. (0G 0OGC) (FBI)
Cc: | :kDO) (FBD); (DO) (FBI); (DO) (FBI)
Subject:
éaeqﬁ//NOFORN
RECORD 415
. Ok, thanks. , _
) T i — bl
..... P "
b6
L7C
FIRE : ' EFF/Lynch-1105

-2-

SEEFQET
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b5
bE

Thanks.

From: THOMAS, MARCUS C. (OTD) (FBI)

Sent: Tuesday, June 22, 2010 8:00 AM ' _
To: %ﬁ;{ (DO)(OGA); GREVER, LOUIS E. (DO) (FBI); FK-LWAW Y P. (OTD) (FBI); CAPRONI, b6
~(0GC) (FBI); wg%sq (FBI); 0GC) (FBI) b7C
| b5 :

Ce [—— _100) (FBD (DO) (FBD)] DO) (FBI)

Subject: RE:|

SEGRET//INOFORN

RECORD 415

Suggestion

b5

Marcus C. Thomas
Assistant Director

O?erafionfl Technology Division ¢
b7cC

From: l [ (DOY(OGA)
Sent: Monday, June 21, 2010 11:52 PM LE
To: GREVER, LOUIS E. (DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI); EilCLEM.ENlLAMH.D.NkY P. (OTD) (FBI); ..
__CAPRONL, VALERIE E. (OGC) (FBI): SABOL, SHERRY E. (OGC) (FBI) 0GC) (FBI) -D
Ce: [D0) (FBI) (DO) (FBI)| [P0y (FEY)
Subject: | .
b5
SEERET/INOFORN
RECORD 415

[ |

If at all possible, please take a look first thing in the morning.  We need to make changes before noon.
This goes to the Director in the afternoon.

Thanks! b6
b7C

<< File > B

EFF/Lynch-1106
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ALL INFORMATION CONTAINED
HEREIN I3 UNCLABSIFIED
DATE 05-12-2011 BY o5179/DMH/BEAV/STE/bls

From: PAGLINO, MARYBETH (OTD) (FBI) ¢
Sent: Friday, December 11, 2009 12:29 PM 5
To: (DO)(OGA)

UNCLASSIFIED bTE

NON-RECORD

b7E

UNCLASSIFIED

EFF/Lynch-1138
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ALL INFURMATION CONTAINED
HEREIN I3 UNCLAZIIFIED
DATE 0&-19-2011 BY oSl73/DMH/BANV/STP/bl=

From; PAGLINO, MARYBETH (OTD) (FBI)
Sent: dnesday, December 09, 2009 2:20 PM b6
To: (DOYOGA) b7c
Cc: | (OTD) (CON) 15
Subject: [ bTE
Attachments: | ~ |oTD) (FBl)vef .
UNCLASSIFIED e
NON-RECORD
l oy
From: I [oTD) (Fel) b6

Sent; ‘ 09,2009 1:51PM  R7C
To: ] (OTD) (FBI)
Subject: B5

UNCLASSIFIED
NON-RECORD

[ ]

b6
Is this sufficient? bicC
ssa l
Unit Chief

Data Interce?r Technology Unit

b7E

b6
b7C

From:
Sent:
To:
Subject:

" UNCLASSIFIED
NON-RECORD

b6

OTD) (FBI)

r 09,2009 1:3¢ pM P 7C
OTD) (FBI)

b5

bTE

EFF/Lynch-1139

bTE
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SS

OTD/DITU

Des

Blackberry |
ST [

Help Desk |

(OTDY (FBI).vef (..

From: | [coTD) (FBY)

Sent: mber 09, 2005 11:07 AM
To: ] TD) (FBI)
Subject: b5

UNCLASSIFIED
NON-RECORD

ss4

Unit Chief

Data Inrercent Technology Unit

b7E

From: |

foTD) (FBD)

Sent: Wednesday, December 09, 2009 11:06 AM
To: (OTD) (FBI)
Subject: b

UNCLASSIFIED

biE

6

oo

el
IS AW

EFF/Lynch-1140

p7E
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NON-RECORD

Thanks,

bé
[ 1 b7

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

EFF/Lynch-1141
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Sabol, Sherry E

B A 2ol o
'A\ From: Sabol, Sherry E. : ( FL)I)
Sent: Tuesday, September 28, 2010 1:46 PM
To: | lccry CRIM); |_I |
(SMO){ EA-US) [(OLP) (smOy);| [SMO);
[ ksmo)| [OLP) (SMO)
Subject: RE: Updated Going Dark Redline
All,

Wi ur conversation yesterday, | spoke with OTD regarding| |
‘Based on that discussion, | provide the following for consideration. ..

| according to OTD. currently | |

|
| Obstacles to effecting surveillance include]

I:l— aside from| — Jwhich QTD aarees can be handled separately as we
discussed, their major concerns with|

OTD isn't as concerned with what its called

|as they are that it serves
the purpose intended.

b7E

I'm passing this on as background — again, for further consideration/discussion.

o ) ' \J \\ z-\_ }{) /\)
) o

9/28/2010

EFF/LYNCH-1503

b6

- biC

U
L
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bé 2y 191008
b7C
From: Sabol, Sherry E. [Sherry.Sabol@ic.fbi.gov] el
Sent: Tuesday, September 28, 2010 1:46 PM
To: r](FBl):L |(FeN| | b6
[(smo] [(FBn] (DEA-USY] OLP) (SMO),  p7c
[(SMO).] J(SMOy; OLP) (SMO)
Subject: RE] | b5
b7E
All,
. . . . b5
Following our conversation yesterday, | spoke with OTD regardmg[ Based g

on that discussion, | provide the foliowing for consideration. ..

b5
b7E

I’'m passing this on as background — again, for further consideration/discussion.

Cem [ NR.

EFF/LYNCH-1529
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