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Case ID #: 
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2006 

,NCE OVERSIGHT BOARD MATTER 

Synopsis '"()80 It is the opinion of the Office of the Genera! 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 
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Reference : 
(U) 27 8-HQ-C122 97 36-VIO Serial 2550 

Details : fU) The referenced electronic communication (EC) from 
I I dated 06/09/2006, requested that OGC review the 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

On 03/20/2006. a National Security Letter 
o I Iteiecommunications in order to (NSL) was issuec 
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To: 
Re: 

From: 

:RET 

Office of the General Counsel 
' 2 ( 

— IService of the NSL was acco 
jDivision on 03/20/2006. 

ished through the 

(SJE 
Si lh.q phi l pri i~ to thp .qprvi r.p of the NSL, 

Line. J provided a delayed return 
At or aboutthis same 

to thp niit.qtariHi nn M S T. "ĥ  
forwarding subscriber information to 
upon receiving the information, noti _ec and was 1 

told to seal the information, due to the decision to close the 
case. The information was then forwarded to the Chief Division 
Counsel at for safekeeping. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/ 
when the IOB was known as the President's Intelligence Oversi 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is reguired, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon reguest. 

"Ct^C this case, the facts do not establish a 
violation of the NSIG or any other guideline or regulation 
approved by the Attorney General and, therefore, do not rise 1 
the level of an IOB-reportable incident. The record reflects 
that, at the time of the service of the NSL,I |was properly 
place. The issuance of the NSL was therefore valid, and this 
office finds no fault on the part of the agents invnlvpH 
Rather, the issue appears to have been due primarily to 
untimely response to the NSL, an issue beyond the individual 
agents' control. 
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^ Further, the record also reflects that no personal 
or identifying information was entered into ACS as a result of 
the NSL return. Additionally, it should be noted that the field 
performed no investigative measures based upon the information 
gained from the NSL return. The subject suffered no prejudice, 
and there is no evidence of misconduct on the part of either 
field office. 

To the extent that this incident involves any error 
on the part of the Bureau, it is administrative in nature and may 
be placed in the control file for periodic review by the Counsel 
to the IOB. This is consistent with our prior opinions in such 
cases. Nothing in this instance warrants deviating from this 
approach. No further administrative measures are required. 
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LEAD (s) : 

Set Lead 1: (Info) 

AT 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

CC: Ms. Thomas 
• — I IOB Library 
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TMTFT.T.Tr.FMrr n v F P C ! T n w T BOARD MATTER 
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(U) I OB MATTER 2006' 

jP^C By electronic communication-diyieiL 
the Federal Bureau of Investigation (FBI), 

Jimp 2 ( 
Field 

matter. „The FBI reported that, on 

(S) 

Office, reported a possible Intelligence Oversight Board (IOB) 
ril 27, 2006,| ] 
1 the FBI issued a National 
fj.S.C. "Security Lettax. 

was issued to 
niirqiianl 

address, length ofservice, 
associated with US person| 
telephone numbers from 

§ 2709. The NSL 
and requested the subscriber, 

and toll record information 
and two 

(S) On June 5, 2 [ ] received the 
requested information, along with the telephone records of a 
previously unknown individual. Upon receiving the information 
concerning the previously unknown individual, the case agent in 

H performed preliminary checks in ACS and open 
source internet queries in an attempt to ascertain the 
relevance of the information. However, all such checks were 
negative, and it was later determined that| |erroneously 
provided the unknown individual's information in the same 
package as I I The unknown individual's information 
was later sequestered in the Chief Division Counsel's safe, and 
no personal identifying information concerning her was ever 
entered into ACS. 

resulted """""" — """""[[Î Ĉ Here, an error on the part of 
in the unintentional acquisition of information through an NSL. 
Based upon our analysis, in accordance with the reporting 

reguirements of Section 2.4 of Executive Order 12863, the 
carrier's mistake must be reported to the IOB. 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2 006 j I" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179 DHH/KSR/LMF 
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Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefinq will be 
arranqed for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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""Synopsis-: ••Ĵ C It is the opinion of the Office of the Genera! 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 
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Reference : 

Details : 
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(U) The referenced electronic communication (EC) from 
I dated 06/08/2006, requested that OGC review the 

facts of the captioned matter and determine whether it warrants 
reportinq to the IOB. In our opinion, it does not. Our analysis 
follows. 
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(S) 

-To: | 
: j X . 

T From: Office of the General 
07/21/2006 

Counsel 

b l 

b2 
b7E 

requesting the name, address, length of service, and toll billing 
records associated with the subject, as well as telephone numbers 

] provided the requested On 06/05/2006,| 
information to *the| | field office, which served the original 
NSL. Contained in the package were the requested records for the 
subj ect as well as billing records for an individual previously 
unknown to the investigators. 

(S) Upon receiving the information nonnerni nn the 
previously unknown individual, the case agent inl 
performed preliminary checks in ACS and open source internet 
queries in an attempt to ascertain the relevance of the 
information. Hnwpypr l .qnnh checks were negative, and it was 
later determined thatl I erroneously provided the unknown 
individual-.'-S.-.-in-fo-rmat-i-on---in the .q̂ mp nar.Varrp 3.ql | In 

phone records 
he information however 3 this case, the case agent had sought! 

f r o m l | | r 
p mvi O prl Oyl Inn the n rpvi ni l s I v l in knnwn individual was 
dated froml ^ I In retrospect, it is TÏÏÏÏF[ therefore clear 
unknown individual's records in response to the NSL. 

^rred m providing the previously 
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Upon discovering the error, the case agent sealed 
the records and returned them to the Assistant Division Counsel. 
The Assistant Division Counsel then secured the information in 
the Chief Division Counsel's safe. The case agent never uploaded 
any personal or identifying information concerning the previously 
unknown individual onto ACS, and no other checks were conducted. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
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(U) 

part to ensure the protection of the individual 
persons. 

ri 

m Here, an error on the part o 
the ''ninfonfinnal g ̂prn ! n c- n +- n m q f Ì n f O L ITia t Ì O n . I 

s of U.S. 

resulted in 

that ï It should be noted 
esponse m receiving the LLc^_ted 

provided material was commendable. Upon learning|-LLTI-L-[ 
information beyond the scope of the NSL, sequestered 
the excess information and placed it in the Chief Division 
Counsel's safe. No personal or identifying information was 
entered into ACS as a result of the error, and the previously 
unidentified individual was not prejudiced in any way. 

Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, the 
telecommunication company's mistake in providing the previously 
unknown individual's information should be reported to the IOB. 
In accordance with this determination, OGC will prepare a cover 
letter and memorandum for IOB notification purposes. 
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From; 

SECI^fc^ 

Office of the General Counsel 
07/21/2C 

LEAD (s) : 

Set Lead 1: (Info) 

AT 

h 2 
•b7E 

(U) With respect to the information that exceeded the 
scope of the NSL, please seal it and sequester it within the 
CDC's safe. The information should continue to remain sealed and 
sequestered in the CDC1 s safe until further direction from OGC. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

CC: Ms. Thomas 
I » 
IOB Library 
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(U) 

IS) 

(U) 

(U) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
| ~|FIELD nvvTr.F. 

? 9 n n a J I IOB MATTER 2006 u; 
b2 
b7E 

electronic communi cati on dated June 21, 2 
the Federal Bureau of Investigation ( FBI) , I I Field 
Office, reported a possible Intelligence Oversight Board (IOB) 
matter.\ 

Two days later, the error was discovered. 
Bureau per^onhel immediately discontinued coverage of the 
number and sequestered all information gained as a result of 
the overcollection. This information has been reduced to CD-
ROM format and is being sent to the DOJ Office of Intelligence 
Policy and Review (OIPR) for appropriate disposition. 

yx^ Here, an error on the part of the FBI resulted 
in the unintentional overcollection of information. Although 
the information was gathered in good faith by Bureau personnel, 
we nevertheless conclude that this incident must be reported to 
the IOB. 
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INTELLIGENCE OVERSIGHT BOARD MATTER 
IFIELD OFFICE 

(U) IOB MATTER 2006 
( U ) 

o 
electronic rnrninnniratinn Hal-pH .Tnnp f 2 

the Federal Bureau of Investigation (FBI),| field 
Office, reported a possible Intelligence Oversight Board (IOB) 
maHpr Thp FRT rpnnrtprl t h 3t _ f mini I 

b7E 
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( U ) 

(U) 

( K 

[ usage : Tnt ernet 

TlntPrnet Prntnr.nl flPi ^Qrlress. 
However, while reviewing 

| 1 the case agent noted a change 
1 F 

Subseguent investigation revealed that T 

e r - ^ ^ 
in| Ipreviously-identified IP address being 
reallocated to different presumed-U.S. person usersl I 1 "I r-PQiilt- I 

1 

pX^ After discovering thp mi.qtakp 
purged the incorrect internet datal__ I 
| jcopied the datatofive CDs 
for proper handling and destruction. The CDs are currently 
stored at FBIHQ. 

<5i internet data resulted from the internet 
provider1s failure to communicate the change in the subject 

I I TP aHHrpqp I I 

rn r m s case, 
however, the internet provider failed to notify FBI personnel 
12-04-200? 
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SEC^S^ 

of the change. The FBI has since taken steps to prevent 
another communication failure, however, by reminding company 
personnel of the need to inform Bureau personnel of| I 

iU) 

( U ) 

Here, an error on the part of 
resulted in the unintentional acquisition of 

information. However, because none of this information was 
ever attributed to any identifiable individual, it appears 
likely that no prejudice occurred as a result of this error. 

""" - Regardless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, the 
internet provider's mistake and resulting overcollection by the 
FBI should be reported to the IOB. 
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SECRET 

(UJ-

(S) 

( U ) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I FIELD OFFICE 

(U) IOB MATTER 2006 • 
^ By electronic communication dated August 8. 

2 006, the Federal Bureau of Investigation ( FBI ) , [_ 
Field Office, reported a possible Intelligence Oversight Board 
(IOB) matter. The FBI reported that, on 07/06/2006, a case 
agentf [committed a 
typographical error when issuing a national security letter 
(NSL) on a targeted phone number. As a result of this error, 
the FBI obtained in error the records of a third-partv 
business, as sed to the phone records of 

""""""" On 08/02/2 006, the case agent discovered and 
reported his error to his Chief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, steps were taken to ensure 
that the information was never uploaded into FBI files or 
indi ces. 

b2 
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b2 
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bl 

"""" — In this case, the case agent's typographical 
error in preparing the NSL request resulted in the collection 
of information unrelated to the investigation. Because this 
information was immediately sequestered by the case agent and 
subsequently destroyed at the direction of the FBI Office of 
General Counsel, no US person was prejudiced as a result of 
this error. Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, this 
error must be reported to the IOB. 
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( U ) 

SECR. 

( Ü ) 

.THEN CF. OVF.T 
I I E 

IOB MATTER 2006 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I FIELD OFFICE 

(U) 
O F FTÇ 

"""ĵSsC By electronic communication date 
2 006, the Federal Bureau of Investigation (FBI) 
•-0-f.fice, reported a possible Intelligence Oversi 
mpi 11 p r"-"l-

^ A u g u s t 19, 
Field 

Roard f TOR 1 

Letter(NSL)wasissued for 
On 08/08/2005, a National Security 

email address. 

"" """̂ P̂ l On 08/1 6 / ? 0 0.5 . after receiving the reguested 
information from| | the case agent noticed a 
typographical error in t h p i.g.qn^nrp nf t h e nst, T h p nst 
r e g u e s t e d i n f o r m a t i o n fori 

"""î̂ C Upon discovering the error, the case agent 
immediately sequestered and destroyed the CD of information 
submitted by| | After attending NSLB training 
earlier this year, she reported the incident and requested a 
legal review. 
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"""" "" Here, a typographical error on the FBI resulted 
in an accidental overcollection of information. Based upon our 
analysis, in accordance with the reporting requirements of 
Section 2.4 of Executive Order 12863, the carrier's mistake 
must be reported to the IOB. 

DATE: 11-30-2007 
CLASSIFIED BY 65179dmh/ksr/lBif 
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DECLASSIFY..01: 11.̂ 30̂ .2032. 
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U.S. Department of Justice 

Federal Bureau of Investigation 

HtoajLT 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
memorandiim entitled "Intelligence Oversight Board Matter 
2 (UÎ 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179 DHH/KSR/LMF 
01 12-11-2007 
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ODORDT 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerninq this matter, an oral briefinq will be 
arranqed for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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Precedence: ROUTINE 

To: Attn : S 
SJ\ 

Date: 10/03/2006 

1 u l 

Counterintelligence 

Inspection 

Attn: CD-2D 

Attn: IIS, Room 11861 

From: Office of the General Counsel 
NSLB/CILU/Rooiy-
Contact : AGC 202-324 

Approved. By : Thnm̂ i .q Ji 11 i p F1 

Drafted By: 

Case ID #: 278-HO-C1229736-VIO ^ Pending) 
Closed) 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
2 ( 

h 2 

Synopsis: ^XC It is the opinion of the Office of the Genera! 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(u: Fro* 
3i f y 

Reference : 
(U) 2V8-kQ-(Jl22yV36-Vl0 g eria. 

Details : (U) The referenced electronic communication (EC) from 
I *|in file 27 8-HQ-C122 97 36, dated 09/19/2006, requested that 
OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

12-04-200? 
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'̂ SEbRß'] 

To: 
Re: 

From: Office of the General Counsel 
2 I (i)-ho-(l̂ 122 97 36-VIO, 10/03/2 006 

h 2 
b7E 

( S ) 

(U) 

(S) for I 

(U) 

1 On 08/08/2005. a National Securit y Let ter (NSL) 
was issued fori email address. 

ji 08/16/^( 
information from| \, the case agent noticed a typographical 
p r r o r in t h p i .q.qiianrp nf t h p MST. T h p M.ST. rprfiip.qfpH i rifn rm^ ti nn 

X Upon discovering the error, the case agent 
qpniipqtprpH—s^id destroyed the CD of information 

After attending NSLB training earlier 

(U) 

(U) 

immediately 
submitted 
this year, sfTe reported the incident and requested a legal 
review. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

Here, a typographical error in an NSL resulted in 
incorrect information being obtained. However, in mitigation, 
the case agent acted properly and aggressively in sequestering 
and destroying the CD as soon as the error was discovered. 

" ""•-----̂ sSĵ  Regardless, however, we conclude that, in 
accordance with the reporting requirements of Section 2.4 of E.O. 
12863, the FBI's typographical error, and resulting 
overcollection, must be reported. In accordance with this 
determination, OGC will prepare a cover letter and memorandum for 
IOB notification purposes. 

2 

b7D 

b7D 
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BE^E1] b2 
To : I I From: Office of the General Counsel b7E 
Re: 27 8-HQ-C122 97 36-VIO, 10/03/2 006 

LEAD (s) : 

Set Lead 1: (Info) 

AT 
•b2 
•b7E 

(U) For information. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

CC: Ms. Thomas hS 
I I b7C 
IOB Library 

SECRE 

3 
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SEC^IT 

FEDERAL BUREAU OF INVESTIGATION 

b2 
b7E 
b6 
b7C 

(U) 

h 2 
hi E 

Precedence: ROUTINE 

To: 

Date: 

Attn : ASA( 
CDC 

Counterintelligence 

Inspection 

Attn: CD-m, 
S SA 

Attn : IIS 1ALJ LJill _L _L U U _ 

From: Office of the General Counsel 

Synopsis.:---jXi It is the opinion of the Office of the General 
'Counsel (OGC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(u: 

Reference : (U J 
(U) 

8 e! 

fj\ |-A89455 Serial 4 
27 8-HQ-C122 97 36-VIO Seria: 

• 1 : (U) The referenced electronic communication (EC) from 
in file 27 8-HQ-C122 97 36, dated 09/22/2006, requested that 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

DATE; 12-04-2007 ALL INFORMATION CONTAINED 
CLASSIFIED ET 65179dmh/ksr/lmf NSL VICÎSF3Q IS TJMCLÂSSIFIEI) EXCEPT 
RE AS OK: 1.4 {C) WflHŒ bHOOT 
DE C LÀS SI FY 0M : 12-04-2032 pg_]_ 



To: 
Re: 

SE^R^T 

From: Office of the General Counse! 
b2 
b7E 

27 8-HQ-C122 97 36-VIO, 12/15/2 

(S) On 08/17/2006, a Electronic Communication Privacy 
Act (ECPA) National Security Letter (NSL) requesting the name, 
address, length of service, and electronic communication 
transactional records fori lemail address, 

| |The NSL was properly prepared and served 
accordance with the Attorney General Guidelines, andf~ 

the 
] the email provider, forwarded responsive records to 
Field Office. 

"""" """""" — Among the responsive records, however, 
Office found two email transactions labeled "Thread-Topic 
apparently containing subject line content or similar 
information. These two transactions contained information 
outside the scope of the information sought by the NSL and 
triggered this inquiry. Upon discovering the apparent error, the 
case agent took note that 
the information was never utilized by the FBI in any way, nor 

was it included or documented in the case file. 

b7C 

b7D 

Field b7E 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

Here, an 
the unintentional acqu. 

error on the part of resulted in 
.sition of information outside the scope of 

SE^S^T 

NSL VIO-31751 



To: 
Re: 

SE&^ET 

From: Office of the 
27 8-HQ-C122 97 36-VIO, 12/15/2 

General Counsel 
b2 
b7E 

(U) 

the NSL. 
receiving! 

T1 .qhm11H hp noted that the FBI's actions after 
overbroad rp.qnnn.qp tn the NSL were 

commendable. Upon learning t h ̂  t I 
beyond the scope of the NSL, thel 
to ensure that the information was not disseminated and requested 
legal guidance. 

3 
had provided information 
Field Office took steps 

"" """" Examination of the record reveals no evidence of 
unlawful actions by the FBI or actions contrary to Executive 
Order or Presidential Directive. Accordingly, we opine that this 
incident is not reportable to the IOB. By this EC, we request 
that the| ¡Field Office sequester and destroy any remaining 
record of the two email transactions giving rise to this inquiry. 
Inspection is hereby requested to maintain a copy of this record 
in the event that it is requested by the Counsel to the IOB. 

b7D 
b2 
b7E 

SECl 

3 

NSL VIO-31752 



b2 
To :| | From: Office of the General Counsel b7E 
Re: 27 8-HQ-C122 97 36-VIO, 12/15/2006 

LEAD (s) : 

Set Lead 1: (Info) 

h 2 
b7E 

on. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

CC : |—^ - b 6 
I I b7C 
IOB Library 

AT 

(U) For informati 
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(U) 

(UI 

bl 
b7A 
h 2 
hl E 

h 2 
hl E 

bl 
b7A 
h 2 
hl E 

Precedence : 

To: 

ROUTINE Date: 03/18/2007 

Attn: SS|£ 
SA 

Inspection 

Counterterrorism 

Attn: IIS, Room 11861 

Attn: ITOS II, 

From: Office of the General Counsel 

bl 
"b7A 
h 2 
•±>7E 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
2007 h 2 

--Synopsis--: JSQ It is the opinion of the Office of the General 
Counsel (OGC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(UI Trou 
rsify 

Reference: X -
(U) 27 8-HQ-C122 97 36-VIO Serial 2232 

Detailsj 
froml 

UH The referenced electronic communication ("EC") 
in file 27 8-HQ-C122 97 36, dated 03/07/2007, requested 

that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

^SSG^gT 

b7C 

12-04-2007 
3 S I F I E D BY 65179dmJh. / ] i s r / l m f 

1 . 4 (C) 
DECLASSIFY OH: 1 2 - 0 & 2 Ö 3 2 

N S L ^ l ^ - f l^fJpTIOH CONTAINED HEREIM IS UNCLASSIFIED EXCEPT 

pg-1 IJHERE SHOOT OTHERWISE 



To: 
Re: 

ET 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 03/18/2 007 

b2 
b7E 

(SJ 

(U) 

(S) 

(U) 

(U) 

-JkJ ACS also reflects that, on 01/31/07, a National 
Security Letter ("NSL") seeking electronic communication 
trans a et i 
g ea rvpr 

In its text, the letter 
requested electronic communication transactional records but 
..expressly stated that such records HiH nnt inrlnHp "mp.q.ĝ rrp 
content and/or'"header"'"fi"eld-s--.-------S-ee.l 

X thereafter, 
provided the records but included therewith the target's 

email subject lines. Immediately upon discovering the error, the 
case agent sequestered the material and notified| ~|which 
subsequently provided a "clean" copy of the records. The agent 
never uploaded any information from the first set of documents to 
ACS or any CkUJa&^ureau's computer systems. The only record 
remaining oj I overproduction of documents is the initial CD-
ROM, which is now seguestered within a safe. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

- "Ĵ ^ Here, an error on the part of| ^resulted in the 
unintentional acquisition of information outside the scope of the 
NSL. This matter thus constitutes a third-party error in 

bl 
b7A 

b7D 

b7C 
bl 
b7A 

SÊT5RET 

2 

NSL VIO-31755 



secÎSBT 
b2 

To: I I From: Office of the General Counsel b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/18/2 007 

responding to the NSL and is therefore not reportable to the 
IOB.1 

(U) ""-̂ P̂ i Further, for the sake of compl etpness. it should be 
noted that, i mmpdi ̂ tpl y i innn 1 pg rni rig that| | had provided an 
overbroad response, thel I Field Office took steps to ensure 
that the information was not disseminated and requested legal 
guidance. Examination of the record reveals no evidence of b7D 
unlawful actions by the FBI or actions contrary to Executive 
Order or Presidential Directive. Accordingly, we opine that this 
incident is not reportable to the IOB. 

(Uj By this EC, we request that the | Field 
Office sequester and destroy any remaining record of trie two 
email transactions giving rise to this inquiry. Inspection is 
hereby requested to maintain a copy of this record in the event 
that it is requested by the Counsel to the IOB. 

b2 
b7E 

1 On 03/28/2006, NSLB sent a letter to the Counsel for 
the IOB requesting their concurrence to treat these third party 
errors as non-reportable, though we will require the field to 
continue to report any improper collection under an NSL as a 
potential IOB matter. By letter dated 11/13/2006, the Counsel to 
the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to OGC, but are 
not reportable to the IOB. 

SEC^T 

3 
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I 1 b 2 
To : | | From: Office of the General Counsel b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/18/2007 

LEAD (s) : 

Set Lead 1: (Info) 

1 
AT 

(U)| | is requested to destroy the sequestered 
information erroneously provided b 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

CC: Ms. Thomas 

10b Library 

h 2 
b7E 
b7D 
b4 

b6 
b7C 

SECRET 

4 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled "Intelligence Oversight Board Matter 
2 006-j J" (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179 DHH/KSR/LMF 
01 12-11-2007 

•EGRET 

NSL VIO-31758 
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PTI fWTT VSd\TiT 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerninq this matter, an oral briefinq will be 
arranqed for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

OEGRET 

NSL VIO-31759 

pg-2 



U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
mominranHiim entitled "Intelligence Oversight Board Matter 
2006- " (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179 DHH/KSR/LMF 
01 12-11-2007 

NSL VIO-31760 
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ODORDT 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

NSL VIO-31761 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

BY COURIER 

Mr. Stephen Friedman 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-e 
memorandum entitled "Intelligence Oversight Board Matter 
2 (UÎ 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

DECLASSIFIED BY 65179 DHH/KSR/LMF 
01 12-11-2007 

ODORDT 
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«Bûacir 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerninq this matter, an oral briefinq will be 
arranqed for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

pg-2 
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(U) 

Precedence: ROUTINE 

To: 

Date: 09/22/2006 

Attn: 

Inspection 

Counterintellicence 

Attn: 

Attn: 

From: Office of the General Counsel 

Case ID #: (U) 278-HQ-cl229736-VIO 

"Titre": INTELLIGENCE OVERSIGHT BOARD MATTER 
2 ( 

""Synopsis-; It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) 

h 2 
hl E 

Reference: (U) 278-HQ-C1229736-VIO Serial 1460 

Details: (U) The referenced electronic communication (EC) from 
| | dated 06/21/2006, requested that OGC review the facts 

of the captioned matter and determine whether it warrants 
reporting to the IOB. Based on the facts of this case, reporting 
is necessary. Accordingly, OGC will prepare a cover letter and 
memorandum for IOB notification purposes. 

12-04-2007 
CLASSIFIED BY 65179dmh/ksr/lmf 
REASOT.: l-.A (€>• 
DECLÀSSIFÏ....Q8: 12-04-2.032. 

NSL VIC 
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b2 SE^ET 
To: | | From: Office of the General Counsel 
Re: (U) 27 8-HQ-cl22 97 36-VIO, 0 9/22/2006 

bl 
b7A 
b2 
b7E 

^ 1 j 1 I I not present on the dav of| I 
bnortiy tnerearter,[ nave oeen m error. ^ 

discoverer] the error and discontinued coveraaef" 

pelievind I to ;b2 

laata was 
immediately sequestered, placed on a CD, and forwarded to NSLB 
for safekeeping. NSLB subsequently notified the substantive 
headquarters unit, CD-1C, of the overcollection. The CD was 
hand-delivered by NSLB to a CD-1C intelligence analyst, for 
transmittal to OIPR. 

b7E 
b7A 
bl 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

NSL VIO-31765 



SESftfi1] 

To:| | From: Office of the General Counsel 
Re: (U) 27 8-HQ-cl22 97 36-VIO, 0 9/22/2006 

(U) 

(U) 

[ 

(U) 

-- -t^T l n this case, the interception of communications 

must be reported to the IOB because rrnTif ̂  . 
did not include coverage of 

tha Î 
• M . Nonetheless, it is also appropriate to note 

response in hh c-̂ -̂ -t-h r^n m̂ r the 
error was discovered was commendable. | |was 
discontinued | |and processing of the 
information stopped immediately thereafter. The information was 
immediately sequestered and forwarded to NSLB. It has since been 
hand-delivered to the substantive FBIHQ unit, CD-1C, for 
transmittal to OIPR. 

- X Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, the 
TTA's mistake in failing to recognize that the interception was 
being discontinued in accordance with a court order requires IOB 
notification. In accordance with this determination, OGC will 
prepare a cover letter and memorandum for IOB notification 
purposes. 

b l 
b2 
b7E 

SE' 

NSL VIO-31766 



b2 
b7E To: From: Office of the General Counsel 

Re: (TH 27ÏÏ^HQ-C122 97 36-VIO, 0 9/22/2006 

LEAD (s) : 

Set Lead 1: (Info) 

AT 
h 2 
b7E 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) CD-1C is directed to deliver the CD-ROM to OIPR, 
for final disposition. 

CC: Ms. Thomas fo 6 
"b7C ±Ob Library 

SECR: 

4 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 08/04/2006 

b6 
b7C 

( U ) 

(U) 

( U ) 

To: Attn: SA 
h 2 

Inspection Attn: IIS 
h 2 Counterinteil igence Attn: CD-
b7E SSA 

From: Office of the General Counsel 

Title: X INTELLIGENCE OVERSIGHT BOARD MATTER 
2 ( 

Synopsis: ^X^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) 

b'l 

b7E 

Reference : :s: 
(U) 

: 
2/8-H0-C1229/36-VlO Serial 1492 

Details: (U) The referenced electronic communication (EC) from 
] dated requested that OGC review the 

facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, the incident must be 
reported to the IOB. Our analysis follows. 

( Q ̂  

b7A 
h 2 
b7E 

sfcs^ET 

2-04-2007 
ff • • •• 6-51:1 §dffih/k-s r / Inf 1 

RE&SOHî Iv4 C 0 Ii P9"1 

DEGMS-S-I-fY-OH-: 12-Q4-203-2 

ALL IHFORÎÏÂTIOH C0HTÄI1ED 
NSL VI^M^SS2 m , I C L A S S I F I E I ) EXCEPT 



h 2 
b7E 
b6 
b7C 

SEfcRJS'] 

To: | (Attn: SA _ 
From: Office of the General Counsel 

: JX: 27 8-HQ-C122 97 36-VI0, 

Inspection 

(S) 
bl 
b7A 

without notifying the FBI. | |resulted in 
| |identified IB address being 
reallocated to different users| 1 n° ° 

I Tiadvertenr. I v I resi] * inadv ertent 

--"̂ fî  After Hi qrnvpri nrr thp m i .g t ^ Vp . 
the incorrect internet data 

C 

I purged 

Jand copied the data to five CDs b7E 
for proper handling and destruction. The CDs were destroyed by 
FBIHQ personnel at the direction of OIPR. 

( U ) i J^L Ultimately 
linternet data resulted from the internet provider's 

In this case, however, the internet 
provider failed to notify FBI personnel of the change. The FBI 
has since taken steps to prevent another communication failure, 
however, by r e m i n d i nn nomnanv p e r s o n n e l of the n e e d to i n f n r m 
Bureau personnel ofl 

(U) Regardless of fault, however, Section 2.4 of 
Executive Order (E.O.) 12863,dated 09/13/1993, mandates that 
Inspectors General and General Counsels of the Intelligence 
Community components (in the FBI,the Assistant Director, INSD, 
and the General Counsel, OGC, respectively) report to the IOB 
"concerning intelligence activities that they have reason to 
believe may be unlawful or contrary to Executive order or 
Presidential directive." This language was adopted verbatim from 

SBÇÇET 

2 

bl 
h 2 
b7E 
b7A 
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S E C R E T 

To: I I Attn: SA| I Inspection 'b7E 
(U) • .From: Office of the General Counsel 

V : iX 27 8-HQ-C122 97 36-VIO, 08/04/2006 

(UJ 

E.0. 12334, dated 12/04/1981, when the IOB was known as the 
President's Intelligence Oversight Board (PIOB). By longstanding 
agreement between the FBI and the IOB (and its predecessor, the 
PIOB), this language has been interpreted to mandate the 
reporting of any violation of a provision of the NSIG, or other 
guidelines or regulations approved by the Attorney General in 
accordance with E.O. 12333, dated 12/04/1981, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. 

(U) ----- - - - -- y i « an error on the part of 
resulted in the unintentional acquisition of 

information. However, because none of this information was ever 
attributed to any identifiable individual, it appears likely that 
no prejudice occurred as a result of this error. 

Regardless, we conclude that, in accordance with 
the reporting reguirements of Section 2.4 of E.O. 12863, the 
internet provider's mistake and resulting overcollection by the 
FBI should be reported to the IOB. In accordance with this 
determination, OGC will prepare a cover letter and memorandum for 
IOB notification purposes. 

b7D 
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SÈGRE1] 

(U Ï 

To: 
From: 
"Re-:—-

Office of 
Attn: SA 
the Gener 

Inspection 
uo ni is e r 

27 8-HQ-C122 97 36-VIO, 08/04/2006 b7C 

LEAD (s) : 

Set Lead 1: (Info) 

AT h 2 
hlE 

(U) For information. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information. 

CC: Ms. Thomas fo g 
I I b7C IOB Library 

NSL VIO-31771 
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h 2 
b7E 
• b 6 

b7C 
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Counterintelligence 
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Contact : AGC 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: (U) 278-HQ-cl229736-VIO 

Title: X : 

Date: 09/30/2006 
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Attn: IIS, Room 11861 

Attn: CD-2D 

202-324 

INTELLIGENCE OVERSIGHT 
2 ( 

BOARD MATTER 

Synopsis: it is the opinion of the Office of the Genera! 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(U) 

Reference: (U) 278-HQ-C1229736-VIO Serial 1580 

Details: The referenced electronic communication (EC) from 
| | dated 08/08/2006, requested that OGC review the facts 
of the captioned matter and determine whether it warrants 
reporting to the IOB. Based on the facts of this case, reporting 
is necessary. Accordingly, OGC will prepare a cover letter and 
memorandum for IOB notification purposes. 

_SJ_ 

HEFEIM IS UNCLASSIFIED EXCEPT 
SEÎtâ ET 

DâTE: 12-04-2007 
CLASSIFIED BY 65179dmh/ksr/lmf 

DECLASSIFY ON: 12-04-2032 
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To: 
Re: 

^ s f e s ^ E T 

From: Office of the General Counsel 
(U) 27 8-HQ-cl22 97 36-VIO, 0 9/30/2 006 

(S) On 07/06/2006, the case agent caused a national 
security letter (NSL) to be issued fojj ¡home teleph one 

I I In error, the case agent typed the wrong phone number 
into this request and subsequently received the telephone records 
of a business entity unrelated to the investigation. 

On 08/02/2006, the case agent discovered and 
reported the error to his Chief Division Counsel (CDC) and his 
supervisor. Immediately thereafter, he took steps to ensure that 
the information was never uploaded into FBI files or indices. 
The hard copies of the information remain in the case agent's 
possession to this day. 

b7C 
b l 
b 2 
b7E 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

- In this case, the case agent's typographical error 
in preparing the NSL request resulted in the collection of 
information unrelated to the investigation. 

"i^C Nonetheless, it is also appropriate to note 
the case agent's exemplary conduct in: i) immediately notifying 
his superiors and CDC; ii) sequestering the information; and iii) 
ensuring that no dissemination took place. 

SECI 4 
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To: | | From: Office of the General Counsel b 7 E 
Re: (U) 27 8-HQ-cl22 97 36-VIO, 0 9/30/2 006 

"" y^C Nevertheless, we conclude that, in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863, this 
error must be reported to the IOB. In accordance with this 
determination, OGC will prepare a r . o v p r l e t t e r a n d m e m o r a n d u m for , b 2 
IOB notification purposes. By this EC,I lis also hereby 
directed to destroy any and all hard copies or electronic 
versions of the information remaining. Following the destruction 
of the materials, no further action is required. 
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To: 
Re: 

From: Office of the General Counsel 
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(U) 27 8-HQ-cl22 97 36-VIO, 0 9/30/20CK 

LEAD (s) : 

Set Lead 1 : (Action) 

AT 

(U 

h 2 
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I is hereby directed to destroy any and 
all information gatnered as a result of the erroneously issued 
NSL. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

CC: ^ Ms. Thomas ^ 

IOB Library 
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