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SEÒRET 

B U R E A U O F INVESTIGATION 

<U) 

(S) 

(S) 

Precedence : ROUTINE 

To: General Counsel Attn: 

Dates 02/25/2005 

GC Valerie E. Caproni 
UC 

Inspection 

Attn: ADIC 

Attn: Internal Investigations 
Section 

b2 
b6 
b7C 
b7E 

From: Inspection 
Office of Inspections 
Contact: Chief Inspector 

Approved By 

jl - p Drafted By: 

( U ) C a s e ID #: (U) 297-HQ-1271741-A (Pending) 
J S ^ 278 -HQ- CI 2 2 9736-VIO ̂  p ending ) 

(U) ' ' ?0) INSPECTION Title: (U) | FIELD OFFICE 
02/07/2005 02/25/2005 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: (U) Report possible IOB violation. 

1073946 
b2 
b7E 

Reference 

DerxVed—Er^^L^^G—S-— 

fcbt,-HÜ-A1247BfcJ Serial 172 

bl 
•b2 
b7E 

Details: During the course of the inspection of the . 
| f'O, pertinent files assigned to Special Agents on I 1 
werereviewed. The review identified one potential IOB violation 
in a pending| khich had not 
been previously reported by the 

bl 
b2 
b7E 

bl 
' b2 
b7E 

^ b o - O - 0 - 3 / f i L 

. ¿ i - f i ^ 



(S) 

To: 
Re: 

SECRET 

General Counsel From: Inspection 
(U) 297-HQ-1271741-A, 02/25/2005 

l' C J The Attorney General Guidelines for FBI National 
SecurityInvestigations and Fm-picrn Intelligence Collection 

Y 
SA 1 1 interviewed the subject atter tne 
and before an 

bl 
b6 
b7C 
b2 
b7E 

K Pursuant to the reporting requirements set forth in 
Section 2-56(G) of the NFIP Manual, the following information is 
being provided to the OGC for appropriate action: 

(S) 1. 

(U) 

(U) 

(S) 

2 . 

) 3. 

4 . 

Subject is a U. S. Person (USPER). 

Possible IOB Error: Unauthorized 
investigation. 

(S) 
afterthe 

b2 
b7E 
.bl 

^ j^K The| |?0 was instructed to report the b2 
aforementioned IOBmatter to OGC National Security Law Branch. b7E 

SÔSRET 

2 



SECRET 

To: General Counsel From: Inspection 
Re: (U) 297-HQ-1271741-A, 02/25/2005 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Will review the potential IOB matter for 

(U) Immediately report the aforementioned IOB matter 
to the Office of General Counsel, National Security Law Branch, 
as set forth in the NFIPM Section 2-56(G). 

appropriate action. 

Set Lead 2 : (Action) 

AT 
b2 
b7E 

l 
1 b2 

b6 
b7C 
b7E 

1 - IOB Workpapers 
1 - Inspection Management Unit 
1 Folder 

3 
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FD-302 (Rev. 10-6-95) 

1 -
FEDERAL BUREAU OF INVESTIGATION 

Date nf transcription 1 1 /AO /? 

bl 
b2 
b6 
b7C 
b7E 

Investigation on 1 0 / 2 9 / 2 0 0 4 at 

File i 

by 
SA 
SA 

Date dictated Not Dictated 

rd 

This document contains neither.recommendations nor conclusions of the FBI. 
it and its contents are not to be distributed outside your agency. 

SDVLQ£18155 

bl 
-b2 
b6 
"b7C 
-b7E 

the property of the FBI and is loaned to your agency; 
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A 
FD-302a (Rev. 10-6-95) 

(3) 

(S) 
Continuation of FD-302 of • On 1 0 / 2 9 / 2 0 0 4 .Page 

(S) 

bl 
b2 
b6 
b7C 
b7E 
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(Rev. 01-31-2003) 

SJÇRET 

FEDERAL B U R E A U O F INVESTIGATION 

Precedence : ROUTINE 

To: Counterterrorism 

Date: 11/01/2004 

Attn: SSA 
ITOS I, CON 4, Team 13 

From: 

Contact: 

Approved By: 

Drafted By: 

( s ) Case ID #: V ) 

Title: (S) 

(Si 

Synopsis: ^ll) The purpose of this communication is to request a 

\ y 
(U) Deri 

Dec 
CrogL-î^G-;: 
fvOtr^^Xl 

(SJ 

bl 
b2 
b71 

i ... /o /Mr/nr/noai 

b2 
b6 
b7C 
b7E 

bl 
b2 
b6 
b7C 
b7E 

bl 
b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

(S/NF/OC) 

SEÇâgÇT 
bl 



bl 
b2 
b7E 

To: Count.prf prrnri sm ELupm: [ 
Re: 11/01/2004 

.g/MF/nr^ 

bl 
b2 
b6 
b7C 
b7E 

t S/NF/nn Mn invPQtinal-inn wag fnnHin-1-oH cinpo t-h< 

bl 
b6 
b7C 

f romT 
-LŜ &LE/QC) Based on this recent information obtained 

SAl blans to submit NSL'sl 

bA requests a 

SEC! 

2 



To: frmnl-prl-prmri sm E^om: 
Re: 1 1 / 0 1 / 2 0 0 4 bl 

b2 
b7E 

LEAD(s): 
Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WÄSHINTON. D.C. 

(U) Read and clear 

SECRET 

3 
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ET 

F E D E R A L B U R E A U O F INVESTIGATION 

!U) 

(U) 

Precedence : ROUTINE 

To: General Counsel 
\SInspection 

Date: 0 3 / 1 1 / 2 0 0 5 
Attn: NSLB Attn: Internal Investigations 

From: 
lontact: 

Approved By: 
SSA 

f 
Drafted By: [ 
Case ID 1 : T 

b2 
b6 
b7C 
b7E 

T i t l e : 

278-HQ-C1229736-VIO (Pending) -
(U) 297-HQ-1271741-A (Pending) 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
b2 
b7E 

FIELD OFFICEI |FO) INSPECTION 
0 2 / 0 7 / 2 0 0 5 - 0 2 / 2 5 / 2 0 0 5 

Synopsis: (U) Report of possible IOB violation. 

(U) 
Reference: (S) 
Details: (U) During the course of the inspection of tl 
pertinent files assigned to Special Agents on 

tie 
were 

bl 
b2 
b7E 

reviewed. The review identified one potential IOB violation. 
This potential IOB violation is being reported pursuant to the 
requirements set forth in Section 2-56(G) of the NFIP Manual, and 
as stated in 66F-HQ-A1247863 Serial 149. The following 
information is provided to the General Counsel for appropriate 
action: 

1) Identification of the substantive investi nati nn 
he 

M 

inwhichthequestionableactivityoccurred 

-2 

bl 
b2 
b6 
b7C 
b7E 

OIQ/DOJ Re1 
FBI INVEST.! 
OPR UC INI 



SECRET 

entrai Counsel From: [ 
278-HQ-C1229736-VIO, 03/11/2005 

b2 
b7E 

(S) 

(Sì 

( 3 ) 

(S) 

(S) 

X«X^ 

:s) 

(U) 3) Identification of the subject's status as a 
United States or non-United States person: United States person; 

4) A statement concerning the controlling legal 
authority for the investigation or the administrative 
requirements of the NFIP Manual that pertain J 

bl 
b6 
b7C 

bl 
b2 
b7E 

^ M ^ 5 ) A s t a t e m e n t of the error believed committed and 
" ' (SAI | conducted a 

expired. 
when it occurred: The case Agent 

' Z after 

However, 
There is no excuse or justification for the error, 

there are f^cts the General Counsel should know. For 
instance, SA transferred to 
had no counterterrorism (CT) _ 
transfer. At the time of his arrival to[ 
acting supervisor. A full-time supervisor did not report to the 
squad until 08/22/2004.1 

He 

bl 
b2 
b7E 
b6 
b7C 

experience or training prior to the 
the squad had an 

-LU 

[ 
Alfiû 

about the threat-. 
^ The investigation was briefed a 

nducted an investigation 

bl 
b6 
b7C 
b2 
•b7E 

President of the United States, daily 
integral part of the investigation 

irector, 
waa an 

and bl 
' b6 
h7P 
b2 ' 
b7E 

(U) This information is not offered to excuse the 
Instead, it is presented to show that SA I tneant error, 

harm, 
extension before 

no 
It was administrative oversight not to request the 

SA 
inexperienced CT Agent trying to learn on the j 

SE^ET 

ÖET 
was an 

b6 
b7C 
b2 
b7E 

2 



RET 
To: \General Counsel From: | 
R e : j » ) 278-HQ-C122 9736-VIO, 03/11/2005 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) Review the details of this electronic 

communication for appropriate action. 
Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear. 

SEb^T 

3 



(Rsv. 01-31-2003) 

(U) 

(S) 

(U) 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence : ROUTINE 

To: Inspection 

Counterterrorism 

Date: 05/25/2005 

Attn: IIS 

Attn: UC/SSA 
SSA 

Attn: 
"57? 

From: General Counsel 
National Security Law Branch/CTLU l/LX-1 5S-200 
Contact: 

Approved By: Thomas Julie F 

(U)bl 
b2 • 

(U)- b 7 E 

( U ) 

Drafted By: 

Case ID #: (S] 

kdm 

Title: 

(Pending) DATE; 06-20-20 
278 -HQ-C1229736 -V IO (Pending) CLASSIFIED BY 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2005-| ~| 

Synopsis: J ^ f It: i-s the opinion of the Office of General 
Counsel (OGC) chat this matter must be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

X 
Reference: (U) 

X 
297-HQ-1271741 Serial 75 
278-HQ-C1229736 Serial 841 

bl 
b2 
b7E 

(S) 

( S ) 

Division f 
Details: (S) As discussed in the referenced Electronic 
Communicafrion (EC). t h e 
initiated 

a U.S. Persoti 
o£ the investigation, 

b2 
b6 
b7C 
b7E 

During the course 
properly obtained nonth 

extension for the investigation in accordance with A L m u m y 

bl 
b2 
b6 
b7C 

General's Guidelines for FBI National Security Investigations and ]q7E 

SÈJ^ET/NOFORN 

NÇIVTO-TR164 



(S) 

(SI-

ID) 

(SI 

SBJCRET/NOFORN 
bl 

To: 
Re: 

Inspection. 
(S) 

From: .General Counsel b2 
05/25/2005 b7E 

Fnrpiqn Intelligence Collection (NSIGT.With thp sxtsnqinn, the 
investigation had to be completed by 

However. I ~1 conducted! 
J, almost two months afte£ 

1 

did not request an extension 
Ĵ ad expired. 

until 
bl 
b2 
b7E 

Section 2-56 of the NFIPM requires OGC to 
determine whether the facts related above are required to be 
reported to the IOB. In this case, they must be reported. 

(U) Section 2.4 of Executive Order (E.O.) 12863, dated 
September 13, 1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, Inspection Division, and the General 
Counsel, OGC, respectively) report to the IOB "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive". 

(S) 

bl 
b2 
b7E 

(S) 
1 W h i l e t h i s f [ w a s initiated when the Attorney General 

Guidelines for FBI Foreign Intelligence Collection and Foreign bl 
Counterintelligence Investigations (FCIG) were applicable, the b2 
FCIG was superceded by the NSIG on October 31, 2003. . b7E 

SE^ET/NOFORN 

2 

ftSLVK^lSieS 



S^FCRET/NOFORN 

(S) 

(S) 

(S) 

IS) 

(Emphasis added.) 
Although this provision of the NSIG is primarily 

administrative in nature, it was designed in part to protect the 
rights of U.S.personsI 

(S) In the instant matter. 
investigativeactivityafter 

continued 
This activity 

bl 
b2 
b7E 
bl 
b2 
b7E 

bl 
b2 
b7E 

bl was inconsistent with the requirements or tne NSIG 
Consequently, in accordance with the reporting requirements of 
Section 2.4 of E.O. 12863, OGC will prepare a cover letter and anb2 
LHM to report this matter to the IOB. b7E 

s|>6£ET/N0F0RN 

3 
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S^FCRET/NOFORN 

To: 
Re : 

Inspection Fr-nm • 
(S) 

General Counsel 0 5 / 2 5 / 2 0 0 5 

LEAD(s): 

Set Lead 1: (Action) 
INSPECTION 

AT IIS. WASHINGTON. DC 
(U) Read and clear. 

Set Lead 2: (Action) 

AT 

(U) Read and clear. 
Set Lead 3 : (Action) 

COUNTERTERRORISM 
AT WASHINGTON. DC 
(U) Read and clear. 

1 -Ms. Thomas 
l -I b6 
l - b7C •• 

bl 
b2 
b7E 

b2 
b7E 

S^S^ET/NOFORN 
4 



BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building. 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
pnr.l nsiirp entitled "Intelligence Oversight Board (IOB) Matter, 

Division, 2005 
b2 
"b7E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to the 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence 
investigations. (U) 

and international terrorism 

Enclosure 

1 -- Ms. Thomas 
1 -
1 -
1 - 278-HQ-C1229736-VIO 

b6 
. b7C 

s 



( 

Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning . this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

2 
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{ 
SEÇ&Ê1 

Mr. James Langdon 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
HDIVISTON 

2005- ( U ) 

b2 
,b7E 

Investigation of this IOB matter has determined that, on 
Division 

initiated 

(S) 

IS) 
(S) 

( 5 ) 

the cours^ of the investigation, 
extension for the investigation in accordance 

1 nf US Person. During 
properly obtained a 

with 
Attorney General's Guidelines for FBI National Security 
InvestigationsandForeignIntelligenceCollection(NSIG). With 
the extension. I I investigation Jiad to be" completed 

However. I 1 
expired. 

conducted 
almost two months after 

did not request an extension 
had 

until 
Conducting the interview on October 29, 2004 was 

inconsistent with the requirements of the NSIG, and must be 
reported in accordance with the requirements of Section 2.4 of E.O. 
12863. This matter has been referred to the FBI's Office, of 
Professional Responsibility for action deemed appropriate 

bl 
b2 
b7E 

SjZC^ET 

1MSL VIGT-1S170 



(Rev. 01-31-2003) { ^ ^ ^ ^ ' Î 
SÈSRÉT 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

( U ) 

( U ) 

(U) 

Precedence : ROUTINE 
To: General Counsel 

Date: 11/09/2005 
Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 
Contact: C R S E x t . 

Approved By: Figliuzzi C Frank 
Drafted By: 

b2 
b6 
b7C 

Case ID#: 
Title: (• 

(SO 278-HQ-C122973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKIUGS, 1296 
OGC/lOB# 2005- b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Deri 
Dec 

proi 
iy 

-3 

Reference: 278-HQ-C1229736-VIO Serial 752 
278-HQ-C1229736-VIO Serial 841 
278-HQ-C1229736-VIO Serial 857 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from I Division dated 3/11/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

Nscvro-ìsm-



01-31-2003) 
I S E S R Ë Î ^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To: 

Date: 11/09/2005 

Attn: ADIC (Personal Attention) 

From: Inspection 
Internai Investigations Section. IPU, Room 11102 

Ext. Contact; UC 

Figliuzzi C Franl^ 

Drafted By: 

Case ID #:"'Ni y ^ K 263-HQ-O-U - 342 (Pending) 

b2 
b6 
b7C 
b7E 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 12 96 
OGC/lOB# 2 005- b2 

Synopsis: (U) To advise the captioned reporting of.potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

Enclosure(s): 

Reference; 

) 278-HQ-C1229736-VIO Serial 841 

278-HQ-C1229736-VIO Serial 752 
278-HQ-C1229736-VI0 Serial 841 
278-HQ-C122 9736-VIO Serial 857 

Details: (U) Upon review of Inspection Division's captioned 
report of a potential IOB violation, it is IIS's opinion that 
the incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case 
is closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any fni-n-r«* arUnn relative to this incident to the discretion of 
the Division. IIS recognizes and appreciates that 

b2 
b7E 

S 



To: 
Re: 

SE 
From: Inspection 

263-0-U - 342, 11/09/2005 
b2 
b7E 

this matter was brought to our attention as required by the 
revisions mandated by National Security Law Branch/OGC EC, 
dated 03/18/2005 (319X-HQ-A1487720 serial 6). 

2 - NSL VIO-18173 



U.S. Department astice 
* 

Office of the Inspector General 
1 9 $ 

DATE: 
Mshington, B.C. 2(630 

November 1, 2005 

TO: Charlene B. Thornton 
Assistant Director 
Inspection Division 
Federal Bureau of Investigation 
& Ê U . 

FROM: Glenn G. Powell 
Special Agent in Charge 
Investigations Division 

SUBJECT: OIG Complaint No. 2006000189 
Subject a 

F ivision 
FBI No. 278-HQ-C1229736-VIO 

b2 
b7E 
b6 
b7C 

• 

We consider this a management matter. The information is being provided to you 
for whatever action you deem appropriate in accordance with your agency's policy 
and regulations. A copy of your findings and/or final action is not required by the 
OIG. 
This matter is referred to your agency for investigation. Please provide the OIG 
with a copy of your final report on this matter. 

j j This complaint will be investigated by the OIG. 
IMPORTANT NOTICE 

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the 
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you 
believe that it is necessary that redacted information be made available to your Agency, you may contact the 
Assistant Inspector General for Investigations. 
Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a 
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all 
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General 
Act and the Whistleblower Protection Act. 

Attachment 

— - - - - - - --,. — ' ^ - - NSL VIO-18174 •• •. -



b2 
b7E 

OIG - INVESTIGATIONS DIVISION - IDMS OIG NO. 412-2006-000189-M 

Received By: b6 ~ 
b7C— Date Received: 04/18/2005 How Received : A 

SUBJECT OF A COMPLAINT: 
Title: SA 
Component : FBI 
Mise : 

Pay Plan: 
EOD Date: 

SSNO : 
D.O.B.: 

Alien No.: 
F.B.I.No.: b2 

Authority: none 
ALLEGATIONS: 412 
Occurr 
CITY: 

¡nee Date: 
Job Performance Failure 
10/29/2004 TIME : 

State: I I Zip : 
b2 
b7E 

Details : 
The FBI provided information reporting a potential IOB violation, 
the inspection of the FBI 

Purina the muras of 
FO, pertinent files assigned to agents o n L |_were 

reviewed. The review identified an administrative oversight, involving 
conducted by SA after the| [expired. 

(S) 

bl 
b2 
b6 
b7C 
b7E 

DISPOSITION DATA: Date: 04/18/2005 Disposition: M Approval :P0WELL, GLENN G ^ 
Referred to Agency: Component: FBI 
Civil Rights: N Sensitive: N 
Component Number: 278-HQ-C12297636-VIO-752Consolidated Case Number: 

Remarks : 
11/1/05 - Predicating material contains information which has been classified and has been 
sent to AD Thornton, FBI Inspection Division as a management issue. (yht) 

MSL-VTO-18175 



(Rsv. 01-31-2003) 
- OOb 

I ' • 

S^RET 

F E D E R A L B U R E A U O F INVESTIGATION 

Precedence : ROUTINE Date: 0 3 / 1 1 / 2 0 0 5 

b2 
b6 
b7C 
b7E 

( U ) -

(U) 

(U) 

(S) 

(S) 

To: General Counsel 
\/Inspection 

Attn: NSLB Attn: Internal Investigations 
From: I I Contact: SSA 
Approved By: [ 
Drafted By: I 

Case ID # : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O (Pending) 
(U) 297-HQ-1271741-A (Pending) 

Title: 
: X INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

0 2 / 0 7 / 2 0 0 5 - 0 2 / 2 5 / 2 0 0 5 FIELD OFFICE I ^O) INSPECTION 

b2 
b7E 

Synopsis: (U) Report of possible IOB violation. 

X 
Reference: (S) 
Detai ls : (U) During the course of the inspection of the 
pertinent files assigned to Special Agents on 

bl 
b2 
b7E 
FO, 

were 
reviewed. The review identified one potential IOB violation. 
This potential IOB violation is being reported pursuant to the 
requirements set forth in Section 2-56(G) of the NFIP Manual,, and 
as stated in 66F-HQ-A1247863 Serial 149. The following 
information is provided to the General Counsel for appropriate 
action: 

( U ) 1 ) Identification of the substantive investigation 

b2 
b7E 

in which the questionableactivityoccurred: 

M . _2_L 

bl 
b2 
b6 
b7C 
b7E 

OIG/DOJ Re 
FBI INVEST. 
-OPRUCIN 

SECRET 

DATE: 
DOJ INVEST.: 

NSC 



) 

3) 

To: 
Re: 

RET 
.General Counsel From: , 

278-HQ-C1229736-VIO, 03/11/2005 
b2 
b7E 

bl 
b6 
b7C 

(U) 3) Identification of the subject's status as a 
United States or non-United States person: United States person; 

M 4, A statement concerning the controlling legal 
authority for the investigation or the admini^trative 
requirementsofthe NFIP Manual that pertain: 

X A statement of the error believed committed and 
whenitoccurred: The case Agent (SA _| conducted a 

which was afterj expired. 
(U) There is no excuse or justification for the error. 

However, there are facts the General Counsel should know. For 
instance, SA transferred to He 
had no counterterrorism (CT) experience or training prior to the 
transfer. At the time of his arrival| | the squad had an 
acting supervisor. A full-time sunsrvisnr did not rsnnrf. to .fhP 
squad unti1 08/22/2004. 

bl 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

ahnnf Mip throat 
The 

'Also—i_n conducted an i riv̂ st- • gation 
investigation was ftrierect to the Director, and 

President of the United States, daily, 
integralpartoftheinvestigation.T 

was an 
bl 
b2 
b6 
b7C 
b7E 

This information is not offered to excuse the 
error. Instead, it is presented to show that SA 
harm. It was adminiBtrat-ivp nvprsiahf nnf to request the 
extension 

meant no 
SA 

inexperienced CT Agent trying to learn on the job. 
was an 

b6 
b7C 
b2 
b7E 

S^RET 



To: General Counsel From: 
(U) Re: 278-HQ-C1229736-VIÒ, 03/Il/2UUb 

RET 
b2 
b7E 

LEAD(S): 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) Review the details of this electronic 
communication for appropriate action. 

Set Lead 2 : (Action) 
INSPECTION 

AT WASHINGTON. DC 
(U) Read and clear. 

SEÒ^ET 

Esima-18128:: 



11:26:35.9 
E: SEX: M 

AD], EOD: 

OFFICE: 
RA : 
TITLE 

AD], AGENT EOD: 

DATE ASSIGNED: 

: SPECIAL AGENT 
FUNC/ORG. : SPECIAL AGENT 
PSTN NUMBER: 

ALL IIFOPÄTIOI COmiEED 
HESIII IS DECLASSIFIED 
DIU 06-ÌS-2007 BY 65179./MI/KS1/1J 

LAST GRADE CHANGE: b7C 
b7E 

SALARY : GRADE STEP : 
LOC/LEO PAY: LOC/LEO PCT: FILE NUM : 
AD] SALARY : PRD : 0 SRTN; CREDENTIAL: 

MERIT IND : I 1 CLEARANCE: 
EXTENSION: ROOM: WORK PHONE: BLDG: FEDERAL 

! PFl ! PF2 ! PF3 ! PF4 ! PF5 ! PF6 ! PF7 ! PF8 ! PF9 ! PFlO !> 
! HSTY ! RATING !WRK SCO! EDUC ! SKILL ! INSERV ! MLTY ! LANG ITRAING! TRNSFR ! 
+ + -+ + + + + + I 
! PFLL ! PF12 ! PF13 ! PF14 ! PF15 ! PF16 ! PF17 ! PF18 ! PF19 ! PF20 j 
! PROP ! MISC ! RETIR ! ADDR ! DATES ! INSURE ! LEAV ! PRL ! ! EXIT " 

4AU 02,001 

NSL VIO-18179 



U.S. Department ot Justice uaasrncu L»utuuicni ntvcipi 
When filling out th >rm, please press firmly 
with ballpoint pen. 

FROM: (Name, 

TO: (Name) _ 

ACCOUNTABILITY ; 

(Organization and Address). OdOiCrilNl/ 

of Recipient) & DATE:_ 
If sent outsjde DOJ, Return this copy to:. 

(Organization anàkiàms) 1/whûA ftolS 

DOCUMENT IDENTITY 

SUBJECT & DESCRIPTION: Q j f r f i j ^ ^ Ü Ö Ö l ^ 

Date of Document: 
Copy 

- J l 

b2 

b7C 
. o f . Copies. b7E 

Classification of Document (Check Appropriate Box(es) Below): 

• T S [Y>S OCONF OSCI [ ] Q • OTHER 

INTERNAL DOJ ROUTING 
ciinn ifimn ORGANIZATION & DATE REC'D 

INSTRUCTIONS ON BACK OF LAST PAGE FORM DOJ-34 JUN.81 

ALL FEI IIFOPMTÏOICdTàïïED 
HERE I I IS DECLASSIFIED 
DATE 06-19-2007 BY 65179/Mi/KSl/U 
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(Rev. 01-31-2003) 

( U ) 

(U) 

SEe^ET 

FEDERAL B U R E A U O F INVESTIGATION b2 

Precedence: PRIORITY 

To: General Counsel 

Date: 08/15/2003 

Attn: National Security 
Law Branch 

Unit Chief 

Counterterrorism Division 

Director's Office 

Senior Counsel Spike Bowman b2 
b6 

Assistant Director 

Office of Congressional 
Affairs 

b7C 
b7E 

From: 
chief rHvjPi-inn rminapl 
Contact : 

Approved By: 

Drafted By 
I'TT'I 
b2 Case ID #: 
b7E 

. \OQ-1 
2 78-HQ-C122 973 6-VIQ (Pending) 
278 39407 (Pending) 

Title: (U) REPORTING OF COUNTERTERRORISM 
INVESTIGATIVE ACTIVITY WHICH MAY BE 
CONTRARY TO APPLICABLE POLICY; 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
MATTER. 

Synopsis: (U) Communication reports counterterrorism 
b2 
b7E 

] division was advised by investigative activity which 
the Office of the General Counsel (OGC) to report as a possible 
Intelligence Oversight Board violation. 

Der -3 
issify On: 

D e t a i l s : B y way of background information, it recently came 
to the attention of the Chief Division Counsel (CDC) of the 

A / O Â - . O - U r S ' i l 
NSL VIO-18181 



SEÌ^EI 
TO: 
RE: 

General Counsel From: [ 
(U) 278-HQ-C122 973 6, 08/15/2003 

b2 
b7E 

that an investigation 
possible Intelligence Oversight Boa^d 

_Division, 
was pending regarding 
(IOB) violation involving the 
This possible violation pertains to tne use or a federal urand 
Jury subpoena to acquire information identified through use of 
investigative techniques ^nthm-i 7pd hv the Fnrpinn Tnt-pllirrpnnp 
Surveillance Act (FISA) 

b2 
b6 
b7C 
b7E 
b5 

1 (U) Title 50 United States Code (U.S.C.), Section 1806(b) 
(pertaining to electronic surveillance) and Section 1825(c) 
(pertaining to physical searches), both provide that "[n]o 
information acquired pursuant to this subchapter shall be 
disclosed for law enforcement purposes unless such disclosure is 
accompanied by a statement that such information, or any 
information derived therefrom, may only be used in a criminal 
proceeding with the advance authorization of the Attorney 
General" (Emphasis added.) 

is of the opinion that 

b7C 
b5 

SÎTÉÇET 
2 

NSL VIQ-1-&1S2 



ET 

To: General Counsel From.-
Re: (U) 2 78-HQ-C122 9736, ,0â/l5/2Û03 

b2 
b7E 

(U) jt̂  Accordingly, on 08/04/2003 while addressing this 
i flaue at a meetjno of theL I 

CDC advised its members to consult with 
Federal grand jury subpoena under similar, 
such time this ^ssue is resolved. During 

attention that 
m m oerore seeding 
circumstances until 
that meetinqf it was brought to CDC 

h^H rprpnt 1 v nhhainpd and sprvpH a PpHpral rrranH 
-inrv subpoena 1 

Additionally, later that week thef 
from the CDC regarding 

"I requested an opinion 

b2 
b6 
b7C 
b7E 

(U) The aforementioned events prompted CDC to 
contact Marion E. "Spike" Bowman, Senior Counsel for National 
Security Affairs, Office of the General Counsel (OGC), on b6 
08/07/2003, to discuss this issue. Mr. Bowman advised that he b7C 
had that day discussed this issue at length with representatives 
from OIPR as a result of the previously referenced pending b2 
IOB matter.' Mr. Bowman confirmed that OIPR currently considers blE 
the issuing of a Federal grand jury subpoena based upon FISA 
derived information to be the use of such information in a 

(S) X In the 

<S) 

investigation yherpm 2 
criminal counterterrorism 

this Fpïïpral rrranri inrv snhnnsna was i ggnprt 

J This information 
Federal grand was properly snarea witn tne criminal case and a 

jury subpoena was obtained requesting 
It should be noted that at the 

time tne ¿'ISA coverage was authorized, - more than sufficient 
information existed to obtain a "criminal" 

However, this step was not taKen Because it wc 
only duplicate the same information 
Accordingly, such action would have been a waste of time and 
resources, as well as being inconsistent with the current . . 
information sharing initiative being promoted by the AG. 

bl 
b2 
b7A 
b7E 
b3 FGJ 

SÈp&ET 

-, NSL VKM8183 — 



To: 
Re: 

J, , SÎJCRET 
General Counsel From: 
(U) 278-HQ-C1229736, 08/15/2003 

b2 
b7E 

"criminal proceeding."4 In light of OIPR's current opinion 
regarding this issue, it was determined that |should 
report this matter to FBIHQ as a possible IOB violation in light 
of the prompt reporting requirements involving such matters. 

b2 
b7E 

(U) It should be noted that over the past year, CDC 
that as consistently promoted the concept with the 

the PATRIOT Act and the decision of the FISA Court of Review 
eliminated the "wall" that previously existed between 
intelligence and criminal investigations. The FBIHQ requirement 
that a parallel intelligence investigation be open each time a 
criminal counterterrorism case is opened has been stressed in an 
effort to promote investigators to effectively maximize the use 
of all investigative tools available to wage "the war on 
terrorism." In.support of that objective,[ 

b2 
b6 
b7C 
b7E 

also 
opens parallel criminal investigations (265 classification) when 
the "criminal" investigative tools available will enhance the 
investigative efforts in pending counterterrorism intelligence 
investigations (199 classification). Additionally, the same 
special agent is sometimes assigned as case agent for both the 
criminal and the intelligence investigations to promote 
information sharing and efficiency. 

(U) In summary, the actions taken by the case agent to b2 
obtain information via a Federal grand jury subpoena in the blE 
matter at issue were completely consistent with the general 
investigative approach established and promoted by 
At the time the information was subpoenaed, time was ot tne 
essence and necessarily prompted the case agent to look to the 
fastest way to acquire the information being sought. Since a 

4 (U) The current opinion of OIPR clings to the old practice 
of maintaining a "wall" between criminal and intelligence 
investigations. The applicable provisions of the PATRIOT Act and 
the construction of those provision by the FISA Court of Review 
has removed the "wall" which previously separated such matters. 
To construe the aforementioned statutory provisions in FISA (50 
U.S.C. 1806(b) and 1825(c)) in this fashion--as OIPR has done— 
reflects the existence of a overly conservative mind set which is 
no longer valid or advisable. Additionally, such an opinion 
fails to recognize the function of a grand jury subpoena in the 
Federal criminal justice system. The issuing of such a subpoena 
is a function of the executive branch and does not substantively 
involve the court or a judicial proceeding. 

ET 
4 



SEC 

To: General Counsel From: | 
Re: (U) 278-HQ-C122 9736, 08/15/2003 

b2 
b7E 

(U) 

;s) 

(S) 

b3 
b2 
b7E 

'S) 

subpoena is procedurally faster than a National Security Letter 
(NSL), a Federal grand jury subpoena was sought.5 The 
investigative actions taken were clearly taken in good faith and 
in no way involved an intentional effort by the case agent to 
violate any statute, guideline, policy or practice. 

As advised by OGC on 08/13/2003, 
background information is provided: 

the following 

Subject: 
Case Numbers : (Pending) 

(Pending) 
Status: Non-U.S. Person 

bl 
b2 
b6 
b7A 
b7C 
b7E 

A Federal grand jury subpoena was issued 
The 

Possible IOB Violation 
I |£.orl~ 
| Iwhlch was the subject of the subpoena was 

pursuant to FISA. identified from 
(U) Lastly, it should be noted that this matter could 

have been easily avoided through the use of an administrative 
subpoena if such were available in terrorism investigation. OGC 
has consistently supported field recommendations that . 

b5 

(U) The expanded delegation of National Security Letter 
(NSL) authority has been of some assistance in this area, but 

b2 
b7E 
b7A 
b5 

5 (U) In hindsight, a Title 21 administrative subpoena could 
have been issued in this case inasmuch as the subject is 

nowever, m ugnt or tne 
nniinfpri nt~ni Hvp reasoning of OIPR on the pending issue, 

is concerned 



\ 

TO: 
RE: 

General Counsel From 
(U) 278-HQ-C1229736 

»: [ 
, Off / l b / 2 0 0 3 

b2 
b7E 

access to records via NSLs still falls far short of what is 
needed to effectively wage the "war on terrorism. 11 NSLs are 
limited in scope, are too slow procedurally, and do not provide 
access to general business records. Federal grand jury subpoenas 
present yet another set of problems--such as the one that is 
being addressed in this potential IOB matter. What is clearly 
needed is an administrative subpoena that can be used to quickly 
obtain the records needed in terrorism investigations, both 
criminal (265 classification) and intelligence (199 
classification). It is ironic that Congress has seen fit to 
equip Federal investigators with administrative subpoena 
authority in health care fraud investigations, crimes against 
children investigations, and to wage the "war of drugs," but has 
yet to provide similar authority to wage the continuing "war on 
terrorism."6 

(U) On August 7, 2003, the Director announced a 
separation of the Office of Public and Congressional Affairs and 
named Eleni P. Kalisch as Assistant Director for the Office of 
Congressional Affairs in an effort to develop a closer working 
relationship with key lawmakers and their staffs regarding 
legislative initiatives important to the Bureau's mission. 
Accordingly, 
Division, OGC, ¿rid thfe n6v> 

recommends that Counterterrorism 
Office of Congressional Affairs 

utilize this opportunity to carefully consider taking prompt and 
coordinated action to obtain administrative subpoena authority in 
all terrorism investigations. The accomplishment of this goal 
will substantially improve the Bureau's ability to prevent a 
future act of terrorism within the United States. 

b2 
b7E 

(U) 

-HSl VKMS186 



SÄURET 
b2 
b7E To: General Counsel From: 

Re: (U) 27 8-HQ-C122 9736, Ob/lb/2UU3 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, P.C. 

(U) Review the information contained herein for a 
possible IOB violation and take, any appropriate action that may 
be necessary. Additionally, give due consideration to the 
legislative proposal regarding administrative subpoena authority 
in all counterterrorism investigations and coordinate this effort 
with Counterterrorism Division and the Office of Congressional 
Affairs. 
Set Lead 2: (Action) 

COUNTERTERRORISM 
AT WASHINGTON. P.C. 
(U) Inasmuch as a negative finding in this matter ]j2 

could adversely affect counterterrorism investigations, 
Counterterrorism Pivision is requested to review the information 
contained herein and take any action deemed appropriate in 

b7E. 

support of | | position that the mere issuing of a 
Federal grand jury subpoena based upon FISA derived information 
should not be considered as Muse[] in a criminal proceeding" as 
defined by FISA. Additionally, give due consideration to the 
legislative proposal regarding administrative subpoena authority 
in all counterterrorism investigations and coordinate this effort 
with OGC and the Office of Congressional Affairs. 

Set Lead 3: (Action) 
PIRECTOR'S OFFICE 

AT OCA. DC 
(U) Give due consideration to the legislative proposal 

regarding administrative subpoena authority in all 
counterterrorism investigations and coordinate this effort with 
OGC and Counterterrorism Division. •• 

SE^IET 

7 

: -- = NSL~VFÖ="18187 ^ 



(Rev. 01-31-2003) 

FEDERAL B U R E A U O F INVESTIGATION 

Precedence s ROUTINE 

To: Inspection 

Counterterrorism 

Date: 09/01/2005 
Attn: IIS 
Attn: AD 
Attn: SAC,CDC 

From: General Counsel 
Counterterrorism Law Unit II 

Contact : 

Approved By: Thomas Julie 

Drafted By 

CaseID#: 

Title: 

J 2 78tlH£1=jC122 973 6-VIO 
3 9407 (Pending) 

| o 2 0 
(Pending) b 2 

b 7 E ' '(&0 278-
X INTELLIGENCE OVERSIGHT BOARD MATTER b2 

IOB 2003 
S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (Ode) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and to the Office of 
Professional Responsibility (OPR), FBIHQ. OGC will prepare a 
cover letter and a memorandum to report this matter to the IOB 
Our analysis follows. 

Reference : 

Derîvëd~~EïgBft--T G-3 
DeclassifyOnT 

278-HQ-C122 9736-VIO Serial 1027 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel Wordperfect. 

b6 
b7C 

OJG/DOJfte 
FBI INVEST; 
OPHUClNlfi OJiNVKT-



(U) 

(U) 

(U) 

(U) To: .Inspection From: General Counsel 
R e : 2 7 8 - H Q - C 1 2 2 9736-VIO, 09/01/2005 

Details":""" As discussed in the electronic communication (EC) 
referenced below1, on 07/09/03, a federal grand jury subpoena was 
issued in connection with a| ~|criminal investigation 
based upon a telephone number obtained pursuant to a Pen Register b7E 
and Trap and Trace device authorized by the Foreign Intelligence b3 FGJ 
Surveillance Court (FISC). The federal grand iurv subpoena was 
obtained I 

A , ,Z_ 
The Foreign Intelligence Surveillance Act of 1978 

(FISA) recpiire^ that the Attorney General approve any use of 
FISA-derived information in a criminal proceeding.2 The Office of 
Intelligence Policy and Review (OIPR) of the Department of 
Justice (DOJ) considers the issuing of a federal grand jury 
subpoena based upon FISA-derived information to be the use of 
such information in a criminal proceeding.3 

(U) Section 2.4 'of Executive Order (E.O.) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Community components (in the FBI, the 
Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 

b2 
EC from the | |pivision I | dated 08/15/03, ^ 7 E 

and titled "Reporting of Counterterrorism Investigative Activity which may be 
contrary to Applicable_EaliaL; Eaasible Intelligence Oversight Board Matter" 
(hereinafter cited as EC) 

2 (U) Title 50 United States Code (U.S.C.) Section 1845(b) (pertaining 
to pen register or trap and trace devices) provides that "no information 
acquired pursuant to this subchapter shall be disclosed for law enforcement 
purposes unless such disclosure is accompanied by a statement that such 
information, or any information derived therefrom, may only be used in a 
criminal proceeding with the advance authorization of the Attorney General." 
(Emphasis added.) 

3 (U) In a June 3, 2005 document issued by the Office of Intelligence 
Policy and Review (OIPR) at the U.S. Department of Justice, entitled "Guidance 
on the Use and Discovery of Information Obtained Pursuant to the Foreign 
Intelligence Surveillance Act of 1978 in National Security Investigations and 
Cases," the Deputy Counsel for Criminal Matters opined that the term "criminal 
proceedings" includes all ancillary and provisional steps relating to criminal 
proceedings, including grand jufy subpoenas. (Emphasis added.) Although this 
document was just recently issued,-OIPR has long held and expressed this view. 



(U) 

To: 
Re: Xection From: General Counsel 

2 78-HQ-C122 973 6-VIO, 09/01/2005 

contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 1233.4, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement, the language has been 
interpreted to mandate the. reporting of constitutional 
violations, federal statutes, regulations, and guidelines. 

nj) C$) In the instant case, 
FISA-derived information to obtain 

clearly used 
recteral grand jury subpoena 

without prior approval of the Attorney General. It is 
acknowledged that the case agent acted in good faith in a b2 
situation in which time wafg of t-,he psapyrp. it is noted that a b7E 
year later, on 
General authori —T 
rr-iminal nrn 

.requested the Attorney 
ze the use bi fisA-derivêd information in the 

:eeding pertaining to this investigation. 
did receive subsequent use authority 

However,although subsequent use authority was obtained over a 
year after the dissemination, inasmuch as this action constitutes 
a violation of the FISA statute, OGC will prepare a cover letter 
and a memorandum to report this matter to the IOB. That 
correspondence will also advise the IOB that this matter will be 
referred to the FBI's Inspection Division. 

3 
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{ S ^ B R Ê ^ 

To: ' ection From: General Counsel 
Re: 278-HQ-C1229736-VIO, 09/01/2005 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION 

AT IIS 
(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERTERRORISM 
AT WASHINGTON. DC 
(U) Please read and clear. 

Set Lead 3: (Action) 

AT 

(U) For action deemed appropriate. 
CC: Ms. Thomas 

IOB library 



i 

BY COURIER 

Mr. James Langdon 
Chairman : 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory v̂ o 
ïïiPïïioranrinm—entitled "Intelligence Oversight Board (IOB) Matter, " „ 

Division, IOB Matter 2003] | (U) b 1 ^ 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Inspection Division. (U) 

Enclosure 
DETACHED 
CLAS 

1 - Mr. Hulon 
1 - 278-HQ-C1229736-VIO -
1 - I TOP 2 003 
1 - r L 

-|03{ b2 
b6 
b7C 



Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1- Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 

•2' 

1\ISL VIÖ-18193 



S E p R E f ^ 

tu» 
TNTET.T.TCTNfF: OVF1PSTGHT ROAPT") (IOB) MATTER 

JDIVISION 
(U) IOB MATTER 2003 C Z I 

Inquiry has determined that on 07/09/03 
grand jury subpoena was issued in connection with a 

b2 
b7E 

rt ' 

criminal investigation based upon a telephone numbei Obtained 
pursuant to a Pen Register and Trap and Trace device authorized 
by the Foreign Intelligence Surveillance Court (FISC). The 
federa] a-ranH jury subpoena was obtained r A ^ p g H n n r 

T The 
Föreign intelligence bill veil lance Act of 1978 (FISA) requires 
that the Attorney General approve any use of FISA-derived 
information in a criminal proceeding.1 The Office of 
Intelligence Policy and Review (OIPR) of the Department of 
Justice (DOJ) considers the issuing of a federal grand jury 
subpoena based upon FISA-derived information to na« ̂ -f 
such information in a criminal proceeding. Since 

b3 FGJ 

b7E 

actions constituted a violation of the FISA statute INthi = report 
is being made to the Intelligence Oversight Board. jxf--(U) 

(U) Title 50 United States Code (U.S.C;) Section 1845(b) (pertaining 
to pen register or trap and trace devices) provides that "no information, 
acquired pursuant to this subchapter shall be disclosed for law enforcement 
purposes unless such disclosure is accompanied by a statement that such 
information, • or any.information derived therefrom, may only be used in a 
criminal proceeding with the advance authorization of the Attorney General." 
(Emphasis added.) 

S E ^ S ^ 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Date: 11/28/2005 

Attn: NSLB 
From: Inspection 

Internal Tnysstiaat-inng | IPU, Room 11102 
Contact: CRS 

Approved By: Figliuzzi C Fran 

Drafted By: 

Case ID #: 

Title: (U) 

Ext. | | 

(U) 2 78-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1326 
0GC/I0B# 2003-| 

b2 
b6 
b7C 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: (U,) 278-HQ-C1229736-VIO Serial 1027 
278-HQ-C1229736-VIO Serial 1030 

Details: (U) The Internal Investigations Section (IIS) received 
an EC from I Division dated 8/15/2003, reporting a 
possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the- IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 



(Rev. 01-31-2003) 

SE<^feT 

B U R E A U O F INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

General Counsel 

Date: 11/22/2005 

Attn: 

Attn: 

Attn: 

ITPS II\GOU 
UC 
SSA 
NSLW 
AGC 
SSA 

From: Inspection 
Internal Investigations SpfUnn IPU. Rnnm 11865 
Contact: CRS 

Approved By: Figliuzzi C Fran) 

Drafted By: 

Case ID #:\u) 263-HQ-O-U - 351 (Pending) 
(U) 278-HQ-C122 973 6-VIO - 1051 (Pending) 
(U) 105j ^61029 (Pending) - 46 

Title: (U) INTELLIGENCE OVERSIGHT BOARD; 

' b2 
b6 
b7C 

: n b 7 E 
D r x 

b2 

b7C 
b7E 

SSAJ_ 
SA I 

DIVISION 

Synopsis: (U) Forwarding material to Counterterrorism Division 
for appropriate handling. 

(U) ^ D e f l v e d ^ r ^ - ^ G ^ i 
' ^ DeciaesiiyOir^^Xl^ 

Reference: (U) 278-HQ-C1229736-VIO serial 1044 
(U) 105A-DN-6102 9 serial 45 

l'T"T'1 Enclosure (s) : ^ ^ Enclosed for Counterterrorism Division (CTD) , 
International Terrorism Operations Section (ITOS) II, Global 
Operations Unit (GOU) is the following: 

A copy of 278-HQ-C1229736-VIO, serial 1044 
enclosing: / \ . 

One envelope containing three CD-ROM's and 

S&S^feT 

_ rcsirvKFimw: — 



SE 

To: Counterterrorism From: Inspection 
Re: (U) 263-HQ-O-U, 11/22/2005 

(S) papercopiesof 
mnf.ainpg unauthorized material rUMiShéd'by 

pursuant to a National Security Letter 
(NSL) 

bl 
b4 
b7D 

Details: (S) By way of 278-HQ-C1229736-VIO serial 1044,| 
Division forwarded to Inspection Division (INSD), Internal 
Investigations Section(IIS) the enclosed unauthorized collected 
material inadvertently obtained pursuant to: 1) an NSL to| 
and 2) a Foreign Intelligence Surveillance Court (FISC) 
authorized electronic surveillance. By standard practice, this 

Division to CTD\IT0S material should have been provided by| 
II\G0U, the substantive unit supervising the investigation in 
which the material was collected. In turn,, that unit SSA should 
turn it over to the Office of Intelligence Policy and Review 
(OIPR), getting a receipt for it. OIPR will then provide it to 
the (FISC) for either sequestration or destruction. 

(U) Accordingly, INSD, IIS is forwarding the enclosed 
material to CTD\IT0S I\GOU for appropriate handling. 

b2 
b4 
b7D 
b7E 

SECRET 

2 



I » 

' ' SECRET 
To: Counterterrorism From: Inspection 

' Re: (U) 263-HQ-O-U, 11/22/2005 

(1) INSD 

WORKING COPY 

b6 
b7C 

S E C R E T 
3 
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FD-962 (Rev. 05-02-2003) 

(U) 

(U) 
(U) 

(U) 

siJs&ET 

F E D E R A L B U R E A U O F INVESTIGATION 
Precedence: ROUTINE 

To: General Counsel 

Counterintelligence 

Attns 

=#1490 

Date: 09/12/2005. 

National Security Law Branch 
Room 7975 

b2 

Attn: CD-2£_LMlL. 
SSA 

From: 
Squad 4 
Contact: SA 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

b2 
b6 
b7C 
b7E 

278-HQ-C122 973 6-VIO 

) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

•••SynopBl"»":"""""̂ )̂̂  Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

) 4. Description of IOB Error (including any reporting delays). 

S i t ò - 0 - u - 3 6 b 

r b7C NSL VIÖ-18199" 



b2 
b7E 
( U ) 

(S) 

(S) 

(S) 

IS) 

To 
Re 

SECRET 
vGenpral Counsel From: | 

2 78-HQ-C122 9736-VIO, 0 9/12/2 005 

IS) 
Special Agent (SA) 

xtension request 1 | captioned, case agent, drafted 
and forwarded it to FBIHQ. The EC stated, "Electronic 
Communication uploaded into ACS only. No hard copy to follow 
Due to a pending TDY assignment to FBIHQ, ~l SAl 
requested captioned investigation be reassTonH3ZZ[ 
captioned matter was reassigned to writer. f_ 
received results of a National Security Letter 
drafted 12/30/2004 and forwarded to 

H S U 
writer 

NSL was 
did not 

provide NSL results to FBI until 05/05/2005. The NSL results 
contained no toll records, only billing information c informed writer that captioned subject maintained a basic service 
plan and as such, carrier was not responsible for maintaining 
toll records for telephone line. Other than the receipt of the 
billing information frnmI Itpok no other action in 
this matter after thq_ las noted above. On 

while attempting to verify the date for a 
communication for the file, writer determined FBIHQ had never 
responded to the lead set byI | in th^ |ext ension request 

| | Writer contacted FBIHQ and was granted a 
verbal extension. On 08/31/2005, FBIHQ informed writer of 
potential Intelligence Oversight Board (IOB) violation due to an 
"investigation action conducted while the case was not open." 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

i n f o . 
r e g a r d i n g 
v e r i z o n n o t 
c l a s s e d . 

While [ ] is reporting this as a possible IOB, 

:itutes 
questions whether the receipt of such records after the 
expiration, based on a lawful, authorized request, cons 
investigation. Moreover, | ~| again calls attention to its 
earlier attempt to,.secure a more timely extension. 

• 

bl 
b2 
b7E 

SÌXJ^ET 

NSL VÏQ-4830Q-



' SEè^ET 
To: General Counsel From: | 
Rez^ylS) 2 78-MQ-C122 9736-VIO, 09/12/2005 
L E A D ( s ) : 
Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For action deemed appropriate 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) For information only. 

SÈÇtlET 



(Rev. 01-31-2003) 1 

SÈ^RET 

F E D E R A L B U R E A U O F INVESTIGATION 

( U ) 

iU) 

(U) 

(U) 

(SJ 

Precedence : 

To: 
ROUTINE Date: 11/09/2005 

Counterintelligence 
Inspection 

Attn: 

Attn: 
Attn: 

SA 
CDC 
S SA 
IIS 

CD-2C 

From: Office of the General Counsel 
NSLB/CILU/Room 794 7 
Contact: 

Approved By: Thomas Julie F 

b2 
b6 
b7C 
b7E 

¡o M 
Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO"'"(Pending) 

T i t l e : W INTELLIGENCE OVERSIGHT BOARD MATTER 
< / 2 0 0 5 O b2 

Synopsis: It is the opinon of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel to 
the IOB. 

Reference : (U) 278-HQ-C122973 6-VIO Serial 973 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details 
the ~7 The refprenrerl alectronic communication (EC) from 

Division . - . . 
that OGC review the fium ui Lile 
whether i 
does not. Our analysis follows 

dated 09/12/2005, requested 
. . . captioned matter and determine whether it warrants reporting to the IOB. In our opinion, it 

(S) As indicated in the referenced EC 
opened 

T P 
!RET 

b2 
b7E 

bl 
b2 
b6 
b7C 
b7E 

b6 
OPRUCW 

.. I\ÎSL VIÖ- Ï8202 

PATS /X W ^ 



(S) 

( S ) 

To: 
Re : 

SECRET 

From: Office of the General Counsel 
(U) 278-HQ-C1229736-VIO, 11/09/2005 

b2 
b7E 

The| |was extended once and 
Pursuant to Section II.C.4 of was set to expire 

the Attorney General's Guidelines for FBI National Security 
(NSIG) 

S) 

Investigations and Foreign Intelligence Collection 
I Ineeded approval from FBI Headquarters (FBIHQ) to extend 
the[ _ I the case agent drafted an 

( 3 ) 
(S) 

5) 

( 3 ) 

(S) 

S) 

EC requesting the extension. The EC explicitly stated 
"Electroniccommunication uploaded into ACS only. No hard copy 
tofollow." 

The EC was actually uploaded into ACS on 
days after the| | expired. However, CD-2C, the 

substantive unit at FBIHQ responsible for the case, did not 
a har<ft copy of the request. and it, therefore, went 

] the case agent assigned to the case 

bl 
b2 
b7E 
b6 
b7C 

receive 
unaddressed 
afterthe extension was requested determined that FBIHQ had 
failed to respond to the lead set by 
extension request. This case agent, 
and was granted a verbal extension, 
authorization,I 
was granted 

regarding theQ ] 
bl 
b2 
b7E 

therefore, contacted FBIHQ 
followed by written 

1 Anotherl I extension 

(S) months before the 
THSL) to 

expired. 
±dfd |wi with 

after 
only 

sent an National security Letter 
requesting toll records. ^ M i H not nmvii 
the NSL results until 05/05/2005, 
the | |expired. The NSL results contained no toil record': 
billing information, because of the target's specific service 
plan. Because there was no reportable information, there was no 
analysis and nothing further was done with the NSL results. 

jfe^—Other j-han the receipt of the billing information 
took no other action on this case from the 

until the extension was granted 

bl 
b2 
b4 
b7D 
b7E 

from 
time the | expired 
from Headquarters on 

bl 
b2 
'b4 
b7D 
b7E 

A "United States person" is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, e.t seer., as ' 
citizen of the United States [or] an alien lawfully admitted for permanent 
residence, (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act). . . ." See also Section I.C fo the Attorney General's 
Guidelines for FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG) (2003). 

ÇRET 
2 



S^SRET 

To: 
Re: 

From: Office of the General Counsel 
(ÏÏ1 278-HQ-C1229736-VIO, 11/09/2005 

b2 
b7E 

(S) 

( 5 ) 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
Attorney General Guidelines for National Security Investigations 
and Foreign Intelligence Collection (NSIG) or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

( U ) i ^ K I n this instance, as a consequence of a delayed 
response on the part of a communications carrier, 
received the 
However, £ 

results of an NSLafterthe r had expired, 
took no affirmative steps To analyze the 

information or use it to further the investigation in any way. 
Therefore, no investigative activity took place subsequent to the 
expiration of 
remiest for 

f the Jrèalized that, its As soon as 
extension was not addressed by Headquarters, 

took all necessary steps to get the appropriate extension 
betore conducting any investigative activity. Thus, we perceive 
no error reportable to the IOB. 

bl 
b2 
b4 
b7D 
b7E 

SEÌS^ET 

3 

NSL VKM82Ì4-



To: 
Re: T Û T 

From: Office of the General Counsel 
278-HQ-C122 9736-VIO, 11/09/2005 

b2 
b7E 

LEAD(s) : 

Set Lead 1: (Info) 

AT 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear. 

CC: Ms. Thomas 

IOB Library 

b2 
b7E 

b6 
b7C 

SECRET 

4 



• 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence : ROUTINE 

To: General Counsel 
Date: 12/15/2005 

Attn: NSLB 
From: Inspection 

Internal Investigations fieri-i O N I P U , Room 11102 
Contact: CRS 

Approved By: 

Drafted By: 

i/Case ID #: 

Title: (U) 

Figliuzzi C Fran 

C 

Ext 
b2 
b6 
h7C 

(U) 278-HQ-C122 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS .J.4 90 
0GC/I0B# 2005-1 

b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference : 278-HQ-C1229736-VIO Serial 973 ^ 
278-HQ-C122973 6-VIO Serial 1045^ 

Details: (U) The Internal Investigations Section (IIS) received 
an EC fromj | Division dated 9/12/2005, reporting a possible 
IOB error. Based upon a review of the referenced EC, it is the 
IIS's opinion the incidents described therein are administrative 
in nature. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

b2 
b7E 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence ï ROUTINE 

To: 
Date: 12/15/2005 

Attn: SAC (Personal. Attention) 
From: Inspection 

Internal Investigations Section IPU, Room 11102 
Contact: CRS I I Ext.| / 

Approved By! 

Drafted By: 

véase ID #: 

Title: (U) 

Figliuzzi C Frank 

b2 
b6 
b7C 

(U) 263-HQ-O-U (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1490 
OGC/lOB# 2005- b2 

Synopsis: (U) To advise the captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

Enclosure(s): (U) EC from dated 09/12/2005 
b2 
b7E 

Reference: (U) 278-HQ-C1229736-VIO Serial 973 
278-HQ-C1229736-VIO Serial. 1045 

Details: (U) Upon review of [Division's captioned report 
of a potential IOB violation, it is IIS's opinion the incident is 
not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-Al48772 0 serial 6). 

b2 
b7E 



(Rev. 01-31-2003) 

SECRET/ORCON/NOFORN 

F E D E R A L B U R E A U O F INVESTIGATION | \ 731_ 

(U) 

(S) 

CU) 

(S) 

Precedence : ROUTINE 

To: 

General Counsel 

Dates 09/18/2005 

Attn: IIS 

Attn: 
NSLB 

From: 

Contact : 

Approved By : I 

SK 
RA 

Drafted By: 

Case ID # Î 
M S T 

Title: (S) 

b2 
b6 
b7C 
b7E 

REJl-S-0-H-Ï 
DECLASSIFY 0M: 

9 7 R - w n - r i ( P e n d i n g ) 
.ending) 

Synopsis: 
reportable to the IOB. The 

bl 
b2 
b6 • ' -
b7A 
b7C 
b7E 

To advise FBIHQ of facts that could conceivably be 
Division sent a kSL 

requesting telephone toll records for two telephone numbers that 
had an association with the subject of al I specifically, that 
onenumber wasobtained froma search of 
subject and that the other numoer was ustfefl aa Cite'subject's 
residence Because the case 
agent only wanted to request subscriber mtormation for the two 
numbers, but the person actually preparing the NSL drafted it to 
request both subscriber information and toll records for the two 
numbers, FBIHQ has requested| to provide the facts 
surrounding this incident to FBIHQ to determine whether there is 
a reportable IOB violation. 

bl 
b2 
b4 
b7A 
b7D 
b7E 

CU) 

S EjfcRET / ORCON/NOFORN 

x v b6 . 
--b7C • 

M O 
NSL VIO-18208 

U - 5 5 9 



S ECRET/ORCON/NOFORN 

To: 
Re: 
08/18/2005 

From: [ ] 2 y8-HQ-C1229736-VIO (Pending) (S) 

set to 

bl 
b2 
b7A 
b7E 

bl 
b7A b2 

b7E 

Administrative: (S/NF/OC) This matter is related tof 

bl 
b2 
b7A 
b7D 
b7E 

( C /MP /nrM ûJJ—PT3T a/-.t- -i ir-i t- -i og in mm;-»->-rh nf f 

bl 
b2 
b7A 
b7E 

Enclosure(s): (S) bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

Details: ffi/MF/nri f bl 
b6 
b7A 
b7C 

S^ÇRET/ORCON/NOFORN 

2 

NSL VIO-18209 



(U) 
To: 
Re : 
08/1 

¿1 From: 

SE^RET/ORCON/NOFORN 

278-HQ-CI229736-VIO (Pending) 
2 0 0 5 

bl 
b2 
b7A 
b7E 

(S) 

bl 
b6 
b7A 
b7C 

IS) 

( 3 ) 

(S) Database checks on 05/24/2004, by the 
Division at the| |Resident Agency (RA), found that 

| During tne initial database enemas-;—two additional 
possible telephone numbers f o J" |w ere found. One of the 

( 3 ) 

given th 
In the iDivision, Special Agents are 

option to request tftat an NSL needed for their 
Headquarters City investigation be drafted by a 

employee who has a high degree ot expertise I 
07/20/2004, a Special Agent in the 
National Security Letter (NSL) request to 
City (HQ), which included the following: 

n drafting them. 
IRA, pnihrm't-t-pH a 

On 
Headquarters 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

b2 
b7E 

SE&SRET/ORC 5 



(U) To: 
Re: 
08/ 

S^SRET/ORCON/NOPORN 

From: [ ] 278-HQ-C1229736-VIO (Pending) (S) 

bl 
b2 
b7A 
b7E 

(S) 

(S) 

( 3 ) 

[ ~| (Telephone): Subscriber information for 
telephone numbed I 
the time period fromf I toll records for 

1 

:sj 
. (SI , . (SI , . (SI , 1 fTplgphone) : Determine 1 

(S) toil records tor tnat 

(U)- The NSL was drafted by the employee atf 
Headquarters City. On 11/05/2004, the NSL to was issue 3 
out of] | HQ with the following verbiage: "provide to the 
Federal Bureau of Investigation the names, addresses, lengths of 
service, and local and long distance toll billing records for the 

IS) 
telephone numberslisted: 

J rom Ifrom 
1frnmf 

(U) j)^ The NSL was presented to by on 
01/18/2005, and results were obtained on 02/2372005. Due to the 
verbiage of the NSL as it was drafted by Headquarters 

(S) 

(S) 

Citv. subscriber and toll records for the telephone numbers 
were returned to the FBI, even though 

tnese records were not specifically requested by the case agent. 
The subscriber to these records wasnot 

/«s) : were 

(U) 
The original records received from 

originally placed into the case file as 1A-1, and one copy was 
made of the records and sent to the I I Field Intelligence 
Group. These originals and copies are now enclosed with this 
communication. 

(S) 

SE^KE T/ORCON/NOFORN 
4 

(Teleohone):Toll -records for Eor 
the time period 

1 bl 
b4 
b6 
b7A 
b7C 
b7D 
b7E 
b2 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

b2 
b4 
b7A 
b7D 
b7E 

bl 
b6 
b7A 
b7C 

NSL--VIO-1821-i—-



m 

( 3 ) 

( 3 ) 

(S) 

m 

(01 

( 3 ) 

(S) 

( 3 ) 

SE^RET/ORCON/NOFORN 

To: 
Re: 

C . I From: 
278-HQ-C1229736-VIO 

08/18/2005 
• 
(Pending) (S) 

bl 
b2 
b7A 
b7E 

Attached and made a part hereto are copies of the 
original NSL request, the NSL. and the EC documenting the 
collection of records fromI I In addition, the original 

for telephone and all copies of toll records provided by 
numbers 
the filè ana rorwaraea to FBIHU as an 
communication. 

have been segregated from 
enclosure to this 

bl 
b7A 

bl 
b4 
b6 
b7A 
b7C 
b7D 

X CDC is of the opinion that there was no 
conduct that was unlawful or contrary to Departmental guidelines 
in this matter. Pursuant to 18 USC 2709, toll record information 
can be requested in an NSL if it is relevant to an authorized 
international terrorism investigation. There was an authorized 

^investigation of the subject! the time of the 
NSL request, continuously through the time of the division's 
receipt of the toll record information. 

bl 
b2 
b6 
b7A 
b7C 
b7E 

^ S ^ The relevance standard is very low and has been 
articulated as logically connected to and tending to prove or 
disprove a matter at issue. The requested information, toll 
records for a phone number | I 
listed 
search 

data base 
are clearly logically connected to determining 1 

J wnne tne case agent may 
have been prudent in only requesting subscriber information for 
the listed numbers, and the subscriber to the numbers in question 
was not actually the subject, that does not change the fact that 
based on the facts known to the Division at the time of the 
request, the toll records for those numbers were relevant to the 

I | Therefore it was not unlawful for the division to send an NSL 

bl 
b4 
b6 
b7A 
b7C 
b7D 
b2 
b7E 

requestingtollrecordsfor 
this matter is not one that is required to r>e rererred to 
I OB. 1 

and 
e 

Additionally, there could be a negative practical 
effect if NSL requests such as those made in this case were 
generally prohibited. Often it takes months to obtain records 
from a service provider pursuant to a NSL request. In this mater 

SB^fcET/ORC 
5 



SE^^T/ORCON/NOFORN 

To: 
Re: 
08/l8/2b05 

From: 
278-HQ-C1229736-VIO (Pending) (S) 

bl 
b2 
b7A 
b7E 

) 

the case agent made a decision to verify the subscriber 
information before requesting toll records, however, in any given 
situation in a terrorism investigation there could be a need for 
immediate action. The field office should have the discretion to 
request toll records as well as subscriber information under 
circumstances such as this, where the numbers are listed in a 

database search 
'of the subject, to avoid an extra delay or as mucn" as six months 
or more to await the results of a second NSL request. 

Finally, in this matter the field office took a prudent 
approach in that as soon as it appeared the subscriber to the 
numbersatissue wasnotthe subjectofthe| | the records were 
segregated and not reviewed any further. It is possible that 
there could be information in the toll records that relate to the 

I |if they were closely examined. It is not inconceivable that 
may have somehow listed the numbers at issue as contact 

number's even though he did not subscribe to them. 

bl 
b4 
b7A 
b7D 

bl 
b6 
b7A 
b7C 
b2 
b7E 

LEAD(s): 

Set Lead 1: (Info) 
INSD 

IIS 
(U) Read and clear. 

SE^ET/ORCON/NOFORN 
6 

NSL ViO-18213 



To: \ / _ 

\ 

I : 

From: 

SE&RET/ORCON/NOFORN 

o i ; 1 8 & ' 3 - H Q - c l 2 2 9 7 3 6 - v i ° ( p e n d i n9 ) (s: 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) Read and clear. 

S^RET/ORCON/NOFORN 
7 

JJSL.VICHL8214 



(Rev. 01-31-2003) 

SE^ET/NOFORN 

FEDERAL B U R E A U O F INVESTIGATION 

Precedence : ROUTINE 

To: 

Date: 11/25/2005 

Attn: SAC 
CDC 

Counterterrorism Attn: ITOS1/CONUS1/Team 3 

From: Office of General Counsel 
National fforuritv T.aw Rrannh/T.X-1 - 532 00 
Contact : 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie F 

Drafted By: 
(U) 
bl 
b2 

CaseID 
(S) 

(U) b 7 A Title: 
b7E 

278-HQ-C122 973 5-VIO 
(Pending) 

¡051 
(Pending) 

REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTER (IOB 2006-

Synopsis: (U)It is the opinion of the Office of General Counsel 
(OGC) that the above referenced matter is not a violation and 
need not be reported to either the Intelligence Oversight Board 
(I OB) or the FBI's Inspection Division. 

(U) 

(Ü) Reference: 

Ey On: IX/Ä5/2030 

(S) 
/ 

bl 
b2 
b7A 
b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect. 

(S) 

Details: (S) the Division initiated a 
a United States 

bl 
b2 
b6 
b7A 
b7C 
b7E 

SE^RET/NOFORN 

b6 OIQ/DOJftefc 
FBI INVEST.̂  (<* 

b7C OPRUCINrfL 
NSL VIO-182Ï5 

m m f r f a f * ' 
IG/DOÜ INVEST: 



SEQ&ET/NOFORN 

To: 
Re: 

From: Office of General Counsel 
278-HQ-C1229735-VIO, 11/25/2005 

b2 
b7E 

Person, as that term is used in the Attorney-General's Guidelines 
for FBI NationalSecurity Investigations and Foreign Intelligence 
C.nl 1 er.ti on (NSTG nr "thp Gni Hpl Tnp^"\ +1 I 

bl 
b6 
b7A 
b7C 
b2 
b7E 

at [ CMt ]the case agent requested an employee 
]HQ, who apparently has a particular expertise, to 

draft a National Security Letter (NSL) to The agent 
requested only subscriber information for the two numbers, and, 
only if the subscriber was 
request ed time period. HowS75T7 

toll records for the 
ChS actual NSL drafted and 

presented to on 11/05/2004 requested both subscriber and 
toll records for the above-mentioned telephone numbers. On 
02/23/2005 provided the FBI subscriber and toll records 

bl 
b2 

b7A 
b7C 
b7D 
b7E 

for the two telephone numbers. The telephone numbers did not 
belong to| 

A "United States person" is defined in section II.W of 
the Guidelines as "an individual who is . . . [a] United States citizen . . . 
or . . . a permanent resident alien . . . ." This regulatory ,definition is 
based on the definition of a "United States person" as that term is used 
section 101 (i) of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. 
§ 1801 et seg. The latter states, in pertinent part, that a "'United States 
person' means a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as Hefinpri in .̂ pet-ion im fa) f?(1) nf fhp Tmmirrratinn 
and Naturalization Act) . . . ."I I 

SE^ET/NÖFÖRN 

bl 
b6 
b7A 
b7C 

NSLVIO-18216 



( U ) 

m-

IS) 

(S) 

v .( b2 
SEppET/NOFORN hlE 

(U) To: C / I From: Office of General Counsel 
R e : 2 7 8 - H Q - C 1 2 2 9 7 3 5 - V I O , 11/25/2 005 

FBI HQ requested that ¡provide the facts 
b2 
b7E 

surrounding this incident to determine whether there is a 
reportable I OB violation. forwarded all original and 
copies of the toll records m question to OGC. Those records 
will be delivered to ITOSl/CONUSl/TEAM 3 for proper disposal. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of. the Intelligence Community components (in the FBI, 
the Assistant Director, Inspection Division, and the General 
Counsel, OGC, respectively) report to the IOB "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the IOB was known as the President's 
Intelligence Oversight Board (PIOB) . By longstanding agreement 
between the FBI and the IOB (and its predecessor, the PIOB), this 
language has been interpreted to mandate the reporting of any 
violation of a provision of the FCIG, or other guidelines or 
regulations approved by the Attorney General, in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of a U.S. person. Violations of provisions that are essentially 
administrative in. nature need not be reported to the IOB. , The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

^^TSi^ In the present case, there is no violation. 
valid[ | was authorized and extended 
pursuant to NSIG Part II.C. The initial database checks on the 
subject's telephone number revealed two possible additional 
telephone numbers subscribed to I J The NSL is an authorized 
technique to be used in a| [investigations. See NSIG b6 

SJs^ET/NOFORN 

bl 

Part II.C.3. The legal standard in issuing a NSL is that the b7A 
information sought need only be "relevant to an authorized 
investigation to protect against international terrorism. . 
18 U.S.C. Section 2709(b)(1). The NSL in this case was properly 

b7C 
b7D 

issued to| | That the received toll records revealed that b2 
the telephone numbers did not belong to the subject does not make b7E 
the request a violation, but rather an elimination of an . 
investigatory lead. Likewise, it - is of little or no consequence 
that the case agent only requested subscriber information instead 
of the toll records which were eventually received. Pursuant to 
the statute the FBI is entitled to both types of information. As 
such, it is our opinion that this matter need not be reported to 



To: 
Re: JK 

i sÈj^ET/NOFORN L 
From: Office of General Counsel 

278-HQ-C122 9735-VIO, 11/25/2005 

the IOB. Consistent with our prior opinions, a record of this 
decision should be maintained in the control file for future 
review by Counsel to the IOB. 

:ET/NOFORN 



SEÎ^ET/NOFORN 

To: Ss X From: Office of General Counsel 
Re: ^SX 2 78-HQ-C122 973 5-VIO, 11/25/2005 

b2 
b7E 

(U) 

LEAD(s): 

Set Lead 1: (Action) 

AT 

b2 
b7E 

For appropriate action 

Set Lead 2 : (Action) 

COUNTERTERRORISM 
AT WASHINGTON. DC 

(U) Ensure all toll records, original and copies, are 
properly disposed. 

- Ms. Thomas 

- IOB File 
b6 
b7C 

sè^RET/NOFORN 

NSL VIO-18219 



(Rev. 01-31-2003) [ \ 
SEjZRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To : General Counsel 
Date: 12/23/2005 

Attn: NSLB 
From: Inspection 

Internal Investigations Section, IPU, Room 11102 
Contact: CRS 

Approved By: Figliuzzi C Fran] 
Drafted By 

] Ext.[ ] 
b2 
b6 

Case ID #: 
Title: (U) 

(U) 278-HQ-C122973 6-VIO (Pending) 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGS 12 92 
0GC/I0B# 2006-1 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch v(NSLB) . 

Reference: (U) 
(S) 

278-HQ-C122 973 6-VIO Serial 1014 

Details: (U) 
an EC from [_ 

bl 
b2 
b7A 
b7E 
received The Internal Investigations Section (IIS) 

iDivision dated 9/18/2005, reporting a 
possible IOB error. Based upon a review of the referenced EC, it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated . 
to the NSLB for whatever action they deem appropriate. 

b2 
b7E 

SEÇZXET 



(Rev. 01-31-2003) s > é RET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 
To: 

ROUTINE Date: 12/23/2005 
Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvpt.iaaf.inns Spr.tinn^ IPU, Room 11865 
Contact: CRS Ext. 

b2 
b6 
b7C 
b7E 

Approved By: Figliuzzi C Frank 

J 
Drafted By: 

(U) 

Case ID #: (U) 263-HQ-O-U (Pending) 
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

INSD/IIS TRACKINGS 12 92 
OGC/lOB# 2006-1 "| b 2 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

Enclosure(s): 
Counsel and I 

(U) EC from 
] dated 09/18/2005. 

to Inspection, General 
b2 
b7E 

Reference: (U) 
(S) 

278-HO-C1229736-VTO Serial 1014 
bl 
b2 
b7A 

Details: (U) Upon review of . . , b7E , Division's capt 1UÜCU b2 report of a potential IOB violation, it is IlS's opinion that the , „ 
incident is not indicative of willful misconduct. IIS only DIE 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with b2 
respect to the employee and respective supervisor, and relegates blE 
any future action relative to this incident to the discretion of 
the I |Division. IIS recognizes and appreciates that this 
matter was brought to our attention as required by the revisions 

SE&JIET 

NSL VIO-18221 



SECRET 
To: 
Re: 

From: Inspection 
263-0-U - 359, 12/23/2005 

b2 
b7E 

mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

S^QRET 

: r 2 ~ ~ m vm-18777 



(Rev. 01-31-2003) 

SECRET 

FEDERAL B U R E A U O F INVESTIGATION^ I 

b2 
b6 
b7C 
b7E 

(U) 
(U) 

Precedence: ROUTINE 

To: Inspection / 

Office of General Counsel 

From: 

Approved 

Date: 05/20/2005 

Attn: Internal Investigations 
Section 
National Security Law Branch 

b6 
b7C 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: (U) POTENTIAL IOB MATTER 
(Pending) 

SA J 
SA 

H(Case Agent) 

A/33X 
I (Case Agent) 

(Acting SSA) 
b6 
b7C 

Synopsis: (U) 
Board matter. 

To report potential Intelligence Oversight 

Der ivecMFsgjQfc^r—G- 3 
JDedasSiiy On: 

Details:A & K The potential IOB matter occurred between 
05/14/2005 and 05/19/2005 as part of the following substantive 

1 cases : 

Jon-US PER) 

INon-UHPER); 

SJ^RET 

bl 
b2 
b6 
b7A 
b7C 
b7E 

- NSL VIO-Î8223 



To: Inspection From: 
Re: (U) 278-HQ-C1229736-VIO, 05/20/2005 

b2 
b7E 

bl 

(S) 

(S) 

CU) -

(S) 

(S) 

(Si-

tu» 

IS) 

(S) 

[SI 
b7A 
b7C 
• b7D 

minimize a n monitoring or cms line to tne extent tnat tne 
targets could be positively identified. The LS continued to 
monitorthe] | 
during whirh m m a no mnversations were Lpggedf indexed, or 
otherwise memorialized 

and I 
informed CA's 

that several additional 

bl 
b2 
b6 
b7A 
b7C 
b7E 

conversâtions had been monitored, none of which matched the 
captioned 

the LS that theabove 
On 05/19/2005, upon further notification from 

number did not indicate that 
itbelonged to either or tne captioned targets. Aaentf 
advised the LS to immediately discontinue [ 
E I Agent I received written confirmation from 

technical agents that the 
] had been taken down and tnat ail digital 

collection that had occurred on this number was being purged 
| |and placed ontd 
disc, for follow-on destruction by appropriate protocol. 

bl 
b2 
b6 
b7C 
b7E 

Case Agents 
1 
and I I immediately 

investigated the potential 1UB violation and determined the 
following had occurred: 

b6 ' 
b7C 

(S) On C a reliable 
source of continuing value, indicated the captioned 

Additionally, 
S^RgT 

2 

bl 
b2 
b6 
b7A 
b7C 
b7D 
b7E 



Ê f SECRET 

To: Inspection From: 
Re: (U) 278-HQ-C12297 b - V 1U,—US/ ¿\)j ¿UÖ5 

submitted|_ J form for renewal 

( 3 ) 

(S) 

on the captioned targets. In this renewal request, the 
telephonenumber was noted as not being 
requested for renewal aue to tne fact that it had been 
disconnected by the target. However it was requested that all 

telephone numbers associated wit" I 
(S) 

( 3 ) 

( 3 ) 

(3) 

( 3 ) 
(S) Agents and determined that the 

problem resulted from an error in whichthenumber 
I was 1 

a difference of two digits. I 
National Security Letter to| ~| for telephone number 

H 
number 

( 3 ) 

was returned to the FBI that indicated telephone 
was included as one of the numbers on the 

number"!" 
indicated that telephone 

Agents[ 

( 3 ) and 

1 anri 
..indicate tnat tne telephone number 
and inadvertently transposed with [ 

J are actively reviewing all telephone numbers 

Had no tact.s f.o 
was incorrect 
Agents 

associatedwith these cases in order to avoid any potential 

( 3 ) 

IOBviolations in the future. 

S ^ R E T 

b2 
b7E bl 

b2 
b6 
b7A 
b7C 
b7D 
b7E 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 
bl 
b6 
b7A 
b7C 
b2 
b7E 
bl 
b4 
b6 
b7A 
b7C 

. b7D 

bl 
b4 
b6 
b7A 
b7C 
b7D 

NSL V I O 1 8 2 2 5 



To: Inspection From: 
Re: (U) 278-HQ-C1229736-VIO, 05/20/2005 

RET 
b2 
b7E 

SECRET 



(Rev. 01-31-2003) { I 
S^ÌRET 

FEDERAL B U R E A U O F INVESTIGATION 

(U) 

(U) 

(U) 

Precedence : 
To: 

ROUTINE 
Attn: 

Date: 
A/SSAI 

11/21/2005 

SA 
SA 
CD-2A 
SSA 

Inspection Attn: 
Counterintelligence Attn: 
Office of 
Professional Responsibility 

Prom: Office of the General Counsel 
National Security Law Branch, Room 7947 
Contact: 

Internal Inspections Section 

b2 
b6 
b7C 
b7E 

Approved By; 

Drafted By: 
CaseID# 
Title: 

Julie F. Thomas 

) 278-HQ-C122973 6-VIO 
(Ob'6 

(Pending) 
A/SSAf 1 
SA 
SA 
INTELLIGENCE OVERSIGHT BOARD 
MATTER 2005-| ~| 

b2 
b6 
b7C 

Synopsis: (U) It is the opinion of the Office of General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB) and the Office of Professional 
Rpflnnnsi hi, 1 i tv (OPRÌ . FBTHO. Ho we ve r. A/SSA f 

SA 1 i and SA 

b6 
b7C 

soieiy cause wireless communication surveillance on a 
number that was not subscribed to by the target. Instead, 
coverage was also ranfipH ljv faulty draft-inn off 
Request by| 

did not 
cell phone 

the 
1 

of by SSA 
1 an« mar:f;urar.p rsvi f>w 

CD-2A, 
Headquarters, Federal Bureau of Investigation (FBI HQ). The OGC 
will prepare and deliver the necessary correspondence to the IOB. 

~~IJer±ve<iJ|rogL-i— 

SECRET 
OIQ/DOJ 
RMWESTs 
0PHUCINÎ 



(U) 

SECRET 

I F r o m : Office of the General Counsel 
229736-VIO, 11/21/2005 

To 
Re 

b2 . 
b7E 

(U) 

(S) 

(S) 

(S) 

( 3 ) 

(S) 
< s > 

Reference: 278-HQ-C122973 6-VIO Serial 848 

Administrative: (U) This electronic communication (EC) contains 
footnotes. To read the footnotes, download and print this 
communication in Word Perfect 8. 

Details: (S) As reported by the Division E ] 
1 in Reference A, the following events occurred in FBI 

investigations 
The subjects of these investigationsare 

I respectively.| 

(S) 

either subject. Consequently, the LS immediately notified SA 
Al I MM I I I H I M — ^ t H " 

a n muni tiring of 
targets couldbe positively identified 
the LS that [ 

(S) F o r a p n r n Y i m a t - a l v f 

continued to monitor 
days the LS 

During that time period no 
conversations were logged, indexed or otherwise memorialized by 
the LS. 

(S) 1 TTs j 
Q i u n o t recoanizel as that of 

I"] înytruiJLëu Liië Lb lü minimi'¿a 
_ to the ext^nt—tiialL, either of the 

also advised 

bl 
b2 
b6 
b7A 
b7C 
b7E 
bl 
b4 
b6 
b7A 
b7C 
b7D 

bl 
b6 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

( 3 ) 

( 3 ) 

Additional information was obtained from the initial request 
coverage of the targets I 

( S ) conversations with SA [j I 

bl 
b6 
b7 A and the renewal request 

telephone b 7 C 

SECRET 

2 • 

bl 
b4 
b7D 

"WSLVrO-18228^ 



yk 
(C) To: 

Re 

SECRET 

From: Office of the General Counsel 

(U) 

(Si-

tS) 

(U) 

: 2 78-HQ-C122 973 6-VIO, 11/21/2005 
b2 
b7E 

none f 

informed SA 

Agent 
T ma t c hed" 

then directed t 

and SA 
1 that 

cease monitoring and collecting on[ 
i S A r 

np> I.s m iminpHiafplv 
1 Irprfi i vp>H wriff.pn rnn firmat-inn f r-om 

thatcollectionon 
(S) wasdown.and that all digital collection that occurred was being 

purged and placed 
disc for destruction as appropriate. 

bl 
b2 
b6 
b7A 
b7C 
b7E 

and Q Immediately thereafter SAs 
investigated this possible IOB and determined, among other 
things, that: 

b7C 

(S) 

(S) 

was disconnected by the target 
1 Based on'this SA stated that, "[t]herefore, 

never collectedor monitoredthisnumber^ b7A 
b7C 
b7D 
b7E 

bl 
b6 
b7A 
b7C 
bl 

IS) 

NSL VIO-18229 



To: 
Re : 

RET 

From: Office of the General Counsel 
278-HQ-C1229736-VIO, 11/21/2005 

b2 
b7E 

(4) > X , renewal 
SAs and 

submitted a renewal request 
The renewal request submitte 

. authority foi 
Particul^rlv. 
informed 

F 
did not request renewal 

stated that C I 

(Emphasis added.) However 

[ I Iboth of which were written bv 
1 

asked for authority 
failed to question 
coverage of 

Nonetheless, both case agents and the FBI HQ SSA 

im. 

erroneous request for 

(S) The error as referred to in Reference A is 
overcollection on] 
error was caused fe^ 

[2\ 
SA's r 

(ijrauity ararcingi" 

_and 
by SSA 

inadequate review f 
and (3) inadequate review of 

2 
This 

1 
l h y 

necessary correspondence to the IOB 
The OGC will prepare and deliver the 

bl 
b4 
b6 
b7A 
b7C 
b2 
b7E 

bl 
b6 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

cs> 

bl 
b7A 

SÉ8RET 



RET 
TO: 
Re : 

From: Office of the General Counsel 
2 yH-H(J-C!L229736-VIO, 11/21/2005 

LEAD(s) : 
Set Lead 1: (Action) 

AT 

(U) Read and clear. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON. DC 

(U) For review and action deemed appropriate 
Set Lead 3 : (Action) 

COUNTERINTELLIGENCE 
AT WASHINGTON. DC 
(U) Read and clear. 

Set Lead 4 : (Action) 
OFFICE OF PROFESSIONAL RESPONSIBILITY 

AT WASHINGTON. DC 
(U) For review and action deemed appropriate. 

CC: 1 - Ms. Thomas 
1 - SSAT 
1 -

1UÜ P i l e b7C 

SI^JÎÉT 

5 



SECRET 

November 21, 2005 
BY COURIER 

Mr. James Langdon 
Chairman, 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, N.W. 
Washington, D.C. 
Dear Mr Langdon: 

This letter forwards for your information a self-explanatory enclosure entitled 
"Intellegence Oversight Board Matter, Counterintelligence Division, Federal Bureau of b 2 
Investigation Headquarters, IOB Matter 2005] 1 (U) 

The enclosure sets forth details of investigative activity which the FBI determined was 
conducted contrary to the Attorney General's Guidelines for FBI Foreign Intelligence Collection 
and Foreign Counterintelligence Investigations and/or laws, Executive Orders, or Presidential 
Directives that govern FBI foreign counterintelligence and international terrorism investigations. 
(U) 

Enclosure 
1 - Ms. Thomas b6 

b7C 
1 - 278-HQ-C1229736-VIO -1069 

UNCLASSIFIED WHEN DETACHED 
FROM CLASSIFIED ENCLOSURE 

NSL VIO-18232 



Mr. James Langdon 

Should your you, or any member of your staff, require additional information concerning 
this matter, an oral briefing will be arranged for you at your convenience. 

1 - The Honorable Antonio R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - James A. Baker 
Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie E. Thomas 
Deputy General Counsel 

NSL VIO-18233 



! 

SÈtéRET 

(S) 

(S) 

(C) 

(S) 

Mr. James Langdon 
INTELLIGENCE OVERSIGHT BOARD MATTER 

COUNTERINTELLIGENCE DIVISION 
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS 

IOB MATTER 2005-

<x As reported by the| , , 
] in its electronic communication (EC), 278-HQ-C122 973 6-

Division I I 
V T O R P R I A ] 848, the foil rvwirin nrrnrrp^ -in FPM I" 1 

investigation^ 
subjects of these investigations areL 
respectively. Both are| 

JEhe 

ISI 
1(Renewal Order)T 

targets could be positively identified. SAl |also advised Mno T.Q t-Viafr- t-V>o Panmu 1 Pi-rHot- aTit-Vio-r-j 70H r>r\ I lanHnn nn I I 

EV>-r apr.-rr.v-i mafpl fh^ 
continued to monitor 

(S) 

days 
During that time period no 

• .. i 1 Additional information was obtained from the.initial request 
1 S ) I — R — 

(S) 

(S) 

I 
j 

S E ^ E T 

3 

b2 

bl 
b2 
b6 
b7A 
b7C 
b7E bl 

"hZl 
b6 
b7A 
b7C 
b7D 

(S) Pursuant to 1 
1 1 

[lid not recognize as that of 
either subiect. Consequentiy. immediately notified SA 

AT cnac cime ÖA inscrucceo cne lib co minimize 
II |to the extent that either of the bl 

b2 
b6 
b7A 
b7C 
b7E 

bl 
b6 
b7A 
b7C 
bl 
b4 
b7D 

NSL VIO-18234 



S E ^ E T 

Mr. James Langdon 
conversations were logged, indexed or otherwise memorialized by 
the LS 

(ST 

(St-
a t -

ili) -

T 
informed SA 

none of 1 
then directed!" 

h 
ceasemonitoringandcollectingor 

SA I 
1 m immediately 

and SA 
that ] 

(St 

(St 
(St 

(St 

purgedf 

-rereiven wrir.ren rnnfirmatinn fr-nm 
|that collectionon 

I W&g bélftcT 

bl 
b2 
b6 
b7A 
b7C 
b7E 

and placed or£ 
disc for destruction as appropriate. 

Immediately thereafter SAs| ~| and 
investigated this possible IOB and determined, among other 
things, that: 

b6 
b7C 

bl 
b2 
b6 
b7A 
b7C 
b7D 
b7E 

1 Based on this SA 
was disconnected by the targef 

was notified 
advised 

stated that, "Ttlherefore, 
1 never collected or monitored this number 

( 4 ) SAs and b6 
b7C 

SÌ^EI 

b6 
b7A 
b7C 
b7D 
b7E 

. bl 
b2 
b6 
b7A 
b7C 
b7E 



SÉcj^EI 

Mr. James Langdon 
submitted 

1 request submitted 
p-arrifliiiariv. r I 

did not request 

1 

requested further." (Emphasis added.) However! 

I 
Request, I 

nor is it 

bl 
b4 
b6 
b7A 
b7C 
b7D 

both of which were written by 

Nonet 
failed to qyp.qt i nn f 
coverage of 

I asked for [ 
neless, bot. both case agents and the FBI HQ SSA 

erroneous request for 

£ 1 

^ ¿ S ^ The prror as referred to in the EC is 
overcollection on 

bl 
b2 
b7A 
b7E 

error was caused by: (1)faulty drafting [ 
This 

L 
SA's 

L(2) inadequate review 
andl I and (3) inadequate review of p y S£ 

necessary correspondence 

by 
The OGC will prepare and deliver the 

'to the IOB. 

bl 
b6 
•b7A 
b7C 

S E ^ E T 
3 

bl 
b2 
b7E 



(Rev. 01-31-2003) 1. \ 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Date: 12/23/2005 

Attn: NSLB 

From: Inspection . 
Internal Investigations Section 
Contact: CRS 

Approved By: Figliuzzi C Frank 

Drafted By: 

Case ID #: 

Title: (U) 

I PU, 
Ext. 

Room 11102 b2 
b6 

(U) 278-HQ-C122 9736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING* 1298 
0GC/I0B# 2005 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 
Reference: (U) 278-HQ-C1229736-VIO Serial 848 

278-HQ-C1229736-VIO Serial 1068 
[IT) The Internal Investigations Section (IIS) received 

Division dated 5/20/2005, reporting a 
Details: 
an EC from | 
possible IOB error. Based upon a" review of the referenced EC it 
is the IIS's opinion the incident described therein is an 
administrative error in the source reporting the target telephone 
number. Therefore, no internal investigation will be conducted 
by the IIS and this matter is being relegated to the NSLB for 
whatever action they deem appropriate. 

b2 
b7E 

NSL VIO-18237 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence : ROUTINE Date: 12/23/2005 

T o : Attn: SAC (Personal Attention) 

From: Inspection 
Internal Tnvfat- iaahinns fiprt-i on . IPU, Room 11102 
Contact: CRS Ext 

Approved By: Figliuzzi C Fran 

Drafted By:' 

b2 
b6 
b7C 
b7E 

Case ID '#: (U) 263-HQ-O-U - 360 (Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGi_I,298 b2 
0GC/I0B# 20 05-

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

X Dec 

Enclosure(s): (U) EC from 
General Counsel, dated 05/20/2005 

Reference: (U) 278-HQ-C1229736-VIO Serial 848 ^ 
278-HQ-C1229736-VIO Serial 1068 

to Inspection and 
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Details: (U) Upon review of Division's captioned 
report of a potential IOB violation, it is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 
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(U) IIS recognizes and appreciates that this matter 
was brought to our attention as required by the revisions 
mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 
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Unclassified when separated from enclosure. 
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