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SEQRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE ’ Date: 02/25/2005
To: General Counsel ~Attn: GC Valerie E. Caproni
o)
‘ Attn: ADIC D6
_ : picC
Inspection Attn: Internal Investigations NTE
Section

From: Inspection
Office of Inspections
Contact: Chief Inspector

Approved Byﬂé] |

Drafted By: | (51 ~75

”
(W) . Case ID # (U) 297-HQ-1271741-A (Pending)
Eg{i 278-HQ-C1229736- VIOnéﬁiendlng)

1073946

Titles (U) | |F1ELD OFFICE [ FO) 1NSPECTION .
- 02/25/2005 | B2

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b7E
(o Synop818. ) 'Report possible IOB violation.
:k( Deri z
| = bl
.(ij — - Reference: . (U) | o
‘ b7E

= - 3 erla

Details-::$Si:During the course of the ingpection of the bl
S B [::FO pertinent files assigned to Special Agents on b2
i ? " wWere reviewed. The review identified one potential IOB violation R

in a pending[ khich had not 0 /%

been previously reported by the| [FO.

(8)

o 0O T
DTNt
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To: General Counsel From: Inspection
Re: (U) 297-HQ-1271741-A, 02/25/2005

b1
tSj.MWW_ . The Attorney General Guidelines for FBI National n70
Security’ Investigations and ForeI;.sx1.1_J:n1;se.;I.J.J.gen:.:sa_$:s:J.J.s—:'.s:.t:.J.m:L__I
(NSIG) iganed October 3172003 b2
b7E
SA | Jinterviewed the subject arter the .
iSJ — - and beforeTan| _f
Pursuant to the reportihg requirements set forth in
Section 2-56(G) of the NFIP Manual, the following information is
being provided to the OGC for appropriate action:
(8) 1. bl
b2
b7E
i "“WM}B(-z. Subject is a U. S. Person (USPER).
(I - ‘WM:>€Z 3. Possible IOB Error: Unauthorlzed
investigation. .
, , b2
|:S:| (x 4. __Cage Aapnt-l | BTE:
isﬁlm A after the bl
U}“;giiThe O was instructed to report the b2
aforementiocned IOB matter to OGC National Securlty Law Branch 78
s?é@nm
2

T T e T T e e G VIO T



v SE§QFT kB

To: General Counsel From: Inspection
Re: () 297-HQ-1271741-A, 02/25/2005

LEAD(s):
Set Lead 1: (Action)-
GENERAL COUNSEL
AT WASHINGTON, DC

(U) Will review the potential IOB matter for
appropriate action. ’

Set Lead 2: (Action)

a7 | ®
(U) Immediately report the aforementioned IOB matter

to the Office of General Counsel, National Security Law Branch,
as set forth in the NFIPM Section 2-56(G).
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1 - TOB Workpapers e
1 - Ingpection Management Unit be
1 - Folder p7C
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FD-302 (Rev. 10-6-95)
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FEDERAL BUREAU OF INVESTIGATION

i

Date of transeription 17 /00/2004

Investigation on . 10/29/2004 = =«

Date dictated Not Dictated

SA

- by SA _rd

This document contains neither_recommendations nor conclusions of the FBI.
it and its contents are not to be distributed outside your agency.

It-is

VO8I ——

b2
bt
biC
b7E

the property of the FB[ and is loaned to your agency;
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Continuation ofFD~3020f_ - i ,On ] Q /2 9[ 2004 , Page 2
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FD-302a (Rev. 10-6-95)
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Continuation of FD-302 of
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(Rev. 01-31-2003)

SBREET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/01/2004 O%
. O
To: Counterterrorism Attn: SSA biC
ITOS I, CON 4, Team 13 B7E
From: | I |
Contact: .
Approved By: | 1
Drafted By: rd (5] . z
':S:' “Caseé ID #: ><) Pendin»g”‘)' ‘ bl
Title: (S) bé
L7C
b7
Synopsis: >§) The purpose of this communication is to request a°
A bl
~ ) Deri O [ b2
e e e . =3 3 - -
- ‘ Pall M L7E
|:S:| e Ol
02
b7E
- '
bl
b2
ho
57C
b7E
(S/NF/OC)
bl
SECRRT
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(5]

L

Er

" To:  Counterterrarism
Re: )ﬂfwmv

saéér
.

11/0172004

bl

bz

bTE

(S/NFZoch |

[(S/NF/0CY No investiaation was caondicted sincs the

B qé_rorrl

(S /N

bl

b2

bo

b7A
b7C
b7E

Dl
b2
b7C
b7E
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SHeRET ;

. To: Couy i m: | )
1) Re}t{‘ | 11/017/2004 ol
b2
TE
LEAD (s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT WASHINTON, D.C.
(U} Read and clear
*"
sﬁ?éz
. ) 3 -
NI e NS VIOSTBTE]




(kov. 01-31-2003) i B : ?
| SPRET

FEDERAL BUREAU OF INVESTIGATION |79,

Precedence: .ROUTINE Date: 03/11/2005

To: eneral Counsel - Attn: NSLB
Inspection Attn: Intermal Investigations

From: | ‘ |
- Contact: sSsa

Approved By: b2

Drafted By:

1 . -
) Case ID'#: YSy. 278-HQ-C1229736-vIO  (Pending) - 7%
(U) 297-HQ-1271741-A (Pending) - #¢)

- : : b2
1&tler~~>§, INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER LTE

o

| | F1ELD OFFICE[ __FO) INSPECTION
02/07/2005 - 02/25/2005

Synopsis: (U) Report of possible IOB violation.

w s e . o

" Declassi : 1/2015

Reference: {S) _ bl

, - - - b2
Details: (U) During the course of the inspection of the| FO, NTE
pertinent files assigned to Special Agents on were e
reviewed. The review identified one potential 1I0B violation.
This potential IOB violation is being reported pursuant to the
requirements set forth in Section 2-56(G) of the NFIP Manual, and
as stated in 66F-HQ-21247863 Serial 149. The following
-information is provided to the General Counsel for appropriate
action: ' .

1) Identification of the subgtantive investigatrion,
(&) - in which-the questionable activity occurred|.
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~ However,

3y

b SE*RETv b

: i
To: eneral Counsel From: | | ?:E
Re:. - 278-HQ-C1229736-VIO, 03/11/2005 DIk
2 o .
' b6
pIC

(U) 3) Identification of the subject's'status as a
United States or non-United States person: United States person;

4) A statement concerning the controlling legal
authority Tor the investigation or the adminjstrative
requirements of the NFIP Manual that pertain |

5) A statement of the error b 11 v committed and

when it occurred: The case Agent (SA[ — Com e e conducted a

[ |after |expired.

%H(\ There is no excuse or justification for the error.
the

acts the General Counsel should know or
instance, SA‘ transferred to He
had no countertérrorism (CT) experience aining prior to the
transfer. At the time of his arrival ton:Ej, the squad had an
acting supervisor. A full-time supervisor did not report to the

squad until 08/22/2004.

bl

bl
b6
b7C
b2

I—-I

B7E

= AJIE.Ohm-I—J—Lﬂrndu_ctM- lgation
President o

The investigation was briefed Director, and |1
‘ : the United States, dail e
integral part of the investigation. - | o

. Wi
e b2
(&) - bTE
(U) This information is not offered to_excuse the:
error. Instead, it is presented to show that SA[_____  heant no

harm. It was administrative ov i to reguest the jo)a)
extension before SA was an BT
inexperienced CT EAgent trying to learn on the job. H?’
b7E

SE@RET
)
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To: Geperal Counsel From: |
- Res >{e 278-HQ-C1229736-VIO, 03/11/2005

LEAD(B):‘
Set Lead 1: (Action)
GENERAL COUNSEL
| AT_WASHINGTON, DC

(U)  Review the details of this electronic
communication for appropriate action.

Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC

.(U) Read and clear.

+*

b2
b7E




(Rev. 01-31-2003) L f_

$£gRET/NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ , ‘ Date: 05/25/2005
To: Inspection E Attn: TIIS
‘ ]
Counterterrorism ' Attn: UC/SSA|
SSA | ne
Attn: pg
' ol

From: General Counsel

National Security Law Branch/CTLU I/LX- l 58-200

Contact°

‘Approved By: Thomas Julie F

Drafted By: | | kdm
tU;ﬁl Case ID #: (S) Pending)
1o ww~MHMWnWWM,m>§< ZTT7B-HQ-CI229736-VIO (Pending)
o= / ' , N g5
(Ujfb“EmwTiF;e?m~v INTELLIGENCE OVERSIGHT BOARD
MATTER 2005+
- 3ynopsis:w;}3(; It is the opinion of the Office of General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.
: - DeclagsifyOn: 2030 v
: bl
T ] ol
Reference: (U) 297-HQ-1271741 Serial 75 DT7E
() “,)ﬁi 278-HQ-C1229736 Serial 841 '
Details: (S) As discussed in the referencedI_E;;I.eg:__1;;:5;;:1_1’._(;___I
Communication (EC)., the Ipivigion nl
(80 initiated| | b
v a U.S. Person.l | During the course ~~
ES}UJM,M~ Of the investigation, |properly obtainedJ onth 0o
extension for the investigation in accordance with X biC
General's Guidelines for FBI National Security Investigations and n»7p

sﬁygET/NOFORN
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L SRERET/NOFORN |

. bl
To: Inspection From: Ge eral Counsel bz
Re: (S) 05/25/2005 nIE

eign Intelligence Collectlon (NSIG) . r_lﬁ&h_thﬂ_extensﬁon, the
| ilnvesthat;on had to be completed by

However,| | conducted| | ol
iSJ e ] almost two months afte ad expired. WO
| did not request an extensio until | o
. - L
(- = ”“W-Egi; Section 2-56 of the NFIPM requlres OGC to
determlne whether the facts related above are required to be

reported to the IOB. In this case, they must be reported.

(U) Section 2.4 of Executive Order (E.O0.) 12863, dated
September 13, 1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, Inspection Division, and the General
Counsel, OGC, respectively) report to the IOB "concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Pres1dent1al .

directive".
(s)
bl
b2
L7E
(&) LeWhile thls[::]was initiated when the Attorney General

Guidelines for FBT Foreign Intelligence Collection and Foreign b}

Counterintelligence Investigations (ECIG) were applicable, the D«

FCIG was superceded by the NSIG on October 31, 2003. | b7E

s§>g§T/NoFORN
2
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P SPCRET /NOFORN |

To: Inspection From: General Counsel o

Re: (8) 05/25/2005 »pi

' 02
07E

i S :I e e L);
b7

(Emphasis added )

Although this provision of the NSIG is prlmarlly
(Sj W-""~adm1nlstrat1ve 1n nature, it was designed in part to protect the

bl
B hZ
(3 b7%
(S) In the instant matter | continued
iSJ' __investigative activity after Thig activity
was inconsistent with the requirements of the NS1G. b1

Consequently, in accordance with the reporting requirements of
Section 2.4 of E.0. 12863, OGC will prepare a cover letter and anbZ
LHM to report this matter to the IOB. ‘ 7%

g}&gET/NOFORN




SEXRET/NOFORN !

To: Inspection From:

Re: (8S)

General Counsel
05/25/2005

LEAD(s) :
Set Lead 1: (Action)

INSPECTION

AT TIS, WASHINGTON, DC

(U) Read and clear.

Set Lead 2: (Action)

AT)

(U) Read and clear.

Set Lead 3: (Action)

COUNTERTERRORISM

AT WASHINGTON, DC

{U) Read and clear.

lv*'Ms. Thomas

sﬁxéET/NOFORN

b2
biE

oo
100 P




BY COURIER

Mr. James Langdon

Chairman

Intelligence Over51ght Board
New Executive Office Building.
Washington, D.C.

Dear Mr. Langdon:.

Enclosed for your information 1is a self-explanatory

enclosure entitled “Intelligence Oversight Board (IOB) Matter,

Division, 2005 "

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to the
Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterlntelllgence and international terrorism
1nvest1gat10ns (0)

Enclosure o
: ot
- Ms. Thomas - biC

- 778 RO-C1229736-vIo - 858

=R

Derive - : =
Dec : on: Ma 030




Smsear__

Mr. James Langdon

Should you or any member of your staff require additional
information concerning  this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,‘

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111 '

1 - Mr. James Baker : .
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice '

Room 6150 '

Brexal_




SEGRET

Mr. James Langdon

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 'kq
IVISION -

20051 (U) ‘ LTE

L Investigation of this IOB matter has determin h -n
Division

initiated| ; ]l of a US Person. During

the an:si of the investigation, | |properly obtained a
tsﬁ'”‘"w extension for the investigation in accordance with :

Attorne General's Guidelines for FBI National Securit bl
iSj ‘ Investigationg. and Foreign Intelligence Collection (NSIG). With 5

the extension,| | inTgﬁgiga;igg__had to b
—_ 1 However, conducted

b7E

igJ~MH

|almost two months after had

(3]

expired. | [did not request an extensio until

Conducting the interview on October 29, 2004 was
inconsistent with the requirements of the NSIG, and must be
reported in accordance with the requirements of Section 2.4 of E.O.
12863. This matter has been referred to the FBI's Office of
Professional Responsibility for action deemed appropriate %¥<

Deri . FB =
Dec i on: Ma - 0

i o R | < ') (0151:19 1) B it



(Rev. 01312003) - L o

LINEE

(o)

i

1)

Drafted By: i

FWEI)EJ!I\[.IBIJF(EURIJ OF INVESTIGATION

Precedence: ROUTINE . Date: 11/09/2005

To: General Counsel ~ Attn: NSLB

From: Inspection ’ oY
Internal Investigations Section, IPU, Room 11102 e
Contact: CRS EXt. %;

Approved By: Figliuzzi C Frank

| I

c#éé”ib“#e~w-~zi< 278-HQ-C1229736-VIO . (Pending)

Title: E;( INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 1296 ‘ o
OGC/IOB# 2005- o “

Synopsis: (U) To,reﬁort a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB). '

- possible IOB error. Based upon a review of the referenced EC it

G&( Deri o ' -3
Dec Y : 1

Reference: :}s(: 278-HQ-C1229736-VIO Serial 752

278-HQ-C1229736-VIO Serial 841
278-HQ-C1229736-VIO Serial 857

Deta;lsi U) The Internal Investigations Section (IIS) received
an EC from Division dated 3/11/2005, reporting a

b2
7E

ig the IIS's opinion the incident described therein is indicative
of a performance issue. Therefore, no internal investigation b
will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

*

et

eI 8103 1174 S



(Rev. 01-31-2003) A . i

_SECRET__
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ Date: 11/09/2005

To: _ Attn: ADIC (Personal Attention)

From: Inspection

Internal Ians;igaLigns_S§g;ian IPU, Room 11102 o

Contact: UC Extj | Eﬁ

. be
Approved By: Figliuzzi C Fran( B
Drafted By: bk

umwitlefmm33< INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKINGH# 1296 )
OGC/IOB# 2005[::::] . b2

Synopsis: (U) To advise the captioned reporting of .potential
Intelligénce Oversight Board (IOB) violation has been reviewed by

. the Internal Investigations Section (IIS), and is not considered

willful misconduct. This incident is remanded back to the field
for whatever action deemed necessary and appropriate. Case
clogsed at IIS.

e WE;{: Derive T G-3

8ify On:

(T

My

“Enclosure(s): >é3 278-HQ-C1229736-VIO Serial 841

Reférepcg;w:>§z 278-HQ-C1229736-VIO Serial 752
. 278-HQ-C1229736-VIO Serial 841
278-HQ-C1229736-VIO Serial 857.

Details: (U) Upon review of Inspection Divisicn's captioned
report of a potential IOB violation, it is IIS's opinion that
the incident is not indicative of willful misconduct. IIS only
actively pursues investigations where deliberate and/or
aggravated misconduct is evident, and accordingly, this case

is closed at IIS.

(U) IIS does, however, suggest this incident be
potentially considered a possible performance related issue with

" respect to the employee and respective supervisor, and relegates DbZ

any future actign relative to this incident to the discretion of nR7F
the Division. IIS reccgnizes and appreciates that




! @n’( Lo

To: From: Inépection
Re: 263-0-U - 342, 11/09/2005

this matter was brought to our attention as required by the
revisions mandated by National Security Law Branch/OGC EC,
dated 03/18/2005 (319X-HQ-A1487720 serial 6).

*

b2
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{ U.S. Department;  ustice

Office of the Inspector General

99k

DATE

.s

TO:

FROM:_

SUBJECT:

" Charlene B. Thornton

Washington, D.C. 20530
November 1, 2005

Assistant Director
Inspection Division
Federal Bureau of Investigation

Clinn G el

Glenn G. Powell
Special Agent in Charge
Investigations Division

OIG Complaint No. 2006000189

b2
~ision b7E

FBI No. 278-HQ-C1229736-VIO b6
| B7C

. We consider this a management matter. The information is being provided to you
' for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

[]

This matter is referred to your agency for investigation. Please provide the OIG

-with a copy of your final report on this matter.

]

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted froﬁx the attached OIG Report/Referral pursuant to § 7 of the

IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you

believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant lnspector General for Investigations.

Please be adv1sed that, where adverse action is not contemplated, the subject of an investigation does not havea
right to have access to an OIG Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General

Act and the Whistleblower Protection Act.

Attachment

A e - NsL VIO-18174



. p : - b7E
0IG - INVESTIGATIONS DIVISION -~ IDMS ! 0IG NO.I 412-2006-000189-M
|
Received By:r_ ﬁzgﬁ‘ Date Received: 04/18/2005 How Received: A
) [

SUBJECT OF A COMPLATNT: Y

- Title: SA . Pay Plan: D.0.B.:
Component: FBI EOD Date: Alien No.:
Misc: ‘ ; F.B.I.No.: D
Home : , : B.O.P.No.: BE
Phone: ) 2IP: | D/L No.: o

jaNES

Work: |Divi§ion, _ b7E
Phone: Z1iP: o
COMPLAINANT: S5NO: b2
Title: SSA - Pay Plan: ~ D.0.B.: b
Component: FBI : ECD Date: ' Alien No.: Jﬂ
Misc: , , F.B.I.No.: . bIC
Home : . B.O.P.No.: b7E
Phone: ' ZIP: ' D/L No.:
Work: ivigion, CT-5, i
Phone ZIP: :
Confiden Revealed: : Authority: none

ALLEGATIONS: 412 Job Performance Failure

Occurr i 10/29/2004 TIME: b2
CITY: state:[ | - zip: b7E

Details:

The FBI provided informatjon reporting a potential IOB violation. Dur¢ng_;hg_ggnfse of o1
the inspection of the FBI FO, pertinent files assigned to agents on ere 02
reviewed. The review identified an administrative oversight, involving

:lconducted by SA| |after the:kxpired, : , bO
(s) . b7C

7B
DISPOSITION DATA: Date: 04/18/2005 Disposition: M Approval :POWELL, GLENN G g
Referred to Agency: ’ Component: FBI
Civil Rights: N ' Sensitive: N

Component Number: 278-HQ-C12297636-VIO-752Consolidated Case Number:

Remarks:

11/1/05 - Predicating material contains information which has been classified and has been
sent to AD Thornton, FBI Inspection Divigion as a management issue. (yht)
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(Kev..01-31-2003) 1 oL
SEXRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/11/2005
To: V/General Counsel Attn: NSLB
nspectlon Attn: Internal Investigations
From: | |
1
Contact: SSAl
bé Approved By: I|
BIC | [
L7E ' | T
Drafted By: |
- e
' Case ID #: _~¢s3_ 278- HQ -C1229736-VIO-  (Pending) "?fi
(U) 297-HQ-1271741-A (Pending) - F¢/
iR ,___v,Ti_tle.,:...>< INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER oz
A b7E
N | F1ELD OFFICE:I?O) INSPECTION
02/07/2005 - 02/25/2005
Synopsis: (U) Report of possible IOB violation.
- o Derive : =3 e bl
' : : ::Sit: Declassi i 2015 N
Reference:  (S) b7E
Details: (U) During the course of the inspection of the FO,» 1 ;
pertinent files a531gned to Special Agents on were pé
reviewed. The review identified one potential IOB violation. O7E

This potential IOB vioclation is being reported pursuant to the
requirements set forth in Section 2-56(G) of the NFIP Manual, and
as stated in 66F-HQ-A1247863 Serial 149. The following
information is provided to the General Counsel for appropriate

action: : bl

. 9l

(&) -~ & .. (U)_ 1) Identification of the substantive investigation E;
in which the questlonable’act1v1ty ocecurrad: o

SBLRET

o

3

‘““*—NSE VIO-18176 AT




[5)

)

15)

S§QRET

b2

United States or non-United States person: United States person;

requirements of the NFIP Manual that pertain:]|

)%ﬂ 4) A statement concerning the controlling legal

_authority for the investigation or the adminigtrative

To: General Counsel From: | LE
wRe:mmjﬁ(% 278-HQ-C1229736-VIO, 03/11/2005 :
bl
el o | Lo
b7
{U) 3) Identification of the subject's status as a

bl

pTE

(sa

However,
instance,

had no counterterrori

transfer.

(U)

Sa

There is no excuse or justification for the error..
there are facts the Genera

| which was aftér

Counsel should know. Fo

}Hi 5) A statement of the error believed committed and
folo) conducted a
expired.

transferred to

He

sm (CT) experience or trailning prior to
At the time of his arrival
.acting supervisor. A full- t'

squad until 087/22/2004.[ -

the
the squad had an

pl

abont the t1

EH(A an in

hreat

cSJ“;m R

b6
b7C
b2
b7k

conducted an

The investigation was brleLegrﬁﬁ:ine_ irector,

Presxdent of the Unlted States, dally S

was

an

lgation

and

harm. It

- This information 1s not offered t the
exrror. Instead, it is presented to show that SAT:ff:iiib
es e

extension

(u)

adminigtratrive oversich

t not to re
' N m—
inexperienced CT Agent trying to learn on the job.

SHERET

bf;af:;fN

meant no

was an

Do
B7C
b2
b7E




L ) sﬁénnr o

To: General Counsel From:
Re:- Y& 278-HQ-C1229736-VIJ, 0371172005

LEAD(s) :
Set Lead 1: (Action).
GENERAIL, COUNSEL

AT WASHINGION, DC

(U) Review the details of this electronic
communication for appropriate action. '

Set Lead 2: (Action)
INSPECTION

AT WASHINGTON, DC

(U} Read and clear.

+*»
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FEDERAL BUREAU OF INVESTIGATION
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Precedence: PRIORITY ' ' Date: 08/15/2003
To: General Counsel Attn: National Securlty
Law Branch
Unit Chief
Senior Counsel Spike Bowman D2
06
Counterterrorism Division Assistant Director . B7C
Director's Office , ~ Office of Congre391onal DB
Affairs

From: | |
Chief Division Counsel

Contact:

Approved By:

Drafted By:
_ » {CMl?
Case ID #>§< 278-H0-C1229736-VIO (Pendmg)

278 39407 {Pending)

Title: (U) REPORTING OF COUNTERTERRORISM
INVESTIGATIVE ACTIVITY WHICH MAY BE
CONTRARY TO APPLICABLE POLICY;
POSSIBLE INTELLIGENCE OVERSIGHT BOARD

MATTER. , ' R
Synopsis: (U) Communication reports counterterrorism O7E
investigative activity which division was adv1sed by

the Office of the General Counsel (OGC) to report as a possible
Intelligence Oversight Board violation. :

O mmmes
gsify Onz

Details: By way of background information, it recently came
to the attention of the Chief Division Coungel (CDC) of the

e
%5 O ~L&~3 43
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To: General Counsel From: | |
Re: (U) 278-HQ-C1229736, 0871572003

I |pivision,| | that an investigation

wag pending regarding a possible Intelligence QOversigh d
(IOB) violation involving the i
This possible violation pertaInd to Che use OL a Federa rand

Jury subpoena to acquire 1nformatlon identified through use of

investigative techniques 3
Surveillance Act (FISA).

b2
b7E

L2
b6
b7C
b7E

bbh

1 (U) Title 50 United States Code (U.S.C.), Section 1806 (b)
-{pertaining to electronic surveillance) and Section 1825 (c)
(pertaining to physical searches), both provide that "[n]o
information acquired pursuant to this subchapter shall be
disclosed for law enforcement purposes unless such disclosure is
accompanied by a statement that such information, or any
information derived therefrom, may only be used in a criminal
proceeding with the advance authorization of the Attorney
General” (Emphasis added.)

2 (y)_coc | lis of the opinion that |

~J ON

)

oo

fo3
O
wn

. R -
-

et i —



|:'|'-'|':| ..........

e

(2]

~ circumstances until such time this

that meetin
| Ih

o sﬁzRET -

To: General Counsel From:
Re: (U) 278-HQ-C1229736, 08/15/2003

X secordingty, on 08/04/2003 uad _

ing of the

CDC| |advised its members to consult with

him berore seeking a Federal grand jury subpoena under gimilar.
i i esolved. During

attention that

a Federal n‘r‘a_rld

it was brought to CDC

g

oo oo
-~ -3

E

Additionally, later that week the requested an opinion
from the CDC regarding | |

(U) The aforementioned events prompted CDC[:::::::]to
contact Marion E. "Spike" Bowman, Senior Counsel for National o
Security Affairs, Office of the General Counsel (OGC), on ke
08/07/2003, to discuss this issue. Mr. Bowman advised that he bh7C
had that day discussed this issue at length with representatives
from OIPR as a result of the previously referenced pendingl bz

IOB matter. Mr. Bowman confirmed that OIPR currently considers b7E
the issuing of a Federal grand jury subpoena based upon FISA
derived information to be the use of such information in a
3 ES{:In the| criminal counterterrorism
investigation exal_aIand_iuxu_subnnena_mas_issTed
I
) |
was properly shared with the criminal case and a Federal grand
jury subpoena was obtained requesting]| |
| !It should be noted that at the '
ime ) coverage was aucthorized, more than sufficient pl
’ o
information existed to obtain a "criminal" bf
However, this step was not Taken because 1t would D7A
only duplicate the same information| | b7E
Accordingly, such action would have Deen a waste of time and b3 FGJ

resources, as well as being inconsistent with the current
information sharing initiative being promoted by the AG.

SEPRET
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To: General Counsel From:
Re: (U) 278-HQ-C1229736, 08/15/2003

"criminal proceeding."‘ In light of OIPR's ¢ ini .
regarding this issue, it was determined that ishould L%
report this matter to FBIHQ as a possible IOB violation in light D7E
of the prompt reporting requirements involving such matters.

(U) It should be noted that over the past year, CDC
[:::::::]as consistently promoted the concept with the that
the PATRIOT Act and the decision of the FISA Court of Review
eliminated the "wall" that previously existed between
intelligence and criminal investigations. The FBIHQ requirement DZ
that a parallel intelligence invegtigation be open each time a bhé
criminal counterterrorism case is opened has been stressed in an b7C
effort to promote investigators to effectively maximize the use .~
of all investigative tools available to wage "the war on O7E
terrorism." In. support of that objective, | lalso
opens parallel criminal investigations (265 classification) when
the "criminal" investigative tools available will enhance the
investigative efforts in pending counterterrorism intelligence
investigations (199 classification). Additionally, the same
special agent is sometimes assigned as case agent for both the
criminal and the intelligence investigations to promote
information sharing and efficiency.

(U) In summary, the actions taken by the case agent to D2

. obtain information via a Federal grand jury subpoena in the b7E

matter at issue were completely consistent with the general
investigative approach established and promoted by | |

_ At the time the information was subpoenaed, time was oL the

essence and necessarily prompted the case agent to look to the
fastest way to acgquire the information being sought. Since a

% (U) The current opinion of OIPR clings to the old practice
of maintaining a "wall" between criminal and intelligence
investigations. The applicable provisions of the PATRIOT Act and
the construction of those provision by the FISA Court of Review
has removed the "wall" which previously separated such matters.
To construe the aforementioned statutory provisions in FISA (50
U.S.C. 1806(b) and 1825(c)) in this fashion--as OIPR has done--
reflects the existence of a overly conservative mind set which is
no longer valid or advisable. Additionally, such an copinion
fails to recognize the function of a grand jury subpoena in the
Federal criminal justice system. The issuing of such a subpoena
is a function of the executive branch and does not substantively
involve the court or a judicial proceeding.
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To: General Counsel From: |
Re: (U) 278-HQ-C1229736, 08/15/2003

subpoena is procedurally faster than a National Securlty Letter
(NSL), a Federal grand jury subpoena was sought The
investigative actions taken were clearly taken in good faith and
in no way involved an intentional effort by the case agent to
violate any statute, guideline, policy or practice.

- - oo ] ag advised by OGC on 08/13/2003, the following
background information is provided:
(8] - gubfects o bz
fS)““’dEse Numbers: ' (Pending) .- Qf"
iSh — - (Pending) DA
‘ , b7C .
Status: Non-U.S. Person . O7E |
Possible IOB Violation: A Federal grand jury subpcena was issued
3 | | for | The
'é | lwhich was the subject of the subpoena was
ﬁ identified from| |pursuant to FISA.
75

(U) Lastly, it should be noted that this matter could
have been easily avoided through the use of an administrative
subpoena if such were available in terrorism investigation. OGC
has corigistently supported field recommendations that

05
(U) The expanded delegation of National Security Letter
(NSL) authority has been of some assistance in this area, but
® (U) In hindsight, a Title 21 administrative subpoena could
have been issued in this case inasmuch as the subject is
_L1 [ Towever, 1n Light of the
- r_cannte:inzniﬁive reasoning of OIPR on the pending issue,
e is concerned |
L7
bR
bb
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g SECRET ‘ :
To: General Counsel From: I
Re: () 278-HQ-C1229736, 087IK/2003

access to records via NSLs still falls far short of what is
needed to effectively wage the "war on terrorism." NSLs are
limited in scope, are too slow procedurally, and do not provide
access to general business records. Federal grand jury subpoenas
present yet another get of problems--such as the one that is
being addressed in this potential IOB matter. What is clearly
needed is an administrative subpoena that can be used to quickly
obtain the records needed in terrorism investigations, both -
criminal (265 classification) and intelligence (199
classification). It is ironic that Congress has seen fit to
equip Federal investigators with administrative subpoena
authority in health care fraud investigations, crimes against
children investigations, and to wage the "war of drugs,” but has

‘yet to prov1de similar authorlty to wage the continuing "war on

terrorism."®

(U) On August 7, 2003, the Director announced a
separation of the Office of Public and Congressional Affairs and
named Eleni P. Kalisch as Assistant Director for the Office of
Congressional Affairs in an effort to develop a closer working
relationship with key lawmakers and their staffs regarding
legislative initiatives important to the Bureau's mission.
Accordingly, recommends that Counterterrorism b
Divigion, OGC; Office of Congressional Affairs
utilize this opportunity to carefully consider taking prompt and
coordinated action to obtain administrative subpoena authority in
all terrorism investigations. The accomplishment of this goal
will substantially improve the Bureau's ability to prevent a
future act of terrorism within the United States.
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To: General Counsel From:

Re: (UY 278-HQ-C1229736, OL/LDIAUUJ

LEAD(s) :

Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, D.C.

{(U) Review the information contained herein for a

possible IOB viclation and take, any appropriate action that may

be necessary. Additicnally, give due consideration to the
legislative proposal regarding administrative subpoena authority
in all counterterrorism investigations and coordinate this effort
with Counterterrorism Division and the Office of Congressional

Affairs.
Set Lead 2: {Action)
COUNTERTERRORISM

AT WASHINGTON, D.C.

(U} Inasmuch as a negative finding in this matter.
could adversely affect counterterrorism investigations,

Counterterrorism Division is requested to review the information

contained herein and take any action deemed appropriate in
support of position that the were issuing of a

Federal grand jury subpoena based upon FISA derived information

should not be considered as "use[] in a c¢riminal proceeding" as
defined by FISA. Additionally, give due consideration to the

legislative proposal regarding adminigtrative subpoena authority

h?

b7E

in all counterterrorism investigations and coordinate this effort

with OGC and the Office of Congressional Affairs.

Set Lead 3: (Actionm)
DIRECTOR'S OFFICE

" AT OCA, DC

(U) Give due consideration to the legislative proposal

regarding administrative subpoena authority in all

counterterrorism investigations and coordinate this effort with

OGC and Counterterrorism Division.
*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/01/2005
To: Inspection ‘ Attn: 1IIS ¢
Counterterrorism Attn:  AD

Attn: SAC,CDC

From: General Counsel k2
Counterterrorism Law Unit II - be
Contact: |

Approved By: Thomas Julie

Drafted By:
/ S0
Uy - Case ID #: ) 278:HQ=(1229736-VIO (Pending) b2
_ { 2781 39407 (Pending) H7E
- Title: . . . INTELLIGENCE OVERSIGHT BOARD MATTER n2
i I0B 2003]

USYnstisx~;}Sj It is the opinion of the Office of the General

(- """ Counsel (0GC) that this matter must be reported to the
Intelligence Oversight Board (IOB) and to the Office of
Professional Responsibility (OPR), FBIHQ. OGC will prepare a
cover letter and a memorandum to report this matter to the IOB..
Cur analysis follows S

() = o >< W
81fy On:

I:U:I . Reference: X 278-HQ-C1229736-VIO Serial 1027

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the:
document in Corel Wordperfect.

b6 Fy INVEsBﬁ% OATE: Q&M(
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To: Ingpection From: General Counsel
RéE“:Rﬁf 278-HQ-C1229736-VIO, 09/01/2005

mﬁéﬁéilé!;:}ﬁi; As discussed in the electronic communication (EC)

referencéd below', on 07/09/03, a federal grand jury subpoena was 5
issued in connection with a Jcriminal investigation ?P
based upon a telephone number obtained pursuant to a Pen Register*ajE
and Trap and Trace device authorized by the Foreign Intelligence b3
Surveills The federal grand ju ubpoena w
“obtained

L |

B The Foreign Intelligence Surveillance Act of 1978
(FISA) regdires that the Attorney General approve any use of

FISA-derived information in a criminal proceeding.? The Office of
Intelligence Policy and Review (OIPR}) of the Department of
Justice (DOJ) considers the issuing of a federal grand jury
subpoena based upon FISA-derived information to be the use of
such information in a criminal proceeding.’

, (U) Section 2.4 of Executive Order (E.O.) 12863, dated
09/13/1993, mandates that Inspectors General and General Counsel
of the Intelligence Community components (in the FBI, the
Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB "concerning intelligence
activities that they have reason to believe may be unlawful or

b2

) : . i
"i}éi EC from the | [pivision | | dated 08715703, P7E
and titled "Reporting of Counterterrorism Investigative Activity which may be
contrary to Applicable Bolicuv: Passible Intelligence Oversight Board Matter™

(hereinafter cited as EC) . o :

2 (g) Title 50 United States Code (U.S.C.) Section 1845(b) (pertaining
to pen register or trap and trace devices) provides that "no information
acquired pursuant to this subchapter shall be disclosed for law enforcement

* purposes unless such disclosure is accompanied by a statement that such
information, or any information derived therefrom, may only be used in a
criminal proceeding with the advance authorization of the Attorney General."
. {Emphasis added.)

3 (UY In a June 3, 2005 document issued by the Office of Intelligence

Policy and Review (OIPR) at the U.S. Department of Justice, entitled "Guidance
on the Use and Discovery of Information Obtained Pursuant to the Foreign

Intelligence Surveillance Act of 1978 in National Security Investigations and
Cases, " the Deputy Counsel for Criminal Matters opined that the term "criminal
proceedings” includes all ancillary and provisional steps relating to criminal
proceedings, including grand jury subpoenas. (Emphasis added.) Although this
document was just recently issued,. OIPR has long held and expressed this view.

g

2

Ve

o FANSqugk18189;:,::frefet¥f?:{—fﬁr,T_%,i

T
T



e

(7

" To: \Ingpection From: General Counsel
- Re:. . ) 278-HQ-C1229736-VIO, 09/01/2005

‘contrary to Executive order or Presidential directive. This

language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President's Intelllgence Oversight
Board (PIOB). By longstanding agreement, the language has been
interpreted to mandate the reporting of constitutional
violations, federal statutes, regulations, and guidelines.

- ;ké In the instant case,! lclearly used
FISA derlv d 'information to obtain Tal grand jury subpoena
without prior approval of the Attorney General. It is

G Y

acknowledged that the case agent acted in good faith in a D
gituation in which tim s of the gsssTce It is noted that a p7E
year later, on| requested the Attorney
General authoriZe the use FITA-derived information in the
crimj ceeding pertaining to this investigation.

did receive subsequent use authority __J
However, although subsequent use authority was obtained over a

year after the dissemination, inasmuch as this action constitutes
a violation of the FISA statute, OGC will prepare a cover letter
and a memorandum to report this matter to the IOB. That

. correspondence will also advise the IOB that this matter will be

referred to the FBI's Ingpection Division.
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To:\ Ingpection From: General Counsel
..__Re.,;..>e«<P 278-HQ-C1229736-VIO, 09/01/2005

LEAD (8) ¢
Set Lead 1: (Action)
INSPECTION

AT 1IS

(U) For action deemed appropriate.

Set Lead 2: (Info)

- COUNTERTERRORISM

AT WASHINGTON, DC

(U) Please read and clear.

Set Lead 3: (Action)

AT

(U) For action deemed appropriate.

cC: Ms. Thomas

- IOB library

*
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BY COURIER

Mr. James Langdon

Chairman :
Intelligence Oversight Board
Room 50209

New Executive Office Building
725 17th Street, Northwest
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory

' . b2
ntitled "Intelligence Oversight Board (IOB) Matter, 57T
Division, IOB Matter 2003':3__] (U) v T E,

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence _
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Inspection Division. (U} . o

Enclosure
1 - Mr. Hulon L 2
1 - 278-H0-C1229736-vo =103 ‘

1 -‘_lns.n.e.LrJ_o.m_jIOB 2003+
1 - h7C

LDKITIdkK




. s .

Mr. James Langdon

Should you or any member of your staff require
‘additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas :
Deputy General Counsel

1- Honorable Alberto Gonzalez
- Attorney General

U.S. Department of Justice
Room 5111 -

1 - Mr. James Baker }
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justlce

Room 6150
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Co SECRET

Ty
INTELLIGEMER&LEHﬁBOARD (IOB) MATTER >
L DIVISION e

IOB MATTER 2003|’__:] (o)

”:;ng; Inquiry has determined that on 07/09/03. a fedexal
grand jury subpoena was issued in connection with a
criminal investigation based upon a telephone number—obtained
pursuant to a Pen Register and Trap and Trace device authorized
by the Forelgn Intelligence Surveillance Court (FISC) The o
federa bpoena was obtai D3
| The
Ign IntelligencesurveIlrlance ACt of 1978 (FISA) requires
that the Attorney General approve any use of FISA-derived
information in a criminal proceeding.' The Office of

o)

~3 b
RS

o

" Intelligence Policy and Review (OIPR) of the Department of

Justice (DOJ) considers the issuing of a federal grand jury
subpoena based upon FISA- derived information to b
such information in a criminal proceeding. Since
actions constituted a violation of the FISA statute, i= ~eport
is belng made to the Intelligence Oversmght Board. :Q£i (T '

Derive : G-3
Dec ify on:™—Xl

' (U) Title 50 United States Code (U.S.C:) Section 1845 (b) (pertaining
to pen register or trap and trace devices) provides that "no information.
acquired pursuant to this subchapter shall be disclosed for law enforcement
purposes unless such disclosure is accompanied by a statement that such
information, or any information derived therefrom, may only be used in a
criminal proceeding with the advance authorlzatlon of the Attorney General."
(Empha51s added )
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/28/2005
To: General Counsel ‘ Attn: NSLB

From: Inspection’ v
Internal Invegtigations Sectian TPU, Room 11102

Contact: CRS Ext.
‘ b2
Approved By: Figliuzzi C Fran b6
Drafted By: bTL

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER o
INSD/IIS TRACKINGH 1326 . no
OGC/IOB# 2003 :

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOCB} matter to the Office of General Counsel, National Security
Law Branch (NSLB). : '

Reference: (U,) 278-HQ-C1229736-VIO Serial 1027
278-HQ-C1229736-VIO Serial 1030

Details: (U) The Internal Investigations Section (IIS) received"

an EC from Division dated 8/15/2003, reporting a .
possible I error. Based upon a review of the referenced EC it k2
is the IIS's opinion the incident described therein is indicative o7
of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated

to the NSLB for whatever action they deem appropriate.

B
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SEZXET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 11/22/2005
To: Counterterrorism Attn: ITOS II\GOU.
' ' uc
, S8
General ' Counsel Attn: NSLis>—
' AGC
Attn: SSA

From: Inspection . ?4

Internal Investigati i IP m 11865 b6

Contact: CRS I o NA®
: ,’7

Approved By: Figliuzzi C FranM

Drafted By:

Case ID #:\QU) 263-HQ-0-U - 351 (Pending) : bZ
(U) 278-HQ-C1229736-VIO - 1051 (Pending) bo

(U) 105 €1029 (Pending) - 46 B7C

b7E

Title: (U)  INTELLIGENCE OVE IT BOARD;
ssa[
SA |
DIVISION —

Synopsis: (U) Forwarding material to Counterterrorlsm Divigion
for approprlate handling.

() oo >< M
N . Dec

Reference: (U) 278-HQ-C1229736-VIO serial 1044
(U) 105A—DN-61029 serial 45

o Mﬁﬁéibéﬁfé(ﬁf?';>§< Enclosed for Counterterrorism D1v1510n (CTD) ,
International Terrorism Operations Section (ITOS) II, Global
Operations Unit (GOU) is the following:

(Uymwmwm - :}éﬁ A copy of 278-HQ-C1229736- VIO, serial 1044
enc1031ng

One envelope containing three CD-ROM's and

sz}%y

_QL3-O-U.35)
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To: Counterterrorism From: Inspection
Re: (U) 263-HQ-0-U, 11/22/2005

I bl

l: s :I e paper . copies S5 b .
[ng unau by b
' |pursuant to a National Security Letter L7b
NSL) . '

Details: (S8) By way of 278-HQ-C1229736-VIO serial 1044, |
Division forwarded to Inspection Division (INSD), Internal
Investigations Section(IIS) the enclosed unauthorized collected
material inadvertently obtained pursuant to: 1) an NSL to

and 2) a Foreign Intelligence Surveillance Court (FISC)
authorized electronic surveillance. By standard practice, this
material should have been provided byi IDivision to CTD\ITOS
II\GOU, the substantive unit supervising the investigation in
which the material was collected. In turn, that unit SSA should
turn it over to the Office of Intelligence Policy and Review
(OIPR), getting a receipt for it. OIPR will then provide it to
the. (FISC) for either sequestration or destruction.

(U) Accordingly, INSD, IIS is forwarding the enclosed
material to CTD\ITOS I\GOU for appropriate handling.
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, To: Counterterrorism From: Inspection
"Re: (U) 263-HQ-0-U, 11/22/2005

- WORKING COPY

(1) INSD

*

S;ZQET

3

B S N 1< ') (0 51:3 (-



'FD-962 (Rev. 05-02:2003) - L ST

-

tUj.MHM_mMWW

LIBEE

_Drafted By: |

__}ﬁei 3. Possible IOB Error: : R ‘5#1

(8)

J

ShkreT F#14g0 b2
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 09/12/2005.
To: General Counsél Attn: National Security Law Branch
Room 7975
Countérintelligence Attn: CD-2C Unit
SSA
From: [ ]
Squad 4 o
Contact: SA
Approved By: 5
o]}
b7C
b7E

Caseniﬁx#é““:¢<{ 278—HQ—C1229736-VIO—f 67‘13

_”.Tvit--le::>< INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

Synopsisg: Possible IOB error for non-compliance with a
requiremerit of the Attorney General.

o ' Derive ~3 v
Decl o Ll

Details: : Z
D6

(8) 1. L7C
f'\'_'E

(s) 2. i

ooTo
3RO

7 -
“[j;s*a}.(RET Q.Q\B @‘U 3%
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(... To:. General Counsel From: I |
Re:::}szf 278-HQ-C1229736-VIO, 09/12/2005

(S)

|} Special Agent (SA)
tsjmmlu .................... |captioned.case. agent,. dratted.al Extension request
and forwarded it to FBIHQ. The EC stated, "ETectronic 1
Communication uploaded into ACS only. No hard copy to follow." Tg
Due to a pending TDY assignment to FBIHQ] ] sal | =
requested captioned investigation be reassigned. .| b4
captioned matter was reassigned to writer. | writer bé
received results of a National Securitv Letter (NSL) NSL was : ule
drafted 12/30/2004 and forwarded to did not T
provide NSL results to FBI until 05/05/2005. The NSL results bi*
contained no toll records, only billing information. [ ] LTE
informed writer that captioned subject maintained a basic service
plan and as such, carrier was not responsible for maintaining
~toll records for telephone line. Other than the receipt of the
iSjw“m"mbllllng information froml ltook nio other action in
this matter after th oted above. On
while attempting to verify the ate for a
communication for the file, writer determine BIHQ had never
tsj‘“w respondedto-the-lead set byf- i th4 |extenszon request .
- | Writer contacted FBIHQ and was granted a info. )
verbal extension. On 08/31/2005, FBIHQ informed writer of regarding
potential Intelligence Oversight Board (IOB) viclation due to an  verizon not
"investigation action conducted while the case was not open." . classed.

Whilel::is reporting this as a possible IOB,|
questions whether the receipt of such records after- the|
(Sj o rexpifation, based on a lawful authorized request, constitutes
: investigation. Moreover, I:I again calls attention to its bl
earlier attempt to.secure a more timely extension. b2
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{ SEERFT '

General Counsel From:

To:
_Re.: 278-HQ-C1229736-VIO, 09/12/2005
LEAD(s):

Set Lead 1: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC

(U} For action deemed appropriate.

Set Lead 2: (Info)

*

COUNTERINTELLIGENCE .
AT WASHINGTON, DC

(U) For information only.
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(Rev. 01-31-2003) | .
SELRET
FEDERAL BUREAU C)F’lll\ﬂEEiT1¢EJN11(§!I

Precedence: ROUTINE Date: 11/09/200%
To: [ 1] Attn: sa
' CDC
Counterintelligence Attn: SSA |CD—2C
Inspection ' Attn: IIS :
. ’ o}
From: Office of the General Counsel ?i
- NSLB/CILU/Room 7947 19
Contact: e
: b7E
Approved By: Thomas Julie F :
, I 1
Drafted By:
o v ’C) 5 o
o Case ID #: (U) 278-HQ-C1229736-VIO~ (Pending)?
Tiﬁiéi“”% INTELLIGENCE OVERSIGHT BOARD MATTER
20051 b
(1) "”“Syﬁépéié:;:}ﬁi: It is the opinon of the Office of the General
: Counsel (OGC) that this matter need not be reported to the

Intelligence Oversight Board (IOB). A copy of this opinion
should be retained in the control file for review by Counsel to
the IOB. - :

- WHWMMW;><£ ‘ - v . ‘G~3
, Dec Yy Omx

Reference: (U) 278-HQ-C1229736-VIO Serial 973

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

e | | o
(I - Details: ™ 'N. The ref ctronic communication (EC) from: b7E
, the Pivision dated 09/12/2005, requested
tha GC review the fd captioned matter and determine SNy
whether it warrants reporting to the IOB. In our opinion, it bl
does not. Our analysis follows. : b2
¢
(S) As indicated in the referenced EC.| h7C
I:S:l opened L7E
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~Re:. (U) 278-HQ-C1229736-VIO, 11/09/2005

{ SE\KRET i

To: [:::::::] From: Office of the General Counsel

o) el
NN

~J

W"The{::]was extended once and

was set to expire] Pursuant to Section II.C.4 of
the Attorney General's Guidelines for FBI National Securit
Investigations and Foreign Intelligence Collection (NSIG),

or et

)

i

8y

|

Ehvﬁy

2

)

/7
Lot

needed approval from FBI Headquarters (FBIHQ) to extend NTE
-the| | the case agent drafted an -

EC requesting thel lextension The EC explicitly stated bg
"Electronic communication uploaded into ACS only. No hard copy olC

to. follow."

—¥57~ The EC was actuall uploaded into ACS on
blexplred However, CD-2C, the

’(S)I days after the i . -
substantive unit at FBIHQ responsible for the case, did not

18

receive a har request, and it, therefore, went - b1l
unaddress; the case agent assigned to the case 2
after the] extension was requested determined that FBIHQ had

failed to respond to the lead set by
extension request. This case agent, therefore, contacted FBIHQ
and was granted i lowed by written

authorization, [ IR Anotherl_lextensj_on
was granted

- (8) months _before the expired, bl
| | sent am National ity Letter (NSL) to b2
requesting toll records. did not provids with b

o

from Look no other action on this case from the .14
_time -the expired | until the extension was granted .
qu | - |

from Hea arters on .

the NSL results until 05/05/2005, after 57D
the | |exp1red The NSL results | only

billing information, because of the target's specific service b7E
plan. Because there was no reportable information, there was no
analysis and nothing further was done with the NSL results. b1

">E{’ Othexr than the receipt of the billing information b2

! A "United States person" is defined in Section 101{i) of the

Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. § 1801, et seg., as "a
citizen of the United States [or] an alien lawfully admitted for permanent
residence. (as defined in section 101(a) ({20) of the Immigration and
Naturalization Act). . . ." See also Section I.C fo the Attorney General's
Guidelines for FBI National Security Investigations and Foreign Intelligence

Collection (NSIG) (2003). _
s“?@zm |
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i | SRCRET L

To: From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 11/09/2005

oo
-J
=]

(U) Section 2.4 of Executive Order (E.O0.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0GC,
-respectively) report to the IOB “concerning 1ntelllgence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive.” By
longstanding agreement between the FBI and the IOB {(and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of the
Attorney General Guidelines for National Security Investigations
and Foreign Intelligence Collection (NSIG) or other guidelines or
regulations approved by the Attorney General in accordance with
E.0. 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of U.S. persons. Violations of provisions that are essentially
administrative in nature need not be reported toc the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

(uy - - e ;%iiln this instance, as a consequence of ved
response on the part of a communications carrier,

received the results of an NSL after .the had expired. o

fSﬁ " However, |took no affirmative steg;:go analyze the bl

information or use it to further the investigation in any way.

. - . ;o : . b2
Therefore, no investigative activity took place subsequent to the
v expiration of the As soon as[fE::::]realized that its bd
agquegt - for extension was not addressed by Headquarters, - b7D
':E:l took all necessary steps to get the appropriate extension | 7p

efore conducting any investigative activity. Thus, we perceive
no error reportable to the IOB.

SE§§{ET
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v - sa¥ar :

To: From: Office of the General Counsel
Re: (0) 278-HQ-C1229736-VIO, 11/09/2005

LEAD (8) :

Set Lead 1: {Info)

AT]

(U) Read and clear.
Set Lead 2: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC
(U) Read and clear.
Set ﬁead 3:  (Info)
INSPECTION
AT WASHINGTON, DC
(U) Read and clear.

CC:  Ms. Thomas - be
b7C
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVES‘i‘IGATION |

Precedence: ROUTINE . Date: 12/15/2005
To: General Counsel ~ Attn: NSLB
From: Inspection : A
Internal Inv?wmon-' IPU, Room 11102 D4
Contact: CRS _ - Bxt. ::] : jolé

‘ e o ol

Approved By: Figliuzzi C Fran

Drafted By:

: —_ -
/Case ID #: (U) 278-HQ-C1229736-VIO  (Pending)

Title: (0 INTELLIGENCE OVERSIGHT BOARD MATTER o
- INSD/IIS TRACKING# 1490 . ‘ Da
OGC/IOB# 2005

- Synopsis: (U) To report a potential Intelligence Overéight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB). ' ' ‘

Reference:. &) 278-HQ-C1229736-VIO Serial 973 7~
278-HQ-C1229736-VIO Serial 1045

Details: (U) The Internal Investigations Section (IIS) received

an EC from|{______ ] Division dated 9/12/2005, reporting a possible 1y
IOB error. Based upon a review of the referenced EC, it is the PTE
IIS's opinion the incidents described therein are administrative o
in nature. Therefore, no internal investigation will be

conducted by the IIS and this matter is being relegated to the

NSLB for whatever action they deem appropriate.

*
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FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: ROUTINE Date: 12/15/2005

To: | Attn: SAC (Personal_Attention)

From: Inspection . - _ "o
Internal Invegslggslgga_sggniggj IPU, Room 11102 D
Contact: CRS ‘ Ext.[::::] jele

Yy i

Approved By: Figliuzzi C Frank

—
Drafted By: i
Vé;se ID #: (U) 263—HQ¥O—U (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1490
OGC/I0B# 2005

75
B
K]

Synopsis: (U} To advise the captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This incident is remanded back to the field
for whatever action deemed necessary and appropriate. Case
closed at IIS. -

: ' o2
Enclosure(s): (U) EC from:jdated 09/12/2005 N7k

Reference: (U) 278-HQ-C1229736-VIO Serial 973

. 278-HQ-C1229736-VIO Serial 1045

' ' b2

Details: (U) Upon review of :IDivision's captioned report 7
of a potential IOB violation, it is 11S's opinion the incident is
not indicative of willful misconduct. 1IIS only actively pursues
investigations where deliberate and/or aggravated misconduct is
evident, and accordingly, this case ig closed at IIS.

v (U) IIS recognizes and appreciates that this matter
was brought to our attention as required by the revisions :
mandated by National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial §). ‘ .

**




(Rev. 01-31-2003)

SE%ET/ ORCON/NOFORN

. FEDERAL BUREAU OF INVESTIGATION 3&\75%?“

1

Precedence: ROUTINE ' Date: 09/18/2005
To: Il}ﬁD ‘ © Attn: IIS
General Counsel Attn: | |
. NSLB

From: [, : -
|RA e
ontact: bo
o : b7C
Approved By: | | . ) L7E

WA SR BE

—1
Drafted By: I I “+ .
(W ! 10
Caéé”ID“#r:b%(; -HQO- =VIO” (Pending) ?%
(s ending) e
() ' - o¢
4 Title: (S) b7A
' 07C
(o) - - L7E

e

'"é§ﬁ6§éiéi”:I§§:Tdiadvise F?ng:ff:fipts that could conceivably be

reportable to the IOB. The | Division sent a NSL

requesting telephone toll records for two telephone numbers that nl
had an association with the subject of a specifically, that g?
one number was -obtained from- search of o
subject and that the other numbér was 1is subject’s b4
residence Because the case b7A
agent only wanted to request subsacriber intormation for the two. B7D
numbers, but the person actually preparing the NSL drafted it to BE

request both subscriber information and toll records for the two
numbers, FBIHQ has requested to provide the facts
surrounding this incident to FBIHQ to detexmine whether there is
a reportable IOB violation.

. ><< Der ‘Fro -
‘ . D ify On:

SEDRET/ORCON/NOFORN
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o b6 QSO .h-359
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SE&&ET/ORCON/NOFORN

From: o)l

To: ‘——————————'I g
Reg“E;;%%:;;;;l0101229’36-VIO (Pending) (S) b2
08/18/2005 : 7

Iset‘ to 7R

Administrative: (S/NF/OC) This matter is related to|

(o /Np/amy A11 ERT activitiag in sinnort af 1

1D =

iy 13
S

T ooOo
~~J

Enclosure(s): (S) [

b2
b4
bo
b7h
BiC
7D
b7E

o)
013
b7A
b7C

oo NSLVIONS209
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b7C
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‘ SEERET/ORCON/NOFORN o .
, ‘ ‘ o
To: | From: v pIE
Re: 278-HQ-C1229736-VIO (Pending) (S)
08/1872005
- (S) Database checks on 05/24/2004, by the ' o
Divigion at the| | Resident Agency (RA), found that bl
b2z
b4
be
DUT I CIIE INNITIAl gatabase CIHeCKs, Cwo aaartionarl M.
- —possible Ee!l.ebhone numbers f.oﬂ- }.verg found. One of the pTA
e .
B7D
b7E
...... s In the Division, Special Agents are
given the option to request € needed for their ~
investigation be drafted by a Headguarters City b2
employee who has a high degree of i in drafting them. On b7
07/20/2004, a Special Agent in the mitted a '
National Security Letter (NSL) regquest to eadquarters

City (HQ), which included the following:

~ SBREET/ORCON/NOFORN

3




?

! sﬁ.‘nm/oncou/norom * "l
b2
iUy - To: From: ' oTA
““Res. 278-HQ-C1229736-VIO (Pending) (S) ok
08/ 2 : Q7 E
° [:;:::::](Telephoneu;gw. . - forl kor
igj " “the time period | |
" | o
IR o
. [ "] (Telephone): Subscriber information for o713
telephone numbel b7A
| l [toll records for -
fSJ'””' the tlme period from| ] I ] -
— ' | D7D
“mmwﬂﬁw~~| | b7E
=3 IR —— | b2
|: S:l .... {'T'Ql%phone) : Determj‘ne |
e N m—
fS)’ period.
e 235: The NSL was drafted by the emplovee atf
Headquarters City. On 11/05/2004, the NSL to was lssueq
out of HQ with the following verbiage: 'provide to the
Federal Bureau of Investigation the names, addresses, lengths of
service, and local and long distance toll billing records for the bl
~  telephone numbersg listed: |- from[ | ~0
iSh“m“ from | [ [ N
From -
' bhé
[T e i?(: The NSL was presented to| |by| | on h74A
01/18/2005 and results were obtained on 02/23/200 Due to the biC
verblage of the NSL as it was drafted by Headquarters B0
i scords for the telephone numbers | o
= were returned to the FBI, even thoug L7E
isa o €se records were not specifically requested by the caseeagent.
The gggscrlber to these records was notl L .
o o e T bZ
iSh e ‘ The original records received from[:::::::]were b
orlglnally placed into the case file as 1A-1, and one copy was b7A
(U),ﬂfﬂmade of the records and sent to the Field Intelligence . iﬁ
Group. Thege originals and copies are now enclosed with this P' '
communication. b7E
(s) |
bl
b6
TA
SE 7 (.j

T/ORCON/NOFORN o ' 5
4

- —- NSL VIG—1821 o

- a——— e e
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SE&&ET/ORCON/NOFORN
(.. .. To: From: [:::::::::]

Re: 278-HQ-C1229736-VIO (Pending) (8)
08/18/2005 .

181

-

' s¥~ Attached and made a part hereto are copies of the
original NSL request, the NSL, and the EC documenting the
collection of records from[::t::::] In addition, the original -

and all i ided by[:::::::]for telephone
numbexs| have been segregated from
the fil enclosure to this

Mcommunication.

iSj’" ;Eﬁ<:CDC[:::::::::]15 of the opinion that there was no
,»conduct that was unlawful or contrary to Departmental guidelines
M " in this matter. Pursuant to 18 USC 2709, toll record information
can be requested in an NSL if it is relevant to an authorized
terrorism investigation. There was an authorized
investigation-of the- subjecd[::::::ht the time of the
NSL request, continuously through the time of the division’s
recelpt of the toll record information.

(o)

() e - WWWES{: The relevance standard is very low and has been
artlculated as 1oglcally connected to and tendlng to prove or

disprove a matter at issue._ The re d informatio
records for a phone number

gsearch, are clearly logicall

connected to

[ While the case agent may
have been prudent in only requesting subscriber information for
the listed numbers, and the subscriber to the numbers in question
was not actually the subject, that does not change the fact that
iSh based on the facts known to the Division at the time of the
~ reguest, the toll records for those numbers were relevant to the
'[—] Therefore it was not unlawful for the division to send an NSL

csj - .requesting .toll. records- for and
this matter is not one that 18 require O be rererre o e
IOB. '

‘Additionally, there could be a negative practical.
effect if NSL requests such as those made in this case were
generally prohibited. Often it takes months to obtain records
from a service provider pursuant to a NSL regquest. In this mater

SBQRET /ORCON/NOFORN
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sn}(e'r /ORCON/NOFORN

() - .. To: From: I ' b1
‘ Re: 278-HQ-C1229736-VIO (Pending)v (8) b2
08/18 2005 ) N

1A
b7E

the case agent made a decision to verify the subscrlber
information before requesting toll records, however, in any given-
situation in a terrorism investigation there could be a need for LL
immediate action. The field office should have the discretion to D7A

\

request toll records as well as subscriber information under b7D
circumstances such as this, where the numbers are listed in a , b2
l: S :I . S at abase Search 10 7 E

of the subject, to avoid an extra elay oOf as nuch as six months
or more to awailt the results of a second NSL request.

Finally, in this matter the field office took a prudent .-

. bl

approach in that as soon as it appeared the subscriber to the "

(5]  numbers at issue was not the subject. of the[ ] theé -records were O
segregated and not reviewed any further. It is possible that . RIA

there could be information in the toll records that relate to the LT7C

e 1f they were closely examined. It is not inconceivable that 02
tgj S ay have somehow listed the numbers at issue as contact HE

s even though he did not subscribe to them.

LEAD(s) :
Set Lead 1: (Info)

INSD

{U) Read and clear.

s?z{m /ORCON/NOFORN
. 6 |

PR 2 — NsL VIO-18213
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b SEBEET/ORCON/NOFORN
To: | | From:
Re: - m3-HQ-C1229736-VIO (Pending) (8)
' 08/18/2005"

Set Lead 2: (Info)

GENERAL COUNSEL
AT NSLB

(U} Read and ciéar.

*

é}éﬁgw/oncon/NOFonn
, |

. _NSLVIO-18214 . .



Lo

.
-

(Rev. 01-31-2003) (N ’

SE}(RET/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - Date: 11/25/2005
To: | Attn: SAC
| CDC b2
Counterterrorism Attn: ITOS1l/CONUS1/Team 3 oo
' p7C
b7E

From: Offlce of General Counsel
: National ¢
Contact:

Approved By: Thomas Julie F

Drafted By: I I

e ' {057
. Case ID#: %&]_ 278-HQ-C1229735-VIO I(Pending)
bl (8) {Pending)

(T} p7n Titles >< REPORT OF POTENTIAL INTELLIGENCE
- OVERSIGHT BOARD (IOB) MATTER (IOB 20064

Synopsis: (U)It is the opinion of the Office of General Counsel
(OGC) that the above referenced matter is not a vioclation and
need not be reported to either the Intelligence Oversight Board
(IOB) or the FBI's Inspection Division.

I:U:l ..... ) >< Denve ] _ I o1
. v Yy On: 2030 . h2

(U}~ ~ Reference: M 278-HQ-C122‘9’735-VIO- Serial@ 4 i:;‘
(S) DA

Administrative: (U} This communication contalns one or more

footnotes. To read the footnotes, download and prlnt the 'bl

document in WordPerfect. Ho

Do
: DTA
Details: (8) the | Division initiated a b7C
_l a United States PIE

(8] SEYRET/NOFORN
b OIG/DOJ R nﬁna/bﬂfév/
FBIINVEST. SGHXJHNYESI:

- b7C. OPRUCIN P
_ NSLVIO- 18215‘—""" R
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%Re:::jgz; 278-HQ-C1229735-VIO, 11/25/2005

§

i SE&&ET/NOFORN
] . b2
From: Office of General Counsel : -

Person, as that term is used in the Attorney General's Guidelines

for FBI National-Security Investi atlons and Foreign Intelligence
L

ey

-

ey

Collection (NSIG or “the Guidelines”)
b1
b6
b7A
bh7C
b2
BTE
1
e s |the case agent reguested an employee o
at| |HQ, who apparently has a particular expertise, to e
draft a National Security Letter (NSL) to[:::::::] The agent . b4
requested only subscriber information for the two numbers, and, b6
only if the subscriber was toll records for the nIA
requested time period. Ho al NSL drafted and Te
presérited to on 11/05/2004 reguested both subscriber and _r
toll records for the above-mentioned telephone numbers. On b7D
02/23/2005 [provided the FBI subscriber and toll records D7E
for the two telephone numbers. The telephone numbers did not
belong tq |
-v“"”””;z>*€i A-“United States person” iS'defined in section II.W of
the Guwideldnes as “an individual who is . . . [a] United States citizen .
or . . . a permanent resident alien . . . .” This regulatory definition is
based on the definition of a “United States person” as that term is used
section 101(i) of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C.
§ 1801 et seg. The latter states, in pertinent part, that a “‘United States
person’ means a citizen of the United States (cr] an alien lawfully admitted
for permanent residence (as defined in section 101(3) (20} of the Tmmlg;atlgn1
_and Naturalization Act) i
ol
L7A
p7C

SECRET/NOFORN
,

o NsLVIO1s26 o T
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: SENRET/NOFORN | 7
... To: From: Office of General Counsel
"Re:.. 278-HQ-C1229735-VIO, 11/25/2005

(-

3

reportable IOB violation.

R NS ..v,...t_—-»*—NSL—’v/iG‘tSi'li’ e,

"":}gi FBI HQ requested that[::::::::]prov1de the facts
surroundlng this incident to determine whether there is a
forwarded all original and
copies of the toll records in question to OGC. Those records
will be delivered to ITOS1/CONUS1/TEAM 3 for proper disposal.

{U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, Inspection Division, and the General
Counsel, OGC, respectively) report to the IOB “concerning
1ntelllgence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language was adopted verbatim from E.O. 12334,
dated 12/04/1981, when the IOB was known as the President's
Intelligence Oversight Board (PIOB). By longstanding agreement

between the FBI and the IOB (and its predecessor, the PIOB), this

language has been interpreted to mandate the reporting of any
violation of & provision of the FCIG, or other guidelines. or
regulations approved by the Attorney General, in accordance with
E.O0. 12333, dated 12/04/1981, if such provision was designed in

full or in part to ensure the protection of the individual rights

of a U.S. person. Violations of provisions that are essentially
administrative in. nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the I0B may
review them upon request

»W“w““”“';EiSE; In the present case, there is no violation. A
valid was authorized and extended

. pursuant to NSIG Part II.C. The initial database checks on the

subject's telephone number revealed two possible additional

 telephone numbers subscr1hg§_§g£::::::F The NSL is an authorized
‘tec¢hrniique to be used- in a investigations. See NSIG

‘Part II.C.3. The legal standard in issuing a NSL is that the
information sought need only be "relevant to an authorized
investigation to protect against international terrorism. . ."

18 U.S.C. Section 2709(b)(1). The NSL in this case was properly
issued tof | That the received toll records revealed that
the telephone numbers did not belong to the subject does not make
the request a violation, but rather an elimination of an
investigatory lead. Likewise, it-is of little or no conseguence

that the case agent only requested subscriber information instead

of the toll records which were eventually received. Pursuant to
the statute the FBI is entitled to both types of information. As
such, it is our opinion that this matter need not be reported to

SBERET/NOFORN
3 |
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- s%ﬁQFT/NOFORN L

| b2
- Tor | From: Office of General Counsel hTE
U Rer. 278-HQ-C1229735-VIO, 11/25/2005 o7E

the ICB. Consistent with our prior opiﬁions, a record of this
decision should be maintained in the control file for future
review by Counsel to the IOB.

//s§;RET/N0FORN‘
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To: From: Office of Genéral Counsel
Re; 278-HQ-C1229735-VIO, 11/25/2005

viUIﬂ,
LEAD(8)

Set Lead 1: (Action)

in ................ B MM>§<\F0r appropriate action

Set Lead 2: (Action)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Ensure all toll records, original and copies, are

properly disposed.

1 - Ms. Thomas

1 1 6

1 4 s

1 - 108 File pic
SE‘:}(RET/NOFORN
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SEPRET

iy

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/23/2005

To: General Counsel Attn: NSLB

From: Inspection D
Internal Investigations Section, IPU, Room 11102 h6

Contact: CRS | Ext.

Approved By: Figliuzzi C Fran]

Drafted By:

Case ID #: (U) 278-HQ-C1225736-VIO (Pending)

Title: (U) ~ INTELLIGENCE OVERSIGHT BOARD MATTER
' INSD/IIS TRACKING# 1292 hY
OGC/IOB# 2006 o

Synop51s' (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
aw Branch ((NSL

Der1
sify On.

Reference: 278-HQ-C1229736-VIO Serial 1014 bz
| (S)| o7A
. ’ 1[):[1—1

Details: (U) The Internal Investigations Section (IIS) received

an EC from[____ Division dated 9/18/2005, reporting a 04
possible IOB error. Based upon a review of the referenced EC, it DVE
is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and this matter is being relegated .

to the NSLB for whatever action they deem appropriate.

*"

: SE%QET
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(Rev. 01-31-2003) 5
s)}éRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Date: 12/23/2005
) A . .
To: | Attn: SAC (Personal Attention) ?E

» . . e
From: Inspection : : : 5T7C

Internal Inv igati i IPU, Room 11865 b7E
Contact: CRS Ext] |

Approved By: Figliuézi C Frank

[r—

Drafted By: | |

‘/ Case ID #: (U) 263-HQ-0-U (Pending)'

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER b
INSD/IIS TRACKINGH# 1292 ,
oec/;QB# 2006:| b2

Synopsis: (U) To advise that the captioned reporting of
potential Intelligence Oversight Board (IOB) violation has been
reviewed by the Internal Investigations Section (IIS), and is not
considered willful misconduct. This incident is remanded back to
the field for whatever actlon deemed necessary and appropriate.
Case closed at IIS.

’ assify On.

Enclosure(s): (U) EC from[::::;::;:]to Inspection, General bh7E
Counsel and| |dated 09/18/2005 b1
Reference: (U) _278-HO-C1229736-VIO Serial 1014 D2
- (s) . bIlA

" 1ae L7E
Details: (U) Upon review ofE::::::::]D1v181on s CaptAuucd ey
-report of a . potential IOB violation, it is IIS's opinion that the g:,
incident is not indicative of willful misconduct. IIS only B

actively pursues investigations where deliberate and/or
aggravated misconduct is evident, and accordingly, this case 1is
closed at I1IS. :

(U) IIS does, however, suggest this incident be
potentially considered a possible performance related issue with b2
respect to the employee and respective supervisor, and relegates NIE
any future action relative to this incident to the discretion of o
the[:::::::::]Division. IIS recognizes and appreciates that this
matter was brought to our attention as required by the revisions

SEE\RET

s L T
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To: | | From: Inspection BIE
Re: 263-0-0 - 359, 12/23/2005 :

mandated by National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 serial 6).

*
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SESRET

FEDERAL BUREAU OF INVES.TIGATION%’ 1298

Precedence: ROUTINE ' Date: 05/20/2005
To: Inspection / ‘ Attn: Internal Investigations
' Section
Office of General Counsel ’ National Security Law Branch
From: |
on t: AI
: A
Approved |

Dréfted By:'| - » |

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) "%’4‘6’ :

Title: (U) POTENTIAL IOB MATTER '

SA l(Case Agent) ‘ bé
SA l[(Case Agent) 70
A/STE VActing SSA) P

Synepsis: (U) To report potential Intelligence Oversight
Board matter. o ' : '

hif] Derive : +G-3
De ify On:
() Petails: :;§{: The potential IOB matter occurred between

05/14/2005 and 05/19/2005 as part of the following substantive

oo
~1 N

ot
—

|cases: -
(8) ‘ '
(S) on-USPER) ; bl
b2
1 b
(8) ] b7A
(8) [[NGTI-USPER) ; " b7C
b7E
= .
a1
T = (\,_ S?é%ET
, Mo,
e ol QA -0-U-

6/82’{ _;LE wf, JD;_ R vro1822337(09' ___ — -



SEB%QT V

To: Inspection From: | | ?ir
Re: (U) 278-HQ-C1229736-VIO, 05/20/2005 LB
bl
4
(s) | I b6
b7A
b'—‘f‘q
-b7D
(s) ]
Dl
o)
minimize all monitoring oI thls I1ine to the extent that the D6
targets could be pogitively identified. The LS continued to 57A
~_ monitor the N
(8 - during which time 1o céEEEEEEEIEEE were logged, indexed, or D/C
otherwise m ialized informed CA's DTE
and | | that several additional -
conversations had been monitored, none of which matched the
captioned
L ,/;Tg;\‘On 05/19 2005, upon further notlflcatlon from
the LS that the .abowv number did not indicate that
isy ... it -belonged to either © € captioned ta b1
advised the LS to immediately discontinue bé
I S | Agent | |received writ bt
iSh technical agents that the. biC
- -] had ‘been taken down and t nTE
iS} o collectlon that had occurred on this number was being purqed o
[ l]and placed ont
disc, for follow-on destruction by approp jo) aelote]oioNun
(- B M Case Agents andl:immediately b6 :
1nvestlgated the potentlal[;;;:;;;;ation and determined the k7C
following had occurred:
’ {(8) On ¢ a reliable[:::;] bl
| | source of continuing value, indicated the ca ioned b2
iSh'“””“““arGed be
B Addltloga1ly, bR
5 Viadd
. )\’ i D
2 b7E

ez SL \LI@—I«S%HF—-_‘_?*:‘_)“‘.—' T
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To: Inspection From: bfw
Re: (U} 278-HQ-C1229736=~vIU, US7ZU7/Zuuvs biE b1
’ b2
(8)- - Lo
3 L7
. B7C
b; : B7D
bd (s) | | e
bho
b7C bl
LDy ] | | | <
(b7E informed Agent | | that they had received a calli from bE
ke
b7A
(8y L7C
b7D
’ YTE
1 R M | | case Agents | and]| | b1
submitted| [ form for renewal | he
on the captioned ta t n this renewal request, the o
telephone numberx was noted as not being bR
iSj- ~- " requested for remeéwal aue to the fact that it had been b7C
digsconpected by the target. However it was requested that all b2
telephone numbers associated with] e
I — | b1
b4
- (s) | e
b7A
' (s) Agents| | and] | determined ‘ - bTD
iS) problem resulted from an error in which the numberj
lwag_ incorrectly reported| FJ :
iSh """ | a difference of two digits. | a
rﬂailgnﬁl_ﬁgsuilty Letter to]| for telephone number bl
cE) was returned to the FBI that indicated telephone b4
c j number was included as one of the numbers on the .1f
| bo
tSj | [ indicated that telephone b7A
number | — p7C
o [ Bgents no racts to 57D
—Indicace a € telephone number was incorrect T
- _and inadvertently transposed with| | Agents
f53 | |and| are-actively reviewing all telephone numbers
associated. with these cases in order to avoid any potential

"IOB-violations in the future.

3
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278-HQ-C1229736-VIO, 05/20/2005
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SPCRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : . Date: 11/21/2005
To: ' Attn: A/SSA| |
SA|
, SA o
Inspection Attn: Internal Inspections Section
Counterintelligence Attn: CD-fA ' '
SSA

o
N

Office of
Professional Responsibility

—~
b
<3 >

oo
~J
]

From: Office of the General Counsel

National Security Law Branch, Room 7947
Contact: | |

Approved By: i T

Drafted By: (Ob%

Case ID"# :>{{ 278-HQ-C1229736-VIO” (Pending)

Title: >< a/ssal | o
SA =
SA| I £6

INTELLIGENCE _OVERSIGHT BOARD ~ b7C
MATTER 2005 ‘

Synopsis: (U) It is the opinion of the Office of General
Counsel (OGC) that this matter must be reported to the ~
Intelligence Oversight Board (IOB) and the Office of Professional DO

111t However, A/S "bh7C
SA and SA |did not
S

(m -

Solely cause wireless communication survelllance on a cell phone

number that was not subscribed to by the target. Instead, the
coverage was also caused by faultv drafting of | ]
Reguest b |

_NWMM”Hnﬂwjzggi :gz:::;g:%&%%fzzgzi::
\ _ ify On: ,

[=Snd inaccurate review
of | |by SSa| | CD-2A,
Heaaquarters, Federal Bureau of Investigation (FBI HQ). The 0OGC
will prepare and deliver the necessary correspondence to the IOB.

SECRET




¢ SE&{ET e

B2
To: From: Office of the General Counsel b7E
(U?"'“~M_Re;wl;;<; ZTTB-HQ-T1229736-VIO, 11/21/2005 _ i
(M1~ Reference: >< 278-HQ-C1229736-VIO Serial 848

Administrative: (U) This electronic communication (EC) contains
footnotes. To read the footnotes, download and print this

communication in Word Perfect 8. . : E}
’ : 54
Details: (S) As reported by the | |pivision ] ‘bé
H | in Reference A, the following events occurred in FBI b7L
18 |1nvestlgatlons mTC

The subjects of these 1nvestlgatlons arel
respectively. | -

(s)

(s) |

;WL ﬂ_‘ _1

(L
foro ot recognizel las that of

either subject. Consequently, the LS immediately notified SA -

bl

. be
either of the b7A

padugsed  7c

13)

ring of |
targets could be
the .S that

to the ext

(g
gy o
(8} For apnxnad.ma.tn.hd_ |days the LS bl
continued to monitor During that time period no D®
conversations were logged, indexed or otherwise memorlallzed by b7A
the LS : ' T
A (/
I 1 . v 'r————;:] bl
“--.. 0 BAdditional information was obtained from the initial request Lo
coverage of the targets |

blA

| ] [ and the renewal request
1 telephone B7C
[3)

conversations with SA| |
| |
SPERET

o oo
1A e

f;ef?f{ff;7gwf r f:";””ff” o w»nfwfwgrvﬂiqﬁzzs?*;““f—;;zé f¢‘$"““_;*;m




R | SEYRET ,{u 

(Eynwmhﬂ_To:l\ / | From: Office of the General Counsel
“Re:;)*§l 278-HQ-C1229736-VIO, 11/21/2005

00

:;3$:l | informed sal | and sa

[that .
then dlrected t1e I8 to iqmediately D4
cease monitoring and collecting .on] | | bé

iS),, WHL1 | ] SA] | received written agnﬁirmation_irom1 DL
.. . lthat collection o -
| iS?“ — I l| Tc

ilection that occurred was belng -
and placed| | b7k
disc for destruction as appropriate.

} Immediately thereafter SAs | | and] | ko
investigated this p0351b1e IOB and determined, among other b7C
things, that:

-

bl
1 (s | | o2
Qo

L7A
b7C
B7D
b7E

(2) (s | |

|Initial

e N

Order) .*

O‘JO“O"O‘

Qo

(3) {ﬁ) | | sal | wag notified b%

by [ that | advised JL
that was dlsﬁffffiiff by the target | b4
iSj." [ ] Based om this SA stated that " (e] b6

T | never c&llected orF T herefore
(g - -l 4| ]

| . b7A
| b7C

b7D
b7E
. | . | : bl
; ‘ b6

R — [

[5) | b7A
bh7C

b —
S0
O
<
[
H
O
Q!
=
—
0:
Q
(9}
o
o]
(o]
3

i |13
(o]
o
-
(93
[0}
e
0
Q..
l'f
=
P
Cﬂ
23
i
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""Re:

o sééaﬁ:r A

From: Office of the General Counsel
. 278-HQ-C1229736-VIO, 11/21/2005

ToO:

oo

~J

rr

{m

TIRE -

8y

error w 1sed
ﬁﬁm
SA's and

(81

. authority foxy

T

|SAs| |and| |
request |
bmitt did not reguest renew

| (4) )8&
submitted a renewa

The renewal

Particularly, I[stated that] ]
informed ] |

i (kmphasig added.) However |

I .
|both of which were written bv

failed to quest
coveraggmqfl

asked for authority| _ |
heles b ase agents and the FBI HQ SSA
ion erroneous request for

(s) |

(5)

(S} The error as referred to in Reference A is
overcollection on r] This -

1 by

Oy (L] Taulty Grartirg |
equate review

and (3) inadequate review of |

The OGC will prepare and deliver the
necessary correspon ence to the IOB.

iSjﬂ.w“

et e i e 2 o=t

byt A Ta e

bl

b6
b7A
b7C
bZ
b7E

bl
b6
b7A
b7C
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SQEBET

To: From: Office of the General Counsel

M-Re;_:ﬁgi;‘AIB-HQ-C1229736—VIO, 11/21/2005

LEAD (8) :

Set Lead 1: (Action)

AT

(U) Read and clear.
Set Lead 2: (Action)
INSPECTION
AT WASHINGTON,VDC
(U) For review and action deemed appropriate.
Set Lead 3: (Action{

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 4: (Action) »

OFFICE QF PROFESSIONAL RESPONSIBILITY

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

CC: 1 - Ms. Thomas
1 - ssaf ] -
bo
1 - 1 SO
1l - TOB TFile e
*

b2
b7E
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~ November 21, 2005

BY COURIER

Mr. James Langdon

Chairman,

Intelligence Oversight Board

New Executive Office Building - Room 5020
725 17th Street, N.W.

Washington, D.C.

Dear Mr Langdon:

This letter forwards for your information a self-explanatory enclosure entitled
"Intellegence Oversight Board Matter, Counterintelligence Division, Federal Bureau of 2
Investigation Headquarters, IOB Matter 2005:' (8]

The enclosure sets forth details of investigative activity which the FBI determined was
conducted contrary to the Attorney General's Guidelines for FBI Foreign Intelligence Collection
and Foreign Counterintelligence Investigations and/or laws, Executive Orders, or Presidential
Directives that govern FBI foreign counterintelligence and international terrorism investigations.

(9)]

Enclosure
1-Ms. Thomas ' b6
1 -I I b7

I- 278-HQ-C1229736-VIO - 1069

UNCLASSIFIED WHEN DETACHED
FROM CLASSIFIED ENCLOSURE

Der om:
D ify on:

B - emee NSEVIOAS232TC e T T T




PR
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Should your‘you, or any member of your staff, require additional information boncerm’ng
this matter, an oral briefing will be arranged for you at your convenience. - :

Mr. James Langdon

Sincérely,

Julie E. Thomas
Deputy General Counsel

1 - The Honorable Antonio R. Gonzalez
Attorney General ‘
U.S. Department of Justice
Room 5111

1 - James A. Baker
Counsel
Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150 '

e e iRV (0 ) ¢
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SEERET

Mr. James Langdon

INTELLIGENCE OVERSIGHT BOARD MATTER
COUNTERINTELLIGENCE DIVISION
FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS

b

TOB MATTER 2005 D2
;§< As reported by the| |Division [:::] pl
( | in its electronic communication (EC), 278-HQ-C1225736- 12
1al 848, the fol ing events ocenrred in FRY | ] bé
S ‘investigation | the 7
iﬂj -~ "subjects of these investigations arel DA
respectively. Both are | b7C
] | b7E Dbl
(&) |oF
' (s) | ] | . b6
| | (Renewal Order) ‘ b7
'______] b7C
: —— b7D
() Pursuant to | f
It |
Pid not recognize | ag that of
() either subiject. Consequen 1v,| | immediately notified sa
ITISCIUCCE O MiNnimize "
| ko. the extent that elther of the D1
targets could be positively identified. Sa ig_gdylﬁf fo¥4
the T.6 that fhe_Ranemal_ﬂzdex_au:hnx;zed_cnl 2cfion  on ~A
e e
[ 7R
D7E
%] For a i | days | |
continued to monltor During that time period no
: bl
! Additional information was obtained from the. initial requestl I be
A —— E— I T pa
| | o7C
B I
tsa(ﬁ ) rl
— ‘ k!
7D

‘33"',”" — | i

3
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SE$RET

Mr. James Langdon

in-

conversations were logged,

indexed or otherwise memorialized by

the LS.
:>ﬁ5 | I;nformed sa land sa bl

) I that .

ed| ] B
gen then dlrectedl iately DO
ig} ~cease monztoring-and collectin oq | bTA
I—l ] sa ecelved WLlLLen c01 1rmation from N7
lJthat collection. on o7
iSh‘“" purged| [and placed o1 |
disc for destruction as appropriate.

(ﬁT”M“ o :;§;: Immediately thereafter SAs| |and| | .?Sh
1nvestlgated this possible IOB and determined, among other I
things, that:

| ol
(1) (8) 5o
Do
DTA
, niC
- D7D
ol 2  (s) ] g
b4 07E
hé [(Initial
h7A Qrder).” ,
"‘1 al . bl
L7C L2 )Tﬂ | sal I otified
I 2D
b7D byl__I [that] Iadvised EZ
~_tha was dis d by the targef =
(&) [Based on this szxﬁ% stated that, "TETherafore. b6
[never collected or monitored this number LA
|:S:| B e S —— | Be
he b7D
‘ o T
(4) _Cﬂi SAs and e b7E
, bl
(8] 2 >
| | b6
N — — b7A
|:E:| _____ P— — 70
b7E




SRERET
Mr. James Langdon
(S:' submitted | | :Dl
S _|reguest submitted] [did not request | b4
N 7=V Ao KoL P BN B | ] —
. I I DA
| [por is it b7D
: requested further." (Emphasis added.) However| |
Request, | ]both of which were written by
I | I
| asked for | |
» i | Nonetheless, both case agents and the FBI HQ SSA
(S) failed to ationl : |erroneous request for
. coverage ofl .

() (s)] I | b1
b2
bITA

. - n7E
' s Th‘a_e.rm:_aa_m.emd_min_r.b.e_ELis_I DIs
overcollection onf This
oy . ..error was caused by: (1)faulty drafting | | kb1
(3] I ] (2) inadequate review| by bé&
SA ' g |and and (3) inadequate review of| b7A
[ by S The OGC will prepare and deliver the =
, v ol
necesgsary correspondence to the IOB. e
SEQRET ol
o o)
3 b7E
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(Rev. 01-31-2003)

t " .
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/23/2005

To: General Counsel Attn: NSLB

From: Inspection ’ 12y,
Internal Investlgatlons Section, IPU, Room 11102 U nhe
Contact: CRS | Ext. -

Approved By: Figliuzzi C Frank{

Drafted By:

: I , _
Case ID #: (U) 278-HQ-C122%9736-VIO {Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH 1298

1]

0GC/T0B# 2005 ] | | bi

i~

Synopsis: (U) To report a potential Intelligence Oversight Board
(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1229736-VIO Serial 848
: 278~-HQ-C1229736-VIO Serial 1068

Details: 1 Investigations Section (iIS) received
an EC from Division dated 5/20/2005, reporting a 0o
possible IOB error. Based upon a review of the referenced EC it bR

is the IIS's opinion the incident described therein is an
administrative error in the source reporting the target telephone
number. Therefore, no internal investigation will be conducted
by the IIS and this matter is being relegated to the NSLB for
whatever action they deem approprlate : ,

*"




(Rev. 01-31-2003) 4 L
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE , Date: 12/23/2005

To: | | Attn: SAC (Personal Attention).

From: Inspection ’ :
Internal Inv i i i IPU, Room 11102 [ayie
Contact: CRS Ext‘l 67F

Approved By: Figliuzzi C Franl

Drafted By:

'/%asé ID #: (U) 263-HQ-0-U - 360 (Pending)

Title: (U)  INTELLIGENCE OVERSIGHT BOARD MATTER -
INSD/IIS TRACKING# 1298 o
0GC/IOB# 20051

Synopsis: (U) To advise that the captioned reporting of
potential Intelligence Oversight Board (IOB) violation has been
reviewed by the Internal Investigations Section (IIS), and is not.
considered willful misconduct. This incident is remanded back to
the field for whatever action deemed necessary and appropriate.
Case closed at IIS.

m L ) ived : | |
' ZE§<: Dec = 1 ’ }
o]

02
Enclosure(s): (U) EC from| [co Inspection and O7E
General Counsel, dated 05/2072005. ‘ :
Reference: (U) 278-HQ-C1229736-VIO Serial 848 -~
278-HQ-C1229736-VIO Serial 1068
Details: (U) Upon review of | | Division's captioned b2
report of a potential IOB violation, it 1s 1IS's opinion that the D©hJE

incident is not indicative of willful misconduct. 1IIS only
actively pursues investigations where deliberate and/or
aggravated misconduct is evident, and accordingly, this case is
closed at IIS. ’

(U) 1IIS recognizes and appreciates that this matter
was brought to ocur attention as required by the revisions
mandated by National Security Law Branch/OGC EC, dated 03/18/2005
(319X-HQ-A1487720 sexrial 6).

*"
Unclassified when separated from enclosure.
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