
Message Page 1 of 1 

(OGC) (FBI) 

Sent: Tuesday, February 15, 2005 12:08 PM 

To: FBI ALL CDCs 

From: (OGC) (FBI) b6 
b7C 

Cc: (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI); 

Subject: Payment for NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Since some of you have raised the issue of payment for national security letters, I thought I'd try to get a sense of 
what various offices are doing and what they'd like to do, and whether there is a consensus as to a need for a 
uniform policy or whether offices are content with making such payment determinations on their own, office by 
office. To that end, I have drafted this questionnaire, if you could fill out it out to the best of your knowledge and 
email it back to me, I'd appreciate it. If I get enough responses back within a relatively short period of time, we 
may even be able to have an intelligent discussion of this matter at the CDC conference and come to some sort of 
agreement! 

Thanks for your anticipated cooperation. 

OGC/NSLB 
b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

1073946 

5/30/2006 

NSL VIO-1955 



NSL VIO-1956 

NSL REIMBURSEMENT 

This form is designed to solicit information as to the current practices and policies that the field 
offices follow with regard to payment for NSLs. Please underline/highlight/retype, etc. the appropriate 
answer for each question. If you find you really need to add more information to put your Yes/No/NA 
answer in context or to clarify a response to what appears to be an ambiguous or confusing question, 
please do, but keep in mind that I expect that for most purposes, generalizations will suffice. This does 
not need to be a time-consuming endeavor. I am simply trying to find out overall how offices are . 
handling payments and whether or not offices would like to see an FBI-wide policy implemented. 

For those not familiar with this NSL issue, the background is that RFPA NSLs require 
reimbursement per a schedule found in the Code of Federal Regulations; 1681u FCRA credit 
information NSLs require reimbursement but no schedule has been established; 1681v FCRA full credit 
report NSLs do not require reimbursement; and ECPA NSLs do not require reimbursement. There is 
no office-wide FBI policy establishing whether we should pay for NSLs when the statute does not 
require it, and some offices do pay and some do not. 

RFPA financial institution NSLs 



NSL VIO-1957 

FCRA 1681u financial institution/consumer identifying information NSLs 



NSL VIO-1958 

fa2 

ECPA NSLs 



NSL VIO-1959 

b2 



NSL VIO-1960 

b2 

FCRP 1681v full credit report NSLs 



NSL VIO-1961 

b2 



NSL VIO-1962 

b2 



Message 

NSL VIO-1963 

Page 1 of 1 

(OGC) (FBI) 

From: (OGC) (FBI) 
"b6 " 
b7C 

Sent: 
To: 

Friday, February 25, 2005 4:59 PM 

FBI ALL CDCs 

Subject: 1681u limited credit information v. 1681v full credit reports 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

It has come to my attention that some field offices may be seeking, and obtaining, full credit reports in FCI cases 
with no nexus to terrorism. This is not appropriate. Full credit reports are available only in cases with a terrorism 
nexus and only for purposes of that terrorism nexus. For instance, in an espionage case, a full credit report is not 
available unless you get a court order. And I can't really think of any exception, since it's hard to envision a 
situation in which an espionage case has a terrorism nexus. 

So please make your SACs, who are approving NSLs, and agents, who are drafting the requests, aware of the 
fact that they cannot ask for a 1681 v full credit report in a counterintelligence matter. They can only get a 1681u 
NSL, which allows us to get limited credit information - (1) a list of financial institutions with which the target is/has 
been dealing, and/or (2) consumer-identifying information (present/past addresses, employment). 

If you aware of this mistake being made, it needs to be reported. 

thanks b 6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

5/30/2006 



NSL VIO-1964 

Message Page 1 of 1 

OGC) (FBI) 

From: [OGC) (FBI) 

Sent: Friday, March 04, 2005 8:32 AM 

To: FBI ALL CDCs 

Cc: (FBI) 

b6 
b7C 
b2 

Subject: FW: 1681u limited credit information v. 1681v full credit reports 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

It has been pointed out to me that I was imprecise in my email, in that I was trying to differentiate between a 1681 
u and 1681 v credit report, and failed to point out that full credit reports in CI cases are available through grand 
jury subpoenas. Thus, per the below, if you have an espionage case, while I doubt you could come up with a 
terrorism nexus to justify issuance of a 1681 v full credit report NSL, there is no doubt that you have a criminal 
nexus such that you could issue a grand jury subpoena for the information. You would not need a court order in 
that situation. However, you would need a court order if you have a CI case that did not have any criminal nexus, 
so that a GJ subpoena was unavailable, nor any terrorism nexus, so that a 1681 v NSL was not available. 

sorry for any confusion 

b6 
b7C 

Original Messaae-
From (OGC) (FBI) 
Sent: Friday, February 25, 2005 4:59 PM 
To: FBI_ALL CDCs 
Subject: 168lu limited credit information v. 1681v full credit reports 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

b6 
b7C-

It has come to my attention that some field offices may be seeking, and obtaining, full credit reports in FCI cases 
with no nexus to terrorism. This is not appropriate. Full credit reports are available only in cases with a terrorism 
nexus and only for purposes of that terrorism nexus. For instance, in an espionage case, a full credit report is not 
available unless you get a court order. And I can't really think of any exception, since it's hard to envision a 
situation in which an espionage case has a terrorism nexus. 

So please make your SACs, who are approving NSLs, and agents, who are drafting the requests, aware of the 
fact that they cannot ask for a 1681 v full credit report in a counterintelligence matter. They can only get a 1681 u 
NSL, which allows us to get limited credit information - (1) a list of financial institutions with which the target is/has 
been dealing, and/or (2) consumer-identifying information (present/past addresses, employment). 

If you aware of this mistake being made, it needs to be reported. 

thanks. 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

5/30/2006 



Message 

NSL VIO-1965 

Page 1 of 1 

(OGC) (FBI) 

(OGC) (FBI) From: 
Sent: Thursday, March 10, 2005 1:47 PM 

To: FBL.ALL CDCs 

Subject: | ^ISLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FYI - at the CDC conference, I discussed the information available from 
However, that information cannot be disseminated 

outside the FBI without legal process I "jivill accept an NSL~ and having talked to their PQC arid learned about 

1 

think it does fall within the parameters o£ ]as one of the listed financial institutions in the RFPA. 
So feel free to issue NSLs if you intend to disseminate the information outside the FBI. 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

b6 
b7C 
b7D 

b7D 
b5 

5/30/2006 



NSL VIO-1966 

Message Page 1 of 1 

(OGC) (FBI) 

From: (OGC) (FBI) 

Cc: 

Sent: Monday, April 11, 2005 3:51 PM 
To: FRi AM cnr.s 

(UGC) (l-BI) 

Subject: NSLs 

;CTD) (FBI); (OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

FYI - at the recent CDC conference, I made a representation that the Communications Analysis Unit (CAU) here 
at headquarters wante< 

That position nas oeen reconsidered, ana UAU now recommenas tnaf 
l CAU is available to give advice and may on occasion recommend 

But routine NSLs should still be handled at the field office level. 

SENSITIVE BUT UNCLASSIFIED 

5/30/2006 



Message 
NSL VIO-1967 

Page 1 of 1 

To: 
Subject: RE: NSLs 

(OGC) (FBI) 

](OGC) (FBI) 

Jo 6 
b7C 

-Original Messaqe-
From:|_ 
Sent: Monday, April 18, 2005 1:23 PM 
T o : FBT AL I CPFG 

J OGC) (FBI) 

Cc: 
Subject: NSLs 

OGC) (FBI) 

b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

P a n \/ni i n l o a g p r a r w a c Q uni ir f n l k c anr ) c a p if a r w n n a h a g P»or b5 
b2 
b7E 

Me have to answer a congressional inquiry with respect to whether we've ever done this. 

Thanks b6 
b7C 

SENSITIVE BUT UNCLASSIFIED 

5/30/2006 



Message 
NSL VIO-1968 

Page 1 of 1 

(OGC) (FBI) 

Frorr (OGC) (FBI) 

Sent: Monday, April 18, 2005 3:36 PM 

To: FBI_ALL CDCs 

UNCLASSIFIED 
NON-RECORD 

I hate to bother you again, but I have another matter that hopefully is easily answered. Congress wants to know 
how many NSLs have not been complied with. I know as a general matter we don't keep track of that. But it's 
also my feeling tht non-compliance is generally not a problem, although maybe timeliness is. So I have 
represented that we generally do not get compliance as quickly with an NSL as a GJ subpoena, but that also, we 
generally do not have a problem with non-compliance (i.e., recipients comply but in their own good time). 

Anyone take issue with that? 

thanks again. b 6 
b7C 

UNCLASSIFIED 

5/30/2006 



Message 
NSL VIO-1969 

Page 1 of 1 

From: 

Sent: 
To: 

(OGC) (FBI) 

OGC) (FBI) 

Thursday, June 09, 2005 10:41 AM 

FBI_ALL CDCs 

Subject: NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

y C 
^ f ^ A ^ V d V 

This is to give you the heads up about an NSL EC being uploaded today that authorizes/recommends that you put 
return dates in NSLs so that we encourage better and quicker compliance with NSLs. 

SENSITIVE BUT UNCLASSIFIED 

5/30/2006 



NSL VIO-1970 

(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: All Field Offices 

Counterterrorism 

Counterintelligence 

Cyber 

Date: 05/27/2005 
Attn: ADIC; 

SAC; 
CDC 
FCI/IT Supervisors 
AD Hulon; 
DADS; 
Section Chiefs 
AD Szady; 
DADS ; 
Section Chiefs 

Special Assistant AD 
Iannarelli 
DADs 
Section Chiefs 

From: Office of the General Counsel, 
National Security Law Branch, CTLUII 

Contact: 
Approved By: Caproni Valerie E 

Thomas Julie F 

Drafted Bys 
Case ID #: 

b6 
b7C 
b2 

319X-HQ-A14 8722Q-OGC 
Title: LEGAL ADVICE AND OPINIONS; 

NSL MATTER 
Synopsis: Provides guidance to field offices concerning a change to 
National Security Letters (NSLs) to allow for return date. 
Details: This electronic communication (EC) provides guidance with 
respect to the modification of all NSLs to allow for a return date 
by which the information must be provided to the FBI. 

Return Date 
It has come to the attention of the Office of the General 

Counsel (OGC) that information sought through NSLs is often 
provided in a less than timely fashion by the recipient of the NSL. 
This compares to the generally timely provision of information in 
response to a grand jury subpoena. A grand jury subpoena generally 
has a specified date upon which the custodian of records is due to 



NSL VIO-1971 

To: All Field Of^ ces From: Office of the ^neral Counsel 
Re: 319X-HQ-A148772Q-OGC , 05/27/2005 

appear before the grand jury with the records that are sought by 
the subpoena. Further, the grand jury subpoena often includes a 
date by which the custodian of records can provide the information 
in advance of the grand jury date in order to obviate a need for a 
grand jury appearance. Either way, there is a date certain by 
which grand jury information must be provided. Until now, the NSL 
form used by the FBI has not contained such information. It 
therefore appears to the recipient that there is no time frame by 
which he must produce the information, and the result is that he 
does not give it any tasking priority. 

Although there is no statutory provision for.a return 
date on an NSL, there does not appear to be any legal impediment to 
providing for such a date. Concluding that the FBI has the 
discretion to impose a date is comparable to the conclusion that a 
prosecutor has discretion to obviate a live appearance in the grand 
jury if the custodian produces the records by a date certain. 

Further, it would be anomalous to compel production of 
records, as the NSL statutes do, while not allowing for specifying 
a date by which the records have to be produced. If "shall" is to 
have any meaning, it can only have meaning if there is not an 
endless time period by which the compelled act is required.1 

Thus, OGC opines that an NSL may contain a return date by 
which the information must be provided. The return.date must be 
reasonable and not oppressive to the recipient, in light of the 
nature of the request.2 The return date should also account for 

1 The Electronic Communications Privacy Act, 18 U.S.C. § 
2709, provides that the recipient "Shall comply" with a 
request under the statute. The Right to Financial Privacy 
Act, 12 U.S.C. § 3414(a)(5)(A), provides that the recipient 
"shall comply" with a request under the statute. The Fair 
Credit Reporting Act, 15 U.S.C. § 1681u, provides that the 
recipient "shall furnish" certain information upon request. 
The Fair Credit Reporting Act, 15 U.S.C. § 1681v( provides 
that the recipient "shall furnish" a full credit report upon 
request. 

2 This language tracks the language of the Fed.R.Crim.P., 
Rule 17(a)(2), with respect to grand jury subpoenas, whereby a 
motion to quash may be made if compliance with the request is 
unreasonable or oppressive. Per legislative initiatives 
currently pending at the Department of Justice, NSL statutes 
may, in the future, have a provision which tracks this 

2 



NSL VIO-1972 

To: All Field 01 .ces From: Office of the ^eneral Counsel 
Re: 319X-HQ-A148772 0-OGC , 05/27/2005 

how quickly the information is needed. The actual amount of time, 
therefore, that is allotted for providing the information is an 
operational call. We suggest that, as a practical matter, the date 
be stated in terms of time that has elapsed since the NSL was 
served upon the recipient, rather than stating a specific date by 
which the information is due, in order to account for a situation 
in which NSL service is delayed beyond expectations.3 

OGC will update its model NSLs to reflect the above, but 
until it does so, we suggest that the return date be inserted into 
the second to the last paragraph of the form NSL, so it would now 
read: "You are requested to provide records responsive to this request 
personally to a representative of the fDELIVERING DIVISION] of the FBI 
within [xxxx] business days of receipt of this request." 

Inquiries about this guidance should be directed to 
Assistant General Counsel 

b6 
b7C 
b2 

language and allows for recipients to challenge the NSL if 
compliance is unreasonable or oppressive. 

3 Absent extraordinary circumstances, OGC suggests that a 
recipient be given at least ten business days to produce 
documents responsive to the NSL request. 

3 



NSL VIO-1973 

To: All Field Of^ces From: 
Re: 319X-HQ-A148772Q-OGC 

Office of the oeneral Counsel 
05/27/2005 

LEAD(s) : 
Set Lead 1: (Action) 

ALL RECEIVING OFFICES 
Take action consistent with this guidance, 

• • 
1- V. Caproni 
1- J. Thomas 
1-

b6 
b7C 

4 



-Jage 
NSL VIO-1974 

Page 1 of 1 

(OGC) (FBI) 

From: (OGC) (FBI) 

Sent: Thursday, June 23, 2005 12:50 PM 

To: FBI_ALL CDCs 

Subject: NSL forms 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Under separate cover (several different emails| 
I am going to be forwarding a sending a series of emails that contain form ECs and NSLs that are 

the latest iteration, and that will soon, hopefully, be on our website. They include the latest change, which is to 
add a return date to the standard form. 

OGC/NSLB 

SENSITIVE BUT UNCLASSIFIED 

5/30/2006 



NSL VIO-1975 

Message Page 1 of 1 

(OGC) (FBI) 

From (OGC) (FBI) 

Sent: Thursday, June 23, 2005 12:51 PM 

To: FBI ALL CDCs 

Subject: FW: form NSLs and ECs 

UNCLASSIFIED 
NON-RECORD 

6 docpî Û 

fyi 
Original Messaqe-

From (OGC) (FBI) 
Sent: Thursday, lune 16. AM 
To (OGC) (OGA); 
Subject: form NSLs and ECs 

OGC) (FBI) 

UNCLASSIFIED 
NON-RECORD 

FYI 

UNCLASSIFIED 

UNCLASSIFIED 

5/30/2006 



NSL VIO-1976 

(01/26/1998) -

SEiŜ ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2005 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[REQUESTING SQUAD] Attn:" SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[SQUAD] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000)] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] m m 
[CDC NAME] 
[SSA NAME] 132 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

( U ) C a s e I D # : [CASE FILE NUMBER] (Pending) 
66F-HQ-C13 033 75 

m i T i t l e : [SUBJECT] 
[AKA] [ALIAS (IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for email subscriber information; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
electronic communications service provider. 

^S^ret 

JT 



NSL VIO-1977 

"seîçr: SECRET 

To: «{DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2005] 

X 
(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

(U) Reference: [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION] is an NSL dated 
[00/00/2005], addressed to [COMPANY POC NAME], [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, 
STATE - NO ZIP CODE], requesting the name, address, and length of 
service for the e-mail address holder(s) listed. 

Details: A [FULL/PRELIMINARY] [INTERNATIONAL/FOREIGN 
COUNTERINTELLIGENCE] investigation of the subject, a [USPER/NON-
USPER], was authorized in accordance with the Attorney General 
Guidelines because [BRIEFLY STATE THE JUSTIFICATION FOR OPENING OR 
MAINTAINING THE INVESTIGATION ON THE SUBJECT] . This electronic 
subscriber information is being requested to [BRIEFLY STATE THE 
RELEVANCE OF THE REQUESTED RECORDS TO THE INVESTIGATION]. 

(U) This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] address(es). 

(U) Arrangements should be made with the electronic 
communication service provider receiving the enclosed letter to 
produce the records personally to an employee of the 
[DELIVERING DIVISION] within [NUMBER OF] business days of receipt of 
this request. The electronic communication service provider should 
neither send the records through the mail nor utilize the name of the 
subject in any telephone calls to the FBI. 

(U) You should remind the electronic communication 
service provider that it is prohibited from disclosing that the FBI 
has made this request. 

(U) On 11/09/2001 [FOR ALL, EXCEPT: 10/31/2003, FOR CT/CD 
EAD, OR CYBER AD OR DAD SIGNATURE; 10/17/2003 FOR SENIOR COUNSEL FOR 

SECRET 



NSL VIO-1978 

(U) £ 5T 

TO : [DELIVERING DIVISION] 
Re: ; [CASE FILE NUMB E < x 

[CASE FILE NUMBER, 00/00/2005] 
From: [DRAFTING DIVISION] 

NATIONAL SECURITY AFFAIRS SIGNATURE], the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

^ ^ ^ If a preliminary inquiry is opened on the subscriber 
identified, it is the responsibility of the office opening the • 
preliminary inquiry to advise FBIHQ. This may be done by routing 
slip to the National Security Law Branch, Office of the General 
Counsel, Room 7975, the FBIHQ entity handling the operational legal 
needs of the Counterintelligence Division. This reporting is 
necessary in order to provide information to Congress regarding the 
FBI's use of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

S] 

3 



NSL VIO-1979 

TO: [DELIVERING DIVISION] 
R e : [ C A S E FILE NUMBER, 

LEAD (s): 

Set Lead 1: 

fDELIVERING DIVISION] 

AT [CITY. STATE] 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of the information requested, [DELIVERING DIVISION] is 
requested to submit results to [DRAFTING DIVISION] and [OFFICE OF 
ORIGIN, if applicable] . 

Set Lead 2: 

GENERAL COUNSEL 

AT WASHINGTON. DC 

F̂rorn: [DRAFTING DIVISION] 
00/00/2005] 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 



NSL VI01980 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [Complete name] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

Dear [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic Communications 
Privacy Act of 1986) (as amended, October 26, 2001), you are hereby 
requested to provide to the Federal Bureau of Investigation (FBI) the 
name, address, and length of service for the below-listed [e-mail/IP] 
address holder(s): 

[E-mail/IP ADDRESS or ADDRESSES] 

[ON A SPECIFIC DATE] 

or 

[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] or 
[PRESENT]] 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation 
of a United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the constitution of 
the United States. 



NSL VIO-1981 

[MR./MRS./MS] [COMPLETE NAME] Page 2 

You are further advised that Title 18, U.S.C., Section 
2709(c), prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained access 
to information or records under these provisions. 

You are requested to provide records responsive to this 
request personally to a representative of the [Delivering Division] 
of the FBI within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [Delivering Division]. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 

SPECIAL AGENT IN CHARGE] 



NSL VIO-1982 

(01/26/1998) 

SCÌfê T SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

[REQUESTING SQUAD] 

[DELIVERING DIVISION] 

[OFFICE OF ORIGIN] 

Date: 00/00/2005 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn:. SSA [SQUAD SUPERVISOR] 
[SQUAD] [X] 

Attn: SA [CASE AGENT] 
[SQUAD] [X] 

(U) 

(U) 

(U) 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

Case ID #: 

Title: 

[CASE FILE NUMBER] (Pending) 
66F-HQ-C13 033 75 (Pending) 

[SUBJECT] 
[AKA] [ALIAS (IF APPLICABLE)] 
IT/FCI - [FOREIGN POWER]; 
OO: [OFFICE OF ORIGIN] 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National Security 
Letter (NSL); provides reporting data; and, if necessary, transmits 
the NSL for delivery to the wire communications service provider. 

SE 



NSL VIO-1983 

To: [DELIVERING DIVISION] 
R e : C & i [CASE FILE NUMBER, 

(U) FULL/PRELIMINARY Investigation Instituted: [00/00/2005] 

Reference: (U) [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION] is an NSL dated 
[00/00/2005], addressed to [COMPANY POC NAME], [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, 
STATE - NO ZIP CODE], requesting subscriber information. 

Details: ^ ^ A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN 
COUNTERINTELLIGENCE] investigation of subject, a [U.S. PERSON/NON-
USPER], was authorized in accordance with Attorney General Guidelines 

\ b e c a u s e [BRIEFLY STATE THE JUSTIFICATION FOR OPENING OR MAINTAINING 
THE INVESTIGATION ON THE SUBJECT]. This subscriber information is 
being requested to [BRIEFLY STATE THE RELEVANCE OF THE REQUESTED 
RECORDS TO THE INVESTIGATION]. 

i&l This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber information on [NUMBER OF] phone number(s). 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records personally to an 
employee of the [DELIVERING DIVISION], within [NUMBER OF] business . 
days of receipt of this request. The institution should neither send 
the records through the mail nor utilize the name of the subject in 
any telephone calls to the FBI. 

(U) You should remind the wire communication service 
provider that it is prohibited from disclosing that the FBI has made 
this request. 

(U) On 11/09/2001 [FOR ALL, EXCEPT: 10/31/2003, FOR CT/CD 
EAD, OR CYBER AD OR DAD SIGNATURE; 10/17/2003 FOR SENIOR COUNSEL FOR 
NATIONAL SECURITY AFFAIRS SIGNATURE], the Director designated the 

SE^ET 

From: [DRAFTING DIVISION] 
00/00/2005] 

SECRET 



NSL VIO-1984 

SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : [ C A S E FILE NUMBER, 00/00/2 005] 

official signing the enclosed letter as authorized to make the 
required certification. 

(U) If a preliminary inquiry is opened on the subscriber 
identified, it is the responsibility of the office opening the 
preliminary inquiry to advise FBIHQ. This may be done by routing 
slip to the National Security Law Branch, Office of the General 
Counsel, Room 7975, the FBIHQ entity handling the operational legal 
needs of the Counterterrorism Division. This reporting is necessary 
in order to provide information to Congress regarding the FBI's use 
of this authority as mandated by Congress. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

ŜJECJUST 



NSL VIO-1985 

Ih^CRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2005] 

LEAD (s): 

Set Lead 1: 

fDELIVERING DIVISION] 

AT [CITY, STATE] 

(U) Deliver the enclosed NSL as indicated above. Upon 
receipt of requested information, [DELIVERING DIVISION] is requested 
to submit results to the [DRAFTING DIVISION] and [OFFICE OF ORIGIN, 
if applicable]. 

Set Lead 2: 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 
• • 

SECRET 



NSL VIO-1986 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic Communications 
Privacy Act of 1986) (as amended, October 26, 2001), you are hereby 
requested to provide to the Federal Bureau of Investigation (FBI) the 
name, address, and length of service of [person or entity] [persons 
or entities] to whom the following telephone [number is or was] 
[numbers are or were] registered: 

[TELEPHONE NUMBER(S) (000) 000-000]: 

[RELEVANT TIME PERIOD]: [ON SPECIFIC DATE] 

or [FROM [SPECIFIC DATE] to [SPECIFIC 
DATE] or [PRESENT] 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation 
of a United States person is not conducted solely on the basis of 
activities protected by the first amendment to the Constitution of 
the United States. 

You are further advised that Title 18, U.S.C., Section 
2709(c), prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained access 



NSL VIO-1987 

[MR./MRS./MS.] [COMPLETE NAME] Page 2 

to information or records under these provisions. 

You are requested to provide records responsive to this 
request personally to a representative of the [DELIVERING DIVISION] 
of the FBI within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [DELIVERING DIVISION]. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 

I 



NSL VIO-1988 

(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

Precedence: ROUTINE 

To: General Counsel 

[REQUESTING SQUAD] 

[DELIVERING DIVISION] 

[OFFICE OF ORIGIN] 

Date: 00/00/2005 

Attn: Julie Thomas 
Deputy General Counsel, NSLB 

Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

Attn: SSA [SQUAD SUPERVISOR] 
[Squad] [X] 

Attn: SA [CASE AGENT] 
[Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST, FIRST, MIDDLE NAME: INITIALS] 

CaseID#: 

Title: 

[CASE FILE NUMBER] (Pending) 
66F-HQ-C13 033 75 (Pending) 

[SUBJECT] 
[AKA] [ALIAS IF APPLICABLE] 
[IT/FCI - FOREIGN POWER]; 
[OO: OFFICE OF ORIGIN] 

( U )Synopsis: / f ê Q Approves the issuance of an ECPA National Security 
Letter (NSL)for tolling bill records; provides reporting data; and, 
if necessary, transmits the NSL for delivery to the wire 
communications service provider. 



NSL VIO-1989 

SECRET 

•(S).-

(U) 

To:. DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: J^f [CASE FILE NUMBER, 00/00/2005] (U) 

( U ) ( 

:y On: 

(U) FULL/PRELIMINARY Investigation Instituted: 0 0 / 0 0 / 2 0 0 5 

(TJ) Reference: [CASE FILE NUMBER Serial XXX] 

Enclosures: (U) Enclosed for [DELIVERING DIVISION] is an NSL dated 
[00/00/2005], addressed to [COMPANY POC NAME], [TITLE (if 
available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. BOX], [CITY, 
STATE - NO ZIP CODE], requesting the name, address, length of 
service and local and long distance toll billing records for the 
phone number(s) listed. 

D e t a i l s A [FULL/PRELIMINARY] [INTERNATIONAL TERRORISM/FOREIGN 
COUNTERINTELLIGENCE] investigation of subject, a [USPER/NON-USPER], 
was authorized in accordance with the Attorney General Guidelines 
because [BRIEFLY STATE THE JUSTIFICATION FOR OPENING OR MAINTAINING 
THE INVESTIGATION ON THE SUBJECT]. These subscriber and toll billing 
records are being requested to [BRIEFLY STATE THE RELEVANCE OF THE 
REQUESTED RECORDS TO THE INVESTIGATION]. 

This electronic communication documents the 
[APPROVING' O^ÏICIAL's] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks local 
and long distance toll billing records for [NUMBER OF] phone 
number(s). 

(U) Arrangements should be made with the wire 
communications service provider to provide the records personally to 
an employee of the [DELIVERING DIVISION] within [NUMBER OF] business 
days of receipt of this request. The wire communications service 
provider should neither send the records through the mail nor utilize 
the name of the subject of the request in any telephone calls to the 
FBI. 

(U) You should remind the wire communications service 
provider that it is prohibited from disclosing that the FBI has made 
this request. 

SECRET 

2 



NSL VIO-1990 

SECRET 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : [ C A S E FILE NUMBER, 00/00/2005] 

(U) On 11/09/2001 [FOR ALL, EXCEPT: 10/31/2003, FOR CT/CD 
EAD, OR CYBER AD OR DAD SIGNATURE; 10/17/2003 FOR SENIOR COUNSEL FOR 
NATIONAL SECURITY AFFAIRS SIGNATURE], the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Information received from a wire communication 
service provider may be disseminated to an agency of the United 
States only if such information is clearly relevant to the authorized 
responsibilities of such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

SEC 



NSL VIO-1991 

SECRET 

To: \ [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ]>gj [CASE FILE NUMBER, 00/00/2005] 

LEAD (s) : 

Set Lead 1: 

[DELIVERING DIVISION] 

[AT [CITY. STATE] 

(U) , Deliver the attached NSL as indicated above. Upon 
receipt of information from the wire communications service provider, 
[DELIVERING DIVISION] is requested to submit results "to the [DRAFTING 
DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

Set Lead 2: 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 



NSL VIO-1992 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 
requested to provide to the Federal Bureau of Investigation (FBI) the 
name, address, length of service and local and long distance toll 
billing records associated with the following information for the 
periods identified: 

NAME: 

ADDRESS: 

TELEPHONE NUMBER: 

FOR THE PERIOD: 

[if available] 

[if available] 

[if available] 

[RELEVANT TIME PERIOD] 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the records sought are relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation 
of a United States person is not conducted solely on the basis of 
activities protected by the first amendment to the Constitution of 
the United States. 
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[MR./MRS./MS.] [COMPLETE NAME] Page 2 

You are further advised that Title 18, U.S.C., Section 
2709(c), prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained access 
to information or records under these provisions. 

You are requested to provide records responsive to this 
request personally to a representative of the [DELIVERING DIVISION] 
of the FBI within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [DELIVERING DIVISION]. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 
[SPECIAL AGENT IN CHARGE] 



NSL VIO-1994 

Message Page 1 of 1 

(OGC) (FBI) 

From: 

Sent: 

To: 

(OGC) (FBI) 

Thursday, June 23, 2005 12:52 PM 

FB IALL CDCs 

Subject: FW: form nsls and ecs 

UNCLASSIFIED 
NON-RECORD 

fyi 
— u p 
From[ 

Orininal Mpssanp-
(OGC) (FBI) 

Sent: Thursday, June 16, 2005 8:21 AM 
Toj \(OGC) (OGA) 
Subject: form nsls and ecs 

UNCLASSIFIED 
NON-RECORD 

fyi 

(OGC) (FBI) 

UNCLASSIFIED 

UNCLASSIFIED 

5/30/2006 



NSL VIO-1995 

(Rev. 01-31-2003) 

SEhS|lET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2005 

To: General Counsel Attn: Julie Thomas 
Deputy General Counsel, NSLB 

[REQUESTING SQUAD] Attn: SSA [SQUAD SUPERVISOR] 
SA [CASE AGENT] 

[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] __ 
[Squad] [X] 

[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 
[Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID #: [CASE FILE NUMBER] (Pending) 

i ) . /{so 66F-HQ-C1213150 (Pending) 
Title: [SUBJECT] 

(U) [A.K.A.] [ALIAS (IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

(U) Synopsis: Approves the issuance of an FCRA Section 
1681u(a) National Security Letter (NSL) for financial 
institution listings; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the credit 
reporting company. 

isced From : 
i|JJJ / \ DeclassIi¥~SS4^X25-1 

SE^l^T 



NSL VIO-1996 

(U) 

SECRET 

To: .[DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ()ki [CASE FILE NUMBER, 00/00/2005] 
(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

R e f e r e n c e : [ C A S E FILE NUMBER Serial XXX] ÍÜ) 
Enclosure(s): (U) Enclosed for [DELIVERING DIVISION] is an NSL 
dated [00/00/2005], addressed to [COMPANY POC NAME], [TITLE 
(if available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. 
BOX], [CITY, STATE - NO ZIP CODE], requesting the names and 
addresses of financial institutions at which the listed 
consumer maintains or has maintained an account. 

Details*. A [FULL/PRELIMINARY] foreign counterintelligence 
investigación of subject, a [U.S. PERSON/NON-U.S. PERSON], was 

K authorized in accordance with the Attorney General Guidelines because 
(E) [BRIEFLY STATE THE JUSTIFICATION FOR OPENING OR MAINTAINING THE 

v INVESTIGATION ON THE SUBJECT]. This financial institution 
X information is being requested to [BRIEFLY STATE THE RELEVANCE OF THE 

REQUESTED RECORDS TO THE INVESTIGATION]. 
(U) This electronic communication documents the 

[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks the 
financial institution listings for [NUMBER OF] individual(s). 

(U) Arrangements, should be made with the credit reporting 
company to provide the records personally to an employee of the 
[DELIVERING DIVISION] within [NUMBER OF] business days of receipt of 
this request. The credit reporting company should neither send the 
records through the mail nor utilize the name of the subject of the 
request in any telephone calls to the FBI. 

(U) You should remind the credit reporting company that 
it is prohibited from disclosing that the FBI has made this request. 
In addition, the credit reporting company is prohibited from 
including in any consumer report any information that would indicate 
that the FBI has sought or obtained such information. 

(U) On 11/09/2001 [FOR ALL, EXCEPT: 10/31/2003, FOR CT/CD 
EAD, OR CYBER AD OR DAD SIGNATURE; 10/17/2003 FOR SENIOR COUNSEL FOR 
NATIONAL SECURITY AFFAIRS SIGNATURE], the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Information received from a consumer reporting agency 
must be clearly identified when reported in any Bureau communication. 
Subsequent dissemination of such information is prohibited, except to 
other Federal agencies or military investigative entities as may be 

SECR 

2 



NSL VIO-1997 

SECRET 

To: \ [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ]>gj [CASE FILE NUMBER, 00/00/2005] 
necessary for the approval or conduct of a foreign 
counterintelligence investigation. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000.] 

SECfefi^ 



NSL VIO-1998 

SECRET 

To: \ [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: ]>gj [CASE FILE NUMBER, 00/00/2005] 
LEAD(s) : 

Set Lead 1: (Action) 

[DELIVERING OFFICE] 

[AT CITY. STATE] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 



NSL VIO-1999 

(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

<U) 

( U ) 

( U ) 

Precedence: ROUTINE 
To: General Counsel 

[REQUESTING SQUAD] 

[DELIVERING DIVISION] 

[OFFICE OF ORIGIN] 

Date; 00/00/2005 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 
Attn: SSA [SQUAD SUPERVISORI 

[Squad] [X] 
Attn: SA [CASE AGENT] 

[Squad] [X] 
From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: 

Drafted By: 
Case ID #: 

Title: 

Synops i s : 

[ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 
[LAST FIRST MIDDLE NAME: INITIALS] 
[CASE FILE NUMBER] (Pending) 
66F-HQ-C121315 0 (Pending) 
[SUBJECT] 
[A.K.A.] [ALIAS (IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 
Approves the issuance of an FCRA Section 

1681u(a) National Security Letter (NSL) for financial 
institution listings; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the credit 
reporting company. 

(U) 



NSL VIO-2000 

SECK 

To ̂ \tBiLIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: /̂ fSJ [CASE FILE NUMBER, 00/00/2005] 
(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION] is an NSL 
dated [00/00/2005], addressed to [COMPANY POC NAME], [TITLE 
(if available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. 
BOX] , [CITY, STATE - NO ZIP CODE], requesting the names and 
addresses of financial institutions at which the listed 
consumer maintains or has maintained an account. 

Details: A [FULL/PRELIMINARY] foreign counterintelligence 
investigation of subject, a [U.S. PERSON/NON-U.ST PERSON], was 
authorized in accordance with the Attorney General Guidelines because 
[BRIEFLY STATE THE JUSTIFICATION FOR OPENING OR MAINTAINING THE 
INVESTIGATION ON THE SUBJECT]. This financial institution 
information is being requested to [BRIEFLY STATE THE RELEVANCE OF THE 
REQUESTED RECORDS TO THE INVESTIGATION]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks the 
financial institution listings for [NUMBER OF] individual(s). 

(U) Arrangements should be made with the credit reporting 
company to provide the records personally to an employee of the 
[DELIVERING DIVISION] within [NUMBER OF] business days of receipt of 
this request. The credit reporting company should neither send the 
records through the mail nor utilize the name of the subject of the 
request in any telephone calls to the FBI. 

(U) You should remind the credit reporting company that 
it is prohibited from disclosing that the FBI has made this request. 
In addition, the credit reporting company is prohibited from 
including in any consumer report any information that would indicate 
that the FBI has sought or obtained such information. 

(U) On 11/09/2001 [FOR ALL, EXCEPT: 10/31/2003, FOR CT/CD 
EAD, OR CYBER AD OR DAD SIGNATURE; 10/17/2003 FOR SENIOR COUNSEL FOR 
NATIONAL SECURITY AFFAIRS SIGNATURE], the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Information received from a consumer reporting agency 
must be clearly identified when reported in any Bureau communication. 
Subsequent dissemination of such information is prohibited, except to 
other Federal agencies or military investigative entities as may be 

SEfe^ET 



NSL VIO-2001 

SEC 

To: V [pELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : \ s ) [CASE FILE NUMBER, 00/00/2005] 
necessary for the approval or conduct of a foreign 
counterintelligence investigation. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000.] 

SE€K£T 

3 



NSL VIO-2002 

SECRET 

To: 
Re : 

[DELIVERING DIVISION] From: [DRAFTING DIVISION] 
[CASE FILE NUMBER, 00/00/2005] 

LEAD(s): 

Set Lead 1: (Action) 

[DELIVERING OFFICE] 

[AT CITY. STATE] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 



NSL VIO-2003 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section 1681u(a) (the Fair Credit Reporting Act, as 
amended), you are hereby requested to provide the Federal Bureau of 
Investigation (FBI) the names and addresses of all financial 
institutions (as defined in Title 12, U.S.C., Section 3401) at which 
the below-named consumer(s) maintains or has maintained an account: 

NAME(S): 

ADDRESS(ES): [if available] 

DATE(S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER(S): [if available] 

In accordance with Title 15, U.S.C., Section 1681u(a), I 
certify that such information is sought for the conduct of an 
authorized investigation to protect against clandestine intelligence 
activities, and that such an investigation of a United States person 
is not conducted solely on the basis of activities protected by the 
First Amendment to the Constitution of the United States. 



NSL VIO-2004 

[MR./MRS./MS.] [COMPLETE NAME] Page 2 

Please be advised that Title 15, U.S.C., Section 1681u(d), 
prohibits any consumer reporting agency, or officer from disclosing 
to any person that the FBI has sought or obtained access to 
information or records under these provisions. In addition, no 
consumer reporting agency, or officer, employee or agent of such 
consumer reporting agency, may include in any consumer report any 
information that would indicate that the FBI has sought or obtained 
such information. 

You are requested to provide records responsive to-this 
request personally to a representative of the [DELIVERING DIVISION] 
of the FBI within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [DELIVERING DIVISION]. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 



NSL VIO-2005 

(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 00/00/2005 
To: General Counsel Attn: Julie Thomas 

Deputy General Counsel, NSLB 
[REQUESTING SQUAD] Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 
[DELIVERING DIVISION] Attn: SSA [SQUAD SUPERVISOR] 

[Squad] [X] 
[OFFICE OF ORIGIN] Attn: SA [CASE AGENT] 

[Squad] [X] 
From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: [ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 

Drafted By: [LAST FIRST MIDDLE NAME: INITIALS] 
Case ID #:\(sj [CASE FILE NUMBER] (Pending) 

(U) . 66F-HQ-C1213150 (Pending) 
Title: N s ) / [SUBJECT] 

X [A.K.A.] [ALIAS (IF APPLICABLE)] 
(U) / \ [IT/FCI - FOREIGN POWER] 

OO: [OFFICE OF ORIGIN] 
S y n o p s i s : A p p r o v e s the issuance of an FCRA Section 

( U ) 1 6 8 1 u (b) National Security Letter (NSL) for consumer 
identifying information; provides reporting data; and, if 
necessary, transmits the NSL for delivery to the credit 
reporting company. 

Deri- irent^T' G-3 
Declj riy 1 

SECRfeq^ 



NSL VIO-2006 

SECS^ET 

To:\ p>ELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2005] 

(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

Reference: [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION] is an NSL 
dated [00/00/2005], addressed to [COMPANY POC NAME], [TITLE 
(if available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. 
BOX], [CITY, STATE - NO ZIP CODE], requesting consumer 
identifying information relating to the consumer listed. 

Details: /TSJ A [FULL/PRELIMINARY] foreign counterintelligence 
investigation* of subject, a [U.S. PERSON/NON-U.S. PERSON], was 
authorized in accordance with the Attorney General Guidelines because 
[BRIEFLY STATE THE JUSTIFICATION FOR OPENING OR MAINTAINING THE 
INVESTIGATION ON THE SUBJECT]. This consumer identifying information 
is being requested to [BRIEFLY STATE THE RELEVANCE OF THE REQUESTED 
RECORDS TO THE INVESTIGATION]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
consumer identifying information for [NUMBER OF] individual(s). 

(U) Arrangements should be made with the credit reporting 
company to provide the records personally to an employee of the 
[DELIVERING DIVISION] within [NUMBER OF] business days of receipt of 
this request. The credit reporting company should neither send the 
records through the mail nor utilize the name of the subject of the 
request in any telephone calls to the FBI. 

(U) You should remind the credit reporting company that 
it is prohibited from disclosing that the FBI has made this request. 
In addition, the credit reporting company is prohibited from 
including in any consumer report any information that would indicate 
that the FBI has sought or obtained such information. 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Information received from a consumer reporting agency 
must be clea.rly identified when reported in any Bureau communication. 
Subsequent dissemination of such information is prohibited, except to 
other Federal agencies or military investigative entities as may be 
necessary for the approval or conduct of a foreign 
counterintelligence investigation. 

SEC 
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SECR 

To:\ [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: [CASE FILE NUMBER, 00/00/2005] 

(U) Any questions regarding the above can be directed to 
the [CASE AGENT, telephone number (000) 000-0000.] 
LEAD(s): 
Set Lead 1: (Action) 

[DELIVERING OFFICE] 

[AT CITY, STATE] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

SECRE 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 

DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 15, United States Code 
(U.S.C.), Section 1681u(b) (the Fair Credit Reporting Act, as 
amended), you are hereby requested to provide the Federal Bureau of 
Investigation (FBI) the names, address, former addresses, places of 
employment, or former places of employment of the below-named 
consumer(s): 

NAME(S): 

ADDRESS(ES): [if available] 

DATE(S) OF BIRTH: [if available] 

SOCIAL SECURITY NUMBER(S): [if available] 

In accordance with Title 15, U.S.C., Section 1681u(a), I 
certify that such information is sought for the conduct of an 
authorized investigation to protect against clandestine intelligence 
activities, and that such an investigation of a United States person 
is not conducted solely on the basis of activities protected by the 
First Amendment to the Constitution of the United States. 



NSL VIO-2009 

[MR./MRS./MS.] [COMPLETE NAME] Page 2 

Please be advised that Title 15, U.S.C., Section 1681u.(d) , 
prohibits any consumer reporting agency, or officer from disclosing 
to any person that the FBI has sought or obtained access to 
information or records under these provisions. In addition, no 
consumer reporting agency, or officer, employee or agent of such 
consumer reporting agency, may include in any consumer report any 
information that would indicate that the FBI has sought or obtained 
such information. 

You are requested to provide records responsive to this 
request personally to a representative of the [DELIVERING DIVISION] 
of the FBI within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [DELIVERING DIVISION]. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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. 01-31-2003) 

scr!Ŝ  SECRÏ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

[REQUESTING SQUAD] 

[DELIVERING DIVISION] 

[OFFICE OF ORIGIN] 

Date: 00/00/2005 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 
Attn: SSA [SQUAD SUPERVISOR] 

[Squad] [X] 
Attn: SA [CASE AGENT] 

[Squad] [X] 
From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: 

Drafted By: 
Case ID #; 

Title: 

[ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 
LAST FIRST MIDDLE NAME: INITIALS] 
[CASE FILE NUMBER] (Pending) 
66F-HQ-C1213150 (Pending) 
[SUBJECT] 
[A.K.A.] [ALIAS (IF APPLICABLE)] 
[IT/FCI - FOREIGN POWER] 
OO: [OFFICE OF ORIGIN] 

Synopsis: Approves the issuance of an FCRA Section 16 81v 
National Security Letter (NSL) for a full credit report in an 
international terrorism investigation; provides reporting 
data; and, if necessary, transmits the NSL for delivery to the 
credit reporting company. 

SÈCRÇT^ 
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Sitê E' ET 

To: \ LDELIVERING DIVISION] From: [DRAFTING DIVISION] 
R e : \ g ) [CASE FILE NUMBER, 00/00/2005] 

(U) FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

Reference:i&i [CASE FILE NUMBER Serial XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION] is an NSL 
dated [00/00/2005], addressed to [COMPANY POC NAME], [TITLE 
(if available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. 
BOX], [CITY, STATE - NO ZIP CODE], requesting a full consumer 
credit report and all information in its files relating to the 
consumer listed. 

Details: A [FULL/PRELIMINARY] foreign counterintelligence 
investigation of subject, a [U.S. PERSON/NON-U.S. PERSON], was 
authorized in accordance with the Attorney General Guidelines because 
[BRIEFLY STATE THE JUSTIFICATION FOR OPENING OR MAINTAINING THE 
INVESTIGATION ON THE SUBJECT]. This full credit report is being 
requested to [BRIEFLY STATE THE RELEVANCE OF THE REQUESTED RECORDS TO 
THE INVESTIGATION]. 

This electronic communication documents the 
[APPRbVTIJG^ OÎ*i£ICIAL# s] approval and certification of the enclosed 
NSL. For reporting purposes, the enclosed NSL seeks consumer 
identifying information for [NUMBER OF] individual(s). 

(U) Arrangements should be made with the credit reporting 
company to provide the records personally to an employee of the 
[DELIVERING DIVISION] within [NUMBER OF] business days of receipt of 
this request. The credit reporting company should neither send the 
records through the mail nor utilize the name of the subject of the 
request in any telephone calls to the FBI. 

(U) You should remind the credit reporting company that 
it is prohibited from disclosing that the FBI has made this request. 
In addition, the credit reporting company is prohibited from 
including in any consumer report any information that would indicate 
that the FBI has sought or obtained such information.. 

(U) On 08/27/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Any questions regarding the above can be directed to 
the [CASE AGENT, telephone number (000) 000-0000.] 

SEC^KT 
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SECRET S^E 
To 
Re 

[DELIVERING DIVISION] From: [DRAFTING DIVISION] 
[CASE FILE NUMBER, 00/00/2005] 

LEAD(s) : 
Set Lead 1: (Action) 

[DELIVERING OFFICE] 
[AT CITY, STATE] 
(U) Deliver the attached NSL as indicated above. 

Upon receipt of information from the credit reporting company, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) NSLB is requested to record the appropriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 

3 



NSL VI02013 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 
Dear [MR./MRS./MS.] [LAST NAME]: 

Pursuant to Executive Order 12333, dated December 4, 1981, 
and 15 U.S.C. § 1681v of the Fair Credit Reporting Act, you are 
hereby directed to provide the Federal Bureau of Investigation (FBI) 
with a copy of a consumer credit report and all other information 
contained in your files for the below-listed consumer(s): 

NAME(S): 
ADDRESS(ES): [if available] 
DATE(S) OF BIRTH: [if available] 
SOCIAL SECURITY NUMBER(S): [if available] 
In accordance with Title 15, U.S.C. § 1681v, I certify 

that I have been designated to make this request and that the 
requested information is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence activities 
or analysis related to, international terrorism. 

Please be advised that 15 U.S.C. § 1681v(c) prohibits your 
consumer reporting agency or any officer, employee or agent of your 
agency from disclosing to any person that the FBI has sought or 
obtained access to information or records under these provisions. 
Furthermore, your agency, or any officer, employee or agent of your 
agency, is prohibited from including in any consumer report any 
information that would indicate or disclose that the FBI has sought 
or obtained such information. 
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You are requested to provide the responsive records 
personally to an employee of the [DELIVERING DIVISION] of the FBI 
within [xxxx] business days of receipt of this request." 

Any questions regarding this request should be directed to 
your designated point of contact at the [DELIVERING DIVISION]. Due 
to security considerations, you should neither send the records 
through the mail nor disclose the substance of this request in any 
telephone conversation. 

Your cooperation in this matter is appreciated. 

Sincerely, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 
CHARGE/ 
SPECIAL AGENT IN CHARGE] 

2 



NSL VIO-2015 

(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

(U) 

Precedence: ROUTINE 
To: General Counsel 

[REQUESTING SQUAD] 

[DELIVERING DIVISION] 

[OFFICE OF ORIGIN] 

Date: 00/00/2005 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 
Attn: SSA [SQUAD SUPERVISOR] 

[SQUAD] [X] 
Attn: SA [CASE AGENT] 

[SQUAD] [X] 
From: [DRAFTING DIVISION] 

[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000) 000-0000] 

Approved By: 

( U ) 

[ADIC NAME, IF APPLICABLE] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 
[LAST, FIRST MIDDLE: INITIALS] 

) [CASE FILE NUMBER] (Pending) 
) 66F-HQ-C13 033 71 (Pending) 
SUBJECT] 
[AKA] [ALIAS, IF APPLICABLE] 
[IT/FCI - FOREIGN POWER] 
[00: OFFICE OF ORIGIN] 

Synopsis: Approves the issuance of an RFPA National 
Security Letter (NSL) for financial records; provides 
reporting data; and, if necessary, transmits the NSL for 
delivery to the financial institution. 

Drafted By: 
CaseID# 

Title: 

(U) 

Bi 

FULL/PRELIMINARY Investigation Instituted: 00/00/2005 

SECR: 



NSL VIO-2016 

U) 

SEhjRET 

To:\ [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: yp [CASE FILE NUMBER, 00/00/2005] 
Reference: [CASE FILE NUMBER SERIAL XXX] 

Enclosure(s): (U) Enclosed for [DELIVERING DIVISION] is an NSL 
dated [00/00/2005], addressed to [COMPANY POC NAME], [TITLE 
(if available)], [COMPANY NAME], [COMPANY ADDRESS - NO P.O. 
BOX], [CITY, STATE - NO ZIP CODE], requesting financial 
records of the customer listed. 

Details: ^ ^ A [FULL/PRELIMINARY] [FOREIGN 
COUNTERINTELLIGENCE/INTERNATIONAL TERRORISM] investigation of 
subject, a [U.S. PERSON/NON-U.S. PERSON], was authorized in 
accordancewiththe Attorney GeneralGuidelines because [BRIEFLY 
STATE THE JUSTIFICATION FOR OPENING OR MAINTAININGTHE INVESTIGATION 
ON THE SUBJECT]. These financial records are being requested to 
[BRIEFLY STATE THE RELEVANCE OF THE REQUESTED RECORDS TO THE 
INVESTIGATION]. 

This electronic communication documents the 
[APPROVING OFFICIAL'S] approval and certification of the enclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
financial records for [NUMBER OF] individual(s). 

(U) Arrangements should be made with the financial 
institution to provide the records personally to an employee of the 
[DELIVERING DIVISION] within [NUMBER OF] business days of receipt of 
this request. The financial institution should neither send the 
records through the mail nor utilize the name of the subject of the 
request in any telephone calls to the FBI. 

(U) You -should remind the financial institution that it 
is prohibited from disclosing that the FBI has made this request. 

(U) On 11/09/2001 [FOR ALL, EXCEPT: 10/31/2003, FOR CT/CD 
EAD, OR CYBER AD OR DAD SIGNATURE; 10/17/2003 FOR SENIOR COUNSEL FOR 
NATIONAL SECURITY AFFAIRS SIGNATURE], the Director designated the 
official signing the enclosed letter as authorized to make the 
required certification. 

(U) Information received from a financial institution may 
be disseminated to an agency of the United States only if such 
information is clearly relevant to the authorized responsibilities of 
such agency. 

(U) Any questions regarding the above can be directed to 
[CASE AGENT, telephone number (000) 000-0000]. 

SEC 



NSL VIO-2017 

:KST SECKÏ 

To: [DELIVERING DIVISION] From: [DRAFTING DIVISION] 
Re: \3f) [CASE FILE NUMBER, 00/00/2005] 

LEAD(s): 

Set Lead 1: (Action) 

[DELIVERING DIVISION] 

[AT CITY. STATE] 

(U) Deliver the attached NSL as indicated above. 
Upon receipt of information from the financial institution, 
[DELIVERING DIVISION] is requested to submit results to 
[DRAFTING DIVISION] and [OFFICE OF ORIGIN, if applicable]. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

SECK 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY,STATE, ZOP CODE] 
[MONTH DAY, YEAR] 

[MR./MRS/MS.] [COMPLETE POC NAME] 
[TITLE, IF AVAILABLE] 
[COMPANY NAME] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 
DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), (as amended, December 13, 2003), 
you are hereby directed to produce to the Federal Bureau of 
Investigation (FBI) all financial records pertaining to the 
customer(s) and/or accounts listed below: 

NAME(S) [if available] 
ACCOUNT NUMBER(s): [if available] 
SOCIAL SECURITY NUMBER(S):[if available] 
DATE(S) OF BIRTH: [if available] 
[FOR PERIOD FROM INCEPTION TO PRESENT] 
or 
[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 
Please see the attachment following this request for 

the types of information that your financial institution might 
consider to be a financial record. 

In accordance with Title 12, U.S.C. Section • 
3414(a)(5)(A), I certify that the requested records are sought 
for foreign counterintelligence investigation purposes to 
protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
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[MR./MRS./MS./ COMPLETE NAME] Page 2 

activities protected by the First Amendment to the 
Constitution of the United States. 

In accordance with Title 12, U.S.C., Section 
3403(b), I certify that the FBI has complied with all 
applicable provisions of the Right to Financial Privacy Act. 

Please be advised that Title 12, U.S.C., Section 
3414(a) (5) (D), prohibits any financial institution, or 
officer, employee or agent of such institution, from 
disclosing to any person that the FBI has sought or obtained 
access to a customer ' s ..or entity's financial records under 
this statute. 

You are requested to provide records responsive to this 
request personally to a representative of the [DELIVERING DIVISION] 
of the FBI within [xxxx] business days of receipt of this request. 

Any questions you have regarding this request should be 
directed only to the [DELIVERING DIVISION]. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 
CHARGE/ 
SPECIAL AGENT IN CHARGE] 

2 
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ATTACHMENT 

In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following types 
of information which may be considered by you to be a financial 
record in accordance Title 12, United States Code, Section 3401(2): 

3 
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b2 
b7E 
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Message Page 1 of 1 

(OGC) (FBI) 

From: (OGC) (FBI) 

Sent: Thursday, June 23, 2005 12:55 PM 

To: FBI_ALL CDCs 

Subject: FW: form NSLs and ECs 

UNCLASSIFIED 
NON-RECORD 

£ ¿cxJtfvxeA^ 

b6 
b7C 

fyi 
0riainal Message 

Fromj |(OGC) (FBI) 
Sent: Thursday. June 16. 2005 8:24 AM 
To[ (OGC) (OGA); 
Subject: form NSLs and ECs 

UNCLASSIFIED 
NON-RECORD 

FYI 

(OGC) (FBI) 

UNCLASSIFIED 

UNCLASSIFIED 

5 / 5 / 2 0 0 6 \ 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF* POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 
DEAR [MR./MRS./MS.] [LAST NAME]s 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (section 201 of the Electronic 
Communications Privacy Act, as amended, October 26, 2001), you 
are hereby requested to provide the Federal Bureau of 
Investigation (FBI) the names, addresses, and length of service and 
electronic communication transactional records, to include existing 
transaction/activity logs and all electronic mail 
(e-mail) header information (not to include message content and/or 
subject fields), for the below-listed [e-mail/IP] address holder(s): 

[E-mail/IP ADDRESS or ADDRESSES] 
[ON A SPECIFIC DATE] 
or 
[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] or 
[PRESENT]] 
In accordance with Title 18, U.S.C., Section 

2709(b), I certify that the information sought is relevant to 
ah authorized investigation to protect against international 
terrorism or clandestine intelligence activities, and that 
such an investigation of a United States person is not 
conducted solely on the basis of activities protected by the 
First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 
2709(c), prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained access 
to information or. records under these provisions. 
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[MR./MRS./MS. COMPLETE NAME] Page 2 
You are requested to provide records responsive to this 

request personally to a representative of the [DELIVERING DIVISION] 
Division of the FBI within [xxxx] business days of receipt of this 
request. 

Any questions you have regarding this request should be 
directed only to the [DELIVERING DIVISION]. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 
CHARGE/ 
SPECIAL AGENT IN CHARGE] 
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ATTACHMENT 
In preparing your response to this National Security 

Letter, you should determine whether your company maintains 
the following types of information which may be considered by 
you to be an electronic communication transactional record in 
accordance with Title 18, United States Code, Section 2709: 

This National Security Letter does not request, and 
you should not provide, information pursuant to this request 
that would disclose the content of any electronic 
communication as defined in Title 18, United States Code, 
Section 2510 (8) . 
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(Rev. 08 28-2000) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 
To: General Counsel 

[REQUESTING SQUAD] 

[DELIVERING DIVISION] 

[OFFICE OF ORIGIN] 

Date: 00/00/2005 
Attn: Julie Thomas 

Deputy General Counsel, NSLB 
Attn: SSA [SQUAD SUPERVISOR] 

SA [CASE AGENT] 
Attn: SSA [SQUAD SUPERVISOR] 

[Squad] [X] 

Attn: SA [CASE AGENT] 
[Squad] [X] 

From: [DRAFTING DIVISION] 
[APPROVING OFFICIAL] 
Contact: [CASE AGENT, telephone number (000)000-0000] 

Approved By: 

(U) 

Drafted By: 
Case ID #: 

Title: 

(U) 

[ADIC NAME (IF APPLICABLE)] 
[SAC NAME] 
[ASAC NAME] 
[CDC NAME] 
[SSA NAME] 
[LAST, FIRST, MIDDLE: INITIALS] 

[CASE FILE NUMBER] (Pending) 
66F-HQ-C13 033 75 

[SUBJECT] 
[AKA [ALIAS] (IF APPLICABLE) 
[FCI/IT - FOREIGN POWER] 
[00: OFFICE OF ORIGIN] 

Synopsis: (U) Approves the issuance of an ECPA National Security 
Letter (NSL)for electronic communication transactional records; 
provides reporting data; and, if necessary, transmits the NSL for 
delivery to the electronic communications service provider. 

(U) FULL/PRELIMINARY Investigation Instituted: [00/00/2005] 




