
b6 
b 7 C Follow-up requests to 5/17/2006 OIG Interview of FBI AGC 

i ü S k p o u w p u i t e . 

5. 

1. Effective dates of the two attachments to ECPA National Security Letters which 
list types of information that may be considered by a recipient to be "toll billing 
records." The attachments were marked as Exhibits 2 (shorter version) & 3 
(longer version). 

2. Effective dates of the two attachments to ECPA National Security Letters which 
list types of information that may be considered by a recipient to be an "electronic 
communication transactional record." The attachments were marked as Exhibits 
4 (shorter version) & 5 (longer version). 

3. Your emails and OGC guidance on how to handle "over collections" from any 
type ofNSL. 

Your emails to "all CDCs" during the period from 1/1/2003 to date in response to 
questions from the field regarding NSL issues or that you initiated to address ad 
hoc questions. 

Hard copies of the current model ECs and NSLs (as of March 9,2006) and the 
guidance (as of March 15, 2006) posted on the FBI/OGC's Intranet. A printout 
from the FBI's Intranet was marked as Exhibit 6. (This request may already be in 
process.) 

6. Documents in your hard copy or electronic files relating to the CAU/ NSL issue 
we discussed, including emails; letters sent by CAU to telephone carriers 
requesting information to be followed by an NSL; documents referencing 
meetings with CAU and others concerning this issue; and the forms and 
attachments reflecting the resolution of the discussions with CAU, including the 
follow-up information you referenced. 

7. The name and contact information of the Federal Reserve attorney with whom 
you communicated on the TFOS/ NSL issue we discussed. 

8. The name of the Section Chief at TFOS at the time of the TFOS / NSL issue. 

9. Emails you sent, received, or were copied on regarding the TFOS/ NSL issue. 

10. The FBI's current request for any legislative changes to the NSL statutes, 
including the suggested revisions we discussed to EPCA and the "Buckley" law. 

We would be grateful if you would provide these documents to us with copies to the 
Inspection Division c/o Section Chief David Evans, Audit, Evaluation and Analysis 
Section by May 23. 2006. 
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(OGC) (FBI) 

From: 

Sent: 

To: 

Subject: Here is a copy of my powerpoint 

Div09) (FBI) 

Friday, April 16, 2004 12:20 PM 

|(FBI) 

0 
o t o / o s ) o ^ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

SENSITIVE BUT UNCLASSIFIED 
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National Security Letters 

• Prior to Patriot Act, standard for getting NSL was that the: 
target be tied to foreign power. 

• Under Section 505 of the Patriot Act, lesser standard -
only need the information to be "relevantto an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities provided that such an 
investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 

: amendment of the Constitution of the United States." 
• Prior to October 31.2003, could only get NSL in PI; now 

can get it in PI or full investigation 
• Subject of NLS does not need to be target of investigation, 

as long as expected information is relevant to authorized 
investigation • • 1 ••,',»• 

Investigative Tools for 
Intelligence Investigations 

National Security Law Branch 
Federal Bureau of Investigation 

National Security Letters 

• For all NSLs, issuing office must prepare two documents: 
(1) the NSL itself; and (2) an HC approving the NSL and 
documenting the prediction 

• All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

• All NSLs should identify the statutoiy authority for the 
request, the type of records requested, and provide 
identifying information to assist the company in processing 
the request 

• All NSLs require a certification that the records sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of first amendment rights. 

National Security Letters 

• All NSLs should have a non-disclosure warning 
• All NSLs should say that the information should 

be personally delivered to the FBI, not mailed 
• All NSLs must be personally served on or secure 

faxed to the company (even though they are not 
classified, the fact of a named target and a 
reference to an IT or intelligence investigation 
would imply that the target is the subject of an 
National Security investigation, which fact is 
classified) 

National Security Letters 

• Prior to Patriot Act, approval authority could bé no lower 
than Deputy Assistant Director, Patriot Act allowed 

, delegation down to the SACs. 
• Currently, approval authority has been delegated to 

• Deputy Director 
a Annua Dracton m chum a d iQ DAD» te CI/CT 
• Genend CoanscL Dgmty 0«efil Counsd for National Scointy< 
. A f f ^ and Scour Coansd fa National Seamy Afltos ' ' 

• Assista» Dnodor in Charge and all SACs m NY, D.C., andLA v 
• AO S ACs m otter fidd divisions 

• Acting SAC cannot sign NSLs. 
• If do not have SAC in field office, can send EC to NSLB 

requesting that we draft the NSL and send it out 

National Security Letters 
"] • NSLs - administrative subpoenas that allow the 

FBI to obtain three types of information: 
- phone and email communication records from telephone 

companies and internet service providers (Electronic 
Comm. Privacy Act) (18 USC 2709) (same information -J 
as gathered in pen register/TT except historic, not live) 

- financial institution records (Right to Financial Privacy 
Act) (12 USC 3414(a)(5)(A)) 

- credit bureau info - identity of financial institutions 
where consumer maintains or maintains and account; and 
consumer ¡denying information (includes names 
associated with person, current/fonner addresses and 

J : places of employment) (Fair Credit Reporting Act) (15 
USL loslu (a), (bl) 

ALL IIFOEIIiTIOI COUTA] 
HERE I i i 13 DHC LAS S I F I E D 
DATE 07-12-2007 IT 65179 DHM/TAH/K2R/J3 
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National Security Letters 

• Certain NSLs have an attachment suggesting the type of 
information that the company may considered to fall 
within the »*>» «t.n.i» e™ 

- l oll billing records I 

Financial m a r i . - T 

National Security Letters 

• The cover EC serves four functions: 
- it documents the predication for the NSL by stating why the 

information sought is relevant to an investigation 
- It documents the approval of the NSL by field supervisors 
- It contains information needed to fulfill Congressional reporting 

requirements for each type of NSL 
- It transmits the NSL to the requesting squad or delivering field 

division fen* delivery 
• For reporting purposes, the EC must include case file 

number, subjects USP status, type of NSL issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the NSL 
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RFPA National Security Letters 

1 a Recent change in the statute greatly expands the definition of 
"financial institutions" upon which we can ««ve NSL» under the. 
RFPA 

a Pèr31 USC53I2(aX2), the list includes; insured bank; commercial 
.. bank or mist company; private banko; credit unioii; thrift institution; 

b t i t o or dealer teg iamd with the SEC; mvaWieDl bank« cr , 
investment company,, currency «change; issuer, redeemer or c a s h » 
of travelers' checks, ctecks, money ordere; Operator of a o r d a cord 
system; insurance company; pawnbroker, lout or finance company; , 
travel agency, licensedsender of money; telegraph canpany, persons • 
involved in real estate closings and settlements; US Postal Sendee,;' . 
agency of US/statcrtoralgovt canying out any of foregoing; casino; 

, any business similar to t te above hst any business whose c u h , , 
- transactions have hijjh degree of usefulness in criminal, tax or 

':<,, regulatory mitten 

Full Credit Reports - Court Order 

• In addition to FCRA, 15 USC I68lu(a)and(b) 
information (financial institutions and consumer : ' 
identifying information), under 15 USC 1681 u(c), can get 
full consumer tvpon in CI and CT cases by « parte Court 

• onto . . - • • • • • • 
• Section SOS of Patriot Act changed standard for FCRA 
• Court order for consumer report - eliminated requirement 

that target is tied to foreign power (same change as with 
. respect to NSLs) and created standard of relevance to an 

authorized investigation to protect against int'l terrorism or 
clandestine intelligence activities provided that an • 
investigation of a USP is not conducted solely on the basis 
of first amendment rights. : 

Full Credit Report NSL - IT cases 

• Patriot Act added 1681 v to FCRA to authorize NSLs to 
obtain full "consumer report of a consumer and all other/ 
other information in a consumer's file" (not just identity of 
financial institution or consumer identifying information) 
in IT cases only 

• Full credit report to be provided to "a government agency 
authorized to conduct investigations of, or intelligence or 
counterintelligence activities or analysis related to, 
international tenorism when presented with a written 
certification by such government agency that such 
information is necessary for the agency's conduct of such 

. investigation, activity or analysis." 
b2 
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Full Credit Report NSL - IT cases 

• As with other NSLs, subject of NSL does not have 
to be target of the investigation 

• Same mechanism as other NSLs - Cover EC and 
N S L itself 

• Although no congressional reporting requirement 
- cover EC should still state the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL 

Dissemination of NSL Information 

• Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in AG guidelines - i.e, the rules 
that apply to information sharing with DOJ, 
federal, state and local authorities wherein share if 
information relates to the responsibility of the 
entity 

Dissemination of NSL Information 
• Per the AG guidelines, NSL information dissemination is 

also subject to specific statutory limitations (e.g. toll record 
NSL statute, ECPA, 18 USC 2701, and financial record 
NSL statute, RFPA, 12 USC 3414, permit dissemination if 
per AG guidelines and information is clearly relevant to 
responsibilities of recipient agency; credit report 1681 u 
NSL statute, FCRA, 15 USC 1681u, permits 
dissemination to other federal agencies as may be 
necessary for the approval or conduct of a FCI 
investigation; no special statutory rules for dissemination 
of IS 168Iv information) 

Payment for NSL Information 
• NSL for toll records/email accounts, ECPA, does not 

provide for reimbursement of costs, although some offices 
do pay when requested in order to keep on good terms with 
service providers 

• NSL for financial records, RFPA, requires reimbursement 
of costs; Title 12, CRF Part 219, and appendix, provides 
reimbursement cost schedule 

• NSL for financial institution information and consumer 
identifying information, FCRA, section 1681u, provides 
for payment but no schedule has been promulgated 

• NSL for full credit reports, FCRA, section 168 lv does not 
provide for reimbursement of costs 

FISA - Business Records 

] • U n d e r F I S A , 5 0 U S C 1 8 6 1 , F B I c a n a p p l y t o 
F I S C f o r a n e x p a r t e o r d e r f o r b u s i n e s s 
records ( n o t e : o t h e r s e c t i o n s o f F I S A s a y t ha t 
A G a p p l i e s t o C o u r t f o r o r d e r ) 

• W h e n a d d e d t o F I S A in 1998 , l im i t ed t o 
b u s i n e s s r e c o r d s from c o m m o n ca r r i e r s , 
p u b l i c a c c o m m o d a t i o n s , v e h i c l e r en ta l s , 
s t o r a g e f ac i l i t i e s a n d s t a n d a r d w a s s p e c i f i c 
a n d a r t i c u l a b l e f a c t s tha t r e c o r d s r e l a t ed t o 
a g e n t o f f o r e i g n p o w e r 

FISA - Business Records 
• 

• 

• 

Patriot Act expanded universe ot items obtainable, to "any 
tanpblethings(includingbooks,records,papers,documents , 

Patriot Act changed legal standard: "the information to be 
obtained is foreign intelligence information not concerning a '< 
US person, or is relevant to an ongoing investigation to 
protect against international terrorism or clandestine 
intelligence gathering activities" and investigation of USP 
cannot be based solely on activities protected by First , 
Amendment . , . . • : . • . - *. 
Same standard as established by Patriot Act for PR/TT; NSLs 

• 
b2 
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FISA - Business Records 

• FISA permits delegation down to level of ASAC >;•' 
m At current time, approval authority has been 

delegated to headquarters officials (Deputy 
Director, EAD for CT/CI; AD and all DADs of 
CT, CI, Cyber, General Counsel, Deputy General 
Counsel for National Security Affairs, and 
Senior Counsel for National Security Affairs) 

• Business records form available for field to fill out 

• FISA permits delegation down to level of ASAC >;•' 
m At current time, approval authority has been 

delegated to headquarters officials (Deputy 
Director, EAD for CT/CI; AD and all DADs of 
CT, CI, Cyber, General Counsel, Deputy General 
Counsel for National Security Affairs, and 
Senior Counsel for National Security Affairs) 

• Business records form available for field to fill out 

FISA - Business Records 

• P rov i s ion u s e d once , b e f o r e Pa t r io t A c t 

• S i n c e Pa t r io t A c t , r e q u e s t s h a v e bee® m a d e 
t o O I P R b u t O I P R h a s n ' t p r e s e n t e d a n y t o 

•/ t h e F I S C <•;; . • 

• S i g n e d r e q u e s t tha t w a s a p p r o v e d b y F B I 
a n d O I P R is n o w wi th t h e D A G ' s o f f i c e • 

• T h u s , th i s p rov i s ion o f t h e Pa t r io t A c t h a s 
n e v e r b e e n used 

FISA - Business Records 

• M a y o r m a y no t b e a b l e to ge t records 
c o v e r e d b y o the r s ta tu tes , such a s tax 
r e tu rns o r educa t i ona l r eco rds - O I P R takes 
pos i t ion that s p e c i f i c t ax a n d educa t iona l 
r e c o r d s s ta tu tes g o v e r n t h e p r o c u r e m e n t o f 
t h o s e r e c o r d s 

• L ib ra ry r eco rd r e q u e s t s wi l l b e s u b j e c t to 
s c ru t iny 

Educational Records 

• Section S07 of the Patriot Act amended the Family 
Educational Rights and Privacy Act of 1974 (FERPA), 20 
USC 1232g (alca the "Buckley amendment"), to provide 
for the AG to submit written application to court of 
competent jurisdiction (OIPR says this does not include 
FISc) for ex parte order requiring educational institution to 
provide educational records "relevant to an authorized 
investigation or prosecution of [certain defined federal 
terrorism offenses] or an act of domestic or international 
terrorism" 

• Must provide certification that there are specific and 
articulable facts giving reason to believe that the education 
records are likely to contain information relevant to such 
an investigation 

Educational Records 

• Education records defined in FERPA as "those records, 
files, documents and other materials which (1) contain 
information directly related to a student; and (2) are 
maintained by an educational agency or institution or by a 
person acting for such agency or institution." 

• Educational institution is immune from liability if it 
complies with court order 

• Institutions are not supposed to tell target of the request, 
since court order is ex parte, but no particular provision of 
statute provides for secrecy of the AG application - would 
need to include such provision in the court order 

• General record keeping requirements of the school do not 
apply to the ex parte order 

• Procedures for submitting a request for such an application 

Educational Records 

• Patriot Act's amendment to Buckley was an expansion of 
the availability of student records, which are generally 
protected under 20 USC 1232g, which specifically sets 
forth who may be granted access to such records. 

• Until this change in the Patriot Act, records were only 
available (and remain available) with the written consent 
of the student, a court order, or a GJ or law enforcement 
subpoena (if by court order or subpoena, student must be 
notified in advance of compliance unless a court orders 
non-disclosure) 

- - NSL VIO-2704 



Educational Records 

• Statute permits a school(but doesn't require «) to release 
"directory information" (name, address, telephone, DOB; 
field of study, dates of attendance, degrees and awards 
received, participation in official activities and sports, etc.) 
without student consent or court order 

• Statute requires that students be afforded an opportunity to 
fortrid release of directory information without their prior 
consent or court order . -

• Schools unlikely to release directory information, even 
though permitted, without notifying students 

Educational Records 

• Statute applies to student academic records so 
does not protect records kept by campus law 
enforcement or records maintained by medical' 
professionals affiliated with the school; nor does it 
protect records of employees 

a FBI policy, as stated from 1976 and 1996, is not to 
request or accept or use information from sources 
or other employees at educational institutions 
obtained from student records 
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Educational Records 
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Tax Records 

• LEMUATJONS ON TAXPAYER RETURN INFORMATION: 

• T « fldmrnawtK® «as« 26 USC 6!03(h)(lU2) - IRS employees ct t get 
. access to tax records waboot * court cmier, am ibc infonnsboxi can be 

- disseminated to DQJ/FB1 employees penonaOy and directly egated m the ..r 
• proceeds* wtfbott a court otda; opoo reqoeti ftam 

v AG to the Treasosy Seeretaiy 
> Thai, even if JTTTF IRS member has access to tax record» fortax:__. 

adnuristHboo poiposea, he cannot share tl with othg ntfmhw> of J i t Ut1', 
nnlaa for ts* «dnamtmiop pvcpo&qk 

• NoiHsx crimini ease: 26 USC 6IQ3(0(iXA). (B) - federal enpbyeca 
(mctadinf IRS and DO J) pcn&oatty and directly eegAgtd mtheproccedag •< -
cut go MCC83 to taxpayer return informatica n a n a pene comi orda1 » 
. - thos, tf (bere s s cnnsmal noma as yoar esse, rad you need taxpayer . 

ictuni tnfui inatta, jeo can obtain it through an ex paite couit order •. • 

Tax Records -
j Taxpayer Return Information 
1 • Intelligence case: 26 USC 6103(i)(7)(C) -provided for 

AG application to a federal district court for an ex parte 
court order to disclose taxpayer return information to 
federal intelligence or LE agency employees personally 
and directly engaged in any investigation, response to, or 
analysis of intelligence and counterintelligence information 
concerning any terrorist incident, threat or activity. 

• However, provision expired December 31,2003 and was 
never used and never renewed 

• Thus, at present time, no way to get taxpayer return 
information in intelligence case if no criminal nexus 

Tax Records - Return Info 
v] Other Than Taxpayer Return 

• LIMITATIONS ON RETURN INFORMATION OTHER 
THAN TAXPAYER RETURN INFORMATION - term 
defined as information gathered during course of tax 
investigation that did not come &om taxpayer 

• Non-tax criminal case: 26 USC 6301(i)(2)(A), (B) -
federal employees personally and directly engaged in the 
proceeding can have access to return information (other 
than taxpayer return information) upon written request 
from head of agency 
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Tax Records - Return Info 
Other Than Taxpayer Return 

• Intelligence case: 26 USC 6103(i)(3)(C) provided that we 
could get (and did get) from the IRS (including the IRS rep 
on JTTTF) return information (other than taxpayer return 
information) "that may be related to a terrorist incident, 
threat or activity" - IRS rep needed permission to disclose 
from an IRS disclosure officer, once permission received, 
information was disseminated to FBI, and IRS disclosure 
officer formally notified Director of the FBI of the 
disclosure 

• However, that provision expired December 31 ,2003 and 
has not been renewed 

Tax Records - Return Info 
Other Than Taxpayer Return 

a Never used provision-26 USC 6103(iX7XA) provided for formal 
written request by FBI Director or his delcgee to the IRS for disclosure 
of return infbnnation (oiher than taxpayer return information) to an 
employee petsonally and directly engaged in the response to or 
investigation of any terrorist incident, threat or activity 

• Never used provision - 26 USC 6103(i)(7XB) - provided for a formal 
written request by the head of an intelligence agencv for the disclosure 
of return infonnation (other than taxpayer return information) to any 
intelligence agency personnel who are personally and directly engaged 
in the collection or analysts of intelligence and counterintelligence 
information nor investigation concerning any terrorist incident, threat 
or activity. 

• These provisions werenever used, expired December 31,2003 and 
have not been renewed 
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Tax Records - Return Info 
Other Than Taxpayer Return 

• Thus, in intelligence cases, we cannot get return • 
information other than taxpayer return wformat ion,norcan 
we get taxpayer return information, unless case has 
criminal nexus , , :• 

• Per 26 USC 7213 A, there are misdemeanor criminal 
penalties that attach to unauthorized inspection or return 
information - thus, need to be careful when accepting any 
type of tax return information 

• POC at IRS o n disclosure matters and court orders -

Tax Records -
Use in Proceedings 

« i ptr 2f USC 6103(iJ<4) entitled '"Use of omain disdosed reams and? 
return information ra judical or adnumstrsrrve proceeding" - < 

• . taxpayer return information and return information (other than. 
- : v taxpayer rattan informai!on) can be used m judicial or administrative 

proceeding pertaining to enfcaueiuenl of a specific federal criminal 
statute or relaial avK forfeiture in which US or federal agency is a 

<. party - FISA application does not seem to be encompassed!»«. 
» Per 26 USC 7213, there are felony cnmiml penalties that attach to 

unauthorized disclosure of return ìnfontiaboo 
• Thus, u is recammeoded that regardless of how you received return: 

information, it should not be included in a FISA application 

b4 
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National Security 

n r e m n r v tn nmtect national Mrjirirv ' 

• Need Director/HQ designee approval » 
• 120days • . • •• r. 
• NeeJ | -
- 1 1 

1 
«1 1 needl 

1 1 
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QUESTIONS? 

• NST.R - nw 1->A 

•(202) 324-

• Visit our FBI Intranet site at 



National Security Letters 

• For all NSLs, issuing office must prepare two documents: 
(1) the NSL itself; and (2) an EC approving the NSL and 
documenting the prediction 

• All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

• All NSLs should identify the statutory authority for the 
request, the type of records requested, and provide 
identifying information to assist the company .in processing 
the request. 

• All NSLs require a certification that the records sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of first amendment rights. 

National Security Letters 

• Prior to Patriot Act, standard for getting NSL was that the 
target be tied to foreign power. 

: • Under Section'505 of the Patriot Act, lesser standard -
. only-need.the information to be "relevant to an authorized, 
investigation to protect against international terrorism or . > 
clandestine intelligence activities provided that such an 
investigation of a United States person is not conducted 

.; solely on the basis of activities protected by the first 
a nendment of the Constitution of the United States." 

• Pnor to October 31,2003, could only get NSL in PI; now 
« can get it in PI or full investigation 

• Subject of NLS does not need to be target of investigation, 
as long as expected information is relevant to authorized 
investigation . • . • •• 

Investigative; Tools for 
Intelligence Investigations 

Nat iona l Securi ty Law Branch 

Federal Bureau of Invest igat ion 

National Security Letters 

• All NSLs should have a non-disclosure warning 
• All NSLs should say that the information should 

be personally delivered to the FBI, not mailed 
• All NSLs must be personally served on or secure 

faxed to the company (even though they are not 
classified, the fact of a named target and a 
reference to an IT or intelligence investigation 
would imply that the target is the subject of an 
National Security investigation, which fact is 
classified) 

National Security Letters 

• Prior to Patriot Act, approval authority could be no lower 
than Deputy Assistant Director; Patriot Act allowed 
delegation down to the SACs. .. . - . 

• Currently, approval authority has been delegated to 
• Dtprny Director .j - • -

v : • Assistant Dnectois in cbai^vand all DAD* far CÜCT 
.."•.Genen] Counsel, Deputy Genen] Counsel far NsKmnal Security: \ 

. . ^ vAlfaiis, and Senior Connsd for National Seaolty Attain .'< : 
. • Assistant Dtraior in Charge and all SACs m NY; D.C., and LA. -

> ' . • All SACs in other fidd divisions .. . 
• Acting SAC cannot sign NSL„s. : y.y. ; ; • . 
• If do not have SAC in field office, can send EC to NSLB 

requesting that we draf) the NSL and send it out 

National Security Letters 

• NSLs - administrative subpoenas that allow the -, 
.. FBI to obtain three types of information: 
" ' - phone and email communication records from telephone 

. companies and internet service providers (Electronic i 
Comm. Privacy Act) ( 18 USC 2709) (same information 
as gathered in pen register/TT except historic, not-live) 

: - financial institution records (Right to Financial Pnvacy 
Act) (12 USC 3414(a)(5)(A)) , * 

. - credit bureau info - identity of financial institutions v 
where consumer maintains or maintains and account; and 

: consumer identifying information (includes names -
associated with person, current/former addresses and ; 

: places of employment) (Fair: Credit Reporting Act) (15 
USL Ibolu (a), (b)) 

ALL ï i r o M T Î o I c o i m S i i i 
H E B E I H I S U I C L A S 5 I F I E P 

D H E 0 7 - . 1 2 - 2 0 0 . 2 i l 6 M 1 3 1 1 1 / 1 1 1 
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National Security Letters 

• Certain NSLs have an attachment suggesting the type of 
information that the company may considered to fait 
within the parameters of the statute. For example: 
- Toll billing records -| | 

Financial records -1 I 

National Security Letters 

• The cover EC serves four functions: 
- It documents the predication for the NSL by stating why the 

information sought is relevant to an investigation 
- It documents the approval of the NSL by field supervisors 
- It contains information needed to fulfill Congressional reporting 

requirements for each type of NSL 
- li transmits the NSL to the requesting squad or delivering field 

division for delivery 
• For reporting purposes, the EC must include case file 

number, subjects USP status, type of NSL issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the NSL 

RFPA National Security Letters 

a Recent change in the statute greaiiyexpandsthe definition of 
r- "financial institutions" upon which we can serve NSLs under the : ' 

RFPA . 
• Per 31 USC 5312(aX2), the list includes: insured bank; commercials 

bank or trust company, private Danker, creait union; thrift institution; 
. broker or dealer registered with the SEC; investment banker or / 

investment company;, currency exchange; issuer, redeemer or cashier 
• of travelers' checks, checks, money orders; operator of a credit card 
system; insurance company; pawnbroker, loan or finance company;. 

- travel agency; licensed sender of money; telegraph company; persons -
involved in real estate closings and settlements; US Postal Service,; •• 
agency of US/state/local gov t carrying out any of foregoing; casino; 

.any business similar to the above list any business whose cash-• 
transactions have high degree of usefulness in criminal, tax or -
regulatory matters •••••>.•. • » 

Full Credit Reports - Court Order 

• In addition to FCRA, 15 USC 1681 u(a) and (b) 
. information (financial institutions and consumer 

identifying information), under 15 USC 1681u(c), can get 
' foil consumer report ui CI and CT cases by ex parte Court: : 

order • • .r ' . ' i - ' -: 
a Section 505 of Patriot Act changed standard for FCRA > 
• Court order for consumer report - eliminated requirement 

•• that target is tied to foreign power (same change as with 
respect to NSLs) and created standard of relevance to an 

: authorized investigation to protect against int'l terronsm or 
j clandestine intelligence activities provided that an 
• mvesugation of a USP is not conducted solely on the basis 

- - of first amendment rights. • • -

Full Credit Report NSL - IT cases 

• Patriot Act added 168lv to FCRA to authorize NSLs to 
. obtain full "consumer report of a consumer and all other : 

other uiformation in a consumer's file" (not just identity of 
financial institution or consumer identifying information) 
in ITcasesonly • • , • ' 1 " ' • 

« Full credit report to be provided to "a government agency >• 
i authorized:to conduct investigations of; or intelligence or« : s 

countermtelhgence activities or analysis related to, 
international terrorism when presented with a written 

a;, certification by such government agency til at such 
. information is necessary for the agency's conduct of such•••'•: 
investigation, activity or analysis.". 

Full Credit Report NSL - IT cases 

; • Same basic approval authority as other NSLs 
(Deputy:Director, EAD f o r C T / C I ; A D and all 

•Li DADs for CT, General Counsel, Deputy General ' : 
Counsel for National Security Affairs, Senior = 

. • • Counsel for National Security Affairs, ADICs and 
SACs in NY, D.C., LA, and all SACs in other 
field offices) ' 
includes non-disclosure provision 

"» Consumer reports in non-IT. cases still require 
• court order. * 

•I b2 
b7E 
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Full Credit Report NSL - IT cases 

• As with other NSLs, subject of NSL does not have 
to be target of the investigation 

• Same mechanism as other NSLs - Cover EC and 
NSL itself 

• Although no congressional reporting requirement 
- cover EC should still state the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL 

Dissemination of NSL Information 

• Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in AG guidelines - i.e, the rules 
that apply to information sharing with DOJ, 
federal, state and local authorities wherein share if 
information relates to the responsibility of the 
entity 

Dissemination of NSL Information 
• Per the AG guidelines, NSL infonnation dissemination is 

also subject to specific statutory limitations (e g toll record 
NSL statute, ECPA, 18 USC 2709, and financial record 
NSL statute, RFPA, 12 USC 3414, permit dissemination if 
per AG guidelines and infonnation is clearly relevant to 
responsibilities of recipient agency; credit report 168 lu 
NSL statute, FCRA, 15 USC 1681u, permits 
dissemination to other federal agencies as may be 
necessary for the approval or conduct of a FCI 
investigation; no special statutory rules for dissemination 
of 15 USC 1681v information) 

Payment for NSL Information 
• NSL for toll records/email accounts, ECPA, does not 

provide for reimbursement of costs, although some offices 
do pay when requested in order to keep on good terms with 
service providers 

• NSL for financial records, RFPA, requires reimbursement 
of costs; Title 12, CRF Part 219, and appendix, provides 
reimbursement cost schedule 

• NSL for financial institution information and consumer 
identifying information, FCRA, section 168 lu, provides 
for payment but no schedule has been promulgated 

» NSL for full credit reports, FCRA, section 1681 v does not 
provide for reimbursement of costs 

FISA - Business Records 

• U n d e r F I S A , 5 0 U S C 1861 , FBI can app ly to 
. F1SC f o r an ex p a r t e o r d e r f o r b u s i n e s s 
, r e c o r d s (no te : .other s e c t i o n s of EIS A say . tha t 

I A G a p p l i e s to C o u r t f o r o r d e r ) 
• W h e n a d d e d to F I S A in 1998 , l imi ted t o 
/ b u s i n e s s r e c o r d s f r o m c o m m o n car r ie rs , 
< p u b l i c a c c o m m o d a t i o n s , v e h i c l e ren ta l s ; • 

s t o r a g e fac i l i t i e s and s t a n d a r d w a s s p e c i f i c 
and a r t i c u l a b l e f ac t s that r e c o r d s re la ted t o 

- a g e n t o f fo re ign p o w e r 

FISA - Business Records 
-« Fatnot Act expanded universe of items obtainable, to "any 

. tangible tilings (including books, records, papers, documents 
and other items)" 

• Patriot Act changed legal standard: "the information to be : 
"i obtained is foreign intelligence information not concerning a> 
~ US person.;or is relevant to an ongoing investigation to 
; «protect against international teironsm or clandestine 

'•;•• intelligence gathering activities" and investigation of USP 
".'• cannot be based solely on activities protected by First 

^Amendment 
• Same standard as established by Patriot Act for PR/XT; NSLs 

"I 1 b2 
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FISA - Business Records 

• FISA permits delegation down to level of ASAC 
• At currcnt time, approval authority has been 

delegated to headquarters officials (Deputy 
; Director; EAD for CT/CI; AD and all DADs of • 
. CT, CI, Cyber; General Counsel, Deputy General. 

Counsel for National Security Affairs, and 
Senior Counsel for National Security Affairs) 
Business records form available for field to fill out 

dquarters and NSI.B (atty > , 

J FISA - Business Records 

' • Provision used once, before Patriot Act' 
Since Patriot Act, requests have been; made 

; to OIPR but OIPR hasn't presented any to 
. the FISC V ' 
• Signed request that was approved by FBI:: 

and OIPR is now with the DAG's office 
• Thus, this provision, of the Patriot Act has 

never been used 

FISA - Business Records 

• May or may not be able to get records 
covered by other statutes, such as tax 
returns or educational records -OIPR takes 
position that specific tax and educational 
records statutes govern the procurement of 
those records 

• Library record requests will be subject to 
scrutiny 

Educational Records 

• Section 507 of the Patriot Act amended the Family 
Educational Rights and Privacy Act of 1974 (FERPA), 20 
USC 1232g (aka the "Buckley amendment"), to provide 
for the AG to submit written application to court of 
competent jurisdiction (OIPR says this does not include 
FISC) for ex parte order requiring educational institution to 
provide educational records "relevant to an authorized 
investigation or prosecution of [certain defined federal 
terrorism offenses] or an act of domestic or international 
terrorism" 

«1 Must provide certification that there are specific and 
articulable facts giving reason to believe that the education 
records arc likely to contain information relevant to such 
an investigation 

Educational Records 

• Education records defined in FERPA as "those records, 
files, documents and other materials which (1) contain 
information directly related to a student; and (2) are 
maintained by an educational agency or institution or by a 
person acting for such agency or institution." 

• Educational institution is immune from liability if it 
complies with court order 

• Institutions are not supposed to tell target of the request, 
' since court order is ex parte, but no particular provision of 

statute provides for secrecy of the AG application - would 
need to include such provision in the court order 

m General record keeping requirements of the school do not 
apply to the ex parte order 

• Procedures for submitting a request for such an application 

Educational Records 

• Patriot Act's amendment to Buckley was an expansion of 
the availability of student records, which are generally 
protected under 20 USC I232g, which specifically sets 
forth who may be granted access to such records. 

• Until this change in the Patriot Act, records were only 
available (and remain available) with the written consent 
of the student, a court order, or a GJ or law enforcement 
subpoena (if by court order or subpoena, student must be 
notified in advance of compliance unless a court orders 
non-disclosure) 

» Thus, if have criminal nexus, can obtain such records 
through subpoena and can obtain court order to prevent 
school from notifying student of dissemination of the 
records 

NSL VIO-2711 
4 



Educational Records 

• Statute permits a school (but doesn't require it) to release 
"directory information" (name, address, telephone, DOB, • 

,. field of study, dates of attendance, degrees and awards > 
, received, participation in official activities and sports, etc.) 

• without student consent or courtorder h .-•...-
• Statute requires that students be afforded an opportunity to 
. forbid release of directory information without their prior 

1 ~ consent or courtorder : .- ' 
• - Schools unlikely, to release directory information, even -v.:.. 

; though permitted, without notifying students 

Educational Records 

• Statute applies to student academic records so 
does not protect records kept by campus law 

, enforcement or records maintained by medical 
••:• professionals affiliated with the school; nor does it 

protect records of employees 
FBI policy, as stated from 1976 and 1996, is not to 
request or accept or use information from sources 

, or other employees at educational institutions 
^ obtained from student records 

b2 
b7E 

Educational Records 

1 *' 
>1 1 

Tax -Records 

• LIMITATIONS ON TAXPAYER RETURN INFORMATION 

.•' • - Tn admmbtratioQ case: 26 USC 6103(MU).(2).t IRS employees can get " 
access to tax records without 8 conn order, and thè information can be 
disseminated to DOJ/FB1 employees pcrscnallyand directly engaged in the 

; proceeding, without a court order, upon requesl from the AG, DAG or Ass t 
7. AG to theTrasuiy Secretary / 

• - ' Tims, even if J i l l ! IRS member has access to tax records for tax • -
administration purposó, be cannot share it with other members of JTTTF-

"' .unless for lax adimnistraion purposes, 
a Noo-tax criminal case: 26 USC 6t03(i)(1)(A), (B) - federai employees 

(tnctodiof IRS èad DOJ) personali)- and directly engaged in the proceeding 
• can gei access to taxpayer return information via an ex parte court order 

- lhas, if ibere is a criminal nexus io your ease, and you need taxpayer 
. mum information, you can obtain it through an ex parte court order 

Tax Records -
j Taxpayer Return Information 

• Intelligence case: 26 USC 6103(i)(7)(C) - provided for 
AG application to a federal district court for an ex parte 
court order to disclose taxpayer return information to 
federal intelligence or LE agency employees personally 
and directly engaged in any investigation, response to, or 
analysis of intelligence and counterintelligence information 
concerning any terrorist incident, threat or activity. 

• However, provision expired December 31,2003 and was 
never used and never renewed 

• Thus, at present time, no way to get taxpayer return 
information in intelligence case if no criminal nexus 

j Tax Records - Return Info 
J Other Than Taxpayer Return 

• LIMITATIONS ON RETURN INFORMATION OTHER 
THAN TAXPAYER RETURN INFORMATION - term 
defined as information gathered during course of tax 
investigation that did not come from taxpayer 

• Non-tax criminal case: 26 USC 6301 (i)(2)(A), (B) -
federal employees personally and directly engaged in the 
proceeding can have access to return information (other 
than taxpayer return information) upon written request 
from head of agency 

NSL VIO-2712 
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Tax Records - Return Info 
Other Than Taxpayer Return 

• Intelligence case: 26 USC 6103(i)(3)(C) provided that we 
could get (and did get) from the IRS (including the IRS rep 
on JTTTF) return information (other than taxpayer return 
information) "that may be related to a terrorist incident, 
threat or activity" - IRS rep needed permission to disclose 
from an IRS disclosure officer, once permission received, 
information was disseminated to FBI, and IRS disclosure 
officer formally notified Director of the FBI of the 
disclosure 

• However, that provision expired December 31, 2003 and 
has not been renewed 

Tax Records - Return Info 
Other Than Taxpayer Return 

• Never used provision - 26 USC 6103(i)(7)(A) provided for formal 
written request by FBI Director or his deiegee to the IRS for disclosure 
of return information (other than taxpayer return information) to an 
employee personally and directly engaged in the response to or 
investigation of any terrorist incident, threat or activity 

• Never used provision - 26 USC 6103(i)(7)(B) - provided for a formal 
written request by the head of an intelligence agency for the disclosure 
of return information (other than taxpayer return information) to any 
intelligence agency personnel who are personally and directly engaged 
in the collection or analysis of intelligence and counterintelligence 
information nor investigation concerning any terrorist incident, threat 
or activity. 

• These provisions were never used, expired December 31,2003 and 
have not been renewed 

b6 
b7C 

Tax Records - Return Info 
Other Than Taxpayer Return 

• Thus, in intelligence cases, we cannot £et return -
; information other than taxpayer return information nor can 
. we get taxpayer return information, unless case has ... 

criminal nexus V r. 
• P e r 2 6 U S C 7 2 1 3 A , tKerearemtsdemieanoircriminal y 

penalties that attach to unauthorized inspection or return : 
information - thus, need to be careful when accepting any 

• type of tax return information 
• POC at IRS on disclosure matt j rs and court orders -

Tax Records -
Use in Proceedings 

• Per 26 USC 61030X4) entitled'"Use of certain disclosed returns and 
return information injudicial or administrative proceeding - • 
taxpayer return information and return information (other than 
taxpayer return information) can be used injudicial or administrative 
proceeding pertaining to enforcement of a specific federal criminal • 

7. statute or'related civil forfeiture m whichUS or federal agency is a . - ' : 
party - FISA application does not seem to be encompassed here 

• Per 26 USC 7213, there are felony criminal penalties that attach to . 
unauthorized disclosure of return information • 

• • Thus, it is recommended that regardless of how you received return 
information, it should not be included ina FISA application - : \ 

b6 
b7C 
b2 
b7E 

Bank Secrecy Act Records 

• Financial records that can be obtained from IRS 

-

..Can call lai the 1RS for this information 1 >•-.•;. 
• ' 1 ' 

| | Information 

• 1 t - ohvàte comoanu 

• Has rifttnhasel | 

^ p n r | laadl 1 
1 1 Çan fax a request] 1 on FBI 

letterhead 1 1 . •• :•••. 1 --."• 
• No legal process required if information is to stay within-

the FBI 

b4 
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National Security 

• Rpniip.sJ*" 

b2 
b7E" 

Need Direc(or/HQ designee approval 
120 djuit 
Need! 
NeecL r 

1 need 

QUESTIONS? 

• NSLB - (202) 324-] | 
H I(202) 324-

• Visit our FBI Intranet site at 
http:/ 

b6 
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National Security Letters 

a NSLs t administrative subpoenas that allow the 
FBI to obtain three types of information. • 

-» - phone and email communication records from telephone 
j i - companies and internet service providers (Electronic 

... ¿ 'Comm. Privacy.Act) (18 USC 2709) (same information 
> , ; as gathered in pen reguter/'IT except historic, not live) v 

. - , financial institution records (Right to Financial Privacy** 
Act) (12 USC 3414(a)(5)(A)) 

»-/credit bureau info - identity of financial institutions: , 
j -where consumer maintains or maintained an account; 

; • . and consumer.identifying information (includes names 
associated with person, current/former addresses and 

• places of employment) (Fair Credit Reporting Act) (15 -
u s e Ibslu(a),(b)) 

National Security Letters 

• Pnor to Patriot Act, standard for getting NSL was that the : 

target be tied to foreign power. ' . ,.,'.-..••. 
• Under Section 505 of the Patriot Act, lesser standard -

only need the information to be "relevant to an authorized 
investigation to protect against international tenonsm or • 

- clandestine intelligence activities provided that such an 
v. investigation of a United States person is not conducted 

solely on the basis of acttviues protected by the first " :, 
• amendment of the Constitution of the United States " •„"-.. 

,-mi Pnorto October 31,2003, could only get NSL m full; now.; 
can get it in PI or full investigation 
Subject of NSL docs not needto be target ofmvesti^ation; i 

;;as long asexpected information is relevant to authorized 
investigation 

National Security Letters 

• < Prior to Patriot Act, approval authority could b€ no lower than Deputy .. 
Assistant Director, Patriot Act allowed delegation down to the SACs. 

• „Currently^ approval authority has been delegated to - - ' ^ 
» DcpaîyDircaof •..-• - : v.-- . .•••-,. .><,..; .,.: 
• Eucùtfw AsnAast DirtCicr (EAD) ftr CT/CJ 
• AsiutaMDiiecWOT in charge, and aU DAD« fiwCl/CT/Cyber , >>• • 

. :,}.< •/••>,» General Counsel, Deputy General Coumel for National Security Aftàirs, and -,. 
:••- x. • Senior Counsel for rational Security Affkirs i •;•.••..>*•• 

m AraistamDirea« In Charge, and all SACsui NY, DC,andLA 
• All SAC» m other field dmacm 

• Acting SAC cannot sign NSLs. 
• If do not have SAC in field office, can send EC toNSLB requesting 

that we draft the NSL and send H out 

; National Security Letters 

• For all NSLs, issuing office must prepare two documents: 
(1) the NSL itself; and (2) an EC approving the NSL and 
documenting the prediction 

• All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

• All NSLs should identify the statutory authority for the 
request, the t>pe of records requested, and provide 
identifying Information to assist the company in processing 
the request. 

• All NSLs require a certification that the records sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of first amendment rights. 

National Security Letters 

• All NSLs should have a non-disclosure warning 
• All NSLs should say that the information should 

be personally delivered to the FBI, not mailed 
• All NSLs must be personally served on or secure 

faxed to the company (even though they are not 
classified, the fact or a named target and a 
reference to an IT or intelligence investigation 
would imply that the target is the subject of an 
National Security investigation, which fact is 
classified) 

A L L IIFOEËJLTIOI C O H T A I H E D 

HBEHl IS IJlfGliiS'IFIlB 
DITE D 7 - 1 2 - 2 C C BY 6 5 1 7 9 D H Ï Ï / T M / K S R / J B 
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National Security Letters 

Certain NSLs have an attachment suggesting the type of 
information that the company may considered to fall 
within the parameters of the statute. For example: 
- Toll billing records I I 

National Security Letters 

The cover EC serves four functions: 
- It documents the predication for the NSL by stating why the 

information sought is relevant to an investigation 
- It documents the approval of the NSL by field supervisors 
- It contains information needed to fulfill Congressional reporting 

requirements for each type of NSL 
- It transmits the NSL to the requesting squad or delivering field 

division for delivery 
For reporting purposes, the EC must include case file 
number, subjects USP status, type of NSL issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the NSL 

b2 
b7E 

National Security Letters 

September 2004 NY SD. federal court decision holding that NSL •••:.'*. 
. statutes are unconstitutional because they do not provide for,a • :<-.. 
.challenge by.the recipient of the NSL to the NSL or to the non-
- disclosure provision; and because the non-disclosure provision is , •<:••' 
- mandatory without any certification or explanation in a particular case.-: 
Court found a First Amendment violation in the mandatoiy nature of. : 

: the non-disclosure provision, absence of procedure to challenge it,- and 
¿absence of exception far disclosure to attorneys for legal advice, and to 
r'othere m entity.needed to assist in production (latter provision is found 

- .m some but not all NSL statutes) 
There are now draft revisions in Congress to rectify the problems that., 

jwlhe Court found - to provide for a challenge by the recipient to NSL ; 
• itself; to provide fix a certification by the FBI that the non-disclosure " 
- provision is necessary in this particular case; to provide for a challenge' 

by. the recipient of the NSL to that certification: and to provide for 
mcchamsm for government to.enforce NSL. > 
In meantime, there is a stay of.the Court's decision and we can -
pnnhrti» tn i^iff NRI jg 

ECPANLS 

Wide variety of information that we may obtain 
under 'toll billing records" 

•Should contact ECAU in formulating NSL 
langiiaap - aw thrir wphsitR as tn the POC! 
: httpl [default.ht b2 

b7E 
b4 
b7D 

RFPA National Security Letters 

a«; Recent change in the statute greatly expands.the definition of . -i 
^financial institutions" upon which we can serve NSLs under the s 
RFPA 

r .«:Per31 USC 5312(aX2), the list includes: insured bank; commercial 
' 1 tank or trust company, pnvate banker, credit union; thrift institution; 

broker or dealer registered with the SEG; investment banker or: 
' investment company;, currency exchange; issuer; redeemer or cashier . 

- of traveler' checks, checks, money orders; operator of a credit card. ; 
' . system, insurance company, pawnbroker , loan or finance company; 

travel agency; licenscdscndcr of money; telegraph company; persons -
,:. involved in real estate closings and settlements; US Postal Service,; . 
• '^agencyof US/stale/local govt carrying out any of foregoing; casino;'.»: 
? «ny business similar to the above list* any business whose cash 
v, .;,transactions have high degree of usefulness in criminal, tax or 
' '^regulatory matters 

Full Credit Reports - Court Order 

In addition to FCRA, 15 USC 168lu(a) and (b) 
.information (financial institutions and consumer : -.:<. •• 
identifying information), under, 15 USC 1681u(c), can get 
full consumer report in Cl and CT cases by exparte Court 
order 
SecUon505 of Patriot Act changed standard for FCRA :, 
Court order for consumer report - eliminated requirement 
.that target is tied.to foreign power .(same change as wi th» ; , 
respect to NSLs) and created standard of relevance to an , ' 

' authorized investigation to protect against int'l terrorism or , 
clandestine intelligence activities provided that an 
investigation of a l lSP is not conducted solely on the basis 
of first amendment nghts. ' ~ , 
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Full Credit Report NSL - IT cases 

• Patriot Act added 1681 v to FCRA to authorize NSLs to 
obtain full "consumer report of a consumer and all other 
other information in a consumer's file" (not just identity of 
financial institution or consumer identifying information) 
in IT cases only 

• Full credit report to be provided to "a government agency 
authorized to conduct investigations of, or intelligence or 
counterintelligence activities or analysis related to, 
international ten-orism when presented with a written 
certification by such government agency that such 
information is necessary for the agency's conduct of such 
investigation, activity or analysis." 

Full Credit Report NSL - IT cases 

• Same basic approval authority as other NSLs 
(Deputy Director, EAD for CT/ CI; AD and all 
DADs for CT, General Counsel, Deputy General 
Counsel for National Security Affairs, Senior 
Counsel for National Security Affairs, ADICs and 
SACs in NY, D.C., LA, and all SACs in other 
field offices) 

• Includes non-disclosure provision 
• Consumer reports in non-IT cases still require 

court order 

g Full Credit Report NSL - IT cases 

• As with other NSLs, subject of NSL does not have 
to be target of the investigation 

• Same mechanism as other NSLs - Cover EC and 
NSL itself 

• Although no congressional reporting requirement 
- cover EC should still state the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL 

Dissemination of NSL Information 

• Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in AG guidelines - i.e, the rules 
that apply to information sharing with DOJ, 
federal, state and local authorities wherein share if 
information relates to the responsibility of the 
entity 

Dissemination of NSL Information 
• >Per.the AG guidelines, NSL information dissemination is 5 • 

i 'v.also subject to specific statutory limitations (£j>: toll record 
f NSL statute, ECPA, 18'USC 2709, and financial record 

, f NSL statute, RFPA, 12 USC 3414(a)(5)(B). permit 
dissemination if per AO guidelines and information is 

<K<;Cclearly. relevant to responsibilities of recipient agency; : 
•j''credit report 168 lu NSL statute, FCRA, 15 USC 1681u, 
•lr permits dissemination to other federal agencies as may be vv 
'• vnecessary for the approval or conduct of a FCI 
i i , ' investigation; no special statutory mles for dissemination ^ 
' , - i of 15 USC 1681 v information) 

Payment for NSL Information 
• NSL for toll records/email accounts, ECPA, does not 

provide for reimbursement of costs, although some offices 
do pay when requested in order to keep on good terms with 
service providers 

- • NSL for financial records; RFPA, requires reimbursement 
of costs, Title 12, CFR Part 219, and appendix, provides 
reimbursement cost schedule 

• NSL for financial institution information and consumer . ' 
" identifying information, FCRA, section 1681u, provides 

for payment but no schedule has, been promulgated 
• NSL for full credit reports, FCRA, section 1681 v does not 

provide for reimbursement of costs-
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FISA - Business Records 

a Under FISA, 50 USC 1861, FBI can apply to 
FISC for an ex parte order for business 
records (note: othersections of FISA say that' r 
AG applies to Court for order) ' 

• When added to FISA in 1998, limited to 
business records from common carriers, 
public-accommodations, vehicle rentals, 
storage facilities and standard was specific 
and articulable facts that records related to ,-. 
agent of foreign power 

FISA - Business Records 
' Patriot Act expanded universe ot items obtainable, to "any 
' tangible tlungs.(mcludmg books, records, papers, documents 
andother items)" 
Patriot Act changed legal standard: "the information to be 

: obtained is foreign intelligence information not concerning a 
US person, or is relevant to an ongoing investigation to" , 

• protect against international terrorism or clandestine ' 
intelligence gathering activities" and investigation of USP 

-•cannot be based solely on activities protected by First 
Amendment ' . 
Same standard as established by Patriot Act for PR/TT; NSLs b2 

b7E 

FISA - Business Records 

• F1SA permits delegation down to level of ASAC 
• At current time, approval authority has been 

delegated to headquarters officials (Deputy 
Director; EAD for CT/CI; AD and all DADs of 
CT, CI, Cyber; General Counsel, Deputy General 
Counsel for National Security Affairs, and 
Senior Counsel for National Security Affairs) 

• Business records form available for field to fill out 
and submit to headquarters and NSLB (atty 

FISA - Business Records 

• May or may not be able to get records covered by 
other statutes, such as tax returns or educational 
records -OIPR takes position that specific tax and 
educational records statutes govern the 
procurement of those records 

• Library record requests will be subject to scrutiny 
• Applications and FISC Orders are classified -

need to go through special procedures for serving 
classified orders on uncleared person. 

b6 
b7C 

Educational Records 

• Section 507 of the Patriot Act amended the Family 
Educational Rights and Privacy Act of 1974 (FERPA), 20 
USC 1232g (aka the "Buckley amendment"), to provide 
for the AG to submit written application to court of 
competent jurisdiction (OIPR says this does not include 
FISC) for ex parte order requiring educational institution to 
provide educational records "relevant to an authorized 

• investigation or prosecution of [certain defined federal 
terrorism offenses] or an act of domestic or international 
terrorism" 

• Must provide certification that there are specific and 
articulable facts giving reason to believe that the education 
records are likely to contain information relevant to such 
an investigation 

Educational Records 

• Education records defined in FERPA as "those records, 
files, documents and other materials which (1) contain 
information directly related to a student; and (2) are 
maintained by an educational agency or institution or by a 
person acting for such agency or institution." 

• Educational institution is immune from liability if it 
complies with court order 

• Institutions are not supposed to tell target of the request, 
since court order is ex parte, but no particular provision of 
statute provides for secrecy of the AG application - would 
need to include such provision in the court order 

• General record keeping requirements of the school do not 
apply to the ex parte order 

• Procedures for submitting a request for such an application 
—to the AG-have not been promulgated — 

NSL VIO-2718 
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Educational Records 

• • PatnotAct's amendment to Buckley was an expansion of 
the availability of student records, which are generally .•• 
protected under 20 USC I232g, which specifically sets * ' 
forth who may be granted access to such records. • • 

• Until this change in the Patriot Act, records were only. 
• available (and remain available) with the written consent 

of the student, a court order, or a GJ or law enforcement 
subpoena (lfby court orderor subpoena, student must be 

»notified in advance of compliance unless a court orders 
non-disclosure) 

• jThus, if have criminal nexus,can obtain such records -.'>'••.•••:' 
•;• through subpoena and can obtain court order to prevent = <; 

school from notifying student of dissemination of the 
records 

Educational Records 

• Statute permits a school (but doesn't require it) to release 
^ "directory information" (name, address, telephone, DOB, * 

field of study, dates of attendance, degrees and awards v 
received, participation in official activities and sports, etc.) 

. •'Without student consent or court order:: / \ : v. : . 
• Statute requires that students be afforded an opportunity to 
• forbid release of directory information without their prior™ 

consent or court order ' 
• Schools unlikely to release directory information, even . 

.though permitted, without notifying students, 

Educational Records 

• Statute applies to student academic records so 
does not protect records kept by campus law 
enforcement or records maintained by medical 
professionals: affiliated with the school; nor does it \ 
protect records of employees 

• FBI policy,1 as stated from 1976 and 1996, is riot to 
request or accept or use information from sources 
or other employees at educational institutions * 
obtained from student records - v > 

Educational Records 

1 

• 

1 1 

Tax Records 

• LIMITATIONS ON TAXPAYER RETURN INFORMATION: 

• Tax administration ease: 26 USC 6103(h)(1),(!) - IRS employees can get 
access to tax records without a coun order, and the information can be 
disseminated to DOJ/FBI employees personally and directly engaged in the 
proceeding, without a ooun order, upon request from the AG, DAG or Ass'l 
AG to theTreasury Secretary 

- Thus, even if JTTTF IRS member has access to tax records for tax 
administration purposes, he cannot share it with other members of JTTTF 
unless for tax administration purposes. 

• Non-tax criminal case: 26 USC 6103(iK'XA), (B) - federal employees 
(including IRS and DOJ) personally and direaly engaged in the proceeding 
can get access to taxpayer return information via an ex pane coun order 

- thus, if there is a criminal nexus in your case, and you need taxpayer 
return information, you can obtain it through an ex pane coun order 

Tax Records -
Taxpayer Return Information 

• Intelligence case: 26 USC 6103(i)(7)(C) - provided for 
AG application to a federal district court for an ex parte 
court order to disclose taxpayer return information to 
federal intelligence or LE agency employees personally 
and directly engaged in any investigation, response to, or 
analysis of intelligence and counterintelligence information 
concerning any terrorist incident, threat or activity. 

• However, provision expired December 31, 2003 and was 
renewed in October, 2004 but it has never been used. 

• Thus, at present time, no way to get taxpayer return 
information in intelligence case if no criminal nexus 

NSL VIO-2719 
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Tax Records - Return Info 
J Other Than Taxpayer Return 

• L I M I T A T I O N S O N R E T U R N I N F O R M A T I O N O T H E R . 
T H A N T A X P A Y E R R E T U R N I N F O R M A T I O N - term 
def ined as information gathered during course of tax 
investigation that did not come f rom taxpayer 

• Non-tax criminal case: 26 U S C 630I ( i ) (2) (A) , (B) -
federal employees personally and directly engaged in the 
proceeding can have access to return information (other 
than taxpayer return information) upon written request 
f rom head of agency 

Tax Records - Return Info 
Other Than Taxpayer Return 

• Intelligence case: 26 USC 6l03( i ) (3) (C) provided that we 
could get (and did get) from the IRS (including the IRS rep 
on JTTTF) return information (other than taxpayer return 
information) "that may be related to a terrorist incident, 
threat or activity" - IRS rep needed permission to disclose 
from an IRS disclosure officer, once permission received, 
information was disseminated to FBI, and IRS disclosure 
off icer formally notified Director of the FBI of the 
disclosure 

• Provision intended to be used upon IRS initiation but was 
actually used when FBI initiated request, and IRS agreed 
to provide information (somewhat c i rcumvent ing section 
6103(i)(7)(A) - for FBI-initiated requests. See next slide) 

J • Provision expired December 31, 2003 and was renewed in 
u u o o e r , ¿uu4 . 

Tax Records -
Use in Proceedings 

: Per 26 USC.6103(i)(4) «titled -Usé'of certain disclosed rettóre and 
: ! return information in judicial or administrative proceeding" -
v v taxpayer returnmformation andretum information (other than 

d o n taxpayer return -information) can be used injudicial or administrative 
i< preceding pertaining to enforcement of a specific federal criminal i :> 

.statute or related civil forfeiture m which:US or federal agency-is •a:*.«'?. 
a ó party,-> FISA application does not seern to tx enei repassed here 

• Per 26 USC 7213, there are felony criminal penalties that attach to r 

unauthorized disclosure of return information 
y »...Thus, it is recommended that regardless of how you received return- > 

information, it should not be included m a FISA application 

Tax Records - Return Info 
Other Than Taxpayer Return 

, • : 26 USC 61 Q3(iK7KA) provides forformal wnoen request by FBIDirectoror r 
. -.<.. bis delegee to tne IRS for disclosure of return information (other than taxpayer -
.«.'• return information) to an employee personally and directly engaged in the . > 

response to or investigation of any terrorot inodettt, threat or actmty - FBI in • . 
: : process of delegating that authority such that the FBI caa formally make a ^ 

/ request of the IRSfor such information. (IRS reqacsied delegaMon and prefers 
to provide information under this pronsion rather than 6103 (i)(3KC) smce 

:;;> .:. this provision was uitended for use when the FBI initiated the request.). ' , 
a . 26 USC 61030K7KB)-provides for a formal vmtten request by the heed of > 

-so intelligence agency for the disclosure of return information (other than ? 
: taxpayer return ¿formation) to any intelligence agency personnel who are 

- , pmonally and direalyengagcd m the collection or analysis of intelligence and 
.. couotenotdhgaee information nor investigation concerning any terrorist. * 

••-.v..modem, threat or activity.--..'.• - • • 5 - - - : a-" 
• Thae provisions have Dotbeco used, expired December 31, 2003, bul were 
^ teoewed m October, 2004 ' ' - N 

Tax Records - Return Info 
Other Than Taxpayer Return 

- » Thus; limited access to taxpayer return information if no criminal - • 
nexus 

,, • Can get taxpayer return information other than taxpayer return t a v e r n . 
national security - terrorism related case - but not in pure mtelligence U;..: 
case • • .-.-vi.- •• • . . . •...••••"•••a:--: 

• Per26 USC 7213 A, there are misdemeanor criminal penalties that ' 
J.;', attach to unauthorized inspection or return mfoimation - thus, need to. 
; . be careful when accepting any type of tax return mfnrmannn •„••• - : 

i pn r m TPS! mi ripclosure matters and court orders| J 

J «.< < 

Bank Secrecy Act (BSA) Records 

. Financial records that can be obtained from 1RS:; 

T W PC«, .«rifaptflWA-llirfTM/.«. 
: ' also can use assistane« 

T 3 -

b6 
b7C 
b2 
b7E 
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FinCEN 

Financial Crimes Enforcement Network (FinCEN) (part of 
Treasury Dept) - provides intelligence and analytical 
support to law enforcement at federal, state, local, and 
international level, primarily through regulation of the 
implementation of anti-money laundering statutes such as 
the BSA, which require reporting and record-keeping by 
banks and other institutions 
Designed tn fieht monev launderine and terrorist finanr.inp 

FinCEN 

FBI rep at FinCEN is S S a F 

intranet website id 

FinCEN 
In aHHilinn In a t y j « tr, fhp RSA rlalahaspF 

FinCEN 
To obtain BSA information from FinCEN, different 
procedures tor m i ana cnminaiv terrorism casej | 

b2 
b7E 
b6 
b7C 

FinCEN 

Recent expansion of BSA rgxirt dissémination to national 
security'casesl m m f c r ' ' j 

FinCEN 

• A v a u a o t e onty in terrorism ana money munaenng 
eases - ' " . '. y ' 
Need to email Irequesi 

ASAC 
and an EC. both approved by SAC or ; 

i t j " 
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Information 
LJ 

m- 1- private comtjanv " 1 

Has database 1 1 
L 1 L 

p n r 
1 1 Can tax a reouest | I oil FBI ' 

letterhead| I 
No legal process required it information is to stay within 
the FBI 

b4 
b7D 
b2 
b7E 
b6 
b7C 

National Security 

1 

A r 
• Need Director/HQ designee approval 
• 120 days - ' > 
• Need 
• Need 

1 1 
- 1 J 

1 

I QUESTIONS? 

b6 
b7C 
b2 
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Investigative Tools for 
Intelligence Investigations 

National Security Law Branch 
Federal Bureau of Investigation 

National Security Letters 

• Prior to Patriot Act, standard for getting NSL was that the 
target be tied to foreign power. 

• Under Section 505 of the Patriot Act, lesser standard -
only need the information to be "relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities provided that such an 
investigation of a United States person is not cotahtcted 
solely on the basis of activities protected by tbe first 

. amendment of the Constitution of the United States." 
• Prior to October 31,2003, could only get NSL in full; now" 

can get it in PI or Ail) investigation : 

• Subject of NSL does not need to be target of investigation, 
as long as expected information is relevant to authorized 
investigation f 

National Security Letters 

• For all NSLs, issuing office must prepare two documents: 
(1) the NSL itself; and (2) an EC approving the NSL and 
documenting the prediction 

• All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

• All NSLs should identify the statutory authority for the 
request, the type of records requested, and provide 
identifying information to assist the company in processing 
the request. 

• All NSLs require a certification that the records sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of fust amendment rights. 

National Security Letters 

! • NSLs - administrative subpoenas that allow the 
FBI to obtain three types of information: 
- phone and email communication records from telephone 

companies and internet service providers (Electronic 
Comm. Privacy Act) (18 USC 2709) (same information 
as gathered in pen register/TT except historic, not live) 

- financial institution records (Right to Financial Privacy 
Act) (12 USC 3414(aX5XA)) 

- credit bureau info - identity of financial institutions 
• where consumer maintains or maintained an account; 

• , • and consumer identifying information (includes names 
associated with person, current/former addresses and 
places of employment) (Fair Credit Reporting Act) ( 15 
USC lbslu(a), (b)) 

Ï National Security Letters 

• All NSLs should have a non-disclosure warning 
• All NSLs should say that the information should be 

personally delivered to the FBI, not mailed 
• Per OG C guidance, all NSLs must be personally served on 

or secure fixed to the company (even though they are not 
classified, the fact of a named target and a reference to an 
IT or intelligence investigation would imply that the target 
is the subject of an National Security investigation, which 
fact is classified) 

• Delivery guidance has caused some problems and is under 
reconsideration by OGC 

National Security Letters 

• ' Prior to Patriot Act, approval authority could be no lower than Deputy 
Assistant Doector, Patriot Ad allowed delegation down to the SACs. -

• Currently, approval authority has been delegated to -
> • - • DepotyDbedor - 4 

. a Anmatt Dtoeosn to charge, and all DADb ferCPCIYCyte 
"v • GenerdCoosaei,Dcpoiy General Cctsuci fbf National Security Affeira, rod, .. > 

Senior CMnarf fisr Njptiana! Security Attrin 
• AnbtttU Dbectar is Charge; and all SACs to MY, D.C* and LA " 
m All SACa in other fidddivisioaa . . . ^ ; 

- • Acting SAC cannot sign NSLs.; 
• Ifdo not have SAC in fidd office, can send EC to N S I 3 requesting 

that we draft the NSL and send it out 
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National Security Letters 

• Certain NSLs have an attachment suggesting the type of 
information that the company may considered to rail 
within the parameters of the statute. For example: 
_ 

- Financial records -1 

National Security Letters 

• The cover EC serves four functions: 
- It documents the predication for the NSL by stating why the 

information sought is relevant to an investigation 
- It documents the approval of the NSL by field supervisors 
- It contains information needed to fulfil] Congressional reporting 

requirements for each type of NSL 
- It transmits the NSL to the requesting squad or delivering field 

division for delivery 
• For reporting purposes, the EC must include case file 

number, subjects USP status, type of NSL issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the NSL 

National Security Letters 

• September 2004 NY SD federal court decision holding that NSL . 
statutes are unconstitutional because they do not providefar a-

- challenge by the recipient of the NSL to the NSL orto the nor>- - , 
disclosure provision; and because the noo-discloeure provision is 
mandatory without any certification or explanation m a particular case. 

• Court found a Firn Amendment violation in the mandatory nature of . 
the non-disclosure provision, absence of procedure to challenge it, and . 
absence of exception for disclosure to attorneys for legal advice, and to 
others in entity needed to assist in production (latter provision is found 
in some but not all NSL statutes) 

• There are now draft revisions in Congress to rectify the problems that 
- the Court found - to provide for a challenge bythe recipient to NSL : 

itself, to provide for a ce^ficaiumby Uwr^I totheDOflKlisckxure^ 
provision is necessary tn this particular case to provide for a challenge, 

.:•/. by the recipient of the NSL to that certification; and to provide for 
• mechanism for government to enforce NSL 
• In meantime, there ts a stay of the Court's decision and we can .. 

mntinw tn MRT« . .. , , .. . . . - -

RFPA National Security Letters 

• Recent change m the statute gratly espmds the definition of "financial 
• inn nation*'? upon which we am serve nSLs nsder the RFPA • 

• • Per 31USC 5312(i)(2X thcjto m ^ e « : msarrfbaA; coromCToal^ankOT^ 

. exchange; aeacr, redeemer or cashier of tnvdeo' checks, chodn, money . ,. 
oiden; opawoi o f t credit card lytttni 'iBuiKC cnpn^p iwi t tokc r , kits 

finance ouu^iasy; tisvd agency; Braised tender of moneys tdcraph • 
company; penum involved m rev fmiw dwiup and tcttlcniatiiuS Postal 

. Saviccj agency of US/«Mtoflocal gov't carrying oat my of foregoing; casino; 

. hsvebgbdegreeofascftloessmcriimxMl.tmtorngolttOTymatten 
. •< List o f f ronQi l uniiitiilwrns" whose records are protected trader RFPA : . i w w « l n Hwm m*y h» ifat imi/t imlni^aiily piwAi«w 

fiaHkoal molds under the RFPA mi if ttey nf ise to do sô  to they em be; 
•object to an NSL 

Full Credit Reports - Court Order 

• In addition to FCRA, 15 USC 1681u(a) and (b) 
information (financial mstitutiona and consumer 
identifying information), under. 15 USC 1681u(c), can get 
full consumer report in CI and CT cases by en parte Court 
order 
Section SOS of Patriot Act changed standard for FCRA i 

- Court order for consumer report - eliminated requirement! 
that target is tied to foreign power (same change as with •.< • >. 
respect to NSLs) and created standard of relevance to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities provided -
that an investigation of a USP is not conducted solely on 
the basis of first amendment rights. . 

Full Credit Report NSL - IT cases 

• Patriot Act added 168 lv to FCRA to authorize NSLs to 
obtain full "consumer report of a consumer and all other , 
other information in a consumer's file" (not just identity of . 
financial institution or consumer identifying information) 
in IT cases only 
Full credit report to be provided to "a government agency -
authorized to conduct investigations of, or intelligence or 
counterintelligence activities or analysis related to, 
international terrorism when presented with a written 
certification by such government agency that such 
information is necessary for the agency's conduct of such 
investigation, activity or analysis." 

n S L - m - 2 7 2 4 
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Full Credit Report NSL - IT cases 

• Same basic approval authority as other NSLs 
(Deputy Director, EAD for CT/ CI; AD and all 
DADs for CT, General Counsel, Deputy General 
Counsel for National Security Affairs, Senior 
Counsel for National Security Affairs, ADICs and 
SACs in NY, D.C., LA, and all SACs in other 
field offices) 

• Includes non-disclosure provision 
• Consumer reports in non-IT cases still require 

court order 
• 

Full Credit Report NSL - IT cases 

• As with other NSLs, subject of NSL does not have 
to be target of the investigation 

• Same mechanism as other NSLs - Cover EC and 
NSL itself 

• Although no congressional reporting requirement 
- cover EC should still state the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL 

Dissemination of NSL Information 

• Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in AG guidelines - i.e, the rules 
that apply to information sharing with DOJ, 
federal, state and local authorities wherein share if 
information relates to the responsibility of the 
entity 

Dissemination of NSL Information 
• Per the AG guidelines, NSL information dissemination is 

also subject to specific statutory limitations (e.g. toll record 
NSL statute, ECPA, 18 USC 2709, and financial record 
NSL statute, RFPA, 12 USC 3414(a)(5)(B), permit 
dissemination if per AG guidelines and information is 
clearly relevant to responsibilities of recipient agency; 
credit report 1681u NSL statute, FCRA, 15 USC 1681u, 
permits dissemination to other federal agencies as may be 
necessary for the approval or conduct of a FCI 
investigation; no special statutory rules for dissemination 
ofl5USC1681v information) 

Payment for NSL Information 
• NSLfor toll records/email accounts, ECPA, does not -

provide for reimbursement of costs,- although some offices: 
.'. dopay when requested inorder to keep on good terms with 
i service providers: .». ••• 
• NSL for financial records, RFPA, requires reimbursement 

of costs; Title 12, CFR Part 219, and appendix, provides 
reimbursement cost schedule 

• NSL for financial institution information and consumer 
identifying information, FCRA, section 1681u, provides 
for payment but no schedule has been promulgated 

• NSL for full credit reports, FCRA, section 1681 v does not 
provide for reimbursement of costs 

FISA - Business Records 

] • Under FISA, 50 USC 1861, FBI can apply to 
FISC for an ex parte order for business 
records (note: other sections of FISA say that 
AG applies to Court for order) 

• When added to FISA in 1998, limited to 
business records from common carriers, 
public accommodations, vehicle rentals, 
storage facilities and standard was specific 
and articulable facts that records related to 
agent of foreign power 



FISA - Business Records 
• Patriot Act expanded universe ot items obtainable, to "any 

t a n k t e things (including books, records, papas, documents 
and other items)" 

• Pauiot Act changed legal standard; "the information to be 
obtained is foreign intelligence information not concerning a 
US person, or is relevant to an ongoing investigation to 
protect against international terrorism or clandestine 
intelligence gathering activities and investigation of USP 
cannot be based solely on activities protected by First 
Amendment 

• Same standard as established by Patriot Act for PR/TT: NSLs 
•1 1 b2 
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FISA - Business Records 

- • FIS A permits delegation down to level of AS AC 
• At current time, approval authority has been 

delegated to headquarters officials (Deputy 
Director, EAD for CT/C1; A D and all DADs of 
CT, CI, Cyber, General Counsel, Deputy General 
Counsel for National Security Affairs, and: . 

• Senior Counsel for National Security Affairs) 
• Business records form available for field to fill out 

and submit to headquarters and NSLB (attv 

FISA - Business Records 

• May or may not be able to get records covered by 
other statutes, such as tax returns or educational 
records - O I P R takes position that specific tax and 
educational records statutes govern the 
procurement of those records 

• Library record requests will be subject to scrutiny 
• Applications and FISC Orders are classified -

need to go through special procedures for serving 
classified orders on uncleared person. 

• We have only obtained seven business record 
orders so far, and provision sunsets this 
December, 2005 

Educational Records 

• Section 507 of the Patriot Act amended the Family 
Educational Rights and Privacy Act of 1974 (FERPA), 20 
USC 1232g (aka the "Buckley amendment"), to provide 
for the AG to submit written application to court of 
competent jurisdiction (OIPR says this does not include 
FISC) for ex parte order requiring educational institution to 
provide educational records "relevant to an authorized 
investigation or prosecution of [certain defined federal 
terrorism offenses] or an act of domestic or international 
terrorism" 

• Must provide certification that there are specific and 
articulable facts giving reason to believe that the education 
records are likely to contain information relevant to such 
an investigation 

Educational Records 

• Education records defined in FERPA as "those records, 
files, documents and other materials which (1) contain 
information directly related to a student; and (2) are 
maintained by an educational agency or institution or by a 
person acting for such agency or institution." 

• Educational institution is immune from liability if it 
complies with court order 

• Institutions are not supposed to tell target of the request, 
since court order is ex parte, but no particular provision of 
statute provides for secrecy of the AG application - would 
need to include such provision in the court order 

• General record keeping requirements of the school do not 
apply to the ex parte onler 

• Procedures for submitting a request for such an application 
to the AG have not been promulgated 

Educational Records 

• Patriot Act's amendment to Buckley was an expansion of 
the availability of student records, which are generally 
protected under 20 USC 1232g, which specifically sets 
forth who may be granted access to such records. 

• Until this change in the Patriot Act, records were only 
available (and remain available) with the written consent 
of the student, a court order, or a GJ or law enforcement 
subpoena (if by court order or subpoena, student must be 
notified in advance of compliance unless a court orders 
non-disclosure) 

• Thus, if have criminal nexus, can obtain such records 
through subpoena and can obtain court order to prevent 
school from notifying student of dissemination of the 
records 



Educational Records 

• Statute permits a school (but doesn't require it) to release, 
"directory information'' (name, address, telephone, DOB, 
field of study, dates of attendance, degrees and awards 
received, participation in official activities and sports, etc.) 
without student consent or court order 

• , Statute requires that students be afforded an opportunity to 
forbid release of directoiy information without their prior 
consent or court order 

• Schools unlikely to release directory information, even 
though permitted, without notifying students 

Educational Records 

• .Statute applies to student academic records so 
- does not protect records kept by campus law 

enforcement or records maintained by medical 
professionals affiliated with the school; nor does it 
protect records of employees 

• FBI policy, as stated from 1976 and 1996, is not to 
request or accept or use information from sources 
or other employees at educational institutions 
obtained from student records 

Educational Records 

K ' s 

Tax Records 

, LIMITATIONS ON TAXPAYER RETURN INFORMATION: 

• Tlx adminfrtraaon gag 26 USC 6I03(hK 1 ).(2) - IBS employ» o n get 
acccu to u reconb waboot a emit ontor, and tbc utfijiuulwu est be 

, dutcmiaited to DOJ/FBI employe« pcrconally tod direa!yen*aged in lie 
pnxrrrf^wTd^^^m^oider, qxm request Soro tbc AG, DAO or Asa't 

- Tins, event/ji t tr IKS member ha» tcccst to uu temtdsfitf 
.adjmmstfMioii patpoees,.he cratol shm it.1with other.txtenibcn of JTTTF 
mien fortix adnnttatmwii putposes. 

• NoiMn aunnal o r e 24 USC C103(iXI)(A). (B) - federal employees 
„ (mrftyhru IRS tad DQ1) pCTOtttfly tad dtrecUy tcytgcd inthepmrwriing 

. c o set m a t to tmptytt i t t n ubnubsu vis Bit & putt ooott older - -
- that, if then ts >1nwnwt ozxiis id your C83C, rod y n need tttpoyer • 

Rtntt tofiuuubutv yon cut obtilA it UiiOugh u & puts ouuil nat t . 
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Tax Records -
Taxpayer Return Information 

• Intelligence case: 26 USC 6103(i)(7)(C)-provides for 
AG application to a federal district court for an ex parte 
court order to disclose taxpayer return information to 
federal intelligence or LE agency employees personally 
and directly engaged in any investigation, response to, or 
analysis of intelligence and counterintelligence information 
concerning any terrorist incident, threat or activity. 

• Provision expired December 31,2003; was renewed in 
October, 2004; it has never been used but procedures are 
being drafted. 

• However, at present time, no way to get taxpayer return 
information in intelligence case if no criminal nexus 

* Tax Records - Return Info 
J Other Than Taxpayer Return 

• LIMITATIONS ON RETURN INFORMATION OTHER 
THAN TAXPAYER RETURN INFORMATION - term 
defined as information gathered during course of tax 
investigation that did not come from taxpayer 

• Non-tax criminal case: 26 USC 6301(i)(2)(A), (B) -
federal employees personally and directly engaged in the 
proceeding can have access to return information (other 
than taxpayer return information) upon written request 
from head of agency 
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Tax Records - Return Info 
Other Than Taxpayer Return 

• Intel l igence case: 26 U S C 6103(i ) (3)(C) p rov ides that we 
can obta in (and have obtained) from the IRS ( including the 
IRS rep o n JTTTFJ return informat ion (other than 
taxpayer return informat ion) " that may be related to a 
terrorist incident, threat o r act ivi ty" - IRS rep needed 
permiss ion to disclose from an IRS disclosure of f icer , once 
permiss ion received, informat ion w a s d isseminated to FBI, 
and IRS disclosure o f f i ce r fo rmal ly not i f ied Director o f the 
FBI o f the disclosure 

• Provis ion intended to be used upon IRS initiation but was 
actual ly used w h e n FBI initiated request, and IRS agreed 
to provide informat ion ( somewhat c i rcumvent ing sect ion 
6103( i ) (7)(A) - fo r FBI-ini t iated requests. See next slide) 

• Provis ion expired December 3 1 , 2 0 0 3 , w a s renewed in 
— O c U i b e r , 2004 , and will ¡¡unset D e m n b e r 3 1 , 2 0 0 3 . 

Tax Records - Return Info 
Other Than Taxpayer Return 

• 26 USC 6103(iX7XA) provides for forma! written request by FBI 
Director or his delegee to the IRS for disclosure of return information 
(other than taxpayer return information) to an employee perconally and 
directly engaged in die response to or investigation of any terrorist 
incident, threat or activity - FBI in process of delegating that authority 
such that the FBI can formally make a request of the IRS for such 
information. (IRS requested delegation and prefers to provide 
information under this provision rather than 6103 (¡X3XC) since this 
provision was intended for use when the FBI initiated the request) 

• This provision has not been used, expired December 31,2003, was 
renewed in October, 2004, and will sunset December 31,2003. 

• Per IRS request, FBI is in the process of delegating Director's 
authority pursuant to 6103(iX'XA) so that it can be used as the method 
of getting this infonnation from the IRS rather than 6103 (¡X3XQ 

Tax Records - Return Info Other 
Than Taxpayer Return 
• 2 6 U S C 6103( iX7)(B) - provides fo r a formal wri t ten . ; 

request b y the head o f an intell igence agency for t he 
d isc losure o f return informat ion (other than taxpayer return 
informat ion) t o any intell igence agency personnel w h o are 
personal ly and directly engaged in the col lect ion o r 
analysis o f intell igence and counter intel l igence informat ion 

~ n o r invest igation concern ing any terrorist incident , threat 
o r activity. 

Th i s p rov is ion has not been used, expi red D e c e m b e r 31, ® ; . 
. . 2 0 0 3 , w a s renewed in October , 2004 , and w i l l s u a s e t ' 
• D e c e m b e r 3 1 , 2 0 0 5 . 

Tax Records - Return Info 
Other Than Taxpayer Return 

• Thus, limited access to taxpayer return information if no criminal 
nexus • • . .-,->. 

• Can get taxpayer tecum information other than taxpayer return in,. 
nati Miai security r- terrorism related case - but not in pure intelhgenoe 
case , ^ ^ 

• P a 26 USC 7213A, d y e aie mfBdrnnmrxir criminal penalties that 
attach to unauthorized inspection of return i n f o n a t o M ^ t t o ^ t ^ e ^ t o • 

•_EQ£jfJB^flnJiflfilceure matten and eoort adersi 1 

- mhtrrmmnrnm | -
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Tax Records -
Use in Proceedings 

• ; Per 26 USC 6103(i)<4) entitled "Use of certain disclosed returns and 
return information in judicial or administrative proceeding" - - . 

•• taxpayer return information and return ¡n&nnstioR (other dun • 
taxpayer return information) can be used in judicial or administrative 
proceeding pertaining to enforcement of a specific federi! criminal 
statute or related crvil forfeiture in which US or federal agency s a . 
party - FISA application does not seem to be encompassed ben 

m Per 26 USC 7213, (here are felony criminal penalties that attach to 
unauthoreed disclosure of return information obtained frani IRS 

• Thus,, it is recommended that any information obtained from IRS noi. 
be used in a FISA application. 

• If tax information obtained from another lawful source, no restrictions 
on use in FISA application. 

; Bank Secrecy Act (BSA) Records 

- • 

Thus. BSA reports available from F inc tN (see next slides}, I 

NSL VIO-2728 
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FinCEN 

• 

• 

Financial Crimes Enforcement Network (FinCEN) (part of 
Treasury Dept) - provides intelligence and analytical 
support to law enforcement at federal, state, local, and 
international level, primarily through regulation of the 
implementation of anti-money laundering statutes such as 
the BSA, which require reporting and record-keeping by 
banks and other institutions 

• 

FinCEN 

• FBI rep at FinCEN is SSA| I 

• Intranet website is htto^ 1 

FinCEN 

• 

FinCEN 
To obtain BSA information from FinCEN, different 

FinCEN 

• 

• Recent expansion of BSA report dissemination to national 

S ' 
• 

FinCEN 

• Available only in terrorism and money laundering 
cases 
N e e d t o e m a i l l [ r e q u e s t | 

- • A b A C . f t 
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Investigative Tools for 
Intelligence Investigations 

National Security Law Branch 
Federal Bureau of Investigation 

National Security Letters 
• NSLs - administrative subpoenas that allow the 

FBI to obtain three types of information: 
- phone and email communication records from telephone 

companies and internet service providers (Electronic 
Comm. Privacy Act) (18 USC 2709) (same information 
as gathered in pen register/TT except historic, not live) 

- financial institution records (Right to Financial Privacy 
Aa)(12USC3414(aX5XA» ? 

- credit bureau info - identity of financial institutions 
where consumer maintains or maintained an account; 
and consumer identifying information (includes names 
associated with person, current/former addresses and 
places of employment) (Fair Credit Reporting Act) (15 
USC 168lu (a), (b)) 

National Security Letters 

» Prior to Patriot Act, standard for getting NSL was that the . 
target be tied to foreign power. ' 

a Under Section SOS of the Patriot Act, lesser standard - . 
only need the information to be "relevant to an authorized f 
investigation to protect against international terrorism or 
clandestine intelligence activities provided that such an 

- investigation ofa United States person is not conducted 
solely on the basis of activities protected by the first 
amendment ofthe Constitution of the United States." 

• Prior to October 31,2003. could only get NSL in full; now. 
can get it in PI or full investigation 

• Subject ofNSL does not need to betarget of investigation, 
as long as expected information is relevant to authorized 
invesugation • 

National Security Letters 

• Prior to Patriot Act, approval authority could be no lower than Deputy 
Assistant Director, Patriot Act allowed delegation down to the SAC& 

a Currently, approval authority has been delegated to . 
• Deputy Director 
• ExecuthvAfSUtml Director (BAD) (brCT/Cl 
• AniitauDaUOTmcbar^mdJUlDAOtfiirCVCT/Cyt»^ 
• Goxnl CoGzod, Deputy Central Counsel fi* Nattcoal Secanty AfSraa» and 

ScatarCmiisdfijrNmroSecnityAi&i» - v: > '•:"•• 
• Aabunt Direct« is Charge. and «n 8AC1 in NY. D.C., tad LA. 
• AC SAC« m otter Add (faviiioni .<- r - . 

• Acting SAC cannot sign NSLs. 
• If do not have SAC in ilekt office, can send EC to NSLB requesting 

that we draft the NSL and send it out ,• v 

a 

National Security Letters 

• For all NSLs, issuing office must prepare two documents: 
(1) the NSL itself; and (2) an EC approving the NSL and 
documenting the prediction 

• All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

• All NSLs should identify the statutoiy authority for the 
request, the type of records requested, and provide 
identifying information to assist the company in processing 
the request 

• All NSLs require a certification that the records sought are 
relevant to an authorized investigation to potect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of first amendment rights. 

National Security Letters 

• All NSLs should have a non-disclosure warning 
• All NSLs should say that the information should 

be personally delivered to the FBI, not mailed 
• All NSLs must be personally served on or secure 

faxed to the company (even though they are not 
classified, the fact of a named target and a 
reference to an IT or intelligence investigation 
would imply that the target is the subject of an 
National Security investigation, which feet is 
classified) 



National Security Letters 

• Certain NSLs have an attachment suggesting the type of 
information that the company may considered to fall 
within the parameters of the statute. For example: 
_ Toll billine records 1 

- financial records J 1 

National Security Letters 

• The cover EC serves four functions: 
- It documents the predication for the NSL by stating why the 

information sought is relevant to an investigation 
- It documents the approval of the NSL by field supervisors 
- It contains information needed to fulfill Congressional reporting 

requirements for each type of NSL 
- It transmits die NSL to the requesting squad or delivering field 

division for delivery 
• For reporting purposes, the EC must include case file 

number, subjects USP status, type of N S L issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the NSL 
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National Security Letters 

• September 2004 NY SD federal court decision holding that NSL 
. staattes are tmcctfistitutionalbecaose they do pot provide fore ; - •<.,-

challengeby the recipient of the NSL to the NSL (* to the non-
disclosure provision; and because the nondisclosure piovisua is 
mandatory without any certification or explanation in a particular case. 

• Court found a First Amendment violation in die mandatory nature of 
. the non-disclosure provision, absence of procedure to challenge it, and 
abscice of exception Cor disclosure to attorneys for legal advice, and to 
othere in entity needed to assist in production (latter prwision is found 
in some but not all NSL statutes) 

• There are now draft revisions in Congress to rectify the problems that 
ft«Courtfbund-topnMdcfwachaneti«byartecipkstttoNSL 
itself, to provide fix a certifcation by the FBI that the nondisclosure ' 
provision is necessary in this particular case; to provide for «challenges 

•'•• . by the recipient of the NSL to that certification; and to provide for 
- .. mechamsmfbrgovernment to enforce NSL 
• ; In meantime, there is a stay of the Court's decision and we can 

ECPANLS 

• Wide.variety of information that we may obtain 
under "toll billing records" 

• Should contact ECAU in formulating NSL 
language - see their wehsite as to the POT : 
http:j pJSt b4 
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RFPA National Security Letters 

• Recem change in the statute greatly expands the definition of 
> . "financial institutions" upon which we can serve NSLs under.ihc 

RFPA 
• Per 31 USC53! 2(aX2), the list includes: insured bank; «mnerrial 

bask or trust company, • private banker, credit unions thrift institution; 
broker or dealer registered with the SEC; investment banker ora-

• • investment company,, currency exchange; issuer, redeemer or cashier :• 
oftravelers' checks, checla, money orders; operator of a credit card • 
system; insurance cornpagy, pewribrobr, ban or finance company*, •:• 
travel agency; licensed sealer ofmoaey; telegraph company; persons ,. 

V. involved in real esiste closings and settlements; US Postal Service,; v 
agency of US/statcflocal gov t carrying out any of foregoing; casino: 
any business similar to the above 1st; any business who» cash 
transactions have high degree of use&laess in criminal, tax ar 
rcgulatory matters 

Full Credit Reports - Court Order 

• In addition to FCRA, 15 USC 1681 u(a) and (b) 
; • infonnation (financial institutions and consumer 

identifying information), under IS USC 1681u(c), can get 
full consumer report in CI and CT cases by ex parte Court 

• • order 
m Section SOS of Patriot Act changed standard for F C R A . 

Court order for consumer report - eliminated requirement 
that target is tied to foreign power (same change as with 
respect to NSLs) and created standard o f relevance to an 
authorized investigation to protect against int ' l terrorism or 
clandestine intelligence activities provided that an 
investigation of a USP is not contracted solely on the basis :, 
of fus t amendment rights. 



Full Credit Report NSL - IT cases 

• Patriot Act added 168 Iv to FCRA to authorize NSLs to 
obtain full "consumer report of a consumer and all other 
other information in a consumer's file" (not just identity of 
financial institution or consumer identifying information) 
in IT cases only 

• Full credit report to be provided to "a government agency 
authorized to conduct investigations of, or intelligence or 
counterintelligence activities or analysis related to, 
international terrorism when presented with a written 
certification by such government agency that such 
information is necessary for the agency's conduct of such 
investigation, activity or analysis." 

f Full Credit Report NSL - IT cases 

• 

• 

• 

Same basic approval authority as other NSLs 
(Deputy Director, EAD for CT/ CI; A D and all 
DADs for CT, General Counsel, Deputy General 
Counsel for National Security Affairs, Senior 
Counsel for National Security Affairs, ADICs and 
SACs in NY, D.C., LA, and all SACs in other 
field offices) 
Includes non-disclosure provision 
Consumer reports in non-IT cases still require 
court order 
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, Full Credit Report NSL - IT cases 

• As with other NSLs, subject of NSL does not have 
to be target of the investigation 

• Same mechanism as other NSLs - Cover EC and 
NSL itself 

• Although no congressional reporting requirement 
- cover EC should still state the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL 

Dissemination of NSL Information 

• Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in AG guidelines - i.e, the rules 
that apply to information sharing with DOJ, 
federal, state and local authorities wherein share if 
information relates to the responsibility o f t h e 
entity 

Dissemination of NSL Information 
• Per the AG guidelines, NSL information dissemination is -

also subject to specific statutory limitations (sjj. toll record 
NSL statute, ECPA, 18 USC 2709, and financial record 
NSLstatute, RFPA, 12 USC 3414(a)(5)(B), permit 
dissemination if per AC guidelines and information is 

. clearly relevant to responsibilities of recipient agency, 
credit report 168 lu NSL statute, FCRA, 15USC1681U, 
permits dissemination to other federal agencies as may be 
necessary for the approval or conduct of a FC1 
investigation; ho special statutory rules for dissemination 
of 15 USÇ.168 lv information) 

Payment for NSL Information 
• NSL for toll records/email accounts, ECPA, does not 

provide for reimbursement of costs, although some offices 
do pay when requested in order to keep on good terms with 

- service providers • 
• NSL for financial records, RFPA, requires reimbursement 
, of costs; Title 12, CFR Part 219, and appendix, provides 

reimbursement cost schedule 
• NSL for financial institution information and consumer 

identifying information, FCRA, section 168lu, provides 
for payment but no schedule has been promulgated 

a NSL for full credit reports, FCRA, section 1681v does not 
provide for reimbursement of costs 



FISA - Business Records 

~h Under FISA, 50 USC 1861, FBI can apply to 
FISC for an ex parte order for business 
records (note: other sections of FISA say that 

. AG applies to Court for order) 
ii When added to FISA in 1998, limited to 

business records from common earners, 
public accommodations, vehicle rentals, 
storage facilities and standard was specific 
and articulable facts that records related to 
agent of foreign power 

FISA - Business Records 
* Patriot Act expanded universe ot items obtainable, to "any 

tangible things (including books, records, papers, documents 
and other items)" - " 

• Patriot Act changed legal standard: "the information to be 
obtained is foreign intelligence information not concerning a 
US person , or is relevant to an ongoing investigation to 
protect against international terrorism or clandestine 
intelligence gathering activities" and investigation of USP 
cannot be based solely on activities protected by First 
Amendment 

• Same standard as established by Patriot Act for PR/TT; NSLs 
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FISA - Business Records 

• FISA permits delegation down to level of ASAC 
• At current time, approval authority has been 

delegated to headquarters officials (Deputy 
Director; EAD for CT/CI; AD and all DADs of 
CT, CI, Cyber, General Counsel, Deputy General 
Counsel for National Security Affairs, and 
Senior Counsel for National Security Affairs) 

• Business records form available for field to fill out 
^ and submit to h jariqiiarters and NSLB (atty 

FISA - Business Records 

• May or may not be able to get records covered by 
other statutes, such as tax returns or educational 
records - O I P R takes position that specific tax and 
educational records statutes govern the 
procurement of those records 

• Library record requests will be subject to scrutiny 
• Applications and FISC Orders are classified -

need to go through special procedures for serving 
classified orders on uncleared person. 
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Educational Records 

• Section 507 of the Patriot Act amended the Family 
Educational Rights and Privacy Act of 1974 (FERPA), 20 
USC 1232g(aka the "Buckley amendment"), to provide 
for the AG to submit written application to court of 
competent jurisdiction (OIPR says this does not include 
FISC) for ex parte order requiring educational institution to 
provide educational records "relevant to an authorized 
investigation or prosecution of [certain defmed federal 
terrorism offenses] or an act of domestic or international 
terrorism" 

• Must provide certification that there are specific and 
articulable facts giving reason to believe that the education 
records are likely to contain information relevant to such 
an investigation 

Educational Records 

• Education records defined in FERPA as "those records, 
files, documents and other materials which (1) contain 
information directly related to a student; and (2) are 
maintained by an educational agency or institution or by a 
person acting for such agency or institution." 

• Educational institution is immune from liability if it 
complies with court order 

• Institutions are not supposed to tell target of the request, 
since court order is ex parte, but no particular provision of 
statute provides for secrecy of the AG application - would 
need to include such provision in the court order 

• General record keeping requirements of the school do not 
apply to the ex parte order 

• Procedures for submitting a request for such an application 
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Educational Records 

• Patriot Act's amendment to Buckley was an expansion of . 
, the availability of student records, which arewnerally 

. protected under 20 USC 1232g, which specifically sets 
-» forth who may be granted access to such records. •:• -
- • Until this change in the Patriot Act, records were only 

available (and remain available) with the written consent 
of the student, a court order, or a GJ or law enforcement 
subpoena (if by court order or subpoena, student must be 
notified in advance of compliance unless a court orders 
non-disclosure) 

• Thus, if have criminal nexus, can obtain such records 
through subpoena and can obtain court order to prevent 
school from notifying student of dissemination of the 

• records ' 

Educational Records 

I 

• Statute permits a school (bat doesn't require it) to release 
"directory information? (name, address, telephone, DOB, ' 
iîeld of study, dates of attendance, degrees and awards 
received, participation in official activities and sports, etc.) 
without student consent or court order 

• Statute requires that students be afforded an opportunity to 
forbid release of directory information without their prior . 
consent or court order 

• Schools unlikely to release directory informatiotveven 
* though permitted, without notifying students ; « 

Educational Records 

• Statute applies to student academic records so 
does not protect records kept by campus law 
enforcement or records maintained by medical 
professionals affiliated with the school; nor does it 
protect records of employees 

• FBI policy, as stated from 1976 and 1996, is not to 
> request or accept or,use information fromsouices 

or other employees at educational institutions • 
obtained from student records 

Educational Records 

• 

• 

• 

Tax Records 

• LIMITATIONS ON TAXPAYER RETURN INFORMATION: 

• Tax administration ace: 26 USC 6103(hXl),(2) - IRS employees can gd 
access to tax records without a court order, aim the information can be 
disseminated to DOl/FBI employees personally and directly engaged in the 
proceeding; without a court older, upon request from the AG, DAG or Ass't 
AG to the Treasury Secretary 
- Tims, even if JTTTF IRS member has access to tax records for tax 

administration puipqsca, he cannot share H with other memben of ITTTF 
unless for tax administration purposes. 

• Non-tax aiminal case; 26 USC 6103(iXIJ(A), (B) - federal employees 
(including IRS and DOJ) pmonally and directly eagagtd in the proceeding 
can get acctss to taxpayer return information via an ex pane ooiut order 
- thus, if there is a criminal nexus in your case, and you need taxpayer 

return information, you can obtain n through an a parte court oitW 

! 

Tax Records -
Taxpayer Return Information 

1 

1 
1 
1 
1 
1 

• Intelligence case: 26 USC 6103(i)(7)(C) - provided for 
AG application to a federal district court for an ex parte 
court order to disclose taxpayer return information to 
federal intelligence or LE agency employees personally 
and directly engaged in any investigation, response to, or 
analysis of intelligence and counterintelligence information 
concerning any terrorist incident, threat or activity. 

• However, provision expired December 31,2003 and was 
renewed in October, 2004 but it has never been used. 

• Thus, at present time, no way to get taxpayer return 
information in intelligence case if no criminal nexus 



Tax Records - Return Info 
J Other Than Taxpayer Return 

• LIMITATIONS ON RETURN INFORMATION OTHER 
THAN TAXPAYER RETURN INFORMATION - term 
defined as infoimation gathered during course of tax 
investigation that did not come from taxpayer 

• Non-tax criminal case: 26 USC 6301 (i)(2)(A), (B) -
federal employees personally and directly engaged in the 
proceeding can have access to return information (other 
than taxpayer return information) upon written request 
f rom head of agency 

Tax Records - Return Info 
Other Than Taxpayer Return 

• Intelligence case: 26 USC 6103(i)(3VC) provided that we 
couldget (and did get) from the IRS (including the IRS rep 
on JTTTF) return information (other than taxpayer return 
information) "that may be related to a terrorist incident, 
threat or activity" - IRS rep needed permission to disclose 
from an IRS disclosure officer, once permission received, 
information was disseminated to FBI, and IRS disclosure 
officer formally notified Director of the FBI of the 
disclosure 

• Provision intended to be used upon IRS initiation but was 
actually used when FBI initiated request, and IRS agreed 
to provide information (somewhat circumventing section 
6103(i)(7)(A) - for FBI-initiated requests. See next slide) 

• Provision expired December 31 ,2003 and was renewed in 
—Octobe r , 2004. 

Tax Records - Return Info 
Other Than Taxpayer Return 

. • 26 USC 61030X7XA) provides for formal written reqnen by FBI Director or 
ha delegee to the IRS far dsdosore of return mformanoo (other than taxpayer 
mum information) to m employee posonally and directly engaged in the • 
response to or investigation of any temmst ioadent. thro« or comfy-!%I o r : 

process of delegating that aathomy such that the FBI can formally make a 
request of the IRS for audi information. (IRS requested detegatsn and picfcu: 

- to provide information under tha provision rather than 6103 (i)(3XC) «nee 
. this provision was intended for use when the FBI initiated the itqueft.) 

• 26 USC 6103(iK7KB) - provides for a forma! written request by the i n d o f ' 
' anottcUigcraqge^forthedtsckKuroofreaminfonxiat^ 

taxpayer return mfonrmtion) to any mteUuesoe agency pereonad who are - ̂  
- personally and direcdy engaged m the coflecticn or malytia of iatefligcpcc a d 1 . coontertntdligcnee information pot investigation c c m n a g 8By tttiuiilr 

mddent, threat or activity ^ 
• These provtsio&s have net been used, expired December 31,2003, but were -

renewed in October, 2004. 

Tax Records - Return Info 
Other Than Taxpayer Return 

• Thus, knitted access to taxpayer return information if no criminal -
nexus . - ; -

• Can get taxpayer return information other than taxpayer return in 
national security - terrorism related case - but not in pure intelligence 
case 

• Per 26 USC 72BA, there are misdaneanor criminal penalties that 
attach to unauthorized inspection or return information ? thus, need to , 

i-«;'"..bo caraflil when accectins any type of tax return information s 
| WV m TRS on ¿^closure matters and court orders - j | 

As a general matter, can get taxpayer return information if not getting 
• 'it firm the IRS - • . ? -
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Tax Records -
Use in Proceedings 

• Per 26 USC 61030X4) entitled "Use of certain dtedosed returns and 
. return information m judicial or administrative proceeding" -

taxpayer return information and return information (other thsn 
. taxpayer return information) can be used injudicial or administrative: 

preceding pcrtainira to cnfbroen^ 
statute or related civil forfeiture in which US or federal agency is a 
party - FISA application does not seen to be encompassed hext-, .. 

• Per 26 USC 7213, there arc felony a-tminal penalties that attach to 
unauthorized disclosure of return information 

• . Thus., it is recommended that regardless of how you received return 
A information, it should not be included in a FISA application 

Bank Secrecy Act (BSA) Records 

n • 
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FinCEN 

• 

• 

Financial Crimes Enforcement Network (FinCEN) (part of 
Treasury Dept) - provides intelligence and analytical 
support to law enforcement at federal, state, local, and 
international level, primarily through regulation of the 
implementation of anti-money laundering statutes such as 
the BSA, which require reporting and record-keeping by 
banks and other institutions 
Designed to fieht monev laundering and terrorist financing 

• 

FinCEN 

• FBI rep at FinCEN is SSAl I 

• Intranet website iJ 1 • 
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FinCEN 
To obtain BSA information from FinCEN, difFe] 
nrocmurea lor » • «nri mmina l / rwmngm 7 5 « ! •si h 

FinCEN FinCEN 
• i i-

• Available only in terrorism and money laundering 
cases • • . . . . 

• Need to emaill temesti 
I-..-- • 

1 [ 
1 kna an t-.c. Dotti aoorovea DV SAL; or 
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I llnformation 

• 1- nrivâte rnnrnaml J 

T 
L • 

r 
a 

p n r a r 

letterheadi 1 " " " " * | | o n n » i . 
N o legal process required if information is to s a y within 
the FBI , „-.- .. » , . 

National Security 

1 • 1 

• • 
• Need Director/HQ designee approval 
• 120 davs • • r I — — — 
• Need J 1 _ . 
• N**J 1 I 
r J j 
• meedl | | • 
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r 
] QUESTIONS? 

•NSLB - (202) 324 
i 

• Visit our FBI Intranet site at 
http:/ 
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(OGC) (FBI) 

From: (OGC) (FBI) 
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b7C Sent: 

To: 

Friday, November 04, 2005 7:34 AM 

OGC) (OGA) 

Subject: RE: NSL powerpoint 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

I have others, if you are interested. 
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Orig ina l M e s s a g e 
From| I (OGC) (OGA) 
Sent: ThnreHav. Nnvemher m , 2005 10:51 AM c To 
Subject: NSL powerpoint 

(OGC) (FBI) 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Please send me your latest NSL powerpoint so that I can put it in our electronic library. Thanks. 

b6 
b 7 C Assistant General Counsel 
k o National Security Law Branch 

(202) 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

-v NSbV ï02739 —-

6/19/2006 
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National Security Letters 

National Security Law Branch Ĵ ) 6 
Federal Bureau of Investigation , _ ^ b7C 

National Security Letters 

• NSLs - administrative subpoenas that allow the 
FBI to obtain three types of information: : . 
- Phone and email communication records from telephone 

companies and internet service providers (Electronic 
Comm. Privacy Act) (18 USC 2709) (same information 
as gathered in pen register/TT except historic, not live) 

- Financial institution records (Right to Financial Privacy 
Act) (12 USC 3414(a)(5)(A)). 

- Credit bureau info - identity of financial institutions 
where consumer maintains or maintained an account: 
and consumer identifying information (includes names 
associated with person, current/former addresses and 

J' places ofemployment) (Fair CreditReportingAct) (IS 
USC I b s l u (a), (b)J 

National Security Letters 

• Prior to Patriot Act, standard for getting NSL was that the 
target be tied to foreign power. 

• Under Section SOS of the Patriot Act, lesser standard - . 
only need the information to be "relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities provided that such an 
investigation of b United States person is not conducted - -
solely on the basis of activities protected by the first 
amendment of the Constitution of the United States." 

• Prior to October .31,2003, could only get NSL in full; now 
< can get it in PI or full investigation 

• Subject of NSL does not need to be target of investigation, 
as long as expected information is relevant to authorized 
investigation 

National Security Letters 

' • Prior to Patriot Act, approval authority could be no lower than Deputy 
Assistant Director, Petnot Act allowed delegation down to the SACs. 

• Currently, approval authority has been delegated to 
• • Deputy Dinxur . •>. 

• I'm inin a wi mi ii rum in (nnp n • nrt~f >•••> 
a Aabuia Dbo^mctaargB, tad «QDADi tor CVCr/Cyber s . 
• Oewii Dotty Qeaexti Comid NUiodiI Seccoty AfGoa, and 

Senior Cored ttr Nanooi] Secnrby A A n 
• Aaiiuat Directs tn Charge, end iD SACi in NY. D.C., and LA 
• AS SAC« a otter field iSvumbs -t •.; . •:.••. * -

• Acting SAC cannot sign NSLs. 
• If do not have SAC mfieU office can send EC to NSLB requesting • 

that we draft ihe NSL and send it out 

National Security Letters 

• For all NSLs, issuing office must prepare two documents: 
(1) the NSL itself; and (2) an EC approving the NSL and 
documenting the prediction 

• All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

• All NSLs should identify the statutory authority for the 
request, the tjpe of records requested, and provide 
identifying information to assist the company in processing 
the request 

• All NSLs require a certification that the records sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of first amendment rights. 

, National Security Letters 

• All NSLs should have a non-disclosure warning 
• All NSLs should say that the information should be personally 

delivered to the FBI or sent by a restricted delivery service, not mailed 
nor sent by non-secure fax 

• Per OG C guidance, all NSLs must be personally served on or sent by 
restricted aelivey service, not mailed or sent by non-secure tax to the 
company (even though they are not classified, the fact of a named 
target and a reference to an IT or intelligence investigation would 
imply that the target is die subject of an National Security 
investigation, which tact is classified) 

• All NSLs should have a reasonable return date 



National Security Letters 

Certain NSLs have an attachment suggesting the type of 
information that the company may considered to fall 
within the parameters of the statute. For example: 
- Toll billing records I 

Financial recoriTT 

National Security Letters 

1 • September 2004 NYSD federalcourt decision holding that NSL 
statutes ait unconstitutional because they do not provide for a 
challenge by the recipient of the NSL to die NSL or to the non-
disclosure provision; and because the non-disclosure provision is 
mandatory without any certification or explanation in a particular case, 

a Court found a First Amendment violation in the mandatory nature of 
thenoiKlisclosuFepnnvton.absmtt 

V abserre of exception for disclosure to attcraeys for legaladvi^ 
others in entity needed to assist is pcod^ctton (later provision is found 

~ in some but oot all NSL statutes)' - v 
. i There are now draft revisions in Congress to rectify the problems that 

the Coat found - to provide fora challengeby the redpteitt to NSL 
, itself; to provide for a certification by die rBI that the non-disclosure 

provision is necessary in this particular case; to provide far a challenge 
: by the recipient of the NSL to that certification; and to provide for ; . 

. • mechanism for government to enforce NSL. • • .. 
J • In meantime, there s a stay of the Court's decision and we can 

lYwttinii» in NCIMI NS1 « 

Full Credit Reports - Court Order 

• In addition to FCRA, 15 USC 1681u(a) and (b) 
* information (financial institutions and consumer 

identifying information), under 15 (JSC 168lu(c), can get 
full consumer report in Cl and CT cases by ex parte Court 

• order • 
• Section 505 of Patriot Act changed standard for FCRA 

Court oider for consumer report - eliminated requirement 
that target is tied to foreign power (same change as with 
respect to NSLs) and created standard of relevance to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities provided 

- that an investigation of a USP is not conducted solely on 
the basis of first amendment rigiits. 

• In addition to FCRA, 15 USC 1681u(a) and (b) 
* information (financial institutions and consumer 

identifying information), under 15 (JSC 168lu(c), can get 
full consumer report in Cl and CT cases by ex parte Court 

• order • 
• Section 505 of Patriot Act changed standard for FCRA 

Court oider for consumer report - eliminated requirement 
that target is tied to foreign power (same change as with 
respect to NSLs) and created standard of relevance to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities provided 

- that an investigation of a USP is not conducted solely on 
the basis of first amendment rigiits. 

Full Credit Report NSL - IT cases 

• Patriot Act added I681v to FCRA to authorize NSLs to 
obtain full "consumer report of a consumer and all other , 
other information in a consumer's file" (not just identity of 
financial institution or consumer identifying information) 
in IT cases only 

• Full credit report to be provided to "a government agency 
authorized to conduct investigations of, or intelligence or 
counterintelligence activities or analysis related to, 
international terrorism when presented with a written 
certification by such government agency that such 
information is necessary for the agency's conduct of such 
investigation, activity or analysis." » 

National Security Letters 

• The cover EC serves four functions: 
- It documents the predication for the NSL by stating why the 

infonnation sought is relevant to an investigation 
- It documents the approval of the NSL by field supervisor 
- It contains information needed to fulfill Congressional reporting 

requirements for each type of NSL 
- It transmits the NSL to NSLB.CTD/CI/ Cyber, and the requesting 

squad or delivering field division for delivery if necessary 
• For reporting purposes, the EC must include case file 

number, subjects USP status, type of NSL issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the NSL 

RFPA National Security Letters 

"1 »•: October 2003 change rathe«tatutegw^expinditbedefinitiooof "flnwdri 'i 
msbtutmsw upon which we can serve NSL« under the RFPA 

• Per3l USC 3312(aX2X the list iactodes:amedb^ccaBmcradbankorr 
•trust consany; ruH t*»- aedit wiidq; thrill isstitntkni; broker or dealer.' 
registered with t u SEC; isvtstmettba&te or i i r m t a ^ 

- exchange; issuer, ledeeuwt or cashier of tavdeo* cbecta, checks, money 
«, . qrfai; epenof of a credit card system; lusuranoe company; pnndnoktr; loan 

a . or finance conguny; ttavel agency; licensed sender of tooney; tdegraph 
oonyany, person involved m re« csttte doringB and settlement»; USPosta! 

v .- S e w ^ ; agCTcy^US^teilocalgov'taoTy^w^^yoi^cgomg; casino; 
. have lagh degree of asefehwaa m cnounai, tax or reguhsory matte« -

' • List of "fmanaal rortmrnoos" whose rcconb are protected anda- RFPA 
remains limned, so there maybe cotttes that oonkt voluntarily produce their 

- finsncul records under the RFPA If they refew to do so, they can be subject .. 
• to an NSL ..' 
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Full Credit Report NSL - IT cases 

• Same basic approval authority as other NSLs 
(Deputy Director, EAD for CT/ CI; AD and all 
DADs for CT, General Counsel, Deputy General 
Counsel for National Security Affairs, Senior 
Counsel for National Security Affairs, ADICs and 
SACs in NY, D.C., LA, and all SACs in other 
field offices) 

• Includes non-disclosure provision 
• Consumer reports in non-IT cases still require 

court order 

Full Credit Report NSL - IT cases 

• As with other NSLs, subject of NSL does not have 
to be target of the investigation 

• Same mechanism as other NSLs - Cover EC and 
NSL itself 

• Although no congressional reporting requirement 
- cover EC should still state the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL 

Dissemination of NSL Information 

• Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in The AG's Guidelines for 
FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG) - i.e, the rules that 
apply to information sharing with DOJ, federal, 
state and local authorities wherein share if 
information relates to the responsibility of the 
entity 

Dissemination of NSL Information 
• Per the NSIG, NSL information dissemination is also 

subject to specific statutory limitations (e.g. toll record 
NSL statute, ECPA, 18 USC 2709, and financial record 
NSL statute, RFPA, 12 USC 3414(a)(5)(B), permit 
dissemination if per the NSIG and information is clearly 
relevant to responsibilities of recipient agency; credit 
report 1681u NSL statute, FCRA, 15 USC 1681u, permits 
dissemination to other federal agencies as may be 
necessary for the approval or conduct of a FCI 
investigation; no special statutory rules for dissemination 
of IS USC 1681v information) 

Payment for NSL Information 
• NSL for toll records/email accounts, ECPA, does not 

provide for reimbursement of costs, although some offices 
do pay when requested in order to keep on good terms with 
service providers 

• NSL for financial records, RFPA, requires reimbursement 
of costs; Title 12. CFR Part 219, and appendix, provides •' 
reimbursement cost schedule 
NSL for financial institution information and consumer • 
identifying information, FCRA, section 168 lu, provides 
for payment but no schedule has been promulgated 
NSL for full credit reports, FCRA, section 1681vdoesnot. 
provide for reimbursement of costs 

] QUESTIONS? 

•NSLB - (202) 324-3951 

J 
•Visit our FBI Intranet site at 

http:, 
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National Security Letters 

National Security Law Branch 
Federal Bureau of Investigation 

National Security Letters 
• NSLs -administrative subpoenas that allow the! 

FBI to obtain three types of information: 
- Phone and email communication records from telephone 

corrqiames and internet service providers (Electronic 
Comm. Privacy Act) (18 USC 2709) (same information 
as gathered in pen register/TT except historic, not live) 

- Financial institution records (Right to Financial Privacy ' 
Act) (12 USC 3414(a)(5)(A)) 

- Credit bureau info - identity of financial institutions : 
>: where consumer maintains or maintained an account; 

! and consumer identifyingurforniation (includes names -: 
associated with pason, current/former addresses and 

J places of employment) (Fair Credit Reporting Act) (15 
USC 168lu (a), (b)) 

National Security Letters 

• Prior to Patriot Act, standard for getting NSL was that the 
target be tied to foreign power. 

• Under Section 505 of the Patriot Act, lesser standard-
only need the information to be "relevant to an authorized 
investigation to protect against intemational terrorism or ' 
clandestine intelligence activities provided that such an 
investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment ofthe Constitution of the United States." 

• Prior to October 31,2003, could only get NSL in full; now 
. can get Um PI or fiill investigation 

• Subject of NSL does not need to be target of investigation, 
as long as expected information is relevant to authorized 
investigation 

National Security Letters 

i . Prior to Patriot Act, approval authority could be no lows- than Deputy 
f\, Assistant Director, Patnot Act allowed delegation down to Ac SAJC& , 
• v Currently, approval authority has been delegated to; 

: • Deputy DseBcr -
• • EiceadiveAaritta D i n a r (BAD) te CTXX 

..• AinstaBtOinxtcniDchvgB.flndaDDADaftrCIO'/Cyber'̂  •'• 
• Oeacnl Comari, Deputy O o e n l Cooad te National Security Affata, «od-

- • ~ SericrCocffld fir Nstidool Scanty Atom 
m Amam DbBtor in Charge, end «U SAC» b NY. D.C., and LA > 
• All SACi boil«» t d i i h U m • : 

• Acting SAC cannot sign NSL«. 
• If do net hsve SAC in field office, can lead EC to NSLB requesting 

that we draft the NSL «ad rad it out 

National Security Letters 

• For all NSLs, issuing office must prepare two documents: 
(1) the NSL itself; and (2) an EC approving the NSL and 
documenting the prediction 

• All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

• All NSLs should identify the statutory authority for the 
request, the tjpe of records requested, and provide 
identifying information to assist the company in processing 
the request 

• All NSLs require a certification that the records sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of first amendment rights. 

t National Security Letters 

• All NSLs should have a non-disclceure warning 
• All NSLs should say that the information should be personally 

delivered to the FBI or sent by a restricted delivery service, not mailed 
nor sent by non-secure fax 

• Per OG C guidance, all NSLs must be personally served on or sent by 
restricted delivery service, not mailed or sent by non-secure faxed to 
the company (even though they are not classified, die fact of a named 
target and a reference to an IT or intelligence investigation would 
imply that the target is the subject of an National Security 
investigation, which fact is classified) 

• All NSLs should have a reasonable return date 

NSL VIO-2744 
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National Security Letters 

Certain NSLs have an attachment suggesting the type of 
information that the company may considered to fall 
within the oarametets of the statute. For example: 

Toll hillinp rw^ftl'i I 

National Security Letters 

• The cover EC serves four functions: 
- It documents the predication for the NSL by stating why die 

information sought is relevant to an investigation 
- It documents the approval of the NSL by field supervisors 
- It contains information needed to fulfill Congressional reporting 

requirements for each type of NSL 
- It transmits die NSL to NSLB, CTD/CI/ Cyber, and the requesting 

squad or delivering field division for delivery if necessary 
• For reporting purposes, the EC must include case file 

number, subjects USP status, type of NSL issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the NSL 

National Security Letters 

• September 2004 NY SD federal court decision holding that NSL 
statutes are unconstitutional because they do not provtde for a 
challenge by die recipient of the NSL to the NSL or to the non- ; 

. disclosure provision; and becanse die non-disctostffe provision is 
mandatory without any certification or explanation in a particular case. 

• Court found aFirst Amendment violation m die mandatory nature of 
die non-dsclosure provision, absence of procedure to challenge it, and 
absence of exception for disclosure to attorneys for legal advice, and to 
others in entity needed to assist in production (latter provision is found 

/ in some but not all NSL statutes) 
m There are now draft revisions in Congress to rectify the problems that 

toelÇtopnn^fcrac^^ 
•' provision is necessary in this particular case; to provide for a challenge 

^ by die recipient of the NSL to that certification; and to provide for 
mechanism for goverrenent to enforce NSL 

-.«, In meantime, thereis a stay of the .Court's decision and we can > -• ^ t t t l W t f t ^ M g t « ' -̂  - • •-•- .:••••. •• > • • - . 

RFPA National Security Letters 

'Oetobcr 2003 dusse njthe fttfute sreitly cipmdi tho définition of "fiiwcul -
HNimniM' apoo wtncfa we cm wrve NSU tmdcr tfae RFPA 

•«. Por3l USC 53I2(«X2\ thé ta* ndqdtt: imired bwifci «munerail baalc or 
H g g w l w S [fccSEC. ipvfHiiiwiiil hwfaroriffiKiiuial conygny„ canency 
gfhimfi MKtj Hdwukl or OBhiCT of tiivelcn' rtirrh, t'hwIn, ipoogy . 

. flddKupaini of i crédit cud systeo; nsnisDce compiiiyï pMBbnkcr Ion 
. or âocnce Company; tffvet ageocy; bceosed andcf of moneyï teteaxpfa • 
. ooaoaafi posons mvalved m rosi estrte docugi and seatanaBs;tJS Postal 
. Servies; ageacyofUS/suteffoca] gov'i cajryutgool anyoffbrcfomg; casino;" 
any bnsmeas xunilar to Ibe above Im; any bunstas wlioee cash bansaciioiis -

:B Lat of "ftwanrnU HHHIiimiB wbœe reoonls are jHUnud mder RFPA 
iwihiih hjBrted, tottafeiaay becBiiiiw thitcoiild voloiilanlyiMBdiicethor. • 
fiiia&elllnooiœoixfcrlfaeRFPAndiflheyrdlnetodoso^cotbcycube -

V «utseatotnNSL -

Full Credit Reports - Court Order 

• In addition to FCRA, IS USC 1681u(a) and (b) 
information (financial institutions and consumer 

. identifying information), under IS USC 1681u(c), can get 
foil consumer report in Cl and CT cases by ex patte Court . 

.•order; 
• Section S05 of Patriot Act'changed standard for FCRA 

Court order for consumer report - eliminated requirement 
^ that target is tied to foreign power (same change as with 

respect to NSLs) and created standard of relevance to an 
.": authorized investigation to protect against international 

terrorism or clandestine intelligence activities provided 
that an investigation of a USP is not conducted solely on 
the basis of first amendment rights. 

Full Credit Report NSL - IT cases 

• Patriot Act added 168 Iv to FCRA to authorize NSLs to 
obtain full "consumer report o f a consumer and all other 

. other information in a consumer's ffle" (not just identity of 
. financial institution or consumer identifying information) 

in IT cases only 
• Full credit report to be provided to "a government agency 

authorized to conduct investigations of, or intelligence or 
counterintelligence activities or analysis related to, 
international terrorism when presented with a written 
certification by such government agency that such 
information is accessary for the agency's conduct of such 
investigation, activityor analysis." , , 

NSL VIO-Z745 2 



Full Credit Report NSL - IT cases 

• 

• 

• 

Same basic approval authority as other NSLs 
(Deputy Director, EAD for CT/ CI; AD and all 
DADs for CT, General Counsel, Deputy General 
Counsel for National Security Affairs, Senior 
Counsel for National Security Affairs, ADICs and 
S ACs in NY, D.C., LA, and all SACs in other 
field offices) 
Includes non-disclosure provision 
Consumer reports in non-IT cases still require 
Court order 

• 

Full Credit Report NSL - IT cases 

• As with other NSLs, subject of NSL does not have 
to be target of the investigation 

• Same mechanism as other NSLs - Cover EC and 
NSL itself 

• Although no congressional reporting requirement 
- cover EC should still state the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL b2 

b7E 

Dissemination of NSL Information 

• Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in The AG's Guidelines for 
FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG) - i.e, the rules that 
apply to information sharing with DOJ, federal, 
state and local authorities wherein share if 
information relates to the responsibility of the 
entity 

Dissemination of NSL Information 
• Per the NSIG, NSL information dissemination is also 

subject to specific statutory limitations (e.g. toll record 
NSL statute, ECPA, 18 USC 2709, and financial record 
NSL statute, RFPA, 12 USC 3414(a)(5)(B), permit 
dissemination if per the NSIG and information is clearly 
relevant to responsibilities of recipient agency; credit 
report 168 lu NSL statute, FCRA, 15 USC 1681 u, permits 
dissemination to other federal agencies as may be 
necessary for the approval or conduct of a FCI 
investigation; no special statutory rules for dissemination 
of 15 USC 1681v information) 

Payment for NSL Information 
• NSL for toll records/email accounts, ECPA, does not 

prbvideforreimbursement of costs, although some offices 
do pay when requested in order to keep on good terms wilfr 

. service providers "'* 
• NSL for financial retards, RFPA, requires reimbursement ; 

of costs; Title 12, CFR Part 219, and appendix, provides 
reimbursement cost schedule ' • 

• NSL for financial institution information and consumer 
identifying information, FCRA, section 1681 u, provides 
for payment but no schedule has been promulgated 

• NSL for full credit reports, FCRA, section 1681 v does not 
provide for reimbursement of costs 

QUESTIONS? 

b6 
b7C 
b2 

NSL VIO-2746 



Message Page 1 of 1 

(OGC) (FBI) 

From: 

Sent: Tuesday, November 23, 2004 11:12 AM 

(OGC) (FBI) 

b6 
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To: ( F B I ) 

Subject: NSLs 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

Enclosed is the NSL powerpoint that I 
know if you have any questions 

jromised you yesterday. Slide 18 deals with NSL reimbursement. Let me 

SENSITIVE BUT UNCLASSIFIED 

.. : V l ì „ I ! ! MSL VIO-2747 

6/5/2006 
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Investigative Tools for 
Intelligence Investigations 

National Security Law Branch 
Federal Bureau of Investigation 

National Security Letters 

a NSLs - administrative subpoenas that allow the 
FBI to obtain three types of information: 
- phone and email communication records from telephone 

companies and internet service providers (Electronic 
Comm. Privacy Act) ( 18 u s e 2709) (same information 
as gathered in pen register/TT except historic, not live) 

- financial institution records (Right to Financial Privacy 
Act) (12 USC 3414(a)(5)(A)) 

- credit bureau info - identity of financial institutions 
where consumer maintains or maintained an account; 
and ramumer identifying information (includes names 
associated with person, current/former addresses and 
places of employment) (Fair Credit Reporting Act) (15 
USU 168 lu (a), (b)) 

National Security Letters 

• Prior to Patriot Act standard for getting NSL was that the 
target be tied to foreign power. • 

a Under Section 505 of the Patriot Act, lesser standard-
only need the information to be "relevant to an authorized ' 
investigation to protect against international terrorism or 
clandestine intelligence activities provided that such an 
investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment ofthe Constitution ofthe United States." 

• Prior to October 31,2003, could only get NSL in full; now 
can get h in PI or full investigation 

• Subject of NSL does not need to be taiget of investigation, 
äs long as expected information is relevant to authorized 

. investigation , 

National Security Letters 

• Prior to Patriot Act, approval authority could be no lower than Deputy 
Assistant Director, Patriot Act allowed delegation down to the SAC& 

• Currently, approval authority has been delegated to 
• Deputy DbiBg 
• Bxecoth* Aniitnt Director (BAD) ftr CT/CI 

•• • Arnum Dbtcton in ctap.and ¿1 DADi fir CVCT/Cytar. 
• Ococnü Counsel, Onnty Genend Coamd fcr National Security AiBnra, m l 

Senior Counsel to Natfonl Security Aflkns 
. . « AariiiaHl Director in Charge, and tflSACi in NY, D.C-,nkl LA . 

• AilSACataateflddllnMom 
• Acting SAC cannot sign NSL». 
• Ifito not hsvc SAC mficM office, can send EC to NSLB requesting 

tint we draft the NSL and tend It cut ' 

National Security Letters 

• For all NSLs. issuing office must prepare two documents: 
(1) the NSL itself; and (2) an EC approving the NSL and 
documenting the prediction 

• All NSLs must be addressed to the specific company point 
of contact (many of which are listed on NSLB's website) 

• All NSLs should identify the statutory authority for the 
request, the type of records requested, and provide 
identifying information to assist the company in processing 
the request 

• All NSLs require a certification that the records sought are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities 
and that an investigation of a USP is not conducted solely 
on the basis of first amendment rights. 

National Security Letters 

• All NSLs should have a non-disclosure warning 
• All NSLs should say that the information should 

be personally delivered to the FBI, not mailed 
• All NSLs must be personally served on or secure 

faxed to the company (even though they are not 
classified, the fact of a named target and a 
reference to an IT or intelligence investigation 
would imply that the target is the subject of an 
National Security investigation, which fact is 
classified) 

: - . . - - ..-NSL,¥ÎQT27.48 . ... ... :. ^ . -
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National Security Letters 

• Certain NSLs have an attachment suggesting the type of 
information that the company may considered to fall 

J 

J 

National Security Letters 

• The cover EC serves four functions: 
•• It documents the predication for the NSL by stating why the 

information sought is relevant to an investigation 
- It documents the approval of the NSL by field supervisare 
- It contains information needed to fulfill Congressional reporting 

requirements for each type of NSL 
- It transmits the NSL to the requesting squad or delivering field 

division for delivery 
• For reporting purposes, the EC must include case file 

number, subjects USP status, type of N S L issued, and the 
number of phone numbers, email addresses, account 
numbers or individual records being requested in the N S L 

National Security Letters 

1 • September 2004 NY SB federal court decision holduy that NSL 
" . statutes are unconstitutional because they do not provide for a s. 

challenge by the recipient of the NSL to the NSL or to the non- > 
disclosure provision; and because the non-disclosure provision is 

• ; mandatory without any certification or explanation in a particular case.. 
• Court found a First Amendment violation in the mandatory nature of .. 

the non-disclosure provision, absence of procedure to chafiengs it, and 
absence of exception for disclosure to attorneys for legal advice, and to . 
others in entity needed to assist in production (latter provision is found 
in some but not all NSL statutes) 

• There are now draft revisions in Congress to rectify the problems that 
- die Court found - to provide for a challenge by the recipient to NSL 

itsflÇ to provide for a certification by the FBI that the noo-disekeure • 
provision is necessary in this particular case; to provide for a challenge 
by the récipient of fee NSL to that certification; and to próvidefar, 
mechanism for government to enforce NSL. , ' ^ > -

J .a fomearSim^ there is a stay of the Court's decision and wecan- . , 

ECPANLS 

• Wide variety of information that we may obtain 
under "toll billing records" 

• Should contact ECAU in formulating NSL 
lanepee-see their website as to the PQC : 
total btv 

n» 
a 

• 
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RFPA National Security Letters 

• Recent change in the statute greatly expands the definition of 
"financial institutions" upon which we can serve NSLa under the 

. RFPA 
• Per 31USC 5312(a)(2), flic list inc ludes : !™^ bank; a m n e ^ 

bank or trust company; private banker; crédit union; thrift instftuticn; 
broker ordealer registered with the SEC; investment banker or, 
investment caiq}any*„ cunvncy exchange; issuer, redeemer or cashier/ 
of travelers' checks, checks, money oroers; operator o f t credit card 
system; insurancecomnny; pawrorolcer, loan or finance company;, 

, travel agency; licensed sender of money; telegraph Mmpam-.pmom 
involved in reai estate closings and settlements; US PcetaJ Service,; 
agency of UVstate/local gov tcanying out any of foregoing; casino; ' 
any business similar to the above 1st; any business whose cash 
transactions have high degne of usefulness in criminal, tax or 
regulatory matters 

Full Credit Reports - Court Order 

• In addition to FCRA, 1 S U S C 1681u(a )and(b) 
information (financial institutions and consumer 
identifying information), under 15 USC 1681u(c), can get 
full consumer report in C l and C T cases by ex parte Court 

• order ' . . 
a Section 505 of Patriot Act changed standard for FCRA 

Court order fo r consumer report - eliminated requirement 
J. • that target is tied to foreign power (same change as with 
!'*. respect to NSLs) and created standard of relevance to an 

authorized investigation to protect against int ' l terrorism or 
clandestine intelligence activities provided that an 
investigation of a USP is not conducted solely on the basis 
of first amendment rights. 



Full Credit Report NSL - IT cases 

• Patriot Act added !681v to FCRA to authorize NSLs to 
obtain full "consumer report of a consumer and all other 
other information in a consumer's file" (not just identity of 
financial institution or consumer identifying information) 
in IT cases only 

• Full credit report to be provided to "a government agency 
authorized to conduct investigations of, or intelligence or 
counterintelligence activities or analysis related to, 
international terrorism when presented with a written 
certification by such government agency that such 
information is necessary for the agency's conduct of such 
investigation, activity or analysis." 

Full Credit Report NSL - IT cases 

• 

• 

• 

Same basic approval authority as other NSLs 
(Deputy Director, EAD for CT/ CI; A D and all 
DADs for CT, General Counsel, Deputy General 
Counsel for National Security Affairs, Senior 
Counsel for National Security Affairs, ADICs and 
SACs in NY, D C., LA, and all SACs in other 
field offices) 
Includes non-disclosure provision 
Consumer reports in non-IT cases still require 
court order 

• 

Full Credit Report NSL - IT cases 

• As with other NSLs, subject of NSL does not have 
to be target of the investigation 

• Same mechanism as other NSLs - Cover EC and 
NSL itself 

• Although no congressional repotting requirement 
- cover EC should still state the number of reports 
requested, in the event we are asked by Congress 
about the use of this NSL 

Dissemination of NSL Information 

• Information obtained through the use of NSLs 
may be disseminated in accordance with general 
standards set forth in AG guidelines - i.e, the rules 
that apply to information sharing with DOJ, 
federal, state and local authorities wherein share if 
information relates to the responsibility of the 
entity 

Dissemination of NSL Information 
• Per the AG guidelines, NSL infonnation dissemination is : ' 

i also subject to specific statutory limitations (ejj. toll record 
NSL statute, ECPA, 18 USC 2709, and financial record 
NSL statute, RFPA, 12 USC 3414(a)(5)(B), permit 
dissemination if per AG guidelines and information is 

. clearly relevant to responsibilities of recipient agency; 
credit report 168 lu NSL statute, FCRA, 15USC1681u, 
permits dissemination to other federal agencies as may be -
necessary for the approval or conduct of a FCI 
investigation; no special statutory rales for dissemination 
of 15 USC 1681 v information) 

Payment for NSL Information 
NSLfortoll records/emailaccounts, ECPA,does not 

*' provide for reimbursement of costs, although some offices 
do pay when requested in order to keep on good terms with 
service providers 

• NSL for financial records, RFPA, requires reimbursement 
of costs; Title 12, CFR Part 219, and appendix, provides 

' reimbursement cost schedule 
• NSL for financial institution information and consumer 

identifying information, FCRA, section 168tu, provides 
for payment but no schedule has been promulgated 

• NSL for full credit reports, FCRA, section 1681 v does not 
provide for reimbursement of costs 

- NSL VIO-2750 



FISA - Business Records 

• Under FISA, 50 USC 1861, FBI can apply to 
FISC for an ex parte order for business 
records (note: other sections of FISA say that 
AG applies to Court for order) 

• When added to FISA in 1998, limited to 
business records from common earners, 
public accommodations, vehicle rentals, 
storage facilities and standard was specific 
and articulable facts that records related to, 
agent of foreign power 

FISA - Business Records 
-m Patnot Act expanded universe ot items obtainable, to "any 

tangible things (including books, records, papers, documents 
andother hems)" 

• Patriot Act changed legal standard: "the information to be 
obtained is foreign intelligence information not concerning a 
US person, or is relevant to an ongoing investigation to 
protect against international terrorism or clandestine 
intelligence gathering activities" and investigation of USP 
cannot be based solely on activities protected by First 
Amendment • 

• Same standard as established by Patriot Act for PR/TT; NSLs 

b2 
b7E 

FISA - Business Records 

• FISA permits delegation down to level of ASAC 
• At current time, approval authority has been 

delegated to headquarters officials (Deputy 
Director; EAD for CT/CI; AD and all DADs of 
CT, CI, Cyber, General Counsel, Deputy General 
Counsel for National Security Affairs, and 
Senior Counsel for National Security Affairs) 

• Business records form available for field to fill out 
and submit to headquarters and NSLB (atty 

FISA - Business Records 

• May or may not be able to get records covered by 
other statutes, such as tax returns or educational 
records - O I P R takes position that specific tax and 
educational records statutes govern the 
procurement of those records 

• Library record requests will be subject to scrutiny 
• Applications and FISC Orders are classified -

need to go through special procedures for serving 
classified orders on uncleared person. 

Educational Records 

• Section 507 of the Patriot Act amended the Family 
Educational Rights and Privacy Act of 1974 (FERPA), 20 
USC 1232g (aka the "Buckley amendment"), to provide 
for the AG to submit written application to court of 
competent jurisdiction (OIPR says this does not include 
FISC) for ex parte order requiring educational institution to 
provide educational records "relevant to an authorized 
investigation or prosecution of [certain defined federal 
terrorism offenses] or an act of domestic or international 
terrorism" 

• Must provide certification that there are specific and 
articulable facts giving reason to believe that the education 
records are likely to contain information relevant to such 
an investigation 

Educational Records 

• Education records defined in FERPA as "those records, 
files, documents and other materials which ( 1 ) contain 
information directly related to a student; and (2) are 
maintained by an educational agency or institution or by a 
person acting for such agency or institution." 

• Educational institution is immune from liability if it 
complies with court order 

• Institutions are not supposed to tell target of the request, 
since court order is ex parte, but no particular provision of 
statute provides for secrecy of the AG application - would 
need to include such provision in the court order 

• General record keeping requirements of the school do not 
apply to the ex parte order 

• Procedures for submitting a request for such an application 

4 
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Educational Records 

• Patriot Act's amendment to Buckley was an expansion of 
the availability of student records, which are generally 
protected under 20 USC 1232g, which specifically sets 
forth who may be granted access to such records. 

• Until this change in the Patriot Act, records were only 
available (and remain available) with the written consent, 
of the student, a court order, or a GJ or law enforcement. 
subpoena (if by court order or subpoena, student must be 
notified in advance of compliance unless a court orders 
non-disclosure) 

• Thus, if have criminal nexus, can obtain such records 
through subpoena and can obtain court order to prevent 
school from notifying student of dissemination of the 
records 

Educational Records 

• Statute permits a school (but doesn't require it) to release 
"directory information" (name, address, telephone, DOB, 
field of study, dates of attendance, degrees and awards . 
received, participation in official activities and sports, etc.) 
without student consent or court order 

• Statute requires that students be afforded an opportunity to 
forbid release of directory information without their prior 
consent or court order , 

• Schools unlikely to release directory information, even • 
though permitted, without notifying students 

Educational Records 

• Statute applies to student academic records so , 
does not protect records kept by campus law 
enforcement or records maintained by medical 
professionals affiliated with the school; nor does it 
protect records of employees 

• FBI policy, as stated from 1976 and 1996, is not to 
request or accept or use information from sources 
or other employees at educational institutions ' 
obtained from student records 

' Educational Records 

* 1 
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Tax Records 

• LIMITATIONS ON TAXPAYER RETURN INFORMATION: 

• Tax administration case: 26 USC 6103(hXI),(2) - IRS employees can g d 
access to tax recoids without a court onlcr, and the information can be 
disseminated to DOJ/FB1 employees personally and directly engaged is the 
proceeding, without a court order, upon request from the AG, DAG or Ass't 
AG to the Treasury Secretary 

- Thus, even if JTTTF IRS member has acccss to tax recoids fin-tax 
administration purposes, he cannot share it with other members of JTTTF 
unless for tax administration purposes. 

• Non-tax criminal case: 26 USC 6l03(iXl)<A), (B) • federal employees 
(including IRS and DOJ) personally and directly engaged in the proceeding 
can get access to taxpayer return information via an ex parte court order 

- thus, if there is a criminal nexus in your case, and you need taxpayer 
return information, you can obtain tt through an ex parte court oracr 

Tax Records -
Taxpayer Return Information 

• Intelligence case: 26 USC6103(i)(7)(C)-provided for 
AG application to a federal district court for an ex parte 
court order to disclose taxpayer return information to 
federal intelligence or LE agency employees personally 
and directly engaged in any investigation, response to, or 
analysis of intelligence and counterintelligence information 
concerning any terrorist incident, threat or activity. 

• However, provision expired December 31,2003 and was 
never used and never renewed 

• Thus, at present time, no way to get taxpayer return 
information in intelligence case if no criminal nexus 



Tax Records - Return Info 
Other Than Taxpayer Return 

• LIMITATIONS ON RETURN INFORMATION OTHER 
THAN TAXPAYER RETURN INFORMATION - terni 
defined as information gathered during course of tax 
investigation that did not come from taxpayer 

• Non-tax criminal case: 26 USC 6301(i)(2)(A), (B) -
federal employees personally and directly engaged in the 
proceeding can have access to return information (other 
than taxpayer return information) upon written request 
from head of agency, 

Tax Records - Return Info 
Other Than Taxpayer Return 

« Never used provision - 26 USC 6I03(iX7)(A) provided for famaJ 
written request by FBI Director or his deiegee to the IRS for disclosure 
of return information (other than taxpayer return information) to an 
employee pusonally and directly engaged in the response to or 
investigation of any tesronst incident, S r a t or activity 

• Never used provision - 26 USC 6103(iX7)(B) - provided far a ftnnal 
: -t... written request by the head of an intelligence agency for the dnctaiire 

of return infennation (other than taxpayer return information) to any ;;; ; ; 
. < > intelligence agency poscmnel who are personally and directly engaged 

; in the collection or analysis of intelligence and counterintelligence 
. iitfoimation nor investigation concerning any terrorist incident, throat 

or activity. 
• These provisions were never used, expired December 31; 2003 and -

have not been renewed 

Tax Records - Return Info 
Other Than Taxpayer Return 

• Thus, in intelligence cases, we cannot tjet return 
information otfcr than taxpayer return information, nor can 
we get taxpayer return information, unless case has 
criminal nexus 

• Per 26 USC 7213 A, there are misdemeanor criminal 
penalties that attach to unauthorized inspection or return ' 
information • thus, need to be careful when accepting any 
type of tax returo information 

• POC at IRS on disclosure matters and court orders -

Tax Records - Return Info 
Other Than Taxpayer Return 

• Intelligence case: 26 USC 6103(i)(3)(C) provided that we 
could get (and did get) from the IRS (including the IRS rep 
on JTTTF) return information (other than taxpayer return 
information) "that may be related to a terrorist incident, 
threat or activity" - IRS rep needed permission to disclose 
from an IRS disclosure officer, once permission received, 
information was disseminated to FBI, and IRS disclosure 
officer formally notified Director of the FBI of the 
disclosure 

• However, that provision expired December 31,2003 and 
has not been renewed 

Tax Records -
Use in Proceedings 

Per 26 USC 6 i 03(>)<4) entitled U s e of certain disclosed returns and 
return information in judicial or administrative proceeding" -
taxpayer return information and return information (other than 
taxpayer return information) can be used in judicial or administrative 
proceeding pertaining to enforcement of a specific federal criminal 
statute or related civil forfeiture in which US or ietterai agency is a 
party - PISA application does not seem to be encompassed here 
Per 26 USC 7213, there are felony criminal penalties that attach to 
unauthorized disclosure of return information 
Thus, it is recommended that regardless of how you received return 
information, it should not be included in a FISA application 

Bank Secrecy Act Records 
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QUESTIONS? 

iNSLB - (202) 324-

• Visit our FBI Intranet site at 

NSt VI02-754 



Follow-up requests to 5/17/2006 OIG Interview of FBI AGC 

1. Effective dates of the two attachments to ECPA National Security Letters which 
list types of information that may be considered by a recipient to be "toll billing 
records." The attachments were marked as Exhibits 2 (shorter version) & 3 
(longer version). 

2. Effective dates of the two attachments to ECPA National Security Letters which 
list types of information that may be considered by a recipient to be an "electronic 
communication transactional record." The attachments were marked as Exhibits 
4 (shorter version) & 5 (longer version). 

3. Your emails and OGC guidance on how to handle "over collections" from any 
type of NSL. 

4. Your emails to "all CDCs" during the period from 1/1/2003 to date in response to 
questions from the field regarding NSL issues or that you initiated to address ad 
hoc questions. 

5. Hard copies of the current model ECs and NSLs (as of March 9,2006) and the 
guidance (as of March 15, 2006) posted on the FBI/OGC's Intranet. A printout 
from the FBI's Intranet was marked as Exhibit 6. (This request may already be in 
process.) 

6. Documents in your hard copy or electronic files relating to the CAU/ NSL issue 
we discussed, including emails; letters sent by CAU to telephone carriers 
requesting information to be followed by an NSL; documents referencing 
meetings with CAU and others concerning this issue; and the forms and 
attachments reflecting the resolution of the discussions with CAU, including the 
follow-up information you referenced . 

7. The name and contact information of the Federal Reserve attorney with whom 
you communicated on the TFOS/ NSL issue we discussed. 

8. The name of the Section Chief at TFOS at the time of the TFOS / NSL issue. 

9. Emails you sent, received, or were copied on regarding the TFOS/ NSL issue. 

10. The FBI's current request for any legislative changes to the NSL statutes, 
including the suggested revisions we discussed to EPCA and the "Buckley" law. 

We would be grateful if you would provide these documents to us with copies to the 
Inspection Division c/o Section Chief David Evans, Audit, Evaluation and Analysis 
Section bv Mav 23. 2006. 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Dates 12/08/2005 

To: Counterterrorism Division Attn: AD, DAD 

Counterintelligence Division AD, DAD 

Cyber Division AD, DAD 

All Field Offices ADIC 
SAC 
CDC 

From: Office of the General Counsel 
National Security Law Branch 
Contact: 

Approved By: Caproni Valerie E 
Hulon Willie T 
Szady David 

Drafted By: 

Case ID #: 319X-HQ-A1487720-OGC 

Title: LEGAL ADVICE AND OPINIONS; 
FBI POLICY RE REIMBURSEMENT OF COSTS TO RECIPIENTS 
OF NATIONAL SECURITY LETTERS 

Synopsis: Provides guidance to the field as to the 
establishment within the FBI of a uniform policy with respect 
to reimbursement of costs to recipients of National Security 
Letters (NSLs) for the production of information responsive to 
NSLs. This guidance provides that where the authorizing 
statute, requires reimbursement, clearly we will continue our 
practice of paying. Where the authorizing statute does not 
reference any form of reimbursement, then the FBI will not pay 
for the information. 

Details: 

Four statutes that provide'for the issuance of 
National Security Letters vary in their provision for 
reimbursement of costs to recipients of NSLs for production of 
information responsive to NSLs. The Electronic Communications 
Privacy Act (ECPA), 18 U.S.C. § 2709, does not provide for 
reimbursement of costs; thus, there is no legal obligation to 
pay for toll billing/subscriber records or electronic 

- - NSt "VÏ02756 
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To: Counterterror!^ifl From: Office of the b^neral Counsel 
Re: 319X-HQ-A1487720-QGC 11/22/2005 

communication transactional records to which the statute 
applies. The Right to Financial Privacy Act (RFPA), 12 U.S.C. 
§ 3415, requires reimbursement of costs for information 
obtained from financial institutions to which NSLs are issued 
under Section 3414(a)(5)(A); Title 12, Code of Federal 
Regulations (CFR), Part 219, and appendix, provides a 
reimbursement of costs schedule.1 The Fair Credit Reporting 
Act (FCRA), 15 U.S.C. § 1681u, requires reimbursement of costs 
for financial institution listings and consumer identifying 
information obtained from credit reporting companies but no 
reimbursement schedule has been promulgated.2 Its 
counterpart, FCRA, Section 1681v, enacted as part of the 2001 
USA Patriot Act, providing for full credit reports in 
international terrorism cases, does not authorize 
reimbursement of costs. 

Variations in Cost Reimbursement Policy Among FBI Field 
Offices 

The differences in the payment provisions of the NSL 
statutes have caused field offices to adopt varying policies 
as to whether they pay bills that are submitted by NSLs 
recipients. When bills are submitted by RFPA NSL recipients, 
the rules are clear. Field offices must and do pay for such 
NSLs based on the reimbursement of costs schedule set out in 
the CFR. When bills are submitted by ECPA NSL recipients, 
where reimbursement is not required, some field offices pay 
the bills as submitted, others negotiate the amount of the 

1 RFPA, Section 3415 provides that "a Government entity shall pay to the 
financial institution assembling or providing financial records pertaining to 
a customer and in accordance with procedures established by this chapter a fee 
for reimbursement of costs as reasonably necessary and which have been 
directly incurred in searching for, reproducing, or transporting books, 
papers, records, or other data required ro requested to be produced. The 
Board of Governors of the Federal Reserve System shall, by regulation, 
establish the rates and conditions under which such payment shall be made. 
Under 12 C.F.R. §219.3, Appendix A, a fee schedule has been adopted, under 
which photocopying is reimbursable at $.25 per page and searching is 
reimbursable at $11 per hour for clerical staff. 

2 FCRA, Section 1681u(e) provides that n[t]he Federal Bureau of 
Investigation shall, subject to the availability of appropriations, pay to the 
consumer reporting agency assembling or providing report or information in 
accordance with procedures established under this section a fee for 
reimbursement for such costs as are reasonably necessary and which have been 
directly incurred in searching, reproducing, or transporting books, papers, 
records, or other data required or requested to be produced under this 
section." 



t '1 To: Counterterrorx~»A From: Office of the General Counsel 
Re: 319X-HQ-A1487720-OGC 11/22/2005 

charge, and others flatly refuse to pay. As to credit 
reporting companies responding to 1681v NSLs,3 at least one 
such company submits bills which, to date, we have paid. With 
respect to credit reporting companies responding to 1681u 
NSLs, at least two have a policy of submitting bills, which we 
pay or intend to pay. While there is no fee schedule 
established, the fees that are or will be charged by credit 
reporting companies for 1681u requests are approximately ten 
dollars, which appears reasonable.4 

The Problem to be Addressed bv this Guidance 

Having canvassed FBI field offices as to whether they 
would like to see the FBI adopt a uniform policy with respect 
to reimbursement of costs of NSL recipients, the Office of the 
General Counsel (OGC) has determined that field offices do in 
fact want a uniform policy. That is the genesis of this 
guidance. However, since this is an operational issue and not 
a legal issue, OGC has also obtained the concurrence of the 
FBI's Counterterrorism Division and Counterintelligence 
Division that a uniform policy is desirable. Thus, this 
guidance is intended to create a uniform policy as to 
reimbursement of costs of NSL recipients, the creation of 
which uniform policy is particularly crucial with respect to 
those statutes which do not provide for compensation, such as 
ECPA and FCRA Section 1681v. 

Rft-imVm-rsement of Costs Incurred by ECPA WSL recipients 

The FBI hereby adopts the policy that, since it has no 
legal obligation to reimburse costs incurred by an NSL 
recipient in producing information sought by an ECPA NSL, that 
it will not pay bills that are submitted by ECPA NSL 
recipients for such information. Its position is supported by 
the fact that the ECPA specifically provides for certain 
instances in which compensation to recipients of legal process 
is available. Those enumerated provisions do not include 
Section 2709.5 Further, since certain NSL statutes do contain 

3 The three major credit reporting companies are Experien, Transunion, 
and Equifax. 

4 Transunion just recently began providing redacted credit reports in 
response to Section 1681u requests, and has announced its intention to charge 
ten dollars for those reports but has yet to do so. Experien currently charges 
$9.20 per report. 

5 Title 18, Section 2706(a) of ECPA provides for a reimbursement fee for 
obtaining "the contents of communications, records, or other information under 

3 
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reimbursement provisions, it is clear that when Congress so 
intended, it did in fact enact such a provision. While there 
is not necessarily any obvious rationale to the determination 
of which NSL statutes contain reimbursement provisions, the 
fact is that Congress has had opportunities to remedy what may 
h a v e b p p n a n o v e r s i g h t - i n f h p K P P A n r m n s i n n a n d h a a n n t rinnp 

Further, to the extent that bills for reimbursement 
submitted by carriers in the past have been paid by field 
offices, they presumably have been done so on the theory that 
payment will encourage cooperation and responsiveness to an 
NSL request. Inasmuch as it is expected that before the end 
of the year, ECPA, as well as other NSL statutes, will have 
been amended to specifically provide the FBI with enforcement 
authority, there will be less of a need for the FBI to seek 
voluntary cooperation of carriers by providing payment to 
which the carriers are not legally entitled. 

Enclosed is a model letter that field offices may want to 
use in response to requests for payment. These letters may 
assume particular importance when addressed to carriers who to 
date have received reimbursement and suddenly find themselves 
cut off from reimbursement under the new FBI policy. 

Reimbursement of Costa Incurred by FCRA Section 1681v NSL 
Recipients 

b5 

section 2702, 2703, or 2704," except the provision does not apply, per section 
2706(c) "with respect to records or other information maintained by a 
communications common carrier that relate to telephone toll records and 
telephone listings obtained under section 2703 of this title. The court may, 
however, order a payment as described in subsection (a) if the court 
determines the information required is unusually voluminous in nature or 
otherwise caused an undue burden on the provider." 

4 
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Therefore, it is now FBI policy not to reimburse the costs of 
recipients of FCRA Section 1681v NSLs. 
Poimhnrsement of Costs Incurred by FCRA Section 1681u NSL 
Recipients 

While FCRA Section 1681u provides for compensation for 
NSLs, there has yet to be promulgated a schedule of such fees. 
It is FBI policy that as a general matter the fee schedule 
adopted for RFPA NSLs should be the basis of compensation for 
S e n t : i o n 1 6 8 1 u N f i T . f i . I 

it may prove more 
sensible to allow for flexibility in how 

offices handles any such bills, with a recommendation 
that they coordinate with one another so that the compensation 
is uniform. 
Conclusion 

OGC recognizes that field offices are likely to need 
further guidance when faced with particular scenarios. There 
may be situations in which lack of compensation is unduly harsh 
in light of the burden placed on the carrier by the NSL 
request. Such situations may be addressed on a case-by-case 
basis.6 

To the extent that there are repercussions with respect to 
the compliance with NSLs, we do now have in place an 
enforcement mechanism for NSLs via the recently enacted USA 
PATRIOT Act Improvement and Reimbursement Act of 2005. That 
statutory authority should serve to ameliorate the possible 
adverse consequences that might ensue at the onset of this new 
policy. 

Any questions about the issues set forth above should be 
addressed to field office Chief Division Counsel or to 

in the National Security Law Branch. 

6 This flexibility is conceptually analogous to the provision of ECPA, 
Section 2706, which authorizes court-ordered compensation when a criminal 
legal process seeking telephone records is especially burdensome. See 
footnote 5. 
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LEAD(s): 
Set Lead 1: (Adm) 

ALL RECEIVING OFFICES 

Distribute to all supervisory personnel involved 
in the investigation of counterintelligence, counterterrorism, 
and cyber cases. 

1 - Ms. Caproni 
1 - Mr. Hulon 
1 - Mr. Szady 
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(OGC) (FBI) 

From: 
Sent: 
To: 
Cc: 

Friday, March 31, 2006 8:38 AM 
FRI s a n v FRI AI i CDCs _ 
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(OGC) (FBI) 
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Enclosed is an EC that has just been uploaded, 319X-HQ-A1487720-OGC, Serial 213, which permits (but obviously, does 
not require) NSLs to be served by non-secure fax under certain conditions. Here are the relevant conditions, as set forth 
in the EC: 

A supervisor must approve the non-secure fax transmission. The FBI 
employee must call and verify that the intended person is waiting at the 
fax machine for the transmission. After the fax has been completed, the 
FBI employee must immediately call and confirm that the fax has been 
received. For each such non-secure fax transmission, there must be written 
documentation reflecting the supervisor's approval and the facts set forth 
above, including the time and date of thé transmission, and the name of the 
recipient party. 

The EC does NOT authorize us to receive the information back from the recipient via non-secure fax. 

I hope this saves a bit of time in the NSL process. 

nslfinaldeliveryservi 
cepart2.w... 

b6 
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SENSITIVE BUT UNCLASSIFIED 

- NSL VIO-2762 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: IMMEDIATE 
To: All Field Offices 

Counterterrorism 

Counterintelligence 

Cyber 

Dates 3/20/2006 
Attns ADIC; 

SAC; 
CDC; 
FCI/IT Supervisors 
AD Hulon; 
DADs; 
Section Chiefs 
Acting AD Bereznay; 
DADs; 
Section Chiefs 

AD Reigel 
DADs 
Section Chiefs 

b6 
b7C 
b2 

From: General Counsel 
National Security Law Branch, LX-1 Room 3S100 
Contact: 

Approved By: 

Drafted By: 

Phalen Charles S Jr 
Caproni Valerie E 

Case ID #: 319X-HQ-A1487720-OGC 
Title: LEGAL ADVICE AND OPINIONS; 

SERVICE OF NATIONAL SECURITY LETTERS 
Synopsis: Provides revised guidance on the service of 
National Security Letters (NSLs) by facsimile, as a follow-up 
to EC dated 6/29/2005 concerning expansion of approved methods 
of delivering NSLs. Specifically, the use of a non-secure fax 
is now an acceptable method of service of an NSL by the FBI. 
References 
Details: 

319X-HQ-A148772Q-OGC, Serial 27 

BACKGROUND: 
The FBI issues NSLs pursuant to numerous statutes, 

including the Fair Credit Reporting Act, 15 U.S.C. §§ 1681u 
and 1681v, the Electronic Communications Privacy Act, 18 
U.S.C. § 2709, and the Right to Financial Privacy Act, 12 
U.S.C. § 3414. The NSLs are not classified. Nor is the 
information that is returned in response to an NSL (NSL return 



Tot All Field Offices From: Security Lj.vision; 
General Counsel 

Re: 319X-HQ-A1487720-QGC 3/20/2006 

information). However, the documents that are transmitted to 
the receiving entity and returned to the FBI do contain 
sensitive information. For that reason, the Office of the 
General Counsel (OGC) had opined in the past that NSLs should 
be personally served upon or secure faxed to the recipient and 
responsive information should be personally delivered or 
secure faxed to the FBI. However, by EC dated 6/29/2005,1 the 
Security Division and OGC issued additional guidance which 
allowed for the delivery of NSLs via a controlled reputable 
delivery service such as Federal Express or the U.S. Postal 
Service's restricted delivery service, and allowed for the 
delivery of NSL return information by any reputable delivery 
service. The restrictions as to the requirement of secure fax 
transmissions remained in place. 

At the time of issuance of that guidance, the 
Security Division and OGC represented that they would address 
the issue of the service of NSLs to the recipient and return 
of responsive information to the FBI by fax machines through 
future guidance. 

While the secure faxing of NSLs and NSL return 
material continues to provide the most security for the 
information, OGC and the Security Division have continued to 
reexamine this issue. We recognize that the requirement of 
secure faxing of NSLs and NSL return information raises issues 
of efficiency, and sometimes potential harm to an 
investigation, as did the requirement of personal delivery. 
Therefore, we have concluded that use of non-secure fax is 
permissible by the FBI in its service of an NSL upon the 
recipient. (The same is not true of faxing of NSL return 
information. See below.) 

However, there are conditions that attach to use of 
a non-secure fax to transmit an NSL to a recipient. A 
supervisor must approve the non-secure fax transmission. The 
FBI employee must call and verify that the intended person is 
waiting at the fax machine for the transmission. After the 
fax has been completed, the FBI employee must immediately call 
and confirm that the fax has been received. For each such 
non-secure fax transmission, there must be written 
documentation reflecting the supervisor's approval and the 
facts set forth above, including the time and date of the 
transmission, and the name of the recipient party. 

1 319X-HQ-A1487720-OGC, serial 27 

2 
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The Security Division has not approved the faxing of 
NSL return information via non-secure fax because of the FBI's 
inability to hold the recipient's employees accountable for a 
similarly responsible process of fax transmission at their 
end. 

b6 
b7C 
b2 

CONCLUSION 

This guidance provides the outer parameters of 
acceptable methods or service at the present time. 
Obviously, headquarters and field offices may choose to 
continue to use secure fax and personal service, as a general 
policy matter or as applied to individual situations, rather 
than controlled delivery services and non-secure fax. As with 
any system designed to protect security, it is the 
responsibility of FBI employees, in consultation with their 
supervisors and the Security Division, to exercise their 
discretion in such a manner as to assure that the method they 
have chosen for service adequately protects the sensitivity of 
the information contained in the NSL and the return 
information. 

NSL VIO-2765 
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LEAD(s): 

Set Lead 1: (Adm) 

ALL RECEIVING OFFICES 

Distribute to all supervisory personnel involved in 
the investigation of international terrorism, 
counterintelligence, and cyber cases. 

- Mr. Phalen 
- Ms. Caproni 
- Ms. Thomas 
- Ms. Kellev b6 

b7C 
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