e Follow-up requests to 5/17/2006 OIG Interview of FB1 AGQ

1. Effective dates of the two attachments to ECPA National Security Letters which
list types of information that may be considered by a recipient to be “toli billing
records.” The attachments were marked as Exhibits 2 (shorter version) & 3
(longer version).

2. Effective dates of the two attachments to ECPA National Security Letters which
list types of information that may be considered by a recipient to be an “clectronic
communication transactional record.” The attachments were marked as Exhibits
4 (shorter version) & 5 (longer version). ‘

3. Your emails and OGC guidance on how to handle “over collections” from any
type of NSL.

RSk Pou)@\pm Your emails to “all CDCs” during the period from 1/1/2003 to date in response to
ot 1 US_ed questions from the field regarding NSL issues or that you initiated to address ad

hoc questions.

5. Hard copies of the current model ECs and NSLs (as of March 9, 2006) and the
guidance (as of March 15, 2006) posted on the FBI/OGC’s Intranet. A printout
from the FBI's Intranet was marked as Exhibit 6. (This request may already be in
process.) '

6. Documents in your hard copy or electronic files relating to the CAU/ NSL issue
we discussed, including emails; letters sent by CAU to telephone carriers
requesting information to be followed by an NSL; documents referencing
meetings with CAU and others concerning this issue; and the forms and
attachments reflecting the resolution of the discussions with CAU, including the
follow-up information you referenced .

. == 7. The name and contact information of the Federal Reserve attorney with whom
you communicated on the TFOS/ NSL issue we discussed.

8. The name of the Section Chief at TFOS at the time of the TFOS / NSL issue.
9. Emails you sent, received, or were copied on regarding the TFOS/ NSL issue.
10. The FBI’s current request for any legislative changes to the NSL statutes,

including the suggested revisions we discussed to EPCA and the “Buckley” law.

We would be grateful if you would provide these documents to us with copies to the
Inspection Division c/o Section Chief David Evans, Audit, Evaluation and Analysis
Section by May 23, 2006.
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- Message
B I(OGC) (FBI)
; From: | owas) (Fay
26 Sent:  Friday, April 16, 2004 12:20 PM

OO

(1 cdlen du\r\o)\#\

To: | |FB1)
Subject: Here is a copy of my powerpoint

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

SENSITIVE BUT UNCLASSIFIED
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o Intelhgence Invcstxgatxons

Inv%tlgatwe Tools for g

National Security Law Branch
Federal Bureau of Investigation

~ National Security Letters

) @ NSLs - administrative subpoenas that allow the

B ~phoneaulmlconn‘ ricatior from"‘

- - financial institution records (Right to Fu:aacul anacy

FBIwobmnﬂlmetypmofmformmon

‘companics and intesnrt service providers {Electronic
Comm. Privacy Act) (18 USC 2709) (same information -
ng:dmedmmreg:ﬂcrfl‘l’cxocmhmnc, not live)

 Act) (12 USC 3414(a)(5XA))
- credit bireay info ~ identity of financial i msuwnons
‘where consumer maintains or maintains and account; nnd
_ consuttier, identifying information (inctudes names
" associated with person, current/former addressés and”
placks ofcmyloym:m) (Fair Credit Reporting Act) (15
Uta), (b))

National Security Letters .

- loJal;i'erSchonmSofﬁePamAct,lm«mdud_ o

- clandestine intalli mvmnmvdeddmmchm
: -soleryondlclnxuorecuwmpmmwd the first. .

[ Pnorwhmo:AczmndaxdforgdnngNSLmthnme
" target be tied to foreign power., -

need the information to be “refovant'to an suthorized -
investigation to protect agiinst infzrnationa) terrorism or

. tnvestigation of a United States person is not

. amendment of onofﬂ:eum?cdsum"

Pmtchmba!i 2003 could onty get NSL in Pl
getmnl‘! vestigation
S 00t eed to be farget 0
information i relevant

v

| National Security Letters

N PmmhmAcx.apgnvalmhmnycoumbemlow«' ;

than Deputy Assistant Qirector; Patriot Act allowed
. delegation dowh to the SA

- Currently, approval amhomy lua beén delegawd u) L
® Depety Director :

v-mmm:mmwcnmncucr ’

National Security Letters

[l m Foralt NSLs, issuing office must prepare two documents:

= Al NSLs must be addressed to the specific company point

(1) the NSL itself; and (2) an EC approving the NSL and
do)cumemmg the predscnon e

of contact (many of which are listed ot NSLB’s website)

» All NSLs should n'!ennfy the smmlo:;y audmnty for the
request, the tz*pe
identifying information to assist the company in processmg
the request.

» All NSLs require a certification that the records sought are
relevant to an authorized investigation to protect agatnst.
international terrorism or clandestine intelligence activities
and that an investigation of a USP is not conducted solaly
on the basis of first amendment rights.

National Security Letters

w All NSLs should have a non-disclosure warning
w AlINSLs should say that the information should
be personally delivered to the FBY, not mailed
u All NSLs must be personally served on or secure
faxed to the company (even though they are not

classified, the fact of 2 named target and a
reference to an IT or intelligence investigation
would imply that the target is the subject of an
National Security investigation, which fact is
classified)

NSL VIorzzm.....ﬁ - _—_




National Security Letters

u Certain NSLs have an attachment suggesting the of
information that the company may considered to fa
within the param
- Toll billing records

National Security Letters

[T ® The cover EC serves four functions:

- It documents the predication for the NSL by stating why the
information sought is relevant to an investigation
- T documents the approval of the NSL by field supervisors
- 1t contains information noeded to fulfill Congressional reporting
requirements for cach type of NSL.
- It ransmits the NSL to the requesting squad or delivering field
division for delivery
m For reporting purposes, the EC must include case file
number, subjects USP status, type of NSL issued, and the
number of phane numbers, email addresses, account
numbers or individual records being requested in the NSL

RFPA National Security Letters

- Rocent zhcnmu' the definition of
ER o change in gremlycxpmtb of

» E:':l USC 3312()2), mmmm lwhntwﬂ
. or rust company, privaie banker; credit ustios: Mﬂm:

Full Credit Reports — Court Order

ik weco e NS La et e » ::faddmnwFCRA,lls USC lﬁl&n)and(b) 5

e wsos«rmzmww PCRA ;

of first amendment rights,

oy i
N information). under 15 USC 1681u(c). canget"
"‘ﬁlnlgﬂmummwnma Cl‘cambyexmmCom .

order for conmuner report — eliminated requirement

that target is tiod to forsign power (same change as with'

mNSLs) mm?:aududof relavanee

investigation 1o prote

. ;c‘landqsﬁm;mlh gnce achiviti

investigation of a USP ia not cos
(¢

Full Credit Report NSL - IT cases

| Pari Ao 16570 FCRA s WSRO

abrain full “consumer leponofacomunwf and all other-
vlher mfonmncn in 8 consumer's file” (Bot just identity of .
ion or.¢ 1dcnufymg mfonmuon)

in IT cases only
[] Fullcuedutrcpmw be pmvmd w"s govmmagmy
28 of, or intelligence o
ooumcnmuxscncc acuvmu or analysis related t0,

international terrorism when presented with a written' h

. centification by such government sgen:y that such’

mfonnat\on is necessary forthe age:wy s conduct of such

.ot
activity or analy

Full Credit Report NSL - IT cases

- Counsel for National Security .
. Counset for National Secunty ‘Affirs, ADICs and

- court order

! Same basxc appmval authority as other NSLs._ -
Directar, EAD for CT/ CL AD and all )
or CT, General Counsel; Deputg Genenal -

‘SACs in NY, D.C, LA, and all SACs in.otlier -
fietd oﬂicw) C

8. Includes non-disclosure provnsnon =
K] Consmnumpom in non-lT ca.m still rcqv

~
yan
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Full Credit Report NSL - IT cases

® As with other NSLs, subject of NSL does not have
to be target of the investigation

® Same mechanism as other NSLs — Cover EC and
NSL itself

s Although no congressional reporting requirement
— cover EC should still state the number of reports
requested, in the event we are asked by Congress
about the use of this NSL

Dissemination of NSL Information

# Information obtained through the use of NSLs
may be disseminated in accordance with general
standards set forth in AG guidelines — i.¢, the rules
that apply to information sharing with DOJ,
federal, state and local authonities wherein share if
information relates to the responsibility of the
entity

-] Dissemination of NSL Information

® Perthe AG guidelines, NSL information dissemination is
also subject to specific statutory limitations (¢.g. toll record
NSL statute, ECPA, 18 USC 2701, and financial record
NSL statute, RFPA, 12 USC 3414, permit dissemination if
per AG guidelines and information is clearly relevant to
responsibilities of recipient agency; credit report 1681u
NSL statute, FCRA, 15 USC 168 lu, permits
dissemination to other federal agencics as may be

y for the approval or conduct of a FCI

investigation: no special statutory rules for dissemination
of 15 1681v information)

Payment for NSL Information

NSL for toil records/email accounts, ECPA, docs not

provide for reimbursement of costs, aithough some offices

do pay when requested in order to keep on good terms with

service providers

NSL for financial records, RFPA, requires reimbursement

of costs; Title 12, CRE Pm219 and appendix, providés
cost sch

NSL for financial institution information and consumer

identifying mfommnon, FCRA. sechon 1681u, provides

for pay but no beenp

NSL for full credit reports, FCRA, section 1681v does not

provide for reimbursement of costs

FISA - Business Records

’“- Under FISA, 50 USC 1861, FBI can apply to

_ FISC for an ex parte order. for business
records (note: other sections of FlSA say'that
AG applies to Court for order) . : :
‘When added to FISA in 1998, hmlted t
_business records from common carriers
- public accommodations; vehicle rentals
storage facilities and standard was specific
" and articulable facts that records related to
agent of foreign power

[T Patiot Act expanded universe of uems‘mle. fo "any

FISA - Business Records

mF ledungs(mcludmgbooks
other items)” " - :
n Psmotl\clchansedi mndud.“themfommntol;e
obtained is forvign intel gmmfomauonnotwmmgr.
US person, onsmlcvamwanongvmgmvmhmun

protect agai! mt international terrorism or cla
mtelhgence ga activitiea” and invest] mm of USP :
A sed solely on u:ﬂvmm pm

meh

™ Same. smdard;sembmm by Patriot Act for PRAT: NSLs:

o
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FISA - Busihess Records

" Director, EAD for CT/CL AD and
: C’TCLCybchenaalCounse!,Depmmeﬂ'nl

s o e
egated to uarters official N
DAy

Counsel for National S
Senior Counsel for Natfg:;:l‘gacumy Affmrs)

Business records form available for field to ﬁ]l out
headquarters and ! SLB (any .

FISA - Business Records

: Provxsnon used once, before l’atnm'Act

_theFISC. -
u Signed requmt tha.t was approved by F‘Bl

- .and OIPR is now with the DAG’s office -

m This, this provision of the Patnot Act has
never been used .

. Smce Patnot‘Act, requests have been made i
“to OIPR but OIPR hasn t pmsented any to’

FISA - Business Records

m May or may not be able to get records

m Library record requests will be subject to

covered by other statutes, such as tax
returns or educational records —~OIPR takes
position that specific tax and educational
records statutes govem the procurement of
those records

scrutiny

Educational Records

1 = Section 507 of the Patriot Act amended the Family
Educational Rights and Privacy Act of 1974 (FERPA). 20
USC 1232g (aka the “Buckley amendment”), to provide
i‘or the AG to submit written application to court of

t jurisdiction (OIPR says this does not include

to an authorized
mvesugauon or prosecution of [certain defined federal
termorism oﬁ'cms] or an act of domestic or international

FIS ) for ex paste order requiring cducational institution to

Educational Records

Education records defined in FERPA as “those records,
files, documents and other materials which (1) contain
mforrnauon dn'ectly related toa student; and (2) are

d by an | agency or inatit or
person acting for such agency or institution.”
Educational institution is immune from liability if it
complics with court order
Institutions are not supposed to tell target of the request,
sifice court order is ex parte, but ro patticular provision of
statute provides for secrecy of the AG application ~ would
need to include such provision in the court order
General record keeping requirements of the school do not
apply to the ex parte order
Pmedunes for suhmmmg a request for such an application

torthe-AG-havenot W\ll ia.

ten'omm
s M B!mvlde certification that there are Sﬁmﬁc and
ble facts giving reason to belicve the education
lecords are likely to in information rel to such
an investigation
Educational Records
L

[ ® Patriot Act's amendment 1o Buckicy was an expansion of
the availability of student records, which are generally
protected under 20 USC 1232g, which specifically sets
forth who may be granted access to such records,
Until this change in the Patriot Act, records were only
ilablc {and remain available) with the written consent
of the student, 8 court order, or » GJ or law enforcement
subpoens (if by court order or subpoena. student must be
notified in advance of compliance unless a court orders
non-disclosure}
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Educational Records

s Statwte pernaits a school. (but doesn’t fequire it) to release -
“directory information” (name, addyess, telephone, DOB;
field of study, dstes of atendance, degrees and awards -
received, participation in official mltmandspom,ac) )
- without student consent or cowrt order - L

l Stammunesthaxmdemb::ﬁhﬁdanappmumny
forbid,relmcofdmctmymfomm wnhout uprlor

. -consentorcourtorder © < . 7% AL

- schopls unhkelytorelmedsrecmymbmnon,cvm
though permitted, without notifying s

Educational Records

1| & FBI policy, as siated from 1976@’1996 not to

[ Smnte apphw t smdmt acadamc reco:ds so -
does not protect records kept by campus law .
enforcement or. records maintained by medical”

i na]safﬁhatedwlth school , nor does i

: requmtoraccq:torusomfmmaﬂonﬁomSomcs -
other employees at educational instituti
ohtamed fron smdent mmds

Educational ‘Recorcls

] Tax Records

Tax Records -
Taxpayer Return Information

5|2

n Intelligence case: 26 USC 6103(i)(7)(C) - provided for
AG application to a federal district court for an ex parte
court order to disclose taxpayer reaurn information to
federal lmelhgencc or LE agency cmployees personally
and d ged in any p to, or
analysis of 1nlcll|gem:e and rintel infi
concerning any terrorist incident, dmeat or acn’vity.

» However, provision expired December 31, 2003 and was

never used and never renewed

Thus, at present time, no way to get taxpayer return

information in intelligence case if no criminal nexus

Tax Records — Return Info
Other Than Taxpayer Return

LIMITATIONS ON RETURN INFORMATION OTHER
THAN TAXPAYER RETURN INFORMATION - term
defined as inft hered during course of tax
investigation that did 10t come from taxpayer

= Non-lax criminal case: 26 USC 630l(|)(2)[A) (B) -
federal employees p and di in the
proceeding can have access to return information (ot.her
than taxpayer return information) upon written request
from head of agency

NSLA/IO-,Z?:OS«—« S




Tax Records — Return Info Tax Records — Return Info
Other Than Taxpayer Return ] Other Than Taxpayer Return
— —
u Intelligence case: 26 USC 6103(1){3)(C) ided that we « Never used provision - 26 USC §103(GXTHA) provided for formal
could %ct {and did get) from CM(iXRS)iirlz:rm;l‘g the IRS rep mw W'H:Pul:dd:n o‘rm‘ his d;lesee [ ::z IRS !’:1 ;i:)c;c:m }
on JTTTF) return information (other than taxpayer return empl W‘Oﬂﬂgll’ﬂ directly e md in the regponse to oc b 6
information) “that may be related to a terrotist incident, i..vs?;'.oy. of anty (errofist incident, ox activity
threat or activity” — IRS rep needed permission to disclose & Never used provisicn - 26 USC 6103(i){(7XB) ~ provided for a formal b7
m an IRS disclosure officer, once permission received, written request by the head of an intelligence for the disclosure 4N
infonnation was disseminated to FBI, and IRS disclosure - &fuvmmhfmﬁw(mngwmih ation) tosny
gﬂiclcr formally notified Director of the FBI of the in mmﬁyﬁ”“ e m!ligaplg: o e{m "“.. “]‘ lliyg:a{'?s
isclgsure fc nar i ! ing any texrorist incident, threat
# However, that provision expired December 31, 2003 and of activity.
has not been renewed . ® These provisions were never ised, expired December 31, 2003 and
‘have bot been renewed
L U
Tax Records — Return Info - Tax Records —
o Other Than Taxpayer Return L Use in Proceedings

Thus; in intelligence cages;
+ We get taxpayer return informat
: mmmlnexly:: B L
|| @ Per26 USC 7213A, there are misdémeanor criminal
: Itics that attach t unautharized

Thais, 1 is recommendod that regandiess of o you
information, K should not be tociuded in a FISA app

U
— B )
: Information I National Securi
DR 11 7 X |
b7D I8 — L [R5 — L b2
:OS,,.( » Has data | a | b7E
SR N 1 . 1!
O A . 1t
. .
R e Lanfuxar L
(. ” 2‘:}1%:] PTOCESS TOqul ormation is {o sy w_ilh?n- g
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National Security Letters

Investigative Tools for

Intelligence Investigations’

National Security Law Branch
Federal Bureau of Investigation

nsumcr ndenufymg mformatlon (i includes mmes

placés of employmens) (Fair Credit. Repomng ‘Act) (15

USCTe8Tu {a), (b))

] National Security Letters

.. Pnor to Pamcl Act, slandard for gemng NSL was 'th -
_ target be tied to fotelgn power,
. ® Under Section 505 of the Patriot Act Iesser standaid
only need the’ mforrnauon to be “relevant.to an autho
itiona

vestigati
$olely on-the basis of activities’ protcctcd by the.
amendment of the Constitution of the Umtcd Stat
Prior o October 31, 2003, wuld only | got NSL in PI no
can get it.in Pl or full i investigation .

‘Subject of NLS does not need to be target of uwesuganon,
.- as lobg as cxpccted ml’ormmon is relevant 0 mlhonzed
N mvcsugahou . .

| National Security Letters

“Priot to Patriot Act, dpproval authomy conld be o lower N
than Deputy Assistant, irector; Pau‘wt ol
deieganon down to the SACs. o

National Security Letters

& For all NSLs, issuing office must prepare two documents:
(1) the NSL uscif and {2) an EC approving the NSL and
documenting the predlcuon

Ali NSLs must be addressed o the specific company point

of contact {many of which are listed on NSLB's website)

All NSLs should identify the statutol e(? authomy for the

request, the type of records requested, and provide

identifying information to assist the company in processing
the request.

m Al NSLs require a certification that the records sought are
relevant to an authorized investigation to protect against
international terrorism or clandestine lnleﬁlgencc activities
and that an investigation of a USP is not conducted solely
on the basis of first amendment rights.

| National Security Letters

= All NSLs should have a non-disclosure waming

m All NSLs should say that the informatioa should
be personally delivered to the FBI, not mailed

m All NSLs must be personally served on or secure
faxed to the company (even though they are not
classified, the fact of a named target and a
reference to an IT or intelligence tnvestigation

- would imply that the target is the subject of an
National Security investigation, which fact is
classified)

NSL VIO-2708

~ oy



National Security Letters National Security Letters
1 [] m The cover EC serves four functions:
_m Certain NSLs have an attachment suggesting the :‘vfe of - T documents the predication for the NSL by stating why the
information that the company may considered to fal} information sought is relevant 10 an investigation
within the parameters of the statute. For example: b documents the approval of the NSL by field supervisors
- Toll billing records -| | - I contains information needed to fulfill Congressional reporting
requirements for each type of NSL
9 - Ittransmits the NSL. (o the requesting squad or delivering field
- division for delivery
0 7F — T 1 - u For reporting purposes, the EC must include case file
) Ranc eoores o mumber, subjects USP status, type of NSL issued, and the
ber of phone bers, email add , account
J numbers or individual records being requested in the NSL
RFPA National Security Letters Full Credit Reports — Court Order

 siabite g gmxly hpads the defniio
financial instiautions" upon w!\lch we msewe NSls g

@ Per31 USC 5312(3)(2}. the !lsl £ nS\nd bank ;
- bank or trus( company; private hanka' credit wnion, thrift instibuti
Tiroker ar dealer. registere wmltthBC 'unllemr -

iden lnformahon . nader lS USC 1681u(c), can get
identfying Cland CTcases byexpanz Cofn :

‘Séétion 505 of l’atnox Act ¢h nged smndard for FCRA

cashier .
v f traveless’ checks,: checks m ers; q\ettm ofa etednwd' - Counonlet for ] Teport —
* ~ system; insurance’ ny, plmokcr. loan o finance cumpaﬂy that W is tied to fomlgn power (same change as with

-travel agenoy; licensed sender of money; egnﬁh company;
invalved in real estai¢ closings and settlem: S Postal ice,, .
- agency of US/state/local gov't cammying out amy / of foregoing; casino;
. any business similar to the above lm}uany business whose cash - © -

m 16 NSLs) sind created standard of relevance to an
investigation to protect agaisnst int’} terrorist or

", clandestine intelligence acuvlé;e:fmwded that an
?ﬁ?‘l:gauon of a USP: ted solely n the basis- .

- transactions have high degree of usefuiness in criminal, tax or -
; endme

-+ regulatory matters |

Full Credit Report NSL - IT cases -{ Full Credit Report NSL - IT cases

Patriot Act added 1681y to FCRA to suthorize NSLs to l Same basnc appmval amhon as other: NSLs
btain fyll “consumer report of & consumer and all other, T/ CI;-AD and:al
: CT, sel; Députy Geners
Counsél for National Security’ Affairs, Senior
Counsel for National Secunty Affan‘s 'ADICs’and
ACs inNY, DC, LA, S

ACs in othet

NSL VIO-2709



Full Credit Report NSL - IT cases Dissemination of NSL Information

a As with otlier NSLs, subject of NSL does not have a Information obtained through the use of NSLs
to be target of the investigation may be disseminated in accordance with general

® Same mechanism as other NSLs — Cover EC and standards set forth in AG guidelines - i.¢, the rules
NSL itself that apply to information sharing with DOJ,

a Although no congressional reporting requirement federal, state and local authorities wherein share if

— cover EC should still state the number of reports

- infe ti lates to th nsibility of th
requested, in the event we are asked by Congress T Ormation relales To Bie TeSpo ¥ of the

X entit
about the use of this NSL ity
U 4
Dissemination of NSL Information ] Payment for NSL Information
[T w Per the AG guidelines, NSL information dissemination is -‘ ® NSL for toll records/email accounts, ECPA, does not
also subject to specific statwory limitations {¢.g. 10l record provide for reimbursement of costs, allhough some offices
NSL. statute, ECPA, 18 USC 2709, and financial record do pay when requested in arder 1o keep on good terms wuh
NSL statute, RFPA, 12 USC 3414, permit disscmination if service providers
per AG guidelines and information is clearly relevant 10 . NrSL for ?ngncu;l CREP R219 iy & o
responsibilities of recipient agency; credit report 1681y of costs; Title | - oh art 213, and appendix, provides
NSL statute. FCRA, 15 USC 168 1u, permits cos!
dissemination to other federal agencies as may be & NSL for financial institution information and consumer

necessary for the approval or conduct of a FCI ;";,f’{,';?.:{;‘f, :'Lf::t"::“ﬁ“ fqmssggfﬂ 1681y, Prowdes
ion; no spectal y rules for di
of 15 USC 1681v information) L] s:&:g‘;rfﬁ:]:’eclr:l%ﬁ:s?gﬁt stgcl};s\lsseclwn 1681 docs not

FISA - Business Records FISA - Business Records

, (0 Tany

agamsz imer
lligence gathering agtivities™ and investigation

nnot be based'solel ct by Fi

- agent of forclgn vpower

’ NSL VIO-2710




FISA - Business Records

“m Af current.time; approval authonty has bem :
* delegated to headquartets officials (Deput
> - Director; EAD for CT/CI, AD and all- s. of
CT, Cl, Cyber General Counsel Deputy General
- Counsel for National Security Affans, and’
Senior Counsel for National Security Affairs)

. Business records form available fot field-to fill out

quancrs and NSLB (atty»

FISA - Business Records

- Slgned request that was approved by FBI
and OIPR isnow wnth the DAG’s off' ce.

never been used

FISA - Business Records

m May or may not be able to get records
covered by other statutes, such as tax
returns or educational records —OIPR takes
position that specific tax and educational
records statutes govern the procurement of
those records

Library record requests will be subject to
scrutiny

Educational Records

[1 & Section $07 of the Patriot Act amended the Family

Educational Rights and Privacy Act of 1974 (FERPA), 20
USC 1232g (aka the “Buckley amendment}, to provide
for the AG to submit writicn application to court of
tent jurisdiction (OIPR says this does not include

FIS@e for ex parte order requmng educational institution to

vide ed ! records “relevant to an authonized
uvestigation or prosecution of [certain defined federal
terronism offenses] or an act of domestic or international
terrorism”

« Must provide certification that there are specitic and
mquble facts giving reason 10 believe that the education
vecords are likely to cont on to such
&n investigation

Educational Records

Education records defined in FERPA as “those records,
files, documents and other materigls which () contain
ml'omlahon directly related to a student; and (2) are
d by an educational agency or msu(uhon orbya

person acting for such agency or institution.”
= Educational institution is inunune from liability if it

complics with court order
® Instimtions are not supposed 1o tell target of the request,

* since court order is ¢x parte, but no particular provision of
statute provides for secrecy of the AG application ~ would
need 10 mclude such provision in the court order

« General record keeping requirements of the school do not
apply to the ex parte order
Pmcednres for submitting a request for such an application

to-the- AG-havenotbeen P 34

Educational Records

® Patriot Act’s amendment to Buckley was an expansion of
the availability of student records, which are generally
otected under 20 USC 1232g, which specifically sets
Pnh who may be granted access to such records.
Until this change in the Patriot Act, records were only
available (and remain available} with the writeen consent
of the student, a court order, or a GJ or law enforcement
ena (if by court order or subpoena, student must be
ootified in advance of compliance unless a court orders
non-disclosure)
® Thus, if have criminal nexus, can obtain such records
through subpoena and can obtain court order to prevent
school from notifying student of dissemination of the

records
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Educational Records

) i ield of smdy, da(es of attcndance‘

Smule penmts 8 schooi (bm docsn t require :l) wrelea
“dircctory information™ {name; addrms telephone, DOB

Statute'; requlres that stud
forbid release of d:recwly
consem or court orde

Educational Records

Educational Records

Statute, apphw to studem aCadem.lc rocord 50,
loes.not protect records kept by campus law |
‘cnfmcemcnt or records maintained by’ medical -
rofessionals affiliated with the school nor does it.
protec! necords of employew

Tax Records

Tan dmmum case; 26 usc GIQJ(hKl).(Z) IRS cmpleyea Gan gt
- A3 Lo tax mr&wnhmm cour ondar, aud'hemfomxmmbe
w DOIFBL ety ugx&ed in the

g«m nﬁ o count mkr, upon reques! ﬁ-om the AG, DAG o Ast )
G to the Treasury Sm:r -

Tbucvmnnﬂﬂksmahsm:mmmmhrm
adrinistration hmsmummmbﬂeﬂllll"
-« anless for Lax admtnistration purposas. ©

Noo-tax criminal case: 26USC6I03[I)(I)(A) (B: Fulmlemplﬂyeu o
(lmhdlulRSni DOJ) penorally and direatly engeged in the procoeding -
el mloMMmm’mmn Via an cx pane coun order

= (has, if there is 8 criminal <case, and you need taxpa o
5. Tl Y o e 3 g 4 1 e GOuR order

Tax Records —
Taxpayer Return Information

!__-

Intelligence case: 26 USC 6103(G)}(7HC) - provided for
AG application to a federal district court for an ex parte
court order Lo disclose taxpayer return information to
federal intelligence or LE agency employees personally
and directly engaged in any in response 10, or
analysis of intelligence and counterintelligence information
concerming any terrorist incident, threat or activity.
However, provision expired December 31, 2003 and was
never used and never renewed

Thus, at present timg, no way to gct taxpayer return
information in intelligence case if no criminal nexus

Tax Records — Return Info
Other Than Taxpayer Return

# LIMITATIONS ON RETURN INFORMATION O'l‘HERT
THAN TAXPAYER RETURN INFORMATION - term
defined as information gathered during course of tax
investigation that did not come from taxpayer

® Non-tax criminal case: 26 USC 6301(i){2){A). (B) -
federal employees personally and directly engaged in the
proceeding can have access 10 return information (other
than taxpayer return information) upon written request
from head of agency

NSL VIO-2712




Tax Records — Return Info
Other Than Taxpayer Return

w Inteligence case: 26 USC 6103G)(3)(C) rrov:dcd thal we
could get (and did get) from the IRS (including the IRS rep
on JTTTF) retum mformation (other than taxpayer return
information) * lhal may be related to a temorist incident,
threat or activity” - IRS lfc'p needed permission to disclose
from an IRS disclosure officer, once permission received.
information was disseminated to FBI, and IRS disclosure
aofficer formally notified Director of the FBI of the
disclosure
However, that provision expired December 33, 2003 and
has not been renewed

Tax Records — Return Info
Other Than Taxpayer Return

® Never used provision - 26 USC 6103(i}{7)(A) provided for format

written request by FBI Director or his defegee to the [RS for disclosure
af return information (other (han taxpayer return information) 10 an
employee personally and directly engmn the response to or
investigation of any terrorist incident, L or activity
Never used provision - 26 USC 6103(i)(?)(B) — provided for a formal
writien request by the head of an intelligence a,genc'y for the disclosure
of retum information {ather than taxpayer return information) to any
intelligence apency personnel who are personally and directly engaged
in the coflection or analysis of intelligence and counterintelligence
nor ng any terrorist incident, threat

OF BCLIVILY.

These pravisions were never used, expired December 31, 2603 and
have not been renewed

Tax Records — Return Info

e
N

4

5

£

o)

Other Than Taxpayer Return

L] 'I'hus. in lntclhgencc cascs. we cannot get return

. information other than taxpayer return information,. imr can )

-, We get taxpayer retum mformanon unless case has
-criminal nexus
Per 26 USC7213A, !.berem mtsd:meanor mmmal SN
penalties that attach to unauthorizéd inspection or return '

 information - thus, need to be careful when accepnng any

2 typeof tax return |n.formanon ‘
’ ‘0d courtonders

Tax Records —
Use in Proceedings

. teturn ml'otmmon 1 judicial oradtmmstmnve proceeding” -
. taxpayer and retum (other than

* statte @ re[ated civil ibrfdture in'which US or federal agency is 8

-

Per 26 USC 6[03(1')(4) umlled Use of certain dxsclosed Tetums. and

taxpayer mum mfoumaﬂon) can be-used in judicial o ldmlmstrmlve
of 2 specific federal criminal

party - FISA application does not seem to be encompassed here .
Per 26 USC 7213, these are felany criminal penalties lhal amsh w
unauthorized disclosure of retum information” -~ -

Thus, it is tecommended that regardiess of haw you wwod mm
informati should not be included in & FISA application

~1
@)

oo

Bank Secrecy Act Records

o)

~] D

~
3]

Financiai sécords that can be dbtained from IRS:

No' lcgal Process Tequire:

NSL VIO-2713
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| National Security

| QUESTIONS?

n ]
] | ®NSLB - (202) 324-
: I;\J;(;‘i F.‘.mcmth designee approval I . 4 | (202) 304- e
a Nee;
= =Nt L b7C
. Teed : : ® Visit our FBI [ntranet site at .
htip:/ I
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National Security Letters

Lo
b7C
Fh National Security Law Branch
Federal Bureau of Investigation | consumer identifyi
| sociated with person, ¢ Ormer acdrosses i
= - ) | places of employment) (Faif Credit Reporting Act) (15«
. A V1O -1 TN €Y 2 £ ) B

National Security Letters National Security Letters

jor to Patriot Act, standard &
taget-be tied to foreign powe!
Ynder Sectian 505 of the Patri
only need the information to
nvestigatio

andes

National Security Letters National Security Letters

= For &l NSLs, issuing office must prepare two documents:
{1) the NSL itseif; and (2) an EC approving the NSL and
documenting the prediction

AN NSLs must be addressed to the specific company peint

» All NSLs should have a non-disclosure waming
= All NSLs should say that the information should

of contact (many of which are listed on NSLB's websitc)
All NSLs should identify the statutory authority for the
request, the type of records rcqucstcz and provide
identifying informaticn 1o assist the company in processing
the request.

All NSLs require a certification that the records sought are
relevant 1o an authorized investigation to protect against
international terronism or clandestine intelligence activities
and that an investigation of a USP is not conducted solely
on the basis of first amendment rights.

be personally delivered to the FBI, not mailed

» All NSLs must be personally served on or secuse
faxed to the company (even though they are not
classified, the fact of a named target and a
reference to an IT or intelligence 1nvestigation
would imply that the target 1s the subject of an
National geourity investigation, which fact is
classified)

NSL VIO-2715




{ National Security Letters

e Cerain NSLs have an attachment suggesting the of
information that the company nay considered to fall
within lhe parameters of the statute. For example:

- Bancialrecopded

i National Security Letters

& The cover EC serves four functions:
~ It documents the predication for the NSL by stating why the
information sought is relevant to an investigation
- It documents the approval of the NSL by field supervisors
- Itcontging information needed to fulfil! Congressional reporting
requirements for each type of NSL
- It transmils the NSL 10 the requesting squad ar delivering field
division for delivery
u For reporting purposes, the EC must include casc file
number, subjects USP status, type of NSL issued, and the
number of phone numbers, email addresses, account
numbers or individual records being requested in the NSL

National Sécurity Letters

some bat n.gl al'NSL; Stanités).
Thiere are now drafl revisions in Congress to rectify the problems that
thé Coun found 1o provide for a d\al]e%by the recipient to NSL. -
nsdﬁmpmvdefoumﬁanon the non-disclosure
is'negessary in this particul case,wyruvnd:fur achnllmgs
mmmxpwnt of the NSL to that cetification ide for’
mochaaism

for government 1o enforce NSL. -
3 'umm.ﬂmcsamyoﬂthounsdmsn
11 1o ssue | 5 .

ECPA NLS

-RFPA National Security Letters

trast company, private banker credit union;
!qokyqxd.nfl o1 mglswunl.hmcSEC uil;'stmem
suer, red

fzvol “U?!m;ﬂeswwsmm fSPmnl &‘2.,

US/state/l V't CaITVing Out any 0! foreg g
..B,?cym fess sifar w,lhgeoabowgtpsnybia:y W
trarisictions have high degreé of sefuln

Full Credit Reports — Court Order

NSL VIO-2716

~

b7k



Full Credit Report NSL - IT cases

"

® Patriot Act added 1681y to FCRA to authorize NSLs to
abtain full “consumer report of & consumer and all other
ather information in a consumer’s file” {not just identity of
financial institution or consumer identifying information)
in IT cases only

& Full credit report {0 be provided to “a government agency
authorized to conduct investigations of. or intelligence or
counteriniclligence activities or analysis related ta,
intcrationat terrorism when presented with a written
certification by such government agency that such
information is necessary for the agency’s conduct of such
investigation, activity or analysis.”

Full Credit Report NSL - IT cases

m Same basic approval authority as other NSLs
{Deputy Director, EAD for CT/ CI; AD and all
DADs for CT, General Counsel, Deputy General
Counsel for National Security Affairs, Senior
Counsel for National Security Affairs, ADICs and
SACs in NY, D.C., LA, and all SACs in other
field offices)

» Includes non-disclosure provision

» Consumer reports in non-IT cases still require
court order

| Full Credit Report NSL - IT cases

m As with other NSLs, subject of NSL does not have
to be target of the investigation

1] = Same mechanism as other NSLs — Cover EC and

NSL itself

& Although no congressional reporting requirement
— cover EC should still state the number of reports
requested, in the event we arc asked by Congress
about the usc of this NSL

Dissemination of NSL Information

a Information obtained through the use of NSLs
may be disseminated in accordance with general
standards set forth in AG guidelines - i.¢, the rules
that apply to information sharing with DOJ,
federal, state and local authorities wherein share if

" information relates to the responsibility of the
entity

| | Dissemination of NSL Information

:| Payment for NSL Information

NSL VIO-2717
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- FISA - Business Records

FISA - Business Records

-} [ AURETIRLEC g W
| Same standard as established by. Patriot
. .I

FISA - Business Records

FISA permits delegation down to level of ASAC
At current time, approval authority has been
delegated to headquarters officials (Deputy
Director; EAD for CT/CI; AD and all DADs of
CT, CJ, Cyber; General Counsel, Deputy General
Counsel for National Security Affairs, and
Senior Counsel for National Security Affairs)

s Business records form available for field to fill out

and submit to headquarters and NSLB (atty

T FISA - Business Records

= May or may not be able to get records covered by
other statutes, such as tax retums or educationat
records —OIPR takes position that specific tax and
educational records statetes govem the
procurement of those records

® Library record requests will be subject to scrutiny

Applications and FISC Orders are classified —

need to go through special procedures for serving

classified orders on uncleared person.

Educational Records

Section 507 of the Patriot Act amended the Family
Educational Rights and Privacy Act of 1974 (FERPA), 20
USC 1232 (aka the “Buckley amendment™), to provide
for the AG to submit written application to coun of
comgelcm Jjurisdiction (OIPR says this does not include
FISC) for ex parte order requiring educational institution to
provide educational records “relevant to an authorized

- mnvestigation or prosecution of {certain defined federal

terrorism offenses] or an act of domestic or international
terrorism”

Must provide certification that there are specific and .
articulable facts giving reason to believe chat the education
records are likely to contain information relevant to such
an investigation

Educational Records

Education records defined in FERPA as “those records,

files, documents and other materials which (1) contain

information directly related 1o a student; and (2) are
intained by an educational agency or institution ot by a

person acting for such agency or institution.”

Educational institution is immune from liability if it

complies with court order :

Institutions are not supposed to tell target of the request,

since court onder is ex parte, but no particular provision of

statute provides for secrecy of the AG application - would

need to inciude such provision in the court order

= Genersl record keeping requirements of the school do not

apply to the ex parte order .

Procedures for submitting & request l;or such an application

ot o t
totheAONave-not-ocenp 15
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Educational Records

Educational Records

ct’s amiendment to.Buckley
‘the ‘dvailability of student récor
.|f7mtccred ‘under 20 USC:1232g, whi
rth who Tnay be granted acce:
i this change in the Patriot2 .
-available (and remain available). with wrmen conse
of GJ-of law enforcement

. oh subpoena and can obtain coyr
chool from’

Educational Records

poll
juest or accept of use mfonnatmn from uIc
r other’ ‘employees at educatmna.l institut
ed f stud rds

Educational Records

Tax Records

= LIMITATIONS ON TAXPAYER RETURN [NFORMATION:

®  Tax admunistration case: 26 USC 6103(hX1},(2) - IRS employees can pet
access 10 tax records without & coun order, and the information can be

10 DOI/FBI empioy aod direatly :l[?n ed in the
nlrwvlho«l a court onlu upon request from the AG, ﬁ or Ass't
AG to the Treasury Secretary
- Thus, even if JTTTF IRS member has access to tax records for lax
sdminisiration purposs, he canned share it with other members of ITTTF
unless for tax sdmunistration purposes.

& Non-tax crimisaf case: 26 USC 6103(iK1 )(A), (B) - federe! employees
(including IRS and DOJ) personally and directly engaged in the proceeding
Can get BCCESS €Q laxpayer retum Informanion via an €x parte ooun order

- thus, if (hore is @ criminal nexus in your case, &nd you need taxpa c.r
return information, you can obiain t through an ex parte courn.

Tax Records —
Taxpayer Return Information

I Intelligence case: 26 USC 6103(i)(7}(C) - provided for

AG application to a federal district court for an ex parte
court arder 10 disclose taxpayer return information to
federal intelligence or LE agency emp]oyccs personally

and directly engaged in any to, or
amlysxs 0(' mtelhgence and wumer\melhgence information
g any ident, threat or activity.

However, provision cxpired December 31, 2003 and was
renewed in October, 2004 but it has never been uised.
Thus, at present time, no way {o get taxpayer retum
information in intelligence case if no criminal nexus

NSL VIO-2719
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Tax Records — Return Info
Other Than Taxpayer Return

Tax Records — Return Info
Other Than Taxpayer Return’

s LIMITATIONS ON RETURN INFORMATION OTHER .

THAN TAXPAYER RETURN INFORMATION - term
defined as information gathered during course of tax
investigation that did not come from taxpayer

® Non-tax criminal case: 26 USC 630E(I}(2)(A), (B) -
federal employees personally and directly engaged in the
proceeding can have access © return information {other
than taxpayer return information) upon writien request
from head of agency

InteHigence case: 26 USC 6103()(3)(C) provided that we
could get (and did get) from the IRS {inctuding the TRS rep
on ITTTF} rewmn information {other than taxpayer return
information) “that may be related (o a terronist incident,
threat or activity” — IRS rep necded permission to disclose
from an IRS disclosure officer, once permission received,
information was disseminated to FBI, and IRS disclosure
officer formally notified Director of the FBI of the
disclosure

Provision intended to be used upon IRS initiation but was
actually vsed when FBI initiated request, and IRS agreed
o grovidc information (somewhat circumventing section
SLO3(iK7)(A) - for FBl-initiated requests. Sce next slide}
Provision'g:pircd December 31, 2003 and was renewed in

October-2004:

Tax Records — Return Info

Tax Records — Return Info
Other Than Taxpayer Return

)

Other Than Taxpayer Return

c] il this i 103 (HNC) 5

this provision was intended for e when the FBI mitiated the reques!
6 USC 6103(i)(7)(B) - provides for a formal writien raquest by the

an inted for the disck f retur infi [other 1han

mpaya‘mm?hrumm)m any imelligence lmymlpmud who-are

pemotnlly and dirsctly.cngeged tn the coflection or analysis of ineltigence
‘conmenigrelligence infor isvatigati ing any e

f oy

Tax Records —
Use in Proceedings

ayer

payer
stahite o

FIS,

| Bank Secrecy Act (BSA) Records
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FinCEN

s Financial Crimes Enforcement Network (FinCEN}) (part of
Treasury Dept) - provides intelligence and analytical
support to law enforcement at federal, state, local, and
international level, primarily through regulation of the
implementation of anti-money taundering statutes such as
the BSA, which require reporting and record-keeping by
banks and other institstions
®_Desi fight ;

FinCEN

FinCEN

FinCEN

@ To obtain BSA information from FinCEN, different
rocedtrss 10r and cnminal’ieronsm case!

FinCEN

ecent-expansion of BSA report-dissemination 1o national . ;.

FinCEN
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|_—_| Information

} private coripany

. Has daiabase |

| QUESTIONS?

WNSLB - (202) 324 |
|

|

I

m Visit our FBI Intranet site at

http:l

57D
5o
b7E
b6
57C

“| National Securityj
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b7C
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Investlgatlve Tools for
Intelhgence Investlgatlons

National Security Law Branch
Federal Bureau of Investigation
3 .

National Security Letters

| ® NSLs— administrative subpoenas that allow the -
. FBI to obtin three types of information: . =~ -
- phone and email communication tecoxds ﬁ'om lnlcphom
service {H
Connn. Puvlcy Act){18 usc 2709) (m mfomuon .
as ga gis except h , ot live) .
- financial i mstmmm records (Right to Flmncnl anmcy
Act) (12USC 34 M(a)(S)(A))
. = credit bureau info ~ denntyofﬁmm:ml institutions
N Mconwnerm or maintained af BcoOUNY - |
. - and consumer identifying information (inchydcs names .
associated with person, current/former addressesand

" places of employment) (Fair Credit Reporting Act) (L5

u{a),

National Security Letters

. Pmrwhmtmmnda:dforgesungNSLwasﬁmthe }
mmbeuedtofomgnpum .

| National Security Letters

Pmrwl’nmt wvnh\mtyewldbs 1c MDq,uzy -l
. mm&mmmm@ﬁ e SACK .

mmmanusa.auﬂm

“{ National Security Letters

m Forall NSLs, issuing office must prepare two documents:
(1) the NSL :tself and (2) an EC approving the NSL and
documenting the ptedxcﬂon

m Al NSLs must be addressed to the specific compan
of contact {many of which are listed on NSLB's w

m AllNSLs should ldenufy the statutol aul.l'mnty fonhe
request, the of records requuleg and provide
identifying information to assist the company in processing
the request.

m All NSLs require a certification that the records sought are
relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities
and that an investigation of a USP is not conducted solely
on the basis of first amendment rights.

o

|

National Security Letters

m All NSLs should have a non-disclosurc warning
& AllNSLs should say that the information should be

personally delivered to the FBI, not mailed
m Per OG C guidance, all NSLs must be nally served on
or secure faxed to the company (even though they are not

classified, the fact of a named target and a reference to an
IT or intelligence |nvesngauon would imply that the mrget
is the subject of an Nati Y ga which
fact is classified)

Delivery guidance has caused some problems and is under
reconsideration by OGC
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| National Security Letters

~J B

oo
[

® Certain NSLs have an attachment suggesting the of
information that the company may considered to fa!

within dlc  psramctets of the statute. For example:

National Security Letters

Y I

® The cover EC serves four furctions:
- [t documents the predication for the NSL by stating why the
information sought i3 relevant to an investigation
- [t documents the approval of the NSL by field supervisors
- It contains information needed to fulfill Cangressional reporting
requirements for each type of NSL
~ It transmits the NSL to the requesting squad or detivering fickd
divigion for delivery
m For reporting purposes, the EC must include case file
numbez, subjects USP status, type of NSL issued, and the
ber of phone numbers, email add
numbers or individual records being requested in the NSL

National Security Letters

d:.lllmc anplm' cﬂheNSLmtheNSmewmnr
: mwmmmﬁaﬁuw«ymham 8
[} CmfmaFmAmwwvmmh saoreof -
m iz provisio mw m::
.Wmmm’wmhm’(wmhum”
. insoma but not all NSL statutes) D
’ MnmmmmCmmw
- the Caurt Found = by.the re

RFPA National Security Letters

Full Credit Reports — Court Order

_aédmonwFCRA.lSUSClss 55&(‘8)‘
: nsunier
«lenut‘ymg formation) uMalsUSClsslu(c) congzv
. and CT parte

- el st

- aul Tive tion 1o inst

2 torronism Dl'clandwtm: liuvmu

- itbummvuumonof:USPumt,mmyon

- thchsmoiﬁmammdmemnm

| Full Credit Report NSL - IT cases

. oﬂm’mfmmmecommsﬁle“(wumn&umyo

:"”:coummlllynncmvmoﬂmlwnmhwd&
1| . imternational terrorism wheén presented with a written
) cmﬁuqnnbymh@vamagmythauwh

 w Patriot At addsd 1681v 1o FCRA t authorizo NSLs fo: - -
obin full wmmnuupoﬂof:wnsmncnndsllodm

er mlnlllynce or .




Full Credit Report NSL - IT cases

|

= Same basic approval authority as other NSLs
{Deputy Director, EAD for CT/ CI; AD and all
D for CT, General-Counsel, Dcpn General
Counsct for National Security Affairs, Senior
Counsel for National Security Affairs, ADICs and
SACs in NY, D.C., LA, and all SACs in other
field ofﬁcs)

u Includes non-disclosure provision

= Consumer reports in.non-IT cases still require
court order

[ |

:I Full Credit Report NSL - IT cases

B Ag with other NSLs, subject of NSL does not have
to be target of the investigation

= Same mechanism as other NSLs — Cover EC and
NSL itself ‘

B Although no congressional reporting requirement
— cover EC should still state the number of reports
requested, in the event we are asked by Congress
about the use of this NSL

Dissemination of NSL Information

m Information obtained through the use of NSLs
may be disseminated in accordance with general
standards set forth in AG guidelines — i.¢, the rules
that apply to information sharing with DOJ,
federal, state and local authorities wherein share if
information relates to the responsibility of the
entity

j Dissemination of NSL Information

m Per the AG guidctines, NSL information dissemination is
also subject to specific statutory limitations (e,g. toll record
NSL statute, ECPA. 18 USC 2709, and financial record
NSL statute, RFPA, 12 USC 3414(a)(5)(B), permit
dissemination if per AG guidelines and information is
clearly relevant to responsibilities of recipient agency;
credit report 1681u NSL statute, FCRA, 15 USC 1681y,
permits digsemination to other federal agencics as may be

'y for the approval or conduct of a FCI
investigation; no special statutory rules for dissemination
of 15 USC 168 1v information)

Paymcnt for NSL Information

reiml
. m'NSL for ﬁmmul msnnmon .
tifying mformanon, FCRA, section 168111, pmvxdu T
.for payment but no schedule has been promulgated o
w NSL for full credit reports. FCRA, section 1681v doeu not
pmv;de for mmb\mcmem of costx '

] - FISA - Business Records

[W:Under FISA, 50-USC 1861, FBI can apply to
it 4 order for business

|} fecords (note: other sections of FiSA ‘say. tbat
AG applies.to Court-for order) - .
When added to FISA it 1998, hmlted ,
“business records from common carriers;
-public accommodations, vehiclé rentals;

: agent of fomgn power

11 storage facilities and standard was specific . -
- and articulable facts that records. relawdito ‘.'
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o

FISA - Business Records

A Tatriot Act cxpanded universe of items obiainablr, o “any
W‘bh dnnga()mcludmg books, records, papers, documents

| | Patriot Act changed legal mndard.“thcmfommntobe

obezined is foreign intelligence information notooncelmnga .

US person,, owunlzvnnlwmonpomgmvuhpnon W
pmecimmstmtmmomlmmmorc
uuelllgcwe ofU
hcbmedwl:fyonmww by First
ndmuu

1 Samesmdmdaswmbhshedhymmfme NSB

I

FISA - Business Records

® May or may not be able to get records covered by
other statutes, such as tax returns or educational
records —OIPR takes position that specific tax and
educational records statutes govern the
procurement of those records

® Library record requests will be subject to scrutiny

Applications and FISC Orders are classified —

need to go through special procedures for serving

classified orders on uncleared person.

s We have only obtained seven business recond

orders so far, and provision sunsets this

December, 2005

i

Educational Records

® Education records defined in FERPA as “those records,
files, documents and other materials which (1) contain
information dircctly related to a student; 2) are
raintained by an educational agency or instimution of by a
person acting for such agency or institution,”

Educational instinution is immune from liability if it
complies with court ordes

® [nstitutions are not supposed to tell target of the request,
since court order is ex parte, but no particular provision of
statute provides for secrecy of the AG application — would
need to include such provision in the court order

General record keeping requirements of the school do not
apply to the ex panc ordcr

u P for g a req
‘u"\“ AGh 1

f‘or such an application

the-AG-havenot-beenp 3.3

FISA - Business Records

_u FISA permns deleganon down 1o level of ASAC’H

® At current time; approval authonty has been

. delegated to hmdqmnus officials ( B4 e
Director; EAD for CT/CI; AD and a%cs of

~Counsel for National
- Senior Couasel for Nationa} Security Aﬂ'm} N

audsubuuttoheadquanas _(any ‘

CT, CL, Cyber, General Counsel, Deputy General
Affairs, and' . -

I Business records form avallable for field o fill out

Educational Records

w Section 507 of the Pawiot Act amended the Family
Educational Rights and Privacy Act of 1974 (F ER.PA). 20
UsC 123Zg (aka the “Buckley amendment”™), to provide
for the AG to submit written application to court of

tent jurisdiction (OIPR says this does not include
FlS for ex parte ordzrrequmng educational institution to
prov:de d to an am.homwd
i of {cetai d federal

terrorism oﬂ'ensa] or an act of domestic or international
terrorism”

w Must provide certification that there are specific and
articulable facts giving reason to believe that the cducation
records are likely to contain information relevant to such
an investigation

:! Educational Records

w Patriot Act’s amendment to Buckley was an expansion of

the availability of student records, which are lf'lgenerally
d under 20 USC 1232g, which spcc cally scty
forth who may be granted aceess ta such records

w Until this change in the Patriot Act, records were only
svailable (and remain available} with the written consent
of the student, a court order, or a GJ or law enforcement
subpoena (if by court order or subpoena, student must be
notified in advance of compliance unless a court orders
non-disclosure)

w Thus. if have criminal nexus, can obtain such records
through subpaensa and can obtain court order to prevent
scm:‘lls from notifying smdent of dissemination of the
reco

- NSLVIO2726  © TE:



Educational Records

- lsmwpumuaml(hthmqumn)wnlwu
5. “directory information” (name, address, telephone, DOB,
ficld of study, dates of attendance, degrees and awards-
mwed.pamcrpauonmoﬂicalmvmamdmm)
without student consent or court order

L] Smmumdmmdmabeaﬂ'odedanoppommny
fmbldmhscofduwwrymformsmnwxﬂlmdwupnm
comsent or court order >

8 Schools wﬂtkctyml:lcueduectorymfnmmmn .

, ﬁaoughpeﬂnmd.unﬂmmfymgswdcm - o

Educational Records

| s Stamteapphestosmdentacademlc mords 50"
does not protect recards kept by campus law
‘enforcement or records maintained by medical

- protect records of employees

" or other employecs at educational msutuuom
‘ obtamed ﬁ'om student records

" professionals affliated with the school; nor does it

FBI policy, as stated from 1976 and 1996 is notw
request or accept or use information from sources

Educational Records

Tax Records

11 IVIMI'ATIONSDN‘!‘AX!AYERIETUEN WORMA‘I’ION v

" Tax adointrtion case: 26 USC 61030X1),2) - IRS eniployoes
atoess to bax rocords without a ml:' N m«nw"v
disseminated o DOJ/FB] «nd directly. fn

; .rvrl'mi smmms
J'l‘hg o

ummammmam .

Tax Records —
Taxpayer Return Information

® Intelligence case: 26 USC 6103(i)(7)(C) - provides for
AG application to a federal dismrict court for an ex parte
court order to disclose taxpayer return information to
federal mwlllgencc or LE agency employees persanally
and direct] ?ged in any investigation, response to, or
analysis of int! countcrintelligence mfotmatlon
concerming any tcrmnsl incident, threat or activity.

® Provision expired December 31, 2003; was renewed in
QOctober, 2004; it has never been used but procedures are
being drafied.

® However, at present time, no way to get taxpayer return
information in intelligence case if no criminal nexus

i Tax Records — Return Info
Other Than Taxpayer Return

LIMITATIONS ON RETURN INFORMATION OTHER
THAN TAXPAYER RETURN INFORMATION - term
defined as information gathered during course of tax
investigation that did rot come from taxpayer

® Non-tax criminal case: 26 USC 6301()(2)(A). (B}~
federel employees personally and directly engaged in
proceeding can have access to return information (other
than taxpayer return information) upon written request
from head of agency




Tax Records — Return Info
Other Than Taxpayer Return

[ lnwﬂxgence case: 26 USC 6103 (3)(C) ldes that we

can obtain (and have obtained) from the [RS (mc uding the

IRS rep on m return information (other

taxpayer return information) “that may be tclswd toa

terrorist incident, threat or activi u.{’:q - IRS rep

permission to disclose from an dlsclosum ofﬁccr. once

permission received, information was disseminated to FBI,

and IRS disclosure officer formally notified Director of the

FBI of the disclosure

Provision intended to be used uj tegcm IRS initiation but was
tually used when FBI initiated request, and IRS agleed

information
6 185?")(7)(:&) for FBl-initiated requests. See next slide)

Ll = Provision exglmd December 31, 2003, was rencwed in

Tax Records — Return Info
Other Than Taxpayer Return

3 [

w 26 USC 6103(iXTH A} provides for formal written request by FBI
Director o his delegee to the IRS for disclosure of retum i ation
{other than taxpayer retum i toan ly and
directly engaged in the response to ar investi ation ofany terrorist
incident, threat or activity — mmm;? that authority
Mmﬂnmlmﬁxnnlg‘mlkeamumof fu'sunh
i Segation and prefers to
information mmmm 6103 GX: ) sm this
provision was for use when the FBI initiated the request.)

& This provision has not been used, expired Decamber 31, 2003, was
rencwed in October, 2004, and will sunse( Doeanba! 2008.

® Per IRS request, FBE is in the s
authonity pumnm to 6103(1){ )(A) lhnl 11. can ethod
of getting this informati IRS rather than 6103 (xX3){C)

1 Tax Records — Return Info Other
Than Taxpayer Return

1= 26-USC 6103GX7)(B) - provides for s formal writien * -
wthyﬂwlmadofmmﬁlmcamforﬂz teo

B

ofretum

Tax Records — Return Info

Other Than Taxpayer Return

Tax Records —
Use in Proceedings

party ~ FISA application does not seem to be S

»Pa'léUSC‘n.!S ﬂmnﬁ!wyumnlpaulnsﬁnmw
obtained fram IRS

- ;,m rows ont

d from RS
bemedmsFlSAq:phm

on use u\PiSA application.

umhfmmmﬁmmlswﬂlmmm

| Bank Secrecy Act (BSA) Records

o}
je)

o

ooy
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FinCEN } FinCEN

» Financial Crimes Enforcerent Network (FinCEN) (part of 1 . .
Trcasuy Depl) - provides ieligence and VAL ® FBI rep at FinCEN is $54] 1
support to law enforcement at fegcral, state, local, and
o] international level, primarily through regulation of the
= implementation of anti-money laundering statutes suchas | .
whn the BSA, which require reporting and record-keeping by - I
L7E banks and other institutions = Toiranet website S o/t

b6 .
BIC

: FinCEN FinCEN
- o , I_‘ m To obtain BSA information from FinCEN, dxﬁ‘ﬁ&‘

FinCEN FinCEN

| % Recent expansion of BSA report dissemingtion & natiowsl,
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- Inveétigative Tools for

" Intelligence Investigations .

National Security Law Branch
Federal Bureau of Investigation

l: National Security Letters

1] @ NSLs — administrative subpoenas that allow the .
FBlmobtamthmetypmofmformauon -

‘and intenet servios providers (Electronic

- ﬁmmmlmmmonmwm(mglnbl’mnl

" - Act).(12 USC 3414(a)(5)(A)) -
~ credit burezis info — ldumtyofﬁmncmlmsuum‘ .
‘where consumes maintaing or maintained an acoount;

o associated with person, current/former addresses and

- phone and email communication records fromv tc'lephona.
companics. B
. Comm. Privacy Act) (18 USC 2109) (saroe iriformation

aspthaedmpenregﬂcf[‘l‘exupthswﬂc mthve);
_anucy

and consumer identifying information (includes names”. -

U " places of employment) (Fair Credit Reporting Act) (15

USC 158 Tu {ay; B))

Natjonal Security Leiters

* landastine mredtiy ¥ :

'mmagauonofa mmmmmmm

lély on the basis of activities protected by the first
of the Constitution of the United States.”

cangemml’lotﬁ.vllmvemmo

Priar to October 31, 2003, muonlygansnmﬁ.n,m}
‘ smmorNSmen}mm:obemofmmm' '

| National Secﬁrity Letters

o not have BCnoNSI.B
_ » g‘ S e SACdenﬂine.mm ‘requesting,

National Security Letters

» For all NSLs, isquing office must prepare two documents:
(1) the NSL itself: and (2} an EC approving the NSL and
documenting the prediction

® All NSLs must be addressed to the specific compan
of contact (many of which are llsteds‘::lcNSLB's we 'i)t:)

a AlINSLs cl‘schoulfl |gentnfy the statutol a:dl.honty m{? the
uest, of records ested, and provi
rgmlfymg it ta A::lq::the company in p g
the request.

m All NSLs require a certification that the records sought are
relevant to an authorized investigation to protect against.
internationa| terrorism or clandestine intelligence activities
and that an investigation of a USP is not conducted solely
on the basis of first amendment rights.

[ National Security Letters

® All NSLs should have a non-disclosure wamning

w All NSLs should say that the information should
be personally delivered to the FBI, not mailed

®» All NSLs must be personally served on or secure
faxed to the company (even though mey are not
classified, the fact of 2 named target and 2
reference to an IT or intelligence investigation
would imply that the target is the subject of an
Nl::oﬁnl Security investtgation, which fact is

J Class):




| National Security Letters

a Certain NSLs have an artachment suggesting the e of
informaticn that the company may considered to fal
within the parameters of the statute. For example:

National Security Letters

—

a The cover EC serves four functions:
- Tt doouments the pmdluﬂcn for the NSL bysunngwhy the
information sought is relevant to an investigation
~ It documents the approval of the NSL by field supervisors
- X conmins information neaded to futfill Congressional reparting
requirements for each type of NSL
- It transmits the NSL to the requesting squad or delivering field
division for delivery
w For reporting purposes, the EC must include case file
number, subjecte USP status, type of NSL issued, and the
ber of phone bers, email add;
numbers or individual records being requested in the NSL

ECPA NLS \

RFPA National Secunty Letters

. Rmdnm lhemm denition
“ﬁmdnnt:s mwmmmhm

Full Credit Reports — Court Order

o mNSU) aniclvaied standard of relevance to an

Comoxdafoxmmmwn»clmmquwmm
is fied to foreign power (same change as with

mveatigation o protect 3 inst int’ Imam ¢
clandestine intell] acne:ws 8! that an
investigation of a USP is not ¢ aolplyonthe,basmv
»ofﬁmamcndmemnshts, A R

N

-
4

OO
o

o
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Full Credit Report NSL - IT cases

u Patriot Act added 1681v ta FCRA to authorize NSLs to
obtain full * reportof a and all other
other information in a consumer’s file” (not just identity of
fi | institution or identifying information)
in IT cases only

Full credit report to be provided to “a government agency
authorized to conduct investigations of, or intelligence or
counterintelligence activities or analysis related to,
international terrorism when presented with a written
certification by such government agency that such
mt‘onmnon is necessary for thc agency s conduct of such
ion, activity or analysi:

| Full Credit Report NSL - IT cases

w As with other NSLs, subject of NSL does not have
to be target of the investigation

u Same mechanism as other NSLs ~ Cover EC and
NSL itself

& Although no congressional reporting requirement
— cover EC should still state the number of reports
requested, in the event we are asked by Congress
about the use of this NSL

L stsemmatlon of NSL Information

enheAGgmAelm NSLm{bmmndmsvmmaiim I
" als0 subject o specific statutory limitations (z.g. tolt record.
NSL statute; ECPA, 18 USC 2709, and fifancis] recond”
NSL statute, RFPA, 12 USC 34|4(a)(5)(8) permit .
diasentiniation if per AG guidelines and informmtion
.. clearly relevant to responsibilities ofmwm agency,
-+ credit repott 1681u NSL statute, FCRA, 1S USC 168 1u,
- pcrmmdmm;mmw other fedral ageacics as may be
- ry for the app 1 or conctuct of a FC1
nvestigation; o special statutory rules for dissemination
. "of 25 USC lGalV mfonmuon)

| Full Credit Report NSL - IT cases

[1 @ Same basic approval authority as other NSLs

(Deputy Director, EAD for CT/ CI; AD and all
. D for CT, General Counsel, Depu General
" Counsel for National Security Aﬂ‘aus enior
Counsel for National Security Aﬂ’mrs ADICs and
SACs in NY, D.C, LA, and all SACs in other
field offices)

u Includes non-disclosure provision

» Consumer reports in non-IT cases still require
court order

[ Dissemination of NSL Information

.

u Information obtained through the use of NSLs
may be disseminated in accordance with general
standards set forth in AG guidelines — i.e, the rules
that apply to information sharing with DOJ,
federal, state and local authorities wherein share if
information relates to the responsibility of the
entity

Payment for NSL Information

1] [

i .I’NSqurmllrwmdaleml aceounts, ECPA, dossot .

ide for reimburserment of costs; although some oﬁic'es )
. oy requested in mdurtokecpongood

; ucm'ds. A.requmnuubgt;xe
.. .of costs; Title 12, CFR Part 219, andsppmdu
: mmlwwnwnteosl schedite. © . ° )
w. NSL for fi 1 institution infi ion and
}dcxmfymg mfmmanon. FCRA. necnon l681n, ptovnien
(g T
. NSL for full mdu reports, FCRA. seo&on 16
provide for mmbm.-.eme

oy
A

ot

C

CoNSLVIOR733 e S




[ FISA - Business Records

"w Under FISA, 50 USC 1861, FBI can apply to
{1 FISC for an ex parte order for business
.records (note: other sections of FISA say that
. AG applies to Court for order) .; o
p When added to FISA in 1998, hmtted to:
~business records from common carriers
_ public accommodatlons, vehi
- storage facilities and stanidard
. -and articulable facts that recore
agent of forergn power '

FISA - Business Records

® FISA permits delegation down to level of ASAC
" Qeticumt tnill'l;,‘sgpmval algihon'ty(laas been
cgated to uarters officials
Director; EAD for CT/Cl; AD and ail%/\%s of
CT, Cl, Cyber; General Counsel, Deputy General
Counsel for National Security Aﬂ‘alrs, and
Senior Counsel for Nationa] Security Affairs)
= Business records form available for field to fill out
varters and NSLB (atty

Educational Records

m Section 507 of the Patriot Act amended the Family
Educational Rights and Privacy Act of 1974 (FERPA), 20
USC 1232g (aka the “Buckley amendment™), to provide
for the AG to submit writien application to court of
t Ju.nsdxcuon {O1PR says this does not include

FlS ) for ex parte order requiring educational instimution to
provide cducational records “relevant to an authorized
mvesngnuon or prasecution of [certain defined federal
terrorism o flenses) or an act of domestic or international
terrorism"
Must vide centification that there are specific and

bic facts giving reason to believe that the education
records are llkely to contain information relevam to such
| an investigation

FISA - Business Records

[ Pawiot At Expanded URIVETse of Ilets Obtamable, o "any .|
mp'blzthmss(lmmdmshooks Mpmhumn .

. Pamomctclmgodle standard: "themfarmuonmhe =
| ufomgnmyl information

FISA - Business Records

(1 = May or may not be able to get records covered by
other statutes, such as tax returns or educational
records —OIPR takes position that specific tax and
educational records statutes govern the
procurement of those records

u Library record requests will be subject to scmtmy

u Applications and FISC Orders are classified —
need to go through special procedures for serving
classified orders on uncleared person.

Educational Records

® Education records defined in FERPA as “those records,
files, documents and other materials which (1) contain
information directly related to a student; and (2) are
maintained by an oducational agency or institution or by a
person acting for such agency or institution.”

@ Educational institution is immune from liability if it
complies with court o

u Institutions arg not supposed to tell target of the request,
since court order is ex parte, but no pameular provision of
statute provides for of the AG app - would
ueed to include such provision in the court order

a General record keeping requirements of the school do not
apply to the ¢x parte o

» Pmcechn'cs for submnmng a request for such an application

10-the-AG-have-not-been 1% '

~
P

b7E

b
b7C
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Educational Records ] Educational Records

F . Pmmm’samﬂmmwkuckleywmexmmof 4 — )
: the availability of student records, which are.general

mlmderbio USC. 12323,vdnchh y
Uhuldnsﬁgemthel’amlﬂzzrds ﬂy i E f“ldcfmdy.dmeofmnﬂm degrees-and awards /.
 available (and remain available) with the written consent - | mmmpmonmoﬂicnlmltmanéspom,m)
of the g t, a court order, or'a GJ-or law enforcement . | - without student consent or court order . :

B suhyoem(tfbycourtordﬂormbpoemsmdmmmbe | A Ismqu‘mudmmldmtsbeaﬂ‘ordeduuppmmtym
oo madvanceofoomplmeunleuawunom ' fmbuirelmseofdnecmryinﬁ:mmnwnhom npnor {
. monedisclosure) Ly . consent or court arder . . ’ : )
’I»l’hls,d‘lavccnmmnlmmobtmmm .

ot 1 : ordet to " v-'SchooIsnnhkclymmlcucdn'ecmwnfmn

. school ﬁvmmhfymgsmdcmofdmmmnmafﬂn WWW‘“‘“WWM‘

b2
b

Educational Records . Educational Records
r ! R Y ALY IR S TR Y P T I ST Y S S Y R
|
v i
- Slxmte apphea to student anadamn records:
"does not protect records kept by campus law
- enforcement or records maintained by medxcal P i
.professionals affiliated with the school; fior does it
protect meords of employees - . :
|
— —
& . Tax Records —
Tax Records .
] ] Taxpayer Return Information
1 : 1 w intelligence case: 26 USC 6103()(7)(C) - provided for
® LIMITATIONS ONTAXPAYER RETURN INF TION: : AG application to a federal district court for an ¢x parte
» Tex sdministration case: 26 USC 6103(aX1),(2) - IRS cmployees can gat . court order to disclose taxpayer return information to
mshmrauggsﬁw;ﬁ]nﬂnmmd andm nb st caobe federal intelligence or LE agency employees personally
pmoeulinq,r & court order, upon requast Gomthg AG% of An' and directly engaged in any investigation, response to, or
AG to the Treasury Secretary analysis of intelligence and counterintelligence information
=3 wahidd wpﬂlﬂ] F IRS member bas scotea fo tns records fortey o I conceming any terrorist incident, threat or activity.
unlexs f""‘:‘ "“’msﬁg‘“; ) (B) . et I[|] w However, provision expired December 31. 2003 and was
N Chiding 1R a0 DOS) pestrally sk sy engaged ,,“"’,,;2;‘;,,,, : renewed in October, 2004 but it has never been used.
€A BEt BCCESS 0 Laxpayer refurm imformation via 4n €x panic couly ® Thus, at present time, no way (o get taxpayer return .
"?,..‘:.,".;’}2',.‘,.‘.‘.,‘,:‘ ;::“ mwob':.': m.ﬁ’:::ﬁ ' information in intelligence case if no criminal nexus




Tax Records — Return Info
Other Than Taxpayer Return

Tax Records — Return Info
Other Than Taxpayer Return

w LIMITATIONS ON RETURN INFORMATION OTHER
THAN TAXPAYER RETURN INFORMATION -~ term
defined as information gathered during course of tax
investigation that did not come from taxpayer

®8 Non-tax criminal case: 26 USC 6301()(2)(A), (B) -
federal employees personally and directly engaged in
proceeding can have access to retwn information (other
than taxpayer return information) upon written request
from head of agency

a Intelligence case: 26 USC 6103( }ts)é ided that we
the IRS (inc

could get (snd did get) fror uding the IRS rep
on JTTTF) return mformanon (other than taxpayer return
information) “that may be related to a temrorist incident,
threat or activity” - I needed permission to disclose
from an IRS disclosure officer, once permission received,
information was disseminated to FBI, and IRS disclosure
officer formally notified Director of the FBI of the
disclosure
Provision intended to be used upon IRS initiation but was
aclually usedwhcn FBI initia! d request, and IRS agreed
vide i g section
(.)(7)(A) for l-'Bl-mmated requests, See next slide}
ired D ber 31, 2003 and was renewed in

Tax Records — Return Info
Other Than Taxpayer Return

directly engaged i the .

I rqum mphu temorist incadent,

. mof that suthority M&e 1 can formatly make
lquntof ﬁn'ud:mwm';.é ?:;m )
' lmuﬂdﬁymlwhmhﬂlm oAy

Jogiire of n&lm{m axpayer.

s 26U$C6l03(&7wwd:¢ﬁwmmwhyrslmemta '
i thromt or my mm»

ot prctees

Tax Records ~ Return Info
Other Than Taxpayer Return

i Tax Records
Use in Proceedings

T g o ¢ of
. statute or related civil forfeiture in which U cﬁdﬂdwna
pasty — mmnmmdoawmwumw

.. Thus, it @ recocmended that ltanfhmymmoewedrm
mfal!mnon, llshouldnubl in a FISA application

= Per26USC 7213, m?ﬁwmmmmw .

Bank Secrecy Act (BSA) Records

= 'W’Y'("T!J"ll:l\lm ges), yithoneh - |

CNSEYI0-2736—
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FinCEN

s Financial Crimes Enforcement Network (FinCEN) of
Treasury Dept) - provides intellig and analytica
support to law enforcement at f {, state, local, and
international level, primarity through regulation of the
izu;pggninm;li.o; of anti- moncy»lau:ﬁring it;tium gucl; as

which require record-keepin
banks and other in;]timtinmn‘;omg eping by
m_Designed to fight money laundering and terrorist financin;

FinCEN

FinCEN FinCEN
= u To obtain BSA iaformation from FinCEN, diﬂ'&-‘
FinCEN FinCEN
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Message

|(OGC) (FBI)

Page 1 of 1

From: | | (OGC) (FBI)

Sent: Friday, November 04, 2005 7:34 AM
To: loce) (oca)
Subject: RE: NSL powerpoint

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

\ é}O‘i)‘\ﬁé}@x\#',\t“\\o\p :

| have cthers, if you are interested.

..... Origi w—
From {OGC) (OGA)

Serl.l:_'thutsda.\a.blnxembem.’ll 2005 10:51 AM
To: {OGC) (FBI)

Subject: NSL powerpoint

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Please send me your latest NSL powerpoint so that | can put itin our efectronic library. Thanks.

b7C Assistant General Counsel

b2

National Security Law Branch
(202) 32

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

oy S e T e

s - NSLVIO-2739 ==
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National Security Letters

[t @ NSLs - admmxslnuvesubpomasthatallowthc )
FBI o obtain three typés of information: : . :
- Phone and email comnumammmﬂsﬁomtcleplnm
and i service p (Electron
Comm. anocy Act) (18 USC 2709) (ume mfamuuon
. . I i as gathered in pea tegis /TT except k oot tive}
I I : " - Financial mmumon records (Right to Fmancm! anacy
L - * Act) {12 USC 3414(a)5XA)).
National Security Law Branch e . - Credit breau info - identity of financial institutions
Federal Bureau of Investigation . . where consumer maintains oy maintained an wooum,
oSN and identifying i i IBMES -
. ;. asociated with perion, curvent/former addrems
C 2 i - plices of employuicnt) (Fair Credit Repoting 4
—'""'USCTSKT—[_F(B)'}

) Natidna_l Secunty Letters:

National Security Letters .| National Security Letters

@ Pridr 1o Patriot At mndardforgemngNSL thatthe ‘w mmmammﬂmﬂwmhwlwrm
zargetbeueawf?'wwwer wu |} - Assistamt Director; Patriot Act allowed delegation down Dﬁy

. UnderSecnonSOSoﬁhaPammAcv,Wsum
~ only nead the information to be “relevant to an suthorized
investigation to against international terrorism.
clandestine inte xﬁmeacuvmamwdcd&nmchn
. investigation of Msmmnamtmm

. solely on the basis of activities by the,

- amendment of ftheCaﬁsﬁﬁnionofxb}Jw !

: mrtoOcmherSt 2003, oouldoav got

i ml’lotfullmvmgﬁhn R

-1 - - - 13 .
:| National Security Letters -| National Security Letters
[ & Forall NSLs, issuing office must prepare two documents: 1
(1) the NSL |tself and (2) an EC approving the NSL and & Al NSLs should have a non-disclosure waming
documenting the prediction & All NSLs should say that the infarmation should be pessonally
® AILNSLs must be addrossed 1o the specific company point ﬂmymmw-w“wmm mailed
of contact (roany of which are listed on NSLB's ite)
s PxOGC , all NSLs must be persanaity served on or sent by
@& All NSLs should identify the statutory autharity for the restrictod ‘service, oot mailed or sert by nor-secure fax to the
requeat, the type of records requested, and provide campany (even %Mnmclmﬁui.ﬂtﬁﬂoﬁmnd
identifying information to assist the company in processing m m Wﬂ@m&%&mm would
the roquest. nvestigation, m fact is classified)
& Al NSLs require a certification that the records sought are ® Al NSLs chould have a reasonable retum date
relcvant to an authorized investigation to protect against
} terrorism or cland, intelligence activitics
and that an investigation of 2 USP is not conducted solely
j on the basis of first amendment rights. U

= NSEVIO2740 == " = ==




b2

b7E

| National Security Letters

National Security Letters

m The cover EC serves four functions:
L] Cermn NSLs have an anachmem suggestmg the zﬁe of - It documents the predication for the NSL by stating why the
that the p information scught is relevant to an investigation
within the paramete - It documents the approval of the NSL by field supervisors
- Toll billing vecords - Itconmains information needed to fulfill Congressional reporting
Tequirements for each type of NSL
- It ransmits the NSL to NSLB, CTD/CI/ Cyber, and the requesting
squad or delivering field division for detivery if necessary
— u For reporni the EC must include case file
- Finarciglrecords | ] number, subjects USP stats, type of NSL issucd, and the
ber of phone numbers, cmail ad
numbers or individual records being requested in the NSL
National Security Letters {: RFPA National Securlty Letters

M .
Full Credit Reports — Court Order
1% I addition to FCRA, 15 USC 1681u(a) snd (b}

information (financial inatitations and co:

‘u’ﬁll.lwnsumcrrepoﬂmCl C’I‘mbycxpam

.ordey .

: Court order for report — el
. target is tied to foreign power (same change as with _
B ',m'g:cnoNSLs)wdcmt standard of relevance toan -
S rized investigation to protect against mwmauoml
 terroriSm or clandestine inteiligonce activities

o thcbsm of first amendment rigins,

- identifying information), under 15 USC 1681u(c)
B N <), can
and cmé'ft_

. SecuonSOSofleotAclclungedmndard for FCRA-

that an investigation of & USP. i3 not conducw.r solely on

Full Credit Report NSL - IT cases

‘Patmt Acl addod’ 1681v ta FCRA o anﬂmm NSQ ..
obtain full- “consumes repost of a consumer and all other
roﬂmmformoonmacomumcrsﬁln"(mm nis:mtyof
financial institution or congumer ldmmfyms mformauon)
in IT cases only. :

Full credit report to be provided (o “a government agmcy
- authorized to conduct investigations of, or intelligence or
: couanmlhgcm activities or analysis related to, -

- investigation, activity oramdysl&

== -~ NSL VIO=27




[ Full Credit Report NSL - IT cases ‘| Full Credit Report NSL - IT cases
(] w Same basic approval authority as other NSLs I
“‘{o?‘c“’r“g , EAD for CT/ %qf‘“[’ andall ® As with other NSLS, subject of NSL does not have
Counsel for National Security Affairs, Senior to be target of the investigation
Counsel for National Security Afﬁms. ADICs and ® Same mechanism as other NSLs — Cover EC and
?A;gs g\. NY), D.C., LA, and all SACs in other NSL itsetf
ield offices : : :
i L. 8 Although no congressional reporting requirement
® Includes non-disclosure provision . ~ cover EC should still state the number of reports
o w Consumer reports in non-IT cases still require : requested, in the event we are asked by Congress
J . court order about the use of this NSL
N - -
b7E | | |
| Dissemination of NSL Information :1 . C .
. ] Dissemination of NSL Information
I ( . Petbthz NSIG, NSL information dissemination is also
. . : subject to specific statutory limitations {¢.g. toll record
u Information obtained through the use of NSLs Nsi. mm"fch A, 18 U'Syc'g',’w’ a:d%famml :gmd

may be disseminated in accordance with general
standards set forth in The AG’s Guidelines for
FBI National Security Investigations and Foreign
Intelligence Collection (NSIG) ~ i.e, the rules that
apply to information sharing with DOJ, federal,
state and local authorities wherein share if
information relates to the responsibility of the
entity

NSL statute, RFPA, 12 USC 3414(a)(5)(B), permit
dlssem.lmtlon if per the NSIG and information is clearly
ibilitics of recipient agency; credit

report 168 1u NSL statute, FCRA, 15 USC 1681u, permits
dissemination to aother federal agencies as may be

ry for the approval or conduct of a FCI
investigation; no special y rules for di
of 15 USC 1681v information)

Payment for NSL Information

‘= NSL for toll records/email awoum. Bcra.b doesinot

vy . . l
‘- NSLforfu!laedatmpom FCRA, sechon 1681va
- pmvldeformmbmsm

|| QUESTIONS?
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National Security Letters -

National Security Law Branch
Federal Bureau of Investigation

National Security Letters

[} w NSLs~ admmmanvcsuhpocmﬂmallowthe
.. FBI to obtain three types of information: -

- Phone’ and email onnnnunwenon morde fmm telcplxme
and i

» Comm. Privacy Acl)(ls usC 2709) (um: information
"updmdmwnwmfr[cxcepamwm.mlm)
L R 3 .

National Security Letters

.,uwaugauonto
i mmm‘f States oondumd
IV nota A peuonuno:
solmwuofmvmmmw the first
amendsment of the Constitution of the Unitod States.
Prior to October 31,2003, wuldonlwa
gﬁﬂm?lorﬁ;llmvmon

18 do ncx by SAC in fied offcs, can
mmxsfmmum

National Security Letters

® For all NSLs, issuing office must prepare two documents:
(1) the NSL uself and (2) an EC approving the NSL and
documenting the prediction

®» Al NSLs must be addressed to the specific comp wcls?o‘m
of contact (many of which are listed on NSLB's ite)

® AILNSLs should identify the statutory authority for the
request, the of records requested, and provide
identifying information to assist the company in processing
the request.

® All NSLs require a certification that the records sought are
relevant to an authorized investigation to protect against
international terrorism or clandestine lmcrfgcm:e activitics
and that an investigation of a USP is not conducted solely
on the basis of first amendment rights.

- n;g

National Security Letters

& Al NSLs shoukd have a non~disclommre waming
[ AHNShMurthudwmfamaﬂathldbepamaIly

delivered to the FB wmbyamhaeddehvuyxmmmnled
nor sent by non-secure fax
PuOGC idance, all NSLs must be personally served on or sent by

livery service, not mailed or sent by non-secure faxed 1o
theoclnpany( though theoy are not classified, the fact of a named
oy e g he subjact of n Maionm Semarty
et is of an

investigation, mch fact is classified)
® AlINSLs should have 3 reasanable return dato

NSL VIO-2744




National Security Letters National Security Letters

= The cover EC serves four functions:
L] Ccnam NSLs have an attachment auggmtmg the zEe of - It documents the predication for the NSL by stating why the
that the y may information sought is relevant to an investigation
within the parameters of the statute. For - It documents the approval of the NSL by field supervisors
- Ll ] - It contains information needed to fulfill Congressional reparting
roquirements for cach type af NSL
- It raromits the NSL to NSLB, CTDACY Cyber, and the requesting
squad ar delivering field division for delivery if necessary

= For reporting purposes, the EC must inctude case file

number, subjects USP status, type of NSL issued, and the

_ Financ | .
aumber of phone numbers, cmail addresses, account
oumbers or individual records being requested in the NSL

9] .

Ors

b7E

National Security Letters RFPA National Security Letters

Ortober 7003 chcige i thostatte mmmw-ﬂm
inatitatios” apoo which we ca n&;mmma "

nmwmmwww« .

hhgcdnm“ﬂmﬁn;lwhwdnh

o emTency;

lCounmea?m e 0

mof' on for discl
- others.in entity mwmnmmm(
* inpome byt not oll NSL sintuses) ¢ .

M , :
Full Credit Reports ~ Court Order | Full Credit Report NSL - IT cases

1. = 1n addition & FCRA, 15 USC 1681u(i) and (6) : mmmmtmmm“mm‘ u’

”m‘,m,m&fm"'?‘mm“xmw)
formation), <), can
ﬁxﬂconsumerreponmClan&Cl‘mbyumCo w

w Secuon 505 of Patriot Act’ chanseé mndud ﬁor FCRA

- Court.ordér for consumer report=- ¢liminatod requirement
mmt NSI.::)Saxzx“;oé‘:e‘elwil’0 sz.;dzsm of mlcvnnn:st:)w a‘: A
" that an m?éggwon of an‘:stl!I,: 1 not :cot;;“m zmn ‘ information is necessary for the apmy s comhm of: such
the basis of first amendment nghu . Wﬂnsaﬁon, w“y or mgys.& L

e o NSLVIO-ZZES




- | Full Credit Report NSL - IT cases

w Same basic approval authority as other NSLs
{Deputy Director, EAD for CT/ CI; AD and all
DAD:s for CT, General Counsel, Deputg General
Counsel for National Security ‘Affairs, Senior
Counsel for National Security Affairs, ADICs and
SACs inNY,D.C., LA, and all SACs in othet
field ofﬁc&)

w Includes non-disclosure provision

w Consumer reports in non-IT cases still require
court order

L

Dissemination of NSL Information

u Information obtained through the use of NSLs
may be disseminated in accordance with general
standards set forth in The AG’s Guidelines for
FBI National Security Investigations and Foreign
Intelligence Collection (NSIG) - i.e, the rules that
apply to information sharing with DOJ, federal,
state and local authorities wherein share if
information relates to the responsibility of the
entity

Payment for NSL Information

. provide-for reimbursement of costs; sithough some offices

v dopnywhznreqmwdmomtokupungoodmm, i;
-'G.NSLforﬁmnmal

records, Rl-‘PA, reqummmbmxcmmt
of costs; Title 12, CFR Part 219 and appemﬁx pmvndu

=" reimbursement cost schedule:

- NSLfmﬁncmuhmuuuonmfomn mdconsumcr
identifying information, FCRA, section 1681n. provides .
- “for payment but no schedule has been promulgated.

"w NSL for full credit reports, FCRA, section 168 1v does not -
movrdc for rrimbursement of costs

NSL for tall records/efil accoints, ECPA, docs not> .

Full Credit Report NSL - IT cases

® As with other NSLs, subject of NSL does not have
to be target of the investigation

w Same mechanism as other NSLs — Cover EC and
NSL itself

u Although no congressional reporting requirement
— cover EC should still state the number of reports
requested, in the event we are asked by Congress
about the use of this NSL

|

Dissemination of NSL Information

[ » Per the NSIG, NSL information dissemination is also

subject to specific statutory limitations (¢.g. toll record
NSL statute, ECPA, 18 USC 2709, and financial record
NSL statute, RFPA, 12 USC 3414(a)(5)(B), permit
dissemination if per the NSIG and information is clearly
relevant 1o responsibilities of recipient sgency: credit
report 1681u NSL statute, FCRA, 15 USC 1681y, permits
dissemination to other federal agencies as may be
necessary for the approval or conduct of a FCI
imvestigation; no special y rules for di

of 15 USC 1681v information)

|| mVisig our FB Inranet ste at
hp|
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| (OGC) (FBI)

Page 1 of |

From:

|(OGC) (FBI)

Sent:  Tuesday, November 23, 2004 11:12 AM

To: (FBI)
Subject: NSLs

S ITIVE BUT UNCLASSIFIED
NON-RECORD

Enclosed is the NSL powerpoint that |

know if you have any questions

SENSITIVE BUT UNCLASSIFIED

6/5/2006

promised you yesterday. Slide 18 deals with NSL reimbursement. Let me
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Investigative Tools for
Intelligence Investigations

| |
National Security Law Branch
Federal Bureau of Investigation

National Security Letters

B investigation of 8 United States person ig not
: :;solelyondwbasuofmmymw by the.first

' " m Prior to October 31, 2003, wu!donlymN L in full; now.
' f-_ ject of NSL. docs not ned to be 3 ofmvetu

. »-'mvemgnmn -

m Priorto PutnotAct. sunda!dforgcmngNSqulhslthe
target be tied to forvign power. - -

& Under Section SOS of the Patriot Act, lesser standard -
. information to “mlcvtnt(nmmﬂmwd :

only the
i wmmmdmnmw
clandestine inte| gmemvmmvxded&mmchm

" “amendment of the Constitution-of the United St

can get it in P1 or full investigation'.

| National Security Letters

n For all NSLs, issuing office must prepa pare two documents:
(1) the NSL itself; and (2) an EC approving the NSL and
documenting the prediction

Al NSLs must be addressed to the specific company point
of contact {many of which are listed on NSLB's wegsue)
All NSLs should identify the statutory authority for the
request, the gge of records mqneswz and provide
identifying information to assist the company in processing
the request.

Al NSLs require a certification that the records sought arc
relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities
and that an investigation of a USP is not conducted solely
on the basis of first amendment rights.

National Security Letters

|, # NSLs — administrative subpocnas that aliow the
FBImobmntln'eetypmofmfonnanon o
- phone and email i ds from teleph

5 gathéred in pen register/TT except historio, not live)
- financial institution records (Right to Financial Privacy.
Act) {12 USC 3414{a)}(SXA) :

- credit burcau info — identity of financial institutions
whete consumer maintains or maintained an sccount;

. and consumer identifying information (includes names -
associated with person, current/former addresses and

U places of employment) (Fair Credit Reporting Act) (15

companics and intermet seTvice providers {Electronic -
Comm. Privacy Act) (18 USC 2709) {same information

uia}

National Security Letters

Pncto?nmt approvat qutharity omild be no fower than Depaty
" omﬁ-“'rmmmommmammxsm

-| Cuﬂudy mdnthukyhashmddewdw A

. l mnmnumm)ucrfcl
B Assigint Dimctars in chargo, and alt DADe for CHCTACyter -

. Astigtant Dérector in Charge., 204 84 § AT i NY. m: mu\
.—mmnmmm e

'uwemmust.wm

" Geveral Couatel, mwmwmmm ’

Acting o
If 86 not have SAC mﬁeﬁoﬁoe.anwac loNSl.Breqwm'

National Security Letters

m All NSLs should have a non-disclosure warning

® All NSLs should say that the information should
be personally delivered to the FBL, not mailed

» All NSLs must be personally served on or secure
faxed to the company (even though they are not
classified, the fact O‘Y target and a
reference to an IT or mtelhg_cnce investigation
would imply that the target is the subject of an
National Security investigation, which fact is
classified)

- oNSEVIO-2748. .- H oo =
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National Security Letters

a Ccrtain NSLs have an attachment suggesting the ?re of
information that the company may considered to fal)
wnhm dw  parame

National Security Letters

= The cover EC serves four functions:
« It documents the predication for the NSL by stating why the
information sought is relevani to an investigation
- It documents the approval of the NSL by field supervisors
- It comtains information noaded to fulfill Congressional reporting
requirements for each type of NSL
- Tt transmits the NSL to the requesting squad or deli
division for delivery
& For reporting purposes, the EC must include case file
number, subjects USP status, type of NSL issucd, and the
ber of phone numbers, email add
numbers or individual records being requcsted in the NSL

ing fiekd

National Security Letters

»d:m

- Mﬁwwﬂefulwdﬁauon
- ion &5

‘. Inmdmulmyofﬁncmxdﬂﬂlmldwc
L _cnntinne 1o joma NST e

= St 200 Y S e o o

® There are mﬂmmCmmmfyﬁa;WM
? e Cout fond by the
Idindwmn-dm

MmmkntobeSLmeMoqmm
 mechanism for government to enforce NSL.

v “ vv ‘v
""“""m&m"f“" :

ECPANLS

RFPA National Security Letters

l,PcBlUSCSJIZ(a)(I),thelmmiudulmadh\hw
- bank or trast companry, private banker; Mm,mm",

m?m;wv

« wmmthemmwmduaﬁm« E
;;;?xml mnmchwcmmcr{summ

Imlmradu!c d with the SEC: § " ;
. issuer, redesmer Gl!ﬂﬂ'.-
ofnvelen'dnchdae:b %Eu&l;cpm of g credit cand

Company,

real estate ¢ 1S Pl Savs ive,;

US/state/tocal ¢ f!’wwaim
anyhmmsmniarmd:w ?r’m% wyn HW

have high degree of us: mmmnul. uxct
matters

© ifivolvi
agency

" transactions
regulatory

Full Credit Reports ~ Court Order

- Inadd 15 USC 168 1u(e) and
l‘n ition to FCRA, .:5!) ®).

|| m SmiOSofPamtActchnngedenrdfm FCRA ..

tion (financial institutions
), under15 USC lGB!u{c) canget

: information
ﬁ:llwnwmerwmmCl Cl'casabyexyme

Comorde:foreousmwpoﬂ elmmtedwqmrement
trrget is tied to foreign power (same change as
%NSB)MMstnmmm X
investigation to protect agmnnmnltammmor ’
clandestine intelli mmww
investigation of a USP is not solclyond:cbam
_ of first amendmeat ri . :

T
=]

>
{

ool
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:\ Full Credit Report. NSL - IT cases

& Patriot Act added 1681v to FCRA to authorize NSLs to
obtain full * report of & and all other
othcr mfomwtlon in a consumer’s file” (a0t just identity of

jon or identifying information)

in IT cases only

[] Full credn: report to be pmwded to “a government agency
d to ions of, or intelligence or
coumcnntelhgm actuvm&s or analysis related to,
international terrorism when presented with a written
certification by such government agency that such
information is necessary for the agcn(:y s conduct of such
activity or analysi:

Full Credit Report NSL - IT cases

m Same basic approval authority as other NSLs
( uty Director, EAD for CT/ CI; AD and all
for CT, General Counsel, Deputg General
Counsel for Natlonal Security Affairs, Senior
Counsel for National Security Aﬂ'aim ADICs and
SACs in NY, D.C., LA, and all SACs in other
field offices)

m Includes non-disclosure provision

= Consumer reports in non-{T cases still require
court order

b2
b7E

Full Credit Report NSL - IT cases

m As with other NSLs, subject of NSL does not have
to be target of the investigation

m Same mechanism as other NSLs — Cover EC and
NSL itself

= Although no congressional reporting requirement
- cover EC should still state the number of reports
requested, in the event we are asked by Congress
abowt the use of this NSL

Dissemination of NSL Information

m Information obtained through the use of NSLs
may be disseminated in accordance with general
standards set forth in AG guidelines - i.e, the rules
that apply to information sharing with DOJ,
federal, state and local authorities wherein share if
information relates to the responsibility of the
entity

|| Dlssemmatlon of NSL Information

,Pcnhe AG gmdclm NSL nfm‘nnﬁon’dm
‘also subject to specific ry di ons (S8 ;
‘NSL statutz. ECPA, 18.USC 2709. dnd ﬁnlnml mmd?
. NSL statute, RFPA, 12 USC 3414(3)(5)(8),
digsemination if per AG guidelines and mfnmuon B
. ¢learly relevant to responsibilities of recipicnt agenicy; . -
~ credit report 168 fu NSL statute, FCRA, 15 USC' léSlu,
permits dissemination to othet federal agencics &s mybe .
' ,fan.he pproval or conduct of a ¥CI
* investigation; no special statutory rules for d:ssemmauon
.of 15 USC 1681v lnfoﬂnsnon)

:I ~ Payment for NSL Information

8 n

2

. NSL for toll records/email munu. EGPA,dm ;

* provide for reimbursement of costs, allboughmmeom :
) dopaywhenreqmmdmotdzrmbepongoodtammﬂx ,
- service pro : :

u NSLfotﬁmnm!mrds.R.FPA, mm&l:semm

of costs; Title 12, CFR Part 219, nndappendu.mvuleo
mmblmnrmoosuc

m NSL for financial instinstion aformetion and cabwimadr .

- identifying i ation, FCRA, section 168 tu, provides
for payment but no schnddebasbmpromulsami

® NSL for full credit reports, FCRA, section léSlv doss not
provide for mmbuncnxnt ofcosts )
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FISA - Business Records

B Under FISA, 50 USC 1861, FBI can apply to

FISC for an ex parte order for business
records (note: other sections of FISA say that -
" AG appties to Court for order) =~ .

FISA - Business Records

universe of 1 B0y

* :?ihkthmgs(mchndmghooks mords.papas documa

m Patriot Act changed legal standard: “tl:mformauonlohe
obtained i3 foreign intelligence information ot concerning a

'US person , of is elevant to anongomgmvmganon to
pmwcusmm

'wﬂwm%m”mdmvm nofUSP '
- canpat be based solely on activities o

B Same standsrd as esblished by Pariot Act ro;ym; NSLs

@ When added to FISA in 1998, llmlwd to

{| business records from.common carriers,
1|. public accommodations, vehicle rentals;
-storage facilities and standard was specifi
- and articulable facts that records related to

oo

~1

i ..f.agent of forelgn power»A Z
U N bTE
FISA - Business Records FISA - Business Records
L L )
] [] = May or may not be able to get records covered by
= FISA permits delegation down to level of ASAC other statutes, such as tax returns or educational
= At current time, approval authority has been records —OIPR takes position that specific tax and
delegated to headquarters officials (Deputy educational records statutes govem the
gTrec(::tfréEAD tgr C‘I‘/lC(l:nAD aln%:,l} A([;):n of ; procurement of those records
yber; General Counse] ul eral . . . .
Counsel for National Security Affairs, gld . lera‘ry rlecotd requests will be subject l.o serutiny
Senior Counsel for National Security Affairs) = Applications and FISC Orders are classified —
= Business records form available for field to fill out need to go through special procedures for serving
%hwdquam and NSLB (atty classified orders on uncleared person.
— . ] -
Educational Records Educational Records
[1 w Section 507 of the Patriot Act amended the Fa [] w Education records defined in FERPA as “those roconds,
Educational Rights and Privacy Act of 1974 (F ERyPA) 20 files, documents and other materials which (1) contain
USC 1232g (ah the “Buckley amendment”), to provide mfommlon dlmclly related toa student; and (2) are
for the AG 1o submit written application to court of d by an ] agency or institution or by a
n?etem jurisdiction {OIPR says this does not include pcrson acung for su.ch agency or institution.”
F I5C) for ex parte order requiring cducational institution to . from liability if it
ide b ion of [certai wfgfufhf?d“fnﬂ compiies with court order
umomm oﬁ'ensesl or an act of domestic or internationat - 1?::'::32:3:’; :‘;Pm‘;d&tﬂ mc:&l:z?;?:’ of
statute provides for y of the AG app ~ would
b Iiu?‘}.fc?:“ vt eason 1 belene i the saucati peed to Bolude such prov sien in the cour order
a.rncu 1 10n y
records are lnkel)g to gnum information relevant to such . ?p;nl;':l 'd':oe’g bk:;gx:g requirements of the school do not
1 an iavestigation J ] Pmcedums for submmmg a fequest for such an application
e 4
e UNSEVIOW27SI coeom o e et
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Educational Records

15 Pa.motAct'sammdmem kleywaunexpmsmof

1l = Unnldmchangzmlbhm records were oaly. ,

“ non-disclosure)

bility of stuck which ar ly
m underZO USC 1232g, which specifically scts
who may be granted access to such records.”

" ayailable andummavadsbie)A&thmewnmwnsem
" Shthes (J‘I;; order "'b?o&ff‘ﬁ.&'f&m be
8l court or au i must
nomuﬁahn advanceofcomplmmkuacomotdm .

] Thu&lfhavecmmalmmommm
aubpoemandunobamm!ordﬂ‘lnmvm
schoo ﬁ'ommufymg nmdcnlofdimmmofﬁw

Educational Records

" Statute applm to studcm acadelmc tecords so
.does not protect records kept by campus law " - -
enforcement or records maintained by medical
professionals affiliated with the school; nor dow it
pmmrecotdsofemployees Lo Care

». FBlpohcy,asstuted from 1976 and. 1996 not to

request or accept or use informiation ﬁom sources

or other employees at educational mstxmuons
obtained fmm student records -

Tax Records

u LIMITATIONS ON TAXPAYER RETURN INFORMATION:

u Tax sdministration case: 26 USC 6l03(h)(!).(2) RS mbm m ga
26088 10 tax records without & court order,

w DOJ/FBI] Md edman
proceedi m&mnwmoda.wmmﬁomlheA& or Aag't
AG 10 the Treasury Secretary

- Thmy, even if ITTTF (RS member has acoess to tan records for tax
ﬁmmnpnmhemumumuhaumbmmlfﬁ

I pPUTPOSES,

«  Non-tax aiminaf case; 26 USC 6103(iX1}A), (B) - federnl emplo:
(metuding IRS and DOJ) personall md}‘reé‘;a)qngdmg? Y ocadi
mwamsmmwmm-mmmmmapmcmm

- thus, if there is a criminal nexus in your case, and you necd taxp;
returp information, you cam obtain @ through an ex pane cmm

l: Educational Records

‘. Smwmmauhool(hndomtmn)wrem
. .. “directory information” (name, address, telephone, DOB,’
’ ﬁzldofmdy.dmgsofamdnme.degmmm
. mewed,pmcxpmonmoﬁmlacuwmandspmu,
- without student conseut or court order : )
[] Smmqum&atamd&nubenﬂ‘otdedmwhmnyb;—.

ﬁuhxdre!useofdmmrymformmnnwnhomthe' pnoi |
.. ‘¢onsent or court onder . -
‘s Schookmﬂxblywnkuemmmm e
- though permitted, without 'noufymgswdcm

RS |

Educational Records

L]

Tax Records ~
Taxpayer Return Information

w Intelligence case: 26 USC 6103(i)(7)(C) ~ provided for
AG application to a federal district court for an ex parte
court order to disclose taxpayer return information to
federal intelligence or LE agency employees perscnally
and directly cngaged in any investigation, response to, or
analysis of intelligence and counterintelligence information
conceming any terrorist incident, threat or activity.
H , provision expired D ber 31, 2003 and was
never used and never rencwed
w Thus, at present time, no way to get taxpayer return
information in intclligence case if no criminal nexus

_NSLVIO-275:
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Tax Records ~ Return Info
Other Than Taxpayer Return

1

u LIMITATIONS ON RETURN INFORMATION OTHER
THAN TAXPAYER RETURN INFORMATION - term
defined as information gathered during course of tax
investigation that did not come from taxpayer

w Non-tax criminal case: 26 USC 6301(i)(2)(A), {B) -
federal employees personally and dircctly engaged in the
proceeding can have access to return information (other
than taxpayer return information) upon written request
from head of agency,

Tax Records — Return Info
Other Than Taxpayer Return

lntclllgame case: 26 USC 6103(1)(3)EC) vided that we
could get (and did get) from the IRS (including the IRS rep
on JTTTF) return mformation (other than taxpayer return
information) “that may be related to a terrorist incident,
threat or activity” - IRS rep needed permission to disclose
from an IRS disclosure officer, once permission received,
information was disseminated to FBI, and IRS disclosure
officer formaily notified Director of the FBI of the
disclosure

However, that provision expired December 31, 2003 and
has not been renewed

Tax Records — Return Info

Other Than Taxpayer Return

‘.. Nmmmm 2wscolosrx7x)\)w'
N ymmwmlm«mwmﬂnmrﬂdwm
. of return-information (other per

Tax Records —

] Use in Proceedings

- w Per 26 USC 6103(iX4) ent
-return information 1n judicial o
axpayer retum

reain

T e o b Giv fxtgitane n which L
party — FISA application docs not soem to be

I8 Thus, # d that d
mﬁcmnnm ushauldmbcxmmdmlFISAlpp!mm .

_® Per 26 USC 7213, there are: fel mmtpuuluuﬁnmchm '
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Follow-up requests to 5/17/2006 OIG Interview of FBI AGC h70

1. Effective dates of the two attachments to ECPA National Security Letters which
list types of information that may be considered by a recipient to be “toll billing
records.” The attachments were marked as Exhibits 2 (shorter version) & 3
(longer version).

2. Effective dates of the two attachments to ECPA National Security Letters which
list types of information that may be considered by a recipient to be an “electronic
communication transactional record.” The attachments were marked as Exhibits
4 (shorter version) & 5 (longer version).

3. Your emails and OGC guidance on how to handle over collections” from any
type of NSL.

3@ qiob 4. Your emails to “all CDCs” during the period from 1/1/2003 to date in response to
ol questions from the field regarding NSL issues or that you initiated to address ad
hoc questions.

5. Hard copies of the current model ECs and NSLs (és of March 9, 2006) and the
guidance (as of March 15, 2006) posted on the FBI/OGC’s Intranet. A printout
from the FBI’s Intranet was marked as Exhibit 6. (This request may already be in
process.)

6. Documents in your hard copy or electronic files relating to the CAU/ NSL issue
we discussed, including emails; letters sent by CAU to telephone carriers
requesting information to be followed by an NSL; documents referencing
meetings with CAU and others concerning this issue; and the forms and
attachments reflecting the resolution of the discussions with CAU, including the
follow-up information you referenced .

.~ 7. The name and contact information of the Federal Reserve attorney with whom
you communicated on the TFOS/ NSL issue we discussed.

8. The name of the Section Chief at TFOS at the time of the TFOS / NSL issue.
9. Emails you sent, received, or were copied on regarding the TFOS/ NSL issue.

10. The FBI’s current request for any legislative changes to the NSL statutes, -
including the suggested revisions we discussed to EPCA and the “Buckley” law.

~ We would be grateful if you would provide these documents to us with copies to the
Inspection Division ¢/o Section Chief David Evans Audit, Evaluation and Analysis
Section by May 23, 2006.

e NSLMIOTEE e e
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . ' Date: 12/08/2005

To: Counterterrorism Division Attn: AD, DAD

Counterintélligence Division AD, DAD
Cyber Division AD, DAD
All Field Offices  apIC
' SAC
CDC

From: Office of the General Counsel

National Security Law Branch
Contact: |

Approved By: Caproni Valerie E
Hulon Willie T
Szady David

Drafted By:

Case ID #: 319X-HQ-A1487720-0GC

Titlé: LEGAL ADVICE AND OPINIONS;
’ FBI POLICY RE REIMBURSEMENT OF COSTS TO RECIPIENTS
OF NATIONAL SECURITY LETTERS

Synopsis: Provides guidance to the field as to the
establishment within the FBI of a uniform policy with respect
to reimbursement of costs to recipients of National Security
Letters (NSLs) for the production of information responsive to
NSLs. This guidance provides that where the authorizing
statute, requires reimbursement, clearly we will continue our
practice of paying. Where the authorizing statute does not
reference any form of reimbursement, then the FBI will not pay
for the information.

Details:

Four statutes that provide for the issuance of
National Security Letters vary in their provision for
reimbursement of costs to recipients of NSLs for production of
information responsive to NSLs. The Electronic Communications
Privacy Act (ECPA), 18 U.S.C. § 2709, does not provide for
reimbursement of costs; thus, there is no legal obligation to
pay for toll billing/subscriber records or electronic




To: Counterterrorium From: Office of the ﬁgneral Counsel
Re: 319X-HQ-A1487720-0GC 11/22/2005

communication transactional records to which the statute
applies. The Right to Financial Privacy Act (RFPA), 12 U.S.C.
§ 3415, requires reimbursement of costs for information
obtained from financial institutions to which NSLs are issued
under Section 3414 (a) (5) (A); Title 12, Code of Federal
Regulations (CFR), Part 219, and appendix, provides a
reimbursement of costs schedule.! The Fair Credit Reporting
Act (FPCRA), 15 U.S.C. § 168lu, requires reimbursement of costs
for financial institution listings and consumer identifying
information obtained from credit reporting companies but no
reimbursement schedule has been promulgated.? 1Its
counterpart, FCRA, Section 1681v, enacted as part of the 2001
USA Patriot Act, providing for full credit reports in
international terrorism cases, does not authorize
reimbursement of costs.

Variations in Cost Reimbursement Policy Among FBI Field
Offices

The differences in the payment provisions of the NSL
statutes have caused field offices to adopt varying policies
as to whether they pay bills that are submitted by NSLs
recipients. When bills are submitted by RFPA NSL recipients,
the rules are clear. Field offices must and do pay for such
NSLs based on the reimbursement of costs schedule set out in
the CFR. When bills are submitted by ECPA NSL recipients,
where reimbursement is not required, some field offices pay
the bills as submitted, others negotiate the amount of the

! RFPA, Section 3415 provides that "a Government entity shall pay to the

financial institution assembling or providing financial records pertaining to
a customer and in accordance with procedures established by this chapter a fee
for reimbursement of costs as reasonably necessary and which have been
directly incurred in searching for, reproducing, or transporting boocks,
papers, records, or other data required ro requested to be produced: The
Board of Governors of the Federal Reserve System shall, by regulation,
establish the rates and conditions under which such payment shall be made.
Under 12 C.F.R. §219.3, Appendix A, a fee schedule has been adopted, under
which photocopying is reimbursable at $.25 per page and searching is
reimbursable at $11 per hour for clerical staff.

2 FCRA, Section 168lu(e) provides that "[tlhe Federal Bureau of
Investigation shall, subject to the availability of appropriations, pay to the
consumer reporting agency assembling or providing report or information in

~accordance with procedures established under this section a fee for

reimbursement for such costs as are reasonably necessary and which have been
directly incurred in searching, reproducing, or transporting books, papers,
records, or other data required or requested to be produced under this
section."




‘ . { .
To: Counterterrori.a From: Office of the Luneral Counsel
Re: 319X-HQ-A1487720-0GC 11/22/2005

charge, and others flatly refuse to pay. As to credit
reporting companies responding to 1681v NSLs,® at least one
such company submitse bills which, to date, we have paid. With
respect to credit reportlng companies responding to 1681u
NSLs, at least two have a policy of submitting bills, which we
pay or intend to pay. While there is no fee schedule
"established, the fees that are or will be charged by credit
reporting companies for 168lu requests are approx1mate1y ten
dollars, which appears reasonable.*®

The Problem to be Addressed by this Guidance

Having canvassed FBI field offices as to whether they
would like to see the FBI adopt a uniform policy with respect
to reimbursement of costs of NSL recipients, the Office of the
General Counsel (OGC) has determined that field offices do in
fact want a uniform policy. That is the genesis of this
guidance. However, since this is an operational issue and not
a legal issue, OGC has also obtained the concurrence of the
FBI's Counterterrorism Divigion and Counterintelligence
Division that a uniform policy is desirable. Thus, this
guidance is intended to create a uniform policy as to
reimbursement of costs of NSL recipients, the creation of
which uniform policy is particularly crucial with respect to
those statutes which do not provide for compensation, such as
ECPA and FCRA Section 168lv.

Reimbursement of Costs Incurred by ECPA NSL recipients

The FBI hereby adopts the policy that, since it has no
legal obligation to reimburse costs incurred by an NSL
recipient in producing information sought by an ECPA NSL, that
it will not pay bills that are submitted by ECPA NSL
recipients for such information. Its position is supported by
the fact that the ECPA gpecifically provides for certain
instances in which compensation to recipients of legal process
is available. Those enumerated provisions do not include
Section 2709.5 Purther, since certain NSL statutes do contain

3 The three major credit reporting companies are Experien, Transunicn,
and Equifax.

4 Transunion just recently began providing redacted credit reports in

response to Section 168lu requests, and has announced its intention to charge
ten dollars for those reports but has yet to do so. Experien currently charges
$9.20 per report.

STitle 18, Section 2706 (a) of ECPA provides for a reimbursement fee for
obtaining "the contents of communicatiornis, records, or other information under

3 -
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To: Counterterrori..a From: Office of the Guneral Counsel
Re: 319X-HQ-A1487720-0GC 11/22/2005

reimbursement provisions, it is clear that when Congress so
intended, it did in fact enact such a provision. While there
is not necessarily any obvious rationale to the determination
of which NSL statutes contain reimbursement provisions, the
fact is that Congress has had opportunltles to remedy what may
hav

O

Further, to the extent that bills for reimbursement
submitted by carriers in the past have been paid by field
offices, they presumably have been done so on the theory that
payment will encourage cooperation and responsiveness to an
NSL request. Inasmuch as it is expected that before the end
of the year, ECPA, as well as other NSL statutes, will have
been amended to specifically provide the FBI with enforcement
authority, there will be less of a need for the FBI to seek
voluntary cooperation of carriers by providing payment to
which the carriers are not legally entitled.

Enclosed is a model letter that field offices may want to
use in response to requests for payment. These letters may
assume particular importance when addressed to carriers who to
date have received reimbursement and suddenly find themselves
cut off from reimbursement under the new FBI policy.

Reimburgsement of Costs Incurred by FCRA Section 1681v NSL
Recipients

section 2702, 2703, or 2704," except the provision does not apply, per section
2706{c) "with respect to records or other information maintained by a
communications common carrier that relate to telephone toll records and
telephone listings obtained under section 2703 of this title. ' The court may,
however, order a payment as described in subsection (a) if the court
determines the information required is unusually voluminous in nature or
otherwise caused an undue burden on the provider."

4
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To: Counterterroribm From: Office of the Lgneral Counsel
Re: 319X-HQ-A1487720-0GC 11/22/2005

Therefore, it is now FBI policy not to reimburse the costs of
recipients of FCRA Section 1681v NSLs.
Reimbursement of Costs Incurred by FCRA Section 1681lu NSL

Recipients

While FCRA Section 1681lu provides for compensation for
NSLs, there has yet to be promulgated a schedule of such fees.
It is FBI policy that as a general matter the fee schedule .

adopted for RFPA NSLg should be the bagig of compengation for

oo
ol

L
|it may prove more
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sengible to allow for flexibility in how |

offices handles any such bills, with a recommendation
that they coordinate with one another so that the compensation
is uniform.

Conclusion

OGC recognizes that field offices are likely to need
further guidance when faced with particular scenarios. There
may be situations in which lack of compensation is unduly harsh
in light of the burden placed on the carrier by the NSL
requesE. Such situations may be addressed on a case-by-case
basis. ' :

To the extent that there are repercussions with respect to
the compliance with NSLs, we do now have in place an
enforcement mechanism for NSLs via the recently enacted USA
PATRIOT Act Improvement and Reimbursement Act of 2005. That
statutory authority should serve to ameliorate the possible
adverse consequences that might ensue at the onset of this new
pelicy.

Any questions about the issues set forth above should be
addressed to field office Chief Division Counsel or to
in the National Security Law Branch.

 This flexibility is conceptually analogous to the provision of ECPA,
Section 2706, which authorizes court-ordered compensation when a criminal
legal process seeking telephone records is especially burdensome. See
footnote 5.
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. To: Counterterroriw.n From: Office of the &cneral Counsel

Re: 319X-HQ-A1487720-0GC 11/22/2005

LEAD(s) :
S8et Lead 1: (Adm)
ALL, RECEIVING OFFICES
Distribute to all supervisory personnel involved

in the investigation of counterintelligence, counterterrorism,
and cyber cases.

1 - Ms. Caproni

1l - Mr. Hulon

1 - Mr. Szady
] 1 -
o135 1 -
piC
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S
From: |_ |(OGC) (FBI)
Sent: Friday, March 31, 2006 8:38 AM
To: : L CDCs
Ce: AGCVYERN: |

Do
b7C
OGC) (FBI)
Subject: Change in Permissible Methods of Serving NSLs
o3 Gl
\ e

SENSITIVE BUT UNCLASSIFIED éo()- y b6
NON-RECORD Q R

Enclosed is an EC that has just been uploaded, 319X-HQ-A1487720-0OGC, Serial 213, which permits (but obviously, does
not require) NSLs to be served by non-secure fax under certa:n conditions. Here are the relevant conditions, as set forth
in the EC:

A supervisor must approve the non-secure fax transmission. The FBI
employee must call and verify that the intended person is waiting at the
fax machine for the transmisgion. After the fax has been completed, the
FBI employee must immediately call and confirm that the fax has been
received. For each such non-secure fax transmission, there must be written
documentation reflecting the supervisor's approval and the facts set forth
above, including the time and date of the transmission, and the name of the
recipient party.

The EC does NOT authorize us to receive the information back from the recipient via non-secure fax.

I hope this saves a bit of time in the NSL process.

N\

nsifinaldeliveryservi
cepart2.w...

Lo
bi7C

SENSITIVE BUT UNCLASSIFIED

CNSLVIO-2762 . . .t




(Rev. 08-282000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE ‘Date: 3/20/2006
To: All Field Offices Attn: ADIC;
' SAC;
CDC;
FCI/IT Supervisors
Counterterrorism AD Hulon;
DADs;
v Section Chiefs
Counterintelligence ' Acting AD Bereznay;
DADs; .
Section Chiefs
Cyber AD Reigel
DADs

Section Chiefs

From: General Counsel
National Security Law Branch, LX-1 Room 3S100
Contact:
b6 - Approved By: Phalen Charles S Jr
EéC Caproni Vvalerie E
A
b2 Drafted By:

Case ID #: 319X-HQ-A1487720-0GC

Title: LEGAL ADVICE AND OPINIONS;
SERVICE OF NATIONAL SECURITY LETTERS

- 8ynopsis: Provides revised guidance on the service of
National Security Letters (NSLs) by facsimile, as a follow-up
to EC dated 6/29/2005 concerning expansion of approved methods
of delivering NSLs. Specifically, the use of a non-secure fax
is now an acceptable method of service of an NSL by the FBI.

Reference: 319X-HQ-A1487720-0GC, Serial 27
Details:
BACKGROUND:

The FBI issues NSLs pursuant to numerous statutes,
including the Fair Credit Reporting Act, 15 U.S.C. §§ 1681lu
and 1681v, the Electronic Communications Privacy Act, 18
U.8.C. § 2709, and the Right to Financial Privacy Act, 12
U.S.C. § 3414. The NSLs are not classified. Nor is the
information that is returned in response to an NSL (NSL return

" - * " h . - ' ” '_'__*,:___ESL_V-IQ:Z%?______':—L_'"__ L e I T _




Tos: All Field Offi.es From: Secufity L;vision;.
General Counsel

Re: 319X-HQ-A1487720-0GC 3/20/2006

information). However, the documents that are transmitted to
the receiving entity and returned to the FBI do contain
sensitive information. For that reason, the Office of the
General Counsel (OGC) had opined in the past that NSLs should
be personally served upon or secure faxed to the recipient and
responsive information should be personally delivered or
secure faxed to the FBI. However, by EC dated 6/29/2005,' the
Security Division and OGC issued additional guidance which
allowed for the delivery of NSLs via a controlled reputable
delivery service such as Federal Express or the U.S. Postal
Service's restricted delivery service, and allowed for the
delivery of NSL return information by any reputable delivery
service. The restrictions as to the requirement of secure fax
transmissions remained in place.

At the time of issuance of that guidance, the
Security Division and OGC represented that they would address
the issue of the service of NSLs to the recipient and return
of responsive information to the FBI by fax machines through
future guidance.

While the secure faxing of NSLs and NSL return
material continues to provide the most security for the
information, OGC and the Security Division have continued to
reexamine this issue. We recognize that the requirement of
secure faxing of NSLs and NSL return information raises issues
of efficiency, and sometimes potential harm to an
investigation, as did the requirement of personal delivery. -
Therefore, we have concluded that use of non-secure fax is
permissible by the FBI in its service of an NSL upon the
recipient. (The same is not true of faxing of NSL return
information. See below.)

However, there are conditions that attach to use of
a non-secure fax to transmit an NSL to a recipient. A
supervisor must approve the non-secure fax transmission. The
FBI employee must call and verify that the intended person is
waiting at the fax machine for the transmission. After the
fax has been completed, the FBI employee must immediately call
and confirm that the fax has been received. For each such
non-secure fax transmission, there must be written
documentation reflecting the supervisor's approval and the
facts set forth above, including the time and date of the
transmission, and the name of the recipient party.

! 319X-HQ-A1487720-0GC, serial 27

2.
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To: All Field Offi es From: Security L;Vision;
General Counsel

Re: 319X-HQ-A1487720-0GC 3/20/2006

The Sécurity Division has not approved the faxing of
NSL return information via non-gsecure fax because of the FBI's

‘inability to hold the recipient's employees accountable for a

similarly responsible process of fax transmission at their
end. :

CONCLUSION

This guidance provides the outer parameters of
acceptable methods or service at the present time.
Obviously, headquarters and field offices may choose to
continue to use secure fax and personal service, as a general
policy matter or as applied to individual situations, rather
than controlled delivery services and non-secure fax. As with
any system designed to protect security, it is the
responsibility of FBI employees, in consultation with their
supervisors and the Security Division, to exercise their
digcretion in such a manner as to assure that the method they
have chosen for service adequately protects the sensitivity of
the information contained in the NSL and the return
information. '

.Any questions regarding this communication may be

directed to Agssistant General Counsel at

3
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To: All Field Offi.es From: Security L.vision;
General Counsel

Re: 319X-HQ-A1487720-0GC 3/20/2006

LEAD(8) :

Set Lead 1: (Adm)

ALL RECEIVING OFFICES

Distribute to all supervisory personnel involved in
the investigation of international terrorism, '
counterintelligence, and cyber cases.

1 - Mr. Phalen
1 - Ms. Caproni
1 - Ms. Thomas
1 - Ms. Kelley 06
1 -
B

*

4

s - ‘ o e NSLVIO-ZVE6_ . -




