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b2 
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b7E 
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Attn: 
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b l 

Case ID #: 

Title: 
b l 
b 6 
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i - Synopsis : jXf Approves the issuance of an ECPA National 
Security Letter (NSL). Also provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic 

'. communication service provider. '"'••' 

S ^ S B E T/ORCON/NOFORN 

NSL VIO-5127 



IcJ^E SEdRET/ORCON/NOFORN 

T o : 
R e : 

Counterterrorism From : 
(S) 

.Counterterrorism 
07/07/2005 bl 

b 7 A 

(U) 

b l 
b 2 
b7E 

b 2 

SJ (U) 
Enclosure(s) : (U) Enclosed for the Field Office is a 
copy of a National Security Letter, dated 07/07/2005., 
addressed to I 

FBI HQ, CTD, CXS|_ is 
requesting names, addresses, length of service, billing 
records, and electronic communication transactional records 

listed below pursuant to 
Section 2 / uy . ; 

Details: (S//OC/NF) I 

b l 
to 6 
b7A 
b7C 

:S//0C/NF) 

b l 
b 4 
b 6 
b7A 
b7C 
b7D 

SECj^E.T/ORCON/NOFORN 

2 

NSL VIO-5Ì28 



S ETÇRE T / ORCON / NO FORN 

To: 
Re: 

fni]nfpri-prrnri Qm 
(S) 

Fmrn • Counterterrorism 
07/07/2005 bl 

b7A 
b l 
b 6 
b7A 
b7C 

m l bl 
b4 
b6 
b7A 
b7C 
b7D 

W* ^gf This electronic communication also documents the ; 
Deputy- General Counsel's approval and certification of the 
enclosed NSL. For mandatory reporting purposes, the enclosed 
NSL seeks subscriber/billing records/electronic rnmjmni rat-i on 
transact i nnal rprnrHs for the nspr mritrartina with I b 4 

b7D 

(S ) 

(U) On 10/17/2003, the Dire 

bl 
b6 
b7A 
b7C designated the official 

signing the enclosed letter as authorized to make the required 
certification. , 

(U) Arrangements should be made with the institution ' 
receiving the enclosed letter to produce the records 

Field Office. The personally to an employee of the 
institution should neither send the records through the mail 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner 

to 2 
blE 

(U) The 
electronic communican 

Field Office should remind the 
ons provider that it is prohibited from 

disclosing that the' FBI has made this request. 
(U) Any questions regarding the above can ftp di rprtfd to 

FBIHQ, IAI I or S SA 
Should the institution be unable to fully. 

comply with this request due to lack of" specificity or should 
the institution require more detailed information to locate 

is r such records, t 
or S SA 

Field Office should contact IA 
for additional information. 

SECJĵ E T/ORCON/NOFORN 
3 

b 2 
b7E 

b 2 
b 6 
b7C 
.b7E 

NSL VIO-5129 



SEG&E T/ORCON/NOFORN 

To : rnnr[tprfprrnri qm From • 
Re: (S! 

_Q?unterterrorism 
07/07/2005 

b l 
b 7 A 

LEAD (s) : 
Set Lead 1: (Action) 

• GENERAL COUNSEL 
AT WASHINGTON, DC -
(U) NSLB is requested to review and approve the. 

enclosed NSL. 

Set Lead 2: (Action) 

AT 

(U) Hand deliver enclosed' 2702 Letter 
following procedures, outlined in this EC. Upon receipt of 
requested records, immediately submit results to IAJ 

b 2 
b6 
b7C 
b7E 

FBIHQ, Counterterrorism Division, CTD "Room 

Set Lead 3:. (Action) 

AT 
b 2 
b7E 

• (U) 
necessary. 

Provide technical assistance tc as 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC • 
• (U) ITOS II/Global Operations Unit. For information 

•only. 

Set Lead 5: (Info) 
SECRET/ORCON/NOFORN 

4 
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SEKSfcE T/ORCON/NOFORN 

Re : ( S ) 
To ! COUL1*"1 g ̂  From • Cpunterterrorism• 

07/07/2005 b l 
b 7 A 

CPUNTERTERRORISM 
AT WASHINGTON, DC ' _ . 

(U) ITOS I/CONUS I/Team 1. For information only. 
Set Lead 6: (Info) 

COUNTERTERRORISM 
AT. WASHINGTON, •DC 

•(U) ITOS 1/ For information only. 

SEjOPE T/ORCON/NOFORN 

5 

NSL VIO-5131 



(S) 

b l 
b7A 

U.S. Department of Justice 

Federal Bureau of Investigation 

July 7, 2005 

b 4 
b7D 

To Whom it May Concern: 
.- f • 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Gode (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, 
billing records and electronic communication transactional records, to include existing 
transaction/activity logs and all e-mail header information (not to include message content and/or 
subject fields) for the individual(s) for whom you are providing services to host the websites: 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

(S) 
b l 
b 6 
b7A 
,b7C b l 

b 6 
b7A 
b7C 

(S) 

NSL VIO-513.2 



ofthe 
requested to provide records responsive to this request personally to a representative 
?ield Office of the FBI. If the records provided are particularly large, we request that 

you provide this information in electronic format, preferably on a DVD or CD-ROM. Any questions 
you have regarding this request should be directed only to the ~|Field Office. Due to security 
considerations, you should neither send the records through the mail nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Valerie E. Caproni 
General Counsel 
National Security Law Branch 
Office of the General Counsel 

A 

NSL VIO-5133 



X 
ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains the 
following types of information which may be considered by you to be an electronic communication 
transactional record in accordance to Title 18, United States Code, Section 2.709: 

b 2 
b7E 

Any other information which you consider to be an electronic communication transactional record, not to 
include subject lines of emails. 

If the records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a DVD or CD-ROM. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content of any electronic communication as defined in Title 18, United States Code, Section 2510(8). 

> I 
NSL VI0-5134 



(Rev. 01-31-2003) 
. • ' 

SEC^T/ORCON/NOFORN 

Precedence: IMMEDIATE 

To: Counterterrorism 
Unit 

Date: 07/07/2005 

Attn:- ITOS II/Global Operations' 

ITOS I/CONUS I/Team 1 
ITOS I 

Attn: 

From: Counterterrorism 
. cxsj 
Contact: I7T 

1 1 

Approved By: Hulon Willie T 
Lewis John E 
Bennett Laurie J 

Drafted By: 

Casé ID #: (S 
(S 

Title: (S) 

Synopsis: (U) Issuance of 2703(f) Preservation Letter to 

( U ) 

(S) X 

h 2 
to 6 
tolC 
b7E 

. b l 
b7A ' 

. b l 
b 2 
b7E 

SKCRET/ORCON/NOFORN 

NSL VIO-5135 



SE^ET/ORCON/ÌSIOFORN . 

To: rni|ri1-prt-prrnri wm 
Re: (S! 

Frnm Counterterrorism 
07/07/2005 bl 

b 7 A 

Field Office is a copy Enclosure(s): (U) Enclosed for the 
of a 2703(f) Preservation Letter for a website related to the 
captioned investigation. 

Jo 2 
b7E 

Details • (S//QC/NF) 

bl 
b 6 
b7A 
b7C 

bl 
\b4 
b6 
b7A 
b7C 
t)7D 

(S//OC/NF) 

(u) : jX^ A 2702 Emergency Request for Access. Letter, to gain access 
to the preserved materials, is pending approval. 

b l 
b 4 
h 6 
hi A 
b7C 
b7D 

S E J ^ E T/ORCON/NOFORN 

2 

NSL VIO-5136 



s £ s r e t / o r c o n / n o f o r n 

To: Counterterrorism From: Counter-terrorism 
Re: (S)-I 07/07/2005 bl 

b 7 A 

LEAD (s) 

Set Lead 1: (Action) b 2 

procedures outlined in this EC, 

Set Lead 2: (Action) 

AT 
(U) 

necessary. 
Provide technical assistance to a s 

b 2 
b7E 

Set Lead 3: (Info) 
COUNTERTERRORISM 

AT WASHINGTON; DC 

(U) ITOS II/Global Operations Unit. For information only. 

Set Lead 4: (Info) 
COUNTERTERRORISM 

. AT WASHINGTON, DC 
i 

(U) ITOS I/CONUS I/Team 1. For information only. 
Set Lead 5: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

3 

NSL VIO-5137 



SEp^E s e c r e t / o r c o n / n o f o r n 

To: rniint-prfprrnrism Frnin: rnnntprl-prmr i sm 
Re: ( S ) | 07/07/2005 bl 

b7A 

(U) ITOS 1/ For information only, 

SÈ^RET/ORCON/NOFORN 
4 
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(Rev. 01-31-2003) 

SE^E^T/ORCON/NOFORN 

Precedence: IMMEDIATE 

To: Counterterrorism 
Unit • 

General Counsel 

Attn: 

Attn: 

Attn: 

Date:' ' 07/07/2005 
ITOS II/Global Operations 
ITOS I/CONUS I/Team 1 
ITOS I. 
National security Law Branch 
DGC Julie- F. Thomas 
ucl 

From: Co.unte.rtprrori sm 
. CXS 
Contact: : 

b 2 
b7E 
b 6 
b7C 

Approved By: Caproni Valerie E 
Hulon Willie T 
Lewis John E 
Bennett Laurie J 

Drafted By: 
Case ID #: 

Title: :s) 

(S) 

iT-TJ Synopsis : Approves the issuance of a "2702 Letter under 
18 U.S.C., Section 2702(b) (8) and Section 2702(c) (4) for 
voluntary disclosure by an Internet Service Provider to the 
FBI under emergency disclosure provisions. Also provides 

b l 
b7A 

b l 
b 6 
Jo 7 A 
b7C 

S^éjRE T/ORCON/NOFORN 

NSL VIO-5139 



SSCRE T/ORCON/NOFORN 

To : Coi-i'n̂ or"̂ Q'r'rrs'r'"' ̂ 1X1 

Re: (SI 
-Counterterrorism 

07/07/2005 bl 
b 7 A 

reporting data, "and, if necessary, transmits, the 2702 Letter 
for delivery to the electronic communication service provider. 

M X 

(S) y^ 

b l 
h 2 
b7E 

Enclosure(s): (U) Enclosed for the[ ]Field Office is a 
copy of a 2702 Letter, dated 07/07/2005. addressed to 

FBIHQ, CTD, | |is seeking voluntary 
disclosure of content records pursuant to Title 18, United 
States Code (U.S.C.), Section 2702(b)(8), and Section 
2702(c)(4), for the listed websites. 
Details : •S//OC/NF)/" 

b 2 
b 4 
b7D 
b7E 

' s / / or /WF) 

SEPRET/ORGON/NOFORN 

b l 
b 6 
b7A 
b7C 

bl 
b 4 
b 6 
b7A 
b7C 
b7D 

NSL VIO-5140 



s e " & r j £ t / o r c o n / n o f o r n 

To : 
Re: 

Counterterrorism From: . Counterterrorism 
;S)| |0 7/07/2 005 bl 

b7A 
bl 
b4 
b6 
b7A 
b7C 
•b7D 

bl 
b6 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

i U ) r ^ j This electronic' communication documents the General 
Counsel^s approval and certification of the enclosed .2702 ' 
Letter. For mandatory reporting purposes, the enclosed 2702 
Letter, pursuant to Title 18, United States Code (U.S.C.), 
Section 2702(b)(8), and Section 2702(c)(4), seeks voluntary 
HisnlnsiirP nf rprnrds rplafpH t-nf 
I 

(S) 

In addition.r 1 

email 
m addition, piease provide any associateci 

bl • 
b2 
b7E 

(S) 

for the websites: 

S ^ C R E T / O R C O N / N O F O R N 

bl 
h 6 
b7A 
b7C 

NSL VIO-5141 



TO : Pnnpfprl-orrnr i Qm 
Re: (SI 

Frnm • 

T/ORCON/NOFORN : 

.Cipun te r-t error ism 
.07/07/2005, , 

(S) 

' bl 
• b6 ' 
' b7A 
b7C 

bl 
b7A 

(U) On 10/17/2003, the 'Director'designated the official 
signing the enclosed letters as authorized' to make • 'the • • 
required certification. .. • .. •: 

(U) Arrangements should be made-"with the .institution ,' -' 
receiving the enclosed . letters to produce the • records' 

Field'Office'. The personally to -an employee of the 
institution 'should , neither "send -the record's-, through' thé mail, 
nor utilize the name'of the subject or any identifying, 
information related to. t'he • subject .in any telephone calls to 
the FBI. .The institution should not contact FBI-HQ directly -in 
any manner. - ••--.• 

b2 
b7E 

(U) The Fièld Office should determine 

Tïïë" 
Field Office should ask that the electronic 

communications provider cooperate in not disclosing the- , 
details of the letter, if the Field Office is- -unable-

b2 
b7E 

toi 

contact FBI HQ for 'further'* 'V.. 
instructions. 

(.U) Any questions regarding the above can' be • directed to 

[ 
FBIHO, IA or S SA 

J Should the institution- be unable to runy; 
comply with this request due to lack of specificity or should 
the institution require more detailed information to locate 
such records, 

or S SA 
Field Office should contact"IA 

for additional information. 

b2 
b6 
b7C 
b7E 

SEfjfcg T/ORCON/NOFORN 

4 -

NSL VI0-5142 



T/ORCON/NOFORN 

To : r.nimf firt-errnri sm 
Re: (SI 

From: Cpunterterrorism 
07/07/2005 bl 

b7A 

LEAD (s) : 

Set Lead 1: (Action) 
. GENERAL COUNSEL 

AT 

(U) NSLB. is requested to. review and approve the 
enclosed 2702 Letter. 

b2 
b7E 

Set Lead 2: (Action) 

AT-

(U) Hand deliver enclosed 2702 Letter 
following'procedures outlined, in this EC. Upon receipt of 
requested records, immediately submit, results to IA 

FBIHQ, Counterterrorism Division, CTD oom 

b2 
b6 
b7C 
b7E 

Set Lead 3: (Action) 

AT 

Set Lead 4: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS II/Global Operations Unit. For information 
only. '' 

bl 
b2 
b7E 

SEÇRET/ORCON/NOFORN 

NSL VIO-5143 



SECj^E T/ORCON/NOFORN 

To: Cniint.prtfi.rmri sm From : Çountert error ism , 1 
07/07/2005 - • • . • • D 1 

• ' ' b7A Re: (S) 

Set Lead 5: (Info) 
COUNTERTERRORISM ' 

AT WASHINGTON, DC 
(U) ITOS. I/CONUS I/Team 1. For information only. 

Set Lead 6: (Info) b2 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) ITOS. 1/ For information only. 

S^SBE T/ORCON/NOFORN 

NSL VIO-5144 



(S) 

U.S. Department of Justice 

Federal Bureau of Investigation 

bl 
b7A 

July 7, 2005 

b4 
b7D 

(S) 

Re: Request for Emergency Access to Information 

To Whom it May Concern: 

Pursuant to Title 18, United States Code (U.S.C.), Section 2702(b)(8), and Section 
2702(c)(4), the Federal Bureau of Investigation (FBI) requests that 
immediately provide I n f o r m a t i o n 

pertaining to the website. 
Iln addition, pieaye proviae a copy m me loiiüwmg wüDtüie eoniem: 

(S) 

(S) 

In an effort to respond to this emergency condition]" 
provide the above listed information. Authority for 

bl 
b2 
b4 
b7A 
b7D 
bl 
b6 
b7A 
b7C 

bl 
b7A 
bl 
b4 
b6 
b7A 
b7C 
b7D 

is requested to 
to disclose this information 

to the FBI under the current circumstances rests in 18 U.S.C. §2702(b)(8) which permits a service 
provider to voluntarily disclose the content of communications to the FBI "if the provider, in good faith, 
believes that an emergency involving danger of death or serious physical injury to any person requires 
disclosure without delay of communications relating to the disclosure of records." 

b4 
b7D 

^ N S L VIO-5145 



/ 

Due to the emergency circumstances snrrnnnHinp this request please provide the requested 
field Office of the FBI. If the records information personally to a representative of the 

provided are. particularly large, we request that you provide this information in.electronic format, 
preferably on a CD-ROM or DVD. Any questions you have regarding this request should be directed 

f > only to the Field Office. Due to security considerations, you should neither send the records 
through the mail nor disclose the substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Valerie E. Caproni 
General Counsel 
National Security Law Branch 
Office of the General Counsel 

X 
2 NSL VIO-5146 



(Rev. 01-31-2003) 

SECRKT/.ORCON/NOFORN 

(U) 

Precedence 
To: 

PRIORITY 
Counterterrorism 
General Counsel 

Attn: 
Attn: 

Date: 07/26/2005 
ITOS I/ETIU 
National Security Law Branch 
UC. 

u uj—Lc t. niujuaa 
Attn: 

From: r.mmtp.rtprrnri ^ 
cxsj 
Contact: 

Approved By 
IA 

I I 

Hulon Willie T 
Lewis John E 
Thomas Julie F 

DATI: 07-23-20C 
CLASSIFIED IF T 
RlàSOl: 1.4 (cj 
DECLASSIFÎ OK: 

Drafted By: 
Case ID #: 

Title: (S.) 

to 2 
b6 
b7C 
b7E 

Synopsis:jX) Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if • 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

bl 
b7A 

bl • 
b6 
b7A 
b7C 

S E Ö ^ T / O R C O N / N O F O R N 

NSL VIO-5147 



SE 

To : rnijnf nr-f ny-rn-ri cm 
Re: (S! 

Counterterrorism 
07/26/2005 bl 

b7A 

(S) CU) 

Enclosure(s): (U) Enclosed for the Field Office is a 
copy of a National Security Letter, dated 07/26/2005, 
addressed tol 

f requesting names, addresses, length o: 
service, billing records, and electronic communication • 
transactional records for- the individual (s)'. associated with 
the website listed below. 

Details: (S//OC/NF) 

b l 
b 2 
b7E 
b 2 
to A 
tolD 
b7E 

b l 
b7A 

(S) T g / ^ S n ^ T f 

b l 
b7A 

b l 
b 6 -
b7A 
b7C 

ä ^ R E T/ORCON/NOFORN 

NSL VIO-5148 



SìjÒ^E t / o r c o n / n o f o r n 

To: 
Re : 

Countprferrori sm Frnm • Counterterrorism, 
;S) 07/26/2005 

:s> TTìT^enfiTr 

bl 
b7A 

bl 
b7A 

( g / / r\n /miti 
bl 
b4 
b7A 
b7D 

(S//0C/NF) [ bl 
b4 
b7A 
b7D 

(U) This electronic'communication documents the Deputy 
General Counsel's'National .Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting ' 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic.communication transactional records 
associated with the following website: bl 

b7A 
(Si 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the.required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters t-o nrnrinrp the records 
personally to an employee of the Field Office. The 
institution should neither send the records through the mail • b2 
nor utilize the name of the subject or any identifying b7E 
information related to the subject in any telephone' calls to 
the FBI. The institution should hot contact FBIHQ directly in 
any manner. 

(U) The Field Office should remind the . 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. • 

b2 
b7E 

S E ^ E T/ORCON/NOFORN 

NSL VIO-5149 



SEpJRE T/ORCON/NOFORN 

To: r.niintprtprmri .gm From : 
Re: (s: 

.Counter terror ism 
07/26/2005 

(U) Any questions regarding the above can Hi rprt-pH t-n 
frt-hd. Ta I Jor S SA 

(Should the institution.be unable.to fully comply 
with this request due to lack of specificity or should the 
institution require, more detailed information to l°9ate such 
records, the| ' 
or SSA| | for 

Field Office should contact IA 
additional information. 

SE^RE T/ORCON/NOFORN 

4 

NSL VIO-5150 



SE C^Ê T/ORCON/NOFORN 

To: Counterterrorism From:- Counterterrorism 
Re: (S).| 07/26/2005 bl 

.b7A 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

.' AT WASHINGTON, DC ' 
(U) NSLB is requested to review and approve, the 

enclosed National Security Letter. ; ' 

Set Lead 2: (Action) 
b2 

AT .b7C 
b7E 

(U) Hand deliver enclosed National' Security 
Letter following procedures outlined in this EC. Upon receipt 
of requested records, immediately submit resiilts to IA 
I FBI HQ, Counterterrorism Division, CTD/CXS/EOPb, Rddtn 

Set Lead 3 : (Info) 

COUNTERTERRORISM " 

AT WASHINGTON, DC 

(U-) ITOS I For information only, 
b2 

SE^ÇE T/ORCON/NOFORN 

5 

NSL VIO-5151 



(S) ..bl 
b7A 

U.S. Department of Justice 

Federal Bureau of Investigation 

b4 
b7D 

July 26, 2005 

To Whom it May Concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 

b2 
b7E 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

of the 
', You are requested to provide records responsive to this request personally to a representative 

Field Office of the FBI. If the records provided are particularly large, we request'that 
you provide this information in electronic format, preferably on a CD-ROM. Any questions you have 

'ield Office. Due to security regarding this request should be directed only to. the 
considerations, you should neither send the records tnrougn the mail nor disclose the substance of this 
request in any telephone conversation. 

b2 
b7E 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

h 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5152 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains the 
following types of information which may be considered by you to be an electronic communication 
transactional record in accordance'with Title 18 United States Code Section 2709. 

, We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content of any electronic communication as defined in Title 18, United States Code, Section 2510 (8). 
Subject lines of e-mails are content information and should not be provided pursuant to this request 

Ifthe records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a CD-ROM or DVD. 

NSL VIO-5153 
2 



(Rev. 01-31-2003) 

SE^E^T/ORCON/NOFORN 

Precedence: IMMEDIATE 
To: Counterterrorism 

General Counsel' 

Date: 08/01/2005 
Attn: 
Attn: 

Attn: 

Attn: 
Attn: 

ITOS I/CONUS II 
ITOS II 
National Security Law Branch 
DGC Julie F. Thomas. 
UC Elaine N.Lammert 
National Infrastructure 

SSA 

SSA' 
From: CnnntPrtPrrori sm 

CXS 
Contact: IA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie.F 

Lammert Elaine N 

DATE : 0 7 - ; 
LA S I .FI ED 33 "S 

MMS.SIff 01; 

007 

b2 
b6 
b7C 
b7E )HH 

( S ) 

Drafted By: 

Case ID #: (S 

s 
bl 
b6 
b7A 
b7C 

S^éjRE T/ORCON/NOFORN 

NSL VIO-5154 



SEpftE T / ORCON /NOFORN 

To: r.onpt-prl-errnri sm From : 
Re : ( S) 

Haunterterrorism 
08/01/2005 " bl 

b7A 

bl 
b7A 

Synopsis: Approves the issuance of an ECPA National 
Security Letter (NSL). Also provides reporting data, and, if. 
necessary, transmits the NSL for delivery to the electronic 
communication service provider. . 

"CISssii ü e d B y : 7566_t__CX 
Reason 
Dgciasî ilTy~On : XI ^ ^ ^ 

Enclosure(s): (U)Enclosed for the Office is 

Details: (S//QC/NF) 

bl 
b2 
-b7E b2 

b4 
b7D 
b7E 

(S//OC/NF)J 

(S//0C/NF) 

SJ&RE T/ORCON/NOFORN 

2 

NSL VIO-5155 

bl 
b6 
b7A 
b7C 

bl 
b2 
b6 
b7A 
b7C 
b7D 
b7E 
bl 
b6 
b7A 
b7C 



SE cïjfc T/ORCON/NOFORN 

To: rmipi-ori-arrnri gm TTr-nm • Cûun t e r t e r r o r i sm-
Re; 08/01/2005 bl 

b7A 

(S//OC/NF) 

..(S//OC/NF)-

b l 
b 6 
b7A 
b7C 

bl 
b2 
b4 
b7A 
b7D 
b7E 

:S//0C/NF) 
b l 
b 2 
b 4 
b7A 
b7D 
b7E 

_ LS J 

b l 
b 6 
b7A 
b7C 

(U) -^S^ .This electronic communication also documents the , • 
General Counsel's approval and certification of the" ènclosed 
NSL. For mandatory reporting purposes, the enclosed NSL seeks 
subscriber/billing records/electronic communication, 
t-ransartinnàl records for the nspr contracting b7D 

b l 
b7A 

.(U) On 10/17/2003, the Director designated the. official 
signing the enclosed letters as authorized to make the 
required certification. 

(U) Arrangements should be made With the.institution 
receiving the enclosed letters to.produce the records 

SÈjb^E T/ORCON/NOFORN 

NSL VIÖ-5156 



SÇKJRE T/ORC ON/NOFORN 

To: 
Re: 

rnqntprfprrrari .g m From : 
(s: 

.Cpunter terror ism 
08/01/2005 

Field Office. The personally to an employee of the 
institution should neither send the records through the mail 
nor utilize the name of the subject or any identifying -• 
information related to the subject in•any 'telephone calls to 
the FBI. -The institution should not contact FBIHQ directly in 
any manner. 

(U)The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this•request. 

' (U) Any questions regarding.the above can be directed to. 
FRTHH. TA I ' or SSA 

Should the institution be -unable to fully 
comply with-this request due to lack of specificity or should 
the institution require morf detailed information to' locate 
snr-.h records. s, the 

or SSA for 
Field Office should contact SA 

for' additional information. 

bl ' 
b7A 
b2 
b7E 

b2 
b7E 

b2 
b6 
b7C 
b7E 

\ 

SECJFEE T/ORCON/NOFORN 

4 

NSL VIO-5157 



'SF&KÇE T/ORCON/NOFORN 

To: rniini-prl-prrnri sm From • Cnunterterrorism 
Re: (S) 0.8/01/2005 bl 

b7A 

LEAD (s) : 

Set Lead 1: (Action) 

• GENERAL COUNSEL 

AT 

(U) NSLB is requested to review and approve the 
enclosed National Security Letter. 

b2 
b7D 

Set Lead 2: (Action) 

AT 

(U) SSA Hand deliver enclosed NSL 
following procedures outlined in this EC. Upon receipt of 
requested records, immediately submit results to SA 

] or SSA [ 
Division, CTD/CXS/EOPS, Room 

Set Lead 3: (Action) 

IFBIH Q, Counterterror. srrr 

AT 

(U) SSA 
technical assistance m obtaining 

As necessary, provide 

b2 
b6 
.b7C 
b7E 

b2 
•b6 ' 
b7C 
b7E 

Set Lead 4: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

(U) ITOS II, For information only. b2 

SÈÇRET/ORCON/NOFORN 

.-5 ; 

NSL VIO-5158 



To: 
Re: 

S^RE T/ORCON/NOFORN 

Counterterrorism From: Counterterrorism 
(S)| |0 8/O'L/2 005 bl 

.b7A 

Set Lead 5: (Info) 

ATI 

(U) SA For information only. 

to 2 
b6 
b7C 
b7E 

SEÇKE T/ORCON/NOFORN 

6 

NSL VIO-5159 



(S) 

U.S. Department of Justice 

Federal Bureau of Investigation 

bl 
b7A 

b4 
b7D August 1, 2005 

Re: Request forjïmergency Access to Information 

To Whom it May Concern: 

The FBI has been informed of a situation which it believes warrants the emergency disclosure of 
information in your possession, pursuant to 18 U.S.C. 2702(b)(8), which permits a service provider to 
voluntarily disclose the content of communications to a government entity "if the provider, in good faith, 
believes that an emergency involving danger of death or serious physical injury to any person requires 
disclosure without delay of communications relating to the emergency." By this letter, we are requesting 
that you review the information provided below and that you conclude, as we have, that such an 
emergency exists and that information in your possession will assist the FBI in handling this matter. 

(S) f bl 
b7A 

Based on this information, the FBI believes that nay reasonably conclude that an 
emergency involving a danger of death or serious physical lniury exists^ Therefore, the FBI requests 

(S) 
that „ , 
r»thpr information r>frt cnnino In thJ 

voluntarily providj the sitef as well as 

investigation according to the atorementiòned facts. 
Such information will assist us by allowing us to conduct an 

Please direct any questions you may have regarding this request to the [Field Office. 
Assuming that you conclude as we have, that an emergency exists, please provide the requested 
information personally to the Field Office, preferably in the form of a CDROM or DVD. 

bl 
' b4 
b7A 
b7D 
b2 
b7E 
b2 
b7E 

, Due to security considerations, you should neither send the information through the mail nor disclose the 
substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5160 



(Rev. 01-31-2003) 

SE^ET/NOFORN 

Precedence: Priority Date:, 08/05/2005 

To: Counterterrorism 

General Counsel 

Attn: TTn.q T/rnNTTS I/Team 4 

From: Connterterrori sm 
cxs[ 
Contact:SA 

Approved By: Hulon Willie' T 
Lewis John E 
Thomas Julie F 

Attn: National Security Law Branch 
DGC Julie Thomas 
UC Elaine N. Lammert 

Attn: SSA 

Drafted By: 

Case ID #: 

Title : (S) 

b2 
b6 
b7C 
b7E 

bl 
•b7A 

SFÎ^FEET/NOFORN 

NSL VIO-5161 



T o : 
Re : 

Court 
(S) 

SE^RET/NOFORN 

sm 
07/25/2005 bl ' 

b7A 

(U) 

!s ) (U) 

Synopsis-: vßf Approves the issuance of an ECPA, National 
Security Letter (NSL); provides reporting data;1 and, if 
necessary, transmits the NSL for delivery.to the electronic 
communications service provider.1 

rtawified By: 7566 CTi 
Reason: ^ bl 
Deslass-riy^on: 

b7E 
Reference: b l 

b7A 
Enclosure(s): (U) Enclosed for- the Field.Office is 
an original and a copy of a National" security Letter, dated 
07 79572005. ^HdrpggpH tn\ I 

requesting names, addresses, length of.service, billing 
records, and. electronic communication transactional'records 
for the account holder assigned the IP" address at the date and 
times' specified below. 

b2 
b 4 
b7D 
b7E 

Details: :S//NF) 

bl 

b7A 
b7D 

ISJ" 

f S) 

- bl 
b 6 ' 
b7A 
b7C 

b l 
b6 
b7A 
b7C 

SE^ET/NOFÖRN 

2 . 

NSL VIO-5162 



S^&RET/NOFORN 

TO : COUI? ° "i tP-t-z-Myi • 
Re: (S) 

^ L f 

:s)/ 

XS-L 

07/25/2005 

SE£S(ET/NOFORN 

bl 
b7A 

bl 

b7A 
b7C 

bl 
b4 
b7A 
b7D 

bl 
b2 
b4 ' 
b7A 
b7D 
b7E 

bl 
b7A 

bl 
b6 
b7A 
b7C 

bl 
b7A 

NSL VIO-5163 



To: 
Re : 

SEÈ^FST/NOFORN 
rn i i r i fp r fp r rn r i .gm From ; P n n n t p r r p r r n r i s m 
.(S) 37/25/2005 bl 

b7A 

bl 
b4 
b7A 
b7D 

bl 
b6 
b7A 
b7C 

bl 
b7A 

This.electronic communication documents the 
•Deputy General Counsel's for the National Security Law Branch 
approval and certification of the enclosed NSL. For mandatory 
reporting purposes, the enclosed NSL seeks subscriber/billing ' 
records/electronic communication transactional records on the 
following IP Addresses: 

bl 
t)4 
b6 
b7A 
b7C 
b7D 

(S) 

(S) 

and 

(U) .On 10/17/2003, the .Director designated the FBI 
official, signing the attached National' Security Letter, to 
make the required certification. . 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce the records 
personally to an employee of the 1 field office. The 
institution should neither send the records through the mail,• 
nor utilize the name of the subject or any identifying 
information related to•the subject in any telephone calls to 

SEC^T/NOFORN 

bl 
b7A 

b2 
b7E 

NSL VIO-5164 



S^RET/NOFORN 

To: 
Re : 

rnnnl-prfcrrnri em Ur-rSm • Pn; int-oft-or-mr-i gm 
07/25/2005 bl 

b7A 
the FBI. The institution should not contact FBIHQ directly in 
any manner. • 

(U) .The field office should remind the 
institution that it is prohibited from disclosing that - the FBI 
has made this request. 

(U.) Any questions regarding the above_ can.be directed to 
FRTHO. SA or , SSA 

Should the institution be unable to fully 
comply with this request due to lack of specificity or should 
the institution rqmiirp more .detailed information to locate 
such records, .the 
contact SA 
information. 

Field nffi CP Bhnul 
or SSA 

d ̂ immediately 
for additional 

to 2 
hl E 

b2 
h 6 
toi C 
toi E 

SB^RET/NOFORN 

5 • 

NSL VIO-5165 



y SS^RET/NOFORN 

To : CcunJ"°'rt"°t"v""1"' r~,rr> 
'Re : (S) 

r'̂ lint-QV-t- AVV^V^ s m 

07/25/2005 bl 
b7A 

LEAD(s): 

Set Lead 1 : (Info) 

COUNTERTERRORISM ' . 

AT ITOS I/CONUS I/Team 4 

(U) Read and Clear 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) w NSLB is requested to record the appropriate 

information'needed to fulfill the'Congressional reporting 
requirements for'NSLs. 

Set Lead 4 : (Action) 

AT 

(U) Hand deliver enclosed NSL as indicated ahove 
Upon receipt of requested records, notify SA 

lor SSAI 

b2 
b6 
b7C 
b7E 

to 
coordinate immediate delivery of records to FBIHO, 
Counterterrorism Division, CTD/CXSl 

Set Lead 5: (Info) 

COUNTERTERRORISM 

AT •b2 
(U) Read and.Clear 

SE^K^T/NOFORN 

NSL VIO-5166 



ÌJ > 
(S) 

U.S. Department of Justice 

Federal Bureau of Investigation 

.bl 
•b7A 

August 8, 2005 

b4 
b6 
b7C 
,.b7D 

Dear 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, 
billing records and electronic communication transactional records, to include existing 
transaction/activity logs and account holder assigned the IP address as specified below;. 

bl 
b 7 A 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

You are requested to provide records responsive to this request personally to a representative 
of th( field office of the FBI. If the records provided are particularly large, we request that 
you provide this information in electronic format, preferably on a CD-ROM. Any questions you have 

Jfield office. Due to security regarding this request should be directed only to the 
considerations, you should neither send the records through the mail nor disclose the substance of this 
request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

b2 
b 7 E 

Y 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5167 



ATTACHMENT 

In preparing your response to this National Security Letter, you should determine whether your 
company maintains the following types of information which may be considered by you to be an 
electronic communication transactional record in accordance with Title 18, United States Code, 
Section 2709: 

h 2 
Jo7E 

This National Security Letter does not request, and you should not provide, information 
pursuant to this request that would disclose the content of any electronic communication as defined in 
Title 18, United States Code, Section 2510(8). 

X 
NSL VIO-5168 



(Rev. 01-31-2003) 

SE OFE T/ORCON/NOFORN 

F E D E R A L BiJ l$EÄU O F INVESTIGATION 

Precedence : PRIORITY Date: 08/01/2005 
To: Counterterrorism 

General Counsel 
Attn: 
Attn: 

Attn: 

ITOS II 
National Security Law 
DGC Julie F. Thomas 
UC Elaine N..Lammert 
Counterterrorism 
SA 

Branch 

From: Counterterrorism 
CXS/EOPS/Web _ F.xnl oi tat i on Team/Room 
Contact: IA • 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 
Lammert Elaine N 

Jo 2 
b6 
.b7C 

Drafted By: 

Case ID #: 

Title: 

bl 
b7A 

S y n o p s i s : A p p r o v e s the issuance of an ECPA National 
Security Letter (NSL). Also provides reporting data, and, if 
necessary, transmits the NSL for delivery to the electronic . 
communication service provider. 

(U) X 

bl • 
b7A 

SEQPŒT/ORCON/NOFORN 

NSL VIO-5169 



(S) 

SE^E T/ORCON/NOFORN 

To: 
Re: 

rn i in tp r f f r rn r i . sm Frnm: 
(S) 

_Q2UJXLar terror ism 
08/01/2005 

Enclosure(s) : (U) Enclosed,for the Field Office are 
is a National Security Letter, dated 08/01/2005, addressed to 

bl 
b2 
b7E 

FBIHQ, CTD, CXS, EOPS is requesting names, 
addresses, length of service, billing records-, and electronic 
communication transactional records for the. administrator of 
the website listed below pursuant to Section 2709. 
Details: (S/ZOP./NFJ \ 

bl 
b7A 

b2 
b4 
.b7D 
b7E 

bl 
b6 
b7A 
b7C 

r^TTOC/NF 

rS//OO/NF) / 

bl 
b6 
b7A 
b7C 

bl 
b7A 

SÖ^E T/ORCON/NOFORN 

2 

NSL VIO-5170 



T/ORCON/NOFORN 
To: rnnni-prt-prmri c:tti Frnm • rnnnt-prt-prrnri ^ 
Re: (S) 08/01/2005 bl 

b7A 

S) b l 
b7A 

is) 

b l 
b7A 

ÌSÌ 

tuj x This electronic communication also documents the 
Deputy General Counsel's National Security Law.Branch approval 
and certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records for the 
user contracting wi thl I to 
maintain/administer • the website: ' ' 

(S) 

field Office. The 

b l 
b 4 
b7A 
b7D 

b 4 
b7D 

•bl ' 
b7A 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed, letter to produce the records 
personally to an employée of the 
institution should neither send the records through the mail 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to' 
the FBI. The institution should not contact FBIHQ directly in 
any manner. • 

h 2 
b7E 

SE^E T/ORCON/NOFORN 

3 

NSL VIO-5171 



SEÒ&E T/ORCON/NOFORN 

To: Countertprror-1 tm 
Re: (S) 

XmUL •rni 1 n t-ri ir terrorism 
08/01/2005 bl 

b7A 

(U) The Field Office should remind the 
electronic communications provider that it is prohibited from 
disclosing that the FBI has made this request. " 

(U) Ariw nnp^finnq rprtarHirin M-ip ahn?P ca. 
FBI HQ,- IA 
L 

3r S SA 
n hp dirprtpH•to 

J Should the institution be unable to fully 
comply-with this request due..to lack of,specificity or should 
the institution rprmire mgrp detailed information to locate 
SUCh rornr-rj' 
or S SA 

s, • the Field Office should contact IA 
for additional information, 

b2 
b7E 

b2 
b6 
b7C 
b7E 

SEĴ &SE T/ORCON/NOFORN 

4 

NSL VIO-5172 



S E ^ E T/ORCON/NOFORN 

To: Count ertiprrnr i sm—Frnm- Cm in tpK terror ism 
Re: 08/01/2005 bl 

b7A 

LEAD(s) : 

Set Lead 1: (Action) 
GENERAL COUNSEL ' 

AT WASHINGTON, DC 
(U)'NSLB is "requested to review and approve the 

enclosed NSL. 

Set Lead 2 : (Action) 

AT 

(U) Counterterrorism. Hand deliver enclosed National 
Security Letter following procedures outlined in this EC. Upon 

Room 
FBIHQ, Counterterrorism Division, CTD 

(U) 
assistance. 

For information and technical 

b 2 
b 6 
b7C 
b 7 E 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS 11̂  For information 'only, 
b 2 

ÌÈ^fSE'. SÎÇfeE T/ORCON/NOFORN 

5 

NSL VIO-5173 



(Rev. 01-31-2003) 

SE«&ET/ORCON/NOFORN 

Precedence : PRIORITY 

To: Counterterrorism 
General Counsel 

- From: Counterterrorism 

Date: 08/08/2005 
Attn: 
Attn: 

Attn: 
Attn: 

ITOS IR, 
.National Security Law Branch 
DGC Julie F. Thomas 
UC Elaine N. Lammert 

I 
SA 

CXS/EOPS/Web Exploitation Team/ 
Contact: IAI 

Approved By: Hulon Willie T 
Lewis John E 
•Thomas. Julie F 

) IH/13R, 

Drafted By: 

Case ID 

Title: 

<U) 

b2 
Jo 6 
b7C 
.b7E 

'bl 
b7A 

Synopsis: J}SQ^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and> if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider'. 

bl 
b6 
b 7 A 
.b7C 

( U ) 

SE^RÇT/ORCON/NOFORN 

NSL VIO-5174 



S E ^ E T/ORCON/NOFORN 

To : r'ni.]ntorforrnr'' grn 
Re: (S) 

rnii,ntërterrorism 
08/08/2005 bl 

b7A 

(S) 

Enclosure (s) : (U) Enclosed for the 
is an original and a copy of a NSL, "dated 08/08/2005, 
addressed to 

Field Office 

requesting names, addresses, 
length of service, billing records, and electronic 
'communication transactional records for the registrant of the 
domain name listed below. 

Details: (S/ZOC/NF^ 

I S//or/MF) 

:S//OC/NF) R 

(S//OC/NF) I 

/Q / /nr /MFÌ 

SEp^E T/ORCON/NOFORN 

2 

bl 
b2 
b7E 
b2 
to A 
tolD 
b7E 

bl 
b2 
b7A 
toi E 

. 'bl 
• b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7D 
b7E . 
bl 
to 6 
b7A 
b7C 

bl 
to 2 
b6 
b7A 
b7C 
b7D 
b7E 

NSL VIO-5175 



SEC^E T/ORCON/NOFORN 

To : ' •Çon.rLl-ĝ -i-gTr-or'i gm 
Re: (S)' 

Frnïïi ' -Obtint er terror ism 
08/08/2005 bl 

b7A 

:S//QC/NF) 

iq / / n r /win 

(U) : This electronic . communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records 
associated with the following 'website : 

b l 
b7A 
b l ' 
b 4 
b 6 
b7A 
b7C 
b 7 D 

b l " 
b 4 
b 7 A 
b7D 

(S) 

b l 
b7A 

(U) On- 10/17/2003, the' FBI Director designated the ' 
official signing the enclosed letter as authorized .to make the 
required certification. 1 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records . 

The personally to an employee of FBI 
institution should neither send tne records tnrough the mail 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI'. The institution should not contact FBI HQ directly in 
any manner. 

b 2 
b7E 

(U) FBI should remind the electronic 
communications provider that it is prohibited from disclosing 
that the FBI has made this request. 

b2 
b7E 

(U) Any questions regarding the above can 
FBIHQ, IA 
[ 

or S SA 
ho H -i rort-pH tr\ 

]. Should the institution be unable to fully comply 
with this request due to lack of specificity or should the 
institution require more detailed information to locate such 

b 2 
to 6 
tolC 

SE^E T/ORCON/NOFORN 

NSL VIO-5176 



SE^RE T/ORCON/NOFORN 

To : Countprf.errnrì sm From : £Qi 
Re: (S) 

¿nterterrorism 
08/08/2005 . bl 

b7A 

records, FBI should contact IA 
•for additional information. 

or SSA b2 
b6 
b7C 
b7E 

£^ÓRE T/ORCON/NOFORN 

4 

NSL VIO-5177 



SÈ&RE T/ORCON/NOFORN 

To: Coun 
Re: (S) 

p r f p r r n r i m̂ From1 f n i i n t g r f p r r n r i cm 
08/08/2005 bl 

b7A 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) 

enclosed NSL. 
NSLB is requested to review and approve the 

Set Lead 2: (Action) 

AT 

• (U)- Hand deliver enclosed NSL' following- procedures 
outlined in this EC. Upon receipt of requested records, 
immediately submit results to IAI _ I, FBIHO/-
Counterterrorism Division, CTD/ 

b 2 
b 6 
.b7C 
b7E 

Set Lead 3: (Info) 
J COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) ITOS II/ For information only. 

Set Lead 4: (Info) 

AT 

(U) SA For information only. 

b 2 

b 2 
b 6 
b 7 C 
b7E 

S^RE T/ORCON/NOFORN 

5 
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U.S. Department of Justice 

Federal Bureau of Investigation 

bl 
b7A 

August 8, 2005 

b4 
b6 
b7C 
b7D 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, 
billing records and electronic communication transactional records, to include existing 
transaction/activity logs and all e-mail header information (not to include message content and/or 
subject fields) for the individuals) who registered the below domain: 

(Si 
bl 
b7A 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine. 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to> 
information or records under these provisions. 

You are requested to provide records responsive to this request personally to a representative 
^Field Office of the FBI. If the records provided are particularly large, we request o f the 

that you provide this information in electronic format, preferably on a DVD or CD-ROM. Any 
questions you have regarding this request should be directed only to the| I Field Office. 
Due to security considerations,, you should neither send the records through the mail nor disclose the 
substance of this request in any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

b7E 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

NSL VIO-5179 



ATTACHMENT • . • •" 

In preparing your response to this request, you should determine whether your company maintains the 
following types of information which may be considered by you to be an electronic communication 
transactional record in accordance with Title .18 United States Code Section 2709. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content ofany electronic communication as defined in Title 18, United States Code, Section 2510 (8). 
Subject lines of e-mails are content information and should not be provided pursuant to this request 

Ifthe records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a DVD or CD-ROM. 

NSL VIO-518.0 
2 



(Rev. 01-31-2003) • . 

SE«&ET/ORCON/NOFORN 

FEDERAL B U Ü E Ä U O F INVESTIGATION 

(U) 

Precedence: PRIORITY 

To: Counterterrorism 

General Counsel 

Attn: 

Attn: 

Attn: 

Date 

TTOS II 

08/29/2005 

ITOS I 
National security Law Branch 
IJC 

b2 
From: Counterterrorism 

CXS/EOPS/Web Exploitation Team/Room 
Contact: IA 

b7C 
b7E 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 

III/ 

Drafted By: 

Case ID #: 

Title: (S) 

bl 
b7A 

bl 
b7A 

Synopsis: J^B^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

bl 
b6 
b7A 
b7C 

(U) X 

SE^RÇT/ORCON/NOFORN 

NSL VIO-5181 



T/ORCON/NOFORN 

To: rnnptprfprrnri .gm 
Re: (S! 

From : .Counterterrorism 
08/26/2005 ' 

(S) x 

Enclosure(s): (U) Enclosed for the FI P1 H Of f I rp I C:- a 
r.onv of a NST,. dated 08/29/2005. addressed to 

requesting names, addresses, length.ot service, billing 
records, and electronic communication transactional records 
for the individual (s). associated with the website listed 
below. 

Details : ÎS//0C/NF)/" 

(Siv ^kT OEQi 08/22/2005, an individual using the name 

.bl 
b7A 

bl 
b 2 
b7E 

b 2 
b 4 
•b7D 
b7E 

• bl 
b 6 
b7A 
.b7C 

b l 

b7A 
b7C 

(S) 

b l 
b 6 
b7A 
b7C 

S^ÈRE T/ORCON/NOFORN 

2 

NSL VIO-5182 



SSCRE T/ORCON/NOFORN 

To: ' rniipfprl-prrnri ̂ m 
Re: (S) 

From ' Xûunterterrorism 
08/26/20051 bl 

b7A 

I g / /nr- /MEM 

/ c / / r\t- /»T^I f 

bl 
b2 
b6 
b7A 
b7C 
•b7E 

bl 
b4 • 
b6 
b7A 
b7C bl 
b7D b4 

b6 
b7A 
b7C 
b7D 

(S) This EC documents the.Deputy General Counsel's 
National Security Law Branch approval 'and certification of the 
enclosed NSL. For mandatory reporting purposes, the encl'osed 
NSL seeks subscriber/billing records/electronic communication 
transactional records associated with the following website: 

('Si 

bl 
b6 
b7A 
b7C 

(U) On 10/17/2003, the-Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

! '' (U) Arrangements should be made with, the institution 
receiving the enclosed letters to produce the records 
personally to an employee of the | | Field Office. The 
institution should neither send the records through the mail 
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 

b2 
b7E 

SEPRET/ORGON/NOFORN 

NSL VIO-5183 



SET/ORCON/NOFORN 
To : CO 1 t~ o r pT-/"y r i gm Frnin 1 
Re: ;s) 

Cnimterterrorism 
38/26/2005 bl 

b7A 

the FBI. The institution should not contact .FBIHQ directly in 
any manner. 

(U) Field Office, prior to serving, the NSL, 
•should conduct a threat assessment on the company and its 
owner or company officers. If information developed is • 
derogatory or indicates a potential rnmnrnmi • n f FBI. interest 
in the website to a terrorist group, LEield Office 
should contact FBIHQ immediately. Thel |Field Office 
should remind the electronic communications provider that it 
is prohibited from disclosing that the FBI has made this 
request. 

(U) Any questions regarding the above can be directed to 
FBIHQ. IA or SSA 

Should the institution be unable' to fully comply 
with this request due to lack of specificity- or should the 
institution reguire more detailed'information to locate such 
records, the 
or SSA[ 

Field 'Office should contact IA 
for additional information. 

to 2 
b7E 

b2 

b7C 
b7E 

T/ORCON/NOFORN 

4 

NSL VIO-5184 



T/ORCON/NOFORN 

To : court'Qr1'nv'T'"r"' orT1 
Re: (SI 

-Counter terror ism 
08/26/2005 bl 

b7A 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT NSLB 1 

(U) NSLB is requested to review' and approve the 
.enclosed National Security Letter. 

Set Lead 2: (Action) 

AT 

(U) Hand deliver enclosed NSL following 
procedures outlined in this EC. Upon receipt of requested 
records, immediately'submit results to IAI _ ~| 
FBIHQ-, Gounterterrorism Division, CTD, 

' b 2 
b 6 
b 7 C 
b7E 

Set Lead 3: (Action) 

n 

(U 
necessary. 

5rovide technical assistance to| ~|as 

b 2 
b7E 

Set Lead 4 : (Info) 

COUNTERTERRORISM" 

AT ITOS II/ 
b 2 

(U) Read and clear, 

Set Lead 5: (Info) 

COUNTERTERRORISM 
S^RE T / ORCON/NOFORN 

NSL VIO-5185 



To: 
Re: 

SE^ÉE T/ORCON/NOFORN 
rnunl-prhprrnrigni From- fnin-i f- p r t~ P r rn r i qm 
( S ) | 0 8 / 2 6 / 2 0 0 5 bl 

b7A 
b 2 

AT ITOS I 

(U) Read and clear, 

SEÌ^ET/ORCON/NOFORN 

6 

NSL VIO-5186 



(S) 

U.S. Department of Justice 

Federal Bureau of Investigation 

bl 
b7A 

:s) 

b4 
b7D August 29, 2005 

To Whom it May Concern: 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, 
billing records and electronic communication transactional records, to include existing 
transaction/activity logs and all e-mail header information (not to include message content and/or 
subject fields) for the website: 

(SJ 

Specifically, the FBI is requesting electronic communication transaction/activity logs for the 

bl 
b6 
b7A 
b7C 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

You are requested to provide records responsive to this request personally to a representative 
of the Field Office of the FBI. If the records provided are particularly large, we request that 
you provide this information in electronic format, preferably on a CD-ROM or DVD. Any questions 
you have regarding this request should be directed only to the[ Field Office. Due to security 

b2 
.b7E 

considerations, you should neither send the records through the mail nor disclose the substance of this 
request in any telephone conversation. . 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

> 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Ojjfji^ (^"^e CjrgQpral Counsel 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains the 
following types of information which may be considered by you to be an electronic communication 
transactional record in accordance with Title 18 United States Code Section 2709. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content of any electronic communication as defined in Title 18, United States Code, Section 2510 (8). 
Subject lines of e-mails are content information and should not be provided pursuant to this request. 

If the records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a CD-ROM or DVD. 

SE 

NSL VIO-5188 



(Rev. 01-31-2003) 

S ^ & R E T / O R C O N / N O F O R N 

F E O E ^ â L B U R E A U O F INVESTIGATION 

Precedence : PRIORITY Date: 09/07/2005 

To: Counterterrorism 
General Counsel 

Attn: 
Attn: 

ITOS II/ISLÜ 
National Security Law Branch 
DGC -Julie F. Thomas 
UC 

Attn: J TIF 
Attn: TFO 1 
Attn: SA 
Attn: SA 

qnr 1 
Contact : SA 

Approved By : CLASSIFIED BT 6 
REJkô'0'Uî X'«"̂  I'C'I' 
DECLASSIFY DI; 

5179 PHH/ESI/JB 

Drafted By: 

Case ID #: 

Title: 

rks 

'hfeh'-Ho-Cl .SO.S.T/5 ( Pendi na 

Jo 2 
b6 
b7C 
b7E 

bl 
b7A 

,SEC)(p T/ORCON/NOFORN 

NSL VIO-5189 



I 

SEÙ&ET/ORCON/NOFORN 
TO ! rpiijpforf or-mr 1 gm Frnm 
Re: (S) 09/07/2005 

(U) Synopsis': jX^ Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

. b l 
b 2 
b7A 
b7E 

( U ) 

s ) ) x j 

Reference : 

bl 
b2 
b7E 

Enclosed for the Field Office is Enclosure(s) 
a copy of a National Security Letter, dated 09/07/2005, 
addrpsspri tof 

bl 
b2 
b7A 
b7E 

requesting names, addresses, length of service, 
billing records, and electronic, communication transactional 
records for the individual(s) associated with the website 
listed below. 

to 2 
to A 

Details : Ì//OC/NF) [ b l 

b7C 
b7D 
b7E 

b7A 
b7C 

(S) bl 
b2 
to A 
to 6 
bl A 
tolC 
toll) 
toi E 

(S//QC/NF) 

SE(̂ feE T/ORCON/NOFORN 

2 

NSL VIO-5190 

b l 
b6 
b7A 
b7C 



S^SRE T/ORCON/NOFORN 

To: Counterterrorism 
Re: (SI 

From: 
09/07/2005 

bl 
b2 
b7A 
b7E 

bl 
b6 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b6 
b7A 

.b7E 

SEC^E T/ORCON/NOFORN 

.3 

NSL VIO-5191 



S E £ 6EJT / 0 R C 0 N / N 0 F 0 R N 

Jol ' 
b2 
b7A 
b7E 

To: Counterterrori s m FrnTn : [ 
Re: (S) 09/07/2005 

:S//OC/NF)/ 
bl 
b2 
b6 
b7A 
b7C 
b7E 

I q / /nr /kt f ì 

bl 
b6 
b7A 
b7C 

^Xf This electronic communication documents the Deputy 
General Counsel's National Security Law Branch approval and 
certification of the enclosed NSL. For mandatory . reporting 
purposes, the enclosed NSL seeks subscriber/billing 
records/electronic communication transactional records 
associated with the following server/website: 

(S) 

bl 
b6 
b7A 
b7C 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letters to produce the records 

Field Office. The personally to an employee of the 
institution should neither send the records through the mail-
nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any manner. 

(U]_[ 
should 

"iField Office, prior to serving the NSL, 
Jlf information developed is 

derogatory or indicates a potential compromise yf FBI interest 
ield Office 

SÈJ&i; T/ORCON/NOFORN 

4 

b2 
b7E 

b2 
b7E 

NSL VIO-5192 



SljÎzkE T/ORCON/NOFORN 

To: Counterterrorism From:. 
Re: (S) 09/07/2005 

bl 
b2 
b7A 
b7E 

\ 

Field Office should contact FBIHQ immediately. The-
should remind the electronic communications provider that it 
is prohibited from disclosing that the FBI has made this 
request. 

(U) Anv questions regarding the above can 
ZE1HD LA or SSA 

Should the institution be unable to tuny comply 

.hâ H i ̂ of-ho/S 

with this request due to lack of specifici.ty or should the 
institution require more detailed information to locate such 
records, the^ 
or SSA I ~1 for additional information. 

Field Office should contact IA 

b 2 
b7D 

b 2 
b 6 
b7C 
b 7 E 

SE C^jÇT /ORCON/NOFORN 

5 

NSL VIO-5193 



SECJKE T/ORCON/NOFORN 
To : rnijpfn-rfQrrnri cm TT-̂ r̂r, 
Re : (S 09/07/2005 

b l 
b 2 
b7A 
b7E 

LEAD (s) : 

Set Lead 1:. (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to review and approve the 
enclosed National Security Letter. 

Set Lead 2 : (Action) 

AT 

(U) JTTF. Hand deliver enclosed National Security 
Letter following procedures outlined in this EC. Upon receipt 
of requested records, immediately submit results to IA 

FBIHQ, Counterterrorism Division, CTD, 

b 2 

b7C 
b7E 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT ITOS II/ 

(U) Read-and clear. 
b 2 

Set Lead 4: (Info) 

Al 

(U) SA Read and clear. 

b 2 
b 6 
b7C 
b7E 

SE^RET/ORCON/NOFORN 

6 
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SE^E T/ORCON/NOFORN 

TO: fniint'prf prrnri sm Frnm • [ 
RE: (S) 09/07/2005 

Set Lead 5: (Info) 

AT 

(U) SA Read and clear, 

b l 
, b 2 
b7A 
b7E 

b 2 
h 6 
.b7C 
b7E 

Set Lead 6: (Info) 

AT 

(U) TFO Read and clear, 

b 2 
b 6 
b7C 
b7E 

SE^RE T/ORCON/NOFORN 

7 

NSL VIO-5195 



U.S. Department of Justice 

Federal Bureau of Investigation 

bl 
b7A 

h 2 
b7E 

b6 
b7C 
b7D 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, 
billing records and electronic communication transactional records, to include existing 
transaction/activity logs and all e-mail header information (not to include message content and/or 
subject fields) for the website: 

(S) 

bl 
b7A 

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

You are requested to provide records responsive to this request personally to a representative 
of the| jField Office of the FBI. If the records provided are particularly large, we request that 
you provide this information in electronic format, preferably on a CD-ROM. Any questions you have 
regarding this.request should be directed only to th(j |Field Office. Due to security 
considerations, you should neither send the records through the mail nor disclose the substance of this 
request in any telephone conversation. 

b2 
b7E 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

b6 
~| b7C 

Special Agent in Charge 

X NSL VIO-5196 



ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains the 
following types of information which may be considered by you to be an electronic communication 
transactional record in accordance with Title 18 United States Code Section 2709. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content of any electronic communication as defined in Title 18, United States Code, Section.2510 (8). 
Subject lines of e-mails are content information and should not be provided pursuant to this request 

If the records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a CD-ROM or DVD. 

NSL VIO-5197 
2 
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SEC^É-T/ORCON/NOFORN 

F E P E U Â L B U R E A U O F 8 I N V E S T I G A T I O N 

Precedence: IMMEDIATE 

To: Counterterrorism 

General Counsel 

Date: 10/05/2005 

Attn: 

Attn: 

Attn: 
Attn: 

TTn.q T/rOMTT.q 14 
S'SA 
National Security Law Branch 
DGC Julie F. Thomas 
UC 
SAl 
SSAJ |_ 
SA| 

From: Counterterrorism 
rXS/F.nPS/WPh F.vnl ni t a t inn Tpam/Rnnm 
Contact: IA 

Approved By: Hulon Willie T 
Lewis John E 
Thomas Julie F 

Drafted By: 

Case ID #: (Si 

Title: :s) 

(U) -)*( 

sic 

b 2 
b 6 
b7C 
b7E 

JDL 
b 2 
b7A 
b7E 

bl 
b7A 

b l 
b7A 

SECGET/ORCON/NOFORN 

NSL VIO-5198 



SECRET/ORCON/NOFQRN 

To : Counterterrorism From: 
Re: (Si 

Counterterrorism 
10/5/2005' .bl 

b7A 

(U> Synopsis': Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. * 

S) 
Enclosure(s): (U) Enclosed for the Fi P]H Offl ro i c a 
r-orw o f a WqT. Hah pH 1 0 / 0 4 / 9 0 0 ^ 1-n 

requesting names, addresses, length.of "service, 
Dining records, and electronic communication transactional 
records for the website listed below. 

(U) 

bl 
b2 
,b7E 

b2 
K A D4t 
b6 
b7D 
b7E 

Administrative": Portions of this document carrying 
classification markings may not be incorporated into any-
criminal affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is 
intended to be used for lead or background purposes only-. 

1 h 2 
b7E 

Details : (S//0C/NF)J~ 

is//nr./NFïi 

bl 
b6 
b7A 
b7C 

b l 
b 2 
b7A 
.b7D 
b7E 

(S//OC/NF) bl 
b7A 

SE^ÇE T/ORCON/NOFORN 

2 
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S^RE T/ORCON/NOFORN 

To: rnnnfprt-prmri gm Frnm • Count erterror i sm 
Re: (S) 10/5/2005 bl 

b7A 

(si 

b l 
b 2 
b 6 
b 7 A 
b7C 
b7E 

bl 
b7A 

(U) Arrangements' should be made with the institution 
receiving the enclosed letters to produce the records 
personally to an employee of the Field Office within 5 
business days of receipt of this request. The electronic 
communications service provider should neither send the 
records through the routine mail service nor utilize the name, 
of the subject or any identifying information, related to the 
subject in any telephone calls to the FBI. 

b 2 
b 7 E 

(U) Upon serving the NSL, should remind the 
electronic service provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) On 11/9/2001, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Information received from an electronic 
communications service provider may be disseminated to an 
agency of the United States_only if such information is 

STFFCRET/ORCON/NOFORN 

3 
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SÖFERE T/ORCON/NOFORN 

To: Cou.ntprtprrnr i-qm—Fmm • Counterterrorism 
Re: (S) 10/5/2005 bl 

b7A 

clearly relevant to the authorized responsibilities of such 
agency. 

LSII b l 
b2 
b7A 
b7E 

FRTwn 
(U) Any questions regarding the above can be directed 
s s a I or IA 

to 

Should the institution be unable to fully 
comply with this request due to lack of specificity or should 
the • institution require more detailed information to lnrat-p 
such records, the Division should contact SSA 

for additional Information 
or IA 

b l 
b 2 
b7A 
b7E 

b 2 
b 6 
b7C 
•b7E 

SE^ET/ORCON/NOFORN 

4 
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SE^RET/ORCON/NOFORN 

To : Cnnptprfprrnris m 
Re: (SI 

Erom : _£punt er terror ism 
10/5/2005 bl 

.b7A 

LEAD (s) : 

Set Lead 1: (Info) 
COUNTERTERRORISM 

AT ITOS I/CONUS. 14 
(U) Read and clear. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

• AT NSLB 

(U) NSLB is requested to record the appropriate 
information needed to. fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 

AT 
(U) Hand deliver enclosed NSL following procedures 

outlined in this EC. Upon receipt of requested records, 
immediately submit results to IA| I FRTHO. 
Counterterrorism Division, CTD/I 

h 2 
b 6 
b7C 
b7E 

Set Lead 4: (Info) 

AT h 2 
b7E 

(U) Read, and clear. 

SEGT^E T/ORCON/NOFORN 

5 
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:s) 
/ X 

U.S. Department of Justice 

Federal Bureau of Investigation 

b l 
b7A 

b 4 
b 6 
b7C 
b7D 

October 5, 2005 

:s) 

Under the authority of Executive Order 12333, dated December 4, 
1981, and pursuant to Title 18, United States Code (U.S.C.),- Section 
2709 (as amended, October 26, 2001), you are hereby requested to 
provide the Federal Bureau of Investigation (FBI) the names, 
addresses, lengths of service and electronic communications 
.transactional records for the period-
for the below listed website domain 

In accordance with Title 18, U.S.C., Section 2709(b), I certify 
that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation 
of a United States person is 'not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution of ' 
the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), 
prohibits any officer, employee or agent of yours from disclosing to 
any person that the FBI has sought or obtained access to information 
or records under these provisions. 

b l 
b7A 
b l 
b 6 
b7A 
b7C 

NSL VIO-5203 



You are requested to provide recQ_ais__L£sponsive to this request 
personally to a representative of the field office of the FBI. 
If the records provided are particularly large, we request that you 
provide this information in electronic format, preferably on a CD-
ROM. Any questions vou have regarding this request should be 
directed only to the| |field office. Due to security 
considerations, you should neither send the records through the mail 
nor disclose the substance of this request in any telephone 
conversation. 

b 2 
b 7 E 

Your cooperation in this matter is greatly, appreciated. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 
Office of the General Counsel 

X 
NSL VI05204 



\ 

ATTACHMENT 

In preparing your response to this request, you should determine whether 
your company maintains the following types of information which may be 
considered by you to be an electronic communication transactional record 
in accordance to Title 18, United States Code, Section 2709. 

b2 
b7E 

3 



X 

b2 
b7E 

We are not requesting, and you should not provide, information pursuant 
to this request that would disclose the content'of any electronic 
communication as defined in Tit-l-e-18, United States Code, Section 2510 
(8) . Subject lines of e-mails are content information and should not be 
provided pursuant to this request. 

If the records provided are particularly large, we request that you 
provide this information in electronic format, preferably on a CD-ROM. 

4 
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SEC^É-T/ORCON/NOFORN 

Precedence: IMMEDIATE 

To: Counterterrorism 

General Counsel 

Attn : 

Attn : 

Attn: 

Date : 

ITOS II, 

10/28/2005 

National Security Law Branch 
GC _Valerie E. Caproni 
UC 
IA 

(U) 

From: Counterterrorism 
CXS/EOPS/Web Exploitation Team/Roomf 
Contact : 

Approved By: Hulon Willie T 
Lewis John E 
'Caproni Valerie E 

Drafted By: 

Case ID #: 

Title: 

b l 
Jo 7 A 

b2 
b6 
b7C 
b 7 E 

bl 
b6 
b7A 
b7C 

Synopsis: CS(1 Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

SECGET/ORCON/NOFORN 

NSL VIO-5207 



SEC^É-T/ORCON/NOFORN 

To: Counterterrorism Attn: ITOS II/ISLU 
General Counsel Attn: National Security Law Branch GC b2 

h 6 
.b7C 
b7E 

(U) 

(U) 

Enclosure (s) : (U) Enclosed for the| Division is 
an original and a copy of a NSL, dated 10/28/2005. addressed 
to 

requesting names, addresses, length of 
service, billing records, and electronic communication 
transactional records for the 
listed below. 

user 

bl 
b2 
b7E 
b 2 
.b4 
b7D 
b7E 

^ A d m i n i s t r a t i v e : T h i s document is classified SECRET. 
Portions of this document carrying classifications markings 
may not be incorporated into any criminal affidavit, criminal 
court proceeding or unclassified investigative file. The 
information in this document, is intended to be used for lead 
or background purposes only. 

(U) m h 2 
b7E 

Details : 'S / /OC/NF) 
b l 
b 6 
b7A 
b7C 

:s//oc.NF) b l 
b7A 

:S//OC,NF: 

SECGET/ORCON/NOFORN 

. b l 
b 4 
b7A 
b7D 

NSL VIO-5208 



S^RE T/ORCON/NOFORN 

To: Counterterrorism Attn: ITOS II/ISLU 
General Counsel Attn: National Security Law Branch GC 
Valerie E. Caproni UC 
From: 
T-» - - I 

10/2B/200S b l 
b7A 

b2 
b6 
b7C 
b7E 

(S) 

(U) j^ZJ^fefjgTT Accordingly, EOPS is asking for any 
information associated with the. following : bl 

(S) b 6 
• b7A 

b7C 
(U) On 10/17/2003, the Director designated the b7D 

official signing the enclosed letter as authorized to make the 
required certification. 

(U) Arrangements should be made with the institution 
receiving the enclosed letter to produce thp rprnrrl.q 

Division, personally to an employee of the FBI 
The institution should neither send .the records through the 
mail nor utilize the name of the subject or any identifying 
information related to the subject in any telephone calls to 
the FBI. The institution should not contact FBIHQ directly in 
any matter. 

( U ) Upon serving the NSL, should 
remind the electronic service provider that It is prohibited 
from disclosing that the FBI has made this request. 

(U) Any questions regarding the above can be 
directed to FBTHO. IA or S SA 

Should the institution be unable to fully 
comply with this request due to lack of specificity or should 
the institution rqrmirp more detailed information to locate 
such records, the 
SSA| ~|for additional information. 

Division should contact IA or 

b2 
b7E 

b 2 
b7E 

b 2 
b 6 
b7C 
b7E 

SECRET/ORCON/NOFORN 
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SE^ET/ORCON/NOFORN 

To: Counterterrorism Attn: -'ITOS II/ISLU 
General Counsel Attn: National•Security Law Branch GC 
Valerie E. Caproni UC 
TJo- 1 c; ̂  

I0/2y/200S • 

h 2 
b 6 
b7C 
b7E 

b l 
b7A 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT ITOS II 

(U) For info only, 

b 2 

Set Lead 2: (Action) 

OFFICE of GENERAL COUNSEL 

AT NSLB 

(U) NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 

b 2 
b 6 
b7C 
b7E 

S E C ^ T / O R C O N / N O F O R N 

4 
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U.S. Department of Justice 

Federal Bureau of Investigation 

b7D October 28, 2005 

To Whom it May Concern: • 

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title 
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby 
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service, 
billing records and electronic communication transactional records, to include existing 
transaction/activity logs and all e-mail header information (not to include message content and/or 
subject fields) for the individual(s) that are identified as the following: 

bl 
b2 
b6 ^ 
b7A 
b7C 

In accordance with Title 18; U.S.C., Section 2709(b), I certify that the information sought is 
relevant to an authorized investigation to protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a United States person is not conducted solely on 
the basis of activities protected by the First Amendment to the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee 
or agent of yours from disclosing to any person that the FBI has sought or obtained access to 
information or records under these provisions. 

b7D 

You are requested to provide records responsive to this request personally to a representative 
Field Office of the FBI. If the records provided are particularly large, we request 

that you provide this information in electronic format, preferably on a DVD or CD-ROM. Any 
o f t h e [ 

questions you have regarding this request should be directed only to thq |Field Office. 
Due to security considerations, you should neither send the records through the mail nor disclose the 
substance of this request in any telephone conversation. 

b2 
b7E 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

Valerie E. Caproni 
General Counsel 
National Security Law Branch 
Office of the General Counsel 

X 
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V 
ATTACHMENT 

In preparing your response to this request, you should determine whether your company maintains the 
following types of information which may be considered by you to be an electronic communication 
transactional record in accordance with Title 18 United States Code Section 2709. 

We are not requesting, and you should not provide, information pursuant to this request that would disclose 
the content of any electronic communication as defined in Title 18, United States Code, Section 2510(8). 
Subject lines of e-mails are content information and should not be provided pursuant to this request 

If the records provided are particularly large, we request that you provide this information in electronic 
format, preferably on a CD-ROM or DVD. 

b2 
fc>7E 

NSL VIO-5212 
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SE^E T/ORCON/NOFORN 

Precedence:- IMMEDIATE 

To: Counterterrorism 

General Counsel 

Attn: 

Attn: 

Attn: 
Attn: 

Date: 10/28/2005 

ITOS I/CONUS 14 
SSA 
National Security Law Branch 
DGC.Valerie E. Caproni 
UC 
SA 
SSA 
SA 

From: Counterterrorism 
CXS/EOPS/Web Exploitation Team/RoomL 
Contact: A/SSA 

Approved By: Hulon Willie T 
Lewis John E 
Caoroni'Valerie E 

b 2 
b 6 
b7C 
.b7E 

Drafted By: 

Case ID #: 

Title: (S) 

b l 
b 2 
b7A 
b7E 

b l 
b7A 

SE^PE T/ORCON/NOFORN 
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SECRE T/ORCON/NOFORN 

To: r.nnntprtprmri s m 
Re: (S! 

From: Q 'Unterterror ism 
10/28/2005 b l 

b7A 
(U) 

(U> 

Synopsis': Approves the issuance of an ECPA National 
Security Letter (NSL); provides reporting data; and, if 
necessary, transmits the NSL for delivery to the electronic 
communications service provider. 

(U) 

Enclosure(s): (U) Enclosed for the Field Office is a 
copy of a NSL, dated 10/28/2005, addressed to| I 

requesting names, addresses, length of service, 
joining 'records, and electronic communication transactional 
records for the website listed below. 

( U ) 

bl 
b 2 
b7E 

b 2 
b 4 

Administrative:p*^ Portions of this document carrying 
classification markings may not be incorporated into any 
criminal affidavit, criminal court proceeding or unclassified 
investigative file. The information in this document is 
intended to be used for lead or background purposes only. 

b 7 A 
b7C 
b7D 
b7E 

b 2 
b7E 

Details: (S//OC/NF) 
b l 
b 6 
b7A 
b7C 

'S//Or./NF) 

b l 
b 2 
b7A 
b7D 
b7E 

'S/ZOC/NF) b l 
b7A 

SE^RE T/ORCON/NOFORN 

NSL VIO-5214 



SÈERE T/ORCON/NOFORN 

To: rmintprfprrnri s m F m m : Cnuntprtprrori s m 
Re: (S) 10/28/2005 .bl 

b7A 

bl 
b2 
h 6 
b7A 
b7C 
b7E 

b l 
b2 
b6 
b7A 
b7C 
b7E 

(U) Arrangements, should be made with the institution 
receiving the enclosed letters to produce the records 
personally .to an employee of the Field Office within 5 
business days of receipt of this request. The electronic 
communications service provider should neither send the 
records through the routine mail service nor utilize the name 
of the subject or any identifying information related to the 
subject in any telephone .calls to the FBI. 

(U) Upon serving the NSL, should remind the 

bl 
b2 
b7A 
b7E 

b 2 
b7E 

electronic service provider that it is prohibited from 
disclosing that the FBI has made this request. 

(U) On 10/17/2003, the Director designated the official 
signing the enclosed letter as authorized to make the required 
certification. 

(U) Information received from an electronic 
communications service provider may be' disseminated to an 

^;RE T/ORCON/NOFORN 
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SE (JfeE T/ORCON/NOFORN 

To: Counterterrorism 
Re: (SI 

From : Counterterrorism 
10/28/2005 

agency of the United States only if such information is 
clearly relevant to the authorized responsibilities of such 
agency. 

c a l l 

(S) 

FBIHQ, SSA 
(U) Any questions regarding the above can be directed to 

] or A/SSA 
Should the institution be unable to 

fully comply with this request due to lack of specificity or 
should the institution require more detailed information to 
locate such records', the 
or A/SSA 

Division should•contact SSA 
for additional information. 

SEC^Ç T/ORCON/NOFORN 
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SEÒ^E T/ORCON/NOFORN 

To: Connfnrfnr'1 

Re: (S! 
171 ^ w ' •punter terrorism 

10/28/2005 bl 
b7A 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT ITPS I/CONUS 14 

(U) Read and clear. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT NSLB • 

- NSLB is requested to record the appropriate 
information needed to fulfill the Congressional reporting 
requirements for NSLs. 

Set Lead 3: (Action) 

AT 

(U) Hand deliver enclosed NSL following procedures 
outlined in this EC. Upon receipt nf rprmp^t-pH rpmrH-;. 
immediately submit results to A/SSA 
FBIHQ, Counterterrorism Division, CTÔ7 

b 2 
b 6 
b7C 
b7E 

Set Lead 4: (Info) 

AT 
b 2 
b7E 

(U) Read and clear, 

SECM T/ORCON/NOFORN 

/ 5 

NSL VIO-5217 


