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SEQRET/ORCON/NOFORN

DERAL BUREAU OF INVESTIGATION

Precedence: JIMMEDIATE — - Date: ' 07/07/2005
To: Counterterrorism ‘ ‘lAttn: ITOS II/Clobal Operations
Unit. ' ‘ :
ITOS I/CONUS I/Team 1
' , IT0S ‘1
‘General Counsel Attn: National Securlty Law Branch
: : DGC_Julie F. Thomas
| _ uC | |
: ’ ‘ : Attn: il ’ ' -
b2 | ' ' _
b6
~7( rom: Counterferrarism
7E ~ CxXs) |

Contact: IA| |

Approved By: Caproni Valerie E-
o o v Hulon Willie. T
Lewis John E
Bennett Laurie J.

o Drafted By: cd o
bl '
p7n Case ID #: (9)
(S)
Title: (S)
bl
be
‘b7A (S)
biC
Ul synopsis: ~ (%{ Approves the issuance of an ECPA National'. K
Security Letter (NSL). Also provides reporting data, and, if

.‘hecessary, transmits the NSL for dellvery to the electronlc
frcommunlcatloﬁ serv1ce provider.
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sgq{cET/oRCON/NOFORN

To: Counterterrorism From: Counterterrorism

Re: (S) b7/07/2005 bl
. bT7A
(- M Classiti . 756
) Reason =1
ol 3 Dec j :
o) tS)~(U),
h7E - ,
Enclosure(s): (U) Enclosed for the Field Office is a
p?  copy of a National Security Letter, dated 07/07/2005, '
b ~addressed tol |
LA . | FBIHQ, CTD, CXSL__lis
- M7v  requesting names, addresses, length of service, billing
n7Dh records, and electronic communication transactional records
bh7E listed below pursuant to
Section Z/09, . : . -
Details: (S//QC/NF!] L
o
|13
bIA
LiC
(s//0C/NF) | | _
bl
l4
|6]5)
DA
ol

R SE%E_T/ORCON/NOFORN
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.SJ;RET/ORCON/NOFORN

To: Couynterterrariem Fram: Counterterrorism

Re: (S) 07/07/2005 : - bl

R , | b7A
fo il
b6
L7A
DpIC

(s
- This electronic communication also documents the

. Deputy General Counsel's approval and certification of the

enclosed NSL. For mandatory reporting purpcses, the enclosed
NSL seeks subscriber/billing records/electronic compunication
ftransacitional records for the lser contracting w1rh|

_personally to an emplovee of the

: bl
a1 .
(81 _ be
" pIA

]

(Uy On 10/17/2003, the Dlrézz%L designated the official

» signing the enclosed ;etter as authorized to make the requlred

certlflcatlon

(U) Arrangements should be made with the institution’ .
recelving the enclosed letter to produce the records - b2
t’Field Office. The . bJ7E
institution should neither send the records through the mail
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

~the FBI. The 1nst1tutlon should not contact FBIHQ dlrectly in

any manner.

(U) The Field Office should remind the : ‘ b2
electronic communicatlions provider that it is prohlblted from b7E
dlsc1051ng that the FBI has made. thls request.

(U) Any questions regarding the above can Ef:fffiiiad to
IFBIHO. 1A] ] or ssa B

| Should the institution be unable to fully. ?2
comply with this request due to lack of specificity or should L0
the institution require more detailed information to locate - biC

such records, t Field Office should contact IA nIE
[ Jor ssa for additional information. ’ .

SE?RET/ORCON/NOFORNA
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SECKET/ORCON/NOFORN -

-

To: Counterterrorism Frome Counterterrorism ‘ i

Re:  (S) 07/07/2005 © b7A
LEAD (s) :

Set Lead 1: (Action)

- GENERAL COUNSEL

AT WASHINGTON, DC

{(U) NSLB is reguested to review'and approve the
enclosed NSL. ' RS ’

Set Lead 2: (Action)

AT

() [ ] Hana deliver enclosed 2702 Letter.
follow1ng procedures outlined in this EC. Upon receipt of -

d records, immediately submit results to IA _
FBIHQ, Counterterrorism Division, CT oom

Set Lead 3:_(A§tion) . o
o mrf[ 1 elE -
‘in'”“i~}Xi Providé‘fechnicalbassistance’tq[::::]aé

necessary.

Set Lead 4: (Info)
COUNTERTERRORISM - '

AT WASHINGTON, DC

, (U) ITOS II/Global Operatlons Unit. Fof information
"~ only. ' »
Set Lead 5: (Info) 4 ‘
SECFET/ORCON/NOFORN-
4
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%;&RET/ORCON/NOFORN S

TO.: -A'COUH‘PDY‘PQYY‘AY’% ch v\ ( unterterrorism- . ) . bl
Re: () 07/07/2005 -
| - - o b7A
CQUNTERTERRORT SM

AT WASHINGTON, DC

(U) ITOS I/CONUS I/Team 1. For information only.

~~~~~

Set Lead 6: (Info) : o - pZ

COUNTERTERRORISM , : ,

AT. WASHINGTON, - DC | -

{U) ITOS I For information only:

*

S%%RET/ORCON/NCFORN
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bl
" b7A

“U.S. Department of Justice:

Federal Bure:in_ of Investigation .

July 7, 2005

b
p7D

To Whom it May Concem

Under the authority of Executive Order 12333, dated December 4, 1981 and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (as amended October 26, 2001 ), you are hereby
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service,
billing records and electronic communication transactional records, to'include existing

- transaction/activity logs and all e-mail header information (not to include message content and/or

(5] -

subject fields) for the mdividual(s) for whom you are providing serv1ces to host the web51tes

Y“‘I
s ] | oe
N ' - b7A . bl
n7C I_ bé
b7A
b7

In accordance with Title 18, U.S.C,, Section 2709(b), I certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohlblts any officer, employee

_or agent of yours from disclosing to any person that the FBI has sought or obtained access to

information or records under these provmons




requested to provide records responsive to this
of th ield Office of the FBI. If the records provided

you provide this information 1n electronic format, preferably on a DVD or CD-ROM. Any questions =

request personally to a representative
are particularly large, we request that |,

you have regarding this request should be directed only to the

L

Field Office. Due to security

considerations, you should neither send the records through the
request in any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Valerie E.

mail nor dxsclose the substance of this

Caproni

General Counsel
~National Security Law Branch
Office of the General Counsel

NSL VIO-5133
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ATTACHMENT

Inpreparing your response to this request, you should determine whether your company maintains the
following types of information which may be considered by you to be an electronic communication
transactional record in accordance to Title 18, United States Code, Section 2709:

Any other information whlch you cons1der tobean e]ectromc €0 mmumcatlon transacnonal record, not to

include subject lines of emails.

Ifthe records provnded are partlcularly large we request that you provnde this mformatlon in electronlc
format preferably ona DVD or CD- ROM

We are not requesting, and you shouid not prowde information pursuant to this request that would disclose
the content ofany electronic communication as defined in Title 18, United States Code, Section2510(8).

NSL VIO-5134
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SECHE T/ORCON/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE : ' Date: 07/07/2005

To: Counterterrorism ‘ Attn: ITOS II/Global Operations
Unit :
ITOS I/CONUS I/Team 1 o
ITOS 1 ' o
Attn: | bo
. k7
‘7
From: Counterterrorism.
' . CXS
Con T
ApproVed By: Hulon Willie T
. Lewis John E
Bennett Laurie J
"Drafted By: jéd
’ 2 bl
Case ID #: (S) "bIA
(S)
‘Title: (S) - bl
b7A
(S) bl
b6
bh7E
Synopsis: (U) Issuance of 2703 (f) Preservation Letter to "b/L
' : fol/!
b7D

s o - |
(5] g | " =

'ng?ET/ORCON/NOFORN
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_SEXRET/ORCQN/NOFORN .

To: Counterterrorism —From: Counterterrorism - B
Re: (S) 07/07/2005 | A
bTA
Enclosure(s): (U) Enclosed for the [:::::::]Fleld Office 1s a copy nE
of a 2703(f) Preservation Letter for a website related to the s
captioned investigation. :
Details: (8//0C/NF)|
rl
)¢
o7A
biC
(S//QC/NF)|
pi
jol/
b6
b7A
- bIC
- k7D

() -

A 2702 Emergency Request for Access Letter,

to the preserved materials, is pending approval.

SE@RET/ORCON/NOFORN

. 2.

NSL VIO-5136
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SEXRET/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (S) 07/07/2005

o T

LEAD(S):»

Set Lead 1: {Action) : H?

(U)l Deliver enclosed Preservation Letter following
procedures outlined in this EC. . ' ‘

Set Lead 2: (Action) .
AT o . o ’ _ : w2
b7E

i
necessary.

“Provide technical assistance to a s

Set Lead 3: (Info)

COUNTERTERRORISM
AT WASHINGTON, DC

(U) ITOS II/Global Operations Unit. Fo; information only,'

- Set Lead 4: (Info)

COUNTERTERRORISM

‘AT WASHINGTON, .DC

(U) ITOS I/CONUS I/Team 1. For information only.

Set Lead 5: (Infé)

COUNTERTERRORISM

AT WASHINGTON, DC

%gﬂRET/ORCON/NOFORN
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%EdKET/ORCON/NOFORN

' To: Counferterrorism From: Counterterrorism’ !

Re: (S) 07/07/2005 | bl
' . ' b7A
R, Voo
(U) ITOS I “For information only. :
o
s%gé?T/ORCON/NOFORN
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(Rev. 01-31-2003)

FEDERAL 1

Precedence:

To: Countert

Unit

SEZRET/ORCON/NOFORN

IMMEDIATE -

errorism

General Counsel

From: Counte

rtoryayrigm

WWREAU OF INVESTIGATION

Date: 07/07/2005

ITOS 1I/Global Operations

curlty Law Branch

Attn:
ITOS I/CONUS I/Team 1
1TOS 1[;:;::]

Attn: Nationa e
DGC Julie- F'. Thomas
Uc|

Attn:

CXS

Con

Approved By:

. Drafted By:

acCt:

Caproni Valerie E
Hulon Willie T

Lewis John E

Bennett Laurie J

icd

,

bl
" b7A

OooTUT
G~ N
T

-
@

bl
b7A

Case‘ID #: (S

‘ (3)
Title: (S).
(8)

bl
bo

h7A

Sgggion 2702 (b) (8)

18 U.5.C.

) (4)

Approves the -issuance of a“2702 Letter under
and Section 2702 (c

for

o

voluntary disclosure by an Internet Service Provider to the

FBI under emergency disclosure provisions.

Sﬁﬂ&ET/ORCON/NOFORN

NSL VIO-5139
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SEé;ET/ORCON/NOFORNA

" To: Coynterteorrariam Fram: Counterterrorism -

Re: (S) 07/07/2005 ol
o ' oA
reporting data, "and, if necessary, transmits the 2702 Letter
for delivery to the electronic communication service provider.
m }Egi |
- bl
; ; - bz
(8) 3 bIE
e : b2
Enclosure(s): (U) Enclosed for the[:::::::]Field Office is a i
copy of a 2702 Letter, dated 07/07/2005, addressed to ] 57T‘
| FBIHQ, CTD, | | is seeking voluntary b7E
disclosure of content records pursuant to Title 18, United '
States Code (U.S.C.), Section 2702(b) (B), and Section
2702 (¢c) (4), for the listed websites.
_Details: (S//0C/NFY/
bl
D7A
b7C

- (S/70C/NEY ] L

§;8§ET/0RCON/N0FORN
2
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' SE'C%/ORCON/NOFORN ,

To: Counterterrorism From:  Counterterrorism

Re: (5) b7/07/2005 L
_ ' L7A
B bl
(2} o4
jo]¢)
D7A
, R7C
(S//0OC/NF) -
| 7D
bl
bo
b7A
biC
;s) | B I__
bl
hé
b7A
b7C
(UFMWngg( This electronic: communication documents the General
. Counsél™s approval and certification of the enclosed 2702
Letter. For mandatory reporting purposes, the enclosed 2702
. Letter, pursuant to Title 18, United States Code (U.S.C.), -
Section 2702 (b) (8), and Section 2702(c¢c) (4 seeks voluntary =
I_d_]_s_cj_gsu_r_e aof records related to
To zdditiondd ] bl
b2
(€)1 I Z0QITION, DIease DrOvIOe any a5SOCIated hTE
: [ email | :
for the websites:
: _ . - bl
(S]] | b6 |
' o . b7A '
SFCRET/ORCON/NOFORN IR L
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Co sﬂghET/ORCON/NOFORﬁ-E“"v‘: T

To: Coupkterterrarism Fraom: Counterterrorism:

‘P_Re: (S) Q7/07/2005
bl

31 BA
b7

‘ (U‘ On 10/17/20C3, the Director deel nated the off1c1al
signing the enclosed letters as authorlzed to make the
rethred CertlflcaLAOﬂ . N

(U) Arrangemen*s should be nade: w1th the 1nst1tutlon
receiving the enclosed letters to produce the records -
. personally to an employee of the[:E:::::]Fleld Cffice. The,
~institution should. neither send the records through the mail.
~nor utilize the name of the subject or any 1dent1fy1ng ,
‘information related to the subject in any teleghone calls to.

the FBI. The institution should not contact FBIHQ dlrectly ‘in

any manner.

(U) The] |Fiéld Office should détermiﬁé [:::::];”

Field Office should ask that the electronic
communlcations provider cooperate in pot disclosing the:

.~ ‘details of the letter. If the Field Office is unable-
v tol L

: [contact FBIRQ for further
.instructions. : o o T

(U) Any guestions regardin the above can’ be dlrected to';

FBIHQ, IA or S$A
[ | Should the institution be unable To Tarly.
comply with this request due to lack of spec1f1c1ty or should.

the institution require more detailed lnformatﬁon to locate
such records, tTﬁ Fleld Office should contact IA o
or ad O

[::::::::]or SSA lditional 1nformatlon

seyhgT/QRCON/NoFORN
; ..

NSLVIO-5142°
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sa&ﬁxT/ORcoN/NOFORN

To: Co ntertefrorism From{ Counterterrorism C .
Re: (S) 07/07/2005 : bl
- i ‘ ) "b7A
LEAD(s) :
Set Lead 1: (Action)
. GENERAL COUNSEL
AT B o | b2
| — SR ~ DIE
. (U} NSLB is requested to review and approve the
enclosed 2702 Letter. :
Set Lead 2: (Action).
AT - . , b6
‘ {U) Hand deliver enclosed 2702 Letter bj?
following procedures outlined in this EC. Upon receipt of . b7E
reguested records, immediately submit results to IA
FBIHQ, Counterterrorism Division, CTD oom
. Set Lead 3: (Action)
AT ,bi
. : bz
(s)f b7E

Set Lead 4# (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS II/Global Operations Unit. For information
only.. . o o ‘

sngékT/ORCON/NOFORN
5
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gﬁEhET/oRCON/NoFORN

To: Coynterterrorism From: ounterterrorism
Re: (S) 07/07/2005 .

Set Lead 5: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC
(U) ITOS I/CONUS I/Team 1. For iﬁfqrmation only.
Set Lead 6: (Info) ‘ A '

COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS I ‘For information only. '

. b

SEéRET/ORCON/NO?ORN ,
| 6
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ONRONN

U.S. Department of Justice o

Federal Bul‘éau; of Invéstigation

July 7, 2005

15) |

Re: Request for Emergency Access vt’o Il_lfOrmiition

To Whom it May Concern: ‘ - o 1

provider to voluntarily disclose the content of communications to the FBI "if the provider, in good faith,
- believes that an emergency involving danger of death or serious physical injury to any person reqmres :

disclosure without delay

o)
Pursuant to Title 18, United States Code (U.S.C.), Section 2702(b)(8), and Sectron : b4
2702(c)(4), the Federal Bureau of Investigation (FBI) requests thatf | b7A
immediately provide Information 57D
pertaining to the website: o
[n addition, pIeASE PIOVIIT @ COPY 01 INE TONIOWINE WEDSITE COTEIT - ) bl
’ ' ' ' ’ b6
25 bR
b7C
o1
OTA
bl
| b4
b6
h7A
b7C
7D
. In an effort to respond to this emergency condition)| |is requested to
provide the above listed information. Authority for to disclose this information 14
to the FBI under the current circumstances rests in 18 U.S.C. §2702(b)(8) which permits a service 07D

of communications relating to the disclosure of records."




Due to the emergency circumstances surpounding this request please provide the requested "o
~ information personally to a representative of the ield Office of the FBI. If the records NG
provided are particularly large, we request that you provide this information in electronic format, Bk
preferably on.a CD-ROM or DVD. Any questions you have regarding this request should be directed
only to th Field Office. Due to security considerations, you should neither send the records
through the mail nor disclose the substance of this request in any telephone conversation.

Your cooperation in this matter i1s greatly appreciated.

Sincerely,

Valerie E. Caproni
General Counsel _
~ National Security Law Branch
- Office of the General Counsel

NSL VIO-5146



(Rev. 01-31-2003)

SECKKT/ORCON/NOFORN

FEDERAL E

 UREAL OF INVESTIGATION

‘Precedence: PRIORITY Date: 07/26/2005

To: Counterterrorism ' Attn: ITOS I/ETIU
- General Counsel Attn: National Security Law Branch
: : DGC_Julie F. Thomas
uc |

Attn:ll |

From: Counterterrorism
‘ CX8
Contact: - IA|

‘Approved By: Hulon Willie T
' ‘ Lewis John E
Thomas Julie F

Draftéd.By: | |jC% . — . . o

Case ID #: (S) bl
. - (9) biA

Title: (S) | Bl

- oA
(s) - ool
b6

b7A

) - b7C

'SYhépsis:~m€S{ Approves the issuance of an ECPA Naticnal
Security Letter (NSL); provides reporting data; and, if.
necessary, transmits the NSL for delivery to the electronic
communications service provider. '

(Ulmmhgﬂi

cla
Reason

SECRET/ORCON/NOFORN

. NSL VIO-5147



(81

(3]

‘copy of a National Securitv Letter,

S%QRET/ORCON/NOFORNU

To: Couyntaertaorrariom Lrome Pounterterrorism . b].
- Re: (8) 07/26/2005 b7A
(U |
Enclésure(s): (U) Enclosed for the 'Fieid Office is

dated 07/26/2005,

addressed to

service, billing records,

the website listed below.

irequestlng names, addresses, length of

and electronic communication -
transactional records for the individual(s) associlated with

a

Details: (S//OC/NF)

.....

. 7ﬁ7¢¥§ﬁgrj

§7Q§ET/ORCON/NOF0RN _

2

NSL VIO-5148
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SHERET/ORCON/NOFORN o - b7h
To: ;.Cou"1'Cﬂf*‘fﬁ‘f“f‘f“'*‘=m Erom: Counterterrorism
Re: '(S) 07/26/2005
' bl
. b7A
esr - TIIFARATAL
bl
(a//nc IRTE]I' :b',;}{
b7D
(5//0C/NF) | : bl
B oL
CTA
oY
(I e This electronic communication documents the Deputy

General Counsel's National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting’
purposes, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records ‘ P
associated with the following webalte 'b;A

8 o | ,

(U) On 10/17/2003, the Director designated the official
" signing the enclosed letter as authorized to make the ‘required
certlLlcatlon ‘ ,

Ky

(U) Arrangements should be made with the institution
receiving the enclosed letters tq b ‘the records
personally to an employee of the Field Office. The
institution should neither send the records through the mail b2
nor utilize the name of the subject or any identifying b7E
information related to the subject in any telephone calls to
the FBI. The 1nst1tutlon should ﬂot contact FBIHQ directly in
any manner.

(U} The [:::::;]Field Office should remind the . -
-electronic communicatlons provider that it is prohibited from

~disclosing that the FBI has made this request.

oo
~1 a2
rr)

sﬁk@sT/ORCON/NOFORN

3
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To: Counter

sg}RET/ORcon/NOFORN

rerrorism From: Counterterrorism

Re: (S)

07/26/2005

~

(U) Any cguestions regarding the above can he directed to

ra1HO. 12l

lor ssa |

Should the institution be unable to fully comply
with this request due to lack of specificity or should the

institution require more detailed information to logate such
records, the Field Office should contact IA
or SSA for additional information. o
sgkﬁET/ORCON/NOFORN
4

NSL VIO-5150
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SEgy@T/ORCON/NoFORN

To: Coupterterrorism From:. Counterterrorism . - .
Re: (S) 07/26/2005 .- . bl
‘ b7A

LEAD (s) :
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

{U) NSLB 1is requested to review and approve the
venclosed National Security Letter. : .

Set Lead 2: (Action) ,
b2
, L , bo

(U) Hand deliver enclosed National Security '
Letter followIng procedures outlined in this EC. Upon recéi:b

of reguested records, immediately submit results to IA

FBIHQ, Counterterrorism Division, CTD/CXS/EC m

Set Lead 3: (Info)

COUNTERTERRORT SM

AT WASHINGTON, DC

(U) ITOS 1 ‘For information only.

¢e

seyghT/ORCON/NoFORN
. |

NSL VIO-5151
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Pl
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bl
: b7A
U.S. Department of Justice
Federal Bureau of [nvestigation .,
July 26, 2005
To Whom it May Concern: ‘ ‘ - » : ‘ —m
Under the authority of Executive Order 17333 dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby
directed to prowde the Federal Bureau of Inves‘ugatlon (FBI) the names ‘addresses. len ths of service, :
billing records and electronic communication transactional records] | . v b2

b7E

|for the website: : ' : .

TN
[

,v In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is
relevant to an authorized investigation to prolect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted solely on
‘the baszs of actlvmes protected by the First Amendment to the Constitution of the United States.

" You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, cmployee
or agent of yours from disclosing to any person that the FBI has sought or obtained access to
information or records under these provisions.

_You are requested to provide records responsive to this request personally to a representative
of themﬂeld Office of the FBI. If the records provided are particularly large, we request that B
you provide this information in electronic format, preferably on a CD-ROM. Any questions you have "“h
regarding this request should be directed only to 'themield Office. Due to security D75
considerations, you should neither send the records throughn the mail nor disclose the substance of this
request in any telephone conversation.

- Your cooperation in this matter is greatly abpreciatéd.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5152



ATTACHMENT

Inpreparing your response to this request, you should determine whether your company maintains the
following types of information which may be considered by you to be an electronic communication
transactional record in accordance with Title 18 United States Code Section 2709.

. Wearenot requesting, and you should not prowde information pursuant to thls request that would disclose

the content ofany electromc communication as defined in Title 18, United States Code, Section 2510 (8).
Subject lines of e-mails are content information and should not be provided pursuant to this request.

Ifthe records provided are pamcularly large werequest that you prov1de this information in electronic
format, preferably on a CD-ROM or DVD. : '

NSL VIO-5153
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51 [

SﬁEﬁéT/ORCON/NOFORN ‘ A
FEDERAL BUREAU CDF?H?@UWESB?%@?J&?TGD@@

Precedence: IMMEDIATE
To: Counterterrofish

General Counsel:

Counterterrorism

Attn:

Attn:
Attn:

Attn:
Attn:

Date: . 08/01/2005

ITOS I/CONUS II g

National Security Law Branch

DGC Julie F. Thomas.

UC Elaine N. Lammert

National Infrastructure
Protection/Cyber Crime

From:
cxq

Contact: IA|

Hulon Willie T
Lewis John E
Thomas Julie F

Approved By:

Lammert hlgine N

Drafted By:

Case ID #: (S)

| ‘ bcd

~ ssa| |
ssa | |
02
I H o
0/C
07E

-

~J
=

o U oo
~3 PO

(8)

(S)
Titla- S)
(S)
(S)

oo ule
~J &)
s

@
NG
]

SEZRET/ORCON/NOFORN
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SEQRET/ORCON/NOFORN

- To: Coupnterterrorism

From: Counterterrorism
Re: (S) 08/01/2005
(31
(UJSyﬁcp51s ES( Approves the issuance of an ECPA National

Security Letter (NSL). Also provides reporting data, and, if.
necessary, transmits the NSL for dellvery to the e1ectron1c
‘communication service prOVlder

- E&(- T ied By: 7566
Reason (c)
D y On: X1

8y

Enclosure(s):  (U)Enclosed for the 0Office is a copy
of a National Security Letter, dated 08/01/2005, addressed to

(S//OC/NF)'

p7E

- Details:
(S//OC/NE)J
(S//OC/NFJ

SPORET/ORCON/NOFORN

2

NSL VIO-5155
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bl

b7A
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b2
b4
ol
b
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bl
b6
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SEC}’(‘: T /ORCON/NOFORN

{U) On 10/17/2003, the Director designated the official
signing the enclosed letters as authorized to make the
required certification.

(U) Arrangements should be made with the. institutien
receiving the enclosed letters to produce the records

SBERET JORCON /NOFORN

3

NSL VIO-5156

bl

b4

b7A
b7D
biE

bl
b
b7A
b7C

To: Coﬁﬁfer*eYYeriqm Erom: (Counterterrorism .
Re: (S) 08/01/2005 bl
: . : L7A
(S//0C/NF) o1
bo
b7A
b7C
(S//OC/NF) L— 7
Do
b7A
7D
— L7E
(s//0c/NFE) | L
(m - -~-:h§{ This electronic communlcatlon also documents the,
General Counsel's approval and certification of the” enclosed
NSL. For mandatory reporting purposes, the enclosed NSL seeks »
subscriber/billing records/electronic communicgtion N4
transactional records for the user copntracting 7D
k LS
ol
{5 bT7A



i

SPERET/ORCON/NOFORN |

To: Counterterrorism From: Counterterrorism -~
Re: (S) 08/01/2005 “ﬁ_r
: ‘ b7A
n2
: o ) 7R
perscnally to an employee of the FFieid Office. The

institution should neither send the records through the mail

-nor utilize the name of the subject or any identifying -
information related to the subject in any ‘teleplione calls to

the FRI. ‘The institution should not contact FBIHQ dlrectly in

any manner. 02

Thd:::::::::]Eield 0ffice should remlnd the - BTE

electronlc communications provider that it is prohlblted from
disclosing that tbe FBI has made this- request

(U} Any questlons regarding the above can_ b ir d to
FRIHO, TA| . | or ssA
[ Should the institution be unable to fully D2
comply with- -this request due to lack of specificity or should n6
the institution regui ce detailed information to locate STe
such records, the Field Office should contact SA “r')f
or SSAi ifor'additional information. - ok

SEQRET/ORCON/NOFORN

4
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' gBSRET/ORCON/NOFORN

To: Coupterterrorism From: Counterterrorism
Re: (S) 08/01/2005 o bl
b7A
LEAD (s):
Set Lead 1: (Action)
- GENERAIL, COUNSEL
AT| : : e
) 7D
(U) NSLB is requested to review and approve. the
enclosed Naflonal Security Letter.
‘Set Lead 2: (Action)
b2
AT D6
L7C
(U) SSAl I Hand deliver enclosed NSL LTE
following procedures outlined in this EC. Upon recei of :
requested records, immediately submit results to SAJE;:::]
| | or SSA | FBIBO, Counterterror
Division, CTD/CXS/EQPS, Room|
Set Lead 3: (Action)
.
. L2
‘ 06
ISy ie
AT I O AW
l bIE

(U) SsA IAs necessary, provide
technical assistarnce 1n obta1n1ng| |

Set Lead 4: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U)y ITOS I1I For information only. P

SECRET/ORCON/NOFORN

5
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'-.sﬁégET/ORCON/NOFORN

To: Counterterrorism

From: Counterterrorism

Re: (S)

Set Lead 5: (Info)

08/01/2005

| SA

For information only.

Py
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l;i

U.S. Department of Justice

Federal Burcau of Investigation

7D August 1, 2005

Re: Request for Emergency Access to Information

. To Whom it May Concern:

v * The FBI has been informed of a situation which it believes warrants the emergency disclosure of
information in your possession, pursuant to 18 U.S.C. 2702(b)(8), which permits a service provider to
voluntarily disclose the content of communications to a government entity "if the provider, in good faith,
believes that an emergency involving danger of death or serious phy51ca1 injury to any person requires
disclosure without delay of communications relating to the emergency.” By this letter, we are requesting

“that you review the information provided below and that you conclude, as we have, that such an
emergency exists and that information in your possession will assist the FBI in handling this matter.

bTA

- i~
: . Based on this information, the FBI believes that }n’ay reasonably conclude that an >~
“emergency involving a danger of death or serious physical injury exists. Therefore, the FBI requests 04
-that [voluntarily provid khe site las wellas 172
(50 [ Such mnformation Wlll assist us by allowmg us {o conduct an o
mvesugauon accordmg to (he atorementioned facts. } . : ::E
A
Please direct any questions you may have regardmg this request to thd;l: ield Office. 1,2
bTE

information personally to the Field Office, preferably in the form of a CDROM or DVD.
.Dug to security considerations, you should neither send the information through the mall nor disclose the
substance of this request in any telephone conversation.

Assuming that you'conclude, |z;l_ma;f that an emergency exists, please provide the requested

Your cooperation in this matter is greatly appreciated.
Siﬁcere]y,

Julie F. Thomas =

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5160




(Rev. 01-31-2003)

| SEQ%ET/NOFORN |
FEDERAL BUREAU OF INVESTIGATION
' Precedence: Pfiority v _ Dateﬁ: 03/05/2005
To: Countérterrofism . | - Attn: ITOS I/CONIIS I/Téam 4
General Counsel - | - Attn: National Security Law Branch

DGC Julie Thomas
.UC Elaine N. Lammert

. Attn: SSA o
- - o2
e | ' . 06
From: Counterferrgrism - _ ‘ f?g '
CXQ | I b7E
Contact: bAl | ‘
Approved By: Hulon Willie T
Lewis John E
Thomas Julie F
Lammert Elaine N
Drafted By: | __|gf_,—\\ - .,“2
, » : b
Case ID #: (S) . DTA
(S) - DJE
‘Title:. (S) . ?
' ge] T\.\
(S)
bl
b7A

SEQRET/NOFORN

NSL VIO-5 1'61, '



" Re: (8) - 07/25/2005

w -

(3)

Sé}RET/NOFORN

To: Counfrextaxraxi am Deam Fas PRORERD N 00 Sy sm ) a ‘ o B '
bl

b7A

SYﬁdpsis+wwE§<; Approves the issuance of an ECPA. National
Security Lefter (NSL); provides reporting data; and, if
necessary, transmits the NSL for de-lvery to the electronlc
communications service provider.!®

(Uj““EEﬁ:

ied By: 7566 CT

Reason: nl
bz
Uy b7E
Reference: (S) }
. , , : - ‘ bTA
Enclosure({s): (U) Enclosed for the Field Office 1is

an original and a copy of a National Security Letter, dated
07/25/2005, addressed ol |

Il b2

requesting names, addresses, length of service, billing folt
records, and electronic communication transactional” records - _n/D
for the account holder assigned the IP address at the date and b7
times specified below
Details: (S//NF) [
T~
bl
oY
LA
b7D
s)] |
Nell
o]
b7A
b7C
: : bl
(o1l b
b7A
b7C
SEGKET /NOFORN
2
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VTO:
Re:

Countert ovrroayiom Hisam.

(s)

SESRET/NOFORN =~

Craintartaoyiymern om

07/25/2005

sy

SEQ(ET/NOFORN
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J SEQKﬁT/NOFoRN'

To: Counterterrorism From: Connterterroris
Re: . (8) p7/25/2005

(51|

18)

(81

(0}

LT This electronic communication documents the
Deputy General Counsel's for the National Security Law Branch
approval and certification of the enclosed NSL. For mandatory
‘reporting purposes, the enclosed NSL seeks subscriber/billing’
records/electronic communication transactional records on the
following IP Addresses: :

e ]

and

NiR

(Uy On 10/17/2003, the. Director designated the FBI
official, signing the attached Natlonal Seburlty Letter, to
make the required cert1f1catlon . :

) (U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records
personally to an employee of theﬁi::::::::] field office. The
institution should neither send the records through the mail, -
nor-utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

SECKET/NOFORN
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T SBERET/NOFORN

To: Counterterraoriam BFrAms- Conntrerterronrism

Re: . (8) 07/25/2005

the FBI. The lnStltULlOU should not contact FBIHQ dlrecLly in
any manner. . -

(U) Thd [field office should remind the
institution that 1t 1s prohlblted from disclosing that the FBI
has made this request

'. An uestions regarding the above can be di
IFBIHO or . SSA

Should the institution be unable to fully

comply with thlS request due to lack of specificity or should

the institution r nu;re_maze1deta¢led information to locate
such records, .the Field Qffice shonld immediately

contact SA| [or ssa for additional
information. i :
:‘S€$§ET/NOFORN
5
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J sE<ﬁET/NOFORN

' To: Coun xosa o Dy . TAroX) nni-mi sm
“Re: (8) 07/25/2005

LEAD (s) :
Set Lead 1: (Info)

COUNTERTERRORI SM

AT ITOS I/CONUS I/Team‘4

(U) Read and Clear
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(- i NSLB i1s requested to record the approprlate
informatiofi needed to fulfill the .Congressional reportlng
requirements for NSLs.

Set Lead 4: (Action)

AT

(U) Hand deliver enclosed NSL as indicated above

Upon receipt of requested records, notify SA

| [or SSA [ to
coordinate 1mmedlate delivery of records to FBIHO,
Counterterrorism Division, CTD/CXS .

‘Set Lead 5: (Info)

'COUNTERTERRCRISM
AT .-
1 bz
(U) Read and Clear
L 2 2
SE?&ET/NGFORN

6
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J
bl
U.S. Department of Justice . T
: o oA
Federal Bureau of lnvesligatioﬁ '
August 8, 2005
b4
Do
B7C
7D

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant 1o Title
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby
'directed to provide the Federal Bureau of Investigation (FBI) the names, addresses lengths of service,
-billing records and electronic communication transactional records, to mclude existing -
transactionv/activity logs and account holder assigned the IP address as specified below:

H o b

b7A

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title- 18, U S.C., Section 2709(c), prohlbns any officer, employee ‘
or agent of yours from disclosing to any person that the FBI has sought or obtained access to
information or records under these prov1s1ons

You are requested to provide records responsive to this request personally to a representatlve
of thel field office of the FBI. If the records provided are particularly large, we request that
you provide this information in electronic format, preferabl; on a CD-ROM. Any questions you have

~1 PO

3

e

regarding this request should be directed only to the ield office. Due to security
_con51derat10ns you should neither send the records through the mail nor disclose the substance of this
request in any telephone conversation. : _ :

~ Your cooperation in th1s matter is greatly apprecrated
‘ Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5167




ATTACHMENT

In preparing your response (o this National Security Letter, you should determine whether your
company maintains the following types of information which may be considered by you to be an
electronic communication transactional record in accordance with Title 18, United States Code,
Section 2709:

, This National Security Lettcr does not request and you should not provndc mformatlon
. pursuant to this request that would disclose the content of any electromc communication as defined in
Title 18, United States Code, Section 2510(8)

[
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{Rev. 01-31-2003)

SEQRET/ORCON/NOFORN-

FEDERAL E

BUREAU OF INVESTIGATION

Precedence: PRIORITY .  Date: 08/01/2005

To: Counterterrorism "Attn: ITOS II
General Counsel- A Attn: Natioral Security Law Brancn

DGC Julie F. Thomas

UC Elaine N. .Lammert
Attn: Counterterrorism

SA

From: Counterterrorism S -
CXS/EQPS/Web | ' .
Contact: IA

Approved By: Hulon Willie T
o Lewis John E
Thomas Julie F

Lammert Elaine N

Dréfted By:
Case ID #: (S)
: (S)
Title: (S)
bl
(S) DIA

tUIM

Synopsiéf“->xi Approves the issuance of an ECPA National
Security Letter (NSL). Also provides reporting data, and, if
necessary, transmits the NSL for dellvery Lo the electronlcv
communlcatlon service prov1der

e

. szgng/ORCON/NOFORN’

NSL VIO-5169



- SE T/ORCON/NOF:ORN

To: Counterterrorism  From: Counterterrorism

Re: (S) 08/01/2005
: : : N
islhixi“ b2
: ( b7E
' Enclosure(s): (U) Enclosed for the Field Office are

is a National Security Letter, dated 08/01/2005, addressed to
l |
[ | FBIHQ, CTD, CXS, EOPS is requesting names, o
addresses, length of service, billing records, and electronic
. communication transactional records for the administrator of
the website listed below pursuant to Section 2709.

Details: (S//O(“/NF]] \_

(S770C/NET]

(s//0C/NF) |

SE¥RE T/ORCON/NOFORN
2

NSL VIO-5170
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(&)

]

P signing the enclosed letter as authorized to make the required‘

SEBRET/ORCON/NOFORN

TO: Counterterraorism From: Connterterrorism
Re: {s) 08/01/2005

bl

b7A

bl
b7A

(U} -3 This electronic communication also documents the

Deputy General Counsel's National Security Law Branch approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks subscriber/billing ‘
records/electronic communication transactional records for the
‘user contracting with | to ’
maintain/administer the website: B

(U) On 10/17/2003, the Director designated the official

certification. . ;

© (U) Arrangements should be made with the institution
receiving the enclosed letter to. the records - .
.personally to an employee of thel field Office. The
institution should neither send the records through the mail
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to-

the FBI. The instituticn should not contact FBIHQ directly in
any manner. ‘ ‘ - : :

SEZRET/ORCON/NOFORN

3

© NSL VIO-5171
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sEQRET/ ORCON /NOFORN

Re: (

S) 08/01/2005

(U) The[:::::::]Fleld Office should remind the

electronlc communicaticns provider that it is prohlblted from"

dlsclo

sing that the FBI has made this reqguest.

(U) Rnv guestinns reqarding the above c i “ted to
FBIHQ, IA b ssa o
l | Should the institution be unable to fully

‘with this request due.to lack of specificity or should

.comply
the in
such r
or SSA

stitution reguire maore detailed information to locate

orords, - the Field Office should con act IA
for additional information.

s;&m T/ORCON/NOFORN -
4
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SEZRET/OCRCON/NOFORN

To: Counterterroricm _Fram:® ("mnnf‘nvt.er'rorism
Re:. (S) 08/01/2005
LEAD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(G) NSLB is}requeSted to review and approve the
enclosed NSL. : : ,

Set Lead 2: {(Action)

AT

(U) Couhterterrorism. Hand deliver enclosed,Natibhal
Security Letter following procedures outlined in this EC. Upon
receipt of requested records, immediately submit results to IA

: FBIHQ, Counterterrorism Division, CTD{::::::::]
Room - _ , :

(U) For information and technical
aSsistance. )

Set Lead 3: (Info)

‘COUNTERTERRORISM.

AT WASHINGTON, DC

(U) ITOS II For information only.

*

' S%?RET/ORCON/NOFORN
NSL VIQ-5173
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(Rev. 01-31-2003)

‘in;ﬂ

SEEEfT/ORcon/NoEoRN

FEDERAL E

SUREAU OF INVESTIGATION

Precedence: ~PRIORITY . Date: 08/08/2005
To: Counterterrorism .  Attn: 170§ II]
Genera. Counsel B _Attn:  National Securlty Law Branch

" DGC JJlle F. Thomas

UC Elaine N. Lammert
Attn: - | l
Attn: SA| |

- From: Counterterrorism '
CXS/ECQPS/Web Exploitation Team] J
Contact: IA

Approved By: Hulon Willie T 12
© Lewis John E -
Thomas. Julie F bo
biC
bh7E
' Drafted By: fjed -
r__]—— bl .
Case ID #: (S) w70
o (8) :
Title: (S) bl
' bi7A
(s) ol
b6
b7A
Synopsis® Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and;, if
necessary, transmits the NSL for delivery to the electronlc'
communlcatlons service provider. .

3
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sﬁpﬁET/ORCON/NOFoRN

Tol: Coun;or%nrv‘nwi Sm From: Con te’rterrorﬁj_sm

"Re: (S) 08/08/2005

Enclosure(s): (U) Enclosed for the | |Field Office
is an original and a copy of a NSL, dated 08/08/2005,
addressed tol |

|request1ng names, eddresses,

Details: (s//0C/Nel

length of service, billing records, and electronic

‘communication transactional recoros for the *eglsgrant of ‘the
domain name listed below

rq//dC/NFﬂ

(S//0C/NF) )

(S//OC/NF)!

s/ /7o /ned

SE9§ET/ORCON/NOFORN
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SECRET/ORCON/NOFORN

To: ‘Counterterroriasm Fram: Counterterrorism bl
Re:  (S) 08/08/2005 m
: b7A

15) | | o1
o ' <4

(s//0C/NF) | bl

(e //OC/NE)Y | b7D

(115 IR This electronic communication documents the Deputy
General Counsel's National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSIL seeks subscrlber/bllllng
records/electronic communication transactional records
associated with the following website:

- . _ bl
NEIER 5 : jold:N
(U) On 10/17/?003 the' FBI Director ‘designated the |

official signing the enclosed letter as authorized .to make the
requlred certlflcatLOﬂ

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records . b2

personally to an employee of FBI| The 75
institution should neither send Che records thirough the mail o
nor utilize the name of the subject or any identifying

information related to the subject in any telephone calls to
the FBI. The institution should not contact FBIHQ directly in
any manner. R

(U) FBI| |should remind the electronic b2
communicatiéns provider that it is prohibited from disclosing k?’E
that the FBI has made this request :

(U) Anv questions regarding the above can he dirested fn [y
FBIHQ, IA| | or ssa | he
| ] Should the instituticn be unable to fully comply . o
with this request due to lack of specificity or should the oL

institution require more detailed information to locate such

SEQKET/ORCON/NOFORN
= T 3 N

'NSL VIO-5176



SEBRE T/ORCON/NOFORN

To: Counterterrorism From: Counterterrorism .

Re:  (S) 08/08/2005 . . npl
S ' . : R7A

records, FBI| bhould contact 1] Jor ssa b2

. for additional information. ' 4 b6

b7C .
b7E
gﬁngT/ORCON/NOFORN
o 4
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SEYRKE T/ORCON/NOFORN

To: Counferterrorism Fram: Counterterrorism

Re: (S) 08/08/2005
LEAD (s) :

Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

in”Vwéxi NSLB is requested to review ahd'approve'thé",
enclosed NSL. : . v L

Set Lead 2: (Action)

AT

(U) Hand deliver enclosed NSL following pfotedures

outiined in this EC. Upon receipt of requested records,
immediately submit results to IA] L FBIHQ,
Counterterrorism Division, CTD/ | '

Set Lead 3: (Inﬁo)
* COUNTERTERRORISM

AT WASHINGTON, DC

(U) ITOS I1I For information'only.

Set Lead 4: (Info)

AT

{uy sa | For ihformafibn-Oniy;
*

gyégET/ORcou/NOFORN
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bl
U.S. Department of Justice D7A
. Federal Bureau of lﬁvestigli\tion :
August 8, 2005
b4
- bo
biC
b7D

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby
directed to provide the Federal Bureau of Investigation (F BI) the names, addresses, lengths of service,
billing records and electronic communication transactional records, to mclude existing
© transactior/activity logs and all e-mail header information (not o include message content and/or
subject fields) for the individual(s) who registered the below domain:

£l ' b7A

In accordance with Title 18 US. C Section 2709(b) I certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine .
intelligence activities, and that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohxbﬁs any officer, employee
or agent of yours from disclosing to any person that the FBI has sought or obtained access to.
information or records under. these provisions.

o~

You are reiuested to provide records responsive to this request personally to a represeﬁtative

ofthe ield Office of the FBI. If the records provided are particularly large, we request 1o
that you provide this information in electronic format, preferably ona DVD or CD-ROM. Any .
questions-you have regarding this request should be directed only to the Field Office. L7E

Due to security considerations, you should neither send the records through the mail nor disclose the
substance of this request in any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

" NSL VIO-5179




ATTACHMENT

Inpreparing your response to this request, you should determine whether your company maintains the
following types of mformation which may be considered by you to be an electronic communication
transactional record in accordance with Title .18 United States Code Section 2709

b2
b7E

We arenot requesting, and you should not provide, mformatlon pursuant to thisrequest that would disclose
the content of any electronic communication as defined in Title 18, United States Code, Section 2510 (8).
Subject lines of e-mails are content mformation and should not be pr0v1ded pursuant to this request.

If thc records provnded are partlculariy Iarge werequest that you pro vide thls mformatlon in electromc
format, preferably on a DVD or CD-ROM.

" NSLVIO-5180



(Rev. 01-31-2003)

(w; -

 Synopsis: }X( Approves the issuance of an ECPA National
‘Security Letter (NSL); provides reporting data; and, if

SEé&ET/ORCON/NOFORN

FEDERAL BUREAU OF ENVESTI@ATIQN

Precedence: PRIORITY . Date: 08/29/2005
To: Counterterrorism Attn: ITOS II
) , ITOS q B
General Counsel o Attn: Nationa ecurity Law Branch
DGC_Julie F. Thomas
. uc | |
- Attn:
' . . T bé
From: Counterterrorism ‘ : -
CXS/EOPS/Web Exploitation Tean/Roonl | B7C
)

Contact: IA| | : b

Approved By: Hulon Willie T
Lewis John E
Thomas Julie F

Drafted By: §cd | b1
i N7
Case 1D #! (S) O
(S)
Title: (S .
fitle (S) .
74
(S) ibi
" bb
b7A
b7

necessary, transmits the NSL for delivery to the electronic

communications service provider.

(UJ,:§%iA

ssﬁﬁzT/ORCON/NOFORN'

NSL VIO-5181
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(5]

(81

SEZRET/ORCON/NOFORN

To: Coupterterrorism From: Cqaounterterrorism
Re: (S) 08/26/2005 "

- bl
b2

Enclosure(s): (U) Enclosed for-the[:::::::]FiQWH Office is a
copy of a NSL, dated 08/29/2005. addressed tol I

b E

_Details: (8//0C/NFY —

—

| requesting names, addresses, length.of service, billing
records, and electronic communication transactional records
for the individual(s) associated with the website listed
below. ' '

|

Y @p 08/22/2005, an individual using the name|

bl
b7A

oo o
~J ~Jd Oy
OIN=]

o

gﬁéRET/ORCON/NOFORN‘
)

NSL VIO-5182
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~ SEYRET/ORCON/NOFORN

To: "Counterterrorism Fram: Cgunterterrorism

" Re: (S) 08/26/2005

[Q /L 00 INEDY

) | N S

(ol loo J’T\TJ:'_L‘I I____

(S) This EC documents the Deputy General Counsel's

. National Security Law. Branch approval ‘and certification of the

enclosed NSL. For mandatory reporting purposes, the enclosed
NSL seeks subscriber/billing records/electronic communication
transactional records associated with the following website:

It also seeks subscriber/billing records/electronic

'isinJ

~following user of ~the|

communication transactional records associsted with the

R

(U} On 10/17/2003, the-Director designated the official
signing the enclosed letter as authorized to make the required
certification.

S ) Arrangements should be made with.the institution
receiving the enclosed letters to produce the records
personally to an employee of the[ ] Field Office. The

institution should neither send the records through the mail I
nor utilize the name of the subject or any identifying T
information related to the subject in any telephone calls to

: SQ?RET/ORCON/NOFORN

3

NSL VIO-5183
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SEQRET/ORCON/NOFORN.

To: Counterterroriaem From: Connterterrorism
Re: (3) 8/26/2005
the FBI. The institution should not

any manne

r.

contact FBIHQ direCtly in

"(U)‘[:::::::]Field Office, prior to serving the NSL,
should conduct a threat assessment on the company and its

owner or company officers.

derogatory or indicates a potential

in the website to a terrorist group,

should contact FBIHQ immediately.
should remind the electronic communications provider that it
is prohibited from disclosing that the FBI has made thlS

reguest.

(Uy A

Any guestions regarding the above can
or SSA

FBIHQ, IA

The

Should the

institution be

If information developed is
of FBI interest

romise’ oL ke
ield Office
Field Office

be directed to

unable to f

‘ully comply

with this request due to lack of specificity or should the
nore detailed information to locate such

institution ¢ ir
records, the
or SS | for addy ional information.

Field Office should contact IN

SEARET/ORCON/NOFORN
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SEKE T/ORCON /NOFORN

To: Coupkertarrsriem Eram: Counterterrorism o I
Re: (8) 08/26/2005

' b7A
LEAD (s} :

~Set Lead 1: (Action)

GENERAI, COUNSEL

AT NSLB

(U) NSLB is requested to review and approve the
enclosed National Security Letter. ' '

Set Lead 2: (Action) .

AT| |

SR ‘bz

o (U) Hand deliver enclosed NSL following ; b6
procedures outlined in this EC. Upon receipt of requested h7C
- records, immediately submit results to_IA] | o N;
FBIHQ, Counterterrorism Division, CTD | | b7E

Set Lead 3: (Action)
' ' 3 "D
: . : . . b7E

Co (U[:::::::Trovide technical assistance to[___ Jas
necessary. . - ' ,
Set Lead 4: (Info)

COUNTERTERRORLSM

AT ITCS II . N
/ .,

(U) Read and clear.

Set Lead 5: (Info)
~ COUNTERTERRORISM _
| | SECRET/ORCON/NOFORN
K |
NSL VIO-5185



To:
Re:

L &4

Cou
(S)

nterterrorism

SE T/ORCON/NOFORN

From: Counterterrorism

08/26/2C05

AT ITOS Il I

(U) Read and clear.

sz}@ T/ ORCON/NOf‘ORN
6
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(5]

bl

U.S. Department of Justice b7A

Federal Bureau of Investigation

b4
7D August 29, 2005

To Whom 1t May Concern:’

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (as amended October 26, 2001) you are hereby
dlrected to provide the Federal Bureau of Investlgatlon (FBI) the names, addresses, lengths of serv1ce,
billing records and electronic communication transactional records, to include existing
transaction/activity logs and all e-mail header information (not to include messagc content and/or
subject fields) for the web51te ,

‘ : bl

U b6

(8 __Specifically, the FBI is requesting electronic communication transaction/activity lo gé for the ;b7A
o | - b7C

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States. -

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee
or agent of yours from disclosing to any person that the FBI has sought or obtained access to
information or records under these provisions.

You are requested to provide records responsive to this request personally to a representative
of t‘hemield Office of the FBI. If the records provided are particularly large, we request that
you provide this mformation in electronic format, preferably on a CD-ROM or DVD. Any questions b2
you have regarding this request should be directed only to the [Field Office. Due to security b7k
considerations, you should neither send the records through the'mail nor disclose the substance of this
request in any telephone conversation. :

Your cooperation in this matter is greatly appreciated.

Sincerely,

Julie F. Thomas
Deputy General Counsel
National Security Law Branch

Oﬁgﬁ %I(B_es(igr}eral Counsel




ATTACHMENT

In preparing your response to this request, you should determine whether your company maintains the
following types of information which may be considered by you to be an electronic communication
transactional record in accordance with Title 18 United Statcs Code Section 2709.

00
~J DO
(e

We are not requesting, and you should not provide, information pursuant to thisrequest that would disclose
the content ofany electronic communication as defined in Title 18, United States Code, Section2510(8).
Subject lines of e-mails are content information and should not be provided pursuant to this request.

Iftherecords provided are particularly large we request that you provide this information in electromc
format, preferably on a CD-ROM or DVD.

NSL VIO-5188



(Rev. 01-31-2003)

SPERET/ORCON/NOFORN
FEDERAL BUREAY OF INVESTICGATION
Precedence: PRIORITY © Date: 09/07/2005
To: Counterterrorism Attn: TITOS II/ISLU
General Counsel Attn: National Security Law Branch
DGC Julie F. Thomas
“UcC

Attn: JTTE .
Attn: TFO] |
Attn: 5A
Attn: SA

From: | | : A
sacl__ | ) o2

Contact: SA m y b6

Approved By:

Drafted By:
Case ID #: (S)
(3) e
W s TEFHO-CTI03375 TPending) DA
(s) | b7k
‘”’*E%( Lﬂﬁf 356IT (Pending) . '
1_\1
Title: (S} fi
2\
{(S)
(S)
bl
b6 -
b7A
b7
SECKE T/ORCON/NOFORN

NSL VIO-5189



SE}sQET/ORCON/NOFORN

To: Coupterteorroricem Fyom- 1 . o RN
Re: (S) ﬁﬁ_lw 5772005 Ol

o2
. , Q /]A
L R B - | N bR
4 Synopsis: Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service prov1der
"MEX( Déri From : =
De Y n
(3 )m ol
- » b2
Reference: (S) - p7E bl
(S) b2
(S) ‘ : b7A
Enclosure(s): (U) Enclosed for the[:::::::::]Field Office is 1,W>/E
a copy of a National Security Ietter, dated 09/07/2005, , L
addressed tol | b
Irequesting names, addresses, length ol service, b6
billing records, and electronic communication transactional B0
records for the individual({s) associated with the website g
listed below. oD
‘ : , bR
Details: (S//OC/NF)[ b1
bo
b7A
b7C
(8) e bl
b2
4
bo
pT7A
L7C
7D
b7
(s//0C/NE1]
bl
b6
b7A
, b7C
SEéRET/ORCON/NOFORN
2

NSL VIO-5190



To:

Re:

SEERET/ORCON/NOFORN

Counterterrorism Fromzl

(S)

|09/O//2005

(8]

18).

13)

(Q/‘/O(‘/NF’B‘

(S//OC‘/N?;'

sngsT/ORCON/NOFORN

3

NSL VIO-5191
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SECRET/ORCON/NOFORN | . BIE

To: Counterterrorism From: |
Re: (S) O9/O7/2005

(S//0C/NF)

bl

IQ//OP/MP\! b6

b7A
B7C

iUF‘““w")S( This electronic communication documents the Deputy
General ‘Counsel's National Security Law Branch approval and
certification of the enclosed NSL. For mandatory reporting
purpcses, the enclosed NSL seeks subscriber/billing
records/electronic communication transactional records ;
assoclated with the following server/website: D6

b7A

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the reqguired
certification. :

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records )
personally to an employee of the |Field Office. The
institution should neither send the records through the mail:
nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to

the FRI. The institution should not contact FBIHQ directly in
any manner. ' :

RN
[

[oNe)

()| lField Office, prior to serving the NSL,
should| |
| |If information developed is

derogatory or indicates a potential i f FBI interest
iield Office
sgpkgT/ORcoN/NOFORﬁ
4

oo
-1 b

NSL VIO-5192



sééﬁET/ORCON/NOFORN bl

b2
To: Coupterterrorism From:~| ’kéﬁ,
Re: (S) 09/07/2005 g;é

D/in

\
b2
should contact FBIHQ immediately. The[::::::::]Eield Office pop
should remind the electronic ceommunications provider that it
1s prohibited from disclcsing that the FBI has made this
request.

(U) Apv guestions regqarding the above can e dirscted tn

I X or SSA - b2
| Should the 1nstitution be unable to TUlly comply Lo
with this request due to lack of specificity or should the b7C
institution require more detailed information to locate such n7E
records, the| IField Office should contact IA

or SSA| |for additional information.

SEé>ﬁ3/ORCON/NOFORN
5

NSL VIO-5193



SEQRET/ORCON/NOFORN

To: Couptaxrtaoxrrarigm rome: | br_
Re: (S) 09/07/2005 B2
LTA
b7E
LEAD(s) :

Set Lead 1:. (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

, (U) NSLB 1is requested to review and approve the
enclosed National Security Letter.

Set Lead 2: (Action)

AT

~ - o b2
(U) JTTF. Hand deliver enclosed National Security ne

Letter following procecdures outlined in this EC. Upon receipt 7

of requested records, immediately submit results to IA| | B7C

FBIHQ, Counterterrorism Division, CTD] | b7E

Set Lead 3: (Info)

COUNTERTERRORISM

AT ITOS II

,,
@]
AN

(U) Read-and élear.

Set Lead 4: (Info)
[ 1] | v o

AT | b7C

i
/

(U) SA Read and clear.

_SQ#RET/ORCON/NOFORN
6

NSL VIO-5194



SE‘E;Q-: T/ORCON/NOFORN

To: Counrerifetrrorism From: | : : . ‘ =l
Re: (S) 09/07/2005 52

b7A
. b7k
Set Lead 5: (Info)
. b2
AT C : b6
(U) SA Read and clear. : blC
. b7E
Set Lead 6: (Info)
AT ' o : b2
T : ' ' ~ ‘ je]e
(U) TFQ Read and clear. - : S hIC
' ' b7E

L4 4

%ET/ORCON/NOFOM
’ 7

NSL VIO-5195



L

. . : 1C
U.S. Department of Justice L bTA

Federal Burcau of Investigation

bZ
b7E
b4
o5}
nL7C
“B7D

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service,
billing records and electronic communication transactional records, to include existing
transaction/activity logs and all e-mail header information (not to mclude message content and/or
subject fields) for the website: R
AL

(g - | | bTA

In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a United States person is not conducted solely on
the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee
or agent of yours from disclosing to any person that the FBI has sought or obtained access to
information or records under these provisions. :

You are requested to provide records responsive to this request personally to a representative ’,:? .
~of the|?h_|Field Office of the FBL. If the records provided are particularly large, we request that £ /E
you provide this information in electronic format, preferably on a CD-ROM. Any questions you have
regarding this request should be directed only to thd;:__gl Field Office. Due to security

considerations, you should neither send the records t oug the mail nor disclose the substance of this

request in any telephone conversation.

Your coopération‘ in this matter is greatly appreciated.

Sincerely,

Special Agent in Charge

NSL VIO-5196



ATTACHMENT

Inpreparing your response to this request, you should determine whether your company maintains the
following types of mformation which may be considered by you to be an electronic communication
transactional record in accordance with Title 18 United States Code Section 2709.

b2z
b7E

Weare not requesting, and you should not provide, information pursuant to this request that would disclose
the content of any electronic communication as defined in Title 18, United States Code, Section 2510 (8).
Subject lines of e-mails are content information and should not be provided pursuant to this request.

Ifthe records provided arc particularly large, we request that you provid'e this information in electronic
format, preferably on a CD-ROM or DVD.

NSL VIO-5197



{Rev. 01-31-2003)
S)%.RE T/ORCON/NOFORN
FEDERAL B

UREAU OF INVESTIGATION

Precedence: IMMEDIATE ' Date: 10/05/2005
To: Counterterrorism Attn: ITOS _TI/CONIIS 14
SSA| |
General Counsel Attn: National Security Law Branch
: DGC_Julie F. Thomas
ucC
Attn: SA
Attn: SSAl I
" SA |

From: Counterterrorism :
CXS/EQOPS/Web _Exploitation T@am/RoomI |
Contact: 1A

Approved By: -Hulon Willie T
Lewis John E
Thomas Julie F

Drafted By:

Case ID #: (S)
(S)

Title: (5) b1

b7A

tUj N ers From: G-

Declassi T~ 300831

s;;éRE T/ORCON/NOFORN

S NSL VIO-5198



SEWRE T/ORCON/NOFORN

To: Counterterrorism  From: Counterterrorism ’ b1
Re: (S) 10/5/200% - ’ ,

(-

Synopéis:~~)&( Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic

communications service provider. . ’ bl
b2
15 b7E
Enclosure(s): (UJ) Enclosed for the Field Qffice ig a ,
canv of a NSL. dated 10/04/2005%. addressed to | | b2
b4
requesting names, addresses, length of service, ne
b1IIling records, and electronic communication transactional v7D
records for the website listed below.
Uy - . : b7E
' Administrative:- )8( Portions of this document carrying
classification markings may not be incorporated into any-
criminal affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is
intended to be used for lead or background purposes only.
b/E
“Details: (S//OC/NFU L -
bl
‘b6
CRTA
b7C
(s/70c/ne] \___
bl
oY
DA
b7Dh
o7
ol
(s//0c/NF)| o
\ DA
SF?BET/ORCON/NOFORN
, ,

NSL VIO-5199



(5)

Sﬁ%%ET/ORCON/NOFORN

To: Counferteryoriam From: Counterterrorism
Re: (S) 1¢/5/2005

(Q//OF/NP\I \'

DA
olC

DIE

bl
b2
bo
LTA
b7C
b7E

s) |

bl
b7A

(U) Arrangements should be made with the institution
receiving the enclosed letters to produce the records
personally tc an employee of the Field Office within 5
business days of receipt of this request. The electronic
communications service provider should neither send the
records through the routine mall service nor utilize the name
cf the subject or any identifying information related to the
subject in any telephone calls to the FBI.

(U) Upon serving the NSL,[:::::]should remind the
electronic service provider that it is prohibited from
disclosing that the FBI has made this request.

(U) On 11/9/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification. ‘

(U) Information received from an electronic
communications service provider may be disseminated to an

‘agency of the United States only if such information is

SHERE T /ORCON/NOFORN

3

NSL VIO-5200

b2
b7E



SBERET/ORCON/NOFORN

To: Couptartawwasyigm Wrame Counferterrorism v
Re: (S) 10/5/2005

clearly relevant to the authorized responsibilities of such
agency. :

gsgl

(U) An u ions regardin the above n i r to
|FRTHO SSA or IA

| should the institution be unable to fully

comply with this request due to lack of specificity or should
the institution reguire more detailed information to_locate

such records, th{:::;:]Division should contact SSA or IA
for additional information. :
SE§£ET/0RCON/N0F0RN
4

NSL VIO-5201
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sﬁgégT/ORcon/NOFORN

To: Counterterrorism From: Counterterrorism bl
Re: (S) 10/5/2005 o
_ DA
LEAD (s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 14
(U} Read and clear.
Set Lead 2: (Action)
GENERAL COUNSEL
AT NSIB
Uy - . ' .

NSLB 1s requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Action)
AT | b2
. ‘ - bo
(U) Hand deliver enclosed NSL following procedures bhic
outlined in this EC. Upon receipt of requested records, bIE
immediately submit results to IA| | FBIHO, M

Counterterrorism Division, CTD4 |

Set Lead 4: (Info)

alL o e o . H7

(U) Read and clear.

4

SEGKRET/ORCON /NOFORN

5

NSL VIO-5202



(51

U.S. Department of Justice

Federal Bureau of Investigation

b7C
7D

October 5, 2005

Under the authority of Executive Order 12333, dated December 4,
1981, and pursuant to Title 18, United States Code (U.S.C.), Section
2709 (as amended, October 26, 2001), you are hereby requested to
provide the FPederal Bureau of Investigation (FBI) the names,
addresses, lengths of service and electronic communications

transactional.records for..the.period}
for the below llsted website domain lteess

In accordance with Title 18, U;S.C., Section 2709(b), I certify
that the information sought is relevant to an authorized
investigation to protect against international terrorism or

clandestine intelligence activities, and that such an investigation

of a United States person is not conducted solely on the basis of
activities protected by the First Amendment to the CODStltULlOD of -
the United States.

You are further advised that Title 18, U.S.C., Section 2709 (c),
prohibits any officer, =zmployee or agent of yours from disclosing to
any person that the FBI has sought or obtained access to information
or records under these vprovisions.

SEBKE NsL vio-5203

bl
bTA

bl
b6
b7A
b7C



You are requested to provide recqrds responsive to this request
personally to a representative of the field office of the FBI.
If the records provided are particularly large, we request that you
provide this information in electronic format, preferably on a CD-
ROM. Any dquestions e regarding this request should be
directed only to Lneﬁff:ffﬁfleld office. Due to security
considerations, you should neither send the records through the mall
nor disclose the substance of this request in any telephone
conversation. : .

Your cooperation in this matter 1is greatly.appreciated.

Sincerely,

Julie F. Thomas

Deputy General Counsel
National Security Law Branch
Office of the General Counsel

NSL VIO-5204
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b7E



ATTACHMENT

In preparing your response to this request, you should determine whether
your company maintains the following types of information which may be
considered by you to be an electronic communication transactional record
in accordance to Title 18, United States Code, Secticn 2709.

bz
b7E




We are not requesting, and you should not provide, information pursuant
to this request that would disclose the content of any electrédnic
communication as defined in Title-18, United States Code, Section 2510
(8). Subject lines c¢f e-mails are content 1nformatlon and should not be
provided pursuant to this reques;.

If the records provided are particularly large, we request that you
provide this information in electronic format, preferably on a CD-ROM.

b2
b7E
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(Rev. 01-31-2003)

SE;ﬁtT/ORCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION
Precedence: IMMEDIATE : A Date: 10/28/2005
To: Counterterrorism Attn; ITOS II
"General Counsel Attn: National Security Law Branch
GC Valerie E. Cavproni
UcC
~Attn: IA

From: Counterterrorismn
CXS/EOPS/Web Exploitation Team/Room| |
Contact: | [

Approved By: Hulon Willie T
Lewis John E
‘Capronl Valerie E

Drafted 'By:l Jjaj 1

bl
Case 1D #: ig; b7A
(S)
Title: (S) bl
fol3)
B7A
b7C

SYhdpsisrwmgsi Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider. :

SECRET/ORCON/NOFORN

NSL VIO-5207



To:

Counterterrorism

Attn:

SEQ?éT/ORCON/NOFORN

ITOS II/ISLU

General Counsel Attn: National Security Law Branch GC
Valerie E. Caproni

“uc|

From: Caunterterrorism
Re - {9 (S) Ol

TU/ 28/ 2005 - B4

in“)ﬁQ: ' . Deri m : =
Dec g n: 030

(V)
Enclosure{s): (U) Enclosed  for the Division 1s
an iginal f a NST, dated 10/28/200 dressed
to
| fequesting names, addresses, Lengtn of
service, billing records, and electronic communication

‘transactional records for the|
listed below.

Portions of this
may not be incorporated into any criminal affidavit,

2

Pser'

This documeht is classified SECRET.
cument carrying classifications markings
criminal

court proceeding or unclassified investigative file. The
information in this document is intended to be used for lead
or background purposes only.

(1)

Details:

(S//OC/NF”

(S//OC, NF)

(S//OC,NF)

SE;hET/ORCON/NOFORN

2

NSL VIO-5208
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b7C
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b2
b7E
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b7E
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sz)ém-: T/ORCON/NOFORN

To: Counterterrorism Attn: ITOS I1/1SLU
General Counsel Atitn: Naticnal Security Law Branch GC
Valerie E. Caproni  UC| |
From: Copntartaorraricm .
I Lo (S) _‘r-\ll
1072872000 o
ENV SN

(&)

(T

ir 1A | or SSAJ;l
Should the institution be unable to fully

IEZi@GiﬁIz Accordingly, EOPS is asking for any
1nformatlon assoclated with the. following: ‘Dl
‘ oli!
: : : b7C
(U) On 10/17/2003, the Director designated the D7D

]
official signing the enclosed letter as authorized to make the

required certification.

(U) Arrangements should be made with the institution

receilving the enclosed letter to produce the records
personally to an employee of the FBI Division.
The institution should neither send the records through the
mail nor utilize the name of the subject or any identifying
information related to the subject in any telephone calls to
the FBI. The institution should not contact FBEHQ directly in
any matter.

_ Upon serving the NSL, |should
remind the electronic service provider that i1t is prohibited
from disclesing that the FBI has made this request.

(U) Any Questions regarding the above can be

comply with this request due to lack of specificity or should
the institution reomire more detailed information to locate
such_records, the Division should contact IA or
SSA[:::]for additional ¢nformatlon

SEC?%T/ORCON/NOFORN
3

NSL VIO-5209

b2
b6
b7C
b7E

bl
bTA

b2
b7E
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SEQQFT/ORCON/NOFORN

To: Counterterrorism - Attn: ITOS II/ISLU
General Counsel Attn: National Security Law Branch GC
Valerie E. Caproni  UC | [ | |

From: Copnterferrariem
Res g\ (3)
1072872005
v b
b
LEAD (s):

Set Lead 1: (Info)

COUNTERTERRORISM

AT ITOS IT

(U) For info only.

Set Lead 2: (Action)

OFFICE of GENERAL COUNSEL

AT NSLB
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congressichal reporting
requirements for NSLs.

Set Lead 3: (Actiocn)

AT

(U) Hand deliver enclosed NSL following procedures
cutlined ‘in this EC. Upon receipt of reguested records,

immediately submit results to IA] FBIHQ,
Counterterrorism Division, CTD

SEcgzm/bRcon/NOFORN
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U.S. Department of Justice

Federal Bureau of Investigation

October 28, 2005

To Whom it May Concern: -

Under the authority of Executive Order 12333, dated December 4, 1981, and pursuant to Title
18, United States Code (U.S.C.), Section 2709 (as amended, October 26, 2001), you are hereby
directed to provide the Federal Bureau of Investigation (FBI) the names, addresses, lengths of service,
billing records and electronic communication transactional records, to include existing

~ transaction/activity logs and all e-mail header information (not to include message content and/or bl
subject ficlds) for the individual(s) that are identified as the following: b
(5] » S Y

: : b7A

b7C

b7D

In accordance with Title 18; U.S.C,, Section 2709(b), 1 certify that the information sought is
relevant to an authorized investigation to protect against international terrorism or clandestine

intelligence activities, and that such an investigation of a United States person is not conducted solely on

~ the basis of activities protected by the First Amendment to the Constitution of the United States.

You are further advised that Title 18, U.S.C., Section 2709(c), prohibits any officer, employee
or agent of yours from disclosing to any person that the FBI has sought or obtained access to
information or records under these provisions, :

~_You are requested to provide records responsive to this request personally to a representative
of the| |Field Office of the FBIL. Ifthe records provided are particularly large, we request

that you provide this information in electronic format, preferably on a D - . Any .~
questions you have regarding this request should be directed only to thg |Field Office. ;bé
Due to security considerations, you should neither send the records through the malil nor disclose the b7E
substance of this request in any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

Valerie E. Caproni

General Counsel

National Security Law Branch
Office of the General Counsel

NSL VIO-5211




ATTACHMENT

Inpreparing your response to this request, you should determine whether your company maintains the
following types of information which may be considered by you to be an electronic communication
transactional record in accordance with Title 18 United States Code Section 2709. -

oo
NG 06t

=1

We are not requesting, and you should not provide, information pursuant to this request that would disclose
the content ofany electronic communication as defined in Title 18, United States Code, Section 2510 (8).
Subject lines of e-mails are content information and should not be provided pursuant to this request.

Ifthe records provided are particularly large, we request that you provide this information in electronic
~ format, preferably on a CD-ROM or DVD.

NSL-VIO-5212
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S%??ET/ORCON/NOFORN

FEDERAL &

Precedence:  IMMEDIATE
Counterterrorism

To:

General Counsel

Counterterrorism
CXS/EOPS/Web Ex
Contact: A/SS

From:

Hulon Willi
Lewis John
Caproni " Val

»ApproVed By:

BUREAU OF INVESTIGATION

Date: 10/28/2005

Attn: TITOS_I/CONUS 14
' Ssa |
Attn: National Security Law Branch
‘ DGC Valerie E. Caproni
ucC
Attn: SA
Attn: SSA [
' SAl

ploitation Team/Room | ]

e T

jal
erie E

dnv f '

Drafted By:l b2
: b7A
Case ID #: (S) BTE
(S)
Title: (S)
bl
(S) b7A

(U3“~:@{{ Der om: . .
. ‘ Dec On: 028
SEQFET/ORCON/NOFORN
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SEB{QT /ORCON/NOFORN

To: Counterterrorism From: Counterterrorism
Re: (S) 10/28/2005

Synopsiéi““}S(i.Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

(U)

Enclosure(s): (U) Enclosed for the Field Office is a
copy of a NSL, dated 10/28/2005, addressed td |

' | requesting names, addresses, length oI service,
T111ng records, and electronic communication transactional -
records for the website iisted kelow, '
“IlmAdministrativerw'EB( Portions of this document carrying
classification markings may not be incorporated into any
criminal affidavit, criminal court proceeding or unclassified
investigative file. The information in this document is
intended to be used for lead or background purposes only.

w2 s | |

' Details: gS//chNF;| L___

(S//OC/NF) |I H

(s//0c/NE) ] \

SQRBET/ORCON/NOFORN
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SPCRET/ORCON /NOFCRN

To: Counterterrorism From: Counterterrorism

Re: (S) 10/28/2005 bl
DTA
b2
Lo
b7A
biC
b7E
(S//OC/NF) | L
bl
. D2
o
DA
bIcC
DTE
' bl
(s) |
v bz
b7A
L7E
(U} Arrangements. should be made with the institution
receiving the enclosed letters to _produce the records
‘personally to an employee of the |[Fieid Office within 5
business days of receipt of this request. The electronic )
communications service provider should neither send the b2
records through the routine mail service nor utilize the name b7E

of the subject or any identifying information related to the
subject in any telephone calls to the FBI.

(U) Upon serving the NSL,[::::]should remind the
electronic service provider that it is prohibited from
disclosing that the FBI has made this request.

(U) On 10/17/2003, the Director designated the official
signing the enclosed letter as authorized to make the required
certification,.

(U) Information received from an electronic
communications service provider may be disseminated to an

;ﬁ@RET/ORCON/NOFORN
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SEJRET/ORCON/NOFORN -

To: Counterterrorism From: Counterterrorism
Re: (S 10/28/20C5

agency of the United States only if such information is
clearly relevant to the authorized responsibilities of such
agency. :

Bt |

(C) Any quesﬁions regarding the above can be directed to

FBIHQ, SSA| | or A/SSAl_t_—r]
| [ Should the institution be unable to

fully comply with this request due to lack of specificity or
should the institution-gffffffjnmme detailed information to

locate such records, th Division should contact SSA
or A/SSA for additional information.
SECRE T/ORCON/NOFORN
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SEGKET/ORCON/NOFORN

To: Coyprrextaxwaxiom Lxoms counterterrorism

Re: (S) 10/28/2005 ol
' i LTA
LEAD (s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT ITOS I/CONUS 14
(U} Read and clear.
Set Lead 2: (Action)
GENERAL COUNSEL
AT NSLB
() ”‘”%“‘~>X( NSLB is reguested to record the appropriate
informatioh needed to fulfill the Congressional reporting
requirements for NSLs.
Set Lead 3: (Action)
b2
AT b6
: ' nio
(U} Hand deliver enclosed NSL following procedures M
cutlined in this EC. Upon receipt of _reanested records b7

immediately submit results to A/SS

FBIHQ, Counterterrorism Division, CTD/]

Set Lead 4: (Info)

AT |

(U} Read and clear.

124
SECRET/ORCON/NOFORN
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