ML
* " information in terrorism mvestlgatlons quickly and without a significant
N ‘»expendrture of person hours. Administrative subpoenas compel the recipient to
. prov1de documents to the FBI, as opposed to national securlty letters that request
. »documents : o .

ADMINISTRATIVE SUBPOENAS

The Administration supports granting the FBI the ability to use admrmstratlve

'subpoenas

: Admlnlstratlve subpoenas are-a constitutional, time tested, legitimate law
enforcement tool. :

A, Like grand jury subpoenas, section 215 orders (Business Records), and

national security letters, administrative subpoenas are used as a burldmg
block of an mvestrgatron

, B. Operate under a standard of relevance.

,. C. Administrative subpoenas exist in more than 300 instances. The Office of

- Legal Policy’s Report to Congress on the Use of Administrative Subpoena
'Authorities by Executive Branch Agencies and Entities indicated that 335
provisions grant administrative subpoena authorities to- federal

* government entities in furtherance of specified statutory schemes.

-

. D They are ot available to the FBI in national security investigations.

- FBI has authority to issue administrative subpoenas in health care fraud

- investigations, drug investigations, and in certain investigations of crimes

- against children. In health care fraud investigations, the Attorney General
delegated this authority to U.S. Attorneys Offices and in drug and child -
pornography investigations; authority was delegated to the management
level within the FBL

1. In 2001, DOJ 1ssued 2 102 admuustratlve subpoenas in federal
health care investigations and 1,783 in chlld abuse and exp101tat10n
mvestrgatlons - S

Adrmmstratlve subpoenas provrde a mechamsm for obtammg relevant

' Ai - Even if avarlable in the pa.rtlcular s1tuat10n grand jury subpoenas may

cause delays when

S An AUSA is not avarlable, : :
2. A grand _]ury is not sitting at the moment documents are needed, or

:‘NSL VI_O-13'801
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3. A grand jury is not empanelled in the Jud1c1al district where the
investigation is taking place.

'B.v Section 215 orders are classified and thus more difficult forvthe FBI and

the recipient to handle than unclassified‘administra'tive subpoenas. :

Like grand jury subpoenas, adrmmstratwe subpoenas are subject to pre-

~ enforcement Judlaal review.

Safeguards are built into the system:
A. ° FBI bound by the Attorney General’s Guldehnes

Administrative subpoenas would requu'e FBI SAC approval.

B
C. , Rec1p|ent Would be able to challenge n Coun. :
D

VI.

CvIL

If Congress provides for reportmg requlrements they should be desxgned
to protect the ldentltles of the people and mstltutlons involved.

'Congress should not lnmt the use of adrmnlstratlve subpoenas to ex1gent
“circumstances.

: !
A “Wlth regard to exigent cnrcumstances, terrorisin cases are, by thelr very
~ nature, potentially life threatening and unpredictable. Because the
-ultimate target and timing of a terrorist scheme may not be readily
apparent, grantmg law enforcement the ab111ty to respond quickly in these
situations is critical. 'Any attempt to fashion language in the statute to
cover every potentlal exigency is likely to fall short This shortcommg
~ would limit the usefulness of the statute and could result in grave
consequences... !
(Statement of Rachel Brand, Principal Deputy ASSIStant Attomey General
- Office of Legal Pollcy, June 22, 2004)

4 "Grantmg administrative subpoena authorxty would not make 215 superﬂuous For

certain types of sensitive information or quantities of documents (bulk collection),

* the FBI may well choose to use a 215 order.

roc:|

Approved by DCG Julxc F. homas - ' ' i

‘Dated:

. Director’s Research Group - B , o
(202)324 '

Informa tl on pmvnded b)|:|'
- . ssistant General Counsel

‘\I.xuonal Security Law Br ‘md

01/17/2005 .
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Summary of the Joint ‘Cvongressional Patriot Act Conference Report

IIL

FISA DURATION

1. Extends the tenure of FISA surveillance and search orders to any agents of
a foreign power who are not U.S: persons (e.g. lone wolf terrorists).

2. Extends the life time of FISA pen register/trap & trace orders and
extensions from 90 days to one year when the mformatlon to be obtained
does not mvolve a U.S, person.

BUSINESS RECORDS

1. - Orders for the production of certain library, bookstore, firearm sales, tax
‘return, educational or medical records must be approved by the FBI
Director or Deputy Director or Executive Assistant Director.

2. Adds numerous procedural changes including: presumptive relevanéy test;
-mandatory adherence to minimization procedures; permitted disclosure to
recipient’s attorney; recipient may seck FISA Court review of request.

EMERGENCY DISCLOSURES (18 US.C.2702)

Attorney General (AG) W111 report cmergency dlsclosurcs to Senate Judxcnary
Committee (annually). :

. ROVING FISA SURVEILLANCE |
. FISA Court must find épéciflc facts in the application. Notice must be g1§cn to
- the FISA Court within 10 days. Addxtional reporting to Senate Judiciary

o .Comxmttee ,

' WIRETAP PREDICATES

" Adds new offenses to the wiretapping bredicate offense list.

SNEAK AND PEAK WARRANTS

" Permits delay of dlsclosure no more than 30 days (90 day extensions). Requrres
-~ detailed annual pubhc reports of the use of the authonty

. NSLVIO-13803 -
ol .




VIII. NATIONAL SECURITY LETTERS (NSLs) .

1. Authorizes judicial enforcement of NSLs. Recipient may challenge NSL
in Coun and may disclose to those necessary for. comphance and to
attorney for legal advice.

2. Government must provide detailed reports on use of NSLs to the Jud1c1ary
Committees and other Committees.

3. Inspector General, Department of Justice directed to conduct audit of the
effectiveness and abuse of NSLs.

IX. _FISA'PEN REGISTER

Upon request, requires providers to supply available customer information
relating to communications subject to FISA pen register orders. Requires full
‘ rcpons to the Congresslonal Judiciary Commlttees (tw1ce per year).

X. SUNSET PROVISIONS

L The following sectlons of the Patriot Act which are set to expire on
February 3‘7 2006, would be made permanent:

Sec. 201 - (wiretapping: terrorism predicate offenses) -
Sec. 202 - (wiretapping: computer predicate offenses)
Sec. 203 (b) (wiretapping: sharing foreign intelligence information)
Sec. 203(d) - (law enforcement sharing foreign intelligence mformatnon)
Sec. 204 - (ECPA foreign system pen register/trap & trace)
. Sec. 207 - (duration of FISA orders) E
Sec. 209 - (access to-stored voice mall)
Sec. 212 - (emergency access to email)’
Sec. 213 - (delayed notice of sneak & peek)
Sec. 214 - (FISA pen reglster/lrap & trace)
Sec. 217 - (computer trespasser communlcatlons)
Sec. 218 - (the wall) .
Sec. 220 - (nation-wide service of ISP orders)
~ Sec. 223 - (sanctions)
Sec. 225 - (FISA helper 1mmun1ty)

2. The following provisions would be extended until December 31, 2009:

Sec. 206 - (roving FISA wiretaps)

Sec. 215 - (FISA access to business records)

The “lone wolf” provision (of the Intelligence Reform and' Terrorlsm
Preventlon Act of 2004). :

 NSL'VIO-13804
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XL

XIL

xiu.

POC:.

MATERIAL SUPPORT (18 U.S.C. § 2339B)

* Makes 18 U.S.C. § 23398, Providing Material Support or Resources to

Designated Foreign Organizations permanent.

DRUG TRAFFICKING

- Make it a federal crime to engage in drug trafficking for the benefit of a foreign

terrorist organization or of a person planning or committing a terrorist offense.

" DATA MINING

“ AG to report to Congress on data mining activities conducted by federal agencies.

~ Dhrector's Research Group ‘
T(202) 324 '

- Information from:

o

oo
N ]
2

Assistant Generz! Counsel »
- Office of the General Counsel -

E ‘Ap‘proved by: DGC Julie I:F.‘Tilomas c

- Dated: 01/18/2006

- R stL'_,\j/I_Q-l_ssos'f '
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| Responses of the Federal Bureau of Investigation
Based Upon the May 2, 2006 Hearing Before the

Senate Committee on the Judiciary
- Regarding FBI Oversight

Questions Posed by Senator Leahy

INTEI.LIGENCE VIOLATIONS

60. OGC.  (U) According to a recent report by the Office of the Inspector General, the FBI
reported more than 100 possible intelligence violations to the President's Intelligence Oversight
Board over the past two years. These violations included incidents where FBI agents intercepted
‘commurications outside of the scope of the order from the FISA court, and incidents where FBI

- agents continued investigative activities after their authority expired. What steps is the FBI takmg

to redncc the incidence of these types of intelligence v101at10ns‘?

Res}gonse'

(U) The referenced errors were either inadvertent or third-patty errors. Certainly none was
committed willfully. Nevertheless, the FBI continuously endeavors to reduce any errors
1nadvertently committed in the course of executing orders by the FISC. We have increased
training with respect to all FISA-related matters. Where specific procedural or technical changes
were necessary to reduce recurring errors, we have implemented the changes.

NATIONAL SECURITY LETTERS

71. OGC (U) The Justice Department has reported that in 2005, the FBI issued 9,245 national
- security letters for information onv3,501 Us. citizens and lcgal.residents. Let me repeat two

Derived from: The AG's Guidelines for FBI Natzonal Security Invesngatzons ana' Forezgn
Intellzgence Collection, October 31, 2003
' Declasszfy on: October 31, 2028 -
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questlons I asked you at the hearing, which you were unable to answer at the time. (A) How do
the 2005 numbers compare to the same numbers over the past 10 years. (B) Would you support
declassifying those earlier numbers (for calendar years 1995 through 2004) and, if not, please
explain why that information needs to remain classified when comparable and more current

- information is now publicly-available.

: Requnse

_ (U) During 2005, the number of NSL requests (excluding NSLs for subscriber information)

for information concerning U.S. persons totaled 9,254 (vice 9,245 as set forth in the question).
There were 3,501 different U.S. persons involved in the total 9,254 NSLs that related to U.S.
persons. ,

. {8)} Correspondmg numbers are not currently available for the preceding ten-year period, nor

would it be possible to retricve them for that ten-year pcnod The numbers were calculated for
the first time in 2006 to report 2005's totals in satisfaction of the new reporting requirement set
forth in the USA PATRIOT Improvement and Reauthorization Act of 2005, enacted on March 9,
2006. In that regard, certain important points should be emphasized.

(U) First, the above numbers reflect the FBI's good-faith effort to prov1de the most accurate
numbers possnble However, because compilation of the above numbers, in this context, could not ’
be fully accomphshed by computer, FBI personnel personally reviewed each NSL for 2005,
confirming to the extent possible that any given U.S. person was not reported more than once.
That effort was necessary because many names appear in the NSLs in a variety of forms or styles
(e.g., John Doe and Johnny Doe; Elizabeth Roe, Liz Roe, and Betty Roe; or a person who uses
one or more aliases). As a result, it is possible, despite the best efforts of FBI personnel, that the ‘

- total number set forth above could include circumstances in which one person is reported multlple
© times.

T U) Seéondly; four statutes authorize the FBI's use of NSLs. The FBI has traditionally
” tracked NSL totals, separately, within each of those four catégories. Currently, the FBI does not
cross-reference those four separate databases so as to determine different U.S. persons.
‘Furthermore, the inability to cross-reference is exacerbated by the variety of forms and styles in
‘names, discussed above. As a result, it is possible, despite the best efforts of FBI personnel, that
- the total number set forth above could include circumstances in which one person is reported
multiple times. ‘

v Denved from: The AG's Guidelines for FBI Natzonal Secunty Inve.snganons and Foreign
Intelligence Collection, October 31, 2003
Declassify on: October 31, 2 028
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SEERET

Questions Posed by Senator Feingold
National Security Letters

103. OGC. (U) When you appeared before the Judiciary Commiittee on May 2, 2006, 1 asked
you about the disparity between the number of National Security Letters (NSLs) that were issued
in 2005 versus the number of Section 215 business records orders issued in 2005. You agreed
that obtaining a Section 215 order requires judicial approval, and that issuing a NSL does not
require judicial approval, but said that you would get back to me about why $O many more NSLs
were issued in 2005. Please provide a response. :

Response -

~ (U) The reason that there are a great deal more NSLs issued than business records is two-
fold. First, the information available under NSLs tends to be of a type that is generally necessary
toa thorough investigation in most, if not all, cases. Thatis, records available under an
Electronic Communications Privacy Act NSL, 18 U.S.C. Section 2709, concerning the target's
communications, assist in dctcrmmmg his associates; records available under a Right to Financial
Privacy Act NSL, 12 U.S.C. Section 3414, and a Fair Credit Reporting Act NSL, 15 U.S.C.
Section 1681u, concerning his bank accounts and financial dealings, assist in determining the
nature of his activities (e.g., financing terrorist orgamzauons, receiving payments for espionage).
Further, to the extent those types of records identify associates of targets who may be engaged in
nefarious activities, the gathering of NSL information often leads to the opening of additional
investigations and the need for additional NSLs. Moreover, with appropriate approvals, NSLs
can be issued at the field-office lcvel without the ’intervention of FBI headquarters

, (U) Busmess records (i.e., records kept in the normal course of busmess) on the other hand

. may not bé essential to every case. Further, when information that could be obtained by a

‘business record order is necessary to advance an investigation; the information may not be

‘protected by statute and, therefore, may be voluntarily- prov1ded by the business. When not
voluntarily provided by a third party, a business record request is necessary to compcl production.
By statute, an application for a "215 order" may only be requested by myself or one of my

, demgnees “Thereafter, they must go to the FISC to be 1ssucd ‘Thus, the business record requests

'Denved from: The AG's Guidelines for FBI National Secunty Invesngatzons and Forezgn
Intelligence Collection, October 31, 2003
_ ‘Declasszf_’y on: October 3 1, 2028 '
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require a higher level of approval within the FBI, and they cannot be issued within the FBIL.. In
practical terms, these factors--in combination with those set forth above--mean that business
record orders take much longer to obtain than NSLs. Therefore, many fewer are requested.

(U) At this point, I feel compelled to reiterate the FBT's continuing need for administrative
subpoenas. in national security investigations. Administrative subpoenas are a constitutional, time-
 tested, ordinary tool of law enforcement. They would be an exceptionally helpful tool in filling

- gaps in getting us the information we need in our national security 1nvest1gat10ns Yet, theFBI
continues to be deprived of their use in this context.

(U) The use of administrative subpoenas in national security investigations would provide a
mechanism for obtaining relevant information quickly and without a significant expenditure of
person- hours Grand jury subpoenas, in contrast to administrative subpoenas, even if available in
a particular situation, may still result in delay when (1) an AUSA is not available, (2) a grand jury
is not sitting at the moment the documents are needed, or (3) a grand jury is not empaneled in the
- judicial district where the investigation is taking place. Section 215 orders, in contrast to - _
administrative subpoenas, are classified and, therefore, more difficult for the FBI and the recipient
to handle than unclassified administrative subpoenas would be.

(U) Atnotime in hxstory has the 51mple mvestxgatwe tool of admmlstratlve subpoenas been
more necessary in national security investigations. FBI agents conducting national security-
investigations continue to face repeated delays and obstacles when attempting to gather basic
records and materials--frustrations that are seldom experienced when investigating a drug dealer
or a "dirty doctor," These investigations are not fishing expeditions, but legitimate and timely

“quests for relevant information. The FBI needs administrative subpoena authority in this context.

USA PATRIOT Act

109. OGC (U) In March, ‘Chairman Specter mtroduced leglslatlon (S. 2369) that contamed four
additional changes to the Patnot Act beyond what was in the reauthorization package

a. (U) In Chalrman Specter’s bill, the prov151on relatmg to Sectlon 215 would require the
~ government to convince a FISA judge: (1) that the business records pertain to a terrorist or spy;
(2) that the records pertam to an individual in contact with or known toa suspected terrorist or

Derived from The AG's Guidelines for FBI Natzonal Securlty Investzganons and F oreign -
Intelligence Collection, October 31, 2003 '
' Declasszfy on: October 31 2028 -
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- SECREL

spy; or (3) that the records are reievant to the activities of a suspected terrorist or spy. Do you
agree this standard is adequate to provide agents with the flexibility they need? If not,please
provide specific examples demonstrating why not.

Response

- X¥81 No, we do not believe this standard provides adequate flexibility in all circumstances,
although it would provide such flexibility in the vast majonty of investigations. As the proposed
statute reads, the term "suspected agent of a foreign power" should in fact cover most targets of
national security investigations. And, the requested records, to be relevant to the investigation of
the target, most often would pertain either to the activities of the suspected agent of a foreign
power (criteria #3) or the activities of someone in contact with the suspected agent of a foreign
power (criteria #2). Criteria #1 would encompass_.situations in which the target is a foreign
power, or where the individual targeted is an agent of a foreign power (presumably, a case in
which the likelihood of that status has reached beyond just “"suspected”). Thus, almost all national
security investigations would be covered. However, there are circumstances other than the case
of a foreign power or agent of a foreign power under which the FBI may open an authorized

national secunty investigation. (Examples would include situations in which an individual i isa
foreign official or visitor from a threat country, an individual or group is the target of a -

recrultment or infiltration effort by a terrorist organization, or an individual or group is the target

of international terrorism, espionage, etc. Such examples are discussed in more detail within Part
11 of the Attorney General's Guidelines.) Nevertheless, there would be cases beyond the reach of
a business record order if the statute were to remain as proposed. We do believe, however, that

-adjustmcnts in the statute could be made to encompass such circumstances without adversely

lmpactmg the pnnCIples set forth above.

b. (U) Another provision would add a four-year sunset to recent changes to the National
Security Letter statutes. Given that the sunset would allow existing law to govern any ongoing
mvestlgatwns, do you have any ob]ectlon to that sunset provision?

Respohse’

Derzved from The AG's Guidelines for FBI Natzonal Secunty Investzganons and Forelgn

_ Intelligence Collection, October 31, 2003
Declassgfy on: October 31, 2028
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SEERET_
~ (U) Wedo not favor a sunset provision, masmuch as the revisions of the NSL statutes appear
to be reasonable and fair to both the FBI, as the issuer of NSLs, and to the recipients of NSLs.
If they prove not to work out as intended, the statutes can be revised once again. On the other
v'hand a sunset provision would obviously allow for, if not mandate, a reevaluation of the manner
in which the new provision of the NSL statutes will have worked over the course of the next four
years. Either way, we would probably come to the same point. That is, in a few years, the
statutory changes will be reviewed to determine whether they have Worked as intended, and
changes will be made as necded

¢. (U) Another provision of the bill would make sure that recipients of business records
orders under Section 215 of the Patriot Act and recipients of National Security Letters can get
meaningful judicial review of the accompanying gag orders.. Under the reauthorization package,
the recipient would have to prove that any certification by the government that disclosure would
~ harm national security or impair d1plomatlc relations was made in bad faith. This seems to be a
virtually impossible standard to meet. How frequently would you estimate that FBI agents make
such certifications in bad faith? : : ‘

. Response‘ v

(U) The statute does provide for meaningful review. The bad-faith standard only applies to a
" certification by the Attorney General, Deputy Attorney General, an Assistant Attorney General,or
FBI Director, upon filing of a petition challenging the non-disclosure provision of a production
order. We do not expect that any such certxﬁcatlons will be in bad faith.

(U) Asto othcr challcngcs to the productlon order or nondisclosure order, the standard is not
- bad faith. The statute provides that a person receiving a business record order may challenge the
legality of that order by filing a petition in the FISC to modify or set aside the order. A judge
considering the petition may grant such petition if the judge finds that such order does not meet
the requirements of the statute or is otherwise unlawful. Not less than one year after the date of
the issuance of the production order, the recipient of a production order may challenge the
-nondisclosure order imposed in connection with the order by filing a petition in the FISC to
modify or set aside such nondisclosure order. A judge considering that petition may grant such
petition if the judge finds that there is no reason to believe that disclosure may endanger the
‘national securlty of the United States, interfere with a criminal, counterterrorism, or

Derived from The AG's Gutdelmes for FBI National Security Investigations and F oreign
Intelligence Collection, October 31, 2003
Declassxfy on: October 31, 2028
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SEERET

counterintelligence investigation, interfere with diplomatic relations, or endanger the life or
physical safety of any person. Thus, a FISC judge, upon filing of a petition challenging the
production order or the non-disclosure provision of a production order, is expected to provide a
- meaningful review of the reason for the non-disclosure order.

' d. (U)b Chairman Spectér s bill would require that subjects of delayed notice criminal
“searches be notified of the search within 7 days, unless a judge grants an extension of that time.
The bill would leave in place the ablhty to get unlimited 90-day extensions. Given that the

government can obtain unlimited 90-day extensions, why not create a presumption that a citizen
should be notified within 7 days if his or her home has been searched by the government?

Response
[ILU is submlttmg the response for QFR No. 109d. ]

Questions Posed by Senator Schumer

116. .OGC. (U) Among the more disturbing aspects of everything the Inspector General has
- presented today in his written testimony are his reports of FBI intelligence violations, specifically:
FBI agents intercepting communications outside the scope of FISA orders; FBI agents continuing
investigative activities after the authority for the investigation expired; and third parties providing
information that was not part of a nat10na1 security letter request. In light of these f'mdmgs please
explam the followmg

_ a.’ (U ) Were : zmy of these acuvmes that the OIG defines as violations authorlzed by you,
personally, or any deputy of yours"

: ‘Resg_onse S

' Denved from The AG's Guzdelmes for FBI National Securuy Invesngatzons and Forezgn
- Intelligence Collection, October 31, 2003 ’ . .
Declassify on: October 31,2028
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(U) No, as stéted previously, none of these violations was found to have been wilful--ie.,
made knowmgly, in contravention of law or policy. I would never authorlze such knowing
violations nor tolerate such actlon by a subordmate

b. (U) Were any of these activities authorized by the President?
Response
(U) No. ( Sefé the reSponse to No. 116a, above.)

C. (U) Does the use of survelllance outside the scope of FISA orders by the FBI have any
.connectlon to the NSA dOIDCSth survelllance program the President has descrlbed‘? Is it part of &
separate program?’

' Respopse '

(U) No, in responsc to each questlon As prev1ously stated the comphanoe issues noted by
the IG were inadvertent, and not wilful, violations. ,

Questions Posed bv Senator Dlﬁrbin:

USA PATRIOT. Act

I

131. OCA (U) Section 5 of the USA PATRIOT Act Addltlonal Reauthonzmg Amendments
“Act of 2006 (Public Law 109-178), "Privacy Protections for Library Patrons;" is intended to
clarify that the FBI may not issue National Security Letters to libraries that are functioning in their
.trad1t10na1 role; mcludmg but not 11m1ted to, lendmg books prov1dmg access to books or

} Denved from The AG's. Gwdelmes for. FBI Natwnal Securzty Invesngatzons and F orezgn
Intelllgence Collection, October 31, 2003
' Declasszﬁ on: Oc'tober 31 2028 o
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Spexet
periodicals in digital form, and providing basic access to the Internet. During the debate on the
USA PATRIOT Act Additional Reauthorizing Amendments Act, Senator Sununu, the
legislation’s author and lead sponsor, and I engaged in a colloguy on the floor of the Senate to
make clear congressional intent in this respect. During the hearing, my staff provided a copy of
this colloquy to your staff. Ihave also attached a copy of the colloquy to these questions. During
the hearmg, I asked you if you agreed that Section 5 clarifies that a library functioning in its
traditional role is not subject to a National Secunty Letter. You promised to respond in wrltmg
to this questlon Please do so.

.
~ Response

| [PENDING]

-Derived from The AG's Guzdelmes for FBI Nanonal Securzty Investzgatzons and Fore:gn |
Intelligence Collectwn, October 31, 2003 : .
Declassify on: October 31,2028
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Responses of the Federal Bureau of Investigation
Based Upon the April 5, 2005 Hearing Before
The Senate Judiciary Committee ’

Regardmg "Oversight of the USA PATRIOT Act"

Q uestions Posed By Senator Feingold

34. In your testimony, you called for broad administrative subpoena authority for
terrorism investigations because National Security Letters (NSLs) and Section 215 orders
are inadequate or take too long to implement.

a. Has the FBI had Sigoiﬁcant trouble with recipients of NSLs not promptly
complying, or not complying at all? If so, what actions has the FBI taken in response?

Response: ‘ g ‘ v :

In the FBI's experience, recipients of National Security Letters (NSLs) sometimes respond
quickly and completely, sometimes respond slowly and incompletely, and sometimes do
‘notrespond at all. We believe there are several reasons for this. First, an NSL is a letter;
it does not look like and is not a subpoena or court order. That appearance of informality
apparently leads some recipients to treat an NSL differently than they would an instrument
that comes from a court or that has a clear enforcement mechanism, like a subpoena.

Additionally, there is no statutorily created enforcement mechanism for NSLs
Historically, the absence of a statutory enforcement mechamsm led the FBI tcmake
efforts to obtain the cooperation of those who do not respond rather than bnngmg an
'enforcement actlon agamst a recalcm'ant or tardy NSL re01p1ent :

b, I understand that in the usual case, it might take several weeks or even months to
complete a FISA application, get the appropriate signatures, and have the court review it.
~ But I also understand that there are several internal procedures, aside from the emergency
_ provisions, for: expedltlng an application in a case where it is critical that the FBI obtain a
'FISA order quickly. Why are those procedures madequate" Shouldn’t they address the -
problem that you have outlmed"

Response:

FISA business orders under sectlon 215 of the USA PATRIOT Act cannot currently be
obtained on an emergency basis. ‘If such authonty were granted, or if DOJ were to
‘implement procedures underwhich section 215 orders could be expedited, the FBI would
be able to obtain such orders more quickly than is currently possible. Neither solution,
,however, would be as desuable as obtaining admmlstratwe subpoena authonty

© NSL VIO-13815




* First, any process that requires case agents to submit requests for documents through
FBIHQ and then through DOJ will necessarily be slower, more cumbersome, and more
manpower intensive than the process for issuing administrative subpoenas. Second, in
‘order to obtain a section 215 order, resources of DOJ's Office of Intelligence Policy and
“Review and the Foreign Intelligence Surveillance Court must be used. Those resources
are limited and currently quite strained. It is. our judgment that those limited resources are
better used with respect to electronic surveillance, which implicates significant privacy
interests, than with respect to orders to obtain documents, which will generally not
implicate Constitutionally protected privacy interests. Third, orders obtained under -
‘section 215 are classified, whereas administrative subpoenas would not be. The fact that
“the 215 order is classified means that it is subject to special handling requirements by both
the agent who serves it and the recipient. Frequently, rec1p1ents are not cleared to handie
classified documents, nccess1tatmg the use of a "trust receipt,” further slowing the process.
~In short, for a variety of reasons, however efficient the process to obtam an order under
sectlon 215, an admmlstratlve subpoena wouid be supcrxor

2
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'MEMORANDUM FOR THE ATTORNEY GENERAL
THROUGH: THE DEPUTY ATTORNEY GENERAL
FROM: = DIRECTOR, FBI

SUBJECT: ANNUAL REPORT OF TOTAL NATIONAL SECURITY LETTER
" REQUESTS FOR INFORMATION CONCERNING DIFFERENT
U.S. PERSONS (EXCLUDING NATIONAL SECURITY LETTERS
FOR SUBSCRIBER -INFORMATION) MADE PURSUANT TO TEE USA
PATRIOT IMPROVEMENT AND REAUTHORIZATION ACT OF 2005
PUBLIC LAW 109- 177

The USA PATRIOT Improvement and Reauthorization Act of
2005 Public Law 109-177, which President Bush signed on
March 9, 2006, establlshed among other things a new reporting
requirement. Specifically, under Section 118, the Attorney
General is now required to report annually, in April, the total
number of National Security Letter (NSL)} requests (excluding
NSLs for subscriber information) for information concerning
dlfferent,U S. persons. The report is to be UNCLASSIFIED.

. ‘To assist the Attorney General in satlsfylng this
requlrement the FBI submits the following:

TOTAL CY 2005 NSL REQUESTS (EXCLUDING NSLS FOR
. SUBSCRIBER INFORMATION) FOR INFORMATION CONCERNING
" DIFFERENT U,S. PERSONS. 3,501

- During the same time framée, the total number of NSL
requests (excluding NSLs for subscriber information) for
information concerning U.S. persons totaled 9,254. In other
words, there were 3,501 dlfferent U.S. persons involved in the
total 9,254 NSLs ‘that related to U.S. persons. v

;-

1 - Mf. Pistole Rm. 7142 Ms. Thomas Rm. 7947

S e
'

1 - Ms. Caproni Rm. 7427 -1 [Rm. 7176
1 - Mr. 'Bald Rm. 7116 - NSLB ‘Rm. 7947 ~
WED:bac " B . _
Memorandum for the Attorney General . , _ ; Page—2

Re: Annual Report of Total NSL Requests
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These numbers differ from previous reports to the Attorney
General for CY 2005. They reflect the FBI's good-faith effort

‘to provide the most accurate numbers possible. Nevertheless,

certain important points should be emphasized. Because
compilation of the above numbers, in this context, could not be
fully accomplished by computer, FBI personnel perscnally
reviewed each NSL for CY 2005, confirming to the extent possible
that any given U.S. person was not reported more than once.

That effort was necessary. because many names appear in the NSLs
in a variety of forms or styles (e.g. John Doe and Johnny Doe;
Elizabeth Roe, Liz Roe, and Betty Roe, or a person who uses one
or more aliases). BAs a result, it is possible, despite the best
efforts of FBI personnel, that the total number set forth above
could include circumstances in which one person is reported
multiple times.

Secondly, four statutes authorize the FBI's use of

NSLs. The FBI has traditionally tracked NSL totals, separately,

withHin each of those four categories. Currently, the FBI does

.not cross-reference those four separate databases so as ‘to
determine different U.S. persons. Furthermore, the inability to

cross-reference is exacerbated by the variety of forms and
styles in names, discussed above. As a result, it is possible,

despite the best efforts 'of FBI personnel, that the total number

set .forth above could include circumstances in which one person
is reported multiple tlmes :

Thlrdly, as it relates to NSLs involving the identity
of flnanC1a1 institutions and those related to consumer :
identifying information, the FBI was not previously required to

‘ distinguish U.S. person numbers versus non-U.S. person numbers.

Therefore, to compile the above numbers with as much accuracy as
possible, FBI personnel accomplished the task by hand count and
deCOnfllctlon :

Should your staff reguire additional information
compllatlon of this report, please contact
Office of the General Counsel, at

2027 3247

~
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National Security Law Policy and Training Unit

Unit Chie ] - b6

Room 7947 JEH . ule

202~324| o

1 November 2005

Re: NSL Talking Points for General Counsel

Natronal Security letters are administrative requests that allows the FBI to obtain certain
limited types of information w1thout the requlrement of pnor court intervention:

‘ l) Under the Electromc Commumcatrons Privacy Act, 18 U.S.C. § 2709, the FBI can
obtain telephone and email communrcatron records from telephone companies and internet service
providers. - : '

2) Under the nght to Fmanclal Privacy Act 12US.C. § 3414(a)(5)(A) the FBI can
obtain the records of financial mstrtutrons (which is very broadly defined).

3) Under the Falr Credlt Reportmg Act, 15 U S.C. §§ 1681u(a) and (b), the FBI can
obtain a list of ﬁnancral mstrtutlons and consumer ldentlfymg mfoxmatlon from a credit reportmg
company

4) Under the Fa1r Credit Reportmg Act, 15 US.C. § 1681v, the FBI can obtain a full
- credit report ina counterterrorrsm case. This provrsron was created by the 2001 USA Patriot Act.

The standard for i 1ssumg an NSL i is relevance to an authorlzed mvestlgatxon to protect
.agamst international terrorism or clandestine intelligence activities provided that such an ‘
'mvestrgatron of a United States person is'not conducted solely on the basis of activities protected
by the First Amendment of the Constitution of the United States. (The 1681v NSL standard is
slightly dlfferent to reﬂect that it apphes only to 1nternat10nal terrorism investigations. )

 NSLVIO-13819
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Electronic Communications e Telephone Subscriber or
' Privacy Act “Electronic Subscriber information
18 U.S.C. §2709(e) (limited to name, address, and
’ ) length of service).

Semiannual Réporting

| o Telephone local and long distance
toll billing records.

e Electronic Communication
Transactional Records (e.g.

' »transactlon/actlvﬁy logs and e-mail

~header information).

| Right to Financial Privacy | * eFinancial Records . Semiannual Reporting -
- Act o " ’ o
12 U.S.C. § 3414(a)(5) | | | |
Faif Credit Reporting Act |- -e Consumer identifying | _ Semiannual‘Reporting '

15 US.C. § 1681u(a) & (b)  Information.

| Identity of Financial Institution,

| Fair ,Credit,Report Act | sFull credlt reports from credit - No reporting -

15 U.S.C. § 1681y o bureau _ { requirement under the
S ' : ' : 1 Fair Credit Reporting
’ Act.

2, NY NSL thlgatlon ACLU Lawsult Regardmg NSLs:
L bo
Talkmg Pomts attached (POC . h7C
bz

Large portions of the NY district coun case are still under seal, but.the dlstnct court's decision
.and order are not and can be discussed. Some information in the appellate briefs is also under seal. The
Iype of information that cannot be discussed publicty includes the name of and specific deta!!s (e g,
. location) regarding the NSL recipient, as well as the facts underlylng theinvestigation giving rise to the
- NSL. We have also been keepmg the |dent|ty and FO of the- agent who served the NSL confldenual

- NSLVIO-13820



3. Connecticut Litigation regarding NSL:

b6

POCs; ‘©7C
b2
. John Doe ACLU Amerlcan Cl\ltl Liberties Union- Foundatlon v, Alberto Gonzales, in his official

capacity. as AG of the S Hobert Mueller in his official capacity as Director of the FBI and ohn

Gonzalesl

OChallenge to service of an ECPA NSI.; on a library consortium.
°D|str|ct of Proceedlng District Court Connecticut (Harttord) »

-Sta e of Proceedln

-on‘ September 9, 2005 District Court issued preliminary injunction against defendants enforcing
non- -disclosure provision; Defendants appealed

~On September 20, 2005, Second CerUIt {No. 05-4896) |ssued stay ‘of that order pending appeal.

. *On September 22, 2005 plalntlffs filed. emergency motlon to vacate Second CII’CUIt'S stay |
pendlng appeal

-On September 29 2005, Second Clrcurt denied plalntnffs emergency motion to vacate stay.

*On October 7 2005, Supreme Court (Circuit Justrce Gmsburg) denied. piamnffs motuon to
‘vacate stay o

*On November 2, 2005, merits of expedited appeal by defendants from prellmlnary injunction to
be argued before Second Circuit (atong with the Southern District of New York case where the
court tound the ECPA NSL statute unconsntutronal)

v°On November 10, 2005 government answer to complaint due in district court (expect -
government will move for: further stay of procesdings pending disposition of Second Gircuit
appeal) .
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1 November 2005

Re: ' USA PATRIOT Act Talking Points for‘G'eneral Counsel

| FBI Office of Congr essional Affairs:"

. House passed version‘ H.R. 3199 on July 21, 2005.

e Senate passed version of HLR. 3199 on July 29, 2005 (Please

note that the Senate substituted its language for that of H.R.
31 99)

. Status October 5, 2005 (OCA’s predlctlons)

The House / Senate Patriot Act Conference is expected to become
- ~ active in October. Senate Conferees were selected in July. House
~ Conferees are expected to be-announced on or before October 17th.

The Senate Conferees are Senators.Specterv(R'—PA, Chair of
Judiciary), Roberts (R-KS, Chair of SSCI), Sessions (R-AL,
Judiciary), DeWine (R-OH, Judiciary and SSCI), Kyl (R-AZ,
Judiciary), Hatch (R-UT, Judiciary), Leahy (D-VT, Ranking Member
of Judiciary), Kennedy (D-MA, Judlclary), Rockefeller (D WV '

o 'Rankmg Member of SSCI) and Levin (D MI SSCI and Homeland
'Securlty/Govt Affalrs)

NSL VIO-13822




Staff meetings will occur over the first two weeks in October to

- attempt to resolve differences between the House-passed bill (see HR.
3199, below) and the Senate-passed bill (see S. 1389, below) Itis
anticipated that the first meeting of the Conferees will occur the week
of October 17th. Reauthorization is expected by the end of October.

e Status Octob¢r 31 200}5:.
» House has yet to appoint conferees.

‘. o House and Senate staff (not members) currently negotiating
‘language of the USA PATRIOT Act reauthorization. Sec. 215 is
actlvely being dlscussed No current estlmate on when it will be ready
- moving toward the sunset date of December 3 and planned
~ Congressional recess for the Hollidays.v : -

. :Baékggound:
e Between April 5, 2005 and June 10, 2005, Congress held 18

hearings concernlng the USA PATRIOT Act reauthorization. Hearing
held by —

. SSC.I - Sehat;e Select Committee onllnte'll'igence
e SJC - Senate Judiciary Committee : ‘

e HJC - House Judiciary Committee
» HPSCI - House Permanent Select Committee on ‘Intellig‘encc’

e Witnesses have included 20 different DOJ witnesses who testified a



~ total of 32 times:

o Attorney General

e FBI Director .

e FBI General Counsel :

e FBI Assistant Director of Counterterrorism Division
e EAD Baginski, AD MaItmez and DAD Joe Bllly

) NSA and CIA employees

2. USAPATRIOT Act Provisions Scheduled to “Sunset” on
| December 31, 12005: o |

The followmg prov1s1ons from T1t1e II of the USAPA (Enhanced Surveillance
Procedures) are scheduled to sunset:

2010 ‘*Aut-ho’ri‘t’y to"invtercept’ wire, oral, and E}';panded ";I‘itl'c- I predicates.
- | electronic communications relating to | -

| terrorism. ' o )
202 'Authorxty to mtercept wire, oral and .Expahded Title ITI predicates.

electronic commumcauons relatmg to
computer ﬁfaud and abuse offenses.

1204 . ,‘ - Clarification of mtelllgence exceptlons o
' from limitations on mterceptlon and

: ,.dlsclosure of wire, oral, and electromc_
: .‘commumcatlons

- ;Rovipg_ FISAsurvelllancc
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|207% - Duratlon of FISA surveillance of non- | Extended duration of ccrtam FISA
Umted States persons ‘who ‘are agents orders,
of a forelgn power.. '
209

Seizure of voice:—mail messages
‘pursuant to warrants.

214

'Pen register and ‘trap and trace
authority under FISA.

facts” standard. For USP, FBI certifies
| information is “relevant” to a national

Eliminated “specific and articulable

security investigation (not solely upon
1" Amendment activities).

217

Interception of Computer Trcspasser

, Cornmumcatlons

| Victims of computer attacks may invite
| law enforcerent into a protected
| computer to monitor the trespasser’s

communications.

225

220 Nationwide scrv1cc of search warrants Court with jurisdiction over
' - for electronic evidence. investigation may issue a search
. _ | warrant with nationwide jurisdiction.
223 Civil liability for certain unauthorized | | ‘
disclosures. '
JTmmunity for comphancc with FISA Immunity to service providers who

wiretap.

assist U.S. with FISA orders.
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3. Proposed USA PATRIOT Act:

Both the House and Senate versions make the followmg sunset provisions
permanent: '

electronic communications relating to
computer fraud and abuse offenses.

Permanent.

201 Authority to intercépt wire, oral, and ‘Permanent. Permanent‘.
{ electronic communications relating to ‘
terrorism. _
202 ,Authority to intercept wire, oral, and - Permanent.

204

{ Clarification of intelligence exceptions
| from limitations on interception and.

v disclosure of w1re, oral, and electromc
' communications.

" Permanent.

Permanent.

209

‘Selzure of voice-mail- Messages

' _pursuant to. Warrants

Permanent.

Permarent.

217

.Interceptlon of Computer Trespasser

Commumcatxons

4 ’Perménent.

Permanent.

w1retap

220 - Natlonw1de service of search warrants" : Permanent. * Permanent.
- | for electronic ev1dence ’
223 Civil liability for certain- unauthorlzed - Pc;fmanent; - Permanent.
| disclosures. : - '
225 | Immumty for comphance with FISA . Pgr_gnahen't’, Permanent.
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- The House and Senate versions provide different fixes to the other sunset
provisions: ‘

1207 . | Duration of FISA surveillance of “Permanent. - | *Permanent.
| non-United States persons who | *Extend the 120-day | *Extend the 120-day
| are agents of a foreign power. initiation/1 yr - initiation/1 yr renewal

| renewal of ELSUR | of ELSUR and
and Search to agents | Search to agents of a
 of a foreign power foreign power (non

(non USP). = - usp. - - .
212 ' Emergency disclosurg of -Pé'rmancnt.' o Permanent.
electronic communications to *Anmual report. - | *Annual report. -
protect life and limb. _ R { *Removes immediate
: - ' danger standard.
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214

Pen register and trap and trace

| authority under FISA.

1 *Permanent.

*Permanent.
*Orders may direct
carriers to supply
customer info.
*AG report to
Judiciary
Comumittees.

4 o Other Provisions. of Intefrest m the USA PATRIOT Reauthorization Act:

SR A SR A
213 ' USA PATRIOT Act - Delayed | #180 day notice with - | *7 day notice with
Notice search warrants. This was | 90 day extensions. ~ | extensions of 90
a permanent provision. - |'*U.S. Courts report | days.
' ' annually to Judiciary " { «U.S. Courts report
- ‘Committees. to Congress annually.
6001 - “Lone Wolf” provision of *New sunset. - ‘"New suriset.
Intelligence Reform and -1 °12/31/2015 *12/31/2000 .
| Terrorism Prevention Act exﬁircs - ’ ‘
| on12/31/2005.
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Multiple | National Security Letters *New 18-3511 *Amends 18-2709 to
sections. - authorizes judicial | permit judicial
' enforcement, enforcement.
*Disclosure to *Disclosure to
attorney. ‘ attorney.
«Judicial review of *Amends 18-2709 to
NSLs. . allow judicial
*Reporting | challenge.
requirement to ' '
include Judiciary
Committees,
5. Future Legislation?:

e Administrative Subpoenas:

e Not contained in either version of Bill (HR 3199; S 1389).

» FBI wanted them included in USA PATRIOT Act reauthorization.

» Time tested law enforcement tool

e Over 300 grants of administrative subpoena authority in federal government.
« Examples: Used in bealth care fraud, and child exploitation cases.

» Not available in terrorism investigation. :

» Would like to see them addressed in future leglslatlon
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National Security Law Policy and Training Unit

nicchiel ] | b6

Room 7947 JEH K70
202-32 b ,ﬁ ~
. ADMINISTRATIVE SUBPOENAS
1. The Administration supports granting the FBI the ability to use administrative subpoenas.

The Attorney General, however, indicated to Senator Specter that he did not want debate
over administrative subpoenas to distract from the overarching goal of reauthorizing the
USA PATRIOT Act. '

2. Administrative subpoenas are‘a Cons'titutional, time tested, ordinary law enforcement tool.

ca. Like grand jury subpoenas section 215 orders, and national securlty letters,
S ‘admlmstratlve subpoenas are used as a building, block of an mvestxgatlon

b, ’ Operate under a standard of relevance

N Administrative subpoenas exist in more than 300 instances. The Office of Legal
- Policy’s Report to Congress on the Use of Administrative Subpoena Authorities by
‘Executive Branch Agencies and Entities indicated that 335 provisions grant
administrative subpoena authorities to federal govemment entities in furtherance of
spec:ﬁed statutory schemes ‘ : :

d. . They are not available to the FBI in nanonal secunty mvestlgatlons

€. FBI has authonty to issue admmlstratxve subpoenas in health care fraud -

‘ , mvestlgatlons, drug mvestlgatlons, and in certain mvestlgatlons of crimes against
children. In health care fraud investigations, the Attorney General delegated this
authority to U.S. Attomeys Offices and in drug and child pomography
mvestlgatlons, authorlty was delegated to the management level within the FBI

e In 2001 DOJ issued 2102 adrmmstranve subpoenas in federal health
care mvesngauons and 1783 in child abuse and explmtatlon
mvestlgatlons :

3. Adnnmstranve subpoenas prov1de a mechamsm for obtammg relevant. mformanon in
ten'orlsm mvestlgatlons qulckly and w1th0ut a s1gmﬁcant expendlture of person hours.
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Date:

Administrative subpoenas compel the recipient to provide documents to the FBI, as
opposed to national security letters which request documents.

a. Even if available in the particular situation, grand jury subpoenas may cause delays
‘when (1) an AUSA is not available, (2) a grand jury is not sitting at the moment

. documents are needed, or (3) a grand jury is not empaneled in the judicial district where

the investigation is takmg place.

b. Section 215 orders are classified and thus more difficult for the FBI and the recipient to
handle than unclassiﬁed administrative subpoenas.

- Like grand jury-subpoenas, admlmstratlve subpoenas are subject to Qre-enforcemen
.Judlcral review. :

: Safeguards are built into the system

a. FBI bound by the Attorney General’s Guldelmes

b. Admlmstratlve subpoenas would requlre FBI approval SAC.

‘ .c. Recrplent would be able,to challenge thom‘t.

o If Congress provides for reportmg requirements, they should be desrgned to protect the

identities of the people and mstltutlons mvolved

Congres‘s’ should not limit the use of administratiVe subpoenas to exigent circumstances.

+ “With regard to exigent circumstances, terrorism cases are, by their very nature,

potcntrally life threatening and unpredrctable Because the ultimate target and timing of a |

- “terrorist scheme may not be readily apparent granting: law ‘enforcement the ability o

reéspond quickly in these situations is critical. Any attempt to fashion language in the
statute-to cover every potentla.l exigency is likely to fall short. This shortcommg would

* limit the usefulness of the statute and could result in grave consequences...

(Statenient of Rachel Brand, Prmc1pal Deputy Assistant Attorney General, Ofﬁce of Legal
Pohcy, June 22 2004) :

Grantmg adrmmstratwe subpoena authority would fiot make 215 superﬂuous For certain
types of sensitive mformatmn or quantrtles of documents. (bulk collectlon) the FBI may
chl choose to use a 215 order

12 January 2006
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ii

USA PATRIOT Improvement and Reauthorlzatlon Act of 2006

Exgmng Provnsmn

The USA PATRIOT Act (“Uniting and Strengthening America by Providing Appropriate
Tools Required to Intercept and Obstruct Terrorism™) of 2001 became law on October 26,
2001, with overwhelming bipartisan support (Senate passed it 98-1; House passed it 357-66).
Significant provisions of the USA PATRIOT Act were scheduled to “sunset” on December
31, 2005, including the following: Sections 201 & 202 (expanded Title Il predicates for
terrorism related crimes); Section 203 (information sharing for foreign intelligence obtained
in Title IIT and criminal investigations); Section 206 (roving FISA surveillance); Section 207
(extended duration for certain FISAs); Section 212 (emergency disclosure of e-mail and
records by ISPs); Section 215 (access to business records under FISA); Section 218 (change
in the “primary purpose” standard of FISA); and, Sectlon 220 (nationwide search warrants
for electronic evidence).

Congressnonal Actmty

- On December 14, 2005, the House pas sed the USA PATRIOT Improvement and

~ Reauthorization Act of 2006 conference report. The Bill stalled when the Senate failed to
invoke a cloture petition to end the debate on December 16, 2005, On December 22, 2005,
Congress agreed to extend the USA PATRIOT Act until February 3, 2006. On February 2,
2006, Congress agam agreed to extend the USA PATRIOT Act until March 10, 2006.

During the debate on the USA PATRIOT Act renewal (between Aprll 5, 2005, and June 10,

~ 2005), Congress held 18 hearlngs (including hearings before the Senate Select Committee on
Intelllgence, the Senate Judiciary Committee, the House Judiciary Committee, and the House
Permanent Select Committee on Intelligence). The list of executive branch witnesses
included the Attorney General (along with 22 other DOJ employees), the FBI Director, the
'FBI General Counsel, the Assistant Director of Counterterrorlsm (along w1th 3 other FBI

- employees); and ofﬁc:1als of the NSA and the CIA.

On February 17, 2006 the Senate voted agamst an attempt to block the USA PATRIOT
Improvement and Reauthorization Act of 2006 by a vote of 96-3. It i is ant1c1pated that the
Bill w1ll be passed before the March 10, 2006, deadlme '

N Projections:
. SunsetfPrO\}/’isionS'
Most of the explrmg provisions will become permanent Congress w111 1n1pose new.
“sunsets” on some of the more controversial provisions: . Section 206 (roving FISA
surveillance) and Section 215 (access to business records. under FISA), along with the “Lone

- Wolf” provision of IRTPA (Section 6001 of the Intelhgence Reform and Terrorlsm
Prevention Act of 2004) will sunset agam on December 31 2009 .

_ ‘NSL"VIO‘--13832_;_

pg-1



* Section 206 (roving FISA surveillance):

The new Bill will require that the Government must describe the “specific” target when the
target’s identity in not known. The Government must notify the FISC on an ongoing basis
regarding the use of the authority. Additionally, it enhances the Congressronal oversight of
the authority through additional reporting.

* Section 207 (duration of certain FISA surveillance):

The duratron of FISA surveillance and physical search for non-US persons will be increased
from the current standard of 90 day initiations and 90 renewals. ELSUR and Physical Search
coverage will go to a 120 day initiation and 1 year renewal, while the pen register/trap and
trace will go to a 1 year initiation. This will result in tremendous savings for DOJ OIPR and
the FBL

* Section 215 (access to business records under FISA):

There are significant changes projected for Section 215. The new Bill will apply a 3 part
“presumptively relevant” test to the request for business records. The records will be
presumptively relevant if they pertain to “(i) a foreign power or an agent of a foreign power,
(ii) the activities of a suspected agent of a foreign power who is the subject of such
authorized investigation; or (iii) an individual in contact with, or known to a suspected agent
ofa forelgn power ‘who is the subject of such authorlzed investigation...

Specnal.catego‘rles of records ‘requested under Section 215 will require special approval. The
Director, Deputy Director, or the Executive Director for National Security will have to sign
off on requests for library records, book sales and book customer lists, flrearm sales records,
tax records educatlonal records, and medical records.

The Blll will provrde addltlo_nal._protectlon for 215 recipients, including the following: a
“reasonable time to produce the records; the authority to disclose the request to an attorney;
the right to challenge the request in the FISC; the requirement for the Government to describe
the items requested with “sufficient particularity;” and, the requirement that the Government
devclop special mmlmrzatlon procedures '

The Blll will include enhanced Congressional oversrght of Sectlon 215. DOJ wrll be required
to report annually to the HIC, the HPSCI, the SJC, and the SSCI on the total number of 215
‘requests (unclassified report) and the number of requests for the special categories of
busiriess records. Additionally, the Bill directs the DOJ IG to audit the effectiveness and use
of 215 for the years 2002 to 2006

Data-Mmmg

Section 126 of the new Bill requn'es that ‘not later than one year after the date of
enactment,” DOJ must submit a report to Congress on the DOJ’s use or development of
pattern—based data-mlnlng teehnoiogy

NSL VIO-13833
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National Security Lgtters:

The new Bill modifies the National Security Letter authorities in a number of ways. It
clearly establishes the judicial review of NSLs by allowing the recipient to disclose the NSL
to obtain legal advice, and by allowing the recipient to petition a District Court to modify or
- set aside the NSL request or the non-disclosure provision of the NSL. The Bill enhances
Congressional oversight by requiring 6 month reports to the HIC, HPSCI, the House .
Committee on Financial Services, the SJC, SSCI, and the Senate Committee on Banking
Housing, and Urban Affairs. Additionally, the DOJ IG’s office is dlrected to audit the
effectweness and use of NSLs covering 2003 to 2006.

b6
Information provided by: ' ’ L7C
’ Natiosal Security Law Branch.
- Office of the General Counse!

Dared: 02/21/2006
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National Security Law Policy and Trainiug Unit

Unit Chief : .
Room 7947 JEH : - nlC
202-3241 :

8 November 2005

NATIONAL SECURITY LETTERS

L Defin‘»ed-:‘-'

*National Security letters are a specific type of administrative request that allows the FBI
to obtain certain limited types of information without court intervention:

1) Under the Electronic Commu_nications Privacy Act, 18 'U.S.C. §2709, the FBI can
obtain telephone and email communication records from telephone companies and
internet service providers. :

2) Under the Right to Financial Privacy Act, 12 U.S.C.§3414(a)(5)(A), the FBI can
-obtain the records of financial institutions (which is very broadly defined).

* 3) Under the Fair Credit Reportmg Act, 15 U.S. .C. §§1681u(a) and (b), the FBIcan
obtain a list of financial institutions and. consumer identifying mformatlon from a credit
reportmg company.

4) Under the Falr Credit Reporting Act, 15 U.S.C. §1681v, the FBI can obtain a ful]
credit report in an international terrorism case. This provision was created by the 2001 -
USA Patriot Act |

ONSLs are used as prelnnmary bulldmg block of an mvestlgatlon like grand jury
subpoenas and FISA section 215 busmess records orders

ONSLs are limited to the descrlbed categories of records If the mforrnatlon sought falls
outside of these categones, the FBI must use another mvest1gat1ve tool (e g grand jury. subpoena
or 215 order) v e
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Electronic Communications
| Privacy Act
18 US.C. § 2709(e)

. Tclcphonc subscriber or

| Electronic subscriber:
‘information (limited to name,
~address, and length of '

service).

 *Telephone local and long
| distance toll billing records.

‘| * Electronic communications

transactional records .

; (transactlon/actmty logs and

e- mall header information).

1986

Right to Financial Prlvacy Act
12US.C: § 3414(a)(5)

e Financial records,

| Fair Credlt Reporting Act
1150.8.C. § 1681u(a)

15 U.S.C. § 1681u(b)

" e Consumer identifying
v information.

. Idenuty of fmanc:al
institution.

1996

-| Fair Credit Reportiﬁg Act
15 U.S.-C_. § 1681v.

e Full Credit reports from

credit bureau.

2001

1I. Relevance Standard

The standard for i 1ssu1ng an NSL is relevancc

e to an authonzed mvcstlgatlon to protect agalnst mternatlonal tcrrorlsm, or,

. clandestme mtelhgence act1v1t1es prov1ded that such an mvcstlgatlon of a United States
person is not conducted solely on the basis of activities protected by the First Amendment -
~of the Constltutlon of the Umted States. (The 1681v NSL standard is slightly different to

n Source CRS Report for Congress dated Aprﬂ 15 2005 Admnnstratlve Subpoenas and
N atxonal Securlty Letters in Crlmmal and Fore1gn Intclhgcnce Investlgatlons Background and '

Proposod Adjustments

* NSLVIO-13840
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reflect that it applies only to international terrorism investigatiOns.)

Prior to the Patriot Act, the standard for issuance of an NSL was that the target or the
commumcatlon was tied to a foreign power. That i is no longer the case.

III. Approval Authority:
The authority to sign NSLs has been delegated to:
* the Deputy Director and Executive Assistant Director for CT/CI;

' >'Ass1stant Dlrcctors in charge and all DAD: for CT/CI/Cyber (except that-CI and Cyber
' ADs and DADs do not have any authority with respect to 1681v NSLs);

°Gencral Counsel;
"‘Dei)uty General Counsel for National_SeClirity _Affairs; ,
-Assistant Directors in Charge in NY, -D.C.' and LA; and,
' -all SACs (An acting SAC may not sign an NSL)
IV Dlssemmatlon
'Informatlon obtained through the use of.an NSL may be disseminated in accordance with
general standards set forth in The Attorney General's. Guidelines for FBI National
Sccunty Investxgatlon and Foreign Intelligence Collection (NSIG).
-Dlsscrmnatlon 1s further subject to spec&flc 'statutory hmltatlons
2 e toll record NSL statute, ECPA 18 Us. C. §2709 and ﬁnanc1al record NSL
) statute, RFPA, 12 U.S.C. §3414(a)(5)(B), penmt dissemination if per NSIG and
~ information is clearly relevant to respons1b111tles of rc01p1ent agency,
01m11ted credit mformatlon NSL statute FCRA 15 U.S.C. §1681u, permits
_ dissemination to other federal agencies as may be necessary for the approval or

- conduct of an FCI mvestlgatlon, and

*no special statutory rules for dlssemmatlon under full credlt report NSL statute, |
FCRA, 15U.S.C. §1681v

© NSLVIO-13841



~ FBIOGC S
National Security Law Policy and Training Unit
‘ 29 August 2005

Re: Senator Durbin’s request to declassify NSL ,numbers

'Alggregatevannual number of NSLs:

() | 2002
) 2004

. pg3
0 777 NSLVIO-13848



U.S. Department of Justice

Federal Bureau of Investigation |

Washington, D, C. 20535-0001

January 27, 2006

: Office of the Director
be of National Intelligence
- b7C Washington, D.C. 20511
Dear

This responds to your letter dated November 18, 2005 on behaif of the Director of
National Intelligence (DNI), soliciting proposals for provisions that should be included in the
Administration's proposal for the Intefligence Authorization Act for Fiscal Year (FY') 2007.
Your letter states that measures that would facilitate information sharing are of pamoular
importance for this legislative cycle

The FBI's submission is enclosed. We appreciate the DNI's efforts to coordinate and
transmlt the proposed FY 2007 bill to the Office of Management and Budget for interagency
coordination and Administration clearance determinations.

’Please do not hesitate to contact me if we can be of further assistance.
Sincerely,

Gl fet

" Bleni P, Kalisch
Assistant Director
‘Office of Congressional Affairs_

Enclosure

pg-1.
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- FBI Legislative Proposals
1. Buckley Amendment (Educational |

The FBI proposes changing the definition of “‘educational records’ under Buckley.
Rather than being “‘any record in the possession of the institution which relates 1o a student,” the
definition should exclude records which would have to be produced pursuant to a National
Security Letter (NSL) were the records in the possession of any other entities (e.g., telephone and
internet service provider (ISP) records). When schools provide services normally provided by
private carriers, the records should be available to the same extent they are available under the -
NSL statutes from private carriers. , ;

Suggested Buckley Amendment Changes

© References:  The Family Educational Rights and Privacy Act (FERPA)
Title 20, U. S.C.§ 12323

Regulations governing the Act
Title 34, C.F.R. § 99.3

Amend 1232g(2)4(A):

"For purposes of this section, the term "educational re¢ords" means, except as may be provided
otherwise in subparagraph (B}, those records, files, documents, and other materials which -

‘1) contain information dire’ctly related {o a student,

ii) are maintained by an educauonal agency or msntutnon or by a person actmg for such
agency or mstntutnon, and :

lil)diret tly relate 1o the student’s academic performance at the educational agency or
institution. including, but not limited to the student's school application. current and past school
 curriculum, current and past school grades, current and past membership in school academic
clubs and organizations. current and pasi participation in futoring programs, list of current and
- . past teachers/professors, current and pasi participation in employment programs for academic
credit.

Amend 1232g(a)4(B):
“The term "educational rccordsf' does not include -
[, i i - leave as is]

iv) records mamlamed by an educalr(mal agencv or institution or by u person or enlity
: actmg Sfor such agency or msmwmn that relate to the s!uden( s name permuanent reszdcnnal

pg-2
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address, school residential address, date and place of birth, immigration statns, .soual .sucuntv
number, photographs. duies of atiendance at the ugency or institution, preseni or past
participation in non-academic clubs, sports, and organizations, major fields of study, degrees
and awards received from the educational agency or institution, and mast recent previous
educational agency or: msntunon attended by the student.

v) records. mamtamed by an educ, ational agency or institulion or by a person acting o for
such agency or institution that relate to u) services provided by the educational agency or
institution or by a person or entity acting for such agency or institution which are commonly
performed by financial institutions. as defined in 31 US.C. §.5312(a)(2) and (c (1), as
mcmpom(ed by reference in 12 US.C. § 3414, mtludmg but not limited to fivancial aid. grant,
or loan services. - 2) wire communication services, as defined in 18 U.S.C. §2510¢1). provided by
the educational agency orinstitution or by a person or entity acting for such agency or
institution, mclmlmg but not limited to telephone service. and 3) electronic communication
services, as defined in 18 U.S.C. §1510(12), provided by the educational agency or institution or
bya parsun or entity aclmg for such agemy or institution mcludmg but not limited to internet
ser Vl ces.

Vi) records mam{amed by an educalional agenev or institution or by a person or enm}
actmg f o such agency or msmmxon that relate 1o wition and expense paymen(s. :

vn) records maintained by an edncaa(mal agency or institution or bv a person or enlify
acting for such agency or institution that relate fo employmem of u student far whwh the. student
is not gfven academzc credit.

vm) educ anonal rccords as defined in 123 2g(A)(4) above. thal relalc to a former
smdem uho hac not heen enrolled at the educauonal agency or institution within. three (alendar '
uars ' : : :

Amend 1232g(;)( 1) to provnde° ' }

In genera! Notw:thstandmg subsectlons (a) through (I) or any.-provision of State law, the
Attomey General (or any Federal officer or employee, i ina posmon not lower than an Assistant
Attorney General, designated by the Attorney General) or any: United States attorney may submit
a written application to a court of competent jurisdiction, mcludmg the Foreign Intelligence
“Surveillance Courr, for an ex parte order rcqumng an educational agency or- mstltunon 1o'permit
’the Attomey Gcneral (or his. deslgnee) fo. [collecl educatwn record)

: Amend' l232g(1) ) A tovprowde:
(A) In general
An apphcatton under paragraph (1) shall cemfy that there are specnﬁc and amculable

facts.giving reason to believe that the education records are llkely to contam mformanon ,
described i paragraph (1)(A) -




Further, an apphcalmn under paragraph (1) may contain a certification by the Director
of the Federal Bureay of Investigation, or his designee in a position not lower than Deputy
Assistant Director at Bureau headquarters or a Special Agent in Charge in a Bureau field office
designated by the Director that there is reason to believe that disclosure of the request may
endanger the national security of the United States, interfere with a criminal, comerterrorism,
or counterintelligence investigation. interfere with diplomatic relations, or endanger the life or

physicad safety of any person
Amt_:nd 1232g()(B) 1o provide:

(B) The court shall issue an-order described in paragraph (1) if the court finds that the
v application for the ot’der includes the certification described in subparagraph- (A)

- Further. if the application includes the non- d:sclosure certification set forth in
subparagraph (A} above, the order shall contain a non-di sclosure provision divec ting that no
educationad agency or institution, or officer. employee or agent thereof, shall disclose to unv
. person (other than those to whom such disclosure is necessary in order to comply with the
request or un-attorney-to obtain legal advice with respect 1o the produiction of records in
response (o the order) that the Federal Bureau of Invcsugonon has wughr or obtained access to
information or recorders under this section. :

Add 1232gGXC)

The recipient of the order for records unider subparagraph (B) may petition the court for
an order modifying or setting aside the nondisclosure requirenient imposed in connection with
such a. reque.sr Any such pelmon shall be filed with the court under seal. The court may madify
or sel aside such a nondisclosure requirement if there is no reason to believe that the disclosure
would endunger the national security of the United States. interfere with « criminal,
counierterrorism. or counterinielligence investigation, interfere with d:plomatu relations. or
endanger thi life or physical safety of any person. If the court denies the petition to. modity or set
aside the nondisclosure requirement the recipient shall be prec luded for a period of five years
Srom /tlmg anolher pennan to modify or set aside the nondisclosure reqwremenl

ELIMINATE:
12324(a}(S)A) and (B) relating to directory information T

ADD mstead, atanew section 1232g(5): . v o

Nothing in this statute is intended to s'upplam ordi rml Ihe uulhonlv of the Federal Burcau of
Investigation to.carry out investigations and other activiries, mcludmg obtaining non-
educational records. as defined in subparagraphs-4(4) and 4(B)-above,: from an educational
agency or institution. under the Electronic Communications Privacy Act. 18 US.C. § 2709 and
Ihe Righl to F mancral anacyAc! 1 2US. ( §341 4(a)(.))




2. Confo!mv existipg authorities governing access to stored wire and electromc communications
‘ and tm [mngl records. (Coordmated with DOJ)

18 U.S.C. 2709 {b) (1) and (2) enumerate the categones of records that wire or electronic
communication service providers have a duty to provide in response to a request from the FBI in
an mtelhgence investigation pursuant to a National Security Letter (NSL). 18 U.S.C. 2703 (¢)(2)
enumerates the categories of records that wire or electronic communications providers are
required to disclose to a government entity in connection with a cnmmal investigation pursuant
to an administrative subpoena or other Jegal process. The categories enumerated in 18 U.S.C.
2709 (b) are not the same as the categones enumerated in 18 US.C. 2703(c). Asa result of this
inconsistency, fewer categories of records are provided to the FBI in intelligence investigation
than in traditional criminal investigation. Among other differences, 18 U.S.C. 2709 docs not
periit the FBI to receive payment mformauon from service pmvulers in connection with an
: mtelhgence investigation. '

o The FBI proposes substltutmg the text of 2703(c)(2) for the catcgones enumerated in 18
Us.C. 2709(b)(l) and (2) as follows

v§2709 Countermtelhgence access to telephone toll aud transacnonal records ‘

* (a) Duty to provide - A wire or clectronic commumcauon service provnder shall comply
- with.a request for subscriber information and toll billing records information, or electronic
communication transactional records in its custody or possession made by the Director of the
’Federal Bureau of Investigation under subsection (b) of this section.

R L)) Reqmred certification - The Director of the Federal Bureau of Inv&shgatuon or his
desngnee ina posmon not lower than Deputy Assistant Director at Bureau headquarters or ra
- Special Agent in charge in a Bureau f eld office designated by the Dnrector may -

. (1) matke a request thcmc—addrcss—}cngth-orscmcrmﬁoczl-md-mwﬁl
' »br}hng-feeords-nf'a-'pemrmr-cxmty Jor records if the Director (or his designee) certifies
in writing to the wire or electromc commumcatton service provider to which the request
- is made that the ~and- I-thmg-reoor&rarc [information
~ soughtis] relevant to an aut.honzed mthlganon to: protect against intemational terrorism
" or clandestine intelligence activities, provided that such an investigation of a United -
- States person is not conducted solely on the basis of activities protected by thc ﬁrst
o amendmcnt to.the Consututnon of the United Stat&c and, :

‘5(2) make a request ¢ for

“records if the Director (or lus d%lgnee) cemﬁes m wntmg to. the wire or electromc
. communication service. prov:der to which thc request is made that the information sought
is relevant to an authorized investigation to protect: against international terrorism or
,.clandestmc intelligence dctivities, prov:ded that such an investigation of a United States
_ . person is not conducted- solely upon the basis of activities protected by the ﬁrst o
o amendmem of. thc Constxtutlon of the Unued States. . :




(3) Uponreceipt of a request for records and appropriate certification, a provider of
wire or.electronic communication service shall disclose to the FBI the

{A) name;

(B) address: :
(C) local and long distance rclephone connection records, or records of session

times and durations;

(D} length of service (including start date) and types of service utilized;

(E) telephone or insirument number or other subscriber number or ldenmy

including any temporarily assigned network address; and

F) means and source of payment Jor such service (including any credit card or

bank account number),

_of a subscriber to or customer of such service.

. 'pg_—6
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From: CAPRONI, VALERIE E. (OGC) (FBI)

- Sent: . Monday, October 23, 2006 6:07 PM
To: . BEERS, ELIZABETH RAE (OCA) (FBl); (DO) (FBI)
Cc: QOGO (FBI); THOMAS, JULIE F. (OGC) (FBI);
' | OGC) (FBI)
Subject: FW: QUESTION RE “NSLB Leg!slatlve Proposals (FYQ8 Intelligence
Authorlzatlon Act)"
importance: ngh

‘RECORD FISA
Cur proposals.

-----Original Messagg----- - = -
Fom: [ Josc) (Fan

Sent: Monday, October.23, 2006 2:57 PM
To: THOMAS, JULIE F, (OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)-
Subject: ,FW QUESTION RE “NSLB Legislative Proposals (FY08 Intelllgenoe Authorization Act)”
‘Importance: -ngh - )
. 'RECORD FISA

o Juile and Valene

Dld you fowvard thus to OCA, or are you still reviewing?

—
Unit - Chief
National Security Law Policy and Trammg Unit
FBI HQ Room 7975
STU III: (202) 3

' Unclassified Fax: (202) 324
Secure. Fax' (202) 3 R

----Ongma! Messr,qg‘ oo

I(O'G'e) (F8I)

From: '

Sent: '_Mgmi_mmﬁ 2006 2:35 PM

To: OGC) (FBI) '

Subject: . QUESTION RE “NSLB Legislative Proposals (FY08 Inhelllgence Authorization Act)“
Importance; Hugh v

REQORD FISA

v-Based on our dlscussmns today, | understand that Julle made a few changes to the

attached and then forwarded lt to GC Caprom D

“NSL VIO-13855
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As you'll recall, the deadline is today. Am | correct that GC Caproni will forward it
to OCA after her review? '

I

-----Original Message---—- .
From: L Josyrmn

Sent: Friday, October 20, 2006 4:28 PM v
To: I BOGC) (FBI)
Subject: FW: NSLB Legislative Proposals (FYO8 Intelllgence Authorization Act)

Importance: H:gh

RECORD FISA

|
Unit Chief
National Security Law Policy and Training Unit
FBI HQ Room 7975
STU IIL (202) 324

Unclassified Fax: (202) 32
Secure Fax: (202) 324 -

----diQinaI Messgge---=-_ -
From: L Jose) (Fen

Sent: Friday, October 20, 2006 4:27 PM
To: - * THOMAS, JULIE F. (OGC) (FEI)

Subject: FW: NSLB Legislative Proposals (FYO8 lntelllgence Authdrization Act)
Importance:  .High )

SEEREL
RECORD FISA

Thi‘sflegvislative wish list is not due until CcOB Monvda’y‘ now.
We farmed this out to all NSLB Uriit‘Chiefs who were to farm it out to their clients.

We have compiled all responses, van'd|:| has made all the changes | asked for.

‘Most of the list is not new and has been submitted before.

| think thls just needs a quick review before forwardlng to Valene Th!s isa just @ prehmmary
subrnlsswn to get started. ' .

Unit Chief
National Security Law Pohcy and Traxmng Unit

. FBI HQ:Room 7975

STU III: (202) 32

B Unclasmﬁed Fax (202) 324| I

NSL VIO-13856
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Secure Fax: (202) 324{:|

-----Orlgmal Messa ’ 6
From: |¢osc) (FBD) o
Sent: Friday, October 20, 2006 4:22 PM b7C
To: ) (OGC) (FBI)

Subject: " NSLB Legisiative Proposals (FY08 Intelligence Authonzataon Act)
Importance: High .

SECRET

RECORD FISA

Below, you'll find a compitation of the legislative proposals submitted by NSLB

“attorneys and certain entities whom they serve. Recommend that you forward

them to GC Caproni, requestmg her approval to submlt to OCA.
Important pounts regardtng this SumeSSIOH
1 OCA would hke to receive our proposals NLT COB on Monday, 23 October.

2 ‘The attached list does NOT: represent all OGC proposals--merely NSLB S

submnssron OCA can expect to receive other submlsswns from STLU, TSC, et al.

3 OCA does NOT expect final Ieglslatlve proposals in conjunction with this
SmeISS!On instead, attendees at the 10 October meeting were asked merely to
submit their: respective lists of topics for proposals. (OCA did, however, state that
any additional information that would could provide at thls point would of course,
be helpful and apprecnated ) v

) NSLB ] Iegrslatlve proposals for the FY08 Intelllgence Authorlzatlon Act
are as follows .

| 1 (U) Electromc Communlcatrons Prrvacy Act- (18 U S C. 2709), Buckley

Amendments (20U.S8. C. 12329)

(U) NSLB submltted proposals that were S|m|Iar to the attached durmg last
years legislative cycle. The attached WORD document sets forth the final
proposals that DOJ adopted in that regard. Although somewhat different from the
proposals that-we submitted, the attached would accomplrsh the same basrc
purposes that we mtended :

~

NSL VIO-13857
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(U) Regarding ECPA, the attached proposa! would, among other things, clarify
"toll b|II|ng“ so as to remove the unnecessary limitation we have experienced in
many cases. As discussed in the attached, it would replace the “toll-billing and
transactional record” reference with "records and non-content information
pertaining to a subscriber-or customer.” See the "Anatysrs" section of the attached
for a more detalled drscussron v

{9)] Regarding'Buckley, the attached proposal would, as discussed more fully
within the "Analysis" section, amend 20 U.S.C. 1232(g) to expand the statutory
. provision providing for governmental access to.educational records through a
reference intended to encompass NSLs. It-.would permit service of a NSL on an
educational institution that meets the definition of "wire or electronic service
provider" under ECPA or "financial institution" under the Right to Financial Privacy
Act. The proposed amendment would also permit an educational institution to
voluntarily provide to the FBI, upon written request, certain items of information,
including--but not limited to--directory information, w1thout the restnctlons that
currently exist for access to such records.

: (U) We now renew our request regardlng these attached proposals [NOTE:
The attached. DOJ document contains mistakes in its headings. Other than the

- minor. administrative matter of correcting those paragraph titles, the attached strl!
represents the "DOJ-bIessed" version.] :

intel59 doc.doc (35
. KB)

2. (U) Admlmstratlve Subpoenas

(U) The FBI should be granted the ability to- use admmrstratrve subpoenas in
national secunty mvestrgatlons and their use should not be limited to exigent.

~circumstances. This'proposal is certainly not new, and it has already been the
- subject of much Congressional testimony on the FBI's. behalf (During the recent.

reauthorization of the USA PATRIOT Act, however, Senator: Specter indicated that
he did not want this particular debate to drstract from the overarchlng goal of
’ reauthonzmg the Act.) » - v v ‘

3, (U) FlSA‘s Definltlon of "Agent of a Foreign Power" [50 uU. S C

i 801(b)(1 )A

(U) In 50 U. S. C 1801(b)(1)(A) FISA sets forth as one aspect of the defrnltlonv ‘
- of "agent of a foreign power"” as:follows: “any.person other than a United States
person, who...acts in the United States asan officers or. employee of a foreign
power or asa member ofa forelgn power " (Emphasrs added)

NS VIO-‘1_3858'
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This deflnltlonnaddresses a non-USPER who acts as an officer or
employe&e of a foreign power or as a member of a forergn power, so long as he or

~ she "acts in the United States"--in other words, according to QIPR's interg ,

acting while physically present in the United States.

(&l

OIPR advised that the coverage could no longer be continued under this provision

- because| |

(U) We recommend

4 (U) Broademng of "Sectlon 811 Reportlng Requlrements" (50 U.S. C.
402a) .

(U) ‘Within CD Counteresplonage Section (CD 4) asked that we mclude the
attached among our recommendatlons

(U) Currently, the requirement to report immediately to the FBI any indication
of an unauthorized disclosure of classified information to a foreign power or agent .

of a foreign power applies only to departments and agencies within the Executive
Branch. (That reporting requrrement is generally know as the "811 reporting
requirement," based on its origin in Section 811 of the Intelligence Authorization

Act of 1995, following the Aldrich Ames case.) The attached proposal would
extend that reporting requirement to include certain government contractors,

‘certaln Federal judges, and certain members of Congress

811.legislative. revis

ions.nsib...

‘5 (U) Mrscellaneous FISA Amendments

(U) FISA shouid be amended to perm:t the FISC to rule on the. “Programs“ of
other agencies, thereby dramatically reducing the number of FISAs on which we

NSL VIO-13859
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" Referral/Direct

Justice Departm‘en‘t ‘PrdposedLegislative»Provisi‘ohs for Inclusion in the Draft
Intelligence Authorization Bill for Fiscal Year 2007 -
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t
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From: | loGc) Faly b6

Sent: ~_Thursday, March 30, 2006 10:58 AM - biC
To: OGC) (FBI)

Subject: FYI: FBI Legislative Proposals

UNCLASSIFIED

NON-RECORD

Per your request at this morning's NSLPTU Meeting, I'm attaching the FBI s
Ieglslatlve proposals and DOJ's comments regardlng them.

b6

Also, in the e-mail below, you'll see answers to two of the follow-on questions b7C
posed b)i in ODNI's OGC. _ i

FYL.

FBI Rsp to ODNI DOJ comments re -
datacall pdf (... ~ .fbi proposals....

From: - loce) (rey , ' E -
Sent: © . Wednesday, March 29, 2006 5:02 PM . : g o . ’
To: . -BEERS, EL[ZABETH RAE. (OCA) : -
o ™o -BILE;FOGQ (FeD 060 pe
. : (FBD) (© . o -
" Subject:’ . 'ODNI Questions re FBI ,Le_g'.sla'tive Proposals » DO
UNCLASSIFIED |
NQN-RECQRD

----- QOriginal M SO

Beth -

As you requested, I'm respond:ng to of ODNI s OGC regardlng
two of her questlons mvolvmg the FBI s Ieglslatnve proposals '

As you and I dlscussed thls aﬂernoon Ive mformatlon on two dlfferent computer "
:systems--my FBI'Intranet account and my Intermnet: Cafe account.” With-a view bo

toward consolidating it in-one answer on one account, I'm sendmg the answersto  7C
you FYI Then, | intend to FAX a hard copy to|:|at ODNI to respond to-her




oo
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questions.

questions and NSLB's answers follow:

Questlon No. 1

Do we know why 2703 and 2709 evolved dlfferently‘?

~ Answer No. 1

Although ! senously doubt that one could find it in the Iegaslatlve history, our
corporate knowtedge recalls that it was not by happenstance that the two

provisions evolved differently. In other words, Congress intended that we be

somewhat more restricted on the intelligence side than on the criminal side. .
Congress was concerned about our ability to acquire things in secret by what they

atleast perceived as alower threshold for mtelllgence purposes. They wanted that
' ablllty held in check to some extent. . : :

: guestlon No 2 :

[T]hls is gomg to sound really obvious--how would provudmg the 2703

information on 2709 targets be beneficial to-a counterintell investigation?
“The first thing that comes to my mind is following the money, but would
you please articulate FBI's reasons for seeking the additional
information against counterlntell targets? | don t want to leave any
stones unturned : :

'-.Answer No 2

b6
CpiC

Thanks \(o | who provuded the comments below.

Caveats (1) We understand the above use of the: term countenntelf" to be A

countenntelllgence ina very broad, generic sense so as to mclude all national
security investigations. '(2) Given the nature of the field work involved, we cannot
provide statistical analyses or other hard data‘to support many of the assemons ,
below. -In this case, we are relying on comments from the field over a: penod of

tlme~-|n other words, more "corporate knowledge

L ,Theme' tion in 2703 that is lacking is the numerous categories of
- information.

EE -NSL:V‘I'Q'138.67:‘ .
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We get "electronlc commumcatlons transactional records” for ISPS But we
are much more limited in the "“toll billing records” information from telephone
companies, because] |

But, If the statute were.to make |t_

explicit, then we wouldn't have all these problems with carriers.

o/

1 trust the above will assist. But if addltlonal information is needed we'll be glad to A

give it another shot

g3 NSLVIO-13868
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Toll Records 18 USC 2709811}

2001] .

Yo

Total USPER NSLs

Different USPER

Total Non USPER NSLs
Different Non USPER

Total NSLs

Subscribér Records 18 USC 2709(b))

Total USPER NSLs

Different USPER

Totat Non USPER NSLs

Diffesent Non USPER

Tota NSLs

Financial Records 12 USC 3414@)5)

Total USPERNGLs

Different USPER

Total Non USPER NSLs

Different Non USPER

Total NSLs

Financial Institutions 15 USC 1681ufa)

Total USPERNSLS

Different USPER

Tota Non USPER N6Ls

Differant Non USPER

Total NSLs

Consumes Identifying fo 15 USC 1651u(t)

Total USPER NSLs

Different USPER

Total Non USPER NSLs.

Different Non USPER

Total NSLs

Court Order info 15 USC 1681uje
Tolal USPER NSLs '

| Different USPER

Total Non USPER NSLs

Different Non USPER

Total NSLs

SE{%\-
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National Security Law Policy and Training Unit

unitcnie | o

Room 7947 JEH . o Py
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12 January 2006
L N SL Information:

A, Statutory Authority:

" National Security letters are administrative requests that allow the FBI to obtain certain
limited types of information without the requirement of prior court intervention:

1) Under the Electromé Communications Privacy Act, 18 U.S.C. § 2709, the FBI can .
obtain telephone and email commumcatlon records from telephone companies and internet
service prov1ders

2) Under'the Right tb Financial Privacy Act, 12 U.S.C. § 3414(a)(5)(A), the FBI can
'obtain the records of ﬁnancia] institutions (which is very broadly defined).

.3) Under the Fair Credlt Reportmg Act, 15 U. S C. §§ 1681u(a) and (b), the FBI can
obtam a list of financial institutions and consumer 1dcnt1fymg information from a credit
reporting company

4) Under the Fair Credit Reporting Act, 15 U.S.C. § 1681v, the FBI can obtain a fuil
credit report in a counterterronsm casc ThlS provision was created by the 2001 UsA
Patriot Act.
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Electronié Communications
Privacy Act
18 U.S.C. §2709(e)

e Telephone Subscriber or
Electronic Subscriber information
(limited to name, address, and
length of service).

e Telephone locai and long distance
toll billing records.

e Electronic Communication
- Transactional Records (e.g.
transaction/activity logs and e-mail
header information).

Semiannual Reporting

Right to Financial Privacy

- Act
12 U.S.C. § 3414(a)(5)

1

sFinancial Records

Semiannual Reporting

* Fair Credit Reporting Act E

15 U.S.C. § 1681u(a) & (b) -

eConsumer identifying
Information.

o Identity of Financial Institution.

Semiannual Reporting

- Fair Credit Report Act -
-15U.S8.C. § 1681v

o Full credit reports from credit
‘bureau.

, No reporting

requirement under the

Fair Credit Reporting
Act.

B. FBI’s Use of NSLs Post-USA PA'_I‘RI(-)T“ Actbz

“eThe standard for issuing an NSL is relevance to an authorized. investigation to protect
against international terrorism or clandestine intelligence activities provided that such an
investigation of a United States person is not conducted solely on the basis of activities
protected by the First Amendment of the Constitution of the United States. (The 1681v
NSL standard is slightly different to reﬂcct that it applies only to mtcrnatlonal terrorism

‘mvestlgatlons )

' -The new "relevance" standard rcsulted in the increase in the number of NSLs issued by
the FBI to’ furthcr its mvestlgatlons

«NSLs are used as preliminary building block of an investigation - like grand jury

NSL VIO-13871



subpoenas and FISA section 215 business records orders.

~ NSLs are limited to the described categories of records. If the information sought falls
outside of these categories, the FBI must use another i mvestlgatlve tool (e.g., grand jury
subpoena or 215 order).

C. Process:

» A request for an NSL has two parts. One is the NSL 1tself and one is the EC approving
issuance of the NSL.

e The cover EC serves four functions. It documents the predication for the NSL by stating

why the information sought is relevant to an authorized investigation. It documents the

~ approval of the NSL by field supervisors. It contains information needed to fulfill
Congressional reporting requirements for each- type of NSL (subject's USP status, type of
NSL issued, and the number of phone numbers, email addresses, account numbers or

_individual records being requested in the NSL). Lastly, it transmits the NSL to NSLB for
reporting requirements, to CTD, CD, or Cyber for informational purposes, and, in the case

“of personal service, to the requesting squad or delivering field division for delivery.

NSL VIO-13872



1L Comparison of National Security Letters pre and post-USA PATRIOT Act:

" A. Standard:

Specific and htticulable facts standard

*The pre-USA PATRIOT Act standard for the
issuance of an NSL required the records be
»relevant to an authorized foreign
counterintelligence investigation and that
the FBI have specific and articulable facts
that the requested records related to an
agent of a foreign power or a forelgn ’
power.

*Put différently, the FBI had to have reached a
1 defensible position that the person was a
terrorist or spy before the FBI could gather -
the base information it needed to dctermme
whether the person was a tenorlst or spay

~*The standard was unreasonably high._ An
NSL is clearly analogous to a grand jury
| subpoena, which can be issued during a
criminal investigation to obtain relevant
information. It would be anomalous if it were
easier to obtain these sorts of record in a
routine criminal investigation than in-an

{ eclandestine intelligence activities; and
| United States person is not conducted solely

“States.

Relevance Standard (Sectlon 505)

The standard for issuing an NSL is relevance
to an authorized investigation—

ot0 protect against international terrorism; or,

eprovided that such an investigation of a

on the basis of activities protected by the First
Amendment of the Constitution of the United

investigation to protect the national security.

C NSLVIO-13873



B. Approval Authority for NSLs:

Approval authorlty could be no lower than
Deputy Assistant Du’ector

] ethe Deputy DIrector and Executive Assmant
"DlICCtOI‘ for CT/CI,

«Assistant Directors in charge and all DADs

‘with respect to 1681v NSLs);

Security Affairs;

| sAssistant Directors in Charge in NY, D.C.,
and LA; and, |

| NSL).

The authority to sign-NSLs has been
delegatcd to:

for CT/CI/Cyber (except that CI and Cyber
ADs and DADs do not have any authority

«General Counsel;

*Deputy General Counsel for National

*all SACs (An acting SAC may not 51gn an

NSL VIO-13874



C. Retenti‘onlbisseminatio”n ‘0f NSL Information:

*As stated, FBI Policy pre and post USA
PATRIOT Act has been to maintain the
information derived from NSLs regardless of
whether it turns out to be relevant (for
example - FBI determines that a target is not a
threat). CTD mandates that all telephone
information go into Telephone Applications.

-Dlsselmnatlon is furtber sub]ect to SpClelC
statutory limitations:

'Oanacy Act regardmg U.S. Person
information;

e toll record NSL statute, ECPA, 18 US.C.
- §2709, and financial record NSL statute,

| RFPA, 12 US.C. §3414(a)(5)(B), permit
dissemination if per NSIG and iriformation is
clearly relevant to responsﬂ)rlrtles of recipient
agency, ’

elimited- credit mformatlon NSL statute

| FCRA, 15U.S.C. §1681u, permits
dissemination to- other federal agencies as may
| be necessary for the approval or conduct of an
FCI mvestlgatlon and :

| eno speC1al Statutory rules for dissemiu'atiori
“under full credit report NSL statute, FCRA
15 U S C §1681V ’

Information obtained through the use of an

1 NSL may be retained and disseminated in
-accordance with general standards set forth in
| The Attorney General's Guidelines for FBI

‘Intelligence Collection (NSIG).

“from NSLs regardless of whether it turns out
| that a target is not a threat). CTD mandates
” TeIephone App]jcations.

. -°Dlssemmat10n is further sub]ect to. spemﬁc

| information;
| & toll record NSL statute, ECPA, 18 US.C.

RFPA, 12 U.S.C. §3414(a)(5)(B), permit
1 dlssemmauon if per NSIG and information is
, clearly relevant to resp0n51b111t1es of rec1p1ent

| elimited credit information NSL statute,
| FCRA, 15 U.S.C. §1681u, permits .
‘dissemination to other federal agencies as may |

’ FCI mvestlgatlon, and
| *no specml statutory rules for dissemination

| under full credit report NSL statute, FCRA,
, 15 U S C §1681v

National Security Investigation and Foreign

*FBI Povlicy pre and post USA PATRIOT Act
has been to maintain the information derived

to be relevant (for example - FBI determines

that all telephone information go into

statutory lm:utatlons

o-anacy Act regarding U.S. Person
§2709, and financial record NSL statute,

agency,

be necessary for the approval or conduct of an

. NSLVIO-13875



L Corigression‘al 'Reportirrg? ‘What? When?:

Electronic COmmunichfions
Privacy Act
18 U.S.C. §2709(e)

| Semiannual Reporting':

For toll bﬂlmg/electromc communication transactlonal
records the FBI reports —

oTotal N SLs re Non-US Persons.

«Total # of investigations of dlfferent Non-USPs
«Total NSLs re US Persons.
'Total # of investigations of dlffercnt USPs.

For subscriber information, the FBI onty rcports # of
| NSLs.

12 US.C. § 3414(a)(5)

Right to Financial Privacy Act

Semiannual Reporting:

For reqﬁests for fmancial: 'records the FBI reports —

| -Total NSLs re Non«US Persons
-} *Total # of investigations of différent Non-USPs
| sTotal NSLs re US Persons.

Total # of i mvestlgatlons of different USPs.

- Fair Credit Reporting Act
15 U.{S.C. §1681u(a) & (b)

E _Semlannual Reportmg

" 'For requests for financial mstltutron and consumer

identifying information, and consumer credlt reports the

| FBI reports—

» »-NSLs re Non-US Persons
: -NSLs re USPs

Fair Credit Report Act

) No' repomng requlrement under the Falr Credit Reportmg
Act. »

- 15U.S.C. § 1681v"

Thc FBI does not have a reportrng reqmrement for full credit reports ‘under the Fair Credit
Reportmg Act (15 U.S.C. § 1681v). For the other NSLs the FBI comphes with- sem:annual
reportmg requxrement as requu‘ed by statute ‘ r
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IV. Problems with NSLs:
'*NSLs limited to specific categories of information (limited by statute).”

*NSLs can be unreliable in time-sensitive investigations since the FBI often encounters

delays in the process. " '

NSLVIO-13877 -



SECRET

National Security Letters (NSLs)

I._(U) Four ur statutes authorizin the FBI to issue National Security Letters:

Electronic Communications Prlvacy Act 18 U.S.C. §2709(e)

. Telephone Subscrlber or Electromc Subscnber mformat10n (limited to name, address, and
length of service). - . N

* Telephone local and long dxstance toll billing records. :

e Eléctronic Communication Transactional Records (e g. transactlon/actlvny logs and
e-mail header information).

.,Rig'ht to Financial Priv'acy Act 12 U.S.C. § 3414(a)(5)
e Financial Records

Fair Credit Reporting Act 15 U.S.C. § 1681u(a) & (b)

* Consumer 1dcnt1fymg Information. -
‘. Identlty of Fmancml Instltutlon a

" »Fau- Credlt Report Act 15 U. s. C.§1681v
-OFull credit reports from credit bureau.

11 (U) FBI’s Use of NSLs Post-USA PATRIOT Act

Relevance Stanclard -- The standard for 1ssumg an NSL is relevance to an authonzed
mvestlgatlon— :

~ to protect against international terrorism; or,
‘eclandestine intelligence activities; and-

~eprovided that such an investigation of a United States person is not conducted solely on the
baSis of activities protected by the:First Ammdment of the C(‘Jnstitution of the United States.

- The new "relevance" standard resulted in the increase in the number of NSLs 1ssued by the FBI to
funher its investigations. :




]

~Jd

(ool
P

SERRET

The authority to sign NSLs has been delegated to:

" IIL (U) Approval Level:

« the Deputy Director and Executive Assistant Director for CT/CI; Assistant Directors in
charge and all DADs for CT/CI/Cyber (except that CI and Cyber ADs and DADs do not
have any authority with respect to 1681v. NSLs); General Counsel; Deputy General Counsel
for National Security- Affairs; Assistant Directors in Charge in NY, D.C., and LA; and, all
SACs (An acting SAC may not sign an NSL).

IV. (U) Retention/Dissemination of NSL Information:
TInformation obtained through the use of an NSL may be retained and disseminated in accordance

with general standards set forth in The Attorney General's Guidelines for FBI National Security
Investl atlon and Foreig Intclh‘ ence Collection (NSIG) (10/3 1/2003)

V. (U) Problems w1th NSLs
| ONSLs lm‘nted to spe01ﬁc categories of mformanon (lnmted by statutc)

ON SLs can be unreliable in time- sensmve mvestlgauons since the FBI often encounters
delays in the process : ‘

VL (S) Numbers of NSLs issued -- 2000 v. 2004 (full 2005 data not available y.et):

o ,}s@jro-u:Records

0S¥ Subscriber Records

Qij Fmanc1a1 Records - A
}S{F}nancml Institutions

L8 Consumcr Identxfymg Info

Information provided by: ,

- o ©Assistant General Counsel .
o Office of the General Counsel
Dated: 01/17/2006 o :

SECQT - 2
NSL VIO-13879.
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12 January 2006

I. NSL Infermation: :
A. Statutory Aunthority:
National Security letters are administrative requésts that allow the FBI to obtain certain

limited types of information without the requirement of prior court intervention:

1) Under the Electronic Communications Privacy Act, 18 U.S.C. § 2709, the FBl can
obtain telephone and email communication records from telephone companies and internet
service prov1ders :

2) Under the Right to Financial Prlvacy Act, 12 US.C. § 3414(a)(5)(A), the FBI can
obtam the records of fmanelal institutions (which is very broadly defmed)

3) Under the Fair Credlt Reporting Act, 15 U. S C. §§ 16811u(a) and (b), the FBI can
obtain a list of financial institutions and consumer 1dent1fymg information from a credit
’repomng cornpa.ny :

4) Under the Fair Credit Reporting Act, 15 U.S.C. § 1681v, the FBI can ebtaiﬂ a full
credit report in a counterterronsm case. This prov151on was created by the 2001 usaA®
Patriot Act. :




Electronic Commuhications
Privacy Act
18 U.S.C. §2709(e)

e Telephone Subscriber or
Electronic Subscriber information
- (limited to name, address, and

“length of service).

¢ Telephone local and long distance
toll billing records.

s Electronic Communication
"Transactional Records (e.g.
transaction/activity logs and e-mail
header mformatlon)

Semiannual Reporting

Right to Financial Privacy
~ Act .
12 U.S.C. § 3414(a)(5)

‘eFinancial ReCords

‘Semiannual Reporting

~ Fair Credit Reporting Act

15 USC § 1681u(a) & (b)

e Consumer identifying -
Information.

o Identity of Financial Institution.

Semiannual Reporting

Fair Ci',edit‘Réport Act
15U.S.C. § 1681v

~ eFull evredit’-rep’o;t‘s, from credit

bureau.

- requirement under the

- No reporting

Fair Credit Reporting |
~Act.

" B. .‘FBI’s Use of NSLs Post-USA PATRIOT Act:

#The standard for i 1ssumg an NSL is relevance to an authorized mvestlgatlon to protect
against international terrorism or. c]andestme mtelhgence activities provided that such an
investigation of a United States person is not-conducted solely on the basis of activities,
protected by the First Amendment of the Constitution of the United States. (The 1681v
NSL standard is shghtly dlfferent to reﬂcct that it apphes only to: mtematlonal terrorism

»mvestlgatlons )

oThe new "relevance” standard resulted in the increase in the number of NSLs issued by
v the FBI to further its mvestlgatlons

1 ~-NSLs.ai'e used as preliminary biilding block of an investigation - like grand jury

. NSL'VIO-13881.



subpoenas and FISA section 215 business records orders.

O‘NSLs~ar'e limited to the described categories of records. If the information sought falls
outside of these categories, the FBI must use another investigative tool (e.g., grand j jury
subpoena or 215 order). '

C ProceSS'

YN request for an NSL has two parts One is the NSL ltself and one is the EC approving
, 1ssuance of the NSL

oThc covct EC serves four functions. It documents the predication for the NSL by stating
why the information sought is relevant to an authorized investigation. It documents the
approval of the NSL by field supervisors. 1t contains information needed to fulfill
Congressional reporting requirements for each type of NSL (subject's USP status, type of

- NSL issued, and the number of phone numbers, email addresses, account numbers or
md1v1dua1 records bemg requested in the NSL). Lastly, it transmits the NSL to NSLB for
-rcportmg requirements, to CTD, CD, or Cyber for informational purposes, and, in the case
of personal service, to the requesting squad or dchvcrmg ﬁcld d1v1s10n for delivery. -

NSLVIO-13882.



IL Comparison of National Seéurity’ -Letters pre and p_dsté-USA PATRIOT Act:

A. "vStallldai'd:

A Speciflc ahd artit:'ulablé facts standafd

*The pre-USA PATRIOT Act standa.rd for the
issuance of an NSL required the records be
relevant to an authorized foreign
counterintelligence investigation and that
the FBI have specific and articulable facts
that the rcqucstcd records related'to an -
agent of a foreign power or a foreign-

| power.

defensible position that the person was a
| terrorist or spy before the FBI could gather
the base information it needed to determine
whether the person was a terrorist or spay. -

sThe standard was unreasonably high. An
NSL is clearly analogous to a grand jury
subpoena, which can be issued during a -
criminal investigation to obtain relévant
information. It would be anomalous if it were
easier to obtain these sorts of record in-a
routine criminal investigation than in an

“Put dlffcrently, the FBI had to have reached a
| Amendment of the Constltutton of the United

Rélgvance Standard (Section 505)

The standard for issuing an NSL isrelevance

to an authorized investigation-
-eto protect against international terrorism; or,

’ ocla'ndestinc intelligenée activities; and

eprovided that such an mvestlgatlon of a
United States person is not conducted solely
on the basis of activities protected by the First

States

investigation to protect the national security. - -

NSL VIO-13883




B. Appi‘oval Authoi'ity for NSLs: .

Approval authorlty could be no lower than The authority to sign NSLs has been
Deputy Assistant Director delegated to:

« the Deputy Dlrector and Executive Assmtant
Director for CT/C;

*Assistant Directors in charge and all DADs
for CT/CLI/Cyber (except that CI and Cyber
ADs and DADs do not have any author:ty
‘with respect to 1681v NSLs),

-«General Counsel;

*Deputy General Couxise}for National
Security Affairs;

sAssistant Directors in Charge in NY, D. C
and LA; and,

‘| -#all SACs (An acting SAC may not sign an
NSL). -

NsLvio-13884 >



| Fcr mvestlgatlon and

C. Retention/Dissemination of NSL Information:

*As stated, FBI Policy pre and post USA
PATRIOT Act has been to maintain the
information derived from NSLs regardless of

- whether it turns out to be relevant (for
example - FBI determmes that a target is not a
| threat). CTD mandates that all telephone
mformatlon go into Telephone Apphcatlons

°Dlssemlnat10n is further subject to spe(:lﬁc ’
: statutory 11m1tat10ns » ‘

Oanacy Actregarding U.S. Person
information;

« toll record NSL statute, ECPA, 18-U.S.C.

1 §2709, and financial record NSL statute, .

| RFPA, 12 U.S.C. §3414(a)(5)(B), permit

| dissemination if per NSIG and information is
clearly relevant to respons1b111t1es of recxplent
agency,

o limited credit information NSL statute,
FCRA, 15U.S.C. §1681u, permits
dissemination to other federal agencies as- may
be necessary for the approval or conduct of an’

*no spec1al statutory rules for dlssemmanon
undcr full credit report NSL statute, FCRA
' 15USC §1681v IR

| from NSLs regardless of whéther it turns out
| to be relevant (for example - FBI determines
| that a target is not a threat). CTD mandates

-. Telephone Apphcatlons

¥ 'Dlssemmatlon is further subject to spec1ﬂc
'istatutory lunltatlons

. OPrivacy Act regarding U.S. Person
mformanon,

| « toll rocord NSL statute, ECPA, 18 US.C.
§27.09> and financial record NSL statute,
| RFPA;, 12 U.S.C. §3414(a)(5)(B), permit -

clearly relevant to I‘CSPOIlSlbllltleS of remplent
. -agency, '

| dumted»‘ credit_ information NSL statute,
| FCRA, 15U.S.C. §1681u, permits

- [ Fcr mvest1gat10n, and

*Information obtained through the use of an
NSL may be retained and disseminated in
accordance with general standards set forth in
The Attorney Gereral's Guidelines for FBI
National Security Investigation and Foreign

| Intelligence Collection (NSIG).

*FBI Policy pre and post USA PATRIOT Act |
has been to-maintain the information derived

that all telephone information go-into

dissemination if per NSIG and information is

dissemination to other federal agencies as may |
be necessary for the approval or conduct of an

_eno spec1a1 statutory rules for dlssemmatlon N '
| under. full: credlt report NSL statute, FCRA

15 U S C §1681v

NSL VI:0-13885 o o



HL Congressional Reporting? What? When?:

Electrpnic Communications
~ Privacy Act
18 U.S.C. §2709(e)

Semiannual Reporting:

For toll billing/electronic communication transactional
records the FBI reports -

*Total NSLs re Non-US Persons.

«Total # of investigations of different Non-USPs
*Total NSLs re US Persons.

*Total # of 1nvest1gat10ns of different USPs.

For subscriber mformatlon thc FBI only reports # of
NSLs. .

12 US.C. § 3414(a)(5)

Right to Financial Privacy Act -

Semiannual Repo:t'ing:

. For r’e_queét‘s for financial records, the FBI reports ~

sTotal NSLs re Non-US Persons.
*Total # of investigations of different Non-USPs.
sTotal NSLs re US Persons.

| *Total # of investigations of different USPs

‘Fair C:redit Reporting Act
15 U.S.C. § 1681u(a) & (b)

Semlannual Reportmg.

| For requests for financial institution and consumer
identifying information, and consumer credit reports, the
‘, FBI reports—

sNSLs re Non-US Persons.

| «eNSLs re USPs. -

Fair Credit Report Act
15U.S.C. § 1681v

No repdr_ting requirement under the Fair Credit Reporting

Act.

The FBI does not have a reportmg requirement for full credit rcpoxts under-the Fair Credrt
Reporting Act (15 U.S.C. § 1681v). For the other NSLs, the FBI complies with scnnannual )
reporting mqulrement as reqmred by statute.

| NSLVIO-13886




IV. Problems with NSLs:
*NSLs limited to spec;iﬁé categories of information (limited by statute).

*NSLs can be unreliable in time-sensitive investigations since the FBI often encounters
delays in the process. '

o NsLvionssz



- {Total USPER”
* |Different USPER

 [Tot USPER
Diferent USPER

ST

- National Security Letters
Numbers Reported to Congressional Oversight Committees _

| duy- Dee
)

Jan ?Jung
2001

Ty Dee | Jan - June 'Julyfbec

- 2001

2002 | 2002

Jan- June
2003 -

Ty Des
2003

Jan- Jﬁpe
2004

Ty~ Dee
204

. TOTAL

Tol oo (RUSC 2T08)

Total Non USPER

" Different Non USPER

Total

. |Total USPER

Subscriber Records (18 USC 2708)

Different USPER

Total Non USPER

" (Diferént Nor USPER_
i |

{Financia Records (12 USC 3414] _

Totai USPER . .

Different USPER . -

TotalNn USPER

 [Different Non USPER

Total

Financial nsttaions (15 USC 16674)

TotiNonUSPER .

DifferentNon USPER . - B

o

- Consumer ertitying ioraton 15

USC 1681u) -

Total USPER .

Different USPER

TolNon USPER

Offferent Non USPER .

Toa

- [Cout Ot ormation (15
|usC 1e8ty) |

 [ToUSPER

Different USPER.
Total Non USPER. -

Different Non USPER
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e

* Frone

Jan -Jun 2005

| 4ttt USPinorrUSP

July - Nov 9, 2005

Toll Records: 18USC 2705(B)1)

Total USPERNSLs.

Tota Non USPERNSLs

Tod

[T USPERNSLS.

ToalNon USPERNGLS

o

Finance Records 1208C 34145

T USPERIGLS

o Non USPER NSLs__

Tatal NSLs,

| FinentaIntivtions 18USC 1681t

o UG

ot on USPERNSLS

* icongamer denttyingifo 15 USC 1681up) |

T UGPER NSLs

o Non USPEA NGL:

[ToRNSLs__

 [ToBl USPERNSLS

ot Reon USPERNGLS

Total NSLs

Total NSLs (Al catego
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From: I loac) FBY)

‘ b6 Sent: - Tuesday, April 11, 2006 9:18 AM
©  To: , CAPRONI, VALERIE E. (OGC) (Bl : -
b7C ce: , (OGC) (FBI); |(OGC) (FBY);
I0GC) (FBI); foGc) kB,
. s (OGC) (FBT)
Subject: NSLB Response - NSL Question for Dir's Visits to LR & DN
- UNCLASSIFIED
- 'NON-RECORD
| Ms. Caproni --

This e-mail is to back-brief you regarding action | took yesterday at COB to J
respond to DRG's request in preparatlon for the Director's upcoming trlps to Little
Rock and Denver :

Specuﬁcally, DRG needed us to address one more NSL-related Q&A for the
Director's travel book. They needed the answer "first thing this morning." Initially,
as reflected in my e-mail, below, | looked for previously approved language in our
recently published EC. However, in a subsequent telephone conference with DRG,
‘we found more appropriate language in the Director's Briefing Paper that we
‘provided him on 21 March.  Since that Ianguage had likewise been prevuously
approved | dlrected DRG to run with that. '

, ' The result is set forth in] | e-mail, below. (The question to
D6 which it responds is in [initial e-mail at the bottom of the string.) 1 hope
D7C  that you'll find the result safisfactory, especially under the circumstances.

FYI.
h70 ‘F;;Onélnal Messr.ge- L : ‘|'(DO)'(FBI) : .
< Semt: - “April 6 £:26 PM
To: 0OGC) (FBI)

Subject: | RE: NSLB Response - Question for Dir's Visit to LR & DN

'UNCLASSIFIED

. NON-RECORD

~ As we discussed, I cut and pasted the bolded portlon of the followmg
answer from the brleﬁng paper furnished by OGC in march 2006. As the

. language was aiready approved I presumed that it could be used in thls
answer. :

Yes, NSLs will remain a v—iable tool. A grecipient has:thevrigh:t to
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challenge, in U.S. District court, a NSL for which the recipient believes
compliance would be either “unreasonable, oppressive, or otherwise
unlawful.” The recipient may also challenge, in U.S. District court, any
appllcable nondisclosure provisions. For nondisclosure challenges, the '
Court must treat as conclusive a certification by either the Attorney

~ General, Deputy Attorney General, an Assistant Attorney General, or

- the FBI Director that disclosure may endanger U.S. national security

" or interfere with diplomatic relations—unless the Court finds that
such certification was made in bad faith. In other words, unless the
Court finds certification in bad faith; the law leaves these
determinations regarding U.S. national security and diplomatic
relations to the Executlve Branch.

'202-324+

© -i--Original Message-----

From: (OGC) (FBD)
- Sent: Monday, April 10, 2006 5:15 PM ‘
To: - DOXFBI)
Subject; NSLB Response - NSL Question for Dir's Visit to LR & DN
 UNCLASSIFIED
: NONeRECO'RD
Karlton --

It's COB, and you've poSéd a question for which you need an approved answer

- "first thing tomorrow mornmg * Under the cucumstances | believe thisis the
: best we can do :

SHORT ANSWER: Yes, NSLs will remain not merely a v1ab|e tool but-a

- very important tool available to us in National Security Investlgatuons Recent
changes resulting from the USA PATRIOT Act's reauthorlzatlon will not

diminish th;s tool's |mportance at all.

BACKGROUND INFO: I ve attached relevant matérlals, exvcevrbtéd from

, OGC's EC (approved by GC Caproni and published on 7 April), that

discuss the recent changes to which the question. refers | don't thlnk theyll be

- needed. But, | defer to you in that regard

:-‘.<'<Fiae- USAPA RenewaIEC wpd >>

Please adwse ASAP as to whether thls response wuil suffuce If not, I'II
re-engage. ,

NSLVIO-13912
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he Thanks.

p7C
-----Original age-—---
~ From: - DOXFBI)

Sent: Monday, April 10, 2006 4:41 P :
bé To: ~ THOMAS, JULIE F. (OGC) (FBI); fose) (Fe1) -
e . Subject: Director’s visit to Litle Rock and Denver .
biC :

UNCLASSIFIED

N_ON-RECORD

~ You answered the following question (see the February reference), could
you please provide an update by first thing tomorrow
 Morning? ' -

Does the Director believe that National Security Letters (NSLs) will
remain a viable tool, given the opportunity to object and
challenge them that is now offered to the recipients?

Yes, NSLs will remain a viable tool. There is no need for any changes
in this regard. [NOTE: As of 10 February, the FBI had not received
the most recently revised language of the USA PATRIOT Act’s ,
amendments. However, today’s published news accounts indicate that
we’ll not be able to serve NSLs on libraries that function in their

~ traditional capacities—but only on libraries where there is evidence to
show they are acting as Internet Service Providers.]

Thanks,

'l202—324—| | |

UNCLASSIFIED

G500
B~
@)
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National Security Letters
Statutory Reporting Requirements

Electronic
- Communications
- Privacy Act
18USC. §2705()

Semiannual Reporting:
For toll billing/electronic communication

transactional records the FBI reports -

+Total NSLs re Non-US Persons,

+Total # of investigations of different Non-USPs.
“Total NSLs re US Persons.

Total # of investigations of different USPs

{ For subscriber mformanon the FBI only reports # of |

Senate Judiciary

House Judiciary

Senate Select Committee on Inteligence
House Permanent Select Commlttee on
Intelhgcnce

NSLs.
Right to Financial | Semiannual Reportlng Senate Select Committee on Intelligence
* PrivacyAct | For requests for financial records, the FBI repons- House Permarerit Select Committee on
12US.C.§3414(2)(5) | *Total NSLs re Non-US Persons. | Intellgence |
- +Total # of investigations of different Non- USPs
| #Total NSLS te US Persons.
, “Total # of investigations of dlfferent USPs.
| Fair Credit Réporti‘ng Scmlamual Repomng Senate Select Committee on Intelligence
At |Forrequests for financial institution and consumer | House Permanent Select Committee on
| 15US.C. § 168Lu(a), (b) | identifying information, and consumer credit réports, | Intelligence
Comd() the FBI reports- .| House Financial Services Committee
o *NSLs re Non-US Persos. | Senate Banking Committee
o ‘| *NSLs re USPs. ' ‘
| Fair Credit Report'Act No reporting requirernient under the Fair Credit Not applicable

15USC. §1681v

Reporting Act.

NSL VIBB4914




o "National'Sécu,rity Lettcis, |
Reports to Congress

Semi-Annual Period

FBI Rep:o‘rtfto DOJ

DO Report to Congress
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48005
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72003 - 131003

T

612912004

2003 - 6302008
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6090004
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16003

701 - 1230L
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- U1/2001 - 6302001
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10182002
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10/18/2002 _

oL vio-F8




National Security Letters

I (U) There are four statutes authonzmg the FBI to issue National Secunty Letters
(NSLs) . .

A.  Electronic Communications Privacy Act

L. Teiéphoﬁe Subscriber or Electronic Subscriber information
(limited to name, address, and length of service).

2.~ Telephone localand long distance toll billing records.
3.  Electronic Communiéation Trmwaétionél Records (e.g.

'transactign/ac'tivity logs and e-mail header information).

B.  Rightto Finqnéigl Privacy Act |

| 1. o Finan(;ia} Regords
C.  Fair Credit Reporting Act

1. Cop§um¢r'idcntifying Information.
2 1&§qti;y b_f Finar;cial ihlstitution.

D. . Fair Credit Report Act -
_ L Full crcdlt reports from credlt burcau
. II (U) FBI's Use of NSLs Post USA PATRIOT Act
A ' Relevance Staﬂdard

1. The standard for issuing an NSL is relevance to an authorized
investigation, as in the following instances:

a2, To pfotect agztihst intérnational terrorism; or,
b.- - Clandestine intelligence activities; and
¢.  Provided that such an investigation of a United States

~ person is not conducted solely based on activities protected
_NSL VIO-13916
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Draft: 1 September 2005

41. Do you agree that if Congress were to grant the FBI the administrative subpoena
authorlty that you sought at the hearing, the FBI would be highly unlikely to seek a Section
215 order or a National Security Letter ever agam" If your answer is no, please describe
the circumstances under which the FBI would seek a Sectlon 215 order or an NSL rather
than issue an admlmstratlve subpoena. :

No, we do not agree. Generally, the FBI will use the most effective and time efficient tool
available for an investigation. Administrative subpoenas would provide a mechanism for
obtaining relevant information in terrorism investigations quickly, without a significant
‘expenditure of personnel hours. However, it s too early to predict’ whether administrative »
‘subpoenas would become the FBI's tool of choice. Certainly the FBI’s: experience with crlmmal
* administrative subpoenas shows that criminal investigators will not limit themselves to one tool,
but will use whatever tool most effectively obtains the needed information. We expect our agents
handling national security investigations to exhibit the same zeal in their fight against our enemies.

~ The FBI needs more, not less, tools at its disposal. The FBI sought administrative
subpoena authorrty to overcome the limitations presented by National Security Letters and
‘Section 215 orders. For example, NSLs may be used only to obtain certain information from :
wire and electronic communications service providers, financial institutions, and credit reporting
- companies. NSLs are unreliable in time- sensmve investigations since the FBI often encounters
'51gmficant delays in the process.’ :

Addmonally, though FISA business, orders under sectlon 215 canbe used to obtain ‘any
tangible things” (including books, records, papers, and documents) ‘they have limits on their
effectiveness. Section 215 orders cannot be obtained on an expedited basis since the FBI must
submit the request through FBI HQ and then through DOJ OIPR, making the process. slow,
cumbersome and personnel intensive. The process is further slowed down because Section 215

- orders are ¢lassified, making thein more difficult for the FBI.and the recipient to handle than

unclassified administrative subpoenas It is for these reasons the FBI must have admmxstratlve
subpoenas in natlonal secunty mvestlgatlons : :

NSL VIO-13917-
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22. Director Mueller, it was reported in the press last month that the Bureau had

demanded library records from a library in Bridgeport, Connecticut using the expanded
"'national security letter" authority given by the PATRIOT Act. I understand that you

- cannot comment on the specifics of this case, but would you please detail what internal

guidelines the Bureau has in place to ensure that this investigative power is used only when

absolutely necessgry?

We can provide you with the following information regarding the Bridgeport,
Connecticut, matter. On July 13, 2005, the FBI served a National Security Letter (NSL) on
Library Connections, Inc. (located in Windsor, Connecticut), a consortium of 26 public and
academic libraries in Connecticut. The NSL, dated May 19, 2005, requested “any and all
* subscriber information, billing information and access logs of any person or entity” related toa
particular, named Internet Protocol (IP) address. On August 9, 2005, Library Connection and the -
ACLU filed a complaint (currently under seal) for declaratory and injunctive relief for the
disclosure of a wide range. of information, including the identity of a person who has borrowed
partlcular books from a public library or who has engaged in anonymous speech on the Internet.

The FBI uses NSLs when 1t needs information from a business entity that falls within the
purview of the relevant statutes, namely wire and electronic communications service providers
(Electromc Communlcatlons Prlvacy Act-18U.S.C. § 2709(6)) financial mstltutlons (Right to
JFinancial anacy Act - 12 US.C. § 3414(a)(5)), and credit reporting companies - (Fair Credit
Report Act - 15U.S.C. §1681u(h)). Some have suggested that the FBI should be forbidden to
use NSLs to request the productlon of records from hbrarles Th1s, however, would be aserious
mlstake '

Libranes cannot be safe havens for criminals. Grand jury subpoenas have long been used
“to obtain relevant records from libraries and bookstores in criminal investigations. In fact, law
enforcement used this authority in investigating the Gianni Versace murder case as well as the
case. of the Zodiac gunman to determine who checked out particular books from public libraries -
that were relevant in those murder investigations. If libraries are not safe havens for criminals,
neither should they be safe havens for international terrorlsts and spies, especmlly since we know
that terrorists and spies have used libraries’ Internet service to plan and carry out activities that
threaten our national security. The Justice Depanment for instance, has conﬁrmed that, as -
~ recently as the Winter and Spring of 2004, a member of a terrorist group closely affiliated with al -
Qaeda used Internet sérvice prowded by a pubhc hbrary to communlcate with his. confederates

The FBI’s Nauonal Secunty mvestlganons are governed by safeguards to ensure the
» prlvacy of law-abldmg Americans. The Attoiney General’s Guidelines for FBI National Security
v_Investlgatlons and Foreign Intelhgence Collection- (“NSI Guldelmes”) dated October 31, 2003
provide the framework for the conduct of FBI Natlonal Securlty investigations. “The NSI .
- Guidelines allow the FBI to use all lawful investigative technlques to protect the United States
from international terrorism and espionage. -The NSI Guidelines direct that all FBI mvesuganve
‘ act1v1t1es must conform w1th the Consututlon and all apphcable statutes executlvc orders and

E NsL ’VIO"1-391‘8,



regulations.

The NSI Guidelines authorize three levels of FBI investigative activity: (1) threat
assessments, (2) preliminary investigations, and (3) full investigations. ~The NSI Guidelines set
forth clear and concise predicates that are necessary for each level of authorized FBI investigative
activity. Those specific predicates:are found in the classified portions of the NSI Guidelines,
because they relate to intelligence activities, sources or methods. NSLs are an unportant tool
used i n FBI National Securlty investigations.

. Additio'nal safeguards exist to protect against any potential abuse of investigative
_ techniques, such as NSLs. The FBI's Office of General Counsel has issued FBI-wide guidance
notifying FBI investigators of the standards, procedures, and forms for issuing NSLs. The
guidance makes it clear that NSLs may be issued only when the information sought is relevant to
a National Security investigation. An NSL must be approved by a senior FBI ofﬁc1al who
~ generally is the Specwl Agent in Charge (SAC) of an FBI field ofﬁce

The dissemination of information obtamed through the use of NSLs is also governed by
the NSI Guldehnes Dissémination is further subject to. the specific statutory limitations of the
Electronic Communications Privacy Act, the Right to Financial Privacy Act, and the Fair Credit
Repon Act. .

) The FBI is subject to Department of Justice and- Congress1onal overS1ght For example, all
- FBI terrorlsm—related cases are subject to in-progress review by the Department of Justice’s

Office of Intelhgence Policy and Review. As part of this function, the FBI tracks and reports to
Congress sermannually the total number of NSLs issued by the FBIL. ' v

© NSL VIO-13919
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‘To:

- From

Date:

vRe': |

- Gary Bald

FBI National Security Branch

Attn: | | b7 c

. FBI OGC N'éti:onal Security Law Branch
- National Security Law Policy and Training Unit -

2 September 2005

National Security Letters - Talking Points

NSLVIO-13920
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NATIONAL SECURITY LETTERS |

L Defined:

National Security letters are a specific type of administrative request that allows the FBI
to obtam certain llmlted types of mformatmn w1thout court intervention:

1) Under the Electronic Commumcatlons Prlvacy Act, 18 U.S.C. §2709 the FBI can
obtain telephone ‘and email communlcatlon records from telephone compames and

 internet service providers.

2) Under the --Rig_ht to Financial Privacy Act, 12 'U.S;C.§3414(a)(5)(A) , the FBI can
,obtain the records:of financial institutions (which is very broadly défined).'

- 3) Under the Fan' Credlt Reportmg Act 15 US.C. §81681u(a) and (b) the FBIcan
obtain a list of financial institutions and consumer 1dent1fymg mformanon from a credit

reportmg company.

4 Under the Fair Credlt Reportmg Act, 15 U.S. C §1681v, the FBI can obtaln a full
- credit report in an international terrorism case. ThlS prov1510n was created by the 2001 .
’ USA Patriot Act.

ONSLs are used as preliminary bulldmg block of an mvestlgatlon Ilke grand jury
subpoenas and FISA section 215 business records orders

«NSLs are limited to the described categdries of records. If the information sought falls
outside of these categorres the FBI must use another mvestrgatlve tool (e g grand jury subpoena
or 215 order) : . :

NSL VIO-13921



Electronic Commumcatlons

15U.S.C. § 1681v

| credit bureau.

{ o'_Telephone subscriber or 1986
Privacy Act Electronic subscriber '
18 U.S.C. § 2709(e) -information (limited to name,
' - | address, and length of
_ ser‘yice).
.o Telephone local _;cmdvlon»g
-distance toll billing records..
» Electronic communications
transactional records
(transaction/activity logs and
v v e-mail header information).
‘| Right to Financial Privacy Act | » Financial records. 1978
12 US.C. § 3414(a)(5) : N
Fair Credit'Repotthlg Act : R 1996
115U.S.C. § 1681u(a) e Consumer identifying
COR information.
15 U;S.C. § I6t8ilu(b,) | 1o Identity of financial
T _ institution.
Fair Credit Reporting Act | Full credit reports from | 2001

. Relevénce ’Stémd'ard: ,

. The_'stan‘dard for issuing anANSL‘ is relevance:,

- *toan authonzed mvcstlgatlon to protect agamst intematlonal terronsm or,

. clandestme mtelhgence actmtles prov1ded that such an mvestlgatlon ofa Umted States* :
person is not conducted solely on the basis of actmtles protected by the First Amendment -

, ! Source CRS chort for Congress dated Apnl 15 2005 Admm1strat1ve Subpoenas and- |
Natlonal Securlty Letters n Cnmmal and Forelgn Inte]hgence Investlgatlons Background and

‘Proposed AdJustments

R
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~ of the Constitution of the United States. (The 1681v NSL standard is slightly different to
reflect that it applies only to international terrorism investigations.)

Prior to the Patriot Act, the standard for issuance of an NSL was that the target or the
communication was tied to a forelgn power. .That is no longer the case.

IIL Approval Authorlty
The authorlty to sign NSLs has been delegated to: -
. the Deputy Director and Executxve Assistant Director for CT/CI,;

*Assistant Directors in charge and all DADs for CT/CI/Cyber (except that CI and Cyber
ADs-and DADs do not have any authority with respect to 1681v NSLs);

‘(jeneral Counsel;
*Deputy General Counsel for National Security Affairs;
| *Senior Counsel for National Security Affairs;
*Assistant Directors in Charge in NY, D.C., and LA; and,
all SACs (An acting SAC may not sign an NSL).
“IV. Dissemination:
'Informatlon obtained through the use of an NSL may be disseminated in accordance W1th
general standards set forth in The Attorney General's Guidelines for FBI National
Securlty Investlgatron and Foretgn Intelhgence Collectlon (NSIG). '
: °Dlssemmat10n is further sub]ect to specrflc statutory limitations:
o toll record NSL statute ECPA 18 U.S. C §2709 and financial record NSL
~ statute, RFPA, 12 U. S.C. §3414(a)(5)(B), permit dissemination if per NSIG and
N mfonnatron is clearly relevant to respon51b111tles of recrplent agency; :
. o limited credit information NSL statute, FCRA 15US.C. '§1681u, permits
dissemination to other federal ‘agencies as may be necessary for the approval or

: conduct of an FCI mvestlgatlon and,

*no specral statutory rules for dlssemmatlon undcr full credit report NSL statute,
FCRA ISUSC §1681v : : v .
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V. Response to NSLs and Enforcement:

*Field Division Chief Division Counsels (CDCs) have reported delays and non-comphance
problems with NSLs. :

« Until recently, NSL did not carry a return date. The FBI has started putting return dates
on NSLs, which may decrease delays. :

'NSL statutes do no have a bullt—m Jud1c1a1 enforcement mechamsm

*U.S. appealed dxstrxct court rulmg which struck down the NSL statute (18 U.S.C. § 2709)
because of the statute’s non-disclosure provmon and lack of any mechamsm for Judlcml review.

*USA PATRIOT Act renewal DOJ supports changes to the NSL statutes which would clarify

that a recipient may disclose receipt of an NSL to an attorney and to persons necessary for
comphance and would prov1de judicial review and enforcement. : :
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3

Message ‘ o f . : Page 1 of4

(OGC) (FBI)
From: BEERS, ELIZABETH RAE (OCA) (F.BI)F i _ S 6
Sent:  Tuesday, November 08, 2005 6:58 PM _ ' b7C
To: | [OGC) (FBI); THOMAS, JULIE F. (OGC) (FB1); CAPRONI, VALERIE E. '
“(OGC) (FB) - - _ ,
Ce: | (OGC) (FBI) 0GC) (FBI);
(OGC) (FBl) .

Subject: RE: NSL Question

UNCLASSIFIED

During this afternoon's briefing for Senate Jud[mary and Intelllgence committee staff, we were asked to provide
the copies with blank NSLs and any explanatory attachments that accompany the actual lefters. Attached are the
NSLs that | pulled from the NSLB intranet website. | noted that only 3 (toll record, transactlonal record, and right
to financial privacy !etters) mcluded attachments . : v

Are these current versions of the NSL ‘ponies'? Are the attachments for.any of the other types of letters? Once
we have the complete package, is there any reason that we cannot/should not provide blank copies of these
documents to these oversight committees and/or is there any special marking/handling caveat that shou!d
accompany them?

We hope to prowde this to the Committee qutckiy - this week if possnble 10 assist in ongomg negotlatlons re
Patriot Act reauthonzatlon Please call if you have questions. Thanks, .

Beth Beers
Special Counsel

Office of Congressional Affairs
202-324-|:&| - bz

----Or gmal Message----- ' ’

From| |(OGC) (FBI)

Sent: Tuesday, November 08, 2005 5:04 PM - . o .
- To: BEERS, ELIZABETH RAE (OCA) (FBI); THOMAS, JULIE F. {OGC) (FBI); Caproni, Valerie E. (OGC) (FBI)

Cc: (OGC) (FBI); (OGC)(FBI) ’

(, A Sl
‘Subject: RE: NSL Question

30
;

—

e

UNCLASSIFIED

Beth,

What doyou need for the bullets on the reporimg to Cong ress issue? In the talking ‘pomts on NSLs, we
mcluded -achart with reportmg information (See, pp 2&7). Letme know lf this i is suffl(:lent for your task.

Thank you,

b7C
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- Message

Assistant General Counsel

Nationat Security Law Polrcy and Tralnlng Unrt
FBI HQ-Room 797

STU III: (202) 324
Unclassified Fax: (202) 324
Secure’Fax: (202

_" ————— Ongrnal Message---——- -
‘From- BEERS, ELIZABETH RAE- (OCA) (FBI)
Sent: Tuesday, November 08, 2005 8:57 AM

Page 2 of 4

To; THC (QGC) (FBI); Capronj\Valerie E ' :
- 0GC) (FBI); osoxren] |
(050 (FED)] GCYTFET o

~ Subject: RE: NSL Question
Importance:’ High

e, o;

: See attached materrat prepared in response to- Director's query re what NSL information was
reported to Congress. The info in these docs is taken directly from the reports to the Hill- (prov1ded

to ‘me by DOJ).

Please revrew these charts and adentify any mformatron/data that is mconsrstent with data that we
maintain. ‘Of particular note, see entry on in WP doc re our submission of data to DOJ for the two

2003 reports. Per DOJ's paper, the reports are based ona Directorto AG Memo dated 4/2/2003,
_.but that doesn't make sense given the trme frames I'd iike to correct thls with NSLB data.

The totals on the Excel chart do not match up exactly with the totals on, the OGC prepared chart
because it's missing the flrst half of 2000 - don't know if NSLB is able to confirm the accuracy of

a ~these #/totals.

The Drrector has also asked.-for bullets on the- reportrng to Congress issue. 'll draft somethmg
' ;based on this data unless OGC-has already d0ne it or would like to. Let me know. Thanks,

Be‘th‘Be’ers
: :Spemal Counsel ,
Office of Congressional Affairs :
“ . 202-324] | | | b2

--—--0riginal Message--——
From |g [OGC) (FBI)

- Sent:: Monday, November.07, 2005 3:58 PM.
To: BEERS, ELIZABETH RAE (OCA) (FBI)

- Cc: THOMAS, JULIE F, (OGC) (FBD):|

v Sub]ect' RE NSL QUI-.-buun

uNgLAssmg ,
-RECORD

Beth, -

No reportlng requ1rements for 1681v

(OGC)(FBI) [(OGC) (FBT)

- NSLVIO- 13926_j .
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Message A ' ' * | ' Page3 of 4

=
Assistant General Counsel . bgp
National Security Law Policy and Training Unit - p7C
FBI HQ Room 7915_| , b2
STUII: (202) 32 , -
Unclassified Fax: (202) 324| .

Secure Fax:

----Original Message——---
'From: BEERS, ELIZABETH RAE (OCA) (FBI)

Sent: Monday, November 07, 2005 3:47 P : ‘ P

Toi | (0GC) (FBI); (oGe) (Fe1);  °°
[(OGC) (FBI) : : ‘ BIC

Subject: NSL Question.

;Importance. High

N ASSIFIED
ON-RECORD

I kndw that evé:rydhe is scrambling to respond to Wash Post write-up, but | have a
pretty stratght-fom/ard question and need a quick response.
‘Per NSBL miranet site, lhere are four authorttles that permit issuance of NSLs as
' foliows - v . v

" 1. Under the Electronic Communications Privacy Act, 18 U.S.C. §2709, the FBI

. can obtain telephone and email communication records frorn telephone

: companies and internet service providers.

2. Under the Right to Financial Privacy Act, 12 U.S.C. §3414(a)(5)(A) the FBI can
obtain the records of financial institutions (which is very broadly defined).

‘3. Under the Fair Credit Reporting Act, 15 U.S.C. §§1 681u(a) and (b), the FBIl can
obtain a list-of financial institutions and consumer identifying mformatlon froma -
credit:reporting company.

4. Under the Fair Credit Hepomng Act, 15 U.S.C. §1681v the FBIl can’ obtaln a full

: credit report in an intemational terrorlsm case. This provusnon was created by -
“the 2001. USA Patriot Act.

_ ¥'m reviewing the DOJ reports to Congress and find- reportmg on 1B USC 2709 12

- USC 3414(a)(5)(C), 15'USC 1681u(a)(b)(c) and (h). | don't see any reports that link
directly to 15 USC 1681v - Are the 1681v reports part of what's reported in 1681u? -
Thanks, . .

‘ ’B‘eth Beers .
“Special Counsel

. Office of Congressional Affairs -
‘ 202-324| N

e}
[

| UNCLASSIFIED
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UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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[DRAFTING DIVISION]
[STREET ADDRESS]

‘[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC].
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P. 0. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR. /MRS. /MS. ] [LAST NAME]:

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
(U.s.C.), Section 168lu(a) (the Fair Credit Reporting Act, as
amended), you are hereby requested to provide the Federal Bureau
- of Investigation (FBI) the names and addresses of all financial
institutions (as defined in Title 12, U.S.C., Section 3401) at
which the below named consumer(s) malntalns or has maintained an
'account :

NAME (S) :

ADDRESS(ES): ' [if available]
DATﬁ(S) OF BIRTB; - [if availabie]

SOCIAL SECURITY NUMBER(S): [if available]

In accordance with Title 15, ‘U.S.C., Section 168lu(a),
‘I certify that such information is sought for the conduct of an
authorized investigation to protect against clandestine
intelligence activities, and that such an investigation of a
United States person is not conductéed solely on the basis of
activities protected by the First Amendment to the Constltutlon
of the. Unlted States. :

: : Please be advised that Tltle ISY U.S.C., Section
-1681u(d), prohibits any consumer reportlng agency, or officer
from. dlSClOSlng to any person that the FBI has sought or obtalned
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[MR./MRS./MS.] [COMPLETE NAME] : Page 2

access to information or records under these provisions. In .
addition, no consumer reporting agency, or officer, employee or
agent of such consumer. reporting agency, may include in any
consumer report any information that would indicate that the FBI
has sought or obtained such 1nformat10n

You are requested to prov1de records responsive to this
vrequest [personally to a representatzve of the [DELIVERING.

."DIVISION] OR through use of a delivery service to [OFFICE OF

ORIGIN]] w1th1n [xxxx] bu51ness days of receipt of this request:

o Any questions you have regarding thlS request should
~ be-directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], dependlng on whether service is personal or through a
dellvery servicel. Due to security considerations, you should
neither send the records. through routine mail service nor
dlsclose the substance of this request in any telephone
conversatlon

Your cooperation in this matter is g:eatly*appreciated.
Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT ,IN CHARGE]
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[DRAFTING DIVISION]
[STREET ADDRESS]

'[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR. /MRS /MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, ‘STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME] :

- Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 15, United States Code
(U.S.C.), Section 168lu(b) (the Fair Credit Reporting Act, as
amended), you are hereby requested to provide the Federal Bureau
of Investigation (FBI) the names, address, former addresses,
places of employment, or former places of -employment of the
below- named consumer (s} :

NAME (S) :
ADDRESS(ES) : . [1f availablel]
DATE(S) OF BIRTH: ' [if available]

_SOCIAL SECURITY NUMBER(S): [if available]

In accordance with Title 15, U.S.C., Section 168lufa),
I certify that such information is sought for the conduct of an
authorized investigation to protect against clandestine .
intelligence act1v1t1es, ‘and that such an investigation of a
United "States person is not conducted solely on the basis of
‘activities protected by the First Amendment to the Constltutlon
of the United States

. - Please be advised that Title 15, U.S. C Sectlon. .
,1681u(d), prohibits any c¢onsumer reporting. agency, ‘or officer
from disclosing to any person that the FBI has sought or obtained
access .to 1nformat10n or records under these prov151ons In
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[MR:/MRS./MS.] [COMPLETE NAME] B | Page 2

addition, no consumer reporting agency, or officer, employee or
agent of such consumer reporting agency, may include in any
consumer report any information that would indicate that the FBI
has sought or obtalned such 1nformatlon

You are requested £6 provide records responsive to this
request [personally to a'representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN]] within [xxxx] bu81ness days of receipt of thls request.

- Any questlons you have regarding this request should
be dlrected only to the [[DELIVERING ‘DIVISION] OR [OFFICE OF
ORIGIN], _depending on whether service is personal or through a
dellvery service]. Due to security considerations, you should
neither send the records through routine mail service nor

- disclose the substance of this request in any telephone
'conversatlon .

‘Your cooperation in this matter is greatly appreciated.
'_sincerelybyoursg_

[ADIC/SAC NAME] | .
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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[DRAFTING .DIVISION]
[STREET ADDRESS] .
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS. ] [COMPLETE NAME or POC]

. [TITLE, IF. AVAILABLE]

[NAME OF COMPANY] '

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP conE] :

Dear;[MR./MRS@/MSf]~{LAST NAME] :

- 'Pursuant to Executive Order 12333, dated December 4,
1981, and 15 U.S.C. § 1681v of the Fair Credlt Reporting Act, you
are hereby directed to provide the Federal Bureau of :
Investigation (FBI) with a copy'of a consumer credit report and
‘'all other 1nformatlon contalned in your flles for the below—
llsted consumer(s) :

:NBME(S):~
 ADDRESS(ES) : | [if available]
o pArz(e),or,srRTH: , [if available]

| SOCIAL SECURITY NUMBER(S): [if available]

’ - In accordance with Title 15, U.S.C. § 168lv, I certify
that I have been desmgnated to maké this reguest and that the
requested information is.necessary to conduct an authorized
investigation of,  or-intelligence or counterlntelllgence
activities or analy51s related to, international terrorism.

© Please be advised that 15 U.S.C. § 168lv{(c) prohibits
your consumer. reportlng agency or any officer, - employee or agent
~of your agency from dlSClOSlng to any person that the FBI has
‘sought e o obtalned access to information or records under these
provisions.. Furthermore, your agency, oOr any officer, employee
or agent of your agency, is prohibited from including in any -
consumer. report any . 1nformatlon that would indicate or dlsclose
" that the FBI ‘has sought or obtalned such: 1nformat10n ‘
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[MR./MRS./MS.] [COMPLETE NAME] , L Page 2

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN]] w1th1n [xxxx] business days of recelpt of this request.

- Any questions you have regarding thlS request should
be dlrected only to the [IDELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_ depending on whether service is personal or through a
delivery servicel. Due to security considerations, you should
neither send the records through routlne mail service nor -
disclose the substance of this request in any telephone
-conversatlon

Your cooperatlon in this matter 1s apprec1ated

FSiﬁcereiyj

- [ADIC/SAC NAME] :
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]
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[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [Complete name]

[TITLE, IF AVAILABLE]

[NAME OF COMPANY] .

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME]:

' v Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.s.C.), Section 2709 (Section 201 of the Electronic
Communlcatlons Privacy Act of 1986} (as amended, October 26
2001), you are hereby requested to provide to the Federal Bureau
‘of Investigation (FBI) the name, address, and length of service
for the below-listed [e-mail/IP] address holder(s):

[E-mail/IP ADDRESS or ADDRESSES]
[ON A SPECIFIC DATE]
or

‘[FOR THE PERIOD FROM [SPECIFIC"DATE]YTO [SPECIFIC DATE]
or - [PRESENT] ] o o o

' If the time perlod noted. above is to the “present,
~ that term is intended to regquest information to the -date of the
"processing of this request. TIf providing information to the date
of processing is not fea51b1e please provide lnformatlon to the
date of receipt of this request :

In accordance with Tltle 18 U $.C., Section 2709(b), I
vcertlfy that the information sought is relevant to an authorized
1nvest1gatlon to protect agalnst ‘international terrorlsm or
.clandestine intelligence activities, and that such an

~ investigation of a United States person is not: conducted solely
on the basis of activities protected by the Flrst Amendment to
the constltutlon of the United States -
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You are further advised that Title 18, U.S.C., Section
2709 (c), prohibits any officer, employee or agent of yodurs from
disclosing to any person that the FBI has sought or obtained
dccess to information or records under these provisions.

You are reguested to provide records responsive to this
request [personally to a representative of the [DELIVERING ’
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN]] within [xxxx] business days of receipt of this request.

Any questions you have regarding this request should
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], _depending on whether service is personal or through a
delivery servicel. Due to security considerations, you should
neithér send the records through routine mail service nor
disclose the substance of this request in any telephone -
conversation. - v

Your'c00peratibn»in’this matter is greatly appreciated.

. Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]

NSL VIO-13936



[DRAFTING DIVISION]
[STREET ADDRESS]
[CITY,STATE, ZIP CODE]
" [MONTH DAY, YEAR]
[MR. /MRS/MS.] . [COMPLETE POC NAME]
[TITLE, IF AVAILABLE]
[COMPANY NAME]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of Executive Order 12333 dated
December 4, 1981, and pursuant to Title 12, United States‘Code
(U.S.C.}, Section 3414(a) (5), {(as amended, December 13, 2003),
you are hereby directed to produce to the Federal Bureau of
Investigation (FBI) all. financial records pertalnlng to the
customer (s) and/or accounts listed below:

. NAME(S) | [if. available]

ACCOUNT NUMBER(s): [if available]

SOCIAL SECURITY NUMBER(S):[if available]

DATE(S) OF BIRTH: [if available]

[FOR PERIOD FROM INCEPTION TO PRESENT]

or

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]

or [PRESENT]]

If the time period noted above is to ‘the "present
that term is intended to request information to the date of the
processing of this request. If prov1d1ng ‘information to the date

of processing is not feasible, please prov1de 1nformatlon to the.
date of receipt of this request .
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[MR./MRS./MS./ COMPLETE NAME] | ~ Page 2

Flease see tne attachment following this request for
the types of information that your flnanc1a1 institution mlght
consider to be a financial record

In accordance with Title 12, U.S.C. Section.
3414{a) (5} (A), I certify that the requested records are sought
for foreign counterintelligence investigation purposes to protect
against international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted solely on the basis of activities
protected by the First Amendment to the Constltutlon of the
United States. . ,

v In accordance with Title 12, U.S.C., Sectlon 3403 (b)), I
"certify that the FBI has complied with all applicable prov151ons
of the nght to ‘Financial Prlvacy Act.

Please be adv1sed that Title 12, U.S.C., Section
3414 (a) (5) (D), prohibits any financial 1nstitution, or officer,
employee or agent of such institution, from disclosing to any
person. that the FBI has sought or obtained access to a customer’s
- or entity’s financial records under_thls statute.

You are-reQueSted to provide .records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delzvery gervice to the [OFFICE OF
ORIGIN]] within [xxxx] bu81ness days of recelpt of thlS request.

Any questlons you have regardlng this request should be-
dlrected only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], dependlng on whether serv;ce ‘18 personal or through a
delivery servicel. Due to security considerations, you should
neither. send the records through routine mail service nor
dlsclose the substance of thlS request in any telephone
conversatlon -

- Youxr cooperatlon in thls matter is greatly apprec1ated
Slncerely,
[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
: . SPECIAL AGENT IN CHARGE]

2. |
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. ATTACHMENT

In preparing your response to this National Security Letter, you -
should determine whether your company maintains the following
types of information which may be considered by you to be a
financial record in accordance Title 12, United States Code,

. Section 3401(2):

3
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[DRAFTING DIVISION]
[STREET ADDRESS]
" [CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR /MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL, STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE]

' DEAR [MR. /MRS /MS ] [LAST NAME] :

. Under the authority of Executlve Order 12333 dated-
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended, October 26, _
2001), you are hereby requested to provide to the Federal Bureau
- of Investigation (FBI) the name, address, .and length of service
of [person or entlty] [persons or entities] to whom the following
‘telephone [number 1s or was] [numbers are or were] registered:

[TELEPHONE NUMBER(S) (000) 000-0001 :
[RELEVANT TIME-pERIODj;‘EON”spEchIc DATE]

_ [FROM [SPECIFIC DATE] to [SPECIFIC DATE]
or [PRESENT];

If the time perlod noted above is to the “present
that term is intended to request information to the date of the
processing .of thls recquest. If providing information to the date
of process1ng .is not feaSLble, please provide information to the
date of receipt of thlS request. . .

 In accordance with Tltle‘ls, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect againstninternational terrorism or
clandestine intelligence activities, and that such an @
.1nvest1gat10n of a United States person is not conducted sclely
on the.basis of activities protected by the- flrst amendment to
the Constxtutlon of ‘the United States. -

,  You are further advised that Title 18, U.s.C., Sectlon
2709 (c), prohibits any. officer, employee or agent of yours from
disClosing to any person that the FBI has sought or obtained
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[MR./MRS./MS.] [COMPLETE ﬂAME]
- Page 2

access to 1nformat10n or records under these prov1510ns

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN]]”within [xexex] business days of receipt of this recuest.

Any questions you have regardlng this request should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF .
ORIGIN] ; dependzng on whether service is personal or through a
delivery servicel. Due to security con81deratlons, vou should
neither send the records through routlne mail service nor
disclose the substance of thlS request in any telephone
conversatlon

Your cooperation~in this matter is greatly éppreciatedu

Sincerely yours,

[ADIC/SAC NAME]
[ASSISTANT" DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]
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[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF poc1
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
[CITY, STATE - NO ZIP CODE] :

DEAR [MR. /MRS /MS.] [LAST NAME].

Under the authorlty of Executive Order 12333 dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (Section 201 of the Electronic '
Communications Privacy Act of 1986) (as amended, October 26,
2001), you are hereby requested to provide to the Federal Bureau
of Investigation (FBI) the name, .address, length of service, and
local and long distance toll bllllng records assoc1ated w1th the
"follow1ng N

[NAME, IF KNOWN]
[TELEPHONE NUMBER(S) (000) 000- -0001: ‘
tRELEvnNT TIME PERIOD] : [ON ‘SPECIFIC DATE(S)]

or[FROM [SPECIFIC DATE] to [SPECIFIC DATE]
or [PRESENT]

o [OPTIONAL] If the time period noted'abovezis to the
. "present," that term is intended to regquest information to the v
~date of the processing of this»requestd-.lf providing information .
to the date of processing is not feasible, please prov1de
1nformatlon to the date of recelpt of thls request.

In accordance w1th Tltle 18, U.s.C.; Sectlon 2709(b),'I
,certlfy that the information sought is relevant to an authorized
investigation to protect against international terrorlsm or.
clandestine intelligence activities, and that such an :
1nvest1gatlon of a United States person is not conducted solely
on the basis of activities. protected by .the first amendment to
the Constitution of the Unlted States
- You are further advised that Tltle 18, U.S.C., Section
2709(c), prohibits any officer, employee or agent of yours from
d1$¢1051ng to any person that the FBT has sought or obtalned
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access to information or records under these provisions.

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN]]_within [xxxx] business days of receipt of this request

Any questlons you have regardlng this request should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE .OF

ORIGIN],_depending on whether service is personal or through a .

delivery servicel]. Due to security considerations, you should
neither send the records through routine mail service nor
disclose the substance of this request in any telephone
conversatlon .

Your cooperation in this matter is greatly apprebieted.
Sincerely yours,
[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE] '

'ATTACHMENT-

In preparlng your response to this. Natlonal Securlty Letter, you

,should determine whether your company. maintains the following
. types of information which may be con51dered by you to be toll

billing records 1n accordance with Tltle 18, ‘United States Code,
Section 2709: S » . y o o :
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We are not requesting, and you should not provide, information

pursuant to this request that would disclose the content of any
electronic communication as deflned in Title 18, United States

Code, Section 2510 (8).
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In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or

. clandestine intelligence activities, and that such an

investigation of a United States person is not conducted solely
on the basis of activities protected by the First Amendment to
the Constitution of the United States.

NSLVIO-13946
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[MR./MRS./MS. COMPLETE NAME] v Page 2

You are further advised that Title 18, U.S5.C., Section
2709(c), prohibits any officer, employee or agent of yours from
. disclosing to any person that the FBI has sought or obtained
~access to information or records under these provisions.

You are requested to provide records responsive to this
request [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN]] w1th1n [xxxx] bus1ness days ‘of recelpt of this request

' ‘Any. questlons you have regarding this request should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_ depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor
disclose the substance of this request in . any telephone
conversation. :

Your cooberation in this matter is greatly appreciated.
Sincerely,

[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/ -
'SPECIAL AGENT IN CHARGE]
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ATTACHMENT

In preparing your response to this Natlonal Security Letter,
you should determine whether your ‘company maintains the following
types of information which may be. considered by you to be an-
electronic communication transactional record in accordance w1th
Title 18, Unlted States Code, Section 2709:

- This National Security Letter does not request, and you
should not provide, information pursuant to this request that
would»d;sclose the content of any electronic communication as
defined in Title 18, United States Code, Section 2510(8).
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Standard = Reasonable grounds to
believe that the tangible things sought
are relevant to an authorized

Standard = Relevant to an authorized
investigation.

‘investigation.

documents, and other items”

(“including books, records, papers,’ |

2 % i T i O
- Verybroad. ~ Restricted by statute:
“Any tangible things” | v ElectronidCommﬁnicatioi;s Privacy

Act:

*Telephone subscriber or electronic
subscriber information (limited to name,
~address, and length of service.

« Telephone lQCaI and long distance toll
 billing records.

- «Electronic communications
- transactional records (e.g.,
" transaction/activity logs and email
‘ header information).

 Right to Financial Privacy Act:

- eFinancial records.

Fair Credit Report Act:
« Consumer idc;ntjffying information.

« Identity of financial institution.

« Full credit report from credit bureau.

pg-4
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OGC Responses - AG's 4/6/06 HJC QFRs.

6. The Departmént had previously advised this Committee that the FBI and the
Department were taking additional steps to improve the efficiency of the Foreign
Intelligence Surveillance Act (FISA) process. One of these steps was the creation of a FISA
unit in November 2002, at FBI Headquarters that was charged with instituting an
automated tracking system that would electronically connect the field divisions, FBI
‘Headquarters, the FBI’s National Securlty Law Umt, and the Ofﬁce of Intelligence Policy
Review (OIPR). '

a. What is the status of this autorﬁated tracking system?

ANSWER: Since the last report to the Committee, improvement of the automated
tracking system, called the Foreign Intelligence Surveillance Act Management System
(FISAMS), has continued. FISAMS has been operating on the FBI's secret network
(FBINET) since January 2004, with phased implementation leading to mandatory use by
all field offices beginning in November 2004. FISAMS on FBINET has over 5,000 users
and has processed over 6,000 Foréign Intelligence Surveillance Act (FISA) requests

: leadmg to the issuance of over 4,800 orders

In April 2006, the FBI and DOJ's Office of Intclllgcnce Policy and Review (OIPR)

~initiated the automated mterface between FISAMS and OIPR's system {Qasis), permitting
the transmission of FISA requests and draft and final FISA packages from FISAMS to
Oasis. Although previously these documents had to be moved manually between the two

- systems (generally by printing the documents from one system and then scanning them
into the other system), OIPR attorneys can now draft FISA packages and enter them into
Oasis at OIPR, automatically transferring them over a network interface to FISAMS.
Once in FISAMS, these packages are immediately available for verification review by the '

- declarant at FBI Headquarters (FBIHQ) and by the FBI case agent. Also in April 2006,
‘the FBI "stood up" FISAMS on the FBI's internal Sensitive Compartmented Information
(SCI) Operational Network and 1n1tratcd an automated interface with Oasis' Top Secret
system, pcrrnlttmg the electromc exchange of Top Secret and SCI mformauon o

FISAMS has also unplemented a number of features to allow users and managers at all

- FBI levels to better manage the FISA process. These include automated email
notifications of pending work and approaching renewal deadlines, as well as various tools
to help managers. prepare a.nd use activity reports :

‘b. What are the other dutles of the FISA umt"
ANSWER The FISA Umt prov1dcs admmrstratlve support for the FISA process,

including FISA processing and trackmg In addition,.the FISA ‘Unit compiles the FISA
packages that are prov1ded to the FBI Director for srgnature, and it is respon31ble for :
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transporting s1gned packages to DOJ for the signature of the Attorney General or Deputy
Attorney General. The FISA Unit also distributes all FISA Court (FISC) orders and
warrants to the appropriate field divisions for their use and for service on :
telecommunication carriers, Internet service providers, or other specified entities.

c. Has operational efficiency improved since the Unit was created?

ANSWER: Yes. The FBI's FISA Unit, DOJ's OIPR, and the FISC have all taken steps
to 1mprove the effrcrency of the FISA process.

The FBI's FISA Unit now scans pnmary and secondary orders and warrants upon recerpt
and e-mails these files to Field Office case. agents and to those responsible for serving
them on carriers, service prov1ders, and other specified persons, While raised seals are

, requlred or orders and warrants establlshlng initial coverage, the FBI has found that most -

' carriers and service providers will accept a printed copy of the signed, scanned document
to renew coverage on an existing target Consequently, although the FBI previously
prmted and distributed "hard" copies of orders, warrants, and other- commumcahons (a
process.that often took up to two weeks), the FBI now uses scanned, signed copies when
pOSSlble, subsequently provrdrng documents w1th ralsed seals as follow -up. :

~DOJ ' OIPR has designated : a Docket Clerk who is the only person authorlzed to receive
signed dockets from the FISC Clerk of the Court. Previously, dockets were received by

- several different attorneys and staff at OIPR and the FBI, leading to inconsistent
,processmg and distribution: With the designation of an OIPR Docket Clerk, the Clerk of
the Court now has a single pomt of contact for the delivery of dockets, which has’ helped
ensure that all dockets are processed expedltlously upon recerpt '

At the d1rect10n of the FISC ) Pres1dmg Judge, the Clerk of the Court changed the post-
‘court processing of dockets Although prevrously it often took a week or.more to return a
docket to OIPR, the Clerk of the Court now directs the retum of srgned dockets to OIPR
by the end of the busmess day after approval ‘ .

‘When taken together these changes have resulted in‘the prov1s10n ofa serv1ceable copy of
a signed order to a- camer or service provider in two or three days rather than in two or
'three weeks -

’ d What other steps have been lmplemented to achreve optlmum effic1ency in the '
FISA appllcatmn process" - : :

;AN SWER Effectrve 3/1/03 'FBI Fleld Offlces began using a standard "FISA Request ,
Form" to request the initiatiOn, renewal of modlﬁcatron of FISA. coverage, This single, -
‘standard form. replaced a variety of communications used in the past 1o request coverage..

: VThe form helps ensure that those who draft FISA pack ges have all pertment 1nforn1at10n
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“and that no time is wasted in preparing unnecessary documentation, facilitating quicker
preparation of these packages. On 3/1/03, FBI Field Offices also began submitting
requests-to renew and amend existing FISAs directly to OIPR (previously, all requests to
renew or amend existing FISAs were submitted to FBIHQ for approval before being
forwarded to OIPR for drafting). This measure also resulted in time savings and the
improved efficiency of the process. :

In another measure to improve FISA accuracy and efficiency, the Executive Assistant
Director of the FBI's National Security Branch issued a 1/24/06 communication relteratmg ,
the importance of accuracy in the FISA process, followed by a 2/2/06 directive requiring
case agents to open and maintain FISA-subfiles containing written substantiation for each
factual assertion contained in the FISA declaration. On 2/6/02 the FBI instituted a FISA
Renewal Review Board (consisting of OIPR and FBI managers) to evaluate FISA renewal -
requests at regular intervals and to terminate non-productive FISAs, facilitating the more
efficient use of scarce human resources.

31. Under Executive Order 12863, the Intelligence Oversight Board (IOB) is responsible
for overseeing U.S. intelligence activities. General counsel and inspectors general
throughout the intelligence community must report to the IOB on at least a quarterly basis
intelligence activities that they ""have reason to believe may be unlawful or contrary to
Executlve order or Presidential directive.”” The IOB is required to forward to the Attorney
General any reports of mtelhgence conduct that it "believes may be unlawful or contrary to
Executive order or Presndentlal directive."” In November 2005, the Electronic Privacy
Information Center submitted a Freedom of Information Act request to the Attorney
General for-all reports of possible 1ntelhgence misconduct received from the Intelligence
Oversight Board (I0B) since September 2001. EPIC’s request also asked for ‘

- documentation of any response from the Attorney General to such reports. EPIC was
informed in March 2006 that the Attorney General has no records responsive to this
request. Has the Attorney General received any reports of possible mtelhgence misconduct
from the IOB since September 2001" ” :

ANSWER: It is the FBI's understanding-that the IOB does not send reports to the
Attorney General. ' :

- 32. If so, please nonle the agencies that submitted the reports to the IOB, and explain what
sorts of possible misconduct the reports detailed. Please also describe any action the ’
Attomey General has taken in response to such reports. :
ANSWER: Ple’ase see' the' response to Questlon 31, above.
33 1t the Attorney General has not recelved any reports from the I0B since September

2001, please explain how instances of possnble intelligence misconduct throughout the
‘ _'mtelhgence commumty have been addressed durmg that tlme. o :
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ANSWER: The FBI's procedures for addressing p0531b1e mtelhgence misconduct are
discussed in rcsponse to Questlon 34, below

34. In March 2006, the Department of Justice Inspector General issued a semiannual

- report to- Congress on Implementation of Section 1001 of the USA PATRIOT Act. In this
‘report, the Inspector General discussed reports of possible mtelllgence misconduct that the
FBI made to the Intelligence Oversight Board (IOB) in FY2004-FY2005. The Inspector
General characterized the possible violations as ranging from "relatively minor to
significant." Accordmg to the Inspector General’s report, the FBI submitted 108 reports of
possible intelligence violations to the IOB in FY2004-FY2005. How were these matters

: addressed by the FBI IOB, and/or Attorney General? - o

ANSWER The FBI is able to address only how these matters were addressed by the |
FBIL; we defer to the IOB and the Attorney General with respect to how they addressed
these mattcrs

Pursuant to Section 2.4 of Executlve Order (EO) 12863, FBI pohcy requires all FBI
, employees in both the field offlces and headquarters divisions, to report intelligence
activities that may be "unlawful or contrary to Executive order or Presidential directive."
The FBI has interpreted this as including potential violations of agency procedures issued
) pursuant to EO 12333, including the Attorney General's Guidelines for National Security
.Investlgatlons and Foreign Intelhgence Collection (2003) ‘Potential v1olat10ns are
'reported to both the FBI's Ofﬁce of the General Counsel (OGC) and Inspectlon DlVlSlOIl

- Based on the requirements of EO 12863 and gurdance provnded by the Presndent s
"Intelhgence Oversight Board (I0B) and DOJ's OIPR, the FBI's OGC determines whether
the potential violation is sufficiently serious to warrant reporting to the IOB. If the

~ potential violation is determined to be reportable to the IOB, OGC ‘prepares a written -
notification, which is signed by the General Counsel or the General Counsel's. deSIgnee
(the Deputy General Counsel, National Security Law Branch) and prov1ded to the IOB,
with copies furnished to the Attorney.General and Counse} for OIPR. Copigs are also

. forwardcd to the FBI’s Inspection DlVlSlon for action as deemed appropriate and to the
ﬁeld ofﬁce or headquarters dIVlSlOIl that ongmally reported the matter.

Wl'ule generally the reportable actions of FBI employees constitute performance errors
rather than willful mlsconduct in rare mstances thiis may not be the case. In such
instances, the FBI's Inspectron Division conducts an appropnate mvestlgatlon and 1 may _
refer the matter to. the FBTI's Office of Professronal Responsrblhty (OPR) for adjudication.
" If the FBI's OGC determmes that any such matters are not reportable to the IOB, that
. voffrce mamtams a copy of its ‘opinion for penodrc revnew by Counsel for the IOB

It an IOB violation mvolves the acqulsrtlon of commumcatlons conducted pursuant to
' ’FISA but w1thout appropnate authonzatlon that ' overcollectton ’would be sequestered
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and provrded to OIPR for appropriate disposition by the FISC pursuant to FISA Section
106(1) If an JOB violation involves the unintentional acquisition of information unrelated
to a FISA court order (e.g., obtammg information beyond the scope of a National Security
Letter), the FBI would take appropriate remedial action to identify and address any
individual or systemic issues related to the. overcollection,

35. The Inspector General’,s re_port‘,saysvthat,m one mstance of possible intelligence
misconduct reported to the IOB, "the FBI received 181 full content telephone calls instead
of just. blllmg and toll records." What actions did the FBIL, 10B, and/or Attorney General
take in response to thls report of possible mlsconduct" '

. ANSWER: The FBI is able to address only the actions taken by the FBI in response to
reports of possible misconduct; we defer to the IOB and the Attorney General with
respect to how they responded to such reports.

'The_FBIfs response to this questlon is clas_51ﬁed and is, tllerefore;-prQVided separately.

36. Aeeording .to vthe Inspector General's report, a number of "possible ’violatiorrsvreported
to the IOB in FY2004-FY2005 involved the FBI’s use of national security letter authority.
Did an'ysof these rnatters involve proviSiOns of law amended by the USA PATRIOT Act"

1 ANSWER The USA PATRIOT Act changed the legal standard for issuing National

Securlty Letters (NSLs) from ‘information that is relevant and offers "specific and .
. articulable facts” giving reason to believe that the- subject is an agent of a foreign power to

information that is "relevant to an authorized investigation to protect against international

_terrorism or clandestine intelligence activities." In addition, the USA PATRIOT Act .
_allowed the FBI Director to delegate signature authority to Special Agents in Charge of
designated field offices and to FBI managers 1n the Senior Executlve Serv1ce at FBI
Headquarters '

’ The: IOB v1olat10ns referenced in the Inspector ‘General's report as arising from the FBI's -
‘use of NSLs did not relate to'the FBI's failure to have sufficient predication to issue these
‘ NSLS Rather, the reported violations involved errors by: third parties or clerical mistakes
'by the FBI For example, some IOB v1olatrons resulted when telecommumcatlons camers,
"madvertently provided the FBI with unsollclted data. ‘In other instances, clerical errors-
_ resulted in the acqulsmon of mformatlon on telephone numbers that was not actually
L sought in an'NSL. ‘There were no instances in- Wthh NSLs were s1gned by a person who
dld not have delegated authonty to doso. :

37. The Inspector General’s report mdlcates that the vast majorrty of reports from the FBI

to the IOB in FY2004- FY2005 mvolved the i unproper use of mvestlgatlve authorlty under

» the Forelgn Intelllgence Surverllance Act, Dld any of these matters mvolve provrsrons of
law aﬁ‘ected by the USA PATRIOT Act" : :




ANSWER: The USA PATRIOT Act made changes to the legal standard required under
FISA. As amended by the USA PATRIOT Act, FISA requires a certification that foreign
intelligence is "a significant purpose” of the authority sought rather than "the" purpose or
the "primary purpose.” None of the IOB violations arose from this certification.

We understand this question to be asking whether any of the IOB violations referenced in
the Inspector General’s report related to other changes to FISA enacted as part of the
PATRIOT Act, such as: (1) "roving" electronic surveillance; (2) the pen register/trap and
trace (PR/TT) standard; (3) FISA business records authority; or (4) information sharing
provisions. For fiscal years 2004-2005, approxnnately 8 percent of the 108 violations
reportable to the IOB were related in some way to these provisions. Many such violations
were third-party errors, such as telecommunications carriers' mistakes. All but one of
these violations were errors ifi the unplementatlon of PR/TTs. The one violation that did

- not relate to the implementation of a PR/TT involved the use of FISA-derived information
ina crnmnal proceedmg w1thout first obtammg the Attomey General's use authonty

38. On April 3, 2006 the Chlcago Trlbune publlshed a story about the Intelligence
Oversight Board (IOB) entitled "Intelligence Watchdog Slow to Bite." The article
reported that Presulent Bush did not appoint anyone to serve on the IOB until March 17,
2003. How were reports of possible intelligence misconduct from the intelligence
commumty handled dunng this penod when the IOB had no members"

ANSWER The fact that there wasa Iag in appomtmg IOB members had no effect on
how the FBI handled reports to the IOB of potentlally improper mtelhgence activities.

)
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Summary of the Joint Congressional Patriot Act Conference Report

I‘

CTHER outside
I

HI‘

VI

VIL

FISA DURATION

the scope ‘
sudLNES> RECORDS

 EMERGENCY DISCLOSURES (18 U.S.C. 2702)

Attomey Generél{ (AG) will report emergency disclosures to Senate Judiciary

- Committee (annually).

' ROVING FISA SURVEILLANCE |

Committee,

'WIRETAP PREDICATES

SNEAK AND PEAK ‘WARRANTS

detailed annual, public reports of the use of the authority.

pgl}" \
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VIIL NATIONAL SECURITY LETTERS (NSLS)

1. Authorlzes judicial enforcement of NSLs. Rcmplent may challenge NSL
’ in Court and may disclose to those neocssary for compliance and to
OTHER outside the scope’ forlegal advice.

2. Government must prov1de»detailed reports on use of NSLs to the Judiciary
Committees and: othcr Committecs ’

3. Inspector General, Dcpanment of Justlcc directed to conduct audlt of the
‘ effectlveness and abuse of NSLs. ‘

IX. FISA PEN REGISTER

X. . SUNSET PROVISIONS

L.
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XI. MATERIAL SUPPORT (18 U.S.C. § 2339B)

XII. DRUG TRAFFICKING

XHI. DATA MINING

-OTHER outside the scope

. POC

Director’ y Beses i Group
(202) 324

Information from:

b6 ' Assistant Gereral Counsel .
n7C o “Office of the General Counsel
bz ~ Approved by: DGC Julie F. Thomas

Dated: 01/18/2006
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National Security Law Policy and Training Unit

Unit Chiefl | ‘ Hé

Room 7947 JEH } : T

202-32 - : " O
04

| Potentlal Q&Asre Washmgton Post amcle of November 6, 2005
NSL QUESTIQNS & ANSWERS

1. What, |f any, negatlve impact would there on the FBI's counterterrorism efforts if the -
law and accompanyrng rules regardlng NSL 'S returned to their pre PATRIOT Act state?

ANSWER The mvestrgatrve value of NSL's would be dramatically reduced.
Furthermore, especially in light of the exponential growth-in counterterrorism cases
since 9/11, the ‘negative impact on the efficiency- with which’ the FBI could employ NSL's
would be' devastatlng The pre-PATRIOT Act standard was unreasonably high.
required a certification of specific and artlculable facts giving reason to believe that the
mformatron sought pertains to a foreign power or-an agent of a forengn power. The
investigation of potential terrorist cases is not- unlike the gathering of building blocks.
‘We need NSL's to obtain such facts; whereas, the pre-PATRIOT Act standard pre-
supposed that we alréady had such facts. Furthermore, NSL's seek only that
“information as to which there is no constitutionally protected expectation of privacy.
NSL's should not require a standard nearly so high as- that required for the far more
mtrusrve electronlc surverllance and physical | searches :

2. What analysrs is applied for approval ofa NSL’? What test. or standard must be
‘satisfied? _ . v _

ANSWER The heart of the analysrs forall NSL sis relevance Each NSL must be

based upon a certification.of relevance to an-authorized investigation to protect against

international terrorism or clandestine mtelllgence activities. The relevance requirement
ties the requested records to the: appropriate: mvestngation Another important aspect of

‘the analysrs is'to ensure that NSL's, as they relate to U.S. persons, are not conducted
solely on the basrs of aCttVItleS protected by the ‘First Amendment. -

-3 How. many proposed NSL's have: been rejected’?

. A‘ANSWER We don't keep records of those that were not authonzed Likewise, records
,'are not mamtamed regarding grand jury subpoenas that are not. approved Srmply put,

© NSLVIO-14009



itis our practice to keep records of things that we do rather than things that we don't

do. 4, Regardmg the roughty five dozen FBI offrcnals who are authorizéd to approve
NSL's: ,

a. What if any, trarmng has been provrded them regardmg the legal constraints on
- their authorrty”

ANSWER: First, let's address who these authorrzmg offrcrals actually are. They are
extremely high-ranking persons within the Bureau: the Deputy Director; the Executive
Assistant Director for CT and ClI; the Assistant Directors in charge and all DAD's for
- CT, Cl, and Cyber; the General Counsel; the Deputy General Counsel for the National
Security Law Branch; the Assistant Directors in charge in NY, DC, and LA; and all
 SAC's. That's it. Even those high-ranking officials who sometimes serve as Acting
SAC's aren't authorized to approve NSL's. As for their training, each new SAC
receives a personal briefing on NSL's from either the General Counsel or NSLB's |
Deputy General Counsel. . Furthermore on March 2, at this year's Chief Division
. Counsel conference, a'NSLB attorney trained the ‘attendees on NSL's. During the last
~ year, NSLB attorneys traveled to eight. Field Offices to provide training on a wsde
variety of national security- t0p|cs including the predicates for issuing NSL's.
addition, NSLB offers a free-standing presentatnon on NSL's. That presentatron has -
~ been used at various Fleld Offrces and it has also been used at many FBI conferences
~inthe fleld - S ’

b. What if any, mspectlons or audits have been conducted to ensure that the
appllcable Iaws and. rules are. bemg followed? :

ANSWER: We have not seen a. need to conduct any formal audits or mvestlgatrons

focused on NSLs Therefore, formal audits and mvestrgatlons have not been

. conducted. However, the use of NSL's is routinely reviewed by supervrsors and in the

- context of file reviews. 1'll also emphasuze that we ve drscovered no htstory of abuse
;regardlng NSL's. :

c. What; 1f any, negatlve rmpact would there be on the FBI's. counterterrorlsm efforts if
the approval authority were no longer so widely dlspersed (for example |f |t were

- withheld to only a few very senlor oﬁrcrals at FBIHQ)'7

ANSWER: The current Ievel of drspersal actually rsn't aII that wude Remember that in
~each Fsefd Office, there is only one person--who is'a very senior FBI oﬁrcral--authorlzed
to approve NSL's. And, given the high volume of: counterterrorlsm cases since 9/11, we -
- should avoud anythrng that would reduce the speed and effrcrency with whrch we

reason to: do S0. f
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5. We understand that, when he was employed within the FBI's Office of General
Counsel, Michael J. Woods was a highly regarded and well respected attorney with
extensive expertise in national security law. Why, then, did FBI personnel disregard
~ his November 21, 2001, Electronic Communication that cautioned agamst potential
NSL abuses, not using the “least intrusive means," etc.?

ANSWER That Electronic Communlcatlon was actually pubhshed on December 12,
2001, and it reflects the fact that | approved it. It provided some extremely useful
information that needed to be distributed to the field as soon as possible foltowing the
implementation of the USA PATRIOT Act. Furthermore, | always agree with those, like
Mr. Woods, who recommend a judicious approach o the way we do business. That's a
good policy regarding our use of NSL's and any other investigative tool we employ. On
October 31, 2003, the Attorney General published new National Security Guidelines
that are directly on point. -From that point forward, our focus was on following those

: gmdelmes rather than the prev:ous guidance in our-own internal Electronic
Communication. In each case, the Office of General Counsel and the Chief Division
Counsel who are stationed in our Field Offices ensure that the statutory NSL standard
is followed, and they continue to take a very judicious‘fapproach to the use of NSL's.

6. Regardmg the general law-abrdlng pubhc once havang been ‘made aware of NSL's
and the data bases that result from them: v .

Isn't |t fair to conclude that they will be less |Ike|y to visit certa:n websutes or to read
ertaln types of library, books'?

ANSWER: | certann!y don't reach that conclusuon It's far too speculative. | wish that
members of the public truly understood the predicates and the rigorous checks and
balances that we employ prior to authorizing a NSL and that NSL's don't ; for exampie,
list for us the websites that people visit or the books that they read. Recall that, ‘
regarding NSL's on U.S. persons, we are continually and specifically ensuring that we
-are not conducting them solely on the basis of activities protected by the First:
Amendment. Simply put, no one should hes:tate to conduct his or her private affarrs in

the same manner as always.

b. If so then please artlculate for us why this chtlllng eﬁect is not an undue
mfrmgement on First Amendment rlghts

" 'ANSWER: As previously stated | don't accept that there isa chllllng effect. And | :
: certalnly don't see any undue lnfnngement on Flrst Amendment nghts

7 Regardmg data mining: -
a. Please define for us the term "data mining."
| NSL VIO-14011



ANSWER: There is no universally approved definition of "data mining." We have
learned that it means many different things to different people--depending, in large
measure, on whether one is dealing with lay persons or those having technical
expertise. Specifically, lay persons are more likely to think of data mining in very broad
‘terms; whereas, experts tend to think in terms of narrow technical definitions that focus
on their own specific technical backgrounds. In a classified setting, | would certainly be
glad-to discuss in detail any FBI tool and how it's employed, leaving it to others to
determine whether it fits their own definition of data mining. .

b. To what extent, if any, does data mrnrng differ from “contact chaining" and "link
,analysrs"'? '

' ANSWER As previously discussed, it would be counterproductive at thlS point to
.engage in such a discussion of definitions, especially to compare and contrast ,
: deflnmons that are not well settled, . ‘

[COMMENT RE DATA MINING: On September 16, 2005, Senators Brownback and
Femgold sent a letter to the Director, seeking information regardlng data mining
~in light of: recent GAO government-wide reviews. The Director's proposed
response; which includes a brief discussion of a data mmmg deflmtlon is

- currently bemg staffed.]

8. How do you recommend that we, as the etected representatlves of the Amencan
people, assure our constituents that the FBI is not abusmg NSL's and the various data

- bases mvolved”

ANSWER Please: teII them that the FBI ensures that each and every prerequlsrte is
met and that sufficient legal review occurs before a NSL is issued. Specifically, before -
a NSL is'issued, the requisite investigation must be opened and at least one FBI
attorney must review the request before it is presented to a hlgh -level FBI official for
review, signature, and issuance. Furthermore, please remind your constituents that,
since 9/11, the number of terrorism |nvestrgat|ons has grown exponentlally To A
evaluate these mvestlgatlons in the preliminary phases to determine whetherto expand
the investigation or to close it, information from tools such as NSL's has proved to be
absolutely invaluable.

~ NSLVIO-14012



ANSWER

If the standard for issuance of an NSL were rolled back to Pre-Patriot Act standards, the change
in their investigative value would be dramatically teduced. As indicated above, the prior standard
required the FBI to have specific and articulable facts that the person to whom the records sought
relate is an agent.of a foreign power or a foretgn power. That standard was unreasonably high,
both when compared to the standard necessary to use a grand jury subpoena and when comparcd
to the standard necessary to obtain court-ordered FISA electronic surveillance and physical
search. AnNSL is clearly analogous to a grand jury subpoena, which can be issued duringa -
criminal investigation to obtain any relevant information. It would be anomalous if it were easier
to obtain these sorts of records in a routine criminal investigation than in an investigation to
protect the national security. Further, it makes little sense to set the standard for NSLs near the

~ level necessary for full content FISAs. NSLs, which seek only information as to which there is
no constitutionally protected expectation of privacy, should clearly be available with a much lower
showing than is necessary for the considerably more intrusive electronic surveillance and physical
searches. Moreover, there are clearly circumstances ‘where information is needed and yet there are
not specific and articulable facts suggesting the person to whom the records relate is a terrorist or
spy. For. example, suppose agents observe a suspected spy having dinner with another individual,
who, the investigation reveals, made the reservation. It would be entlrcly appropriate for the FBI

- to use an NSL to.obtain subscriber information on the telephone number he left when makmg the
reservation, even though there is not yet any reason to believe he is either a terrorist or a spy. If
the standard were to revert to the pre- Patnot Act standard that very basic mvest1gat1vc step

could not be taken exped1t10usly

NSL VIO 14013 o
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Question 8:

The FBI's National Security investigatidns are governed by safeguards to ensure the
privacy of law-abiding Americans and that all FBI investigative activities conform w1th the
Constltutxon and all apphcable statutes, executive orders, and regulations.

NSLs are an important tool used in FBI National Sccurlty investigations. Addltlonal
safeguards exist to protect against any potential abuse of NSLs. The FBI's Office of General
Counsel has issued FBI-wide guidance notifying FBI investigators of the standards, procedures, .
and forms. for issuing NSLs. An NSL must be approved by a senior (seasoned) FBI official, who
generally is the Special Agent in Charge (SAC) of an FBI fi eld ofﬁce

_ , Sharmg of this N SL information is further subject to the specific statutory hmltatlons of
the Electronic Communications Privacy Act, the Right to Financial Privacy Act, the Fair Credit
Report Act, and the Privacy Act.

Finally, .the FBIL is subject to Department of Justice oversight and Congressional reporting.
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National Security Law Policy and Training Unit

Unit Chief - Dbo
Room 7947 JEH SRR b7C
202-324 : o e

GC’s Talking Points re Washington Post article of November 6, 2005.

1. Gen‘eral NSL Information:

: N.afional ‘Security letters are administrative requests that allow the FBI to obtain certain
limitcd types of information without the requircment of prior court intervention:

1) Under the Electronlc Communications Prlvacy Act, 18 U.S.C. § 2709, the FBI can
~ obtain telcphone and ema11 communication records from telcphone compames and internet semcc
provrders

2) Under the nght to Fmanclal Prlvacy Act 12 U.S.C. § 34 l4(a)(5)(A) the FBI can
obtain the tecords of financial mstrtquns (which is very broadly defined). -

3) Undcr the Fair Credlt Reportmg Act, 15 U.S.C. §§ 1681u(a) and (b), the FBI can
obtain a list of ﬁnancrai institutions and consumer 1dent1fy1ng information from a credlt reporting
company ~

4) Under the Fair Credit Reportmg Act 15 U S C § 1681v, the FBI can obtain a full
- credit report ina. countertcu'orlsm case. This provmon was: created by the 2001 USA Patnot Act.'

o The standard for i 1ssumg an NSL is relevance to an authorized investigation to. protect
against international terrorism or clandestine intelligence activities provided that such an
investigation ofa Unlted States person is not conducted solely on the basis of activities
protected by the First Amendment of the Const1tut10n of the United States. (The 1681v
"NSL. standard is- shghtly different to rcﬂect that 1t apphes only to. mtematlonal terrorism:
mvestlgatlons )

R The new relevance standard resulted in the mcrease in the number of NSLs 1ssued by .
~ the FBI to further its investigations. : : o
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-NSLs are used as preliminary buﬂdmg block of an investigation - like grand _]ury
subpoenas and FISA section 215 business records orders.

!NSLS are limited to the described categories of records. If the information sought falls
outside of these categories, the FBI must use another investigative tool (e.g., grand jury

subpoena or 215 order).

. Electromc Communxcatlons
Privacy Act
18 U.S.C. §2709(e)

- eTelephone Subscriber or
Electronic Subscriber information
~(limited to name, address, and
length of service).

s Telephone local and long distance | -

toll billing records.

s Electronic Communication
Transactional Records (e.g.
transaction/activity logs and e-mail
- header information).

‘

Sermannual Repbrting

Righi it6 Financial Privacy
Act
12 U. S C.§ 3414(a)(5)

eFinancial Recofds

' Sémianﬁual Reporting

15U.8.C. § 1681u(a) & (b)

Fair Credlt Reportmg Act :

¢ Consumer identifying
Information

. Identlty of Financial IIlStltllthIl a8

 Semiannual Reporting

Fair Credlt Report Act
‘ ISUSC §1681v o

-Full credlt reports from credit
bureau,

- requirement under the

No reporting

Fair Credit Reporting | .
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1L Process and Standard for Natlonal Security Letters gost-USA PATRIOT Act:
A Relevance Standard gSectmn 505 of the USA PATRIOT Act):
The standard fot issuing an NSL isrelevance to an authorized mvcstigation—
e to protect against international terrorism,; or, | |
eclandestine intelligence activities; and
eprovided that such an investigation of a bUnited States person is not conducted

solely on the basis of activities protected by the First Amendment of the
Constitution of the United States. -

B. Ag proval Authority for NSLs:
The authority to sign NSLs has been delegated to:
* the Deputy Director and Executive Assistant Director for CT/CY;

sAssistant Directors in charge and all DADs for“C;I“/CI/Cyber (except that CI and Cyber
- ADs and DADs do not have any authonty with respect to 1681v NSLs);

-Gcneral Counsel
'Deputy General Counsel for Nauonal Securlty Affairs;
~ eAssistant Directors in Charge in NY , D’;C., and LA; and,

all SACs (An acting SAC may not sign an NSL).

;. C. ; Retention/Disseminati-o‘n of NSL .Information:

'Informatlon obtamed through the use of an NSL may be retained and dlssemmated in _
: accordance with general standards set forth in The Attorney General's Guidelines for FBI
, Natxonal Security Investlgatlon and Forclgn Intelhgence Collcctlon (NSIG) '

-FBI Pohcy pre and post USA PATRIOT Act has been to maintain the mformatlon
 derived from NSLs regardless. of whether it turns-out to be relevant (for example - FBI

‘determmes that a target is not a threat). CTD mandates that all telephone mformatlon go :
. into Telephone Apphcatlons _ o
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«Dissemination is further subject to specifie statutory limitations:
~ ePrivacy Act regarding U.S. Person information;

o toll record NSL statute, ECPA, 18 U.S.C. §2709, and financial record NSL
statute, RFPA, 12 U.S.C. §3414(a)(5)(B), permit dissemination if per NSIG and
information is clearly relevant to responsibilities of recipient agency;

] litnited credit information NSL statute, FCRA 15 U.8.C. §1681u, pemiits
~ -dissemination to other federal agencies as may be necessary for the approval or
- conduct of an FCI investigation; and, '

e no special statutory‘rules for dissemination under full credit report NSL statute,
FCRA, 15U.8.C. §1681v. -

IIl. Process and Standard for National Security Letters pre-USA PATRIOT Act
A. Standard: :

*The pre-USA PATRIOT Act standard for the issuance of an NSL required the
records be relevant to an authorized foreign counterintelligence investigation
‘and that the FBI have specific and articulable facts that the requested records
related-to an agent of a foreign power or a forelgn power.

» -Put dlfferently, the FBI had to have reached a defensible position that the person
~ was a terrorist or spy before the FBI could gather the base mformatlon it needed to
- determme whether the person was a terronst or spay. : :

-The standard was unreasonably hlgh An NSL is clearly analogous to a grand jury
subpoena, which can be issued during a crlmmal investigation to obtain relevant
information. It would be anomalous if it were easier to obtain these sorts of record
iina routme crlmmal mvestlgatlon than m an’ mvestlgatlon to protect the natlonal
securlty

B RetentlonlDlssemmatlon of gre-USA PATRIOT Act NSL mformation

*As stated, FBI Pohcy pre and post USA PATRIOT Act has been to maintain the .
information derived from NSLs regardless of whether it turns out to be relevant
~(for example - PBI determines that a target is- not a. threat) CTD mandates that all ’

telephone information go into Telephone Apphcatlons , :
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IV. Problems with-NSLs: ‘

*NSLs limited to specific categories of information (limited by statute).

*NSLs can be unreliable in time-sensitive investigations since the FBI often encounters
delays in the process. -

V. Congressional Reporting? What? When?:
- See chart above. The FBI’s reporting on NSLs is iﬁcluded under a tab in the binder.

Thc FBI does not have a reportmg requlrement for full credit reports under the Fair Credit
Reporting Act (15 U.S.C. § 1681v). For the other NSLs, thc FBI complies with semiannual
reporting: requnement as requ1red by statute.

VL NSL Statlstlcs

The FBI's NSL statistics for 2000 2004 are included under a tab in the binder. . I have
hand-written the most up-to-date gross numbers for 2005. The final 2005 numbcrs w1]1 not be
- available- untll after the close of the calendar year. :
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FBI News Briefing November 7, 2005:

FBI Use Of National Security Letters Has Risen Dramatically To 30,000 Each Year. In a
lengthy front-page story, the Washington Post (11/6, Gellman, 744K) notes the details of the FBI
national security letter requestmg library records from Library Connection Inc. in Windsor, Conn.,
and reports, "The FBI now issues more than 30,000 national security letters a year, according to
government sources, a hundredfold increase over historic norms. The letters...are extending the
bureau's reach as never before into the telephone calls, correspondence and financial lives of
ordinary Americans." The Post adds, "Senior FBI officials acknowledged in interviews that the
proliferation of national security letters results primarily from the bureau's new authority to collect
intimate facts about people who are not suspected of any wrongdoing. ... 'If you have a list of,
say, 20 telephone numbers that have come up . . . on a bad guy's telephone,‘ said Valerie E.
Caproni, the FBI's general counsel, 'you want to find out who he's in contact with."" Caproni
added, “Congress has-given us this tool to obtain basic telephone data, basic banking data, basic
credlt reports. The fact that a national security letter is a routine tool used, that doesn't bother
_ “ Deputy Assistant Director for Counterterrorism Ji oseph Billy Jr. "said he understands that
merely being in a government or FBI database . . . gives everybody, you know, neck hair standing
up.' Innocent Americans, he said, ‘should take comfort at least knowing that it is done under a
great deal of investigative care, oversight, within the parameters of the law.™
The Post notes, "As:the Justice Department prepared congressional testimony this year, FBI
“headquarters searched for examples that would show how expanded surveillarice powers made a -
difference.” Assistant Director Michael Mason "found no ready answer. ... 'T'd love to have a
made-for-Hollywood story, but I don't have one," Mason said. ... What national security letters
- give his agents, Mason said, is speed. 'T have 675 terrorism cases,' he said. ‘Every one of these is a
potential threat. And anything I can do to get to the bottom of any one of them more quickly gets
me closer to neutralizing a potential threat.™ The story goes on to examine the details of the 2003
FBI's "audacious effort” to gather information on Las Vegas visitors amid concern about a '
- possible New Year's Eve terror attack, as well as the July national security letter.request to North
~ Carolina State University for information about London bombing suspect Magdy Nashar. "A
- high-ranking FBI official, who spoke on the condition of anonymity, acknowledged that the field
office etred in attempting to use a national security letter”. in Nashar case. "Investigators, he said,
'were in a big hurry for obvious reasons' and did not approach the university 'in the exact right way."

Senators From Both Parties Express Concern About Report. On NBC's Meet The Press (11/6,
Russert), Sen. Edward Kennedy said, "Many of those kinds of violations that have been listed in -
the paper this morning have been addressed in our Judiciary Comimittee, the idea that you' 'd be
going through library records, other kinds of private records, and not have the kind of review --
not have the kind of requirement for court-ordered approval for those kinds of activities in the

~ Senate: b111 have effectively been remedled But this is a clear -- should be a matter of clear

- concem. This is why Americans are so concerned about their own privacy issues. ... And what has
been illustrated in the abuses WhiCh have been 1lluslrated clearly show why " ' ‘
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- OTHER outside the scope

ADDITIONAL TOOLS TO FIGHT TERRORISM'

o
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OTHER cutside the scope -

Administrative Subpoenas

Planning, funding, supporting and committing acts of terrorism all are federal crimes.
For many years, the FBI has had administrative subpoena authority for investigations of crimes
ranging from drug trafficking to health care fraud to child exploitation. Yet when it comes to
terrorism mvestlganons the FBI has no such authority.

Mslo

_ Instead, we rely on two tools — Nauonal Security Letters (N. SLs) and orders for FISA )
l business records. Although both are useful and important tools in our national security
investigations, administrative subpoena power would greatly enhance our abilities to obtain
Thformation, Information that may be obtained through an NSL is limited in scope and ~ ,
‘enforcement is difficult. FISA business record requests require the submission of an application
for an order to the FISA Court.  Ininvestigations where there is a need to obtain information -
expeditiously, Section 215, which does not contain an emergency provision, may not be the most_
effective process to undertake. The administrative subpoena.power would be a valuable .
complement to these tools and provide added efficiency to the FBI’s ability to investigate an,d
disrupt terrorism operations and our intelligence gathering efforts. It would provide the
| government with an enforcement mechanism which currently does not exist with NSLs. ~

1 Moreover, it would bring the authorities of agents and analysts investigating terrorism into line
with the authorities the FBI already has to combat other serious crimes. I would like to streSs :
that the administrative subpoena power proposal should provide the recipient the ab1hty to quash
the subpoena on the same grounds as a grand jury subpoena ,

' CONCLUSION

Mr. Chairman and Mcmbers of the Cormmttee the unportance of the | provisions of the ‘
USA Patriot Act I have discussed today in the war against terrorism cannot be overstated They
are crucial to our present and future successes. By responsibly using the statutes provided by
‘Congress, the FBI has made substantial progress in its ability to proactively investigate and
_prevent terrorism and protect lives, while at the same time protectmg civil liberties. Inrenewing
those provisions scheduled to “sunset” at then end of this year, Congress will ensure that the FBI ~
will continue to have the tools it needs to combat the very real threat to America posedby -
 terrorists and their supporters. In addition, by giving the FBI administrative subpoena authority,
~ Congress will enable the FBI to be more efficient in its Counterterrorlsm efforts Thank you for =
your time today I am happy to answer any of your questlons : -
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OTHER ocutside the scope

. _ . ' | ) - Responses from OGC

"~ 23. Asyouknow, a Natlonal Security Letter (“NSL”) is basxcally an FBI request for (/¥ S )

- information in national security investigations. Several newspapers and critics of the USA
PATRIOT Act suggested last fall that a federal court in New York had held section 505 of

- the Act, which amended existing NSL authontles, unconstitutional on First and Fourth

~ Amendment grounds. However, isn’t it the case that it was not section 505, but rather 18

~ U.S.C. § 2709, the pre-existing NSL authority established by the Electronic v
Communications Privacy Act of 1986, which the court invalidated? Moreover, isn’t it true

. that the Departmment urged an interpretation of section 2709 which would have expanded
NSL recipients’ rights in order to save the statute’s constltutlonallty, and has appealed the' o

’ judgesdemsnon" S _ C S -
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Response to 23:

_ Yes, that is correct. The changes to NSL statutes made by the PATRIOT Act were not
‘among the issues implicated in the District Court's decision. The District Court found that the -
procedures set forth in the statutes authorizing NSL's, which provisions predated the PATRIOT
Act, were inadequate to protect recipients of NSL's. DOJ argued that some of the procedures the
District Court found lacking were in fact procedures that were implicit in the statute and
consistent with DOJ's interpretation of the statute. For instance, the District Court suggested
that the statute should affirmatively provide for a mechanism by which it could be challenged.
DOJ argued that in fact there was no doubt that even under the existing wording of the statute,
the recipient could challenge the statute and, in fact, had done so in that very litigation. Also, the
District Court found that among the flaws in the non- ~disclosure provision was the absence of a_
provision for consultation with an attorney. DOJ argued that its policy was to allow the recxplent
~ to consult with its attorney and that DOJ did not have nor did it ever have any objectiontoa
- recipient's disclosing the NSL to its attorney. Nonetheless, the District Court found that those
procedures should be written into the statute rather than simply being a matter of interpretation
by DOJ. DOJ has appealed the decision, but, at the same time, is working to craft an amendment
to the enabling statutes that would satisfy the District Court's concerns. o
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: : :
- OTHER outside the scope

34. In 'ybur testimony, you called for broad administrative-suhpoena'authority for - NE( ‘2,
terrorism investigations because National Security Letters (NSLs) and Sectlon 215 orders , o
- are inadequate or take too long to 1mplement

a. Has the FBI had significant trouble with reaplents of NSLs not prompt[y
complying, or not complying at all? If,so, what actlons has the FBI taken in respons_e? '

b. I understand that in the usual case, it might take several weeks or even months to
: ,,complete a FISA application, get the appropriate signatures, and have the court review it.

~ But I also understand that there are several internal procedures, aside from the emergency

V'pl ovisions, for expediting an application in a case where it is critical that the-FBI- -obtain-a -
FISA order quickly. Why are those procedures madequate" Shouldn t they address the
'problem that you have outlined?

Response to 34:
-' (a) C'omplaince with NSL's generally is not as complete or as tirriely as in the case of

~ grand jury subpoenas. There is no provision for a definitive return date for an NSL, as there is
- for a grand jury subpoena. - In addition, there is no compliance mechanism for NSL's, so that ifa
*recipient does not respond or does not respond promptly, the FBI's recourse is  limited to rnakmg o

- another request for voluntary. comphance

(b) With respect to FISC orders under section 215, there are no DOJ mtemal procedures
nor statutory emergency procedures for obtaining orders on an expedited basis. There is one
process for all business record order requests. ,

~ OTHER 5ut$ide the scdpe
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R R v . ; OTHER outside the scope

- Department to report oii the use of these orders [National Security Letters]. That is; the
- FBI never has to tell Congress or the public how many of these National Security Letters

S m—— L

57. As I understand it, under current law, there are no requirements,for the Justice

have been issued, what type of information is sought, what kind of recipients are targeted,
whether the information is used, at all, or whether it is turned over to other agencies.

There are few reporting requirements for surveillance orders either. AsI understand it,

the Intelligence Reform Act requires the Justice Department to report the number of FISA
orders every six months in broad categorles, such as- phyucal search, or wiretaps, or pen

- rcglbters

- There are no requirements to report what type[s] of things are sought what Kind(s] of

reclplents were targeted, or whether the mformatlon was useful.

We know that pollcy-maklng after 9/11 lnvolves a dehcate balance between llberty and

- securlty . » ol et e o -

’

‘How can the nation the an informed debate about -where to draw the line uniess we know
~ what’s happening? Wouldn’t it be useful for Congress and the American people to know

if, say, ninety percent of all these orders were used to obtain medical records" Or that half )

‘ Qf all them are used to obtain credit reports" '

Response to 57
The premlse of the questlon 1s faulty Three of the four statutes that authonze the

accordance with those requirements. (The exception is the 15 USC §-1681v credit report.)

: Those numbers are broken down by type of NSL issued and whether the they pertam toU. S

persons S o o
. i MM*‘*"‘""" . - & - 2 . - e et

o issuance of NSL's require such reports, and the FBI repons the numbers of NSL's to Congress in "

. 63‘ The government has the authority to re>quest certain information from 'cer't_éin entities

and individuals pursuant to each of the following authorities: Section 2709 of Title 18 of -
the United States Code, Section 1114(a)(5) of the Right to Financial Privacy Act of 1978 (12 -
U.S.C. 3414(a)(5)), Section 625 of the Fair Credit Reporting Act (15 U.S.C. 1681u), and

e

NSLQ

Section 626 of the Fair Credit Reporting Act (15 U.S.C. 1681v). For the last three calendar”

. years (2002 2003 and 2004), with respect to each of these authorltles .

,How_many requests. h‘as the government made? o
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ANSWER: As to requests made by the FBI see #64, below It should be noted that the
first three provisions cited authorize only the FBI to request such records. 15 USC §1681v ‘
allows any government agency conducting an international terrorism mvestlgatwn to do so, but -
the FBI cannot speak to requests made by other agenmes

64. How many requests were made by the Federal Bureau of Intelhgence and how many

were made by other government agencies? . , r M S LQ

Answer to 64: As indicated above the FBI cannot speak for other agencies. For calendar
years 2002 2003 and 2004, the FBI issued the. followmg NSL's:

Authority 2002 2003 2004

| ECPA
|18 uscs 2709

RFPA | Dl
12 USC §34l4(a)(5)

FCRA
15USC § 1681u

FCRA
I5USC §1681v .~

65. Wlth how many requests did reclplents fail to comply"

ANSWER: We do not keep track of how many requests were not complled W1th but we
do.believe non—complxance is a major problem only with isolated recipients. For instance, the

~ major credit card companies have taken the position that they are not subject to the Right to
- Financial Privacy Act and have refused to respond to such NSL's. Further, certain credit

reporting companies have failed to respond to requests for redacted credlt reports orhave

: responded with full credit reports

' 66. Has the government attempted to.enforce any requests judicially? If yes, how many
- requests has the government attempted to enforce Judlcxally and what was the outcome of
these attcmpts" ' : : :

AN SWER No, the govemment has not attempted to enforce any requests judlclally, nor
IS there explicit authority for doing so. :

Mf the PATRIOT Act broadly expanded the FBI's authorlty to issue

- ‘._;admlmstratlve subpoenas (known as “national security letters,” or “NSLs”) in terrorism § S“S-.
-investigations. The FBI has read section 505 to.authorize the service of NSLs on libraries

. that offer their patrons access to the Internet. Has the FBI used NSLs to obtain llbrary

; records, how often, and under what clrcumstances" ' -
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ANSWER: One NSL has been issued to a library. It was for e-mail transactlonal
information and was issued pre-PATRIOT Act :

146. OGC. Librarians have argued that libraries are not ISPs, that libraries offering
Internet access are themselves customers of ISPs, and that the FBI can obtain the ‘

- information it needs from the ISPs that service the libraries. What information can the
FBI not obtain through an NSL served on an ISP that services a library that it can obtain
through an NSL served on the fibrary itseif?

ANSWER: What information is obtainable from a hbrary but not from an ISP would
depend on how the library configures its systems in providing Internet access. At the most basic
~level, where each computer terminal has its own Internet cable provided by the ISP, all relevant |
information would be obtainable from the ISP. If, however, the library acquires broad bandwidth
and itself parses it out, e.g., through a proxy server, the only information the ISP could provide
would be that.the line inito the library is in use. The ISP would not be able to provide
information concerning individual sessions conducted at specific times on specific computers:

~ The problem worsens if the library's system enables users to access the Internet over a wireless
- network, which has the potential to air its service not just within the confines of the library walls,
‘but to persons outside the library and in surrounding locations. In these cases, only the llbrary '
would be able to provide the relevant transactxonal data. -
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