ACS Request o ‘ Page 1 of 1

bé
From: | |(OIG)| | L7e
Sent:  Sunday, November 12, 2006 1:45 PM
To: | (oIG)
Ce:
Subject: ACS Request
bo
Hi b7C

Please askl__w_llo perform the following ACS search and provide the responsive approval (cover) ECs and the
national secCunty ietters themselves. We do_not need the ECs indicating that the NSL was served or the results
were obtained.

Date restriction: 1/1/03 - 12/31/04

~7
Requesting Office (office that requested the NSL to be issued): Division D ‘:7
Query terms. 12 USC 3414 L7E
nE
If any questions arise, please ask ko contact me. =0
oC
Thanks.

Oversight & Review Division

Office of the Inspector General

U.S. Department of Justice

1425 New York Avenue, N.W., Suite 13100
Washington, DC 20005

tel. 20:
fax. 20

o oo
-~ Gy N

NSL VIO-15972

11/13/2006



L 217&:2
(Rev. 08-28-2000)
_FEDERAL BUREAU OF INVESTIGATION

Precedencé: ROUTINE ' " Date: 01/20/2004

To: General Counsel Attn:

Legal Technician, NSLB

Attn:
o)
b7E
From e
Contact: SA 37 C
Approved By:
Drafted By:
Case ID #: (S _ ending) nl N
wpgaﬁx 66F-HQ-C1303371 o
Title: (S) ‘PI?
DA

Synopsis: (U) Approves the issuance of an RFPA National Security
Letter (NSL); provides reporting data; and transmits the NSL for
delivery to the financial institution.

. bl
| R — M » Deri%ﬁom : G-3 b2
DeclaSsifyw On: X1 : b7k

(8 - mAsz”_ b7A

@« . Enclosure(s): - (8 Enclosed for] is the original and one
| copv of an NSL addressed tol Attn:

financial records. Enclosed for FBIHQ 1s one copy of the same NSL.

¢]
~1 DN
o]
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bl

L7E
b7A

- .k

,MT bl

To: Ge ral Conncsol Erom- b2
Re: (SI:he 01/20/2004 b7E
b7A

191

”b{) This electronic communication documents the SAC's approval
and certification of the enclosed NSL. For mandatory reporting purposes,
the enclosed NSL seeks financial records for one individual.

, (U) Arrangements should be made with the financial institutior
receiving the enclosed letter to produce the records personally to an
employee of your office. The financial institution should neither send
the records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact FBIH{
directly in any manner.

(U) You should remind the financial institution that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorlzed to make the required
certification.

. {U) You are reminded that, in accordance with Section VII.B.5

of the Attorney General Guidelines for FBI Foreign Intelligence Collectic
and Foreign Counterintelligence Investigations, you may not disseminate
information provided you in response to the enclosed letter outside the
FBI without prior FBIHQ approval.

(U) Any questions regarding the above can be directed té
Attention: Sﬂ

IEOREO NG
[ XN B R’
]

5
g
®

Zal

2
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bl
To: Genexral Counsel From: 7
: U03 o
Re ‘(S) 072072 5TE
bTA
LEAD(s) :
Set Lead 1:
o2
E7E
AT

(U) Deliver the attached letter as dndicatred above.
Upon recelpt of information from the carrier, is
requested to submit results to

Set Léad 2:
GENERAIL COUNSEL

AT WASHINGTON, BC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSL's.

-

*"

NSL VIO-15975



(Rev. 08-28-2000)

MI‘/ORCON/NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: RQOUTINE Date: 01/16/2004
To: General Counsel Attn: NSLB
Legal Tech
ssal |
SA
From
SAC
Contact: SA
Approved By:
b
b7E
bo
b7C
Drafted By: b1 ' i
Case ID #: (S) Pending) - bZ
o e 0K TOOF-HO-CI303375 b7E
e
Title: (S) B0
b7A

.

Synopsis: (U) Approval for the issuance of an ECPA National
Security Letter (NSL):; provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone

company.

IR Der%cm P G-3
Decldssi On: X1

FISA WARNING STATEMENT - STATUTORY RESTRICTION
This information or document , or portions thereof, is derived from a
court-authorized FISA order and such information or any information
derived therefrom, may only be used in a criminal or other proceeding
(including but not limited to use in search/ arrest warrants or
affidavits or grand jury subpoenas and proc¢eedings) only with the

SELKET/ORCON/NOFORN

NSL VIO-15976



syé T/ORCON/NOFORN
bl

To: General Counsel From: : | b2
Re: (S) 01/16/2004 h7E
b7A

advance authorization of the Attorney General.
Sections 1806(b), 182S(c).

See,. 50 U.Ss.C.

R

b
(&) 7;93" HTE
Enclosure(s): (U) Enclosed for is an original and a b2
copv of a letter dated 01/16/2004, addressed tol | b7E
ek}
7D
Tequesting € name, addreéss, leng Service, and local and long
distance toll billing records for the name, address, and phone number b§
listed. b7C
" Details- {Q/OP/NFJ I |
bé
b7C
b7A
bl )Si The requested subscriber and toll information will be
h? use i if subject's land nossiihlag ascnciatog
L7E The in guesticTTATmETV]
be 8)
b7C 0 - s 06y This electronic communication documents the SAC's
B7A approval and certification of the enclosed NSL. For mandatory

reporting purposes, the enclosed NSL seeks local and long distance
toll billing reccrds on one phone number.,

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner,

(U}  You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

% /ORCON/NOFORN

2

NSL VIO-15977



E SESRET/ORCON/NOFORN
bl
To: General Counsel From: ;;;;;;;] -
Re: (8) 01/1 2

(U) ©On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regardina the above can be directed to

Attention: SA telephone number
' b2
LEAD (s) : B7E
. bo
Set lLead 1: (Action) 670
bZ
AT b7E

(U) Deliver the attached letter as _indicated above.
Upon receipt of information frpm the carrier, is
requested to submit results to

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
kU) NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

*"

SiDEgT/ORCON/NOFORN
3

NSL VIO-15978



(Rev. 01-31-2003)

{8)

<H

S3e 4

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

Date: 01/09/2004

To: General Counsel Aﬁtn:
nician
Attn:
From:
| : n2
ct: SA b7k
jol9)
Approved By': b70
Drafted By:
Case ID #: (S) Pending) bl
oy - - 3] 66F-HQ-CL303375 0o
Title: (S) ok :
‘ 018
L7
b7 A . ‘
Synbpsis: (U} Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
.the NSL for delivery to the telephone company.

iy - Derive rdm : G-3
}§Q: Decl;;gfg;:On: X1

e

O
~3 DD

o
t=]

Enclosure(s) : (U) Enclosed for

a letter dated 01/09/2004,

ia an nAricainal and ~nnu of
addrg;;;;:;; I

requesting the name, address, length

bz

Egnégg b7E
b

b7D
ko

b7C

NSL VIO-15979
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e

bl

)

L

' b7E
To: General Counsel Attn: | Legal
S€er ?___Q___E_x p6
TeChnlCl ~Ra) ++n. .
Re: (S) 0 b7C
bi7A

of service, and local and long distance toll billing records for
captioned subject.

_Details: (s

(3) J bl
b2

—

o6
bicC
biA

. A5 Thls electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
e reportlng purposes, the enclosed NSL seeks local and long distance [y

b7 A

{U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
reccrds through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner. ’

{(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U} On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required

certification.
Sosect

2

NSL VIO-15980



bl

: b2
To: General Counsel Attn: Legal 57
Technicianl latin: FTOm: -

Re: (8) 0 06
: b7C
o7A

(U) Any questlions regarding the above can be dirgcted fo

Attention: SA telephone number

NSL VIO-15981



’s
To: Geneaal.ﬂannseﬁ Attn: | Legal bl
Technicia peeng | —Fromr— 2

Z
Re: (9) 0T70972004 _ b7E
bo
7 C
LA
LEAD(s) :

Set Lead 1: {(Action)

AT| L7E

(U} Deliver the attached lettexr as indicated above. Upon
receipt of information from the carrier, is requested to
submit results to '

Set Lead 2: (Action)
GENERAL CQUNSEL

AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*"

>
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BN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/04/2004
To: General Counsel ‘ Attn: NSLB
: Legal Tech| |
Counterterrorism SSA
IQ0S
SSA
snl
SA
IA
From: [ ]
AC T
Contact: SA e
DN
Approved By: b6
; b7C

Drafted By:

bl

Case ID #: (S) pending) 02
(- { 6F -NSL DTE
({ 66F-HQ-C1213150-NSL 56J
‘Title:  (S) b7C
b7A

Synopsis: (U) Approves the issuance of an FCRA National D4
Security Letter (NSL); provides reporting data: and, i b7D
necessary, transmits the NSL for delivery to

m - Deri rom : G-3
i >< Dec%g( On: X1

bl
M b2

Enclosure(s): (U} Enclosed for is an original bTE
and a copy of a letter dated 01/0I72004, addressed to Mrs.

S

NSL VIO-15983



Ay

v bl
To: General Counsel From: B2
Re: (S) 01/04/2004 b7

b7A

i1dentifying information
addresses, places of employment,

iimited To nhame,

requestilng consumer

address,
or former places of

former

employment and the names and addresses of all financial
institutions at which the subject maintains or has maintained

an account.

Details: (Sd

oy oy oy
P R R N

o v
j—: oy
P ol N

.approval and certification of the enclosed NSL.

reporting purposes,

institutions records for 1 individual.

(U) A representative of the
liai ] a
to

(U} ©On 11/09/2001,

This electrenic communication documents the SAC's

For mandatory

office who has
consumer reportlng agency should deliver the letter Lo

the enclosed NSL seeks the identity of financial

b2
b7E

b"ﬂr'\

the Director designated the cfficial

signing the enclosed letter as authorized to make the required

certification.

() L
15, United States Code,

should remind
Section 1681w,

disclosing that the FBI has made this request, |
is prohibited from including in any consumer report any information

that would indicate that the FBI has sought or obtained such

information.

P

2

NSL VIO-15984

S prohibited from

that,

In addition,

~

D2

under Title

b7E

b4



SBSEET -
bl
To: General Counsel From: b2
Re: (S) p1/0472004 hIE
b7A bd
L7D

(U) Arrangements should be made with to_provide
the records personally to a representative of yourorIrIcT .|

should neither send the reccrds through the mail nor utilize lame
of the subject in any telephone calls to your office.

should not contact FBIHQ directly in any manner.

(U) Consumer reports received from a consumer reporting
agency must be clearly identified when reported in any Bureau
communication. Subsequent dissemination of such information is
prohibited, except to other Federal agencies or military
investigative entities as may be necessary for the approval or
conduct of a foreign counterintelligence investigation.

(U) Any questions regarding the above can he divartad tn

Attention: SA phone number

SEoegr
3

NSL VIO-15985



Sekr

. bl

To: General Coincel Brom: n2
Re: (S 01/0372004 o7F
O7A

Accomplishment Information:

Number: 1

Type: NSL TO FINANCIAL INSTITUTION PREPARED & APPROVED
ITU: AGENT INTERVIEW

ITU: ELECTRONIC SURVEILLANCE

Claimed By: e

» SSN: D=
Name: b7E
Squad b6

piC

?Ebﬁé;
4

NSL VIO-15986



st
To: General Counsel From: | bi
Re: (8) Jl/;;;;;;;] b2

b7E
b7A
LEAD (s) :
Set Lead 1:
bz
AT b7E

~ {U) Deliver the attached letter as jndicated ahove.
[Upon receipt of information from the carrier, is
requested to submit results to

Set Lead 2:
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: {Info)
COUNTERTERRORISM

AT ITOS1/CONUS1/TEAM2

(U} Read and Clear.
*

NSL VIO-15987



(Rev. 08-28-2000)

SECRRT

FEDERAL BUREAU OF INVESTIGATI

Precedence: RQOUTINE ‘ ‘ Date: 01/01/2004
To: Counterterrorism Attn: SSA

I0S

SSA

General Counsel Attn: NSL

ch
Attn: RA

From:
Contact: SA
Approved Bj -
b7E
b6
Drafted Byf 07
case ID #: (S) Pending) ’
m - $&]  66F-HQ-CI1303375 bl
Title: (S) UNSUB(S) : | }Z:L
bTA

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.

oy e 'm‘5}E6 . Deriv rom : G-3
Decldassify~On: X1

obtained or derived from an electronic surveillance or
physical search conducted under the Foreign Intelligence
Surveillance Act ("FISA"), 50 U.S.C. Section 1806(b). Such
information shall not be used in any criminal or

P

- NSL VIO-15988



Precedence: ROUTINE Date: 01/01/2004
administrative proceeding, including grand 3 i

dRd waPPBRETAEFIQAVEEs, without tRETPEioES b2
the Attorney General of the United States&0S bTE
derived information may not be disseminat

goverffBA¥avwiEABHESthe prior writd&RNapp¥eVHl of t bf; .
Genetfi:ff:ffr United States. Efffiijfachi | b/C

Attn: RA

15) _ gmer] |

- (U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

e

2

NSL VIO-15989



:\ER(T/NOFORN/ORCON/FISA-DER;VED

(U) Any questions regarding the above can

Attention:

SA

be directed to

phone number

SE

NSL VIO-15990




{ :
£§§R§@/N0FORN/0RCON/FISA—DERLVED
Accomplishment Information:

Nunmber: 1 :

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: COMPUTER ASSISTANCE

ITU: ELECTRONIC SURVEILLANCE

Claimed By: o
SSN: 32

Name: b7E
Squad ol

e7C

s@bﬁﬁm
4

NSL VIO-15991



; i
S—PHRET/NOFORN/ORCON/FISA-DER. VED

LEAD (s) :
Set Lead 1: (Info)
COUNTERTERRORTISM
AT WASHINGTON, DC
(U) Read and Clear.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 3: (Action)

AT

(U) Deliver the attached letter for

as indi ve. Upon receipt of informatiSmTIomTn
carrier, is requested to submit results to

b2

b7E

b4

b7D

*»

NSL VIO-15992



FD-542 (Rev. 01-31-2003)

ity

SEeRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/15/2004
To: General Counsel Attn: NSLB
Attn: SA RA
From:
~Contact: SA
\Approved By: n?
hiE
bo
piC
Drafted By: )
Case ID #: (S) Pending) |
() ) ~ 66F-HQ-CI303375 (Pending) bl
2 N
Title: (S) b7E
e18)
bh7C

M e

Letter (NSL);

Synopsis: () Approves issuance of an ECPADTA

onal Security
provides reporting data; and transmits the NSL for

delivery to electronic communications service provider.

mﬁg

Der From : G-3
DecXassify On: X1

iS),bi)

ol

02

Enclosﬁre(s):

copyv of an NSI addressed to

D1111ng and

13

Depa;ls:~f)8i WARNING:
‘Foreign Intelligence Surveillance Act derived (FISA-derived).

e-mail addresq.

DITE
§8§ Enclose

requesting complete subscriper intormacion,
aller ID" data., and connection record

TC 1nclude
for the

This report contains information that is

U.S.C. Section 1806 (B) of the FISA Act, recipients are reminded that

Sl

NSL VIO-15993

Per 50

8k

ol
P2
P7E
b4
b7D



b1
bo
bh7C
bTA
bl
0o
07C

b7a U

-

SE T ol

To: Gen@axral Cnonunggl Dttne SLB From: bf
Re: (S) 01/T572001% b7E
' ‘ DA

this information, or any information derived from it, may only be
used in a criminal proceeding with the advance authorization of the
Attorney General. This information may not be disseminated to a
foreign government without the authorization of the Attorney General.

{S)

(s) |

}Q This electronic communication documents the SAC's approval
and certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks complete subscriber information, to
include billing and "caller ID" data, and connection records

in connection with the following e-mail account/s and their :
respective subscriber/s from it's inception: bl
bé

P b7D

" X) Arrangements should be made with the institution recY.’:.ig
the enclecsed letter to produce the records personally to an employee
«of your office. The institfution should neither send the records
through the mail nor utilize the name of the subject in any telephone
calls to your office. The institution should not contact FBIHQ '
directly in any manner.

(¥ You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

w - -~ -Xg) On 11/09/2001, the Director designated the official signing

the enclosed letter as authorized to make the required certification.

W o p6) If a preliminary inquiry is opened on the subscriber

identified, it is the responsibility of the cffice opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Unit, Office of the General

SEBRET

2

NSL VIO-15994



SELRET

bl

To: General Counsel Attn: 1B From: L2
Re: (8) 01/15/2004 h7E
L7A

Counsel, Room 7975, the FBIHQ entity handling the operational legal

needs of the National Security Division.. This reporting is necessary
in order to provide information to Congress regarding the FBI's use

of this authority as mandated by Congress.

D2
. . ‘ . b7E

() e Any questiong regarding the above can be directed to 56
Attention: SA NG

ol
o2
oTE

e
OiA *

NSL VIO-15995



%ngﬁT bl

To: General Counsel Attn: NSLB From: b2
Re: (8) 01/T5720032 b7F
LA

Accomplishmént Information:

Numpber: 1 .

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: NATIONAL SECURITY LETTER

Claimed By
SSN: 9
Name : £7?
Squad . -
bo
b7C

ss)s@'r
4

NSL VIO-15996



SEeRET

bl
To: General Counsel Atrtn: NSLB From: 7
Re: (8) 01/15/2004 bTE

biE
LEAD(s) :
Set Lead 1: (Action)
, no
AT b7k
|:U:| ) . .
’W]XQ is requested to deliver the attached

letter as_indi — Upon receipt of information from the
carrier, is requested to submit results to

Set Lead 2: {(Action)
GENERAIL COUNSEL

AT WASHINGTON, DC

AAAAAA S Wm>¥§) NSLU is requested to record the appropriate

information needed toc fulfill the Congressional reporting. :
requirements for the NSL's.

*

SE)I{T

NSL VIO-15997



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/10/2004
To: General Counsel Attn: |
' Unit Chier, NSLU
Attn: RA
b2
b7E
From; £é
. pb7C
Approved By:
' bl
Drafted By: v N2
Case ID #: (5) (Pending) o7E
o e e MG oo F=HQ=C1303375 b6
bh7C
Title: (S) h7A -

o yrnopsis: ~ ¢¥8§) Approves the issuance of an RFPA National Security

letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the financial institution. bl

W e (X) Dem: G_3 . . Efu‘
. Dec¥assify6n: X1 i

|:S:I s LA

Cd

ol _ Enclosuretsy: (sl
02
niE

06 _Detajlsg: (S

oW ie
A0

n7A

_Spesr bl

NSL VIO-15998



Wi e

To: General Counsel From: ' ni
Re: (S) 02/:_—m—mq—| o

(s

- 8] Thls electronlc communication documents the SAC's approval and
certification of the enclosed NSL. For mandatory reporting
purposes, the enclosed NSL seeks financial records for one
individual and his business.

(U) Arrangements should be made with the financial institution
receiving the enclosed letter to produce the records personally to
an employee of your office. The financial institution should
neither send the records through the mail nor utilize the name of
the subject in any telephone calls to your office. The institution
" should not contact FBIHQ directly in any manner.

{(U) You should remind the financial institution that it is -
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official signing the
enclosed letter as authorized to make the required certification.

(U) You are reminded that, in accordance with Section VII.B.S5 of
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations, you may
not disseminate information provided you in response to the
enclosed letter outside the FBI without prior FBIHQ approval.

(U} Any questions regarding the above can be directed to the[::::::]
Division, Attention: SA Case Agent), phone number

b2
b7E
b6
piC

NSL VIO-15999
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SERSET

- cl
To: Gengral Counasel Eram: o
Re: (S) 02/15;;;;; o
b7E
L7A
LEAD(s) :
Set Lead 1:
DIVISION oz
b7E
AT

(U) Deliver the attached letter as indicated above.

Set Lead 2:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate information needed to fulfill the
Congressional reporting requirements for NSLs. - -

*"

NSL VIO-16000



(Rev. 01-31-2003)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: _General Caunsel

From

Date: 04/14/2004

Attn: NSLB '

Attn: RA b2
b7E
bo
b7C

Contact: Sq

Approved By:

Drafted By:

Case ID #: (S) [:;:::::::;;;;;;:]Pending) bl
e - -%%) T B6F-HQ-CL b2

Title: (8)

Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data;

(-

: G-3

D ssify : X1

b7E
e

7

A\

b7A

and, if necessary, transmits
the NSL for delivery to the telephone company.

(8 of

Enclosure(s) : (U) Enclosed for

_letter dated 04/14/2004,

is an original an f a
addresse | 5]
re

R ’ ’
length of service, and local and long distance tell billing records

for captioned subject.

02
b7E
b4
b7D
813
L7C

Details: (S)

ss}q

~J O

-]
RENG!

oo oo

NSL VIO-16001



> ]

2
To: General Counsel From: E;;;;;;:] p7E
Re: - (8) 04/ LTA

(8]
bl :
b6
oiC
bTA
bl (s)]
b2
b7E
b6
7
ET (sl
1o
L7C
BTA ﬁQ This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory .
reporting purposes, the enclosed NSL seeks lncal and loana distance Dbl
toll bllllng records on telephone ‘number | bTA
(8-~ A(U) Arrangements should be made with the institution

receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
.telephone calls to your office. The institution should not contact
FBIHQ directly in any manner. )

(U)  You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

{U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required

certification.
(U} Any questions regardinag the above can be dirgcted to
Attention: SA telephone number
b2
b7E
be
picC

e

2

NSL VIO-16002



2 E bl

To: General Counsel From: E:;;::;:] 0
Re: (S} 04/T47200 B

b7A

LEAD(s) :

Set Lead 1: {(Action)

[ ] b2

AT b7E

(U) Deliver the attached letter as indicated above. Upon
receipt of information from the carrier, is requested to submit
results to

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

-

*

NSL VIO-16003
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/20/2004

To: General Counsel Attn:

Chler, NSLU

SA
From: |
Contact: SA b
b7E
Approved By: SAC| | L6
asad | T B70
CDC J i
SSA
Drafted By: |
] D
Case ID #: (s)| TPEnmaing) o
e e bgq 60F-HQ-C1303375 b
Title: (S) 'b
D
Syhopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company .
»XXQ Derived : G-3
Declas§ify : X1
Enclosure(s): (U) Enclosed for is an_original and a copy
of a letter dated 1/20/2004, addressed to

WT

NSL VIO-16004

2l

=1 Oy~ MO
J3

bl
b2
L7E
b4
L7D
bé
b7C



| e bl
To: General Counsel rom: b;
Re: (S . 0;7707—7'0'0'4" b7E

b7A
b4 _
p7D requesting subscriber information for the telephone number listed.
Details: (S)l
bl
b6
b7C
SR P2

approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information on
one phone number.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) ©On 11/09/2001, the Director designated the official
Signing the enclosed letter as authorized to make the required
certification.

iy - “ngj If a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the office opening the ,
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Unit, Office of the General
Counsel, Room 7975, the FBIHQ entity handling the operaticonal legal
needs of the National Security Division. This reporting is necessary

in order to provide information to Congress regarding the FBI’s use
of this authorityv as mandated by Congress.

(U) Any questions rpaarding the above can be di to
[::::::] to the attention of 3al at the :

Resident Agency

b2
L7E

SEoasT b6
5 | L7C

NSL VIO-16005



e

ToO: General Counsel From: bl
Re: {(S) Q172072004 b2
~7
b7A
LEAD (s) :
Set Lead 1: (Action)
b2
VT
AT b7E

{(U) Deliver the attached letter as—dindicated above.
Upon receipt of information from the carrier, is requested
to submit results to

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*

NSL VIO-16006



FEDERAL BUREAU OF INVESTIGATION

Precedence:

To: General

PRIORITY Date:

Counsel Attn: NSLB

02/10/2004

Attn: | IRA
.I

. SSRE I_|
D= SFQ
JON R Attn: SSA
b6
From: Xl
From: R
' RZ
—__contact: oSroO
Approved By:
Drafted By: joul .
. b2z
~ase ID #: (S Pending) BIE
b6
Title: (S) p7C
b7A

Letter (NSL)

Syhopsis: (U) Approves the issuance of an ECPA National Security

; provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company or electronic
communications service provider,

B L) Deri From : G-3
: : Declassi On: X1

18 FMI

Enclosure(s) :
original and a copy of a letter Tated

(U) Enclosed for

ST

NSL VIO-16007

Division,

requestiling e namne, aadres

Sy

Tength ot



§EDiEI bl
To: | From: | ! ' bz
Re: (g) /06/2003 D7E

bITA

long distance carrier accounts/ calling card accounts that have o/Y

vice, and local and long distance toll billing records for the any ?4
Zeen used by the phone number listed.

. sy

. bl
in
accordance wllLh Che ALLOrney General GuUldelines. The 1nivescigactlon
to date has revealed the following information.
E&j An investigation into captioned subject was jnitiated
I:S:I hosed nn infarmation which indicatred cantioned snbiect was
bl
b7A (s) |
bl
0o
biC
LTA
) S Mw/k<jwmA National Security Letter was issued to o
above listed phone filimbé¥s. The Billing-records for |
for the time periods requested indicate this number has
“shared by three subjects. They are:
(sy 1) bl
b4
. b7
S o1&
(8) 2) b7C
bh7A
(S) 3)
IR X% An initial review of the billing and toll records for
|‘ |indicate that several long distance carriers or
calling pard services have been billed from thisI:L:l
t Among these long distance phone . 4
(S) account, 2, i h1
calls have been bille 0 long distance service. ;
[ Jiong o1
_SErseT b7D
' hTA
2

NSL VIO-16008



SESRET
bl
To: | From: | b2

Re:"TST1 2/06/2003 b7E
LA
_ ¢ sul iber information and toll records are being
requested for all long distance service accounts and/or calling
card service accg hich are being called from or associated with
_ telephone number]| ol
: b4
[oNAD;
W77
-~ P8) This electronic communication documents the SAC's oA

approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long distance
toll billing records.

{U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your coffice. The institution should not contact
FBIHQ directly in any manner.

(U} You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official

signing the enclosed letter as authorized to make the required
certification.

NSL VIO-16009



PG

To: | | From:
Re: (S) 53/06/2003

LEAD(s) :
Set Lead 1: (Action)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

bl
bz
p7E
E7A

(u) NSLB is requested to record the appropriate
information needed to fulfill the CongreSSLOnal reporting

requirements for NSLs.

v

Set Lead 2: (Action)

b2
T AT b7E
(U) Deliver the attached letter as indicated above.
receipt of information from the carrier, Division is

requested to submit results to

*

NSL VIO-16010

Upon



tsn.w

‘and a copy of a letter dated 02/10/2004, addressed to

=g

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 02/10/2004
To: General Counsel Attn: NSLB |
Attn: " RE |
SFO I
Attn: Seg¢ 1
SA
From: | | b2
b7E
Conm:j .
o4
Approved By: | | b7C

Drafted By:
bl
Case ID #: (S) Pending) b2
s P8) 0 66F-HQ-C1303375 h:“
v . Sl R
Title: (S) o
b7
h7A

Synopsis: (U} Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company or electronic
communications service provider.

(i :%Q Derl E : G-3
Decl 1 n: Xl

A

Enchsu:exs):”‘}éﬁ Enclosed for Division; is an original

bl

yp{r b2

b7E

b6

piC
NSL VIO-16011



bl
b4
7D
b7A

bl

7D
b

b7C
b7A

|...l

SEsrrT
To:l__| From'l

Re: .|} 02/10/2004

oo oo
-1 N

o

b4

b7D
Tequesting Lhe name, address, 4

v

Iength oI service, and Iocal and Iong distance toll billing records L7
for the phone number listed.

Details: ($) |— B

() b"

b2
b7E
b6
b7C

}:’ 7 _LA.L

(S)

(S} A telephone applications check indic
that this number is assigned to the phone caf?3§?1

d 1!

1
indicatea that s the_new name for fter it merge
with several other companies. stace

requests should be sent to his GIfice.

- - mQ{) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long distance

toll billing records.
_SPerErT

2

NSL VIO-16012



| SEGRET )
To:l I Frnm'l ?E
sl

b7A

- Rer—]. Z710/2004

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records persgnally to
an employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not ccntact
FBIHQ directly in any manner,

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) Any questions reqarding the above can be directed to

|RA, Attention: SFO phone number

b2

LTE
bo
b7C

NSL VIO-16013



iSjWMszl I From:| I bl
Re: | 02/10/2004 2
b7E
biA
LEAD(s) :

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB 1s requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for
NSLs.

Set Lead 2: (Action)

AT Bz
b7k
){) Deliver the attached letter as indicated above and
submit results to RA. : .
*

NSL VIO-16014
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(5]

FEDERAL BUREAU OF INVES.'I'IGATION/

Precedence: ROUTINE Date: 02/02/2004
To: General Counsel Attn: NSLB '
rlma.l_ITech
ligence SSA
FCI
From
SA
Approved By:
b2
TE
b6
Drafted By: b7C bl
k2
.Case ID #: (S) Pending) 57E
T pR) T GBF-HQ-CI303375 - {Pending) he
. O ~
Title: (S) b7C
LA

Synopsis: X) Approves issuance of an ECPA National Security Letter

(NSL); provides reporting data; and transmits the NSL for delivery to
fhe telephone company or electric communications service provider.

970,

1.5y
X1

oo
1 DO

e
[

SPeRE?

NSL VIO-16015

Enclosuré(s): - P& Enclosed for iving lead office i original
and 3 copyv of an NS addressed to |

b4

7D

b

biC

bl
L2
D7E



[

(3

tsH

-

iy

- éyﬁﬁﬁT bl

j“mTo: General Counsel From: bi
Re:.. 02/02/20067 B7E
b7 A
requesting subscriber, local and long distance toll billing records
and length of service for the following:
(S)
Details:  (S) bl
b2
L7E
bé
B7C
b7A
F$& This electronic communication documents the SAC's bl
approval and certification of the enclosed NSL. For mandatory LA
reporting purposes, the enclosed NSL seeks subscriber, local and long
distance toll billing records on
- “)ﬁ) Arrangements should be made with the institution
rece1v1ng the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
felephone calls to your office. The institution should not contact
FBIHQ directly in any manner.
”“"C%i You should'remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.
C?{ On 11/08/2001, the Director designated the official

signing the enclosed letter as authorized to make the required
certification.

I ) If a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the cffice opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Unit, Office of the General
Counsel, Room 7975, the FBIHQ entity handling the cperational legal
needs of the National Security Division. This reporting is necessary
in order to provide information to Congress regarding the FBI's use
of this authority as mandated by Congress.

SERRET

2

NSL VIO-16016



(8)

To:

General Counse

Re: |-

Any qu

SpeREl |

From: bl
oz/oz/éoltmil b2

B7A

ation regardinag the above can he dire

cted to

Attention: SA

b2
b7E
bé
b7C

NSL VIO-16017



{5} To: Genmeral Connsel From: | | bl

Re: 02/02/20 2
b7E
7A

LEAD(s) :

Set Lead 1: (Action)
nZ

AT] b7h
(W) o e e Q§ . s
Deliver the attached letter as indicated above. Upon
: receipt of information from the carrier, is requested to submit

results to

Set Lead 2: (Action)
GENERAL CQUNSEL

AT WASHINGTON, DC

AU >§ NSLU is re queste d to record the appropr iate

information needed to fulfill the Congressional reportlng
requirements for the NSL's. )

*»"”

NSL VIO-16018



FD-542 (Rev. 01-31-2003)

‘égsgg@/NOFORN/ORcoanISA-DERIVED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/08/2004
To: Counterterrorism Attn: ITOS 1/CONTIS 1/T 2
108
SSA
General Counsel Attn: Legal Tech NSLB
Attn: SIA
From: no
Contact: SA b7E
b6
Approved By: | | 70
Drafted By:
Case ID #: (9) ending) .
m - - (8)  66F-HQ-CI303375 . e
Title: (S) b7E
b6
7C
b7A

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL) and an e-mail preservation request
letter; provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company or electronic
communications service provider. ’

1) I k{ Derive : G-3
Decl 1fy X

1 Adminrstrativerw~&ﬁ "This document contains information that is
Foreign Intelligence Surveillance Act (FISA) derived. This.
information, any information derived from it, may only be used in
criminal proceedings or any proceeding with the advance notice of the

SESRET/NOFORN/ORCON/FISA-DERIVED |

NSL VIO-16019
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8y

oy

G S RN I N et

-
O

oo o
]

Attorney General.

1

This information may not be disseminated to a
foreign government without Attorney General approval."”

bl
.y b2
%] b7E
- bl
Enclosure(s) : (U} Enclosed for| ]is an original D
and a copy of one letter dated 072708/2004 addressed tol | b7
W
| requesting the names, addresses, IP login b4
I5tOry, registration 1nformation, stored header information, address L7
books, electronic communication transactional records, lengths of E6
service, and presgervation letter for the e-mail address holder L7C
(faxed on 02/26/2004). -
L7A
_Details: (S| I
()
()
{Q\I I

SEERET/NOFORN/ORCON/FISA~DERIVED

2

NSL VIO-16020




(51

bl

p7C
p7D
b7A

bl
bt
b7C
L7D

h7A

bl

b7E
b6
b7C
bl
b6

7

7C
L7A

-

AL
bé
biC

bR

(&)

sy |

(S)

(s)l

(Q\I

o oo
<1 <l Oy
-

Mg
[

bl

b7A

(S)

WNOFORN /ORCON/FISA-DERIVED

3

NSL VIO-16021




bl
be
p7C
bI7A

1 00
it. | ' b7C
b7A
(S)
sl ;
hi
511 bs
bh7C
b7A
(S)
(S /NP /AT I
bl
DTA

[Q /ND /)J'I.'."\l

(S/OR/NF/FISA)

SBSRET/NOFORN/ORCON/ FISA-DERIVED

4

NSL VIO-16022
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NOFORN N/FISA-DER.,ED

(3

(S) bl

.-~ pSy This electronic communication documents the SAC's  D7A
approval and certification of the enclosed NSLs. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information on
1 e-mail address.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U) You should remind the electronic communications
service provider that it 1s prohibited from disclosing that the FBI
has made this request. .

(U)y ©On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

'“0{) If a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Unit, Office of the General
Counsel, Room 7975, the FBIHQ entity handling the operational legal
needs of the National Security Division. This reporting is necessary
in order to provide information to Congress regarding the FBI's use
of this authority as mandated by Congress.

(U) Any questions regarding the above can be directed to
Attention: SA phone number

b2
b7E
be
LiC

W/NOFORN/ORCON/ FISA-DERIVED

5

NSL VIO-16023
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9&1{‘1‘ /NOFORN/ORCON/FISA-DER. vED

Accomplishment Information:

Number: 1

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: COMPUTER ASSISTANCE

ITU: ELECTRONIC SURVEILLANCE

Claimed By h?
SSN: .
Name: b7£‘
Squad el

LS
NN ANV

sm)xa@NOFORN/ORCON/FISA-DERIVED
6

NSL VIO-16024



%T/NOFORN/ORCON/ FISA-DER.vED
LEAD (s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U) Read and Clear;
Set Lead 2: ({(Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U} NSLU is requested to record the appropriate
information needed to fulfill the Congressional reportlng

requirements for NSLs.

Set Lead 3: {Action)

AT 2

(U) Deliver the attached letters for as P}b
indicated above, Upon receipt of information fIom The 204
carrier, is requested to submit results to D7D

B Ad

s/}séfr/nopom/or{cou/ FISA-DERIVED
7

NSL VIO-16025



FD-542 (Rev. 01-31-2003)

@Q/NOFORN /ORCON/FISA-DERIVED

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/08/2004
To: Counterterrorism Attn: ITOS 1/CONUS 1/Team 2
I0S
SSA
General Counsel Attn: Legél Tech
Attn: SIA
From: b2
ontact: SA b7
: 813
Approved By: I B
Drafted By:
. 1 bl
Case ID #: (S) (Penaing) ~
OOL~OPTLLIOUSS Y b'-iﬁ
Title: (S) b6
b7C
LA
Synopsis: (U) Approves the issuance of an ECPA Natiocnal

Security Letter (NSL) and e-mail preservation request letter;

provides reporting data; and,

if necessary,
“for delivery to the telephone company or electronic

communications service provider.

iR .~O<) Derive rom : G-3
Declassi On: X1

transmits the NSL

Foreign Intelligence Surveillance Act (FISA) derived. This

@]

AdmiﬁiéﬁfatiVéz'm>%i "This document contains information that is

information, any information derived from it, may only be used in

criminal proceedings or any proceeding with the advance notice of the

MNOFORN/ORCON/FISA—DERIVED

NSL VIO-16026
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8) -

bl
bZ
bTE
Do
bic
bR

b7E
Do

biC
o)A

Attorney General} This information may not L _ disseminated to a
foreign government without Attorney General approval."

vmh(“

Enclosure(s) : (U) Enclosed for is an original
and a copv of one letter dated 0 addressed to

| TequestLing Lhe names,
addresses, 1P 1o0glin n1§tﬁf?T‘f@ngtfﬁtIUﬁ'TﬁTGLmation, stored header

information, address books, electronic communication transactional

records, lengths of service, and preservation letter for the e-mail

O"
~J

@] oy
RGPS NS VSN T N

=

(O ONICECHECHR O3
o

—Details: (s

(Q\I

!C‘\I

(S I

WT/NOFORN/ORCON/ FISA-DERIVED

T
w0

7
{
o

NSL VIO-16027
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bl

Do

b7C
b7D
bTA

bo

b7C
b7D
b7A

bl (S)

D2
b7

o

b7C (sl

T

bl
je]5)

p7C

b7A (s) |

bl

b6

b7C
bT7A

(5.
bl
b6
piC
b7A

(S)

fQXI

' -
s}%'r /NOFORN/ORCON/FISA-DERIVED

3

NSL VIO-16028



bl
o |S:|

b7C

p7A

bl ,

o1&
BiC

1 N
LA

(S

(S/OR/NF)

bl
b7A

[Q /MDD /AT I

b6

~J ~J

Ty

oy

(S/OR/NF/FISAL

oo o
~] ~d oy =
=)

5

MT/NOE‘ORN/ORCON/FISA—DERIVED

4
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322%E T /NOFORN/ORCON/ FISA-DEK.LVED

|oxi
6
7 C
o7 A

(sl |

b7A

. o &Q This electronic communication documents the SAC's

e -

approval and certification of the enclosed NSLs. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information on
1 e-mail address. C

{U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your 'office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U) You should remind the electronic communications
service provider that it is prohibited from disclosing that the FBI
has made this request.

(U) ©On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

coee - 3) If a preliminary inquiry is opened on the subscriber
ldentlfled, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing

slip to the National Security Law Unit, Office of the General

Counsel, Room 7975, the FBIHQ entity handling the operaticnal legal
needs of the National Security Division. This reporting is necessary
in order to provide information to Congress regarding the FBI’s use
of this authority as mandated by Congress.

(U)- Any quegtions regarding the above can be _directed to
Attention: SA phone number |
b7E
bo
bi7C

SESRET/NOFORN/ORCON/ FISA-DERIVED
5

NSL VIO-16030



550RET/NOFORN /ORCON/ FISA-DER. VED
Accomplishment Information:

Number: 1

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: COMPUTER ASSISTANCE

ITU: ELECTRONIC SURVEILLANCE

Claimed By .
SSN: b2
Name: bh7E
Squad e

biC

Q(QE T/NOFORN/ORCON/FISA-DERIVED

6

NSL VIO-16031



SS¥RET/NOFORN/ORCON/FISA-DER. vED
LEAD (s) :
Set Lead 1: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U} Read and Clear.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3: (Action)

b2
b7E
b4
(U) Deliver the attached letters for| as
indicated above. Iloon receipt of information from the
carrier i1s requested to submit results to

*

SESRE T/NOFORN/ORCON/FISA-DERIVED

7
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/18/2004

To: General Counsel Attn: NSLB
Legal Techl
Attn:l IRz
SFol
Attn:
From:
RAZITTE
ontact:
Approved By: SAC | bz
ASA | bL7E
CDC | | 56
SSRA B7C
Drafted By: 1 .
Case ID #: (8) Pending) bz
(S) 66r-HQ-CI303375 (Pending) b7E
(&) - L b6
b7A
(L. S . . . R
Synopsis: - -{&] To approve the issuance of a National Security
Letter (NSL); provide reporting data; and, if necessary,
transmit the NSL for delivery to the telephone company or
electronic communications service provider. b1
() e ~¢Q DeriZii;éggg;i: =S, o
Decl ity L 0 8 4 bL7E
b4
i53 R e 7D
be

)~ e

Enclosure(s) :. (&) Enclosed for is an original and a copy b7C
of a letter dated 02/18/2004, addressed fo

SpesEy

NSL VIO-16033



S|

To: General Cnoungel Erom: bz
Re: (S) 02/1872004 L7E

requesting telephone toll billing records
Tor the rollowling relenhane numhers -

bl
|: S :l FE e e . b L/i
B7D
b7A
Details: (s)
bl
b6
L7C
oA
LS \I
bl
b2
b7E
joXe
h7C
b7A
{S)

bo

OO
]
RS

SERRET

NSL VIO-16034
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To: General Counsel: Fro :J;;;;;;;]
Re: (§) 02

g
(o ee e}
NERNE N

¥
e
=

{S)

IQ\I

IQ\I

o “”““i%ﬁ The telepho ' the information is
requested are assigned to The toll billing
records and account information are requested to aid the FBI in

gathering .intelligence that will identify the captioned subjects role
and contacts with terrorists or terrorist activities.

a&; This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks Telephone Toll Billing
Records, subscribe i i ing

telephone numbers:

(U) Arrangements should be made with Lo i
the records personally to a representative of your orrice.
should neither send the records through the mail nor utiliZe € name

of the subject in any telephone calls to your office. The institution
should not contact FBIHQ directly in any manner.

(U) You should remind lthat it is prohibited from
disclosing that the FBI has made quest.

b4
SE“(T 57D

3

NSL VIO-16035



Spwar

To: Genarald Caounncal __Lraom: ‘ b2
Re: (9) 02/1;;;;;; b7E

b7A

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) If a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing slip
to the National Security Law Branch, Office of General Counsel, Room
7975, the FBIHQ entity handling the operational legal needs of the

National Security Division. This reporting is necessary in order to
provide information to Congress regarding the FBI's use of this

authority as mandated by Condgress.

(U) Any _auestians reqgarding the above can he direcied t
| pivision, RA, Attention: SFO at

b2
b7E
bo
b7C

NSL VIO-16036



SkerET

To: General Counsel From: |
Re: (8) OZ/L;;;;;;

o U
RTINS Ny
B

oo oy

LEAD(s) :

Set Lead 1: {Action)

[ ] s

b7H
AT] bo
_ L7C o
(U) Deliver the attachea Letter asr;ndlcaiﬁc above.
Upon receipt of information from the carrier, is
recquested to submit the results to RA, ATTN: SFO

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
1nformatlon needed to fulfill the Congressional reporting
requirements for NSL's.

*»

NSL VIO-16037
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o
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[5)

tUjﬁw

SELRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: General Counsel

RA/ITTFEF

Date:

Attn: N3ILB

02/18/2004

Legal Techl

Attn:

IRA

SEQ

Attn:l

From:
Contact:
Approved By:
CDEA
8S

SAC|
ASAC

_ Drafted By:

égéé\ID”ﬁ: )

‘“V@

Pending)

66F-HQ-C130337/5 (Pending)

Title: |

Syhopsi_g:_..ﬂ‘.,( )

Letter (NSL);'provide reporting data; and,
transmit the NSL for delivery to the telephone company or

bl
b2
b7E
Lo

b7C
b7A

To approve the issuance of a National Security

electronic communications service provider.

Deri ) ¢t G-3
Decl 1 n: 02/18/2014

(Ujmw”mm”wmgxi

if necessary,

Enclosure(s): -

E ~>é) Enclosed for
_of a letter dated 02/18/2004,

ig an aoriginal

addresse; tol

and T copy

%ESRQEF

NSL VIO-16038

bl
b2
L7E
b4
b7D
bo
kiC




o)
e

oo
31 oy

™0

o

bl

b7E
b
b7C

b7A

hl
o35}
b7C

DA

SESRET

bl
To: General Counsel EFrom: %I 52
Re: (S) 02/ bTE
.-\'7-L_ - .
b7A b1
, requesting telephone toll billing records Pf
LIor Llie LOLIOWING fele hone numhers: bID
Details: (3)
sl
(s) |

NSL VIO-16039



bl
To: Genpeal Couwncal —Gron: %I s
Re: (S) 02 2 W7E
(8. DA
bl
b7A
(s |
pl
ol
niC
DA
(8)
ol
D2
b7k
no
niC
DA
T E— - :pgi The telephone numbers for which the information is’
requested are assigned to The toll billing
oyl records and account information are requested to aid the FBI in
57D gathering intelligence that will identify the captioned subjects role
and contacts with terrorists or terrorist activities.
ﬁ&f This electronic communication documents the SAC's
1 .approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks Telephone Toll Billing
bh7A Records, subscriber _and account infaormation for the fallowing
|:5:| telephone numbers:
(U) Arrangements should be made with to v
the records personally to a representative of yoUr orrice.
WA should neither send the records through the mail nor utili e
:; of the subject in any telephone calls to your office. The institution
B7D should not contact FBIHQ directly in any manner. ’
(U} You should remind that it is prohibited from
b4 disclosing that the FBI has made thls fequest.
7D '

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

SEBRET

3

NSL VIO-16040




+ {
3 SEBRET
To: Generxal Counsel From: E;;;;;;]
Re: '~ (9) 02/

(U) If a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing slip
to the National Security Law Branch, Office of General Counsel, Room
7975, the FBIHQ entity handling the operational legal needs of the
National Security Division. This reporting is necessary in order to
provide information to Condress regarding the FBI's use of this

authority as mandated by Congress.

E
/A

CoDooT
<1 ~d D

{U) Any _guestions regarding the above can be directed taq
| |Division RA, Attention: SFO at

b2
b7E -
b7C

NSL VIO-16041



To: Genexral Counsel Fraom: E;;;;;;] Pl
Re: (9) 02/ D2

b7E

b7A
LEAD (s) :
Set Lead 1: (Action)
b2

AT b7E

(U) Deliver the attached letter asrindicaieg above.
Upon receipt of information from the carrier, is

it the results to R&, &ATIN: SFO

Set Lead 2: (Action)
GENERAL CQOUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSL's..

*

sx@ﬁ

NSL VIO-16042
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131

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/9/2004
To: General Counsel Attn:
Legal Techniclan, NSLB
Attn: IT
bZ
From: PR
Contact: SA b6
b7C
Approved By:
Drafted By:
e s b;
Case ID #:
b2 g
Title: (S) b7k
bo
h7C
b7A
Synopsis: (U)y Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits.the NSL for delivery to the telephone

company or electronic communications service provider.

}{) Classif] : G3
Decla on: X1 joy!
- b2
] L o2,
b4
Enclosure(s): (U) Enclosed for| Division is an 7D
Iuiﬂmljm_www to b6
| -~ biC

| requesting subscriber

and toll records for the telephone number listed.
% T

NSL VIO-16043



(3]

: bl

To: General Counsel From: g;;;:::] o2
Re: P/ 6/ 7k

jollAN
Details: (3]
bi
bo
bIC
LTA

(T

;é; This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information and
toll records on one phone number.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

-

(U)  You should remind that it is b4
-

prohibited from disclosing that the FBI has made this request. K7D

(U} On 11/09/2001, the Director designated the cfficial
signing the enclosed letter as authorized to make the required
certification.

.

v (U) Any guestions regarding the above can be _directed to
[:::::]EBI, Attention: 54 Itelephone number|

!

wNo~d PO

oo T
1 N
[

S

2

NSL VIO-16044



(3] -

To: Ge 1 ("nnnlqp’l Erom: F H2

DA

LEAD(s) :

Set Lead 1:

b2
AT b7E

: (U) Deliver the attached letter asrindiﬁared_above.
Upon receipt of information from the carrier,
division is requested to submit results to

Set Lead 2:
GENERAL COUNSEL

AT WASHINGTON, DC

{U) NSLB 1is requested'to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

-

*

NSL VIO-16045



(Rev. 08-28-2000) Wi

(5]

15)

sesREr ;

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/9/2004
To: General Counsel Attn: | »
‘ Lega! Technician, NSIB
From: o
Contact: SA b?E
bo
Approved By: n7C
Drafted By: bl
. : b2
Case ID #: b7E )
0o
Title: (S) 70
7A

Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if

necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.

Dec ify On: X1

o | |
b2

Enclosure(s): (U} Enclosed for! Division is an L7E

original and a copy of a letter date /2004, addressed to b4
B7D

number listed.

o

NSL VIO-16046



To: General Counsel From: I D/l\
tgj Re: . - 2/6/ p_/.,
b7E
LA
Details: (S)]
bl
b6
p7C
b7A
R — oo« D) This electronic communication documents the SAC's

approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information and
toll records on one phone number.,

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner. )

(U) You should remind that it is O
prohibited from disclosing that the FBI has made Lhis request. D7D

(U) On 11/08/2001, the Director designated the official
signing the enclosed letter as authorized to make the required

.certification.
(U) Any questions redgarding the above can be dgi
FBI, Attention: SA telephone number
b2
DTE
fol<
bhiC

NSL VIO-16047




(8 - To: Geperal Counsel From: ;;;;::::] bl

b7E
bh7A

_LEAD(s):

Set Lead 1:

oY
AT) bTE

is requested to submit results to

(U) Deliver the attached letter as_indi d above.
Upon recelipt of information from %Ef:fffjier, Division

Set Lead 2:

GENERAL CQOUNSEL

AT WASHINGTON, DC

{(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*"

iR

3

NSL VIO-16048



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/01/2004
To: General Counsel Attn: NSLB
Legal Techl
Attn: SSRAI ——
Attn:
From:
RA <y
bz
—_ Contact: SA )
’ b7E
Approved By: I bo
b7C
Drafted By:
. bl
m ... .Case ID #: (S) Pending) %1 )
- {g) T BBF-HQ-CI303375  (Pending) =
: BIE
Title: - (S) neé
niC
: bT7A
Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits

the NSL for delivery to the telephone company or electronic
communication service provider.

Deri om
Declassi On:

G-3
X1

(U) Enclosed for

q g 3 S, lengtn oI service and local and 1o
~distance toll billing records for the telephone numbers listed.

s

NSL VIO-16049

bl
b2
bTE
4
b7D
Lo
b7C



To: General Counsel - From: ﬁ% ’I:?
Re: (S) 03/ BIE

Details: (S) ?i

¥} » This EC documents the SAC’'s approval and
certification of the enclosed NSL. For mandatory reporting purposes,
the enclosed NSL seeks local and long distance toll billing records
on one telephone number.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U) On 11/09/2001, the Director designed the official
signing the enclosed letter as authorized to make the required
certification.

(U} Any questions regarding the above can be directed to
[%:::::]Q;gggigf, Attention: SA |telephone number
' p2
b7E
b6
b7C

NSL VIO-16050



Spexet

To: General Counsel From: bl
Re: (8) 03/0172004 B2
oiE
P7A
LEAD (s) :
Set Lead 1: (Action)
: b2
AT b7E
(U) Deliver the attached lett; indicated abcove. Upon
receipt of information from the carrier, is requested to
submit results to the Division, RA,

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON‘ DC

(U) NSLB 1is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

-

*

NSL VIO-16051



(Rev. 01-31-20u3)

{n

SBORET

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY

Date: 03/01/2004

To: General Counsel ' Attn: NSILB
Legal Techl
Attn: _ssral —
Attn:
From: |
RA
Tontacc: SA
approved By:l |
b2
h7E
bé
Drafted By: h7C
Case ID #: (S) Pending) bl .
m BoF-HO-CL303375 (Pending) b2
7E
Title: (S) ?
A neo
biC
bT7A

Synopsis: (U) Approves the issuance of an KCPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company or electronic

communication service provider.

%} - 'Derive rom :
Declassify On:

G-3
X1

Enclosure(s): (U} Enclosed for is ?n_axiainal_and_anf
conyv nf a Jatter dAated 03/01/20 ) Tooaml tn

irequesting the name, address, length of service

and local and Iong distance toll billing records for the telephone

numbers listed.

pecer

bl
b2
b7E
bi
b7D
bo
b7C

NSL VIO-16052




Details: (S)l

SMT bl
2

To: General Counsel From: | b7
Re: (8) 03/01/2004 '

b7A

A
—1

L.

o

= - (&) This EC documents the SAC's approval and
certification of the enclosed NSL. For mandatory reporting purposes,
the enclosed NSL seeks local and long distance toll billing records

on one telephone number.

(U} Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner. ‘

(U) ©On 11/09/2001, the Director designed the official
signing the enclosed letter as authorized to make the required
certification.

-

(U) Any questions regarding the above can be directed to

| |Divisioq, Attention: SA telephone number

b2
b7E
b6

b7C

NSL VIO-16053



L

To: General Counsel TFrom: b2
Re: (8) 03/01720024 b7E

' b7A
LEAD (s) :

Set Lead 1: (Action)

b2
b7E

AT | |

(U) Deliver the attached lettéer as indicated above.

Upon

recelpt of informatiop from the carrier is requested to

submit results to the Division, RE.

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulflll the Congressional reporting
requirements for NSLs.

*

NSL VIO-16054



{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/25/2004
To: General Counsel Attn: NSLB
Legal Tech.
From: 52
NTE
Contact: SA -
b6
Approved By: b7C
Drafted By:
' bl
Case ID #: (9) Pending) b2
| G6F-HO-CI303375 LT .
Title: (8) be
b7C
b7A
Synopsis: (U) Approval for the issuance of an ECPA National

Security Letter (NSL); provides for reporting data; and, if
necessary, transmits the NSL for delivery to the telephone company or
electronic communications service provider.

1] EE— b%) Derive : G-3
*  Decla fy X1

(53.””185|

an oricina and a conyg nf

redquesiLliIlg Tha Iladlle,
JOOIESS; LI8NgU Ol SEIrVICE, Iocal ana rordistance toll billing
records associated with telephone number]|

b1

, D7k

SPeRET b4
b7D
bé

picC
NSL VIO-16055



peREr

To: General Counsel Fr m:% b/:
Re: (3S) 02 L7E

oA

Details: (S) |

oo
] oy

N

¥

oo
@

sy |

ol
06
B7C
b7A

(S ]

bl
b6
n7C
bi7A

(s/NF) |

bl
b7A

NSL VIO-16056



SESRET b1 |

To: General Counsel From: b2 |
Re: (8) 02/72572004 b7E
b7A

I B

b
bz
O7E
oI}
07C
oA

bl
D2
o7E
Do

07C
TR

pl
o3}
B7C
B7A

NSL VIO-16057



SERRET o1

To: General Counsel From: E;;;;;;] b2
Re: (8S) 02/ b7E

b7A .
bl

(8] B

1 b7C
b7A
= |
ol
[o13)
b7C
b7A
(s J
bl
D6
b7C
b7A
(s) | | 1
b7n
(ﬂQ This electronic communication documents the SAC’s b1
approval and certification of the enclosed NSL's. For mandatory b6
S reporting purposes, the enclosed NSL's seek telephone subscriber Sﬂ
[5] “information and local and long distance billing records-fox be
cellular telephone. b7A

. (' A representative gf the office who has liaison

T |_uith| | shouro—eTTver the letter to

LTE

joli!

H7D {U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

(U) You should remind that it
is prohibited from disclosing thdTTnme BT TIas Maae LIS request.

_SEerET

4 : ‘7D

NSL VIO-16058



b2
BIE
b4
7D

{m

' M’r

bl
To: Gengral Counsel From: e
Re: (8) 02/2572004 O
E7E
p7A

(U) Arrangements should be made with
to produce the records personally to anm emplOyee Of the
ivision. should neither send the

—records through the mail nor utilize the name of the subject in any

telephone calls with the FBI.

B B @§) If a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Branch, Office of the General
Counsel, Room 7975, the FBIHQ entity handling the operational legal
needs of the National Security Division. This reporting is necessary
in order to provide information to Condress regarding the FBI's use

of this authoritv as mandated by Congress.

)  Any questions regarding the gbove can be directed fo
Attention: SA telephone number

NSL VIO-16059



SBRET

bl
To: General Counsel From: D2
Re: (S) D2 /2572004 pb7E
' b7A
LEAD (s) :

Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC .
e NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSL's.

Set Lead 2: (Action)

\
-d DN

AT| D7

(U) Deliver the attached letter as indicated above. Upon
receipt of information from the carrier, is requested to -
submit the results tog

*

NSL VIO-16060



(Rev. 08-28-2000)

e

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/04/2004

To: General Counsel Attn: I |

CT i NSL Branch
CTD SSA
From:l f | _ b7E

Contact: SA bo

Approved By: | |

Drafted By: bl
>
Case ID #: (S) _ Pending) biﬁ
n-3g)  66F~HQ-CL303375 D7k
‘ 0o -
Title: (S) L7C
b7A

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company or electronic
communications service provider.

m - (&) M: G-3
classify : X1
2 |
(5] |—m

Enclosure(s): (U} Enclosed forl |is an original and a copy
of a letter dated 3/04/2004, addresse

I
; [RequesTIng subscriber

information for the telephone number listed. .
51
b2

- b7E
A b4

jg E? 7D
v 6

biC

NSL VIO-16061



(Rev. 08-28-2000)

_sErwen

FEDERAL BUREAU OF INVESTIGATION

bl Details: (S)|

A

(- e '“ﬁﬂ This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purpcoses, the enclosed NSL seeks subscriber information on
one phone number. :

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBI HQ directly in any manner..

(U)  You should remind the telephone company that it is
‘prohibited from disclosing that the FBI has made this regquest.

(U) ©On 11/09/2001, the Director designated the officiél
signing the enclosed letter as authorized to make the required
certification. ‘

(U) Any questions reqarding the above can directed to
Attention: SA phone number

h2

h7E
bbb
b7C

s?m{z'

NSL VIO-16062



bl
To: General Counsel From: | 02
Re: (S) 11 -

b7E
b7A

LEAD(s) :

Set Lead 1: ‘ b2
b7E
b4
7D

AT

(U) Deliver the attached letter as indicated above. Upocon
receipt of Anfarmation froq is requested to submit
results to

Set Lead 2:
GENERATL COUNSEL

AT WASHINGTON, DC

(U} NSL Branch is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

-

*"

SESRET

NSL VIO-16063



(Rev. 01-31-2003)

SBRRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/03/2004
To: General Counsel Attn:
[egal Technicran
Attn:
From:
Contact: SA
Approved By: | b2
b7E
1)
' p7C
Drafted By:
Case ID #: (S Pending) bl
e 66F-HQ~-C1303375 D2
bT7E .
Title: (S) b6
' hiC
bTA

Synopsis: (U) Approves the issuance of an ECPA Naticnal Security
Letter (NSL); provides reporting data: and, if necessary, transmits
.the NSL for delivery to the telephone company.

(W %) Deriv om : G-3
Declassi On: X1
Enclosure(s): (U) Enclosed for ' 1gi
Ia letter dated 03/03/2004, addresse .

| [Tequesting the name, address, length
Of service, and local and long distance toll billing records for
captioned subject. : 51

B2

: bh7E
Spercl b4
£7D

el
b7C

NSL VIO-16064




(3]

b1
b2
SEeRET b7E

To: Generil_ggunﬁgf Attn: | Legal be
Technician Ny From [ ] ©iC

Re: (8S) 03/03/2004 b7A

Details: (S)

bl
L2
b7E
bé
b7C
b7A

(s) ]

bl
b6
b7C

b7A

I8% This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long distance DI

...tell.billing records. on telephone-number R7A

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner. '

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) ©On 11/09/2001, the Director designated the official

signing the enclosed letter as authorized to make the required
certification.

-

NSL VIO-16065



S | o1
b2

To: Generr.l_r:ou.ns.&'. Attn: | ) Legal b7
Techniciga atgn- | | From: A
Re: (8) 0370372004 Do
L7C
bT7A
(U) Any questions regarding the abcve can be direcfed to
Attention: SA telephone number
L7E
L&
nlC

- 'NSL VIO-16066



’ Seesar | -

To: Gener?l_ggggﬁgr Attn: egal b2
Technicign Aftn: Om: b7E
Re: (S) 0 " b6

L7C
TR

LEAD(s) :

Set Lead 1: (Action)

b2
b7

]

L

AT

v (U) Deliver the attached letter as indjcated above. Upon
receipt of information from.the carrier, is requested to
submit results to .

Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs. '

"
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/12/2004
To: General Counsel Attn:
Chief, NSILB
_|ra
From: I | o2
—5xTl ] o7F
Contact: S nE
Approved By: | | n7C
Drafted By: b1
case ID # (S) bnding) D2 .
) - }&) T6BF-HQ-C1303375 b7E
itle: S Lo
Title: (S) T
TA
Synopsis: (U) BApproves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone

company or electronic communications service provider.

Declassify on: X1

. bl
18 % ,
Administrative: (S//OR,NF) | b7E

Seser
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ry

Syseet

To: General Counsel From: E;;;;;;]
Re: (8) 03/

Mo

2
M

¥

sl e llox
-~
™

r

-

Details: (S)l

bl
b2
b7
ESHOR-NETT ALl FBI activities in support of
to include field investigations that
—include Jolnt Terrorism Task Forces (JTTFs), must be held and bl
limited to only those personnel with an absolute need-to-know
basis. All JTTF personnel to include members from other law
enforcement, intelligence and investigative agencies must
adhere to this need-to-know restriction. JTTF members may not
brief their host agency other than to acknowledge that their
activities are in support of a FBI HQ directed B
counterterrorism investigation. BTE
Enclosure(s): (U) Enclosed for | is an origi nd a 4
copy of a letter dated 03/12/2004, addressed to b7D
| Attention: .
| requestTing toll
Tecords LOr CIie Lelepnong numper IIsced.

]

bl

(&) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks toll record information on
one phone number.

(U) Arrangements should be made with the institution
receiving the enclosed letter to procduce the records personally to an
enmployee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

€

2
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i SEDH&T b1 |

To: General Counsel From: b2
Re: (3) 03/1272004 b7k
b7A

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

LI u"“w""migi If 2 preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Unit, Office of the General
Counsel, Room 7975, the FBIHQ entity handling the operational legal
needs of the National Security Division. This reporting is necessary

in order to provide information to Congress redgarding the FBI’s use
of this authority as mandated by Congress.

(U) Any questions regarding the above i to
Attention: SB3| phone number

~J1 3y ~d i
i
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SELRET
To: General Counsel From: I | bi
Re: (8) 03/ b2

b7E

b7A
LEAD({s) :
Set Lead 1:
b2
b7E

AT RA

(U) Deliver the attached letter as_indicated above.
Upon receipt of information from the carrier, is
requested to submit results to

Set Lead 2:
GENERAL COUNSEL
AT_WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*

PR

4
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/07/2004
To: General Counsel Attn: Legal Tech
NOLD
Attn: SSRﬂ
SFO
Attn:l |RA
IA
Counterterrorism . "Attn: AD Pistole
From:
SAC | -
Contact: |
Approved By: SACl |
Asad I s .
cDC o
SSRA o
0o
Drafted By: L 07C
Case ID #: (3) Pending) bl
m,u._\.,,ﬂ%—ﬂmnm[m (Pending) b2
. 66F-HO-C1213150~-NSL (Pending) bIE
Title: (S) 56
’ o' C
b7A
W
Synopsis: M This EC approves the issuance of one| |
National Security Letter (NSL) pursuant to 15 U.S.C. Section v: . .
sets a lead—and nravides renorting data to NSLB; and fransmits trhe b
NSL to FBI RA, for delivery to b7k

. ol
ol “”Qﬁ Deriveg;?QéS : G-3 ﬁ;D
: Declassify ©n: X25-1 !

(51 )

SPReET b2

NSL VIO-16072



e

To: General Counsel Erom: E;;;;;::] b%
Re: (Sl)]-e 03/0 b

b7E
(ORI b2
Enclosure(s) : '%) Enclosed for is_an oriainal and a b;l

of a letter dated 03/07/2004aT——a0Qresseq tOI v
I p7D

I |_r|reques 1ing a and a Inrormacion b6

in 1ts ri1les concerning the IistTed consumer. n7C
Details: (S

bl

Do

7

O]O
™y

(sl I

(s)]

bl
b6
b7C
bTA
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SpeET bl
b2
To: General Counsel From: E;;;;;:] b7E
Re: (S) 03/0 ‘-
b7 A
bl
b7A
IQ\I
(s) | I
(s}

”,Hwa~~55( This electronic communication documents the SAC's
-approval and certification of the enclosed NSL. For informational and
reporting purposes, the enclosed NSL seeks the consumer credit repcrt
and all other information in the consumer reporting agency's files of
one individual. ’

(U) On August 27, 2003, the Director delegated the
official signing the enclosed letter the authority to make the
required certification.
U) A representative of thel i iai
shou] i the Tetter to|
shou advise| hat Title 15 U.5.C. section loB8lvic)
prohibits_it from disclosing that the FBI has made this request. In ©n?
addition,l is prohibited from including in any consumer nTE
| b4
SEeﬁEi 07D
Do
3 p7C

NSL VIO-16074



SEﬁRET w1

To: Genergl Counsel From: b2
Re: (S 03/07720024 n7E
b7A

report any information that would indicate that the FBI has sought or
obtained such information.

(U) Arrangements should be made with |t o nrovide ok
ds personally to a representative of F¥BI | . bR
[:;f:ffffjshould neither send the records through the mail nor utilize py
€ name of the subject in any telephone calls to the FRI. b70

(U) Any i garding the above can be directed to
[:;::::]DiVis'“" = RA, Attention: SFO
p

one number

NSL VIO-16075



To: General Counsel From: . b}
Re: (S 03/0'77-;| 2

b7E
b7A
LEAD (s) :
Set Lead 1: (Action) D7
' b7k
___J b4
ATl b7D
(U} Deliver the aftached letter as indicated above. Upon
receipt of information from . is requested to
submit the results to Division at| |RA.

Set Lead 2: {Action)
GENERAL COUNSEL
AT WASHINGTON, DC

{(U)) NSLB is requested to record the appropriate
information as needed.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ Date: 03/07/2004

To: General Counsel Attn: | I Legal Tech
NSLB :
Attn: SSRal B
SFO
| Attn: £3 o
= gn
b7E
Counterterrorism Attn: AD Pistole bo
' bi7C

From:
SAC
Contact:

Approved By: SACl |

Drafted By:
Case ID #: (S) Pending) D!
I | WSL (Pending) D2
S ( 66F-HJ-C1213150-NSL (Pending) b7E
Title: (S) oo
itle: 57
b’7j\
() SYﬁOpslS:(M This EC approves the iss‘uance of one bz
National Security Letter (NSL) pursuant to 15 U.S.C.LEecEfoﬁ'TEBTE? bR
sets a lead and provides reporting data to NSLB; and transmits fthe 4
" NSL to FBI RA, for delivery to 7D
£ kb L
(- “‘""QQ Derif:§>ﬁqégq: G-3
Declassify ¢ X25-1
(S) ,hﬂl

SR

b7E
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To: Gen
Re: (S)

Enéi&éﬁfé(éff”>ﬁ6 Enclosed for

; SpegeT

ral Coiinsel From:

03/0772Z002

bl

b2
TE

b7A

is_an ariaginal and a

conv of a letter dated 03/07/2004 addressed tol

requestlng a consumer credltT report and ail lntormatlon

in 1ts files concerning the listed consumer.

Details:

(S)

(S)

bi

NSL VIO-16078
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(5]

b7E

L.
niC

b7A

Speslr o1
To: General Connsal From: I:I ij
Re: (S) 03/0772004 BIE

b7 A

bl
b7A

cenl [

(Sﬂ

el ]

)l

Ce — -~ (&) This electronic communication documents the SAC's

approval and certification of the enclosed NSL. For informational and
reporting purposes, the enclosed NSL seeks the consumer credit report

and all other information in the consumer reporting agency's files of
one individual.

(U} On August 27, 2003, the Director delegated the
official signing the enclosed letter the authority to make the
required certification.

SECRET

3
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bl
To: General Counsel From: %l o
Re: (S 03/0 =

L7E DA
bR e
0k
resentative of the Ioffice who has liai okl
| should deliver the Ietter to FBRI | 7D
Snou advis that Title 15 U.S.C. section 168Iv(c) 06
prohibits_it From disclosing that the FBI has made this request. In

~ 7
addition:l:El is prohibited from including in any consumer b7C
report any 1nrormacion that would indicate that the FBI has sought or

obtained such information.

(U} Arrangements should be made withl | o o vide ﬁ%“

ds personally to a representative of FBI =
[:hﬁtshould neither send the records through the mail nor utilize b4

e name of the subject in any telephcne calls to the FBI. b7D

(U) Any_questions regarding the above gan be directed to
[:;::::]Divisinn K IRA, Attention: SFO

phone number

)%
L78
b6

b7C
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To: Ge ral Croiinsel LFrom:
Re: (Sl)-Ie

LEAD (s) :

Set Lead 1: (Action)

aT

‘ (U) Deliver the at
receipt of informatiop from

03/0;;;;;; r7E

57 A

joys
DTE

b7D

submit the results to iDlVlSlOD aq

Set Lead 2: {(Action)
GENERAL CQUNSEL

AT WASHINGTON, DC

ated above. Upon
is requested to

|RA.

{((U)} NSLB is requested to record the

information as needed,

*"
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: General Counsel

Counterterrorism

From:| I

03/07/2004

l Legal Tech

Attn: | |RA

AD Pistole

SAacl

Contact:

Approved By: SAC

ASA

CDC

SSRA

Drafted By: L

Case ID #:

S)
iU} ........ )
! ) 66F-HQ-C1213150-NSL

{Pending)
(Pending)

Title: (S)

Synopsis: (¥ This EC approves the issuance of

one|

U.8.C. section 16

NSLB; and t its
delivery to

mujfg

sets a lead
e NSL to FBI]

NSL VIO-16082
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National Security Letter (NSL) pursuant to 15
and provides reporting

ata to
RA, for

-~y

b7E
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bl
b2
b7E
Lo
le
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b7A

oy
IOy

[
4

~ Y
St ?:/
~d

p;

\)‘ A
~.J

bl
02
L7E
bt
b7C

b7A
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@2@‘ bl

To: General Counsel From: %I bfﬁ
Re: (S 03/0 b7E

bTA

Enclosure(s): >§) Enclosed forl |is

copy of a letter dated 03/07/200&, addressed tol

an original and a

b2
bT7E
4

| Tequestin
1Nl 1Ls riles concerning

[Z0d aIT InTrormatrIo

che listed consumer.

| b7

n b6
bicC

_Details: (sl

5]

(sl
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ssemgr bl

To: General Caonnsel From: | b;E
Re: (S) o3/0'77¥|4 S

(S)

bl

b7A

bl
b2
b/E
bt
bi7C

b7A

L9

~J Bo
T

-3

@]

O 0T o
. ] J

|

(s J

bl
b7C
b7A

NSL VIO-16084



bl
b7E
b6
b7C
b7A

k‘) 4L

b7E
biA

_SESRET bl

b2
To: General Counsel From: | | KTE
: 7 4 L
Re: (S) 03/077200 e
(S”
() | |
(sl
(sl
(8)

{m -

}Q) This electronic communlcatlon documents the SAC's
approval and certification of the enclosed NSL. For informational and
reporting purposes, the enclosed NSL seeks the consumer credit report

and all other information in the consumer reporting agency's files of
one individual.

(U) On August 27, 2003, the Director delegated the
official signing the enclosed letter the authority to make the

required certification.
4
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SESRRT bl

To: General Counsel From: bz_ﬂ
Re: (8) 03/0772004 LTE
b7A o)
. b7E
Ul A representative of the| —loffice whg has liaison ba
shou] ' the Tetter to| FBI b7D
shou advise that Title 15 U.S.T. section 168Ivic) bé
prohibits_4if ITOmM disclosing that the FBI has made this request. In b7C
addition, is prohibited from including in any consumer '
report any Inrormation that would indicate that the FBI has sought or
obtained such information.
(U) Arrangements should be made with |+-o provide b2
records personally to a representative of FBI L7E

should neither send the records through the mail nor utilize R4
of the subject in any telephone calls to the FBI. n7D

(U) Any guestions regarding the above can be directad ta
| Division - RA, Attention: SFO
phone number ‘

NSL VIO-16086



SesReT

pl
To: General Counsel From: "o
Re: (S 03/07/2004 o
p7E
bTA
LEAD (s) :
Set Lead 1: (Action) b2
L7E
e
AT ‘ 7D
(U) Deliver the ;?Jt.t.agb.ed_Le.LmLa.s_in.d.iﬁated above. Upon
receipt of information fro is requested to
submit the results to Division at RA.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

({U)) NSLB is requested to record the appropriate
information as needed.

*

SPeRET
6
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(Rev. D1-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/09/2004
To: General Counsel Attn:
Legal Techniciar
Attn:
b2
From:
° bTE
Contact: S5A bo
bC
Approved By:
Drafted By: 4
b1l
Case ID #: (S) ending) Y
e - ﬂﬂw,g%) 66FP-HQO-C1303375 (Pending) BIE
Title: (S) b6 )
[oNE®
b7A

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
.the NSL for delivery to the telephone company.

(W) _b_{) ~ Derived/From : G-3
' Declassify On: X1 b1

B2
| tsnv-IM' i 075

Enclosure(s): (U) Enclosed for| lis an original and cony of
a2 letter dated 03/09/2004., addressed 1ol

requesting the name, address, length
OL Service, an ocal an ong distance toll billing records for
captioned subject.

02

BT
O/E

b/
EE; EE 07D

0o
oA
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51
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JEEY
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o
~J N>

oy

~1 1
™

To: Generﬁl_ggunsg; Attn:, Legal
Technician Attn: rom:
Re: (S) 0.

Details: (S)| |

elic ook

b2

~
~3
@)

(s) N1

o1
o7C

Wik

T¥) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and lonag distance
toll billing records on telephone numbers

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

SERRET

2
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To: Ge‘nerT.]_CQu.n.s.ellAAttn: I
Technician ttn:

Smen

Legal

bl

my Y
Oz

n7E

Re: (S)

0370972004

(U) Any qu

Attention: SA

stions regarding the above can be di

rom:

Do

p7cC
DA

ected to

telephone numbex

b2
b7E
bo
b7C
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SEpREY

LEAD(s) :

Set Lead 1: (Action)

~
b2

AT

(U) Deliver the attached letter as indi
receipt of informgtion fram the carrier,

submit results to

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

b7E -

pl

Legal b2

To: Generfl_ﬁnunseﬁ Attn:
Technician Attn: rom:
Re: (S) 0

b7E
Do
nic

DA

cated above. Upon

1s requested to

(U} NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

144
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/12/2004

To: General Counsel Attn: | |

hnician
o Ig: ' (
t: SA

Approved By ] |

Drafted By:
Case ID #: (S) Pending) bl
W (8) T GEF-HQ-C1303375 b2
bT7E .
Title: (S) vé
bhiC
b7A

Synopsis: (U} Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company.

e K) Derivec:\/ém : G-3 :
Declassify~On: X1 , bl
| I b2
[5) -b"‘

b7E

Enclosure(s): (U) Enclosed for Ii s an ovriginal and cany of 9
a letter dated 03/12/2004, addrbsseo—to] i;w

> ; b4
7 distance toll billing records for »D

captioned subject. bé
p7C

Seset
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18]

HE

To: GenerF.lJmms.e.J] Attn: | Lega N
AR R g bv”b

Technicig= be
Re: (8) 037IZ72004 o

| SEerET " b1

"o

From:

biC

b7A

: bl
(sl oo
b7k
bo
b7C
b7A

ils:

lc\l b1

bo6
bicC
pTA

bl
o138
kicC
LA

sy | |

N e

CoOoCOTo
~J N
=R ri

() This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long distance bl

toll billing records on telephone number B7R

{U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any

ey

2
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To:
Technici
Re: (S)

telephone calls to your office.

Gener

 —

Attn:
ttn:

s}@'r

03/12/2004

FBIHQ directly in any manner.

Legal %}L
From: M
oo

o"C

D72

The institution should not contact

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required

certification.
(U) Any qu
Attention: SA

stions regarding the above can be dir

telephone number

b2
b7k
ho
b7C

NSL VIO-16094

ected to




a :

‘5 E bl
To: Generrl_Cansef Attn: Legal b2
Technician Aftn: From: | b7E

Re: (S) 0371272004 ) b6

T AN
biC

b7A
LEAD(s) :

Set Lead 1: (Action)

b2
b7E

AT

(U} Deliver the attached letter as indicated above. Upon
receipt of informgtion from the carrier, is requested to
submit results tog

Set Lead 2: ({(Action)
GENERA‘L COUNSEL
AT WASHINGTON, DC
{(U) NSLU is requested to record the appropriate

information needed to fulfill the Congressional reporting
requirements for NSLs.

*"
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRICRITY | Date: 03/10/2004
To: General Counsel Attn: NSLB
Lega Tech|
Attn: SSRA [
Attn: IA Supervisor/
Attn: IA Unig I—|
Attn:
From: ' N
RA ol
: SA D7E
hé
Approved By: te
Drafted By:
bl )
Case ID #: (S) Pending) b7
w - D) BBE-HQ-CI303375 (Pending) L7E
Title: (S) Do
ni7C
h7A

Synopsis: (U) Approves the issuance of an Electronic Subscriber
National Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone company or
electronic communication service provider.

W) D%££z§§>E£§§;E: G-3
. De sify ;. X1
153 . mﬁ>®mm

Enclosure(s) : (U) Enclosed for s an original and one copy
of a letter, dated 03/10/2004, adqOrcssoad To

an
GNP RIS - VLY Y91~ 1 94 VP - - L P P S - LSS YIS VA Y YA AYAYL W16 S 5 bced tO

and, a1l

§§ﬁﬁﬁf bl
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P E

To: General Counsel From:
Re: (S) D3/I072004

(o]

b2
bk
(oY
D7D

original and one copy of a letter, dated 03/10/2004, addressed tol |b6

=

S e N

My
S

W7
and, Lo Ap.orlginal and one copv O g letter, date 4, SRR

addressed td . |

Details: (S)

o PRy This EC documents the SAC's approval and
certification of the enclosed NSL. For mandatory reporting purposes,
the enclosed NSL seeks electronic subscriber information for four ISP
accounts.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U) On 11/09/2001, the Director designed the official
signing the enclosed letter as authorized to make the required
certification.

-

' (U} Any questions rg i ‘ can be directed to
| lbivisi n, Attention: SA telephone number

b2
L7
b6

Ne¥g)
LR
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To: General Counsel From:J;;;;;;;:] Jé
Re: (S) 03

bIE
B7A

LEAD (s) :
Set Lead 1: {Action)
GENERAL COUNSETL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
‘requirements for NSLs. :

Set Lead 2: {(Action)

[ ]

b2
AT b7k
(U) Deliver the attached letter ag indicated above. Upon
receipt of information from the ISP is requested to submit
results to thsg Division, RA. '

Set lLead 3: (Action)

AT

(U) Deliver the attached letters _as indicated above.
Upon receipt of information from the ISP's, i s
requested to submit results to the DIvrsTIOon, | RA .

Set Lead 4: (Action)

AT
(U} Deliver the attached r as indicated above. Upon
receipt of infarmation from the I is requested to submit
results to the pivision, .
L7
" b7E

‘SP(T

3
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' ~ Date: 03/22/2004

To: Counterintelligence ~ Attn: SSHj |
_ CD-Ar—Roow ATR?

General Counsel

Chief, NSLU

SA
From:
SAC |
Contact:
-Approved By:l I | o)
b7E
]3]
L7C
Drafted By: bl
bz .
Case ID #: (S) Pending) wIE
~{(${ 66F-HQ-C1303371 ;6“
Title: (8) DTC
DTA
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and transmits
the NSL for delivery to the telephone company.

ey IR0 Derive rom : G-3
: Decl On: X1

bl
h2
), H7E
Enclosure(s) : (U) Enclosed for ;;::;;;;J is an and
Ia copy of 3 letter dated 03/22/2 sased to I
| i Tequesting name, address, length Of Service,
b2
bh7E
SERET b4
D7D
hé
h7C

NSL VIO-16099



bl

B2
7D

be

V7O
AL

b7A -

MT - | bl

b2
To: Counterintelligence Attn: SSA bTE
E;Esnex?l Counsel : :
bt
From: .
Re: ( 03/22/2004 BIC
‘ b7A

and local and long distance toll billing records for the
telephone numher listed

_Details: (S) |

oo - P8Y This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long distance
toll billing records on one number.

(U) Arrangements should be made with the telephone
company receiving the enclosed letter to produce the records

personally to an employee of the office. The telephone

company should neither send the records Through the miii fff ffﬁllze N
the name of the subject in any telephone calls to the bz
office. The institution should not contact FBIHQ directly in any b7E
manner,

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

.o {Uy ©On 11/09/2001, the Director designated the official
51gn1ng of the enclosed letter as authorized to make the requlred
certification.

(U) You are reminded that, in accordance with Section
VII.B.5 of the Attorney General Guidelines for FBI Foreign
Intelligence Collection and Foreign Counterintelligence
Investigations, you may not disseminate information provided to you
in response to the enclosed letter outside the FBI without prior
FBIHQ approval.

(U} Any questions regarding the above can be directed to
|Division, attention: SA phone number

jo )
D7E
bo
b7C

sponey

2
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s>@

To: Counterintelligence Attn: SSA
Counsel
From: bl
Re: 03/22/2004 65
bL7E
o33
e
AD {8} : -
LEAD (&) - b7
Set Lead 1:
b2
AT b7E

(U) Deliver the attached letter as indicated above.

Set Lead 2:

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*

NSL VIO-16101



(Rey. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/04/2004
To: General Counsel Attn: NSLB
Leaal 'T‘o("hl
Attn: =2,
SEFO
Attn: IA
From: - ‘
SAC Kenneth W. Kaiser B2
Contact: SFO R
. bT7E
Approved By: Kaiser Kenneth W. bo
b7C
Drafted By: )
bl
Case ID #: (3) Pending) b2
w - $%)  66F-HQ-CIl303375 .
b7z
Title: (S) bo
b7C
b7A
Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL): provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company or electronic
communications service provider.

O Derived : G-3
N perveert o
ES? “"bw{”

Enclosure(s): (S) Enclosed for Division, 1is an
original and a copy of a letter dated U370472004, addressed tol

bl
SPRRET | b2
b7E
b4
b7D

NSL VIO-16102 Lo

rre
S



e

o To:l lerom: | ' b2
) Re: 03/04/2004 b7}
b7A b4

.

b7h
requesting the name, address and © -
eng OL Service Ior two phoné numbers.

Details: : (S)l |
bl
L7A
(sl
bl
o2
bTE
b6
b7C
b7A
(sl
bl
b4
b7D
b7A
(S)
o - _
PS8 A check of Automated Case Support (ACS) /Telephone 54
applications (TA) indicated that the above referenced phone numbers éDTD

are phone numbers.

>§) Subscriber information for the above referenced
‘telephone numbers is being requested to help identifv associates of
captioned subject)|

isj'“

“}S) This electronic communication documents the SAC's

tm~N’”””approval and certification of the enclosed NSL. For mandatory - b
L7A
T
2

' NSL VIO-16103



et

To:r‘ Er~me:® )
igjuuwuque:Mnn é;/04/2004

reporting purposes, the enclosed NSL seeks subscriber information 57D
for two telephone numbers. M

oy

o}
JRIG [N I

e

oo

I~/

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to
an employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any

telephone calls to your office. The institution should not contact
FBIHQ directly in any .manner.

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required

certification.
(U) Any questions regarding the above can be directed to
| |[RA, Attention: SFO phone number
D2 )
b7E
b
b7C

NSL VIO-16104



8y

v_:‘p:rl?rnm'l— bl

| 73704/2004  DZ
b7E
L7A

LEAD (s):

Set Lead 1:

GENERAL COQUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate information
needed to fulfill the Congressional reporting requirements for
NSLs. :

Set Lead 2: (Action)

OO
~1 1O
3]

AT

I

M Deliver the attached letter as indicated above and
submit results to RA. :

L 44

NSL VIO-16105



(Rev. 01-31-2003)

r-y

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY 1 Date: 03/04/2004
To: General Counsel Attn: NSLB |
Attn: | RA
|
Attn: _TIAl
From:
' 2
Contact: I:I biF
Approved By: - bo
‘ B7C
Drafted By: .
Case ID #: (S) Pending) bl
o P8]  66F-HQ-C1303375 b2
Title: (S) | b7E
b6
b7C

Synopsis: (U} Approves the issuance of an EC?Apivdtional Security
Letter (NSL):; provides reporting data; and, if necessary, transnits
the NSL for delivery to the telephone company or electronic
communications service provider. ’

W N Derived™Ezom : G-3
>< Declassffy\Qn: X1

Enclosure(s): (U} Enclosed for IDivision, is
an original and a copy of a letter dated 03/04/200%, aadressed to

oUU

RO S

3

o

-4

o

SpesET

~3 oy =3l
r

oo
@

NSL VIO-16106



MT jol

2y - To:l | From: - b2
(2) rer—T 904/2004 B7E

bT7A ‘ b
requesting the b7D
name, address, and length of service for six phone numbers.
Details: (S)l
bl
b7A
(s
bl
b2
bTE
b6
n7C
bT7A
(sl
(S) _
bl
]2
1C
b7A
L. ) . ' :
"Pg) A check of Automated Case Support (ACS) "‘fvé'
| |indicated that the above referenced phone numbers T"’D
are phone numbers. O
- b2
X5) Subscriber information for the above referenced o7E

numbers are being requested to help identify associates of
captioned subject, )

E)-
sEsReT bl

P
2 DA

NSL VIO-16107



bi
e 54

iSJ”“~WMMT0:| | From:| | b7E
Re: ] 03/04/2004 b7A

T pTA

bl
b6
b7C
b7A

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to
an employee of your office. The institution should neither send
the records through the mail nor utilize the name of the subject
in any telephone calls to your office. The institution should not
contact FBIHQ directly in any manner.

(U) You should remind the telephcne company that it is
prohibited from disclosing that the FBI has made this request.

{U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required

certification. ‘ , -
(U) Any questions regarding the above can be directed to
|RA, Attention: SFO phone number
0z
»TE
ol @
n7C

NSL VIO-16108



T04 | IFrom: bl
A Rei— ;Io:a 04/2004 ’

LEAD (s) :
Set Lead 1:

AT

%T {

b2
b7E
b7A

-~

nZ
b7E

(U) Deliver the attached letter as Lndicated1
receipt of information from the carrier,

requested to submit results to RA.

Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTON, DC

above. Upon

Division

(U) NSLB 1is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSL's.

*"

SESRET

4

NSL VIO-16109
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY

To: General Counsel

RE

Date: 03/04/2004

Attn: NSIB

Attn:

Attn: Se
SA
From: I , v
Contactrl b7E
be
Approved By:l Te
Drafted By: .
N1
Case ID #: (S)| Pending) °_
() - e ( ) 6 6F—HQ—C1 3 03 3 7 5 o2
p7E
Title: (3) 0o
- plC
DTA

Synopsis: (U) Approves the issuance of an ECPA National Security

Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company or electronic
communications service provider.

(Tj- - &) Deriﬁb@iﬁrom : G-3
Declassify On: X1

o

Enclosure(s): (U) Enclosed for Division, is an original and

a copy of a letter dated 03/04/700%, addressed to

ol

NSL VIO-16110



(&

(%)

)

L1

(8]

L

To: | From:l | bg

Re:

03/04/2003 bE

b7A

requesting the name, address, and length of

Service ror two phone numbers.

b4
b7D

Details:  (S)

bl
b7 A

(S

1
oL

oY)

nTE
be
0iC
L7A

sdbsrribed Lo

(S}

Investi

jation revealed that captioned subiject '
T lohone number

A Natlons Security Letter was iIssued for

Subscriber information and toll records related toc this account.
provided toll records for this account. The

foilowlng]

[telephone numbers were among those

listed in the toll record information.

bl
b6

b7C
b7A

= X\ 7 check of Automated Case Support (ACS| |

ind

icated that the above referenced phone numbers

are

phone numbers.

D&} Subscriber information for the above referenced

numbers are being regne5Led_tQ_heln_idenL;fM_ASEQc;ates_Qﬁ_________1
captioned subject,

Sl
o

Ol e)
~1 DN =]
23l

_SBeer bl

5 b7A

NSL VIO-16111
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(e

o
R

Sorgg  °

)
-’ L

Fa

L

"TOJ IFrom: DTE

Re 4/2003 D7A
C&T This electronic communication documents the SAC's bl
approval and certification of the enclosed NSL. For mandatory b7

reporting purposes, the enclosed NSL seeks subscriber information

- far the faollowina faur nhnnﬁl numbers:

(U) Arrangements should be made with the institution

‘receiving the enclosed letter to produce the records personally to

an employee of your office. The institution should neither send
the records through the mail nor utilize the name of the subject
in any telephone calls to your office. The institution should not
contact FBIHQ directly in any manner.

{U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official |
signing the enclosed letter as authorized to make the required
certification.

{(U) Any guestions regarding the above can be directed to

IRA, Attention: SFO phone number

oo
~1 &
)

oo
~ N
O
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speegt

Re: ] ;;/04/2003 D2

h7E
-b -7
LEAD (s) : b1A
Set Lead 1:
L2
Al : L7E

(U) Deliver the attached lett indicated above. Upon
receipt of information from the carrier Division 1is
requested to submit results to .

Set Lead 2: (Action)

GENERAL COUNSEL -
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSL's.

*

Spesgr

4

NSL VIO-16113



(Rev. 08-28-2000)

-

18]

HH

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ Date: 02/28/2004
To: Counterterrorism Attn: SSA
108
General Counsel Attn: NSLB
Legal Tech
From:
: b2
ontact: ©SA biE
Approved By:| | ??
b7C
bl
Drafted By: b2
Case ID #: (S) pending) ©/F
v (X) Ger-HQ-C1303375 b7A
m.
Title: (%éq UNSUR (S)
Synopsis: (U} Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.

00 Deri%m : G-3
‘ Decl i On: X1

,}ﬁ\|

Enclosure(s): (U) Enclosed for is an orrainal_and_T
copy of one letter dated 01/01/2UU4 addressed to

et

NSL VIO-16114

oo
<3 [0

rr

oo oo
3
= I
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(=

S;EééT/NOFORN/ORCON/FISA-DEﬁ;.ED

Details: (S)

bl
b4
b7D
b7A

~{&) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks electronic communication
transactional records 1 website. '

{U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U} You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.
' (U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification. ’

{(U) Any questions regarding the above can be dirsctsd tn
Attention: SA , phone number

b2
B7E
b6

BiC

SEeReT

2

NSL VIO-16115



SS&ET/NOFORN/ORCON/FISA-DER.vED
Accomplishment Information:

Number: 1

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: COMPUTER ASSISTANCE

ITU: ELECTRONIC SURVEILLANCE

Claimed By: : ~
SSN: b2

Name: b7F
Squad ola

b7C

NSL VIO-16116



§E§RgT/NOFORN/ORCON/FISA—DER¢vED

LEAD(s): ‘
Set Lead 1: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and Clear.
Set Lead 2: (Action)
GENERAL COQUNSEL
AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*

s;s{m'
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(Rev. 01-31-2003)

1)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/25/2004
To: General Counsel Attn: | I

Attn: |
From

Contact: SA

Approved By:

b2
o/ E
Drafted By: _ b7C
Case ID #: (S) Pending) bl
o . o - - }¥) GBF-HQ-CI3U3I375 (Pending) i:’
TE
Title: (S) bo
b7C
b7h

Synopsis: (U) Approves the issuance cf an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company.

‘iUPWMMMEKS Derx From : G-3
Declassify On: Xl

Enclosure(s): (U) Enclosed fogq 1 Rob : . bIE
a letter dated 03/25/2004, addressed To b4“

| . 7 P ol b7
of service, and local and long distance toll billing records for b6
captioned subject. L0

Details: {S)

%’r

=

NSL VIO-16118
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oel
Y ~d D2

e,
i

loaN e’
~J
')

L4

(]
~1
i

iSj S

: A bl
SECPET b2

To: Gener?i_sgnnseﬁ Attn: Legal b7E

Technician Attn: From: o] 8

Re: (8) P3/25/2004 E nic
' b7A

._‘.,
"

Lo
_—

(}{ This electronic communication documents the SAC's

approval and certification of the enclosed NSL. For mandatory bl
reperting purposes, the enclosed NSL seeks local and long distance 6
toll billing records on teleplione numbers| le

{(U) Arrangements should be made with the institution DA
receiving the enclecsed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) oOn 11/09/2001, the Director designated the official
.signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regarding the above can be djrected to

Attention: SA telephone number

b2
L7E
o1}
7C

g

2
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SECRET

BN

To: Gener?l_ggunﬁglhéttn:. Legal [o ¥
Technician ttn: | From: L7 E
Re: (S) 0 =

o1 3
L7C

A/

T T
DTA

LEAD {s) :
Set Lead 1: (Action) §
[ 1 b2
A_.T_I | b/]'_'x

(U) Deliver the attached letter as indicated above. Upon

receipt of infor om the carrier, is requested to
submit results t

Set Lead 2: (Action)
GENERAL COQUNSEL

AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs,

4+

Ea

NSL VIO-16120



WHE
(Rev. 01-312003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/19/2004
To: General Counsel Attn: NSILB
Legal Tech| |
b2
Contact: S5SA bf’
biC
Approved By,
bl
Drafted By: N
. D7k
Case 1D #: (5) bnding) -
e gy TBBF-HYU-CI3U3375 (Pending) o/A
Title: (S)

wme.

Synopsis: P& Approves issuance of an ECPA National Security Letter
(NSL); provides reporting data; and transmits the NSL for delivery to
‘the telephone company or electronic communications service provider.

[ "K) Deri?{m: G3
|:S:| . DeclassiFy.On: X1

Enclosure(s): (S) Enclosed for receiving lead office is an original
and a canv of an NST addressed to |

'Wuestmg SubSCriber 1lniormation Lor the
Tollowing phone numbers with their respective dates of contacts:

(5)

P

sgmé'r }k:,A

NSL VIO-16121



bl
b2
b7E

b7A

{0l

MT b2

To: General Counsel From: b7E
Re: 7?7, 03/19/2004

(8]

':U:l e

‘”?é) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber information on
the following telephone numbers on their respective dates of contact:

(3) .
bl
be
B7C
b7.LAA.
m- . s .
}§1 Arrangements should be made with the institution

receiving the enclosed letter to preduce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
felephone calls to your office. The institution should not contact
FRIHQ directly in any manner.

’}é) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

signing the enclosed letter as authorized to make the required
certification.

C%i If a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the ocffice opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Unit, Office of the General
Counsel, Room 7975, the FBIHQ entity handling the operational legal
needs of the Counterintelligence Division. This reporting is
necessary in order to provide information to Congress regarding the
FBI's use of this authority as mandated by Congress.

stéT

2

NSL VIO-16122




To: General Counsel
Re: 272, 03/19/2004

o

¥

-

Any- qu

Attention: SA

From:

o

stion regarding the above can be directed to

B

subject was au

oo T
~3 N ~d DO
=

—
(]

investigation of

cnorized 1n accordance with The AtLLorney General

Guidelines based on the previocusly captioned information. This

subscriber information is being regquested|

|

-

bl
n2

SECRET

3

NSL VIO-16123
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To: General Counsel From: b2
Re: 22, 03/19/2004 nTE
LEAD(s):

Set Lead 1: (Action)

bZ
b7E

- .

X B

Deliver the attached letter as indicated above. Upon

receipt of 3 tion from the carrier,[::]is requested to submit
results to ‘

Set Lead 2: {Action)
GENERAL CQUNSEL
AT WASHINGTON, DC

[LLVRERR

NSLU is requested to record the appropriate
information needed to fulfill the Congressmnal reporting R
requirements for the NSL's

*"
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(Rev. 08-28-

ST :

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/6/2004
To: General Counsel Attn:
Legal Technicilan, NSLB
Division Attn:
From: 2
Contact: SA b?E
b6
Approved By: L7C
Drafted By: "
oL
Case ID #: (SJ b2 )
m - - {) 66F-HQ-C1303375 H7FE
o b6
Title: (8) e
LTA
Synopsis: (U) Approves the issuance of an ECPA National

Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
company or electronic communications service provider.

N )] ClassIifie : G3
Decla £ n: Xl

Wl o1

7 ‘ b2

‘ bTE
Enclosure(s): (U) Enclosed for%lDivision is 1qg] 4
and a copv of a letter dated 2/6 ._addressed to T

pib

Tequesting toll information LOfr telephone number

e
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SPersT

To: Generalp‘auncal _Lram: bl
Re: (S) /672004 b2
' b7E

Details: (S)I I

[

OToTUT

~J ~1

0

W - M) This electronic communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
repeorting purposes, the enclosed NSL seeks subscriber information on
one phone number.

(U) Arrangements should be made with the institution
-receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your office. The institution should not contact
FBIHQ directly in any manner. '

(U) You should remind the that it P4
is prochibited from disclosing that the FBI has made this request. L7D

L (U) On 11/09/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

{U) Any questions regarding the above can be directed to
Attention: SA telephone number

b2
>TE
b6

b7C
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_SwegT bl

To: General-—LConnge] Fram: y
Re: {s) 27672004 7

b7A
LEAD (s) :

Set Lead 1:

aT| L2
bhTE :
(U) Deliver the attached letter as_jindicated above.
Upon receipt of information from fhe carrier, Division

is requested to submit results to

Set Lead 2:
GENERAL COUNSEL
AT WASHINGTON, DC
(U) NSLB is requested to record the appropriate

information needed to fulfill the Congre581onal reportlng
requirements for NSLs.

*
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FD-542 (Rev. 01-31-2003}

FEDERAL BUREAU OF INVESTIGATION

Precedence:

To:

ontact:

ROUTINE

General Counsel

Date:

Attn: NSLB
Legal Tech

03/29/2004

Attn: NSL Service Coordinator (FCI)

SA

oor=nYP=Lisus35/9

b2

o7

b7C
Pending)
Pending)

From:

Approved BY:L

Drafted BY:

eI b )
ST

Title: (S)

Letter

bl
b2
b7E
be
kiC

(NSL); provides reporting data; and transmits the NSL for

delivery to electronic communications service provider.

- ..

MCQ

Deri rom
Decl ify On: X1

: G-3

Enclosed for receiving lead office is an oriagin

bl

D
4

b7E

21 4

and a conv of an NST, addressed tn

SUDSC

, aQdress,

eng <]

er ey

arn

[requesting
ad local and

long distance toll billing records for the phone number (s)

listed.

ot
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SECRET

To: General Counsel Attn: NSLB oY
Re: (S) 03/29/2004 O/
Details: (S) B
b2
b7 0
bh7E
b6
L7C
(S} Perl |rea est hibl
The TTQUESTEQ CELICPNONE i Y

subscriber information is necessary to fully identify the individuals~bVE

whom the subject has associated with, perhaps to the detriment of US [° T

‘national security. b7A

e - D&Y This electronic communication deocuments the SAC's
approval and certification of the enclosed N3L. For mandatory
reporting purposes, the enclosed NSL seeks toll record information
detailing activity and history in connection with the

following cellular telephons numbers and their respective bl
subscribers as of January 3, 2004: b6
- bIC
(- Arrangements‘should be made with the institution

receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
‘telephone calls to your office. The institution should not contact
FBIHQ directly in any manner. ' ’

(M ’;%3 You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

, i%) On 11/09/2001, the Director designated the official

signing the enclosed letter as authorized to make the required
certification.

(- ~w~w-w"wm“”“““>€3 If a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Branch, Cffice of the General
Counsel, Rcom 7975, the FBIHQ entity handling the operational legal
needs of the National Security Division. This reporting is necessary

B
2
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| Spsrer

To: General Counsel Attn: NSLB b1

Re: (S) 03/29/2004 =

.

in order to provide information to Congress regarding the FBI's use
of this authority as mandated by Congress.

b2
| e ;}Sf) Any questions regarding the above can be directed to DTE
Attention: SA ‘ Do

investigation of subject, a US person, was authorized in accordance

with the Attorney General Guidelines based on the previously bl
captioned information. This subscriber information is being b2
requested tol | b7E

NSL VIO-16130



SEBKRET
‘To: General Counsel‘Attn: NSLB -
Re: (8) 03/29/2004 Db?
nTE

Accomplishment Information:

Number: 1

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: NATIONAL SECURITY LETTER

Claimed By: )
SSN: bz
Nane: b7E
Squad| bt

b7C

NSL VIO-16131



spegr

To: General Counsel Attn: NSLB

Re: (S) L, 03/29/2004 b2
LEAD (s) : b7E
Set Lead 1: (Action)
b2
[ 1 bE
AT| - NSL SERVICE COORDINATOR

-
”fai) Deliver the attached letter as indjcated above. Upon
receipt of information from the carrier, is requested to

submit results to

Set lLead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

”“){i NSLB is requested to récord the appropriate
information needed to fulfill the Congressional reporting
requirements for the NSL's. -

144
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FD-542 (Rev. 01-31-2003)

i

H_miﬁgl

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE - Date: 03/29/2004

To: General Counsel Attn: NSLB
: Legal Tech

Attn: NSL Service Coordinator (FCI)

From:
Contact: SA b;E
Ny
Approved By: p
PP b7C
Drafted By: g%
Case ID #: (S) (Pending) b7E .
m- (3 6BF-HQ-CI303375 (Pending) b6
. ' b7C
Title: S T
i (S) bTA

Synops:.s%{) Approves issuance of an ECPA National Security

Letter (NSL); provides reporting data; and transmits the NSL for
delivery to electronic communjcations service provider.

N (%{ ve FroM

‘Enclosure(s): "’“'(X) Enclosed for receiving lead office is an original
and a copv of an NSI, addressed to

b

rTequesting subscriber b2
INIOIMaction Lo inclade € names, acddresses, and lengths of bIE
service for the below-listed e-mail address holder(s). ]:4
B7D

be

S/ESEQ - piC
:

NSL VIO-16133



_Sresi

ol
Tot:::z:?ﬁal Counsel Attn: NSLB o2
D7E -
Re! , 03/28/2004 7 Bl
O/ A ~
: bZ
b7h
Details: (S) L7
b6
biC
b7A
bl
(s) per| |req1est; b2
The requested telephone n7E
~Subscriber 1niormacion 1s necessary to fully identify the individuals ‘)7A

whom the subject has associated with, perhaps to the detrlment of US
national security.

""@55 This electronic communication documents the SAC's .
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks toll record information
detailing activity and history in connection with the bl
following subscriber: ' L

»b6

) - - ZES Arrangements should be made with the institution o7
receiving the enclosed letter to produce the records personally to an137n
employee of your office. The institution should neither send the
-records through the mail nor utilize the name of the subject in any

telephone calls to your office. The institution should not contact
FBIHQ directly in any manner.

- "““';éi You should remind the service provider that it is
prohibited from disclosing that the FBI has made this request.

(U -~ - ’m“““””"‘“"ag) On 11/09/2001, the Director designated the official
- signing the enclosed letter ‘as authorized to make the required
certification.

- ) 1f a preliminary inquiry is opened on the subscriber
identified, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Branch, Office of the General
Counsel, Room 7975, the FBIHQ entity handling the operational legal
needs of the National Security Division. This reporting is necessary

_Spere

2
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‘ SpsxeT bl

b2
To;__Genaﬁal Counsel Attn: NSLB K7E
Re: (3) , 03/29/2004  DJA

in order to provide information to Congress regarding the FBI's use
of this authorit as mandated by Congress.

o e (% Any quesiions regarding the above can be directed to

Attention: SA

_____ ““&Q

investigation of subject, a UGS person, was authorized in accordance
with the Attorney General Guidelines based on the previously

captioned information. i
requested t
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S T
W bl
Tol'_san.aial Counsel Attn: NSLB oY%
b7E
A

Re:r (3] , 03/29/2004

Accomplishment Information:

Number: 1 :
Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: NATIONAL SECURITY LETTER

Claimed By: bz
SSN: p7E

Name: hG
Squad S
NV BN
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SpeRET

Tot::i:jf{al Counsel Attn: NSLB bl
b2
ReT , 03/29/2004 g

LEAD(s) :

Set Lead 1: (Action)

AT

b7A

- NSL SERVICE COORDINATOR

L1 K

mhhf%? Deliver the

attached letter as indicate

b2
b7E

receipt of informatipon from
to submit results to

he carrier,

d above. Upon

is requested

Set Lead 2: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

o

“ (¥ NSLB is requested to record the appropriate

information needed to fulfill the Congressional reporting

requirements for the NSL's.

*
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/29/2004
To: Counterintelligence Attn: SSA| |
N CD~4C, Room 4066
General Counsel oy NSLB
) ' b7E Legal Tech
be
IC
From piIC
SAC |
ConEact_lz
Approved By{

Drafted By:
Case ID #: (S Pending) b]; .
(%) m66F-~HQ-C1303371 b2
b7E
Title: (S) bé
b7C
b7A

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and transmits
the NSL for delivery to the telephone company.

- - % Deriv rom : G-3
Declaséify On: X1

(3] _pal

Enclosure(s): (U) Enclosed foy is an origin

and a copv of a letter dated 03/7972004, addre bl
b2
| [TEqUES T A LE
address, Iength of service, and Iocal and long distance toll p
billing records for the telephone number listed. kb)‘tL

. ' b6
SESSET B7C
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) -

Details: (S)

MT : b1

To: Counterintelligence Attn: SSA b2
1 Counsel b7E

From: 143
' LA

OO0 00
~1 -1 oy =
= O

(U) Any qﬁestions reqarding the abgove can be direc
| bivision, attention: SA phone number

ST (B4 This electronic communication documents the SAC'S
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long distance
toll billing records on one number.

(U} Arrangements should be made with the telephone
‘company receiving the enclosed letter to produce the records
persconally to an employee of the office. The telephone
company should neither send the records through the mail-narutilize 19
the name of the subject in any telephone calls to the L7E
office. The institution should not contact FBIHQ directly in any fe

~ manner.

‘ (U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) ©On 11/09/2001, the Director designated the official
signing of the enclosed letter as authorized to make the required
.certification,

b2
p7E
bo

b7C
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%T | ;
' bl

To: Counterintelligence Attn: SSA b2
Counsel b7E
From: b6
Re: (S) 03/29/2004 °
pbiC
h7Aa
LEAD(s) :
Set Lead 1:
b2
AT E7E

(U) Deliver the attached letter as indicated above.

Set Lead 2:
GENERAL CQUNSEL
AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

*
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(Rev. 08-28-2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: RQOUTINE Date: 03/26/2004
To: Counterintelligence Attn: SSA |
. CD-4TC, Room 4066

General Counsel NSLB
_Tocoal Toach
From
SA(J fo
Cont56t71 »7E
Approved By: b6
. = p7C
Drafted By:
Case ID #: (S Pending) b} .
W 80 BBF-HU-CI3033 7T b2
p7E
Title: (3) b6
biC
BA
.Synopsis: (U) Approves the issuance of an ECPA Nationai

Security Letter (NSL); provides reporting data; and transmits
the NSL for delivery to the telephone company.

(-
">¥§) . Derived From : G-3
Decla Yy On: X1

18 _oa [

Enclosure(s) :
f 1

number listed.

Spesr

alle, ] e ’ 1
local and long distance toll billing records

NSL VIO-16141

is an ariaginal

bl

and a

for the telephone 57D

b7E
b4

14

b6
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e .
DL

To: Counterintelligence Attn: SSA b2
General Counsel : b7E
From: . né
Re: (S 03/26/2004 v
hiC
b7A
Details: (S) | |
bl
Do
b7C
b7A
“ESi This electronib communication documents the SAC's
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks local and long distance
toll billing records on one number.
(U} Arrangements should be made with the telephone Ef"
, J’.‘.‘_J

personally to an employee of the office. The telephone

company should neither send the records through the j utilize

the name of the subject in any telephone calls to the office.
E3e%0

The institution should not contact FBIHQ directly in ler..

company receiving the enclosed l%fffr fi produce the records
re

(U) You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) ©On 11/09/2001, the Director designated the official
signing of the enclosed letter as authorized to make the requlred
certification.

~

(U} Any questions regarding the above can be directed ta

pPivision, attention: SA phone number
o2
DTE
b6
b7C
SE T
2
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et

To: Counterintelligence Attn: SSA bl
1 Counsel b2
From: h7E
Re: (S 03/26/2004 e
b7C
b7A
LEAD(s) :

Set Lead 1:

by -
AT b7E

(U) Deliver the attached letter as indicated above.

Set Lead 2:
GENERAL COUNSEL

AT WASHINGTON, DC

{U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

144
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FD-542 (Rev. 01-31-2003)

SE /NOFORN/ORCON

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/25/2004
To: Counterterrorism Attn: SS | FJ
IAI
General Counse]l Attn: Lega ec
Attn: SIA
F
rom 1o
Contact: SA b7E
’ e
Approved By: n7C
Drafted By: o
oL
Case ID #: (S) Pending) bZ
e 08) ook -HQ-CLl303375 O7E .
) N
Title: (S) po
nlc
DA

Synopsis: (U) Approves the issuance of an ECPA National
Security Letter (NSL); provides reporting data; and, if
necessary, transmits the NSL for delivery to the telephone
‘company or electronic communications service provider.

{m }{) Derived Ffom : G-3 _ bl
Declassi On: X1 o ¥

(g - hod b

b4

b7D

Enclosure(s): (U) Enclosed for is an opigij - bo
| and a conv of one letter datred O bh7C

Tequesting € names, addresses, ogin
HisLory, regiscracion information, stored header information, address
books and lengths of service for the E-Mail address holder listed.

@)RE T/NOFORN/ORCON
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)

AL R—

(s/oc/NF)

Dl
Do

piC
blA

(%) This electronic communication documents the SAC’Ss
approval and certification of the enclosed NSL. For mandatory
reporting purposes, the enclosed NSL seeks subscriber
information on one E-Mail address.

(U) Arrangements should be made with the institution
receiving the enclosed letter to produce the records
persconally to an employee of your office. The institution
should neither send records through the mail nor utilize the
name of the subject in any telephone calls to your office. The
institution should not contact FBIHQ directly in any manner.

{U) You should remind the electronic communications service
provider that it is prohibited from disclosing that the FBI has made
this request. '

(U) ©On 11/039/2001, the Director designated the official
signing the enclosed letter as authorized to make the required
certification.

""“""“>§) If a preliminary inquiry is opened on the subscriber

identified, it is the responsibility of the office opening the
preliminary inquiry to advise FBIHQ. This may be done by routing
slip to the National Security Law Unit, Office of the General
Counsel, Room 7975, the FBIHQ entity handling the operational legal
needs of the National Security Division. This reporting is necessary
in order to provide information to Congress regarding the FBI's use .
of this authority as mandated by Congress.

(U) Any questions reagarding the above can be directed to

Attention: SA phone number
b7E
L7C
sépééw/NOFORN/ORCON
2
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Accomplishment In.ormation:

Number: 1

Type: NSL TO COMMUNICATION CARRIER PREPARED & APPROVED
ITU: COMPUTER ASSISTANCE

ITU: ELECTRONIC SURVEILLANCE

Claimed By o
SSN: De
Name: b7E
Squad o3¢

biC

@SQT/NOFORN/ORCON

3
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LEAD(s):

Set Lead 1: (Info)

- COUNTERTERRORISM

AT WASHINGTON, DC

{U) Read and Clear.

Set Lead 2: (Action)

GENERAL COUNSFETL

AT WASHINGTON, DC

(U) NSLU is requested to record the appropriate
information needed to fulfill the Congressional reporting

requirements for NSLs.

Set Lead 3: {Action)

indicate
carrier,

]

——

(U) Deliver the attached letter for| as

ahove., IInon receipt of information from the
is requested to submit results to

"o

,fgﬁiﬁg/NOFORNIORCON
4
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(Rev. 01-31-2003)

SM

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE : Date: 04/06/2004
To: General Counsel Attn: Deputy General Counsel
NSLB '
Attn:

From3 ol
£: SA ol

oo
Approved By:L o7C

Drafted By: o1
_ b2
Case ID #: (S) (Pending) BTE
o -AX)  66F C1303375 >
im : 0
Title: (S) |_ p7C )
FOTHER nIE

Synopsis: (U) Approves the issuance of an ECPA National Security
Letter (NSL); provides reporting data; and, if necessary, transmits
the NSL for delivery to the telephone company. '

weo | '
, ”“”(>6, Deriv rom: G-3
Decla:;<§y On: X1l : bl
b2
512 q o

Enclosure(s): (U} Enclosed for| |iq an original and conv of b7D
1a letter dated 04/06/2004, addresse o) né

p7C

'requestlng the subscriber's name, address,
Tength ot service and toll records for the listed telephone number.

Details: (S)

@xﬁ bl
b6
B7C
bTA
NSL VIO-16148



, b1
To: General Counsel From:J;;;;;;;:] b2
Re: (S) 4 b7E

biA

ﬁS( This electronic communication documents the SAC's
approval ‘and certification of the enclosed NSL., For mandatory

reporting purposes., the enclosed NSL seeks subgcriber information and

toll records for[

(U) ~ Arrangements should be made with the institution
receiving the enclosed letter to produce the records personally to an
employee of your office. The institution should neither send the
records through the mail nor utilize the name of the subject in any
telephone calls to your coffice. The institution should not contact
FBIHQ directly in any manner.

(U} You should remind the telephone company that it is
prohibited from disclosing that the FBI has made this request.

(U) On 11/09/2001, the Director designated the official

signing the enclosed letter as authorized to make the required
certification.

(U) Any questions regarding the above can be directe
Attention: SA telephone number

O

o5 o o
=1 oy =l DN
O

71

LEAD(s) :

NSL VIO-16149
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SE

To: General Conunsel  From: bl
Re: {S) 04/ b2
D7E
b7A

Set Lead 1: {(Action)

b2

ar| B7E

(U) Deliver the attached letter as indicated above. Upon
receipt of information from the carrier, is reguested to
submit results to

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB is requested to record the appropriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

* : .

NSL VIO-16150



