be

From: | loGo) (FBI) B7C
Sent: 107 11:14 AM B2
To: (OGC) (FBI) b7
Suybject: FVV:| F)ivision NSL/IOB Scenarios Memorialized ‘
SEM
RECORD 278] [40879 '
b6
b7C
Here's the summary of NEBL issues ?ran Hope it heips. jb2
b7E
ﬁb6 . T Original Message---—-
hicC From: I —]0GC) (FBI)
b 2 Sent: Monday, February 05, 2007 3:54 PM
i To: (FBI)
b7E Subject: REI Pivision NSL/IOB Scenarios Memorialized

SR&T

RECORD 278 |20879

Thank you for memonalizing these jssues. They are all great questions and it will be helpful for _b ¢
everyone 1o have further quidance on these issues. in fact, | just received ancther email asking b7c
hese exact wsues Thank you for your help with this

----- QOrigina === t e
From: FBI) -
To: oso el Jwoeo) (FBI1Y; | | bz

(OGC) (FBI) ER
cc: , (FBI) b7E
Subject: enarios Memorialized

T
RECORD 27§ 40879

Duplicate Email OGC Employee 26
NSL VIO-33187



Duplicate

DERIVED FROM: G\&FBI Classification Guide G-3,
Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 3
SECRET

DERIVED FROM: G-3 FBI Classification Gujde G-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 3
SECRET

DERIVED FROM: G-3 FBI Clasgffication Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 3

SECRET

NSL VIO-33188



bé DECLASSIFIED BY S51797duh k3t /ods

| P
bic From: 0GC) (F8l)

:bé. Sent: 11:49 AM

b7E To: (OGC) (FB)

:g;%{ FVV| |D|'vision NSL/IOB Scenarios Memorialized

RECORD 278§ 40879

b6
b7C
— »
Here's the summary of N8L issues from Hope it higlps, b7E
b 6 Qriginal M
; N riginal Messagea----
b7 c From: L OGC) (FBI)
b2 Sent: Q2007 3:54 PM
: To: [ FBI)
bYE Subject: : ivision OB Scenarios Memorialized

SECRET
RECORD 27§| I_40879

Duplicate Email date 2/5/07 this section

bé
————— Original Message----- jb e
From: FBI) b2
Sent: 3:43 PM .
To: _ oac) (Fery] bac) (ren)| ] b7E
(OGO (FRIY
Cc: | FBI)
Subject: IVISION cenarios Memorialized

SEQHET ]
RECORD 27 40879

NSL VIO-33189

Duplicate Email OGC Employee 26



DERIVED FROM: G-3\FBI Classification Guide G-3, dated 1/97, Foreign L PL1cate

Counterintelligence Inyestigations
DECLASSIFICATION EXEMPTION 3
SECRET

DERIVED FROM: G-3 FBI ClassKication

Investigations
DECLASSIFICATION EXEMPTION\3

SECRET

ide G-3, dated 1/97, Foreign Counterintelligence

DERIVED FROM: G-3 FBI Classiﬁc Guide G-3, dated 1/97, Foreigh Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 3

SECRET

DERIVED FROM: G-3 FBI Classification Guide

Investigations
DECLASSIFICATION EXEKPTION 3

SECRET

G-3, dated 1/97, Foreign Counterintelligence

NSL VIO-33190



From: L ] (OGC) (FBI)

Sent: Thursday. March 29, 2007 9:32 AM bo
To: mom) FB) p7C
Subject: T Funner Guidance Relating to IOB Issues
S
RECORD I0B DECLAZST ¢ OASEY Y dub kAt ek
0f 12-07
FYi
----- Original Mess30asssas .
From: i I (OGC) (FBI) b6
Sent: Wednesday, March 28, 2007 4:32 PM b7 C
To: OGC) (FBI) ’
Cc: (OGC) (FBI)
Subject: RE: Further Guidance Relating to IOB Issues
SE
RECORD I10B
Julie, in the meeting on F.riz:z‘ay;r |
D5
b6
b7¢C

So piease et me know if | misinterpreted the Friday dialogue. '?‘hanks.D

----Original Messagi___l -----
From: OGC) (FBI)

Sent: Wednesday, March 28, 2007 11:40 AM
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)
Subject: Further Guidance Relating to IOB Issues

SEEET
RECORD IOB

Duplicate OGC3-IOB,

] (T

oo
1

Section 16

NSL VIO-33191



Duplicate 0OGC3-I0B, Section 16

NSL VIO-33192




Duplicate OGC3-I0B, Section 16

NSL VIO-33193




Duplicate OGC3-I0B, Section 1&

NSL VIO-33194




Duplicate OGC3-I0OB, Section 16

DERIVED FROM: G-3 FB| Classification Guide G-3, dated 1/97, Foreign
Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification fuide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classiffcation Gude G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

NSL VIO-33195



DECLASZIFIED BY £5179/duhksr/
ON. 13-07-Z2007

From: | kOGC) (FBI)

Sent: ' 79, M

To: _ (OGC) (FBI)I IOGC) (FBN
Subject: FW: Further Guidance Relating to 1OB Issues

SECE%T

RECORD IOB

Do you khow anvthing about Valerie's quesion? Thanks,

----- Original Message-----

From: CAPRONI, VALERIE E. (OGC) (FBI)

Sent: i 7 12:10 PM
To: 0GC) (FBI)

Subject: FW: Further Guidance Relating to IOB Issues

SE%T

RECORD IOB

b5

----- Original Messagaazsa bé

From: FBI) T e

Sent: i L 12:02 PM jb /¢

To: OGC) (FBI) b2

Cc: CAPRONI, VALERLE E. (OGC) (FBI) B7E

Subject: RE: Further Guidance Relating to IOB Issues e

SECRET

RECORD I0OB

b6

This is very helpful advice for CDCs. b7cC

hant

CDC Advisory Committee

----- Original Iil:;;aa_l----- bé
From OGC) (FBI) b?‘:

: Wednesday, March 28, 2007 12:40 PM
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)

Subject: Further Guidance Relating to IOB Issues
SEGRET
R C Pl'\ [TaY-]

Duplicate 0OGC3-I0R, Section 16

NSL VIO-33196



Duplicate OGC3-I0B, Section 16

NSL VIO-33197



Duplicate OGC3-I0B, Section 16

NSL VIO-33198



Duplicate OGC3-I0B, Section 16

NSL VIO-33199



Duplicate OGC3-TI0B, Section 16

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, F%qn
Counterintelligence Investigati

DECLASSIFICATION EXEMPTIO
SECRET

DERIVED FROM: G-3 FBI Classification Guide ed 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classificati reigh Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

Guide G-3, dated 1/97,

NSL VIO-33200



ide G-3, dated 1/97, Foreign Counterintelligence

DERIVED FROM: G-3 FBI sification

Investigations
DECLASSIFICATION EXEMPTIO

SECRET

NSL VIO-33201



DECLASSIFIED. BY 65179/ dub /k 21
ON. 12-07-2007

From: | koce) (FBI) be
Sent: Monday, January 29 2007 2:45 PM -
To: B} OGC) (FBI) b7c
Subiject: FW: IOB Handbook
SES%EE
RE I0B
Here it is
---==Original Messi,g_--- bé
From: 0GC) (FBI) .
Sent: Friday, December 08, 2006 8:50 AM b7C
To: HQ-DivD9-NSLB
Subject: RE: 1I0B Handbook

Duplicate CTD/NSL responsive records (CD) volume 13
RECORD IOB

----- Original Messagg-—---

From: I OGC) (FBI) 6
Sent: Thursday, December 07, 2006 3:36 PM

To: HQ-Div09-NSLB b7C
Subject: 10B Handbook

SERET
AR IAD

Duplicate CTD/NSL responsive records (CD) velume 13

NSL VIO-33202



Duplicate CTD/NSL responsive records {CD) volume 13

DERi}gED FROM: Mul’l/ple Sources
DECLASSIFICATION/EXEMPTION 1

NSL VIO-33203



DECLASZIFIED BY 65172 duh/kar oak
BN 12-07-2007
From: OGC) (FBI) »
Sent: 2008 AM bo
To: (FBI) b7C
Cc: 1 GC) (FBI) 1o
Subject: FVW. TOB ssues .
S b7E

RECORD 27 40879

—1 b6
Thanks for your comments that you made i your 2/4/2007 . To clarify the reporting BIC

reguirements for NSLs please read emall trait below.

b6

----- Original Message----- -
From: [ Josc) (ren) bic
Sent: 2:18 PM b2

To: FBI) ‘
co | Jocc) (rany b7E
Subject: SSUES

o
RECORD 274 |40879
b5
—
bicC

F talked wit CL’JC' about these issues. He summarized our
gonvergation i an emall Delow that is very tiseil] 1

b5

The second issue is more of an issue that your field office should determine. However,
frorn what | have seen, it is typically the case agent who reviews the NSL results.

t hope that these answers help. Please let me know If you have any other questions.

| b2
anonal secuny Law Branch bE

Office of the General Counsel )
b7C

NSL VIO-33204



Wbt are ygur thoughts?

b7E
bé

Gl

] b7C

————— Original Messpaa

bé

From: lFBI)

Sent: ﬁmwmmai&‘}a PM

To: 0GC) (FBI)| foce) (re1); |
7 =~ 1“1\

Cc: (FBI)

Subject: IVISION cenarios Memorialized

SEC
REC

4087¢Duplicate Email OGC Employee

26

NSL VIO-33205

b5

v

b7cC
b2
b7E

(



Duplicate

DERIVED FROM: G-3 FBIClassification Guide &-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMRTION 3

SECRET

DERIVED FROM: G-3 FBI Classification,Guide G-3, dated 1/97, Foreian Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION

SECRET

DERIVED FROM:; G-3 FBI Classification Quide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTAON 3

SECRET

NSL VIO-33206



DECLABSIFIED BY 63178/ /duhiker cak

on.12-11-2007

From: OGC) (FBI)

Sent: ursday _Marc 2007 1111 AM
Subject: : ssues Relatng to the Inspection Division's Audit

S

RECORDMNOB

Did the Inspeaction Division raise this as a problem?

----- Original Messaggzz== b6
From: I () b7C
Sent y 2007 11:07 AM .

To: hGC) (FBI) b2
Subject: RE: IOB Issues Relating to the Inspection Division's Audit b7F

SE%ET
RECORD IOB

How is the fact that there is no NSL in a particular file an error, of even an issue’?

----- Original =58
oo — Y
Sent: ednesday, March 21, 2007 4:22 PM
To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (0GC) (FB[_________JINSD) (FBI)
Subject: 10B Issues Relating to the Inspection Division's Audit

T 4 -
I%IOB Duplicate CTD/NSL-CD volume 19

b6
b7cC

NSL VIO-33207



Duplicate

DERIVED FROM: G-3 FBI Classification Guide Mated 1/97, Foreign
Counterintelligence Invedtjgations

DECLASSIFICATION EXEM
SECRET

DERIVED FROM: G-3 FBI Classi G-3, dated 1/97, Foreigh Counterintelligence

NSL VIO-33208




Inve}tifations
DECLASSIFICATION EXEMPTION 1

DERIVED FROM:A5-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFI

NSL VIO-33209



DECLASSIFIED BY 65175 dmhi/k
oW 12-11-2007

From: | (OGC) (FBI) }
Sent: Thursday, March 22,2007 3:40 PM b6
To: IJAQM.ALI.I.LI.ILLLQQQ\.LEIBI) BIC
Cc: OGC) (FB; DGC)
(FBI)

Subject: FW: |OB Issues Relating to the Inspection Division's Audit
S T

RD IOB
Julie

| realize how busy your are, but wantad o bring two reocourring issues to vour attention.

1. CDDraised an inleresting point as stated below. Further | bave received
1

any vanations of this same qiestion |

Several CDCs have arquad| |

k Laced
b6
bh7¢C

o The following jasue has also Deen raiced. I I b5

Do you think that this should be considered a potential 1OB violation? My epinion is that

it should not. | e——————————————

Thank you.

be
----- Original Mesrﬂbl b7C
From: (FBI) b o)
Sent: =1, 2007 6:08 PM :
To: 0GC) (FBI) b7E
Subject: RE: I0B Issues Relating to the Inspection Division's Audit
SE T
D IOB
be
hicC

One guestion concerning the reportability. You noted the need to report "If the EC

NSL VIO-33210



does not contain the telephone number/account number listed in the NSL". b5

o |Jr b6
I What are b7C

vour thoughts? Thanks.

----- Original oo
From mmw (re1) b6
Sent: Wednesday, March 21, 2007 4:22 PM .

NSD) (FBI) b7C

To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI)

Subject; 10B Issues Relating to the Inspection Division's Audit

SBCRET : - ot ~
R D 10B Duplicate CTD/NSL-CD volume 19

NSL VIO-33211



DERIVED FRQM: G-3 FBI Classifi% Guide G-3, dated 1/97. Foreign
Counterintellighpnce Investigation
QN EXEMPTION 1

Duplicate

DERIVED FROM: G-3 FBI Clagkification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXENP

SECRET

DERIVED FROM: G- FBI Classification Gukje G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICAT/ON EXEMPTION 1

SECRET

NSL VIO-33212



bé
b7C
b2
b7E

bé
b7¢C
b2
b7E

b6
b7cC
b2
b7E

DECLASSIFIED EY 651738/ dah/ksricak
0% .12-11-2047

From: | PGC) (FBI)
Sent: 10:37 AM
To: DGC) (FBI)
Subject: FW: 1OB lIssues Relating to the Inspection Division's Audit
UNCLASSIFIED
NON-RECORD
FYi
----- Original Message-----
From: THOMAS, JULLE F, (QGC) (FBI)
Sent: i o M
To: GCL(FRIT | G)Y)
Cc: Jocc) (Fa1)] JiNsD) (FBI); FBI_ALL CDCs
Subject: RE: IOB Issues Relating to the Inspection Division's Audit

UNCLASSIFIDuplicate Emalil OGC Employee 70
NON-RECORD

----- Original Message-----

From: J(OGC) (FBI)

Sent: Friday, March 23,2007 8:02 AM

To: FBI)

Cc: THOMAS, JULIE F. (OGC) (FBI) OGC) (FBI)
iect: . i [nsnection Diviciang Aludit

Duplicate Emailil OGC Employee 70

----- Orig maa )

From: (FBI)

Sent: c 07 3:44 PM

To: (OGC) (FBI)

Subject: : ssues Relalng to the Inspection Division's Audit
SECNET

RE D IOB

Duplicate Email 0OGC ENglyioeszis



| Duplicate
b6

N o

b7C From: (FBI)

) 2 Sent: 2007 4:42 PM

. TE To: OGC) (FBI)

o Subject: RE. Ssues nerating to the Inspection Division's Audit

S T
R RD IOB . : .
Duplicate Email OGC Employee 70
/
————— Original Message_———-

b 6 From: GC) (FBI)
) Sent: Wednesday, March 21, 2007 4:22 PM
b7C To: HQ-Div09-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (0¢) (FBI_______kINSD) (FBI)

Subject: OB Issues Relating to the Inspection Division's Audit

/%’fbuplicate CTD/NSL-CD volume 19
RD I10B

NSL VIO-33214



Duplicate

NSL VIO-33215



Duplicate

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-33216



DECLASSTFIED BY 651763 duk fk sroal
Ol 12-11-20087

bé
From: | _Loce) ey »IC
Sent: I.MaudaLMamh.ZE_ZQN 11:03 AM
To: GC) (FBI)
Subject: FW: 1OB Issues Relating to the Inspection Division's Audit
UNCLASSIFIED
NON-RECORD

----- Original Messagaazas
From: I

QGC) (FBI)

AM

Sent:
To:

Friday, March 23, 2007 9:0

C) (FBI)

b7c

Cc: OGC)

N N
(FBI)

Subject: RE: IOB Issues Relating to the Inspection Division's Audit

Julie, tam confused, | |

b5
bhs
b7C

----- Original Message-----
From: THOMAS, JULIE F. (OGC) (FBI)

Sent: w:m.&mqm PM be
To: 0GC) (FBI); (OGC) (FBI) :
Joac) (re); IGC) (FBI) b7cC
: ssues Relating to the Inspection Division's Audi

Cc:
Subject:

UNCLASSIFIED
NON-RECORD

1. Agres
2. Agree

Julie F. Thomas

DGC, National Security Law Dranch
Office of the General Counsel

Room 7975

202-324
202-324

..... Oridi S
From: i OGC) (FBI)
mm;;hﬂl 2007 4:14 PM

(OGC) (FBI); THOMAS JULIE F. (OGC)

b2

fax)

FBI) bé
GC) (FBI)

Ce: PGC) (FBI)
Subject: RE: IOB Issues Relating to the Ins

NSL VIO-33217

b7C



b5

----- Original Mes;

e A E— oY »
Sent: Thursday, March 22, 2007 2:40 PM b6
To: THOMAS, JULIE F. (OGC) (FBI) bC
Ce: (oce) (ren)l 0GC) (FBI)

Subject: FW: 10B Issues Relating to the Inspection Division's Audit

SECRET Duplicate email this file

REC 10B

NSL VIO-33218



bé

w7 From: I IFBI)
. SQIF‘ Wednesday, March 21, 2007 6:08 PM
bz To: oGe) (FBI)
RE: TOB Issues Relating to the Inspection Division's Audit

b7E

Duplicate email this file
D I0B

From: | JoGe) (Fe1)

‘ Sent: Wednesday, March 21, 2007 4:22 PM
be To: Hi-DiVOQ-NSLB; FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FB[D

B INSD) (FBI)

Subject: Ssues Relating to the Inspection Division's Audit
SE Duplicate CTD/NSL-CD volume 19
RE! D 10B

NSL VIO-33219



Duplicate

DERIVED FROM: G-3 FBI Classi ion Guide G-3, dated 1/97, Foreigh

NSL VIO-33220



Cobuterintelligence Investiggfions
DECIMSSIFICATION EXEMPTION 1
SECR

DERIVED FROM:\G-3 EBI Classification Guide G-3, dated 1/97, Foreign
Counterintelligenca\Mivestigations

DECLASSIFICATI XEMPTION 1

SECRET

DERIVED PROM: G-3 FBI Clasgification Guide G-3, dated 1/97, Foreign
Counterptelligence Investigatids

DECLPSSIFICATION EXEMPTION\

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-33221



bé
b7C

bhé
b7C
b2
b7E

b6
b7¢

DECLASSIFIED BY &517%/dmh/kerfcak
O 12-11i-2007

From: | | (oce) (FB))
Sent: Monday, March 26, 2007 12:40 Rl
To: THOMAS_JULIE F. (OGC) (FBIL_ foce) FBI);

GC) (FBI)
) to the Inspection Division's Audit

Duplicate Email OGC Employee 70

----- Original Messjé
From: T I(FBI)
Sent: Monday, March 26, 2007 12:32 PM
— ST
Subject: RE: IOB Issues Relating to the Inspection Division's Audit
SE Duplicate Emall OGC Employee 70
REC 10B
7 A Y

---=-Original 'hiﬂﬂ_‘
From: 0GC) (FBI)

Sent: Wednesday, March 21, 2007 3:22 PM

To: HQ-Div09-NSLB; FBI ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI INSD) (FBI)
Subject: IOB Issues Relating to the Inspection Division's Audit

SECRET Duplicate CTD/NSL-CD velume 19

RECQ@RD IOB

NSL VIO-33222



Duplicate

NSL VIO-33223



DERIVED FR‘&\GQ FBI Classificatiotf Guide G-3, dated 1/97, Foreign
Counterintelligency Investigations
DECLASSIFICATIONNEXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classifi

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

tiof Guide G-3, dated 1/97, Foreign Counterintelligence

DERIVED FROM: G-3 FBI Classifigation Guide §-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTIOM 1

SECRET

NSL VIO-33224



b6
b7C
b2
b7E

KL " INFORMATION CONTATNED
HEREIN 15 UNCLESSIFIED

From: OGC) (FBI) DATE 12-11-2007 BY 65179/duh/ksr/cuk
Sent: .

To: (FBI)

Subject: FW.T0B matiers

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Below is the email to which vou were referring. Please feel free to call me if you have any other
igestions ragarding this issue. Thank you,

bh7cC

Counterintellicence Law Unit

(20232

----- Origin e

From: l koac) (FBI)
Sent: Friday, April 07, 2006 3:47 PM

To: I.EBJ.AJ.I.GDQ_I(
Cc: OGCYFBIY] |

| OGC) (FBI): THOMAS, JULIE F. (OGC)
(FBI);] |
(OGC) (FBI)
Subject: FYI - IOB policy
SENSITIVE BUT UNCLASSIFIED
NON-RECORD

This is the current IOB policy:

1) Late annual LHMs and late 10 day LHMs are not reportable as potential IOBs, consistent with
the EC which OGC issued within the past year that stated such a policy and the rationale for the
policy, based upon changes in the October 2003 Attorney General Guidelines. However, the field
should be aware that Inspection Division focuses upon such reporting violations during
inspections and is not adverse to having them reported as |OBs if deemed of sufficient
importance or magnitude.

2) Investigations that expired and were neither closed nor renewed at the time of expiration do
have to be reported as potential |IOBs, regardless of whether there was any investigative activity
that took place after expiration of the investigation. While it is likely that the situation will not be
reported to the 10B if no investigative activity took place after expiration and prior to renewal or
closing of the investigation, some such situations may be reported if that lag time was sufficiently
great. If there was investigative activity during that period of time, then the situation most likely
will be reported to the I0B as unauthorized investigative activity.

3) If we receive information pursuant to an NSL that was not sought by the NSL, due to an error
by the recipient, the improper collection should be reported as a potential IOB. Contrast this

NSL VIO-33225



situation to one where the recipient takes a broad reading of the NSL and provides information on
associated accounts as is commonly done in the criminal area. There are no problems with that.

_ OGC will be issuing official guidance to reflect the principles set forth above shortly.
bé
b7C

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-33226



DECLASSTFIED BY 65179./dub/ker/oak

ON 12-11-2007

. From: | l(oGe) (FBY)

b6 Sent: 5 326 PM
b7C To: Bl)

2 Subject: FW: 10B Policy

Y7 S T

DYE REZQRD IOB

----- Original Messaagazzzs
e e— 0
Sent: Wednesday, November 29, 2006 4:20 PM

To: FBI_ALL CDCs
b6 Cc: THOMAS, JULIE F. (OGC) (FBI){ koac) (FeD) (OGC) (FBI);
. ,7 0OGC) (FBI)
b7C Subject: 10B Policy

S

RE! D IOB

The Revised IOB Policy was uploaded into ACS yesterday - 278 HQ C1229736 Serial 2570. I've
attached an electronic copy to this email for your convenience. Please don't hesitate to call
NSLB if you have any questions about |OBs.

bhé
bh7C
G Assistant General Counsel

e National Security Law Branch
(202) 324|j

10B External
suidance.wpd (37 ..

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classificatio i dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION

SECRET

NSL VIO-33229



bé
b7C

b6
b7C

DECLAZZTFIEL BY 65179, dub/ksrfoak
O 12=11=2007

From: (OGC) (FBI)
Sent: Wednesday, January 31 2007 11:15 AM
To! GC) (FBI)

Subject; FVV. TOB Policy
SECR
RECORDNQB

Here's g copy of the 108 policy. Thanks for your help on asset investigaitons,

————— Original Messpad
From: Jocc) (ren)
Sent: Wednesday, November 29, 2006 4:20 PM

To: FBI_ALL CDCs
Cc: mﬁmn lOGC) (FBI) (0GC) (FBI);
[OGCT B
Subject:
ShcR Duplicate email this file
D IOB
Y
DERIVED FRQM: G-3 FBI Classification Gliide G-3, dated 1/97, Foreign Counterintelligence

DERIVED FROM: G-=3 FBI Cla

Investigations

EXEMPTION 1

ication Guide G-3, dated 1/97, Foreian Counterintelligence

Investigations
DECLASSIFICATION EXEM

SECRET

NSL VIO-33230



ALL INFORMATION CONTAINED
HERETH 13 UNCLASSIFIED o
BATE -12~11=2007 BY &517%/ dubi/kar/ cak

From: | (OGC) (FBI) bé

Sent: ﬁsdaﬂhﬂ“iﬂ 1:40 PM bIC

To: (OGC) (FBI) (OGC) -
(FBI)

Subject: FW: IOB question

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Ancther guestion that | will include on the list. Will write a guestion and answer o discuss issue
below,

————— Original Messgaa

From: 0GC) (FBI) b6
Sent: onday, Marc , 2007 12:19 : ©
To: IJHQMAS—]LII.LLLLch) (FBI);l lOGC) (EBI b7C
Cc: OGC) (F (OGC) (FBI)

Subject: RE: IOB question

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

NS

i agree w‘sthl Iar@?v&ig that the below scenaric is ot a potential 10B. I

A Thoted] ) _ b6
[ Do you agree” Thank h7C
Ib — b5
----- Original .
From: b
Sent: h7C
To:
Subject:
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b
b2
b7E
he
| [ My thought is thai _ ] bic
| |there is no IOB or potential IOB.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-33231



b6 From: (OGC) (FBI)

' Sent: 7216 PM

bre To: [ EOGC) (FBI)
Subject: FW: 10OBs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

----- Qriginal Me:
From: Sr“ kosc) (1)
Sent: Wednesday, April 05, 2006 9:31 AM

To:
|

cc: ﬁ{‘(”\f:nT\~I

I (OGO (FRI - THOMAS (ULIE F (OG()
(FeD); |
(OGC) (FBI)
Subject: FW: IOBs

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Julie Thomas the deputy General Counsel_has dete{mined I

b5
b6
b7C

There is going to be an EC to this effect in the near future, but this policy is cumrently effective

bée — Onginal Messaaa
b7c From: I(OGC) (FBI)

NSL VIO-33232



b6

Sent: ' 22 PM b7C

To: (FBI) '

Cc: | :ﬁoeo (FBI) ;bE

Subject: TOBs b7E

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

Concerning| 1 land | just talked to Julie Thomas on this issue. She

wanig ]
b5
b6
b7C

| know this is new, so we will be sending something out

on this.

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-33233



b6

b7cC

b1
b2
b7E

-
(@]

5

he
h7C
b2
b7E
bl

b7C

b2

bl

b7E

b6
bh7C
b2
b7E

""" RECORDy

SE&&‘ DATE: 12-11-2007

TLAZITIFIELY BY S5IT8/ b/ /K317 EIJ’
REASOH: YU {eY
DECLEASSTIFY 0H: 12-31=2034

From: (OGC) (FBI)

Sent: 58 PM
To: I I(OGC) (FBI); (OGC)

(FBI)
Subject: FW: NSL Results
SECRET

Unfortunately, | think that the below incident has o be reported as a PIOB and the information
has to be seguesiered. What do you think?

From: JFBI)
Sent: Wednesday, March 28, 2007 2:56 PM

To: OGC) (FBI) ALLINED
Subject: : esults WHERE "3

SECRET
RECORD

HTAINED
TFIED EXCEPT
UIA OTHERWISE

1

_leace mrovide o st s thoaitte abont e aiy 1
b6
bi7C
PIOL, Sequester e [eSUNs, 1C 7 :b2
b7E
b5
[0S | | :b 4
I I b7D
---- Original Mess%
From: FBI)
Sent: Wednesday, March 28, 2007 2:22 PM
To: (FBI)
Subject: - FW: NSL Results
SECRET
REQORD
b5
be
bicC
B2
b7E

From __J(FBD)
Sent 007 3:07 PM
To: (FBI)
Subject: FW: NSL Results

NSL VIO-33234




SPSRET
bl

) SECRE
[7s - RecoRy

A handwringer?

————— Original Mes
From: tf::::::;:;JwM)
Sent: Tuesday. March 7 12:31 PM

To: %F D

Cc: [ IFen); Jcren) (FBI) bé
Subject: NSL Results b7 C
SECRET b2
|: S :| - REGORD b7E
bl
bé
b7c
b4 :‘eceived the results of an NSL that your office sent]__ Irh
b7D reguested information under 1681 (u) (a). | noticed that in responding to the NSL that
bl [ Imay have provided full credit reports for the subjects in question s the
B case agent and the case number i | wanted to advise you of this situation in

, (S) case you want to review the results once they are received by your office. We will forward those
b7E to your office today.

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97/Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMP

SECRET

DERIVED FROM: G-3 FBI Classificafjon Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Gunje/G-3, dated 1/97, Foreian Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, Jated 1/87, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Clasgification Guide G-3, dated 1/97, Foreign Counterintelligence

NSL VIO-33235

SECRET
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DECLASIIFIED BY &63172/duh ksr/cak
UM 12-11-2007

| loae) FB)) b6
950 AM b7C
| 0GC) (FBI b5
PV OTG Aut (SLs]

bo
b7¢ , L , o _ o .
According t fwe ask for something not permitted by statute in connection with an NSL,
s renaiable  Thanks for fallking about the issue

----- Original Messqdazzzz

From: (OGC) (FBI) e
Sent: 2007 9:45 AM ﬁb 6
To: OGC) (FBI b7C
Subject: PW: OIG Audit (NSLs) | :b5
SBCRET

RE OB

---Original Me:

b6 From: | I)GC) (FBI)

h7C Sent: ednesday,_March 0/, 9:54 AM

, — (O

b5 Ce: THOMAS, JULIE F. (O (OGC)(FBI)
Subject: RE: OIG Audit (NSLs)

Duplicate Email OGC Employee 66

----- Original Fﬁ;ag_—--- )
From: OGC) (FBI)

b6 Sent: a0l 2007 9:33 AM
B7C To: (OGC) (FBI)
o7 Subject: RE: OIG Audit (NSLs)
b5

S ET

R RD IOB

NSL VIO-33237



Duplicate Email OGC Emploves ©6

----- Orig'uamg;sme_l'
From: 0OGC) (FBI)

b 6 Sent:  Wednesday, March 07, 2007 9:01 AM
. To: CAPRONI_VALERIE E. (OGC) (FBI)
bicC ce: [ Jocc) (FBI); THOMAS, JULIE F. (OGC) (FBI); 0GC) (FBI)

b5 Subject: RE: OIG Audit (NSLs) :
SE%ET
R R

Diop Duplicate Email OGC Employee 66

----- Original Message-----

From: CAPRONI, VALERIE E. (OGC) (FBI)
b6 Senl—uadnﬁdaslMarch 07, 2007 8:58 AM
’ To: OGC) (FBI)
b7C Cc: OGC) (FBI); THQMAS JULIE F. (OGC) (FBI)I I(OGC) (FBI)
b5 Subject: RE: OIG Audit (NSLs)
S ET

RD 108 Duplicate Email OGC Employee €6

----- Original Messaa

From: I(OGC) (FBI)

be Sent: Wednesday, March 07, 2007 8:47 AM
LIC To: (OGC) (FBL)
b Ce: (OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI);
b5 Jo50) (ke
Subject: RE: OIG Audit (NSLs) :
SECRET
REG®ORD IC=

Duplicate Emall OGC Employee 66

NSL VIO-33238



bé
b7C

b7C

Duplicate

From:

] (0GC) (FBI)

Sent: IMQMW_ZEO? 4:29 PM
To: OGC) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)

Subject: RE: OIG Audit (NSLs)

sBERET Duplicate OGC2-I0B-volume &
R RD I10B

bé
b7C

----- Original Mes
From:
Sent:
To:
Cce:
Subject:

anday, Marc , 2007 4:19 PM
CAPRONI, VALFRIF F. (OGC) (FBI)
: udit 3

SECRET
RECORD KDuplicate OGCZ-IOB volume 6

From:
Sent:
To:

CAPRONI, VALERIE E. (OGC) (FBI)

Monday, March 05, 2007 1:55 PM
| OGC) (FBI)

NSL VIO-33239




Subject: RE: OIG Audit (NSLs)

%E EB'OLDuplicate OGCZ-TOB volume 6

----- Original Messagea—-
From: i !JGC) (F8D)
Sent: onday, March 05, 2007 1:45 PM

o: , . ; . :
bheé T CAPRONI, VALERIE E. (OGC) (FBI); THOMAS, JULIE F. (OGC)
5 {ERTY}
b7C ce: | Jocc) (re)
(OGC) (FB1)
Subject: RE: OIG Audit (NSLs)

SEGRET puplicate 0GC2-IOB volume &
R RD wup

----- Qriginal Message-----
From: CAPRONI, VALERIE E. (OGC) (FBI)

bé Sent: prlonda Hach 05,2047 1235 P
: To: GC) (FBI); THOMAS, JULIE F.
b7c (OGCY (FRTY ’ ’

Ce: GC) (FBL)
Subject: H aal S

SENSITIVE BUT UNCLASSIFIED
Duplicate 0OGCZ2-IOB volume 6

----- Criginal Mesiape—----

From: bao) (e
Sent: Monday, March 05, 2007 12:19 PM
To: CAPRONI, VALERIE E. (OGC) (FBI); THOMAS, JULIE

be E_(OGCY (FB])

h7¢C Cc: | feo) (FeI)
Subject: RE: OIG Audit (NSLs

NSL VIO-33240



CoMSITIVE RIIT 1INCI ASSIFIED
Duplicate OGC2-IOB volume 6

From: CAPRONI, VALERIE E. (OGC) (FBI)
Sent: Monday, March 05, 2007 11:59
b6 To: THOMAS, JULIE F. (OGC) (Fsl)b
; GCY (FBIY
b7c Ce: I Yosc) (ren)
Subject: RE: OIG Audit (NSLs)

UNCI AeciEIE™

NnonPuplicate OGCZ-IOB volume 6

From: THOMAS, JULIE F. (OGC) (FBI)
Sent: tattltinteioletirtltmiiinl (17 11:40 AM
. To: I IOGC) (FBI)
;b & Cc: (FBI);
b7¢C GC) (FBI)
Subject: RE: OIG Audit (NSLs

v/ Accicicn

Duplicate OGC2-IOB velume ©

----- Original Messadeazzazs

From: I EOGC) (FBI)

Sent: onday, Marc , 2007 11:32 AM
) To: THOMAS, JULIE F. (OGC) (FBI)
b6 Ce: GC) (FBI);

brc o

)
Subject: RE: QIG Audit (NSLs)

UNCLASSIFIED
NON-RECORD

DupJN}SE@f@e C2-T0B wvolume 6



From: THOMAS, JULIE F. (OGC) (FBI)
Sent: Monday, March 05, 2007 11:05

b 6 To: I I(OGC)
»7C ce: [ Iﬂr:C)

@oec ) (FBI)
Subject: : Audit (NSLs)

‘ ' 1INCI ASSIFIFED R
Duplicate OGCZ~-IOB volume 6

----- Original Messrabl
From:

(OGC) (FBI)

Sent: Wednesday, February 28,
b G 2007 7:05 AM
e To: THOMAS, JULIE F. (OGC)
b7C (FBI)

Cc:

GC
(FBI)
Subject: OIG Audit (NSLs)

Duplicate 0GC2-~I0OB wvolume ¢ASSIFIED

NVN-REWWRLW

SENSITIVE BUT UNCLASSIFIED
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UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

DERIVED FROM: G-3 FBI Classification Guide G-3, dated
1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3. dated 1/97,
Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97,
Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
Counterintelligence Investigations

DECLASSIFICATION EXEMPTION 1
SECRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign
Counterintelligence Investigations

NSL VIO-33243



ECLASSIFICATION EXEMPTION 1
EEEET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign

Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1

SECBET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

SEGRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATION EXEMPTION 1
SEGRET

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97. Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMPTION 1

ET

NSL VIO-33244



ALL INFORMATION CONTAINED
HEFEIN I3 UHNUCLASIIFIEL
DATE 12~ 1E-Z007 BY 65173 /duh /R3S

e From: I—I (OGC) (FBI)

: Sent: 7 154 PM
b7c To: GC) (FBI)
Subject: FW: Receipt of Information in Response to NSLs
UNCLASSIFIED
NON-RECORD
This is the email that | was thinking about. | pian to add | b3S
----- Original Message-----
N - From; THOMAS, JULLE F. (OGC) (FBI)
bo Sent: Thursday, March 22, 2007 9:07 AM
bL7C To: FBI ALL CDCs; HQ-Div09-NSLB
cc: m INSD) (FBI); CAPRONI, VALERIE E. (OGC) (FBI)
Subject: eceipt of Information in Response to NSLs
UNCLASSIFIED , -
NON-RECORD Duplicate CTD/NSL -CD volume 23
UNCLASSIFIED
UNCLASSIFIED

NSL VIO-33245



DECLASSIFIED- B¥-65179 duh ks

be From: L | (oce) (FB) DA 12-11-2007
i Sent: 006 9:24 AM
b7cC To: GC) (FBI)
ubject: FW: Revised |OB Policy
SBERET

RD I0B Policy

Draft policy--has not yet been approved.

From: O

& Sent: Monday, August 14, 2006 5:21 rM 1
To:

b7cC
JoGC) (Fe1)
Subject: Revised I0B Policy
SEC
REC I0B Polic
Y Ear;d { have incorporated the iatest revisions of the OB policy into the altached EC if you
bo have any changes. please send your changes to botDnd me by close of business on
bh7¢C Thursday, August 17. Alsc, we do not think that this EC should be classified as Secret. s there
any reason to olassify #7 Those of you who have classification authority, please look at the
ciassification tevels and let us know what you think. Thank you for all of your inputt
\
finallOBpolicyAug14
2006.wpd (3...
----- Original R
From: (OGC) (FBI)
Sent: wz% PM
To: 1 QGOIVLERIY- THOMAS UITE F (G (FRT\'I
b foGc) (Fel)
B7C Ce: | J(oGC) (FBI)

Subject: RE: Next IOB meeting

Attached is a revised electronic copy of the OB Guidance that will be disseminated to all
divisions. All of the changes that were discussed at the iast meeting have been incorporated
irto this revised copy. | will see you on Monday, August 14 at 130 Thank you

b 6 Sent: 4:50 PM
b”]c To: OGC) (FBI); THOMAS, JULIE F. (OGC) (FBI

NSL VIO-33246



oo
<1

2

D
D

| Joce)
(FBI)
Cc: 1 K OGC) (FBI)
Subject: Next IOB meeting

UNCLASSIFIED
NON-RECORD

The excitement continues.... After discussing everyone's schedules, it looks like
the next time that almost everyone is available for another |OB meeting is Monday,
August 14 at 1:30 p.m:is incorporating all of the changes that we discussed into
the external IOB policy. We will disseminate a copy of the revised policy to you before
the next meeting. Please let me know if this time/date is a problem for anyone. b6
is the NSLB conference room available at that time? If so, could you p7C
please reserve it from 1:30 to 4:30?

Thank you

UNCLASSIFIED

IVED FROM: Mz/tiple Sources
ASSIFICATION EXEMPTION 1

SECRET

DERIVED FROM:

SECRET

Itiple Sources

DECLASSIFICATION EXEMPTION 1

SECRET

NSL VIO-33247
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-
)

bé
b7¢C
b2
b7E

bhe
b7¢C
b2
bh7E

ALL INFORHATION CONTAINED

HEREIN I3 THCLASSIFIED

From: l fcao) FB)
Sent; 2007 3:28 PM
To: OGC) (FBI)
Subject: FVW. Subscriber NSL
UNCLASSIFIED
NON-RECORD
EYi
----- Original Mes:
From: 1 0GC) (FBI)
Sent: —ladoacca Nach oo 2007 2.13 PM
To: FBI)
Cc: J(OGC) (FBIL) IOGC) (FBI)
Subject: RE: Subscriber NSL
UNCLASSIFIED
NON-RECORD
{Copract I
----- Original
From: kren)
Sent: IAMEMWIO( 1:57 PM
To: OGC) (FBI); (OGC) (FBL);
(FBL)
Subject: Subscriber NSL

UNCLASSIFIED
NON-RECORD

Pls confirm or not I

ssal

UNCLASSIFIED

UNCLASSIFI

ED

UNCLASSIFI

ED

NSL VIO-33248
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IFIED BT 65179 /duh ks fcak
Rl (2 MiduhJksr de SE%T

Field Division
Irspection Dates
Reviewed By/Dats

FIEID DIVISION INSPECTION
INTELLIGENCE OVERSIGHT BOARD (IOB)
AUDIT PROGRAM

I. PURPOSE

The purpose of this audit is to determine:

A, If 2ll field division emplaoyvees understand Executive
Order {(EQ) 12863, dated 09/132/19¢%, and the FBI':z
responsibilities with respect fLo reporting to the IOE.

E. If the field division has in place effective procedures

tarough which to cngurze that Intelligence activity
which "may be unlawful or cortrary to Executive Order
or PresidenTial Directive" are ‘dentified and promptly
broaght direc-Zly to the attention <f the MNational
S=zcurity Law Branch (NSLB), Office of Seneral Counsel
(O52) and to The Internal Investigaticns Section (II12),
IN3C, FEIHQ for investigatior and revorting to the IOE
in acrordance with EO 128635,

L 1f = review of pending ard closed Foreign Lntelligence
and Foreign Counterintelliczercse files disclaose
information or activity in the conduzt of these
investigations which would raize a questicn of legality
or compliance with EO cor Presidential Lirective.

O. If the division has conductez juarterly canvasses o
enployess for knowledge oI possible IOL violations and
reported the results of their canvassing effiorts to —he
3Lz, OGTZ, ky the quzrterly Zeadlines.

L. If allegations of possible 10D violations detected by

field offices were reportez ta NSLE, OGC and IIS, INSD,
Wwitnin 14 days of discovery of each gossible violaztion.

II. BACKGROUND
(J) The President, by Executive Order 22334, dated
12/0471981, established the Fresident's Intelligence Oversight

Bzard (FIOB). Cn 02/13/13%3, ky Exscutive Ordsr 12853, the
President renamed it —he Intelligerce Oversiaght Ecoard (ICE) and

S%ET

kevised 0171172007 Fage 1 of NSLVIO-33269 LCE=-FO-AUD



SE>!<ET

eztablished the Board as a standing conmittes of fhe President's
FrreZgn Intelligence Advisory EBozarz. Amning 1ts responsikili-zies,
the OB has bkeen given authority to review the FEI’s practices
and procedures relating to foreign irte’llgence and foreign
counterintelligence conllecticon.

(U) Secticn 2.<4 of Exeoutlve Order “ZEG3 mandates that
nsoectors General and General Coursel of the Intelliger

stant Dlraﬂfor

Comuunity components (in —he FEI, the BAssiz
eral Tounsel, Office of

o
ction Division (INSD), znd the Ger.
the Gszn=ral Counsel (OGC), respertively) =
inte _llchc activities that they have reason to believe may be
un_awiul or contrary Zo Executive OrzZer —-r Presidential
Directive. Tnis language has been irterpreted to wandate the

ey crting of any violation of a2 provision -f The Atteorney
Gensral's Guidelines for =BT Natioral Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
nthezr guidelines or regulations zpproved by the Attoarney General
‘1oaccordance wilh RO 172333, dated 12/04/7¢851, 10 such proviaion
was desligned Lo ensure “he protection of Zndividual rights.!

s

(U) WViolations of provisionns that merely are administrative
Inopature and nol deemed w0 have beer. cesignzd Lo ensure Lhe
prote-sticon of individual rights are gererally not reported to <he
ZOE. The FZI Ingpcection Divigsion is reguired, however, to
naintzin records of such administrative vic_ations for three
vears s that the Counsel to the IOR may review Lhem upaon
requeszst. The determinazion as to whether a matter is
"adwinicstrative in nazurce" must ke made by OZC.  Thcerefore, such
administrative viclations must be reported as rotential IOB
matters.

III. IOB REPORTING PROCEDURES

1. (17) Obligation to Report Potential IOB Matters. £l11
FRT t—rq?my&tﬁn have an obdigation U report arndoct. that, may be

un_awful or contrary —o Executive OrzZer c-r Presidential

1

() T'he AftZorney eneral’s sulide_ines on General
Criwmez, Rackefeering Enzterprize znz Terr-crisw Enterprise

Al

_nvestigations (AG Guidslines on Genelrs. Cr-omes.,, =ffective
0t/z0/2002, are not considered guizelires cr regulaticons approved
v the L&fttorney (seneral in acoordarce with EO 12333,

AYaYals dlnglv, any pﬁr@nfldl viclation of the AG Guidelines on

kevised 0171172007 Fage = of NSLVIO-33270 LCE=-FO-AUD



S%T

Directive, as descriked in the previcus paragjraph, within 14 days
of the discovery of the possible error or viclation. The failure
t- recort s omatters, for whatever reason, may r=s1lt in severe
discipolinary action, up to and incluzZirg dismizsal from the TBI.

. () Reporting Procedures. FEZ Headquarters (FBIHQ)
divigions and field offices are responsib’e for wonitoring
inte_ligence activities and reportins possible IOB matters fto
“nternal Investigations Section (IIS), ZHSLD, and Mational
Security Law Zranch (NSLE), Office of the Ceneral Counsel, as
disoussed 1in this seczion.

z. (U) Contents of IOB Reporting EC. Reports of potential
_OB matters are to be reported to 1HED [(Attne: 115, and OGC (At=n:
HELE] by electronic communicztion (EZ), uploaded into Case ID
Huoper 273-dQ-C1229735-VIO, and should oclude tLhe followineg
nformation:

A The caption of the reporting EC shouald
slate:r REPORT OF A POTENTTAL TOE MATTRR;

E. Identificazion of the substantive
investigation in whiclk the guegtionable
activi—y onccurred, in~luding the nanes
of relevant perzsonnel irncluding the cass
agent and his/her supcrvicor;?

L Tdentifica-ion »f the sibje~xt’s ior
asset's) s-atus as a United States
(U.3S.) pecrson or non-LU.S3. pcrson;

D. & compleTe and thorouth explanation of
the =rror believed to have le=sn
commitzed and all relevant facts. The
svplanation should include:

{l) A statement rerarding when tne
error coccurred (inc_uding, in
insTances of delavyed repcrting, an
ezplanation for the delayed
reporTing) ;

z

(UJy It iz no longer necegeary to out the names of the
cas= ag=nt and =upervisor in the caption, but the names should ke
ncluded in the text of the reporting EC.

e

kevised 0171172007 Fage 3 of NSLVIO-33271 LGE=FO-AUD



}éRET

t:) A statemert concerning the
conTrolling law, requ_ation or HM2IG
provision that pzrtains to the
viclaztion [for example: Y“The
Foreign Intelligence Surveillance
Court authorized ar electronio
survelllance to heyin at (tirne) on
{da=e),” or “A Zu1l investigation
was initiated on (zate) and erpired
on (date)”];

{3) A conplete sztatement of the
sTatus of the invesztigation or
matTter includirg, 1if applicakle,
when it was initiated, when it
expired, when it was renewed, and
whether it currertly 1s cpened or
cloged; znd

{4) A statement 1 and when a
Forsign Intelligence Surveillancs
Ect (FIBA) redquest has been
submi_lLed to OLZice o[ Tntelligenose
Policy and Review, Department of
Jugs=ice (OIPR), 1Z rc_cvant.

4. (11} Approval Level of Reportable IOB Matters. EC
reportas of potential IOB matters must be approved Ly the ADIC/SAC
or Rszistant Cirector, as appzopriate. FEFBI cersonnel ars
enccurajed to call MSLE with any questions as to what 1s required
or zhould be included in initizl reports of IOE natters.

E. (U} Quarterly Reports. In acdition to the foregoing,
oo Jquarterly basiz, cach field ofZice and FRIHQ Jdivicion iz
required to guabmit to OGC (Attn: MSLE) an EC certifyving that all
eunploye=s of the of fice or division were arntacted concerning “he
regquirerent to report possible TOB matters. {Se= MACE, Part 1,
=22,y Tnc canvascing 2f cmployoeces may ke acconpglished by c-mail
within fi=ld offices and HQ divisions. EC certifications to
OZC/TMSLE way be approved by an ARAC or Depuby Assistant Tirector,
az aporeopriate. If a field office or FEIHQ divisicon has already
repecrted the matter to OGC, such matter does not need to ke
ncluded in the quarterly report.

%;&Q%T
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e, (U) Action by OGC/NSLB. " I'cllcowing receipt of <he
information required by paragrzph 3 above, OZC/HSLE will review
the conduct descoribed to detsrmine 1f the revortad error or
vicolation reguaires no-ification to the ZOB. OGC/MN3LIE will
prepare a written opinion as t£o whether the matter iz reportable
t> the I02. If the repor=ed matfter is determined to recquire IOR
nolification, OGO/NALE will porepare the necessary oorrespondence
to the I0Z setting forth —he kasis Ior the nctification (see
paragrach € below). That corzespordence will e signed by the
Genesral Counsel or the Generzl Coursel's desiqgnes. A copy of the

crorrespondencs will also be sent. ton THSD/TTS and too bhe SAC or
Agslistant Dirsctor who initielly reported the matter for action
deemed aprropriate. Coples of that correspondence will alzo ke

h
de’ivered to the Cffice of the At
Juzstize (DOJ), and OIZKR.

7. 1]} Retention of reports of potential IOB matters that
are not reported. Kepcrts of potertial 1Ok matters determined by
OZC/MSLE not to require notification to the IOE will ke retained
Ly THED for fiiree yvears for possible review Ly tLhe Coungsl o the
0B, ftojgether with a copy of the opinion ccncerning the khasis for
the detormination that IOB notification wasc not required.

= (11} Conduct that must be reported as potential IOB
violations. The following incidents must be reported t: OGC/ISLE
as wotential IOL violaticns. OGC/MNSLD wi_l then evaluate the
potential IOR viclation and determine whether the viclation is
repcrtacls to the IOE., This list is not exhaustive. If thers
Aare any ooncerns regarding whether ar incldent is reportabdle Lo
OZC/NZLE, please contact N3LB to discuss the matter.

L, (J) ¥Ingaging in activities kelieved to ke unlawful or
crntrary to Executive Orders or Presidentizl Directives.

E. (J)  Engaging in activitics bcliceved to viclate the
Inited States Constitution.
. (U) Initiating electronic survell_ance or rphysical
search without authorization from the Foreign Intelligence
Surveillance Court (FISC) or other leqgal authorization.

(U) Cnce INSD haszs been rotified that z potential IOR
errc.r has occurred, i< will take ary action which it Jdeems

R
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D. 11y Failing to Zerminate ar. authoriczed suarveillance at
the tim= L'; scoribed by “he FIST or other re_svant legal
authority.

E. (U) Engaging in investigative activity beyond the scope
of the FIZC order or other s=levant lezal authority.

E. (U) A carrier providing intormation ceyond the scope ot
the FIST order or other relevant legzl authority resulting in zhe
unintenticnal acguisizion of data.

=. (U) Failing to adhere to the minimization or
diszemination requirements specified ir. a FIZC arder ar other
=" evant legal authority.

() .

H. ;é; Never submi<ting an initial 10-day notificaticon
during = praliminary or full investicaticn. IHever submiftting an
atmnal et leriead memorandoam (THM) diring A (al 1 iovestigatiion.

rf“'&% Failing to submit the initial 10-day notificaticon
within 45 days o»f the date that it was due.

J. (U) Failing to submit the anrua’ LHM withina 90 davs of
the dats that it was due.!
() - .
K;%m>§) Attempting o erxtend a preliminary investigation
wilhoul Lie proper authorily as delinealesd 1 Lhe NSTIG.

that

(U)L){Z Serving a Naticnzl Security Lett )
1 s in the

c-ntains a3 substantive —ypographical errcr

(3] o (3 This is a change from the guidance issued on
NZ/10/200% via EC,60F-HO-A12476/3-172. NALB has concluded Lhat
fazlure to submit the 10-day notifZication <r annual LHM reports
or untixely cubmission of these repeorts may succtantially impact
OIPR and DOJ's ability —o conduct adequate oversignt of our
operaticnz. In an effort to provize a bright-line rale for The
field, H3LE has determined that iZ the _{-day notification or
annnual LHM report iz never submitted, or 2f a3 10-day notification
3 more Than 45 days laze or oan anroaal LHM L3 xore tnhan 20 days
Zates, it ig a potential IOB violatior that HWELE nust review o
detzrmine waether OIFR and DOJ's oversight awnility has been

subsztantially impacted.
SEC%&%
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acquisiticon of data that i1s not relevart to- an authcriced

m“%m”jnv:atigation (i.2., nunbers on telephine nuuber transpose
v ““P&) Serving an N3L Wests Inforrmation that is
beyoend the zcope permissikble by statute (L.e. Zontent
‘nformation).

T(f”“zgs A carrier providing inforwation teyond the scope of
an NSL resulting in the unintentioral acyuisition of da

1 S )
O, ”}%6 Conducting investigative activity after the
expiration of a preliminary investigation.

E. }%ﬁ During a threat zsse
fLechnique other than Those authori

asasasment.

smer.t, utilizing a method or
e under the MNSIG for a threa=

=)
=
1z

Tt N . . C .

( o ><) Durirng an authcrized prelininary inves
utilizing a method or technique otber than those autharize
fhe HETG for a preliminary investigation.

d under

e e “R?“MEXQ Serving that contains a sikbstantive
typograchical error tha—t results 1r the acguisition of Jdata —hat
lo opot relevanl Looan aubthorized irvest’gabticon

| |

- SMI I]’: roviding
nformation beyond the scope ofl Iresultqu in the
unintznticonal acqguisizion of datz.

¢ }%ﬁ Handling of improperly received information. If —heo
prtenti jl 1OB vinlation involves the improper or unintentional
aogquisiticon of information unrelzted ts 3 FIST order, including
nformation improperly or unintentionally acquired tonrough an
NZL, ths fi=ld should sequester the informaticn with the Chief
Division Counsel pending resclutior o the pctential ICE mat-er.
Lz wart of the adjudicazicn process, MSLE will advise the field
whethzr the information may be usez or whethsr the information
must pe returned to the carrier or be Zestroved with appropriaze
Jdocumgntation Lo the file.

(17) Tf the potential TOR violati - n ‘ove lves the
unintenticonal acguisizion of information under the Foresign
“nto_ligenco Surveillance Act, the Ziecld schould encure that all
‘nadvertently captured information 1= collected, sequestered,
sealed, and delivered too “he FETHQ sibetant ive unit to be
subnitted to the FI3ZC, via OIFR, Zor appropriate disposition.

SEYRET

kRevised OL/11/2007 Fage 7 of NSLVK}33275 1OE-FO=-ATD

b2
bL7E



SE;é%T

b2
b7E

rmust ke sequestered wilith the FIST pe cedures apove
est =

W1lth a wewnorandum requesting that rho EZ
in cass we need —“he authorize:

3
=2 materia’ at a later ds

IV. RELATIONSHIP TO OTHER AUDIT AREAS

This s%ctiﬁn of ~he audit history re”_ates to
review which na:c

roviow.

any Squad/RA
any NFIP operatiorns ard tc any NFIF compliance

n

o Review Mational “oreigqn Irtell? gence

Erodgram Manual
(HEIPM;, Aprendi:x B-<4, which is EO 128¢G3.

il

E. Xevliew the AZtorney General's Guidelines for FBI

Hational Security Invegsztigationg ard Foreiogn Intelligence
O lection.

Gensral Couar

' dazed 11/16/2006 frem Offi
o T L > ; ifica
:78—HQ—5143973}, Ser

;iv151ons, Zase
al 2570.

in

iD

I_

|OR

iD

-+
=

h
N
= O
]

D

et

V. INSD PROCEDURES

L. Review the Z3AC's response to the TOR Field Division
_nterrogatory and the IOB Checklist.

E. In order tc answer qUQQTlCﬂH 1 and 3 on the ICE

Assigned thois andit
assigned a Sguad/RA or
cnocral Comgpliance roviow invelving NEFIF matters and deteormine if
any ntelligence activizies that raize questions of legality or
com_ilance wilh Execou_ive Osder or Precidential Direclive have
ctine to the Al's attenticon.

Cheklizst, the Rssistanc. Tnspectoar (AT)
program st contact each AT who is

oy

. Xeview the field division's LOR control file and conduct
other ingairy as may be necessass ; questicons #2, 4, and
5 on the checklist. Wi-h r

haves generally
ry wercorandum to all

o

O B
dootaed the practice of preparing a cuarts
S;%;ET
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employees (Agent as well as support pers-tnnel). 1n the akbsence
3 7

~f an
his quarterly communicazion to FEIEQ. if this
Jquarterly report was submitted to the WSLE, OCG7, 1n compliance
with instructions set forzTh in an OIZIfice of th2 seneral Counsel
EZ dated 11/13/2006, Caszse Identificatisn MNumper 273-H0Q-C1229736,
Serial 20L70.

cositive response T these memos, the 3SR can then prepare

' Erepare as instructed by the Inspector in Charge, an EC,
finding or routing slip(s), with appropriate instructions and/or
recommendations for any Jdeficiencies detected ("No" answers on
the checklist).

E. Questions concerning this Audit or cther aspects of the
TOR proceas may bhe addressed either to the NSLP, OGC, cr the TTS,
ZH3D.

SE T
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WATTON . CONTAINED S

MCLASSIFIED Field Tﬁ}Vl slon

007 BY 65179 hmbi/kar foak Irspection Dates
eviewed By/Date

FIESD DIVISION TRSEEZTION
ILTELLICENCE OVEIRIIGHT EOAKRD (IOE]
BEUDIT FPROGEAM

z. PURFOSS
The purpose of this audit is to determine:

A, If all field division employses understand Executive
Order (EO) 12563 and the FBI's resocnsibilities wizh
regpect to reporting toe the IOE.

E. If the field division has in place effective procedures
through which to =nsure that Inte’_ligencs activity
walch "may be unlawful or cortrary to Erxecutive Order
or Presidential Directive" are Zdentified and promptly
broaght directly to the attenrntion -f the MHational
Security Law Branch (NSLEB), Office of Ceneral Counsel
(O5C) and to ZThe Internal Investigaticn 3Secticon (1T3),
INSC, FRIHQ for investigatior and regorting to the IOE
in accordance with BEO 126635,

. If a review cof pending ard closed Foreign Intelligence
and Foreign Counterintellicerce files disclose
information or activity in the conduct of Lhiese
investigations which would raise a Juestion
or compliance with EO or Prezidential [Cirective.

. Tf the divisinn has condiictes Jquarterly manvasses ~f
erployess for knowledge o possib_ = IOFE vioclations and
reported the results of their canvagsing cfforts to —he
H2L=z, 062, ky the quzrterly ceadlines.

E. If allegaticnszs of possible I0B vicolations detected by
field cofficeg wore reportes to NSLE, O3C and ITS, INSLD,
witnin 14 days of discovery of each vossible viclazion.

~I. EACKSROUND

1The 1OE process 1s the mears by which the FBL reports
t:z thz Eoard intelligence activitiess conducted by the FETI which
may bz unlawfal cor contrary to Executive Orders, Presidential
Directives, Foreign Intelligence Surveillances Court (FISC)
Orders, Dbezpartmental guidelines or the Investigative procedures
and tzchnigques set forth in the Nations? Foreign Intelligence

Reviged 02/25/20006 IOE-FO-AUD
Fage 1 of b
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Proguran Manial (HETEM) . The TOR procedinres oot Tined in the NETEFM
to the FZI’s

when —cowkined with
sslgnents and the

are unijqu=s anto themselves and only appl
nte’ligence activities. That unicuenss
personnel transfers, inter—-divisgioral re
Integraticn of new agents andd supporl personnel into the FBI'g
nte_ligence programns and opesatiors, Creates the potential for
recurring crrorg which must ke ceported to the Board. Many of
those errors can ke anticipated, ard thus avoided, by reviewing
certain fandamental aspects of the TOR process.

|oR

The Intelligences Oversight E-oard was cctaklished az a
standing committes of the President’s Foreiqgn Intelligence
Adviscry Zeoard Ly Execuzive Oxder (EQ) -28¢3 dated 09%/13/1993.
Anmong its other responsibilities, the IOE is given authority to
review the FBI’c¢ prac-ices and procezurez relating to foreign
nte’ligence and foreign counterintelligence collecticn.  Such
activities, of course, must ke conzucted in aczordance with The
applizacrles Z0s, Presidential Directives, ru_ss, statuates, FISC
Ordsrs, Departmental guidelines zng the investigative procsdures

and techniques set forth in the NELPM.

Section 2.4 of EO 12863 IZurther regquires that the
_nsowettors CSeneral and GCeneral Cournsel of the Intelligence
Comnunity components (in the FEL, NMNSLB, OGCl, report to the [OE
"ooncerning intelligence qnthlfl@s that they have reason to
believe may be unlawful or contrzry bto Execublive ordesr or
Fre=zidential Jdirective." This lancguage was adeopted wverkbatim fromw
E.O. 12234 when the IOB was lknown as the President's Intelligence
Oversight Board (PICR). By longstanZirg agresement between the
FEZ and tie ICE (and its predecessor, Lhe PZOB), thls language
has bsen interpreted —o mandate the regorting of any viclation of
a provizicn of the foreign counterintel_igence gquidelines or
nther quidelines cr regulations zpproved by the Attorney seneral,
‘noaccordance with BE.O. 12333, if su~sh provisicon was designed in
full or in part to =nsure the protection of the individual rights
. pcroson.  Counccel for Intcellicgence FPolicy, Cfficce of
oz Policy and Review (OIPR), Departrnent of Justice

further opined that, the woracs "may e unlawinl" in ~he
Order should be interpretez fto Include "viclations of
ajeoncy crococdurcs iccucd under (the Exccutive Order), unlcsc they
nvo_ve parely administraZive matters

A. Reporting Procedures - FEI Headguarters (FRIHQ)
divigions and field offices are responsible for nonitoring
intelligence activities and reportinz possible 10OE matters to

Wil

i

“nternal Investigations Secticon (II3), Inspe-tion Division, and
Hational ZSecurity Law Branch (M3LB), ©Office of the Gensral
Counse (OGCZ), as discusgsed in this section.

T

Reports of potentizl IOB Matters are to ke reported o

Reviged 072/ 08/20005 IOE-FO-AUD
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TNAD (At ent i TT3) arnd OFC (Bttert ion: NATR) Ly electponio
communication (EC), uploaded inteo Case ZD # Z72-HQ-ClI29735-YVIO,
and include the following informztior:

1. The names of the Czse Agent and Tase Sapervisor
captioned in the fitles section of the EC.

2. TIdentification of the zubstantive investigation in
whi-h the guestionakle ac-ivity ooourred.

2. TIdentification of the target by name {(or in mazters
inve.lving assests, the asset file nuwnker).

on of the gubject’z (or asset’s) s-azus
U.S.) person or ror-J.Z. person.

5. A statenment concernirg the ccocntrolling legal
anthority for the inveszigation or the adwinistrative
regquirerents of the NFICM that pertain for szarnpls: M“The

Foreign lntelligence Burveillance Court authcorized an electronic
surveillance to begin at (time) on ( qtm) “ or YA full
nvestigation was iniziated on (da and =xvired on (date)”).

6. An explanaticn of the error kelisved committed and
when it ocourred (including, in instances c¢f delayed reporting,
wlanalion for Lhe delayed submissiond.

EC reports of potential IOE matters xust be signed cut
by the ADIC/3AC or Asslstant Director, as appropriate.  FEI
perzcnn=zl are encouraged ~o call II3 or NSLRE pzrsoqnns=l coticeriding
Jguestions az to what 1s requirzed or should be included in initial
repcrts of 10z matters. Allegstiors of potential IOz vionlations
n-t previcusly reported pursuant to tThe reguiremnents of Zection
n=5& of frhe METPM shall be reporfel to TNRD and OGT within 14
dayz -f discovery.

S0

E. Quarterly Reports - In acdition to the foregoing,
a3 oomArterly basis, each field of Tice and FRTHQ division is
regquired to sabnit to OGC (Attn: MN3ILER) an EC certifyving that all
cnployecs of tho office or divigior were ¢cocntacted concerning the
requirevent to report possikble TOB matters. i See MACP, Fart 1,
=070y The canvassing of emplovees may be acoonplisned by e-mail
within field offices and HQ divisions. EC certificaticns to OGC
may bes signed out by an ASAC or Deputy Assistant Director, as
approgpriate.

C. Reportalle Matters - Examples -f potential IOB
natters wahich must ke reported to OGC and INZD include:

1. Unzuthorized investigations. (See, Jenerally, The

Reviged 02/25/20006 IOE-FO-AUD
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Attorney General's Guide ineg o FRT Hatl ional
Securicy Investigatiorns and Foreign Intelligence
Collec—ion (M3IG).)

. Uae of nethods or techknigues other than Lhose
authorized in the conzZuct of orelinminary or full
investigations.

3. Initiazingy a form of electronic surveillance or a
search without suthorication from the Foreign
Intelligence Zurveillance Ccocurt (FIZC), or failineg
to terminaze zan authorized surveillance at the
Time prescrilbed by the Zourt.

(3ee 50 U,.3.C., % 1805, 524.)

1. Failing —o adhere to the miniwmization or
dissemination requiremerts specified in a FISC
Crder. (See LO U.3.C. & 18C6. ]

L.  Nonreportable Matters - By _ongstanding agreement
fhe F2I and the IOE, EO 12863 fFas kesn interpreted to
fLhe 21 to notify the I0B oI ary violaticn of 2 provision
foreign counterintelligence gulcelines (now tThe N3IG) or
other regulations approved by the &Attorney General, in accordance
with E.0O. 12323, 1f such provision was specifically intended to
probest the nndividual rights of a UrLted Slales p=zreon. This
administrative practice often necessitated the subwission of
repocrts of potential IOB errors corcerring overdue 20-day and
annual LHMs bscause such reports were regjuired to ke submitted
pur=uant Lo Section IX.C of the FCIG, which wertained wnlguely Lo
nvestigations involving United States perscons. In drafting the
2U0x NSIG, the separate reporting recuirement in the FCIG
conterning U.3. persons was determined to ke redundant with other
repcrting coriteria, and thius the Tormer remquirement was not
ncluded in the M3IG. Consequently, while overdue reports of
administrative or invegTigative ccotivitics cenducted under the
HEZE may ke considered in evzluatirg the work verformance o»f FBI
eunploye=s, such errors are nol redquires Lo be reported to OGE o
ZHED as potential IOB mat-ers.

E. Assistance Availzsbkle - Questions concerning this
Andit or otqer aspects of Lhe TOR process way re addressed either
tc th= ¥N3LE, ©CGZ, or —he 3C, ITS3, IN3D.

_1-.  RELATIONSHIP T6 OTHER AUDIT ARBEAS

Tnis section of the zudit hist-ry relates to any
Sguzd/RA review which has any MNFID operaticns and to any NEID
comollance review.

Reviged 02/06/20006 IOE-FO-AUD
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A. EReview WNFTP Marnnuzl (KFTPMI, Apverndi: R=4, which Is
EQ 128063,

E. Review The Attcocrney Gereral's Culdelines for FEI
Nalional Securibty Inves_ igatins znd Forelgn Intelllgence
C-_lection.

VI. FROCZDURZS

A. Review —he 3AC's resporss to the I0OB Field Division
_nterrogatory and the IOR Checklict.

E. In order —o answer Juestions 2 and 3 on the IOER
Chezklist, the Assistant Inspector (Al) ass_gned this audit
program nust contact each AI who 1s zassigned a Squad/RA or
General Conpliance review involving MEIP matters and determine if
any ntelligence activizies thzt raize questions of legality or
cimo_iance with Execuzive Order or Presidential Directive have
~-me to the Al's attention.

. Review The field divisgior's IOE zontrol file and
cindust other ingquiry as may be necessary to answer questions #Z2,
4, and 5 on toe checklist. With regarc to #2, SACs nave
"311y adopted the practice of preparing a quarterly
crandure to all employees (Agent as well as support personnel).
“n Lhe abeence of any positive zfesporse Lo Lhese tenes, Lhe 3AC
~an then prepare his guar=zerzly ccommuricaticn to [FLIHG. CZetermine
it this guarterly reporz was submitted tc the MSLE, CGZ, in
cimoliances with instruczions set Zorth In an EC from 32 to All
Divisions, Jdaled 02/10/2005.

D. Prcparc as instructes ky the Inscector in Chargc,
an EC, finding or routing slip(s), with appreopriate instructions
and/or recormendationa for any deficiercies detectad ("No"
answers on the checxlisz).

2708720006 IQE-FO-AUD
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FOPMATION CONTAINED

UNCLASSIFIED Field Divie: -1

Prepared By/Date

Feviewed By/Date

Inspector's Approval

FIELD DIVISION INSPECTION
INTELLIGENCE OVERSIGHT BOARD (IOB)

CHECKLIST

1. Field division employess were found to
understand Executive Ordsr (EO) 2363, located
in —he Naticonal Foreign Intelligence Frogram
Manual (NEFIFM), Apperndix B-4, and thes FBI's
regpongibilities with respect to reporting to
the TIOR.

2. The Field Division was found teo nave effective
adminis—rative procecures whereby all personncl
can report any irtelligence activity which may
e reportakle unzer EOQO 1283 or as descoribed in
paragrarh & of the EC dated 11/16/2006 from =he
Office of the Gerneral Counczel to all Divisions,
titled Revised Procecures for the Submission of
Repor—gs of Potential —nftz_ligence COversigh=
Ecard Matters, Case Identifization Numbker
ZT9-HQ-C1229736, Serial 2570 (11/156/2006 OGC
EC).

3. FPending and <losed Nalional Foreign Inlelligence
Program files samplec were found to contain no
indication of zctivity reopertakle ander EQ 12363
nr as required by the 12/2¢/2006 OGC EC.

4. Quarterly TOBE comnnnical.ions sent to FRTHQ since
the las= inspectior. (3ecticn IV (Procedures))
were Zimely znd were personally prepared and
signed ocut by the ADIC/3EC or Assistant
Direc.or, a5 appropriate, cer paragraph 4 of Lhe
1171672006 OGZ EC.

Cn

Comuunications reporting on intelligence
activities reportable under EO 12453 were sent
to ~he National 3ecurity Law Branch, QOGC, ZBIHQ,
and to —he Interral Invesztigaticns Section,
1MED, FBIHQ within 14 days of discovery of each
possikle violation as reguired under paragraph 1
of ~he 11/16/2006 OGT EC.

Revised 0171172007
Faye 1 of 1
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Field Divizion

Frepared By/Date

Keviewed By/Late

Ins ' Approval

FIELD DIVISION INSPECTION
INTELLIGENCE OVERSIGHT BOARD (IOB)

CHECKLIST

-
1
D]
=4
O

1. Field division employe were found to
nmieratand FExe~utive Ord r (BEO) 12263 and ~he
FEI's regpongikilitics with rezpoct to reporsing

to —he IOR.

Z. The Field Diviesion was fcund to nave effeczive
administrative procecures whereby all personnel
can report any intelligences activity which may
e 1) unlawful or contrary to Zxecutive Orders
or fresidential Zirectives; 2. beyond the szope
of a roreign lLntellicence sSurveillance Court
(FI3) Order; 31 conbrary Lo a Lecinlgue
authorized in the conduct cf a preliminary or
fill investigati-n; -r 4) -ontrary fo
Depar—mental quicelirnes.

98]

. Pernding and closed MHational Foreign Intelligence
Program files sanmplec were found to contain no
indicaticon of zeotivity repcrtakle under EO

12863,

4. Quarterly IOE communicationsg sent to FEIHQ since
the las- inspentior (Ssctirn TV (Procediires))
wore —imely and were personally prepared and
signed cut by the SAT, p=zr INSD =ZC dated
02/10/2005.

n

. Communications reporting on intelligence
activities repo takle urider EO 12853 were sent
to “he Hatlonal Security Law Brancn, OsC, =RLHQ,
and to <he Interral Investigztions S=sction,
1HSL, FREIHQ within 14 days of discovery of each
possible violat ion.

Revised 02/05/70008 IOE-FO-CKL
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SEEQET

Fi=lx Division

Prepared By/Date

FIELD DIVISION INSPECTION
FIELD DIVISION INTERROGATORY
INTELLIGENCE OVERSIGHT BOARD (IOB)

{(1J) The Fresidenz, by Executive Order 22334, dated
T2/0d/71937, established the Fresident 's Tntelligence Oversight
Brard (FIOB). ©Cn 09/13/1993, by Executive Order 12863, the
Frezident renamsd it Zhe Intelligerce Oversight Ecard (ICE) and
eztzblished the Board as a standing committes of the President's
Forelgn Inlelligence Advisory Bozri. Amninyg its responsikbili-ies,
the 0B has bsen given authority to review the FPI’s practices
and prozedurces relating to foreign intelliqgencs and forcign

counterintelligence collecticon.

(U) Sescticn Z.& of Executive Order 128C3 mandates that
“noowectors Gencral and GCenceral Cournscl of the Intelligencce
Comuunity components {in the FEI, the Assistant Director,
“navesticon Division (INSD), and the Gereral Counsel, Qffice of
the Gz=n=ral Counsel (OGC), respectively] repcrt to the ICE
nt=z_ligence activities that thevy have reaszon to kelieve may ke
uri-zwful or contrary —o Executive OrZer cr Presidential
Dirzctive. Tnls language has been interpreted fo mandate the
repeorting of any violation of & provision of The Attorney

3

neral's Guidelines for BT Naetioral Security Investigations and
=D Iatelligence Collection (HE1G), effective 10/31/2003, or

othzr guidelines or regulations cpproved by the Attorney General

inoaccordance with BO 12333, dated 12/04/2981, if such provision

wzs dessigned to ensure =he protection of ‘ndividual rights.!

1
(U3 The At-orney General’s Guide_inss on Seneral

Crives, Racketeering Enterprige znid Terrcrigun Enterprige

nves quaTiDhS (AG Guidelines on Geners. Criues;, =ffective

05/%0/200 are ot considered guizZelivres or ragulations approved

by th= Dttorney General in accordarce with LO 12333,

hceocrdingly, any potential wiolaticon of the AG Guidelines on

Genersl Criwes sheuld not e cartes to OZC a3z 3 potential IOR
{eront ined. o)
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(U)  Violabtions of provisions Lhal nerely are adwdndslrablive
in nature and not deemed —o have beer. Sesigned to ensure the
protection of individual rights zre gereral_y not reported to <he
Z0E. The FzZI Inspection Division is required, however, to
maintain records of sl adininist rative v Tatbions o three
vears so that the Counse=l to the IOR may review them upon
requect.  The determination 2s to whother a matter 1o
"adwinistrative in nazure" must ke made by OZCZ. Therefcore, such
administrative violations mist he repiorted as rotential TOR
natters.”

PROCEDURES

1. (U) Obligation to Report Potential IOB Matters. All
FEZ eaxplovess have an okbligation to report conduct Lhat may ke
un_zwiul or contrary Zco Executive Orcer <-r Prezidential
Directive, as descrikbed in the previous paragraph, within 14 days
of thes dizcovery of the possible error or viclation. The failure
to reroort such matters, for whatever reason, may resialt in severs
Jdiszivclinary action, up to and inclucing dismizsal from the FTEI.

Ul

il

i

. {(1J) Reporting Procedures. FEZ Hezadquarters (FBIHQ)
Jdivisions and field offices zre responsibh_se for monitoring
ntz_ligence activitiss and reporting possible TOE matters to
_nternal Investigaticns Section (L18), _MSD, and Naticnal
Secnrity Law Zranch (NSLR), Office of the CGeneral Ccounsel, as
digouzg=d i Lhis sec_iorn.

e

(
OB atter
o

1J)  Contents of IOB Reporting EC. Reports of potential
S are to be reported to INSD [Attn: II3; and Q52 (Aton:
HILE] by electronic communication (EC), uploaded intoe Case ID
Hunger z735-40-C12297356-VI1I0, and should Znclude the following

nfeocrmation:

A. The caption of the reporting EC should
state: REFORT OF A FOTENTIAL IOFE MATTZR;

E. ldentificazicn -f the substantive
investigation in which the guesticnable

... oortincedd
Al b er.

kevised 01/11/2007 LGR=EO=-1INT
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acbivioy ooourred, incloding the vanes
of relevant personnel ircluding the case

agent and his/her supervieor;-

C. Tdentifivaion of tlhe siligject’s (or
azset's) 53-7Aatus as a Lnited States
(U.S.) percon or nor-LU.3. percon

n. A comple—e and thoronsh explanation of
the errcor kelieved to have kesn
commitzoed and all relevant fazts.  The
explanation should include:

(1) A statement recarding when toe
error cccurred (inc_uding, in
insTances ¢f delayed repcrting, an
explanation for the delayed
repor-ingl;

(2) A statemert concerning the
conZrolling law, regu_ation or HN3I3
provision that pertains to the
viclazZion [for example: “The
t'oreiqgn Ilntelligence Surveillance
Court authorized ar e_sctronic
survelllance to bezin at (time) on
(da=ze),” or “A Zull investigation
was initiated on (cate) and expired
on (date)”];

(3) A complete statement of the
sTazus of the investigation or
matZer includirg, 1f applicakle,
whern it was initiated, when 1t
expired, when it was renswsd, and
whe-her it currerntly s cpened or
cloged; znd

2

(U) It iz no longer nocceszary toc out the names of the

case agent and superviscor in the captiosn, kbut tThe names should be
fnelnded in foe test o the report ing RO
kevised 01/11/2007 1LCB-FO-1LNT
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(d) A stLalewent 12 and when a
Foreign Intelligence Surveillance
Aot (FIBA) reqgue s bese
sukmitted to O©fZIice -f Intslligence
Foolloy and Review, Departosnt of

m
im
D

i

Jus—ice (OIFR), 1Z re’_evant.

4. {(U) Approval Level of Reportable IOB Matters. EC
reports of potential IOR matters must be approved by the BDIC/3AC
or Assistant Director, as appropriate.  FBI cerscnnel are
enccuraged to call NSLB with any Juesticons as to wnhat is required
or shculd ke included in initizsl reports of LOE matters.

5. (U) Quarterly Reports. In acdition to the forejoing,
on 3 Jquarterly kasiz, each field ofiice and FBIHQ division is
required to sabmit fo O5C (Attn: NSLE) an EC certifying that all
enployess of the office cr divisior. were ccntacted concerning the
redqnl renent. Lo report possible TOR maltbers. i Z2ee MACPE, FArt 1,
I=272.) Tnoe canvassing of employess may be accornplished by e-mail
within fi=sld offices and HQ divisiconzs. EC certifications to
/IMZLE way be approved by zn ASAC or Deputy Assistant ZTirector,
gpropriale. IL a [ield office or FBIHQ division has already
reported the matter to OGC, such matter doess not nsed £o ke
ncluded in the quarterly report.

o (11)  Action by OGC/NSLB.® F:llowing receipt of <he
nformation regquired by paragrzaph 3 aboave, OZC/NILD will review
the oonduct described to determine if the recorted error cr
violaticon reqguaires nozification to the _OR. OBC/NSL= will
precare a written opinicn as to whetber the matter is reportable
t: thes I0z. If the repor-ed matter 1s determined to require IOE
notificaticon, OGC/M3LE will prepare the necessary correspondence
to the [0Z szetting forth The bzsis Zor the nctification (see
paragrach 8 bhelcw). That correspordence wi_l e signed by the
Genzral Counsel or the General Counsel's designee. A copy of the

correspondence will also be sent to IN3D/ZIS and to the SAC or
Azssistant Dirsctor who initizlly reported the watter for action

(U) Cnece IMSD has been rotificd that a potential IOR
errcy hag occouarred, 1T will take ary action which 1t deems

Aappronriate.
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deened aprropriate. Copdes o[ Lhab corpr
de_iverad to the Cffice of the Attorrey
Justice (0OJ), and OIZR.

Speotrdence will also be
Zeneral, Department of

i. (11} Retention of reports of potential IOB matters that
are not reported. Reports of potertial IOE matters determined by
OGC/NZLE not to reguire notifiscatison to the IOL will be retainsd
by INSD for taree years for possible review pyv the Counsel to —he
ZOR, together with a copy of the opirin conzerning the basis for
the detzrminaticon thazt IOBR notificatior was not regquired.

=, (U) Conduct that must be reported as potential IOB
violations. The following incidents must be reported to QOGC/MNILR
ootential IOR violationg. OGC/N3LR will then evaluate the
potential IOR violaticon and determine whether the viclation is
repcrtarcle to the IOE. This list is not exhaustive. If there
are any concerns regarding whether arn incident is reportakble to
ODZC/HELE, please contact NSLER to discuss the natter.

AE

R, (U) Zrngaging in activities kelleved to ke unlawful or
contrary to Executive Orders or PresidentZa. Directives.

. (1) Fonyaging in activibies believed to vinlate the
United 3tates Constitution.

i, (J) Initiating electronic survell_ance or physical
5 o withent antherization from the Foreign Tntelligen~e
Surveillance Court (FISC) or other legal authorization.

IR () Failing to Zerminate ar. authcricZed surveillance at
Lhe TLine prescribed by —he FISCT or other re_svant legal
authority.

E. (U)  Engaging in investigative activity keyond the scope
of the FIZC order or cother relevant lezal authority.

E. (U) A carrier providing information reyond the scope of
the FL3T order cr other relevant lggal authority resulting in the
unintenticnal acquisizicon of data.

(B (U) TIailing to adhere to the minimizaticn or
diszeminaticn requirements specified ir. a F_5C order or other

kevised 01/11/2007 1LCB-FO-1LNT
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Ire_evant legal zaubhority,

wambéi Never sukmi<ting an initial lu-day notificaticon
during a preliminary or full investizati:-n. IHever submitting an
Aanmal lel leriead weworanchno (THMY odring a0 fall investigat ion.

(U o
I. Failing to cubmit the initial 10-day notification
within 45 days of the date that it was due.

Failing to sukbmit the anrua’l LHM within 90 days of
4
i

it was Jdue.

'K“““Eﬁi Attempting Zo extend a preliminary investigation

withbont the proper an—hority as delireated ‘o the N3TG.
4 T LT”“C&) Serving a NMaticonzl Securifty Letter (HSL) that

c-ntains a substantive —ypographical err-r that resulfs in the
aoquisiticon of data tha s not. relevard. te an antoorized
nvestigation {(i.=., numbers on telephone nuinber transposed).

tulm“mmm”mﬂfmm>§) Serving an NSL that recuests infeorwation that is
Lezyorrd Lhe scope permnlssible by hLdL|L~ (L.e. Content
‘nformation) .

1IN h@ A carrier providing informaticn ceyond the scope of
arn NAL rezulting in the unintentioral zcjuisition of data.

(Uymm'wﬂf”:Pgi Conducting investigative activity affter the

( This iz a change from the guidance issued on
02/10/2008 via KC,60F-HQO-A1247863-171 M2LE hag concluded thaz
failure to subnit the 10-day hOtl_lCdthD cr annual LHM reports
or untinely submlission of these reports may supstantially lupact
OIPK and DOJ'=z ability <o conduct adeguate oversignht of our
operaticns. In an effort to provizZe a bright-line rule for the
field, N3LE has deftermined that i1Z the C-day notification or
anrmal THM report. is never subwmitted, -r of 10-day notification
iz more than 45 days laze or an anrual LM 1s more than 90 davs
_ate, it 1o a potential IORE viclotior that HELE wust review —o
determnine wanether OIFR and DOJ's aversight acility has been
subetant 141y dwpact ed.

kevised 01/11/2007 1CB=FO=1LNT
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T

expirzabion of a4 preliwinary invesbligalion.

""""""""" ?f“;ﬁg) During a —hreat z: smert, utilizing a method or
cechnique other than Those authorizez under thes NSIG for a threat
Assesssnent .

). ”2%6 Duringy an authorized preliminary investigation,
ng a method or techniope ~tlher than those aatnorized ander
for a preliminary investization.

TRUUAS that contains a sabstantive

rror thaz results ir the acguisiticn «f data —hat

to an authorized irvestigaticn b2
b7E

'
14}
d
o
I
0]
| [
@
d
("‘ O]

() ..

unintenticnal acgquisizio

N ¢V Lroviding
information beyond the scopes off | resulting in the
n of dat

[$1
[AJ

m:?S; Handling of improperly received information. If —he
potential TOR violation involves the improper or anisateanticonal
acguizition of information unrelated to a FIZC order, including
nfcrmaticon improperly or unintentioral_y acguired taroujh an
MeL, the field sheould sequester the information with the Chief
Nivision Tornzsel pending resolalion »7 Lhe potential TOR mat e,

of the adjudica=zion process, N3ILE will advise the fiesld
whether fhe information may be usecd or whether the information
must ce retarned to the carrier or be cestroyed with appropriaze
docunmentaticon Lo Lhe [ile.

(1) If the potential IOB viclation Znvelves the
unintenticonal acquisizion of informaticon under the Foreiqgn
“ntel ligence Surveillance Aot, the Tield ahonld enanre that all
nadvertently captured informaticon is col_ected, segquestersd,
scaled, and delivered to —he FEIHQ stbctantive unit to be

submitted to the FISC, via OIPR, Zor appropriate disposition.

0)

b2
b7E
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—
| | nsts e sedquest ered wi

with 3 remorandum regquesting
in case we neced —he aut

the “nsrector in the review
are rsguested to respond o

1. ldentify
z. Describe
conzrols
intellig
12863 1is

FBIHQ ane

3. Identify
provided
redgqardin
with es
procedur

keviged 01/11/2007

P The FTaT per the [ rocedilres above,
that the FIZC dces not destroy —he
horiczed materia” at 2 later date.

10. Inspection Division Requirements. In order to assgiss

of IOR matters In your divigion, you
the following gquesticons:

your 1OBE control file.

the azZministrative procedures and
emplovec by vou tLo enzure that any
ence acT1V1*" recortable under EO
identiZiez and rercorted to INSD,
1 N3LB, OGT.

specific training which has keen

to Agents, sugerviscrs, and staff
g their responsipiliti=s in conplyving
fablished IOD repcrting policies and
es.
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Fielz Division
Prepared By/Date

FIELD DIVISION INSPECTION

FIELD DIVISION INTERROGATORY

INTELLIGENCE OVERSIGHT BOARD (IOB)

The ICB process 1s the wears by which the FBI reports
to the Board intelligence activities conducted by the FBI which
may be unlawfal or contrary to Executive Orders, Presidential
Dir=sctives, Foreign Intelligence Survei_lance Tourt (FISC)
Ordsrsz, Departm=ntal guidelines, inclucing the Attorney General's
Guidelinez for FBI MNazZional Security Investigations and Foreign
“nte’ligence Collection (NSIG), or trhe investigative procedures
and Lzohnlgaes sel forth In Lthe Nabtional Foreign Toatelligence
Frograrm Manaal (NEIEM). The I0DB proc%dur%s cutlined in the NETEM
are unigus anto themselves and only app-y Lo the FzZI’s
nte_ligence zctivities. That unicueness, when conbined with
personn=l bransfers, incer=-divisional reass!gneent s And the
‘ntzgration of new agen=-s and support perscnnel into the FRICs
nto_ligenco programs and operzctions, crcatez the peotential for
recurring errosrs which must ke reportec to the Board. Many of
theose errmra can e anticipated, ard thus aveided, by reviewing
certain fundamental aspects of the IOB process.

Backgqround: The Intellicerce Oversight =zoard was

established as a standing committes o2 the President’s Foreign
_nte_ligence deldurJ Board by Executive Ordesr (EO) 2863 dazed

9/°.%/%3. Ancng its cther responsikilities, the I0Z is given
anthority to review thﬂ FEI’s practices and vrocedures relating
t- foreign intelligence and foreiqr counterintelligence

o2 leztion.  3uch activities, of oourse, mast e conducted in
accocrdance with the applicable EOsz, Presidentizl Directives,
ru_ss, statates, EL1SC Orders, Departmernta. guidelines and the

nvestigative procedures and technigques set forth in the NETZ2M.
Section 2.4 of EO 12863 Zurther requires that the
_nswectors General and Generzl Coursel of the Intelligence
kevised 0Zz/35/20004 ; Q 1CE=FO-1LN'T
CRRET
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Coneaunrity compeonents (in “he FEI, the Assistant Director,

- ion Division (IMZD), and the Gereral Tounse {OGC),
soectively) report <o the IOE "concerning intelligence
activities that they have rezson Lo kbelleve "may be unlawful or
cnborary™ Lo Sxecnt ive apdders o Fresident Dl directive.™  This
_angJguage was adopted verbatim from B.O0. 12234 when tnoe ICDE was
known a2 the FPregident's Intellil roight Eoard (PIOE). By
_cngstanding agresment bezween the FEI and the IOE (and its
prede-esscr, the FTOR), this lanmage bhas hesn interpreted o
mandate the reporting of any viclation of a oreoevision of the
foroeign counterintelligence guidelincs or cther guidelincs or
requ_ations approved by the Attorney Genera’l, in accordance wizth
E.O0. 12333, 1f such provision was Zesizned In full or in part =0
ensures the protection of —he individual rights of a U.3. person.
Counssl for Intelligence Zolicy, OfZice <-f Int=lligence Folicy
and Review (QIPKR), Zepartment of Justice DOJ;, hasz further
cpined that the words "may be unlawZul" in the Erzecutive Order
shou’d te interpreted to include "viclations of agency procedures
lzsued under [the Execu-ive Ozder], unless they involve purely
administrative matters.”

>
]
3oty
4]
]
Ima
=
C

[N

v

(U) EKevorting Precedures: FBI Headouarters (FBIHQ) Jdivisions
and field offices are responsible for monitoring inte=lligence
activitiez and reporting possible IOE matters to Internal
nvestigations Section (IIS), Inspection Division, and Mational
Recnrily Taw Zranch (NSTR), Office of the General Coansel (OG0,
az discuszed in this section.

(U) EReports of poZentizl IOE Matters are to e reported —o
N3D (Attenticn: II3) and O3C (Attertion: N3ILB)] ky electronic
comnund cation (EC), uploaded into Case D # Z72-HQ-CLl2Z9735-YVIO,
and Include the following information:

1. The names of the
capticnzed in the title section

nd Case Supervisor

[

2. ldentification of the substantive investigation in
whizch the qgqueszti le acTivity ocourred.

3. Identification of the target by name (or in mazZters
nve_ving a t

4, Identification

o
h
i+
m
I
c
[an
]
il
c
[
~
)
o
—~
w
o8}
i
[
[
~
Ui
n
\
)
c
)
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as 3 Iniled 3tates (J.3.) person or non =005 perso.

5. A statement concernirg the controlling legal
authority for the inveszTigation or the administrative
requirerents of the NZIZM that pertain {(for examgple:  “The
Frr=ign Tulelligence Surveillance Toort b riced an electronie
surveillance to begin az (tims) on (Zate),” <r “A full
nvegtigation was initiated on (date) and cxpired on (date)”).

6. An explanation ~f the error helisved crmmitted arnd
when it occurred (including, in instances <f delaved reporting,
an cxplanation for the Jdelayed submicsiond.

(U) EC reports of potential IOE matters rust be signed out
ADIC/3AC or Assistant Director, as aporopriate.  FEBI
1 encouraged -—o call IIS or HSLE personnsl concerning
z to what i1s required or should bz included in initial
f I02 matters. Allegztiors of potential I02 violations
cusly reported pursuant to the rejquiremnsnts of Section
NMEFIEFM shall ke reportec to ZNSD and OGT within 14

(U) ©Ouarterly Repor—-s: Tn azdition to the forsgoing, on oa
Jquartsrly basis, sach field office and FEIHQ division 15 rejuired
T2 cuonit to OGC (Attn: NSLEB) on EC certifying that all cmployvecs
nf the office or division were contacted ccncerning the
recquirerent o report possible TOR matters. i fes MACE, Fart 1,
I-22.)  Tne canvassing of employees may ke accoorplished by e-mail
within ficld offices and HQ divigsionz. EC certifications to OGC
may be signed out by an ASAC or Deputy Assistant Director, as
approoriate.

(U) Action by INSD: Once INSD has been notified that a
potential 10B error has cocurred, an appropriate 10R file will ke
opened and a control nunber zssigned.  OZC will ke advised of
Lhiz caze [1le control nunber, and tlhe nunker shall ke included
in thes -caption (title) of all sukbsegquernt cormonunications
concerning the potential IOB error. IOR errcrs or other
susovezted violaticns of Ezecutive OrzZers, Presidential
Dirsctives, Departmental guidelines or other resgulations approved
by the Attorney General in accordarce with EQ 12333, detected by
ZN3D througn case reviews or other ircpection crocedures, shall
be reported to CEC wizhin 14 dzys o2 discovery. If the names of

fhe Case Rgent and Supervisor cnkniwn, the reporting RC
kevised 02/25/2003 1CBE-FO-LNT
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ey o BRY Use of methods or technigues other

S T

shhoud Inclade Lhe Lepne "UHSIUE"™ in Lle Litle lock.
(U) Action by OGC: Following receipt of the regquired

nfermation, INZD will prepars an EC £ OGT (Attontion:

reported srror or violazion require

N3

prov_ded kv the ICB and the Office of Intelligence Policy and

-

Review, Department of Juszice. QG
opinicn as to

wlll pregcare a written

whether the matter is ropmrfahlﬂ £2 the IOE.
the reported matter is dezermined Lo regquire I0B notification,
OZC will prepare the necessary oorrespondencs to the ICE set-ing

I

LE)
requesting NSLE review —he conduct described tco determine 1f the

s notification o the IOB
bas=sd on the requiremen-s of EO 12263 and guidance previously

£

fzrth the basgis for the notification (see "Reportakle Matters”

e_cw) . That correspondence will ke signed oy the General
2]l or the General Counsel's desigree and then be hand

carri=sd to thes IOE. A copy of the correszspcndence will also be
sent to 11E, LINSD and to tThe SAC or Agsistant Lirector who

nitizlly reported the matter for zction deened appropriate.
Coipdes of that correspondence will also ke deliversd to the

Office of the Attorney General, Department of Justice (DOJ

the Office of Intelligence Policy anc keview, L[OJ.

oy

““EE{ Repoertakble Ma-ters: TOB matters whish mast Le
t- INZD and O5C include:

1. (U) Aczivizies believed tc
contrary to Executive Orders or Fresidentia
generally, ZO 1Z803.)

be unlawful or
_ directives.

)y

repenrTe

is}

2. (U) Buspeczed violaticns cf the Constitution.

the Attorney General's Guidelines for FBI National Security

Mzarmal, Appendiz, E-11.

[

Nk
anthorized in the conduct of prelimirary or full investig
Id.d
V=2

5. (U) Tnitia-ing s form of e =ctironic srveillance

or 3 zearch without authorization from the Feoresign Intelligence
Surveillance Court (FISC), or failing to tferminate an authoriced

keviged 02/I5/7005 LGB=FO=-1NT
SE>€T
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survelllance at Lhe Line prescribel by Lhe Court. (Jee 50 1J,.3.0,
Secticns 1825, 1824.)

6. (U) Failing tco zadhere £ the minimization cr
digssemination requirements specified irn a FI3C Order. {3ee 5O
U.5.C. Section 1806.)

“““;Bé) Nonreportable Matfters:
betwezn the F=1 and the 10OE, EO 12
require the F2I to notify the IOE
of the foreign counterintelligsnce
other regulations approved by the V I
with E.O. 12333, if such provision was specifically intended to
protezt fhe individual rights of a Urited States person. This
adiministrative practice often nes %b]fdfhd the subriasion of

reports of potential IOE errors corcerring overdue 9)-day and
annual LHMs becausze such reports were ra4u1r ed to ke subnitted
pursuznt to Section IX.C of the FCIG, which opertained uniquely to
; stoigations Involving Uniled States peraons. T o drafting the
200z HAE8IG, the separa=e reporting recuirement in the FCIG
conzerning U. 3. persons was determined tc be redundant with other
repcrting criteria, and thus the Zormer reguirement was not
Spcluded in Lhe NEIG.  Consgseguenlly, whlle overdue reports of
administrative or invesTigative activitles ceocnductad under the
HSZ® may ke concidered in cevzaluating the werk cerformance of FEI
enmployess, such errors are not requirec to be reported to O5C or
TNED zs potential TOB mat-ers.

nding agreemant

eri interpreted to
aticon of a provision

(rcw fLhe NSIG) or

eral, in accordance

(U) Reporto of pozentizl IOB mattcers determwined by
Oz2 noct to require nozification to the 0B will ke retained by

IN8D for three years for possible review by the Counsel to the
OB, together with a copy of the opirion coinzerning the basis for

fLhe dsterrination that IOE notificatior was nof rejuired.

(U) Repeorting Procedures: FBEI Headquarters {(FRIHQ)
Adivisions and field offices are responsibhle for monitoring
inteiligence activities and reporting possible I0OB matters to
“ntornal Investigaticong Section (II3), Ingpection Division, and
Hational 3Security Law Branch (MN3LER), ©Office cf the General
Counssl (0GC), as discussed in this se i

(U) Reports of pozentizl IOE Matfers are to ke reported =Zo
_NSD (Attention: 1158} and oal (Attertion: MNSLR) by electronic

keviged 02/35/2003 LCB=-FO-1NT
S T
Fage &5 of 7
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S T

conenunil cation (BCY, uploaded Lnbo Cace # Z72-HQ-T1229736-VI0,

and include tne following informatior:

1. The names <of the Czse Agent and Tase Supervisor
captione=d dn the Hitle sect o of the RO

2. JTIdentification of the cukbstantive investigation in
which the questicnable aczivity occurred.

3. Identification of the target by name (or in maztters
invo_oving aczsscts, the acset file nunker).

Q
o

4, Tdentification of the subjsct’s (OL as:et’s) STAaATus
3 Inited States (U.3.) person or ror-J.Z. p=ers

5. A statement concernirqg thre ,cntr"lling l=gal
anthority for the invesTigation or the adrninistrative
~equirerents of the MNZIZM that pertain {(for sxample:  “The
Foreign Intelligence Surveillance Court authcrized an electronic
surveillances to begin at (time) con (zate),” cr “A full
Investigaticon was iniziated on (date) and evoired con (date)”).

{

6. An =xplanation of the error kelievaed committed and
wheri 1t occarred (including, in instances cf delayed reporting,

ar 2rvnlanation for the delayed submicssion].

EC reports of potential IODR matters must te signed out by
the ADIC/SAC or Assis—ant Directcor, as approvriate. FEI

nnel are enccuradged To <all IIS or NSLE personnel concerning

cqueztions az to what i1s required or should bs incladed in initial
reports of I0OS matters.

Tnis list of examples 1s not all-Inclusive of
intz_ligence activities which may he d=semed illegal or improper.
The ezanples, however, illustrate areas whers training and field
nffice supervision are sszsentizl.

In order to assist the Irspector _n the review of IOB
matters in your division, you zre rezussted to respond to the
" Towineg ezt inns:

kevised 02/J5/70005 1CE=-FO-1LN'T
S ET
Fage ¢ of 7
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Tdentify vour IOE Conbral [ile.

Describe the azministrative procedurss and
conTrols employe by vou To ensure that any
intelligerne activity revortable nder RO
12863 is identiiieZ and recorted to IN3ID,
FETHQ.

Tdentify spe~ifis training which has been
provided to Agents, supervisors, and staff
regarding theilr rezcponsipiliticos in complying
with sstzblished IOB repcrting policies and
procedures.

1CBE-FO-LNT

«

f—
o
v}
a
-]
)
3]
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(Rev. 01-31-2003) CLASSIFIEDL BY 651797 dubivks

b6
b7C
b2

b7E

()

: Administfétiﬁéf">§) This electr

DATE: 1z-15-2007

o FEASON: 1.4 (]
IFIED EXCEPT

£ SHOWH OTHERVISE FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 05/15/2006

To: Attn: AT

o I

Counterintelligence Attn: TD-ZA,

Inspesction Attn: TIZZ, CRS3

From: Dffice of the General Counsel
NELZ/ CILU/ RoOC il
Contact: AGC 7O7=304

Approved By: _Thomas Julie F

Drafted By:

Cééémiﬁm#i“aé 278-HQ-C1229736-VIO Serial 2424 (F=nding)
(0 e

TEETeT X TNTRLTTGENCE_QUEESTGET ROARD bz
MATTER 20064

Synopsis: (3) It iz the opinion o the Office of the General
C-unsegl (0GC) that this matter is roft reportable to fhe
_nte_ligence Cversight Board (IOB). Rather, it should be
maintzined in the con-rol file for periodic review by Counsel —o
the Z0OB. Ouir analysis follows.

(1) Derive : G-3
Decl 1fy . 25¥1

ric communicaticn (EC
nformation from the following dococuments: ‘1 oa copy oo

b
e

Hatiopal Secyprity Jet-er (MN3L) dzted 01/70/2C06 to
. o

ff z ooy of the EC dated

/2077006

f:rwarding the N3L to | Field Division to served on
=N aT~1 ol ok W =5 o and (3) a copy ~f The EC dated 06/Ul/2006 from the
Field Cffice Lo 067 revorting a potential
_JB matter.

SM

NSL VIO-33309



~
el

b"’E

To: | Frow:  OfLice of the General Counsel
Re: CVo-HQ-CIZZD2736-VIO, 0G6/1L/I00¢

bl
b2
b7E

1

Reference: (=)

Details: (K By EC dated 06/01/ ZDC:G,I recquested that

OGC revieow the fac—s of the rapti-ned matter and de-ermine whether
Il warrantls reporting <o the IOE. 28 explain=d below, in cur
opinion, the FBI 1s not regquires Lo report this mat-er =0 the TOE.

Ty on 0172077006, drafted an MSL pursuznt
D ey S % 2709 geeking subkscoriber and toll killing recozds
Ior telepnone numbers. Specilica’_ly, the N3L sought "the
name, address, length of szervice, and a_l _lccal and long distance
t:21 killing records asscociated™ with the telephone numkers
Zrom Y i)nceopticn of “he acosund to the of===tt." By EC dated

01/20/200A, the N2L was forwarzdes to Lhel Nivizion to ke
- . J

de_ivered to

vt

L Iy
LT, o 07 /23/2000 With respect to cone te

----- "“m;%Q Cn H7/1R/LC33,I received the results of
the MSL on a disk. The case ager.L reviewed the results from the
leg S e

lEQ:chd information peLtalnlng 50l

i

""" T Will respec. 1o Lhe zecond telephone nunker,
however, received NSL resulls wertzining Lo Lo

=1 the target and znother individual.! The case acert
prouzht this to the attention of both her supsrvisor and the
Chief Diviszion Ccocunsel (CDC). The case agent also sejquestered
the telechcone records of the indivicual who was not the sukject
“nv=stigation.

{J; Tne President, by Executive Order 12334, dated
12/04/19381, c=tabliszhed Lhe Fresident's Infelliqenﬁe Oversight
Board (FIOR). On 09/13/1%93, by Execublive Order 12863, the
[rezidert renaned it the InZelligencc Ovcrsight EOJLd (IOR)  arnd
estaplizhaed the Doard as a standing committes of fne President's
Foreign Zntelligence Advisory Bozrd. Among its responsibili-zies,
the TOR has besen given authority to review the FEI’s practices

o this telephone numk__,l l

O I I
S =

received tel ~phunc LupuLj dated f:

P sl we Associated with the Zarget. With resce-t to this same b2
telephone nunper | IdlbU received records dated b7E
| [L1a. were zssociated with ancthen

P
indivizuz_ unr=lated to the investigat
SECRE™

2
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From: Office of the seneral Counsel
29T E=VTO, 0671 572004

and procedures relating to foreign inte’ligencs and foreign
counterintelligence conllection.

(U) Secticon 2.4 of Erxecutive Order 12863 mandates tha-=
“nspettors General and General Coursel of the Intelligence
Community components (in The FEI, the Assistant Director,
“neoection Division (INSDY), and fh~ Gereral Counzel, Office of
the Geoneral Counsel (OGT), voelyl repert to the ICE
‘ntel ligence activities that they have reason o believe may be
uri_ awful or contrary To Executive Orzer -r Presidential
- This language has been interpretfed f£o wandate the
reporting of any viclaticon of a provision <f The Attorney
:ral's Guidelines for =RTI Mefioral Securifty Investigations and
an Intelligence Collection (NSIG), sffe-tive 10/31/2003, or
zr Juidelines or reqgulaticns zpproved by the Attorney General
coordance with BO 12333, dated 12/04/2981, if such provision
s designed to ensure The protection of _nd1V1duql rights.
Viclationas of provisions “hall merely are aduinisbratiive o natnre
and nct deered Lo have besn designed to ensure the protecticon of
individnal rights are generally not reported £ the IOE. The =EI
“nesrpection Division i1s reguired, however, to maintain records of
such zdwinistrative violations for fthree years sco that the
C-uns=l to the IOE may review them upon requesst. The
determinaticon as to whether 2z matter is "administrative in
naturs" rmast ke made by OGC. Therelore, such administrative
vinlaticns must be reported zs potentia. ZOR matters.

MSLgs arc a gpecific type cf invegtigative tocl —hat

allcws the FBI to oktalin certain limited tTypes of information
without court intervention: (1) felephone and ewall commnunicazion

reccrds frow telephcone companies ard irternet service providers
-ctronic Comaunications Frivacy Act, 13 U.3.C. § 2709); (2)
‘rds of financial institutions (Whlwh is very broadly defined)
ght Lo Financial FPrivacy Act, 1Z U.3.2.8% 2414(a) (%) (A)); (3) a
“ist cf financial ins-i-u-ions and conzumer identifving

‘nformaticon from a credit reportins company (Fair Credit Repor=ineg
Act, 15 U.S.C.8% 16zlulfa) and (b)i; anc (4) full credit reporz in
an internaticonal terrcorism case (Falr ZTredit Reporting Act, 15

U.s.C. 5 1631v). MNELz may be issued ir confcrwity with statutory
requireventsz, including 18 U.S.C. & 2709, HNSIS, section V.12,

Here, during zn autkarized investigation,- the FRI
an N3 on a teleplhone carrier.  In response —o

SEEN\

3
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b2
b7E

SECRET

rom: ©Office of the seneral Counsel
F 5 — =10, 06/15 /,Ullh

the procerly served MEL, —he FEIL ohtair@d information regacding

another subzcrikber's records that were ntt rzslevant to the
‘nveat At ioneT T Appearas LAt Tth faloreat Torg, Al hiongh

_awfully obtained, is not relevant to the investigation and
shou”_d r£e seqgregated Zo protect the potential crivacy interests
of UInited States persons. Once information not relevant to an
anthorized investigation is received, the fisld should contact
the carriesr and ask whe-her the unintertionally acguired
nfeormation snould be returned or Zestroyed with appropriate
Jd:cumsntation to the file.

(1Y Rased upon these factes, o acordance with the
telmD irvplerenting the reporting requirements of Zection 2.4 o
EC g6 it is our opinion that triz =srror is not reportakle
the ZOBE. A record of this decisior zhould be raintained in —h
crntrcl file for future review by the Tounsel to the ICE.

ot rh

inMMAWM“ii*ﬁ The targe-'s rights were n-t violated Fecanse he was
n-t the suabijsct of the impropsrly collected information. It is
unknowrn, nhowoever, whoe-her the information agoociated with the
otheor cubscriber pertained to o United States Feorson inasmuach as
there has besen no review of The informatiorn

Sﬁbﬁﬁs\
4
NSL VIO-33312



b2 S}QET

o Eron Office 2of the seneral Counsel
Re: oo d0-C1.09730=-VT0, 06/15/7006

LEAD (s) :
Set Lead 1: (Action)
TNSPZCTICHN

AT WASHINGTON, DO

(U) INSC should retain a recorzs 5f the report of the
potential IOR matter, as well a3 a copy - f the OG0 opinion
c-nz_uding that ICE rnotification iz rot regquired, for threes vyears
o possible review by “he Chunsel to the TOR.

Set Lead 2: (Info)

COIMTEITINTELLIGENCE

AT WASHIMNGTONM, DC

(1) For informa=-ion.

Set Lead 3: (Action)

b2 -

b7E £l

;b4 (uy  Thng “ield Office sh-uld contact ared
b7D azk whether £he Inproperly Or unintenticnally acguirad

nformation should ke returned or Zestroyed with appropriate
doounentation to the file.

ce: Ms. Thomas

bé

M I0z Likrary
b7C

*

SE}N{
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(Rev. 01-31-2003) BEASONG 1.4 ()

DATE: 12-13-2007
CLAZSIFIED BY o&l72/duli/ker/cak

BERLASHTEY O LRIl
e e AENEET
CHTATNED

ED EXCEFT

WHERE ' SHOWH OTHERVISE FEDERAL BUREAU OF INVESTIGATION

b2
b7E
b6
b7cC

[(LEIEEEETRR

(-

bl
b2
b7E
oY}
b7D

(-

(-

Precedence: ROUTINE Date: 5/05/2006

To: Attn: SEC _I
LSRR
fofevil | I
S I

Counterintelligence Attn: CL-2B, SSAI

Inspection Attn: 113, ©CR3

From: Office of the General Counsel
NSL=/ClLU/Room 2947
Contact: AGC 202=-32241

Approved By: _Thongo JTolic [

Drafted By:

Case ID #: X  270-HO-C1229736-VIO Serial -289 (Pending]

Title: )]  TNTELLIGENCE QVERSTGET BOARD b2
MATTER 20064

O

SYﬁépgiST““ﬁﬂ It i the opinion o the Office of the General
Couns=l (QOGT) that this matter must be reported to fthe
nte’ligence CversighT Board (IOB). OGC will crepare

it

and deliver

the necessary correspondence to the IOE.
(1) Derive om : G-3
Declas On: 25X1

Reference: (3)

electronic commur.icatiz-n (EC) dated 03/23/2006,
the FPield Office (2ar. Franciscc, reaguiested thazt OGC
review the factsz of the captioned matfer and deterwine whether i=
warrants reporting to the IOE. In our opinicn, it dees. Our
analysiszs follows.

W;§g cn 11/25/7004, = | | case agent
submittzd a Mational Security Letter (M3L) s=eking telsphone toll
billing rocecords of a cortain ftarget to Cuc to a

NSL VIO-33314



b2
b7E

b2
b7E

SE T

T From:  Office of the General Counsel
Re: o To-d0-Clooar26=-Y10, 05/0R/2006

typograrhical error, —he —elephone muadber -n the HN3L was
efl:h&qulj tfdhouflb%d.l On 0Z/C4/20065, t:

e telephone records
¥ e not the targez's
iew of fhe

= ' it was de-ermined that
'J_‘ds. I Illurucdlatf:l_\: e

{U) The Presgident, by
2/04/71981, established the Presider
card lEIUB). Cn 039/13/19%3, by Exe
President renamed it <—he Intellijerc W L:-th Eoard (ICE) and
eztablizhed fthe Board as 2 standinsg ummlff o>f the Preszident's
“r=ign Intelligence Advisory Enars. AEmzrg 1#5 responsikilizies,
the ZOB has besen given authority to review the FEI's practices
and procedures relating to foreign irtelligence and foreign
countezrintelligence collection.

Order 12324, dated
s Intelligence Oversight
‘utive Order 12853, the

")

l)

(1 Section 2.4 of Executive Qrder 12263 mandates thaz
“neswectors seneral and Generzl Ccounsel of the Intelligsnce
Commanity components {(in the FBI, the Assistant Director,
“nowestion Divicion (INSD), and the Gerneral Councel, Office of
the Geznerzl Counsel (0OGC), respechtively)] report to the ICE
nte_ligence activities that they have reason to believe may be
un_zwiul or contrary o Executive OrZer Zr Presidential
Directive. Tnis language has been interpreted to mandate the
reporting of any violation of =z provision cf The Afttorney
Genszral's Gaidelines for =BT Niatioral Securiftv Investigaticons and
Frreign Iatzlligence Collection (HWSIG), effective 10/31/2003, or
clhizr guldelines or requlallons zpproved by Lhe Attorney General
in acoordance with EO 12333, dated 1Z2/04/2%81, if szuch provision
was degigned tTo enaure —he protectior 2f ‘ndividual rightse.

(U)  ¥Viclatiocns of provisgions that nerely are
administrative in nature and not deemec to havs keen designed =—o
engure the protection of individual richts are generally not
reported fo the ICE.  The FBI Inspection Division is rsquired,
h-owever, to maintain records of such acministrative violations

1(U) In order to avold any further dissewination of this
inecrrect telephone mamker, the maaber s not reing listed in
thiz doourent.

"""""""""""" 2mw£§< Oon 03/27/°0C06, realized that this
ncident constituted an IOB violatiorn and prormectly reported —he
matter to OGC, the Inspesc-ion Diviszion, and ths

Counterintelligence Division.
SECRET_

2

NSL VIO-33315



T Frome: General Counsel
Re: 7=2-HO-ClZ2Z9735-V10,
for three vyears so that the Tounsel fto fthe ZTOR nay raview them
upon regquest. The determination as fto whethesr a matter is
"adwinistrative in nature" must ke made by OZC.  Therefore, such
administrative viclations must ke reported as cotential IOB
mnatters.
(U:I >< NQLC. - N A i - oty - . - L
N SLs are a specitic type -f Znvestigative tool

that zallows ftoe FBI to obzain certair lindited types of
nfermation without court intervention: ‘11 telespnone and email
comuunication records from telephore companiss and internet

erv.ce providers (Elec-ronic Commenications Privacy Act, S
U LS 27098y, (2) records of financial Instituticons (which iz
very proadly defined) (Right fo Firarcial Privacy Act, 12 U.3.C.%
34240a;(b)y{Aa)); (2) a liszT of finar.cial institutions and consumer
dentifyving information from a credit reporting conpany (Fair
Credit Kkeporting Act, 15 U.3.C.8% 16cluia) and (k;); and (1)
full -cr=dit repeort in an international terrorism case (Fair
Credit Keporting Act, 1b U.5.C. & loglvi. Nils may be issued in
conformity with statuzory rejuirements, inciuding 18 U.5.2.0 5
c70%, M8IG, cscotion V.12,

()

':?éi In this sizuation, cue to the incorrect number
stated in tne H3L, the BRI receivel telephcne toll billing
records pertaining to a telephone rnumber that was neither under
nvestigation nor related to an investigation. Therefore, the
nformation was improperly collected, a_though unintentionally
27, In viclation of the NSIG and ECPA.

(1) H@ru, the target's rightz were not viclated kecause
he waz not the zukject of the improperly co_lezxted iaformation.
£ is unknown whether the erronecus information received
ertained to a United S-azeg Pergor, irasmuch as there has kbeen
- revisw of the information. Nonetheless, nased apon the facs
hat information which may be zbcut a USE was imprﬁpcrly,
although inadvertently, collected, ard in ac-ordance with the
repcrting requirements of Section 2.4 of Evecutive Order 12863,
DEC will yprepare a coover leffer ans 3 memorandom to repart this
natter to the ICB.

SEC}K

3
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: -
jbé T Fromwm:  Office of the General Counsel
b7E Re: 7o-g0-Clooo736-v10, 05/ 05/7006

LEAD (s) :
Set Lead 1: (Action)
INZDECTICHN

AT WASHINGTON, DC \

(U) Feor action deemed appropriate.

Set Lead 2: (Information)

COJNTERINTELLIGENCE

AT WASHIMNGTOM, DC

() For informa=-icroi.

]
Do

Set Lead 3: (Information)
b7E

b4 T I

hEl

Field OZfice should contact

b7D (U) Tag
and ask whethsT The 1mpropezly or
nformation should be returned or
d-cumentation to the file.

tnintentionally acguired
cestroyved with appropriate

ce: Moo Thomnas
be
b7c IOZ Likrary
*

sﬁERQE\

NSL VIO-33317
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12 bIE
~ 0B Chart

Altorney work produc
TOB No. DNate Tate PI/FFI FISA issue | Service 0B Notes

Completed /NSL/Others Provider’s | violation
error

-2006-| | | 220 | ASL | No | Yes NSL error on letter  wrong ematl
2005 | oL | \o

NSL VIO-33336

Qutside the Scope




0B Chart

Altorney work produc
T0B No. Date T.ate PI/FFT FISA issue | Service 10B Notes
h? Completed TINSL/Others Provider’s | violation
error
2004 3:3:03 M, Yo Typo on phone on N8I
2003 Y103 Pl(usper) |NSL No Thought PT expired, but 1t did not (new AG

2 1idelines!

Qutside the Scope

NSL VIO-33337




b7E
| [10B Chart
o Attorney work product
I0BNo. | Date T.ate PI/FFT FISA issue | Service 10B Notes
Completed /NSL/Others Provider’s | violation
2004 131103 \SL Yes Yes Provider gave more info than
requested‘authorized - gave contenl
102104 \SL Yes Obtained banking info without NSL,
9:15104 \SL Yes Field cited 1681v mstead of 168 1u
O —
2006 515106 \SL No Yes * Phone number typo on NSL
2006 4/18106 \SL No Yes Phone number typo on NSL
2006 703106 \SL No Yes Requested more from NSL than legal can
2006 \SL Yes Yes Provider gave more than we asked for

NSL VI0-33338

Outside the Scope



b2

DIE 10B Chart
Altorney work produc
I0BNo. | Date Tate PIFFFT || | FISAissue | Service 10B Notes
Completed /NSL/Others Provider’s | violation
m —
2006 8L Yes Provider gave more info (other than subsc-
riber nfo) than we asked for - same person
b2

Outside the Scope

NSL VI0-33339



SECN DETE? - 12-13~2007

CLASSIFIED BY 65179/ duhi/H e foak
REASOWH4- Losd-f2)

From: | bac) Fe)) DECLASSIFY ON: 12-13-2032
bo Sent: 46 PM
b7¢C To: (FBI)
: Cc: BI)
b2
.b“ Subject: I TOB 18808 I
b7E SECRET

RECORD 278-HQ-C1229736

| am an attorney in the National Security Law Branch of the Office of the General Counsel and

2006 (in connectioh with Case 1D Nel| ln the EC it was stated that an incorrect
telephone number was obtained during a pretext contac! | After
reviewing the incorrect NSL results, a subsequent pretext contact wi e subject revealed the

be correct telephone number. | have several guestions about this matter:
B7C 1. What type of pretext contacts were made?
2 2. D thei Provide the incorrect telephone number, or was the number
_'b 1 transcribed improperly?
2 3. How was the incorrect number obtained frorr{ - |7
b7E Thank you for your assistance with these questions. Please contact me if you would like to
i iSngfter.

National Securi'ty Law Branch

Office of t counsel
(202) 324

Investigations
DECLASSIFICATION

SECRET

ALL: THFORMATION [CONTATHEL
i ' FIED EXEEPT

NSL VIO-33385

SECRET



ALL: INFORMATION CONTAINED
HE 1..15 THCLASSTIFIED EYCEPT

b6
b7C
b2
b7E

13) -

WH OTHERUISE SECNT

DATE: 12~13-2007
CLASSIFIED BY 651797 dub frar / cale

From: | I{OGC) (FBI) REASON: 1.4 {c}
Sent: Monday, February 12, 2007 1:49 PM DECLASIIFY ON: 1213
To: BI)
Subject: OB Issue -
SECRET ol
RECORD b2

bTE

bé
b7C
b4
b7D

Thank you for answering my questions earlier today. | have a couple of questions. What
subscriber information did you receive from Did you get anything other than the name,
address. and length of service for the mobile telephone numbers? If this is all that you
received, the NSL specifically asked for this information, and____Jesponse would
definitely be within the scope of the NSL. Either way, [ am recommending that incident
is NOT reportable to the IOB. I believe that my supervisors will agree.

L)

AL

Thank you again for your help.

National Security Law Branch
(202) 324

DERIVED FROM: G-3'RBI ClassiﬁA Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EX

SECRET

NSL VIO-33386

SECRET



DETCLASSIFIED BY £517%/7dmh/Esr/cak

From: L _ loGe) (FBI)
be Sent: [ EREan A 200 218 P
: - To: FBI
H7C Ce: | [OGC) (Fél)
b2 Subject: TOB Issues
b7E %
RECORD 274 40879 puplicate emall this file
b6 Fromo:ngm| Messr J(ren)
biC Sent: Monday, February 05, 2007 3:43 PM
b2
b7E

NSL VIO-33387



ba
b7C
b2
b7E

To:

Cc:
Subject:

0OGC) (FBI);:(OGC) (FBI);

(OGO LFBDY

(FBI)
Ivision cenarios Memorialized

S

Duplicate email this file
NSL VIO-33388




DERIVED FROW\: G=3 FBI Classétion Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations

DECLASSIFICATISN EXGMPTION 3
SECRET

DERIVED F lassification Guide G-3, dated 1/97, Foreigh Counterintelligence

Investigatighs .
DECLASSIFICATION EXEMPWNON 3
SECRET

NSL VIO-33389



DECLASEIFIED BY 65179 /dwh/ksryioak
ON 12-13-30a7

s

Duplicate CTD/NSL-CD volume 19 NSL VIO-33390




DECLASSIFIED BY 65179 /mh/ksryoa
O 12-13-2007

From: (OGC) (FBI)

Sent: Wednesday, March 21, 2007 3:22 PM

To: D000, . FBI_ALL CDCs; CAPRONI, VALERIE E. (OGC) (FBI);
kiNsD) (Fei)

Supject: IOB Issues Relating to the Inspection Division's Audit
S ' i ) f — —~ -
ECORD IOB Duplicate CTD/NSL-CD volume 19
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DERIVED FROM: G-3 FBI Classificat ide G-3, dated 1/97, Foreign Counterintelligence

Investigations
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DECLASSIFIED BY 65179 /dmh/ksr cak

an 12-13-2007
From: l lioce) FB))
b6 Sent: FMMMMLZLZDQF 2:53 PM
o To: (OGC) (FBI)
b7C ce: 1 [(OGC) (FBI)
Subject: IOB Policy
s

R RD IOB polic

——1

A and | mentioned, the IOB policy has been signed by everyone. Please upload it and
distribute it to all divisions. Thank you for your help with this!

b€

b7cC :

finallOBpolicyNOV1
6.wpd (37 KB...

DERIVED FROM; G-3 FBI Zlassification Guide G-3, dated 1/97, Foreign Counterintelligence
Investigations
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1. Today’s Presentation

sIntelligence Oversight Board (I0B)
*Responsibilities Regarding IOB Matters
*Examples of Common Reportable Matters

I you have any questions at any time during this presentation, please feel free to
ask them.

2. 'This presentation will cover the
e®History

® Authoritics

®Composition

®Responsibilities of the IOB

3. Brief History

eIntelligence gathering is an executive function.

e[t traditionally focused on spies, and there was little danger that UJ.S. citizens
would be exposed to intelligence gathering methods.

eIntelligence gathering rarely interacted with criminal law

eHowever, intelligence gathering investigations have had a "checkered history."

eFor cxample, “Exccutive discretion” really meant little or no oversight

® There were Sweeping interpretations of “national security™

®Real potential for abuse

In 1940, Roosevelt said that electronic surveillance should be used for grave
national defense matters and there should be an attempt to limit surveillance to
aliens.

e Truman continued the policy into the 1950s

eln 1954, Attorney General Herbert Brownell's memo to Hoover expanded the
policy and permitted electronic surveillance whenever national interest
required it.

®Because electronic surveillance was not monitored in the national security area,
in 1975, the Senate created the Select Committee to Study Governmental
Actions, which was later known as the Church Committee

®In 1978, the Foreign Intelligence Surveillance Act was enacted.

SE% NSL VIO-33400
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® As a result of these issues, there is now Congressional Oversight & the Foreign
Intelligence Surveillance Act (FISA)

4. Authorities

eLxecutive Order 12334 (December 4, 1981)
eLxecutive Order 12863 (Sept. 13, 1993)
® Agency-Specific Guidelines, such as the February 10. 2005 EC.

On December 4, 1981, by Executive Order 12334, the President Reagan
created the President's Intelligence Oversight Board.

5. Executive Order 12863

On 09/13/1993, by Executive Order 12863, the President Clinton renamed it
the Intelligence Oversight Board and established the Board as a standing
committee of the President's Foreign Intelligence Advisory Board.

6. Composition of the Intelligence Oversight Board

As provided in section 2.1 of the executive order, the Intelligence Oversight
Board is composed of not more than four members of the President’s Foreign
Intelligence Advisory Board (PFIAR)

‘These members are appointed by the Chairman of the President's Foreign
Intelligence Advisory Board.

7. TOB Responsibilities

The responsibilities of the board remained largely unchanged. (look at section
2.2--last page of handout

S%T NSL VIO-33401
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Among its responsibilities, the IOB has been given authority to review the
FBI's practices and procedures relating to foreign intelligence and foreign
counterintelligence collection.

Specifically, these responsibilities include:

(1) Preparing reports for the President concerning intelligence activities that
the IOB believes “may be unlawful or contrary to Executive order or
Presidential directive™

(2) Forwarding to the Attorney General reports received about intelligence
activities that the IOB believes “may be unlawful or contrary to Executive
order or Presidential directive”

(3) Reviewing the internal guidelines of each agency within the Intelligence
Community that concern lawfulness of intelligence activities.

(4) Reviewing the practices and procedures of each agency within the
Intelligence Community for discovering and reporting intelligence activities
that may be IOB matters; and

(5) Conducting such investigations as the JOB deems necessary to carry out its
functions.

SMT NSL VIO-33402
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Next I will discuss the obligations under executive order 12863 and the
reporting requirements. These are listed in section 2.4 of the executive order
which 1s on the last page of the handout that I gave to you this afternoon.

11.

® Under Executive Order 12863, The heads of departments and agencies of the
Intelligence Community, to the extent permitted by law, shall provide the IOB
with all information that the IOB deems necessary to carry out its
responsibilities.

“Inspectors General and General Counsel of the Intelligence Community, zo the
extent permitted by law, shall report to the IOB, at least on a quarterly basis
and trom time to time as necessary or appropriate, concerning intelligence
activities that they have reason to believe may be unlawful or contrary to
Executive order or Presidential directive.” (Section 2.4)

12.

“to the extent permitted by law”
The IOB has determined that this language was inserted to ensure compliance with
FISA Court orders and to protect Grand Jury Information.

®The IOT3 has stated that the phrase does not mean the I'BI (or any other
intelligence agency) may withhold information that would otherwise be
reported to the IOB because of its classification or sensitivity.

13. “unlawful or contrary to Executive Order or Presidential Directive”

}é NSL VIO-33403
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This phrase sets the standard for reporting IOB matters

14.

Reporting Requirement One

® Provisions of AG approved guidelines or regulations designed in full or in
part to ensure the protection of individual rights are regarded as

mcorporated by reference within the Executive Order.

® Theretore, a violation of such provision would constitute a breach of the
Executive Order and would be reportable to the IOB.

-

15.

Reporting Requirement Two

Violations of provisions that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual rights are generally

not reported to the TOB.!

e Uncertainty as to the reportability of an incident shall be resolved by reporting it
or by contacting the National Security Law Branch for turther guidance.

L Thiz interpre-a<ion of fthe rep-rting regiirements wa
furnizshed to the FBI by the FIOB durinz a meeting on 06/1e/122
WiZlZzarm H. Wekster, then Director oI the FEBEI, zoncurred with t
‘ul=rorstalion and confirmed the fmwsdiate Daplenentat ton of
repcrting procedures in adherence to thiszs interpretation in a
_ctter, dated 07/14/1%22, to Dr. W. Glenn Canchell, Chairman of
the PIOE. This interpretation was confirmed by Mary 2. Lawton,
Cruns=l for Tote111genne 2olicy, Offiece - f Totelligenss Policy
and Review, Department of Justice, by letter datsd 04/03/1983.

SE%T
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16.
Reporting Requirement Three

Professional judgment will be exercised by the General Counsel in deciding
whether a particular incident is reportable to the IOB.

17.
Reporting Requirement Four

A record of decisions not to report potential IOB matters shall be
maintained by the FBI, specifically the Inspection Division for three vears.
These decisions shall be subject to review by the Counsel to the IOB on
request

18. (Don't read this slide)

Don’t Forget...

“The words ‘may be unlawful’ in the EO should be interpreted to include
violations of agency procedures issued under the EO .. .."

® Counsel for Intelligence Policy, OIPR (1983)

19.
Examples of when to report potential IOB Violations

A. (U) Engaging in activities believed to be unlawful or
contrary teo Executive Orders or Presidential Directives.

B. (U) Engaging in activities believed to violate the
United States Constitution.

bE((R><
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C. (U) Initiating electronic surveillance or physical
search without authorization from the Foreign Intelligence
Surveillance Court (FISC) or other legal authorization.

D. (U) PFailing to terminate an authorized surveillance at
the time prescribed by the FISC or other relevant legal
authority.

E. (U) Engaging in investigative activity beyond the scope
of the FISC order or other relevant legal authority.

F. (U) A carrier providing information beyond the scope of
the FISC order or other relevant legal authority resulting in
the unintentional acquisition of data.

G. (U) Failing to adhere to the minimization or
dissemination requirements specified in a FISC order or other
relevant legal authority.

H.H“}Ei Never submitting an initial 10-day notification
during a preliminary or full investigation. Never submitting
an annual letterhead memorandum (LHM) during a full
investigation.

it“:kgs Failing to submit the initial 10-day notification
within 45 days of the date that it was due.

J. (U) PFailing to submit the annual LHM within 90 days of
the date that it was due.?

without the proper authority as delineated in the NSIG.

~~~~~~~~~~~~~~~~~ ‘““”Eéa Thig is a change from the guidance isgzsued on
0z/10/2008 via EC,60F-HO-A1247&3%-17%2. NSLE has concluded thaz
fallure Lo zukndl Lhe 10-day nobLilZicslion or anmual LHM reports
or untirely suabmission of these reports may sucstantially impact
OIPK and DOJ's ability —o conduct adequate oversgsignt of our
operaticns. In an effort to provizie a bright-line rule for tThe
field, W3TE has determinsd that 17 the T0=day uotilfication or
annual LHM report is never submitted, 2r Zf 3 10-day notification
o more than 45 davs lazZo or an znruaal LHM 2z xore than 20 dave
_ate, it i1s a potential IOR wioclztior that HSLE wust review —o
det=raine whethesr OTFR and DOJT'a cwveraioght arility has been

subztantially impacted.
SEpET
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Lr“W)éé Serving a National Security Letter (NSL) that
contains a substantive typographical error that results in
the acquisition of data that is not relevant to an authorized
investigation (i.e., numbers on telephone number transposed).

.Mfm“iés Serving an NSL that requests information that is
beyond the scope permissible by statute (i.e. content
information) .

%ﬁfm>ﬁ§ A carrier providing information beyond the scope of

an NSL resulting in the unintentional acquisition of data.

bwam“>§) Conducting investigative activity after the

expiration of a preliminary investigation.

P, '}ﬁb During a threat assessment, utilizing a method or
technique other than those authorized under the NSIG for a
threat assessment.

d::>&5 During an authorized prelimihary investigation,

utilizing a method or technique other than those authorized
under the NSIG for a preliminary investigation.

"ﬁf”“;ﬁs that contains a substantive

typographical error that results in the acquisition of data
that is nhot relevant to an authorized investigation (i.e.,

:U) A...A....,...,._._“.,...
- }g) roViding

information beyond the scope of resulting in the
unintentional acquisition of data”

e Constitutional violations
e®Unauthorized investigations

e Unauthorized techniques

®['ISA overruns
®Dissemination/minimization crrors

(1J

)  Contents of IOB Reporting EC. Repcorts of potertial IOL
Matters are to ke reported to INSD (Attn: IIS) and OGT (Attn:

SE%T
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N3TLR) by elestronis commmnication (EC), aplwaced into Case TD
Number Z73-HQ-21229736-VIO, and include the following
information:

A. The caption of the reporting EC shoald
state: REFORT OF A FOTERTIAL IOE MATTZK;

R. Identification of —he substazntive
investigation in which the questiznable
activity occurred, including the rames < f

[

@
.

Identification of <—he subject’s (or
ascet's) status as a i e
verson or non-U.S5. persony

D. A -corplete and thorough explanati-n of
the error believed to have been commiltted
and 3ll relevant facts. The explanation
should include:

(1) A statement regarzirg when the =rror

cocurred (including, in Instances of
delavyed reporting, an explanaticon for
the delayed reporting);

(Z2) & sZatement corncerring the
controlling law, reculaticn or NSIG
provision “habt pertalirs Lo Lhz viclatlon
[for example: YThe Forelgn Zntelligsnce
Surveillance Courzf authorized an
zlectronic gurveillance to kegin at
(time) on (date),” ~r B ful .
investigation was irnitiated on (date)
and oxpired on (date)”];

(3) A couplere statemert of the statas
of the investigation or matter
including, if agplicakle, when it wags
initiazed, when it expired, when 1t was
renewed, and whether it currently iz

3 (Uy It is no longer necessary to out the names of the
caas agent oand sapervisor in the oaption, bt the sameas shonld bhe
‘ncluded in the test of the reporting EC.

SE(M
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(4) A statement 1if anz wheon a Foroiagn
Intelligence Survelillance At [(FISA)
request has been subnitted to
Cffice of Intelligerce Folicy

and Review, Deparztment -f

Justice (OIPR), 1f relevant.

20.
Summary

®F( 12863 is the controlling authority regarding IOB violations.

®The IOB is responsible for reviewing the practices and procedures for discovering
and reporting on IOB matters.

eFach agency 1n the Intelligence Community must report on at least a quarterly
basis concerning intelligence activities that may be contrary to law, Executive
Orders, or Presidential Directives.

21.

Questions?

SEEH{ET
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DECLASIIFIED BY 65179 /dub/kar/oak
O 01-24-2008

PROCEDURES FOR HAMUDLING REDPORTZE OF POTENTIAL
IHTELLIGENTE OVEXSIGHT BOAKD MATTEKS

A. (UJ) PBackground. The Irtelligence Oversight Board
LOBT was established as a standing commaittes of the President’s
Frreign Intelligence Advisory Eozrz by Executive Order (EO)126863
dat=sd 09/13/79%. Amcng its other resporsikbi’ities, the ICE has
authority to revisw the FLI's practices and oroceduress relating
to foreign intelligence and foreigr counterintelligence

o2 leztion. Within the FRI, the "IOE pr-cess™ is the means

Ly which the FRI reports —o the Boarz intelligence activities
~-nducted by the [BI which may be unlawful or —onftrary to
Executive Orders, Presidentizl Directives <r Departme
Juidelines

(1Y  Section 2.4 of EO 12863 reguires that the
“nswectorzs General and the Generzl Course. of the Intelligence
Comeaunity components report f£o the IOB “concerning intelligence
Aol ivities thal they have reasson Lo bellseve nay e unlawlnl o
contrary to Executive order oz Presicertial directive.” Ey
_-ngstanding agreesment bez-ween the FBI and the IOB, this lanjuage
hzs bezen interprefed <o mandzte the reporting c<f any viclation of
a4 provizion of the foreign counterintel’igence guidelines or
othezr guidelines or regulations approved by the Attorney General,
n acTordance with EO 12232, if such proviscicn wags intended <o
protect the individual rights of a Urited States person. The
Crunas=l for Intelligence 2olicy, Office -f Intelligence Bolioy
and Rzview (OIFR), Department of Justice [DOJ,, has further
opinoed that the words “may be unlawZul” in the Executive Order
should e infterpreted to include violaticns of agency procedures
Zgsued under tThe Executlve Order, Lnless they involve purely
adiministrative matters.

E. (1J) OkbligaZion to Repaort Fotential TOx Matters.
FEZ employes=s have zn okligation to report potential ICE matzers
within 14 days of the discovery o2 a possibls error or violazion.
The failure to report such matters, for whatever reason, may
resu_t in severe disciplinary zcotion, vp fte and including
dismizsal from the FBI.

C. (UJ) Reporting T'roceiures. Under procadures
awalting promalgation by —he Director, the Hational Security
Law Brancn (MSLE), OGZ, will ke regpaonsikbi’e for coordinating all
azpects of the FBI's IOE process. FBI Headguarters (FBIHQ)

divizions and field offices are responsikle for nonitoring intel-
_igence activiftiesz and reporting possik_e IOE xatters to QGC.

NSL VIO-33410



{U)y In accordance with Section 2-%6 of the HEIDH,
repcrts of potential LOE Matters are rejuired tc ke submitted <o
HSLE, O5C, ky EC and include the wing nformation: 1)
dentification of the substantive zztigation in wnoich t]e
quesztionakle activity ccoccurred; ) izZertification of the ftarge=
by name [or in matters invelwving assets, the asset file numt er];
3) ddentification of —he subject’s (or asss ) status as a
Unzted Ztates (U.3) person or non-L .32, 4d) 3 ztatemen-
concerning the controlling legzl avthority for the investigazion
or the adwinistrative requirements of the HEIPM that pertain [for
e\ﬂmplgz “The Foreign Intelligence Surveillanze Court authorized
ar sctronic surveillance to kbegir at (time) on (date),” or YA
fn‘l investigation was initisted or. (date)] and expired on

date)”]; and b) a statenent of the error kbelisved committed and
when it coccurred (including, in insta ~f delayed reporting,
an =xvlanation for the delaved SHbm]; 0. oreports of
prtential I0B matters must ke signed ot by the ZAT or Assis—ant
Director, as appropriate.

.1.

. (1) Quar-erly Repnaits. T oAdd it ot bhe
foregoing, on oa gquarterly kasis, each _d cffice and FEIHQ

fiel
divigion is required —o submit tce OGC (Attn: N3LE, an EC
f

rtifving that all employees <of the office cr divisicn were
conlasled concerning “he requliremern:t Lo reporl possil:dls TOR
matters. (Jee MICG, Zart 1-22.) The canvassing of enplovees

5
may bz acoconplicshed by 2-mail within Zield offices and HE
divigions. EC certificaticns to OGC must ke signed out by
the B[&C or Asziszstant Director, as appropriate.

E. (U)y Ac—Zion by WSLE. NSLE gshall revicw reports of
P-tential IOB matters determine iZ a repcrted error or viclaztion
requires notificaticn to —he IOR based on the requirements of EO
222C3 and gaidance previcusly provided by ths IOF and OIFR. If
the reported matter iz dezermined to require such notification,
HELE will prepare a let-erhezd memcrancum (LHM), setting forzh
the basis for the notification (ses "Repirtaole Matters"™ helow),
and a cuver letter to forward the LHM. That correspondence will

be signad by the General Counsel or his designee. The LHM and
itg cover communication will then ke hand carried f£to the 1OEB.
A ccpy of fthe LHM will also ke sent to the SAC or Assistant

Dirzctor who initially reported the matter for action deemsd
approcriate. The repor—ing SAC or Aszsistant Director will also
be notifisd if a potential 1OE mztter was deternined by CGC not
tz require motification to the TIOBR.

(U) Repcorts of potenti
OZC nct f£o rejuire noZification o ke retained by
OzC for thrse years for possikble res quﬁoel Lo the
OB, togethsr with a statement concerning the faszizs for the
determinaticon that notification was rot r“4u1rﬁd

determined by

NSL VIO-33411
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“fﬁ"“%>6 Reportakble Matters. Elamcles of potential
_UB matters waich shcould be reported tz 06T intlude:

""""" m“””“%“Tr““&Q Urnau-horized investigations. iJee, generally,
the Attorney Ceneral'’s Cuidelines for FBEI MHaticonal SPCJElty
_nvestigations and boreign Intelligerce Col_esction (3G

S “”ffww:hg) Ugse of methods or technigues ctner tha .

dUthuLl ed in the conduct of prelimdrary or full investigations.
(1ld. ]
\_

3. (11) Initiazing 2 form of e_ectronic suarveillance
or a search without authcorization from the I'creign Intelligence
Surveillance Court (FISC), or failing to terminate an authoriczed
surveillance at the time prescribez by the Court. {See 20 1J,3.C.
ST E0E, 13740)

4. (J) Failing tc z=dhere t2 the minirmization cr
mination requirements specified i a FISC Order. {2ee b0
.05 18060

""""""""""""""" NC >§ Hon-reportakle Matters. 235 previously nozed,
by longstanding agreement between the FBI and the IOz, EC 12863
has bzen inbterpreled o regquize Lhe FBI Lo nolify Lhe IOE of

any violation of a provision of the foreign counterintelligence
Juidelinez or cother regulations zpproved by the Attcorney General,
in acoordance with E.O. 12333, 1if such provision was intended =—o
protest the individunal rights of a Urited States peraon. This
administrative practice often necessitated the submwission of
reports of I03 crrors concerning overdue reperts of investigative
activity (i.e., 90-day and annual LHMs) kecause such reports were
’ﬂqu*r@d o be submit-Zed pursuznt to 3zcticn IX.T of tThe Attorney
Genzrsl Guidelines for ZBI Foreign Irnte lZgencs Collection and
F“'"Wn Counterintelligence Investigations [(1939). The curren=
Attcrney General's Guidelines for FRTI Naticnal Security
_nvzstigations and Foreiqn Intellizerce ZTol_=zcticn (2003) do not
cintain a separate reporting requirement specifically intended to
protect thne rightszs of Uni-ed 3tates perscns. Conssgiently, while
ﬁvarduﬂ reports of administrztive or investigative activities
conducte ed under the M85 may ke oconsizZered in evaluating the work
p%rformanﬁ: of EFBI employvees, such errors nesd not be reported to
OZC as cotential IOE mazters.

r'[\

0

H. The preparaZicon of LEMs and related I02 corres-
pondencs, and the dissemination oI these ltens, ars accomplished
in accordance with the standardizez IOL ﬁorres;ondence procedures

T

updated periodically ky the kbraznch's legz_ technicians.

NSL VIO-33412



was leoldind for an opportunity 1o mention 1o you this exact point, which was made to me during ‘
My training in yesterday The agents pointed out] | b5

b6
h7C
b2
L7E

VWhat aboud |

w
T>

sIoN

(cell)

b5
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b5
b2
b7E
bé
bic

bé
b7cC
b2
b7E
b5

records

6) this is one she hasn't seen but came to me today and that | sent to you

b6
h7cC

I am etting_a guestion similgr to #5 orf

sheet. However, this is financial records, not

toll records.

Should this be reported?

, I agree with you.

NSL VIO-33429



|However,

there has been much confusion
thmuq.*": Yesterday afterncon, old me
meeting. but it was after the all COC ema
clarifying this Issue if Julie agree

| hag already been

Jand it was my understanding that Julie
about the comments that Julie made at the

s

Nt Maybe we can send another ermail

----- Original [
From: boce) (FaI)
Sent: Wednesday, March 28, 2007 4:32 PM

To: I_IHQ.MAS_]LU.LLLLCi(;C) (FBI)
Cc: GC) (FBI)

Subject: RE: Further Guidance Relating to IOB Issues

SE T
D I10B

Lile g e speeting oy Eriday sk ugieeaid %hg?l

i

i this is 8 conrect interpratation of what you and Valerie ssid on Friday, then | thini]

@

()

0 pleass et me Know if | misintarpreted the Friday dialogus. Thanks.

NSL VIO-33430
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b2
b7E
b4
b7D

DATE: 12-19-2007
CLASSIFIED RY 65179/ dub/kay/cak
SECRNT BEASON: 1.4 :cu

FECLASETEY (4

U.S. Department of Justice

Federal Bureau of Investigation

I Reply. Please Refer to
File No.
Jarnaary 20, 2006
IETEE et =T S S P R TR =)

iwar CTuztodian of Records:

Under the authority of Executive Order 12333, date
Decengcer 4, 19281, and pursuant to Title 18, Jnited States Code
= ) Section 2702 (Section 201 ¢f the Elecztronic Communications
of 1986) (as amended, October 726, 2001), yvonu are hersabhy
provide —o the Federal Eureau of Investigation (FBI] the

>28, length of service, anz local and long distance —oll
:cords acsgsociazed with the following:
Telephone Munber(s): bl
For the Period: Inception of —he account to the
prezent

led local and lmnq cistance tecll killing records

rrned on oa 3.5 diskette or UD Rer, in C3V formaz or LS
sikble. B3Bhould the long cistance carrier(s) bill

ease provide contact irZormaticon for the long distance
lized during the specified tims franmes.

tal
shou_d ze =Y
f‘rmaf if pos:
separ tel rl
( ati

In accordance with Title 15, U.3.C., 3sction 2703(k), I

cert:fyv fhat the information sought is re_evant to an authoric-ed
‘nvestigation feoporetent against irtercational terrvariam or clandestine
nte’ligenco activities, and that cuch an investigation of a Unized
Statez rerscn iz not conducted salely n the baslis of activizies
protectad bf the firs- amendment to the Zonstitution of the United
States

Yo oare further advised that Title 1=, U.g.02., Seczion
270¢0 7, prohibits any officer, enployes or ag=nt of yours from
diszlcsing to any person that the FEI Las sought or cbtained access

NSL VIO-33467
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b4
b7D
b2
bTE

SEORET

Custodian of Records,

N\

to information or records under these provisions.

You are requested to provize r

~equest personally to a
businzss Jdays of recelip:

Any quest lons

U a1 S 1 Ve £ This
= Divisicon wi<hin 320

|;h i

directed only to the

ol have resarding this
Division.

reqiest shonld hbe
Duc tc gsecurity considerazions,

vou should neither send the records through routine mail service nor
disclose the subkstance of this reguezt In any teleghons conversazion.

Your cocperation in this matter is greatly appreciat

SECRET

4.

T

Sincerely vyours,

b2
b7E

Special Agent in Charge

NSL VIO-33468
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b7D

LTTACHMENT

_n oreparing your responss to this Haticnal ZFe-urity Letter, you should
detzrmine wnhether your ocompany malirntairs the following types of
nfermation which may ke congiderss by vou to ze £oll billing recoxds in
a~cordance with Title 13, Inited Starez Tode, Section 2709:

-2
L7E

We ares not requesting, and you shoulzs rnot provide
- this rezquest that would disclcse the content o©
comenund cation as defined in Title 18, United States

R TSN
PRGN

i
tronic
e

PN

(Ve

NSL VIO-33469
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SECRET

U.S. Department of Justice

Federal Bureau of Investigation

I Reply. Please Refer to
File No.

Janary 29, 2006

Dearl I

Under the authority of Executive Order 12333, dated
: 1981, and pursuant tc Title 18, United States Code
S3=ction 2709 (section 201 o7 the Flesxtrosis Commnioations

'f, as amended, Octcber Ze, 20011, you are nereby requested
t- wrevides the Federal Bureau of Irvestijaticn (FBRI) the names,
addrecsos, and length of service and clectronic cowmianicaticons
transacticnal records, Zo include existing transaction/activity logs
and all electronic mail (e-m&il) heaZer informaticon (not t£to include
nescage content and/or subject fields), for the kelow-listed e-mail
address holder(=z):

bl
|:S:I Brail Address(es).i..}
For the Period: Inception of —he account to the
rresent.
b2
b7E

In accordance with Title 15, WU.S.C Secticon Z703(kb), I
certify fhat the information sought iz rele:s to an authorized
nvestigation to protect against irterraticonzal terrorism or oclandestine
nte’ligence activities, and that szuch an investigation of a Unized
“fqro' cerson 1s not oconducted solely n the basis of activizies
protezt= =d by the Firs< Amendment t.o the Tonstituticon of the United
otate'.

NSL VIO-33470
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bé
L7C
L7D
b4

You are further advised that Title 1=, U.35.C., 3S=c-ion
2F0eicy, prohikits any officer, emplovee or agent of yours from
dis:Lc"lhﬂ Lo any pereon -“hat the FBI haz =zought or obtained access tao
nfermation c¢r records under these provisions.

You are requested to provize records responsive to this
request pezrosonally Lo a representative of Lhe |Dlvislun

within 30 business days of receipt of this

Any questigna son bosce

~e(uesC . b2
b7E

regarcing this reqguesst should ke

dirzcted only to the

conziderations, vou should neith

mall service nor Jdisclose the
te_ephone conversation.

Your cocperation in

SECRET

Ile'siln. Due to security
er senc the records through routine
sukbstarce -f this reguest in any

ly appreciated.

this matter is great

Sincerely,

b2

b7E

Special Agent in Chargs

NSL VIO-33471



| SEDRET
ol9)
b7cC
b7D
b4

In preraring your response tLo this Natlonal Secarity Le-ter, you
shou_d defermine whether your —ompany maintainz the following Zyvpes of
nfermation wnich may ke considerez by vou to ze an electronic

comounl tation transac-ticnal record 1n 1%, United

States Code, Section 27049:

Trhia Hational Security Tetter doss not regiest, and yoor abeonl 3
n-t provide, information pursuznt to this regquest that would disclose
“he ent of any #lecTronic communication as Jdefined in TizTle 18,
United Ztates Code, Sec-ion 2510(8).

NSL VIO-33472
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SIFIER-BY 655179 ,,,,-f M},.};‘.}{S{ .5;', 34 &};

Z0~2007

) From: GC) (FBI)

jb & Sent: Wednesday, March 07, 2007 5:33 PM

b7C To: FAEBMLEBLE_E_%(FBI); THOMAS, JULIE F. (OGC) (FBI);

GC) (EBIN

Cc: L fOGC) (FBI) foGe)(FBI)
Subject: Possible Questions and Answers Relating to IOB issues in the OIG Report
SECRET
RECORD IOB
Valerie:

Attached possible questions and answers relating to IOB issues inthe OIG NSL report. Please
let me know if vgu have any questions. Thank you.

bé
QandAtestimonyMA
RCH2007.wpd (2...

DERIVED FROM: G | Classiﬁén Guide G-3, dated 1/97, Foreign Counterintelligence

Investigations
DECLASSIFICATION EXEMP,

SECRET

NSL VIO-33498



ALL INFORMATION CONTAINED

b7C

bé
b7c

MCLAS3IFIED
-2007 BT 65178 Adub ke Soak

From: l bae) (FB))

Sent: Thesdzy Oofcher 312006 431 PM

To: | (OGC) (FBI) 0GC)
(==1)

Subject: RE:

UNCLASSIFIED

NON-RECORD

Thani you for all of your input. We will definitely raise these issues wath Julie. They are
not easy issues, and that is why we want to discuss therm with her before finalizing the policy.
Wihat is your visws off

I
- | 1oyou JHHRI r

b5

a

18}
]
|

Ve il 100K 3%' the format for the internal policy and try to make it more readable. We

orovided evervone with the draft for a point of discussion. but so far, you are the only one whe
has given s any {eeaoacx, Thanks.

bé
b7¢

b6
b7C

----- Original

From: I I(OGC) (FBI)
Sent: 1lesda ctober 31, 2006 3:23 PM
To: I |OGC) (FBI)

Ce: [oso) (Fe1)
Subject: RE:

UNCLASSIFIED
NON-RECORD

Foant make that meeting, but piease raise these issues. Could you aiso rais e the issues, for

one last ime that | mentioned in my original Seotember 25 ermail 43 the distinclion which |
don't see |
Eod 2) the distinction which | don't see, |
for purposes of whether the violation has to be

T 20T =0,

Fwould also suggest, one last time, that the infermnal guidance be formatied a little more like
the outside guidance, which has buitet points whigh gre very sicoinal and readable  1twe

dort chanae the format could we at least ysel J

Ctherwise, it reaily

takes awniie to go through the document to find a particular situation thal you need when you
are doing your GRB and then finding the ruie

Than RS.D

----- Origy
From: OGC) (FBI)

Sent: _ Tuesday, October 31, 2006 3:11 PM

To: I_'x'_-_‘_locm (ERT\

ce: | [GGC) (Fe) Joso) (FeD)
SubjeltrRET

UNCLASSIFIED

NON-RECORD

NSL VIO-33519
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L1

hé You raise some interesting issues that should probably be discussed with Julie
, and | have set up 3 meeting with Julie for tomarrow at 2 pm. We hope to talk gboul the
jb7c internal policy {inchuding Lene this issue), as well other 10 issues. We'd like
b5 for you to join us, if possible. If not. we'll be sure to raise this issues with Julie.

From: GC) (FBI)

Sent: _ Tuesday, October 31, 2006 3:02 P
bé S —— Y Joco) cren
. Cc: OGC) (FB!
b7 C sl-lbj!:\-l.

UNCLASSIFIED
NON-RECORD

Anybody have any throughts on the follovmg_l__l_

bb

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-33520



b7C

b6
b7C

From:
Sent:
To:

/

)

Subject: RE:
UNCLASSIFIED
NON-RECORD

(OGC) (FBI)

41 PM
(©OGC)

&LL INFORMATION CONTAINED

HERETN I35 DMCLASSTFIED

DATE 12-20-2007 BY 65179 dub/kar foak

(FBI)

0OGC)

am getting ready o leave right now, but will you be avaliable by phone tormoirow bit 2:00 and

From:

Sent: Tuesday, October 31, 2006 3:38
To: 1 IOGC) (FBI) OGC) (FBI)
ect: :

Subj
UNCLASSIFIED
NON-RECORD
et g deaft did oot socount for fos aitimbion | |
We have had that nolioy for swhile now_with Julie's aporovall |
]
| Jthat gefinitely needs (o be added In, and thanks for catoching thal. That
couid have been a major oversight!

The reason | am focused on this nov is that | have literally forty of these on my desk for
emination o my unit and | am going through and putting notes on them s¢ we have
consistent responses by whomever does them. &o | am applying the new draft, which is
raising in my rmind some ne issues that | have just focused on and some old issues that |
have already conveyed to you.

diss

Ask Julie if | don't get credit for persistency - if | ask enough times for a change.
happen, Otherwise, you will demoralize me and L won't be responsive 1o future t
try that tact, okay?

----- Orig

From: &(OGC) (FBI)

Sent: 3:31 PM
To: I lOGC) (FBI);

Subject: RE:

UNCLASSIFIED
NON-RECORD

(OGC) (FBI)

Duplicate

emall this file

shouidn® it

askings.

<

i)

O

NSL VIO-33521
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ek

~]

]

Duplicate

bé
b7cC

----- Original Messaaa
From: r_ Joce) (Fe1)
Senja Luacdny, October 31, 2006 3:23 PM
To: Jioce) ()
Cc: (OGC) (FBI)
Subject: RE: . . , , ,
Duplicate email this file
UNCLASSIFIED
NON-RECORD
----- Original Messadeaazzz
From: i I()GC) (FBI)
Sent: Fugw 31,2006 3:11 PM
To: DG
Ce: JoGe) (-BI)i (OGC) (FBI)
Subject: RE:

UNCLASSIFIED
NON-REC

ORD Duplicate emall this file

From:
Sent:

I !(OGC) (FBI)
uesday, October 31, 3:.02PM

NSL VIO-33522




GC) (FBI) I(OGC) (FBI)

0GC) (FBh

b6 To:
n7c Cc: H
Subject:

UNCLASSIFIED
NON-RECORD

Anybody have any throughts on the following |

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

NSL VIO-33523
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