Message ‘ o Page 1 of 10

From: | losc) (Faiy

Sent: _ Tuesday, August 16, 2005 10:39 AM
To: | (OGC) (FBI) ;
Subject: RE: Accidental over collection of information - NSL for wrong cell phone number

b6
b7C

o

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Amazing. In other a month, you'd figure someone at OGC would pull together the relevant research and
come up with a definitive answer to the problem. Instead, we keep passing the buck, not doing any
research. Shouldn't OGC be providing guidance to the CDCs, not the other way around. The CDCs
should be turning to us for definitive advice. OGC should not be waffling on its advice to the Field, in
my view.

----- QOriginal Message-----

mem(om) (FBI)

Sent: Monday, August 15, 2005 1:36 PM

To: (OGC) (FBI) .
Subject: FW: Accidental over collection of information - NSL for wrong cell phone number

o0
~3 5

]

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

| can't do this right now, I'm working with the DO onI bz

From: (OGC) (FBI)

Sent: Mondav. August 15, 2005 1:23 PM

To{ (OGC) (FBI)

Subject: FW: Accidental over collection of information - NSL for wrong cell phone number bz
b7E

SENSITIVE BUT UNCLASSIFIED b5

NON-RECORD bé

H L B - . . - -
Since you've missed hearing from me' | am sure, could you please put together in hard copy form a packet biC
that boc tbhao bal Lol Thaldcoua o

thank | :
..... 0 S
From kFBI) ' v k) 2

Sept: 5 12:56 PM -
To OGC) (FBI) : b .‘HE
Subject: FW: Achental over collection of information - NSL for wrong cell phone number 0o

' NSL VIO-19884 b7C

5/1/2007




Message Page 2 of 10

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

More on this issue ...

Here are some resources:

1) 44 US.C. 3101

2) 44U.8.C. 3105

3) 63 FR 8683 (retention and disposal provision)
4) MAOP, Part I, 2-4.5.2 "

5) MAOP, Partil, 11-7.3

6) American Friends Service Committee v. Webster, 720 F.2d 29 (D.C. Cir. 1983)

b6

bL7C
----- Original Message----- . 5 i
From:| G2 P
Sent: Wednesday, August 10, 2005 5:24 PM LTE

To (OGC) (FBI) .
Subject: RE: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
o)
b/E
o
bé
b7C
----- Original Message--——-
From:| | (060) (FBI) D2
Sent: ust 10, 2005 3:29 PM BIE
T (RMD) (FBI) . hé
Cc (FBI); THOMAS, JULIE F. (OGC) (FBI);| foce) |
(FBD; GC) (FBI); | 0GC) (FBI) b7C

Subject: RE: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED

A NSL VIO-19885
5/1/2007




Message

5/1/2007

Subject: FW: Accidental over collection of information - NSL for wrong celi
phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

SPy NSL VIO-19886

~ Page 3 of 10
A NON-RECORD
b6
b7C
..... O ial S——
From l (OGC) (FBI)
Sent: Wednesday, August 10, 2005 9:12 AM
To: RMD). (FBI)
Cc: (FBI); THOMAS, JULIE F. (OGC) (FBL)| [(oGe)
(FBI) OGC) (FBI)
Subject: RE: Accidental over collection of information - NSL for wrong cell phone number
SENSITIVE BUT UNCLASSIFIED
NON-RECORD B7E
Bh
D¢
----- Original Message----- L7C
From RMD) (FBI)
Sent 10, 2005 9:09 AM _
To (0GC) (FBI); |(FBI) o
Cc: THOMAS, JULIE F. (OGC) (FBI);| [(OGC) (FBI);| |
?OGC) (FBI) _ _ 1 b7E
ubject: RE: Accidental over collection of information - NSL for wrong cell phone b5
number bo
b7C
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
----- Original Message----- p ;w
From: [(OGC) (FBI) ]b ;L
Sent: Wednesday, Auqust 10, 7005 8:44 AM Y
To (FBI) b7C
RS E— [RMDYTERD: THOMAS, JULIE F. (OGC) (FBD] |
| [(OGC) (FBI); | (OGC) (FBI)



Message

5/1/2007

Page 4 of 10

b6
D7
----- Oriqinal Message-—-- ,
From |RMD) (FBI) jo)4
Sent: )5 1:25 PM L7E
 To: (FBI) 07C
Ce: (OGC) (FBI)] KoGo) .
(FB RMD) (FBI) ' M
Subject: RE: Accidental over collection of information - NSL for wrong cell
phone number
SENSITIVE BUT UNCLASSIFIED
NON-RECORD .
b2
b5

NSL VIO-19887
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..... Or' i —— .
" From; (FBI)
Sent: Tuesday, July 19, 2005 2:02 PM b2

To| [RMD) (FBI) b7E
Cc:| (OGC) (FBI) ‘ b6
Subject: RE: Accidental over collection of information - NSL for wrong .
cell phone number p7C
Importance: High

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

This is news to me.

According to the MAOP, when we correct a document (especially an FD-

302), we keep the original version and mark it accordingly.

‘ ’ b2
b7E
b5
b6
L7C

From: [(OGC) (FBI)

Seﬁulugmmm_zmj_am AM
To (FBI)
Cc: |= (FBI)

Subject: FW: Accidental over collection of information - NSL for
wrong cell phone number

=3

oy
y o1 N2

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

U‘ O_, U’ D_, :‘,J_/
U1 -3 &
O

From| 1(RMD) (FBI)

Sent: Tuesday, July 19, 2005 8:08 AM bhé
To |(OGC) (FBI) b7C
Ca: (OGC) (FBI) , o
Subject: RETAccidental over collection of information - NSL for

wrong cell phone number

NSL VIO-19888

5/1/2007
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5/1/2007

Page 6 of 10

SENSITIVE BUT UNCLASSIFIED

NON-RECORD

From: [(OGC) (FBI)

Sent; , 2005 12:43 PM
To: RMD) (FBI)
Cc: (OGC) (FBI)

Subject: FW: Accidental over collection of information -
NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

T nanks—l.

-----Or inal Meceage-----

From: 0GC) (FBI)

Sent: Monday,_July 18, l|2:40 PM

To: (OGC) (FBD);

| —— [ 1

Subject: RE: Accidental over collection of information -
NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I:l Forward your question tmf RMD.
She is the expert on questions of ThIS nature.

From: (OGC) (FBI)
Saun_ , 2005 12:37 PM

T (OGC) (FBI);| I
[ 1(060) (FaD)

Subject: FW: Accidental over collection of
information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

NSL VIO-19889

O T
|
(@]

)

| am an attomey in OGC, NSLB, trrna_mwuul__l b /C
Immmmm:::mmmano
DJ



Message Page 7 of 10

_____ Ur v -
From: FBI)
Sent: Mon ly 18 2 10:40 AM
To: (OGC) (FBI)
Subject: RE: Accidental over collection of
information - NSL for wrong cell phone number
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
i‘_) TE
06
po7C
bb
. ' b
----- Original Message----- N
From: oce)  b7E
(FBI) : bhe
:00 PM b7C
(FBI)
Fes[ ]
ubject: Accidental over collection of
information - NSL for wrong cell phone
number
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
bl
b2
(5) - b7E
b5
b6
b7C
NSLMWAEG-15896

5/1/2007



Message

5/1/2007

Page 8 of 10

T R

bl

h?
b7E

b5

'olioliolle)
v oy Mo
(@]

Thanks to all.|:|

SENSITIVE BUT UNCLASSIFIED




PEASON: 1.4

From:| |(OGC) (FBI)  FEASTH: 1.
Sent: Tuesday, August 30, 2005 12:38 PM o
To:f | (OGC) (FBD)] [(OGC) (FBI); bé
| |(RMD) (FBI) b7C
Ce:] (OGC) (FBDY] [ (OGC) (FBI);
[ [OGC)(FBI); [(OGC) (FBI); 0GC)
(FBI)

Subject: RE: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
: b2
b5
ol
b7C
] I THIS IS A PRIVILEGED ATTORNEY-CLIENT/ATTORNEY

WORK PRODUCT COMMUNICATION. | LCivil Litigation Unit II Office

of the General Counsel FBI Headquarters, Rm. PA-400| |(fax) -----

Original Message-----

From;| [(OGC) (FBI)

Sent: Tuesday, August 30, 2005 11:01 AM

To: (0GC) (ERIY:| (RMD) (FBI) : ‘

Cc [(OGC) (FBI); [ (OGC) (FBI); loGe) b6

(FBI) (OGC) (FEI) |(OGC) (FBI); [0GC) b7C

(FBI) '

Subject: RE: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b6
b7C
p5

NSL VIO-19933




THIS IS A PRIVILEGED COMMUNICATION AND IS NOT TO BE FURTHER
DISSEMINATED WITHOUT PRIOR OGC APPROVAL.  ----- Original Message-----

From: | (0GC) (FBI)
Sent: Monday, August 29, 2005 1:56 PM

(OGC) (FBI)
1 Of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

}Original Message-----
From: | loGe) (FaI)

Sent: Monday, August 15, 2005 1:24 PM
To{ |(OGC) (FBIL)

Subject: RE: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

|:I sorry but | haven't had time to ook at this. I'll try to look at early this week. ----- Original Message-

From|{ | (0GC) (FBI)
Sent: 10, 2005 11:21 AM
To GC) (FBI)

1

NSL VIO-19934

Cc (FBI) [RMD) (FBI); OGC) (FBI);
TH Dﬁ_JMAS, JULIE F. (OGC) (FBI

b5
b6
b7C

b5
b6
B¢

no

D2
B/E

©7C



Subject: FW: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

From: (OGC) (FBI)
Sent: Wednesday, August 10, 2005 9:12 AM

To [RMD) (FBI) :
cc (FBI); THOMAS, JULIE F, (OGC) (FBI); | koGe) (FBIY;

OGC) (FBI)
Subject: RE: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

I—mrm| IvoTTE F---Original Message-----
1)
- 005 9:09 AM
T 0GQ) (B | (eB)
Cc TFOVAS, . BI); (OGC) (FBD]| 10GC) (FEBI)

Subject: RE: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

----- QOriginal

NSL VIO-19935

b6
b7C

[
o

o)
-1 No

‘olio ool
n

oy L

b7C

b2
L7E
o))

b7C



Message-----

From (OGC) (FBI) -

Sent: F005 8:44 AM

T:I (FBI)

Ce: RMDy) (FBI); THOMAS, JULIE F. (OGC) (FBI); (OGC) (FBI);
| 0GC) (FBI)

Subject: FW: Accidental over collection of information - NSL for wrong cell phone number

SENSITIVE BUT UNCLASSIFIED

NON-RECORD
b7E
Db
piIC
bbh
---Original Message-----
Tom RMD) (FBI)
Sent: Tuesday, Auqust 08, 2005 1:25 PM
To{ FBI) v
cc: (OGC) (FBIY;| focc) (FBIy) |
(RMDTTFEBT] -,
Subject: RE: Accidental over collection of information - NSL for wrong cell phone number .
b7E
SENSITIVE BUT UNCLASSIFIED 0é
NON-RECORD L0
bb

F=-Origmal Message—--

NSL VIO-19936



Fro FBI)

Sent: Tuesday, July 19, 2005 2:02 PM

To| |RMD) (FBI)

Ccl [OGC) (FBI)

Subject: RE: Accidental over collection of information - NSL for wrong cell phone number
Importance: High . T

b7E
SENSITIVE BUT UNCLASSIFIED _ be
NON-RECORD b7C

o))

This is news to me.

—
| —

|----Origina| Message-----

' From:| 0OGC) (FBI)
Sent: Tuesday, July 15, 2005 8:41 AM

To:l FBI) :
Cc: FM) (FBI) p2
Suljjmmm. T ver collection of information - NSL for wrong cell phone number ' bE

RO i

bbb
SENSITIVE BUT UNCLASSIFIED b 6
NON-RECORD b7C
‘ |--—-Original Message-----
From: q}?MD) (FBI)
Sent: av. July 19, 2005 8:08 AM Dé
To (OGC) (FBI) 70
cc:| (OGC) (FBI) -
Subject: RE: Accidental over collection of information - NSL for wrong cell phone number
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b2
b5
]-——-Original Message-—-- o
From{ [(OGC) (FBI) o]’
Sent: Monday, July 18, 2005 12:43 PM B7C
To: IRMD) (FBI)
Cc: I0GC) (FBI)

Subject: FW: Accidental over collection of information - NSL for wrong cell phone number

NSL VIO-19937




SENSITIVE BUT UNCLASSIFIED
NON-RECORD

Lo an attarmess in OO AMOI DR deuina ta oo aduico anaubat io da on oall £1 H=Y 7 Li,\...l I

| 1 hE
| Thanks | |
_____ Ul' P
From (OGC) (FBI)
SeTL'.I!InnnaL.I.um_l.B.zulh_lf:‘}O PM
To: (OGC) (FBI) OGC) (FBI)
Subject: RE: Accidental over collection of information - or wrong cell phone number
SENSITIVE BUT UNCLASSIFIED - né
NON-RECORD b7C
Forward your question to|:|3f RMD. She is the expert on questions of this nature. --
---Origingl Message----- .
From |(OGC) (F8I) ,
Sent: Monday, July 18, 2005 12:37 PM b6
To:| (OGC) (FBI) 0GC) (FBI) . b7
Subjeck: TW: Accidental over collection of information - NSL for wrong cell phone number :
SENSITIVE BUT UNCLASSIFIED
NON-RECORD
b2
b5
[ Fommarressage
From:| [(FBI) -
Sent: :40 AM
To: [OGC) (FBI) A
Subject: RE: Accidental over collection of information - NSL for wrong cell phone number b2
: R7E
b6
SENSITIVE BUT UNCLASSIFIED aie
NON-RECORD e
(OGC) (FBI) ,
M b6
L7C

2 NSL VIO-19938



To [ (D) b2
cc: [ (FeD)] koGc) (FaI) b7E
Subject: Accidental over collection of information - NSL for wrong cell phone number b6 B

b7C

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

|: s :| e e

l Thanks to all.

SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED
SENSITIVE BpT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

NSL VIO-19939



bo

Re Credit Report Guidance.txt - biC
From:| .
Segt: Monday., October 06, 2003 12:46 PM |
To

CC: BOWMAN, MAKION E. .
Subject: Re: Credit Report Guidance

on behalf of WFO - Thank you.

“
[:fff] TCe Tvision Counsel x3604 o . ?f?ﬁ
. IONAY
Privileged and Confidential
>>4 | 10/06 12:21 PM >>>

facilitate the patriot Act's 1681v provision when did you start drafting the
de]egat1on?),_we've done it! we actually wi able to do NSLs for IT cases to
get full credit reports.

Believe 1t or not, almost a year, probably, ﬁ:f:f:retting forth on a mission to
€

A copy of the guidance, including three attachments (a model NsL, a model EC, and a
model checklist), will be put in your box.. At this point, it can be found in files
66F-HQ-A1255972 serial 32 and 66F-HQ-C1213150 serial 302.

]

Page 1

NSL VIO-19940



bo

Below (#l}—ic 2 nanu £or the caveat language that is needed for b7
(8] NSL-file {- because the document contains FISA- bq
derived information. As shown in the pony, the caveat footnote .
should be placed directly afterthe "synopsis" sentence. Also, AL

the "Declassify On" should reflect "X1-25". bIE

DA

Oon the second page, after "Details" you should insert "FISA
DERIVED INFORMATION:" and then proceed with the details of the
EC. See page 2 herein.

On the fourth page of your EC, please set a lead for
Counterterrorism. See page 2. herein for as an example.

. . bl
(&) “Finally, ~NSL |- Lnly needs to have the "Declassify 57 A
On" section expande O rerlect "X1-25". N

o Synop51s: Xl_ Approves the issuance of an ECPA National
Security Letter (NSL) ; provides reporting data; and, if
necessary, transmits the NSL for delivery to the electronic
communications service provider.

(B{ Derl rom : =3
D ify On: -

() ! Caveat: EB( Thigs document contains information derived
from an electronic surveillance or physical search conducted
under the Foreign Intelligence Surveillance Act (FISA). Per 50
U.S.C. Section 1806(b) and 1825(c), such information shall not be
used in any criminal or administrative proceeding, including
grand jury proceedings and warrant affadavits, without the prior
approval of the Attorney General of the United States.

ORINBL VIO-19941




IUl“ﬁétails,”zsi%ﬂfz FISA DERIVED INFORMATION:

Set Lead 3: (Info)

COUNTERTERRORISM
AT ITOS I/CONUS #/Team

(U) Read‘and Clear

RETNSL VIO-19942




(Revised 7/ 11, 2003}

FBI FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)

INSTRUCTIONS
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{Classification of completed form)

(Revised 7/11/03)
DIS A DLOLIDST ‘r.\nnl I b

1y

2L

L7E
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(Classification of completed form)
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Change to Scope of National Security Letters under the Right to Financial Privacy Act

1. On 13 December, 2003, the President signed the Intelligence Authorization Act for Fiscal
Year 2004 (Public Law 108-177). Section 374 of that Act significantly expanded the definition
of "financial institution" for National Security Letters (5 U.S.C. 3414) obtained under the nght
to Financial Privacy Act of 1978.

2. Previously, the definition of "financial institution” to which these NSLs applied was restricted
0 "a bank, savings bank, card issuer as defined in section 1602(n) of Title 15, industrial loan
company, trust company, savings association, building and loan, or homestead association
(including cooperative banks), credit union, or consumer finance institution" located in the U.S.,
its territories, and possessions. See 12 U.S.C. 3401(1).

3. Under this expanded definition (see paragraph 4 below), we can now use 12 U.S.C. 3414

NSLs to request financial records from a wide variety of additional entities including
pawnbrokers, travel agencies, telegraph companies, security dealers and brokers, and commodity
futures transactions.

4. Section 374 of Public Law 108-177 amended 12 U.S.C. 3414 to state that the applicable
definition of "financial institution" for NSLs obtained under 12 U.S.C. 3414 is now the definition
located at 31 U.S.C. 5312(a)(2) and (c)(1) which read:

31 U.S.C. 5312(a)(2) "financial institution" means--
(A) an insured bank (as defined in section 3(h) of the Federal Deposit Insurance Act (12 U.S.C. 1813()));

(B) a commercial bank or trust company;

(C) a private banker;
(D) an agency or branch of a foreign bank m the United States;
(E) any credit union;

(F) a thrift institution;

(G) a broker or dealer registered with the Securities and Exchange Commission under the Securities Exchange
Actof 1934 (15 U.S.C, 78a et seq.),

(H) a broker or dealer in securities or commodities;
(D) an investment banker or investment company;
© (J) a currency exchange;
(K) an issuer, redeemer, or cashier of travelers' checks, checks, money orders, or similar instruments;

(L) an operator of a credit card system

[NOTE:

Page 1 of 3
NSL VIO-19947



3

(M) an insurance company;

(N) a dealer in precious metals, stones, or jewels;

(O) a pawnbroker;

(P) a loan or finance company,

(Q) a travel agency;

(R) a licensed sender of money or any other person who engages as a business in the transmission of fands,
including any person who engages as a business in an informal money transfer system or any network of people
who engage as a business in facilitating the transfer of money domestically or internationally outside of the
conventional financial institutions system,

(S) a telegraph company,

(T) a business engaged in vehicle sales, including antomobile, airplane, and boat sales;

(U) persons involved in real estate closings and settlements;

(V) the United Statcs Postal Scrvice;

(W) an agency of the United States Government or of a State or local government carrying out a duty or power
.- of a business described in this paragraph;

(X) a casino, gambling casino, or gaming establishment with an annual gaming revenue of more than
$1,000,000 which--

(i) is licensed as a casino, gambling casino, or gaming establishment under the laws of any State or any
political subdivision of any State; or

(ii) is an Indian gaming operation conducted under or pursuant to the Indian Gaming Regulatory Act other
than an operation which is limited to class [ gaming (as defined in section 4(6) of such Act);

(Y) any business or agency which engages in any activity which the Secretary of the Treasury determines, by
regulation, to be an activity which is similar to, related to, or a substitute for any activity in which any business
described in this paragraph is authorized to engage; or

(Z) any other business designated by the Secretary whose cash transactions have a high degree of usefulness in
criminal, tax, or regulatory maiters.

. Page2of 3
NSL VIO-19948



31 U.S.C. 5312(c)(1) -
(c) Additional definitions.--For:purposes of this subchapter, the following definitions shall apply:

1) Certaln institutions included in definition.--The term "financial institution" (as defined in subsection (a))
includes the following:

(A) Any futures commission merchant, commeodity trading advisor, or commodity pool operator reglstercd or
required to register, under the Commodity Exchange Act [7 U.S.C.A. § 1 et seq.].

[Note - this is the only additional definition under subsection (c) at this time.]

This synopsis was provided by of NSLB, CTLUL I | |
have made some minor additions to the document for clarification purposes.” Shou
you have any questions, please feel free to give me a call a‘:_p_l

Page 3 of 3
NSL VIO-19949



U.S. Department of Justice

Federal Bureau of Investigation

Washington, D. C. 20535-0001

August 4, 2003
Do
b7C
To:
m Law Unit |
From:
Re: Draft Memorandun
b5
b5
bo
h7C

This document contains neither recommendations nor concluﬁstsmtfgﬁ. It is the property of the
FBI and is loaned to your agency; it and its contents are e ibuted outside your agency.
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