# 1082883

| kOGC)‘ (FB:).

From: | | lctoycony
Sent: ’ 2006 5.08 PM .
To: | (0GC) (FBI)

-Subject: ' RETEC

o

oo
~d
[}

SEeRET

“REGORB346

o would rather have my Unit Chieti respond to the email..
Thank You , ; .

To: . v | |
s e[ Jemreom o (con)

ThanksD o , : | v | ) E
~~-~Qriginal Message:=-:- : ’ ' -
Sent: ursday, June 15, 221PM : :

To: THOMAS, JULIE F. (OGC) (FBI) Joso) (Fan] kosc) (Fen)|
0GC) (FBI) = - - '

bE Subject:

b7C BeRET

Duplicate email dated 6/15/06 "C" file.

NSL VIO-22063



—--—--Original

O
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[
C
e
I_.! .
(@]
3]
ct
o

b
From: (oG rely 0 7C
- Sent: 10:35 AM
To: CTD) (FBI):
Subject:
SESRET
—REGORD346-
Sorry. << File] hereitis
-----Origi =N 7D
From: I J(CTD) (FBI) o3
Sent: i y 2 008 8:57 AM .
To: | 0GC) (FBI) b7C
-Subject: RE: ]
L Duplicate "A" file volume 11
] C , :
--—-—-Qriginal M
From: (OGC) (FB)
Se A s AM .
To (CTD) (FBI) - o
Cc: (CTD) (FBI){ (OGC) (FBE [0GC) (FBI),i
D) (FBI) T .
Subject RE: EC -
b6 ;
b7C EeorDstT -
‘Duplicate "A" file volume 11
~ -—--Original Message-—— ,
From: (CTD) (FBE)
Sent: 16 1.21 PM o
To: OGE) (FRI) , , : :
b6 Cc: D) (FBI) |(OGC) (FBI)l |(OGC) (FBL); -
. (CTD) (PeT) 4 . : o
biC 'Subject: RE: £C o )
—SEeRET-
—REGORD-345

Duplicate "A" file volume 11

1

,  NSLVIO-22064




be - Original Message-—-— o
70 _ From: SSTG toGc) (Fen)
i Sent: Friday, May 19, 2006 9:58 AM
To: (CTD) (FBI) i i
ce CTD) (FBD)| koso) (Fai)
, (CTD) (FBIY o
Subject: : .

b6

Duplicate

b7C - SEeREl

Duplicate "A" file volume 11

[OGC) (FBIL);

~-—-Original Message---—

From:- (CTD) (FBI)

Sent: Y 6 9:23 AM

To: 0GC) (FBI

Cc: CTD) (FB])
G2 (

Subject: RE: EC

b6 . ZEeRET
N Te —REEORD-315—

A4

te "I

Duplicat

vV file volume 11

Jose)

(0Ge) (Fan)|

~-=--Qriginal M oeee
From: : i

3

| ﬂig‘ECVfEilzzdes |




Sent: ' i 6 8:57 AM

To: CTD) (F8I) [ ‘
e e CT) (FBI); (0G0 (Fer) |
n7C - Subject: . FW:EC ' ' '
Duplicate "A" file volume 11
: || am i§sena|ii§
<< P>
' -----Original Message----- . ] ‘ o ‘ o
From: CTD) (FBI) ' o
- Sent: 149 PM | -
bé To: {OGC) (FBI) A); '
b7C T o] (CTD! (CID
Fe . CTD) (C — : :
Subject: RE: Toll Bilting Records ' : - S

Duplicate "A"™ file volume 11

--—-Qriginal Messades——

~ From:

. Sent:
) To:

(OGC) (FBD)
145 PM

B,
Subject: ~FW: Toll Billing Records
bé .
- SEERET
b7C —RECORB-345
Duplicate "A"™ file voiume 11

<1 |>>
. o -----Qriginal M - -
/ o From: - i |(CTD) (FBI)
} ' Sent: . 2 21PM
: To: ' | EOGC) (FBI)
b6 ) Subject: 2 1all Biling. Records

.b7C ‘ ‘ S NSL VIO-22066




Qs
t
D

3

b6

bicC

 --—--Original Message---—

(OGC) (FBI)
06 4:08 PM -

From:
Sent:

To: CTD) (FBI)

Cc:

CTD) (FBI

Lammﬁml_l (
amamu

Subject: RE: Tolt Billing Records

- SEEREY
“Duplicate "A"™ file

volume 11

-

"
m

LA

DiC
Ty

Duplicate

L)
A

CTD) (FBI)
06 11:09 AM

-~—--Original M i
From: |
(0GC)

ERN

Sent: | ) rif 24, 2
(OGA)

| (cTD) (cony

To: -
Subject: m: oM Billing Records Attachment

Cc:
- SENSITIVE BUT UNCLASSIF!ED
. NON-RECORD

file VOlLT“ 11

T

be
b7C
Duplicate

-

-~---0riginal M =2
- From: I

Sent: i . !
To:

~Cer
Subject:

* SENSITIVE BUT UNCLASSIFIED
MAN_RErARN.

flle volume 11

iling Records Attach

"p 1"

loce) (rany -
57742 AM
amwm

CTD) (FBI)I I(CTD) (CON)
m ,

— —

NSC VIO-22007




b6
b7C

b6
b7C

Duplicate

Dupl'“ate np file volume 11atM

kCTD)‘ (FBI)

Cc; ) (
‘ |- kit

Subject: Toll Billing Records Attachment

SENSITIVE BUT UNCLASSIFIED
- NON-RECORD'

From: . '
Sent: | 6 7:39 .
To: CI' D) (CON) CTD) (OGA)

0GC)

"A" file volume 11

— 1

- SENSITIVE BUT UNCLASSIFIED
SENSITIVE BUT UNCLASSIFIED

DERIVED FROM G-3 FBI Classification Guide G-3 dated 1/97; Foreig n
Countermtel!lgence Investigations
DECLASSIFICATION EXEMPTION 1

SR

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign

_Counterintelligence l
DECLASSIFICATION EXEMPTION 1

. —SEEREF

DERIVED FROM: G-3FBI Classification Guide G-3 datéd»1197 Foreign

Counterintelligencé Investigations

DERIVED FROM: G-3 FB! Classification Guide G-3 dated 1/97 Fo aign
Cou ntenntell:gence Investlgatlon
o NSL VIO-22068

6




DECLASSIFICATION EXEMPTION 1
—SEERET- -

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1!97 Forel n
Counterintelligence Investigations -

DECLASSIFICATION EXEMPTION1

ERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97 F Teign Counterlntelllgence
Inv\estigations

- DECLASSIFICATION EXEMPTION 1

DERIVED FROWM: G-3 FBI Classd" cation Gu:de G-3, dated 4197, Fouggp Counterlnteltigence
Investigations

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence
" Investigations : o

DECLASSIFICATION EXEMPTI

’ DERIVED FROM: G-3 FBI Classification Guide G-3, dated 1/97, Forei
Investigations )

DECLASSIFICATION EXEMPTION 1

n_Counterintellig

DERIVED FROM: G-3 FBI Classificatiofl Guide G-3, datec
DECLASSIFICATION EXEMPTION 1
—SECRET-

DERIVED FROM: G-3 FB! Classifigiti

DECLASSIFICATION EXEMPTION 1
“SECREF

DERIVED FROM: G-3 FB Iassnf’ cation Gunde G-3, dated 1/97, Foreign Countevi
DECLASSIFICATION MPTION1 -

DERIVED FROM; G 3 FBI Classification Guide G-3, dated 1197 Foreign Counterlntellte ce Investl ations
DECLASSIFICATION EXEMPTION 1

. DERIVED FROM: G-3 FBI Classuflcatlon Guude G-3 dated 1/97, Foreign Counterintelligence Investl O tlons
DECLASSI lCAT!ON EXEMPTION 1 :

 NSL VI0-22069



(OGC) (FBI) -

From: ] 0GC) (FBI) o
Sent: ‘b ’ 06, 2006 4:38 PM .
To: orc CTD) (FB) - 10) (GO
Ce: T

R
Subject: - » FW: EC : ' o
m Duplicate email this file
RECORD 315 '

o Gy, 2 . . ‘ ) . .
neE Tq: OMAS, JULIE F. (OGC) (FBI)I IOGC) (FBI)l |(OGC) (FBI),|
S Te ﬂoeq (FBI) . S
! Subject: ) i C :
SETRET -
RECORD 315

Duplicate email this file

[ 1

-—---Original Message-----

From: | [0GC) (FBI)
3 Sent: __Fri 6 10:35 AM '
0 6 1o Ezwkm) (F8D)
7 C ubject: :

SEGRET

RECORD 315

NSL VIO-22070



_ Exigent . G{\’\L.
cumstances Letter { : )
Sorry. “hereitis. ]
' S b6
——-Original . ’ b7C
From: |(CTD) (FBI) .
Sent: i J6 2006 R'52 AM
To: | (OGC) (FBI)

' Subject: RE. EC
SECRET
Duplicate "A"™ file volume 11

(OGC) (e 4 tosc) (Fery

Duplicate email this file

----- Original M zooz
From: | kCI'D) (FBI)

3 Sent: i 15, 2006 1:21 PM ' - ,
b7C L GRAS _JesoEmn_ (
Subject: RE: EC o ) . o .
SECRET-
TRECORD-346- :
' Duplicate email this file
1 ' ‘
-----Qriginal Messaagszzzz
From:. (0GC) (FBI)
Sent: - _Fnday, May 15, 08 AM ‘ ) : .
o] To: o CTD) (FBI) —_— PR
O Ce: - CID) (FBI) |coGc) (FaI) 0GC) (FBI); -
b7C o |¢cTo) (FeTy” ' ok .
NSL VIO-22071

2



Subject: RE: EC

SECRET

RECORBSTS  Duplicate email this file.
~-—Original M —
From: (CTD} (FBI)
Sent: Y 0 9:23 AM .
- To: ) 0GC) (FBD) : o
ce ITT5y (FaI) |06 (Fen)| [0GC) (FBI);
e (CTD) (FBT} R
b6 ‘ Subject: “REEC
piC . BEERET '
Duplicate email this file
-——-Original M o
From: OGC} (FBI)
Sent: 157 AM
) To: CTD) (FBI)
Cc: , [CTD) (FBI) OGC) (FBI)
b6 - (FB)) » S
B0 | ‘ Sub;ect. FW: EC
Duplicate email this file
B 8 A4 A =i A ke

BLCL YT 393077

NJL VIV LU o




Duplicate

----- Original Mes zooz

From: ] (CTD} (FBI) »
Sent: ) .49 PM
ot | ke coea) |
: CTD) (FBI)l ) (CON)
_ (CTD) (CON
b6 . | Subjgct: » RE: Toll Billing Records
piC : - SEERET

Duplicate email this file

' k) (oAl = ":J)}A5
duay CIy (CoN o

’ (CTD) TCONy
Subject: Fw: Toll Billing Records

ke SEERET
biC —RECORDS1S-
Duplicate email this file

----- Original M e ‘
From (CTD) (FBI)
Sent: ) 21 PM -
To: Jocc) ¢ran)
Subject: - .
SECRET
—RECORD-345—

Thank4:| ‘

-----Original Messaae. .
From: | !(OGC) {FBD) : : S
C Sent: 108 PM . S
v To: : oTD) (FBI) ——l
- co: CTD) (CON)
Wm%mni CTDYTCON
NSL VIO-22073 S

oo
~ ™

4



Subject: RE: Toli Billing Records

—RECORB-M5

Duplicate email this file
-—-Original Message----- _ :
From: CTD) (FBI)
Sent: | - 09 AM -
To: 0GC) (FBI} ' -
ge-H CTD)-(OGA) (CTD) (CON)
" .
E “ Subject: ‘ RE. Toll Billing Records Attachment
Duplicate email this flieﬁl-_m
NUN-RELURD

—

----- Original MesTue
From: .

- Sent:

06 7:42 AM

koac) (re)

o , Fiday Ani o0
o T To: . (CTD) (FBI);
ba . ’ : A)
R sl.lbiect T 1ol Biling Records AttachnTant
Duglicate email this file
- DENDIIIVE BU IJNCLASSIFIED
NON-RECORD
----- Original Message----- -
From: (CTD) (FBI)
) . Sent: , 2006 7.3
bé ' To: CTD) (CON CID) (OGA) . . = .
o Cc: _ ‘ CTD) u-m);l IOGC) (FBI) '
b7C ~ Subject: Yol Billing Records Attachment o

SENSITIVE BUT UNCLASSIFIED
. NON-RECORD

'NSL VIO-22074



Duplicate

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED

DERIVED FROM: G-3 FBI Classification Guide G-3, dated 119’7I Forelgn

Countermtelllgence Investigations
DECLASSIFICATION EXEMPTION 1

TSECRET

DERIVE FROM: G-3 FBI Classmcatlon Guide G-3, dated 1/97, Fogeign
Counterintellig Lo
DECLASSIFI(

“SECREF-

ADERIVED FROM: G-3 FBi Iassnflcatlon GUIde G-3 dated 1/97, Foreign
Counterintelligence Investigations o
DECLASSIFICATION EXEMPTION 1 .

DERIVED FROM: G-3 FBI Clas C!assuflc ion Gmde -3, dated 1/97, Foreign Counterintelligence
Investigations

DERIVED FROM: oreign Counterintelli 'ehée_

Investigations

FBI Classification Guide G-3, dated 1/97,

Investigations
CLASSIFICATION EXEMPTION 1

 NSL VI0-22075



DERIVED FROM: G-3 FBI Clzjssification Guide G-3, dated 1/97, Fofeign Counterlintelligence'
" Investigations v

ECLASSIFICATION EXEMPTION 1
SECRET .

DECLASSIFIGATION EXEMPTION 1
—SECRET

. DERIVED FROM: G-3 FBI Classifi catlon Guide G-3, dated 1/97 Foreign Countermtel!lqence lnvestagat:ons
DECLASSIFICATION EXEMPTION.1

SESRET

D_ERIVED FROM: G-3 FB| Classification Guide G-3dated 1187, Foreian Counterintelligence Investigations
DECLASSIFICATION EXEMPTION 1 ’ S
SESREL :

DERIVED FROM: G-3 FBI Classificatiefi Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION EXEMPTIO . : :
"SECRET

DERIVED FROM: G-3BI Classification Guide G-3, dated 1/97, Forei 2ign Counterintelligence Investlatnons
EXEMPTION 1

' DERIVED FROM: G-3 FBI Classification Guide G 3, dated 1/97, Foreln Counterintelligence - Investe ions

D%LASSIFICATION EXEMPTION 1

" NSL VIO-22076




(OGC) (FBl)

~ From: - : | |(OGC)(FBI) A
" Sent: ' . aturgay, Ju 35 PM .

To: _ (CTD) (FBY)
Subject: ' - FWL e

—SFERET— B7C
RECORD 315

can you send me a final version of whatever document was finally signed in this matter, or give me the ACS |
file/serial number so | can pull it up mysgif. Thankg E .

-----Original Me S5 .
From: |(CTD) (FBI)
Sent: j v 19, 2006 1:21 PM . .
To: ‘ (ocpean
ca I:n:rfal) (OGC) (FBI) OGC) (FBI);
: . (L1D) (FED) ; .
Subject: RE: EC
- RECORD 315 v o : b6
Attached is an updated EC for your review. o (f[\ck-(’w“
— -
. NSlguidance05190
6.wpd (18 KB)
Thanks[
L e QOriginal »
From: [OGC) (FBI)
Sent 08 AM
To: CTD) (FBI) - ) :
Ce: - CTD) (FBI) 0GC) (FBI) (OGC) (FBI)

G Subject:  RE:EC
L7C _sgerEF _
Duplicate A" file volume 11

NSL VIO-22078



Duplicate

—e=-Origi .
- From: (CTD) (FBIY
- 5 M N

(OGCL(FBD) L ~
FBI) (CE) (F81) beo) (Fe)

To:
Ce: I

: D) (FBl)
S Subject: RE: EC o
E R .

b7C  TSECRET :
RD 315

.. EE=A

. he  se
- b7C o
Duplicate

RECORD 315

(OGC) (FBI) 0GC) (F8I) - -

@y -

Sent- ¥ IT, 2006 2: . R
To: dc; (sl t CTD) (o)
TCTOTTFBT)] JCTO CoN) oy cony

Subject: RE: Toll Billing Records

oo
(02

~J

—SEGREF— o
"RECORD 315 N

"Looks gddd. " rriake sure everyone in CAU uses tﬁe ‘ ét at ht.



Duplicate

' ----Original Message-—— ‘ ) o - e
- From: (OGC) (FBI) L ' S
: Sent: - . DiEiay Mav 117 :45 PM : . .
be To: CTD) (FBI); FTD) (OGA) (CTD) (CONY;
b7C : CTD) (FBI); (CTD) (CQ ) (CON)
: Subject: ~FW. Toll Biling Records : ‘ — :
-SEERET

- RECORD 315 Duplicate

b6
b7C
—--Original Message---- , ' , L
From: . (OGC) (FBI) S C o
Sent: 6 4:08 PM » ' - , , :
06 Tor | TD) (FBI) — — co
O S Ce: (CTD) (OGA) - gc(z%)N()CON)::kcm) (FBD;
b7C s CTD) (CON) : o
Subject: me—mt ' |——l : v R
RECORD 315 . . - . Duplicate
. << File: tollbillingNSL2006withoutattachment.wpd >>
<-—Ofiginal M . '
From: (CTD) (FBI)
Sent: i -09 AM
. , To: (OGC) (EBD
bo e (OGA) |(cTD) (cony
niC v (FBI) I =
Y Subject: RE: Toll Billing Records Attachment
—SENSITIVE BUT UNCLASSIFED ‘
-NON-RECORD— ’

NSL VIO-22080



Duplicate

----- Original M ' _ . T

From - 0GC) (FBI) B o

Sent: ' BT AM :

To: | - D) (FeD] (CON) fc)

Ce: CTD) (FBI); (CTD) Y :

Subject: : iling Records Attachment -

—HNON-REGORD

b6 .
biC
Duplicate
----- Tignar ™ ey .
From: CTD) (FBI)
Sent: g [, 2006 7:39 : - VRN
To: 'cro)(couﬂ lam| | S
Cc: | keto) foGo) (reLy
Subject: = - Toll Billing Records Attachment L e
—SENSITIVEBUT UNCLASSIFED
—NON-REGORD- .
B7C
Duplicate

—SENSHHVEBUT-UNGLASSIFIED

‘41 - NSL VIO-22081
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| losc) g' FBI)

. .
b;:? From: L |(cTD) (FBY) '
Y Sent: Thesdav Inlv 11 2006 5:32 PM v
b7C 1o - (OGGLERN : |
Cc: [CTD) (FBI); |(CTD) (FBI)
"Subject: . RE: NSL language . : - . ,
—NOMN-RECORD

f m We are using the' new emergency letters you provided. Yes, we are using them for emergencies oniv.l

pZ

b6

P e B Original

L7C From: (OGC) (FBI)
- Sent: 124 PM
To: - CTD) (FBI)
- Ca CTD) (FBY)

Subject: RE: NSL language

Also, | assume that we are using these emergency letters in emergencies, only? And is there some way we can keep
track of these? As | think | mentioned in a previous email, there is an argument that these are analogous to
emergency disclosure letters that are provided for in ECPA, 2702 letters, for which we have to report to Congress.

‘ Thanks'D

~-=—-OFigj —— : . ‘

From: (CTD) (FBI} ’ - ‘ :

Sent: uesday, Ju ; 106 PM ’ : . ’

To: OGC} (FB]) : i .

Cc: [ CTD) (CON (CON) o)
G C N rcro)( B : .

‘Sub]ect RE: NSL langua
2 —SENSHTIVE-BUT-UNGLASSIEIED-
B7C NON-RECORD T

Attached is the body and attachment we are znstfuctmg everyone to use.

<< File: toilbulImgNSL2006wathoutattachment wpd >> << File: tollbullmgattachmentcaumay2006 wpd >>

b6

(OGC) (FaI)
b7C '

& | . o |
(CTD) (CON) CTD) (CON (CTD)
1, .NSLlV‘IO‘ZZU?S_I-_ ,




@]

Nelker
~J

lololNe)
O]
-

~] ™

(@

i

bo
bic
b4
piD
b2

| © . (FBI) (cTD) éro) (CON)
Subject: RE: r\ISFmUeTg—e l ; S

“NRON-RECORD—

, i upon this.|_ J
Per the below

And are the exigent letters that you are now using the ones that | drafted, that reference an NSL, and not a
subpoena? And the attachments that we are using are the ones that we all agreed upon?

| just want to make sure we have these matters al! cleared up.

Thanks
-----Qriginal Me

From: OGC) (FBI) -

Sent: 30 PM

To: CTD) (FBI) :

Cc: [CTD) (FBI) CTD) (CON CTD) (CONY;

. CTD) (FBI) [CTD) : ' :

- Subject: RE: NSL language and custodian of records !

SECRET//ORCON,NOFORN

RECORD 315

----- Original Message----- o o
" From: : |(CTD) (FBI)

Sent: il 17,2 25PM -

To: 0GC) (FED

cc: O ) (CON) fero) (com] leoy
.. (OGA) lcto)y (FBTT——
. Subject: RE: NSL Tanguage and custodian of records '
SECRET//ORCON,NOFORN
RECORD 315

Attached are the updates on the standard language for

<< File: NSL CURRENT VERBIAGE >> << File: NSL CURRENT VERBIAG doc >>
<< File: NSL CURRENT VERBIAGE oc >> ' .

" Req:

To: £7D) (FBD) '
k C G (CTD) (coN CTD) (CON) -

2




Subject: " RE: NSL Ianguage and-custodian of records

SECRETIIORCON,NOFORN
RECORD 315

Do we have updates on the standard language here, to make it clear that all of these records are
“tol! billing records™? _

-—-—--Original Messl—l ‘
From: CTD} (FBI)

Sent: i 232 AM _
S To: ) (OGC) (FBI) -
bE’ . Ce: (CON) [cTD) (CON)
B7C  subject:  RENSCTanguage and custodian of Tecords .
SECRET//ORCON,NOFORN
RECORD 315 o
. | apologize for my mix-up. | | pointed out the | emaileg| |
2 o the old verbiage for [ Attached is the correct verbiage fof
T request. The verbiage foi s correct. Again, | apologize for the mix-up. We will also
R ‘update verbiage as we discussed earlier on the phone. .
n7C << File: NSL CURRENT VERBIAGE | doc >> << File: NSL CURRENT
VERBIAGE doc >> v
Regards,
. 202-32 oo
——-Original M - '
From: (OGC) (FBI)
Sent D'G'E'Jg AM ’
bo To: D) (FBI)
o~ Subject: nd custodian of records
b7C
SECRET//ORCON,NOFORN
RECORD 315
| forgot to co'py you on this. I:l
——-Original M '
From: |(OGC) (FBI)
Sent: .8:57 Al
To lco) (FBIDCTD) (con)| keroy
Cc: (OGC) (FBI)| [OGC) (FBI)
Subject: : NSL language and custodnan of records - ) o
' SECRETIIORCON,NOFORN
be | RECORD 315
rtel .

) -

- bb : . ‘ ,

| am being asked about NSLs that are attached. As.| toIJ_F_ﬂl_Ltﬁis.information is only
available to us if the providers think it falls within the rubric of "toll billing records” under

. ECPA. If you don't think it does, we don't get it. It's that simple. We are being audited in
~ our NSL use and we have got to make it clear that we are only gettmg information that we

and the provnders think are avalla?\‘%tl’\/‘ffongé\glv I |




- b2

~J oy G-

oo
O3

| think I've already brought this issue td:attentibn, and:lattention (see .
email from 2/14/06), but it may be the first time Chad is hearing of it.

b7C ~ These changes NEED TO BE MADE.

~Also, as you may know, the Patriot Act renewal signed yesterday changed the NSL set up
‘'such that we can't put down a perfunctory non-disclosure provision anymore. So the

NSLs that Wmmmmmmmmmm% )
necessary
| Titis, it would be helprul to know, and then we wouldn't have to

do the separale cerification regujring non-dusclosure in these new NSLs that are
addressed to| v ,

Thanks. If you have any questions, please feel free to contact me.

----- Original Message----- : '

From: OGC) (FBI)

Sent: 35 AM

To: OGC) (FBIL)

Subject: NSL language and custodlan of records

. SECRETIIORCON,NOFORN
RECORD 315 -

Anached is la.nguage that CAU Wanted included in'an NSL for wiuch I rece1ved a
request. Do you see any problems with the language?

b4 Thanks,
b7D | I
b6 : .
b7C R NSL Wordmg fol ldoc >> << File: NSL Wording for doc >> <<
. : Ftle SLverbaage doc -
' --;--Original Messaag---— - .
From: . | (TDD) (FBI)
Sent: . i , 2006 10:50 AM
To: : (OGC) (FBI) .
Ce . | (OGOVEBD -
Subject: . T EC regaraing
SECRET//ORCON.NOFORN
RECORD 315

: ;n re;erence to the EC on! ll received the following information from
~ the CAU SSA. The infornation 1s Tor consideration in the NSL. | will send the original
emails with the attachment separately.

NSL VIO-22098




-----Original Messaae

(CTD) (FBI)

Sent 10:28 AM.
To:
b Subject: regardin
ba ' SECRET//JORCON,NOFORN
b7D RECORD 315
‘o
.b - - For the NSLs forl |this language is

required for

subscriberftalls. NSLB should send this directly to

v -—---Qriginal Me

From:

Sent:
hé To:
Subject:

W7

bS

the NSLs. The NSL forl

Iﬁ_e_p_rrate NSL for -

[

D) (FBI)
10:02 AM
CTD) (FBI)

Tegarain

SECRET//ORCON.NOFORN

RECORD 315

So, this

ha
- b7D
b6

b7C

. --=--Original Me
. From:

© Subject:

SECRET//ORCON,NOFORN
RECORD 315 |

L]

language, you are requesting be sent to NSLB for the NSLs?

(CTD) (FBI)
9:59 AM
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-3 oy U
@

oo

RECORD 315

{ am a little confused, the EC reqUested that NSLB send outthe NSLs -~
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Subject: » RE: EC regardin

SECRET//ORCON.NOFORN
RECORD 315

_ | noticed in your EC that you didn't include the proper wording for the
b2 . SLs| |

. | Attached is the proper
;bfi N : verbiage for the NoLs| |
b7D - | JAlso, | spoke wit Jandhe -
b5 ﬂ_rnerl
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ob following address
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fo do¢ >> << File: erbiage.doc >2
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{OGC) (FB1) .

From: ' | (0GC) (8
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To: CTD) (FBI) o
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, Subject: ‘ RE: NSL [anguage ' , ,
p7C :
- SENSITIVE BUT UNCLASSIFIED—
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From | CTD) (FBI)
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" From: ) | kCTD) (F8IL) : . : : :
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. Tozl 0GC) (F : . . . '
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. [DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME or poc]
[TITLE, IF AVAILABLE] .

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

'DEAR [MR./MRS./MS.] [LAST NAME]:

Under the authority of -Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code i
(U.S.C.), Section 2709 (Section 201 of the Electronic Communications -
Prlvacy Act of 1986) (as amended), you are hereby directed- to prov1de'
to the Federal Bureau of Investigation (FBI)- “the name, address,
length of service, and local and long dlstance toll bllllng records

assoc;ated with the follow1ng
[NAME, IF KNOWN]
[TELEPHONE NUMBER(S) (000) 000-000]:
[kznzvanr TIME pgnzonlg [ON SPECIFIC DATE(S)]

or [FROM [SPECIFIC DATE} to [SPECIFIC DATE] or
[PRESENT]

A Please see the attachment following this letter for
the types of 1nformat10n that you might consider to be a toll
‘billing record.

If the time period noted above is to the "present,"
- that term is intended to direct production of information to
“the date of the processing of this letter. If providing

1

~ NSL VIO-22128



[MR./MRS. /MS.] [COMPLETE NAME]

information to the date of processing is not feasible, please
- provide information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect- against international terrorism or
clandestine intelligence activities, and that such an investigation
of a United States person is not conducted solely on the basis of
activities protected by the First Amendment to the Constitutlon of
the United States.

[Certification: The nondisclosure requirement is not an automatic

' - feature of the NSL. If the supporting EC for this NSL included

"Option 1 (Invoking the Nondisclosure Requirement) then include the
language in the following 3 paragraphs in the NSL.}

- In accordance with 18 U.S.C. § 2709(c} (1), I certify that
a disclosure of the fact that the FBI has sought or obtained access
to the information sought by this letter may endanger the national
~security of the United States, interfere with a criminal,
counterterrorism, or counterintelligence 1nvestigatlon, interfere
with diplomatic relations, or endanger the life or physical safety of
a person. Accordingly, 18 U.S.C. § 2709(c) (1) and (2} prohibits you,
or any officer, employee, or agent of yours, from disclosing this
letter, other than to those to whom disclosure is necessary to complyj
with the letter or to an attorney to cobtain legal adv1ce or legal .
assistance with respect to this letter. :

, In accordance with 18 U.s.C. § 2709(c) (3), you are -
directed to notify any persons to whom you have disclosed this letter
that they are also subject to the nondisclosure requirement and are
therefore also prohibited from disclosing the letter to anyone else.

In accordance with 18 U.S.C. § 2709(c) (4), if the FBI asks
for the information, you should identify any person to whom such
disclosure has been made or to whom such disclosure will be made. In
no instance will you be required to identlfy any attorney to whom.
disclosure was made or will be made in order to obtain legal adv1ce
or legal assistance with respect to this letter

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be

NSL VIO-22129



[MR./MRS./MS.] [COMPLETE NAME}

unreasonable, oppressive, or otherwise unlawful and»thé right to
challenge the nondisclosure requirement, if one is set forth above.

-In accordance;with'18‘U.S.C. § 3511(c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result. 1n the United. States bringing an enforcement
actlon ’ :

: You are dlrected to provide records respon31ve to this
1etter [personally to a representative of the [DELIVERING DIVISION]
OR through use of a delivery service to [OFFICE OF ORIGIN] OR through
secure facsimile] within [xxxx] business days of recelpt of thls
letter.

: " Any questions you have regarding this letter should be
d1rected only to the [[DELIVERING DIVISION] OR [OFFICE OF ORIGIN]
depending on whether service is personal or through a delivery
servicel. 'Due to security considerations, you should neither send.
the records through routine mail service nor non-secure fax, nor
disclose the substance of this letter in any telephone conversation.

Your cooperation in this matter is greatly appreciated.
Sincerely yours,’
[ADIC/SAC NAME] .

[ASSISTANT DIRECTOR IN CHARGE/
'SPECIAL AGENT IN CHARGE]

-NSL VIO-22130
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ATTACHMENT

In preparing your response to this National Security Letter, you

" should determine whether your company maintains the following types
of information which may be considered by you to be toll billing '

- records in accordance with T1t1e 18, United States Code, Section
__2708:

' 02
bTE

Weé are not requesting, and you should not provide,
1nformat10n pursuant to this request that would disclose the content
of any wire communication, as. “content” is defined in Tltle 18,
United States Code, Section 2510(8) o

NSL VIO-22132



(OGC) (FBY)

From: e 1 (OGC) (FB)
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To: . P/ CTD) (FBI)
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"NON-REGORD
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biC
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Ce: ] E CON} CTD) (CON) CTD) .
CTD) kcro) (FBI)
- Duplicate email this file
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H7C  Subject: RE: NSL language -
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b 0 ' - SECRET//ORCON,NOFORN
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1p11@atc email this file
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