ALL INFORMATION CONTATNED DATE: la-lz-zod7

HEFEIN I% UMCLASSIFIED EXCEFT CLASSIFIED BY 55179 DHH/KSR ch:
WHERE SHOWYH OTHERWISE FE&AS 4 (o]

FD-962 (Rev. 03-21-2005) oo, SEmniis B S R e

SB&ET

FEDERAL BUREAU OF INVESTIGATION #1082885-000

Precedence: ROUTIMNE Date: 03/23/2007
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, RKoorn 7975
From: |
SINER JTTZ
Contact: SA o
b2
Approved By: b6
b7cC
e | |
Drafted By: ~tr :
Y bl
Case ID #>< 2 8=HO-C1229736-VIO b2
(. b7E
-«w'm,?itlei iy REPORT OF ZOTENTIAL IOB MATTEK b6
e b7C
SynopsiS::Di(: To repors possible IOR error. BIA
Ssify On:
Details:
2y 1.
S =z a UJ.3. Perscn
me
TS =, Poszible IOB Error:

tU?.y
fUl“w:yii 4. %zgcription -f IOR Error (inc_uding any reporting delavs).

b2 i - . - . . . . o
o ge- Pozgible IOB vioclztior involwving SA
:bb I I SA is supervised by ESA of the
7C | |Joint Terrorism Tashk Foreoce (JTTE).
b7E (- . . o .
' During an Inspscti-on Division compliance check of
National Ze: ; Let-ers (N3Ls) izssel in this -case, a potential IOR

vinlation was noted by —he inspector.

(3) >f thiz irvestiyaticon iz a2 NSL addregsgsed to

|: S :l $ requegt I fin=nod=] records froo | | b2
pertalriling-tae'l Zromf | t> the present. bé
b7C

b7D
b7A

NSL VIO-36254



NSL VIO-36255

(ay . -f Imspection  Erom: | |
TRETe- T 2T C-HE-C12297 3610, 03/23/2007
;b‘l (3
b2
b6
b7C
P7E
b7A (U}  As parz of the normal irvestigative process in
terrorism financing cases, financial rec-rds for accounts relazed to
the case zukb’ect are sought in order to determine if there are any
) transacticns which may support the irvestigation.
bl
o2 o | |
bé
b7C
b7E
D7A
(3) I
bl
o
Lo
bt
b7C
b7E
b74
=)
bl
b2
be
bic
:b7E s this potentia’ I0OE violation properly
b7A addre:'ﬁﬂd and consejuently covered.



-

NSL VIO-36256

T-: Inzpecticon From: | ] bz

MRGT~M>§Q 2TC-HE-C1223736-V L0, 03/23/2007 b7E

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.
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ALL INFORMATION CONTAINED NSL VIO-36257 =~
HEREIN I35 UNCLASSIFIED EXCERT L&TE; 1o-1&-0n07

VHEEE SHOWM OTHFRVISE CLASSIFIED BY £5179 DMH/ESR/ch -
FD-962 (Rev. 03-21-2005) FEAZON:. 1.4 .{C)

DECLAZSIFY ON: 12-12-2032
SBSRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/26/2007
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLEB, Koorn 7975
From:
Sy

Contact: SA

b2
bé
bic
bTE

Approved By:

iUJHW““\mMngfted By: I J: runh

Case ID-#?"“;XQ ZV8-HO-C1lZ29/36-VIO

Title: i)y  XEFORT OF TOTENTIAL IOE MATTEKR

U)o
m Synopéisr~?8§ To reporz poessible IOR error.

(U)o ived From ;
bl X W

b2 ,
bé Details:
b7¢C = 1.
b7E
S B a J.S. Ferscn
(Uy”w_>§( . Pogsible IOB Error:
(S)

\"w:><z 4. Description of IOE Error (inc_uding any reporting delays).

L Poszible IOB wviolaticn irvolv:ng Sif l =
s supervised Ly 332 | | of the

During an Inspecticon Divisior compliance check of NazZional

{0y - . Lettfers (MN3Ls) issued in the zb-ve listed case, a potential
OB violaticon was noted by the inspestor.
(3) cf this case is ar NAL addresszed tolf |
| I The letter statesz: "...pursuant to Title

SERRET
bl
b4
b7D



NSL VIO-36258

SEg‘iT 12
From: [:::] b7E

—21229736-VI0, 03/.6/2007

(U)o

ol
M-

%, U.S.C., Ecction 27UY (azs amended, Octoker 26, ZUD1), vou_gQrLo
~rovide any oand all reccrds pertaining to
o the present, initiated of " Trecer oo

Ty" the sabject
) .

In response to the NZL,

i ... provided, as requested, all records pertanng tof
firthe. .case subject within the specified date ranges. The Lecords
wWers =stigatiog Ile rezords were used -2 resolve
b2 the Zzsue and eventually closs thel

TE

b4 ’”“M:)S(: The potential IOB matter iz a result of citing the incorrect

b7D statlte autnority. As noted by the inspector, Secticn 2Z70% provides

' authority to reguest =—elephone and emall ccrmrunications records.  The
NS should navwegreferenscasd 1.0 1] o Seot oo =414 The records
obtained from could have been,

and should nave been, legally cbtalned via an HSL citing the correct
statute.



-

NSL VIO-36259

spéET

S Inap=zction From: [::::] b2
Re’ 2 2T89-HE-C1229736-VI0, 03/06/2007 17g
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.
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ALL INFORMATION CONTATHED NSL VIO- 36260

o - N DATE: 12-12-2007
HEREIN'I» UNCLASSIFIEDL EXCEPRT CLASSTFIED FY 6517% DMH KSR cb
WHEFE SHOWH OTHERWISE -

(Rev. 01-31-2003) REAZON: - 1.4-(2)
DECLASSIFY O:  12-12-2032
SEXRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: =ROUTINE Date: 03/22/2007
To: Inspection Attn: I2:=
Zeneral Counsel Attn: HNS3LB

From: | |

Sgquad v
Contact: 2252 b2
bo
Approved By: L7C
b7E
iUJ“w«HMDrafted By:
Case ID #:- 03 "78-HO-C1229736-VT0 (Penidng)
Title: i) KEPCRT ZOTENTIAL TOR MATTER
Synopsis: (1) To report potential IOE matter.
wo X m
Details: EU)TI; following inTormat: s orrovids=d feo OGRC and
the :DS;CLtiul ZJivizion in ordcr to cxaming th: lluwlng
potential I0OR matter:
SOV
bl
- = E.
b2z
b6
b7C
b7E
(2, Tdentification of the Sukject's atatus

ST



NSL VIO-36261

s¥rer
Ercmme b

—Hg—'l“'Tib—\LU Dz/0/2007  bTE

et
M
>< .
' i
(-Cl

(-

s D. Zxplanaticn of the error believed to have been
i) committed:
5 (1) When error occurred: 06/27/2003

When error was brought to attention

l’u

i

(2] [ :ivi~i>d ] |

| was instituted ky 3& : o

o7 VU TOF] ] was properly exterded, and Subseqqéhtgk closed

A National Security Letter [(NSL) qddr SL-R=ta e
requeoting financial rec .
was signed by SACL. - N Hw//*/’u_,. o
[5) —rransiiteal BC was Jraf-od with the TSL at the time of GAC

gignature. 'The NSL was locally delivered tol ]

representatives in| | on 07/C3/2003, 33A |
h=z Citice ot

drafted and approved an EC sent to the attention of t
Gensral Councll (GGT) to ensure that O5C had the proper
nformation to cupport Congressicnal Reperting regaircments

asscclated with the NSL. Mitigatirg Zactors: It was hbelieved
that th= tranamittal EC was not necessary because service would
be handled within the Divisior, and NSLE reporting

requirevents were met with CThe subsecuent EC.

:)&Q: (Z) Controlling law/regulati-n/N2IZG Frovision:

F>TI2 Manual Seclior: 2-17

(U

bl
b
b7C

Current Stztus: Closed

b1l
bz
bé

b7cC
b7E



NSL VIO-36262

SEXRET
-b'To_:v Trape~tion Frer: [ ] bz

Re: - CTGHO-C1720736-v10, 03/°00/0007 bLTE

(-

LEAD (s) :
Set Lead 1: (Action)
THNSPECT T ON

AT WASHINGTON, [C

U For action as desmed appropriate.
Set Lead 2: (Action)

GENEERAL COUNEEL

AT WASHINGTION, D<

(U) For acztion as deemed appropriate.

*

SE¢RET



ALL INFORMATION CONTAINED NSL VIO-36263

HEEEIN I75 UNCLASIIFIELDL EXCERT DATE: l1lz-12-2007
WHERE SHEOWN OTHERUISE CLEIAIFIED BY 65179 LMH/KER/ch .
FD-962 (Rev. 03-21-2005) REASON: 1.9 (n

DECLASHIFY 0Ny 121222032
sﬁ!%ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/27/2007
To: Incspection Attn: IZ7, Room 11361
Zeneral Ccounsel Attn: MNSLE, Koo 7975

From:

I
Syyuad] I

Contact: CDC

b2

Approved By: | b
fU?mM\mDrafted By: | } iC
b7E

Case ID #:. :><i STR-HO-Cl228736-YVIO

Title: 1) a&a] |
asa| |
TNTEITTGENGE OVERSTGHT BOARD (TOB) FRROR

Synopsis: FRE_TH# report possible IOE error.

me P PSR

Details:
2 1.
(- 2y o a U.3. Person.
O bl
R . szible IOE Errocz: D
k2
(5) b6
pb7cC
iU}~ b7E
m:;g{::4. Description of IOE Error (inc_uding any repcorting delays).
[y T ““%--Sﬁgf/ A Maticonal Security Letter dated 05/01/2002 direc=ed to
| e | wvzs sigred by Acting Special Agent in
Chargel |. The ECPA NM3L sought "the name, address,
_ength oI service, and local and long &l stan peeseddededdlioc g ocords”
f:r one telgione ke £ the perios from L Chrough
the present | The MNSL was transmtred Lo | Division
f:r ssrvice and the records sought werse returnsd to byl I
by EC dated 05/28/72002,

s@bﬁﬁT

CONFI



() -

NSL VIO-36264

SPRET -

: =Io Frome: b7E h7E
ReF“~}>H<:278—HQ—C1229736—VLO, 02/27/2007

Acting SA cigned the ESL after an opinicon was obtaincd
from the National Security Law Unit that an 2837 formally desiqgnated
by the FBI Director as an Acting 3AC could sign a H3L. At a

subsequent time (after <—he HNSL wzs served) guidance was received from
FEZHQ that Acting 3ACs oould not sigr. W3Ls. Annmal Report LHMs weze
time_y crovided to FBRIHQ in 2003, “004d and 2205, The LHM due on

04/20/200% was not provided dus to the nvestigaticon being reassign=d
to a new case ajent. The investigaticr was <losed on DE/24/2006.



(-

NSL VIO-36265

Tovs :
e 13/ 07/0007 b2
b7E
LEAD (s) :
Set Lead 1: (Action)
INSPECT ZON
AT WASHINGTON, [OC
‘Ui For action deemed appropriate.

Set Lead 2: (Action)

GENBERAL COUNSEL

AT WASHINGTON, DO

(Uy F:or action deemed appropriazc.

*



ALL INFORMATION CONTAINED NSL VIO-36266

HEREIN I3 INCLASZIFIED EXCEPRT .
w . DATE: 12-12-2007
WHEFL SHOWN OTHERWISE CLASSIFIEL BY 65179 DMH/KSRych .
FD-962 (Rev. 03-21-2005) PERSON: 14 {51

ECLASETEY O 1AL 10000
s T DECTASAIFY OM: "18-12-20%

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 03/27/2007
To: Incspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: NELEB, Roon 7975
From: [
Syuad |
Contact: ‘CDCl ‘
b2
Approved By: b6
fred b7C
I:U:l M“Dra ed By: B7E

Casew-fﬁ”‘#:' >‘< SUR-HQ-ClZZ973536-VIO

Title: iy SA
sea ] bl
TNTETTLTGENCE OVERSTGHT BOARD (T0OB) FERROR :b7
) Syndﬁ's"i‘s:~-->< To reporT possible IOB error. be
b7C
e mEssT
D Y :
Details:
N 1.
G N a U.S. Perscn.
me , ‘
>< Possikble IOE Errocz:
(S)

i) ><4 Descripticon of IORB Erzar (inc_nding any reporting delays).

|

(

(€3]

SEEET




b2
b7E
b4
b7D

b2
bé
b7C
b7E

ot 1o

notification of the <losing

In thig

Eroome:
TO-HC-C1229736-V 10,

game invegtigation, a

SENET

D277

NSL VIO-36267

bl
b2
b7

/2007

E

WaAs

to]

the
the

nvestlJgatliorn.

field

provided to

MSL

Was

FELIHC.

igsued on

09/17/2004

| f-r Zinancial records of the subject of

The N=L was properly signed and was Transmitzed fo

office

for

service

or. the

financial institution. By

EZ,
tnsttution

returned Tw> search slips pr-ovidsd by the financial

One search s=lip reflectes a negative search by the
subject's social securizy number. The seccond search slip reflec-ed a
search ry the subject's last name. The seczond search slip reflected
the name, address, telephone nuwadcer ans bank azcount nunber of a
femzale with the same last name as the subject. Therse was (and is) no
known neiias between the female and the subject cother than the sane
Zast nare. Tne informaticon on the second search slip was personally
dentifiakle and keyond the scope of the MN:ZL. The search slips
rattached to the EC) were included ir the <case file and the
nformaticon from the second seazch slip was 1L the
of an EC to the file dazed 11/10/2004.

() e
Gi

D

G

narrative

Joon discovery of —he above gscarch clips, C2C
removed the second search slip from the -ase file. He also
permanently charged out the EC containing the information and had it
rem-vzd frow ACS. The case zgent then edited the =T to remove the
mprocer information and —he editec EC was then uploaded into ACS and
a papsr file copy was returned tco the case file in place of =he
arginal =C.




(Ul -

NSL VIO-36268

SBCRET

Do Insgection From: 1 b2
Re’ : 2TC-HE-C1229736-V 10, 03/27/2007 KBIE
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

n
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NSL VIO-36269

ALL INFORMATION CONTAINED
_ HERETN IS UNCLASSIFIED
Rev. 01-31-2003) DATE 1201305007 BY S5179 DHH/E

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/27/2007
To: Incsp=sction Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975
From:| | L
Squadl | o)/
Contact: CDC hé
h7C
Approved By: 7D
b7E
Drafted By: I I

Case ID #: T26=-Y10 (Nore)

A

T30 SUB A (None)

Title: TNTHALLTGENCE OVERSTGHT ROARD (TOE] FERROR
Syncpsis: To report seven possible IOE viclations.

Enclosure(s): Encloged for Inspection and General Counsel are
seven ssparate ED-902 reports of possible IOE viclaticons.

Details: An audit of fif-y jenl[ndtwd[:::::::]fu\lulnn files was 19
cinduzted as part of a NSL Review. The audit was conducted

during the pericd 03/10//007 throuzh 03/22/72007 Yy a designa-=d b7E
audit tzan. During the coursce of the audit, scveral potential

OB viclaticns were noted by the avditars. It was agreed that

the[ ] Chief Division Counsel would repcrt the potential IOB
vinlatiocns to OGZ and Inspection. B2

Tre enclosed D-962 Reports were pregared by CZC [:::::] jbb
| |for protential IOE violations rnoted in geven separates ;b7h
~losze Civision cases. b7E




NSL VIO-36270

- . b2
Te: Inopection  From: | jb“
Fe: “78-HO-117707%6-VIO, D2/.0172007 b7E

LEAD (s) :
Set Lead 1: (Info)
TNSPECT T ON

AT WASHINGTON, [C

Review and take appropriate acTion.
Set Lead 2: (Info)

GENERAL COUMSEL

AT WASHINGTON, DG

Review and take appropriate acticn,

*



ALL INFORMATION CONTAINED NSL VIO-36271
HEPEIN I8 UNCLASSIFIED ENCEPT

WHERE SHOWM OTHERWIS DATE: 12-12-2007
(Rev. 01-31-2003) CLASSIFIED BY 65179 DMH/ESEAch &
se@KEgT/ /20320326 ECLASSIFT M

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: 3/26/2007
To: fzeneral Counsel }b6
Inspection k7C

Attn: TDO

From:

Approved By:

Drafted By: o
vi | | bl

Case ID #: (11 SISO 2207 35—V (Pending) bé
T U (Closed) bicC
Title: (1) INTELLIGENCE OVERSIGET BOARD MATTER
=)

Synopsis: (1Y To provide informaticn with regards to possible
“nte’ligence CversighT Board (IOE) violaticn.

assify On:

Details: (Jy Cn 03/09/2007, DOJ's OZfice of the Inspector
(zeneral relesazed a report on the FEL's use of Mational Security
Letters (N3L). Although —he OIG Iourd n: deligcerate or
ntentional misuse of authorities, the OIG review identifisd
several areas of inadequaze zuditirg ard oversight of fthese wvizal
nvestigative tools, as well as inappropriate crocesses.

(Uy Cn 02/16/2007, FEIHQ, Irspection Division B2
Iniftizated an zudit of all 56 field offices. The purpose of the be
andit was Lo mace sure ~hat there were n: viclations with regard |
to MNSL'sz. The audit kegan on 03/1lée/ 007 and ended on UifﬂjJZOUE.;b7C
audit wasz conducted by 33A from —he b7E

i

([

T3

SE)éET//zoszosze



()

NSL VIO-36272

S)(RET//20320326

Gereral Counzel  From: | |
U JTC-HC-C12297 26V 10, 03/.6/2007

bl
b2

field office. The audit conguofsed reve=aled = possible
COR Vialation for-clesed-case. numbher] b7A
b6
= | b7C

7E

S No active inveg was conductod on the casc b
unTiL it Bz Yeassigned to SA who advised F2ZIHQ of —he 2O
ing of case via EC wizh an enclocec LIM. FBINIQ notificazion :b7C
and z—he czse was place in closed status on b2

bTE

T This incident wias neither dis-overed previous Lo
the andit Aucted by YBIHQO ncr by the case agent. Lz a result
of the dizcovery in o her cases, a new standard cperating
procedure (30 was put in place within the =squad, where, avery

timse a ~aze 1z cpened and assiqgned (O&E), an e-mail is gent —o
= ~3s2 3agent notifving of the assicnment. This new step has
fied tne proklen that arose, anz the 10-day neotification <o
are being submizted on time.

() Thdadeficiency and the pogsole TOD viclation was b
rep-crited to ASACI CDCI I and 331
| [Thr it Tne ourse - f the intersal andi- b7C

conducted by FBIHQ.

(U} The closed case file has kbeen placed in the CDC's
vending further instructions from Znspection Division and

in

0]

=
g

W

—
<5

s%m//zoszosze

2



NSL VIO-36273

SE%T//20320326

To: iGeneral Oounsel  Frome : b
—_

Re: (U) 278-HQ-C1720736-v10, (2/06/2077  bTE

LEAD (s) :
Set Lead 1: (Action)

CENBERAL COUNSEL,

AT WASHINGTON, DC

(U) Whatever action ceemed arpropriate.
Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC

':U:' >< Whatever action deemed apcropriato.

*"

SE¥ET//20320326
3



NSL VIO-36274

ALL INFORMATION CONTAINED DATE :

HEREIN I35 UNCLASIIFIEDL EXCEPT

12-12-~2007
CLASSIFIED BY 65179 DMH/KSR/ch

(Rev. 01-31-2003) WHEFE “SHOWN OTHERWISE
SgééET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 3/27/72007
To: Inspeschticon Attn: I°°%
Zeneral Counsel Attn: MNSLE

From: | | '

Qepad 'bZ

Contact: SSAl b6

b7C
Approved By: | b7E
Drafted By: =h
Case ID #: (U) 272-HQ-C1229736-VIO (Pending)
Title: i) REPCRT ©F POTENTIAL
I:U:I ICE MATTER

Synopsié?xézgi:'lb report a possibkble IOB violaticn(s) for review
by INZD and OGCL.

e 3 %

o
Detalls :>x(: Jurlng an Inspcectiorn Divigic S Naticnal
Security etter (NSL) Audit of selectec Division
nvestigations durlng the week of March 16, 007 through !t

March

2o, Ziod, a possible I0OB wviolaticon(s) was detected. )
bl
(3) b2
b6
b7C
b7E

15

subn-tted to
e aotivi

SITC

e rernirds gearels
Ho other ind

WS

L= JC R =R

S%ET

ty occurred during tha=z



NSL VIO-36275

Tor Inspecsion  Freme Jbl
Re:  (U) L78-KQ-01276738, 0377772007 b2z
b6
b7C
b7E

19p]

() The case agent of Llic investiqgation was 3n
= e —

:. The supervisor was

(UYy This pocsibhle IOR Violatif:;n(:%) is being subnitted
for review by INSD and OGC for further actior they deen as
agpropriate.,




NSL VIO-36276

SEQKET o

To: Inspection  From: L | b7E
Re: (J  ZTE-HQ-ClI2G736, 03/77/7007
LEAD (s) :

Set Lead 1: (Action)
THSPACTICN

AT WASHINGTOMN, Jx*

{U) FLor aczion deemed approoriate.
Set Lead 2: (Action)

GENERAD COUNSEL

AT WASHINGTON, DO

(U) For action decmed appropriale.

144



NSL VIO-36277
DATE: 12-12-2007
CLASSIFIED BY $5179 DMH/KSR/ch

&LL INFOPMATION COMNTAINED
HERETIN IS5 UNCLASSIFIED EXCEPRT
WHEFE SHOWH OTHERWISE

(Rev. 01-31-2003) N : RE&SOM + 1o dfat

(-

13)

R g::ﬁ : 5_/5”;
:>%<: Ssify On: O

DECLAS$IFY ON: - 12-12-2032
S%ET -

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007
To: Inspscticon Attn: IZ-
Zeneral Counsel Attn: MSLE
From: |
Sepad

Contact: S:SA

Approved By: b2
b6
Drafted By: | I: =h igzg

Case ID #: (U) 2V2-HQ-C1229736-VIO (Pending)

Title: i REPCRT OF POTENTIAL
ICB MATTER

Synopsié?“:>§<: To report a possible IOB vieclaticn for review by
ZHSD and OGT,

b2
suring an Ingspectiorn Divicicn/IIS Naticnal b7E

cf®er (N3L) Andit of selected[::::::::]Divi%imn

ionzs during the week of March 16, 007 through March

possible IOB wviolation(s) was detected.

bl

(3) Zuring a review of file it was b2z
dia'u«&r&d that a telecommunications clmpany had provided tol] 7R
bi l-n goolds ocutside of the reguested time reriod
T ) EITEs I the  HS Ly The toll billing
reccords provided sxcesded the peric v one month. However, the
reccrds provided cutside —he scope of fthe NSL did not provide any
23_1 detail records. They providez only menthly billing
nfcrmaticon sach as the detailed costs of various ftaxes, monthly
service cnarges, and connections fees.

s



NSL VIO-36278

se¥ar

T-: Inzpection QU | b2
Re: (U) 27@-HE-C1229736, 03/27/2007 bé
b7¢C
b7E

1

(1) The case agent -f triz investigation was 5A

J

The supervisor was

(1Y This possikle I0B viclatizon(s) is being submi-ted
for review by INSZ and OGC for further action they deem as
approcriate.

SEZRET



NSL VIO-36279

SEMET
To: Ingpectionm From: : b2

Re: (1 JT7E-HQ-ClI220736, n3/07/n007 b7

LEAD (s) :
Set Lead 1: (Action)
THSPACTICN

AT WASHINGTOMN, T

(U) FLor ac-zion deemed approoriate.
Set Lead 2: (Action)

GENERAD COUNSEL

AT WASHINGTON, DO

(U) For action decmed appropriale.

144
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ALL INFORMATION CONTAINED NSL VIO'3L6%7§0
HEREIN I3 IINCLASSIFIED EXCEFT IR la-13-2007
VHEBE ZHOWN OTHERWISE CLASIIFIEDR BY 4517% DMH/KSR/ch.

(Rev. 01-31-2003)

S%}gET//20320326

FEDERAL BUREAU OF INVESTIGATION

b2
be R
Precedence: ROUTINE e Date: 3/26/2007
To: izeneral Counsel b7E
Inspection
Attn: TDC
From:
2quad
Contact:
Approved By:
Drafted By: bl
Case ID #: (1) _~J8-HO-C1220736-VIO (Pending) :bZ
ﬂShw~D&( (Closed) ;b6
p7C
Title: (1) INTELLIGENCE OVERSIGET BOARD MATTER bh7E
=)
Synopsis: (Jy  Teo provide information with regards to possible

_nte_ligence Cversight Board (IOB) wviolaticn.

Sify On: ;bl
b2
Reference: [ 9) b7E

i ) ﬁﬁéibgure(syzm:>ﬁ(: One copy »f opening communication.

Details: (U)y  Cn 03/00/2007, DOJ's OZfice of the Inspector
Genzral relsased a report on the FEI's use of National Security
Letters (H3L). Although —he OIG Zourd no delirferate or
‘ntentional nmisuse of authorities, tlhe OIG review identified
several areas of inadegqua-e zuditirg ard oversight of these vi-al
‘nvestigative tools, as well as inapproprizte crocesses.

i

J

SE%T//ZOSZOBZG
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NSL VIO-36281

SE¥EET/ /20320326

zeneral Counsel  Frome E::::::::] :bZ
U)  278-HQE-C1229736-VI0, 0D3/26/2007  DTE

(0y  ©n 03/16/2007, FBIHQ, Irspecticon Division
nitiated an audit of all 26 field offices. The purpose of —he
audit was to maxe sure —hat there were no viclations with regard
to NSL's. The audit began on 03/16/°.007 and ended on 03/23/2007,

audit was conduczzed by 334 | | from <he
field cffice. The audift conguofed revealed o poszible
TOR-vivltation-fer-alosed-oass ronankers

bl
b2
beé
bicC
b7E

“"“”“'-“w:?¥<; """ """ Although this incident was d
e andit Aonducted by BIHQ by the case ag
1 ted “t c

=3l |
[Ty —or]

] Thef |was asslgned to SA| Elthcugh case
was orvened and assigned in Automsted Case Zucocpocrt (AC3), SA[::::]
was nct advised of the new assignment. Due to this, the lo-day
notification Lo FRIHQueeSmo st The 10-day notification —o

FEZHQ wzs recorded o ceventy 517 (Yo, days atter =The
cass was ocpsnad. No Thvescrigarion was cindustted betwesn the Jdate
the waZ acscigned and the date in which FBIHQ was advisced
through tThe 12-day notification EC.

S PR

coverad previous o
, 1t was not

the a

trezted a3z an 1CE viclazion. Ag a resu’t he discovery, a new
standard ocpesrating procedure (30F) was put n clacs within the
cquzad, whers, every time a czce 1g opersed and assigned (C&A), an
e-m=al is g=nt Lo Lhe case agenl nolilying of Lhe assignment.
Thiz new z2tep haszs recTified tThe prceblem that arcse, and the 10-

day netification to FRIHQ are being submitted on time.

(U) This deficiency and the possiple TO2 violation wa
reported to ASAC ] CDC| | and 33

[9)] J-
jJ 5]

| during the ccurse -f Lhe Ilnternal audi=

cindust=d by FEIHC.
{11y  The ~lnsed case file bas besn placed in the CNC's

safoe cending further instructions from Zngpection Division and
H=LE.

SEQEET/ /20320326
2

;s b2
v b6
b7cC



NSL VIO-36282

SEQKET/ /20320326

Tn: Ceneral Counsel  Frone : b2
Re: (U) 278-HQ-Cl229736-VIO, 03/05/2007 wiR

LEAD (s) :
Set Lead 1: (Action)

SEMNERAL CCUNSEL

AT WASHINGTON, DC

{U) Whatever acticn deemed appropriate.
Set Lead 2: (Action)
INEPECTION

AT WASAINZTON, DC

|:U:| >< Whatever action deemed avpropriate.

L34

sgp@ET//zoszosze
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NSL VIO-36283
DATE: 12-12-2007%

Rev. 01-31.2003) ALL INFUBMATION CONTAIMED CLASSTFIED BY 65170 DMH/ESRA0H |
(Rev. 01-31- HEPEIN I3 WHCLASSIFIED EXCEPT FEASON: 1.4 (c)
GERRE SR T e <E 5ET DECIaT i Sue 12 12 204

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007

To: Insp=schticon Attn: IZ-
Zeneral Counsel Attn: NZLE

From: | |
Srpad | | _
Contact: ScA b2
b€
Approved By: b7C
b7E

Drafted By: : zh

Case ID #: (U) 272-HQ-C1229736-VIO (Pending)

Title: i) REPCRT OF POTENTIAL
iU}\_NMH ICB MATTER

Synopsisfmzzgﬁi:To report a possible IOB violaticn(s) for review
by INZD and OGC.

| o >~< E% bl

Detaiiéf”*)}ﬁ: suring an Ingpection Divigicn/TIIS Naticnal fgiE
Security Letter (NSL) Audit of selectec Division o
nvsstigations during the week of March 16, Z007 through March jb6
207, a possible IOB violation(s) was detected. b7C

(-

(3) During a review of Zileg it was
digzovered that the following NSLs malnta_ned 15 Lae
isj ------- Gepyeot i gataas

_e indi-ated the
f the cited N3Ls were

l:U:l e - Furtlher review of o =
|: S :| iz Eresponding -Els

) -

appropriately writrerr and anthosl-oed as indicated by the presence
of thes signatures of —he 33A, A2, and ZAC. In addition, bl
d-cumentatiocn of the service rr. - f the regualts for each b2
HEL indicates the M3Ls were properly avthorized and sidnec b7F
otherwiszse regults would not have beer forwarded to

Divisions wnich served —he oited M3Ls failsd to return
original MSLz with their results.

SEDEET

CONF DX 1AL



NSL VIO-36284

s%'r ,
b2

T-: Inapecticn From: | _ b7E
Re: (U) DTC-HO-C12297 326, 03/27/2007

b2
b7E
bé
b7c

D

(1 It is =h= opinion of the ivizion tha=
this was nothing wmore than a clerical error which nas ken
rectifisd thrcugh appropriate trairirg provided to the sguad S3T.

¥}

()

Ll Ihe case agent of this investigalioo oz SI
(retired) The supervisZr was I

(1) This possikle I0B violati:n(s) is being submizted
for review by INSZ and OGC for further action they desem as be
approcriate. :
bR b7C

SE,&ET



NSL VIO-36285

SEQ{ET
b2

To: Inspection From: [ |—1£b7E

e: (U IT7E-HQ-ClIZ20736, N3/07/7007
v / = 7 ‘

LEAD (s) :
Set Lead 1: (Action)
THSPACTICN

AT WASHINGTOMN, T

(U) FLor ac-zion deemed approoriate.
Set Lead 2: (Action)

GENERAD COUNSEL

AT WASHINGTON, DO

(U) For action decmed appropriale.

144
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ALL INFORMATION CONTSINED
HEREIN IS UNCLASSIFIED EXCEPT

NSL VIO-36286
DATE: 12-12-2007
CLASSIFIED BY 65175 DHH/KSR/ch

FD-962 (Rev. 03-21-2005) FEAGON 1w d- { e}

WHERE..5HOWH . OTHERVISE
} ‘ DECLASSIFY -0M:- 12-12-2032
SEORET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03:29/2007

Attn: IIS. Room 3041
Attn: NSLB, Room 7947

To: Inspection
General Counsel

From: .
Contact: CDC :b 2
bL7E
Approved By: b6
bicC
|:'|’_'|':| ._H__.‘Prafted By: Iljb

Case ID #: _HQ-C1229736-VIO
278F ko015

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

-

‘Synopsis: To report potential IOB error.

......... i oI ; < .
m e
b2
Details: b7E
be
¢ 1 b7C
S) 2. h US. Person.
() - >< 3. Possible IOB Error:
The Attorney General's Guidelines, Section V.12. ﬁi’c
(U) 4. Case Agent at time of incident: TFOI Lb}
Supervisor at time of incident: SSA| I | ;_? -
b7E
)‘@(5 Description of IOB Error (including any reporting delays). b6

bh7C

b
o --~~-'>5<During an audit conducted by the Inspection Division on or about 03/18/2007. six (6) Y
instances of investigative activity were discovered that require reporting as potential IOB matters. These .~
matters are detailed below: b7D

Lo Iiayas determined that |

Section of an EC (dated 04/2 1;'2004j.lT
tated that the National Security [eTter (NS

rafted by TFO
being sent t Or service 011' sought subscriber information for twelve (12)
telephone numbers. The body of the ECTisted all twelve numbers, but subsequently stated the request was

---------------- “for two numbers: - The NSL-(dated-04/21/2004

SE T



(Ul

NSL VIO-36287

~To: Inspection From: b7E
Re: >Q 278-HQ-C1229736-V10. 03/29:2007 bl

I Irequested telephone subscriber and billing information on the twelve telephone numbers listed in the EC.
1

¢ Inspection Division also determined that the EC lacked sufficient predication to support the request.

@t determined that the "Enclosure” sec ion of an EC (dated 04/2172004

- request \Aammr information and toll billing information for two numbers. The NSI. (dated ng

rafted by TFQ tated that the National Security Letter (NSL)
TS or service on| Jsought subscriber information for seventeen b1
(17) telephone numbers. The body of the EC listed all seventeen numbers, but subsequently stated the

£

04/21:200 equested telephone subscriber and billing information on the seventeen telephone L 7E
numbers listed m the EC. The Inspection Division also determined that the EC lacked sufficient predicatich ¢

to support the request. le

raﬁed b) TFOI Jstated that the Natlonal Securlty Letter (NSL)

CIE oc service orf fought subscriber information for seven (7) telephone numbers.

The body of the EC Iisted all seven numbers, but subsequently stated the request was fo cribe
information aid toll billing information for two numbers. - The NSL (dated §4/29,/2004 equested
1€

telephone subs»rlber and b1llmg information on tl1e seven telephone numbers listed in the

b1
b2
b7E

(A Ityeas determined tlpLﬂMMwnu.e‘tlon of an EC (dated 04/28/2004
glted by TFO stated that the National Security Lefter (NSL)
cIg sen or service o fought subscriber information for seven (7) telephone

~subgcriber informatioi aid toll billing information for two numbers. - The NSL (dated 04/29/2004,

equested subscriber information on the seven telephone numbers listed in the EC, but also asked Tor
subscriber and billing information on an additional telephone number used by the subject that was not listed
in the EC. Additionally, the certification paragraph in the NSL mentioned subscriber and billing

) numbers. The body of the EC listed all scven numbers. but subsequently stated the request was torg

I: S :I 111formation.
b1 (5V It was determined tk Mﬂd&gyﬂwﬁionoﬁnlﬂf (dated 04/2872004
: | drafted by TF tated that the National Security Letter (NSL)
b2 being sent tof for service ot ought subscriber information for two (2) telephone numbers.
b7E The body of the 1sted the two numbers, but subsequently stated the request was for subscriber
l: E ;l - mtormation and toll billing information. The NSL-{dated 04:29/2004 equested telephone
subscriber information on the two telephone numbers listed in the EC, bufThe certification paragraph in the

NSL mentioned subscriber and billing information.

(&) Tt was determined that the "Enclosure” section of @i EC (dated 04/28/200
Idraﬁed by T stated that the National Security Letter
0

being sent t¢ r senice on Isought subs«,ribcr mironnatlon for three (3) telephone

..............................

cquested telephone subscriber mfonnanon on the three telephone numbers hsted n the E(,_ but the
certification paragraph in the NSL mentioned subscriber and billing information.

bl

'~’)

b7E
SECRET
2



NSL VIO-36288

SE?&T

() - To; Inspection From:
"'*Re%NS-HQ-CH 9736-VI0.03/29/2007 -
b2
b7E
LEADC(s):

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON. DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAT COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

SE()Q
3



NSL VIO-36289

ALL INFORMATION CONTAINED DATE: 12-12-2007
HEREIN I3 UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DMH/EZR/ch
(Rev. 01-31-2003) WHERE “SHOWN UTHERNISE REASON 1,4 12
s %ET DECLASSIFY GMy 122122032

FEDERAL BUREAU OF INVESTIGATION

Precedence: F[RIORITY Date: 03/27/2007
To: Inspechticon Attn: Internal Investigations
section (IIS)
Roomw 11561
General Counsel Attn: laticnal Security Law Branch
NSTE
Rocm 7975 e
From: bic
Squad jb%
Contact: 3A b7E

Approved By:
be
b7cC

iU}“Draﬁted By: | fehn

y-. Case ID #: 3 C78-HQ-Cl229736-VIO  (Pending)

Tifié'z'---.>< REPGRT OF A POTENTIAL IOE MATTER
() Synépsi31%~§&< T reporT a possikble IOE vic_aticn involving =he
1T ™

nnt ntentiom acciisi-ion of informati-on thrrugh a Hational
Scourity Letter.

sSify on: B2

Reference:”““"%{ Zo S HO- 1 2207236 VT Sepial TN :b7E
(3) b7A

{3)

(3)

(- 3)

Detailsf“;l%(:ln accordance with the reporting regiirements
re_ating to kaown or suspected Intellizence Oversight Board (IOR)
violaticns, per reference 1, notification is bsing made to the
Office of General Counsel, MHNztional Security Law Branch (NSLE)
regarding tne uninten=ional acquisitior. - f Znformation through an
Electronic Communications Privacy Aot (ECPZ) National Securizy
Letter (M3L).

SE&FT

CONF 1DRGTIAL



NSL VIO-36290

ader

2o Inspecticon Frome E::::::::] b7E
Ref“:ﬁzi 2T9-HQ-0C12097 36=V 10, 03/27/2007

(e ”EX(‘The following informatior. is relevant regarding zhe
substantive fwvestigazion in which the unintenticnal acquisizion
of information occourred:

bl
@ T

"""""" b7E
b6

Tase Agent{g): SAI IFrcm 02/01/200r — Pregen= ;37C

Previous Case Agent - 23R b7A

Sucervisor: SSA I(Current)
/35R

I(PLD‘UJJID)

iSJ e VASIST "evious) b1

Sucject: Tt on-1),2, Person) bé

(U b7cC
- DR As detailed in reference 2z, thg gubisct of the
=vant investigatigmaadudsed qn 04/75/2005

iSJ coocphone number.was Pcr reference 3, this

“Tration was indefenmiently morroborated.

I:U:I X On l 22/ 20 10h, FEI falal tiialat==Y N1 ol BE=T=Naku-1 o| bl
ETFPA 3L (feferenc é) addressed ;oi bo

| b7C

| | r=guesting supbscriber name, address, lengtin oL Selrvic 2 b4
ono and long distance toll billicg recerde g-scociated with bID
Tiorie ke g [ o Lregsent .

b7a
(Uj"wm S ;}( Ir Fekbruary 2006 an | Iwas tranaferred =a
]U1d [] , won 03/01/2006, 3A Iwa Jiven responsibili=zy
Lo warions investigazions to include the investigation targeting

(U mm”“““Z}&i;On N3/24/2006, FBI provided, via .
refacan~e ‘5, the results of the 12/27,/°005 ECPA NSL. According jbi
ol rerresentatrives, service for the rumpaer was jojtigted o RO
|: S :l I .................................. Ia"ldahii’l'jj_"j.-(jilfjj. RIS Tk o i i SR AT aTa Ra rr o I b7 E
criced to f@lephonewnnmbpl Jincluded one bé

b7C

() s s PR i hiz initial review 'f various case files on ﬁb7A
ylwd[:] SA| recalls notinz thaf oot did not b4
subscrire to the telephons muaker. 3A also anncotated an b7D
o a ] condodor oo oo Bl sheould determine
iSh B B At the e of the ini-ial
TCv Lo, oot I I S R TS ) STty 3 Foll records.

5 e

2

l—'UJ

iSJ ettt el billing records pertairing to the acooant.




NSL VIO-36291

SE%ET b2
PT7E

i Inw1~ct isn From: | ]
Re 2TC-HE-C12237 36V L0, 03/27/2007
(- bl
|: S :l | ho
Cobement 15 g8 Tsasan :}37(:
IOH 57 ]37A
s Upon conductiling further rezcearth IA]
isa """ et ined, through refererncs-5;- thatl Jras most [ikely
_uL;L;;Lﬁg a telephone nunbgedt b ot oo LI o s iossed to be
|: S :l B & god . oS eqye] '.ly, l
— c exact zatez -f A I
qlsS__Coules Lo oA are not krown, a_though SQI I
maintained the tel rom an Email message regarding this toplc
within an informal case manajement sheet. The text of the Email
neszaje is as follows: bl
iSj R o "I (IAI I”p ke with vl LSZ I las= :bo
week about this women and peeselbodiocl had made nuercus ©7C
iSJ ------- < 3 rerphones numbprl = done scwe b7A
Sj reszarch.- and Iounj thatl F~lt prﬂreuued
Sl DU 1 oL this on 9/30/2005).
i o Icr thig _gare numlkbcer as of
I S0 1T dppec s £he fol cwed as the '
ancorlcer EREIREE. likely-hes 1d relationshipwmareover to him." bl
I: S :I e b2
(31 0p nN3/27/2007, duzing a review of bIE
A | cbserved the toll records which were provided Dy bE
=nce 5. 3A 1mmeu-atf-y notifisd 35A =
ds were removed trom the file and provided to FPEI- jb7c
ior ”d nagenenl. for segusstering with Lhe Chiel b7A
zel nding resclutior of this matter. Until
A was 1unaware oI thesgse toll regordza and had

SCriber. 1nto’matlﬁu pertaining-tao}

;;/“f’w
(3) The inves-igation targeting is pending and no
Frreign Inteslligence Surveillance Act rejuest has keen submi<ted
t: the Department of Justice, Office of Intelligence Policy and bl
i

1 2w . b6
b7C
b7A

SE



NSL VIO-36292

sg,éé'r _
R

- | b2
~Tos Inspection From: b7F
Ré?x:ﬁaf CTR-HQ-CL1oC09726-V10, D3/27/2007

LEAD(s) :
Set Lead 1: (Info)
INSPECTICN

AT WASHINSZTON, [DC

() IrZzrmation provided to IIS per FBRI policy.
Set Lead 2: (Action)

SEMNERAL COUNSETL

b2

. A WASE_NGLON, DT
b7E =

(U) At NSLE, will review tne conduct dsscribed by FEI-
ans ceterminc if the matter is rocporTakle <o the IOE.

*



ALL INFORMATION CONTAINED NSL VIO-862931 2.1 22007
HEREIW I5 UNCLASSIFIED EXCEPT CLASSIFIED BY 65175 DMH/ESE/ch

FD-967 (Rev. 03212009 DECLASSTFY ON: 1271273032
RET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/29/2007
To: Inspection Attn: IIS. Room 3041
General Counsel Attn: NSLB. Room 7947
Fromj oDe B2
Contact: : b TF
Approved By: be
b7C
] bl
Drafted By: ljb b6
e :b7C
Case 1D #: 278-11Q:C1229736-VIO Z
Uy 278 50015 :b2
bT7E
(U} - Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD (I0B) ERROR b7A
Svnopsm><l o report possible IOB error.
Details:
(S) 1.
) 2. h U.S. Person.
(1T} Bﬁ( 3. Possible IOB Error:
The Attorney General's Guidelines Provision: Section V.12. bé
b7C
Uy 4 Case Agent at time of incident: SA
(] Supervisor at time of incident: SSA [(retired)
><< 5. Description of IOB Error (including any reporting delays).
(T s MDuring an audit conducted by the Inspection Division on (3/18/2007, it was determined

that the EC (d ted 09/01/2004, documenting approy al for the issuance of a National Security
 Letter (NSL) for te o orrectly reflected that the request was for
one telcphonc numbcr The \ISL (datcd 09/01/2004 -equested subscriber and toll billing
information relating to three telephone niimbers. It is Oted THat the three numbers for which information
was sought had beeni identified through a previous NSL pertaining to the subject's residence telephone
|: s :| ~ nimber, evidencing contact with the subject's telephone. No other errors regarding this request were

detected by the Inspection Division.
SEQ&T




Re:ﬂZR-HQ-C1229736-\-’10, 03/29/2007

SE()@T

To: Inspection From:l 1o
bL7E

LEAD(s):
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON. DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

SECﬁ([
2

NSL VIO-36294



ALL INFORHATION CONTAINED NSL VIO-36295

HEREIN I$ UNCLASSIFIED EXCEPT DATE: 12-1z-200% =
WHERE SHOWHM OTHERWISE CLASSIFIED BY 65179 DMH/ESR/oh
FD-962 (Rev. 03-11-2005) REASONT L4 (o)
N DECLASSTFY Al 1 2-12-2033
bE&ET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/29/2007
To: Inspection Attn: IIS. Room 3041
General Counsel Attn: NSLB. Room 7947
From: b6
Contact: CD( HIC

Approved By: ij

PP A B7E
Drafted By: ljb

mj

Case ID#: D85 278-11Q-C1229736-VIO
(U)278 0015

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD (I0B) ERROR

() """S}ﬂtopsiS-:)‘!'( To report possible IOB error.

A~ b
YOnX= b2

b7E
Details: bé
© L bi7c

h U.S. Person.

() - >< 3. Possible IOB Error:

The Attorney General's Guidelines Provision: Section V.12.

b6
(U) 4. Case Agent at time of incident: SA ] b7C
Supervisor at time of incident: SSA| |
o >§5|:U:| Description of IOB Error (including any reporting delays).
l: s :l """"""""" During-an audlt of the-above-mentioned investigation conducted by the Inspection

a National Security Letter (NSLY (dated 067102005 bl
equesting telephone subscriber and toll billing record b4
pertaining to an account in the name of the subject's father at the address where the subject resided with his 3,71y
father. The records were requested for the period commencin to the date the request was b2
processed. Upon the Inspection Division's review of the records recerved pursuant to this NSL, it was o
determined that among those records was a copy of a billing st : pertinent account. That b7E
statement reflected the company's billing cycle, which began OII |:111d consequently, included
information for dates prior to the beginning date requested in the /01/2003). These records were

SEC)(T

w




NSL VIO-36296

SECHET

b
To: Inspection From: b
(T} Re; §<278-HQ-C12 T736-V10. 03/29/2007

S IR A

E

entered into a database and the information retained in the investigative file (1A1). It is noted that the NSL
did not have an attachment describing the types of information the carrier might consider a toll billing
record.

LEAD(s):

Set Lead 1: (Action)

SEXRET
2



NSL VIO-36297

SE%ET

(Uy-. _To: Inspection From:: 12
Re:~3§<278-HQ-C1229736-\710, 03/29/2007 PR

INSPECTION

AT WASHINGTON. DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

SESQET
3



ALL INFORMATION CONTAINED NSL Vl%ggg@Q-lZ-Zﬁﬂ‘?

HEREIN IY UNCLASIIFIED EXTEFT CLASAIFIED BY &517% DMH/ESE/ch
_ WHEFE SHUWH OTHERWIZE BEAESON: 1.4 {c)
(Rev. 01-31-2003) FEATASETEY HH 1501505050
SEdQ(ET//zoszosoe

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/08/2007
To: Inspschticon Attn: IZ-
eneral Counsel Attn: tlaticnal Sscurity Law Branch

(MSLE;

’ b2
From: ! ;b7E
ontact: SA Rel

b7C
Approved By:
bl
() - Drafted By: | |: vk 7
Case-ID #: ()| (Pend:ng) b7E
TN C T n-HO-ClZ2 97 30-VIO (Pending) h6
vd ~ b7C
Title: (3
UU.I I
() o o o
Synopsis: - To provide informaticon regarding a possikle
“ntelligente CversighT Board (IOE) violaticocn invoelving captioned

nvestigation.

(U) ....... ] Der - b

oy

g1 3 EEZE

The following jpformation pertains to a possible IOEB b7

- .Details: - (
1y 12 i T pertains ¢
Mving capticoned investigation:

violation

. Ao er
: orie squad ESupervisor

2)

2
(5 T

Ny
)
h
i
st
M

t

SEQéT//zoszosoe




5]

(-

-

NSL VIO-36299

communication dated 03/05/72007) .

SEQRET//20320308

2

bl
o)
sEg¥ET/ /20320308 B
. bl b4
Ty Inspezction From: | | . .
o — b2 7D
Re: {(S) 3 SO0
P7E
1) gl L
| |
In acocordance with the WEZF Manual, 3ection 2-04,
S oot danee and Application Zor FPreliminary ITavestigations, a
— . P o~ —
FORA request was submitzed on 11/08/2004 to | |for header
nfermation puarsuant —o Title 15, T.2.7. §5.€81(u;. )
b1
6)  ENDLApRo. ] b2
I b7E
cn 1l/u0d/200d, c¢ase acert submitted a 1681 (u) =CRA N:EL
i | | reques=ing "the names ard addreszsses of all financial |
Insttutions (as defined in Title 12, U,:2.70,., Secticn 2401) at Which;b4
Lhe Lelow—pamed consumer maintains or has maintained an azoount™, b7D
| rezponded To the request on or akcut 12/07/2004, anj
_oproevided a dooument captioned "consumer report"™ for the subjecT. b2
e Tne case was subsequently clﬂ‘ﬂdl The b7F
infeorflat™n contained in =hel | "consurer report™ was not used
- the investigation. The irZormaticn recelJed trom
was not disseminated to anyone.
| b4
2dent was not aware at thes time that thes report :
er : - A b7D
pProv wag 3 credit report. _The discovery was mads
during = :uhseqn@nl review of Lhe [ile. The Moonsune s
repcrt™ was inmmed cemovad from the captioned file, and
scjn@ tered with Chief Divisgion Coungel until the izsuance of
the 0D opinion by Jla-ional CSecurity Law Branch (per M3
eleztronic



NSL VIO-36300

SE*ET//20320308
To: Inspaction Lo Ebl
Re: (3) 03/08/2007 b2
b7E

LEAD (s) :
Set Lead 1: (Discretionary)
INSFPECT Q]

AT WASHINGTON, DT

iUJ'“““‘““~w ------- :>{i Request IIs review ~he proviced communicaticon.
Set Lead 2: (Discretionary)
SENERAL COUNZEL
. ET WASECNGTON, DC
b2 .
b7E (U) Request NSLZ to take appropziate action as
necegssary, irn response to this potential IOE matter reported Ly

Lhie Jivision.

*

SE T//20320308

3



(Rev. 01-31-2003) i

(-

(-

ALL INFORMATION CONTAINED NSL VIO-36301
HEEETIN 15 UNCLASSIFIED EXCEPT DATE: 12-12-2007
WHERE SHOWH OTHERWISE CLASSIFIED BY 65179 DMH/ESR/che

oM: 12-12-2038

SE&T DECLASSIFY

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 372772007
To: Inspesction Attn: IZ° b2
General Counsel Attn: DNELE BTE

Contact: SEA

Approved By:

From: Lb6‘
Qepad | bh7C

Drafted By: : zh

Case ID #: (U) 272-HQ-C1229736-VIO (Pending)

Title: i REPCRT OF POTENTIAL
ICB MATTER

Synopsigf”“{: To report a possibkble IOB violaticn(s) for review
by INZD and OGC.

S b2
Detaiigfigﬁﬁi suring an Ingspection Divigicn/TIS Naticnal b7E
Security Letter (NSL) Audit of selectec Division

nvestigations Jduring the week of March 16, 2007 through March

2o, 207, a3 possible TOE wionlation(s) was detected.

——r
3)  ouring o review of filel Lit was [bl
=t = kRt =a| I .b2
1t the cpening EC d-d not document the b7F
crrIlALlol Hate.
Ry, Further review of the file ndicated
Investigative activity occurred until ©9/27/C2. No activity .
=d a case siafyug o9 00/05/2003 jbl
provided = sumuary EC- and b2
[ NP7 L S = S = TR e = g ) :b7E}

AR R T B =N ol A V=N =0 ot B o Vis S S AN I I B Wl nl ¥ ol Wi =W ol BR WA P Wk 1 4 V=N i e il il W'=Y

SE%ET bl
b2
b7E



NSL VIO-36302

To:  Inspection  From: jbz
Re: (U} 27R-HQ-Cli2973G, L3/0772007 b7E

e

b2
b7E

(U)  The —case agenl of thig invegtigaTtion was QF\D_
[ The superviscr was |

(retired).

bé
(U} This posziple IOE viclation(s) is being submitted bIC
for review by INSD and OGC for further actiocn they deem zs
appropriate.

[}

SEZKET



NSL VIO-36303

SE*RET

b2
To: Inspertion Frem: [ g
Re: () I278-HQ-ClI20736, 03/77/7007
LEAD (s) :

Set Lead 1: (Action)
THSPACTICN

AT WASHINGTON, T

{(U) FLor ac-zion deemed approoriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DO

(U) For action decmed appropriale.

144



ALL INFORMATION CONTAINED NSL VIO-36304

HEFEIH 15 UNCLAZSIFIED EXCEFT LATE: lo-la-2007
WHERE SHOUN OTHERUTSE CLASSIFIED BY 65175 DMH/KSR/ch -
(Rev. 01-31-2003) REASOW: L od-o)
PECLASSIFY UM -12-12-2032
SEhﬁET

iIIJ'“'"

-
-

(V)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007
To: Inspscticon Attn: IZ-
Zeneral Counsel Attn: MNILE 2

P b7E
rom: :
Sqlladl I igh

Contact: SEA

Approved By:

Drafted By: | | =n

Case ID #: (U) 2V2-HQ-C1229736-VIO (Pending)

Title: i REPCRT OF POTENTIAL
ICB MATTER

Synopsisfmmlb To report a possible IOB violaticn for review by

ZH3D and 06T,

b2
DetaiISf“:Pﬁi Suring an Inspection Divial : Naticnal b7E
Security Letter (NSL) Audit of selectec Division hé

; stigationzs during the week of March 16, 007 tarough March

EQn 17, a possible IOE wvionlation(s) was detected. b7cC

(3) ~uring a review of file ht was
diazovered the following HNSLs maintained -n the _lovestigative
i dld mor contain —he signatureof the cac | | 1he

eiffected-MHShs-weral

—~

......... Further review of the file ndicated
“‘Lre:punjllq ECz of =—he cited HNiLs were approcriately written
and authorized as indicated ky the presence c¢cf the si

the 33A, CDZ, ASAT, and 3AC. In azdition, deocumentation of <he
service and return of the results for £ach NSL indicates the NSLs
wers wroperly authorized apd siapnes, othserwise resalts would not
have teen forwarded fto

b2
b7E

SEC%T



NSL VIO-36305

sE¥ET b2
b7E

Ty Inzpecticon Frooaw:
Re: (U)y  278-HQ-1229736, 0D2/27/2007

bl
b6
b7C
b2
b7E

93]

(1) It is the opinion of the :[‘Jivision that
was nothing more than a clerical error which nhas been
ied tarough appropriate trzirirg provided to the squad S5T.

al) ) 'he case agjent cf_this investigaticn was SPL[::::]
The superviscor was | |

bé

(1Y This possible IOB violati:in(g) 1is being submi-ted b7C
for roview by INSZ and OGZ for further action thev docmn ags
approoriate.

SECKET



NSL VIO-36306

N D
To: Inopettion From: :] e

ke: (U T78=-HQ-C102073m, 03/27/2007 bR

LEAD (s) :
Set Lead 1: (Action)
THSPECTZON

AT WASHTINGTON, DT

(U) For aztion deemed appropriaze.
Set Lead 2: (Action)

SENERAL COUNSET,

AT WASHINEZTON, [C

(L) For action deemed appropriaze.

*

sEeRET



ALL INFORMATION COWNTAINED NSL VIO-36307

HERETH 1S UNCLASSTFIED EXCEPT ?iﬁ%ixiiiizégggzl"B DMH/ESR feh
ST THEER! o - rd i =2 S Herr, LR
FD-962 (Rev. 03-21-2005) WHERE SHOWH O FUIZE BEESON: 1v4 toy
DECLASSTFY ON: 12-13~;
SECKET//20320329

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: 03/729/2007
_ b7E .
To: Incspection beé Attn: IZ7, Room 113961
Zernieral Counsel - Attn: MNSLE, Koo 7975
b7cC
Attn: ASRC Counterintelligence
2o | ]
From:
Contdct: SA

Approved By:

b2

b7

SU8-HO-CLo29 36-VI0 PO
67 F-D—A8 9455-TOB  bH7C

Title: i1y 3A
2SA
N

TELLIGENCE OVERSIGHT EOARD (ZOB) ERROR

Drafted By: daefe]

“Case ID #: N3

I
Synopsis: (U) To report possikle IOE error. Egi
Yy On:
Details:
=y 1.
|

= Z. i s congideres 3 1.5, Psrson.
oy , - ) . . .
o ‘wn>§i K Poszille IOEB Error: E-mail cintent provided.

=y
(U}H L4 Degcription of IOER Error {(inc_uding any reporting

delays):
-

On 0Z/02/200%, a Hatioral Se-urity Letter (MSL)
rceqguesting“the hame, addressz, length of cervico, and clectronic
cimnuni cation transacticnal records, to o dinclude existing

transaction/activity logs and zll emzil header information (not <o

SEQ(ET//20320329



NSL VIO-36308

b2
—HC- 'lJ 3736-V10, 03/29/2007

i - SEcﬁﬁT//zoszoszg

l:s:l _”_in”'”d"‘ Locooans coptopnt and/o- cubject ficldz)l, for the addregss holder
of]

fbl I sed ard approved 1n accordance wi-h the

b4 ALLLLliey Ceneral &ul he N3L was servad by thel |

b7D Division and on 02/13/2007. On instant date, ] received =he

b2 resu_ts of the NSL on one conpact Zisc _abkels HMSL 02/02/2007. b4

78R N/ , _ , . ‘ b7D
2 iew of the zesults of the ¥MNSL, on instant da-ze, Y,
ed that SU};‘};']. 1ed what the PR ==l TN ol el o =P el = ok T B oW =Y EEel e B IY =N ‘

~ontent and/or subject fis }37P

—
G
IO
— T

cllowed Ly
—LIclllatloll Iadlcatlve oL Cul-ecopuldelice suapje-t matter. This
nfocrmation was not utilized by the <case agent in any analysis nor was
1t documentsd in the case file.

Lk V““'~ij:[:;;:::]Division Cours=l was contacted on instant date

and advised ot e problem. Czse agent informned Zivision
Counszl that the material deemed to be emal. contellt IDLormatlion was
de_zted from the aforemenzioned materia_s and an electronic/scoft Jp
was retained for use by the case afert. Consequently, a redac-ad
verzsion of the NSL results will ke utilized for analysis and

droumsntation purposes. !:::;::]Euwl silon Counsel was provided —he Lb2
original conpact disc and intended to sequester the item while RTE

awalting Seneral Council's review o thls matter.

(-

(

; Also, on instznt date, case agent contacted thel I
Division and encouraged that a resclution ke sowght -0 avwoid
S1mloary proklsms in the future.

SE*QQT//20320329



iUh_

NSL VIO-36309

s39‘ﬁT//20320329 -

Lo Inspection Fromzj:::::::] b7E
Ret . SIR-HQ-C1I2097 56-Y 10, U3/°0G/ 2007

LEAD (s) :
Set Lead 1: (Action)
1NS=ECT IO

AT WASETRNGTON, DT

(U) For action Jdeensd appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASEINGTON, DO

(") For acticn decmed appreopriate.

*

SEC}é;//20320329



FD-962 (Rev. 03-21-2005)

-

-

() e

ALL INFORMATION CONTAINED NSL VIO-36310
HEFEIN I8 UNCLASSIFIED EXCEPT

WHEEE SHOWN OTHERWISE DATE: 12-12-2007

AGGIFIED BT 65173 DHHYS

SE&ET DECLASSTFY N 12— 12-2032
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/26/2007
To: Incspection Attn: IZ7, Room 113961
GCeneral Counsel Attn: NELE, Roon 7975
)
From: BIE
Contact: oo ;b6
| — bhiC

Approved By:

""“--Drafted By: :hlm

bl

Case ID # A& 27R3-HQ-C1229736-VIO o
b2

Title: 11y POTENTTAT, TNTELTL.TGENCE OVERSTGHT RBOARD (TOR)MATTER bL7E

bé
Synop51s:~>xi To report a PIOE matter. b7C
B ”,MW3§< i : FBI SCG-— 7
n: 03/26/2032
Details:
=y 1.
=y . Hh non=1J.3. Ferscn. )
bl
”vjﬁq: . Pogszible IOB Error: A carrier providing information kbevondp4
tne scope uf an MSL resultinz in the unintentional b7D
acqaizition of dats. hE
. )
m:>§i Tne Attorney GCenerzl's Guizelines [rovision: HNone. jb7c
b7A
2 4. Description of IOB Errcr {(inc_uding any reporting delavys).
-WMMWWZ§Q: On 03/16/2007 i< was discovered that con 29/20/2006, )
parsuant to an autheorizes FRILLSL provided b2
igh SRR TS 20 21 2 il (-0 IS B U Sl o Vi = s e W G- U TR S i [ starting from p7E
I which preceded Trhe spezifled time period in the
M3L, " ~. the Fresent™.
(3)
sm)e(ET |
bl
bo
biC
b7A



NSL VIO-36311
b2
SE;)(E:T
iUﬁum\mTcn :igéfmmﬁfifml From:
Eewr- 1 /

bTE
CTE-HO-C12 287 35-VI0,
iSjbﬁﬁu~

03/°6/7007

The
LoD LHronel 1hhves ULl

addiziconal recordszs we
Tative purposes znd were

and revain in the CThief Division Touncil's

rezolution of this matter.

eétered bl

SEeXET

[



(m-

NSL VIO-36312

SEGRE#

b2
lo: lnsprection  tFrom: | | B7F,
Re>< 2T73-HQO=-T1020Y 36-YI0O, UZ/26/7001 ‘
LEAD (s) :
Set Lead 1: (Action)
INSERCT LON
AT WASHINGTOM, D
iJ)  For aczZion de=swed appropriabe.

Set Lead 2: (Action)

GENLERAL TOUNSEL

AT WASHINGTON, DO

iJ) For aczion deemed appropriate.

*

SE€KET

(@8]



ALL INFORMATION CONTAINED NSL VIO-36313

) - e, RETE: 12-1Z-3007
HEREIN 15 UNCLASSIFIED EXCEPT CLASSIFIED BY 65178 DMH/KSF ch
WHEFE SHOWH OTHERWISE

(Rev. 01-31-2003) REASON:-1.4 (£}
DECLASSIFY. OM: 12-12-26032
SEO¥T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/28/2007
To: Inspecticon Attn: IZ% b2
—eneral Counsel Attn: MELE bh7E
Attn: D0 |
bo
From: k7C

ontact: oA

Approved By:
bhé
h7C
Drafted By: jag
Case ID #: (1J) Z78-HQ-Cl225736-VIO (Pending)
Title: i) REPCRT OF A POTENTIAL IOE MATTER

Syncpsis: (U) EC provides details recarding a potential IOE

matter.
>< ; om : G- bl
enlaseity O —tarsera01s b2

()

bTE
Reference: (UJ) EC Jdazed 11/16/2006, Zile Z75-HQ-Cl2297305. e
. L e e h7C
Enclosure(s): (3] 1A envelope under investigation .
P'ntq1n1ng| report dated November 24, 20067 J34
My ‘ b7D
DetaiISf“:>§i On Mareh 28, 2007, 86 | was informed Bh7A
by hiz zuferviscr, 2321 | of = rCotential IOR
matter related to M | e~nterintel 11 “ence dnvesticaation
|:S:| e il ed |5 a2
.5, DerzZor.
(3)
Tre case was 1nitlzated urder the Atforney seneral bl
Ghooeriles Section Part ITILE.1.d: "Ar individuzal, group, or .
organization is or may be engaying, or has or way nave engaged, b2
“noactivities conztituting a threat to the national security (or b7E
b7A

SECAET



()

NSL VIO-36314

S%ET ‘
b2

Inspection From: A b7E

(U)  278-HQ-01229736-V10, 03/°29/2007

x ]
m

=zd preraratory or support activities) for or on beshalf
power. "

""""" B ) The facts giving rise Lo a potentigl TCR maftte
occurred 1 oY abcout November 106, 20006, when the Fie
Office received a response to z Maticna. Security Letter (HS
fron |in| | The HNSL giving rise to th
resoonee Tas lszusd by | brd dated October 10

ia
i

Z20&.  The NSL regquested The jeddedsird addresses of financ
{

cimstrtutionzoatowhichosukbtecty

Ze3lu(a) report).

rairtained an account

In response Lo the refere produced
a three-pags Standard Lepulf dated Novern Z0J6. Tnis
reccrd appears to be a_stands-d- fOLmI Icredit report,  ‘I'he

ndividual proce NolMQ[::::::::J response T

Hel redacted 31l relevant portlons of the recort produced To the
e

coertain information with a black marker, whizh allowsd ceortain

FEZ. Howsver, the redaction was accomp_ished -y nark

nformaticon under the markings to be readab’le.

irey

"""""" ‘_" The informazion attempted to redact
‘ncludes Adccoldnt numbers, dates oz account oocening and closing,
account balanueu, etc. 'The names ¢ the financial instif

a
and theilr addreszses was not redacted. The standard-form
C‘

report, bzaring the referprspred -~odoctions, was enclosed 1n
cenvelope and. Liledodnd
the

N~E><:Per the advice of thel ICDC'S affice,

SEGRET

rt bearing the redactions
estering the information.

e

bl
b2
b7E
b6
b7C
b4
b7D
b7A

(okvpiopken
~3 B~ s
o]

b

bl
b2
b7E
b4
b7D
b7A

b4
b7C
b2
b7E



SEd‘?T

NSL VIO-36315

Ty Inzpecticon Frooaw:

b2
b7E

(U)  279-HQe-0122973C-w10,

LEAD (s) :
Set Lead 1: (Info)
INSPZCTICN

s}
Ly

(11 For informaztion.

Set Lead 2: (Action)

ZENEXAL COUNSEL

Al MNELE

(U) General Counsel,

D3/7297 2007

HSLE,

iz

requested to review This

matter znd provide guldance as Lo the Sigposition of the mat-er.

+*

ET



ALL INFORMATION CONTAINED NSL VIO-36316

HEREIN 1% UNCLASSIFIED EXCEPT DATE: 1Z-12-2007
WHERE SHOWN OTHERWISE CLASSIFIED BY 65179 DMH/KZR/ch
{Rev. 01-31-2003) BEASONG 1.4 (&5
A S,
SEaéT//zoszosm DECLASSIFY ON:" 12-12-2032

(1) ES?}( I(NONUSPER) b2

(3]

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/14/2007

To: Inspection Division | i Attn: Irterral Invesiigations Scection
Gerieral Counsel b7E Attn: 13TFE
CounieLich'ligonco:b6 Attn: CD-—2C
| 1 bh7¢ Attn: SA | |

From:

onctact: SA

Approved By:

bl
Drafted By: 1gw Zb;E
Case ID #: (U) _“78-HC-C1229736-VIO bo
(I (Perding) b7C
b7a
Title: (U) RZFPCRT OF A POTENTIAL IOE MATTZER
(3)
Synopsis: (11y  To report a Fotertial Intelligence Oversight

Fooard (FIOB) wviclation.

(J Deri : G-3
Declassi n: 2032 b1

b7E

The substanbive dnvestigation ] pewwhdok the DIOD bé
RS SV RV STATSHE N il atio Bk il AN | investigationt b7C
Tho current —case aﬁent TOT Cllio p7A
N QT N P B NV D R NG R O] DO I WSS L= AU I Specigl Aogent

_ C L S A . — r
supesrvisor is Supervistly Cpsolal fgelit]
“he case agent for —his investigation at the time of the PIOR
Ziolation was Special Agent| | Specigl Age

T:

supervisor was 3uperviscry Fpeclal Agent

SECQ!&//20320314



NSL VIO-36317

SECQ{T//20320314 b2 fhl
b7E bz
T- Inapecticon Division Frome: | | bB7E
Re (U)  279-HQ-01229736-V10, 03/14/2007 bhé
b7¢C
b7A
(=) s a Hon-United States Person]
]
i J - ””h“:>ﬁ:j This ipves-igstion was ipjitiated as ﬁbé
| Lnd FETHG was b2
SIS SIS Ol | Lo Tirihian.e oL nhls lnvestigation on b7E
| | This currert status of this b7A

Investigation is 5end1ng.

(U) ©n 03/09/2007, in preparaticn for a routine file
riew apd possible subject 1ntrr”1~ cz] Irev1ewed the case
: ~3f| e IlHVGSHlQKthﬁ' I This review
identifled that a Maticnal Secuzity Letter [A5L]
cIirrezponding electronic communicaticon (EC) had keen prepared,
approved, and delivered for subscriber and toll records. The EC

2l

.

il

Loguecoted gpproval to acquire information on telepnhone numker
iSh uw~h a telephone number associated td r ]
e o oo dated 02/25/2005 and is JOrTUMCTTod o0
S : The N3L celivered to the electroanis
TR0 | (AL} T = N A WU = =0 Ak O pLovldeLl l, however,
rerleattd drmformationon T laphﬂn@ Frime v This TS
B

3 P:,.[ 5 jm ﬂﬂ—\ Ull\j iD ~_Al ,Umtf‘.tcd dS—I
communiicaticns provided the subsSCriZer Ihnlcrmarlcll
=d by the FBI, but indicatez that nt foll rezords for this

bl
b2
bTE
b6
b7C
b4
b7D
bh7A

tSF e ohione namber were availlable., This nfopuadldon oo dosmonsod

[j::JlEH dated OR7Z07 72005 3rid natnt atmed-—ast

J) A review of the case file was conducted by

| == and Investigative Support Specialist
|in OPAET  {p—————————————y 2 S 2117 F=laticonship
iSj coterephore e raniye Noe relationship was
dentified. It was the consensus - DA | and 32|
that the MNSL tf’l oolo st oo Sl e~ribher an
iS} =TT RTormationtor —elaeptions: numb@h was A mis-ale,

and that the regueost chould havepeesse—————m T or and toll
igh Anferration. forofelephore rambe ol

(1) on 03/12/2007, SA| | ontacted| 1
Chisf Division CounseLl_ | 2rd explained the NSL
diszrepancy. C2C inrormed oA | |thqt this wag a PIOR
and advised to notify hiz superviscr. SA :
notified 334 nf —he PIOR on 053/13/7007,

b2

b7E
szt)é'r//zoszosm b6

b7C
2

bl
bé
b7C
b4
b7D
b7A



NSL VIO-36318

SE&?ET//20320314

. b2
Inzpesction Divigion  Eooms I Iﬁb7E

(U  278-He-C1229736-V10, 03/14/2007

{U)y Mo FPoreign Intelligence Surveillance Act rejques=ts

= pesn made as part of this investization.

sr,zé'r//zoszosm
3



NSL VIO-36319

RET//20320314

To: Ingpection DMvisicon Erpme
Re: (Up  IZ78-HQ-ClIZ20736-YT0, 0O3/.4/2007

b2
b7E
LEAD (s) :
Set Lead 1: (Discretionary)

THSPECTTICN

AT WASHINGTON, T

(1) For ac-ion zs deemed aporopriate.

Set Lead 2: (Discretionary)

GENERAL CCOUNSEL

AT WASHINGTOMN, DC

(U) For action as deemed approgpriate.

Set Lead 3: (Info)

ZOUMTERINT=LL L GENCE

AT WASHINGTOMN, DC

(J)y At CD-3C, read and clear.

+*

SEGk;T//20320314

4



ALYL INFORMATION CONTAINED NSL VIO-36320

HEREIN I3 IMCLASSIFIED EXCEPT DATE: 12-12-2007 o
WHERE ZHOVN OTHERUIZE CLAS3IFIED BY 65173 DMH/ESF/ch-

{Rev. 01-31-2003) Ataladte | wills M Asahveleh

S%ET//20320327 DECLASSIFY ON: 12-12-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: FROUTINE Date: 03/27/2007
To: Insypection Division Attn: I[nbternal Inves_ igazions Sectiaon
Seneral Cour.sel Attn: M3LE
C tersintelld Att CL-30 b2
Ca erinte anee : =30 :
aurn infelligen-e n bR
From: ;b6
Sguad b7C
Contact: sA
Approved By: bl
b6
b7cC
b2
Drafted By: (LIS b7F
Case ID #: (|) peidlemiomolioQlos-VIO
W)““I§<: {Closed)
Title: (U) REPORT OF A POTSENTIAL IOB MATTER igé
(3) h7cC
Synopsis: (] To repcrt a Eoftential Intelligence Oversight
Eozr-d (FIOEB) wiclaticn.
Sify On: O
(5]
>( (NON-USPER) .
Reference: (3] Ebl
e b2
=) b7E

SE%ET//20320327



NSL VIO-36321

SEégéT//20320327 b2

: Insp@ctiun Divizion  From: | ] P7E ﬁb}
c: (U)  C7E-HQ-C1724736-VIO, (370772007 b2
. bTE
- _— b6

TN , , ) ) b7¢C
Details: “3><i The substantive _nvestigation i which —he 2TOR
may have ﬁhtuLL%d 1a |>m” _______ b oveatigatdnd

ES? fgﬁ““i ff;f 22 *'I T e e
lnsestigation =2 Special Agent I

Shecial lﬂpﬂ r 1z Surcrviscory speclal Agent

Sllfe Y iar

bl
T L i bo
N, On 03718720074 Insgpe-tor 332 | | HIC
|:S:| identified 2 PIOR that may have o-currad i | = .
I | However, uvpon further review or Lhe ' oy ij
A | ibedgac Hetepined Foot tlhe PIC i b7E
iSj Lmay-have. cosuzred.inl b4
b7D

[ On w2/07/2006, Financial records were received
from for the 3bcove cactioned case pursuant to zn
approved National Securifty Lett (NZL) under zZhe authority of
De
(U

Pt

Q
Eiiecuzive Order 12333, dated cenker 4, 1281, and pursuant to
Tizle 12, Unitez States Ccde .C.), Secticon 3414(z)(5), {(as

amended, Octokber 26, Z0CL).

UJ ’D

b1l
In tkhe akbove r=fersnced NSL, FBIl 1 b2

()

do Tinarrial-records -from-tneeption-co-presentfor B7E
nwavar,l Jvas nable to locate any inforlIrLror. he
o ard provided screen prints Zo FBI | | - £ ?
i53>W““ the e rnee rrat were performed. Those screen prints <ortained b7cC
the namesz, acozurt numcers, phone numbers, and addresses oF bd

individuzle that were cuteide the scope of the approved HIL. 7D
Furthermore, the _screzepn crints were placed into the czsze file and

not returned ta or deztrovyed.
o ;}(: Ara_vygig of the ipforpatiosn provided oy |
isj o ~was perforfied™My SA oy 02/22/2006.  The
analysis 18 Trated =g Ao Jdoes not utilize the ‘
information provided 2% chat was cutside the scope of bl

the approves N3L. b4
() , . b7D
(O e ”“m“:lgi: FET requests direction Zrom the :

sppropriate autherity on the disposizion of those records (screesn b2
prints) that fa_l cutside the scope of the approved NSL. b7E

SEC¥I‘//20320327
2



NSL VIO-36322

SEkhET//20320327
To: Ingpection Division  From: 2
Re: (U) Z278-HQ-C1220736-VIO, C3/27/20707 H7E

LEAD (s) :
Set Lead 1: (Discretionary)
_NSFECTION

AT WASHINGTON, DC

o
s
@

(U) Ltor action as Ze=smed appropris

Set Lead 2: (Discretionary)

SENERAL COUNSEL

AT WASHINSTOM, DC

i), For action as deemec aporopriate,

Set Lead 3: (Info)

COUNTERTINTELLIGENCE

2T WASHIMGTON, DC

Uy At CL-3C, read and clear.

*

SEC&ﬁ&/[20320327
3



ALL INFORMATION CONTAINED
HEREIN IS UNCLAZSIFIED EXCEPT

WHERE ZHOWH OTHERWISE
SEGHET

FEDERAL BUREAU OF INVESTIGATION

NSL VIO-36323
DATE:
(Rev. 01-31-2003)

12-18-2007
CLAZSIFIED EBY 6517

S DMH/E3R/ch,

DECLASSTFY 0N 12122033

Precedence: ROUTINE Date: 03/28/2007
To: Inspeschticon Attn: IZ%
Koz 11861
Zeneral Counsel Attn: [N3LB
Koo 1975
From: b2
Cnief Divieedon Copnmacs] b7E
Contact: e
Approved By: bic
Drafted By: | [ kag
Case ID #: (U) 278-HQ-Cl229736-VIO
iU)u.v _MMTitle' i Intelligence Oversight Board [IOE; 1l
Synops;s '“:)<i To report possible I0OB errcr. b2
b7E
e S e i
sify On:
_Detadls: (o) 1.,
1  Z. Potential IOB error: An NFIFM section
ref: darrier error in provicing agent with information noz
authorized Ly MEL. .
bl
EU}”“”“““””{E?<? 3 Tegcoription of potertial IOR errar: fb4
I |h1""1dad telephone toll records for telephone bH7D
which lbad resson to believe hHé
used.. by ht the tinge the H7C
However, Mo = T rTrurn from ; ~
Divizi-n Jdis-overed the 3L
Oub'ﬂrlzgr Lo not assccoclated with | Theretfore, :b7E
| |4id nct en-er the refnrn inte FEI databases, ku- has b7A

ccaled theo over-colloection.

SEQ(ET



-

() -

NSL VIO-36324

SE%T b2
b7E
To>:  Inspectior Frome I |

Re: (Iry Z72-EQ-Cl229738=-VIC, 03/°28/2007

The Office of General Coursel guidance per EC
dazed 11/16, provides that an over-collecticon of this type
must be reported s a potential IOE violalion.

o, L I*.k’lér‘eff‘wr‘r'e, is rcporting this jbz
incident o O8C and the Inspec-ion Diviszion. Due to the fact b7E
that no investigative activi-y was condicted 3s a result of the
nver—-capture, | Jdoes not kbelieve this incident to be 3
reportable IOR violation.

Cme d>< 6. Due tc the fact that this cver-collection was
identified pri Lo gpv Jdoformation beitg entered into ERT

Irecommends T adminiatrarive action

Imlny
w
[V )}
oM
=
]
[{)
)
=
(o8
[
W
t
=2
'_l.
n
=
—
w
t
of
D
P

%
b7E



NSL VIO-36325

SE9<ET .
b2

To:  Trapestion  From: | b7E
Re: (U SIS -HQ-C10 297 341G, 03/28/2007

LEAD (s) :
Set Lead 1: (Action)
INSTECTZOH

AT WASHIMNGTOMN, D7

(111 For action deemed appropriate.
Set Lead 2: (Action)

GENERAT, COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriacte.

*"

SKRET
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ALL TNFORMATION CONTAINED NSL VIO-36326

HEFEIN 1% UMCLASSIFIED EXCEFT DATE: 12-12-2007
WHERE SHOWY OTHERNTSE CLASSIFIED BY £5179 DME/VEE/ ch:
FD-962 (Rev. 03-21-2005) FEASOM: ~1.d {c)
DECLASSIFY -0l 12-12-203
SECMT o

FEDERAL BUREAU OF INVESTIGATION

Precedence: FROITINE Date: 03/27/2007
To: Inspecticon Attn: IIs, Koom 11861 b2
General Counszsel Attn: HI3L=E, Reom 7975 i
b7E
From: be
Squa b7C
Contac
Approved By: Focole Tor: Mard
o Drafted By: bl
Case ID # :ﬁ(: 2TR-HQ-C1229735-VIC ib2
b7E
Title: (U REFORT OF & POTENTIAL IOB MATTER bo
() b7C
Syné‘p'sis:--»>s< To repcrt cossibkle ICB error. b7A
Mo I pmesmon s msenty,
1fy On:
Details:
(=) 1.
(3] = a U.3. Persan.
I >< 3. Pozoible ZOB Error:
(5]
i h ”*wEXf Description of IO= Error (including any reporting celays).
(T} e {>3< o (8 /08/9(-]04,:issued a Nationzl SeCLL1t3 Letter
Lol cerfo g to zukject, regquesting financial cecoras {rom
| | top tho tine poriaod to By EC
dofed 06/ /2008, |returnaed Tesnl-s of throT=omer—to
| Tpon review of the results during the MSL ausit conducted
1o o 03/20/2007, S35 |IDivision, noted an
unintentional over —oll=ction in that records were provizacd

b7E unzolicited IZ/I to include the pericd erding C2/°21/2005,

;]36 Qwill Se anl adleional MEL to lt> in-_udes the
b7C information furnl shied during the cver oollection period.

b4

b7D
bTA SE%ET




NSL VIO-36327

safr

w7
D Inspeotion Frome | | b7E
Rev . DS DTO-He-C12D9T7 36-VI0, D3/07 /2007
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SEa{sT



&LL INFORMATION COMNTAINED NSL VIO-MSJ.E—_LZ—E:DS?
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65173 DHH/KESR/ch
WHERE SHOWN OTHERWISE BEASON: 1.4 (o)

FD-962 (Rev. 03-21-2005) o MUTUUT REAESESSR T T T T

(-

-

bl
b2

L7E
bé

b7C
b7A

AL

13

-

inw..

DECLASSIFY OM: l2-12-2032
SEQRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/27/2007
To: Inspsction Attn: IZZ, Reoom 11361 b2
General Counsel Attn: INSLE, Roon 7975 IR
b6
From: |:|j b7C
Contacc: SA

Approved By:

Drafted By: | J: b 1l

Casé%fD“#tm:>{i 278-HQ-CL229/36-VIO b4
b7D

.. Title: iU) REPORT O= TOTENTIAL IOE MATTER b2
'*““mm r7E
Synopsisf“E}{i To reporz possible IOER error. n7A

(-

:I .

Enclosure(s): Ffor CDC, an cnvec_cpc containing onc page from
a charges card account and a complefe set of account statements which
wers orovided erronecusly by to the FEI by thes kank pursuant
T2 an MNSL request.

Details:

! 1.

e}
N
..L\
5>}
-
D
]
n
]

Posszikle TOB Errar: Over col_ecticn

Degcription of IOER Error (inciuding any reporting delavys).

£}
el

W

Poszible IOB vinolatigon gdror-]r oo lel
iz supervised Ly 534 I f the:l

JTTFE.

SEcﬁgT e
b7cC



NSL VIO-36329

b2
b7E

sm*é'r

T pection Erome:
Re: 2T8-HG-C1229736-V1I0, 03/.7/2007

disgzoferdd. a possikble.ou wllection..
this case ig an MSL addressed to
re_ated to the subjscc The

ST erer

bl
bé
b7C
b4
bh7D
b7A

Upcn review of kank records regueosted via HSL, ”ﬂl I

of fipsncial-datacJ o f

for financial rémcras

the-eresent-for

-tz 2.l records froml I

[ T T =N=0 Vit P = el Rl ¥ =S i P

The first monthly

statement for this account ocontainsed a2
ocourred ocutside of the date zangs redg

cf transactions which
in the MNSL. Irncluded on

_ist

oot ed

this statement were ftrangsactions Srom

Itol | Th=

writer chysically removed the one mort

transahff?fi fTTE

wt: th

=

CDC for storage.

W the documents provide

staterent with the offending

Ly =
and provided it

ed by

for

~

m”?><{ Additionallv, | orovicedl

the witfe ot

LIS
reccrds

(S S =R LSS LOUULUD
were provided to the

SIS IBISICANLSIO W S S These

CDC fcr storage.

=

o~
— )

tUT“*%“wv)ﬁ(:[::::::::]considc

thig potential IOB natter regsolwved.

bl
b2

b7E
bé

b7C
b7A



(-

NSL VIO-36330

SE%ET

S capection Eroom: b2
Re " DTC-HC-C12297 2610, 03/.7 /2007 L7E
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SECHET

La



ALL INFUORMATION CONTAINED NSL VIO-36331
HEFEIN I3 UNCLASZIFIEDL EXCEPT DATE: 12-12-2007

(’Rev 01_31_2003) ....................................................................
SE%%ET

FEDERAL BUREAU OF INVESTIGATION

1)
Precedence: IMMEZIATE Tb§E Date: 02/22/2007
To: b6 Attn: SAC
b7C Lan(
Reera
Zh
SR
~D7
Counterintelligence Attn: CZD-_
Inspection Attn: IZ%,
From: Office of the General Counsel
NSL=/ClLU/Ro>cm 7947
Contact:
Approved By: Thomas Julie F b6
bi7cC
Drafted By: | t smt
,&_cgse ID #: (U) CTG-HQ-C1l229736-VIO (Pending) b2
Titléf"ZD%( INTELLIGENCE _OVERSIGET BOARD b7E
MATTER 2007 -

Synopsis: The Ficlc Office |
recquested thiat “the Office of the Genera. Counssl [(OGC) review an
ncident and determine whether it warrants reporting to the
nte’ligence CversighT Board (IOE). It 1g the opinion of O
that ths incident does no- need to be reported to the IOE.
Rather, thiz electronic communicztior. (ECT should ke maintained
in the —ontrol file for perindic review hy Counsel to the IOER.

(1) i : =

Administrative: - Thiz EC contains nfermation from the EC

dated 2/21/2007 fTfonm|” f. OGZ regorting a potential
ZOB matter, a phone CoTvelsaticlil between author and 333
on 3/13/2007 and an email dated 3/°5/72007 from SA

151
Reference: [>K(

b2
b7E
SEﬁkgT be
biC
bl
b7A




(U} -

NSL VIO-36332

h2
b7E

T I I From: e General Counsel

Re: (U) 2Ae-He-122 97

9736-V10, Uh,

b1l
b2

Details: By EC dazed 2/21/2007, requested L7E

that OGC revibw an incildent =nd deteormine whether it warrants bé

o1t i o e TOR I I iitiated o o~
b7cC

=)

-3

I8

a non-U.S. person. As part of itz inv:5+1yation,| | b4

1:::::::::]Eﬁught transactioocded ool 1 pursuant to 15 J.35.0C. b7D
- | had
7

CTEZFCA -ttt -ﬂphm’re--~-1-3-tt111br61f-L_ whizh |
reaszon to pbelieve was used by E MNational secur
ztter (M3L) was prepared by and served on
via NZL dated 5/17/2004. The H3L recusested the "nams, address,
~ength of “_, and local aod lopo oo stance toll kRilling
5 3 =ed-witho ] {ermphasis added)
(U = Upon review of the Zocumentszs crovided bDE:::] bz

. >< e : :
1n Yuly Zu0d, it wszs learned that the information b7E
| crovided, pursuant to the NSL, 1N Cpededadoio ool b

()

o

concerning an associated Telephone nunker. b7D
reported that they did not upload ror ana_yze The results for “he
acsocciated number becausce the zssociation ascne was the immediate
nte’ligence value and Z—hus there was ro further reason to upload

the Inforration at that time.

the fact that both nunbers

ot

jb" The association was
ribed to by the same indi

Y vidual. Thereafter, since =Zhe
24 mamber was provided in the same rsport as the bz
nanper, the entire repcert wasz placed in the file [::::] b7E
|duLurm11A_ion al Lhe Lime was Lhal gince Lhe

addltlonal nunber was clearly "asscociated" with the rejquested
numger, the acgquisiticon of this information was entirely lawful ]
and therefore o further action was recessary (i.e. reporting or b2
sequestering) . b7E

Theresafter, the Department cf Justice, Cffice o
vector General (OIG) conductes an NSL andit between June
- 2036. The audit called intac cuest cn the acquisition of
the assrciated rmonber. A7 that time, | | disonssed

v

Tt zhou’d ke noted that this subwiszzion waz at the requeszt of 23C in HTE
FEI's usz <f naticoral security lstters

rezponse Lo the O -
= whers they thoujht a potential 10R

wherein the=y referenc =4
suonizcsion was in order. Lo discussod infra, | J7az not
otherwige required to subwift a potential 1Oz B Lo ol
Ty 2
LIy ; . bz
Since that tiwe, <on 2/13/2007, author aiv1:;d| Ito }37E

sequeszter the records, out of an aLundance of cautiorn.

SEQET
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NSL VIO-36333

SE T

h2
bh7E

T I From: Office o2 the General Counsel
Re: (U)  278-HC-C1229736-VL10, D3/.2/2007

with the OIC "during which it was agreed that the second
rhone mamber was asscociated with the subjezt telephone
numnper., "

(1 The plain lanjuage anz lejis_ative nistory of
709 suprports the positicon that the FEI Zs permitted to acquire
nformaticon on associated nukers attributable to the same
accocunt.  The plain languags of 5 )9 a’lows the F=I to "request
. . . ftoll killing records of 2z person.”™ (enchasis added)
Therepy allowing the TBI =o «nqu11~ the records for 211 nunkers
sulbscriced to by the "person." Adzitionally, the legislative
historv of 82702 defines "toll billirg reccrds" and states:

As used in this section, toll billing records
consist of information malintained by a wire o
electronic communication service provider
identifving the te_ephone numbers called from
particular phone -r attrikutalldle To a particular
account Zor which a communication cervice provider
might charge a service fee. H.R. REP. 103-46, 1993
U3, 0,0 AN. 1913, (exphasis added)

i

(J) Read togeZher, $2709 arnd _ts _egislative history
~lezarly contemplate the acquisitior ¢f Massociated" nunkers.  The
uze of the word "person" by Congress irn section 27239 indiczates
that it 4did not sees Zo limit the accuisition of records Lo a
partZoular swber.  The legislative history iItselfl sapports “hils
ntercretation by defining "toll billirg reccrds" as numbers
called "frow a particular phone" or "attributarle fto a partioular
accocunt.”™  Thus, Congress seemingly contemp’ath that a single
subzcrizer ("perscen™) might have multiply nuwubers in his/her
nane.

(3) Here,l Ihaj reascn to keliesve that

;as us=d by —he subject of an copen investigation,

thereny making the minber relevant to said fnvestigation as
recquired by a2 dtutc. o oa lizsuced an NSL

bl
b2
b7E
b4
b7D

Jquesting the "name, address servize, and logal and
ist: oI T 7RI T g e ted with-oed

(expnaszis added) In res providedld I
o lwitn the-subscoriber- cords--foyg

e reop [ I"o Gensral Counsel Hitsa z7Triooof

SECY&T

3

bl

b2

b7E



()

NSL VIO-36334

S%ET A
b2

T From: Office =f the Gereral Ceounsel R7TE
2F8-HO-C1229T7 3610, 03/22/200

g
[}

c
re

| 35 well as the toll recoxds Zor the other nurdker subscribed
ooy t subsc SEC

‘riker {(i.e. the "zgzociatsed" nurksr).

(U) To prohikift the zcoquisition -f this information
would not only contravene the plair larguage and l=gislative
history of %2702, but would zlso impede investigations by
_imiting the information —hat can he lawful_y cbtained.

b2

(1)

Moreover, although released after the acgquisition
of AnformZi ity in thias case, the of Ticial OGT TOR guidanoe

re_cazed on ll/lﬁ/2006 is instructive. This guidance does not

rejquire reporting in —The situaticn at hand and states in relevan—t

part ". . . conduct that must be reported as pﬁﬂ~nfial ICE
vicolations" include situazions where, " A carrier providing
nformation beyond the scope of the Fqu order or other relevant

_egal authority resultlng in the urnirntenticonal acgaisition of
datz." This, nowever, 1s inapposite to the situaticn at hand.
Here, as discussed abﬂva the zsscciated numecer was not "keyond
the sZcore of the . . . rCICJcnf legal autherity,”™ nor did it
resattodin Phe Mandntend tonal drquHIIlwn of data," becanse the
FHEL evpressly requested "agsocoiatex" reccrds. Therefore, there
was neither a carrier error nor zn urnlawful reguest.

(1) Section 2.4 of Erxecutive Order (E.O.) 12883,
dated 095/13/1993, mandazes that Inspectors Gbnvral and GCeneral
Cruns=sls of the Intelligence Comamuarity components (in the FBI,

1

seneral Counszel, QGCZ,
concerning 1nfe111q;nﬁe

the Azgistant Director, INSDH, znd ths

AN

resgectively) report Za tThe IOE
a“tivities that they have reasorn believes may ke unlawful or
contrary Lo Executive order ox ccizertial directive.” This
_anguage was adeopted verkatim from E.O. 12234, dated 12/04/71381,

SEURET

4

b2

b7E



NSL VIO-36335

HCRET b2
T Fromw:  Office

T the Gensral Counsel~b7E
Re: (U)  Z278-HCe-CU12297326-V10, D3/.2/2007

when the I0Z was <nown as the [resident's Intelligence Oversight
Brard (FIOR). By longs-anding ajreenert between the FBRI and the
—OR {and its predececsor the PIOCGR), thiszs language has keen
ntereoreted Lo mandats —he zeportirg of any violation of a
provision of the Attorney General Guidelines for Mational
Security Investigations and Foreiqgr. Intel_igence Collectian
‘NSIG), or other guidelines or regulations aoproved by the
Aft’rney Seneral in accordance with E.Q. 223323, dated 12/04/71931,
2f such provision was designed in full or in part Lo ensure —he
protection of the individual rights oZ U.S5. persons. Violaticns
of orovisions that are essentially azwinistrative in nature need
n-t bs reprorted to the TOR. The FET iz reqired, nowever, to
mzintain reccrds of such administrative vicl_ations so that the
Zounssl to the IOE may review them upor. reqguest.

()

1

o ”““w;)gié In the instant case, the coll_ection of information
n Julv 2X04 v the FEI was lawful. Tre plain language of £2709
and the ascompanying legislative history allcw for the .
acquisition of records for multiple rumbers attributable to The b2
came acoount.  Here, both the requestec number and fhe asgsociazed Bh7ER
numoer were attributed —o the same account and were relevant Lo
an cngoing investigation. In fact,| | nad cpen
nvestigaticns on all three indivicuals (the user of the
regquest=d namker, the user of the assoclated nurker, and the
subescrirer) .

. ThQLQfDLc, the acquisition cf tonll records for —he
e colated Jumbex was enllirely lawlul and Jdid tob regulre
reporting to OGC and subsequently coes nct need to ke reported to
the Z0D.

SEd@r



SEK?ET

Office o2

] From:

NSL VIO-36336

b2
b7E

the General Counsel

(U)  278-He-01229736-V10, 02/.2/2007
LEAD (s) :
il
nZ
Set Lead 1: (Info) HTE
bl
ar| |
{U) The recordg received pursuant to the 5/17/2004 HNSL

rd the asscciated number, Jdo not

recqnire farther sequeldtracion =g cAar. e analyzed and uploaded Az
approoriate per logical investigatior.

(1Y In dddition,l

| is advised to lnolude “he

attachnent

3 2
t- zach carrier.

Set Lead 2: (Info)
THNEPSCTION

AT WASHINGTON, DC

(11)
Set Lead 3: (Info)

COUHTEXINTELLLGEHCE

AT WASHIMGTON, DC

(UJ)y For information.
als ] =il T~y o
l_
l_
1-—T08 LIprary

*

(found on —he OGC/NSLE welkisite]

For information.

along witnh every HNSL sent
b2
b7E

b6
b7C



HEBETH 1% THCLASSTFIED EXCEPT TE: l2- lﬁ“fn??
WEERE SHOWN OTHEROISE LL&a TFIED BY 6517% DMH/ESE/chb
{Rev. 01-31-2003) RE&S0N: 1.4 1o
DECLASSIFY. ON:. 12-12-2032
SEavﬁT

(-

'“Title:~:)ﬁi: INTELLZGENCE_QVERSIGHT BOARD (IOB)

ALL THFOBMATION CONTATNED NSL VIO- 36337

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROITINZ Date: 02z/26/2007
&
To: b7/E Attn: QAT
CDe
Courterterrcrism Attn: ITOS 1, <COHU:s IV, Te=ar 15
Ti.spection Attn: [13

From: Cereral Tounsel
NALE/ZTLU I .
Contact: bé

b7cC

= F

[y

Approved By: Thomas Ju

,hpfgfted By: :Jpd

Case ID #: 0S¢ Z78-HQ-Cl229735-VIC (Pending) o
b7E
MATTER 20C7

S§ﬁ6§§i§r:38(;The[::::::::jDiVision regques—ed ~—hat the Office of
1r=e

General Ofunsel (067 review a potential Intelligence Oversizht
Ecard (IOE) error ard detertine wnhether it 1s reportzble to the
IOE. It ig the opinicrn ~f OZC Lhat the abeove referenced matter
need not be reported to the IOB. Our analysis follows

MW

‘Réference: P Z7E-FQ-C10059736-YT0 Sepial

tails:

4 U.S. Fergson.

P o o Sls IhNvEe LT ga oy, @ Narnarl cecurizy Letter
{MSL, )in accordance with 18 .2.2. 2709, was 1ssued requesting
siabscriber information, transactional logs, and e-mail headerx
information. The responsze £ this NIL was received on

SEa‘éT

bl
b2
b7E
be
b7C
b7A
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NSL VIO-36338

SBAReT b2

- e - . b7
“;I\ L |Erom: Offize of the Gereral Tounszel b7E

™.
Re: % STE-HO-C100 8T 3610, 0Z/26/2007

“C/17/2008. As a result of keing the -nlv Zndividaal assigned to
this case, the case agent prioritizez review of the talke,
foousing first on the subscrikber irZormation and transactional
Zogs.  On 01/16/2007, the case agert reviewed the nheader
nformation, which had keen placed i a 1-A envelogpe. During
this review, the case agent noticez that a sukbject line was
“ncluded in the e-mail header information, desstite tne fact —hat
the NSL specifically no<ed that mezsagje contesnt and sub’ec
fields should not be included.

s

'%“wwwwjxq It should be noted that, upon discovery of this

nformaticn, the case agent immediately zequestered the original
and a copy that had been made of the original and notified the
CDC as soon as practicakle. The CDC has segueztered the
Zmproverly provided records. No lmproper informnaticn was entered

into ACE,

(1) The Fresident, by Executive Order 12334, Jdated
Z0/C4/1%81, ectabliscshed the Pregident'c Intelligence Oversight
Brard {(FIOB). ©Cn 09/13/1293, by Executive OQrder 12853, the
Frezident renamsd it —he Intelligence Oversight Coard (ICE) and
blishesd the RBoard as a standing committese of the Fresident's
Foreign Intelligence Advisory Boarz. Awmcng its responsikilizies,
the _0UB has bzen given authority to review the FEL’s practices
and procedures relating to foreign inte’ligencs and foreign
counterintelliqgence cenllecticon.

(U) ZSection 2.4 of Executive Order 12363 mandates tha=
“navertora General and General Courgel of the Intelligence
Community components {(in —he I'BI, the Assistant Director,
“nsoection Divisien {(IMSD), znd the Gereral Counsel, Office of
the Gen=zral Counsel (OGT), respectively)] repeort to the ICE
nte_ligence activities that they have reason to kelieve may ke
un_awful or contrary —o Executive Orzer :r Presidential
Directive. Tnis language has keen irnterpreted to mandate the
reporting of any violation of 2 provision ~f The Attorney
General's Gaidelines for BT Moticoral Sccurity Invegtigations and
Forefon Intellidgence Collection (NSIG), =ffe-tive 10/31/2003, or
other guidelines or regulaticons zpproved by the Attorney General
‘n aczordance with EO 12333, dated 12/04/22231, 1if such provisi
was designed to ensure —he protectior. of ndividual rights.

e e USGC WBLs are a specific types -f Investigative tool =hat
allcws thg EBI to cbtain certain limited types of information
witbiont, conrt, Tntervent oo (1) teleptone and enall communicaion

rcocrds from telephone companics ard irternet service providers

SEC%T

2
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NSL VIO-36339

- G
@

b
I From:  Office eral Zounsel b
2 - i

HO-0012297

9736-V10,

¥ ]
M s
[
-~
)
|

‘E_ectronic Communicazions Privacy Act, 18 U.3.C. 5 2709) (2)
rﬂﬁfrds nf financial institutions (which s very broadly d@fll@d)
ght to Financial Frivacy Act, 12 U.Z2.7.8 Z414{(a)(S)(A)); (3) a

_lbt cf financial ins<Tizuzions and conzumer identifying
nformation from a credit reportins company (Fair Credit Reporzing
Act, 1b U.S.C.&%% 1631lufa) and (k)1; anc (4) full credit repors in
arn lﬂt&LﬂdthJ&l fterrcorism Tass (Falr Tredift Reporting Act, 150
U.S.C. $ 1631v). N5SLe may ke isszsued ir conforxity with statutory

requirerents, including 18 U.3.C. & 2709, HNEIG, section V.12.

the FEI

X Hpr', during an zuthori
proverly ferved an NSL seekin lect
trangactio al records from The
that the respcnse should not include
fieldsz in _dits response. DLespite this
part of resulted in uu1ufcut11udl A 4 i
nifcrmation. The FEI has not zctec
Exe ntive Order or Fresidential Directive.

><

Eased on our analysis, tlhe carrisr's mistas<es 1is a
Th*rd deT“ error. Therefore, this matter, while reportakble to
FEZ' doezs not have Zo be reportec to the IOE as per the
’gl‘ ent Lbetwe=sn the IOB and FBI recarding recorting
requirexents for third party errcrs. lhig agreewxent is
memrrialized in a letzer from Darlenes Zonne_ly, Gensral Counse1,
to Jalie Thomas, Deputy General Counse’, NgLE, FEI, dated
cwenmer 13, 2006,

(11} Baged upon These factg, in accordance with the
s lnplerenting the reporting reguil Lements of Section 2.4 of
263, it is our opinicn thazt this error is not reportable —o
ZOB. A record of this decisiorn ghould bes waintainsd in zhe
1+r'l file for future review by the Counsel to the ICR.

f)

sm#w.'r

b4
b7D
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NSL VIO-36340

SEsﬁéT Lo

. - . . bL7E
. Itrom: Office oI the Gensral Counsel

Refu;ﬁﬁi; 20 3-HQ-T12267536-YIO, ul/26/ 0w

LEAD (s) :

b2
Set Lead 1: (Action) b7E
b4
b7D

AT

i)y The :Field Office should contact an

ac)l whether the improperly or unintenticonally acquired
irformation should be returned or Zestroyed with appropriate
documentation to the file.

Set Lead 2: (Info)

COUNTERTERRCRISH

AT WASAINGTON, D.T.

(U For informazZion.

Set Lead 3: (Action)
_MNSFECTION

AT WASHTIMNGTON, D.C.

g IMN3D should retain z record of the report of =<he
potentiz’ ZOB natter, as well as a copy of the OGZ opinion
comcluding that I0OB notification is rot reguirad for three yvears
for possible review by the Counsel to the IOE.

cc: Mz. Theomas =
I | bé
IOL Licrary hR7C

*



ALL INFORHATION CONTAINED NSL VIO-36341

HEREIN IS UNCLASSIFIED EXCEPT DATE: 1z-12-2007
: WHEFE SHOWM DTHERWISE CLASSIFIED BY 65175 DMH/KSP/rh.
D6 (Rex. (300 REASON: 1.4 (o]
SE%ET DECLASZIFY ON: 1Z-12-
FEDERAL BUREAU QF INVESTIGATION
Precedence: ROUTIMNE Date: 03/26/2007
To: Inspection Attn: I-75, Room 11361 ;b2
Ceneral Counsel Attn: NSLB, ERoon 7975 B7E
b
From: wc

SINET| g
Contact:

Approved By:

Drafted By: I Lcas bl
I L . . , o b2
Cas‘e‘"IDu#.:\,_u_>< 2TE-HO=C1779736-V 10 (Pending’ bTE
T S .

N 22 C45388  (Pendirg) '
(3) (Clozed bo
b7D
Title: (n S
SSA
INTELLTCGENCE OVERSICGHT EOARLD (ZOB) ERXOR
U
Synop515$:}s<: To report one possible IOB error for over collection of
irformatidn.,
(Ulmuuﬂmwm3§*<: i : G-
i n: Mar ; .
bl
Details: bé&
b7C
(S 1. b2
b7E
(S Z. a Us Ferson.
e
”wjja: . Przszikle IOR Error: Over —ol_sction of information
()
(1)
4. Description of IOE Errcrs (ircluding any reporting delayvs).
“w“m.~:>§i ‘‘‘‘ This ET addresses one potentisl 0B errcor involving over
(T "o~ 1eftidn of information provided purzuznt to National Security
S k Y
Letter (MSL).
(Sl B NAL dated 3/31/2004 wazs zs=srved on
seskingy telephons subscrikber informatilicon as wWell 25 Coll
bl
SEC*ET b2
b7E

b4
b7D
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NSL VIO-36342

SEé(zET b2 bz
bIE D7E
Frorme _: b4

STE-HG-C1 00 9T S0 L0, 03/16/ 2007 bL7D

bi_lingaocciodo cpronont —o 10 1ISC S 00

“he MNEL roguacested records
hetwesan | |

provided relevant
records for approximately one month pricor To rhne datss requested.
Beczause this investigation is clased, a rew NSL canncot be issued fo
cover the over collecticn, although the information is relevant —o the
capticned investigation. will awalft direction from HNSLE
regarding this possible IOE error.

- e Tone delay in reporsting this cver ccllection is due to The
waz not recognized until Inspecticon Division undertock an
ndit of NSLs during the week of 3/19/2007.



NSL VIO-36343

o sq*ﬁET 0o

“Tog lrzpection Fromw: b7E
Re{‘:;&<: 279-HQ-C12207 I5=TT0, 03/26/2007
LEAD(s) :

Set Lead 1: (Action)
INSPETON

AT WRASHINGTON, DC

L For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGSTCN, DC

(J For actlon decmed appropriate.

144

SEé&ET



FD-962 (Rev. 03-21-2005)

iy

() =
Sy"ribpsi-s:.,.,>< Report of a potential IOB matter.

(m

ALL INFORHNATION CONTAINED NSL VIO_3§£’I%4 12-12-ze0?
HEREIN I3 UNCLASSIFIED EXCEPT CLASSIFIED BY £5179 DMH/KSBfch®
WHEEE SHOWH OTHERWISE

SEcag&
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/20/2007
To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: MNSLE, Koo 7975

b2
From: bIE
b6
b7C

ontact: SA

Approved By:

__\__vlprafted By: E jmp . bl

:b2 b2
bé
b7cC
b7A

caséWIDm#:m

Title: 11y R=ZPCKRT OF A POTENTIAL IOE MATTER

>< ari om : =
De i n.: 32

Details:

[#5)

1.

O BN |a ror=0.s. Person.

>€< 3.  Peszikle IOE Error:

>< 4. Description of IORB matter (ircluding any reporting delavs).

--------------------------------- X Cn or abcoutz 03/15/2007, an internal audit of —he abaove

reccrds recsived as a result of 2 properly Zssued National Security
Letter. Ap 3T dated O0F8/13/0000 rempe=tingall figa-ial records
portajnincd from | booocn

| vas served Ly The]  Divizaicon on at pi

b2

b7E
b6
079JMPOL. 962 SEd@T 5b7C
b4
b7D
b7A
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T
)

Inspection oo

s’ 279-HQO-012207

S

T

6V 10,

the

Lesyults

NSL VIO-36345

ek

O3/70/0m07

b2
b7E

Wele

- f the HNAL ret-urned to th

'

[l

| Tricluded in _the refurn wzs a

memo  ory

Order FIOC=S51ndg,

bank statemenzts

for the perizd covering

=

signed cy - JLega
provided do o= ; “trre

overprodlotion o

contained ar

as well as Fursuart

Thi Gl a0 it -t o
records dat ed
to the internal audil-. and -ase Lf
over ccllection and pozepntiz1 TOPR

and upon remenToT -t the

oI

ciclaticn resulting from

svercroduction byl

R nl)
I Paparet

ins—ruc-ed the

111 "=t ~3=e Sgent,

Ry |

WElLE ScuesLeled on
and forwarded to the

fro1 the Office

079JMPOL1. 9262

Us/sLz2/ 20007,

ot General Counsel.

Sedled 1n an
ur.til further

b7C
b4
b7D
b2
b7E
b74

SECKET
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NSL VIO-36346

SEdg%T

b2

Tr: Inapscticn From: b7E

Re: >< STEoHG-0122 97 36T, 03/°0/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

079JMP01.962 SEC&T



ALL IWMFORMATION CONTAINED NSL VIO- ]_3%%47 -1Z-2007
HEREIY I35 TMICLASSIFIEDR EXCEPT CLASSIFIED BY 65179 DMH VSR ok
WHERE SHOUN OTHERWISE FEASCOM: 1.3 ici

I’EE‘LH.@HIF" oM 12~-18-203

ceQier TN s

FEDERAL BUREAU OF INVESTIGATION

(Rev. 01-31-2003)

Precedence: RCUTIHE Date: 03/12/2007
b2
To: LIE Attn: SAC
’ Cpe
Tounterterrorism Attn: ITOST, COHIIS 1, Teaw 7
Inspesction Attn: IIZ

From: Office of General Counsel
NELZ/ CTL ek

Contact:
Approved By: Thomas Julie F bl
| ] 06
Drafted By: : 1lbc :gzc
case 10 #: pxC 2I2-HO-CI200736-VIO  (Pending] b7E
(3) (Pending) b7A

|:U:I»M”".'I'J'.’til;e:-..A.,,('“, INTELLIGENCE OVERSIGHT BOARD
Loz MATTER 2007

(e Synopsis: - ;}(: It iz the opinion of the Office of the General
Counegel (O5C) Thal Lhe above referenced matter need not he
reported to the Intelligence Oversicht Board (IOR). ©Our analvysis

foll ows.

o >< w Ezom -

m o o
Reference )}{: TE8-HC-C1229736-V1OQ Seria’ 2164 :
Details:- ~:}x</5y’e1emtronic cormunication [("EOU) Jdated February b6
1la, 2007, The] |Divisicon I reporTed a bH7C

|: S :| ottt i OB ey 0 colndun et o i TE 1T s c ] N bIA

[ PIres orotes LoLoon oS thar Lo To Jerrnes 1
T AL ey Seneral's Guidelines for FRI Naticnal Sscurity

SEcﬁéT



NSL VIO-36348

SExET b2

From:  Office 1 b7E
U TITC-HQ-C1029746-YI0, U3/10

(-

Coanze

AN

o 3
¥ o

Investigations and Foreign Intelligence Collection ("HEIG" or
in~-9phe Guicelines").!

jﬁif Ev way of backjround, on Jaruary 17, 2007
I losed Sp aprploved ECPA Hational 3e

clrdt s ] ot o

e
=l

t :l ———— Il’f‘v_. telephore.

-E%GOfdb uf R s e e

The H3L did not I1ct The subsoriber name,
only telephcne number. The sukbsoriber irf-roation and address
were adsquately verified via the telephore acplicaticon and 1J. 3.
['wstal Service prior t£o the issuznce of the HNIL letter.

ES:' returnsed toll records for three Individuals, dincluding
' who have subscribed to teleplhore nuoer

'31-11‘11’1';-"-'_' L nkebkno@mmer T The mas e
|:S:| ooAagerntasg [ToCome wae, —ancerrea |

Sincel- cancelled the =—elephone number, two additiconal
isj e it i e 0t FBT subdecTs) subscrikec to Lelepnone nukeer,
l:S:I : and |provided their toll killing
Thooras o well. Upon recelpt of the additional records from
| | the case agents rotified their Chief Divisiaon

ke > -d and held in his safe. The additional records we
no] Loy cwed, scted upon, nor was any _ead information Jenerated
by

iU? """ T ';)Xig Az required by Executive Ordsr [(=.C.) 12863 and
Section €56 Af the Mational Foreigr Tntelligengge Prodgram Manuzl

("FTPV™Y, OGRC was |lasked —o determine whether
rocoipt of additional subscriber tfoll billing recdrds Ifrci
| lis a matter which must be repoarted to “he IOR.
It 15 not.

iUy Bection 2.4 of E.O. 128&3, dated D9/13/1693,
mandates that Inspectors General ard Gensral Counsel of the
Irte_ligence Community Components (in the FBI, the AssisTant
Lirector, 1IMN3L, and the General Counsel, O5C, respectively)
report. to e TR "ooncerning intell 1qbn:c activities —hat they
have reacon to belicve wmay he nanWTu. Or tontrary to Exnscutive
Order or Fresidentiz]l Directive."™ This Zanguage was adopzed
verkatim from E.O. 12334, dated 12/04/1931, whern the IOB was

1{U) See, referenced EC from thel Divisicn t
- “cunzsel, dated Fekrvary 16, 2007, Case ID# 273-HQ-Cl22¢
l[:::::]flflen "Intellizence Oversight Board (IOB) Error.”

SECRRT

2

Colnse ] ("”E”") whereby —he CDC directed the toll billing records

b7E
b4
b7D

bl
b2
b7E
b4
b7D
b6
b7C
b7A

2
“

b2
b7E
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e | | From:  Office

NSL VIO-36349

SEc}éT

b2
bTE

General Coansel

Re>< 2TO-HOe-1229736-V10, 0D3/12/2007

the [residen='s Intelligesrce Oversight Eoard ("LIOBM").
anding agreement keftween the FRI and ths I0O2 (and itTs
~r, thes FIOL), *hlo lunguag. Flaz kbeen interpreted to

mandate the reporting of any violation of a2 orovisicon of the
N:Z=s, ~r other guidelines or regulati-nzs aporovaed by the
Attcorney General in accordance with k.0, 12223, dated 12/04/198

f such provision was Jdesigned in full or in part to ensure —he
protection of the indiwvidual =zights o U.S. persons. Violations

of wrovigions Lhat, are essent 14711y azminds shrative in nabare need
n-t be reported to the IOE. The FEI is required, howsver, to
maintzin records of such administrative viclations so that the

C-cunsel to the IODR may review them upor. request.

”NMNMWWN:Iﬁi: N3Ls are a specific types -f Znvestigative tool
that allows the FEBI f£o obTain certairn limited tygpes of
nformaticon without court intervention: vl telepnone and email
comuunication records from telephore comgpaniss and intesrnet
servi e providers (Flectronic Communical.ions Privaoy Act, 18
U.3.C. & Z729); (Z2) records of financial Znotitutions (which is
very oroadly defined) (Right to Firarcial Frivacy Act, 12 1J.3.2.9

342403 (5)Y(A)Y); (2) a lis—- of finarcial institutions and consumer
dentifying information from a crezZit reporting conpany (Fair
Credit Reporting Act, 15 U.S.C.8% 16C1luila) and (k}); and (4)

full credift report in an infnwnational fterrorismn case (Fair
Credit Reporting Act, 15 U.S.C. & 16%lv). NZfLs may ke issu=d 1n
confornity with “Tdfu ory quulfemenT inc_uding 1t 5. C
270, NRTEG, asction 4.1/.

"”“:Eéi: In this instance, It

ro
stindg subscriber toll billing records re
~

perly gserved an
levant to the

subje-t_aof 4 |i1vestigct10n. Theugh no fault of the
FEZ or| fhe NSL only 115t etk =
numbﬂr thereforel ]provided wizh

o ““)%6 Based on our analysis, the over collescticn of “uoll
billing rococords wac not reportazble f£o the IOR as the FEI hac not
aoted unlawfully or conTrary to Exec Order or Fresidential
Directive., Toe FBT adeguately verjiZied, pricr to issuing the
ML, vizl| . shene application that he
was _n nse of the telephone number listed on the N3L. There is
n- rejuirensnt that the subscriber's nams must be listed on the
NZL frr oktaining oll billing recorss.

bé
b7cC

b4
SECAET b7D

3 b7A

b2
b7E
b4
b7D
b7a
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B L ‘ | rom: Office o

NSL VIO-36350

SE&‘ET bz

b7E

General Couansel

Re?«)zﬁq; 2TO-He-C1229736-V10, 0D3/12/2007

(1 Since ~he additional records ip.fhizs Jnstance are
not relsyapt to the guthorized investization, |should

c:nta:t! and ask whether the unintentionally
acquired 1ntormation should ke returres -r destroyved with

approcriate documsntazicon to the Zile.

(1) BRased upon These faots, in azecrdance with the
ferms ixplemnenting the reporting rejuirements of Section 2.4 of
D 10RG3E, it s onr opinion that, thiis error is ol reportabile o
the ZOBE. A record of this decisior zhould bes maintainsd in <he
contrecl file for future review by the ZTounsel to thne ICE.

SE¢RQ¢

b2
bh7E
b4
b7D
b7A
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NSL VIO-36351

SE}Q?.T

‘To:n Oiti e ot Gerneral Coungel
Fe: = 03/0/ 0007 .
b2
LTE
b4
LEAD (s) : .
b7D
Set Lead 1: (Action) b74
U) The Field Office should conzact

[2nd ask whether the irrelevant unlnten_lonally

acyuired 1nformation shcould ke returned cr destroyed with
appropriate documentazion to the Zile.

Set Lead 2: (Info)

COMTERTIRRORT SM

AT WASHINGTON, DO

(1) For informazZion.

Set Lead 3: (Action)
“HSEECTION

AT WASHINGTOM, DC

1y 1H3D sheould re=ain a record of the report of <he

potentia’l OB rmatter, as well as a copy of the OGC opidindon
corcluding that TORB notificaticon is ot requiread fer three years
for possible review by the Counsel to the IOE.

ce: Ms. Theonas
b6
| [

TOF T orary L /C

*

SE%ET



ALL INFORMATION CONTATHED NSL VIO-36352

HEREIN I3 UMCLASSIFIED EXCEPFT DATE: 1z-12-2007 o
WHERE SHOWN OTHEERIWISE CLASSIFIED BY 5172 DI‘R‘I,"KSP:’G}D u

(Rev. 01-31-2003) PELSON: 1.4 1)

DECLASSIFY OM: 12-12-2032
se ¥ 2033

FEDERAL BUREAU OF INVESTIGATION

Precedence: FRIORITY Date: 372772007
To: Insp=scticon Attn: ICZ%
Zeneral Counsel Attn: MSLE
Tounterterrorism Attn: IT0O5 1T,
From:
b2
Colicace. SA :b7E
bho

Approved By: e

Drafted By: | | o
i
Case ID #: (S) (Perding] bl
um%miﬁﬁf CIR-HO-ClZ2Z7 7 36-VIO  (Fending; b2
< bh7E
Title: [3) e
E8)s]
. b7C
T O Report of 3 TFoteptia] TOB vatrt=1

iSJ  '/on| =1 |

Syncpsis: (U) Repor- of potential Intel_igsnce Oversight Eoard
‘TOER) Matter in acecordance with Sectiorn 2-56 of the NEFIPM.

S S G e g o
>< 1% : b7E

Mot an

(8]

Us P
Details: (U} In accordance with secticopn ~-56 of the National
Foreiqgn Intelligence Zrogram Manual,[:ijf:[is suknitting

docunzsntation of a pozential Intellizerce Oversight Zeoard Mazter.

(5 NA
7 N\

This

SE&“%T ;gg
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(o)

NSL VIO-36353

SECF¥T bl
. |—| b2
n = - -0 3=y e )

- - . —  _ Db7E
Re (S) Q2 2% /72007
(=)
Lo bowas syrhdse i |
|was referencez multiple tines 10 Ao Qoo
)RR SIS LGS | L OGP —HO—ET 305050

_Mational Seciritv Let-er (N3L) to

N Oon 0&/02/2005, the iﬂ(rﬂ'r\r droficed spd Spbnd b ed o

Jfc-"the Tinanc.a. records o
. =~ . ~— . - J
aocording to 183 USC, Title 2709, This was the 1ncorrect
=roarore Lo reference (Title 2709 relates tec teleghons and e-mail

reccrds fromw telephone companies ard irnternet service providers).
The r=guezt should have referenced 12 137, Title 3414 whiczh
pertainz to financial records. bl

{3) Financial records for Jere
crovided to the Cage AgenT on 09/01/2006 and subwittad to the b7C
case file.

(J) In conclusion, durirng March 2C07 EFBIHQ 137,
audit it waz determined that the aforementiconed NSL to
referenced the incorrect statute as ths justification for
3 financial r=cords request. This EC ig provided to notify the
HALE of the writer's incorrect clitzatiorn as the justificaticon for
a2 financial rocordos recquest. Thizc rotification falls within zhe
mandatary 14 days reporTing requiremsnt -f the MNEIEM.

SEOKET

bl
b6
b7¢C

bl
b6
h7cC
b2
h7E

bl
b4
b7D
b6

b7C

b2
bh7E
hd
b7D



(-

NSL VIO-36354

SEK%ET

Request

Ty Imspeodden  Eooae Ij ‘ bé
Re: (=) a3/,27/2007 bF
LEAD (s) :
Set Lead 1: (Action)
INSP=CTICN

AT WASHINGTON, DC

[ For Internal Investigation fection (II3):
I3 oven a I0= file and assign a control number for reparted
posziols I0Z viclation.

Set Lead 2: (Info)
CREWERAT COUNSET
AT WASHINGTON, DO
(1) For information.

Set Lead 3: (Info)

COJHNTEXTEREORT SM

AT WASHINGTON DC
(Uy  For ITOS

*

For

‘nforration.



ALL INFORMATION CONTAINEL NSL VIO-36355

e 1o ton
HERETN IS UNCLASSTFIED EXCEPT gﬁgﬁ;léigéﬁggﬂﬁflma I
WHERE SHOWH OTHERWISE = et e FREREER.

(Rev. 01-31-2003) BEASON: 1.4 to) B
SE T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/23/2007
To: Inspeschticon Attn: I.: .
b2
Ceneral Counsel Attn: NS3LB b7E
b6
From: n7C

goncace: SA

Approved By:

bl

. - 5%
~-Drafted By: | fog-r bB7E

Case IDM#Y:D§< SRS HO-C1 220738 -VTO (Pending) Lb6
(S) (Perding] ;b7c
bhTA

(T pitler. 57 REEORT OF A POIENTIAL IOB YATTER
3

()

Synoﬁgiéf“:D<i Documzn=T The acquizition of non-relevant
te_zphone fbacriber and Toll record irformaticon collected via a

Hational 3ecurity LetzZer. Report potential IOE mwatter. b2
I 25&: ; rom_: b7E
Eassify On: % jb6
b7C
() . Reference: . m>x< 275-HO-C1729736 Serial ©570 bIA
Details: (J}  The case agent for the abcove cactioned cacse
| FET | | The relevart supsrvisor is 8¢
| | F=1] | The abcve captiored subpject is a Ui
(3)
A natUTallced DorhR, Was SLhtror-Zed Ih acoordance witnm oo o
AL thiey @eaeral Guideldpmes o 07 /03007 based o i feormation bl‘
(8 devepiy bé
b7¢C
Ty

b7E
shgéET BIR



NSL VIO-36356

SE?(;QT - b1

. b7E :

(1) celDrr Inspgection Frome ' b7E

Re>< DTG-HO-010297 36, 037 a7 2007 BE
b7C

181 bIA

Investigation conducted in the

TEAled tete e i o copt ot _betweon telephone NUGDErs
g = ootalre via Mational Securitly
|: E :l Tu—H'er L 1 P S A R Y- W =TS e R b 1’ 10l H; ‘r_ﬁ] echone ourle ]

rene: B Toll records

I:cé:l oo the spbocriber 4 5310

|
'pll(\IJP e g

iSJ e pevealead-that]- |

S=UANIAR! I I

bl
b2
b7E
hé
b7C

b7A

bl
ba
(3) b7C
h7A

N ?{ A checlk of rovealed bl
416 i nfer = ivities o 1 —1r’Jf—°1 e et oye e el A a1 a] o f .

. ] . . ) 1o
I : ru 9 - l T‘, K u.‘—’t.l..—;.‘.u.....__“l.lll e K ]l(‘\ b )
l: S e . cre 1 d-

........... bR
SECQ(: b6

b7C

2 b7A




NSL VIO-36357

SEkﬁET 1o -

b7E bl

Inapscticon Erom: il b2
D 0Te-HE-C1009736, Da/o3/2007 bIE

bo

(8 b7C

b7A

bl

R i
>< b7C

b7A

':S:l o [EELECTRRR lX |

(1) A check of | 1:sted 8171 potential "1
subscrirers to telephone numbern '

i: S:' e hol:

b7C
;bl b7A
b
b7C
b4
k7D
b7A

o opecificatny 10t lbl

b6

L hee ol lowing Aaddressss: b7cC
b4

7D
SE&ET B7n
3




Tos

(-

(3]

=3

TR N3

Trepe~tinn

PR

E

Z7E-HQ-C1T

SE&&Q{

raar:

29735,

3,253/ 2007

NSL VIO-36358

b2
b7E

(5]

~imes

iS} . in the N3
ll’ujll_;z_—t edt hd{

“Td O ih# aforementionedebackagr-cynd ~hecks, ar
T ferTEEspoe number] was cerved
HﬁUQleng sukbscriber infoTha-tonl 2 oll
Libooiob foo date of receipt. d:e realec
was dn con-act with o

i S :| --------- zelephone- n-l_-.ti'fl-b%f“"E?U‘}I'IvsC‘fl‘b‘%’d“"ﬂ’

Letween I

a8 time pe

r1od 1nclilde

SL recllsal L= | =TaYSH | checlks
was =t ill o agscociated with
o fAl~1h1n~ rnvab=r gs of 1o |
[ ‘él} “Furthermere I'ad not ba~hered to updzte hic
ot data with | when the
A=hal ;. wasz conducted mH@L@wa@ 1T was reascnable Lo

would

st2l”

uuLacrlbeL to —elephone numker

ded bvl Ifo‘

= =30 ts provid —elephons
|: S :| --------- roamier ived in] Jvia FedEx m=

Lollo/ 007, - aled that felophonc. numLeJ

|: S :| ~belorigey R | F——
T LoCe, No SULSCL e croraticon or toll records were
avallakle for that period Th= latter date was apparently =z
termination date becauze no zsurs-rikber information or —oll
records were zvailakle from

either. This

s;%m-

4

b6
b7C
b7A

bl
bé
b7cC

H4
7D
H7A

bl
b4
b7D
b2
b7E
b7A



NSL VIO-36359

SE%T

oo

2
m Ta: Irspecticn  From: | 7 bl
': }RH>:‘< ZTC-HQ-C1o24972h, Q372372007 b4
b7D
b6
iSj e four monfh gan was b in whizh felephaone jb7c
nuriser |- - v subscriker. The b7A
informaTIo proviasy evea_ed tThat a female, who
ﬂSj QppEaIE“tO“b~'HﬂTP1A*Pﬂ e is the ourrent slubscrikber —o
igj *e;evhone oy Her service Znitiated on
bl
algo provided morth leeddlioo dougines from b2
| for-teleptmre-mumber| :b7E
cnoompassing the perdod in which this olflher oero o las ean —ho
supszcriker. Thess Lillinz invoices | I
| TIi= b7D
' ol SlIVCIoErD .lave DEen SeUesStersd ard IolwardeX o the b7A
[:ittiij CDC pending further dispositior.
e 1'he subscriber informatior. associated with <he
fully icentified non-subject subscriker was nob indexed in.o FBI ho
data bascs and the toll recoxd call activity sssociated with this 07
nor-subdject sikbsoriber was not uploaded | fbjE
| ANy guestions reqgardins 1TSS LGLLel -all be b6
ZASresoed Lo AoA requests QOGZ provide b7C
eejback r=garding apprdel for destructicn of the sejues-ered
nor.-pertinent records



() -

NSL VIO-36360

SERRET
b2

T?;_ Insp%ction Erom: b7E

Re: - (S DT8-He-C1229736, 0D3/23/2007

LEAD (s) :
Set Lead 1: (Discretionary)
INSPECTICN

AT WASHINGTON, DC

() For action as deemez approprlate.

Set Lead 2: (Action)

SENEXAL COMSUL

AT WASHINGTON, DC

(1) [:::::::]rcqucsts OGC provide feodkack regarding
approval for destruction of the sefusestered non-pertinent
reccrds.

*

SPARET

b2
b7E



ALL INFORMATION CONTAINEL NSL VIO-36361

HEREIN 13 UNCLASSIFIED EYCEPT DATE: 12-12-2007
_ WHERE SHOWN OTHERWISE CLASSTFIED EY 65178 DNH/ESR ek -
(Rev. 01-31-2003) BEREEN 1A [c'{
SﬂdﬁET DECLASSIFY o 12-12-203%
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTIMNE b2 Date: 2/07/2007
To: ;b7E Attn: TT-L
bo
CTounterterrorism B7C Attn: 1705 1/COMUS Z2/Team 7
Tnsp=ction Attn: Tnternal Trvestigative
Cecticgm
Ettn: | | oo 11365

From: General Counsel
National Sercurdi-syw Taw Bran-b/CTLU /1 72-1/33-100

Contact:

A . e s L bl

pproved By: _Thomas Julis F o

| | bo
if . bL7C

bDrafted By: : afm b2
Case ID #: X LAl 2297 36-VTO  (Pending, bIA

10

(3) (Fenzing)

fitle:m:jii: INTELLIGENCE OVER3IGET BOARD
(IOB) MATTER zoowq

1 IR

m -

Synop51s :D%(: It 15 the copinion ¢ the Office of General

cunssl ("ORC")Y that —he above-referenced matter need not ke
‘cpuited to tJe Intelllgence Oversight Bcard ("IOB"). Cur
analvysis follows.

iujhmh“w%u%m:;y<: g2z§§§§§§§9%;f_=%§§g;;;;;;

Reference' E}{: 275-HQ-C1229736-VIO Seriz_. 2182
Administrative: (1Y This communication oontains one or more

fcotnoctes. To read the footnotes, down’lcad and print the
d-cument in Corel WeoerdPerfect.

ST



NSL VIO-36362

SEcg(T

RN From:  Gensral Counsel BIFE

RGX DAY -HO-C1 9T 2610, 03/07 /2007

LR

Details: 1S By electronic ocompuricat. -n {(EC) dated February

-

22, ~007, TefeTenced akove,! the Civision
. . I . .
rep-rted awrOSS1blemIOBmerr@rwiﬂ“@@ﬁwunctzeﬂmwlthmitg

5]

(-

ToO L, T e Lo oL T Ly 2y 2oy e office
Inspectolr General ("OIG") identitied a potential IOB viclation

during its audit. Specifically, OIGF advized that
Zzsuance of a National Security Letter [("NZL", on December 21,
2004 wmay nave constituted an IOR vielati:on.-

>-» —— . | -~ o~
”““:ES(; The NS lssued by[:;:::::]rbn Decerxber 21, 20047
regquestead tha.[::]pmovide subscriker intormation for the

fzllowing paone numbers:

15)

(-

(X Thereaf-er, on December 79, 2004,[:::::;:]i85ue
annther HN3L t-° I Iroﬁnlocv*—ﬂ' [aval 1S C it o o ~ 3~

19) -

Lo snshone rramben See
sue

14
Ecth NSL'z were properly lssuel 111 ColllfcLloll WLCIL 4l

[t

! (Uy Se=s, o7 from the[:::::::]DiVisior to

02/23/0%, Case ID# 278-HO-C12l972g-" Seria titled "Intelligence
Oversight Foard Error," heresinalter 2

oo
oC.

ot
10

2o EC.

bl
b2
SEQRET 1,7F
b7A

bl
b2
b7E
bé
b7C

In -his Db7A
of

bl
b4
b7D
b2
b7E
bIA

bl
b2
b7E
b4
b7D
b7A

h2

12 Gensral Counsel, dated YR



15)

18

()

3]

8

]

NSL VIO-36363

b2
b7E

o[ ] eeem:

Re: {(3) 278—HQ—C122973C—\LU

03/07/2007

—ed naticnal

bl
b2
b7E
b7A

autnc securitif- See,
EZ.

() m“i}&i provided two separate gets o sponses to <he bl
e “mﬁer Z]l gondrmErenlbeyr 9, ~00d Lol s ua1ﬁf ined —hege b2
L@CCqu 7 b7E
On March 3, 5705, the | “ase azZert dratfted an o b4

d301mcnf1ﬁn oo o el oot to the Decenkber 21, 2004 M3L.
See k- In that EC, the agent :b7D
Jdoculnenited st loed 1htortnartoll tor the following phone b7A
numoers:

bl

b7A

o _”M"’lﬂbfugh Lhe EC eppineaigly glaled Lhal subsoriber

‘n f rva t i“n for telephoné& fiumbe=| was obtai nﬂd .
pursnant to the Decemher 21, 2004 KoL, Tr-s doss not constitute bl
an IOL violation. As ze=- forth abOVc, an NZL requestinq b4
subzcoriceg ormation for this telephone nmuuber was properly bID
lzsued to on _ecenmber 29, 2004, The drafter of the EC BIA
‘nadveptect o atteibi-ed ~he subscriker results for telephone
rranse to ~he December 21, 2004 N3L, as opposed to
the DeceriCer 29, 2004 M3L. Both MNSL's were Zssued in relation —o
an o ongoing coantertervorism investigation. The provider,E:::]did

cutside the

over—--ollection
=C

cubscriber information that fell
paramszters of the MEL's. Therefore, ro

“he mistalke, if any, occurred in drafting a routine
documnsenting HM3L resulzs.

n-t furnish

5 required by hV@'uT'*a OrdDr (2.

k thlunal Forei-n

OS2 was tasked to
jw i ke

It iz not.

S%ET

3

L
t

and 3=ction 2-50 o

Marual ("MELPM"),
faanancs of e AT s
reperted to the ICE.

mins whet;er
whiioh

ceter
IR

by e A Attt er st

Qaocurred.

bhe



(-

(8

NSL VIO-36364

b2
b7E

al

From: ( =
—% LU 03:-,/‘ a7/ 2007

Re:™ NI 2 79-HC-010 ;373

er

[ond \].'

(1)  Secticn 2.4 of E.OQ. 12863, dated 00/13/1953,
nmandates that Inspectors Generzl ard Genera. Counsel of the
Znte;liqcﬁcc Community Components (i, the FBI, the Assistant
Director, INSLC, and the General Counszsel, OZ0C, raspoﬂ+iVﬂly)
report Lo the ICB "concerning intelligence attivities that *hey
have reason to believe may be unlawIul or contrary *u Executiv
Ordsr or Fresidential Directives." This _anguages waz adopted
verpatir from E.O. 12334, dated 12/04/1952, when the ICB was
kmown as the President's Intelligerce Oversight Board ("PIOE™).
By longstanding agreement ketween the FBI and the I0Z (and i-
predecessor, the FIOE), this laznjuage has kesn interpreted to
nmandate the reporting of any violation of 3 crovision of the
HeZizs, or other guidelines or regulaticons aporoved by the
Attcorney General in accordance with E.O. 123323, date d 12/04/1931,
2f zuzh provision was designed in full or in part to ensure the
proteztion of the individual zights oI U.3. wersons. Violations
of wrovisicons that are essenticzlly acministrative in nature nead
not be reported to the IOB. The FBI is required, however, o
maintain records of such administrative viclationgs oo that the
Counssl to the I0B may review them upor regusst.

L

) Section 2.4 of E.O. 12863, dated 09/13/19353,

mﬂnjdte" that Inspectors General and Genera_ Couns=l 2f the

_ligence Community components (ir the EBL, the Q:?luf{nt
Inspection Division, and the Gene Lal Counse=1l, C
1) report Zo the IOE =11 information “cono eLnlng
lnil=l ll:PJw acbivities Lthal Lhey bave reason Lo believe nay
be unlawful or contrary to Executive order or [residential
dirsctive.” In this instance, the subject MNSL's were properly
Zesued in relation to an ongoing courterterrcrism investigation.
The provider did not exceed fhe parameters of the NSL's when
furnizhing the regues=-ed =<elephone sitbscriber information.
Rather, tne cass agent wistakenly citec to the December 21, 2004
HEL az rteing theesonrce for cybscoriber information relatioo oo

b1
b2

b7E

Tephone-nanked - when draffting an EC to the

(1)  EBased upon these facts, in acrordance with the
Lirements of Section Z.4 of

fterms inplementing the reporting req Z

EQ 12863, it is our opinicn that this srror need not be reported
t- the I0z. A record of thiz decisior. should ke raintained in —he
contrcl file for future review by the Zounsel to the 1CB.

S%ﬂ‘ET



NSL VIO-36365

SE}#Q b2

b7E

U I From:  Gensral Counasl

<
Re: O “TOP-H-CLIZ0736-V10, 03/07/2007

LEAD (s) :

Set Lead 1: (Info) B2
b7E

ar[ ]
(1) Read and clea-.
Set Lead 2: (Info)

COUNTEXRTZRRORT SM

AT ITCS 1/CONUS 2/TEAM 7

(1)  Read and clear.
Set Lead 3: (Action)
IHSP=CTTON
Al 115
(U) IMS5D ghculd retzin z record of the repcrt of =he
pobtentlial TOB natler, as well zs a copy of the OGC opinion

cono_nding that ICE rnotification iz rot required, for three vears
for pogzikle review by Counsel to the IO0E.

124

s@@'r



ALL INFORMATION CONTAINED NSL VIO-36366

HEREIN IS UNCLAIZSIFIED EXCEPT LATE: 12-12-2007 o
WHERE SHOWH COTHERWIZE CLASAIFIED BY 65179 LMH/EIR/ ke
FD-962 (Rev. 03-21-2005) EEASON: 174 try

SE}SEFT DECLAZSTIFY ONr 12-13-20%2
FEDERAL BUREA INVESTIGATION

b2

Precedence: ROUTINE fb7E Date: 03/26/2007
b6
To: Inspection bL7C Attn: I-%, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975
From:
Syuad

Contact: CDC

Approved By:

iy b1

Dfafted By: | fcas b2
e S, - ) , o o h7E

Case ID #: . N\ 278-HQ-C1229736-v10  (rending) he
€& 27 3 CA038a (Penzir.g) :b7‘
(3) (Penzirg) o7C

Title: (! SA |

- T !
el INTELLICENCE OVERSICHT EBOARL (ZOE) ERRXORX

Synopsiéf“;bxgi To report —wo (2) possible IOE errors for over
cz_lectiord oft information.
bl

b2

1. b7E
bé
b7¢C

Details:

[#5]

(

(S z a2 I.S5. Pesr=on.

iU

{al

Prezikle IOR Error: Over collsection of information

(-

:)Si: 4. Degscripticn of IOR Errors (ircluding any reporting delays).
(- %) This EC addresses two (Z) potentia’ IOR errors, both of which
irv:_¥e Over collection of information provided wursaant to National

Security Letter (MSL).

m \Qf/
| A T £ TN AL M T = h2/2005 was cerved on
PN - 5 ) - - :
B sesling telephone =upasoriber INLormA-10n0
Pl oAl Lo 1D ol ST The H3L rejuested reccrds bl
b2
SEYRET b7E

b4
bh7D



15)

NSL VIO-36367

sr:)ém-

03/26/2007

Inzpesction From:
® 2O -He-012297 36-VIO,

I Iprovidcd ro_ovant records but in

b2

b7E

b4
b7D
b2

acdiftlon crovided subscriler information for three vears pricor to —he.
period regquested. This information is not re_ated to the on-going b7E

irvestigation and has kbeen removed IZrom the file.

wiZll be maintained ky the CDC until resoluti
errcr.
Uy

) I

collection is
Division

Tnisz information
n of the possible IOB

due to =he
| undertooal an

records

IvIDRSCIDIChY

The MNSL racquested records betweetl

TG

| Prov.

Fon

2V

ded rel
An M3l covering the exztra

ore day 1n excess or the period requestead.

core Jday of toll informaticon i1s being prepared and will be served on
| | 25 the cver collected information is relevant
T Lhe Chi—goloag lhvestlgaTZion.

m -

Tre delay in reporting this

=
P
A

audit of N3Ls during the week of 3/19/2007.

SE§<BE

aver ccllection
t that it was not recognized until Inspecticn Division undertook an

is due to Zhe

bl
b2
b7E
b4
b7D



NSL VIO-36368

LIy SE%T b2
. b7E

T GEpection From:
' 2 2TE-HE=-12297 56-VI0, 0D3/26/2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

16)]
(@8] &



ALL INFOFMATION CONTAINED NSL VIO- 36369
HEREIN 1% UNCLASSIFIED EXNCEPT DATE: 12-12-2007
WHEBE SHUWH OTHERUISE CLAZSIFIED BY 55179 DMHSKSRSch -

FD-962 (Rev. 03-21-2005) e FEASON: 1.4 (&)
SECRET DECLAZSIFY OM: 12-12-2032
FEDERALR 2> REAU OF INVESTIGATION
b7E
b6
bh7C
To: Incspection Attn: IZ7, Room 11361
Zeneral Counsgel Attn: MNSLE, Koorn 7975

From: [::::::]

Syuad
Contact: CDC

Precedence: ROUTINE Date: 03/26/2007

Approved By:

-

. "”&DQ?fted By: rcas bl

Case Iﬁ“#:\\jQ' STE-HO-C1229736-V10 {Pending, Lbz
273 koioses  (Pensirg) b7E

fgjl I(Pen:ing) b6
b7C

Title: (n TE

o IITbLLLUbUbb OVLRolonl DOARL (Z0B) ERROR

Synopéié‘“:}ﬁi To report four (4) possible 0B errors for over
,_‘le:tljn ~f information and cne (1) possible IOR error for late
subatasion of 90 day Tetterhead Memorardim.

iUJ N — Deri . G-3 -
DectassSITy On: March 26, 261%

Details:

(2] o a U.3. Persor.

‘:BQ(: e Possibles IOBR Error: Over col_ecticon of informaticon and one
late Letterhead Memorandiim.

) (2% q. Degecription of IOR Errors {(ircluding any reporting delays).

~Ohic EC addresses fivc (5) potential IOFE crrorg. Four (4) bl
irv:z_%e cOver mllﬂ”rlu """ of information provided cursaant Lo National b2

b7E

bé
fﬁkégT p7C



(U -

m -

=y

bl
bR
b4
b7D
bé
b7C

=y

b7c

b7D

o
.

b7E

NSL VIO-36370

oo o

- _ b7E
Tt §<:: =1s 1' Lon F Lo :
)

Re:

29736-VI0, (372672007

ate

(ML), wnile cne (1) involves
annial Letterhead Memorardiom to

1[)

(raicre than 90 davys)
FEI Headguarters.

TFO Iand SR Lp MSL

A 5““Ee‘f"f“:‘f‘j““‘Z"FII‘"“"“““'""“"“ I
ateklug telepl‘ o olbooribor JnToriallol a8 we_ | a8 Loll records Lor
telephone rumber] Ipur“uanf o 18 Qal 82d09 The LIST
requestes re~ord=—reeweeT] 1znd pr 1t
providezs relevant recordg fopr ~ne month in sz of the period
reguested. In addition, provided t£o ’COIdS for another
nunker which was associated with the regue a-count.  An MSL
covering the extra month of tell 1nfﬁrmat1 as well as the ezzra
telcphur account and tell information is being Toreparaed and will be
served on as the cover collected information is relevant o Lhe

=3
crn—olins investigaticon.

" (e The delay in reporting this over ocllection is due to the
tact Chat "t was not recognized until Inspecticn Divigion undertool an
audit of N3Ls during the wesh of 3/19/2007.

. >< | IR | L. Lls T,
atex 2 /037000 iCiarcr=amaclomuannn R

Seeking telechone gsulbscriber JTTOTMELLIOL a8 Well 26 tndl Lemolids Lo

telephins UUMb,rl foursiart e 16 1832 §2709 The MNA3T,

requested rezords Delween) lknc present

cvided relevant records for 14 days ir exZess ol Lhie period
recuested. An M3L covering The extrag_tw zeks of toll information is
being prepared and will be served mnl LD the over collected
information is relevant to the on-going Znvestigation.

m“““~~g>&( Thz delay in reporting this over -ollecticn is due to the
Zact Chat 1t waszs nobl recognized until Inspection Division undertoonl ar
audit of N8Ls during the weelk of 3/16/2007.

and g3z | ar. 1oL
! e et o ]
scelpng telesprone subscriber dnd ll records for telephone numnkber
: ~ursuant To 18 LIS ET7U9 e NZL _redquested records
SRR v and present provided the

irZormat—oil Leqaested, but in zddiftl:n provided relevant informztior
or. & telechones zassociabted wilth Lhe account requested.  An NSL coverinZ
Lheaddilional acsociated records is being prerared and will ke served
Ol as the over oollested irZzormaticn is relevant £o the or-
zolng 1nvestigation.

The Jdelay in reportinz this over oollection is due to the
fact that it was not recojgnized urtil Insvection Zivision undertook an
zucit of M3Ls during the week of 5/1%/20C

s

Yy




NSL VIO-36371

SEORET h2
b7E

Inspeotion From:

e>< S8 HG-C122 57 eV IO, 03/26/2007

bl (1) Trc] lons con A NSL
l:]:)2 S B0 =t MEAN A M AT AT A TR LR = RN = =R St T=Va B o) I
b7E seekind pank records curslant to Lz UoC
; T LT L o et e LIST, recrgostad rocarde
bé o RaRLEa 3
. al
BIC and present I
T P records ketween Jand | | orie month nore
b4 t An MSL covering the exfra MINLH O e

1

b7D

-

=3

{ah -

an reJjue
rformation is being prepared and will be served on
t

he over collected information is relevant £o the on-goling

, The delay in reporting this over <ollection iz dus to the
Zact that 1t was not recogniczed until Inspecticn Division undertooall an
uaudit of NSLs during the week of 3/19/2007, hl
S ey redl | P | b
Captizhedf The Lirst :b7E
arnal LHM was ok suhlLer e to oIy oo ooy omrTy over nin=sty b6
($0) daye keyond the one year time Zrame for submission <of the LHM. h7C
This is in viclation of ATtorney General Guidelines and zstablished
FEZ p2_icy.
(o)~
:DK:?EH delay in reporting this missed annual LiIM deadline is due
to the fa“t that it was not recognized b' the TFO as a reportdble

p?fﬂ’t;al I0B, and it was not brought to th
1. _nerection Livision undertoolk zn audi

X/19/2007

e attention of the COC
t of NJSLs diring the weel

SE&#ET

(@8]



NSL VIO-36372

S ET b2

() |
TTor igéfc:tion From: [::::::] b7E

ke: TIR-HQ-C1220736-VI0, (03/26/2007
LEAD (s) :
Set Lead 1: (Action)

TNSPECT ZON

AT WASHINGTON, [

‘U For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHTNGTON, DC

(1)  For action desmed appropriate.

*



ALY INFORMATION CONTAINED NSL VIO-36373

HEDEIN I% TMCLASSTFIED EXCEPT DAIE: 12-l2-oUby .
‘ = HHLLA=S R CLASSIFIED BY 65173 DMH/KSR/ch
WHERE SHOWN QTHERWISE S

(Rev. 01-31-2003) oo SRR SRSTRTMANR REASON 1. 31}
DECLASBIFY- OMs- LE=-12-203%
SE T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE 1o Date: 3/08/2007
To: | | ;b7E Attn: Sguad
b6
Tounterlerrorism bh7¢C Attn: I7T03 1/COMNUS 4/Team 15
Tnsp=ction Attn: Tnternal Trvestigative
Sect e
&ttn

From: General Counsel
MNMational Secuigd o T oo Do o1 /T /10 ='| /QHTOO

Contact:

Approved By: Thomas Julis F
(- | |

- bl
Drafted By: | b afm Ho
Case ID'#3“32<: A HO-C1 220726 -VTO  (Pending; ;b7E
o (3) (Closed ) b6
= »7C

T1t1e>“< INTELLIGENCE OVERSIGET BOARD
(TIOB) MATTER ZUf)n-*:'

Syﬁépéiét“mjkﬁ: It 15 thce copinion of the Office of General
Couns=1l ("OBC") that —he above-referenced matter need not ke
reported to the Intelligence Oversight Bcocard ("IOB"). Cur
analvysis follows.

|:U:| ..................... X . ‘ rom : G-

n:
cU)"mReference;mjﬁé: 275-HQ-C1229736-VIO Seria_ 2204
Administrative: (1Y This communication oontains one or more

fcotnoctes. To read the footnotes, down’lcad and print the
d-cument in Corel WeoerdPerfect.



(-

T |Frﬂm' Gene
Re: >< C27S-HO-C12297 36-V 10, r);/oo/ Q07

Details: {2) Py electronic

iS} 21, ~C07, referenced akove,!

| e ted 5 s

NSL VIO-36374

SE%&@T

,. . b2 bl
Coursel 7 b2
b7E
b6
b7C

commur.ication (EC) dated Fe
thel Tivision
Fle TOE =371 1n oo nduact ior

[ I_Lll T F—=rbrted tha=
Ol Loy =17 —oury 1T beczame zsware that the Office of

“nsoettor General ("UI”") had identifised a potentizal ICE
violation during the OTG's previous auzit. Scecifically, OIG

advised tnat

issuarce of a Mational Seourity

Letter ("NSL") on Novenber 1
vinlation.®

ST e :Ig{; The N3 issue
2004 requested that

aodall other informazZion <o
l | The NSL preperly
; ("ECRA™), 1o U.S.C. 5168

() - .NNWMMWM%N:IS(: The EC accomp

2, 2004 may have constitated an IOB bl
b2
_ b7E
d by on Heovemker 17, be
— Lo
brovice a cIpy a consumer report

~ B
ntzinec in Zts files concerning :b7C
cited to the Falr Tredit Reporting b4

1v, zs S wie basis for the b7D
hj tle Special Agapt o

. rred uponf e el §

znying the NZL, whiﬂh was also signed

by ths AT, afproved —he issuance oI arn NSL "reguesting )
CINSUNer 'dentifying informaticn limited tc nare, address, forner bl
addre > Llaces of employnent, or former plazes of employvment b2
LTY) .I- names and addresceg of =11 firancial instituticons az bTE
I: S :l L gt e o el omai gl alng o hos gl la ned gn account™ for »
”rL es, The drafter of Ib4
Th_= B THI1lSTakelll _‘»17 il’l SLded L angillase '—'(1IIPHI L1114 JonsSamer b7D
dentifving informaticop, as oppoges to anguags rejuesting a full be
ig? ,,,,, woredit report. | intention te obtain a full b7

It _was
f'_)l_’r-(

accUrately Ler

T LR As recired b
:ti:n 2-5% of the Maticnal
"WEZEM™ ), OGC was tasked to

!and the NSL ultimately served
Tected this intent. Ses,

y Frerntive Order (F.OJ) 176853 and
Forcion Intelligence Erogram Manual
determire whetherl b7E

b2

! (1 See, ZZ from th P‘I

IDivision to the Genera’l lcunsel, b7E

7
dated 02/21/07, Zaze ID# Z78-EQ-C
"Intelligence dvergight zcard Mat

lg_j ioo=y L, Serial: titled
fLer.

SéziiT

2



()

(-

Re}( TTO-HO-C 1097 36-V 10,

NSL VIO-36375

i From:  Gene

ssnances of the M3L's descoriked zkove 13 a watter which st be
repcrted to the ICEB. It is not.

(1 Section 2.4 of E.O. 11863, dated 09/132/1993,
mandates that Inspectors Generzl ard Genserz. Counsel of the
ntelligence Community Components (i the FRI, the Assistant
Director, INSC, and the General Counsel, OZC, respectively)
~eport to the ICB "concerning intelligence activities that they
have reason to believe may be unlawiIiul or Zontrary to Executive
Ordesr or Presidential Directive." This Language was adopted
verpatix from E.O. 12324, dated 12/04/1952, when the ICE was
Friewn as the FPresident's Intelligerce Oversight EBEoard ("PIOEB").
By longstanding agrecment ketween the FBI and the I0Z (and izs
prede-esscer, the PIOEB), this language has besn interpreted to
mandate the reporting of any violation of a3 orovision of the
HEZEs, or other guidelines or regulations approved by the
Attcrney General in accordance with E.O. 12323, dated 12/04/193
2f zuch provision was designed in full or in part tc ensure —he
protezticn of the individual zights 22 U.3. mersons. Violations
of orovigions that are esgentizlly acministrative in nature need
nol be reported Lo Lthe TOR. The FRI is requlired, however, Lo
naintzin recordse of such administrative vic_ations so that the
Couns=sl Lo the IOR wmay review them upor: redqusst.

U) Section 2.4 of E.O. 12263, dated 09/13/1933,

mandates th t Inspectors General and Gcncla_ Counse=l of the
“nte_ligence Community components (i the FBI, the Assistant

Dirsctor, Inspection Division, and the Generzal Couns=1l, CGC,
“tively) report —o the 10E z11 information “eooncerning
‘olel Tigence activities thal fhey bave reason to believe way
be unlawfal or contrary to Executive order or Eregidential
dirzctive.”

Irest

Mm“”}}ﬁ: Althcugh the Novembszr 22, 2004 EC erroneously
approved the lssuance of an M3L recuesting consurer identifving
nformation, the NSL served upon the provider correctly rejquested
a full zonsamer report and cited tlhe gbproniiate statutory
anthoritiszs for said request. Thel |sac s3igned the
FEL which was geprved yoorn | 2rd no cver-collecstion
occurred when furnirt=neqg| Jwith responsive

acredit recordaT Theoe Aactions conatitnte a olerical srror on
beha_f =~f the FBI but do not amount to arn IOE and/o>r FCRA
violation.

3

b2
b7E
b4
b7D



NSL VIO-36376

“-T:' R I From:  Genesral\oourss_

V4 . )
Réf”w))(k O o-HO=U12297 3610, 03/08/2007

cte, I oacoordance with the
ejuirements of Section 2.4 of
iz error nesd pot be reported
or. zh-uld bes rmaintain=sd in =h=
e Tonnsel to thne ICE.

(11) Fased upon thsse
fterms ixplerenting the reporting
EQ 12263, it is our <opinion tha
to the IOZ. A record of this de
crntrecl file for future review by

SERE.



NSL VIO-36377

(- SE%T b2

To: From:  General Counsel h7E
Re X CTE-HQ-C1209735-YT0, 03/08/7007
LEAD (s) :

Set Lead 1: (Info)

}32
TE

AT SQIAD

(11 Rzad and clear.
Set Lead 2: (Info)

COUNTERTERRORT SM

AT “TOS 1/CONUS Z2/TERM 7

(U) Read and <-lear.
Set Lead 3: (Action)
INSIECTION
AT TII3
(11 IN3D should retain a record of the report of the

potential TORB matter, as well as a copy of the OGC opinicon
concluding that IOB n:tification is not regquired, for three year:

2]

{

foor possible review by Counsel to tne ICB.

*



ALL INFORMATION CONTAINED NSL VIOn38878 2-12-200%

HEREIN IS IMNCLASSIFIED EXCEPRT CLASSIFIED BY 85179 DMH/ESR ch
F 5 ) = RELION: 1.4 (c)
FD-962 (Rev. 03-21-2005) oo ZHOWH OTHERWISE e e e Y I

DECLASETEY ON: LE-12-2032

SE>€T
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/26/2007

To: Incspection Attn: IZ7, Room 113961

Zeneral Counsel Attn: NELE, Roon 7975 bz
b7E
From: b6

S uad b7C
Contact: CDC

Approved By:

in Drafted By: I tcas bl
caéé“IDm#;mmziiii 578-HO-C1779736-V10  (Pending) b2

> 2zad boacsgs  (pensing) b7E
(3) I I(Pen:ing) o

o b7C
Title: (J; jbal bR

()

ELLTIGENCE OVERSTIGHT EOARD (ZOB) ERXOR

SYnOPSiSY”}>§: To report five (b) possible ZOB errcors for over -
sl lesticon N information. bl

b2
() o “Z}é{ Deri ‘ . - BTE

D Y On: Mar —2017 bE

Details: b 7C
b7A

(51 1.

(Uh-,_ (=] 2. a 1J.3. Perscn.

-*)}Q: . Possikble IOEB Errar: Over col_ecticn of information.

v‘>><: 4. Description ot LOE Erzoirz (ircluding any reporting delavs).

() e e ZEQ:T%is EC addresses five (5) potential IOFE =rrors, all of which
irvelvt Over collection of information.

SE



fb6
b7cC
bz
b7E

b2
b7E
b6
b7C
b4
b7D
b7A

NSL VIO-36379

SE T b2

b7E
T Inspecticon Erfmzl !
Re: ‘}}dﬁ 2TC-HE-C1223736-V 10, 03/26/2007

R aa B i Vatek Rate BTN | | ~

~seeking T teElEEAG: "mdtl-n as well as toll recguada

pursuant te 123 1180 S 700 e IST requested records between I
ar.d pre"enfl forovided relevant records for —en
days prior to the requested pericd. Ar N3L Tovering the exftra fen .
days -f toll information is being prepared and will ke served on jbl
as the over collec=ed information Is relevant to the on-going b2
L lrve =st_gation. b7E
3 Tne delay in reporting thisz over ccllection is due to The | J
faat hat it waz not recognized until Inspecticn Division undertocok ab/C
audit of NSLs during the week of 3/19/2007. b4
b7D
Sﬂ: | I GCEI Iﬁn 15T, b7A
~dated “/ )Wr WS ST VEeT O |
seek'nq telepnone subscriber 1ntcormaticn as well as toll recudd

PLLEUANT D0 el ehallol requested records between

arj prezent rﬁ provided re_sgvant reccrds tor LU
= pricor to The requested perlod.  Ar NSL covering the extra ten

f t211 information is being prepared and will ke sorved on

as the over collected informetior. is relevant to the an-going

CTHET T dAT s ﬁfﬁjfﬂﬁiq- was served opl I
seeking e-mail subsmrilel oo los LA T To UsSC §27209.

Tl.veocLoJation.

Tne de=lay in reporting this over ccllection is due to =Zhe
1t was nof rer oqnl d unfll Ln pect;:n Division undertoclk an

e ) (= 27 IArH qcﬁl I S LIST, dabed
PGS LTON D served onf e keekinq
l-Pthf\llq infoermaticon Lo Ihcluile paot B SRS =i
irformaticon, pursuant to 15 USC $1681u( provided the

irformation requaested in addition to the names and addresses of
Zinancial institutions wi<h which the subject had asscciation.  An HSEL
covering the aaddddiional associated recorcs 1s peing prepared and will
e zervad on as the over collected Inforwation is relevant
£ the cn-going investiga=ion.

-------------- The delay in reporting thiczc over cocllection is due to —he
Zact that it wasz not recognized until Inspecticn Division undertool an
audit of XMZLs during the weel of 2/19/2007.

) SA Iard Acotipg 3SR ATl

provided relevant records in addiftion to an user activity report,
whoivh was nodl requested o he NATL Ar WKET coyerdig Lhe user aciviy
report is boing prepared and will ke scorved on as the over

ol lenstad infermarion s relevant. foo the on-golnog Tnvestigation.

snp@'r

—




NSL VIO-36380

b2
o b7E
’““w$©: Ingpection  From: [:::::]

R@fm:><j CHR-HQ-CL1I2G756-YIO, ©3/7a/Z2007
T

N3 The delay in reporting this over collection is due to the
(Uﬁa\fact tha= it was not reconized until Inspection Zivision undertocok an
audit of NSLs during the week of 2/19/2007,

>< j I | | .
M3L d&ted

.............. % = s o . I
|:S:| e pediiesting e-ma 0

e reccrds, pursaant to 185 1JE0 §?7ﬁ@.| I

provided the relevant information requssted but also provided

transacTional informatior. (header information) which was not requested
bl in The NSL. An NSL is being precared covering the header information
b2 iz beinglprepared and will be Servedlon e the cver collected
bIF informaZion 1s relevant to the on-going 1nv ilgation.

29

;b6 o SR lhe delay in reporting tals over collection is due Lo the
b7C fact ~hat it was not recognizZed until Tnspectbion Divigion understook ar
b4 audiz of NSLs durins bLhe wezk of 3/19/22307.

b7D

b7A



(-

NSL VIO-36381

SE(XET

, b2
T€5~ _he?t}onH E;?@i — o b7E
Re:™ 2TC-HQ=-C12297 3610, 03/.6/2007
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate,
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U) For action deemed approgpriate.

*



NSL VIO-36382
ALL INFORMATION CONTAINED

HEREIN I UNTLASSIFIED EXCERT

(01/26:1998) WHERE - 5HOWN - OTHERWISE BATE w1 2= 122007

CLAZSIFIED BY 65179 DMH/HE

RERSON 1.4 ok
SE*ET DECLASSIFY oMy 12-12-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUITTHE Date: ©Z/085/2007
To: <“ounterterroriam b2 Attn: AD
b7E
Inspecticn bhe Attn: _Infernol Trocccoticr Seot o
b7¢C
IRES)
Ettn: SAC, ©DC
From: Genera. Cocunss
Naticna. Sscurityv Law Branch
Contact:
Approved By: _Thomags Julies F bl
b2
(- s b7E
Case ID # B XN 272-HO-21270736-YVTO bic
e (5]

Tifié":"“~->< THTELLIGENCE OVERSIGHT BCARD MATTER

IOE MAITER Lw7-|::|
)K( ved From
() - Mé

Synops;s ;;?<:if is the oginion of the Cffice of The Generzz
Counsel (OGC) that this matter need not be reported to
In.elligence Overzcight BRoard (TOR), buat, rather, —hat a re _OLd of
this decigion shovulc ke maintained in the invesTigation contzml
file for review by the Zounsel to the ICB. Cur analysis

Reféféhée‘:-»>< 278-EQ-C17229736-VIO Serial

i)

r—t
5

sedker



(.

(8]

T

—Loni:

Details: |

)

[l
Ob_)

N3/05/"
a5/ 0=/0

sscﬁ'r

Geoneral

[N

ed in the

NSL VIO-36383

Counccl

Electrz

bl
b2
b7E

nic ”HHUWl'

=l et

()

41—

8

referenczed dbov
i [
rho 12 a Y“United States Person,” az that terr iz used in
cectoci: 10l(i) of the Eoreign lntellquITQ Surveillance Ackt of
878 (FISA).-

h On ﬂ”/04/“(0r a Matioral Security Letter (MSEL) was
~1 a consume —
the files ot

Y dC“Wrdﬁnl‘ WITM ]r U S.C. S ]Dm]v Of the Fair CredTm meopror i
Act [as amendesd) (FCRA). The NSL, while Z=sued under the FCRE,

ntained language from ancther NSL ztatute, Title 12, ULS.C.
Rection 3414 (a) (5) (A), Zhe Right fo Firancial Erivacy Act (RZFA) .
The Tangnage was, Lm wi: "T cerlily that these records are

s-ught for foreign
ajyainzst internazional
and that

protoot

ntel

Unlted Stales person 1s nol conducles solely on Lhe basis of
attivities protected by the First Amencment to the Constitution
ot ths Jnited Statesz." While the KFPA permits MiLz for records
re_atsd fo international Zerrorism or clandestine intelligence
zotivities, the FCORA Section 1681v permits NSLs only for reocords
re_at=zd to international —errorismn.

() ln the case at hend, the NSL was requested in an
nternatidnal terrorism case, so there was no inproper oollection
of re-ords as both the RFPA and the FCRA S=ction 1531y permniz
such 3 regquest; the error was irrelevant tc the particular M3L.
_n addition, the internaticnzl terrorism cconnection is fully
articulated in the EC requesting the NSL. Desgite these

ligence activities,

-

coun—erintelligence

terrcricm
such an investigaticn of a

cr

clandzstine

investigation purposes —o

Tl 2Ky See C78-HO-C1209736-YI0, Serial dated 02/22/2007
and titled in part "Intelligence Oversight Bcard [(IOR) Error".
2 (U)y A “nited Statez p ) defirn sction 101(i) of
th= Fureldn Intelligence Surveil = F FISA) (codi L5300, 8§
1801 et =2eqg.) a2 Y& clitizen of the United Statez [or] an alien lawfully
adnitted for permarent rezidence (as defined in zection 101 (a) (20) of the
Tnigration and Haturall s ACE) . .7 B2= also Section ITILW o The
otorncey Soneral's Guidelines for FBI Fﬂrf11u Intclligence Cellecticen ard

Forel

gn Counterintelligence Investigations.

spphec

b2

bl
h2
b7E
he
h7C



NSL VIO-36384

SE)‘ET bl

b2

~ CTL oo .

SR b7E

=N (3)

mitigating factors, is5 encourazed to dsvelop procedures jb%
Lo orevent a repititicon of these errors. b7E

(1) Secticn 2.4 of E:xecutive Order (EO) 12363,
dated 06/13/1993, manda=es that Inspectors Genseral and General
Crunsel of the Intelligence Commnunity componsents {(in the FRI,
sistant Director, INSD, and the Zeneral Tounsel, OGC,
soectively) report o the IOE corcerring intelligence
iti
A

ies that they have reascn to kelleve may ke unlawful or
to Executive order or Presgizertial directive. This
_anguags was adopted verbatim from BEO 12234, dated 12/04/19%51,
when the I0Z was <nown as the Fresident's Intelligence Oversight
Brard (F1OB). ky longstanding agreemert between the FBL and the
ZOR {xand its predecesgsor, the PIOR), this language has been

' vr=ted to mandate —he reportirg of any viclation of a

-n of the NSIG, or other guidelines or reqgulations
approved ky the Attorney Generzl ir accordance witn ZO 123535
dated 12/24/719%1, if such provisior was designed in full or in
pAart tooensare the porotec-ion of the irdividoal rights of 1103,
perzons. VYiolations of provisions that are essentially
administrative in nature nceed not be repcerted to the ICE.  The
FEZ i1z required, however, to mzintair records of gacon
Aadininistralive vinlabions so Lhal Lhe ZTonnsel to the TOR may
review them upon regues=T.

CONCLUSION

(U) OG- concludes that this matter does not warrant kelrng
reportsd to the IOE. Consistent with cur pricr opinions on this
nmat-er, a record of thig decigion shculd ke maintained in the
contrecl file for future review by Counsel fo the IOE.

SE5<ET



NSL VIO-36385

SECRAT
o 2Tk ey s Gonoral YCounoel
c (3) N3/08/7200 '
bl
b2
LEAD (s): b7E

Set Lead 1: (Info)

COUNTERTERROKRT 511

AT WASHINGTOMN, DC

{(11Y  Read and clear.
Set Lead 2: (Action)
INSPECTION

AT TT=, WASHINGTON, DC

(U) For ac=ion deemed appropriate, including Zhe
nmaxintonance of this repor— for three yecars In order to permit its

review oy tTne ICR.

Set Lead 3: (Info)

b2
b7E

o

T

(U) Read and clear.

. - Mz, Thoras

- b7C
- _obB Library

*



NSL VIO-36386

DATE; 12-12-2007
ALL INFORMATICH CONTAINED PATE e
(01/26/1998) HERETN T35 UNCLASSIFIED EXCEPT CLASAIEIEL BY Bol73 DEHIESRS

() -

(W

3§53}

WHERE “SHOWH OTHERUISE am: 12-12-2032

SEQRET

FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTIMNE :b7E Date: 03/08/2007
he
To: Counterterrorism h7C Attn: AD
Tnsp%cfirw1 Attn: ITnternal Toerect i Sect {0

Attr.: SAT, oD

From: iseneral Counsel
HAational ek
Contact:

Approved By:  lhomoc Julic b

bl

b2

Drafted By:| | b7E
N B HO ] 6 T _

Case ID #: - DR 2 8zHO-Cl2097362V10 e

(3)

'Title%m:ﬁﬂi INTELLIGENCE OVERSIGET BOARD MATTER

ICE MATTER 2007—[:::]

”“““““wvjﬁﬁi i rom : G-3
D i n:

-SynopsiSt““EB<: It iz the opinion o the Office of the General
Counse iOGC) that this matter neeZ rot ke reported to the
“nte’ligence CversighT Board (IOR), but, rather, that a record of
thiz de-izicn should be maintained i the investigation control
fils for review by thes Counsel to the IOL. Our analysis follows.

.Referengg;m:S%:278—HQ—C1229?36—VIO Sertat

e

b2
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i

NSL VIO-36387

SEC Egé
P - .1 DTE
T e SRS Counccl "o
e (3) bl

b2
..... bTE
Detalls.‘““~tﬁ Ls discu

ssed in the Electronic Cormrunication EC) b6
refzrenced above.' | rernrted that op 030972004, bh7C

m

R e el a"l I

who 13 a “United 3tates Perzon,” as that term 1s

]
= et rton 11Ul (i) of the Fkoreigr Intel_igence Surveillance
Act of 19738 (FISA).-

m:><:0n 1171272004, a Hatioral Zec

ecurity Letter (MS3L) was :
precared and approved requesting a “opY 21 3 CONEUNE il jb£
re pLLt and all information containg Lthe files-a jbb
fpeescordanTe  WIER TR IS LS the Fair Credit Reporring ©7C

Aﬂd tas amendsd) (FCRA). The NbL while Zzsued undcr the FCRA,

ntained language from ancthor NSL *fjfltc, Title 12, U.E.C.
oect;cn 3414 (a) (5) (A), zZhe Right fto Firancial Erivacy Act (RZFA).
The Tangnage was, Lm wi: "T cerlily that these records are
s-ught for foreign counterintelligence nvestigation purposes —o
protest againzst internazional ferroricm cr clandestine
intelligence activities, and that such an investigaticn of a
Unlted Stales person 1s nol conducles solely on Lhe basis of
activities protected by the First Amencment to the Constitution
ot ths Jnited Statesz." While the KFPA permits MiLz for records
re_atsd fo international Zerrorism or clandestine intelligence

ties, FOCRA Section 1681v permits NSLs ocnly for reocords

re_at=zd to international Terrorismn.

......... B 1ln the case at hand, the NEL was requested in an
nternatifnal’ terrorism case, so there was no inpgroper oollection
of re-ords as both the RE2A \hj FCRA Section 1G81v pernit such a
regueszt; the error was irrelevant to the particular NSL. In
addition, tnhe internazional terrcerism connection is fully
articulated in the EC requesting the NSL. Descite these

e

| b2
/8 See T78-HQ-C1209736-vI0, Serialll_] dated 02/22/2007
and titled in part "Intelligence Oversight Bcard [(IO2) Error".

() A “nited ! ez p ) defirn Section 101(i) of
the Foreign Intelligence Surveil = A FISA) (cod at 50 U.s.¢. §
1801 et =2eqg.) a2 Y& clitizen of the United Statez [or] an alien lawfully

adnitted for permarent rezidence (as defined in zection 101 (a) (20) of the
t) .

Tnigration and Haturall lso Section ITLW o The

a
otorncey Soneral's Guidelines for FBI Fﬂrf11u Intclligence Cellecticen ard

Forelgn Counterintelligence Investigations.




NSL VIO-36388

Sngff éié

b7E

Tl —Loni: Geneoral Councel
Re: (3) N3/08/7007

mitigating fq“tﬁrs,[:::::::]is encourased to develop procedures

Lo wrevent a repititicon of these errors. o
(U) Secticn 2.4 of Executive Order (EO) 12263, b7E
dated 06/13/1993, manda=<es that Inspectors General and Gensral
Crunsel of the Intelligence Commnunity componsents (in the FRI,

the Assistant Director, IN3L, and the Feneral TCounsel, 0OGC,
respectively) report o the IOE corcerring intelligencs
activities that they have rezson to kbelieve may ke unlawful or

u_ntr"y to Executive order or PrezizZertial directive. This
_anguags was adopted verbatim from BEO 12234, dated 12/04/19%1,
when the I0Z was <nown as the Fresident's Intelligence Oversight
Brard (F1OB). ky longstanding agreemert between the FBL and the
ZOR {xand its predecesgsor, the PIOR), this language has been

' vr=ted to mandate —he reportirg of any viclation of a

=ion of the NSIG, or other guidelines or regulations
a[plﬁvaj tv tne Attorney Generzl ir. accordance witnh ZO 1Z333
dated 12/24/719%1, if such provisior was designed in full or in
part to o ensare the porotec-ion of the irdividoal rights of 1103,
perzons. Yiolations of provisions that are essentially
administrative in nature nceed not be repcerted to the ICE.  The
FEZ i1z required, however, to mzintair records of gacon
Aadininistralive vinlabions so Lhal Lhe ZTonnsel to the TOR may
review them upon regues=T.

CONCLUSION

(U) OG- concludes that this matter does not warrant helng
reportsd to the IOE. Consistent with cur pricr opinions on this
nmat-er, a record of thig decigion shculd ke maintained in the
contrecl file for future review by Counsel fo the IOE.



NSL VIO-36389

SQ%T

o ! e Geoneoral Councel
e {3) Dx/08/7007
bl
b2
LEAD (s): b7E

Set Lead 1: (Info)

COUNTERTERROKRT 511

AT WASHINGTOMN, DC

{11y Read and clear.
Set Lead 2: (Action)
INSPECTION

AT TT=, WASHINGTON, DC

(U) For ac=ion deemed appropriate, including Zhe
nmaintenance of this repor— for three yecars In order to permit its

review oy tTne ICR.

Set Lead 3: (Info) b2
b7E

(U) Read and clear.

- M Toonss bE
T b7C

. - ZUB Library

*



ALL INFORMATION CONTAINED NSL VIO-3639% -

12-128-2007
HEREIN I3 UNCLASSIFIED EXCEPT N e TR T ey
VEERE SHOUN GIHERTSE CLASSIFIED BY 65179 DIH/RSR/cH:

FD-962 (Rev. 03-21-2005) HEAZ

DECLA
Sl?ﬁET
FEDERAL BUREAWU OF INVESTIGATION

b2
Precedence: ROUTINE ;b7E Date: 03/22/2007
be
To: Inspection b7¢ Attn: I-75, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975

From:

Syuad s JTTx
Contact: TIO

Approved By:

Drafted By: | F orst b1
(O - o e b2
Case ID #:- DX ~78-HO-Cli29736-VIO L7E
I:U:I Title: i) INTELLIGENCE OVERSIGHT BOARD (IZIOEB) ERIOR b6
Synopéié?mz><: To report possikle IOE error. b7A
e >< j . FBI SCG G- .
i n. 03/22/20
Details:
= 1.
=y . 2 J.3. Person. bé
tUj““m,\c' X, Poszible IOB Error: :b7C
b2
(S) b7E

b7

M\*)Xé 4. Descripticon of IOB Erzar (inc_uding any reporting delays).

Poozsilble TOB viclation irvaolving TEFO
D L _Tro] Lis siupervised Ty

| |
)
{ S [T VAN YAV STRIS ~o oo ~dent recejved g forration 1'h:|‘|

agont W1th o copy oL Lho

qreement . Specified on 0 et was)
1am=, address, and telephore numben in addition
s}ém' bl
b6
b7cC

b7A



iy

(3)

{m

1)

NSL VIO-36391 bl
b
b2 b7C
S?&T D7E b7A
Ingpection  From: | Al

2TC-He-C12237 36V L0, D3/22/2007

cignature verifying the irZ-ormation and acknowledgin

colioy rqaanihmﬁlxmﬂlrentals] ’

(5

jrLont e Jdeshpelsohinel Lol LIS Was SUsp Lo Lols

and -n thelr experience, indicative -2 drug disztrikution. :
bé

_m_'““}ﬁﬂ;_ﬁﬁﬁg_gf%nt chzained the alZoremsnticoned information and b7¢C
CJUE’JS;%‘C - S o e P ST A =T =R B I + e DNDrTb'?A

ARG S0 BED EDS TS i)
e Ret=] C‘n«e.-—*‘]‘F p——— rI[J_H

‘bli 2y ]

{2 Do o o]+ -

bé
b7C
b4
b7D
b7A

(UL

(51

Unforeseen by the case aZert was that on 05/28/2005,
ce 1Ular zservice was disCOolNe jme—————— =~ 0 the subscrikber,

bl
b2
b7E

b4 (W

b7D
bé

b7cC
b7A

Cn 07 /2877000 ag_suabscribed This

m l[ﬁ:.ﬂ PR - E-S R
: ecelved.-one month-eI-recerds-during which i
aukbecrii cnzisting of eight (8) pagzes. hese records Wele LRIl
from the file and turned over to thg Divisicon CDC <o be

sequeslerzsd and mainlained under seal. Any Ztlornation derived {ronm

theze records which have been uploaded Intc ACE or other FEI data

b2
b7E
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NSL VIO-36392

SEQRET .
| bz
s apzction Erom: I p7E
Re 0T 8-HE-C12297 36V IO, U372/ 2007
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

ET

n
[€Y] g



ALL INFORMATION CONTAINED NSL VIO-36383 1z-1z-zoo7

HEREIN 15 UNCLASSIFIED EXCEPT CLASSIFIED EY ©5178 DMH/KSES ch
WHERE SHOWN OTHERUWISE FEASZOH: 1.4 (o}
(Rev. 01-31-2003) DECEASSTIFY 0Ny 12-12-3032

S%ﬁ*ﬁT//20320308

FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTINE b7E Date: 023/08/2007
| b6
To: Inspeschtion b7C Attn: IZ-
General Counsel o Attn: tllaticnal Security Law Branch
(MSLE;
From:
Collcace: SA
Approved By:
bl
Drafted By:l lals : 2
b7E
(UJUMQagg ID #: (S) (Perding) b6
MM”““szp{i'_/d—HQ—Li_LH!ub—VIO (Pending) b7c
Title: (3) bia

- —{ ]

Synqpsiéf”;)%q: To provide informaticon regarding a possikle
“nteligente CYversighT Board (IOE) violaticn invoelving captioned
nvestigation.

U ‘ —
v e

bTE
(5 )( bR b6

b7C
(ijmmﬁétéiISt““E}<: The follewing joformati-n pertains to a possible IOB b%
violation 1nvolving cap=zioned Iinvestigation: ; /B
' b7A
)y 82 |- raze Agent
33F |— forme:[::::::::kquad Supervisor

3)
N 4
SEQ®ET/ /20320308
6
hé
hicC

b7A



NSL VIO-36394

SEqﬁFT//zoszosoe
Tor DN o) e AT | | bl -
Re: (8 TIOTITT b2 bl
b7E ba
b7D
b7A
4y UT.S3. Ferson

In qccorlqnce "ith the MEIF Manual,

SECLL Il om0, SUla Lty outaance and Applicaticn for Preliminarcy
“_nvestigations, a FPCRA rejuest was oubm-tted on 10/13/2004 to
for header information pursucant to Title 15, U.5.C.

52681 ().

) ENPLApDIOM:

(o)

| case acent submitted a §lesl(u) =CRA MEL
T2 J reques-ing "the names and addresses of zall financial
nstitutions ( as defined in Title 12, U.S.C., Section 34 at which
Llhe el pnam=d consumer mailntazins or bas maintained an ~oun .

coponded —o the request on or about 10/29/2004, and

prov_ded a document capTtioned "consumer report"™ for the subject.

“m““%;IS(: Case agent reviewed znd summarized the information conzained
n ths '

'Conzumer report”™ in an electronic compupdicatiopn dated
S1/09/7004.  The case wag subsequerntly closed| ___l The b4
Information contained in the "consurer report™ and The  pgp
summarizing electronic communlcaticn was nct used to further the
lnvestigation. The informaltion received fLmnl Ist riot

diszeminated to anyone. ;b2
b7E
""" N C il wos not aware at the time that the report
provided Ly was a credit report. The discovery was made
during 3 sulfsequent review of the file. Thel |"con5umer

report”™ and the summarizing electronic communication were immediately
rem:vaed from the captioned file, ard sequest=r=d witnh Chief
Divizion Counsel until zhe issuance o the ZOR opinicon by the Maztional
Jecnrity Taw Zranch (per HSP elestroris commnnication dared
0x/Ch/2007).

b2
b7E
b4
b7D

S T//20320308

2



NSL VIO-36395

SECXET//20320308
To: Tnepection Looigs o
Re: (3) 05/08/0007 bl
b2
b7E
b7A
LEAD (s) :

Set Lead 1: (Discretionary)
INSPSCTICN

AT WASHINGTON, DC

-

Set Lead 2: (Discretionary)

SENERAL COUNSEL

AT WASHINGTON, DC

iJ) Reguest NSLB to tale aporopriate actlon as

necegsaly, in response —o this petentizl IOB matter reported by
the divizion.
*"

széﬁ//zoszosos
3

m“”“:hii Recquest IIS review the provided communicaticn.

b2
b7E



(Rev. 01.31.2003)  WHERE- SHOWN-OTHERWISE
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NSL VIO-36396

DATE: 12-17-2007
CLAS3IFIED BY 65179 DHH/KSR/ch
B .4

SECERT DECLASZIFY ON: 12-17-2032

ALL INFORMATION CONTAINEL
HEREIN IS UMCLASSIFIED EXCEFT

FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTIMNE b2 Date: 03/28/2007
b7E .
To: I[rspection BE Attn: In=z=zrnal Investigatiors
oo Sect.
Genera~ Counscol b7C Attn: MWa- 1. Zec. Law Eranch
Attn: TFO
From: -
S oo Legal 1lnit :bl
Contact: <CDC b2
7B
Approved By: beé
b7C
b7A
Drafted By: I I
Case ID #: (1) Z2IR-HO-C1229736-VIO (Cending)
(U) RAEY IRENEATA (Pending)
(3) (Closed)
Title: (1) FOTENTIAL INTELLIGZNCE OVERSIGHT
EOARD (Z0OB) MATT=R
Synopsis: (L) To repcrt a cotential IOB matter to the
Inspection Division and to the General Counsol.
iUJ““%"M~MME§<: Derived From : G-3
Declassify On: 03/28/2017
Details: (3) ibi
b7E

e Invest Tgalt Toall wWAas pele ] E
oy the Sjuad JITE S5A |a:"1d assigned —o T?C): bé

S
The cubdject s g . 0. Perscn, The predication fo- the b7¢C

b7A

and informatior. which indicated that the sukject was in
with ceversl meml=1=1

SE T
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NSL VIO-36397

SE&T b2

. b7E
To: Increction From: |
Re: (U}  Z78-HQ-ClIZ20736-YT0, 0O3/72/2007

B C NG/ o o nnE o Mok ona] daenaaibos Taster (HEL)
. ~ =L b
directed to was signed by

sad JThe Nob Bognt 2.1 Llnanclal reoorlds relating to
the subject for the popeeteetb—tb iy ~cotion of the account to the

~"aate-of-this-letter™- In response[::::]provided

a~crunt records to Thol-ree————) e lazt billing statement
that included 09/23/°005. Thiz included credit card transactiors
to 10/14/2005.

o nwm~~:§<: This investigatior. is still pending.

(U) This investigation wa elected for review during
the file_d-wide aygdit of lMational 3ecurity Letters conducted
03/16-72/2007 inl Inspect-rf | rio=ed the
cverprodaction of records. The Zile was referred to the CDC on
O3/15/2007 and a declsion wae made by the CDC to refer it zs a
possikble TOR matter on 03/20/20G7.

bl
b4
b7D
b2
b7E
b7A

b2
b7E
b&
b7C
b7A



NSL VIO-36398

SE%T b2

b7E

To: lnsrection  trom: I
ke: i1 27 3-HQ-T12267Y46-Y10, U3/25/ o

LEAD (s) :
Set Lead 1: (Action)
INSEECTION

AT WASHINSTON, vl

i)  Review this ET znz2 take ac-ticn a5 appropriate.
Set Lead 2: (Action)

SENERAL TOUMNSEL

AT WASHINGTON, DC

i1y Review thisg EC znc advise the Inspection Division,

IIS on ths referal of this matter as a potential IOB viclation.

5]

Set Lead 3: (Action)

I b2
b7E

aT

(11} Determine 1f any invegtigative use was mades of

Irecords produced [or Lhe period u9/23/200% to
10/14d/ 7005, If there was any use made cf these records, and
gufficient predication g7ill exists £ igsnue an N3L for those
recorads, request an HNSL for the records. If no investigative use
was made -f these records note this fact in the file.

+*



NSLVIO-36399 .
ALL INFORMATION CONTAINED lj&'}%i 1a-17-2007 o
HEFEIN I35 UNCLASSIFIED EXCEPT CLASIFIER BY 65173 DMH/ENR/ch
(Rev. 01-31-2003) WHERE - SHOWN - OTHERWISE

DECLASIIFY OM: 12-17-2022
SEQRET

FEDERAL BUREAU OF INVESTIGATION
b2
L7E

Precedence: ROUTINE e Date: (02/15/2007
| b7C
To: Inspechticon Attn: IZ-
Ceneral Coynse] Attn: MSLH
Attn: DO
ADT
From:
Contact:

Approved By:

ol
b7cC
Drafted By: L:tlk
Case ID #: (U) 278-HO-Cl229736-VIO (Pending)
bl
Title: i REPCRT OF A POTENTIAL IOE ¥ATTER h2
bh7E
sSyncpsis: (U)y BT provides Jdetails rezarding a potential IOE bé
matter. )
(- b7C

>~< M b7A
sify On: 03

Reference: (lIJ) EC dazed 11/16/2006, file 273-HQ-C1229735.

wh

Détails D On 03/15/200%, SE ]informed
the atting SULervisor, b -t a potential IOR
vimlatino N I Ty —~ P U R S e

': S:' """ Crerritted = : rl
ﬁja [SISERSIea R ] lmw

Surerviscor ig] |
L2 bl
b2
b7E
b7a

The
CAdoT wNao LTTL L LALUTLL, LT A= L LIt AL DOl T Yy O L3l O LluUuS LTSS SECt,j_Orl
ZI.E.1. "Circunstancoes for Opening ar Investigation™ parts d. "

7574 JWED SEQQET




NSL VIO-36400

SE;‘%T b2

T e Eroome: b7E
Re: 27e-He- 'lJ 9736=-V10, D3/1L/2007

An individual, group or ocrganization is -r mayv bes engaging, or
has or wxay nave engaged, in activities <c-nstiftuting a threat o
the naticonal security (or related preparatory or ojppu rt
activities) for on behalf <of a3 foregin piwer, " and f£."Arn
ndividual, group, or orgJanization is, or may re, the tarqet ->f a
recruitrent or infiltrazion etffort by an Internaticnal terrcrist,
f-orelgn power, or agent of a foreion power under cirounstances
iU)-.. re_ated to a threat to the rational cecurity."
hm”“mj}{:The 0T & et s oo d o whienn 3 Hational
|:S:| Jrity Tettsr - (NSE) dated 08/30/2000,
was sent tof
I I I'he oL
= = N S L L3 B W S 0 =1 L S Y WL A R N = NP R © T W R N w 0 L B T 9oL
Hh-,_tl_dllj rejuesied —he nzmes ard acdressess of all financial
nstituticons where Eff::f] records indicate the consumer
ma-ntjlno or maintained an acccunt. The HNiL alzo requssted
namss, addresses, and current zand past employers associated wizh

the concuncer identified in the NSL.

reaponse tothe 1O

In

¢ TEeCelve e report on C3/29/20
Uiv151on }rovided the Case Agent, SA | |

6.

provided the
""""""" credit report dated

an electronic

corgnuni caticon (ECY, dated LW0/06/2006, en- cging thel

re“u'ts in a 1A envelops..

l:S:I e o pEd TGN was reced /PdTT_WT' inn (@R aIaI s g

710

|NT’
Ahen =

/2006,

nutﬂd that although a full credit repcrt was provided,
had made an effort to black ocut the data to which the

vared, approved ard sent.  Thess

four

Palp]
he

SA

=BT

s noct entitled/had not requested, anc p_aced the report in the

iUJ' """" T ;EB(; To date, four additicral leads, sending additicnal
Y N o

‘toreyort te which —he FET was ertitled.

ponse Lo

(e ““E}Q: Cr 3/15/2007, in res
Cocunterintelligence DlvlgiOh'S
OITice of Generzl Counsel of the possi
repcrts rmay have been provided in
C-ounterterrorism NSLs, 3A'g]

1se Lo non-
| chiecke
DR G P S o= Tia B e

d  the

baszed on the information vrovided in

the

otification ky ERIIQ
‘tv that full credi=z

Jo oo s

E CAS ilez idQI‘LT'if'
ﬂ j"mmwmﬁﬁ'-7

ﬁt—u
L

Further ':QLEutlmn R 1a1ed INIENFEERRRL
attcmot to klacs ocut —he additional information had

sty

2

Jie reperts rey

CHLg T
been

=a
made

}D ‘yf

bl
b2
b7E
hd
k7D
b6
b7cC
b7A

bl
b2

b7E

b7D
bé

b7C
b7A

bl
b2
b7E
be
b7C
b4
b7D
b7A



NSL VIO-36401

§EC§E;
Toe: Inspection EFrom:

Ro: (U) 079-HQ-CT1229736-V10, U3/16/-007 ‘ E'?C
b4
— b7D
lkhle. SA] larad az
information provided by

was, 1in faclt, o peotontial “OR dolaticn Locordinals,
an C3/1%/2007%, SA]| et witk 2Dz

showed hiw Lhe NSL resnlts, and was inforned by Sbe chzt
th= results were in fact s potertial IOF vieolation. The rapor
#nclesed in a 1A envelope, was immediately provided to ADC I
on 02/15/2007, who then segquestered the report pending a '
determination from MN3LE as to whethsr this matter consbibutes an
OB violation.

the informaticon was still
welre unsure whether the kblac




NSL VIO-36402

s;eﬁg
b2

'
Tr:r Inspesoticon From: b7E
Re: (U) 278-HC-C12239736-VI0, 03/165/2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN

AT TS:

[£5}

[95]

(1 For information.
Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLE

(1)  General Counsel 1is reZussted to review this mat-er
and provide gaidance ags to the dispociticn of the sceguestered
matzsrials.

144

s%m



ALL INFORMATION CONTAINED NSL VIO-36403
HEREIN IS UNCLASSIFIED EXCEFT

- DATE: 12-17-2007
WHEFE SHOWN OTHERWIZE . e
(Rev. 01-31-2003) CLASSIFIED BY 65179 DHHFEER/ch

REASON: 1.4
SYECRET DECLASSIFY Ol

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/29/2007
To: Inspeschticon Attn: IZ-
Zeneral Counsel Attn: MESLB
b2
From: —_— b7E
o bé
: b7cC

Approved By:

Drafted By: | J:tmd  O0Sectmdul.ec

Case ID #: -0} °79-HO-C1229736-VIO

o bl

Titler >< REPCRT OF & POTENTIAL IOE VATTER b2
bTE
bl ”“SYﬁbpsis:”'-wM Tc report potential IOE matter. hé

) 5 : b7c

[5)  petails: 2= 1. Tdentificgrion of fhe gubatontive
o ctveatioatiogse Tlhe —c53e 135

Al Sl chpe-ovIoor wac| ] The ~ase
(1) —2 Turrently 3till open.

12381: Z. Subjects status: Mon-US Perszorn.
w:>§z -
dat=d

aation of <“he errzor ard all re_evant facts: By EC
0/, an N3 was sukmitted t:[:::::::]for delivery to

:correv,tly requesting Section 1691ulb) information on the sz
siliet By =C dated 02/08/2007 Zrom the results from b7E
Wer

o yooal
were submitted —o | _ | -ontaning o detailed bE
credit port on the sukject. The case zagent)] I b»7C

o un=il 03/16/2007. The= sSuLervisor, ,
notlrled Ly emall from his 3AC that OGC nad discovere ;bé
that may have submitted information Lo several FRI biD
divigTIons boyond the geoope of fthe relevant Zogal aathority.,  SSA

SE T



NSL VIO-36404

ITrape~tinn  From: | |
CTE-HO-C1 26T 30V I0, 03/729/2007

b2
b7E

Tos

for relevant doounents and
slot, an unopene
containing the above referenced crediz
| | B4 | ] Toics
Mzr~h 14, 007, 2Sh] reported 1o o
March 15, 2007 whec rerorted
16, 2007, SSA | wvas on TDY to

H3L audit ky tne Director,

as requesE“d
this potertial IOE.

bezar. a2 sear:-h
| mail

)
[85]
<

U]

4

Zourd

sams to O5C the nexzt dzy.
J]to complcte an
delaying zeportirg of

in

Or.

envelope inside a 1A enve_cps=
report as provizez to

s Jdiscovery was made on approximately
Lhe SAT by small or

March

b2
bTE
b6
b7C
bé
b7D
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NSL VIO-36405

S ET _
- | b2

LTt Inspection EFrom: | 1 b7E
Rer W 2TC-HE-C1223736-V L0, 03/29/2007
LEAD (s) :

Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1Y For ac-tion deemed appropriate.
Set Lead 2: (Action)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(1)  For action Jdeemed appropriate.
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(Rev. 01-31-2003)

ALL INFORMATION CONTAINELD NSL VIO-36406

HEPEIN IS MNCLASZIFIED EXCEPT
WHERE SHOWH UTHERWISE

SYYRET

FEDERAL BUREAU OF INVESTIGATION

ROUTIMNE

3/29/2007

Precedence:

To: Attn:

Attn:

Inspection
Zeneral Counsel e
h7C
b2
b7E

From:l

Lqrjl lad
Contact:

SA

Approved By:

Drafted By: | | S

Case IDM#:Zp%i ZTE-HQ-C1229736-VIO (Pending)

T1tle><)

mSynopsiscm:)ﬂi: To report a potential IOE matter.

REPCRT OF A POTENTIAL IOE MATTER

memmmmem§§§<:

Administrative:
olodect s a p
and S

_Details:

il

Deri rom - =
1fy oOne
(3S) Subsctantive invectigation:

resumed U.S. person); Re_evant cersconniel:
Y| |

]|

In an N31 dated 02/ e FETI ]

bl
b2
b7E
b6
b7C
b7R

bl

b4

] On 03/ 97 0o, =S54

TV i BV atak el )
rﬁgéned t

he tederal Erpress envelope frow |

b7D

I The

TLonig S11lp 1L
/27/2007 via

enve_cps, SA

Jlcared -hat Lhe envelope was shipped on
Standard Overnight. Inmedizatsly upon opening the
conducted 2z cursory review of the information

b6
b7C
b2
b7E

enclosed to ensure compliance with IOB regu_ations. SA
determined that records auboide of the pericd
requested, spzcifically fron Thesze records

-been zequestered.

b7A

wWeregnlassl e

have

m -

) A carrier providing irnZormaticon bevond the scoope
of the FISC order or other relevant lezal authority resulting in

SEARET
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e Inapeotion From:
Re>< DTG-HE-C120 9T 36w L0, DAl L0/ 2007

NSL VIO-36407

sgcié\rr bz
bTE

p

the unintentional acguisizion -f data, c¢onstitutss a potential
ZOR viclation, which requires mandatory reporting.

i

SE T

bl
b2
b7E
bh7a



NSL VIO-36408

SE T

~1 N

b
(I} 7-: Inzpscticon Erome | b7E

Re>< 278-HE-C1229736-VI0, D3/7-9/2007

LEAD (s) :
Set Lead 1: (Discretionary)
INSPECTICN

AT WASHINGTON, DC

(11 Review potential IOE matter.
Set Lead 2: (Discretionary)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(1) Review potential IOB matter.

+*
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NSL VIO-36409

ALL INFﬂRﬁATIﬁN CONTAINED

DATE: la-17-2087

(01/26/1998) ”dIFIEDWE¢LE?I CLAS 5% 55179 DHMH
RELSO
SECBET DEL
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTTHE Date: 3/6/07
T b2 Attn: 3 CLC
o ' n: SAC, CLC
b7E ssel |
3u| | ‘
Counterintelligence Attn: TD-34 bé
25R L. b7c
Inzpection Attn: IIZ, I
From: General Counsel

Mational Securi=zy Affairs/kozm 7974
Contact: Julie F. Thomas

Approved By: Thomas Julie F.

Drafted By:
(U .. > Y

CaseID#:

itle:. ><

2006
(e ‘Syncpsistoooe { This Electronic Communication (EC)
revision of our initial conclusion (EC dated 11/03/0%
had bsen an error repor-able tco the Intelligence

(IOBE)] in this matter.

(- rase involvel a ~el
the
terninated the coverage

telephone numker,

(see discussior infr
unbhelknownst to the FBEZ,
et el Hed crUSs™)
under the misimpre:
surveillance of this
ere was not. In fact, —he FEI was ir
Lo21 LP‘HLd: for that nukes, purscart
Security Letter; therese was
cc_lular telephone numker,

=

Was

e ey

314l es

ion

Ansigned AT
nitially

ctronic

S

WaS
ele
th
Lo

12
a5

1. ar
subject of the investigation,
. That

rerson.

PCSSIELE INTELLIGENCE OVERZZIGHT EFOARD MATTER

contains
that =—her=s
OVEfolght Loard

a

telepnone numbear
later
zame

WO

sukbsequently

FRT OGC

5 that there had kbesen
cellular te_ephone namber,

but

receipt only of telephone
3 legitinate

unauthorized FISA take ¢on this
originally thought. (8

Matlonal



i

B an- From:
PI=HO-C10297

Thus, it 1s the curren
Counssl (0GT) that no

therefole notaing need
decigion zhould be mai
fzr review by the Coun

(1)

Referendéf“}}ﬁ: CTE-HO-Cl2298736-VI¢ 5" :
b4

NSL VIO-36410

SEC% o2

Seneral Courcel bTE

36-VI0, Z/06/07

t opinion of the Office of the General
error was CJomoitted in this rmatter, and

e reported to the IOLE. A record of —<his
n-ainsd in trhe irvestigation control file
sl to the IOR.

from -« o
Ssify On: 1§é

h7E

iy
[
[
LO
1
(9%}
[}
l 4
=
[
i
(odl
o
|

electroric comrunication (EC) from b7D
| IR e I AoY W A uT A Y = Iy S Mg b6

b7C

I a4 Sl :lT-‘l ve and rellaple

|:S:| =l sTun = B nelrann 1

was using a cellular —elephone

™ Nartlona. Security Letter(M3L) was

cn May 9, z0CH requesting subscriker

Cprepars:

information.
(-

igj S Cn June

26, 2005, the resu_tzs were delivered —o

- Fleld Offide; étd“iisted as the
iSj s subseriber, cout. listed home addreas ang worlk telephone bl
S Lubel as L_"-'.I:"_‘:“»‘T infc J,lllﬁ-l»-r~\-d~---~“'I" ] : il
|: :| B e o1
b7E
b6
b7C
- bl

IR I

b2
bTE
bé
bh7cC

) con May

19, 2006, zan NSl wag jorecgred leduesting
forthe prope puncord lfor the

tsj R R B billlnq fCCOLj“
p_rlod of fime from

bl

y4 1
SELRET b2

“



NSL VIO-36411

SECKET
b2
From:  General Courscl  b7E bl

R ZTR-HQ-C1229736-VI0, Z/06/07 b
b7C
iS? ----- e Thlo Moo was prerares bhaszsed upon the fact of the b2
aooociAl O o Alongy with the subaoriber
ioforpation address and Contact telechons nunber which reflected
iS? R & known address znd work tf;-phunx mamkcr.

ol

24, zona, 38| coeived Loll e
>cords via thel |Field Office in response to b7D

the May 13 NSL. The zewmomoarzaoz ved were divided between tweo bhé

iSj gl rlbﬂr rhrogesaa and those of 2 Secon?______1 le

On July

reflested Lol !

<

iga oA iltluu"¥:' shone runbsr in.guestier—| .
terminated.of TR new sukscriber TOORTOVET TTE b7E
iSJ """ T account orf kecords for this sukbscriber, =
presumed U.5. person, were provided oy from
(-
1'he Pregident, by Executive Order 17334,
dated 12/04/1881, establistez the President's Intelligence
Oversight EBoard (2IOB). Or. 9/13/.992, by Zxecutive Order 12363,
tne DPrezsident renamed it the Irntelligence Oversight Board (IOE)
ablished the Bozrd as a standing cormittes of the
nt's Foreign Intelligence Adviscry 2oard. ﬂmonq its

bilities, the IOB lhas besn given alitaority t£o review the
actices and procedires re_ating to foreign 1utelllqeuﬁe
creign counterintellicerce col_ection.

o

(1J)  Sec.lon 2.4 o7 Execullve Order (Z.0.) 12363,
dated 05/13/1993, mandates that Inspectors General and General
Counssl of the Intelligence Community cowponents (in the FBEI,
tLhe Assistant Dlr@ﬂfo_, INsSD, and the General Counsel, QGZ,
respeclively) report Lo Lhie TOBE Yeoncerning intelligence
activities that they ]&16 reason teo pelieve may be unlawful or
contrary to ExecuTzive crder or Presidential Cirective.” This
languadge has been interpretez fo mandate the reporting of any
vinlaticn of a provision of The Attorney General's Guidelines
for F=T Mational Security Investigations and Foreign
Intelligence Colleoction (ME8IF), cffective 10/31/2003, or other
guidelines or reqgulaticns approved by the Attorney General in
arcordances wi—h F.O. 123533, 2ated 17/04/71931, 1f such provision
was designed <o ensure the protection <of individual righzs.
Viclations of provisions that merely are administrative in
natiare and noT deemed fn have kesn desiqgned to ensure —he
proftection «f individuzl rights are generally nnt reported fo

1
g

SECEXT

[Wa]



NSL VIO-36412

Cour.d

o . I From: Genoeral
Re:™ )Q STE-HQ-C1029736-VI0, 3

t£he ICRB. The FRI Inspection Division is required, however, to

maiatain records of such azmindistrative viclations for three

Y so that the Counsel to the ZOB may rszview them upon

re 1met The determinztior, as t2 whother 3 matter is
"adwinistrative in nature” nust ke mads by O5C. Therefore, such
Administrative violations must be renorted as polenlial TOE

natters.

T (X NSLs are a specific type of investigative
tool that allows The FRI Ot obtain certain limited types of
information without court interventicn: (1) te=lephone and e=mzil
commrunications recorxd from telephone conpaniss and internet
ervice providers (Electroric Communicaticns Privacy Act, 18

Vo Loy

—+
T

5 2709; (2) records of finmancial institutions (which is
vely brcadly defined) (Right to Finanztial Frivacy Act, 12 UJ.3.C.8
3414(&1(5)(A), (3) a list o ZinancZal institutions and -consumer
identifying information from a credit repcorting company (Faixr
Credit Reporting Act, 15 U.S.C. §Sn 1e81luf{a) and (k); and (d)
fall credit repors in an irterrational terrorism case (Fairs
Credit Kepcorting Act, 15 U.S.C. § 168v). HNSLzs may ks issu=d in
conformity with statutery recuirements, including lg ULS.C2. §
Z70%, NSIG, Section V.1Z.

HM%””“W:)ﬁz Here, duripg ap auth-rized investigation, =—he bl
F=I properly served zn HEL onl Ia cellular telephone b4
iSj T previder,.and raﬂélvad teleptore te 1 recards for the requested b7D

(e )]
.

9]

.

P

.

[}

i

cellular fblephmn@ T E T IHoweveL, unkbeknownsh be
iSJ Lt LIEL the-spbdest 1 Ferminated his subscription 17

o this number on and a3 new zlbscoriber, 5 B2

preszumed US person, tool over tThe account onl 005, ﬁ

Tz, Lhe FBRI received inZormall - n--Loll records for this b7E

subscriber from| |kevond

what 1t was legally suthcrized TC receive. | JTias

sequestered the[::::::::]reh r2s for this perind.

EUj ST Bv agre=sment with the Counsel to the IOB, it
iz our cpinioncha®™ thiz error o not reportabkle £o the IOB. A
record of this decision should be wmaintained in the ocontrol file
frr fature review by the Conrss. o the TOR.

SEARET



NSL VIO-36413

SEQ&E?

Sroms General

) 1o
SIE-HO-CLEo 9 36-VIO,

Red -

Set Lead 1: (Action)

Tonnse j -
ounsel g
S/oc/on

bl
b2
b7E
b4
b7D

1/ ><:|

Lone Ftise

is T&girested to return tol I

r;ha_aaauﬁﬁtered toll records ~of felepl

Set Lead 2: (Info)

COUNTERINTELLTGENCE

AT WASHINGTON,

(U) Read and

Set Lead 3: (Info)

AT WASHINGTON,

(17 Read and

CC: Ms. Thomas bé

b7C

IOE Library

144

9!
'_l
D
[\
H

clear.

SE@(\



OL261999)  VHERE SHOVN OTHERWISE

(-

m

-

ALL INFORMATION CONTAINED NSL VIO-36414

HERPETH I7 THCLASZIFIED EXCEFT

DATEY 12-17-3007 N

CLESSIFIED BY 65179 DMH
SE%ET FEASTI 1.4 (o)

DECLAZSIFY ON: 12-19-2032
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: 03/_2/200C7
ro: [ ] b7E Attn: 83C, COC

Counterterrorisn Attn: AD

Inspecticn Attn: II=

From: Ger.eral Counsel

Counterrori=sn Law Unit IT/LX-1 33100
Contact: |
Approved By: lhcmas, Julis F b6

b7C
b2

‘"“Drafted By: r47 I pix

Case IDmﬁr*ZZ§*<§f8—HQ—C1229736—VIO

Tifiéﬁ~w}>{i INTELLLIGENCE OVEXSIGHT BOARD MATTER,
IOE Z0CT4

Synopsis:- x Tt ‘s the opinion of the Office of the General
Connsel (OGZ) that this matter does not warrant reporting to the
Intelligence Oversight Board (IOB). This mat-er was reported as
3 potential IOR because it was referenced in tThe OIG draft of an
HEL report to be issusd Marzh 9, 2037. Submissicon of this matter
—o the OPR 13 a matter within the cognizance of the IIS.

Reférence: - SHE-10-CL228726-VIO=-"183

Administrative: (C) Trhis comruanication contains one or more
fooonotes. To read the foctnotes, download and print The
docunent in WordPeriect €.1.

Details: (1) Refererced comuunization from the Field
Officel catec LI/0Z/2007, rejuested that OGZ review the
fac=s of the captisned matter =nd Jdetermine whether 1L warsanbs

SERRET

b2
b7TE



NSL VIO-36415

- l It

From: 5ene Sl
36:VI®=218SME}iij

repeorting to the IOE.  In our opinior, Zt docs not.  Our analysic
follows. bl
o | . b , b2
Co PR As discussed in ThP electronl - conrmanicatls ‘ -
fronl e dted e lowe o

cpened]
S a ‘United StTa—-es
_ i) of the Foreiqn
I32),” in order to
iors of tiess to terrorism.

Lol D=L L W=l LT

Surveillance Act <of
information cor allegs

EU}W”“”“““ """"""" j}ﬁiﬂn NSL was issued on 04/05/02 under the authority b2
of the Elesctronic Communications Privacy Act (ECEA) se=sking Zo11 bh7E
billing and sabscriker informaticn Zor the subject’/s t=lephone
acccunt for the poriodl | Because

dld rnot comport with the billirg cycle on the sukbjeczt’s

e, The carrier provided 1hformdf1ur which dated kback to
| Due to the fact that this possible overcollection was
disczovered by the OIG during the ccourse cf Zts MN3L auadit,
repcrted this matter as a potential IOB by ET dated ﬁlf;B/ L

footnote 1, above.) We note that this overcollecsticon should

cezn reported by[::::::] g5 a potentia. IOB witnin fourzeen

ot its discovery.

(1) Section 2.4 of Execublve Ord=r [(EO) 12363,
/1993, manda=es that Inspectors Gensral and General
the Intelligence Community compcnents {(in the FPBI,
sistant Director, INSD, znd the General Counsel, OGC,
ively) report. o Lhe TOB coresrr g ‘otel1ligence

that they have reason to belleve may ke unlawful or
o Erzecutive corder ¢r Presgicerntial directive. This
az adopted verkbatim from EO 17234, dated 12/04/1%21,

IeEsLEe

g
activities
contrary
_anguage ws

t L')

-

< Sew ZT6-HO-CT1222735=-VID, S=r’al daled 02/23/2007 aud
titled, ia part, "Inzelligence Oversicht Ecard (IOB) Error.™

z

- (U) A “nited Statesz perzon” (USP)is defined in Section 101(i) of
thz Fureign Intelligence Swrveillancs Act (FISA) (codifisd at 50 U,5.C0. §
1801 =t =2eqg.) a2 Y& citizen of the United Statez [or] an alien lawtfull b2
adnitted for permarent rezidence (as defined in zection 101 (a) (20) of the
Trvigration and Maturalization Act) . . II.W o The

ittorncy Sencral's Guidelines for FBI Forcign Intelligencs Jellecticon and
Forelgn Counterintelligence Investigations.

sné@'r




NSL VIO-36416

iUJ““~mu SEC&E; -
e ) ~From:  Genegal fLoursel bIE
Re: Z278-HQ-C1209736-VIO-"18&3 (3¢, O3/20/ 0007
when the I0S wac inown as the Pregident's Intelligence Oversight
EBcard (EICE). By longstanding agreenert betwesn the FEI and the
OB {and its predecegsor, the PIOR), this languadge has been

nteroreted to mandate The reporting of any viclation of a
provision of the HNSIC, or other guidelines or regulations
agpraoved by the Attorney (Generzl ir accoordance with =0 12333,
dat=d 12/24/1981, if such provisiorn was designed in full or in
part to ensare the protecticon <f the irdividual rights of U.3.
perszons. Yiolations of provisions that are =ssentially
administrative in nature need not ke reported to the 1oB. 'The
FEZ s regquired, however, to mazintair. records of gach
administrative viclations so that the ZTounzel to fhe ICE may
review them upon regques=.
e
'"“::>%Q:EUrther, by _etter dated 11/13/2006, —<he Counsel
£: ths I0Z agreed tha- —hird parzty errors in the collection of
nformation puarsuant —o an NSL must be repcrted to O5C, but are
not reportakle to the IOB. FPrior theretc, third party errors
were rerortable to the IOB.

URES "“““““““"'>X< ECPA, 18 U.S.C. 2709, permite teleghons toll
bi_ling and subscriber information to ke gathered pursuant to a
national zecurity letzer. 1In this irstance, the information
provided Lo Lhe FBI wen. beyond Lhe ccuops of Lhe rejiaest.
nvestigation has uncovered the fact that the additional
nformation was provided by the carrier kbecause it comported with
the billing cycle of —he subject’s telephone azcount. Therefore,
fPhe carrier ohose Lo provide Lhe (o ormat bon sooght in the wanner
m-st convenient to it. Since there was no error on the part of
the FEI, this matter iz not reportable to the IOE.

CONCLUSION

(U} For thesze reascons, OGC conc_udes that this mat-er
dzes not warrant being reported to the ZOB., However, the
nverccllected material must be destroyed or returned to the
carrizr, depending on Lhe wishes of the provider. IE Lhe
nformaticon is relevant to the investization, it may be
sequestered until such <ime a2 another HEL 1=z issusd and served,
and then the material may ke retzirez and used by the EBL.

SEgEFT



NSL VIO-36417

SE}R‘ET

To: Tronm: Gereral Counsel b7E
(I Rre: 2-?-~S~HQ—ul;—‘ﬂﬁ-s-.a:.i:;-.bw'*JI<:i).f.t_¢1.:3.::n..><, 03/12/2007

LEAD (s) :

Set Lead 1: (ACTION)

] bE
ATI

(U)

For handling of the overccllected material
cor.sistent with this

EC.

Set Lead 2: (INFO)

COUNTERTEXRCKISM

2T WASHINGTON, DC

Xead and Clear.

Set Lead 3: (ACTION)
IHNEPECTION

am o

WASHINGTON, DO

(U) Maintain repor- of potertial IOE, toge
copy of this ovinieon, for zhrece ycars Zor prssible i
coungel for thes I0z=

(1J) Other

i

action as deemed appropriate.

ool

6
7

C
*

ther

wizh

3
nepecTion by



DATE: 12-17-2007
(Rev.0131:2003)  "ERE FHDUN JTHERULISE CLASETFIED BY 65173 DN
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Detailst

ALL INFORMATION CONTAINEL NSL VIO-36418
HEFEIN 1% TMNCLAZ3IFIED EXCEPT

FEDERAL BUREAU OF INVESTIGATION

Precedence: KCUTTHE Date: (3/13/2007 b6
. o b7¢
To: b2 Attn: SS5A
b7E
Inspection Attn: Internagl Inves-jigatrive Section
Attn: Room 11865

From: “Gereral Councsel
National Securiiy Law BEranch/CTLJ IT/LZ-1 353-100
Contact:|

Approved By: _Thomas Julie [ bé
b7C
Drafted By: I tneb
Case ID #e HO-C2229736-VIO
Title: (17} Intelligence Overgidhi EBoard 2
(ICE) Matter 2007:‘ |

SynoﬁéiST“:>S<: It iz the opinicn of the Office of the General Counsel
(OC) that TheTakbove referenced matter nesed not ke reported to the
Intel igence Oversight Board (LOB). Our analysis follows

- 3 i om - = -
Y On: L2
’Reference:--jﬁ( 27E-FQ-C122973A-VIO Serial 21384 Db7E
(3)

Administrative: (U) This comuunicaticon contalns one o mors
footnotes. To read the focTnotes, downlzad and print the document in
Corcl WordPorfeot .

electronic comnmunication (EC) dated Feluary 77,
2007 ans referenced above, the[:::::::]DivisiOh reported to
the OGCYs National Security Law Branch (NSLB) and the Inspecstion
Divisien thiz wnotential IOE ma<ter.

SR
<

b2
b7E

SE



NSL VIO-36419

L seifr b1

S rrorism Drom: General Counzel b6
Re: S-C1229T736-V10, 3/15/7°007 B7C
b2
BACKGROUND bL/E
= initiated

B Un_ted Statef peroon. On
T L, oS NI oA eIty oot ter (MNEL, was issued for —he
supbje-t's subscrilber and ~oll records for the ceriod of |

| | When toll records were received from —h
ooy der, they covered The pericod o

[}

 th

The prerind that wag cove-ed that was not requested by this
FEL was Howewver, a previous MSL
had beerr 15z02d on Adgust 19, 200C wr.icir coveraed most, but not

all, cf this overrun period. This overc:zlleztion should have
been reported within fourzeen days of its discovery. It wa:
repcrted, however, until discovered pursuant to the CIG MSL
andit.

ANALYSIS
(U)o

.

S As regquired by Executive Order (E.O.) 12833

eEat 13, 1993) and Scction 2-56 oI the National Forecign
“nte’ligence FProgram Manual (NEFIPM), O3C was tasked to determine
whethsr the errors described here are matters that should ke
reported to the ICER.  We believe that the regported activity does
n-t rsguire ICE notification.

(1 Rection 2.4 of E.O. 12863 mandates that the heads
of Intelligence Comuunity componente repcrt 31l informaticon —o
Lhe ZOR Lhal 1L deens necegszascy Lo carry oul ilbs
resoonsibilities.  That section recuires Znasoectors GCeneral and
Gersral Conngel of the Intelligence Community to report
"intelligence activities —hat they have reascn to kelieve may be
un_zwful cor ccntrary —o Erzecutive orzZer or Presidential
dirsctive." This language has beern interpreted to mandate the
reporting of any violation of guidelines or regulations approved
Ly thes Attorney General, in accordance with E.0O. 12333, if suzh
provisicon was degigned in full or in part to protect the
‘ndividnal rights of & linited 3tates person. This ioclades
vinlations of agency procedures iczcucd under E.O. 12323, unless




NSL VIO-36420

sECyir

To: Counterterrorism ronm: General Counsel
T36-V10, 3/13/7_007

Re: :ﬁ(ﬂ A E-He-1 203

they invelve purely administrative matters.! For the FRI, OGC
submits reports to thes ICE.-

T,

() -

s The Rttorney Feneral's Fuldelines for FEI Foreign
_nte_ligenfe Chnllection and Foreigr <

Cosnterintelligence
_nvestigations (MNSIG) provide that "all lawful investigative
technigques may be used in full investizaticns.™ MN3IG

Introducticon) at 4. Secztion Z-50 of the WNEFIPM identifies as
repcrtarcle to the IOR unauthorzized irvestigations, the use of
un_zawful methods and Technigues, exceexing the authnorized scope
of cermitted dpt1v1t1~o, and failirg to adhere to wminimization

~~qu'r91@Jtn.- )
b2

: In this instance, gcught information b7E

re_ating o a telephone nunker assoclated with the sabject 2f a

fu_l investigation, and cbtained data for a Teriod greater than

regquestzd, However, —he information was re_=svant Lo the

' stigation and partc of it, kut rot a-l, had alrszady keen

rd by ancther NSL. Zurther, the error was wade by the

Thcre was no orrerz in the FRIZzs NSL. Ev lotter dazed

1%, the Counsel to the IOR acreed that third party errors

R See FEC Trom Tospechion Division to A7 Divisions;
Title: “Revised Prccedures for the Submission of Rep-rts of
Potential Trgislld Oversigat Board (IO3) Matters, Czze ID # £6-
Ho-A1247363 at 5-¢ (Z2/10/2005). Tre FBI is L@;JlL@j to .
raintain for Lhree yezrs records ol administrative violatlons, (oo b2

possible review by the Tounsel to the IOE, together with a copy of
the opinion concerning the bagis for the determinaticn that IOE

notification was nct refquirec. Id. at 6.

See id. at 4.

[
w2

e - See also id. at 5, identifving reportable matters as
Including: (1) activities believed to be unlawful cor contrary to

Executive Orders or 2residential directives; (2) suspectec
violations <of the Constitution; (3] unzuthorized investigations; (4)
uze oI methods or technigues other than those authori:ed in the
conduct of preliminary <or full investigations; (5) initiating a form
onf electronic surveillance or a s=arch mltjout authorizztion from
the FISZ, cr failing to terminate an authorized surveillance at the
time prescribed by the Zourt; and (&) failing to adhsre to the
minim14dt1un or disszemination regquirements specified in a FISC

Order.
aE(}ﬁ

3
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(-

Counferterrorism Trom: Fene

T Counael
'U_H(ﬁ‘_' l “H_b «336_‘\"J_C),

/007

A
M
c

n the ~ollection of information pursuant o oan NSL wust be
repcrted to OSC, kut are not reportakbles to the IOBE. Drior
thereto, third party errors were reportakle to the ICE.  Under

the 1: policy, this cvercollectior reed not be reported to —he
_OB.
CONCLUSION

() OGC concludes thazt thisz matter does not warran=
being reported to the IOB. However, the overcollected material
that was not covered by any NSL must be destroyed or returned <o
the carrier, depending cn the wishes of the oreocvider. If the
nfcrmation is relevant to the inves tl;at;cn, 1t nmay ke
sequestzred until such Z“ime as another HNIL L3 1ssued and served,
and then the material may ke retzirec and ussd by the FEIL.

SE¢RE
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SEbQET

iU?“~ To: Tounterterrorizm From:  General Counsel
TRe:. N5 TTE-HQ-C1L20736-VIO, 3/13/2007
LEAD(s) :
Set Lead 1: (Action) o
| | b7E

() For handling of the overeollected mzferial
congistent with this EC.

Set Lead 2: (Info)

ZOUNTERTERREORT SM

AT ITOS

(') Read and Clear.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(J) As provided in the Revisad Procedures for the
Submission of keporte of Potential Intelligence Oversight Board
(lOk) Matters, reta’n a record of the report of a potentizl IOB
mat-er for three vears for possikle review by <he Counsel to the
IOE, together with a ozpy of the OGC opinion concerning the basis
for the determination thal TOB notification is not regquired.

o
IS
o]

*

SE?R%T\



ALL INFORMATION CONTATNED NSL VIO-36423

HEREIN I3 UNCLASSIFIED EXCEPT DaTE: le-17-2pu%
VEEDE SHOUN OTHERUTSE CLASSIFIED BY 85179 DHH/FSE/ch
(Rev. 01-31-2003) i BEASOH - 1od (oY

DECLAZSIFY ON:- 12-17-20%%
SEYRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/28/2007
To: Inspecticn Division Attn: Internal Inspeczzion
Section
Office of Lhe General Counse=l Attn: Mabllonal Securi.y Law
Brancn
b2
From: ! kS;E
Squad' ;
Contact: GSA :b6
b7C
Approved By:
Drafted By: t111
Case ID #: (U) 278-HO-C1229736-VIO (Pending)
(anummiitle: i REPCRT OF POTENTIAL IOB MATITER
Synops-i“s‘“"" S The purpose of this comumunication is to report a b
prtentizal Totelligence Oversight Bcard {(IOE] natter. f
b7C
11{ E pesued From 63— b4
’ n: b7D
b2
Attachment (s) : bTE
Z1 (1) Copy of Lired 10/19/°006, EC I
approving REPR NS—Tormmer—Trd | fbl
LS (2) Copy of | dated 12/19/2006, DTA
REFE MNSL reguest Lol
g1 (3) Copy off J=ted 03/°0/2007, SAC
_etter to [
l:U:I f2 {4 [ETSEY r:.i'l J
Detalls >< This repors wieepotertial TOE watier de egarding
fE} """ cage TdentA tsation- numkeLl |
l [OSTETr — The——ase bl
Aol 15 opeclal sderi-  orl ]

| | Sasas] | sA :E%E

bé
sa‘:m b7C

b7A
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NSL VIO-36424

SEGHET . <
b7E

Inspection Divigion  Fooms | I
y S

(UYy 278-HQC-1229736-V10, D2/28/2007

x ]
m

supervisor is Supervisory Special Agent

fauad] |

uwwu““;><: Cn 03/20/2007, Special Bgent | |
received the referenced EC along widdeansweolod LD LISl ool

Security Letter (NSL) addressad tol |

b6
b7C

bl
bé
b7C
b4
b7D

lattfent -zl

- mald fhe rocqiested finapncoial RS |

b7A

Fespecflveiy, To. peslos LI _Loephicli Lo LLeser .
(Uy Cn 03/23/°007, SA reviewed tne financial

drcuments and discovered a third parry ericr consisting of 25
dzouamzsnts containing financizl inZermaticn ©of a3 pergon ol
requested in the N3L. Nozing this discrepenczy, A1 |
subseguently contacted | to determineg] |

desire regarding dispos ocunents received in erreal

requeosted SA rcturn the dozurents to

v Lall with a note ectiny those dozurents were receivead
I Error.

(I Crn 03/°26/2007, docunerts were returned v FEOEZ,

Itol

bé
b7C
bd
b7D
b7A

pttenticon:|

SEC

11
14
27D
e
h7C
h7A
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SE?ééT

: N N b2
Dot Inspesction Divisgion  Fooms b7E
K !

Re: (U) 278-HQ-01229736-V10, 03/28/2007

LEAD (s) :
Set Lead 1: (Discretionary)

INSPZCTICN DIVISTION

AT WASHINGTON, vt

(1 Fotential IOR matter.
Set Lead 2: (Discretionary)

OFFICE OF THE GENERAL COLUNSEL

AL WASHINGION, DC

() Fotential IOB mztter.

*
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NSL VIO-36426

LATE; 1:2-17-2007
ALY THFOENATION CONTATHED CLAGETFIED BY 65170 LHH/BIES v
ERETN T4 UNCLASEIFIEL EXCEDT FERSOM: L ra{c)

sbﬁss?

FEDERAL BUREAU OF INVESTIGATION

Precedence: =OUTINE Date: 03/0&/2007
To: Attn: AT, CLOC
Counterterrorism Attn: AD
Inzpection Attn: IZ°: .
b2
From: Gerneral Counsel jb7E
Counterroriamn Taw Unit TT/LY-" 35°C( bhe

Contact: h7C

Approved By: Thomas, Julie F

Drafted By: :odg

Case ID #+ T 7%-HO-C1229736-VIO

'Title:“m)><: INTELLIGENCE OVERSIGET BOARD MATTER,
ICBE 2007

-SynopsiSfm“EEQ: It is the opinion oI the Office of tne General
Conmasl (0G0) that this matter does rot warrant reporting to the
_nte_ligence Cversigh= DBoard (IOB). Stbmission of this matter to
the OFR iz 3 matter within the ccgrizarcc cf the IIS.

()

b2

Reference: D] 278-HO-C1225736-VI0]

Administrative: (U) This communication contains one or more
frotnotes. Ta read the footnotes, dowrlzad and print the
d-ocument in WordPerfect 6.1,

Details: (1) Referenced communication from the Field
Offics (CFO), dated 02/°72/2007, vemmested that OG0 review the

facts of the capticoned watter and Z=terminse whether it warrants
repoerting to the IOE.  In our opinieor., it deocg not. Our analysics

fz_lows.

(Uymmmwmmmm:)ii: Az discussed in the electronic -cownrmanication (EC)

from
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oy
b7E
b6
bh7C

“-‘” FE R el

""" “EXQ Zuring the 1nv:sfiqntion,[:::]i:suod an M3L on

07/C9/2004. Tae NSL rejquested a copy »f the subject's consumer credit
report nnder the Fair Creditft Repertirg At The HET was properly b2
drafted except that the certificatior inc_uded the languages for b7E

certZfyving an REPA NSL.  Further, the accompanying Eloctronic
P‘mﬂuni“qtion ("EC") was properly 2raZted excect that it stazed in the

'"Synowsis" section that the N3L was beingy issued under the Right to
Fimanzial Privacy Act. O:herwise, 1ts dfChripfiﬁn of the reguest and
the Znformation provided by the EC Zor conaressional reporting
purooses were accurate,

(1N 3Secticon 2.4 of Executive Order (EQ) 123632, dated
0¢/13/1993, mandates —hat Inspectors Genera’ and Gensral Counssl o
the _ntelligence Community ccmponerts (in the EBIL,
the Aszsistant Director, INSD, znd the Seneral Tounszel, O57,

' ively) resport Zo the IOB corncerring _ntelligence
; have reason to believe may be unlawful or contrary Lo
nrder or Presidential directive. 'This language was adopted
versatir from EC 12334, dated 12/04/19¢2, when the ICE was bnown as
the Prezident's Intelligence Oversight B-ard (FIOB). By longs—anding
ajyreenent between the FRI and the IOLR (and 1ts predecessor, —he 2IO0L),
thiz langaage has been interpreted tc mandate the repcrting of any
violation of a provision of the NSIG, -r other guidelines or
rejyu_zticons approved by the Attorney Gen=sra. in accordance with EO
21323, dated 12/04/1981, if such provisicn was designed in full or in
part to ensure the protecTtion of the irdividual rights of .3
persons.  Violaticons of provisions that are egsentially administrative
_n nature n=ed not ke reported o the IOE. Ths FBI is requirad,

2Y to maintain records of such acministrative violations so that
thQ Ccunsel to the IOB may review them upon reguest.

() -

f

) Seclion V.11., Investigative Techolgues, of The
Attcrney seneral's Gulidelines for FBEI MNaticnal Security Investigations
and Foreign Intelligence Collectior. (HM2EIZ) provides that Naticnal

Securifw Letters may ke issued in corZoriity with statutory
regulrecent s, inoluding the FRCA, 15 TJ.3.00 Retion 1681y,

b2

! 278-HQ-C1229736-VIO
SE;zsﬁ
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NSL VIO-36428

(U) The MZL a=< issus in thisz case wasz propesrly issued under
the Fair Credit Reporting Act. The MNZL contained languadge from
Another N3 statite, Tile 12, 110300 Section 3414 (a4) (%) (A), the Right
t> Financial FPrivacy AcT (RFFA). The language was, to wit: "I
certifty that thesce records are sought for foreign counterintelligence
nvestigation purposes o protect agairst internaticonal terrorism or
clandsstine intelligence activities, ard that zau-oh an investigatisn of
a United Ztates person is not conductec zolely on the basis of
activities proteccted by the First Ancncment to the Constituticon <of the
United States.”™ While the RFFA pernits MSLs for records related
nternaticnal terrorism or clandestire nte’ligence activities, —he
FZRA ZFeztion 106%1v permits N3Ls only ZIor recocrds related to
international terrorism.

()

(1) The clerical error made in the MN2L doez not affect the
_egitinacy of the MSL. This was ar international terraorism (IT) =zase,
and a desscription of Z—he IT nature of the casze iz documented in —he
K. Furtnher, the mistake made in the synopsis <f the EZ, while
othzrwize a proper FCRA 1681v EC, =zo 't affect the legitimacy of
the NSL.

1

f

CONCLUSION

(1) OGC concludes thzat this matter does not warrant being
reported to the ICE.

LEAD (s) :

La
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iy

e sﬁj&fT 17
Too From: Gensral Counse b7E

HG-C12297326-Y10, 03/02/2007

Set Lead 1: (INFO)

b2
AT] b7E
(U) Read and Clear.
Set Lead 2: (INFO)
COUNTERTERRORIGM
AT WASHINGTON, DC
{11y Read znz Clear.
Set Lead 3: (ACTION)
INSPECTION
AT WASHINGTON, DC
() Main=-ain report of potertial IOR, togetner with a TORY

«f =—his opinior., Zor three vears for possible inspectlon by counsel
fivr the IOE

(1J) Oller zcticn as deemsed appropriate

1 - Mg, Thomas

1 _

1 he
1 - IOE Likrary bh7C

P
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LATE: 13-17-2007
CLASSTIFIED BY 651?9 DMH/EZR ch

ALL INFORMATION CONTAINED
HEFEIN IF UNCLASZIFIED EXCEFT

(Rev. 01-31-2003)  WHERE- SHUWN- OTHERWISE

SECET DECLAZSIFY ON: L2-17-2042Z

FEDERAL BUREAU OR INVESTIGATION

Precedence: RKRCUTINE Date: 03/13/2007
To: ZbZ Attn: Sac
b7E nand] ]
b6 CLg |
: S SR
bic TLr'O
Counterterrorism Attn: ITO3 1, CONU3 4
Insp=sction Attn: TIIZ,
From: Zeneral Counccl
Counterterrorican Lew Jrdt T/77 -1 22190
Contact:
_ b6
Approved By: Thomas Jyulje [ bhIC
b2

Drafted By:
Case ID #: (]

e X

m oo

W SynopéiSS“:PKi
(OC)
Intel_lgen:e Oversight Board (IOB). kather,
maintain=d in the control file for perZ:zdic
the TOE. Our analyzis follows.

(Pending;

ij TIR-AQ-C1729736-VIO

INTELLIGENCE OVERSIGHT EONRD
MATTER 2007-[ ]

It is the opinion of the O0ffice of the

it should

oy rom . =

cl ctronlic communication (B
fed 0°/21/20C07 fromw

| - oo
automates

Thiz
e i do

Administrative: -
inZormaticn from: (1)
[ |Ficld Office|
TOR natter; and
{0

(2) Case

peolient ia.

Reference:

{1 I
007, |
:aptloted

the IOE. As

02/ /]_/
th% f cts uf the
eporting —o

Detéiigf“:>§i
thzt O5C review
whether it warrants

S T

That this matter 1s not repcrtacle fto the

the
reporting a
suprort  (

ned below,

General
=y

e

review by Counsel o

) conzalns

ACS) .

requested

determine
in

bz
b7E



(5)

[3)

{u -

(1 F I

(3

~te_ephone numbers as of the date gpecified for each numker:

errcr.

NSL VIO-36431

SEGAET b2
R7E

o Froms Qffice 2oZ the Gsnsral Counsel
Re: 2 in—HdQ-0C 1297 306=2008, 03/13/°007

our oginion, the FBI 15 not rejuired t> report this matter to —he
ZOR.

- (3) Qoo o L i Rl i Sl =N i B B o= =M e A= R | b']‘
authorized Special ba
AJent In Charge executed —wd Jdocuments (1] a MNaticnal Securizy b7E
Letter (MSL) pursuant to —he Elecfroric Zommynications Privacy b4
Act (ECEA), 1s U.3.C. & 2709, onl bny (2) an EC b7D
approving Laoe issuance of swehe HET. T Phie NST, the FRT '
requested the name, address, and lencth -f service for two

celzphone numkbers believed to kelorg £ a zZertain target. The

HZL specifically regues=ed subscriber information for two

from to
from .0

- G ¥ . . ‘
RS, Toe RO approving the isscarcs o f the H3L conbained An _
""" Dug toan-appalen  Typograph e ———— T 2 ceT1 Ly bl

autborized the jssuance of an N3T - foi rather —han

However, as statec above, Lthe Nob stated the

CIrret Tzlzphaone numbers.

) O or akbout 02/14/2005I:;;]provided subscriber Ib4
nformaticon which confirmed that The subject of ths investigation b7D
was in facht fLhe subscriber for both teleghcne nurbers set forth

21 thie N3L. No information was ever soughl or recesived [roa

rce_ating Lo fLhe wrong numbcer sct Zorth Zn fthe authorizing EC.

(U) The [Crezidenz, by Executive Order 27234, dated
22/04/71931, established the President's Intelligence Oversight
Board {(FIOB). Cn 03/13/1993, by Executive Order 12853, the
Prezident renamsed it —he Intelligerce Oversight Ecoard (ICR) and
lizhed the Board as a standing committes of the President's
“ogn latelligence Advisory BEozrd. Amcng its responsibilizies, iy
the TOB has been given an—hority to review the FRT s practices
and procedures relating to foreign intelligence and foreign




(3

NSL VIO-36432

SEGEAT b2
I | I o bT7E

QOffice o2 the fensral Counsel

(U) Section 2.4 of Executive Order 22863 mandates tha
_nswectors General and Generzl Coursel of the Infﬂlllqﬂnﬁe
Comuunity components (in —he LEI, the Assistant Director,
_nsoection Division (INZD), znd the Counsel, Office of
the Ge=nesral Counsel (OFT), Zespectiy eport to the ICHB
nte_ligence activities that they have reason to kelieve may ke
un-awful or contrary —o Breoutive OrzZer -r Prezidential
Dircctive. Tnic language has kecn irnterpreted to mandate the
reperting of o any violation of 2 porovision o The Attorney
Ceneral's Cuidelines for ZBT Hatioral Security Investigations and

gr Intelligence Collection (M3IG), effective 10/31/2003, or
zr guidelines or re quldflunk spproved by the Attcrney Gensral
in accordance with EO 123332, dated 12/0G4/22%21, if such provision
was designed to ensurs the protectior. of Zndividual rights.

(U)y Vicolaticons of provisions that merely are administrative
in nature and not deemed —o have beer cesigned to enzure the
prretesticon of individual rights zre cererally ol reported too “he
Z0B. The FZI Inspecticon Division is required, howesver, to
maintzin records of such administrative viclations for fthree
vears 5o that fthe Counsel to the TOB may review them upon
request. The determination zs to whether a matter is
"sdwindistrative in nazure" nust be made by OzC. Therefore, such
administrative vioclations must be reported as cotential IOE
natters.

(U) M3Lz are a specific type of investigative ool thas
allowae thoe FBI to obtain certain limited types of information
without oourt intervention: (1) teleplone and enail
comuanication records from telephorne companies and internet
servize providers (Elec-ronic Communications Privacy Act, 18
U.3.C. & Z2739); (2) records of financia. nstitutions (which are

very oroadly defined) (Right to Firarcial Privacy Act, 12 U.3.C.08
342403 (5)Y(AY); (3) a lis—- of finarncial institutions and consuoer

tdentifying information from a creZit reporting cowpany (FHair
Credit Reporting Act, 105 1J.5.0.8% 167 a) and (L), and (4)

full credit report in an international ferrorisn case (Fair
Cred:t Reporting Act, 15 U.S.C. & 168lvi. Tn oaddition to EFCRA,
“EJLS. T 88 1681lula) and (b)) information (financial instituzions
and ccnsuicer identifying information), under 15 UOS.C. 1oslu(o),
:f certain factors are me=<, the FBI 15 ab_e to oktain full
SENENNSL reports in bkoth counterintelligence and infternational

i ‘tigations by an ex parte court order.

during =—he course of ar. authiTrized

the FEI properly cerved an MEL that reooerero

TAWLLL Llhrormarion. In the MSL, [ |r%quested the

sﬁ?ﬂ.

3

b1
b2

b7E
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SEPRET b2

: e _ b7E
o troms:  ©Qffice oI the Gensral Counsel

Re: 278-HO-C1729730-2705, 03/13/7007

namz, address, and lengzh of service o bwo telephone numkbers

which belonged to the subject. A AJSL contained the
correcl telephone mnders, the =0t that the anthorizing RC
contained an apparent typodrazphical error neither reszulted in Zhe
Zgeuance of an erroneocug HEL, nor an uraunthorized collection in
violation of the NSIG and ECERA.

(U) Basesd upon =Zhese facts, in accrrdance with the terms
mplementing the repcorting requiremertsz -f Section 2.4 of EO

ZZRE3, it is cur copinion zThat this errar 13 not reportable to <he
ZO0B. The apparent typcgraphiczl srrcor in the EC authcrizing the
fosnAancs of the M3T Jdid ool result i the igsuance of 4o
nazourate NSL or an over collection. A recocrd of this decision
shon’d fe maintained in the control file for future review by —he
C-unzsl to the IOE.



NSL VIO-36434

SECHET b o
o troms:  ©QffiZe oI the f(GGensral Counsel bTE
Re:  278-HO-C1129730-2005, 03/13/7007

LEAD (s) :
Set Lead 1: (Action)
IHNSP=CTICH

AT WASHINGTON, D7

(J)  INSC should retain a recorzs 5f the report of the
potential IOR matter, as well a3 a copy - f the OGC opinion
conzuding that ICE notification iz rot regquired, for threes vyears
o possible review by “he Chunsel to the TOR.

Set Lead 2: (Info)

COINTEXTSRRORTSM

AT WASHINGTON, DC

(1) For informazion.

Set Lead 3: (Action) b2
b7E
(| | shculd issue a ccrrected EC setting forth
theze matters. | should implement sters to ensure

that =ixilar errors do no- occur i the future.

cc: Ms . Thomas

hé
b7cC

TOZ [1brary

144



ALL INFORMATTON CONTATHED NSL VIO-36435
HEFEIN I% UNCLASSIFIED EXCEFT DATE: 12-17-2007
WHEDRE SHOUN OTHERUISE

CLASSIFIED BY 55179 DMH/KSR/ch
(Rev. 01-31-2003) :
E .4
SE T DECLASAIFY ON: 12-17-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: 12 Attn: |
b7E
b6
b7¢C
Counterterrorism Attn: ITOs I, CocHUs IV
Inspection Attn:

From: General Counsel

National Securi~v Law Branch/CTLU ITT/1X-1 33-100

Contact: |
Approved By: _Thowmas Julies [ :

] b6
(m) - bh7C
“'Drafted By: 1 km
Case IDu#Y~ ' 27E8-HQ-C1229735-VIC (pendindg)
Title: () Intelligence Oversiglbt Eoard
(IOE) Mat—er 2007-

Synopsis: ' (It is the opinion of the Office =f the General

Crunsel that the above referenced matter need not ke reported =o
the nt=lligence Cversigh= Board (IOB). Our analvsis follows.

o >$< Berived From : G-3 _
- DeelassIEy On: U3/07/2632 bl

. b2
Reference: {§¢" 275-HO-TI-20736-VIO serial 2711 b7E
28 linsdo cerial 127 i

Administrative: (U) This ocommunication oontalns ones ol molre
fooftnotes. To read the footnotes, dowr’-ad and print the
d-ecument in Corel WordFerfecot.

(wy -

Detalls: e By electpomds oo doat i on JBC) dated 02/ ool
{2 E=HQO=-C12 29730 Serial ield Office

SECBKT

b2
b7E



NSL VIO-36436

o SECRET b2

T - Trom: General Counsel b7E
Re >< JTE-HO-C1226736-VIO, 03/12/2007
b2
reported —o fhe Office nf the Gerneral Coansel (OGT) bTE

th_2 ootential IOE ma=ter.

12 (nited bl
cr. lhilis InvestlJatlsrn was clozed - onf b4

Jpoe ie ing thel Ia Ha<ional Security Letter [Mol) was looued b7D

B ' woalomreyested Jo-=s] s Jopg distapee 0911 BHi114i09 )
feyn ST sabject] | be

‘ericds | EYI | 1T "rhe 7D
1T L2 ST pi——— Jal - telephone b2

o Trole i - for | Lhirough D7E

I and| Lo e o+ of +1- The e~ d-~

oo date rancges

ol

| whilich were provided by cxcocded
The Soore or e Neb. The agent did not realize at the time tha-z

the ‘nformation was received that the additicnal information

cinztituted a poftential ICE violztior.. However, wnen the case
ayent was informed by the CDC on Novemker Z1, Z006 that there was

a proglen with the addizional information, the case agent
lmmediately retrieved the excess inZormaticn from the closed Cas
fize znd zejuestered the informaticn with the CTDZ, In {jjltlwl

the exczss records were remcoved from the Autcmated Cass Suppors
system.
RS
In this case, an error on the part of )
resu_ted in The unintenTtional zcojuisition of inforwaticorn.  TIpeor ok
_carning that there was informction reccived from thaz 7D
exczeded the scope of the NSL, the case agent responde

mmediately by removing and sequestering the information with —<he
cDhc p:ndllq dispositicn of the mztter.

(O] o :D(i Eased upon our znzlysis, the carrier's mistake is
ntt reporfakl:s to the IOB as the FBI hab not atted unlawfully or
contrary Lo Ezecutive Order or Precicenrtial Directive. FPursuant
t- thz Revized Procedures for the Submissicon of Reports of
Frtential Intelligence Oversight Board [IOBR) Matters, Reports of
pootential TOR matters determined by OGT not to reqiire
notificaticn to the IOE will be retained by INZD for three yvears
frr possikle review by —he Counsel £ the I0OE, fogetner with a
copy of The cpinion concerning the basis for the determination
that IOE neotificaticn was not regquired.! Accordingly, OGC will

regquest that the Inspection Division retaln a record of the

! By lefter dated 11/11/'ﬁﬁf the Counsel to the IOB agresd
tha< thirvd party
an NSL must be re plLfej Tu Ou )LT are uwT repor-able to the IOE.
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. S%RET

D2
T‘ sSrecn:s General Tounsel b7E
Pex DTE-HO-C1220726-VIO, 03/12/2007

report of a protential TOR matter Sor fhree years, together with a
copy of thiz opinicon for possikle review by the Counscel to the
ZOR.
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SECRET

s - . bZ
Tev: Frori:  General Tounsel

. v 177
Lx SIS -HO= 12007350, O3/12/ 00 LR

LEAD (s) :
Set Lead 1: (Action) b2
| | b7E

AT

iJ)y The field should cortact the carrier and ash
whether the improperly or unintertional’ly acouired information
Fould pe returned or destroyved, with apcocropriate dooumentat.ion

Set Lead 2: (Info)

COINTEXTSRRORT SM

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 3: (Action)
_HSPETTTION

AT WASHINGTON, DOC

5 fo
Sukbmiszzicn of Xeports of Potential Intel_igence Oversight Eoarnd
(IOR) ¥attezrg, rotain a recoxd of the reprrt of a4 potential 1OE
natter for three years for possible review by the Coiunsel = the
IOR, tozethzr witn a copy of —he OGC oplrlon concerning the kbasis
for the deterrination that IOR notiZication is not reguired.

(U) A3 provided in the Revised Procedures for the
orsi

**
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ;b7 Date: 03/28/2007
b7E
To: IN3D b6 Attn: II=
OGC p7C Attn: MNSLE
l | Attn: ACDC
From:
Sjquad

Contact: SA

Approved By:

Drafted By: cnjb

Case ID #: (11} 7% Cl229736-VIO (Pending)
(U) 2781_;&,50)78 -A (Pending)

Title: (1) REFPCRT OF A POTENTIAL IOB YATTER

sSyncpsis: (Uy To report a potential IOE matter.

assify On:

_Details: 2] | 1 lﬁ
] b7D

|:| bé
b7cC

b2
1 | I bIE
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NSL VIO-36440

b2
S T b7E

J9-HG-C100 07 36-v 10, 03/28/2007

T IM3D Fpnﬂzl
5 -

Re: (U} =

b1
b2
b7E

EN ST I

@

15 a4 [HOM-

O PN

(11 The pozential IOE wvicolaticon ZIn guestion iz from
secticn I of the REVISED 2PROCEDURES FOR THE SUEMISIICH OF REPORTS
OF FOTENTIAL INTELLIGEMNCE OYVERSIGHT MATTERZ, stating "A carrier
providing information beyond the scope of an HN3L resulting in =he
unintentional acgquisizicn of datsa." The pctentizl ICB violazicon
may nvolve the over collection ¢ inZcrmaticn gathered through
the uzage of a Naticnal Security Letter (MZL).

The NS was used to collect the Toll and Billing

bl
b2
b7E
be
b7cC

b2
b7E
b4
b7D

be

records for the telephone number the capticned subject cubscribed
t-. The cartioned subject's telepltore number was identified
throcugh puablic open source inforpaticon “he felepqome pumbel wis
lsi sssncizted with “he subject
—

- approval o1 the HSA.

”“’EB(: Cn April 17, 20006, an N3L was arproved byl |
to ruquzst[::E:::::]p:ovide the toll and bkilling records
I The captiocned subjecl'™s Lelephone rmunber [ron Lhe Inoepl ion
»f the teleghone number fo tThe prezert. The NiL only contained

clepnone rumkber and did not izertify the captioned aubjes-.
SEAI was —he supervisor who provided initial

[0}

) Cn May 30, 2006, returned the results of

.Y The resul=s contallies

()

b7C

b4

b7D

t regques Che Lol_ and billing records
f-r the captiocned subject. However, the results also included
the t0171 arnd illing records oy two ofther snbsorilbers to the
to_cphone nuamber prior o it being acsigned to the captioned
subjert.

"”“'”i32<: Upcn receiving the toll and bllllnq records the
reccrds ndt pertaining —o the captiorec subije were seJgrega-ed.
A request was made to have the captioned cubj t's toll and
billing records uploaded int: the FBI computsr system for
analysizs. =Zefore the upload was congleled the investigation was
Lransferred o s case agent. oo 3nad Sups=dgquent.ly, sone b2
confusion occarred and —he t§ll znz kil ing rezords not




NSL VIO-36441

b2

THSD  Frem: :
(U)  279-HU-CIoooT36ovio, ni/-g/2an7  PTE

x ]
m

pertaining to the cap-ioned sukbject were up’_caded. Ps of March
o, ~C07, those records were delefed Zrom the systen

{(U) The pozential IOE violati-n In question is from
section F of the REVISED PROCEDURES FOR THE SUEMISZICH OF REZORTS
OF POTENTIAL INTELLIGENCE OVYERZIGHT MATTERZE, stating "A carrier
providing informaticon beyond the scoope of the FISC order or other
re_evant legjal authority resulting ir the unintentional
aoquisition of data.”

'WMW;EEi; This potenzial IOB viclation was not reported
s-oner redause SA was uraware the additioconal records
received way be a vioalatlon. SA| | understond an IOR

vioclation hluld have cccurred if the t-21 and rtilling records
red was for Telephone numkers nct related to The subject.
the captioned sukject subscribirg to the services for 4

porticn of the period received SA] Jdid not perceive
there was an issue. However, SA |under5toud the

records not peortaining o the cagtiorce cuk)ccht nceoded to ke
seqregated and not uploaded.

b6

b7C
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NSL VIO-36442

E
b2

T-: IN3D From: | I b7E
Re: (U) 278-He-01229736-V10, 03/28/2007
LEAD (s) :
Set Lead 1: (Discretionary)
INSPECTICN

AT WASHINGTON, DC

(1 is providing the above information
regarding a portentlal IOB violztior in cimpliance with current

HZLE directives, for appropriate actior.

Set Lead 2: (Discretionary)

SEANERAL COUMSEL

AT WASHINGTON, DC

(U)y The Office of The Genera’ Ccunssl 13 rejuested
review the circumstances regarzding the possinle I0Z violation
osezquently provide CDC cilrection rejarding the
ition of The records wele inadvertently oollected.

W11 Ch

SEC%

b2
b7E

O Y.
d rld b7 E
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SEC& //20320327 DECLASSIFY OM: 12-17-203

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/27/2007
To: Inspecticn Division Attn: ‘nternal Investigations Section
eneral Counsel Attn: IN:LE
Cogpteriglelligence Attn: CD-1E .
Attn: crC| | b2z
b7E
From: b6

Squad

Contac SA
Approved By: )
bl
b2
b7E
Drafted By: | Ftlw jbb
b7C
Case ID #: (U) jeecameaelooll2s-VTO
tSj“m,E&( (Clogec)
Title: () KEPOKT O A POTENTIAL IOB MATTEK
(3)
bl
Synopsis: (Uy To report a Potential Intelligesnce Oversight b2z
Brard (FIOB) viclation. »IE

v becTassTEy On 0377172032
sify on: O
7o bl

(lozed) . (NONUSPER) b2
bTE
iﬂlnmm—l- e \y/

- /N

S  Details: (3 The suLs-antive investization igowhics fhe PTOR
i h may have SAErred 15[ oobirnvestigation]

| | S ‘
T OgChL LOL LNlo Inveo - lgatiol, which —o -curroncly closed, was bl

b2
SE%//20320327 BIE
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SEOQS&(/20320327 b2

b7E

T Inspection Divigion  Fooms
Re (U)  279-HQ-1229736-V10, 03/°7/2007
519
h7cC
Special Agent Special Aqentl ICerent
supsrvisor is Supervisory special Egent] The
Supsrvigory Specisl Agent during the time -f the PIOZ wviclation

was :bL

7
i3 Thic doreo——9 g=+9 ~- 5~ iritiated ag b7E
Hiter receiving information 4
TLON oL I T e vision, as well az| B7D
S J [ | o fiamial e s ’
. (e T ] ) e ) AT S SRRl TET=T=IrST A | IIr’:v_T_‘ TIe
I' ] FETHO ccnducted an analysis
e
(1Y  As a part of this irvestijyaticn, 3A ol aro: B2
and Zogoued a National Sccurity Letter (NSL) directlng L7F
|to provide Zfinancial records OT0] f{4
. - B
1fop the period of | On ol
] |provided the Zinancla. records rejuested by k7D
| The records were analyzec and olaced into the case b6

L7C

(U >< Cn 03/16/2007, zn audit of
il ed N asn | sea

provided more informzfior fhan was raduezted by the
oL, On 03/27/2007, SR |0ﬂnduc_ﬂd a4 review of the
files and determined tha-l I comp_ied with the NSL request
and provided financial information, to include copies of checls Do
and wirs transfers, onl ] f-r the chlu"]_.L. b7E
I However,| included an b6

LRIk 2C UL Shacelel . tor the entirte monen -fl BIC
whizh included transacticnal descriptions information from a .

LHT]OdI ontsice the stope of the jb4
approved Hol. I J1d not irntenticnally provide the FBI b7D

with information cufside —he zoope of tfthe zporoved MSL, in thaz
the bank statements are prepared ir. monthly increments.

(U) EFBI |“eque5 b
approoriate aathority on —he dlsposzitizn of thD?e raﬁﬁrd that
fa’l cutside the sc of the zpproved HNEL.

.l
rad
i

h2
h7E
SE //20320327
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SECB)G;/20320327 b2

To: Tnerection Divizion  Frome: I | bIE
Fe: ({J}  272-HQ-T122G6736-YIO, 03/27/2007

LEAD (s) :
Set Lead 1: (Discretionary)
TNSFECTTON

AT WAEHINGTON, O

(V) For aczicon as dsemec apprcpriate.
Set Lead 2: (Discretionary)

CENERAL COUNMSEL

AT WASHINGTON, LiZ

iJy For actZion as deemec appropriate.
Set Lead 3: (Info)

COUNTERTIHNTELLTIGENCE

AT WASHINGTON, DC

(1) At CD-3C, read and clear.

Set Lead 4: (Discretionary) W2
b7E

cJ For acticn as deemed as approoriate.

+*

SECREY/ /20320327

3
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ALY INFORMATION CONTAINED i la-17-2007

HEFEIN 15 UNCLASSIFIED EXCEPT CLASSIFIED BY 65178 DFH/KSR/ch
. WHERE SHOWN (THERWIZ SECKET BEASON: 1.4 (c
R : 01_31_2003) ........................................................................................................................ o
(Rev DECLASSIFY ON: 12-17-2037

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/29/2007
To: eneral CTounsel Attn: [NILD
Inspection Attn: I-3, Room 11361
From: bé
b7¢C

wollidOou.,

Approved By: b7E

Drafted By: s s

Case ID #: 272-HO-Cl22973G-YIO
73 485153

Title: INTSELLIGENCE OVERSIGHT BOARD MATTEKS
3T, AUDTT, 2007 b2
DIVISION i
I | b7E

Synopsis: Division sunmary cf the resalts of the
2007 NSL o aadIr.

Enclosure(s) : 43 INSD/II3Z MSL Compliarce Checklists
o
Details: ©On Js/13/2007 1 | coc, [ ] and cnc :b%
Asaiatant/P3, | Jcondnctes an andit of all Natirnal i B
Scourity Letteors (MsSL) issucd in countcerintelligence ;b6
‘pvestigqaticons, pursuant To the Fair Credit RpMnrtlng ot (FCRA) . b7¢C
| identified 20 M3Ls issuec to credit reporting
agencies, 1a 17 case files, betweer 01/01/20C7 and 12/31/2004.
Copiesz of all 20 NSLs were physically located within
the casz filez and reviewed to determine f any of the MNSLs
rejquested a fall credit report, zg opposgsed te liwited consunmer
information aathorized by section 1621w -f the FCRA.  All of
these MN3Ls were issued in compliznce with statutory authority in
Title 12 152 § 1621u. HNone of the reviewed NSLs reguested a full
credit report.
Tneze 17 case fils als> reviewsd to determine if
the credit r@pmrting agencies ¢ crecus Yy provided a full credit
report, contrary to the MN3SL request. 3L results from the credi=
reporting agency were located in 1é oZ the 27 files. Cne of the b2
fil%s, involving ons of the 20 NSLs, Jdid nct contain the M3L TR
rceccu’tes, although thisc file did cortair an uologded SC frcim —he ’
divigion that delivered the M3L, or betalf of None
>f the reviewaed files conzained 2z full credit TELCLUL, LIl Lesponse
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NSL VIO-36447
b2
b7E

v . From:
:".ls—z_—l(x)_f 10240755

A5-YIO, 03/79

to the NSL request. Thers ic n
whizh are miszing frowm one of £
nconzistent with the results

the MSL is5 consgsistent with the
files, and was directed to the

the other requests.

The Inspection statt
N3/15/2007 ,  and

A et

JASSIAN]

that the MZL
he 17 :'L:u would contain
~ontaires in the other 16 files,
HEL reqr@:ts in the other 14

same <credit reporting agency as

o irdication

Itiles

otl

audit
o s ted Ly

bega

PN |

| ard SSAI [trom the

Divislon.

;nvestldatlfe files, wlhiton Illcl
zre located and pulled,

,tlUJ staff. It was dPtPr
of the Jx files. 245 NSLs were

reviewed each wf th

ensuring that the NSLs and HEL
filzs and available for lr“peut
HZL results which were beling an

g o ecdpestaed o nlll T3
(S35 file=z. A1l 73
prior Lo the arrival of the
nmined that W3Ls were issued in

igcgsued Zin these 27 files.

e 27 filezs for the purpose of
stlts were located within the
ion. EBff:rts were nade to locaze

aly:ec, Bl oRRetcte L ~Tn BN % a1 al =

roesul=o
resul=s
as

n

-~

ctherwise unavallable within the case files. takled
cach MSL within the case filecs and made a notation rogarding the
_oeoation of the NSL resulzs (mein file, 1a, 1C, =tol).

Potential IOR matters were divided into two
the ‘nsrcection staff. The fizst stack tc bhe reviewed Iy
ncluded those investigations where a time gap in inves thatl e

Coanddo it wos ot o Theoce dn-lded came Fetysop e i as o
of |
arid “he cloging ol Lhe case.
Trhe ingpection gtaff idertified 14 files with a time

Jgap in investigative auzhority.
for the parpoze of deZermining
occurred Jduring a lapse of auth
ZORE 13 of the 14 files
Investigative activity occocurred
anthority. ©One of the 14 files
deemed to be investigative acti
_apzse in investigative
e uore fally degcoribed as

lzsues.

foll

‘"'Ii\:--~l‘<:.ij_QA’ f_)f t] case

auThority.

The CDC reviewed fkuée 14
if any investigative activity
ority, thereby raising potentia

revealed nc evidence that any
durirg any _apse in
revealed activity
vity, whki~sh o

conrred during A

cccurred 1f e the

)

INISADESICAN

R N ing FE

TTeraTeT FRTHQ
clozed. The Sukscojuen

Caso Wao

Thiz potential I0=2 violation
CWE
+ 41 1~ prroiroaa .~ e~ et et 3o ISl
O
THO agproval Lo eviteld thie JTAS
recomnsinded that tne case e

tlvy ClO:edI I

SMET

1

[=}

investigative
that could ke

bl
b2
b7E

bl
b2
b7E



NSL VIO-36448
SECﬂ(T o

T ueneral Counsel  Fromwm: I h7E
20 E-HO- r]_'/Q“'JB_./’I(‘), r14/ YN

. On r r boo o was b2
ol o b= =T | Toga form wac du~lozded orl Tre recuegt to b?E
prepared on| | This
oo podo Sfoeor investigative anthority ezpired aon

] bl
[ O ~be FET receivedl | )
[ ] b2

b7E
iSj _____________________________________________ "meﬂ [the FEI didl /

il 7 1 0w L hese |0 Taftter-the b plred.

T

The CIC nex=t reviewed & stack -f 2¢ IN3ID/II3 M3L
Como_iance Checxlists referencing potertial IOE matters unrelazted
t: 3 tixre gap in investigative authority. Theze checklists

dentified 36 potential 1OE matters, ir. 14 case files. 'The CDC bi
reviewed each of these identified matters to deterrnine if the B2

nmatter zhould ke reportad to OGC as a potential IOz wviolation. -
|:S:|.,~ These izsues are more fully identified as follows: b7E

iSJ e TJP HSLComplignce Checklist nctes that the ECRA N3L,
dated™ 72006, |requested toll pilling recards bl
beglnnlng “1/11/”005. However, due 10 foll .. T he
s=lrviie provider included records from
A review of Lhe [ile does corliziny lhqil Lr@duqed ;b2
to2]1 2illing recordszs for billing date Lvphich b4
included toll billing records datirg ban : | h7D

b7E

| | b1

| | | No T
iS? potontial TOB violations are noted recgarding this NSL. bz
g b7E
The MSL Conpliance Checklist notes that the ECRA NSL,
datsd 02/19/2703, serial 31, lackez predication in the requesting
BT

SECRET
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NSL VIO-36449
SESRET o
T-: Zeneral Tounsel From: | ' I b7E

Re: DUE-HO-C1 0297 35-YI0, 03/ 707 0y

b2

A reoview of the file confirmed that the reguesting EC,
- ,I does laclk detzails t: allow for an

ew of the MN3IL rejusest.

dated

LJChe MsLo ige The response EC frcom i3

171 . | I— 1 = . = L ],_l;l_ bﬁ
- o2z
b7E
= f-7 L
I U3ascT LIS CUITLJllls AT T LIUNITaL LA LS I TAT L AL IS L e ol s
oo Llol 1 ooal tandar-d SR aVal B Pa b Ve theEl:gr_“l—L}‘grtlng
Bezcause factg supporting the requiszite legal standard
were Jdocunentaed elsewhere in the case flle, this identified issus bl
le not an IOE vieolation, despite the lack of details in the b2
regquesting NSL EC, :
b7E
T Nl kil Checklist nttes that the ECEA INSL, _
Cdatad. 1l/o0/20034 "regulted in coc_lecticn of data nos bl

reguested in the Woow bd
b7D
L review of the file confirmez that the subscrikber reoords
provided I3 J lincluded an e-mail acdress feor the subscriber.

be:ausel |provided informztior keyond the scope of the HNSL
r=quest, which resulted in inadvertent over zollection by the bl
FEZ, thig constitutes a potential IOE vic’ation. b4

b7D
b2

H3L Compliance Checklist rnotes HGL, dated b7E

s tha e BCPA
1/ 2005 requested toll kil_ing records beginning
‘ aue to billing cyoles, the service provider

O
_n-iuded records

r
ST r17/ jl/ N05.

L review of the file confirmez thatl |produced toll

171 ing recrrds for billing date lwhicn incinded
£z21 £illing records dazing kack fto | | )
bl
Lecause[:::]provided records ocutside the scoope of the NIL, b2
thiz resulted in inadvertent over oollecticn by the FEI, which b7E
conztitutes a potential IOE violztion.

b4

b7D
b7a

The WL Cognrljaroe Checklist rotes that the FOPA NST, dated
06/f7/°quJ rejuested trarnsacticnal reoords kbeginning

......

SEURET



SE[})(ET NSL VIO-36450
o2

s From: ) bBIE
Re: =10, Q3/2%977007
b4
b7D
HJowever, included roc-rds boginning
B review of the file confirme:z *h%*l Ihroduced bl
transacticnal records dating back tol | corsuant to the b4
HSL dated 0&/07/2008, requesting updated reccrds from I 7D
Although the information fronf was cutside tThe sCope
of the current NSL, dated Ub/07/_0u6,]
iSj et i was previcusly requested via MNEL on Q41572000
: valch requested transactioral records 1 - |
TTiererore, the case file contained avthorization for the
acjquizition of this otherwise over collection, via a previously
authorized NSL reguest. b1
Becaus crovided informatior. cutside the scope of the gb4
HEL L—quest cated 0o/ 07/2006, this resulted in inadvertent over b7D
cz_leztion by the kEL. Howsver, becauze the FEL had previously b2
tsj regquestzd and received Zhis informatior frfm Lhrouwgh valid  p[7R
- _&Ja. process, this over collectiorn 1s nct dsered Lo constitute
‘ an IOB viclation.
tsh e The N3L_Cowmclignce Checklist rotes that the ECFA HSL, dated
KA UL kequested toll k2lling records ke gllnlnq
dJoweverl, the service provider ncluded records from bl
The rchecklist also notes that the file oopy NSL B2
_acks the SAC sz signacture. LR
B review of the file does cgnfirm fhat broduced toll
PiZling records for bhilling date whilich 1ncluded —all b4
bi’ling records dating back tol It appears that 7D
gincluded Lhege reco-ds 1n_gp e £ to capture tolls
ol tof | as the Ib 1ling jff ;f
| I resulting 1n over collertion due to the |
Li_ling cycle.
Feanse rrovided records mutsidse the aoope of the :
HZL, this reculted in inadvertent over collection by the FBI, ib4
whi-h conztitautes a potenTial IOE violation. b7D
The failare t£o maintain a copy o2 the signed NSL would be a
potential IOB vicolation if the H3L was lssued without SAC
approval. The EC, requesTing the NSL, cintains the SAC s
nitizalz. zZecauses the SAC’s approval for the N3L is documenzed
on the reguest EC, the lack of a sigrez MNSL within the case file

wil 1l not. const itite an TOR violat oo,

SEERIND
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zeneral Tounsel  From: b7E
TS {&)r 17 '/Q"'36_hfIQ“ 0% YN

NSL VIO-36451
8EC)§ |

=)
15

15

(8]

The NSL Compliances Checllist rotes a lachk of predication in
the ovening EC or LHM, for the Hzfioral Securifty investigation.

L review of the case file confirmed that the opening
”“mmunl aticn in this zases file lach sufficient predication for bl
openZ ng 2 Mational Securi=<y investigation. Lack of predication
for aninvestigatian, o i SRS PSR ST - =V I =) o ) g
Additiocnal details of t] t'FEIH;- which led

f: this investigation, will ke ThoINoeT LT LLiZ2 EL-00

bl
bh

b7E

The NSL Compliance Checklist rotes 3 dadkcf rpredication in
the MIL EC,.for.ths MNSL. dated--02/L153/2003,-4 The
Checklist also notes That some of the MNSL results are not locazed p
within the case file.

Consd =7 0f the case file confirme t approval EC,

Sroan bl

18]

D — it
0
= 0
Wfﬁl

e opening EC, h2

AL T L e review o e NSl rejquest. H
S contains suff:

h
lacks cufficicent predication to
O

e} |

iE?"

_nvostigation.

ent details to h7E
predl zate The apening ota ThereZore, bhecau: fhe case file
c-ntains sufficient predication for the investigation, despi=ze
the _ack of predication within the HNSL EC, this watter is deemed
t: not constitute a potential IOB violation.
ol the case [ile conlirms Lhat Lhe original HMSD bl
as well as the oriciral response EZ, dated B2
from| | are not located within o
™ e rking copy of the response EC includes the ;b7E
riker infoarmation ir. the Lﬁdv ~nf the =2, It is bi

o makes a JdezZermination of whether the N3L results b7D
cotential IOB wvioclation without reviewing the

c=d as a re=sult of the N3L. Ths lack of NSL results
udnn)t logl,all ~ons-izZuze zn IOB violaticn, absent evidence

that, the N3T resnlts were non-respinsive or irrelevant to the

A second M3L umplldnc, Checkii=t SnfrTel b2
lack of predijca-icn in the HSL EZ, formrmme mob Xarod BIE
200344 The Checklis=st als: notes that soms of the ’
nlts are not located within fthe czse file. The Checlkligt
tez that the MNSL refers the service provider to thel&ii:::]
ffice for queszions.

waccd oy of the case file confirmed that the approval EC, Bl
larks suffisient praedicatior tooallow foroan '

SRCRET
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s Fram: b7E

Re: =IO, Q3727497 T

aoprocriste. Lovicw of the MSL request.  However, the opening EC,
’ contzirs sufficient details to

chﬂ-‘dté“fﬁE”ufcnlnq IR R Thereiore, e fhe case file

c-ntains sufficient predicartion for the inves tion, despize

the Zack of predicaticon within the N3L EZ, atter is deemed

o not ce a potential IOE violatiorn.

""""""""" review.of the . ~case til;” 22 that the = R A

resu’ts from are ine: E & f]

A review of fhose resulzs reyss l~ that] provided toll

illing records beginning on | 25 those recordg Zr9

2ontained on the same pagse as LHE LeCU e . HF |

she INSL requested results beginning on | zecause

ords out
rw\]_]_r:s

crovided rec
'ulfod in over

Th= g
referring
unr=_zted to
violation.

ana

IOB lssues

U /l-l/f_’k")r
"3

cEkBVEsSElJatiorn e

HSL

Tle

incorrect plomie TSl

Dorev] et b

from thse te
ST/ P005,

oo e

Thi
on £

c_lection ETINIoTACL

was diszcovered and the unre

Jdid re=sult in a potenzial IOE vi

“reftereroes N

The NSL Conpliance Che

pertaining to the ECPA HN3L dated

within the file and were urn

side the
T j_ﬁn bv

Diviz
would ro

Compliance Checklist rotes
1The noted error is
in the

NSL to

se [ile conlirmed
contained a diZferent telephcone nunber
Labher containes

5 error r
ur.re_a
Per-EBEC,-dated 05/416/2.005,.

Zom

l"fed

Irea

olati

clkliszst Kﬁ.

0-

313§ ]2

L EC,

scope of the MN3L request,
the FBI oy one day, which

r questiows, 13

T
L constitute a potential IOB

an error in the W3L Jdazed

descriked as an

Lhiat Lhe NSL, dated

in the reguesting EZ, dazed
est_ted in the cover

ted to the

Srcs

10r..

colLlivoyed.

SLoresponse -BCL

review of the

zed. in.Lhe.re
were roed Towrated
=, Without revicwing
5 determination of

whe

wilthin

conf

rged th

I be
the rec
Ther any
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zeneral Counsesl Fromws:
ST _{(x) o172 aT Jb_./’I() 14/ Jw/ s

a respeoct _to these MSL rocords. It ig noted that the
=C from s—ates "[rlesults receivad frmml !
on are 1n compliance with National Sfecurity Letter daze
15, received in Divisicor, C3/07/2008 and delivered
Corporation on Uo7 0772005,

=t , based

SCVTTIEE SR TEITE
11mo*amn i dot s with regiech Lo LIle moon

A review of the case file confirmed that the HN3L results
received fron through ir.cluced results for the target
nucer ~ubside the dazes lisfted 1in the EZ. It alsc appears Zhat

2 3L

the HZL res ey L2l ephone runmbers not listed in th
iEj Correguesto BOL
Ee

. L2064} appcar to ccntain information
the scope ™ =T o, Lhis over col_ecticn constitutes a
o) t-nT11l I0E violation.

The ZCEA WAL daled (342920080 pegaested Loll
iS? e PRI TR TAE 9 [T meaningrul review of the
caze file, regarding pozentizl over col’lecticon, was aot g
f-r 7=ral reasons. The Case Agent 1s currently TDY at

for t

he durazicn of this NSL audit. The NSL results

. e r
wers not produaced in hard copy format, but wsre produaced by
[:E::]mn five computer disks. One cof the conputer JdiThs

—
-

[V
[
oo

s ot o in oa readily viewable format. Tt was not possible to
Jdetermine the eztent, 1f any, <f over col_ection 1ﬁT NSL, serial

I IM]tJOJt the assis ance of the Cas se Agent. or prior to
chie Dx/23/2507 deadline.

proarent over collecTion on iz file nuncer was noted wizh
Tt the NS dssed 05 L0040 006, | which was
ed as a potential IOE viclatiof™

A fourth M3L Compliance CHeskI{Ee snf2le|
_ntell references an over @aaddacidonof data with Lespect Lo e

|:S:| U EBETPR AT dated D LLEA2GO5) i othe Totel1l sukbfile
More spoeifically, the Chomrmrrortore. the HZL resalts included
credit card faformarion

ase the NS regllig ceceives in resvonse Lo the MN3L bl

b4
b7D
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b7E
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T5-HO-01220735-VI0, 03/06/7 000

LoLeview of The case file confirped fhal fhe response from

|: E :l """ tu e ML dated 0T/ 16,2003, includes the
j The N3L

subscricers credit card number and expPIToRIon HaLe.

reguesteasd "names, addresses, lengths of sepryvice, aid electropic
communication transac<ional recordz., VY

bl
b4
b7D

b2

The NSL regquest was a proper reglled atking statutory
_anguage. If the service provider, considers the
subzcrirer’s credit card numkber to be "trg chional records,”
there 1z o reportakle IOB violation. :f. does not

cocnzider the sukbscriber’s credit cars rumbser to ke

records,”
HSL, which is a potential IOB viclation.

13

Th=z H3L Compliance Checklist rnotes that no authority was
d-cumznted in the cage file concerrnirg an interview/polygraph
the sukject on 04/19/2003 (see serials 4,5,and 6).

[

"transacticnal
then[::::::]pmoduced records -utside the scope of the

i
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T Zeneral Counael FLIM

Re: Z7E-HO-C1Z20735-VIO,

|
D3/ 287 2007

[a)

~ The NSL Compliance Chcu}llof rotes that the M3IL EC,
regarding the N3L dated 04/29/7003, : does ot contain
the e-mail address of the subs-oriber, allowing for a comparison
with the e-wail address contained in the HEL.

)

7E

bl

L review of thg _~ase file confirms that the EC, dated

= : b2
04/29/2003, serial does not refererce ths s-rall address b2
which i= oﬁfained Tt the acoompanyir.g HEL rsquest. The absence b7E
of the e2-mail address in The NSL ET would only constiftute an IOE

se_file lacls documentation supporting the
cor.talrs detzils outlining the
Tl eonerr edoress contained in the MSL
slod, 3ddress of the suoject of another

iSj-%%wiahﬂuﬁnmkﬁfhe c

(5]

Eecause the case file contains information which satlsfies
the relevancy standard for the issvarce -t the NSL, thD aksence
«f the 2-wall address in The acconparying EC would not constitute
an IOE wviclation.
NHL dazed Ub'l“_;Qu . lacked the B2
Te 5AC. 1
(5] b7E
A orevigw of the cage file confirmed that the NIL dated
iSh - FLGL 2003, [ acks tThe initiale or signaturs of the

C. The [ATT0Ore Lo malntalin 2z <copy ol Lhe signed MN3L would be a4
tential JOB viclation if the NSL was Issued wifbhopt 3SAC
Sproval. The NSL EC, dazted 06/10/2003, serial which
d::uments the approval of the MNSL, -contains the original ini<ials
nf the 3AC, aathorizing the igsusnce of the NSL.

o T
2 \_
rJ el (,_;

"")

approval for the NSL is documented on the

ezt BT ne lac: a signed NSL within ths case file will
iSj B Nt ocenstitate viclation. bl
o R ‘ b2
threz additional N”L C)mJll nce ChelkIZstssm il b7E
| pote that the BEC, referencing the NSLs dated 05/1372003, '
iSj,_M failed to include the telephons numnker
T-L 2 ColLRrLlcon wirth tne telephons rumbers in the N3L.
B oreview of the ~oase file confirmed that the NSL EC, dazed
isj'Tm#i3%2605-- fails €0 1rol il pre—————— it Bl

nying. H3Lsl

bor aer ti Voo JTILI TN TrITh A T oy wel o e [l

numcers 11STed IIT Lz acoon
igh LEgepaest g SETETRE T reciirds
contact witn the subjecz. The aksconce of theoese telephone nunkbers
‘nothe approval BEC owonld constitare 5 potential TOZ violation if

SETHRL,
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SECKT

| b2

s From:
Re: -JI10, 03/33/ 007 b7E
Lthe casc ftile lacas sufticient documentation to catizfy the
re_=vanzy standard for The ilssuance oI the HMNEL=.
- A search off revaals that the
telbpho M8 e —————— WAL ol e oot i e
subiect off. SWENLy CIes L
| .
| oo el oo Tn contact with
—nvestigatlion in
fzoorch of reveals that the telephone ko foco LIl
was in contact with the subdject of =3
I - I
TImes| I
Bzl O f E::leveals fthat the telephone paaban Lo LIST
-1 yas in contact with the zubdject of
I - - I
BAANEE

Cooguses the felephone numbers assoclated with the three HM3SLs
were relevant to tThe pending Maticnal
SEULIILY INvesrIgarIon ot the Time fhe NSLs were 1lssued, there
no cotential IORE violations, despite the acsence of the
el zphone namkers within —he accomparying NSL EC.
! N'waémﬁlianﬁ “h@ﬁkllgt“Jn“fi_ol notes

and Noq, dated (6/13/2063} |
corrtains one e-nall address
N3L and ths N3L =ZC.

~ds

reco

both

the

h@ fAame on

fow o f the ogce [ile conlfirmed Lhat Lhe NSL ET, Jdaed
A containg ore e- ma‘l address pabdobdz
Yol the &-— ma:l addr Lin.the NSL,J
‘-&ail~addr€s” rhe RSL matches the E=marll
included in Thﬂ mrlglncl HEL Lﬂquobf fronw the Case Agent
b e-gdil sddress also matcohes s oe-mall address contained in
The incorrect e-wail address
ACLears T LT TIMT oo =Tl adorsss contained in the HSEL
______ 056/13/2003, rather than the e-mail address
ivn the NIT.
Eeraase the N3L contains the e-mall address regquested by The
Cas=s Agent, the errocr in —he MNIL EC iid not result in over
c2lleztion This matzer is deemed to rot constitute a potential
ZoB.-wiolation.
A zeventn N3L DuM}llaﬂ'c Checklist T fite]
Triztes that Ts of the results of the BECPR MNoL, dated
04/06/7004 Hre unknewr.s T o shonld e noted g he
e T i T e e i e bt eved - todna e famnd g tol-
which 1is an NAT Jda-«=3 04/03/°004. iz &

RS SN AR
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b2
zeneral Counsesl  Fromws: .
DIE-HO-C1 0297 35V I0, [14/ EAanNIAN b7E

A . b7E bl
EC dated U9/08/2004, refterence an NZL dated o
Iy‘/lll/ ||[_]3_ OV
b7E
_________________ A review of the casze file =% no record of a b4
£ T/bl\Umi QdL"kleJ "I the T30 dated - Gdy/ 03/2094, b7D
ACS reveals that —he lead to CAU, for delivery of
- was cleared on 05/03/2004. However, there iz no
evidence in ACS which indicates that] | received HEL
resu’ts from this request. It is ot possible £o make &

Jetermination whether NSL results corstitute a potential IOB
violation, without reviewing the results. The lack of a response
tz this NZL may not constitute a potential ZOB vicolation.

bl
b2
b7E

The N3L Compliance Checklist notes that the opening serial
whizh authorized the ¥l contzined a Cifferent sukjsct name from
the kalance of the file.

2 review of the file confirmez that the final parajraph in

the orvening EC contains a name that appcears to be anrclated —o jbl

f . . ]
thiz investigation. The unrelated name does not aprpear elsewhere &
in ths zaze file. The unrelazted name in the final paragraph of b7E

ko sy W15 NOT” Indezed. A search cf ACS, within file
confirms tThat the unrelated namse doss not appear
Tloomniere 11 e case file.

The kalance of the cpening EC contains the nawe of the <rue
subdecl . The czage Litle In Lhe opening EC conbtalins Lhe name of
the ftrus zuk~ect. The descriptive data portion of the cpening EC
the name of —he zTrue gubject, which wags indexed for
UL*vddlnq. The LHMl contained the name of <he

¢ presence of an inaccurate name in the final paragraph of
the ooening EC did not create a putthldl IOE viclation.

bl

b2

b7E

The first NSl Campllance Chacllist--=nf

P R ELIT T By =y R R ok a =] o1 e o] AT e ""1’1‘1C"J“'LT‘I'“:'[?'Ed"“t:“."‘“i'él‘t?""t‘ltte -

The last dococUmentcea

IS T G AR S VA AN AN A LELEEE D SR B HM= were noted in - he
filc after that date, reculting in a lapse of scufficient duration
fo ronstitnte a peten-ial TOR vialatior.

12
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NSL VIO-36458
SECREKT

b2
b7

N3/ 797 oy

fktdlncd pur;udnt tg T ol Nony

1'2/ "4/_"_-‘;{'1_}

reaultez in over oollecticon, as

incladed Lecords

INEES ist also
to allow

Tohital.ied in the NS

1 e l-

EJ
numer

NcE
o
p

0]

Vo
T D W

'l

]
L) B WY
+ T

il

SOt
= ()

nomory

[N

W]
I

cutaside the

reports a
tor =
L request.

zate range of the N3L

lazhk of relevancy in the HN3L
sufZiciert review of fthe ftelephone

Hleeoonfioged that the results of the
‘neludedare oo rde ot o i de
udlny records frchi?
ik cutside the Jdate rande speclrled

over =5

riolatior.

_lection, wnich

e BL 1le and ACS ::nf’rm=d tnat the N3IL EZ,
dated containsg minimal details egﬂldlhj
the relevancy of e -elepnone nunber contalined in tne HN3L.  The
akboonze of details in the NSL EC would ccocnstitute a potential IOB
viclation 1f the case file lacked zZocumentation to establish the

vanty of the regques-ed records, at the time the N3L was
o~ sued. The case file reveals that the teleghone nunker
fu :I oooptained o the NSIL was reported to fhe FEC _on 01/51/°004 by ~he

[roiizepe

This

fartment-f

te_=zphone namlzer was reported to belnils Lo ohie prother of one of
the naned subjects. The casge file centains docuwentation which
' i Lhe relationghip of thig le-=photie nurnber Lo Lhe
iSj h Shunis| tiDHT“TﬁPlUdihq~ Bacauze the case
containg anple detalls ro esraplicn e relevancy of the
ohone number included in the NSL, at the time the HNSL was
d, no potential IOR wviolations are noted, despite the lachk
fails in the M3L EC
l: S :I nothird WAL Conmplianse cheakitst = fit=} ot es
ot fho SCOFD IMSL resul-s related to the NSL dated 0372477004,
iSh . were not Iocated within the case file.
The Checllict also reports a lack of relevancy in the NSL
iSJ B Tt to allow for a suffiicient review of fthe telephone

cohtained in —he N

case

£ reviesw of the

o at

SL request.

;C from

J‘.‘C‘S‘QOHSC

e —ontimmed that the results of the
e ot lecated withipn —he
.................... isg
fof Lt TP\][JL] klp\/ [N BB
oo uplcaded in ACS. Thig

l: S :I E7 references " e T

ot paasibhle

Ied DITIT=2 gma= ATmmI | T iz
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. b2
T zeneral Counsel  From: b7E

Re: Z7E-HQ-ClZ29725-YVIO0, Q3727977007

o make a determination whether the FSL recocults constitute a
pot=ntial IOE viclation, without reviewing the HNSL results.
Becauze the NIEL resul=s were unavailable for review, no potential
ZOR vieclations were noted with respecf t- fhess MNSL results.

iS? Ce B review of dbhesgos file and ACS confirmed that the HNEL EC, bl
dated 03/29/2004} lzcks susficient details regarding b2
iS:' | peReerolovonry of TTNE. Selepnionie nunkers contained in the MSL, bTF
h The aksence of details 1. the N3L BEC would constitute
ICE vioclazZion 1if the caze file _acked documentation
= s the relevancy of the reiuegied re-ords, of fhe —jue
=) ;L was issued. The case file ard
reveals that the telephone numbers Zontzalned 11l Lhe ol are
connelted to fThe Nanedemcds ] €Cts, pacddeeee o c Lol
businssses, based upon entrie The
Sh ﬂukfllc alﬂv Cuntains ir-ormaticon whjoh males
I: u ------------- 3 — et hmemrue et oo e umseetameeemm seemsmeen oo 4
I addition, the cass fllEmehicarliie omonents
WL Sl rIonar aotalls relevant tce the telechons numbaers and

s odiidigls agssocigted wizh the felephons nnbers, including
t ? o Bccouzse the cace file contains ampls
AT 185 Lo 2STALL LS| pe————————— 7 0 The telechonse nanbers

S included o in.the-NS L - =zt the time the N3L was issued,
i j otential IOB violatlons z-ze notez, despite the lack of
=t311s in the NSL EC.

(8] ore ot

bl
“MEL-Compliance CheckIistonfilel b2
resulte of the NSL,. dated. 04426722004, 1IE

Lalned wihin Lhe case Zile.

o Checklist alao reports 2 lack of relevancy in the NAL
iSj N to allow for a sufiicient review of the IMN3L

L review of the case file and A0S conf-rmed that the results bl
iSh U ETENETRFRRE MR, dated 04426420041 are not contained
within the case file. It is not plifelr-e to nake a determination
of whether the N3T, resnlta support a porentisl TOR violation,
without roviewing the regsults. Eecausc the NSL results werce
unavailable for review, no potential IOB violaticons, related fo
tho=ze r=sualts, could be noted.

isa R - - &2 1= and ACS --onfirmed that the NS EC, bl
Azt . contains m_u_mql details LﬂgﬂLdlﬂj b2
the r=l=vanc _zr of e TLontained i the MN3L. The S b7F

st ate £Hhat the "figan~ial records aye eipng requestes

| Theo coce 11 1 revesls That The nanes contalned 1n
tsl Thia-ws8horequest. are subdjents of the investigarion

14
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SECF&T b2

T2 Zeneral Counsel Froms | | b7E
Re: Z78-HQ-C1229736-YI0, 03/2%/700

~f the gulkjects.  Tre “ndividyals nagped ip ~he

bl
T D
I 04

I i TTE o 1l eI e ron b7E

I: S :l . vancoy of the dodigdidials poped Jo fhe ST —o

J

the 'nvygtlﬁﬁffﬁu, it udingf Because
the cases file contains anple e ralio T oIS I IoTevanty
of the lMIOLmathH rejues=ed by the IMNSL, at the time the M3L was
lssued, no potential ICOR wviclationsg are noted, despite the lachk
of details in the M3L EC.

A fiftn NSL compliance Chesklist foF foTe] bl
that the results of the N3L, dated 04/26/2004% b2

.............................. bR

TESHtATned wi-hin the

Lho Lhoolllist also reports & lachk of relevancy in the M3L
to allow for z sufiicient review of tLhe MNEL

iSh ,,,,,,,,,,,,,,, &ores of the case file anguadliconfiored tnat the results
of the KFEA N3 L, daredgrod e fa/QOOZ}T-IH are oot contained
within the case file. There [ammn<1asnge) LLi
= jng a response EC from contact was rade with bl
on 03/16/20 confirming CTLat | had no documentation H2
ezponze be=ing pfuuldrd to Iregarding this N3L b E
t. 1t 1g not poscsible te make a determination of whether !
=51lts oupfoLt a potential IOE vic_ation, wiflout
nj the results Becauge there ig nc record of

lving 4 response o Lhig NSL request, Lthe lack of Tesponslye
rnay not constitute a potential ZOB viclation.

vi of fhe case file and ACS confirmed that the N3L EC,

AL revie .
dated 04/2677904, containg minimal details regarding jb£
the rslsvancy of The anes —ontained in thse NSL. The EC does D
sfate thaot the M"fipapnadigl records sre bedipy reqpectaed fo b7E

I: :I | e T i.a.s@_u_t@_@-faaj_s TIlar Lhe Taes conearnea o
s NST redijessl are giubjents of the fnvestigatic

Sibijents e investigarion
I Thre “Ndividiyals named jn —he
RES |
iSh _____ The case file
C_oTICALllls of the dndividuals
e Ll T ‘L tu the inve

e ‘ﬂfﬁ“*ﬁ““-1cludingl
|4°‘HU%“ —he case file contains anel Spercmm I
Tallloll Lole

iSj NEELE] relevancy of the inZormati-n '—queqt~d by the N3,
at the time tne MSL was 1ssued, no potentizl 1OR viclations are

noted, despite the Tack of Jdetsils i the N3T REC.
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SEXEET b2

‘ |  b7E

bl

........... b2

""" T | bE
. oo

A ozizntn MHSL Compliance Checklict -n 17079 inlele
fhat the NSL results. of the ECPA HNSL, zated 1W7rtrrrormog,
are not located wizhin the casze Zile

A review of the casgse file and AT3 reveals thatl I b1

ed the lead regarding delive r peadha Llol to| | Th b4

E esponse e I A3 we as .
DnleHHrey krﬁdugod by zre not located within the c: ]b7D
H:wsver, a working copy ot ,hel Iresponse C owas av b2
through ACS. Thig resgponse ECoonicalnz the results of the

b7E
request for subscriber information, but does
resu_-ts of the toll records rejquest.
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il

ATl
IO
-0 W

-+

mn
=
-
it
)
Rl
=
it
hY)
-
=
—+ M
—
D

It is not possible to make & <etermination whether any
p-tential IOR vieolations have occurred with respect to the NEL

resu-ts, without reviewing the N3L results. The aksence of N31
regu’ts in the file, without mcre, may ntt ccnstitate a potential
OB violaticn,

Cons_nsicon

The IElV sion NSL agulit resulted in the b2

isin
SdentifiZFTIoN oL I3 mat TGLS, within 10 case files, which are h7E
reportacls to OGC as potentizl IOB vinlaticns, surwarized as

f-lows:

u 3 oover oollections attributed to bllling -voles;

a 4 1 oollections attributed tco zervice vrovider;

u 1 cwver collection aL;leuLed Lo FBEZ Lypographleal error;

n inztances of potential invesztigative activity duringy a
argese in investiga-ive autthlty (one cage filej;

u
— = =

lack of predication for the investigation:
lazl ~f doctmented authority foﬂ I

]
=
—
w

9

~f annual LHMs;

These 13 potential IOE viclzfions will pe nore fully
detziled in individnal "D-967 reports.

will incorposs raised during the 2
1.0 thie H3L —raining session g19"1wmw1 sobedulad as e
o T -

2207 anrmal legal trairivg for Division b7E

16



SE%T NSL VIO-36462

. bé

To:  General Counssl  From: . ;q

Re: 2TE-HO-C1270736-VIO, 03/ 707007 bic

LEAD (s) :

Set Lead 1: (Info)

GENERAL COUNSEL
AT HWASHINGTON, DC
Iis oroviding a sammary of “he results of

the 2007 NEL audit of the Civiszion.

Set Lead 2: (Action)
INSFECTION
AT WASHINGTON, DC
Zs groviding a summary of the results o2
~he 2007 MEL 2021t o1 ther- Division.
*
17

Setf

b2
b7E



ALL INFORMATION CONTAINED NSL VIO-36463

HEREIN IS UNCLASSIFIED EXCERT ?ingzéiéé?égﬁgzl** I
WHERE SHOUN OTHEPWISE o anis VR ReR ek

(Rev. 01-31-2003 7 ol B Sl et REASONS 174 {er
DECLASSIFY 0N 12-17=20%2
SEYRET /NOFORN 4

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/23/2007
Teo: Inspeschticon Attn: ICZ: )
b2
Ceneral Counsel Attn: N3LB Wh7F
bhé
From: e

ontact: SA

Approved By:

WIMNHMDrafted By:

Case ID # :><: CIAHO-C1 2207 30V (Pending) jbl
(Penzing) b2

(e b7E
Titlé?““;ﬁ< REFPCRT OF A POTENTIAL IOE MATTER b6

i3 b C

T b7A

mo

SynopsiST“:DKK Document —he acqulceition of non-relevant
te_zphone Sabszstriber and —oll record information collected via a
Mational Security Letzer. KReport potertial IOE watter.

X st e

(. "o

Referende: :>zz 278-HO-71229736 Rerial 2570 jva
. ‘ _ o b6

Details: (1) The _case zgent for the above cactioned case J3 S2 B7C

| | =y | | The relevar.t supsrvisor is SSA[ij::::] :

1 FEII | The zbove captiored sugpject is a US Ferson. bTA

—|

s person, was acthorZzed 1n accordance
ral Guidelinecs

S%NOFORN

a
<r

wW L LT o AU O el




1N

151

napeation
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E

NSL VIO-36464

SE%T/NOFORN |
b2
reoTe BIE
0057 TorITTS/ 2007

bl
b2
b7E
b6
b7cC
b7A

f"\l

(3/HI)

Comment:l

S%T 7 NOFORN

2

bl
b2
b7E
ba
b7C
b7A

bl
b2
b7E
bé
b7C
b7A



NSL VIO-36465

SEé‘éT/NOFORN
, b2
pectlon Brom: : BTE

93]

iS/NF)I

(3) A National Security Leller (MST) dated 01/03/ 2007

zzrved onl via the[::::::]Division. 1ha_____1

Loval Certificaticn™ section of fhe —over Bo-advised

SE T /NOFORN

3

bl
beé
b7cC
b2
b7E
b7n

bl
b2
b7E
bé
b7cC
b7A

b1
b2
b7E
b4
b7D
bé
b7cC
b7A



(.

Trv Inspection ) (1
Re: ™ 2T8-HQ-1212297 36,

NSL VIO-36466

SE T /NOFORN

b2

Eroome: bIE

03/23/2007

V EEN | | PN | |
™~

ENET SR S IO G e

~

LIz Jdoe .:l‘_]':I]L. J."'[l_l'*uL’:‘_‘l

:><f The=

aubscrikber and Lol bz 1 52 from
[ for eléphorie Tumer was received
195 Divis 1un onn 03/06/2007 ard paﬁqed T Tl ]
Divigion i3 an K Jgzed O3/ 07 /2007

| The case agent Leuel/cd t.c

LLUJ.I[I I

TEoLolon

2 ded
rirers.

v1ia the Divisicn or. either Uz/12/2J07 or
_LUT ﬂffPL a cursory review oI the resconse from
£he caso ageont noeted the communications carricr had

‘U}uLllbel and toll recorz information for three

The firs— pamed and Zully Zdentified subscrikber fo
= was licsted as the user from
Toll records cCovering the pe=riod
l |t agsocizted with the first subscriber,
ovlded 1 hard-copy [ozmal. Thu‘u Lard-copy Lall reocrds
Jquezstered and passed to the CDC for further
icn. A ftotal of —wo czllex telephons munbhera were listed
toll records. The sukbscriber Znformation associated
(- with this individual was not indexed irt:s FRI data kbases and the
T reoopd call activity was not uploaded Into the I

datakase.

(3]

The second unnamed sukbscoriber to tfelenhope pJuymber

¥

was cnly Jidentified as

cotaklished | | Ihad no

T Irer information on record IZor thls prepaid acocount;
h-wesver, the case agent has assessed this unnarved subscrikber to
be identical with the_cap-ioned subject for reasons cutlined

- - I
e cw. Tcll records]

l wnich were associated with the preraid account user,
wers m'CVld =d on the same CD-R as the tol" records kelonging Lo oa
prssiole third subscriker. 'The CL-R was stered and passed
.o the CDC pendineg Tarther aralys T1|H Foll records

SECHET /NOFORN

bl
b2
b7E
b6
h7C
b7A

bl
h2
h7E
hé
h7cC
b4
k7D
bT7A

bl
b2
b7E
b7a

bl
b2
b7E
b7A
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NSL VIO-36467

S&T /NOFORN
b2

b7E

03/23/2007

: Inzpection From:
T R 2TO-He-12297 36,

froml Ito were prirted and have been
naintained in hard-copy format in the captioned case file for
~.reasons oatlined hbelow.
'"Sﬁgi s reascnable to believe that
------------------------------------------------------------- TS R G i 610100 13 Al SR o »e-i-e»ph-fme~-nurﬂbern
wﬂ& Erasiompans §
fer-the fol [T AT A= e o Tap TS
S:] T T Jadvised-that
-------------------- Ipﬂrtmlrqu L2 CETZ IOl =L

PR S

" 1
Tims frame
tha=

included the daztes of o

|:S:| ) N I U py T T
Tonoing) . Tlls
T Tl oo oI e ates of | R

aocaoont o +tho rord oA Jon kg o

—hat
unert
subsmrlbeawtq
]

I: S :l ‘_:1 1’~1 [y alaTata V=N s R Rl 21l n Y= Al
I ] pencir-g) . S previoll2 ]y Sl Al ec]

abovel ]

e The third pamed and Zully Zdentified subscrikber to
te_ephone’ ninberg- was listed as the user from

[ 7011 recorss froml o

WoLg provided on o CD-R which wag gequecstered and

e |GDC pending furtler znzalysis. The
1nformation azsoclated with this third individual was
=d inte FBRI daza bases zn the foll record call activity
has nct been uploaded intq Iyet pending
further analysis.

;><5' apc| Jui
[ - _l.an.ﬂ e

SE%T /NOFORN

conduczed a
Ch-R

vision,
the

NI male

bl
b2
b7E
b6
b7C
b4
b7D
b7A

bl
b2
b7E
b7A

b2
b7E
bo
b7cC
b7
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NSL VIO-36468

SE&ET /NOFORN

T From: | I b2

Re: Hg—'l;”'ij, 03/23/2007 b7E

between the dates of to that yere

assceoiated with the Third surecribere bnaly81°
revealed[::::::] idenzical ftelephore nunkers were called during

the period in which the third indivizuzal was listed as the bl
subscricer 38 wele ~alled by the VI, Unl d‘:rﬁ'lflcd subscriber, 1o
| Furtrermn-re, the prepaid account .
user terminated servicel _dapd the third sukscriker ;b7E
initiated service the very next day| | Hormally, bé
there is a gap of several weels or minths in between the b7C
teLﬁination of service for one subscrikber and the reassignment b7A
~snd ‘pitiation of service to another subscorioer. While ADC

wao demonstma—_ ing how he conz uf“‘rccl the preliminary

(5]

analysis, fAe~cage agent recognized the res dential Lelephone
.- — I _ I
nuncer sukscoribe d tl |
panj nq) and SR F=Nas = =N YA EAT=N S N =W = =Yl STaY ar= e VR A/ a=N k=
ouLQtleed\to“ |
p ‘ y as bolnq C oMU G ket el o S L L S ey The secornd
1ud ThlLd gapsctritersit in
|t e B B B e TaSet ol atave Balwl avet 1T 1.0 "“(“;‘j_:‘_;Afﬁp_"ﬁ’?,_l..p_“_:':ﬁ |1 1,q_.(_\.v\,,fpu..rﬁ,“q.f.-]
| =ven
Though 1T 13 now supscribed under a Zliferent nare. bl
R T+ 1o e ~ocas = go1t ! RS == T ot 1‘"'|;x‘f‘| b6

I [— | —157c

Ly lnltlatlng use as a prepa.d ac-oount | | b7A

8] L

(3]

S el T1-o-ing The Zelephons numkber under sorxeons =2lse's nams

Thig assegsment would nol have peen pogzilbde withols

poszezslion of the toll records to accompany the sukscriker
nforwmation.

bl

(1) The sukscriber infeormation associ

ated with the b2
first fully identified non-subject stbscriber was not indexed b7E
nts FBI data bases and the toll reccorc call activity associated

bé

with that non-subject subscr-ibe-, corsisting of two calls, was

(&)

n £ ugloaded into | | 2n in-depth ~all b7C
 1-slyais of the £a11 recsris perfaining ro the period «f  h7A

kel Iwi]] o conZucted te egtaklish bevyvond

d n.f Thdf' frentinces to use fLelspnone number

intentionally attemnpted tc hide the fact he is
particular telephons rumber.

Yo duestions req irg th-= yatter ~an be b2

i

o — - | bTE
ovlide feedback regardinZ apprival Ior destruccion 70

be

b7C

b7A
sseigr/NOFORN

6



NSL VIO-36469

SECHET /NOFORN

sectisn From:

279-1Q-T100 0T 5T

(W T2

of the sequestered non-pertinent records asscciated wizh the
first subscriber.

S%NOFORN

7
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NSL VIO-36470

SEéhé$/NOFORN

P Inspecticon From: :b2
Re DTG-HG-01229736, Da/os/oa07  PTE
LEAD (s) :

Set Lead 1: (Discretionary)
INSPECTICN

AT WASHINGTON, DC

() For action as deemez approprlate.

Set Lead 2: (Action)

EENESAL COMSUL b2
b7E

AT WASHINGTON, DC

(1) [:::::::]rcquests OGC provide feodkback regarding
approval for destruction of the sezusstered rnon-pertinent reoords
azscclated with the first subscriber.

*

S%T /NOFORN

8



ALL INFARMATION CONTAINED NSL VIO%13;16471

HEREIN I5 DNCLASSIFIED EXCERT TE: 12-17-2007
) w e s CLASSIFIED BY 65179 DHH/ESE/cb
WHERE SHOWH CTHERWISE

(Rev. 01-31-2003) PELSON: 1.4 [C}
) DECLAZZIFY. MM: 12-17-2032
SECRET

A R

()

{m

m

FEDERAL BUREAU OF INVESTIGATION

Precedence: =<OQUTINE Date: 03/z2/72007
To: EbZ Attn: SBC
b7E o
Counterterrorism Attn: _Tos 1, conug 2, Tearn 7
Inspection Attn: II=

From: General Ccounsel
Mational Securi=zy Law Branch, Z7LUJ1, Lxkl 33-125
Contact: bl

heye
Approved By: Thomas Julic F bt

[ ] b7E
b6

_Drafted By: c 1dr b7C

i b7A

Case ID #: L&\ 2Z8cloo 200726-VIO (Pending)
(3) (Perdinz]

Title: (i Intelligence Overgighbt Board
(IOB) Matzecr 20071

SyncpéiST“~;ﬁ<: It is the cpinion ¢z the Office of the General Counsel
VOGTZT Lhiat The above referenced matter ngeed not ke reported To Lhe

_nte_ligence CversighT Doard (IOB). Our analysis follows. bl
b2
iUJ““%“"“Ww£§<: Bziizgg From ;;EEEE b7E
be
Refeféhééf“zﬁﬁ: e —HO-C1 220730V (0="""5 ib7c
(39 b7A

‘FC) dated 03/14/2007 and
reported to the 0OGZ/s

nzpection Division Zhis

Details: | By electronic commuricatizn
referenced above, the[:::::::]Division
Mational 3Security Law Eranch (M3LR) anc
potential I0OB matter.

=
a United 3tates b2
‘‘‘‘‘ PeT SO b7E
T R In a 02/01/2007 Hztioral Security Letter (NS3LY, b4

[::::::]reqqeated subsoriker informatizn frow | | :b7D

b7A




(2]
(&)

(3]

180

NSL VIO-36472

SEHRET

un* rterrorisam Trom: G@n@ral Counael
CTS-HO-ClI 9T 2610, 03/20/C007

undecr the aathority of Eiecutive Order 212233, Jdated Cecenbeor 4,
“eR1, and pursuant to Title 13, Inited States Tode (II.3.0
Secticon 2709 (Secticn 201 of *le Electroni- Conrnunications
Privacy Act of 193%6) (as amended). Specifically sougnt were Zhe
name, address, and lengy-h of service with respect to the
focllowing ftelephone numbers:

18]

b7a

(- b1

b"*}R{ Oon 02/26/7200%, the FEL rcccived the recults from Eb4
7 M| When the case agent, | reviewed b7D
The Lzonlis Nie discovered that] | had provided bé

additional information Zhat was not Zescrl b@d above. The

b7cC

Aédditiona}minformaﬁion consisted of an enad Address for the
subscrizer of telephans miinbed SubsCr il b7Aa
sipfenatdor- predatdng fe e |- sor . Te.ephone nunkeqy
and approzimately tcll records.

EUT““%~E§(;SAI icontacted AGC ] in thel |
offifte

sladl address for the subscriber of telorhons
sukbscriber information -rvdaflnql

ChC'a offife Yrurediately. AGC| acvigaed the QA| il bl

‘f’"lr’;

| bé

: ard dppruslldtclﬁ ftwenty Zoll jb7c
, i s X AagTIEE T AT Thilc irformation should be b2
f: lude - tu T's office inf ] 52  -complied with bIE

theze instructions. The additional information has been received bIA
and szceatered in the CODO's office. None of the information was
up_caded into ACS or placed in the cagsce file.

(UJ) The Preszsident, by Execttive Order 123324, dated
22/C4/71981, established the Fresident's Infelllqcnga Oversight

Bzard (FIOB). Cn 03/13/1%93, by Exscutive Order 12353, the
Prezident renamed it The Intelligenrce Overszight Eoard (L1CB) and

=ztablizhed the Board as a standingy committes of the President's
Foreign Intelligence Advisory BozrZ. Am:ny i1ts responsibilities,
fhe TOR has been given s boority e e FPT’% practices

SE;;ﬁ«ET
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NSL VIO-36473

SEYRET

T Quunperterrorism Trom: G@n@ral Coungel
Re: >< —HQ-C1229736-Y10, (3/21/2007

and procedurces relating to foreilgn irnto_ligencs and foreign
counterintelligence conllection.

2

() Secticn 2.4 of Erecutive Order 17363 mandqfes tha=
“nspectors General and General Coursel of the Intelligenc
Community components (in The FEI, the Essistant Director,

“nspecticon Division (IMNSD), 1nd the Gereral Tounsel, Office of
the General Counsel (OGC), respsctivelyl repcrt fo the ICE
int=elligences activities *haf they have reazon to believe may be
un_awful or contrary —o Executive Ordesr -r Presidential
Directive. This language has been lft%LLL%t ed to mandate the
repcrting of any violation of a provision of The Attorney

c
General's Guidelines for =BT Nzafioral Security Investigations and
Foreign Intelligence Collection (MN3IG), sffective 10/31/2003, or
onther guidelines or regulations zpproved by the Attarney General
in accordance with BO 12333, dated 12/04/2.261, if such provision
wzs designed to ensure the protectiorn -f ndividual rights.
Viclaticons of provisicns that merely are administrative in nature
and nct deered to have been designed to ensure the protecticn of
ndividual rights are generally not reported to the IOE. The =EI
“nooestion Divicion is regquired, however, fo maintain records of
such zdwiniztrative violations for three yesars so that the
C-uns=l to the IOD may review them upon request. The
determination as fLo wheTher z matter is "administrative in
naturs" rmast ke made by OGC. TherelZore, such administrative
vinlaticns rmust be reported zs potentia’ _OB natters.

“}ZQ: HMSLe are a gpecific type cf nvestigative tocl —hat
1= Lhe FBI Lo obdain cerxtain limiled Lypss of Information
without ~ourt intervention: (1) telephone and erail communicazion

reccords frow telephone conpanies ard irternet service providersa
‘Elezctronic Communica<=ions Privacy Act, 18 U.S.C. § 2709); (2)
reccrds of financial institutions (which s verv broadly defined)
‘Righ

is

1t Lo Financial Privacy Act, 12 U.S5.C2.§8 2414 (a) (5)(A)):, (3) a
Zist cf financial inszZTizZuzions and consumer identifying
nformation from a credit reporting company (Fair Credit Reporzing
Act, 15 J.3.2.8% 168lufa) and (b)); anc (1) full credift reporz in
an international terrorism case (Failr Tredit Reporting Act, 15
U.3.C. 8 1631vy. M3Ls may be iscued irn conferwity with ctatutory
recuirerentsz, including 13 DD.3.C. & 27058, HNSI5, section V.1Z2.

iU}““”“”“wmjkﬁ; In this instance, [::::::]properly served an N3SL b2
)

reguesting zubscriber informa flun relating tc the telephone b7E
nuaoers relevant to the subject oI a3 preliminary investigation. b
" oadditicon £o the responsive recordsz, duae to o an error by B0
alss received rec:rds beyond the scope of o~
fLhat, requested in the ST b7A

SEé?&K{
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NSL VIO-36474
SEQJRKT

Re't D 279-50-C12287 36-V10, 03/20/2007

T Counterterrorism rom: General Counsel

tujA%m““~n ! Bacs~=d on our analysis,l |crror iz no=

reportarls to” the IOE as —he FEI has not acted unlawfully or
contrary to Executive Order oz Presizertial Directive.

"""""""" (M Based upon T“hese facts, in accordance with the
fterms ixplerenting reporting rejuliremerts -f Secticn 2.4 of EO
228¢3, it is cur opinion That this err-r 13 not regortable to Zhe
ZOB. B record of this deciszsion shoulz ke maintained in the
control file for future revisw by the Tounsel to fthe ICE.

- Since the additionzl records in this instance are
12 rel&vant fo the authoriczed irvestigaticn, the additional
ords nay be maintained by the FBEI if ap sdditicnal MSL is
cyed for those records. Otherwize, zshould contact

|and ask whezher the improperly or unintenticnally

argquired information shcould be refturrec -r destroved with
approcriate documentazion to the Zile.

b7D

b2
bL7E
b4
b7D
b7A
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NSL VIO-36475

SE?&ET

s Counterterrcorism Drom: General Counsel

Ré >< CTE-HO-ClT 9T 36-V10, 03/00/7007

LEAD (s) :

Set Lead 1: (Action)

NE]
—

(1Y The Fi=ld OZIficze shoud serve an additional
I[N.I,. for the relevant r=cords, or in the alternative, contac—
and as whether the impraperly or unintentionally

acjyuired information should be zeturrec —-r destroyved with
approovriate documentation to the Zile.

Set Lead 2: (Info)

COUNTERTERRORLSHM

AT WASHINGTON, DO

{(J) For information.
Set Lead 3: (Action)
IHSEECTION

AT WASHINGTON, DC

(11 INSD should rebtain a record of the repor. of
the prctential ICE mat-er, as well as a ccpy cof the OSC opinion
concnding that ICB netification is rot required for fthree vears
for possikle review by —he Counsel to the IOL.

124

SE’XET

b2
h7E
b4
b7D



ALL INFORMATION CONTAINED NSL VIO-36476

HEREIN 1% UNCLASZIFIEL EYCEPT SBTE: 15— 17— 00
) . DATE: 1&-17-2007 .
WHERE SHOWN OTHERWISE CLASSIFIED BY 65179 DHH/KSRSSE

(Rev. 01-31-2003) FEESTNG 14 {EY

s:&r DECLASIIFY ON: 12-17-209%

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 2/21/2007

To: [ 1]

From: I | b2

Squad I , b7E

Contact: =SA b6
Approved By: bic
Drafted By: E SWE

Case ID. #:

HQ-C1229736-VIO (Pcnd ng )
""" -D-/ 54723=-YTO (Pencineg)

iU]meitlefwmﬁﬂi POCTENTIAL INTELLIGENTE OVERSTIGHT
BCARD MATTER;

EUV“““Synopsis¢mmE§<: To report a potential IOE matter.

7y - e D) i y N A
i) :><: 1fv Oons e

- ;b7D
Reference: (3) :E%E

Enclosure(s): Copy of WazZional Security —etter, including
attachnents, sent to

-

Detailsfhmjﬁi Zuring an office wicde review of documents received

in responze to a National Security Letter issusd under 12 U.S.C. ]
Secticn 3414 (a)(2) {(commonly bnowr as the Right to Financial bt
Provaoy Aoty Jt wazs dizcovered that among the documents SA b7c
I Irchaivad wascpne full credit report. Chief
Divigion Coanzel acvised this should be
repcrted as a potential 10OE natLer.
[ Ml L. 1T AT "E """\E’“]':‘ S bl
iSji a USPER. :bZ
= T nvest gt on wasl The b7E
b6
b7C

SEfSRET



bl
b2
b7E
b4
b7D
be
b7C

(-

IR |

18

NSL VIO-36477

Sf& b2
b7E

Re: TTU-HE-C1205736-V10, 03/21/2007

iy
=)

[=Taleh e i=

bl
b6
b7cC

The NS for financial reccrds was sent to[:::::::::]
=

Cotober 20, 2000, becayse -+ was celdesr

4 flh-se

THTC: =]

provided

orn toe Mational Security Law Eranch Website.

“””“”C}ﬁi The N3 was copied verbatim from the NEL_iiopy

-]

e renoitda o at b e rTaining to |

In response to the NSL, tThe recjadest provided

One of Those ZoZuments was a

reprt,

2

had oktained
ull credi=z

bl
b6
b7C
b4
b7D

b2
bTE

bl
b6
bicC
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Frome

llg;;::::::] ?ﬁé\\

36-v10,

NSL VIO-36478

b2
03/21/2007

b7E
The receip- of the rezponse t
in an EC dated 12/26/:
numercus pisces of information
repcrt.
was attac:

211 information received,
ied to the EC
(.

or

- the HSL w
That docuwrent 11
received, ncluding
and includes
q g
dezire £O3s
resnonss.

n oW
0]

i+

in

e

N
ircluding the credit
Writ
ccntained in th

red
re
the file.
It should ke noted that writer did oot anticipa
a credift report be
er
at

{1

iz
port,
did not analyze in detall the information
credi= repozt.
credift report from the file,
nttice.

*

2

included Zn the recipient's NS
and frorwarded them to the Chief Division
De0zwril ., =C

s

Writer has now removez the pages containing the
Cocunsel

placead them Zn a sealed envelope,

until further

SEc;iﬁi



ARL INFUBRMATION CONTAINELD NSL VIO-36479

HEREIN I3 UNCLASSIFIED EXCEFT DATE: 12-17-2007 B
WHERE SHOWH QTHERWIZE CLASSIFIED BY 55179 DMH/KSRycoh
(Rev. 01-31-2003) AR

REASON: 1.4 i)
smﬁr DECLASSIFY ON: 12-17-2432

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/26/2007
Teo: Inspeschtion Attn: IZ%
Office of General Cuuusel Attn: ISLE
b2
Tonnterintelligence b7E Attn: SD-530; S[3A
X o A o
bé Rocm 4166
bic Attn: Thief Livizion Coupngel
SSA
1
From: I
Squad

Contact: S

Approved By:

bl
Drafted By: ijl b2
‘ , o b7E
Case ID #: (3) (Perding] bé
(11) I n—HO=CT7/79730=-VTO (Fending, -
bh7C

Title: i3

i) REPCRT OF A POTENTIAL INTELLIGENTE OVEXRSIGHT
BCARD VIOLLTION

an | b6
Qﬁq I b7C

Synopsis: (Uy To report a possible irnte’lligence oversight board
TEZOR) wviclation.

e - e 1 Fro .
- D pembvedgron .o

Reference: (U) 2TE-HQ-CZ1229736-VIO Zeria_ 2070

pl0705254. =

SE T



NSL VIO-36480

SE»&@{ bl
M- Inspect 1or Ll e I I bz‘

Re: (8) 03/ 26/ 007 b7E
Lif bl

Details: orn 11/15/2008, | |pivicion drafted an -igE

Electronic Communication (EC) tol |Division which :

repcrted the resultes Lrom a ational Secypitsy Jetter (N3L) from ;b4
Division tc] batea b7D

e W0C. The criginal M3L fromw Division redquss—ed
identify the names, addresses, lengths of s=2rvice and
ele-tronic communications transacticoral records, to include
exizting transaction/acztivity logs ard all electronic mwail (E-
header inforpation (oot o ir-lyse gecssacqe copntent and/ o

o)

;bl

S \ ; . 2

isﬁ . T the previous Division =
e =Tl =N-Te =1 sk ndiak il M AT-NNc] SlaW =N alcTal M NaTAT=) et idgatian jdentified b7E

This 4
I 0P DO I (0T 0 NN N = WS N S S o A 1 S 0 A A B B e e L7D

|: S :| gy e g gt o gl |

iSj WUJ““;DSi\ In the corresponding results,l Iprovided bl

subscrirer records, and possibly electronic COTIMUNIC pudecdag

T

t1ausacticngl]l Jecordsg, for g USPER ot “depntified a9 I ROF4
: b7E

BT AR =D T maoe e A oL ook A e eremrron ey b4

communications transactional recorcs i depth since the records b7D
were initizlly received, and thus car rot rezall waether these

iSﬁ _ reccrds sven szist End HNoze.] In adciticn, provided =
o FED with sukesriber reccrds for the E-Mail Foare

255 of
r' Ialthouch this adaress was not reguested by the
=N ‘Ld(j._)]_dl"ﬂ G ol =) roci o oo il 2 B P 1Y e M M= V' i [ =¥ = e B
I:S:I 3 sed ot
:Nll'.} A RCEESIN wE N roaure yoarc u | |

W“”““wgﬁ(i Althocugh)| IDivie; n received these results )
ne later then 11/27/2006, the case azernt was not aware that over- JDZ
reporting of information by an interret service provider {(I52) b7E
was a PIOz. This re=aliza-ion was maZs after the recent publlc1ty
surrounding Fz21l's HSL issues.
l:U:I I M Lo ob-sro ot i mped Jrorect - ot d on o it doatoed oo

7N bl
':S:' 1 B2
SEWI‘ b7E

2




NSL VIO-36481

Sﬁx&ET b1l

T IR gty VT S WERCU PR | :b2 bl
Re (S) 03726/2007 DB b2

I: S :I b7E

bl

EEQ: The r@Jul’rD of the rames provided £o thse FET from 1
were placed g Lo drafted by | =) e
Ihmicreyritreud it znd the -ther JSEER name rsdacted b7E
by the rase agent earlier 1n this EC. Thiz EC has been uploaded, b4
though neitiher of the two USFER names were nder=d by sither 7D
division. Division hag rpof _copduetred zny additicnal
iS? 1 TelatingTo-either yr the other USFER
nis 'dPDTlled and reported by e FEI.
:D*(: ss:l |weg fhe case agent's supervisor as ]b6
the tims the records were sent by tc the FBI. SSA[::::::] :b7C
iU?S'Jm retired from the FEL. :b4
b7D
Enclosed with the copy of this EC for
Divisicon, ‘Caizf Division Counsel is a gsea_ed 12 of thne original
EC fronf | as well as the subscquch records and
le

resu_ts froml |_Tn addition, the case agsnt d_ e
eletronic folder on —he case agent!s _cserver folder w
creztzd frow the CD Eom obtained by This folds
creztsd to aszist with the review oI the electronic records
nbtained froml b2
b7E
*0 b4
b7D

SE;§;T



ALL INFORMATION CONTAINED
HEREIN IS MICLASSIFIED EXCERT
WHERE - SHOWN  OTHERUISE

NSL VIO-36482 paTe: 1z-17-2007

CLASSIFIED EY A517% DMH/KERSch

SE%ET/ /X1 RELSON: 1.4 {c)
DECLASSIFY OM: 12-17-2032

U.S. Department of Justice

Federal Bureau of Investigation

I Reply. Please Refer to
File No

REPORT OF A POTENTIAL INTELLIGENCE
OVERSIGHT BOARD (IOB) MATTER

o5 Angeles, California 90024

b7E
b6

bl

~
Aot

b7cC

=EN |

X

hTE
bhé
hicC

b4
b7D

{bl

o
[

53 i ettt Gm 3D ee " %aq

Thiz docunent contains nei<hsr recommencationz nor concluszions

ot the FEI.

It iz the property of

the FBEI and iz loared te vour agsncy; 1t and its contents are not to be distributed sutsids your

aqency.



NSL VIO-36483

': 5 :' SEQEET/ /X1

bl
B

b7E
be
b7cC

bl
be
b7C

(11y T addition to subsaeriber naws, Aaddress, lemngbe of
corvice and account number/tcelephorce, the zcreeon printout
contained additional information Lo include social geourity
numosr, current amount due on bill, anc cther informaticon
reqgarding their telephone accounts which were not within the
szoove of information reguested in the NSL.

(117 While it can not be determined what tne II3FPER
status of the above two subscribers is, they are presumed to be
EPFR= a5 fhey both reside 1n the 17,8,

Sikbgeriber informatior to ‘nclude only nams,
5 ength o»f service were erntered into FBI telephons
icns for the above two teleplore numcers. A redacted
CTpY tne screen prinTout which conly Zists nane, address(es),
_ength of s e and telephone rnumber wi’l e naintained in the
filz., The only existing copy of the unredacted response was
sealed in an znvelope and forwzrdec with this connmunication.

cass i ] ade:

: - B5A | T e
boe - o:pll
, SShA

w
X
O =
'_l

Fersons involved in the supervision of captioned

|LBRA3 supervisor
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NSL VIO-36484

ALL INFORMATION CONTAINED DATE: 12-17-2007 v
HEREIN 15 UNCLASSIFIED EXCEPT CLASSIFIED BY $5179 DMH/KSR/ch
(Rev. 01-31-2003) WHERE - SHOWN OTHERUISE REASON: 1o4 (o}
DECLASSIFY ON: 12-17-2032
SEQRET A

FEDERAL BUREAU OF INVESTIGATION

Precedence: FRIORITY Date: 3/22/2007
To: Counterintelligence Attn: TD-20, Roor 4844
Office of General Ccounsel Attn: NZLE
Troeryet d Attn: I-= b2
Attn: TDC ﬁ
b7E
From: L_I l ;b6
b7cC

Contact: SA|

Approved By:

Drafted By: I jb}
Case ID #: (8) | (FPerdiny) b7E

( )
(U) 278-HO-CI1220736-VIO (Pending! b6
b7C

Title: [3)

Synopsis: (1Y Kepor— of a porential TORE mattesr as repiired by

1
HFZF Manual Scction 2-%56.

D ify : B
l bl

b2
UPER). b7E
L. . b6
Administrative: (3) 1TC
(3) -
Reference: (U) Email from| hDCI Ito all |
employess dated 02/22/2007 forwarding emall from Julie F. Thomas
'OGT) te 3ll CDCs dated 03/22/7007.

- () ZAttac-lhed o 511 recipients i oo oy o f
bl

b2
SEC)Q

h7E



tS? wmryﬁq 1—dﬂrfpd by writer and will h@ mEirtasned i

~da

L dir:

NSL VIO-36485

Trr Dol et T b2
Re: (8) 13/ 22/ 2007 bHIE

(U -

Enclosures?"“ ) Enclosed for zll reciplents is a copy of LHM
=3 03/27/

Package COpy S N faor "‘D("‘/I Ior_]_‘a' === =T B =3 ahtd =2 Ral ar=]
C E - - 3 A“-—:“.- ’ 1

nnredacted arsiginal of.

Details: (1Y Referenced =2mzll advises that any information
receved from an slectronic communications service provider in
resoonss to a MNational Security Letter (N3L) for telephone
subzscrirer information other than the custcmer's names, address,
Zength of service, ands/or account/teleph:ine nuwrber sabpscriked —o,
shou’d re reported to the CDC and a report of 3 possible IOB
violation snhould be prepared. In accordance with these

ftions, the enclosed disseminable LHY hasz ceen prepared.

(ﬁxh Faskage-copy. contains a

=nvelope containing
an unredacted copy of the respcfize—irom

Il aTa =T alal sk tah 7l o W al )

e Aetached are copies of thCrE-QEGLlCdE Sp AR A N R AT
=ESANR D ATN | subscriber informaFie from for two telephone
5 and a-redacted--eopy--of-the. response.

SEE!&E\

bl
b2
b7E

bl
b4
b7D

ﬁb7E



NSL VIO-36486

SEMRET

Toe Connderdnt el de e From:
Re: (2) 05720/ 2007
LEAD (s) :

Set Lead 1: (Info)

COUNTERTNTETLT.TGENCE

AT WARSHTNGTON, DC

(Jy For CD-20, for information only.
Set Lead 2: (Discretionary)

QFELCE OF CENERAT COUNZEL

AT WASHINCTON, DT

b2
b7E

(Ul For NZLE, for appropriate acticon.

Set Lead 3: (Discretionary)

INSPECTZON

oy

T WASETNGTON, DU

{11y For T7%, fcr acpropriate action.

Set Lead 4: (Acticn)
b2
| b7E

{(1J) For ZDZ, s=sguester package copy
pending adjuzicati-n by NMSLE.

il

LT

*



ALL INFORMATION COHTAINED NSL VIO-36487
HEPEIN I$ WNCLASSIFIED ENCEDPT

. D] TP
WHERE SHOWN OTHERWISE D;‘WEL 12— ..‘5”97 . o
(Rev. 01.31-2003) CL&33IFIED BY 65175 DHH K

SﬁdRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/22/2007

To: sz Attn: AT
b7E ~Diz
b6 RDO
b7¢C
Tonnterterrori sm Attn: T7O31, COHUsS T, Team 1
2sn]
i |
Inspection Attn: IZ:=
From: vffice of General Counsel
NELZ/ CTLU g
Contact:
Approved By: Thomacs Julic F bl
Drgﬁ?g? By: | kol be
Case IDA#Y” ™ il o St iintts | () (Pending) :b7C
(3) -1 b7A
(-

1

miiEIe:w:><{ THTETLTGENCE OVERSIGET BOARD
ICE MATTER 2007-

(W“““SynopSIST“”ZE<: It iz the opinion of the Office of the General
C-unssl (0OGC) that the above referencec mattsr need not ke
e

reported fo the Intelligence Oversight Board (IOF). Our analysis
f-llnws. bl
b2

Sify On: 2 b7A

Reference: (3)

Detallst«:)ii; By electronic commardoat o LEC) dated Juary _

25, 2007 4And Yeferenced above, the Civision b2

repcrted to the OGC's Wationzl Security Law Branch (NSLE) and the bh7E

“nsovection Division this potentizl IOE matter.

SEGMT b1
b2
b7E
b7A



b2
b7E

(51

NSL VIO-36488

SE&Q
T crom: Office of Seneral CTounzel
7 3/

Lo/zond

Re: — 3 TBIT-HE-CL229736-V10, 03,

(-

d

'{J A MO, add1ocsod TmI IR@ml azory
<

Crmgl lAance, TR
served on  October o, 2003, In afdirzarce w_th 1o Uos.C0 %
Ze3lu(a) z2021), the NSL contained the rejuired relevancy
certification,, and was duly exzecutez kv a Socecial Agent in
Charges at the time, |

(3) At the time o»f submissiosn of the MNSL,

:P(i The aforementiconsed N3IL submit
EUE ST 2 Camtddaguasy a1l addresses )
at whidk| naintains an .

v ied Iltorhacton peyond that reqgues

[N LT | =1 0 1 I

e e Consuner report. The 1nformation

P oS P Tae e e oL the MNEL was not sogucstered.

S ET

bl
b2
b7E
b6
b7cC
b7A

b7C
b4

b7D
b7Aa

bl

b7E
ba

b7C
b7A

bl
bo
b7C
b7A

bl
b4
b7D
bé
b7C
b7A



NSL VIO-36489

b2
"? G S e l b 7 E

(-

bl

was made -f any of the information b4
luding information to wnich the 7D
,'tw of the file diz-losad no rejquests BIC
subrl = rad under the kizht t£to Financial Privacy o
the financial institutiorns listed in toel ﬁb6
i ionformation contained in the | b7A
isj'“““ ﬂirth cate, Soclial Security Account
Mamoer, and present and ro-mer adiresses had already been
(nbtﬂ;[mﬂi f]nﬂl(\t}ur'hnﬂlh“uu st the tHime the request. for
nfermation from fras sukmitted.
(U) The FPresident, by Execiutive Order 123 4 dated
12/0d4/1931, established the Pregident's Intelligence Oversight
BE-ard (FIOB). Cn 02/13/19%3, by Executive Order 12853, the

Prezident renamed it the Intelligerce Uversight Bcard (ICE) and
eztakblizhed the Board as a standing committes -f fLhe President's
Foreign Intelligence Adviscory Bosrc. Amcng itz responsikbilizies,
Lhie TOR has been given suwhoriby Lo review the FRT s practices
and prozedurces rcelating to forcign intclligencs and forcign
counterintelligence cnllection.

(1) Section 2.4 of Executive Order 12863 mandates tha-z
_nswestors General and General Counsel of the Intelligesnce
Commanity components (in the FEI, the Assistant Director,
“nevesticon Division (INSD), and the Gereral Tounsel, Office of
the General Counsel (OGC), regpectively)l repcrt to the ICE

‘ntel ligencs activities that they bave reason to believe may he
un_awful or contrary —o Executive OrzZer cr Presidential
Dirsctive. Tals languadge has been irtearpretaed fo wandate the
reporting of any violation of a provision ¢f The Attorney
Gensral's Gaidelines for BRI Nafiﬁrql Qe“uritv Investigations and
Frrelgn Intelligence Collecticon (N3IG), effective 10/31/2003, or
other guidelines or requlaticns appr lvad by the Attorney General
in accordance with EO 12333, dated 12/04 /_?81 if such provision
was desgigned Lo ensure The protectior of Individual rlqh*”.
Violations of provisions “hat wmerely are adminlstrative In nature
and nct deoeored to have been degsigned to cenource the protection of
ndividnal rights are generally not reported £o the IOB.  The =FEI
nevection Division is reguired, however, to naintain records of
such zadrinisztrative vioclazions for years so that the
Czunssel to the IOE may review them upor regquest. The
determinaticn as to whether z matter is "administrative in
natur=s" rmast ke made by O53C. Thereiore, such adwministrative
violations nmust be reported zs potentizl OB natters.

S%A&ET

3
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NSL VIO-36490

s@ém' ,
bz

o Srom: Officze of General Counsel b7E

~Re: 12297 36=-V10, 03/.2/2007

___________ . are a specific type -f investigative tocl <hat
allc otain certain limited fLypes of information

with vention: (l) teleplone and erail communicazion
recor: arie colpanies ard irnternet service providers
iE;ECtIlep lemunll"lrnﬂ PLl\a v ATt, 1o U.3.C. § 2709); (2)
reccrds of financial instituticns (which 1s very broadly defined)
‘Right to Financial Privacy Act, 1Z 17.3.72.5 Z414(a) (D) (A)); (3) a
“ist cof financial insTizuzions and conzsumer identifying

ofermation from s oredit repertineg: cowpany (Fair Creditl. Reporing
Act, 15 1J.S8.C.&s 162lufa) and (k)i,; anc (4) full credit reporT in
an international fterrorism case (Falir Tredit Reporting Acot, 15
J.3.C. & 1621v). NZLs may ke issusd ir. confocrmity with statutory
requirerents, including 18 J.3.C. § 2709, NiI5, section V.12Z.

“”jkﬁi In this instance, properly served an M3L
regquesting financial records _c1674n+ to the subject of the
preliminary investigation. The HSL wags reviewed Ly the Chietf
NDivision Tounsel (COC) for ‘1e| Divisicon. Trooaddit ion o
regoonsive recorde, duc to an CZror he financial institu—zion,
3lzo okbtained records bejunﬂ the scocpe of thie HSL.

o
~J B2

: ( Eased on our analysis, the financial institution's
mistake was reportable —o the IOB at the time of the

overccllection, However, pursuznt to current FEI policy, and in
: - with a let—<er dated November 13, 2006, from the IOE's
Counssl, such third party errors need not ke rsported —o

(UJ) Raged upon Thege facts, in accordance with fthe
lenelflnq the repO' ing reguirements of Section 2.4 of
it ig our opinicn thzt this error is not reportable to
A record of this decisior. ehould be raintained in —he
rol file for future review by the Counsel to the ICE.

(1J) Since the additicnzl records in this instance were
relzyvant Lo the authorized investicablon, the additicnal records b2
may bo raintained by <he TRI if ocn acditiconal NSL is gerved for b7E
thosze records.  Obtherwise [::::::::]chﬂuld contact the financial
netitution and ask whe= h@r the improperly or unintenticnally
acquired information should khe reftiurred -or destroved with
approcriate documenta<ion to the Zile.

S%RET



NSL VIO-36491

SE&ET b2

b7E

T crom: Office of Seneral CTounzel
I

() R*e)( STE-HG-01229736-Y10, 03/.2/2007

LEAD (s) :

Set Lead 1: (Action) )
b2
b7E

AT

{U) The :Field Office zhould serve an
additional NSL for the relevant records, or in the alternative,
contact the financial ins=titution anc ask whether the impropsrly

or unintentionally acquired informatier. should ke returned o
destroved with appropriate documentation te the file. If

hzs nct already done so, the reccrds received which were not
regquestzd sooald e sequestered.

Set Lead 2: (Info)

COUHNTERTERRORISM

AT WASHINGTON, DC

() Tor information.

Set Lead 3: (Action)
IHSPECTION

AT WASHINGTON, DC

{17y IMSD should retaZin a record of the
repcrt of tne potential IOR matter, as we_l as a copy of the OGC
cplinion concluading that IOB notificatlizn Zs nob regquired for
throe veocarc for pocsible review by the Counsel to the IOR.

144



ALL INFOPMATION CONTAINED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWH OTHERWIZE

NSL VIO-36492 DaTE: 1z-17-2007 »
CLASSIFIED EY &517% DHH/Y¥SRSch
SECRKT//XI RELSON: 1.4 [c}
DECEASSIFY-- 0 -13-17-2058

U.S. Department of Justice

Federal Bureau of Investigation

I Reply. Please Refer to
File No.

b2
bTE

Maroth De, 2007

REPORT OF A POTENTIAL INTELLIGENCE
OVERSIGHT BOARD (IOB) MATTER

Fi1

bl
be
b7C
b2
b7E
b7A

bl
b2
b7E
bé
b7c
b7A

SEd@T //X1

o3 e oGS Deed . i

This docuraent containg neizhsr recompencdationsg nor conclusizns of the FEIL. It 1z the property of

the FBEI and iz loared te vour agjsncy;
ajgenny.

it and its contents are not to be distributed sutsids your



e

bl
b2
b7E
be
b7C
b4
7D
b7A

NSL VIO-36493

SE%:‘.T / /X1

(] brovizes information on[:::;;:::g b4
e_ephone numbers which contained Zata which were 1ot WILLILDL Lhie

.z . : - S . b7
cove of information regquested in the NSL.  This information b7D
ranged from |

oot

(V) mprovided infermation onf |telephone '.}34
CuIntoAa

e rs wWiioch Ined data whieh awere pol witbiin doe wipe o 7D
o feryatrioen regyected i che ST I I

While it can not be determined what tne USFER
akbove gubscribers ig, they are presurwed to be
all reside in the U.S5.

(1 Sinbwsoriber informzlion Lo fnclude only nAne, b2
and length of service will ke cntered into FEI b7F
= e ayplicaticns for the above te  ephone nmbers. &

redacted copy of HMEL responses which ornly lists nare,

addrezs(esz), length of service and telephone/azcount numkber will

be maintained in the investigative Zile. The only existing
2opies of the unredacTed regponsgses were sea’_ed in an envelope and
f-rwardasd to the Chief Division Counsel at FEI' Iwith
this Zoxrnunication to bhe sequestered.

o

o e

~ s

Ferzons involved in the supervision of captioned
cAse inelade:

b6

- S% Case agent ‘ biC
- SoAl surervisor




ALL INFORMATION CONTAINED NSL VIO-36494

HEREIN IS UNCLASSIFIED EXCEPT
WHERE ZHOWHM OTHERWIZE

(Rev. 01-31-2003)

L9l

DETE: 1&-17-2007
CLASSIFIED BY 65179 DHH/KSR/ch

DECLASSTFY ON: 121742032
SE%*?T
FEDERAL BUREAU OF INVESTIGATION b2
b7E
b6
Precedence: FRIORITY Date: 02/26/2007 B7C
To: Counterintelligence Attn: 7TD-20, Roor 4844

Office

Insp=cth

of General Counsel Attn: MELE
ion Attn: I-=

Attn: TDC

From:l

Contact: SAl

Approved By:

Drafted By:

Case ID #:

Title: )

bl

bé

b7¢C

b2
S) I I (Perdingy] b7E
U) 278-HO-C1229736-VIO (Pending;

Synopsis: (1Y  KRepnr= of a potential TOE mattsr as repiired by

HFZF Manual

Scction 2-56.

(U e gzgigffégg:ggizzzzf
:><: assify On:

[

Administrative: {3)
g

U>FPEK]) .

(S)

Reference: {J) Email froml IADCI | tc alll I
employess dated 02/22/2007 forwarding emall from Julie F. Thomas

TOGTY te o a3ll

CDCs dated 03/20/0007.

e bt o e d to o 211 recipients is a copy of
ard redacted copies of telepriorie

olllozCL I Cl WOl ITELLILTIs T DO ar.d

SEéET

bl
b2
b7E
b7D

bha
bic
b2
b7E

b1
b2
b7E

b4
b7D



()

NSL VIO-36495

SECXET bl

T Coundesictelligence From: | | e
Re: (S) 03/ 26/2007 b7E
i) .

Enclosures: E)XQ Enclosed for zll reciplents iz a copy of LHM
datzd 03/26/27007

Package Copy+ )ﬂ( for CDC rly, a seal%ﬁ_&ﬂlﬁﬁop%
containing the Unredacted 2riginal retioarns fron (which

ncludes a 3.5" floppy Jdisk) and iwhicnh includes
CD-R7.
Details: (1 Referenced emzil zdvise that any information
receved from an =slectronic comumunications service provider in
re nse Lo oa Mational Security Letter (NSL) for telephone
subzcrircer information cther than the custcmer's nams, address,
Zength of service, and/or account/telephone nuwrker gabscribed <o,
shouZd re 1~pllrcj to the CDC and a report of a possible IOE
vinlation snhould be prepared. Ln accordance with These
Jdirscticons, tne enclosed disseminable LHY. has feen prepared.
(1Y  Package copy contzairs a s=zaled gpyelope containing

tho unrodacted documents of the respeonces fronl and

| Attached are coples of the EC and lefrers
e palloy rojuesting subscriber inZormaticn from and

| for telernhone numbers anc a redacted Copy of the

| | ERB) response.

SEcl(ET

b4

b7D

b2
b7E

b4
h7D



NSL VIO-36496

SE%ET
b1

To: CoUntesdeddatellioonce o From: | | B2
ke: = Dz/.6/2007 )

b7E
LEAD (s) :

Set Lead 1: (Info)

COMTERTNTETLLTGENCE

AT WASHTHNGTOM, DC

iUy For Co2-2D, for informaticn only.
Set Lead 2: (Discretionary)

OFELICE OF GENERAS, COUNSEL

AT WASHINGTON, DT

(U) For NSLB, for appropriate a:ztion.
Set Lead 3: (Discretionary)
“HSPECTION

AT WASHINGTON, DC

(1Y For TT:5, for appropriate acticn.

Set Lead 4: (Action)

[ ] b2
b7E
AT
¢J; For CDC, seques-er packaze ¢ py (sealed envelcope)

peniirg adiundication ky MSLE.

*



ALL INTFORMATION COMTAINEL
HEREIN I35 UNCLASSIFIED EXCEFT

- SHOWN - OTHERWISE

NSL VIO-36497 smm: 12-17-2007

SECKT//Xl CLASSIFIED BY 65179 DMH/KSE/ch
REASDN: 1.4 (r)

U.S. Department of Justice

Federal Bureau of Investigation

I Reply. Please Refer to

File No
bl
b6
b7C

Lu

b7E

Maraote T, L0y

REPORT OF A POTENTIAL INTELLIGENCE
OVERSIGHT BOARD (IOB) MATTER

bl

b7E
b6
b7C

m/ 7X1

CIrasTiftotby— o9 r—Peearasifiyiagii—inl.

Thiz docunent contains

the FBEI and i=

aqency.

loared to

VAL addency;

nei<hsr recommencations nor conclusions of the FEIL It iz the property of

it and its contents are not to be distributed sutsids your



i8)

fbo
b7E
b4
b7D
bé
b7C

NSL VIO-36498

SE(:XET //X1

resmonse for twoe of these HM3Ls f Lo | EYSE | |
for subscriber informatlicon [requssting sabscriber
‘nformation onoa total of] = =phone nnbers) ware )
poth reccived by FBIJ Jor March 29, 2007 from FBI n4
with a cover communliczatlon Zates March 19, 20707, 7D

b2

(1) provided irformaticon on 31z telephone
nunoers waich Contalnsd data which were kbeyvond the scope of
oot on reagyeated Jn e LS e dnformation ranaged from

QI | provided Znforration on[:::::::] b4

:1 clepnone nubers which contzalres calba which were beyond Lhe 7D

of information requested in the NSL. This information b2
ranged frenl |

(1] While it can not be determined what the JSFER
status of the above sukscribers is, they are presuwred to ke
TRPFR= 45 ey all reside in fhe U3,

(1Y  Snkseriber informztior to ‘nclude only nams,
and length of s=rvice will be entered intc FBEI

applicaticns for the above te’ephone nunkers. The :bZ
corrunication from TBI lblso ceontained some b7E
nformation derived from *hafz?aagfgaq from the conmunications
providers wnich were beyond the scope of inforrvation reguestad in
the MZL. Text of this docuwent has keen remcved frcomw the BEL

Auntcatsed Case File (ACZ)Y. A reid
the cocver communication from FEI which only lists name,
Aaddreass(ea), length of service AT lephone/acounat. nmber will
be maintain=d in the investigative Zile. A redactad copy of the
FEZ comminication will ke provized to FET to
replace fnhe criginal unredacted copy ir. thelr file. The anly
eyizting FRI | |zopies of fhe unredacted responses and

the FEI' HCummunlca+lun were sealed inoan_envelopes and
forwarded T2 The Chief Division Zounsel zt FEI it h

thiz -orranication to be chufttcréd

py of N3SL responses and

—+




NSL VIO-36499

() -

SECHET/ /X1

Feroons involved in the supcrvicion of captioned
casz Inzlide:

|
Wy Ui
Q) T
_4‘ pr—
16}
c
o
(
I
[
o
.
[

~1



NSL VIO-36500
DATE: 12-17-2007
CLASSIFIED BY 65179 DMH/KSR/ch

(Rev. 01-31-2003) REASON: 1.4 [r) B
DECLERSTIFY OGNt 122172032
sefer -

FEDERAL BUREAU OF INVESTIGATION

Precedence: FRIORITY Date: 3/28/2007
To: Counterintelligence Attn: 7TD-20, Roor 4844 b2
Office of General Counsel Attn: NZLE b7E
Iospect jog Attn: I-= b6
Attn: DT :b7
ALL INFDREMATLCN CONTAINED Attn: | | C
HERETH T gl e o
VWHEERE ‘3H€\I I
L.oncah v = |

Approved By:

b1
pracceany: || 2

. L b7E
Case ID #: (S) (Perding) ne
() T IZVH-HO-CLZZB736-VIO  {Pending; ;
h7C

Title: [3)

Reporz of a potential IOR matter as roguired by

Synopsis: (U)
Secticon Z-506.

HEZEF Manual

(U)“nEFQ: Classified By: G-3

igj Declassify On: X1 .

bl

’ | »2
(USPLK ) . BB

Admini L o b6
inistrative: E;) BIC

(o) )

b7D

Reference: (U} Email from aDc | |to alll |

enplovess dated 03/22/2007 Torwardinz emall from Jalie F. Thomas
fOGT) teo all CDCs dated O3/27/7007.

~

(3

SEt#ET



NSL VIO-36501

secfEeT bl
- CTounterdofed 19 S Feoans b2 | b1l
Re: (8) 3700/ 0007 b7E o

b7E
b4

D e e il | Tecipients 15 a copy of b7D
ard redacted zopies of
subscriber MZL retarns from E::]

[SEESISAal

Enclosures: (U) Encloged for 3211 recipients is a zopy of LHM

datsd 03/29/2007. Lbz
b7E

b4

b7D

Package Copy: (L) for CDC/FEI[:]Only, a sealed
containing the unredacted originzl returns fromw
and referenced zerial.

Details: (U} Referenced emzil zdviseo that any information
receved from an electronic conmunications ssrvice provider in
¥ fto a Naticonal Security Letter [MSL) for telegphone

sukbescriczer information cother than the custowsr's nams, adldress,
_ength of sgervice, and/or account/telephconse nurker sibscriked o,
shenld re reported to the CDC zand a report of =z possible IOEBE
violation shoald ke preparced. RelZercenced ccrial provided results
of N3EL soriber requests which ircluced information other —han

the apove. In actordance with these directicns, the enclosed bl

disseminakle LHM has been prepzred. b2

S (U} Fkackage copy contzirs 3 cealed envelcopre containing b4
i j'“fhe“UNT%:jcted rezponses fron ] and

all FEI| | copies—of] b7D

AtLached zare coples of “he B I ToTTrr o e

subzcorirer informaticn froml lard =
ign-mmﬁﬁﬂﬁﬁfﬁﬁ“WﬁFVMﬂd~ nd th

>

0
it

SE T



NSL VIO-36502

To: COrnpreripteldioenmee  Frome: b2
Re: oy 03/297 2007 b7E
LEAD (s) :

Set Lead 1: (Info)

COUNTERINTETT.TGREMNCE

AT WASHINGTON, DC

(U) For CD-I0, for informazion only.
Set Lead 2: (Discretionary)

OFFICE OF ZENBERAL COUNSEL

AT WASHINGETON, [DC

(U) For NSLE, for appropriatc aczion.
Set Lead 3: (Discretionary)
INSEECTTON

AT WASHINGTON, [OC

(U) For TT5, for apcropriate action.

Set Lead 4: (Action)

b2
| b7E
AT)

(1J) For CDZ, sequestsr packagje copy (sealed envelcopes)
perding adjudication by HSLE.

Set Lead 5: (Action)

(5) 20

criginal of

coand reErnove et oL LNl Sellor

with "aztfa

should consalt with i—s CDC to

. redacts
Trom ACS inl itile.

bl

b2
bTE

b7A



NSL VIO-36503

SEPGT .

bl
- Cendegd et el 1 d e e Fr=cmoe I_ I b2
Re: (8) 03/24/2007 b7E

segquester any unr=adac-ted coples o this szerial pending
adjudication by M3LE.

+*

SECHET



ALL INFORMATION CONTAINED NSL VIO-36504

HEREIN“IS UNCLAS%IFEED EXCEPT DATR: 12-17-2007
(Rev. 01-31-2003) VEERE SHOWH OTEERUISE CLASSIFIED BY nb179. DIH/E
RE&SON: 1.4 fo)
SE*ET DECLAZSIFY OM; 12-17

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/29/2007
To: Inspscticon Attn: IIZ, Room 118561
zeneral Counsel Attn: HMNELEB, Room 7975
From:
Contact: SA b2
On aC . FanY b"]E
Approved By: jb6
b7C
|:U:| .. Drafted By: |: ot
Case ID #: 278-Hp-C122 VIO (Pending) ‘
1;(;74 bl
{v; - b2
Title: - " TC REFORT A POTENTIAL TOE V-_OLATION bh7E
(g e R b6
yhnopsis:-- Reporzs potential IOE vic_ation in case T
tdentified Lelow. b7C
Wk Desived Eron a5
assify On:
Details:
ey 1.
3 2 3 1.3, Person
= 3
()
b”:ﬁﬁ: 4. Degcription of TIOER Error {(inciuding any reporting
de vy .
bo
(1) Op Da/09/°004, 4 Natioral Se-urity Letter hicC
preocared Ly SAI Iw;s izoued LVI I 2

SE&ET b7E



(-

T To:  JInspecticn  From:
Re: ™ N 273-HQ-01020736-vI0, 03/0¢/ 007

NSL VIO-36505

SE%BI b2

I b7E

Divigion. Tnhe letzer regiested Te_zphone Toll Billing records
cithe period of | |t- the cresent." The carrie
crovided toll LILIihg Tecords datips Fack tol

Sonsistent with that

(U)y 1t should ke noted that, at the time of —his
action, there existed anple, prezicating intelligence o jusiifly
a request for the records received. The errar was, as such, not
a matter of substance, but rather a failure to utilize an

sttachment to the NSLI I

SE.QKET

g
L

b4
b7D

b7E



(-

NSL VIO-36506

ke,

T Inspection From: b7E
Re: " [ 2TE-HQ=-0C12297 3610, Us/29/2007
LEAD (s) :

Set Lead 1: (Discretionary)
INZP=ZCTICN

AT WASHINGTON, DC

(1Y For acion deewsd appropriate.
Set Lead 2: (Discretionary)

ZENEXAT COUNSEL

AT WASHINGTON, DC

(U For aczion deemed approgriate.

144



i

ALL INFORMATION CONTAINED NSL VIO'36%%ZE

HEPEIN IS MNCLASZIFIED EXCEPT
WHERE SHOWH UTHERWISE

¢ 12-17-2007

(Rev. 01-31-2003) REASON:. 1.4 {5)

SEcﬁfuw

FEDERAL BUREAU OF INVESTIGATION

DECLASSIFY OM: 12-17-20332

Precedence: ROUTINE Date: 03/28/2007
Teo: Inspeschticon Attn: 175, Room 11361
Zeneral Counsel Attn: MELE, Roor 7975
SSE
From:
Contact: S-0

Approved By:

Drafted By: I t rrre

‘Case ID #: N/) C7R-HQ-C1229735-VIO  (Pending)
) 278[:t}6136372 (Pencirg)

Title: iJ) RZIPORT OF A POTENTIAL IOBE V-OLATION

Synopsis: (1Y Tr repor= ponssible TOR =rror.

ssify On:

Enclosure: (U) Copy of at-achment which was sent with NSLs fo
l |and
Details:
g 1.

(U)g Ia U.S. Lerson.

'E§<: z Case Agent: 370
Sapegrvisor: SSA
iUh"”~»;“; > Pogsible IOB Error: Receivinz financial records

the dates rejquestel in the MHational Securi=zy

SEé{ET

oataide
Lztteor.

CLASSIFIED BY 55177 DMH/KSR,/ch

b2
b7E
bé
b7C

b4
b7D

bl
b2
b7E
ield
bicC



NSL VIO-36508

SEﬁé@T b2

| b7E

() ctien  From: |

HO-C1l729736-v10, U3/-c/-007

bl
b2
h7E

[£3]
i

bl

:>Zi”iﬁi Descripticn of possible IOE Error (including any
reporting delays)

b&
h7C

b4
(U) SFO upcon openirg the above noted b7D
avestination, Joflle gt ions]l Security Letters (HRL“)fm[:::::]
l Iandl |~'"ucot-ng financial re=cords
iS) o V“;flﬁqllV’ cpeninggoc unt —ctatemerts apd so-oapt statemen— o)
i pnsfumer{
bl
bé

b7cC

o por | |-cnt sFO I :b2

igj finan-ial e 'f@f- As noted above, SFO | lb4
regquestad fluanl_.lal rFECOLdS 1Ol 4Jdace range ofl through b7D
the dats of t£he N3L which was 09/13/2005.

iSj e LUL"UQQDmggCQ;jH‘Of flnarﬁlal LeLOLdo reque oS

30nf11ned that these = Tt .
hane and address on them. grol then cnheck=d to bl

el L2 Jdales on Lhe statenenls reglested were al least bé
"within" the dates received. [Note: PRIOK to a 2005 review of B7C

HSLz

n viclation and needed to be sequestered.]

v HNELZ, SEO[:::Jnmq not aware that any information
ved "leuL to A af-es" the specific dates reguested, we

(U) At the conclusion o ar NSL audit conducted in [:::] H2

Ipivizion during March 2007, 3SFO E;::]Mj notified, via BTE
emal_ oo J3/23/2007, —hat in the abo‘e ncted 1nvestigation,
finan-ial recrrds were received from |wh1ch were b6

outzside of theo date range regucsteZ 1n the N:L gerved on thaz
finan-izl instituticn. 520 reviewed The noted file and

b7cC

tdentified thres such docunents (Lwo credit card statements and
)

onie checzking account statemnent) which met the criteria as

potentizl IOBR wviolations.

(Jy  The credit card mer.ts rejuested were from

bl
b4
b7D

IS &
isj o |t- the date of the N3L which was
e Loyuided Credit Card =tatenmenls for

The



NSL VIO-36509

. b2
*ticon Froame: | I b7E

HO-C1I 07 36-910, U2/ 0t/ D0t

Do Insy

tH]hm”“Re:m“:§§<:

transaction dates reflected on page 2 2f 2 of this s
from| ] throwgh and includin | | [
0B viclation would be ~his entire month of transacti
as they were "prior" =—o the requestez Zate range.]

2ords b2

D
0

Creditft jHuceeeddeedet, for the sans credit card, wito o a closing
date cof reflected t-znzaction dates otl |
through amd e rugring | | (The poteptizgl TOB ~viglation
would be the five transaction dates ]

which were prior to the request

T

d date range.]

>

oo
1) The checking account statement provided Ly b4
Leflects accoypt sctivity diring pilling cyecle bID
] [ TN e ulf =Y o'l =T H N ] =Rt e I ENR! o/

wopyld b=t~ ]

| which were” priZr TCT The rejussted date

of L8/13/72003, ]

(1Y Enclosed with this ET is a two page copy of the

attachnont, which accompanied the NSL in question, to |:b4
| Higrlignted porcions of both pages of this atta el :

- - B — — = —— L b 7 D
nclude as .
tens to ke sznt Lo tThe FBI In resporse to the HN3L. Two of the b2

e ntial I0B d1sgyes QDo ?d above (credit card statem=nt with
Rl ATl s Sl Rolk ll <Nl 4 ~heclire acconnt ot atomert ~f ]

bl

o T Jal be

‘ b7C
I:S:I s () PUT S LA j—ieniii i | sent SEQ ‘
flhﬂh,ldl recordg-for As noted above b2
recneated financial reoroo 10T S daT rane of |
iS) ‘ threcugh the date of the N3SL, which wags] |

" (U) Upon receip= of flhdr'ldl records rejuested, 370

) adoad o oofined —hat the atemsents did have sub’ect
i" biame and address on them. SFO .: then checked bl
t2 ensure the dates on “—he statemerts rejussted were at least bé
"within™ the dates received. [MNote: n-ted arove, FRIOR to a BIC

w

[£7) |—|'
23]
O

2506 review of MNSLs b; HslE, SFO was not aware that any
nfernation received "porioo b and Aallher”™ the specific dates

SECEET

3



NSL VIO-36510

. SECXET b2

et ion Froonm: | | b7E
HO-Clo2a736-Y10, G3/2e/ 007

regquested, were in pozential viclation and possikly needed to be
S estered.]

XROA review of the closed fi'e for this investigazion b4
revealed two statements fron whicn contained b7D
transaction dates "pricor" to the dates rejuested in the MNSL. On
maes 2 mf R A f et st emens witl clomdrae Sat e 1

|
I | This
transzaction is also "prior™ to the requested date.

(1 The poztential IOB violatizcns consisted of jb4
finanzial reccrds (noted above) reflecting llalsaciions Drior —o b7D
the dats requested by the NSL. Unlike thel |

statements, these statements were nrnot a part of statements which
ncluded permitted financial infoermation.
LA Financial information roceived oubgide of tho
ed dates from both | ard| |
vant to this ipvestigaticon as this “pyestiogation 1volyed

bé
b7cC
b4
113 ?PDI Irpmtved the abave descriked Jdoouments 7D
Jooth frow =ndj | from the noted

oloced file gl [orwarded Lhoge doocwmner:ls Lo COC for
sequeztaering.

(1) Pnufhcr issue discoverec during the aadit of <he
|:S:| ST N e trae T e Moot betyureon the coce ovrdration and estension. bl
To ;b2
T T L 0%/ 03/ 2004 h7E
_to.ITod Attn: UDZ\I | b6
|:S:| i rt—rjllt—h*lhq AT :—/‘rpn_,]. T =TT wAs sent to 3SA h7C
sometime boetween 0&8/08/2008 and C9/11/2006 advising
S o that Th l@“d for the extensicon hajlol teon olesrad on
I: :I 0e/1777 ' 'C;;"éut arremail | I
ot ITU_ 2 advisInig that emall sent T oo returned with
arn aufo reply notifving that she was oLh ST onie o b
|: S:| .................. Gl/C7and that wanw-z-ha pointoof-contact-forl
erralil SFO o=t p.%l_lq.“l*--"i'": Ll o T— CreE
zyiended. ] T3S
I:E:I """""" SFC | SRR P =1 SErC 311 AN LA S M AL R TS T T T A

: 2 )
appLﬁvﬁ the eoxztensilion, and it chould be noted that duaring the gap

s;é@r

4



NSL VIO-36511

SE&‘QT b2

b7E

ecticon Frome:
T 3-HO-C12 297 36-710, U3/ s/ o0’

T

n time between the expiration and approval of the extension, "no
‘nvzstigation was conducted ketwee |
rom TD

was.menorialized din. EBEC dated O89LLELZULG, )

E h agpproving the extension.

LEAD (s) :
Set Lead 1: (Action)

THEP=CTTOH

bl

b2
b7E



NSL VIO-36512

SE%ET |
b2

i dnspection From: | ‘ | b7E

JTE-HO-ClZ297 3610, 03/ 272007

AT WASHIMSTOM, DC

(1)  For ac-icn deemed appropriate.

Set Lead 2: (Action)

SENESXAT COUNSEL

AT WASHINGCTON, DC

(Y For ac-icon deemed appropriate.

*



NSL VIO-36513
ALL INFORMATION CONTAINED DATE: 12-17-2007

HEREIN IS UNCLAZSIFIED EYCERT CL&3SIFIED BY 65179 DHH /KSR ch

12-17-2032

DECLAZEIFY Oz
snd@r

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: Insp=schticon Attn: IIZ, Room 11861
izeneral Counsel Attn: MNZLB, Room 797L%
From:
Contact: SA no
Approved By: :b7E
b6
bh7¢C
Drafted By: | |-t
mo
Case ID“#;EJEQ 278-HQO-Z1229736-VIO (Pending) b1
(A 278‘j~136372 :
bé
Title: (3} b7¢C
(5]

synopsis: 3} TC REZORT FOTENTIAL TOB VIOLATION

................................. % i From : o
m pertund prop - o5

b2
Details: b7D
be
—— b7cC
fR Z. 3 1J.5. Persor.
m-. . . b— - _ _ _
N K EFozsible I0OB Errcor: Information was yrovided that
exczeded the scopese of the Maticonzl Security Letter.
(Uymjjdi 4. Description of IOE error: HE
AN O 10/17/72003, a Hazional Security Letter preparsed oy SA :b7C
issued trom| Division. SA b2
ntilized an inZorzect format n drafting this b7E

_ctter, wnhich requested financial records from a Credit Burcau.

SE}(ET



NSL VIO-36514

- SN bz
o Freom: | | b7E
—HO=-C1229736-V10, 03/.8/2007

sicn of financial

lted in the Credit Burezu's provi
. nat were kbeyond the scope of the MNatiocnal Security
Letter. 3pecifically, —he bureau provided addresses and

enploynent informaticn for the subject, not regquested in the MN3L.

:ES(: It should ke noted that, at the time of this
action, there existed ample, predicatirg Intelligence to Jjuszify
a request for the records received. The errcr was, as such, not
a matter of sabsestance, but zather a3 failure to utilize an MEL
frrmat invoking 13 USC 1831, which requests thes entire credi=
file.



() -

NSL VIO-36515

SEyg.T -

s napzotion From: I b7E
Re > 2TS-HQ=-C12297 3610, 03/_8/2007
LEAD (s) :

Set Lead 1: (Discretionary)
INSPECTICN

AT WASHINGTON, DC

(1Y For ac-tion deemed appropriate.
Set Lead 2: (Discretionary)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(1)  For action Jdeemed appropriate.

*



NSL VIO-36516
ALL INFORMATION CONTATHED ) i
HEFEIH I3 DHCLASSIFIED EXCERT DATE: 12-17-2007
(Rev. 01-31-2003) WHERE - SHOWN OTHERWISE
SEdK%T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIHNE Date: (03/28/2007
To: General Zounsel Attn: NSLE

Inspectlon Division Attn: II=
Courterintelligence Attn: CLD-ZA Bl
From: :bZ
b7E
2 bé
h7cC

Contact:

i)

Approved By:

() . _Drafted By: | oo

Case ID#: N/} 272-110-C1209736-VIO  !Pending)
VA - DECICICN Y (Pencing)
i Closed!
LIRS | |

Titiéf'“)X( KEFORT OF A ZOTEWNTIAL IOR MATTER;
OO:| |

|#7]

Synobéisrm:biz This communication repcrts a potential
TutellgenZe Oversight Board matter.

Detailéf"“;><i The purpose of thiz electronic communication is t- b7E
report a potential IOR matier jrv- vopd a National Secnsity
Letter [MSL) reqguesied byl |Field Office, as well as
to salisfy Lihe requircments s=t Torth by the 11/16/2006
clectrenic commnica-ion regardinz the revised procedures for the
- cukbmiszicon of potential intellizerce cversight board reports.

(8Y wneen '
I

bl
“*E}{i Iden—ificatior. -f the substapidse dnvectigstion in

| boé

)

e

—

“the guestiemakle-astivity cosurred:s—f .
clhec gl Ioent thao drafted the HMEL iz formsr opeoral ogent (SA) :b/C
The Supervizory 3Special Ajent who appraved b2
the 1oL was ook | bTE

SEﬁﬁéz

< U3
I




(5) m

(-

o

181

o

NSL VIO-36517

SEdké? ,
b2

“lo: General Counszel From: | | b7E

ReE“»E§<: 273-HQ-T17287 36-YI0, U3/0%/ 00

(S Tdentification of the target
ldentification of the suf. =on 2 SLacds =5 4
TIlLEd ohates Lelson or non-U.s. perscn:  UIFER.

""""" s Tnoan NS dated 1o/20/2005 4 |the
rname, addrezs, length of service, and telechons toll records for
tre celTular-telephone numbop- o yore sSpecllically
requested for fhe pariod of -2 the present. In its
IESpOﬁbﬁ.I provided to-1 k2lling records —hat began
with a pilling statemert ga reduegiod, but alsc
ir-luded —al]l detail for the perioc Ithrough

This resulzed in zn over collectlon of daza. Under
the authority of Exscutive Order 12333, dated Lecember 4, 1931,
j[d pursuznt to Title 13, United States Code (U.3.C.), Section
ic

Il

caticng Privacy At oI

8 (Szotion 2vul of the Electroric Zomuoyn
193¢ Lhe Lzlephone service provider, |caL:ed the

FEI to optain records which were not specifiically rodquoested.

ix L N R ot il I AN S ot ML IR R VT = Vak ol A Bt i S R R S R Bt S ot S a B W M

bl
bé

b7¢C

bl
be
b7C
b4
b7D

bl
b2
b7E

:2<: Taiz PIOB matter wzs urccver=d daring the recaent

auzit and iz being repor-ed in accordance with procedures
established as a result of this audit. The information which is
deeme= to bz an gver collection has been seguestered and
forwarded to the |CDC urder separate cover (EC dazed
DZ/2a8/720070.

LEAD (s) :

b2
bh7E



NSL VIO-36518

SE%T _
_ b2
L cengral Counsel Troan: bL7F

Re>< BTEHO-C120 9T 36—V L0, TS T

Set Lead 1: (Action)

ZENEIAL COLMSEL

- AT WASHIMGTOM, DT
““:>§i General Couns=l, National Security Law Branch, 1s
requested "to faxe whatever action is neceszssary to record the
incident with the Intelligence Oversiqght Beoard.

Set Lead 2: (Info)
INSPZCTICN
AL WASHINGLTON, DO

“wv:>{i Informaticon only.

Set Lead 3: (Info)

SO TEXIHNTHLLTGRNCTE

AT WASHIMNGTOM, DC

(UTm“~meEjy<: Information only.

*
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ALY TWFORMATTION CONTAINED NSL VIO-36519

HEREIN T% VWHCLAZSIFIED ESCERT DATE: 18-17-3007%
(Rev. 01.31-2003) WHERE. SHOVH OTHERWISE CL&SSIFIED. BY. 65179
PEA.}‘JN l..w‘% {e)
SE)éET ECLASSTFY O 12—

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/28/2007
To: fzeneral Counsel Attn: HNati:nal S=curity Law Branch
Inspection Attn: Internal Investigation Section
From:
SOUED!
Contac
A ed By: bl
PProv V- h2
b7E
be
b7cC
Drafted B PCWE
() - Y c
Case ID #:. A9 |(Perding]
(AN 2T7R-HQ-T1229736-YIO (Perding]

Title: (3

Synopsié?““I}(: Tro address potential Trtselligencs Oversight Roard
(TOE) wiolation.

v on: b2

bl
iUJW“W“%DetaiIS‘ Cri March 20, 2007, a potential IOF vielaticon for :
b2
cned Tase was r@Lor+Pd dnrlng the National Secs ur1f3 Letzer
ID]_ 71lE l(\]’l [Tt i IS V-V B T N N o B S S St~ | b7E

i "he pericd of fime that the bl
I nterview was cordacted v oa Special Agent
DL ot oo In—elligence coquad and referenced in b2

b7E
ke




NSL VIO-36520

SEQ)é'
b2

5/ 20007 DTE bé

i -

L.

. the interviewing agent btasz pr-ovided  b7E
rmation | |

| however, in this instance ro
|vas not done in relation

To Ccaptlornel 1nvestlgatlon. Further, the interviewing azert was

n~t tasked to | o1 captioned case znd A bl
| |31ad not. condict any follow-up lnvesLlgablon. Zb2

LIRS -
HE S

time thef
administIiative accloll e

captioraed o

| |51
i
T
C
jal
-0
¢
Pl
]
ul
'_l
o
=

latie ac—ivity coccurred durinzs the b7E
! recommends nc
Nen 1n tnls matter.

iUl Any further information regarding this matter may bé
be obtained by contacting SA' I telephore bIC

SE&T
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NSL VIO-36521

s§§<?T
A -~

To: 27 _Froms | bz

TRes. RNy [0=/7=/"nn7 b7E

LEAD (S):
Set Lead 1: (Info)
THSPRCTICN

AT WASHINGSTON, DT

The Internal InvestiZzaticns Section is raquested to

rmine 1f the matter related ir this cocrwanication should be
ed as an ICB.
Set Lead 2: (Adm)

GEMERAL COUNEEL

AT WASHIHNGTONW, DC

N3LE is requested to determine f the matter related in
thiz communicztion should be reportec as an I0=.

*



ALY INFORHATION CONTAINED NSL VIO-36522

HEREIN I5 MICLASSIFIED EXCEPT
WHERE SHOWN OTHERWIZE

[’()1,’26/1993) ...................................................................... RE_ASQ].}'.
SE&T DECLASSIFY OM: 12-17-
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE b2 Date: 3/7/07
bTE
To: b6 Attn: AD
b7C i
D
Z3&
VAN
Tounterintelligence Attn: 2D
Inzspection Attn: IZz, CRS3

From: General Counsel
HMational Security Affairs/Ro-m 7¢74
Contact: Julie F. Thomas

bl

Approved By: _Thomas Julie | Y
l | b7E

(U}~ . Drafted By: b6
b7C

()

case 10 #: D 2leouoor 9"707%#'10

-

fifiéf“«:§<: PCOSLLLLy TNTELLIGENCE OVERZICGIIT LEOARD MATTER

2007

U . ) L - , , .
o) Synop51sr~crﬁi: It is the opinion oI tle Office of Lhe General

Cruns=sl (0GT) that no error was committed in this mwattsr, and
therefore nothing need be reported to the IOL. A record of =his
decision should be mainztained in the irvestigation control file

«««««

(U) i fro
15— assify on:
Refereﬁéé":“-l}( 27 5-HO=1729736=VT0 Serial b1l
(3) b2

b7E
To: [::::::::] Erom: Office of the Seneral Counsel
sEYET



NSL VIO-36523

Re: 2UY-HO-C12297 36-VI0, 2/U0Y /07
b2

Details: Efter OTG reported oo s potent ial TOR as par. of b7E

~ts NIL auadit, e Lo rep:crt this matter as a
potential IO0B. bl

~
P

\Qﬂ(ﬂﬁ: pofed in fhe oloofrar- - coqonnioafion (B :

- D7E
b6
b7C
b4
b7D

A National Sscurity Letter (N3L) dated 12/24/2003 was

T

r———, | ke resu ts of which disclosed
that]

| 2n N3L dated 3/11/2004 was furnished tol

{0

ST "EES(: Cr 9/1/2004[:::::::Jsent an NOL to | ] ;bl
iS) __pursuant fo 13

U.5.C.0 8% 2709(b) (200 e I S RV B R T DR B b2

j-:
i
|
N
jh
B
D;’
i
i
=
D
8]
g
B
i
L
i
=
sl
T

b7E
b4
b7D

~Ah. Anternet accegs Ilpbe . rss

l ihe FET

! In response to the NSL fo
sarped-Lhat-on g the telephonc punber]- Cfets }31
"aszigned to an| [Fespcnee —o b2
the validly executed N ezplained that "1 nternet access b7D
numcers are uszsed to log onto the Interrnet...” 4
b7D

93]
Lt

)

]

@)

L

T The fact that this cortact telerhone number came
Sa ! el e

ack zs an internet access number, rath azsigned —o Aan

individual, does not make it an "ur.avthorized :ollect;on by 3
third party provider." This wgg Dol Jo _clpor oY s
any kind <of over colleczion byl Ihis number, albeiz

= 3iz~lossed pyrayspnt tooa 3yl

Authorized WS,

ar.d as such does not b1

c-nstltute an error repor—akle T The 1Ok, (or any error at all). .
5 Tnat no report of 2 potertial IOE wounld nave bean ﬁbz
Jalts OGT comrmends jb7E
b4

b7D




NSL VIO-36524
SEd?ET

for Zts azsistance in this matter. A record of this decision
shou.d rec maintained in the control file for future review by Zhe
Ccunsel to the IOE.



NSL VIO-36525

SE T

Set Lead 1: (Info)
b2
AT bL7E

(U) Read and clear.
Set Lead 2: (Info)

COUNTERINTELLIGSINCE

Set Lead 3: (Info)

AT WASHTINGTOMN, [C

(U) Read and clear.

1-Msg. Thomas _’b 2
: h7c
1

1-I0E Library

144



ALEL INFORMATION CONTATNED
HEREIN I3 TMCLASSIFIEDR EXCEPRT
WHERE 3HOWN OTHERWISE

{Rev. 01-31-2003)

S /20320327

NSL VIO-36526

DATE: 12-17-2007
CLASHIFIED- BY 65179 DMH /RSB0
DECLASZIFY Ol: -1g~17

FEDERAL BUREAU OF INVESTIGATION

Precedence: RCUTIHMHE
To: Inspection

Ceneral Counsel
CTounterintelligence

Attn: N7

From:

3
Attn: ZD-3C

Date:

03/27/2007

Attn: Internal Investigaticons
Q

bl
b2

Squac
Contac

b7cC
bé

Approved By:

Drafted By:

[5)

Crurn

cgéémiD”#?“. (Closed)

Title: ()

Synopsis: i1, To repor- a Potential

Eoars (PIOE: violation.

(1)

(-

18)

=

1S

ssify On: 03

h7cC

“ntelligence Gversigh=

bl
b2
b7E
bé

bh7C

| |
T T e erare=1

frre——m=lagent at

The case w;

time was SAl {(who hzs since rotired).  SZ
iSj~mﬁnhér”icmr A I was Supervisory Special Agent
- . b
m . . bl
I: S :l f“f:pti.':tll.ed,,,,lif_',g,b"l eC L, WIlD 00 AN B A ST | SR 1~ N bZ

Was L del T L] gDl

Soppl |

b7E

bé
I

b7C

3@20320327




NSL VIO-36527

SEcaﬁﬁ//20320327 ol

I:S:l L To: Ilnspeotion Lo I ;bZ
Fewr N/ YA VAT b7E

}bl
b7E
bé

b7C

bl

b2
b7E
bhé
b7C

isj “~_ i) on 03/29/2003, in preparaticn for an interview of
' o requested a Naticna. Securifty Letfer (N3.) for

s approved and was wss seni g [lectronic

: ) datexosrzeyzogsgl | on
i: o :| o 10/ 2472003, FBL [} via -an-Ecf
tranzmitted the records provided DY UCO.l LChCLpL, i
reviewed the records and determ-ned that they were not

a3 tne subscriber wazs not icentical to the subject.
qmarked the records as such and maintained the records

(3

,MWE><i M requests

part oI Thls LnvesLlgablon.

<
D
=
D
=
R

|ON
N
W
O]
-

(U) Taizs [IOB was discoverad on ©2/13/2007 by
Asgsgistart Znscector In Flace, Huring the audi= of
Hatioral Security Letters.

SE&&%T//20320327

2

bl
b2
h7E
bé

b7cC

bl



NSL VIO-36528

SEﬁké?//20320327
|

iSj To: Tnevestion Lroing :bl
Re s N YR RVRDIN bz
b7E
LEAD (s) :
Set Lead 1: (Discretionary)

INSPECTTON

AT WASHINGTON,

Dc

()
Set Lead 2:

GENERAL TOLINEEL

AT

WASHINETON,

For action as

deemed necessary.

(Discretionary)

L

(u)

Set Lead 3: (Info)

COUNTERINTELLT GENTE

For action 3s

AT WASHINGTOM,

deemed necessary.

D

(1) At cD-2C,

*

Read and clear.

s3$§£&//20320327

3



ALL INFORMATION CONTAINEL NSL VIO-36529

HEREIN 15 UNCLASSIFIED EXCEPT i L
(Rev. 01312003  VHERE SHOWM OTHERWISE classIPIED BY 65178 DiH/KSRyob

REAZOM: 1.4 (¢}

Y X B - . R e o S PR 3_
Sﬁ% DECLASYIFY 0N: "12-17-2032

FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTINE b7E Date: 2/08/2007

T bé Att SAT
°: b7C e I-| I |
Bl

Tnspection Attn: 7175, RS

From: Dffice of the General Counsel
NILZ/ CTILU/ ROC i
Contact: feFeyay

o

Approved By: lhomas Julie [

(Uj~~mPrafted By: I I

Case"']fﬁ"'#”:"'~>< S7H-HQ-C1229736-VIO (Pending}

() ”"Titlet~-»~~->?< INTELLIGENCE_OVERSIGET BOARD K2
MATTER 2007

() }
Synop51sI““]?§i It is the opinion oI the Office of fthne Gen=ral
Czunsel (OGC) that the mazters in zections A and B (designated
" vw) rnat be reported to the Tntellizence Oversight Foard
fIOE). OGC will preparce and deliver the nccegsary correspondenca
t: ths IO=.
1ty On:
AdminisEfétivermm$X( This =lectronic communication (EC) con-ains
nformation from The following documente: (1) 3 copy of the BEC b2
datsd 02/22/2707 from thel |Frield Office h7E
| Jto OCC reporting eicht potential IOZ matters, and
(. T the FzI's Antcmated Case Support system (ACS).

k;@( | _ _ __Ipted to submit zll eight cotential IOR issues
‘n cns EC e C was divided into five separate sections, A-E,
and our response ill be drafted ir a =imilar wanner for :bz
continuity purposss. These reported IOB matters are all derived b7E
from the audit conduc-ed by the OZfice of Inspector Seneral (OIG)
e over the summer of 2006 a4t four FZI field

whioh took plac
SEXET

' ([7

nfficoo.



T Eromme:
e =dO-CIZ220730-V10,

0370

Reference: -

[” |rﬂ;

"Details:

0z/22/

written d;;fg;an*lﬁh ﬂf elght issues

BEv ET da= D007

NSL VIO-36530

Zeneral

b2
b7E

Coanael

kiOVlde QGC

A
-

—hat require a review of

the facts in crder to determine whether they warrant reporting to
the ZOB. In our opinion, as to three issues (the one in seczion
A and the two in section EB), it doss.  Our analysis follows.
(3) A.

'he issue brought to thes attention

S | and OGC, ky the 0IG, was ‘rhd*l |
iEj ------ al-e38 a Nazional Security Lt (NSLT Without

vkt%_nlng *qulred approval Forextens A detsiled peview of
AZS and thel IEC indicate tRat] |2-ticns

may hzave rezulted in an unintentioral

Hn 1|//

crror.

Ir*]rqﬂ'@d 34 gy itied oy FC

il

[T e |
igh """""""""""" in hlb ”Jmmun;:dtlun L:q uesting an
Lelololl, lLakling the accunpricnh hie request would ke approve:
iSj FETHOdid nol regpond Lo his request ueli 2203, In i:s
I:S:I O L=~ aTa Xt o100 orantedl | EIS opposaed to —he
1 1 1te recp-nee, EFBIHQ Jdid oot
Clialige e LLevious eaplrartion date entered py the |
|:S:| ceeeeggento RBeo: > of this fallure, 0 jelleScecooddccelbdg
d-oument, a presumpticon 15 figde that})

granted by FBIHC should be added Ohtd-fﬁ€1:::::]_uu1 oy nuy=an

iS} r, this 2004 date was revel formally agpproved by
S Thaeretairey yiven by FBRIHG should
|:SJ resrn added ol hed oe—are o ~h wonld have made
Since nc addifdongl
ish et T e MEL written]
iU:l Tu riake the matter above dore oo joated FRITHC, Sfter

Fdyv-havingaranted)

2004 That]

| zuom

11T an annual

Letterh.qd Memorapdum (CHM) kecause EFRIHY advised that exztensions
|:E:| R AUICA R SRS R SRS “hat have beers cpensd Tonger bhan one
ycar without an afmmar —ftM.  On " 0C4, after reocelving an

sﬂggr

bl

’ﬁ

b7E

bl
b2

b7E

bl
b2
b7E



NSL VIO-36531

SE}‘éET b2
T | I From:  Office of the Zeneral Toanzel b7E

Re: CTE-HO-CL2I9T735-V10, 03708/2007

LEV Frar | | seru0 it ted the LHM to OIPR and
aduised ootk Ihad been granted. However,
|: S :l e i11 bhad +0 vevert casl to the 1as

I: o :I TLioial Ty Trowrl |

:>4: If i3 apparent, <Zhat the error was compounded by the fact

L new set of Attorney Gen=rzl Guicelines sarne into effect on
L0003, fopfher confiucing the proper ezpiration date. Any

error nads by I in the Zescribed zaszse was not

|:S:| ~ ma_icious in nature, and was made 16 g0 Gl Sad b ooso
ajent been aware LChat tThe @agse actually
and nct the mistaxenly believed date of Z00d, LIlls ©LLor
w-ould have never occurred. UhfﬁLthdf%*} tor | “he
errcrz reflected on the previous commuricaticns Jon foe cose fils

[ 5 :| - peanssdearn - NSE-To-be - Tssued on 06423/ 200,

Although] |never recelved any 1niormatlon
from the carrier concernling thls request, the izsuing of the NSL
still constitates a vielation whiclh 1s reportarle to the IOE.

(3) B.
= 1
bas initiated by | ©°n
7 ST, submitted two NSl requests, cne to
| and Chie O | | Both of ths N3Ls and the oover

E- quoted the statutdry autho-Irty to be Title 1bh, UsC loslv.
Thle authority, however, deals solely wiblh Lerrorizsn
Investigations and allows the EFBI to obtain full credit reports.
The authurlty that zhcould have beer qu:tcd byl Jin =
counterintelligence inves<igation was TitZe 15, USC 168lula),
whi-h enakles the FBEI to obtzin credit “istings (information
pertaining to financial institutions, addresses of those
nstitutions, places of enployment, etc.), but not full credit
reports.

(m -

2 I Iadviséd that all ir7~rmation recsived Iw this
unintentional oversight wag gequccsteres in the gsafe of their

Chizf Division Counszel. advised that the ilmproperly
ohteped information has not been Lsed in their investigation.
recognizes the error anz that the inproperly

- _lezt=ed 1nformation, al-houwgh unintertional, constitutes a
violation which is reportable fo the LOR.

(3) C.

e

bl
b2
bTE

bl
b2
b7E



NSL VIO-36532

SE T bz

of the Zeneral Coanael b7E

2007 bl
b2
bTE

..... 1 | |issued b4

=

T | I From:  Offis
Re: CIR-HO-Cl2Z9T7 365-V10, 0370

7]

iSj TRTeC ToTs | | cursaant to Tizle b7D

(.

Leports oa th=e subijsct of the investigation. The cover EC

aged to rejuest the issuarce of fthe fhree HN3Ls used
gtating —he authority was being granted pursuanst =—o
. ( the counterirtelligence statute. In the
cover EC only ashed Zor the dentity of financial
institutions, as opposed o the full credif recorts rejuested in

_5, USC l1laglwv, the ferrorism statute, rejuesting fall coredit

:DS(: A review of the 02/22/2007 EC froml reporting )
the potential ICE infractions causcd cone confusion for the b2

writer, sc on U3/08/2007 —he writer Lad a pheope conversation with b7E
the drafter of thel EC. | |ezplained =hat

sincte it was a terrorism case, the verkladge 1n the H3Ls was

c-orre-t, and =sach of —he NGLs were reviewed and signed.

| informad that the KEC that was used was a mistake on
the a3t of the agent that drafted the cover document.
| added that the investigation warranted the rejues-ed

ve heen

F=Le =zl Lhe credil repor_ing companies never would o
2-nfuzed Ly the EC becauss they do nct recelve a copy of tha=z
droumznt . The EC 1g merely used as a teans of subnditting the
HZL=z (that were attached) to the case file. The mistake in —he
EZ, althougn sleppy, did not alter the Znvestigaticon in anyway,
and this scrivener's erropg, citing to 16821 rather tnan 1631w,

did nct violate any law. Ihad the akility under a
terrorizm investigation to rfequest creiit reoorts, and they made
fLhat regusgt Therefore, OGC kelieveg that the wistake made by
I wAas acddininistralive in nalors, and does oot wAarran:
reporting Lo the IOEB.
() D.
n’:’: ‘I
| Lon 1o/0s/ 2000, Jicsued 2 Nol whioh bl
TFedries Tod Toadr| send foll recorss Irom -
oS3/ 2005, Ilnstzad. | loept yecaprds to Tor ;bZ
Snflormation froml I ;b7E
_earned of the third-party mistalke ard took The 3ppLopllate steps b4
T o semester the addi—jional five weeks of re-ords that were zent 7D
te then. | advised that theyv did not do any indexing
or follow-ug anzalysls on —he over—-czollected information.

sz

4



NSL VIO-36533

o)
T I | Erorm: Zeneral Coanael b7E
Re: C72-HO-Cl2C29735-V10, 0370

b2

- :

i H:)Xi: Despite the mistake by[:::::::] the FEI had a legal right to L7F
the over—-collected Information they received.,  Howsver, since Z“he ba
reccrds were nct rejuested,| sequestersd the -
d-cum=nts Trerefore, no imfr“par ENES -n the part of /D
| Ioccurred, and OGC that this mratter does no=
walrrant reporting to the IOR.

(3) E.
o | bl
on U9/ z o//HH),| ﬁSSJed ENIRE)S ;b2
T ITnrormacrion -n an email azdress fraxl |thru b7E
2005, In resrongse o thet regrest, the vrovider produced
snfermation from thrul | This additional
ive montns of data (Cwo months prior to the requested date, and

‘ nonths after the —ermination datel would have heen
ofbtzinarle by the field office hed trey rejueated it Ihe ~ver-
o2 lezted information has been oequcstexed by

oS 2 preview of all —he facts in this o8¢ ede—eedonotiale s ~lat b2
| o |was not at fault in receiving records bR
culelde Lhe goope of “he properly issused NSL.  OGT belleves ~hils

matter do=zs not warrant reporting to the ZOB.

-

SUMMARY

{11y The President, bV Executive Order 12334, dated
/0471421, established the President's Intelligence Oversight
B-ard {(FIOR). ©n 09/13/1993, by Executive Ord=r 12853, the
Frezident renamsd it —he Intelligernce Oversight kEcard (1CE) and
eatabli=sh=d the Board as a standing committes of the President 's
~an Intelligence Advicory Boz o Armeng its responsikilizie
OB has been given authority to review the FEI’s practices
and procedures relating to foreign inte’ligence and foreign
ccunterintelligence collection.

(1) Secticn 2.4 of Erscutive Order 17363 mandates tha=z
_nsoettors General and General Coursel of the Intelligence
Coraunity components (in —he FEL, the Agsistant Lirector,
“nsweclion Division (IMNSD), znd Lhe Gereral Counsel, Office of
the General Counsgel (OGC), respectivelyl repcrt to the ICRE
‘ntel ligence activities that they bave reason o believe may be
un_awful or contrary —o Executive OrzZer -r Presidential
Dirzctive. Thils lanjuadge has kbeen irterpreted fo mandate the
repcrting of any violaticn of z provision -f The Atfttorney
General's Guidelines for ZET HNetioral Security Investigations and

sg.bgi".'r
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NSL VIO-36534

SEC,&T ,
bz

. Frem:  Office of the Zerneral Counzel  b7R
= e -dO-CL2 o0 3010, 03/708/2007

=

Foreign Intelligence “mllect'on (H315), effe-tive 10/31/2002, or
othsr guidelines or regulations zpproved by the Attorney Genesral
in accordance with EO 12332, dated l"/U4/L?“ ;, 1f such provision
was designed to ensure —he proftectior »f Individunal rights.

(1) Viclaticons <f provisions that nerely are
administrative in nature and not deemez to have keen designed =o
ensure the protection of individual rizshts are generally not
repcrted to the ICB. The FBI Inspesction Division is regquired,
h-wever, to maintain records of such acninistrative violations
f:r thlf% yvears so that the Counsel to the ZO0B may review them
upon reguest. The determinaticn az to whether a natter is
"adwlnistrative in nature" nust be made by OzC. Thnerefore, such
administrative violations must be reported ac cotential IOE
matters.

TN, NSLs are a specific type -f Investigative fool
that allows the FEI fo cob-ain certain limited tvpes of
‘nformation without court interventicon: ‘11 telepncne and email
comdnd cation records from telephore compani=s and internet

Ze providers (klecTZronic Communications Privacy &Act, 1d
.3 § Z7068), (2) records of [financia. ‘nstibtubticonzs (which iz
Very oro ajl defined) (Right tc Firnancial FPriwvacy Act, 12 UJ.3.C.%
34240y )l~)); {2y a ligz of finarcial ingstitutiong and oonsumer
“der tlfvllq information from a crecit reporting company (Fair

Credit Reporting Act, 15 U.3.C.8% 16€1luia; and (kL)) qnd {4}
full -redit report in an 1ntc natl onal terrorism case (Fair
Credit Reporting Rct, 15 U.S5.C. & 16&lvi. DNSLs way be issued in

_

conformity with otdtu ory requirements, inc_ouding 18 U.3.C. 5

TR0, N8I, section V.12,

W:}éi In thegse cight potential IOE matters, OGSC kelicves
that only three, thegse in sections A ard B, warrant reporting =
the Z0B. The other five matters are a3 resu-t of administrative
or third-party errcrs. In regard to the re =vant bt
unintenticnally collected information, | ls instruc=ed
o kegp 31l information uxquaatﬂr@“ tnt2l 3 discussion is had
with th= issuing entizy. As tco the reportable matters in
secticns A and kB, OGC will prepare a cover _etter and a
e randwe Lo report “hese nslbers Lo Lhe I0OE.

SE?%FT
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NSL VIO-36535

To: Froam: Ofzice -f the General Tounsel b7E
2T36-VIO, 03/08/72007

el
ol
.
I3
~-J)
CCy
|
s
¥
|
!
=
[\2
]
e
(VA

LEAD (s) :
Set Lead 1: (Action)
INSEECTTON

AT WASHINGTON, Iv:

(U) For action deemed zppropriate.

Set Lead 2: (Action)

b2
b7E

):I
5

(11) I matters involving over--ol . =cted materials, the

|JField Office should contact the zartics in which

NalLs wers =zerved and allow the entitises teo determine whether the

improperly or uanintentionally acquirec information should he

returned or destroved wizh appropriate docunentation to the file.

I the Znforration iz relevant, a new NSL resguesting the
previously unrequested information may ke subwitted to the
entity.

o Iis reminded 7 fhs resyronsibility,
purstant to Deputy Direczor Pistole's directive of 03/0//2007,

b2
. DIE

review all counterintelligence cases uvti_izing NSLs to de-ermine

iZ other full credit reports under 15 U.S.C. & 1631v were
improperly chtained.

cc: Ms. Thonaz
Mr. b6
Mr. .
b7C

IOL Lirrary

*
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NSL VIO-36536

ATE: 12-17-2007

ALY, INFORMATINN CONTAIRED
HEREIN IS UHCLASSIFIEDR EXCETT

REASGN: 1.4 {c} _
SEQRET DECLAZSIFY. OMr - 12-1741

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/14/2007
To: Attn: ZAT
DT

ZJounterterrorism Attn: IT0&1, COMUS 2, Team 7
Ingpoction Attn: IZ:

FProm: Qffice of General Counsel ﬁi%
N3L=/CTLU I M
Contact: r I :b'?E
be

Approved By: _Thomas Julie [ b7C
() ... Drafted By: | }ldr

Case ID#:M el SZHO- 010200 20V TO (Pending)
(3) (Ferding)

i j Tif167w:><z INTELLIGENCE OVE

IoB MATTER 2007 -

(93]

o

SIGET BOARD

in“W“”Synop5157“:)%Q: It is the cpinion o the Office of General
Couns=l [(0GC2) that the above-references mattzr nust be repor-ed
£- thes I0Z and tco the FBI's Office of Prcfesszional Responsikility
VOPKRY . OBC will prepare and deliver the required correspondence
t- th= I0Oz. Cur analysis follows.

tUh"” _____________ N Derived From : G-3
Declassify On: 03/14/2032

-
Reférence: P L/4-HO-C1209736-VIO Serial 21ul

b7E

(o Detailgf“;>§(]3y electronic communication (EC) dated

02/23/2007 and referenced akaove, the Divigsion {Z3G)
reperted to the O5C's Mational Security Law EBEranch (N3LB) and
the Tnscection ZTivision this potentizl ZOR matter.

[ 2')' bl

~
l 2
-7

A Non-1.9. Fersol b7E

. b6

SE;)(ET bIC




NSL VIO-36537

e SE%T b2

I From:  Office oI General Counss b7E

Rex ' —HQ=-0C12297326-V 10, 02/14/2007

() -

An EC dated 2/12/2004 zpproved iscsuance of "an ECPR
cOrity Letzer (H3L)" to The acronym ECPA b4
was In Lﬂf_L nce to the Electronic Cllamun_-atlons Erivacy Act. 7D
The ET =nclosed an Na-icnal 3ecurity Letter (MZL) dated

N&/12/2004 requesting "all deposits, nethods of payments, money
transfers, nistory of transactions ard 212 ‘nforraticon regarding

the account holder.”

“MWHM;§£1;On 08/12/2004, the HN3L directed to b7D
provide "g11 ¥inancial records® pertairing fto THE ST =rT. The -

flL :t paragraph of the letter cited for authcrifty Tzecutive Order

National

and, incorrectly, Title 13, U.3.C. Secticn 270% (fthe ECPA).
The becond Faragrapgh f the lcf+er correctly referenced the Righ=
£: Financial Frivacy Acz, 12 U.S.C. Section 2414(a)(5)(A) and

certifisd that the records were Lelevant teo oan authorized

nvestigation. Further, the thizd paracraph certified that the

FET had conglied with Title 172, Sectior. 34C3() o f fhe RFFA.
() e on oR/z-0/2004, the results from the NSL were .
oI The recsults Iincluded [ dee— ;b4
3-cial Security MAmMDer, crezit card nunker, b7D
credit card numkber, and tle audd-esses, te_ephone Umeers, credlt b2
card nurbesrs, and telephone numbers ¢f three individuals who had
transactionz with the subject.

i :}(: On the investigation was ~losg=d. bé
- bC

~ ) on 02/21/2007, the| | coc advised ssr | 2
[:::;Jff the potential viclation, which had first keen identitied HTE
n s T o t -

of an audit by the OfZice -of Tnscector General

(U} The Fresident, by Executive Order 12334, dated

T/04/1%81, established the President's Intelligence Oversight
Board (FIOB). ©Cn 09/13/19%3, by Execublve Order 12853, the
Freocsident ronamed it —he Intelligernce Overscight Foard (ICE) and
eatablizhed tLhe Board as za standing committes of fLhe Fresident's
Foreign Inteslligence Adviscory Bozrz. Amcng its responsibilizies,
the ZOE has bheen given authaority to review the FBEI’s practices
and procedures relating to foreign irte’ligence and foreign
counterintelligence collection.

irm 2.4 of BErxecutive Order 17
and Generzl Coursel of thes In
z (in Zhe FEI, the Acsictant

sztﬁr

2

ec 3 mqndq eg thaz
“nsvettora General elligesnc
on i

Cormunity compon
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NSL VIO-36538

SEC)Q:T

. . b2
T Frow:  Office oI General Counszl pw7g
Re: THO-C1229736-V10, 03/14/2007

nsoection Division (IMZD), and the Cereral Tounszel, Office of
the Gensral Counsel (O5C), respectivelyl repcocrt to the ICE
nte’ligence activities that they have reaszon to believe may be
un_awful or contrary —o Erzecutive OrZer -r Presidential
Directive. Tnis language has heen irnterpreted to randate the
repcrting of any violation of =2 provisimn -f 1lhe Attornevy
Gen=sral's Guidelines for BT Haticral Security Tonvestigations and
Foreign Intelligence Collection (H3IG), Cffa”rlvc 10/31/200%, or
cther gnidelines or regulatl ions apporaved by bhe Bitorney General
in accordance with EO 12333, dated 12/04/2281, if such provision
was degsigned to ensure the protectior -f Individual rights.
Viclationz of provisions —hat merely are administrative in nature
and not deemred to have been designed £o ensure the protection of
ndividual rights are generally not repcorted t£o the IOE. The ZEI
Inswection Division is required, however, fo maintain records of
such adwinistrative violazions for three y=zars so that the
Counsel to the IOE may review them uporn requsst. The
delzrmninat.ion as Lo whether a matler i "adninistrative o
naturs" nust be made by OGC.  ThereZore, such adwiniztrative

vinlationzs wust be reported as potentia’ ZOR natters.

”:;8(; N3SLs are a specific type f Investigative tool —hat
allows thg FBI to obtain certain limited types of information
without court intervention: (1) telephone and erwail communicazion
~ords from telephone companies and internef servios 1L~\11~ rs
ctronic Communications Privacy Act, 18 U.S.C. § ' ()
rda of financial inatitutions
>h ig very broadly defined) (Right tc Financial FPrivacy Acz,
ST 2414 (ay i) (A)Y)y (3) a liet 2f finanzial institutions
coensurer identifving informaticon Zrom a credit reporting
cany (Fair Credit Rep_rflnq Act, 15 UJ.S.C.8% 1631lula) and (b)),
and (4} full credit report in an 1nternat1undl terrorism case
‘Fair Credift Reporting Ac—, 15 1J.53.C. § 163°_v,. N3Ls may be
Zzsued in conformity with statutory reruirem=snts, including 12
J.s.C. § 2709, 131G, sgeczion V.12,

T :)81: In this inctance, the EC did not cite proper legal
zuthority” for izsuing the HMSL. Th@ EF referenced tne Electronic
Communications Frivacy Ac—, 13 U.5.C. § 7709, which would provide
the anthority for a request for Twlab cne and ernail communication
reccrds fror telephone companies ard irternet service providers,
rather than tne Right to Finzncizl Privacy Act, 12 U.S.C.8
34241023 (5) (A)) which would purosidde tlhe anthority to reguest
financial information from In addition to cifting tZhe
incorrect auathority in the EG, e bo o.d not =xplain why the
nvostigation “uctified cobtaining the financial records.  We note

sxt\ii'r

b4

b7D
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Ty Frow: Office of Genera. Counss

NSL VIO-36539

SEéﬁéT b2

b7E

AN pa

Re: % TTO-HO-C10n 97 36-V 10, 03/14/2007

g disclosed in the investigatieo file wonld have
C =

that the fact
supoorted i
llowever, thes

[=
were not articulated inn =R

"""" e :}{g In addi=icn, the HN3L dated 02/12/2004 signed by =he
240 did ndt fully and correctly refererce the authority to obtain

finan-izal records relevant to the sukjsect of the f£all
nvestigation. Again, Zhe facts of the investigation would have
suprorled fssaing Lhe NST mneder the desal subbeerity b obdain
financial records under RITA from however, the HNSL
did nct correctly articulate the ATTIOr-oTY.

o '”'““)><;In conclusion, the EC anz NSL were not issued in
full conpllanvtce with the requirements of thes Right to Financial
Privazy Act. Accordingly, these errors must oe reported to the
_0B.

(1Y T aecordance with report.ing reqguirenents of
Scotion 2.4 of BEO 12863, OGC will preparc a zZover letter and 2
Srandur. to report this matter to the IOE.

iok!
b7D

b4
b7D



NSL VIO-36540

1L SE@@' b2

T N From: Offi-c of General Counszse
Re: ')AQ\ o r-11Q-C122a756-VIO, 03/14/72007

LEAD (s) :

Set Lead 1: (Action)

b2
b7E

AT

(U) Provide training and review procedures
Zor requesting and issuing Natioral Zecurity Letzers.

Set Lead 2: (Info)

COUNTERTERRORTI SM

AT WASHINGTON, [DC

(U) For information.

Set Lead 3: (Action)
“HN3FECTION

AT WASHINGTOM, DT

(U) For review ard action deemed
appropriate.

cc: Me . Thomas
b6
Y b7C

+*



ALL INFORMATION CONTAINELD

HEPEIN I$ UNCLASSIFIED EXCEPFT
GTHERIFISE

WHEFE
(Rev. 01-31-2003)
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NSL VIO-36541

LATE:

1e-17-2007

CLAS3IFIED BY 55179 DHH/KIRIch

SE&ET

FEDERAL BUREAU OF INVESTIGATION

03/0% /2007

Precedence: ROUTINE k2 Date:
TE

To: Bé Attn: SAC

) AZAC]

B7C 335

SRI

Inspection Attn: 113,

From: Gereral Counsel
Counterterrordiers Lo (-4t T /771 22100

Contact:

Approved By:

T ypag

Jlic

L

Drafted By:

Case ID #: (L7

I (AR AT T

IC (Pending)

OVESSTGHT BOARD

Title: >< (Uj[l“vJTELLIGENC

-

Synopsis:’
Counscl ]
Intelligencc

~he necessary

(1)

Uw%%ﬁgkar

Ficld Office

and

(2)

Reference:

-

 DeEails: .

~(>i< v
Mar-er and

In our opinion, it

determir.e

AATTER

2C07+

It ie the orinicn of the Office of The Gensrzl

corres

(INB). OGC will prepa

Zoes

ssify On: 1

This
i the ET dated 212/23%/2007%
to OGC recorting a
supnort. (ACI) .
Serial
corrrunication

ectronic

warrants
si=

whether it
Our analy

S%ET

o1es

{EC)
OZC review the facts of the captioned
reporting to —he IOE.
follows.

zlectronic communicazion

from

potential

Jda-z

this matter must be reported to <he
Ovcrzight Board
p-ndence to thc ICB.

re znd deliver

(EC)

—he

ed D2/23/°007,

b7E
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NSL VIO-36542

seghet b2 .
bR bl

T From: foiﬂ’ 2f the General Counsel - h2

Re: T7=-HO-Cl2Z9735-V10: 370272007 B7E

b4

Wwwmwmmm?><i Coocor o abon- 11 /0670008 during the -carse of an :b7D
“authorized- I Special Agent In

iMSL) parsuant f£o the
Electronic Communications Privacy Act (EZEA 186 U.3.C. 5 2709,
onl I o the NoT, e [ET dirﬁﬁtpdl

t: crovide| |
subscrirer 1ntormation, for The ISllowing emall accoant:

Charges syl < ALl ol eIty Lette

bl
b4
b7D
f o to b2
LSl (L1 297 TRTD). b7E

S _mmm:>§<: did not furnish the reguested information —o
the FEI.

(U) The Presiden=, by Executive Order 22334, d
_Z/0d4/1981, estaklished the President's Lntelligenc
E-ard [EIOB). Cn 09/13/1993, by Executlive Order 12
Fresident renamed it the Intelligerce Overs qht Eca ) and
cctaklished the Board as a standing comnittes : sident's
Foroign Intelligence Adviscory BozrZ. Amcng its responsikbilizics,
the Z0OB has been given authority to review the FEI's practices
and procedures relating to foreign intelligence and foreign

[ I
i+
)
Q.

ﬂ

[aal
N
(JU

counterintelligence collection.

() Secction 2.4 of Executive Order 278¢3 nandates that
“nswettors General and General Counsel of the Intelligence
Comuunity components (in “he FEI, the Agsistant [Director,
“neoeclicon Division (INSD), and Lhe Gereral Tounsel, Offioe of

the Genesral Counsel (0OG2), reaspectivelyl repcrt to tnhe ICE
nte’ligence activities that they have reason to believe may be
un_awful or contrary =—o Executive Orcer cor Presidential
Dirsctive. Tnis language has been 1rchEr‘f ed Lo wandate the
reporting of any violation of & provision cf The Attorney
Gengral's Gaidelines for BT MNefioral Securifty Investigations and
Foreloagn Intelligence Collection (NSIG), effe-tive 10/31/°003, or
other gquidelines or regulaticns zpproved by the Afttorney General
‘roactordance with RO 12333, dated 172/04/7031, if such provision
was dogigned to encure —he protectiorn of Individual rights.

(Uy Viclations of provisions that merely are administrative
n nature and not deemed —o have kbeer designed to ensure fthe
protection of individual rights zre Zererally not reported to —he
0B, The b=zl lnspecticn Divisicon is required, however, to

SE T
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b2
bL7E
b5

”hmmwm“”““;)giz It i5 an open legzl question whether the
HZL scughft reords beyond the scope of EVPU, 15 U332 % Z70%9(a).

NSL VIO-36543

SE¢€ET

b2

T From: Office of the General Counss b7E
Re: 7 e—-a0-Cll2ra735=Y10r 03/05/2007

maintain records of guch administrative vic_ationg for three
vears so that the Couns=l to the IOB may review them upon
request Thae de*ﬂrmina*iﬁn zg Lo whetler a mattsr is

"adninistrative in naz-ure" must ke made by OZC. Therefore, such
administrative vionlations must be reported as cotential IOE

mattcLo.

‘M“:DR(; M3Ls are a specific type of investigative tool thaz
allcwz the FBRI tc cobtain certain limited typzes of information
without <curt intervention: (1) teleplone and emrail

comnunication records from telephore companies and internet
gervice providers (Electronlic Communications Privacy Act, 18

U.3.C. § 2729); (2) records of financial Znstitutions (which 1s
very oroadly defined) (Right to Firarncial Frivacy Act, 12 U.3.C.8
3424030 (5 \(3\\ (2) a lis=< of finarcial institutions and consumer

dentifying information from a crecit reporting company (Fair
Credit Reporting Act, 10 U.S.C.58% 1loécluial and iL)); and (4)
fu_l credit report in an internaticnal terrorism casge (Failr
Cred’t Reporting Act, 15 U.5.C. & 1e€lvi. HMNZLs ray ke issuad in
conformity with statutory requirzements, inciuading 18 U.3.C. %
270%. N8IG, section V.1Z.

Che Sl dzsaed herein received legal counse” acproval in the
Field Office, a legal determination having bsen made thaz

csuch records fall within ECPA, which al_cws the FBRI to obtain

"euLD_L1b~L information and loll billirg records information, or

electronic communication —ranszacticnal reccrds.” 18 U3C

S 2708 (a).

b2
b7E

sp&eET
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NSL VIO-36544

SE&RET 2

, - A N7
From: Office of the Gensral Counsel b7E

CTE-HO-C12I97 36510 C2/025/ 2007

x ]
m s

SN It ls ddomoroapt to note that while it remains
unclezr whether the 3L was statutorily authorized,

never provided a| | Thus, it iz undiszputed that there
was never an anauthorizZed collection i vic_=zation of the FMIEIG and
ECPRA, and the subijects rights were not violated.

3 Nonetheless, based upon the fact that the MIL may
have inadvertently, but under the advice of legyal counsel,

sought information unauthorized by the ETPA, in accordance with
the reporting requirements of Sectiorn 2.4 <of BErzecutive Order
JZRE3, OGT will prepare a cover letter and a mencrandum to repors
this matter to the IOE.

b2
b7E
bé
b7D



T From:  Offic

Re: U= HO-Cl2 2097 35=-V10

LEAD (s) :

Set Lead 1: (Action)
INZDECTICHN

NSL VIO-36545

SECkI‘

= of the Genera’l Counsesl
C2/08/2007

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)

COJNTERTESRRORT SM

AT WASHIMNGTOM, DC

() For informa=-icroi.

Set Lead 3: (Info)

T

e

bZ
b7E

(UL Tael |Frield Office should not issue any BCEA M3Ls

seeking

until or unless cZficial guldance 15 provided

stating toarn Suclt 1hformazion may be obtained in sach fashion.

cc: Ma. Thomas

I0Z Library

*

b2
b7E
b6
bh7¢C
b5



ALL INFORMATION COMNTAINED
HEREIN I3 DHCLASIIFIED EXCEPT

(Rev. 01-31-2003)
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NSL VIO-36546
DATE: 12-17-2007
CLASSIFIED BY 65179 DMH/KSR/ch

WHERE SHOWHN OTHERWISE
DECLASSIFY Ol: 12-17-203%
SE’}&EI‘ 20320329 o
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 2/29/2007
To: Insp=scticon Attn: I°°%
Zeneral Counsel Attn: MSLE
hl
From: . o
bn'jllil.l(‘i b?E
Contact: .
b6
Approved By: b7C

Drafted By:

Itmt
[ ]

............................. TR NG- L1220 S6-VIO

Title POSSIBLE INTELLIGENCE
S5E]

(Closec]

(Fending,

OVEREZGEHT EOQARD

Synopsisi To report a possible I0B violation from the over-

el lesticon e Tinformazion improperly obtained from the dasnance

of o Mational Sccurity LeZter (NSL).

(T >“< Derived-From : FBI SCG-3 January 3997
Deetrassify On: 03/29/2032 —_—

. I (USPER]), bl
Captionad matter
TIooed 1172872002,
The purpose of this communication iz fto detail =hs bl
st and approval of = NEL for subscriker )
nfermation, and local and long distance tcell rilling records for
“the-following felephone nunbers for fhe poricd of one vedr orior
foths date of this corréifondence: |
— X
snaﬁqg 20320329
bl
b2

b7E



T 20320329 Dbl

SEC}E\

NSL VIO-36547 b1
b2

, b7E
b2

M- Inap pukd i | | bé
oo 1 pees RS LI ‘
Re: (&) EYREYRDE b7C
- N
I:S:I e AT ] | —————— b,{'
t=" = one et be
. The ;b/E
| A= TN AR I YT WD i B o =R M o SR IS CRV AT AR v T e b6
““w)x( ne i1 o~

bl
b2

0 - b7E
N Based on iI'lfOJfH'lZ—LtiOI"_ s i oed ol oo I bé
iS} ; Tlozly submitted N3k -requests toll b7C
I ng r=zcords and long distance accrvy—To=s.
(ol Additdionally dt ghols e peted thad
bl
\ / o
I:U:I AAAAAAA - X The treaguecsod $011 Hil1ing :bb
l VRN bh7cC
b2
b7E
(Uj ______________________________ N . ) . . ‘ .
( This electronic commuricaticn subwitted to reques-

the MNZL appropriately

certifization of the enclosed

documented the
NSL.

SAC's avproval and the
For mandatory reporting

purcoses, the enclosed N3L sought subscriber inforration and
and long distance toll billing reccrds on ftwo (Z2) felephone
Munners.
(U) """" f??i/ The information rcelated Lo fthe NSL _wazs acguired
froxd |l The -—onfact at Lvas] |fb4
| | 7D
| | The HSL was served on Algust ¢, —c03. b2
(W) e = The i g P R b7E
~~~~~ S e information obtaires was oresumably reviewed
for evidenfialy purposes. N2 records zbhtained fromw the NIl _yers
laced in e cases file. Capdiionel matter was closed in

and it is preosumed by the

SPRRET

wiiter that 231l rocords

20320329

2



NSL VIO-36548

SEAT 20320329

bl
Iragendd o Eioms I I =
{(3) 0372972007 e

b7E

x ]
oo

pertaining to the M3L regquest were destr-oyved. The writer was no=
aware that there was an cver-ocollectior. -f inforwation nor is <he
writer aware of any improprieties in the prozezs of issuing —he
aforeventioned NSL.

»»»»»»»»»» mmmm:E&(ZJQs this N3L was directec toward the acquisition of
recelds to=

aIning to the legitimate scbjezt of this case, 3SAC

recommends no administrative action ke talken in =<his

matter.

()  Any further igformatdion reqsrddng td = watter mas
be ckbtained by contacTting GA

SEZRET 20320329

3

h2
hTE

b
b7C
b2



NSL VIO-36549
SECRET 20320329
N IR =k il B j it o ik r .
gi: ]|:r;g')1h : - YRy l bl
b2
b7E
LEAD (s) :
Set Lead 1:

(Action)
THSPECTICN

AT WASHINGTON,

D
(U)

The Internal Investi
to determine 1f the matter relatec
e repcrted as an IOE.

Jaticns Secticon 1s redquested
in this communication should
Set Lead 2: (Acticn)
GEHMERAL COUNSEL

AT WASHINGTON, DC

(3

NSLE 15 reguested to cetermins 1f the matzcr
related in this communicazion should be recorted as an IOE.
*

SE T 20320329

4



ALL INFORMATICH CONTAINED NSL VIO_365%Q,TE. 18~17-2007

HEREIY IS UNCLASSIFIEDR EXCEPT CLASSIFIED EY 65173 DMH/KSRSeh
: WEERE SHOWH UTHERWISE BEASON: 1.4 () o
FD-962 (Rev. 03-21-2005) AFOLIBSTEF O 12-17-200%7
SEMBZOBZQ
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/29/2007
To: Inspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: MNSLE, Koo 7975
From: -
Squad jbi
Contact: 2SA :b¢
b7E
Approved By: e
b7C
Drafted By: | F reh
{0y o . bl
Case ID S S -HO-C1 073010
(5 b2
b7E
Title: i) REPORT OF A POTENTIAL IOE MATTER beé
b7C

W)M”Synopsisr:kﬁ: To repors possikle IOB error.

Details: (3)

S

(8) e 7] e

assiqgned as The case ajgent, the SUpervisir was SSA | |
‘now retired).

'I—*U]

() o 8 The potential IOB violation was that the issuance of an
FMEL resulted in an over collecticn of Zcata. On August 11, 2003, an MN:sL
was Lzsued to a credit reporting agency. The NSL did not regquest a
ful zredit report, but 3 full crecit report was provided by the
cred’t rerorting adgency and maintainsed n ths file.

() "m£><:The potentizal viclatior. was not reported in a Zimely
fashicrn befauze it was no=z id;n+i'iei until the file was reviewed by
“nspeztors during an audiz on Hw/luf 7. The credif report has keen

v the COC until he receives
IOE viclation.

rencvad fron the file and is stor
further guidance regarding the possi

SEMT//20320329



-

NSL VIO-36551

SECBRT//20320329 |,
N e
T Inspzoticon From: b7E
“Re S 2TE-HQ-C12297 36-VI0, 03/7.9/2007
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXIAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

SE?(%T//20320329



ALL INFODRMATION CONTAINELD NSL VIO-36552a1E: 12-17-2007

HEREIN I5 UNCLASSIFIED EXCERT CLASIIFIED BY 65179 DMH/KSR/ch
_ VHERE SHOWN OTHERWISE REAZUM: 1.4 (2] L
(Rev. 01-31-2003) DECLASEIFY OM: 12-17-20%2

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: Os/ze/2007
To: Inspsction Attn: IZ=
Zeneral Counsel Attn: NALE
b2
From: 7F
Contact: be
: biC

Approved By:

Drafted By: I lbbs

Case ID #:  78-HQ-C1229736-v10  (bPerding] bl
b2
Title: REPCRT OF A b7E
PCTENTIAL IOE MATTER b7A
I:S:I Syncpsis: T repor” a potentizl IOR matter 1a

Reference: |- bi7C

b7D
Details: Referenced serial indicates that on 02/05/2006 the b2
FEZ r=gueated, via Na-ional Security Letter, financial records b4
fromu| -]for an account kelorging to the sukject of <he bTE
refersnced investigation.  Specifically, the FPT regiested all '
finanzizl reoecopde por—aining toe the cukject and hiz accocounts, for
the periocd of —o the present. Ths NSL specified —hat
the "oresent" was intended to request information to date of
~rocezsgsing of the request. Due to bank killing cveles,

response to the NSL includes 3 p-l_ing statement wit
transactions corresponding to The
transactions corresponding to | wvere an
overproduction error by the kanl.. )
bo
the acting b7C
bl

in the United 3-ated

SEL‘)&T



NSL VIO-36553
SE%T

zction Frome b2
TI-HO-Cl2Ia7356-V10, 03/28/2007 b7E

x ]
m
I

and is thus not a USPER. Cascmamant had incorre=ctly
his status as USZER, believing Jranted JSPER status,

did not.

o+ O

t
[
[

I
b

(o8

S o

This investig
sguad due to thes subjsc

group, and the case is

el terrorisimn
s connecticorns t- 3 different terroris-z
£ill pending.

-

ion was ftrarsferred to anoth
5

oot W



NSL VIO-36554
SERET

To: Tnapection  From: : b2

Re: 2TG-HQ-T1200736-VIO, 03/28/2007 p7R

LEAD (s) :
Set Lead 1: (Info)
TMNSPECTION

AT WASHINGTON, DC

For information purposzes <nly
Set Lead 2: (Info)

SENERAL COUNSEL

AT WASHINGTON, DC

For information purposes only

*"

SECARET



(Rev. 01-31-2003)

- - NSL VIO-36555
ALL IﬁFUEHATEBQﬂEQNT&;NED PATE: 12-17-2007
HERETH 15 UNCLASSIFIED EXCEFT
WHEPE $HOWN OTHERWISE

PEASO -1 -0}
PECLAZSIFY OM: 12-17-2032

SECANT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: OUs/z2e/2007
To: Inspsction Attn: IZ=
Zeneral Counsel Attn: NALE
From: :bz
. b7E

Contact: HE
Approved By: b7C
Drafted By: bbs

Case ID #: x7

[we)

—HQ-C1229726-V10 (Perding]

Title: REPCRT OF A

FCTENTIAL IOB MATTER jbl
b2
Syncpsis: T repor” a potentizl IOR matter b7E
e b7A
Reference:! ‘
Details: Referenced serial indicates that _gop {8/ 9/ 7008 the
FEZ reguezted, via Ha-ional Security Letter,| |-

provides the name, address, length ¢f service and local and long
distance toll Lilling records for the telephones nunber beloroging
£tz tho zukijocct of the referenced investigaticon. Spcecifically,
the FEI requeszsted reccrds for the following dates:

b2
. b4
l Jresponse to the NSL included the R
Y g o e - . . b7D
fz_lowing overproduction of records: BN
RO

1J calls occurring |
6 calls aoccurring
T calls occurring

SEQRET

CLAZSZIFIED BEY aR172 DMH/EERS cCh

b4
7D
bTA



NSL VIO-36556

T'oe  Inspsction From:
Re: SHE-HQ-T1 22

35-VIC, U3/7ug/luud

b6
b7C

the zcting

The supijsct ~f referenced investidatism

=3 o !hio ot 2 USP=R. Cace agen- had incorrectly
o F‘

= _
13 his statucs as USPER, helieving granted USPER status,
butr it did n-t.

tion was transferred to another terroriszm
]

This invesstiga
ject's connections to a different terrcrist
<

zquad due to the s
jroup, anc the cas

SEORRT

bl

b7A



To: “nopestion  From:

Le: STE-HQ-T12297 26-YI0, 13,
LEAD (s) :

Set Lead 1: (Info)

AT WASHINGTOM, GO

For infeormation purp:

Set Lead 2: (Info)

SENERAL COUNSET,

T WASHINCTON, [C

For irnfzrmation purpo

*

NSL VIO-36557
SEQRET

b2
cason07 PIE

ses only

ses only



ALY INFORMATION CONTATNED NSL VIO-36%58. 12-17-z007

HERETH I% UHCLAZSIFIED EYCEFT CLASSIFIED BY 65179 DMH/KER/ob
WHERE SHOWH OTHERWISE EEASUN: 1.4 {c)
FD-962 (Rev. 03-11-2005) DECLASSIFY OH: 13-<17-20%%

(&)

SEXRET/ /NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/29/2007
To: Inspection Attn: Internal Investigations
Section, Room 11861
Zeneral Counsel Attn: HNati-nal Security Law Branch

(MZLE}, Room 7975

From: | ] ;bZ
Sooaad I_I b7E

Contact: SA b6
b7C

Approved By:

Drafted By: | fara bl
Case ID #: (U) C278-HQ-C1229736-VIO 1 g
(1) nZ C13A3T2 A
isammvwngi
Title: (U) REPORT OF A FOTENTIAL IOE MATTER (FIOE)
() NTELLIGENCE OVERSIGHT
(3 bl
b2
R W W I
Synopsisfzzxq: To document a potential OB matter.
1 —— §< Dw G=3
Déclassify On: 03/29/2032
! N bl
b2
Administrative: (S) FISA Warning - Statutory Restrictions bh7F

s communicaticon has been

L be-Foresign Intslligence
veillance Aot (FISA). Therefore, the Intelligence provided

5 bezen cbtained through methods oI irtelllgences gathering which

o concidered scencitive and singular in naturo.  No overt

Investigative steps should ke taker without first receiving

Intelligence provided in thi

SE T/ /NOFORN



NSL VIO-36559

SEJRET / /NOFORN

b2
"*;wtlln From: | | b7F
DTQ-HE-C1229736-V10, 03/29/2007

“nte_ligence Surveillance Act, recipierts are rerninded that <his
nformation, or any information derives from it, may only ke used
n o3 criminal proceeding, o7 any other proceesding, with the
advance authcrization of —he Attorrey Seneral. FISA derived
nformation invelving a U.3. persor may not oe disseminated <o a
foreign government wizhout the authorizZaticon of the Attorney
Gen=ral.

]}3}#&3: Fer B0 U.2.7. 1£06(k1 of the Foreign

Details: (3/NF)

(3]

(-

fi]]QC»"'—"i{')h:I]’\]D 'Ql""f—'i Vi . NN N = L AR IO PN AN NABATST0]
H L= “doc opeoldl
) requestling THe NoL—=N3 Tecelpl -f the response to the

Ayent-{'SA
I WRS I The Superviscory Special Ajen=
vebke) o toe dnnactigotdon wag SsAl| | Curren=

=
9D} L

=y b‘

[CPRLEH

L
o
[

"E}D?#ﬁz:The subject (s), LUNSUE{S], are presamed Uni-zed
Statezs Fersconc.

AV ANINA

presumez LSFERS, was authorizZed 1n

L5

accr LOallce Wit e fe Tt ey Geperal Gitdel-res and was injtrisg—ed

AP =0 T B T Al 1 B i W R

bl
bé
{b"/’f“

b7E

bl
bé
b7C

bl
bé
b7C

"""""""""""" R Roooeding oo Tpdedd dgep e Aralyvat s [rom FRT
~unter Térrorism Divigicpn,d G oot i ot ian was
‘rndntted on the nsern

SE?RET//NOFORN
- bl

b4

b7D

bl
b4
b7D
b2
b7E



()

i) -

(U~

(m -

NSL VIO-36560

b2

SE%E‘.T/ /NOFORN b7E

Ty Inspection Erom:
Re: s« 78-HE-01009730-VI0,

Dz/_9/72007

bl
b4
b7D

S X Cn (05/1777006 3 3L dated 02/ 27 /7004 wazs served o b2

] b7E

_——— :
The b4

[ [ot Do/ 2272006, b7D

bé

actionalInftormaTion
ts of the NSL were provided L

<
vy 1 /0N6 2000 s THEM wae s f = =Sate! p]’_"_w'a,"]_d%d tol
containing the Apove Lelelellc

;_1_

b7cC

nicrmaticon.

: During a zccent NSL audit, it wazs found that
the below listed paragraph was missirg from the NSL. A review of
vicuz draft version revealed this paragraoh was inadvertently
ed:ted cut of the NSL during the ezZitirqg process.

"In azeordance with 1'itle 18, U.S.C., Section z2709(k), 1 cer=ify
that th=z information sought is relevant to an authorized
Investigation to protect against irterraticnal terrcrism or
clandzstine inlelligence aclivilties, ard thal such an
nvestigation of a United States persor iz nct conducted solely
o the raziz of activities pro#@ﬂ#cd bv the First Amendment =
the constitution of the United State

d Infcrmation has kbeen

“MThe above refe e
z rmine any vossible ICE

rer.
provided to OGC to document znd det
viclation.

C
e

SE&ET/ /NOFORN



NSL VIO-36561

SE&ET//NOFORN B2
(- To: rnepe-tion  Frem: | | p7E
TRere N CTE-HO-01020T 36—V 10, 03/°0/0007

LEAD (s) :
Set Lead 1: (Discretionary)
_NSFECTION

AT WASHINGTON, O

(U) For action deemed appropriate.
Set Lead 2: (Discretionary)

SEHERAL COUNSEL

AT WASHINGTCON, 2

(U}  For acticn Jdeemed appropriate.

*

SECP¥T / /NOFORN
3



NSL VIO-36 P

ALL INFORMATION CONTAINED Bdr: 12-17-z007 )

HEREIN I3 UNCLASSIFIED EXCEFT CLASSIFIED BY 65173 DHMH/ESR/cb
FEESON: 1.4 {c)

; WHERE 3HOWN OTHERWIZE o REARM L A
(Rev. 01-31-2003) DECLAZSIFY ON: 12-17-2D3Z

SEd£Q3

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME . Date: 3/29/2007
b2z

To: Inspechticon ;b7E Attn: Internal Investigations
b§ Fection, Room 11861
b7C

Attn: Ullaticnal Security Law Branch
Rorrm 7475

Zeneral Counsel

Attn: “hief Divisiong Coyngel]

~ e
ZGAR I

From:
| I
Contact: SA| |
Approved By: b6
b7C
b2
b7E

Drafted By: | fdcc

Case ID #: ) 278=HQ-C1229736-VIO  (Pend:ng)
A e Jeisesiz

Title: iy REPGRT OF A POTENTIAL IOE MATTER;

Jifks

() -

Syﬂéﬁéi53“mzaii To report potential Intelligence Oversight Board
{FZOR) watter for non-compliznce with a requirement of the
Attorney Seneral.

Sify OnT

-~
o)
|:S:| V= T N W N S = 1 W SV SR —_l IT'E"H | DA

(m--

oo oo
e N
=

@

AL _CTo TIIe O Tlie 100, -h= | KEEEE | |
|: S:I I ......................... e AR ThE s e rvis e I
(3) ermnanent resident
statuz in the United States non-USFER.
bl
be




NSL VIO-36563

- b2
7E
bl
b2
b7E
=R

Wwas CLlosed DY t‘l:-J_'I I

(ML) dated 3/03/2004,
tted States Code w2709
criber records (name,
S, 2-10a21/IP a-counts). This W31
was addressed to] | wh> returned results that were 1
i i S lond o comaunication dated 4/15/2004 Z
Troluced in these results ;b4
b7D

and lenqth uf service -

—

——
i
)
W]
o
o
[
[0
[0
-
n

— o L

| r=tyrn=d1

It

ALp=als LLOIL Lhe Lecq TllaL Lll2 Calllel provlided hore

nformation than FBIA recquested. FEowever, these results were
c_ovant Lo the aforesaid investigatiorn and inzludaed informazion

that FBI—[:]could have sought througl the issuance of an HMSL.

(&
- X The NSL menticned abovedas—ogslled after this
tSj g foresaid Anvestigation was convertet) In Aars
ith seztion 201 of the Electronic CommunIcatlons krivacy AcT, N -
SN uegted sybecriber information for an e-mail aooount
with After receipt of the results b7E
v (I =i N cp J:J:U_-: discovered Lhe cotential IOE
mlaticn az a result of —he overccllection descriked akove.
= cverconllection was digscovered orce INSD conducted an audi-—,
inzlude the deLngﬂdlDﬂgd investigation on 3/22/2007.

cordance b1

—+

b

)

&
%

IR -‘

ES?‘H.N

ol W
g

(]

[y}

) Né A Foreign Intelligerce Surveilllance Act (FI3A)

request has hever been submitted o the Office of Intelligence

P:_icy & Review, Zepartment of Justice [(DIPR) in connection wizh

the aforermentioned investigation. 12

L ) EBI{::]ha& cequesteresd the afcorementiopned PIOR b7E
material With Chief Division Fynnbfll Iin b6
acccrdance with the revised procedures for the s szlon of b7C
repcrts of FICRs, as se” forth in gserial ZE7C of Z7R-HE-C1279%3

szgxﬁT

2



NSL VIO-36564

m- el o2

x”:g Inzpgzction From: DIE
S 2TC-HC-C1229726-V1I0, 3720700

LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(U) For ac-ion deemed appropriate.

Set Lead 2: (Action)

SEANERAL COUMSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

144

X



ALL THFORMATION CONTATNED NSL VIO-36565

HEPEIH IS5 TMCLASSIFIED EXCEPT DETE: 12-17-2007
WHERE SHOWN OTHERWISE :stnm» EY £5179 DHH/ESR/ch
(Rev. 01-31-2003) REASON: - Lod-{o)
DECLAZ ;Im M 12-17-2032
SE%’P/NOFORN

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/28/2007
To: Inspschticon Attn: IZ-
Ceneral Counsel Attn: DMNILE
From: .
RETNED! sz
Contact: SA | b7E
b6
Approved By: b7C
Drafted By: cbpt
(Uj““»_ Case ID #: (U) CZ78-HQ-T1229736-VIO
(1) :781__%}(_.13@3 72
Title":"“'~>< REPCRT OF A POTENTIAL IOB MATTER
(T} e Synepsiswm"ij: This EC reports & potertial IOE errcr for non-
cime_lance with a requirement of the Attorney Gensral Gu j lines.

m - Sify oOn:

Details: (J) The President, by Executive Order 12334, dated

1o/ 0d/1931, eztablished the Pregident's Intelligence Oversight
Ecard (FIOB). ©n 09/12/1993, by Executive Order 12853, the
Prezident renamsd it —he Intelligerce Overs:ght Eoard (ICE) and
eataklizhed the Board as a standing committes of the President's
Foreign lntelligence Adviscry Rozrs. Amcng 1ts responsibili-ties,
the OB has been given authority to review the FEI’s practices
and procedures relating to foreign inte’ligence and foreign

"""" cunterintelliqgence ccllection.

(1) Section 2.4 of Executive Order 12863 mandates tha-
“nsoe-tors GSeneral and General Coursel of the Intelligence
Cormaunity components (in —he FEI, the Zssistant Cirector,
“nsvestion Diviszion (IMZD), and the Gereral CTounsel, Office of
the Gezneral Counsel (0O3C), respectivelyl report to the ICE
ntelligence activities that they Lhave re=ason to believe may be
un_awful or contrary —o Exzecutive OrzZer -r Presidential

SECRE® /NOFORN



NSL VIO-36566

SE T /NOFORN

Inzpzction From: | | b7E
; -y ————

(UYy 278-HQC-21229736-V10, D2/28/2007

x ]
m

Directive. Tnhis language has keen irterpreted to mandate th
repcrting of any violation of z provision -f The Aftarney
General's Guaidelines for BT Watioral Security Investigations and
Forelgn Intelligence Collection (HSIG), effective 10/21/2002%, or
other guidelines cr regulations approved by the Attorney General
irn accordance with EO 12232, dated 1./04/2281, 1if such provision
was designed Lo ensure —he protecticor of ndividual rights.
Violaticonz of provisions —hat merely are administrative in nature
and not dezened to have been deszligned tz ensure the protection of
ndividual rights are genesrally not repcrted t£o the IOE. The FEI
nsoection Division is required, however, to mnaintain records of
such adwinistrative vicla—-ions for three years so that the
Czunssl to the IOE may review them upor. reguest.

| b1l

Tt

il

b2

initgated OV : | ]

b7E

b7A

i R

() -

Case Agent: SAl I

Supervisors: SSA and A/3S3A b6

b7cC

-:DQ: Fosgeible IOR Error: A carrier vroviding

nformatidn bheyond Lhe scope of z2n NSL resu_lLing in Lhe

unintenticnal acquiszizion of dztz. o
bl

Cn 01/18/2006, SA Lrrcte an N3L for be

infermazicon from | L7¢

pursuant —o Title 15, United States Code, sectlion b4
006, the requeghec consurer credit

| b7D

“nformation not requested but receivegd o The——Sle—do T e T T

the perooaa]l addreases ornd el f‘.'.x-i]l]k’._%ll.t-l

and iz 3 presumes USPER.

= bl
- b4

b7D
{3) D] sy S0y =t T informat ion was

provided]| | #he ic working the

SEpEET /NOFORN o
2




NSL VIO-36567

SECﬁQ;/NOFORN b2

To:  Irnspection  From: | I b7E
Re: (L) Z72-HQ-CT1C229756-VI0, Us/28/200Y

bl

codminal porticn of the joint investigati-on as dd>unented].

1)

e

ohyoan EORPACNSL . as. documel sea i as scquired

(3) Finally, information was acquired -

’ b2
data availakle to venify |
............. TR st b2
e R On 0372072007, SA[::::]M&C made aware of the
Spoténtial IOB matters, afzer an N3L auiit -f the

Divisior.

|12
b7E
b6
b7¢C

SEczsw/NOFORN

3



NSL VIO-36568

SEcpx;r /NOFORN b2

To: Znopestion  From: b7E
Fe: (U1 Z78-HQ-C12209736-VI0, 03/728/2007

LEAD (s) :
Set Lead 1: (Action)

|:T_T:| AT WASH-NGTON, DC
N Repcrt matter as rejuired.
Set Lead 2: (Action)

SENERAL COUNSET,

AT WASIINEZTON, [T

() >< Report nmatter as required.

*

SECQ&I‘ /NOFORN

4



ALL INFORMATION CONTAINED NSL VIO-36569
DATE: 12-17-2007%

HEPEIN I3 UHCLASSIFIED EXCEPT o . s
WHERE SHOWH OTHERWISE CLAQ.‘;I FIED BY 65179 DHH/KIR/ch

(R.e‘l' 01_31_2003) ...................................................................... F’.EA::J ,I’I: l- 4 (cj
SHCRET DECLASSIFY OH: 12-17-203%

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/29/2007
b2
To: Inspscticon LIF Attn: Internal Investigations

. Fection, Room 11861
be
General Counsel b7cC Attn: laticnal Security Law Branch
Rorrm 7475

Attn: Zhief Divisicon Zounsel
SSA' |

From: L_ )

Contact: SA

Approved By:

Drafted By: | [ kan :Eé

‘Case ID.#: \b) 278-H0-C1229736-VIO (Pend:ng) p7C
(N zif Fclz6z/2  (Perding)

Title: iy REPCRT OF A POTENTIAL IOEB MYATTER;
Synopsis: - T> report potential Intel_igence Oversight Board
VPIOR) watfer Yor non-compliznce with a regquirement of the
Attorney Seneral.

bl

>< De Yy Om b7E

(8] -Reference: (S) (USLER] bé
b7cC
DetailS°”"}>ﬁi BTA
| At fhe fime of fhe PIOE, the case agent
was Soeclal Agent (3A)] and the Supsrviscory
Spezial Agent was | | The investigation is still

pending.

(1)

A er (M3L) was issusd
pursuant to Title 13 of th g :

Naticnal Seourity Le
< s 2709 {az amended)

United

SE



NSL VIO-36570
1

oy
M (4

o Inocpeocticon Erom: l 4 |
D 272-HE-C1223736-VIO,  3/30/2007

requesting nawme, address, length of zervice, and telephone toll i
reccrds from I The ET enczlosing the N3L is dated 4/20/2006. :b4
The actual NSL 1s dated 4/°072005, The -riginal date on the MNSL b7D
of 4/20/2005 1s a typeagrapliiocal error and ste uld read 4/20/2006.

The NfL was miszing the paragrzaph pertaining to certification for
re_svancy to a national security irvestigaticn. Thne paragraph

be’_cw should have been included:

"In accordance with Titles 18,
U.s.C., SecTtion Z2709%9(h), certify that the
informaticon scught 1s relevart to an
adtnoriced invesgtigation teo protect against

international terr-arism ~r alandestine
intelligence activities, ard that zuzh an
invegtigation of a Uniftez States psrson is
not conducted solely on the kbasis of
activities protected by the First Znendnent
to the Cons=zizuzion of the United Ztates.”

¢

b4
(11y  ©Cn 04/16/2006,[:::]provided records responsive To b7D

the MNZL. It would appear thzt fthe akove paragragh was

; =rtently omitted during the prozessing -f the HN3L. A1l

r proviszicns/procedures surrcurding the issuance of this MNEL

oroperly completed.




NSL VIO-36571

\To; Inspection  From: I I b7E

Pe>‘< 57%-HO-C1o29736-v10,  3/31/ 007

LEAD (s) :
Set Lead 1: (Action)
_NSFECTION

AT WASHINGTON, [iZ

(U) For acZion deews=d approcriate.

Set Lead 2: (Action)

EHERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appr-priatc.

*

S¢RET



(Rev. 01-31-2003)

___Details: (3}

ALL INFORMATION CONTAINED NSL VIO-36572
HEREIN IS TMCLASSIFIED EXCERT ;
WHEFEE SHOWHN OTHERWISE RATE: 12-17-2007
CLASSIFIED BY A517S DNH/K
SEéEﬁT

FEDERAL BUREAU OF INVESTIGATION

W 12-17-2032

Precedence: ROUTINE Date: 03/28/2007
To: Inspecticn Attn: TI°%, Reomw 11361 bz
zeneral Counsel Attn: MSELE 2, Room 7975 ib7E
2G| | bo
b7C
From;:
Squadl I
Contact: DA
Approved By:
Drafted By: ckjm
Casé ID- #: (”, TTE-HO-C1229736-VIO (Pending)
‘ 279é6136372 (Pending)
T Title: - >< REPCRT OF A POTENTIAL IOB ¥ATTER
Syncpsis: - >< Repor- of a potential IOE matt=r. bl

b2

Y m ggog_.-——-t\;i
>< 5sify On: b7E

— M The aforementioned ipvestigatiop is assigned —o SA bé

|and sa Tre

sti1gation 1z supervised by S5SA The task of
sning Hational Sv,urity Letters (NSL) 1n the aforementicned
investigation iz assigned to SA| |

bl

[¥5)

)
[, 1T e, e,

(3) The above referencex bl

iz an open investigation | N EE =R b2

e subtet, geredinafoer pefesred] BIE

Eily

SEK:BAtF



NSL VIO-36573

b6
R, | ]
~Dne Inaps ation M b7C
Re?\:pﬁii 2T8-HC- 'lJ 9736-V10, 03/.8/2007

(5]

b7C
ﬁﬂ}=Lul~ Joverningy the abve cotential IOE mazter
which in”ﬁi 23 a National Security (HEL) iszused to ok=ain

emai_ HHbQCLl]EL leOLmatl'H is ==

IJnder the authority
of Executive Crder 12333,

4, 1931, and pursuant to

Title 12, United States Code (U.:.C.), Secticn Z270% (as anended,
Octecker 25, 2201), vyou are hereby Zirected tc crovide the Federal _
Bur=au of Investigation (ZBI) the rames, addresses, and lengThs jbl
of zervice for the below-listed email address holder for the b4
desiqgnated time period. b7D
b6
=Bl potential 1OB matter revolves arcund a M3, BIC
da ed 1171572000 dn the gbhove referepced investigazion. b2
: as directed zo at| | The NaL g
I:S:I tre following SRToMET o= provided to the FEI for b7E
> ~ount)- namcgeaddregoscs, and

nf zdrrree—rTTTTIT T L.)':J_J_'_d of IT_ the

. Tae purpose behind issuing the NOL W3 St

))Q:“ﬂﬁ 12/22/2005, xAl documsnted the results of b6
the aforementlioned MSL Zo the file. e Electronic Communication 37¢
CEC) docunented only _he subscriber's rame, address, t~luphwnd oy
nunger, and Il addresz. In additicn, the f‘r‘qnml resultg of ~he |
ol wrere attached e EC. The complete MNSL regsults from L7D
included approzimately seven pages of unknown Jdatax 1o
addition to subscrikber information. Fina_ly, bAl |did not
‘nden any of the aforemen-ioned information merorialized in —he
akbove refe r'lnﬂd EC nor was the NSL rezults uploaded into the =EI
Clouter 2va

ttHereafter, on 01/°4/7006,] ] former bé
“nvootigative ZAnalyzst in <hoel | Division, cmailed SA b7
[:::::Jindicatlng that thefoalc dioifs sofiment=d in the NSL
resu_ts pertained to an account.  IA
prozesded to provide SA |with the cimp_ete account number to
nclude expiration da<e. Similarly to the abpove EZ, the contents
nf this erail was not indexed.

zn Electronic Cornunication (BC)  pe
vl ber to the anpove cases [ile 1
biC

SE&ET
2




(-

(S)

NSL VIO-36574

S%XFET .

RS | b7
T N T T T T ——— bL7E
Re: D2/.8/2007
"
Z
memcrializing the subscrikber information provided ky b7E
Simi_arly, the EC was not indexed. b4
PR In sum, provided the Di‘fi:;ion ﬁb7D
with adddticopnal jdeptifing informatior. rejarding the subject of bl
the The zadditicral information, if deemed

germane o nhe 1hvesttgation, oouls Fave besen obtained through
the Zzsuance of additicnal HW3Ls. rer, the additional
nformation was deemed insignificart i the furtherance <f the
nvestigation. Thus, the additional irf-ormation was never
utilized, nor acted upon, in anyway by Rjents associated with Zhe
nvestigation.

3
0 T s | Morecver, when received the :b%E
additional informaticon, 1T was unaware of any xeth ud ky which =Zo he
sequestzr N3L informazicon. Accordinzly, 38 took measures j
to serarate the information thet was within Chie pulview of the b7cC

i) -

FIFL and to isclate the additional information. 3SA
attomoted to comply with the spirit of the WEL reqglico Y
memcrializing in an Electronic Commuricaticn (EC) only the
nformation germane to —he NSL, except for a telepnone number.

“n oadditicon, SA did not index any -f the information
produzed ky the NoL 1nto BI databases ncr did “A[;::::]upload
the OllJlJal NS results into the EFBL computer systemnm
Therefore, 3R actions indicate a conzerted effort to

highZight iafiTmarion appliczble urder the NSL and sequester the
additiconal informalion.

~wwm;;§at; Ir addition, writer wauld Like to note that the
aforenentfoned case file was inspected circa July of 2005 and was
deemed conpliant at thazt point in time.
%

RS In close, writer kelievesg that there was no e
potentialIOBNin this investigatior becauss | jb7E
correctly issued the MSL —qf and when 1t received the bd
resnts, |fﬁmP Appropriate measnrss, at the time b7D
they recfived Lhic fTooWdl-os, Lo ;e[ufﬁ*ﬁr the additional
nformmation and thus honor the true intent of fhe NSL regues=t.
""""""""""" However, in light of _fhe pre-copnt Mol audit and az "
the dirsctficn off | R |riter e
redacted any reference —o the zddifiina_ Infcrxatlon from the b7E
fils and zequestered —he original N5 lespli=s and all pertinent 4
dzcuments in the case file, with thel ILeqal Uniz. b7D

The dronment s were seqnesesed witt The] | Tegat unit

on C3/28/2007.
e

3




(I

7-:  Inspsction Freom:

NSL VIO-36575

SEQXET b2

b7E

Re: “ . 0§ DT8-HO-C12297 3610, 0D3/.8/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

(1Y For ac-tion deemed appropriate.
Set Lead 2: (Action)

EENERAL TOLUNEEL

AT WASHIMNGTON, DT

(1) For action Jdeemed appropriate.

+*



(Rev. 01-

ALL INTURMATION CONTAINED
HEREIN I% UNMCLAS3IFIEL EXCEPFT

NSL VIO-36576
DATE: 12-17-2007
CLASSIFIED BY 65179 DMH/RSR/cb

31-2003)  WHEFE - SHOWH - UTHERUTISE FEASON: 1.4 () ‘
IECLAZSTFY O - 13-17<20%5
SE;%T DECLASSIFY 0Ny 12-1%=20%2
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTIMNE Date: 03/22/2007
Teo: Inspeschticon Attn: Internal Investigations Section
Zeneral Counsel Attn: Natlonal Sezcuarity Law EBrarech
From: J_I
Squad b2
Contact: 1L7F
Approved By: ;b6
b7cC

Drafted By:

Case ID #: () 278-HQ-C1229736-VIO

b6
b7C

\Pending;

Title: iy <BEFOKRT O ZOTENTIAL IOB MATIEK
Synopsis: (lJ)  Reporz pczentizl non-NsSL “OB viclations involving
SA A1 SAI I bf/\
(1) Wﬁc&hﬂf&uy, 1997 b7E
eéclassify On: 03/22/2032
Details: (U) Zuring a mandatory Eeadcuarters ordered inspection bl
nf field office files per-Zaining to National sSecurity Letters b2
(H3L1, the following non-HNSL related potential Intelligence B7E
Overgight Board (lOB) viclations were disccovered in thel] | be
Division: o
h7C
(Jy Cn 03/19/200  JTosnector noted tae folloawing h7A
TporEntIERTTvIvtations i frigd- "R failed to
subait the initial notificatiodl Vix LAM CpmebalOTTme—r—r0 1 / 20

TN

(11 Suring

edad led o spbmit fhe snraasl LHMN

]

the captioned file,

[ discovered that

o T
Laubgitted the dpnitial

Ty Lo L oasaf




15l

NSL VIO-36577

SE;*‘E T b2 bl

T-: Insrestionm From: b7E b6

Re: Fotential 1OE {1 CUB-HO-CLIZ29736-Y10, O3/22/ 2007 bh7¢
b7A

- {(USTER) five Savs after the 0004

Az dd_1hs as epolled oy 1TTHs =gl ala |

Eurou{nf #m IMCJQth‘I lseond potential jbl
’ st reassigrned the b2

)01 Thes b7E
sgme was handwritben b6
b7C
. T s b e e s o ACE /AT T b7A
(1) Rejquired informatiocor. persuant to ACS/HN3I Cart
ZI.D.4, in the form of an annuzl LEM was alsc supposed to be in
the cass file. While unakle to locate an LHM suknission o ZEIHQ
on oI before[::::::] 2004 as redulre=, SE did sukimiz <he
required annual LHMs on both[;:ffj/ZOOB and 026,
resoectively, L1n attempting zssess the cause of the missing ,
sukbmission, it should be noted that SA[::::;;::]was assigned to b2
Th Threat Tasxz Zorce at FBIHQ curing tim b7E

and woen this case lssue was brought o, he was Infiried Y g

1 pf the LHM thazt was submitted ;nI I(sce above) . b7c

With the derands of the TDY assignmer.t at FRIHQ and the TDY

assignnsnt to right after that, cal— ]
was out of the Divislon for apprcxinately | [inZnths.

Upon returning to the JTTZ in| pocs, | foelieved
1oz file wag adminiszZratively correct and proceeded to work
a5 sach, submitting the required LHM's as note=d abaove.

(U)  The poienlial violabtion would mosgh likely have p6
3z a mizunders-anding/mis—communication ketwesn the o
'usly QQ”iqhﬁd case qqent and "N “"hlln LHM" was hic

| Eafaata wiher
It b6
No FISA h7C
stigation.

(1J)y This case was =
SL was transferred to

e =oding and is assig
requests nave been submitzed

SecfET



NSL VIO-36578

SWT
"] b2
—EQ-C1726735-VIC, 03/00/0007 b7E

To: Inzpeoctinn reme: |
Re: Potential IOEB (1) 27

~.]

gl

LEAD(s) :
Set Lead 1: (Discretionary)
THSPACTICN

AT WASHINGTOMN, [

{U) The preceding has been vrovided for whatever
action deemed appropriate.

Set Lead 2: (Discretionary)

GEHNERMAL CCUNSEL

AT WASHINGTON, DC

(1) The preceding has beer provided for whatcver
actior. deem=d arpropriaze.

SEd(ET

3



ALL INFORMATION CONTAINEL

NSL VIO-36579

HEREIN I3 UNCLASSIFIED EXCEPT DATE: 12-17-2007
. WHERE SHOUM GTHEPWISE CLASSIFIED EY 65175 DIMH/KSR/ch
(Rev. 01-31-2003) REASCH: 1.4 (c)
%ET DECLASSIFY ON: 12-17-2032
FEDERAL BUREAU OF INVESTIGATION
Precedence: =ROUTINE B2 Date: 03/08/2007
N7
To!: Inspection ’ /E Attn: Internal Investigations
1b6 STection
b7C
Zeneral Counsel Attn: Natlonal Sezcuarity Law EBrarech
Attn: 7D
Approved By:
b2
b7E
Drafted By: E W Ib6
b7C
Case ID #: (U) 278-HO-C12298736-VIO (Pending)
(1) :781[:]C13637z (Pendirqg)
Title: REPCRT OF A POTENTIAL IOE MATTER
bl
Synopsis: (J)  Reporz pczentizl IOB violaticn. h2
~ b7E
1fy On: biAa

Lo

Reference(s) : ><
ALEEE _ )

<

bl
...... b4
Detailsi’““}ﬂ Cri O'“/'“Z/ZO(JG, pursiart fo 5 Watj-nal Security b7D
Letter (MS3L) dated 07/18%/2006, SA lrocoived be
|:S:| """"" sulbzcriver-information and-t ;llre‘ordk‘frrﬂ ﬁ
bicC
b7A
(U)o X The thres =elephons nunkbers had been previcusly
dentified as® asscciazted with the subject through source
nfermation and telephone toll recorzs of cther suk’ects.
U_T:| Fefore sending the toll records to be uploaded, S5A
rediz=y=d thewm —o ensure that they ccrresponded with the bo
nfirmaticon requestsd in “he aforsmesrtionsd HSL The NSL b7C
requested cubscorikber information ard toll rezords for three

SEQRET



(1) -

(-

)

pres

NSL VIO-36580

SESXET b2

To:  lngpection From: \ b7E

Re: () ZUS-HO-Clliza736-vIo, C3/0=%/2007

b2z
b7Aa

to the present peddddl Nihg
12L, whicnh was

telephone numkbers from
ent" meaning the Jdate

e Upon review of the toll records, 3A noted b6

that the fubstriber or.e of the felerhrne numbeors was not the b7C

subject nor related to the subjezt of this investiga—-ion. When
S‘?\;:recp_lestej the N3L, h= was unaware that the subject's

phone number had beer. reassigned to another sukbscrikber.

4y

[

b2
b7E

T ~WNM:;gQ: oo dnont bolorhione records were not heen
uploaded ~AAnt? br photocopied, and werze

destroyed without Zurther review,

I

cacc ggont jo S5

o 3T POl reporting ourpeses, oh
P )

L }
ard the supzrvisor 1s 53A b6

b7cC



NSL VIO-36581

SE%ET b2

T Tnapection From: \ b7E
Fe: (J;  Z272-HO-T1226736-YIO, 03/0%/2007

Set Lead 1: (Discretionary)
THSFECTION

AT WASHINGTOM, D

) Review above-referer.ced facts and determine
whether IOB viclation exists.

Set Lead 2: (Discretionary)

GoMN=RAL COUNSEL

AT WASHINGTON, D7

(U1 Review above-referenced facts and determine
whether IOE violation exiszs.

*"

e



ALL INFORMATION CONTAINED NSL VIO- 36]35&%2

HEREIN I3 UNCLASSIFIED EXCEPT
WHEFPE ZHOWN OTHERWISE

;o 12-17-2007 ,
CLASZEIFIED BY 53179 DMH/ESR/Ch

(Rev. 01-31-2003)  SRTRiERLLARREASL Rl REASON: 1.4 ;IE'J

() -

15

DECLASSTFY ON: 12-17-2033
SEQRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/29/2007
To: Attn: Legal lpif
Do | o
From: ;sz
bo
Contact: SIC b7¢C
Approved By: I
. Drafted By: rmr
Case ID #: () °76-HO-C1729736-VIO  (Pend:ng)
(A) 2784 136372 (Pencirg)
Tltlethegz REPCRT OF A POTENTIAL IOE VIOLATION
(I} - 8ynopsis: - :b{i Sequestering of potential ZOR errcor documents.
Sify oOn: ol
e
(1) --Reference.. 278-H 12297 %n—VTO serial 2713 >
>< ek JLH’J”J corial 4% b7E
l: :I Encidsure: “~b3F Qre envelone containing three financial acoount b4
statements frorg lard two financial account 17D
statements fror I ‘
-
The enclcsed items were remcved from closed file bl
after an audit of the Nati:-na_ Securifty Leftters b2
NeLs), 1locded in this case, revealez the dates of the enclosed BIE
finan-izl statements were cutside the cates cf the N3Ls. Enclosed ’

dzcureents are being sent —o CDC for szezuestering.



ALL INFORMATION CONTAINELD NSL VIO- 36583

TE: 15-17-2007
g§§§§m~ézm§H§¥§§§$§§§B EXCEPT L&:BIFIED BY 65179 DHH/KSR/GH
THEDE SHOWHM OTHERWIS -
(Rev. 01-31-2003) ’ BEASON: 1.4 .(c)
DECLAZZIFY AM: 12-17-2032

SEGRET

FEDERAL BUREAU QF INVESTIGATION

Precedence: ROUTIMNE Date: 3/14/2007
To: Insp=schticon Attn: I°%
[ e =T B S R o R == Attn: MNSELE
Attn: DO |
From: I _
b2
b7E
b6
Approved By: ;
Pp Y b7C

Drafted By: t =~ h
Case ID #: (1J) Z78-HQ-Cl225736-VIO (Pending)
Title: (U) REPCRT OF & POTENTIAL IOB MATTER

Syncpsis: (U) EC provides details recarding a potential IOE

matter.

L Derived From : G-3 bl

Declassify On: 03/13/2017 be
(- i o S o b7C

“Reference: (UJ) EC dazed 11/16/2006, Zile Z75-HQ-CLZ297305. TN
is:l ~ Details:‘*><0n 03/13/2007, S3A b7E
' notified writer of 3 pocentiz] TOR violat-on relited to 3] b7a

|
iz a J.5. persaon.
{2

e case was initiated bl

Maer e Ay e, oo e Bection II.B.1. HT7A

"Zircunstanceszs for Opening an Investigation" part a "An
individual is or may ke an intcﬁuatlgnn* terrorist or an agent of
a foreign powesr," and part 4 "An irdividaal, group, or
organization 10 or may ke enjaiying, or has or ray oave engage

in activitico constituting o throeat to the national security (OL

3077 .WED SEcaéi



NSL VIO-36584

SEaéET b2
| b7E

Inspection From: I
y -

(U)  279-HQ-1229736-V10, 03/14/2007

Re

d preparatory or support activities) for or on behalf of a
g power. "

”mmm“”}><iThe potential viclatior zcocurrsd when g llafional

| Secuyidy TAtt>™1 (NSTY, da-e=d 11/20/°00G, was s=pt tol ]
| | The MEL was 1ssued pursuant
“itle 15, U.S.C. % 165Iu.  The MNEL 2ol 11y requested the

names and addresses of all financial irstituticons wh%re[:::::::;]
tUj“"wm;eccrds indicate the consumer maintains <r maintained an account.

I pscbancento the 1051, |oroyided the

]

U oot

(

Hh Z

o

(DS
— (i)

nom
)
]

oty ice, | e | S crec.t reoort.
Division provided wrlZer an etecrronic ctmmunization (EC) daze

os/onng encdocing —hel ™ JUSL results in a 1A envelope.
isﬁ B Whell the credit recort was received,
mMITICol DI ot Teorltos Ttoowas & full credit recort and filed 1i=.
T2 date, no additional leads, NSLs, or other investigative action

was conductoed basoed on The informaticon provided in toe credi=

’“":>”ﬂ: Cnox/la/2000, at the recuest cf S3A 3A
I sezrched writer's case files for any
sl rzculte froml] dAl irmediately showed her
Sl lvisor, rSEL_q th ~redit report. 33A
I Iand Shy | belicved, bzged or. previous consultaticn wizh
AD the crez2it report provided bw
appgared Lo be a Lull credit repcort. The rego cpclosad 1n
2 eznveloye, wasz immediately provizez to ADC on

0z/13/2007, wnere it was seguestered pending a determination from
HMELE =zs to whether this matter constitutes an IOR violation.

SEgSu

b4
b7D
bé
bic
bTA

bl
b2
b7E
b4
b7D
b6
b7C
b7A

b2
b7E
be
bic
b4

b7D
b7A



NSL VIO-36585

SEa<%T b2

| bH7E

Ty Inzpecticon Frooaw:
Re: (U)y Z279-HQ-1229736-VI0O, 03/14/2007

LEAD (s) :
Set Lead 1: (Info)
INSPECTICN

AT TS:

99]

[95]

(1 For information.
Set Lead 2: (Info)

EENERAL TOLUNEEL

AT NSLE

(1)  General Counsel 1is reZussted to review this mat-er
and provide gaidance ags to the dispociticn of the sceguestered
matzsrials.

144

SEﬂém



NSL VIO'36586M’£E. 12-17-2007

ALL INFORIATION CONTAINED CLASSIFIED BY 5179 PHH/RIR/ch

HEREIN I3 WNCLASSIFIED EXCEPT
SE&T

(Rev. 01-31-2003) o
FEDERAL BUREAU OF INVESTIGATION

WHERE SHOWH COTHERWIZE

Precedence: ROUTINE Date: 3/16/2007
To: Insp=cticon Attn: ICZ:
—eneral Counsel Attn: MELl
| ] Attn: DO
From:
b2
o concace: b7E
b€
Approved By: h7C
Drafted By: A h
Case ID #: (1J) Z78-HQ-Cl225736-VIO (Pending)
Title: i) REPCRT OF A POTENTIAL IOE MATTER

Syncopsis: (U) EC provides details recarding a potential IOE
matter,

(U o - b2

Reference: (U) EC dazed 11/16/2006, Zile Z73-HQ-CLZ207305. b7E
e I bé
Details: On 03/13/2007, S3A ~
is:l [ BRI =Ya 'A;rpg - f o r‘v.r'\'-ard'w{"] TOR vinlat -~ relatsy 5 ol | | b?C

2 a .S, persor.

(2] :
The case was initiated bl

L2 0 L9 I i o R % WP L B U Y SR L U I T I N L B section II.B.1. b2

"Zlrcunmstances for Opening an In<ﬂ=+1qatl on" part d "An bIE

individual, group, or organizaticn iz 2r may bes sngJaging, or has
or may have engaged, in activities constituting a threat f£o —he
national zecurity (or related preparatory Cr suprort activities)
fzr or on bzshalf of a foreign power."

S0T78.WED SE&




NSL VIO-36587

SEC&[‘ 12

Inzpection From: b7E
(U)  278-HQ-Clo29736-Y10, 03/16/2007

x ]
m

(Ul -

'm:><z The potential viclatiorn 2ocurred when Gebbecedes
curity Tetter (ISL), da<ed 10/17/200&, was sent to
l 1
r-fhe LEL was lssu=2d prarsuant <o
- C1itle 1%, U.5.C. % loolu. The N3L spec-ifizcally requested the
. names and addresses of all financizl irstitutions where
1 “Ldﬂ indicate the consumer maintaing - r maintained an account.

e Cocnnncs Fo the VAT, Iprovided the
Je_ ivering affive, e ~redit report. I I
Divigion LLOVlde I Lol Al clecrtronic comuuni at T

[95]
il

JaTed

R HN3L results in a 1A envelope.
iSj R men the credif recort was received,
T T O o e e rewas a full credit EP“OEf and filed ii.

'’z date, no additicnal leads, NSLs, or other investigative acticn
was conducted based on The information provoded in the crediz
report.

scarched writer's cage
SSA fournd an
oL orevious consultation wizh

Cn 3/15/2007, SSA
” any NSL resulzs from
~redit report, —hat, basec

FEe | | SRR | kelieved to ke a full
cred’t report. The repors, enclosed in a 1A envelops, was

provided to ALC on 03/16/2007, where it was sequestered
pending a determination from N3LB as €2 whether this matter
conztitutes an IOEB violation.

b6
b7C
b4
b7D

bl
b4
7D

b7E

b6
b7C
b4
b7D



NSL VIO-36588

SEM
b2

| b7E

o Inspsction
Re: (11} 272-HQ-C12249736-VIO, U2/16/720U07

LEAD (s) :
Set Lead 1: (Info)

TNSEFRETTTON

L
ek

(1J)  Fer information.
Set Lead 2: (Info)

aENERAL COUNSEL

AT MNSLB

(L] Zeneral Tounsel is requested to revicw this mattcr
and provide guidances as to the dispogsition of the sejquesteres
materials.

*"



ALL INFORMATION CONTAINED NSL VIO-36589

HEREIN I3 UNCLASSIFIED EXCEPT DATE: 1z-17=-200
SHOWM 0 WIS ;
(Rev. 01-31-2003) VHERE SHOWH OTEERWISE CLAZSIFIED.-EY- 651"‘9-@%}1’3?{3 ok
REASOH: - 1.4 (o}
SEQRET DECLASSIEY. OM:.

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/29/2007
To: INZD Attn: Internal Investigations
section (IIS)
OGT Attn: laticnal Security Law
Erarn-h (N3TE)
From:
—ConCIcT b2
b7E
Approved By: be
b7C
(U
Drafted By: tkmr
in.wmgﬁse ID ;":Eﬁixf“ HO-C1229736-VIO (Pending)
| 278 jl?; €372 (Perdingi
fU?WTitle*m”Eﬂi REPCRT OF A POTENTIAL IOE MYATTER; bl
(Uﬁ‘" _Svnopsis. IE(:TO IOPO0 I—tedmiadeen ol TOD matter rcelated tc[::::]332
iS} - Jifvestigaticd- b7E
...................... N i rom . =
l:U:l >< assify On:
TDetailsi AN 12 purpose of this communication is Lo repors a
()~ petail Tt £ ot . r
potential 10B matter as required irn Section 2.4 of Exzecutive _
) Ordezr 1z843. bl
() - 1 .
I ] ->< R R N el =S T i = | T/ gttt ey e 1'\"\' I §,2?E
18] E b6
1 The case agent on this b7C
THIVES Ll AL Lol 2k LIE —ile rhe rorertlal IOE oo

l | I | | The -ase was then re-assigned —o
toruer | oA ] | The Supervisory

Sperial Agent at the —ime the Fotertial TOE CCurred was 335A

([‘v



NSL VIO-36590

SE}‘ET

me b2

i Frome: | | b7FE
Re 2TC-He-CU12297 36V L0, D3/29/2007
bé
b7¢C
I I S5A iz the current supervisor
for this squad.
(3) iz 2 United States Ferson. bl
(o) \ b2

o

R "EEQ: The pozential IOE matter keing reportasd relates to ha
the over--0llecticon of inf):mafiwn based on the dates reques-ed ;

igj.mwm;n th“mNSL. The NSL, dated 4/3/7°003, requestef_;ggg;da1on b7D

|for the pericd through

2 NS gpd provided billing rezords for The L llilg
cycle beginning Trclides on e Bi11 datedl
were calls wade onl
Hz further investigative action was taken cn these 4 calls.
Loluded on the bill da:ed[::::::::]w:s -ne (1) <all made on
| | Mo further investigative action was taken on thasz
cz-l.  Jpon further review of the investigative tile, 1t should
tsj'”““%ﬂe-ngtjd that a subgeaens NST,, dates ¢/1/20C4, was dasysd for
o Ty Zfor the pcriodl |
| | The oo Troreir response to thils HolL incladed

the one call made on

-

“.j>g: The above information was regusstad by ths FBIL

undsr the aatnority of Executive Order 12333, dated 12/4/1981, ;b2
and pursuant to Title 18, United States wude, Section 2709 (as L7E

—~
=

amendsd, 10/25/2001.) In accordznce with Title 18, lUnited S—aze:
Code, Seclion Z709(Ek), “he Specizl Acer:l o Tharge of EBI
certified thaz —he records sought in the N3L date
/7372002, were relevant fo an az2uthorized investigation to protess
ajainst internaticonal terrcorzism cor clarndestine int=lligence
activities, and that such an investicaticn of a United States
perzon is not conducted solely on the basis of activities
protezted by the First Anendnent to the Constitution of the
United States.

b2
) 2 cne 3/72/2007] [v=s advised of rhis bIE
Fotontizl "TOR bocod cn —hHe audit concucted by IN3D/IIS on
3/1e/z007. Iwas not sware -f this over-collection

unti’ 3/23/2007 and 15 fi1ling this EC in resoonse to the INSD/IIS
andit resalts.

-

I | B Seqlpedorad the records from -
billing statements da-ed Sy until further :bL
direction from IH3D/118 IS provides. b7E

s;)éET

2



NSL VIO-36591

L. SEdkET .

\TBQ_ IMZ2D Fpnﬂzl v v b7E
Re: “z}*<:278—HQ—6122BTSG—VLO, 03/29/2007

LEAD (s) :
Set Lead 1: (Action)

INZD

(U)-.. AT WASHINGTON, DT

“( Review and take appropriate aztion/notification
regarding €his LICB.

Set Lead 2: (Action)

DGT

(m- AT WASHINGTON, DT
‘“E}(: Review and take appropriate aztion/notification

regarding thizs FICE.

*

SE9£§T



ALL THFORMATION CONTATNED NSL VIO-36592

HEQEIHﬂIS UHELASSﬁF{ED EXCEPT DATE: 12-17-2007 |
FD-962 (Rev. 03-21-2005) WHEPE SHOUN OTHERWISE vCLﬂffvﬁIFIEE!..”BY"..&El.?Q.UI?Iﬁj[If{
FEASOH: 1.4 (2)
SECI;%xI'/ NOFORN DECLASSIFY M. 12-19-2033
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTIME Date: 03/29/2007
To: Incspection Attn: Internal Investigations
Section, Room 11861
Zeneral Counsel Attn: HNati:-nal Security Law Branch
(MZLE;, Room 797>
| b2
P : .
rom |_ ] b7E
concace.. o :b6
bic
Approved By
bl
Uy b2
Drafted By: ik g
e p bl b7
Case ID #: M 278-HQ-C1229736-VIO b2
() o2 kTN i) bh7E
5
Title: (1J) REPORT OF A EOTENTIAL IOE MATTER (FIOE)
(1) INTELLIGENCE OVERSIGHT
(3) bl

b2

| b7E

Synopsigiz)xi: To documen=t a potential ZOB matter.

(5 - §< %

I:U:'l N O IRTSE= R g e

(1) -

Detalls ) The oul?tanflxﬂ investizaticn in whicn the alleged 1b£
I:S:l P g B U E U U N SO S PO A SR R
b7E
e Case opeclal b6
e o I LTI e ol oy, Lo e regponse to the b7C
HEL with qguestioned resul-s was Sﬂ The

Supcrvicory Special Agont (38A) foF THC IhvoorLldgarnlion was SSA

Sézng/NOFORN




(T

iSJ [“ - fBr ease of reading comgp_ete identifving

A
\
H

e o nen- UQPER:, WS AUTTIT T

NSL VIO-36593

SE&I‘ /NOFORN _
b2

T::  Inspacticon From: | | v7E

Res :§*<: DTE—HG-C122 9736V 10, 03/.9/2007

>< |:'|yl:i cukbijeczs, UMNBUE(3), arc nct United Btates

Pzrsons.

(U) A possikle IOE error has -oourred, namely, a
typocgrachic errcr within records provized by the carrier gave —he
appearance of collecticon beyond what was requested in the HsL

{3//NE) Capticned

=400 BN O M VLIPS = I I LR SN W D b B U i
-7 infergaeddon recedored from

|,.ou’1 el 1111'(3]1113@ noe Officerd-

| lrotified Il |

bl
b2
b7E
bé
b7¢C

bl

b7C
b2
b7E
b4
b7D

bl

cinformatich | b4

I —_—eeeee L I I [are as follows: b7D

[ AVAN AR
(o
S& Separazelv, solprcs reporting indicated |

1 | Therefore.IT 1S ey | 1=l

bl

bl
b2
b7E
b4

| b7D

"""""""""" >< Cn 12/08/7006, S‘\I I scuwyht approval and w2
cert i fiscation fr m]nl | [AC Toroan NET remiesting, IR

SE T /NOFORN b 6
% - p7C



NSL VIO-36594
SECHEY /NOFORN b2
aéT bh7E

o Eroome: o
DTO-HC-1 2297 36-V10, 0272972007 ibl
b2

"name:, addreoses, and length of ceorvice and clecfronic h7E
Sind catdons trapagetiopnal cemspss, | ] bhé

I )
fron] | PIC

ishl

T USreh.  Trc L was agproved and

[z
| It was then served to

() I

33 | civision.
b’)
""" IS The information sowzht in the request to b7E
A wax for the conduct of an authorized inves tigatlion =o

() -

£ internazticnal tervrorism -r clandestine

activities. Turther, the investigaticn was not

tly on the basis of activifies wrotected Ly the
g

to the Constitutior. 2o the United 3tates.

%) Cn 03/06/2007, 133 subritted a copy of 1bl
the MNZL réturns to capticned czse I1le. wshortly thereafter, the jb2
casz file was audited by —he Inspectior. Dovisicon (ID), for b7E
cong.iance with policies set out in the Attornesy Gensral's b6
Guidelines and the National Foreigr Intel’_igence Program Manual. b7C
During tho revicow, an auditor founc text in the return letter
provided Ly |statinz, "confidential
e fervatd e rgearided e TRT O Gbdect o December O il Let-er

The HS,

RS R =N = Fed 1nTOrmMaLIon. TRgATTIING thq

(ziven the discreparcy in _F 3ddresses, the LD

e “““;D*K:mem completion of Lhe review, Lthe casze file was ;b7
returnﬂd o LThe SA[::::E::JtQD 03/27/2000 c givinag ~dm his firg- o=

AUl L. L nlg.llognted the return as a possible I0OB violation. bhé

v_to view the NSL refturn Zrom | b7E
was unable to review the results due t e
e placing of —he returr c2irectly into the case file,

,HOTE sa]
audit and €
. without his knowledge.]

hl

15

-2 Cn 03/27/2007, SA and S3A o
~eviewed Thz return of —he MNEL and coniirmed the statement found ;bz
Iy the Th aaditer.  Fur—her examinatior. - f the remainder of —he b7E
= ot dr 49 oot 4 ot 4+l Aot o o ]locel wWas JCtUJllY abayt ) bhé
nenticres in the MNSL. SA(IJ_ bC
TIiel ChLache 1visior'ts CZDC, |
by FRIMNET e-mail, to noZify her o2 the status of the sltuatlion.

(U)o o o 032770007, sal 1 coneacted] II!
1

7 ~ I

'fé_ﬂphona ald‘l =ft q Vulﬂo Measoa o —oal =~ ey s ocd ot o~ Zbl

oo i e ”Ef”‘ = - b6
in the MNSL retUorir. 170

b2

SE%ET /NOFORN b7E



NSL VIO-36595

LI sncxéT/NOFORN b2
b7E bl
Te:  Inspection  From: b2

Re: ™ TSk " 78-HQ-C1209736-VIC, 032/20/2007 :
_ >< ! b7E

- on 03/0g/0007] | contacted 5A b6
iSh by “teltphons ] Looc-irmed that the b7C

-

o)
appesrarice of-the o, the MST return was
a typographical err.r on nhis oottt l | she
copnfinued, Stafins thaot fhe data within the return applied only
iSj s | address sought in the HNSL.

‘Nﬁmfjﬁq; O (3/23/2007, 3R cortacted CZCI I b6
eviETe-maill. RAiter g geview of the ciroumstances sUrLounditrmg —ne 57

() - MEL return, DT Idctcrmin@d ~hat while no IOR violation had éL
cocurred, s conmunication should ke drafted t: document the L
—ypographical errcr. b7E

SEﬁﬁ;g/NOFORN

4



()

LEAD (s) :

Set Lead 1:

INSPZCTICN

AT WASHINGTOM,

From:

»qu; Trgpe~tinn
Ref“Z}{f- JTe-HQO-1229736-YIO0,

NSL VIO-36596

SEAé%T/NOFORN

C3/00G, 0007

(Discretionary)

D

B2
DHTE

(1) For acticon deenes apporopriate.
Set Lead 2: (Discretionary)
GEMNERAL CCUNSEL

Al WASHINGTOM,

D

()

P

+*+

SéZﬁ;T/NOFORN
I

2

For action Jdezemed approtriate.



ALL INFORMATION CONTAINED NSL VIO; 28897 1+ ~na7
HEFEIN I5 UNCLASSIFIED EXCERT CLASSTFIED BY 65179 DIH/HSE/ch
WEEEE SHOWN OTHERWISE EEASON: 1.4 (c)

FD-962 (Rev. 03-11-2003) LECLASSIFY ON: 12-17-204%2
SEQ‘%?
0)

FEDERAL BUREAU INVESTIGATION

Precedence: =ROUTINE Date: 03/26/2007

To: Inspection Attn: Internal Investigations
Section (I33), Room 11861
General Counsel Attn: DMaticnal Security Law Branch
(MSLE}, Roocm 7975

b2
From: b7E
bé

CONCace,  on -
b7c

Approved By:

b2
Drafted By: | Ftb b7E

Case ID #: . (§) C78-HQ-C1229736-VIO bé
A 78DC63856-\/’IO kicC

w -

invm Title: iJ)  XEFORT O A ZOTENTIAL IOB MATTER

Syndbéiéf“i}%( To report possikle IOE error.

I Deri From : FBI

Details:

] 1.
‘= Z 5 1J.3. Persor b2
b7E
- = Pogoille TOB erro-: bé
| Sub-ect BIC
I N T NONF A
B R SE= A v Rk 7 =T W Y = = =" B = A =W ==y £=) g N MR T TS | Ioth
at tine of infraction was 3S3RA CULr=ent ooRhA 158

>><i &13] Description of IOE Error:
R bl
ag in inftervicwinz :

(bt with 33A approearl oo oot Lhne ;b6
R s g ey e e ed inocaseZile) o As-nmotedrabiove) T thHIE e b7C

VA




iSh‘“ ------- ‘53Y7T| r | S L7/02/2004, 3R
TeUES | ik L L ) Tl o b
I: S :I © UUFFanted
| OTTr menbers Thiszs investigation was
iS? S CToEed

NSL VIO-36598

SE T

b2
Tri Ingpection Erom: | b7E
Re:"~~><Ir DTE—HG-C10 9T 36N L0, D3/ 16/2007

Fursicart t- fthe "Interim Policy
“Nplepeniing therote i delines" (jesued via EC dated that same

During a recent Naticonzl Security L

violation and Divisicon is takirg the n=scesszsary steps to

Exe-utive Order 128253, Section Z.4.

se_f-revort tnis matter, pursuznt to rep:irting redqairements under

reviewing the circumsztances surrocunding this
found several cortrikuting factors:

(i) 35
| |was preparirg Zor trizal on, amorng oth

etter (HSL) Audit by
fhe Insrectlo pee——eion, inspectors identified this potential IOEB

CTiargeo, ] 57

was 3lso dealipo with|

(ii) SA |was the -nly FBI Agent on a
memper JTT-.

(134 ilthcngh this investigation was opened in
SA rnatne, Lthe chiel investligalor was a

(3]

151

bl
b6
hicC
b2
h7E

b6
b7cC

bl
b6
b7C
b2
b7E




(-

NSL VIO-36599

sefeq _
b2
op dnspection From: [:::::] b7E

2TC-HE-C1223736-V L0, 03/26/2007

LEAD (s) :
Set Lead 1: (Action)
INSPZCTICH

AT WASHIMGTOM, vt

(1)  For action deemed appropriate.
Set Lead 2: (Action)

ZENEXAL COUNSEL

AL WASHINGION, DC

(U) For action deemed appropriate.

*

SEaﬁéT
3



ALL INFORMATION CONTAINED NSL VIO-36600

HEREIN I3 THCLAZZIFIEDR EXCEPFT LATE: 12-17-2307
WHERE SHOWN OTHERUIZE CLASSIFIED BY A5179 LMH/ESR/ch
FD-962 (Rev. 03-21-2005) KEASOH: 1.4 (e}

m-

e

Cm
bl

b7E
b4
R
bé
b7C

131

\“=z§<: . Poszikle IOR Error:

SEy] - PECLAZSIFY ON: 12-17-20%2
FEDERAL BUREAU OF INVESTIGATION

(CRAganDY. 982 b7

Precedence: ROUTINE bé Date: 03/27/2007

To: Incspection ‘ Attn: 177, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975

From:

Contact: SAl

Approved By:

b2
b7E
be

Drafted By: :gm b7C

=2 B_HQ_C]‘L: 297/36-VIO

YT R To3856-VTO bl

Case ID #: . (W

Title: i) REFORT O A 2OTENTIAL IOB MATTER
Synopsis: -3 Report of a potential IOB matter. bé

e Derived From : G-3 —_
Declassify On: 03/2772032

Details:

[#5)

1.

o
2 z a U.3. Percson.

-~E&< 4. Description of IOE Error (inc_uding any reporting delays).

EUT“":)ﬁﬂ: Cn or abous 02/17/2007, an internal auadit of =—he akove
_isted zasze file revealed a3 possible IOR vicolation regarding telephone
t:21 records received as a result oI a3 properly approved and issued

Hational Security Jet-er (M3L). Specifical_y, on J3/04/200h, ~ase
ayent, TFA rejquested through an NSL to provider

£ho . Nanc, AT0L00 —"—————bbee scrvice for the subscjpddasr (G
telzphone nititer: Or. OLh/2C /7005, zerial of capTtioned
cage file indicat®a thae izl -1Division was Mrerecelpt of

SEgéq



NSL VIO-36601

E}} SEc)éT

Boys

iUhJ?E - Inzpection From: I I h7E
bé = () JTC-HO-C1229T7 2610, 03/27 /2007

b7C

ﬁb4 ML records, specifically, a cover _etter and the

b7D subscrirer/kill/call dezail %;LELJ;‘." The re-grds enclosed with the
EZ zonsisted of one fen-pags il dategd rTJ which
“ncecluded call detail from Ithrtugd (A total[:::::::]
calls). These toll records had not been requegted through —he
aforemnsntioned N3L, but were delive

the IDiVision by ~he
i53 corunications

crovider nonethelessz.  On Zo/u6/2005, serial 1Y of

Tile dpdicated that fhe te_ecphione 10]] pecde——wgm <
being analyzed by pers o
aubstantive cagse file 1ndicated that tlhe records had been en-ered inta

ish the FEI systemn, and fullv analvyzed to determine

. | — |

T el - — - - q
T NNV TFAI Isqultted an
2l 2TTroNnIC CoImmulilcatIony siubhstantive case file,

drcumznting anticipated croetee oo .2 _nvestigation, Teal Jthen
rs ae Joint lerrorism Task korce, ard returned tcl

| S Lstantive casge was then re—-assigned to MA1 | 2ned
adininlstratively clogead

Syt

€

{1 TR The following actiong have kecon taken regarding the
reccrds nct requested via NSL. First, the telephone toll records were

|8) juesmcacg, fron the closed case e, seiuects

e o sgidan e fropn She Office of General Chitigs

hzve keen permanently cnharged cut of -T2
THEE LIIE Il e sterex e to conternt withdo regarding analysis of
e foll re-ards,  Finally, entries uploadedl bl

I krom Lhe Loll _recn do wele permansnbly purged on b2
Dx/_2/72007, To include all records. :b7E

1 th sequestered, and sukbmitted <o the
Livision 1233177 unit-—for-disposifion to he determined upon




-

NSL VIO-36602

SEQ&T

b2
o Inzpection From: b7E
Re N SFC-HQ=-C122 97 50V IO, D2/ 7772007
LEAD (s) :

Set Lead 1: (Action)
INSP=ZCTICN

AT WASHIMGTON,

(U) For aczZion deemed appropriate.

Set Lead 2: (Action)

SEWNERAL COUNEEL

AT WASHINGTONM,

(1Y EFor ac-icon deemed appropriate.

*



ALL INFOEMATICH CUNTAINED NSL VIO-36%%%E

HERETN T3 UNCLASSTFIED EXCEPT T e DR e
VHERE ZHOUM OTHERVISE e ¥ B5L7E DHRASR ek

FD-962 (Rev. 03-21-2005) REASON: 1.4 (z)
DECLAGSIFY OM: 12-17- ”83”

SE*ET
FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTIMNE 1y9gm Date: 03/28/2007
To: Incspection ﬁbb Attn: IZ7, Room 11361
Cerieral Counsel DP7C Attn: NELE, Roon 7975

From:

Contace. SA

Approved By:

b2
b7E
(- Drafted By: | Ry b
T b7C
Case ID #: —C1l229736=-VIO
I Ce38h6-YTO
Title: i1y RZPCRT OF A POTENTIAL IOBE MATTER

i) wSynopsis;ngi: To report possible IOE matter.

i rom : G-3
oo R R Carrrzoes

Details:
s 1.
G IS a Presumed U.S. Ferscr. bl
(1) >< 3. _Poszille TOF Ma-ter: b
b7E
(3) bé
b7C
(- ) - - - . . . .
| 4. Description of IOE matter (including any reporting

o j}( On or akout 03/17/7700 zn irternal audit of the above
isted caze file revealed a o ible IOB violation regarding
e_ephone rscords received as z result of a3 vroperly issued
tional Jecurity Letzer (M3L). Arn 3L dated 08/01/2005
4uo“1'1n_1 thz name, addrecss, length of zcervies, and all 1ocal
and oy diztance T"‘nll Y’illir‘uj mei r';'; _u:"lenfﬂ-'q Wil o
|:S:| acccunt and/cr subscr

Zl_f"

5
m Q

for

bl



NSL VIO-36604

SEYRET : b2
b2 b7E

(- . To: Irepection  Fromw: ‘ b4
Re*)’% ZTE~HO-CLl229730-VI0, (3/28/2007 b7D

the periad Ithrouth Iwas served kv the

| Divisicn on | | _
b1
(S Accoording *mr_____1 Division's respinzse to b2
I | mdviced thest oor l.‘j/*g/‘_/();_]._), b7E
| pRapasERcIpy=ommmwerey | ; Lelephonc -
E ~subscriber Infornaticn arned Lowsgl ond Jorg Sictance to11 billing ;b4
i j _renorde FETTREl EERae i kroml | through b7D
| I in response to the HNSLD dated 05/01/z005.
b '}kﬂ: At this time, the Rg froul and the toll billing
recorcs cannot ke located in | case file or 1A subsection.
ce agent does not recall recelvyipg fhese recordo from ,
Divisicn. A check of ACS and | b2
revealeZ that no uplcading or review ol Lhzse recordl wWas b7E
conducted. Inoan effort “o Jdelermine whothor jldeceddicoccoan~y in b4

date | | was cue to illing b7
oy e,| l contacted) D gt 1 == LAt The b/D
illirg cycles for all acsoun-s vary. advised that in

order to deternine the billing cycle for 3 varticular acoount,

]

the indiaddiial s=1rving the MNSL uponl jc1ld have to re-
coptacet ko obtain thet inIirmat_cn. Fontacted

LDivision in an effort to oktair. this inIorfmanict, L. was
unsucceasatul.

b2
(Ul“W“WW““W:><i Based on the abgve, it is urlknown whether[  Jever bL7E

recelved any records from Divisicn orl ] o 14

whetlher those records dazed fron] Jthrough | |ao
inZicated in the | c. If :EC tr_‘-| [referenced LD
zbhove i3 accurate, 115 N5L responge wou_d have 1ncluded an over-
collestion of 2iz days which was not reguested in the

aforementioned HNSL. Inasmuch zs s unabklce to dezermine

whether such an over-collection aosurred, we are reporzing this
matter az a potential Tntelligence Oversight Board violazion.



(U

NSL VIO-36605

SESRET
b2
et bTE
Re™
LEAD (s) :

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

ST w01, 962

SE%ET



- - , NSL VIO-36606
ALL INFORMATION CONTAINED BRTES A7 17200

HEREIN IS UNCLASSIFIER EXCEPT

CLARSIFIED EY w5177 BHH/FER ch
WHERE SHOWH OTHERWISE
(Rev. 01-31-2003) REASOM: L4 {0}
DECLASSIFY OM: 18-17-2032
SEGQRET

(3]

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/28/2007
To: INZ=D Attn: IS
Office of General Counsel HELE b2
Tonnterintelligence ChH=-3B ;b7E
b6
From: b7C
RENED!
Contact: [N
. bl
Approved By: ,
bt
b7¢C
b2
b7E

Drafted By: I Idnd b7A

Case ID #: (3) (Fen<ing)
() (Perding)

() 08¢ ZT0-Ho-CILo20756-VIO (Pending)
Title: >< INTELLIGENCE OVERSIGET BOAKRD ‘IOE! MATTER

{TOR] vinlatioh due to —hird party over-col_sction of information
provided to FzI.

X e

>< (NonUSTER)

Administrative: (U) Retelcall Lbetweer SA] |ard
Agscoiate Division Counsel (ADC) o
0=/28/2007,

Reference: (3)

Details: Thiz communication serves Lo report a potential IOR

violation djn to third party over-collcecticon of information

SEAET

SYﬁdpsiSf“~}§<; T> report a potential Intel_igence Oversight Board
A

bl
b2
b7E
b6
b7cC
b7a

bl
b2
b7E
b7A



(8
(8 -

(-
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“mes  THAD Frens |

on cacticned

NSL ViQ-36607
b2

Sper P70
b7A

rRe: | Da=e: U3/29/2007
provijcd to the FEI. This information was provided in regsponsce <o

3 Haxtional Security Leffer (NITJ _rediestipg firspcial information
slkd=ct]

‘%:Pgi =4 Iﬁubmlff;d reflerenced N3L to

------------------------- o reguest oall o finmancialorecoras pertaiting or

i

he
period 1ncelrtion to present . Finarcial informations was regues—ed

D

{0

e x Cr 03/26/7 SQ07, SA I—Ige.jej_\[ed 1
resu_ts of re

bl [

erenced NSEL pr u‘ld -d by
Note: Tne NSL was apppgoyed Jn 03/200% and served by a
reprezsentative of Sguad After severa’ nonths of follow up
by SA preliminary but incomplete HEL results werogygadlable

on C2/200&. The official resulfts were recgooazed kv TA
on ”5/__’“007 and delivered to ZA on 0372672007,

- reviewing the firarcial To oo a3, onl Looticed
= = Valalel iiia ki 1 4 = B e M i

() -

(e

s, discussing with ADC | |1t was

; financial information wWas ; ~clleczion
will he
N

.

Daquoff r:d ald w1ll be provided tco FBI

"23%41 ['lease note that thi

5
provided within fourteen (14) daye of 2iscovery, as
regquirerents,

communication is keing
. N per MSLE's

""" E?Q: The subjec=s involved ir this potential ICE mat-er
are nct 1JS persons.

[95]
=

Caze agent for this investZ

L
_'_
[
[

Sradd

bl U

il superviany is SSP1

b6
b7C

SR;QET

bl
b6
b7C
b2
b7E
b7A

bl
bé
b7C
b4
b7D
k74

bl
b2
b7E
b6
b7C
b4
b7D

b7A

bl
fold
b7C
b2
b7E
b7A



NSL VIO-36608

13y SE%ET

T'i*: T3~ — l o

Re: | na/co9/2o007 bl
b2

LEAD (s) : bh7E
b7A

Set Lead 1: (Action)
IMSPECTION

AT WASHIMNGTOMN, DC

() For action deemed appropriate.
Set Lead 2: (Action)

GENERAL TOISEL

AT WASHINGTON, DO

iJ)  For action deemed appropriate.
Set Lead 3: (Info)

CONTERINTEHLLICENCT

AT WASHTNGTON, DC

(U) Read and clear.
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ALL IHNFORMATION COMTAINED NSL VIO-36609

DATE: 12-17-20B7
HEREIN 1S UNCLASSIFIED EXCEPT o
5 T 6 MH /KGR
VHERE ZHOWH OTHERWISE CLASSIFIED BY 65179 DHH/KSR/ch

DECL&SIIFY 0N - LEw1Twy
S T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE b2 Date: 3/21/2007

To: ﬁ Attn: 2!

0y T 03

Inspection Attn: 123, CRSI

From: Office of the General Counsel
CILU/NSLR/OGC,
Contact: AGC

b2
b7E
Approved By: _Thowmas Julie [ be
b7C

Drafted By: | fr-

CaséWTD“#amgﬁg 278-HQ-C1229736-VIO (Pending)
/3 G2ZP AB%455-TOE  (Perding]

Tifiéf”“;?ﬁ: INTELLIGENCE OVERSIGET BOAKD

MATTER 2007

Tt is the »opinion »7 tke Office of the General
Cocunsol (0OGT) that this matfer 15 nof reportabkle to the
nte’ligence CversighT Board (IOE). Rather, it should he
maintzined in the conzrol file for periodic review bla the Counsel
t: the I0zZ.

:IB(: g;;;assify on: 03%21;565;:

. - . . b2
273-HQ-C1229736-VIO Serial 2130

ﬁéférenee;u%j, :b;E
62?[:]—A89455—IOB Serial 10

“Details: - DX{ By EC dazed 02/05/0007, Field Office

rejuested OGC review the facts I The captioned matzer
and determrine whether i< warranted reporting £to the IOB. As
detazled further below, this possible IOE error is not reporzable
£: ths IOz,

e -~ Cr 02/28/2006, a2 Mational Sscurity Letter (NSL) totb4
addrossl |

fb7D
sg?&gz



() -

8

LI

“M“"““;ES(; """ Cni 02/01/2007, 2 preliminary review of the results
the N3L re¥ealed that supp_ied thirty-four (34) b4

NSL VIO-36610

bl

SEGRET 2
bz
S s o ] Froms Cf Counzel  bTE
Re - % Cle-He-120 9 b.i.
b
b7C
s reJulaal i~ =311 f-ran-ial ecordas 2
N N N O O S T S e r’.’f:'“l I b?E

b4

for the time b7D
; —==""rcpar=d and

approved 1IN alCCldalnC il b U115y General Guidelines. The

NSL was seryved by the | IFl 1d Office and on

0e/za/2005, Jreported zZelivery of the NSL and

retrisval uf documentation.

finanz-ial transactionsg Lliat occlrred ir. Decemnber 2204. This 7D
infcrmation was not requested by the FBE.L. Lhis information was [
not utilized by the case agent in any ana-ysis nor was 1t BIE
Jd-ocunsnted in the casge file. Further, it was sequestsersd with

CDC.

1) The President, by Executive CQrder (EO) 12334, da-ed

Z2/C4/1%981, e=stablished the President's Intelligence Oversight
Brard (FIOB). ©n 09/13/1293, by EO 12862, the President renamed
it ths Intellig=nce Oversight Boarz (IOB) and sstaklished the

as a2 standing commiztee of the President's Eorsign
_nt=_1lic Adviszory Board. Amongs 1ts responsikilitiss, the I0B
has begen given authority —o review the FEZI‘g practices dhd
procedures relaling Lo [oreign intellisencs and [orelqn
counterintelligence collecticon.

(J)y Section 2.4 of EO 12863 mandates that the
“nsoeztors General and Generzl Coursel of the Intelligence
Comuunity components (in —“he FBI, the Assistant Director,

“nsne “tinn Division {(IMSD), znd the Gereral Counsel, Office of
the Ge=n=zral Counsel (OGT), respectively] resport to the ICB

nte’ligence activities that they have reason to believe may ke
- awtal o or arntrary —o RO or Freajdent iz’ Dirsctive.  This
_anguagc nas been interpreted o mqnuatc tho reporting of any
violation of a provision of The Attorney Genersl's Gaidelines for
FEZ Mational Security Investigatiors ard Fereign Intelligencs

Colleztion (H3IG), effective 10/31/° or cther guidelines or
regu_ations approved by the Attorney General in accordance with
B 12333, dated 12/04/15%21, if suck provision was designed to
ensurs the protection of individual rizhts. Viclations of
provisions that merely are administrative in nature and not
deened to have been designed to ensure the protestion of

individual rights are generally not reported o the IOB.  The =EI

e

2
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NSL VIO-36611

b2
ffice of the R Tounael bTE

Ereoom: O
2 297 26-V10,

S27E-HE=-01 2

C
Hh

“nsoection Divisicon is requirsd, howsve to maintain records
such adwinistrative violazions for three vyears go that the
Counsel to the IOE may review themm upor. rejquest. The
determination as to whether 2 matfter is "administrative in
naturs" mast kbe made by OGZ. Therelore, such administrative
violations must bes reported zs potentia. ZOB natters.

"“wm“mwmwm}><; NS8Ls are a specific type -f investigative fool —hat
al_cws the FBI to obtain cerftain limited typess of information
without court intervention: (1) teleplone and erail commmunica—zion
reccrds fromw felephone companies ard irternet service providers
‘Elzctronic Communicacions Frivacy Act, 10 U.3.C. % 2709); (2)
reccrds of financial institutions (which 1s very broadly defined)
‘Right to Financial Frivacy Act, 1z L.3.2.5 Zd41ld(a) (D) (A)); (3) a
Zist cf financial institutions and conzumer identifying
nformation from a credit reporting company (Fair Credit ReporzZing
Act, 1b U.3.C.8%% 1oslu{a) and (k)i; anc (4) full credit reporT in
an international terrorism case (Falr Zredit Reporting A2t, 15
U.2.C, % 1631v). N3Ls may bc 1Jsucd irn conforxity with statutory
requirerents, 1nhlud1nq 13 U.5.C. § 2709, MN:ZIG, section V.17,

"""" ST :)Ei: Here, during zn gutraorized investigaticn,! the FEI b

L TS .dan N3 onl fer the time period of 7D
o the daZe of the N3L. "The bank provided the .
“nhiclmatlion Ledguested and provided inZzrmaticn outside the time b2

frame requested. Loquicition of thisz unreguested informaticon by b7E
Lhe FEI 1z nol reporlable Lo Lhe TOR as 1l s Lhird party error.

_ft zhould be noted that the FBI's response n receiving the
unzc_icited material waz commendzahle. Upon learning that the

bank crovided informazion beyvond the scope of the N8L, the ['BI
sequestersed fLhe excegs information, z2ic not utilize it in any
analvyvsizs and did not document it ir. the case file. The_opls
regaining step to be performed is for Co contactl I

and ask whether <he unrequested irf:rmaticn shoald ke
returned or destrovyed, wizth zpprcpriate docuunentation f£o the
fitlea.

{1 Bazed npon thesze facts, fthe bank's wistake is not
repcrtacle to the IOR as —he FEI has not acted unlawfully or
contrary to Exeoutive Order ox Prﬂil i3 irective. A record
of this decision should ke maintzire e control file for
future review by the Counsel to the 1ok,

l_.

bl
o)
b7E

€8]

SECRET

3



{1 -

(-

] A
'“v:)gq: Tt |Field Office shonld contact

NSL VIO-36612

sékgET
b2

&
e From: ©Offine ~f ~he Generzl Counse b7E
e >< TTE-HO-C1220736-VI0, 0372170007
LEAD (s) :

Set Lead 1: (Action)
INSPECTZOMN

AT WASHINGTON, [C

(17} LMNSD should retain a record of the report of the
potential IOE mattsr, as well as a copy of the OGC opiniorn
sorntluzing that IORE nobificaticon is not required, for three years
for pozsible review ov the Counsesl to the IOB.
b2
b7E
b4
b7D

Set Lead 2: (Action)

and gsl Whether the unintenticnally acquired information shos’d
e returned or destrcved with appropriate documentation to Lhe
file.

ce: Mz. Thomas b6
b7C

10E Library

+*

Xoar



ALL INFODRMATION CONTAINELD
HEREIN I3 UNCLASSIFIED EXCEPT

NSL VIO-36613

. WHERE SHOWN OTHERWISE
(01/26/1998)
SE&&%T
FEDERAL BUREAU OF INVESTIGATION
' b2
Precedence: OUTTHE b7F Date: 3/19/07
b6
To: b7C Attn: .
Counterintelligence Attn:
Insp=cticon Attn:
From: GCeneral Counsel
Naticonal Security Effairs/koom 7974
Contact: Julie F. Thomas
Approved By: Thomas Julie F j <
b7E
bé
iuj"*mpyafted By: b7¢C

case ID"#:M,sa 279-HQ~C1229736-VIO
i\ GoE A 2455
o ‘ -
Title: | PCIS e L TELLIGENCE OVERSZGHT POARD MATTER
2007
iUhmmm'“SYncpsis: ----- ~-&) It is the opinion of the Office of the General
Couns=21l (OGT) that no error was committed in this natter, and
therefore notning need be reported to the IOE. A record of zhis

decisgion should be maintained in the investigation control file

for review Ly the Counsel to the LOB.

Sify T

(U)

-

Reference: (\3

m CTESHOsCl 27 9736-VIO Serial
o (AN 62F- A59455-T0OE Seria;| |
l: S :I Detalls: EL R W =N I B R o P N L e S S B B e SOTLSU R B e B =t e A [ARTAR
detoa oinagsman ]
E non-Unites Stateg person
.. n 3 -~ - : - -
iSj - a Naticnal Securifty Letfer (NoL) WAS
Tz From: OQffice of the Cereral Zounsel

SEaﬁt?

bl
b2
b7E
bé
b7cC




NSL VIO-36614 b1l
b2

SEGRET b7E
bé

b7¢C

b4
Re:  278-HQ-C12C2736-VIO,  3/19/07 b7D

for financial records relating to )

C et a non-lInited bz
States celrson., e s rogneere o icactions from b7E
throuagh the present. Thel Field Office repor=-ed
de_1very of the N3SL on 10/24/2006 and retrieval of the requested

s Bradl o 17705/ 2006.

(8] >< When ‘rl“:"ield Office reviewed —he ‘bz

reccords on’ 2/09/2007, there were nine transactflons that occurred b7k
in| | whlch was prior to the time rericd requested in

15

()
'“““)Xi The original documerts ref_ecting toe jpformation
Jhl oh 1egted have been forwarded to ChiZ and

d copies which only reflet 1nfcrmation
L will be zetazirec for the casze file.

{5y e ‘”w“wwmwmjﬁﬁ: The Fresident, by Executive Order 12334, dated

oy , eatablished the Fresident's Tntelligence Oversight
Coard (EIOD). on 9/13/1993, by Executive Order 12363, the
Frecident reonamed 1t the Intclligerce OvercZght EBoard (ICE) and
eztabhlizhed tThe EBoard ag a standing committes cof tThe Preszident's
Froreign Totelligence Advisory Boars. Anrng ils responsibilic-ies,
the ZOE has been Jgiven authority to review the FEI's practices
and prozedures relating to foreign intceclligence and forcign
czunterintelligence collecticn.

(1) Section 2.4 of Executive Order (E.O.) 1252063,
dated 09/13/1993, mandazes that Inzpectors General and General
el ﬂf the Intﬂlliq@nce Community compenents i(in the FPEI,
ot Directo IN3D, z2nd the Feneral Tounsel, OGC,
y) report —o the IOB “concerning intelligence
sz that they have reason to believe may ke unlawful or
cintrary to kErzecutive crder or Presicertial Directive.” 'This
Zaryuage nas kbeen interpreted Lo manzate the reporting of any
violation of a provision of The Attorney General's Guidelines for

b2

T [:::::::] From: Office of the Gereral Counsel b7E

I b4
SE%Q D7D




NSL VIO-36615
SEaéET

Re: 2TE-HQ-C1223736-VIO,  3/195/07

FEZ Mational Security Investigatiors ard Forsign Intelligences

C lletion (M3TG), effective 10/31/7°0035, or viher guidelines or
regu-ations approved Iy the Attorn Genera. in accordance with
E.O0. 12333, dated 12/04/1331, if scuch provicion was deciagned to
ensurs the protection <of individual rizhts. Viclations of
provisions that merely are adminlstrative in nature and oot
deemed to have heen designed to ensure the protection of

ndividual riaghts are generally not reported t£o the IOE. The ZBI

“nsoection Division is required, however, f£o naintain records of
such zdwinistrative violations for three years go fThat the
C-ounsel to the IOR may review them upor. regquest. The
Jdetzrmination as to whether z matter i=s "administrative i
naturs" nust be made by OGC. 'ThereZcore, such adrministrati
vicolations wust be reported as potentia’ ZO0OB natters.

n
1%

e

EU}M

- S NSLs are a specific type Zf investigative tool
that zllows the FEL to obTain certain limited typezs of
nformmation without court intervention: (l' telepnone and =mail
corenund cations record from telephore companiZes and intesrnet
servize providers (Elesc-ronic Communications Privacy Act, 18
J.3.C. 8§ i%; (2) records of finarcial instituticns (which is
VErY I 'lHijlj defined) (Right to Financial Privaczy Act, 17 J.S.T.§

3472403 (5) (A)y; (3) a list of financial Instituticns and consumer
dentifving information from a crecift reporting company (Fair
Credift Keporting Act, 15 U.S.C. 88r. 1eg’uial and (k); and (4)
full zredift report in an international fterrarism case (Fair
Cred’t Reporiing Act, 15 U.S5.C. & 16fv). N3Ls ntay be lssued in

P

conformity with statuzory requizements, inciuding 18 U.3.C. %

LL2P0e. NSIG, Secticon V.1Z.

Here, durimpd s audloricod Jnyvegt igation, the FBI

procerly gerved an W31 on In response to
the procerly served N3 —he FBEL obtalred f_nancial records

“’DTanlng informztion bﬂfﬂnd whzt it is _egally authorized o
e Toe FRT, having ascertzairex that nins tranzactions for
Decesmgcer 2004 were bevyond the scope oI the NIL, forwarded the
unaskod for information £o the CDC Zor scquestering and rodacted
their filess to reflect only informatior respcensive to fhe N2,

N Ey agreement with the Counse’ to the IOE, 1t is
our ovinion that this crror iz not reportablo fo the ICB. A
reccrd of this decisicon should be maintained in the contreol file
for future review by ~“he Counssel to Lhe IOE.

SEC}{I'

bé

b7D



NSL VIO-36616

b2 SEQRET
b7E

T From: Office of the Gereral Tounzel
Ro: 28 -HQ-C1009736-VIO,  2/19/07

b2
Set Lead 1: (Action) n7E

A
(- =
mm““w)ﬁQ;Reiurn coriginal documents which reflect
information kbeyvond the scope of the HMSL tol
Set Lead 2: (Info)
COUNTERINTE LTGENCE
AT WASHINGTON, DC
() ERead zand clear.
Set Lead 3: (Info)

INSFECTION

AT WASHTNGTON, DC

(1) Read z=nd clear.

_-M=. Thonras

b6
b7cC

_-_0B Library

*

RET

b4
b7D



ALL INFORMATION CONTAINED NSL VIO-36617

C THICLade e DATE: 12-17-2007
HEFEIN IS UNCLASSIFIED EXCERT CLASSIFIED Bt 65175 DFH/KSRICh
WHEFE 5HOWN DTHERWISE R

{Rev. 01-31-2003) REASON: 1.4 (2}

e

FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTIHNE [i{E Date: 03/20/72007
ho
To: h7C Attn: 2AC
BN
Sepaad 6= 35A 4
Sgaad o - 3H
Inspection Attn: TT=
Counterintelligence Attn: CD-3 3C

From: Office of the General Counzel
National Security Isw Brarch/cIIU/Rocy 7047
Contact: AGC

Approved By: Thomas Julie F

| | b6
h7cC
Drafted By: v .
v vim bl
Case ID #: CZ8-lQ-C1220736-VIO  (Pending) bz
(Perding] h7E
(Perding] h7A
S (Pending!
(Pernding]
i (Ferding]
Title: S THTSLLIGENCE_QOVERSIGET ROAKD
MATTER 2007
(.
Synopsis: " It is the opinicn of the Offize of the General

iZounsel (OZC) that this matter 1s not reportaples to the
Intelligence Oversignt EBoard (IOB). kather, it should be
maintained In the control file for periadic review by Counsel to
fhe TORE. Our analyesis follows.

assify On:

. o bl
TSRS [T AN A AT VAT AN S WA TSk B | :
b2

b7E
b7A

Reference:

N2
[
i
)

SEfQ
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3

(8) "
13)

Detaiié?“”ikéi By EC da-ed 02/20/°G07,

NSL VIO-36618

S T b2
b7E

PR | | From: Office
Re: (U) DHe-He-012297

> General Counsel

9736-V10,

b2

reqaested tha= b7E

OZC review thé facts of the captiorez matfer and determine

whether it warrants reporzingy to the IOB. Az =xzplained below, in

our oginion, the ERI is not required £t report this matter to <he

ZOB.
T ‘WE><;A5 explained in the akbvove referenced EC, during a

review of €ovdal counterintelligerce case files i(referenced

above), discovered that, ir respocnse fo NSLs issued in

those -3ses Ior limited credit zeport information (parsuant —o B2
the authority under 15 U.5.C. 8% 1é8lu(a) and (k),;, the providers

b7E

)
had scmetimes issued full credit reports. Those reports were
obtzained as follows:

"""""""""" Y three NSLs Zssued Lo Lhree credit
ajencies, One company sent a2 full creclt recort,
""""" three N3Ls Zssued to tThree oredi- b1
ajencics, companics cent full credit reports.
h2
3y three NSLs Zssued to three credi= b7E
ajencies. Two colipani sent full crecit regorts. h7A
Sl B three NSLs Zssued to three credi-=
ajgencies,.  Tweronpanres oot full crecit renorts.
B Lhree NSLg ‘ggued Lo three opredi-
ajencie=z. TV : T full crecit revnorts.

(UJ) The President, by Executive Order 12334, ddfed
I2/04/1831, established the President's Intelligence Oversight
B-ard (FIOB). Cn 09/13/13%93, by Exscutive Order 120853, the
Prﬂ“‘jﬂnf rznamsd it —he Intelliger.ce Oversight EBoard (ICR) and

talklizhed the Board as a standing comuittes of the FPresident's

F_J_:;

gn Intelligence Adviscry Bozra. 2Amcng its responsibilizies,
the TORB has beern given an—hority ©9 review the FRT s practiaes
and procedures relating to forcign irntclligence and foreign
cruntsrintelligence collectian.

() Section 2.4 of Executive Order 12363 mandates thaz
“nesoectors General and General Coursel of ths Intelligence
Community components (in Zhe FEL, the sistant lirector,

“nse Division (IM3D), and the 3 eral Counsel, Office of

the General Counsel (OEC), respectively)l report to the 1CE
bl Tl igence sotiivities Lhall Lthey bave reason Lo believe may be
un_awful or contrary —o Exzecutive OrzZeor -r Presidential

SECRET

2
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NSL VIO-36619

SECRET EbZ

of the Gensral Counsel b7E

Re: (U) 03/.0/2007

Dirsctive. Tnhis language has hkeen irterpreted to mandate the
reporting of any wviolaticon of 2z provision -f The Attaorney
General's Gaiddelines for ZBET Watioral Security Investigations and

Lcujl 1L rerer

Foreign Iatelligence Collection (HSIG), effective 10/21/2003, or
other guidelines cr regulations zpproved by the Attorney General
irn accordance with EO 12232, dated 1./04/2281, if such provision
was designed to ensure —he protectior of individual rights.
Vinlationz of provisions —hat merely are administrative in nature
and nct deexed tfo have been designed to ensure the protection of
ndividual ri]hts are Jgenerally not reported to the IOE. The =EI
nsowection Division is required, however, to maintain records of
such ?dTlﬁlStratiVP viclazions for three years so that the
C-unsel to the IOE may review them upeor regquest. The
Jetermination as fto whether & matter iz "administrative in
nature" nust ke made by 05C. lhereZcore, such administrative
violations wust be reported s potential 0B matters.

““mm“”)EQ; NSLs are a specific type -f investigative tool —hat
allcwzs tho FBI to obtain certain limited typeos of information
without ocourt intervention: (1) teleplone and erxail oommunicazion

records from telephone companies and internet GELVch providers
cctronic Comumunicazions Privacy Act, 18 11.S.C. § 2709); (2)
e
1

rds of financial institutions (v flL .S Very brmjdly defined)
ikight to Financial Privacy Act, 17 L.3.C.§ 3417

i

(

(ﬁ

I

1A(a) (9)(a)); (3) a
Lis cf financial insTizuzions and consumer d~nt1f\1n]

crmation from a credit reporting company (Falr Credit Repor—ing
Acl, 15 1T.3.C.8% 1621lula) and (b)); anz (4)  [ull credit repor. in
an internaticonal terrorism case (Fair Credit Reporting Act, 15
mo3.C0 & 1621v) . HELs may be igsued ir conforwity with statutory
atz, including 18 U.S.C. & Z709. NII3, section V.12.

Here, during five acthorized investigaticns, =he
FEZ procerly served MNSLs on the three major credit reporting
ajyenciesz. In responss <o the properly s=rved N3Ls, the EBI
obtained full credit repcrts, insteac of the nore limited credit
‘nformaticon waich was refquested. Once fnformation not requested
iz received, the ficld should contact the company and ask whether

the nnintenticnzlly acguired information should e returned or
destroved with appropriate documentation te the file.

(1) Bazed upon these facts, in accordance with the
terms implerenting the reporting req,lrmmﬂuto of Section Z.¢ of
EO 12263, it is our opinion that thisz error is not reportakle —o
the _OB. A record of this decisior. should be wmaintained in zZhe

t

crntrel file for fatnre review by the Tonnsel o the TOR.

S%ET

3



NSL VIO-36620

e |
b2

Tove Frem: Office ~f the General Counsel h7E
ke o TIE-HQ-C12207360-VI0O, (0372077007
LEAD (s) :
. b 9]
Set Lead 1: (Action) .
b7E
AT

{(u) ';'he: Field ©Office should contact the
credit compariss and ask whether the unintentionally accuired
infrrmatiorn should bz rebturned or destroyed with appropriate
documertatior. to the file.

Set Lead 2: (Action)
THSPECTION

Al WASHINCTON, [DC

(U')  INSD shonld retain a record of the report of the
potential IOR maller, as well as a copy of —he OGC opinion
corcluding that ZO0B notificalion is not required, for three years
for possikle review by the Couns=l to the IOB.

Set Lead 3: (Info)

AT WASETMNGTON, DT

() Eead ard clear.

CC: Mz. Thomas hE
b7cC

IOE Likbrzry

*



ALL INFORMATION CONTAINED NSL VIO-36621

HEREINW I3 UNCLASSIFIED EXCEPT DATE: 13-17-2007
WHERE SHOWN QOTHERWUISE CLASSTIFIED BY £5179 TMH.

(Rev. 01-31-2003) U TR RRAaRl RLEY B Bet ie RS
BEASON: 1.4 (o)
S T DECLASSIFY ON: 13-17-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE 15 Date: 3/18/2007
e ¥
To: ﬁb’E Attn: SSPI
b6 EAl
b7cC
Inzpection Attn: Iz, Room 11361
Counterterrorism Attn: I7os 1T,
From: Office of the General Counsel
NSL=Z/CILU/Rnonmg 7947
Contact: AGC A
bl
A Approved By: _Thomgs Julic F b2
T b7E
Drafted By: sctd b
b7C
Case ID #:“)E<: oLl o0l 2h VIO (Pending) bh7A
(5) (Pendirqg)
Title: I ~wﬂHTELLIGENCE OVERSIGET BOARD MATTEK
Sy

Synopsis: ;ER(:ﬂﬂ)is —he opinion of the Offi-e of th= General
Counsol (0GT) that this matter does not merift reporting to the

nteligence CversighT Board (IOE). A cozpy of this opinion
shou_d re retained in the control file fcr review by Counsel
to the I0=. 1
(U) g:zigeg:gxgm:i::g;zz: :b2
ssify On: b7E
(8) h7A
Referendé?““DK(
(1) CIE-HO- Ll 2b-V1I0 serlal o230
Detajls. (3 The referenced electronic comumunication ("ECM") jb2
from in file 273-HO-T12207%6, cated C3/07/2007, reques:ed~b7E
that OGT revilew the fac-s of the capti-oned matter and determine

whether it warrants repor-ingy to the IOER. Tn our opinion, iz
d-ez not. Our analysis follows.

— b2
2 L.z, Pocrson suspoected oI b7E
b6
SEGQRET .
b7cC

b7A



NSL VIO-36622

SE)%ET §b2

PTE

T From: Office of fhe Genera. Counse
Re: "72-HO-ClIC29735-V10, 03718/2007

clandestine intelligence gathering Zor the bl

) . 2 - | o —— - - .
Examination o~f the Automazed System ["ATIM] investigative s
file indicates that cases remains oper, having cfee=en renewed mosz b7C

inumhumrecently on 10/13/2006, ba

'“:QQ:ALU also> retlects that, -n 01/21/07, a Mational ;b?

Security Fetter ("MSIL") seeling 2lectronic cormmunication b7E
transactional lecolrde with ~ogs-d to tiro emadl gocopats was b7A
served npen | I b7D

ezt, tnhe letter
nal records but
Tl B R Ta EAR (1= 0= BT £ =)

| | In

1 comnuunlication ftrarsa
such records didelo
“fleldsvﬂ ~~~~~~~ See

(uy -1 ”Z)EiéShortly thereafter, 1o
provided the records but THoIoOES TlcLlzwlIecl LLt rardet's BIE

emal. subject linss. Immedistely vpon discoveri ¢ ¢rror, The .
casez agent sequestered —he material and notifisd] which jb4
scubzeoquontly provided a "zleozan” copy of the records.,  The agens b7D
never urloaded any information from the first set of doocuments to

AZS or any —f the Bureau's computer systems. The only record
remsining of[:::::]overproduction o documents is the initial CD-

ROM, whicno i3 now sequestered within a safe.

-'~q| 1ested el
’t

('[' ]
H
D)
]
[
)

(11) Rection 2.4 of Executive Order (E.O0.) oRG3,
dzated 09/13/1993, mandazeg that Inspectorg General and Gensral
Couns=zls of Lhe Inlelligence Commuriby components (in Lhe FEI,
the A=zsistant Director, INSD, znd the Zeneral Counsel, 0OGC,
reave~tivaly) report —o the IOB “ooncerning intelligence
activities that they have reason to belleve may ke unlawful or
contrary to Erzecutive order oz Presizertial directive.” This
_anguayes was adopted verbatim from E.O. 12234, dated 12/04/1321
when the I02 was “nown as the President's Intelligence Oversight
B:ard (FIOR). Py longs-anding agreemert bstwesn the FBEI and the
OB {and its predecessor, the PIOB), this language has been
‘nteroreted toomandate —he rcepsrtirg of any viclation of A
provizsion of the MSIG, or other guideclincs or regulations

approved Iy tThe Attorney Gernersszl ir acocordance witn .00 123335,
dated 17/34/1981, if =such provisior was Jdesigned in full or in
part to ensure the protection of the irdividunal rights of U.S.

perzons.

(0] e B m:)ﬁi:Here, an error on the part of k“sultf

e e
unintentifnzl Sacquisi<ion of informati-on outside the sc
HET.  Thiz wattler thms oonstitiles 4 third-party erre

SECRET

2



NSL VIO-36623

SEC)@T b2

, . b7
T From: Office of the Gensral Counse B
Re: CHR-HO-Cl2Z97360=-V10, 03712/ 2007

resconding to the M2EL and is therefore n-t reportakle fo the
ZOR.!

“”“”W";>§< Further, for the gake of conplsteness, it should ke
n-ted tha immediately woon learnins that[::;]had provided an

QV%lbroad respcnse, the Fielz Office Tocok steps tc ensure
fhaf the information was ot dissemndirated and requested legal
Juildance. =Zxaminaticn of the record reveals no e2vidence of
un_awful zcticns by the FRI or actiors ointrary to Ezecutive
Order or Fresidential Directive. Accordingly, we opine that this
incident is not reportable to the IOB.

emall transactions Jiving ris ; Lngulry. laspecticon 1is
herzkby requested to maintain a copy oI thiz record in the event
that it iz reguessted by the Counsel to the ZOB.

IR ) By this EC, we= request that the[::;::;:]Eield
Office sefuester and destroy any remalring reccrd of tThe two
= =)

! On 053/28/72006, NSLE sent a letter to the Counsel for
the 0B reguiesting their conourrence to treat these third party
errcrs as non-reportable, though we will require the field to
continue £o report any inproper collectizn under an NSL as a
potential TOR matter. By letter dated 21/13/2005, the Counsel fo
the Z0OB agreed that third party errors in thes wullfction of
nfermation puarsuant —o an HIL gnust ke reported to O3C, but are
nct reportakle ta the IOE.

SECRET

b2
b7E
b4
b7D

b2
b7E



NSL VIO-36624

SECﬁﬁF b2

Tos From: Office ~f the General Counsel b7E
Re: H2-HQ-01220736-YVIO, 03/15/2007

LEAD (s) :

Set Lead 1: (Action) b2
b7E
b4
b7D

AT

(L] :1: roeques el ot 0oy the sequestered

information erronecusly provided by

Set Lead 2: (Info)
INSPECTION

AT WASEINGTON, DC

(1Jy For Znfcriration.

cC: Mz, Tlhomn=s )
r I bo
TOF —ilLraly b7C

*°

SEég;T
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ALL INFORMATION CONTAINED Bore: 12-17-z007

HEREIN I3 UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DIMH/KiR/cb
(Rev.0L.31.2003)  WHERE SHOWN OTHERVISE

SEC)éT/NOFORN
FEDERAL BUREAU OF INVESTIGATION

b2

Precedence: ROUTINE bIE Date: 2/26/2007
bé
Teo: Inspscticon bIC Attn: I.:
Zeneral Counsel Attn: N3LE

From: I

— e

Contact: SA

Approved By:
bl
b2
b7E
Drafted By: I |: gal bé

e b7C
Case ID“#}W)}Q: SR N (] 22 0T 38T (PEDdi“q)Tb7A

uj -

(5) (Pencing)
(7} 'I‘:Ltle>< REPORT OF A POTENTIAL IOE VATTER -

i3 b6
b7C
b7A

e

() s Synopsisrw:bi\ Documer. -he acquisitlion of non-relevant
te_zphone sabzscriber and —oll record information collected via a
Mational Security Letzer. KReport potertial IOE watter.

W > remveapog o

() Reference.:...u.“t>7< 272-HQ-C1229736 Serial 2570 b2
b7E
Details: (1J)  The case adqgent for the above cactioned case SD -
|F§l| I The current superviscor is SSPx[::::::] Tbb~
FzI |however, he was not the supervisor at the biC

times of tell record acquisition. The ab:ve cavtioned subject is

a Uz Ferscon.
SE2<£T/NOFORN




NSL VIO-36626

SECQ(/NOFORN

b2
b7E

1 1apection From:
e O 2TC-HQ-C1229736, 03/C26/2007

bl
| a 118 person, was autl_'l-?ri:edl_l n :1};"2;7E
e Lo NI LI Do Bl orney General Suip —— j
i S :I o ——————— m— ol
b7cC
bTA

bl
b6
h7C
b2
h7E
h7A

(/1Y) Commpents I I

bl
bé
b7C
b7D
b7A

)i A SN (14550 4 NN

|: S :I Pricr history concerning. “elephone mumwbed-

[ 2

bl
b2
BIE
b6
SE T /NOFORN ;
")ﬁf / b7C
2 b7a




o Inspescotion From: [:::::::]

NSL VIO-36627

SEC&T /NOFORN

b2
b7E

N T Ty T

G, 03/26/2007

L]
o

bl
b4
b7D
b2

b7E

Y doted 11 /07700

Haticopal Security Letter (MZL) B

<

d>;§

W3S SErv fortelesphonerrniure ]
reJgue St subscriber information ans Lol I pekii—
|: S :I Ifm t e date..af. J_.:xralpt B et =R S e o

b7A

bl
b2

b7E

b4
b7D

--------------- >< Themmesnonae ool | I VS T o
. D.ﬁ.xti.oﬁ--.«wnuul I
1l |2l s0 crgecidad

CI

bé
b7cC

e e

b7a

The toll records for te

(=)

mobed - tothe captioned-casefile

and Aeadilect oo condt ol [CC Cconduct toll

et

Ld.abalysist

/\[}ﬂ analyvsis -of the toll reoopds

Alrndnyg o teleshone punbhe -

>’< StatiszZical accomplishments pertalnimg to the
Elo)e ol ’@"Vi( e of an. N2L tﬁl
o roeq-

et =hatal

| la

b1
b2
b7E
b6
b7C
b4
b7D

b7A

bl
b2
b7E
4
b7D
b6
b7¢C

b7A

Current history concerning teleptnre nrmeer]
|
|:S:| ......... Subsequent ]y pet——"—m "ﬁC’S/O?/’SODG was served
oI for felmphuru— Nunker Leduesting subscriber
‘“nfrramaticon and o lddedesasogsd ot | R P P P ot
':S:l tﬁrfhel}&LI Lhe
mose Of the NAT wAn TSR S TeRR R ure:-Pl

sr.gé'r /NOFORN
3



NSL VIO-36628

SqugT/NOFORN
tUJ”“maM:‘i Inspscticon From: [:::::::] b2

Kew W7 279-HE-01779736, D3/26/2007  BIE bl
b7A

iSJ was still the subscribe€fF == telephone rumbeq B nd
obtain tell records for analysis 1f he was.

h |
captioned subject

iD

—
oy
@
[}

D
U
i
J
=
n
D
l—h
s
]
5
)]
D
0
[
"
=
o
(i

ES? """ TDrivisitorySadyvlsed. that a dlffPLPnf K

had b“an Lhe :ubCﬂribDr to Lo henbars e lsince
l:S :l ------- o I oo T} e i T Nal=na was olut of service
fron) zlzo provided toll records from
Toarcauohl Chat pertained t: the ney gukbscriber.
ol ad o certad g e eSPONSEe WAS
R ; I hind siqght,
have requested subscr_ber 1ntornation firs< and

_then fMllﬂved up with a second NS :mr ool re—crda ~ad the
'nf Lu;ﬁ'l T frum"'t"l‘il llotedl as the

bl
b2
b7E
be
b7C
b4
b7D
b7Aa

o ool l records recelved in J9lllllalol
‘ - Jho longer pertalned-to
iSh o A EA TR OTE did Ton 1ndex the current gubccrites
~TTTTTITL N into ACS, did not regquest an analysis ke condnﬁfcd ot
the trll rerordes.and did ot oqpe=t e +0]] record activi—yv be
up-caded into Case ajent felt that

shredding was LIle plLopel Olopusiticll —olf tne non-pertinent toll
reccrds; thersfore, they were shredded. _n cases where non-
pertnent toll record informzation is obtained, the U3 person'
2ivis libertiesg are cufficiently protected by not indexing the
subcoriver informalion and Loll record aclivily into FRI
Jdatabases and by shredding the non-pertinent toll reccords, thus
ﬂUh““w permanently remcving —hem from the pogsession of the FRIL

e The statis—iczl ac
l: S :I [EEE T =k 1, PP =~ o] and o o

~h e -
| | The latter FD-04dZ, dated 08/15/720005, made
n-te that toae non-per-inent £oll recorcs were shredded.

DO

mplishments pertaining o the
R S ol S =N = PN O O e I e +

Ml

(U)y  Any Jques-Zions roo

C irng this matter can be
addresged to SA |=r

arz

saa | | '
b6
b7C

SE}éET/NOFORN

4

bl
be
hicC
bh7A
h7E

bl
b4
b7D
b2
b7E
b7A
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Do Insg

NSL VIO-36629

SE#T /NOFORN

Rer Y2

LEAD (s) :
Set Lead 1: (Discretionary)
INSPECTICN

AT WASHINGTON, DC

() For action as deemez approprlate.

Set Lead 2: (Info)

SENEXAL COMSUL

AT WASHINGTON, DC

{J) Recad and clear.

*

SECHET /NOFORN

5
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ALL INFORMATION CONTAINED DATE: 12-17-2007
HEREIN I35 UNCLASSIFIED EXCEFT CLASSIFIED BY 65179 DMH/KSR/ch
(Re\f. 01-31-2003) WHERE - SHOWN OTHERWIZE BEASOY L ”4”:\, o

SE#@I‘ DECLASSIFY 0N 12-17-2032

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE b2 Date: 02/13/2007
b7E
To: bé Attn: SAT
b7C o
Counterterrorism Attn: IT0& 1, CZOHMU3 2, Te=am 9
Incpeoction Attn: IZ=

From: Office of General Counsel
MN3L=/CTLU I
Contact: UC

Approved By: Thomas Julie F

b2
e bé
Case Iﬁ“#ﬁw}}{i TTE-HQ-C1229736-VIO (Pending) b7C

“_T:| T1t1e>< INTELLIGENCTE OVERSIGET EOARD
(- ICB MATTER 2007

l:'LU ‘li)fl-:»‘a.fted By: cdgr

Synopsis: A\ It is =<he opinion of the Qffize of SGeneral Counsel
VOGT) that the above-referenced matter must oce reported to the
TOR arnd te the Tnapec-ion Division. OFC will vrepars and deliver
the resjuired correspondence to the IOB. Our analvsis follows.

bl

] L I >< ﬁﬂiiedjrom : G-3 E b2
: b7E

() - R eference~:-->< S2TE-HO-C1229736-VIO Sera_ Z1&d Zﬁf;c

Details: {3) T'hizs mat-er rzefers to thd

bl
(I - L b2

e 1 b7E
iSj - m] ___________ - \;FT<: S CY= SRR IR S S S icestigation

wag developed ag a




(Ui -

13

181

15
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NSL VIO-36631

SE

b7E

- From:  Offize

/(X)\ TTO-HO-C10r9736-V10, 03/13/2007

Tounael

T i3
M s

bl
b6

b7C

h r Fal
I . , . h7C
Cacborovund —pvestigation revealed
, bl
(3) b6
(1) On or akout 07/13/2005, ZA | coordipated
with Jpjted State=s At-crney's Office QLSJO),I | bl
Chisef of crimina | | EE SRR bb
3 Grand JdLy SUCpoens o | I b7
records pertaining g Aller recelving Lhs sulpoena,

57 wont tTo and met with Acsosiatc Goneral Coungel
| ] 35A served the subpoena_and had soms records

in hand when ne received a call from SSRA|

SERA had been notified by FEBIEQ, ITOS T, CONUS II, Team o,
that 1=1d office was not to utilize a Grand Jury s
bt st obhtain a National Security Letter [(NSL,. Tnheref

r=turned the records to E:::::]

(11)  SSRA |:F|ad~=./is;ed FRTEQ that their 3AC,

wag TZY out of —he Divisgior and thersfore EBIHC would
need to conplete an EC addressed to Gereral Counsel redguesting an
HEL bz approved at FBIHQ. SSRA was tThen instructad by
FEZHQ, ITOs I, CONUS II, —hat wou_d re required to
draft the MN3L, duese to time constraints, and then cktain approval
frop o rneiag-abering diisionl!lc C’]—\;‘, S 7 then drafted an MN3L
t: ool _Fnd forwarded the N3 --
oS s T T L. Tl was then forwarded by S3RA
I Itu SAC| |Divisior, [:r aoproval.

(11 Orn or about 07/14/2005, J7TE Task Loprce Bogsnt

IServed bul 1= A R P R requesting

reoc

TS perTalnirtigtol TEZ| | doeS ot Tecall the
individual's game to Whom Lhe NoL was iven TFA E:::::]was
advised by fThat —he diSleaas nof fTlhe approcriate

dzeuentation-boreceivel rec:rds and Jeclined to

h-oncr the MHN3L.

swﬁf'r

ﬁb"7D
b2
b7E

bé
b7cC
k7D
b2
b7E

bl
bé
bicC
b7D



NSL VIO-36632

. { .
TR From:  Office of Gereral Tounzel b2
Re: (3 2T7C-HQ-C12237 36V L0, 03/13/2007 L7E

b6
b7C
i sska[ Jthen contacted Acting opo [ ] b7D
| |civision, for JuizZarcesopcelrping tne matter and
the questiconed legali=y of the MH3L Ior records. CDC
then conferred with legal coul THG, OGC
c-ncerning the matter. 33RA als = SAC t::::::]
| |Division, who in turn was alsco 1in contacs
with FBRIHQ.

) e bé
(11) Subsequent 1y, SSRA[::::::]waH aeivise f A AbJ
a Crand Jury subpoena would ke okbtairec -ut <f the b7c

| T | which was the office of crigin on the b2
natter, and the Grand pbmiearbproena would ke forwarded to  L7E
thel | for service on
(U} On 07/15/2005, the re-eived a copy of
ism'ﬁhﬁ'de“d IS BAY ﬂukpvena from the Southern U-ostrict of bl
rejuaestingl” records-tord SE| Jand 32 hHo
r_____

S AAAA I Ih, — ;) § ] ee———— ey s NS An . ]D7E
dIcuncnt e T Ingy Aftcrl regsis-ancs BE

Dot _Dhe had keen sepryved.

was in contac- with BAOAC aj’lulﬂ]'Df[::::] :b7C
to honorthe Grand curv scbpoena and at this time ASAC  b7D
oncern.ng the _matter
A[prﬁ~1rafﬂlv one hour later, cortacted the
advis=zd fLhat fhe records were waliting for FBI retrieval.

KA and

(1Y The Preaident, by FExecntive Order 17334, dated

S0/ C4/1%81, established the President's Intelligence Oversight

card [(FIOR). Cr 09/13/1993, by Executive Order 12833, the
[resident renamsd it <—hes Intelligence Oversight Ecard (ICE) and

=tablished the Rocard as a standing committee of the Fresident's
Foreign Intelligence Adviscry Boarz. Among its responsikilizies,
the ZOR has bszen given authority tco review the FBRI’s practices
and procedures relating to foreign intelligencs and foreign
c-unterintelligence anllecticon.

(UJy  Becticn 2.4 of Exeocutive Order 12363 mandateos tha=
nsomettora General and General Coursel of the Intelligence
Community components (in —he FRI, the Asslstant Cirector,

“nsoeztion Divisicon (IMSD), and the GSereral Counsel, Office of

the Gsn=ral Counsel (0OGZ), respectivelyl repcrt to the ICB

ntelligence activities that they have reason to believe may be
uni_awful cr contrary —o Executive OrzZer -r Presidential

Lirgective. Thils languagje has been irnfterpreted to mandate the

repfr*inq of any violation of 2 provision ‘f The Attorney

Genoral's Guaidelines for SRI Moatioral Socur-tv Invegtigations and

smﬁ'r

3




()

o From:  Offize

NSL VIO-36633

SEgﬁ(f »

el b

of Gereral Tounze

Ré?\;pgil DTE-HC-C102 97 36-V10, 03/13/2007

Foreign Intelligence Collection (N3IS), effe-tive 10/31/2003, or
other quidelines or requlations zpproved by the Attorney General
in accordance with BO 12333, dated 12/04/2¢81, if such provision
was designed to ensure —he protectior of individual rights.
YVicolations of provisicns ~—hat merely are adiwinistrative in nature
and nct deered to have been design 1ed to ensure the protection of

[~

\l

ndividual rights are generally nokt reported to the TIOB. The =EBEI
“nspection Division is required, however, fo naintain reccords of
such sdndinistrative violaions o tlhree years g0 bhat, the

cunsel to the IOER way review thewm upor request. The
determination as To whether z matter is "administrative in
nature" must be mades by OGC. Thereiare, such adrinistrative
vinolations rmust be reported zs potential ZOE natters.

(U)o

(U

N, NSLs are a specific type <f Investigative ftocol <hat
alZcwz the FBI to okbtain certain limited typss of information
without court intervention: (1) telephone and erall conuunicazion
records frowe belephone conpanies ard irlernel servics providers

_cctronic Communicazions Privacy Act, 18 U.S.C. %5 2729 (2)
reccrds of financial institutions (which s wvery bLmqjl\ defined)
‘Right to Financial Privacy Act, 12 U.3.C0.§% Z4l4(a) (5)(A)); (3) a
“ist cof financial insTizuztions and consumer 1d:nt1fy1ng
nfocrmation from a credit reporting company (Fair Credit Reporzing
Act, 15 U.3.C2.8% 163lufa) and (b)); anc (4) full credit repor=s in
an internaticnal terrorism case (Fair Zredit Reporting Act, 15
J.s.Co 5 1631"). FsLe may be igsued irn conferwity with statutory
recgt rerentz, dinclading 18 ULS5.C. § 2709, NSTE, sectiom Vo170,

[ In this instance,[:::::::::]s ~ved an NAL

Nezting refords ouTside fhe permicssible coe of an M3SL.  OGC

g that, according to I cted upon the

c2 and direction of FEIHQ, | |p -rsonnel scught legal

= crior to the service of the HEL, and no records were

ned in response —o the HNSL. These mitlgating factors should

onsidersd when judging the performance ﬁt[::::::::]personnel.

zr, the clrcunmstances as az whole nust bs report=d Lo the IOR
since the ceorvice of —he MEL in this case was not in compliance

w1th ECEA zand the MEIG.

1 |]7

=
M
e

SECHEKT

b2
b7E
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NSL VIO-36634

SECRET ;

g . - "7
o:l\ < AI Frem: Office of General Crnnsel  D7E

RETN«}ﬁQ DUO-HQ-TIT2oT26-VIO, 03/13/Z2007

LEAD (s) :
b2
Set Lead 1: (Info) D7E

AT

(L) For inf-rmaticn.

Set Lead 2: (Info)

COUNTERTERRORTISM

AT WASHINGTON, DC

(Y For information.

Set Lead 3: (Action)
IHNSTECTION

AT WASHINGTON, LT

(U) For review and action ceemed
appropriate.

cc: Mz. Thomss .
bb
TO- Liprary B7C
1234

srET
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NSL VIO-36635

Maroh 735, 007

BY TOURIER

MH7 KSR/ oh

Mr. Sterhen Friedman

Chairman

“nlzlligence Cversight Board
Rzom E0Z035

lew Lxezutive Office Bullding
7% Street, Northwest
shington, D.C.

Wi
Dear Mr. Friedman:
Enclosed for your informatiorn ig a3 self-syplanatory

m%mciiffff]entitled “"Inzelligence OversZ jht Board Mattsr
Zund (1))

The memorandum sets forth cetai’s cf investigative

activity whicn the FRI hd% determirez was conducted ~ontrary Lo
e Attorney General Guidelines for FBI Foreign Intelligenc
- fion and Foreign Counterintelligence nvvufquflmn and]or

_awsz, Bzecutive Orders, or Presidertial Directives waich govern
FE_ foreign counterinzelligence znc international terrorism
‘nvestigaticonz.,  This mat=er has als: besn refsrred to our
“nternal Investigations Section, Irspection Division, for a
detzrunination of whether any administrative acticon is warran-ed.
en

Enclosure

= 2780-HQ-C1229736-YIO

UNCLASSIFIED WHEN
DETACHED FROM
CLASSIFIED ENCLOSURE




NSL VIO-36636

Mr. Sterhen Friedman

Should you cor any memkber of your staff rejquire additional
nfervation concerning ~“his matter, an oral oriefing will be
arranged for you at your convenience. (1)

2.

Sincerely,

Julie F. Thaomas
Deputy Gereral Zounzel

Z = Th= Honorakle Alkertoe R. Gonzales
Lttorney Genesral
J.5. Department of Justice

Koo 5111

ant A-torney General
'ity Ui VlLlOﬂ

s. Harqarat Szelly-Nalen
ting Counsel
Hffl e of Intelligence Policy arnd Review

J.3. Department of Justice
Rocr 6
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NSL VIO-36637

DECLASSIFIED. BY. 65179 DMHAESR oh
04 12-17-2007

T ROARD (TOE! MATTER b2
. DIVISION b7E
(U TOoE METTER —oo7d] (U]

INTELLIGENMTE

- The Divisiorn | ]>f the
Federal Bfr=al of InvesTigation ("FBI") reported via electronic
communication dated tebruary 21, 2007, that a Xational Security
Letter was served reguesting reooris Lhat were bevond Lhe
peramzzeible gcope of a Hational Zecurity Letter., 3Spscifically,
the FEI scught to obtain educational records frow a state
uriversity for an individualf

| =ducational reco:rds are OLLc-de LIe S-oLe oL Lecords

that may ke obtained wizh a Maticnal Security Lett=sr. The s-aze
university recognized this errcor ard refussed to produace any
records 1n response to “he National Security Lestter.

Accordingly, no records were optzirel as a result of the service
of this Mational Securi-—y Tette-.  The FRT res-inded the Matiomal
Sceonrity Letter, and instead scervec a Federal Grand Jury subpoena
{71 Lhe educaticonal records. The sbale university ooggplied with
the Fsdsral Grand Jury subpoenz zanc produced the educational
reccrids.

i The FBI's service < a HNational Security Letter
requesting =dacational records was in vi-c_ation of The Atftorney
senzral's Gaidelines for SPT Nefioral Secur-ty Invesgtigations and
Forelogn Intelligence Colleciion, ever. Lhiugh no records were
oktained in response —o the Naticnal Security Letfte=r. Thus, fthe
wAatter 1a being repor-ed o the TOB.

(11) This mat-er hzas beer reported to the FRI's
“nervection Division for appropriate acticomn.

fro :
De i on: 2
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ALL INFORMATION CONTAINED NSL VIO-36639
HEREIN 15 UMCLASSIFIED EXCEPT

WHEEE ZHOWK OTHERUIZE ) e e
(Rev. 01-31-2003) DATE: lza-17-&007

FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTINE b7E Date: 03/23/2007
To: Inspection fb6w Attn: IZ:
Zeneral Counsel bic Attn: NELE
From: |
Syuad
Contac¥®:  =A
Approved By: bl
b2
b7E
bé
b7C
Drafted By: I I:je HIA
Case ID #: (1) CJASHO-C] 22097 38=VTO (Penedineg)
(S) {Pencing)
in_A () (Penzing)
Title: >< REPCRT OF A POTENTIAL IOB MATTER;
{0 - “Syncpsisr%:bﬁi Report of potential Intel’igence Oversight Eoard
IOET matter.
D Y On: O
) DetailSTW~£><; To repor. a potential Inte’ligence Oversight Board
b4 (TOE] errcY oY viclation on telephone records crovided by

R w—

Administrative: (U) WARNING: This report contains information
that is Foreign Intelligence Surveillance Act (FISA)-derived. Per
50 U.S.C. section 1806 (B) of the Foreign Intelligence
Surveillance Act, recipients are reminded that this information,
or any information derived from it, may only be used in a
criminal proceeding with the advance authorization of the
Attorney General. This information may not be disseminated to a
foreign government with out the authorization of the Attorney
General.

SEC#T /NOFORN
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bl
b7E
bé
b7C
b7a

bl
b2
b7E
b6
b7C
b7A

b2
b7E
bé
b7C
b7a

NSL VIO-36640

SE T /NOFORN
, b2
Inzpe=sction Erom: bH7E

(UYy  278-HQC-1229736-V10, D2/23/2007

x ]
m

| [[Thic cacc wao aoolgucd o o
| JOTfice, Supervisor] |

| and wag o as
R | Offce, Supervisor
| | The error which is descrired in detail
~-nduztad by Sﬂ |

£Uj““““‘“]>§: The

v
not bslieved to be an IOR error cor viclaticn until the case
ayent, read an email dazed 03/22/2007 sukjsct line "ZCPA
Certifization”™ which requested veriZication to the reportin
recirerents for voluntary emergensy dist.osires under 13 U
270% M0y (S)Y.  Cace agjent brought this matter to his sapecrvis
attention on 23/22/2007 fo ingquire whether this natter pert
t- ths =nail described above. Fer a conversation with
nit] | o 03/23/2007 the below captioned watter wa
Jdeemed to be 3 voluntary emergency disclosures undesr 195 USC
270200y (7)), however legal unit azvised that this matter
be =z ootential IOE. ased on the 03/23/2007 conversation w
the[:::]Legal Unit the case zgent is responding to this mat
accorrdance with the reqnivemnsnt. to repoart any votential TOR

SE T /NOFORN

2

error which 1s zescribed in detail kbelow w

slogned

WAas

d

ST
ar's
ained
Legal
s not

may
i<h
ter in




NSL VIO-36641

SEQ&T /NOFORN

T Inapection Erom: jbé
Re: (U) 279-HE-01229736-V10, 02/-3/2007 DbTE

b1l violations within 14 days <of the discovery of the possible error
1Y or viclation.

b7D | ]
bo
b7cC
b2
b7E
bTA

is) AAAAA iy P N iCiSiRel-] E— o

...... l I .

ES:' | H Some peoins e
SITRESER qrunjl | OfZice “quad ]2t the b7E
I L qlddl Jinade contacd will o 1 oigorn ot 1 rC

Wit F the thefn adtivyd 14
The lizreor—ar1 JE DO UL T I b7D
OITire with tToll records for-l ] -~ lt=lerbhone
is:l cers coversdl) b7A
l AJdLlIl dU Somme pP-1nt ol ol dLDOUnd
ll |the l1aiscn further provizes thel brfice wizb

l: S :I ...... o1 reocorda Lo ]'._..I,..,,.. ......................... .».I.,‘E(:.,,,]:'.l.

e 'M“:)%Qf Cri 04/29/2005 and 05/02/200¢ | Jorfice

investigation] | bl
i | b2

et it = - =] J1office as kbeing b7F
- b7

aolosr~d in the
as dpncoming

b7A

Jroatoey
Jicdepd s

b ) lr L

1
sg;éé?/NOFORN

3




oncteterhene-number |tor

NSL VIO-36642

bl
SECAET/NOFORN 1a

b2 ‘
T-:  Inspecticon Erome b7E o

Re: (U} 279-HC-01729736-V10, D3/.3/2007 DA

and is O 1Dj oy I I

T 24 :fa::ed 2 rejuest to a
»

iaiscn af o de]

and advissd tnat a NaTional —e-urity Letter ([SL) W] 1d follow.
On cr around J5/04/20056 OfZice recejyoc ¢ results of
Jlest O or aroynd fthis sape cate ctfi-e

si_2n FC and NSL dated 05/03%/20C05)

for the name, address, _ength of service, and

~-Zz. and long distance toll billirg reccrds of a person or
entity to wihom the follewing telephore nuugbers wWere Ieqls
"""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""""" Lcr
— i | | R
approved Ly tac) ] —cgcT Unit on 05/C5/2005. It 1s

helieved that on or around 05/05/2005 this NSL was secure fased

£- th= liaizon at[::::;:::]_zhi§1NSL ard BC were also delivered
to E::::::Jthfmngh the ield Ooffice ard the Jo-pl1t3

wers re eivad orn08/10/2085)

bl
b2
b7E
b6
b7C
b4
b7D
bTA

bl
b2
b7E
b4
b7D
bTA

Lz

bl
b2
b7E
b6
b7cC
b4
b7D
b7n

osed mh"thwﬂ R TE AR SR TN TR e znz LMoL dated UL/ 057 200

fqrmthemﬁamey'éﬁaié leng
e ————— PCLDUH i o oF o £ b o] i #HWHHh.ne
hilal for
2 dpplOvrj Lv the Tegal JIlle o o7un/ 2005

SEcﬁ&E/NOFORN
4

oo oo

1R

Bl
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HE
18)

NSL VIO-36643

SEéé%T/NOFORN b2
b7E

Inspecticon From: I N |
(UYy 278-HQC-21229736-V1I0, D3/_3/2007

(.

x ]
m

S e e bbb T e zubscoriber
infoermaticoh £31¢ were okbtained prior
o the HN3L keing served, howevel LLle 1ntormation is being
provided as cannot ke certain that the information was
n-t ogtained priop_to the delivery of the WNSL., This HN3L and EC
were-delivered Lol through €l [iold Cffi~c a4

1o r=sults were Lecelved orl OR7/TI7o00

ne

Both numbkers are owned by' | S YRS MRS i S |
FLOA fded  fallow. iy :""'j'-‘n‘f""-“f{:l'}?l't“;‘fffl""t‘h':;l't“

Are _huncers |

SE}éT /NOFORN

5

bl
b4
bh7D
b2
h7E
b7A



NSL VIO-36644

SEcﬁ(T /NOFORN
b2
To: Inorestionm Frﬂm:l | BIE

Re: {J} Z2T7T&E-HQ-CLlI2G736-YTO, NO3/72/20070

LEAD (s) :

Set Lead 1: (Action)

THMSFSCTICN

AT WASHINGSTON, DIWE

Read and clear.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DO

Read and clear.

144

SEXET /NOFORN
6



ALL INFORMATION CONTAINED
HEREIN I
WHERE - SHOUN. OTHERHISE

ONCLASBIFIEDR EXCEPT

NSL VIO-36645

DATE: 12-17-2007
S E CLASSTFIED BY 6517% TIHES
LRIm V) 4 HEASONY 1.4 {m)

U.S. Department DECLAS

Federal Bureau of Investigation

I Reply. Please Refer to

Hul Fourth
Wast Dngtong,

Stre=

yot
3 -

March 2z, 2007

bé
b7C
b4
b7D

File No.
S25095
Lear

On CGotober 26, 2006,

vollr og-fice recoived g I

Do 20531

. Our Wazional

tgh Letter from my officel

y.Letter was dated Ocfoker 17,

TOC 6,

and rejquested toll killing

infeormation on Ferephonef

[for the cericdl

precent.  Your
recquested records.  Thank you.

However,

Therefore, we

neither used them

Toank

Tecaras

ithe originals you sent) S
investigative interest in the cont

nor mairtaired =

upon reviewing the records you produced,
are nct relevant tc
-re refurning the only copy of these
afeke=sping.
o

to you for
nt

orYy

7 with

office regsponded promptly and accurately

the
we
our

At this tiwme,

nf the enclozsed records
of then.

---------------- you, again, for your cooperaticn in this matzZer. Flesse
czntazt Sh o= E=eTephone | |if you have any

questions.

Enclozurez: original re-cords

o f

Sincerely yours,

bl
hé
hic

Sapervisory Speclal Agent

subsoriber and toll kil

c-vering the period

D£29ag0l.1ltr

ling information



ALL THFORMATION CONTAINED NSL VIO-36646

HEREIN I8 UNCLASSIFIED EXCERT DATE: 12-17 ‘ 1o? (
WHERE ZHOWH CTHERWISE CLASSIFIED B 65179 DIH/KSR/ch
(Rev. 01-31-2003) PEASON: 1.4 {0}

DECLASSIFY uuav 12-17-203:
SMT

FEDERAL BUREAU OF INVESTIGATION

k&
- k7C o
Precedence: ROUTINE ho Date: 2/23/2007
To: Inspecticn b7E Attn: 178
Ceperal Conncol] Attn: MeLE
| | Attn: ~DC| |

From:

Contact: SA

Approved By:

ol

b7cC
Drafted By: I ljaj
Case ID #: (1J) Z78-HQ-Cl225736-VIO (Pending)
Title: (U) REPCRT OF & POTENTIAL IOB MATTER

Syncpsis: (U) EC provides details recarding a potential IOE

matter,
>< . bé
DacieosTEy Of 0372572017 b7C
b4
Reference: (U) EC dazed 11/16/2006, Zile Z75-HQ-Cl229735, D7D
_Enclosure(sy . (111 FRT Tet-er Jdated March 232, 2007, addressed to
Details: - N Orn_March 22, 2007, SAI |informed hiz :bl
supervizor] 331 lo— 5 o Tept 1T TOB patter be
isy ......... T N I | b7C
s a 11,3, b2
LI L oUTLTD . b7E
(3)
Trhe faoe was IhNi.Llored ULa=r Llie ALLorney senerar
Guidelines ZJection Part II.E.1.d: "Ar indiv_duzl, group, or
organization ig or way be engaying, oy has or way nave engaged,

noactivities conztituting a4 threat to the national security (or

52472 WED SE%T bl
b2
7R



""" '”““%“%m;E}<:En respense to the relerenced N5
E::::::::] ccurately and timely produced f ; ; Tl f=IN

NSL VIO-36647

SEQBEH\ ,
b2

Tor Imspection browe | b7E

Re: (U) DTO-HO-C1229T7 3610, D3/°23/2007

re_ated preparatory or support activitie=s) for or on beshalf of a

.. forelgn power."

bl
2
b7E

The fac<s giving rise to a potential TOER matter
occurred on or abcut November 14, 20005, when the

Office received a regponse to a2 Mationa_ Security Letter (FHEL)

fromf | The MSL
Jiving 2 WAl , fp 2006, and

requestéd
the pericd

“he r=cords showed that for the period of

Jthe cellular telephone at issle was ULlillzed by a

person cfher than the named subject oI the Znvestigation.
Joroduced the totality of rsco {i.2., tcr zhe

i)
)

m -

1)

CEuliect

fLime frams requested) in —wo formats.

1] Iprovided hard copy records of
the subscrfiker information and toll billing information for —he
month of] l As mentiorez abcove, thougn these records
wers responsive to_the N3T they were not re’evant to the

investigaticon.  SA] reccognizec this and sequestered those
records on Jgaad TI-9.  Those records were nct utilized in any
_nV'Jtqutl"D activity nor were they referred to after their

L Doyvenber of 2006, None of the records germane Lo
vas included in these harc copy docunents.

iU)mwmwmwmwmwmmm( i 2)' IPEQV ded a compact disc (0D
containind sukscriber informztion anzs teoll billing 11mem1f1ﬁn
for the remainder of <he <ime frame rezuested. These electronic

Leoords pertaiped to —he named subject of the investigation,

8

Tha- CD was placed ir. the aprropriate

(-

“hivectlgdative Lil=2 and has been utilized for

‘ntel ligence/investigative pirprses.  None of the resords
contained on thizc CD pertained to the previous subscriber of the
te_ephone namkber at issue.

--m2§<:Cm Mareh 23, ~007, SDI ILr ~ught this matter To

the att=prdorNof ADCl_ |and crocl|

I SA lvvas advised to draft a _etter from|
signed ¢y S3E Jtof |explaining
the agove information and returnin the Zriginal and sole copy of

1h~| teoords whioh were ot germEans Lo the

nvertIoaton moer which they were collcocted. Sﬂ[:::::]drafted

S%T

2

b4
b7D

b1
b4
b7D
b6
b7cC

bl
b6
k7cC

k7D

b4
b7D
bé
b7cC
b2
b7E



Re: (U

)

Tr: Insp=coticon
DTO-HG-012297 36-VI0, D3/_3/2007

o

NSL VIO-36648

SE()(ET .

From: | | b7E

o3, 007, and 1t was sent via

- on March

Ion or o akoct March 27, TToaT.

review,

tter 1s enclosed herewith for W3LE's



SEdk?T

NSL VIO-36649

Ty Inzpection

b2
b7E

(U)

LEAD (s) :
Set Lead 1: (Info)
INSPZCTICN

s}
Ly

(11 For informaztion.

Set Lead 2: (Action)

ZENEXAL COUNSEL

Al MNELE

(U) General Counsel,

HSLE,

iz

requested to review This

matter znd provide guldance as Lo the Sigposition of the mat-er.

+*

SEéﬁET



) NSL VIO-36650
ALL INFORMATION CONTAINED

HEREIN 15 UNCLASZIFIED EXCEFT DATE: 12-17-2007 o
(Rev. 01-31.2003) VHERE SHOUN OTHERUISE CLASSIFIED BY 635179 DIEL/KIRIch

PEASON: 1.4 () . .
SEYRET DECLASSTFY ON: 12-17-505%

FEDERAL BUREAU OF INVESTIGATION

b2 .
Precedence: ROUTINE b“ Date: 3/18/2007
b7E
To: INSD bo Attn: 115, Reoon 11361
QGC b7C Attn: DMNSLE, Room 7975
CTounterinlelligence Attn: TD-30

From:

Concace. SA

Approved By: A
hi
b2
h7E
h6
I Drafted By: : gts h7C

Caséwfbw#f“ > J(Pending)
(81 (u) =r=————r—=T0 (Pending] |
RN ; (Perding| jb]_
b2
Title: Q] INTELLIGENCE OVERSIGET BOARKD {IOE, MATTER b7F
o e
b7C

() - 0
Synqpéi§3’“£><: T> report a potential IOE viclation.

Details:

(mi

>“< . MNon-USBER
tUJNM”““~:jéi %, Fozsible IOB Error:

iUh' ______ I . Over collecx-ion. Recelved 2021 cradit report seven though i

smkarr

.




NSL VIO-36651

SEdng

{5) - A bl
To:  IMSD__Froag b2

Re3\\>R< D2/19/0007 TS
b7E

(I

b4 %:>£Q: 4. Descripticn of IOE errar:
b7D

A full credit report was returned on C6/13/200% from
| fredit reporting agency. The credit return information has
iU) not beer previouasly reporce

'wa:pﬁi FACTS/MNATURE OF REQUEST:

ES:' s e 0T Nd /232005, SAI Idraff od_and C‘“EI I
agprovej N NbLIﬁ -It.ol Joredit
bl reportirg agency reduesting that:

:b7 Under the authori<y of Executive Order 12333, dazed Decenber
k78 4, 1921, and cursuaant to Tizle 1lb, Uritea Code (U.3.C.
bé Section Z¢8lu(a) and (b) of the Fdlr Crecit Recorting Act (as -
b7C o Qotoker 26, Z2021), yvou are herekby directed Lo provide Lhe Fede
v BEurecon of Invc:rlqarlon (FBI) with: (1] the namnes and addres .
jb4 firarcial institaions (as defined in Tit_e 12, U.3.C., 3esction 3401
D7D ot which the below-named consumer mairtains or nas maintained an
nt, and (2) consumer identifyving nfcrmation limited t£o nzme,
~d ress, forner addresses, plzces of emplcyuent, or former places o2
enpl oyment at which the below-named consumer raintains or has
maintained an account:

1)

gy | >

b7C

>< FHYTS/NATURE OF VIOLATION INCLUDE WHIN AND HOW HOTIFIED:

|:5:| Qo se/13/2000, the Nl lead was covered by the
E1V1u10n~- in wnich attached was a Zull
credit retort TlohllgeallTne nanes ang addresses of all financial
S _drstitutions. at.which maintsits or bas waintained an account, and
i l" consnmer ident fying Threemation limited to name, address, former
acdrescos, and place of enplaymert.  Addificnal information retrieved
ircluded a partial social security number, date of bhirth, and partial
te_ephone numkber. In addition to the nawme of financial institutions,
trhe account namber was provided as well as the payment history. No
credit score was provided. Writer did ncot reguaest any further
financial records with RFFA N3Lsz, bas=d on any of the informstion
pr-vidsd byl I bl
b4
b7D
SﬁngT jbz
PTE
2 b6
b7C




NSL VIO-36652

SEC%I'{ _

bl

| b2
G2/1%9/2007 b7E

F e

recent FCRA NEL inscection on 03/15/2007,

Bas=sd upon =he
writer learned that receiving z full credit rerort is a potential IOR
violation. Writer further discoverez that a review of above-men-ioned
FCRA NSL showed that a full credit repzrft was not rejuested bu=
fthe documents in

Az a result,
file and is being provided

o

obtained, wiich must ke reported.
Jquestion nas been sequestered frzom the cas

dirsctly fto thoe Legal TUnit.

b2
b7E

SPERET



(3)

NSL VIO-36653

SE)@ET Bl

. IO . 1-80 T b2

Ref““}>k< O05/1G/77007 b7E

LEAD (s) :
Set Lead 1: (Action)
THSESCTICN

AT WASHINGSTON, DIWE

(U) Tor acticon deemed appri-priate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DO

(U) For action dcecmed approcpriate.
Set Lead 3: (Info)

COUNTERINTSTLLIGENCE

Al WASHINGTON, DC

(), For CD-2D, Kead and clear.

*



ALL INFORFATION CONTAINED
HEFEIN I3 UNCLASZIFIEL ENCEPT

(Rev. 01-31-2003)
VEEPE SHOWN OTHERWISE

SE),%ET

NSL VIO-36654

DATE: 12Z-17-Z007

CLASSIFIED -BY-65179 DMHAKSRCh
FE&30N: 1.4 {c!

DECLASSIFY 0N

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Insp=scticon
eneral Counsel
CTounterinlelligence

From:

Date: /2007

(U]

03/2

Attn: Internal Investigations S3Ssction
Attn: DMaticnal Security Law Branch
Attn: TD0-20, Roow 5437,

2en | ] b2
b7E

be

contacu. DA

b7C

Approved By:

Drafted By:

()

Case 'ID # 3 278-HO-C1229736
& 22 Cl3e377
iU? (3]

KREPCETS POTENTIAL

S 0BZ2ds2.wpd

- VIO [Pending,
(Penzirqg)

(Fenzing) bl
b2

OB MATTER

b7E

bl

iR
‘TOE]

rmatter.

h7E
bé
b7C

USPER

abe=g Lo the

gotivicieg

i S :| DTT_M’\DR{‘ The following joformation re
-

'““;)i(; Cn 03/20/7007, zn
The MNZEL ar1d Artachrmen<, identifying the types of information

considered toll billing records
dirscte

SCrVITo Adll

to provide —he FEI with the =
ocal and long dictance toll billing records aczsociazed

HSL was served onl

b4
b7D

zocording to Title 13 UL3.C.
address, l=

alne,

SE)QET



(o

NSL VIO-36655

SE%%ET

b2

b7E

‘mT@; Inﬁpect o Frooon:
Re: 2TQ-HE-0C1229736 - VIO (Perdingl, (3/23/2007 bl
b2
-1 bé
Wifhh‘ wireless b7C
_____ zphone numkber for the _ast thres killing cycles

utstlng

-

with

TF*/<OI”OB/31/ZOO/, brovided the results of the 3L hé
| <~ N Y2mailed an elestronic versicn of the results —o SA -
iS? ”““|~~mm _____ . |2 _cubscquert review <f the results jb7£
dﬂnfltlﬂj AR | wag Lhe wireless telephone'’s "User". 334
ES? R “neadditdeny emplover and e ————— 5 111012 b7D
R —— e AN Ko £=S sk ok I Rl Bt ] &
|:S:II A C:edit afidreES, g e s S R 2 R g 'dv'_;lt.e ‘f_ﬂv'f
PrIT oy soreraroormroaTToT " (i SEER e e Tl
|:S:| ceeermmnerwere provided fore |
Theze additional meaecords fof-
'J:J:Alld"fdb'_{ - I‘J\I"ithcﬂ T T T T ——

cri 03/23/2007, Cas g rnt sequestersd cone hard
1 slec-ronl G R Tk il Rt fal | Pt s ol

bl
n

oy

cOpPy

N3L results,

t‘

— |-.f~':-De~-L

Set Lead 1:

b7E

(Action)

iz reporting this

as a potential IOB

b2
b7E



18

T Inspection From:

NSL VIO-36656

o
<

SPREET b7E

Re: ™ N 27C-He-1229736 = VIO (Ferdingl, (3/2%/2007

INSTECTION

H“““wmzt§k::RepO:tS potential ZOB matter for IIS
review.

Set Lead 2: (Action)

GoMNARAL COLNSEL

iIIj"mmu AT WASHINGTON, DT

'mm:jgéizRepO:ts poctential 0B natter fo
review,

Set Lead 3: (Action)

COUNTERINTELLTGENCE

I:T.T:' AT WASHINGTON, DC

b ontaing recacted MSL data re

L A N L M | N e L i }_)udcul_.J_al IOB matter.

*

TOE gna~t o

joy!
 Dbé
" pIC

TAr Ty ho

Al



(0

Uy

i

b1
b4

7D

b6

ALL THNFORMATION CONTATNED NSL VIO-366%ZR: 12-17-2007
HEREIN I3 UNCLASSIFIED EXCERT CLASSTIFIED EY 65173 DMH/KER/ch
FD-962 (Rev. 03-21-2005) MRE S‘HUTMUTEERWIﬁn REAZQH: l.‘llC}
DECLAZSIFY OM: . 12-17-2032
SE

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/14/2007

To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: NELE, Roon 7975

Contace., SA | §b2
‘ b7E
Approved By: I hé

o ie
Drafted By: E 5 bic
3.um_ bl

Case D #: - 3K 078-HO-CLZ26736-VI0 o
L | b7E

From:

Title: (1) 32A o7
393 be
TNTETTT I 0P RS TANT ROARD (TOR) FRROR b7C

Synopsiér:)3<: To reporz possible IOE error.

Moo B pesivedprom s G5
ssify On:

Details:

=y . n U.S. Percor.. bl

b2

sy . Pogssible IOB Error: o
Yy b7E
N B e e s PR NG BRSBTS o b7A

~HM>R( 4. Descripticn of IORB Ercar {(inc_uding any reporting delays).

ettt :)X§; As a resulz of z MNational Security Letfter (NSL) sent fo
I ddtedr 10/26/2006, writer received what appsars to hbe
“nicrnation beyond the scope of Title 15, Unifted States Code {(U.3.C0)

e LT,
(tlhe Ladr Coedit Rt 910 1 4= ame1pded) Tlhe [LST,

7c 0732k01.07 SEQRET

b7A



NSL VIO-36658

SEQRET b2
&2 h7E

~ot o Froonme I
JTC-HC-C12297 2610, 03/14/2007

Il )

""" ”“”'”“““me;)S(; This mat=er is bﬂin” reported now as a result of —he EC
request fronm deadjuarters dated 3/05/2007. AL the time the

nformation das roceived, SA was ur.aware that the information
received Ly [may have Leen over-broad in scope. ]

prov_daj Apmeaddi file in responze to the limated EFBL rejques—= for a
..... s b et financial institab ions inoaceosrdance with 15 1J5C
Ze8lufa). ™Moo rodit file hos beeor cotucstored in tae Chict Division
Cruns=l'as office in the |D1?A;:fn.

bl
b4
b7D
b6
hic
b2
b7E
bh7A

0733kC1.07 SEGRET



(-

NSL VIO-36659

SEGHET b2

, b7E
e Inspsotion Broame
Re?»:pg(: NT9-HO-C1I 9T S0 IO, D T 2007
LEAD(s) :

Set Lead 1: (Action)
INSP=CT TON

AT WASHINGTOM, DC

(n For aczion deemed appropriate.
Set Lead 2: (Action)

ZENERAT COLMSEL

AT WASHIMNGTOM, DC

(11) For action deened appropriate.

+*

2
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o
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=
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ALL INFORMATION CONTAINED NSL Vl%%gﬁm

HEREIN I3 UNCLASSIFIED ENCEPT P le-l7-an07
o SHLLASsLE - CLAZSTFIED BY 65175 DMH/VSR/ch
WHERE SHOWN OTHERWISE

FD-962 (Rev. 03-21-2005) RERSON: 1.4 f{o)
DECLAZSTFY ON: 12-17-32032
SEQRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/22/2007
To: Incspection Attn: IZ7, Room 113961
Cone Counsel Attn: NELB, Roon 7975
Attn: ©TD7/Legal Unit
From: )
bl
Contact: =SA b2
b7E
Approved By: o -

PP Y b6
b7C
b7A

Drafted By: E ans
() N - . ,
Case ID #: 7 (& 22 HO_ ) 22072V TO
=)
anm Title: ity INTELLICENCE OVERSIGHT BOARD {IOE, ERROR
Syﬂéﬁéigr:bii> Report of a potential IOB matter.
(1) >< i : _FBI SCG-
i n: 03/22/2032
Details:
= 1.
(-
":DX(: Z.  Case Agent: 3A l ‘
Sapervisor: SSE bl
b6

! N a L.S. Perszon. b7C

Cm . . v g - R b2

=y 4. Mo Foreign Inzelligence SurveZl_ance Act (FIZA) regues— -

has been sukbmit-ed fto OZfice of Intelligence Polizy and ;b7E
- Review, Deparzment of Justice (OIPR!. b7Aa
\””}§<i E. Fossible IOE Errcos:

Z“‘E§<:: Degoripticn of IOB Ercoar (including any reporting

delavs): b1

b2

b7A



NSL VIO-36661

b2
SEERET .
& b7E

=T Inapection Frome: [:::::::]
Re&"m})ﬂi 2Te-HG-C1229736-VI0, 03/.2/2007

E

= _I_u.u_'-.lf1510n and
e Thi o LIS oo

bl
b2
b7FE
hé6
h7c
b
bh7D
h7A

for 1] recordg related o

for —he pe-ind .

RS R t=To B OIG VAN Y e U o and HN3L reszsu_ts from

] I ircepticn I Jesent date. oOn
iS},“ Vo7 VU7, oA Jreceived from the Division an EC

lmmediate review oo oD Lesults, SA dizcivered tha

to the sub . o

Trinkber wast

Inntil presenc.

() om 2377272007, az] l-ortacteq ssal

| and AGC ~f thel

|Division's Legal

-t and advised oI wha- had Lbeen rerurned to her froml |

at the resgoluticon of the poterntial IOE izz

SEd?hT

1ne over collected informaticn has been sejusstered in the
Division's CDC's cffice perdinz additicnal guaidance from

[=%

bé
b7C
b2
b7E
b4
b7D
b7A



NSL VIO-36662

SEQRET

b2
iUlwao: Inspection  EFrome: b7E
Rer . T 278-HQ-C1020736-YIO0, C3/22/2007

LEAD (s) :
Set Lead 1: (Action)
THSPECTICN

AT WASHINGTON, I

(U) T'or action deemed appropriate.
Set Lead 2: (Action)

GENERADL CCUNSEL

AT WASHTNGTON, DC

{J) FEor action deemed approoriate.

*

SEC%ET



ALY INFARMATION CONTAINED NSL VIO_369;§T35 :

Z-17-a007
HERETIN I3 WNCLASSIFIED EXCEFT .
T ¢ BV ES RSP A oF
WHERE ZHOUN OTHERUTSE CLAZSIFIEL BY 55172 DMH/KSR ch

(Rev. 01-31-2003) PEAZON: 1.4 ic.d}

DELLASSIFY 0N 12-17-203%
SEXRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/28/2007
To: Inspescticon Attn: I°%
Zeneral Counsel Attn: NSL
Counterintelligence Attn: S32 |
“D-Z4
From:

ontact: SA

Approved By: bl
b2
b7E
bé
b7cC

Drafted By: CAWC

Case ID #: _ 12267 3G-VTO (Pending)

iSJ (Closed)
Title: iy REPCRT OF & POTENTIAL IOE VATTER

Synopsis: (U)  Reporz pozcnticl Intelligence Oversight Eoard Ky
(TOET nmatter. o)

5) ye

bTE
e be
versight Z2oard (IOE) b7¢C
the circumstances in
ial action taken bv sguad
;ftjuu Wwas A
A

Tlr case agent "o’ t"ﬂ L
and the supervisor of




Ty Inzpecticon Frooaw:
Re: (U)  278-HQ-C1209736-VI0, D3/.8/2007

NSL VIO-36664

SESRET b2
b7E

N

) I

-
8]

rs

i

l_h i1'

””““““%“';35(;%3uring an BI audit of Naticnal Security Lette
condutted An March, 2007, it wzs noted by FBL inspection sta
that this case may contain two potential Z0B violations. The
firet potential viclazion cited was that the investigation was
recuened wilhoul a 10 day nolification —elblerhesad wemorawﬁﬂni
FE‘HQ reporting this fact. The secord pctential viclation 01t:d
was the fact that there was no annual suammary letternead
memc randur. of the inves<igation sernt to FBIHQ during to course of
the investigaticn.
‘“”)>4i Concerning the first issu it was kelieved az <he

- dae™Mo the brief period o2 tims in which the ca

t e gufficient cause =o

M

_'_

) osed, fhio did nof coro+

|__f' v[v

Concerning the se-ocrd iSSLmqiﬁﬂ aiol Lot terhead

m;mfrandun Nqﬂudraftgdmgnlu
_ﬂ

Ofﬂgaflvn‘ There was no annnzl lefferhea e TINm bl
thereafter.

*

bl
b2
b7E
bé¢
b7C

bl

bl

b7D
b
b

~J O



ALL INFORMATION CONTAINED NSL VIO-36665
HEREIN 15 UMCLASZIFIEL: EXCERT I:AETE. 12-17 uU{!
WHERE SHOWUH OTHERWISE

SEXRET

(Rev. 01-31-2003) Wiiindy  rail W LD AL (2]
FEDERAL BUREAU OF INVESTIGATION

b2
Precedence: ROUTINE ;brfE Date: 3/29/2007
bo
To: izeneral Counsel BIcC Attn: N3LB, Rocr 7975
INSD Attn: 123, FRcomn 11851
Counterintelligence Attn: TD-3E, Roon 4095
From: |
cntact: SAl
Approved By:
bl
b2
. b7E
Drafted By: : CWE )
(T oo
Case ID #: - 272-HO-C1229736-VIO (Pending) -
= R (Perding]
(3) FPendinyg)
Title: (1) INTELLIGENCE OVERSIGET BOARD [IOE, MATTER

(e
SYﬁbpsis+m:>§<: Tro report a potential TOE viclation.

I ; 1 G-3 bl
) X e i s

b7E

i . R o
rne:a;ls ba
b7C
(3) z.l |Non—tSEER

sikble IOE Error: Over collecticon o»f Fair
CEFA, 15 D.3.C.88882c81lu(a) and (b))

l‘ljf\

Credit Reyorting Act (
reccrds.

1}

Description of IOE error {(including any

e
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NSL VIO-36666

S

Counsel  Fron: I bTE

~-.._><,3-8—H(L 0097 36-V10, 03/o0/ 2007

bl
be
b7C

ﬁ}}ﬁi On 2/208/02007, writer conzucted a review of case files
for FORANSLs and fmund two in which the original returns were
full credit reports. In 11/2004, then Casa Zusnt IA |
precared cover ECs enclosing FCRA NSLS ftrl an
that were approved kv A/33A | CDC
| b1 zand =zigned by then Sgecial AJent 1n
charge | The abcve —-ver ETs and MN3La

~uploaded ad-

do not request full

credift repol

; LDLUL Lls.exd Lejuest the Lol-ocwing limited

T
nfeormation as authorized under the Patriot Act:

1 Fersonal Identifying Informaetior. limited to the following

M T B S W 5 U 2 = APPSR ST e

=2 B

. Any

current or former alddresses

T, Any current or former places of emplovrient
{21 Idsntity of Financlal Instituticons-names and addresses of

al. finmancial
34011, =zt wailc
naintained an

instituZions (a5 deZined by Title 1Z, UJSC Zection
‘h the below named corsumer mantains or has
account:

bl
b6
bh7C

T

ey the cricgiosl retirns for the above FCRA NSLa

, cortain full credit reports that

-] responses

b7D

bl
b6
b

7C

bl
b4
b7D

A In 2/2004, b2
|enp"o:inq 3 rull credit re;urf issued by WIE
In OL/2005, received Serial enclosing a
lQPOlT is I I e s e i S L]
TRegquesteoin ~he



NSL VIO-36667

SEdﬁET

b2

Frorme

b7E

— 'z(:‘_\ J_L)

D2/29/72007

11/01/2004

17/08/2004

Dozument Type

FORA HsL to

B2 seebking HSL
approval

PORA ST o

EC seebing =L
approval

EC returnirg

results o2
Serial

full cvedit
roeport
N /1070005 RO rstimidryg
resultg of
Serial
full -reIxr
report
(S Writer o current Case Acert for Captione4
imier the supervision ©
SIS | I 1T original returns from the akove N3Ls that
show the full credit report have beer removed from the case files
and _ssguesterad. The szsequestered documents have been provided to

the

|

1'5 ing

3Uth0rl7ﬂd to

jarding 1o ident.ily and ad

Chief Division

Cour.se_ In the Legal Unit.

subsequently issued REPA NSLs to

information that the F2I is

recelve frnm the creZit reporting aqonvlﬂo

J1eanes O g ———————————————

indt‘tutlunu.AAPﬂqdrdlnq Eaptionced-easd no
investigative activity was conducted by Sremmrtig from
any inforrmation that —he BT wzs not avthor-—e. o raceive in zhe
full credit repcrts provided by and/cr | |

SEéQ?T

3

bl
b4
b7D

bl

Da

L7E

bh7¢C

bl
b2
b7E
b4
b7D
b6
b7C



-

T Geperal Counsel  From:
Re: S -HO=-C1 2297 3610, D/ 72/ 200D7

NSL VIO-36668

SEggET h2
AY bh7E

LEAD (s) :
Set Lead 1: (Action)

CENERAL COUNSEL

AT WASHINGTOM, DC

(U) For ac-icn deemed appropriate.
Set Lead 2: (Action)
INSP=SCTICH

AT WASHTNGTON, DC

(U) For aczZion deemed appropriate.

Set Lead 3: (Info)

COIHTERINTELLTGENCE

AT CD-4E
(U) Read and clear.

*»



ALL INFORMATION CONTAINED
HEREIN I35 UMCLASIIFIELDL EXCEFT
SHOWN OTHERUWIZE

WHERE
FD-962 (Rev. 03-21-2005)

NSL VIO-36669

LATE: 12-17-2007

CLASSIFIED EY 65178 DMH KSH/ch

FEASUN: 17370
SE T DECLASSIFY ON: 12-17-Z032
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTIMNE Date: 03/14/2007
To: Inspesction Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975
From:
Contact: SAl
Approved By: ;bZ
b7E
b6
(I b7C
-Drafted By: | |ic (073yjc01.07) biC
Case Ib"“#“i"---w>7< 278-HQ-C1229736-VIO .
bl
Title: (1) Report. of Poent izl TOB Matler b2
W bh7E
Synopsis.: N3 Possible IOB error. t
ymopsis: 56
| J— >< Perve Brgni—o-r b7C
eclassify On:
Details:
S 1.
=y = a 1J.S. Person.
iUJ\'"MgE“( 2 Pogzible IOER Error: Title 15, United sStatez Code (U.32.0
ﬁ . AN Section 1681lu{a)(the Fair Credit Reporting Act, as aménjej)bl
b2 be
1 - b4
R 4. Descripticon of IOEB Erzoar (inc_uding any reporting delays)..b7D
41 B  — gl Az z result of a Watdopal Secyprity Letter (N3L) sent to b2
ated 01/15/2007, 3ZA received a full credit bBL7E
repcrt, woalch appears to he Degonm e ooope of Title 15, United
Statez Tode (U.S.C.), SecTion lu luta) (the Fair Credit chorting Act,
3=

az amended), hiﬂh aus

{
hori ez the FRI to
at v ]11_11 e
TN R

sorsusr maintains or has

oktain the identity of all

part-at]

e
SE}§€T



(-

(3]

i

b6
b7C
b4
b7D

(-

T3

NSL VIO-36670

b2
SE%T b7E

= Ingpesction Erome |
e: A 0TE-HE-C1I0Y736-V10, Da/1372007 Bl

noauthogi —ed information.b4
was used in The b7D

(U B B 00 B N W = U O
investigation.

M“mmm;bgi The following acticns were taken by 2o frc rectify the
Urran

ot ced informat. ton received fro A copy of bhe original
credit report document from| Jwal modc and using that copy, all
unanthorized information was redactez neing a rlack ink; then a oopy
o>f the redacted docunent was made, which ccpy was then submi-—ted to
the casse file; lastly the originzl credit report document was  sealed
n_an envelope and submitzed with this electronic communication —o CDC
in Legal Unit to ke sejuestered.

17his matter is being reportec now as a resalt of the EC

ron. deadguarters Jated 03/05/2007, cnbitled: Guidance on Use
Credit Repcorting Act HNSLs in Counterintelligence

stivat ions; Review of Fais Cresdit, Repoort ireg Aot NSLes Tasued in OF

CCOC in Counterintelligence p- stigaticns. At the time the
nformation was received, SA wasg tnaware that the informa-ion
reczivad ky Imay have been beyond the scope. 6

bicC
bd
7D



SEE&EQ\

NSL VIO-36671

Inzpection From:

b7E

STE-HO-1 2297 30V L0,
LEAD (s) :
Set Lead 1: (Action)
INSPSCTICN

AT WASHINGTOM, DT

a7 147/

U

(U) For action deemed appzopriate.
Set Lead 2: (Action)
EENBEXAL COUNSEL

BT WASHINGTON, DO

(U)

*

0n
(.&'%

For action deemed zppzopriate.



ALL INFORMATION CONTAINED NSL VIO-36672 ba

HERETH I3 UNCLASSTFIED EXCEPT fﬂfq te-iy-apii I

(Rev. 01-31-2003)

S%T/ /ORCON , NOFORN/ /X1
FEDERAL BUREAU OF INVESTIGATION

b2

Precedence: ROUTIME }b7E} Date: 03/28/2007
b

To: Tounterintelligence bh7¢C Attn: TD-34, S2A

General Counsel Attn: DNELE

Inspection Attn: Internal Invesgbigabtive Seclion
From:

Con Eac E : SA |

Approved By:

bl
b2
Case fbm#f“EB( 2C e LA, 0020728 ITO (Pending) b7E

(3) b6

iU)“*wumm (3] (Fencinyg) b7C
Titié?“:EB<: REFCRT OF A FOTENTIAL IOBE MATTER

inMMWDrafted By: | fms

(1])MM%“SYﬁQpSiST““fE§><¢§) To report a potent:a. TOR matter invoalving a
fallure to zubmit the annual LHM within S0 davs of the date <hat
It owas due.

RS < : om : G-
¥y On:

taila Lo uring —“he NSL audit of the case file of
(pending), =z potertial [ObB violation wal
T N T Al Y e B S T B e T oV o B~ T =T B B B o =N i =B R =¥ 0T B il 2 W == = o W B= T M AR S 0 Y ',*:l‘ti'h'il- I bl
' b2
T b7E

bh7C

I | EEEEEEERE ;
Loso 1e_jrwy~~“” | an> Superviscry sSpecial Agent b6

Zuring the M3L inspection aadit of[::::}iles from
a review of capticned irvestigation revealed —hat

the Anmal LHM dye o 039/15/2006 was never submritted.  On
3/23/2007, 3qgaad waz notificz of the viclation by the Leogal

sm#{r/ /ORCON , NOFORN/ /X1 gé
b7C



NSL VIO-36673

SEBK%T//ORCON,NOFORN//Xl bl

- - e e e 4 e b2
Tor o Tounterjotellicgenoe  Fooongs "
Re: (8) 03728/ o007 bTE

teve that there was one (I repcrt-ong Jace 12

Io/C8/200m et -t 15 the onIyINLranction noted in .
iEJ e age-filel An anrmal LHM will ke drafted ;b7E

Znmnediately TI.7 concudrrelice with guidelines set by FBIHC. b6

b7C

*

SECRé;((ORCON,NOFORN//Xl

2



ALL INFORMATLIOH CONTAINED NSL VIO-36674

HEREIN I3 UNCLASSIFIED EXCEPT LATE: 12-17-2007
) F 0 WIS 33 " T FESRSeb
FD-962 (Rev. 03-21-2005) VHERE ZHOW OTHERUISE CL& IFIED BY §El 79 DHH/ESES b

SERQET :
FEDERAL BUREAU ON INVESTIGATION

Precedence: ROUTINE Date: 03/16/2007
To: Inspection Attn: IZ7, Room 113961
Cernieral Counsel Attn: NELE, Roon 7975 )
b2
From: b7E
. b6
—rreTaeeT— SA N
A /e
Approved By:
Drafted By: vijo (07byjonl . 07)
case’ ID#>< 278=HQY-C1229736-Y10
Title: i) Report of Zoctentizl IOE Matter ;bi
bo
"SYﬁopsis:zzﬁ{::Eossible IOB error. b7C
~~~~~~~~~ S i rom__ b2
. Do e e bTE
Details:
= 1.
I IS a J.S. Perscn. jbl

b2
ww:;&<: =, Possikble IOE Error: Title 15, United States Code (J.3.C.), b7E
Secti

I—'I—'

on 1o&lu(a) (the Fzir Credit Keporting Act, as amended)

Descripticn of IOE Errar (inc_uding any reporting delays).

e }Q Triz matter is keing reporte Q now as a result of the EC
reguest’ from D5/

Jeaduar-ers dated (03/1
of Fair Credit Reporting Act HN3Ls in u:unf rintelliqence

0C7, entitled: GSuidance on Use

nvestigaticons; KReview of Fai: Creiit keporting Act N3Ls Tssyed in OF

06 in Counterintelligence Investigations. At the tfime, 35 W3S
unawgle toat the credift report iféms ste reported, waich were ob-ained
fromx in an EC dazed 09/726/200¢ may have been beyvond the )
SO b6
hic
b4

SEQNET b7D



(T

1y -

NSL VIO-36675
b2
s ET b7E

ispection From:
2T9-HQ-0C12029736-V 10, 03/16/2007

bl
bé
b7C
b4
b2
b7E

|re:eived a credit report from However,
L

redast scae of the oredit rept T THLoTAL Ton oo e ey o be

unauthorized was done unsuccesstully bocauzse the redacted info
remained franaparent —o the rezder. TIrf-rtunately, 32 EY

that the transparent information may have kezn besvond e ocops,

atzenpt

rmaticon
nriaware

5/

| pecascastad bk Fellewins cradit report items fn oan EC dated 09/

which was approved v SSAI date
e arrunts of firarcial institations. As A result

'_'b":’ll':"_i Al d
of the 'eporting, the EC was keyoni the zcops of Title 13, Uni
Btates Code (U.3.C.), Sec=ion 1loglu{a){(the Fair Tredit Repor=i
2z aw=nded), whiclhh authorizes Lhe FBI Lo obibzin Lhe 1denbiby o
finanzial institutions at which the corsumer maintains or has

wainlbained an acconnt.. However, none of lhese reported oredit
information was ever used in the irvestigaticon.

The following acticns were taken by ZA to rectify
cred.t report received from which cocntalned redacted
nfocrmation that was Zransparent Lo the readesr: a copy 7f the
credift report document received from wags made, which <
Tonger having the ftransparent credit report information was —h

\
subnitted to the case file in =z 1A enve_cpe; the criginal credi]

repesrt o dooneent was sealed inoan envelops and sent oo ODC

—ed
ngy Act,
L all

et

By 1S 16
en bC
¢ b4

Unit to bt Zojuoctcered.

Tane following acticons were taken by ZA to rectify

A=)

repcrting of the unauthorized credit repcrt itens  Inl the al

TI‘;">_]-_1‘1 B,
b7D

EC

datsd 09/26/2706, which has been uploaced in the ACS: the original EC

wzas pulled from the case file znd sealed n the sarne _envelonpe
containing the original credit report received from -
ez tereds the uploaded EC wzg ther permanently charged o

Aos oo (R/0%/7007; and a Permanent Char "UHT'HWTP """" i |
7as then submit-ed to the case file replacim o orrglnar

L. Lliar was remncved for sequesterirg.

Please note thaz this EC dated 02/16/2007 nas since

-

rn permansently charged out Zrom the ACS on 05/03/2007.

heen re-

r clarifica<ion and to irdicate that the EC Jdated 00/26/2006
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b4
b7D
b2
b7E
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. 2o Inspecticon From: jbz
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T sppecticon From:
Re 2TC-HQ=-C12297 3610, 03/16/2007
LEAD (s) :

Set Lead 1: (Action)
INSP=CT TON

AT WASHINGTOM, DT

(U) For action deemed appzopriate.

Set Lead 2: (Action)

EENBEXAL COUNSEL

BT WASHINGTON, DO

(U) For action deemed appropriate.
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NSL VIO-36678
ALL INFORMATION CONTAINED

HERETN I3 MNCLASIIFIED EXCEPT DATE: 12-17-2007

WHERE. ZHOWN OTHERWIZE

HEASON: 1.4 (o)

SE
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (03/14/2007

To: Attn:

Attn:

11361
7975
b2
b7E
b6
b7cC

Koo
Koo

Inspection
Zeneral Counsel

I-3,
NSLEB,

From:

oncac SA

Approved By:

Drafted By: sk

b6
b7cC

Case ID #: | 27 8=HQ-C127297 36-Y 10

3A ]
387 |

INTELLIGENZE OVERSICHT EOARLD (IZIOB) ERXORX

Title:

(1

Synopéiéf"jﬁqz To repor= possikle IOE error.

CLASSIFIED EY 6517% DEH,

Details

1.

5}

H U.3. Person.

[#]
I~

bl
b2

Poszikle IOR Error:

iption of IOE Error

w/
(0
)]
)
=
'_l
T
it

(Inc_uding any reporting

T - As a resul- of z National Ly Letter (NS3L)
sent to Jated 10/26/2006, writer recsived what appears to
~be intormatlol Leyond the soope o Title &, United States Code
(U.S.C.YTMSQCtIOﬁMIBSluLQl_(the Fair Credift Revorting Act, as

R L R R Tl - 1]J7 T Tt S | |
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b7E
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b7C
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NSL VIO-36679

sézégT b2

To: JInspectiorn Frooe | |

TrRen 0SS0 CVE-EQ-CINTOTER-VIC, (371472007

(DZREkJ . Nore of the unauthorized informatior re-eived from b4
as utilized in tais investigation. ‘

e . IThis matter 1s kelng reported now as a resnlt of
~he EC reqlesd from Headjuarters o gd O5/0R/7007. Mt the time

b7D

S
a\

“he information was reocoived, S was ur.aware that the

informaticon rcoceived ky! may have beer. zver-broad in
Sonpe. crovided a oiedli £ile in responss to the limited

5L LorL.3.listing =14 [inar.cial instituations in

bl

» - - . . . —~ . . 17T
seglesterec in tThe Caief Division Counsel's office in the b7D

Wwith 15 U3C 1681 em—t o -rec:t file has beet::] b4

Divisi-n. b6

b7C
b2
b7E
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SEARET

|;|‘\ Inzmectior F 110 N b2
- on EEEeLaen o b - J  _ bIE
Re: >< 2T9-HE-C12297 36w 10, D2/ L3 2007

LEAD (s) :
Set Lead 1: (Action)
INSPSCT ION

AT WASHINGTOM, DC

(n For aczion deemed appropriate.
Set Lead 2: (Action)

ZENERAT COLMSEL

AT WASHIMNGTOM, DC

(11) For action deened appropriate.
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