
FD-962 (Rev. 03-21-2005) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
I.JHERE SHOOT OTHERWISE 

12-12-2007 
CLASSIFIED BY 65179 DMH/KSR/c 

V / m 
SBO^ET 

FEDERAL BUREAU OF INVESTIGATION 

M: 12-12.-2032 

#1082885-000 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/23/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
3 Sguad| [JTTF 

Contact: SA 

(U) 

(U) 

Approved By: 

Drafted By: [ 

Case ID #: 278-HQ-C1229736-VIO 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

Synopsis: ̂ ^ To report possible IOB error. 

X Dec3rSssifyOnT— 

Details : 

(S) 1. 

b2 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(U) 
:s) 2. a U.S. Person. 

3. Possible IOB Error: 
(Uk. 

(U)---^X^ Description of IOB Error (including any reporting delays). 
b2 

b7C [ 
b7E 

• I 

Possible IOB violation involving SA 
]is supervised by SSA | ** 

]Joint Terrorism Task Force (JTTF). 
of the 

(U) During an Inspection Division compliance check of 
National Security^Letters (NSLs) issued in this case, a potential IOB 
violation was noted by the inspector. 

( S i t 
1 (s: I reque 

pertaining-- - t-o 

of this investigation is a NSL addressed to 
sr.ina 11 a i i financial records from a I ree 

|f romj 

SE^!ET 

tothe present. 

NSL VIO-36254 



NSL VIO-36255 

<U) To: 
"Rer-

Inspection From: £ 
— $ S < 27 8-HQ-C122 97 36-VIO, 03/23/2 007 

bl 
b2 
b6 
b7C 
b7E 
b7A 

bl 
b2 
b6 
b7C 
b7E 
b7A 

bl 
b2 
b6 
b7C 
b7E 

bl 
h 2 
h6 
b7C 
b7E 
b7A 

(U) As part of the normal investigative process in 
terrorism financing cases, financial records for accounts related to 
the case subject are sought in order to determine if there are any 
transactions which may support the investigation. 

Jconsiders this 
addressed and conseguently covered. 

ential IOB violation proper] 



NSL VIO-36256 

SE^ET 

To: Inspection From: | I 
^ 27 8-HQ-C122 97 36-VIO, 03/23/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 



HEREIN IS UNCLASSIFIED EXCEPT 

FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36257 
DATE ; 12-12-2007 
CLASSIFIED BY 65179 DHH/XSR/cb 
REÄS.0W.; 1...4 (.c). 
ßEC.LÄSS.I.EY....0H: 12.-12-283.2 

( U ) 

(U) 

bl 

b7C 
b7E 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

From: 

Contact : 

Approved By: 

Date: 03/26/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

b2 
b6 
b7C 
b7E 

Praf ted By : [" |: mmh 

Case ID #: ^ 278-HQ-C1229736-VIO 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

Synopsis": jXj T o report possible IOB error. 
( U ) 

Details : 

(S) 1. 

X 

(S) 

X 
(U) 

2. 

3. 

(s: 

a U.S. Person. 

Possible IOB Error: 

) 4. Description of IOB Error (including any reporting delays). 
( U ) 

JTTF. 
^ ^ Possible IOB violation involving SA! 

Jis supervised by SSA | | of the 
SA 

(U) During an Inspection Division compliance check of National 
Security" Letters (NSLs) issued in the above listed case, a potential 
IOB violation was noted by the inspector. 

:s: "[pf this case is an NSL addressed to I I 
j The letter states: "...pursuant to Title 

.ET 



NSL VIO-36258 

(U) 

SE^ET b 2 

(U) •-•-...To: Inspection From: I I •t)7E 
27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

18, U.S.C., Section 2709 (as amended, October 26, 2001), vou_ are 
hereby directed to provide any and all records pertaining to 
| | | |to the present, initiated of 
by" the subject of the case. 

b7E 

l e e ± v 

^^^ In response to the NSL, f 
^lded, as requested, all record provided, as requested, all records pertaining to^ 

for'"the-ca.se subject within the specified date ranges. The records 
were perti nenf ""f'O'-'t-'h-e- i nvest i cat i on . The records were used to resolve 
the issue and eventually clos"e""t-he- - I 

The potential IOB matter is a result of citing the incorrect 
statute authority. As noted by the inspector, Section 2709 provides 
authority to request telephone and email communications records. The 
NSL should ^ y p r-̂ -F̂  r-^nr^H i?TT.qr .g^-M ̂ n ^ ¿ n The records 
obtained from I I could have been, 
and should have been, legally obtained via an NSL citing the correct 
statute. 

SE^ET 



NSL VIO-36259 

S^RE SECRET 

-.To : Inspection From: | I 
iv: 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE^ET 
3 



HEREIN IS UHCLÀSSIFIEB EXCEPT 
(Rev. 01-31-2003) 

S ^ Œ T 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36260 
DATE: 12-12-2007 
CLASSIFIED BY 65179 DMH/KS REâSOIi; l..,4--i-G-î-
DECLÄS-SIFT-OM; 12-12-2032 

( U ) 

bl 
h 2 
be 
hlC 
b7E 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 03/22/2007 

Attn: 
Attn: 

IIS 
NSLB 

From: [ 
Squad| | 
Contact : 

Approved By: 

b2 
b6 
b7C 
b7E 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT POTENTIAL IOB MATTER 

Synopsis: (U) To report potential IOB matter. 

(U) 

Details: ĵ f----(U)The following information is provided to OGC and 
the Inspetitioh Division in order to examine the following 
potential IOB matter: 

(S) A. [ 

(S) C. Identification of the Subject's status: 

SE^ET 



NSL VIO-36261 

;RET 

(U) '--.To : Inspection From: I 
: ^ ¿ C ^ 2 7 8 " HQ" C 1 2 2 97 36-VI0, 

(U) 

(U) 

(S) 

(U) 

(U) 

^ b2 
03/22/2007 b7E 

D. Explanation of the error believed to have been 
committed: x When error occurred: 06/27/2003 

When error was brought to attention 
of SSA I I 03/21/2007 

I 
u///HZ/uu3. 

Division! 
was instituted by SA^ r| was properly extended, and subseque: 

A National Security Letter (NSL) addr^ 
¡reguesting financial records. on....S-ub4-e-c-t-

was sianed bv SAC I ..------ - T0n""Q6/ 27/2003. 
b2 

'""transmittal EC was drafted with the NSL at the time of SAC 
signature. The NSL was locally delivered toi 
representatives in| | On 07/03/2003, SSA 

L b7E 
drafted and approved an EC sent to the attention of the Office c 
General Council (OGC) to ensure that OGC had the proper 
information to support Congressional Reporting requirements 
associated with the NSL. Mitigating factors: It was believed 
that the transmittal EC was not necessary because service would 
be handled within the| | Division, and NSLB reporting 
requirements were met with the subsequent EC. 

(2) Controlling law/regulation/NSIG Provision: 

NFIP Manual Section 2-17 

Status of the matter: x (3; 

(S) 

Case ID: 
Type : 
Opened : 
Closed : 

Status : Closed 

bl 
b2 
b7C 

SE^ET 

2 



NSL VIO-36262 

S^TE^ET 

Ta: Inspection From: I I ^2 
Re:\>^f 27 8-HQ-C122 97 36-VIO, 03/22/2007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

SE^ET 



FD-962 (Rev. 03-21-2005) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
I.JHERE SHOOT OTHERWISE 

NSL VIO-36263 
liiiiiiiiiiiiiii 
CLASSIFIED BY 65179 DMH/KSR/cb 
RESS'OIf: I:'4 (ci v DEetASSIFT-OBi! ±2-12-2032 SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

From: 
Squad t , 

Date: 03/27/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Contact: CDC 

Approved By: 

(U) Drafted By: | 

Case ID #: 2 7 8-HQ-C12 2 97 3 6-VIO 

Title: (U) SA P 
SSA^ 

1 ] INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: report possible IOB error. 

m X 

(U) 

<U) 

(Ü) 

Details : 

(S) 1. 

:s: 2. 

3. 

(s: 

a U.S. Person. 

Possible IOB Error: b2 
b6 
b7C 
b7E 

Description of IOB Error (including any reporting delays) 

- ^ S ^ A National Security Letter dated 05/01/2002 directed to 
J was signed by Acting Special Agent ir 

Charge| |. The ECPA NSL sought "the name, address, 
length ol service, and local and long distanan tol 1 hi 1 1 i nrr .records" 
for one tplpnhnnp mimH^r- fnr the period from I t h ronah 
the presentl I The NSL was transmitted to I I Division 
for service and therecords sou 
by EC dated 06/28/2002. 

were returned to by 

SEpdp'] 



NSL VIO-36264 

(U) 
^ET 

"-•--..To: Inspection From: I 
: 27 8-HQ-C122 97 36-VIO, 03/27/2 007 

Acting SAC| |signed the NSL after an opinion was obtained 
from the National Security Law Unit that an ASAC formally designated 
by the FBI Director as an Acting SAC could sign a NSL. At a 
subsequent time (after the NSL was served) guidance was received from 
FBIHQ that Acting SACs could not sign NSLs. Annual Report LHMs were 
timely provided to FBIHQ in 2003, 2004 and 2005. The LHM due on 
04/30/2006 was not provided due to the investigation being reassigned 
to a new case agent. The investigation was closed on 08/24/2006. 



NSL VIO-36265 

SËJRÇJÉT 

TÒ-; Inspection From: | ^ 
R 2 7 8-HQ-C122 97 36-VIO, 03/27/2007 . JD / E 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



ALL INFORMATION COHTAISEB 
HERE IH IS TJÏÏCLÂSSIFIE: 
lOHEPE SH01H OTHERWISE 

FD-962 (Rev. 03-21-2005) 

spesar 
FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36266 
DATE ; 12-12-200? 
CLASSIFIED BY 65179 DHH/KSR/cb 
m mm: r . " 4 (¿y 
DECLASSI Ff ""OF: I2-I2-20'3'2 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/27/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: | | 

P . 
Squad 
ContacF!—CDC | 

Approved By: 

Drafted By: 

Case ÎD #: (Vf 2 7 8-HQ-C12 2 97 3 6-VIO 

Title: (U) SaI~~ 
SSA [ : ] INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsi"S":'---Ĵ ><̂  To report possible IOB error. 

(XT) 

Details : 

:s) 2. a U.S. Person. 

3. Possible IOB Error: 

(S 

bl 
b2 
b6 
b7C 
b7E 

Ûj Description of IOB Error (including any reporting delays). 

SETZET 



NSL VIO-36267 

SE^ET 

'To : Inspection From: 
2 7 8 " H Q " C 1 2 2 9 7 3 6 _ V I 0 ' 03/27/2 007 

bl 
b2 
b7E 

was not provicled""to"""FBI"H-Q-.--
and notification of the closing was provided to EB1HQ. 

In this same investigation, a NSL was issued on 09/17/2( 
to| |for financial records of the subject of 
the investigation. The NSL was properly signed and was transmitted to 
the I field office for service on the financial institution. By 
EC,| returned two search slips provided by the financial 
institution. One search slip reflected a negative search by the 
subject's social security number. The second search slip reflected a 
search by the subject's last name. The second search slip reflected 
the name, address, telephone number and bank account number of a 
female with the same last name as the subject. There was (and is) no 
known nexus between the female and the subject other than the same 
last name. The information on the second search slip was personally 
identifiable and beyond the scope of the NSL. The search slips 
(attached to the EC) were included in the case file and the 
information from the second search slip was included in the narrative 
of an EC to the file dated 11/10/2C 

IJpon discovery of the above search slips, I I CDC 
removed the second search slip from the case file. He alsc 

permanently charged out the EC containing the information and had it 
removed from ACS. The case agent then edited the EC to remove the 
improper information and the edited EC was then uploaded into ACS and 
a paper file copy was returned to the case file in place of the 
original EC. 



NSL VIO-36268 

S£<£et 

'"•--.To : Inspection From: | I 02 
27 8-HQ-C122 97 36-VIO, 03/27/2 007 ;b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SÇD<ÊT 
3 



NSL VIO-36269 
ALL INFORMATION CONTAINED 
HEREIK IS UNCLASSIFIED 

(Rev. 01-31-2003) M1¥''T2-12-2ÖÖ7''BY'''65179''' 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/27/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: [ 

Contact: CDC 

Approved By: b7C 
b7D 
b7E 

Drafted By: £ 

Case ID #: 278-HQ-C1229736-VIO 
2 7 8 -j |-C5 8 7 3 0 SUB A 

(None ; 
(None) 

Title: INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report seven possible IOB violations. 

Enclosure(s): Enclosed for Inspection and General Counsel are 
seven separate FD-962 reports of possible IOB violations. 

An audit of fifty designated^ ] Division file s was Details: 
conducted as part of a NSL Review. The audit was conducted 
during the period 03/16/2007 through 03/22/2007 by a designated 
audit team. During the course of the audit, several potential 
IOB violations were noted by the auditors. It was agreed that 
the| | Chief Division Counsel would report the potential IOB 
violations to OGC and Inspection. 

[ The enclosed FD-962 Reports were prepared by CDC | 1 
1 for potential IOB violations noted in seven separate 

closed I I Division cases. 

h 2 
b7E 

h 2 
h6 
hlC 
b7E 



NSL VIO-36270 

h 2 To: Inspection From: I I 
Re: 27 8-HQ-C122 97 36-VIO, 03/27/2 007 b7E 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

Review and take appropriate action. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Review and take appropriate action. 

2 



ALL INFOPllATION COBJTÂI1IED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOOT OTHERWISE 

NSL VIO-36271 

(Rev. 01-31-2003) 

SE^à^ÇT//20320326 

FEDERAL BUREAU OF INVESTIGATION 

DATE; 12-12-200? 
C'LAS S'l'F'IE'D' " ' B Y" ' '6'S 1' 7'9' ' ' 'Biffi/KS'R/'Cfe ' ' ' 
REASON 
DEC L AS'S î FY • • • -0M: 12-12-2Ô32 

(S) 

Precedence: ROUTINE 

To: General Counsel 
Inspection 
I I 

b6 
b7C 

Date: 03/26/2007 

Attn: CDC 

From: 
"I |üquad 

uontact: 

Approved By: 

Drafted By: 

Case ID #: (U) ?78-HO-C1 ??9736-VTO 
""""""""""" """ -i-u-)-

I Pending) 
(Closed) 

Title: (u; 

(SÎ 
INTELLIGENCE OVERSIGHT BOARD MATTER 

Synopsis: (U) To provide information with regards to possible 
Intelligence Oversight Board (IOB) violation. 

(u: n ^ ir^m • f]-̂  
tieuiassify On: 

Details: (U) On 03/09/2007, DOJ's Office of the Inspector 
General released a report on the FBI's use of National Security 
Letters (NSL). Although the OIG found no deliberate or 
intentional misuse of authorities, the OIG review identified 
several areas of inadequate auditing and oversight of these vital 
investigative tools, as well as inappropriate processes. 

(U) On 03/16/2007, FBIHQ, Inspection Division 
initiated an audit of all 56 field offices. The purpose of the 
audit was to make sure that there were no violations with regard 
to NSL's. The audit began on 03/16/2007 and ended on 03/23/2007. 

audit was conducted by SSA from the 

b2 
b6 
b7C 
b7E 

SECRET//20320326 



NSL VIO-36272 

SHÇRET//20320326 

To: 
Re: 

General Counsel From: [ 
(U) 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

Jfield office. The audit conducted reveal ed a possible 
I"ÒB"""vTola"tio"n"""'for----cl-o-s-ed----c-a-se----nuinbe.rJ 

( .q ì r 

No active i n v e ^ ^ f l ^ n was conducted on the case 
until it WasSreassigned to who advised FBIHQ of the 

]C with ar^nc^sed LHM. FBIHQ notification 
wa nn 1 and the case was place in closed status on 

[ 
conducted by FBIHQ. 

(U) The closed case file has been placed in the CDC's 
safe pending further instructions from Inspection Division and 
NSLB. 

b7E 

b7C 
h 2 
hlE 

This incident was neither discovered previous to 
the audifconducted by FBIHQ nor by the case agent. As a result 
of the discovery in other cases, a new standard operating 
procedure (SOP) was put in place within the squad, where, every 
time a case is opened and assigned (O&A), an e-mail is sent to 
the case agent notifying of the assignment. This new step has 
rectified the problem that arose, and the 10-day notification to 
FBIHQ are being submitted on time. 

(U) Th-i.q Hpfiripnrv anH the possible TOB violation was 
reported to ASAC| | CDC| | and SSA 

TcTurTnq the course of the internal audit 

S^)^ET//20320326 



NSL VIO-36273 

SEÇï\p//20320326 

To: General Counsel From: I "1 ^ 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/26/2007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Whatever action deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Whatever action deemed appropriate. 

SEY^ET//20320326 

3 



NSL VIO-36274 

HEREIN IS UNCLASSIFIED EXCEPT 
(Rev. 01-31-2003) 

S^RET 

FEDERAL BUREAU OF INVESTIGATION 

: 12-12-2007 
CLASSIFIED BY 65179 DMH/KSR/cb 
3REÄSOM: 1.4 {c) 

;jy""OH: 12-12-2032 

(U) 

Precedence: ROUTINE Date: 03/27/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

Case ID #: (U) 278-HQ-C1229736-VIO ; Pending) 

Title: REPORT OF POTENTIAL 
IOB MATTER 

Synopsis: "i^K. T° report a possible IOB violation(s) for review 
by INSD ana OGC\ 

<U) 
(U) 

X -

Details: During an Inspection Pi vi si on/TTS National 
Security Letter (NSL) Audit of selected | |Division 
investigations during the week of March 16, 2007 through March 
22, 2007, a possible IOB violation(s) was detected. 

:s: 

(S) """"" p a s s I've""" r e~co rd: • : •" a-r- e h-
| | No other inv£5 
period. 

a Li Ve a' 
was submitted to SITC 
ctivity occurred during thai 

.ET 



NSL VIO-36275 

SECRET 
To: Inspection From: ( _ 
Re: (U) 27 8-HQ-C122 97 36, 03/27/2007 

b 1 
•b2 
b6 
•b7C 
•b7E 

The s u p L ^ r ^ j ^ t h i" i investigation was S A | 

for review 'by ^ ^ ™ « e d 
appropriate. L n e r action they deem as 

SE' 



NSL VIO-36276 

se^ET b 2 

To : Inspection From: I I b7E 
Re: (U) 27 8-HQ-C122 97 36, 03/27/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEJS^ET 

3 



ALL i: 
HEFEIK IS UNCLASSIFIED EXCEPT 

NSL VIO-36277 

(Rev. 01-31-2003) 

SEpS^ET 

FEDERAL BUREAU OF INVESTIGATION 

12-12-200? 
CLASSIFIED BY 65179 DHH/KSR/cb 

IN: 12—12-2-0-3 2' 

Precedence : ROUTINE 

(U)-

<U)~ 

(U) 

(Sì 

Date: 03/27/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: [ 
Squad 
Contact : a S SA 

Approved By: 

Drafted By: dh b7C 
b7E 

Case ID #: (U) 278-HQ-C1229736-VIO iPending) 

Title: 

Synopsis : 
INSD and OGC. 

REPORT OF POTENTIAL 
IOB MATTER 

Details: 
Security 

To report a possible IOB violation for review 

During an Inspection Division/IIS National 
iet̂ ber (NSL) Audit of selectedl ¡Division 

h 2 
b7E 

investigations during the week of March 16, 2007 through March 
22, 2007, a possible IOB violation(s) was detected. 

was (S) During a review of file 
discovered that a telecommunications company had provided toll 
billing records outside of the requested time period | | 
to | r"crt"ë"d""în""th-e-N-SLy-|- | The toll billing 
records provided exceeded the period by one month. However, the 
records provided outside the scope of the NSL did not provide any 
call detail records. They provided only monthly billing 
information such as the detailed costs of various taxes, monthly 
service charges, and connections fees. 

b'l 
b2 
b7E 

SECRET 



NSL VIO-36278 

To: 
Re: 

Inspection From: 
(U) 27 8-HQ-C122 97 36, 

(U) The case agent of this investigation was SA 
The supervisor w a s l I 

(U) This possible IOB violation(s) is being submitted 
for review by INSD and OGC for further action they deem as 
appropriate. 



NSL VIO-36279 

SE^^ET 

To: Inspection From: I i h 2 
Re: (U) 27 8-HQ-C122 97 36, 03/27/2 007 ;b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE(fi 

3 



ALL INFORMATION COHTÀI1ED 
HERE IH IS UNCLÀSSIFIE: 
lOHEPE SH01H OTHERWISE 

(Rev. 01-31-2003) 

SE^ET//20320326 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36280 
mil; 12-12-200? 
CLASSIFIED BY 65179 DKH/KSR/cb 

1.4 (ci 
IN: 12-12-2032 

Precedence: ROUTINE 

To: General Counsel 
Inspection 

b7C 
b7E 

Date: 03/26/2007 

From: [ 

Approved By: 

Drafted By: [ 

Case ID #: (U) 27 8-HO-C12 2 97 3 6-VTO (Pending) 
-: s :- (Closed) 

Title: (u; 

(SÎ 
INTELLIGENCE OVERSIGHT BOARD MATTER 

bl 
b2 
b6 
b7C 
b7E 

(U) 

Synopsis: (U) To provide information with regards to possible 
Intelligence Oversight Board (IOB) violation. 

(u: 
-Beci^SsïïyOn: 2U320S2£~ 

Reference : 

Enelosure(s): 

b2 
b7E 

One copy of opening communication. 

Details: (U) On 03/09/2007, DOJ's Office of the Inspector 
General released a report on the FBI's use of National Security 
Letters (NSL). Although the OIG found no deliberate or 
intentional misuse of authorities, the OIG review identified 
several areas of inadeguate auditing and oversight of these vita" 
investigative tools, as well as inappropriate processes. 

SECRET//20320326 



NSL VIO-36281 

3 I J ^ET/ /20320326 

To: 
Re: 

General Counsel From: | I b2 
(U) 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 b7E 

(U) On 03/16/2 007 , FBIHQ, Inspection Division 
initiated an audit of all 56 field offices. The purpose of the 
audit was to make sure that there were no violations with regard 
to NSL's. The audit began on 03/16/2007 and ended on 03/23/2007. 

Jaudit was conducted by SSA | from the 
Jfield office. The audit conducted revealed a possible 

- i OB- - vi o-1 at- i on- - -f o r - -e-1- o-s- e d- - e a-s- e - n-u mb e- r-1 

{.g ì 

J "Tlref- |was assigned to SA 
was opened and assigned in Automated Case 
was not advised of the new assignment. Due to wa a nnt- mg1~ 

Although case 
(ACS), SA| 1 

this, the 10-day 
10-day notification to 

six (76) days after the 
notification to FBIHQ 
FBIHQ was recorded or 
case was opened. No rnvesrigar 
the case was assigned and the date in which FBIHQ was advised 
through the 10-day notification EC. 

The 
sever 

on was conducted between the date 

bl 
i'b 2 
b6 
b7C 
b7E 

Although this incident was discovered previous to 
the audit >6oriHucted by FBIHQ by the case agent, it was not 
treated as an IOB violation. As a result of the discovery, a new 
standard operating procedure (SOP) was put in place within the 
squad, where, every time a case is opened and assigned (O&A), an 
e-mail is sent to the case agent notifying of the assignment. 
This new step has rectified the problem that arose, and the 10-
day notification to FBIHQ are being submitted on time. 

(U) This deficiency and the possible IOB violation was 
reported to ASACI | CDC | | and SSA 
I I during the course of the internal audit 
conducted by FBIHQ. 

(U) The closed case file has been placed in the CDC's 
safe pending further instructions from Inspection Division and 
NSLB. 

b6 
b7C 

SE^ET//20320326 

2 



NSL VIO-36282 

SE£^ET//20320326 

To: General Counsel From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIOf 03/26/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Whatever action deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

Whatever action deemed appropriate. 

b2 
b7E 

SE££ET//20320326 

3 



NSL VIO-36283 

DATE: 12-12-200? 
llllllli |||Ì|ÌÌ|l|||Ì|iÈ|llll||; 
lllilliiiliiliilll 
DECLASSIFY OH: 12-12-2032 

FEDERAL BUREAU OF INVESTIGATION 

ALL X (Rev. 01-31-2003) HEREIN IS UNCLASSIFIED EXCEPT 
SE&ÌCET 

Precedence : ROUTINE Date: 03/27/2007 

( U ) 

(U) 

(S) 

S) 

To: Inspection 
General Counsel 

Attn : IIS 
Attn: NSLB 

From: 
Squad 
Contact: SSA 

Approved By: 

b2 
b6 
b7C 
b7E 

Drafted By: : dh 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (u; REPORT OF POTENTIAL 
IOB MATTER 

Synopsis: report a 
by INSD and OGC. 

ssible IOB violation(s) for review 

( U ) X Ey On: 

Details: During an Inspection Division/IIS National 
Security Letter (NSL) Audit of selectedl I Division 
investigations during the week of March 16, 2007 through March 
22, 2007, a possible IOB violation(s) was detected. 

hi 
h 2 
hi E 
he 
hlC 

was (S) During a review of file 
discovered that the following NSLs maintained rn the 

--Inv-es-t-i-Gfa-t-iv-&-file did not contain the signature of the sac. 
| "j The serials of the a""f"fe""c"t"e"d""NS"Ls'"we-r-e| 

l'T-T'1 FuiJJ^j^ 
- - - -co r r-e- s p-o nd-i- ng- - E C-s- -

rpAH ew nf thp ile indicated the 
of the cited NSLs were 

appropriately written ana autnorizea as indicated by the presenc 
of the signatures of the SSA, CDC, ASAC, and SAC. In addition, 
documentation of the service and return of the results for each 
NSL indicates the NSLs were properly authorized and signed, 
otherwise results would not have been forwarded to| *] 
Divisions which served the cited NSLs failed to return the 
original NSLs with their results. 

bl 
b2 
b7E 

SEP^ET 



NSL VIO-36284 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36, 03/27/2 007 

(U! 

b7E 

ivision that It is the opinion of the| 
this was nothing more than a clerical error which has ben 
rectified through appropriate training provided to the sguad SST, 

(S) 

( IJ ) The case agent of this investigation was SA 
(retired). The supervisor was 

(U) This possible IOB violation(s) is being submitted 
for review by INSD and OGC for further action they deem as 
appropriate. b6 

b7C 

2 



SE^ET 

To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97 36, 03/27/2 007 

NSL VIO-36285 

h 2 
hi E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEG*J2T 

3 



ALL II'JFOFJIÂTTÛI'J COSTÂÎ1ED 
HEREIN IS UNCLASSIFIED EXCEPT 

FD-962 (Rev. 03-21-2005) BHEEE.-SBOSH....OTHERWISE 

C^E SEORET 
FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36286 
DATE: 12-12-2007 
CLASSIFIED BY 65179 DHH/XSR/cb 
REJkSOTi Iv4 (€>• 
DEG-LÀSSI-FÏ--OH-Î I2-12-2032 

(U) 

(U) 

<U) 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 03/29/2007 

Attn: IIS, Room 3041 
Attn: NSLB, Room 7947 

From: 

Approved By: 

Drafted By: 

1 
Contact: CDC b2 

b7E 
b6 
b7C 

Ijb 

Case ID #:^rm-HQ-C1229736-VIO 
(U) z78T 150015 

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis To report potential IOB error. 

(U) 

Details: 

(S) 

DeelasSÎÏ^Bn?^!—— 

(S) 

1. 

2. 

3. 

aU.S. Person. 

Possible IOB Error: 

The Attorney General's Guidelines, Section V.12. 

(U) 4. Case Agent at time of incident: TFO 
Supervisor at time of incident: SSA|_ J 

b6 
b7C 

jy j Description of IOB Error (including any reporting delays). 

^S^During an audit conducted by the Inspection Division on or about 03/18/2007, six (6 
( U i instances of investigative activity were discovered that require reporting as potential IOB matters. These 

(S) 

h 2 
hl E 

matters are detailed below: b7D 

[ 
being sent 1(| |f( 
telephone numbers. inebc 

l-LL-u as determined that the "Enclosure" section of an EC (dated 04 21 2004J 
Drafted by TFOl ¡stated that the National Security Le 

or service on 
U1UI „ a ^ a , Letter (NSL) 

lsought subscriber information for twelve (12) 
) fJ i telephone numbers. I lie body of the EC listed all twelve numbers, but subsequently stated the request was 
'i il11 for subscriber infonnation and toll billing informatics for two numbers. The NSL (dated 04 21 20041 I 



NSL VIO-36287 

(U) S E ^ E T b 2 

b7E To: Inspection From: 
( g ) R e : ^ 278-HQ-C122i)736-VIO, 03/29/2007 b l qrequested telephone subscriber and billing information on the twelve telephone numbers listed in the EC. 

e Inspection Division also determined that the EC lacked sufficient predication to support the request. 

-ps determined that the "Enclosure" section of an EC (dated 04 21 2004| 
Jdrafted by TF(1 Ltnterl that the National Security Le 

(S) 
| [drafted by TF(1 ~ltnted that the National Security Letter (NSE) 

peing sent to| |for service onl Isought subscriber information for seventeen -
(17) telephone numbers. The body of the EC listed all seventeen numbers, but subsequently stated the 

I C \ . request was.fnr riihrrciber information and toll billing information for two numbers. The NSL (dated 
' 1 0 4 21/2004 requested telephone subscriber and billing information on the seventeen telephone b 7 E 

numbers listed in the EC. The Inspection Division also determined that the EC lacked sufficient predicaticb 6 
j g J to support the request. b 7 C 

b l 
t>6 'péiftg Kéfll UC 

(S) 

—(Vi It was determined that the "Enclosure" section of an EC (dated 04 28 2004] | 
[drafted bv TFOI I stated that the National Security Letter (NSL) 

I B75r service oij bought subscriber information for seven (7) telephone numbers. 
b7C The body of the EC listed all seven numbers, but subsequently stated the request was for subscriber 

2 f information and toll billing information for two numbers. The NSL (dated 04 29 2004f Requested 
telephone subscriber and billing information on the seven telephone numbers listed in the EC. The 
Inspection Division also determined that the EC lacked sufficient predication to support the request. 

l iULff ias determined that the "Enclosure" section of an EC Ydated 04/28/2004 
Ol ^ s t a t ed that the National Security Le Limited by TFOl \stated that the National Security Letter (NSL) 

being sent tol Ifor service on| koughtsubscriber information for seven (7) telephone 
b 1 \ numbers. The body of the EC listed all seven numbers, but subsequently stated the request was for [Ders. i he body oi the bL listed all seven numbers, out subsequently stated the request was ror 

eriber infomiaiion and toll billing information for two numbers. The NSL (dated 04 29 2004-£ b2 f 
b7 E | Requested subscriber information on the seven telephone numbers listed in the EC, but also asked tor 

(S) 
bl 

;criber and billing information on an additional telephone number used by the subject that was not listed 
in the EC. Additionally, the certification paragraph in the NSL mentioned subscriber and billing 
information. 

Q l i U i a s determined that the "Enclosure" section of an EC (dated 04 28 2 0 0 j I 
| drafted bv T F d faa ' ' " " 

being sent toT 
jtated that the National Security Letter (NSL) 

for service oij fought subscriber information for two (2) telephone numbers, 
numbers, but subsequently stated the request was for subscriber j ,-j ck 7 E The body of the EC listed the two iiumuds, uui suuocijuciiu^ siaicu mc was iui suusuiuci 

( t J "information- and toll billing information. TheNSLfdated 04/-2-9/-2Q04| Requested telephone 
subscriber information on the two telephone numbers listed in the EC, but the certification paragraph i 

(S) 

telephone numbers listed in the EC, but the certification paragraph in the 
NSL mentioned subscriber and billing information. 

-££llLU|is determined that the "Enclosure" section of an EC (dated 04 28 20041 
' Le [rafted by TFr>l "Istated that the National Security Letter (NSL) 

being sent to| ~fcor service on | Isought subscriber information for three (3) telephone 
J i. numbers. The body of the EC listed the three numbers, but subsequently stated the request was foi» • 
'i ^ ! subscriber infomiation and toll billing information for two numbers. The NSL (dated 04 29 2004| | 

I Requested telephone subscriber information on the three telephone numbers listed in the EC, but the 
certification paragraph in the NSL mentioned subscriber and billing information. 

SEC^EL 

bl 
h 2 
b7E 



NSL VIO-36288 

( U ) 

S E ^ & T 

To: Inspection From: 
ReH^T 278-HQ-C12297J6- V10, )3/29/2007 

b2 
b 7 E 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



NSL VIO-36289 
ALL INFORHATION COMTAIMED DATE: 12-12-2007 
HEREIN IS TJMCLASSIFIED EXCEPT CLASSIFIED BY 65179 DKH/KSR/cb 

(Rev. 01-31-2003) imEW''mmM''QmzmiTM RES«: V;A (ct 
V / DEetASSIFT-OBi! ±2-12-2032 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

( U ) 

Precedence: PRIORITY 

To: Inspection 

General Counsel 

From: 
Squad I 
Contacts SA 

Date: 03/27/2007 

Attn: Internal Investigations 
Section (IIS) 
Room 11861 

Attn: National Security Law Branch 
NSLB 
Room 7975 b6 

b7C 
b 2 
b7E 

Approved By: 

<U) : ehm Drafted By: 

(U) .... Case ID 27 8-HQ-C122 97 36-VIO (Pending) 
Title: : X REPORT OF A POTENTIAL IOB MATTER 

"Synopsis-: ---Q Ĵ To report a possible IOB violation involving the 
unintentional ̂ acquisition of information through a National 
Security Letter. 

Reference 

X : ¡¡< DeetaSsifyOnT ?7£—NO—C1 VTO S p r i pi ?R7 

( U ) 

b l 
b2 
b7E 

Details: """Jp̂ SL In accordance with the reporting requirements 
relating to known or suspected Intelligence Oversight Board (IOB) 
violations, per reference 1, notification is being made to the 
Office of General Counsel, National Security Law Branch (NSLB) 
regarding the unintentional acquisition of information through an 
Electronic Communications Privacy Act (ECPA) National Security 
Letter (NSL). 

SECRET 



NSL VIO-36290 

(U) SjdjiET 

: 
Re:''--

Inspection From: b7E 
27 8-HQ-C122 97 36-VIO, 03/27/2 007 

¡U) The following information is relevant regarding the 
substantivé investigation in which the unintentional acquisition 
of information occurred: 

(S) Gas.e Number : 

(S) 
ÍU) 

Case Agent(s): SA 

Supervisor : 

Subj ect: 

From 03/01/2006 
Previous Case Agent - S S a I 

^resent 

b l 
b2 
b7E 
b6 
b7C 

SSA 
A/S SA 

1 i Cu Tarent ) 
(Previous) 

(Non-U.S. Person) 

"""""•--̂ ĝ  As detailed in reference 2, the subi ect of the 
relevant invpgtinatinn aHvi qpH r̂ n 04/25/2005f I home 

bl 
b6 
b7C 

(S) 
telephone numhei---'Wa-s- Per reference37this 
information was indepehdehLiV doffoborated. 

(U) On 12/22/2005, FBI 
ECPA NSL (reference 4) addressed 5 

1nnmnngpH anH g^nf 

(S) 

J requesting subscriber name, address, length ot service, 
sociated with 

tële" ph" on"e-nu-mb-e J- - -

(U ) 

from 

. SA 1 was 

)resent. 

<U) On 24/2 FBI provided, via 0ce 5, the results of the 12/22/2005 ECPA NSL. According 
represent at i ves. service for the number was initiated on 

J"" and" "an"" "i"rid"i vl"d u a"T"" 'd eni-i •- •f-1 •- H - -- * I 
_nc (S) [ r 

subscribed to telephone...numbe-a 
( S ) --mon-th-'ot"""'tbTI"'biïïing records pertaining to the account. 

ÍU) 

ed one 

Squad 
subscr 

f̂ofl̂  nnrinn hi g initial review of various case files on 
Sa[ | recalls noting th^t Snbi did not 
e to 

(S) 

o the telephone number. 
1 y-̂ mn̂ Ĥ y- r--j- -, -j- -j r^ T?P T 

(S) 
review,SA a i a _jap,r...O-DS-e-rv^ 

S E ^ ^ T 

e the time of the initial 
:oll records. 

bl 
b6 
b7C 
b4 
b7D 
b7A 

I was given responsibility 
fnr H miq investigations to include the investigation targeting 

Ê
T .Si i hi ect 

I also annotated an 
should determine 

bl 
b2 
b7E 
b6 
b7C 
b7A 
b4 
b7D 



NSL VIO-36291 

ÍU) 

(S) 

:b2 
b7E 

'T-o; 
Re:" 

.Inspection From: I 
27 8-HQ-C122 97 36-VIO, 03/27/2007 

(U) 
Additionally, Investigative Analyst (IAÌ IyC X . . ; ; . Lionaiiy, rnvesL 

"qnh^PniiPntl \7 

(S) 

(S) 

occasions. jon conducting tur 
" de" t ermi n e d"," " " t "h" r ou'g h" " r e~f e rence - 5--t-h a t-£ 

3g a telephone numb ~ -1-1- - -1-
and, nons em i en 11 v. 

er researc TTTK 
on 57 

jwas most i ikely 
i i -h -i 1 "i -i r̂g- a telephone mimH^r- th a w a g " n rpAfi r~i i i c I w r-* r ~F t=> ̂  ed to be 

' I The exact dates of IA 
disclosurestöSÄ 

I 
are not known, although SA | 

maintained the textfrom an Email message regarding this topic 
within an informal case management sheet. The text of the Email 
message is as follows: 

ÍS) 
f.SJ 

"I (IA I I spoke with vou 
this womeñ""""añ"d""«"t"orir'"T'"'Hn-l--T-nTr-rTd-l-. 

_ 

( ¡S) s 

week about this womën""ahd' r 
c al-1 s • -1 o- -h e-r - pho rre • • • n-r-rmKe--r--l-
. X. e s .e. a x.ch. -a-n d- - f e-u-n d- -1 I 

] _asi 

( S ) 

S)[ 
home tel ephone_ jgumbe 
""Thë""fI"S"L"""came back-t-o Ë 

ï 

¡had made numerous 
t h^vp done some 

belf professed 

So it appears she f o.l 1 o w e d-
suDscriDer ana mo s t,....li-k-el-y---h"a"S"""" no""" r elationship 

(S) 

Wiia Idover to him. 

[ 
?

fS) On 03/27/2007 . during a review of 

SA| |observed the toll records which were provided by 
/ia reference 5. SA| |immediately notified SSA | 

r̂io thp rpnnrri.g were removed from the file and provided to FBI-
Tsen i or Management for seguestering with the Chief 

Division Counsel pending resolution of this matter. Until 
03/27/2 007, SA| j|\fas u n a w a r e these toll records and hac 
only viewed the___ subs cribe r...,inf.Qx.ma.tÍQn... ..ain-i-ng--to-

:s ) The investigation targeting^ 

b7C 

f this on 9/30/2005). 
r this same ni imbe r as of 

as the 

] 

' b l 
b 6 
b7C 
b7A 

b l 
h 2 
b 7 E 
"b6 
b7C 

.s pending and no 
Foreign Intelligence Surveillance Act reguest Fa's been submitted 
to the Department of Justice, Office of Intelligence Policy and 
Review. 



NSL VIO-36292 

SE^ZRET 
(U) I 1 b2 

'-•-To: Inspection From: | | b7E 
27 8-HQ-C122 97 36-VIO, 03/2 7/2007 

b 2 
b7E 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Information provided to IIS per FBI policy. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Inn At NSLB, will review the conduct described by FBI-
|and determine if the matter is reportable to the IOB. 

•• 



NSL VIO-3&2r93i?_i ?_2rif >12-12-200? 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DMH/KSF/ch 
TjTHEPE SHOW OTHERWISE PEAS ON" 1 4 (c) 

FD-962 (Rev. 03-21-2005) DECLMilW'''OM: 12-12-2032 
S ^ R E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/29/2007 

(U) 

(U) 

(U) 

(U) 

(S) 

(S) 

To: Inspection 
General Counsel 

Attn: IIS, Room 3041 
Attn: NSLB, Room 7947 

From 
rSntact: CDC 

(U) 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

Ijb 

Case lD#:S)^f278-HQii Î29736-VIO 
50015 x yU) 278] \5 

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis j^^To report possible IOB i 

(U) 

b l 
b6 
b7C 
b2 
b7E 
b7A 

• error. 

DecfaSsîïfÔnTxï 

Details: 

(S) 1. 

(S) 2. 

3. 

lU.S. Person. 

Possible IOB Error: 

The Attorney General's Guidelines Provision: Section V. 12. 

(U) 4. 

5. 

Case Agent at time of incident: SA 
Supervisor at time of incident: SSA 

Z ] 
J(retired) 

h 6 
hlC 

Description of IOB Error (including any reporting delays). 

that the EC (drfled 09 01 2004. 
^udit condji 

»scriber ana 
documenting approval for the issuance of a National Security 

Letter (NSL) for telephone subscriber and toll billing records incorrectly reflected that the request was for b 1 

During an audit conducted by the Inspection Division on 03/18/2007, it was determined 
ilf 
co: 

one telephone number. The NSL (dated 09/01/2004) [requested subscriber and toll billing 
information relating to three telephone numbers. It is noieci inai the three numbers for which information 
was sought had been identified through a previous NSL pertaining to the subject's residence telephone 
number, evidencing contact with the subject's telephone. No other errors regarding this request were 
detected by the Inspection Division. 

SECRET 



NSL VIO-36294 

SECRET 
To: Inspection From:| I 

( U ) Re:>^278-HQ-C1229736-VIO, 03/29/2007 e 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECMT 
2 N 



ALL IiJFORlIATlUiJ COHTAIBED ^SL VIO-36295 

HEREIN IS UNCLASSIFIED EXCEPT DATE ̂  12-12-200? 
TiTHEPE SH01N OTHERWISE CLASSIFIED BY 65179 

FD-962 (Rev. 03-21-2005) REASON : 1. 4 ( c Vf DEeMS'STFFOTr 
FEDERAL BUREAU OF INVESTIGATION 

•1-2-12-2032 

Precedence: ROUTINE Date: 03/29/2007 

(U) 

(U) 

(S) 

To: Inspection 
General Counsel 

Attn: IIS, Room 3041 
Attn: NSLB, Room 7947 

From: From: 
Contact: CDC 

Approved By: 

Drafted By: 

Case ID #: 
(U) '278 

Ijb 

-HQ-C1229736-VIO 
0015 

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis To report possible IOB error. 

mi 

Details: 

JD^efesstìy^nT^i—— 

(S) 1. 

(S) 2. 

(U) O m 3. 

b l 
b2 
b7E 
b6 
b7C 

iU.S. Person. 

Possible IOB Error: 

The Attorney General's Guidelines Provision: Section V. 12. 

(U) 4. Case Agent at time of incident: S A 
Supervisor at time of incident: SSÄ[ ] b7C 

m Description of IOB Error (including any reporting delays). 

i During an audit of the above-mentioned investigation conducted by the Inspection 0ision on 03719/^007. it was determined that a National Security Letter (NSL) (dated 06/10/20051 b 1 
ras issued t(| [requesting telephone subscriber and toll billing records b 4 

penaining to an account m tlie name ot the subject's father at the address where the subject resided with his 3^7 ¡3 
father. The records were requested for the period commencing |to the date the request was 
processed. Upon the Inspection Division's review of the records received pursuant to this NSL, it was 
determined that among those records was a copy of a billing statement for the pertinent account. That 
statement reflected the company's billing cycle, which began or| fcnd, consequently, included 
information for dates prior to the beginning date requested in the NSL (Ut/Ut/2005). These records were 

b2 
b7E 

SEC 



NSL VIO-36296 

SECftiT 
I 1 b 2 

To: Inspection From: I I b7E 
Re:^^78-HQ-C12iy;J6-V10, 03/29/2007 
entered into a database and the information retained in the investigative file (1 Al). It is noted that the NSL 
did not have an attachment describing the types of information the carrier might consider a toll billing 
record. 

LEAD(s): 

Set Lead 1: (Action) 

Sfi&ET 
2 



NSL VIO-36297 

SECRET 
(UJ . To: Inspection From:I I 

Île: ^278-HQ-C1229736-VIO, 03/29/2007 ^ ^ 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

S E ^ E T 
3 



ALL INFORMATION CONTAINED N S L V I - 1 2 - 2 0 0 7 
HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 BMH/KSR/ch 
WHERE SHOOT OTHERWISE PEAS ON: 1.4 (c) 

(Rev. 01-31-2003) DfcO^SlW'"OH: 12-12-2032 
SEiJ^ET/ / 20320308 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/08/2007 

(U) 

(U) 

To: Inspection 
General Counsel 

Attn : IIS 
Attn : National SecurJ 

(NSLB) 

From: 

uoncact: 

Approved By: 

Drafted By: [ 

ty Law Branch 

b7E 
b6 
b7C 

bl 

Case ID #: (S) (Pending) 
^ ¿ T Z rô-Wij-'Mzzb / J 6-VIO (Pending) 

Title: (S) 

u u : ' r 

b7C 

Synopsis : To provide information regarding a possible 
Intelligence oversight Board (IOB) violation involving captioned 
investigation. 

(U) Der 
issify On: 03 b'l 

b2 
b7E 

jjJ Details : p ^ The following nformatt on pertains to a possible IOB 

*1 - Case Age ni 

(S) 

SE(^ÊT//20320308 

I B É Ì I Ì Ì i i ì i 



NSL VIO-36299 

SEP&ËT//20320308 

To: Inspection^ 
Re: (S) 

From: f" ] 03/08/2007 
bl 

b7E 

bl 
b2 
b7E 
b4 

T T C P o r c n n 

51_L 

In accordance with the NFIP Manual, Section 2-04, 
SIM1M1''V bUid̂ hĉ 'e and Application for Prelimiy^^^^^^^g^iciations, a 
FCRA request was submitted on 11/08/2004 to I Ifor header 
information pursuant to Title 15, U.S.C. §§1681(u). 

/ n \ 1 

bl 
b2 
b7E 

b4 
b7D 

b2 
b7E 

ed 

On 11/08/2004, case agent submitted a §1681(u)FCRA NSL 
requesting "the names and addresses of all financial 

institutions (as defined in Title 12, U.S.C., Section 3401) at which 
the below-named consumer maintains or has maintained an account". 
| [responded to the request on or about 12/07/2004, and 
)rovided a document captioned "consumer report" for the subject. 

informât 
The case was subsequently closed| 
n contained in the I I"consumer report 

The 
was not us 

to fnrthpr thp investigation. The information received from 
I Iwas not disseminated to anyone. 

|was a credit report. The discovery was made 
during a subsequent review of the file. The| | "consumer 

was i mmerji atelv removed from the captioned file, and 
sequestered with| 
the IOB opinion by the National Security Law Branch (per NSB 
electronic communication dated 03/05/2007). 

Case aaent was not aware at the time that the report 

Chief Division Counsel until the issuance of 

SE^ET//20320308 

2 



NSL VIO-36300 

To: Tn.gpprt i nn 
Re: (S) 

Brnrn : 

SECRET//20320308 

1 
03/08/2007 

bl 
b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

'""""- Request IIS review the provided communication. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Request NSLB to take appropriate action as 
necessary, in response to this potential IOB matter reported by 
the| ^^^division. 

•• 

SECKET//20320308 



ALL INFORMATION CONTAINED NSL VIO-36301 
HEREIM IS UNCLASSIFIED EXCEPT DATE; 12-12-2007 
WHERE SHOOT OTHERWISE CLASSIFIED BY 65179 DHH/KSR/cb 

(Rev. 01-31-2003) . ^ ^ 
SENKET DECLASSIFY OM: 12-12-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/27/2007 

(U) 

(U) 

(U) 

(S) 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
Squad | | 
Contact : SSA 

Approved By: 

b2 
b7E 
b6 
b7C 

Drafted By: dh 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: (U) REPORT OF POTENTIAL 
IOB MATTER 

; Pending) 

Synopsis: T o report a possible IOB violation (s) for review 
by INSD and OG£. 

(U) -x 
Detail During an Inspection Pi vision /IIS National 
Security better (NSL) Audit of selectedl |Division 
investigations during the week of March 16, 2007 through March 
22, 2007, a possible IOB violation(s) was detected. 

b2 
b7E 

HotprminpH 
in na a revi ew o1 i t was 

ut the opening EC 
anon date. 

did not document the 

Further review of the file indicated 
investigative activity occurred until 09/27/02. No activity 

bl 
b2 
b7E 

bl 
b2 
b7E 

SECRET bl 
b2 
b7E 



NSL VIO-36302 

SEORET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 91*3 b, i)3/z'U^001 

h2 
•b7E 

b l 
b 2 
b7E 

(U) The case agent of this investigation was SA 
] The supervisor was | | (retired) . 

(U) This possible IOB violation(s) is being submitted 
for review by INSD and OGC for further action they deem as 
appropriate. 

b7C 

SE£<ET 

2 



NSL VIO-36303 

SECRET 
i 1 b 2 To: Inspection From: I I b7E 

Re: (U) 27 8-HQ-C122 97 36, 03/27/2 007 

LEAD (S) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEC^^ET 

3 



NSL VIO-36304 ALL IWFORBATIOU CONTAINED 12-12-2007 
¥HEPE smm OTHERWISE CLASSIFIED BY 65179 DHH/KSR/cb 

(Rev. 01-31-2003) REASOSl Iv4-f €••}• 
&EG-LÀS-SI-FY-QH-! 12-I-2-2-8-3-2 SECRET S^kl 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/27/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

From: 
a 

u s 
NSLB 

Squad 
Contact: SSA b7C 

Approved By: 

(U) 

(U) 

À i 
tu>---

Drafted By: £ dh 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: 

Synopsis : 
INSD and OGC. 

REPORT OF POTENTIAL 
IOB MATTER 

To report a possible IOB violation for review 

( U ) 

(U) 
X ïTfy On: 

Details: During an Inspection ni -Vi .GJ nn /TTS M^t i NN̂ L 
Security Letter (NSL) Audit of selectedl |Division 
investigations during the week of March 16, 2007 through March 
22, 2007, a possible IOB violation(s) was detected. 

b7E 
h 6 
hic 

was (S) During a review of file 
discovered the following NSLs maintained in the, i nvesti aat i v_f 
file did not contain the signature of the SAC. 
serlaTs""of'"~The~""at"fe"c*ted----NS-L-s---we-r-e- -

The 

X Further review of the file indicated the 
corresponding^ ECs of the cited NSLs were appropriately written 
and authorized as indicated by the presence of the signatures of 
the SSA, CDC, ASAC, and SAC. In addition, documentation of the 
service and return of the results for each NSL indicates the NSLs 
were properly authorized and signed, otherwise results would not 
have been forwarded to 

h 2 
b7E 

SEC^^T 



NSL VIO-36305 

SECRET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36, 

b7E 
03/27/2007 

b7C 

b7E 

(U) It is the opinion of the Division that 
this was nothing more than a clerical error which has been 
rectified through appropriate training provided to the squad SST. 

U) The case agent of this investigation was SA 
The supervisor was| | he 

(U) This possible IOB violation(s) is being submitted b7C 
for review by INSD and OGC for further action they deem as 
appropriate. 

SEG&ET 



SE' I^E1] 

NSL VIO-36306 

To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97 36, 03/27/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

SECÈÉT 

3 



ALL IÏÏFÛRIIÀTIÛÏ'1 CQHTAIÏÏED 
HERE III IS UNCLASSIFIED EXCEPT 

FD-962 (Rev. 03-21-2005) 

SEC^T//20320329 
FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36307 
DATE ; 12-12-200? 
CLASSIFIED BY 65179 DHH/KSR/cb 
PEAS'OI': Iv '4 
DECLASSifY-OH: 12-12-2032 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b7E 
Date: 03/29/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Attn: ASAC Counterintelligence 
CDC I "I 

From: 

UUIlLic t : SA 

ÍU) 

Approved By: 

Drafted By: [ 

Case ID #: 

M g c 

)/ 278-HQ-C1229736-VIO 
62F-T"TA8 9 4 55-IOB 

Title: (U) SA R 
S SA I 

I 

( U ) 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: (U) To report possible IOB error. 

X Derived—Exom : ~~ 

b l 
b2 
b7E 

Details : 

(S) 1. 

X 
(S) 

2. 

3. 
1 
Possible IOB E 

is considered a U.S. Person, 

rror: E-mail content provided. 

( U ) Description of IOB Error (including any reporting 
delays): 

(U) X 02/02/2007, a National Security Letter (NSL) 
reguesting the name, address, length of service, and electronic 
communication transactional records, to include existing 
transaction/activity logs and all email header information (not to 

SECHST//20320329 



NSL VIO-36308 

2Í&1] SECRET//20320329 

"To.: Inspection From: | I -b7E 
Re:\^>S^27 8-HQ-C122 97 36-VIOf 03/2 9/2 007 

•J L i n H hHp mp.q.ĝ rfp nnntpnt and/or subject fields), for the address holder 
' I J I i i i ~l I [was prepared and approved in accordance with the 

Attorney General Guidelines. The NSL was served by the| | 
Division and on 02/13/2007. On instant date, L . I received the 
results of the NSL on one compact disc l a b e l e d ! N S L 02/02/2007. 
(U) """LXj A reyi ew of the results of the NSL, on instant date, 
revealed that | | supplied what the Ho-Ho^mn r̂ oH -t-̂  
message content and/or subject fields. I 

b7D 
b2 
b7E 

followed by 
miormation maicative oi corresponaence suDject matter. This 
information was not utilized by the case agent in any analysis nor was 
it documented in the case file. 

( U ) . I Division Counsel was contacted on instant date 
and advised of the problem. Case agent informed | | Division 
Counsel that the material deemed to be email content information was 
deleted from the aforementioned materials and an electronic/soft copy 
was retained for use by the case agent. Consequently, a redacted 
version of the NSL results will be utilized for analysis and 
documentation purposes. | ""[ Division Counsel was provided the to2 
original compact disc and intended to sequester the item while b7E 
awaiting General Council's review of this matter. 

^ """"" Also. on instant date, case agent contacted the | 
| |Division and encouraged that a resolution be sought to avoid 
similar problems in the future. 

b2 
b7E 

SECRET//20320329 
2 



NSL VIO-36309 

SEC^ÈT//20320329 ^ 

To: Inspection From: | 
: 27 8-HO-C122 9736-VIO, O: 

b7E 
27 8-HQ-C122 97 3 6-VIO, 03/2 9/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECFÇT//2 
3 



ALL II'JFOFIÎÀTIOW COSTABIED 
HEPEIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOOT OTHERWISE 

NSL VIO-36310 

FD-962 (Rev. 03-21-2005) 

S E ^ E T 
FEDERAL BUREAU OF INVESTIGATION 

DATE ; 12-12-200? 
CLASSIFIED BY 6 517 
PEAS ON: 1. 4 (e| 
DECLASSIFY 01: 12-12-2032 

iiiil 

Precedence : ROUTINE 

(U) 

(U) 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/26/2007 

IIS, Room 11861 
NSLB, Room 7975 

b7C 

Drafted By: 

Case ID #: 278-HQ-C1229736-VIO 

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB)MATTER 

Synopsis: To report a PIOB matter. 

( U ) c ^ j f — i p ^ m • FBI SCG--?, m r w 

b l 
b2 
b7E 
b6 
b7C 

x 

(U) 

(U) 

<U) X 

Possible IOB Error: A carrier providing information be^ 
the scope of an NSL resulting in the unintentional 
acquisition of data. 

The Attorney General's Guidelines Provision: None. 

Description of IOB Error (including any reporting delays). 

b 6 

<U) 

IS) 

On 03/16/2007 it was discovered that on 09/20/2 
pursuant to an authorized PBT MST,, I Ipmvi HPH 

-f-q-f = ffl-a tiOR- : I i : I starting from 'b7E 
T wh1nh preceded the specified time period in the 

Ito the Present". 



NSL VIO-36311 

(U) To: 
"Re":-

Inspection From: 

(S) 

SEP^EI h 2 
b7E 

1 
27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

The additional records were not used 
l o r i i i i L i i y i . _ L i i v e s L_L(jative purposes and were sequestered 
and remain in the Chief Division Council's office pending 
resolution of this matter. 

b l 

SECRET 
2 



NSL VIO-36312 

SEC 

To: Inspection From: I I 
27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 13 / b 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE^ET 
3 



HEREIN IS UNCLASSIFIED EXCEPT 
(Rev. 01-31-2003) 

S E C ^ T 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36313 
DATE; 12-12-200? 
CLASSIFIED BY 65179 H 
REASOT: 1-.-4 {•€)• 
DECLASSIFY.«; 12-12-203. 

Precedence: ROUTINE Date: 03/29/2007 

To: Inspection 
General Counsel 

Attn 
Attn 
Attn 

IIS 
NSLB 
cdcQ 

From: 

contact : 

Approved By: 

Drafted By: | 

b7E 
b6 
b7C 

b7C 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: 
matter. 

(U) 

(U) EC provides details regarding a potential IOB 

npw^od From : G-3— 
DecJ^esii^önT^üi/is/sai^ 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

(U) 

Enclosure(s): (S) 1A envelope under investigation 
containing! ¡report dated November 14, 2 

b l 
b2 
b7E 
b6 
b7C 
b4 
b7D 

(S) 

Details: On March 28, 2007 , SAI | was informed 
by his supervisor, SSAl | of a potential IOB 
matter t I ^ p H I n X Irniinfprintpllirrpnrp i n v p g H n ^ H n n 
••ent-i-ti-ed-
U . S. Person. 

_s a 

The case was initiated under the Attorney General 
Guidelines Section Part II.B.l.d: "An individual, group, or 
organization is or may be engaging, or has or may have enga 
in activities constituting a threat to the national security (or 

bl 
b2 
b7E 
b7A 

SEC&^T 



NSL VIO-36314 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 

h 2 
b7E 

03/29/2007 

S) 

related preparatory or s 
foreign power." 

activities) for or on behalf of a 

The facts giving rise to a pntpnti^l TOR m^ttpr 
Field El TOR mat I1 occurred on or about November 16, 2006, when the 

Office received a response to a National Security Letter (NSL) 
fromj"" *"| I The NSL giving rise to this 
respoftSS W&s issueTTyl*" fend dated October 10, 
2006. The NSL requested the fu 
••ln'st"rtut"ion"S""a"t""whl"ch""S"ub"j"ectf 
1681u(a) report). 

and addresses of financial 
maintained an account (i.e. 

X ' The information 
includes account numbers, dates or 
account balances, etc. The names 

bearing the referenced redacti ons. was enclosed 
3--and--fi-le-d--in- -

_n a 1A 

X the advice of the | |CDC 'S office, the 
(JJJ referenced 1A envelope and | |report bearing the redactions 

is enclosed herein for purposes of sequestering the information. 

b7D 
•b7A 

In response to the referenced NSL, | | produced 
a three-pa'ge standard report dated November 14, 2UU6. Tnis 
record appears to be a standard-form| Icredit report. The 
individual processing!"" I response toP | 
NSL redacted all relevant portions of the report produced to the 
FBI. However, the redaction was accomplished by marking over 
certain information with a black marker, which allowed certain 
information under the markings to be readable. 

attempted to redact 
account opening and closing, 
)f the financial i n.gti h i t i nn.g 

and their addresses was not redacted. The standard-form| | 

b7E 

b l 
h 2 
b7E 
b 4 
b7D 
b7A 

b4 
b7C 
b2 
b7E 

SEqÎèÇT 



NSL VIO-36315 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 3 6-VIO, 

SE^ET 

03/ 2 9/2 00' 
h 2 
b7E 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel, NSLB, is requested to review this 
matter and provide guidance as to the disposition of the matter. 

SEQFTET 

3 



NSL VIO-36316 
HEREIN IS UNCLASSIFIED EXCEPT DATE: 12-12-200? 
HHEBE SHOOT OTHERWISE CLASSIFIED BY 65179 DHH/KSF/cb 

(Rev. 01-31-2003) r : 4 i;c;( 

SECRET//20320314 DE'CIAS' SI Ff"' 'OF:12-12-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

(U) 

(S) 

To: Inspection Division 
General Counsel 
Counterintel 1 i aence 

b2 
b7E 
b6 
b7C 

Attn 
Attn 
Attn 
Attn 

Date: 03/14/2007 

Internal Investigations Section 
NSLB 
CD-3^ 

I 
From: 

contact : 

Approved By: 

Drafted By: 

SA 

Case ID #: (U) 278-HO-C1229736-VTO 
(U) I I (Pending] 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(S] 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Synopsis: (U) To report a Potential Intelligence Oversi 
Board (PIOB) violation. 

(u: III I H i 'Il I li i ill! t | li H I 1 M 3 
n^nl afig-L£ytJii li A? I 

i Si 

Details : The substantive investigation ii 
"f3v"Kavp""n CCiTr '""•'I j \" " ±n V'e'S t ±g a 't± O TT 

I The current casi 

(NONUSPER) 
T i-i -i n +- r Q P T Q P 

TO 
inv^bLigdLiun ifcj ̂ b^tJlal AQ^ 11L [ _ I Snpr.i al Agpnt 
I | supervisor is Supervisory special Agent[ 
The case agent for this investigation at the time of the PIOB 
v i o l a t i o n was Special Agent£ 

f 

bl 
b2 
b7E 
b6 
b7C 
b7A 

supervisor was Supervisory i s P e c ; Special Agent I 
Sneci a 1 Acer 

SECRÌT//20320314 



NSL VIO-36317 

SEC^T//20320314 

To: 
Re: 

Inspection Division From: 
(U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

b2 
b7E 

3) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Ls a Non-United States Person. 

lis investigation was initiated as 

nor.i ri eo o n 

_nvestigation is Pending. 

pnd FBIHQ was 
I cpnr.i nuance or r.m s i nvestigation on 

This current status of this 

) 

requested ann^oval to acguire information on telephone number 
a telephone number associated tc| p "] 

¿jaarc 

communica Lions service pi\_, „ ̂ ^^^ . 
r e_qu e"S" t ed" -Inf ormat i on - - - on - - - te 1 eph o-n- e - - - -numb e r[ 

J 

(S) 

|communications provided the subscrioer inrormation 
requested by the FBI, but indicated that no toll records for this 
telephone number were available. This information yga riocnmpnted 

ö 
n EC dated""""067"2ü/"2"0"05"""änd-"mBl-nt-ain-ed--a-s 

S) 
J 

(U) A review of the case file was conducted by SA 
J SA | and Investigative Support Specialist [ 

^ -I- ̂  v-™ -i ̂  ̂  r. v- T.T3 Q a n w Tf̂ l af "i rinqhi n _n order 
••t-elephon-e-n-umb-ei 
identified. It was the consensus of 

(S) 

(S) 

that the NSL to[ 
. ̂ . j.. ̂.. - - j-- j-Q- y jjfa; f- n"""" f o "r""" t "e"T e ph one-numbe 
and that the request should have 
. i n.f. q rin a tio n- - f o-r - t-e 1 eph on- e - -numb e r 

\ 1 rir~f C l l l scriberand 
was a mistake, 

rrber and toll 

] conta cted [ (U) On 03/12/2007, SA[ 
Chief Division Counsell I and explained the NSL 
discrepancy. CDCj^^^^Jrnlormeci SA [ 
and advised SA A L 
notified SSA| | of the PIOB on 03/13/2007. 

] 
. 1 that this was a PIOB 

J to notify his supervisor. SA | | 

b2 

secret//20320314 

2 
b7C 

b7E 

(U) On 03/09/2007, in preparation for a routine file 
review and oossi bl e subi ect. i n t p r y i p w sal Irpyj P WpH the case 
f 1-1 -e-o-f-|- \ i-n-ve-s-1-1 g-a-t-j-on-f I This review 
identified that a National Security Letter (NSL) and 
corresponding electronic communication (EC) had been prepared, 
approved, and delivered for subscriber and toll records. The EC 

4ated 02/25/2005 and is documenrea as 
The NSL delivered to the electronic 

ovider | _ I. however. 
1 1 1 This NSL 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

] 
fas any relationship between 
No relationship was 

SA | ~|and SA | | b7C 
b4 
b7D 
b7A 



NSL VIO-36318 

SE^ET//20320314 
h2 

To: Inspection Division From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

(U) No Foreign Intelligence Surveillance Act requests 
have been made as part of this investigation. 

T//20320314 

3 



NSL VIO-36319 

SEC^T//20320314 

h 2 
b7E 

To: Inspection Division FrVrn: I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed appropriate, 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3C, read and clear. 

SEOTET//20320314 

4 



NSL VIO-36320 
ALL INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT DATE: 12-12-2007 
WHERE SHOOT.JTHERI3I3E CLASSIFIED BY 65179 DMH/KSR/cb (Rev. 01-31-2003) 

REASON: 1.4 (c 
SE^ET//20320327 DECLASSIFY OM: 12-12-2032 

FEDERAL BUREAU OF INVESTIGATION 

(S ) 

Precedence: ROUTINE 

To: Inspection Division 

General Counsel 

Counterintelligence 

From: I i i 
Squad I I ~ 
Contact: SA 

Date: 03/27/2007 

Attn: Internal Investigations Section 

Attn: NSLB 
b2 Attn: CD-3C 
b6 
b7C 

Approved By: 

Drafted By: : mrs 

bl 
b6 
b7C 

b7E 
Case ID #: (U) -

(S) - X ; (Closed; 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(s: 

bl 
b6 
b7C 

Synopsis: (U) To report a Potential Intelligence Oversight 
Board (PIOB) violation. 

(u; 
sify On: 0 X (NON-USPER). 

Reference : (S) bl 
(S) h 2 
(S) hi E 

SECRET//20320327 



NSL VIO-36321 

SECKET//20320327 

To: Inspection Division From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/27/2 007 

( U ) • 

Details : T he substantive investigation in which the PTO' 
may have occurred I I i n^est i , I i f 

( ¡I" ) .' E1 '. • í I ¿ 
^ Í agent for this investigation is Special Agent f 

•qnpri flnpnf supervisor is Superviso. 
S i i 1 

ne current, case 

I | | _ _ ory Specr ai Agent 
S ' 1 — , 

On 037TB/"2-06-7-r-Xnspector SSA I I 
I 2 J 1Hpnti-f i^H a PTOR that may have occurrel'luf" |for case 
* I I However, upon further review of the case file 

] 

( S ) 
<U) 

1 ' bY SA| I it- WPQ H^^o^min^H PIOB actually 
may-have-O-cc-urr-ejd.-i-n-l 

^ X f On 02/07/2006, Financial records were received 
froml " "Ifor the above captioned case pursuant to an 
approved National Security Letter (NSL) under the authority of 
Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 12, United States Code (U.S.C.), Section 3414(a)(5), (as 
amended, October 26, 2001). 

iU) In t h e above referenced NSL, FBl| . — 3 
f 2 \ ----r-g-̂ -̂t-g-d---̂ ^ 
1 ' I . Inwgxar,! Iwas unable to locate any infornaLluh 

( S ) 
Toil land provided screen prints to FBI | | of 
tlitd ¿.tidiiJhUL! Lllat were performed. Those screen prints contained 
the names, account numbers, phone numbers, and addresses of 
individuals that were outside the scope of the approved NSL. 
Furthermore, the screen prints were placed into the case file and 
not returned to I lor destroyed. 

(U) Analysis of the informati on provided by Ana I vsi s of the i nformati on provrded by | 
was per f ormed^by SA| | on 02/22/2006. The 

\ ̂  r analysis""Ts"""To"C"a"tBd-*â -- pna does not utilize the 
tki iff information provided oy I r:hat was outside the scope of 

the approved NSL. 
(ÏÏJ- X 

FBII reguests direction from the 
appropriate authority on the disposition of those records (screen 
prints) that fall outside the scope of the approved NSL. 

SECjj^T//20320327 

2 



NSL VIO-36322 

SECRET//20320327 

To: Inspection Division From: I 1 £>2 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/27/2 007 ; b 7 E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 2 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3C, read and clear. 

SECflpT//2 

3 



HEREIH IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 

seghJÉT 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36323 
DATE: 12-12-200? 
CLASSIFIED BY 65179 
REASON': ïv4 fc)" 
DECLASSI Ff-ON: 1-2-12-2032 

(U) 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 

Attn : IIS 
Room 11861 

Attn: NSLB 
Room 7975 

From: 
Chief ni vi_ci nn ^nuncpl 
Contact : 

Approved By: 

Drafted By: [ 

Case ID #: (U) 278-HQ-C1229736-VIO 

Title: (U) Intelligence Oversight Board (IOB) 

Synopsis: ^ M ^ To report possible IOB error. 

(U) ssify On: 

Details: 

28/2007 

bl 
b2 
b7E 

(U) -• ------̂xf 2. Potential IOB error: An NFIPM section 
reference: carrier error in providing agent with information not 
authorized by NSL. 

(U) 

(S) 
( S ) 

n umb-e- r| | which 
be 1 ongea ro or was___us.e.d-.bx̂  
-N-SL--Wa's""s"efved. However, 

the [ 

Description of potential IOB error: . 
irirrwi HpH telephone toll records for telephone 

had reason to believe 

upon i e y i ew ui Lire tt? 
|Division discovered the 

subscriber is not associated with[~ | Therefore, 

at the time the 
urn fromT I 

did not enter the returnrnto FBI databases, but has 

b7D 
he 
hlC 
h 2 
hi E 
hi A 

sealed theover-collection. 

SECRET 



NSL VIO-36324 

SEÇÇET 
b7E 

To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

(U) 

The Office of General Counsel guidance per EC 
dated 11/16/2006, provides that an over-collection of this type 
must be reported as a potential IOB violation. 

therefore, is reporting this 
incident fo OSC and the Inspection Division. Due to the fact b7E 
that no investigative activity was conducted as a result of the 
over-capture, | Hdoes not believe this incident to be a 
reportable IOB violation. 

(U) 6. Due to the fact that this over-collection was 
identified" prior to anv i nformati nn being entered into FBI 
databases, SAC| |recommends no administrative action 
be taken regarding this matter. 

b7E 

SECRET 



NSL VIO-36325 

b2 
To: Inspection From: I I b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

$ÔJ5RET 

3 



ALL INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 
I.IHERE SHOOT OTHERWISE 

FD-962 (Rev. 03-21-2005) 

SEC^T 
FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36326 
BÄTE: 12-12-2007 
CLASSIFIED BT 65179 DMH/KSR/cb 
REASOSi i-v4-fei 
&EG-LÀS-SI-FY-QS-! 12-Ì2-2832 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 03/27/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
Squad 
Con tac" fl 

Approved By : Foqle Toni Mari 

^ Drafted By: [ 

Case ID #: 

<U) 

27 8-HQ-C122 97 36-VIO 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: T o report possible IOB error. 

(U) X 

Details : 

b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 
b7A 

1. 

(U) 

(U) 

( U ) 

h 2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

2. 

3. 

(S 

Possible IOB Error: 

a U.S. Person. 

4. Description of IOB Error (including any reporting delays). 

On 08/08/2004,1 jissued a National Security Letter 
( M.qT. 1 - r^ rt ̂  i ni nn to subj ect, requesting financial records from 
I I for the time period | |to I | By EC 
H^tpH nq/97/2005,1 ~|returnej results of thH returned resultsö 

Upon review of the results during the NSL audit conducted 
on 03/20/2007, SSA| |Division, noted an 
unintentional over collection in that records were provided 
unsolicited by| | to include the period ending 08/11/2005. 
| | will issue an additional NSL to| |to include the 

ion furnished during the over collectic informât: Lon period. 

SE^E1] 



NSL VIO-36327 

b7E 
SEÓ^ET 

..To : Inspection From: | | 
7 8-HQ-C122 97 36-VIO, 03/27/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEORÇT 
2 



ALL i: 
HEREIN IS UNCLASSIFIED EXCEPT 

NSL VICh .12-12-2007 
CLASSIFIED BY 65179 DMH/KSR/cb 

FD-962 (Rev. 03-21-2005) 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

I: 12-12-2032 

(U) 

( U ) 

(TJ) 

(S) 

bl 
h 2 
b7E 
h 6 
b7C 
b7A 

(U) 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

From: 

Attn: 
Attn: 

Date: 03/27/2007 

IIS, Room 11861 
NSLB, Room 7975 

Approved By: 

Drafted By: [ 

Case ID #: ^ X ^ 27 8-HQ-C122 97 36-VIO 

i'itle: (U) REPORT OF POTENTIAL IOB MATTER 

SynopsisT-^S^ To report possible IOB error. 

Deeived^Fromj^^C^S— 

b7E 
b7A 

Enclosure(s): For CDC, an envelope containing one page from 
a charge card accountand acomplete set of account statements which 
were provided erroneously by| |to the FBI by the bank pursuant 
to an NSL reguest. 

Details : 

(S) 1. 

a U.S. Person. 

(U) 
JTTF. 

Possible IOB Error: Over collection 

Description of IOB Error (including any reporting delays). 

Possible IOB violation in^l^inc SA J 1 
^ lis supervised by SSA | pf the 

SA 

SECRET b6 
b7C 



h 2 
hi E 

NSL VIO-36329 

( U ) ... 

(U) 

(S) 
bl 
b2 'SJ 
b7E r 

•-T-0 
Re 

b7D 
h 6 
hlC 

(U) 

(S) 

(U) 

-di 
th 
re 
--to 

SECRET 
i — i * : Inspection From: | | 

: 2 7 8 - H Q - c l 2 2 9 7 3 6 " V I 0 ^ 03/27/2 007 

Upon review of bank records requested via NSL, SAI 1 
s- co-ve -r̂ -d- -a-- p-o s -s-i-b-I-e- - o-v e -r— co-1-1 ̂-e-1 -io n—o -f— f- -i- -n-a- nci- a -1- - - -d-a-t- a --.---1 - pf 
is case is an NSL addressed to | |for financial rprnrn.q 
lated to the siibi ect. The NST, requests all records from 
--the--p-rese-nt—fo-r 

bl 
b6 
b7C 

i .q \ Tn rpqnnnqp n NT ?! T. I 1 
3 
rovided copies of 
The first monthly 

atement for this account contained a list of transactions which 
curred outside of the date range requested in the NSL. Included on 

s 
oc 
this statement were transactions from 
wr 
tr 
to 

]t°[ ] The 
iter physically removed the one monthly statement with the offending 
ansagtions from the documents provided by| | and provided it 
the | |CDC for storage. 

J ^ ^ Additionally, I ^provided T Irecords for 
is the wife of 

These Lhë ÎJ LlbJ ë<!_! L . Thëioë rëiJJUrdt! . 
records were provided to the 

li^U^l^d 111 Lilt; USL. 
I CDC for storage. 

X c ]considers this potential IOB matter resolved. 

bl 
b2 
b7E 
b6 
b7C 

SE^ET 



NSL VIO-36330 

SE^ET 

"To.; Inspection From: | | b2 
iv: X y ^ 27 8-HQ-C122 97 36-VIO, 03/27/2 007 ;b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEC)&R 
3 



(Rev. 01-31-2003) 

NSL VIO-36331 
Ahl IKF0PÜATI0N CONTAINED 
HERE IB IS OTIC LÀS SIFIED EXCEPT DATE; 12-1, 
TOffiFE SHO.M... OTHERWISE Ç IAS SIF IE D... BY...65.1.79... DH3K/KS R/ c 

REASON: 1,4 (ci 
S E C R E T DE C LAS SI FY OM : 1.2.-12.-203,2 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

Precedence : 

To: 

IMMEDIATE b7E Date: 03/22/2007 

Attn: SAC 

Counterintelligence 
Inspection 

Attn: 
Attn: 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

Approved By : Thomas Julie F 
b7C 

Drafted By: £ smt 

-•Case ID #: (U) 278-HQ-C1229736-VIO ! Pending ; 

Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-

Synopsis: 

b7E 

The Field Office ( 
reguested that the Office of the General Counsel (OGC) review an 
incident and determine whether it warrants reporting to the 
Intelligence Oversight Board (IOB). It is the opinion of OGC 
that the incident does not need to be reported to the IOB. 
Rather, this electronic communication (EC) should be maintained 
in the control file for periodic review by Counsel to the IOB. 

(U) 
(U) 

Administrative : This EC contains information from the EC 
dated 2/21/2007 fromj" |to OGC reporting a potential 
IOB matter, a phone conversaiion oetween author and S S A | 

on 3/13/2007 and an email dated 3/15/2007 from SA 
(S ) 

Reference : 

SE^PI 
b7E 
b6 
b7C 
b l 

b 7 A 



NSL VIO-36332 

( U ) 

To: 
Re: 

SEÇ^ET 

From: Office of the General Counsel 
h 2 
b7E 

(U) 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

By EC dated 2/21/2007, requested 

(S) 

(S) 

Details : 
that OGC r'evi'ëw an in ci dent and deterrrrine whether it warrants 

a non-U.S. person. As part of its investigation,| |* 
SOUght ^rangaftinnal i n tri r-m a t i p n pursuant to 18 U.S.C. _j_pn pursuant 

_J which I 
\ A Nationa. 

(S) 

. .g. 2-7 - q-9 - - f o-r -1-e-T e ph o n-e - n-umb-e r 
reason to believe was used 
Letter (NSL) was prepared by 
via NSL dated 5/17/2004. The NSL requested the 
length of service, and Inn.al anrl Innn Hi.qt^nrp toll billing 

] had 
S PO11 ri tv 

]and served on | 
name, address, 

records asso cl a t "ed ""with-
(U) 

(emphasis added) 

I Upon review of the documents provided to| 
m July 2004, it was learned that the information 
)rovided, pursuant to the NSL, incj iîdpd—i nfn rmq t i or 

(U) 

(IT) 

concerning an associated telephone number, 
reported that they did not upload nor analyze the results lor the 
associated number because the association alone was the immediate 
intelligence value and thus there was no further reason to upload 
the information at that time. 

The association was the fact that both numbers 
were subscribed to by the same individual. Thereafter, since the 
associated number was provided in the same report as the 
requested number, the entire report was placed in the file. 

[determination at the time was that since the 
additional number was clearly "associated" with the requested 
number, the acquisition of this information was entirely lawful 
and therefore no further action was necessary (i.e. reportinq or 
sequesterinq).2 

Thereafter, the Department of Justice, Office of 
the Inspector General (OIG) conducted an NSL audit between June 
19-30, 2006. The audit called into question the acquisition of 
the associated number. At that time, | |discussed 

b7C 
b4 
b7D 

b7E 
b4 
b7D 

b7E 

b7E 

1It should be noted that this submission was at the request of OGC 
response to the OIG report on the FBI's use of national security letters 
wherein they reference 22 instances where they thought a potential IOB 
submission was in order. As discussed infra, | ¡was not 
otherwise required to submit a potential IOB EC to OGC. 

h 2 
in b7E 

2Since that time, on 3/13/2007, author advised^ to 
sequester the records, out of an abundance of caution. 

SE 



NSL VIO-36333 

\ b2 To: | | From: Office of the General Counsel "H7f 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

this with the OIG "during which it was agreed that the second 
telephone number was associated with the subject telephone 
number. 1,3 

(S) 

(U) The plain language and legislative history of 
§2709 supports the position that the FBI is permitted to acguire 
information on associated numbers attributable to the same 
account. The plain language of §2709 allows the FBI to "request 
. . . toll billing records of a person." (emphasis added) 
Thereby allowing the FBI to acquire the records for all numbers 
subscribed to by the "person." Additionally, the legislative 
history of §2709 defines "toll billing records" and states: 

As used in this section, toll billing records 
consist of information maintained by a wire or 
electronic communication service provider 
identifying the telephone numbers called from a 
particular phone or attributable to a particular 
account for which a communication service provider 
might charge a service fee. H.R. REP. 103-46, 1993 
U.S.C.C.A.N. 1913. (emphasis added) 

(U) Read together, §2709 and its legislative hi 
clearly contemplate the acguisition of "associated" numbe 
use of the word "person" by Congress in section 2709 indi 
that it did not seek to limit the acquisition of records 
particular number. The legislative history itself support 
interpretation by defining "toll billing records" as numb 
called "from a particular phone" or "attributable to a pa 
account." Thus, Congress seemingly contemplated that a s 
subscriber ("person") might have multiply numbers in his/ 
name . 

s 1 
rs. The 
cates 
to a 
s this 

ers 
rticular 
ingle 
her 

:s) Here, had reason to believe that 
ras used by the subject of an open investigation, 

thereby making the number relevant to said investigation as 
required by statute. As a result, | |issued an NSL 
requesting the "name, address, length of service, and local and 
l nnrr î istance"""""toTT"""bXI"l"i"na I 

| (emphasis added) In response, | ""|providec 
-|-wl t-h - - - -t-h e - -s- ufo-s- e-r-i-b-e-r- - -n-a-m-e- - a -nd - - - t-o -I--I- - -- -r --e-c o r-d s - - f o r -

bl 

b7E 

tsr Ito General CounseT"dated""2/2r/-2t)€r-7' 
bl 
b2 
b7E 

SEC^T 

3 



NSL VIO-36334 

h 2 
To: | | From: Office of the General Counsel -b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

as well as the toll records for the other number subscribed 
to Dy the subscriber (i.e. the "associated" number) 

(U) To prohibit the acquisition of this information 
would not only contravene the plain lanquaqe and leqislative 
history of §2709, but would also impede investiqations by 
limitinq the information that can be lawfully obtained. 

-^8^Moreover, althouqh released after the acquisition 
of information in this case, the official OGC IOB quidance 
released on 11/16/2006 is instructive. This quidance does not 
require reporting in the situation at hand and states in relevant 
part " . . . conduct that must be reported as potential IOB 
violations" include situations where, "[A] carrier providing 
information beyond the scope of the FISC order or other relevant 
legal authority resulting in the unintentional acquisition of 
data." This, however, is inapposite to the situation at hand. 
Here, as discussed above, the associated number was not "beyond 
the scope of the . . . relevant leqal authority," nor did it 
result in the "unintentional acquisition of data," because the 
NSL expressly requested "associated" records. Therefore, there 
was neither a carrier error nor an unlawful request. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/ 

SE^E 1] 



NSL VIO-36335 

:RET 

To: 
Re: 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 03/22/2 007 

b7E 

when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(TJ) \ / 

In the instant case, the collection of information 
in July 2(51)4 by the FBI was lawful. The plain language of §2709 
and the accompanying legislative history allow for the 
acquisition of records for multiple numbers attributable to the b2 
same account. Here, both the requested number and the associated 'fo7E 
number were attributed to the same account and were relevant to 
an ongoing investigation. In fact,T Hhad open 
investigations on all three individuals (the user of the 
requested number, the user of the associated number, and the subscriber). 

Therefore, the acquisition of toll records for the 
associated number was entirely lawful and did not require 
reporting to OGC and subsequently does not need to be reported to 
the IOB. 

SEgK^T 

5 



NSL VIO-36336 

ET 

To: 
Re: 

C ] From: Office of the General Counsel 
h 2 
b7E 

(U) 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

LEAD (s) : 
Set Lead 1: (Info) b7E 

AT [ bl 

(U) The records received pursuant to the 5/17/2004 NSL 
request'"" p"e rt aTn'ing----to|"" nd the associated number, do not 
require further sequesf16ft à M c"ian be analyzed and uploaded as 
appropriate per loqical investiqation. 

(U) In addition, [_ I is advised to include the 
attachment (found on the OGC/NSLB website) alonq with every NSL sent 
to each carrier. 
Set Lead 2: (Info) 

INSPECTION 
AT WASHINGTON, DC 
(U) For information. 

Set Lead 3: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) For information. 

c c : 1 - _ M ° ^ h r.m-3 c1 

• • 
1- 1UJ3 LIM'al"- b7C 

b7E 



(Rev. 01-31-2003) 

ALL INFORMATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

SE^EI 

NSL VIO-36337 
DATE; 12-12-200? 
CLASSIFIED BY 65179 DIffl/KSR/cb 
REÂSOT; l-n-4 
DECLÀSSXÎT-OH: 12-12-203Z 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE 
h 2 
b7E Attn: 

Date: 02/26/2007 

SAC 
CDC 

Counterterrorism Attn: ITOS 1, CONUS IV, Team 15 

Inspection Attn: IIS 

(U) 

(U) 

(U) 

(0) 

(U) 

From: General Counsel 
NSLB/CTLU 
Contact : 

Approved By : Thomas Julie F 

.Drafted By : | :jpd 

Case ID #: 278-HQ-C1229736-VIO (Pending! 

Title: : X INTELLIGENCE OVERSIGHT 
MATTER 2007-

:IOB; 
h 2 
b7E 

|Division requested that the Office of 
OGC) review a potential Intelligence Oversight 

error and determine whether it is reportable to the 

Synopsis: 
General Cduns 
Board (IOB 
IOB. It is the opinion of OGC that the above referenced matter 
need not be reported to the IOB. Our analysis follows. 

X G-j 
jn: 

Reference: -^EsT 278-HO-C1229736-VIO Serial 

:s: 
13 

Ttafrrnlfl; fP' 2 la U.S. Person. 
Pill J Hah L Lu Lhld IhVëtj Liyd L X U I I , a INDL-LUIID± oecurity Letter 
(NSL,)in accordance with 18 U.S.C. §2709, was issued requesting 
subscriber information, transactional logs, and e-mail header 
information. The response to this NSL was received on 

b'l 
b2 
b7E 
h 6 
b7C 
b7A 

SEORET 



NSL VIO-36338 

S ^ e t b 2 

"T-q,:I . . | From: Office of the General Counsel 
1 2 1 Q- RQ- c l 2 2 9 1 3 6~ Y 1°f 02/26/2007 

10/17/2006. As a result of being the only individual assigned to 
this case, the case agent prioritized review of the take, 
focusing first on the subscriber information and transactional 
logs. On 01/16/2007, the case agent reviewed the header 
information, which had been placed in a 1-A envelope. During 
this review, the case agent noticed that a subject line was 
included in the e-mail header information, despite the fact that 
the NSL specifically noted that message content and subject 
fields should not be included. 

""" — ^ ^ should be noted that, upon discovery of this 
information, the case agent immediately sequestered the original 
and a copy that had been made of the original and notified the 
CDC as soon as practicable. The CDC has sequestered the 
improperly provided records. No improper information was entered 
into ACS. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

""""""" -- NSL s are a specific type of investigative tool that 
allows the FBI* to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 

SEGEET 



NSL VIO-36339 

---To: 
Re:" IK 

SE^ET 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 02/26/2007 

b6 
b7C 

(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5) (A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

J^K) Here, during an authorized investigation, the FBI 
properly served an NSL seeking electronic communication 
transactional records from!"" I The NSL specifically directed 
that the response should not include message content or subject 
fields in its response. Despite this direction, an error on the 
part of | ""[ resulted in unintentional acquisition of content 
information. The FBI has not acted unlawfully or contrary to 
Executive Order or Presidential Directive. 

""""•- -^X^ Based on our analysis, the carrier's mistake is a 
third party error. Therefore, this matter, while reportable to 
FBI's OGC, does not have to be reported to the IOB as per the 
agreement between the IOB and FBI regarding reporting 
reguirements for third party errors. This agreement is 
memorialized in a letter from Darlene Connelly, General Counsel, 
IOB, to Julie Thomas, Deputy General Counsel, NSLB, FBI, dated 
November 13, 2006. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

SECRET 



NSL VIO-36340 

(U> 
"T-q : [ 
Re":'"--. 

X 

I From: 
27 8-HQ-C122 97 36-VIO, 

Office of the General Counsel 
02/26/2007 

h 2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

AT 

b2 
b7E 
b4 
b7D 

( u ; The [ ]Field Office should contact 
ask whether the improperly or unintentionally acquired 
information should be returned or destroyed with appropriate 
documentation to the file. 

and 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concludinq that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 
I I bs 
IOB Library ;b7C 

SE 
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FEDERAL BUREAUÇF INVESTIGATION 

Precedence : ROUTINE Date: 03/26/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

b2 

b7C 

(U) 
Drafted By: 

Case ID #: 

: cas 

Title: (U) SA 
SSA" 

278-TO-C1229736-VIO (Pending) 
S~V 7 7 8-1 UfM.^Rfi (Pending) 

(Closed) 

bl 
b2 
b7E 
b6 
b7D 

(U) 
INTELLlGbUcb oVPkslGHT BOARD (IOB) ERROR 

Synopsl'S-:-^£<!^ To report one possible IOB error for over collection 
information. 

of 

(IT) - Tts^^ Til 11 i II I il From • G-3 

Details : 

(S) 1. 

(U) 

(U) 

( U ) 

bl 
b6 
b7C 
b2 
b7E 

a US Person. (S) 2. 

Possible IOB Error: Over collection of information 

4. Description of IOB Errors (including any reporting delays). 

X This EC addresses one potential IOB error involving over 
collection of information provided pursuant to National Security 
Letter (NSL). 

( q ì An NSL dated 3/31/2004 was served onf 
seeking telephone subscriber informatronas w e n as roil 

SECRET 
bl 
b2 
b7E 
b4 
b7D 
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SE^ET b2 
jTTi I 1 ;b7E IU.1 • To: Inspection From: | | 

2 7 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

hilling rpmrH.q ruir.qiî nt to 18 ITS PI ̂  9 7 D Q The NSL requested records 

b2 
b7E 
b4 
b7D 

between| ^ ^ |*" |provided relevant 
records for approximately one month prior r<5 fhe dates requested. 
Because this investigation is closed, a new NSL cannot be issued to 
cover the over collection, although the information is relevant to the 
captioned investigation. | "*| will await direction from NSLB 
regarding this possible IOB error. 

ill) 
The delay in reporting this over collection is due to the 

fact rhat it was not recognized until Inspection Division undertook an 
audit of NSLs during the week of 3/19/2007. 



SEjJ^ET 

NSL VIO-36343 

h 2 
Tei.: Tnsnection From: I I b7E 

27 8-HQ-C122 973t-Vluf 03/26/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 20/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

uontact: 

Approved By: 

b2 
•b7E 
b6 
b7C 

^UJ Drafted By: 

Case ID #: 

(U) 

(U) 

(U) 

(S) 

D mP 
27 8-HO-C122 97 36-VIO 
278-TT-C63856-VIO 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: ^ X ^ Report of a potential IOB matter. 

m y^ 

Details: 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 1. 

( U ) 
(S) 2. a non-U.S. Person. 

X 3
- Possible IOB Error: 

1. Description of IOB matter (including any reporting delays). 

On or about 03/15/2007, an internal audit of the above 
listed case file revealed a possible IOB violation regarding bank 
records received as a result of a properly issued National Security 
Letter . An M.ST. H ^ t p H 0 ^ / 1 ^ / 9 0 0 S rpniipq1-j nq 3 1 1 tiri^nni^l records 
nertai n.i-ncl_ _ knonrrh 

1 was servec Lvision on 

079JMP01.962 SE 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 



NSL VIO-36345 

<U) 

(U) 

SE 

To..: Tnsnection From: 
27 8-HQ-C122 97 

" 0 n 08/15/2005 
previous case agent, SA 
memo on| 
Order Processing, 
card and bank 

b2 
b7E 

3b-vlo, 03/20/2007 

ts of the NSL were r 
I Included in th 

letterhead, signed by[ 
iaentitying the provided documa 

statements for the period covering I 

eturned to the 
e return was a 

|Legal 
ni -rrl^re 

records dated I 
to the internaT 

] Th-i .c| KT.qT, rpturn infnrrnatinn C o n t a i n e d a 
I as well as I 

ana case review, and upon redout audit 
m 

overproduction by I 

rnroducti on of 
Pursuant 

n of the 

saT 
Iiolai 

SSA [ 
io1ation resulting 

Jj" 
to seguester th 
These over coll 
in an envelope were seguesterea on uj/i^/zuu/, seaiea 

and forwarded to the| |CDC, until further guidance 
from the Office of General Counsel. 

1 L 1 C 
from 
structed the 
e records dated 
ected records 
by SA | 
is received 

b6 
b7C 
b4 
b7D 
b2 
b7E 
hi A 

079JMP01.962 SECFC^T 
2 



SECRET 
h 2 
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Re: - 2 7 8-HQ-C122 97Jb-VlU, 03/2 0/2 007 

NSL VIO-36346 

D^E1 

97 e-V1 (J, 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

079JMP01.962 SEC^T 
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SECRET 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

(U) 

c u > - - - - -

(U) 

(U) 

(U) 

Precedence : 

To: 

ROUTINE 
:b2 
b7E 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTLli^ 
Contact: 

Date: 03/12/2007 

Attn: SAC 
CDC 

Attn: ITOS1, CONUS 1, Team 2 

Attn: IIS 

Approved By: Thomas Julie F 
I — 1 

Drafted By : £ ]: lbq 

Case ID 

title: 

(S) 
? 7 8-HO-C12 2 97 3 6-VIO (Pending! 

(Pending) 

bl 
b6 
b7C 
b2 
b7E 
b7A 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-

Synopsis: It is the opinion of the Office of the General 
Counsel (OGtj) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

Reference : 

Dorivrfl From : u- j 
DQ4+laj^-Liy un. UJ/11I; JUJ-L. 

G-3 

27 8-HQ-C122 97 36-VIO Serial 2164 

2007, the 
Details: (3HC By electronic commnni o.ati on ("EC") dated February 

' ~ " | | reported a Division 

( S I ,1 

rint priti ̂  1 TOB P r r n r in n n n m n n t i n n w i t h i f q n n n m n n 

| a Uhl Led ^LaLed Peldoh ad LhaL LeI'ln Id dellhed Hi 
The AL Loi'heV bJneral ' s Guidelines for FBI National Security 

bl 
h 2 
b7E 
h 6 
blC 

SECHET 
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(U) 

(U) 

(S) (SÉ 

(S) 

(U) 

SEC^EI 

From: Office of General Counsel 
7 8-HQ-C122 97 36-VIO, 03/12/2 007 

To: 
'"R&-:-

Investigations and Foreign Intelligence Collection 
-"the Guidelines") .1 

b2 
b7E 

: "NSIG" or 

T 

^^Xf By way of background, on January 17, 2007 
I i s sued an a nn roved ECPA National .ĉ pi iri t-\r T.pftp r 

| fox... .t .e -le-nhone,--p-u m-h> e | ("l^L", 
.f.o r... £ q 1-1-"- b-i-l-l-i- nq- - r-e-c o -xd s - -o f - -s ub>s c-ri-be-rl -£ 
only 
were 
Postal 

(S) 

[ 

during 
.a.gen.tsj 
S i n.g.e-

| The NSL did not list thesubscriber name, 
telephone number. The subscriber information and address 
adeguately verified via the telephone application and U.S. 

Service prior to the issuance of the NSL letter. | ** 
records for three individuals, 

elephone number] 
lUnbeknoTTTT 5 

returned toll 
"who have subscribed :o 

including 

sT To CTTecas e 
t 

ihdi d m I ° 

1'edol'dd ad Weil 

ccuLiiiL wds cdiicynyd 
cancelled the telephone number, 
Iftot FBI subjects^ subscribed to 
and[ 

] 

Counsel ("tJbtJ" 
be seguestered 
not reviewed, acfed 
by 

two additional 
_ telephone number, 

]provided their toll billing 
JJpon receipt ol the additional records from 
"| the case agents notified their Chief Division 

whereby the CDC directed the toll billing records 
and held in his safe. The additional records were 

upon, nor was any lead information generated 

bl 
b2 
b7E 
b4 
b7D 
h 6 
b7C 

As reguired by Executive Order (E.O.) 12863 and 
Section 2-56 ̂ f the National Foreign Intelligence Program Manual 
("NFIPM"), OGC was tasked to determine whether | 
receipt of additional subscriber toll billing records Irom 
| |is a matter which must be reported to the IOB. 

na 

T T is no T7 

h 2 
b7E 
b4 
b7D 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive." This language was adopted 
verbatim from E.O. 12334, dated 12/04/1981, when the IOB was 

I 1 b2 
1(U) See, referenced EC from the| | Division to the b7E 

General Counsel, dated February 16, 2007, Case ID# 278-HQ-C1229736-
VI0 Serial| |titled "Intelligence Oversight Board (IOB) Error." 

SECB^T 
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SEC^S.R 
(TJ) - •"..To: I I From: Office of General Counsel -b7E 

27 8-HQ-C122 97 36-VIO, 03/12/2 007 

(TJ) 

(U) 

( U ) 

known as the President's Intelligence Oversight Board ("PIOB"). 
By longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
NSIGs, or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

NSLs are a specific type of investigative tool 
that allovis Uhe FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. NSIG, section V.12. ^ 

X ^ C In this instance, | | properly served an ;k7E 
NSL requesting subscriber toll billing records relevant to the 
subject of a I I i rivesti aati on . Though no fault of the b7D 
FBI or | I the NSL only i ̂  ^d q ^ v ^ q b7A 
number, therefore | ~~lprovided with 
records beyond the scope of the NSL. 

Based on our analysis, the over collection of toll 
billing records was not reportable to the IOB as the FBI has not 
acted unlawfully or contrary to Executive Order or Presidential 
Directive. The FBI adequately verified, prior to issuing the 
NSL, vial Itelephone application that he 
was in use of the telephone number listed on the NSL. There is 
no requirement that the subscriber's name must be listed on the 
NSL for obtaining toll billing records. 

SEGKÉT 
\ 
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SECRET 
( U ) ...... , b7E 

""••T.q : L . I From: Office of General Counsel 
- 27 8-HQ-C122 97 36-VIO, 03/12/2 007 

(U) Since the additional records in this instaure are 
not relevant to the authorized investigation, I [should 
contact I I and ask whether the unintentionally 
acquired mtormation should be returned or destroyed with 
appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

SECK^T 
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NSL VIO-36351 

(U) S E ^ E T 
From: Office of General Counsel 

Re: 27 8-HQ-C122 97 36-VIO, 03/12/2007 
TO-: 

LEAD (s) : 

Set Lead 1 : 

h 2 
b7E 

(Action) 

b2 
b7E 
b4 
b7D 
b7A 

AT 

(U) The Field Office should contact 
]and asK wnether the irrelevant unintentionally 

acquired information should be returned or destroyed with 
appropriate documentation to the file. 

Set Lead 2: (Info) 

CQUNTERTERRQRISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 

^TTTb Library 
b6 
b7C 

SE^^ET 
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(U) 

Precedence: PRIORITY 

To: Inspection 
General Counsel 
Counterterrorism 

Date: 03/27/2007 

From: 

LUIlLcLULÏ : SA 

Approved By: 

Drafted By: £ 

Attn 
Attn 
Attn 

IIS 
NSLB 
ITOS R 

: am 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b6 
b7C 

(S ) 

Synopsis: (U) Report of potential Intelligence Oversight Board 
(IOB) Matter in accordance with Section 2-56 of the NFIPM. 

(U) 
b7E 

USPffTTT 
Not an 

Details: (U) In accordance with section 2-56 of the National 
Foreign Intelligence Program Manual.1 lis submitting 

cumentation of a potential Intelligence Oversight Board Matter. 

(SK-ArJ 
This 

SE bl 
h 2 
b7E 
h 6 
hlC 
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SECEET 

To: 
Re: 

11"! S pip ̂t-ir̂ n Fmrn • 
(s: 03/27/2007 

bl 
b2 
b7E 

On 08/02/2005, the writer HrpftpH .grid snhmittpH 
..National Security Letter (NSL) _ 

] for t h e f i n anc"ial""recoTds"'o^ 
according to 18 USC, Title 2709. This was the incorrect 

o id lu Ltd !o reference (Title 2709 relates to telephone and e-mail 
records from telephone companies and internet service providers). 
The request should have referenced 12 USC, Title 3414 which 
)ertains to financial records. 

(S) Financial records for ere 
provided to the Case Agent on 0 9/01/2 006and submitted to the 
case file. 

(U) In conclusion, during March 2007 FBIHQ[ 
audit it was determined that the aforementioned NSL tc 

] referenced the incorrect statute as the justification for 

INSL 

provided to notify the a financial records request. This EC is ̂  
NSLB of the writer's incorrect citation as the justification for 
a financial records request. This notification falls within the 
mandatary 14 days reporting requirement of the NFIPM. 

bl 
b6 
b7C 

bl 
b6 
b7C 
b2 
b7E 

bl 
b4 
b7D 
b6 
b7C 

bl 
b6 

b7E 
b4 
b7D 

SED^ET 
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SEÎÎF 

To: Tngpo^t -i nn 
Re: (S) 

Frnm • 
SEtSRET 

03/27/2007 
bl 
h 2 
b7E 

LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 

jUj .... AT WASHINGTON, DC 

For Internal Investigation Section (IIS): Request 
IIS open a IOB file and assign a control number for reported 
possible IOB violation. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT WASHINGTON DC b7E 
(U) For ITOS For information. 

S^^ET 
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FEDERAL BUREAU OF INVESTIGATION 

(U) 

(TJ> 

(U) 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

From: 

contact: 

Approved By: 

Drafted By: [ 

Date: 03/23/2007 

Attn : IIS 

Attn: NSLB 
b2 

b7C 

Case ID 

Ti tle;, 

*•• X 97Q-un-ci ??Q7^-VTO ( Pending ) 
^ Pending) 

b2 
b7E 
b6 
b7C 

REPORT OF A POTENTIAL IOB MATTER 

Synopsis: Document the acguisition of non-relevant 
telephone £ubs"criber and toll record information collected via a 
National Security Letter. Report potential IOB matter. 

(U) 

(u) 

X Cassify On: 

Reference: (%) 27 8-HQ-C122 97 36 Serial 257c 

Details: (U) The case agent for the above captioned case i Sfl 
| FBI | | The relevant supervisor is SSAI 

| FBI | | The above captioned subject is a US Person. 

(S) 

h 2 
b7E 
be 
hlC 
hi A 

bl 
b6 
b7C 
h 2 
blE 
hi A 
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(U) 

(S) 

SE^ET 

"--..To: Inspection From: 
: 27 8-HQ-C122 97 36, 03/23/2 007 

b2 
b7E 

[ 1 ""as'S'Oc;i'at/e-rf---y4-t.-H•--

Investigation conducted in the 
Shorn c contact between telephone numbers 

I Toll records 

(S) 

tfl 
bei o ng.i.ng----tl-
""T,etters i NS* , ) . oorn reveaieo contact with telephone .n.umb-̂ ri 

obtained via National Securitv 

bl 
b2 

b7C 

L e 1 e bhoii e11 Llhb e I' H ~ 
|| CJ || .. g e-v- e- a-1- e- d- -1- h-a-tf 

T̂ .c; the .qnh.qr.rihpr to said 

— E t 
! .q / NT V \ 

bl 
b2 
b7E 
b6 
b7C 
b7A 

b7C 
b7A 

(U) 

( S J 

A check of [revealed 
116 listed activities for target telenhone nnmher. A total of 

entries were ̂l_isted...i.n---C.as-e----f-i-l-e|-

SEC^J 
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b7A 



NSL VIO-36357 

SE^ET 
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NSL VIO-36358 

J) To: Inspection From: 
: 27 8-HQ-C122 97 

SEC^T h 2 
b7E 

àb, 03/23/2007 

(S) 
bl 
b6 
b7C 
b7A 

SÎ 

:s) 
:s) 

NSTi dated 
tol |c/o|— 
records from 
Th"at"""teTe"t 

Based on the aforementionec 
372n07"""Tdr"""tel"ephone""n-umb-e-r- -
H reanesti na subscriber information ana 

• I -tb,̂  date of receipt, 
numb erf Iwas in cnntact with 

-t-e I e-ph o-n- e - -n-u m-b e -r- - s ub s er-1 &ed t f 
îs between[ 

ba rtnrni lrid chpclc.q. an 
s served 
1 
^revealed 

a 

time 
in the NSL re 
i nd i c a ted""""ttra 

_ve_ 
dai 

"y".""""""" F u~r t h~ex mo-r e T 
a with | 
hp^k was conducted. 

the target telephone ni imbe a a n 
respect 
contact 

""'-s-ub.se ri, 
believ< 

rr 
Iwas s 

— = J 

lhad not 

time period included 
"1 checks 

:ill associated with 

bothered to update his 

bl 
b6 
b7C 
b4 
b7D 

when the 
to Therefore, it was reasonable 

would still be the subscriber to telephone number 

(U) 
number 
03/1 -1/2007 . 

L results provided by I 
ere received in I I 

Tf ore, 

l ed that.. 
rom L 

]for telephone 
FedEx . n 

.t.el-e-pho-n-e--n-um-be-r|--
via 

supscriper mrormation or toll records were 
available for that period. The latter date was apparently 

bl 
b4 
b7D 
b2 
b7E 
b7A 

termination date because no 
records were available from 

subscriber information or toll 
either. This 

SJ^RET 

4 



NSL VIO-36359 

SE^ÇT 

To: 
: 

Inspection From: | | 
27 8-HQ-C122 97 36, 03/23/2 007 

b2 
b7E 

nurribe-r- 1 
four mnn-hh n^n wa.g i pvpH to be a period in which telephone 

issigned to any subscriber. The 
f i i rt hrar revealed that a female, who 

ja.q not gned to any subscriber, 
inform^ Lloh ^foVlded' by| • 
- -an n-p- a t-ft -to-- b-e- - r i n- r e-t ar t -prrt - -t-n \ |is the current subscriber to 
telephone number. 

(TT) 
jub.e Her service initiated on 

also provided month 
I I"' 1 | r--teI-epheme---nu-mber 
encompassing the period in which this o 
subscriber. These| |billing 

hi i i i nrr i mff ices from 

lie! ^eldohJT^ been the 
invoices I 

[ 
g 

"TTTë" 
m i n n n mvniHP.g have been .gpqiiP.^PrpH and hrw.rHpH In VhP 

CDC pending further disposition. 

bl 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 

b4 
b7D 

(U) The subscriber information associated with the 
fully identified non-subject subscriber was not indexed into FBI 
data bases and the toll record call activity associated with this 
non-subiect subscriber was not uploaded | 

| | Ariv questions regarding f.his matter can 
addressed to SSA I |requests OGC provide 

V 

I 
b2 
b7E 
b6 
b7C 

feedback regarding approval for destruction of the sequestered 
non-pertinent records. 



NSL VIO-36360 

(U) 
To.: Jnsnection From: | | b7E 
R e : \ f&f 27 8-HQ-C122 97 36, 03/23/2 007 

se)^ET 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL CONSUL 

AT WASHINGTON, DC 

(U) | Irequests OGC provide feedback regarding b2 
approval for destruction of the seguestered non-pertinent b7E 
records. 
•• 

SECRET 



NSL VIO-36361 
HEREih IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 

Sjj^ÊET 

FEDERAL BUREAU OF INVESTIGATION 

DATE; 12-12-200? 
CLASSIFIED BY 65179 DHH/KSR/cb 
REASON: l."4 (c) 
DE C LAS SÍ FY OH : 12-12-2032 

(U) 

(U) 

(U) 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

b7E 
b6 
b7C 

Attn: 

Attn: 

Attn: 

Date: 03/07/2007 

CT-1 

ITOS 1/CONUS 2/Team 7 

Internal Investigative 
Seeti op 
A t t n : r Rm. 

From: General Counsel 
National qprnritv Law Rranfh/rTT.TTI /T.Y-1 / 7.q~1 
Contact : 

Approved By : Thomas Julie F 

afm Drafted By : [ 

Case ID ^«-wn-n 9?Q7^-VTn (Pending) 
' Pending) 

Title: INTELLIGENCE OVERSIGHT 
( I OB ) MATTER 2 007 -| \ 

(U) 

Synopsis: It is the opinion of the Office of General 
Counsel ("dGC") that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB"). Our 
analysis follows. 

(U) 
Referericé: 

ssîTy On: 03/ 

27 8-HQ-C122 97 36-VIO Serial 21Í 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

^65 

bl 
b6 
b7C 
b2 
b7E 
b7A 

SEORET 



NSL VIO-36362 

<U) "'-••-.To: 

(IT) 

b7E 

(S) 

Details : '"'-̂ -̂fê By electronic comp in i cat i on (EC) dated February 
23, 2007, referenced above, the 

ijai 
Division 

- - -r-&p o-r t ed- - a- -p o-s- s 1 -b 1 e- -1- OB- - e-r- r o-r--1 -n- -- c-o-n -i- -un ct- ion- - - - w-i-1- h- -- ± -t-; 

( U ) 

r e y a r -Ti 
In th. 

lhal uii h tibi Llai y ¿1, zULW,—Ihie Office 
-s b7A 
of 

Inspector General ("OIG") identified a potential IOB violation 
during its audit. Specifically, OIG advised that T I 
issuance of a National Security Letter ("NSL") on December 21, 
2004 may have constituted an IOB violation.2 

on December 21, 2004: The NSL issued by| 
requested^thal| |provide subscriber mlormation for the 
following phone numbers: 

( S J 

Thereafter, on December 29, 2( 
another N£fL to I Irpnnpgfinn ciihcnphQr i m fn rm7f i r. m 

¿ii£ii£ph-o-ne--nti-mbe3- | See, 

issued 

Both NSL' s were properly issued m connecnon wirn an 

bl 
b4 
b7D 
b2 
b7E 

bl 
b2 
b7E 
b4 
b7D 
b7A 

1 (U) See, EC from the| (Division to the General Counsel, datec 
02/23/07, Case ID# 278-HQ-C1229736-VIO, SerialJ"" I titled "Intelligence 
Oversight Board Error, " hereinafter cited as tm^^™"^ 

b7E 
] EC. ' 

( S J EC. 

SE^ET 

bl 
b2 
b7E 
b7A 



NSL VIO-36363 

To: 
Re: 

SEp^T 

From: General Counsel 
(S) 27 8-HQ-C122 97 36-VIO, 03/07/2 007 

h 2 
b7E 

b7E 

ant.ho ri zed national security 

(U) 
Ìed EC. 

See, 

..December 71 a'nïï 
records""""in' 

provided two sepa ra t e set a of responses to the 
PmbPr 7 9 . 7004 MS T. ' .g . I Im^int^inpd thP.P 

On March 3, JUU3, t h e j ™ ™ | case agent dratted an 
Hnr-iimpntinn thp gnhgrrnhpH niirqiiant tn the December 21, 2004 NSL. 

--See-, 

bl 
b2 
b7E 

In that EC, the agent 
dociimenrea suoscrioea mrormarion ror the following phone 
numbers: 

......Although the EC prmnpnngiw ^ ^ p H that subscriber 
information for telephone~nnmb-e-r| % as obtained 
pursuant to the December 21, 2004NSL,this does not constitute 
an IOB violation. As set forth above, an NSL requesting 
.qnh.qrri hpr information for this telephone number was properly 
issued to| |on December 29, 2004. The drafter of the EC 
i r̂ Ĥ̂ oj-t-onfi w ^Hri^nfoH the subscriber results for telephone 

to the December 21, 2004 NSL, as opposed to 
4 NSL. Both NSL's were issued in relation to 

an ongoing counterterrorism investigation. The provider, | |did 
not furnish subscriber information that fell outside the 
parameters of the NSL's. Therefore, no over-collection occurred. 
The mistake, if any, occurred in drafting a routine EC 
documenting NSL results. 

bl 

b7D 

-number -
the Decemoer zy, zuu 

_s a matter which must be 

As required by Executive Order (E.O.) 12863 
and Section 2-56 of the National Foreign Intelligence 
Manual ("NFIPM"), OGC was tasked to determine whether 
issuance of the NSL's described above 
reported to the IOB. It is not. 

S^J^ET 

h 2 
b7E 



NSL VIO-36364 

(U) SBcĵ ET̂  

(S) 

T©„: [ , | From: General Counsel "h7F 
Re: 278"-HQ-C122 97 36-VIO, 03/07/2 007 

(U) Section 2.4 of E.G. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive." This language was adopted 
verbatim from E.O. 12334, dated 12/04/1981, when the IOB was 
known as the President's Intelligence Oversight Board ("PIOB"). 
By longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
NSIGs, or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon reguest. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." In this instance, the subject NSL's were properly 
issued in relation to an ongoing counterterrorism investigation. 
The provider did not exceed the parameters of the NSL's when 
furnishing the reguested telephone subscriber information. 
Rather, the case agent mistakenly cited to the December 21, 2( 
NSL as being rh^ c^m-r^ fnr- ^ihgrrihpr information r e 1 a t :Uia__LcL 

bl 
b2 
b7E 

"'"t e± e ph'O n-e - - - nu-mb-e f 
file. 

when drafting an EC to the 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

SE^E1] 



NSL VIO-36365 

To: 
Re: 7 K 

SEC: 

From: General Counsel 
"|Up"-HQ-C122 97 36-VIOf 03/07/2 007 

b7E 

LEAD (s) : 

Set Lead 1: (Info) ^ b2 
b7E 

AT I I 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT ITQS 1/CQNUS 2/TEAM 7 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT IIS 
(U) INSD should retain a record of the report of the 

potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by Counsel to the IOB. 



ALL INFORMATION CQHTAIMED 
HERE III IS UNCLASSIFIED EXCEPT 

FD-962 (Rev. 03-21-2005) 

(U) 

(U) 

(U) , 

( U ) 

SECRET 
FEDERAL BUREAl/OF INVESTIGATION 

NSL VIO-36366 
DATE; 12-12-2007 
CLASSIFIED BY 65179 DMH/KSR/cb 
REAS'OS'i 174 (c\ 
DECIAS Sin-"üm 12-12-2032 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b2 
b7E 
b6 
b7C 

Date: 03/26/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
Squad| | 
ContacF: CDC 

Approved By: 

Drafted By: [ 

Case ID #: 

bl 
t e a s 

2 7 8-HO-CI 2 2 97 3 6-VTO (Pending) 
77ñJ IrMR^ñfi (Pending) 

^ Pending) b7C 
Title: (U) S a T 

s s a [ 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report two (2) possible IOB errors for over 
collectiorr or information. 

(U) X 
Details: 

" X 4. 

(S) 1. 

(U) , (S) 2. a U. S. Pe srson. 

X 3. Possible IOB Error: Over co] _lection of information 

b'l 
b2 
b7E 
b6 
b7C 

Description of IOB Errors (including any reporting delays). 

ÍUJ 

Q This EC addresses two (2) potential IOB errors, both of which 
involve over collection of information provided pursuant to National 
Security Letter (NSL). 

(S) 
11 ̂  2/22/2005 was served on 

¿mahl Lo lo USc. ̂ z i U9. 
seeking telephone subscriber information 

'The NSL requested records 

SE^ET b7E 



NSL VIO-36367 

tU) "••To : Inspection From: 
R 2 7 8-HQ-C122 973TT 

SEJ^ET 

V10, 03/26/2007 

^provided relevant records but ir 
addition providedsubscriber information for three years prior to the 
period requested. This information is not related to the on-going 
investigation and has been removed from the file. This information 
will be maintained by the CDC until resolution of the possible IOB 
error. 

(U) 

(S) [ 

The delay in reporting this over collection is due to the 
fact that'it was not recognized until Inspection Division undertook an 
audit of NSLs during the week of 3/19/2007. 
(U) ( 9 \ An MCT. HatpH 1 1 / 1 S / ? fl fl 4 wa Q gprvpH on 

subscriber 
§2709. 

seeking telephone 
^ntormation as well as toll re go rcf̂ T" ni i rsi iant to 18 USC 

The NSL reguested records between I land the present 
] 

m 

rovided relevant records for 
one day in excess of the period reguested. An NSL covering the extra 
one day of toll information is being prepared and will be served on 

| as the over collected information is relevant 
to the on-going investigation. 

""""-̂ Ŝ  The delay in reporting this over collection is due to the 
fact that it was not recognized until Inspection Division undertook an 
audit of NSLs during the week of 3/19/2007. 

bl 
b2 
b7E 
b4 
b7D 

SE^fcr 



NSL VIO-36368 

SECfeET b2 
b7E 

TO-: Inspection From: 
iv: 27 8-HQ-C122 97^b-vluf" 03/2 6/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 



NSL VIO-36369 
HEREIN IS UNCLASSIFIED EXCEPT 

FD-962 (Rev. 03-21-2005) 

FEDERALb2 ^EAU OF INVESTIGATION 
b7E 

DATE: 12-12-200? 
CLASSIFIED BY 65179 DMH/KSR/ 
REASON: 1Ì4 (cj 
DECLASSIFY ON: 12-12-2032 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b7C Date: 03/26/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

u rom: i i • • 
Squadl I 
Contact: CDC 

Approved By: 

Drafted By: 

Case ID #:... 

Title: (U) 

: cas 

2 7 8-HO-C12 2 97 3 6-VIO (Pending) 
278_^^C45386 (Pending) 

' Pending) 

(Ü) INTELLIGENCE OVERSIGHT BUaRD (IOB) ERROR 

Synopsis":""--̂ K̂  To report four (4) possible IOB errors for over 
collection of information and one (1) possible IOB error for late 
submission of 90 day Letterhead Memorandum. 

3. Possible IOB Error: Over collection of information and one 
late Letterhead Memorandum. 

Description of IOB Errors (including any reporting delays). 

-̂iJ|iLS EC addresses five (5) potential IOB errors. Four (4) 
_nvol^e oVer collection of information provided pursuant to National 

S^^ET 

bl 
b2 
b7E 
b6 
b7C 



NSL VIO-36370 

(U) 

<U) 

;ET b2 

"•-Tjq : inspection From: I 1 b 7 E 
Re J^f 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

Security Letter (NSL), while one (1) involves late (more than 90 days; 
submission of an annual Letterhead Memorandum to FBI Headquarters. 

;i) TFo| land SSA I I An NST, 
| g j d-a-ted-̂ g-/-l̂ -/-2-0)-&4--was--se-rved--o-n[ 

seeking tpl pphnnp .gnh.gr.rihpr intnrm^rinn a .g wp I I a g tn I r^nnrog tnr 
hi telephone number |pursuant to 18 tj.qc s ? 7 n g thp ktct. 
b2 requested recordfs be Lwccll | ¡and present I I 

provided relevant records for one month in excess of the period 
requested. In addition,| | provided toll records for another 
number which was associated with the requested account. An NSL 
covering the extra month of toll information as well as the extra 
telephone account and toll information is being prepared and will be 
served on | |as the over collected information is relevant to the 
on-going investigation. 

The delay in reporting this over collection is due to the 
fact that it was not recognized until Inspection Division undertook an 
audit of NSLs during the week of 3/19/2007. 

b 7 E 

b7C 
b4 
b7D 

( U ) 

(UK 
i ,-j i (2 ) TFOI . I nnd SSfi I L 
\ J I dated" z7̂ 7"2"0"DT'""wa"s ,b]Ulvyd ull | 

telephone number|~ bursuant to 18 US(7 <57709. The NST, 
reguested records betweenl land present 

bl seeking telephone subscriber information as well as toll records for 
b6 
b7c 

provided relevant records for 14 days in excess orthe period 
reguested. An NSL covering the pytr^ twn wppkg of toll information is 

•b7D being prepared and will be served on | | the over collected 
b2 information is relevant to the on-going investigation. 

The delay in reporting this over collection is due to the 
fact €haf it was not recognized until Inspection Division undertook an 

jjjj .... audit of NSLs during the week of 3/19/2007. 

(3) TFQ I and SSA| | An NSL 
I, •!• J ""d"aT"ea'"W'Tr?'/-2-Q-C)-4----wa-s---s-e-rv-e-d---o-n-| - I 
, , qp-p-lHnrf fpipnhnnp subscriber and toll records for telephone number 
( 5 ) j- _ I pursuant to 18 TTS(7 <57709. Thp NST, rpnup.qtpd records 

by LWy yjl | and present| _ . , , Iprovided the 
information requested, but in addition provided relevant information 
on a telephone associated with the account requested. An NSL covering 
th^ ^HHitinnal associated records is being prepared and will be served 
on | | as the over collected information is relevant to the on-

b4 going investigation. 

"""""" """""̂ Ŝ  The delay in reporting this over collection is due to the 
fact that it was not recognized until Inspection Division undertook an 
audit of NSLs during the week of 3/19/2007. 

SE^BV. 



NSL VIO-36371 

ÇC^ET 
] X 
SÇCÎ^ET 

(U) I 1 \ b7E 
To.: Inspection From: 

^J : 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 
bl ^X*^ (4) TF0[ 
b2 HafQH/9/fn/9nnR t.^o oo-i-woH 
b7E 

land S SA An NSL 

seeking bankrecordspursuantto12USC 
4 1 4 1 d j 13) lyqçU.d Nul 1 l..y....y.uld ^-t.l. I Thp KT.qï. r-^rm^q-h^H r r̂r-, rH q 

b7C 
b4 
b7D 

Jand present between I 
provided relevant records between 
than requested. An NSL covering the extra 
information is being prepared and will be served on 

l Jand L J one month more 

as the over collected information is relevant totheon-going 
nvestiqation. 

(U) 
The delay in reporting this over collection is due to the 

fact t'hat'it was not recognized until Inspection Division undertook an 
(UK., audit of NSLs during the week of 3/19/2007. 

(S) ! R \ TFnl 
Thefirst 

annual LHM Wa^ hoL ¿LlbhilLLed Lo tk!lH(J Uhlll b/zb/zUUb,1 over nin 
X r 

Captionedt-
iW 

(90) days beyond the one year time frame for submission of the LHM. 
This is in violation of Attorney General Guidelines and established 
FBI policy. 

b2 
b7E 
b6 
b7C 

<U) 
"•-'j^X^The delay in reporting this missed annual LHM deadline is due 

to the fact that it was not recognized by the TFO as a reportable 
potential IOBf and it was not brought to the attention of the CDC 
until Inspection Division undertook an audit of NSLs during the week 
of 3/19/2007. 

SE CÉLÏÏ 



NSL VIO-36372 

^ b2 
"To: Inspection From: I I \ b7E 
iv: px^ 27 8-HQ-C122 97 36-VIO, 03/26/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



ALL INFO FIXATION CONTAINED 
:h i s unclassified except 

(Rev. 01-31-2003) 

NSL VIO-36373 
DATES 12-12-2007 
CLASSIFIED BT 65179 DHH/KSR/cb 

ili T„"4 (e)-
;-FY--8S-ï 12-12-2032 SECRET 

FEDERAL BUREAU OF INVESTIGATION 

<U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Date: 03/08/2007 

Attn: Squad 

Attn: ITOS 1/CONUS 4/Team 15 

Attn: Internal Investigative 
SectiotL 
Attn: 

From: General Counsel 
National ^mn-Hrw T.aw Rrannh /CTT.TTI /T.V-1 /7Q-
Contact: 

Approved By: Thomas Julie F 

Drafted By: afm 

Case ID X 
Title : X 

7 7 8 -HO-C1 7 7 97 3 fS-VTO ( Pending) 
[Closed) 

bl 
b2 
b7E 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER 2007] 

Synopsis":" It is the opinion of the Office of General 
Counsel ("OGC") that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB"). Our 
analysis follows. 
<U) x 

¡TJ) Reference: ^N*^ 

T^aiir^ : G-3 -

27 8-HQ-C122 9736-VIO Serial 220^ 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

SECRET 



NSL VIO-36374 

f) 

Tod, 
Re: 

ET 

From: General Counsel 
27 8-HQ-C122 97 36-VIO, 03/08/2 007 

h 2 
b7E 

bl 
b2 

b7C 
Details: (S) By electronic communication ( EC ) dated F^brua rv 
21, 2001, referenced above,1 t h e [ lPi vi ai on 

T rPnnrtpH 3 nn.g.gihlp TOR Prrnr in nnn n 11 n n t i nn with it 

"I in Lilio iegaiu,£ rted that 
TTii t enr uary 7~r~, zuu / , it became aware that the Office of 
Inspector General ("OIG") had identified a potential IOB 
violation during the OIG's previous audit. Specifically, OIG 
advised that I I issuance of a National Security 
Letter ("NSL ) on November 12, 2004 may have constituted an IOB 
violation.2 

2004 requ' 
and pi 1 1 rv 

The NSL 
fsteS that| 
_her 

issued by on November 12, 
provide a copy of a consumer r 

information contained in its files concerning! 

) 
J The NSL properly cited to the Fair Credit Reporting 

(U) 

; pee, 
rnis LiU misraKeniy in 
identifying informatio 
credit report. Tt w a I 

The drafter of 
consumer 

c redit rep : • :[ 
_upon I _ I accurately retlecte 

J :. 
!
and the NSL ultimately served 
this intent. See, 

U) As reguired by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program Manua 
("NFIPM"), OGC was tasked to determine whether 

The EC accompanying the NSL, which was also signed 
by the SACT, approved the issuance of an NSL "requesting 
consumer identifying information limited to name, address, former 
addresses, places of employment, or former places of employment 
(or) the names and addresses of all financial institutions at 
which the si ibi ect ma i t a i n s or has maintained an account" for 

iiid̂ d lahgiiag^ i^gutdiihg 
n. as opposed to language reguesting a full 

I intention to obtain a full 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

b7E 

U) See, EC from thel ¡Division to the General Counsel, 
dated 02/21/07, Case ID# 27 8-HQ-C122 973 6-VIO, Serial| |titlec 
"Intelligence Oversight Board Matter." 

b7E 

(U) Id. 

SEC; 



NSL VIO-36375 

''T-T'' ; - : I I From: Generll Counsel b7E 
iv: p ^ 27 8-HQ-C122 97 36-VIO, 03/08/2 007 

(U) 

issuance of the NSL's described above is a matter which must be 
reported to the IOB. It is not. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive." This language was adopted 
verbatim from E.O. 12334, dated 12/04/1981, when the IOB was 
known as the President's Intelligence Oversight Board ("PIOB"). 
By longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
NSIGs, or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is reguired, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
di rective." 

Although the November 12, 2004 EC erroneously 
approved the issuance of an NSL requesting consumer identifying ,fo2 
information, the NSL served upon the provider correctly requested 
a full consumer report and cited thp ^nnrnnri^tp statutory 
authorities for said request. The I |SAC signed the 
NSL which was served uioon| | and no over-collection 
occurred when |** |furnisnea| ^ |with responsive 
credit records. Tnese actions constitute a clerical error on 
behalf of the FBI but do not amount to an IOB and/or FCRA 
violation. 

SE^E 1] 

b4 
b7D 
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.b7E To: K y I From: General\Counsel 
V : 2 / y-k(E)-(Jl22 97 36-VIO, 03/08/2 007 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error need not be reported 
to the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

SE< 



NSL VIO-36377 

(U) .. 

To.: 
Re:"" " X " 

27 

S E ^ ^ T 

From: General Counsel 
3-HQ-C122 97 36-VIO, 03/08/2 007 

h 2 
b7E 

LEAD(s): 

Set Lead 1: (Info) 

AT SQUAD 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT ITOS 1/CONUS 2/TEAM 7 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT IIS 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by Counsel to the IOB. 
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SSA 
SSA 
INT LLi^ENCE ovEksi^HT b oARD (IOB) E R R O R 

Synopsis: Q̂ O To report five (5) possible IOB errors for over 
collection^DlS information. 

( U ) 

Details : 

(S) 1. 

X De 
De aly un: Mar 7—2.017 

(U) x 
(in 

(S) 2. I a U.S. Person. 

3. Possible IOB Error: Over collection of information. 

(S' 

b2 
b7E 
b6 
b7C 

Description ofIOB Errors(includingany reporting delays). 
<U) [SS This EC addresses five (5) potential IOB errors, all of which 

involve aver collection of information. 

SET 



NSL VIO-36379 

(u) x segs/et h2 
I 1 b7E To1-:, Inspection From: | I 

Re: 278-HQ-C1229736-VIO, 03/2 6/2 007 
"Vf ( 1 ) SA | | flnfinn qqfll I an 

NSL d^teh 10/21/2 003 was „serve.d...Qn.j.. --- | 
[X] ---"-s-ee-k-rn~g""te"TepTidne subscriber infnrmatinn a c wg i I a c -t-̂  I I ^r^r-Hc? 
^ ' pursuant tn 1 8 NSC! <527 0 9. ThP NST requested records between [ 

and present I Iprovided relevant records for ten 
days prior to the requested period. An NSL covering the extra ten 
days of toll information is being prepared and will be served on 
| as the over collected information is relevant to the on-going 

(U)-- investigation. 
The delay in reporting this over collection is due to the 

fact Lhat^it was not recognized until Inspection Division undertook a 
audit of NSLs during the week of 3/19/2007. 

(U) (2) SAI U n H .q.qa 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

d-a-ted----z7-2k27-2€-0-5---was--se-rvecl--on--| 
{^¿lJISL 

seeking telephone subscriber information as well as toll recoj^d* 
Nsr fi 9 7 0 9 Thn NS~L reguested records between pursuant to 

and present Iprovided relevant records lor 10 
days prior to the reguested period. An NSL covering the extra ten 

Id a vs o f toll information is being prepared and will be served on 
I as the over collected information is relevant to the on-going 

investigation. 
The delay in reporting this over collection is due to the 

fact ihai: it was not recognized until Inspection Division undertook an 
audit of NSLs during the week of 3/19/2007. 

!T-T> (3) SA | I ^ h L^ l-NSL dated 
| 0- •4- /-0-1 frl-GhS -3- - w-a-s- - - - -s-e-r-v-ed--on|-- Is e e k i n g 

identifying information to include past and present employment 
information, pursuant to 15 USC §1681u(b). | |provided the 
information reguested in addition to the names and addresses of 
financial institutions with which the subject had association. An NSL 
covering thp aHHiHnnal associated records is being prepared and will 
be served on I las the over collected information is relevant 

bl 
b6 
b7C 

b7D to the on-going investigation. 
-i \ / 
i d e l a Y reporting this over collection is due to the 

fact that it was not recognized until Inspection Division undertook an 
audit of NSLs during the week of 3/19/2007. 

(S) 
(Ub SAI land Anting S SA 

"NSL"""däted""6'/-3'0-/'2-0-0̂  
seeking e-mail sub^ûl'lbël1 l'̂ üül'dü piirülkihl LU 1 

I An 
was served "nnl " I 
USC §2709.I I 

bl provided relevant records in addition to an user activity report, 
which was not reguested in the NSL. An NSL coveri na the user activity 

b7E report is being prepared and will be served on| |as the over 
collected information is relevant to the on-going investigation. 

b7C 
b4 
b7D 
b7A 

SE^ET 
2 
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t *>2 
iu) , — T T '-•-..To: Inspection From: I I \ 

Ret'-.Nx̂ ) 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

The delay in reporting this over collection is due to the 
(U) x fact fnat it was not recognized until Inspection Division undertook an Naudit of NSLs during the week of 3/19/2007. 

5) SA| | I nrH I I n n . 
, -j , NSL d̂ te(̂ 2/23/2.005....was....se-rved----o-r|- -- I 
( Q f "requesting e-mail subscriber records, pursuant to 18 USC §2709. | | 

provided the relevant information requested but also provided 
transactional information (header information) which was not requested 

bl the NSL. An NSL is being prepared covering the header information 
is being prepared and will be served on| [as the over collected 
information is relevant to the on-going investigation. 

"l|1 The delay in reporting this over collection is due to the 
b7C fact that it was not recognized until Inspection Division undertook an 

audit of NSLs during the week of 3/19/2007. 

b2 
b7E 



NSL VIO-36381 

To„: inspection From: 
Re:"- ( X 27 8-HQ-C122 97 36-VIO, 03/26/2007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

S^fcE1] 
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(01/26/1998) 

a l l iwf ormati oh cohtaiseb 
herein is unclassified except 
ÛHEÏŒ--5H0BS--8THERBÏSE 

SE^ET 

date': 12-12-2007 
c l'as s i' fieb' ' ' ' by' " ' 6'5'17 9" " DÎUEf /k'sr/'cb ' ' 
REASON': 1"."4 ('C')" 
declass i f t 01: 12-12-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Date: 03/08/2007 

Attn: AD 

Attn : T n t p r n ^ l T n . q n p r . t i n n S p r - . t - i n n . 

iiybt 

Attn: SAC, CDC 

( U ) 

(U) 

From: General Counsel 
National Security Law Branch 
Contact : 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: 

Title 

(U) 

• x 

X 

7 7 8-HO-C1 2 2 97 3 6-VTO 

b7E 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007-

/ed From G-3 

( U ) 

( U ) 

Synopsis: is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. Our analysis follows. 

Reference: 27 8-HQ-C122 97 36-VIO Serial 

b2 

SECkET 
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<U) 
To : 
Re : 

r"T n 

ET 

FVom • General Counsel b7E 
03/08/2007 

bl 

IS) 

< U ) 

( S J 

Details: "'xx As discussed in the Electronic CommunicaiiatL 
referenced aoovV,! ¡reported that on 06/06/2005,1 

( v.r. ì b7C 

Irho is a "United States Person," as that term is used in 
t>ecrion 101(i) of the Foreign Intelligence Surveillance Act of 
1978 (FISA).2 

^ ^ S ^ 04/04/2005, a National Security Letter (NSL) was 
prepared and approved requesting a copy of a consume 
r "ep o r t""" a" n'd""" a "IT"" In "format" I on"""" cd" n't'a Ine d"" "1 n" "t" h e"" f 1"T e s"" o "f 
in accordance with 15 U.S.C. § 1681v of the Fair Cre<!lll R̂ jjoillhcJ 
Act (as amended) (FCRA). The NSL, while issued under the FCRA, 
contained language from another NSL statute, Title 12, U.S.C. 
Section 3414(a)(5)(A), the Right to Financial Privacy Act (RFPA). 
The language was, to wit: "I certify that these records are 
sought for foreign counterintelligence investigation purposes to 
protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States." While the RFPA permits NSLs for records 
related to international terrorism or clandestine intelligence 
activities, the FCRA Section 1681v permits NSLs only for records 
related to international terrorism. 

^^ '""'"""""""'"̂X̂  In the case at hand, the NSL was requested in an 
international terrorism case, so there was no improper collection 
of records as both the RFPA and the FCRA Section 1681v permit 
such a request; the error was irrelevant to the particular NSL. 
In addition, the international terrorism connection is 
articulated in the EC requesting the NSL. Despite these 

bl 
b6 
b7C 

(U) 
See 27 8- HQ-C122 97 36-VIO, Seria: 

and titled in part "Intelligence Oversight Board (IOB) Error 
dated 02/22/2007 b2 

2 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 
1801 et seq. ) as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . See also Section II.W of The 
Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations. 
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SE^pi 

To : 
Re : 

cm. General Counsel 
08/2007 

b l 
b2 
b7E 

mitigating factors |is encouraged to develop procedures 
to prevent a repitition of these errors. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant being 
reported to the IOB. Consistent with our prior opinions on this 
matter, a record of this decision should be maintained in the 
control file for future review by Counsel to the IOB. 

SEd^ET 

3 



NSL VIO-36385 

To : 
Re : 

CT 
:s: 

SEC: 

General \Hounse~ 
08/2007 

LEAD (s) : b7E 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2 : (Action) 

INSPECTION 

AT IIS, WASHINGTON, DC 

(U) For action deemed appropriate, including the 
maintenance of this report for three years in order to permit its 
review by the IOB. 

Set Lead 3: (Info) 

AT 

(U) Read and clear. 

1 - Ms. Thomas 

l O b L i b r a r y 

b7C 

SJ&S^ET 

4 
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herein • • ts " ' lujc't äs's'i fied ' ' ' 'e'xce pt 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

; 12-12-2007 

C LASS IF IE 3D... M... S 5.1.7 9... DHH /.M E/. cb... 
REASON: 1.4 (c).. 
declassify 0m: 12-12-2032 

Precedence: ROUTINE 

To : Counterterrorism 

Inspection 

b2 
b7E 
b6 
b7C 

Date: 03/08/2007 

Attn: AD 

Attn: T r i t p r r i 3 ~1 T n . q n p r t i n r i ^ p r t i n r i 

TTÏÏÏÏT 

Attn: SAC, CDC 

(U) 

(U) 

(U) 

(U) 

From: General Counsel 
National 
Contact : 

Approved By: 

Drafted By:Q 

Thnina.q • Ti 11 i p F1 

Case ID #: 27 8-HO-C122 97 36-YI0 
(S' 

Title: 

b l 
b2 
b7E 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007-

X 
(U) Synopsis: ^ ^ It is the opinion of the Office of the General 

Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigation control 
file for review by the Counsel to the IOB. Our analysis follows. 

„Reference.:. 27 8-HQ-C122 97 36-VIO Serial 
b2 



NSL VIO-36387 

To : Ci^-
Re: (S! 

(UJ--

( S J -

(U) 

(S) 

S E C ^ ^ 

General Counsel 
03/08/2007 

b l 
b2 
b7E 

Details --tgyAs discussed in the Electronic Communication ( EC 1 
referenced above1. I I reported that on 08/09/2004 . I 

Act of 1978 (FISA 

X 

(U) 

On 11/12/2004, a National Security Letter (NSL) was 
prepared and approved requesting a copy of a nnng-nm̂ r- rrpHit-
report and all information contained...in....th.e..--f-i-l-€-&---o-f 
--•i-n----a-cco-rd"a"nce"""wTt"h"""T"5' U.S.C. § 168lv of the Fair Credit Reporting 
Act (as amended) (FCRA). The NSL, while issued under the FCRA, 
contained language from another NSL statute, Title 12, U.S.C. 
Section 3414(a)(5)(A), the Right to Financial Privacy Act (RFPA). 
The language was, to wit: "I certify that these records are 
sought for foreign counterintelligence investigation purposes to 
protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States." While the RFPA permits NSLs for records 
related to international terrorism or clandestine intelligence 
activities, FCRA Section 1681v permits NSLs only for records 
related to international terrorism. 

----- -- "t="̂ ie c a s e a_t=" hand, the NSL was requested in an 
international terrorism case, so there was no improper collection 
of records as both the RFPA and FCRA Section 1681v permit such a 
request; the error was irrelevant to the particular NSL. In 
addition, the international terrorism connection is fully 
articulated in the EC requesting the NSL. Despite these 

bl 
b2 
b7E 
b6 
b7C 

who is a "United States Person," as that term is 
01(i) of the Foreign Intelligence Surveillance 

bl 
h 6 
hlC 

(U) "r " See 27 8-HQ-C122 97 36-VIO, Serial 
and titled in part "Intelligence Oversi 

dated 02/22/2007 
Board (IOB) Error". 

2 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 
1801 et seq. ) as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . ." See also Section II.W of The 
Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations. 

SEKRÉT 



SEÇ^ET 
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bl 

To : 
Re : 

cm. F1 rnm • General Counsel 
03/08/2007 

b7E 

mitigating factors, | |is encouraged to develop procedures 
to prevent a repitition of these errors. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant being 
reported to the IOB. Consistent with our prior opinions on this 
matter, a record of this decision should be maintained in the 
control file for future review by Counsel to the IOB. 



NSL VIO-36389 

To : 
Re : 

CT 
:s: 

General Counsel 
03/08/2007 . 

.D'i 
h 2 
hl E LEAD (s): 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2 : (Action) 

INSPECTION 

AT IIS, WASHINGTON, DC 

(U) For action deemed appropriate, including the 
maintenance of this report for three years in order to permit its 
review by the IOB. 

Set Lead 3: (Info) h 2 

(U) Read and clear. 

1 - Ms, 

1 -
1 - IOB Library 
•• 

b7C 
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(U) 

(U) 

(U) 

( U ) 

SECRET 

12-12-200? 
CLASSIFIED BY 65179 
REASON: 1.4 (c) 
DECLASSIFY ON: 12-12-2032 

FEDERAL BUREAI Î OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b2 
b7E 
b6 
b7C 

Date: 03/22/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

Drafted By: £ rsi bl 
b2 
b7E 
b6 
b7C 

rii I i n" '1 From • ttct g m _—Jan.—1997" 
tì: 03/22/2027" 

Case ID #: ^JX^ 2 7 8 - HQ-CI 2 2 97 3 6-VIO 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: T o report possible IOB error. 

m X 

Details : 

(S) 1. 

(S) 2. 

3. Possible IOB Error: 

(S 

•-()$) 4. Description of IOB Error (including any reporting delays) . 
( U ) 

b7E 
b7A 

Possible IOB violation involving TFO 
I. TFOL I is supervisee 

of the" 
by S s a 

(S) 

— O n . h . ^ p ^ p n t r P r p i v p H i n f n r i n 3 t i n n t h x £ 
F T r T e ^ case agent with a copy of the 

e111 a 1 agreement. Specified on the rentaT""'"aqr'eem"e'nt----wa-sf | 
~iame, address, and telephone numbe. _n addition 

.ET 

b7A 
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X "--To : Inspection From: | 
27 8-HQ-C122 97 36-VIO, 03/22/2 007 

ET h 2 
b7E 

bl 
b6 
b7C 

ignature verifying the information and acknowledqin 
olicy r̂ narfiirirr, room rentals.| I 

] ti'ohl dedh ^ei'dohhel lell Lhld Wad d U^ldlolIfcJ 1 

and in their experience, indicative of drug distribution. bl 

^ Case aaent obtained the aforementioned information and 

Unforeseen by the case agent was that on 05/28/2005, 
eel 1 nl a r* servi ce was disconnectnd it thn moiiyst of the subscriber, 

On 07/28/2005.I Iras subscribed this 
2 -̂-C-yi-l-y-l--d-i:---b-b;l-̂pilo-n-e| |̂ y| ""I a r-pcnl 

^ 2 J thLe....cas.e-ag-en-t-r-e-ce-i-vea-'0-n-e---mon-t-ĥ -ef---'r-eeord-s----du-rin-g---whi"ct 

bl 
b2 
b7E 
b4 (U) 
b7D 
b6 
b7C 

was a 
subscriber, consisting of eight (8) paces. These records were removed 
from the file and turned over to the| ""[Division CDC to be 
sequestered and maintained under seal. Any information derived from 
these records which have been uploaded into ACS or other FBI data 
base(s) has been removed accordingly. 

X :onsiders this potential OIB-violation properly 
addressed andconseguently covered. 

b7E 

SfiORET 



NSL VIO-36392 

ï1©,; JnsDection From: I -b7E 
Re : 2 7 8 -HQ-C12 2 97 Lb-VlU, U3/ 2 2/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET 



INFORMATION COÊITÀIHED NSL VIO-36j$£B 12-12-2007 
IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DMH/KSR/cb 

(Rev. 01-31-2003) DEC'IÄSS'X'FY"'"OH: X'2'-'l'2'-'2 

SE^ÛÉT/ / 20320308 

F E D E R A L B U R E A U O F INVEST IGAT ION 

Precedence : ROUTINE 

To: Inspection 
General Counsel 

b7E 
b6 
b7C 

Date: 03/08/2007 

Attn : IIS 
Attn : National SecurJ 

(NSLB) 
ty Law Branch 

From: 

UUIlLdUi: SA 

Approved By: 

Drafted By:[ 

(TJ) Case ID #: N(S)/ 2 /8-Hy-C122 y/J 
(Pending) 

-VIO (Pending) 

Title: (S! 

(U) 1" 

b7A 

Synopsis: J/&1 To provide information regarding a possible 
Intelligence Oversight Board (IOB) violation involving captioned 
investigation. 

m 

:s) ^ 

G^l 
ry on: b2 

b7E 

^ Details: The following i n fn rma t inn pertains to a possible IOB 
violation involving captioned! [investigation : 

I - C a s e Aqent_ 

b7C 
b2 
b7E 



NSL VIO-36394 

bl 
b4 
b7D 
b7A 

( U ) 

(U) 

To: 
Re: 

Inspect i on 
is; 

SEC^ET//20320308 
• I 

103/08/2007 
bl 
b2 
b7E 

bl 
b4 
b7D 
b7A 

) U.S. Person 

5) 

In accordance with the NFIP Manual, 
Sectron Z-U4, Summary ijuidance and Application for Preliminary 
Investigations, a FCRA request was submitted on 10/18/2004 to 
I Ifor header information pursuant to Title 15, U.S.C. 
§§1681(u). 

EXPLANATION-
iS~i I 

lease agent submitted a §1681(u) FCRA NSL 
requesting "the names and addresses of all financial 

institutions ( as defined in Title 12, U.S.C., Section 3401) at which 
thp hpi nw-nppH consumer maintains or has maintained an account". 

responded to the request on or about 10/29/2004, and 
provided a document captioned "consumer report" for the 

Case agent reviewed and summarized the information contai 
consumer report" in an electronic cormjinni cati on dated 

The 
and the 

am 
11/09/2004. The case was subsequently closedl 
information contained in the | | "consumer report 
summarizing electronic communication was not used to further the 
investigation. The information received from I I was not 
disseminated to anyone. 

ned 

b4 
b7D 

b7E 
faQg- prfPn-h i.rp q not aware at the time that the r< 

provided byj I was a credit report. The discovery was made 
during a subsequent review of the file. Thel ¡"consumer 
report" and the summarizinq electronic communication were immediately 
removed from the captioned file, and sequestered with|~ I Chief 
Division Counsel until the issuance of the IOB opinion by the National 
Security Law Branch (per NSB electronic communication dated 
03/05/2007). 

b7E 

S^j^ET//20320308 



To: Inspecti on 
Re: (SI 

NSL VIO-36395 

SECHST//20320308 

From: J I 
03/08/2007 b l 

b2 
b7E 
b7A 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

< U ) 

AT WASHINGTON, DC 

X Rec3uest IIS review the provided communication. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Request NSLB to 
nacessa rv. in response to this 

b2 
b7E 

the 

:ake appropriate action as 
:ial IOB matter reported by 

division. 

SECl^T//20320308 

3 



NSL VIO-36396 

(Rev. 01-31-2003) 

ALL II'JFOPJÎÀTIOW C OBTAINED 
HEREIW IS UNCLASSIFIED EXCEPT 
MiERE SHO-OT • • • OTHERWISE 

SECHBT 

F E D E R A L B U R E A U OFNIMVESTIGATION 

DATE ; 12-17-200? 
CLASSIFIED BY 65179 DHH/KSR/cb 
REASON: 
DE C LAS SI FY OH : 12-17-2032 

Precedence: ROUTINE 

To : Inspection 

General Counsel 

b2 
b7E 
b6 
b7C 

Date: 03/28/2007 

Attn: Internal Investigations 
Sect. 

Attn: Natl. Sec. Law Branch 

Attn : T FO 

From: 

Contact: CDC 

Approved By: 

Drafted By: 1 

b'l 
b2 
b7E 
b6 
b7C 
b7A 

Case ID #: 

Title: 

( u ; 

(u; 
(s; 

278 
97 Q m 

Cl22 97 36-VIO 
( Pending) 
Closed) 

I Pending) 

POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER 

Synopsis: (U) To report a potential IOB matter to the 
Inspection Division and to the General Counsel. 

(U) Derived From : G-3 
Declassify On: 03/28/2017 

Details : 

f S 1 Oy the SguacT 
^ r ^ n The Lüik 

JT'l'l' s!s!A I 
iect is a U.S. Person 

The IhVed Llcja Lloh Wad obeh^T 
and assigned to TFO 

L The nredicati on for the. ] 

land information which indicated that the subject was ir 
<*i<M*iT A <7 J wi t h spypr^l mpmbp rs I 

T 

b l 
b2 
b7E 
b6 
b7C 
b7A 



NSL VIO-36397 

To: Inspection From: | I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

SECRET h 2 hi 
hi E b4 

(U) 

(S ) 

no/oq/onn^ ^ t ^ H ^ (NSL) 
directed to| Iwas signed by 
SAC] I'l'he NSL sought all trnancral records relating to 
the subject for the pe«ni nf thn inception of the account to the 
n-da-te-o>f--thi-s--l-ett-er-n-
account records to the 

In responseI |provided 
the last billing statement 

b7D 
b2 
b7E 
b7A 

that included 09/23/2005. This included credit card transactions 
to 10/14/2005. 

b2 
(U) ----- This investigation is still pending. b7E 

he 
(U) This investigation was selected for review during b>7C 

the field-wide audi t nf Nati ona 1 Security Letters conducted 
03/16-21/2007 in | | Inspector| |noted the 
overproduction of records. The file was referred to the CDC on 
03/19/2007 and a decision was made by the CDC to refer it as a 
possible IOB matter on 03/20/2007. 

b7A 

SECRET 

2 



NSL VIO-36398 

secJ^T 

To: Inspection From: I 
Re: (U) 27 8-HQ-C122 97 3 b-Vlo, 03/2 8/^007 

b2 
b 7 E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review this EC and take action as appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review this EC and advise the Inspection Division, 
IIS on the referai of this matter as a potential IOB violation. 

Set Lead 3: (Action) 

AT 

h 2 
hi E 

(U) Determine if any investigative use was made of 
Irecords produced for the period 09/23/2005 to 

10/14/2005. If there was any use made of these records, and 
sufficient predication still exists to issue an NSL for those 
records, request an NSL for the records. If no investigative use 
was made of these records note this fact in the file. 

SEO^T 



a l l II'jfopjîàtiow c OBTAINED 
hepein is tjwclassifie: 

(Rev. 01-31-2003) TJHERE SHOW-OTHERIISE 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-363g? 1 2_ 1 7_ 2 0 Q 7 

CLASSIFIED BY 65179 DHH/KSR. 
REÀSOB: 1,4 (cj.. 
DECLASSIFY OH: 1 2 - 1 7 - 2 0 3 2 

Precedence : 

To: 

ROUTINE 

Inspection 
C p n p r a 1 C o i i n s e 1 

b2 
b7E 
b6 
b7C 

Date: 03/15/2007 

Attn 
Attn 
Attn 

IIS 
NSLQ 
CDC 
ADC 

( U ) 

From: 

Contact: 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

x ssify On: 03 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 
î)""" noi-Ti i e--. nn n^/iR/200 , - | 

(S) 

Details: ^ X ^ On 
the acting g l lp o n H o^r^ en r 
violation 1-nl-itriH t ~ n I F 
'"en"t"i"ti-e-( 

1 informed 
] of a potential IOB 

b7E 
h 6 
hic 

Section 
II.B.l. "Circumstances for Opening an Investigation" parts d. " 

2524.WPD SEQFEET 



NSL VIO-36400 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 

SEuRET b2 
b7E 

03/15/2007 

An individual, group or organization is or may be engaging, or 
has or may have engaged, in activities constituting a threat to 
the national security (or related preparatory or support 
activities) for on behalf of a foregin power," and f."An 
individual, group, or organization is, or may be, the target of a 
recruitment or infiltration effort by an international terrorist, 
foreign power, or agent of a foreign power under circumstances 
related to a threat to the national security." 

( S ) 
^ x ^ potepj 

""Sé cu r I tv " " f e 11~ e r (-N-SL-)-,-|-
was sent to| 

nai ^iniafinn ^ ̂  ̂  n n r- r- o H wh o m a National 
Idated 08/30/2006, 

was r s s ueu puis uan l cu 
specifically rprnipatpd 
institutions where I 

E L he insL 
L 

thp names and addresses of all financial 
1 records indicate the consumer 

maintains or maintained an account. The NSL also requested 
names, addresses, and current and past employers associated with 
the consumer identified in the NSL. 

(ü) 

( S ) 

( S ) 

rovided the 
credit report dated 

on O9/29/2006. I 
del'IveTin-g^oX 
09/25/2006. 
Division provided the Case Agent, SA I ~| an electronic 
communication (EC), dated 10/06/2006. enclosing thef 
results in a lA_enyeXGP-£-.------T 

---credTt"""report was received bV SAl 
I lnoted that although a full credit report was provided, 
| |had made an effort to black out the data to which the FBI 
was not entitled/had not requested, and placed the report in the 
file. 

TTT 

|NSL 
wnen the 
2 006, SA 

(U) To date, four additional leads, sendinq additional 
NSLs, hav^ be^n prepared, approved and sent. These four 
subsequent NSLs were based on the information provided in the 
credit report to which the FBI was entitled. 

(U) X 

( S ) 

On 3/15/2007, in response to 
''Counterintelligence Division's was notification by FBIHQ 

Ollice of General Counsel of the possibility that full credit 
reports may have been provided in response to non-
Counterterrorism NSLs, SA' s| IandI Ichecked the| 

- - —II -^ 1 ' 1 • " case files i denti fi ed 
ah"""EC"""encTö"sing"""än"| 

CDC and con 
i't""'report-if 

i y-rri&r Of 

Further inspection ofthereport revealed tnar, aitnougn an 
attempt to black out the additional information had been made by 

SÈ^ET 

bl 
b2 
b7E 

b6 
b7C 
b7A 

: 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

b2 
b7E 

b7D 



NSL VIO-36401 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 3 6-VIO, 03/15/2 007 

h 2 
b7E 

i 
J the information was still legible. SA| |and SA 
were unsure whether the blacked information provided by 

b6 
b7C 
b4 
b7D 

I I was, in fact, a potential TOR vinhtinn. fl^nrrli n r r l y . 
on 03/15/2 007, SAl "I met, with ADC | [ 
showed him the NSL results, and was inlormed by ADC | Î TTat 
the results were in fact a potential IOB violation. The rpnorf. 
enclosed in a 1A envelope, was immediately provided to ADC| | 
on 03/15/2007, who then seguestered the report pending a 
determination from NSLB as to whether this matter constitutes an 
IOB violation. 

SE^^T 



NSL VIO-36402 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/15/2007 

h 2 
hlE 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

SJpÇRET 

4 



NSL VIO-36403 
HEREIN IS UNCLASSIFIED EXCEPT 

12-17-2007 
(Rev. 01-31-2003) ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ eidtë5ïFïll>-"BY""6S179-"Dlffi/iŒR/cb 

V / RE-&SOH-: lv-4 (e)-SECRET lilllillliillilillllllllll 

F E D E R A L B U R E A U O F INVEST IGAT ION 

Precedence: ROUTINE Date: 03/29/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
Squad | \ 
Contact : 

Approved By: 

b2 
b7E 
b6 
b7C 

( U ) 

(U) 

(U) 

<U) 

Drafted By: | |: tmd 08 8tmd01.ec 

Case ID # : 2 7 8 - HQ-CI 2 2 97 3 6-VIO 

Title:---^^ REPORT OF A POTENTIAL I OB MATTER 

Synopsis: ^X^ T o report potential IOB matter. 

-^-rssify On: 03/ 

b l 
b2 
b7E 
b6 
b7C 

( S ) ^ Details: 1. Identification of the si ihs t a n t i Are 
I investigation: The case isl 

1 The case agent was 
I al id Lhë ¿ll^lVl^ol Wahj \ | Th 
"ll open. 

e case 
scurrently st: 

2. Subj ects status: Non-US Person. 
(U) 

î ) ""•'•-'••••--ĵr 3. Explanation of the error and all relevant facts: By EC 
gared 12/2 0/2006, an NSL was submitted to I I for delivery to 

| |correctly reguesting Section 1681u(b) information on the b2 
subject By EC dated 02/09/2007 fromf | the results from b7E 
| |were submitted to | | containing a detail pd ĵ g 
credit report on the subject. The case agent,] | b7C 
was on TDY to| |until 03/16/2007. The supervisor, | • 

I 1 was notiriea Dy email from his SAC that OGC had discovered 
that I I may have submitted information to several FBI b7D 
divisions beyond the scope of the relevant legal authority. SSA 

SEO0ET 



NSL VIO-36404 

s e ; 

I n b 2 To: dnsppction From: | | b7E 
( U ) iv: 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

b2 
began a search for relevant | |documents and found in SA yJ^ 

| mail slot, an unopened envelope inside a 1A envelope 
containing the above referenced credit report as provided to b7C 
| |by I I This discovery was made on approximately b4 
March 14, 2007" SSA | Ireported it to the SAC by email on J^E) 
March 15, 2007 who reported same to OGC the next day. On March 
16, 2007, SSA | "|was on TDY to I to complete an 
NSL audit as reguested by the Director, delaying reporting of 
this potential IOB. 

SE^jST 



NSL VIO-36405 

(TJ) To: 
"Rë'r 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEgfcET 
h 2 

Inspection From: I I 'b7E 
27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

sEçm 

3 



(Rev. 01-31-2003) 

a i l iîjfob-ha.tiob cobtahed N S L VIO-36406 
HEREIN IS UNCLASSIFIED EXCEPT 

SHOOT OTHERWISE DATE; 12-17-2007 
CLASSIFIED BY 65179 DMH/ESR/cb 

s e ( / r e t REASÜW: l " . " 4 " " | c | 
i -üL 'Lüi iS iir'Y UÎJ ; « 

F E D E R A L B U R E A U O F INVEST IGAT ION ÙJJÒF 

Precedence : ROUTINE Date: 03/29/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 
Squad| 
Contact: SA 

Approved By: 

b7C 
b2 
b7E 

<U) 

( U ) 

jmp Drafted By: | \ 

(U) Case ID #; 27 8-HQ-C122 97 36-VIO (Pending) 

(U) Title": J^) REPORT OF A POTENTIAL I OB MATTER 

(U) - Synopsis: T o report a potential I OB matter. 

X 
Administrative: (S) Substantive investigation:! 
fsubject is a presumed U . S . person); Relevant personnel: SA £ 

and SSA| | 

I 1 |' g \ Details: A an NSL dated 09/99/9007 
' ' to]] hi 1 1 i na"""r"eco"rd;s""f'o-4" 

I I On 03/29/2007 , 
opened the Federal ress envelope from | J The 

determined that records were, 
requested, specifically frorr 

( T_T ) : sequestered. 

nrnvi HPH mit.qiHp of the period 
These records have 

A carrier providing information beyond the scope 
of the FlSfC carder or other relevant legal authority resulting in 

!RET 

bl 
b2 
b7E 
b6 
b7C 
b7A 

packingslipindicated thattheenvelope wasshipped on 
03/27/2007 via Standard Overnight. Immediately upon opening the 
envelope, SA | | conducted a cursory review of the information 
enclosed to ensure compliance with IOB regulations. SA | | 

bl 
b4 
b7D 
b6 
b7C 
b2 
b7E 



NSL VIO-36407 

To: 
"Re":" 

SEcS^T b2 
b7E 

Inspection From: 
27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

the unintentional acquisition of data, consti 
IOB violation, which requires mandatory report 

potential 

y SEOKET 



NSL VIO-36408 

(U) To: Inspection From: | ] ^ E 
2 7 8-HQ-C122 97 36-VIO, 03/2 9/ 2 007 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review potential IOB matter. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review potential IOB matter. 

SË|Ï 

3 



NSL VIO-36409 

ALL I!FORMATIOl CONTAINED DATE; 12-17-2007 
Ii IS DHC LAS SI FIE»... EXCEPT CLASSI FIEp... BY... 6 51,7.9... DHH/KSR/ 

...pTHER¥.ISE. . REASON.: 1.4 (cj 
S E C ^ T DECLASSI|T ON:12-17-2032 

F E D E R A L B U R E A U O F INVEST IGAT ION 

Precedence: ROUTINE Date: 3/6/07 

Attn: SAC, CDC TO: b7E SSAÌ 1 
SA 

Counterintelligence Attn: CD-3A b6 
' b7C 

Inspection Attn: IIS I 
• I 1 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By : Thomas Julie F. 

(ü) 

( U ) 

(17) -

(U) 

Drafted By: | 

Case ID #: ^ X ^ 278-HQ-C1229736-VIO 

b7C 

Title: POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2006-1 | 

Synopsis: Electronic Communication (EC) contains a 
revision of our initial conclusion (EC dated 11/03/06) that there 
had been an error reportable to the Intelligence Oversight Board 
(IOB) in this matter. 

This case involved a cellular telephone number 
subscribed tef b^ the subject of the investigation, who later 
terminated the coverage (see discussion infra). That same 
telephone number, unbeknownst to the FBI, was subseguently 
reassigned to an unknown United States ("US") person. FBI OGC 
was initially under the misimpression that there had been 
electronic surveillance of this cellular telephone number, but 
there was not. In fact, the FBI was in receipt only of telephone 
toll records for that number, pursuant to a legitimate National 
Security Letter; there was no unauthorized FISA tale ̂ pn this 
cellular telephone number, as originally thought. (J 

SEC C^B^ 



NSL VIO-36410 

<U) 

SECR^ 

.To : 
ReT-- X From: General Counsel 

27 8-HQ-C122 97 3 6-VIO, 3/0 6/07 

h 2 
b7E 

Thus, it is the current opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) 

(U) 

(u; 

Reference: 

-££05 
issify On: 

27 8-HQ-C122 97 36-VIO 1851 

<S) 

(S) 
( S ì 

Details : : an The referenced electronic communication (EC) from 
the I —•- 1 1 i/QA/nc -I- k -, +-

3 rinn—11 r-i e r .g n n I 

hüjnbe.î  
prepared tor 
information. 

(U) ... 

äsensitiveandreliable 
as using a cellular telephone 

A Flallohal 'security Letter(NSL) was 
on May 9, 2005 requesting subscriber 

On June 29, 2005, the results were delivered to 
the 

--s-ubs-Gr-i-ber-7--bxut-.-l-is-ted 
number as confaci info 

Field 0ffice7"""and----l-i-s-ted 
home aaaress ancT 

as the 
\Tork telephone 

On May 19, 2006, an 
.. l-l- -b-i-T 1 ì-n g- -r e 0-0 r d-s- - -f-o -r- -t- h -e- -n-h-e n -e- - n -> 3-mb-e- rl -
period of time from 

readiest 1 nn 
for the 

SECRET 

bl 
h 2 
hlE 
b4 
b7D 
h 6 
hlC 

2 



NSL VIO-36411 

(ü) 

fS)[ 

From: General Counsel 
27 8-HQ-Cl22 97 3 6-VIO, 3/0 6/07 

h 2 
b7E 

This NSTi was prepared based upon the fact of the 

(U) 

associati on"'"af 
i nforinat i nn address and cont 

along with the subscriber 
act telephone number which reflected 

(U) 

known address and work telephone number. 

SA 
records from 

On July 24, 2 
\via the[ 

the May 19 NSL. The rprnrH 

]received toll 
]Field Office in response to 

"sm~bs~crib~er-s-r-"tTio-s-e----of--
subscriber. The reco 

rpr-pjved were divided between two 
and those of a second. 

-h-a-h-r -̂-re-f le-cted"-
"" s ub s Or" i pt" ion to the tele phone n u mbe r... i.n - .qu a-s-t-i -o-n 
termina-ted--oii 1, 0 05. A new subscriber 
account on| I 0 05. 
presumed U.S. p 

1 

OOK overrne 
Records for this subscriber, a 

erson, were provided by| | frorrf 

""" """" The President, by Executive Order 12334, 
dated 12/04/1981, established the President's Intelligence 
Oversight Board (PIOB). On 9/13/1993, by Executive Order 12863, 
the President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review the 
FBI's practices and procedures relating to foreign intelligence 
and foreign counterintelligence collection. 

bl 
b4 
b7D 
b6 
b7C 
b2 
b7E 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), effective 10/31/2003, or other 
guidelines or regulations approved by the Attorney General in 
accordance with E.O. 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in 
nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to 

SEC^^T 

3 
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(U) ... . \ h 2 

(U) 

From: General Couni 
) 2 7 8-HQ-C12 2 97 3 6-VIO, 3/06/07 b7E 

the IOB. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

"" NSLs are a specific type of investigative 
tool that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. NSIG, Section V.12. <U) 

(S) 
cellular telephone nnmbe'ri | However, unbeknownst ĵ g 

/ Cf \ t o t h p FRT r t . h&. - s | i - b lp -P : t - : - l - _ [terminated his subscription 
i'-W to this number onl I and a new subscriber, a 

presumed US person, took over the account onl 12005 
Thus, the FBI received information—toll records for this 

Here, during an authorized investigation, the -bl 
FBI properly served an NSL on| 1 a cellular telephone b4 
""pro-vid-er., and received tel enhone tol 1 records for the requested b7D 

/ 
b2 
b7E 

(U) 

subscriber from | ""H-beyond 
what it was leaaTTv autnorized to receive. | P"a 
seguestered the| "[records for this peric 

las 

agreement with the Counsel to the IOB, it 
_s our opinion^tha^ this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

SEftRET 
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.To : 
Re":-

I From: General Counsel 
27 8-HQ-C122 97 3 6-VIO, 3/0 6/07 

b2 
b7E 

Set Lead 1 : (Action) 

AT 

(U) | is request€il---to....return toi I 
ruo oo^nogtered toll records of telephone "nufnb'&a-^ i- ho ôo^rno^ 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

CC: Ms. Thomas b6 
b7C 

bl 
h 2 
b7E 
b4 
b7D 

P 

IOB Library 

SEPR 

5 
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Precedence: ROUTINE Date: 03/12/2007 
b7E To: | | Attn: SAC, CDC 

Counterterrorism Attn: AD 
Inspection Attn: IIS 

From: General Counsel 
Counterrorism Law Unit II/LX-1 3S100 
Contact: 

Approved By:^Thomas, Julie F 
b7C 
b2 

Drafted By: | | pik 

Case ID 8-HQ-C12 2 97 3 6-VIO 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER, 
^ \ IOB 2007-

Syri6psis-:------̂ Jxf It is the opinion of the Office of the General 
Counsel (OGC) that this matter does not warrant reporting to the 
Intelligence Oversight Board (IOB). This matter was reported as 
a potential IOB because it was referenced in the OIG draft of an 
NSL report to be issued March 9, 2007. Submission of this matter 
to the OPR is a matter within the cognizance of the IIS. 

l||jj Gz-

¡T-Ti Reference: 278-HQ-C1229736-•VIO-2183 

Administrative : (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

I 1 : b 7 E 

Details: (U) Referenced communication from the| |Field 
Office P I dated 02/23/2007, requested that OGC review the 
facts of the captioned matter and determine whether it warrants 

SEKRET 
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SEÎWET 
** h 2 

To : I I From: Genejral Counsel 
Re : 2 7 8-HQ-Cl"Z2'gT3"6"--Vlü-2-T83- 03/12/2007 

reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

(U) As discussed in the electronic communi cati on 
-rom-l - l-crt-e-d-bel-ow-."1-- I ; of 

wno rs a UnitecT™ S t a t e s 

pei son i_na L Leim T"s us eu rn ¿>ec i_rbn 101(i) of the Foreign 
Intelligence Surveillance Act of 1978 (FISA),2 in order to 
investigate information or allegations of ties to terrorism. 

1U) '^M^An NSL was issued on 04/08/03 under the authority 
of the Electronic Communications Privacy Act (ECPA) seeking toll 
billing and subscriber information for the subject's telephone 
account for the periodl 1 Because 

I I d i d not comport with the billing cycle on the subject's 
t p I pnhorie. the carrier provided information which dated back to 
I I Due to the fact that this possible overcollection was 
discovered by the OIG during the course of its NSL audit, I 
reported this matter as a potential IOB by EC dated 02/23/200 /. 
(See footnote 1, above.) We note that this overcollection should 
have been reported by| | as a potential IOB within fourteen 
days of its discovery. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/ 

^ > K ^ S e e 2 7 8 - HQ-C122 97 3 6-VIO, Serial • dated 02/23/2007 and 
titled, in part, "Intelligence Oversight Board (IOB) Error." 

2 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 
1801 et seq. ) as "a citizen of the United States [or] an alien lawfully 
admitted for permanent residence (as defined in section 101(a)(20) of the 
Immigration and Naturalization Act) . . . See also Section II.W of The 
Attorney General's Guidelines for FBI Foreign Intelligence Collection and 
Foreign Counterintelligence Investigations. 
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SE d^ET 

To : --F.r.om: General 
Re : 27 8-HQ-C122 97 36-VIO-211 

ounsel 
03/12/2007 

h 2 
b 7 E 

when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is reguired, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

^ X ^ Further, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to OGC, but are 
not reportable to the IOB. Prior thereto, third party errors 
were reportable to the IOB. 

""""""""""" -----]X( EC PA, 18 U.S.C. 27 09, permits telephone toll 
billing ana subscriber information to be gathered pursuant to a 
national security letter. In this instance, the information 
provided to the FBI went beyond the scope of the request. 
Investigation has uncovered the fact that the additional 
information was provided by the carrier because it comported with 
the billing cycle of the subject's telephone account. Therefore, 
the carrier chose to provide the information sought in the manner 
most convenient to it. Since there was no error on the part of 
the FBI, this matter is not reportable to the IOB. 

CONCLUSION 

(U) For these reasons, OGC concludes that this matter 
does not warrant being reported to the IOB. However, the 
overcollected material must be destroyed or returned to the 
carrier, depending on the wishes of the provider. If the 
information is relevant to the investigation, it may be 
sequestered until such time as another NSL is issued and served, 
and then the material may be retained and used by the FBI. 

SE&j^T 
163 
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SEJJ^ÈT 
h 2 

To: I I From: General Counsel .fo7E 
(U) ---Re-: 03/12/2007 

LEAD (S) : 

Set Lead 1: (ACTION) 

AT 

b2 
b7E 

(U) For handling of the overcollected material 
consistent with this EC. 

Set Lead 2: (INFO) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) Maintain report of potential IOB, together with a 
copy of this opinion, for three years for possible inspection by 
counsel for the IOB 

(U) Other action as deemed appropriate. 

.b6 
b7C 

1 -
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F E D E R A L B U R E A U OF INVESTIGATION 

Precedence : ROUTINE Date : 03/13/2007 b 6 
I 1 I 1 b7C To: Attn: S SA 

b7E 
Inspection Attn: Internal Investi ceti ve Section 

Room 11865 Attn: 

From: General Counsel 
National Security Law Branch/CTLU II/LX-1 3S-100 
Contact:I I 

Approved By : -Jhl j ̂  V 
hlC 

: neb Drafted By: | 

Case ID #: 27 8-HQ-C122 97 36-VIO 

Title: (U) Intelligence OversiyJ.it Board « 
(I OB ) Matter 2007-| \ 

Synopsis: It is the opinion of the Office of the General Counsel 
(OGC) that "the"above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

X I I I / n i~i /oat-I b X 

Reference : ? 78-ho-q i ? ? 9 7 ^ - v t o Serial 2184 
(S) 

b7E 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document in 
Corel WordPerfect. 

Details: By electronic communication (EC) dated Bebrna rv 22, 
2007 and referenced above, the| |Division | |reported to 
the O G C s National Security Law Branch (NSLB) and the Inspection 
Division this potential IOB matter. 

b7E 

SEi 
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(0) 
S E ^ ^ I 

punt ej:t error ism From: General Counsel 
27 8-HQ-C122 97 36-VIO, 3/13/2007 

BACKGROUND 

_S_L initiated 
ted States QèftS6ft. 

n r r w i d 
J Th 

they covered the period of[ 
] W h e n t o l l r e c o r d s w e r e r e c e i v e d f r o m t 

bl 
b6 
b7C 
b2 
b7E 

O n 

u u i y l b , z. 0 0 3 d W d L l u h d l o y o u f f i y L t S l V e r ( N S L ) w a s i s s n e d f o r t h e 

s u b j e c t ' s s u b s c r i b e r a n d t o l l r e c o r d s f o r t h e p e r i o d o f | I 

The period that was covered that was not requested by this 
NSL was| | However, a previous NSL 
had been issuea on A u g u s t zuuz w m c n covered most, but not 
all, of this overrun period. This overcollection should have 
been reported within fourteen days of its discovery. It was not 
reported, however, until discovered pursuant to the OIG NSL 
audit. 

iU) 
ANALYSIS 

As required by Executive Order (E.O.) 12863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be 
reported to the IOB. We believe that the reported activity does 
not reguire IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires Inspectors General and 
General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
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To: Counterterrorism From: General Counsel 
Re: T̂----(f)7 8-HQ-C122 97 36-VIOf 3/13/2007 

(U) 

<U) 

( U ) 

(U) 

(U) 

they involve purely administrative matters.1 For the FBI, OGC 
submits reports to the IOB.2 

The Attorney General's Guidelines for FBI Foreign 
Intelligen6e Collection and Foreign Counterintelligence 
Investigations (NSIG) provide that "all lawful investigative 
techniques may be used in full investigations." NSIG 
(Introduction) at 4. Section 2-56 of the NFIPM identifies as 
reportable to the IOB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope 
of permitted activities, and failing to adhere to minimization 
requirements.3 

In this instance, I Isouqht information b 7 E 
relating to a telephone number associated with the subject of a 
full investigation, and obtained data for a period greater than 
requested. However, the information was relevant to the 
investigation and part of it, but not all, had already been 
covered by another NSL. Further, the error was made by the 
carrier. There was no error in the FBI's NSL. By letter dated 
11/13/2006, the Counsel to the IOB agreed that third party errors 

See EC from Inspection Division to All Divisions; 
Title: "Revised Procedures for the Submission of Reports of 
Potential Iri££jjj112£ji££| Oversight Board (IOB) Matters, Case ID # 66F-
HQ-A1247863 at 5-6 (2/10/2005) . The FBI is required to 
maintain for three years records of administrative violations, for 
possible review by the Counsel to the IOB, together with a copy of 
the opinion concerning the basis for the determination that IOB 
notification was not reguired. Id. at 6. 

See id. at 4. 

.-- See also id. at 5, identifying reportable matters as 
including: (1) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives; (2) suspected 
violations of the Constitution; (3) unauthorized investigations; (4) 
use of methods or technigues other than those authorized in the 
conduct of preliminary or full investigations; (5) initiating a form 
of electronic surveillance or a search without authorization from 
the FISC, or failing to terminate an authorized surveillance at the 
time prescribed by the Court; and (6) failing to adhere to the 
minimization or dissemination reguirements specified in a FISC 
Order. 

S E C ^ T 

b2 
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(U) 
SECRET 

ieaal 
- 27 8-HQ-C122 97 36-VIO, 3/U3/2007 

"To: Counterterrorism From: Geneaal Counsel 

in the collection of information pursuant to an NSL must be 
reported to OGC, but are not reportable to the IOB. Prior 
thereto, third party errors were reportable to the IOB. Under 
the new policy, this overcollection need not be reported to the 
IOB. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant 
being reported to the IOB. However, the overcollected material 
that was not covered by any NSL must be destroyed or returned to 
the carrier, depending on the wishes of the provider. If the 
information is relevant to the investigation, it may be 
seguestered until such time as another NSL is issued and served, 
and then the material may be retained and used by the FBI. 
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SE^ET 
To : Counterterrorisin From: General Counsel 
••Re-i....>5j/ 278-HQ-C1229736-VIOf 3/13/2007 

LEAD (s) : 

Set Lead 1 : (Action) h 2 

AT 

(U) For handling of the overcollected material 
consistent with this EC. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT ITQS b2 

(U) Read and Clear. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 
•• 
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(U) 
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Precedence: ROUTINE 

To: Inspection Division 

Office of the General Counsel 

Date: 28/2007 

From: 
Sguad[ 

Attn: Internal Inspection 
Section 

Attn: National Security Law 
Branch 

b2 
b7E 
b6 
b7C 

Contact : 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

Synopsis : ^vSO The purpose of this communication is to report a 
potential Intelligence Oversight Board (IOB) matter. 

)f 
Attachment(s): 
(S) (1) Copy 
approving RFPA N 
(S) (2) Copy o 
RFPA NSL request ¡ E 
(S) (3) Copy o j 
letter to^ 

^tPd 1 2/1 9/2006. F.C 
r en 11 

1 dated 12/19/20067 

b7C 
b4 
b7D 
b2 
b7E 
bl 
b7A 

dated 03/26/2007, SAC 

f 4 ) Conv of I 

[ 

Details : iSc This report 
"Ca" se"! 'dentsTE oH a tlon-- - n u-mb e-r- - \ 

agent is Special Agent (SA)T 
HUljj-kik). The case 

• 
J Sguad| | || 

sbJSEET 
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ï.çjfl SEORET .b7E b6 
To: Inspection Division From: | b7C 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

supervisor is Supervisory Special Agent 
JSquadj^ 

j X ' 0 n 03/2 0/2 007 f Special Agent [ received the referenced EC along with an pyp>ntpH rt̂ pa Ma-Mnna 
Security Letter (NSL) addressed to| 

^rtpriti nri :l 
and t :he reçues ted financial record si 

|respectivelyf tor period from incept :ion to present. 

bl 
b6 
b7C 
b4 
b7D 
b7A 

(U) On 03/23/2 0071 SA 
documents and discovered a third 

reviewed the financial 
or consisting of 25 arry err 

documents containing financial information of a n c r s n n n e t 
requested in the NSL. Noting this discrepencv, SA I \ 
subsequently contacted | "Ifo determinel 
desire regarding d i s n o s a l o f d o c u m e n t s received 

reguested SAf 
n errut 

return the documents to 
I 

y mail with a notereflecting those documents were received 

b6 
b7C 

_n error. 
n n On 0 3 / 7 6 / 7 0 0 7 documents were returned bv F E D E X , 

M • • I attention: I I 
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SEQ&ET 

To: Inspection Division From: 

^ E T 

Re: (U) 27 8-HQ-C122 97 36-VIO, 03/28/2007 •b7E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) Potential IOB matter. 

Set Lead 2: (Discretionary) 

OFFICE OF THE GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Potential IOB matter. 
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J) 

Precedence: ROUTINE Date: 03/08/2007 

To: 
Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn : IIS 

From: General Counsel 
b2 
b7E 
b6 
b7C 

Drafted By: mjg 

Case ID 

Title 

# : X 

' K 

27 8-HQ-C122 97 36-VIO 

INTELLIGENCE OVERSIGHT BOARD MATTER, 
IOB 2007-

r) Synopsis-: ^ ^ ^ ^^e opinion of the Office of the General 
Counsel (OGC) that this matter does not warrant reporting to the 
Intelligence Oversight Board (IOB). Submission of this matter to 
the OPR is a matter within the cognizance of the IIS. 

(U) X _assify On: 03/0 

Reference: 278-HQ-C1229736-VI0-

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

b 
b 

Eield Details: (U) Referenced communication from the 
Office (CFO), dated 02/22/2007, reguested that OGC review the 
facts of the captioned matter and determine whether it warrants 
reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

<U) X As discussed in the electronic communication (EC) f 
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b7E 

( U ) 

T'GX; 

(s) t x : 

s i^sk r 
From: General Counse_ 

8M1Q-C12 2 97 3 6-VIO, 03/08/2 007 

a cited below. 

(U) ^ During the investigation, | jissued an NSL on 
07/09/2004. The NSL requested a copy of the subject's consumer credit 
report under the Fair Credit Reporting Act. The NSL was properly b2 
drafted except that the certification included the language for b7E 
certifying an RFPA NSL. Further, the accompanying Electronic 
Communication ("EC") was properly drafted except that it stated in the 
"Synopsis" section that the NSL was being issued under the Right to 
Financial Privacy Act. Otherwise, its description of the request and 
the information provided by the EC for congressional reporting 
purposes were accurate. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General Counsel of 
the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence activities 
that they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive. This language was adopted 
verbatim from EO 12334, dated 12/04/1981, when the IOB was known as 
the President's Intelligence Oversight Board (PIOB). By longstanding 
agreement between the FBI and the IOB (and its predecessor, the PIOB), 
this language has been interpreted to mandate the reporting of any 
violation of a provision of the NSIG, or other guidelines or 
regulations approved by the Attorney General in accordance with EO 
12333, dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially administrative 
in nature need not be reported to the IOB. The FBI is required, 
however, to maintain records of such administrative violations so that 
the Counsel to the IOB may review them upon request. 

(U) 
Section V.ll., Investigative Techniques, of The 

Attorney General's Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection (NSIG) provides that National 
Security Letters may be issued in conformity with statutory 
reguirements, including the FRCA, 15 U.S.C. Section 1681v. 

278-HQ-C1229736-VIO j" | 

SE 
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T-Q.: 
S^Oi^ET b2 

From: General Counsel 
R e : X > £ / f 278-HQ-C1229736-VIO, 03/08/2007 

(U) The NSL at issue in this case was properly issued under 
the Fair Credit Reporting Act. The NSL contained language from 
another NSL statute, Title 12, U.S.C. Section 3414(a)(5)(A), the Right 
to Financial Privacy Act (RFPA). The language was, to wit: "I 
certify that these records are sought for foreign counterintelligence 
investigation purposes to protect against international terrorism or 
clandestine intelligence activities, and that such an investigation of 
a United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution of the 
United States." While the RFPA permits NSLs for records related to 
international terrorism or clandestine intelligence activities, the 
FCRA Section 1681v permits NSLs only for records related to 
international terrorism. 

(U) The clerical error made in the NSL does not affect the 
legitimacy of the NSL. This was an international terrorism (IT) case, 
and a description of the IT nature of the case is documented in the 
EC. Further, the mistake made in the synopsis of the EC, while 
otherwise a proper FCRA 1681v EC, does not affect the legitimacy of 
the NSL. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant being 
reported to the IOB. 

LEAD(s): 

5CRET 
3 
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SE^IT 
From: General Couns^i To, I 

Re:" 278- HQ-C1229736-VIO, 03/08/2 007 

b2 
b7E 

Set Lead 1: (INFO) 

AT b7E 
(U) Read and Clear. 

Set Lead 2: (INFO) 

CQUNTERTERRQRISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) Maintain report of potential IOB, together with a copy 
of this opinion, for three years for possible inspection by counsel 
for the IOB 

(U) Other action as deemed appropriate 

1 - Ms. Thomas 

- IOB Library 

.ET 
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F E D E R A L B U R E A U 01* INVEST IGAT ION 

ÎU) 

'ti: 

(U) 

Precedence: ROUTINE 

To: 

Date: 03/13/2007 

b2 
b7E 
b6 
b7C 

Attn: SAC 
ASACl 
CDq 
ss^ 
TFO 

Counterterrorism 

Inspection 

Attn: 

Attn: 

ITOS 

IIS, 

CONUS 

From: General Counsel 
C m in t p rt P J r n r i .qrn T.^w U n i t T / T,X- 1 
Contact : 

2 s ï nn 

Approved By: 

Drafted By: 
Case ID #: 

Thoma s J n 1 i p E 
b6 
b7C 
b2 

Title ' X 

2'/8-HQ-CÌ22^7 3 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-f 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

:om 
ry~~On: 

G-l 

Administrative: This electronic communication (EC 
information from: (11 thp EC d^fpd 02/21/2007 from the 

I | Field Office[ 

contains 

I to OGC reporting a 
potential IOB matter; and (2) automated case support (ACS). 

(Ub 
Reference: 

ï 
b2 
b7E 

(U) 27 8-HQ-C12297 36 Serial 2205 
278-TJ-C136372 Serial 126 

By EC dated 02/21/2007, [ Ireguested Details: 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 

h 2 
hl E 



NSL VIO-36431 

To: 
Re: 2 7 (i)- HQ-Cl22 97 3 

From: 
5-2205, 

SE^à^T 

Office of the 
03/13/2007 

b7E 
General Counsel 

(U) 

our opinion, the FBI is not required to 
I OB. 

report this matter to the 

:s: n r a hni i i~ Huri nrr thp r-nnrQP nf 
author"i"Z'e'd|- | Special 
Agent In Cnarge executed two documents (I) a National Security 
Letter (NSL) pursuant to the F.l ect ron i c Commi in i rati ens Privacy 
Act (EC PA) , 18 U.S.C. § 2709, on| |and (2) an EC 
approving the issuance of such NSL. In the NSL, the FBI 
reguested the name, address, and length of service for two 
telephone numbers believed to belong to a certain target. The 
NSL specifically requested subscriber information for two 
telephone numbers as of the date specified for each number: 

(Ul-

to present 
to present 

^ S ^ The EC approvinq the 
er 
a 11 

ssuance of the NSL contained an 
ror. 'Due""to--an--appar.ent f^rjraphi n n or-r-̂ r- n +- m^ofaVoniy 
thori zed—±±L£—issuance of an N"STr"""f"CT:|-

However, as stated aoove, rne insl, s~ 
rather than 
ated the 

correct teiepnone numbers. 

m 
wa 
in 
re 

bl 
b2 
b7E 

bl 

On or about 02/14/20051 [provided subscriber 
formation which confirmed that, trie subject of the investigation 
s in fact the subscriber for both telephone numbers set forth 
the NSL. No information was ever sought or received from 

lating to the wrong number set forth in the authorizing EC." 

b7D 

(U) The President, by Executive Order 12334, dated 
4/1981, established the President's Intelligence Oversight 

Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

bl 
b2 
b7E 



NSL VIO-36432 

CPRST SEJ?£AT b2 

To: I I From: Office of the General Counsel 
Re: 278-HQ-C12297 36-22 05, 03/13/2 007 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The FBI Inspection Division is required, however, to 
maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
reguest. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

( S ) 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which are 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). In addition to FCRA, 
15 U.S.C. §§ 1681u(a) and (b) information (financial institutions 
and consumer identifying information), under 15 U.S.C. 1681u(c), 
if certain factors are met, the FBI is able to obtain full 
-'CQ-nsumer reports in both counterintelligence and international 
terrorism inve"S"tig-ation.s_by an ex parte court order. 

I Q \ . during the course of an authorized--
the FBI properly served an NSh that r ^ U ^ T M 

lawtui mtormarion. In the NSh,| |reguested the 

sEq^ink 

bl 
b2 
b 7 E 

179 
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S^SRI *ET B2 

b7E 
To: I I From: Office of the General Counsel 
Re: 278-HQ-C12297 36-22 05, 03/13/2 007 

name, address, and length of service for two telephone numbers 
which belonged to the subj ect. Because the NSL contained the 
correct telephone numbers, the fact that the authorizing EC 
contained an apparent typographical error neither resulted in the 
issuance of an erroneous NSL, nor an unauthorized collection in 
violation of the NSIG and ECPA. 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting reguirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. The apparent typographical error in the EC authorizing the 
issuance of the NSL did not result in the issuance of an 
inaccurate NSL or an over collection. A record of this decision 
should be maintained in the control file for future review by the 
Counsel to the IOB. 



NSL VIO-36434 

SEC: 

To: 
Re: 

From: Offi 

ÏCMT 

ce or the General Counsel 
h 2 
b7E 

278-HQ-C12297 36-22 05, 03/13/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not reguired, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) b2 

(U) | |should issue a corrected EC setting forth 
these matters. | | should implement steps to ensure 
that similar errors do not occur in the future. 

cc: Ms. Thomas 

I O B L i b r a r y 

5 
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12-17-2007 
CLASSIFIED BY 65179 DMH/KSR/cb 

SEQK^T DJ 

F E D E R A L B U R E A U OF INVESTIGATION 

12-17-2032 

( U ) 

Precedence: ROUTINE 

To: 

Date: 3/12/2007 

b2 
b7E 
b6 
b7C 

Attn: SAC [ 
ASAC_[ 
CDC 
S SA 
S A r 

Counterterrorism 

Inspection 

Attn: ITOS I, CONUS IV 

Attn: 
Rm 11 (zi bo 

From: General Counsel 
National Security Law Branch/CTLU Il/LX-1 3S-1( 
Contact: | | 

Approved By : T h n m ^ i .q J i 11 i p F 

] 
Drafted By : | 11km 

Case ID #: 27 8-HQ-C122 9736-VIO (pending) 

Title: (U) Intelligence OversJ 
(IOB) Matter 2007 Ö 

Board 

Synopsis: is the opinion of the Office of the General 
Counsel that trie above referenced matter need not be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

<U) 

(U) 
r^-jyfiH From : G-J 

^ ^ ^ Duel acuity un:1 

Reference : ^hiS 27 8-HQ-
X X 97Q r t 

(S) L _ 

C122 97 36-VIO serial 2211 
1 127 

b l 
b2 
b7E 

(U) 

Administrative : (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

Details: By plpntrorCn nnrtimnni^tinn !FT\ dated 02/£9 
( 27 8-HQ-C122 9s? 36 S e r i a l F i e l d Office b7E 

SECRET 



NSL VIO-36436 

To.: 
Re 

S E ^ ^ f 

From: General Counsel 
278-HQ-C1229736-VIO, 03/12/2007 

b7E 

reported to the Office of the General Counsel (OGC) 
thispotential IOB matter. 

Î ) se ates person 
Upon opening tiie 

( S ) fecr' . | whlc' 

(U) 

raco rijis f or_s.ubg- set] 
I : periods 

] 

î nve s tTgati"on""¥a"S"""ci"0'S-ed----onj-
a National Security Letter "iNbnj was issued 
up.qtpri 1 nr.?il ^nd Inrin rli .qf^nrp i~ n 1 1 billing 

TTnil^H 

In rê ^̂ ^̂ ^̂ ^̂ ^̂ ^̂ ^̂ ^̂ ^̂  
" " numbe :J 
andf 

from date range E 

nd| |to "the 
" ^ n r o v i dcd_ telephone 

through for dates 
^ H.tP nf thP M.qT. T h p rPnnrH.g 

fwhich were providec e agent did not rea! 
exceeded 
ime that rne scope oT rne int>n. TTie agent did not realize at the 

the information was received that the additional information 
constituted a potential IOB violation. However, when the case 
agent was informed by the CDC on November 21, 2006 that there was 
a problem with the additional information, the case agent 
immediately retrieved the excess information from the closed case 
file and sequestered the information with the CDC. In addition, 
the excess records were removed from the Automated Case Support 
system. 

pai )f this case, an error on the 
resulted in the unintentional acguisition of information. 
learning that there was information received from[ 

Upon 
] that 

exceeded the scope of the NSL, the case agent responded 
immediately by removing and seguestering the information with the 
CDC pending disposition of the matter. 

<U) " "" Based upon our analysis, the carrier's mistake is 
not reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. Pursuant 
to the Revised Procedures for the Submission of Reports of 
Potential Intelligence Oversight Board (IOB) Matters, Reports of 
potential IOB matters determined by OGC not to require 
notification to the IOB will be retained by INSD for three years 
for possible review by the Counsel to the IOB, toqether with a 
copy of the opinion concerning the basis for the determination 
that IOB notification was not reguired.1 Accordingly, OGC will 
reguest that the Inspection Division retain a record of the 

hi 
b4 
b7D 
b6 
b7D 
h 2 
b7E 

1 By letter dated 11/13/2006, the Counsel to the IOB agreed 
that third party errors in the collection of information pursuant to 
an NSL must be reported to OGC, but are not reportable to the IOB. 

SÇtë^ET 
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To.: I I From: General Counsel b7E 
: j X ^ 278-HQ-C1229736-VIO, 03/12/2007 

report of a potential IOB matter for three years, together with 
copy of this opinion for possible review by the Counsel to the 
IOB. 

SECJ 
3 
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h 2 To.: L . From: General Counsel 
: 2 /y-ky-iJl229736-VIO, 03/12/2007 & /tj 

LEAD (s) : 

Set Lead 1: (Action) b2 

(U) The field should contact the carrier and ask 
whether the improperly or unintentionally acquired information 
should be returned or destroyed, with appropriate documentation 
to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basi 
for the determination that IOB notification is not required. 
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(U) 

<U) 

(S) 

Precedence : ROUTINE b2 
b7E 

To: INSD b6 Attn: IIS 
OGC b7C Attn: NSLB 

1 1 
b7C Attn: AC DC 

Date: 

From: 

Approved By: 

Drafted By: [ : mjb 

Case ID #: (U) 2 78-HQ-C12 2973 6-VIO 
(U) 2 7 8 -P~T- 5 0 07 8 - A 

I Pending) 
^ Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report a potential IOB matter. 

[Ossify OnT 

Details 1 JUL 

• • 

• 

28/2007 

bl 
b2 
b7D 
b6 
b7C 
b2 
b7E 

SECRET 
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NSL VIO-36440 

To: INSD From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 

b7E 

28/2007 

The investigation was 
:ransrerrea roanotnercaseagenri 

U b rii,K . 
_ s a IN ON 

(U) The potential IOB violation in question is from 
section N of the REVISED PROCEDURES FOR THE SUBMISSION OF REPORTS 
OF POTENTIAL INTELLIGENCE OVERSIGHT MATTERS, stating "A carrier 
providing information beyond the scope of an NSL resulting in the 
unintentional acquisition of data." The potential IOB violation 
may involve the over collection of information gathered through 
the usage of a National Security Letter (NSL). 

X The NSL was used to collect the toll and billing 
records for the telephone number the captioned subject subscribed 
to. The captioned subject's telephone number was identified 
through public open source information. The telenhone number was 
also associated with the subiectT 

z 
On April 17, 2006, an NSL was approved by 

to request| Iprovide the toll and billing records 
lor the captioned subject's telephone number from the inception 
of the telephone number to the present. The NSL only contained 
the telephone number and did not identify the captioned subject. 
SSA | ""I was the supervisor who provided initial 
approval of the NSL. 

j X 0 n M a Y 3°f 2006,1 |returned the results of 
the request. The results contained the toll and billinq records 
for the captioned subject. However, the results also included 
the toll and billinq records for two other subscribers to the 
telephone number prior to it being assigned to the captioned 
subj ect. 

Upon receiving the toll and billing records the 
records neft pertaining to the captioned subject were segregated. 
A request was made to have the captioned subject's toll and 
billing records uploaded into the FBI computer system for 
analysis. Before the upload was nnmnlptpd the investigation was 
transferred to a case agent on Squad I I Subsequently, some 
confusion occurred and the t\ll and billing records not 

bl 
b2 

bl 
h 2 

b7E 
b6 
b7C 

h 2 

b7E 
b4 
b7D 
h 6 

b7C 

b4 
b7D 

h 2 

;RET 
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To: INSD From: | 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 b7E 

pertaining to the captioned subject were uploaded. As of March 
12, 2007, those records were deleted from the system. 

(U) The potential IOB violation in guestion is from 
section F of the REVISED PROCEDURES FOR THE SUBMISSION OF REPORTS 
OF POTENTIAL INTELLIGENCE OVERSIGHT MATTERS, stating "A carrier 
providing information beyond the scope of the FISC order or other 
relevant legal authority resulting in the unintentional 
acguisition of data." 

This potential IOB violation was not reported 
sooner bedausfe SA| |was unaware the additional records 
received may be a violation. SA| |understood an IOB 
violation would have occurred if the toll and billing records 
received was for telephone numbers not related to the subject. 
Due to the captioned subject subscribing to the services for a 
portion of the period received SA| "Hdid not perceive 
there was an issue. However, SaI"^^^^^^^™ | understood the 
records not pertaining to the caprionea suoj ect needed to be 
segregated and not uploaded. 

SBCR: 



V 
SEÇRE\ 

NSL VIO-36442 

To: INSD From: | | 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

h 2 

b7E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, PC 

(U) I |is providing the above information ^2 
regarding a potential lUB violation in compliance with current b7E 
NSLB directives, for appropriate action. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, PC 

(U) The Office of The General Counsel is reguested to 
review the circumstances regarding the possible IOB violation and 
to subsequently provide CDC| ""¡direction regarding the 
disposition of the records wnicn were inadvertently collected. 

SEC^ET/NOFORN / 
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F E D E R A L B U R E A U O F INVEST IGAT ION 

Precedence: ROUTINE Date: 03/27/2007 

(S) 

To: Inspection Division 
General Counsel 
Counteri nte 1 licence 

Attn 
Attn 
Attn 
Attn 

From: 
Squadl 
ContacTET SA 

Internal Investigations Section 
NSLB 
CD-IB 
CDC I 1 -b2 

b7E 
b6 
b7C 

Approved By: 
bl 
b2 

Drafted By: £ 3 b7C 
Case ID #: (U) a 97R-un_ci 99Q7^-vin 

(Closed) (S) X 
Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) To report 
Board (PIOB) violation. 

a Potential Intelligence Oversi 

(u: R.« m-il m H TTT̂ TTI • TOT PPf n -
EfeLîlassiiv On: 

w r 

(S) 
.osee ~ (NONUSPER) 

(U) 

(S) 
[ 
Details: 
may have occur red"""Ts"[ 

bl 
b2 
b7E 

bl 

b7E 

The substantive investigation in whinh thp Pi or 
______________J" ' i n v e 'S't i g-a t -l-o n--| -

the 
case agent tor this investigation, which is currently closed, was 

SEC^T//20320327 
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SE<3RBŒ'//20320327 

To: Inspection Division From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/27/2007 

b7E 

b7C 
Special Agenti | Special Agenti 
supervisor is Supervisory Special Agent[ 

current 
~~] The 

Supervisory Special Agent during the time of the PIOB violation 
was 

i roiii H H I . H U Ì I ,O i J n i .e r I n i .e I i icence u 

! .q Ì Thig invpgtinatinn wa c: initiated a£ 
after receiving information" 
ivi si on. as well as | " " 

bl 
b2 
b7E 
b4 
b7D 

f r i n n p f t i n r i r h r n ^ n u r f h a q p n r ror rne 
FBIHO conducted an analysis 

(U) As a part of this investigation, SA 
and issued a National Security Letter (NSL) direct 

_ |to provide financial records on 
Ifor the peri od of| [ On 

01/18/2005,1 Iprovided the financial records reguested by 
| | The records were analyzed and placed into the case 
TTT e. 

cor 
On 03/16/2007, an audit of the case file was 

jncted^bvXSSA | | SSA| |advised that 
| |provided more information than was reguested by the 
"TÏÏÏÏT UrT7)3f 21 / 2 007, SA 
file and determined that 

lconducted a review of the 
J complied with the NSL reguest 

and provided financial inlormation, to include copies of checks 
and wire transfers, onj I for the periocL-U-L 

included an| However, 
PanK account statement tor the entire montn of[ 
which included transactional descriptions information from a 
period| |outside the scope of the 
approved NSL. | |did not intentionally provide the FBI 
with information outside the scope of the approved NSL, in that 
the bank statements are prepared in monthly increments. 

( u ; FBI reguests direction from the 
appropriate authority on the disposition of those records that 
fall outside the scope of the approved NSL. 

b7E 

b7C 

b2 
b7E 
b6 
b7C 
b4 
b7D 

b7E 
//20320327 
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SEC^f//20320327 

From: I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/27/2 007 

b2 
To: Inspection Division From: I ~l b7E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3C, read and clear. 

Set Lead 4 : (Discretionary) ]q2 
b7E 

(U) For action as deemed as appropriate, 

SECRÈÏ//20320327 

3 
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Precedence : ROUTINE Date: 03/29/2007 

To : General Counsel 
Inspection 

Attn: 
Attn: 

NSLB 
IIS, Room 11861 

From: 

UUIlLdUL. 

Approved By: 

Drafted By: : kms 

Case ID #: 2 78-HQ-C122973 6-VIO 
278-Tn-C48613 

Title: INTELLIGENCE OVERSIGHT BOARD MATTERS 
NSL AUDIT, __2 0 07 

DIVISION b7E 
Synopsis: | 
2007 NSL aucH 

Division summary of the results of the 

Enclosure(s): 43 INSD/IIS NSL Compliance Checklists 

Details: On 03/13/2007, 
Assistant/PS,[ 

, CDC,I I and CDC 
^conducted an audit of all National 

Security Letters (NSL) issued in counterintelligence 
investigations, pursuant to the Bair Credit Reporting Act (BCRA). 

J identified 20 NSLs issued to credit reporting 
"n 17 case files, between 01/01/2002 and 12/31/2C 

b7E 
b6 
b7C 

agencies, 

Copies of all 20 NSLs were physically located within 
the case files and reviewed to determine if any of the NSLs 
reguested a full credit report, as opposed to limited consumer 
information authorized by section 1681u of the FCRA. All of 
these NSLs were issued in compliance with statutory authority i 
Title 18 USC § 1 
credit report. 

u. None of the reviewed NSLs reguested a full 

These 17 case files were also reviewed to determine if 
the credit reporting agencies erroneously provided a full credit 
report, contrary to the NSL reguest. NSL results from the credit 
reporting agency were located in 16 of the 17 files. One of the 
files, involving one of the 20 NSLs, did not contain the NSL 
results, although this file did contain an npln^dpd DO from the b 7 E 

division that delivered the NSL, on behalf of 
of the reviewed files contained a full credit "report, 

None 
n response 

ET 



NSL VIO-36447 

To: General Counsel From: I 
Re: 27 8-HQ-C122 97 36-VIO, 03/2^/2uu I 

hi E 

to the NSL request. There is no indication that the NSL results 
which are missing from one of the 17 files would contain results 
inconsistent with the results contained in the other 16 files, as 
the NSL is consistent with the NSL requests in the other 16 
files, and was directed to the same credit reporting agency as 
the other reguests. 

The Inspection staff audit of 
on Friday. 03/16/2007 , and was conduct ecPbv [ 

files began 

H qqzl 
D i v i s i o n - I , w m 

1 and SSA from the 
as requested to nul 1 73 

files. All 73 investigative files, wnicn mciuae 
files were located and pulled, prior to the arrival of the 
inspection staff. It was determined that NSLs were issued 
l±—±±ls—13—files. 245 NSLs were issued in these 27 files. 

reviewed each of the 27 files for the purpose of 

n 27 

ensuring that the NSLs and NSL results were located within the 
files and available for inspection. Efforts were made to locate 
NSL results which were being analyzed, uploaded. or were 
otherwise unavailable within the case files. I Itabbed 
each NSL within the case files and made a notation regarding the 
location of the NSL results (main file, 1A, 1C, etc.). 

b2 
b7E 

(S) 

(Si 

(SJ-

<S) 

Potential IOB matters were divided into two stacks by 
the inspection staff. The first stack to be reviewed by the CDC 
included those investigations where a time gap in investigative 

)f 
and the closing of the case, 

The inspection staff identified 14 files with a time 
gap in investigative authority. The CDC reviewed these 14 files 
for the purpose of determining if any investigative activity 
occurred during a lapse of authority, thereby raising potential 
IOB issues. 13 of the 14 files revealed no evidence that any 
investigative activity occurred during any lapse in investigative 
authority. One of the 14 files revealed activity that could be 
deemed to be investigative activity, which occurred during a 
lapse in investigative authority. This potential IOB violation 
is more fully described as follows: 

""""A—r-evi-ew....of the case fi 1 e—rpyp ̂  1 PH—two—not prit i ̂  
•i gcm^g T.rh-i r̂ n occurred afte"r""th 

"L an EC requesting FblHO approval to extend thel as 
prepared. | i FBIHQ recommended that the case 
closed. The case was subseguently closed 

b7E 

hi E 

2 bl 
b2 
b7E 



NSL VIO-36448 
T 

To: General Counsel From: | b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/2^/200 / 

(S) 

(SJ-

( s ) 

(S) 

On 
1 o+- QH _J]21i_i_S__LQ-CIIL_kiLa.1=1 1 naHp 

1 

f. nnl prepared on[ 

J-irm was 
| The request to 

] This 

On 

er investigative authority expired on 

l t h p DRT r P r . p j v p H l 

review these J v: : : • 
J the FBI did 

xpired. 

The CDC next reviewed a stack of 29 INSD/IIS NSL 
iance Checklists referencing potential IOB matters unrelated 

to a time gap in investigative authority. These checklists 
identified 36 potential IOB matters, in 14 case files. The CDC 
reviewed each of these identified matters to determine if the 
matter should be reported to OGC as a potential IOB violation. 
These issues are more fully identified as follows: 

b7E 

bl 
b2 
b7E 

bl 
b2 
b7E 

dated" 
The NST, C o r n n l i a n c . p C h c c k l i .st notes that the EC PA NSL, 

/"2'0Q-6-,-|- |reguested toll billing records 
beginning 01/01/2005. However, due to billing cvcl 
service provider included records from 

the 

A review of the file does n n n f i rm t h a t T 
toll billing records for billing date 
included toll billing records dating b^dk lu 

roduced _ 

3 = l 

bl 

b2 
b4 
b7D 
b7E 

J potential IOB violations are noted regarding this NSL. 
bl 
b2 
b7E 

The NSL Compliance Checklist notes that the FCRA NSL, 
dated 02/19/2003, serial 31, lacked predication in the reguesting 
EC. 

v 
SECRET 



. NSL VIO-36449 

J_ h 2 

To: General Counsel From: | ^ \ | b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/2^/200 / 

(S) 

(SÎ 

(S) 

(SÏ 

(Si 

(Si 

(Si 

b2 
A review of the file confirmed that the requesting EC, 

dated 02/11/2003, | | does lack details to allow for an 
appropriate review of the NSL request. 

TT -u 1- _ - - u J r^ ^ -1 .. _ XT -u 1- _ XT _ --L-

ine udbe irre conlaius auui Liouai iacls aiiu ue la11s ̂ ^^^^ 
-HUo MQT lonjl o-Har-ìHav-H i n^l nH .he....F.r' ̂ ^^ -j T̂  rj I 

Because facts supporting the requisite legal standard 
were documented elsewhere in the case file, this identified issue 
is not an IOB violation, despite the lack of details in the 
reguesting NSL EC, 

The NS 
. da t e.d...ll-/-2-Q-/-2-0-O3-, -
reguested in the NdL. 

Checklist notes that the ECPA NSL, 
'resulted in collection of data not 

A review of the file confirmed that the subscriber records 
provided bvl I i ncl nrjed an e-mail address for the subscriber. 

....Th.e.-NSL-i-a The response EC from 

Because! Iprovided information beyond the scope of the NSL 
reguest, which resulted in inadvertent over collection by the 
FBI, this constitutes a potential IOB violation. 

The NSL Compliance Checklist notes that the ECPA NSL, dated 
rl--_ [requested toll billing records beginning 

TTk J however, due to billing cycles, the service provider 
included records from 07/31/2005. 

A review of the file confirmed that 
billing records for billing date | 
toll billing records dating back to | 

: '; : toll 
Iwhich included 
] 

(S) 

(S) 

jecausel Iprovided records outside the scope of the NSL, 
this resulted in inadvertent over collection by the FBI, which 
constitutes a potential IOB violation. 

The NST, Comnl i anee Checklist notes that the ECPA NSL, dated 
reguested transactional records beginning 06/07/2.0.0.6-, 

bl 
b2 
b7E 

bl 
b4 
b7D 

b7E 

bl 
b2 
b7E 
b4 
b7D 
b7A 



To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, '29/2007 

NSL VIO-36450 

h 2 

b7E 

However, included records beginning 

A review of the file confirmed that f 
transactional records dating back to 

I p r o d u c e d 
I p u r s u a n t t o t h e 

NSL dated 06/07/2006, requesting updated records from I 
Although the information from!"" ' 
of the current NSL, dated 06/07/2 006.1 

Twa s o i ] t a i d ^ ^ T scope 
nffìrmal" i fi p was previously reguested via NSL on f|4 / 1 h / ? finh 

^hich reguested transactional records 
the case file contained authorization for the i' 11 e r e i o r e , 

acguisition of this otherwise over collection, via a previously 
authorized NSL reguest. 

because 
NSL reguest dated Q i provided information outside the scope of the 

6/07/2006, this resulted in inadvertent over 
collection by the FBI. However, because the FBI had previously 
reguested and received this information froml"" I through valid 
legal process, this over collection is not deemed to constitute 
an IOB violation. 

b7D 

bl 
b4 
b7D 
b2 
b7E 

The nst, Comnlianop Checklist notes that the ECPA NSL, dated 
Jreguested toll billing records bee ¿ g i n n i n g 

However, the service provider included records from bl 
The checklist also notes that the file copy NSL lo 

lacks the SAC's signature, 

A review of the file does o.onfi rm that \ produced toll 
billing records for billing datel I which included toll 
billing records dating back to| | appears that 

| |included these records in an e f f o r t to capture tolls 
"oarinn opqIt to I I as the I I billing date is 

billing cycle. 

eluded these records in an et tor 
-, I I a s I I = 
J resulting in over collection due to the | | 

Because| |provided records outside the scope of the 
NSL, this resulted in inadvertent over collection by the FBI, 
which constitutes a potential IOB violation. 

The failure to maintain a copy of the signed NSL would be a 
potential IOB violation if the NSL was issued without SAC 
approval. The EC, reguesting the NSL, contains the SAC's 
initials. Because the SAC's approval for the NSL is documented 
on the reguest EC, the lack of a signed NSL within the case file 
will not constitute an IOB violation. 

b7E 

b7D 

b7D 
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(S) 

To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/1 2 9/2 UU / 

NSL VIO-36451 

] b7E 

The NSL Compliance Checklist notes a lack of predication in 
the opening EC or LHM, for the National Security investigation. 

A review of the case file confirmed that the opening 
communication in this case file lack sufficient predication for 
..opening a National Security investigation. Lack of predication 
for n̂'-i'niTQ-e+.H./jgf n ̂ .r̂ ^̂ in o+- ifnfoc a o r-,-H n a 1 TOP t H ̂  1 g-h n ̂  m . 

(S) 

Additional details of thë"TBïtiÇ 
to this investigation, will be 

Iwhich led 
IhdlLlded ih Lhe tb-^oz.1 

bl 

bl 
b2 
b7E 

(Si 

( S ) 
( s k 

( S J [ 

(S) 

(S) 

(S) 

The NSL Compliance Checklist notes a 1^ok 
...th.e...N.SL....EC-f-----f-O-r----the----NS-L---d-a-ted-----0-2-/-l-3-/-2-0-037---
Checklist also notes that some of the NSL 
within the case file. 

edication 
The 

results are not located 

a review of the case fi! 
_acks sufficient t 

EC, .e confirms that the approva! 
)redication to allow for an 

abb'I'ob-Id.a rpvi pw of thp NST, reguest. However, the opening EC, 
| -Lijntains sufficient details to 

predicate "the"" operi'rng'-o-l---a-) | Therefore, because the case file 
contains sufficient predication for the investigation, despite 
the lack of predication within the NSL EC, this matter is deemed 
to not constitute a potential IOB violation. 

results from 

the case fi 

A rpvi pw of thp case file confirms that the original NSL 
I las we11 as the original 

f rom[ 
response EC, dated 

] are not located within 
response EC includes the 

A second NSL Compliance Checklist o"h""f"i"Te 
notes a !aô k of orpdioLation in the NSL EC, for 

--0-2-/-1 -3-/- 2 -Q- 0 3, f 
Lire TTsTi a a Lea 

The Checklist also notes that some of the 
Tocated within the case file. The Check!i st NSL results are no 

also notes that the NSL refers the service provider to the 
field office for guestions. 

(SÏ 
¡kiiiew of the case file confirmed that the approval EC, 

lacks sufficient predication to allow for an 

b7E 

Th^ Working copy ofthe 
reguested subscriber information in the body of the EC. It is 
not possible to make a determination of whether the NSL results 
constitute a potential IOB violation without reviewing the 
records produced as a result of the NSL. The lack of NSL results 
cannot logically constitute an IOB violation, absent evidence 
that the NSL results were non-responsive or irrelevant to the 
investigation. 

bl 
b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 

bl 



To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, 

NSL VIO-36452 

b7E 
' 29/ 2UU I 

aooroori'atbe---...review of the NSL request. However, the opening EC, 
| [ T contains sufficient details to 
predicate""the""op"e"nm-g-o-t--al I Therefore, because the case file 
contains sufficient predication for the investigation, despite 
the lack of predication within the NSL EC, this matter is deemed 
to not be a potential IOB violation. 

bl 
b2 
b7E 

bl 
'A""revi-ew--o-f--th-e--c.a.s.e file revealed that the origin-aJ—KLS1 

results fromT I are included in the""ca"se""fi±-e--a-s-

as 
g r« r-, rvTb -FR-TR 

:o_ A review of those results reveals thatf 
billing records beginning on| 
contained on the same page as trie recot 
The NSL requested results beginning onl 

| provided records outside the scope of the NSL request, 
this resulted in over collection by the FBI by one day, which 

]providea r 
those records are 
'—i T • 

J Because 

con-s-ti-tut.es.. a potential IOB violation. 

The n 
referring [ 

oted error in the N S T , _ E C . dated " 02/137"2""0"Q3, 
]to the[ ]Division for questions, is 

) 

!) 

!) 
) 
) 

unrelated to IOB issues and would not constitute a potential IOB 
violation. 

The NSL Compliance Checklist notes an error in the NSL dated 
t/"2t)05-r|- | The noted error is described as an 

incorrect pnohe hllhbei in the NSL to 

t A r Q 7 i ̂ ^̂ ^̂ ^̂ ^̂ ^̂ ^ ^ -
14"/2 0"D5"; 

from the telephone 

se file confirmed that the NSL, dated 

Icontained a different telephone number 
er contained in the requesting EC, dated 
This error resulted in the over 

collection oi inioniiaiion frnml Innrplatpd tn thp 
the -i-n-ve-s-tig-at-i-on-. Be-r--EC,--d-a-ted--0-&/-l-&/-2-a05-,-[ 

was discovered and the unrelated records â t! LL'ttV̂ d. 
did result in a potential IOB violation. 

error 
This error 

(S) 

S ) 

The NSL Compliance Checklist notes that NSL results 
pertaining to the ECPA NSL dated 02/14/2005 were not located 
within the file and were iinavai 1able fcr review. The Checklist 
'TB"ferences--NS-L--f«-s-p̂ nse-E€-,- -

b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 
b4 
b7D 

bl 
b4 
b7D 

bl 
b2 
b7E 
b7A 

A review of the case fi 1 e c.cnfi rmcd that the NSL results, 
...re.f er.e..n.c.e.d--in--th-e-r-e-spoxns-e--EC-y-r Id a ted 03/17/2005, from 
^ I were not located within the case file. It is not T we. 

)le, possible, without reviewing the results of the NSL request, to 
make a determination of whether any potential IOB violations 

E T 



To: General Counsel From: | | b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

NSL VIO-36453 

(S) The"re"fo"re'f-----n-o----r-e-po-rtable.„JOB violations are evident, based 
upon the lack of records related to N"SL"""re"sp-o-ns-e--EC7|-

(SJ-

ISi 

(S) 

(S) 

(S) 

(S) 

(S) 

A sec"ò"h"d""""N"S"L""""Cò"mp̂  
references an over r-uip^tinn -̂f Ha-̂ -a with respect 
••N-S-L-d-at-ed--G>7-/-G>7-/-2-G€-&y -

:o the E CPA 

à J g T. r e .g 111 i~ .g Because the 
--d-a-ted----0-7--/-Q-7--/--2-00-6-
outside the scope'ui LhU NSL, 
potential IOB violation. 

eceived in response to the NSL bl 
appear to contain information 

this over collection constitutes a 

A third NSL Compliance CheckTi"s"t""""on""flĴ  
references an over r - n l i p r t i n n n f d^t^ with respect to the EC FA 
..N.SL.-da.ted--û-8-/-2-9-/-2f)-0-6-, 

The E CPA NSL dafpd 
••feilll'ng'""records on 91 [ A meanmgtu 

requested toll 
review of the 

(S) 

(S) 

(Si 

reported as a potential IOB violation"? 
Jwhi ch was 

A fourth NSL Complianc"e"""Ch"eckTIs"t"""bn""""fTl"e 
Intell references an over .col 1 act i on yf data wi 

... .E CPA .. N. S L- - - -d at- e- d- - - - 0 -7 -/-1- -6-/- 2- -0-0- 3 -, 
More specifically, the Che 
credit card information 

tnrespectto 
in the Intell subfile. 

b2 

exist with respect to these NSL records. It is noted that the 
response EC from (states "[r]esults received from ["" | 
Corporation are in compliance with National Security Letter dated 
02/14/2005, received in| ~|Division 03/02/2005 and delivered 

Corporation on u3/u ì ì Z005." 
bl 
b2 
b7E 
b7A 

A review of the case file confirmed that the NSL results 
received from]"" |through| "|included results for the target 
number outside the dates listed in the EC. It also appears that 
the NSL rp.gni t.g rpfpr^nnp telephone numbers not listed in the NSL 
'-r-equ-e-st--E-C, 

bl 
b4 
b7D 

bl 

b7E 

l_ CD 

D 

case file, regarding potential over collection, was not possible 
for several reasons. The Case Agent is currently TDY atl land 
has been for the duration of this NSL audit. The NSL results 
were not produced in hard copy format, but were produced 
through| |pn five computer disks. One of the computer di1 
was not in a readily viewable format. It was not possible to 
determine the extent, if any, of over collection for NSL. serial 
| |without the assistance of the Case Agent or I I prior to 
the 03/23/2007 deadline. 

Apparent over collection on this file number was noted with bl 
""""respect''"to---'th'e----N-S-L---d-at-ed----G7-/--&7--/--2-OG-6 

b7E 

ie b7E 
ChllSl llOiys the NSL results included 

8 



NSL VIO-36454 

To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, 03? ¿9) 2UU / 

review of the case file confiri 
3"to--th-e--N-S-h-dat-ed-G>7-/-l-6/-2-00)-ârJ 

Ĥ that thi 

subscribers credit card number and expiraiioii aai. 
requested "names, addresses, lengths of ^ervi ce 
communication transactional records 

response from 
includes the 
e. The NSL 
and electronic 

) 

The NSL request was a proper rpniip.qt 
.anguage. If the service provider, 

trarli ri a statutory 
J considers the 

subscriber's credit card number to be "transactional records," 
there is no reportable IOB violation. If | | does not 
consider the subscriber's credit card number to be "transactional 
records," then[ 
NSL, which is a potential IOB violation. 

] produced records outside the scope of the 

The NSL Compliance Checklist notes that no authority was 
documented in the case file concerning an interview/polygraph of 
the subject on 04/19/2003 (see serials 4,5,and 6). 

b4 
b7D 

bl 
h 2 

b7E 



(S) 

(Sì-

(S) 

To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/29/2007 

NSL VIO-36455 

h 2 

b7E 

The NSL Compliance Checklist notes that the NSL EC, 
regarding the NSL dated 04/29/2003,I I does not contain 
the e-mail address of the subscriber, allowing for a comparison 
with the e-mail address contained in the NSL. 

: h e c 

• Ü 
A review of t 

04/29/2003, seria 
which is contained 
of the e-mail address 

—vio-1-at.ton__ i f the case 
issuance of the" ""NSL-.--

^ i on qhin between 

ase file confirms that the EC, dated 
does not reference the e-mail address 

the accompanying NSL reguest. The absence 
in the NSL EC would only constitute an IOB 
file lacks documentation supporting the 

contains details outlining the 
¿-1M11 address contained in the NSL 

and thp p-ma i1 address of the subiect of another 

bl 
h 2 

b7E 

Because the case file contains information which satisfies 
the relevancy standard for the issuance of the NSL, the absence 
of the e-mail address in the accompanying EC would not constitute 
an IOB violation. 

(S) 

(S) 

(S) 

A"""se"cönd"""NSL""""ComplTance"""CheckTi 
notes that the NSL dated ..06/10/2.0.(13., 
••s--i-gn-a-tu"re""'"ö"f"""t"he""SAÜ. 

Pi-U-pl 
lacked the 

A review cf the cas 
-0-6-/-10)-/-20)-03-,-f 

(S) 

file confirmed that the NSL dated 
_acks the initials or signature of the 

SAC. The failure to maintain a copy of the signed NSL would be a 
potential IOB violation if the NSL was issued withoi it SAC 
approval. The NSL EC, dated 06/10/2003, serial | | which 
documents the approval of the NSL, contains the original initials 
of the SAC, authorizing the issuance of the NSL. 

Because the SAC's approval for the NSL is documented on the 
reguest EC, the lack of a signed NSL within the case file will 
not constitute an IOB violation. 

(S) E 
Ehree additional NSL Compliance CheckTTsts""on""f±-Te 
notP that thp r.m rpfprpndnn the NSLs dated 06/1 3/2003, 

failed to include the telephone number 
lor a comparison witn the telephone numbers in the NSL. 

A r p v i pw o f t h p o^.qp file 
fails 1 ( S ) '"-0-6-/-T3-/-2-0-0-3, 

numbers li^fèd ih thè S'ccompanying-N-SL-s-
(S) 

confirmed that the NSL EC, dated 
O includr H'orr trlrrb-rr 

-.reg-ue-s-ti-ng""s"ub"scrïber records to identi 
contact with the subie 

y liiUl V1UUU1S WHO CL J_ e T 
The absence of these telephone numbers 

in the approval EC would constitute a potential IOB violation if 

bl 
b2 
b7E 

bl 
h 2 

b7E 

bl 



To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/29/2007 

NSL VIO-36456 

b2 
b7E 

(SÎ 

(SI 

(si 

(Si 

(Si 

(si 

(si-

isi 

( s 1 

(S) 

(Si 

(Si 

(si-

isi 

..the case file lacks sufficient documentation to satisfy the 
relëv-an.cy standard for the issuance of the NSLs. 

A search of 
t e 1 ephpne p1 irnK^ ̂  ^ M 

subject dfP 

reveals that the 
was rn fht 

cWyiiLy Lllliyy oetween 
55 Wêll 55 Tn contact with the subiect of a 

.nvestigation in 

Lmes 

£ch of | |reveals that the telephone 
was in contact with the subject of :en 

Lmes 

of I reveals that the telephone.numhpr—frnm NST 
as in contact with the subject of 

Dbdllilly IhV idtl LlcJ a Lloii al Ine time the NSLs were issued, there 
are no potential IOB violations, despite the absence of the 
telephone numbers within the accompanying NSL EC. 

A sixth NSL ""Compì i"ahce""Che"CkIl'st""on----f-i-Te-r 
that the EC PA EC and NSL, dated .06/.1.3/2-&03-[ 
r egues t i.ng-.---t-r-an-s-ac-tional'"""f e co rds, conta ins one e-mail addres s 
"which is not the same on both the NSL and the NSL EC. 

A r-ĉ HoLj n-F thp oacjP file confirmed that the NSL EC, dated 
Icontains one e-mail address whi oh—i-s_ 

appeal s co ne i imi Leu 
EC, d a t ed __ 0 6 /. .1.3. / 2-Û 0-3-,-
""cöntained in the NSL. 

rather than the e-mail address 

bl 
b2 
b7E 

different from the e-mail address listed....iri---th-e---N-SL-,- -
..T.he----e--̂ma-iT----add:r-e"S""S"'""COntaTne"d in the NSL matches the e-mai 1 
address included in the original NSL reguest from the Case Agent. 
The p - m a i l a d d r e s s a l s o mate.hps ari e-mail address contained in 

The incorrect e-mail address 
i_LL address contained in the NSL 

A seventh NSL Compliance Checklist ohT'fxTe' 
not«-s..._that h e wh prpahnnt.g of the results of the hUhA inü_l, aated 
0 4/08/2 0"0'4-,-
"ilS TT"" C oîfîn 1" t ' ~a xce onechii s 

which is an NSL dated 04/08/2004. 

b7E 

Rpnausp the fplenhorip riumbprs associated with the three NSLs 
were relevant to the pending National 

Inotes 
bl 
b2 
b7E 

bl 
b2 
b7E 

Because the NSL contains the e-mail address reguested by the 
Case Agent, the error in the NSL EC did not result in over 
collection. This matter is deemed to not constitute a potential 
-i-G-B-V-i.Ql.ation. 

are unknown. It should be noted that the 

is a I ySpOhSe 

bl 
h 2 

b7E 
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To: General Counsel From: | | b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

NSL VIO-36457 

9/ 2UU i •b7E 

EC fro 
06/10/2 003. 

n i dated 09/08/2003, reference an NSL dated 

p s n o n s e A review of the case file revealed no record of a 
CT "i C AU ""r e g a r ding""" t he""'" N"S"L""" "r" e q u e s t" " d'a" t ed"- 6-4- /- 6-8- /- 2 -0- 0 -4-

" I ACS reveals that the lead to CAU, for delivery of the NSL 
Ld r |was cleared on 05/03/2004. However, there is no 
evidence in ACS which indicates thatT I received NSL 
results from this reguest. It is not possible to make a 
determination whether NSL results constitute a potential IOB 
violation, without reviewing the results. The lack of a response 
to this NSL may not constitute a potential IOB violation. 

The NSL Compliance Checklist notes that the opening serial 
which authorized the PI contained a different subject name from 
the balance of the file. 

bl 
b2 
b7E 

A review of the file confirmed that the final paragraph in 
the opening EC contains a name that appears to be unrelated to 
this investigation. The unrelated name does not appear elsewhere 
in the case file. The unrelated name in the final paragraph of 

^iwas not indexed. A search of ACS, within file 
confirms that the unrelated name does not appear 
le case file. 

b'l 

b7E 

elfcieWhei'e lh U 

The balance of the opening EC contains the name of the true 
subject. The case title in the opening EC contains the name of 
the true subject. The descriptive data portion of the opening EC 
contains the name of the true subj ect, which was indexed for 
uploading. The L H M | I c o n t a i n e d the name of the 
true si 

The presence of an inaccurate name in the final paragraph of 
the opening EC did not create a potential IOB violation. 

a i i i i i _ i a _ L niim ID uaLuu ui; j i/^uui j. 
file after that date, resulting 
to constitute a potential IOB violation. 

du annual LHMs were noted in the 
n a lapse of sufficient duration 

bl 
b2 
b7E 
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To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, 03? ¿9) 2UU / 

NSL VIO-36458 

b7E 

(Si 

(Si 

(S> 

(S) 

(Si 

(S) 

(S> 

(Si-

(Si-

Th^ rhprH i g-h also reports a lack of relevancy in the NSL 
ECT Ito allow for a sufficient review of the telephone 
numoer contained in the NSL request. 

_L fi T-mpH that the results of the 

(S) 

A...review of the case 
EC PA NSL, ' d a "t'e d" "0 37"2" 4" 7 "2 0 "0" 4" 
the scope of the NSL, including records from 
Because! | provided records outside the date range 
in the NSJ_,f t m s resulted in an over collection, which 
constitutes a potential IOB violation. 

specitied 

-A....review of the case file and ACS confirmed that the NSL EC, 
dated 03/2"4"/'2'Q-Q4[. contains minimal details regarding 
the relevancy of Ihe Lele^hone number contained in the NSL. The 
absence of details in the NSL EC would constitute a potential IOB 
violation if the case file lacked documentation to establish the 
relevancy of the reguested records, at the time the NSL was 
issued. The case file reveals that the telephone number 
-con-t-a-i-n-ed.-.i n the NST, was reported tn the FBT cn 01/31/7004 by the 

Poli cè""""DëpaTttnen-t--l- This 
telephone number was reported to belong no tne orother of one of 
the named subjects. The case file contains documentation which 
establishes the relationship of this telephone number to the 
"ïhvëstiga"ti"on", i-neiud-i-ngĵ  | Because the case 
file contains ample details to estapusn tne relevancy of the 
telephone number included in the NSL, at the time the NSL was 
issued, no potential IOB violations are noted, despite the lack 
of details in the NSL EC. 

A third NSL""CompIi"ance""""Chec"kli"st""""on---fi'Te 
-hat thp rr<Pa NSL results related to the NSL dated 03/24/2004, 

notes 

were not located within the case file. 
T'h £ 

(Si 

(Si 

(Si 

i ^ d d ist also reports a lack of relevancy in the NSL 
to allow for a sufficient review of the telephone 

numoers contained in the NSL reguest. 
A review of the case fi 1 p mnfi rmpH that the results of the 

EC PA "NSL,"""""dated"'"03-/-2-4-7-2-0-0-4--f re not located within 
case file. The original r e s pon s e... t C ...t.r.QiiL. 
n'rvf " " ~T n" n "A" "t " P d " " "w"i thin thp fi 1 P. Hnvpyprr a WOl'ktng dOpy HT 

the 
is 

response EC from I . 
EC refe.re.n-Ge-S"--"'enc,!'l(*)3èd dôc'ilMèl'iT.3 1 

uTTe 
ras uploaded in ACS. This 
om| | It is not possible 

13 

bl 
b2 
b7E 
b4 
b7D 

b'l 

b7E 

b7E 

bl 
b2 
b7E 

bl 
b2 
b7E 
b4 
b7D 



S E Q ^ T 
NSL VIO-36459 

To: General Counsel From: | | b7E 
Re: 27 8-HQ-C122 97 36-VIO, 0 3 / 2 9/2 007 b7E 

to make a determination whether the NSL results constitute a 
potential IOB violation, without reviewing the NSL results. 
Because the NSL results were unavailable for review, no potential 
IOB violations were noted with respect to these NSL results. 

A review of 
dated ""Ô372"4/2i3-G>4-
'hp T~P"1 p̂ a-nr̂ w Q f 

r* a a P I U e and ACS confirmed that the NSL EC, 
lacks sufficient details regarding 
e numbers contained in the NSL, 

in the NSL EC would constitute 
m e Lei epnoi 

The absence of details 
-a—poLeiiLiai IOB violation if the case file lacked documentation 
to establish the relevancy of the requested records, at the time 
the NST, was issued. The case file andl | 

I reveals that the telephone numbers contained 
connected to the namecU^jjisi ects - f ami 1 ̂r memhe rq 

SÏ 
businesses. based upon entrie 

n the iNSL are 
~F a m 

i-y The 

r 
subfile also contains information i oh makes 

EIn addition, the case fil'b dohlalh;J dodllluents 
ails relevant to the telephone numbers and 

i ndi vi dual a associated with the telephone numbers, including 
I Because the case file contains ample 
rnrnncy of the telephone numbers detailstoestablish 

i n ç 1. u d.e.d... I. n - - - -t h e- - - -N SL- > 
no potential IOB vie 

at the time the NSL was issued, 
.ations are noted, despite the lack of 

details in the NSL EC. 

( S J -

(S) 

(S) 

A" " " "f o urt" h" " " "N S L" " " Coinpll" ance"" "C h"e"c kll" s fori""" f 11" e ' 
notes that the r e s ul t s _ o f ___ t he.. NS.L.̂.....da.ted....04-/-26-/-2-0-0-4-y' 
"were"""not"""cbntained within the case file. 

-EC-, 
rec 

The Checklist also reports a lack of relevancy in the NSL 

u e ö L . 
to allow for a sufficient review of the NSL 

A review of the case file and ACS oonfi rmed that the results 
" of'"th"e"'R"F"PA"""N"S"L, dat-ed"--G4-/-26-/-2-0-&4-r-- are not contained 
within the case file. It is not pot!t!lbl̂  IU make a determination 
of whether the NSL results support a potential IOB violation, 
without reviewing the results. Because the NSL results were 
unavailable for review, no potential IOB violations, related to 
those results, could be noted. 

(SJ 

i s 

bl 
b2 
b7E 

bl 
b2 
b7E 

bl 

bl 
b2 
b7E 
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ECffer 
NSL VIO-36460 

To: General Counsel From: | | b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

of t-he subjects, ie individuals named in the 

| | Ihk das! ̂  111k dull Lallis! dudUliî li La Llcli 
( S ) "t='̂ ie r ei e v ancy of t]np i rid i vi di la 1 nampd in thp K[ST, to 

Î because 
evancy 

(S> 

(Si 

the i nve s t i gat i on,""""lnc'lndlng] 
the case file contains ample dyidllS LO ySLdbllSIi LIiy 
of the information reguested by the NSL, at the time the NSL was 
issued, no potential IOB violations are noted, despite the lack 
of details in the NSL EC. 

A fifth NSL Compliance Checklist"'Tor'""""fTie' 
notes that the results of the.._NSL/.....dat.e.d....0.4/2.£/2.a04-; 
weTe""not'"" "contained within the case file. 

(S) ...-ECy r e q Li e s L . 

The—Checklist also reports a lack of relevancy in the NSL 
to allow for a sufficient review of the NSL 

f Cj \ A review ol the case tile anc Af.̂  r^n-n rp 
i ̂  r of the"""RFPA""NSL;"""""d"at"e"d"""-tj-4-/-2-6-/-2-&Q4-P H are not contained 

within the case file. There is nr^JMCuld ul | | 
rpr.pi vi nn a response EC froml I Contact was made with 

| |on 03/16/2007, confirming tnatl | had no documentation 
of a response being provided to | Iregarding this NSL 
reguest. It is not possible to make a determination of whether 
the NSL results support a potential IOB violation, ĥ thnut-
reviewing the results. Because there is no record of I 

(Si 

receiving a response to this NSL request, the lack of responsive 
records may not constitute a potential IOB violation. 

"'"""" ---A...review of thp oa.̂ P fi 1 P and ACS confirmed that the NSL EC, 
dated 04 / 2 67"2"Q04>-J [contains minimal details regarding 
the relevancy of rne names contained in the NSL. The EC does 
.̂ tatp that thp "fining ial rpoord.q a rp bp in a rpaiiP.qtpH tn 

(Sit 
this N S T, re dîTP'̂ t-L 

(Si 

la rp si ijpj pet s of the investigation 
ThP inHiviHiiplg nampd in thp 

The case file 
nnnr^in^-mmfflP.nrjrinn rpgarmng rnp rpipv^nnv nf thp i nd i vi d 11 a 1 

(Si 

i". a m or ~tp ,NSL to the investigat"ldn,"*"in'clud-ing-l-
3ecause the case file contains amply deLdllS LI 

establish the relevancy of the information requested by the NSL, 
at the time the NSL was issued, no potential IOB violations are 
noted, despite the lack of details in the NSL EC. 

bl 
b2 
b7E 

bl 
h 2 

b7E 

h 2 

b7E 

bl 
b2 
b7E 
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To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/29/2007 

NSL VIO-36461 
E I 

b7E 

Dliance Checklist on file Inot e 
that the.. ..NSL.. ..r.e.s.ul.ts.. ...o.f....th.e.. -E-C-PA-N-SL-,. ....d.at.e.d...l that the.. ..NSL.. ..r.e.s.ul.ts.. ...o.f....th.e.. -E-C-PA-N-SL-,. ....d.at.e.d...l U. l-\UJ.. ).. 2.-U. U .4., 

are not located within the case file. 

A review of the case file and ACS reveals that 
.-F MCT t 0 [ ..covered, the lead regarding deliver 

original response EC""f" 
enclosures produced by 
However, a working copy 

as well as any 
are not located within the case file. 

response EC was available 
through ACS. This response EC contains the results of the 
request for subscriber information, but does not contain the 
results of the toll records request. 

bl 
b2 
b7E 

bl 
b4 
b7D 
b2 
b7E 

It is not possible to make a determination whether any 
potential IOB violations have occurred with respect to the NSL 
results, without reviewing the NSL results. The absence of NSL 
results in the file, without more, may not constitute a potential 
IOB violation. 

Conclusion 

The| |Division NSL 
identification or u matters, with 
reportable to OGC as potential IOB 
follows: 

audit resulted in the b2 
in 10 case files, which are b7E 
violations, summarized as 

3 over collections attributed to billing cycles; 
4 over collections attributed to service provider; 
1 over collection attributed to FBI typographical error; 
2 instances of potential investigative activity during a 
lapse in investigative authority (one case file); 
1 lack of predication for the i nvesti aati on: 
1 1ae.k of documented authority for| 

1 lack of annual LHMs; 

These 13 potential IOB violations will be more fully 
detailed in individual FD-962 reports. 

will incorporate all issues raised during the 
nto trie NSL training session pr^vi nn.ql v .qo.hednl ed as 

Division 
NSL auai-
part of the 2007 annual legal training for 
Aqents. 

b2 
b7E 

16 



T 
NSL VIO-36462 

To: General Counsel From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/~2 9/2 00 / 

•b6 
•b7C 

LEAD(s): 

Set Lead 1: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

| jis providing a summary of the results of 
the 2007 NSL audit of the Division. 

b2 
b7E 

Set Lead 2 : (Action) 

INSPECTION 

the 2007 

AT WASHINGTON, DC 

is providing a summary of the results of b2 
SL audit or the! [Division. b7E 

17 



ALL IKFOPÜATION COHTAIHED 

(Rev. 01-31-2003; ,WHERE SHOWS OTHERWISE 

SECRET/NOFORN 

r e V i 

NSL VIO-36463 
PÂTE ; 12-17-2007 
CLASSIFIED BY 65179 DMH/KSR/cb 
reas'os: h'4 (c\ 
be c'lis g i f f • • • e® : 12-17-2032 

f e d e r a l b u r e a u o f i n ves t i ga t i on 

Precedence: ROUTINE Date: 03/23/2007 

Synopsis : ^Xj^ 
"ele"1 X X 

iati 
(UJ 

Document the acquisition of non-relevant 
telephone subscriber and toll record information collected via a 
National Security Letter. Report potential IOB matter. 

(UJ-
Reference: X 27 8-HQ-C122 97 36 Serial 257 ( 

Details: (U) The case agent for the above captioned o a p i SA 

i \ f b i | | The relevant supervisor is SSA| | 

|fBI| | The above captioned subject is a US Person. 

bl 
b2 
b7E 
b6 
b7C 
b7A 

I 
wTTTT C H 5 A l l o m e y o e i 

a US person,was authorized in accordance 
eral Guidelines 

SE£>S^T/NOFORN 



NSL VIO-36464 

SECRET/NOFORN 
¿J-, h 2 

ection From: 
27 8-HQ-C122 913b r 03/2 3/2007 b7E 



NSL VIO-36465 

lïï) 

To: 
Re: 

Inspection From: [ 

X 

SEy^T/NOFORN 
] 

27 8-HQ-C122 97 36, 03/23/2 007 
h 2 

b7E bl 
b6 
b7C 

b7E 
b7A 

gs/NFJ 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) A National Security Letter (NSL) dated 01/09/2007 
was served on I "1 via the| |Division. Thp 
"Approval Certification" section of .th.e-.co.vex.-E-G-ad-v-i-s-ed-:-1 

bl 

b7E 

b6 

SEC^ET/NOFORN 

/ 



NSL VIO-36466 

(UK 

To":-, 
Re: 

Inspection From: 

SECRET/NOFORN 

27 8-HQ-C122 97 36, 03/23/2 007 
b2 
b7E 

(U) 

(UJ-

U 3 / 1 3 / ZU 

The subscriber and tol] 
] fo r t el eph'oh'e "•nninb'ex 

vision on 03/06/2007 and 
a"""an"""E"C"""da"ted----a3/-e>7--/-2-G6-7--. -
1 The case agent received t 

ĵ via the | ""[pivisi 
le i espouse 11 om | 

on on either 03/12/2007 or 
review of the response from After a cursory 

| the case agent noted the communications carrier had 
provided subscriber and toll record information for three 
"-s-ubscribers . 

t p 1 p n h n n p 
-1 r s 1 named and fully identified subscriber to 

|was listed as the user from 
eriod Toll records covering the 

associated with the first subscriber, 
_n hard-copy format. _ These hard-copy toll records 

J CDC for further 
were provided _ „„^ 
were sequestered and passed to the [ 
disposition. A total of two called telephone numbers were listed 
in these toll records. The subscriber information associated 
with this individual was not indexed into FBI data bases and the 

U—record .call activity was not uploaded into thej 
database. 

The second unnamed subscriber to tele 
was onJ 

)established £ ' information 

identified as I 
icne number 

J had no 

to the a CDC pending further analysis. The toll records 

bl 
b2 
b7E 
b7A 

sujjseiloei miormation on record for this prepaid account; 
however, the case agent has assessed this unnamed subscriber to 
be identical with the captioned subject for reasons outlined 
below. Toll records I I 
I I which were associated with the prepaid account user, 
were provided on the same CD-R as the toll records belonging to a 
possi ble thi rd subscriber. The CD-R was sequestered and passed 

b7E 

SEc)*^T/NOFORN 



NSL VIO-36467 

( U ) 
-To: 

Re:--
Inspection From: 

T/NOFORN 

b7E 
27 8-HQ-C122 97 36, 03/23/2 007 

from were printed and have been 
maintained in hard-copy format in the captioned case file for 

(U) •••'••...,.J:eaSons outlined below. 

(S) 

(S) 

h is reasonable to believe that 
-- \--n e -r-t a 1 -rr -i - n-g - - - -f-q - - - t.-e -1 - -e-re ho-n e - -n u mb e -r £ wcTs us eu p. y I 

..--for""the folibWlh2| l'̂ üjjbhjj ! 

(S) 

(S 
S) 

(S) 

] dv i-s-ed- -t h-al 
|pertaining to telephone number 

(S) 
included the dates of 

This time frame 
]to[ 

] 
Jthat 

(S) 

penainq j . m i s 
I f'A fĤ  A l̂i") I fUl I 11H ¿VU I H^ H'A I ps of I I 

that fhn v-.̂ v-n̂ H i r~i T.rh i nh 

(SÎ 
telephone"'" n umb'e" r 
JH tplpnhnnp n 1 imheX----SUbSC-r-l-£>&d----t-(̂  

I I pending). AS previously srarecT 

(S) 
(U) 

(S) Thp thi rd namp 
telephone numperl 

J 
and fully identified subscriber tc 
as listed as the user from 

Toll records from!"" |i-Q 
|were provided on a CD-R which was sequestered and 

passed to thel I CDC pending further analysis. The 
subscriber information associated with this third individual was 
not indexed into FBI data bases and the toll record call activil 
has not been uploaded intcj"" ~~ 
further analysis. 

'•W LA J L a ^ / L _ L \ 

^yet pending 

ADC ]Division, conducted 
^analysis of the calls on the CD-R made 

SE£^T/NOFORN 

b2 
b7E 

b7D 
b7A 

bl 
h 2 

b7E 

h 2 

hlE 

he 
hlC 

5 



NSL VIO-36468 

SEŒRET/NOFORN 

To: Inspection From: 
Re: >^f---.^j8-HQ-C122 97 36f 03/23/2 007 

(SJ 

(Si 

(Si 

between the dates ofl I"*10! . I that were 
associated with the third subscriber. | janalysis 
revealed| | identical telephone numbers were called during 
the period in which the third individual was listed as the 
subscriber as were called bv the second, unidentified subscriber, 

I I Furthermore, the prepaid account 
user terminated servicel land the thi rd subscriber 
initiated service the very next day| | Normally, 
there is a gap of several weeks or months in between the 
termination of service for one subscriber and the reassic 

'--and initiation of service to another subscriber. While ADC 

ana 
number 

J-was demonstrating how he conducted the preliminary 
_s, th"e--aase agent recognized the residential telephone 
subscribed | 

p ending.)... and ±±lê—r^si o^nr i a a rirl r1 p lilar fp I pnhnnp niimhprq 

(Si[ 

] = l subscribed _ _| 
..pending) as Hpi nn nnmmnn tPlPnhnnP niimhPr.g nal I erl rw rhP g^r-nnH 
and third subs"crî"b'ers~vr 1 the.ge rpa.gnn.g. it •••i.s....r.e.a.s.oo.a-h.l-A-t-A-h-P-1-i-PVP 

] m r 
• T 

even 
though i t I s n o w subscribed under a dillerent name. 

I f CM Tt Hĉ  i-ac-a ^nant ] c c o c c jjascu I 
by initiating use as a prepaid account £ ] ana m e n listing the telephone number under someone else's name 

| This assessment would not have been possible without 
possession of the toll records to accompany the subscriber 
information. 

(U) The subscriber information associated with the 
first fully identified non-subject subscriber was not indexed 
into FBI data bases and the toll record call activity associated 
with that non-subject subscriber, consisting of two calls, was 
not uploaded into | An in-depth call 

bl 
h 2 

hi E 

he 
hlC 

hi A 

I I ana 1v^i ̂  ^f the tnl1 records pertaining to the period of 
wi 11 hp conducted to establish beyond 

dnnht that 
• , 

Icontinued to use telephone number 
and intentionally attempted to hide the fact he is 

theuser ofthis particular telephone number. 

b7C 
b7A 

bl 
h 2 

hi E 

b6 
b7C 

(U) Any guestions regarding this matter can be 
addressed to SSA | | or SA| 
requests OGC provide feedback regardingapprovaltor destruction 

3E T/NOFORN 



NSL VIO-36469 

SECJ^T/NOFORN 

To: Inspection From: | I b2 
27 8-HQ-C122 97 36, 03/23/2 007 ;b7E 

of the sequestered non-pertinent records associated with the 
first subscriber. 

S^RS^/NOFORN 

7 



NSL VIO-36470 

(U) 

SECJ^F/NOFORN 

To: Inspection From: | | ^ 
'Rer------(Xr 27 8-HQ-C122 97 36, 03/23/2 007 

LEAD(s): 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL CONSUL 

AT WASHINGTON, DC 

(U) I Ireauests OGC provide feedback regarding 
approval for destruction of the sequestered non-pertinent records 
associated with the first subscriber. 

T/NOFORN 



ALI IWFORKATI OH C OBTAINED: NSL VIO"36471 ̂  1JÄI£. S — i !~ùuu i HEBEIH IS UNCLASSIFIED EXCEPT CliSSiriID BY 65179 DHH/KSR/cb «HEBE SHOOT OTHERWISE . ^̂ , , _ , , (Rev. 01-31-2003) \ / KEAa-ON- : 1..4 (cl 
i ^ E DECLÂSSIÎY....OH: 12.̂.17̂.2.0.32. 

SEOftET 

f e d e r a l bu reau o f invest igat ion 

Precedence: ROUTINE 

To: h 2 

hl E 

Date: 03/22/2007 

Attn : SAC 
CDC 

(IT) 

Counterterrorism 

Inspection 

Attn: ITOS 1, CONUS 2, Team 7 

Attn : IIS 

From: General Counsel 
National Security Law Branch, CTLU1, LX1 3S-12! 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 

Case ID 

: ldr 
97Q-UD-01 ??Q7^-VTn ( Pending) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Pending) 

Title: (U) Intelligence Oversight Board 
(I OB ) Matter 2007-| 

Synopsis":""--T̂ <f̂  It is the opinion of the Office of the General Counsel 
(OGC) that xhe above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 
(U) X b2 

b7E 
<U) 

(U) 

Reference: 2 7 8 -HO-C1 2 2 97 3 fS-VTO- 222h 
i b7A 

Details: By electronic communication (EC) dated 03/14/2007 and 
referenced above, the | I Division | j reported to the OGC's 

( NSLB ) and™"" 1 National Security Law Branch (NSLB) 
potential IOB matter. 

theInspection Division this 

l Q \ 

(U) person. 
a United States 

In a 02/01/2007 National Security Letter (NSL), 
J re'guefeted subscriber information from | | 

b2 
b7E 
b4 
b7D 



NSL VIO-36472 

...To : Count ert error ism From: General Counsel 
Re>----->^27 8-HQ-C122 97 36-VIOf 03/22/2 007 

under the authority of Executive Order 12333, dated December 4, 
1981, and pursuant to Title 18, United States Code (U.S.C.), 
Section 2709 (Section 201 of the Electronic Communications 
Privacy Act of 1986) (as amended). Specifically sought were the 
name, address, and length of service with respect to the 
following telephone numbers: 

(S) 

(U) . 

On 02/26/2007, the FBI received the results from 
| I When the case agent, I reviewed 
trie results ne discovered that] had provided 
additional information that was not described above. The 
add"iti'On-a-l i-nf.o.rmation r n n . q i . g t p H n f a n e m a i l a H H r p f i f i for the 
subscriber of telephon"e""numbe'i- Isubscrihnr 

"----i-n-fc-rrn-at-i-©-n--p-r-ed-a-1-i-ng-[---- I en h on e ..numb,e.r .. 
and approximately toll records. 

(U) 
CDC's offi 
.segreaai£ 
numbe: 

SA\~ Icontacted AGCI | in the | 
6e Immediately. AGC I I advised the SA | T"~ 

bl 
b4 
b7D 
b6 
b7C 
b7A 

t h e e m a i 1 address for the subscriber of t e l e n h n n e 

Isubscriber information nredati ncl I 
f o r _ _ _ t e i ep n one-.nurnDe | 
"records. AGC | 
forwarded to the CDC' 
these instructions. The additional 

1 s office in[ 
Iand approximately twenty toll 
s information should be 

] SA complied with 

bl 

b7C 

b7E 
information has been received 

and seguestered in the CDC's office. None of the information was 
uploaded into ACS or placed in the case file. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 

S E ^ E T 

2 



NSL VIO-36473 

(U) 
SE^RET^ 

To.; Qouir^ert error ism From: General Counsel 
Re 8-HQ-C122 97 36-VIO, 03/22/2 007 

and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) - X NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

(U) J^x this instance, I I properly served an NSL 
reguesting subscriber information relating to the telephone b7E 
numbers relevant to the subject of a preliminary investigation. 
In addition to the responsive records, due to an error by 

| |also received records beyond the scope of 
that reguested in the NSL. 

SEC 

b7D 
b7A 



NSL VIO-36474 

(U) 

<U) 

iU) 

SECJKI^ 

.To : Counterterrorism From: General Counsel 
27 8-HQ-C122 97 36-VIO, 03/22/2 007 

(u) Based on our analysis, error _s not 
reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. 

" " j^^Based upon these facts, in accordance with the 
terms implementing reporting reguirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

Since the additional records in this instance are 
still rele'vanf to the authorized investigation, the additional 
records may be maintained by the FBI if an additional NSL is 
served for those records. Otherwise,| |should contact 

land ask whether the improperly or unintentionally 
acguired information should be returned or destroyed with 
appropriate documentation to the file. 

b7D 

b7E 
b4 
b7D 



NSL VIO-36475 

S E ^ B T 
( U ) -... 

"•--To : Count ert error ism From: General Counsel 
Re>--->g^27 8-HQ-C122 97 36-VIOf 03/22/2 007 
LEAD (s) : 

Set Lead 1: (Action) 

AT 

(U) The I ¡Field Office should serve an additional b7E 
N.L. for the relevantrecords, or in the alternative, contact 

| |and as whether the improperly or unintentionally b7D 
acquired information should be returned or destroyed with 
appropriate documentation to the file. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of 
the potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 

SE^HFLT 
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ALL IWFORHATIOÏI COSTAIBEB NSL VIO-36476 
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(Rev. 01-31-2003) ^ ^ PElSÖl: T^Jc) 
:LÄS'SIFY'"UH': 12-T7-2'Ö'3'2 SI 

f e d e r a l b u r eau o f i n ves t i ga t i on 

Precedence: ROUTINE 

To: I I 

Date: 03/21/2007 

From: 
b 

b2 
Squad 
Contact: SA 

Approved By: b7C 

(U) 

(U) 

Drafted By: 

Case ID #: 

Title: 

s w r 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 
278-n-75423-VIO (Pending) 

POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD MATTER; 

(U) Synopsis: T o r eP o rt a potential IOB matter. 

(u) 

Reference: :s: 

i.cîcî-i-Fv On-

(U) 
Enclosure(s): Copy of National Security letter, including 
attachments, sent to 

Details: ^ During an office wide review of documents received 
in response to a National Security Letter issued under 12 U.S.C. 
Section 3414 (a)(5) (commonly known as the Right to Financial 
Pr i va cv Act) . i t was discovered that among the documents SA 

| received was cne f u l l credit report. Chief 
Division Counsel I I advised this should be 
r e p o r t e d a s a p o t e n t i a l I O B m a t t e r . 

b6 
b7C 

hi 
h 2 

hl E 
he 
hlC 

SEKRET 



NSL VIO-36477 

SENKET SEjs^T ; b 2 

_ From: | I 
: ' p K ^ Z /^-HQ-C122 97 36-VIOf 03/21/2 007 

(U) .. I 1 I 1 \ b7E 

bl 
h 2 

b7E 
b4 
b7D 
b6 
b7C 

!) The NSL for financial records was sent to 

(S) 

nn N D r t o b p r 2 3 . 2 0 0 6 . h p r . 3 i i . q p i t w a .g b p l i p v p d fho . q p 
r p c o r d s WP r P I 

1 L II C T T e l l h a i i C | i 
i n.qt i t n t i o n T h p r p n n r H . q w o n l d o r m 7 T d p " d " " n trrrrrr;ri—ro-rr 

(U) 

(S) 

bl 
b6 
b7C 

iT-Tl The NSL was copied verbatim from the NST, nnnv 
provided on the National Security Law Branch Website. I I 

b7E 

In response to the NSL, the r e c j ^ 0 ^ provided 
" | |had obtained 

I I One of those documents was a full credit b7C 



NSL VIO-36478 

.To: 
Re":"-X " 

From: 

SEC^T^ 

Z/Ö-HQ-C122 97 36-VIO, 03/21/2 007 
b2 
b7E 

"""" """"""""""""--̂ŜT The receipt of the response to the NSL was 
documented in an EC dated 12/26/2006. That document lists 
numerous pieces of information received, including the credit 
report. All information received, including the credit report, 
was attached to the EC and included in the file. 

i ^ l I t should be noted that writer did not anticipate 
or desire <£na1s a credit report be included in the recipient's NSL 
response. Writer did not analyze in detail the information 
contained in that credit report. 

^ '""""̂ Jŝ C* Writer has now removed the pages containing the 
credit report from the file, placed them in a sealed envelope, 
and forwarded them to the Chief Division Counsel until further 
notice. 

080swr01.EC 

SECfRET 
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HEREIK IS UNCLASSIFIED EXCEPT DATE; 12-17-2007 

CLASSIFIED BY 65179 DKH/KSR/cb (Rev. 01-31-2003) ^ 4 (c) 

S E ^ E T DECLASSIFY ON: 12-17-201 

f e d e r a l b u r eau o f i n ves t i ga t i on 

Precedence: ROUTINE 

To: Inspection 

Date: 03/26/2007 

Attn : IIS 

Office of General Counsel Attn: NSLB 

(U) REPORT OF A POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD VIOLATION 
SA SA f 
SSA|_ 

be 
bic 

Synopsis: (U) To report a possible intelligence oversight board 
(PIOB) violation. 

(U) X 
Reference: (U) 278-HQ-C1229736-VIO Serial 257 ( 

pi 07085a.ec 

S E C f R E T 



NSL VIO-36480 

SEJÎ&JJ^ 

I n s 
(s: 03/26/2007 

To: 
Re: 

(u) --

Details: On 11/15/2C 
Electronic Communication ( EC ) to 

bl 
b2 
b7E 

Division drafted an 
]Division which 

reported the results from a National Security Letter (NSL) from 
| |Division to| [dated 
innZHHZ^OOe. The original NSL from| |Division reguested 

identify the names, addresses, lengths of service and 

(S) 

[ S ) 

(S) 

electronic communications transactional records, to include 
existing transaction/activity logs and all electronic mail (E-

-Mail ) header i_n f o rma t inn (not to include message con t en t and/or 
subj ect "fle'ld'E 
(u) 
o a s p pi n p n t^ o 

the previous Division 
hp ^hnyp r.̂ nrinripfi i n vp s t i rra t i on idpnti f i ed 

This 
Ihlûl'lïlû LIÜJÜL WÎAi? idëh 
---a-l-:l--eof-a-t-i--o-n--i-nv-o-lv-i-nrT-

n ht^ h1^ c"if t h p 

(S) 
'•-̂ jSsî  In the corresponding res provided 

(SJ-

(S) 

subscriber records, and possibly electronic communicali£iû£__ 
transactional records, for a ITS PER not identified as I 

l_Moi_e: m e case ageriL nas no L rooKea ai Liie erecLronrc 
communications transactional records in depth since the reco 
were initially received, and thus can not recall whether the 
records even exist End Note.] In addition,! Iprovided 

[ 
FBI with subscriber records for the E-Mail address of 

[although this address was not reguested by 

(U) 

FBI.Accord 
si l'b'sc"r"i"Hpd----t-0' £ rr t~ Si £ 1 -Q q r-M^n 1 ^HHrot 

rds 
se 
the 

the 

WTTT wdS eüipiuyed dS d [ 

Division received these results 
over-

Although 
no later tfien^11/27/2006, the case agent was not aware that 
reporting of information by an internet service provider (IS 
was a PIOB. This realization was made after the recent publ 
surrounding FBI's NSL issues. 

(u) 
> r ix 

iblicity 

ThP ahrwP ^ntinnpH i nvP gt i oa f- i on wag initiatpH a .g 

(S) 

bl 
h 2 

b7E 
b4 
b7D 

bl 
b2 
b7E 
b4 
b7D 

bl 
h 2 

b7E 
b4 
b7D 

b7E 

SEC 



NSL VIO-36481 

3E&: ET 

To: Ins^^t" 
Re: (S) 03/26/2007 b7E 

bl 
b2 
b7E 
b4 
b7D 

b6 
b7C 

b7D 

in), The results of the names provided to the FBI from 
were placed intn tha Fij! drafted by| |to 

Balt" 1 "mo"re", ±nciud-i-ngT land the other USPER name redacted 
by the case agent earlier m this EC. This EC has been uploaded, 
though neither of the two USPER names were indexed by either 
division. | J Division hap n o t nnndnr.tpd any additional 
"" I nvest" I g a" "t1 o" n"" r el" a t ± n g" - -1 o- - e i t-he-rf 
mis-identified and 
<U) --

i r 
)r the other USPER 

TTTe FBI . 

X SSA[ was 

(Uf 

the time the records were sent by 
is now retired from the FBI. 

se agent's supervisor at 
to the FBI. SSA| | 

Enclosed with the copy of this EC for 
Division, ̂ Chi^f Division Counsel is a sealed 1A of the original 
EC fromr .1 a s well as the subseguent records and 
results lrom| | In addition, the case agent deleted the 
electronic folder on the case acent's server folder which was 
created from the CD Rom obtained by| | This folder was 
created to assist with the review or the electronic records 
obtained fromr 1 

b7E 

b7D 

SE 
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1HERE • • • • SHO ¥ST • • OTHERÎJI SE 

NSL VIO-36482 DATE: 12-17-2007 
a ^ P T / / ^ CLASSIFIED BT 55179 BHH/KS SE®ET//X1 RE AS OH: 1.4 (c) 

DEC LASS IF"? - 'Olli 12 -17-2 03 -2 

U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 
File No. 

Los Angeles, California 90024 
March 22, 2007 

bl 
REPORT OF A POTENTIAL INTELLIGENCE 

OVERSIGHT BOARD (IOB) MATTER 

Glaooifiod by ç 3/ Doalaoeify en 

This document contains neither recommendations nor conclusions of the FBI. It is the property of 
the FBI and is loaned to your agency; it and its contents are not to be distributed outside your 
agency. 



NSL VIO-36483 

SE^ET//X1 

b7E 
b6 

(U) In addition to subscriber name, address, lenc 
service and account number/telephone, the screen printout 
contained additional information to include social security 
number, current amount due on bill, and other information 
regarding their telephone accounts which were not within the 
scope of information reguested in the NSL. 

(U) While it can not be determined what the USPER 
status of the above two subscribers is, they are presumed to be 
USPERs as they both reside in the U.S. 

(U) Subscriber information to include only name, 
addresses and length of service were entered into FBI telephone 
applications for the above two telephone numbers. A redacted 
copy of the screen printout which only lists name, address(es), 
length of service and telephone number will be maintained in the 
file. The only existing copy of the unredacted response was 
sealed in an envelope and forwarded with this communication. 
(TJ) ' * Persons involved in the supervision of captioned 
case include: 

SA 
SSA i 

n.̂.ciP arrpnt 

b6 
b7C 

LBRA3 supervisor 

2 



NSL VIO-36484 
DATE; 12-17-2007 

HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DHH/KSR/cb 
(Rev. 01-31-2003) MHEEE SHOOT-OTHERWISE RE AS OH i ¡cf 

IN: 12-17-2032 SE$kçT 

f e d e r a l b u r eau o f i n ves t i ga t i on 

Precedence: PRIORITY Date: 03/22/2007 

To : Counterintelligence 
Office of General Counsel 

Attn 
Attn 
Attn 
Attn 

CD-2D, Room 4i 
NSLB 
IIS 
CDC b2 

From: 1 

Contact : SÂ[ 

Approved By: 

b7C 

(SÎ 

Drafted By: 

Case ID #: (S' I Pending) 
(U) 2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

Title: ( s : 

Synopsis: (if) Report ol a 
NFIP Manual Section 2-56. 

b7E 
b6 
b7C 

tential 1OB matter as reguired by 

.USPER). 

Administrative : (S) 
(S) 

Reference : (U) Email from I kDCl Ito all 1 

b2 
b7E 
b6 
b7C 

employees dated 03/22/2007 forwarding email from Julie F. Thomas 
(OGC) to all CDCs dated 03/22/2007. 

ahh^rbmpnh.g • f .q Ì Attached for all rpninipnt.g is a n.nnv nf 

SECfRET 



NSL VIO-36485 

SEJZKET 

<U) 

(S) 

(S) 

<S) 

(S) 

To: Coun, 
Re: (S) 

(U) . 

Enclosures : 
.dated 03/22/ 

Package Copy: 

From: 
03/22/200T 

bl 
b2 
b7E 

) Enclosed for all recipients is a copy of LHM 

for CDC 4 = 1 containi n g _ _ _ t h e _ ..ynredac t ed... or i gi. n a.l... o. j... b7E 
Details: (U) Referenced email advised that any information 
received from an electronic communications service provider in 
response to a National Security Letter (NSL) for telephone 
subscriber information other than the customer's name, address, 
length of service, and/or account/telephone number subscribed to, 
should be reported to the CDC and a report of a possible IOB 
violation should be prepared. In accordance with these 
directions, the enclosed disseminable LHM has been prepared. 

(IJ) Pack"a-ge--CQpx contains a sealed envelope containing 
an unredacted copy of the response--f-rQ.m|... | anH ^ ^^^^ whi^h 

redacte,d by writer and will be maintained"" 
-A-t-ta-ched....are copies of 
subscriber i n f n rmat"Tnn"' trcm! r e q u e s L i n g 

••nu-mbe-rs--a-nd--a--r-ed-a-et-ed--G-op-y-o-f--t-h-e - resi 

in-
1e t L e r origina, 
for two telephone 
onse. 

bl 
b4 
b7D 
b2 
b7E 



NSL VIO-36486 

SECRET 

To : C O U nt ̂  r "i n ^ 1 1 i rr̂ n f ̂  
Re : (S I 

From: 
03 / 22 / 27TÏÏ7 

bl 
h 2 

b7E 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For CD-2D, for information only. 

Set Lead 2: (Discretionary) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For NSLB, for appropriate action. 

Set Lead 3: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For IIS, for appropriate action. 

Set Lead 4 : (Action) 

AT ^ 

h 2 
b7E 

(U) For CDC, sequester package copy (sealed envelope) 
pending adjudication by NSLB. 

SE^E1] 
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SENKET DECLÄSSIFf 01: 12-17-2032 

f e d e r a l b u r eau o f i n ves t i ga t i on 

) 

(u) 

Precedence : 

To: 

ROUTINE Date: 03/22/2007 

Counterterrorism 

b2 
b7E 
b6 
b7C 

Attn: 

Attn: 

SAC 
CDC 
ADC 

ITOSI, CONUS I, Team 1 
SSAJ" 
iaC 

From: 

Inspection 

Office of General Counsel 
NSLB/CTLU 
Contact : 

Attn: IIS 

Approved By : Thomas Julie F 
I — I 

Drafted By: | |: mml 

Case ID 97Q-un-ri99Q7^-Yin 

b'l 
b2 
b7E 
b6 

:s: 
! Pending) 

Title: INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-

(U) Synopsis: I t i s t h e opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our analysis 
follows. 

x 
(U) 

Reference: 

Details: 

(U) 

3y electronic o.ommiini nation (F,C.) datedj-^ek^uary 
28, 2007 ind Referenced above, the | |Pivision 
reported to the OGC's National Security Law Branch (NSLB) and the 
Inspection Division this potential IOB matter. 

v w a v o f h ^ n k n r n n r i f i 

(S) SE 

bl 
h 2 

b7E 
b7A 

h 2 

b7E 

bl 
h 2 



NSL VIO-36488 

h 2 

blE 

(S) 

<U) 

To: 
Re: 

From: Office of General Counsel 
8-HQ-C122 97 36-VIO, 03/22/2 007 

bl 
b2 
b7E 
be 
blC 
blA 

be 
blC 

_ance, 
served on October U] 2TJÜ3"! Tn accordance with T5 U . S . C . 
1681u(a)(2001), the NSL contained the required relevancy 
certification,, and was duly executed bv a Special Agent in 
Charge at the time, | | 

(S) At the time of submission of the NSL, 

b7E 
be 
blC 
blA 

bl 
b6 
b7C 
b7A 

(S) 

(S) 

(S) 

cuT The aforementioned NSL submitted to| 
•y-aqiioofori r̂ amQo_ anc[ addresses of all financial institutions 
a t wh i ch 
s 

iiaintains an account. The response to the NSL 

I 
upplied mrormarion beyond that reguestedr 

I ] 
11f MM I re [ it ) ~ 

consumer report. The information 
oDiainea ouL^lde T_i"î  dl the NSL was not sequestered. 

bl 
b4 
b7D 
be 
blC 
blA 

SE^ET 



NSL VIO-36489 

To: 
Re':-- X 

From: 

SECRET 
A Office of General Counsel b7E 

27 8-HQ-C122 97 36-VIO, 03/22/2 007 

(U ) 

rece 
requ 
for 
Act 
res 

No use appears was made of any of the information 
^including infc ormation to which the ived from 

estor was entitled. Review of the file disclosed no reguests 
information submitted under the Right to Financial Privacy 
to any of the financial institutions listed in t h el ~ 
nse. Rinrjranhinal infnrrnatinn Contained in the L 

Dirth date, Social Security Account "S"uch""a"£ 
er, and present and lormer addresses had already been 

? r 
Numb 
obtained from c^m-r^g t̂- the time the reguest for 
information from I was submitted. 

bl 
b4 
b7D 
b7C 
b6 
b7A 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

E ^ I SECRET 

3 



NSL VIO-36490 

To: | | From: Office of General Counsel b7E 
(U) -- v : X^T 278^HQ-C122 97 36-VIO, 03/22/2 007 

(U) NSLs are a specific type of investigative tool that 
allows the^ FETl to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

(U) ^J^^ In this instance, | ~|properly served an NSL 
reguesting financial records relevant to the subject of the 
preliminary investigation. The NSL was reviewed by the Chief 
Division Counsel (CDC) for the| "¡Division. In addition to 
responsive records, due to an error by the financial institution, 
| |also obtained records beyond the scope of the NSL. 

(U) lXT Based on our analysis, the financial institution's 
mistake ware reportable to the IOB at the time of the 
overcollection. However, pursuant to current FBI policy, and in 
accordance with a letter dated November 13, 2006, from the IOB's 
General Counsel, such third party errors need not be reported to 
the IOB. 

b2 
b7E 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) Since the additional records in this instance were 
relevant to the authorized investigation, the additional records b2 
may be maintained by the FBI if an additional NSL is served for b7E 
those records. Otherwise,T Ishould contact the financial 
institution and ask whether the improperly or unintentionally 
acguired information should be returned or destroyed with 
appropriate documentation to the file. 

S^&ET 



NSL VIO-36491 

To: 
(U) -Rb-,---

From: Office of General Counsel 
27 8-HQ-C122 97 36-VIO, 03/22/2 007 

b7E 

LEAD (s) : 

Set Lead 1: (Action) 
b2 

I I b7E 
AT 

(U) The | |Field Office should serve an 
additional NSL for the relevant records, or in the alternative, 
contact the financial institution and ask whether the improperly 
or unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. If| 
has not already done so, the records received which were not 
requested should be sequestered. 

Set Lead 2: (Info) 

COUNTERTERROR1SM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the 
report of the potential IOB matter, as well as a copy of the OGC 
opinion concluding that IOB notification is not required for 
three years for possible review by the Counsel to the IOB. 

S^RET 

5 
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REPORT OF A POTENTIAL INTELLIGENCE 
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bl 
b6 
b7C 
b2 
b7E 
b7A 

bl 
h 2 

b7E 
•b6 
b7C 
b7A 

SEfà^T//Xl 
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NSL VIO-36493 

provided information onl 
telephone numbers which contained data which were not within the 
scope of information requested in the NSL. This information 
ranged froml | 

b7D 

( u ; provided information on[ ] telephone 
numbers which contained data w h i r - h wpt-p n n t w i t h i n t h p g r o o p n f 
i n f o r m a t i o n r p c u p s t p d i n t h e NST, . I I 

(U) While it can not be determined what the USPER 
status of the above subscribers is, they are presumed to be 
USPERs as they all reside in the U.S. 

(U) Subscriber information to include only name, 
addresses and length of service will be entered into FBI 
telephone applications for the above telephone numbers. A 
redacted copy of NSL responses which only lists name, 
address(es), length of service and telephone/account number will 
be maintained in the investigative file. The only existing 
copies of the unredacted responses were sealed in an envelope and 
forwarded to the Chief Division Counsel at FBI 
this communication to be seguestered. 
•:u) .... ^ ^ Persons involved in the supervision of captioned 

case include: 

b7E 

with 

SA 
SS f 

case agent 
IZZI supervisor 

b6 
b7C 

2 



ALL INFORMATION CQHTAIMED 
HERE III IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 

(S) 

SE(3^ET 

f e d e r a l b u r eau o f i n ves t i ga t i on 

Precedence: PRIORITY 

To: Counterintelligence Attn 
Office of General Counsel Attn 
Inspection Attn 

Attn 

NSL VIO-36494 
DATE; 12-17-2007 
CLASSIFIED BY 65179 DMH/KSR/ch 

12-17-2G3-2 

b2 
b7E 
b6 
b7C 

From: 
q 

Date: 03/26/2007 

CD-2D, Room 4844 
NSLB 
IIS 
CDC 

Contact : SA [ 

Approved By: 

Drafted By: 

Case ID #: (S Pending) 
(U) 2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

Title: 

Synopsis: (U 
NFIP Manual Se 

al IOB matter as reguired by 

(U) X BecXassifyOnT Xt-

employees dated 03/22/2007 forwarding email from Julie F. Thomas 
(OGC) to all CDCs dated 03/22/2007. 
a f f ^ W n f c • (Q\ -p̂ r- recipients is a copy of 

s uljs ci ioei ttsti i e l ui ns 11 om B 
and redacted copies of terepnone 
and 

b7C 
b2 
b7E 

SEaLRET 



NSL VIO-36495 

ÍU) 

To: 
Re: (s: 

(U) x 
Enclosures: 
dated 03/26/2^00 

Package Copy: 
containing the 
includes a 3.5' 
CD-R). 

for CDC 

SEC^ 'ET 

From: | | 
03/26/2007 

for all recipients i 

)nly, a seale 
origina. returns fro 
k ) and 

b7E 

n z i which 
(which includes a 

Details: (U) Referenced email advised that any information 
received from an electronic communications service provider in 
response to a National Security Letter (NSL) for telephone 
subscriber information other than the customer's name, address, 
length of service, and/or account/telephone number subscribed tc 
should be reported to the CDC and a report of a possible IOB 
violation should be prepared. In accordance with these 
directions, the enclosed disseminable LHM has been prepared. 

(U) Package copy contains a sealed 
the unredacted documents of the responses from| 

I I Attached are copies of the EC an 

C 

g^^inaiiy rpmipgtinn subscriber information from 
[for tpl P 

J £ 
ne numbers and a redacte 

response. 

b4 
b7D 
b2 
b7E 

nvelone containing 
and 

ers 
and 

b7D 
copy of the 

SECfl&T 

2 



NSL VIO-36496 

S E ^ E T 

Re: (S) 
From: 
03/26/2007 

bl 
b2 
b7E 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For CD-2D, for information only. 

Set Lead 2: (Discretionary) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For NSLB, for appropriate action. 

Set Lead 3: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For IIS, for appropriate action. 

Set Lead 4 : (Action) 

AT 

(U) For CDC, sequester package copy (sealed envelope' 
pending adjudication by NSLB. 

S^g^ET 

3 
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NSL VIO-36498 

(S) 
S E O ^ E T / / X l 

response for two of these NSLs fromj | a ncT*^^^^^^^^" 
| for subscriber information (requesting subscriber 
information on a total of| |telephone numbers) were 
b o t h r p c p i v p c i by FBI | |on March 2 9 , 2 0 0 7 from FBI 

with a cover communication dated March 19 , 2 0 0 7 . 

(UÎ T provided information on six telephone 
b7D 
h 2 

numbers which conrarnea data which were beyond the scope of 
i n f n rrriFi i~ i nn r p n u p . q t p H i n t h p N.ST, Thi .q i r i f n n n ^ t i nn r ^ n n p f i f r o m 

,U) | ~|provided information onl I b4 
Jtelephone numbers which contained data which were beyond the b7D 

scope of information requested in the NSL. This information 
ranged froml 

(U) While it can not be determined what the USPER 
status of the above subscribers is, they are presumed to be 
USPERs as they all reside in the U.S. 

(U) Subscriber information to include only name, 
addresses and lenqth of service will be entered into FBI . 
telephone applications for the above telephone numbers. The 
cover communication from FBI| |also contained some b7E 
information derived from the responses from the communications 
providers which were beyond the scope of information requested in 
the NSL. Text of this document has been removed from the FBI 
Automated Case File (ACF) . A rpH^ntpri ^-npy of NSL responses and 
the cover communication from FBI I Iwhich only lists name, 
address(es), length of service and telephone/account number will 
be maintained in the investigative file. A redacted copy of the 
FBI| | communication will be provided to FBI| | to 
replace the original unredacted copy in their file. The only 
existing FBI | |copies of the unredacted responses and 
the FBI| | communication were sealed in an envelope and 

led to tm forwarded to the Chief Division Counsel at FBI 
this communication to be sequestered. 

with 

2 



NSL VIO-36499 

(U) 

X 
SE(^T//X1 

Persons involved in the supervision of captioned 
case include: 

- SA [ 
S SA 

T case agent 
supervisor 

3 



NSL VIO-36500 
DATE; 12-17-2007 
CLASSIFIED BY 65179 DHH/KSR/cb 

(Rev. 01-31-2003) REASON: 1V4 (c) 
\l BEC-LASSTFT"OH-i 12-17-2032 SECRET 

f e d e r a l b u r eau o f i n ves t i ga t i on 

Precedence: PRIORITY Date: 03/29/2007 

To: Counterintelligence 
Office of General Counsel 

^Jj^snecti on 

ALL INFORMATI Oli COSTAI 
HERE IH IS • TTTTPT fî -TFTFT> TTTTHT 
WHERE SHO 

1 , LUI 1 Lei 

Approved By: 

Drafted By: 

Case ID #: 

CD-2D, Room 4i 
NSLB 
IIS 
CDC 

^Pending) 
'¿'I Ö -kQ-(Ji 2 2^7 2 b-VlO ( Pending) 

Title: 
b7C 

(S) 

Synopsis: (U) Report of a 
NFIP Manual Section 2-56. 

potential IOB matter as required by 

ÍU) X Classified By: G-3 
Declassify On: XI 

Administrative : 

l(USPER) . 

:s: 
(U) Email from Reference: 

employees dated 03/22/2007 forwarding email from Julie F. Thomas 
(OGC) to all CDCs dated 03/22/2007. 

bl 
h 2 

b7E 
b>6 
b7C 
b7D 

SECRET 



NSL VIO-36501 

To: 
Re: 

bl 
b2 
b7E 

A •*- •*- - '-'T̂ ™'-̂  4- ̂  • f S 1 A t t i r h n H fnr n i l recipients is a copy of 
and redacted copies of 

r p t p r p n r . p n .qpriai nrio r p i p n n n n p .si lh.s r. r i hp r NSL returns from 

Enclosures: (U) Enclosed for all recipients is a copy of LHM 
dated 03/29/2007. 

Package Copy: (U) for CDC/FBI| |only, a sealed envelope 
containing the unredacted original returns from |and 

and referenced serial. 

) 
Attached are copies of the F,C a no 
subscriber infnrmatinn frnrn I 
"T'eda'et e»rt"T̂on-v----ofl--

TT 

¡responses. 
and the 

(Tst i nn 

b2 
b7E 
b4 
b7D 

Details: (U) Referenced email advised that any information 
received from an electronic communications service provider in 
response to a National Security Letter (NSL) for telephone 
subscriber information other than the customer's name, address, 
length of service, and/or account/telephone number subscribed to, 
should be reported to the CDC and a report of a possible IOB 
violation should be prepared. Referenced serial provided results 
of NSL subscriber reguests which included information other than 
the above. In accordance with these directions, the enclosed 
disseminable LHM has been prepared. 

(U) Package copy contains a sealed envelope containing 
""th"e'"u~n-r-eda-cted.. responses fron| _ land 
all FBI | I"cbpie'S'-Q-j 

b7E 

X 



NSL VIO-36502 

To : Plmiptpri ntpl 1 i npnrp 
Re: (SI 

From: | 
03/29/2007 

fol 
fo2 
fo7E 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, PC 

(U) For CD-2D, for information only. 

Set Lead 2: (Discretionary) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, PC 

(U) For NSLB, for appropriate action. 

Set Lead 3: (Discretionary) 

INSPECTION 

AT WASHINGTON, PC 

(U) For IIS, for appropriate action. 

Set Lead 4 : (Action) 

fo7E 

(U) For CDC, sequester package copy (sealed envelope] 
pending adjudication by NSLB. 

Set Lead 5 : (Action) 

( S ) 
a t [ 

For ISS, replace original of 
with attached redacted copy and remove L^ilL ul L1I_LS aeiidi 

irom ACS in| | file. | [should consult with its CDC to 

fol 
fo2 
fo7E 
fo7A 



NSL VIO-36503 

To : C O U r i 1~ 1 1 r̂fonr-'o 
Re: (S! 

ST From: [ 
03/29/2007 

bl 
b2 
b7E 

sequester any unredacted copies of this serial pending 
adjudication by NSLB. 

SECBŒT 



ALL ihfofli'IATIOI'I cohtàibed 
herein is otc las s i f ied except 

NSL VIO-36504 

(Rev. 01-31-2003 ) 

SÇ^ET 

FEDERAL BUREAU OF INVESTIGATION 

date; 12-17-2007 
c.là3.si .fied... .by... .6 51.7s 
BEÄS.OH.: X...4 {.c.}. 

OI; 12-11 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

(U) 

From: 

Contact: SA 

Approved By: 

Drafted By: [ 

Case ID #: 

Date: 03/29/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

b2 
b7E 
b6 
b7C 

(UI-

27 8-HQ-C122 97 36-VIO 
278-T1-136372 

I Pending) 

(U) 
Title: TO REPORT A POTENTIAL I OB VIOLATION 

)rts potential IOB violation in case Synopsis: 
identified 'below. 

<U) x Cassi f y 

Details : 

(S) 

(S) 

(S) 

2. 

3. 
(Uk 

4. Description of IOB Error (including any reporting 
""delays ) . 

(U) On 09/09/2004. a National Security Letter 
prepared by SAl I was issued byI 

SE^tçT 

bl 
b2 
b7E 
b6 
b7C 

b7C 
b2 
b7E 



NSL VIO-36505 

SE^é&C b2 
(U) \ i 1 b7E 

",jT-q : Inspection From: I I 
¡v: 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

Division. The 1etter requested Telephone Toll Billing records 
period of | | to the present." ThP ^rri pr. I | 

| | provided toll billing records dating back to | | 
consistent with that | | b7D 

(U) It should be noted that, at the time of this 
action, there existed ample, predicating intelligence to justify b7E 
a request for the records received. The error was, as such, not 
a matter of substance, but rather a failure to utilize an 
attachment to the NfPT. I • | 

seJ^EI 



NSL VIO-36506 

(UK SECRET , 

Td-:. Inspection From: -bVE 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE^^T 

3 



(Rev. 01-31-2003 ) 

ALL IWFORKATI OH COBTAI1IED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOOT OTHERWISE 

SECHST 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36507 
date; 12-17-2007 
CLASSIFIED BY 65179 DHH/KSR/cb 
REASON: l.,..4...|cl 
declassify...!®.; 12-1.7-2.0.3 2 

Precedence: ROUTINE Date: 28/2007 

(U) 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS, Room 11861 
n s l b. Room 7975 
s s a | 

From: 

Contact : 

Approved By: 

Drafted By: | 

Case ID # :. (V̂ ) 278-HO-C1229736-VIO (Pending; 
""""(A) 278-1 I-C136372 (Pending) 

b2 
b7E 
b6 
b7C 

Title: (U) REPORT OF A POTENTIAL IOB VIOLATION 

(U) 

(U) 

(U) 

Synopsis: (U) To report possible IOB error. 

Enclosure: (U) Copy of attachment which was sent with NSLs 

-Frog 
issify On: 

X 

and 

Details : 

(s) 1 . 

1 a U. . S. Person. 

Case Agent: 
Supervisor : 

SFO 
SSA 

Possible IOB Error: Receiving financial records 
outside the dates requested in the National Securi 
Letter. 

bl 
b2 
b7E 
b6 
b7C 

SEÖRET 



NSL VIO-36508 

SEC 

- 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 - b 7 E 

( U ) ... I 1 b 7 E "---To : Inspection From: 

(S) 

(S) 

Description of possible IOB Error (including any 
reporting delays). 

(U) SFO 
i nvesticati on. 

upon opening the above noted 
URO National Security Letters (NSLs)to 

J requesting financial records 
statements and account statements) 

financial reco"rd"S""for 
reguested financial recoras lor aare 
the date of the NSL which was 09/13/2005. 

J As noted above. 
range of | through 

-(.LI) Up.Q.n...receipt of financial records roqiiogi"oH 

I I conf irmed that these statements"""d"I"d""h"ave"""S'ubq-ec-t| 
| [lame and address on them. SFO IZZI then checKea to L 
ensure tne dates on the statements requestea were at least 
"within" the datesreceived. [Note: PRIOR to a 2006 review of 
NSLs by NSLB, SFO | |was not aware that any information 
received "prior to and after" the specific dates requested, were 
in violation and needed to be sequestered.] 

_ (U) At the conclusion of an NSL audit conducted in 
I Division during March 2007, SFO |was notified, 
03/28/2007, that in the above noted investigation, 

vr a 
email on 
financial records were received from| which were 
outside of the date range reguested m the NSLserved on that 
financial institution. SFO I I reviewed the noted file and 
identified three such documenrs (two credit card statements and 
one checking account statement) which met the criteria as 
potential IOB violations. 

fU) The credit card statements requested were from 
Ito the date of the NSL which was | 

T nrnvi fipfi Credit Card statements for 

b7C 

bl 

b7C 

t 

b7E 
he 
hlC 

bl 
b4 
b7D 

The 

2 



NSL VIO-36509 

• jj. To: Inspection From: i i "h7p 
iU f """"""•"•••Re-̂....̂^ 03/28/2007 'D 

se^KÇT 
b2 

transaction dates reflected on page 2 of 2 of this statement were 
fromr I through and including I *1 [The potential 
IOB violation would be this entire month of transaction records 
as they were "prior" to the requested date range.] The second 

U) The checking account statement provided by|_ 
reflects account activity during billing cycle 

1 
r T h p rintontì al TOR vinhti nn 

Ol 09/13/2003.J 
which were"prior to therequested date 

h 2 

b4 
b7D 

(U) Enclosed with this EC is a two page copy of the 
attachment, which accompanied the NSL in question, to[ 

_nc 

J 

.Highlighted portions of both pages of this attacnmenr 
lüde I I as 

items to be sent to the FBI in response to the NSL. Two of the 
potential IOB i ssnes noted above (credit card statement with 
rOr^cHnn Hate nf I l^nH n h o n H n n g t ^ o r " o n t 1 

(S) 

(S) 

(S) 

"E-e NSI 

- --.. (U) Pursuan 
financial recorcis"""for 
requested financial rliCOIdS 101 d ddl 
through the date of the NSL, which was[ 

As noted above, SFO 
range of \ 

]sent SFOI | 

T 
— (U) Upon receipt of financial records requested, SFO 
I anain mnfi rmpH that these statements did have 

S ame and address on them. SFO 
sub]ect 
then checked 

to ensure the dates on the statements requested were at least 
"within" the dates received. [Note: As noted above, PRIOR to a 
2006 review of NSLs by NSLB, SFO Q ~ 
information received "prior to and after' 

Twas not aware that any 
" the specific dates 

b4 
b7D 
h 2 

bl 
b4 
b7D 
be 
hlC 

bl 
he 
hie 

SETÌEET 

3 



NSL VIO-36510 

s e c r e t , _ 
tU) ...... H 

'"•-To : .Inspection From: I I b7E 
Re:" - m f 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

(U) 

requested, were in potential violation and possibly needed to be 
sequestered.] 

review of the closed file for this investigation 
revealed two statements frorr|~~ | which contained 
transaction dates "prior" to the dates requested in the NSL. On 
nanp ^ n f7 nf wi h r1! nqi nn Hatp 

b4 
b7D 

I his 
transaction is also "prior" to the requested date. 

(U) 

<S) 

(S) 

(S) 

(S) 

(U) The potential IOB violations consisted of 
financial records (noted above) tp fl pr. ti n r r t rampant i nn.q n r i n r to 
the date requested by the NSL. Unlike the| | 
statements, these statements were not a part of statements which 
included permitted financial information. 

Financial information received outside of the 
requested dates from both["" | and| | 
was relevant to this investigation as thrq investigation involved_ 5 

UJ SFol I rpinnvpri the above described documents 
Jand[ ] from the noted 

I 

(both from 
closed file and forwarded those documents to CDC for 
sequestering. 

(U) Another issue discovered during the audit of the 
MSTi'.'n W3,q thp "a an" hpfwppri thp rn.qp pyni ration and pyfpn.q ion. 

[ 
I 

-ci'arl'fy,""g"FO"| penf"an""EC,"l' 
days prior to expiration.) to--I-TÔ£ 

3=1 

reguesting an extension. All yiUdll 

08/08/200< 
Attn: SSA 

I To 

"Vas sent to SSA 
sometime between 08/08/2006 and 09/11/2006 advising 

that the lead for the extension n^H m̂ t- n̂ -̂n r-q^j-pri. On 
"097T17"200"6, - | ] -re: : | _L L 

Lo SSA 

(S) 

(S) 

of ITOS 2 advising rnat email sent 
an auto reply notifvine that she was out A I I fiM I 'i op nnt i 1 
..0.1./.0.7--a-nd--t-haf,r**" Jwa-s--t-he--r>o-l-nt--o-f--e-o-n-t-ac-t-'-f-o-r 

nrprtupqf I faH^-j q In this email SFO F had been ex t .e.n d-e-d H - -
_ 

extended. SF C pio V lueu a i up i e l ime i o i 11 uo z ro i e v i e w 

dü tí 
rfas 
and 

approve the extension, and it should be noted that during the gap 

.et 

b7C 
b4 
b7D 

bl 
h 2 

b7E 
h 6 

b7C 

returned with 



NSL VIO-36511 

SE^^l 

<U) To: Inspection From: _ 
27 8-HQ-C122 97 36-VI0, 03/2 8/2 007 

b2 
b7E 

in time between the expiration and approval of the extension, 
investigation was conducted betweer| 

I Oj \ T-h is- -wa-s- - - - me-mo-r- i a-1- i -z-e-d - -i-n - -E-C - d- a t-e-d - - J y -/- -/-
* ' approving the extension. 

no 

IromCTD 

bl 

h 2 

b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

E SECRET 

5 



NSL VIO-36512 

(U) SEâjÛST 
N h 2 

To.: inspection From: | I 'b7E 
Re:\ (Vj 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

• • 

SEÇftÇT 

6 



hereik is unclassified except 
(Rev. 01-31-2003 ) 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36513 
date ; 12-17-200? 
CLASSIFIED BY 65179 DKH/KSR/cb 
REASON. : 1...4 {€•)• 
declassify...oh; 12.̂ .17̂ .2.0.32. 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 28/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: SA 

Approved By: 

Drafted By: [ 

Case ID #: .iW; 2 78-HQ-C122973 6-VIO (Pending) 
(A) 278-TT-136372 

Title: (S) 

Synopsis: TO REPORT POTENTIAL IOB VIOLATION 

(U) x 

( U ) 

b2 
b7E 

Fromj, 
ïssïf y OnT 

Details : 

(U) 

! Q "I 1 

(S) 2. a U.S. Person. 

i X 3. 

bl 
b2 
b7D 
b6 
b7C 

)ssible IOB Error: Information was provided that 
exceeded the scope of the National Security Letter. 

(U) ---^S^ 4. Description of IOB error: 

fU) On 10/17/2003. a National Security Letter nrpnarpd hv SA 
issued from [ Division. 

irecL 
SA L 

inadvertently utili zed an incorrect format in drafting this 
letter, which requested financial records from a Credit Bureau. 

] 
b6 
b7C 
b2 
b7E 

SESRET 



To-:. 
Re:' 

Inspection From: [ 

NSL VIO-36514 

b2 
b7E 

27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

This resulted in the Credit Bureau's provision of financial 
records that were beyond the scope of the National Security 
Letter. Specifically, the bureau provided addresses and 
employment information for the subject, not requested in the NSL. 

It should be noted that, at the time of this 
action, tHere "existed ample, predicating intelligence to justify 
a request for the records received. The error was, as such, not 
a matter of substance, but rather a failure to utilize an NSL 
format invoking 15 USC 1681, which requests the entire credit 
file. 

SEisRET 



NSL VIO-36515 

(U) 
SE 

TO-: 
Re: 

ection From: 
27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

h 2 

hi E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SEjCS^T 

3 



(Rev. 01-31-2003 ) 

NSL VIO-36516 
AIL INFOFllÀTION COITÀIIED 
HEREIN IS UNCLASSIFIED EXCEPT DATE; 1 2 - 1 7 - 2 0 0 7 
iheme sho'w ' ' ' otherwise £ mssi f ie d... by ..65179... dhr/ks r/ cb 

y reas.oh: 1 ,4 (c).. 
S E C^fe T BE c LAS S I FY OM : 1 2 - .1.7-2 03 2 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Inspection Division 

Counterintelligence 

From: 

Date: 28/2007 

Contact: SA 

Approved By: 

Attn: NSLB 

Attn : IIS 

Attn: CD-2A bl 
b2 
b7E 
b6 
b7C 

(U) Drafted By: £ 

Case ID #:. \/: 

]:gc 

(U) 

(U) 
Title: 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending] 
m Q L I M M ^ L (Pending) 

(Closed) 

REPORT OF A POTENTIAL IOB MATTER; 
0 0 :i ~ l 

Synopsis: This communication reports a potentii 
Intelligence Oversight Board matter. 

(U) X 
(U) 

<U) 

DetailsT""-^^ The purpose of this electronic communication is to 
report a potential IOB matter involving a National Security 
Letter (NSL) reguested by | |Field Office, as well as 
to satisfy the requirements set forth by the 11/16/2006 
electronic communication regarding the revised procedures for the 
submission of potential intelligence oversight board reports. 

i rivp.qri rr a 1 Identification of the .qnhgtanti VP 
( £ ) ''''Whd-ch----th-e---q-ue-s-tioxna-ble----ac-tivi-ty---oc-cur-red-v 

S n e c . i a 1 A r r e n t t h a t H r a f t P d t h e N S L i s forrrli' S ^ e d l a l A c j e h l 
| The Supervisory Special Agent who approved 

on m 
The 
SA) 

the NSL was SSA 

h 2 



NSL VIO-36517 

(U) "--To : 
Re:" 

General Counsel From: 
b2 
b7E 

27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

[ 
! ,q ì t Hp riti f i r a t i nn of the target 

I Identification of the suDjeci's srarus as a 
bl 
hG 

hlC 

(U) 

(S) 

(U) 

unirea biaies person or non-U.S. person: USPER. 

In an NSL dated 12/20/2005 tc| ~|the 
name, address, length of service, and telephone toll records for 
-fh-e--ce-11--rrl-a-r-t-e-l-e-nh-o-ne--ni-j-mbe-r--o-fl-- Ire re specifically 

r p q u p . g t p f i f o r t h p n p r i n r i of | [to the present. In its 
response, I | proviaea roil oilling records that began 
with a| billing statement a-q rpnup.qtpH. but also 
included call detail for the periodl | through 

] This resulted in an over collection of data. 

(S) (U) 

Under 
the authority of Executive Order 12333, dated December 4, 1981, 
and pursuant to Title 18, United States Code (U.S.C.), Section 
2709 (Section 201 of the Electronic C o m m n n i o a t i o n e P r i v a c y Act of 
1986) the telephone service provider,| ^caused the 
FBI to obtain records which were not specifically requested. 

"i^C This PIOB matter was uncovered during the recent 
audit and is being reported in accordance with procedures 
established as a result of this audit. The information which is 
deemed to be an over collection has been seguestered and 
forwarded to theT 
03/28/2007). 

UL 1 LA KJ IŴ ^̂WLL U ̂ .̂ LL̂ -KJ L̂ -L U.1 IW 
]CDC under separate cover (EC dated 

bl 
b6 
b7C 
b4 
b7D 

b7E 

LEAD(s) 

SE^ET 

2 



NSL VIO-36518 

( U ) 

SEC^1] 

..To: 
Re":" 

General Counsel From: 
27 8-HQ-C122 97 36-VIO, 03/20/200' 

h 2 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

{]]) ....... AT WASHINGTON, DC 

^J^^ General Counsel, National Security Law Branch, is 
requested to take whatever action is necessary to record the 
incident with the Intelligence Oversight Board. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 
(IT) • v / 

Information only. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

!T-T> - ^ X ^ Information only. 

SE^ST 



NSL VIO-36519 ÄLIi INFORMATION CONTAINED 
cs unclassified except date; 12-17-2007 

(Rev. 01-31-2003) SHOOT....OTHERIiJISE. CLÄSSIFIZD....BT....&5179....DHH/KSR/ 
yy BEA son.: 1.....4 (,c). 

SE^ÇET DE.CMS.S.IfY....ÛI.; 1.2-1.7.-20.3.2 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 28/2007 

(U) 

(U) 

( s j 

(S) 

To: General Counse 
Inspection 

From: 

Approved By: 

Attn: National Security Law Branch 
Attn: Internal Investigation Section 

](Pending) 
27 8-HQ-C122 97 36-VIO (Pending 

jjjj Drafted By 

Case ID #: 

Title: (S 

Synopsis: /^n^ T o address potential Intelligence Oversight Board 
(IOB) violation. 

bl 
b2 
b7E (s) y^ 

<si X 
Details: f><f On March 20, 2 007, a potential I OB violation for 
captioned "case was reported during the National Security Letter 
-a-ud-i-t-O-f-th.e.t- |Division . i ̂ r^H 
for i rnrnrt negation conducted af t'er""t"he"" 

but prior t o.... i t... h e.i.n g.... c onvextect - t-o. - a. 

! ri \ :he period of time that the 
Interview was conducted by a Special / 

dh Ih^ tdl'^iyh LUllhl^I Intelligence squad and referenced in 
lent 

SE^jJT 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 



NSL VIO-36520 

SEC^T 

-T.O: ?? Fmnr I I -b2 
: ^><4 [372 8/2007 b7E 

captioned case. On occasion, the interviewing agent has provided 
I | information | • • I 
\ | however, in this instance no I I 
| "Iwas not done in relation 
to captioned investigation. further, the interviewing agent was 
not tasked to | | on captioned case and SA 
| ¡dig not conduct any follow-up investigation. 

a n n i n yp ,st i gat i ve activity occurred during the 

b6 
b7C 
b2 
b7E 

(U)- live st1 native acta v 
] SACI „ ~ 
~ e t a i i e n m r n i s m 

bl 
b2 
b7E 

t i m e " " t ' h e 

a d m i n i s t r a t i v e a c t i o n D e t a i i e n m t n i s m a t t e r . 

recommends no 

(U) Any further information regarding this matter may b6 
be obtained by contacting SA | ~| telephone b7C 

SE^p'] 



NSL VIO-36521 

SE^^T 

(TJ) To: ?? Jrorn: I 
03/28 / 2 007 b7E 

LEAD (S): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

The Internal Investigations Section is requested to 
determine if the matter related in this communication should be 
reported as an IOB. 

Set Lead 2: (Adm) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

NSLB is reguested to determine if the matter related in 
this communication should be reported as an IOB. 



ali» information contained 
:H IS UNCLASSIFIED EXCEPT 

NSL VIO-36522 

S ^ T 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-17-2007 
CLASSIFIED BY 65179 
RE ASOK: 1 . 4 (c) 
de c las s i f y oh : 12-17-2032 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 
b7E 
b6 
b7C 

Date: 3/7/07 

Attn: AD 
SAC 

Counterintelligence 

Inspection 

Attn: AD 

Attn: IIS, CRS 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #: ^X^ 

bl 
b2 
b7E 
b6 
b7C 

:s: 

Title: : X 
97Q-Un-C1 — VT ( 

P O S S i m ^ INTELLIGENCE OVERSIGHT BOARD MATTER 
2 00^ 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

frgn 

Cassify On: 

Reference 278-HO-C1229736-V10 Serial 

To : 

bl 
b2 
b7E 

From: Office of the General Counsel 

SEORET 



NSL VIO-36523 

Re: 2 7 8-HQ-C12 2 97 3 6-VIO, 3/07/07 b2 
Details: After 01G reported on a potential IOB as part of -b7E 
its NSL audit,] |was advised to report this matter as a 
potential IOB. 

nntpH in thp P! prt rnni r< rnnimi m i r a t i nn ( R.O 1 

IA National Securi Letter (NSL) dated 12/24/2003 was 
It-he results of which disclosed 

1 An NSL dated 3/11/2004 was furnished tof 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

On 9/1/2004 ]sent an NSL to [ 
pursuant to 18 U.S.C. § 2709(b) (9nn"1'1 1Qo+- -i ̂ ^ onKo^v-i 
i n f o r m a t i n n f o r "T"h"e"""t>"1"enh"o"ne""""Hrimh"e"rl" I 

)nse to the NSL to 
1- e-a- r n-ed --that--on-J -"|"-t-he--t-e-Tep-h-on-&-n-u-mb-&r-f-
"assigned to an[ 

_ _ 
was 

]hesponse to 
the validly executed NSL explained that "[i]nternet access 
numbers are used to log onto the Internet..." 

^ " The fact that this contact telephone number came 
back as an internet access number, rather than one assigned to an 
individual, does not make it an "unauthorized collection by a 
third party provider." This was not an error by | 
any kind of over collection by| |This number, albeit 

--ati.-internet ao.o.paa n u m b e r , wa a d i a o.l ns ed nnranant to a dnlv 
a i it ho ri 7pd""'l\T'ST;-:-l 

and assuch doesnot 
constrtute an error reportaPle to the IOB,(or any error at all). 
OGC notes that no report of a potential IOB would have n 
required absent its extraordinary mandate. OGC commends 

.ET 

bl 
b2 
b7E 
b4 
b7D 

bl 
b2 
b7E 
b4 
b7D 



NSL VIO-36524 

SEcĵ ei 

for its assistance in this matter. A record of this decision 
should be maintained in the control file for future review by the 
Counsel to the IOB. 

X 



NSL VIO-36525 

Set Lead 1: (Info) 

AT 
h 2 

b7E 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

1-Ms. Thomas 
1 

1-IOB Library 

b6 
b7C 

^ET 

4 



ALL information contained 
herein i s unclassified 
WHERE shoot OTHERWISE 

NSL VIO-36526 

(Rev. 01-31-2003) »ffl^m...^™ hm^ 01ikSS-I-FIE-B--BT--6-S17-9--DHH/3ÎS'R/cb 

S 0 32 0 32 7 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 1 2 - 1 7 - 2 0 0 7 
et&SSIFIED-B?-65179-DHH/KSR/ci3 
mm&ii iv4 
DE-G-LASS-ï-FY-OSî I 2 - 1 7 - 2 0 3 2 

(Si 

Precedence: ROUTINE 

To : Inspection 

General Counsel 
Counterintelligence 

Date: 03/27/2007 

Attn: Internal Investigations 
Section 

Attn: NSLB 
Attn: CD-3C 

Sguad| | 
Contact : SA 

Approved By: 

cmm 

(Closed) 

Drafted By: 

Case ID' #: ^ 

Title: (S) 

Synopsis: (U) To report a Potential Intelligence Oversight 
Board (PIOB) violation. 

(U) 
(u; m I i i From ' TTÎT " r n ^ r 

BecI^ssifyOn : ̂ ^37"2T/2Q32-

J Details: The snhstanti ve i nvesti aati on in 
\ I-' I m a v o n m i r r p ' H " i"q"f H - n V P S - r t ^ r - i " ^ ! 

wlii cli t-ine prop 

pr aceu TTi IW-LLJtocig bidiu; Ì 
I The case was 

1 liie CdSe 'agent at the 
' ' " I time was SA | | (who has since retired). S 

( 5 } 1 ^ Supervisory Special Agent [ 

(U) 

(SÎ 
-xt Î . - cap. t i.o ned ̂ siihipr.T. wno wa s i o enr i r i eo q ^ 

information nro^ided'Tnr FP1 \\ 

of 

b7C 
b6 
b7C 

nnnn 

(S) 
.The 

T//20320327 

b'l 
b2 
b7E 

bl 
b2 

1 b7E 
I b6 1 b7C 



NSL VIO-36527 

scî^T 

(S) Re :-
T n s n e c t i o n F r n r n ; 

) 

(S) 
(S) 

r 

SEC5ST//20320327 

Ü3/27/2ÜÜ7 

bl 
b2 
b7E 

s a [ 
On 08/29/2003, in preparation for an interview of 
lrecfuested a National Security Letter (NSL) for 

the telephone number which had been provided by FBI I I 
The...NSL was approved and was was sent, via Electronic 
Communication (E"C")"""""da"te"d""""0"g/"2"9"/"2"00'3'vi' 

..•••1.0./.2.4./.2.q.q3.r.-f-bi-j - ----- | | | ^ 
transmitted the records provided py| | upon receipt, SA 

I I reviewed the records and determined that they were not I 

On 

(S) 

nt as the subscriber was not identical to the subject. 
I marked the records as such and maintained the records 

in an FD-340 in the file. 
SA 

X No[ requests 

bl 
b2 
b7E 
b6 
b7C 

were made as part ol this investigation. 

(U) This PIOB was discovered on 03/18/2007 by 
Assistant Inspector In Place, | [during the audit of 
National Security Letters. 

bl 

b e 
b7C 

SBÎ^ET//20320327 



NSL VIO-36528 

(S) To: 
Re:" 

Tn.qnpr.t i nn 
-x 

From; 

SE^£T//20320327 

I b l 

03/27/2007 b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action as deemed necessary. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action as deemed necessary. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) At CD-3C, Read and clear. 

SE2RET//20320327 

3 



ALL IHFOFlI'IATIOI'I COHTÀIBED 
HEREIN IS OTC LAS SIFIED EXCEPT 

NSL VIO-36529 

(Rev. 01-31-2003) »ffl^m...^™ hm^ 01ikSS-I-FIE-B--BT--6-S17-9--DHH/3ÎS'R/cb 

12-17-2007 
CLASSIFIED BY 65179 DHH/KSR/e 

SEp^ET 

F E D E R A L B U R E A U O F INVEST IGAT ION 

I: I2-T7-2'0'3'2 

(U) 

(ÏÏ) 

(U) 

(U) 

Precedence : 

To: 

ROUTINE 

Inspection 

b2 
b7E 
b6 
b7C 

Date: 03/08/2007 

Attn: SAC 
ASA, 
CDC £ E 

Attn: IIS, CRS 

From: Office of the General Counsel 
NSLB/CILU/Rooi ï^mj 
Contact: SSA 

Approved By : Thomas Julie F 

<U) 

Drafted By: 

Case ID #: 

« X Title: 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD b? 
MATTER 2007-

Synqpsis:""""^^ It is the opinion of the Office of the General 
Counsel (OGC) that the matters in sections A and B (designated 
below) must be reported to the Intelligence Oversight Board 
(IOB). OGC will prepare and deliver the necessary correspondence 
to the IOB. 

(U) 

Administrative: pC This electronic communication (EC) contains 
information from rhe following documents : (1) a copy of the EC 
dated 02/22/2007 from the | lfield Office 
| |to OGC reporting eight potential IOB matters, and 
(2) the FBI's Automated Case Support system (ACS). 

| kpted to submit all eight potential IOB issues 
in one EC. The EC was divided into five separate sections, A-E, 
and our response will be drafted in a similar manner for 
continuity purposes. These reported IOB matters are all derived 
from the audit conducted by the Office of Inspector General (OIG) 
which took place over the summer of 2006 at four FBI field 
offices. 

b7E 

b7E 

SEO&ET 



NSL VIO-36530 

TO: 
RE: 

SE^ET 

From: Office of the General Counsel 
2 /8-HO-CÌ229 /"36-VIO, 03/08/2007 

b7E 

(U) 
Reference: 2 7 R-HO-C1229736-VI0 , 

(U) 62F] |- 97 317 , serial 
seria. 
63 

2218 b7E 

( U ) I rovided OGC "Details-: (>£ By EC dated 02/22/2007 , 
written documentation of eight issues that reguire a review of 
the facts in order to determine whether they warrant reporting to 
the IOB. In our opinion, as to three issues (the one in section 
A and the two in section B), it does. Our analysis follows. 

A. 

( s ) 
" T 

. The issue brought to the attention 
Jand OGC, by the OIG, was that| | 

--a-1-leg-edl-y...i.s.su.ed..a National Security Letter (NSL) without 
obtaining required" approvaT""""to""e"Xt'e'ndl _ I A detailed review of 
ACS and the I ]EC indicate that actions 

(U) may have resulted in an unintentional error. 

"Hriraftpd and .gnhmittpd an EC to J f J , X 0 n 1 n/?q/?nm. f 
I j _-FR-T-H-fì--rPrr7TP-c:-r--i-n-r4 

( s ) 

1 The case acent. as tanc.ht n-rov-i-oied--̂  L 
n his communication requesting an 

( s ) 

( s j 

< s ) 

i s ) 

( s ) 

(ïï) 

( s i -

i s i 

exrension, maxing rne assumprion his request would be approved. 
^ D J FBlHQ-d-id-.-not_ respond to his request until | |2003 . In 

TO 1 
s 

y P QOìOn g P ]as opposed to the 
n it.q rp.qpon.qp- FRIFfO did not 

cnange rne previous expiration date entered by the | 
••ag-e-nt̂-......B.e.c.aus_e__ of this failure, to I—nr^.r—mnHi 

)cument, a presumption is"'m"ade~t-hat-
zuu4 aa Le. granted by FBIHQ should be added ontli Lliy T 

However, this | 12004 date was never formally approved by 
FBIHQ."""""""There'for-e--,-f _ ^iven by FBIHQ should 
h^yp hppn addpd n n ^ ^ ^ ^ 
th'e 
exf 

t Li_clate wnich would have made 
Since no addij_±onaJ 

prisions WPTP soiumi O.U.b.,. l!h.e...N.S.L....wr-i-tt.e-n -

To make the matter ^hoyp morp oomnl i O.̂ tpd . FRTHO. affpr 
iT "rê "ad y " " " ha"v i n-q-g-ran-t- e d-T 

|2004 that I I submit an annual requested on[ 
Letterhead Memora, 
c an-n ©•-t-- b-e - - - g-r a nt- e d - -
year without an anftUSl L^M. 

Ì ndnm f TiHM ) because FBIHQ advised that extensions 
that have been 

On I IZZI 
)ened longer than one 
I, after receiving an 

se^^éTT 

2 

h 2 

hi E 

bl 
h 2 

hi E 

h 2 

hi E 



NSL VIO-36531 

To: 
Re: 27 8-HQ-C122 97 36-VIO, 03/08/2 007 

SEj^ET 

From: Office of the General Counsel 
h 2 
b7E 

S) 

(S) 

LHR""fr-om..| 
pi H ari .q pH t 

FRTm ^..K^n.H the LHM to OIPR and 
|had been granted. However, 

l.gt-ill haH lo rPVPrt ĥ nlr tn thP l̂ .gt 
of fi ci al 1 v.-k-nci-wnl 

(U) 

(S) 

S) 

It is apparent, that the error was compounded by the fact 
that a new set of Attorney General Guidelines came into effect on 

| ~|2 003, fnrthpr r.nnfii.qi rig the proper expiration date. 
error made by I I in the described case was not 
malicious in nature, and was made in go<^-
agent been aware "th"at""""the""""ca"se""""act"ua'Tly 
and not the mistakenly believed date of 
would have never occurred. Unfortunately for [ 
errors reflected on the previous communic 

HqH fht O o o 

2 u u 4, rnrs 

.ca 
--ccri-nH -ìp-H-gL--t-o-be--i-sŝ ed--on--06-/-2-3-/-20-Q4-y-|a 

error 
^ the 

tinn.q in thp r.̂ .qp fi 1 P 

Although £ Jnever received any information 
from the carrier concerning this request, the issuing of the NSL 
still constitutes a violation which is reportable to the IOB. 

B. 

• S 1 

117zjy zUU4. 
Ira s initiated b v 

ana one to I 
] On" 

b7E 

submitted two NSL reguests, one 
] Both of the NSLs and th 

eu guored the statutory autnority to be Title 15, USC 1 
This authority, however, deals solely with terrorism 
investigations and allows the FBI to obtain full credit 
The authority that should have been quoted by[ 

e cove] 
v. 

s . 
J i n a 
a) , 
on 

counterintelligence investigation was Title 15, USC 1681u 
which enables the FBI to obtain credit listings (informat 
pertaining to financial institutions, addresses of those 
institutions, places of employment, etc.), but not full credit 
reports. 

X I advised that all information received by this 
unintentional oversight was sequestered in the safe of their 
Chief Division Counsel. | ladvised that the improperl 
_ cbt a i ncd i n format i cn has not been used in their investigation. 

bl 
b2 
b7E 

recognizes the error and that the improperly 
collectedinformation, although unintentional, constitutes a 
violation which is reportable to the IOB. 

(S) C. 

Sja^ET 
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SEC 

TO: 
RE: 

From: 
27 8-HQ-C122 97 36-VIO, 

b2 
Office of the General Counsel 
03/08/2007 

T T J issued 
three NSLs | |pursuant to Title 
15, USC 1681v, the terrorism statute, requesting full credit 

Irenorts on the subject of the investigation. The cover EC 
|used to request the issuance of the three NSLs used 

the language stating the authority was being granted pursuant to 
Title 15. USC 1681u(a) , the counterintelligence statute. In the 
cover EC| | only asked for the identity of financial 
institutions, as opposed to the full credit reports requested in 
the NSLs. 

reporting 
:or the 

the part 

NSLsand the credit reporting companies never would have been 
confused by the EC because they do not receive a copy of that 
document. The EC is merely used as a means of submitting the 
NSLs (that were attached) to the case file. The mistake in the 
EC, although sloppy, did not alter the investigation in anyway, 
and this scrivener's error, citing to 1681u rather than 1681v, 
did not violate any law. | | had the ability under a 
terrorism investigation to request credit reports, and they made 
that request. Therefore, OGC believes that the mistake made by 

| |was administrative in nature, and does not warrant 
reporting to the IOB. 

D. 

l'ed lied Led LhalJ 
10/03/2005. Instead.T 

1 On 10/ 03/ 2005rT 
Isend tolT 

ssued a NSL which" 
recordsfrom 

I s ent reco rd s to :or 
information from I 
learned of the third-party mistake and tooK the appropriate steps 
to seguester the additional five weeks of records that were sent 
to them. I |advised that they did not do any indexing 
or follow-up analysis on the over-collected information. 

bl 
b2 
b7E 
b4 
b7D 

"jt»^ A review of the 02/22/2007 EC from| 
the potential IOB infractions caused some contusion 
writer, so on 03/08/2 007 the writer had a phone conversation with 
the drafter of the| |EC. | ""[explained that 
since it was a terrorism case, the verbiage in the NSLs was 
correct, and each of the NSLs were reviewed and signed. 

| ""| informed that the EC that was used was a mistake on 
)f the agent that drafted the cover document. 

]added that the investigation warranted the requested 

h 2 

b7E 

bl 
h 2 

b7E 
b4 
b7D 

SE^^T 
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se^Ç1] 

To: | | From: Office of the General Counsel b7E 
Re: 27 8-HQ-C122 97 36-VIO, 03/08/2 007 

(U) 
Despite the mistake by ] the FBI had a legal right to 

"thexover-collected information they received. However, since the 
records were not reguested,|"" H seguestered the 
documents. Therefore, no improper action on the part of 
I loccurred, and OGC believes that this matter does not 
warrant reporting to the IOB. 

E. 

J_£_L 
On 09/26/2000, .ssuec 

_1 address from^ 
"TOT 
]th ru 

!U) 

replies Liny liiloliua Lion on an ema 
09/26/2005. In r p . q r ^ n n . g p tn that request, the provider produced 
information from | |thru| | This additional 
five months of data (,two months prior to the reguested date, and 
three months after the termination date) would have been 
obtainable by the field office had they rpgnp.qtpH it Thp rwpr-
collected information has been seguestered by 

r ^ C A review of I was 
all the facts 
not at fault : 

in this sect 
.n receiving! 

i r-ifi Haninncl- rati IS t h a t 

records 
outside the scope of the properly issued NSL. 
matter does not warrant reporting to the IOB. 

OGC believes this 

b7E 

b7E 

SUMMARY 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 

Slj^ET 
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SEC 

TO: 
RE: 

From: Of f ic< 
278-kQ-(Jl22^/ 

From: Office of the General Counsel b7E 
36-VIO, 03/08/2007 

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed to 
ensure the protection of individual rights are generally not 
reported to the IOB. The FBI Inspection Division is required, 
however, to maintain records of such administrative violations 
for three years so that the Counsel to the IOB may review them 
upon request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

v 
i/3Sv NSLs are a specific type of investigative tool 

that allows trie FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). NSLs may be issued in 

(U) ... conformity with statutory requirements, including 18 U.S.C. § 
"""""-•2-7 09. NSIG, section V.12. 

In these eight potential IOB matters, OGC believes 
that only three, these in sections A and B, warrant reporting to 
the IOB. The other five matters are a result of administrative 
or third-party errors. In regard to the relevant. but 
unintentionally collected information, I Ls instructed 
to keep all information sequestered until a discussion is had 
with the issuing entity. As to the reportable matters in 
sections A and B, OGC will prepare a cover letter and a 
memorandum to report these matters to the IOB. 

SECRET 
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To: I I From: 
Re: 27 8-HQ-C122 97 36-VIO, 

SECB^^ 

Office of the General Counsel 
03/08/2007 

h 2 
B7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

AT 
b7E 

(u; In matters involving over-collected materials, the 
]Field Office should contact the parties in which 

NSLs were served and allow the entities to determine whether the 
improperly or unintentionally acguired information should be 
returned or destroyed with appropriate documentation to the file. 
If the information is relevant, a new NSL reguesting the 
previously unreguested information may be submitted to the 
entity. 

(u: is reminded of its responsibility, 
pursuant to Deputy Director Pistole's directive of 03/06/2007, to 
review all counterintelligence cases utilizing NSLs to determine 
if other full credit reports under 15 U.S.C. § 1681v were 
improperly obtained. 

h 2 

b7E 

cc: Ms. Thomas 
Mr. 
Mr. 
IOB Library 

b6 
b7C 

S E ^ I 
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(Rev. 01-31-2003) » f f l ^ m . . . ^ ™ h m ^ 01ikSS-I-FIE-B--BT--6-S17-9--DHH/3ÎS'R/cb 
REàSOSi i-v4-fei SECRET BEG-LÀS-SI-F¥-QSî 12-I-7-2D3Î 

F E D E R A L B U R E A U O F INVEST IGAT ION 

(U) 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTLU I 
Contact : 

Date: 03/14/2007 

Attn: SAC 
CDC 

Attn: ITOS1, CONUS 2, Team r 

Attn: IIS 

Approved By : Thomas Julie F 
I I 

b7E 
b6 
t) 7 Ĉ  

Drafted 

Case ID 

Title: 

By: I 

#: X 

: ldr 

9 7 r - u o - ç 1 ? ? q 7 ^ - v t n ( Pending) 
^ Pending) 

INTELLIGENCE OVERSIGHT 
IOB MATTER 2007-

Syriopsis: ^ S ^ It is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the reguired correspondence 
to the IOB. Our analysis follows. 

<U) 

Reference • X 

Derived From : G-3 
Declassify On: 03/14/2032 

27 8-HQ-C122 97 36-VIO Serial 218: b2 
b7E 

Details : electronic communication (EC) dated 
02/23/2007 and referenced above, the | jDivision (CG) 
reported to the O G C s National Security Law Branch (NSLB) and 
the Inspection Division this potential IOB matter. 

b2 

lo 7 C 
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(U) 

(U) 

<U) 

"To : 
Re:'-

SEg^T 

From: Office of General Counse' 
HQ-C122 97 36-VIO, 03/14/2007 

h 2 
b7E 

National 
An EC dated 8/12/2 

Security Letter (NSL)" to 
approved issuance of "an ECPA 

The acronym ECPA 
was in reference to the Electronic Uommunications Privacy Act. 
The EC enclosed an National Security Letter (NSL) dated 
08/12/2004 requesting "all deposits, methods of payments, money 
transfers, history of transactions and all information regarding 
the account holder." 

une s 
:o 
The 

On 08/12/2004, the NSL directed 
provide "^ll ""financial records" pertaining to 
first paragraph of the letter cited for authority Executive Order 
12333 and, incorrectly, Title 18, U.S.C. Section 2709 (the ECPA). 
The second paragraph of the letter correctly referenced the Right 
to Financial Privacy Act, 12 U.S.C. Section 3414(a)(5)(A) and 
certified that the records were relevant to an authorized 
investigation. Further, the third paragraph certified that the 
FBI had complied with Title 12, Section 3403(b) of the RFPA. 

<U) 
received 

. On 08/29/2004 the results from the NSL were 
f r o n t ! " I The results included th^ iHi pot 

Social Security Mumperf[ | credit card number, 
credit card number, ana rne aaaresses, telephone numbers, credit 
card numbers, and telephone numbers of three individuals who had 
transactions with the s 

(ÏÏ) X On the investigation was closed. 

' • T J X 0 n 0 2/ 2 1/ 2 0 0 7' the 
| |of the potential violation, which had first been identitiec inti t i 3 
!nthe course of an 
IOIG) 

audi the Office of Inspector General 

b4 
b7D 
b2 

b7C 
b2 
b7E 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 

2 



NSL VIO-36538 

TO: 
RE: 

SEC; 

From: Office of 
^V^....^J81HQ-C122 97 36-VIO, 

General Counsel 
4/2007 

h 2 
B7E 

Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709; (2) 
records of financial institutions 
(which is very broadly defined) (Right to Financial Privacy Act, 
12 U.S.C.§ 3414(a)(5)(A)); (3) a list of financial institutions 
and consumer identifying information from a credit reporting 
company (Fair Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); 
and (4) full credit report in an international terrorism case 
(Fair Credit Reporting Act, 15 U.S.C. § 1681v). NSLs may be 
issued in conformity with statutory reguirements, including 18 
U.S.C. § 2709. NSIG, section V.12. 

In this instance, the EC did not cite proper legal 
authority for issuing the NSL. The EC referenced the Electronic 
Communications Privacy Act, 18 U.S.C. § 2709, which would provide 
the authority for a reguest for telephone and email communication 
records from telephone companies and internet service providers, 
rather than the Right to Financial Privacy Act, 12 U.S.C.§ 
3414 (a) (5) (A) ) which would nrnviHp thp aiithnrity to request 
financial information from I I In addition to citing the 
incorrect authority in the EC, trie EC drd not explain why the 
investigation justified obtaining the financial records. We note 

SEtJpET 
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(U) SECRET 

1 Counsel 
b2 

(U) 

that the facts disclosed in the i nvp.qti n^ti nn file would have 
supported issuance of the NSL under RFPA tol 
However, these facts were not articulated in rne ±i,u. 

( U ) In addition, the NSL dated 08/12/2004 signed by the 
SAC did not fully and correctly reference the authority to obtain 
financial records relevant to the subject of the full 
investigation. Again, the facts of the investigation would have 
supported issuing the NSL under the legal authority to obtain 
financial records under RFPA from I [however, the NSL 
did not correctly articulate the alllliOIl iy. 

b7D 

In conclusion, the EC and NSL were not issued in 
full comphiandce with the requirements of the Right to Financial 
Privacy Act. Accordingly, these errors must be reported to the 
I OB. 

(U) In accordance with reporting requirements of 
Section 2.4 of EO 12863, OGC will prepare a cover letter and a 
memorandum to report this matter to the IOB. 

SECRET 
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(U) bZ 

|\ y | From: Office of General Counsel -b7E 
Re: jX^ 2/lU-HQ-C122 97 36-VIO, 03/14/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

AT ̂  

h 2 

b7E 

(U) Provide training and review procedures 
for requesting and issuing National Security Letters. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed 
appropriate. 

cc: Ms. Thomas 
i i be 1UB TTTTTTaTy b7C 

SEjĴ ET 



a l l INFORHATION cohtaiiied NSL VIO"36541 
HEREIN I S UNCLASSIFIED EXCEPT DATE: 1 2 - 1 7 - 2 0 0 1 
WHERE SHOOT OTHERWISE CLASSIFIED BY 65179 DMH/KSR/cb (Rev. 01-31-2003) f PElSOl: T^Jc) 

DECI aS'SIFY '' 'OH: I2 - I7 -20 '3 ' 2 SE^t^T 

F E D E R A L B U R E A U O F INVEST IGAT ION 

(U) 

(U) 

Precedence : ROUTINE 

To: 

b2 
b7E 
b6 
b7C 

Date: 03/08/2007 

Inspection 

Attn: 

Attn: 

SAC 
ASA 
SSAJ 
SA J 
f 

IIS, CRS 

From: General Counsel 
rnnnt.rt^rnri^ T.̂ w finit T/T.Y-1 
Contact : 

Approved By: ^Thcmaa Jul i e F^ 

Drafted 
Case ID 

Title: 

By: [ 
#: (in V8-kQ-(Ji22y 736-VIO (Pending) 3 , 

• (UjENTELLIGENCE, 
MATTER 2007 

ÌU) 
IGHT BOARD 

S y n o p s i s I t is the opinion of the Office of the General 
Counsel (OGjC) rhat this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

(u: Deri G-3 

Administrative : 
information from : 
Field Officej 
and [ 2 ' 

issify On: 

This electronic communication < eg ) ccnt a i n.q 
H ) the EC dated 02/23/2007 from the| | 

J to OGC reporting a potential IOB matter; 
automated case support (ACS). 

Reference : (U) 27 8-HQ-C122 97 36-VIO Serial 2188 

Details : electronic communication (EC) dated 02/23/2007, 
I I rerfuested that OGC review the facts of the captioned 

marrer and determine whether it warrants reporting to the IOB. 
In our opinion, it does. Our analysis follows. 

h 2 

b7E 

h 2 

b7E 

SËSZRET 
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(S) 
(U) 

b7D 

To: 
Re: 

SE 

From: Office of the General Counse' 
h 2 

hl E 
27 8-HQ-C122 97 36-VIO: 03/08/2 007 

On nr ^hnnt 1 1 / 29 / 2005f during the course of an 
î Charge exeCUldd d NdllOlidl SdCUIliy better ( NSL ) pursuant to the 

(S) 

aut'hörxz'e-cT- I ^Special Agent In 
') P 

Electronic Communications Privacy Act (ECPAÌ, 18 U.S.C. § 2709, 
I 1 to provide 

subscriber information, tor the following email account : 

from 

on the N S T î. the FRI di reeled T 1 

presenr (11/ 2 9/ 2 00b) . 

the FBI. 
did not furnish the requested information to 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 

(U) Violations of provisions that merely are administrative 
in nature and not deemed to have been designed to ensure the 
protection of individual rights are generally not reported to the 
IOB. The FBI Inspection Division is required, however, to 

b7E 

(S) 
SEC^I 

bl 
h 2 
hl E 
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SEQRET 

To : From: Office of the General Counsel 
Re: z'l 8-kQ-C122 97 36-VIO: 03/08/2 007 

b7E 

maintain records of such administrative violations for three 
years so that the Counsel to the IOB may review them upon 
request. The determination as to whether a matter is 
"administrative in nature" must be made by OGC. Therefore, such 
administrative violations must be reported as potential IOB 
matters. 

NSLs are a specific type of investigative tool that 
allo/s fhe FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). NSLs may be issued in 
conformity with statutory requirements, including 18 U.S.C. § 
2709. NSIG, section V.12. 

It is an open legal question whether the 
NSL sought records beyond the scope of ECPA, 18 USC § 2709(a). 
The NSL issued herein received legal counsel approval in the 

| |Field Office, a legal determination having been made that 
such records fall within ECPA, which allows the FBI to obtain 
"subscriber information and toll billing records information, or 
electronic communication transactional records." 18 USC 
§ 2709(a). 

b7E 

.ET 
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To: 
Re: 

ET 

From: Office of the General Counsel b7E 
27 8-HQ-C122 97 36-VIO: 03/08/2 007 

(U) b2 
I t r S i m n n r t 

unclear whetlier the | 
never provided a £ I.t to note that while it remains NSL was statutorily authorized, 

Thus, it is undisputed that there 
was never an unauthorized collection in violation of the NSIG and 
ECPA, and the subjects rights were not violated. 

(U) Nonetheless, based upon the fact that the NSL may 
have inadvertently, but under the advice of legal counsel, 
sought information unauthorized by the ECPA, in accordance with 
the reporting requirements of Section 2.4 of Executive Order 
12863, OGC will prepare a cover letter and a memorandum to report 
this matter to the IOB. 
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SECKST 

To: 
Re: 

From: Office of the General Counsel 
7 y-kQ-Of122 97 36-VIO: 03/08/2 007 

b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Info) 

AT 

1 ]Field Office should not issue any ECPA NSLs (U) 
seekingi luntil or unless official guidance is provided 
stating rnar sucn information may be obtained in such fashion. 

b7E 
b6 
b7C 

cc : Ms. Thomas 

IOB Library 

SEp^ET 
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(Rev. 01-31-2003) 

ALL II'JFOFJKATION COBTAI1IED 
HEREIN IS UNCLASSIFIED EXCEPT 
TJHERE SHOOT OTHERWISE 

SEJ^ST 20320329 

F E D E R A L B U R E A U O F INVEST IGAT ION 

NSL VIO-36546 
DATE; 1 2 - 1 7 - 2 0 0 7 
CLASSIFIED BY 65179 DHH/KSR/cb 
m-ksmtl Iv4 tct 

:F?-OH: I2-17-2032 

(XT) 

( U ) 

( U ) 

(U) 

(S) 

Precedence: ROUTINE Date: 03/29/2007 

To: Inspection 
General Counsel 

From: 

Attn: 
Attn: 

IIS 
NSLB 

Approved By: 

Drafted By: 

b2 
b7E 
b6 
b7C 

-Synopsis-: ^ ^ To report a possible IOB violation from the over-
collection of information improperly obtained from the issuance 
of a National Security Letter (NSL). 

(U) X Drrivrvl From 

»4 
Declassify Un. 03/29^2032 

FBI SCG-"^ .T^ninry, 1007-

dlotied liyziyzUU3. 

'USPER) 
Captioned matter 

Details: The purpose of this communication is to detail the 
FBI | | fequfest and approval of a NSL for subscriber 
information, and local and long distance toll billing records for 
-th-e--fcxllo.wiri.g....telephone numbers for_the period of one year prior 
^ "rĥ  date of this correspondence-:-

v r 

T 20320329 

bl 

bl 

bl 
h 2 

b7E 
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(U) 

^pxf Based on information -si imms ri ̂ d—ghov^ 
e x p e d i t.i q .us. 1 .y.... s .uhmi.t t .e.d - N-S L - --r- e q-u e s-t- s 
billing records and long distance ac v r l ies . 

_L2J Additionally it should be noted tl 
\ y 

T h p r p n i i p . q t p r i t n l 1 b i 1 1 i n r r r p C Q l T ] S j A [ P r P _ L f a 11 p q p i 

bl 

b7C 

b7E 
This electronic communication submitted to request 

the NSL appropriately documented the SAC's approval and the 
certification of the enclosed NSL. For mandatory reporting 
purposes, the enclosed NSL sought subscriber information and 
local and long distance toll billing records on two (2) telephone 
numbers. 

f romf 
V The information related to the NSL was acquired 

I The contact atl Iwasl 

J The NSL was served on August b, 2003. 

"" " -- ^S^^ The information obtained was presumably reviewed 
for eviden'iia^y purposes. No records obtained from the NSL were 
.aced in the case file. Captioned matter was closed in| 

and it is presumed 

b4 
b7D 
h 2 

b7E 

._ j the writer that all records 

SJ^RET 20320329 

2 



NSL VIO-36548 

20320329 

To: Ins^ 
RE: (S) 

pot i on From • 
03/29/2007 

pertaining to the NSL request were destroyed. The writer was not 
aware that there was an over-collection of information nor is the 
writer aware of any improprieties in the process of issuing the 
aforementioned NSL. 

(U) i^CT this NSL was directed toward the acquisition of 
rpnnrlq n^t^rni rig to the legitimate subject of this case, SAC 

recommends no administrative action be taken in this 
matter. 

b7E 

(U) Any further information recardinc this matter mav 
be obtained by contacting SAI b6 

•to 7 C 

SE^ET 20320329 



NSL VIO-36549 

SECfe^T 20320329 

To: Inspect i 
Re: (S) jj3/29/2UU7 bl 

b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) The Internal Investigations Section is requested 
to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is requested to determine if the matter 
related in this communication should be reported as an IOB. 

4 
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FD-962 (Rev. 03-21-2005) 

imss i f ied by 65173 DHH/KSR/cb 
PEAS ON: 1 . 4 ( c | 

. DECLASSIFY 01 : 1 2 - 1 7 - 2 0 3 2 
S E 32 0 32 9 

F E D E R A L B U R E A U O P INVEST IGAT ION 

( U ) 

Precedence : ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

From: 
a Contact : SA 

Approved By: 

Date: 03/29/2007 

IIS, Room 11861 
NSLB, Room 7975 

bl 
b2 
b7E 
b6 
b7C 

Drafted By: £ 

Case ID 

J reh 

2 7 8-HO-C1 2 2 97 3 6-VTO 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(U) Synopsis: To report possible IOB error. 

X ( U ) 

[ 
Details : 

] ~ 1 || 5 J ' : : : | 
assigned as the case agent, the Supervisor was SSA £ 
(now retired). 

a U.S. 

tU) 

bl 
b2 
b7E 
b6 
b7C 

was 

The potential IOB violation was that the issuance of an 
NSL result'ed'in an over collection of data. On August 11, 2003, an NSL 
was issued to a credit reporting agency. The NSL did not request a 
full credit report, but a full credit report was provided by the 
credit reporting agency and maintained in the file. 

(U) The potential violation was not reported in a timely 
fashion because it was not identified until the file was reviewed by 
Inspectors during an audit on 03/19/2007. The credit report has been 
removed from the file and is stored by the CDC until he receives 
further guidance regarding the possible IOB violation. 

SEU3KET//20320329 



NSL VIO-36551 

SECf^T//20320329 

To: Inspection From: 
: : 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

h 2 

hi E 

SE<^ET//20320329 



ALL IHFOFlI'IATIOI'I COHTÀIBED 
HEREIN IS UNCLASSIFIED EXCEPT 
TiTHEPE shou'I otherwise 

(Rev. 01-31-2003) 

NSLVIO-36552m;; 12-17-2007 
CLASSIFIED BY 65179 DMH/KSR/eb 
REASON : 1 . 4 {c) 
DECLASS IFT'OT* 12-17-2032 

F E D E R A L B U R E A U O F INVEST IGAT ION 

Precedence : ROUTINE Date: 03/28/2007 

(Si 

(sj 

To: Inspection 
General Counsel 

From: 

Contact : 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

Attn: 
Attn: 

IIS 
NSLB 

b2 
b7E 
b6 
b7C 

Synopsis : 

Reference: 

27 8-HQ-C122 97 36-VIO (Pending) 

REPORT OF A 
POTENTIAL IOB MATTER 

To report a potential IOB matter 

bl 
b2 
b7E 

Details: Referenced serial indicates that on 02/06/2006 the 
FBI requested, via National Security Letter, financial records 
from r f Q r a n account belonging to the subject of the 
referenced investigation. Specifically, the FBI reguested all 
financial records pe rta i n i nc to the subject and his accounts, for 
the period o| I to the present. The NSL specified that 
the "present" was intended to reguest information to date of 
processing of the reguest. Due to bank billing cycles, | 

| |response to the NSL included a billing statement with 
transactions corresponding to I | The 

b7C 
b7D 
h 2 

hl A 
b7E 

transactions corresponding to 
overproduction error by the banK. 

The case agent was SA| 

were an 

supervisor was SA^ 
the acting 

he 
hlC 

"The"" sub] e c t" " 0 H " re f e rënced" "r n ve s t± g~a't 1 o~n -
in the United Stated 

bl 



NSL VIO-36553 

To: Inspection From: | | '̂ 2 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 :

fo7E 

and is thus not a USPER. Case 
listed his status as USPER, believing 
but it did not. 

arr̂-n-H had incorrectly 
granted USPER status, 

This investigation was transferred to another terrorism 
squad due to the subject's connections to a different terrorist 
group, and the case is still pending. 



. NSL VIO-36554 

SEjflCT 

To: Inspection From: I I b2 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 k 7 E 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

For information purposes only 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information purposes only 

3 
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here ib is UNCLASSIFIE: 
where shows otherwise 

NSL VIO-36555 
DATE; 12-17-2007 
classif ied BY 65179 DMH/ks 
REâSOfi-ï 1-Ï-4 (c) J DECLASSIFY«; 12-17-203Z 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/28/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 

Contact : 

Approved By: 

Drafted By: 

Case ID #: 

Title: 

b2 
b7E 
b6 
b7C 

Synopsis : 

Reference: 

27 8-HQ-C122 97 36-VIO (Pending) 

REPORT OF A 
POTENTIAL IOB MATTER 

To report a potential IOB matter 

bl 
b2 
b7E 
b7A 

Details: Referenced serial indicates that on 08/29/2003 the 
FBI requested, via National Security Letter,I I to 
provide the name, address, length of service and local and long 
distance toll billing records for the telephone number belonging 
to the subject of the referenced investigation. Specifically, 
the FBI reguested records for the following dates: 

b7D 

rest )nse to the NSL included the 
following overproduction of records: 

Is occurring | 

b2 

b7D 

ca_ 
calls occurrrng 
calls occurring 



NSL VIO-36556 

To: Inspection From: 
Re: 27 8-HQ-C122 97 36-VTO , 03} 28/2007 b7E 

The case agent was SA 
supervisor was SA| 

the acting 
be 
b7C 

The subject of referenced investi'd'atlon 

"d is thus not a USPER. Case 
Irsted his status as USPER, believing 
but it did not. 

^ a c p n t had incorrectly 
granted USPER status, 

bl 
b7A 

This investigation was transferred to another terrorism 
squad due to the subject's connections to a different terrorist 
group, and the case is still pending. 

.T 



NSL VIO-36557 

SE(J^ET 

To: Inspection From: I I 
Re: 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 ^ / E 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

For information purposes only 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information purposes only 

S E C ^ T 

3 



ALL INFORMATION CONTAINED 
hefejm is imc las s1 f ied 
where shoot otherwise 

NSL VIO-3' 

FD-962 (Rev. 03-21-2005) 

1 2 - 1 7 - 2 0 0 7 
CLASSIFIED BY 65179 DMH/KSR/cb 
PEASON : 1 . 4 {c) 

:'fY""ÖN: ¿2-17-2032 
SEpKŒT//NOFORN 

F E D E R A L BOREAL I O F INVEST IGAT ION 

(S) 

Precedence: ROUTINE 

To : Inspection 

General Counsel 

Date: 03/29/2007 

Attn: Internal Investigations 
Section, Room 11861 

Attn: National Security Law Branch 
(NSLB), Room 7975 

CJMIPH 1 1 
Contact : SA 

Approved By: 

b7E 
b6 
b7C 

Drafted By: £ : dra 

(S) 
Title: 

(u; 97 
Case ID #: (U) 2 78-HQ-C122973 6-VIO 

(U) REPORT OF A POTENTIAL IOB MATTER (PIOB) 

(UÎ 

:s 

(U) 

Synopsis : 

(U) -

[NTELLIGENCE OVERSIGHT 

OO : 

bl 
b2 
b7E 

To document a potential IOB matter. 

KPer-±\-rf\ Frnm 
Declassify On:03/29/2Û32 

Administrative: (S) FISA Warning - Statutory Restrictions 

b 

Details: Intelligence provided in this communication has been 
acquirecTby '""Tëc"h"nTquës~""aut"h"ar±"zed""in----th-e---Foreign Intelligence 
Surveillance Act (FISA). Therefore, the intelligence provided 
has been obtained through methods of intelligence gathering which 
are considered sensitive and singular in nature. No overt 
investigative steps should be taken without first receiving 
advice and consent from FBIHQ and 

SE)^ET//NOFORN 



NSL VIO-36559 

<U) 
SEÌ|RET//NOFORN 

"T-Q : 
Re:" 

Inspection From: 

ÌU) 

] 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 b7E 

"" Per 50 U.S.C. 1806(b) of the Foreign 
Intelligence Surveillance Act, recipients are reminded that this 
information, or any information derived from it, may only be used 
in a criminal proceeding, or any other proceeding, with the 
advance authorization of the Attorney General. FISA derived 
information involving a U.S. person may not be disseminated to a 
foreign government without the authorization of the Attorney 
General. 

(S) 
Details : 
m 1 p .q ~M n r i ^ h l p a r t i w occM y Y eri Irl I [UHI r ' a r 11 I nn^n 

1 Tne c a s e bpeor ar 
Aqen-t—t'SA) requesting the NSL and receipt of the response to the 

al Agent 
]Current 

( S ) NSL was I I I The Supervisory Special Agent 
(SSA) f o r thp invp.qtin^tinn was -q-qfl ̂  
SSA isl 

(U) 

States 
The subject(s), UNSUB(S), are presumed United 

arsons. 
( q / / M T 

(S) 
presumed USPLRS, was authorized in 

a c c o r t l a n HP w i t h t h e A t t n r n p v G p n p r a l G n i d p l i n p s a n d w a s i n i t i a t p d 
w h p n i r i f o r m a t i n r i l 

<U) 

( S ) 

According to Intel 1 i cence Aria 1 vsts from FBI 
I j n v p . a t i c a t i o n w a a Counter Terrorism Division 

conducted on the user 
I 
SIJJPTET//NOFORN 

hi 
be 
b7C 
b2 
b7E 

bl 
be 
b7C 

bl 

b7C 

b7C 

b7C 



(u) 
SEORET//NOFORN 

NSL VIO-36560 

b2 
b7E 

ToY, Inspection From: 
Re: 27 8-HQ-C122 3b-Vl(J, 03/29/20( 

r an s a~c t i o~n a~I' -1 n~ f ormat i on- -1-
results of the NSL were provrded to | |on U5/Z<H 
n-n 1 a t.hm wa G h r a f t p h anh provided to|^ 

The 
2006. 

containing the acove reierencec. 

bl 
b4 
b7D 

information. 

b7E 
b4 
b7D 
b6 
b7C 

(U) •• 
{Sj^f^^) During a recent NSL audit, it was found that 

the below "listed paragraph was missing from the NSL. A review of 
previous draft version revealed this paragraph was inadvertently 
edited out of the NSL during the editing process. 
"In accordance with Title 18, U.S.C., Section 2709(b), I certify 
that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the constitution of the United States." 

The above referenced information has been 
provided to OGC to document and determine any possible IOB 
violation. 

SE<à^ET//NOFORN 
3 
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SECRET//NOFORN 

To: ^Inspection From: I I -k^E 

'"Re-r-----JxT 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 
• • 

SEÇJ&T / /NOFORN 



ALL ih FO reati oh contained 
is unclassified 

(Rev. 01-31-2003) 

SECÌ^T 

FEDERAL BUREAU OF INVESTIGATION 

NSLVIO-365^ 12-17-200? 

classif ied by 65179 DHH/KSR/cb 
peasoh: 1 .4 {c) 
declassi"fy""0m: i2ll7-2032 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

b2 

b7C 

Date: 3/29/2007 

Attn: Internal Investigations 
Section, Room 11861 

Attn: National Security Law Branch 
Room 7975 

Attn: C h i e f D i v i s i o n Co i m s e 1 
SSA 

From: "=E Contact: SA 

Approved By: 
] A/ASAC 

SAC 

Drafted By: [ 
F, CDC 

SA 
b7C 

cc 

Case ID #: i\f) 27 8-HO-C122 97 36-YIO (Pending) 
2JQ-\ |C136372 

Title: (U) REPORT OF A POTENTIAL IOB MATTER; 

Synopsis: y A ^ To report potential Intelligence Oversight Board 
(PIOB) matter for non-compliance with a reguirement of the 
Attorney General. 

S^FrogL 
isTfyOnT 

(S) 

(S) 

sèj^ET 

b2 
b7E 



NSL VIO-36563 

(u) 
--Tp : 
Re:"-

SE-^ET 

Inspection From: | I 
27 8-HQ-C122 97 36-VIO, 3/29/2007 

b7E 

i .q ì 1 

w"as closed by t'bH 1 

bl 
b2 
b7E 

(U) 

(Si 

was issued pursuant to Title 18 of the United States Code §2709 
(as amended) requesting electronic subscriber records (name, 
address, and length of service re: e-mail/IP accounts). 
ìs addressed to£ wa 

OC J_ c . 
] who 

This NSL 
returned results that were 

m p m n r i a 1 i 7pd i n ^ n P! p r . t r n n i r. r .ommi l n i r.a t i n r i dated 4/15/2004— 
I Included in these results,! 

T r p t i i r n p r i f 

bl 
b4 
b7D 

It 

(s) 

appears rrom rne record r.nar. fTTe carrier provided more 
information than FBI-I Ireauested. However, these results were 
relevant to the aforesaid investigation and included information 
that FBI-I 1 could have sought through the issuance of an NSL. 

(Si 
The NSL mentioned abov£, 

af-or€-said-'<i-nv̂ -st-i-ga-t-i-o-n---w-a-s--"convert-edl_ 
ÌATP\ .Q 1 .Q .QI 1 PF after this 

In accordance 
with Section 201 of the Electronic Communications Privacy Act, 
this NSL rpgiip.gtpH .qlib.qnri hpr information for an e-mail account 

(Si 
associated „wi-t-t 

ier : h After receipt of the results 
discovered the potential IOB 

bl 
b2 
b7E 

.„.....-resp'onsive to tnis Mb_L,FET] 
violation as a result of the overcollection described above. 
This overcollection was discovered once INSD conducted an audit, 
to include the aforementioned investigation on 3/22/2007. 

s ne 
A Foreign Intelligence Surveillance Act (FISA) 

request has Yiever been submitted to the Office of Intelligence 
Policy & Review, Department of Justice (OIPR) in connection with 
the aforementioned investigation. 

(U) - x FB11 ¡has sequesterec 
material witll Chief Division Counsel 

the aforementi onec PIOB 
_n 

accordance with the revised procedures for the submission of 
reports of PIOBs, as set forth in serial 2570 of 278-HQ-C1229736. 

b2 
b7E 
be 
b7C 

djfei SECRET 

2 



NSL VIO-36564 

SEd&p 

To.; 
Re 

Inspection From: 
X 

h 2 

b7E 
27 8-HQ-C122 97 3 6-VIO, 3/29/200' 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



a i l ujforhàtiob coitabied NSL VIO-36565 
herein is unclassified except date; 12-17-2007 
tjhere shoot otherwise classif ied by 65179 ix 

(Rev. 01-31-2003) ~ REASON: Iv4-fel 
deglas'sif¥-omi 12 <-17™ 2.03 i SECRET/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

From : i 1 

Squad I 
Contact! SÂT 

Approved By: 

Date: 03/28/2007 

Attn : IIS 
Attn: NSLB 

b2 
1 b7E 
J b6 

b7C 

<U) 

(U) 

Drafted By: : bpt 

Case ID #: (U) 278-HQ-C1229736-VIO 
(U) 278-TTC136372 

Title: REPORT OF A POTENTIAL IOB MATTER 

Synopsis: E C reports a potential IOB error for non-
compliance with a requirement of the Attorney General Guidelines. 

<U) X 

Details: (U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 

SEcâÈï/NOFORN 



NSL VIO-36566 

SEILET/NOFORN 
h 2 

To: Inspection From: | I 'b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. 

(Si 
(Si-
(S) 

I 
^ J initiated bvE b7E 

(U) 

(IT) • 

( U ) 

(Ö) Case Agent: SA 

•lüJ Snnervi sors: SSA and A/SSA b7C 
Possible IOB Error: A carrier providing 

information beyond the scope of an NSL resulting in the 
unintentional acquisition of data. 

(S> 
On 01/18/2006, SA 

consumer drecflt information from 
pursuant to Title 

wrote an NSL for 

lb,UnrtedStatesCode,sectron 
xo-oi-u-t-a-j--.---un,..y"3/27/2006, the requested consumer credit 
information was received'"'by"""th"e-F-BÎ  

bl 
b6 
b7C 
b4 
b7D 

( S > I 
Information not requested but received on t.he same Oat.e included 
thp nprsnn^l f̂î rp.q.qp.q and pmn 1 nA/rô-n-t-l 

1 
and is a presumed USPER. 

(S) 

(S) Also,1 1 and emai 1 information was 
provided| 1 who is working the V% 1 

bl 
b4 
b7D 

SEPÁSG/NOFORN 



NSL VIO-36567 

To: 
Re: 

SEC^T/NOFORN 

Inspection From: | I b7E 
(U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

criminal portion of the joint investigation as "document-ed •bl 

[S) Finally, 
-b-y-a-n--E-CEÄ--NS-h-a-S--dcxcn-men-r-eGl--r 

data available^ to...verify 

information was acguired ĵ i 
I There is also b2 

b7E 
X On 03/20/2007, SA| has made aware of the 

-potential IOB matters, after an NSL audit of the 
Division. b2 

b7E 
b6 
b7C 

SE I C^XT/NOFORN 



NSL VIO-36568 

SECI^F/NOFORN 

To: Inspection From: I I b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

(U) ^ AT WASHINGTON, DC 

)x( Report matter as required. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

jU] Report matter as required. 

SEC^&T/NOFORN 
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NSL VIO-36569 
12-17-2007 HEREIN IS UNCLASSIFIED EXCEPT 

(Rpv m „ ?n(m WHERE SHOOT OTHERWISE CLASSIFIED BY 65179 DHH/KSR/cb 
(Kev. UI-3I-2UU3) / REASON': T."4 (cT 

!RET £2-17-2 

F E D E R A L B U R E A U O F INVEST IGAT ION 

( U ) 

<u) 

(U) 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

b2 
b7E 
b6 
b7C 

Date: 3/29/2007 

Attn: Internal Investigations 
Section, Room 11861 

Attn: National Security Law Branch 
Room 7975 

Attn: Chief Division Counsel 
SSA| 

From: L 
Contact : SA 1 

Approved By: 

Drafted By: £ 

Case ID .#: 

I: kam 

) 27 8-HO-C12297 36-YIO (Pending) 

b2 
b6 
b7C 

278 •C136372 (Pending) 

Title: (UÎ REPORT OF A POTENTIAL IOB MATTER; 

Synopsis;-------JX̂  To report potential Intelligence Oversight Board 
(PIOB) matter for non-compliance with a reguirement of the 
Attorney General. 

( S ) Reference : ( S ) 
D^ha ils: 

[ 

(USPER) 

1 At the time of the PIOB, the case agent 
J and the Supervisory 

J The investigation is sti! 

bl 
b2 
b7E 
b6 
b7C 
b7A 

was Special Agent (SA)T 
Special Agent was | 
pending. 

(U) A National Security Letter (NSL) was issued 
pursuant to Title 18 of the United States Code §2709 (as amended) 

SE' 



NSL VIO-36570 

(U) 

?"©.; Inspection From: 
b2 
b7E 

2 7 8 - HQ-C12 2 97 3 6-VIO, 3/30/2007 

requesting name, address, length of service, and telephone toll 
records from| The EC enclosing the NSL is dated 4/20/2006. 
The actual NSL is dated 4/20/2005. The original date on the NSL b7D 
of 4/20/2005 is a typographical error and should read 4/20/2006. 
The NSL was missing the paragraph pertaining to certification for 
relevancy to a national security investigation. The paragraph 
below should have been included: 

"In accordance with Title 18, 
U.S.C., Section 2709(b), I certify that the 
information sought is relevant to an 
authorized investigation to protect against 
international terrorism or clandestine 
intelligence activities, and that such an 
investigation of a United States person is 
not conducted solely on the basis of 
activities protected by the First Amendment 
to the Constitution of the United States." 

(U) On 04/16/2006,| |provided records responsive to b7D 
the NSL. It would appear that the above paragraph was 
inadvertently omitted during the processing of the NSL. All 
other provisions/procedures surrounding the issuance of this NSL 
were properly completed. 

SEÌ^ET 

2 



NSL VIO-36571 

SE 

To. 
Re 

Inspection ion From: 
27 8-HQ-C122 97 36-VIOf 3/30/2007 278-

LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



(Rev. 01-31-2003) 

IMFOBIÎàTIOI CONTAINED NSL VIO-36572 
HEPEIN IS UNCLASSIFIED EXCEPT 

DATE; 12-17-2007 
CMSSIF3ŒD...M...65179..D 

v REÀSÛM: 1,4 (c| 
SECRET DE Ç LAS SI FY 0M : 12-17-2032 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

(U) 

ID)-
m -

(U) 

To: Inspection 
General Counsel 

From: 

Date: 03/28/2007 

Attn: IIS, Room 11861 
Attn: NSLB 2, Room 7 97 5 

AGC | | 

Approved By: 

Drafted By: 

Case ID #: { 

T i t l e : X 
Synopsis: 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 
2 7 8-| HC136372 (Pending) 

REPORT OF A POTENTIAL IOB MATTER 

Drt of a potential IOB matter. 

BecWSsifyOrT: — . 

b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 

SEC: 



NSL VIO-36573 

SECRBÎ 
b6 

'"---To : Inspection From: | I .b7C 
iv: 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

M m rule governing the above potential IOB matter 
which involves a National Security Letter (NSL) issued to obtain 
email subscriber information is as follow: Under the authority 
of Executive Order 12333, dated December 4, 1981, and pursuant to 
Title 18, United States Code (U.S.C.), Section 2709 (as amended, 
October 26, 2001), you are hereby directed to provide the Federal 
Bureau of Investigation (FBI) the names, addresses, and lengths 
of service for the below-listed email address holder for the 
designated time period. 

potential IOB matter revolves around a NSL, 
that was dated 11/16/7005. in the abeve referenced investigation. 
The NSL was directed to| | at| | The NSL 
reguested the fol 1 owi no i nrorman on oe nrovi ded to the FBI for 
e m a 11'"""a" cco un-1 
lengths of se 
)resent. The 

i viLt; 

>ï 

names, addresses, and 

ose behind issuing the NSL wa^ ^ 
l 

I ] 

12/22/2005, SA I I 
mentroned NSL to the file. Tn 

|included approximately seven pages of unknown data rn 
addition to subscriber information. Finally, SA| |did not 
index any of the aforementioned information memorialized in the 
above referenced EC nor was the NSL results uploaded into the FBI 
computer system. 

Investigative Analyst 
Hereafter, on 01/24/2( 

the [ I 

X -authored by IAI 
01/25/2006, an Electronic Communication (EC) 

|was written to the above case file 

b7D 

b2 
b7E 

documented the results of 
the aforementioned NSL to the fil"e~! The Electronic Communication 
(EC) documented only the subscriber's name, address, telephone 
number, and IP address. In addition, the original resn]ts of _the 
NST, were attached to EC. The complete NSL results from 

b6 
b7C 
b4 
b7D 

"I former b6 
J Division, emailed SA b7C 

¡indicating that rhg- fnnr Hirritg HnniimpntpH in the NSL 
results pertained to anl laccount. IA | 
proceeded to provide SA^^^^^^with the complete account number to 
include expiration date. Similarly to the above EC, the contents 
of this email was not indexed. 

b7C 



NSL VIO-36574 

"To.: 
Re 

Inspection From: 
X 

SEKRET 

27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 
b2 
b7E 

memorializing the subscriber information provided by 
Similarly, the EC was not indexed. 

b7E 
b4 
b7D 

information regarding the 
The additional information, if deemed 

gation, could have been obtained through 
However, the additional 

germane Tôrnërnvesi 
the issuance of additional NSLs. 
information was deemed insignificant in the furtherance of the 
investigation. Thus, the additional information was never 
utilized, nor acted upon, in anyway by Agents associated with the 
investigation. 

Moreover, when received the 
additional information, it was unaware of anv method by which to 
seguester NSL information. Accordingly, | took measures 
to separate the information that was within Lhe burview of the 
NSL and to isolate the additional information. SA| | 
attempted to comply with the spirit of the NSL request by 
memorializing in an Electronic Communication (EC) only the 
information germane to the NSL, except for a telephone number. 
In addition, SA| |did not index any of the information 
produced by the NSL into FBI databases nor did SA| |upload 
the original NSL results into the FBI computer system. 
Therefore, S a I l a c t i o n s indicate a concerted effort to 

h 2 

b7E 
b6 
b7C 

highlight informanon applicable under the NSL and sequester the 
additional information. 

In addition, writer would like to note that the 
aforementioned case file was inspected circa July of 2006 and was 
deemed compliant at that point in time. 

was no In close, writer believes that there 
potentialyXIOBs> in this investigation because | | 
correctly issued the NSL to| | and when it received the 
results,] jtook approprrate measures, at the time 
they recervea rne results, to sequester the additional 
information and thus honor the true intent of the NSL request. 

J) However, 
the direction ofL 

_n light of the recent NSL audit and at 
]CDC Iwrrter 

_nformation from the redacted any reference to the additional 
file and sequestered the original NST, rp.qult.q and all pertinent 
documents in the case file, with the| |Legal Unit. 
The documents were sequestered with rhe| \Legal Unit 
on 03/28/2007. 

SECRET 

b2 
b7E 
b4 
b7D 

b2 
b7E 
b4 
b7D 



NSL VIO-36575 

(U) SE 

To,: 
Re:" 

Inspection From: x b7E 
27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE^KËT 

4 



NSL VIO-36576 

HEREIN IS UNCLASSIFIED EXCEPT 
(Rev. 01-31-2003) 

SE^d^T 

F E D E R A L B U R E A U O F INVEST IGAT ION 

12-17-2007 
CLASSIFIED BT 65179 OTH/KSR/cb 
REAS'OS'i 1:4 tei 
BE C'LAS ST'FY' • • • OS : 12-17-2032 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/22/2007 

Attn: Internal Investigations Section 

Attn: National Security Law Branch 

From: 

Approved By: 

b2 

b7C 

Drafted By: 

Case ID #: 

Title: (U) 

(U) 2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

REPORT OF POTENTIAL IOB MATTER 

b7C 

Synopsis : 
SA 

^ rt potential non-NSL IOB violations involving 
and SA| | 

(U) Derived Fium . FFtT "̂ (j-l r January, f 
Declassify On"03/22/2032 

Details: (U) During a mandatory Headguarters ordered inspection 
of field office files pertaining to National Security Letters 
(NSL), the following non-NSL related potential Intelligence 
Oversight Board (IOB) violations were discovered in the | 
Division: 

h 2 

b7E 

bl 
b2 
b7E 
b6 
b7C 

(S) 
(S) 

(S) 

i.^npntorf (U) On 03/19/2 00^ 
"'pot è rît1 aT " " vT ö ì"a t ±~o~ n~s~ ~ ~ ~ i n~ ~ - - f-rl- <1 
submit the initial notification vra lhm 
SA I If^nlpd tn submit the....anni.u.l L-Hl 

I noted the fol 1owi nc SA I I failed to 
TT11 / 7 0 0 4 . ^BlPfTTTT 

_ (U) During a manual review of the captioned file, 
[discovered that SA I ¡submitted the initia 

._LHM-,--~o-r - - c-a s e 

SEC: 

bl 
b2 
b7E 
b6 
b7C 



NSL VIO-36577 

To: Inspection From: 
Re: Potential IOB (U) 278-HQ-C1229736-VIO, 

h 2 

hlE 
03/22/2007 

bl 
b6 
b7C 

(USPER) 
as repî)l*t êd Ifive days after the 

tor 

fU) Pursuant to Inspector| ¡second potential 
finding, | _ Idetermined that reassigned the 
.case.. fromT7Tl J to SA | _ kn I V?C\C\A TH 

T i e " " c a s e " n o t i hp t o r e a s s i g n "wa'S-- h-a-nd w-r -i- t-t e -n 

( U ) 

II.D.4, in th 
the case file 
on or before [ 
required annu 
respectively, 
submission, i 
thJ ]Thre 

a whe 
Jof 

did submit the 

[ anc 

Required information persuant to AGG/NSI Part 
e form of an annual LHM was also supposed to be in 

While unable to locate an LHM submission to FBIHQ 
| 2004 a a r pgu i r ed. SA 

LHMs on both | |/2005 and| 
assess the cause of the missing 

SA| |was assigned to 
at Task Force at FBIHQ during this tim^ | 

bl 
b2 
b7E 
b6 
b7C 
b7A 

a 
In attempting to 

t should be noted that 

J_liii i O UU1LL± 

With the dema 
assignmer 
was out of th 
Upon returning 
the case file 
the case as s 

n this case issue was brought UP. he was 
the LHM that was submitted in| 

nds of the TDY assignment at FBIHQ and the TDY 

k — — 1 1 1 

mtormed by 
see above' 

b2 
b7E 
b6 
b7C 

after that, SA 
1Division for approximately 

to the JTTF inl £005,I "Jbelieved 
was administratively correct and proceeded to work 
uch, submitting the required LHM's as noted above. 

(U) The potential violation would most likely have 
resulted as a misunderstanding/mis-communication between the 
previously assigned case agent and| Jon "which LHM" was b7C 
required and whether it had been prevrously submitted. 

(U) This case was 
SA I I was transferred 
is yilll Pending and is assi 

:o| 
aggi rrn t=̂r 

TFO L i 
î hen It No FISA b7C 

requests have been submitted relative tothisinvestigation. 

2 



NSL VIO-36578 

To: Inspection From: L 
Re: Potential IOB (U) 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) The preceding has been provided for whatever 
action deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) The preceding has been provided for whatever 
action deemed appropriate. 

45662 07 

.ET 
b2 

27 8-HQ-C122 97 36-VIO, 03/22/2 007 b7E 

SECRET 

3 



ALL IHFOFlI'IATIOI'I COHTAIBED 
HEREIN IS UNCLASSIFIED EXCEPT 

NSL VIO-36579 

(Rev. 01-31-2003) 

DATE: 12-17-2007 
CLASSIFIED BY 65179 
REASON: 1.4 (c) 
DECLASSIFY 'ON: 12-17-2032 

F E D E R A L B U R E A U O F INVEST IGAT ION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

b7E 
Date: 03/08/2007 

Attn: Internal Investigations 
Section 

Attn: National Security Law Branch 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 
(U) 278-TTC136372 (Pending) 

Title: REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) Report potential IOB violation. 

m X 
(S) 

Reference(s): 
(U) 

(S) 
(U) 

b l 
b2 
b7E 

Details: ^pS. On 08/22/2 
Letter (NSL) dated 07/18/2 
" " s uto s ex i" be r • • • ±n i o- r ma-1 ± o-n •• •-a-n &—t oì 1 •- -r e co- r d-s- - - - -f •ro m-| 

)r pursuant te a Mali cria 1 Securil 
Irpc.pj ypfi 

The three telephone numbers had been previously 
identifiecT asN associated with the subject through source 
information and telephone toll records of other subjects. 

b7D 
b6 
b7C 
b7A 

( U ) 
Before sending the toll records to be uploaded, SA 

reView'sd them to ensure that they corresponded with the 
information reguested in the aforementioned NSL. The NSL 
reguested subscriber information and toll records for three 

h 6 

b7C 

SECLIRET 



NSL VIO-36580 

SEC^. , •b2 
To: Inspection From: I \ I b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/08/2 007 

telephone numbers from| |to the present|—Li*u-Lh--lLLLi 
iare or rne in £ 

b2 
b7A 

(U) --..present" meaning the dare or rne nSL, which was | | 
Upon review of the toll records, SA| |noted b6 

that the ^ubsbriber of one of the telephone numbers was not the b7C 
subject nor related to the subj ect of this investigation. When 
SA | ^requested the NSL, he was unaware that the subj ect's 
phone number had been reassigned to another subscriber. 

( U ) 

b2 
b7E 

tuq T-+- n records were not been 
uploaded <<fntcH pr photocopied, and were 
destroyed without further review. 

'•T-Ti ^ ^ rePort^n(5 purposes, the na.qp ^gpnt i a Sfl 
I ^ N |and the supervisor is SSA| be 

b7C 



NSL VIO-36581 

SE b2 
b7E To: Inspection From: -JL) /£j 

Re: (U) 27 8-HQ-C122 97 36-VIO, 03/08/2 007 

Set Lead 1: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review above-referenced facts and determine 
whether IOB violation exists. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Preview above-referenced facts and determine 
whether IOB violation exists. 

SÊ TT 

3 



NSL VIO-36582 
DATE; 12-17-2007 HEREIN IS UNCLASSIFIED EXCEPT »««T^T™ « n o »x bbl /y 

(Rev. 01-31-2003) REASON: Iv4 (c) 
J DEGLÀSS-I-FT--ÔS-Ï 12™ 17™ 20'32 

SEORET 

F E D E R A L B U R E A U O F INVEST IGAT ION 

(U) 

<U) 

Precedence : 

To: 

ROUTINE 

From: 

Contact : S FC 

Approved By : [ 

Drafted By: 

Case ID #: ( 

Title: 

Date: 03/29/2007 
Attn: T,priai Uni -h 

CDC 

rmr 

278 
278 Ü 

Cl2 2 97 3 6-VIO (Pending) 
CI3 637 2 (Pending) 

REPORT OF A POTENTIAL IOB VIOLATION 

h 2 

hl E 
he 
hic 

(U) Synopsis : 

(U) 

(U) 

(S) 

) Sequestering of potential IOB error documents. 

J r o ^ 
ssify On: (U) 

Reference: 27 8-HO-C 
?7a-l h 

(U) 

C1229736-VIO serial 2713 
1 ̂ 7 ? aPrH al Ids 

b2 
b7E 

Enclosure: 
statements Iro 
statements fro 

Onp- pnvpl nnp nnntal ni ng three financial aCCOUIit 
m I J^nd two financial account 

(U| 

(S) ^ -i 1 a ' J'he enclosed items were removed from closed file 
ifter an audit of the National Security Letters 
in this case, revealed the dates of the enclosed 

b7D 

( NSLsj 
financial statements were outside the dates of the NSLs. Enclosed 
documents are being sent to CDC for sequestering. 

bl 
h 2 

hl E 

SECRET 



ALL IHFOFlI'IATIOI'I COHTAIHE» 
HEREIN IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 
V SE£L :ET 

F E D E R A L B U R E A U O F INVEST IGAT ION 

NSL VIO-36583 
DATE ; 12-17-200? 
CLASSIFIED BY 6517 
REASON.: 1....4 {•€•)• 
DECLASSIÌY....OH: 12.̂ .17̂ .2.0.32. 

Jcb 

Precedence: ROUTINE Date: 03/14/2007 

(U) 

( S ) 

To: Inspection 
npnp ra 1 Criiiriĉ l 

Attn 
Attn 
Attn 

IIS 
NSL 
CDC ì 

From: 

uoncact: 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

Derived From : G-3 
Declassify On: 03/13/2017 

-Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

D e t a i l s O n 03/13/2007, SSA_ 
notified writer of a potential IOB violation related to al I r 1 

.s a U.S. person. 

fol 
fo6 
fo7C 
Jd2 
fo7E 
fo7A 

The case was initiated 
llhdei' Lhe AL loi'heV behei'al bUldellhed "Section II.B.l. 
"Circumstances for Opening an Investigation" part a "An 
individual is or may be an international terrorist or an agent of 
a foreign power," and part d "An individual, group, or 
organization is or may be engaging, or has or may have engaged, 
in activities constituting a threat to the national security (or 

fo'l 

3077.WPD SEC; 



NSL VIO-36584 

SEGPET ;B2 

To: Inspection From: I ^ b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

related preparatory or support activities) for or on behalf of a 
foreign power." b7A 

L̂ 1 The potential violation occurred when ^ National 
gor.nr-Hty Tfett^r iNSTD. dated 1 1 /20/2006. was sent to I 

The NSL wasissued pursuantto 
Title 1 h , U . S . (J . § 1b81u.The NSL specifically requested the 
names and addresses of all financial institutions where | | 

-•--..records indicate the consumer maintains or maintained an account. 

yK In T-Q̂r-.r-.r-.oo +-̂  th° NSL, | |provi ded the 
delivering'^ o : s credit report. | | 
Division provided writer an èlèc^rronic communication (EC) dated 
l ? / ?8 / ?P)P)(2 p n r i n . g i n n thel ~|NSL results in a 1A envelope. 

I When the credit report was received, 
wlllel did UuL icdll^c iL was a full credit report and filed it. 
To date, no additional leads, NSLs, or other investigative action 
was conducted based on the information provided in the credit 

b7D 

b7C 

• ^ /1 ̂  / 9 nri7 a t the request of SSA| | SA 
| I searched writer's case files for any 
NSL results froml [SA I I immediately showed her 
Siinpryi ,gnr. QQni |th^ |credit report. SSA 

land SAI I believed, based on previous consultation with 
ADc] | the credit report provided by | | 
appeared to be a lull credit report. The report, enclosed in a 
1A envelope, was immediately provided to ADC| |on 
03/13/2007, where it was sequestered pending a determination from 
NSLB as to whether this matter constitutes an IOB violation. b7C 

b7E 



NSL VIO-36585 

SEfl^ET 

To: Inspection From: | 

Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 
(U) General Counsel is requested to review this matter 

and provide guidance as to the disposition of the sequestered 
materials. 

h 2 

b7E 

SEJ2Ï 

3 



NSL VIO-36586 DATE; 12-17-2007 
al l ihfofu'iatioi'i cohtaihed classified by «5179 d' 

(rpv ni „ ?00„ herein is unclassified except reason: 1.4 (c) 
1 ' " " ™ o t d e c l a s s i f y OCT: 12-17-2032 

SE^^T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/16/2007 

To: Inspection 
General Counsel 

From: 

Contact : 

Approved By: 

Drafted By: : a j h 

<U) 

<U) 

(S) 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

P^l i 1 From • 

"-Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

Details: ^ X ^ On 03/13/2007, SSA _ 

s a U.S. person. 
( q 

jThecase wasinitiated 
Section II.B.l. 

"Circumstances for Opening an Investigation" part d "An 
individual, group, or organization is or may be engaging, or has 
or may have engaged, in activities constituting a threat to the 
national security (or related preparatory or support activities) 
for or on behalf of a foreign power." 

bl 
h 2 

hi E 
he 

hlC 

hi E 

3078.WPD SECRET 



NSL VIO-36587 

(U) 

(S) 

(S) 

(U) 

SEC^T 
To: 
Re: 

(U) 

Inspection From: 
(U) 27 8-HQ-C122 97 36-VIO, 03/16/2007 

The potential violation occurred when - 1 ri g 
Security Letter (NSL), dated 10/17/2 

I 
was sent to 

The NSL was issued pursuant to 
T r 11 e 1 b, U . S . (J . § 16ti lu . The NSL specifically requested the 
names and addresses of all financial institutions where | | 
"reqords indicate the consumer maintains or maintained an account. 

[ •1SL, 
:redit r 

Iprovided the 
I I 

1 o / 1 A / o r-.r-.R- X 

w T T T Ü T CTTÜ HO L j_ c a. _ 

|NSL results in a 1A envelope, 
wnen the credit report was received, 

b7D 
b2 
b7E 

•was a full credit report and filed it. 
To date, no additional leads, NSLs, or other investigative action 
was conducted based on the information provided in the credit 

On 3/15/2007, SSAl 
f i1 pa f o r any NSL results f r o m ~ 

predit report, that, based on 

[searched writer's case 
] SSA I ~|found an 

ADC£ 
creditreport.The 
provided to ADC L 

SSA [ 
re 

revious consultation with 
elieved to be a full 

n a 1A envelope, was 

b7C 
b4 
b7D rort, enclosed on 03/16/2007, where it was sequestered 

pending a determrnatron from NSLB as to whether this matter 
constitutes an IOB violation. 

SE^^ÌT 



SE 

NSL VIO-36588 

> '-UO 
To: Inspection From: I I V^ITT 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

Sp^ET 

3 



ALL IHFOFlI'IATIOI'I COHTÀIBED 
HEREIN IS OTC LAS SIFIED EXCEPT 

NSL VIO-36589 

(Rev. 01-31-2003) 

SE^IT 

FEDERAL BUREAU OF INVESTIGATION 

DATE: 12-17-2007 

reäsoii; 
DECLÄS-SIFT-OM; 12-17-2032 

Precedence: ROUTINE 

To: INSD 

OGC 

Date: 03/29/2007 

Attn: Internal Investigations 
Section (IIS) 

Attn: National Security Law 
Branch (NSLB) 

( U ) 

<U) 

From: 

u ont: act: : 

Approved By: 

Drafted By: 

Case ID 

(U) 

(S) 

(U) TITLE: 

-HQ-C122 97 36-VIO (Pending) 
136372 (Pending) 

REPORT OF A POTENTIAL IOB MATTER; 

Synopsis : ^X^ To ^ - r ^ r ^ r i a i t o r m a t t e r r e l a t e d | | 

i n _ y e s t - i g 3 - t i o - F •• 

(U) 

b7E 
rromi :_ 

rassit y OnT kl" 

( U ) 

(S) 

(U) Details: The purpose of this communication is to report a 
potential IOB matter as required in Section 2.4 of Executive 
Order 12863. 

The case agent on this 

b l 
b2 
b7E 
b6 
b7C 

ISA[ 
former I 
Special Agent at the time the Potential IOB occurred was SSA 

1 The case was then re-assigned to 
J The Supervisory 

SËWBET 



NSL VIO-36590 

SE^ßl 

-Io : 
Re:"-

From: [ 
27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 b7E 

SSA 
for this s 

is the current supervisor 

is a United States Person. 

The potential IOB matter being reported relates " 
the over-coirection of information based on the dates reguested 
in., the NSL. The NST,. dated 4/3/2003. rpgiip,gt pH rpmrH.g nn 
t e 1 pn'h on p"_hi'imb I | for the period^^^^^^ 

] On 5/Zl /2003, | 
O thp NST, and prnvidpd hi I ling rpr.ord.q tor thp hi Mi 

through 

Tnnliidpd nn thp hill datpdl 1 
res 
cycle beginning] 
were calls made on 
No further investigative action was taken on these 5 calls. 
Included on the bill datedf Iwaa one (1) call made on 

| [ No further investigative action was taken on that 
call. Upon further review of the investigative file, it should 

--b-e-..noted that a subsequent NST,. da t ed iS/1/7004 waa iaanpd for 
t h p Qamg- n v Vfn h-p»- r-- - -1 If or the period| | 
I I The P^^UJ M bl- cjV I d^d i_n response to thrs NSL included 
the one call made onl 

(U) J X ^ The above information was reguested by the FBI 
under the authority of Executive Order 12333f dated 12/4/1981, 
and pursuant to Title 18, United States Code, Section 2709 (as 
amended, 10/26/2001.) In accordance with Title 18, United Stat 
Code, Section 2709(b), the Special Agent in Charge of FBIi 

| |certified that the records sought in the NSL dated 
4/3/2003, were relevant to an authorized investigation to prote 
against international terrorism or clandestine intelligence 
activities, and that such an investigation of a United States 
person is not conducted solely on the basis of activities 
protected by the First Amendment to the Constitution of the 
United States. 

es 

et 

bl 
b2 
b4 
b7D 

h 2 

b7E 

(II) On 3/28/2007 was advised of this 
Potential t o r h^.gpH nn the audit conducted by INSD/IIS on 
3/19/2007. I Iwas not aware of this over-collection 

/20 0 / and rs til: 

h 2 

b7E 

J) 

until 3/28/2007 
audit results. 

tiling this EC in response to the INSD/IIS 

X [ billing statementsdatedl 
direction from INSD/IIS is 

; lpgfp T-g>d 
and 

)rovrded. 

le records from 
until further 

S ^ E T 



NSL VIO-36591 

(U) SECRET 

"TG,: TNSD From: 
R e : \ ^ c ^ 2 7 8-HQ-C122 97 36-VIOf 03/2 9/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSD 

(U) AT WASHINGTON, DC 

~"(X) Review and take appropriate action/notification 
regarding rhife PIOB. 
Set Lead 2 : (Action) 

OGC 

(T.T) AT WASHINGTON, DC 

''""'Ĵ Ĉ  Review and take appropriate action/notification 
regarding this PIOB. 

SE^ET 

3 



FD-962 (Rev. 03-21-2005) 

Abi IWFORBATIOH CONTAINED 
here ih IS TJMCLÀ3SIFIE: 
¥HEP£ SHOWN OTHERWISE 

NSL VIO-36592 

SECHST/NOFORN 

DATE; 12-17-2007 
C LÀS.S IF IE D... BY.... 6 51.7 9... DHH./KS R/ cb 
REASON: 1...4 (.c). 

ÎM; 12.-17.-2.032. 
F E D E R A L B U R E A U O F INVEST IGAT ION 

(U) 

(Six 

(U) 

(S) 

Precedence: ROUTINE 

To : Inspection 

General Counsel 

From: 

Date: 03/29/2007 

Attn: Internal Investigations 
Section, Room 11861 

Attn: National Security Law Branch 
(NSLB), Room 7975 

(U) 

b7E 

(U) REPORT OF A POTENTIAL IOB MATTER (PIOB) 

(u; 
(S) 

INTELLIGENCE OVERSIGHT 

Synopsis'h'^Xj^ To document a potential IOB matter. 

(U) * p"i i 1 From ; 
PgcrSssifTon : 

x l / \ - Won-Utîfklkt!. 

Details : The substantive investigation in which the alle 
T7--Î T7- ^̂ ^mv-v-̂ Ĵ n ̂  -l-r-,-1- rv̂  ̂  -I- -I- ^ v- ^ -, v. +- n ^ v, ^ ,-J 

j j 'ine case special 
Alleili. 1 SA j 1 yd LiyS L111U Lll̂  NSL dlld 1 y 2! y 113 L Ui the response to the 
NSL with questioned results was ST̂j | The 
Supervisory Special Agent (SSA) for the investigation was SSA 

bl 
b2 
b7E 

bl 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 

SECRBT/NOFORN 



NSL VIO-36593 

SEOSET/NOFORN 
\ b2 

] b7E To: Inspection From: l~ 
^ 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

subjects, UNSUB (S) , are not United States 
Persons. 

i 

<U) 

I Q / / KT T71 \ 

) 
) 

r? E 
Separa^5_iALi_ source reporting indicated | \ 

- - t-h a t- - i nd- i vi-d u-a-, 
r i 

i h I leretore. rt rs 
' I I I h i n h l y likely 

H I I 

[ 1 

b2 
b7E 
b4 
b7D 

On 12/05/2006, SA| | sought approval and 
certification fromP |SAC for an NSL requesting, 

SE&(ET/NOFORN 
2 

b2 

b7C 



NSL VIO-36594 

(U) 
SEC9EHT/N0F0RN b2 

b7E 
""•-To: Inspection From: 
Re>--..>S^27 8-HQ-C122 97 36-VIOf 03/2 9/2 007 

"'names, addresses, and length of service and electronic 

(S) 

( U ) 

communi cations transactional records, f 

4 
Jf rom I 

clentity a non-Li^fER. THe NSL was approved and 
r-prti ti pH hv thp .qac of | | It was then served to 

by ISS[ 

3 wa; The information sought in the reguest to for the conduct of an authorized investigation to 

Division. 

protect against international terrorism or clandestine 
intelligence activities. Further, the investigation was not 
conducted solely on the basis of activities protected by the 
first amendment to the Constitution of the United States. 

<U) 
submitted a copy of 

[ 

On 03/06/2 007, ISS 
the NSL returns to captioned case r u e . bnortly thereafter, the 
case file was audited by the Inspection Division (ID), for 
compliance with policies set out in the Attorney General's 
Guidelines and the National Foreign Intelligence Program Manual. 
During the review, an auditor found text in the return letter 
provided by| |stating, "confidential 
i n f o r m a t i o n p r o v i d e d thp FRT .^lihi p r t t n Flpfprnhpr fS 9 Pi Pi in Letter 

The NSL, 
(S) 
( £ ) hnwpypr rphIIP'̂ ted'"TnroxTnatxon"~x'egf3irdi-nt̂ ---tfie[ 

I Given the discrepancy in IP addresses 

f 

auorror nrgni: ited the return as a 
e II 

ssible IOB violation. 
= 3 

^ Upon completion of the review, the case file was 
returned £o the SA| | on 03/27/2007 . giving him his first 
opportunity to view the NSL return from|_ 
[NOTE: SA t f 

Jwas unable to review the results due to the I 

iU) 
audit and the placing of the return directly into the case file, 
without his knowledge.] 

On 03/27/2007, SA and SSA 

(S) 
reviewed the return of the NSL andconfirmed the statement found 
by the ID auditor. Further examination of the remainder of the 
r^tiirn inHir-afpH that thp data enclosed was actually about 

nentioned in the NSL SA | 
tnen contactec£ 

(S) 

Jmvision's CDC, [ 
status 

**l contactedT 

by FBINET e-mail, to notify her of the status of the situation. 

(U) ^ On 03/27/2007, SAl I ..and left a voice 
ol ani -fw-j no thp appearañce""'of -

I 
in the NSL return. 

SEGKET/NOFORN 
3 

b2 
b7E 

b7E 

b6 
b7C 
b2 
b7E 

b2 
b7E 
b6 
b7C 

bl 
b6 
b7C 
b2 



NSL VIO-36595 

(U) 

<U) 

SECRET/NOFORN 

To.; 
Re: 

Inspection From: I 
: \ > S > ^ 2 7 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

] 
h 2 

hlE 

(S)1 

(S) 

contacted SA 
ilirmed that the 

On 03/28/20071 
hy^tpl^phnnp I T 

app"ear"a"nc"e"--o-f--th-e| 
a typographical error on rne parr or | I She 
cop t inn ed. .qtatina th^t the data within the return applied on 
t o 

¥ Ion the NSL return was 

<U) 

address sought in the NSL. 

2 0 07, SA 1 = 1 contacted 

bl 
b2 
b7E 
b6 
b7C 

• CDC| 1 On 03/2<: 
--via"e-maif. 7\fter a review of the circumstances surroundi'hcj Lhe 
NSL return, CDC | Idetermined that while no IOB violation had 
occurred, a communication should be drafted to document the 
typographical error. 

he 
b7C 
h 2 

hi E 

SEŒRET/NOFORN 



NSL VIO-36596 

^¿^ET/NOFORN 
I 1 b 2 

-To: ^Inspection From: I I b7E 
iv: j x ^ 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET/NOFORN 



FD-962 (Rev. 03-21-2005) 

ALL IWFORKATIOH C0HTAI1IED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

NSL VIOj^6S97z 

CLASSIFIED BY 65179 DMH/KSR/cb 
PEASOH: 1.4 {c) 

E5E C LAS SI FY OM : 12-17-2032 
SE(jf̂ ET 

F E D E R A L B U R E A U OK INVEST IGAT ION 

<U) 

(S) 
(SI---

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Attn: 

Attn: 

From: 

Date: 03/26/2007 

Internal Investigations 
Section (ISS), Room 11861 
National Security Law Branch 
(NSLB), Room 7975 

b2 
b7E 

LUIlLcLUL! S7T 

Approved By: 

(U) 
Drafted By: [ 

Case ID #: 

J tb 

27 8-HQ-C122 97 36-VIO 
278-T1C63856-VIO b7C 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: T o report possible IOB error. 

(U) ^ ^ DerivecL_From : FBL 

Details : 

(S) 1. 

(S) 2. a U.S. Person 

(Si 3. Possible IOB error: 

at time of infraction was SSRA 
S S RA 

bl 
b2 
b7E 
b6 
b7C 

Current SSRA is 

•m Description of IOB Error: 

-ilLcl V IcW I a ib LJ.U C.U.,iLLt;.l _ 

as in "Tri herviëwTrig 
(but with SSA approvai LO coriaucL m e -v. 
.t e d... i n. - cas- e - - f -i- -1-e -) -.- As- - -no t -ed: • • • ab ove, t h1'"s J ^ 

SEŒET 



NSL VIO-36598 

During a recent National Security Letter (NSL) Audit by 
the Inspection Pi vi yion, inspectors identified this potential IOB 
violation and| |Division is taking the necessary steps to 
self-report this matter, pursuant to reporting requirements under 
Executive Order 12863, Section 2.4. 

( U ) 

error 
^ ^ ^ ^ 1 n reviewing the circumstances surrounding this 

, SA| I found several contributing factors: 

. m 1 . 1 SA 
I I was preparing for trial on, among other 

was also dea inn with V 

SA 
member JI"It. 

was the only FBI Agent on a 

b2 
b7E 

b6 
b7C 

f i ii ) Although this investigation was opened in 
name, the chief investigator was a 

(S) 

(S) 

SEB^ET 



NSL VIO-36599 

"Tp : Inspection From: I I b7E 
Re (Vf 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SECRET 
3 



ALL INFORMATION CONTAINED 
:h is unclassified except 

FD-962 (Rev. 03-21-2005) 

(U) 

(U) 

(U) 
bl 
h 2 

b7E 
b4 
b7D 
b6 
b7C 

(S) 

(08 6gam02.962) 
Precedence: ROUTINE 

To : Inspection 
General Counsel 

NSL VIO-36600 
DÄIEsillllllllll 
CLASSIFIED BT 65179 LMH/KSR/cb 
REAS'os'i 1 :4 tei 

\J DECLÂSSIiY'-OSï 12-17-2032 SECJRET 
F E D E R A L B U R E A U O F INVEST IGAT ION 

h 2 

b7E 
kg Date: 03/27/2007 
b7C Attn: IIS, Room 11861 

Attn: NSLB, Room 7 975 

Case ID #: 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

ort of a potential IOB matter. 

Cassity On: U3/2V/2U32" 

Synopsis: 

(ÏÏ) ) S ( 

Details : 

(S) ] 

bl 
b2 
b7E 
b6 
b7C 

(S) 2. 

3. 

(s: 
x 1 a U.S. Person. 

Possible IOB Error: 

Description of IOB Error (including any reporting delays). 

to 
Na 
ag 
-t fi-
te 
ca 

(TJ) ^ X ^ On or about 03/17/2007, an internal audit of th 
sted case frle revealed a possible IOB violation regarding t 
11 records received as a result of a properly approved and i 
tional Spci i ri t v Letter (NSL) . Specifically, on 03/04/2005. 
ent, TFA | | r e g u e s t e d through an NSL to providerj 

ano 1 pneth—o_f service for the subsc 
On 05/10/2005, seria 

|Divisi 

e above 
elephone 
ssued 
case 

•e-.name, aïïarës^ 
1 e p h o n e n ürrib'e" r 
se file indica ed lhal Lhe [ .on was 

Z r ( s 
of c 
ecei 

of 
aptioned 
pt of 

SEC^J.T 



NSL VIO-36601 

(U| b7E 
b6 
hlC 

b4 
b7D 

(S) 

(U) 

(S) 

SEçk^T 

ection From: 
27 8-HQ-C122 97 36-VIO, 03/27/2 007 

h 2 
b7E 

NSL records, specifically, a 
subscriber/bill/call detail 
EC consisted of one ten-pay^ 

from t 3 
r~ 1 n 1~ m l 

cover letter and the 

included call detail 
calls). These toll records had not been requested through the 

Ì. " The records enc.l osed with the 
Jpill d t pd I _ \ which, 
throuqhl | ( a total [ 

(S) 
aforementioned NSL, but were delivered to the £ 
communications provider nonetheless. On 10/06/2005, 

]Division by the 
serial 18 of 

substantive c/as" "e""~"fi"te---i-nd-i-oa-̂,ed-...that. t.he telephone tollj rarnrris wa,re 
being analyzed by I 
substantive case til 
the FBI| 
I ' 

I personnel. On"TT/"ü"4/2ÜÜ5,--
.ndicated that the records had been entered 'svs~ :em, 

bf 

into 
and fully analyzed to determine 

nn n7/9fì/9fì P 6, T FA 
erecrronrccommunication 
documenting anticipated c'iosuie—a 

ie Joint Terrorism Task Force, 
Substantive case was then re-assigned 

ipft ti-| 
substantive 

le investiga 
and returned 

to 

submitted 
case file, 

TFA I 

] an 
tion 
to[ 
SA 

nth en 

administratively closed 
and 

The following actions have been taken regarding the 
records not requested via NSL. First, the telephone toll records were 
-removed from the closed case file, sequestered, and submitted to the 

|pivision legad""""uhit--"fo-r---d4-spo.sibion__ to be determined 1 'pnn 
±—of cnidgnce—from the Office of General "Co unse'l". -N-ex-t-, -

lhave been permanently charged out 
content within rpn^rHi nn p p; 

aded| 1 

r g> r1 g> 1 tit 

I 

cdse iiie dhd seguesleied due 
~he toll records. Finally, entries 

:rom the tol1 records were permanently purged on 
include all records. 

rne 
is c f 

03/28/200/, to 



(U) ..... 
'"---To • Inspection From: 

NSL VIO-36602 

SEÇ^T 

Re":"---(N<f 2 7 8 -HQ-C12 2 97 Sb-vio, US/ 2 V 2UU I 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

•b2 
b7E 

S ^ ^ T 



ALL IHFOFlI'IATIOI'I COHTAIBED 
HEREIN IS UNCLASSIFIED EXCEPT 

KgSH 
FD-962 (Rev. 03-21-2005) 

NSL VIO-36603 
DATE: 12-17-2007 
CLASSIFIED BY 65179 E 
REASÛH: l,A.JcX 

I DEÇMSSIFY...M.? 12-17.-203 

F E D E R A L B U R E A U O F Ì N V E S T I G A T I O N 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

b2 
b7E 
b6 
b7C 

Date: 28/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

(U) 

From: 

UAftC&flC1 

Approved By: 

Drafted By: [ 

Case ID #: 
b7C 

27 8-HQ-C122 97 36-VIO 
2781 I-C63856-VIO 

(U) 

(U) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

..Synopsiis.:....̂ ^ To report possible IOB matter. 

X G-3_ 
D^cld^iiy un.Ô572B/2ÛS2-

(U) 

(U) 

b7E 

b7C 
X delays) Description of IOB matter (including any reporting 

(U) 

(S) 

""""""^S^ On or about 03/17/2007, an internal audit of the above 
listed case file revealed a possible IOB violation regarding 
telephone records received as a result of a properly issued 
National Security Letter (NSL). An NSL dated 08/01/2005 
reguesting the name, address, length of service, and all local 
and long distance toll billing records g^n t.h rn q^w 
account and/or subscriber for _te_lephone___numbei.... for 

SECRET 

fol 



NSL VIO-36604 

CUI -

(S) 
(U) 

(U) 

«RE SECRET 

To: 
"R-e-

Inspection From: I N 
•b2 
hl E 

the 

: insp? 
•--^¡T 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

period | ^ | through I H was served by the 
|Division on | | 

b7E 
b4 
b7D 

! s ì flrrnrHi rirr t o r 
i 

Division's 
th^t 

subscriber information and ii 
re no rds'Thr"" t" e 1 e p hone"" n umb ei 

response to 
nn 08 /12 / 2 00O"7£ 

3! s 

in response to Ns'L dated U8/01/2005. 

telephone 
1stance toll billing 
romQ ]through 

X ; rom r ] and 
fcase file 

receiving these 

At this time, the 
records cannot be located in 
The nase agent does not reoa 

|Division. A check of ACS and 
that no uploading or review of these 

In an effort to determine whether 
revealed 
conducted. 
date [ 

>T 

the toll billing 
or 1A subsection. 
reno rd s f rom 

records 

cycleTÌ I contacted[ 
billing cycles for 
order to determine 
the ind j yj dlinl 
copilot] 
| |Division m 
unsuccessful. 

was 
l b 

due tol 

was 
in 

•illing 

all accounts vary, 
the billing cycle for a 

Lrving the NSL upon [ 
Jto obtain that info 

nrhyLsed that the 
advised that in 

particular account, 
\rould have 

an effort to 
rmation. 

obtain this 

to re-
bontacted 

irormation, but was 

"^^C Basec^ o n the above, it is unknown whetherl lever 
received any records froml"" |Division orl 1 or 
whether those records dated Iroml ¡through | | 
indicated in the| I EC- If | I EC to| |relerenced 
above is accurate, this NSL response would have included an ove 
collection of six days which was not requested in the 
aforementioned NSL. Inasmuch as| |is unable to determine 
whether such an over-collection occurred, we are reporting this 
matter as a potential Intelligence Oversight Board violation. 

as 

r-

b l 
b2 
b7E 
b4 
b7D 

b2 
b7E 
b4 
b7D 

S E ^ 



NSL VIO-36605 

s: ST 

h 2 

hi E To: Inspection From: [ nsp 
: 27 8-HQ-C122 97 36-VIO, 03/2 8/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

••087j mwOl.962 



ALL IHFOFlI'IATIOI'I COHTÀIBED 
HEREIN IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 

SECRET 

F E D E R A L B U R E A U O F INVEST IGAT ION 

NSL VIO-36606 
DATE: 12-17-2007 
CLASSIFIED BT 65179 DMH/KS 
REâSOfi-ï l-w-4 (e) 
DECLASSIFY-«; 12™ 17-2 03 2 

(U) 

( U ) 

(S) 

(U) 

Precedence: ROUTINE 

To: INSD 

Office of General Counsel 

Counterintelligence 

From: 

Date: 03/29/2007 

Attn : IIS 

NSLB 

CD-3B 

üquad 

Approved By: 

Drafted By: [ 

Case ID #: 

(U) 

: dnd 
b7E 

:s; 
:s: 

2 7 8-HQ-C12 2 97 3 6-

Pending) 
(Pending) 

VIO (Pending) 

Title: X INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: To report a potential Intelligence Oversight Board 
(IOB) violatioh due to third party over-collection of information 
provided to FBI. 
m 

DeetSSsîîyOnT— 

b l 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 

I SEŒRET 



(S) 

5) 
(U) 

(S) 

(U) 

S^RET 

NSL WQ-36607 
h 2 

b7E 

bi 

'To: 1NSD From: 1 
Re Date : 03/29/2007 

provided t :o the FBI. This information was provided : Ln response to 
"a""Na ticxnaJ _ Security ",et t P r ÎNST2 reauestina financi a" L information 
on captioned subje-ct 

"I X I I 
J--to--req-ue-s-t--a-±±-

submitted referenced NSL to 
• - f .j, n a n-c j-- a-]- - - r-e- c crd s ~ p e~r t a±n i ngl por the 

period inception to present. Financial information was requested 

On 03/2 6/2 007, SA [ 
results of referenced NSL provided by^ 

Ireceived the 
] [Note: The NSL was approved in 08/2005 and served by a 

representative of Squad| | After several months of follow up 
SAf ] preliminary but incomplete NSL results wp rp ;wa i 1ahlf 

S) 
on 01/2006 ." The official results were rpr._pi ypd ĥy ' ' " ' ' ' ' ' 

Ion 03/22/2007 and delivered to SA 
End Note . After reviewing the financial iledoilas, SA 

on 03/26/20^77 
1 noticed 

was discussing with ADC £ 
determined"""tha"t|" financial information wa^ nvpr-miipntinn 

will be 
•j . Uc L-trJ-lLL-LlltrLJ. Llld LI 3 J_ _L 1 id! 1L1 cL _L _Lii_LLJ_LiLLcl I LLJii WdS. 
¿ J o"f"""" 1 n "f o x m a t " i on"". - A l l " • f " i n a n c i -a-1 - d- a t-a- - -r-e 1- -3-t- i-ng--to[ 

sequestered and will be provided to FBI [ 

Please note that this communication is being 
provided within fourteen (14) days of discovery, as per NSLB's 
reguirements. 

J) 

J) 

The subjects involved in this potential IOB matter 
are not US persons. 

Squad 
a se agent for this investigation is SA 
^nd supervisor is SSAj j 

bl 
h 6 

b7C 
b4 
b7D 
b7A 

bl 
h 2 

b7E 
b6 
b7C 
b4 
b7D 
b7A 

bl 
b6 
b7C 
b2 

b6 
b7C 

SHCRET 



NSL VIO-36608 

SE^ET 

Ter: 
Re: 

b7E 
b7A 

Date : 03/29/2007 b'l 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

SE^ET 

3 



ALL INFORMATION CQHTAIMED NSL VIO"36609 
HEREIN IS UNCLASSIFIED EXCEPT ^ J l ^ "LiT JT tt, „„ , , CLASSIFIED BT 65179 DHH/KSR/cb 

(Rev. 01-31-2003) * REASOE 
i-SÏ-F7-OH: I2-17-2032 SI v dì 

F E D E R A L B U R E A U O F INVEST IGAT ION 
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Case ID #: \/ 
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Title: > * < INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-

Synopsis":C^O It is the opinion of the Office of the General 
Counsel (OCjC) rhat this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review bu the Counsel 
to the IOB. 

X r̂ Ti-i imri TTT̂TTI • rt-1 

Reference: 

Declassify On: Ü3/21/20J /" 

27 8-HQ-C12297 36-VIO Serial 213C 
62 P| |-A8 94 55-IOB Serial 19 

h 2 

hl E 

Field Office Details: ^X^ By EC dated 02/05/2007 
Jreguested OGC review the facts of the captioned matter 

and determine whether it warranted reporting to the IOB. As 
detailed further below, this possible IOB error is not reportable 
to the IOB. 

_ > ^ r O n 08/2 8/2 ( 
address I 

a National Security Letter (NSL) to 
b7D 

SECRET 



NSL VIO-36610 

.To: 
Re 

Y SECRET 

From: Office of the General Counsel 
8-HQ-C122 97 36-VIO, 03/21/2 007 

b l 
b2 
b7E 

requ p.qt i ria 3 1 1 f i n^rifi 3 1 r p o n r H .q 
norr-ji Tin Tirr ì Q Jf-TTilin I 

bl 
b6 
b7C 
b2 
b7E 
b4 
b7D 

pei r ou err w a s p 
for the time 
repared and 

approved Tn ann.m-Hann^ with thp attnmpy r.pnprai Guidelines. The 
NSL was served bv the I jField Office and on 
0 9/28/2006, [ 
retrieval of documentation. 

]reported delivery of the NSL and 

On 02/01/2007, a preliminary review of the results 
the NSL re*veal*ed that ̂  |supplied thirty-four (34) 
financial transactions rnar occurrea in December 2004. This 
information was not requested by the FBI. This information was 
not utilized by the case agent in any analysis nor was it 
documented in the case file. Further, it was sequestered with 

CDC. 

b4 
b7D 
b2 
b7E 

(U) The President, by Executive Order (EO) 12334, dated 
, established the President's Intelligence Oversight 

Board (PIOB). On 09/13/1993, by EO 12863, the President renamed 
it the Intelligence Oversight Board (IOB) and established the 
Board as a standing committee of the President's Foreign 
Intelligence Advisory Board. Among its responsibilities, the IOB 
has been given authority to review the FBI's practices and 
procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of EO 12863 mandates that the 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to EO or Presidential Directive. This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
EO 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 
deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 



NSL VIO-36611 

•ET b2 
"To.: | \ From: Office of the General Counsel '^E 
Re: 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the' FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

r̂-rr̂r̂Q-r I w conra 
^ J H e r e , during an authorized investigation,1 the FBI 

d_an NSL on| |for the time period of 
"to the date of the NSL. The bank provided the 

nlormatron reguested and provided information outside the time 
frame reguested. Acguisition of this unreguested information by 
the FBI is not reportable to the IOB as it is third party error. 
It should be noted that the FBI's response in receiving the 
unsolicited material was commendable. Upon learning that the 
bank provided information beyond the scope of the NSL, the FBI 
seguestered the excess information, did not utilize it in any 
analysis and did not document it in the case file. Thp nnlv 
remaining step to be performed is for| fto contact| 

|and ask whether the unreguested information should be 
returned or destroyed, with appropriate documentation to the 
file. 

b7D 
b2 
b7E 

(U) Based upon these facts, the bank's mistake is not 
reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. A record 
of this decision should be maintained in the control file for 
future review by the Counsel to the IOB. 

bl 
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CRET 
h 2 

•-.To: I I From: Office of the General Counsel 'b7E 
V : X 278-HQ-C122 97 36-VIO, 03/21/2 007 

LEAD (s) : 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Action) 

AT 

The I I Field Office should contact 
and ^sk whether the unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
file. 

cc: Ms. Thomas bg 
b7C 

IOB Library 

ICRET 
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Precedence : 

To: 

ROUTINE b7E Date: 3/19/07 

Counterintelligence 
Inspection 

Attn: ASAC 
CDC 
CI-2 

Attn: AD 
Attn: II 

R 
: r s 

From: General Counsel 
National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: 

Titler-----^^ 

f) 27 8-HQ-C122 97 36-VIO 
\) 62 94 55 

POSSIBLE—UJTELLIGENCE OVERSIGHT 
2OO7J I 

BOARD MATTER 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(u: 

Refer erice; 278 
62 F O 

CI22 97 36-VIO Seria 
i455-IOB Serial 

Details: j 
^ -, +- ̂ ^ o / c\ o io ~c\~m-—I 

O "1 T Í 1 " h Q Q hi 1 Off rnn i r̂  nnrnmiini r̂  g H i ri f "T CM 

non-United States person| ~ 
a National Security Letter i jn ü L J was 

To : From: Office of the General Counsel 



(S) 

(S) 

(S) 

NSL VIO-36614 

SE^JT 

b l 
b2 
b7E 

Re : 27 8-HQ-C122 97 3 6-VIO, 

(S) ""rs-s-ued__to 
the account" )-f-

3/19/07 

I for financial records relating to 

States person. 1 hë N^L 1 Id̂ eL¿ecj. 1J 
through the present. Thel 

'( :t ) r ( j s ( ) i 

a non-United 
TTTmsactions from 

J Field Office reported 
delrvery of the NSL on 10/24/2006 and retrieval of the reguested 
documents on 12/06/2006. 

When th 
records on 2/1 
i n[ 

J ield Office reviewed the 
'2007, there were nine transactionsthat occurred 
^ which was prior to the time period requested ir 

the NSL. 

^X^ The original documents reflecting 
which was not reguested have been forwarded toi 
seguestered. Redacted copies which only reflect information 
reguested by the NSL will be retained for the case file. 

i nformati on 
I CDC and 

X The President, by Executive Order 12334, dated 
established the President's Intelligence Oversight 

Board (PIOB). On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB "concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 

b2 
b7E 

To: From: Office of the General Counsel 

SE^ÉÇT^ 
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4 1 SEdtRET 

(U) 

Re: 27 8-HQ-C122 97 36-VIO, 3/19/07 

FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 
deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon reguest. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in 
conformity with statutory reguirements, including 18 U.S.C. § 

(U) 27 09. NSIG, Section V.12. 

Here, _gation, the FBI 
In response to properly served an NSL on 

the properly served NSL, the FBI obtained financial records b4 
containing information beyond what it is legally authorized to b7D 
receive. The FBI, having ascertained that nine transactions for 
December 2004 were beyond the scope of the NSL, forwarded the 
unasked for information to the CDC for seguestering and redacted 
their files to reflect only information responsive to the NSL. 

(U) P^i ^ agreement with the Counsel to the IOB, it is 
our opinion that this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

SEÇWjJT 
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h 2 

To : 

SE^ET 

From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 3/19/07 

b2 
Set Lead 1: (Action) b7E 

(U) 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

] b4 
b7D 

1-Ms. Thomas 

1-IOB Library 

4 
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Attn: 

SAC 
CDC 
Squad 6 
Squad 6 
IIS 
CD-3 SC 

SSA 
saQ 

From: Office of the General Counsel 
National Security taw Branch/ClhU/Room 7947 
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Approved By : Thomas Julie F 

Drafted By: 

Case ID #: 

b6 
b7C 

: vrm 
97Q-UO-Q1 ??Q7^-vm ( Pending) 

| Pending) 
Pending) 
Pending) 
Pending) 
Pending) 

b l 
b2 
b7E 
b7A 

INTELLIGENCE 
MATTER 2 007 

OVERSIGHT BOARD 

Synopsis: 
Counsel (OCC 

It is the opinion of the Office of the General 
hat this matter is not reportable to the 

Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(UÎ 

Reference : (U 

-BeCTassifyOnT^X^ 
97Q-UO-Q1 99Q7U-Vïn 2213 bl 

b2 
b7E 
b7A 

SECRET 
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To: I I From: Office of the General Counsel 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 0/2 007 

b2 

hi E 

Details : By EC dated 02/20/2007, requested that 
OGC review the facts of the captioned matterand determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB. 

review of 
above ) 

As explained in the above referenced EC, during a 
ev>ra1_ counterintelligence case files (referenced 

discovered that, in response to NSLs issued in 
those cases tor rimited credit report information (pursuant to 
the authority under 15 U.S.C. §§ 1681u(a) and (b)), the providers 
had sometimes issued full credit reports. Those reports were 
obtained as follows: 

b2 
b7E 

agencies. 
"I- -- three NSLs issued to three credit 
One company sent a full credit report. 

"21 three NSLs issued to three credit 
agencies. Twocompaniessent full credit reports. 

"37 three NSLs issued to three credit 

bl 
b2 
b7E 

agencies. Two companies sent full credit reports. 

three NSLs issued to three credit 
agencies. T̂ /u dulUpdhiyy yyiit full credit reports. 

agencies. TWU duilipdlliyu ütil 
three NSLs issued to three credit 
t full credit reports. 

(U) The President, by Executive Order 12334, dated 
, established the President's Intelligence Oversi 

Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 

SECRET 

2 
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To: 
Re: 

From: Office of tfte General Counsel 
27 8-HQ-C122 97 36-VIO, 03/2 0/2 007 

b7E 

(U) 

(U) 

Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

NSLs are a specific type of investigative tool that 
allows the' FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

Here, during five authorized investigations, the 
FBI property ̂ served NSLs on the three major credit reporting 
agencies. In response to the properly served NSLs, the FBI 
obtained full credit reports, instead of the more limited credit 
information which was requested. Once information not requested 
is received, the field should contact the company and ask whether 
the unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review bv the Counsel to the IOB. 

SECRET 

3 
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b2 
To: I I From: Office of the General Counsel b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 0/2 007 

LEAD (s) : 

Set Lead 1 : (Action) b2 

AT 

(u: The [ ] Field Office should contact the 
credit companies and ask whether the unintentionally acquired 
information should be returned or destroyed with appropriate 
documentation to the file. 

Set Lead 2: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not reguired, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

CC: Ms. Thomas r 

b7C 
IOB Library 
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Inspection 

Counterterrorism 

Attn: 

Attn: 

Attn: 

SSAj 
SA [ 

IIS, Room 11861 

ITOS II, 

From: Office of the General Counsel 
NSLB/CILU/Roorg_ 
Contact : AGC 

Approved By : Thema s Ji 11 i e F 

Drafted By: 

Case ID #: 

: ctd 
97p;-HO-ri ̂ cH-i^-vio ( Pending) 

iPending) 

b l 
b2 
b7E 
b6 
b7C 
b 7A 

Title : "ix^-'-TOTELLI 
^ ^ 2 007 J 

GENCE OVERSIGHT BOARD MATTER 

Synopsis: 8̂sT--I(fJ) is the opinion of the Office of the General 
Counsel (OCjC) that this matter does not merit reporting to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel 
to the IOB. 

(u: 
issify 

Reference : X (U) 2 / 8-H(J-C122 y / 36-VIO Serrai 2232 

b7E 

Hpha -i 1 ç; : f TI) The referenced electronic communication ("EC") 
from| lin file 278-HQ-C1229736, dated 03/07/2007, reguested b7E 
that OGC revrew the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it 
does not. Our analysis follows. 

a U.S. Person suspected of 

SEORET 
b7E 

b7C 
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SEJÖRET 

To : From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 03/18/2 007 

b7E 

(U) 

(S) 

clandestine intelligence gathering for the 
Examination of the Automated Case System ("ACS") investigative 
file indicates that case remains open, having been renewed mos1 
recently on 10/13/2006. 

ACS also reflects that, on 01/31/07, a National 
Security Letter ("NSL") seeking electronic communication 
t r a n .g a H.t i nn a 1 r p n n r l q w i t h rpg^rr i t o tw n prn^i 1 ^mni int .q w a .a 
served upon| 

J In its text, :er 
requested electronic communication transactional records but 
-expressly stated that such records HiH not inrinHp "m^aaarf^ 
content and/or ïïèad'er""fi-eld-s-i-" S.ee 

thereafter, 
provided the records but 

email subject lines. 
hdlUd^d Ih^i^Wllh 

Immediately upon discoverir 
-Jet' 

b7C 
b4 
h 2 

hl E 
hi A 
b7D 

s 
the 

Lilt; Lai 
na the error. 

case agent sequestered the material and notified| \ which 
subsequently provided a "clean" copy of the records. The agent 
never uploaded any information from the first set of documents to 
ACS or any of the Bureau's computer systems. The only record 
remaining of| [overproduction of documents is the initial CD-
ROM, which is now sequestered within a safe. 

h 2 

b7E 
b4 
b7D 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB ^concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive." This 
language was adopted verbatim from E.O. 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. 

> an error on the part of| ""{resulted in the 
unintentitinal^acquisition of information outside the scope of the. 
NSL. This matter thus constitutes a third-party error in 

b7D 
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SEC 

To: From: Office of the General Counsel 
Re: 27 8-HQ-C122 97 36-VIO, 03/18/2 007 

b7E 

(U) 

(U) 

responding to the NSL and is therefore not reportable to the 
IOB.1 

Further, for the sake of completeness, it should be b7E 
noted that, immediately upon learning thatj^ |had provided an 
overbroad response, the I 1 Field Office took steps to ensure 
that the information was not disseminated and reguested legal 
guidance. Examination of the record reveals no evidence of 
unlawful actions by the FBI or actions contrary to Executive 
Order or Presidential Directive. Accordingly, we opine that this 
incident is not reportable to the IOB. 

By this EC, we request that the | "|Field -, _ 
Office se(fues>ter and destroy any remaining record of the two 
email transactions giving rise to this inquiry. Inspection is b7E 
hereby requested to maintain a copy of this record in the event 
that it is requested by the Counsel to the IOB. 

1 On 03/28/2006, NSLB sent a letter to the Counsel for 
the IOB requesting their concurrence to treat these third party 
errors as non-reportable, though we will require the field to 
continue to report any improper collection under an NSL as a 
potential IOB matter. By letter dated 11/13/2006, the Counsel t 
the IOB agreed that third party errors in the collection of 
information pursuant to an NSL %must be reported to OGC, but are 
not reportable to the IOB. V SECRET 

3 



NSL VIO-36624 

To: 
Re: 27 8-HQ-C 

SEC^T 

From: Office of the General Counsel 
22 97 36-VIO, 03/18/2 007 

h 2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

1 
AT 

b7E 
b4 

(u; ] is requested 
information erroneously provided by 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) For information. 

CC: Ms. Thomas 

iQ des; :roy the sequestered 

10b Library b7C 

SECRET 

4 
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a l l ISFGRHàTIOB cûstmhed 
HEREIN IS UNCLÀSSIFIE; 
ihebe sho.m... pxbeeiise 

NSL VIO-366I 

SEC^T/NOFORN 

FEDERAL BUREAU OF INVESTIGATION 

&TE; 12-17-200? 
CLASSIFIED BY 6517 
REASON: ¿.„.4 (e) 
DECLASSIFY on: 12- 17-2032 

(U) 

( U ) 

(U) 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

From: I I 
I jJTT F 
Contact: 

Approved By: 

b2 
b7E 
b6 
b7C 

Date: 03/26/2007 

Attn: 

Attn: 

IIS 

NSLB 

Drafted By: £ 

Case ID 

jaf 

Title 

97fí-HO-ri ̂ cp^-vio ( Pending) 
(Pending) 

bl 
b2 
b7E 
b6 
b7C 
b7A 

REPORT OF A POTENTIAL IOB MATTER bl 
b6 
b7C 
b7A 

Synopsis: -^^[^™™nocumen^^Ke~acquTsTTTo^of non-relevant 
telephone subscriber and toll record information collected via a 
National Security Letter. Report potential IOB matter. 

(U) 
DeeïaS^îïyOHT—XI— 

(U) Reference: .: 27 8-HQ-C122 97 36 Serial 257 ( 

Details: (U) The case agent for the above captioned case is SA 
1 FBI T I The current supervisor is SSA | | 

] FBI | |however, he was not the supervisor at the 
toll .... ~ 

b2 
b7E 
b6 
b7C 

time of tollrecordacguisition. 
a US Person. 

The above captioned subject is 

SEJERÇT/NOFORN 
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SEQR^/NOFORN 

To: „.Inspection From: • i b7E 
Re'i"-- N<r 27 8-HQ-C122 97 36, 03/2 6/2 007 

I ^^^^Ta US person, was authorizee 
¡H^dl'd^fil^ WILH US Attorney General Guif^ 

•I r 

SG^S1 SEGwET/NOFORN 

b7C 

b7C 
b2 
b7E 

1 Phd Lohihî h L . 

bl 
b6 
b7C 
b7D 
b7A 

Prior history concerniaa ,t.el-e-pho-ne--numbe-i 
I 

bl 
b2 
b7E 
b6 
b7C 
b7A 



NSL VIO-36627 

SECRET/NOFORN bl 
[TT\.... To : Inspection From: 

• 27 8-HQ-C122 97 36, 03/26/2007 b7E 

(U) 

(S) 
<S) 

"was""s"erve 
Nati on a 1 Securi tv Letter (NSL) H^r^H ii/nR/9nn? 

j. -f-0- r - - - -(- -e "i-eph'O" n_e" " " 'nrrmbexr | 

b2 

requesting subscriber information and toll r 

( U ) -----

(S) r1 *'•
 : ' ! -1: 1 • I 

T ĉ Q̂ r vi a 

(S) 
I 

^ d a t e s ô 

(S) 
(S) 
(S) 

(S) The toll records for tej nohonn nnmhnr 
land 

... ....r.e.c.o.rd-.an-a-1 y-s-1- s 
jro conduct toll 

(U) X I analysis of the toll records 
nprtaininc to TpIpnhnnp nnmhprl 

(U) J^C Statistical accomplishments pertaining to the 
preparation, p n r n v a 1 a n H q pr i H of an NSL to I I lor -t- ̂  1 ̂  ̂'R 

(U) 

(S) 
(S) 
(S) 

Current history concerning"""t""ëTëp"hon"e""nuTnbe-r-

idi r 

Subsequently 
onI Ifor teTephd'he"""nuinbex' 
information and to 
" r e c e" I p t " " " o" f " " t"h e' -N SL-

HnT 08/07/2006 was served 1 Ireauesti na subscriber 
1 TU Q 

was LO as cer Larxi...w.n.e-L-1-i-ei 

SE0E£T/NOFORN 

3 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 
b7A 



NSL VIO-36628 

(U) 

(S) 

SECRET/NOFORN 

.„To : 
Re-:--.. 

Inspection From: [ 
27 8-HQ-C122 97 36, 03/2 6/2 007 b7E bl 

(U) 

was still the subscriber """t"o""""te"l"eph"on"e-nti-mb-e-£ -
obtain toll records for analysis if he was. 

and 

(S) 
(S) 

(S) 

(S) 

The response from sent via the 

E 
Drrvi-sd-o-n-y-—a-dvxsed...tha_t___a different person than captioned subj ect 
had been the subscriber to I'̂ l ̂ n̂ 'Tn &----rri7nrĤ-|- |since 

I 

b7E 
b6 

f roml 
I I th rouct ---T.h.e....EC from 

ER 

Iwas outof servrce 
afso provided toll records from 

dated 09/13/2ÛÛ6T 
case agent shoul t 

•Ithat pertained to the new subscriber. 
trn vi .qj nn nnnt^i ninn thP I _ [p.qpnn.gp . 

Ï ? hind sight, 

(U) 

(S) X r tel enhone nufilb'e'i 
i n c e the toll 

(S) [ 
.records received in 0 f o r 

ong.e.r...p-ei:.t.ai-n-ed--te --
nd'ex the current subscriLui # 

(U) 

(S) 

lhloi'hiaL 
the toll 
uploaded 
shredding 
records; 
pertinent 
civil lib 
subscribe 
databases 
permane 

was trie proper disposition lor tne non-pertinent toll 
therefore, they were shredded. In cases where non-
toll record information is obtained, the US person's 

erties are sufficiently protected by not indexing the 
r information and toll record activity into FBI 
and by shredding the non-pertinent toll records, thus 

removing them from the possession of the FBI. 

C 

The statistical acco 
-pr.e.pa r a t r cfh, ^ p m v a i ^nH ^f 
telephone numb'erf 

ishments pertaining to the 
• 1 _L=L_ti KT Q T 

] The latter FF)-S42, dated W l b / ^ Ü Ü Ö , made 
note that the non-pertinent toll records were shredded. 

( U ) 

addressed to SA 
questions regarding this matter can be 

"I or SSA I I 

b7C 

haverequestedsubscrrberrntormation first and 
then followed up with a second NST, fnr tnl 1 rprnrlq h^d the 
information f r "onlf''" 1 : : : : : | a s the 
subscriber. 

ase agent did not 
on into ACS, did not reguest an analysis be conducted of 
rP-r-or-Hg anH HiH nnt rpmipgt thp tnl 1 record activity be 
into | I Case agent felt that 

b'l 
b6 
b7C 
b7A 
b7E 

bl 

b7E 

SE^ET/NOFORN 
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SE' ,(^ET/NOFORN 

-To 
Re-

Inspection 
^sy' 278-H 27 8-HQ-C122 97 2b f 03/2b/2 007 

From: [ b2 
b7E 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action as deemed appropriate. 

Set Lead 2: (Info) 

GENERAL CONSUL 

AT WASHINGTON, DC 

(U) Read and clear. 

SECRET/NOFORN 
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12-17-2007 

HEREIN IS UNCLASSIFIED EXCEPT CLASSIFIED BY 65179 DHH/KSR/cb 
(Rev. 01-31-2003) MHEEE SHOW-OTHERWISE' REASOM'" 1""4 (6) 

SEOBET — — .H:K-I^o: JE^ET 

F E D E R A L B U R E A U O F INVEST IGAT ION 

(U) 

(U) 

(U) 

( U ) 

(S) 

Precedence : 

To: 

ROUTINE b2 
b7E 
b6 
b7C 

Counterterrorism 

Inspection 

From: Office of General Counsel 
NSLB/CTLU I 
Contact: UC 

Date: 03/13/2007 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, Team 

Attn: IIS 

Approved By: Thomas Julie F 

Drafted By: | ~ : d j f 

Case ID #: ̂ X ^ 27 8-HQ-C122 9736-VIO 

Title: 
(Ui .... 

I Pending) 

b2 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2007-

Synopsis: It is the opinion of the Office of General Counsel 
(OGC) that the above-referenced matter must be reported to the 
IOB and to the Inspection Division. OGC will prepare and deliver 
the required correspondence to the IOB. Our analysis follows. 

y^d From : G-3 
u n I hi'ii-iy ui'i. m / n 

(U) Reference: 278-HQ-C1229736-VIO Serial 21 i 
Details: (S) This matter refers to thel 

( g ì 

3 
t\ ^ -, i-npiiif ^-f fK^ 1 3vestrgatron was developed as a 

person orlnteresr 
(S) 

SE^ET b6 
b7C 

bl 
h 2 

b7E 
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SEqjfeÌ 

From: Office o% General Counsel 
Re:""--- X ) 27 8-HQ 

•"--Tp : 

a iarand--u-ur.Y..„ sucpoen 
records pertaining"""!: 
SA| | went 
I I SA 

land met wrth Associate General Counsel 
served the subpoena and had some records 

from SSRA[ ] in hand when he received a call 
SSRA| | had been notified by FBIHQ, ITOS I, CONUS II, Team 6, 
that the lield office was not to utilize a Grand Jury subpoena 
but must obtain a National Security Letter (NSL). Therefore, SA 
| [returned the records to | 1 

C ] 
( U ) 

was 
SSRA[ ladvised FBIHQ that their SAC, 

TDY out oftne Division and therefore FBIHQ would 
need to complete an EC addressed to General Counsel requesting an 
NSL be approved at FBIHQ. SSRAl |was then instructed by 
FBIHQ, ITOS I, CONUS II, that | — ^ " ^ H w o u l d be reguired to 
draft the NSL, due to time constraints, and then obtain approval 
from ^ npjnhhnrinn d i vi q i nn ' .q SAC SA I ̂  | then drafted an NSL 

7 rnm I kind fnrwa rHpH the NSL to 
ssferl 
n z n 

ioi ie view, 
SAC[ 

liitì NSL was then forwarded by SSRA 
vision, for approval. ]Di 

[ 
(U) On or about 07/14/2005, JTTF Task rnm^ flr.Pnt 

Ireguestinq 
T FA I ~ H do 

served thp N.9T, f 
records pertaifiing--"to| 
individual's name to wnom tne NSL was 
advis ed by| I that the 
-do-cument-at-i-on--to--re-G-eive 
honor the NSL. 

)es 
Lven. 

nor recall the 
TFA I I 

MQT. not .the appropriate 
records and 

Iwas 

declined to 

b7E 

be 
b7C 

b7E 

hi 

b7D 
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( U ) 

cd^i 

-To.: 
Re I" k : 

SE 

From: Office of General Counsel 
27 8-HQ-C122 97 36-VIO, 03/13/2 007 

b7E 

(U) SSRAI Ithen contacted Acting CDC | I 
I Division, for guidance concerning the matter and 

the questioned legality of the NSL for | Irecords. CDC 
then conferred with legal counsel a^* |and FBIHO, OGC, 

concerning the matter. SSRA I T also contacted ASAC | | 
| |Division, who in turn was also in contact 
with FBIHQ. 

the 

(U) Subsequently, SSR a[ 

^matter, and tin 

was advisee hv FRTHO that 
a Grand Jury subpoena would be obtained out of theI I 
ni ,qtri c.t| | | which was the office of origin on the 

er, and the Grand _Jjjjii£_̂ îbpoena would be forwarded to 
] for service on 

(U) On 07/15/2 005, the 
(cj \ ..the Grand Jury aubnoena from tjrie Southern_ Dr 
•-1 i request i net K"r~e'co-r-ds--f o-r 1 Tury subpoena (as U 

After | Iresistance 
he had been served. 

advising of 
ubpoena and at this time ASAC 
oncerning the matter. 
ontacted the| |RA and 

s in contact with ASAC| 
relnetanee to honor the Grand Jury s 

contacted the| f 
ely one hour later, 

advised that the records were waiting for FBI retrieval. 

B2 

b7C 
b7D 

received a copy of 
strict of | 
' Jand SA 

b7C 
b2 
b7E 

bl 
b2 
b7E 
b6 
b7C 
b7D 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 

3 
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iU' S E (?K t b2 
From: Office of General Counsel 

(U) 

(U) 

X 
T-o: 
Re:\>S<f 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is reguired, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

^ ^ ^ NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

In this instance, | |served an NSL 
requesting records out side the permissible scone of an NSL. OGC b2 
notes that, according to| |acted upon the b7E 
advice and direction of FBIHQ,| Ipersonnel sought legal 
advice prior to the service of the NSL, and no records were 
obtained in response to the NSL. These mitigating factors should 
be considered when judging the performance of| personnel. 
However, the circumstances as a whole must be reported to the IOB 
since the service of the NSL in this case was not in compliance 
with ECPA and the NSIG. 

A 
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SECRET B 2 

To: 1 I From: Office of General Counsel b7E 
(U) 27 8-HQ-C122 97 36-VIO, 03/13/2007 

LEAD (S) : 
b2 

Set Lead 1: (Info) b 7 E 

AT 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed 
appropriate. 

cc: Ms. Thomas 
I I ^ 1 lUti L1 b 1'a l'y b7C 

^ F L : 

5 
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March 13, 2007 

BY COURIER 

DECLASSIFIED BY 65179 PHH/KSR/cb 
Mr. Stephen Friedman ON 01-15-2008 
Chai rman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D.C. 

Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
mpmorandiim p n t i t l pd "Intelligence Oversight Board Matter 
2007-1 | (U) 

The memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - 27 8-HQ-C122 97 36-VIO 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 



NSL VIO-36636 

•SECRET 

Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U. S. Department of Justice 
Room 2200 C 

1 - Ms. Margaret Skelly-Nolen 
Acting Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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DEC-LASSI-FIE&-BY--SS17-9--DHH/KSR/Gb 
0H....12-1.7-20Q7 

SECRET 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER -B2 
I \DIVISION b7E 

(U)X IOB MATTER 2007-|MM| (U) 

The I | Division I lof the 
Federal Biireaal of Investigation ("FBI") reported via electronic 
communication dated February 21, 2007, that a National Security 
Letter was served requesting records that were beyond the 
permissible scope of a National Security Letter. Specifically, 
the FBI sought to obtain educational records from a state 
university for an individual!"- | 

I Educational records are outsrde the scope ol records 
that may be obtained with a National Security Letter. The state 
university recognized this error and refused to produce any 
records in response to the National Security Letter. 
Accordingly, no records were obtained as a result of the service 
of this National Security Letter. The FBI rescinded the National 
Security Letter, and instead served a Federal Grand Jury subpoena 
for the educational records. The state university complied with 
the Federal Grand Jury subpoena and produced the educational 
records. 

""" ""••• - The FBI's service of a National Security Letter 
reguesting educational records was in violation of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, even though no records were 
obtained in response to the National Security Letter. Thus, the 
matter is being reported to the IOB. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

NRRPFT 
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NSL VIO-36639 
HEREIN IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 

( U ) 

<U) 

(U) 

(U) 
b4 
b7D 

S.; 12-17-2Q07 
CLASSIFIED BY 65L79 DMH/KSR/ 

SECRÊXT/NOFORN 
I: 12-17-2032 

Precedence: ROUTINE 

F E D E R A L B U R E A U O F INVEST IGAT ION 
b2 
b7E 

To : Inspection 
General Counsel 

Date: 03/23/2007 

b7C Attn : IIS 
Attn: NSLB 

From: 

Approved By: 

1 
Sguad 
/-«-.— a- !SA 

Drafted By: 

Case ID #: 

Title: 

u; 
s; 
s; 

]rje 
97Q-UD-01 ? ? Q7 ̂ f̂ -VTii 

b2 
b7E 
b6 
lo 7 C 

(Pending) 
Pending) 
Pending) 

Synopsi s : 
(IOB) matter. 

REPORT OF A POTENTIAL IOB MATTER; 

rt of potential Intelligence Oversight Board 

D€ 
De EyOn: 

Details: 
(IOB) erro 

To report a potential Intelligence Oversight Board 
violation on telephone records provided by 

Administrative: (U) WARNING: This report contains information 
that is Foreign Intelligence Surveillance Act (FISA)-derived. Per 
50 U.S.C. section 1806(B) of the Foreign Intelligence 
Surveillance Act, recipients are reminded that this information, 
or any information derived from it, may only be used in a 
criminal proceeding with the advance authorization of the 
Attorney General. This information may not be disseminated to a 
foreign government with out the authorization of the Attorney 
General. 

SECÄET/NOFORN 
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To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/23/2 007 

SECRET/NOFORN 

b7E 

(S) 
bl 
b2 
b7E 
b6 
b7C 
b7A 

bl 
b2 
b7E 
b6 
b7C 
b7A 

Thiscase was assigned to SA 
ice, Supervisor!"- I 

"SÄT 
conducted by 
(U) 

J Offi ice, 
and was assigned 

Supervisor 
The error which is described in detail was 

The error which is described in detail below was 
not believed to be an IOB error or violation until the case 
agent, read an email dated 03/22/2007 subject line "ECPA 
Certification" which reguested verification to the reporting 
reguirements for voluntary emergency disclosures under 18 USC 
2702(b)(8). Case agent brought this matter to his supervisor's 
attention on 03/22/2007 to inguire whether this matter pertained 
to the email described above. Per a conversation withl [Legal 
Unitl"" I on 03/23/2007 the below captioned matter was not 
deemed to be a voluntary emergency disclosures under 18 USC 
2702(b)(8), however| |legal unit advised that this matter may 
be a potential IOB. Based on the 03/23/2007 conversation with 
the| |Leqal Unit the case agent is responding to this matter in 
accordance with the requirement to report any potential IOB 

SECTET/NOFORN 

r' 
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To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/23/2 007 b7E 

SEi^T/NOFORN 
"" b2 

violations within 14 days of the discovery of the possible error 
or violation. 

b7E 
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sc^: SECAET/NOFORN 

To: 
Re: 

Inspection From: 
(U) 27 8-HQ-C122 97 36-VIO, 03/23/2 007 

b2 
hl E 

bl 
b4 
b7D 

(S) 
(U) 

revealed thai 
and is owned by 

(S) 
_arson a M 1 

-on - -t e 1 -ep h-o-n e- - -n u-mb e-r 
1 to doC 

]faxed a request to a 

t 
for L 

and advised that a National Security Letter(NSL)would follow. 
On or around 05/04/2005r I Office received the results of 
this On or around this same date I | Of f i ce 

( s ) i I L 

! c \ n T EC and NSL dated 05/03/2005| 
for the name, address, len of service, and 

local and long distance toll billing records of a person or 
, -j , entity to whom the following telephone numbers were — 
(S) i ; ; i ' 

approved by thef 

(S) 
believed that on or around 
to the liaison at I 

I ¡through thef 

] Legal Unit on oby05/2005. 
or was 

It is 
2005 this NSL was secure faxed 

] This NSL and EC were also delivered 
_ IT i pIH Offirp nnH thp rpgiiHq 

we r e""" r"é c e'i" ved"'""on""""08-/i0-/-2-0-0-5 

(Si (Ul V .Rased on hhe results 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 
b7A 

(S) 
(S) 
(S) 

thi.q ••ì.ornrrn̂ t i nn ^ n KC~ and NSL dated U 5 / U 5/,ZiJ-U-|- | 
for..th-e-fì-am'e","""address , lengrn or 

numb-e--r-s----we're""" registered, : . ; | 
I *]was approved" by t J 

n whnm thp fnl 1 nwi nrr i~ p 1 pnhnrip 
for 

legal urn on05/Ob '2005. 

SECÀI^/NOFORN 

bl 
b2 
b7E 
b4 
b7D 

b7D 
b7A 
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¡) 

SECRET/NOFORN b2 
b7E To: Inspection From: 

Re: (U) 27 8-HQ-C122 973 6-VIO, 03/23/2007 
(UK 

IH^OO nr̂ f Kol n owo that tho SUboCrlber 
informatiofi fdrT Iwere obtained prior 
to the NSL being served, however thrs rntormation is being 
provided as| jcannot be certain that the information was 
not obtained prior to the delivery of the NSL. This NSL and EC 

c •• • i i r ; : J | | through thej I F i e 1 d Office and 
thp rp .qn l 1~ .q were received on "OB"/"02"/"20"0"5i- * _ 

b7E 

^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ ^ O L A - L l — O VV ^ ^ _l_ ^ '•w '•w _L V '•w ̂  W l l KJ / \ J f • 

| | Both numbers are owned by| i " " i I i ai g on wi t h I I 
prQV-rd-e-d--f-Q-l-l-ow--up--l-n-f-o-rma-t-l-on""th'al 
are numbersT 

I n ^ n C-^^T-. T . rn -h K I I 

JEl | I 

SE^ÇT/NOFORN 

5 



NSL VIO-36644 

SEcj^T/NOFORN 
-I h 2 

To: Inspection From: I I b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/23/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

Read and clear. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Read and clear. 

SECRET/NOFORN 

6 



NSL VIO-36645 
All IWF ORMATI OH COHTÀISEB 
HEREIN IS TJWCLÂSSIFIE: 
ilHEPE • • • • SUO IH' • • 'OTHERWI SE 

; 12-17-2007 
REÄSOT': Ir4 tei 

U.S. Department JDECLASSTFT-OH: ì2-17-2032 

Federai Bureau of Investigation 

In Reply, Please Refer to 
File No. 

225095 

601 Fourth Street, N.W. 
Washington, DC 20535 

March 23, 2007 

b7C 

Dear 

On October 26. 2 
Letter from my office[ 

bl 

your office received a National Security 
J . Our National 

••Se-eur-ity...L.etter was dated October 17, 2006, and requested toll billing 
information on teTeplion-ef Ifor the peri od I "*lto 
present. Your office responded promptly and accurately with the 
reguested records. Thank you. 

However, upon reviewing the records you produced, we 
discovered that the enclosed records are not relevant to our 
investigation. Therefore, we are returning the only copy of these 
records (the originals you sent) to you for safekeeping. At this time, 
we have no investigative interest in the content of the enclosed records 
and have neither used them nor maintained a copy of them. 

""" - - -T-h.ank you, again, for your cooperation in this matter. Please 
contact SA| e"Tep-hon-e--|- ¡if you have any 
guestions. bl 

Sincerely yours, b7C 

b7C 
b2 

Supervisory Special Agent 

Enclosures: original records of subscriber and toll billing information 
covering the perio 

082jagOl.ltr ET 



INFORMATION 
IS UNCLASSIFIED EXCEPT 

(Rev. 01-31-2003) 

(U) 

(S) 

F E D E R A L B U R E A U O F INVEST IGAT ION 

NSL VIO-36646 
DATE: 12-17-2007 
CLASSIFIED BY 6S179 DMH/KSR/c 

I: 12-17-2B32 

Precedence: ROUTINE 

To: Inspection 

b7C 
b2 
b7E Attn: IIS 

Attn: NSL 
Attn: CDC 

Date: 03/23/2007 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) EC provides details regarding a potential IOB 
matter. 

<U) Dgrlve^Exgm 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 
RnnlncnrP^^- fTH TOT T.pftpr Hat PH M.rnh 23, 2007, addressed 

b7C 
b4 
b7D 

Details: On March 22, 2007, SA| |informed 
supervisor, ^SA I I of a nohenti a I TOR matter 
rel"at"ed"-t-Q--a--l - ] 

his 

£ E _L S OI 1 . 7 s a U.S. 

_area unaer rne A t t o r n e y general 
Guidelines Section Part II.B.l.d: "An individual, group, or 
organization is or may be engaging, or has or may have enga 
in activities constituting a threat to the national security 

bl 
b6 
b7C 
b2 
b7E 

( or 

3242.WPD SE2^BT 

b7E 



NSL VIO-36647 

SEÇ 
h 2 

To: Inspection From: | I b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/23/2 007 

(U) 

(Si 
(U) 

C 

mi 

(S) 
(U) 

(S) 

( U ) 

related preparatory or support activities) for or on behalf of a 
foreign power." 

""""'̂ Ŝ̂ T̂he facts giving rise to a potential IOB matter 
occurred on or about November 14, 2006, when the | 
Office received a response to a National Security Letter (NSL) 
from £ 
ivin_g__ rise to this response was dated OctoPer : 

reguested t.ol 1 bi l 1 i "h"c""""i" n"tb"rma't1''0'n''"O'n----f-e-l-eph-o-ne-
the period Jto present. 

3 
The NSL 
)06, and 

bl 
h 2 

b7E 
b4 
b7D 

Jfor 

C 
In response to the referenced NSL, 

fccurtitely and timely produced the rpQiip.qtpd 
The records showed that for the period of| 

renn rri.q . b4 
b7D 

]the cellular telephone at issue was utilized by a 
person other than the named subj ect of the investigation. 

I "Tproduced the totality of records (i.e., for the 
time frame reguested) in two formats. 

)rovided hard copy records of 
the subscriber information and toll billing information for the 
month of| j As mentioned above, though these records 
were responsive to the NSL they were not relevant to the 
investigation. SA| |recognized this and seguestered those 
records on Sguad CI-9. Those records were not utilized in any 
investigative activity nor were they referred to after their 
receiptjjxJioyember of 2006. None of the records germane to 
"s"ilbj--ee-t <vas included in these hard copy documents. 

X I ig supscr 
^provided a compact disc (CD) 

[ 

containing subscriber information and toll billing information 
for the remainder of the time frame reguested. These electronic 
records pertained_ to the named subject of the investigation, 

That CD was placed in the appropriate 
and has been utilized for 

None of the records 
investigativerlie 
intelligence/investigative purposes. 
contained on this CD pertained to the previous subscriber of the 
telephone number at issue. 

the after I onNo 
SA 

On March 23, 2007, SAI 
f ADC | 

|was advised to draft 
signed by SSA| ItoP |explarnrng 
the above information and returning the original and sole copy of 
the I I records which were not germane to the 
in vet! Li y 'à llUh llhd<er which they were collected. SA j | 

1 brought this matter to 
] a n d CDC | 
a letter fromj 

] 
drafted 

SL^ET 

bl 
b4 
b7D 
b6 
b7C 

bl 
b6 
b7C 
b4 
b7D 

b4 
b7D 
b6 
b7C 
b2 
b7E 



NSL VIO-36648 

To: 
Re: 

Inspection From: 
9 7 Î (U) 27 8-HQ-C122 97 36-VIO, 03/23/200' 

h 2 

•b7E 

this letter on March 23, 2007, and it was sent via 
|tof ^ on or about March 27, 
. let' oi that 

2uu / . copy 
iterisenclosed herewith for NSLB's review. 



NSL VIO-36649 

h 2 

b7E To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/23/2 007 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel, NSLB, is requested to review this 
matter and provide guidance as to the disposition of the matter. 



NSL VIO-36650 
khi IHFORKàTIOH COHTAISEP 

DATE; 12-17-200? 
^ oi 31 2003) ™ E SHOM...OIHERII.SE classified by 65173 dmh/ksr/cb (Kev. U1-J1-2UU3) I REASON: 1.4 (e) 

SÊ^ET 

FEDERAL BUREAU OF INVESTIGATION 

DECLASSIFY 01: 12-17-2032 

Precedence : ROUTINE h 2 

b7E Date: 03/19/2007 

To: INSD b6 Attn: IIS, Room 1 1861 
OGC b7C Attn: NSLB, Room 7 975 
Counter' Intelligence Attn: CD-3D 

From 

SA 

3) 

i) 

Approved By: 

Drafted By: 

Case ID #: 
( u r x 

b7E 

b7C 
Pending) 

-VIO (Pending) 
Pending) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

S y n o p s i s T o report a potential IOB violation. 

in) X 
Details: 

:s: 

bl 
b2 
b7E 
b6 
b7C 

nnriwrl ' 

was n'ot 

Non-USPER 

Possible IOB Error: 

Over collection. Received full credi 
eguested. 

t report even though it 



NSL VIO-36651 

S) 
SEG^I 

To.;. 
Re:" 

INSD From: 
X 03/19/2007 

bl 
h 2 

b7E 

4. Description of IOB error: 

i 
full credit report was returned on 06/13/2005 from 
redit reporting agency. The credit return information has 

not been previously reported. 

FACTS/NATURE OF REQUEST: 

: 04/28/2005, SAI 
approved "a""MS-L-̂  

Hr^ftpH ^nH CCfll" 
to I Icredil 

reporting agency reguestrng that: 

Under the authority of Executive Order 12333, dated December 
4 , 1 9 8 1 , and pursuant to Title 15 , United States Code (U.S.C.), 
Section 1681u(a) and (b) of the Fair Credit Reporting Act (as amended 
on October 26, 2001), you are hereby directed to provide the Federal 
Bureau of Investigation (FBI) with: (1) the names and addresses of all 
financial instituions (as defined in Title 12, U.S.C., Section 3401) 
at which the below-named consumer maintains or has maintained an 
account, and (2) consumer identifying information limited to name, 
address, former addresses, places of employment, or former places of 
employment at which the below-named consumer maintains or has 
maintained an account: 

(S) 
bl 
b6 
b7C 

--]f|J(jTS/NATURE OF VIOLATION INCLUDE WHEN AND HOW NOTIFIED: 

On 06/13/2005. the NST, lead wa a covered by the | | 
I in which attached was a fu] Division'] 

credit report listine 
ins tit ut i on s.... .a t... wh i -c-f 
consumer identifying 

and 
•L—tne names ana addresses of all financial 

maintains or has maintained an account, 
VLhloI'mation limited to name, address, former 

addresses, and place of employment. Additional information retrieved 
included a partial social security number, date of birth, and partial 
telephone number. In addition to the name of financial institutions, 
the account number was provided as well as the payment history. No 
credit score was provided. Writer did not reguest any further 
financial records with RFPA NSLs, based on any of the information 
provided byj 

2 

bl 
b4 
b7D 
b2 
b7E 
b6 
b7C 



NSL VIO-36652 

(Si : Re: 
From: 

S E c ) ^ 

03/19/2007 

bl 
b2 
b7E 

Based upon the recent FCRA NSL inspection on 03/15/2007, 
writer learned that receiving a full credit report is a potential IOB 
violation. Writer further discovered that a review of above-mentioned 
FCRA NSL showed that a full credit report was not reguested but 
obtained, which must be reported. As a result, the documents in 
guestion has been seguestered from the case file and is being provided 
directly to the| ^^Legal Unit. 

3 



NSL VIO-36653 

-To : INSDi From- f • 
03/1., _ . . 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For CD-3D, Read and clear. 

X 



NSL VIO-36654 

ALL IWFORHATIOH CONTAINED D^Xg. 12-17-2007 
(Rev. 01-31-2003) J.3...MCMS.Sirai>...IXCEPT 

WHERE SHO ¥H OTHERWISE 
S E ^ E T BECLÀS-S-IFY-08: 12-17-2.03.2 

F E D E R A L B U R E A U O F INVEST IGAT ION 

Precedence: ROUTINE Date: 03/23/2007 

To: Inspection 
General Counsel 
Counterintelligence 

From: 

UôftCââC ! S7T 

Approved By: 

Internal Investigations Section 
National Security Law Branch 
CD-2D, Room 5437, 
SSA I 

(U) 

(U) 

(U) 

Drafted By: 

Case ID #: 

S: 082ds2.wpd 

278-^-01229736 - VIO (Pending) 
Pending) 
Pending) 

'S>, 9 7 Q q iSq 7 ° (Pending) 

Title: Rr.PORT.q POTF.MTT AT, TOR MATTER 
OO: 

Synopsis : i^xT 
(IOB) matter. 

L 

b l 
b2 
b7E 

)rts potential Intelligence Oversight Board x 
US PER 

Petal Is: The following information relates to the activities 

(U) 

bl 
b2 
b7E 
b6 
b7C 

The NSL and Attachment, identifying the types of information 
considered toll billing records according to Title 18 U.S.C. 2709, 
directecj |to provide the FBI with the name, address, length of b7D 
service and local and long distance toll billing records associated 

SECRET 



NSL VIO-36655 

) 

lì 

SECRET 

"To.; Inspection From: 
Re:\j><^278-HQ-C1229736 - VIO (Pending), 03/23/2007 

b7E 

with:" 
telephone numb 
starting with 

b eri & 
wr reless 

for the last three billing cycles 

b l 
b2 
b6 
b7C 

X 1emai 

(S)[ 
identified tpa 
. ,I.n --a-d di t-i on y T T n n TT1 "n 

21/2007,1 brovided the results of the NSL 
iled an electronic version of the results to SA 
1 A subsequent review of the results 

was the wireless telephone's "User", 
employer and atuJ-deöüüeiLjiyiesumed 

'e....xa.eriti-fied----a-s----t-h 
A credit address, rr ng uuuiLoo date of 

- c-n,tact 

) . O L l U i i l l U i l l Li i L L L 1 . 

matter. 
is reporting this as a potential IOB 

b7E 
b6 
b7C 
b4 
b7D 

••n-umb-ex"""wer"e"""p"rovl"ded""f or 
These aHHitinnal rPrnrHg -fru -
were... p. r o-v- i d-ed""';: I I w i t h o ire 

(U) 03/23/2007, Case Agent seguestered one hard copy 
...and the original electronic; corr7- icommct di^fi of thn ,NSL results, 
with" the| |"Cf)C--j 

bl 
h 2 

b7E 

h 2 

b7E 

Set Lead 1 : (Action) 



NSL VIO-36656 

T'o.: Tnsnection From: 
R e : \ \ / 27 8-HQ-C122 97 

S > £ ET b7E 

2b - ViO (Pending), 03/23/2007 

INSPECTION 

(U) AT WASHINGTON, DC 

XReports potential IOB matter for IIS 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

^UJ AT WASHINGTON, DC 

iorts potential IOB matter for NSLB 
review. 

Set Lead 3 : (Action) 

COUNTERINTELLIGENCE 
(U ) AT WASHINGTON, DC b'l 

s-.^Advises ___CD-2D of the potential t o r m^rror-
and requests that CD-2D advi se OGC/01PR""'tha"t""The "pënctin-gl b7C 

contains redacted NSL data relating ro 
l11e diuieiiieiiLiuiieu po leiiLidi IOB matter. 

SEGRET 



FD-962 (Rev. 03-21-2005) 

ALL IWFOFJIATTOKf COITABiEP 
HEREIN IS UNCLASSIFIED EXCEPT 
¥HERE SHQ ¥M.. QTHERMISE 

FEDERAL BUREAU OF INVESTIGATION 

NSL VIO-36657 
DATE: 12-17-2007 
CLASSIFIED BY 65179 DHH/KS 
REASQI'I: 1.4 (e). 
de classify.... oh; 12 1̂7^2.03.2. 

(U) 

( U ) 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/14/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

LUilLcLUL! 

Approved By: 

Drafted By: 

Case ID #: 

SA 

sk 

27 8 - H Q - C 1 2 2 97 36-VIO 

Title: (U) SA 
SSA ft I N T E L L I G E N C E OVERSIGHT BOARD (IOB) ERROR 

Synopsisr^fB^ TO report possible IOB error. 

X issify 

Details: 

bl 
b2 
b7E 
b6 
b7C 
b7A 



NSL VIO-36658 

SEGKRET 

From: 
27 8-HQ-C122 9736-VIO, 03/14/2007 

b7E 

This matter is being reported now as a result of the EC 
request fi*bm headquarters dated 03/0.5/2007 . At the time the 
i N f n RM̂ I t i on wa S rpr .pi VPH r SA I Iwas unaware that the information 
received bvl I may have been over-broad in scope. I I 
provided a^¿^JJJ^ file in response to the limited FBI request for a 
..li-S-tin-g-crf-
1681u(a). r i l e c 
Counsel's office in the 

financial institutions in accordance with 15 USC 
edit file has been sequestered in the Chief Division 

Division. 

07 3sk01.07 SECKÊT 
2 



NSL VIO-36659 

2fc SECAET B2 
~~ b7E -Tp : Inspection From: 

- 27 8-HQ-C122 97 3 6-VIO, 03/14/2007 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

07 3sk01.07 
3 



ALL INFORMATION CONTAINED ^SL V10"36660 DA if» • i<S~I f—û UU / HEREIN IS UNCLASSIFIED EXCEPT _T,._______ _„ _tr. r, m , CLARIFIED Bï ö5179 MÜH/KbR/ 
FD-962 (Rev. 03-21-2005) ' ~ " ~ REASON.: 1..4 (c.j. 

m£.là33.IM..Mi;. 12.-13-
SEjÄET 

F E D E R A L B U R E A U D F INVEST IGAT ION 

Precedence: ROUTINE Date: 03/22/2007 

To : Inspection 
npnpral Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 
Attn: CDC/Leqal Unit 

(U) 

<U) 

(U) 

( U J 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Sy nop sis : 

(U) j X ^ 

( U ) 

ort of a potential IOB matter. 
Drriwrl fj vitti • FPti sCG-3 Jrimiiry 1 n n7 
Ek-U.ao.blfy On. 03/22/2032 

b2 
b7E 

b7A 

X 

No Foreign Intelligence Surveillance Act (FISA) reguest 
has been submitted to Office of Intelligence Policy and 
Review, Department of Justice (OIPR). 

5. Possible IOB Error: 

Description of IOB Error (including any reporting 
delays): 

SEÇ^ET 



(U) ••-.... 

(U) 

(S) 

(S) 

(S) 

SECRET 

NSL VIO-36661 

b2 
b7E 

--..To : 
Re: 

Inspection From: 
27 8-HQ-C122 97 36-VIO, 03/22/2 007 

Captioned investigation was initiated on 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

A 
Nati glials Security Letter was approved by the 

---fo-rw-a-rd̂ d:-t.o...t.he.J J Division to be servec^S 
1 invi qi nn and 

fnr tnl 1 rpnnrd.q rp lated to tei" e p fio n e '"" numb e I 
Ifor the period of inception unti 1 present date. On 

Uj/ 22/ 200 / , ~ 
d̂ated""D3y"12-/-2i0-~ 

received from the Division an EC 
Upon land NSL results from 

immediate review dl I FIT* NSL results, SA[ 
according to the subin m^lnnin ininnf^1ni the subscriber of the listed 
t e I epfio nè " ' numb'e'r '''wa's 

drscovered that 
of the listi 
until present. 

(U) On 03/22/2007. Sftf 
land AGCL 

Lontacted SSAI 
lof the I Division's Legal 

Unit and advised ot wnat nad been returned to her from c ] 

h 2 

b7E 

(U) The over collected information has been sequestered in the 
Division1s CDC 1 s office pending additional guidance from 

NSLB/OGC at the resolution of the potential IOB issue. 

b7E 

SEC^&T 
2 



NSL VIO-36662 

SE(^ET 
h2 

..To: Inspection From: I I .b7E 
Re>--..^i^27 8-HQ-C122 97 36-VIOf 03/22/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET 
3 



ALL INFO FIXATION CONTAINED 
l'I IS UNCLASSIFIED EXCEPT 

NSL VIO-36663 DATE; 12- - 2 0 0 7 

BY 6 5 1 7 9 DHH/KSR/cb 
(Rev. 01-31-2003) 

S^^ET 

F E D E R A L B U R E A U O F INVEST IGAT ION 

..12-17-2032 

(S) 

(U) 

(S) 

Precedence: ROUTINE Date: 03/28/2007 

To: Inspection 
General Counsel 
Counterintelligence 

Attn 
Attn 
Attn 

IIS 
NSLB 
SSA I 
CD-37T 

From: 

uonLact: SA 

Approved By: 

Drafted By: : awe 

Case ID #: nn ?7Q-un-oi ??Q7^-vm (Pending) 

(Closed) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: (U) 
(IOB) matter. 

)rt potential Intelligence Oversight Board 

x 
bl 
b2 
b7E 

ssify On: 0 

1 

n^ha ils: (S 
I I 

that could potentially be an intelligence oversight Board (IOB) 
matter. This communication will set forth the circumstance in 
which this matter occurred and the remedial action taken by squad 
I I The case agent for this inyestigation was SAf 

[and the supervisor ofl I 

bl 
b2 
b7E 
b6 
b7C 

was SSA 

SECRET 



NSL V10-36664 

SB^ET 
b7E 

(U) 

(U) 

(S) 

an FBI audit of National Security Letters 
conducted "In Î Tsrch, 2007, it was noted by FBI inspection staff 
that this case may contain two potential IOB violations. The 
first potential violation cited was that the investigation was 
reopened without a 10 day notification letterhead memorandum to 
FBIHQ reporting this fact. The second potential violation cited 
was the fact that there was no annual summary letterhead 
memorandum of the investigation sent to FBIHQ during to course of 
the investigation. 

^ f Concerning the first issue, it was believed at the 
time that 'auevto the brief period of time in which the case was 
considered closed, this did not constitute sufficient cause to 
readdress the investigation with FBIHQ. 

f̂SSl Concerning the second issue,, m inmiil letterhead 
memorandum wa s d r a f ted ...on | 
investigation. There was no annual letterhfc?dd JUyiUUIdlld 
thereafter. 

f the 
nm 

SECRET 

2 



NSL VIO-36665 a l l information CONTAINED 
HE FIE IN IS UNCLASSIFIED EXCEPT DATE; 12-17-2007 

(Rev 01-31-2003) ™fli...OTHER1ISE CLASSIFIED...BY...6.5179...DMH/KSR/ch 
w — " sey!(ret declas si|y on: 1.2.-17-

FEDERAL BUREAU OF INVESTIGATION 

h 2 
Precedence : ROUTINE hl E Date: C )3/2 9/2 007 

b6 
To: General Counsel b7C Attn: NSLB, Room 7 '975 

INSD Attn: IIS, Room 1 .1861 
Counter' Intelligence Attn: CD-3B, Room 4095 

From: 

Contact: SA 

Approved By: 

bl 

(U) Drafted By: 
Case ID #: 
( S ) 

: gwp 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 
(Pending) 
Pending) 

b7E 
b6 
b7C 

(U) 
Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: T o r eP o rt a potential IOB violation. 

( U ) - X 
D e r w e d _ E £ o r n _ j ^ 

(U) 

(U) 

3. Possible IOB Error: Over collection of Fair 
Credit Reporting Act (ECFA, 15 U.S.C.§§§§1681u(a) and (b)) 
records. 

4. Description of IOB error (including any 
reporting aelays). 

—LS1- , 1 

(S) 2. Non-USPER 

h 2 

hl E 

SEKRET 



NSL VIO-36666 

(S) 

SEILET 

(U) 

<IÏ) 

To: General Counsel From: x h 2 
hl E 

27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

On 3/29/2007, writer conducted a review of case files 
for Ft!RÂ  NSLs and found two in which the original returns were 
full credit reports. In 11/2004, then Ca.gp flriPnt sa I f 
prepared cover ECs enclosing FCRA NSLs for| 

1 that were approved bv A/SSA | 
IPM | |and signed by then Special Agent rn 

u n a r g e ^ ^ || 2 J upip-ad-ld^ 
credit repo 

CDC l r 
le above cover ECs and NSLs 

Ido not request fui; 
credit reporrs, our rnsteaa requesr rne rorlowing limited 
information as authorized under the Patriot Act: 

(1) Personal Identifying Information limited to the following 
items : 

bl 
b6 
hlC 
b4 
b7D 

bl 
b6 
b7C 

ajĵ ei 

b. Any current or former addresses 

c. Any current or former places of employment 

(2) Identity of Financial Institutions-names and addresses of 
all financial institutions (as defined by Title 12, USC Section 
3401), at which the below named consumer maintains or has 
maintained an account: 

(S) 

(U) 
bl 

(S) 
( S ) senJ~- fo^7 F 

enclos edTn-

recei Ìencl 005, 

ot-1 rr-i n a l r-̂ j-n m g f o r the above FCRA NSLs 
I contain full credit reports that 

]and| | In 12/2004,| | 

I J In 0T72 
I 1̂1 I "" rur±--e-reel-i-t —r-epoxt....issued by 

closing a tuTT credit report issued by 
| |received Serial| |enclosing a 

of the dates of the FCRA NSL""r"eguest'S--jn--| 
f 2 1 --c-o-nr-esp-ond-4-ne--ce-ve-r--ECs--i-n-i- |and responses 

b7E 

the 

(S) 
received-.-i-n-i 

S&^ET 

2 



NSL VIO-36667 

SE C^E1] 

(U) 

(S) 

.To: 
Rè":--

General Counsel From: 
h 2 

h7E 
) 27 8-HQ-C122 97 36-VIO, 03/2 9/2 007 

iU) 

(S) 

Date 
11/08/2004 

'01/2 004 

11/01/2004 

12/08/2004 

01/12/2005 

Document Type 
FCRA NSL to 

[ 
EC seeking NSL 
approval 
FCRA NST, to 

EC seeking NSL 
approval 
EC returning 
results of 
Serial 
full credit 

EC returning 
results of 
Serialj 
full crean 

Writer is current Case Agent for captioned 
lunder the supervision oT~ 

original returns from the above NSLs that 
show the full credit report have been removed from the case files 
and sequestered. 
thel 

> C SA subseguently issued RFPA NSLs to 
J^Ll! using information that the FBI is 

authorized toreceive from the credit reporting agencies 
re.garding___the identity and addresses oi 
institutions. Re g a rdTng""" caption'ed-eas 
investigative activity was conducted b 
any information that the FBI was not a 
full credit reports provided by 

S Is LemmiÍ 

bl 
b4 
b7D 

bl 
b2 
b7E 
be 
b7C 

The seguestered documents have been provided to 
Chief Division Counsel in the Leqal Unit. 

no 
g from 

norizeci to receive in the 
and/or | ~| 

bl 
b2 

b7E 
b4 
b7D 
b6 
b7C 



NSL VIO-36668 

(U) 

Toc 
Re: 

ral Counsel From 
27 8-HQ-C122 97 36-V 

SECRET 
b7E 

U3/ 29/ 2U 1)7 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT CD-4B 

(U) Read and clear. 

• • 



FD-962 (Rev. 03-21-2005) 

a l l information contained ^SL VIO"36669 
hereim is unclassified except 
where shoot otherwise 

SECRET 
FEDERAL BUREAU OF INVESTIGATION 

; 12-17-2007 
CLASSIFIED BY 65179 DMH/KSR/cb 
REÄSÖH: Il4 fc'j" 
BECIASSIW'OS: I2-I7-2Ü3'2' 

iU) 

(U) 

(U) 

(U) 

(U) 

(U) 

(S) 
(S) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 03/14/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : SA 

Approved By: b2 
b7E 
b6 
b7C Drafted By: I ho (073^ goOl. 07 ) b7C 

Case ID #: 278-HQ-C1229736-VIO 

Title: (U) Report of Potential IOB Matter 

Possible IOB error. Synopsis is : 

Details : 

(S) 

b l 
b2 
b7E 
b6 
b7C 

Lassify 

(S) 
W 
bl ' 
b2 
b7E 

\ 

2. 

3. 

(s: 

a U.S. Person. 

)ssible IOB Error: Title 15, United States Code (U.S.C.), 
Section 1681u(a)(the Fair Credit 

X 4-

)rting Act, as amended) 

Description of IOB Error (including any reporting delays) 

As a result of a Na t i cna 1 Seen r 
"7 

A s a r e s u l t o f a N a 

Jiated 01/15/2007, SAJ" 
which a p p e a r s t o b e d 

ty Letter (NSL) sent to 
received a full credit 

eyona Liie scipe of Title 15, United 
orting Act, 

bl 
b6 
b7C 
b4 
b7D 
b2 
b7E 

r e p o r t 

States Code (U.S.C.), Section 1681u(a)(the Fair Credit 
as amended), which authorizes the FBI to obtain the identity of all 
financial institutions at which the consumer maintains or has 

I t"o" j • a -s- -p-a-r t - -o -f • mai nt a i npH ari a nnr-ii mt A er QP rV1 

"re ür ui't m'en t " " " ir h *r g et-of 
' T ^ P ^ a r^crcHHl 

SECRET 



NSL VIO-36670 

(U)-

(S) 

( U ) 

<U) 

SE^jS1] b7E 
_nsj?)ection From: I 

27 8-HQ-C122 97 3 6-VIO, 03/14/2007 

con Larneuni m e luii 
investigation. 

However, none of rho nnanthAH ?oH information 
credit report sent fcr Iwas used in the 

b l 

b7D 

The following actions were taken bv SA I Ito rectify the 
unauthorized information received from] | a copy of the original 
credit report document fromr |was made and using that copy, all 
unauthorized information was redacted using a black ink; then a copy 
of the redacted document was made, which copy was then submitted to 
the case file; lastly the original credit report document was sealed 
in an envelope and submitted with this electronic communication to CDC 
_n Legal Unit to be seguestered. 

e EC 
e on Use 

This matter is being reported now as a result of th 
requ^st^rom Headguarters dated 03/05/2007, entitled: Guidanc 
of Fair Credit Reporting Act NSLs in Counterintelligence 
Investigations; Review of Fair Credit Reporting Act NSLs Issued in CY 
2006 in Counterintelligence 
information was received, SA 
received by may have 

stigations. At the time the 
was unaware that the informat' 

been beyond the scope. 
on 

b6 
b7C 
b4 
b7D 



NSL VIO-36671 

.To: Inspection From: 
R 2 7 8-HQ-C122 97 

•b7E 
007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 



a l l ie 
here in IS UNCLASSIFIED EXCEPT 

NSL VIO-36672 

(Rev. 01-31-2003) 

12-17-2007 
CLASSIFIED BY 65179 BMH/KSR/t 
BEASOM; 
dec las si. .fy... oh : 12-17-2 03 2 

SE^R^T//ORCON,NOFORN//XI 

FEDERAL BUREAU OF INVESTIGATION 

h 2 

Precedence: ROUTINE b7E 
b6 

To: Counter: intelligence b7C Attn: 
General Counsel Attn: 
Inspect' Lon Attn: 

Date: 03/28/2007 

CD-3A, SSA 
NSLB 
Internal Investigative Section 

From: 

Contact : SA 

Approved By: 

jyj Drafted By: £ 

( U ) 

<U) 

( U ) -

: bms 

Case ID #: un r i ^ n ^ f v^o (Pending) 
(S! 

Title: 

Pending) 

b7E 
b6 
b7C 

REPORT OF A POTENTIAL IOB MATTER 

""Synopsis-:-- To report a potential IOB matter involving a 
failure to submit the annual LHM within 90 days of the date that 
it was due. 

20m : G^: 
fy on: 

noj-̂ H io- i nnrinrj the NSL audit of the case file of 

H nn d f o i 1 f (pending), a potential IOB violation wa s uro 1~ ̂  oil Km -ir tho -annii-a 1 T UM T. H f- H i I I 

tor h.i.SL ̂p Q 
was SSA =í 

Jase aqenr 
andSupervisory Special Agent 

During the NSL inspection audit of| files from 
719-23/21)07 ̂  a review of captioned investigation revealed that 

the Annual LHM due on 09/15/2006 was never submitted. On 
3/28/2007, Squadl Iwas notified of the violation by the Legal 

b'l 
b2 
b7E 
b6 

SE«^ET//ORCON,NOFORN//Xl b2 
b6 
b7C 



NSL VIO-36673 

SEG8$ET//ORCON,NOFORN//XI 

To: Countarintel1i asncs From: 
Re: (Si 2 8 /zUTJ 

Unit, and reported on same date in this EC. I 
--ne>t-edl-lli.aI...upo.n..review of the file on 3/2a 
revealed that there was one""(!") rep'ort—on-J-
12/08/200^ Thi r r i r~i-~t 1 - r-rprt is the o n l y l i i l i a d 
-ca-s-e--f-i-le- --
immediatery" 

| should^ 

¿area 
ion noted in 

was 

_n concurrence w 
An annual LHM will be drafted 
ith guidelines set by FBIHQ. 

SECJ&^// ORCON, NOFORN//XI 

2 



ALL IHFOFlI'IATIOI'I COHTAIBED 
HEREIN IS UNCLASSIFIED EXCEPT 

NSL VIO-36674 

FD-962 (Rev. 03-21-2005) 

SEPTET 
FEDERAL BUREAU OK INVESTIGATION 

12-17-2007 
CLASSIFIED BY 65179 DHH/KSR/cb 
reasow: e '^ ' lc j 
declas s i fy om: 12-17-2032 

¡II) 

(U) 

( U ) 

(U) 

(U) 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Attn: 
Attn: 

Date: 03/16/2007 

IIS, Room 11861 
NSLB, Room 7975 

From: 

uuu l LdLl L . SA 

Approved By: 
b7C 

: yj o (075yjo01.07) Drafted By: 

Case ID #: 2 7 8 - HQ-C12 2 97 3 6-VIO 

Title: (U) Report of Potential IOB Matter 

Synopsis : : •; error. 

(U) 

Details : 

(S) 1 

b l 
b6 
b7C 
b2 
b7E 

S) 2. 

3. X 
a U.S. Jerson. 

Possible IOB Error: Title 15, United States Code (U.S.C.), 
Section 1681u(a)(the Fair Credit Reporting Act, as amended) 

b7E 

:s: 

4. Description of IOB Error (including any reporting delays). 

:X; This matter is being reported now as a result of the EC 
request from Headguarters dated 03/05/2007, entitled: Guidance on Use 
of Fair Credit Reporting Act NSLs in Counterintelligence 

in CY Investigations; Review of Fair Credit Reporting Act NSLs Issi 
2006 in Counterintelligence Investigations. At the time, SA | [was 
unaware that the credit report items she reported, which were obtained 
from 
scop 

in an EC dated 09/26/2006 may have been beyond the b6 
b7C 
b4 
b7D 



(U) Inspection From: 

NSL VIO-36675 

h 2 

e t -b7e 

bl 
b6 
b7C 

27 8-HQ-C122 97 36-VIO, 03/16/2 007 

(S) 

(U) 

(S) 

(U) 

received a credit report from| 
~ redact some of the credit r? rz 

However, I attempt 
nrormation con21dUIUd LU be 

unauthorized was done unsuccessfully because the redacted information 
remained transparent to the reader. Unfortunately, S A l h a s unaware 
that the transparent information may have been beyond ih^ scope, and 

H thn fniinninn r^r^nt report items in an EC datpd 09/26/2006 
which was approved by SSAl Idate 

openeu—anu iiign—uieui l—amounts of financial institutions. As a result 
of the reporting, the EC was beyond the scope of Title 15, United 
States Code (U.S.C.), Section 1681u(a)(the Fair Credit Reporting Act, 
as amended), which authorizes the FBI to obtain the identity of all 
financial institutions at which the consumer maintains or has 
maintained an account. However, none of these reported credit re 
information was ever used in the investigation. 

o rectify the 
which contained redacted 

(U) 

The following actions were taken by SA| | 
credit report received froml"" 1 , 1 

information that was transparent to the reader: a copy of the original 
credit report document received froml"" Iwas made, which copy no 
longer having the transparent credit report information was then 
submitted to the case file in a 1A envelope; the original credit 
report document was sealed in an envelope and sent to CDC| |hegal 
Unit to be seguestered. 

The following actions were taken by SAl Ito rectify the 
reporting of the unauthorized credit report items in the above EC 
dated 09/26/2006, which has been uploaded in the ACS: the original EC 
was pulled from the case file and sealed in the same envelope 
containing the original credit report received f r o m l I t o be 

b7C 

b7D 

"se"gue"s-te-r-ed-;-----t-he----uplo.ad.ed...EC was then permanently charged out from the 
ns/( 

vas then submitted to the 
AC S n n 

EC that 

2 007 ; and a Permanent Charge'"-Out""si"ip--f-oT 
file replaciiT case 

was removed for sequestering. 
g Lire Original 

Please note that this EC dated 03/16/2007 has since been re-
drafted îor clarification and to indicate that the EC dated 09/26/2006 
has been permanently charged out from the ACS on 05/03/2007. 

SECRET 



NSL VIO-36676 

"T-o : 
Re':" 

Inspection From: 
27 8-HQ-C122 97 36-VIO, 03/16/2 007 b7E 

SECRET 



NSL VIO-36677 

¿ET 
h 2 

To"-:. Jnsnection From: 

3I^ET 

Re: 27 8-HQ-C122 97 36-VIO, 03/16/2 007 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE/RE. 
4 



NSL VIO-36678 
ALL IIFORHÄTIOI CONTAINED 
HEFEIN IS UNCLASSIFIED EXCEPT DATE; 12-17-2007 

FD-962 (Rev. 03-21-2005) «HERE....SHBSni...ÜTHERÖI.SE . C.LAS.SI.FIED....BY....65I7S....Dffl/KSR/ 
v J ^ BEÄS.OH.: 1..4 (e.}. 

SEĈ feï1 DECLAS.SIIT...PIÏ; IZ~17~2B.32. 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/14/2007 

(U) 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

(U) 

u ont: act: : 

Approved By: 

SA 
b7C 

Drafted By: 

Case ID #: 

Title: (U) SA 
SS 

: sk 

27 8-HQ-C122 97 36-VIO 

it 
1 

b7C 

jyj ... INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis'r--j]><3̂  To report possible IOB error. 

j j j V / Deeiized From l 

Details 

(S) 1. 

:s) 2. 

iU) 

a U.S. srson. 

3. Possible IOB Error: 

bl 
b2 
b7E 

a: i;S:' X • 
delays). 

(U) 

Description oi IOB Error (including any reporting 

(S) 
sent to A' 

As a result of a National Security Letter (NSL) 
dated 10/26/2006, writer received what appears to 

-----be....informatron beyond the scope of Title 15, United States Code 
( U . S . C e cti-on--l-6-8.1u..( a ) (the Fair Credit Reporting Act, as 

bl 
b2 
b7E 
b6 
b7C 

bl 
b4 
b7D 
b6 
b7C 
h 2 

b7E 

07 3sk01.07 SECRET 



NSL VIO-36679 

(U) 

(U) 

(S) 

To: 
-Re-:-. 

Inspection From: Q 
b2 
b7E 

27 8-HQ-C122 9736-VIO, 03/14/2007 
'DPRK). None of the unauthorized information received from 

was utilized in this investiqation. 

the EC re 
This matter is beinq reported now as 
from Headquarters^ialsd 03/05/2007. 

the information was received, 
information received by| 
scope. | ' 
FBI request...ror. 

S 

Jprovided a 

a resuJ 
At the 

of 
Lme 

'..a.-1-i-st-i-nq 
"accordance with 15 USC 16oiu i ai . 
sequestered in the Chief Division 

Division. 
I I ' 

J w a s unaware that the 
may have been over-broad in 

r-T-̂ nt f- filp in response to the limited 
•o-fl- financial institutions in 
1 J [ a j . llie credit file has beer 

Counsel's office in the 

b4 
b7D 

hi 
b4 
b7D 
he 
hlC 

h 2 
b7E 

07 3sk01.07 SE 



SECRET 
(U)-

TO-; Inspection From: 

NSL VIO-36680 

#1082885 

3b-ViO,03/14; 2007 
b2 

b7E 27 8-HQ-C122 97 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

07 3sk0i.07 S EUE ET 


