
FD-962 (Rev. 03-21-2005) 

âïrs^pT 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/12/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
/ C!oi inj" pnüli ntpl 1 i gpnnp/Ni aaara Rai 1 .g 

Contact : SA| 

Approved By: 

Drafted By: £ 
o 

b7C 
( U ) Case ID #: 27 8-HQ-C122 97 36-VIO 

Title: (U) SA 
S STI 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: To report possible IOB error. 

(U) X 
Details : 

(S) 1. 

(S) 2. 

( U ) X 3 ' 

(ÏÏ) 

( U ) X 

bl 
b2 

7C 

Possible IOB Error: 

The Attorney General's Guidelines Provision: Improper NSL 
Collection. 

Description of IOB Error (including any reporting delays). 

(S) In a National Security Letter (NSL) dated 08/^/^006 
and uploaded as serial 90 of the file identified in line #1,| 
reguested that 

ta7E 
ta 4 
ta7D 
ta 6 
ta7C 
tal 

I ' dp to thp ERT thp rî mp.q 
and a d d r P s s P s of all financial institutions at which sub") ect| | 

|maintained an account. This information was sought under the 
authority of Executive Order 12333, dated December 4, 1981, and 

-14-2007 
.79 

•••1-Ï-4 (•€)• 
...12-14-2032 

^ Ä ^ E T HEP! IM....IS... M C LAS SI FIE»... EXCE PT 
WHERE SHOOT OTHERWISE 

NSL VIO-35926 



To: Inspection From: 
(U) -R-e-: 27 8-HQ-C122 97 36-VIO, 03/12/2 007 

pursuant to Title 15, United States Code (USC), Section 1681u(a) (the 
Fair Credit Reporting Act (FCRA), as amended). 

( U ) ) X ( On 09/28/2006,1 I Investigative Support 
"li n 1 i rt~ fT01^!"" Iserved the aforementioned NSL on 

^ i ^Ja representative of the Legal Department at 

bl 

. . (S) In a response on 1 0/03/2006.1 I provided ISS 
I I a full credit history of subj ect| |rather than the 
list of financial institutions originally requested in the NSL of 
08/25/2006. 

(U) "J^l credit history that was erroneously provided 
byj ^ |was attached ^ pipptmnip communication (EC) dated 
10/ 04/2006 and uploaded by| | serial 100. 

^ M On 1 0/27/2006. after review bvl I Case Agent 
I IPrimarv Relief Supervisor! 

I l i 1 1 - _ l _ l i _ _l_l _l ¡initialed serial 100 for insertion into the file 
identified in line #1. 

b7E 
o 

( U ) jXl On 03/09/2007, while conducting of an audit of all FC RA 
NSLs as reguested by FBIHQ,! |Sguad Support Technician 
(SST)| |discovered and brought to the attention of 
SAI Ithe fact that a full credit history report had been 
received in response to the NSL dated 08/25/2( 

^ (S) Within 10 minutes after the discovery of the improper 
>/E col 1ecti on. SAI ~linformed^~ Ichi ef Division Counsell 1 
>6 | |of the possible Intelligence Oversight Board (IOB) 
)7q violation. Additional revi ew of the fi 1 e identified in line #1 and 

consultation with Case Agenti I d e t e r m i n e d that the information 
contained within the full o r e d i t hi .qtory had been included in a 
summary analysis of subj ectl Icredit history that had been 
approved and uploaded as serial 108 of this file. No further action, 
either direct or indirect, had resulted from the erroneous receipt of 
the full credit history report. 

(U) On 03/09/2007, SA I Idirected SST[ :o remove 
serials 100 and 108 from the fi1e identified in line #1. These files 
were then sent to CDC| |for seguestering pending a determination 
of their disposition by FBIHQ. 

( U ) 0 n 03/12/2007, Case Agentj ]reported that he had 
destroyed all of his personal paper and electronic copies of this 
information. 

2 

NSL VIO-35927 



b7E 
To: Inspection From: . 
--Re-:- 27 8-HQ-C122 97 36-VIO, 03/12/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, PC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

J** 

NSL VIO-3592S 



(Rev. 01-31-2003) 

SËÔRBT 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/15/2007 

Attn: Internal Investigations 
Section 
Room 11102 

Attn: NSLB 
Room 7975 

From: 
Chief Division Counsel (CDC) 

CDC I Contact : 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO I Pending) 

Title: SPECIAL AGENT ;SA)[ 
SUPERVISORY SPECIAL AGENT (SSA) 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
(IOB) MATTER - COUNTERTERRORISM RELATED 

Synopsis: (U) To provide notification of a possible IOB 
violation, and to reguest that this matter be reported as an IOB 
violation - if appropriate. 

-jxf " S e n V D ^ - F f O ^ ^ FB^SCG-G-^-Ttrr 

( U ) Details : 
thd 

-fecf Until 02/18/2 007, SA[ Iwas assigned to 
]counterterrorism sguad and is a member of 

the Joint Terrorism Task Force (or JTTF). His supervisor was SSA 
I Effective 02/18/2007, he was assigned 
to the Field Intelligence Group. His current supervisor is SSA 

captioned r 
nzi lis the case aaer 

n l imhp r~ I 

for the investigation 
Jfile 

A 

h 2 
hl E 
h 6 
hic 

h 2 
hl E 
h 6 
hlC 

12-14-200? 

CLASSIFIED BY 65179 BMH/KSR/JB TSfiCRET HEREIN I S UMCLÀ: 

1,4 tc) 
12-14-2032 

NSL VIO-35937 



&SÇRET 

To: Inspection From: | I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/15/2 007 

(U) 

(S) By EC dated 09 / ?9 / ?006. SA 
Security Letter to be issued td 
"'name, address, length of service and local and long distance a. naiispq a National 

for the 

]at the telephone 
i i c l i l l c , a ^ ^ j - ^ o o , ± c n y l u j_ o <3 j_ v _l <3 a n u 

toll billing records" associated with£ 
numberl I The relevant time period for reguested 
records was from the inception of the account to the present. 
The NSL was dated 09/29/2006. 

C 
ls: 

for the telephone numberj 

By EC dated 10/24/2006, 
J two n n n i p.q n f ^ C. 3 containing 

sent the 
^records 

because thecaseagent 

subscribed to the 
But also included were 

billing records for two 
during previous years. 

)rior subscribers of the same number 

^ S A[ |spotted the over-collection issue and 
it'tô the attention of the Chief Division Counsel (or 

'2007, the CDC reguested guidance on 
f 

brought 
CDC). By email dated 01/2 
how to handle this inadvertent over-collection from the Office 
the General Counsel. Because the CDC received no response, the 
CDC Paralegal Specialist re-gueried the Office of the General 
Counsel concerning this issue on 03/13/2007. That office stated 
that the matter is reportable as a potential Intelligence 
Oversight Board violation. The CDC ordered seguestration of the 
non-subject matter records. The records now stand seguestered in 
the CDC's safe. 

7D 
7E 

was m training and away of the office, the data was not reviewed 
until January, 2007. On 02/07/2007, it was printed directly from 
the CD. Review showed that the recrrrir rnntwisted of billing 
records for the period that subj ect| 
number -| | 

bl 
b2 
7E 
6 

b7C 

h 2 
blì 

SECRET 

2 

NSL VIO-3593S 



S b c ç e t 

To: Inspection From: | I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/15/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) The Internal Investigations Section is reguested 
to determine if the matter related in this communication should 
be reported as an IOB. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB is reguested to determine if the matter 
related in this communication should be reported as an IOB. 

b2 
b7E 

sSCRBÏ 

3 

NSL VIO-35939 



FD-962 (Rev. 03-21-2005) 

SfcÇRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: CDC [ 

Approved By: 

Drafted By: 

( U ) Case ID #: 2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 
2781 IS45386 ( Pending) 

S^I 1(Pending) 

7E 

Title: (U) SA 
SS Pi 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

( U ) Synopsis : To report possible IOB error for over collection of 
information. 

(U) 

bl 
b7A 

Details : 

(S) 1. 

(S) 2. 

X 

b7E 
(U) 

( U ) X 

3. Possible IOB Error: Over collection of information. 

(si I 1 

Description of IOB Error (including any reporting delays) 

Security Letters (NSL) dated 10/07/2002 were served on| 
nvpst iaatiori. National 

I 
i ] Ireguesting information pursuant to the Fair Credit 

Reporting Act, 10 U.S.C. §1681u(b). 15 U.S.C. §1681u(b) specifically 

^SSC^ET 
12-14-2007 

GIÀSSIJIED--BY-6S179--DI0Ì-/KSR/JB 
3KE&SOT-Ï 1-.-4 {G'Y 
DECLASSIFf ON: 12-14-2032 

HERE IM.. ..IS.. ..OTÇ.LÀ3.S.I FIED... E.XCE PT 
IJHERE SHOOT OTHERWISE 

NSL VIO-3594Û 



S^S^E"] 

To: Inspection From: I 1 
(U) : V f 27 8-HQ-C122 97 36-VIO, 03/13/2007 

bb 
b7C 

allows the FBI to obtain information "limited to name, address, former 
address, places of employment, or former places of employment." In 
response] lorovided full credit reports, 

t S J --including names, addresses and account numbers for financial 
' ' iris-ti.tutions with which the subject had a relationship.! | 

provided---.a summary of the names and addresses of financial 
institution's!- I fi n a n ci al institution 

£ information proviaea Pvl H was 
b/E outside the scope of 15 U.S.C. §1681u(b). 
b4 
b7D ^ reporting these over collections was due to the 

fact that the errors were not recognized until 3/13/2007 when an audit 
of NSL reguests was made as directed by National Security Branch in an 
EC dated ^/ns/?nn7. QY-un-ai a?,ii r?C\-C)ar ^pri^i The information 
provided bvl I has been removed 
from the investigative file and will be seguestered with CDC| | 

| | to await instructions from the National Security Law branch 
regarding appropriate resolution of the potential IOB error. 

NSL VIO-35941 



SECRET , ̂  b2 
To: Inspection From:| I b7E 

--R-e-:- 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

S&3RET 
3 
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FD-962 (Rev. 03-21-2005) 

SfiCRfiT / 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Inspection 
General Counsel 

Date: 20/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: SA 

Approved By: 

Drafted By: 

(U) Case ID #: 2 7 8- HQ-CI22 97 36-VIO 
278f^ |Ä9538 0 

Title: (U) SA SA[ 
SSA SSÂ[ 

1 
J INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

( U ) Synopsis: To report possible IOB error. 

(U) 

( U ) - - X 3. 

(U) ) x ( Description of IOB Error (including any reporting delays) 

)r review. 
(UJ- "tXf A review of the results (serial 58) indicated that 

"^provided not only the reguested information, but 
12-14-2007 

£ LÄS.3IE IE D... .B.Y.... 6 5.1.7 9... DHH/KS R/ SB 
IS.0I.; 1,4 iß). 

11: 12-14-2032 

h 2 
hl E 
he 
hic 

(S) On 08/30/2006, a National Security Letter (NSL) 
reguesting subscriber information (name, address, and length of 
service) for the subject of| | or a known 
residential address associated with| |vras approved for Hpl -i ̂ r̂ r-w fn 

I "1 The NSL was subsequently served by the| 
Division in September 2006 on| |and results were 
forwarded to| |foj 

bl 

hi E 
0 HERE IW... 13.... LIE LAS SIFIED.. £ XCE PT 

IJHERE SHOOT OTHERWISE 

NSL VIO-35943 



To: Inspection From: b2 r — i / Ob-viu, D. (U) Re-:- (X 27 8-HQ-C122 9 / Jb-VlUf i)3/2 0/2 007 
b7E 

included additional prior address information related to an individual 
k7D associated with the requested address. This resulted in 

over col lection. The nvprr.nl 1 pntpd information returned from| | 
I Iwas not requested by| |in the approved and delivered 

NSL. 

(U) o v e r c°ll e cted information has been redacted and is not 

IinninHpH i n thP r̂ agg f i i p The original NSL results will be held by 

|until further guidance is received from the 
Office of General Counsel. 

NSL VIO-35944 



To: Inspection From: 

SËtSR^T / / 
•H 2 
b7E 

(U) - >><£ 27 8-HQ-C122 9736-VIO, 03/20/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

"SEtlRET / 
3 

NSL VIO-35945 



FD-962 (Rev. 03-21-2005) 

^SECRET / / J£l32esig[ 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 03/19/2007 

Inspection 
General Counsel 

Attn: ADC] 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

<U) 

Title: 

CI22 97 36-VIO 
A95380 
A8 94 55-IOB 

(U) REPORT OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) 

(17) 

Synopsis: ^X^ To report )ssible IOB error. 

X 

(U) 

(S ) 

( U ) 

(U) 

(U) 

Details : 

(S) 1. 

(S) 2. 

M 3- Possible IOB Error: 

c : 

)7E 
>6 

)7C 

)b 
)7C 
>2 

)7E 

Description of IOB Error (including any reporting delays). X 4-
jtéi A National Security Letter (NSL) dated 02/08/2( 

directed tcj ~~|for records related to the account of 
above subj ect was requested, approved and served. The NSL requested 
records of transactions froml 

bl 
b2 
b7E 

from 
On n v j 9/2001 [ ] reviewed the records received 

12-14-2007 
CLASSIFIED BY 65179 DMH/KSRAI 

I: i-."4 ('C')" 
]W-m-i 12-1411111 

and found, one statement reflected transactions 
ALL IIFORÏÏàTIO||lli||: 
HEREIN IS UMCLASSIFIE! 

mrnm 

b7E 

NSL VIO-35946 



To: Inspection From: I I 
(U) Re-:- 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

and account balances) | and checks deposited dating -to 2 
I " I b 7 E 

(UJ ^ ^ origi 1 1 3! documents reflecting the information which was 
not reguested have been forwarded to| ]aDC for seguestering. 
Redacted copies only reflecting the reguested information will be 
retained for the case file. 

NSL VIO-35947 



S&8RÇT / /2S3S«3lJ 
I 1 b 2 To: Inspection From: I I b7E 

(U) -Re-: 27 8-HQ-C122 97 36-VIO, 03/19/2007 
LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

3 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/16/2007 

To: General Counsel Attn: 

Attn : "fCI SSA|_ 

From: 

Contact: SA 

Approved By: 

Drafted By: 

¡Tj) Case ID #: 

DE C'IÄS S' I'FIE'D' " ' B Y" ' '6'S Ì 7'9' ' ' 'BMR/KS'R/'iB 
OS 12-14-2007 

27 8-ÛÛ-C122 97 36-VIO (Pending) 
62 F̂  155-IOB (Pending) 

(U) Title: INTELLIGENCE OVERSIGHT BOARD 
MATTER 2007-683 and MATTER 2007-

(U) INTELLIGENCE OVERSIGHT BOARD MATTERS 

Synopsis: (U) To address Intelligence Oversight Board (IOB) 
concerns and cover lead. 

(U) X 
h 2 
hl E 

(TJ) Reference: 62F-I |-A8 9455-IOB Serial 22 
27 8-HQ-C122 9736-VIO Serials 2202 and 2203 

(Ui Details: 
I — 

Jon behalf of the[ 

During January and February of 2007 the| 
Iserved a National Security Letter (NSL) to 

| Upon receiving the 
results of this NSL request, the| ¡determined that 
content information was included in the results and subsequently, 
the| [coordinated with the | 
in order to resolve the matter. A second attempt by| 
fulfill the NSL reguest also resulted in the receipt of possible 
email content information. After a third effort,I ^complied 
with the constraints for this type of NSL request and the 
appropriate information was provided. As a result of this 
matter, the| |was compelled to report two separate 

b2 
b7E 
b6 
b7C 

h 2 
b7E 
•b4 
•b7D 

H5Î6 

NSL VIO-35949 



To: General Counsel From: | | 
(U) ^ X 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

IOB incidents to the Office of the General Counsel (OGC). See 
referenced serials for complete details. 

fTH yfô t r e s P o n s e to the IOB concerns noted above, the 
I |received two leads from thp OGC- hnth d^tpd 
02/21/2007. These leads requested that thel ^ ^ ^ ^ 
coordinate with the | to ensure that ̂ ^^^^^Hhas 
the appropriate protocols in place to prevent similar types of 
disclosure in the future. 

(U) While resolving this NST, matter, thd I 
Division recognized that the| Ic1ear1v 
communicated the problem ensured that corrective 
action was taken. Through dialogue between the| 
Division personnel and reporting agent, it was acknowledged that 
NSL compliance topics will be stressed for future NSL reguests. 

(U) b<i Thel lis confident that the 
I laimstoensurethat NSL recipients are 
informed of the criteria outlined in NSL reguests. 

(U) ^xf Per OGC request,! ^ lasks | ^ |t 
ensure thatf^ jaas the appropriate protocols in place t 
prevent similar types of disclosure in the future. 

(U) -̂ X̂ l |recognized that the matter involving^ 
was not an isolated incident. As such, OGC is reguested to 
coordinate with the appropriate FBI Headguarters personnel in 
order to ensure that the FBI field offices remind all service 
providers of appropriate protocols for complying with NSL 
reguests . 

b7E 
b4 
b7D 

DZ 
b7E 
b4 
b7D 

2 

NSL VIO-3595Q 



To: General Counsel From: I 1 : b 2 
(U) !v: X 27 8-HQ-C122 9736-VIO, 03/16/2007 b7D 

LEAD (s) : 

Set Lead 1 : (Action) 

AT! I 
(U) t&Q̂  Per OGC request,| lasks I |to 

ensure t h a t " |has the approprrate protocols in place to 
prevent similar types of disclosure in the future. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) r |recognized that the matter involving 
was not an isolated incident. As such, OGC is reguested t o -

coordinate with the appropriate FBI Headguarters personnel in 
order to ensure that the FBI field offices remind all service 
providers of appropriate protocols for complying with NSL 
reguests. 

b2 
b7E 
b4 
b7D 

NSL VIO-35951 



FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: CDC[ 

Approved By: 

Drafted By: 

l|ljj Case ID #: 2 7 8-HO-C1 2 2 97 3 6-VTO (Pending) 
77Rl IrM.^Rfi (Pending) 

(Closed) 

Title: (U) SA 
S SAI 

b7E 
)6 
)7C 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
(U) Synopsis : To report possible IOB error for over collection of 

information. 

(U) 

Details : 

(S) 1. 

X 

(S) 2. 

(IT) 

3. 

(s: 

Possible IOB Error: Over collection of information. 

C 

Description of IOB Error (including any reporting delays). 

A National Security Letter (NSL) dated 07/03/2003 was served 
J reguesting information on 

pursuant to the Fair Credit Reporting Act, 15 U.S.C. §1681u(b). 15 
U.S.C. §1681u(b) specifically allows the FBI to obtain information 
"limited to name, address, former address, places of employment, or 
former places of employment." | |provided the names and 
addresses of the financial institutions which were associated with 

ALL INFORMATION COHTAIHED 
lllillllllilillllllll MHERE.... SHOOT... .QTHER&TI.SE 

bl 
b4 
b7D 
6 
7C 

12-14-2007 
C L&S S I FIED- • • • B¥- • • • 6517 9- • • • DMÜ /KSR/Ji 
RE.Â.30M: 1-.-A (.c). T*SCßfil 

NSL VIO-35952 



SECRET 

To : Inspection From: 
(U) -Re-: LXÎ 27 8-HQ-C122 97 36-VIO, 03/13/2007 1 = 1 

outsid 
The financial institution information provided by 
e the scope of 15 U.S.C. §1681u(b). 

was 

hi 
b4 
b7D 
b6 
b7C 
b2 
b7E 

c 
(S) NSLs dated 02/21/2004 were served on[ 

J requesting 
information pursuant to the Fair Credit Reporting Act, 15 U.S.C. 
§1681u(b). 15 U.S.C. §1681u(b) specifically allows the FBI to obta 
information "limited to name, address, former address, places of 
employment, or former places of employment." The NSLs addressed to 

I "Irequested those items as well as "the names 
addresses of all financial institutions..." associated with|"" | 

I Hprovided a full credit report, wnrcn 
included the financial institutions and account numbers with which 

| "|had a relationship. The financial institution information 

and 

reguested in the NSL as well as the information provided k^ 
| |was outside the scope of 15 U.S.C. §1681u(b). 

<U) The delay in reporting these three over collections was due 
to the fact that the errors were not recognized until 3/13/2007 when 
an audit of NSL reguests was made as directed by National Security 
Branch in an EC dated 3/05/2007, 319X-HQ-A1487720-QGC, serial 329. 
The information provided bvl lhas been 
removed from the investigative file and will be seguestered with CDC 

to await resolution of the potential IOB error. 

•sseaai 

NSL VIO-35953 



To: Inspection From: | 1 h2 
--R 27 8-HQ-C122 97 36-VIO, 03/13/2 007 fon} 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SE«WÏ. 

NSL VIO-35954 



FD-962 (Rev. 03-21-2005) 

sïrsiŷ T 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/13/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : 

Approved By: 

CDC [ 

Drafted By: £ 

jïjj Case ID #: 2 7 8-HO-C1 2 2 97 3 6-VTO (Pending) 
I 145386 (Pending) 278 

Title: (U) SA[ 

] (Closed) 

IE 

SSA[ 1 ] INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: To report possible IOB error for over collection of 
information. 

<UI M 
Details : 

(S) 1. 

(S) 2. 

^ 3. Possible IOB Error: Over collection of information. 
(s: 

bl 
b2 
b7E 
b6 
b7C 

(U) " 4 . Description of IOB Error (including any reporting delays). 
fS) National Security Letters (NSL) dated 10/29/2003 were served 

on [ ] requesting rnrormarron pursuant: no ine tair ureair 
Reporting Act, 15 U.S.C. §1681u(b). 15 U.S.C. §1681u(b) specifica] 
allows the FBI to obtain consumer information "limited to name, 
address, former address, places of employment, or former places of 
employment." | |provided a full credit report, which 
included the financial institutions and account numbers with which 

bl 

d7D 
12-Ì4-20Q7-

SY--651-7Ç 
1.4 ic) 

Mit....IM.ForaaTI.OI...€.OHTM1EB. 
HEREIN- -IS-- OTG'LJkS S-I-FIED- • • 'EXCEPT 

12-14-2032 
NSL VIO-35955 



SECRET 

To: Inspection From 9 7 ^ :v: 27 8-HQ-C122 97 36-VIO, 03/13/2 007 
| "|had a relationship. I I provided the names_^jxL^£ldresses of 
the financial institutions which were associated witJ |The 
financial institution information provided by| I 

| [/as outside the scope of 15 U.S.C. §1681u(b). 

The delay in reporting the over collections was due to the 
fact that the error was not recognized until 3/13/2007 when an audit 
of NSL reguests was made as directed by National Security Branch in an 
EC dated 3/05/2007, 319X-HO-A1487720-QGC. serial 329. The information 
provided by| I has been removed from the 
investigative file and will be seguestered with CDC| 1 to 
await instructions from the National Security Law Branch regarding 
appropriate resolution of the potential IOB error. 

bl 
b4 
b7D 
b6 
b7C 

b2 
b7D 

NSL VIO-35956 



To: Inspection From: | "1 
(U) ;<-•: 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SBÇÇET 
b2 
b7E 

NSL VIO-35957 



FD-962 (Rev. 03-21-2005) 

5B€RfiT 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: CDC 

Approved By: 

Drafted By: 

I;TJ) Case ID #: 2 7 8-HO-C12 2 97 3 6-VIO (Pending) 
2 7 8 -| I-C45386 (Pending) 

Title: (U) S A Q 
S SA] 

(Closed) 

bl 
b2 
b7E 
b6 
b7C 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) -Synopsis-: jX^ To report possible IOB error for over collection of 
information. 

b2 (U1 

b7E 
b6 
b7C ,TJ) 
b4 
b7D 

ssible IOB Error: Over collection of information. 

X Description of IOB Error (including any reporting delays). 

(S) A National Security Letter (NSL) dated 1/27/2004 was served 
on | I reguesting information pursuant 
to the Fair Credit Reporting Act, 15 U.S.C. §1681u(b). 15 U.S.C. 
§1681u(b) specifically allows the FBI to obtain information "limited 
to name, address, former address, places of employment, or former 
places of employment." The NSL reguested those items as well as "the 
names and addresses of all financial institutions..." associated with 

ALL II'JFOPIIÀTIOI'J C0ÏJTÀI1IED 
I •C^LCTIILX hefein is unclassified except 

REASON: 1...4 (.c). 
DECLASSIFY OU: 12-14-2 03 2 

„2-14-2007 

NSL VIO-3595S 



SfiSIZET 

To: Inspection From: | H 
- X 2 7 8 - H Q - c l 2 2 9 7 3 6 - V I 0 ^ 03/13/2 007 

Iprovided a summary of the names and addresses of 
financial institutions which were associated w i t h l I The 
financial information requested in the letter and the rnformation 
provided by I Iwas outside the scope of 15 U.S.C. §1681u(b). 

The delay in reporting was due to the fact that the error 
was not \ecognized until 3/13/2007 when an audit of NSL reguests was 
made as directed by National Security Branch in an EC dated 3/05/2 007 
319X-HQ-A14 8 7 72O-OGCr serial 329. The information provided [ 

bl 
b6 
b7C 
b4 
b7D 

has been removed from the investigative file and will be seguestered 
with CDCj to await instructions from the National 
Security LàW B^àhc^h Pègarding appropriate resolution of the potential 
IOB error. 

NSL VIO-35959 



SESEfiJ 

To: Inspection From: | 1 
(U) -R-e-t X 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 

NSL VIO-3596Û 



FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: CDC 

Approved By: 

Drafted By: 

(U) Case ID #: H^/ 278-HO-C1229736-VTO (Pending) 
? 7 3 l (Pending) 

:s: (Closed) 

Title: (U) SA^Z 
S S A [ ] INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: ^X^ To report possible IOB error for over collection of 
information. 

<U) - X 

Details : 

(S) 1. 

:s) 2. 

( U ) X 3. Possible IOB Error: Over collection of information. 

(S) 

bl 
b2 
b7E 
b6 
b7C 

bl 
b2 
b7E 
b4 
b7D 
b6 
b7C 

(U)---̂ Ŝ  4. Description of IOB Error (including any reporting delays). 
iS1) National Spnuritv T.pttpr.q F N S T, 'l dafpd 2/17/2005 WPTP .qprvsH 

onl 

C ^requesting rnrormarron pursuani io ine tair créait 
Reporting Act, 15 U.S.C. §1681u(b). 15 U.S.C. §1681u(b) specifically 
allows the FBI to obtain information "limited to name, address, former 
address, places of employment, or former places of employment." The 
NSLs reguested those items as well as "the names and addresses of all 

12-14-200? 

CLâSSïFIED-©T-651-79-E»HH/KSR/3B 
REâSûïi: iv4 fé)-

DECLASSIFY OH: 12-14-2032 

T g E O R E T 
ALL INFORMATION 
HEEÏIK I? UHCLÂ5 

NSL VIO-35961 



SESftET 

To: Inspection From: I 1 
Re--:- 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

financial institutionswhi.ch...Me.re----asscxG-i-a-ted----w-i-th|- | In 
""response,]-" I provided a full credit report, including names, 
addresses and account numbers for financial institutions with which 
the subject had a relationship.! ^provided a summary of the 
names and addresses of financial institutions associated with 

I 1 The financial institution information requested in the 
NSL as well as the information provided by| |was 
outside the scope of 15 U.S.C. §1681u(b). 

o 
b7C 

fact tha 
of NSL r 
EC dated 
provided 
investi 
await in 
appropri 

by[ 

The delay in reporting these over collections was due to the 
t the errors were not recognized until 3/13/2007 when an audit 
eguests was made as directed by National Security Branch in an 

2 0 07 , 319X-HO-A1487720-QGC, serial 329. The information 
| has been removed from the 

ative file and will be seguestered with CDC | to 
structions from the National Security Law Branch regarding 
ate resolution of the potential IOB error. 

h4 
b7D 
bo 
b7C 

«SSRET 
2 

NSL VIO-35962 



S f e f t B T , 

I 1 b 2 

To: Inspection From: I I 'b^F 

(UJ -Re-: 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

S B 

3 

NSL VIO-35963 



FD-962 (Rev. 03-21-2005) 

Tn̂ TTfjT ̂  
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 01/24/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : [ 

(U) 

(U) 
(U) 

Approved By: 

Drafted By: 

Case ID #: JX^ 2 7 8 -HQ-C12 2 97 3 6-VIO 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: ^X^ To report possible IOB error. 

b7E 
6 
7C 

Details : 

ie case agent is 
SSA[ 

T T J and ie supervisor 

bl 
b7A 
b6 
b7C 
b2 
b7E 

(S) 2. 

(U) 3. )ssible IOB Error: 

(U) Description of IOB Error (including any reporting delays). 

(S) On 10/3/2006, 
Division, sent a National Security Letter (NSL) to| 
for cellular telephone records for two telephone numbers believed to 

1 

|The records were reguested to 
determine the full scope of the subject's activities to include the 
i denti tv of the subject's contacts and associates. On 1 0/1 1 /2006. SA 

[received a written notice fromj ithat the 
DATE; 12-14-2007 

CLASSI .FIEft... BY... .6.51.7.0... .DUH./KSR/ J.E. flEORIff 
EEÄS.0H.; X.h.,4 i d WHERE SH0.1H... OTHERWISE 

12-14-20: 

NSL VIO-35964 



SBGBfiT 

To: Inspection From: 
{]]) -Re-: -tjfĉ  27 8-HQ-C122 97 36-VIO, 01/24/2007 

(subject's) name provided on the NSL did not match their billing 
records. | reguested that the NSL be resubmitted with 
the cellular telephone numbers and date range without the subject's 
name . 

11/1 V2006, SA| | submitted a second NSL to 
|for records for the same telephone numbers. 

Pursuant ¡instruction, SA| | di d not 
include the subject's name on the NSL. 0nl2/18/^00b, Slj \ 
received a package of records frorol I responsive to the 

bl NSL. On 1/17/2007, SA| I opened and reviewed the records. 
Records provided for telephone^" jwere associated with the 

b7E subject, however, the billing recoras laenriried the subscriber as the 
, , subject's employer. Records provided for cellular number| "*| 
^ | jalso reflected that the subject was not the subscriber of the 

b/D telephone number. Upon further review, SA| ¡determined the 
b6 records provided for number| |for the reguested date range 
b7C ^ T O V O coo^^-i c-i-qH W i t h the S U b ] ect . Tne actual q n h q r r i h p r o f 

| [LS a presumed US PER. On the same date, SAI I 
immediately reported the inadvertent collection error to AD(i I 

| | The information erroneously collected was not entered into 
any FBI data base or system and is currently in the CDC's safe. 

(S) At the time of making the first reguest for the phone 
records, SA| |believed in good faith that the subject had a 
previous association with cellular telephone number] I 
Additionally, with regard to the second request,1 I 
response to the first NSL indicated to SA| |that, although the 
billing records were not subscribed to by the subject, thp .gnhjpot had 
some association with both cell phone numbers including! 

bl 
b6 
b7C 
b4 
b7D 

2 

NSL VIO-35965 



SEfcRE1] 

To: Inspection From: 
-Re-: 27 8-HQ-C122 97 36-VIO, 01/24/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

h 2 
bl E 

"SECRET 
3 

NSL VIO-35966 



FD-962 (Rev. 03-21-2005) 

IsÊCRET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/12/2007 

To : Inspection 
General Counsel 

From: 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

bl 
b2 
b7E 

Approved By: 

Drafted By: 

(U) Case ID #: 2 7 
1 97 A 

(S) I 

-CI22 97 36-VIO 
66748 ] 

Title: (U) SA INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: ^X^ To report possible IOB error. 

X ( U ) 

Details : 

(S) 1. 

I The case agent is TFOI 
supervisor is SSA| | 

the 

(U) ••••]>( 

(U)--X 

2. 

3. 

bl 
b2 
b7E 

Possible IOB Error: Inadvertent Over collection 

Description of IOB Error (including any reporting 
delays). 

Du rjna. or about, October 2 
|was contacted by TSSI 

collection on behalf of the 

lanr: . 
la boi it a nos si bip nvpr 

had become aware that two NSL' s had been submitted tc| py the 
I I Both NSLs were Fair Credit Reporting Act NSLs and 
reguested partial credit reports pursuant to 15 USC Section 1681u. 
When the information was returned! |~iad been given 

12-14-2007 

CLAS-SIFIED-BÏ-eSI-ÎS 
iSOK: 1.4 {c ). 

•9DGRET HEREIS...1S....OTCLÀSSIFIED....EXCEFT 
IŒIERE SH0WS...0THER8ISE 

NSL VIO-35967 

b7E 
b4 
b7D 



SESRET 

To: Inspection From: 
(U) - x ; 27 8-HQ-C122 97 36-VIO, 03/12/2 007 

results of a full credit report pursuant to 15 USC 1681v. These 
examples of over collection have already been submitted to Inspection 
Division as possible IOBs. 

Since that timej^^ Ihas done extensive 
investigation intc^^^^Tmd this overcollection issue to determine if 
these were isolated incidents or evidence of a more endemic problem. 

discussions. £ Jagreed to make redactions from future 1681u 
reguests by hand. Since that time, there have been no further 
incidents of full credit reports on section 1681u NSL reguests. 

?D 

On October 3*2006, ADC| Ispoke with| 1 
who stated thatl pid not have the technology to redact information 
from a full credit to render a partial section 1681u(a)or 1681 u(b) 
credit report. ADCl 1 continued discussion on 
how best to review the thousands of legal documents submitted to 
to determine how widespread the problem had become. Eventually it wa 
agreed that| Should check the FBI ACS databases with "FCRA", 
"1681", and "NSL" and| |as keywords. Numerous hits were r 
Of those, nine returns (including the previously mentioned two I 

I iNSLs) indicated full credit reports generated from section 
2681u requests. ADCl g Jconducted further 

7E 
4 
7D 
6 

b7C 

The additional seven NSLs listed as )ssible IOB's are: 

(S) 

This EC reports on the over collection in the! 
The fourr "leases have been addressed in 4 separate ECs 
previously sent as possible IOB under separate cover. The 2 
cases are being addressed by the| "*| 

C 
Through investigation and discussions between NSLB, and the 

I other problems have been discovered. 

bl 
b7A 
b2 
b7E 
b4 
b7D 

case . 

Many inconsistencies and some of the confusion has stemmed from the 
relationship hptwppnl _ I At present, 
solutions have been put in place which, based on the fact that no 
future over collections have been observed, seem to be working. FBI 

I I has continued to attempt to determine if these problems, and 
the over collection problem in particular, is recurring and has 
delayed reporting until such time as to reach a reporting consensus 
with the other effected offices and to ensure the problem does not 

¡jlLLRlil'i1-
2 

NSL VIO-3596S 



b2 
To: inspection FromîT I b^E 

(U) Re-:-- 27 8-HQ-C122 9/3b-VI0f 03/12/2 007 

appear again. OGC has been apprized of these situations since the 
time they were discovered and was included in all discussions. 

HSECRBT 
3 

NSL VIO-35969 



To: Inspection From: 
(U) ---Re-r 27 8-HQ-C122 97 36-VIO, 03/12/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

S E C R E T 

b7E 

sltRsa^ 
4 

NSL VIO-3597Û 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/16/2007 

To: AD, Inspection Division Attn: IIS 

General Counsel Attn: NSLB 

Attn: ADC | | 

From: 

Contact : | 

Approved By: 

Drafted By: 

Case ID #: 

:s: 

?7A-UO-RI 9 9 Q 7 ^ — V T (Pending) 
(Pending) 
(Pending) 

Title: REPORT OF A 
POTENTIAL IOB MATTER; 

bl 
b7A 
bo 
b7C 

Synopsis: (S) Communication to report a potential IOB Matter in 
I I investigation. the 

12-14-2007 
ISSIFIED BY 65179 DMH/XSR/JB S S Q R E ^ 

1 . 4 (c) 
DECÌÀS.SIFY...ÙH; 12-14-20 32 

ALL INFORMATION C 
HEREIN IS UIJCLASS 

NSL VIO-35977 



SECRET 

To : AD, Inspection Division From: [ 
Re: 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

On June 6, 2 C ] drafted a National 
Security Letter (NSL) request under Executive Order 12333 and 
Title 15, United ST^TP.G TDHP (TI . .Q. N. 1 . Section 1681u (Fair Cred: 
Reporting Act) fori Ito provide the fol 1 owi nn 

l| S J • - ± -n- f o-rma t- ion— p-e r -t-a- i n-i-n g--t-o-r n-e -- s -üb j- -e e t- -o -f - -1 h-e 
investigation. 

Personal Identifying Information 
a. Any names associated with this consumer, 
b. Any current or former addresses, 
c. Any current or former places of employment 

Identity of Financial Institutions 
Including names and addresses of any financial 
institutions (as defined by 12 U.S.C. §3401) 
for records that indicate this consumer maintains or 
has maintained an account. 

Bureau N S L . T h e 
former case agent] 

(U) On July 20, 2006,| |received from the 
)f the FBI a response to a| Jcredi 

]information was reviewed by the 
J and placed in the file. 

Upon discovery by thecurrentcaseagent, it appears that the 
carrier provided information beyond the scope of the NSL, 
resulting in unintentional acquisition of data by the Federal 
Bureau of Investigation. A full credit report was not received 
but information regarding balances and payment history was 
displayed. 

[ fill SAÏ |discussed this matter with SSA 
and ADC I I Jhp nnlv anpnfg thpt 

"ji n r-i r"m a t~ i nn SAl 

bl 
b7A 
b6 
b7C 
b2 
b7E 
b4 
b7D 

ioz 
b7E 
b4 
b7D 
b6 
b7C 

] reviewed the^^ 
SA I I ADC | | The information 
guestion was secured by the case agent, SA| ~land the 
information was not used in furtherance of the investigation. On 
March 16, 2007, SA| |relinguished the information to ADC 

I lin order for the information to be seguestered until a 
final determination is made concerning the report in guestion. 

bo 
b7C 
b4 
b7D 

Set Lead 1: (Info) 

"itTflnrT 

2 

NSL VIO-35973 



T9BCBET 

To : AD, Inspection Division From: 
Re: 27 8-HQ-C122 97 36-VIO, 03/16/2 00' 

ASSISTANT DIRECTOR, INSPECTION DIVISION 

AT WASHINGTON, DC 

(U) IIS, Read and clear. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) OGC/NSLB, review this matter and provide guidance 
as to disposition of seguestered items. 

h 2 
bll 

Set Lead 3: (Info) 

I ~ 
A £ 

Read and clear. 

5 & 3 R E X 

3 

NSL VIO-35979 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: 

Counterterrorism 

Attn: 

Date: 02/26/2007 

SAC 
CDC 

Attn: ITOS 1, CONUS IV, Team 15 

Inspection 

From: General Counsel 
NSLB/CTLU I 
Contact: SSA 

Attn: IIS 

b7E 

Approved By: 

Drafted By: 
CU) Case ID #: 278-HQ-C1229736-VIO (Pending; 

(U) Title: INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER 2007-690 

(U) Synopsis : [ reguested that the 
Office of General Counsel (OGC) review a potential Intelligence 
Oversight Board (IOB) error and determine whether it is 
reportable to the IOB. It is the opinion of OGC that the above 
referenced matter need not be reported to the IOB. Our analysis 
follows. 

(U) X 

(U) Reference:... 

Details: f S) f 

278-HQ-C1229736-VIO Serial 2126 
278-1 [C136372 Serial 122 

Pursuant to this investigation, a National Security Letter (NSL) 
was issued in accordance with 18 U.S.C. §2709 seeking telephone 
toll billing records fori Itelephone number with 
reguested datesj | Unbeknownst to the 

12-14-2007 

¡Y 65179 

: 1.4 ( c} 

¡ET: 12-14-20 

" r I1'"Mil" L ALL IIJF0PHÀTI0W CÖITMIED 
HEFEIN IS UNCLASSIFIED EXCEPT 

>1 
>7 A 
>2 

)7E 

NSL VIO-359SÛ 



To : r 
(U) : > < 

] 
"mrrïïT 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 02/26/2007 7E 

<S) -ç-a-se--aq-e-S :elei ione service was terminated 
] Upon reviewing the records supplied 

on 01/29/2007 the FBI learned that they contained not only 
information from when the subscriber to that 
telephone number but also records related to the individual who 
was subseguently issued that number after] I account was 
terminated for non-payment. 

(U) records 
-^xf Upon discovery of the inadvertently obtained 

segregated the records and contacted 
the telephone carrier, who advised the FBI to destroy the 
records, which was done. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), 
other guidelines or regulations approved 
in accordance with EO 12333, dated 12/04 
was designed to ensure the protection o 
Violations of provisions that merely ar 
and not deemed to have been designed to 
individual rights are generally not r 
Inspection Division is reguired, howeve 
such administrative violations for thre 
Counsel to the IOB may review them upon 
determination as to whether a matter is 
nature" must be made by OGC. Therefore 
violations must be reported as potentia 

effective 10/31/2003, or 
the Attorney General 

4/1981, if such provision 
f individual rights, 
e administrative in nature 
ensure the protection of 

to the IOB. The FBI 
r, to maintain records of 
e years so that the 
request. The 
"administrative in 

, such administrative 
1 IOB matters. 

h 2 
b7E 
he 
hlC 
bl 

QDQRET 

2 
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^SECRBSL 

To: I I From: Office of the General Counsel b7E 
(U) X : 27 8-HQ-C122 97 36-VIO, 02/26/2007 

iU) ^ ^ NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
reguirements, including 18 U.S.C. § 2709. NSIG, section V.12. 

(U) D^i Here, during an authorized investigation, the FBI 
properly served an NSL on a telephone carrier reguesting 
telephone toll billing records. In response, the FBI 
inadvertently received information regarding a subseguent 
subscriber which was not relevant to the investigation. The FBI 
identified the problem, and properly seguestered the 
inadvertently obtained records. The records were subseguently 
destroyed by the FBI upon the reguest of the telephone carrier. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting reguirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) Since the inadvertently obtained records were 
already destroyed by| |upon the request of the b2 
telephone carrier, no action lead t o l I is needed. -b7E 

3 

NSL VIO-359S2 



To: I I From: Office of the General Counsel 
(U) --R-e--:- 27 8-HQ-C122 97 36-VIO, 02/26/2007 

LEAD(s): b2 
•b7E 

Set Lead 1: (Info) 

A T £ 

(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, P.C. 

(U) For information. 

Set Lead 3: (Action) 

INSPECTION 

AT WASHINGTON, D.C. 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not reguired for three years 
for possible review by the Counsel to the IOB. 

•Db cc: Ms. Thomas 
C IOB Library 

b7C 

4 

NSL VIO-359S2 3 



FD-962 (Rev. 03-21-2005) 

S E C R E T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/22/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 3041 
Attn: NSLB, Room 7 975 

From: 

Contact : 

Approved By: 

Drafted By: 

(U) Case ID #: 278-HQ-C1229736-VIO 

Title: 

(U) Synopsis : 

( U ) ^ 

Details : 

(S) 

(U) REPORT OF POTENTIAL 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

To report possible IOB error. 

2. 

3. )ssible IOB Error: 

b7C 
:s: : 

(S) On August 26, 2 
Security Letter (NSL) in 

, I—! — ii ™ 
n case | | | | 

ued a National 
serial #110, to 

reguesting the names and addresses only of financial 
•1 n Q - M -HI-M r ^ n Q ^ q H ^ n r ^ H i n TITLP 1 2 , U.S.C., Section 3401, 
at which 
account. 

mm. 
CLASSIFIED BY 65179 DMH/KSR/JB 
REASOH: 1.4 (A) 
DECLASSIFY OH: 12-14-2032 SECRET 

maintains or had maintained an 

ALL miQMMIM..C0MMM?>. 

2345.WPD 

NSL VIO-359S4 



To: 
(U) -R-e-:--

Inspection From: C 1 
bl 

b7E 
27 8-HQ-C122 97 36-VIO, 03/22/2 007 

(S) The NSL cited the request was in accordance with Title 
15, U.S.C., Section 1681u(a). On September 17, 20041 J r Pt 1 ] r npd 
the results which included a full credit report on 
file 

case 

]did not use the information to request any (IT) M 2A C Z 
additional NSL1s. He did not index any information from the credit 
report into the case file and there was no information uploaded into 
ACS or any other FBI electronic database. The credit rpnort has bgen 
removed from the case file and sequestered by CDC 

2345.WPD 

^Ffinihi^ 
2 

NSL VIO-359S5 



To: Inspection From:| 
(U) ;n•' • : 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

SE^ÏÎBT 
] b7E 

"tfiTTîTiT̂  

2345.WPD 3 

NSL VIO-359S6 



FD-962 (Rev. 03-21-2005) 

SILURILI 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/13/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

(U) 

From: 

Contact: TFO 

Approved By: 

Drafted By: 

Case ID #: CI22 97 36-VIO 
A67604 
A676 0 4-VIO 

Title: TFO 
S SA 
INT LL1GENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: To report possible IOB error. 

<U) X 

Details : 

(S) 1. 

(U) X 

2. 

3. 

(s: 

Possible IOB Error: 

h 2 
b 7 E 

b o 

b7C 

(U) > < 4. Description of IOB Error (including any reporting delays). 

q I ] 

2-14-2007 
C LÄS SIFEED " ' BY " '6 51:79 " ' DMH /KSR/JÈ 
REASON: l."4 (c) 

IN: 12-14-2032 

ALL II'JFOPIIÀTIOI'J CÖSTÄIUED 

HEBE IH " "J g" " TJFUC L&'S S IFIED' "E XCE'PT 

NSL VIO-35937 



To: Inspection From: I I 
(U) - ^ 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

(S) The possible violation occurred in connection with results 
received from a communication carrier,! I bl 

I TFOl Ireguested subscriber information and toll records']-^ 
frorrT" ¡in a National Security Letter (NSL) datedy^p 
02/09/2007. Writer received the results froml I on 03/01 /2007 . : , 

Iwhi ch i nrl uded a printout listing the subscriber information fori 

|and a disk containing toll records. The printout provided b-b/D 
I f i r m e d that| |is the subscriber for the b>6 
reguested number. Writer made a copy of the disk containing the to 11^*7 
records and placed the original in a 1-A envelope. 

(S) On 03/13/2007 a FRT pmnlOVPP who waA taakpd to upload the 
contents of the diskl noticed that the 
data on the disk contained toll r e c o r d s f o r i l a n d not the 
reguested number ofl | It appears rnar| |rransposed 
two digits in the phone number and erroneously provided the incorrect 
toll records. Writer immediately seguestered the original disk from 
the 1-A envelope as well as the copy that was furnished to the 
employee to upload. None of the toll records on this disk were 
uploaded into any FBI databases,)"" | 

(U) oriqiri^l disk and the copy were placed into an envelope 
and furnished to the I Hchi ef Division Counsel| \ 

| |on 03/13/2007. Since the subscriber information is pertinent 
to this investigation, it will be maintained in the original 1-A 
envelope. Writer will servj | with the NSL dated 02/09/2007 once 
again to obtain toll records for the reguested cellular phone number. 

) n 

7D 

NSL VIO-359S2 



To: Inspection From: | | 
(U) -R«--:- 27 8-HQ-C122 97 36-VIO, 03/13/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 

NSL VIO-359S2 



(Rev. 01-31-2003) 

^innriuL 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Counterintelligence 

Inspection 
General Counsel 

From: 

Contact: SSA [ 

Approved By: 

Drafted By: 

Date: 03/15/2007 

Attn: SSA[ 
CD-2A, Room 4133 

Attn: IIS, Room 3041 
Attn: NSLB, Room 7947 

Case ID #: (S) | 
W ------ 2 7 8 - HQ-C12 2 97 3 6-VIO (Pending; 

(Closed) 

Title: 

POSSIBLE INTELLIGENCE 
OVERSIGHT MATTER 

(U) ""Synops±s-:---^X^ To provide information regarding a possible 
Intelligence Oversight Board(IOB) violation involving captioned 
investigation. 

(U) M 
iU) Details: The following information pertains to a possible 

IOB violation involving captioned Chicago investigation: 

former Case Aaent 
Supervisor 

( S ) "'2') "Foxe±-gn—Cou'nt-e-rin-tei-Tig-enc-e— 

I S ) 3 ) \ ] ii 

12-14-200? 
CLASSIFIED BY 65179 BMH/KSR/JB 
REASON: 1.4 (c) 
DEGMSSI-FÏ--OIÏ: 12-14-2032-

HEREIN IS UNCLASSIFIED EXCEPT 
SfiCfiSnT 

NSL VIO-35995 



fBOQEJIL 
kJ Hi 

To: 
Re: 

Counterintelligence From: 
(S) [ 

27 8-HQ-C122 y /3 6-VlO, 03/ ' 
(Closed) 

9/2007 bl 

(U) 

) Non- U.S. Person. 

(S) c On 
05/ 19/2UU4, ¡submitted an NSL to i requesting header information pursuant to Title 15, U.S.C. 
§§1681(u). The cover EC for the NSL incorrectly cited Title 15, 
U.S.C. §§1681(v). 

6) EXPLANATION: 

:s: 
05/19/2004, the case agent submitted a FCRA NSL to|_ 

On 

reguesting "the names and addresses of all financial institutions 
(as defined by Title 12, U.S.C, Section 341) at which the below 
named consumer maintains or had maintained an account." The NSL 
cited Title 15, U.S.C, Section 1681(u). 

jX( The cover EC for the NSL incorrectly cited 15 U.S.C., 
section 1681v and specified that a "consumer credit report" was 
being sought; however this citation and language did not appear 
in the NSL which was provided to| ~| 

(U) X[ responded to the request on 
06/07/2004, providing a document captioned^ 

)r about ] The document contained only consumer identifying information and 
financial institution identifying information as authorized under 

I u ) . 

(U) The discovery of the incorrect language in the cover EC 
was made during a review of the file on 03/06/2007 and has been 
seguestered with the Chief Division Counsel's Office, pending 
resolution of the potential IOB and additional guidance from 
National Security Law Branch. 

b7D 

2 

NSL VIO-35996 



^ E C R B T 

To: Counterintelligence From: I I 
Re: (S) I ¡(Closed) 'b6 

27 8-HQ-C122 97 36-VIO, 03/0 9/2 007 ^ ^ b7C 
b 2 

b7E 

LEAD(s): 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Reguest IIS to take appropriate action as 
necessary, in response to this potential IOB matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Reguest NSLB to take appropriate action as 
necessary, in response to this potential IOB matter. 

3 

NSL VIO-35997 



(Rev. 01-31-2003) 

—SBeRBT / 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/09/2007 

To: Inspection 
General Counsel 

Attn : IIS 
Attn: National Security Law Branch 

(NSLB) 

From: 

<U) 

Contact : SSA 

Approved By: 

Drafted By: 

Case ID #: (S 

Title: (S! 

(Closed) 
2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

îi1 Synopsis : piC To provide information regarding a possible 
Intelligence Oversight Board (IOB) violation involving captioned 
investigation. 

(U) M 
(S) X 

b l 

h 2 
hl E 
he 
hlC 

(U) Details: ^ ^ The following information pertains to a possible IOB 
violation involving captioned[~~ ]investigation: 

1) SSA] 
S S Af 

]- Case Agent formerl 
] -I l ~ 

] ervrsor 

12-14-200? ^ ^ 
CLASSIFIED BY 55179 DMH/XSR/JB "ffgrPF,T 

; 1,4 (c) 
3IFY...ÛH; 12-14-2032 

HEREIN IS USCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

NSL VIO-35993 



To: 
Re: 

Tn snect i ori 
(s: 

From : ] 
03/09/2007 

) U.S. Person 

(S) c 
| |In accordance with the NFIP Manual, 

and Application for Prelimina rv 
Investigations, a FCRA request was submitted on 02/04/2004 tq 
for header information pursuant to Title 15, U.S.C. §§1681(u). 

6) EXPLANATION: 
f .g 'i l 1 

Z 
| un 02/ 04/ 2004,case agent, submitted a sib«nuj FORA NSL 

^ ^ ^ ^ requesting "the names and addresses of all financial 
institutions ( as defined in Title 12, U.S.C., Section 3401) at which 
the below-named consumer maintains or has maintained an account". 

| Iresponded to the request on or about 03/02/2004, and provided 

bl 
b2 
b7E 
b4 
b?D 

a document captioned 
subi ec 

February 25, 2 for the 

(U) "i^C Case agent reviewed and summarized the information contained 
in the "consumer report" in an electronic communication dated 

/2004. The case was subsequent!v closed on 01/25/2005. The 
information contained in th and the summarizing 
electronic communication was not used tofurther the investigation. 
The information received froml H t f a s not disseminated to anyone. 
The information provided by| |regarding| | was 

C 
associated with a publically available web address: ] 

ini M Case ace 
provided by| 

was not aware at the time that the report 
jwas a credit report. The discovery was made 

during a subseguent review of the file. The I land 
the summarizing electronic communication were immediately removed from 
the captioned file, and seguestered with["" jChief Division 
Counsel until the issuance of the IOB opinion by the National Security 
Law Branch (per NSB electronic communication dated 03/05/2007). 

7E 

- nnr-rriH' '^rn rn -flTTf 

2 

NSL VIO-35999 



To: Inspection From: | | 
Re: (S) I I, 03/09/2007 -b2 

1 1 b7E 
B E 
b7C 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) ^ ^ Request IIS review the provided communication. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) Request NSLB to take appropriate action as 

necessary, in response to this potential IOB matter reported by 
t h £ l I b7E 

SECRET / /jjjSM Oggjf 

3 
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FD-962 (Rev. 03-21-2005) 

T¥^PÏÏT_ 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/19/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : SA] 

Approved By: 

Drafted By: 

<U) Case ID #: 

12-14-2007 

C LAS S I. FIED.... BY....6 5179.... PMH /KSR/JB 
1.4 jc}.. 

b7A 
>6 
)7C 

b7E 

ALL INFORMATION CONTAINED 
? 9 Q7 ̂ ^-VTÌÌ ( Pending) HEREII....I3....̂  

; PENDI NG ) TOEFE SHOOT....OTHERWISE f 
Title: (U) REPORT OF A POTENTIAL IOB MATTER 

IU) Synopsis: ^XJ To report a potential IOB matter. 

(U) - X 
Reference: 278-HQ-C1229736 Serial 2570 

(U) Details: ^ On 03/19/2007, the writer discovered a potential 
Intelligence Oversight Board (IOB) matter when reviewing the results 
of a National Security Letter (NSL). Under the Fair Credit Reporting 
Act, Title 15, United States Code, Sections 1681u(a) and (b), the FBI 
can obtain a list of financial institutions and consumer identifying 
information from a credit reporting company. Under Section 1681v, 
however, the FBI can obtain a full r.rpHit rennrt only in an 
international terrorism case. The| |FBI issued an NSL under 
Sections 1681u(a) for lists of financial institutions with which the 
subject had business relationships. Instead of this limited report, 
the FBI received a full credit report. This is a provider 
error. The writer was the case agent and the writer's supervisor was 
SSA| | 

( Q ̂  I 
jnisls aated iz/z / /zuub were issued toj 
I _ ¡On 01/31/2007,1 

[ 02/01/2007, I TÏÏ e responses Troml 
1 on II1;/ 115/' 

On 

were 

33975 07 bl 
b4 
b7D 

NSL VIO-36001 



b7E 
CECnBT 

To: Inspection FromrT I 
( U ) R-e-T X 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

7D 

forwarded to the writer. The response from T ""[̂ ras delayed in the 
I I FBI office and the writer did not receive the response unti 1 
03/19/2007. During a review on 03/19/2007, the response from| | 
was found to be a full credit report. This full credit report was not 
used in the investigation and it was returned to| |with a letter 
stating why it was returned. The letter also reguested the proper 
information pursuant to Title 15, United States Code, Section 
1681u(a). 

This communication, consistent with the directives in the 
referenced communication, provides this information to report a 
potential IOB provider error for whatever action is deemed 
appropriate. 

33 97 5_07 "LlUJllbW 
2 

NSL VIO-36002 



OEORET 
1 To: Inspection From: I I b7E 

(U) iv : ^ 27 8-HQ-C122 97 36-VIO, 03/19/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

33975 07 SECRET 
3 
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U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 
File No. 

March 19, 2007 

This letter encloses one full credit report which was 
provided by| | pursuant to a National Security Letter (NSL) 
This NSL was issued pursuant to Title 15, United States Code, 
Section 1681u(a), and requested the names and addresses of all 
financial institutions at which the consumer maintains accounts. 
Instead, a full credit report was provided, which is normally 
provided only in counterterrorism investigations under Title 15, 
United States Code, Section 1681v. 

the IFBI . 
_s the original credit report that was sent to 
Please send the requested information 

pursuant to Section 1681u(a), the names and the addresses of all 
financial institutions at which the consumer maintains accounts. 
The point of contact is Special AgentT | 

witn ] Thank you, and please call 
12-14-2007 

CLASSI FIED BY""65179 " DHH/ESR/JE 

REÄSÖM: Ï. 4 (c) 

ALL INFORMATION C0ÏÏTÀIHED 

any questions. 

Very truly yours, 

Special Agent in Charge 

Bv: I — 1 Supervisory Special Agent 

b2 
b7E 
b6 
b7C 
b4 
b7D 

1 - Addressee 
( s ) -I 

I I 

33974 07 

b7A 

NSL VIO-36004 
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(Rev. 01-31-2003) 

ODGRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/15/2007 

To: Inspection 
General Counsel 
Counterintelligence 

From: 

Contact: SA 

Approved By: 

Drafted By: 

Attn 
Attn 
Attn 

IIS 
NSLB, Unit Chief 
CD-2D, Room 4844 
S S A | ~ 

Case ID #: (S) | 1 (Closed) 
--- ----- 2 7 8 - HQ-C12 2 97 3 6-VIO (Pending) 

)7E 

Title: :s: 

POSSIBLE INTELLIGENCE 
OVERSIGHT MATTER 

(U) Synopsis : To provide information regarding a possible 
Intelligence Oversight Board (IOB) violation involving the 
captioned investigation. 

<U) D e t a i l s : T h e following information pertains to a possible 
IOB violation involving the captionedI ¡investigation : 

S A C 

S S / £ 
1 former Case Agent 

] Sup ervisor 

g 5 J_ 7 § 

1 . 4 {c) 
SÏFY-QBÏ 12^±< 

/TfSR A 

iJEuKE'l̂  

h i 

•Id 2 

b7E 
b 6 

b7C 

NSL VIO-36006 



^ L B ^ n n m 

To: 
Re: 

Inspection From: | | 
(S) I I 03/15/2007 

bl 
b2 
b7E 
b6 
b7C 

-: s :- : 

( S ) 3 : 
) U.S. Person 

( S ) E On 06/02/2004, a FCRA request was submitted to£ r or header information pursuant to Title 15, U.S.C. §§1681(u). 

6) EXPLANATION: 

i .q ì I 

(U) W On 06/02/2004, SAI submitted a FCRA NSL to 
Jreguesting "the names and addresses of all financial 

institutions with consumer identifying information, limited to 
names, address, former addresses, places of employment, or former 
places of employment at which the below-named consumer maintained 
or had maintained an account." The NSL and cover EC cited Title 
15, U.S.C., Section 1681 (u.) 

;s) SA[ ] )rovi 
birth, and address. 

ided[ Jname, date of 

(S) In addition, SA| [inadvertently provided an 
incorrect Social Security Account number (SSAN) for| |t 

| | The SSAN number SA| |provided was tnat or a 
different! ~|CI subj ect. 

(S) On 06/22/2 
h w nrmri di ryg a document captioned 

res ed to the FCRA request 

Llld L Lilt!J_ C 
The case agent was not aware at tne rime or receij: 
iponse contained 1681(v) material. 

( U ) The discovery of 1681(v) material in theT 
report was made during a subsequent review of the tile on 
03/06/2007. The report was removed from the captioned file, and 
seguestered wit hi"" ~l Chief Division Counsel, pending 
resolution of the potential IOB and additional guidance from 
National Security Law Branch. 

(S) Along with
 theJ 

Jalso provided summary results ol a database searcn 
for the incorrect SSAN provided by the case agent. The results 

"SECRET" 

7E 

bl 
b2 
b7E 
be 
b7C 
b4 
b7D 

NSL VIO-36007 



To: Inspection 
Re: (S; 

From: 
03/15/2007 

were limited to the name, date of birth, SSAN, and spouse's name 
of the individual whose SSAN was provided to| lin error. 
This information had already been obtained through the authorized 
FI of the other subject and was also available through public 
sources such as| | 

jUJ •• "¡ï^C inf°rmation received as a result of providing the 
incorrect SSAN was also removed from the captioned file, and 
seguestered withl"" H Chief Division Counsel, pending 
resolution of the potential IOB and additional guidance from 
National Security Law Branch. 

3 

NSL VIO-36008 



To: Inspection From: | 
Re: (S) I I 03/15/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 
(U) requested to review the facts and 

circumstances presented in this communication for determination 
as to whether an IOB violation has occurred. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Request NSLB to take appropriate action 
as necessary, in response to this potential IOB matter. 

T3EORDE 

4 

NSL VIO-36009 



FD-962 (Rev. 03-21-2005) 
ODORDT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

From: 

Contact: SA 

Approved By: 

Date: 03/16/2007 

Attn: IIS, Room 11861 

Attn: NSLB, Room 7 975 

Counterintelligence 

>71 

Drafted By: 

(U) Case ID #: 27 8-HQ-C122 97 36-VIO 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis: To report possible IOB error. 

IU) - X 
Reference : 

Details : 

(S) 1. 

:s) 2. 

(U) ><) 

(U) 

bl 
b2 
b7E 

3. Possible IOB Error: 

The Attorney General's Guidelines Provision: Improper NSL 
.ection. 

4. Description of IOB Error (including any reporting delays). (U) 

(U) P^l N^L dated January 30, 2007 requesting the name, address, 
and length of service with respect to al Itelephone number for 
the time period of| Iwas issued to 

I 1 

1 4 - 2 0 0 7 
CISS'SI FÏED ' ' ' BY ""65173 ' ' ' 'DMH'/KSR'/ JE 
KS'OT': 174 (c) 

:iY ON: 12-14-2011 

SELKE1 HEREIN ...IS... UIJCLÀSSXFIED....EXCEPT 
WHERE SH0.HH....0IHERÜISE 

NSL VIO-36010 

bl 
b2 
b7E 
b4 
b7D 
bo 
b7C 



b2 
b7E 
b4 
b7D 
b6 
b7C 

To: Inspection From: I I -un 
(J) : 27 8-HQ-C122 97 36-VIO, 03/16/2007 

I I On March 9, ?nn7.l I 
Investigative Support Specialist (ISS J [received 
subscriber information for the specified time period of 1 
I If or saidl"" ""[telephone number from August. 
Included with the subscriber information provided by August was a CD-

^ • ROM containing whatl ¡indicated were tpl pnhnnp calls 
that WPTP made from saidl (telephone 

number for the time period of| [ | | 
Division presumes this to be toll records with no content but has not 
reviewed the CD-ROM itself in view of its nature as an over reporting. 

J) -- Q n 16, 2007 ,1" jreceived a package from 
| | containing two copies of an EC drafted by ISS| | 
a copy of the January 30, 2 0 07 NSL. and a 1-A envelope containrng a 
CD-ROM. The CD-ROM contains) [telephone subscribe^ information 
and toll records for saic| [telephone number from I I 
| khich was not requested in the NSL dated January 30, 
2007. Case AoentJ [immediately notified Supervisory 
Special Agent ( S S A | o f the discrepancy. 

SSAl ladvi aed writer to draft an NSL reques 
records for said | [telephone number for the time period of July 
1, 2006 to present. The CD-ROM has been seguestered and will be 
turned over tol 

] 
ias been seguestered and will be hief Division Counsel| | 

b4 
b7D 
b6 
b7C 
b2 
b7E 

2 

NSL VIO-36011 



To: Inspection From: | | 
- 27 8-HQ-C1229736-VIO, 03/16/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

SECRET 
3 

NSL VIO-36Q12 



(Rev. 01-31-2003) 

3ECRET / GSXgl 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Inspection 

I I 

Date: 03/16/2007 

Attn: CDC 

From: 

Contact: 

Approved By: 

Drafted By: 

Case ID #: (U) ?7R-HO-m??Q7^-vto (Pending) 
(S) - M l | ( Closed ) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

( s : 

Synopsis: (U) To provide information with regards to possible 
Intelligence Oversight Board (IOB) violation. 

(U) 

Details: (U) On 03/09/2007, DOJ's Office of the Inspector 
General released a report on the FBI's use of National Security 
Letters (NSL). Although the OIG found no deliberate or 
intentional misuse of authorities, the OIG review identified 
several areas of inadeguate auditing and oversight of these vital 
investigative tools, as well as inappropriate processes. 

(U) On 03/05/2007,| |conducted an 
internal audit in light of the previously mentioned OIG report. 
The purpose of the audit was to make sure that there were no Jb7E 
violations with regard to NSL's. The audit began on 03/05/2007 
DATE ; 12-14-2007 , r^^^^^r-
CLASSIFIED BY 65179 D M H / K S R / J B A L L ISFOMàTIOS C0MIHED 

x 4 HEPEIN IS UNCLASSIFIED EXCEPT " „ wmm WHERE SH0BH OTHERWISE 
: T' i IJi'i i ili — i'4- -jù U- -J-& 

NSL VIO-36013 



To: General Counsel From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

C ] 

. . and ended on 03/08/2007. The audit conducte_d revealed a possible 
I ' IOB vi"o"I"a"t'i"on""fO"r""cas'e""nu-mb-&£|-

b7C 

jent 
(U) During the course of the investigation, Special 

filed and serialized two credit reports 

be 
b7 

2 

NSL VIO-36Q14 



GEGRBT// 

To: General Counsel From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

to captioned case (see serials 332 and 333), however, there is no 
record of NSL's requesting them. 

(S) Serial 332, is a full credit report dated May 16, 
2002 and it was run | I Thp rpnnrt nrnyidpd 
financial information ofl I 

(S) Serial 333, is a full credit report dated May 17, 
2002 and it was run | _ I Thp report provided 
financial information ofl I 

(U) During the course of the internal audit a n d a s 
soon as the discrepancy arose. ASACl | CDC| | 

| | and SSA| [ were advised of the 
possible IOB violation. 

(U) The documentation has been placed in a sealed 
envelope and placed in the CDC s safe pending further 
instructions from Inspection Division and NSLB. 

b7C 

SEUkE'IV 
3 
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- JEUkk'r/ I T 

To: General Counsel From: [ b2 
b7E Re: (U) 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Whatever action deemed appropriate. 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Whatever action deemed appropriate. 

ûuiif, 17 /gggaogrg 
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(Rev. 01-31-2003) 

OEGRET / /ggSgegg^ 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/15/2007 

To: General Counsel 
Inspection 

I I Attn: CDC 

From: 

Contact : 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HO-C12297 36-VIO (Pending) 
(S) f I (Closed) 

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER 

(S) 

Synopsis : (U) To provide information with regards to 
Intelligence Oversight Board (IOB) violation. 

(U) 

)ssible 

hlC 
h 2 
hl E 

hl 
h 2 
hl E 
h 6 
b 7 C 

Details: (U) On 03/09/2007, DOJ's Office of the Inspector 
General released a report on the FBI's use of National Security 
Letters (NSL). Although the OIG found no deliberate or 
intentional misuse of authorities, the OIG review identified 
several areas of inadeguate auditing and oversight of these vita" 
investigative tools, as well as inappropriate processes. 

(U) On 03/ 2007,Q ]conducted an 
internal audit in light of the previously mentioned OIG report, 
The purpose of the audit was to make sure that there were no 
violations with regard to NSL's. The audit began on 03/05/200" 

65179 DHH/KSR/JB 
12-17-2032 

aEGRDqi//3ïl3gea33t 
ALL IIFORMTIOM 
HEPS IK I? UUCL-. 

7D 

NSL VIO-36Q17 



6BCEKT//203^6335 

To: General Counsel From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/15/2 007 

and ended on 03/08/2007. The audit conducted revealed a possible 
( £ ) —I-QB'"vlo'TatTon'-fo-r'"C'a'se""nu-mbe-rf- H 

[ 

(U) Purina the course of the investigation, Special 
Agentf \ prepared and served NSL's toI 1 
(see serials 21 lor NS^and 22 for EC) and tol 

] (see serials 23 for NSL and 24 for EC). Both 
NSL's are dated 05/01/2002. 

(S) The NSL addressed tof ]requested the names 
and addresses of all financial institutions at whic.hf 

| maint 
main laineu.an acco uni. i ne ttstj was s en i CTT 
Office via lead to be served by the [ 1 

rains or nas 

recent analysis of the case indicated that the lead was 
discontinued on 03/04/2004. It is unknown whether the NSL was 
ever served by| I There is no communication from|^~^~| 

| |indicating that the NSL was served, and the results were 
lever tiled in the case. 

(S) The NSL addressed to 
records pertaining to 

requested all financial 

The NSL was served on 00/01/Z00Z and the 
results were filed in a 1A subfile, serial 12. 

(S) During the recent audit of all files, it was 
discovered that in addition to the above mentioned NSL's. serial 
48 dated 05/16/2002, is a full credit report of| | 

| | however, there is neither an NSL reguesrrng the 
credit report nor a hard copy of the full credit report filed in 
the case. There was an additional full credit report filed under 
serial number 54 dated 05/1 7 /700?. Thi.q full orpdit rpnnrt from 

reguested information onl I 
'here is neither an NSL in captioned case file reguesting 

b7E 
bl 

] A 

bl 
b2 
7E 
6 

b7C 

7D 

NSL VIO-36Q1S 



lUlilklLT/ / 

To: General Counsel From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/15/2 007 

(S) -a-'fuT-T--c-red-i-t--repor-t---fo-r-| |nor is he a subject of b2 
captioned case. The full credit report was run I I 'b7E 

on 05/17/2002. ^ 
b ̂  

(U) During the course of the internal audit and as ! ̂  
soon as the discrepancy arose, ICDCl 1 b/C 

I | and SSA| " ^ ^ ^ ^ ^ w e r e advised of the 
possible IOB violation. 

(U) The documentation has been placed in a sealed 
envelope and placed in the CDC1 s safe pending further 
instructions from Inspection Division and NSLB. 

QDCRDT / 

3 
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To: General Counsel From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/15/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Whatever action deemed appropriate 

Set Lead 2 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Whatever action deemed appropriate 

&ELKL 1 / /ggâSegCg; 
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FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/13/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : [ 

Approved By: 

Drafted By: 

(U) Case ID #: Jx^ 278-HQ-C1229736-VIO 

I 1 :s: 
Title: (U) REPORT OF A POTENTIONAL 

IOB MATTER (PIOB) 

(UÎ IOB MATTERS 

Synopsis: To report possible IOB matter. A carrier provided 
information beyond the scope of the information requested in an NSL, 
resulting in the unintentional acquisition of data. 

bl 

b7C 

(U) 3. Possible IOB Error: A telecommunications carrier provided 
information beyond the scope of an NSL reguest resulting in the 
unintentional acguisition of data. 

(U) 4. Description of IOB Error (including any reporting delays). 
2-17-2007 

CLASSIFIED BY 65179 DHH/KSR/JE 
REikSOETl Iv4 (c) 

IH: 12-17-2032 
-SECRET HHEPE OTHEPOIi;>;-

NSL VIO-36021 



b2 -gnoncE-
b7E 

To: Inspection From: I I 
:
b 4 (U) --Re-: 27 8-HQ-C122 97 36-VI0, 03/13/2007 

;k/D (S) On 0 9/22/2006, an approved National Security Letter, 
•b6 (NSL), drafted by SAl I was submitted tnl I 
b7C | |requesting the name, address, length of service, and local 

and long distance toll billing records associated withf" I 
for the daté 1 

On or about 11/15/2006,| 

\ i ) I cet-ur-ned--sufascrlb-er-infûrma-t-lûn--for-f~~ ~~|Ln a hard-
copy format via Fedex.l I 

2 I 1 
b7E I | 
Jq¿j. I I provided local and long distance toil 
7D billing records by redacting the local and long 

distance toll billing records forj | 
with a black marker. Records fori | were not reguested on 
the submitted NSL; the date requested on the NSL waal l 
Consequently, there has been an unintentional acquisition of data. 

Case agent Detectivel | and co-case agent SA| I 
| Ibecame aware of the possible IOB error on 03/06/2007, during a 
sguad meeting with ASA(] | During the meeting, ASAC 

| jdiscussed potential IOB matters relating to NSLs, i.e., a 
carrier providing information beyond the scope of an NSL resulting in 
the unintentional acguisition of data. As a result, the case file was 
reviewed and a possible IOB violation was discovered. Upon 
identification of the possible IOB error, SSA| |was 
notified on 03/06/2007. 

_ b2 
The aforementioned records were not processed intol"" | . 

| |or any other FBI database. 

SJLLKE1 
2 
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h 2 To: Inspection From: I I -, 
(U) -R-e--: 27 8-HQ-C122 97 36-VIO, 03/13/2007 'D 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate, 

3 
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(Rev. 01-31-2003) 

¡SECRBÏ / / Ï G ^ ^ E S G É T 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/08/2007 

To: Inspection 
General Counsel 

Attn : IIS 
Attn : National SecurJ 

(NSLB) 
ty Law Branch 

From: 

Contact: SA 

Approved By: 

Drafted By: 

Case ID #: (S) | 
(U) 27 8- HQ-C122 97 36-VIO 

iPending ; 
^ Pending) 

bl 
b 7 A 
b6 
b 7 C 
h 2 
b7E 
bo 
b 7 C 

Title: (S! 

(U) Synopsis":" To provide information regarding a possible 
Intelligence Oversight Board (IOB) violation involving captioned 
investigation. 

- X (U) 

( S ) > 3 

(II)-- Details: The following information pertains to a possible IOB 
violation involving captionedl ^investigation : 

1) S A T 

S S A [ 
](retired) - Case figer 

"I - former| Supervisor 

(sì ; r 

lililiilill 

)7C 

b7E 
BY 65179 DHH/KSR/JB 
1(c) JBEORET7 / 2S32eSQ|f 
ON: 12-17-2032 

wmmmmmm. 
I.JHEPE iKÛUiï 

NSL VIO-36024 



To : Inspection 
Re: (S) I 

From: 

SECRET// 

03/08/2007 
b7E 
>6 

>7C 

c 

) U.S. Person 

: ] In accordance 
with the NFIP Manual, Section 2-04, Summary Guidance and Application 
-fr̂  Full Tnyestiqations, a FCRA request was submitted on 02/07/2002 to 

Ifor header information pursuant to Title 15, U.S.C. 
§§1681(u) 

EXPLANATION: 
iSI I 1 

§1681(u) 
~ T ^ T 0^/07/^00^, the previous case agent submitted a 
FCRA NSL to I requesting "the names and addresses 

of all financial institutions with which this individual has or has 
had accounts as well as identifying information with regard to the 
individual indentified below, to include names, addresses, former 
addresses, places of employment and former places of employment". 

| |responded to the request on or about 02/27/2002, and 
provided a document captionedl |for the subject. 

b l 
b2 
b7E 
b4 
b7D 

(S) The information provided byQ "1 was not summarized, 
however, it can be inferred that the information was reviewed. In six 
later communications, the information was referred to with the 
following statement: "Review of credit andl I indicate that 

lare poor credit risks." The six documents that 
reterrect to tne mrormation were the Annual LHM and cover EC dated 
12/06/2002, an EC dated 01/23/2003, an EC dated 04/08/2003, and the 
Annual LHM and cover EC dated 12/17/2003. The information contained 
in thej |and the summarizing electronic 
nnmmnni i nn W3 not used to further the investigation. The 

received fromP |was not disseminated. 

^ "" J/^ The discovery was made during a subseguent review of the 
file. The I 1 and six documents referring 

Jwere immediately removed from 
ioned file, and seguestered with!"" "H Chief Division 

the information provided by[ 
the ca 
Counsel until the issuance of the IOB opinion by the National Security 
Law Branch (per NSB electronic communication dated 03/05/2007). 

o 
b7E 

SB6RET7 / 253^6358 

NSL VIO-36025 



rmflojam 

To: Tnsnect i on Prom : I I bl 
Re: (S) | | , 03/08/2007 ; b 7 A 

b6 
b7C 
b2 

LEAD (s) : b7E 

Set Lead 1 : (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) ^X^ Request IIS review the provided communication. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) Request NSLB to take appropriate action as 

necessary, in response to this potential IOB matter reported by 
the| | 

•• 

h 2 
b7E 

SECRET/ /gEœeSQg 
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(Rev. 01-31-2003) 

-nnrmirT _ 

FEDERAL BUREAU OF INVESTIGATION 

b2 
'b7E 

Precedence: ROUTINE Date: 03/21/2007 
b 7 r' 

To: Inspection Attn: IIS 
General Counsel Attn: NSLB 

From: 

Contact: CDC| 

Approved By: 

Drafted By: 

(U) Case ID #: ^X^ 27 8-HQ-C122 97 36-VIO (Pending) 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

Synopsis : (U) To report potential IOB matter(s). 

-X (17) 

(U) Detail's-: The following information is being reported 
pursuant to Intelligence Oversight Board reporting reguirements 
that potential IOB matters be brought to the attention of OGC and 
Inspection Division. 

( q I 1 

; assigned to SA|_ J S SA 
J 

f.cM .̂ nKi pnt- nf invpgHrfpHpn is identified a; 

bl 
b6 
hlC 
b4 
b7D 
h 2 
hlE 

^ A National Security Letter (NSL), was issued to 
|reguesting names and addresses of all financial 

institutions at which the subject had maintained an account 
(cover EC dated 01/10/2005, serial 21). The NSL cited incorrect 
legal authority. The NSL should have been issued pursuant to the 
Fair Credit Reporting Act (FCRA)15 USC 1681u(a), however, the 
legal authority cited was 18 USC 2709 (Counterintelligence access 

DATE; 12-17-2007 ALL IN FORMATION COHTAIHED 

CLASSIFIED B Y 65179 DMH/K3R/<JB "SECRET" HEREIH IS UNCLASSIFIED EXCEPT 

REASON: 1.4 {c} WHERE SHOOT OTHERWISE 

DECLASSIFY OH: 12-17-2032 

NSL VIO-36027 



ODQRDT 

To: Inspection From: | ~| 
(U) R-e-: 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

to telephone toll and transactional records). For purposes of 
mandatory Congressional reporting, the cover EC documented the 
issuance of an FCRA NSL, which accurately reflected the reguested 
information and the results delivered pursuant to the NSL. In 
its return, on or about 02/08/2005 vial I 
provided a full credit report on subject (EC dated 02/08/2005, 
serial 2 3 ) . " H providing information beyond the scope of 
the NSL resulted in an unintentional acguisition of data. 

(U) """" The unintentionally acquired information was not 
utilized in the investigation, and thus the potential IOB was not 
recognized at the time. The discovery of the "over-collection" 
of data occurred on March 9, 2007, during the course of reviewing 
files pursuant to an impending Inspection Division audit of case 
files containing NSLs and related materials. Upon its discovery, 
the 1A Envelope containing the| i m 11 i r-rPH-j1 report was 
removed from the file and delivered to I I CDC for 
seguestration until receipt of further guidance from OGC. This 
matter is being reported within the mandatory 14-day reporting 
period. 

b2 
b 7 E 
b4 
b7D 

7E 
4 
7D 

NSL VI03602S 



SkLRBT 
I 1 h 2 To: Inspection From: | | • 

(U) -Re-- h<f 27 8-HQ-C122 97 36-VIO, 03/21/2 007 & / h 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

ŜJfiCRÊ ^ 
3 
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(Rev. 01-31-2003) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/21/2007 

To: Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 

Contact : 

Approved By: 

Drafted By: 

(U) Case ID #: 

Title: (U 

CDC 

2 7 8-HQ-C12 2 97 3 6-VIO (Pending) 

REPORT OF POTENTIAL IOB MATTER 

Synopsis: (U) Potential IOB reporting of carrier 
in regard to a National Security Letter (NSL). 

error 

(U) 
N 

(U) Details: The following information is being reported 
pursuant to Intelligence Oversight Board reporting reguirements 
that potential IOB matters be brought to the attention of OGC and 
Inspection Division. 

J: I 

Acting SSA|_ J 
J assigned to SA^ 

iq\ r 

(U) A Fair Credit Reporting Act (FCRA) National 
Security T.pffp r INST, \ r under 15 USC 1681u(a), was appropriately 
issued to reguesting names and addresses of all financial 
institutions at which the subject had maintained an account 
(cover EC dated 05/12/2004, serial 12). In its return, on or 

j provided a full about 07/13/2004 via 
;-17-2007 

CLASSIFIED BY 65179 DMH/KSR/JE 
1.4 ic) 

lW--Mi 12-17~2||| 

ODCRBT 

7E 

7D 

7E 

7D 
2 

7E 
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To: Inspection From: | ~| 
iU} ..Re-: 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

credit report on subject (cover EC dated 07/13/2004, serial 16). 
I Iproviding information beyond the scope of the NSL 

resulted in an unintentional acquisition of data. •, , 

(U) - The unintentionally acquired information was not b/D 
utilized in the investigation, and thus the potential IOB was not b2 
recognized at the time. The discovery of the "over-collection" 'b7E 
of data occurred on March 9, 2001, during the course of reviewing 
files pursuant to an impending Inspection Division audit of case 
files containing NSLs and related materials. Upon its discovery, 
the 1A Envelope containing thel Ifull credit report was 
removed from the file and delivered to| |CDC for 
sequestration until receipt of further guidance from OGC. This 
matter is being reported within the mandatory 14-day reporting 
period. 

OECIRET 

2 

NSL VIO-36031 



SECRET 

To: Inspection From: I 1 
(U) -Re-v i^T 27 8-HQ-C122 97 36-VIO, 03/21/2 007 b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

&EIKJL1 

3 
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(Rev. 01-31-2003) 

DECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 03/21/2007 

Inspection 
General Counsel 

Attn: 
Attn: 

IIS 
NSLB 

From: 

Contact : 

Approved By: 

CDC[ 

Drafted By: 

(U) case ID #: 27 8-HQ-C122 97 36-VIO (Pending) 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

Synopsis: (U) To report potential IOB matter(s). 
<U) 

(T-T) Details : The following information is being reported 
pursuant to Intelligence Oversight Board reporting reguirements 
that potential IOB matters be brought to the attention of OGC and 
Inspection Division. 

-L£J Subject of investigation is identified as 

(U) A Fair Credit Reporting Act ( FCRA) National 
Security Letter (NSL), under 15 USC 1681u, was issued to | | 
reguesting names and addresses of all financial institutions at 
which the subject had maintained an account (cover EC dated 

DATE* 12-l"-20rr ALL INFORMATION CONTAINED 
CLASSIFIED "'BY 65179 DMH/KSR/JB HERETH IS UNCLASSIFIED EXCEPT 

, „ . * WHERE SHOOT OTHERWISE 1.4 (C £ [N-jiiiiilili!! 

ioz 
b7E 
bo 
b7C 

bl 

o 
b7E 
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•dEcnpf-
To: Inspection From: I 1 

(U) -R-e-: 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

'18/2004, serial 20). The NSL should have been issued pursuant 
to 15 USC 1681u(a) in that it sought a listing of all financial b2 
institutions, however, the NSL cited as authority 15 USC b7E 
1681u(b), which provides for the furnishing of consumer 
identifying information. For purposes of Congressional reporting 
reguirements, the cover EC correctly identified the issuance of 
an FCRA NSL. In its return, received on or about 07/23/2004 via 

| Iprovided a full credit report renor^r 

b 7 D 

subject (cover EC dated 07/23/2004, serial 26; 
providing information beyond the scope of the NSL resulted in an 
unintentional acguisition of data. 

(U) ^ ^ unintentionally acguired information was not 
utilized in the investigation, and thus the potential IOB was not 
recognized at the time. The discovery of the "over-collection" 
of data occurred on March 9, 2007, during the course of reviewing 
files pursuant to an impending Inspection Division audit of case 
files containing NSLs and related materials. Upon its discovery, 
the 1A Envelope containing thel Ifnl1 credi t report was b2 
removed from the file and delivered to | | CDC for 
seguestration until receipt of further guidance from OGC. This 
matter is being reported within the mandatory 14-day reporting 
period. 

b 7 E 
b 4 
b 7 D 

2 

NSL VIO-36Q34 



To: Inspection From: I I 
(U) --Re-v 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

h 2 
b7E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

HMSTBKni 

3 
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FD-962 (Rev. 03-21-2005) 

S£€KET 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/21/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact: 

Approved By: 

Drafted By: 

(U) Case ID #: 27 8- HQ-CI22 97 36-VIO 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

(U) Synopsis: Jx^ To report possible IOB error. 

7C 

iU) X 
Details : 

(S) 1. 

(S) 2. 

The case Agent 
was . retiree eSupervisor was SSA 

( U ) 3 - Possible IOB Error: 

(S) 

b'l 
b2 
b7E 
b6 
b7C 

(U) X 

( U ) 

4.Description of IOB Error (including any reporting delays). 

^ s a resul"t=- a n audit of NSLs issued by thd | 
Division, it was discovered that an EC reguesting an NSL, dated 
11/24/2003, was not reviewed by the CDC or SSA, did not state the 
predication, and did not cite the relevant statutory authority for the 
NSL. However, it should be noted that the signed NSL did cite the 
relevant statutory authority for reguesting telephone subscriber h2 

DATE; 12-17-2007 
C LAS S I. FIED.... BY.... 6.517 9.... Dlffl /ESR/.JE ODCRBT 
EEASOT: 1 . 4 (c ) . MHEEE.... SHOOT... .QTHER&TI.SE 

IN: 12-17-2032 

ÄLL IMFOEIfATIOM COI'JTAII'JED 

NSL VIO-36Û36 



bl To: Inspection From: . 
(U) -Re-: 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

information and toll records. Out of an abundance of caution, the 
I |CDC is reporting the failure to properly cite the statutory 

^ J . authority in the F, C as a potential IOB violation. |* | 

7E 
D 

b 7 C 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Iff ETÏÏT 
2 
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FD-962 (Rev. 03-21-2005) 

SECRH^— 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/21/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

7E 
Contact: 

Approved By: 

Drafted By: 

iT-T'' Case ID f : 27 8- HQ-C122 97 36-VIO 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

¡TJ) Synopsis: To report possible IOB error. 

(U) 

Details: 

(s: 
was 

(S) 2. 

(U)-(X 3-

| The case 
J (retired). The Supervisor was SSA 

Possible IOB Error: 

bl 
b2 
b7E 
b6 
b7C 

(u ) - ]X ( 

(U) 

Description of IOB Error (including any reporting delays). 
a result of an audit of NST.s issued by the 

Division, it was discovered thatl ]may have "over collected" g 
financial records relating to the subject. Specifically, the NSL, 
dated 5/19/2004, reguested "all financial records..." pertaining to 
the subject. In the following paragraph the NSL stated, "Records are 

jir.rnrrr 
2-17-2007 

CLASSIFIED BY 65179 DHH/KSR/JE 
RE&SOETl Iv4 (c) 

IH: 1 2 - 1 7 - 2 0 3 2 
I.JHEPE SKOIJIL OTHEPLJI,. 

NSL VIO-36033 



To: Inspection From: £ ] - X 27 8-HQ-C122 97 36-VIO, 03/21/2 007 

requested for the period from] 

X The recipient financial institution provided canceled 
from the subject. While all the canceled checks provided const: 
"all financial records" within the recipient's possession pertai 
to the subject, some of the canceled checks pre-date the period 
requested, | [is 
reporting the over-collection as a possible IOB matter. 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

checks 
tuted 
ning 

bl 
b2 
b7E 
be 
hlC 

SECRET 
2 
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(Rev. 01-31-2003) 

SBCRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/14/2007 

To: Inspection 
General Counsel 

Attn 
Attn 

From 

IIS 
NSLB 

Attn CDC 1 1 

Contact: SA 
1 

Approved By: 

Drafted By: 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: 
matter. 

(U) 

(U) EC provides details regarding a potential IOB 

"JxT " B e r t v e i i j ^ j i 

Reference: (U) EC dated 11/16/2006, file 278-HQ-C1229736. 

(U) Details-: On 03/13/2007, SA 
informed his Supervisor, SSA[ 
violations related to the below three 
investigations: 

] of potential IOB 
counterintelligence 

.7-2007 
CLASSIFIED BY 65179 DHH/KSR/JE 

I: 1.4 (c) 
122l7lllll 

HEREIH IS TJMCLÀSSIFIEI 
WHERE SHOOT OTHERWISE 

b€ 
b 7 C 
h 2 
hl E 

hl A 
h 2 
hl E 

> 6 

)7C 

NSL VIO-36040 



SEGRET b2 
To: Inspection From: I I b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

(S) 

The case was initiated under the Attorney General Guidelines 
Section II.B.l.| 

<U) -ĵ <(̂ The potential violation occurred when a National 
Security Letter (NSL), dated 10/23/2006, was sent to I I 

1 'rne INBR was rssueu pursuant- LQ 
Title lb, U.S.C., Section 1681u. The NSL specifically requested 
the names and addresses of all financial institutions where 

| |records indicate the consumer maintains or maintained an 
account. 

(U) In response to the NSL,|"~ lprovided the 
delivering office,! I credit report dated 02/08/2007. 
On 02/08/2007,| jprovided the case agent an 
electronic communication (RC) enclosing the| |NSL results 
in a 1A envelope. When the credit report was received on or 
about 02/10/2007, the case agent, S^ | did not 
realize it was a full credit report and fried rt. To date, no 
additional leads, NSLs, or other investigative action was 
conducted based on the information provided in the credit report. 

bl 
b7A 
b6 
b7C 
b4 
b7D 
b2 
b7E 

bl 

(TJ) X The ential violation occurred when a Na t inna 1 
). dated 10/10/2006. was sent tol I 

] J The NSL was issued pursuant to 

V̂SVlltL J. 

2 
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ODGRET 
. b2 

To: Inspection From: | | b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

Title 15, U.S.C., Section 1681u. The NSL specifically requested 
the names and addresses of all financial institutions where 
Equifax records indicate the consumer maintains or maintained an 
account. 

(U) l^T Tri rp.qnnri.qp to thp NSLJ~ ""Iprovided the 
delivering oificeJ Icredit report. On 12/08/2006, 

I Hprovided the casp agpnt an electronic 
communication (EC) enclosing the] |NSL results in a 1A 
envelope. When the credit rppnrt ŵ .q rprpivpH nn or about 
12/15/2006, the case agent, SP\ |did not realize bl 
it was a full credit report and filed it. To date, no additional 
leads, NSLs, or other investigative action was conducted based on 
the information provided in the credit report. b7D 

bo 
(S) I ! • b7C 

I I b2 
I I The case was initiated under the Attorney General !b7E 
Guidelines section II.B.ll I 

(U) jX^ The potential violation occurred when a National 
Security Letter (NSL), dated 11/01/2006, was sent I I 

1 
] The NSL was issued pursuant to 

Title 15, U.S.C., Section 1681u. The NSL specifically requested 
the names and addresses of all financial institutions where 

| |records indicate the consumer maintains or maintained an 
account. 

(U) I^C r e s P Q n s e the NSh.r" "Inrovided the 
delivering office,! Icredit report. On 12/07/2006, 

I 1 provided the case agent an electronic 
communication (EC) enclosing th^ |NSL results in a 1A 
envelope. When the credit report was received on or about 
12/15/2006, the case agent, SA| ¡did not realize 
it was a full credit report and filed it. To date, no additional 
leads, NSLs, or other investigative action was conducted based on 
the information provided in the credit report. 

(U) -jX( On 3/08/20071 \Counterintelligence Division was 
notified by FBIHQ Office of General Counsel of the possibility 
that full credit reports may have been provided in response to 
non-Counterterrorism NSLs. Subsequently, SA| |checked his 
current case files and noticed three investigatrons containing 

ODQRDT 

3 

7C 
4 
7D 
2 

7E 
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To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

ECs enclosing ari[ 
Supervisor, SSftT̂  

Tsredit report. SA| 
d I of the[ cred 

alerted his 
it reports. 

The reports were immediately provided to ALJU| | where they 
were seguestered pending a determination from N̂ -Lb as to whether 
this matter constitutes an IOB violation. 

b6 
b7C 
b2 
b7E 

ODQRET 

4 
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SfiCIRÊ ^ 
To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/14/2007 

b2 
b7E 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT ISS 

(U) For information. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) General Counsel is requested to review this matter 
and provide guidance as to the disposition of the sequestered 
materials. 

5 
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FD-962 (Rev. 03-21-2005) 

•SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/27/2007 

To : Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 

Contact : 

Approved By: b6 
b7C 
b2 
b7E 

Drafted By: 

iT-T'' Case ID # : 2 7 8 - HQ-CI 2 2 97 3 6-VIO 

Title: (U) REPORT OF POTENTIAL IOB MATTER 

(U) Synopsis: To report possible IOB error. 

Enclosure(s): For£ JDC, an envelope containing the redacted 
portion of a bank statement which was erroneously provided to the FBI 
by the bank pursuant to an NSL reguest. 

Details : 

(S) 1. b'l 

:s) 2. 

( U ) > < ) 3. Possible IOB Error: 

(S) I 

b7C 
¿L 

b7E 
: 

(U) 4- Description of IOB Error (including any reporting delays). 

(U) 

: JTTF. 

Possible IOB violation involvijig^SA^^^^_ 
]is supervised by SSA| " " ^ ^ o t the|_ 

T_ SA • 

(U) Upon review of bank records reguested via NSL, SA 
discovered a possible over collection of financial data. Serral /6or 

ODORET 2-17-2007 
C iLÂS S ï FÏËD " ' BY " ' 6 5T7 9 " ' DMH /KSR/JÎË 
REASON: 1.4 (c)" 

OU: 12-17-2032 

Î5HERE....SHOHH...OTHERÎII.SE 

NSL VIO-36045 

b7C 
b2 
b7E 



To: Inspection From: _ 
27 8-HQ-C122 97 36-VIO, 03/27/2007 

this case is an NSL addressed to I I for financial records 
related to the subject. The NSL requests all records f r o m l I 

I I 

(S) In response to the NSL,!"" lorovided, provided 
copies of account| "*|in the subject's name. The first monthly 
statement provided by the bank encompassed the date range of 

| | The statement contained three day's worth 
of bank data that was outside of the date range reguested in the NSL. 

(U) i^x writer physically cut the three day's worth of over 
collected data from the monthly bank statement and provided it to the 

ICDC for storage. 
b2 
b7E 
b4 
b7D 
b6 
b7C 

(U) I |considers this potential IOB matter resolved. 

OEGREQJ 
2 

NSL VIO-36046 



b2 To: Inspection From: I I . 
(U) - ^X^ 27 8-HQ-C122 97 36-VIO, 03/27/2007 -b / E 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 
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(Rev. 01-31-2003) 

¡DDORDT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To : Counterintelligence 

Inspection 
General Counsel 

Date: 03/15/2007 

From: 

Attn: SSA[ ] 
CD-2A, Room 4133 

Attn: IIS, Room 3041 
Attn: NSLB, Room 7947 

Contact : SA [ 

Approved By: 

Drafted By: 

Case ID #: (S) f | (Closed) 
(U) 278-HQ-C122973 6-VIO (Pending) 

Title: (S! 

T ^ T ï ï n ^ T T T m r n r w T 
OVERSIGHT MATTER 

b l 
b6 
b7C 
b2 
b7E 

b7C 
b2 
b 7 E 

( U ) SynopsiS": To provide information regarding a possible 
Intelligence Oversight Board(IOB) violation involving captioned 
investigation. 

( U ) -X 
(U) Detailst "Ĵ ^ The following information pertains to a possible 

IOB violation involving captionedl I investigation: 

1) SA[ 
S S A [ 

T - former Case Agent 
J - 1 = ] Sup ervrsor 

(S) 2 ) [ 

(S) 3) 
'-2007 
BY 65179 DMH/KSR/JE 

3OIJ: 1.4 (C) 
3SÏF7 •••OU: 12̂ 17̂ 2G32 

-N TI rr RR 
' ' ' Hi F0 RIiàTI OH " ' € OE 

HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

?E 

NSL VIO-36053 



To: Counteri ntel 1 i gpnr.p From: [ 
Re: (S)| | (Closed) 
27 8-HQ-C12 2 97 3 6-VIO, 03/ 09/2007 

bl 
b2 

4) U.S. Person. b7E 

(S> I , I b ? D 
I | On 
01/11/20Ob, a FCRA request was submitted to| " I f o r header D o 

information pursuant to Title lb, U.S.C. §§1681(u). 
6) EXPLANATION: 

b7< 

1 H 
| | On 01/11/200b, case agent submitted a §1681(u) FCRA 
NSL t T o l - ^ requesting "personal identifying information" 
and "Identity of Financial Institutions," citing Title 15, U.S.C, b'l 
Section 1681(u). 

(U) | | responded to the reguest on or about b7D 
02/01/200o. The case agent was not aware at the time the 
response was provided that it contained 1681(v) material, to 
include paperwork captioned| I 

(U) The discovery of the 1681 fv) material was made during a 
review of the file on 03/07/2007. Thel ¡report was 
removed from the captioned file and sequestered with the I I 
Division's Chief Division Counsel, pending resolution of the 
potential IOB and additional guidance from National Security Law 
Branch. 

(U) The case agent did not disseminate or take any further 
action regarding the 1681(v) information contained in the report 
in furtherance of the investigation. 

•SECRET 
2 

NSL VIO-36054 



n TI npnm 

To: Counterintelligence From: | | ,b2 
Re: (S) I I (Closed) b7E 
27 8-HQ-Cl22^ z1 J<b-vlo, US/ (J9/2 007 ^ N 

be 
b 7 C 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Request IIS to take appropriate action as 
necessary, in response to this potential IOB matter. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Request NSLB to take appropriate action as 
necessary, in response to this potential IOB matter. 

4 U U D H Ì I L 

3 
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(Rev. 01-31-2003) 

tJ-blLkiiiT 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/22/2007 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
JTTF 

Contact: SA[ 

Approved By: 

Drafted By: 

(IT) Case ID #: jX} 27 8-HQ-C122 97 36-VIO ( Pendi 
:s: 

ng; 
(Closed) 
(Closed) 

Title: (U) REPORT OF A POTENTIAL IOB MATTER 

(S) 

:s: 

(U) Synopsis: 

(U) 

To report a potential IOB matter. 

( U ) Reference : 

rirfyOn: (T3T2̂ A2£L22_ 
97Q-nn-ri ?9Q7^^-VTn ^ri al 2570 

)7E 

(S) 
(S) 
(S) 
(S) 
(S) 
(S) 

iT-T) Details: On 03/19/2007, the writer was informed of a 
potential Intelligence Oversight Board (IOB) matter regarding a 
National Security Letter (NSL) issued for captioned 

b'l 
z 

b7E 

b7( 

1-17-2007 
CLASSIFIED BY 65179 DMH/KSR/JE 

1 . 4 ( c ) 
E-F?-0H: 1M7-2!!! 

• PT?PDT?T ̂ ^ ^ ^CLASSIFIED 
IIJHEPE SHOW! OTHERWISE 

NSL VIO-36056 



SECRET 

To: Inspection From: I I 
(UJ ^ X 27 8-HQ-C122 97 36-VIO, 03/22/2 007 

cases. Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), (as amended, December 13, 2003), 
the FBI can request financial records from a financial 
institution. On 08/18/2005, thel ¡FBI issued a NSL under 
Section 3414(a)(5) for financial records from the| | 

| | The NSL requested financial information on two 

:s> 

peopleandanassociated business. Each person was a subject of 
separate but related investigations. Therefore, the NSL was 
requested under both cases | | 

I The NSL requested financial records for 
thecaptioned subjects and an associated business for the time 
period | | Instead of the requested time 

[ 
frame, thel I FBI 

the provider, the 

received financial records from 
1 This wa s an prrnr n the part of 

f .q ì rpfprpnrpH M T. rp.qnnri.qp I 
[ J P )rovided financial information outside of the scope of 
the request. They provided finanacial information on a floppy 
computer disc with data from 08/29/2000 through 08/29/2005 when 
they were only requested to provide information froml I 

I 1( in this easel I The EC 
reguestinq the NSLi I 

te ] was dated 0'//30/200b. TTTe 
forwarded under cover of an EC froit| 
10/03/2005. When the disc arrived [ 

computer drsh was 
]dated 

case agents were 
already in the process of writing a search warrant for the 
subjects residence. Consequently, the disk was not reviewed at 
he time of arrival andl_ I was not aware thatl"" I 

|had provided financial information 
scope of the request. This error on the part of outsideofthe 

the provider was brought to the attention of the writer on 
03/19/2007 as a result of the on-site inspection conducted by 
SS [ 

( U ) On 03/23/2007, the disc containing referenced 
information was pulled from the closed file and 
The financial information was provided in a Microsoft 

Access file. All of the information provided on the Microsoft 
Access file that fell between 08/29/2000 and 02/28/2001 was 
deleted. 

financial 
reviewed. 

(S) During the relevant time, the case agent for 
was SA J jand the co-case agent was 

M a H M m n Q i O J_i O JA U± 

2 

7E 

7E 

7C 
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HSECrtET b2 
I 1 b 7 E 

To: Inspection From: | I 
(U) --R-e-: 27 8-HQ-C122 97 36-VIO, 03/22/2007 

( S ) SA| "[ Th-e-c-as-e--ag-ent--f o-r^Z 
the co-case was SA[ 

was 
„ . __ 

the relevant time, both agent's 11pPrvi .s o r wa.s S 
| | The referenced NSL was issued for information regarding 
the subiects of both cases. The subi ect of V 

ziZ Q P nnn-ll.qPRR The Subject off 
lis a US PF.R . I 

(U) This communication, consistent with the directives 
in the referenced communication (278-HQ-C1229736, Serial 2570), 
provides this information to report this potential IOB provider 
error for whatever action is deemed appropriate. 

b 7 E 
>6 

>7C 

SECRET 
3 
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II -to 2 
I "b^F 

(U) k : X 27 8-HQ-C122 9736-VIO, 03/22/2007 

LEAD(s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

4 
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(Rev. 01-31-2003) 

•S&IK1L1 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : 

To: 

ROUTINE Date: 03/16/2007 

Counterintelligence 
General Counsel 
Inspection 

Attn 
Attn 
Attn 

CD-3A, SSA I I 
NSLB 
Internal Investigative Section 

From: 

Contact : 

Approved By: 

SA 

Drafted By: 

(U) Case ID #: _ 278-HQ-C12297 36-VIO 
(S 

b l 
b2 
b7E 
b6 
b7C 
b7A 

(Pending] 

Pending) 

!T-T) Title: REPORT OF A POTENTIAL IOB MATTER 

^ Synopsis: ^¿X^ To report a potential IOB matter involving an 
overproduction by a carrier. 

(U) X 
Details: fS) During the investigation of [ 

]( Pending) , Case Agent SA[ 
oB violation involving ar 

J discovered a 
] 

porennai i 
that had occurred in 2 • • ° 

ng an nvprnrnHnr'ti nn by a carrier 
?| Ibeing assigned the , prior to S 

r~ì T T Q Pi? "R a ri HI J \ | The Supervisory Special 
Agent for this investigation is SSAI "1 

(S) SAi "T the nrevi ous case 
agent, reguested through an NSL dated 04/12/06 froml I 
subscriber information for| | on date|"~ | 

DATE:12-17-2007 
CLASSIFIED BY 65179 DHH/KSR/JB 
REASON: 1.4 (c) 
DECLAS SI Ff ON: 12-17-2032 

b l 
b7A 
b2 
b7E 
b6 
b7C 

Ä-L -L • • • •IM'FO'EÄTI'ÖM' • • • CÔMTMLÏD: 
HEBE-IH- - IS- OTCL AS SIFIEI). • • .EXCEPT 
WHERE SHOOT OTHERWISE npflOTT J. 

NSL VIO-36060 



To: General Counsel Attn: NSLB Inspection From: 
(U) -R-e--: ]XL 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

CBOBMi iSOdvEi J. 
1 b2 

,«, t el ephone 1 ine,,.bel.i.ev.e.d...t-Q--.b-e---u-sed---b-y:-|~ On 
V̂ i 10? 16?2006, a response was received f f ying the 

subscriber as I I 

i
The response also indicated that the "Length of servi ce from 

| This information was includedl I 
T^hat eventually was withdrawn for other amendments 

and updates. The reguest form was never converted to a 
Declaration and thus the over-produced information was never bl 
submitted 

contained inl tiles 
and copies of same 

z 
b7E 

b7D 
b 7 A 

(S) As of EC dated 10/20/2006, the case was reassi 
to SA| "|upon SA| "ltransfer to another sq 
In preparation for a re-submittal| \ SA b7C 

I Isent another NSL dated 02/12/07 tJ I for the same h4 
information: subscriber information for| |as of 
| |response, included in t(J dated O3/09/2GG7 
and received on 03/14/07, was negative. On 03/16/07, SAi I 
attempted to determine the cause of the discrepancy in the result 
despite the fact that the same information had been reguested in 
the previous NSL. Upon comparing the results, SAl Inoticed 
that though the subscriber information was reguested as of 

| |the results froml I did not conform to the date 
reguested but were froml"^ I 

(U) - - Upon this discovery, SA| Ithen consulted with 
SSA/ADCl H Legal Department,^ |who advised that this 
was a possible IOB violation due to over-production by carrier. 
SA| [advised that the over-production be sealed and 
sequestered with the CDC. SA| |sealed the over-production on b2 
03/16/07 and gave it to Legal Unit on 03/21/2007. The Legal Unit b7E 
was also provided with 

b7( 

Jj!he__FBI originally listed as the number for 
which subscriber"""in*fo-rma-tion was sought and subsequently amended 

I I3" 
the NSL to seek subscriber informa11on""fo-r-
8/2005. 

bl 
h 6 

•¡SECRET 
2 
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To: General Counsel Attn: NSLB Inspection From 
(U) -Re-: 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

LEAD (s) : 

Set Lead 1: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) M R e a d a n d clear. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

Read and clear. 

Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Read and clear. 

¡SECRET 

3 
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(Rev. 01-31-2003) 

iSSdUIi J. 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE Date: 03/16/2007 

To: INSD 
General Counsel 

Attn: IIS 
Attn: NSLB, Room 

From: 

(U) 

Contact: SA[ 

Approved By: 

Drafted By: 

Case ID #: ,C122 97 36-VIO 

Title: (u; 

278) |5 0 07 8 - A 

REPORTS POTENTIAL IOB MATTER 

(U) Synopsis: To report a potential IOB matter based on the 
receipt of toll-record information from a telephone-service 
provider when only subscriber information was requested. 

<U) X 

Reference: :s) Q 
Details: (S) | 
US Person (USPER), 

"*| The cajpë ëyëhL Spë<^lël A^ëf^L (SAjj | 
-y 1 the supervisor is Supervisory Spëlîlël Agent 

'SSA' 

(U) On 07/25/2005, during the course of the 
investigation, SAj |submitted a National Security Letter 
(NSL) to obtain subscriber information for a telephone number 

I ¡that was known to have been in contact with the 
subiect. A date range ofI Iwas included 
in order to limit the reguest for subscriber records to the 
applicable time period. 

»2007 

CLASSIFIED B Y 65179 DHH/KSR/JE 

1.4 (c) 

OU: 12-1111111 

ALL INFORMATION CONTAINED 

¿»ElkU'l1 HEREIN IS UNCLASSIFIED EXCEPT 

WHERE SHOOT OTHERWISE 

h 2 
b 7 E 
bo 
b 7 C 

bl 
b6 
b7C 
h 2 
hi E 
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TîBCREÏ 
To: INSD From: | | 

(U) : 27 8-HQ-C122 97 36-VIO, 03/16/2 007 

(U) ---'¡X) In 08/2 005, SA| I received the results of the 
NSL from| |dated 08/14/2005. In addition to 

•b7E 

providing subscriber information for the telephone number,| 
I ¡also provided toll records for the number for calls made 

betweenl 1 At the time of receipt, SA 
I ¡did not take notice of the discrepancy between the 
information reguested and the information provided, and submitted 
the toll records to be uploaded into the FBI I I .bo 

I I 1 1 
1 1 b7C 

!T-TI1 On 03/15/2007, during a review of the file, SA b2 
| | noticed the discrepancy between the records requested and b7E 
the records provided bvl ^^^^^Jwith respect to the 07/25/2005 
request. At that time, SA^^^^^^J^requested that the toll-record 
information be purged from tn^ I 
SA| |was notified on the 03/15/2007 that the records had 
been removed from the database. S| ¡also notified SS/I I 

| | and Acting CDC I regarding the 
discrepancy. In addition, Si^^^^^^^T^eqreqated the records from 
the file. The records are currently maintained in the I 1 
supervisor's safe awaiting further direction. 

JbHiLKHi 1 

2 
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To: INSD From: | | 
(UJ -Re-: X 27 8-HQ-C122 97 36-VIO, 03/16/2007 

LEAD (s) : b2 
b 7 E 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) The Office of The General Counsel is requested to 
review the circumstances regarding the possible IOB violation and 
to subsequently provide CDC| ""[ direction regarding the 
disposition of the records which were inadvertently collected. 

LEAD (s) : 

Set Lead 2: (Discretionary) 

INSPECTION 

AT INTERNAL INVESTIGATIVE SECTION, WASHINGTON, DC 

(U) For action deemed appropriate. 

JSELRLT 

3 
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(Rev. 01-31-2003) 

OEGRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 

Inspection Division 

From: 

Contact : 

Approved By: 

Drafted By: 

Date: 03/26/2007 

Attn: National Security Law Branch 
Counterterrorism Law Unit 
Room 7975 

Internal Investigations 
Section (IIS) 

Case ID #: (U) 
( u ; 

(SÎ 
27 8-HQ-Cl22 97 36-VIO 
278 I A 5 3 0 0 3 

Title: (U) REPORT OF POTENTIAL INTELLIGENCE 
OVERSIGHT BOARD (IOB) MATTER 

>1 
>2 

)7E 

(U) 

Synopsis: (U) Report of a potential IOB matter to the National 
Security Law Branch (NSLB), Counterterrorism Law Unit (CLU), and 
the Inspection Division (ID) Internal Investigations Section 
(IIS). 

X 
Details: (U) As directed in the OGC e-mail to All CDCs dated 
March 21, 2007, titled "IOB Issues Relating to Inspection 
Division's Audit", the following is being reported to the NSLB, 
CLU, and to the ID, IIS, as a potential IOB matter: 

(U) 1. Identification of the issue. 

(U) In the "Synopsis" portion of an EC dated December 
10, 2003, it was reported to FBIHQ that the communication (EC) 
approved the issuance of an Electronic Communication Privacy Act 

-17-2007 
CLASSIFIED BY 65179 DHH/KSR/JE 

I: 1.4 (c) 

iff: I2-I7-2Ö'I1 

" S E C R E T— ALL INFORMATION CONTAINED 

HERETH IS TJMC LÄSST FIE» EXCEPT 
WHERE SHOOT OTHERWISE 

NSL VIO-36066 



^MBflDI iL ' r 

To: General Counsel From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

(ECPA) National Security Letter (NSL). In the "Enclosure" 
portion of the same EC, the NSL was identified as being for 
financial records and addressed to I I 

(U) From a review of a copy of the enclosed NSL, it wa 
determined that a Right to Financial Privacy Act (RFPA) NSL was 
addressed and issued tj land correctly cited Title 
12, United States Code (U.S.C.), Section 3414(a)(5). 

(U) 2. Error believed committed. 

(U) The "Synopsis" portion of the EC should have 
reported a RFPA NSL reguest. 

(U) 3. Identification of the target. 

(S) 
(S) 

(U) 4. Identification of the subject's status. 

(U) United States Person. 

2 
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SECRET 

To: General Counsel From: | | 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

LEAD (s) : 

Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON DC 

(U) It is requested that the above information be reviewed 
for a potential IOB violation. 

Set Lead 2: (Action) 

INSPECTION DIVISION 
AT WASHINGTON DC 

(U) It is requested that the above information be reviewed 
for a potential IOB violation. 

3 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: Priority 

To: General Counsel 

Inspection Division 

Date: 03/27/2007 

Attn: NSLB 

Attn: Internal Investigations Section 

From: f 
RA Squad 

rs/| JtA, Contact: 

Approved By: 

Drafted By: 

Case ID #: 278-HO-C1229736-VIO (Pending) 
278|""nC71404 

b7E 

Title: 
[ 

P O T F N T T A T . TOR VTOT ATTON ï 
Synopsis: Report of potential IOB violation for £ 

Reference: 278-HQ-C1229736 Serial 355 
278-HQ-C1229736 Serial 1347 
66F-HQ-A1247863 Serial 149 
66F-HQ-A1247863 Serial 172 

Details: The following information is being provided a potential IOB violation: 

Title: (S\ 

FiM: (S)^ ] 
-L 

(S) 

a six month 
1 

was ,e 

this permissible 

. _m 10/1/2004. A 
or position the 

2-17-2007 

.'SOU: I7'4 (CI 
1HERE SHOW • • • OTHERWISE 

12-17-2032 

NSL VIO-36069 



To: General Counsel From: I I 
Re: 27 8-HQ-C122 97 36-VIr 3/27/2 007 

1 

Explanation: Case Agent, SA | |was contacted and believes that an 

approved this extension. SA\ laffirms that the required authori^jmil^ceived, however 

v a 90 day TDY and w?.? ntienmhriQ to ensure that all substantive case 
work arid files were up to date and complete. I had also just finished a complex trial with 
dozens of witnesses and pieces of evidence. 

b2 
b7E 
ta6 
b7C 

Action taken to rectify situation: SM | \is aware of the importance of 
complete docmentation in all FBI case Mes, especially Counterrorism matters. £/4| ^has 
been counseled by the \ \ZDC arid will ensure that documentation is complete in 

2 
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To: General Counsel From: | I 
Re: 27 y-kQ-di2z 97 36-VI, 3/27/2 007 

b2 
b7E 

LEAD(s): 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

For information and action deemed appropriate. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON. DC 

For information and action deemed appropriate. 

3 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 

To: General Counsel 

Inspection Division 

From: 

Date: 03/27/2007 

Attn: NSLB 

Attn: Internal Investigations Section 

L ] 

7C 

Contact: SSA 

Approved By: 

Drafted By: 

Case ID #: 278-H£LC1229736-VIO (Pending) 
278| |C71404 

Title: POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION b 2 
I I b73 

Synopsis: Report of Potential IOB violation for [ 

Details: was 
is 

^recent NSL Audit, the 

Title: 

bl 
b6 
b7C 
b2 
b7E 

'S) C 

accordance witn trie Attorney General (juidelmes because the 

? DIM a p p e a I e u LU n a v e c o n L a c L wr LII ~ 
"SA I Jwas assigned this 

-17-2007 

l-*"4 (e) 
IN: 12-17-2032 

«HEÎŒ--SHOBH--OTÎ3ER0ÎSE 

NSL VIO-36072 



To: General Counsel From: I I 
Re: 27 8-HQ-C122 97 36-VI, 03/27/2 007 

matter while assigned tc| ]which was supervised by SSA[ 

During the period 
following i TWP.qt i gat i nri w a .q nnn 
reports that between I 
which were previously obtained 
[ 

)rior to [ 
ana. e d [ 

jtelephone records 
I were uploaded 

— H S A É Z f Z I 
prepared a closing communication in this case prior to the 
expiration. These documents were never uploaded and file copies 
could not be located. During a subseguent file review in 
approximately July, 2005, it was determined the case was indeed 
still open in ACS. On 07/18/2005,1 Iclosed the case 
pursuant to the procedures and guidelines in effect at the time 
of the expiration, 05/20/2004. Asl I did not recognize the 
extension was not authorized by Headaua rters at the one year 
period, a violation was not obvious to| |until noted in the 
recent NSL audit. 

hi 

7E 

(U) Subseguent to these oversights and prior to the 
recent NSL audit,I Irevamped the internal tickler system to 
better track expiration dates and provided training to Agent and 
SST personnel. 

2 
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To: General Counsel From: I I 
Re: 27 8-HQ-C122 97 36-VI, 03/27/2 007 

h2 
b7E 

LEAD(s): 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information and action deemed appropriate. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

For information and action deemed appropriate. 

3 

NSL VIO-36Û74 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: PRIORITY 

To: General Counsel 

Inspection Division 

Fror " )inT 

Contact: ASAC 

Approved By: 

Drafted By: 

Date: 03/27/2007 

Attn: NSLB 

Attn: Internal Investigations Section 

b2 

b 
b7C 

Case ID #: 278=HU=p 1229736-VIO (Pending) 
27j IC71404 

Title: POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 
I " I 

Synopsis: Report of Potential IOB violation for 

Details: A Potential IOB violation was discovered during|"" \ecent NSL Audit, the 
illation is provided: 

b7E 

(S) 

Title: 

bl 
b2 
b71 

DÂTEï 12-17-2007 

REASON: 1.4 (c) 
IN : 1 2 - 1 7 - 2 0 3 2 

ALL INFORMATION 
HEFEIM I S 
WHERE'''SHOOT 

NSL VIO-36075 

bl 
b7D 



b2 
i 1 b 7 E 

To: General Counsel From: I I 
Re: 27 8-HQ-C122 97 36-VIr 03/27/2 007 

(S) 

bl 
b6 
b7C 

(S) During the course of this investigation, there was 
extensive communications between SA| |and numerous 
individuals at Headguarters as well as within the Department of 
Justice (DOJ). Individuals were routinely updated as collective 
effortj | These updates included 
an oral presentation by S?\ |at Headguarters in November 2005 
h p f n r p nn'T flttnmpyqf Unit Chiefs, Supervisors and| 1 

]Despite these routine updates, SA| |apparer 
neglected to provide an annual LHM after the one year peric 
The LHM was not prepared in this matter until it was closed in 
September 2( 

(U) During the time the annual LHM was due, S [ 

>1 
>6 

wa s a 1s o servina as the Joint Terrorism Task Force Coordinator b^E 
for| |in addition to carrying cases. The violation was not 
discovered until noted in the recent NSL audit. 

(U) Subsequent to these oversights and prior to the 
recent NSL audit J |revamped the internal tickler system to 
better track expiration/reporting dates and provided training to 
Agent and SST personnel. 

2 
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b2 
Re: 27 8-HQ-C12 2 97 36-VI, 03/27/2 007 
To: General Counsel From:| | b7E 

27 8-HQ-C 

LEAD(s): 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For information and action deemed appropriate. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

For information and action deemed appropriate. 

3 
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FD-962 (Rev. 03-21-2005) 

QEORET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE Date: 03/27/2007 

To: Inspect' Lon Attn: IIS, Room 1 1861 

General Counsel Attn: NSLB, Room 7 975 

1 
Attn: ADC | 

1 

From: 

SA|_ Contact : 

Approved By: 

Drafted By: 

(U) Case ID #: jX^ 27 8-HO-C122 97 36-VIO 
(U) 62 Fl I-A8 9 4 55-IOB 

(si K 

Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis: To report possible IOB error. 

(TJ) ^ ^ DertveOJ'roiiu-i 

l'T-T-1 Enclosure(s) : Enclosed for| 
original NSL results obtained from£ 

b l 
b2 
b7E 
b6 
b7C 

CDC/ADC: (1) FD-340 containing 
]on CD-ROM media. 

Details : 

(S) 2. 

3. Possible IOB Error: 

<u) X 
(UJ 

Description of IOB Error (including any reporting delays). 

On 01/16/2007, a National Security Letter (NSL) reguesting 
the name, addresses, and length of service and electronic 
communications transactional records, to include existing 

2-17-2007 

REASON: l-*--4 (c) 
IN: 12-17-2032 

«HUaBBOL 
IIJHERE • • • • SHOOT • • • OTHERWISE 

NSL VIO-36073 



To: Inspection From: | ~| 
(U) --Re-: M 27 8-HQ-C122 97 36-VIO, 03/27/2 007 

transaction/activity logs and all electronic mail (e-mail) header 
information (not to 1 n c 1 

I"" |was prepared and approved in 
accordance with the Attorney General Guidelines. The NSL was served 
by thel Ion 02/15/2007. I |provided 
the results of the NSL to the| l^hich was received by 
case agent on 03/27/2007. 

'!T-T!' X u P o n review of the NSL results on 03/27/2007, SAI I 
discovered the inclusion of possible content information in the header 
information provided b\l | 

b l 
b2 
b7E 
b4 
b 7 D 
b6 
b7C 

I This 
information was not reguested by the FBI. Furthermore appeared 
to be in compliance with the NSL in providing header information. The 

(U) J ^ L Subseguent to the discovery of the additional header 
information, S7I 1 sequestered the original CD-ROM media sent by 

| [and will provide the CD-ROM along with a copy 
of this EC for storage bvl "T)i vi si on Counsel until further 
instructions are provided by NSLB. 

(U) -- J/K̂  All information found adjacent to thel 1 will be 
redacted by| |and will not be utilized by the case agent 
analysis, nor documented in the case file. 

_n any 

SECRET 
2 

NSL VIO-36Û79 



^SECRET 
, , b2 

To: Inspection From: I I 
(U) R-e-r- 27 8-HQ-C122 9 /Sb-ViO, ^3/27/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

_~TTHTT"T-
3 
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FD-962 (Rev. 03-21-2005) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence : ROUTINE 

To : Inspection 
General Counsel 
New York 

Date: 03/15/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 
Attn: Leqal Unit 

From: 

Contact : 

Approved By: 

Drafted By: 

(U) Case ID #: 

Title: (U 

(U) Synopsis: 

ÎU) X 

b6 
b7C 
b2 
b7E 

27 8-HQ-C122 97 36-VIO (Pending) 
(Pending) 
(Closed) 

REPORT OF A POTENTIAL IOB ERROR 

To report possible IOB error. 

(U) Enclosures: For the Chief Division Council of the| 
copy of RFPA National Security Letter (NSL), and origrna_ 
report received therefrom for purposes of seguestration. 

Details: 

(S) 1. 

crec 

:s: 2. 

• 

bl 
be 
b7C 
•b2 
b7E 

(U) X ) 3. Possible IOB Error: A carrier providing information be 
the scope of the FISC order or other relevant legal authority 
resulting in the unintentional acguisition of data. 

(S) 

bELKEl 
C.LÀS.5.I FIED... BY... .6.51.7.0... .DUH./KSR/ J.E 
REASON: 1.4 (c) 

IN: 12-17-2032 

ALL INFORMATION CU 
HERE IH'TS " 'tlC LAS SI FIE 
TiTHEFF SHO'TII 0THEP.-ISE 

NSL VIO-36031 

bl 
b2 
b7E 



^SiCRfii 
To: 

(Ü) - Re : -
inspection From: [ 

27 8-HQ-C122 97 36-VIO, 03/15/2 007 

(U) - X Description of IOB Error (including any reporting delays). 

[ 
(S) On or about May 26, 2004, an RFPA National Security Letter 

(NSL) was served to I 
Jrequesting the name, address and 

b l 
b2 
b7E 

all financial institutions (as defined in title 12, U.S.C., Section 

(U) The NSL, submitted pursuant to 15 U.S.C. § 1681(u)(a), was 
drafted by Case Aqent| |which is 
supervised by SSA| The NSL specifically requested 

b7D 
b6 
b7C 

the names and addresses of all financial institutions (as defined in 
Title 12, U.S.C., Section 3401) at which the below-named consumer 
maintains or has maintained an account: 

:sj 

(U) 

bl 
he 

hlC 
b4 
b7D 
h 2 
b7E 

-- M R^a. this N S L , | _ 
Hiy 26, 2004, the NSL was executed by| |I 

provided the subject's entire credit report 
. .. ."he requested record of just financial institutions. Th 

| | erroneously provided additional information that was 
above that which was requested by the NSL. The NSL clearly 
financial institution records under 15 U.S.C. § 1681(u)(a) 
discovered this problem on March 14, 2007, and took immedi 
to report the incident and submit the full credit report t 
Division Council of thel I for sequestration 
2007. No copies of the report remain in case file. 

n executing 
as opposed 

erefore, 
over-and-
requested 
. Case Agent 
ate action 
o the Chief 
on March 15, 

(U) The possible violation was not reported in 2004 because case 
Agent was not aware, at the time, that receiving a full credit history 
was beyond the scope of authorization. 

NSL VIO-36032 



•SECRET 

To: Inspection From: I I 
(U) --R-e-: 27 8-HQ-C122 9736-VIO, 03/15/2007 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

3 
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(Rev. 01-31-2003) 

SECR 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: General Counsel 
Inspection 

Date: 03/27/2007 

Attn: NSLB 
Attn : IIS 

b2 
b7E 
b6 
b7C 

,'T-T'1 Case ID #: M 278-iiUiC1229736-VIO (Pending) 
(U) 2 7 8 -j |c 714 0 4 (Pending) 

(U) Title: INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLAT 
ATLANTA DIVISION 

Synopsis: (U) Report of a potential Intelligence Oversi 
Board(IOB) matter. 

(U) ~x 

Reference : (S) [ 

Details: isi I 
b7( 

bl 
h 2 
b7E 
b6 

electronic communication (EC) seeking| | 
J Per referenced serrai, the 

o allow sufficient time for toll record 
~17™200? 

CLASSIFIED B Y 65179 DHH/KSR/J 

,4 (c) 

¡1: 12 11111:1:1 

^»i^RET / 7 
I.JHEPE SKÜIJIL OTHEPÜ;. 

NSL VIO-36034 



"SECRET / / J23SÔ3Z U 

To: General Counsel F r o m : I 
(U) : X 27 8-HQ-C122 97 36-VIO, 03/27/2 007 

analysis to be completed by the Field Intelligence Group(FIG). 
The| HSupervisor, National Security Branch(NSB) ASAC, 
and SAC, were listed in the "Approved By:" portion of the EC. 
When the EC was submitted by SF\ jit was approved by the 
IT-2 Sguad Supervisor. 

b7E 
B E 
b7C 

(S) As a result nf ^n ;=niHi t nf Kbti 
Letters(NSL) conducted in thel 
the physical case file for| ^ ^ ^ ^ ^ ^ ^ ^ 
of the referenced serial, cH rmpH Vw ^n a.gar or higher authority. 

Ï 
nal Security 
it was noted that 

W _L_ L U C J . C L C J _ C U L - C W O ^ J L D _L , 

The physical case file for|_ 3 

Jdid not contain a copy 

Icontained a copy of the 
Jaoted referenced EC only signed by the supervisor, 

the EC had been uploaded into ACS on 09/11/2006, and continued to 
work on the PI under the assumption that it had been extended. 

[ 
(S) SA[ Ibelieves the EC[~ 

J was in fact approved by an ASAcT or nigner autnority. 
The EC in guestion was also sent to ITOS I, CONUS II, to notify 
them| | 

S A [ 
(3U At the time the referenced document was_written by 
J ha had been working in the L 

than two months. SA[ 
Birmingham Division, Huntsville RA. 
Birmingham(Headguarters City) to Huntsville 

1 for less 
]had recently transferred from the 

Due to the distance from 
RA, it was possible 

that a week or more pass before receiving a signed copy of 
documents. As a result of delays due to interoffice mail, the 
fact that a document had been uploaded into ACS y^^ nnp way to 
determine if the doonrnpnt had been approved. Sfll Ibased his 
assumption that the| 
fact the document had been uploaded into ACS. 

)n the 

(U) c l o s i n g EC provided the information mandated 
by Headguarters policy for closing I |and 
was sent to CTD. 

In the future! 
insure that a copy ofl 
maintained in case files. 

Jcase agents will personally 
signed by the ASAC are 

bl 
h 6 
b7C 
b2 
b7E 

b7E 

2 
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"TSBGgET//~2$326S2!C 
I 1 b 2 

To: General Counsel From: | | 'b"E 
(U) -R-&-: X 27 8-HQ-C122 97 36-VIO, 03/27/2 007 

LEAD (s) : 

Set Lead 1 : (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB; for information and action deemed 
appropriate. 

Set Lead 2: (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) IIS; for information and action deemed 
appropriate. 

08 6wsb.iob.wpd 

"SECRET / /¿osz&gzz 

3 
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(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/26/2007 

Attn: Internal Investigations 
Sect. 

Attn: Natl. Sec. Law Branch 

From: 
Lega1 Unit 

Contact: CDC 

Approved By: 

Drafted By: 

Case ID #: (U) 27 8-_m=C122 97 36-VIO (Pending) 
(U) 278-1 |c7 65 0 6 (Pending) 

?E 

(Closed) 

Title: POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER 

Synopsis: (U) To report a potential IOB matter to the 
Inspection Division and to the General Counsel. 

ÍU) 

11 c; • 

Derived 
Declassi 

G-3 
: 03/26/2017 

-SI 

J The subject of this 
investigation is a U.S 

]JTTF SSA[ 
Person. The investigation was opened 

J and assigned to TFO^ 

'-2007 

B Y 65179 DHH/KSR/J 

1.4 (c) 

IN: 12-17-2G3-2 

= =¡¡==: = M i:, mmiì.A. 
I.JHEPF ÍKÜUÑ OTHEPÜ;. 

7C 
7E 

NSL VIO-36037 



To: Inspection From: I I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

(si 

(S) 
The file does not request 

300.5... .wh-s n... -T. FQ -F 
: request a 
"Ir-e-q-u-e-s-t-e-dr 

nv i nvestiaati on u 

b'l 
be 
b7C 
b2 
b7E 

bl 

This investigation was selected for review during the 
field-wide audit of National Security Letters conducted 03/16-
21/2007 i n I I Although no NSLs were issued from this b6 
investigation Inspector I Inoted the lapse in dates b7C 

, -between the expirations of the PI and the extension of that PI 
and the case closing. The file was referred to the CDC on 
03/19/2007 and a decision was made by the CDC to refer it as a 
possible IOB matter on 03/20/2007 because of the claim the case b2 

I I : b 7 

' { CJ 'i ,SACl -l---pr>r̂----r-L-at-----r-h-̂---p-r-Rd4-fr'at--io-n-----f o r this 
investigation is sufficient for a Preliminary Investigation. The 

^ Attorney General Guidelines for National Security Investigations 
provide for the opening of a Preliminary International Terrorism 
Investigation based upon information or an allegation indicating 
an individual or group is acting on behalf of an international 

NSL VIO-36038 



SifSRET 

To: Inspection From: 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 

:~e r'ro rI'sr t ~ -Q r era n~r z a t-j : . I 

] It is therefore asserted that the claim 
by the case agent that the case was improperly predicated is 
false. 

T 

3 
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"SECRET 

To: Inspection From: | I 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/2 6/2 007 b2 

blE 

LEAD (s) : 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review this EC and take action as appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review this EC and advise the Inspection Division, 
IIS on the referai of this matter as a potential IOB violation. 

"&BÇÇET 

4 
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Precedence: ROUTINE 

To: Inspection 

General Counsel 

Date: 03/27/2007 

Attn: Internal Investigations 
Sect. 

Attn: Natl. Sec. Law Branch 

From: 

Contact : 
Legal Unit 
CDC I 

Approved By: 

Drafted By: 

Case ID #: 

Title: (U 

u; 
u; 
S) 

2 7 8-HO-C122 97 3 6-VIO (Pending) 
2781 IC7iS.S0iS ( Pending) 

(Closed) 

POTENTIAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER 

bl 
b2 

b7C 

Synopsis: (U) To report a potential IOB matter to the 
Inspection Division and to the General Counsel. 

(U) X 
bl 

r 

Details: (S)f 1 

I llTTF acting SSA| 
The investigation was opened Dy the squad 

land assigned to TFO | I 
I The subi ect is a U.S. Person. 

7-2007 

CLASSIFIED BY 65179 DMH/KSRAT 

REASON: 1.4 (c) 

i: I2-17-2032-
HEPEIM IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

b 7 E 
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To: Inspection From: | 
Re: (U) 27 8-HQ-C122 97 36-VIO, 

SECRET 

3/2-1/2007 
b 2 
b 7 E 

This investigation was selected for review during the 
fi^iH-viHo ai1H-i+- -̂f Mo-h-î r̂ ai Security Letters conducted 03/16-
21/2007 ir| | Although no NST,s were issued from this 
investigation Tnanpntor I Inofpd thp 1 an.qp in d̂ tp.q 
-be-twee-n---t-h-e--&xp-l-ra-t-i-o-n-s[- | The file 
was referred to the CDC on UJ/ZU/^00/ and a decrsron was made by 
the CDC to refer it as a possible IOB matter on 03/21/2007 
because of the information in the file which may have been 
obtained| | 

bl 
be 
b 7 C 
b2 
b 7 E 

LEAD(s): 

silSRJJT 
2 
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To: Inspection From: I I .b7E 
Re: (U) 27 8-HQ-C122 97 36-VIO, 03/27/2007 

Set Lead 1 : (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) Review this EC and take action as appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Review this EC and advise the Inspection Division, 
IIS on the referai of this matter as a potential IOB violation. 
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