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SPSRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/12/2007
To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: MNSLE, Koo 7975
From:
_ 'Coun alilel ]l lger e/ agay s Falla
Contact: SA I
Approved By: o
b7E
bhe
Drafted By: | | B

‘Case ID #: >< 27R3-HO-C1226736-VIO

Title: () 3

INTELLIGENCE OYERSIGHT BOARD (ZOER) ERXOX

~)S§ Deri . : Ebz

De on: 032 b2
h7E
Details: W
h7C
[ 1.
O I

mszikle IOR Error:

e {)&i Trne Atftorney Generzl's Guizelines Frovision: Improper MSL

'”BK( 4. Dezcription of IOE Error (inc_uding any reporting delays).

(3) In a Maticnal Security Letter (NSL) dated 085/c5lllls
and uploaded as serial %0 of the Zile identified in line #£1,
iy

] provide to the FE

() -

addrezses of 211 financizl instituti:-nas a3t which subjec
raintained an account. Trhisc information was cought under the
anthority of Zresutive Orders 12333, Zated Decexkber 4, 1931, and

Zna7
Y 55179 DMH/ESESIR ALL INFORMATION COWTAINED
e ET HEEEIN IS UNCLASSIFIED.

v 4.
I FYLO0H: . 12-14-2042 WHERE SHOWN OTHERWISE

NSL VIO-35926
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=cticon From: 4
-
/
-
‘

() Rer DT9-HG-C12297 36-V10, 03/12/2007

]
purcuant to Title 1o, Uni=zed States Cooe (JST), Section léeslula) (thcbf
Falr Tredit Reporting Act (FCRA), as amended). 1

(TT) s [ o 05/28/ 006, |Trivesti igative Suppors
] zerved the aforementioned W3L on
| ,Ia representative of the Legal [Ceparftment at

—_— () 1IN a response o lO!UB/ZOC6.I | provided
| Ia full crediz history of Subjectl Irather than

Zist of financial instizutions origirally rejussted in the MSL =

B |
[ )]
D N

0%/ "5/0005. bz
L7E

(- o DX{ The full credit histo that was erroneousl ffuvlj@ij
s (EC)

Ly ¥
}Dﬂ i ]was attached Lo lectronic ccruunication (EC) dazed b7C
070472008 and uploaded by s zerila_ 100,

oy "}Xf op ln/o/o000, sfter review byE::::::]?ase Ageni
d N .
| |PrlmaLj Reliet Supery 1s~r[:::::]
L " linitialed serial 100 for inserticn inte the file
ldentificd in line #1.

"""""""""""""""""""" ;X( Cri 03/09/2007, while corducting of an audit of all [CRA

18Ls = caested by TETHO] |Ssquad Support Techniocian
3T |discovered and brought to the at-ention of
| Jthe fact That =z full crecit history repaort had been
~czived in response —o the NSL datez (08/25/2006.

(2) Wilthin 10 minules aller the discovery of Lhe Lnproper
o le-tion, SR| Iinformedt:::::::]Chief Division CounselE::::]

| of the pozaible Intelligence Oversight Board (IOR)
violaticn. Additiconal review of the “j e identifi=d in line $£1 and
conzultation with Case Ag@nﬂ Heternined that the information
containsd within the full cgedif bhistory had besen included in a
sumnary analysis of ouhjactl credift history that had keen

approved and aploaded as serial 10c oI this file. Mo further azzion,
either direct or indirect, hzd resulfec from the erronecus receipt of
the full credif history report.

(U} e PR O 93/02/2007, SA| |directed sst ko renove
e

serials 100 and 108 fran file identified in line #1. These files
- for sequestering cending a determination

———
[; i —

waere then sent to C3C
of their diszposition by FEIHQ.

bé

inwv-wmm On 93/12/2007, Case Agent ee
destroyed all of his personal paper

ilf renat i,

SECRET

NSL VIO-35927
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1Epection From:

2TC-HE-C12237 36V L0, 03/12/2007

Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

A

NSL VIO-35928



(Rev. 01-31-2003)

SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (02/15/2007

Teo: Inspeschticon Attn: Internal Investigations
Zection
Reoomw 11102
Ceneral Ccounsel Attn: NSLB
Rorrm 7975

From:

Cnhief Divisicon Counsel (CDC)
Contact: <CLoC| |

Approved By:

Drafted By:

Case ID #: (U) 27C8-HQ-Z1229736-VIO (Pending)

Title: (U)  SCECIAL ACENT (SAj] ]
SUPERVISORY SPECIAL AGENT (SSA)
l ]

PCSSIBLE INTELLIGENCE OVERSZGEHT EOARD
(IOR) MATTER - COUNTERTERRORISZM RELATELC

Synopsis: (1y  Tro provide notificatior -f a p-ssikbl= TOR

vioclation, and to request thaot this mattcer be reported as an IOE
viclation - if appropriate.

WD T mpee s

(U} Details: U Until 02/18/2007, SA lvas assigned to
the] ‘ Jrounterterrorizn gquad and iz a memker o

ot
the Joint Terrcorism Task Zorxce (or JTTEI. His supervisor was 55A

| | Effective 02/.5/70C7, he was assigned
f- the Field Intelliqgence Group. Eis ocurrent supervisor is SSA

2

(3] 'AI Ls flhe cage a~ert f-~1 the jqvestigation
capticonzdl file

AR =h A

g

5 ALL INFURBHATTON CONTETHED
5179 DIH/KSR/IB RET HERETH 15 UNCLAS EYCEET
. !‘EC& WHERE SHOWH (THER
M: 13-14-2033

NSL VIO-35937
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§BQ3ET

S From: | |
Re: (U) DTE-HO-012297 3610, 0D2/16/2007

hl

(3) By EC dazed 09/020/°006, S2 I I('f—mi‘@- a Hational bz

Security Letter to ke issued to for the hd
"name, address, length c service anz _local and long distance hé

to2]l £illing records" as izted with 2 the telephon e

A RONAD

= relevant ftine per.cd for requested ™ID

from the inception o»f the account to the present. LJiL

was Jdated 09/249/2006 BIE

{3) Ry EC da-ed 1d/2 4/”ﬂﬁﬁ,| |sent ~he
| two ooldes of 5 D containirns ecords

fzr the telepnone numbﬂrl | Eecause tThe Tase agent

WAs 1n fLalﬁlﬁq dnd away of the cZfice, the data was not reviewed
until January, ZO07.  On 02707 07, it was vrinted directly from .
the CD. Review showed ~hat th Cpmsdamcamci sted of billing bl
reccrds for the period that su ot sucscribed to the b2
numcer - { EBEut zlso iacluded were bR
bi_ling records for two prior sukscribers <f the sams numker hE
doring crevious years.

h7c¢
(Ujmmwmmmmm~mwiﬂi S“[::::]spotted the aover-col_ecticn issue and

brought it to the attenzion of the Chief Division Counsel (or
CDC). FEvy erxail dated 01/29/2007, the CZDT reguested guidance on
h-w trc handle this inadvertent over-col_ectiecn fromw the Cffice of
the Gzneral Counsel. Because the CDUC received no response, “he
CDC Paralesgal Specialist re-gqueriez the Qffize of ths Genesral
Counggl oconcerning this issue on 03/13/2C07. That cffice stated
Lhat Lhe natler is reportable zs a polent’al Intelligence
Overzight Board viclazZion. The CDC orcered sequestraticon of the
non-subjecst matter records. The recorce now gtand gsejqueztered in
the CDC's safe.

U f[) ~. (T

SECRET

NSL VIO-35938



SRGRET

Tr: Insp=coticon From: | | 'b:
Re: (U) 278-HQE-C1229736-VI0, 03/15/2007 b7E
LEAD (s) :

Set Lead 1: (Action)
INSPECTICN

AT WASHINGTON, DC

() The Inzernal Investigations 3=sction iz rejues-ed
t: deternmine 1f the matzZer relzted ir. thig ccruorunication should

be revorted as an IOB.

Set Lead 2: (Action)

SENBEXAL COUNSEL

AT WASHINGTON, DC

(1Y HNSLB 13 reguested to determine if the matter
re’atzd in this communicaztion should be reported as an ICE.

*

SECRER

NSL VIO-35939
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FD-962 (Rev. 03-21-2005)

SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/13/2007
To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: MNSLB, Koo 7975
From:
Contact: CDC| ] ,
bl
Approved By: h7n
Drafted By: JDEE
he
(U} ~case ID #: o/ 278-HQ-C1729736-V10  (Pending) W7o

& r;?%l b45386 (Penzirg)

(3) ] (Pencirg)

Title: {

[£5]
I3

i

A
INTELLICENCE OVERSICHT EBOARLD (ZOB) ERRXOR

95}

fU1”Synopsis:w>X< To report possible IOB errcor for over collection of
irfzrmaticon.

() .Mmmwmmmmmmm)g{ :giii;:g{%%ggﬁi::gif:

Details:
(S 1.
(=2 o,

(UImEX( 2 Poszikble IOB Errcr: Over collectien of informaticon.
(s) | |
(UW“)Ei 4. Description of IOE Errcor {(inc_uding any reporting delays).
(3) Frior to being converted to a | nvestigation, Mational
Security Letters (H3L) Jdazed 1o/07 /72007 were gerved onl
] ]
| recpuesting infarmatizn pursuant to the Falr Credit
ReEp-rL_nig fct, 1o U.3.C. sloglu(k). 15 C.3.2. 81631la(b) specifically
DATE: * 1Z-14-2007 ALL INFORMATION CONTAINED bl

IFIED-BY.-55179 DMH/KSR/AIE WT HERETH

REASON:. 1.4 (o) WHERE SHOWM ;b‘l
DECLAZSIFY ON: 12-14-3032 L7D

NSL VIO-35940
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erom: ]

SRCRRT

NSL VIO-35941

Lo v
() - Ree DR S _HO-T12097 36-VIO, 03/13/0007
zllows the FEZ teo cbtain informaticon "limized - name, 2ddress, Tormer
address, places -f eqployment, opr forper places of emplayment. In
response | b rovided full credit reports,
igj ~including rames, addresses and account nunbers for finagoligl
1nst1tutions with Hhich the sul=zct had a relazionship. |
bl provided.. cevmary of Lhe Jales and addLessei of financial
o 1an1fLT1 re |The financizl institution
jbt informatiorn. providsd Dy | was
JDJE cutgide the cecope of 15 11.3.C. s1e3lulbk).
b4
pop (O e The delay in reporting these over collections was doc to the
hé fact trat the errors were not recognized until 3/13/2007 when ar. audlt
Bc of NSL recuests was made as directed Ly Maticnal Security Brznch ir. an
bt EC dated 3/08/0007 219 -_HO-M A 7720-CoC, merdial 579  The information
provided bﬂ |has been regove
from the investigative file and will be sejuestered with ‘D“[;:::;]
to await instructions from the ]"'»I’—ltlDIL:ll Security Liaw Branc
rejarding appropriate resclution of the potential 1OE error.



(T

SECRET b

To: Increctisn  From: D7E
eRes DN ZTE-HQ-CLI20736-YT0O, N3/73/2007

LEAD (s) :
Set Lead 1: (Action)
INSEZCTICH

AT WASHIMGTOM, DO

{11y For ac-ion deemed approcriale.
Set Lead 2: (Action)

GENERATL CCUNSETL

Al WASHINGTON, DC

(U) For acticn deemed appr-priate.

*

BE'gﬂ-ET

NSL VIO-35942



FD-962 (Rev. 03-21-2005)

SECRET/ /20326370
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: (03/20/2007

To: Incspection Attn: IZ7, Room 113961
Zeneral Ccounsel Attnh: MNSLB, Koo 7975

From:

Contact: SAI |

Approved By:

Drafted By:

(U) - Case ID.#: 0y Z78-HO-C1IZC6736-YIO
N o7 __Jros230

Title: (U) 3A SA[ ]

ssa ssa] ]

INTELLIGENZE OVERSICHT EOARLD (IZIOB) ERXORX

fU?““Synqpsisaugg( To reporz possible IOB error.

LA oo

Details:

ey 1.

1

b? E

I &

(Y]

(- 2. Possible IOE Error:

(U)%)X( 4, Description of IOE Error (including any repcrting delavs).

(3) Cn 02/30/2006, = Maticnal Security Letter (H31)
redquesting sukscriber inforgzstion (name, sddress, and length of

servi-e) for the subject o or a known

residential address associzated w1tq |was acproved for diiififf:ii]
| | The W31 wag subseiepnt v served by the

Division in Sspfember 2006 on and results were

f:rwardsd to for review.

(U)o s EXS A oreview of the results (serlial 52 1ndicated tha:z
| lprovided not only the recquestad information, buz

2-14-2007 ALL INFDRMATION CONTAINED

IED BY 65179 DMH/KSESIE BEQQ:‘.T / EO&E@:{@ )0 EFT
BEAZDM: 1.4 {5y VEEERE SHOWM OTHE]
CECLASSIFY OM: 12-14-2032

NSL VIO-35943

b7

bl
bz
h7¢
b4
h7D
b2
bh7E



negne st ion

SBCRET/ /20326320

From:

To:
tU}R«a>< CTe-dQ-010207 T ID, U3/ 20/ 2007

_lection.

includes additional prior address informztion related to an individial
associated with the reguested address. This resu_ted in

The overcallegzed jpformation returned fromn
1 Jvas not requested by in the approved and deliverse

iUmemmmi}<: The cvercollected informaticon has been recdacted and is not

STl METe Fate BEE B ol ol AP

==Y ik A |

=,  The criginal MSL results will be held by

uat il fur-her guidance iz received from the

Office of Zeneral

_ounse

TSBCRET/ /2032630

NSL VIO-35944



SESRET / /20320870

LEAD (s) :
Set Lead 1: (Action)
INSPECUTION

AT WASHINOTOM,

Toe Irzpection Erom:
Rere 08 CTG-HO-C1229736-VI0O, 03/70/2007

U For action deemed approp-iate.

Set Lead 2: (Action)

GENERAL COUNSETL

AT WASH_NGTON,

DC

(U)y For acticon deemed appropriate.

*

MT//M

NSL VIO-35945



FD-962 (Rev. 03-21-2005)

“BECRET/ /20320313
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/19/2007
To: Attn: ~Dl |
Inspection Attn: I-3, Room 11361
Zeneral Counsel Attn: N3LEB, Rocr 7975
From:
Contact: 33 ;bﬁ
b7E
Approved By: bé
b7C
Drafted By:
Case ID #: 27 Sl “1”90736—v10
iU} ------- ettt 278 95,380
5 F A894bb IOB
Title: i RECORT O ZOTENTIAL
INTELLIGENCE OVERSIGHT BOARD (Z0OR) ERROX
EU)mmSyncpsis+m)2( To report possible IOB error.
(U}““mwmmmmmwmxxi Der : =
D i on: .
bl
Details: be
b7
2 1. b2
b7E
2z

(U)mwﬁxj . Pozzikle IOE Error:

| ] b1
A S o
ﬂUT“)X( 4. Description of IOE Error (inc_uding any reporting delays). “157F
() oo DG A National Security Letter (NSL) dated 02/08/2006
dirscted t |for records related to fhe account of
above subject was requested, approves and serveaed.  Thoe [N3T chuestej;b4
reccrds of #Lansq tions rr_ml | bh7D
: “
D
(Uymmmmemwww>x< SN ”/"HH'I::::::]rcviowcd the reocords roecceived b7E
from arnd found, ore statement reflected transactions

ALL INFORMATION -CON
HEREIN 15 UNCLA

SESRET/ /2038€3T yERE. 2HOWN OTHERUISE

NSL VIO-35946



—Res

“BBCRET/ /20328309

JTE-HO-C12297 36-V10,

Do g;ip%ctic-n Eroe :

03/19/2007

and azcount baiancc:l

and checks deposited daiinngg

h7E

"MWNWMEX( The criginal docwnents reflecting the information which was

not reguested have Lbeen forwars

ded to

AD7 for sejuesZering.

Redacted copies only reflecting the reluested information will ke

retained for the case file.

“SmeRET/ /20320318

NSL VIO-35947



() -

SweRET/ /20326319

Inzpecti-n  Frome E

To
Re 8 CTY-HO-C1208T36-VI0, 03/13/2007%
LEAD (s) :

Set Lead 1: (Acticn)

INSEECTION

A1 WASEINGTON, DT

(U For action deesnsd arpropriate.

Set Lead 2: (Action)

L4

SENERAL COUNSEL

AT WELSHINGTON, DC

(U) FPor action ceemed appropriate.

“BEeRET/ /20326318

NSL VIO-35948

b2
b7E



{Rev. 01-31-2003)
SECRET//26320316
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/16/2007

To: General Counsel Attn:

| | Attn: [CL COA[ |

From:

Contact: SA

Approved By:

Drafted By:

229736-VIO (Pending)
>-I0B  (Pending)

(U} ritler—— X INTELLIZZENCE OVERZS1GHT BOARD
MATTER Z0C7/-683 and MATTRR 2007-674

() e w)&( TNTELLIGENCE OVERSIGHT BCARD MATTERS

Synopsis: (L'} To address Intelligence Oversight Board (IOE)
concerns ard cover _ead.

() o \ DeET : 2
X Terwessen i se

N, ~CF AZ9455-T02 Serial 22
(S 275-HQ-C1229736-VIO Serials 2202 and 2703

mlmDetaiIwa~EXﬁ Luring January and February of 2007 the
i served a National Securi=Ty Letter (NSL) o
| Jor beha”f of thel | Upon receiving the
results of this MSL reqaeszt, thel |determires that
conftert irformat-c-n was included in the resultfts znd subsegrert 1y,
Lhel }-oordinated with —he | |

in crzer to rcocc_ve the matter. A second azttempt byl |to
fulfill fthe MNSL recquest also resulted in the receipt of possible
thi ——

email content Inforraticon.  Affer s ird effort, -~ omp—ied

with the constraints for this type of M3L rejuest and the

appropriate information was provided., As a result of this

matter, the] lwvas compelled to report two separats
SE 16

NSL VIO-35949

L7E



SE 16

T Zerneral Counasel Frﬂmzl |
() Ret— DR 278-HE-C1229736-V10, 0D3/16/2007

TOB incidents to the Office of the Censra’ Couns=1l (CGZY. See
refzrenced serials for complete details
(Ulmmmmw~““wmm}25 In responsse to the IOE concerns noted above, —he :bZ
| o0 received —wo leads Zrom the QGQT. ot dated b7E
Do/l /2007, These leads reguested that thel b4
crordinate with the | |- ensure thnat hias b7l

the avpropriate protocaols 1n place to prevent zimilar types of
dis-_csurs in the future.

|:T_T:| e B, N While resclving this N3L quatter, th’J I

Division recognized that —he |-1carly
communicated the problem <o ard ensured that corrective

artion was taken. Through dialogue betwsen thel
Division personnel and repcrting acernt, 1t was acknowledged That
HEL cormeliance toples will be stressed for future N3L requests.

(T e - The] = confident that the E::]

| Jaims fo cnsure that NSL recipients are
Informed of the criteria outlined in NSL requests. 2
] b7E
(- — ~DX)  Fer OGC request,] |asks | | 2= ,
. - f o m e AT T e e b4
ensurs that as —he appropriate protocols 10 place to . ‘
prevent similar types of disclosure in the future. b7D

~mwwmmm~wEXi[:::::::]recognized that the matter iWVﬁl”inq[::::::]

nol oan igclaled incident.  Ags such, OGC 1Is reguestead Lo
2cordinate with the appropriate FBI Eeadguarters psrsonnel in
mrdzr fto enaure that —he BT field officeg remind all zervice
providerb of appropriate protoccols Zor complving witn HSL
requests.

NSL VIO-35950



-

{1

'mwwwm““”““)ﬁi E:::;;:]recognized that the mat-er involvirg
was ot oan isolated ‘ncident.  As such, 0GC is requested tF

SE 16

-~ o

b
To: Gengral Counsel  Frome : D

Fe: 0 27E-HQ-C1720736-VIO, 03/16/°007

LEAD (s) :

Set Lead 1: (Action) b7E

a7l |

""""""""""""" ; OGC reqaest, Iasks[_ |-
enzure that has the appropriate protocols in place t=o
prevent simzlar tyoces of disclosure in the future.

Set Lead 2: (Action)

GEHERAL COUNSEL

AT WASHINETON, DC

coordinale with Lhie agprocriate FRT Headquarters personnel in
order to ensure that the FBI [ield offices remind all service
providers of appropriate protocols for complying with H3L
recuests.

*°

SEC 316

NSL VIO-35951



FD-962 (Rev. 03-21-2005)

()

{1

m

(-

(-

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: (03/13/2007

To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: MNSLE, Koo 7975

From:

Contact: cDC| |

Approved By:

bl
Drafted By: Bo

Case ID #: N/ 278-Q-C1779736-V10  (Pending) b7E
/N 228 40386 (Pendirng) bt
(s | (Closec] B
Title: iy GA
aar

INTELLICENCE OVERSICHT EBOARLD (ZOE) ERRXOX

"Synopsis:-ixi To repors poussible IOB error for over oollection of

nfcocrmation.

x Der ) (I -3
D ify :

Details:

£5)

1.

N
X 2 Prezikle IOR Error: Over col’_sction of information.
(8)

)2( 4. Descripticn of IOE Error {inciuding any reporting delays).

(3) A MNational Securityv Letter (NAL) dated 07/33/7003 was served
rejquesting information }

on | | :
pursuant to tne Fair Credif Reporting &ct, 2L J.3.C. sloxgluib). 15 bl

! ..
e FEZ to cbtain informa-ion b4

AN
ANl

_\
A

U.3.C. §1281lu(b) =zp=scifically zllows th

"limited to name, address, former adzrcss, plazes of cmploymenz, o K7D

foruer claces of employviment.” provided the names and hé

address=ss of the financial institutions which were associated wizth T
12-14~2007 ALL INFORMATION CONTAINED ]y

S1FIED. BY. 65175 DHH/KSR/IB HEREIN IS TNCLASSIFIE T -
REASON: . 1.4 {a) “SBGRET  WHERE SHOWN . OTHERVISE b7E

DECLASSIFY ON: 12-14-203%

NSL VIO-35952



538

SBRET ba

[an I

(T Rev T26-V10, 03/13/2007 bé&
1.47"»:

The financial ingsZizution information crovided by WAS |y

ontside the goope of 15 T.2.70. §1681u (k. .
L7E

(3) MN3Ls dated 0°/21/2004 were gerved cnl I

| rejuss-ing

nfermation pursuant <o the Fair ,rﬂ“lf Fupﬁrflug Act, 1o U.5.C.
S$1068Zuig). 15 I.2.C. $1o21luib) s *ifically allews the FBI —o obtain
nfermation "limited Zo name, zaddress, former address, places of

oY} U] it

emplovo=nt, or former ﬁlaces of e loyent." The MN3Ls addressed <o
l rejuested those tems as well as "the names and
zddresses of all financial institutions. .. " associated with

=1
-

Jozovided a full credit report, Which

noluded the financial institutions anc dCuOUHt nurkbhers with which
had a relationship. The finarcial institution information

requested in the NSL as well as the information provided by
|was cuzside the scope of 15 U.3.C. §1581u(b)

"“““mEX( Tone delay in reporzting these three over collections was Jdue
tz th% fact that the errcrs were not reccocgnized until 3713772007 when
an audit of M3L requests was made as directed oy Hational Securi-zy

Eranch in an 3C dated 3/05/2007, 319Y7-FO-N1487720-0G2, sorial 309

The infeorration provided byl Irnas heen
remncv=ad fron the investigative file anc will be sejguestered wizh CDC b4
to await resoluticn of the potential IOE error. :biD
be
b7cC

TESREL

NSL VIO-35953



(U}

SEERET

To: Trepe~tion Fromw: [::::::]
~Re¢wwE§<f CAS-HQ-C10 2897535 IG, 03/13/7

LEAD (s) :
Set Lead 1: (Action)
INSPECTZON

AT WASHINGTON, [OC

007 b7E

‘Ui For action deemed appropriate.

Set Lead 2: (Action)

GENBERAL COUNSEL

AT WASHINGTON, DO

(Uy F:or action deemed appropriazc.

*

SEERET

NSL VIO-35954



FD-962 (Rev. 03-21-2005)

Precedence:
To: Inspection
Ceneral

Ci

ROUTINE

SESRET
FEDERAL BUREAU OF INVESTIGATION

Date: 03/13/2007

Attn:
Attn:

Koo
Koo

-z,

11361
NSLE, 7975

unsel

From:

Conta

ct: CDC |

Approved By:

Drafted By: |

)
L

e

inﬁmgasgwID #:

i

-

29736-V10

€ (Pending)
38

(Penzirg)

Gy g B b

L3

b
A

(=) (Clozec] 5T
Title: (U) 3a] |
S5A |
INTELLICENCE OVERSICHT EOARLD (ZOB) ERXROR
{T-synopsis: -0 To repors possible IOB error for over collection of

nfcocrmaticon.

Details:

Der r + -3
D ify O~

£5)

1.

, R b1
R 2
EUI"'NI = Prszikle TOR Error: Over —ol_sctlicn of information. '?ZE
1
(3) B7C

(inc_uding any reporting delays).

{3) Maticnal Security Letters (MNALI dated 10/79/7003 were served

orf I
| | T=ques ity INIoTmarioll PLlcuant o the a1l CLAdIt

Repirting Act, 15 U.3.C. S168lufk)y. 1% 1I.3.7, $1631a(k) specifically

_CWC

al tho FBI
addrezs, former

Lo obtain congsumer information "limited to name, Bl
address, places of employment, or former places of 7

employnent. " |

lprovided a Zull credit report, which 14

ncluded the f1

CLASSIFIED BY- £517% DMH/ESESIE

PEASON: 1.4

DECEASSTIFY ON:

Nancial lnstitutions ans accocunt rurbers with which 7D

ALL INFORMATION CONTATL
SESRET HEREIN 1%~ UNCLASSIFIE
WHERE 3SHOWN OTHERWISE

NSL VIO-35955

2007

{cl
12-14-2032



SESRET

ape~tinon From:
CTE-HQ-C1 0287 35V I0,

03/13/0007 b7h

had a relationship.! Iprovided the nzameg.and

addreasses of

the firancial instituticns which were associated witl
firarcial inctitotion information provided by
vas outclde the ccope of 1h TR0 S168Tn(k).

7~

collections was cue to the
that the errcr was not recogniczed until 3/13/2007 wher an andit

L rezuests was made as directed by National Security Eranch in an
t

The delayv in rerorting the over

3/00/2007, 319X-4H0-41437720-0G2, serial 329. Tre rnf-ormaticn
prov c kvl | nas keen remcved from the

investizative fi_e and will ke sejques=ered with CDC]
awalt instruct!ons frean Lhe Mat ional Securizy Law Branch regarding
appropriate resclution of the potential TOR

| et

error.

L

P

~F O~ s
J

)

\

it

i
.

TSEERET

NSL VIO-35956



()

SECRET

T Trnapection Fraon: :j
mRET““ES(P SIS -HO-D100%T7 36=-VI10, 03/123/

LEAD (s) :
Set Lead 1: (Action)
INSFEZTION

A7 WASHINGTOMN, DC

g

‘U)  For action deemed appropriate.

Set Lead 2: (Action)

GENERAL COUNSET,

AT WASH-NGTOM, DT

(Uy For zaction deemed appropriatec.

*

SECRET

NSL VIO-35957

oo

-] DN



FD-962 (Rev. 03-21-2005)

()

(m

(-

Lz

b7E

be

b7 e
b4

b7D

bLom

SBSRET
FEDERAL BUREAU OF INVESTIGATION
Precedence: ROUTINE Date: 03/13/2007

To: Incspection Attn: IZ7, Room 11361
Zeneral Counsel Attn: MNSLE, Koo 7975

From:

Contact: CDC

Approved By:

Drafted By:

Case ID #: /) 273-HQO-C1229736-Y10 (rPending)
I 27?4 }ﬁ453f6 (Penzirg)

(2) | - |(CLosed)
Title: i SA

asal |

INTELLICENCE OVERSICHT EBOARL (ZOE) ERRXOX

~Synopsis: EB( To repors poussible IOB error for over oollection of

nfcocrmation.

>< Der rom— -3
D ify :

Details:

£5)

1.

N
¢ X, Prezikle IOR Error: Over col’_sction of information.

() | |

)8( 4. Descripticn <of IOE Error {inciuding any reporting delays).

195]

(8) A Mational Security Letter (MSL) dated 1/27/2004 was serve
onl -1 rejusesting information pursuant
£z The Falr Credit Repcorting Act, 1b U.3.C. 5168lu(k). 1b U.S.C.
5165 nin) specifically allows the FBEI to obtain information "limited

1
t- navwe, addrocs, former address, placces of cnclovieent, or former

{1

plazesz of erplaoyment."™ The HSL reiunssted those items as well as "the
namess and addresses of all financizl irstituticns..." asscociated with
T4 2-14-2007 ALL INFORMATION CONTAINED
i IFIED. EY. 55172 DNH/FSESTE SPEERET HEPEIN I3 DNCLASSIFIED EXCERT
FEASON:. 1.4 (¢l WHERE SHOWH OTHERWISE

DECLAZSIFY ON: 12-14-2032

NSL VIO-35958



(-

SESRET

Insz 1o Broam: :
>< JTC-HC-C12297 2610, 03/132/2007

ac
(e

isj .l

|provided a cuwomary of the names and addresces of
o

1

: ; ; e

B - The delay in reporting was due £ the fact that the erroz -
4

finan-izl institutions which were aszocizted with Th
financial iaformation rejquested in the _etter and The 1nformation
provided Ly was outside the scope of 15 TS0, §1af8lu(b). I

was rict recognized unzil 3/13/2007 wher. an audit of N3L reques=zs was

made as directed by National Security Eranch in an EC dated /057700714
319K-HQ-A1437720-CGC, serial 32%., The information provided 7

has been removed from the investigative file and will be sequestered
with CDCI fLo awalt irnstructions from the Mational

Security Lanw oranot regarding appropriate rescolution of the pozential
OB error.

msgﬁ'r

NSL VIO-35959



(U]

SEERET

To: Inspecticon  Froame:
"RE:me}Qf 27 R-HQ-T12207 56-Y 10,
LEAD (s) :

Set Lead 1: (Action)
THIP=CTION

AT WASHINGTON, D

03/13/2007

(U) FPor action decmed aporopriate.

Set Lead 2: (Action)

SENERAT TOUNSEL

AT WASHINGION, DC

{U) For action deemed approgpriate.

*"

SBGRET
3

NSL VIO-35960
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(-

{m

(7} -

(-

(-

SBGRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/13/2007

To: Incspection Attn: IZ7, Room 11361
Zeneral Ccounsel Attn: MNSLB, Koo 7975

From:

5ontact: CDC

bl
Approved By: b2
b7E
bt

Drafted By:

Case ID #: | 2TE=HO-C1229726-V10 (Pernding
2783 403868 (Penzirg)
(Clozec]
Title: (J; 3Al |
aaa| |

A
INTELLICENCE OVERSICHT EBOARLD (ZOB) ERRXOR

"Synopsis:m>8< To report possible IOB errcor for over collection of

irfzrmaticn.

O
D Yy :

Details:
bl
(S 1. b2
b7E
(81 2 b4
K7D
s . Proszikle IOR Error: Over —2ol_ection of information. b
b7
(8)
-E&( 4. Descripticn of IOB Error {including any reporting delays).

(3 MNaticons]l Secynrity JTatters (AT dated ~/17/°000 were goprvead

od

Jjr=fdesting 1niorimatlon pulzuant o the Palr Lredlt

Rep.IToollg Att, 15 U.53.C. 816%31ulk). 15 17.3.7. §1631a(k) specifically
al_-ws tho FBRI to cobtain information "limited to name, address, former
address, uvlaces of emplovment, or former places of enployment.™  The
H3Lz reqgussted those items as well as "the namnes and addresses of all

DATE: '12-14-2007 ALL INFORMATION CONTAINF
p EAGOH - 1.4 ey WHERE - SHUWH -OTHERIIISE
DECLAS3IFY ON: 12-14-2032

NSL VIO-35961



SESRET

Yy w0 DD
=

TETTEy
A

Ty Inmzpecticon Frooaw: [:::::] 4
~~~~~ Re o 08 278-He-C1229736-V10, 03/13/2007
5
/D
IC Jl inctitutio 2I1C . '-"“’ i.'.:.'.ll WO LG

In
it LI Itg nanes,
=titutions with which
Jpr-vided a sammary of <he

provided a full crec;t

: count numbers for finarcial ins
the subject had a relaticnship.|

nanes and addresses of financial institutisns associated with
l The financial institution irnfzrmation redquested in —he
NSL as well as the information providez byr- |vas
ottzide the scope of 1L U.5.C. $lo6dlulb).

(o

:><£ The delay in repo:tlnq fkes

dus <o the
Tact that the errors

when an awdit

bl

of NSL rejquests was made as direL‘ed b” llatiznal Security EBranch in an
ET dated 2/085/2007, S10X-HO-21437720-05C, zerial 329. Tne informazion
provided oy 1 has kccn rencved from the
irvestigative file and will be sequestered with uD,r- | A
awalft instructicns from the MNaticonel S=scurity Law Franch regarding
appropriate resolution of the potential LOE error.,

k4

>

NI

b7D
N
o’ \f

il
il
Y/
SO

SESRET

NSL VIO-35962



{m

SECREE.__

To: Inzpection Erom::
wger P 2TE-HG-C12297 36T, 03/13/2007
LEAD (s) :
Set Lead 1: (Actiocon)
INSPECTION

AT WASHINGTCH, 2C

iUy For action desmed appropriate.
Set Lead 2: (Action)

GENERAL COUNIEL

AT WASHINCGTON, DC

() For action deemed appropriate.

144

SBSRET
3

NSL VIO-35963
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SBCRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/24/2007
To: Incspection Attn: IZ7, Room 113961
Zernieral Counsel Attnh: WNSLB, Koo 7975
From:
Contact: 3SR |

Approved By:

Drafted By:

fUT“GasemIDm#fm{>x( ZP8-HQ-C1l2297/36-VYIO
Title: (U) INTELLICENCE OVERSICHT EOARD (ZOB) ERROR
iW"Synopsis:~E3( To reporz possikble IOR error.

X T

bl

Details: b7
S bé
) ' b7C

Tne case_agen—. 15 54 [T the superviso—bea
iz 333] | b7E

I

-

(e

Pozzikle 10OE Error:

3y | |

hl
o . D . o hn

fUF“EﬁQ 4. Description of IOE Error (inc_uding any reporting delays).»hg
(2) on 10/3/2008, 53| l b7

Division, sent a Mational Security Letter (NEL) tol hd
f:r cellular telephone records for ftwo telephone namfers belleved € W7D

Lo sozociated op bhad beep previoyzaly as iated with the subject,
l Irre records were requested to

scope of thoe scubjoct': to include —he
t 1

t e !
sdeptity of the subject's contacts ard gogoodates opn 10/11/°006, 32
received a writTten notice Zrom khat the

Z-14-2007 4LL THFDRMATTON-CAI
_ ED.EBY.6517% DMH/ESE/JE SEERET HEREIHN.I%. IHCLASS
REARON: . 1.4 i) WEHERE . SHOWM OTHERWISE
DECLASSIFY ON: 12-14-2032

NSL VIO-35964



[

b O W W)
L} =

{4

(5% B SRR (Y SR B

-,

(2

SBCRET

-y Inapection Frome
~Re%mmz>nf 2TE-HC- '1J 9736-Y10, 01/24/2007

icupjeoct'z) nams  provided on the FSL 2id not xatcen their billing
reccrds. | | requestes that the H3L be resubmit=ed with
the cellular ftelephons numkers and date rangs without the subject!
rams .

a2 006, SR[::::::::]Smeitted a second HSL <o

I focr rezords for thes zame telephone numbers.

Fursuant td Jinstructi-n, =4 did _no-
nclude the subject's name on the N3L.  On 22/15/27005, 04 |
received a3 Pa records from] | responsive o the
HEL. O 1/17 ) SA spensd and reviewed the records.
Records pLQVljcd fuf ~elephone |wcre assoclated with the
HHFJQ ‘£, nowever, the killing records I9d=hnk-li=d the subscriber as the
cihl® P:t's erployer. Records provides for cellular namber] |

also reflected that the subject was nct the subscriker 2o The
te_sphone namker. Upcon further revisew, 2a] ] determined the
reccrds provided for number| tor the requ,gfej date range
it 3 T2 Wit Th€ sUL]eCt.  —ne actual suks rrhaaaaL__1

s a presumed USPER. On the zans Jdate, SA

“mmedlately reported The inadvertert collection error to ADC |

Theo information crrzconcously ccoclleztod was not ont:
arny FEI data base or system and 15 currently in the CDC's safe.

(3) At the time of making thte Zirst request for the phone

reccrds, A believed in goo2 faith that the subdect Had 3

previcus zssoclatinn with cellulzr telephone nunker |
Additicnally, with regard to the seconc requsst | |
resoonse Lo fhe first NSL indicatec to SA fFhat, although the
illing records were not subscoribes Lo by Lhe sulbject, the gpbieonl bad

zcme 3szociation with both cell phone rumbers inclading

ib 1
,}ﬁ

b 4
b7

NSL VIO-35965



m-

SECRET
Teos ;Ebectir:-n Fr':'nm:E:

LEAD(s) :
Set Lead 1: (Action)
INSEECTTION

AT WASETINGTON, [T

DT3-HQ-TIT2oTR6-VIO, 01/24/7 2007

(u) For action deemed aporopriate.

Set Lead 2: (Action)

GENERAT COUNSEL

AT WASHTNGTON, DC

(U) For action Zeemed appropriatc.

144

o8

NSL VIO-35966
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SEeRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Incspection

Attn:

Date: 03/12/2007

Reoom 11261

-z,

Zeneral Ccounsel Attn: NELE, Roon 7975
Attn:

From:
Teqgal
Contact:

Approved By:

Drafted By:

(UijasewIDm#%“m)gi 28 ZHO-C1229756=-YIO

D 1978 667438
(2 | ]

Title: () 2A INTELLIGENCE OVERSIGET ROARD (IOE; EXRCR

Synopsis¢m2§<: To report possible

IOB error.

Derl :
D Ty On: 2

Yy o e

oo oo

|
[@!

Details:
G I A
The case_agent is TFO] knd the 151
sapervisor is SSE| | .
bha
ey b7E
) . . . be
fUT“;Xi 2. Possikble TOB Errcar: Inacvertent Over caollection e
(UT“;B( 4. Description of IOE Error (inc_uding any reporting
delavys) .
ing, or about, Oczokbex HUG,I |ADC| I
waz contacted by I3al bt & possible ove-
T1on on behalf of thel I
core aware that two FNIL's hal Desn submnaitted fo Ly the
| Eoth 1M8Lz were Fair Credit Reporting Act NSLso and
recuested partial credit reporsts pursuant o 15 1530 Sectlion 1631u.

When the information was returned

g1 12-14-2007

1 FIEDR BY. 65179 DMH/ESRSIB
BEAZON:. 1.4 {c)
DECLASSIFY OH:

12-14-2

a2z

fad been given

SEGRET

ALL INFORMATION CONT
HEREIN. I3 -UNCLAZSIFI
WHERE. SHOWN. OTHERWISE

NSL VIO-35967

2

L7E

g



Ly

SESRET

T Ins 1o Frooonme:
“Re+~w}}ﬂf 27e-HO-0212297 3
resu_ts of a2 ftull credi=

exauples of cver ocollect
Division as possikle

IR@)EIS

G

-V 10,

03/12/2007

repozt pursuart to 1b
ion have alreazy been =

O .

Fince that time

)
B A)
[

o

24
-~ . bh7D
UzC 1z8lv. These . -
nkmitted to Inspectiotbo
b7

Jlhas dene erztensive

nvestigation ints
these

on Octobher

3. 2006,
-

nd this
wele lsclated incidents o

ADC

overcol_ecticn
evizZerce <of a

spihe wit

vdet rmine if
problemn.

isgae to
rmore endemi

]_

who stated that not have the techneclcgy to redact information
from a full credit to render a partial secticn 1eslu(alor 1631 u(lk)
credit report.  AZC| Joontinuaed discussicon on
hzw best to review the thousands of lezal dozurents submitted —o '%7
deterning_now widespread the prablem had pecome. Eventually 1t wa, 2
:2d that should check the FEZ ACS databases with "FuRA", ﬁb’E
552", and "NoL" and as keywords. HNumercus hits were rg pedhd
Of those, nine returns (including the previcusly mentioned Lwo h7D
| INSLS) indicazed full u-dd%t rep-rts generated from section bhé

_eslu reguests,

konducted turther

disoussions. agreed to make redacticons from future 1631u ~
reguests by hand, Since —hat time, there have beocn o furfhﬁr
neidents of full crediz reports ar section 16%1n NSL regues
Thz additinonal seven NSLs listez as pcssicle I0O2's are:
. '}'\’

_: - l}J iz"’"\.
3. "o
s b7E
5. b4

(RN .
7. b7

o

over

collection in

thd

Tr ] the .
f = 1ave been acdresged In 1 separate ECs
e TOB unzer separate cover. The C
v the|
Throaga investigation and discucsions between NESLE, and the
| |- ther problems have Feen discovered.
Many inconsistencies and scme of the confusicn has stemmed from —he

relationghip ketween]

] At present,

sz_nutions have been put in place

over ocollections
has continued to

future

de’ ays
W l t lpl

th,

reportoing nntii]l
other cffected

have

attempet to
the over collecticon problem in pzrticular,

s10h
offic

= which, based
bheen obhszerved,

setermins 1

i3
fime a8 o resch &
ceos anZ to oncure t

oI

seern to

the fact that no
worsing.
f these problens,

he

=N
and

recurring and has

reporting
he problem do

gansensils

not

o0

NSL VIO-35968



SESRET

wapection Erome| |
> 2TC-He-C12297 36V L0, D3/12/2007

appcar again.  ©GZ has kbeen apprized of theoge

(o]

cituations

NSL VIO-35969

since the

b2
b7E



-

SECRET

T agmection Froom: _
Rer X 272-1Q-Clo2G756-VIO, w3/12/2007
LEAD (s) :

Set Lead 1: (Action)
INSFZCTION

AT WASHINGTOMN, L

(U) For acticn deemed aporopriates.
Set Lead 2: (Action)

ZENERATL COUNSEL

AT WASHINGTON, TC

() IFor action deemed appropriate.

**

SECRET,
4

NSL VIO-35970



(Rev. 01-31-2003)

TESRLT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/16/2007
To: AD, Inspecticon Division Attn: 113
Ceneral Counsel Attn: HN3L=z
Attn: ANC | |
From:
- b2
Contact: | | h7E
be
Approved By: .
PP Y iiels
Drafted By:
M ~Ccase ID #: )Xi ClooHOSCL2 00780 VIQ  (Pending)
(3) (Pending)
(3) ‘Pending) 129
TR
Title: ({3)  RREPCRT OF A k_‘ i
PCTEMTIAL IOEB MATTER; Bo
R7
Syngpsis: (33 Commupica-djon to report a potential IOE Matter in
the investigation.
(UJWMMmWMMMMMEX( Deri 2 -3
D i1fy O~
Details: {2) (3] | | 1
L7A
hé
ol
b2
L7D
DATE: 12~14-z007 ALL INFORMATION CUNTATNED

CRASE

FIED BY 65172 DHMH/KSR/JIB
: H:1.4 (o
BECLASSIFY. OM:. 12-14-2032

SPSRET

HEREIN I8 UNCLASSIFIED EXCERT
WHERE SHOWH OTHERWISE

NSL VIO-35977



(3)

Set Lead 1: (Info)

T Inzpection Division F |
Re: —HO-CL2Z9735-V10, 03/16/200 bl
b7
bé
) o June 6, 2006,[::::::::j‘drafted a3 Haticonal jbfL
Security Letter (HSL) recuest under Executive Order 12333 and b2
Title 15, United States Code (11.3.7.), 3=ctic-n 1681u (Fair Credi= b7E
Repcrting Act) for to provice the followdndg b4
Apformaticrn-pertatiiing T T =hite et ey B0
nvestigation.
FPerzconal Tdenzifving Tnformation
a. Any names assoclated with this zonsuner,
b. Any current or former atdresses,
<. Any current or former places ©f erployment
Identity of Financial Institutions
Including names and addressez -f any financial
institutions (as defined by 12 U.S.0C., 52401
for records that indicate this consurer malintains or
has maintained an zccount.
(Y con July 20, 2006, | |réc ived from the qn
of the FRI & responce Lo al |oredi- e
Pur=aun 5L, The |information was reviewed Ly the kTE
f-ruer e ajgent ] arnd placed in the file. b4
Upon disc "y by the current case acent, 1t acpears that the 7D
carrier provided information beyond the scope of the NSL, e
resulting in unintentional acquisition of data by the Federal L7C
Bureau of Investigation. & full crecit report was not received
Pal Znfornation regarding balances ard pavient history was
disolaved.
(1 anl Idiscussed this matter with S3A
Jand ADCI I R Y-St a A=V £=% ol a = ull a V=T
reviewed the e e SR
SE *DPI The information in
queztion waz zecured by the case azert, <A| and the B
infoermation was not used in furtherarce of the investigation. On he
Mar-h 14, 2007, o;—ng'f@ﬂllnl'i'llllﬁl",ed the information to AN L7
in LdUL for the InIormaction to be scguestered until a 24
final deterxination is made concsrrirg the report in question. K7D

NSL VIO-35978



SECRET

T AL, Inzpecticon Division Foome
Re: CTE-HO-ClII0T7365-V 10, 0271672007

ASSTSTANT “TRECTOR, IWNSEECTION DIV S-O0ON

AT WASHTMGTOMN, W

(119 I13, Read and -lezar.

Set Lead 2: (Action)

ZENEXRAL COUNSEL 2

L7E

AT WASHINGTON, DIt

(11 CGC/NSLE, review thisg matter and provide guidance
az to disposition of seguestered items.
Set Lead 3: (Info)
1 ]
N | ]

(1 Read and clear.

*

NSL VIO-35979



(Rev. 01-31-2003)

SEERET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/26/2007

To: | | Attn: SAC

oD
Counterterrorism Attn: IT0S8 1, COHMUS IV, Team 15
Inspection Attn: IZ:=
b2
From: General Counsel b7E
NSL=/CTLU 1 bé
Contact: 3354 B

Approved By:

Drafted By:

‘U*”caSéWIDM#:-Ex( 278-HO-C1229736-VIO (Pending)

W ritler X INTELLIGENCE OVERSIGET BOARD [IOE,
MATTER 2007-690

fUTSynopsi3f“EX( rcquested that the
Office of General Counsel [O5C) review a poetsential Intelligence
Oversight Board (IOB) error and determine whether it is
repcrtacls to the IOR. It 1s the opinieon cf OGZ that the above
referenced ratter need nos be reported to the IOF. Cur analysis
frllows.

(U} ~Reference: Ny 276-HQ-C1225736-VIO Serizl 2176
0 27¢Jc136372 Serial 127

Details: (2]

Purzuzant to tnilszs 1nvestigation, x latlona. Sscurity Letter (N3ID)
was lssued in accoordance with 12 13,0, %°70% seeking telephone
t:21 pilling records f£o41 leelepbone nurker with

| vrkbcknownst to the

BSPEREL. ALl INFORMATION CONTAINED
HEREIN I$ UNCLASSIFIED EXCERT
WHEERE ZHOWN OTHERWIZE

NSL VIO-35980



(m

R g Eg( 2TC-HG-01229736-V 10, 0O

SESREL

e | | From: Office of the Zeneral Counzel
/l6/2007

-casemauentyl ItEIEihGDG service was terminated[::::]

ewing the records supplied

R u.mwwmmﬁzg IIon discove
E—

on C_/29/2007 the FBI learnsd ths tey contained not only
nformation from when ukscriker to that
telephone mambkber kbut als Kl ed to the izdividual who
was subseguently issued #hqf nuner }'terl account was
t.er.tuuated for non-payvmen=.

inadvertently cbtained

reccrds,| =Jatez the reCurj? and contacoed
the telegpnone carrier, who advised the FEI fco destroy the
reccrds, which was done.

(1Y The President, by Executive Order 12334, dated
_Z/0d4/1981, established the Pregident's Lntelligence Oversight
Brard (EIOB). Cn 09/13/1993, by Executive Order 128063, the
Frezident renamed it the Intelligerce Oversight Ecard (ICB) and
estaklished the Beoard as a standing committes of fhe President's
Forol
the ZOEB has been gilven authority to review the FEI’s practices
and procedures relating to foreign inte’ligence and foreign
countzrintelligence collection.

’unle fors G@n@Ldl and Genezal Counsel of ths Intelligence
Jmnunity conponentse (in The FBI, the Agsistant Director,
:Hb;H_Lth Civieicn (INSD), and Lhe Gereral Tounsel, Office of
the Genesral Counsel (0OGZ), reaspectivelyl repcrt to tnhe ICE
nte’ligence activities that they bave reason to believe may be
un_awful or contrary =—o Executive Orcer or Presidential
Directive. Thais language has keen irterpreted to mandate the
repcrting of any violaticon of a provision of The Attorney

Gengral's Gaidelines for SBI Hetioral Securityv Investigations and

b7E

an Inteolligence Adviscory BozrZ. MAmcng its responsibilizics,

ction z.4 of Executive Order 12363 mandates tha=

""J

Soan Intelligence Collection (NSIG), effec-tive 10/31/2003, or
other guidelines or regulaticns zpproved by the Attorney General
‘noactordance with RO 12333, dated 12/04/7081, 1f such proviaiom
was dogigned to ensure —he protectiorn of Individonal rights.

Violaticnzs of provisicns —hat merely are administrative in nature

and nct deered Lo have besn designed f£o ensure the protecticon of
individual rights are generally not re
“nesoection Division is rejquired, however, to maintain records of
such adwinistrative wviclazions for three years so that the

Cruns=l teo the IOE may review them upor. rejgusst. The
determinaticon as fo wheZher z matter is "administrative in
natars" st e nade by OGTL. ThersTnre, soch sdninistrative

vinlations nust ke reported s poftentizl ZOR nattors.
SEEREE-

2

NSL VIO-35981
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“SEeRET.

AR | JFrom:  Office of the Zerneral Tounsel 7
Ret-- D) 278-HE-C1220736-V10, 02/16/2007

""""" B ~“mw33i H5Ls are a specific type -f nvestigative tool —Zhat
allcws the FRI to obtain certain limited types of information

without court intervention: (1) teleptone and erail communicazion
reccrds fron telephone companies ard irnternet service providers
‘E_esctronic Communicazicons Privacy Act, 183 U.3.C. § 2709); (2)
reccrds of financial instituticns (which 1s wvery broadly defined)
‘Right to Financial Privacy Act, 1Z 17.3.72.5 Z414(a) (D) (A)); (3) a
“ist cof financial insTizuzions and oonzumer identifyving
Information from a credit reporting company (Falir Credit ReporTing
Act, 15 U.S.C.&s 1681lufa) and (k)),; anc (4) full credit repor— in
an international terrorism case (Falir ZTredit Regporting Act, 15
U.3.C. § 1621lv). MEZLs may ke issu=d ir. confeocrxity with statutory
requirexents, including 13 U.8.C. & z709. HN:I5, section V.1Z.

)

)8( Here, during an zuthcrized Investigation, the :EBEL

proverly served an N2l on a telephone carrier reguesting
toll pilling recczds. Irn respcnse, the FEI
Inadvertently received information regarding a subsequent

scubzcricer which wag no- relevant to the Investigation. The FBI
dentified the problem, and properly ssquestersd the
‘nadvartently obtained recorxds. The reccrds were subsaquently
destrcved by the FRI upon the request of the telepnone carrier.

(U) kRased upon These fzcteg, 1in acccrdance with the
terms inplernenting the reporting reguirements of 3=cotion 2.4 of
ED 126X, it ig our opinion that thiz errcor ig not reportable —o
Lhe TOR. A reccrd of Lhis ducisiou chould be raintained in _he
control file for future review by the Counsel fLo the ICE.

(U) Zince the inadvertently obtained records were =
already destroyed byl upor. the regquest of the De
te_szphone carrisr, no action lead :oi I is ne=ded. b7E

NSL VIO-35982
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SECRET

T::I | From:  Office of the Zerneral Touanzel
Re+w~E2( DTE-HG-0U1229736-V10, 02/06/2007

LEAD (s) : h2
h7E
Set Lead 1: (Info)
| ]
AT I

(1Y  For information.

Set Lead 2: (Info)

COUNTERTSRRORT SM

AT WASHINGTON, D.C.

(11) For information.

Set Lead 3: (Action)
INIPZCTICH

AT WASHTMGTOM, D.C.

(1) IMED should retzin a record of the repoart of —he
p-tential IODR matter, as well as a copy of the O5C opinion

for possikle review by ~he Counsel to the IOE.

ba
cc: Mo, Thowmas hIC

IOz Likrary

144

TECRET
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FD-962 (Rev. 03-21-2005)

TECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/22/2007
To: Incspection Attn: 17, Room 2041
Zeneral Counsel Attn: MNSLE, Koo 7975
From: jbz
i TE
Contact: | | b
b7
Approved By:
Drafted By:
(1) Ccase ID-#: - >< 2Y8-HQ-C1229736-VIO
Title: i) RETCRT OF FOTENTIAL
INTELLIGENCE OVERSIGHT ROARD [(IOEBE; MATTE=R
(UJ“Synopsis:“)gg To report possible IOE error.
(U)}Xi Dert m :
D Ity On: Q17
Details:
s 1.
'S -
fUl“)Xi X sozible 1OE Error:
= 4. (3) Cn Augus= 26, 2004, 3A] Liccsued a Nazional
Secarity Lezter (HSL) in case | | | serial #1103, fo
| ]
rzquesting —he names and azdresses only of financial
institutjcne s defiped o Title "2, U.3.C., 3Section 3401,
at which maintains or had maintained an
25179 DMH/KIR/JIB HEREIN I
1.4 {A,; WHERE «;Hnm\x OT‘HEPETIbE
DECLASSIFY OM: 12-14-203% SPORET—
23245 JWED

NSL VIO-35984



Bl

SHERET :
bz

T:: Ingpecticon Frome: | ] B7E
HH~R€%WWEX£> DTO-HO-C1229T7 3610, 03/.2/2007 be
b7C
) The H3L ci<ed the roguect was in accordance with Title
“h,.s.CL, Section 168lu{a).  On Septenker 17, 2024 re<irned
the results woich included a full -redit report on case
iZ

(T e -w~)x( SA[::::::]did not use the Znfcrmxation to request any
additional N3L's He did not index any information from the credit hé
repcrt intoe fthe case file and there wasz no nfcrrmation uploaded into e
ATS or any other FBI electronic datakas The credit _report bogg Dieen ™7
remcved fromw the case file and seguestered by CDC

N

NSL VIO-35985
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SECRET
e

To: Irspectiorn From:r— I B7E
(M Re:o D( CT0-HQ-CIIZETE6-VIO, 03/22/2007

LEAD(s) :
Set Lead 1: (Action)
TINSEECTTION

AT WASETINGTON, [T

(u) For action deemed aporopriate.
Set Lead 2: (Action)

GEMERATL COUNSEL

AT WASHTNGTON, DC

(U) For action Zeemed appropriatc.

144

Z245.WPD

o8
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FD-962 (Rev. 03-21-2005)

SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/13/2007
To: Incspection Attn: IZ7, Room 113961

Zeneral Ccunsel Attn: MNSLE, Koo 7975
From:

Contact: TTO

Approved By:

Drafted By: L7E

Title: i) TEO
SEA

INTELLIGENTE OVERSIGET BOARD [IOQE, EXRCK

“H'SynopsiST“)ﬁi To report possikle IOB error.

i S ”)gé Derive : Bl SC =3 - 1997
Decl i . 13
Details 1
o 57 A
157 E
ey - 156
- X X, Pozzikble 10OEB Error: e
{3)

fU)“)S( 4. Dezcription of IOE Errcor (inc_uding any reporting delays).

“SHGRET ALL INFORMATION GO
HEPEIN 1% WNCLAZSIFI
WHERE “SHOWH OTHEFWISE

FEASON: 1.4 (e
DECLASSIFY ON: 12-14-2032

NSL VIO-35987



(U} ke P Q?E—Hg—' 1229

Ero

(S) Tne pu ?1
e -

SECREF——
SUENN N

FI6-V10, 03/13/2007

le wviolation occurred in connpection with results
nica-ion carrier, bl
recuested sukscriber inf‘rwa#iﬁn and toll recordspn
in a Matioral ZFecurityv Letter (MN3L) datedth

H_/u9/:uu7 Writer

L dpcluded a pri
and a disk
confirmed that

raceived the results from Ion 03/01/2007 ,

nTout listing the sukscriber information fo ﬁbé

cor-airnding tell o zrds. The printout gprovided ph7D
Ilu the subszscriker for <he hé

requested number. Writer made a <opy =f the disk containing the tollpy7e

reccords and placed €

dztza on the disc< con

he original in a 1-A envelope.

o S PRI el oyee bo e tacked to upload The
Lotdced —hat the
* ined toll records for and no- the

regquestad numkber of

I

| It appears tha ransposed

tTw> digits in the ph
£:21 records., Write
the Z-A envelope as
employes to upload.

up_caded into any FE

cne numper and errcneously provided the incorrect
r ilmmedistely sefuestered the criginal Jdish from
w2ll as the copy that was fturnisnhed to the

---------- I Tae origin
and furnished to the

on 13/13/7200
t- thig investigatio
envs_cp=z.  Writer wi
ajain to opbtain toll

None of the toll records on t-is disk were Eb%
I databascsy | k2
biE

al disk and the copsw were claced into an envelopey, g
Jchief Division Counsel I
7. Since the subscriber inforrxation is pertinent’
rn, it will be maintained in the original 1-4 v
11 servd:::::] with the NSL dated 02/03/2007 cnceh’D
recordes for the requested cellular phons numnkber.

NSL VIO-35988



TSECREE-

To: Ingrection  From:

() Res-DK{ 279-HO-C1220736-710,
LEAD (s) :
Set Lead 1: (Action)
INSPSCTION

AT WASHIMNGTOM, DO

i/l 3/ 0

{11y For ac-ion deemed approcriable.

Set Lead 2: (Action)

GENERAL CCOUNSEL

Al WASHINGTON, DC

(U) For acticn deemed appropriate,

*

NSL VIO-35989
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(Rev. 01-31-2003)

“SBSREL
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 03/15/2007
To: Counterintelligence Attn: S32| |
~D-2B, Rocom 4132
Inspezction Attn: I-Z5, Roow 3041
GZeneral Ccounsel Attn: NSLB, Rcorn 7947
From:
Contact: SSA' |
Approved By:
Drafted By:
Case ID #: (9) I I(Closed]
(U)o g TTTE-HQ-012209736-VIO  (Pending)
Title 3
PCIETRTE THTETT.TGENCE
OVERSIGHT MATTER
“”"SynOpSiST““)X( Te provide information regarding a possikle
_ntz_ligence Cversigh- Board(IOB) wviclation involving captioned

Investigation.

W M D _ems
D i On:

H”‘DétéiIST““EX( The follewing informatisn pertains fo a possible

OB viclation involwving captioned Chicage investigation:

)y 3Ah — fooepr Case Doen
R3A Supervisor

I
) 4 SHOWH OTHERNTS
C BT 65179 DUH/KSR/IE SECRET WHERE SHOWN OTHERWISE

1.4 fo)

NSL VIO-35995

bl

b7E
1~ <

)

b7



SEEREE-

. . Iy
Tor Counterintelldicence F:nn:[:::::::] ;bL
Re: (8) (Clozed) ER( bR
NTR-HO-TT AT Sn-v 10, 037 0%/ 2007 hl
be
bh7cC

4)  Neon- 17,

¥P]

Ferson.

(2y 5y f or
D=/ 15972000, 54 suplitted an Mol TO
requesting neader informazion purscart to Title 15, U 5.C.
82681 1. The cover EC for the NEL inccrrectly cited Title 15,
T.8.C. 881631 (v) .

bl
6) EXPLAMATION: b2
) b7E
(S) I I on b g
0E/19/2009, The Ccase agen~ submitted a boRA J5L TJ] | ﬁva

rejueszting "the names and addresses ¢ all financial instituzions
vas Jde=fin=d by Title 12, U.3.C, Section 2411 at whicnh the below D
nansd consurer maintains or had maintained an account."  The MEL bh7C
cited Title 1%, U.S.C, Section 1631 (u).

(U}wmwmwfxi Trne cover EC for the NSL ircorrectly cited 15 U.5.C.,

secticn 1%281v and specified that a "corsumer credit report™ was
being scuwght; however this citztior anc language did not appear
n thes MN3L which was provided tol i

(i -

responded to the reguest _on or akoit

/2004, providing a document captioned] l
The doouarent conlalined only consumer lcenlilyving information and
finanz-ial institution identifving information as authorized under
TERL ;. b4
b0

Trne digcovery of the incorrect “anguage in the cover EC
WA 3d2 during a review of the file or C3/0&/2007 and has keen
gequestersd with the Chief Divigior Counsel's Office, pending
resc_ution of the potential IOB anz adoiticonal guidance from
Hztional 3Security Law Branch.

m -

NSL VIO-35996



TEERET

. . : v bl
To: Counterintelliqgence  Erom:

Re: (=1 1 (M rsed) Eﬁﬁ: ;?EC
= 070

STC-EQ-ClI767 3610, 03/ 09/2007
1D
b2

b7E

LEAD (s) :
Set Lead 1: (Action)
INSPECT O

AT WASHINGTON, [DC

(Ul Request IIZ to talke appropriate action as
neceggary, in responss to this potential IOBE matter.

Set Lead 2: (Action)

SEMERAL COUNSEL

AT WASH NGTON, DC

{(U) Request MN3LZ to take appropriate action =3
necessary, 1ir. respeonse to this potential IOB matterz.

*

NSL VIO-35997



(Rev. 01-31-2003)

—SEGRET / /20320308
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/109/2007
To: Inspeschticon Attn: IZ-
eneral Counsel Attn: Maticnal Security Law Branch
(MELE;

From: |
ontact: SSA' |

Approved By:

Drafted By:

Case ID #: (S)I I (Clozec
L1 R 278-HQ-C1229736-VIO (Pending)

Title: [3)

cU)mSynOpSiSTMWEKE Tro provide information regarding a pogsible
_ntc’ligenct OversighT Board (IOB) violatZcn involving captionasd
Investigation.

me e X e e
De i on: 32
OB

fU?“Detaiistme>Q: The following information pertains to a possible IOE
violaticon 1nvelving capTicned investigation:
35!
~)  BEA - Case Roert F-rmer| I ;b
332 -1 | Surervisor b
- b
SRR "

A THED
ED EXCEPT

- 12-14-2007 ALL INFORMATION: Cf
IFIED BY 65173 DMH/KER/TE SECRET//2TZ268WE iy 15 micL

NSL VIO-35998

O B W

=
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T:: Inspscticon Freo: | ] bl

Re: (8) 03/09/2007 bz
bR
jb(;.

4y U.S. Cerson bic

5] |

|Irn a-corzance with the NEIP Manual,

secton Z2-04, Summary Guidance and Applicaticn for Preliminary

“nveastigaticons, a FCRA request was schwitted on 02/04/2004 tc

for header information pursuznt to Title 25, U.S.C. $§lezsl{u).

6) EYDPLANATICN: bl
(o I | b2

b7E

-

| ©n UZ/0&/77004, Case acert supmltted a losl(u) =URA N:eL b4
BN | |requesting "-he nawes ard djch 525 of all financial Tb”D

nsttutions {( as defined in Title 1z, U.3.02., Section 2401) a< which
the bzlow-named consumer maintains or has maintained an aooount™.

rezponded to_the reguest ¢on or about 0U3/02/2004, and provided
a docunEnt captioned Febiruary 2%, Z004" for the
cubjoot.

Caszse agent reviewed and summnarized the information conzained
In thz "oonsumer report" in zn electroric cowmmnication dated
Dz/C5/2004. The case was sybpgeguertly closged op 01/°5/2005.  The
nformaticon contained in The and the summarizing
eleztronic communication was o furthsr the investigazion.
The Inforration received fron Wwas nct disseminated —o anyone.

The nforation provided by ngde_ng[::::::::]hkm

azscoiated with a publically available web addreszss:

not aware at the tiwme that the report

a credit report. The discoverv was made
dULlng a suksequent review of the file. Thel and
the suwrarizing electronic communication wers irrediatesly remwoved from
the capticned file, and sequesterez with Chief Zivision
Counssl o umtil the issnance of the TOR ~pinion oy Toe Mational Seonrity
LJW Branca (por M3B clectronic communication dated 03/05/2007). 4

h7D
2
h7E

~BEGREL/ /2032308

2

NSL VIO-35999



~SBERPT / /20326308

To: Tnepection Fbﬂh:l_
Re: i23) | | ©3/0¢/Z007
LEAD (s) :

Set Lead 1: (Discretionary)
TMNSPECTION

AT WASHINGTON, DC

(U W)XQ Recquest IIS review the provided communicaticn.
Set Lead 2: (Discretionary)

SENERAL COUNSEL

AT WASHINGTON, DC

iJ) Reguest NSLB to tale aporopriats actlon as

neceszary, in response —o this potential IOR matter reported by

th E‘I l

**

NSL VIO-36000
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FD-962 (Rev. 03-21-2005)

) -

iy

Case-ID-#: D 82HOZ0I00Ua6-VTO  [Pending |

—SECRET.
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/19/2007
To: Inspection Attn: IZ7, Room 113961
Zeneral Counsel Attnh: MNSLE, Koo 7975
From:
Contact: on | ]

Approved By:

Drafted By:

tar | (FPerding] UN OTHERWISE

Title: i1y REPORT O A 2O0TENTIAL IOB MATTER

”Synopsiwa)XQ To reporT a potential IOB matter.

Reference: 75-HC-C17229736 Serial 570

“Deta115fmwixﬁ C' 02/19/2007, fthe writer discovered a potential

_nte’ligence Cverszigh= BoaLd (IOB)] matter when reviewing the results

nf 3 Nationzl Se JrlTT Ze<ter (MSL). Under the Fair Credift Reporting

Act, Title 15, United Stazes Code, Secti-ns 16=2luia) and (k), —he FEBEI

can ogtzin oz list of financizl instituticons and consumer identifying

nformation from a credit reporting company.  Inder Section 1631w,
ver, the Bl can obTain =z full ores i recort only in an

Intzrnaticnal terrorism case. Thd FEI issuaed an N3SL under
Secticns 1621ula) for lisTs of financia. _nstitutions with which the
suble-t bhad business rela-icnships. Irstead of this limited report,
the FEI received a full credit repcrt. This is a provider

errcr. The writer was —he ozse zgent and the writer's supervisor was

IO
[STara

=R | |

RIS '581 Pfi L2727/ 20000 wers 1s3Usd [
- lon 01/31/2007, on

o
3

(WA

Yoo o o

O N A |

Lﬁ
bi
he
b7

02/ 7007, ] e

| | The rezgponses L[romn were

32975 07 —SECRET- bl
b4

17
NSL VIO-36001
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-

h7E
-SEGRET— b4
- b70
T-: Ingpecticn Frome| | g
EUJ»-~~~Re-~:v--~~--»}>(f DTE-HG-012797 36-V 10, Ds/19/2007

torwarded t£o the writer. The regponce from vac Jdelayed in the
sponse uptdl

;
E;;;;;;:]FBI office and —he writer 2iz rot receive the responss
0%, 2007, [Curing a review on 03/1%/2007, the response from |

was found to be a full credift report. This full credif report was not

stating why 1t was re-urned. The leffer alsc rejueste
nformation parsuant —o Title 1%, United States Code,
—eRlufa).

the proper
ection

Thiz communication, consistert with the directives in —he
refzrenred communication, pro- information to reporT a
prtential I0B provider erroz action iz deesnmed
approoriate.

R

i
L]
O
~J
(o]

NSL VIO-36002



SEERET- ,

b2
To: Ingpecti-n  Frome L | bR

(Uh-Rer— D) 279-HQ-01200736-VI0, 03/18/2007

LEAD (s) :
Set Lead 1: (Action)

AT WASHINGTON, DT

(U For action deesnsd arpropriate.
Set Lead 2: (Action)

SENERAL COUNSLEL

AT WESHINGTON, DC

(U) For action ceemed appropriate,

*

(ar

NSL VIO-36003



U.S. Department of Justice

Federal Bureau of Investigation

I Reply. Please Refer to
File No.

March 139, 2007

Deaﬂ

Taisz letter encloses one Zull credif report which was
provided L_[::::::]pm¢budnf to a National Security Lette=r (N3L).
Thiz NSL wasz issued pursuant tcoe Title 1b, United States Code,
Sectlon 13dlu(a), and reguested Lhe rawmes zand addresses of all

finan-izl institutions at which the corsumer naintains acc

ounts.

le 15,

nste=zd, 1ll crediz report was provided, which is normally
provided i counTerterrorzism investigations under Tit
Inited = Code, SecTion 1681v.

boclosed 15 the criginzl cre
thel |FET. Please send the re
purzuznt to Sscticn leflu(a), the rames nj the adjLesnes
finanzial institutions at which the coradmsl maiptaioas S

sent T

of all

ol .

The pocint of contact 1z Special Agenﬂ
Thank vyou, and please czll with any Juestlons.

w7

fer

Srecial Agent in Charge

7 truly yours,

Bv:l |

NSL VIO-36004

Sapervisory Special Agent

s

oy ie

;b7E

b4
7D

[ e Y

Cr

~1 02

~1 s <
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(Rev. 01-31-2003)

—-SHERET™

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 03/15/2007
To: Insp=schticon Attn: IZ-
zeneral Counsel Attn: MSELE, Jnit Chief
CTounterintelligence Attn: 7TD-20, Roon 4544
zsh) |
From: hl
Contact: ©SA b2
o | bIE
Approved By: ibé
b7

Drafted By:

Case ID #: (S) | | (Closed)
() v 3 TTR-RQ-C1226736-VIO  (Pending]
Title: (3)

PCSSIBLE INTELLIGENCE
OVERSTGHT MATTER

cUTSYﬁopsiSTM%)X( Teo provide information reqgarding a possible
_nte_ligence Cversight Board (IOB) wviolaticn involving the
capticned investigation.

v X e

() g | ]

(%]

7
RO I R

L
PA)

) h
L L

1
[

in”DetailstwwEX( The following information pertains to a possible
Z0OB vicolaticon involving the captiorex investigation:

|— forue- Case Agsnt

)

| supcrvisor

j ALL INFO TTaE e e
5179 LHH/ERRAIR HERETN 15 UMCLASAT
WHEFE 3HOWH OTHERW

NSL VIO-36006



bl

—SEERET o
h -
Do sotion  Fron: [ ijE
Re: [0/ 15/ 2007 bt
noe
isjmﬁ)mﬂ
15 3 o
bi
d) WU.S. Fersgson b2
bR
(8) 5 | be
On C6/02/2004, a EFCRA request was sukbniltted tof 1for »7C
header information pursuant to Title 15, U.S.C0 5851621 (u). b4
o) EXPLANATICN: b7D
T=a |
(U 0 0670772004, B[ Jeubmitted a FORA HSL o
L |requesting "“he names ard acdresses of all financial
nstitutions with consumer identiZyirng infocrmation, limited —o
s, address, [ornwer addresses, places of zrwlovient, o forner
placez of erployment at which the kelow-named —onsamer maintained
o bad gaintained An o account. ™ The N3T Angd wover =0 aited Title
~E, ULs.C., Section 1681 (u.) .
1
(3) SA:provided| | iawe, date of e
birth, znd address. 7o
. . . . : 14
(53) In addition, SA inadvertent_y vrovided an o
e g g e I faJps -3 — a7 perarg— SR, - Ic:/"‘7\ K - ]':"D
‘nerrrest 3ocial Security Acconnt cumbsr (SSRN) forn t -
| ] The 3SSAMN number SA[::::::]providej WAas Lhat OL a4 ﬁbj
ATTTerent] |°T sukject. 7K
(3) on 0a/z2/2004,] Lresponded o the FORA raqyest

s dln 3 Jdocument captioned
The case agent Wzg not aware 4t Lhe L1le OL Lecelp.

TET—TTT—TEsoonse conTained 1681 (v) materZal.

(TI) oo “)%i Tne discovery of 1681(v) material in thel | Bl
report wa: rade during a subsejquent review of the file on joyti
0=/06/2007. Thu report. was removes Tron the captioned file, Aand L7 E
sequests L;d ith[_____ ] Chief Divizizn Ccunsel, pending o
regc_ntion uf the potenTial IOE znz adziticnzal guidance from be
Hational Security Law Dranch. L

b4
(2) Along with —he 7D
l |a1sc provided sumnzry FecUlLS -1 2 QALalLase Search

[ = o
t:r the incorrect 33AN Lo w\lj&j by the case agsnt. The results

NSL VIO-36007



m

To: Inspection From:
Rz (3)

were linited to the name, dzte oI birth, S8ANM, and spouse's name
-f the individual whose 33AM was provided tof |in erzor-.
This inforration had already keen obtalned throagh the auzthorized
FZ of the octher sukbdjecss and was alss availarcle through public

sources such as| |
'““E§<: The information zeceive: as 4 resalt of providing the
incorr=ct 28AN was also remsved Irom the cactioned file, and

cejusstered withE:::::::] ChieZ Divisgion Zounsel, pending
reszolution of the potential TIOR ard additional guidance from
Maticnal Security Law Branch.

NSL VIO-36008

bl

7D

bd
;b'? D

~

=

b7



1§

—SECREE

To:  Tnopestion From:l I bl
ke: (51| |-3/15/ 2007 b2
L7E
he
=7
LEAD (s) :

Set Lead 1: (Action)
INSEFECTION

AT WASHONGTON, DT

IS is requested to review —he facts ard
circumslances przs=znted in this communication for determiraticon
sz5 t whether an ZOR violaticon has occurred.

Set Lead 2: (Action)

SENERAL COUNSETL

AT WASHINGTCON, 5C

iJ}  Regquegt NSLB to —ake approprizte actlion
A5 neceszary, in responss Lo this potential IOB matter.

*

NSL VIO-36009



FD-962 (Rev. 03-21-2005)

(U

(-

T

-SBEREF
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/16/2007
To: Incspection Attn: IZ7, Room 11361

Zeneral Counsel Attn: HNSLR, Rocr 7975

From:

Counterinte_ ligencs
—
Contact: A I

Approved By:

Drafted By:

CasemIDw#fmw£§< PTR-HQ-C172729736=-YTO

Title: QD] INTELLIGENCE OYERSIGHT BOARD (ZOER) ERXOX

“Synop315fm3)<i To report possible IOB error.
(-

......... N Deri : G-3
D i on: 2

Reference: (3)

Details: jb
S
ey 1. 1

[ouwy
L2

M s
=

[

e
[

)Ri 3. Prszikle IOR Error:

~m)2( Tre Atforney Gener
Collection.

l!

m
]

Guizelines Provision: Iwmproper NMEL

iUh”;}Q: 4. Description of IOB Error {(inc_ading any reporting delavs).

J

) An N3L Jdated January 30
and Zcongtn of corvice with reospoc

007 requesting tie nams, address,bl
oo fclephone number for |

the ftine pericd of was lssued To bi

| b7E
ALL INFORMATION CONTAINED b4

B} SECRET™  HEEEIN I3 UNCLASSIFIEE: EXCERT h7L
R WHEFE SHOWN OTHERUISE hé

PECLASSTFY OM: 12-14-2032 K7
NSL VIO-36010



SR 5

To: g‘g‘m‘rimﬁ Frome :
~ = e I -

(U} “Re s 279-HQ-C1220736-VT0, 03/16/2007 "
Lo

on March 9, 2007 | b7E

Investigative Suppors Specialist (I35 teceived b4
stbhscrirer information for the spec-ified Lime period of | ] b7

L ffor said| Jtelephnone nunber from Aug

Ircluded with the subscriber irfzrmation provided by Aujust was:

us
S

iSj= ROM _c-ntaining what] lindicated were fﬁlﬂnﬁgﬂf calls '

| | that were jaade from said fCelephone

numeer for the Cime gpeoriad ool l |
Division presames this to ke £oll records with no conlent but has nct
reviewed the CD-ROM izgelf in view ~f 1fs nature as an over reporblreg.
Oy N on March 15, 2007,) received a packaje Zrowm
| - containing two coples of an EC drafted by IS3
a2 copy of the January 20, 2007 NSl apd a 1-A& envelope containlnZ z
ZD-ROM. The CLU-KOM contadns Felechone subscrikber Jdofornstion
s ol 1ecords for Saiq |te;epkgrc rnanber from |
| - bhicn was ot Lesusested 1in fhe M3L dated Januszry 30,
A edlately notified Supervisory b4

007, Case Agenh
Special RAgent (S5

E'JJ|

T[_
=
-
=

Iot the discrepanay.

ﬂU?“"”““>x( ““AI l dvised writer to draft an N3L roguesbing

recoros for said —elephone ntmker for the time period of
1, 2006 teo oregepnt, e CD-ROM _has kheen ssquesterad and will be
furrec r to] hief Division Counsel

—

NSL VIO-36011

b7D

W
LorlnTe
Julvy -

b7E



-SRSRBE

"
RN AN

. A HTE
( ZT72-HQ-T1029730-vIO, n3/1e/ 2007

(I -

LEAD (s) :

Set Lead 1: (Action)
INSEFECTION

AT WASHINGTON, M2

(Jy For acticon deemez appropriate.
Set Lead 2: (Action)

EENBEAL COLIMNSEL

AT WASHIMNGTOM, DO

i1y For aczticon deemed agpropriate.

*

“SECRET-
3

NSL VIO-36012



(Rev. 01-31-2003)

Py

-SECRETY/ 20328815
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 13/16/2007

To: Zeneral Counse

Inspection
E Attn: DCl I

I

From: Jd%
hé

Contact: | | 7

b2

Approved By: b7E
b
b7cC

Drafted By:

Case ID #: (1) _IJ8-HO-C122973a-VIO (Pending)

------------ - | (Closed)
Title: i) INTELLIGENCE OVERSIGET BOARD MATTER
=)
Synopsis: (Jy  To provide informaticn with regards to possible
nte’ligence CversighT Board (IOE) violaticn.
() Deri
D Yy On: 6

Details: () ©n 03/09/2007, DOJC's OIfice of the Inspector

General ralea:ej a report on the FBI's use of MNational Securit

Letters (N5SL). Although —he OIG Zourd n:z delirerate or

intentiuual misuse of authorities, the OIC review identified

several areas of inadedquaze zuditirg ard oversight of these wizal

investigative tools, as well as inappropriate crocesses.

(1Jy  On 03/05/2007 | Iccnqucﬂ:ed an oA
‘nternal audit in light of the previous_y menticned CIG report. ;bj
The purcoze of the audit was to makes sure that there were no b7E

violations with regard —o M3L's. The zudit ooegan on 03/05/72007

2007 u
A 5 SPORET//JU39GRT6_ ALL INFORNATIO

HEFEIN I3 UNCLA E
R IR e WHERE SHOWH OTHERNISE
&—-33-2038

NSL VIO-36013



M . i

Land e

]

— 0y

ene

U)

ended

ral Counsel
7

DTE-HO-012297 36-V 10,

(Ve

23/702/2007.

SECRETL/ 20326316
prem: ]

03/16/2007

The _zudit -corducted revealed a possible

i3

bl
bhé
H7C

/)

bl

ol

)

:I ]'N

[€5]
e

()

Zuring the course

investigation, Special

Ajﬁhq

iced two credit reports

Ifi]ed 5

—SBGRETA/ 20326816 _

2

NSL VIO-36014



SBGRET/ /20326316
Tor General Counsel rmn:[::::::::]
> 2 7

PTE-HE-C1229736-V10, 03/16/2007

to cacptioned tase (ses serials 3372 ard 333), howsver, there is no
os

reccrd of NSL's recuesting them.

(8) Serial 332, 13 = full credit recort dated May 16,
2C02 and it was runl | The ~crot oroyvided
financial information otl

(3) Serial 333, iz 2 full credit recort dated May 17,
S0 oznd 1t was run | | The remcrt provided
financial infeormation o

(1) Zuring the course of the dinternsl aadit and as
s2on as the discrepancy _arcse, A3ad | cor
] and ssa| } were advised of the
posslnles 1OZ viclation,
(1) The documentation has bezen placed 1n a sealed

cnvo_cpo and placed in The CDC's saZce pending furtacr
nstructicnszs from Inspection Divisior and NSLE.

NSL VIO-36015

A

et

[

bz
bH7E
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']



To: General TOounsel  Frone
Re: iy 2T7E-HO-T1T209736-YIO, C3/16/72007

LEAD (s) :
Set Lead 1: (Action)

cEMNBEXIAL COUNSE.,

AT WASHINGTON, DC

(U) Whatever action cesmed arvpropriate.

Set Lead 2: (Action)
INSPECTION

AT WASHINGTON, DC

iU)mwm“:QKi Whatever action deemed apcropriatc.

*"

SBERET7 /2U3203T6

4

NSL VIO-36016

”

b7E



(Rev. 01-31-2003)

-sreRETY /20326915

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 13/ 15/2007

To: Zeneral Counse

Inspectior
l Attn: DO
From:
Contact: 1538
Approved By: _bi”
b2
b7E
Drafted By:
Case ID #: (1J) “785-HO-C1225735-VIO (Pending)
(B o QU}NI (Closed)
Title: i) INTELLIGENCE OVERSIGET BOARD MATTER
bl
= bz
b7E
b&
b7 C
Synopsis: (Jy To provide informaticn with regards to possible
nte’ligence CversighT Board (IOE) violaticn.
() i rom : =
Dec i n: 15
Details: () ©n 03/09/2007, DOJC's OIfice of the Inspector
General ralea:ej a report on the FBI's use of MNational Securit
Letters (N5SL). Although —he OIG Zourd n: delirerate or
intentiuual misuse of authorities, the OIC review identified
several areas of inadequaze zuditirg ard oversight of these wizal
investigative tools, as well as inappropriate crocesses.
(Jy Cn 03/05/2007, ] conduacted an ~
‘nternal audit in light of the previously mentiocned CIS report. b2
The purcoze of the audit was to makes sure that there were no b7 D

violations with regard —o M3L's. The zudift ooedgan on 03/05/72007

» ALL THFORMATION :
179 DHH/KSR/TE 'SEG'RB‘IV/M HEREIN I5 UNCLASSIFIED Ex:m?
WHEFE SHOWH OTHERWLS

NSL VIO-36017



(3]

-SECRET/ /20732615

T General Cmunqél Fraom: E:::::::]
Re: (U) 278-HC-C12239736-VI0, 03/165/2007
b2
bh7E
and ended on 23/02/2007. The audit -orducted revealed a possible :bl
“EOR-vintatton s for-case number]- | ha
bh7¢
(2| ]
hl
he
b7
b4
R
O updng the course of the investigat b7
| prepzred ard serve
21 for NSL and 22 for EC) and tu
(see oericls 23 Zeor NEL and 24 for EC).  Bozth
HNSL's are dated 05/01/2002.
The NS addressed to rejuested the names jbl
. . . . hal
and addres of A1) finapncisl ipstityut ~ne 3t which I‘ba
|main_ain5 RIS b7E
AT d10red  JT aUCoUIrt . I'Tie NoL wads gLl Lo i I bC
Officz via lead to be gerved by thel | 2 . —~
: I - h7C
recznt analysis of Lhe cagse indicatex Lhal Lhie lead was Ty s
discontinaed o 03/04/2004, Tt iz urkrown whether the MN3L was jbi

ever servad byl

| There is ro

comminication from[:::J

indicating

1led in the

(3) The

reccds pertainin
rean.ta were filed

(2) Turi
-red that in
ed DL/17/2002

-1 h;}e

¢ nor a
= There wa
nurbzr 541 da

redgirested i
[hicre 1o nel

Pa the NSL was served, and the results were

case.
MS, _addresszed fol Irequested all financial

tof

The NEL wzs servel on Uz/CL/7002 and the

in a 1A subfile, seriza’ 77 ‘

Il

ng the recent auwdit of a1l files, 1t was 15E
addi-<icon to the akove mentioped Nol's, serial 17
, 1z a full crezit report of 3?:“
ver, there 15 neither an NSL reguesting the jbﬂ
hard copy of the Zull credit report filed in 7D
z an additionzal Zull credit report filed under
ted O5/17/ 2000 Thi=s 9] ~1reodit reosrt  fram

oA ion qul I
ther an MSL in captloned zase file rojuesIing

SEERBEA/ 2032605

2

NSL VIO-36018



(&)

a-fturzlt-oreditorepgort-for nor is he a3 zub

-SReRTT/ /20326315
neral Counsel  Fron: :

TO-HQ-C12297 3610, 03/15/2007

G

capt_cped case. The full CIedit replirt was run |

on J5/17/2007,

(1 Zuring the zourse of the internal addit and as
scon as tahe discrepancy arcse, ASAC' e ]
| | arnd ss=2] were advised of the

posz=iple I0= violation.

(1) The documentation has been placed in a3 sealed
envz_cpe and placed in the CDC's safe pending further
nstructions from Inspection Divisior. and W3LB.

-BBEREFA/ 20320315 _

3

NSL VIO-36019
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Tn:  Cerneral Coungel From
287306

Re: \L]) *—:-\ IQ oG \,I() ||J/l f[L_

LEAD (s) :
Set Lead 1: (Action)

SEMNERAL CCUNSEL

AT WASHINGTON, DC

iU) Whatever action deemed aprropriate.

Set Lead 2: (Action)
INZTECTION
AT WASHINGTON, DC

(ijmzﬁi: Wnatever action deemed appropriate

L34

“SECRET//2U326315_

4

NSL VIO-36020

b2
b7E



FD-962 (Rev. 03-21-2005)

SEERET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/13/2007

To: Inspection Attn: 177, Room 11361
Zeneral Counsel Attn: MNSLE, Koo 7975

From:

5ontact: 1 |

Approved By:

LS R I
=

=43 -1 B2

)

Drafted By:

(U} case ID-#+ PR 27R-HQ-C1729736-VT0
) ]

Title: 7y R=ZPCRT OF A POTENTIONAL
I¢B MATTER (FPIOB)

95}

{

(U) ICB MATTERS

“”"SYﬁﬁpsiSf“£>< Tr repor= poasible TORB matter. A carrvier provided
nformation bevond the ccope of the information regueostoed in an N3L,
rezu_ting in the uninTZentionzl acquisiticon of data.

(UJM”““W“”“WM;B( DerT : =

Dec } n: 032

Details:

bl

ba

b7
32

L7E

r3 1.
]
o~ ~
e AN
(- 0% . Poszikble IOE Error: A telecommunications carrier provided

nformation besyond the scope of zn HSL request resulting in zhe
unntenticnal acguisi-zion of datx.

iUI“;B( 4. Degcripticon of IOE Er-or (including any reporting delays).

BKTEY. 12-17-2007 ALL THFURBATION CONTATRED
CLAYSTFIED BY £517% LMH/ESE/TB HEFETN 1% UMCLASS
DECL&ZSIFY. OGN 12-17-2032

NSL VIO-36021



Z —SEeREL

oticn Frem: 1]

() Rer— DK 2TE-HQ-C12207

FI6-V10, 03/13/2007

fbiD (3) On 0D9/20/7006, an approved Mational Security Let=cr,

bt ‘NSL}, drafted Ly SAl aurnitted to[:::::::]

b7 ~equesting the name, address, 1ath of service, and local
and _cng distance toll billing recorzs red withl ]
for the datd ]

Or or about 11/15/2006,]

) (S:l_ turned subscoriberdnformaticr for ir 2 hard-

"} cpy format via Fedes.|

o

b7E l |

b I J provizex Lozal and Long distance Toll

BID billing records for| | by redacting the local and long
distance toll billing records fo
with 3 tlack marker. Records for | were not requested on
the subxitted NSL; the date requested on the HsL was] ]
Conzejyu=zntly, there has been an unintertional acguisition of Jdata.

sase agent DetecTivel | and zo-case agent SA
| [ccoane aware of Zhe possible TOB crror on 03/J6/2007, during a
s quad neeting with ASA] | During the meeting, ASAEC
ing to MZLs, 1i.e., a

be [ Jdiscussed pozential IOD matters relat
scogpe of an H3L r

b7 carrzr providing informaztion beyord the esul= 1n4 in
the unintentional acquisizion of data. As a result, the case file was
reviswed and z posgible 1OE viclztior was discoveared Upon
Zdentificaticn of the possible I0OB errzor, S3E] |was
notified on 03/06/2007.
The aforementioned records were not processed 1ntof |ZP:
[ ]or any other FBI database. b7

NSL VIO-36022



(-

To:  Inspection Fror

Rexpo DTR-HO-TII22T306-VIO,

LEAD (s) :
Set Lead 1: (Action)
INZPECTIQN

AT WASHINGTOMN, 0O

~SHERET-

0%/12/72007

(U) For action deemsd avprorriate.

Set Lead 2: (Action)

SGENERAL COUMSEL

AT WASHINGTON, LT

{U)

ti]

*

cr acticon deemed appropriate.

SECRid e

NSL VIO-36023

)
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(Rev. 01-31-2003)

(U}

-

{7 -

(8) -

TECRET/ /20320308 _

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/08/2007
To: Insp=schticon Attn: IZ-
General Counsel Attn: DMaticnal Security Law Branch

(MSLE;

From:

Contact: SA | |

Approved By:

~J

::[:4

[ I W)

Drafted By:

J
(]

-] o3 ~d P2 o
|3

L N Y e
s

Case ID #: (35) | (Pending)
e DRE TR G102 07 36-VIO (Pending)

Title: [3)

SynopsisrmmEXi To provide informaticon regarding a possikle
ntelligencs CversighT Board (IOE) violaticn invelving captioned
nvestigation.

.................................... M Deriv:
6

(-

D ITy On: 32

DetaiISt“w£X6 The follecwing information pertains to a possible IOB

violation 1nvolving cap=zionsd investigation:
Yy B8R (retired) - Caze Dgent
33A - former |Supervisor

(8] i |
L

ALL INF
HEREIN 15

SEeReT7 /20326a08  VHERE SHOUN OTHERWISE

179 DMH/ESE/ATER

y
l: 1E-17-2032

NSL VIO-36024



(3]

(5]

SEeRBE- / 20326308 b2
b7E
bt

[

bl

| |

T4

4) U.3. Ferscn 70D

AT ] In accordance

with the MNFIP Manual, Sec-ion Z2-04, Summary Zuidance and Spplicazion
o Ll Tovestigations, a FORA resusest was suinitted on 02/07/2002 to

for header information purscant te Title 15, U.3.C.

l------ﬂ on QZ/ 0 /2000, the previous case ent submitted a

o) EXPLANATION ¢
(3) 1 l

o
By =

n

o

30

(D 'L

ElS
§1lo=l () FCxA NSL tol | reque:tlng 'th nam=s and addresses b

of all financial institutions with which this individual has or has g

had azcocunts as well as identifying information with regard —o the I
Individual indentified below, to ircluce ndm—”, addresses, former o
addrecsos, placos of cmployment znc former plazes of cmployment™.

| responded <o the request on or abcout 0Z/27/2002, and

provided 3 document capzioned] |for the subject.

(S) Tne informazion provided byl | vwas not summarized,

: it can be inferred thzazt the infcrmation was reviewed. In si=
_atzr cormunications, the information was referred too with the
f-_lowing statement: "Review of creczit and | indicaze that

|dLe poor credil rigsks.™  The sis Jdoocumenbs Lhat

Toe lniorma—-ion were the Arnual LHM and cover EC dated
z/ i’ an EC dated 01/23/2003, an EZ dated 04/03/2003, and =<he
nnhujl LIM and cover BC dated 12/17/2003. The information contalned
‘n the |anc the suwmarizing eleczronicz

cornina cataon was not used to further the investigation. The

received from' |was not dissemina=-ed.

"E&S Trne discovery was made durins a supsequent review of the
fit=. The | | :nd six dosuments referring to
the ‘nfeorration provided byl Jwere imrcediately removed from
the capticned file, ard sequesteres with[___ ] Chief Tivision
Counssel until the issuance of the IOLR opinion oy the Naticonal Security
Law Branch (per H3SR electromic commuricaticn dated 03/06/2007) . 1

b2
bL7E
b4
b7D
be

SBERTT/ /20326308 bic

2

NSL VIO-36025
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(1) o

SBERE% / /20326308
To: I‘nsgesiiod e

Re: (S]I I , 03/08/2007

LEAD (s) :
Set Lead 1: (Discretionary)
INSPEZTION

AT WASHINGTON, DC

""""""""" -“;Ki Reguest 118 review —he provided comminication.
Set Lead 2: (Discretionary)

GENERAL TOLINEEL

AT WASHINETON, DC

(U) Request N3LE to take apprepriate action as

necessary, in response to this potential TIOE matter reportec by
th FI I
*

~SECRET/ /20326308
3

NSL VIO-36026
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(Rev. 01-31-2003)

=SBSRET._
FEDERAL BUREAU OF INVESTIGATION

bz
B7E
Precedence: ROUTIMNE Date: 3/21/2007 'bG
To: Inspecticn Attn: 1°¢ b7C
Ceneral Counsel Attn: NSLE
From:
Contact: cocy |
Approved By:
Drafted By:
IIU)~--Case-~~-1~D~--#-:~~--~>< 272-HQ-C1229736-VIO  (Pending)
Title: (L) REPCRT OF POTENTIAL IOE MATITER
Synopsis: (Uy To report potential IOEB matter(s)
fUJ“Detaiisf““EZ< The following informaticn s ceing reported
prsnant too Toatelligence Oversight Board reprrting repdremsnts
that ootential IOB mazZters be broucht to the attention of OGC and
“nanesticon Division.
bl
[ 2] I I T
b
I b7C
; assigned to SA| | ssa] ] b4
b7D
T
[ 2 Sl oo of Josre-t i gst i 15 “dentified as qu

(1 JE——— 32( A Naticnal Security Letter (MNSEL), was issued Zo
| ILEQ'eatlnq names and addre=zses of a_l financial
‘nstitutionzs at which the sukdject baz maintained an account
foover BC dated 01/10/2005, serizl 21). The NSL cited incorrect
_eqx_ antnority.  The M3L should have kbeen ssued pursuant to “he
Falr Tr=dit Reporting Act (FCRAJ1DS UIC Zc¢8lufa), howsver, the
_cgal anthority cited wag 13 UsC 27049 (Cocuntorintelligence accoeoss

ALL TNFORHATIOH
SRSTE SECRET HEREIN IS THCLASSIFT
WHERFE, SHOWN OTHERWISE

P oON: 12-17-203%

NSL VIO-36027



(my -

SHERBE-

s Frome: |
-RQTWWEXi JTC-HC-C12297 2610, 03/7°1/2007

to telechons toll and transactional recordsi. For puarposes o

mandatory Congressional reporting, the otver ET documented the

~gsuance of an FCRA M3L, which accurate’ly reflected fthe regues—ed o
;nfcrmatlﬁn and the resul<gs deliverez pursuant to the HSL. Iin “
‘ts return, on or akout 02/08/2005 vial | L7E
provided a full credit repcort on subject [(EC dated 0z/08/2005, >4
serial Z3). providing inZormati-n beyvond the zcope of B7D
fthe NSL resulfted in an unintenticonal acqguiszsition of data.

The uninzentionzlly acquired information was no=
utilized in the investigation, and thus the ootential IOE was not
reccgnized at the time. The discovery of the "over-collection™
of data occurred on March &, 2007, during the reviewing

course of
files pursuant to an impending Inspection Divigion audit of case

filgg containing NSLs and reslated materials., Jpon its discovery, A
the _A Envelope containing the Lo | o dit report was J)4
remcved from the file and deliverec tol |CD“ tor YE
segquestration until receipt of further guidance from OGC.  This ]

natter isc beoing reporzed within the marndatcry ld-day reporting T
period.

NSL VIO-36028



()

SECR®T

To: Ingrection  From: r

RP>< ST9-HQ-ClI007 36710,

LEAD (s) :
Set Lead 1: (Action)
THSESCTICN

AT WASHINGSTON, DIWE

Os/70T /7007

(U) Tor acticon deemed appripriate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DO

(U) For action dccmed appropriate.

144
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(Rev. 01-31-2003)

(T

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/21/2007
To: Insp=chticon Attn: IZ-

Zeneral Counsel Attn: MSLE
From:

Contact: cCDC| |

Approved By:

Drafted By:

‘Case ID #:- 2/2-HQ-C1229736-VIO  (Pending)

Title: i) REPCRT O©OF POTENTIAL IOE MATTER

Synopsis: (U) Potential IOB repcorting of carrier error
in regard to a National Security Letter (HSL).

% Der . =

Ity On:

Detailsr““zxq The following informati-n ‘s oeing reported
purzuant to Intclligence Overscight Beoard repcrting roquircrncents
that wotential IOBR ma-ters be brouzht to the attention of O=C and
nsoeztion Division.

n
]
]
'_l
0
]
M
G
it
(3
f;
=

(TT] oo )S( A Fair Credift Reportirg Act [(FCRA) Naticnal
Security leiffer J[LIST), under 15 U532 165 0{al, was appropriately
lasued to[:if:f:fjrequesting nalies ardd addressss of all financial
nstitutions at which the subject haz maintained an account
f

‘mover EC dated 05/12/2004, serizl 1Z23. IZn its return, on or

akbout 07/13/2504 vial Frovidod a full
12-17-2007

; 11 1.4 (o) HEFEIN IS UNCLAISIFIELD EXCEPRT
DECLASEIFY Ol 1E-17-203% VHERE. ZHOWH. OTHERWISE

NSL VIO-36030
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i -Res PR 278-He- ‘1; 3

SEERBE-

T-:  Inapecticon ~one | |
97 36-V10, 02/°1/2007

cred:t report on sukject (cover EC dated 07/13/2004, serial 16).
providing informazion kbeyord the s2ooe of the MNSL
resu_ted in an unintentional a-guisition of data.

----------------------------------- ~EX§ The unintentionzlly atguired information was not
utlizZed in fthe inveszTigaztion, and thus the ootential IOE was nco=
recognized at the time. The discovery -f the "over-collection™

of data occurred on March @, 2007, Jduring the course of reviewing
files pursuant to an impending Inspection Divisicn aadit of case

files containing NSLs and related matera’=s. Jpon its discovery,
the & Envelope containing the fu.l credif report was
rem-ved from the file and deliverez to jcoce for
sequestration until receipt of further guldance from OGC This

matter is being repor-ed within the mardatcry ld-day LepuLtinq
periond.

NSL VIO-36031
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“SECRET

To: Increctisn Frome |
-Re+»wfg<l JTE-HQO-Cl22G736=-YVT0,

LEAD (s) :
Set Lead 1: (Action)
THSPACTICN

AT WASHINGTON, T

ax/n1 /00

{(U) FLor ac-zion deemed approoriate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DO

(U) For action decmed appropriate.

144
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(Rev. 01-31-2003)

SECRBP—

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/21/2007
To: Inspschticon Attn: IZ-
eneral Counsel Attn: NSLE
From:
Contact: cCDC| |
Approved By: L7E
Drafted By: biC
M -caseID #:- PR  272-HQ-C1229736-VIO  (Pending)
Title: (U) REPCRT OF POTENTIAL IOE MATITER
Synopsis: (Uy To report potential IOE matter(s
“J:' T RN . ¢ De¥r
Dec
in“DétéiIST“wa¥< The following informaticn s geing reported
pursnant too Tatelligence Oversight Board reprrting re=piiremsnts
that ootential IOB mazZters be broucht to the attention of OGC and
nsoection Division.

(3 | bl
b4
7D
bea

Jassigned to SA' | h7e
l | Ecting S5 | 192
(23 Subdec- of jpvestigatior s -“Hdeptified as b7E

(ijwmwwwwmwm)gi A Fair Credit Reportins Act (FCRA) National
Security Letter (MEL), under 1L U3Z 16rx_n, was issued to
qurwthg names and addresses of 311 finmancial institutions a-

whizh the zcubject had maintained ar aocount (oocver EC dated
TP RS E SETAGAAa ALL INFORMATION CONTAINEL
WHERE 3SHOWN OTHERWIZE

IFY SH l’ 1T7-2032

NSL VIO-36033
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SECGRPT

T Inzpection From: | |
~Re¢mmzkﬂf DTC-HC-C12297 2610, 03/21/2007

05/18/2004, serial 20). The HN3L stouls have been isszsusd pursuan=
£z 16 1UsSC 12%2lu(a) in tha- it sought a3 _isting of all financial
nstitutions, however, —he N3L cited as authority 15 UZC
~e2lu(k), wnhich provides for the Zurrishing -f consumer
identifviﬂq informaticon. For purposes of Tongressional reporting
requirerents, the cover EC correctly icentified the issuance ot
sy FCRA M3L. T3y itz yre-win, receivel i oor apout 27/23/2004 via

2ul1 credit pepopt on

DR

subjecst [cover EC dated 07/23 zeria_ Ze;.
providing information kbevond Th~ scope of fthe HN3L rezulted in an
unintentional acquisition of data.

"mm“““””““m)X< The uninztenticnzlly acquired informaticn was noz
utllized in the inveszigazion, and thus the cotential IOE was noz
reccgniized at the time. The discovery <-f the "over-collection
of data occurred on March 9, Z007, during the -ourse of reviewlnyg
fi_=zs purszuant to an 1mpend1ug Inspection Division auadit of cCase

_z5 containing NSLs and related materia’s.  Jpon its discoveary,

the -h Envelope containing thol lfu ]l ~redit rfputf Was

remcved frow the file and delivereZ to | IH o for
sequestration until receipt of further guidance from O5C. This
nmft@r is being reporZed within the mardatcry ld-day reporting

NSL VIO-36034

b2
b7E

7D

)
By

7R

17T



(T

SESRET

To:  Zname-tion  From: | |

RPX CTEQ-CloN 07 36-VI0, 03/01/0007

LEAD (s) :
Set Lead 1: (Action)
INSPEZTION

AT WASHINGTON, DC

(U)y F:or action deemed appropriate.
Set Lead 2: (Action)

GENERAL TOLINEEL

AT WASHINETON, DC

(U) For action deemed appropriacze.

*"

NSL VIO-36035



FD-962 (Rev. 03-21-2005)

(U}

(1 -

----------------- Az a result of an audit o2 N3Lsa issusd by this

SBSRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/21/2007

To: Incspection Attn: %, Room 113261
Zeneral Counsel Attn: MNSLE, Koo 7975

From:

Contact: | | b
b7C
Approved By: b2
b7E

Drafted By:

“’Case""ID~--#-:~~--~--N 27 E=HO-C1229736-Y 10

Title: i)y  RXEFORT OF ZOTENTIAL ICE MATTEK

'Synopsis:~32( To repors possikle IOR error.

............. M W

Details:

| The ~ase Agent
wWas| |[{rctircd) . The zugpcrvisor wags 334

bl
(S - o
»E&( . Pogzible IOB Error: ‘b'E
beo
(S) b7
(3)
(S}

")X( 4.Description of IOB Error (irnclucing any reporting delays).

Divizion, it was discovered that ar EC requesting an NSL, Jdated
21/24/200%, was not reviewsed by the ZDT :r 33A, did not state the

prodication, and Jdid noz citc the relevant statutory authorizy for the

HM2L. However, it should ke noted that the signed NSL did cize the
re_evant statutory au:hority for rejqueszsting telepghons subscrikber b2
DATE: 12-17-2007 ALL TNFORMATION CONT. '
1 DMH/KSR/TE SREREL HEFEIN.. 13 IMCLAZSIFIE
WHERE. . SHOWN. OTHERWISE

DECLAZSIFY ON: 12-17-2032

NSL VIO-36036

b7E



() -

SEeRET.

T 1Epection From:
- JTC-HO-C12297 2610, 03721 /2007

“nfermation and toll records. Out of an akbundance

ChC iz reporting the fzilure to propsrly

ot caution, the

~ite the

sftatutory

autbhority d9 the FC as a potentizl TOB violaticn. |

ik

LEAD (s) :
Set Lead 1: (Action)
INSEZCTICN

AT WASHINGTON, DC

(1Y EFor ac-icon deemed appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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FD-962 (Rev. 03-21-2005)

STCREE—
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/21/2007

To: Inspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975

From:

Contact: | |

Approved By: h7E

Drafted By:

Case ID-#:--DX) 2783-HQ-Cl229736-V10
(I # >g< Y7 1779736

Title: iUy REFORT O A ZOTENTIAL IOB MATTEK
(1) Synopsis&wixq To repors possible IOB error.

1 R w ger lf; : -3

s 1. |

| The —ase Agent

was] ] (rctircd). The Supcrvisor was S34

B I LN S

(Y]

Pogzilkle IOEB Error:

(-

=

3

() .
(S)
(3)

iU?-)&I 4. Description of IOE Error {(inc_uding any reporting delays).

(UTWWWWNEB( Az a result of an auwdip o N3Te issu=sd by thel Iibf
Division, it was discovered that foay have "cver colleczed" KW7R
finan-izl records relating to the subjsect.  Sp=cifically, thse NS,
dated 5/19%/2004, roejuecszed "all firarcial rezeords.. . " pertaining to
the subject. In the following paragraph the HN3IL stated, "Records are

ALL TNFORMATION CONTATIED

SECRET HEFEIN T3 UNCL

WHEPE SHOWN DTHERUWISE

NSL VIO-36038



SEERFET—

- napection Erom: | |
i) —-Rev X DJTC-HC-C12297 2610, 03/7.1/2007

requected for the pericd tronl

(8)-

R '“EE( Tne reciplent financial institution rrovided canceled checks
from the suk’ect. While all the canceled ~hecks provided cons-izuted
"a_l financial records" within the recipient's possessicon pertaining
tr the subject, scme cf the canceled checlhsz ore—date the period
requested, 13
reporting toe over—-collecTlon as a poss’b_e 1OF nmatter.

hl
i
NS g

o T T
~J3

O

LEAD (s) :
Set Lead 1: (Action)
INZPZCTION

AT WASHINGTON, DC

(1) For action deemed appropriate.
Set Lead 2: (Action)

EEMNEXAL COUNSEL

AT WASHIMNGTOM, DC

(J) For ac-ion deemed appropriate.

*
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1 —

{1

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/14/2007 oS
Ny Pe
Teo: Inspeschticon Attn: I.: :téb
zeneral Counsel Attn: MSLE -
Attn: DO ] b7E
From
ontac Sy |
Approved By:
Drafted By:
Case ID #: (1J) Z78-HQ-Cl225736-VIO (Pending)

Title: i) REPCRT OF A POTENTIAL IOE MATTER
Syncpsis: (U) EC provides details recarding a potential IOE
matter,
,,,,,,,, 3x( = om _ bl
De i n: 17 b7h
b2
Reference: (U) EC Jdazed 11/16/2006, Zile Z75-HQ-CLl2297305. b7E
. e be
“Detailsg: X On 02/13%/2007, szl | oo
nformed nilz Supervisor, SSA| | of potential IQE biC

viclationz related to the below three
nvestigations:

(3

(81

HE

counterintelligenze

ALL IHFORMATION:
HEFEIN IS5 DHCLASS
WHERE SHOWN OTHERIISE

NSL VIO-36040



SECRET .
b2

m- Inzpecticon  Frome: | ] L7E
Re (U)  278-He-01229736-V10, 02/714/2007
= |
The cass was indtiated undes- the Attorrew Ceperal Guidelipes b1
Secticon II.Z. | | 172
ha
7

i - ><T11e potential violatiorn zecourrsd when a Naticonal !
Security Létter (NSL), dated 10/23/2006, was sent to [ | 27D

]

]

I 111G Lol wae Toolnd parenane o I
1on 1651u.  The NSL specifically rejquested
es of all financial Institutions where
ate The consumer maintains or maintained an

TIitlEe 15, D.o.L., of
the nanss and addres:

records indi
a-count.

(U)o >< In response to the I\'SL,':providﬁd the
delivering cffice, crecit report dated 0Z/08/7007.
O C2/08/2007, provided Lhe cage gaenl an
alectronic communlcatlion (BC) enclosing the N2L results

n oa 14 envelope.  When the oredit report was received o or
about 02/10/2507, the case agent, SH |did not
realize it was a full credit rzeport anc tled 1T. To date, no
additional leads, M3Lz, or other irvestigative action was
conduzted based on the informaticn provided in the credit report.

hl
:}‘ [
0l | ] b

I The case was initiazed h7D
. : /
TS N AT N A R T AN I =N O T S = N =T =Yk ol ) R A A = b
be

bic
b2
L7E

(m )Ei The potenzial vioclatiorn ceozurrsd when F_NaLLQnaL1
Seocnrity [etter (HESL), da—ed 10/1 0/ 7008, was sent to

| The MNEL was icsucd parsuant o

S EORET-

2

NSL VIO-36041



SBERET

()

b2
T ion From: b7E
Re: 2Te-HE=-212297 36V 10, 03/14/2007
Title 15, U.3.C., S=czion 16&81lu.  The FH3L spscifically requestsd
the nanss and addresses of all financial Instituticons where
Ejquifax rescords indicate —he consuner maintains or maintained an
acococunt.
|:U:| g In reshonss to the I\,‘C‘L:pfO‘vije»j T'hD
de_ivering o ficel) |-resit report.  On 12/03/2006,
| Jprovided the ¢ an slectronic
commani cation (EC) enclosing the L results in a 1A
pe. When the credit repodiiacrocciued on or about
‘2005, the case agent, SH |did not realicze 1
3 full credift report and filec 1it. Tc date, no additional k4
NSLg, or other investigztive actizn was conducted kased on 7D
_nf rrmaticon provided in the credift repcrt. L
= L=========================================% kic
| The case was dpifiates ypcer fhe Attorpey geperal r7E
DL dclince —oction 17.B.11 ]
~EX< The potenZial violation occurred when a National
Security Letter (MNSL), dazed 11/01/2006, was sent tol ]
I
| The NSL was issued parsuant <o
Title 1%, T.S5.C., Sec_ion 168lu.  The NSL gpeoifically reqquesied
the panes and addresses of all financial institutions where hé
recorda indicate —he congumer maintaing or maintained an T
account. T
b4
iU)WWMMMMMMNmB&( In response to the NSL, [ Jprovided the biD
delivering cffice,] | -redit report. oOn 12/07/2006, e
| Jorovided the case azert an =l=sctronic PIE
comuinizcation (EC) enclosing fk%[:::::::]N:L results in a 15
enve rpe. When the coredi- reposst was receivad on or albont
_2/15/200%, the cace agensz, SA| ]did neot realize
it owazs a full credit report and filex it.  To date, no additional
_eads, ¥3Ls, or other investigzative action was conducted kbased on

the inforration provided in the c*‘dlf repcrt

~wmwwmwmm~EX< Cn B/DSJZDOTE:::}'AIMfer nte’ligence Livision was
n-tified by FzIHO Office of Genesral Counsel of the possikilizy

that full credift reports may have keen provided in response o
non=Crnnterterrorism NETs.  Subseguertly, FA cheoked his

current ocagcc files and nozTiced three irvestigaticns containing
-SBERBT

3

NSL VIO-36042



CEERET—.

Inspection  From: | |
i) ZTR-HQ-C1220756-VIO, 03/14/2007

Els enclosing ar

zlerted his

Supervisor, 25 of fthe

The reports were immediately provided to A_v:u‘l% ]
woere scqueslered pending =z determinzticon from IS as

O
this matter consti_u.es an IOE

AU

NSL VIO-36043
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SECRET-

To: Ingrpection  From: L |
Re: (UJ;  Z78-HQ-ClIi20736-YT0O, 03/.4/2007

LEAD (s) :
Set Lead 1: (Info)
THSFSCTICN
AT TISE
(u) I'or information.
Set Lead 2: (Info)

GENERAL COUNSEL

AT MNSLEB
{U) General Counscl is rcecquested Lo review this matter

and provide guidance as to the dispositicn of the ccguogtiered
nzterials.

*"

A

NSL VIO-36044



FD-962 (Rev. 03-21-2005)

—SEERET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007
To: Inspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLB, Koo 7975
From:
Contact: SE | |
Approved By: b

Drafted By:

Ul case ID- #:- >< 2P 8-HQ-C1229736-VIO
Title: (U) RELCORT OF DOTENTIAL IOB MATTER

(U)mSynopsisrmﬁk( To reporz poessible IOR error.

1) . M M
sify oOmn:

Enclosure(s): Forf f-0c, an erve_cpe containing the redacted
portien of a Lank statement which was erronerusly provided fo —he FRT
by tht fanlk parsuant —o an NSL rcquect.

Details:

Ry 1. bl

b7a
o be
Sy, b7

- . b2z
N 2. Posszsikle IOE Errar: .
X L7E

(s) 1 |

Description of IOE Errcor {(inc_uding any reporting delays).

Poszikle IOE violation irvolving 3SA ] SA
ig guperviced by S3E] ot thel

(I e ~)X( Upon review of bank records rejussted via NSL, SA[:::;:::::!
discovered a possible cver collectior. of financial data. 32eria iD O

DATE: 12-17-2007 ALL INFORMATION -COR

RIEE LomL Imalh L . SRORES- HFEE TN 15 THCLAS: v DG
CLASSTFIFD AE170 DHH SR /TR HgﬁgémqégmgﬁgLﬂbgmzﬁz‘“-“”E?T s
DECLASSIFY GN: 12-17-2032 b2

NSL VIO-36045 b7E
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(U

-SHERPT

Ingpecticon From: D

2TC-HQ-C12237 36V L0, 03/27/2007

R&

thic cace iz an M3L addrecsed tol | t-~r financial records

re’sted to the subject. The MSL requests zll records from] |

(3) In respconse to —he H3L, | lcrovided, provided

-~mmwm;3( Tne writer physically cuft the thres

~cplies of accountl Iin the subject's name. The first monthly
statement provided Iy the bank encompaszsed the date range of L

| The statemert centained threse day's worth bl
of Tank Jdata that was outsids of the date range reqguested in the HNSL.

e ay's worth of over
~-_lected data from the monthly kark statement and provided it to the

|coe for storage.

'”““Mm:hiil |considers this

)

L

Soogaga
B I ANREN Y <SS,
e

)
g

otentia’l IOB matfter regolwved.

J

W)
1t
R3]

L

]

NSL VIO-36046
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“SECRET

To:  Inzpsction  From: D
: ng CTG-HQ-C1203T736-VIO, 03/27/2007
LEAD (s) :
Set Lead 1: (Action)
INSEFECZTION

AT WASHINGTOHM, 2C

‘Ul For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINCGTON, DC

(U} For action deemed appropriate.

*

NSL VIO-36047



(Rev. 01-31-2003)

—SRERES—

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIME Date: 03/15/2007
To: Counterintelligence Attn: °32] |
~D-2B, Rocom 4132
Inspezction Attn: I-5, Ruoow 3041
Zeneral Ccounsel Attn: NNSLB, Rcorn 7947
From:
Contact SA | |
Approved By:
Drafted By:
case ID #: (S) | | (Clozeq)
1 TR — ( TTE-HO-CIZZO736-VIO  (Pending) bl
1513
BerC
Title 3 .
I
PCSSTRELE S THNTELL TGRNCE h7E

OVERSIGHT MATTER

iU}%§?ﬁdp§iST““EB< To provide information regarding a possikble

ntz_ligence Cversight Board(IOB)

Investigation.
Der om : =
Dec i n: 32

”DetaiIS?“m)Xj The following inforomation
0B wviclation involving captioned

h=rtalins to oa possible
investigation:

N EENCIN | | - fcrmer Caze Agent
R | 1- 1 | supervisor

[8) 2] |
(&) -3)—

ALL THFORMATION T
HEEEIN I5 THCLA
WHERE SHOVN OTHERII:

07

BT 65179 DMHAIR/IR
1.4 (o}

STFT -0 121722038

NSL VIO-36053

be
b7C
bz
b7E



(3]

Tonnteld

sfelligence

SEERET

f?m—Hg—u s

S06=VT10,

Feon: [ ]
(Clozed) ><
NS/ 0%/ 0007

4y U.S3. Ferson.
s f |
| On
O1/1-/7200%, a FCRA regques. was submitted o for header
nfermation puarsuant —o Title 15, T.2.2. §52c8l{u,.
5) EXIPLANATION:
(3) | |
]
O 01/11/2005, case agert submitted a 51631 (u) ZCRA
IRESE P | ] rejussting "pers al ldcnflIVlnq information™
and "Idzntity of Financial Institutions citing Title 15, U.3.70,
section 1aglia).
N | rcoponded to the reguest on or akout
The Case agent was not aware at the time the
provided thaz it contairec 168_(v) material, tao
=rwork capTioned] |
naterial was made during a

R

() -

of the file
:d fron the
Divigion'zs Thief

o1

potential IOE and a

Eranch.

case

aztion regarding th

‘n furtherance of t

'EE( Tre discovery of the 1681 (v

capticned file z=nc

on 03/07/2007. WAS

(v

Thel lreport
zeguestered with the
vision Counsel, psgncing resolubion of Lhe

dditicnal guidarce frcm National

any fur~her

agent did not disseminate or
ined in the report

e 1601 (v) information
he investigztior.

NSL VIO-36054
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S EOREP

To: Crounterintelligence  Frone :E::::::] b2

Re: (3| (1 naed) X bIE
ZTE-HQ-ClToo T In-7I0, n370a/2007 bl
be
b7C
LEAD (s) :

Set Lead 1: (Action)
INZSFZCTTON

AT WASHINGTON, DC

(1) Reques=< IIS to take apgpropriate action as
recesgary, in response to this potertial I0Z matter.

Set Lead 2: (Acticn)

GEHNERMAL CCUNSEL

AT WASHINGTON, DC

{7, XRequest NSLB to tzke apprcpriate action as
necesszary, 1in response —o this potentia’ ZO0D matter.

*

NSL VIO-36055



(Rev. 01-31-2003)

iy

() -

“SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/22/2007
To: Inspeschtion Attn: 175, Room 11361
Zzeneral Counsel Attn: MNSELE, Roonn 7975
From:
_ JTT =
Contact: Sll |
Approved By: hZ2
h7E
hé
b7
Drafted By:
Case ID #:- P& _279-HO-C1229736-VIO  (DPending)
(=) (Tlosed)
(3) (Closed)
Title: i) REPCRT OF A POTENTIAL IOE MATTER
=)
i3

'Synopsi‘S‘:"""'>< Too report a potential IOE matter.

................................ >“< Dert : .
D Ity on: 2 bl
b2
--Referenc-e-;mm);( 200 HO_ 1220733 VIO Ssrial 2570 bh7E
= be
. o
(2) S
(3)
(3)
(3)
Details: - [} Cri 03/19/2007, the writer was inforwed of a
prtentizl Intelligencs Oversight Board [(IOBE] matter regarding a
Hational 3ecurity Let-er (M3L) issuez for cavtioned |
=007 4BL INFORMATION CONTAINED
WY £5179 DMH/AGR,TE OBl lF T I3 UHCLAZSIFIED: H
L1 (e VHERE SHOWN OTHERVWISE

NSL VIO-36056



SECRET

don Froms [

Ret D] 278-HQ-C1229736-V10, 03/12/2007

Under the authorizy of Executive Ordesr 12333, dated
racer 4, 1921, and pursuant fto Title 12, “Iniftsd States Code
Section 3414(a)(5), anenced, D=scerker 13, 2003),

. (as
fthe FEI can request financial records fr-m a financial
‘nstituticn.  On N&/18/2005, thel JFET issued a N3L under

[

)

SectZon 3414(3) (b)) for financizl recoros from the |
=1

LN SNV

The N3 resquested Zinanclzal ioformation on —wo
peov_e and an assgociated business Each perzon wazs a3 subjecs
~arate Lut related 1nJebt1qatluns. Therefore, thne H3L wa

') o,

e of
g

o

: - 24

Leogyested yader Loth Zases | 5 &
The N-L reZuested financlal records Iar Swie

the capflionsd subjects and an associated business for the time )

period| | Instead of the requested time

frawe, thel |-BlI received firarcial records from

1 1his oo oo crror on the part of

the provider, thd

(3] I referenced NS roarnrae | I
rrovided financial informatior zutside of the gsoope of

the r=guest. They provided finanacial Znfcrmation on a floppy
comouter disc with daza from 08/29/2000 through 02/29/ 2005 when

thev were only reques=-ed _—go provide information from
| liin this_cage | 1ae po
regquesting the N3L !
| | vas dated 07/30/-00b. TLe coclpurer Jdisk wao

forwarded under ol an EC Lron] | daed

10/C3/2005,  When the disc arrived 1r] I, 2 3gents were

cas .

alrsady in the procecss of writing a search warrant for the b%

subje-ts residence. Copnsequently, the disk was not reviewed 3~ he
the tipe of arrival and was rot aware that] ] b7E

| had provizez financial informaticon Ind

~ntz_de of the scope of the request. This error on the part of hE
the p:ovider was krought <o the attertion «f the writer on 70
(19/2007 a5 2 result of the cn-sifte inspection conducted by A

EXQ cn 02/23/2007, the Zisc c:ntaining referenced

financial information was pulled Zrom the clcocsed file and
reviewed. The financial information was provided in a Microsoft
Access file. All of —he information provided on the Microsoft
Ao sz file thnat fell hetween 0O3/24G/°000 and O2/28/7001 was
de’_=tead.

(3) Turineg the relevant tiwe, the oase agent. for

[::::::::]was Shl |atd the coc-zase agjent wag

TEECRER-

2
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SESRET b2
_ , L7E

7. Ins 1o Froeme: | |
Re: jxqf DTG-HG-C100 9T 36V 10, D3/7/ 2007

~gafr } The case age . as
SATT [and the co-case was 3 | curing
the re - time, ko<h agent's supervis:tr was S33A( 1
E::::::::] The referenced HSL wzas lszsue for information regarding

the subjects of both cases. The subject of] ] ]bi
RS- Ta Vet o T B B 51 7)) S The SL.lb ot ,fl jbi‘
Lic - usrrro |

(1) This communication, consilstent with the direcziv
in the referenced communication (270-HQ-7_228736, 3Zerial 2570),
provides this information to report this pcoctential ICE provider
errcr for whatever acticon i1s deemex approprilate.

NSL VIO-36058
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LEAD(s) :

Set Lead 1: (Action)
INSPECTION

AT WASHIMGTON, DT

(1Y For actior deemcd agporopriate.
Set Lead 2: (Action)

SENERAL COUMSEL

AT WASHINGTON, DU

(U) For acticon decemel appropriats.

*"

NSL VIO-36059



(Rev. 01-31-2003)
SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: FRCUTINE Date: 03/16/2007
To: Counterintelligence Attn: OD-34, 382 | ]

Ge=nezral Coulgel Attn: MNZLZ2

Incpeoction Attn: Tnternal Investigative Section
From:

Contact: 5A | ]
Approved By: bl
b7E

Drafted By:

(U] -caseID #1- )x( 273-HQ-C1220736-VIO  (Pending]

I

';)

(Pending

U]

() ritler P  SEFORT OF A 2OTENTIAL IOB MATLEK

tUJ"SYh0p51S’ ----- :Dii To repor- a potential OB matter involving an
overprodacticn by a carricr.

me X M

j : (57 During the investigztior of |
(Pending), Case Agent SA | discovered a bl
e i ' i Z Ju-tion by a carrier ‘

T

poLentla. _UB violarloh involving =n cua lebe! o
fhhat Faz zcocurred in 2006, prior to SA being aszsigned —he _b7ﬁ-
fal-u=r=] 1 l‘if' o 10 oL D ~ ] I '}2
I | The Succrvigory Spocial bR
Agert “or this inveszstigation is 332] | BE
. B7C

SRRV | | the creviogs case k7
ager.t, requssted through an M3L datel 04/°2/06 frow
sukscriber nforxation for or. cate

—=SRERET

NSL VIO-36060



SBERET

Tr: Geperal Coun5'1 AtTn:  MELE Irspection F'om:[:::::::::]
() Rew D 278 Hu-12257

e
36-V10, 03/16/2007

3 response

b2
b7E

WAS o identifving the
oub“cflkcL as| |
ohe rocoonce slgo Jndicated that the "Length of servicg fron

H | This information was incluadedl |
| that eventually was withdrawn fcr other amendments

and uodates.  The request fuLm Was nevelr converted too o
Declaration and thus —he over-produced information was never
submi tted

(S) As of EC dated 10/20/2006, the -ase was reassiqgned

|upon sA| |transfer to another sguad.
creparation for a re-submittall SA
[ Js=nt ancther N3L da=ed 02/12707 f. Jfor the same
_nfcrmation: subscriber informatior for oz of
| |response, included T EC dated 03/09/2007
and rezcelved on U3/14/07, was negative. On C3/1lo/J%, SA[_____]

attenoted toe determine —he cause of the discrerancy in the resul=
degoite tne fact that the same inZeormaticn had b“c. regquested in
the previcus NSL.  Upon compering the results, JA[::::f]ﬂOtiCEd
that though the subscriber inforzmation was reguested as of

the results fro iz rot copforn to the date

but were from|

e b&j Uoon this discovery, 3A then oonsulted wizh
' | Legal Departmert, who advised that —his
S o pozssible TOE violalion due Lo cver-producllion by carrier.

Sh Pdvised that the cver-production ke ssaled and
sec[lesT 2 2d with the COC. Q“[:f:::]sea;ed the over-produstiosn an

0z/16/07 and gave it =—o Legal Unit on 03/21/2007. The Legal Uni=
435 alsc provided with and copies of samne
containsd in iles

(8) i Mhe FBEI origirally listed as The number for
whih subzc '5éf“ihfmﬁmatimme Nt amnd surseguaently amended
the MNZL to szees)k subscriber oI
S/2i05.

5.‘.]1.‘

NSL VIO-36061

;b 1

bR

b7c
b

B7D
b7A

bE
L7
L2
b7E

51
154
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SReRET

. . b2
Ty Zeneral Counsel Atsn: MELE Irspection Frow: [::::::::] HIE

(U} ~Ret DR 278-HE-C1229736-V10, 03/16/2007

LEAD (s) :

Set Lead 1: (Info)

COMTERINTELLTIGENCE

AT WASHINGTON, DI

“.T? M Read and clear.
Set Lead 2: (Info)
LHSP=SCTLICN

AT WASHINGTON, DC

(0 e WWWM;X€ Read and clear.
Set Lead 3: (Info)

ZEABXAL COUNMSEL

AT WASHIMGTOM, DC

() e ‘“WMWMW”EX< Read and clear.

NSL VIO-36062



(Rev. 01-31-2003)

SESRET-

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 3/16/2007
To: INZD Attn: IIS
zeneral Counsel Attn: MN:3Lz, Rocm 7947
From:
Contact: SAal| |
Approved By:
12
k7E
e
Drafted By: BIC
in”gase_;pW#; AAAAAAA o 278 HO-C1229736-VIO
(/=N MR L0073-A
Title: Q] REPCRTS POTENTIAL IOE MATTER
(UTSynop51s. )x( To report a potential IOE matter based on the
: vt of ftoll-record informa t on Zrom a telechone-—-service
when only subscriber information was rﬂquesfej
(0] e R Der
Dec
Reference: (3) |
Details: (3) |
JS Ferson (USPER),' |
| 'he -SFF OOENC IZ- SLEClal mgenC Tor)
| Lhe superyisor is SupervisorJ‘Fﬁ??T?g.Agent o
Ly | =B
hé
(W )3( Cn _07/25/2005, durir.y the ccurse of the L7
Investigation, BSA submittes a Naticnal Security Letfer o
HM3LD te obtain subscriber information for a telephone nunber ‘ﬁ;E
| Ithat was Vrnown o have besn ‘n contact with the -
subjezt. A Jdate range of was included
n crder fto limit the request for subscriber records f£o the

applizacles time pericd.

PR HERETH IS UNCLASSTFIED EXCEPT

REA oy l 4 () WHERE SHOWN OTHERWISE
DECLASSIFY ON: 12-17-2Z032

NSL VIO-36063



“SECREF

b2
C:: (INSD  From: | | 157
(T} -k STA-HO-CLIT9T36-Y10, 03/16/2007 -
Uy o G Tr 03/°005, 22 | received the results of -he
HNSL froxf Jdated 02/14/2005.  In additicon to
providing sabscriber information Ior the te’_ephone namber,
=150 provided <cll records for the nutkber for calls made
between] ] AL the time of receipt, 3A
[ ]4id not take notice of the discrepancy ketwesn the
nformation requested and the information proyvide and submit-ed
fthe £oll records fo be uploaded into the FEZ[fif:f::jfj jels
I I b7
(e ‘”“MW““EXQ Cn 03/1%/2007, durirg a review of the file, SA bz
noticed the dlscrEﬂjuLv petweer. the records requested and b7E
the records provided by with respect to the 07/2L/2005 a
regquezt. At that time, SA' reguestaed that the toll-record B0
nfcrunation be purged from thyg ] S
SR was notified on the 03/15/2007 that the records had
beeon revoved from the database. alsc notified 354::]
| | and Acting CDC regarding the
diszropancy.  In addizion, SA cegregated the rogords from
the file. The records are currently maintained in the

supsrvizor's safe awaiting further directicn.

NSL VIO-36064



lo: 1:SL From:

() RerDX{ Us/16/2007

LEAD (s) :

o
SR RN

Set Lead 1: (Action)

ENFERAT, COUNSET,

AT WASHTWNGTOM, DC

iUy The Office of The Ceneral Counsel is requested to
review the circumstances regardirg the pocssikle IOE viclation and
t subsequently provide CDCI directicn reqgarding the
Jdispozition of the records w were inadvertently collected.

LEAD (s) :
Set Lead 2: (Discretionary)
“MSPECTION

AT THTZRNAL INVESTIGATIVE SECT_ON, WASIHIMNGTOM, DC

(U) For action deemed zppropriate.

*

NSL VIO-36065



(Rev. 01-31-2003)

“SEERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: feneral Counsel

Tnspection Diviaion

From:

Attn:

Date: 3/26/2007

Nati:inal Se=curity Law Branch

Tounterterrorism Law Unis
Room 7875

Tnternal Trvestigations
fection (IIS)

Contact: |

Approved By:

Drafted By:

Case ID #: (U) 278-HO-Cl229736-VIO
uy  czad Jaszooz
(3)

REFORT OF FPOTENTIAL INTELLIGENTE
OVERSIGHT BOARD (IOB) MATTER

Title: iy

Repor. of a potential IOE matter to the Mational
(HSLB), Counterterrorism Law Unit (CLU), and
Interral Investigations Section

Synopsis: (U)
Security Law Sranch

tLhe “nsrtection ZTivisicon (ID)
T2,
iUImwmmw~mmmwm:D<i DerT " G-3
D 1fy

Details: (U) As directed in the OGC e-ma’l teo All CLCs dated
Mzar-h 21, 2007, fitled "IOE Issu=s Relating to Inspection
Division's Audit", the following iz keing revorted to the HNSLE,
CLU, and to the IZ, IIS, as =z potertial IOE matter:

(U) 1. Identification of the issue.

(U} In the "Synopsis® portior. -f an EC dated Decenmber
G, 2003, it was reported to FEIHQ that the -omrmunication (EC)
approved tho izsuance of an Elcctronic Communization Privacy Act

ALL INFDRMATION COX
HEFEIN I% TMCLASSIFI]
WHERE SHOWN OTHERWISE

CLASSIFIED BY 65179 DMH/FSR/TE
REASON: 1.4 (o)
DECLASSTFY O 12-17-20%2

NSL VIO-36066



“SEESRET

To: Genera. Ominool From:l I
Re: (U CAS-HQ-C10 29734V IC, 03/26/2007

(ECPA) National ( . In the "Enclozure™
portion of the . ' was identified z2g beirng for
firarcial records 2 t)l ]

I From a review of a oopy of Lhe enclosed NSL, 1t was
determirec that a Right_fo Fipapcial =rivacy Act (RFPA) N3T was
addressed and Zssued td Iand correctly cited Title
12, Uritec Stateg Cods (U.3.C.), Section 3414(a) (5).

(U) 2. Error believed committed.

o

(1 The "Synopsis” portion of the EC should have
reportec a KEEA NSL reqguest.

{

(U) 3. Identification of the target.

(U) 4. Identification of the subject's status.

(1J) United 3tates Ferson.

NSL VIO-36067

bl



SERET

~ oy
T-:  Geperal Counsel  From: | | HTE
Re: (U) 278-HC-C1223736-VI0, 03/.6/2007 L

LEAD (s):
Set Lead 1: (Action)

SENERATL TOLUNSEL
AT WASHINGTON D

sted that the above infeorration be reviswsd

Set Lead 2: (Action)

INSP=CTICN DIVISTION
Al WASHINGTON DO

(J)y It is requested thst the akove Inicrration ke reviewsd
for a potential ICE violazion.

144

NSL VIO-36068



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: Priority Date: 03/27:2007
To:  General Counsel Attn: NSLB

Inspection Division Attn: Internal Investigations Section

Froi d:l
RA Squad

Contact: 81 P#\k

b2
bL7E
be

b7c

Approved By:

Drafted By:

Case ID #: 278-HQ-C1229736-VIO (Pending)
278 *71404

Title: I.EQJ".E.NIL%.I—LQ.BJLLQJATION

Synopsis: Report of potential IOB violation for | |

Reference: 278-HQ-C1229736 Serial 355
278-HQ-C1229736 Serial 1347
66F-HQ-A1247863 Serial 149
66F-HQ-A1247863 Serial 172

Details: The following information is being provided a potential IOB violation:

Title: (Sl |

bl
| | o
Filet: (S]| | b7E

Subject Resident Status: non-USPER

8y I |

b7C

Error: (U) A recent audit regarding National Security Letters (NSLs) revealed
that a six month extension was granted in this matter on 10/1/ 2004 4 jurther review failed to
locate any communication that dociments by name or position l’hela |:3,{ﬁcz’a? that granted
this permissible extension.

ALL INFORMATION CONTATHED
HEPEIN IS5 UNCLASSIFIED EXCEPT
EASON: 1.4 (c]

DECLASZIFY ON: 12-17-202%

NSL VIO-36069



Re:

Aetion taken to :ecrm’ situation: S4

complete docmentatior
been counseled by the
the future.

Explanation: Case Agent, SA|
F(SAC was telephoniggliy ¢

zeneral Counsel  Fromws:

v gl E lles. especially Counterrorism matters. St

[N

NSL VIO-36070

Vwas contacted and believes that an
ntacted at the time and based upon the enumerated facts
approved this extension. SA affirms that the required authorjiy i

communication was preparet 10 aocument same, On 10712004, S4
deploy to Afghanisian for a 90 day TDY and wasaidampfing to ensure
work and files were up to date and complete. SA
dozens of witnesses and pieces of evidence.

Lpeceived, however no
as preparing to

at ull substantive case
had also just finished a complex trial with

is aware of the imporitance of.

Jras

"DC and will ensure that documentation 15 complete in

bz
LE7E
L&

—

27O



To: General Coariss=1 Erome: _bb
Re: 2TARO Gl D a A6, 3/07/2007 b7E

LEAD(s):
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON. DC

For information and action deemed appropriate.
Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, DC

For information and action deemed appropriate.

*"

NSL VIO-36071



(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/27/2007
To:  General Counsel Attn: NSLB
Inspection Division Attn: Internal Investigations Section
Contact: SSAI I b
h7E
Approved By: b
h7C
Drafted By:

CaseID#:  278-HQ-C1229736-VIO (Pending)
278| 71404

Title: POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION e
| ] 7R
Synopsis: Report of Potential IOB violation for | |

Details: A Potential IOB violation was discovered during[____Jrecent NSL Audit, the
following information is provided:

Title: (S)

Filetr (S) | [Closed)
bl
B7C
k7E
(33 | |

1
J PEY LD RPN W5 LUSP I SILSLAP R WL () [P YU S AL LM L SV L G S B ) 1 B
A ] | vas assigned this

93}

ALL INFORMATION CONTAITNED
HEPEIN I3 UNCLASSIFIED  EXCER
FIED-BY-6517% DMH/ESR/ATE WHERE - $HOWH- DTHERWISE
REASTN: 1. 4 fo}

DECLA3SIFY OMN: 12-17-2032

NSL VIO-36072



{1 —

Zeneral Tounsel  From: E:::::::]

Re:

natter while assigned T4 which wags supervised Ly SSR[:::::::]

:at the time.

=R | |

‘““““““;Xi During zhe period the
frllowing 1nvestigation was con =211

reports that between |t=l=prcne records
which were previcugly obtained prior tol | were uploaded
| analyzed | A |
preo: a -logsing communicaticn ir this casege cricr to the

expdraticon. These documents were rever nploadsed and file ~opides
~zuld not bz located. During z subsequent file review in
Apperoxiately dnly, 2006, 11 was delepn ped the case was indeed
still oren in ACS.  On 07/18 2005J lIclosed the casc
pursuant to Lhe procedures and guiZelires in effect at the time
of ths =uriration, 05/20/2004. As[:::::::]did not recognize the

extensicn was not authorized by Headcuggiberg gt tThe one year
period, a wviclation was not obvicus to until noted in <he

recent NAL audit.

(U) Subsgequent to these oversights and priocr ta the
recent NET audit,[::f::::]revamped tre ‘nternal tinkler aysfem fm

]
P

better traclk =sxzpiration dates and provided training to Agent and
Danlanl ~ oy - -,
ST perzonnel.

[N
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To: General TOrariasl From:

Re: 27R-HQO-Cl__9/36-YI, 03/27/2007

LEADC(s):
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON. DC

For information and action deemed appropriate.
Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, DC

For information and action deemed appropriate.

*"
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: PRIORITY Date: 03/27/2007
To:  General Counsel Attn: NSLB
Inspection Division Attn: Internal Investigations Section
Fron1
ontact: ASAQ
b2
Approved By: b7E
b#
b7
Drafted By:
Case ID #: 278 H0("1229736-VIO (Pending)
27 71404
Title: POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION
| ]
Synopsis: Report of Potential IOB violation for]
b2
Details: A Potential IOB violation was discovered during ecent NSL Audit, the  ®7E
following information is provided:
title: (S
bl
b2
h7ER
File# (S) \Closed)
iS).wm. ............... I I
=l |
bl
b7D
oy ALL TNFORMATION CONTAINEL &~
f-2n0d HEPEIN I3 UNCLASSIFIED EXCEPT

LASSIFIED BY 65179 DHH/RIRATE WHEERE SHOWN OTHERUISE
FEASCN: 1.4 (o)
DECLASSIFY ON: 12-17-2032

NSL VIO-36075



T, ¥

L

7E

T zeneral Counsel  From: [::::::::]
Re: TTE-HQ-C12797 3¢ 037077 2007
(1 | :
bl
\‘-
b7
() Zuring the course of_this “nvestigaticn, there was
extezrnzive communications between S and nurero s
ndividuals at Headguarters zs well as within the Department of
Justize J1DoJY,  Ipdividuals were routipely ucdated as collective
efforts | Thes= updates 1n|l1jej
an ~ral preasntation by SH Jat Feadijuarters i November 2000
beforo LOJI Diiornevs, Unit Chiets, Supervisors and| |

| IAu,nﬁ)lLe “hese @oullive updales, .9A| IHLTL1YP[V 1y
ncglezted to provide an annuzl LHM after the onc veoar period.
The LHM was not prepared in this matter until it was closed in

b1

Septenbesr 2305, bo
b7
(UJ) Zuring the time the arnual LHM was du=, GA b2
was 3lgo serving as the Joint Terrcrism Task Force Coordinator BIE
T in addition to carrying cases. The violation was not '
izgzovered antil noted in tThe recernt NSL audit.

(1J) 3 to these oversights and pricr to the
recznt N3L andit revarped the internal tickler system to
better trachk =szpiraticon/reporting Zates and orovided training =—o
Ayent and S3T personnel.

[N

NSL VIO-36076



To:  General Moansel From:
Re: CUE=HQ-C1 209 36V, 03/27/2007

LEAD(s):
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON. DC
For information and action deemed appropriate.
Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, DC

For information and action deemed appropriate.

*

o
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FD-962 (Rev. 03-21-2005)

(WAl

~)X< q. Degecription of IOE Error (inc_uding any reporting delays) .’

—ORERET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007
To: Inspection Attn: IZ7, Room 11361

Zeneral Counsel Attn: HNSLR, Rocr 7975

Attn: 2D |

bl

Contact: 33 | ib7E
ke
Approved By: b7C

From:

57 A

Drafted By:

‘Case ID-#:-- DX Ui8-HO-C1229736-VIO0
(Y sor[ }a30455-TOR

Title: iy INTELLICENCE OVERSICHT BOARD (IOE; ERROK

~mmmwmmme3§{: Der Lol -3
De Y :

BEncloesure(s)y o Ernclaosed for CDC/RADC: il) FL-340 containing
original NSL results obTained from or ZD-ROM media.

Details:

491

1.

5]
(B}

()

10—

8

[

Poszilkle IOB Error:

.—\
2

W]

RIS
-

22
o)

s te)
[

"""""""""" EB(: On J1/16/200%7, a Hational Security Lotter (NSL) rogussTing
the name, addresses, and length oI service and electronic
communications transacticonal recorzs, to include existing

ALL INFORMATION CONTAINED

‘ TECREE. HEEEIN T4 - UNCLASST ; ROp
RE SOH: Lod- o) WHERE - SHOWH - OTHERWISE
DECLASSIFY OM: 12-17-2032

NSL VIO-36078



{3}

() -

—— Rl

T g EFrome
“Re- JTC-HC-C12297 2610, 03/.7 /2007

transaction/activity leogs and 311 clectronic mail (e-mail) header
nformation (not teo incluyde wesssge cortept apd/og aabdect fieldal Tbl
for the-address -holder off =
| |25 prerared and approved in =
accordance witlhh the Aztorney Genseral Guidellinez, The N3L was served LYE
by thd or 07/15/2007. provided bd
the results of the N3 —o the Whicn was received by LD
case agent on 03/°27/2007. e

"""""""" Upon review cof —he WN3L results on ©3/27/2007, CA[:::::::] bic
disrovered the inclusion og_qusgg_e content inforrcation ;n —~he header

nfoermation provided by

| This

(-

nformation was not requested ky the FEZ.

t- T2 1n compliance with

—he HNEL ir providing header information.

Furthermore,l |appeared

The

Lhe

)

)Si S]b:eauenl

“nforvation,

dlgcovery of

saquesteres the criginal CLO-ROM media

Lhe additional header

sent by

| |and will provide the 2D-ROM along with a oopy
of this EC for storage byl Pivision Counsel antil further
nastructiconz are preovided ky NSLE.

"""" All dnformazion found zdjacenrnt to thel |will ke
redacted Ly and will not be utilized v the cases agent in any
analysis, nor documented in the casze Zile.

b2

bh7E

b4

bh7n

bhe

hic
SECRET
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“SEERET

T Inzpection From:

DTe-He-C1229TE0-v IO, D3/ LT /2007

LEAD (s) :
Set Lead 1: (Action)
INZPSCTION

AT WASHINGTOM, DT

(1 For ac-ion Jde=med appropriate.
Set Lead 2: (Action)

ZENEXAT COUNSEL

AT WASHINGTON, D7

(U)Y For action deemed appropriate.

*

La
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FD-962 (Rev. 03-21-2005)

SHERET—
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTIMNE Date: 03/15/2007
To: Inspection Attn: IZ7, Room 113961
Zeneral Counsel Attn: MNSLE, Koo 7975
New York Attn: Legal Jnit
From:

bl
| e

Contact: |

Approved By: biC
1A 7
D

b7E

Drafted By:

(U) ~Case-ID-#:- PR 278-HQ-CL1220736-VIO (Pending)
= (Pending)
(= (Closed]

Title: iUy XEFPORT O A ZOTENTIAL IOB ERROR

iy Synopsis:“)xi To repors possible IOB error.
1 HWBKQ DT : _
De i On: 2
fU)“EﬁclosuresrmEX( For the Chief Divisicn Ccuncil of thef |

copy of REPA Maticnal Security Letter (HSL), and original credit
report received therefrom for purposes of segusstration.

T

I
Details: =7
21 =2
o L7E
=y 2.
ﬂU)wEXQ Z. Pozzible TOB Error: & carrier preoviding information keyond

the s-ote of the FISC crder or other relevant legal authority
resu_ting in the unintenticnzl acquisitizn of data.

ATE: . 12-17-2007 ~SECRET— i‘é;ﬁgﬁ?ﬁi;ﬁ ks
CLASSIFIED BY 65179 DMH/KSE/IE ‘ 5 UHCLAS

REASON: 1.4 (o) WHERE SHOWN OTHERIISZE b2
CECLAZSIFY OM: 12-17-2032 BL7E

NSL VIO-36081
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b7C
b4
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“SECRREE

cotien Frem: [ ]

. s -
(U} res DTE—HG-C10 97 36V L0, 03/15/2007

XK 4. Degoription of IOR Error (inc_nding any reporting delays).
bl
(8) On or abeout May 26, 2004, ar. RFFR Hational Zecurity Letzer o
‘NSLY was s=rved tol |b7
l Jrequesting the name, address and., ,
all financial insfitusicns (a5 defined n £ tle 12, . 3.C., Section b4

R .
34010 relatrins 1 I b "D

iUF """ O] The NSL, slart to ;q [J.3.0. 5§ 1631 () (a), was
drafted by Casze Age which is
supzrvised by 35A] JThe MEL scecifically requested
the names and addresses of all financial ‘nstitutions (as defined in
Title 12, UU.3.C., Section 3401) zt which the below-named consumer
maintains or has mainTained an accourt:

(3)

Qo Maw 26, 2004, the NSL was executed FVE::::]II exvecuting
Ss5L, 'LQVldcd the subject's entire credit report, as opposed
rejquested record of just firarcial instituticons. Therefore,
zrronecusly provided additional irnf-rmaticon that was over-and-
2 that which was requested by the NSL. The NSL c¢learly requested
fingancizsl ingtitulion records under 1b U S.C0 8 16231l (u)(a). Case Agenl
digzovered thisz problem on Mazch 14, 2007, and took immediats aczion
t> revort the incidenTt and submit the ful_ credit report to —he Chief
Division Council of thel | for seguestration on March 15,
crad. Moo ocopiss of the report remain in case file.

(0

(1) e “““EB( Tre possible violaticon was not r“p“rfed in 20041 because cas
Ayent was not aware, at the time, that receliving a fall credit histos

evond the scope of authorizstion.

b
o
]
T
t[‘
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“SECRET

Te:  Irspection  From: | |
Ry B OTR-HQ-TIZ0CT26-VIO, 13/15/2007

LEAD (s) :

Set Lead 1: (Action)
INSFECTION

AT WASHINGTON, [OC

(U)  For action deemed aprropriate.
Set Lead 2: (Action)

GENERMAL COUNSEL

AT WASHINGTON, DT

(U) For acticon deemecl approprizats.

+

B R P
3
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(Rev. 01-31-2003)

%&1@3—%@

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/27/2007
To: fzeneral Counsel Attn: N3LB
Inspection Attn: IZ:
From:
JTTFE

Contact: SA

Approved By:
bZ
L7E
Drafted By: b7C
(Tl case ID #: 5L 078-HO-C1229736-VIO  (Pending)
(1) 2754 (71404 (Perdinz
(UITitletw“)Xi INTELLIGENCE OVERSIGET BOARD(ZOE) WIOLAT
ATLANTA DIVISION
Syncpsis: (UY Repor- of a potential Intel_igsncoe Oversight
Brard(IOB) matter.
|:U:| ........................... [“ Derive :
De ify On: 32

Reference: (3) | |
Details: (3 | |

(2 |

(3) ©n 03/07/2007, 33| | submitted an
electronic communication (EC) se inql

=2
Per relferencsd serial, the

t> allow suificiont tine for teoll record

HEREIN I3 UMCLAS3IFIED
WHERE SHOWN OTHERWISE

¥ . ALL INFGRMTIH' S
5179 DIH YZKSR'_;‘._TB\F’QRET/ /2206377 :

A2« 232

NSL VIO-36084
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To:  Generzl Counsel  Frome
(U Re PR 278-HQ-01229736-V_0, 03/_772007

analysis to be completed oy the Field Intelligence Group(FIG). 57
Thel |Supervis-or, Iafl nal Security Branch(M3B) ASAC, b
and S4C, were listed in the T reved Bv:" porticon of the EC. R
When the EC was stbmitted by 1t was approved by the s
L''=2 2quad Supervisor.
(81 As a resu_t of i gudid o f Haficonal Sccourity
Tetlers (NSL) wcorductes in thel | it was noted that
~he physical cace Zile forl |[Hid rot con=ain a copy
of the referenced s=erial, sdapedabean LoLC or higher authorzity.
The physical case flle for Icontained a_copy of the
referenced EC only signed ov the sapervisor. SA oted o
the EC had beer uploaded into ACS on 0%/11/200G, and -—ontinued to bl
worl on the PI urder the assumption that it had been exztended. be
b7C
is) saJeetieves the e T
was in fact aporoved b] an ASATT oL NiLgher dubhiorlly. bIE
The EC in cucstion was alsc sent te ITCS I, CONUS II, to notify -
them| |
(XN AL the time the referenced document was written by

SA[::::::] hd Facd keen wcrking in thel |for less
than two munthc sSa| |had recently transferred from thn
Birmingham Divisicon, Huntsville RA.  Zue to the distance
Birmingram(keadjquarters City) to Huntsville RA, it w o)
that 2z weel or more pasgz kbefore receiving a sigrned oopy of

documents.  Ac o result of delays due Lo l“_efurrlkg mzil, the

faet that s daenn=nd. had been uploaded intoe ACS wag o way to

deterndre 1if the dosugent had been sporosed 22 Lases hiz o

asswnptior. that thel br tre be

fact the cocument had been uploaded into ATS. b7

&

] )gi Thz zlcsing =C provided the information juandates 'b;E

by Hezdcuzrters pc’licy for closing ana e

i sent to CTD.

3) Ty the
incure that 2 ooy of
maintained n -caze files.

future casc agents will persona_ly

signed by the ASAC are

SEQRET/ /20326327

2

NSL VIO-36085



“SECRET/ /20326827 _

To: General Counsel From:

(Uij@;mmEﬁ( Z73-HQ-T1228Y 536=-YIO, U3/27/ 200
LEAD (s) :

Set Lead 1: (Discretionary)

ENFERAT,. COUNSET,

AT WASHTNGTOMN, DC

{U) NSLE; for informatiszn and action deemed
appropriate.

Set Lead 2: (Discretionary)
IHSPECTION

AT WASHINGTON, DC

(11)  IIS; for informaticn ard action deesmed

144

(2ewebh. o wed

SECRET/ /20326337

3
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(Rev. 01-31-2003)

ﬁsEQFET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROIITIMNE Date: 3/26/2007
To: Inspeschticon Attn: Internal Investigations
cech.
Ceneral Counsel Attn: Wat_. Sec. Law Branch
From:
Legal Unit
Contact: CIDC | |
Approved By:
1
b2
hé
Drafted By: N
7
Case ID #: (1) :78]&;_—'(_.1229736—\;10 (Pending) L7E
(U) 278 C76506 (Perding)
(3) | | (Closed]
Title: i) POTENTIAL INTELLIGEHCE OVERSIGHT

BCARD (IOB) MATTER

Synopsis: (11y  Tro report a potential TOE mattsr fo the

nooetion Division and to the General Ccunscl.

Bl
bl
Bic
Details: (sl ] h7E

hs

G-3
03/26/2017

| Tre subject of this
Investigaticon iz =z 1.8, Perzop Lre irvestigation was

the JTTE uuPI Iard assigned to TFO

opened by

SSCRET ALL INFORMATION CONTATNED
HEREIN 1% UMCLAS3IFIED

WHERE SHOWN OTHERUIZE

BECLA ’I F’V GH ................. l .......... C .......

NSL VIO-36087



“SESRET

Inzp=otion Erom:l
il

x ]
m

(U)  278-He-2122973

6-V10, 03/.6/2007

151,

The file does

iSj”WQEJl4/QDO5mwhemmTEQ”memmmm

not request goy dovestigaticga upntil 1.
equested]-

Tniz investiga

tion wzs selected for review during —he

audit of Mational Security Letters conduacted 03/16-
in | ] 21though ne NSLs were issued from this

stigation Inspector |

oo
s

Jri-ted the lapse in dates

en the erpirations of the PI anza the extension of that =1

and the case ~losing.  The file was referrad to the CHC oon

0x/19/2007 and a decision wag made by the CDC to refer it as a b
J

‘ole I0OZ matter on 0

3/20/°007 becavse of the olaim the case }

~Y 0D

| b

st igation bhassd npern

an individual <or group ig acting or kebalf of an international

~netes-that-the predication for this

vestigation 1s sufficient for =z Preliminary Investigation. The
Attorney General Guidelinss for MNational Sscurity Investigations
~de for the opening <f a Prelimirary nternational Terrorism

inCecmat ion or a3 all=gation indicasing

SECRET.
2

NSL VIO-36088



SEERET

Ty Inzpection Erc-m:l | h7E
Re: (U)  278-He-0C1229736-V10, 02/°6/2007

ij'”tér*origt”orqani:ati@nwwl | bl

It is therefzre asserted tnat the <laim
by the -Tase agent tha-t —he case was lmproperly predicated is

NSL VIO-36089



TECRET

To: Inspe~tiom  Frome: | |
Re: (U} Z78-HQ-ClIi20736-YT0O, O3/7a/2007

oo
R I O]

LEAD (s) :
Set Lead 1: (Action)
INSESCTION

AT WASHTNGTON, DC

{U) Review this EC anz take action as approprizte.
Set Lead 2: (Action)

GENERAL CoUNsSEL

AT WASHINGTON, DT

(U) Review Zhis FC and acviss the Inspesction Division,
II3 on the referal of —his matter ac a gotentlal IOB vioclaticon.

144

SECEET

4

NSL VIO-36090



(Rev. 01-31-2003)

()

“SESRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 3/27/2007
To: Inspecticon Attn: Internal Investigations
cech.
Ceneral Counsel Attn: Wat_. Sec. Law Branch

From:

Legal Unit

Contact: CDC|

Approved By:

Drafted By:

Case ID #: (11} 7% 1229736-VIO (Pending)
¢ (Perding)
(Closed)

Title: i) PCTENTIAL INTELLIGENHCE OVERSIGHT
BCARD (IOB) MATTER

Synopsis: (1y  Tro report a potential TOE matter

nooestion Division and to the General Ccunsc

. 0 Dert :
De i on: 17

.o

bl
b2
h7E

-~

he

tlhie

Details: (3]

1

[T 1T lhivestLlaatlon was cpened Dy Lhe

PITE acting SsSA] Jend assizned fto

| The subdjec-t jo o 1.5

T
el

PEDR!

~17-2007
| BY 65179 DMH/KSR/TE S}CEET

DECLASSIFY OH: 12-17-2032

NSL VIO-36091

ALL INFORMATION K CONTAINED
pe HEREIN 15 INCLASSI '
1.4 ey WHERE SHOWN OTHERWISE

EXCERT



(&)

To:  Inspection From:l |
Re: (U} 2FR-HQ-CLlI249736-VIO, L3/°7/2007

This irvestizaticn was gelected (o review during the
field-widSmmedddede L Ioat © 1122 Security Letters conduc-ed 03/16-
T1/7007 iy Sotlhouglh po NSTs were issued from this
invesTigation Inspectorl noted the lapge ip dates

ES)"betweeﬁmthewexpifatiensl IThe file

was referred to the CZDI Tn 0Z/70/77707 and a declslon was made by
the CDC to refer it as a possicle IOZ matter on 03/21/2007
because cf the irfcrmaticn in ths file which may have been

. —
cltained

LEAD (s) :

SEORET

NSL VIO-36092

he
b7
Lz

bh7E

h2

bh7E

1531
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mp'm\ hZ

To: Insnestion Freme | ] h7E
Re: (U} 278-HQ-C1220726-VIO, 03/27/0007

Set Lead 1: (Action)
TNIFEZTTION

AT WRSHINGTON, [T

(U) Review this EZ and —ake aclinsn az apprcprizate.
Set Lead 2: (Action)

GENERAL ZONIEL

AT WASHINGION, [

(U) Revliew thig EC and advise the lnspsction Division,
II3 on the refcral of this matter as a potential LOB vIzZation,

NSL VIO-36093



FEDERAL BUREAU OF INVESTIGATION
FOIPA

DELETED PAGE IMFORNLATION SHEET

Mo Duplhcation Fees are charged for Deleted Page Information Sheet{s).

Total Deleted Page(s) — 24
Page 4 — Duplicate

Page 5 —~ Duplicate

Page 6 — Duplicate

Page 7 — Duplicate

Page 8 ~ Duplicate

Page 3 ~ Duplicate

Page 10 ~ Duplicate

Page 11 — Duplicate

Page 46 ~ Outside the Scope
Page 47 ~ Outside the Scope
Page 48 — DOutside the Scope
Page 45 ~ Dutside the Scope
Page 50 ~ Dutside the Scope

Page 51 ~ Outside the Scope

Page 65 ~ Outside the Scope
Page 66 — Dutside the Scope

Page 67 ~ Outside the Scope
Page 68 — Outside the Scope
Page 69 — Dutside the Scope
Page 123 ~ Duphcate
Page 124 — Duplicate
Page 125 ~ Duplicate
Page 126 ~ Duplicate
Page 127 — Duplicate



