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b7E 

Et INFO REATI OH CONTAINED February 3, 2006 IS TJIJC LAS SIFIED EXCEPT ,jnpnp **rAt.r*t pTronwT^ 

PftTF: ì 1-n-: 1 

C.LA3S.I.FIEJD....B: 
RE AS DE: 1.4 (C) 
DECLASSIFY OH: -06-2032 

b7D 
b4 
b6 
b7C 

Dear 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), (as amended, December 13, 2003), 
you are hereby directed to produce to the Federal Bureau of 
Investigation (FBI) all financial records pertaining to the 
customer(s) and/or accounts listed below: 

(gj NAME;(S) 

'' ACCOUNT NUMBER(s) ; 
(S) SOCIAL SECURITY NUMBER(S) 

bl 
b6 
b7C 

DATE(S) OF BIRTH: 
'i ^ Ì 

FOR PERIOD 

If the time period noted above is to the "present," that 
term is intended to request information to the date of the processing 
of this request. If providing information to the date of processing 
is not feasible, please provide information to the date of receipt of 
this request. 

Please see the attachment following this request for the 
types of information that your financial institution might consider 
to be a financial record. 

In accordance with Title 12, U.S.C. Section 3414(a}(5)(A), 
I certify that the requested records are sought for foreign 
counterintelligence investigation purposes to protect against 
international terrorism or clandestine intelligence activities, and 

Case ID 
(S) 

i)y -Hy-ui^y / ¿b-vIU 
SL VIO-35439 

bl 
b2 
b7E 



Page 2 
that such an investigation of a United States person is not conducted 
solely on the basis of activities protected by the First Amendment to 
the Constitution of the United States. 

In accordance with Title 12, U.S.C., Section 3403(b), I 
certify that the FBI has^complied with all applicable provisions of 
the Right to Financial Privacy Act, 

Please be advised that Title 12, U.S.C., Section 
3414(a)(5}(D)y prohibits any financial institution, or officer, 
employee or agent of such institution, from disclosing to any person 
that the FBI has sought or obtained access to a customer's or 
entity's financial records under this statute. 

b 7 F You are requested to provide recordr rnrnnnniire to this -u / n, 
request personally to a representative of thel loivision -b6 
within 25 business days of receipt of this request. b7C 

Any giipflrinng A/nn hayp regarding 
directed only to thai lpivision. SA| | 

| "1 Due to security considerations, you should neither send the 
records through routine mail service nor disclose.the substance of 
this request in any telephone conversation. 

Your cooperation in-this matter is greatly appreciated. 
Sincerely, b2 

•b7E 

Special Agent in Charge 

ATTACHMENT 
In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following types 
of information which may be considered by you to be a financial 
record in accordance Title 12, United States Code, Section 3401{2): 

^ NSL VIO-35440 
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Precedence : ROUTINE Date: 02/16/2006 
To : Inspection 

General Counsel 
Attn: IIS 
Attn; NSLB 

ALI: TNF~ : 
IS 

From: 
b7E 
b6 
b7C 

Chief rmingpl 
Contact : 

Approved By: 

Drafted By: 
^ase ID #: (S) 

CLASSIFIED BY 65179 DHH/KSR/JU 
1.4 (CJ 

'.FY OS: 11-06-2032 

^vy-HO-c m i m è - v 
Pending} 
IO (Pending) 

(tb7E tie : ()() POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER/ (IOB) 
SAI H OA^R AP̂ -KIT; 
SSAl r 

(U) Synopsis: Ĵ Ŝ  NSL directed at incorrect telephone number. 
(U) 

(5 

Deriveïi^rom : G-3 
Decla^ìì&y On: X-l 

;usper) 

Details: 

(U) During the week of 01/16/2006, case agent asked 
the Investigative Support Specialist (ISS) to create a National 
Security Letter (NSL) for telephone number information. 

( Q TTia naeo wrac rtonova f- ari r̂r a 1 oarl m ̂ I 

]and subject telephone number. The subject 
telephone number was incorrectly transcribed from the ECPA EC 
request to the rcrPR nat. rprmggt- The ECPA EC had subject 
telephone number as I I however, due to an 
administrative oversight the ECPA NSL directed at 
I Th^H a hplpnhnnP 
number of I I Case agents I [telephone 
extension is| | * * 

(U) - • D u r i n g the week of February 6, 2006, the case 

Case ID 

( S ) 

À Ì b-HKJ-K^LZZ? i 30- V lU 1ZU1 
JDCRCT 

NSL VIO-35443 

bl 
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bl 
b7A 
b2 
b7E 
b4 
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agent received the NSL response. On February 10, 2006, the case 
agent opened the results and immediately noticed the discrepancy 
in the telephone number. The case agent immediately notified his 
supervisor and put the original in a sealed envelope and 
submitted it to the Chief Division Counsel. Nothing from the 
original NSL was uploaded. 

^ ^ No personal or identifying information on the 
incorrect telephone number was uploaded into ACS from the NSL 
return. Additionally, no ACS checks,I I or other 
restricted government data base checks were run on any 
-j nfornixj on from the NSL return, Also, no | | 

1 checks were done on the information. 
h2 

^ ^ t̂sj A copy of the original NSL as well as the resultant b7E 
information is being maintained in the Chief Division Counsel's 
safe. -

<u> v As nothing from the NSL has been reviewed, SAC T 

maccer. 
recommends no administrative action be taken in this 

LEAD(s); 
Set Lead' 1; (Info) 

INSPECTION 
AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 2: (Info) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) Read and clear. 

NSL VIO-35444 
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ill: 11-08-2032 

Precedence: ROUTINE 
To: Inspection 

Ge ne ra1 Couns e1 

Frd 
Contact : TFO 

Approved By: 

Date: 02/06/2006 
Attn; IIS 
Attn: NSLE. 

Drafted By: 
(U)case ID b: "|viO (Pending) 

27 8-HQ-C122 97 35-VIO (Pending) 

TjTitle: W ) INTELLIGENCE OVERSIGHT BOARD (IOB) 
TFOI 

( U ) , , 

Synopsis: ^ Report possible Intelligence Oversight Board (IOB) 
violation. 

(U) Declassify—©m— 
Details: 
(U) The Case Agent is Joint Terrorism Task Force Officer 
(TFO) I 

(S) 
(U) The subject is a U.S. person. 

b2 
b7E 
b6 
b7C 

b2 
b7E 
b6 
b7C 

Case ID : 2781 1A676Q4-VIQ Serial : 17 
uso bl 

J I hi A 
( S ) 5E5HET b2 

NSL VIO-35445 b7E 
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b7C 
b2 
b7E 

The possible violation occurred in connection with a 
NSL dated 0772 9/2005.. and its approving EC | 

NSL, Which r̂aWar-fl̂ -fefl ^ J n-nn e The 
Taslf 

which was .nrpm rpn 
FrnTP Of f i r*<=>-r I 

ïion Joint 
hoi 1 rprnrH 

Terrorism 
m f nr-niAt- i nn 

|telephni-î  nnmhpr: hnwpypr, waa 
inadvertently misidentitied bv TFO 
information unrelated to I \1 

m-rwif^r via an EC frniri the 
and telephone record 

[ 
was reeeivpd from the telephone 

Division dated 09/14/2005 
b'l 

[ 
(S) The mistaken toll records were sealed bv the 
I Division Chief Division Counsel (CDC)L 

on 02/06/2006 and are being maintained in a secure manner-
cncs Thg NSL dated Q7/29/2005, its apnrnvina V.ci 

Jand the I I responsive EC|_ 

•i n l-hfl 

b7C 
b2 
b7E 

| all which specifically referenced the incorrect telephone 
nuifloer, have been permanently charged out of ACS. Furthermore, 
neither the incorrect number nor any records received with respect to 
it have otherwise been uploaded into FBI databases/ including 

LEAD(s): 
Set Lead 1: (Info) 

INSPECTION 
AT WASHINGTON, DC 

<U) ^ F o r information» 
Set Lead 2: (Info) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

SEtSRJ-rr 
^ ^ NSL VIO-35446 
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(U) <X} For information. 

"^SEJN^T 
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Precedence: PRIORITY 
To: General Counsel 

Counterterrorism 

Date: 01/25/2006 
Attn: wst.R 

Attn:- TTng ttF 
Dc|r 
SSA 

• SSA 
From: 

b7E 
b6 
b7C 

Contact : A/SSA 
Approved By: 

Drafted By: 
:ase ID #: (S 

( U ) § 

Title: (S) 

<U) M 

278-HQ-CI229736-VIO(Pending) 
2 7 81 \C4 53 8 6 {Pending) 

11-08-2007 
CLASSIFIED BY 65179 DKH/KSR/JW 
REASON: 1.4 (C) 
DECIAS SI .FY. • • .OH.: 11-08-2032 

ALL INFORMATION CONTAINED 
HEREIN IS UI<ICLASSIFIED EXCEPT 

INTELLIGENCE OVERSIGHT BOARD 
Synopsis; To report potential IOB violation during course 
of FISA coverage of subject. 

(U) ,x 

(S) 

Derived Fro^T^^^-BO^G-Z f January 1937 D e c l a s s i f y ^ « - : — 2 0 3 1 
U) 

Details; (S/OR/NF) The following is a detailed ouM ina nf Mi a 
investigation of subject,I I USPER, 
related to the electronic surveillance coverage of cellular 
telephone line^ 

bl 
b2 
b7E 
b6 
b7C 
b7A 

(S) 
Case ..ID 

27S-HQ-C1225735-VIÖ 
2780045386 N£SÇRET 

T T T T 
105 

NSL VIO-35448 

b7A 
b2 
b7E 
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Mi 

T-Rfinll-s nn thP an hi er-r ̂ T 
was served oni 

_, I nìviRiftn 1r> ̂ Vihain MAT. 
1 p-niai 1 arrnnnh I | 

la subsequent WBT. 

—SECRET 

hlC 
h 2 
h7E 
h 4 
h7D 

NSL VIO-35449 
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b7E 
b6 
b7C 
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[ the cellular line was disabled. At apprpyimahpiy q-n^ p m ^ 
¡contacted! I to inform them of I I: request to stop 

Latter 
]at approximately 5:25 p.m., 

a short telephone conversation wit]̂ 1 
I I faxed a notification I 
I Ito stop coverage of the above-listed cellular line as soon 
as possible,- Thus,I I took immediate steps to halt all 
coverage on the cellular line. 

2006. at approximately 5:45 p,m,( • 
I to inform them that-̂ Jae— 

not the subscriber to npllnlar t.PlAtìhnnP mimh^rl _ | 
I FRTHH 1-haH I 

(S/NF/OC) On January 2 
I I contacted ITOS II t 

ï ^notrtieal | to disconnect 
the coverage as soon as possible. FBIHQ concurred withl"" I 
conclusions and actions. Subsequent conversation with FBIHQ-
indicated they were in contact with National Security Law Branch 
to inform NSLB of the situation. FBIHQ further advised that NSLB 
requested the cellular data be sequestered and the circumstances 
were documented as soon as possible. 

Ï 

(g/NF/OC) On January 24, 2006, at approximately 4:30 1 rpmnvprir 

activity. A/SSA [_ 
containing tne cel. il I ar t- p 
took possession of 

disk sequestered with notification to CDC 
will be forwarded to NSLB for storage and review, 

Hwas removed, \ 

Lephone 
jl ̂ ^^^^^^^^^ 
At the time 

LEAD(S): 
Set Lead 1: (Action) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) 
Forward notification through proper channels for 

review of potential IOB violation. 

b7E 
b4 
b7D 

bl 
hi A 
he 
hlC 
h 2 
hl E 

Set Lead 2: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, D.C. 
(U) For information. 

NSL VIO-35451 
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Precedence : ROUTINE 
To : Counterintelligence 

General Counsel 
Inspection 

Date: 02/10/2006 
CD-2C, SSA 
NSLB 
IIS 

From: 
Contact: SA 

Approved By: 

bl 
b2 Drafted By: 
b7E 
b6 
b7C 

Title: (S) 

Case ID #: 
(U) 

(U) 

(Pending) 

Synopsis: (^ To advise FBIHQ of facts 
conceivably be reportable to the IOB. The 

haf rr.ii id 
Division 

TTerrerorak for a sent an NSL requesting billing and subgcril 
cellular phone believed to be owned by the subject, however in 
addition, the company returned the records of. i-ha turn (2) 
prior subscribers for that telephone number. | | is 
forwarding the facts surrounding this incident to FBIHQ to 
determine whether there is a reportable IOB violation. 

b7E 

(S) 
( U ) Ì4 DeriveW From : 

Declassify On: 
G-3 
02/10/2031 

M 

Enclosure(s): (S) A copy of the original National Security 
Letter cover EC; a copy of the National Security Letter; and a 
copy of the EC documenting the collection of records from 

| |and submission of 

bl 
b2 
b7E 
b4 
b7D 

resultsto tne tile. 
Details: (S) On 11/14/2005 SaI 1 requested a National 
Security Letter (NSL) to be drafted tor the "subscriber name, 
address, length of service, and local i on^ ¿n ̂ ^ ^ toll 
billing records for cell telephone numberl I I 

Case ID 
: s ) 

T T ï ï T " 
GGCRET 

bl • 
b2 
b7E 

NSL VIO-35453 
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l s t 
M On 12/07/2005 

niviffiion t-̂  deliver to[ 
an NST, was fi^nf. 1 

]The NSL advised "Under the authority of Executive 
Order 12333, dated December 4, 1981, and pursuant to Title 18, 
United States Code (U,S,CJ, Section 2709 (as amended, October 
26, 2001), you are hereby directed to provide the Federal 
Bureau of Investigation (FBI) the name, address, length of 

(^ ? service, and all local and long distance toll records for the 
_ f p.] 1 owing telephone number• 

b2 

(S I iT h C""Tri" 

nn n<=-r-̂Tnb>i 21, 2005, 
which we re plac 

Upon the records' arrival to 
forwarded the 

Î îvision, [reviewed the cover EC and the documents and 
discovered that the records included not only the billing 
records for the subject, who was the current subscriber for 
the number, but also the billing records for the two (2} prior 
subscribers. 

b l 
b e 
b7C 
b 2 
b7E 

<U) ^ SA[ consulted with CDC 
who advise.d that the records of the previous two subscribers 
should be sealed in an envelope until determination was made 
as to whether rhiy.needed to be referred to FBIHQ, On January 
20, 20061 SAI Isealed the documents in AN rtivpI NPP . 
Subsequently, SSA| ladvised SA| \that CDC 
I |had recommended that this matter should be 
referred to FBIHQ to determine if this is an IOB violation and 
that the documents in question should be sealed, 

^ t ^ This sealed envelope will be placed into the 
file pending further instructions. 

b7C 

LEAD(S); 

Set Lead 1: (Info) 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
,:u:' X) Read and clear. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(TJ) V 

(A) NSLB is requested to advise on the 
appropriate handling procedures of the records received that 

TSBC^gT 
NSL VIO-35454 

h 2 
hlE 
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were outside the scope of the NSL• 
Set Lead 3: (Info) 

IIS 
AT INSD 

(U) T̂ ead and clear. 

SECT^T 
NSL VIO-35455 
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ÇL^SiraD. BT 65179 »HH/K3 

: 1.4 (C) 
SIFY OH: 11-14-2032 

ALL INFORMATION CONTAINED 
li IS UNCLASSIFIED EXCEPT T̂jÇftBî" , . ^ I.JHEPE SKOIJil 0 THE FUI? E Working Copy Page 

h 2 
b7E 
b6 
b7C 

(U) 

r 

Precedence : ROUTINE 
To; 

Date: 03/07/2006 

Director's Office 
General Counsel 

Attn: 
Attn: OPR 
Attn: AGC 

From: 
Lega 

Contact: CDC 
Approved By: 

Drafted By: 
C b l -ID # : ÌSJ 
b2 (Y) 
b 7 E N./ 5: POSSIBLE INTELLIGENCE OVERSIGHT 

278-HÖ-C122973S-VIÖ—(Pending) 

(U) 
BOARD MATTER 
2006-

Synopsis: To return material provided pursuant to an NSL 
to the financial instiution. 

(U) (¥} DerivVjr From : G-3 
/x Declassify On: XI 

,|Tjj Reference: ( ^ 278-HQ-C1229736-VIO Serial 1177 
Enclosure(s) Enclosed fori 
pnvplone containing material nrovidfrd hv I 

nursnanr rn M^nnnai wpniri ry i.prrpr ISSUea Oy bAU P 

Hol-s-i 1 a I -j acnioH nn TvTCT. f 

1 H £ Ifor financial record̂ " ? 
f 

F relating to the subject. By EC dated 08/02/20051 
forwarded documents responsive to this NSL to| 
December 2005 while reviewing the documents the| 
case agent noted 
that several documents were* not related to 
the subject. The records were not further reviewed and were 
secured by the CDC pending notification of a possible 
Intelligence Oversight Board (IQB) Matter, General Counsel, 
in the referenced EC, directed to return this 

b7E 
b7D 

bl 
h 2 
b7E 
b6 
hlC 
b7D 
b4 

(S) Case ID 
278-HQ-C122 9 73 6-VIO 1209 

NSL VIO-35456 



material tc^ 
institution. 

O P O n D T 

Working Copy 
for return to the financial 

LEAD (s) : 
Set Lead 1: (Action) 

t̂osi--
AT 

M 
P p h i r n PîiPlnQPrfTInPnm^n tg tnT 

Set Lead 2: (Info) 
DIRECTOR'S OFFICE 

AT OPR 
(U) Read and clear. 

Set Lead 3: (Info) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
Read and clear. 

(U) <x 

Page 2 

Z I 

b2 
b7E 

b7E 
b4 
b7D 

NSL VIO-35457 



ALL IH FO REATI OH COHTÀIHED 
HEREIN IS UHCLÀSSIFIEB EXCEPT 
WERE''SHOOT'OTHERWISE 1 

Precedence : ROUTINE 
To: Inspection 

General Counsel 

Date: 02/07/2006 

b2 
b7E 

Attn: 
Attn: 

Internal MCT.n Investigations Attn: 
Attn: 

AGcl 1 Attn: Sfifi1 i 
SA 

Attn: SA 
rom: Counterterrorism 

ITOS 1/CONUS 4/Team 15 
Contact; IA| 

Anproved By: 
afted By: 

S ID 
|U) 

( s > 

£ /«-H^-uizzy / jb - viu \fenamg) 
b7C 
Title: (S) 

(U> w 
Synopsis: yŜ  Report possible Intelligence Oversight Board 
<I0B) violation. 

bl 
b2 
b7E 

(£b6 .b7C 
b7A 

(U) X Derivê tì/frrom : G-3 
Declassify On: XI 

( U ) 

(U) The Case Agent was SA 
(S) The name of the subject is 
^ The subject is a non-U.S. person. 

-LSJ 

[ 

(S) A National Security Letter (NSL) was submitted in 
captioned investigation! I) for email account 

|received 
However, in addition to 

bl 
b2 
b7E 
b7A 

I On or aboutl^MZ2005j 
the results ot tnis NSL from | | Hov 
providing header and subscriber information^ 

I 

accidentally 

Case ID 
(S) 

2 7 8-KQ-CI2 2 9 7 3 6-VlQ 1152 

NSL VIO-35458 

bl 
b2 
b7E 
b7A 
b6 
b7C 
h 4 

b7D 



I ful l mutant n 
This was discovered jnir sn I I only after examining the 
CD-ROM received froml I SaI li-py-ĵ wed the text of 

h 2 
b7E For information. 

Set Lead 4: (Info) 

b2 
b7E 

Working Copy Page 
provided I 1 fu\l content yf emails in this account'. 

approximately pm^iis I 1 
realized that | | had mistakenly provided tne tun content or ;b7c 
the emails, and then immediately ceased reviewing any further ^ 
emails' b7D 

(SI It should be noted that, because all of the emails b7A 
that SjJ Ireviewed were I 1 
mistake did not cause the FBI to. gain any additional intelligence 
information. 

LEAD ( s) : 
Set Lead 1: (Info) 

INSPECTION 
AT WASHINGTON, DC 

w ( X 

For information. 
Set Lead 2: (Info) 

GENERAL COUNSEL 
AT WASHINGTON, DC 

(U) ^ For information, 
Set Lead 3: (Info) 

m <X> F o r informai:ion-

\ 

S Ë C f c B Î ^ 

NSL VIO-35459 



IS UNCLASSIFIED EXCEPT 
_ 11-14-2007 

¿"IXUU'i1 C tSS'S IF IE D " ' BY " ' 5 S'1'7 9 " ' BHH/'KS R/ JU 
Working Copy reasoh: 1:4 cq Page 

DE C'LÂS s I'FY' • • • OS : 11-14-2032 

Precedence :. ROUTINE 
To; Inspection 

General Counsel 
Attn: 
Attn: 

Date: 01/04/2006 
Internal Investigations 
Sect. 

Natl. Sec. Law Branch 
Asst. Genl. Counsel 

From 
TTm h 

Contact : CDC 
Approved By: 

b7E 
b6 Drafted By: 
b7C 

Case ID #: (U) 278-HQ-C1229736-VIO 

a d 

(Pending) 
Title : (U) CDC 

I I DIVISION" 
ÈÒTEhtfìAL INTELLIGENCE OVERSIGHT 
BOARD (IOB) MATTER 

Synopsis; (U) To report potential IOB matter to the 
Inspection Division and to the General Counsel, 

IU) < x DeriVe^r From : G - 3 
Declassify On; XI 

Details; {S) This n̂ i-1-̂ r H.^n as i-.hw r^ftnU. nf an 
investigation titled 

by| 
Mac rli-r̂ nt-pH tnf 

( V as nan nf Uri g invPflHgafinn a NSL was Signed 
^ ^ bn 10/21/2005. The NSL ] sac r 

] Th^ Wflr. Qonrrhl-
subscriber and toll records for telephone numberl 

I serv^ *TCT -tri a a n EC dated 12/30/2005, 
returned to | |a package of material provided by the 
telecommunications company. The[ ]EC includes the name 

( S t 

and address of the subscriber to this telephone number. 
- .... ^ Upon receiving the material the case agent, SA 

T noted that the telephone number subscriber 
was unknown to him. He then checked the telephone number and 
noted that the NSL should have requested subscriber/toll 
information for telephone numberl In L 

b7C 
b2 
b7E 
bl 

the CDC prepares NSLs upon the request from case agents. 

Case ID : 27S-HQ-C1229736-VIO Serial : 1113 

NSL'VIO-35460 

bl 
b7A 
b2 
b7E 
b6 
b7C 



— Working Copy 
Apparently CDC 
number when preparing it. 
the transmittal EC. 

^improperly typed the telephone 
The number was correctly stated on 

(U) 
received from[ has not been opened and-will be stored 

_lll£_J2̂ ckage of material fron 
int. been nnpnf 

an a secure i r. n in i-hp I | office pursuant to an 
email of A G O | t o all CDCs dated 11/22/2005, 

Paqe 
b6 
b7C 
b2 
b7E 
JJ 4 
b7D 
b6 
b7C 

LEAD{s}: 
Set Lead 1 : (Action) 

INSPECTION " 
AT WASHINGTON, DC 
(U) Review this EC and take action as appropriate. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) Review this EC and advise the Inspection 

Division, IIS on the referai of this trotter as a potential IOB 
violation. 

SECRET 

NSL VIO-35461 



ALL.... IB F.OPIttTI OH.. Ç OZfTAIlffi D 
HEPEII IS OTC LAS S I.FIED 
TJHERE SHOOT OTHERWISE 
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Working CopymOTi: r."4"i'£:i Page 
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Precedence : ROUTINE 
To: Inspection 

General Counsel 
Attn: 

Attn: 

Date; 01/04/2006 
Internal Investigations 
Sect. 

Natl, Sec. Law Branch 
Assi- fibril . Pniinspl 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending} 
Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT 

BOARD (IOB) MATTER 
Synopsis: (U) To report potential IOB matter to the 
Inspection Division and to the General Counsel. 

(U) X DeriveWFroin : G - 3 
Declassify On: XI 

Details: (S) This matter has aa ^ " i f <">f * w.qT. -in an invpchinafmn HMPH- I 

As j^rt °f this investigation! 

• 

îàial fécorflg of fhe £ubiect I -
This NSL was transmitted hy Br t-/TI 

1 

service. By EC dated 08/02/2005, I 
Unp rpciiii tc; nf the NSL received froirf 

] for 

b2 
b7E 
b7D 

1trapamitte?d 
to 

this matte 
noted that 

SA ] the case agent in Ĥ rran rpvipuinf] the documents and in December 
Jhad provided two documents itrhirh 

were unrelated to the subject of the NSL. One is a| 

bl 
hi A 
he 
hlC 
h 2 
hl E 

Letter of Authorization for a wire transfer and the other is a 
letter from an individual who appears to be| |cust omer 

b7E 
b6 
b7C 
b4 
b7D 

Case ID : 278-HQ-C1229736-VIO 
S E ^ T 

Serial : 1114 

NSL VIO-35462 



sÈcksÇ Working Copy 
requesting 
document. 
notified[ 

i 

? 
noted in the first 

made no use o± these documents and 
CDC [ Î tih£L-L£maested that he 

kssumes the 
phc io is a U.S. Person. 

forward the documents to the CDC. T 
• documents relate to a customer o f Q 
I I has secured these documents pursuant to an email 
from AGC| to all CDCs dated 11/22/2005.-
Nothing trom tnese documents has been uploaded into any 
database or stored in any file. 

M E 1 NSL which should have led 
detailed above. 

not-gs fhat- there is nothing in the 
to produce the two documents 

LEAD(s): -
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) Review this EC and take action as appropriate. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U} Review this EC and advise the Inspection 

Division, IIS on the referai of this matter as a potential IOB 
violation. 
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Precedence : ROUTINE 
To : Counterintelligence 

Date: 01/03/2006 
Att.: SSA 

LX 1 Room 4W-100 

tU) 

(U) 

From 
Contact : SA 

Approved By; 
Drafted By: 
Case ID' # 
Title: (i 

Pending} 
POTENTIAL IOB MATTERS 

Synopsis: fej Provide additional background to 
Counterintelligence as to genari r pf error in instant matters-
enclose copy of letter sent byl I Legal Unit to OÌPR. 
Enclosures : (S) Unexecuted copy of efct-er from| CDC to 

Jpertment to instant OIPR enclosing four|_ 
matter and ^oq^-ri ̂  nn p r m r occurred regarding cellular 
telephone number 

(U) _ Derived Frptrt : 
Declas^f^On : 

G-3 
XI 

bl 
hi A 
b6 
b7C 
b2 
b7E 

Details: OIPR, in their draft of a letter to the United 
States Foreign Intelligence Surveillance Court, which was 
provided to the FBI for review and clarification of certain 
matters, requested additional information as to why the error in 

s matter occurred. While the above-referenced letter from the 
I iLegal Unit to OIPR succinctly sets forth the circumstances 

b2 
b7E 

surrounding the error, this communication provides additional 
information as requested by OIPR as to the source of the error. 

ï 
-L2J Tins 1 rv.r-i nrr i e l-ha ^f aiia^t-a utlri £0 the 
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Case ID : 278-HQ-C1229736-VIO V Serial : 1135 
SECkŜ T 
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--- - Working Copy Page 
y National Security Letters requesting subscriber and 

billing records for each of the cellular numbers were prepared 
and leads set for their service to the offices with jurisdiction 
for the particular carrier. 

121 I 
At that t i m e T 
service of the NS 

ne numbers 
was also tfïë 

]had not yet responded to the lead for ? 
for the above number, as 

carrier 
then, 
the 2 

t 

well as for cellular 
I fnr wh-i r-hl ? 

who had heen assigne 
the cellular telephone numbers, to contact 
need for an immediate response to the lead 

the case agent asked another agent, 
task of determinuaa-^as. subscribers for 

and stress the 

(S) Several davs later, this second agent advised that he 
had received a reply frorr| | The case agent does not recall 
the exact substance of what the second agent advised; however, 
t-.hR aaatM- t.hfin flnhm-il-t-frdl I 

This 
leads the case agent to conclude that he had seen advised that 

|was the subscriber for the twn t-PiPnhnn^ 
numbers for which coverage was requested, but| \ 
had discontinued service for the third number. 

i.q) f 

^The case agent then emailed^ 
and asked that coverage of this number be terminated. 

(S) The case agent then reviewed ACS and saw that there was 
an EC uploaded on 03/30/2004 relative to service of the NSL for 
thp above numbers, and the results thereto. As indicated above, 

| had been subscribed tpr I but 
service was rH brae 
alsn subscribed to I 

] but 
Ijas also subscribed "tcf 

service had been disconnected 

m M) case agent then advised the Legal Unit, in person, 
that a potential IOB violation had occurred as above-described. 

Questions pertaining to the above may be directed to 
the case agent for the instant matter, SAl 
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DATE: 11-14-200? 
CLASSIFIED BY 65179 BE 
REASON: iv4-f C| 

• ̂ BE€ L AS'3 î FY • • • -OM: II-14-2 03 2' Page 

Precedence : ROUTINE 
To: 

Date: 1/20/2006 

b2 
b7E 
b 6 
b7C 

Attn: CDC 
Counterterrorism 
Inspection 

Attn: ITOS I, Conus 2, Team 4 
Attn: IIS SC Toni Fogle 

From: General Counsel 
National i/t v^i cq-iu 
Contact: SSA 

Approved By: Thomas Julie F 

Drafted By: 
(U) ease ID i : 

T b ? (u) 

278-HQ-C1229736-VIO Serial 1092 
Intelligence Oversight Board 
(IOB) Matter 2006J 

[U) Synopsis: It is the opinion of the Office of the General 
Counsel that the above referenced matter need not be reported to 
the Intelligence Oversight Board (IOB). Our analysis follows. 

(U) Derived 
D'eclasi 

:om : 
On: 

G-3 
XI- 25 

Reference : 
Administrative: (U} This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect, 

h 2 
b 7 E Details: By electronic communication |T?rl datari n̂ ppmhftr 9 , tec 

2005 ( irflfWn 6-VIO Serial 1092), the | jField 
Office 
Counse I (UGO tms 

, reported to the Office of the General 
potential IOB matter. 

National Security Letter(NSL)was issued seeking 
toll records for the subject's home and office telephones; a mail 
mygr rpmjpst. was submitted arid approved; and an NSL was served 
onl Irequesting. finanri al rernrrifl • 
pertaining to I | A t the time| I 
the case agent was Joint Terrorism Task Force Officer (TFO) I 

b l 
h 2 
b 7 E 
b 6 
b7C 
b7D 

Case ID : 278-HQ-C1229736-VIO V Serial : 1135 
SECkS^T 
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Working Copy 
supervised by SSA 
^ On . . . 2005, TFQ 

Ifor a t-.pnronrarv rinfv affflianmpnh I 
I 1 

b7C Page 

• — I 

Although SSAf 
leave during most or tne last two weeKs m 

\D} did not seek I I TFO| \ retdKted fittH 

1 had intended to request 
caused him to be on B 

so he 
:>rT | 2005, On November 1, 2005, he drafted an 
Electronic Communication (EC) requesting| 

(S) On November 7, 2005 ,| 
1 received financia^ documents from 

"IRECRUESTEDF 
1 FBI Headquarters granted!" 

iU) psQ̂  As required by Executive Order (E.OJ 12863 
(Sept. 13f 1993) and Section 2-56 of the National Foreign Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described herein are matters that should be 
reported to the IOB. We believe that the reported activity does 
not require IOB notification. 

(U) Section 2,4 of E.O, 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires Inspectors General and 
General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations approved 
by the Attorney General, in accordance with E.Q+ 12333, if such provision was designed in full or in part to protect 
the individual rights 
of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 
they involve purely administrative matters.il" The Office of the 
General Counsel (OGC) submits reports to the IOB.12" 

(S) 

[ 

The Attorney General's Guidelines for FBI Foreign 
Intelligence a^H Pnrpign rmmhPviril-AllinfAnrP 
Investigations (NSIG) provide that| 
; INTRODUCTION; AT 4. 

jmm 
Section li-^.U.J of the WPJpm identifies as a fha TOP T 1 

3BÇRET 
NSL VIO-35467 
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Working Copy — -
Investigations is primarily administrative in nature, it was 
designed in part to protect the rights of United States persons 

page 3 
b l 
h 2 
b7E 

to an agreement between the FBI and I0B,|_ 
TPur suant 

J are not 
reported to the IOB if they are both inadvertent and de minimus 
in time. To determine whether a possible violation of the NSIG 
is inadvertent and de minimus in time, OGC considers all the 
facts relevant to the incident, 

In this instance, OGC is not required to report 
the potential IOB error in accordance with E.O. 12863 and Section 
2-56 of the NFIPM. Although investigative results were obtained 
outside the authorized investigation period, the facts 

(i J surrounding | | failure to| | 
| ""[indicate that tne possible violation of the NSIG was both 

: inadvertent and de minimus in time, 
stens:I 

No active investigative 

surrmindTnöf 

I wpre rnnducf-gri aftsr[ 
I The tacts 
±\ ] indicate that tne iailure[ 

] 

b l 
h 2 
b7E 
b 6 
b7C 

] |were inadvertent. Although it is unclear why _ 
1 wab npi- sought with SSAl | return to the officeL 

T ^ n r r h H H ^ o n n afj-j»!- TFO 

(U) It is noted that 
take steps to assure | 

indicates that it will 
b 7 E (c> NSLB believes that this potential IOB error need 

not be reported in accordance with E.O. 12863 and Section 2-56 of 
the NFIPM * Pursuant to the Revised Procedures for the Submission 
of Reports of Potential Intelligence Oversight Board (IOB) 
Natters, Reports of potential IOB matters determined by OGC not 
to require notification to the IOB will be retained by INSD for 
three years for possible review by the Counsel to the IOB, 
together with a copy of the opinion concerning the basis for the 
determination that IOB notification was not required. See 66F-
HQ-A1247863 Serial 172 at 6 (2/10/2005). 

( s ) m ] requested that NSLB advise concerning 
the appropriate disposition of the documents obtained Ï 

T 
(S)[ 

] As these were obtained pursuant to a valicf 
lrequest, NSLB believes that documents obtained during the ? 

aijr.nnriz'p.ri investigation period may be used in the investigation. 
|should direct| | to destroy documents obtained 

outside the authorized investigation period (i.e. 

bl 
h 2 
b 7 E 

(U) '"""jhsi OGC will request that the Inspection Division 
retain a record of the report of a potential IOB matter for three 
years, together with a copy of this opinion for possible review 
by the Counsel to the IOB,13" 
* * FOOTNOTES * * 

SECRET 
\ NSL VIO-35468 
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<U) X 

il': See EC from Inspection Division to All Divisions; Title: 
Revised procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, .Case ID # 66F-HQ-A1247863 
Serial 172" at 5-6 (2/10/200S) . The FBIs INSD is required to maintain 
for three years records of administrative violations, for possible 
review by the Counsel to the IOB, together with a copy of the opinion 
concerning the basis for the determination that IOB notification was 
not required, Id. at 6., 

(T-T)- 12': htf See Id. at 4. 

':u:i 12'zhó see Id. at 6. 
.LEAD(s): 
Set Lead 1: (Action) 

| 
AT 

h 2 
b7E 

(U) For review and action deemed appropriate as 
discussed herein. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 3: (Action) 
INSPECTION 

AT WASHINGTON, DC 
(U) As provided in the Revised Procedures for the 

Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 

NSL VIO-35469 
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ALL IIFORHATIOI CONTAINED 
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MHËKE SHOOT' • • • OTHIRÖI SI' Working Copy Page 

Precedence : ROUTINE 
To: 

Inspection 
Counterterrorism 

Date: 1/Û5/2Û06 
Attn: 1 . I . 

SÂ1 \ 

b7E 

IIS 
TTn.qTT /nnn 
SSA| 
SSA 

From: Office of the General Counsel 
National Bmirii-v Rr^rh/rTT.iT/1?nnni 7Q4 7 
Contact: AGC 

Approved By; Thomas Julie F 

Dr;bl sd By: 
<u> ca b 2 'n X b7E (Pending) 

(Pending) 

•b7C 
(U) Tib2 <X S S A 

SA 
I NTEÏjLIÛEÏÏCE. 
2006 -

OVERSIGHT BOARD MATTER 

jtjj Synopsis: ( ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and deliver 
the necessary correspondence to the IOB. 

( U ) X Derive 
Decías 

om : 
On: 

G-3 
XI 

(U) Reference:Cfi) 278-HQ-C1229736-VIO 
<U) 

Details: The FBI Office of the General Counsel (OGC) reviewed 
the facts of the captioned matter to determine whether it 
warrants reporting to the IOB. In our opinion, it does. Our 
analysis follows. 

the 
(U) iM The referenced electronic communication (EC) from 

¡Field Office T I dated 11/02/2005, and an e-mail 
I | dated 12/28/05. reported a possible IOB communication from. ____ 

error in conjunction withf 
reported that on July 7, 2005, the 

bl 
h 2 
b7E 

Case ID 

(S) 

07R,on-Pi 

NSL VIO-35470 
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Working Copy. 

b7E 

r.. N Around the time ot the discovery • « be two IP addresses that| | was providing, 
^ and another hRlnnpina 1-n ̂nl-.lipr individual . ̂ ri 

J 
employee froirL 

JflN I ----u} providing material associated with 

FB1 üöfttraet 
\ contacted 

J 1 n h u r n r ^ a p o p r i ^ H h h a f i f ^ J w a g o n l y 

b l 

b6 
b7C 
b4 
b7D 

(NSL) for[ 
t S ) O n / 3 1 / O S j I prepared a M 

requesting thatj | 
ational Security Letter 
provide the names, 

addresses and lengths of service for the additional internet 
account address on which..I I had been providing information 

i 
internet to the FBI when providing information 

account. The NSL covered the period, 
I I the date that| 
NSL was received by the FBI. The results of the NSL 
that the internet account belonged to another USPER,| 

response to i 

who also resided in£ 

<Sfc-
ian on ^ 

October 2005, the | lease agents subsequently 
— 1 

Don review of the ^ 
£ 
1 and upon review of the 

the other U S P E r T 

aforementioned[ 
(3) with this new information, and[ I advised that tile IF 

address for the USPERs internet account I 
I fras originally . the IP address for[ 
On approximatleyl |/05, a new IP address was issued for 

I the internet account belonging to 
I The 

contacted! ~|a9ain U m n l o v 
I 

(S) 

bl 
b2 
b7E 
b6 
b7C 
b4 
b7D 

Account. 
] 

S 
account ana the old IP address was dropped from 
account and reassigned to the other USPERs account. 

Bid not notice their error the first time they were 
notified by the FBI| |employee, but discovered their error when 
they were recontactea | ~~|2QQ5,1 I ceased receiving 
information on the other USPERs account in | ¡2005, 

realized the error. 
after 

(U) <)() Upon learning of the error from purged 

NSL VIO-35471 
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SECRET 
Working Copy Pa 

<s: 

ÎS: 

I of the other USPER from the 
1 ThP rihv̂ i ral inanprl rnripp that were logged 

J were also obtained 
and forwarded to FBI HQ along with the EC from 11/02/05. 

1 

the FISC of the error V 
ladvised 

Tri 1~h"i g i ricifanrp . V 1 

y 
: 

believed was erroneousl 

_ t the internet service provider. 
llP addressl I 

lwithout notifying the FBI. In addition, 
| the FBI detected what it 

(Si mistakenl 
] and notified^ 

] on an ^nnnf. nth^r than 
r |of this error. 

J advised that the questionable internet account was 
The FBI used due diligence and sent an NSL to 

Irifai-̂-rmi n^ i f in fact the questionable internet account was | The FBI subsequently discovered it was not, but 
(g) rather belonged to another USPER. The FBI confronted | 

with these facts, and only then did| ¡realize and admit 
its error in providing content from anotner USPERs internet 

^mrrrcri 

] 
m M I self-reported what they believed could be a 

potential I0B violation, and brought this matter to the attention 
of the FBI OGC, National Security Law Branch (OGC/NSLB). OGC 
received the matter for review and handling. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components {in the FBI, 
the Assistant Director, INSD, and the General. Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from E.O, 12334, dated 12/04/1961, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB), By longstanding agreement .between the FBI and the 
IOB (and its predecessor, the PIOB)t this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General Guidelines for National 
Security Investigations and Foreign Intelligence Collection 
(NSIG), or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12 3 33, dated 
12/04/1981, if Such 

provision was designed in full or in part to ensure the 
protection of the individual rights of U,S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is required, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

1 bl 
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account. The FBI then took corrective action to.remedy the 
situation. 

Based upon our analysis, in accordance with the 
reporting requirements of Section 2.4 of E.O. 12863, the 
carriers mistake must be reported to the IOB because the 
surveillance was not authorized under the Foreign Intelligence 
Surveillance Act or Executive Order 12333. .OGC will prepare an 
appropriate cover letter and an enclosure for the Deputy General 
Counsel to report this matter to the IOB. 
LEAD(S) : 
Set Lead 1: (Info} 

(U) Read and clear. 
Set Lead 2: (Info) 

CTD-ITOS II 
AT WASHINGTON, DC 
(U) Read and clear. 

Set Lead 3: (Info) 
INSPECTION 

AT WASHINGTON, DC 
(U) For action deemed appropriate. 

CC: . Ms. Thomas 

AlJ b7E 

b 6 
IOB Library b7C 
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DECLASSIFIED BY 65179 DHH/KSR/JU 

BY COURIER 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 5020 
725 17th Street, NW 
Washington, D.C.205 03 
Dear Mr. Friedman; 

This letter forwards for your information a self-
explanatory epnlnrn-rp, entitled Intelligence Oversight" Board 
(JQB) Matter, Division, 2005| j" {U) b7E 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division,,for a 
determination of whether any administrative action is warranted, 
(U) 
Enclosure 

- Ms. Thomas b7C UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

- 'J jy-MJ-Cr2'2V736-VIO 

Derive 
Dec las's 

From: 
y On: 

G-3 
XI 

Case ID : 278-HQ-C1229736-VIÖ 
SE 

Serial : 1137 

NSL VIO-35474 
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SE T 
Mr. Stephen Friedman 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

l - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-35475 
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1.-200.7 
BY 65179 DMH/KSR/JTJ 
I (C) 
OH: 12-03-2032 

Page 

INTELLIGENCE nwggTfjHT BOARD 
DIVISION 

( S ) 

' 1 
:iOB) MATTER 

IOB MATTER 2006- ( Ü ) 

X The Division of 
the Federal Bureau of Investigation (FBI) has reported that, 
owing to an error on the part of a communications carrier, 

TnnHnri-pri electronic surveillance nf intarnnt 
rnmimiini ra^i nns bevnnd l-.linRP 

^ ^ Around the time of the discovery that there might 
• "' be two IP addresses that| | was providing, one foij 

and nnctb""" ^ ^ ^ + ~ -î -̂iir-iHn̂ i 
employee| ,'iyl I ̂ ruil I in turn rsspoî darH th?t it.| 

1»/ n r n i r i H i nrr m a h ö r i a l a I 

"an ji1 

providing material associated with 

M 

'BI contract 
contacted 

was only 

2005. I I prepared a National 
] requesting thatL 

the names, addresses and lengths yf iifarvirfa for the additional 
Security Letter (NSL) forT 

lengths j*1" 
internet account address on whichl pad been p^oridJjaa 
internet account. The NSL covered the period fromP 

provide 

(SI- information to the FBI when providing information ps-l 
[ ] the date that response 
to the NSL was received by the FBI. The results of the NSL 

5) rpypalpfi th^t the internet ^ USPER, not 
who also resided in| | 

in r 1 thef 1 case agents subsequently 
Jto review the 

information, "äpfl---V^MJÌ^M nf ^HP 

h 2 

hl E 
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b6 
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b4 
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aforementioned FBI 



f 

[ 

[ 

SEtSRET 
Working Copy 

advised that the IP 
IS) 

with this new information, and 
aHHrA.qg fpr the USPERs internet account| 

| was originally the IP'address foi 
nr. a m ^ m a n ^ J a new IP address was issued for 

Pag b2 

iccount. ] 

ind the old IP address was dropped from 
and reassigned to the other USPERs account. 

1 did not notice their error the first time they were 
notified by the FBl| pmr>1 nvpp but 
they were recontacted in| |2005; 
information on the other USPERs account m|_ 

realized the error, 
È
d their error when 
eased receiving 

|2 Q 0 5 , after 

IS) Upon learning of the error from I I 
Hof the other USPER from 

thd ""basefile. The physical (paper) copies that were 
logged I kere also 
obtained and forwarded to FBI HQ along with the EC from November 
2, 2005, 

L . 3j1ir Q1 som*, information 

advised the FISC of the errorT 

(U) Although this error is not directly attributable 
to conduct on the part of FBI personnel, the unauthorized 
surveillance is nevertheless a reportable matter under Section 
2.4 of Executive Order 12863. 

'2, 

b7D 
b6 
b7C 
bl 
b2 
b7E 

bl 
b2 
b7E 

Derived f&óm; G-3 
Declass ifyNon: XI 

S E C R Ê Ï ^ 
NSL VIO-35477 
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DECLASSIFIED B' 
oh 11-14-200? January 18, 2 006 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr, Friedman: 

This letter forwards for your infprmation a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 20061 | .(U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

U 

Tjfr, T'y, ̂ -m .b 6 

I f a r H n n UC) Jo7C 

r 1 - 278-HQ-C1229736-VIO 
UNCLASSIFIED WHEN 
DETACHED/FROM 
CLASSI^tE^ ENCLOSURE 
Düii^eU fi um. MulLipli Dumi. 

Case ID : 278- HQ-Cl229736- VIO ^ Serial ; 1142 

NSL VIO-35481 
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u e u i a y y i r y o i l : J a n u a r y l a , ^ u i i 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas-
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6 000 

^SECRET 

NSL VIO-35482 



ALL INFORMATION CONTAINED 
HEREIM IS UNCLASSIFIED EXCEPT 
¥HEPE SHOOT ÖTHERÖI SE 

W Working Copy 

06-03-2007 
CLASSIFIED BY 65179 DMH/KSR/GCL 

06-08-2032 Page 

Precedence : ROUTINE 
To: General Counsel 

Inspection Division 

b7E From: 

Attn: 
Attn; 
Attn: 

Date: 02/14/2006 
National Security Law Branch 
Inspection Management Unit 
CDC 

Contact : 
Approved By: 

Drafted By: 
(Ujo2 
b7E-* I D # : 

b e ....... 
b7C Le: ì^) 

(U) .... 

L:C1229736-VIO 
1C63856-VI0 

1 
SS 
_SAi| 

Division 
Potential IOB Matter 

Synopsis: Notification to the Office of General Counsel and 
the Inspection Division of possible Intelligence Oversight 
violation regarding an investigation at | | 

(U) 

Reference: (S) 

Derived 
Declassi 

Jo 2 

b7E 
G-3 
01/25/2031 

fidmi nifii-.rar.i ve : I ^ is cognizant of the fact that potential 
IOB violations are to be reported to FBIHQ within 14 days. This 
matter was discovered on January 9, and the Office of general 
Counsel notified via electronic mail on January 26, however, the 

I |HQ office interrupted the immediate 
dissemination of this communication. 
Details: (S) On January 9, 2006, 
pursuant to an NSL submitted toi 

Ireceived ] records 

](USPER)f 
I for records pertaining to 

| was provided with'the 
tull legal name ot the sutg ect, Jiis date of birth, social 
security number and address. Upon reviewing the documents 

Case ID : 278-HQ-C1229736-VIO 
278-|~|-C63356-VTO 

Serial : 1159 
sÈbRÇT^ 

10 

NSL VIO-35492 b7E 

•b2 
b7E 

r 



-Working Copy - Page 2 
/provided by I I however,! Ilearned that the material 
received was that of an individual bearing the same name as 
captioned subject, but a different person altogether. 

Counsel. 
LEAD(s} 

Division will advisfe of the error. 

b7D is) • for No data regarding the financial records received 
in error was \ip loaded into FBI indices nor ami-atjier 1 

investigative database. The above mentioned | | records will be 
sealed and maintained by the| iDivi a ion C!hi & f Division b7E 

Set Lead 1: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
^^ The information in this communication is provided 

to the Office of the General Counsel, National Security Law 
Branch to fulfill notification requirements to the Office of 
Intelligence Policy Review, which this incident might 
necessitate. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
PROV-I de guidance to I *1 with regards to 

contacting | |to advise of the administrative error which b7E 
led to this potential IOB. b7D 
Set Lead 3: (Info) 

INSPECTION DIVISION 
AT WASHINGTON, DC 

(U) ̂  Information provided for information only. 

—SECRET 
NSL VIO-35493 
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IS UNCLASSIFIED EXCEPT 

L̂LkiLl/'y UL/1U1' 

DATE: 11-14-2007 
CLASSIFIED BY 65179 
REASON: 1.4 (C) 
BEBl-kSm-W-m: 11-14-203-2 

From 

(S) 

Mr. James A, Baker 
Counsel, Office of Intelligence 
Policy and Review 
: Mr. Willie T. Hulon, 
Assistant Director 
Counterterrorism Division 

02/06/2006 

Subject bl 
b6 
b7C 

ACTION MEMORANDUM 
(U) 

p^) Enclosed for sequestration with the Department 
of Justice, Office of Intelligence, Policy and Review (OIPR) 
and eventual destruction is information obtained by a National 
Security Letter (NSL). 

(U) This memorandum sets forth details of 
investigative activity which the FBI has determined was 
conducted contrary to the Attorney General Guidelines for FBI 
Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations and/or laws, Executive 
Orders, or Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism 
investigations. 

b7E 

(S) 
1- Mr. Willie T, Hulon 
1\- Mr. Joseph Billy 
1V Mr. Michael J. Heimbach 
1À Ms.I I 
H 
lj-rn 

NSL issued b >i 

(S//OC.NF) This matter has risen as the result of an 
I in the investigationT 

bl 

b6 
b7C 
bl 
b2 
b7E 
b7A 

Jase ID ; 278-HQ-C1229736-VIO 

b 7 E is) --' 

Serial : 1161 
ssai^p 

NSL VIO-35494 
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^tat As part of this investigation a NSL 
d_ ln-rmH^g "all giihgr'nhpr i nf nrma h -i nn 

EC dated 02/04/2005, returned to I 
Jpursuant to the NSL. 

l_Lor the email account 
Iserved the NSL and, via an 

|a CD provided by 

Upon receiving the CD the case agent examined 
the CD-ROM and determined it contained content information for 
e-mails. 

^^ All information received pursuant to the NSL has 
been removed from the case file, sealed, and transmitted to 
FBI HQ. That information is enclosed with this communication 
for sequestration with OIPR and eventual destruction. 

(U) 
Office of 

FBI reported this matter to the FBI's 
General Counsel (OGC) and Inspection Division. 

OGC reported this matter to the Intelligence Oversight Board 
and referred the matter to the FIJI ' s Iĵ ^̂ ^̂ Ĵ ôî Îiivision for 
appropriate action. In addition, FBl| ^notified the 
CDC, conducted no further review of the material, and no other 
copies ofl . Imai-priai have been maintained by 

I |. The I 1 Division has instituted corrective 
measures, to include training to all Special Agents who handle 
information received pursuant to the Attorney General's 
Guidelines for National Security Investigations. 

(U) 1ft) The FBI HQ points of contact for this matter-
are Supervisory Special Agent I I 

I t and Unit Chief 

b2 

b7C 

h 2 
b7E 
bl 

b7C 
b2 

SECkB^^ 
NSL VIO-35495 
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ALL IMMÄTIÖM COSTÀIflED SSÊËËÊËSÈÈ 

g n a i i 
CLASSIFIED BY 65179 M/KSR/Jl 
KEiSOBï 1.4 (Cj 
DECLASSIFY Ol; 11-14-2032 

6Ï COURIER 

Hr. Stephen Friedman 
Chairman 
Intelligence Oversight ßoard ' 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Friednan: 

Enclosed for your information is a self-explanatory 
memorandum, entitled "Intelligence Oversight Board (108) Natter, 

This LHN sets forth details of investigative activity which 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or [m, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

1 • Ms. Thomas 

1 • 278-KQ-CÌ22973Ó-VIQ 
1 • Inspection Division (106 2006 

field Office, 106 Matter 2006 QJ) 

Case ID : 27S-HQ-C1229736-VI0 Serial : 1176 

NSL VIO-35496 
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1 - HP. Bui on 

Ü e r i v w v t ™ G-3 
Declassify on: x-1 

'At/i 
isA 

SEĈI 

Mr. Stephen Friednar 

Should you or any member of y w r staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience, (U) 

1 - The Honorable Alberta R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room ¿150 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-35497 
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2 
INTELLIGENCE OVERSIGHT BOARD (1QB) HATTER 

I I FIELD OFFICE 
I OB HATTER 2 Q Q 6 Q ( U ) 

b7E 

Investigation of this IOB natter has determined thai 

I 
of the 

C D case agent 5fl 
¡Resident Agency (RA) submitted 

[Cjj^n EC to his principal relief supervisor, 5AI I requesting 
/the conversion of the 272" money laundering criminal investigation of 

| | to a 315M national security investigation, However, the 
conversion EC m neither uploaded into ACS nor sent to the Bureau file, 
and ir was not approved by the| special Agent in Charge 
(SAC). Principal Relief Supervisor S A ^ ^ w h o received the 
conversion request by Bureau Hail from the RA, was unaware that the 

SAC needed to approve the conversion and thus did not send 
SECRET Ŝ Ei 

hi 
b2 
b7E 
bo 
b7C 

NSL VIO-35498 



m 

secH 

Working Copy 

the EC up the chain for approval. Nevertheless, SA| |believed he 
had propel authority to conduct a 315 investigation, and on 10/21/2003, 
he submitted a National Security Letter (NSL) for toll and billing 
records of the subject. The MSL Has served and the results transmitted 
tc by the delivering division on 01/06/2004, At this 
point, the case 'agent realized that the conversion of his investigation 
had not yet occurred, so he re-submitted the conversion EC on 
02/02/2004. This EE, too, was never approved by the SAC< However, SA 

Icontinued to investigate the subject under the 315 
classification. The error was discovered on 
inspection ol 

during an 
conducted by the inspection Division. Still, 

submitted a request for[ 
JeveTTiougirTô ^^^ 

_had-ever been properly initiated, During the 
period that S A ^ ^ J conducted this investigation as a 315 (natter, no 
notification of the conversion (yhich he assumed to have occurred) was 
made to FBI Headquarters and no annual Letterhead meftiorandim was 
submitted- In November 2005, following the submission of the potential 
10B violation to the Office of the General Counsel, the ^ ^ ^ ^ ^ 
Chief Division Counsel instructed S i ^ ^ ^ o n the proper means to convert 3 
criminal investigation to a 315 national, security ^ ^ ^ 
investigation. The continued investigation of the subject by S f t ^ ^ ^ 
as a 315 national security investigation beginning when he submitted a 
request for an NSL on 10/2V2QQ3, violated The Attorney General's 
Guidelines for FBI National Security I n v e s t i g a t e and Foreign 
Intelligence Collection (NSIG), Section II,C. 

Page 4 

•b6 
b7C 
b2 
b7E 
b l 

This matter also has been referred to the FBI's Internal 
Investigations Section of the Inspection Division for action deemed 
appropriate. (U) 

D e r i v e d w n : G-3 
DeclessiÀon; M 

SEC^ 

NSL VIO-35499 
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"FOOTNOTES** 

i V : (S) status is not tiiat of a United States person. The 
term United States person is used in Section 101(i) of the Foreign 
Intelligence Surveillance Act of 1978 <FISA)(codified at 50 U.S.C. 1801 et 
seq.) and is defined as a citizen of the United States ior' an alien lawfully 
admitted for permanent.residence (as defined in section 1()l(a)(2(l) of the 
Iimigration and Naturalization Act) . . . . See also Section I,C of The 
Attorney General's Guidelines for FBI national Security Investigations and 
Foreign Intelligence Collection (NSIG), 

bl 
bo 
b7C 

NSL VIO-35500 
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o; WM WM .001. 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 02 0 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D.C. 20503 
Dear Mr, Friedman; 

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board 
(IOB) Matter, IOB 2006| ] (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/o 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
1 - 278-HQ-C122 9 736 -VIO 

Case ID : 27Ô-HQ-C1229736-VIO Serial : 1178 

NSL VIO-35504 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
UrS. Department of Justice 
Room 6000 

Sincerely, 

Julie F, Thomas 
Deputy General Counsel 

NSL VIO-35505 
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
T IFIELD OFFICE 
IOB MATTER 2006-1 I (S) 

(S) The | |Field Office of the Federal Bureau 
of Investigation has reported an error in conjunction with that 
division's! I In this reaard, 
in response to a National Security Letter (NSL) to| I 

| |erroneously provided two documents which were 
unrelated to~the subject of the NSL, which were associated with a 

customer who is probably a United States person. 
(U) This matter has been reported to the FBI's Office 

of Professional Responsibility for appropriate action. 

Derivedj^rom : G-3 
D e c l a s ^ r t y \ o n ; 2 5 X 1 

SE^ET 

ALL INFORMATION COffTÀIBEB 
HÉ'ËEÏl"''ÏS '''MC LASSIFÏËÏ)''' EXCËPT 
WHERE " " SHOW" ' OTHERfï SE 

DATE: 11-14-2007 

m&mii: r:'4 rei 
DE C EIS 'S I FY" " OH : 1T-M-2Ü32' 

SBCRET 
X NSL VIO-35506 



ZMimmTmM^jjiu&irn 
.I.S....ÏJHCLAS.SIFIED...EÎŒEBT 

Precedence : ROUTINE 
To; Director's Office 

DATE: 11-14-2007 
, A CLASSIFIED BY 65179 DHH/KSR/tFW Working Copy r : ¥ r a g e 1 

DE C LÀS SI FY' OH : j^i^o'S^ 

Date: 2/10/2006 
Attn: OPR 
Attn: CDC 

b7E 
b6 
b7C 

Approved By: 

General Counsel 
National Security Affairs/Room 7947 
Contact: Julie F. Thomas 

Thomas Julie F 

Drafted By; 
(IT) Case ID 

Title; (U) 
27 8-HQ-C122973 6-VIO 
POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2 0 0 6 - | 

Synopsis: is the opinion of the Office of the General 
Counsel (OGC) that the above-referenced matter must be reported 
to the IOB and to the FBI's Office of Professional Responsibility 
(OPR). OGC will prepare and deliver the required correspondence 
to the IOB. Our analysis follows. 

(U) Derivedyfrom : G-3 
Declassify On: XI 

R e f e r e n c e : ( X 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O - 1 1 1 3 

Details: (S) As noted in the electronic communication (EC), 
this matter has arisen as a result of an investigation titled 

• - I H as part of this 
i nvpqf i q a - t J on . a National Security Letter (NSp was issued bv 

to T 
] T M s N t J L sought I J-J-1-1.L3 J.1 k_> J_l LJ \-> lit. 

Riibsrri bpr and toll records for telephone numberf 
| I served the NSL and, via an EC dated 12/30/2opr. returned 

to I Ha package o£_joaL£rial provided bv I 
Included in the EC from | |was the name and address of the 
subscriber to this tele^none number. 

>'•TJ'•> ' jt̂  When the case agent received the material, he 
noted that the telephone number subscriber was unknown to him. 
He checked the telephone number of the subject and determined 
that the telephone number had been erroneously transposed when 
the NSL was drawn up from his request: the correct telephone 

Case ID : 278-HQ-C1229736-VIO V Serial : 1135 
S E C k S ^ T 

^ NSL VIQ-35507 

b l 
b6 
b7C 

b7E 
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number on his request was 

^ The package of material from 
received from| \, has not been opened ancE will be stored in a 
eArnrp inrahinn• mir^nanh to instructions given in an email of AGC 

to all CDCs dated 11/22/2005.11' 

Page 

b7C 
b2 

( U ) ... ^ 
As required by Executive Order {E.O.) 12863 and 

Section 2-'56 Nof the National Foreign Intelligence Program 
Manual(NFIPM), OGC was tasked to determine whether the production 
of documents by| jpursuant to the erroneous 
jLeJ-Êûhpne number in the NSL drawn up bvl 1 and served by 

is a matter which must be reported to the IOB. It is. 
(U) 

b7D 

b7E Section 2.4 of E.O. 12863, dated 9/13/1993. 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
directive." Tri 1 - b - i s instance, t-hf* production of subscriber and 
toll records byl I of an erroneous subscriber 
telephone number Welt! UOTHi WltU&Uc the authorization required by 
law. Consequently, in accordance with E.O. 12863 and Section 2-56 of the 
NFIPM, the error must be reported to the IOB, which 
this Office will do, 

hlD 

Set Lead 1 : (Action) 

AT 
Return sealed documents to 

Set Lead 2: (Discretionary) 
INSPECTION 

AT WASHINGTON, D.C. 

h 2 
hi E 
b 4 
b7D 

(U) For appropriate action. 

-1 - Ms. Thomas b 6 
1" - I (Acting UC) hlZ 

1 - IOB Library 
SECkÇT 

NSL VIO-35508 
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* * FOOTNOTES * * 
xl":This email instructed the CDCs in Field Offices 

to seal and 
sequester information 
improperly received from a carrier pursuant to an NSL 

NSL VIO-35509 
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DECLASSIFIED BY 65179 DMH/KSR/JW 
OS 11-14-200? 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D,C> 20503 
Dear Mr. Friedman: 

This letter forwards for your information a self-
explanatory enclosure aaLifled, "Intelligence Oversight Board 
{I0B) Matter, JOB 2006 (U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders/ or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U} 
Enclosure 
1 - 278-HQ-CI229736-VIO 

UNCLASSIFIED WHEN 
D E T AC Ĥ LTsFROM 
CLASSTFIEDNENCLOSURE 

Derived from? 
Declassify a 

ltiple Sources 
bruary 10, 2031 

Case ID : 278-HQ-C1229736-VIO V Serial : 1135 
SECkŜ T 

NSL VIO-35510 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R, Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker III 
Counsel for Intelligence Policy and Review 
U.S. Department of Justice 
Room 6000 

SECRET 
A NSLVIO-35511 
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• , b 2 INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER _ 
I I FIELD OFFICE ,J0 

— I 6 B MAT^afe'2QQ6-r^(S) 
(S) The| I Field Office of the Federal Bureau 

of Investigation has reported an error in conjunction with that bl 
division's! • t-irig' 
regard, a telephone number in an NSL toI I was b7E 
erroneously transposed, and I I produced subscriber and toll • 
records for a customer who was not the subject of the NSL, ^ b7C 

(U) This matter has been reported to the FBI's Office b4 
of Professional Responsibility for appropriate action. b7D 

Derived fyom : G~3 
Declassify on: 2 5X1 

D A T E . ; 1.1.-1.4-2 Q 0.7 
REASON: 1,.4 (C) 
DECLASSIFY ON: 11-14-2032 

ÀLL ISFORHàTION COHTAIIEB • 

ìmm....fMdMi..DTmmji3E 

SECRST 
NSL VIO-35512 
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Precedence: ROUTINE Date; 02/09/2006 

Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AO 
Attn: IIS 

Fren: General Counsel 
counterrorism Law Unit ll/LX-1 3S100 
Contact; 

b2 
b7E 
b6 
b7C 

By: Thomas, Julie F ALL IIFORMTIÛI COTTÂIŒD 

Orgfted 6y: 

;e :t'í; ^ J7NiK12?9736-VtÛ 
b7C 
b2 'X i INTELLIGENCE OVERSIGHT BOARD HATTER, 

I OB 20061 1 
I H K w ' , 

Synopsis: It is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IQB), OGC will prepare a cover 
letter and a letterhead merwrandim for the General Counsel and 
the Assistant Director, Inspection Division ( M ) , for 
submission to the ¡OB, Submission of this matter to the 0PR is a 
natter within the cognizance of the US. 

iU) " - - ^ DerivedVrom : G-3 
Declassify Qn: X-1 

mm 11-14-200? 
PT Jr̂CTIÌTCT* ÇV ÍC110 TNWU WCfTJ ! TO 
liiÂ^ifILi1 Si QQÍÍ7 M/DK/uf 

REAM; 1.4 (C! 
DECLASSIFY 01; 11-14-2032 ' 

Reference: 27HQ-C122973Ó-V10 Serial 1093 (S) 

Administrative (U) This m u n i c a t i o n contains one or mare 
footnotes. Tq read the footnotes, download and print the 

Case ID : 27B-HQ-C122973Ó-VI0 Serial : 1191 

NSL VIO-35513 
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document ir WordPerfect 6,1. 

Details: (U) Referenced communication from the 
Office 

Field 
dated 12/14/2005, requested that 

QGC review the facts 
of the captioned matter and determine whether it 
warrants reporting to the 106. In our opinion, it does, Our 
analysis follows. 

b2 
b7E 

IS); 
/ronf 

As discussed in the electronic ¿omnumcation (EC) 
"[cited below,ill 

who was 
and remains a United States person as that term is used in 
Section 10l(i) of the foreign Intelligence Surveillance Act of 
1978 (FlSfl],i2 

( ? ) ^ D u r i n g the course of the investigation, 
issued a National Security Letter (N5L) pursuant to the 
ElectroniCvCoiimunications Privacy Act, 111 U.S.C. 2709. That 
statute permi'tv.the FBI to request subscriber information and 
telephone toll billing records that are "relevant to an 
authorized investigation .to protect against international 
terrorism or clandestine intelligence activities, provided that 
such an investigation of a United-States person is not conducted 
solely gn the basis of activities protected by the first 
amendment to the Constitution of the United-States." The fiSl, 
dated March 18, 2005, was addressed to and 
requested what uas intended to be subscriber information and the 
telephone records of| 

However, the 
number was mistakenly written with one number changed, so that 
the HSL was issued for the wrong telephone number.i'3' Records for that 
telephone number were provided by the telephone company to 
th^ ¡Division of the FBI, which forwarded the information to 

via an EC dated 6/23/2005.' Upon receipt of the 
records, the case agent realized his mistake. The records from 
^ ^ ^ w e r e destroyed. Further, serials created before tfie 
mistake was discovered and which referenced the incorrect phone 
number and information have been permanently charged out of the 

SEĈ  

b2 
•b7E 
b6 
b7C 

bl 
b6 
b7C 
b4 
b7D 
b2 
b7E 
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FBI's Automated Case Support system. By EC dated 07/01/2005, this 
matter m reported to QGC and thel loivision and notice was 
given of the destruction of the USL return information. i Y It was 
reported as a possible I0B violation by EC dated 12/U/20G5.Ì6' 

(U) Section 2,4 of Executive Order (EQ) 12963, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSO, and the General counsel, QGC, 
respectively) report to the JOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EQ 12334, dated'12/04/1961, 
when the I0B was known as the President's Intelligence Oversight 
Board (PI0B). By longstanding agreement between the. FBI and the 
108 (and its predecessor, the P]Q6), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U TS, 
persons. Violations of provisions that are essentially administrative in 
nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
edministrative violations so that the Counsel to the 106 may 
review them upon request, 

M Section V J L , Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) 
provides that national Security letters may be issued in 
conformity with statutory requirements, including 1i U.S.C, 
2709. Title 16, U.S.C. 2709 provides that the FBI may seek 
toll billing information from telephone carriers th$t is relevant 
to an authorized national security investigation. Clearly, the 
information obtained by the FBI was not relevant to sn authorized 
national security investigation because there was an error in the 
NSL in transmitting the appropriate telephone number. Thus, the 
FBI received telephone toll billing records concerning a 
telephone nunber that was not under investigation nor related to 

NSL VIO-35515 
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an investigation* T h e r e t o , the ^formation was improperly 
collected, although unintentionally so, in violation of the NSIG 
and ECPA. 

(U) Clearly, the rights of the target were not 
infringed because he was not the subject of the improperly 
collected information. It is unknown whether this information 
was gathered about a United States Person or not, inasmuch as 
there has been no review of the information. Nonetheless, based 
on the fact that information which nay be about a USP Mas 
improperly^ although inadvertently, collected, and in accordance 
with the reporting requirements of Section 2.4 of E*0* 12863, OGC 
will prepare a cover Letter and an memorandum to report this 
matter to the IDE. 

^FOOTNOTES** 

12/14/2005 and titled 
"Special 
Agent (SA] 

EC from to OCG dated 

Possible IntelLigence Oversight Board 
(lOBJMatter • International Terrorism Related." 

(Ll) A United States person (USP)is defined 
in Section 1Q1(i) of 

the Foreign Intelligence Surveillance Act (FISA)(codified . 
at 50 U + $ ; c . 1801 

et seq.) as a citizen of the United States ior' an alien 
lawfully admitted 

for permanent residence (as defined in section 101(a)[20) 
of the irrniigration 

and Naturalization Act) . . . . See also Section II.U of The Attorney 
General's Guidelines for FBI Foreign intelligence Collection and Foreign 
Counterinte11igence Invest igat ions. 

b2 
b7E 
b6 
b7C 

T3': (U) In order to avoid any further dissemination 
of this incorrect 
telephone nunber, the number is not being listed in this 

NSL VIO-35516 
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dccunentn Since the 
EC approving the NSL and the NSL itself include the incorrect telephone 
number, these documents have been permanently charged out of the 
FBI's Automated Case 

Support (ACS) system. 

(SI i" ¿ ' : • HQ - CÏ 3G3375 , ' $ç r "ïà I" ; 5 3 8 ; 

Since this document contains the incorrect telephone 
number and the name of the subscriber of that telephone nunber, these three 
file copies of the docuntnt have been permanently charged out of ACS. 

ISIff? <»' Se< 
fifif-

b l 
b2 
•b7E 

HG-C13Û3375, This document includes the incorrectly written telephone number. 
However, this document has not been deleted from ACS because the document 
itself reveals the mistaken nature of the telephone number, and provides a 
record for the fact that the information was obtained and then destroyed. 

16J: (U) See 278-HD-C1229736-VI0-1093, addressed to OGC. 
LEAD(s): 

Set Lead 1: (ACTION) 

AT b7E 

(U) For review and action deemed appropriate. 

Set lead 2: (ACTION) 

COUNTERTERRQRISM 

AT WASHINGTON, DC 

(U) Read and Clear, 

Set lead 3: (ACTION) 

NSL VIO-35517 
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INSPECTION 

AT UASHINQTON, DC 

(U) For review and action deemed appropriate, 

b7C 

NSL VIO-35518 
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ALL INFORMATION CONTAINED 
HEREIN IS Ulf CLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE: 11-14-2007 
CLASSIFIED BY 65179 DHH/KSR/JW 
RE ASOK: 1.4 (CJ 
DECLASSIFY OH: 11-14-2032 

BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5 0209 
New Executive Office Building 
725 17th Street, Northwest . 
Washington, D.C. 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
memorandum entitled Intelligence Oversight Board (I0B) Matter, 

?ield Office, IOB Matter 2006- ( U ) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 

b 7 E 

1 - Mr. Hulon 
1 - Inspection fTOR 2006 
1 ^ /Jb-VlO 1 - a /y-Hu-ciy^y 

b2 
b6 
b7C 

UNCLAS3I/FIED WHEN 
DETACHER FROM 
CLASSï/lED ENCLOSURE 

Case ID : 278-HQ-C1229736-VIO w Serial : 1192 
SECRÈS * 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 615 0 

b2 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

FIELD OFFICE . . 
IOB MATTER 2006 U) 

^ The Federal Bureau of Investigation ( "FBI" ) has 
determined that in conducting I 1 

I Ithe FBI improperly used a 
1 JSI&Clûïiai bounty LëLlër (WSLJ E t t 1 obtain subscriber information 
and telephone toll billing records on a telephone number which 

(cj. was not related to the investigation. The overcollection was due 
^ M to a mistake in thé NSL in identifying the telephone number of 

I 1 whose number was intended to be the subject of the 
request. The overcollection was a violation of Section V\ll. of 
The Attorney General's Guidelines for FBI National Security 

S È t S ^ E T 
\ NSL VIO-35520 



(S), 
SEb^ET 

---- Working Copy Page 
Investigations and Foreign Tni-piiiapnr-p rrniPrMnn (wstaKI'v 
this regard, on 10/17/2003 .1 I 

In 

During the course of the investigation,£ ] issued 
National Security Letter (NSL) pursuant to the Electronic 
Communications Privacy Act, 18 U.S.C. 2709, to a telephone 
carrier for the telephone.subscriber and toll billing records of 
a telephone number intended to be identified as that of the 
target. Instead, one of the numbers within the telephone number 
was incorrectly written,- thus, the information returned from the 
carrier was subscriber information and the telephone toll billing 
records of a wholly unrelated telephone number. The error was 
discovered upon receipt of the information-t and the records were 
not reviewed nor used for any investigative purpose. Despite the 
inadvertent nature of the mistake, the fact remains that 
information was improperly collected on a telephone number 
unrelated to an investigation. Thus, the matter is being 
reported to the IOB. 
DeriveW from : G-3 
Declassify on: X-l 

SEC^T 

b7E 
b6 
b7C 

Section V.li, authorises use of National Security 
* * FOOTNOTES * * 

l l ' 1 ^ 
Letters in 
conformity with 18 U.S.C. 2709 (relating to subscriber information, 
billing records, and electronic communication transactional records) 
statute requires that information- sought is relevant 
to an authorized national 
security investigation, 

toll 
The 
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ALL IMFORMATI OH COHTAIBED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE SHOOT OTHERWISE 

DATE; 11-14-2007 
CLASSIFIED BY 65173 DHH/KSR/JS 
EEAS.OI; 1,4 {£.).. 
DE C LÄS S I FY... OH : ll.r;14-2032 

<<Date>> 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
Room 5020 
New Executive Office Building 
725 17th Street, N.W. 
Washington, D,C. 20503 
Dear Mr. Friedman: 

Enclosed for your information is a self-explanatory 
letterhead memorandum (LHM) , entitled "Intelligence OversiaJaJ: 
Board (IOB) Matter, DIVISION, IOB Matter 2006 

L J 
(u) b7E 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
<U> 

Enclosuse 
1 - Ms. Thomas 
1 278- HQ-CI229736-VIO 

UNCLA; 
DETACH 
CLASS 

IED WHEN 
FROM 
D ENCLOSURE 

Derive&yÉrom: G-3 
Declassify on: X25-1 

Case TD ; 278-HQ-CI229736-VIO Serial : 1223 
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Should you or any member of your staff require additional 
information'concerning this matter, an oral briefing will be 
arranged for you at your convenience. {U} 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

h 2 

b7E 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

| |DIVISION 
j g j ..... IOB MATTER 2 006| |u) 

The Federal Bureau of Investigation ("FBI") has 
determined that in conducting a l I 

| the FBI improperly useU 4 Wâtlôftai flinty LëCTêr (WSL) ;bl 
to obtain subscriber information and telephone toll billing b2 
records on a telephone number that was not related to the b7E 
investigation. The I [Division I I reported this 
potential IOB matter1: tef 1 1 :—1 : 

/ \ S Ê S ^ T 
NSL VIO-35531 
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m i c h a l r ù -i n t h e N S L i n 
whose number was 

The overcollection was d11^ a 

identifying the telephone number! 
intended to be the subject of the request. The overcollection 
was a violation of Section V of The Attorney General's Guidelines 
for FBI National Security Investigations and Foreign Intelligence 
C n l l e n t i n n m q - r m i n ~ 1 - n t h i g r r ^ r r T n n M n r r h 1 1 9 0 0 4 I 

] During the 
course of the investigation, I I issued an NSL pursuant to 
the Electronic Communications Privacy Act, 18 U.S.C. 2709, to a 
telephone carrier for the records of a telephone number intended 
to be identified as that of the target. Instead, the telephone 
number was misidentified and the information returned from the 
carrier consisted of records of a wholly unrelated telephone 
number. The error was discovered upon receipt of the 
information, and the records were not reviewed nor used for any 
investigative purpose. Despite the inadvertent nature of the 
mistake, the fact remains that information was improperly 
collected on a telephone number unrelated to an investigation. 
Thus, the matter is being reported to the IOB. 

OGC has referred this matter to the FBI's Inspection 
Division for action deemed appropriate. (U) 

(U) 
Dërived^Fi?om : G-3 
D e c l a s s i i V o n ; X I 

**FOOTNOTES** 

b l 
h 2 

hi E 
he 
hlC 

Ï1':iM^ Section V.ll. authorises use of National Security 
Letters in conformity with 18 U.S.C. 2709 {relating to subscriber 
information, toll billing records, and electronic communication 
transactional records). The statute requires that information 
sought is relevant to an authorized national security 
investigation. 

SECRET** 
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DATE; 11-28-2007 
CLASSIFIED BY i 
PEAS01; 1.4 (Cj 

* BSCLÂ̂ T̂FY 11. W> Page 2 

Precedence: ROUTINE Date: 03/08/2006 

To 
Counterterror ism 
Inspection 

Attn: SAC, CDC 
Attn; AO 
Attn: IIS 

Frqiji; General Counsel 
Counterrorism Law Unit I / D M 3S100 
Contact: 

Approved By: Thomas Julie F 

Drafted By: 

Case ID t\ : 276-HÛ-C1229736-V10 

Title 

b2 
b7E 
b6 
b7C 

b7C 
W E I U G E U C E W E K U f f l B M 5 P Kftl TEH, 
IOB 200j | 

(UK 
Synopsis: " ̂  tt is the opinion of the Office of the General 
Counsel (ÛGC) that this matter must be reported to the 
Intelligence Oversight Board (I0B). 0GC will prepare a cover 
letter and a letterhead memorandum for the General Counsel and 
the Assistant Director, Inspection Division UNSD), for 
submission to the 10B. Submission of this matter tû the OPR is a 
matter uithin the cognizance of the IIS. 

Ü e r i v e ^ Q i n ; G-3 
Declassato On: X-l 

encèl Reference; ìli) 27S-HO-C1229736-VIO Serial 1140 

Administrative: (Ü) This comunication contains one or more 
footnotes. To read the footnotes, download and print the 

Case ID : 278-KQ-C1229736-VI0 Serial : 1225 
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document in WordPerfect 6.1. 

D e t a i l ^ J M f i j e r e n c e d communication from the| ¡Field 
Cffice| | dated 1/16/2006, requested that OGC review the facts 
the captioned matter and determine whether it warrants 
reporting to the [OB. In our opinion, it does. Our analysis 
follows. 

of b7E 

(EC) frai 
(S) As discussed in the electronic cctipunitation 

cited beloyJ1 r[ 
] who was and remains a 

United States person as that term is used in Section 101(i) of 
the Foreign Intelligence Surveillance Act of 1973 ( F 1 S A M 2 ' 

"(^During the course of the investigation,! I 
issued two National Security Letters (NSl) pursuant to the 
Electronic Communications Privacy Act, 18 U.S.C. 2709, That 
statute permits the FBI to request subscriber information and 
telephone tali billing records that are ''relevant to an 
authorized investigation to protect against international 
terrorism or clandestine intelligence activities, provided that 
such- an investigation of a United States person is not conducted 
solely on the basis of activities protected by the first 
amendment to the Constitution of the United States.11 

^ \ on October 14, 20051 Iserved two NSL's, 
including the subject one, relating to the above referenced 

b7E 
bl 
b6 
b7C 

b2 
b7E 

The subject NSL requested subscriber and transactions! records 
far email account; 

b2 
•b7E 
b7D 
bl 
b6 
b7C 

(S) On or about October 20, 2005] |responded to 
the two NSLs by transmitting information responsive to both on a 
single compact disk, (CD), S u b s e q u e n t ^ [determined that 
the CD contained full email content for both accounts. 

(U)--ffi Upon learning that the CO contained full email content, 
CD-] fend NSLB were contacted. Pursuant to the direction 

sealed and sequestered in A1 envelopes 
ŜfiREI 

of NSLB, Si b2 
b7E 
b6 
b 1G 

b2 
b7E 
bl 
b7D 
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the CP, along with all paper copies of its contents, 

On December 1, 20051 I contacted lat 
and advised him of the overproduction and requested 

fie verify cor^liance with the Limits of National Security 
Letters. 

(S) in the interest of administrative purity, on December 
IP- 20051 "liarvd Lith another NSL, addressed 
to I requesting subscriber and transactional records for 

b7E 
b6 
b7C 
1 n Ti b7D 

email account 

(U) On January 3, 2006,1 Itransnitted a CD to the 
FBI| | office. Once again information responsive to 
multiple NSLs was included on the CD. 

(S) On January 4, 2006, SA took the CD to 
CART and had the information separated by email account/NSL. A 
duplicate of the original CD was produced as well as two working 
copies of information regarding 
provided the copies to SA 

b7E 
b7D 

b6 
b7C 
bl 

SA 

(U) On January 6, ¿006,1 reviewed the contents, of the 
original CD and determined that despite (a) the fact that the NSL 
expressly sought only transactional records, and (b) the fact 
thatl |had been personally contacted regarding 

|prior overproduction, full email content Mas again 
provided by 

S S A ^ ^ ^ J retrieved all copies of the CD prior to 
the information being sent to the case file. Based upon advice 
of CDCI land NSLG | took corrective action, 5A| | 
ensured that the CDs, along with all paper copies of their 
contents, were sealed and sequestered in 1A envelopes. They will 
be preserved in the case file, 

^ As required by Executive Order (E.Q.J 12563 and section 
2*56 of the national Foreign Intelligence Program Manual (NFIPM), 
OGC was tasked to determine whether the over collection errors 
described here are matters which must be reported tfl the IOB. 

£ 

b2 
b7E 
bl 
b6 
b7C 
b7D 

b7C 
b2 
b7E 

b2 
b7E 
bo 
b7C 
b7D 
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They nust. 

^JSflecause the email content m never analyzed, it is 
unknown whether collected historical stored email" 
content, ar if the content was gathered pursuant to subsequent 
surveillance. Over collection of stored email content could 
violate the Electronic Communications Privacy Act, 18 U.S.C. 
2701 et seq. (ECPA), whereas over collection of subsequent 
surveillance could violate the Foreign Intelligence Surveillance 
Act (FISA) pen register previsions. 

Section 2.4 of E.O. 12863, dated 09/13/1993, mandates 
that Inspectors General and General Counsel of the Intelligence 
CtMunity exponents (in the FBI, the Assistant Director, 
Inspection Division, and the General Counsel, OGC, respectively) 
report to the IOB all information'concerning intelligence 
activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive, 

Pursuant to ECPA, in the absence of a appropriate . 
authorization, it is unlawful to "access", or for a provider to 
"divulge" the conrent of any stored electronic communications, 18 
U,S+C+ 2701(a)(1), and 2?Q2(a). Consequently, any viewing of 
the content of any stored electronic communications must be 
obtained pursuanr to a court order. 

The USA Patriot Act revised existing lak governing the 
installation and use of pen registers and trap and trace devices 
to clarify that pen/trap orders not only apply to hard-wired H n e 
telephones but also to wireless telephones, e-mail service, 
Internet communications, and any number of communications 
technologies. At the same time, the Act made several changes to 
emphasize that a pen/trap device may not be used for the purpose 
of collecting the content of wire or electronic communications. 
Consequently, any viewing of the content of electronically 
transmitted communications must be obtained pursuant to a court 
order J'3' 

In the present case, it is clear that the service 

bid 

SECR̂  
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provider! I erroneously provided content information 
concerning an e-mail account and that the FBI unintentionally received that 
content information not contemplated by the USL 

requesting the subscriber information. However, under these 
circuirctances, it is OGCs opinion that the error, although 
inadvertent, must be reported to IOB, 

In accordance with the reporting requirements of E.O. 
12863, OGC will prepare the correspondence required to report 
this matter to 10B, 

LEAD(s): 

Set Lead 1: (AttlQN) 

AT 
hlF •D I Hi 

(U) For review and action deemed appropriate. If not 
already done so, sequester thç doçiwits at issw with the CDC and! 

await further instructions regarding disposition by NSLB. 

Set Lead (ACTION) 

COUN TEft T EftftOR ISK 

AT WASHINGTON, DC 

(U) Read and clear. 

"FÛÛTMCTES** 

( U ) i i : : " " ' - X EC from I I to OCG dated 01/16/2006 
and titled «SA ^ 

S Intelligence Oversight Board U Q B ) Violation -| [Division." 

V 2 ( U ) A United States person (USP)is defined in Section 101(1) of 
the Foreign Intelligence Surveillance Act (FISAKcodified at 1801 

SECRET 
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et seq.) as a citizen of the United States ïor' an aiien lawfully admitted 
for permanent residence (as defined in section 101(a)(2Q) of the Immigration 
and Naturalization Act) . . . . See also Section I3.U of The Attorney 
General's Guidelines for FBI Foreign intelligence Collection and Foreign 
Counter inte11i gence Invest igat i ons. 

i3':There are certain enumerated exceptions to this 
prohibition, See 50 U.S.C. Section 1302, 

Set Lead h (ACTION) 

INSPECTIOW 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate. 

S 
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DAH; 1I-IH0Û? 
ALL IIIF0ÄTI0IC0ÎITÂI1ED rLASSIFTED BY 6 r»179 DB8/KSB ''Ji 
HEREIN15 UNCLASSIFIED EXCEPT m M ! 4 (Cj" ' " ' ^ 
M E SHOOT 01BEBSISE i DECUSSIFf 01: 11-19-2032 

March 13, 2006. 
BY COURIER 

Mr. Stephen Friedman 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Hr, Friedman: 

Enclosed for your information 'is a self-explanatory 
letterhead memorandum (LHN), entitled "Intelligence Oversight 
Board U O B ) Hatter, Counterterrorism Division, IOB Matter 2006-

Tliis LHH sets forth details of investigative activity.which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 

Case ID ; 278-MKl229n6-VIO S e n ? ! : M H 
S E C W 

NSL VIO-35539 
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(U) 

Enclosure 

1 • 278-WK122973Ó-VIQ 

U N C L T E J R F E D WHEN 

D E I A C H V FROM 

C I A S $ ™ ENCLOSURE 

Derivedwom: G-3 
Dedass/w on: X25-1 

ìd\t/o 

A 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience- IU) 

1 * The Honorable Alberto R. Gonzales 
Attorney General 
IKS. Department of Justice 
Room 5111 

1 • Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 

SincereIy, 

Julie F. Thomas 
Deputy General counsel 

NSL VIO-35540 
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U.S. Department of Justice 
Room 6150 

IHTFInmiff nfflKTEHT BOARD (IDS) HATTER j^ß 
piVl SION 

IOB KATTER 2 0 0 i m (U) 

1 

'in 
0 

^ The| | p m s i o n reported this potential 10B matter 
involving unauthorized 
surveillance. 

f J 
who was and 

remains a United States person as that term is used in Section 
101< i J of the 
Foreign Intelligence 
Surveillance Act of 1976 (FISH. During the course of the investigation, 

I I issued two NSls, 
upon pursuant to the Electronic Communications 
Privacy Act, 18 U.S.C 

(S]
/ Ŝ ET 
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Working Copy — 

2709, Ttie object NSL requested subscriber and transactional records for 
email account:' 

bl 
b6 
b7C 

In October 2QQ5, 
transmitting 

responded to the two NSLs by 

i riformati on responsive to both on a single compact disk (CD). Subsequently 
[determined 

that the CO contained fut S email content for both accounts. Pursuant to the 
direction of NSL6, SA 

sealed and sequestered in A1 envelopes the CD, along with all 
paper copies of its 
contents. 

• 
and advised (S) On December 1, 2005,1 fcontacted 

regarding 
overproduction and requested verification of compliance with the limits of 
National Security Letters. 
In the interest of administrative purity, on December 10, 2005J served 

with • 

0 
transmitted a CD to the 

Office. Once again information responsive to multiple NSLs was included on 
the CO. 

On January 6, 2006, after having the information separated by 
email account/NSL, 

determined that once again had provided full email 

l a n d SA| I took corrective 
content. BasecUgon 
a d v i c e of c o c l a n d NSLB SSA 

action and 
ensured that the CDs, along with all paper copies of their contents, were 
sealed and sequestered in 
1A envelopes. 

^fijL Despite the fact t h a t ^ ^ ^ ^ l i m i t e d the scope of the subject 

provided content information concerning an e-mail 

1 Tr. •b7D 
hlV Jj Ih 

b6 
b7C 

another NSL, requesting subscriber and transactional records for eirail account 
On January I, 2006 

bl 

b7E 
b7D 
b6 
b7C 

b7C 
b7D 

b7E 

NSL to subscriber 
information 
account. Thus, the 

b7E 
b7D SE A 
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FBI unintentionally received that content information not contemplated by the 
NSL. Such viewing 
af stored electronic coimiunications and/or electronic surveillance was not 
authorized under the 
Çlççtroniç Cwwiications Privacy Act, Foreign Intelligence Surveillance Act 
and/or E.O. 12333, 
under these circumstances, it is OGCs opinion tiiat the error, although 
inadvertent, must be reported 
to IOB. 

(U) OGC has referred this matter to the FBI's inspection Division for 
action deemed 
appropriate. 

NSL VIO-35543 
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Working cop̂  - * - -
DECLASSIFY 01: 11-19-2032 

Prince: ROUTINE Date: 0^/08/2006 

Approved By: Thomas Julie F 

INTELLIGENCE OVERSIGHT BOARD MATTER, 
106 2006I 

b7C 

S y n o p s i s : " ^ it is the opinion of the office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board <IOB>- OGC will prepare a cover 
letter and ? letterhead memorandum ipr the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the 109. Submission of this matter to the OPR is 
matter within the cognizance of the IIS. 

$ DeriveOrom ; G-3 
De d a s & f y On; X-1 

(U) 
Reference: W ) 278-HQ-C1229736-V10 Serial 1147 

Administrative; (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 

Case 10 : 278*HQ*C122973ó*VI0 Serial : 1227 

NSLVIO-35544 
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dooment in WordPerfect 6.1. 

Derails: (U) Referenced communication from rh| |field 
Office| j dated 1/16/2006, requested that OGC review the facts of 
the captioned matter and determine whether it warrants 
'reporting to the IOB. in "our opinion, it does. Our analysis 
follows. 

{S) As discussed in the electronic communication 

b2 
b7E 

(EC)from| " " [ i t e d b e l o w j l j 
who was and remains, a 

United States person as that term is used in Section 1t)1(i) of 
the Foreign Intelligence Surveillance Act of 1978 (FISA).iT 

^ ^ During the course of the investigation,! | 
issued national Security letters CNSL1 pursuant to the Electronic 
Communications Privacy Act, 18 U.S.C. 2709. That statute 
permits the FBI to request subscriber information and telephone 
toll billing records that are "relevant to on authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, provided that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the first amendment to 
the Constitution of the United States." 

(S) On October K , 2005| fcrved two NSL's, 
including the subject one, relating to the above referenced 

| I uponl I 

The subject NSL requested subscriber and transactional records 
for email account! 

X) On or about October 20, 2005 responded to 
the two NSLs by transmitting information responsive to both on a 
single compact diik (CD). Subsequent!^ [determined that 
the CD contained full email content for both accounts, 

CDC 
i up 

• 

of NSLB, SA 

on learning that the CD contained full email content, 
and NSLB were contacted. Pursuant to the direction 

sealed and sequestered in Ai envelopes 

bl 
b2 
b7E 
bo 
b7C 

b2 
b7E 

bl • 
b2 
b7E 
b6 
b7C 
1 1 r\ b7D 

b7D 
b2 
b7E 

sìtKN 

b2 
b7E 
b6 
b7C 
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the CD, along with all paper copies of its contents. 

to December , 20051 I con:actej ~ [ a t 
and advised him of the overproduction and requested 

he verify compliance with the limits of National Security 
letters. 

(S) In the interest of administrative purity, on December 
10 2005 ' 
to 

servei ijith another WSl, addressed 
Irequesting subscriber and transactional records for 

email account 

FBI 
Lib JMfy'VWW, ransmitted a CD to the 

Office. Once again information responsive to 
multiple NSls was included on the CD, 

(S) On January 4, 2006, SA took.the CD to 
CAST and had the information separated by email account/NSi. A 
duplicate of the original CD was produced as well as tua working 
copies of information r e g a r d i n g ™ | 
provided the copies to SA| | 

On January 6, 2006,| |reviewed the contents of the 
original CD a M determined that despite (a) the fact that the NSL 
expressly sought only transacti^l records, and (b) the fact 
that had been personally contacted-regardinç 

jpHûr overproduction, full enaiI content was agâifl-
prûvided by 

(U) SSA 
to the infon 

retrieved all copies of the CO prior 
mation being sent to thecase file. Based vpon 

b7E 

b7C 
b7D 

b7D 
b2 
b7E 

b7D 
bl 
b6 
b7C •kj i \J 

b7E 

bl 
b6 
b7C 

b7C 
b7D 
b2 
b7E 

advice of CDC| ¡and MSLB S i ^ ^ t o o k corrective action, 
S^ lensured that the CDs, along with ail paper copies of 
their contents, were sealed and sequestered in 1A envelopes, They 
will be sequestered by the Chief Division Counsel, 

b7C 
b2 
b7E 

As required by Executive Order (E.0J 12863 and Section 
2-56 of the National foreign Intelligence Program Manual CNFIPH), 
QGC was tasked to determine whether the over collection errors 
described here are matters which must be reported to the !0B, 

NSL VIO-35546 
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They must. 

Because the email content was never analyzed, ft is 
unknown whethei collected historical stored email 
content, or if the content was gathered pursuant to subsequent j y 
surveillance. Over collection of stored email content could 
violate the Electronic Communications Privacy Act, 19 u.s.c. 
2701 et sçqr (ECPA), whereas over collection of subsequent 

surveillance could violate the Foreign Intelligence Surveillance 
Act (FISA) pen register provisions. 

W ^ Section 2,4 of £.0. 12863, dated 09/13/1993, mandates 
that Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
inspection Division, and the General Counsel, OGC, respectively) 
report to the I0B all information concerning intelligence 
activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive. 

^ ^ Pursuant to ECPA, in the absence of a appropriate 
authorization, it is unlawful to "access", or for a provider to 
"divulge11 the content of any stored electronic communications. 16 
.U.S.C, 2701(a)(1), and 2702(a). Consequently, any viewing of 
the content of any stored electronic communications must be 
obtained pursuant to a court order, 

^ The USA Patriot Act revised existing law governing the 
installation and use of pen registers and trap and trace devices 
to clarify that pen/trap orders not only apply to hardwired line 
telephones but also to wireless telephones, e-mail service, 
Internet communications, and any number of communications 
technologies. At the same time, the Act made several changes, to 
emphasize that a pen/trap device may not be used for the purpose 
of collecting the content of wire or electronic comnunications. 
Consequently, any viewing of the content of electronically 
transmitted communications must be obtained pursuant to a court 
order, i'3' 

( U ) ' in the present case, it is clear that the service 
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provider, erroneously provided content information . •b7D concerning an e-mail account and that the FBI unintentionally received that 
content information not contemplated by the NSL 
requesting the subscriber information. However, under these' 
circunstances, it is OGCs opinion that the error, although 
inadvertent, must be reported to IOB. 

^ In accordance with the reporting requirements of E.D. 
12863, OGC will prepare the correspondence required to report 
this matter to IOB. 

LEAD(s): 

set Lead 1: (ACTION) 

•b7E 

(U) For review and action deemed appropriate. If not 
already dene so, sequester the documents at issue with the CDC and 
await further instructions regarding disposition by NSLB. 

Set Lead 2: (ACTION) 

COUNTERTEfìRORISH 

AT WASHINGTON, DC 

(U) Read and Clear. 

'FOOTNOTES' 

Q i T : CSQ EC from to OCG dated 01/16/2006 
and titled "5A 

'b 2 
ntelligence Oversight Board (JOB) Violation j Division J1 j ^ g 

b6 
12': (U) A united States person (USP)is defined in Section 101(i) of 

the Foreign Intelligence surveillance Act (FlSA)(codified at 50 U.S.L 1801 b 7 C 
et seq.) as a citizen of the United States ior' an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Iimiigration 

SEh^ 

Page 2 

NSL VIO-35548 
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and Naturalization Act) , , , , See also Section I L M of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

Ï3'¡There are certain en«Jierated exceptions to this 
prohibition, See 50 U.S.C. Section 1602-

Set Lead 3; (ACTION) 

INSPECTION 

AT WASHINGTON, OC 

(U) For review and action deemed appropriate, . 

NSL VIO-35549 
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March 8, 2006 
BY COURIER 

Nr. Stephen friednan -
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Kr, Friedman: 

Enclosed for your infomation is a self-explanatory 
letterhead memorandum (LHH), entitled "Intelligence Oversight J 

Board (10B) Hatter, Counterterrorism Division, 106 Hatter 2006-

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations, 
(U) 

Enclosure 

1 - 27S-HO-C1229736-VIÛ 

Case 10 : 27Ô-HC-C1229730-V10 Serial : 1228 

Q < u ) 

NSL VIO-35550 
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UNCLAIMED WHEN 
DETACHERFROH 

CLASSAI E ^ ENCLOSURE 

DerivKkfpcm: G-3 
Declassify on: X25-1 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 • The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 • Mr, James A. Baker 
Counsel, office of intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 
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( U ) , 

b2 
INTELLIGENCE OVERSIGHT BOARD (106) HATTER J q 7 E 

| | DIV1S1 ON 

I OB HATTER 2 0 0 Q U > 

b7E 
X Thc| [Division reported this potential IOB matter 

involving unauthorized 
surveillance. 

(S 
J J 

•ho was and 
remains a United States person as that term is used in Section 
101(i) of the 

Foreign Intelligence 
Surveillance Act of 1978 (FiSA). During the course of the investigation, 
At I 
upoi pursuant to the Electronic Communications 
Privacy Act, 18 LLS.C. 
2709. The subject NSL requested subscriber and transactional records for 
email account: 

In October 2005 
transmitting 

responded to the two NSLs by 

SÊ J 

bl 
b2 
b7E 
b6 
b7C 
1 n Ti b7D 

1 n TV JD7D 
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jflifltaation responsive to both on a single compact disk (CD), Subsequently 
letermined 

that the CD contained full email content for both accounts. Pursuant to the 
NSLB, SA 
sealed and sequestered in Al envelopes the CD, along with all 

b6 
b7C 
b2 
b7E 

paper copies of its 
contents. 

(S) On December 1, 2005 • contacted and advised 

overproduction and requested verification of compliance with the limits of 
National security Letters. 
In the interest of administrative purity, on Decenter 10, ¿005J |served 

]rith 

On January 3, 2006, 
another NSL, requesting Subscriber and t y û â â f i l i û û â L t ^ û ^ for account 

transmitted a CD to the 

ice. Once again information responsive to multiple NSLs was included on 
the CD. 

On January 6, 2006, after having the information separated by 
email accaunt/NSL, 

determined that once again 
content. Based upon 
advice of CD(j | and NSLB SSA 

had provided full email 

1 and s| j took corrective 
action and 
ensured that the CDs, along with all paper copies of their contents, were 
sealed and sequestered in 
1A envelopes. 

Despite the fact that 
NSL to subscriber 
information, 

limited the scope of the subject 

provided content information concerning an e-mail 
account. Thus, the 
FBI unintentionally received that content information not c o n t e s t e d by the 
NSL. Such viewing 
of stored electronic communications and/or electronic surveillance was not 
authorized under the 
Electronic Communications Privacy Act, Foreign Intelligence Surveillance Act 
and/or E.O. 12333. 

S^î 

b2 
b7E 
bo 
b7C 
b7D 
bl 

b7E 
b7D 
b6 
b7C 

b2 
b7E 
b7D 
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Under these circumstances, it is DGCs opinion that the error, although 
inadvertent, must be reported 
to JOB* 

(U) QGC has referred this matter to the FBI's Inspection Division for 
action deemed 

NSL VIO-35554 
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OIS 11-21-2007 

March 8, 2006 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 502 0 
Washington, DX, 20503 
Dear Mr. Friedman: 
This letter forwards for your information a self-explanatory 
prirlnqnrp pntjitled "Intelligence OversiaJiL-Board (IOB) , /b2 

Division, IOB Matter 2006-̂  '1 (U) b 7 E 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney Generals Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 
Enclosure 
1 - 278-HQ-C1229736-VIO 

UNCLASSIFIED WHEN 
DETACH BE) FROM 
CLASSVFISD ENCLOSURE 

Case ID 278-HQ-C1229736-VIO Serial : 1243 
S E Î p ç t ë T 

NSL VIO-35568 



SESTET 
- Working Copy - Page 2 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

SEp^T 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b 2 

| |DIVTSTON b7E 
IOB MATTER 2QQ6| | (U) 

(U> The 
Bureau of 

iDivision of the Federal 
reported a potential IOB involving a r investigation (FBI] 

National Security Letter (NSL) requested by T 
which, through 
a transcription error, sought information about a telephone number 
belonging to a person who was not the subject of an FBI national 
security investigation. 

b7E 

-L2J Ting. MS norann I 
had the phone number 

the case agent directed the investigative suppor £ WW2ÏÏÏÏFT 
(ISS) to draft an NSL requesting information regarding tte 
number. The request had the subject telephone number as V 
however, due to an administrative oversight, t-hp W.QT. ̂ NI-LR?F 
telephone company had the t^i^hnnfi nnmbg-r ^a I 1 
agent's telephone extension in 

On 
specialist 

Riihiprt- inhnrip 

j ' n 

TTT5" 
The 

T 
case 

bl 
h 2 

b7E 
b6 
b7C 

^ ^ On 02/10/2006, the case agent opened the NSL results and 
noticed the discrepancy in the telephone number. The case agent 
immediately notified his supervisor and put the original results in a 
sealed envelope for sequestration with the Chief Division Counsel (CDC) 

NSL VIO-35569 
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Nothing from the original NSL results was uploaded into the FBI computer 
systems, nor was any investigative action taken based on the.NSL 
results. 

received 'b7E (U) Due to inadvertent typographical error, 
NSL results on a telephone number that was not associated with the 
subject of an authorized investigation. However, due to the fact that 
there was an unauthorized collection of presumed U.S. person 
information, the error is a reportable matter under Section 2.4 of 
Executive Order 12863. 

Derive&sf^^orn : G-3 

Declassdfv on: XI 

S E C K E T 

NSL VIO-35570 
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DATE: 11-28-2007 
CLASSIFIED BY 65179 DIffl/KSR/JT,J 
R E A S O N : 1 . 4 ( C ) 
DECLASSIFY OH: 11-28-2032 

Attn: 

Page 

Date: 3/8/2006 

k2 Inspection 
1 ~ ) 7 F Jounterintelligence 
b7C 

Toni Mari Fogle 
SSA 
CD-3B 

From: Office of the General Counsel 
National Security Law Branch/CILU/Room 7 97 5 
Contact; 

( U ) 

Approved By: Thomas Julie F 

Drafted By: 
Case ID 2 78-HQ-C1229736-VIO 

(TJ) Title: INTELLIGENCE OVERSIGHT BOARD MATTER 2006 h 2 

(U) S y n ops i s : i ^ C I t : o p i n i o n o f the O f f i c e o f the G e n e r a l 
Counsel ("OGC") that this matter must be reported to the 
Intelligence Oversight Board (IOBJ. OGC will prepare a cover 
letter and a letter head memorandum to report this matter to the 
IOB. Our analysis follows. 

i u ) • 

( U ) w Reference; (X) 278-HO-C1229736-VIO Serial 1115 

Deriv 
Decla 

rom : 
y on: 

G-3 
X-l 

ÍS) 

(UK 

Details: By electronic communication (EC) dated 12/19/2005, 
| HDivision requested OGC review of a possible IOB error in 
conjunction with an ongoing counterintelligence investigation. 
The following facts are derived from this EC. 

{S) On 9/9/2005, FBI 
Letter (NSL) to obtain subscriber 

" f f l T ^ I " " I T h f t N . Q T . w a s c j & i r w A h ^ F 

prepared a National Security 
information for telephone 

t 

h 2 

hl E 

on 9/28/2005 by FBI 

Case ID : 278-HQ-C1229736-VIO 
S E CR 

Serial : 1257 

NSL VIO-35571 
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(S) On 12/15/2005, FBI discovered that the 
original NSL dated. 9/9/2005 inadvertently requested information 
for the wrong telephone nnmïvar Qiihanyihov infm-mat-i^n Was b7E w ^ U J. A W If* J . V i i ^ V W J . i i V41I J . . X l l J- A-/J- I l l C l b X V > 1 1 

requested for froiophpwo nnmhay I | however, the correct 
telephone number was 

FBIs database, 
(U) Based upon these facts, in accordance with the NSIG and 

the terms implementing the reporting requirements of Section 2,4 
of EO 12863, it is our opinion that this error must be reported 
to the IOB. 

bl 

(U) Section 2.4 of Executive Order (E.O.) 12863, -b7C 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information concerning 
intelligence activities that they have reason to" believe may be 
unlawful or: contrary to Executive order or Presidential directive. This language was adopted verbatim from E.O. 12334, 
dated 12/04/1981, when the IOB was known as the President's 
Intelligence Oversight Board, 

(U) By longstanding agreement' between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the Attorney General's foreign counterintelligence 
guidelines or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 1233 3, if such provision 
was designed in full -or in part to ensure the protection of the 
individual rights of a U.S. person. Violations of provisions 
that are essentially administrative in nature need not 
be reported to the 
IOB. The FBI is required, however, to maintain 
records of such administrative violations so that the Counsel to 
the IOB may review them upon request, 
(U) ( V In this case, this matter must be reported to the IOB 
because FBI | |requested information on a number that had no 
relevance to an ongoing investigation as required by statute. b2 
This error was compounded by the fact that the results from this 
NSL wprp dnmmeni-.fid i n ^n RC anri subsequently entered into the b7E 

NSL VIO-35572 
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Lead(s): 
Set Lead 1 : 

AT 1 
b7E 

(U) Implement procedures to ensure the accuracy of 
information contained in NSL requests. Sequester all information 
from this NSL withl Ichief Division Counsel, and purge all 
information from FBI databases.. NSLB will provide further 
guidance to the CDC regarding the sequestered information. 

Set Lead 2 ; 
COUNTERINTELLIGENCE 

AT WASHINGTON, DC 
(U) Coordinate with Division to ensure that 

appropriate procedures are in place to ensure the accuracy of 
information contained in NSL requests and that the information is 
properly sequestered and purged. 

h 2 

hi E 

- Ms, Thomas 

- NSLB Library 

he 
hlC 

NSL VIO-35573 
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DECLASSIFIED" BY 65179 D H H / K S R / J U 
ON 11-28-2007 

March 8, 2 0 06 

Mr. Stephen Friedman 
Chairman Intelligence Oversight Board 
New Executive Office Building 
Washington, D,C. 
Dear Mr. Friedman: 
This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney Generals Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
1 - 278-HQ-CI229736-VIO 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

2 0 0 6 I I " ( 0 ) 

Case ID : 278-HQ-C1229736-VIO Serial : 1258 

NSL VIO-35574 
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Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

_LKEKLLIGENCE OVERSIGHT BOARD (IOB) MATTER 
|DIVISION 

IOB MATTER 2006] | (U) 
The | I Division of the Federal Bureau of Investigation has 

reported a possible violation in conjunction with an ongoing 
counterintelligence investigation. By electronic communication (EC) 

requested FBI Office of General dated 12/19/2005 
Counsel review 
of this possible IOB error. The following facts are derived from this 
EC. 

' X NSL VIO-35575 
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(S) On 9/9/2005f FBI prepared a National Security Letter b7D 
1\1C*T > t- ̂  g i ^ b s c r i b e r 1 n t r > K m a 1 - -j n n f o r t ^ l g n h r m g n n m h p r 

[on 9/28/2005 by FbJ f 
{S) On 12/15/2005, FBI discovered that the original NSL 

dated 9/9/2005 inadvertently requested information for the wrong 
t-oi opVno nnmK&>- gniinô-r-i information was requested for telephone 
mimhp-rl | | however, the correct telephone number was , 

bl 
jfrŜf In this case, this matter must be reported to the IOB because 

FBI| |requested information on a number that had no relevance to an b7C 
ongoing investigation as required by statute. This error was compounded 
by the fact that the results from this NSL were documented in an EC and j^g 
subsequently entered into the FBIs Telephone Applications database. 

(U) Based upon these facts, in accordance with the NSIG and the 
terms implementing the 

reporting requirements of Section 2.4 of EO 12863, it is our opinion 
that this error must be reported to the IOB. 

SECRSJT 
NSL VIO-35576 
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Precedence: ROUTINE 

To 

Date: 03/09/2006 

Counterterrorism 
Inspection 

Attn: SAC, CDC 
AD 
internal inspection section 

From: General Counsel 
National Security Law Branch (NSLB) 
Contact; 

Approved By; Thomas Julie F 

b7E 
b6 
b7C 

Ail IIFOPMTIOÌJ COITAIllI) 
flLKHiiy UKLiiÄtolfitLf tAli,fi 
HEBE SH01J OTHERWISE 

DATE: 11-28-2007 
CLASSIFIED BY SSl^S Bffi/KSR/JlJ 
REASON: 1,4 (C) 
DECLASSIFY 01: 11-28-2032 

Drafted Bv: 
(U) A/ Case ID f̂  276-HD-C1ZZ973Ó-VI0 (Pending) 

(S) .. 

b l 
b2 
b7E 

Title: Of) TFO 
SSA 

b6 
b7C 

POSSIBLE INTELLIGENCE .OVERSIGHT BOARD HATTER 
IOB MATTER 200d 

a 

Synopsis: ^ It is the opinion of the Office of the General Counsel 
(OGC) that this matter must be reported to the Intelligence Oversight 
Board (IOB) and to the FBI Inspection Division. OGC Mill prepare a 
cover letter and a memorandum for the Deputy General Counsel to report 
this matter to the IOB. Our enslysis follows, 

(U) D e r i v & U p A : G-3 
DecLaaiiify^On: XI 

b2 

Details: (S) As discussed in the electronic comuni cat ion (EC) 
referenced belowil 
accordance with the Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection (NSIG), 
During the investigation of a U.S. person (as that term is used in Section 

bl 
b2 
b7E 

Case ID ; 278-HQ-C1229736-VIQ Seri gl ; 1262 . 
S E \ T 

NSL VIO-35577 
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101(i) of the Foreign Intelligence Surveillance Act of 1970 
(FiSA),i'2 • a National Security Letter (HSU was submitted 
for toll records for the subject's home telephone number fo| | 

to the tin» the NSL was issued. Due to an error 
on the part of the Joint Terrorism Task Force Officer working on the 
case, the telephone number was'misidentified, Consequently, records 
unrelated to the subject were received. The error was quickly 

CDC. recognized, and the records have been sealed by the 
All relevant records have been permanently charged out of.the FBI's 
Automated Case Support system. Neither the incorrect number nor any 
records r ceived with respect to the number were uploaded into FBI 
databases F3 

(U) Section U of Executive Order (E.O.Ï 12863, 
dated 09/13/1993, mandates that Inspectors General and General Counsel 
of the Intelligence Conmunity components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report tc the 106 all information concerning 
intelligence activities that they h^ve reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive, This language was adopted verbatim from E.Q. 12334, dated 
1ZAK/19B1, when the iofl was known as the President's Intelligence 
Oversight Board, 

When the FBI issues an NSL for toll 
records, it must certify in accordance with Title 18, U.S.C., Section 
2709(b), that "the name, address, length of service, and toti billing 
records sought are relevant to an authorized investigation to protect 
against international terrorism or clandestine intelligence 
activities, and that 

such an investigation of a United States person 
is not conducted solely on the basis of activities protected by the 
first anendinent to the Constitution of the United States." This 
means that the subject of the NSL need not be the subject of an FBI 
investigation but there must be "relevance" to some authorised FBI 
national security investigation, In this case, despite the honest 
mistake of the Task Force Officer, the FBI received telephone records 
for which no relevance existed to an authorized investigation, 
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Therefore, we believe this matter must be reported, 

{U) OGC will prepare an appropriate cover letter and 
memorandum for the Deputy General counsel to report this natter to the 
JOB. 

"FOOTNOTES** 
(UK. w 

il y-jfy EC from thj Ipivisicn, dated 01/25/2006 and titled 
Intelligence Oversight Board (10B) Hatter (hereinafter cited as 
EC), 

b2 
b7E 

" " i 2 T A United States person is defined in Section 101(i) of the 
Foreign Intelligence Surveillance Act (FISAKcodified at 50 U.S.C. 1801 et 
seq.) as a citizen of the United States i'or' an alien lawfully admitted for 
permanent residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . . 

Ï3': (U) EC. 

( U ) i V : ^ ) Part V. 12 list use of NSLs as an authorized investigative 
technique "in conformity with . . . IS U.s.c. 2709 (relating to subscriber 
information, toll billing records, and electronic conmvnication transactional 
records),11 
LEAD (s) 

Set Lead 1: (Action) 

AI 
b7E 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 
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(U) for action consistent with this opinion, 

Set Lead 3: (Action) 

INSPECTION 

AF IIS, WASHINGTON, DC 

(U) For action deemed appropriate. 

I • ite. Thomas 

I I 1 1 1 b7C 
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