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Dear
Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
(U.5.C.), Section 3414 {a) (5), (as amended, December 13, 2003),
you are hereby directed to produce to the Federal Bureau of
Investigation (FBI) all financial records pertaining to the
customer{s}) and/or accounts listed below: '
(S]WNAMElw) ________________________
h bl
(g . bé
ACCOUNT NUMBER {g) 7| ' b7C

FOR PERIOCD

If the time period noted above is to the "present," that
term is intended to request information to the date of the processing
of this request. If providing information to the date of processing
is not feasible, please provide information tc the date of receipt of
this request.

‘ Please see the attachment following this recquest for the
types of ‘information that your financial institution might consider
to be a financial record.

In accordance with Title 12, U.S.C. Section 3414 (a) (5) (A},
I certify that the requested records are sought for foreign
counterintelligence investigation purposes to protect against
international terrorism or clandestine intelligence activities, and

case ID_{ b1
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that such an investigaticn of a United States person is not conducted

selely on the basis of activities protected by the First Amendment to
the Constitution of the United States.

In accordance with Title 12, U.S.C;, Section 3403(b}; I
certify that the FBI has complied with all applicable provisicns of
the Right te Financial Privacy Act.

Please be advised that Title 12, U.S.C., Sectiocn
3414 (a) (5) (D}, 'prohibits any financial institution, or ocfficer,
employee or agent of such institution, from disclosing to any person
that the FBI has sought or obtained access to a customer’s or

‘entity’s financial records under this statute. ' SN
¢ Dy

" You are requested to provide record e to this IbYE
request personally tc a representativeée of thet:fjffjjf:]Division be

within 25 business days of receipt of this request. b7¢C

Any questitff:fff:fije regarding ;his_:nanash_shanld_ha1
directed only to the Division, Sa

Due to security considerations, ycu should neither send the
records through routine mail service nor disclose.the substance of
this request in any telephone conversation. '

Your coéperation in . this matter is greatly appreciated.

Sincerely, ;b2

Special Agent in Charge

ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following types
of information which may be considered by you to be a financial
record in accordance Title 12, United States Code, Section 3401(2):

SE% NSL VIO-35440
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02/16/2006

ALL TNFORMA

DECLAYZIFY OHi 11-06-20%2

Precedence: ROUTINE Date:
To: Inspection . Attn: IIS
General Counsel Attn: NSLB
Eb2 From: _ _
b7E Chief Divaision Counsel
b6 Contact:l
b7C \
ol Approved By:
Drafted By:
. . Tase ID #: (S) Pending)
ibl ~~~~~~~ MVMMM%mgg( -VIO (Pending)
b2
(H97E tleﬂmmmo<) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER, (IOB)
b7A SA CASE _AGENT;
sSsA

(Ul synopsis: c§( NSL directed at incorrect telephone number.

(5]

(0) Derived From : G-3
Declas&l Oon: X-1 11
(USPER) b2
b7E
Details: {S) b7A
iﬁ}mwmwmwwg%{ During the week of 01/16/2006, case agent asked
the Investigative Support Specialist (ISS) to create a National
Security Letter (NSL) for telephone number information.
[E=8] The cace bias oepearabad of o leo-od st nl I bl
1 bTA
| [and subject telephone number. Lhe subject b2
telephone number was incorrectly transcribed from the ECPA EC b7E
request to the ECPA.E&L_rggmes;_1 The ECPA EC had subject b4
telephone numuber as | however, due to an . 5
adminigtrative oversight the ECPA NSL directed at b7D
I:Ihed-a-nele-nbml
number of Case agents telephone
extension isl I
{17y - 9{) During the week of February &, 2006, the case
Case 1D |
L Z 8- Ll227 736 V1o 12UL :
iSh - —3BERET : '

NSL VIO-35443
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agent received the NSL response. On February 10, 2006, the case
agent opened the results and immediately noticed the discrepancy
in the telephone number. The case agent immediately notified his
supervisor and put the original in .a sealed envelope and
gubmitted it to the Chief Division Counsel. Nothing from the
original NSL was uploaded.

tt]ij“aﬁ No personal or identifying information on the

incorrect telephone number was upload ' 3 from the NSL
return. Additionally, no ACS checks, or other

restricted government data bhase checks were run on any

‘ ion from the NSL return. Also, no [ |
checks were done on the information.

in”“&Q A copy of the original NSL as well as the resultant

information is being maintained in the Chief Division Counsel’s
safe. . ’

(UI~,£ As nothing from the NSL has been reviewed, SAC
recommends no administrative action bhe taken in this

LEAD(s) :
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC
(U) Read and clear.
Set Lead 2: (Info)
GENERAL COUNSEL
AT WASHINGTON, DC

{U) Read ard clear.
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. VHERE ~SHUWH OTHERUTSE

Precedence: ROUTINE | Date: 02/06/2006
To: Inspection Attn: 1IIS
General Counsel ' Attn: NSLB
Attn: SA |
Fro
Contact: TFO .
b2
hpproved By: b7E
. bé
b7C
Drafted By:
(T) case ~ID~»#~:“..X | VIO  {Pending)
T8-HQ-C1229736-VIO (Pending)
‘ (38) : » bl
iy Title:-- )&} INTELLIGENCE OVERSIGHT BOARD (IOB) ‘ :EZA
TFO B o)
b7E
b6
Synopsis: M Report possible Intelligence Oversight Board (IOB) o
vieolation.
(U:,l (§< Derived Fromm— I =3, Jan. 1997
Declass] = 02/067
Details: ]
(U} The Case Agent is Joint Terrorism Task Force Officer
(TFO}I I ‘
bé
(8} b7C
: , X bl
e 9{) The subject is a U.S. person. bIA
(S} b2
b7E
Case ID : 278' |A67604-VIO Serial : 17 .
. 27R-HO-C1229736-VIO 1160 bl
bIA
(Sj ps= === ) B2

NSL VIO-35445 bL7E
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48]

NSL dated 0772972005 and its .a
The NSL, which was Rrenaris

Q{) The possible violation occurred in connection with a

rovin

Taglk Foree Officer

EC

Division Joint Terrorism

ganesred toll record dnformaticon

|teleph

inadvertently misidentiiigd bv T
information unrelated to |

rnucLLaa.n:axids:.xia.an.ﬁ:.ﬁrom the

1s;

wasg

r; however, was

and

telephone record

recelved from the telephone

e

Division dated 09/14/2005

(S) The mistaken toll records were segaled bv {he
Division Chief Division Counsel (CDC) |

n 02/06/2006 and are keing maintained in a secure manneran.;hﬁ....1
DRYCving EC

all which specifical
numper,
nelther the incorrect number nor any records received with respect to
ploaded into FBI databases, including

CDC s office. _The NSL dated 07 29/2005, its a
and the| '

responsive EC

ly referenced the incorrect telephone

have been permanently charged out of ACS. Furthermore,

4L Dhave otherwige been u
LEAD (s) :
Set Lead 1: (Info)

INSPECTION

AT WASHINGTON, DC

(1T M " For information.

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

\EBSREE\'
NSL VIO-35446
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01/25/2006

Precedence: PRIORITY Date:
To: General Counsel Attn: _NSLR
Counterterrorism Attn: ITQS T"'i I
uel, |
SSA
SSh
;b2 From:
H7E
bé Contact: A/SSA
b7C . i DATE: 07
Approved By: CLA 65179 DMH/KIR/TW
oy
DEC i 11-08-2032

1l Drafted By:

DA sase 0 #: () [ |

ALL- INFORMATION CONTAINED
HEREIN I% UMCLASSIFIED EXCEPT
© WHERE SHOWH OTHERWISE

b2 T 278-HQ-C1229736-v10O (Pending)
b7F NS 278 C45386 {Pending)

bé

~b7C:Title: {S)

LY

Synopsis:
of FISA coverage of subject.

INTELLIGENCE OVERSIGHT BOARD

™Sl To report potential IOB vielation during course

LR Derived F{?Z;:::§§£5§§§:§-3, January 1997
Declassify ~ Jan 5, 2031
51 |
. bl
Details: (S/OR/NF)} The f?llgming_ig_a_dgﬁailed cuplina of the b2
investigation ¢f subject, USPER, H7E
related to the electronic _surveillance Coverage of cellular i
telephone lin : jb6
b7C
(S) b7A
Case ID |- b1
(8- 278-HQ-CL223736-V10 TIIE  7a
278 }cas3es : 105 b
RET o
b7E

NSL VIO-35448
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Divisign to ahtain NSI
resultrs on the siuublect’” sl le-mall accaunt
la_cubseguent NSI,

was served opl

()

:S/NF/OC)I |

(S/NF/OC)

('S/NF/OC)I I

(e /ne/ac |
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(S/NF/OC)
{(8//NF/0OC
(S//NF/OC) .
bl
b7A
b2
b7E
bé
b7cC
b4
bh7D
(S/NF/0OC)
(S//NF/QOC)
OC) On January 20, 2006, at approximately 4:45 p.m., b2
| b7E

= bl
NSL VIO-35450
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the cellular line was disabled. At appr?ximahglx'S:OS p-m,

contacte to inform them of request to stop
| Ir
a_short telephone conversation with | i'
faxed a notificationl T3t approximately 5:25 p.m.,
to stop coverage of the above-listed cellular line as soon bl
as possible. Thus, i !took 1mmed1ate steps to halt all b2
coverage on the cellular line, . BIE
S/NF/0OC) On January 20, 2006, at approx1mately 5:45 p.m., ;b4
contacted ITOS II| lte inform them tha as b7D

not the subscriber to cellular

adviced FRIHC that

igsconnect

the coverage as gscon as possible. FBIHQ concurred with
conclusions and actions. Subsequent conversation with FBIHQ-
indicated they were in contact with National Security Law Branch

" to inform NSLB of the situation. FBIHQ further advised that NSLB

requested the cellular data be sequestered and the circumstances
were documented as scon as possible.

'I

0C) On _January 24, 2006, at approximately 4:30 p.m., 1
Lenaved bVA

CONLALIlINg Cthe cel] ephione

activity. A/SSA | took possession of angl kenc tha b6
disk sequestered with notification to CDC b7cC

wil] be forwarded to NSLEB for storace and yeview, At the tiwme b2
was removed, b7E

LEAD(s) :
Set Lead 1: (Action)

GENERAL CQUNSEL
AT WASHINGTON, DC

L Forward notification through proper channels for
review of potential IOB violation.
Set Lead 2: (Info) *

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U} For information.

"SEGREI_~

NSL VIO-35451
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Precedence: ROUTINE
Counterintelligence
General Counsel
Inspection

To:

From:

;"§Etnn?~

Working

Bttn:
Attn:
Attn:

Copy - WHERE- SHOWN- OTHERWISE

Date: 02/10/2006

ALL INFORMATION CONTAINED
HERETN 15 UNCLASSIFIED- EXCEPT

Page

CD-2¢C, SSA

NSLB -
1Is

Contact: GA

Approved By:

Drafted By:

Jase ID #: (S)

b7¢C

(5

278-HQ-Cl229736-VIO 1

Synopsié?”“&ﬁ

To advise FBIHQ of facts

conceivably be reportable tc the IOB.

sent an NSL requesting billing and subscri

Pending)

hat coyuld

Division

[DET Lecordas for a

Th

cellular phone believed to bhe owned by the subject, however in

addition,

the company returned the reccords of
prior subscribers for that telephone number. .
forwarding the facts surrcounding this inciden

tha two (2)
is
L to FBIHQ to

determine whether there is a reportable IOB violation.

(-

Deriv
Decla

G-
02

e/ From :
{fy On:

3 ¢
/10/2031

b2
bL7E

AKIH

| w1

VAR

b2
b7E

Enclosure(s) :

(S} A copy cof the original National Security

Letter cover EC; a copy of the National Security Letter; and a
f the EC documenting the collection of records from

Co 0
and submission of
resu S (=] e 1le. -

Details: (8)
Security Letter
address,

(NSL)

On 11/14/2005 SAQ
te be dratte o)

~length of service, and local and
billing records for cell telephone number

requesﬁed a National
r the "subscriber name,

- = = —-—-

Case ID} -

b4
b7D

bl
b2
b7E
b6
b7C

(8

PR (O FT WA LT A XS]

1261
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bl

X on l2/Of.L2.D.D§.._an_N5L_hLiE sent cof |
(S._Dim.slan_ti: deliver | -

The NSL advised "Under the authority of Executive b2
Order 123233, dated December 4, 1981, and pursvant to Title 18, '
United States Code (U.8.C.), Section 2709 (as amended, October 307E

26, 2001), you are hereby directed to provide the Federal bd
= Bureau of Investigation (FBI) the name, address, length of bh7D
t J sérvice,-and all local and long distance toll records for the

following gglgphgng nghng“

r 21, 2005, forwarded the ' bl
which were placpa—imeal ] b6

Upon the records' arrival to ivision, b7
S Teviewed the cover EC and the documents and b2
discovered that the records included not only the billing Pe
records for the subject, who was the current subscriber for Qb7E
the number, but also the billing records for the two (2} priox
subscribers.

- SA consulted with CDC

who advised that the records of the previous two subscribers bé

should be sealed in an envelope until determinaticon was made

as to whethek is-needed to be referred to FBIHQ. ©On January bic
- 20, 2006, BSA sealed the documents in zn_gavelope.
rsuh.ﬁm;;iﬁ SSA advised SA that CDC

ad recommended that this matter should be
reterred to FBIHQ to determine if this is an IOB v1olat10n and
that the documents in question should be sealed.

(e '““Gﬁ This sealed envelope will be placed into the

file pending further instructions.
LEAD(S) :
Set Lead 1: (Info)

CCOUNTERINTELLIGENCE

AT WASHINGTON, DC

‘m“““ﬁé Read and clear.

set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC v
b2

m- : ) '
ij QQ NSLB is requested to advlse[;;::::::]on the b7E
appropriate handling procedures of the records received that
TECRET
NSL VIO-35454
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were outside the scope of the NSL,
Set Lead 3: (Info)
1IS

AT INSD

iuﬁ““»gﬁ Read and clear.

SECRET .
NSL VIO-35455

Page
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DATE: 11-14- .Zl‘!ﬂ”‘ . SRR

Precedence: ROUTINE

I

ALYL INFORMATION CONTAINED
HERPEIN 1% UMCLAZSIFIED EMNCEFT

WHERE SHOUN OTHERWIZSE

----"Working Copy ---- Page 1

Date: 03/07/2006

To: attn: | |
Director's Office Attn: OPR
General Counsel Attn: AGC
FProm:
b2 _ Lega'—ﬂn" L
C Contact: CDC
b7E
b6 approved By:
b7C
Drafted By:
16} ISR ]
Pl xp #: (s
b2 AR) 278-HQ-CIZ229736-vIO (Pending)
b7E . :
sz >: '£9<: POSSIELE INTELLIGENCE OVERSIGHT
2006 -
e
Synop81s &6 To return material provided pursuant to an NSL
to the financial instiution.
gy ) perivk From : G-3
Declagdify On: X1
i - ReferenceT“1>< 278-HQ-C1229736-VIO Serial 1177 b2
Enclosure (s) : \\B$ Enclosed for| lis a 12 Ib7E
paterial provided bv | | jb7D
b4
(NSL] 155Ued DY S&C
Detadla. {Q\I I igcuecd on T\TSTI |
|
| =1 bl
1 [for tinancial gecords » b2
relating to the subject. By EC dated 08/02/20085 | EB7E
forwarded documents respon31ve to this NSL to] I Tn v 8
December 2005 while reviewing the documents thel | B
case agent noted b7D
that several documents were: not related to i
the subject. The records were not further reviewed and were b4
secured by the CDC pending notification of a pessible
Intelligence Oversight Board (JOB) Matter General Counsel,
in the referenced EC, directed to return this
(S:l ~cagse To V-

278-HQ-C1229736-VIO
TSEERET

1209 bl
'bQ

NSL VIO-35456 bTE
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material tg for return to the financial
institution.
. . _ v -
Set Lead 1: {Action) ) . o b7E
AT )
- N A f——— B b2
(&) _Retyurn the enclaged d‘hﬁh‘rﬂﬁnr'q---f-nl bf}E
b4
Set Lead 2:  (Info) 4 b7D
DIRECTOR'S OFFICE
‘AT OPR
(U:l """" ) Read and clear.
Set Lead 3: (Info)
GENERAL CCUNSEL -
AT WASHINGTON, DC
(>< Read and clear.
(- |
SR

NSL VIO-35457
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WHERE :$HOWN OTHEERWISE

Precedence:

To: Inspection

Wﬁl‘,ﬁzwilthtﬂﬂﬁ}‘,
Y EXCEPT

---= W ki C )
Oorxing Copy i

ROUTINE

A.3 (0]

(65173 DMH/RER/Iige 1

DECLASIIFY QGN: 11-14-2032

Date: 02/07/2006

Attn: Internal Investigations

General Counsel Attn: NSLRE
. AG
, Attn: S8 |
bz sa
bTE Attn: Sa
b6
b7c rom: Counterterrorism
ITOS 1/CONUS_4/Team 15
Contact; IA

it

bl

b7E
b7A

. Anproved By:
b1 T

b2 afted By:

bH7E o

b7A =

h6 i

h7¢
Title:

(U
Synopsis

#:

(8

2

{s)

)

O

Z78-HQ-C1229736-vI0 (Héﬁﬁfﬁl}

Report possible Intelligence Oversight Board

~ 11I0B) violation.
bl

b2
b7E
toe .
b7cC
b7A

m-

X

Derive rem : G-3
Declasgify On: X1

(U}

(S)

The Case Agent was SA

The name of the subject

is

L I -Eﬁj The subject is a non-U.S. person. 1l
| b2
b7E
b7R
. {S) A National Security Letter (NSL) was submitted in bé
captioned investigation] L for email account B
] i
On or abou 2005,] |received b4
the results oL this NSL from I However, 1r addicion to ) bh7D

providing header and subscriber intormation,

= = -

Case IDM

isy,,»

Imm Q- 29736-VI0

1152

NSL VIO-35458

accidentally
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ﬁrovidedl | fu »f emails in this account.

This was discovered only after examining the

. CD-ROM received from, ] cal reviewed the text of

' approximately 22 ils
realized that had mistakenly provided thie rull content or

be
bTE

the emails, and then immediately ceased reviewing any further
emails.

AE::fff] It should be noted that, because all of the emails
that S

mistake did not cause the FB 0. galn any aaditional 1ntelligence

information.
LEAD(s) :
Set Lead 1: (Info)

INSPECTICN
AT WASHINGTON, DC
(Ul“““dég For information.
Set Lead 2 (Info)
GENERAL COUNSEL
‘AT WASHINGTON, DC
() ~W~QQ For information,

Set Lead 3: (Info)

AT

in”"”WEN: For information.

Set Lead 4: (Info)

(U}mebé For information.

-‘~§§ERBE~‘

NSL VIO-35459

b2
b7E
b6
b7cC
b4
b7D
b7A



R ) LATE: 11-14-2007 :
ALL: INFORMATION CONTAINED :
SECRE®— CLiYYIFIED BY 65179 DMH/ESKYTW
---- Working CoOpy REASUN: 1.4 °(0) Page 1
DECLAZSTFY My ~11=14=20%2 '

Precedence: ROUTINE Date: 01/04/2006
To: Inspection ' Attn: Internal Investigations
Sect.

General Counsel Attn: Natl. Sec. Law Branch
: Asst. Gepnl., Coupsel

From

ega] IInit
Contact: CDC

D2 Approved By:
bTE ’
:bE' Drafted By:
b7C

Case ID #: (U} 278-HQ-Cl229736-VIO (Pending)

Title: (0) CDQ

l !DIVISION
NTELLIGENCE OVERSIGHT

BOARD (IOB) MATTER

Synopsis: (U) To report potential IOB matter to the
Inspection Division and to the General Counsel.

. iUJWmmmmmgg( Deri From : G-3
bl DeclaSsify On: X1

ib7_A Details: (3) This ult of an
be investigation title |
bic | bl
{3 as g rigation a NSL was signed bia
byl "~ ] sac bn 10/21/2005. The NSL b2
diyecred tol ] b7E
| 1 The NSL goughr be
scriber and toll records for telephone number| | eTe
|servgd_the NSI_gnd, via an EC dated 12/30/2005, I -
returned to & package of material provided by the ;b4
telecommunications company. The[::::::]EC includes the name b7D
and address of the subscriber to this telephone number.
|:S'| fX.I_Lh on receiving the material the case agent, SA
1 - noted that the telephone number subscriber

was unknown to Him. He then checked the telephone number and

~ noted that the NSL‘shéuldwhaye requested subscriber/toll '
BE information for telephone number| | 1n [ |

B7C " the CDC prepares NSLs upon the request from case agents.

b2 .. el llllllll_.
b7E  Case ID : 278-HQ-C1229736-VIO Serial : 1113
b1 SNT

NSL VIO-35460
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Apparently CDC __Jimproperly typed the telephone
number when preparing it. The number was correctly stated on
the cransmittal EC. ' :

iUlm\_Dgi .

. ckage of material frodq

received from[:fff:fj has ngt_beepn copeped and -will be stored
in a secure Jlocation in thel office pursuant to an
email of AGq to all COCs dated 11/22/2005.

LEAD({s} :
Sét Lead 1: (Action)
INSPECTICN -
AT WASHINGTON, DC
(U} Review this EC and take action as appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTCN, DC
(U} Review this EC and advise the Ihspectioﬁ

Division, IIS on the referal of this matter as a potential IOB
violation. '

sfhﬁ'r

NSL VIO-35461

Page
bo
b7C
b2
b7E
b4
b7D
b6
b7c
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b7E
be
b7C

ALL INFORMATION CONTATNED \EERSEET' AT - e
(FIED EXCEFT CLASSIFIEDR BY ©5179 PNH/ESE/SIW

“v< Working COpYrREASON: 1.4 Page
DECTASEIFY 0Ny 11-14-23032 ’

P

Precedence: ROUTINE Date: 01/04/2006

To: Inspection Attn: Internal Investhatlons
Sect.

General Counsel Attn: Natl. Sec. Law Branch
L. Genl Counsel

From:

_ Legal Unit
Ccontact: CDC

}pprOVed By:

Drafted By:

Case ID #: (U} 278-HQ-Cl2298736-VIO  (Pending}

Title: (U) POTENTIAL INTELLIGENCE OVERSIGHT

BOARD (ICB) MATTER

Synopsis: (U} To report potential IOB matter to the
Inspection Division and to the General Counsel.

fUF"}Xi ..... _ Derivesy/From ; G-3
Decla y On: X1

Detalls (§) This matter has rise the result of 3 NS,
d din an dnvestigation titled. I

T As part of this investigation SAL b2

for . b7E
TCial LECcords oI the Subject] . | b7D
This NSL was transmitted by EC tol [for ba

Sservice. By EC dated 08/02/2005,| lLransmitted
Lhe ryesults of the NSL received from to

SAl I the case agent in
this matter _began yeviewing the documents and in December

neted that had provided two documentg
were unrelated to the subject of the NSL. One is a
Letter of Authorization for a wire transfer and the other is a
letter from an individual who appears to be[::::::::]customer

Case ID : 278-HQ-Cl229736-VIO Serial : 1114

NSL VIO-35462

bl
b7A
b6
b7C
b2
b7E
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reguesting - noted in the first
document . d‘§sz'l"Tﬂiaa no_use se documents and
notified| ' CDC nested that he
forward the documents to the CDC. ssumes the
relate to a customer of| Jho is a U.S. Person.

d these documents pursuant to an email
rom AGC to all CDCs dated 11/22/2005..
Nothing ocuments has been uploaded into any
database or stored in any file.

tEJ‘W“ﬁéglqu - |nnt9 hat there is nothing in the
NSL which should have le to produce the two documents
detailed above. '

LEAD (s) :
Set Lead 1: (Action)w
INSPECTION
AT WASHINGTON, DC
(U) Review this EC and take action as appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL
AT WASHINGTQON, IC
(U} Review this EC and advise the Inspection

Division, IIS on the referal of this matter as a potentlal IOB
violation.

s%h:{
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Precedence: ROUTINE ’ , Date: 01/03/2006

To: Counterintelligence Btt.: SSA
LXx 1 Room 4W-100

From

Contact: SA

Approved By:

Drafted By:

Case ID Hy W 278-HQ-C1229736-VIO (Pending)

Title C}( FOTENTIAL IOB MATTERS

iUTwSynﬂpSlS%M%g Provide additional'background to

Counterintélligence as to genges f error in instant matter;
enclose copy of letter sent b Legal Unit to OIPR.

Enclosures: (S) Une1§gu;§d_ggnx_gﬁ_issgsx1from CDC to.b1
QIPR enclosing four pertinent to instant 5

" matter and describing eryrar which occurred regarding cellular b7A
telephone number b6
b7C
(1) :X Deri From : G-3 B
' Declass Oon: X1 ) j
. , b7E

Details:'xiﬁi OIPR, in their draft of a letter to the United

" States Foreign Intelligence Surveillance Court, which was

provided to the FBI for review and clarification of certain

matters, requested additional informaticn as to why the error in o
[:fffj matter cccurred. While the above-referenced letter from the BTE

Legal Unit to OIPR succinctly sets forth the circumstances
surrounding the error, this communication provides additional
information as requested by OIPR as to the source of the erroér.

(Sl _The follawing g tha camianca of avanta whisch 124 to the
I’Q\l
an ]
VRS
Cagce ID : 278-HQ- Cl229736 VIO \% Serial : 1119
SE T
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} National Security Letters requesting subscriber and
billing records for each of the cellular numbers were prepared
and leads set for their service to the offices with jurisdiction
for the particular carrier. '

(el |

chat time ad NOL yet responded LCO Ghe i1ead rtor
service of the NSL for the above pumber, as well as for cellulﬁ
——Celeaals e YUMbers for whic

was also the carr1er.|

then, the case agent asked another agent,
who ha een assigned the task of determin:’i subscribers for

the cellular telephone numbers, to contact and stress the bl
need for an immediate response to the lead: : h7A
(8) Several days_later, this second agent advised that he jb4
had received a reply fro@ The case agent does not recall :b7D
the exact substance of what the second agent advised; however, be
Lhe case agent then aubmytteadl ] b7C
b2
CThis, b7E

Teads the case agent to conclude that he had been advised that
’ | h'as the subsecriber for the i;m_;em.gnbl

numbers Ior which coverage was requested, but
had discontinued service foxr the third numbker.

231 |

I"-I‘he case agent then emailed |
and asked that coverage of this number be terminated.

{S) The case agent then reviewed ACS and saw that there was
an EC uploaded on 03/30/2004 relative to service of the NSL for

bers, and the results ;.D&L&EQ.._AE_J.MLSALEI above,

had been subscribed to but bl
SErvice was disco Al Lac o
I.a.].sn_snmcribed tol | bR

lvas also subscribed td B jb6
| but service had been discconnected b7C

L bé) The case agent then advised the Legal Unit, in person,
that a potential IOB violation had occurred as above-described.

t8) ) Questions pertaining to the_above may be directed to
the case agent for the instant matter, SAl bé
| b7C
b2
b7E

SN
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Precedence: ROUTINE Date: 1/20/20086

To: Attn: CDC
b2 .
bTE Counterterrorism _ Attn: ITOS I, Conus 2, Team 4
Eb6 Inspection Attn: TIIS SC Toni Fogle
b7C

From: General Counsel :
" Natiocnal Secupitiz Taw Brapch/ATrIy 1/1x. 1 €324
Contact: SSA

Approved By: _Thomag Julje F

Drafted By:

EUJCasefiDm#fm"me 278-HQ-C1229736-VIO Serial 1092

Ty, :: (U)  Intelligence Oversight Board
(IOB) Matter 20061t|

(U ) o L

Synopsis: - It is the opinion of the Office of the General

Counsgel that the above referenced matter need not be reported to
~ the Intelligence Overgight Board (IOB). OQur analysis follows.
bl ‘ :
bz EU}w)ﬁj Derive om : G-3
BIE Declas On: X1-25

Reference: (8)

Administrative: (U} This communication contains one or more

footnotes. To read the footnotes, download and print the
‘ document in Corel WordPerfect.
b2
b75 Details: {B( By electronlc communication (ECL _dated December 9,

2005 (% 6-VIO Serial 109%2), the Field
Cffice , reported to the QOffice of the General
Counsel 15 potential IOB matter. -

o] | bl
B b2
b7E
d e
National Security Letter (NSL) was 1ssued seeking b7cC
toll records for the subject’s home and office telephones; a mail b7D
core;_xaauas;_maa_anhmi;;gﬂ_and approved; and an NSL was served 14
on |request1ng.£Lnanc;al_;=cn:ds______1
pertaining to| | At the time

the case agent was Joint Terrorism Task Force OrLficer (TrO)

e e e o e m m m o Em m e e e m e m e e e e o G A A e e h e B M M e M e s M e e e e e M em M e e e A m e e e

Case ID : 278-HQ-Cl229736-VIO Serial : 1135
SECEEE
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Superv15ed by 834

}§§ on| | 2005, TF [ locrowraal 1

| |for g temporary dutry aasqanment

1
| | Although SSA| | had intended to request ]
| caused him to be on .

leave during most of The last t S 111
|:S:| idid not seek | | TFOI rety

‘o 2005. On November 1, 2005, he drafted an
‘Electronic Communication (EC) requesting |

(8) oOn November 7, 2005,| l
| received financial doguments Lxrom '

1Th addicion I

Jregquested]

L FBI Headguarters grapted]

iUTWfB{ As required by Executive Order (E.0.) 12863
(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the errors described herein are matters that should be
reported to the IOB. We believe that the reported activity dces
not require IOB notification. :

(U) Section 2.4 of E.O. 12863 mandates that the heads
of Intelligence Community components report all information to
the ICB that it deems necessary to carry out its
responsibilities. That section requires Inspectors General and
General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations approved
by the Attorney General, in accordance with E.Q. 12333, if such
provision was designed in full or in part to protect

the individual rights ‘ :
of a United States person. This includes
violations of agency procedures issued under E.Q. 12333, unless
they involve purely administrative matters.il” The Office of the
General Counsel (0OGC) submits reports to the ICB.i2”

iSh e JE]  The Attorney General’s Guidelines for FBI Foreign

Intelllgence Collaction. and Porelg?_CnunLev1“f2111H=n:e
Investigations (NSIG) provide that

NGIG
TILL oAU on . N 2-56.0. e [PM identifies as

[.nenn::able to the TORI
SBQRET
B\ NSL VIO-35467
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Investigaticons is primarily administrative in nature, it was

desiqned in part to protect the rights of United States persons
i |Pursuant

182,

ndica € tha e possible violation of the NSIG was both
. dnadave

to an agreement between the FBI and IOB,| |are not
reported to the ICB if they are both inadvertent and de minimus
in time. To determine whether a possible violation of the NSIG
is inadvertent and de minimus in time, OGC considers all the
facts relevant to the incident.

&Q In this instance, 0GC is not required to report

the potential IOB error in accordance with E.O0. 12863 and Section
2-56 of the NFIPM. Although investigative results weére cbtained

outside the authorized investigatign peri th
surrounding failure to

Ttent and de minimus in time. No active investigative

. were ggngng;edngter| |
I \ The Tfacts
1

= | ] indicate that cthe rallure

|#ere inadvertent. Although it is unclear why
Iua.s_nﬁt souwm return to the office
ought saon artey TED

(S)' QQI | requested that NSLE advise cTnggxning____1
the appropriate disposition of the documents cbtained

[ R ,
'G?{ It is noted that |
take steps to assure |

(cy -

{%§ NSLE believes that this potential IOB error need

noct be reported in accordance with E.QO. 12863 and Section 2-56 of

lindicates that it will 3,

bR

the NFIPM. Pursuant to the Revised Procedures for the Submission

of Reports of Potential Intelligence Oversight Board (IOB)
Matters, Reports of potential IOB matters determined by OGC not
tc require notification to the IOBR will be retained by INSD for
three years for possible review by the Counsel to the ICB,

together with a copy of the cpinion concerning the basis for the

determination that IOB notification was not required. See 66F-
HQ-R1247863 Serial 172 at 6 (2/10/2005).

(510

outside the authorized investigation period (i.e.

CU)”“““)Ei OGC will request that the Inspection Division

retain a record of the report of a potential IOB matter for three

years, together with a copy of this opinion for possible review
by the Counsel to the IOB.i3° '

+ *FOOTNOTES * *
S}w
: v NSL VIO-35468

] As these weygmobtainedmpursuantmcomamvalid

investigation period may be used in the investigation.
should direct ito destroy documents cbtained
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il~: *Exg See EC from Inspection Division to All Divisions; Title:
Revised Procedures for the Submission of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-A1247863
Serial 172 at 5-6 {(2/10/2005}). The FBIs INSD is required to maintain
for three years records of administrative violations, for possible
review by the Counsel to the IOB, together with a copy of the opinion
concerning the basis for the determination that IOB not1f1¢at10n was
not required, 1Id. at 6.

0 g2ee I see 1d. at 4.

LR "':'L"3"'":~-(K See Id. at 6.
LEAD (8} :
Set Lead 1: {Action)
b2
b7E

AT

{U) For review and action deem=d appropriate as
discussed herein.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC
(U} Read and clear.
Set Lead 3: (Action)
INSPECTION
AT WASHINGTON, DC
(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
{IOB} Matters, retain a record of the report of a potential IOB
matter for three years for possible review by the Counsel to the

IOB, together with a copy of the OGC opinion concerning the basis
for the determination that IOR notification is not required.

“¥reRET_ |

NSL VIO-35469



DATE: 11-14-2007 ALL INFORMATION CONTAINED

CLASEIFIEDR. BY. 65175 DI, 'KaP S JH T HEFEIN. IS IMCLASATFIED- EXCEET

BEASON: L. 4 L) ; WHEFE - SHOWN OTHERWISE

DECLASSIFY ON: 11-14-2032 Working Copy : Page 1

-———

Precedence: ROUTINE . | Date: 1/05/2006

To: Attn: I |
: \ St | |
Inspection . I1S
Counterterrorism ITOSII/GON
' SSA

b2 | SSA
jb7E From: Office of the Generxal Counsel
bé National Securnity Law RBranch/CITU/Room 7947
b7C Contact: AGC

Approved By: _Thomas Julie F

Drp :d By:
(T Cab% ™ #M 274-HO-C1229735_VUTO (Pending)
iz {3) (Pending)
bé
p7C
(1) Tipo (}( SSA
SA
INTELLIGENCE OVERSIGHT BOARD MATTER
20061

il]ijnopsisr““€§< It is the cpinion of the Qffice of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOBj. OGC will prepare and deliver
the necessary correspondence to the TIOB. '

[0y EE( Derive om : G-3
Declas , On: X1

{U]~Referenee¢mm>Xé 278-HQ-C1229736-VIC

(o)
Details: QQThe FBI Office of the General Counsel (CGC) reviewed
the facts of the captioned matter to determine whether it
warrants reporting to the IOB. In our opinion, it does. Our
analysis follows.

oo The referenced electronic communication {(EC) from .
the FYeld O dated 11/02/2005, and an e-mail bl

communlcatlon from[ftfj dated 12/28/05, reported a possible TOB Ebz
error in conjunction with b7E

reported that on July 7, 2006, the

o

e o e e e e e e e e e e e W e e e M e e e T e M e o M e M e e M e e e e e e o o e a

Case ID 278 LN 1229736 _UTO Serial . 1126

(8 | b2
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Wﬁah Inkalligesnces Survsillianse Conrt (BTC0) bl
; bé
b7cC
b2
b7E
bl
QQ Around the _time the discovery jfhat there might b6
_be two IP addresses thag ...} was. providing, : y
N p7C
and another b ~FBl ooncrace.
employvee from contacted 04
| in turn respopded that 1tl | was only b7D
‘providing material associated-withy
/31/05] ipre National Security Letter
(NSL} for requesting tha | provide the names,
addresses and lengths of service for the additional internet
account addréss onwhich. [ ]had viding information
to the FBI when providing information internet
account. The NSL covered the period froml
the date that TEeSPOllSe Lo e
NSL was received by the FBL. The results of the NSL g
that the internet account belonged to ancther USPER,
who also resided 1n| | ‘
)&iln Qctober 2005, the[:::]éase agents subsequently bl
b2
and upen review of the B7E
] .
] b6
I the interpet account belonglng to :b7C
the other USPER] 'he b4
aforement ioned drlgmnlggge contacted| again b7D
-with. thig new"ynformatlon an ladvised that e
address for the USPERs -internet aggogptl |
ras origdnally the IP address for] frccount.
On_apprcximatley /05, a new IP address was issued for -
account and the old IP address was dropped from
account and reassigned to the other USPERs account.
did not notice their error the first time they were
notified by the FBI employvee, but discovered their error when
they were recontacted] J2005] ] ceased receiving
information on the other USPERE account in 2005, after
realized the error. : L——————J
(U} - {¢) Upon learning of the error from purged b4
' —SECREF b7D

NSL VIO-35471



+ ted | | of the other USPER from the
. | The nhvsical (paper) rapnies that were logged
were also obtained

and forwarded to FBL HQ along with the EC from 11/02/05.

(QJI I aduid seﬁll I

Paty
b6
bh7C
b2
b7E

bl

iadvised

(5

the FPISC of the errorl

bé

“}ﬁsl |se1f-reported what they believed could be a
potential IOB viclation, and brought this matter to the attention
of the FBI OGC, Nat10na1 Securlty Law Branch (OGC/NSLB) oGC
received the matter for review and handling.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsels of the Intelligence Community components {in the FBI,
the Assgistant Director, INSD, and the General. Coungel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive., This
language was adopted verbatim from k.0, 12334, dated 12/04/1981,
when the I0B was known as the President’s Intelligence Oversight
Board (PIOB), By longstanding agreement .between the FBI and the
IOB (and its predecesscr, the PIOB}, this language has been
interpreted to mandate the reporting of any viclation of a
provision of the Attorney General Guidelines for National
Security Investigations and Foreign Intelligence Collection
(NSIG), or other guidelines or regulations approved by the
Atterney General in acgordance w1th E.O. 12333, dated

12/04/1981 i1f such
provision was designed in full ox in part to ensure the
protecticn of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violatiens so that the
Counsel to the IOB may review them upon request.

(5

(3]

{v In this Jdpnstance | ' |
7 ~ I
the internet service provider,
1 -chapgedl [TP address

lwic tifying the FBI. 1In addition,

the FBI detected what it

believed was errconeous . on an =Y than
() : and notified 15 error.

mistakenly advised that the qutastlonable internet account wac
The FBI used due diligence and sent an NSL to

if in fact the questionable internet account was
The FBI subsequently dlscovered it was not, but

" Tather belonged to another USPER. onfronted ?
with these facts, and only then di realize and admit

its erreor in providing content from another USPERS internet

NSL VIO-35472

b7C
b2
b7E

bl
b6
b7C
b2
b7E
b4
b7E



---- Working Yopy ---- Page

account. The FBI then took corrective action to remedy the
situation. '

L RQ Based upon our analysis, in accordance with the
reporting requirements of Section 2.4 of E.O0. 12863, the
carriers mistake must be reported to the IOB because the
surveillance was not authorized under the Foreign Intelligence
Surveillance Act or Executive Order 12333. OGC will prepare an
appropriate cover letter and an enclosure for the Deputy General
Counsel to report thlS matter to the IOB.

LEAD (s) :

Set Lead 1: (Info)

I |
m - g%E

(U} Read and clear.

Set Lead 2: (Info)
CTD-ITOS II
AT WASHINGTON, DC
(U} Read and clear.
Set Lead 3: (Info)
INSPECTION
AT WASHINGTON, DCV
() For action deemed appropfiate.

CC: . Ms. Thomas

bé
" b7C

IOB Library

NSL VIO-35473
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DECLASSIFIEL EY BSL72 DHH/KSR I
011142007

BY COURILER

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board

New Executive Office Building - Room S$020
725 17th Street, NW

Washington, D.C. 20503

DPear Mr. Friedman:

This letter forwards for your information a self-
explanatory e , entitled Int igence Oversight Board
(TOB) Matter, Division, 2006 r" {0)

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
. laws, Executive Orders, or Presidential Directives which govern

FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
{yg)

Enclosure
b
1 - Mg. Thomas b7c UNCLA IED WHEN
1 - DETACH FROM
-1 - CLASSIFIKD ENCLOSURE
1l - "Z273-RO-CIZZ2736-VIO

Derivey/From: G-3
DeclagsNy On: X1

A A e e A o B e e o o L A W R R e M R e e e MMM e e e e e e e e e e e e = e e = =y

Case ID : 278-HQ-C1229736-VIO Serial : 1137
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s@é’[‘

Mr. Stephen Friedman

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U) '

Sincerely,

*Julie F. Thcmas
Deputy General Ccunsel

1 - The Honcrable Alberto R.  Gonzales
Attorney General
U.S8. Department of Justice
Room 5111

1 - Mr. James Baker : N
Counsel for Intelligence Policy, QOIPR
U.S. Department of Justice
Room 6150

SEXET

NSL VIO-35475



DATE:.. 1&=03=2007

CLASSIFIED BY 65173 DHH/KSR/IH
FEASON: 1.4 (Cj

DECLASSTFY OH: 12-03-203%

INTELLIGENG HT BOARD (ICB) MATTER b
IVISION b7
I:S:I IOB MATTER 2006-:|(U) pIE

The D1v131on:) of

the Federal Bureau of Investigation (FBI) has reported that,

ﬂ an error on the part of a communications carrier,
onducted electronic survelllanTa_e.umﬁh

Emmunjcatinnq bevond those authorized

ALL INFDRI{&TIQH CONTATINED g ET
- 151 3 EALEF] -—-- Workin COpV I Page '1

| T oot o
Ebl
be
b7C
bz
b7E
b4
b7D
(Sh M Around the _time of the discovery that th ' bl
be two IP addresses that“was prov:.dlng-; ~~~~~ one-fo b6
and anotl e aading FBI contrac yZe
emplo eel contacted b4
'I ] andl I'Iin turn respo was only i
f providing mateérial associated with b7D
L2005 | Iprepared ional
Security Letter (NSL;} for | requesting that provide
the names, addresses and Ieng e for the additional
internet account address on which had been praviding bl
{3) "“'iﬁ‘f’d'r'méit'i'dﬁ”"tb““'t'h‘é‘“'FB‘I‘"'Whén‘"provid'ing“'in'f'omat'i'on“"hﬂ"l I ? 5
internet account. The NSI covered the period_from | ;b:
the date that response b7E
to Lhe NoL was received by the FBI. The results of the NSL b6
{3). revealed that the internet afl‘.mu.nr_h.&].nna&d_m_é'nother USPER, not nCe
! who also resided in ba
(8 1o ] 2005, thel | case agents subsequentcly 7D

rae.: SIS A — Ito review the
| information, EIaTal S

aforementioned FBI employee contacted again

SESRET
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(8 2 oy e
with this new information, and advised that the IP - b4
address for the USPERs internet account| 1 b7D

| was originally the IP address for pccount .. b6
DN anﬁrﬁx'ma:lex[f - | a new IP address. was issued for
nd the old IP address was dropped from :b7C
nd reassigned to the other USPERs account. bl
1d not notice their error the first time they were
notified by the FBIE but @ d their error when
they were recontacted inﬁ 2005;%d receiving
information on the other USPERS account 1in 2005, after .
realized the error, Ib4
b7D
8) Upon learning of the error from | | b6
pur of the other USPER from b7C
th -} copies that were b1
logged ere also -
obtained and forwarded te FBI HQ along with the EC from November M
2, 2005, . b7E
| |
advised the FISC of the error] |
bl
b2
b7E

(U) Although this error is not directly attributable
to conduct on the part of FBI personnel, the unauthorized
surveillance is nevertheless a reportable matter under Section
2.4 of Executive QOrder 12863.

Derived m: G-3
Declassify™on: X1

SE?Ré#

SECRER_
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PECLAS IFIED BY 65172 DMH/KSR/IW
oM 11-14-2007 January 18, 2006

BY COURIER

Mr. Stephen Friedman .
Chairman ) ‘ .
Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.

Washington, D.C. 20503

Dear My, Priedman:

- This letter forwards for your information a self- .
explanatory enclosure gntitled, "Intelligence Qversight Board b2
(I0B) Matter, IOB 2006|:|_(U)

The enclosure sets forth details of investigative
activity which the FBI has detexrmined was conducted contrary teo
the Attorney General Guidelines for FBI Fcreign Intelligenhce
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. {(U)

Enclosure

b6
ion UC) b7C

VIO

UNCLASSN FZED WHEN
DETACHEDX FROM
CLASSIEAER ENCLOSURE ' '

- = = = T e T M e Er e e M M m e e e e W R e e e e - e e e e M e e e e e o O e a o

Case 1D : 278-HQ-Cl1229736-VIO :ngi Serial : 1142
‘ RET
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“DECIASEILYy Ol Jary 18, 2031

. Shculd you or any member of your staff require
additional information ccncerning this matter, an oral briefing
will be arranged .for you at your convenience.

Sincerely,

Julie F. Thomas.
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalei
Attorney General '

U.S. Department of Justice
Room 5111 _ :

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.5. Department of Justice
Room 6000

TECRET
NSL VIO-35482



ALY INFORMATION CONTRINED . DATE: 06-05-z007

HEPEIN I3 UNCLASSIFIED EXCEPT ' CLASSIFIED BY 65179 DMH/KSP/GUL
Y o TCLASS I | stomar bar e
) == WOTking COBY yecpassiey im: de-0i-z03z To9° L
pPrecedence: ROUTINE ' Daté: 02/14/2006
To: General Counsel ' Attn: National Security Law Branch
Inspection Divigion Attn: Inspection Management Unit
. Attn: CDC
b2 .
H7F From:
bé
BIC contact:
Approved By:
Drafted By:
(T2 ...
e s IDv-#;Y.,M}Q 278-HQ-C1229736-VIO
b7E 278 C63856-VIO
be
HIC Le":““~~-->{) sap
SB
[ Jr5iv=s1on
e Potential IOB Matter
Synopsisf“*)é} Notification to the Office of General Counsel and
the Inspection Division of possible Intelligepnce Oversight qurd
viclation regarding an investigation at ;bL
o b7E
bl CUImwmiﬁ( Derived ;o G-3 ,
h2 _ Declassify : 01/25/2031
b7E

Reference: (S8)

Administrative:[:::::] is cognizant of the fact that potential
IOB viclations are to be reported to FBIHQ within 14 days. This N
matter wag discovered on January 9, and the Office of general e
n ified via electronic mail on January 26, however, the b7E
| HQ office interrupted the immediate

digsemination of this communication.

Details: (S) On Janvary 9, 2006, received records bl
pursuant to an NSL submitted tof ] bé

| for records pertaining to 15%ie
(USPER) | | b2

| was provided with-the

Tull legal name of the subject, his date of birth, social ;b7E
security number and address. Upon reviewing the documents : b7D
b4

e e e e o v e e Am e MR e e e e e e e mm M e e e e e e e e o M M M M e e e e =

Case ID : 278-HQ-C1l2292736-VIO Serial : 115%
278 Ce3856-VIO 10 .
D SW b2
b7E

NSL VIO-35492
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/ provided by howéver,E:::::]learned that the material
received was that of an individual bearing the same name as

captioned subject, but a different person altogether.

) - ?K\‘ No data regarding the financial records received :lk;if’D
in error wds uploaded into FBI indices nor anx_ather = gt
investigative database.. The mentioned records will be D
sealed and maintained by thel»mv |D'vision Chief Division b7E
Counsel. Division will advise of the error.

LEAD(s} :
Set Lead 1: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC
cumhmw“igi The information in this communication is provided

to the Office of the General Counsel, National Security Law
Branch to fulfill notification requirements to the Office of
Intelligence Policy Review, which this incident might
necessitate. ' :
Set Lead 2: (Action)’

GENERAIL COUNSEL

AT WASHINGTON, DC

gvide guidance to with regards to j 2
contacting o advise of the administrative error which b7E
led to this potential IOB. , 7D

bd

Set Lead 3: (Info)
INSPECTION DIVISICN
AT WASHINGTON, DC

f] {X) Information provided for information only.

SEéN\

NSL VIO-35493
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ALL" INFORNATION CONTAINED X
HEREIN ‘15 UNCLASSIFIED EXCERT DATE: 11-14-2007 o
-  THERWTAE CLASSIFIED EY 65179 DMH/ESESTV
REASON: 1.4 (C)
SECRETI O
Mr. James A. Baker 02/06/2006
Counsel, Office of Intelligence
Pclicy and Review
From : Mr. Willie T. Hulon,
Assistant Director )
iS? S Counterterrorism Division i
subjeci] | bl
b6
. b7C
ACTION MEMORANDUM b7
(- ;
X) Enclosed for sequestration with the Department
- of Justice, Office of Intelligence, Policy and Review (OIPR)
and eventual destruction is information obtained by a National
Security Letter (NSL).
(U) This memorandum sets forth details of
investigative activity which the FBI has determined was b1
conducted contrary to the Attorney General Guidelines for FBI i
Foreign Intelligence Collection and Foreign :b2
Counterintelligence Investigations and/or laws, Executive b7E
Orders, or Presidential Directives which govern FBI foreign b6
counterintelligence and international terrorlsm 5l
investigations. BT A
(8 ~
1- Mr. Willie T, Hulon : S 1-
1- Mr. Joseph Billy o 1-
1- Mr. Michael J. Heimbach 1-
1~ Ms | ] 1-
1{ ]
I0r " -
J , ‘ , b6
. (Séﬁgg_uﬂl_mhﬁs matter has risen as the result of an bic
NSL _issued b in _the investigation] | bl
_ b2
b7E
L T TA
py -ase ID : 278-HQ-C1229736-V10 Serial : 1161
ﬁb7E

I: S :I | SE&ET

NSL VIO-35494



SECRET .
=--» Working Copy ---- Page 2

~ Ag part of this investigation a N§

| pravide 311 asphecribey informatinn b2
b7E
b4
b7D
) b6
Lfor the email account : b7cC
|served the NSL and, via an b7A
EC datea 02/04/2005, returned to] la €D provided by
ursuant to the NSL.
iU)M“{ Upon receiving the CD the case agent examined

the CD-ROM and determined it contained content information for
e-mails. ’ '

() “”}é) All information received pursuant to the NSL has
been removed from the case file, sealed, and transmitted to
FBI HQ. That information is enclosed with this communication
for sequestration with OIPR and eventual destruction.’ ’

(- FBI _ reported this matter to the FBI's
Office of the General Counsel (OCC) and Inspection Division.
OGC reported this matter to the Intelligence Oversight Board

b2

and referred the matter to the FRI's Ins icn Division for :
appropriate action. In addition, FBII Inotified the :b7E
CDC, conducted no further review of the material, and no other bl
copies off lnaterial have been maintained by
| .  The Division has instituted corrective
measures, to include training te all Special Agents who handle
information received pursuant to the Attorney General’'s
Guidelines for National Security Investigations.
‘m““‘(—X) The FBI HQ poip ' r
are Supervisory Special Agent ) b6
[ }] and Unit Chiefr ‘ ‘ b7c
. ] b2
SEC

NSL VIO-35495
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B COURLER

Mr. Stephen Frieduan

Chairmen .
[ntelligence Oversight Board -
New Executive Office Building
washington, 0.C.

Dear Mr. Friedman:
Enclosed for your information is a self-explanatory

menorandum, entitled "Iatel(ipence Qversight Board (108) Natter,
Fleld ffice, 108 Narter 2nneD o

Thig LHN sers forta details of investigative activity which
the F§] has determined was conducted contrary to The Attorney
General’s Guidel’nes for F3I National Security lnvestigatiang anc
Foreign [ntelligence Callestion andfor laws, Executive Orders, o-
Presidential Birectives which goverr F| foreign
counterintel ligence and international terrorism investigations,
(th)

Enclosure
- %5, Thomss

278-KQ-C1226736-VI0

1
1
1
1+ Inspection Division (108 200

NSL VIO-35496
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1 - Hr. Eulon

.

UNCLASSEYED NHEN
DETACHEPAFROM
CLASSHF LED\ENCLOSURE

perived\ o G-3
DeclasAty on: X-1
%sr
¥

on

<

—_

Hr. Stephen Frigdman

Showld you or any menher of your staff require
aaditional information concerning this matter, an oral briafing
will be arranged for you at your convenience. ()

Sincerely,

Julie F. Thomas
Geptty General Counsel

1 - The Honorzble Alberta R. Gonzales
Attcrney General
U.S. Department of Justice
Roem S111

1« Mr. Jemes A, Baker
Courcel, Dffice of Inteliigerce Policy and Review
U.5. Department of Justice
Roam 6150

NSL VIO-35497
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¢ b?
TNTELLIGENCE -GVERSIGHT BOARD (109) MATTER | 7
FIELD OFFICE DIk
I: E) t0g WarreR 2008w
Tnvestigation of this 108 waéE;fhﬁéé"determingq”that
| {2003, case agent SA
| |o| the kes idant Agency (RA) submitted b 1

(8)an EC to his principal relief supervisar, SA| |reqwst\'ng "

‘the canversion of the 272" money laundering criminal investigetion of :

to 2 15K national security investigation. However, the D1k
conversion EC was neither uploaded inta ACS nar cent to the Bureau Ffile, :b
and it was not approved by the%meﬂal figent in Charge b C
(SAC). Principal Relief Supervisor SA wha received the )

conversion request by Bureau Kail from the RA, was ynakare that the

rlt needed to approve the conversion ard thus did not send
h@

NSL VIO-35498

Page
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the EC up the cha’n for approval. MNevertheless, S4 believed he
had proper. authorizy to conduct a 315 investsgation, and on 1072172003,
he suunittéii a Natioral Security Letter (¥SL) fer toll end billing
records of the subject. The NSL was served and the results transmittec
tg “|by the delivering divisicn on 01/06/2006, At this
paint, the ¢ase coent realized that the conversion of hig investigation
had ~ot yet occurtgd, 50 he re-submitted the conversion EC on
02/02/2006, This fE toc, was never aporoved by the SAC. fowever, $A
onnnued 10 mvesttqate the subject under the 315

classlflcatwn The errer was discovered on during an-
inspection of conducted by the nspection Divisien, Still,
mmltted a request for | !
-|even though ne

|had ever been properly inftiatec. During the :J”J
peried that SA| |conducted this investigation as a 313 matter, 10 b iC
noti#ication of the conversion luhl..h he acsumed to have ¢tcurred) Was ,)”
made to FBI Headguarters and ne an{u.at letterhead memorandum was

submitted. In November 2005, fcltdjing the subniseion of the potentia ,
108 violation to the Office of the Sénerel Counsel, the: bl
Chief Division Counsel instructed on the proper means to convert a

crimnal investigation te a 315 national: security

investigation. The continued investigation of the subject by 54

as a 315 naticnal security investigation héginning when he submitted a
request for an NSL on 10/21/2003, wiolated The Attorney Genergl’s
Guidelines for F6I National Security Investigations and Foreicn
Intelligence Crllection (NS1G), Sestion 11.C. é{

Trs matter aiso has been referred to the FBI's Internal
Investigations Section of the Ingpection Division for sction deered

apprapriate. (U
berived\érdm: 63
Declessi/hon: &1

sﬁ\

- NSLVIO-35499
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HHEOOTNOTES

i [S):status is not that of @ United States person. The

term Un'ted States parson is used in Sextien 101(i) of the Foreign
Intelligence Surveillance Act of 1978 (FISA)(codified at 50 U.5.C. 1801 et
geq.) and is defined as a citizen of the United States Tor” an alien lawfully
adnitted for permanent residence (as defined in section 101(a)(20) of the
Immigration and Waturalizatior Act) . . . . See also Section [.C of The
Attarney General's Guidelines for FEI Kational Security Investigations and
Foreign Incelligence Cellection (HSID).

NSL VIO-35500
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DECLASSIFIEN BY. 8EL72 DHH/EER /I

BY CCURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Board
Room 5020

New Executive Office Building
725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-
explanatory enclosure eptitled, "Intelligence Qversight Beard
(IOB) Matter, IOB 2006 {U) '

The enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelllgence
Collecticn and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and 1nternat10na1 terrorism
investigations. (U)

Enclosure

1 - 278-HQ-C1229736-VIO

UNCLASSIEAED WHEN
DETACHEX FROM
CLASSIFI ZNCLOSURE

Derived fromN/ Multiple Sources
Declassify N\ February. 7,2031

Case ID : 278-HQ-C1l228736-VIO Serial : 1178

NSL VIO-35504
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker III
Counsel for Intelligence Policy and Review
U.S8. Department of Justice
Room €000 '

2

NSL VIO-35505
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

FIELD OFFICE . b2
ICB MATTER 2006+ I(S) , b7E
{8} Thel [Field Office of the Federal Bureau

of Investigation has reported an error in conjunction with that
division'si | In _this regard, bl
in response to a National Security Letter (NSL) tol i .

erroneously provided two documents which were ;bE

unrelated to the subject of the NSL, which were associated with a Db7E
customer who is probably a United States person. b6

b7C
(U) This matter has been reported to the FBI's Office b4

of Professional Responsibility for appropriate action.

Derived om : G-3
DeclasgdfAon: 25X1
sE§éET

b7E

DIH /KSRATW

WHEPE SHOWH OTHE B
» -2032

SRRET
NSL VIO-35506



ALL INFORMATION CONTATNED EEEQSET' giﬁﬁ: 1i-l4-c0oy

iber and toll records for telephone numberl |
ved the NSL and, via an EC dated 12/3Q¢2§ﬂ£__xg;uxngg__1
o a package of material provided by

Included in the EC from was the name and address of the
subscriber to this telep number. '
iUJ““”*]EQ When the case agent received the material, he

noted that the telephone number subscriber was unknown to him.
He checked the telephone number of the subject and determined
that the telephone number had been erroneocusly transposed when
‘the NSL was drawn up from his request: the correct telephone

Case ID : 278-HQ-C1229736-VIO ' Serial : 1179
S‘E\GQT

NSL VIO-35507

HEPEIN. I3 TNCLASSIFIED. EXCERPT ---- Working Copy ; 1
WHERE. SHOWH. OTHERWISE FE. -
R : DECTASSTFY Al 11213-509%
Precedence: ROUTINE 2 Date: 2/10/2006
To: Director’s Office Attn: OPR
Attn: CDC
b2
bHh7E om: General Counsel
bé National Security Affairs/Room 7947
l Contact: Julie F. Thomas
b7C
Approved By: Thomas Julie F
Drafted By:
() Gaése~--ID.-»#»;--v~--vD() 278-HQ-C1229736-VIO
Title: (I ><) POSS1BLE INTELLIGENCE OVERSIGHT BOARD MATTER 1 -
' 2006+ :
oy L1
Synopsisf"“){} It is the opinicn of the Office of the General
Counsel (0GC) that the above-referenced matter must be reported
to the IOB and to the FBI's Office of Professional Responsibility
{OPR). OGC will prepare and deliver the required correspondence
to the IOCB. ©Our analysis follows.
(U) Derive rom : G-3
i Declas y Cn: X1
Reference:"(}( 278-HQ-C1229736-VIO-1113
Details: {S) As noted in the electronic communication (EC), bl
this matter has arisen as a result of an investigation titled :b6
| b7C
| [ RS parC of this b4
= b2
| |[ThIs NSL sougnt j '
b7E



AN

(Sjnhmmnmm__ --=-- Working Copy:b1~-

number on his requesthéé
Uy e

"““g&( The package of material from
received fromﬂ, has not bheen opened and will be stored in a

ation. suant to instructions given in an email of AGC
to all CDCs dated 11/22/2005.i1°

T ‘
As required by Executive Order {(E.0.) 12863 and
Section 2-56 of the National Foreign Intelligence Program

Manual (NFIPM) , ?ﬁg_uag_;agﬁgd_zg1determlne whether the production
of documents by pursuant to the erroneous

telephone number in the NSL drawn up by and served by

is a matter which must be reported to the IOB. It is.

(1 QQ Section 2.4 of E.O. 12863, dated 9/13/1993.
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assgistant
Director, Inspecticon Division, and the General Counsel, O0GC,
regpectively) report to the IOB all information "concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential

directive." In_thig dnstange, the production of subscriber and
toll records by .of an erronecus subscriber
telephone numbeT wag aONE WITIGOL the auvthorization required by

law. Consequently, in accordance with E.0. 12863 and Section 2-56 of the

NFIPM, the error must be reported to the IOB, which
this Offlce will deo.

Set Lead 1: (Actien)
| |

AT

Return sealed documents to

Set Lead 2: (Discretionary)
INSPECTION
AT WASHINGTON, D.C.

(U} For appropriate action.

| |(Acting oc)

IOB Library

PRR e
1

, SEc\r{

NSL VIO-35508

Page
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b6
b7cC
b2
b7E

b4
b7D

>
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b7E

2

b4
b7D

b2
b7E
b4
b7D
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b7cC
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i17:This email instructed the CDCs in Field Offices
to seal and

sequester information
improperly received from a carrier pursuant te an NSL

NSL VIO-35509
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DECLIZSIFIED BY &517% DMH/FERSIU

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 5020 .

New Executive Office Building
725 17th Street, N.W. '
Washington, D.C. 20503

Dear Mr. Friedman:
This letter forwards for your information a self-

explanatory enclosure Litled, "Intelligence Oversight Board
{IOB) Matter, IOB 2006 {0}

The enclcsure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - 278-HQ-C1229736-VIO

UNCLA ED WHEN

DETACH ROM
CLASZTFIEDNENCLOSURE

Derived from™ ltiple Sources
Declassify onf bruary 10, 2031

e e e TE M o o W M Y W e e e o v A 4R As e e e Me e M A e ke e e e e e e e M e e m  m e e e e =

Case ID : 278-HQ-Cl229736-VIOQ Serial : 1180
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Should you or any member of your staff require
additional information concerning this matter, an cral brleflng
will be arranged for you at your convenience.

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzalez
Attorney General
U.S. Department of Justice
Rocom 5111

1l - Mr. James A. Baker IIIL
Counsel for Intelligence Policy and Review
U.S. Department of Justice
Room 6000

S%ET '

NSL VIO-35511
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

| |FIELD QOFFICE

( 2006 S)

(s) Thel |Fie1d-0ffice of the Federal Bureau

of Investigation has reported an error in conjunction with that
division’ si l_1n this

regard, a telephone number in_an NSL to was
erroneously transposed, and produced subscriber and toll
records for a customer who was not the subject of the NSL.

b7E

(U) This matter has been reported to the FBI‘s COffice
of Professicnal Responsibility for appropriate action.

Derive fyom : G-3
Declassify on: 25X1

SECRBT

DATE:  11-13-20073
CLASSIFIED. BY. 6517900
REASOM: 1.4 (C)

DECLAZSTFT OW; 11

SE&R{

NSL VIO-35512
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Preceﬂence: ROUTINE " Date: 02/09/2008
T Attn: SAC, COC
Countertef for M Attn: AD )
Inspection - Bitn: 118 Dé
: b7E
Frem; Gemeral Counsel b6
Counterrorist Law Jnit Th7Lx-: 38100 .
N
Contack: D "(‘

heproved By: Thomag, lulie F

Drafted By:
tIJJ

; f . "JN §
) IWTELLIGENCE OVERSTGH KD WATTER,

108 2076,

(M.
“synorsis: i8N It is the opinion of the Office of the General
Counsel (0GC) thet this matter must b reported to the
. Intelligence Oversigt Board ((0B). OGC will prepare a cover
letter and a {etterhead memorandum for the General Counsel and
the Assistant Directar, lnspection Division ¢IKSD), for
subrission to the 108. Submission of this matter to the OPR is a
fatter witkin the cognizance of the 135, '

fmx Derived Yrom : G-3
Dectassiffy On: X

Reference: 278-#Q-C1226736:V1D Serial 1093 (5)

Adn’nistrativer (U) This commnication containg one or mare
footnotes. Tp read the fostnotes, downlozd and print the

....................................................................................................................................

Case 1D @ 278-HQ-C1229736-¥10 Serial : 491

NSL VIO-35513
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| I: b?
Details: (I} Referenced communication from th Freld b FJ‘E

office ] doted 2716720, requested tht |

0GC ravigw the facts

cf the captionec matter and determing whether it

===+ Working Copy ==+ Page

!

warrants reporting to the 10B. In our coinion, it does. Our

“analysis follows.

[5:' As discussed in the electronic ¢cmunication (EC)
from cited below, it | b1
" wha vas -
L

and remaing a United States persen as that term is used in

Secrion 1D1{1) of the Foreign Intelligance Survei!lance Act of b?E
1978 (Fish, 2] b6

(S:I N During the course of the investigetion,

b7C

[y

1‘ssﬁed\‘a National Security Letter (NSL) pursuant to the
Electrodi‘c»._l;‘mmnications Privacy Act, 18 U.5.C. 2709, That
statute permiis.,;he FBI to request subseriber information and
telephone tall bil‘lmg records that are "relevant to an
author12ed imestigatiﬁh‘ 1o protect against international
terrarisn or clandestine intelligence sctivities, provided that

suck an investigation of 2 Unité&ﬁ;ates persen is not conducted
solely on the hasis of acivities pr:ﬁ?&{ed by the first

anendrent to the Constitution of the United States," The KL,

dated March 18, 2005, was addressed to

reqsested what was intended to be subscriber information and the

and

telephone records o.‘l

] bl

However, the b@
rumber was Mistakenly written with one mmoer changed, so shat b",’c
the WS was issued for the wrong telephone nueber.i3” Records for that 1a
telephone nurber were provided by the telephore company te : :
the Division of the FBI, which forwardec the informatien to b7D
I o |via an EC dated 6/23/2003.74" Upor receipt of the bZ
records, the case ayent realized his mistake. The records from b7E

Dwere destroyed. Further, serials created before the

Mistake was discovered and which referenced the incorrect dhone

rumger and information have been permanently charged qut ¢f tae

SEN

NSL VIO-35514



gt

-=== Horking Copy ==+

FBl’s Automated Case Support system. By EC dated 07/01/2005, this
matter vag reported to OGC and :hDDivisﬂm and matice was
given of the destruction of the NSL return information.i5” [t was
reported as @ possible 108 violation by EC dated 12/%4/2003. 16

b2
b

. (U Section Z.& of Executive Orcer (E0} 12863,
‘dated 09/13/1993, nandetes that Ingpectors General and General
Counsel of the Intzlligence Commmity comgonents (in the FBI,
the Assistant Director, INSD, and the General Counsel, GIC,
respectively) report to the 10B concerning intell:gence
activities that they have reason to believe may be wilasful or
contrary to Executive arder ar Presidential directive. This
language Was adopted verbatin from EQ 12334, dated 12/04/1981,
when the [0B was known ag the President’s Intel!{igence Cversight
Board»(F'IOB). By iongstending agresment betweer the FBT and the
108 rand its predecessor, the PIQB), this language has been
interpreted to mendate the reporting of any vielation of a
pravision of the #81G, or other gquidelines or regulations
arproved by the Attorney Gereral in accordance with EO 12333,
dated 1270471961, if suck provision was desighed in full or in
part to ensure the protecticn of the individual rights of U.S.
persons. Vielations of provisions that are essentially administrative in
nature need rot be reported to the 108, The
FBI 15 required, houevef, tc maintain records of such
gdninistrative violations sc that the Counsel to the [0B mey
review them upon request.

il (X Section V.11., Investigative Techniques, of The
Attorney General’s Guidelines for FB1 Mational Security
Irvestigations and Foreign [atelligence Collection (NSIG)
provides that Wational Sceurity Létlers may be issued in
conformity with s:atutary requirements, including 16 Us.c
2708, Title 16, U.S.C. 2703 provides that the FBI may seek
toll billing information from telephone carriers thst is relevant
to ar authorized national sezurity investigation, Clesrly, the
information chtained by the FBI was not relevant to an suthorized
naticnal security investigation because there was an error in the
NSL in transtitting the approprizte telephone number. Thus, the
FBI received telephone toil villing records concerning a
telephone nurhe that Was nct under investigation nor related to

e

NSL VIO-35515
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an investigation. Therefore, the information was fmproperly
collected, althoush unintentionally so, in violation of the NSIG
and ECPA.

{U) Clearly, the rights of the target were not
infringad bacsuse he was not the subject of the improperly
collectad irformation. It is unknown whether this information
vas Jatherec hout a United States Persan o nat, fnasmuch as
there has baen nc review of the infermation. Nenetheless, based
on the fact that information which may be about a USP was
inproperly, although inadvertently, collected, and in accordance
vith the reporting requirenents of Section 2.¢ of €.0. 12863, OGC
will prapare a cover letter and an Memorandum to report this
matter to the 108,

"‘“Fﬂ)TNUTES**
(..
W e fon to 006 dated
1216/2005 ard titled
Special
fgent (SA Possible Intelligence - Oversight Board

{10BIMatter - International Terrarism Related."

12t (U} A United States person (USPYis defined

in Section 107(i} of

the Foreign Irtelligence Surveillance Act (FISK (codified

at S0 U.8.0. 180

et seq.) as a citizen of the United States ior’ an alien

lavfully adnitted

for permanent residence {as defined in saction 101(a)(20)

of the ltmigration
and Katuralization Act) . . . . See also Section [1.W of The Attorney
General‘s Guidelines for FB: Foreign intelligence Collection and Foreign
Counterintelligence [nvestigations.,

i3": (U) In order to avoid any further dissemination
of his incorrect
telephene rumer, the number is not being Listed in this

b2
DIE
bt

bIC

NSL VIO-35516
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document,  Since the

EC appraving the NSL end the NSL itsel include the incorrect telephone
tuaher, these documents have been permanently charged out of the
FEI's Autorated Case

Support (ACS) system,

H i TSRS, el 5387
—

$ince this document contains the incorrect telephone

number and the name of the subscriber of that telephone rumber, these three
file copies of the document have been permanently charged out of ACS,

515 o

6&;‘ | —

HG-C1303375. Tais document includes the incorrectly wristen telephone nurtoer.
However, this docunent has not been deleted from ACS because the docuent
itsalt reveals the mistsken nature of the telephome number, and provides a
racord for the fact that the information was odtained and then destrayed.

[ (UJ'See 278-Ho-C1229756-V10-1093, aderessed to 0GC,
LEAD(s):

Set Lead 11 (ACTION

L I

{U} For review and action deemed appropriate.

Set Lead 2: (ACTION)
COUKTERTERRORI SM
AT UASHINGTON, C
(U} Read and [lear,
Set tead 3; (ACTION)

SECNT
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INSPECTICY
AT WASHINGTON, DC

{U) For review and action deemed sppropriate.
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AL TNFORHATION CONTAINED . DATE: ll*lﬁr“”b;
- JT’HERUI‘:‘;E REASON: 1,.
DECLASSTFY |

11-14-2032

BY COURIER

Mr. Stephen Friedman

Chairman

Intelligence Oversight Beoard
Room 50209

New Executive Office Building
725 17th Street, Northwest
Washingten, D.C. : .

Dear Mr. Friedman:

: BEnclosed for your information is a self-explanatory
memorandum entitled Intelligence Oversight Board (IOB) Matter,

Field Office, IOB Matter 20051 | {U)

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (D)

‘Enclosure

1 - Mr. Hulon

1 - i 306 b2 UNCLAS TED WHEN

1 bHe DETACE FROM

1 - Z278-HR-Cl1229736-v10 b7C CLASSIFIRD ENCLOSURE

Case ID : 278-HQ-Cl225736-VIC Serial : 1192
SECRPR
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Should you or any member of your staff require
additional information concerning this matter, an oral brleflng
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room €150

b2
INTELLIGENCE CVERSIGHT BOARD (IOB) MATTER T7E
FIELD OFFICE
IOB MATTER 2006 )

ishnxm' ;Ei ‘The Pederal Bureau of Investigation ("FBI") has

the FBI improperly used a
‘obtain subscriber information
and telephone toll biliing records on a telephone number which
(8] was not related to the investigation The overcollection was due
.to a mistake in the NSL in identifying the telephone number of
whose number was intended to be the subject of the
request The overccllection was a violation of Section V,11. of
The Attorney General’'s Guidelines for FBI National Security
S ET

NSL VIO-35520
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Investigations and Foreign i i IG).i1" In
this regard, on 10/17/2003,

During the course of the investigation,| |issued a

Naticnal Security Letter (NSL) pursuant to the Electronic
Communications Privacy Act, 18 U.S.C. 2709, to a telephone
carrier for the telephone. subscriber and toll billing records of
a telephcne number intended to be identified ag that of the
target. Instead, one of the numbers within the telephone number
was lncorrectly written; thus, the information returned from the
carrier was subscriber information and the telephone toll billing
records of a wholly unrelated telephorne number. The error was
discevered upon receipt of the information, and the records were
not reviewed nor used for any investigative purpose. Despite the
inadvertent nature of the mistake, the fact remains that
information was improperly collected on a telephone number
unrelated to an investigation. Thus, the matter is being
reported to the IOB.

Derived/from: G-3
Declasp\ify on: X-1

* * FOOTNOTES* *

sm:)éT
JUR

i1": ”“&Q Section V.11, authorizes wuse of National Security
Letters in '

conformity with 18 U.S.C. 2709 (relating to subscriber information, toll
The

billing records, and electreonic communication transactional records).
statute requires that information sought is relevant

to an authorized natiocnal

security investigation.
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Chairman
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DATE: 11-14-z007

<<Date>>
BY COURIER

Intelligence Oversight Board

Room 5020

New Executive Office Building

725 17th Street, N.W.
Washington, D.C. 20503

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory

letterhead memorandum (LHM), entitled "Intelligence Oversight

Board (IOB) Matter

DIVISION, IOE Matter 2006 '(T)

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General’s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign

(U)
Enclosuse

1 - Ms. Thomas
1 - 278-HQ-C1229736-VIO

counterintelligence and international terrcorism investigations.

UNCLASRIFIED WHEN
DETACH FROM
CLASSIFIRD ENCLOSURE

Derive rom: G-3
DeclasgAfy on: X25-1

b2
b7E

Case ID

278-HQY-C1229736-VIO
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Should you or any member of your staff require additional

information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U}

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The ﬁonorable Alberto R. Gonzales

Attorney General
U.S. Department of Justice
Room 5111

Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.5. Department of Justice .

Room 6150

e
b7E
INTELLIGENCE OVERSIGHT BOARD (IOB} MATTER

(8) o I 006 )

The FedéféI“Bureaumpf Tnvestigation ("FBY*) has
determined that in conducting a
[:;:::;;:] the FBI improperly use ISL)

O obtain subscriber information and telephone toll billing
records on a telepho tnat was not related to the
investigation. The Division I I reported this
potential IOB matte

SBSRET
NSL VIO-35531
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The overcollection was in the NSL in
identifying the telephone numbe o : whose nuwber was
intended to be the subject of the request The ‘overcollection
was a violation of Section V of The Attorney General's Glidelines

for FBI National Security Investigations and Foreign Intelligence =
Collectdion JANSTG) i1- Tpn this regard, on Marech 11,2004 I I

| During the

course of the investigation,| ]1ssued an NSL pursuant to
the Electrenic Communications Privacy Act, 18 U.8.C. 2709, to a
telephene carrier for the records of a telephone number intended
to be identified as that of the target. Instead, the telephone
number was misidentified and the information returned from the
carrier consisted of records of a wholly unrelated telephone
number. The error was discovered upon receipt of the
information, and the records were not reviewed nor used for any
investigative purpose. Despite the inadvertent nature of the
mistake, the fact remains that information was improperly
collected on a telephone number unrelated to an 1nvest19atlon
Thus, the matter is being reported to the ICB.

OGC has referred this matter to the FBI's Inspection
Division for action deemed appropriate. (U}

iUJ"WW;MMN( , Derived m o G-3
Peclass] on: X1

**FQOTNQTES* *
() R N §}< Section V.11, authorizes use of Naticnal Security
Letters in con ormity with 18 U.S.C. 27092 {relating to subscriber

information, toll bllllng records, and electronic communication
transactional records}. The statute requires that information
sought is relevant to an authorized naticnal security
investigation.

SE%
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Precedence:  ROUTINE Date: 03708/2006
To Attn: SAC, COC
Countecterrarism Attn; AD
Inspection atem: 118
b2

From: General Counsel

Counterrorism Law Unit I/1X-1 38100 b?E
* Contacts b6 |
. . bIc
Approves By: Thomas Julie f
Drafted By:
m-
Case 1D #: 08 278-HQ-L1229736-V10 bﬁ
0. BIC
Title: X s O
ATELLTCEE TRERSIGN fomD warTeR, D2

108 200
m-...
Synaps? &%) It is the epinion of the Office of the Genesal
Courset (0GC) that this matter nust be reported to the
Inteltigence Oversight Board (108). OGC will prepare & cover
letcer end @ letterhead'mno_randum for the Generai Counset and
the Agsistant Director, Ingpection Division (INSD), for
submigsion to the 10B. Submission of this matter ¢ the OPR is &
matter within the cagnizance of the [1S. \

(1) XJ Derive ffom : §-3
Decla:><0n: X-1
o
Referenfé;“-}() 240-C28TIEAVIO Serial 1148

Adwinistrative: (J) Tois comunication contains ane or more
footnotes, To read the footnotes, download and print the

....................................................................................................................................
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doctment [n Wordrerfecr 6.1,

Page

W7
Detai | summtliiadtterenced communication fram the |h'eld jbm
Office dated 1/16/2006, requested that GC revie the facts of D /E

the captioned matter and determine whether it warrants
reporting to the [0B. [n our opinien, it dees. Our anglysis

fol laws. : _ b2
- b7k
(§) As discussed in the electronic comunication »
(0ol Jcites batow, i1 [ ] bl
| . _lui'.o vas and remins a b6
United States pereon as that term is used in Sectian 101(i) of b"}c

the Foreign Intelligence Surveillance Aet of 1978 (FISA).id"

{0 .
"*(>(I:—uring the course cf the investigazion,:

issued two National Security Letters (NSL) pursuant 10 the

*

. o
Electron'c Cammunications Privacy Act, 18 U.S.C. 2709. That :*)"“
statute pernits the 8] to raquest subceriber irfornationand .0 /E
telephone tol billing records that are “relevart to an
authorized investigation to protect against internatiomal
tecrorisr or ciandestine intelligence activities, provided that
such an “avestigation of a-United States person is not conducted
salely or the hasis of activities protected by the first
anendnent to the Constitution of the United States.” .
(5). ‘ b2
. %o o octaber 14, 2005 Joereed o 615, LR
including the subject one, relating to the above referenced qu
. W
- ]
The subject NSL requested suascriber and iramsactional records b6
far email account: ’ h';’c
() On or abaut October 20, 2008 responded to
the two HSLs by transmitting infermation respongive to both on a
single compact disk (CD). Subsequenl(Edetemined that
the (D centained full emait content for bath aceounts.
()2 Upen learning that the C0 contained full emai’ content,
oy nd NSLB were centacted. Pursuant to the dicection .
af NSLB, 5 sealed and sequestered in A1 envelapes ‘_‘O &
P
Seer -0 /B
06
o1C

~NSL

VIO-35534



the [0, along with all paper copies of its contents,
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b2
bR

}9) On December :, 2005'

| contacted at

b6

Letters,

—
and advised him of the overproduction and requested bi1C
he verify compliance with the Linits of Mational Security

b7D

(8) In the interest of adhiniscrative purity, en Decenter-

10 |r uesting subscriber and t

email accoun

10, 2005 Isarvecl Lith ancther kst , addressed

ransact ional records for

b2

(U} On Janvary 3, 2006,::ransmitted a (D to the b7E

F8l Dffice, Odce agaih informat
multiple NSLs was included en the 0D,

(S) On January &, 2008, A

CART and had the infornation separated by email account/HSL, A

fen responsive 10 b7D
tock the 00 ta bE
biC

duplicate of the original €0 was proguced a5 well as two working bl

copies o° information regardin

A

provided the copies to Shl |

{U) On Jenuary 6, 2006,! |revieued the cantents of the

original D and determined that despite

{a) the fact that the YSL

expressly sought only transactional records, and (b) the fact

that had been persanally contacted regardirm:
prior overproduction, full email content was egein
R

provided hy

() SSD retrisved all copies of te (D prior to

the information being sent to the case file, Based upcn advice

of e Jrawne ]

ensured that the (Ds, along with all paper copies of their
contents, were sealed and sequestered in 1A enveiopes. They will

be preserved in the cace file,

took carrective action, Sh

“”“'}4 As reqired by Executive Order {€.0,) 12863 and Section
2:56 of the Hational Foreign Intelligence Program Manual (NFIPH),

06 was tasked to determine whether the

ovar ¢ollection errors

described hare are matters which must ke reported tc the 108

o

Page

b2
DTk |
Dl

»Ic
1D

-3 —Jd Oy —3 D
3 2 =
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They must.

“agecase The ematl content was never analyzed, it is
unknzan uhether:coilected histerical stored enail~
content, ar if the centent wes gathered pursuant to subsequent e
surveillance. Over colleetion of stered email content could b ;'D
violate the flectronic Communications Privacy Act, 18 U.S.C.
2701 ot sec. {ECFA), whereas ovar collection of subsequent
survei llance could violate the Foreign Intel ligence Survei(lance
Act (FISA) pen register provisions,

my;x, Section 2.4 of E.0. 12863, dated 09/13/1993, mandates
that Inspectors General end Gereral Coungel of the Intelligence
Comunity components (in the FBL, the Assistant Director,
Inspection Division, and the Genera! Counsel, OGE, respectively)
report to the 0B all informaticn cencernirg intelligence
activities that they have reason 1o believe may

be unlawful or contrary to Executive order or Pregidantisl
directive.

! x Pursuant to ECPA, in the sbsence of & approprizte
authori:aiian, it is wnlenful to “accese", or for a provider to
divulge” the conten: of any stored électronic communications. 18
U.5.0. 270%a)(1), end 2702¢a). Consequently, any viewing of

~ the conteht of any stored electronic comunications must be
tbtafhed pursuant to a court order. '

(U)N The USA Pasriot Act revised cristing taw governing the
installation and use of pen registers and trap and trace devices
to clarify that pen/trap orders mot only apply to hard-wireg {ine
telephenes but also to wireless telephones, e-mail service,
Internet commnications, and any number of communications
tecmologies, At the some time, the Act mede several changes to
emphasize that & penfirap device may not be used for the purpose
of catlecting the content of wire of electronic comiunications.
Consequently, any viewing of the conten of electronically
transmitted communications must be cbtained pursuant to 2 court
order. i3

i ){] In the present case, it is clear that the service

SECN

NSL VIO-35536
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provide "' erroneous|y provided ceniens information
soncerning an e-mail account and that the FBI unintentionaliy received that
- content information not contemplated by the NSl

requesting the subscriber information, However, under these
circumstances, it is 0GCs opinion‘that the error, although

inadvertent, mist be reported to 108,

(-,

% In accordance with the reportiag requirements of E.0.
12863, DGC will prepare the correspondeace required to report
this matter to 106,

LEAD(s}:

Set Lead 11 {ACTION)

-
b7

AT

. {U) For revien and action deemed appropriate. 1f aot
already done $o, sequester the documents at jssue with the (0 and
await further instructions regarding disposition by KSLA.

Set Lead 7: (ACTION)
COUNTERTERROR S
AT WASEINGION, OC

{U) Read and Clear.

FRECOTHOTESH*

... -
i ' fron

and titled “5A

to OCG dated 01/16/2006

Intalligence Oversight Board ¢108) Violation - |Division."

i2"s () A United $tates perscn (USP)is defined in Section 101(i) of
the Forcign Intelligence Surveillance Agt (F1SA)(codified at 50$§{\ 180
SECAET

7D

NSL VIO-35537
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et 5eq.) 45 & citzen of the United States for zn alien lawfully admitted
for permanent residence {as defined in section 10%(a)(20) of the Immigration
and Naturalization Act) . . . . See also Section I1.W of The Attorney
General"s uidelines tor FBI Foreign Intelligence Colleczion and Foreion
Counterinte| [igence Investigatians,
13":There gre certain enurerated exceptiors to th's
prohibition, See 30 U.5.C, Section 1802,
Set Lead 3;  (ACTION}
© INSPECTION

AT WASFINGION, OC

{U) For rewiew and action deemed appropriate.

X
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sarch 13, 2006
BY COURIER

. M. Stathen Friedoan
Chatiman

Intelligence Qversight Board
New Executive Office Building
Washirgton, D.C.

Dear Hr. Friedmat:
“Enclosed for your information is 2 self-explanatery

letterheac memorandum {LHM), entitled "Intelligence Oversight
Beard (163) Matter, Counterterrorism Division, ICE Matter 2006 :})7

(U

This LHH sete forth detzils of imvestigative activity shich -
the F3l has determined was conducted contrary t¢ the Attorney
General's Guidelines for 18] National $ecurity Tnvestigaticns and
Fareign Intelligence Collection, and/or laws, Executive Drders,
or Presidential Directives that govern FBI foreiqn
counterintel [igence and international terrorism ‘vestications.

DR L T D e e L R L R L R T e e LT LR R L)

rase 19 1 278-HO-C2TIH-VID Serial : 226

NSL VIO-35539
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- Mr, Jares A, Baker
Coungel, Office of Intelligence Policy and Review

8

mow Ho;'king Cwy e

UNCLAGSTFAED WHEN
DETACHIR FROM
CLASYIFIEN ENCLOSURE

Derived\ffom: G-3
Dec |ass{fy on; X25-1

Should you or any member cf yaur staff require additsonal
information concerning this matter, an oral briefing will be
arranged for you @t your convenience. ({)

Sincarely,

Julie F. Thomas
Deputy General Counsel

* The Remorable Alberto R, Ganzales
Rttorney General
U.S. Department of Justice

SEC

NSL VI0-35540
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1.5, Department of Justice
Room 6130

N
9%/

INTELLGECE T BOMD (108) WTER 1Y) T
DIVISION
: 0B WATTER 2unéD(U) '
woo -

The Inivision reported this potential |CE matter
involving unautaorized
surveillance.

]
who kes and .

rem:1ns @ Unfted States person as that term is uset'i in Section

1017y of the

Foreign Intell’gence

Syrveiliance Act of 1978 (FISA). Ouring the course of the investigaticn,

issLed two NSLs,
upon | | pursuant to the Electranic Comunications

Privacy fct, B USL
15)° _ }"Q‘

NSL VIO-35541
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2709, Tae'subject NSL requested subscriber and transactional records for T

amail accownt: . 01

\ [n October 2005, respondzd to the two NSLS by 7D
transmitting e h?
information responsive to both ¢ a single compact disk (D). Subsequently
teternined
that the C0 cortained fuil email content for beth acccunts. Pursuant to the b6
direction of NSLB, SA : })7C
:sealed and sequestered in A1 envelopes the (0, along with all

paper copies of its
contents,

(S} On Dacenber *, 2005, :mtactedDand advised :} .
b

. Tegarding

averprodiction ana requested verification of compliance with the Limits of TR
Natonal Security Letters, 'M—\

In the interest of adwinistrative purity, on Decenber 10, 2005, served \ -
with bo
1

another WSL, requesting subscriber and transacticnal records for email acceunt b
On January 3, 2006:transrm' tted a CD to the

0ffice. Once egain information responsive to multiple NSLs was included on
the 0. '

“=¢) On Jenuary &, 2006, after having the information s!pamec‘ by
email account/NSL, .
|detem1‘ned that once again had provided full email
tontent. Based upon

advice of cucﬂand NSLe SSA| and SAD took corrective

action and

——
P

¢

~ ~—1 3

o7 O
S I N

t

encured that the €Ds, along with all paper copies of their contents, were

=i

sealed and sequesiered in
1A envelopes.

gl Cespite the fact that Limited the scape of the subject
NSL to subscriber b?
information provided content information concerning an e-mail 1y 7F,
account, Thus, the b7D

o

NSL VIO-35542
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FBI unintencionally received that content information rot contemalated by the
3L, Sueh viewing '
of stored electronic comunications and/er electronic surveillance was not
asthorized under the
tlectronic Connupications Privacy Aet, Foreigs Intelligence Surveillznce Act
andsor £.0, 12333,

. Under these circumstarces, it is 0GCs opinion that the error, although
inadvertent, must be reported '
to 108,

{U) QcC has referred this matier to the FBI's Ingpection Division “or
attion deemd
appropriate.

T},
N)De' Fram : G+3
© Declagdty bn: X

SECR

NSL VIO-35543
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Precegence; ROUTINE Date: 03/08/2006
Tz Attn: SAC, CDC
Counterterrarism fen: A
(nspection - Attn 1S o2
biE
From  General Counsel , ",
) ) 00
Counterrorisn Law Unit T/Le-1 35100
p "'?{\
Cantact: BRIV
Approved By: Thomas Julia ¢
firafted By:
(-
Case 1D #: -0) 278-HQ-Ci229T36-vI0 .
>< bt

(- o
Title: ) S bic
INTELLIGEMCE ONERSIGHT BOARD MATTER, ].')2

- 108 20[__]
I - .

Synopsi;2“=§i( It 1§ the opinion of the Office of the General -
Counsat (OGC) that this marter must be reported to the

Intelligeree Oversight Baard (10R). OGC will prepare a cover
letter anc @ |etterhead memprangum for the General Counsel and
the Assistant Director, Inspection Division (INSD), for

* subnisgion to the 1C3. Submission of this matter ta the % s 2
matter within the cogn’zarce of the 118,

{n M Derivj{rm: 63
(eclasdiky On; X1
(0
Retersnce: % 278-Ha- £1229738-V10 Serial 1167

Adwinistrative: (U) This comunication contairs one or more
‘eotnotes. To read the feotnotes, download and print the

Page

1

.................................................................................................................................

Case 1D @ Z7B-H3-C1229736-V10 Serial : 127
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Derails: (lf) Referenced coamunication from th I Field b2
Officel dated 1/16/2006, requested that 0GC review the facss of b7E
the captioned marter and determine whether it warrants '

Teparting to the 108, In'our opinion, it does. Our analysis

ol lows. bl

)
B4

cocument in WordPerfact 6.1,

{8) Az discussed in the electronic communication

cytran] Fited below, it | : :b7E
who was amd remaing a b6

United States person as that term is used in Section 101{i) of ‘bl
the Foreign Intelligence Surveillance Act of 1978 (FISK). 32"

tU:I M During the course of the investigation,
issued Kational Security Latters (NSL) pursuant to the Electronic
Communications Privacy het, 18 U.8.C. £709. That statute
permits the FEE to reguest subscriber information and telephone O k
toll billing records that are "relevent to an zuthorized
investigation to protect against internationel terroriem or -
tlandestine intel licence activities, provided that such an :bi
investigation of a United §tates person is not conducted solely bZ
on the basis of activities protected by the first amerdment to
the Canstitution of the United States,"

{5) On October 14, 2005 L’et'ved two KSL’s,

including the subject ome, relating Yo the above referenced
] upor |

o
T
=1

—1 O
2

st
I -
v

The stoject KSL requested subscriber and transactional records
for email atcoun:1 |

W @n or ebout Octoder 20, 2005 responded to b7D

the v NSLs by transnitting infornation responsive to both onz |7

single compact disk (D). Subsequentl determined that b"'vw
N A

the D contafned ful. emafl content for both ac¢ounts,

T
L

) ’(X Upon learning that the CO contained full email rorzent, ’
. m
i and WSLB were contacted. Pursuant to the direction bTE
of NSLE, SA sealed and sequestered in A1 envelopes b6

™ e
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the €D, along with all paper copies of its contents.

Decerber 1, 2065 comacte«l at

and advised hin of the overproduetion and requested
he verify compliance wilh the Limits of National Security
Letters,

{$) In the interes]&LﬁMﬂﬁt‘ve purity, on Decenber
10, 2005 serve ith another XS0, addressed
to recuesting subscriber and transactional records for

email account |
'E‘EHL ' """"‘Jé'ﬁﬁﬂ'f"Y"?;"?gﬂﬁ:“"smtted 20 to the

] Office. Once again infsrmation respansive o
multiple NSis was included on the (D,

(5) On January 4, 2006, Sl:took.the ot

(ART and had the information separated by email azcount/NSL. A
diplicate of the origingl Cb was prodvsed as well as twa working
copies of information regardin A
provided the copies to 54

m%w Jenuary 6, 2006,D|‘evieued the contents of the

original m\'é?f\d"ﬂe-temimd that despite () the fact that the KL
expressly sought only tr'éﬁé’z‘ict-iwwﬁ,,_;_'ecm*ds, and (b the fact
the had been personal ly contzeted: regardin

orfer averproduction, full enail centent wis i
previded by

(u) $5A retrieved all copies of the (D prior
to the infermation being sent to the case file, Based wpon
advice of anm kSL8 Ero:k corrective action,
sDensured that the CCs, along with all paper copies of

their contents, were sealed and secuestered in 1A envelopes. They
witl be secuestered by the Chief Division founsel.

0 N 48 *ecuired by Executive Order (E.0.) 12863 and Section
2-54 of the Nationa: Foreign Intelligence Program Manual (NFIPH),
060 was tasked to determine whether the over collection errors
deseribed here are matters which must be reported ta the 108,

T
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They must.

N Because the email content was never analyzed, it is
unknesn uhezher:collected histrical storeg email
centant, or if the content was gathered pursuant to subsequent b
surve'liance. Qver collection of stored email content could
wiolate the Electronic Comminications erivacy Act, 18 U.8.C.
2701 el seq, (ECPA), whereas over cof lection of subsequent '

~1
-]

surveil lance could violate the Foreign latelligence Surveillanse
At LFiSA) pen register provisions.

(0 % Section 2.6 of £.0, 12863, dated 09/13/1993, mandates
that Inspectors General and Genersl Counsel of the ntel[igence
Community comanents (in the FBI, the Assistant Director, ‘
1nspection Division, and the General Cownsel, OLC, respectively)
fepmt to the 108 ali infornation concerning intelligence
activities that they have reason to helieve may

te unlawful or cantrary to Executive order or Presidential
girective,

m ;xj Pursuant to ECPA, in the absence of a apprapriate
authorization, it is unlawful to “access”, or for a provider o
Mdivyige' the content of any stored electronic communications, 18 -
M.S.L, 2700¢eacny, and 2702¢a), Consequently, any viewing of

the contsnt of any stared electronic comunications myst be
ohtained pursuant to a caurt order,

(-

installation end wse of en registers and trap and trace dewices

The USA Patriat Act revised existing lan goveraing the

to clarify that pen/trap orders not only apply to had-wired line
telephones but also to wireless telephones, e-naii service,
Internet communications, and any number of comunications
wechnolagies, At the same time, the Act made several changes to
enphasize that o pen/trap device may nat be used for the purpose
of collecting the content of wire or electroaic comunications,
Consequently, any viewing of the content of electronically
1ransnitted communications must be obtained pursuant te a court
oder.i’

(N x In the present case, 1t is ¢lear that the service

sa\
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provider, | erroneously provided content infornation

concern’ng an e-mafl account and that the FBi unintentionally received that
content information not contemolated by the NSL

requesting the subscriber information. However, under these

circumstances, it is OGCs opinion that the error, although

{nacvertent, must be reported to 10B,

0 }4 In accordance with the reporting requiremests of £.0,
12663, OGC will prepere the correspondence required to repor:
this matter to 08,

LEAD(s):

Set Lead 11 {ACTION) 0?2

(L) For review and action deenec appropriate. 1f not.
already done so, sequester the documents at issue with the (DC and
await further instructions regarding dispesition by NALB,

Set Lead 2: (ACTION
COUNTERTERRORIM
AT ASHINGTON, D

(U) Read and Clear,

**TOOTNOTES**
{

T, ,
it 9{ b fron |m 006 dated 01/16/2006

and titled "SA

ntei ligence Oversight Board (10B) Violation T jvision,

i2°5 (U)K United States perdon (USR)is defired in Section 101(i} of
the foreign Irtelligence Survelllance Act (FISANcodified at 50 U.5.C. 180!
et seq.) a5 a citizen o¢ tre United Stetes tor” an alien tawfully amitted
for permanent residence (a5 defined in section 101(a)(20) of the lmmigration

sm{
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and Naturalization Act) . . . . See alse Sectian [1.W of The Attorney
General’s Guidelines for FBI Foreign Inte'ligence Callection and Foreign
" Counterintel |“gence Investigations,

13 :There gre certain enurerated exceptions ta this
prohibition. See 50 U.5.C. Section 1802,
Set Lead 3: (ACTION)

INSPECTION

AT WASHNGTON, OC

" {U) For review and action deemed appropriate. .

e
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Karch §, 2006
Y COURIER

Wr, Stephen Friednan -

Chai rman

Intelligence Oversicht Board
Hew Executive dffice Building
Yashington, D.C.

Dear M. Fricdman:
Enclosed for your information is a self-explenatory

. . . )
letterhead menorandun (LKM), entitled “Intelligence Oversight - .bzg
Roarc (108} Matter, Counterterrorisn Division, I0B Matter 006~

' (1)

This LHM sets farth details of investigative activity which
the F31 has determined nas conducted contrary to the Attorney
Generai's Guidel nes for FEI Yational Security Investigations and
Foreign [ntelligence Collecticn, andfor (aws, Exegutive Qrders,
or Presidential Directives thas govern FBI foreicn
counterintelligence and interrational tarrorism investigations,
W ‘

Cnclosure

i - 278-HQ-C229T36 VI

....................................................................................................................................

Case [0 1 278-HQ-C1229736-V10 Serial @ 1828

NSL VIO-35550

Page

1



. SeET

===~ Horking Copy ----

UNCLASSTEAED WHEW
DETACHEX FROM
CLASSJFLER ENCLOSURE

berived, fpbm: G-3
Dec |assity on: %25+

Sheuld you o amy member of your staff require additional
information concering this matter, an oral briefine will be
arrengec for yeu at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberta R. Gonzales
‘ﬁtturney General
U.S. Departnent ef Justice
Room 5111

1- K, lames A, Baker
Coungel, 0ffice of Tntelligence Policy and Review
1§, Department c¢f Justice
Room 6150

SECRNI
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INTELLIGENCE OVERSISHT 806RD (108) MATTER 1/ T,
DIVISION
m 108 RATTER 2uaoDu> Y
\ T
% Ihel Division reparted this potential 108 natter DIE

invelving unaushorized
survei tlanca,

(3

ho was ard bl
remains 2 United States person as that tesm is used in Section - 'k)?
10103} of the o
Foreign Intelligence :b%
Surveitlance Act of 1978 (FISA). During the course of the investigation, ' Do
Atlanta fseueg S0 Ml ' hIe
up pursuant to the Electronic Communications WD
Privacy Act, 16 U.5.i. '
270, The subject NSL requested subscriber and ransactional records for
#mail accont:

Y% In October 2005 responded to the two ¥SLs by NG

Di

transmitting

SEN
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bt
jon resparsive to bath on a single conpact disk (D). Subsequently b7 0
otermingg .
that the € contained full email content for both accounts. Pursuant ta the ib 2
ion of HSLB, S - bR
sealed and sequestered in A1 envelopes the 0, aleng with all
paper coples of its

contents,

(8) Cn Decenber 1, 2005 contactedl |and abised .,
regarding B jbi
overproductior and requested verification of complianca with the limits of biE
National Security Letters, _ b6
In the interest ¢f edministrative purity, on Cecember 10, 2005, served :br?c

ith "y
another NSL, requesting subseriber and t scords for ehafl zecount :b D
| I On January 3, éoos,ﬁtransmitted altome Dl
0ffice, Unce again 1nformation resparsive to multiple NSLs was included on
the €. ’
. . -

T& On Januery 6, 2006, efter having the information separated by 0e
enail accont/HSL, bTE

determined that once again hac provided full email "D
content, Based upon : "h 6
advice of (B ang NSiR szi ad stl took corrective

ctien and : L1c
ensured that the [0s, aleng with all paper copies of their contents, were
sealed and sequestered ir
18 ervelopes.
"~ [espite the fact that limted the scope of the subject
" MSL to subscriber .
information, provided content information concerning an e-mail
account,  Thus, the
FEI unintentionally received that content information not contemplated by the .
NSL. Such viewing De
of stored elactronic comunications and/or electronic surveillance was not D7E
authorized under the i)

Electronic Communications Privacy Act, Foreign Intelligence Survaiilance Act

andfer £.0. 12333,
x
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Under these circumstances, it is 0GCs opinien that the error, although
inadvertent, must be reparted
to 108.

{U) 0GC has referred this matter to the FBI‘s Ifispsction Division for
action deened ’

':ﬁp;ropr iate,

%Der' From: G-3
Decla on: X1
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March 8, 2006

Mr. Stephen Friedman, Chairman
Intelligence Cversight Board

New Executive Office Building - Room 5020
Washington, D.C. 20503

Dear Mr. Friedman:

This letter forwards for your information a self-explanatory
itled "Intelligence Oversight Board (IOB),
| iDivision, IOB Matter 20061 oAU

The enclosure sets forth details ¢f investigative activity
which the FBI has determined was conducted contrary to the
Attorney Generals Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI

foreign counterintelligence and international terrorism
investigations. (U)

Enclosure

1 - 278-HQ-C122973¢-VIO

UNCLAS IED WHEN
DETACH FROM
CLASSVYFIKD ENCLOSURE

Case ID : 278-HQ-C1229736-VIO Serial ; 124
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Should you or any member of your statf redquire additiocnal
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

~Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 ~ Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.8. Department of Justice
kRoom 6150

SEEK%T v -
INTELLIGENCE OVERSIGHT BOARD {IOB) MATTER D2

DI} N , b7E
IOB MATTER 200¢] (U
fU?“”QQ Thel |Division of the Federal .
Bureau of Investigaction (FBI) reported a potential I0B ipyolving a b2
National Security Letter (NSL) reguested by b7E

which, through
a transcription error, sought intfeormation about a telephone number
belonging to a person who was not the subject of an FBI national
security investigation.

(8) _The US ng;snnl

!had the phone number on 11
01/16/200¢, the case agent directed the investigative support specialist .
(ISS) to draft an NSL requesting information regarding t | 1] :b2
number. The request had the subject telephone number as b7E
however, due to an administrative oversight, ?hg_NEL_sen;_;T Tl e
telephone company had the telephone number as The case L7C
agent‘s telephone extension in is] |

CU?”&Q Oon 02/10/2006, the case agent opened the NSL results and
noticed the discrepancy in the telephone number. The case agent
immediately notified his supervisor and put the original results in a
sealed envelope for sequestration with the Chief Division Counsel (CDC).
SESRET
NSL VIO-35569
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Nothing from the original NSL results was uploaded into the FBI computer

systems, nor was any investigative action taken based on the.NSL
results.

(U) Due to inadvertent typcgraphical error, received b7E
NSL results on a telephone number that was not associated with the
subject of an authorized investigation. However, due to the fact that
there was an unauthorized ccllection of presumed U.S. person
information, the error is a reportable matter under Section 2.4 of
Executive Order 12863,

Derive om: G-3
DeclassA on: X1
SE%T

. ;EERET
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INFURMATION CONTAINED SE
CUNCLASSIFIED EXCERT

WHEBE SO 0THERGLSE -~=-- Working Copy ----
e
CLASSIFIED BY 65179 DMH/KSE/TW
C REASON: 1.4 (£)
Precedence: ROUTINE . LECLASSIFY ON: 11-28-20 Date:
To: ‘Attn: sa
- - SA
CD
Inspection Tonl Mari Fogle
Jounterintelligence ' ssa
CD-3B

- From: Qffice of the General Counsel

-

(U 3

National Security Law EzanCh/CEEU/Room 7975
Contact:

Approved By: Thomas Julie F

Drafted By:

Case ID #:- } 278-HQ-C1229736-VIO

Title: m><> INTELLIGENCE OVERSIGHT BOARD MATTER 2006

SYHQPSiSﬂ“Wqu: It is the opinion of the Cffice of the General
Counsel ("OGC") that this matter must be reported to the
Intelligence Oversight Board {(IOB). OGC will prepare a cover
letter and a letter head memorandum to report this matter to the
IOB. Our analysis follows.

(U} (>Q ' Deriv%}mm ¢ G-3
Decla y on: X-1 b1
Reference: 278-HQ-C1229736-VIO Serial 1115  bZ
(S)I | ~ b7E

(I

Details: ;83 By electronic communication (EC) dated 12/19/2005,

Division reguested OGC review of a possible IOB error in
conjuniction with an ongoing counterintelligence investigation.
The following facts are derived from this EC.

(S} On 9/9/z005, FBIl ﬁrepared a National Security
Letter {NSL) to obtain subsScriber informaticen for telephone
pumber The NSI. was served tol ]

- e o e M A = S e e M M e e = e o e e W o e e w w m e W e o o om

Case ID : 278-HQ-C1l229736-VIO : Serial : 1257

NSL VIO-35571
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(S) On 12/15/2005, FBI discovered that the ,
original NSL dated 9/9/2005 inadvertently requested information b2
for the wrong telephone number. information was b7E
recquested for teleph numbhay however, the correct B
telephone number wasrne : i
be
(U) Section 2.4 of Executive Order (E.0.) 12863, - bic

dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBT,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB all information concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. This language was adopted verbatim from E.Q0. 12334,
dated 12/04/1981, when the IOB was known as the President’s
Intelligence Oversight Board.

(U) By longstanding agreement: between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violaticn of a
provision of the Attorney General’'s foreign counterintelligence
guidelines or other guidelines or regulations approved by the
Attorney General in accordance with E.O. 12333, if such provision
was designed in full .or in part to ensure the protection of the
individual rights of a U.S. person. Vioclations of provisicns
that are essentially administrative in nature need not
be reported to the
IOB. The FBI is required, however, to maintain
records of such administrative vi¢lations so that the Counsel to
the IOB may review them upon request,

{m - ;S(;In this case, this matter must be reported to the IOB

becau BI| regquested information on a number that had no

relevance to an cngoing investigation as required by statute. b2
This error was compounded by the fact that the results from this IR
NSL were dacymented in an EC and Subsequently entered into the

FBIs latabase.

(U} Based upon these facts, in accordance with the NSIG and
the terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error must be reported
to the IOB. : '

igr
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Lead(s) :
Set Lead 1:
AT : _ b2
b7E

(U} Implement procedures to ensure the accuracy of
information contained j I, requests. Sequester all information
from this NSL with[f::ff:fﬁchief Division Counsel, and purge all
information from FBI databases. NSLB will provide further
guidance to the CDC regarding the sequestered information.

Set Lead 2:
CCUNTERINTELLIGENCE
AT WASHINGTON, DC
_ b2
{U) (Coordinate with Division to ensure that . b7E
appropriate procedures are in place to ensure the accuracy of
informaticn contained in NSL requests and that the information is
properly sequestered and purged.
1 - Ms. Thomas _ . be
1 - ' : - b7C
1

- NSLB Library

shsz -
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BY 65178 DHH/KSR/TW

March 8, 2006

Mr. Stephen Friedman

Chairman Intelligence Qversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Friedman:
This letter forwards for your information a self-explanatory

enClefff entitled "Intelligence Oversight Board (IOB), Matter
2006 ")

The enclosure sets forth details of investigative activity
which the FBI has determined was ¢onducted contrary to the
Attorney Generals Guidelines for FBI National Security
Investigations and Foreign Intelligence Collecticn and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Zncleosure

1 - 278-HQ-C1229736-VIO

UNCLA FIED WHEN
DETAC FROM
CLASYIFIED ENCLOSURE

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

e e o e e e e W T TR ST e Tr M WM T T ™ o e o o W e e e e o e M W W e ey e e e e e e e

Case ID : 278-HQ-C1229736-VIO Serial : 1258
SE}{ET ,
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Very truly yours,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker ' -
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Rocm 6150

JGENCE OVERSIGHT BOARD (IOB} MATTER
I DIVISION »
[TER 2006 (u)

) e . . .

: j')&i The Divisicon of the Federal Bureau of Investigation has
reported a possible viclation in conjunction with an ongoing
counterintelligence investigation. By electronic communication (EC)

dated 12/19/2005 requested FBI Office of General
Counsel review [::::::]

of this possible IOB error. The following facts are derived from this

EC.

SE%T
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{8) ©On 9/9/2005, FBI prepared a National Security Letter b7D
i subscriber 1niormati bl
Ihe NCL was Saruad to e
on 9/28/2005 by FB] o
bicC
{8) On 12/15/2005, FBI discovered that the original NSL
dated 9%/9/2005 inadvertently requested information for the wrong
telepﬂfne_numhe:___SUbscriber information was requested for telephone
ouabe however, the correct telephone number was
| | | bl
i In this case, this matter must be reported to the IOB because ;b'b
FBI requested information on a number that had no relevance to an b7C

ongecling investigation as required by statute. This error was compounded 12
by the fact that the results from this NSL were documented in an EC and b7F
subseguently entered into the FBIs Telephone Applications database.

(U) Based upon these facts, in accordance with the NSIG and the
terms implementing the
reporting requirements of Section 2.4 of EO 12863, it is our opinion
that this error must be reported to the IOB.

sg}m{
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Precedence: ROUTINE Dare: 03/09/2006
To Attn: SAC, CDC
Ewnterterrorism‘ i
Inspection ) Internal Inspection Section
b .
From: Genaral Counsel o
Natignal Security Lak Branch (NSLB) b 'k
Contact: bb
biC
Approved By:  Thomas Julie F
Drafred By: -
' : bl
T '

Case [0 #: (>( 278-H0-C12£9736-V10 (Pending) b2

mwry\r bIE
" Title: &} | | - jb6
. 3
$5A \ bic
POSSIELE. INTELL{CENCE . OVERSIZHT G0ARD WATTER .
(06 MATIER zumD . v b2

m

. Synopsis: M It is the opinion of the Office of the General Counsel
(0GC) that this matter must be .reportéd to the Irtelligence Oversight
Board (0B} and to the FBI Inspection Division. CGC will prepare a
cover Letter and a memorandum for the Deputy General Counsel to report
this matter to the 108, Our analysis follows.

W) Derivm’: 63
) DeclaefifyNn: X1

Detzils: (8) As discussed in the electronic ceamunication (EC)

referenced belowi!’ in ' bl
accordance with the Artorney Generzl’s Guidelines for F8I Narional Lo
Security investigations and Fareign Intelligence Collection (NSIG). . b']E

During the investigation of a U.S. persen (as that term is used in Section

------------------------------------------------------------------------------------------------------------------------------------
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tIRI¢)] uf"'».‘the Foreign Intel ligence Surveillance Act of 1978
(F!Sh].|2: a National Security Letter (NSL) was submitted

Imulm[_‘{e subject’s hame telephone nunter qu bl
o the time the NSL Was issued. Due to an errer :
on the part of the Joint Terrorism Task Force Gfficer working on the ‘
cese, the telephone runber was misidentitied. Comsequently, records ‘
unrelated o the suject were received. The error ey b?
recognized, and the records have been sezled by theﬁc. :va
ALL relevant records have been permanently charged out of the FBl's
Automated Case Support system. Neither the incorrect number nor any

records received with respect to the numer were uploaded into FB
datanases i3

(U) Section 2.4 of Executive Order {E.0.) 12863,
dated 09/13/1993, mandotes that Inspectors General and General Tounsel
of the Intelligence Commnity components (in the fBI,
the Assistant Director, INSD, and the General Counsed, CEC,
respectively) report to she 108 all information concerning
intel [igence activities that they have reason to believe may be

unlarful or contrary to Executive order or Presidential

dir'ective, This language was adopted verbatim from £.0. 12334, dated
12/04/1981, when the 108 was known as the President’s [ntelliganca
Overgight Board.

(0} --Yef

bl
b2
When the FBI issues an NEL for toll blE
records, it mist certify in accordance with Title 1§, U.S.C., Section

2709¢b), that "the name, address, length of service, and toil billing

racords sousht are relevant to an authorized investigation o orotect

against interrationz| terrorism or ¢landestine intelligence
activities, and thet

sich an investigation of a United States person ,
is not Sonducted solely on the basis of activities pretected by the
fiirst anendnent to the Constitution of the United States." Tais .
means that the subject of the NSL need not be the subject of an #81
investigation but there must he "relevance® te some authorized F81
rational security investigation, [n this case, despite the honest
mistake of the Task Force Officer, the FBI receivad telephone reccrds
for which no relevance existed to an authorized investigation.

SENET
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Therefore, we belicve this natter must be reported,

{U} OGC will prepare an appropriate cover letter and
menorandum for the Deputy General Loursel to report this matter to the

108.
*EOOTNOTES
W n _ |
i1 (8 EC from th Pivision, dated 3172312006 and titled h?
_ Intelligence Oversight Baard (108) Mstter (hereinafter cited as 1A
DI
£€§).
M-

'fZ"':‘""(x A United States person is defired in Section 101(7) of the
Foreign Intelligerce Surveiilance Act (FISA){codified at 50 4.5.C. 1801 et
seq.) as & citizen of the United States for” an alien lawfully admitteq for
permangnf residence {as defined in section 101(a)(20) of the Immigration and
Naturalization Aet) . . . .

i3 (U |EC.

- 14(>;6 Part V.12 list use of NSle as an authorized investigasive
technique i conformity with . . . 18 U.S.C. 270¥ (relating ta eubseriber

information, toll billing records, ard electronic comunication transactiorai
records)."
LEAD {5)

Set Lead 1 (Aotion)

1\ bf
b7E

{U} For action deemed appropriate.
Set Lead 2: (Info} -
COURTERTERRORISM -

AT WASKIAGTON, DC

SECKE
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1 - Ks. Thoms

SEXET
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() Ffer alcrion congistent with this opinion,
{Action)
INSPECT [ON

AT T1S, WASHINGTON, OC

{U) For action deemed appropriate.

§

SEEE!{N\
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