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Drafted By: 
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INTELLIGENCE OVERSIGHT BOARD {IOB)MATTER. 2005 

-0.6-20.0.7 
CLASSIFIED BY 65179/DMH/KSR/RW 

1.4 (c) 

ii-06|iii| 
h 2 
be 
bic 
blE Synopsis: It is the opinion of the Office of the General 

Counsel {"Cf^C") that this matter need not be reported to the IOB. 
Rather, a record of this decision should be maintained in the 
investigative control file for review by the Counsel to the IOB, 
Our analysis follows. 

tuj 

(U) 

(U) 

(S) 

X 
Reference : 278-HQ-C1229736-VIO-4Q 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 

Details": i>£) By electronic communication {EC) dated November 
19, 2002 foiled below)il", the[ ] Division[ 
reported a possible IOB error in conjunction with an on-going 
international terrorism investigation. 

Tir* A -rx f T ? r > T 1 
b7C 

Case ID : 278-HQ-1406607 
27fl-HO-gl22^73g-VTQ 
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On the belief that the 
| inquiry had to be completed within ninety days, or by 

I tne case acrent requested a mnst-.v dav evt-pnainn 
I I Ito FBI HQ I I Later J I 

the case agent recruested| I to 
FBI HQ. I I a FBI HQ official advised the case 
agent that| | request had not been requested 
properly in accordance witn the Attorney General (AG) 
Guidelines,i3' and that the results of one National Security Letter 
(NSL) that had been obtained outside of the initial ninety day 
period! |could not be used. The case agent promptly 
stopped use of the NSL results, and on December 6, 20 02, the case 
agent's supervisor secured the documents provided in response to 
the NSL« 

As required by Executive Order (E.O.) 12863 and 
Section 2-^6 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the receipt of 
unsolicited material described herein is a matter which must be 
reported to the IOB. It need not be. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated September 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive. This language was adopted from E.O. 12334, dated 
December 4, 1981, when the IOB was known as the President's 
Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB),,this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the AG's foreign counterintelligence guidelines or 
other guidelines or regulations approved by the AG in accordance 
with E.O. 12333, if such provision was designed in full or in 
part to ensure the protection of the individual rights of a U.S. 
person. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

Section III.B.6. of the March 8, 1999 AG 
Guidelines (FCIG) stated in pertinent part: 

Preliminary inquiries shall be completed 
within 120 days of the date of initiation. 
The Office of origin SAC may personally 
authorize extensions of a preliminary inquiry 
for a period of not more than 90 days up to a 
total of one year when justified by facts or 
information obtained during.the course of the 

seS^ET 
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<U) - inquiry. . . . FBI Headquarters may authorize 
additional extensions for periods of not more 
than 90 days on the same basis. All 
extensions shall be in writing and include 
the justification for the extension-v-j^T 

(U) \ ' / \ 
J ^ t v Although this provision was primarily 

administrative in nature, it was designed, in part, to protect 
the rights of U.S. persons because it limited the length of time 
that the FBI could conduct a| Iof an individual without review 
by the proper authorities. By longstanding agreement between the 
FBI and IOB, | loverruns need not be reported to the IOB if they 
are both inadvertent and de minimis in time. To determine 
whether a possible violation of the March 8, 1999 AG Guidelines 
is inadvertent and de minimis in time, all the facts relevant 
to the matter must be considered in their totality. 

v 

b7E 

In this instance, there appears to have been 
considerate Confusion in applying the FCIG AG Guidelines then in 
effect by both by the| case acrent and the FBI HQ 
official advising on the case, for no | ¡overrun occurred in this 
instance at all. As cited above, Section III.B.6. of the FCIG AG 
Guidelines allowed for a period of 120 days to complete a| | yet 
the case agent was under the impression that he only had ninety 
days in which to conduct a| I The HQ official then advised the 

J case agent that he had not properly requested an 

bl 
b2 
b7E 

extension, when in fact the initial 120 allowed period had not 
yet expired. It is true that the extension was incorrectly made 
in that it was made to FBI HQ, when in fact the | | 
Special Agent in Charge {SAC) himself was authorized by Section 
III.B.6. of the FCIG to approve ninety day extensions, up to one 
year. Nonetheless, the initial 120 day period authorized by the 
FCIG had not yet run when the NSL results were obtained, so no 
extension was yet needed, As no violation of the AG Guidelines 
thus occurred, there is no violation that must be reported to the 
IOB. 

(U) Consistent with our prior opinions, a record of 
this decision should be maintained in the control file for future 
review by Counsel to the IOB. 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION y 
SEraET 
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AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2: (Info) 

(U) 

CC: Mfl Thmnafl 

Read and clear. 
] 

NSLB IOB Library 

b2 
b6 
b7C 
b7E 

Division to the General 

* * FOOTNOTES* * 

11 ~: See EC from the 
Counsel, dated November 
19, 2 0 02, Case ID # 278-HQ-C1229736-VIO Serial 40, titled 
"SSA| 

b2 
b6 
b7C 
b7E 

1 SA 
Ï 

] Division, IOB Matter," hereinafter cited as 
EC. ,r 

i2' : A United States person is defined in section II.W 
of the March 8, 199 9 
Attorney General (AG) Guidelines as an individual who is . . . la' United 
States citizen . . . or . . 
. a permanent resident alien . . . . This regulatory definition is based 
on the definition of a 
United States person as that term is used section 101 (i) of the Foreign 
Intelligence Surveillance 
Act (FISA), 50 U.S•C + 1801 et seq. Section loi (i) states in pertinent 
part that a United States 
person means a citizen of the United States lor' an alien lawfully admitted 
for permanent 
residence (as defined in section 1101(a)(20} of the Immigration and 
Naturalisation Act) . ; . . 

i 3 " : y f S J T h e March 8, 1999 AG Guidelines, fully titled 
"Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations" (FCIG) 
were in effect at the time of the events in question in this IOB matter. 
The FCIG were 
superseded by current AG Guidelines, the "Attorney General's Guidelines for 
FBI National 
Security Investigations and Foreign^Intelligence Collection" (NSIG) on 

SE^ET 
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October 31, 2003. 
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ALI IHF0P1ÌÀTI0W COÌ'JTAII'IED 
HEPEll'I ' ' '' IS " TJHCLSSST FIED ' ' ' EXCE PT 
MERE " " S'EO Wì ' ' 'OTHERWI SE 

March 11, 2005 

BY COURIER 

Mr* James Langdon date; 11-06-2007 
Intelligence Oversight Board CLASSIFIED B' 
New Executive Office Building REASQH: 1,4 (C) 
Washington, D.C. MCIIiSSTFY""OII: 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 

|

m^mcvrar)dnm. entitled "Intelligence Oversight Board (IOB) Matter, 
iField Office, IOB Matter 2 0 04-T~l (U) 
1 I—I b2 

This LHM sets forth details of investigative activity which b7E 
the FBI has determined was conducted contrary to The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection and/or laws, Executive Orders, or 
Presidential Directives which govern FBI foreign 
counterintelligence and international terrorism investigations, 
(U) 

Enclosure 

1 - Ms » Thomas 
1
 I 1 -1 275-H0-C12257 
1 - OPR (IOB 2004 

b2 
b6 
b7C 

Mr. James Langdon 

SE^ET 

Case ID : 278-HQ-C1229736-VTO Serial : 732 
SECRET 

NSL VIO-36757 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

Sincerely, 

Julie F„ Thomas 
Deputy General Counsel 

INTELLIGET )B) MATTER 
bl 
b2 

j ^ - *- b6 

J a United State ' ~ T ~nt 
b7C 
b7E 
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extensions were granted by SAC, | Ias authorized by the 
.Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence raii^i-inn (KT.qiTM . On or 
about 11/17/2003, a u t h o r i T i h i r>n i.T->n nhh-.-inr.Hl I f r n m BBI 
Headquarters to extend I I 

was I I in accordance with the NSIG. On 05/08/20041 I 
improperly extended for an additional six months without FBI 
Headquarters authorization, 

Investigative activity after | |included 
£nd National Security letters 

issued for telephonic or financial records. Section II.C.4 of 
the NSIG provides, "An extension of| [investigation 
beyond the initial one-year period requires FBI Headquarters 
approval and may be granted in six month increments. 11 Because 
Headquarters authorization to extend was not obtained, 
investigation into this matter,after I bonstituted 
Unauthorized investigation, reft ' ' 

Upon it's report of the matter, FBI Headquarters 
instructed~ | to cease any further investigation into the 
captioned matter, close this investigation and thai- while* 
analysis of any documentation obtained prior tol lis 
authorized, that any outsbandina leads or requests for 
documentation set out afterT Imust be discontinued. Any 
further investigation would have to be predicated upon a request 
by| japproved bv FBI Headquarters to reopen the 
investigation. | ] has not requested that the I be 
re-opened. 

This matter also has been referred to the FBI's 
Inspection Division for action deemed appropriate, (u) 

h 2 
b7E 

Ì 

SEjp^T 
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ALL INFORMATION CONTAINED 
HEFE IÌ" " 13" " OTC LÀS SIFIED " E XCÈ PT 
IBERE SBÖWM ' ' ' ÖTHERWISE 

January 31, 2005 
11-06-200? 

C LAS S I' FIED' " BY" "65173/DMH /KSR/Rf 
RŒOT: i:"4 (c)" 
DECLASSI Ff ON: 11-06-2032 Mr. James Langdon 

Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Langdon: 

This letter forwards for your information a self-
explanatory enclosure entitled "Intelligence Oversight Board 
(IOB), Matter 2004-1 I" {U) 

The enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. -(U) 

b7E 

Enclosure 
- Mr. Szady 
- SAC[ 
- Ms. Tnomas 
C 

b7C 
- OPR 
- 278-HQ-C1229736-VIO 

Mr. James Langdon 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Case ID : 278-HQ-C1229736-VIO Serial : 804 
S^S^ET 

NSL VIO-36774 
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Very truly yours, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
I ID I VIS ION 

IOB MATTER 2004J (U) 

_ Z 
iutfsau of Investigation has reported tjie receipt of unsolicited 

SEJ^ET 
NSL VIO-36775 
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SE^ET 
Working^Copy 

material 
1 in response to a National Security Letter {"NSL11) . 

Page 1 

¡issued a NSL, pursuant to the Electronic Communications 
p^rar.,, LiLKCBM^, 18 Ü.S.C. 2709, toi 

addre ss es 
records" associated withl telephone number related to 

On November 27, 2004. the case agent received a compact 
disc ("Ci)" ) fromf" | in response to the NSL. The 
CD contained information both responsive and non-responsive ¡tn rha TiTST• 
The non-responsive information included content information 

thir nnn-rpgnnnaivp inromarion uaa vohmrari ly prr>vi n̂ ri f>y[ 

the NSL, and that authorized bv ECPA. 
^P ^ 
L but was beyond the scope of the information requested in 
that authorized bv ECPA. The case agent immediately turned 

this CD over to the| |Division Counsel ("ADC") upon 

bl 
b2 
b4 
b7D 
b7E 

The NSL included a request tor "the name(s), 
length of aervjrp. and 1 oral and long distance toll billing 

h 2 
b4 
b7D 
b7E 

to _ 
recognizing the unresponsive material as such. No copies of the CD were 
made - \ / 

fèftC As a consequence of this inadvertent error by| 
| ^ ] the FBI obtained information that it was not authorized 
1 lô ï'ëCëlVë unaet the ECPA. Although the information provided was not 
solicited, because the information was not authorised to be provided, 
this matter is being reported to the Intelligence Oversight Board. 

] 

SE^ET 
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Precedence: ROUTINE 

To: General Counsel 

From: | | 
Squad] I 
Contact; SA 

Approved By: I 

Drafted By:I sr 

Date: 04/22/2005 

Attn; National Security Law Branch, 
Room 7 975 ALL INFORMATION CONTAINED 

HEREIH IS IMC LASSIFIED EXCEPT 

b2 

Case ID #:' 278-HQ-C1229736-VIO 

Title: ^ ^ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: Possible IOB error for non-compliance with a 
requirement of the National Foreign Intelligence Program Manual 
(NFIPM). 

11-06-2007 
ÎY 65179/DKH/KSR/ 

•JL.itv.vil.v.v. ̂.W.Jv 

Telephone records requested by General Counsel. 

Possible IOB Error. 

Description of IOB Error (including any reporting delays). 

On 03/02/2005, SA I Idrafted an NSL to[ | which 

ru imhpr 

t M t corresponded to the incorrect number on the NSL, 
records obtained belonged to a different USPER. 

The 

Per instructions fromf 
04/21/2(^05 to| |CDC| 

lin her e-mail dated 
J the acquired 

telephone records are enclosed along with copies of the original NSL 

bl 
b2 
b6 
b7C 
b7E 

contained an-mnrrect telephone number, while drafting the NSL 
document, SA| |incorrectly combined the Subject's residence 
telephone number with his cellular phone number to produce a ten digit 

Tho ^•igit telephone number did not belong to subject of 
j I |responded to the NSL and delivered the 
por 

bl 

b6 
b7C 

b7E 

Case ID : 278-HQ-C1229736-VIO y Serial : 820 
SEmET 

NSL VIO-36778 
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and cover EC to he forwarded to OIPR. All the communications that bl 
contain the incorrect number were permanently charged out and removed 
from ACS in the| |office. I "1 contacted the I | 
office and requested the removal of| from 
ACS. I 
LEAD {$) ; 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) General Counsel to take action requested above. 

S^jHiET 
NSL VIO-36779 



Working Copy Page 

Precedence: ROUTINE 

To: 

counterterrorism 

Inspection 

From: General Counsel 
National Security Law Brancfi/LX Crossing Room 5S2GQ 

Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (106) and to the Inspection Division 
(INSD), FB1HQ. OGC will prepare and deliver the necessary 
correspondence to the IOB. Our analysis follows. 

Date: 04/21/2005 

Atta: SAC 

CDC ; b 7 E 

Attn: ITÛSI/CÛNUSU 

Attn: Internal Investigation Section 

Case ID : 27B-HP-C1229736-VIQ 

IS) 

Serial : fltt - bl 
b2 
b7E 

NSL VIO-36782 
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M s w t ) m 278-HQ-CÎ229736-VIO Serial 

Adninistrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

(S) 
Details; ̂  &y electronic eoirmunication (EC) dated February 25, 
20Ö5 (cited betow),1V the[ 

section i w . The NSL specifically stated "not to include 
message content and/or subject fields, from account inception to 
present.MT3' The KSL Has forwarded to| lin order to serve 
the NSL, On 02/04/03 I returned ti 
provided byI 

a CD 
pursuant to the NSL. 

Case agentl determined tha 
containetfencoded content information for e-mails. TFO 
with assistance, was able I land read the 
contents of two e-mails.iV He then reported 
information to liis supervisor SSA 
telephonically contacted CDC 
informati on. CDCI 

I the CD 

d the 

âP I 
regarding the content 

dvised that the CD should be sealed in 
an envelope and sent to him. He then consulted with HSIPTU. On 
02/16/0̂ ssist̂  

bl 
b2 
b6 
b7C 
b7E 

b6 
b7C 

b2 
b5 

As required by Executive Order (E.O.) 12863 and 
se)̂T 

NSL VIO-36783 
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Section 2-56 of the National Foreign intelligence Program Manual 
(NF1PM), OGC was tasked to determine whether the surveillance 
errors described here are matters which must be reported to the 
IOB. They must. 

Section 2.4 of E.Q, 12863, dated 09/13/1993, 
mandates'that1inspectors General and General Counsel of the 
Intelligence Cctununity components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive. The USA Patriot Act revised existing law governing 
the installation and use of pen registers and trap and trace 
devices to clarify that pen/trap orders not only apply to hard-
wired line telephones but also to wireless telephones, e-mail 
service, Internet coimiumcations, and any number of 
convnunications technologies. At the same time, the Act made 
several changes to emphasize that a pen/trap device may not be 
used for the purpose of collecting the content of wire or 
electronic « m u m c a t i o n s . Consequently, any vising of the 
content of electronically transmitted C4Wiication& must be 

, obtained pursuant to e court order j"6' 

| J J \ ^ In the present case, it is clear that the service 
p r o v i d e r ^ " ™ | erroneously provided content information 
concerning! fe-mail account and that the FBI 

. unintentionally received that content information not 
contemplated by the NSL requesting the subscriber information. 

' However, under these circumstances, it is OGCs opinion that the 
error, although inadvertent, must be reported to 106, 

•X' In accordance with the reporting requirements of E.O. 12S63, OGC will prepare the correspondence required to 
report this matter to 106* 

I 

bl 
b4 
b6 
3o 1C 
b7D 
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LEAD(3): 

Set Lead 1; (Adi») 

b2 
b7E 

AT 

(U) Read and clear. Take action consistent with this 
memoranda. 

set Lead h (Action) 

INSPECTION 

INTERNAL INSPECTIONS SECTION, UASHIMTON, DC 

(U) For action deemed appropriate 

i 

1 • Ms-. Thomas 

b2 
b6 
b7C 
b7E 

1 * 106 File 

"FOOTNOTES** 

IV: (U) See EC from the 
02/25/05, Case ID* 
27S-HQ-C12297J6-VIO# titled "TFO 
Potential 

j jDivision, dated 

SĵfT 

NSL VIO-36785 
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Intelligence Oversight Board {106} Matter/1 hereinafter cited as 
EC." 

Ï2': (Si 

EC. 

bl 
b2 
b7E 

Ï4': (U) Id. 

¡5': (U) Id, 

ï6J:There are certain enunerated exceptions to this prohibition. See 50 
U.S.C. Section 
1302. 

SÊ T 
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Precedence : ROUTINE Date: 05/03/2005 

To: Director's Office 
Counterintelligence 

Attn 
Attn 
Attn 

OPR 
AD 
SAC/CI 
CDC 

From; General Counsel 
rnnnhar-inl-fllHrrpn^ T.aui TJn i /"Qr̂rwn 7 94 7 
Contact: 

Approved By: Thomas Julie P 

Drafted By: 

Case ID #: 

rss 

fin 2 7 f i - H O - C T 2 2 9 7 ^ - V T O (Pending} 
(S) I I [Pending) 

bl 

b7C 
b7E 

BY 65179/DHH/KSR/RW 
4 (c,d) 
'""81': ll-0'8-'20"3'2 

(U) Title: 5)INTELLIGENCE OVERSIGHT BOARD MATTER 
'IOB 2004-1 | 

(U) S y n o p s i s T h e Office qf.the General Counsel (QGC) considers 
that this matter must be reported to the Intelligence Oversight 
Board (I0B) and to the Office of Professional Responsibility 
(OPR). A summary of the facts and an analysis of the situation 
follows. 

was segregated and forwarded to FBIHQ for sequestration. At no 
I J time was any further investigative action taken with resm&at to 

1 1 the information received pertaining "to thd I 

m a u y 
No written summaries of communications were 

Case ID : 37a-HO-C1229736-VTn Serial ; S^I 

( S ) ^ E T 
NSL VIO-36787 
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serial 535}. 
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The foregoing information was obtained from ECs 

Page 1 

]on 7/06/04 (see 273-HQ-C1229736, 

(U) Pursuant to the Electronic Communications Privacy 
Act (ECPA) , 18 U.S.C. 2709, the FBI can issue National 
Security Letters (NSÎ s) for: (1) telephone subscriber 
information {limited to name, address, and length of service); 
(2) telephone local and long distance toll billing records; and 
(3) electronic/communication transactional records. 

dated Dec 
code m.fi.c 

Under the authority of Executive Order 12333, 
4, 1981, and pursuant to Title 18, United States 
Section 2709 th^l 

(U) Section 2,4 of Executive Order 12863 (September 
13, 1993, 58 F.R. 48441) requires Inspectors General and General 
Counsel of the Intelligence Community, including the FBI, to 
report to the IOB concerning intelligence .activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive. This language has been 
interpreted to mandate the reporting of any violation of law or 
pertinent Attorney General guidelines that are specifically 
intended to ensure the protection of the individual rights of 
U.S. persons. 

(S) In this case, the inadvertent issuance of an NSL 
requesting billing information for a phone number utilized by 

"[constitutes a reportable 
"ire a cover letter and 

That correspondence 
vioidtiuu.—(JüiiyeyutiüLiy, uuu w i n • prepare a 
memorandum to report this matter to the IOB. 
will also 
inform the IOB that this matter will be referred to 
FBI's Office of Professional Responsibility. 

b7E 

LEAD(s):• 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

NSL VIO-36788 
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COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(TJ) Please read and clear. 

Set Lead 3: (Action) 

AT 

b2 
b6 
b7C 
b7E 

(U) For action deemed appropriate. 

CC: Ms. Thomas 

IOB Library 

NSL VIO-36789 
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ALL • • • • IWPÛFJi&Tï OLI • • • C OfSTAIME D 
HEREIH IS UNCLASSIFIED EXCEPT 
TJHERE SHOOT OTHERWISE 

C LÀ3 3 I. EIED.... BY.... 6.513 3./DMH /K3R/RÏÏ 
May 3, 2005 

Mr. James Langdon 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdoni 

This letter forwards for your information a self-explanatory 
enclosure entitled "Intelligence Oversight Board (IOB), Matter 
2 0 04 -j I1' (U) 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney Generals Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 

b7E 

- Ms. Thomas 
b7C 

- 278-HQ-C1229736-VIO 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Case ID : 278-HQ-C1229736-VTO Serial : 832 
SE^ET 

NSL VIO-36790 
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Very truly yours, 

Julie F. Thomas-
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

2 - Mr, James A* Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ)(U) 

bl 
b2 
b6 
b7C 
b7E 

SB^ET 
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A copy of this submission to the IOB has been provided to the 
FBI's Executive Assistant Director for 
Counterterrorism/Counterintelligence and to the Office of Professional 
Responsibility for action-as deemed appropriate. (U) 

S^ÇET 
NSL VIO-36792 
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Precedence : ROUTINE 

To: Inspection Attn: 
b7E 

Date: 05/06/2005 

Internal Investigation 
Section 

Attn : SA [ 
CDC 1 

From : General Counsel 
National ¿Security T.aw Branch/ctt.it T/T.X1 Sfl-ann 
Contact ; 

a p 
:
 L 

HEFE IN IS TJMC LAS 31FIEB EXCEPT 

Approved By : Thomas lTì] 1 -i A ÌJ 

ĵ j Drafted By: 

Case ID 

Title: 

(S) 
2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O (Pending) 11-06-2007 

1,4 (c) 
SI FY OH: 11-06-2032 

(U) I N T E L L I G E N C E O V E R S I G H T B O A R D 
S A [ 
IOB MATTER - J i — i 2 0 0 5 - 1 I 

Synopsis: (U) It is the opinion of the Office of General 
Counsel (OGC) that this matter must be reported to the 
intelligence Oversight Board (IOB) and the Office of Professional 
Responsibility (OPR), FBIHQ + OGC will prepare and deliver the 
necessary correspondence to the IOB. 

( U ) X 
Í U ) •Reference-:- 278-HQ-C1229736-VIO-820 

Details : ^ s C As reported by the| 
( g ,1 in the Anril 2005 electronic communication 
1 r o r m a i 

¡Division [ 
-ion, on De 

On March 2, 2005, Special Agent (SA)| drafted 
a Security letter (NSL) to I I USA, whicn contained 
rect telephone number. While drafting the NSL document, 

(S) 

a National 
an incorrect telephone number. While drafting 
SAI 1 incorrectly combined the Subject's residence 
telephone number with 

bl 
b2 
b6 
b7C 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

Case I D ' ^ T P - W I - ^ I O T O T ^ G - U Î N gori al . 0 fl1 

(S) 
278 O 33854-VIO 

S £ ^ R E T 
20 

NSL VIO-36805 



Page 1 
delivered the telephone records that corresponded to the 
incorrect number listed in the NSL, Upon review of the telephone 
records, it was discovered that they belonged to a different U.S. 
Person. 

When the error was discovered, the telephone 
records wére sfealed along with the original NSL and forwarded to 
Headquarters together with a report of the incident. (See 278-HQ-
C1229736-VIQ Series 820) . These records will be forwarded to the 
Office of Intelligence Policy and Review (OIPR) All 
communications that contained the incorrect telephone number were 
permanently charged out and removed from FBI Automated Case 
Support system (ACS)„ 

Section 2-56 of the National Foreign Intelligence 
Program Mariual (NFI-PM) requires OGC to determine whether the 
facts related above are required to be reported to the IOB, For 
the reasons discussed below this matter needs to be reported, 

The Electronic Communications Privacy Act (ECPA) , 
18 U.S.C/ 2^0 9 authorizes the issuance of a National Security 
Letter for telephone subscriber information, telephone toll 
billing records and electronic communication transactional 
records for telephone numbers used by the subject of the 
investigation. The USA PATRIOT Act, P.L. 107-56, authorizes the 
issuance of an NSL for a subject upon a certification of 
relevance to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities. 
Clearly, if the telephone number listed in the NSL is not the 
number used by the subject of the terrorism investigation, the 
Bureau would not be entitled to the telephone subscriber and toll 
bi11ing records. 

(U) Section 2.4 of the Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, the 
Assistant Director, Inspection Division, and the General Counsel, 
OGC, respectfully) report to the IOB all information "concerning 
the intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive Order or Presidential 
Directive." 

(U) In the instant matter, while the error in 
combining the two telephone numbers appears to be inadvertent, it 
resulted in obtaining another U.S. Person's telephone records 
without authorization. Even though the production of the wrong 
telephone records resulted from a typographical error, the 
delivery of the telephone records was contrary to 18 USC 2709! 
Consequently, based on the above analysis, and in accordance with 
the reporting requirements of Section 2.4 of E.O. 12863 and 
Section 2-56 of the NFIPM, the error must be reported to the IOB. 

LEAD(s): 

Set Lead 1: (Action) y 
S^QRET 
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AT 

(U) Read and clear 
b2 
b6 
b7C 
b7E Set Lead 2; (Action) 

INSPECTION (IIS) 

AT WASHINGTON, DC 

(U) For action deemed appropriate 

1 - Ms. Thomas 
1 - SSAl 
1 -I 
1 - ÏÔB Pile— 

1 

SEjJ^ET 
NSL VIO-36807 
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HEREIN IS UNCLASSIFIED EXCEPT 

May 6, 2005 

BY COURIER 

.James Langdon, Chairman M T E- ri-O'6-200? 
intelligence Oversight Board CLASSIFIED BY 65 
New Executive Office Building , , onoo __ _ _ _ ~ DECLASSIFY Off: 1I-U6-2032 725 17th Street, N.W., Room 5020 
Washington, D.C. 20503 

Dear Chairman Langdon: 

This letter forwards for your information a self-explanatory 
enclosure entitled, ''Intelligence Oversight Board (IOB) Matter, 
IOB 2005-1 " (U) b7E 

The enclosure sets forth details of investigative activity 
which the FBI has determined was conducted contrary to the 
Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. (U) 

1 - Ms. Thomas " 1 -I 
1 - SSA I I D /L. I _ 278-HQ-C1229736-VIO 

D^clétssífyon: 

^sSíSsí^ 

- 2 -

Case ID : 278-HQ-C1229736-VIO ' Serial : 882 
T 

NSL VIO-36808 
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Chairman James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

Enclosure 

1 - The Honorable Alberto R. Gonzalez 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr, James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

sása^ET 

Thel Ipivisionl | of the-Federal 
Bureau of Investigation (FBI) has reported that a National 
Security Letter (NSL) to| |on the subject of a 
preliminary counter terrorism investigation contained an 
incorrect telephone number. 

bl 

s l j S p T 
NSL VIO-36809 



Working Copy Page 
•nnmh^-r TVig hpn Hin-it- i - m i m b ^ T * did not belong to subject 
of thq 11 |responded to the NSL and 
delivered the telephone records that corresponded to the 
incorrect number listed in the NSL. Upon review of the telephone 
records, it was discovered that they belonged to a different U.S. 
Person. 

i) When the error was discovered, the telephone records 
were' sealed along with the original NSL and forwarded to FBI 
Headquarters together with a report of the incident. All 
communications that contained the incorrect telephone number were 
permanently charged out and removed from FBI Automated Case 
Support system (ACS)* In addition, the matter has bëen referred 
to the FBI's Internal Inspection Section for any action that is 
deemed appropriate. 

S$S^ET 
NSL VIO-36810 
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Precedence : ROUTINE 

To : Counterterrorism 

Inspection fo2 
b6 
b7C 
b7E 

Date: 03/31/2005 

Attn; Assistant Director 

Attn: Internal Investigation 
Section 

Attn; SAC 
ASAC 
CDC 

HERE'ÏM' "TS"" ÏJHCL&S S'XFIED' ' ' EXCEPT 

From: General Counsel 
National Security Law Branch 
Contact: SSA | 

Approved By: Thomas Julie F 

Drafted By: 

Case ID #..:. 

Title: 

]djf 

2 7 g -HQ-C122 97,3 5-VIQ (Pending) 
278 f"HC714 04 ( Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
I OB 2004 •[ I 

11-06-2007 
CLASSIFIED BY 6517 9/DHH/ESR/RW 

4 (c) 
ON: 11^LLLLLLL 
b2 
b6 
b7C 
b7E 

3ÌS : ^ f ^ Synopsis: y f ^ It is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter must be reported 
to the Intelligence Oversight Board (IOB)t OGC will prepare and 
deliver the necessary correspondence to the IOB. 

Reference : 278 D C71404 Serial 60 
Details: 
the| | Division advised OGC that an individual with a name 
similar to the case subject had been monitored by FBI I 
physical surveillance personnel, and that a National ' 
Security Letter (NSL) 

for telephone records had also been requested for 
this individual. 

The referenced electronic communication (EC) from 

On 10/01/2003, SA^ drafted an EC to 

b2 
b6 
b7C 

Case 'ID : 27S-HQ-C1229736-VIO Serial ; 919 
2781 |C714Q4 ' 67 

ET 
NSL VIO-36811 
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Working Copy ---- Page 

]served* While SA[ 
duty assi-^nmetat during early 2004, 
NSL request for subscriber and to 
telephone numbers associated with 
aware that} Jwas not the correct s 

bl 
b2 
b6 
b7C 
b7E 

(S) 

( S ) ̂ b seguenti y served and toll and 

a sixty da; 
SA I Vi iTTTTTT records 

1 S A r 

i 
temporary 

drafted an 
for several 

]was not 

FBl[ ï 
ject, and the NSL was 

subscriber records obtained. 
noticed the error before any of these records were 

bl 

b7C 
b7E 

uploaded into any FBI database or system. 

(U) FBI I Ireported the possible IOB violation (s) 
to OGC via the referenced serial. 

ANALYSIS b2 
(U) X Section 2-56 of the NFIPM requires OGC to determine b7E 

whether the facts related above are required to be reported to 
the IOB. Reportable matters include investigations not 
authorized pursuant to the Attorney General's Guidelines for FBI 
National Security Investigations and Foreign Intelligence 
Collection (NSIG). 

(U) ceased investigative activity upon 
tne person tney had under surveillance was not the 

p i ^ r - ' 

discovery" th_. _ ^ . . 
correct subject. This initial investigative activity! 
which was necessary in order to verify that FBI[ 
correctly identified the person described by the source, does not 
constitute an IOB violation. 

] Consequently, in 

bl 

b7E 

accordance with the reporting requirements of Section 2.4 of E.O. 
12863, OGC will prepare a cover letter and an LHM to report this 
matter to the IOB. 

SE^ET 
NSL VIO-36812 
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* * FOOTNOTES * * 
. . h 2 

11 ' • Th-tfl nr-Arf-i raH on required to initiate a -JJ : iniâ L2 predication reqi 
| _ l/ w^ich is the 
minimum authorized investiqation 

.b7E 
Lgation level needed in order 

to use the National 
Security Letter 
investigative technique. See Attorney General's Guidelines for FBI National 
Security 
Investigations and Foreign Intelligence Collection, 11(C). 

LEAD(s): 

Set Lead l: (info) 

COUNTERTERRORISM 

AT FBIHQ 

(U) For information only, 

Set Lead 2: {Action) 

INSPECTION 

AT FBIHQ 

(U) For action deemed appropriate. 

Set Lead 3: (Info) 

AT 
h 2 
b7E 

(U) For information only. 

NSL VIO-36813 
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Mili • • • Il FO ESÂ.TI 01 • • • C OJfFÂïHE'D 

MHEFE SHOOT OTHERWISE 

DATE; 11-08-2007 
CLASSIFIED BY 65179/DEH/KSR/RW 
REASOH: 1.4 fc) 
DECLASSIFY" ON: 11-08-2032 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 5 02 09 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D,C. 

Dear Mr, Langdon; 

Enclosed for your information is a self-explanatory 
memorandum entitled Intellmence Oversight Board (I0B) Matter, 
Atlanta Division, IOB 20041 |' (U) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclosure 
b2 

1 - Mr. Hulon , b6 
1 - Inspection (IOB 20Q4| | b7C 
1 - Ms. Thomas 'hlYx 
1 - 278-HQ-C1229736-VIO 

b2 
b7E 

Case ID : 278-KQ-C1229736-VIO y Serial : 920 
SE^ÇET 

• NSL VIO-36814 
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Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

hi 
h 2 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
ATLANTA DIVISION 

• IOB 2004] |(U) 

The Federal Bureau of Investigation {"FBI") has 
determined that in issuing a National Security Letter for hlC 
i-̂ i pnVimip—siihacriber and toll billing records associated with 

a U.S. Person, the FBI failed to comply with the hl E 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection. 
Specifically, two individuals with similar names were confused, 
resulting in the issuance of a National Security Letter (NSL) for 

NSL VIO-36815 
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SEjE^ET 
---- Working Copy 

records relating to an individual for whom the FBI lacked . 
sufficient predication to investigate. Details followr^J^CT 

Page 1 

(S) 

bl 
b2 
b6 
b7C 
b7E 

SEGRÇT 
NSLVIO-36816 
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Precedence : ROUTINE 

To : General Counsel 

bl 
b2 
b6 
b7C 
b7E Attn; 

Date: 08/10/2005 

NSLB Room 7 925 
Assistant General Counsel 

From : £ 
Chief Division Counsel 
Contact : HEREIN IS UNCLASSIFIED EXCEPT 

(U) 

Approved By : [ 

Drafted By: 

Case ID #: 
(Si 
(S) 

2 78 ~HQ~ C122 973 6 7 -VIO (Pending) 
m (Pending) 

(-P ending-)-

'"i'i-0'6-200'7 
CLASSIFIED BY 65179/DKH/KSR/R¥ 
PEAS OK: 1.4 (c) 
DECLASSIFf OH: 11-06-2032 

(U) Title: INTELLIGENCE OVERSIGHT BOARD 

i1 TT 'i Synopsis : 
' * Counsel. 

( U ) 

DIVISION 

To return toll records to the Office of General 

rrf 

(U) Refereneej^^ 278-HQ-C12297367-VIO Serial 820 

Administrative: (U) 08/10/2005 E-mail communications between CDC 
L A C i r i

l 1 a n d A G C | 

Vnr Inmirpi^ L£J_ I 

bl 
b2 
b4 
b6 
b7D 
b7E 

On 03/22/2005, [ ] Division notified OGC by 
(S) 

Details: 
EC of a potential IOB violation. See 278-HQ-C1229736-VIO Serial 
-&2A I j ^ ^ ^ u i T-..-T 4-h-Sa PP y^^v^q ŷ̂ -irl̂ rl tO the 

I On M/W'lDbS, SGtl torwarded a" 
form letter explaining the facts of the incident to I I 
I | Chairman, Intelligence Oversight Board. ' ' 

Case ID : 278-HQ-C1229736-VIO 
97Rl 

Serial : 959 
ZL-



(U) 

S^RET 
Working Copy 

(U) As evidenced by a date stamp, on 07/19/2005, the 
enclosed toll records were received by OIPR. On or about 
08/08/2005, the enclosed toll records were returned to the 

I IDivision by OGC without explanation. It is unclear who 
at OGC returned these documents to the I IDivision, 

c 

Page 1 

h 2 
h 6 
b7C 
b7E 

Pursuant to Assistant General Counsel 
]08/10/2005 request via e-mail.1 IDivision 

now re-submits these records to FBIHQ for appropriate action. 

LEAD(s}: 

Set Lead 1: {Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

iU) Read and Clear. 

SEJhS^T 
NSL VIO-36818 
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(U) 

( U ) 

( U ) 

( U ) 

Precedence : ROUTINE 

To: General Counsel 

Date: 09/12/2005 

Attn: National Security Law Branch 
Room 797 5 

Counterintel1igence Attn: CD-2C Unit 
SSA 

From: 
Squad| | 
Contact: SA 

Approved By: 

Drafted By: 

Case ID #: J ^ ^ 278-HQ-C1229 73 6-VIO 

Title: PSO INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

ALL I H F Q F J f A T I O M CDETAINED 
HEREIK IS UNCLASSIFIED EXCEPT 

06-2007 
CLASSIFIED BY 65179/DMH/KSR/RIT 

"1"."4 ( c ) 
¡N: I l - ' 0 l l l l l l 

Synopsis; Possible IOB error for non-compliance with a 
requirement ot^the Attorney General. 

;sify On: 

Details ; 

(S) 1. 

(S) 2. 

3, 

b l 
b2 
b6 
b7C 
b7E 

Possible IOB Error: 

The Attorney General's Guidelines Provision: 
flriatnfVinri 7dH Tmroet1 •irfaH r-in 

Description of IOB Error (including any reporting 
delays).. 

(S) 

Case ID : 278-HQ-C1229736-VIO 
I 

(U) 

Serial : 972 

NSL VIO-36819 
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03/29/2005 flnarial Arr^t 
ISAJ| | captioned case agent, drafted 
request ana torwarded it to FBIHQ. The EC statdu, "blttUlfUIllU 
Communication uploaded into ACS only. No hard copy to 
follow." Due to a pending TDY assignment to FBIHQ, on 
05/18/2005, SA| ~requested captioned investigation be 
reassigned. On 05/26/2005, captioned matter was reassigned to 
writer. In July 2005, writer received results-of a National 
Security Letter ¿NSL). NSL was drafted 12/30/2004 and 
forwarded to| | | did not provide NSL results to 
FBI until 05/05/2005" The NSL results contained no toll 
records, only billing information. I | informed writer 
that captioned subject maintained a basic service plan and as 
such, carrier was not responsible for maintaining toll records 
for telephone line. Other than the receipt of the billing 
information from I II ¡took no other action in this 
matter after the! las noted above. On 

b2 

b7D 
b7E 

H On 08/31/2005, FBIHQ informed 
writer of potential Intelligence Oversight Board (IOB) 
violation due to an "investigation action conducted while the 
case was not open." 

While| |is reporting this as a possible IOB, 
I Tquestions whether the receipt nf xnr.h rftrnriis aftgy 

hased on a lawful J 
I | Moreover,f 

bl 
b2 
b6 
b7C 
b7E 

a f ffirit i nn ho il-̂  Mrliisr attempt tn ^prnrp a morp. 

t S ) 

t n r̂ a l 

LEAD{s)i 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE^ 

AT WASHINGTON, DC 

(U) For information only. 

Sgfe^T 
NSL VIO-36820 
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Precedence : ROUTINE 

To: General Counsel 

Date: 09/12/2005 

Attn: National Security Law Branch 
Room 7975 

Counterintelligence Attn: CD-2C Unit 
SSA 

From: 
Squad I I 
Contact: SA 

Approved By: [ 

( U ) 
Drafted By: [ 

Case ID #: ^S^ 2 78 -HQ-C1229736 -VIO 

Title; 

06-2007 
G L AS S I' FIEB' • • • BY' • • • 6517 9'/BEH /KSR/R¥ 
RE&SOUi ( c ) 

iff: 1 1 ^ 0 . 6 - 2 0 3 2 

ALL INFORMIXOM C01TÀI1ED 
HERE IH... IS.... OTC LÀS S I.FIED.... E XCEPX 
1HEBE 3H0.HH... OTHERH I.SE 

j j j j T i t l e ; Jfc^ INTELLIGENCE OVERSIGHT. BOARD (IOB) MATTER 

(U) Synopsis! j K Possible IOB error for non-compliance with a 
requirement of the Attorney General. 

( U ) 

Details : 

(S) 1. 

2. 

( U ) 

(U) 

(Si 

3. Possible IOB Error: 

) The Attorney General's Guidelines Provision; 
Unauthorized investigation. 

( U ) 4• Description of IOB Error (including any reporting 
delays). 

bl 
b2 
b6 
b7C 
b7E 

Case ID • ^Q-^-niiQ-nc.irTA 

(S) 

P^-i . Q71 — 

278-0 I _ pi J* 140 
ET 

bl 
b2 
b7E 

NSL VIO-36821 
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S 
T S Â T T 

¡ï 

I 03/29/2005, Special Agent 
I captioned case agent, drafted si 

request and forwarded it to FBIHQ. The EC stated, "Electronic 
Communication uploaded into ACS only. No hard copy to 
follow." Due to a pending TDY assignment to FBIHQ, on 
05/18/2005, SA| ^requested captioned investigation be 
reassigned. On 05/26/2005, captioned matter was reassigned to 
writer. In July 2005, writer received results of a National 
Security Letter (NSL). NSL was drafted 12/30/2004 and 
forwarded to I I I did not provide NSL results to 
FBI until 05/05/2005. The NSL results contained no toll 
records, only billing information. | [informed writer 
that captioned subject maintained a basic service plan and as 
such, carrier was not responsible for maintaining toll records 
for telephone line. 
information fromJ_ 
matter t-ĥ l 

b l 
b 2 

b7C 
b7D 
b7E 

Other than the receipt of the billing 
1 1 1 no other action in <-hi 

I n n l - p r l a h n V P I 

I 5n FBIHQ informed 
writer of potential Intelligence Oversight Board (IOB) 
violation due to an "investigation action conducted while the 
case was not open." 

While| |is reporting this as a possible IOB, 
I . rm^gf Thrift wb^hpr the receipt "f gnr-Vi afhPV 

I baaed on a lawful. I ^ 
| | Moreover, | | again calls 

b l 
h 2 
b7E 

attention to its earlier attempt to secure a more 

' ' (S) 
(S) 

LEAD [ S J : 

Set Lead 1 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) For information only. 

SEOTET 
NSL VIO-36822 
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Precedence : ROUTINE 

To; INSD 

General Counsel 

Date; 09/18/2005 

Attn: IIS 

Attn:[ 

b2 
b6 
b7C 

NSLB Mi'fc " " ISF'ORKàTI OH1, " C OHTâlM B 

From: 
Squad 
Contact : SA 

Approved By: 

Drafted By: 

(U) Case ID #: 

Title; 

-B&. 

(U> 

(S) 

11-06-200? 
CLASSIFIED BY 65179/DHH/KSR/F 
PEAS OK: 1.4 (c,d) 
DECLASSIFY OH: 11-06-2032 

TTTT Trn r~i -nm-nr jViO (Pending) 
{Pending^ 

Synopsis: JfcSJ To advise FBIHQ of facts that could conceivably be 
reportable to\he IOB. The| |Division sent a NSL 
requesting telephone toll records for two telpphnn^ numbers that 
had an association with the| I sn^rifically, that 
one number was obtained from a | | search of 
subject and that the other number was listed as tne subject's 
residence in a criminal history of the subject. Because the case 
agent only wanted to request subscriber information for the two 
numbers, but the person actually preparing the NSL drafted it to 
request both subscriber information and toll records for the two 
numbers, FBIHQ has requestedI I to provide the facts 
surrounding this incident to FBIHQ to determine whether there is 
a reportable IOB violation. 

b2 

b7A 

b7D 
b7E 

Jiseia^sTfyCîrïi—XJ^ 

Case ID 

<S) 

. 1 M 4 

NSL VIO-36823 
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12/13/2005. 

Administrative : 

b7A 
b7C 
b7D 
b7E 

NSL VIO-36824 
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Database checks on 05/24/2004, by the I 
Division at the I I Resident Acrencv iRA) . found that 

( U ) In the £ ] Divisionf Special Agents are 
given the/option to request that an NSL needed for their 
.investigation be drafted by a| |Headquarters City 
employee who has a high r ^ g r - e e o f e x p e r t i s e iri drafting them. 
07/20/2004, a Special Agent in the I I RA, submitted a 
National Security Letter (NSL) request tol ¡Headquarters 
City (HQ), which included the following: 1 1 

On 

(S) 

(S) 

(U) 
Headquarters 
out of L 

The NSL was drafted by the employee atI 
itv. On 11/05/2004, the NSL to I 

J HQ with the following verbiage: "provide to the 
Iwas issued 

Federal Bureau of Investigation the names, addresses, lengths of 
service, and local and long distance toll billing records for the 

S ^ ^ t E T 
NSL VIO-36325 
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Working Copy 

telephone numbers listed: 

Page 

A Z 
755 ; The NSL was presented to| Jbyl l 
05. and results were obtained nr n9/9*W9fl(y 

on 
01/18/2005, and results were obtained ™n n ? / ? ^ ^ ^ Due to the 

, , verbiage of the NSL as it was drafted bvl I Headquart££s__^ 
I ĵi j Citvv subscribe r and toll r e cords for the t eIephone number si I 

' |were returned to the FBI, even though 
tnese recoras were not specifically -R>»rTii#»Hi-PRI hv ^ R P agent, 

b2 
b4 
b7A 
b7D 
b7E 

(Si 
(U) 

( S ) 

(Si 

(U) 

The subscriber to these records was not 

were The original records received from r I 
originally placed into the case file as 1A-1, ana one copy was 
made of the records and sent to the I I Field Intelligence 
Group. These originals and copies are now enclosed with this 
commun i t. i on . 

y Attached and made a part hereto are copies of the 
original'NSL request, the NSL, and the EC documenting the 
collection of records from I I In addi£ioil*_£he original 
and all copies of toll records provided by I 1 for telephone 
numbers [ | have been segregated from 
the file and forwarded to FBIHQ as an enclosure to this 
communication. 

C D C [ 1 is of the opinion that there was no 
conduct fhat^was unlawful or contrary to Departmental guidelines 
in this matter. Pursuant to 18 USC 2709, toll record information 
can be requested in an NSL if it is relevant to -an authorized 
international terrorism Investigation. There was an authorized 

[at the time of the 
HJSL lyquybL, Luiiuiiiuuubiy uiiuuyu uiu LIILIU U L Jhe division's, 
receipt of the toll record information. 

The relevance standard is very low and has been 
articulatedNas logically connected to and tending to prove or 
disprove a matter at issue. The requested information, toll 
records for a phone number listed as the subject's residence 
phone number in his criminal history, and a telephone number 
listed as the subject's phone number in a| | 
search, are clearly logically connected to detemining whether 
the subject is communicating with other numbers associated with 
terrorists or terrorist organizations. While the case agent may 

SlJJSiET 
NSL VIO-36826 
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have been prudent in only requesting subscriber information for 
the listed numbers, and the subscriber to the numbers in question 
was not actually the subject, that does not change the fact that 
based on the facts known to the Division at the time of the 

0nest, the toll records for those numbers were relevant to the 
Therefore it was not unlawful fr^ fho i-q-UHaHrm 1-r, aonrl an NSL 

requesting toll records for | | and 
this matter is not one that is required to be referred to the 
I O B . 

Additionally, there could be a negative practical 
effect if NSL requests such as those made in this case were 
generally prohibited. Often it takes months to obtain records 
from a service provider pursuant to a NSL request. In this mater 
the case agent made a decision to verify the subscriber 
information before requesting toll records, however, in any given 
situation in a terrorism investigation there could be a need for 
immediate action. The field office should have the discretion to 
request toll records as well as subscriber information under Jo4 
circumstances such as this, where the numbers are listed in a 
criminal history of the subject and a| ¡search 
of the subject, to avoid an extra delay of as much as six months 
or more to await the results of a second NSL request. 

Finally, in this matter the field office took a prudent 
approach in that as soon as it appeared the subscriber to the 
numbers at issue was not the subject of the| | the records were 
segregated and not reviewed any further. It is possible that 
there could be information in the toll records that relate to the 

Eif thev were closely examined. It is not inconceivable that 
|may have somehow listed the numbers at issue as contact 

numoers even though he did not subscribe to them. 

bl 
b2 
b7E 

b7A 
b7C 
b7E 

LEAD(S): 

Set Lead 1: (Info) 

S I p H ^ T 
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INSD 

IIS 

(U) Read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT NSLB 

(U) Read and clear. 

SEJ3^T 
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Precedence ; ROUTINE Date: 10/06/2005 

To; Inspection 
Office of General Counsel 

Attn: IIS 
Attn; NSLB 

ALI: 

I S 
C O N T A I N E D 

From: 
•=E 1 

1 Resident Acrencv 
Contact : 

Approved By: 

Drafted By: 

Case ID # : 

Title: 

b6 
b7C 
b7E 

11-07-2007 

¡ I I I 
djd l i i i l l i i i i l i : ..I1-07-2Q32 

27 8-HQ-C122 973 6-VIO (Pending) 

CASE AGENT - SA ^ 
SUPERVISOR - SSR^ 

) Synopsis : 

INTELLIGENCE OVERSIGHT BOARD MATTER 

To report inadvertent acquisition and receipt of 
telephone toll billing records through NSL. 

jMm. 

Reference : 

D e r T ^ 
2 1 L i 

A dm inist r a t ive : w p u s a M ng second 
extension in| | investigation! |ls pending FBIHQ 

l o T u : 

bl 
b2 
b7E 

approval. No further investigation Will iië bonducted until HQ 
authorizes further investigation. 

Details: (U) Pursuant to guidelines set forth in FBIHQ 
Electronic Communication (EC) dated 02/10/2005 entitled "REVISED 
PROCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTTAT. 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS", the 
Division makes the following report: bl 

b7C 

Case ID : 278-HQ-C1229736-VIO Serial : 1016 
S E C R E T 

NSL VIO-36829 
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(S) 
_ The telephone number referenced in the NSL,| 
I contained the incorrect area code, citing the| |area 

" ' " " " * 'alid :' 

(U) 

code, instead of the I larea code, both of which are valid in 
the state of| | A s a result, toll records were 
inadvertently oDtamea {Serial 26) for an individual other than 
the captioned subject. The error was discovered upon receipt by 
the case agent and the records were set aside temporarily. The 
toll records were not reviewed, nor used for any investigative 
purpose. 

Due to other investigative responsibilities and 
preparation of reports related to the| |Division's scheduled 
November, 2005 Inspection, |__|case Agent did not revisit the 
error until the week of October 3, 2005 whereupon he notified 
captioned SSRA and appropriate notifications were immediately 
made tc| ¡Management, 

(S) The toll billing records foj |have 
been forwarded (Serial 28) to ITOS II/FRGU, Attn: SSA| | 

I 1 with a lead set to ITOS II, PRGU for review and r e t a i l 
to 01PR for action deemed appropriate. 

LEAD (s) : 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

For action deemed appropriate. 

Set Lead 2: (Info) 

OFFICE OF GENERAL COUNSEL 

AT WASHINGTON, DC 

For action deemed appropriate. 

NSL VIO-36830 
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Page 1 

Date: 10/7/05 

Attn; SAC, CDC 

IS OTIC LAS SI fie: 
From: General Counsel 

National Security Affairs/Room 7974 
Contact: Julie F. Thomas 

Approved By: Thomas Julie F. 

Drafted By: 

(U) Case ID #: 

(in T i f i l e : 

( U ) 

l l i l l l l l i l l l 
SSIFIED B' 

1,4 (c) 

27S-HQ-C122 973 6-VIO 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2005 

-m-zmz 

h 2 
hl E 

Synopsis: /PsO It is the opinion of the Office of the General 
Counsel (C$GC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB, A record of this 
decision should be maintained in the investigation control file 
for review by the Counsel to the IOB. 

(U) 

Reference; 

ïsity 

278-HQ-C1229736-VIO-578 
As nnhAfi in i-.hg Pl^hrnnir M n n i ^ l - i n n (VC.) 

^ a l t h n n r r h fitt f ( S ) t r 
t ime j 

Ö and uploaded, th^ 
I I-1 I i n h e r i t * I 1 

J the case agent at the 
Jrhnr.ln f^n.rarHoH FE I HQ 
J SA 

HiterminAü öfl AUgUÖC 
and. contacted FBIHQ to request 

who 
8, 2005, 

However,I I took no action in this matter 
/th^ receipt of the billing information from I I except for 
to the NSL which had been issued during[ 

b l 
b2 
b4 
b6 
b7C 
b7D 
b7E 

Case ID 

(S) ïrr 
'NSL VIO-36832 



Spd&ET 
Working Copy Page 

C&i Therefore, all of the investigation in this matter 
was legitimately conducted during the | | ^7] 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the iOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from E.O, 12 3 34, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB), By longstanding agreement between the FBI and the 
IOB, this language has been interpreted to mandate the reporting 
of any violation of a provision of The Attorney General's 
Guidelines for FBI National Security Investigations and Foreign 
Intelligence Collection (NSIG), or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 1233 3, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons. 

The NSIG provide that "lA^ll lawful investigative 
techniques may be used in| ¡including 
the techniques listed in Part ,V of these GuidelinesT.." Section 
II.C.3. These techniques include the issuance of National 
Security Letters. NSIG, Section V.12. 

Q Since this NSL was issued during a legitimate" 
I / \ H which was then pending, we do not 
believe that the belated receipt of the billing records from 

I I due1 only to its lateness in responding to the NSL, b7E 
constitutes a violation of the NSIG or any other guidelines or 
regulations approved by the Attorney General in accord with E.O. 
.12333 , 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2*4 of 
EO 12863, it is our opinion that there was no error committed and 
thus nothing should be reported to the IOB in this matter. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

S E ^ T 
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Set Lead 1: (Info) 
1 ' b 2 

b4 
b6 

• ' b7C 
b7D 
b7E 

1 - IOB Library 

* * FOOTNOTES* * 

il':The NSL results contained no toll records, 
only billing records, 
since the subject of the i — — 
NSL only maintained a basic service plan and 
was not responsible 
for maintaining toll 
records for the telephone line. 

SE£î<ÉT 
NSL VIO-36834 



S$8&ET 
- Working Copy Page 1 

Precedence : ROUTINE 

To: General Counsel 

Date: 10/27/2005 

Attn; NSLB 
From : 

Squad 
Contact : SSA 

Approved By: 

Drafted By: 

b7C 
b7E 

DATE"! 11-07-2007 
CLASSIFIED BY 65179/ 
REASON: 1.4 (c) 
i i l i i i i i B i l i i i i l i i i i i i l l i 

Case ID #: (U) 278-HQ-C1229736-VIO (Pending) 
(U) 278-|""^-C85270 (Pending) 

Title: (U) POTENTIAL IOB MATTERS 

ALL IMFOFJATIOB COBTAINED 
HERE I® ' " IS " ' ÏJMC LAS SÏFÏËD Ë XCËPT 
WHERE SHOfl ' ' ' OTËERUÏSË 

Synopsis: (U) To report a potential IOB matter to the Office of 
General Counsel, NSLB. 

J) 

Details : 

r o m . ^ 
rify On: 

The following information is provided for the 
n a potential IOB 
Resident Agency; 

(S) 1. File Number: 

(S) 2. Subject Name: 

(U) 3. US Person Status"! Illegal Allen 

(U) 4. Date Case Converted from 272: 02/24/2004 

(U) 6. Statement of error: 

b7C 
b7E 

(U) On 10/21/2005, [ 
potential IOB matter. 

Tbecame aware of a 
Captioned matter was opened as 272L (Money 

Laundering-Drug) investigation on 08/21/2003. On 10/7/2004, the 
case agent submitted an electronic communication requesting 
conversion to a 315M based on information derived from the 272 
investigation. This conversion electronic communication was not 
uploaded or sent to the file. The case agent, believing he had 
proper authority, submitted a National Security Letter on 
10/21/2003 for toll and billing records of the subject. The 
National Security Letter was served and results transmitted to 
I |by the delivering division on 01/06/2004. The case 
agent re-submitted the conversion electronic communication on 

Case ID : 278-HO-C1229736-VIO Serial : 1035 
27flJ IC8S27Û , y 158 

Sp&ET 
NSL VIO-36835 
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02/02/2004. However, the conversion was not properly authorized 
because it was not signed by the Special Agent in Charge (SAC). 

No FBIHQ notification was made upon the conversion to a 315 
, m a t t e r and no annual Letterhead Memorandum (LHM) was submitted. 
I, Zl } Those oversights are generally non-reportable administrative 

maH-g-̂ c! al-HVî.iirTl-1 fnhc existed which would K ä w simmrtifid a| I SAAOLCU W1J.J.W1. «WUiU l v TTT niiWLJWl L ̂  
no SAC authorization for a I I 

_|was obtained prior to the issuance of a National 
Security Letter. Based on the foregoing, | ] reports 
this matter as a potential IOB violation. 

LEAD(s): 

Set Lead 1; (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Division advises NSLB of a 

bl 
b2 
b7E 

(u) The 
potential IOB matter. 

S I J X E T 
NSL VIO-36836 
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Precedence : ROUTINE Date: 10/11/2005 

To: Inspection 
General Course1 

Attn: IIS 
Attn: NSLB 

From: 
Squad I I 
Contact : SA 

< U ) 

Approved By: 

Drafted By: 

Case ID #: 

ALL IKFOBIIÀTIOK COBITADIED 
HEBE.IS.... I.S... JIHC.Lis.3.5.1 FIED... E.XCE ET 

-VIO (Pending) 

11-07-200? 
CLASSIFIED BY 65179/DKH/KSR/RIJ 
PEAS OH: 1.4 (c,d) 
DECLASSIFY ON: 11-07-2032 

Title; (S) 

(C) 
7JC7 

{Pending,),.b 7 C 
b7E 

S y n o p s i s : I n f o r m a t i o n received via National Security 
Letter not related to this matter. 

(U) 

( S ) X 

(U) 

bl 
b2 
b7E 

Administrative: }é//NF) This report contains information 
that is Foreign intelligence Surveillance Act (FISA) derived. 
Per 50 U.S.C. section 1806(B) of the Foreign Intelligence 
Surveillance Act, recipients are reminded that this 
information, or any information derived from it, may only be 
used in a criminal proceeding with the advance authorization 
of the Attorney General. This information may not be 
disseminated to a foreign government without the authorization 
of the Attorney General* 

. __. Enclosure 
t U i l I 

Original toll records provided by 

Details: (S/A Ï 

(S) 

Case ID : 278-HO-C1229736-VIO Serial : 1037 

5 E 5 R E T 
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b l 
b2 
b6 
b7A 
b7C 
b7E 

SEJSEET 
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b2 

b7D 
b7E 

( U ) The above information is being provided to 
FBIHQ, NSL'fe and IIS, in order to document toll records that 
were requested and received that are not pertinent to an 
investigation. 

LEAD(S) 

SgïS^ET 
NSL VIO-36839 
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Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) IIS read and clear. 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) NSLB read and clear. 

SEpÇET 
NSL VIO-36840 
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AT WASHINGTON, DC 

(U) Review above information and determine if IOB 
notification is required. 

S f o ^ E T 
NSL VIO-36843 
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(U) 

( U ) 

(U) 

Precedence : 

TO: 

ROUTINE 
b7C 
b7E 

Date: 11/09/2005 

Counterintelligence 
Inspection 

Attn: SA 
CDC 

Attn: SSA 
Attn: IIS 

From: Office of the General Counsel 
NSLB/CILU/Room 7947 
Contact : 

Approved By : Thomas Julie F 

Drafted By: 

Case ID #: (U) 

Title: 

b sam 

27 8-HQ-C122973 6-VIO (Pending) 

"'il'-0'7-'20'0'7 
e-LASSTFIED- BT 65I79/DHH/K3 

1.4 (c) 

3SIFY 01: 11-07-2032 

5is: 

INTELLIGENCE OVERSIGHT BOARD MATTER 
2005-

Synopsis: /OSO It is the opinon of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB). A copy of this opinion 
should be retained in the control file for review by Counsel to 
the IOB. 

Reference: (U) 278-HQ-C1229736-VIO Serial 973 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

(U) 
Details : The referenced electronic communication 

•vision[ 
(EC) from 

], dated 09/12/2005, requested 
that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. In our opinion, it r̂tap n t- f\t it» n m 1 irm n f nl "I i-vt.j r bl 

b2 
b6 
b7C 
b7E 

ursuant to Section U.C.4 
the Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIGJ_ 

| [needed approval from FBI Headquarters (FBIHQ) 

Case ID : 278-HQ-C1229736-VIO Serial : 1045 
SÉÇI^ET 
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I the case agent drafted an 
." i. EC requesting the| |The EC explicitly stated 

"Electronic communication uploaded into ACS only. No hard copy 
to follow.11 

(S) 

m National 
requesting toll records. 

gecuritv Letter (NSL) toi 
j did not provide! Iwith 

the NSL results until 05/05/2005, approximately one raoncn after 
(SI the] | The NSL results contained no toll records only 
* * billing mrormation, because of the target's specific service 

plan. Because there was no reportable information, there was no 
analysis and nothing further was done with the NSL results. 

f romf 
Other than the receipt of the billing information 

li I took no other action on this case from the 

b7C 
b7D 
b7E 

(U) 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsels of the Intelligence Community components (in the FBÏ, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
Attorney General Guidelines for National Security Investigations 
and Foreign Intelligence Collection (NSIG) or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual rights 
of U.S. persons, violations of provisions that are essentially 
administrative in nature need not be reported to the IOB, The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

In this instance, as a consequence of a delayed b2 
response 'on tire part of a communications carrier, 

S E 5 & E T 
b7E 

NSL VIO-36845 
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**FOOTNOTES** 

il': A "United States person" is defined in Section 101(i) 
of the 
Foreign Intelligence Surveillance Act (FISA), 50 U.S.C. 

1801, et seq., as "a 
citizen of the United States lor' an alien lawfully 
admitted for permanent 

residence (as defined in section 101(a)(20) of the Immigration and 
Naturalization Act) . . . . 11 See also Section i.c fo 
the Attorney General's 

Guidelines for FBI National Security Investigations and 
Foreign Intelligence 

Collection (NSIG) (2003). 

LEAD(S): 

Set Lead 1: (Info) 

AT 

(U) Read and clear. 

Set Lead 2: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 3 : (Info) 

INSPECTION 

AT WASHINGTON, DC 

(U) Read and clear. 

CC; Ms. Thomas 

b7C 
b7E 

SËB^ET 
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Precedence : ROUTINE Date: 10/05/2005 

To: Inspection 
General Counsel 

Attn: IIS 
Attn: NSLB ' 

A L I - - I B T O 1 R M T I 0 U - G C 
iliiiillillliiiliilliiiiil 

P r o n i : 
Chief Division Counsel 

(U) 

Contact :' I 

Approved B y : b2 
b6 
b 7 A DATE.: 1.1-D.S.~2D.0.7! 

CLASSIFIED BY 65179/DMH/KSR/RW 

Approved B y : 

kag 

b2 
b6 
b 7 A DATE.: 1.1-D.S.~2D.0.7! 

CLASSIFIED BY 65179/DMH/KSR/RW 
Drafted By: kag , 7 PEAS OH: 1,4...i.e.). 
Case ID 

(S 

||JJJ Title: 

(U) 

) POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 

Synopsis: NSL directed at incorrect telephone number. 

(S) 

Details; (S) [ 

^ The case agent provided the IIS with two telephone 
numbers. One telephone number was correct and there were no 
issues regarding that telephone number. The second telephone 
number was 

i^ i incorrect. The case agent provided the |IS with telephone number 
\ D } | frhen the correct number was 

bl 
b2 

Case ID 

( S ) idilli i 
NSL VIO-36848 

bl 
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, u i
 v In September 2005, the case agent received the NSL 

response. The case agent made an immediate working copy of the 
information and put the original in a la envelope and submitted 
it to the file, Nothing from the original NSL was uploaded. 

^ On 10/03/2005, the case agent started working on 
the working copy and discovered that the name for the subscriber 
was not the name of the subject of the above referenced matter, 
The case agent checked in ACS to see what telephone number was 
listed on the NSL and noticed it was the incorrect number. At 
that point, the case agent contacted his supervisor and he and 
the supervisor then contacted the Chief Division Counsel• 

(U1 V t ^ K No personal or identifying information on the 
incorrect number was uploaded into ACS from the NSL return. 
Additionally, no subscriber i n f ^ H n n ^ . 
t.pl pnhnnp annl i pahions . No ACS checks, I I I I 

data base checks were run on the 
lhfôïtflâtlàn. A15ô, fto open source or internet checks were done D Z 

on the information. b7E <u> X The original NSL as well as the resultant 
information was turned over to the Chief Division Counsel and is 
currently secured in the Chief Division Counsel's safe. 

(U) -----"""""" As nothing from the NSL has been reviewed, SAC 
I ^recommends no administrative action be taken in this 
matter. 

SÖHNET 
NSL VIO-36849 
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Precedence : ROUTINE 

To : Inspection 
Counterterrorism 

Date: 11/14/2005 

Attn: Internal Inspection Service 
Attn: ITOSl/CONUSl/Team 3 

SSAI I 
IA| I 

Attn: CDC 
SSA 
SA 

b7E 

From: General Counsel 
National Security Law Branch/CTLUl/LX-1 
Contact: SSA 

Approved By: Thomas Julie F 

ALL IBF0RHÄTI0B COBTAINED 

IMERE • • • • SSO ¥$r • • OTHERTJI SE 

bl 

Drafted By: £ :mdh 

Case TP if- 57fl-Hn-naag7ifi-yTn (Pending) 
[S)| (Pending} 

Title 
• X 

...11.-07-.200.7 
Ç LAS SIFIZD ...BY... 6.5.17 9/DHH /KSF 
PEAS ON: 1.4 (c) 
.DECLASSIFY ON: 11-07-2032 

b7C 
b7E 

INTELLIG: 
IOB 2006 

OVERSIGHT BOARD MATTER 

b7E 
Synopsis: (U) It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter is not a 
violation and need not be reported to the Intelligence Oversight 
Board (IOB}• 

j: •j 

bl 
b2 
b6 
b7C 
b7E 

Case ID : 27g-HO-C1229736-VIO 

ÏSJ 

Serial : 1060 bl 
b2 
b7E 

NSL VIO-36858 



( S * 

(U) 

WorJtltVg Lopy 

JBL _Euring the course of its investigation of 
| issued National Security Letters (NSL) tor roil 

Page 

I C L U I U A on two telephone numbers relevant to the I N S T A N T M A T T E R . 
These two telephone numbers were originally provided tc|_ 
and based on telephonic analysis conducted by FBIHO Once the 
NSL results were received from the service provider,! 1 
determined that the «--=>1 
.subscribed to by thel 

J, consequently, segregated the toll records ï î from these two numbers. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993/ mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, Inspection Division, and the General 
Counsel, OGC, respectively) report to the IOB concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive. By longstanding agreement between the FBI and the 
IOB, this language has been interpreted to mandate the reporting 
of any violation of a provision of the FCIG, or other guidelines 
or regulations approved by the Attorney General, in accordance 
with E.O. 12333, dated 12/04/1981, if such provision was designed 
in full or in part to ensure the protection of the individual 
rights of a U.S. person, Violations of provisions that are 
essentially administrative in nature need not be reported to the 
IOB. The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request 

bl 
h 2 
h6 
b7C 
b7E 

valid[ 
A' In the present case, there is no violation. 

|was authorised pursuant to 
Attorney General's Guidelines. See NSIG Part II.C. Telephonic 
analysis conducted by. FBIHQ revealed two telephone numbers 
associated with the target. Based on this information 
issued two NSLS for toll rPPnrHc Thp iff an 
technique to be used in a I I id. at Part 
II.C.3. The legal standard in issuing an NSL is that the 
information sought need only be "relevant to an authorized 
investigation to protect against international terrorism. . .11 
18 U.S.C. 2709(b)(1). The NSLs in this case were properly 
issued. Simply because the toll record results revealed that the 
telephone numbers did not belong to the target does 
not make the request a 

violation. ' Rather, it marks the elimination of an 
investigatory lead, It is our opinion that this matter need not 
be reported to the IOB. Consistent with our prior opinions,, a 
record of this decision should be maintained in the control file 
for future review by Counsel to the IOB. 

LEAD(s): 

] b7E 

Set Lead 1: (Discretionary) 

S^IET 
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Working Copy 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

COUNTERTERRORISM 
AT ITOSI/CONUSl/TEAM 3 

Page 

( U ) ^ ^ Ensure all toll records, originals and copies, are 
properly disposed. 

Set Lead 3: (Info) 

AT 

(U) Read and clear. 

S Ê 8 Ç E T 
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Precedence : ROUTINE 

To: 

b2 
b6 
b7C 
b7E 

Date: 12/2/2005 

Attn: 

Counterintelligence 

Inspection 

CDC [ 

Attn: CD-4B 

Attn: Inspection 
Ait mimMlXMJZQWàlMR 

IS UNCLASSIFIED EXCEPT 

From: General Counsel 
National Security Law Branch/CILU/ HQ room 7975 
Contact: UC 

Approved By: Thomas Julie F 

Drafted By: | kaa 

Case ID 

Title: 

37fl-Hf)-r;i 22373 6 - VIO C Pending ) 

bl " 
b2 
b6 
b7C 
b7E 

11-07-200? 
CLASSIFIED BY 65179/DKH/KSR/RIJ 
REASON: l"."4 {cj 
DECLASSÏW ON: 11-07-2032 

{Pending)7 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (JOB) 

Synopsis: J&l It is the opinion of the Office of General 
Counsel (OGC) that the above referenced matter must be reported 
to the IOB and to the FBI's Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. Our 
analysis follows. 

I) ) 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect 8. 

Ü) Details: ^ J By <=»1 entroni c nnmmuni rati rin (EC) dated October 5, 
2005 (citéd Below),il" the| |pivision| | 
reported 

a potential IOB involving a National Security Letter 
(NSL) requested by| ~|which, through a transcription 
error, sought information about a e-mail address belonging to a 
person who was not the subject of an FBI national security 
investigation. 

h 2 
b7E 

x The US person who' is the subject of the 

Case ID ; ^^fl-nri-m oocmc-vm 

(S) 

Pori a 1 inni 

W 1 

b7E 

NSL VIO-36861 
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Working Copy 

case agent sent his Investigative Support Specialist (IIA) the 
above mentioned correct e-mail address with which to draft an 
NSL> The IIA then drafted the NSL with the incorrect address of 

ii 

Page 1 

b7D 

(U) J«^!; During the week of September 2, 2005, the case 
agent redeiveU the NSL response from the communications provider 
and noticed the error associated with the e-mail address. The 
case agent immediately notified his supervisor and put the 
original in the 1A envelope. The case agent then contacted the 
Associate Division Counsel who took possession of the 
unauthorized information and is presently holding the information 
in his safe. 

( U ) X ; The case agent reports that nothing from the 
response'to £his NSL has been reviewed. The agent also reports 
that no personal or identifying i n f o r m a t i o n f r o m t-.hp N S T . r e t u r n 
has been uploaded into ACS. Also, no ACS J | | I 

I I data bases, open source or otner internet 
checks were done on the information. 

h 2 
hlE 

( U ) As required by Executive Order (E.O.) 12863 and 
Section 2-S6 oï the National Foreign Intelligence Program Manual 
(NFIPM)f OGC was tasked to determine whether the errors described 
here are matters which must be reported to the IOB. They must. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive. This has been interpreted to include violations 
of the Attorney 

General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection ("Attorney 
General's Guidelines"), the implementation of which is mandated 
by Executive Order 12333 . 

(S) ^ ^ As set forth in [_ 

(S) 

(S) 

|of the Attorney 
Gerieral's Guidelines, use of NSLs in conformity with 18 U.S.C. 
2709 is authorized when records of electronic communications are 
sought 113 U.S.C. 
2709 authorizes the FBI to seek relevant records from a wire or 
electronic communication service provider when those records "are 
relevant to an authorized investigation to protect against 
international terrorism or clandestine intelligence activities.,r 
Here, issuance of an NST, which requested records for e-mail 
addressf |was neither authorized by law, nor was it 
authorized fry the Attorney General's Guidelines, since e-mail 
address I lis not relevant to a counterintelligence 
invest l g a. L16H.. 

(U) Consequently, in accordance with E.O. 12863 and 
seJb^ET 

NSL VIO-36862 
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h 2 
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Section 2-56 of the NFIPM, the error must be reported to the IOB, 
which this Office will do, 

LEAD(s): 

Set Lead 1: (Info) b2 
-b7E 

(U) Read and clear. 

Set Lead 2; (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate. 

Set Lead 3: (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

(U) Read and clear• 

* * FOOTNOTES * * 

il": (U) See EC from the| | Division to the Inspection 
Division j 
and General Counsel, dated May 5; 2005, Case ID# 278-HQ-C1229736-VI0 ft 
Serial b 7 

2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BOARD 
MATTER (IOB)11 hereinafter cited as 

|EC, " 

SECRET 
NSL VIO-36863 
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ALL IIFORHATION CONTAINED 
HEREIN IS UNCLASSIFIED EXCEPT 
HHERE SHOOT OTHERWISE 

December 2, 2005 

BY COURIER 

CLASSIFIED BY 65I79/BHH/KSR/RW 
1 . 4 ( c) 

IH: 11-07-2032 ' 

Mr. James Langdon 
Intelligence Oversight Board 
Room, 5020 
New Executive Office Building 
725 17th Street, NW 
Washington, D.C. 20503 

Dear Mr. Langdon: 

This letter forwards for your information a self-
explanatory enclosure, entitled Possible Intelligence Oversight 
Board Matter." 

This enclosure sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations and/or 
laws, Executive Orders, or Presidential Directives which govern 
FBI foreign counterintelligence and international terrorism 
investigations. This matter has also been referred to our 
Internal Investigations Section, Inspection Division, for a 
determination of whether any administrative action is warranted. 
(U) 

Enclosure 

1 - Ms; Thomas 
1 - SSA I I 
1 -I I 
1 - 278-HQ-C1229736-VIO 

b7C 

Case ID : 27 8- HQ-C1229736-VIO y Serial : 1082 
S j ^ ^ T 

NSL VIO-36864 
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Mr. James Langdon 

Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will" be 
arranged for you at your convenience. 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel for Intelligence Policy, OIPR 
U.S. Department of Justice 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

NSL VIO-36865 
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TMTP!T.T.TriP!Wr!R OVRRflTCiHT BOARD 
I InryTCTgjvj 

¡IOB) MATTER 

(U) 

(S) 

(U) 

IOB MATTER 2006 (U) 

the[ 
Ry filfytronic communication 

J Divisioni 
im dated October 5, 2005 

reported a potential 

I
IOB involving a National ¿ecurity Letter |NSL) requested by 

[which, through a transcription error, sought 
mrormation about a e-mail address belonging to a person who was 
not the subject of an FBI national security investigation. 

j had an e-mail address of 1 | I The case agent 

(S) 
mail address with which to draft an NS] 
the NSL with the incorrect...address of[ 

The TTA f.hftn drafted 

During the week of September 2, 2 005, the case agent 
received the NSL response from the communications provider and 
noticed the error associated with the e-mail address. The case 
agent immediately notified his supervisor and put the original in 
the 1A envelope. The case agent then contacted the Associate 
Division Counsel who took possession of the unauthorized 
information and is presently holding the information in his safe. 

-ixTi The case agent reports that nothing from the response (U) to this iiSL has been reviewed. The agent also reports that no 
personal or identifying information from the NSL return has been 
unloaded into ACS. Also, no ACS,| | 

| | data bases, open source or oLiiex iiiLeriiyL uucuks were 
cTCTTS""CTTTTIe information. 

(U) The error is a reportable matter under Section 2.4 of 
Executive Order 12863. ' • ' . • " 

bl 
b2 
b4 
b7D 
b7E 

b2 
b7E 

SEJS^ET 
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Precedence: ROUTIKE 

To: 
Counterterrorism 
inspection 

Attn: SAC, CDC 
Attn: AD 

Attn; IIS 

Datei 11/17/05 

b6 
b7C 
b7E 

From: General Counsel 
Counterrorism U w Unit II/LX-1 5S200 

INTELLIGENCE OVERSIGHT BOARD HATTER, 
I OB 1 

Y 
Synopsis: It is the opinion of the Office of the General 
Counsel {Û&C) that this matter must be reported to the 
Intelligence Oversight Board (IOE). OGC Hill prepare a cover 
letter and a letterhead memoranda for the General Counsel and 
the Assistant Director, Inspection Division (INSD), for 
submission to the IOB. Subnotion pf this natter to the QPR is 
m t t e r within the cognizance of the IIS. 

- DerivedNk0T̂ G-3 
Declassify QnîSXl 

HI iHFOFMTftl COHTAID 
Iffill IS TJHCLASSIFIED EXCEPT 

DATE" 1I-Ö8-2ÖÖ7 
viiAB/rJlJ, ILI/ DI yyi.}2f UliRjKrir-.f SS'tt 

DECLASSIFY 01: 11-08-2032 

Reference: (S) 

bl 
b2 
b7E 

Administrative: (U) This conniunication contains one <?r more 

Case ID : 27B-HQ-C122973Û-VIO Serial : 1086 
SÊ̂ l 

NSL VIO-36867 
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footnotes. To read the fäätnotw, download and print the 
document in WordPerfect 6.1, 

requested that OGC review the facts of the captioned matter and 
determine whether it warrants reporting to the IOB, In our 
opinion, it does, Our analysis follows. 

( 2 ] ^ As discu5.sed in the / c n 

from the! " H R A cited below,it 

^ K j i During the course of the investigation the 
^ ^ ^ ^ RA issued a National Security Letter (NSL) pursuant 
to the Electronic Communications Privacy Act, 18 U.S.C* 2709. 
That statute permits the FBI to request telephone toll billing 
records that are "relevant authorised investigation to 
protect against international terrorism or clandestine 
intelligence activities, provided that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the first amendment to the constitution 

| C ^ j the united states.11 The NSL, dated March 31, 2005, was 

'hlV U ILI 

bl 

b7C 
b7E 

bl 
b2 
b4 
b6 
b7C 
b7D 
b7E 

[ However, the incorrect area code was put into the nurtber, so that 
the NSL was issued for the wrong telephone number, i'3' 
Records for that telephone nuitber were provided by the telephone 
company, upon receipt of the records, the error wa$ discovered 
by the case agent and the records were set aside and not reviewed 
or used for any other investigative purpose. The records were 
forwarded to headquarters via an EC dated 10/06/2005.14' 

NSL VIO-36868 
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(U) Section 2.4 of Executive Order (EO) 12363, 
dated 09/13/1993, mandate that Inspectors General and General 
Counsel of the Intelligence C&MJnity components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the 10B concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1951, 
when the 106 was known as the President's Intelligence Oversight 
Board (Plo&), By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PfOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons, Violations of provisions that are essentially 
administrative in nature need not be reported to the 106. The 
FBI is required, however, to maintain records of such 
administrative violations so that the counsel to the 10B may 
review them upon request. 

(U) Section V.ll., Investigative Techniques, of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG) 
provides that National Security Letters may be issued in 
conformity with statutory requirements, including 18 U.S.C. 
2709. Title IS, U.S.C, 2709 provides that the FBI may seek 
toll billing information from telephone carriers that is relevant 
to an authorized national security investigation. 

Clearly, the information 
obtained by the FBI was not relevant to an authorized 
national security investigation because there was an error in the 
NSL in transmitting the appropriate telephone rwrber, Thus, the 
FBI received telephone toll billing records concerning a 
telephone number that was not under investigation nor related to 
an investigation, Therefore, the information was improperly 
collected, although unintentionally so, in violation of the NSIG 
and ECP/L 

NSL VIO-36869 
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(U) Clearly, the rights of the target were not 
infringed because he was not the subject of the improperly 
collected information. It is unknown whether this information 
Mas gathered about a United States Person or not, inasmuch as -
there has been no review of the information, Nonetheless, based 
on the fact that information which may be about a IISP was 
improperly, although inadvertently, collected, and in accordance 
with the reporting requirements of S e t t l e M Of E.o, 12863, OGC 
will prepare a cover letter end an memorandum to report this 
matter to the 10B. 

LEAD(s): 

Set Lead 1: (ACTION) 

s K 

NSL VIO-36870 
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b7E 

AT RESIDENT AGENCY 

(U) Seal and provide NSL return information and any 
documents based upon such information to headquarters for purpose« 
of sequestering with Deputy General Counsel Thomas. 

Set Lead 2: (ACTION) 

COUWTERTERRORISM 

AT WASHINGTON, DC 

(U) provide sealed NSL return information and documents 
based upon such information to Deputy Generat Counsel Thomas for 
sequestration. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate. 
bö 
b7C 

"FOOTNOTES" 

EC from| ""Indent Agency to Inspection and OGC ¿ 2 
dat&d 10/06/2005 and titled "Case Agent - SA| ~ ~ | S u p & r v i s g r -
S S W ^ ^ ^ ^ ^ ^ ^ ^ Intelligence Oversight Board Matter,11 1 1 .b7C 

i2': (U) A United States person (USP)i$ defined in Section 101(i) of b 7 E 
the Foreign Intelligence Surveillance Act (FISAXcodified at 50 U.S.C. 1801 
et seq.) as a citizen of the United States lor' an alien lawfully sdnitted 
for permanent residence (as defined in section 1Q1(a)(20) of the Irmiigration 
and Naturalization Act) . . . . See also Section II.U of The Attorney 

SfflET 
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General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

i3': (U) In order to avoid any dissemination of this incorrect telephone 
nirrtoer, the number is not being listed in this docunent. 

i V : (S) Se iddressed to ITQS Il/PRQU SSA 
enclosing the toll billing records. 

bl 
b2 
b6 
b7C 
b7E 
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2007 
' CLASSIFIED BY 65179/DMH/KSR/RTJ 

¡111111 HEREIN IS UNCLASSIFIED EXCEPT 
11-08-2032 

BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
Room 50209 
New Executive Office Building 
725 17th Street, Northwest 
Washington, D+c> 

Dear Mr. Langdon: 

Enclosed for your information is a self-explanatory 
memorandùm entitled Intelligence Oversight Board (IOB) Matter, ^ 

I ¡Division, atl ¡Resident Agency, IOB Matter ' 
^ O O ^ I I .. i F T - V I I -D 7 E 2 0 0 6 ' ( U ) 

This memorandum sets forth details of investigative 
activity which the FBI has determined was conducted contrary to 
The Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection and/or laws, 
Executive Orders, or Presidential Directives which govern FBI 
foreign counterintelligence and international terrorism 
investigations. (U) 

Enclbsure 

1 - Mr. Hulon 
1 - Inspection (IOB 2006-
1 I I 
1 - 278-HG-C1223736-VI0 

-xœiSesmTFïioM^^— 

Case ID ; 218-HQ-C1229736-VlO Serial ; 1087 
S E 5 « f e T 

NSL VIO-36873 
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CLASSIFIED ENCLOSURE 

Should you or any member of your staff require 
additional information concerning this matter, an oral briefing 
will be arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James Baker 
Counsel, Office of Intelligence' Policy and Review 
U.S. Department of Justice ' 
Room 6150 

(S) 

hi 
. . . h 2 

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 
DIVISION, AT I I RESIDENT AGENCY hlC 

IOB MATTER 2 0 0 6 ^ I U ) hlE 

" The Federal Bureau of Investigation {"FBI11 ) has 
determined that in conducting 

' ütiyüUJT 
NSL VIO-36874 
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National Security Letter (NSL)to obtain telephone toll billing 
records on a telephone number.which was not related to the 
investigation. The overcollection was due to a mistake in the 
NSL in identifying the telephone number of| | whose 
number was intended to be the-subject of the request. m e 
overcollection was a violation of Section v.ll. of The Attorney 

b l 
b 2 
h 6 
blC 
b7E 

Instead, the area code was incorrectly identified; thus, the 
information returned from the carrier was the telephone toll 
billing records of a wholly unrelated telephone number. The 
error was discovered upon receipt of the information, and the 
records were not reviewed nor used for any investigative purpose. 
Despite the inadvertent nature of the mistake, the fact remains 
that information was improperly collected on a telephone number 
unrelated to an inv^sti^tion, Thus, the matter is being 
reported to the IQB< 

festiget 

X " 
* * FOOTNOTES * * 

-x Section V.il. authorises use of National Security il'V 
Letters'in 
conformity with 18 U.S.C. 2709 (relating to subscriber information, 
billing records, and electronic communication transactional records) 
statute requires that information sought is relevant 
to an authorized national 

security investigation. 

toll 
, The 

.ET 
NSL VIO-36875 
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Precedence : ROUTINE 

To: General Counsel 

Date : 12/09/2005 

Attn: National Security Law Branch 
Room 7975 

From: 

Contact : 

Approved By; 

Chief niv-ifiinn ronnfiAi frnn 
CDC 

ALL IWFOFHATIOH CQÏFTMJED 
HEREIN IS UNCLASSIFIED EXCEPT 
WHERE S H O O T O T H E R W I S E 

Drafted By: 

Case ID #; (Ü) 

: jbk 
278-HQ-C1229736-VIO {Pending) 

B Y 6 5 1 7 9 / D H H / K S R / R W 
i ' T c j 
OH: 11-08-2032-k) 6 

Title: (U) SUPERVISORY SPECIAL AGENT (SSA) I 
[ |STATE POLICE TROOPER [ 

b7C 

Synopsis : 
violation. 

i-U) 

Details : 

(U) 

X 

POSSIBLE IHTELLÏGENCE OVERSIGHT BOARD 
(IOB) MATTER - INTERNATIONAL TERRORISM RELATED 

This communication reports a possible IOB 

(U) 

CU) SSA I supervises Squad [""[ of the 
ivision, 1 ™ ™ 

1. Personnel and case background 

vises Squs 
Joint Terrorism Task I I Division, and thel 

Forrp. I J state Police Trooper 
to rh-ic: 1-asir force, r 

I Support Services TechnicianL 
T j u a ayyiyriëa LO stiuad _ 

that squad and the" 

lis assigned 

e 

I i s " 

b7C 
b7E 

She performs administrative duties for 
Jjoint Terrorism Task Force. 

- m On 9/13/2005, Trooped Ira^r-t^T 
1 fnr a. temporary duty assignment in| • . 

| He was to. assist in[ J 
1 | After he left for this 
assignment, support services Technician | ] told SSA | | 

b7E 
Case ID : 278-HQ-C1229736-VIO y Serial ; 1092 

SE^ET 
NSL VIO-36876 



( S ) 
S E ^ E T 

Working^Copy 

that thel 
\ Trooperl 
f request: aa] 
•I I s^i 

1 return. SSA [ 

two weeks 

J T Ö T C T 
But because ì 

be fore 
gr that would 

p a n o 

. b l 

] was on leave during the maioritv of the last 
and forgot to 

JSif Trooper | | returned from I I on r 
10/17/2QQC ftfhis return. 55A I ¡realized that thgj 

He instructed Trooper^ 
co prepare an electronic communication (EC) requesting an 

] On- 11/01/2005, Trooper drafted the-

b7C 
b7E 

bl 
b2 
b6 
b7C 
b7E 

(U) 2. Possible violation 

received However, on 11/07/2005, 
financial documents in Response to a national security letter (or 

b 6 
xinanciai documents in response to a national security 
NSL) that was served on| |on 08/22/2005. 

Also, there was a mail cover on the subject. The 
United St£te^ Postal Inspection Service has in its possession in b7C 
a sealed container a number of documents obtained through this b7D 
mail cover. They have yet to be delivered to the I | 
Joint Terrorism Task Force. On 11/07/2005, SSh I I 
requested the United States Postal Inspection Service to 
discontinue the mail cover on the subject. 

Possible violation and SAC recommendation 

The "Attorney General Guidelines for FBI National 
Security Ii^e^tigations and Foreign Intelligence Collection," 
II.C.4., provides: 

An extension of a I I 
beyond the initial one-year period requires 
FBI Headquarters approval. ^^ 

No one timely requested a n extension of thel las b7C 
required under "Attorney General Guidelines." | | b7E 

(U) If there is a violation, this instance appears to 
be a minor administrative oversight. It would certainly be 
miHrrah^H j->y the unusual circumstances of the death in SSA 

I | family. All persons involved are aware of this issue, 
and will take steps to assure that|~ lare kept up, to date. The 

recommends no administrative action. SAC 

LEAD(s) 

S E C R E T 
/ NSL VIO-36877 
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Set Lead 1: (Action) 

GENERAL COUNSEL 

Page 1 

(U) AT WASHINGTON, DC 

V NSLB is requested to determine if this matter 
should ber^reported as to the IOB. NSLB is also requested to 
advise | |of the appropriate disposition of the documents 
obtained tnrougn the mail cover, and that remain in the 
possession of the United States Postal Inspection Service. 

h 2 
b7E 
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Precedence : ROUTINE 

To ; General Counsel 

Date: 12/14/2005 

Attn: National Security Law Branch 
Room 7 975 w* 

From: 
cniet Divisioiy Tminqpl fmrl 
Contact : CDC 

b 2 Approved By:' 

'J37C Drafted By: 
b7E 

(U) 

Case ID It: (U) 278-HQ-C1229736-VIO (Pending) 

Title: (U) . SPECIAL AGENT {Shj 
POSSIBLE INTELLIGENCE OVERSIGHT"BÖARD 
• (IOB) MATTER - INTERNATIONAL TERRORISM RELATED 

Synopsis: (U) This communication reports a possible' IOB 
violation. . . • . " 

•:tT> ;; ) * ( 

Details: 

CLASSIFIED BY 65173/DMH/KSR/RW 
1 . 4 (c)" 
:W""ÖH: I1-Ö8-2Ö32 

(U) 1. Personnel and case, background 

the [ 
-LLLL- Sa[ . — • "lis assigned to Scruad f l o f 

J Division, and the| 1 Joint Terrorism 
Task Force. 

^fog^ SAl I was assigned the case entitled 

By electronic communication (EC) dated 06/23/2005, 
the I " iDivision sent materials'responsive to the NSL:to SA 

(U) 2. Discovery and immediate corrective action 

(Si 

b2 
b6 
b7C 
b7E 

Upon receipt of the records, SA | | discovered 
that, he irfistafeenly provided the wrong phone number in his NSL 
request. The number should have beenj | rather than 

Case ID : 278-HQ-C1229736-VIO y Serial : 1093 
s à r a E T 
' NSL VIO-36879 



(U) 

SE^^jT 
Working Copy — Page 1 

b 2 
b 6 
b7C 
b7E 

By EC dated 07/01/2005, this matter was reported 
to the Nataoiml Security Law Branch and the| | Division. But 
it was not officially reported as a possible iutJ violation. 

(U) 3. Possible violation and SAC recommendation 

^^-E^r^The "Attorney General Guidelines for FBI National 
Securitylnvestigations and Foreign Intelligence Collection," 
contemplates use of NSLs only for predicated subjects. 
Obviously, the mistaken target of the 03/18/2005 NSL was not a 
subject. 

{U) This matter appears to be a minor administrative 
oversight. It is certainly mitigated by SA| I immediate 
discovery of the error, and his immediate corrective action. 
Accordingly, the SAC,| | recommends no administrative 
action. 

b7E 

h 2 
be 
b7C 
b7E 

LEAD is): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) The National Security Law Branch is requested to 
determine if this matter should be reported as to the IOB. 

(U) The National Security Law Branch is also requested 
to provide guidance concerning the proper disposition of 
mistakenly gathered information in cases such as these. 

V 

S E ^ . E T 
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Precedence : ROUTINE 

To: Inspection 
General Counsel 

Date: 12/15/2005 

Attn: 
Attn: 

IIS 
NSLB 

From : [ 
Sgradì I 
Contact : 

Approved By: 

' ' ' IN FÖ BIST! CM'" 'C ÖE 
HEPEIN IS UNCLASSIFIED EXCEPT 

h 2 
he 
hlC 
hi E 

1 

akl Drafted By: | 

Case ID #:.(U) 278-HQ-C1229736-VIO (Pending) 

.-08-2007 
G LÄS S Î FIED' • • • BY' • • • 6'S17 9/BMFF /KSR/RW 

"i"."4 m-
M-OS-20'32 

(TJ)Title: 

(U) synopsis: 

POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) 
MATTER ; 
SA I I 
A/5S&I 

b 6 
b7C 

To advise FBIHQ of a potential IOB matter. 

(TJ) 

Case ID 27 8-HQ-C1229736-VIO 
218 A [A18296 

S ^ L E T 

Serial 

NSL VIO-36881 

1099 
104 

bl 

b2 
b6 
b7C 
b7E 

bl 
b2 
b6 
b7C 
b7E 



Working Copy 

reassigned to SA[ 
Subsequently, the 

time-frame, the former JTTF SSA was I 
I | Co-case agent, TFO[ 

N 

] on NovembéF A. JUUS. During this same 

_ J, and IA 
issued two (2) NSLs on Mov̂ Ttihgr 15. ^nnR. and 

(S) 
November 16. 2 005. not knowing that, in fact 

mi 
¡ L 

CTD/ 
nnnp the mistakp was discovered, A/SSA f 

rd SA| | immediately drafted an EC to FBIHQ, 

( g ) I ITQS II tdl ]in aaaition, no otner 
investigative steps nave been taken pending the approval of 
the I [extension from FBIHQ* 'After consultation with FBI 

I I manag^mpnt a tickler Rvatem will he* ci&v&laped by the 
JTTF to ensure that! Ideadlinea are 

( £ ) str;i-c1:1y followed to avoid' any similar mistakes in the future. 

LEAD(s): 

Set Lead 1: (Discretionary) • 

INSPECTION 

AT WASHINGTON, DC 

.....^S^^For action as deemed appropriate. 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC . ' ' -" 

For action as deemed appropriate. (U) 

Page 
bl 

b6 
b7C 
b7E 

b l 
b 2 
b 6 
b7C 
b7E 

S È ^ E T 
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Precedence : ROUTINE Date: 12/19/2005 

(S) 

<U) 

(S) 

(U) 

To: Inspection 
General Counsel 

Attn; IIS 
Attn: NSLB 

Prom: [ 
Squad 
Contact : SA 

Approved By: 
11-08-200? 

Drafted By: liiililiili 

|| J || Case ID # ; {U) 278-HQ-C1229736-VIO (Pending) X [Pending) 

Title: (U) 

REPQRT OF POSSIBLE IOB VIOLATION 

b7C 
b7E 

797DKH/KSR/F 

-08™2032 

h 2 
he 
hi A 
hlC 
hlE 
hi 

Synopsis: y^s) EC to report a nn^ihio tor violation committed 
by writer'in investigation of 

Details A potential IOB violation occurred during 

I. The NSL was served 

1 Unit. 
] on 9/28/2005 by 

(S) 

(S) 

Results in compliance with the aforementioned NSL b2 
were receilvefci on 10/11/2005 byl [Unit and documented in 
an EC dated 10/12/2005. 1 

J^T On 12/15/2005, it was discovered that on the 
original^SlNdated 9/9/2005, the number was inadvertently 
hransnoRpf^. fluhfirrihpr information was requested for telephone 
numb^jf I However, the NSL should have been requested 
for telephone number 

^ Oj J Case ID j 2 78-HQ-C1229736-VIO Serial : 1115 

b2 

b7C 
b7E 
b4 
b7D 

b7C 
b7E 
bl 

SEÇRfT 
NSL VIO-36883 
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CU) 

Working Copy Page 

<U) (SKP" 12/15/2005,[ 
contacted and advised of the error 
to prepare a report of possible IOB violation. 

l C D C r CDT|_ 
was 

¡requested writer 

The results of the NSL and any serials with 
reference to^the results of the NSL can be destroyed or 
permanently charged out of the original file as they are not 
needed for, or related to, the current investigation. 

b7C 

-x. ] will await guidance from Inspection Division 
regarding removal of subscriber information from | | 

ACS. 

LEAD{s); 

Set Lead 1: (Info) 

ALL RECEIVING OFFICES 

(U) _For information only. 
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Precedence ; ROUTINE Date: 11/17/2005 

To; Inspection b7C Attn: Internal 
Section b7E 

General Counsel Attn: NSLB 
Counterterrorism Attn; SSA 1 

From; 

Approved By: 

Drafted By: 

Case ID #: 

EXCEPT 

Û 
-HQ-C1229736-VIO (Pending) 
66F-1516 

CLASSIFIED BY 65179/DHH/KSR/RHff 
REASON: 1.4 (c) 

01: M-08—2032' 

Title; UNSUB{S); 
POTENTIAL IOB MATTER 

Synopsis: To report potential IOB matter as defined and 
directed by below referenced communication. 

Reference : 

h 2 
b7E 

66F-HO-A1247836 Serial 172 
L J 

CDC Administrative : Re forwarded e-mail dated 11/17/2005 from 
I to SSAI I regarding OGC's response to 

lcmestion of issuing a National Security Letter from I I 

Enclosure(s): Enclosed for the recipients is a five page e-
mail string beginning 08/22/2005 and concluding 11/14/2005; a 
one page e-mail from SSA| I to IA| | 
dated 11/29/2005: a one page e-mail string between CDC 

I 

b2 
b6 
b7C 
b7E 

3 
OGC; and a one 
to SSA| fage e-mail from OGC [ dated 11/22/2005. 

Details: In referenced communication, the Inspection 
Division, Internal Investigations Section delineates the 
procedures for reporting potential IOB matters in order to 
facilitate the timely review, • investigation and disposition of 
reports of intelligence activities conducted by the FBI which 
may have been unlawful or contrary to Executive Orders, 
Presidential Directives or Departmental guidelines within 14 

Case ID : 278-HQ-C122973 6-VIO Serial : 1117 
1 166-1516 . 128 b 7 E 

NSL VIO-36885 

I g • 
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days Of the discovery of the possible violation. 

directed in referenced communication the 

(S)[ 

I I Division is formally notifying OGC, NSLB and INSD, 
IIS of a potential IQ^_maiter discovered on 11/17/2005. The 

I I Division | | has addressed each of the six 
notification elements itelow. 

1. The matter is not part of a substantive C^rase 
and occurred with the anticipated utilization of the I [ I 

I I Therefore, there is no case agent or 
case supervisor to be captioned in the title section of this 
communication. 

2. As noted in item number 1, there is no 
substantive investigation in which the questionable activity 
occurred. The file number referenced in the initial e-mail 
which the potential violet---î n rw-<-nrr^ i« the| | | 

h 2 
b7E 

bl 
b2 
b7E 

3, There was no identifiable target as the lead 
from the| I Division only provided the | |Division with b2 
the telephone numbers captured on the complainants caller b7E 
identification. There were no requests completed by the| | or 

I 1 Division for subscriber information on the telephone 
numbers. 

4. As noted in item number 3, there was no 
identifiable target to determine the person's or persons' 
status as a U.S. person or non-U.S. person. 

5. The controlling legal authority pertaining to 
the potential IOB matter is the Attorney General's Guidelines 
for FBI National Security Investigations and Foreign 
Intelligence Collection. The relevant parts are Part 
li.A.1.7, which provides investigative techniques available h2 
for usageI I I 
I IsnH Part II.D, 3 I \ 1 
| Jnd reference Part V, specifically Part 
V.12, which includes NSLs. 

•b7E 

6. Referenced! Ifile communication advised 
( g ) ; the» | I Divift-j dt\ r»f fiiisniciiQus telephone calls originating in 

I I I Iresident. 
subscribing to telephone number I I TheI | 
communication-states that 2-3 weëJîS priGF CO Cne date 
(08/05/2005) of the EC, the complainant, who did not save the 
initial call information, received r,Suspicious_tÉl£ûlnane 
messages" (no quantity provided) possibly in 

(S) 

f S ) 

(S) 

bl 
b2 
b6 
b7C 

On nR/03/2005 the complainant noted a missed call b7E 
[telephone numbe^ I No message 

tilt. * 1 

On 08/04/2005 the complainant received a message \ .... On 08/04/2005 the complainant received a message 
i i f roml 1 te 1 eplibne number I I The message 

was in English with what the complainant believes was an 
NSL VIO-36886 
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b l 
b2 
b6 
b7C 
b7E 

I 1 

• 

• 

• 

• 

• 
• 

• 1 

Upon receipt of the actualI 1communication, the 
5quadIIPRS observed the communication was. written from a 315- b2 
0 file and did not merit the immediate crafting of a NSL» The g 
S q u a d n PRS immediately communicated•this to the Squad I ISA 
assigned to review the matter and the FIG IA. 

NSL VIO-36887 
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The Squad ISA assigned to this matter treated the 
"discretionary action" lead as a Threat Assessment and 
conducted a thorough review of the facts to determine if cause 
existed to initiate a I 1 He found no 
SUCh. CaUSe . ^ ^ Cr-niai* I T̂.. A ^ -H 4- arr̂ -1- -! + 
validate thel 

When the IA again requested the ScfuadPHsA produce a 
NSL, the IA was advised there was not sufficient predication 
to justify the initiation of a I I 
| " ^ " ^ H E IA was also advised by 
tne 5quad| |SSA, via e-mail dated 08/29/2005. of the lack of 
predication necessary to initiate a I I and | | 
The IA contended a | | was justified because the toll records, 
produced by CTD, CAU and received by the| | FIG IA, included a 
possible pay phone number (as noted above in the summary of e-
mail communications) which was associated with numerous FBI 
investigations. The lead agent determined this to be false as 
proven by a pretext call. The telephone number JûÊlifved by 
the IA to be that of a pay phone was in fact an I leaning 
card access number. This information was also conveyed to the 
IA. It should be noted the information received by the| |IA 
from CTD CAU was forwarded to the Scruadl I SA who did not 
utilize it in furtherance of his assessment and destroyed the 
information, 

Upon.receipt of a follow-up e-mail dated 11/10/2005, 
from CTD SSAl Iprovidinq verbiage for and requesting a 
NSL for the telephone number information provided to the| 11A 
in August 2005, it was again determined predication did not 
exist to warrant the initiation of a I I In consideration of 
CTD7 s commitment to the telephone companies to provide legal 
means for obtaining the information, the| ¡Division 

• consifl̂ rpti Lulling a NfiT. frpm the divisionl I 
Jl | \ which was the file number 
provided to CTD on the IA's initial request. 

On 11/17/2005,1 I CDC received official guidance 
from OGC stating a NSL could not be issued | ~ | 

Junless prior approval was 

Page 

b l 
b2 
b7E 

b2 
b4 
b7D 
b7E 

bl 
b2 
b7E 

h 2 

H 
received. inasmucn as 
approval to issu£.a NS 
not initiate a| | [ 
information received from CTD, CAU. 

request nor receive prior 
~\nd did 

has no means ot issuing ail NSL tor the 

did nôt 
ron£ 
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LEAD (S) : 

Set Lead l; (Discretionary) 

INSPECTION 

AT WASHINGTON, DC 

For whatever action is deemed necessary 

Set Lead 2: (Discretionary) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

For whatever action is deemed necessary 

Set Lead 3: (Info) 

COUNTERTERRORISM 

AT COMMUNICATIONS ANALYSIS UNIT 

For informational purposes only. 
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