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INTELLIGENCE OVERSIGHT BOARD {IOB)MATTER, 2005:| ffc
. D7
i swop'siS"f'--'%It is the opinicn of the Office of the General . b7E
Counsel ("0GC")>that this matter need not be reported to the IOB.
Rather, a record of this decision should be maintained in the
investigative control file for review by the Counsel to the IOB.
Our analysis follows,
(1) >< ' From - -3
De v ooms_X1
ﬂII? ..... R@Ierence+~zjx(: 278-HQ-C1229736-VIO-40
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, downlecad and print the
document into Corel Word Perfect.
(- "'D'eta‘i'l’se"""x By electronic communication {(EC) daiﬂ_mm];_l jb,l)
19, 2002 {cited below)il”, the] | Division bz
reported a possible IOB error in ¢onjunction with an on-going bo
international terrorism investigation. b7C
|:S:| v e o i all | 1 b7E
VAR
Case ID : 278-HQ-1406607 ‘ Serial : 3
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él Oon the belief that the

inquiry had te be completed within ninety days, or by

-

: ] the case agent reguested a ni n
: _lto FBI HQ| | rater
; the case agent reggestec] to

FBI HO. | ] a FBI HQ official advised the case
agent thaq |request had not been requested
properly in accordance wi the Attorney General (AG)
Guidelines, i3” and that the results of one National Security Letter
(NSL) that had en obtained outside of the initial ninety day
periodj::::::;:ficould not be used. The case agent promptly
stopped use of the NSL results, and on December &, 2002, the case
agent’'s supervisor secured the documents provided in response to

the NSL.

“”“E§<; As required by Executive Order (E.OC.} 12863 and
Section 2-56 &f the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the receipt of
unsolicited material described herein is a matter which must be
reported to the IOB. It need not be.

(U} Section 2.4 of Executive Order (E.O.} 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB all information concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive. This language was adopted from E.O. 12334, dated
December 4, 19281, when the IOB was known as the President’s
Intelligence Oversight Bocard (PIOB).

{U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PICB}, this language has been
interpreted to mandate the reporting of any violation of a
provigion of the AG’'s foreign counterintelligence guidelines or
other guidelines or regulations approved by the AG in accordance
with E.O. 12333, if such provision was designed in full or in
part to ensure the protection of the individual rights of a U.S.
pergen. Violations of provisgions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request. '

'Wmm““mmwmmm}giz Section III.B.6. of the-March 8, 1999 AG

Guidelines (FCIG) stated in pertinent part:

Preliminary inquirieg shall be completed
within 120 days of the date of initiation.
The Office of origin SAC may personally
authorize extensions of a preliminary inquiry
for a period of not more than 90 days up to a
total of one year when justified by facts or
information obtained during,the course of the
s ET
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iUJ“*mMmMNEH inquiry. . . . FBI Headquarters may authorize
“additional extensions for periods of not more
than 90 days-on the same basis. All
extensions shall be in writing and igclude
the justification for the exteﬁéionvf}ﬁf

|:U:| ~~~~~
“";}B{::Although this provision was primarily

administrtive in nature, it was designed, in part, to protect
the rights of U.S. persons because it limited the length of time
that the FBI could conduct a of an individual without review
by the proper authorities. By longstanding agreement between the
FBI and IOB, [ Joverruns need not be reported to the IOB if they 1o
are both inadvertent and de minimis in time. To determine H7E
whether a possible viclation of the March 8, 1999 AG Guidelines -
is inadvertent and de minimis in time, all the facts relevant
to the matter must be considered in their totality.

umwmm~~”;>3<; In this instance, there appears to have been
() -~ Consideralle onfusioP in ggglz;rg the FCIG AG Guidelines then in
effect by both by the case agent and the FBI HQ
official advising on the case, for no overrun occurred in this
instance at all. Ag cited above, Section III.B.6. of the FCIG AG
- Guidelines allowed for a period of 120 days to complete aD yet bl

the case agent was under t impression that he only had ninety 1Y)
davs in which to conduct a The HQ official then advised the l
| |case agent that he had not properly regquested an b7E

extension, when in fact the initial 120 allowed pericd had not
yet expired, It is true that the extension was incorrectly made
in that it was made to FBI HQ, when in fact the | 1
Special Agent in Charge (SAC) himself was authorized by Section
III.B.6. of the FCIG toc approve ninety day extensions, up to one
year. Nonetheless, the initial 120 day pericd authorized by the
FCIG had not yet run when the NSL results were obtained, so no
extension was yet needed. As no vieclation of the AG Guidelines
thus occurred, there is no vioclation that must be reported to the
10B.

{U) Congistent with our prior opinions, a record of
this decision should bhe maintained in the contrel file for future
review by Counsel to the IOB.

LEAD(s) :
Set Lead 1: (Info)

INSPECTION

S?@T
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AT WASHINGTON, DC
(U) Read and clear.
Set Lead 2: {(Info)
b2
b6
AT b7C

(1 ><) Read and clear. b7E

CC: MS'%
r_ESA —
NSLB IOB Library

_ b2
* *FOOTNOTES™* * ‘ b6
LT L. b7cC
il-: See EC from the :Dlvlsu‘m to the General b7E

Counsel, dated November

19, AMQ ID # 278-HQ-C1229736-VIC Serial 40, titled
ngg )

~1cal ]

] Division, IOB Matter," hereinafter c¢ited as

|EC. ™

............ ~L2 “““;>¥§£ A United States person is defined in section II.W
of the March 8, 19

Attorney General (AG) Guidelines as an individual who is . . . iIa” United
States citizen . . , or . . ‘
a ‘permanent resident alien . . . . This regulatory definition is based

on the definition of a

United States person as that term is used section 101({i) of the Foreign
Intelligence Surveillance

Act {(FISA), 5C U.S.C. 1801 et seq. Section 101(i) states in pertinent
part that a United States.

person means a citizen of the United States ior”™ an allen lawfully admitted
for permanent

residence (as defined in section 1101(a) (20} of the Immigration and
Naturalization Act) . . ‘

137 ”m“wézkég, The March 8, 1999 AG Guidelines, fully titled

"Attorney General idelines

for FBI Foreign Intelligence Collection and Forelgn Counterintelligence

Investigations" (FCIG) }

were in effect at the time of the events in question in this TOB matter.

The FCIG were ‘

superseded by current AG Guidelines, the "Attorney General's Guidelines for

FBI National

Security Investigations and Foreign ,Intelligence Collection® (NSIG} on
ss}(ET
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ALL THFORMATION CONTAINED
g " ICLRSSIFIED EXCEPT

March 11, 2005

BY COURIER
Mr. James Langdon BATE: 1L 1=A5=2007
Intelligence Oversight Board CLASSIFIED 172/ DIH/KER/RE
New Executive Office Building REA o
Washington, D.C. : BECLASSIFY 00 YEZ0-2032

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
memorandum, entitled "Intelligence Oversight Board (ICB) Matter,
Field Office, IOB Matter 20041 ()

b2
This LHM sets forth details of investigative activity which b7E

the FBI has determined was conducted contrary to The Attorney

General’s Guidelines for FBI National Security Investigations and

Foreign Intelligence Collection and/or laws, Executive Qrders, or

Presidential Directives which govern FBI foreign

counterintelligence and international terrorism investigaticns.

()

Enclosure
- Mg. Thomas

1

L

1 - ZTENO- VT
1

- OPR (IOB 20041

b2
b6
b7

@]

Mr. James Langdon

- T W T e AT T e e e e mm W W T e o W MR W T T T o M MW oW = = = = e

Case ID : 278-HD-C1229736-VIO Serial : 732
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S8. Department of Justice
Room 6150

I - PP S S - la P PO T e P VR P NN

INTELLIGE IGHT BOARD (IOB) MATTER
FIELD OEEICE
iSjt ER 2004 (U)

| a Onited States pgerson. Subsequent
SQEEET
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‘ extensions were granted by'SAC,[:::::]as authorized by the
‘Attorney General’s Guidelines for FBI National Security

{Investigations and Foreign Intelligence Coll?stlgn_iNSfG). On or
‘about 11/17/2003, authgeizaticouaaahiaiocd fccm IRT

Headcguarters to extend
[ | in accordance with the NSIG. oOn 05/08/2004L____ lwas

improperly extended for an additional six months without FBI
Headquarters authorization.

Sj Investigative activity afterl |inc1uded
1 pnd National Security letters
i igsued for telephonic or financial records. Section ITI.C.4 of

 the NSIG provides, "An extension of | |investigation b2
{ beyond the initial one-year period requires eadquarters ‘
approval and may be granted in six month increments." Because PIE

Headguarters authorization to extend was not obtained,
investigation into this mattiéiafter constituted
}

unauthorized investigation.

- Upon it's report of the matter, FBI Headquarters
instructed to cease any further investigation 1nto the
. captioned matter, c¢lose this 1nvestlgat10n and t
c analysis of any documentatlon obtained prior to is
ﬂauthorlzed that any outstai or requests for

documentatien set out after Imust be discontinued. Any
further investigation would have to be predicated upon a request

by[::;:::;hppr FBI Headguarters to reopen
investigation, has not requested that the ke

re-opened.

This matter als¢o has been referred to the FBI's
Inspection Division for action deemed appropriate. (U}

NSL VIO-36759
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CONTAINED

FIED EXCEPT

January 31, 2008

KRR

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Langdon:

This letter feorwards for your information a self-
explanatcry enclosure entitled "Intelligence Oversight Board
(IOB), Matter 2004 ___J* (U) | b2

The enclosure sets forth details of investigative ' b7E
activity which the FBI has determined was conducted contrary to
the Atterney General Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism :
investigations. - (U} '

Enclosure

- Mr. Szady :
- SAC |  b¢
- Mg. Thomas BIC
C— '

- OPR

- 278-HO-C1225736-VIO
r. James Langdon

EReERPERP

Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience., (U}

Case ID : 278-HQ-C1229736-VIO Serial : 804
- | sPeEr -
NSL VIO-36774
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Very truly yours,

Julie F. Thomas
Deputy General Counsel

1l - The Honorable Rlberto Gonzalez
Attorney General
U.S. Department of Justice
Room 5113}

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

IVISTION
TOB MATTER 2004 - (U)
iU)*§§{; The |__ - Division of the Federal
reau of Investigation has reported the receipt of unsolicited

SEBRET
NSL VIO-36775
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material

I:S:I 30 response te a Natiocnal Security Letter {"NSL").

""""" Sl bl

4 S b2
b4
[issued a NSL, pursuant to € E 1 ] ions L7D
wY18 0.8 . Co 2709 o) b7E

The NSL 1ncluded a recuest for "the name (s},
length of s 1 and long distance toll billing ,
telephone number related to

address (es},

ij“‘ ................ »e/>¥§i\ On_November 27, 2004, the case agent received a compact
disc ("CD") from in response to the NSL. The
CD contained 1nformat10n both responsive and non- respon51ve|:n_hhs DT b2

- Lion b4
| b7D
1S non-To NSive lnlformation was voluntarily provided Dy| ]

| ., but was beyond the scope of the information requested-in‘b7E

the NSL, and that authorized by ECPA. The case agent immediately turned
this CD over to thel |Divisi0n Counsel ("ADC") upon
recognizing the unresponS1ae material as such. No copies of the CD were
made .

\19¥<f;s a consequence of this inadvertent error byl |
([ !the FBI obtained information that it was not authorized
the ECPA. Although the information provided was not
solicited, because the information was not authorized to be provided,
this matter is being reported to the Intelligence Oversight Board.

SE%ET
NSL VIO-36776
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Precedence: ROUTINE Date: 04/22/2005
To: General Counsel Attn: Naticonal Security Law Branch,
Room 7975 -
From: | |
Squad] ]
Contact: SA B2

be ' '

Approved By:
- 7 |
{mn --»P??_fted BY: ST b7E CLASSIFIED 5175 JDMH ESRRY

Case TD #i V6 278-HQ-C1229736-VIO

L E1-DE-2032

CTitley >§ INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

(ijméyﬁbp§i93“m]}§: Possible IOB error for non-compliance with a

requirement’ of the National Foreign Intelligence Program Manual
(NFIPM) .

|:U:| >< DeTi From . ' -3
Declass4 . X1

i[]j~Enclosures;:>§<: Telephone records reguested by General Counsel.

Details:
(8) 1. bl
b2
, bo
(U 8) 2. b7C
>2<) 3. Possible IOB Error. . b7E
{8)

tUh )gé 4. Description of ICB Error (including any reporting delays).

bl
K on 03/02/2005, SA[__ Jdrafted an NSL to which )

containad ang;ffftect telephone number. While drafting the NSL

document, SA incorrectly combined the Subject’s residence b4
telephone number with his cellular phone number to produce a ten digit D6
. numhe he ten digj ne number did not belong to subject of b7¢C
Iresponded to the NSL and delivered the BID
ponded to the incorrect number cn the NSL. The

(3

records obtained belonged to a different USPER. b7E
(ay Per j T icngs from| ]in her e-mail dated
04721/2005 to sinlad | | the acquired

telephone records are enclosed along with copies of the original NSL

Case ID : 278-HQ-C1229736-VIO ? Serial : 820
S
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and cover EC to - be forwarded to OI

contain the inc Tr were
from ACS in the off:.c_e
office and requeste e removal o

ACS.
LEAD (s} :

Set Lead 1: (Action)
GENERAL CQUNSEL

AT WASHINGTON, DC

smﬁsfr '
kfngdCopy - ---

PR. All the communications that

Page

yind removed

permanently charged out a
| icontacted Lthe |

from

(U) General Counsel to take action reguested above.

SgﬂﬁET
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Precedence: ROUTINE Dates 0472172005
To: Atn: SAC Y,
‘ e LIE
Counterterratisn
Atn:  1TOSIACONUS] |
nspection ' Aeen: Internal Investigation Section

From: General Coungel
National Sequrity Law Branch/L% Crossing Room 55200

Contact: I

Approved By:  Thomas Julie F.

Drafted By:
(-

(ase ID# A BA: V10 (Pendlng)
tS) {Pending)

Title: >< Intelligence Oversight Board (10B)
|

. Tf0

(0. .
Syndpéié‘i>@ It is the opinion of the OFfice of General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (108) and to the Inspection Division
(INSD), FBIHQ, QG will prepare and deliver the necessary
correspondence to the 10B. Cur analysis follows.

(- XJ DerTved. fron 1

NSL VIO-36762
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1
nefem{e-=>é 276-H0-C12TStVI0 Serial 580

Administrative: (U) This communication containg one or more
footnotes. To read the foatnates, download and print the
docurent in Corel WordPerfect,

3]

Details: | 3 By electionic cannunication (EC) dated february 25,
W05 eited below), 11" e Pvision] |

8.0, Section 2r0¥, The NsU specifically stated "not to include
message content and/or subject fields, from actount inception to

present."i3" The NSL was forwarded to in arder to serve
the NSL. On 02/04/ returned 1 a{d
provided by pursuant to the NSL.

(U:I Pﬁ:‘ase agmt:dctermined tha
contained ancoded content information for e-mails. TFOi |
with gssistance, was able| and read the
contents of tho enails. 4’ He then r'eportedH |

information to his supervisor §54 5S4 |

telephonically contacted CDC regarding the content
information, CDCl deised that the C0 should be sealed in
an envelope and sent to him. He then consulted with NSLPTU. On

02/16/05 hssistant General Counselm

(m . N} hs required by Executive Order (£.0.) 12863 and |
| ser

bl
B
b0
BIE

b
b7C

T

7
WL

b5

NSL VIO-36783
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section 2-56 of the Katiohal Forefgn Imtelligence Program Manual
{NF1BM), OGC was tasked to determing whether the surveillance
ertors described here are matters which must be reported to the
108, They must.

) >< Section 2.4 of E.0. 12863, dated 09/13/19%,
mandates ‘that Inspectors Gereral and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, 04C,
saspactively) report to the T0B all information concerning
intelligence activities that they have reason to believe may
be mlauful or contrary to Executive order or Presidential
directive. The USk Patriot Act revised existing law governing
the instal lation and use of pen registers and trap and trace
devices to clarify that pen/trap orders not only apply to hard-
wired line telephones but also te wireless telephones, e-mail
service, Internet comunications, and any nurber of
communications technologies. At the same time, the Act Pade
severd changes to enphesize that a penstrep device may not be
used for the purpase of collecting the eontent of wire or
electronic canmmfeations. Consequently, ay viewing of the
content of electronically transmitted commiications mist be

. gbtained pursuant to 4 court order,ié’

|:E:| }6 In the present case, it is clear that the service bl

idey erronequsly provided content infornation 134

-mail account and that the FBl 'b6

_ unintentionally received that content information not
tontemplated by the NSL requesting the subscriber information,

* However, under these circumstances; it ig 0GCs opinion that the
error, although inadvertent, nust be reported to 108,

g

o
-3 ~J
L}

T ><ln mccardance with the reporting requirements of
E.0. 12863, OGC wiLl preparé the correspondence required to
repart this matter to 108,

NSL VIO-36784
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LEAD(s):

Set Lead 15 (Adm)

bz
bTE

M

(U) Read and clear, Take action consistent with this
memorandun, : ’ )

Set Lead 2:  (Attion)
INSPECTION
INTERNAL INSPECTIONS SECTION, MASHINGTON, BC

(U) For action deemed appropriate

1 - M3, Thoms
1 .
' 9
1108 File . jb'j
bo
bic
bTE
HEOOTNOTES™
i1 () See EC from the Division, dated

03425105, Case 10

278-HQ-C1220T36-VI0, titled "Tf0| I 5A

Potential

spér
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intelligence Oversight Board ([OR) Matter," hereinafter cited as
EC."

2 bl
2

EET () - b7E

1%'s o

57 W1

16 :There are certain enumerated exceptions to this prohibition. See 50
U.5.C. Section
1802,

SERT
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Date:

Precedence: ROUTINE
To: Director's Office Attn: OPR
Counterintelligence Attn: AD

From: General Coun
Counterin
Contact:

Approved By: _Ihomag Julic F

sel

Ta_um._n

Attn: SAC/CI

cDC

nit/Room 7847

Drafted By: : TSS
Case ID #: (0 -HO- 6-VIO (Pending)

‘ (s)] | (Pending)
Pitler ) INTELLIGENCE OVERSIGHT BCARD MATTER

TO 2004-[:]

Page 1

05/03/2005

KLL INFORMATICN: CONTAINED
; 'EXCEPT

b2
bé
b7C
b7E

Synopsisr::}Si: The Office of the General Counsel {0QGC) considers

that this matter must be reported to the Intelligence Oversight
Board (IOB) and to the Q0ffice of Profegsional Responsibility
(OPR}). A summary of the facts and an analysis of the situation

"follows.

Details: (S)l

was sedgredgated an

—time wag any further investigative action

orwarded to

:h: information received

pertaining-to th

bl
b2
b4
bé
b7D
b7E

N\

oY sequestration. AT no

éhﬁkﬁn_ﬂlﬂh_rﬁﬂnﬁﬂﬂ_ﬁQj

 No written summaries of communications were

e e e W A M e m m e am e R e e e e e . MR M MR e e e e e m E m e W M e e e e e e e e e e e

229736 -VIO

Case ID ;. _278-HC-Cl

(8 L
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“':;gif The foregoing information was obtained from ECs D6
drafted by SA Ion 7/06/04 (see 278-HQ-C1229736, b7c
serial 535}.

(U) Pursuant to the Electronic Communications Privacy
Act (ECPA), 18 U.5.C. 2709, the FBI ¢an issue National
Security Letters (NSLs) for: (1) telephone subscriber
information {limited to name, address, and length of service);
(2) telephone local and long distance toll billing records; and
(3) electronic, communication transactional records.

Under the authority of Executive Order 12333,

iSj ; dated Dece€mber 4, 1981, and purguant to Title 18, United States

799 the

bl
b2
b7E

(3]

(U) Section 2.4 of Executive Order 12863 (September
13, 1993, 58 F.R. 48441) requires Inspectors General and General
Counsel of the Intelligence Community, including the FBI, to
report to the IOB c¢eoncerning intelligence .activitieg that they
have reason to believe may be unlawful or contrary to Executive
order oxr Presidential directive. This language has been
interpreted to mandate the reporting of any viclation of law or
pertinent Attorney General guidelines that are specifically
intended to ensure the protection of the individual rights of
U.S5. persons.

::>T§z; In this case, the inadvertent issuance of an NSL bl
‘requestifhg billing 1nformat10n for a phone number utilized by o

constitutes a reportable
NCIy, OGC WIIT prEere a cover letter and bIE
memorandum to report this matter to the IOB. That correspondence
will also
inform the IOB that this matter will be referred to
FBI1‘'s Office of Professional Responsibility.

LEAD(s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
{U) For action deemed appropriate.

Set Lead 2: (Info)

NSL VIO-36788
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COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U} Please read and clear.

Set Lead 3: ({Action) be
b7¢C
b7E

AT

{(U) For action deemed appropriate.

[alag Ms. Thomas

I0B Library

NSL VIO-36789
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ALL THFORMATION CONTAINED
HEREIN IS UNCLASSIFIED EMCEPT
WHEEE SHOWN OTHERWISE

May 3, 2005

Mr. James Langdon
Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

This letter forwards for your information a self-explanatory
enclgsure entitled "Intelligence Oversight Board (IOB), Matter
20044 |* (U - b2

b7E

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney Generals Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism

investigations. (U)

Enclosure

1 - Ms. Thomas b6
? b7C

1 - 278-HQ-C1229736-VIO

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for ycu at your convenience. (m

e e e e e R E e e e e - M B M Em e E e - — e —m e = e e e e e e = = e - - — W E W w - — —

Case ID : 278-HQ-Cl229736-VIO Serial : 832
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Very truly yours,

Julie F. Thomas.
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General ‘
U.S. Department of Justice
Room 5111

2 - Mr. James A. Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room €150

INTELLIGENCEIQEERSIQHI_BQAR? {IOB} MATTER 20b4-
DIVISION :

FEDERAL BUREAU OF INVESTIGATION HEADQUARTERS (FBIHQ} (U)

Page

bl

-

bé
bicC
b7E
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A copy of this submission to the IOB has been provided to the
FBI's Executive Assistant Director for

Counterterrorism/Counterintelligence and to the Offlce of Professional
Responsibility for action. as deemed appropriate. (U}

ived from : G-
Declas X1
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Precedence: ROUTINE 12 ' Date: 05/06/2005
To: Inspection l?gp Attn: Internal Investigation

it : Section

b7E

attn: Sal| ]
CDCl |
rom:  General Counsel ,fu,“. ,,,,,,,,,,,,,,,,,, TATHED
National ri - 11 : IFIED EXCEFT
WHERE SHOUH . OTHERWISE

Contact:

Approved By: _Thomas Julie F

(U)MmDrafted By: I I - N Zbl

Case ID #: :}ﬁ;: 278-HQ-C1229736-VI0 {Pending)
{s)

3753 BMR/ESRART b2
TR BMRA DR IR
b g beé

DECLASSTRT (M: 11-06-2032 b7cC
Title: (U) INTELLIGENCE OVERSIGHT BOARD L7E
SA
IOB MATTER 2005- |

Synopsis: (U) It is the opinion of the Qffice of General
Counsel (0GC) that this matter must be reported to the
Intelligence Oversight Board (IOB) and the Office of Professional
Responsibility (OPR), FBIHQ. OGC will prepare and deliver the
necessary correspondence to the IOB.

Dec

(Uj ~~~~~ Referen@em:>§: 278-HQ-C1229736-VIO-820

Details: _PSIL As reported by the Division v
iSl in 1 ) : ; :b}

2004 De
' b4
. b6
;IS(:;On March 2, 2005, Special Agent {SA) drafted BIC
a National Sedurity letter (NSL) toﬁ USA, whiIch vontained ;
an_incorrect telephone number., While drafting the NSL document, ;b73
s ]incorrectly combined the Subject’'s residence b7E

I:S:l telephone number with

“his cerlulax_LAlAnhana.numhax.&a—nxnduaa_a ran diodit
pumbérl.

- e = e = e = e = e M e S R e M Mm M . M M e M e M e M e M e mm M e e e e e S e e W e - - S W P e A o e e

Case ID ] D78 -UA (19767236 -YUTO ' Serizl . 889
278 33854-VIO 20
(5] . | sixkeT -
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delivered the telephone records that corresponded to the
incorrect number listed in the NSL. Upon review of the telephone
records, it was discovered that they belonged to a different U.S.
Person,

Headcuarters together with a report of the incident. (See 278-HQ-
Cl229736-VIO Series 820). These records will be forwarded to the
Office of Intelligence Policy and Review (OIPR) All
communications that contained the incorrect telepheone number were
permanently charged out and removed from FBI Automated Case
Support system (ACS).

[

(o

'm“““““”£>(; Section 2-56 of the National Foreign Intelligence
Program Manual (NFIPM) requires OGC to determine whether the
facts related above are required to be reported tc the IOB. For
the reasons discussed below this matter needs to ke reported.

""" o ) The Electronic Communications Privacy Act (ECPA),
18 U.S.C/ 2909 authorizes the issuance of a Naticnal Security
Letter for telephone subscriber information, telephone toll
billing records and electronic communication transactional
records for telephone numbers used by the subject of the
1nvest19atlon. The USA PATRICQT Act, P.L. 107-5&6, authorizes the
issuance of an NSL for a subject upon a certification of
relevance t¢ an authorized investigation to protect against
international terrorism or clandestine intelligence activities.
Clearly, if the telephone number listed in the NSL is not the
number used by the subject of the terrorism investigation, the
Bureau would not be entitled to the telephone subscriber and toll
billing records.

{U) Section 2.4 of the Executive Order (EQ) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community c¢omponents (in the FBI, the
Assistant Director, Inspection Division, and the General Counsel,
OGC, respectfully) report to the IOB all information "concerning
the intelligence activities that they have reascn to believe may
be unlawful or contrary to Executive Order or Presidential
Directive."

() In the instant matter, while the error in
combining the two telephonée numbers appears tco ke inadvertent, it
resulted in obtaining another U.S. Person’s telephone records
without authorizaticen. Even though the production of the wrong
telephone records resulted from a typographical error, the
delivery of the telephone records was contrary to 18 USC 2709,
Consequently, based on the above analysis, and in accordance with
the reporting requirements of Section 2.4 of E.0. 12863 and
Section 2-56 of the NFIPM, the error must be reported to the IOB.

LEAD(s) :
Set Lead 1: (Action)
S;‘hET
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() Read and clear

Set Lead 2: (Action)
INSPECTION (TIIS)

AT WASHINGTON, DC

b2
bé
b7C
b7E

(U) For action deemed appropriate

- Mg. Thomas
- SSA

el el

- 10B File
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:EEEﬂ%Eﬁz: ’ ALL INFORMATION CONTAI
. - HEREIN I8 UNCLASHIFIEL
WHEFE SHOWH OTHERUIZE

May 6, 2005

BY COURIER -

James Langdon, Chairman
Intelligence Oversight Board
New Executive Office Building
725 17th Street, N.W., Room 5020
Washington, D.C. 20503

Dear Chairman Langdon:

This letter forwards for your information a self-explanatory
enclosure _entitled, "Intelligence Oversight Board (IOB) Matter,

b2
0B 2005 ] (W bIE

The enclosure sets forth details of investigative activity
which the FBI has determined was conducted contrary to the
Attorney General Guidelines for FBI Foreign Intelligence ‘
Collection and Foreign Ccunterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBT foreign counterintelligence and international terrorism
investigations. (U)

1 - Mg. Thomas . '
1 - Ss8A | b7C 1 - 278-HQ-C1229736-VI0O

Derl m =
De Yy on:

- m e e e e m e mm e e m e m e m e e e e emem e e emememmemem e m e e e e e e e e

Case ID : 278-HQ-Cl229736-VIO ’ Serial : 882

g
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Chairman James Langdon

Should you or any member of your staff require additicnal
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzalez
Attorney General
- U.S8. Department of Justice
Room 5111

1 - Mr, James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

SEREET

'“““““:}ﬂi TheE:::::::]D1v131on| | of the.Federal
Bureall of Investigation (FBI) has reported that a National

Security Letter (NSL) to Jon the subject of a
preliminary counter terrorism investigation contained an

incorrect telephone number,

SDRRET
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“numbe ia mber did not belong to subject
of thi responded to the NSL and

delivered the telephone records at corresponded to the
incorrect number listed in the NSL. Upon review of the telephone

records, it was discovered that they belonged to a different U.S.

Person.

) When the error was discovered, the telephone records
were/ sealed along with the original NSL and forwarded to FBI
Headquarters together with a report of the incident. All

communications that contained the incorrect telephone number were

permanently charged out and removed from FBI Automated Case
Support system (ACS}. In addition, the matter has been referred
to the FBI's Internal Inspection Section for any action that is
deemed appropriate.

SPREET
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Precedence: ROUTINE Date: 03/31/2005
To: Counterterrorism Attn; Assistant Director
. b2
Inspection b6 Attn: Internal Investlgatlon
o0 Section
b7C )
b7E Attn: SAC i TAINED
' ASAC HE LASSTFIED EXCEPT
CDC WHE C DTHERWWISE
From: General Counsel
National Security Law Branch
Contact: SSA| — |
Approved By: Thomas Julie F
Drafted By: | fajt
t[]}umCaSQMIDwﬂim }  278-HQ-C1229736-VIOQ (Pending) Bmﬁﬁ*ﬂf?ﬁm pl-06-2032
278{__]c71404 (Pending) b2
Titl SA — be
INTELLIGENGE OVERSIGHT BOARD MATTER b7E
IOB 2004-
(TN} ~-Synopsis: It is the opinion of the Cffice of the General

Counsel (OGC) that the above referenced matter must be reported
to the Intelligence Oversight Board (IOB}. OGC will prepare and
deliver the necessary correspondence to the IOB,

— M Dery o -3
(- Dec Yy O 5.1

i ~---~~--Ref—e-renee-:>'< 278] |C71404 serial 60

De;fil.g:--mhe referenced electronic communication (EC) from 1b2

(M the -~ |DIvision advised OGC that an individual with a name D26

similar to the case subject had been monitored by FBI | b7C
physical surveillance persconnel, and that a National ﬁb”E

Security Letter (NSL)
for telephone records had also been requested for
this individual.

X

|:'|'_'|':| ) ©n 10/01/2003, S8A drafted an EC to

Case 'ID : 278-HQ-C1229736-VIO - Serial : 919
278[_Jc71404 67
31}{331‘
NSL VIO-36811
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While SA| |sexrved a sixty day temporary bl
duty assignment during early 2004, Sa | drafted an ‘
'NSL request - for. mz.bscrll}_g;“and tollahillang records for several ;b2
telephone numbers associated with] ' SA: was not bho
aware tha as not the Corzect subject, and the NSL was h7C

b7E

‘subgequent served and teoll and subscriber records obtained.
FBI[:f:::::inoticed the error before any of these records were
uploaded into any FBI database or system.

to OGC vid the referenced serial.
ANALYSIS

~mmmmwmmm:>h§£ Section 2-56 of the NFIPM requires OGC to determine
whether the facts related above are required to be reported to
the IOB. Reportable matters include investigations not
authorized pursuant to the Attorney General's Guidelines for FBI
National Security Investigations and Foreign Intelligence
Collection (NSIG}. -

S ;>}é;| !ceased investigative activity upon
discovery th € person they had under surveillance was not the

correct subject. This initial investigative activity

which was necessary in order to verify that FBIl | had
correctly identified the person described by the source, does not
constitute an IOB violation.

FBI[:::::::]reported the possible IOB violation(s) -

{S)

bl
b2
b7E

| Consequently, in

accordance with the reporting requirements of Section 2.4 of E.O.
12863, 0OGC will prepare a cover letter and an LHM to report this
matter to the IOB.

SE}QET
NSL VIO-36812
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*+FOOTNOTES* * .
b2
ij1°:. Thig is predicatioh required to initiate a b7E
I , which is the

minimum authorized investigation level needed in order
to use the National
Security Letter
investigative technique. See Attorney General’'s Guidelines for FBI National
Security )
Investigations and Foreign Intelligence Collection, II(C).
LEAD(s) :
Set Lead 1: ({Info)
COUNTERTERRORISM
AT FBIHQ

(U} For informaticon only.

Set Lead 2: {Action)
INSPECTION
AT FBIHQ

(U} For action deemed appropriate,

Set Lead 3: ({Info)

=] D

AT

(U) For information only.

S%ET
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NFORMATION CONTAINED
CLASSIFIED- EXCEPT
OWN - OTHERUWISE

BY COURIER

Mr. James Langdon

Chairman .

Intelligence Oversight Board
Room 50209 oo

New Executive Office Building
725 17th Street, Northwest
Washington, D.C. :

Pear Mr. Langdon:

Enclosed for your information is a self-explanatory
memcrandum entitled Intellj e Oversight Board (IOB) Matter, pL»
Atlanta Division, IOB 2004] i () BTE

This memorandum sets forth details of investigative
activicy which the FBI has determined was conducted contrary to
the Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)

Enclosure oA
bz
1 - Mr. Kulon be
1 - Inspection (IOB 2004 b7c
1 - Ms. Thomas B7E
1 - ;
1 - 278-HQ-C1229736-VIO
Case ID : 278-HQ-C1229736-VIO Serial : 820
s@ﬁéﬁm

- NSL VIO-36814
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Should you or any wember of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. (U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Albertc Gonzales
Attorney General
U.S. Department of Justice
Reom 5111

1 - Mr., James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150

INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
ATLANTA DIVISION

- I0B 20041 [(U} bl

b2

iSh The Federal Bureau of Investigation ("FBI") has bé
determined that in issuing a National Security Letter for L7C

' seriber and toll bkilling recorxrds associated with b7E
| @ U.S. Person, the FBI failed to comply with the
orney General’'s Guidelines for FBI National Security ‘

Investigations and Foreign Intelligence Collection.
Specifically, two individuals with similar names were confused,
resulting in the issuance of a National Security Letter (NSL) for
SE%@?T
NSL VIO-36815
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records relating €6 an individual for whom the FBI lacked
sufficient predication to investigate. DetailéwbeIOer)Si:
©)

bl
b2
L6
bh7C
bh7E

Der1 > -3
De Y QO 5-1
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Precedence: ROUTINE . 5§ Date: 08/10/2005
b7C :
To: General Counsel BTE Attn: NSLB Room 7925
' Assistant GCeneral Counsel
From: | _ |
Chief Divigion Counsel
Contact:
Approved By:| |
Drafted By:
Case ID #: 278-HQ-C12297367-VIO  {Pending) R
|:]'_'|':| >;< 978|-l?’-9-| 10 (Pending) §51.9,m~m, SR RN
{s) tPending)- 1 11-06-2032

TFredes INTELLIGENCE OVERSIGHT BOARD
(U)-Tiel ><
DIVISION

ilIhSynopsis?””}gQ To return toll records to the Office of General
Counsel. : .

D o ol

EU}~mReference€:)€Q: 278-HQ-C12297367-VIO Serial 820

bl
Administrative: (U) 08/10/2005 E-mail communications between CDC B2
I and AGC ] and AGC . :b4
: b6
Enclosure{g) . ig) | I b7D
b7E

Details: gB(t On 03/22/2005, [:::::::]Division notified OGC by
iSjg EC of a potential IOB violation. See 278-HQ-C1229736-VIC Serial

fff fffjﬁ:jj:::j: thia B ware tnll fﬂ\/lded to the

Il ; orwarde
form letter explaining the facts of the incident to
Chairman, Intelligence Oversight Board.

e e e e = MR e M e M e e e e e e e e . A M M R W AR R M M e e e e @ M M YR m e e e e e e e e

Case ID : 278-HQ-C1l229736-VIO Serial : 959
2780133854 -VIO 22
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Ty "m;:}gi:hs evidenced by a date stamp, on 07/19/2005, the
enclesed t

08/08/2005, the enclosed toll records were returned to the
[:::;;E::]Division by OGC without explanati is unclear who
at returned these documents to the Division.
iU} """""""""""""""""""" Pursuant to Assistant CGeneral Counsel

08/10/2005 request via e-mail,[______ Division
now re-submits these records to FBIHQ for appropriate action.

LEAD (&8} :
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

{U}) Read and Clear.

SEDEGT
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Precedence: ROUTINE Date: 09/12/2005
To; General Counsel _ Attn: National Security Law Branch
Room 7975 b2
Counterintelligence Attn: CD-2¢ Unit fb6
' Ssa | b?C
.b?E

From:

squad
Contact: SA

ALL ‘TNFORMATION CONTAINED
Approved By: I—g_ HEREIN I3 UHCLASSIFIED EXCEFT

WHERE - #HOWH -0 THERWISE

' \ DATES 11-08-2007
Drafted By: F kpr g BY 65179 /DHH /KSR/RY
() REA 4o}
Case ID #: ( 278-HQ-C1229736-VIO LED FYU ON: - 11-06-2032
l: U :l """" Title ‘X INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER

Synopgis>~;)8¥: pPossible IOB error for non-compliance with a
(1) - réfgquirement’ of™the Attorney General.

TasSity On: =

Details: o
bl
(s) 1. b2
bé
b7C
s 2. ,
s b7E
i[]}«;}gi 3. Possible 10B Error.
Eﬂ( The Attorney General’'s Guidelines Provision:
Inanthorized Inusstigation
iy 4. Description of IOB Error (including any reporting
delays) .
(8} bl
_-;b2 _
Case ID : 278-HQ-C1229736-VIO | Serial : 972 b7E
| . |

':U:' N NSL VIO-36819
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‘ 9] Tase agent, drafted
request an orwarded it to FBIHQ. The EC stateld, TEIZCLIONIC.

... -==-=- Working Copy ----

) 03/29/2005 —Shecial Agent

Communication uploaded into ACS only. No hard copy to
follow." Due to a Eending TDY assignment to FBIHQ, on

05/18/2005, SA

requested captioned investigation be

reassigned., ©On 05/26/2005, captioned matter was reassigned to
writer. In July 2005, writer received results.of a National

Security Let . NSL was drafted 12/30/2004 and
forwarded to | did not provide NSL results to
05/2005

FBI until 05 The results cont

ained no toll

records, only billing information.

informed writer

that captioned subject waintained a basic service plan and as
such, carrier was not responsible for maintaining toll records
for telephcone line., Other than the receipt of the billing
information from] I tock no other action in this

matter arfrter th s noted above., On

on 08/31/2005,

FBIHQ informed

writer of potential Intelligence Oversight Board {IOB)
viclation due to an "investigation action conducted while the

case was neot open."

‘While Iis-reporting this as a possible IOB,

C ]questions whether the receipt of such records after
th ased on a lawful,

Moreover

)

e iSJ
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)
COUNTERINTELLIGENCE:
AT WASHINGTON, DC

(U) For information only.
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Precedence: ROUTINE Date: 09/12/200S
To: General Counsel Attn: National Security Law Branch
Room 7975 b2
. . . bé
Counterintelligence Attn: CD-2C Unit :
_ b7C
SsAa .
b7E
From:
Squad

Contact: SA

Approved By: | ]

Drafted By: kpr ALL INFORMATION CONTATNED
(U)o HE UNCLASSTFIED. EXCERT

Case ID ¥: 278-HQ-C1229736-VIO WHEPE. SHOWN OTHERNISE

|:U:|Tlt16>< INTELLIGENCE OVERSIGHT BOARD {(IOB) MATTER

o synopsiSY“wzbfi;Possible IOB error for non-compliance with a
requirement of the Attorney General.

me XK

Details:
($) 1.
(s) 2. ' bl
(T} 3. Possible IOR Error: E;E;
) >< The Attorney General’s Guidelines Provision: bc
I:U:I ‘ Unauthorized Investigation. : b7E

(U:I ' X 4. Description of IOB Error (including any reporting
delays) .

bl
b2
b7E
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|
is ................. N | 03/29/2005, gpecial Agent
" (sa) | | captioned case agent, drafted" .
request and forwarded it to FBIHQ. The EC stated, "Electronic¢ ;b1
Communicaticn uploaded into ACS only. No hard copy to b2
follow.” Due Lo a pending TDY assignment to FBIHQ, on ) b4
05/18/2005, SA)| requested captioned investigation be b6
reassigned. On 05/26/2005, captioned matter was reassigned to BIC
writer. In July 2005, writer received results of a National L
Security Letter {NSL). NSL was drafted 12/30/2004 and b7D
forwarded tol ] | |did not provide NSL results to b7E

"FBI until 05/05/2005. The NSL results contained no toll
records, only billing information. [;:::::::ﬁnformed writer
that captioned subject maintained a basic service plan and as
such, carrier was not responsible for maintaining tell records
for telephone line. Other than the receipt of the billing

|:S:| Ainformation from [ Lio ne cther aCtiOT—iﬂ—hhﬁh;
Lier afrpv the as hoted gbove

On 08/31/2005, FBIAQ Informed
writer of potential Intelligence Oversight Board (IOB)
violation due to an "investigation actlon conducted while the
case was not open."

iS) - While is reporting this as a possible IOB, bl
[ Lo &S 1nns_mhither the receipt ot.su:h.xacaxda.aﬁta:1 2
thel based on a lawful | : IR
Moreover, | |again calis

is ,WLEAL[;i;”“””“MmW" ------------- Eui53-

Set Lead 1: ({(Action)

1ts earliler attempt to secure a more iSj

GENERAL COUNSEL
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: [(Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC

(U) For information only.

SESEET
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Precedence: ROUTINE . Date: 09/18/2005 b2
. b6
To: INSD Attn: IIS BIC
General Counsel attn: | | b7E

From: I
Squad | | RSN
Contact: Sa

Approved By: b

. A
SIFY O 11-D6-2032

Drafted By: bwr
(U)wmﬂasemib“#?;}éi pe—io—oi12208322 w0 (Pending)
(S) (Pending),
Title: (S} bl
b2
Synopsis: To advise FBIHQ of facts that could conceivably be b6
reportable” to the ICB. The Division sent a NSL ' TR
S ~requesting telephone toll rg ephone numbers that 70
i j had an dssociation with the | specifically, that BID
one number was obtained from a search of :
subject and that the other number was Iisted as the subject’s bT7E
residence in a ¢riminal history of the subject. Because the case
agent only wanted to request subscriber information for the two
numbers, but the person actually preparing the NSL drafted it to
request both subscriber information and toll records for the two
numbers, FBIHQ has requested[ ] to provide the facts
surrounding thig incident to FBIHQ to determine whether there is
a reportable JOB violation.
X s
I:S :I ; (- . sify Omz
b2
b7E

- e e e e e e e e e e e e e e e M W W M EP W e e et ke e M W T P M = = e

Case ID :228-HQO-C1229734-VIO : Serial o 10141
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bl
b2
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b4

b7C
b7D
b7E

’ Database checks on 05/24/2004, by the| |
Division at the Resgi

(3]

bl
b2
b4
bo
b7A
b7C
p7D
b7E

15|

150

s m““”E}(L In the[:::::::::]]Division, Spec¢ial Agents arxe
given the

opbion to request that an NSL needed for their

.investigation be drafted by a Headguarters City
employee who has a high degree oI € i in drafting them. On
. 07/20/2004, a Special Agent in the RA, submitted a
National Security Letter (NSL) request to| |Headquarters

City (HQ), which included the following:

ey

';:>§i:;The NSL was drafted by the employee at I
Headquafters City. On 11/05/2004, the NSL to was issued
out of[:::::::::THQ with the following verbiage: "provide to the
Federal Bureau of Investigation the names, addresses, lengths of
service, and local and long distance foll billing records for the
SERET
NSL VIO-36825
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Page

telephone hiimbers. listed:

NL

8

tyv, subscriber-and toll records for-the-telephone numbers

The-subscriber--to-these records was -noy

The original records received from Iwere
originally placed into the case file as 1a-1, and one copy Was

made of the records and sent to the Field Intelligence

Group. These originals and copies are now enclosed with this
—Communication

ere returned to the FBI, even though
1fically reguested by the case agent.

/KB{ The NSL was presented to by | on
01/18/2005, and results were obtained on . Due to the
verblage of the NSL as it was drafted by Headquarifff:::]

ZCi

A £z

) Attached and made a part heretc are copies of the
original NSL request, the NSL, and the EC documenting the
collection of records from[::::::] In addition. fthe original

the file and forwarded to FBIHQ as an enclosure to this
communication.

.:D;(: CDC[:;::;:;::]is of the opinion that there was no
conduct that was unlawful or contrary to Departmental guidelines

in this matter. Pursuant to 18 USC 2709, toll record information

_can be requested in an NSL if 1t 13 relevant to -an authorized
3 s an authorized

- e division‘s
receipt of the toll record information.

disprove a matter at issue. The requested information, teoll
records for a phone number listed as the subject’s residence
phone number in his criminal history, and
listed as the subject’'s phone number in a

and a11rQQRlﬁ§_QI_EQIL_IEEQI§£_DIQZIQfd by for telephone
numbers have been segregated from

at the time of the

search, are clearly leogically connected to determining whether
the subject is communicating with other numbers associated with
terrorists or terrorist organizations. While the case agent may
SEKET
NSL VIO-36826
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have been prudent in only reguesting subscriber information for
the listed numbers, and the subscriber to the numbers in question bl
was not actually the subject, that does not change the fact that 2
based on the facts known to the Division at the time of the -
request, the toll records for those numbers were relevant to the b7E

Therefore it was not unlawful for the division to an NSL
‘requesting toll records-for and
this matter is not one that 1s required to be referred to the
IOB.

Additionally, there could be a negative practical
effect if NSL requests such as those made in this case were
generally prohibited. Often it takes months to obtain records
from a service provider pursuant to a NSL request. In this water
the case agent made a decision to verify the subscriber
information before requesting tcoll records, however, in any given
Situation in a terrorism investigation there could be a need for
immediate action. The field office should have the discretion to

request toll records as well as subscriber information under b4
circumstances such as this, where the numbers are listed in a b7D
criminal history of the subject and al ] search

of the subject, to avoid an extra delay of as much as six months
or more to await the results of a second NSL reguest.

Fipally, in this matter the field office togk a prudent

appreoach in that as soon as it appeared the scriber to the }
numbers at issue was not the subject of the the records were b6
segregated and not reviewed any further., It 1is possible that b7A

there could be information in the toll records that relate to the b7c

ay have somehow listed the numbers at issue as contact bTE

:if they were closely examined. It is not inconceivable that
Tmbers even though he did not subscribe to them.

LEAD(g) :
Set Lead 1: (Info)
sgpgép
NSL VIO-36827
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INSD
II1S
(U) Read and clear.
Set Lead 2: (Info)

GENERAL COUNSEL
AT NSLB

{(U) Read and clear.

SEpEET
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Precedence: ROUTINE v Date: 10/06/2005
Te: Inspection - Attn: IIS
Office of General Counsel Attn: NSLB
From: | ]
| |Resident Agency

Contact: SA

aApproved By:

ﬁfafped By: djd

Case ID #>é 278-HQ-C1229736-VIO (Pending)

TiE’ié“:~~-~>< CASE AGENT - SA ]
SUPERVISOR - SS
INTELLIGENCE OVERSIGHT BOARD MATTER

Syricpsis: To repeort inadvertent acquisition and receipt of
telephone toll billing records through NSL.

X) Deri m :
3 1 :

Reference: (S) b

Admiﬁistfativef““}ﬁQ EC date questing second jb:
extension inq investigatien s pending FBIHQ b7E
approval.. -No further investi conducted until HQ

authorizes further investigation.

Details: (U) Pursuant to guidelines get forth in FBIHQ
Electronic Communication (EC) dated 02/10/2005 entitled "REVISED
PRCCEDURES FOR THE SUBMISSION OF REPORTS OF POTENTIAL
INTELLIGENCE OVERSIGHT BOARD (IOB)} MATTERS', the
Division makes the following report:

bl
b2

bé
b7C

b7E

Case ID : 278-HQ-Cl229736-VIO Serial : 1016

NSL VIO-36829
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bl
b2

be

bicC
b7E

1) S

)b(; The telephone number referenced in the WSL,|"
c

the state of Az a result, toll recoxrds were
inadvertently O {Serial 26) for an individual other than
the captioned subject. The error was discovered upon receipt by
the case agent and the records were set aside temporarily. The
toll records were not reviewed, nor used for any investigative
purpose. :

W s %] Due to other investigative responsibilities and
preparation of reports reltf:j to the[::]Division's scheduled
November, 2005 Inspection, Case Agent did not revisit the
error until the week of October 3, 2005 whercupon he notified

captioned SSRA and appropriate notifications were immediately
made t¢ Management. ' :

{S) The toll billing records foi have
been forwarded (Serial 28) to ITOS II/PRGU, Attn: SSA

with a lead set to ITOS II, PRGU for reyiew and re
-to OIPR for action deemed appropriate.

LEAD (s) ¢
Set Lead 1: (Info)
INSPECTION

AT WASHINGTON, DC

L '“:h{{ For action deemed appropriate.
Set Lead 2: (Info)
OFFICE OF GENERAL COUNSEL
AT WASHINGTON, DC
(Ujl T }  PFor action deemed appropriate.

SE
NSL VIO-36830

ontained the incorrect area code, citing the| Iarea
code, 1instead of the! |area code, both of which are valid in
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| b2 |
Precedence: ROUTINE ;bﬁ Date: 10/7/05
bicC
To: b7E Attn: SAC, CDC

From:‘ General Counsel
National Security Affairs/Room 7974
Contact: Julie F. Thomas

Approved By: _Thomas Julie F.

Drafted By:

_Cagemiam#¢mm2g< 278-HQ-C1229736-VIO

Tiple;w:>€§ POSSIBLE INTELLIGENCE OVERSIGHT BCARD MATTER D2
] — b7E

Synopsisf;:}éi It is the opinion of the Office of the General
Counsel (CCC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB, A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.

{U) Derl T G-3
. D Safy ~X1

Référéhceanﬁﬁi 278-HO-C1229736-VIO-578

Details. >“\{\ As nated in the electronic communication (FC

(o)

1)

18]

\&'{\ 1rhouagh Sa | the agent at the 1]
X4 -\ | cagse ag b1

time [ fhich d to FBIHQ fb?
and uploaded; thg SA who e
inherit oz etermin 8, 2005, b4

|:S:| _that th and contacted FBIHQ to request :.b6
: bicC
, SRR | b7D
iSj; 3§{; Howeyer,l Itoqk no action in this matter bTE
except for-the receipt of the billing information from

|:S:| ﬂ to the NSL which had been issued during| |

Case ID : _278-HO-C1229736-VIO Serial ¢ 1024

“NSL VIO-36832



Q.

(-

S%ET ,
---- Working Copy ---- . Page

>“:>§£; Therefore, all of the investigation in this matter 1,9
was legitimately conducted during the | | b7E

(U} 8Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components {(in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the IOB was known as the President’s Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
I0B, this language has been interpreted to mandate the reporting
of any violation of a provision of The Attorney General’s
Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSIG), or other guidelines or
regulations approved by the Attorney General in accordance with
E.O. 12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual rights
of U.S. persons. '

""""" T The NSIG provide that "iA“1l lawful investigative
techniques’ may be used in including

the techniques listed in Part V of these Guidelines..." Section
II.C.3. These techniques include the issuance of National
Security Letters. NSIG, Section V.1l2.

~~~~~~~~~~~~~~~~~~~~~~~~~~ -§}£5/ Since this NSL was issued during a legitimate’ -gi
/N which was then pending, we do not :
that the belated receipt of the billing records from ;b7D
due conly to its lateness in responding to the NSL, b7E

constitutes a violation of the NSIG or any other guidelines or
regulations approved by the Attorney General in accord with E.O.

12333,

{U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, "it is our opinion that there was no error committed and
thus nothing should be reported to the IOB in this matter. A
record of this decision should be maintained in the control file
for future review by the Counsel to the IOB.

SEQKET

NSL VIO-36833
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Set Lead 1: (Info} ‘
' b2
b4
b6
hic
h7D
h7E

1 - ]

1 - I0B Library

**FOOTNQTES* *

“:The NSL results contained no toll records,
only billing records,
since the subject of the
NSL only maintained a ba81c service plan and
was not responsgible ‘
for maintaining teoll
records for the telephone line.

SEDRET
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Precedence: ROUTINE Date: 10/27/2005

To: General Counsel Attn: NSLB zp2

From: I - | Egsc
S

Approved By: Eiﬁuii—o 17

Drafted By: :

Case ID #: (U) 278-HQ-C1229736-VIO ffending)

(vy 278{_Jc85270 (Pending)
Title: (U} POTENTIAL IOB MATTERS

Synopsis: (U) To report a potential IOB matter to the Office of
General Counsel, NSLB.

(Uj ..................... :yg{ - gz;z:;;%%ﬁggﬁéz:i;f:::

(U

Detailg; The following information is provided for the
‘ ittt NS 3 potential IOB matter in the
Resident Agency: bl
b2
{8} 1. File Number: : be
(S) 2. Subject Name: bic
h7E

(U) 3. US Person Status: Illegal Allen
{U) 4. Date Case Converted from 272: 02/24/2004

{U) 6. Statement of error:

() on 10/21/2005,| |became aware of a
potential I0OB matter. Captioned matter was opened as 272L (Money
Laundering-Drug) investigation on 08/21/2003. On 10/7/2004, the
case agent submitted an electronic communication reguesting
conversion to a 315M based on information derived from the 272 b2
investigation. This conversion electronic communication was not b7E
uploaded or sent to the file. The case agent, believing he had
proper authority, submitted a National Security Letter on
10/21/2003 for toll and billing records of the subject. The
Natiohal Security Letter was served and results transmitted to
by the delivering division on 01/06/2004. The case

agent re-submitted the conversion electronic communication on

e = m am e e o e R W ER ey M e e em m em e e M M M e e e M W M M e e e e e M W m = = e

Case ID : 278-HQ-C1229736-VIO Serial : 1035
278 c85270 . 158

NSL VIO-36835
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“Those oversights-are generally non-reportable administrative

sCRET

---- Working Copy ---- Page

02/02/2004. However, the conversion was not properly authorized.
because it was not signed by the Special Agent in Charge (SAC).

No FBIHQ notification was made upon the conversion to a 315
matter and no annual Letterhead Memorandum (LEM) was submitted.

= acts existed whiEH“Wbuld”HéFE;annngxzfd-a
no SAC authorization for a
]was obtained prior to the issuance of a National

Security Letter. Based cn the foregoing,l reports

this matter as a potential IOB violation. . bl
b2
b7E

LEAD(8) :

Set Lead 1: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) The Division advises NSLB of a
potential IOB matter.

SMT
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Precedence: ROUTINE Date: 10/11/2005
To: Inspection ' Attn: TIIS
neral nsel Attn: NSLB :
b2

’ b6
From: | | b7¢C

Squad | | b7E

Contact: SAl

Approved By:

Drafted By: : : LA £D
(Ummmcase‘ID e ?§ _VIO (pendlng)'b7A. DEAAQJFYGH liamzu%
b7E
Title: (8)

(o) ol

Synop31s “)E( Information received via National Security
Letter not related to this matter.

e

b7E
W Administratives: ;}éé/NF) This report contains information
that is Foreign Intélligence Surveillance Act (FISA) derived.
Per 50 U.S.C. section 1806(B} of the Foreign Intelligence
Surveillance Act, recipients are reminded that this
information, or any information derived from it, wmay only be
used in a c¢riminal proceeding with the advance authorization
of the Attorney General. This information may not be
disseminated to a foreign government without the authorization
of the Attorney General. bl
EIIJ Enclosure(s).:. Y Original toll records provided by ;b2
bs
b7A
Details: (/41 17D
b7E
Case ID : 278-HQO-C1229736-VIO Serial : 10379
csjl,wffw' SESRET
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bl
b2
b6
b7A
b7c¢
b7E
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(8
bl
b2
b4
bé
b7C
b7D
b7E

(Th e ”“w“;gﬁi;The above information is being provided to
FBIHQ, NSLB and IIS, in order to document toll records that

were requested and received that are not pertinent to an
invesgtigation.

LEAD(s) :

NSL VIO-36839
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INSPECTION

sB&&aT |
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AT WASHINGTON, DC

(U) IIS read and clear.

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) NSLB read and clear.

SE)QET
NSL VIO-36840
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AT WASHINGTON, DC

{(U) Review above information and determine if IOB
notification is reguired.

SERQET

NSL VIO-36843
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b 2
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Precedence: ROUTINE bo Date: 11/09/2005
biC
To: Db7E Attn: SA I
cDe
Counterintelligence Attn: SSA | | -
Inspection Attn: IIS 1 CONTAINED
ASEIFIEL EXCEPT
From: Office of the General Counsel THERWIZE
NSLB/CILU/Room 7947
Contact: | |

Approved By: Thomas Julie F

~2607

Drafted By: : sam

: DECLASZIFY ON: 11-07-2092
Case ID #: (U) 278-HQ-C1229736-VIO  (Pending) PECLASSIFY Oz 11-07-2032

Tifiéi“:><i INTELLIGENCE OVERSIGHT BOARD MATTER
2005 1

Synopsis: It is the copinon of the Office of the General
Counsel (OGC} that this matter need not be reported to the
Intelligence Oversight Board (IOB). A copy of this opinion
should ke retained in the control file for review by Counsel to
the IO0B.

e Mo ved From . &= i

D v :
Reference: {U) 278-HQ-C1l229736-VIO Serial 973

Administrative; (U) This communication contains one or more
footnotes. To read the footnotes, downleoad and print the
document in Corel WordPerfect.

'«~>\¥<; The referenced electronic communication (EC) from

|D vision]| ], dated o09/12/2005, requested

that OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. In our opinion, it bl
= b2
b6
b7¢C
b7E

Pursuant to Section II.C.4 of

Investigations and Foreign Intelligence Collection (NSIG
| heeded approval from FBI Headquarters (FBIHQ)

the Attorney General’s Guidelines for FBI National Security

Cage ID : 278-HQ-C1229736-VIO Serial : 1045

NSL VIO-36844
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(51

age

bl
b2

b7E

**FOOTNCTES * *
i1~ A "United States person" is defined in Section 101{i)
of the

Foreign Intelligence Surveillance Act (FISA}, 50 U.S.C.
1801, et seq., as "a
citizen of the United States jor~ an alien lawfully
admitted for permanent
residence (as defined in section 101{a) (20) of the Immigration and
Naturalization Act). . . ." See also Section I.C fo
the Attorney General’s

‘Guidelines for FBI National Security Investlgatlons and

Foreign Intelligence
Collection (NSIG) (2003).

LEAD(s) :
Set Lead 1: {Info)
. ATI I

(U) Read and clear.

Set Lead 2: (Info) _
b2
COUNTERINTELLIGENCE bé
b7¢C
AT WASHINGTON, DC bHIE

(U) Read and clear.
Set Lead 3: (Info) |
INSPECTION
AT WASHINGTON, DC

(U} Read and clear.

cC: Mg, Thomas

s;)ﬁm*

NSL VIO-36846
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Precedence: ROUTINE Date: 10/05/2005
To: Inspection Attn: IIS 5
General Counsel Attn: NSLB
From: _
Chief Divigion Counsel
Contact: -
Approved By: }b2
be
bIA DT
n7c [ AR SPMHSKSPARY
Drafted By: : kag e E
W — b7E DECLASSIFY ON: 11-03-2032
Case ID i s&;&;HQ;ClZZ&Z&S;VIO
(s

iI]j“"Title:m:jéi POSSTBLE INTELLIGENCE OVERSIGHT BOARD MATTER

m Wuéﬁ}ﬁéﬁéi’éi"% NSL directed at incorrect telephone number.

(U) DeT : 3

|:S:| : S1fy O«

Details; (8)

bl
b2

b
b7C
b7E

(U “““::Xﬁﬂz The case agent provided the IIS with two telephone
numbers.” One telephone number was correct and there were no
igsues regarding that telephone number. The second telephone
number was

b1l
- :
; . . . : b2
S incorrect. The case agent provided the 1IS with telephone number}ylA
i }|~ phen the correct number was
b7E
Case ID : 278-HO-C1229736-YIO Serial : 1050

ESjA_M' v

NSL VIO-36848
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1
o In September 2005, the case agent received the NSL
response. The case agent made an immediate working copy of the
information and put the original in a ta envelope and submitted
it to the file. Nothing from the original NSL was uploaded.

iU)““‘“““M“:)Bi: On 10/03/2005, the case agent started working on
the workifng cdpy and discovered that the name for the subscriber
was not the name of the subject of the above referenced matter.
The case agent checked in ACS to see what telephone number was
listed con the NSL and noticed it was the incorrect number. At
that peint, the case agent contacted his supervisor and he and
the supervisor then contacted the Chief Division Counsel.

W ‘““:2§§: No personal or identifying information on the
incorrect number was uploaded into ACS from the NSL return.
Additionally, no subscriber information _Ln_hhe___1
ftelephone applications. No ACS checks,

data base checks were run on the .
‘ . p ) open source or internet checks were donejb2
on the information. b7
(i ’mw“m”m”m::?gi: The original NSL as well as the resultant
information was turned over to the Chief Division Counsel and is
currently secured in the Chief Division Counsel’s safe.
() o % As nothing from the NSL has been reviewed, SAC

re

“recommends no administrative action be taken in this
mattex. ' : ‘ ‘

s%s‘r
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Precedence: ROUTINE

To: Inspection
Counterterrorism

From: General Counsel

National Security Law Branch/CTLULl/LX-1

Attn:
Attn:

Attn:

Internal Inspection Service
ITOS1/CONUS1/Team 3

SSA

Date:

Page 1

11/14/2005

b2

. bé

IA

| b7¢c

Cb
SSA

b7E

SA

Contact: SSA

Approved By: Thomas Julie F

Drafted By: : mdh

Case ID ¥: 578 _HO-C]12297316-VIO

(s)

IOB 2006

.'I.'i,tle-;~~--~~->< INTELLIGE OVERSIGHT BOARD MATTER

(Pending)

(Pendlng)

.....

PEEASOI-I H
L DED

3

ALL lnFBRlﬁ¥YIUH CONTAINED
SLASSIFIED - EXCEPT
IJE-ERE SHOWM UTHERNISE

bl
'b7

651 '3 /DIH 'K..F
p7C

SATRY OM: 11-07-20%2 D7E

b2
b7E

Syncpsis: (U) It is the opinion of the Office of General
Counsel (OGC} that the above referenced matter is not a
violation and need not be reported to the Intelligence Oversight

Board (ICB}.

>< Derlv
Sify

Re”f“erence >< 2728.UN-C12297356-VIO

1037

el l_l bl
b2
bé
b7¢C
b7E

Case ID  278-EO-C1229736-VIO Serial . 108 Zﬁ%
iS?; SERRET b7E

NSL VIO-36858
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—rerorat On two telephone numbers relevant to the instan

(8) During the course of its investigation DJE:::;:;]
issued National Security Letters (NSL) Ior to

These two telephone numbers were originally provided td

and based on telephonic analysis conducted by FBIHQ. Once the
NSL results were received from the service provider,

bl

determined that the4Fun;;alanhanA_numbaxs_ua:a_nn_lanaax________1‘.bQ
#_auba.:;i.»brqlmto--bx- th e

. consequently, segregated the toll records bic

from these two numbers. | bTE
{U) Section 2.4 of Executive Order (E.O.) 12863,

dated 09/13/1993, mandates that Inspectors General and General

Counsel of the Intelligence Community compenents (in the FBI,

the Assistant Director, Inspection Division, and the General

Counsel, OGC, respectively} report to the IOB concerning

intelligence activities that they have reason to believe may be

unlawful or contrary to Executive order or Presidential

directive. By longstanding agreement between the FBI and the

IOB, this language has been interpreted to mandate the reporting

of any violation of a provision of the FCIG, or other guidelines

or regulaticns approved by the Attorney General, in accordance

with E.Q. 12333, dated 12/04/1981, if such provision was designed

in full or in part to ensure the protection of the individual

rights of a U.S. person. Violations of provisions that are

essentially administrative in nature need not be reported to the

IOB. The FBI is required, however, to maintain reccrds of such

administrative viclations s0 that the Counsel t¢ the IOB may

review them upon request.

”m“““”j:>1§ii In the present case, there is no viclation. A’

valid] _ _ was authorized pursuant to

Attorney General’s Guidelines. See NSIG Part II.C. Telephonic ,

analysis conducted by FBIHQ revealed two telephone numbers b2

associated with the target. Based on this information,| ] b7FE

issued two NSLs for toll lia:m;d.s_’lzh.LN.S.L_LLa.n_a.u.u orized

technique to be used in a Id. at Part

IT.C.3. The legal standard in issuing an NSL is that the

infermation sought need only be "relevant to an authorized

investigation to protect against international terrorism. . ."

18 U.8.C. 2709(b){1). The NSLs in this case were properly

issued. Simply because the toll record results revealed that the

telephone numbers did not belong to the target does

not. make the request a

violation.  Rather, it marks the elimination of an

investigatory lead. It is our opinion that this matter need not

be reported té the IOB. Consistent with our prior ¢pinions, a

record of this decision should be maintained in the control file

for future review by Counsel to the IOB.

LEAD(s) :

Set Lead 1: (Discretionary)

S%ET
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INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
COUNTERTERRORISM
AT ITOS1/CONUS1/TEAM 3

e Ensure all toll records, originals and copies, are
properly disposed.

Set Lead 3: (Info)
b2
AT b7E
(U) Read and clear!:
SESZET
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b2
Precedence: ROUTINE b6 _ Date: 12/2/2005
To: b7C Attn: cpc| ]
b7E
Counterintelligence Attn: CD-4B
Inspection Attn: Inspection

From: General Counsel

National Security law Branch/CILU/ HQO rcom 7975
Contact: UC

Approved By: Thomas Julie F ig%
I | b6
(UJMWDrafted By: . kaa b7C

. Db7E
Case ID #: 278 -HO-C1229736-VIO (Pending;
|:U:| (8) {Pending) 7

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER (IOB)

(1) synopsis: It is the opinion of the QCffice of General
Counsel (OGC} that the akove referenced matter must be reported
to the IOB and to the FBI‘s Inspection Divisiecn. O0OGC will
prepare and deliver the required correspondence to the ICB. OQur
analysis follows.

() e .m EEEEESE:E;QE::::;:;:
1fy On:

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect 8.

(UJ"DetaiIwa;)Si;By electroni i ion (EC) dated Octgber 5, .
2005 {cit€d Pelow),il” the iDivision I‘
reported b2
a potential IOB invelving a National Security Letter : b7E
(NSL) requested by| |which, through a transcription °
error, sought information akout a e-mail address belonging to a
person who wag net the subject of an FBI national security

investigation.
I:S:I é{ The US person who is the subject of the
bl
_______________________________________________________________________ b2
Case ID : 228-HN_C1220736 VTN i : . b7E
e - |

NSL VIO-36861
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iSh case agent sent his Investigative Support Specialist (IIA) the b4
‘above mentioned correct e-mail address with which to draft an

(17) ;:}éidDuring the week of September 2, 2005, the case
agent redeived the NSL response from the communications provider

and noticed the error associated with the e-mail address. The
case agent immediately notified his supervisor and put the
original in the 1A envelcope. The case agent then contacted the
Associate Division Counsel who took possession of the
unauthorized information and is presently holding the information
in his safe.

() ::Xéi The case agent reports that nothing from the
response ‘to this NSL has been reviewed. The agent also reports

that no perscnal or identifying 1nformat101_£ng_;h§_NSL_thurn
has been uploaded into ACS. Also, no ACS
[ | qgata bases, open source or other internet

checks were done on the information.

b2
b7E

M

) ”'“”§B¥<;As required by Executive Order (E.O.} 12863 and
Section 2-56 ofF the Naticnal Foreign Intelligence Program Manual
{NFIPM), OGC was tasked to determine whether the errors described
here are matters which must be reported to the IOB. They must.

(U) Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community <¢cmponents (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive. This has been interpreted to include v1olat10ns

of the Attorney
General’s Guidelines for FBI Natlonal Securlty

Investigations and Foreign Intelligence Collection {("Attorney
General’s Guidelines"), the implementation of which is mandated
by Executive Order 12333.

iﬁh- )&i As set forth in |of the Attorney
General’'s ‘Guidelines, use of NSLs 1in conformity with 18 U.8.C.
2709. #s_auLh9x;zsd_Eh2n_x2sQxdﬁ_Qi_ﬁlgsszgnss_sgmmunasaﬁ10ns are
sough 18 U.S.C.
2709 authorizes the FBI Lo Seek relevant recorde from a wire or
electronic communication service provider when those records "are

relevant to an authorized investigation to protect against
international terrorism or clandestine intelligence activities.'

Here, i L which requested records for e-mail
|:S:| .address was neither authorized by law, nor was it
authorize e orney General’s Guidelines, since e-mail

address |. is not relevant to a counterintelligence
1nvest1 CIOI.

iSh (U) Consequently, in accordance with E.O. 12863 and
SEREET

NSL VIO-36862

gﬁgh__lhg_gla_;hen drafted the NSL with the incorrect address of b7D

bl
b2
b4
b7D
b7E
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Section 2-56 of the NFIPM, the error must be reported to the IOB,
which this Office will do.

LEAD(5) :
Set Lead 1: (Info) ;b2
b7E
(U) Read and clear.
Set Lead 2: (Discreticnary)
INSPECTION
AT WASHINGTON, DC
(U) For review and action deemed appropriate.
Set Lead 3: (Info)
COUNTERINTELLIGENCE
AT WASHINGTCN, DC
(U} Read and clear.
** FOOTNOTES * *

i17: {U) See EC from thel |Division to the Inspection

Division .

and General Counsel, dated May 5, 2005, Case ID{ 278-H(Q-C1229736-VIO
Serial

2514, titled "POSSIBLE INTELLIGENCE OVERSIGHT BROARD

MATTER (IOB)" hereinafter cited as
c."

SECRET
NSL VIO-36863
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b7E
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ALY INFOPMATION FF‘@T""AiﬁED
- UMCLASSIFIED EXCEPT
WHERE | 5E DILTH [OTHERWIZE

Decembexr 2, 2005

BY COQURIER
Myx. James Langdon
Intelligence Oversight Board o
Room, 5020 . ) . ) BE" Zf'g?..tvgu'g
New Executive Office Building ) L TED BY £5179/DHH/KSR/RU
725 17th Street, NW - " BEAZON: 1.4 (o) '
Washington, D.C, 20503 DECLASSIFY ON: 11-07-2032

Dear Mr. Langdon:

This letter forwards for your information a self-
explanatory enclosure, -entitled Possible Intelllgence Oversight
Board Matter."

This enclosure sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
" Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and internaticnal terrorism
investigations. This matter has alsc been referred to our
Internal Investigations Section, Inspection Divisgion, for a
determination of whether any admlnlstratlve acticn is warranted.
(o)

Enclosure
1 - Ms. Thomas : ' bé
1 -_ssal | b7cC
1 4 |
1 - 278-HQ-C1229736-VIO

SSIFIED ENCLQO

Derive T G-3
§sify OnvT
Case ID : 278-HQ- Cl229736 VIO . Serial : 1082
S T
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Mr. James Langdon

Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. ‘

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney Gerneral
U.S5. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel for Intelligence Policy, OIPR
U.S. Department of Justice

sm;éfr
NSL VIO-36865
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(TELLIGENCE OVERSIGHT BOARD (IOB) MATTER ' '

IOB MATTER 2006 (U) . ‘ o

bé

b7C
:ng By eleftrOnic con - dated October 5, 2005 b7E
Division reported a potential
ecurity er

a National [NSL} requested by
which, through a,transcrlptlon error, sought
- 1nformaticn about a e-mail address belonging to a person who was

‘net the subject of an FBI natlonal securlty investigation.

N e N 11

b2

(-

()

had an e-mail address of The case agent b4
sen is Investiga;ive Support spedialist (IIA] the correct e- 17D
mail address with which to draft an N§] The ITA then drafted -
the . NSL with-the in¢orrect address of ' b7E

'“:}Bﬁ::Durlng the week of September 2, 2005, the case agent
recelved the NEL response from the communlcatlons provider and
noticed the erxror associated with the e-mail address. The case
agent immediately notified his supervisor and put the original in
the 1A envelope. The case agent then contacted the Associate
Division Counsel who took possession of the unauthorized
information and is presently holding the information in his safe.

vy,~}>(;;The case agent reports that nothing from the response
to this L has been reviewed. The agent also -reports that no
personal or identifying infermation from the NSL return has been 2

=3 information

ihto ACS. Also, no ACS,I I :b7E
data bases, open sourc€ OY OLNEL INCErNet CIECKS e ‘

(U) The error is a reportable matter under Section 2.4 of

Executive Order 12863.

d from: =
.Deg X1

SE)QET
~ NSL VIO-36866
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Precedence: ROUTIKE . Date: 111705
oY)
To! : Attn: S4C, [DC 06
Counterterrarism Attn: 4D D;’ ¢
Inspection Attn; 118 brm
From: CGeneral Counsel
Counterrarism Law Unit 11/1X-1 56200
Contact:
Approved By: Thomas, Julie f
] b2
n
T — bo
. b
Case 10 #>< 278 Ha-G1228736-410 hIE

-

Title':‘"'-}( S
SR

INTELLIGENCE OVERSIGHT BOARD MATTER,

':U:| 108 zuus-D.

Synopsis: A 1tis the opinion of the Office of the General
Caunsel {0GC) that this matter must be reported to the
Intelligence Oversight Board {0B). OGC will prepare a cover
latter and & letterhead memorandum for the General Counsel and
the Assistant Director, Inspection Division (INSD), for
submission to the [0B, Submission of this matter to the OPR is a
matter within the coonizance of the 115,

Referance: (8)

Administrative; (U) This communication containg one or more

Case 1D : 27B-HD-C1228736-VIO serial : 1086

NSL VIO-36867
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footnotes, To read the foatngtes, dawnload and print the
docurent in HordPerfect 8.1,

Details: (U) Referenced comunication fron the bZ
Resident agemy:m to 080, dated 1070672005, bt
requested that OGC review the facts of the cuptioned matter and

determing whether it warrants reporting to the 108, In our

opinien, it does, Our onalysis follows,

( S ) P8 ks discussed in the electroad
fram th #h cited belu, i1 bl
b2
old
oic
bIE
During the course of the investigation the
RA issued a Kational Seeurity Letter (NSL) pursuant
to the Electronic Communications Privacy Act, 18 U.8.C. 2709, b'
That statute permits the FEI ta request telephone toll billing : ;
records that are *relevant to an authorized investigation to :b"*
protect against international terrorism or ¢landestine bl
intelligence activities, provided that such an investigation of & b@,
United States person is not conducted solely on the basis of -bT -
activities protected by the first anendnent to the Constitution s
| the United States, The ISL, dated March 31, 205, was b7D
v b7E

However, the incorrect area code was put into the rmber, so that
the N5L was issued far the wrong telephone number, i3’

Records for that telephone number were provided by the telephone
-coparty, Updn teceipt of the records, the errar was discoversd

by the case agent and the records were set aside and not reviewed

or used for any other investigative purpose.  The records were
forwarded ta headquarters via an EC dated 10/04/2005. 14"

et

NSL VIO-36868
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(U] Section 2.4 of Executive Order (ED) 12863,
dated 09/13/1993, wandates that [ngpectors General gnd General
Counsel of the [atelligence Comunity components (in the FBT,
the Assistant Director, INSD, and the Gemeral Counsel, OGC,
respectively) reporf to the 108 concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
lanquage was adopted verbatim from £0 12334, dated 12/04/1901,
when the 108 was known as the President’s Intelligence Qversight
Board (P10B), Hy longstanding agreement hetsisen the FBI and the
108 (and its predecessor, the PIOB), this Languege has heen
interpreted to mandate the reparting of any violation of a
provision of the MSIG, or other guidelines or regulations
approved by the Attorney Generel in accordance with EO 12333,
dated 12/06/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provizions that are essentially
adninistrative in nature need not be reported to the 105, the
FBI is required, however, to maintain records of such
adinistrative vialations so that the Counsel to the 0B may
review them ypon request.

Ll >< Section V.11, Tnvestigative Techniques, of The
‘ Attorney General’s Guidetines for FBL National Security
Investigations and Foreign Intelligence Collection (NSIG)
provides that National Security Letters may be issued in
conformity with statutory requirements, including 18 U.S.C.
2700, Title 18, U.8.C, 2709 provides thet the FBI mey seek
toll billing information from telephone carriers that f¢ relevant
to an authorized mational sscurity investigation,
Cleerly, the infarmation
obtained by the FBI wes not relevant to an autharized
national security investigation because there was an error in the
H5L in transmitting the appropriste telephone mmber, Thus, the
FB1 received telephone toll billing records concerning a
telephone number that was not under investigatian nor related to
4n investigation. Therefore, the information was improperly
collected, although unintentionslly so, in violation of the NSIG

and ECPA.
SV(ET
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(U Clearly, the rights of the target were nat
infringed because he was not the subject of the inproperly
gallected information. It is unknown whether this information
was gathered about a United States Person or not, inasmuch as -
there has been no review of the information. Nonetheless, based
on the fact that infarmation which may be about & USP wes
improperly, although inadvertently, collected, and in accordance
with the reparting requirements of Section 2.4 of £,0, 12863, 0C
will prepare a cover Letter and an memorandym to report this
matter to the 108,

LEAD(s):

Set Lead 13 (ACTION)

NSL VIO-36870
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(U) Seat and provide NSL return information and any
docunents based upon such infornation to headquarters for purposes
of sequestering with Deputy Generat Counsel Thomas.

Set Lead 23 (ACTION)
COUNTERTERROR SN

AT WASHINGTON, OF

(U) Provide seqled NSL retwrn informatjon and documents
based upon such information to Deputy Genersf Counsel Thomas for
sequestration.

Set Lead 3: (ACTION)
INSPECTION

AT WASHINGTON, DC

{U) For review and action deemed apprapriate,
b
pic

*FO0TNOTES*

l: J 5 . frﬁm:midmt Rgency 16 Ingpection and 0GC 12

dated 10/06/2005 and titled "Case Agent - SA:wpewisor .

SSR: intelligence Oversight 8oard Matter,”

2" (U} A United States person (USPis defined in Section 1011 of D JE
the Foreign Intel Ligence Surveillance Act (FISAJ(eodified at 50 0,3.0, 1801
et seq.) as 2 citizen of the United States for” an alien Lawfully adnitted
for permanent residence (as defined in section 101(a){20) of the Immigration
and Naturalization Act) . . . . See also Section I1.N of The Attorney
S%ET '

NSL VIO-36871
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Cnunteriqtelligence Tnvestigations, 1)].
i37 (U} Inorder to avoid any dissemination of this incarrect telephone -
nurber, the rumber 15 not being (isted in this document. hol¢
J L ) _ DIC
5 (8) 8 ddressed to 1708 11/PRQU $54 33'}I§

| |en:losing the toll billing records,

NSL VIO-36872
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DECLAZSIFY Ol 11-08-2052 . WHERE - SHOWH OTHER

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 50209

. New Executive Qffice Building
725 17th Street, Northwest
"Washington, D.C.

Dear Mr. Langdon:

: Enclosed for your information is a self- explanatory
memorandum entitled Intelligence Oversight Board (IOB) Matter,

Division, at] Resident Agency, IOB Matter
2006 S L . A

This memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
The Attorney General’s Guidelines for FBI Naticnal Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterlntelllgence and international terrorism
investigations. (1)

Enclosure ' , ' EbZ

| bé
1 - Mr. Hulon B¢
1 - Inspection (I0B 2006 ]
1 -
1 - 278-HQ-C1229736-VIO

Page

SE

b2
b7E

1l

Case ID : 278-HQ-C1229736-VIO ' Serial : 1087

7 ' NSL VIO-36873
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CLASSIFIED ENCLOSURE

Should you or any member of your staff require
additional information concerning this matter, an oral briefing:

will be arranged for you at your convenience. (U)
Sincerely,
Julie F. Thomas

Deputy General Counsel

1 - The Honorable Alberto Gonzales
Attorney General
U.S. Department. of Justlce
Room 5111

1 -~ Mr. James Baker

Counsel, Office of Intelligence’ Pollcy and Review

U.S. Department of Justice
Room 6150

INTELLIGENC?_QMgBQIQHI_BQfRD
DIVISION, AT RES]

(IOB) MATTER
DENT AGENCY

U)

IOB MATTER 20061
ESh,mh

“The -Federal Bureau of Investigation ("FBI“) has

determined that in conducting]

sBdRET

NSL VIO-36874
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National Security Letter (NSL)to obtain telephone tell billing
records on a telephone number which was not related to the

investigation. The overcollection was due i in the

NSL inidentifying-the telephone number ofof:f:fff:fff;;f:fwhose - bl
number was intended to be the subject of thE€ request. ) » b2
overcollection was a violation of Section V.11. of The Attorney be

General's Guidelines for FBI National Security Investigations and

LT

b7C
b7E

Instead, the area code was incorrectly identified; thus, the
information returned from the carrier was the telephone toll
billing records of a wholly unrelated teléephone number. The
error was discovered upeon receipt of the infermation, and the

. records were not reviewed nor used for any investigative purpose.

Despite the inadvertent nature of the mistake, the fact remains
that information was improperly collected on a telephone number
unrelated to an invegtigation, Thus, the matter is being
reported to the IOBi:}aZi '

iyved from:
Decla : X-1
e

il’!'%“zb<i Section V.1l. authorizes use of Naticnal Security
Letters’in ,

conformity with 18 U.S.C. 2709 (relating to subscriber information, toll
billing records, and electronic communication transactional records).. The
statute requires that information sought is relevant

to an authorized national

security investigation.

** FOOTNOTES* *

: SﬁuéﬁT
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Precedence: ROUTINE ' . ~ Date: 12/09/2005
To:  General Counsgel . Attn: National Security Law Branch
Room 7975
From: | _ _ | : : o . ’ fbé
Chief Division Coupsgel (CDE) ;b6
Contact: CDC | biC
ALL IHFORMATION CONTAINED bIE
Approved By: HEFEIN TS MO EXCERT
WHERE SHOWM CTHERWISE
Drafted By: : jbk 179 /DHH/ KSR/ R
Case ID #: (U) 278-HQ-C1229736-VIO  {Pending) LFY 0N 11-08-203:06
b7C
Title: {U) SUPERVISORY SPECIAL AGENT (SSA)'
STATE POLICE TROOPER | |
LIGENCE OVERSIGHT BOARD .
(TOB) MATTER - INTERNATIONAL TERRORISM RELATED
Synopsis: (U) This communication reports a possible IOB
violation.
WO f”“:h§i ~ Dexiv . _F . = 97
_ ~ " De : n: 12
Details: ’ '
{U) 1. Personnel and case background
_ . b2
‘ (U) Ssa | supervises Squad[:]of the ¢
| | pivisiornT —ara thel Joint Terrorism Task B7C
Force. | State Police Trooper _is assigned
—to this rask force. - D7E
Support Services Technician 13
5 Igned o squad h rmg administrative duties for
that squad and the Joint Terrorism Task Force.
N L
o ©n 9/13/2005, Troope | v
, —E - bl
ar a temporary duty assidnment i | 5
He was to. assist in| | jbﬁ
After he left for this . be
TASS1gnment, SUPPOLT Bervices echnician[:::::]told ssa[____ 1] bIC
‘ v b7E
Case. ID : 278-HQ-Cl1229736-VIO Serial v 1092
' SE)@T
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that th

.-

| |petore

(5:. Trooper [Teturn. S5& | Told T.ema;n.e_mu.m_l
an BU ecause

Effffffj S was on leave d jority of the last
i53~tw0wweeks~wmwmwmw' ------- —-and forget to :

i[]?.mmm

Pana
bl
b2
b6
b7cC
b7E

| on
Jrealized that the

bl

. i requesting an
on 11/01/2005, Trooperltl drafted the.

b2
b6
b7C

b7E

{U) 2. Possible violation

However, on 11/07/2005, received
financial documents in yol t national security letter (or
NSL) that was sexrved on on 08/22/2005.

T “;}éi Also, there was a mail cover on the subject. The
United St

tes Postal Inspection Service has in its possession in

a sealed container a number of documents obtained through this
mail cover. They have yet to be delivered to t
Joint Terrorism Task Force. On 11/07/2005, SSA

requested the United States Postal Inspection Service to
discontinue the mail cover on the subject.

(U) 3. Possible violation and SAC recommendation
mmnmmw,mééx: The "Attorney General Guidelines for FBI National
Security I

tigations and Foreign Intelllgence Collection, "
II.C.4., prov1des

An extension of a |
beyond the initial one-year pexlod requires
FBI Headquarters approval.

No cone timely requested an extension of the as
required under "Attorney Ceneral Guidelines."

{U) 1If there is a violation, this instance appears to
be a minor administrative over51ght It would certainly be
by the unusual circumstances of the death in SSA

and will take steps to assure- that]| are kept up to date. The
SAC recomnends no administrative action.

‘LEAD(S):

S§><?T | :
/ NSL VIO-36877

family. All persons involved are aware cf this issue,

b2
bé
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b7C
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Set Lead 1: (Action)
GENERAL COUNSEL

in'“w AT WASHINGTON, DC

NSLE is requested to determine if this matter
should be’repdrted as to the IOB. NSLB is also requested to

,advise| !Qf the appropriate disposition of the documents
obtaine roug he mail cover, and that remain in the '

possession of the United States Postal Inspection Service.

SEKET o
NSL VIO-36878
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b7E
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Frecedence: iROUTINE . ' Date: 12/14/2005
To: General Counsel ‘Attn: National Seéurity Law Branch
: ' ' Room 7975

WTATHED
FIED "EXCEPT

AL INFORRATION ©

From:-

Chiel Divisiorn 1 {cDcy

Contact: CDC

b2 Approved By:

b6 ‘

p7cC _

DTE  case ID #: (U) 278-HQ-C1229736-VIO  (Pending) P
Title: (U) = SPECIAL AGENT'(SA! !

: ' POSSIBLE INTELLIG ; .

-(IOB} MATTER - INTERNATIONAL TERRORISM RELATED

Drafted By::

Synopéis: (U) This communicdtion reports a possible IOB

“violation. ‘ . _ : .
’ : S 51Ty On:  12/14/72030——
. Details: ‘ R ' '
(0}  1. Personnel and case background

an sal |is assigned to squad of - bl

the | IDivision, and the] | Joint Terrorism Y

Task Force. . — bE
iSh \T}gf/ sa| | was igned the cage entitled _J b7C
e = = b7E

L e By~e1ectroﬁic communication {EC) dated 06/23/2005,
- the Division sent materials-responsive to the NSL:to SA

{uy 2. Disco?erynand immédiate corrective action

: ~ : - b2
R ' ;:}ﬁi; Upon receipt of the records, SAJE:::::] discovered ., .
|:S:| _that. he nlistakenly provided the wrong phoneé numbér in his NSL 20

request, The humber should-have. been. rather than - b7C

Case ID : 278-HQ-C1229736-VIO ,
- SBK%ET ,
‘ , NSL VIO-36879
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b2
bo
b7C
b7E

N £, -

""" “””““““éﬁ(h By EC dated 07/01/2005, this matter was reported
to the National Security Law Branch and the Division. But 1?2
it was not officially reported as a possible I0E violation. h7E
(U) 3. Possible viclation and SAC recommendation
T The "Attorney General Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection,”
contemplates use of NSLs only for predicated subjects.
CObviously, the mistaken target of the 03/18/2005 NSL was not a
subject.

{U) . This matter appears to be a minoxr administratibe, ‘:b%
oversight., It is certainly mitigated by SA[_____ ] immediate bo
discovery of the error, and his immediate corrective actiomn. bicC
Accordingly, the SAC, | | recommends ne administrative ‘ b7F

action.

LEAD(s):
Set.Lead'lz " (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) The National Security Law Branch is regquested to
determine if thie matter should be reported as to the IOB.

(U) The National Security Law Branch is also requested

to provide guidance concerning the proper disposition of
mistakenly gathered information in cases such as these.

SE)(aET _
NSL VIO-36880

2



SEPRET

S Working Copy ---- ' Page 1
Precedence: ROUTINE - Date: 12/15/2005
To: Inspection ' Attn: TIIS
General Counsel Attn: NSLB
From: [ ]
squadl__l
Contact:

Approved By: |

Drafted By: | Iakl G179/ DMH AR SRR

E1-08-203%
Case ID #: . (U) 278-HQ-C1229736-VIO (Pending) -

{U)umTiﬁiefwm>£§- POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB)

MAr-uTER . . ‘
SA | bé
A/STR : b7C

( j Sfﬁébéié?:>%€é To advise FBIHQ of a potential IOB matter.

IR m:>§z EEEEEEEZF*QE:E::§£}
' ssify oOnt

Details:;:)ﬁi; on December 8, 2005, FBI[:::::::yJTTF'sA[:::::].

digtovered a potential IOB violation regarding the

ts issuance of two (2) National Security Letters (NSLs) during an fg%
; b6
b7c
. X&) On December 8 and 9, 2005, SA[:;:::]exten31vely |
in’~fésearc d wvailable hard cover case files and computer
- databases to ensure the validity of the potential wviolation. ‘
Cn Decg 12, 2005, FBI JTTF A/SSA |
- and SA brought the matter to the attentidn of CDC
| |
bl
b2
bé
b7C
"b7E
. Case ID : 278-H?-C1229736-VID Serial : 1099
278

Al8296 ' ~ 104
§§g§ET

NSL VIO-36881



ST :
---- Working Copy ---- . Page

bl
b2
be
b7C
b7E
(S} Subse ently, th:.L'e was ‘
reassigned to S on Nove T 3 f '
time-frame, the former JTTF SSA was
L ] Co-case agent, T#, and IA.
1 | issued two (2) NSLs on November 15, 2005, and

that. in fact

i S :l [ — E——— bttt
(§< Onbﬂ mistake was discovered, A)SSA: |
d S

immediately drafted an EC to FBIHQ,

- CTD ’ bl
(&) azos 11 cd | b2
| [T addition, no oCher DE
investigative steps have been taken pending the approval of B7C
the extension from FBIHQ. After consultation with FBI o
management .3 _tickley svatem will developed by the b7E
JTTF to ensure. thatl deadlines are

|:S:| _sgrictly followed to avold any similar mistakes in the future.

LEAD(s) :
~Set Lead 1: (Discretionary) -
INSPECTION
AT WASHiNGTON, DC
“-TJ For action as deemed appropriate.
Set Lead 2: ([Discretionary)

GENERAL COUNSEL

¢

AT WASHINGTON, DC

iU:I X For action as deemed appropfliate}

se)feer

NSL VIO-36882
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Precedence: ROUTINE .  Date: 12/19/2005

To: Inspection Attn: TIIS
General Counsel ) - Attn: NSLB

From:

I - I
Squad |___]

Contact: SA

Approved By:

b2
b6

b7C
b7E

Drafted By:
|:S:| ~Case ID #: (U) 278-H -C1229736-VIO (Pending) b2
”“”jﬂzw (Pending) » b6 _
S : bT7A
Title: (M p7c
REPORT OF POSSIBLE IOB VIOLATION fng
ighAwéyﬁbﬁsis:;;}ﬁgéwﬁgmyg report i OB violation committed
by writer 4in IMnvestigation-ef] : , bi
o >o< . Derived From +—G° | b2
' Decl Y . 1 b6
Details A potential TOB violation occurred durin jng“
15 570
b7E
b4
b7D
| The NSL was served to ]
| on 9/28/2005 by
T Onic. } .
il]j“’“ """" T ;;gi;Results in compliance with the aforementioned NSL b2
were recelved on 10/11/2005 by IUnit and documented in h7F
an EC dated 10/12/2005.
}m(m 12/15/2005, it was discovered that on the ,
S ~original-NSINdated 9/9/2005, the number was inadvertently b2
i J “trans Jper information was requested for telephone b6
numbey v v NSL should have been requested - hT7A
i53»mfor telephone number-| i
. : ‘ h7C
..................... ;---------____-----,----------------_----_-----{b7E --
bl

iSjCasem_;l_I_l_J . 278-HQ-C1229736-VIQ ___Serial : 1115

NSL VIO-36883



(1) XOH 12/15/2005, [Jend

SEERET
---- Worklng Copy ----

contacted and advised of the error. CW(;
to prepare a report of posgsible IOB viclation,

permanently charged out of the original file as they ar
needed for, or related to, the current investigatiocn.

Page
was
d writer
v b2
b6
h h7¢C
h7E

e not

will await guidance from Inspegtion Division

regarding removal of subscriber information from
ACS. . :

LEAD(s) :
Set Lead 1: (Info)
ALL RECEIVING OFFICES

(U) For information only,

SEpn@T .
NSL VIO-36884
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b2 .

Precedence: ROUTINE he Date: 11/17/2005
To: Inspection :b7C - Attn: Internal Investigations
Section b7E ,

General Counsel Attn: NSLB

Counterterrorism Attn: SSAI |CAU
From: '

l |squad |

Contact: SSA

TLL INFORNATION CONTAINED
Approved By: HEE 3. UNCLASSIFIED EXCEPT
“SHOVM OTHERWISE

Drafted By: t abg

Case ID #: . M 5 11-03-2032
278-HQ-C1229736-VIO (Pending)

ceF-1516

Title: UNSUB{S);
POTENTIAL IOB MATTER

~] B

Synopsis: To report potential IOB matter as defined and
directed by below referenced communication.

.Reference:

66F-HO-A1247836 Serial 172

Administrative: Re forwarded e-mail dated 11/17/2005 from CDC
Ito ssAl______ Jregarding OGC’s response_to

Jquestion of issuing & National Security Letter from b2
bé

Enclosure(s): Enc¢losed for the recipients is a five page e- »7C
mail string beginning 08?22/2005 nd concluding 11/14/2005; a b7E

one page e-mail from SSA to IA| |
413339_11{29/2005; a one page e-mail string between CDC

angd OGC; and a one page e-mail from OGC
to SSA dated 11/22/2005.

Details: In referenced communication, the Inspection
Division, Internal Investigations Section delineates the
procedures for reporting potential IOB matters in order to
facilitate the timely review,. investigation and disposition of
reports of intelligence activities conducted by the FBI which
may have been unlawful or contrary to Executive Orders,
Presidential Directives ¢or Departmental guidelines within 14

Case ID : 278-HQ-C1229736-VIO : Serial : 1117 b2
66-1516 ' 128 Yy
b7E
NSL VIO-36885



IIS of a potential I ter discovered on 11/17/2005.
| Division has addressed each of the six

---- Workd Copy ---- Page

days of the disccvery of the possible violatien.

As directed in referenced communication the 1Y

Division is formally notifying OGC, NSLB and INSD,
The b7E

notification element w.

1. The matter ig not part of a substantive ase
and occurred with the anticipated utilization of the

]| Therefore, there is no case agent or

case supervisor to be captioned in the title section of this

communication.

2. As noted in item number 1, there is no b1
substantive investigation in which the questionable activity |2
occurred. The file number referenced in the initial e-mail b7F

which the potential violation occurred is the

I1.A.1.7, which provides investigative techn}g%gg_gggglgglgj b2
for usage] - b7
| I1.D.3|

3. There was nc identifiable tar et.és the lead ,
from the[ | pivision only provided the! Division with b2
the telephone numbers captured on the complaInants caller o7E

identification. There were no requests completed by the or
Division for subscriber information on the telephone
numbers.

4, As noted in item number 3, there was no
identifiakble target to determine the person’s or persons’
status as a U.8. person or non-U.S. person.

5. The controlling legal authority pertaining to
the potential IOB matter is the Attorney General's Guidelines
for FBI National Security Investigations and Foreign
Intelligence Collection. The relevant parts are Part

nd reference Part V, specifically Part

V.12, which includes NSLs.

6. Reference Iflle communication advised
(5], ivisi W].Lsgﬂnatmg in
resident,

subscribing to telephone number The| |

_communication-states that 2-3 weBRT PrIOY TO The date bl
" (08/05/2005) of the EC, the complainant, who did not save the L2
initial call information, received "gusgpicio ne bhé
messages" (no quantity provided) possibly. ln[j:ffifjf] b7C
3/2005 the complajpant poted a missed call b7E
]telephone. numbey. No message

On 08/04/2005 the complainant received a message

fxon] ] telephione number | The message
was in English with what the complainant believes was an

NSL VIO-36886
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b1
b2

4 2136
b7C

I:S :I ‘ b7E

D b2
— b6
b7C
b7E

e |

b7E

o U

Upon receipt of the actuall Icommunication, the
Squa.dElPRS observed the communication was written from a 315- b2
¢ file and did not merit the immediate crafting of a NSL. The 1 7p
Squad[]PRS immediately communicated this to the Squad DSA '
assigned to review the matter and the FIG IA.




-~-- Working Copy ---- Page

The SquadE:]SA assigned to this matter treated the
"digeretionary action" lead as a Threat Assessment and

conducted a thorough review of the facts to determine if cause bl
iSJ ~existed to initiate a ‘He found no L2
Such cause. o : 3 includad attramnting &0 b?E

validate the

When the IA again requested the Squad[:]SA produce a
NSL, the IA was advised there was not sufficient predication
to justify the initiation of a |
The IA was also advised by

ate 9/200 i
predicatiOnl necessary to initiate a[f] and b2
The IA contended a ﬂ was justified because the toll records, b4
produced by CTD, CAU and received by the FIG IA, included a b7D
possible pay phone number (as noted above In the summary of e- BTE

mail communications) which was associated with numerous FBI
investigations. The lead agent determined this to be false as
proven by a pretext call. The telephone number ieved by
the IA to be that ¢of a pay phone was in fact an ¢alling
card access number. This information was also conveyed the
IA. It should be noted the information received by the ﬂIA
from CTD CAU was forwarded to the Squad SA wheo did net
utilize it in furtherance of his assessment and destrcyed the
information,

Upon.receipt of a follow-up e-mail dated 11/10/2005,
from CTD SSAﬁproviding verbiage for and requesting a .
NSL for the telephone number information provided to the]i:]IA bl

in August 2005, it was again determined predication did not b2
exist to warrant the initiation of a[[_] 1In consideration of I
CTD’s commitment to the telephone companies to provide legal
means for obtanung the information, the Division
n red m the division |
iS) s which was the file number

prov1ded to 'CID on the IA’'s initial request.

on 11/17/2005| CDC recelved official gquidance
e iasued | | b2

unless prior approval was ,
Teceived. Inasmucﬁ‘Eﬁ t rior b7E
approval to is a NS nd did
not initiate a [Jhas no means of issuing an NBL for the
information receéived from CTD, CAU.

NSL VIO-36888



---- Working Copy ---- Page 5

LEAD(g) :
Set Lead 1: (Discretionary)
INSPECTION
AT WASHINGTON, DC
For whatever action is deemed necessary.
Set Lead 2: (Discretionary)

GENERAL COUNSEL
AT WASHINGTON, DC
For whatever action is deemed necessary.
Set Lead 3: (Info)
COUNTERTERRORISM
AT COMMUNICATIONS ANALYSIS UNIT

For informational purposes only. .

NSL VIO-36889






