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(S) Writer began to review the response from[:::::;::]
| Upon reading the subscriber_informatrion —writer

realized the name wag not identifiable wit |

[INcte: There 15 only

one digit difference between]| hich
was the puber |

(3]

m

ISISSORESTadon TO0IT reallzaclion oL CIrs errior, wrilcl U |0
and advised him of these details. CDd |
ter prepare a report of possible IOB violation.

Writer was unable to determine if the incorrect
telephone number was the result of the interviewee providing
incorrect information or a mistaken note taking by the writer
during the interview. The interviewee has since obtained legal
counsequ and is no longer available for re-
interview.

Writer has enclosed the results of the NSL for
destructlon as they are not needed for, or related to, the
current investigation.

LEAD(s) ;

Set Lead 1: (Info)

ALL RECEIVING.OFFICES_

(U) For info only.
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m Reference:. >< 278-HQ-C1229736-VIO Serial 823

SEC)QET
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE | _ Date: 06/01/2005
To: Inspection ' Attn: IIS
Counterterrcrism Attn: AD - . v
Attn: SAC, CDC b7
. ' ' bé
From: General Counsel - B7C
Counterterrorism Law Unit II ' nTE
Contact: I :

Approved By: Thomas Julie F

Drafted By: | | - -
Case ID #: M 278-HQ-C1229736-VIO — g[oq : Pe
- (8) - : _ : L7A

' . bTE
Title:>8< sa |, | D2

SSA b6

POSS . INITELLIGENCE OVERSIGHT BOARD MATTER W7C

I0B & > ,
Synopsis:;;}gi: It is thedepéﬂfﬂﬁ of the Offlce of the General
Counsel {OGC) that this ¥2REEST Sl st i ¥ to the

Intelligence Oversight Board (IOB) but, rather, that a record of
this decision should be maintained in the investigative control
file for review by the Counsel to the IOB.

"Z>ﬁﬁi Deri om :

Decl i On -1

Administrative: (U) This communication contains one or more
fooctnotes. To read the footnotes, download and print the
document in WordPerfect 8.0.
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To: _ Inspection 'From: General Counsel
Re:v:}2{?278—HQ—C1229736—VIO, 05/10/2005

-

13) -

[5)

ry

NS

(U) Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or

. contrary to Executive order or Presidential directive. This

language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
I0B (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of
guidelines or regulations approved by the Attorney General in
accordance with EO 12333, dated 12/04/1981, if such provision was
designed in full or in part to ensure the protection of the
individual rights of U.S. persons. ' Viclations of provisions: that

‘are essentially administrative in nature need not be reported to

the IOB. The FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the IOB may
review them upon. request.

s?ékm' |
o

NSL VIO-18046

D
interviews, SA| les the Ssp
named. subject's phone number. On or around 01/04/2004, a f;ﬂj
National Security -Letter for subscriher information and toill D
records was served upon the prov1der,~ 7D

DTE

(8) After receiving the requested information from the
provider, SAl realized that the subscriber information
did not correspon with that of phe taraer | |,
Subsequent research has revealed Forrect cell i
phone number to be The error appears to have been p%
the result of either Tne Interviewee providing incorrect bo
information or mistaken note taking by SA The bITA
~-interviewee-has since obtained legal..counsel |’b7v
making him unavailable for re-interview.

}Q{Immediatel upon reviewing the subscriber .
information, SA[::::;;fjdiscontinued his review of the records. b%
At no time did he or his supervisor, SSA view the bo

Rather, he has b7A
submitted the results of the NSL to OGC, Ior final disposition. b7



To: (Inspection From: General Counsel
Rg_:___..>{278 -HQ-C1229736-VIO, 05/10/2005
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38 In the instant matter, SA.[::::::::krroneously
issued an NSL for an incorrect phone number. However, he did so
in good faith, while relying upon an investigative source for his
information. Further, immediately upon reviewing the subscriber
information, he discontinued his review of the records and
properly sequestered the. information.

‘Consequently, based on the above analysis, this
matter will be treated by 0OGC as essentially administrative in
nature. In accordance with the above guidance, 0OGC will maintain
a record of this matter for possible future reference by the

Oversight Board and forward the CD-ROM to OIPR to be sequestered.

Inspection is also requested to maintain a copy of thlS oplnlon,
documenting the nonreportable nature of this issue.
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To: . Inspection From: General Counsel
Re:::}gz?278—HQ-C1229736—VIOf 05/10/2005

LEAD (s):
Set Leéd 1l: {Action)

INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.

Set Lead‘Z:v’(Action)
COUNTERTERRORISM
AT'WASHINGTON DC
(U) Read and clear.
Set Lead 3: (Aétion)

1

- At

(U) For action deemed appropriate.
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- an EC from

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . : Date: 09/07/2005
To: General Counsel Attn: NSLB

From: Inspectlon '
' Internal Investigations Sectlon IPU, Room 11102

Contact: CRS| | Ext.

A d By: Fogle T | Mari | | b2
pproved By: ‘og e Toni Mari ' b6
Drafted By: | S » b7C

Case ID #: - )s( 278-HQ-C1229736-VIO - (Pending)
Ti.t‘le,:,,>< INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 1044 o

OGC/ICB# 2005

Synopsis: (U) To report a potentlal Intelligence Oversight Beoard
{IOB) matter to the Office of General Counsel, National Security

~ Law Branch (NSLB) .

- Deri

Decg : n

wReﬁerenceL.:>%i 278-HQ-C1229736-VIO Serial 823

278-HQ-C1229736-VIO Serial 869

Details: (U) The Internal Investigations Section.(IIS) received o
t:f::::]Division dated 4/20/2005, reporting a possible bR

IOB error. Based upon a review of the referenced EC it is the

IIS's -opinion the incident described therein is indicative of a

performance issue. Therefore, no internal investigation will be

conducted by the IIS and this matter is being relegated to the

NSLB for whatever action they deem appropriate. :

*"
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‘potentlally considered a possible performance related issue with

(Rev. 01-31-2003) ' . ‘ }Q

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 09/12/2005
To: “Attn: SAC (Personal Attention)

: b2
From: Inspectlon  bé

~ Internal Inv i i IPU, Room 11102 ‘ b7

Contact: CRS Ext. i

v - b7E
Approved By: Fogle Toni Mari : .
e —

Drafted By: . I

 263-HQ-0-U - 299 (Pending)

Title: ssal i
INTETLTCENCE OVERSTGHT BOARD MATTER  bé
INSD/IIS TRACKINGE 1044 - 570
0GC/IOB# 2005 _

Synopsis: (U) To advise the captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This incident is remanded back to the field

"for whatever action deemed necessary and approprlate Case

closed at IIS.

O e

Enclosure(s): (U) EC from dated 04/20/2005

__Reference: 278-HQ-C1229736-VIO Serial 823

278-HQ-C1225736-VIO Serial 869

Details: (U) Upon review of[::;:::]Division's captioned report oTE
of a potential IOB violation, it is IIS's opinion the incident is :
not indicative of willful misconduct. IIS only actively pursues
investigations where deliberate and/or aggravated misconduct is
evident, and accordingly, this case is closed at IIS.

(U) IIS does, however, suggest this incident be

respect to the employee and respective supervisor, and relegates
any future action relative to this incident to the discretion of

O
~1 DD

™

- the Division. IIS recognizes and appreciates this matter

was brought to our attention as required by the revisions

© NSL VIO-18050



To:[:::::::] From: Inspection

Re: 263-HQ-0-U - 299, 09/12/2005

mandated by National Security Law Branch/OGC EC, dated 03/18/2005
(319X HQ-A1487720 serial 6).

e

SE

© NSLVIO-18051

o}
~J D

o)



'
PR

T

(Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE - | Date: 03/02/2005

To: Counterintelligence Attn: CD-3A, yoom 4155,
| | | T ssa] |
oGC o Attn: NSLB, | |
| visp . - Attn:  1IS. . p2
From: I__| I ’ s . . ’ : b6
| | — b7C
Contact: | i

-
[}

- Approved By: [ m!

I - (4
I
| [
brafted By: | sl
v v ' .] : b7E
Case 1D #: (S) Pending) e ‘
778 -H0-C1229736-vIo — |4l bl
: bb
Title: _(S) BIA
{Case Agent| | b7C
{Acting Supervisor
1 Synopsis:~;zﬁg To provide Counterintelligence, CD-3A, with the
attached letter with enclosures {or provisicn to the Office of
-Intelligence Policy and Review (OIPR), if appropriate, and to
advise NSLB of same as potential IOB violation.
S “Dert om_;
(1) - o ::§§<:: o o
(m mEHngﬁureis);C:}QZ?OC/NF)» LHM with enclosures for dissemination
to OIPR. ’ '

Details: (8) On June 10, 2004, at 11:40 a.m. Eastern Standard
Time (EST), the United States Foreign Intelligence Surveillance
Court granted the Federal Rureau of Investigation (FBI) authority

()

' S\E%?ET/ORCON/NOFORN




- bl

sgBQET/ORéON/NOFORN o
. . bTA
To: Counterintelligence From: : e
Re: (8) 03/02/2005 Lk
()
bl
\
bo
bT7A
b7C
B
The pertinent details of the authorization and '
rsubsgguth investigation are set forth in the encloged letter
is also providing OIPR with the origipall |
bhi
bZ
. bTA
S D7E
(U) . %) These intercepted call ere not tr-nséribed,
indexed. FBI| |translatori and supervisor b2
ave advised that other than hand notes of the 06
intercepts, no official transcripts or logs were created, and no S
.records were indexed and/or sent to ELSUR. All hand-written ?i{-
notes have also since been destroyed, and electronic. records of ION AW
.calls since December 9, 2004 have been deleted from the n7E
- ' ~P§<}<Based on the circumstances described in the B
(U} attached Tette?] ]does not believe this is a potential 10B e
violation. ' : v bfb

S%p(?T/ORCON/NOFORN

2

NSL VIO-18053



To: Coun

terintelliqg

Re: (S)

LEAD(s) :

Set Lead

i E—

1:{Action)

S%;éET/ORCON/NOFORN

03/02/2005

COUNTERINTELLIGENCE

AT WASHINGTON, DC

Disseminate attached LHM with enclosures

NS
fo OIPR.

Set Lead 2:(Info)

' GENERAL COUNSEL

AT WASHINGTON, DC

o

*

) Read and clear.

SESﬂFT/ORCON/NOFORN

3
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spCRET/ /ORCON/ /NOFORN
U.S. Departiment of Justice

Federal Bureau of Investigation

I Reply, Please Refer to . b2

File No. o
b7E
March 2, 2005
BY FEDERAL EXPRESS
James A. Baker
Counsel for Intelligence Policy
Office of Intelligence Policy and Review o
U.S. Department of Justice, Room 6150 Bl
950 Pennsylvania Ave. N.W. ' _ 50
Washington, D.C. 20530 o,
p7A
iS}~w~~wﬂ RE : 7E
Dear Mr. Bake
e . ol
o 'Enclosed for notification to the United States Foreign 2
ij; Intelligence Surveillance Court (FISC) and/or sequestration with
" ' the FISC, if appropriate, are two (2)] o7A
b7k
[ (s)
On June 10, 2004, at 11:40 a.m. Eastern Standard Time
- (EST), the United States Foreign Intelligence Surveillance Court
iSﬁ granted the Federal Bureau of Investigation (FBI) authority to
_ bl
b2
bé
b7A
b7C
b7E
The authorization was based, in part, on the - : o)t
following: results of a National Security Letter (NSL) to ofi
iSj"w“ B - = : ‘ T | | [,
?§XRET//ORCON//NOFORN - . 7D
. o ‘ b7E
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If you have any questions regarding this matter,

please contact Acting Supervisory Special Agent]

| Thank you for your assistance.

Sincerely yours,

T oo

~3 oy DN
3

.SEqRﬁT//ORCON//NOFORN
. oS
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Dates 04/04/2005

Tos: General Counsel " Attn: National Security Law
Branch, Room 7975
From: Counterintelligence )
CD-3A, Room 4155 b2
Contact: | | . b6
i SR DU R LG S T7C

Approved By:

Drafted By: | tiig

Caéé‘ib“@am:E&(: 278-HQ-C1229736-VIO

“Titleam:fgé:iINTELLIGENCE OVERSIGHT I
: {

{
Synopsiss zsii:Possible_IOB erroxr fé
of information. |

Enclosure (s) : LHM with enclosures ;

ilss (S)

[eEee o]
—3 =3 DD b

e

> on June 10, 2004, at 11:40 a.m. Eastern Standard Time
(EST), the United States Foreign Intelligence Surveillance Court

granted the Fede;al Bureau of InvﬁsLigaL;gn_iEBll_au&thiLx_ﬁo bl
conduct electronic surveillance of ho
be
b7A
b7C
b7E

—subseguent investigation are set forth in the enclosed letter

{S) The pertinent details of the authorization and

is also providing OIPR-with thel

Ty
s
o)
W7
0N
B
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' SE¢RET
e To: General Counsel From: Counterintelligence
"Re~:~..,§< 278-HQ-C1229736-VIO, 04/04/2005

(8
DA
Py R
PR
(U)o e These intercepted calls were not transcribed, 2
‘ 1o or indexed. FBI | translator | and supervisocr bE
have advised that other than hand notes of the >

intercepts, no official transcripts or logs werxe created, and no Lore
records were indexed and/or sent to ELSUR. All hand-written L7k
notes have also since been destroyed, and electronic regords of
calls since December 9, 2004 have been deleted from the

system.

'vst;iﬁzz'r
T2 |

NSL VIO-18069



SEORET
iU}hh$o: General Counsel From: Counterintelligence
Re:-:>gz( 278-HQ-C1229736-VIO, 04/04/2005
LEAD(s) :
Set Lead 1: (Actibn)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

S¥RET
3
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(Mev 01-31-2003)

edwe oM

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE’ ' Date: 03/02/2005
To: Inspection Division Attn: Internal Investigations
‘ Section (IIS)
General Counsel ' Attn: National Security Law
‘ ‘Branch (NSLB)
Counterintelligence = Attn: (CD-3A b7
| - SSh b6
From: | | DZC
| b7E

Contact: GSA|

7
Approved By: 4
K kq
Drafted By: | [orh §
- Case ID #: (S} (Pending)\ + 2 bz
: ' (U) 278-HQ-C1229736-VIO  (Pending)'|! I e
Title: (S} L7E
00:
Synopsis: (U) Report of potential Intelllgence Oversight

Board {(IOB) matter.

(uy Derived
Declassif
Details: . (U) In order to facilitate a review, investigation,.

and disposition of intelligence activity conducted by the FBI
which may have been unlawful or contrary to Executive Orders,
this communication is being submitted to report a potential -
I0B matter. Per electronic communication from Inspection
Division, Internal Investigations Section on 02/10/2005
concerning revised procedures for the submission of reports of
potential 1ntelligence oversight board matters, the following
information is being prov1ded :

(1) Names of the case agent and case supervisor of captioned

investigation; _ //
C SﬁbeT - C | \\C%;v
o . A\ 0
OIG/DOJ Revie pate: ¥ //8/¢ ' N \\ﬂ ’f)/' U
FBIINVEST; IG/DGU INVE: <

OPR UC INTTHATS: NVEST (/\
| | | NSL VIO-18479

. V, - 2005 4 o {“3, O u

T DR bo
7
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SE¥RET

To: Inspectijon Division From: [::::::::]

Re: (8) 03/02/2005

Case Agent: SAl l
Case Supervisor' SSA

(2) Identification of the substantive lnvestlgatlon in whlch
the questionable activity occurred:

(s)

(3) Identification of the target by name:

sy |

(4) Identification of the subject's status as -a United States
person or non-U.S. person:

(s) |

I _

~

i
.

<

b7A
bl

~
O

p7C

bl

oA
b7k

bl

b6
B7A

B7C

b2
b1
b/E

oo
<1

-
.

(6) An explanation of the error believed committed and when it
occurred, including an explanatlon for the delayed subm1531on
of reportlng :

(U) The following is Case Agent's account of all
circumstances and events surrounding the inadvertent capture

hot involving the above-mentioned

‘ ,C?'?\The order autborlulng_ﬂ.esmmis_smmnanne‘r
that included the above-mentioned

was" filed and signed on -November 4., 2004,

SWT

2

NSL VIO-18080




SRCRET

To: Inspgection Division = From:
Re: (8) 03/02/2005 bl
) o b2z
b7A
b7E
A search warrant | '
Isianed on November 4., 2004 -
L5) ) bl
j FETHJ and approprlarte DErSOMNEl TOOR LNE NECessary bTA
grTIons to execute these two authorizations.
_“Ns"0on November 5, 2004, Case Agent was informed by b2
fU!I | office of General Counsel, that the primary b;
and secondary orders had been directed to the appropriate ©
field offices and FBI personnel. Between November_ 5. 2004 and D/A
December 21, 2004, Case Agent coordinated with SA | h7C
a tech agent in the[::::i:]division, and personnel involved 7L
with serving secondary orders to ensure initiation of the
court-authorized search and surveillance. SA] ] informed
Case Agent that he Coordina?ed_wifh Ssal I |
to arrange for surveillance
(s) J
bl
bz
b4
b
- bTA
bB7C
b7D
b7E
o (U) Between December 22, 2004 and February 11 ‘ |
20C5__Case_AaenL_rﬁviewed the email messages provided byt::::] .
to for captioned investigation, on a regular YP
hasis-1 | ) b
b7D
b7E

'sékﬁmT
3

NSL VIO-18081



SEQRET

ection Division From:
)3/02/2005

To:
Re:

. Insyg
(8}

(U) On the morning

fromi |

2005 \gent

OIPR

recelved a tel n 4
about electronic surveillance
, for captioned investigation, provided by e

Case Agent informed

' |that amongst the numerous

provided by |invoLv1ng |
] ISA court order, had also provided a

specified _din the T
Inumber of

that did not visibly involve any of the
| Case Agent informed

| |that These extraneous messages were minimized

(U)

On the afternoon of February 11,
sent an email to Case Agent stating that[:E::]

2005,
had exceeded

the authority granted by the Court, | ]
N | |requ=sted Case Agent shut down_the emall

surveillance until

could ascertain that

had

configured its system in a manner consistent with the

authority granted by the Court.

office on the afternoon of February 11,

- not receive this email from
February 14, 2005. Case Agent
the electronic data provided b
investigation, upon reading
email message from Unit Chie

1

Case Agent was out of the
2005; Case Agent did
untll the morning of
Scontinued surveillance of
for captioned
il and a corresponding
CD-3A, instructing

Case Agent to terminate the surveillance immediately,

coordinate with

to fix the problem,

and provide SSA[:;:::]
with the inappropriately captured materials for sequestration.

(U)
survelllance started on th
to his inability to conduc
away from the office. On the
Case Agent coordinated with SA

SESRET

Case Agent's discontinuance

oon of Fe;ruary 11, 2005 due

Survelllance while being
1 of February 14, 2005,
| the SA responSLble for

4

NSL VIO-18082
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h7A
b7E

b2
b7E

b2

el
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SBRET

To: Inspection Divigsion From:
Re: (8) 03/02/2005

the technical aspects of captioned investigation's FISA |

surveillance. .S informed Case Agent that he woul
communicate with SSA| | | to discuss the A
"situation. ShoTE f iﬁffffiffr' Sa| | contacted Case Agent
rand_xflayed SSA explanation _of the matter. SA
exnlained that Tav strucrure | I!
ntities; 1 a possible to have
multiple According to SA

executed the court order with the language of

1
Jin this manner. SAL__J|expressed to

Case Agent that he did not completely understand SSA
| Iexplanation and could not clearly brief Case

Agent on the situation.

(U) On the afterTQQn_Qf February 14, 2005, Case

Agent communicated with SSA to clarify the requirements
for sequestering| _Case Agent spent the next
two days developing a list of all | received
between December 21, 2004 and the morning of February 11, 2005
that were inadvertently captured. While compilini this list,

it occurred to Case Agent that perhaps Unit Chief :
instructions on February 11, 2005 to "terminate survelllance”
. extended beyond Case Agent's personal discontinuance of

viewing newly captured On the
afternocn of February 200>, Case Agenc reguested SAl
coordinate with and to turn off |
| [ I [ Case Agent then contacted FBI
- “employee | [of |Unit,
on 7 termin could cease

for captioned

rJﬂMEftlgatlon, -Case Agent contacted upon realizin ha
technicians mic be able to halt

Around noon of February 17, 2005,

ent that she turned off|

for capticg tion.
recommende ase Agent contact
Operation vernment Lead, for the sequestering

(u)

[WITT—Show that Case Agent did 1ot review any
received during this time frame. -

: sﬁ%m

5

NSL VIO-18083
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b7A
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To:
Re:

with

of all inadvertently

to an optical disc for turning over to the Court.

.SEéBET'

Inssertibn Divigion From:
(8} 03/02/2005

and SSA

bl

bz
b7A
b7E

8] On February 18, 2005, Case Agent coordinated
[ |to begin purging the ELSUR system
| informed Ssa

that he could sequester the specified data and move it

Case Agent

reviewed | lof captioned investigation, a :

repository Ior pertinent

surveillance, to ensure that no lnappropriate | :
stored in FBI files. On February 18, 2005, Case Agent D4

provided to

5 captured through

a list of all inadvertently ca?tured email b6

were

18]

messages for sequestration. On February 25, 2005, B7A
provided tor§§AE:::::Hand Case A a list of b
for removal this list 9_%
| ik
On March 1, 2005,] | provided to Case Agent an - D7E
updated list| [for sequestration. Later that
day, Case Agent reviewed the updated information and informed
of modifications to the list. Case Agent reques ‘
sequester the final compilation of inadvertent
and coordinate with SSAi:::::] _ :
j*ﬁ;rall_mgssaggs_LhaL_were unrelated'to email
bl
joX!
Do
b7A
b7C
b7D
b7E

Har
6
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S?éRET

To: Inspection Division From:
Re: (S) 03/02/2005
LEAD(s) :

Set Lead 1: (Action)
INSPECTION DIVISION
AT WASHINGTON, DC
(U} Request the Inspection Division take

appropriate action, as necessary, in response to this
potential IOB matter reported by idivision.

Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) Request the Office of General Counsel take
appropriate action, as necessary, 1in response to this
potential IOB matter reported by[::::::ﬁdivision.

Set Lead 3: (Discretionary)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U} Reqguest CD-3A review the provided communication

and take all necessary actions.

*

-SE;(ET .

NSLVIO-18085

bl

b2
b7A
b7E

b2
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SBRRET | o
FEDERAL BUREAU OF INVESTIGATION % oD

- IMMEDIATE

Precedence: Daté: 11/19/2002

To: Inspection Attn: IMU, Room 7837

General Counsel NSLU

From:-l |

Contact: OSAC|

Approved By:

fc

Drafted By:

Case ID #:

BN

o)

T}

= . dYp o
(U) 278-HQ-C1229736-VIO %ﬂpending) o
(uy 278 55479 o

ssal | 4
SA l
| pivision

IOB

Title: (U):

Synopsis: (U)- To report violations of Intelligence Oversight Board

matters.

‘ j%ﬁ: To regquest a waiver of Section III.B.4 of thelAttorney

-Genezal Guidelines (AGG), relating to National Securitv Tetter matters
for - | teférencyg - - - - |case:.
:)%Qi ified by: 1134, ITOS/CTD
nl
Reference: (8) b2
' (8) b7E

Details: (S) ©On 11/18/2002, the | Division was contacted by

CTD. ITQOS 2. MEU reference violation of the most recent AGG as it -
b2z
b7E

ngﬁE? ~ ' = o )

NSL-VIO-lSOB/\X




éECRﬁT

To: Inspection  From: | | e
. Re: (U) 278-HQ-C1229736-VIO, 11/15/2002 - _ o/E
e
— (s) b2
o4
7D
: b7E
_ . - (8) Effective this date | |will cease using the
one NSL that it has received. |requests a waiver of Section
III.B.4 of the AGG as it relates to NSL matters .
will store records pertaining to the other NSLs, as they are Ol
received, until such time that a waiver is approved. | | Y
(50| b7E
>§\ sal . , assigned to'the|
Division, [FET 3
':sj ~ bi
: b2
k6
p7C
b7E

information was being soug utilizing the criminal AGG rather than
the AGG for classified investigations. :

: (U) The ECs for the NSTis were signed off by the supervisor,
CDC, ASAC, and SAC of the iDivision, without notice that the

oo
~J D

™

skfkm'

2

NSL VIO-18087
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. o : b2
To: Inspection From: | | 57E
Re: (U) 278-HQ-C1229736-VIO, 11/19/2002 : o

LEAD (s)

Set Lead 1:

GENERAL COUNSEL

AT WASHINGTON, D.C.

(U} This information is being provided to General
Counsel, National Security Law Unit, pursuant to reporting
requirements of Intelligence Oversight Board matters.
Set Lead 2:
INSPECTION DIVISION
AT WASHINGTON, D.C.
(U) This information is being provided to

Inspection Division pursuant to reporting requlrements of Intelligence
Oversight Board matters.

SEFRET

NSLVIO-18088
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S FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/01/2005
To: Inspection . -~ Attn: Internal Investigations Section
Attn: SAC
CDC

j From: Office of the General Counsel
National Securityv lLaw Branch/CILU/Rgom 7975

Contact:

o0
[ )

Gl 0

~J -

Approved By: Thomas Julie F

Dr;fted By: I |

Case ID #: \(S 278-HQ-1406607-2 S’e:’j mﬁ-z 550
- 278-HO-C1229736-VIO-40  po
(- ) 278] }59479-175 bTE
. | : - i b2
'ritle_:w_\_>s< ssal I : H6
e sA | . b7C
DIVISION ‘ o
INTELLIGENCE OVERSIGHT BOARD (IOB)MATTER VNS L7E

(- "‘syﬁapsis.>@ It is the STy
: 'OGC") that this § Teria g to the IOB.

Counsel
Rather, a record of this decision should be maintained in the

investigative control file for review by the Counsel to the IOB.
Qur analysis follows. ’

: iﬁjl e mw§§< ::B:;i:ﬁg;%%ggiiz:jgfi::::

U 'Referencerw-gé- 278-HQ-C1229736-VIO-40

Administrative: (U) This communication contains one Or'more
footnotes. To read the footnotes, download and print the
document into Corel Word Perfect.

OIG/DOJ Reviex
FBIINVEST.:
OPR UC INITIALS:

SEQRET

L/C

P s
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|:T_T:| Detailgy X By electronic_communication (EC) dated November b2
cit -

s@é&ET
To: Director's Office
From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO-40 03/01/2005

19, 2002 d below)?, the| |Division

reported a possible IOB error in conjunction with an on-going
international terrorism investigation.

bTE

(U~

o

o

(s) |
bl
B7C
B7E
l The case agent promptly
stopped use Oof the NSL results, and on December 6, 2002, the case
agent's superviscr secured the documents provided in response to
the NSL.
R _->(;S(See EC from the Division to the General Counsel, dated November b'j C
19, 2002, Case ID # 278-HQ-C1229736-VIO Serial 40, titled "SSA |SA b7E
[ Pivision, JOB Matter," hereinafter cited as [EC." :
2 S)}-A “United States person” is defined in section IL.W of the March 8, 1999

Attorney Geréral (AG) Guidelines as “an individual who is . . . [a] United States citizen . .. or . .
. a permanent resident alien . . .. This regulatory definition is based on the definition of a

“United States person” as that term is used section 101(t) of the Foreign Intelligence Surveillance
Act (FISA), 50 U.S.C. § 1801 et seq. Section 101(i) states in pertinent part that a ““United States

- person’ means a citizen of the United States [or] an alien lawfully admitted for permanent

residence (as defined in section 1101(a)(20) of the Immigration and Naturalization Act) . ...”

) Me March 8, 1999 AG Guidelines, fully titled "Attorney General Guidelines

- for FBI Foreign Intelligence Collection and Foreign Counterintelligénce Investigations” (FCIG)

were 1n effect at the time of the events in question in this [OB matter. The FCIG were
superseded by current AG Guidelines, the "Attorney General's Guidelines for FBI National
Security Investigations and Foreign Intelligence Collection" (NSIG) on October 31, 2003.

_ SmET
| 2

NSL VIO-18090
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To: Director's Office . ‘ ‘
From: Office of the General Counsel
Re: 278-HQ-C1229736-VI0-40 03/01/2005

“H%"w”""w;:)g(: As required by Executive Order (E.O.) 12863 and
Section Z-

56 of the National Foreign Intelligence Program Manual
(NFIPM), OGC was tasked to determine whether the receipt of

unsolicited material described herein is a matter which must be

reported to the IOB. It need not be.

(U) Section 2.4 of Executive Order (E.O.) 12863,
dated September 13, 1993, mandates that Inspectors General and
General Counsel of the Intelligence Community components (in the
FBI, the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive.” - This language was adopted from E.O. 12334, dated
December 4, 1981, when the IOB was known as the President's
Intelligence Oversight Board (PIOB).

(U) By longstanding agreement between the FBI and the
IOB (and its predecessor, the PICB), this language has been

" interpreted to mandate the reporting of any violation of a

1

o bl

provision of the AG's foreign counterintelligence guidelines or
other guidelines or regulations approved by the AG in accordance
with E.0. 12333, if such provision was designed in full or in

part to ensure the protection of the individual rights of a U.S.

- person. Violations of provisions that are essentially

administrative in nature need not be reported to the IOB. The
FBI 1s required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

><r Section III.B.6. of the March 8, 1999 AG
Guideline&s (FCIG) stated in pertinent part: -

SECRET

NSL VIO-18091
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SEQKET
To: Director's Office
From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO-40 03/01/2005

Mwmwm;:>$§1; Although this provisicn was primarily ‘
adminisfrative in nature, it was designed, in part, to protect

the rights of U.S. persons_because it limited the length of time

that the FBI could conduct] of an individual without review b2
by the props horities. By longstanding agreement between the K75
FBI and IOB, verruns need not be reported to the IOB if they :
are both “inadvertent” and “de minimis in time.” To determine

whether a possible violation of the March 8, 1999 AG Guidelines.
is “inadvertent” and “de minimis in time,” all the facts relevant
to the matter must be considered in their totality.

(8) In this instance, there appears to have been
considerable confusion in applying the FCIG AG Guidelines then in
effect by both by thel -case_agent and the FBI HQ
official advising on the case, for no[j%_overrun occurred in this
instance at all. As cited above, Section III.R.6. of the FCIG AG A
Guidelines| bl

b2
b7E

”

|As no violation of the AG Guidelines

thus occurred, thére 1s no violation that must be reported to the
I10B. S

(=4 I

bl
]
)

b7E

(U) Consistent with our prior opinions, a record of
this decision should be maintained in the control file for future
review by Counsel to the IOB. :

| %CRET |
4

NSL VIO-18092
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To: Director's Offlce
r From: Office of the General Counsel
Re: 278-HQ-C1229736-V1I0-40 03/01/2005

LEAD (s) :
Set Lead 1: (Info)
INSPECTION
AT WASHINGTON, DC
(U) Read and clear.

Set Lead 2: (Info)

I

AT - .
CC: Ms. Thomas | . . ' ‘- ng
ssal | 4 DI

I | b7E
NSLB IOB Library -

*

§E¢RET
S
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()

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ‘ : Date: 08/19/2005

To: General Counsel ’ . Attn: NSLB o

, S Y2
From: Inspection : s ' b6

: Internal Investigationg Section, IPU, Room 11102 n7C
Contact: CRS Ext.
Approved By: FoglevToni Mari
, —
Drafted By:
b2
Case ID.#: . >a< 278-HQ-C1229736-VIO  (Pending)
Title._:.,,v....§< INTELLIGENCE OVERSIGHT BOARD MATTER
' INSD/IIS TRACKING# 1010
~OGC/IOB# 2005 |:|
Synopsis: (U) To report a potentlal Intelligence Over51ght Board
(IOB) matter to the Office of General Counsel, Natlonal Securlty :
Law Branch (NSLB). ‘ .
M~ % Derived From : G-3
, Declassify On: X1
Reference:. 278-HQ-C1229736 Serial 40
e 2 | o

Details: (U) The Internal Investigations Section (IIS) received PR

an EC from[_____ | Division dated 11/19/2002, reporting a
possible IOB error. Based upon a review of the referenced EC it

" is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem approprlate

*"

Yhear

" NSL VIO-18094
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0 ‘Case ID #: ~~~-~~_9>)<263—HQ-0-U - 278 (Pending)

(-

T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' : Date: 09/09/2005

To: | Attn: SAC (Personal Attention)

From: Inspection ' ' v
Internal Investigations Section, IPU, Room 11102 -
Contact: CRSl I Ext. [__] b2

o
Approved By: Fogle Toni Mari , b
b

Drafted By: &ad

Title: ) ssal |

INTELLIGENCE OVERSICGHT BOARD MATTER b‘;
INSD/IIS TRACKING# 1010 _ b6
- OGC/IOB# 2005:| . b7C

Synopsis: (U) To advise that the captioned reporting of
potential Intelligence Oversight Board (IOB) violation has been
reviewed by the Internal Investigations Section (IIS), and is not
considered willful misconduct. This incident is remanded back to
the field for whatever action deemed necessary and appropriate.
Case closed at IIS. ' :

“mw_muw_u”:jﬁi: ived From : G-3 )
) Declasg T X1

Enclosure(s): (U) EC from Division dated 11/19/2002 ?:F
)C} / __l|

' Reference: &) 278-HQ-C1229736 Serial 40

Details: (U) Upon review of | |Division's captioned bZ
report of a potential IOB violation, it is IIS's opinion that the b/E
incident is not indicative of willful miscohduct. IIS only

actively pursues investigations where deliberate and/or

aggravated misconduct is evident, and accordingly, this case is

closed at IIS. ) ' .

(U} IIS does, however, suggest this incident be
potentially considered a possible performance related issue with o
respect to the employee and respective supervisor, and relegates L2
any future action relative to this incident to the discretion of = 7%

'thq Division. .IIS recognizes and appreciates that
this matter was brought to our attention as required by the

NSL VIO-18095
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To: | | From: Inspection
Re: 263-HQ-0-U - 278, 09/09/2005

revisions mandated by National Security Law Branch/OGC EC, dated
1 03/18/2005 (319X-HQ-A1487720 serial 6).

A”»

S%X%ET

NSL VIO-18096
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. ---- Working Copy ---- ' o Page 1
Precedence: ROUTINE S - Date: 11/01/2002 # ,009
To: Director’s Office o oattn: [ |

, : : o OPR, Rm. 7120
General .Counsel : i Kenneth L. Wainstein,
S : National Security Law Unit,
Rm. 7975

From: Inspection : : :
: Inspection Manpagement TInit/Room 7837

‘Contact: ext . b2
Approved By: B7C

‘ Drafted B Vamv
|:'|'_'|':| - Y

Case TD # :}&(1:278>HQ—1402225'(Pending) |
LTitle: N b2
() R

SA ;
[ [DIVISION ' bIc
TOB b7E

{m --Synopsis: >@< Request of the Office of the General Counsel
(OGC) to review the facts of a possible Intelligence Over51ght
Board (IOB) violation.

{u -
Referehcefm:18¥i:278- L71097 Serial 1 = Dp7TE

Details: (S) OGC is requested to review the facts of a possible
_IOR winlation:- Failure to snubmit o an FPRIHO substantive uinit a b
(81 ‘

(s) | |

(3 :

/ (8) [
Case ID : 278-HQ-1402225 ' Serial : 2
' ' SF}%RET
NSL VIO-18097

vz oD -0-U-277

oo




' SE%{%T
---- Working Copy ----

The previous case agent, sa| | submitted
to the Counterterrorism Division point-of-contact (POC) the
requisite 90-day Electronic Communication (EC) and accompanying
LHM. The communications (dated 01/09/2001) were uploaded into

the FBI's Automated Case Support (ACS) system. |

(5

{0}

e On 08/20/2002, the iﬁvestigation was reinitiated
and assi

ed\to SA| | On 10/08/2002, upon review of
the file, the newly assigned supervisor, SSA|
e O acti

determined a year-2002 annual LHM was not submi Ve -

[iffiatlgatlon was conducted prior to reassignment of case to SA

[&)

Referenced communication noted "all involved
personnel are now aware that placing a case_in "Pending Inactive"

status does not obviate the need to submit

SAC,| | recomMmenaed no

admlnlstratlve action be taken in this matter.

LEAD(s) :
Set Lead 1: (Adm)
GENERAL COUNSEL

AT WASHXNGTON ‘D. c

: HChn . review of the attached EC, determine whether
’the 1nformatlon is a reportable IOB violation. If it is

determined, a reportable IOB viclation exists, prepare an
appropriate letter and LHM from Assistant Director Lynn A. Hunt,
INSD and Chief Counsel Kenneth L. Walnsteln, 0OGC, forwarding
matter to the IOB :

SE%ET NSL VIO-18098

o

cCoooUT
R e e R



SEMKET |
---- Working Copy ----
Set Lead 2; {Adm)
DIRECTOR'S OFFICE
AT WASHINGTON? D.C.
( ) - Attached EC is provided to OPR pursuant .to the
'IP Manual art 1, Section 6-7.5. OPR is requested to review

1nformatlon to determine whether disciplinary action is-
warranted.

SEXTTNSL vIO-18099

Page -

3
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lﬁ&gRET Qﬁl

--~~- Working Copy ---- . ~Page 1

Precedence: ROUTINE o Date: 12/22/2004
To: Counterter:orism-' ' Attn: ITOS I1/CONUS II] Team 7,
: . SSA
General Coungel o , ©Attn: National Security Law Unit
From: | -
v : : b2
Contact: SSA | | v - bt ’\\
N o . L7C '
Approved By: ‘ . b7E
Drafted By: | [rih
' o bl
Case ID #: (S) | |(Pending) b2
Title: (S) b6
TA
piC
b7E

-

15

‘Synopsis~vm2§<i To report a possible Intelllgence Uversignt Board
(IOB) violation regarding the use of FISA-derived 1nformat10n to
obtain a Federal Grand Jury Subpoena.

S [Sheps rom i .
o . De rfy On: ’
’ bl
qui bh74

Reference: .(S) bl 02
s) "DIE
‘Details: In accordance with the National Foreign Intelligence o
- Program Manual., Section 2-56 (Intelligence Oversight Board )fﬁ
Matters), is reporting a potential IOB Violation. The b7H
following Is a summary of the substantive investigation:
(S}
bi
(s} ~
o)
: b6
(8) bR
_ . bC
- (8) - bTE

- oy

B
[ONEG RS
TG I N
._’_"j ’*j

151

case ID. | A T 4\\\;\ ------
| - b2 ’Eb“/ETNSLVI% 18100 - M\ |
()Fikf* ‘7




SEXRET

---- Working'Copyb—--- | Page

in international terrorism activities, or activities in support
thereof.

Case Agent: SA | |

: . b6
Supervisor: SSA ‘ bi7C
Date of Violation: December 02, 2004
iS)”“' Date Viclation was Discovered: December 16, 2004
. MM]CNMI
bl
bz
pTA
b7E

Referenced communications were clearly marked
instructing that the information provided could not be
incorporated into any criminal affidavit, criminal court
proceedings, subpoenas, or for other legal or judicial purposes.

Corrective Action: To prevent future 10B violations,
Federal Grand Jury and National Security Letter regquests will be
closely monitored by the supervisor through Lead assignments and
File Reviews, and the case agent will be instructed to review the
web-based training regarding the handling of classified
-information. Additiocnally, the case agent has been instructed to
remove all information provided pursuant to the Federal Grand -
Jury Subpoena from the case file, seal it in an envelope,Aand
secure it in the squad supervisor’s safe until notification of
proper disposal has been obtained.
LEAD(S):
Set Lead 1: (Info)
COUNTERTERRORISM
AT WASHINGTON, D.C.
(- For information.
.Set Lead 2: - (Info)
GENERAL COQUNSEL

AT WASHINGTON, DC

tuijfw:>§z For information.

SESRET NS| VIO-18101
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---- Working Copy ---- ' ;Page 1
Precedence:' ROUTINE ‘ Date: 04/20/2005
To: Counterterrorism - Attn: "ITOS 1/CONUS 2/TEAM 7 :
| . | SA | I b2
Inspection S Attn: IIS .
. . SC Toni Fogle
General Counsel Attn: NSLR
Fromf
CT-1 .
Contact: SA
Approved By: .
: b

Drafted By: tts = b2 i

e &

Case ID ‘#: WS —228=H0.C1220722,VI0 (Pending) - //,/#——\\\\\
(8)

(Pending) DTA ¥
_ ' e\
Title: INTELLIGENCE OVERSIGHT BOARD bIE | |
i[IJ IR IOB MATTER 2005 - A
- | 2 .
bl 0{0 |
(8) b6 P
| 00:CG b7a
picC

11) I

(-

|

o

Case ID : 278-HO-C1229716-VI0 ‘ . gerial : 815

C(E) ‘ v ‘SE\%ET, NSLVIO-18102

SynopsiSE":EB(;;To forward information obtained from Federal
Grand Jury subpoenas that were based on informafion obtained
using FISA-derived information to ITOS 1, CONUS 2=\TEAM 7 as
directed by General Counsel, NSLB. '

Reference: g 278-HQ-C1229736-VIO Serial 781

Enclosure(s) :. . 8J Sealed envelope bearing proper classification
markings coritaining information obtained from Federal Grand Jury
subpoenas that were based on information obtained using FISA-
derived information to ITOS 1, CONUS 2, TEAM 7 as directed by

“General Counsel, NSLB.

Details;~:)8i: In reference communicétion, the Office of the

Geqeral Counsel has informed CG that the referenced matter must
be reported to the Intelligence Oversight Board (IOB} and
referred to the Inspection Division, FBIHQ. As directed by

b7A
b7E



SEXRET -
---- Working Copy ---- . Page

. : — ) , 2
General Counsel, NSLB, Ls forwarding a sealed envelope ?”F
bearing proper classification markings containing information : R

obtained from Federal Grand Jury subpoenas that were based on
information obtained using FISA-derived information to ITOS 1,
CONUS 2, TEAM 7. 1ITOS 1, CONUS 2, TEAM 7 is regquested to submit
the documents to the Cffice of Intelligence Police and Review
(OIPR), Department of Justice (DOJ), for delivery to the FISC and
eventual destruction. :

(U W}ﬁg Also as directed by General Counsel, NSLB, CT-1
SSA has ditecdted all agents assigned to CT-1 to complete web-
training on the handling of FISA-derived information.

LEAD (s) :
Set Lead 1: (Action)
COUNTERTERRORISM
AT WASHINGTON, D.C.
e '

;)Si; For ITOS 1/CONUS 2/TEAM 7. Reguest ITOS 1/CONUS
2/TEAM 7 forward sealed envelope bearing proper classification
markings containing information obtained from Federal Grand Jury
subpoenas that were based on information obtained using FISA-
derived information to the Office of Intelligence Police and
Review (OIPR), Department of Justice (DOJ), for delivery to the
FISC and eventual destruction as directed by General Counsel,
NSLB. . - ) .

‘ Set Lead 2: (Info)

INSPECTION

AT WASHINGTON, DC
""" Read and clear;
Set Lead 3: (Info)

GENERAL COUNSEL

‘AT WASHINGTON, DC

ﬂU?‘b‘ - :jQi: Read-and clear.

SEXRET : -
% NSL VIO-18103
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SBRRET -

---- Working Copy ---- , Page 1.
" Precedence: ROUTINE Date: «<«Dates>>
To: - Attn:  SSA
~ Counterterrorism Attn: ITOS I, Conus II, Team 7 Eg
Inspection Attn: IIS SC Toni Fogle piC
. N . . |-] oy

From: General Counsel

National Security Law Branch/Room 7975
Contact: |
Approved By: _Thomas Julie F

Drafted By:

‘ / &
Uy e : . !
Case ID #: Is¥  278-HQ-C1229736-VIO  (Pending !
Title: (U) Intelligence oversi ht Board dy$ )ﬁ' ?&FL

o (1I0B) Matter 2005{ | b2 A
Synopéiét“:}ﬁi; It is the opinion of the Office of the General
Counsel that the above referenced matter must be reported to the
Intelligence Oversight Board (IOB) and referred to the Inspection
Division, FBIHQ. OGC will prepare and deliver the required
coxrespondence to the IOB. Our analysis follows.
3;%<i '~ Deri From . -3 | b/
. Declagsi X1 |:|::|°" U
1 VEST.
4 Co—— Uc L
b2z ‘eference: (S)
b7A (S)
L7E (s)
Administrative: (U). This communication contains one or more v
footnotes. To read the footnotes, downlocad and print the document -
in Corel WordPerfect . » » )
Detalls electronjc communication (EC) dated December 22, ~'bfr
M 2604, the Division reported this potential IOB piE
matter. 11 : . » _ .
(S//0C, NF) l _
bl
Dz
b7A
DIE

 Case ID : 278-HQ-C1229736-VIO . Serial : 781
= . : sEﬂéET
NSL VIO- 18104
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---- Working Copy ---- Page 2

-

bl

b7A

DTE

Z

Moo = Disregarding the caveats contained in the ECs from CAU b2
i hthe Division sought and obtained Federal Grand v
g b7A

Jury Subpoenas (seeking .
subscriber information for telephone numbers in : p7E
thel |area) based on FISA-derived 1nformatlon

) - : : 2
CITH wwwwé:iai: To prevent future IOB violations, stated that LTE
the squad sUpervisor would closely monitor Federal Grand Jury and

National Security Letter reguests through lead assignments and ‘file
reviews, and the case agent will be instructed to review the web-
based training regarding the handling of classified information.
Additionally, the case agent has been instructed to remove all
information provided pursuant to the Federal Grand Jury Subpoena
from the case file, seal it in an envelope, and secure it in the
squad supervisor’s safe until notlflcatlon of proper disposal has
been obtained.i3”

.;:jgi:;As required by Executive Order (E.O.) 12863 (Sept. 13,
1993) &nd Settion 2-56 of the National Foreign Intelligence Program
Manual (NFIPM), OGC was tasked to determine whether the _
surveillance errors described here are matters that should be
reported to the IOB. We believe that the reported act1V1ty
requires IOB notlflcatlon

(U) Section 2.4 of E.C. 12863 mandates that the heads of
Intelligence Community components report all information to the IOB
that it deems necessary to carry out its responsibilities. That
section requires Inspectors General and General Counsel of the
Intelligence Community to report "intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
order or Presidential directive." This language has been
interpreted to mandate the reporting of any viclation of guidelines
or regulations approved by the Attorney General, in accordance with
E.0. 12333, if such provision was designed in full or in part to
protect the individual rights of a United States person. This
includes violations of agency procedures issued under E.O. 12333,
unless they involve purely administrative matters. 14

For the FBI, the Office
of the General Counsel (OGC) submits reports to the
I0B.i5” . o o :

Ame Dissemination of information acquired under the FISA

is subject to minimization proécedures approved by the Foreign

- Intelligence Surveillance Court (FISC) and other provisions

specified in that act. 50 U.S.C. 1806(b); The Attorney General’s
‘Guidelines for FBI Forelgn Intelllgence Collectlon and Forelgn

S’"?”@ET NSL VIO-18105
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Coﬁnterintelligence Investigations (NSIG) Section VII.C.1. The

.FISA provides that in"o information acquired pursuant to this

(o

(m

(5

o

title shall be disclosed for law enforcement purposes unless such
disclosure is accompanied by a statement that such information, or
any information derived therefrom, may only be used in criminal '
proceedlngs with the advance authorization of the Attorney
General.i6”

..... ;:;ﬁg{; It is noted that[:::::::]instructed the case agent to
remove-4l

INnformation. provided pursuant to the Federal Grand Jury
Subpoena from the case file, seal it in an envelope, and secure it
in the squad supervisor’s safe until notification of proper
disposal has been obtained.

L WWEB(;'OGC is required to report the possible IOB error in
accordan ith E.0. 12863 and Section 2-56 of the NFIPM OGC will

prepare and deliver the required correspondence.

3

b2

b7

[

O T U0
A

bt

* * FOOTNOTES * *

ilf+ﬂm?§(f Seea EC,” Cése ID 4

izj;::}az: The ECs from CAU contained the following paragraph:

m- Details;::ﬁsi::This document is classified "SEE§€§*{éSfORN“'
Portions of this document carrying the "S//NF"

: vc1a551flcatlon may not be incorporated into any criminal

“affidavit, criminal court proceeding, or unclassified
investigative file. Information carrying this
classification may be utilized in a criminal proceeding when
obtained  independent of this document.  The information in
this communication is intended to be used for lead or
background information purposes only. Hard copies of this
document must be maintained in a classified file or in a
classified sub-file of any criminal investigation.

bl

TOT IHIS INFORMAETIUN IS FPROUVIDED ONLYI FOUR INIELLIGENCE
PURPOSES IN AN EFFORT TO DEVELOP POTENTIAL INVESTIGATIVE
LEADS. IT CANNOT BE USED IN AFFIDAVITS, COURT PROCEEDINGS,
SUBPOENAS, CR FOR OTHER LEGAL OR JUDICIAL PURPOSES.

bl
b2

igj‘: fﬁdﬁ See EC, Case 1D .#]

h7A
bTE

S ig” (U ) The FBI is required to maintain for three years records

of

" the

admlnlstratlve violations for possible review by the Counsel to -

I08, together w1th a copy of the opinion concerhing the basis for

the
determination that IOB notification was not required.

inuwm.”:iSf;__:)ﬁi: See EC from Inspection Division to All "Divisions; -

‘SERRET NSL VIO-18106.
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Title:

Revised Procedures for the Subm1551on of Reports of Potential
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-
Al1247863 . : ‘ . ’

Serial 172 at 4 (2/10/200%5)

i6”: (U) 50 U.S.C. 1806(b). See Memorandum from the Attorney
General to Director, FBI, Assistant Attorney General, Criminal

Division, ‘Counsel for =~ Intelligence Policy, United States
Attorneys; ‘ . .
Subject: Intelligence Sharing Procedures for FOreign Intelligence
and ' o
Foreign Counterlntelllgence Investigations Conducted by the FBI
(March

6, 2002) at S.
LEAD(s) : ' .

Set Lead 1: {Action)

ATl |

(U) In addition orrective measures described in o
the referenced serial 1386, Iis requested to provide training o>
to all Special Agents who handle SA-derived information with b2
training on proper handling of that information.[ ____ Jalso is = DVA
requested to sequester all information obtained from Federal Grand h7E

Jury subpoena that were based on information obtained using FISA-
derived information, and seal and forward the information via
appropriate Secret correspondence to ITOS I, Conus II, Team 7, for
submission to the Office of Intelligence Policy and Review (OIPR),
Department of Justice (DOJ) for delivery to the FISC and eventual
destruction. ; L . -
Set Lead 2: (Action)

COUNTERTERRORISM

AT WASHINGTON, DC

’ (U) Obtain the sequestered material and deliver it to
OIPR. : - .

Set Lead 3: IDiscretionary)
INSPECTION . |
}AT_WASHINGTON, DC

(U) For review andvactibnideemed appropriate.

SE}(“ NSL VIO-18107
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<<Date>>
BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
New Executive Office Building
Washington, D.C.

Dear Mr. Langdon:

Enclosed for your information is a self-explanatory
letterhead memorands entitled "Intelligence Oversight b2
Board (IOB) Matter, Field Office, IOB Matter 2005fi:]'_ 7
(U) ' - : '

This LHM sets forth details of investigative activity which
the FBI has determined was conducted contrary to the Attorney
General‘s Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection, and/or laws, Executive Orders,
or Presidential Directives that govern FBI foreign
counterintelligence and international terrorism investigations.
() :

Enclosufe

1 -rM:s__I.l:lc:.ma.s_.|

1 -

1 - 278-HQ-C1229736-VIO
1 - Inspection (IOB 2005

o
8o

(O

UNCLASSIFIED WHEN
- DETACHED FROM
CLASSIFIED ENCLOSURE

from:

. e v e e e e e e A — Em e — — — — — - — e e e — = m = e e = e e = =
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Should you or any member of your staff require additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U

Sincerely,

Julie F. Thomas
Deputy General Counsel

‘1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Rocom 5111

1 - Mr. James A. Baker :
Counsel, Office of Intelligence Pollcy and Rev1ew
U.S. Department of Justice
Room 6150

, : 4 . 2
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER -
L FIELD OFFICE o
‘TOB MATTER 2005{::](U

: __Review of this JoRmatrax has determined that on August ﬂ
-4, 2004, opened a investigation on U.S. v B2

persons, predicated on _information that a group of Yemeni mini- - e

market owners in the area were engaging in or . Dk

~SEERETNSL VIO-18109
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sbpporting international terrorism activities On August 5, 2004
and Navambhar 22 2004 |

| ' |
provided| - and other CTD sections information-derived from
surveillance ‘that had been authorized pursuant to the Foreign
Intelligence Surveillance Act (FISA). CAUs Electronic
‘Communications (ECs) to CTD clearly instructed that the FISA-
derived information provided could not be incorporated into any
criminal affidavit, criminal court proceedings, subpoenas, or for
other legal or 3ud1c1al purposes Despite the caveats to this
effect contained in the ECs,uthe[::::i:]Division sought and
obtained Federal Grand Jury Subpoemnas (seekinag suhascriber

information for telephone numbers in the area)
based on FISA-derived information.

: ' To prevent future IOB v101atlonSJ stated that

ﬂththe squad supervisor would closely monitor Federal Grand Jury and
‘National Security Letter reguests, and instruct the case. agent to o
review the web-based training regardin dling of D
classified information. Addltlonally,E:ff;:;fjlnstructed the hTE
case agent to remove all information provided pursuant to the -
Federal Grand Jury Subpoena from the case file, seal it in an
envelope, and secure it in _the sgquad supervisor’s safe. FBIHQ
has requested further thatg;;;:;f:]provide training to all
Special Agents who handle -derived-information with training
on proper handling of that information, and sequester all
information obtained from Federal Grand Jury subpoena that were
based on or obtained using FISA-derived information, and seal and
forward the information via appropriate Secret correspondence to
FBIHQ for submission to the Office of Intelligence Policy and
Review (OIPR)}, Department of Justice (DOJ), for delivery to the
Foreign Intelligence Surveillance Court (FISC) and eventual
destruction. : : ' '

t-'«
~1 DD

O .)_,

This matter has been referred to the FBI's Inspection
Division for action deemed appropriate. (U)

(-

. MLVIO-IBHO
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 08/17/2005
To: General Counsel v Attn: NSLB

From: Inspection

Internal Investigation ti IPU, Room 11102
Contact: CRS Ext. | | ,

Approved By: Fogle Toni Mari bz
- : o , e

Drafted By: J&J biC

Case TD #1 >< 278-HQ-C1229736-VIO  (Pending)

Title: t&( INTELLIGENCE OVERSIGHT BOARD MATTER .
INSD/IIS TRACKING# 962 ' B
OGC/IOB# 2005 - e

Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB)

U mmmew
assify Om: b.

Reference: (S) 6TE
278-HQ-C1229736—VIO Serial /81 :

Details: U) The Internal Investigations Section (IIS) received |7
an EC from Division dated 12/22/2004, reporting a b;T
possible IOCB error. Based upon a review of the referenced EC it e
is the IIS's opinion the incident described therein is indicative

of a performance issue. Therefore, no internal investigation

will be conducted by the IIS and thlS matter is being relegated

to the NSLB for whatever action they deem approprlate

SESKET .
NSL VIO-18111
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE . Date: 09/02/2005

To: . Attn: SAC (Personal Attention)

From: Inspection ' - e
' Internal Investigations Section, IPU, Room 11102 o)
Contact: CRS Ext.[::::] b6

Approved By: Fogle Toni Mari

Drafted By:  kas
“-” Cage ID. #: o §V 263-HQ-0-U - 267 (Pending)
| mﬂmitle:“">§£ ssal |
(I ey
INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING #962

0GC/IOB# 2005{ |

Synopsisg: (U) To advise that the captioned reporting of
potential Intelligence Oversight Board (IOB) violation has been
reviewed by the Internal Investigations Section (IIS), and is not
considered willful misconduct. This incident is remanded back to
the field for whatever action deemed necessary and appropriate.
Case closed at IIS.

::§{:: Doty From: G-3 . bl
Dec ty 1 X1 ' b2

o b
Enclosure(s): EC from| |Division dated 12/22/20041 o

Reference: (S)

Details: (U} Upon review ofl |Division’s captioned report oV
of a potential I0B violation, it is IIS's opinion the incident is b7E’L
not indicative of willful misconduct. IIS only actively pursues '
investigations where deliberate and/or aggravated misconduct is

evident, and accordingly, this case is closed at IIS.

(U) 118 does however, suggest this incident be
potentially considered a possible performance related issue with

respect to the employee and respective supervisor, and relegates .h?
any future action relative to this incident to the discretion of - :§F
the[:::::::]Division‘, IIS recognizes the fact this matter was . ~'~

e
NSL VIO 18112
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- To: | | From: Inspection
Re: = C1229736-VI0, 09/02/2005.

. brought to our attention as required in accordance with the
revisions mandated by National Security Law Branch/OGC EC, dated
03/18/2005 (319X~ HQ -A1487720 serial 6)

*"
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