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b6 
b7C 
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Synopsis: (S) EC to report p "ng.gihlp tor vioiai-inn committed 
by writer in investigation of 
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Enclosure(s): (S) Enclosed for NSLB are an EC dated 03/21/2005 

• with all of it's enclosures,£ 
:ontaining tqll records received 
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b2 
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bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 

" b7E 

NSL VIO-18043 
7Jp3'0 "O -299 



S2&RET 
W n y V i ria P o n y Eaae 

IS) Writer began to review the response from 
Upon reading the suhgrnhpr i nfm-mat-i rm wrirpr 

rpal-î r̂l fhp namp was nnf iHpnfifiahip with 

one digit difference betweenf 
was the nuber I 

tNotfi: There is only 
/hich 

Liuori realization 01 tnia error, writer ul 
and advised him of these details. CDC 

Ennnnsn 

reqUéSTéd writer prepare a report of possible IOB violation. 

L J J U 

(S) 

Writer was unable to determine if the incorrect 
telephone number was the result of the interviewee providing 
incorrect information or a mistaken note taking by the writer 
during the interview. The interviewee has since obtained legal 

b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 
bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

counsel 
interview. 

and is no longer available for re- bl 
b7A 

(U) - • W a i t e r has enclosed the results of the NSL for 
destruction as they are not needed for, or related to, the 
current investigation. 

LEAD(s): 

Set Lead 1: (Info) 

ALL RECEIVING.OFFICES 

(U) For info only. 

SEOfRET 
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(01/26/1998) 

SECRET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence ! ROUTINE Date: 06/01/2005 

To: Inspection 
Counterterrorism 

Attn: IIS 
Attn: AD 
Attn: SAC, CDC 

From: General Counsel 
Counterterrorism Law Unit II 
Contact: 

b2 
b6 
b7C 
b7E 

Approved By: Thomas Julie F 

(U) 
Drafted By: [ 

(U) 

(U) 

( U ) 

ID) 

(S) 

Case ID #. 

Title: 

Ì M r 2 78 -HQ-C122 973 6 - VIO — ¿Q^j 
(S) 

SA 
S SA 

bl 
b2 
b7A 
'b7E 

b2 
b6 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER b7C 
IOB 

Synopsis: It is ̂  the ̂ pästuSST of the Office of the General 

Intelligence Oversight Board (IOB), but, rather, that a record of 
this decision should be maintained in the investigative control 
file for review by the Counsel to the IOB. 

Reference : 

X 
2 78-HQ-C122 973 6-VIO Serial 823 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 8.0. 

Details : (S) 

ÜC 
b6 
h i p OIG/DOJReviff 

FBI INVEST.: 
OPR UC INITIAI 

DATE 
IG/DOJ INVEST: 

ésult of witness 

y 4 5 y 

bl 
b6 
b7A 
b7C 
b2 
b7E 



SjàSRET 

To: Inspection From: General Counsel 
R e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O , 05/10/2005 

interviews, SA 
(S) namedsubject's phone number 

as the 
On or around 01/04/2004, a 

National Security Letter for Hiihsprihpr information and tnl 1 
records was served upon the provider, 

b2 
b4 
b6 
b7A 
b7C 
b7D 
"b7E 

(S) 

(S) 

(S) After receiving the requested information from the 
provider, SA realized that the subscriber information 
did not correspond with that of ]~hp farrrpt--I 
Subsequent research has revealedl 
phone number to be The error appears to have been 
the result of either tne interviewee providing incorrect 

correct cell 

information or mistaken note taking by SA [ The 
intervieweehassinceobtainedlegalcounsel 
making him unavailable for re-interview. 

Immediately upon reviewing the subscriber 
information, "SA 
At no time did he or his 

discontinued his review of the records. 
supervisor, SSA | view the 

Rather, he has 
submitted the results of the NSL to OGC, for final disposition. 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of 
guidelines or regulations approved by the Attorney General in 
accordance with EO 12333, dated 12/04/1981, if such provision was 
designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB may 
review them upon.request. 

bl 
b6 
b7A 
b7C 

bl 
b6 
b7A 
b7C 

3^6 SECRET 

NSL VIO-18046 



<u> 

(U) 

To: .Inspection From: General Counsel 
Re : 218-HQ-C1229736-VIO, 05/10/2005 

(U)-

b6 
b7C 

srroneously 
he did so 

f̂cŜ C In the instant matter, SA 
issued an NSL for an incorrect phone number. However, 
in good faith, while relying upon an investigative source for his 
information. Further, immediately upon reviewing the subscriber 
information, he discontinued his review of the records and 
properly sequestered the. information. 

X Consequently, based on the above analysis, this 
matter will be treated by OGC as essentially' administrative in 
nature. In accordance with the above guidance, OGC will maintain 
a record of this matter for possible future reference by the 
Oversight Board and forward the CD-ROM to OIPR to-be sequestered. 
Inspection is also requested to maintain a copy of this opinion, 
documenting the nonreportable nature of this issue. 

SIj/\RET 

3 

NSL VI018047 



SECRET 

'" ~ al Counsel 

LEAD (s): 

Set Lead 1: (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2: (Action) 

COUNTERTERRORISM 

AT WASHINGTON DC 

(U) Read and clear. 

Set Lead 3 : (Action) 

05/10/2005 

At 

(U) For action deemed appropriate. 

b2 
b6 
b7C 
b7E 

l 

4 

NSL VIO-18048 
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se)8^ET 

FEDERAL BUREAU OF INVESTIGATION 

( U ) 

(U)-

(U) 

Precedence: ROUTINE 

To: General Counsel 

Date: 09/07/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section, IPU, Room 11102 
Contact: CRS Ext.' ' 

Approved By: Fogle Toni Mari 

Drafted By: 

b2 
b6 
b7C 

Case ID # 

(U) Title: 

2 78 - HQ-C122 973 6 -VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1044 
OGC/lOB# 2005-j ~| 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

Reference: 

b2 

278-HQ-C122 973 6-VIO Serial 823 
278-HQ-C1229736-VIO Serial 869 

Details: £y2 
an EC from 
IOB error. 
IIS ' s 

The Internal Investigations Section (IIS) received 
I Division dated 4/20/2005, reporting a possible 

Based upon a review of the referenced EC it is the 
opinion the incident described therein is indicative of a 

b2 
b7E 

performance issue. Therefore, no internal investigation will be 
conducted by the IIS and this matter is being relegated to the 
NSLB for whatever action they deem appropriate. 

3^!RET 

NSL VIO-18049 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION 

<u> -

(U) 

Precedence: ROUTINE 

To: 

Date: 09/12/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Serf.ion. TPTT. _Ronm 1110? 
Contact: CRS Ext 

b2 
b6 
b7C 
b7E 

Approved By: Fogle Toni Mari 

2 63-HQ-0-U - 299 (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKINGtt 1044 
0GC/I0B# 2005-1 

b2 
b6 
b7C 

Synopsis: (U) To advise the captioned reporting of potential 
Intelligence Oversight Board (IOB) violation has been reviewed by 
the Internal Investigations Section (IIS), and is not considered 
willful misconduct. This incident is remanded back to the field 
for whatever action deemed necessary and appropriate. Case 
closed at IIS. 

Enclosure(s): 

Reference 

dated 04/20/2005 

278-HQ-C122 9736-VIO Serial 823 
2 78-HQ-C122 973 6-VIO Serial 869 

Details: (U) Upon review of 
of a potential IOB violation" TE" 

Division's captioned report 
is IIS's opinion the incident is 

b2 
b7E 

not indicative of willful misconduct. IIS only actively pursues 
investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the| |Division. IIS recognizes and appreciates this matter 
was brought to our attention as required by the revisions 

b2 
b7E 

NSL VIO-18050 



To:I I From: Inspection 
Re: 2 63-HQ-0-U - 299, 09/12/2005 

mandated by National Security Law Branch/OGC EC, dated 03/18/2005 
(319X-HQ-A1487720 serial 6). 

SE 

NSL VIO-18051 



(Rev. 01-31-2003) 

sjj&ret/orcon/noforn "jf- 10 

FEDERAL BUREAU OF INVESTIGATION 

(S) 

Precedence: IMMEDIATE 

To: Counterintelligence 

OGC 

VÎN! NSD 

Attn: 

Attn: 

Attn: 

Date: 03/02/2005 

CD-3A, room 415 5, 
SSA 

NSLB, 

IIS 

From: 

Contact: 

Approved By: f 
3 

eiàflfîfliB If 651' 
KSIS'01: (c/ä'J' 
:ii8iirf öl: os-

Drafted By: 

Case ID #: (S pending) 
278 -HQ-C1229736 - VIO 

fjd 

Title: (S) 

(Case Agent 
(Acting Supervisor 

b2 
b6 
b7C 
b7E 

bl 
b2 
b7A 
b7E 

bl 
• b6 
'b7A 
. b7C 

f) Synopsis : Òsi) To provide Counterintelligence, CD-3A, with the 
attached letter with enclosures for provision to the Office of 
•Intelligence Policy and Review (OIPR), if appropriate, and to 
advise NSLB of same as potential IOB violation. 

Enclosure(s): 
to OIPR. 

v/OC/NF) • LHM with enclosures for dissemination 

Details: (S) On June 10, 2004, at 11:40 a.m. Eastern Standard 
Time (EST), the United States Foreign Intelligence Surveillance 
Court granted the Federal Bureau of Investigation (FBI) authority 

bl 
b7A 

SSB̂jRET/ORCON/ NOFORN 

OlG/DOJRi 
FBIJNVEST. 

N S L y p ß ^ " 

DATE: 
ÌG/DOJ INVEST.: 

b6 
b7C ^ 

f 

LI . 



SE^ET/ORCON/NOFORN 

To : 
Re : 

rmmt-PT-i n t p 1 1 irrpnrp From: 
:s) 03/02/2005 

bl 
b2 
b7A 
b7E 

The pertinent details of the authorization and 
subsequent investigation are set forth in the enclosed letter 

is also providing OIPR with the original 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b7A 
b7E 

(U) " These intercepted calls were not transcribed. {V J I"" ' J IT logged or indexed. FBI| (translator and supervisor 
pave advised that other than hand notes of the 

intercepts, no official transcripts or logs were created, and no 
records were indexed and/or sent to ELSUR. All hand-written 
notes have also since been destroyed, and electronic, records of 
calls since December 9, 2004 have been deleted from the 

b2 
b6 
b7A 
b7C 
b7E 

attached 
violation. 

Based on the circumstances described in the 
etterj" | does not believe this is a potential IOB b2 

b7E 

SÉp^ET/ORCON/NOFORN 

2 

NSL VIO-18053 



SE^ET/ORCON/NOFORN 

To: Counterintelligence From: 
Re: (s: 03/02/2005 

LEAD(s): 

Set Lead 1:(Action) 

COUNTERINTELLIGENCE 

AT WASHINGTON, DC 

bl 
b2 
b7A 
b7E 

(U) 

Set Lead 2:(Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC v Read and clear. 

IU| 

S/ Disseminate attached LHM with enclosures 
to OIPR. 

SECRET/ORCON/NOFORN 

j 

NSL VIO-18054 



S^&ET//C.K-0N//N0F0RN 

U.S. Department of Justice 

Federal Bureau of Investigation 

In R e p l y . P lease R e f e r to 

F i l e N o . 
b2 
b7E 

BY FEDERAL EXPRESS 

March 2, 2005 

James A. Baker 
.Counsel for Intelligence Policy 
Office of Intelligence Policy and Review 
U.S. Department of Justice, Room 6150 
950 Pennsylvania Ave. N.W. 
Washington, D.C. 20530 

(3) 
RE : 

Dear Mr. Baker: 

bl 
b2 
b7A 
b7E 

bl Enclosed for notification to the United States Foreign 
Intelligence Surveillance Court (FISC) and/or sequestration with 
the FISC, if appropriate, are two (2)1 ^ 'A 

b7E 

On June 10, 2004, at .11:40 a.m. Eastern Standard Time 
(EST), the United States Foreign Intelligence Surveillance Court 
granted the Federal Bureau of Investigation (FBI) authority to 

The authorization was based, in part, on the 
following:.results of a National Security Letter (NSL) to 

SÉJ^RET/ /ORCON//NOFORN 

bl 
b2 
b6 
b7A 
b7C 
b7E 
b2 
b4 
b7A 
b7D 
b7E 

NSL VIO-18055 



bl 
b2 

SE&ET//ORCON//NOFORN 
b6 
b7A 
b7C 
b7D 
b7E 

bl 
b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

: ; bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 

• ; • b7E 
SE^ET//ORCON//NOFORN 

2 NSL VIO-18056 



(S) 
< SÇ&RET//ORCON//NOFORN 

bl 
b2 
b7A 
b7E 

If you have any questions regarding this matter, 
please contact Acting Supervisory Special Agent 

Thank you for your assistance. 
b2 

Sincerely yours, . . 
• b7C 

SE(^KÉT//ORCON//NOFORN 
-y J 

NSL VI018057 



FD-962 (Rev. 05-02-2003) 

( U ) 

(S) 

(S) 

Precedences ROUTINE 

To; General Counsel 

From; Counterintelligence 
CD-3A, Room 4155 
Contacts 

Date ; 04/04/2005 

National Security Law 
Branch, Room 7975 

Drafted By 

Case ID #-;-

(U) Titles 

139 

¿M"*i ! 'if''i'!-1» ••fflmi1» ¿i lvj 
V •• '¿s >„:< 

/û4/mc-- fri*. HOOG-

^ ^ 278-HQ-C122973 6-VIO 

INTELLIGENCE OVERSIGHT 1 

(U) S y n o p s i s s P o s s i b l e IOB error f< 
of information. 

•J1 X 

Enclosure(s)s LHM with enclosures 

Details s (S) 

t ' 

On June 10, 2004, at 11:40 a.m. Eastern Standard Time 
(EST), the United States Foreign Intelligence Surveillance Court 
granted the Federal Bureau of Investigation (FBI) authority to 
conduct electronic surveillance of 

(S) The pertinent details of the authorization and 
subsequent investigation are set forth in the enclosed letter-. 

is a1so providing 01PR with the 

X 

b2 
b6 
b7C 

bl 
b2 
b7A 
b7E 

bl 
b2 
b7A 
b7E 

NSL VIO-18068 

àooì b2 



SECRET 

(U) TO: 
Re: 

General Counsel From: Counterintelligence 
2 78-HQ-C122 973 6-VIO, 04/04/2005 

(S) 

bl 
b7A 
b2 
b7E 

(U) ~^£S<^These intercepted calls were not transcribed, 
logged or indexed. FBI translatorf and supervisor b2 

] have advised that other than hand notes of the 
intercepts, no official transcripts or logs were created, and no 
records were indexed and/or sent to ELSUR. All hand-written 
notes have also since been destroyed, and electronic records of 
calls since December 9, 2004 have been deleted from the 
system. 

b7C 
b7E 

Slj&RET 
2 

NSL VIO-18069 



SB&RET 

To: General Counsel From: Counterintelligence 
Re: 2 78 - HQ - C122 973 6 - VIO, 04/04/2005 

LEAD(s): 

Set Lead 1: (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 

SECRET 

NSL VIO-18070 



(Rev ü I-3 1-2003) 

tk l o i 4 
FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection Division 

General Counsel 

Counterintelligence 

Attn: 

Attn: 

Attn: 

Date: 03/02/2005 

Internal Investigations 
Section (IIS) 
National Security Law, 
Branch (NSLB) 
CD-3A 
S SA 

From: 

Contact : 

Approved By: 

SA 

4 
Drafted By: 

Case ID #: (S) 
(U) 

brh 
\b à (Pending) 

2 78-HQ-CI22 973 6-VIO (Pending)r| 1 ' 

Title: (S) 

w r 

Synopsis: (U) Report of potential Intelligence Oversight 
Board (IOB) matter. 

(U) 

Details: . (U) In order to facilitate a review, investigation, 
and disposition of intelligence activity conducted by the FBI 
which may have been unlawful or contrary to Executive Orders, 
this communication is being submitted to report a potential X 
IOB matter. Per electronic communication from Inspection 
Division, Internal. Investigations Section on 02/10/2005 
concerning revised procedures for the submission of reports of 
potential intelligence oversight board matters, the following 
information is-being provided: 

(1) Names of the case agent and case supervisor of captioned 
investigation: 

b6 
b7C 

6 

% 

<3-0 <3 J 
NSL VIO-18Ö79 

b2 Q-lf 3- Ô-Û f/ 

b2 
b6 
b7C 
b7E 

bl 
b2 
b7A 
b7E 



SECRET 

(S) 

To: Inspection Division From 
Re : (S) 03/02/2005 

Case Agent: SA 1 
:: SSA 

(2) Identification of the substantive investigation in which 
the questionable activity occurred.: 

(S) 

(3) Identification of the target by name: 

LSJ—I 

(4) Identification of the subject's status as. a United States 
person or non-U.S. person: 

(6) An explanation of the error believed committed and when it 
occurred, including an explanation for the delayed submission 
of reporting: 

(U) The following is Case Agent's account of all 
circumstances and events surrounding the inadvertent capture 

hot involving the above-mentioned 

(S) 
j ^ \ T h e order authorizing electronic surveillance 

that included the above-mentioned | 
was filed, and signed on November 4, 2004, 

SE^ET 

bl 
b2 
b7A 
b7E 
b6 
b7C 
bl 
b2 
b7A 
b7E 

bl 
b7A 

bl 
b7A 

NSL VI018080 



SflCRET 

(S) 

(U) 

To : 
Re : 

Insp 
(S) 

pnfinn ni vi pinn From: 
03/02/2005 

a sparrh warrant 

Isianed on November 4. 2 0 04 

dCLiony 

c 

FW1HU Artd appropriate personnel COOK tne rteOesSary 
to execute these two authorizations. 

^fSy^On November 5, 2004, Case Agent was informed by 
Office of General Counsel/ that the primary 

and secondary orders had been.directed to the appropriate 
field offices and FBI personnel. Between November R. ?0f)4 anri 
December 21, 2004, Case Agent coordinated with SA 
a tech agent in the ~| division, and personnel involved' 
with serving secondary orders to ensure initiation of the • 

SA | | informed^ court-authorized search and surveillance. 
Case Agent that he mnriiinatpfi with ssa f 
to arrange for surveillance 

bl 
b2 
b7A 
b7E 

.bl 
b7A 

b2 
b6 
b7A 
b7C 
b7E 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

(U) Between December 22, 2004 and February 11 
20&5 P^qo ananh reviewed the email messages provided by 

I for captioned invssfiaat.inn. nn a regular b2 
b4 
b7D 
b7E 

NSL VIO-18081 



SE^ET 

TO: Tnsnprt-inn nivisinn From : 
Re: (S) )3 /02/2005 

bl 
b2 
b7A 
b7E 

b2 
b7E 

received 
i nrm -i -rorl 

JJ, 2 0 0 5 
OIPR. 

(U) On the morning of February 
a telephone call from 
about electronic surveillance 
for captioned investigation, provided by 

Pa ao Agent 

Case Agent 
provided by 

specified_ in the F 
number of 

informed 
involving 

¡SA court 
that did 

order, 
not visibly 

that 
thdZ 

amongst 
Hie" 

the numerous 

had also provided 
involve any of the 

Case Agent informed 
that these extraneous messages were minimized 

(U) On the afternoon of February 11. 2005, 

[ 
sent an email to Case Agent stating that 
the authority granted by the Court, [ 

had exceeded 

requested Case Agent shut down the email 
iliance until| | could ascertain that had surve 

configured its system in a manner consistent with the 
authority granted by the Court. Case Agent was out of the 
office on the afternoon of February 11, 2005; Case Agent did 
not receive this email from until the morning of 
February 14, 2005. Case Agent discontinued surveillance of 
the electronic data provided by 
investigation, upon reading 

for captioned 
Tpmai1 and a corresponding 

CD-3A, instructing email message from Unit Chiel 
Case Agent to terminate the surveillance immediately, 
coordinate with| |to fix the problem, and provide SSA 
with the inappropriately captured materials for sequestration. 

(U) Case Agent's discontinuance 
surveillance started on the afterr^nnn of February 11, 2005 due 
to his inability to conduct 
away from the office. On 
Case Agent coordinated with SA 

surveillance while being 
the ipnm-i nn 0f February 14, 2005, 

J the SA responsible for 

SE^ET 

b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

b6 
b7C 

NSL VIO-18082 



sfe^lET 

To: 
Re: 

Inspection Division From: 
(S)ì 103/02/2005 

the technical aspects'of captioned investigation's FISA 
SA surveillance. 

communicate with SSA 
situation. Shortly thereafter. 

informed Case Aaent that he would 
to discuss'the 

and reiaved SSA| 
J I pvnl a i neH that I 3 I ma-

SA 
explanatioi 

may Pit rnct 11 re 

contacted Case Agent 
nf the matter. SA 

S) 

multiple \_ 
J are different entities; it may be possible to have 

According to SA 
J executed the court order with the language of 

expressed to in this m a n n e r . S A 
Case Agent that he did not completely understand SSA 

explanation and could not clearly .brief Case 
Agent on the situation. 

(U) On the afternoon 
Agent communicated with SSAI 
for sequestering 
two days developing a list of all 
between December 21, 2004 and the 
that were inadvertently captured, 
it occurred to Case Agent that 
instructions on February 11 
extended beyond Case Agent's 
viewing newly captured 
afternoon of February 

of February 14, 2 005, Case 
to clarify the requirements 
Case Agent spent the next 

received 

coordinate wi thT 

: Ager 
ed] 
y te 
and 

morning ot February 11, 2 005 
While compiling this list, 

perhaps Unit Chief 
2 005 to "terminate surveillance" 
personal discontinuance 

employee I 
on February 

I 1 

^OUb. Case Agent 
to turn off [ 

Case Agent then 

On 
requested 

of 
the 
SA 

contacted 

17. 2005 
of 

to determine if 

1nvept1 gatinn; Case Agent 
t-prhnirian.c! mirrht_be 

I 

FBI 
Unit. 

I 

could cease ' 
|for captioned 

upon realizing that 

C 

contacted 
able to halt. 

Around noon of February 17, 2005, 
1 informed Case Agent that she turned off 

for 

•bl 
b2 
b7A 
b7E 

captioned. 
recommended case Agent contact 

Operations Government Lead, for the sequestering 

1nvesti gation . 

bl 
b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

(U) 

wil snow tnat case Agent did not review any 
received during this time frame. 

SEteĵ ET 

•b2 
b7E 

NSL VIO-18083 



SEQRET 

To: Tnspect i on Di visi on From: 
Re: (S) 1 33/02/2005 

bl 
b2 
b7A 
b7E 

(S) 

with 
of a IT 

LLD On February 18, 2 005, Case Agent coordinated 
and SSA I Ito begin purging the ELSUR system 

inadvertently | | informed SSA 
that he could sequester the specified data and move it 

an optical disc for turning over to the Court. Case Agent 
lof captioned investigation, a 

to 
reviewed 
repository tor pertinent 
surveillance, to ensure 
stored in FBI 
provided to 

that no 
files. On 
list of all 

5 captured through 
inappropriate I 1 were 
February 18, 2005, Case Agent 
inadvertently captured email 

messages for sequestration. On February 25, 2005, 
provided to SSAl I and Case Agent a list of f 
for removal this list 

1 

I 
On March 1, 2005 , provided to Case Agent an 

updated list for sequestration. Later that 
day, Case Agent reviewed the updated information and informed 

of modifications to the list. Case Agent requested 
sequester the final compilation of inadvertent 
and coordinate with SSAl ' 

b2 
b4 
b6 
b7A 
b7C 
b7D 
b7E 

All messages that were unrelated'to email 

bl 
b2 

b6 
b7A 
b7C 
b7D 
b7E 

NSL VIO-18084 



RET 

To : 
Re : 

TngnPffinn Hivigmn From : 
[S)] 03/02/2005 bl 

b2 
b7A 
b7E 

LEAD(s): 

Set Lead 1: (Action) 

INSPECTION DIVISION ' 

AT WASHINGTON. DC 

(U) Request the Inspection Division take 
appropriate action, as necessary, in response to this 
potential IOB matter reported by division. 

Set Lead 2: (Action) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(U) Request the Office of General Counsel take 
appropriate action, as necessary, in response to this 
potential IOB matter reported by division. 

Set Lead 3 : (Discretionary) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Request CD-3A revièw the provided communication 
and take all necessary actions. 

b2 
b7E 

b2 
b7E 

SE^ET 

.7 

NSL VIO-18085 



(Rev. 08-28-2000) 

S§S3&. ET 

FEDERAL BUREAU OF INVESTIGATION 
% 1010 

Precedence: IMMEDIATE 

To: Inspection 

General Counsel 

I 

Date: 11/19/2002 

Attn: IMU, Room 783 7 

NSLU 

From: 

Contact! 

Approved By: 

Drafted By: 

RA 

b2 
b6 
b7C 

SAC 

fc 
W d Case ID #: (U) 2 78-HQ-C122 973 6-VIO '(Pending) b2 

b2 
b6 
b7C 
b7E 

(U) 278 59479 

Title: (U) SS^ 
SA 

Division 

bl 
b2 
b7E 

IOB 

Synopsis: (U) To report violations of Intelligence Oversight Board 
matters. 

To request a waiver of Section III.B.4 of the Attorney 
2 J General Guidelines (AGG) , relating to National Security i.pt-t-pr maht-prg 

for reference case : 

Lgified by: 1134, ITOS/CTD. 
Reason 

!y~On : X F 

Reference 
bl 
b2 
b7E 

Details: (S) On 11/18/2002, the Division was contacted by 
CTD. TTOS 2. MET! reference violation of the most recent AGG as it. 

Stoos 

a t NSL VIO-18086 A 

U ' ; b 2 



s>C RET 

To: Inspection From: 
Re: (U) 2 78-HQ-C122 973 6-VIO, 11/19/2002 

h 2 
b7E 

bl 
b2 
b4 
b7D 
b7E 

(S) Effective this date.] 
one NSL that it has received. 

will cease using the 
__ ,reauests a waiver of Section 

III.B.4 of the AGG as it relates to NSL matters I [ 
will store records pertaining to the other 
received, until such time that a waiver is approved. [ 

NSLs, as they are bl 
b2 
b7E 

(S) 

SAI , assigned, to the 
Division, KA, j 

bl 
b2 
b6 
b7C 
b7E 

(U) The ECs fnr- t - h p NfiT.« m p t p signed off by the supervisor, 
Division, without notice that the CDC, ASAC, and SAC of the 

information was being sougnt utilizing the criminal AGG rather than 
the AGG for classified investigations 

b2 
b7E 

SÈJ^RET 

2 

NSL VIO-18087 



SE^ET 

To: Inspection From: 
Re: (U) 27 8-HQ-C12 2973 6-VIO, 11/19/2002 

LEAD(s) 

Set Lead 1: 

GENERAL COUNSEL 

AT WASHINGTON, P.C. 

(U) This information is being provided to General 
Counsel, National Security Law Unit, pursuant to reporting 
requirements of Intelligence Oversight Board matters. 

Set Lead 2 : 

INSPECTION DIVISION 

AT WASHINGTON. P.C. 

(U) This information is being provided to 
Inspection Division pursuant to reporting requirements of Intelligence 
Oversight Board matters. 

b2 
b7E 

SlÇfcÎRET 

3 

NSL VIO-18088 



(Rev. Ob-31-2003) 

SE^ET 

FEDERAL BUREAU OF INVESTIGATION 

Precedence: ROUTINE 

To: Inspection 

Date: 03/01/2005 

Attn: Internal Investigations Section 

Attn: SAC 
CDC 

From: 

(U) 

(U) 

Office of the General Counsel 
National ftpmri tv T.aw Branch/CTT.IT/Rqom 7975 
Contact: 

Approved By: Thomas Julie F 

b2 
b6 
b7C 
b7E 

Drafted By 

Case ID #: \(S J 21Q-HQ-1406607-2 
2 7fi-HO-Cl22 973 6- VIO-4 0 
278 J ^59479-175 b2 

b7E ' 

INTELLIGENCE OVERSIGHT BOARD (IOB)MATTERS 
<U) Synopsis : '/tè) 

Counsel C^GC") 

b2 
b6 
b7C 
b7E 

It is the 
that this 

[of the Office of the General 
'to the IOB. 

Rather, a record of this decision should beraaincaTned in the 
investigative control file for review by the Counsel to the IOB. 
Our analysis follows. 

Dec] 

Reference:278-HQ-CI229736-VI0-40 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document into Corel Word Perfect. 

Si/ojû-Ç' 

/ iik— 

J ¿ A / J 

OIG/DOJ Re: 
FBI INVEST.: 
OPR UCINITI 

SE^ET 

DATE: f j l ^ k 
i/DOJ INVEST.: 

b6 
b7C 

\PLl ÈL 
NSL VIO-18089 



S] ET 

To: Director's Office 
From: Office of the General Counsel 
Re: 2 78-HQ-CI22 973 6 -VIO-4 0 03/01/2005 

( U ) Details : 
19, 2002 

By electronic communication (EC) dated November 
below) the Division 

reported a possible IOB error in conjunction with an on^-going 
international terrorism investigation. 

b2 
b7E 

(S) 

bl 
b6 
b7C 
b2 
b7E 

J The case agent promptly 
stopped use or tne ns.l results, and on December 6, 2002, the case 
agent's supervisor secured the documents provided in response to 
the NSL. 

(U) 

(U) 

(U) 
^ S £ j 3 e e EC from the Division to the General Counsel, dated November 

19, 2002, Case ID # 278-HQ-C1229736-VIO Serial 40, titled "SSA 
bivision, IOB Matter," hereinafter cited as 

'United States person" is defined in section II. W of the March 8, 1999 
Attorney GerierallAG) Guidelines as "an individual who is . . . [a] United States citizen . . . or . . 
. a permanent resident alien . . . . " This regulatory definition is based on the definition of a 
"United States person" as that term is used section 101 (i) of the Foreign Intelligence Surveillance 
Act (FISA), 50 U.S.C. § 1801 et seq. Section 101 (i) states in pertinent part that a'"United States 
person' means a citizen of the United States [or] an alien lawfully admitted for permanent 
residence (as defined in section 1101(a)(20) of the Immigration and Naturalization A c t ) . . . . " 

3 ^ 8 < f h e March 8, 1999 AG Guidelines, fully titled "Attorney General Guidelines 
for FBI Foreign Intelligence Collection and Foreign Counterintelligence Investigations" (FCIG) 
were in effect at the time of the events in question in this IOB matter. The FCIG were 
superseded by current AG Guidelines, the "Attorney General's Guidelines for FBI National 
Security Investigations and Foreign Intelligence Collection" (NSIG) on October 31, 2003. 

SETZET 

2 

b2 
b6 
b7C 

A SA| b7E 
EC." 

NSL VIO-18090 



SECRET 

To: Director's Office 
From: Office of, the General Counsel 
Re: 2 78-HQ-C122 973 6-VI0-4 0 03/01/2005 

(U) 

(U) 

As required by Executive Order (E.O.) 12863 and 
Section Z-56 of the National Foreign Intelligence Program Manual 
(NFIPM), OGC was tasked to determine whether the receipt of 
unsolicited material described herein is a matter which must be 
reported to the IOB. It need not be. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated September 13, 1993, mandates that Inspectors General and 
General Counsel of the Intelligence Community components (in the 
FBI, the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language was adopted from E.O. 12334, dated 
December 4, 1981, when the IOB was known as the President's 
Intelligence Oversight Board (PIOB). 

(U) By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the AG's foreign counterintelligence guidelines or 
other guidelines or regulations approved by the AG in accordance 
with E.O. 12333, if such provision was designed in full or in 
part to ensure the protection of the individual rights of a U.S. 
person. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

Section III.B.6. of the March 8, 1999 AG 
Guidelines (FCIG) stated in pertinent part: 

(S) bl 
b2 
b7E 

NSL VI018091 



se£4ET 

To: Director's Office 
From: Office of the General' Counsel 
Re: 2 78-HQ-C122 973 6 -VlO-4 0 03/01/2005 

(U) 

(3) 

Although this provision was primarily 
administrativ^ in nature, it was designed, in part, to protect 
the rights of U.S. persons because it limited the length of time 
that the FBI could conduct 
by the proper authorities. 

of an individual without review 
By longstanding agreement between the 

FBI and IOB,| Overruns need not be reported to the IOB if they 
are both "inadvertent" and "de minimis in time." To determine 
whether a possible violation of the March 8, 1999 AG Guidelines 
is "inadvertent" and "de minimis in time," all the facts relevant 
to the matter must be considered in their totality. 

(S) In this instance, there appears to have been 
considerable confusion in applying the FCIG AG Guidelines then in 

b2 
b7E, 

effect by both by the case agent and the FBI HQ 
official advising on the case, for nol I overrun occurred in this 
instance at all. As cited above, Section III.B.6. of the FCIG AG 
Guidelinesf bl 

b2 
b7E 

As no violation of the AG Guidelines 
thus occurred, there is no' violation that must be reported to the 
IOB. 

/ g \ 
bl 
b2 
b7E 

(U) Consistent with our prior opinions, a record of 
this decision should be maintained in the control file for future 
review by Counsel to the IOB. 

f^ÎCRET 

4 

NSL VIO-18Û92 



SEC/RET 

To: Director's Office 
From: Office of the General Counsel 
Re: 2 78-HQ-C122 973 6-VI0-4 0 03/01/2005 

LEAD(s): 

Set Lead 1: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear. 

Set Lead 2: (Info) 

AT 

b2 
b6 
b7C 
b7E 

CC: Ms. Thomas 
SSAl 

NSLB IOB Library 

sfe^RET 

5 
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(Rev. 01-31-2003) 
RET 

FEDERAL BUREAU OF INVESTIGATION 

(U) 

Precedence: ROUTINE 

To: General Counsel 

Date: 08/19/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 
Contact: CRS Ext. 

b2 
b6 
b7C 

Approved By: 

Drafted By: 

i| jj j Case ID # : 

Fogle Toni Mari 

Title: 

b2 
278-HQ-C1229736-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1010 
OGC/IOB# 2005-1 | 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

<U) Derived From : G-3 
Declassify On: XI 

Reference: 278-HQ-C1229736 Serial 40 

Details: (U) 
an EC from [ 

The Internal Investigations Section (IIS) received 
] Division dated 11/19/2002, reporting a 

b2 
b7E 

possible IOB error. Based upon a review of the referenced EC it 
is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem appropriate. 

SBÇRET 

NSL VIO-18094 



(Rev. 01-31-2003) 

FEDERAL BUREAU OF INVESTIGATION % 1010 

(U) 

(U) 

(U) 

(U) 

Precedence: ROUTINE 

To: 

Date: 09/09/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 
Contact: CRS 

Approved By: Fogle Toni Mari 

Drafted By: 

Ext. I I 

Case ID # : 

b2 
b6 
b7C 
b7E 

263-HQ-0-U - 278 (Pending) 

Title: ^ K ^ S S A 
* 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 1010 
OGC/lOB# 2005-] | 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. 

DZ 
b6 
b7C 

X 
Enclosure(s): (U) 

R e f e r e n c e 2 7 8 - H Q - C 1 2 2 9 7 3 6 Serial 40 

(U) Upon review 

Division dated 11/19/2002 

of Division's captioned Details: 
report of a potential IOB violation, it is IIS's opinion that the 
incident is not indicative of willful misconduct. IIS only 
actively pursues investigations where deliberate and/or 
aggravated misconduct is evident, and accordingly, this case is 
closed at IIS. 

(U) IIS does, however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
thel |Division. 

b2 
b7E 

b2 
b7E 

b2 
b7E 

IIS recognizes and appreciates that 
this matter was brought to our attention as required by the 

NSL VIO-18095 



S^RET 

To: | I From: Inspection 
Re: 2 63-HQ-0-U - 278, 09/09/2005 

revisions mandated by National Security Law Branch/OGC EC, dated 
03/18/2005 (319X-HQ-A1487720 serial 6) . 

•b2 
b7E 

5E SEJSjRET 

2 
NSL VIO-18096 



SECRET 
- Working Copy - Page 1 

Precedence : ROUTINE 

To: Director's Office 

General Counsel 

Date: 11/01/2002 #1009 
Attn: 

OPR, Rm. 7125 
Kenneth L. Wainstein, 
National Security Law Unit, 
Rm. 7975 

From: Inspection 
Tnpjpeoti on Management Tini t /Poom 7837 
Contact : , ext. 

(U) 

( U ) 

Approved By: 

Drafted By: 

Case I D # : 

Title: ̂ HgV^ 

b2 • 
b6 
]o 7 Cv 

vam 

2 7 8 -HQ-1402225 (Pending) 

SA 
SA 

SA 

IOB 
2 0 0 2 - 1 

J DIVISION 

b2 
b6 
b7C 
b7E 

(U) 

( U ) 

Synopsis: ^HC)^ Request of the Office of the General Counsel 
(OGC) to review the facts of a possible Intelligence Oversight 
Board (IOB) violation. 

(U) Reference: ^£§<^278j |-71097 Serial 1 
b2 
b7E 

Details: (S) OGC is requested to review the facts of a possible 
TDP v i ol at-i on - p^iliiye to wnhmit to an FBTHD snhflt- ant i VP unit a 

(S) 

Case ID : 278 -HQ-1402225 Serial 
S'àjÉRET 

NSL VIO-18097 
b2 3 -O-U-ZCl 7 



Page 1 

^S^ The previous case agent, SA submitted 
to the. Counterterrorism Division point-of-contact (POC) the 
requisite 90-day Electronic Communication (EC) and accompanying 
LHM. The communications (dated 01/09/2001) were uploaded into 
the FBI's Automated Case Support (ACS) system. | 

) On 08/20/2002, the investigation was reinitiated 
and assi to SA On 10/08/2002, upon review of 
the file, the newly assigned supervisor, SSA 
determined a year-2002 annual LHM was not submitted, wo active 
i nvepti gation was conducted prior to reassignment of case to SA 

bl 
b2 
b6 
b7A 
b7C 
b7E 

b6 
b7C 

Referenced communication noted "all involved 
personnel are now aware that placing a case in "Pending Inactive" 
status does not obviate the need to submit 

^ SAC,[ 
administrative action be taken in this matter. 

] recommenaea no 
bl 
b2 
b7E 

LEAD(s) : 

Set Lead 1 : (Adm) 

GENERAL COUNSEL, 

y • AT WASHINGTON,'D.C. 

)n.review of the attached EC, determine whether 
the information is a reportable IOB violation. If it is 
determined, a reportable IOB violation exists, prepare an 
appropriate letter and LHM from Assistant Director Lynn A. Hunt, 
INSD and Chief Counsel Kenneth L. Wainstein, OGC, forwarding 
matter to the IOB. 

S E ^ T NSL VIO-18098 



SE^ET 
Working Copy Page 

Set Lead 2 : (Adm) 

DIRECTOR'S OFFICE 

AT WASHINGTON, D.C. 

Attached EC is provided to OPR pursuant to the 
IP Manual, l^arb 1, Section 6-7.5. OPR is requested to review 

information-to determine whether disciplinary action is 
warranted. 

S E V E T N S L VIO-18099 



* 

Page 1 

Precedence : ROUTINE 

To: Counterterrorism 

General Counsel 

From: 

Attn: 

Attn: 

Date: 12/22/2004 

ITOS I/CONUS II. Team 7, 
SSA 

Contact 

Approved By: 

Drafted By: 

Case ID #: (S) 

Title: (S) 

SSA 

National Security Law Unit 

b2 
b6 
b7C 
b7E 

rjh 

(Pending) 

( U ) 

bl 
b2 
b6 
b7A 
b7C 
b7E 

Synopsis:r^T To report a possible Intelligence uversignt Board 
(IOB) violation regarding the use of. FISA-derived information to 
obtain a Federal Grand Jury Subpoena. 

Details: In accordance with the National Foreign Intelligence 
Program Manual . Ser-ti on 2-56 (Intelligence Oversight Board 
Matters), is reporting a potential IOB Violation. The 

b2 
b7E 

following is a summary of the substantive investigation: 

(S) 

CaseID 
h? 5 E ^ T NSL VIO-18100 
b7A ¿U^-UQ-cma-, 
b7E 



SE^ET 
Working'Copy 

in international terrorism activities, or activities in support 
thereof. 

Page 1 

(SI 

Case Agent: SA 

Supervisor: SSA 
b6 
b7C 

Date of Violation: December 02, 2004 

Date Violation was Discovered: December 16, 2004 
r-c v 

bl 
b2 
b7A 
b7E 

Referenced communications were clearly marked 
instructing that the information provided could not be 
incorporated into any criminal affidavit, criminal court 
proceedings, subpoenas, or for other legal or judicial purposes. 

Corrective Action: To prevent future IOB violations, 
Federal Grand Jury and National Security Letter requests will be 
closely monitored by the supervisor through Lead assignments and 
File Reviews, and the case agent will be instructed to review the 
web-based training regarding the handling of classified 
information. Additionally, the case agent has been instructed to 
remove all information provided pursuant to the Federal.Grand 
Jury Subpoena from the case file, seal it in an envelope,, and 
secure it in the squad supervisor's safe until notification of 
proper disposal has been obtained. 

LEAD(s) : 

Set Lead 1: (Info) 

COUNTERTERRORISM j 

AT WASHINGTON, D.C. 

(U) h/ For information. . 

Set Lead 2: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

(TJ) f) For information. 

S M E T N S L VIO-18101 



SEÌ^T 
Working Copy Page 1 

Precedence: ROUTINE 

To : Counterterrorism 

Inspection 

General Counsel 

Attn: 

Attn: 

Attn: 

Date: 04/20/2005 

ITOS 1/CONUS 2/TEAM 7 
SA 
IIS 
SC Toni Fogle 
NST.R 

b2 
b6 
b7C 
b7E 

From: 
CT-1 
Contact: SA 

( U ) 

Approved By: 

Drafted By: tts 

Case ID #: 
(S) 

Q -On.PI TOO -7-ac VIO (Pending) 
(Pending) 

Title : 

( U ) 

INTELLIGENCE OVERSIGHT BOARD 
IOB MATTER 2 005-| | b 2 

(S) 

(U) 
00: CG 

bl 
b6 
b7A 
b7C 

Synopsis: l&f To forward information obtain^ 
Grand Jury^sub^oenas that were based on informa1 
using FISA-derived information to ITOS 1, CONUS 2>>jrEAM 
directed by General Counsel, NSLB. 

(U) - X 

Reference :... 
(U) 

(U) 

(U) 

278-HQ-C1229736-VIO Serial 781 

Enclosure(s): Sealed envelope bearing proper classification 
markings çoritaining information obtained, from Federal Grand Jury 
subpoenas that were based on information obtained using FISA-
derived information to ITOS 1, CONUS 2, TEAM 7 as directed by 
General Counsel, NSLB. 

Details: In reference communication, the Office of the : 
General Counsel has informed CG that the referenced matter must 
be reported to the Intelligence Oversight Board (IOB) and 
referred to the Inspection Division, FBIHQ. As directed by 

Case ID : ?7R-wn-n ??Q7^-vm 

(S) 

Serial : 815 
185 

SEtSRET 
A NSL VIO-18102 

bl 
b2 
b6 
b7A 
b7E 



SÖ&RET 
- Working Copy Page 

b2 
b7E 

(U) 

General Counsel, NSLB, is forwarding a sealed envelope 
bearing proper classification markings containing information 
obtained from Federal Grand Jury subpoenas that were based on 
information obtained using FISA-derived information to ITOS 1, 
CONUS 2, TEAM 7. ITOS 1, CONUS 2, TEAM 7 is requested to submit 
the documents to the Office of Intelligence Police and Review 
(OIPR), Department of Justice (DOJ), for delivery to the FISC and 
eventual destruction. 

(IT) Also as directed by General Counsel, NSLB, CT-1 
SSA has dixected all agents assigned to CT-1 to complete web-
training on the handling of FISA-derived information. 

LEAD(s) : 

Set Lead 1: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, D.C. 

V ^ C F o r I T 0 S 1 / C 0 N U S 2/TEAM 7. Request ITOS 1/CONUS 
2/TEAM 7 forward sealed envelope bearing proper classification 
markings containing information obtained from Federal Grand Jury 
subpoenas that were based on information obtained using FISA-
derived information to the Office of Intelligence Police and 
Review (OIPR), Department of Justice (DOJ), for delivery to the 
FISC and eventual destruction as directed by General Counsel, 
NSLB. 

Set Lead 2: (Info) 

INSPECTION 

AT WASHINGTON, DC 

Read and clear. 

Set Lead 3: (Info) 

GENERAL COUNSEL 

AT WASHINGTON, DC 

Read and clear. ( U ) : • X 

SEÜ&ET 
/ N NSL VIO-18103 



SÖ^RET 
Working Copy 

*9(pi 

Page 

Precedence : 

To: 

ROUTINE 

Counterterrorism 

Inspection 

Attn: 

Attn: 

Attn: 

Date : 

SSA 

<<Date>> 

ITOS I, Conus II, Team 7 

IIS SC Toni Fogle 

b2 
b6 
b7C 
b7E 

From: General Counsel 
National Security Law Branch/Room 7975 
Contact: 

Approved By: 

Drafted By: 

Thomas Julie F 

(U) C a s e I D # : 2 78-KQ-C122 973 6-VIO (Pendine 

Title: (U) 
(U) 

Intelligence Oversight Board 
(IOB) Matter 2005]_] t)2 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel that the above referenced matter must be reported to the 
Intelligence Oversight Board (IOB) and referred to the Inspection 
Division, FBIHQ. OGC will prepare and deliver the required 
correspondence to the IOB. Our analysis follows. 

l/* ( r ) ĵfofai*, v ft"» ••' ^ESt: / W " 0KVDCH WVEsI 
'H UC INTlWa* ' 

£ 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the document 
in Corel WordPerfect. 

Details: By electronic communication (EC) dated December 22, 
M 2 0 04, the 

matter.il 
Division reported this potential IOB 

: s / / o c . n f ) f 
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(U) S l / V Disregarding the caveats contained in the ECs from CAU, ]q2 
Division sought and obtained Federal Grand the 

Jury Subpoenas (seeking 
subscriber information for telephone numbers in 
thel area) based on FISA-derived information. 

i| T_T j T o P r e v e n t future I OB violations, stated that 
the sqiiad supervisor would closely monitor Federal Grand Jury and 
National Security Letter requests through lead assignments and file 
reviews, and the case agent will be instructed to review the web-
based training regarding the handling of classified information. 
Additionally, the case agent has been instructed to remove all 
information provided pursuant to the Federal Grand Jury Subpoena 
from the case file, seal it in an envelope, and secure it in the 
squad supervisor's safe until notification of proper disposal has 
been obtained.i3 ' 

(U) ^fcStj^As required by Executive Order (E.O.) 12863 (Sept. 13, 
1993) and Section 2-56 of the National Foreign Intelligence Program 
Manual (NFIPM), OGC was tasked to determine whether the 
surveillance errors described here are matters that should be 
reported to the IOB. We believe that the reported activity 
requires IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads of 
Intelligence Community components report all information to the IOB 
that it deems necessary to carry out its responsibilities. That 
section requires Inspectors General and General Counsel of the 
Intelligence Community to report "intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
order or Presidential directive." This language has been 
interpreted to mandate the reporting of any violation of guidelines 
or regulations approved by the Attorney General, in accordance with 
E.O. 12333, if such provision was designed in full or in part to 
protect the individual rights of a United States person'. This 
includes violations of agency procedures issued under E.O. 12333, 
unless they involve purely administrative matters.14' 

For the FBI, the Office . 
of the General Counsel (OGC) submits reports to the 
IOB.15' 

^ Dissemination of information acquired under the FISA 
is subject to minimization procedures approved by the Foreign 
Intelligence Surveillance Court (FISC) and other provisions 
specified in that act. 50 U.S.C. 1806(b); The Attorney General's 
Guidelines for FBI Foreign Intelligence Collection and Foreign 

S ^ E T NSL VIO-18105 
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Counterintelligence Investigations (NSIG) Section VII.C.l. The • 
.FISA provides that in'o information acquired pursuant to this 
title shall be disclosed for law enforcement purposes unless such 
disclosure is accompanied by a statement that such information, or 
any information derived therefrom, may only be used in criminal 
proceedings with the advance authorization of the Attorney 
General.Ï6' 

<U> It is noted that instructed the case agent- to 
removed!iMjaformation. provided pursuant to the Federal Grand Jury 
Subpoena from the case file, seal it in an envelope, and secure it 
in the squad supervisor's safe until notification of proper 
disposal has been obtained. 

(U) OGC is required to report the possible IOB error in 
accordance with E.O. 12863 and Section 2-56 of the NFIPM. OGC will 
prepare and deliver the required correspondence. 

**FOOTNOTES** 

j Cj) 11': ^ ^ See EC, Case ID Jj 

The ECs from CAU contained the following paragraph: 

(TJ) Details This document is classified "SEC^B^mJOFORN". 
Portion^of tiris document carrying the "S//NF" / 
classification may not be incorporated into any criminal 
affidavit, criminal court proceeding, or unclassified 
investigative file. Information carrying this 
classification may be utilized in a criminal proceeding when 
obtained independent of this document. The information in 
this communication is intended to be used for lead or 
background information purposes only. Hard copies of this 
document must be maintained in a classified file or in a 
classified sub-file of any criminal investigation. 

.b2 
b7E 

bl 
b2 
b7A 
b7E 

(U) 

TTTJ—IHlb IWtUKMAllUW lb FKU V iUElJ UiMLY ¿'UK 1W1 hLLjijlbiiWLii 
PURPOSES IN AN EFFORT TO DEVELOP POTENTIAL INVESTIGATIVE 
LEADS. IT CANNOT BE USED IN AFFIDAVITS, COURT PROCEEDINGS, 
SUBPOENAS, OR FOR OTHER LEGAL OR JUDICIAL PURPOSES. 

( S ) i3' : i « ^ See EC, Case ID # 

(U) The FBI is required to maintain for three years records 

bl 

bl 
b2 
b7A 
b7E 

14 : 
Of 
administrative violations, for possible review by the Counsel to 
. the 
IOB, together with a copy of the opinion concerning the basis for 
the 
determination that IOB notification was not required. 

(U) 
15 See. EC from Inspection Division to All Divisions; 
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Title: 
Revised Procedures for the Submission of Reports of Potential 
Intelligence Oversight Board (IOB) Matters, Case ID # 66F-HQ-
A1247863 
Serial 172 at 4 (2/10/2005). 

i6': (U) 50 U.S.C. 1806(b).- See Memorandum from the Attorney 
General to Director, FBI, Assistant.Attorney General, Criminal 
Division, -Counsel for Intelligence Policy, United States 
Attorneys; 
Subject: Intelligence Sharing Procedures for Foreign Intelligence 
and 
Foreign Counterintelligence Investigations Conducted by the FBI 
(March 
6, 2002) at 5. 

LEAD(s): 

Set Lead 1: (Action) 

AT 

(U) In addition to the corrective measures described in 
the referenced serial 136, is requested to provide training 
to all Special Agents who handle FiSA-derived information with ^ 
training on proper handling of that information.| |also is b7A 
requested to sequester all information obtained from Federal Grand fc)7E 
Jury subpoena that were based on information obtained using FISA-
derived information, and seal and forward the information via 
appropriate Secret correspondence to ITOS I, Conus II, Team 7, for 
submission to the Office of Intelligence Policy and Review (OIPR), 
Department of Justice (DOJ), for delivery to the FISC and eventual 
destruction. , ' . 

Set Lead 2: (Action) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Obtain the sequestered material and deliver it to 

OIPR. 

Set Lead 3: (Discretionary) 

INSPECTION., 

AT WASHINGTON, DC 

(U) For review and action deemed appropriate. 

SÈtòET N S L yio-18107 
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<<Date>> 
BY COURIER 

Mr. James Langdon 
Chairman 
Intelligence Oversight Board 
New Executive Office Building 
Washington, D.C. 

Dear Mr. Langdon: . 

Enclosed for your information is a self-explanatory 
letterhead memoranda—d.HM) entitled "Intelligence Oversight 

Field Office, IOB Matter 2005-T Board 
(U) 

(IOB) Matter, 
b2 
b7E 

This LHM sets forth details of investigative activity which 
the FBI has determined was conducted contrary to the Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, and/or laws, Executive Orders, 
or Presidential Directives that govern FBI foreign 
counterintelligence and international terrorism investigations. 
(U) 

Enclosure 

- -Ms Thrimac: b6 
b2C 

278-HQ-C122 973 6-VI0 
Inspection (IOB 2005] 

UNCLASSIFIED WHEN 
DETACHED FROM 
CLASSIFIED ENCLOSURE 

Case ID- : 278-HQ-C1229736-VIO ^ Serial : 782 
^ S Ë p ^ N S C VIO-18108 
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Should you or any member of your staff require additional 
information concerning this matter, an oral briefing will be 
arranged for you at your convenience. (U) 

Sincerely, 

Julie F. Thomas 
Deputy General Counsel 

1 - The Honorable Alberto R. Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. James A. Baker 
Counsel, Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 615 0 

INTELLIGENCE OVERSIGHT BOARD (IOB) 
FIELD OFFICE 

b2 
MATTER 

IOB MATTER 2005^^|(U) 

4, 2004, 
persons, 

Review of this J HR m a t t a r 
opened a 

las determined that on August 
investigation on U.S. 

predicated on information that a group of Yemeni mini 
market owners in the area were engaging in or 

^^¿¿TNSL VIO-18109 
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(U) 
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Working Copy Page 

supporting int-prnaHnnal terrorism activities. On August 71)0 4 

provided and other CTD sections information derived from 
surveillance that had been authorized pursuant to the Foreign 
Intelligence Surveillance Act (FISA). CAUs Electronic 
Communications (ECs) to CTD clearly instructed that the FISA-
derived information provided could not be incorporated into any 
criminal affidavit, criminal court proceedings, subpoenas, or for 
other legal or judicial purposes. Despite the caveats to this 
effect contained in the ECs,.the Division sought and 
obtained Federal Grand Jury Subpoenas rgeekinrr siihgrrihPi-
information for telephone numbers,invthe area) 
based on FISA-derived information. 

b2 
b7E 

stated that To prevent future IOB violations,! 
the squad supervisor would closely monitor Federal Grand Jury and 
•National Security Letter requests, and instruct the case agent to 
review the web-based training regarding the handling of 
classified information. Additionally, instructed the 
case agent to remove all information provided pursuant to the 
Federal Grand Jury Subpoena from the case file, seal it in an 
envelope, and secure it in the squad supervisor's safe. FBIHQ 

b2 
b7E 

has requested further that provide training to all 
Special Agents who handle FISA-derived-information with training 
on proper handling of that information, and sequester all 
information obtained from Federal Grand Jury subpoena that were 
based on or obtained using FISA-derived information, and seal and 
forward the information via appropriate Secret correspondence to 
FBIHQ for submission to the Office of Intelligence Policy and 
Review (OIPR), Department of Justice (DOJ), for delivery to the 
Foreign Intelligence Surveillance Court (FISC) and eventual 
destruction. 

This matter has been referred to the FBI's Inspection 
Division for action deemed appropriate. (U) 

(U) 
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FEDERAL BUREAU OF INVESTIGATION 

(U) 

(U) 

Precedence : ROUTINE 

To: General Counsel 

Date: 08/17/2005 

Attn: NSLB 

From: Inspection 
Internal Investigations Section. IPU. Room 11102 
Contact: CRS Ext 

Approved By: 

Drafted By: 

Case I D # : 

Title: 

Fogle Toni Mari b2 
b6 
b7C 

278-HQ-C122 973 6-VIO (Pending) 

INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING# 962 
0GC/I0B# 20051 b2 

Synopsis: (U) To report a potential Intelligence Oversight Board 
(IOB) matter to the Office of General Counsel, National Security 
Law Branch (NSLB). 

(U) 

Reference: (S) 
27Ö-HQ-C1229736-VIO BERRAI 781 

bl 
b2 
b6 
b7E 

Details: 
an EC from 

The Internal Investigations Section (IIS) 

possible IOB error! b7E 
received 

Division dated 12/22/2004, reporting a 
Based upon a review of the referenced EC it 

is the IIS's opinion the incident described therein is indicative 
of a performance issue. Therefore, no internal investigation 
will be conducted by the IIS and this matter is being relegated 
to the NSLB for whatever action they deem.appropriate. 

SESTET 
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FEDERAL BUREAU OF INVESTIGATION 

( U J 

Precedence: ROUTINE 

To: 

Date: 09/02/2005 

Attn: SAC (Personal Attention) 

From: Inspection 
Internal Investigations Section. IPU, Room 11102 
Contact: CRS Ext. 

Approved By: Fogle Toni Mari 

b2 
b6 
b7C 

Drafted By; kas 

CaseID#: 

(TJ) T i t l e : 

\(sy 263-HQ-0-U - 267 (Pending) 

ssa I • 
SA 
INTELLIGENCE OVERSIGHT BOARD MATTER 
INSD/IIS TRACKING #962 

= 1 

b2 
b6 
b7C 

OGC/lOB# 20 05 

Synopsis: (U) To advise that the captioned reporting of 
potential Intelligence Oversight Board (IOB) violation has been 
reviewed by the Internal Investigations Section (IIS), and is not 
considered willful misconduct. This incident is remanded back to 
the field for whatever action deemed necessary and appropriate. 
Case closed at IIS. . 

Enclosure(s): (U) EC from 

Reference: (S) 

Division dated 12/22/2004. 

Details: (U) Upon review of 
of a potential IOB violation," it is 
not indicative of willful misconduct 

b2 
b7A 
b7E 

Division's captioned report 
IIS's opinion the incident is 

IIS only actively pursues 
b2 
b7E 

investigations where deliberate and/or aggravated misconduct is 
evident, and accordingly, this case is closed at IIS. 

(U) IIS does however, suggest this incident be 
potentially considered a possible performance related issue with 
respect to the employee and respective supervisor, and relegates 
any future action relative to this incident to the discretion of 
the Division. IIS recognizes the fact this matter was 

•b2 
b7E 
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TO: 
Re : 

SECRET 
b2 

From: Inspection , 
27B- HQ-L'1229736-VIO, 09/02/2005. b /E 

brought to our attention as required in accordance with the 
revisions mandated by National Security Law Branch/OGC EC, dated 
03/18/2005 (319X-HQ-A1487720 serial 6) . 

[cfslSt VIO-18113 

2 . 




