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March 20, 2007 

Ms. Valerie Caproni 
General Counsel 
Federal Bureau of Investigation 
935 Pennsylvania Avenue, NW 
Washington, DC 20535 

Dear Ms. Caproni: 

As part of our oversight regarding the Inspector General's Review of the F.B.I.'s Use of 
National Security Letters, please provide us with the following information (by close of business 
on April 4 if possible): 

BÄTE 0 6 - 0 9 - 2 0 0 7 BY 6 5 1 7 9 DHH/KSR/JU 

1) copies of all e-mails, memoranda, and other documents that relate to the F.B.I.'s use of 
"exigent letters," as well as transcripts of your interviews conducted on the issue. 

2) please identify all of the F.B.I, personnel who participated in the creation and issuance 
of the "exigent letters." 

3) copies of all documents, including internal memoranda, pertaining to the F.B.I.'s 
Communications Analysis Unit's contracts with the three telephone companies identified 
in the Inspector General's Report, and identify all F.B.I, attorneys who participated in the 
review and approval of those contracts. 

4) copies of all documents pertaining to the information that the F,B,I. acquired through 
the use of National Security Letters (NSLs) pertaining to individuals who the F.B.I. 
concluded were irrelevant to terrorism investigations. 

5) copies of all documents pertaining to the F.B.I.'s standards regarding the maintenance 
of the Office of General Counsel's National Security Letter database. 

6) please detail the internal F.B.I, standards for the reporting of possible Intelligence 
Oversight Board violations, and provide any documents related thereto. 

7) please identify F.B.I, standards pertaining to the review of investigative files to ensure 
that supervisory review of National Security Letter approval memoranda has occurred, 
and that the relevant authorizing statutes are in the NSLs. 
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8) copies of all internal communications relating to the F.B.I.'s use of Certificate Letters 
to obtain financial records from the Federal Reserve Bank. 

9) please detail the F.B.I.'s reasons for the retention of data pertaining to individuals who 
the F.B.I. has concluded are irrelevant to terrorism investigations. 

10) please explain why the F.B J. had no policy or directive requiring the retention of 
signed copies of NSLs, or any requirement to upload NSLs in the F.B.I.'s case 
management system. Provide any documents relating to any decisions pertaining to this 
issue. 

11) please detail why the F.B.I. does not have a uniform system for tracking responses to 
NSLs, either manually or electronically. Provide any documents relating to any decisions 
pertaining to this issue. 

12) please detail why the F.B.I.'s database was unable to filter NSL requests for the same 
person in the same investigation. 

13) please explain why the F.B.I, does not maintain records on NSL usefulness in 
criminal investigations and prosecutions. 

Sincerely, 

cc: Hon. Lamar S. Smith 
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From: 
Sent: 
To: 
Subject: 

UNCLASSIFIED 
NON-RECORD 

THOMAS, JULIE F. (OGC) (FBI) 
Saturday, March 24, 2007 1:44 PM 
HQ-Div09-NSLB 
FW: Congressional Request for Documents relating to OIG Review of NSLs / 
CAU Use of Exigent Letters 

Please read and begin gathering ail 
issue. 

emaii and other memoranda with respect to the exigent letter 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 

b2 202-324 b2 202-324 fax) 

HERE H i ••••IS- OTC L Ì 3 S I F I E B 
Ma - •!• 2 0 0.?. • • .JB¥ ••• 6 51.79 • • • D M / K S R / J ¥ 

-Original Message-
From: CAPRONI, VALERIE E. (OGC) (FBI) 
Sent: Saturday, March 24, 2007 11:11 AM 
To: THOMAS, JULIE F. (OGC) (FBI) 
Subject: FW: Congressional Request for Documents relating to OIG Review of NSLs / CAU Use of Exigent Letters 

UNCLASSIFIED 
NON-RECORD 

Please have people gather all their email and documents relative to the exigent letter issue. Please 
interpret that broadly so all the recent email traffic on the spring audit, etc. should ba included. 

Original Message 
From: 
Sent: 
To: 
Cc: 

Subject: 

BEERS, ELIZABETH RAE (OCA) (FBI) 
Friday, March 23, 2007 12:46 PM 

JlNSD) (FBll 
HARDY, DAVID (RMD) (FBIX _ 
KALISCH, ELENI P. (OCA) ( P e n t 

1 ( I N S D ) (FBI)J |(INSD) (FBI) 
"70GCÌ ÍFBIV. CAPRONI, VALERIE E. (OGC) (FBI); 

jDCA) (FBI) 
Congressional Request for Documents relating to OIG Review of NSLs / CAU Use of Exigent Letters 

UNCLASSIFIED 
NON-RECORD 

Following up on our conversations, we have two congressional oversight requests for copies of 
documents relating to issues raised in the OIG audits on FSLs. Specifically, the Senate Judiciary 
Committee requests copies of any and all unclassified e-mails related to the exigent letters issued 
by CAU and House Judiciary Committee requests copies of all e-mails, memoranda, and other 
documents that relate to the F.B. I. use of exigent letters and copies of all documents, including 
internal memoranda, pertaining to the FBI CAU's contracts with the three telephone companies 
identified in the Inspector General's Report. 

] I understand that documents that may be responsive Based on my conversation with | 
to these requests were providea to the OIG by INSD and that INSD can provide copies of this 
production to OCA. To the extent that there are documents responsive to the congressional 
request that were not produced to the OIG,I ladvised that the material will be gathered in 
connection with the anticipated CAU inspection and a set of the gathered material provided to OCA. 
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I've also cc'd Dave Hardy and! |to this email as there is a pending FOIA request that 
overlaps with the requests made by congressional oversight committees. If material is gathered in 
connection with the FOIA request that would be responsive to the congressional requests, please 
provide OCA with a copies of these documents. 

Finally, I've attached an email fronrl lin ITOD responding to our query concerning the 
ability to pull backups of email. She identified individuals in ITOD who can assist in gathering 
emails that people still have. That info is offered to assist INSD, if appropriate, for the upcoming 
CAU inspection. 

b7C 
Welcome further discussion and appreciate your assistance. Thanks, 

Beth Beers 
Office of Congressional Affairs 
202-324] 

RE: E-Mails Conyers incoming 
re NSLs.pdf (... 

Grassley request 
for CAU email... 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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March 19, 2007 
The Honorable Robert S. Mueller, III 
Director 
Federal Bureau of Investigation 
935 Pennsylvania Avenue, N.W. 
Washington, D.C 20535 
Dear Director Mueller: 

HEREIN IS TOC LASSI FIED 
16-11-2007 BY 65179 DHH/KSR/JW 

I am writing today in response to the Justice Department Inspector General's 
March 9, 2007, report entitled A Review of the Federal Bureau of Investigation's Use of 
National Security Letters1' and in anticipation of the Inspector General's testimony next 
week before the Judiciary Committee. In my view, the most troubling section of the 
report begins on p. 86 and is entitled "Using 'Exigent Letters' rather than EC PA National 
Security Letters." That section describes how an FBI headquarters division known as the 
Communications Analysis Unit ("CAU") obtained information on about 3,000 telephone 
numbers by issuing 739 so-called "exigent letters.'1 

In exercising our oversight responsibilities, it is critical for the Judiciary 
Committee to obtain a fuller understanding of who at the FBI knew what about These 
exigent letterst and when they knew it. Therefore, in order to prepare for next week's 
hearing, please provide copies of any and all unclassified e-mails related to the exigent 
letters issued by CAU. 

If you have any questions about this request, please contact lat 
(202) 2241 1 \ copy of all correspondence in reply should be sent electronically in 
PDF format t c ^ |or via facsimile to 
(202| 

Sincerely, 

Charles E. Grass ley 
U.S. Senator 

cc; Senator Patrick Leahy, Chairman 
Committee on the Judiciary 
Senator Arlen Specter, Ranking Member 
Committee on the Judiciary 

NSL V IO-17716 



From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Friday, March 09, 2007 8:59 AM 
To: HQ-Div09-NSLB 
Subject: FW: Key excerpts 
UNCLASSIFIED 
NON-RECORD 

ALL JMFOK&TXQW COMTAJMEB 
HERE IW 13 UNCLASSIFIED 

Food for thought DATE""06-ii-2'0'0?"'B¥""6'5i79""Dlffi/K:SR/J¥ 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324-8528 
202-324-1023 (fax) 
Julie. ThomasCdi ic. fbi. gov 

Original Message 
From: MONACO, LISA (DO) (OGA) 
Sent: Thursday, March 08, 2007 8:36 PM 
To: PISTOLE, JOHN S. (DO) (FBI); CAPRONI, VALERIE E. (OGC) (FBI); MILLER, JOHN J. (OPA) (FBI); 

KORTAN, MICHAEL P. (OPA) (FBI); BEERS, ELIZABETH RAE (OCA) (FBI); KALISCH, ELENI P. (OCA) 
(FBI); THOMAS, JULIE F. (OGC) (FBI) 

Subject: Key excerpts 

UNCLASSIFIED 
NON-RECORD 

All -- attached is a document worked up by Val's folks with a few additions by me with key quotes 

NSL quotes unclass 
report.wpd ... 

from the report. The boss will have it in the a.m. 

UNCLASSIFIED 

UNCLASSIFIED 

NSL V IO-17721 



Key Excerpts from the Unclassified IG Report 

The FBI self-identified the inaccurate reporting, and told Congress a year ago 

(pg. xvii and 33): In March 2006, the FBI acknowledged to the Attorney General 
and Congress that NSL data in the semiannual classified reports may not have 
been accurate and stated that the data entry delays affected an unspecified 
number of NSL requests. After the FBI became aware of these delays, it took 
steps to reduce the impact of the delays to negligible levels for the second half 
of CY 2005. 

The IG Found No Criminal Misconduct 

(pg. xxviii, fn.26): In this report, we use the terms "improper or illegal use" as 
contained in the Patriot Reauthorization Act. As noted below, the improper or 
illegal uses of the national security letter authorities we found in our review did 
not involve criminal misconduct. However, as also noted below, the improper or 
illegal uses we found included serious misuses of national security letter 
authority. 

No deliberate or intentional violations; but rather, good faith mistakes; confusion 

(pg. xxx): Our examination of the 26 possible IOB violations reported to FBI 
OGC did not reveal deliberate or intentional violations of NSL statutes, the 
Attorney General Guidelines or internal FBI policy. Although the majority of the 
possible violations - 22 of 26 - arose from FBI errors, most of them occurred 
because of typographical errors or the case agent's good faith but erroneous 
belief that the information requested related to an investigative subject. 

(pg. xxxiii:) Our review did not reveal intentional violations of national security 
letter authorities, the Attorney General Guidelines or internal FBI policy. Rather, 
we found confusion about the authorities available under the various NSL 
statutes. 

IG found in most cases we sought information we were entitled to 

(pg. xlviii and 124): Finally, in evaluating the FBI's use of national security 
letters, it is important to note the significant challenges the FBI was facing during 
the period covered by our review and the major organizational changes it was 
undergoing. Moreover, it is also important to recognize that in most cases the 
FBI was seeking to obtain information that it could have obtained properly if it 
had followed applicable statutes, guidelines, and internal policies. We also did 
not find any indication that the FBI's misuse of NSL authorities constituted 
criminal misconduct. 
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FBI seeking information to which it was entitled 

(pg. 67): In evaluating this matters, it is important to recognize that in most 
cases, the FBI was seeking to obtain information that it could have obtained 
properly if it had followed applicable statutes, guidelines, and internal policies. 
We also did not find any indication that the FBI's misuse of NSL authorities 
constituted criminal misconduct. 

Errors were not deliberate attempts to circumvent statutes 

(pg. 77): While the errors resulted in the acquisition of information not relevant 
to an authorized investigation, they did not manifest deliberate attempts to 
circumvent statutory limitations or Departmental policies and appropriate 
remedial action was taken. 

(pg. 103 ) (control file issue) We believe that the CAU officials and the EOPS 
Unit. Chief concluded in good faith that the FBI had sufficient predication either 
to connect these national security letters with existing investigations or to open 
new investigations in compliance with the Attorney General's NSI Guidelines. 

FBI has now provided the needed guidance 

(pg. 107): Overall, we believe that the FBI has now provided needed guidance 
and support to field personnel to facilitate production of approval documentation 
compliant with statutory requirements, Attorney General Guidelines and internal 
FBI policies. Nonetheless, we believe the FBI should improve its compliance 
with the internal controls governing its exercise of national security letter 
authorities... 

(pg. 126) We believe that these recommendations, if fully implemented, can 
improve the accuracy of the reporting of the FBI's use of national security letters 
and ensure the FBI's compliance with the requirements governing their use. 

NSL VIO-17724 



From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Wednesday, March 21, 2007 2:24 PM 
To: HQ-Div09-NSLB 
Subject: Please await an all CDC email 
UNCLASSIFIED 
NON-RECORD 

We are getting a tremendous amount of questions from the CDCs reflecting confusion about the 
ongoing NSL audit in the field offices. I have met with Inspection Division and will shortly send 
out an all CDC email giving some additional guidance regarding the reporting of potential lOBs. 
Please wait to read that advice before answering questions that are not clearly set forth in the 
November 2006 external guidance. 

Julie F. Thomas 
DGC, National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324\ I 
202-3241 ifax) 

ALL INFORMATION CONTAINED 
HEREII I S UNCLASSIFIED 
DATE 06-l.l-20&7-BY-6Sl'79-BHH/KSR/J'TiI 

UNCLASSIFIED 
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From: 
Sent: 
To: 
Cc: 
Subject: 
UNCLASSIFIED 
NON-RECORD 

(ITOD) (FBI) 
Thursday, March 22, 2007 7:45 AM 
BEERS, ELIZABETH RAE fOÇAl (FBh 
HARDY, DAVID (RMD) (FBI); 
RE: E-Mails 

(ITOD) (FBI) 

b7C 

Unfortunately, we only keep backups of emails for 90 days. There is no way that we can go 
s time period and search for emails. If there is a rem iirement tn spamh on-line emaik 

still have, the ESOC can assist in that. You can contact) 
Sorry we couldn't have helped out1 

t ha t n a n 

1 
SHjail 

Original Message 
From: BEERS, ELIZABETH RAE (OCA) (FBI) 
Sent: Wednesday. Marrh71. 2007 5:26 PM 
To: | Krrop) (FBI) 
Cc: HARDY, DAVID (RMD) (FBI) 
Subject: FW: E-Mails 

UNCLASSIFIED 
NON-RECORD 

HERE'IS" " I S " "OTCÏJkS'SI F IED 
( 6 - 1 1 - 2 0 0 ? BY 651 ' '9 BHH/KSR/JW 

3- Per our conversation, we have two congressional requests seeking copies of any 
and all unclassified e-mails related to the exigent letters issued by the Communications 
Analysis Unit (CAU), Counterterrorism Division. Copies of the letters are attached. For your 
background, the DOJ OIG Rpt referenced in the letters reviewed the use of 'exigent letters' by 
CAU during the 2003 - 2005 timeframe. I've provided a link to the OIG Rpt in the event it can 
assist in determining ability to retrieve potentially responsive records. 

In addition, I'm aware that FOIA is in receipt of a request seeking emails TO, FROM and CC'd 
tq |>n topics addressed in recent NY Times and Wash Post articles regarding 
NSLs. I've cc'd Dave Hardy of the FOIA Section. 

I look forward to talking with you tomorrow re whether ITOD can assist in retrieving 
responsive records. Thanks, 

<< File: Conyers incoming re NSLs.pdf >> << File: Grass ley request for CAU emails.pdf >> 

Beth Beers 
Office of Congressional Affairs 
202-324-1 

)f Congressior 
I I 

Original Message 
From: KALISCH, ELENI P. (OCA) (FBI) 
Sent: Wednesday, March 21, 2007 5:01 PM 
To: I |1T0DVFBI} 
Cc: I THTQDYFBnr [n"OD)(FBI); BEERS, ELIZABETH RAE 

(OCA) (FBI) 
Subject: RE: E-Mails 

UNCLASSIFIED 
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NON-RECORD 

Thanks so much for the response. OCA will be in touch to follow up on the requests. 

•Oripinal Mpssanp-;rij|j IrroDXFBi) 
Wednesday, March l l , 2007 4:54 PM 
KALISCH. ELENI P (OCA) (FBI) 

I IfTTODYFRTV. 

From 
Sent: 
To: 
Cc: 
Subject: RE: E-Mails 

UNCLASSIFIED 
NON-RECORD 

(n~OD)(FBi) 

Eleni, 

mails is 
E-

She is the ITOD Unit Chief over the E-Mail Unit. 

Original Mesj 
From: t ](n"OD)(FBI) On Behalf Of^ 

Sei 
To £ 
Subject: FW: E-Mails 

UNCLASSIFIED 
NON-RECORD 

(FBI) 
iiifidnesday, March 21. 2007 4:35 PM 
j r r o D ) (FBI);| j(rroD)(FBI) 

] ( U O D ) 

b7C 

I talked to| ^ regard ing this email and he asks that you respond back to Eleni 
Kalisch soon. He thinks this is time sensitive. 

thanks 

Original Message 
From: KALISCH, ELENI P. (OCA) (FBI) 
Sent; Wednesday, March 21, 2007 2:16 PM 
To! IrTOD) (FBI) Cc: ÂMl, ¿ALMA1 (Jo) (FBI) 
Subject: E-Mails 

UNCLASSIFIED 
NON-RECORD 

We are receiving Congressional requests for copies of FBI e-mails by the 
Communications Analysis Unit and others regarding the use of exigent letters in lieu 
of National Security Letters. Please let me know who the ITOD contact will be for my 
office to work with in ensuring that these requests are addressed expeditiously. 
Thanks, 
Eleni 
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UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Thursday, March 22, 2007 9:07 AM 
To: FBI_ALL CDCs; HQ-Div09-NSLB 
Ce: I " l(INSD) (FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
Subject: Receipt of Information in Response to NSLs 
UNCLASSIFIED 
NON-RECORD 

As the current NSL inspection continues, NSLB continues to receive numerous questions. Of 
particular note, in response to an NSL for subscriber information only, certain carriers are 
providing information in excess of that which is requested. NSLB/OGC is determining the 
appropriate manner in which to proceed. In the interim, regarding NSLs for subscriber 
information only -- if you receive information from a phone carrier in response to a subscriber-only 
NSL, and it contains ANY information other than the customer's name, address, length of service, 
and/or account/telephone number subscribed to, please notify your CDC/ADC as soon as 
practical. DO NOT enter or upload that information into any file system or database, especially 
Social Security Numbers and dates of birth. CDCs and ADCs are instructed to sequester this 
information and await forthcoming guidance. 

Julie F. Thomas 
DGC: National Security Law Branch 
Office of the General Counsel 
Room 7975 
202-324 
202-324\ ]fax) 

6 5 1 7 9 DHH/KSR/JW 

UNCLASSIFIED 
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From: THOMAS, JULIE F. (OGC) (FBI) 
Sent: Thursday, March 22, 2007 12:27 PM 
To: FBI_ALL CDCs 
Cc: CAPRONI, VALERIE E. (OGC) (FBI); HQ-Dlv09-NSLB 
Subject: Response to Guidance 
UNCLASSIFIED 
NON-RECORD 

Thank you to all for the responses we have been receiving to interim guidance we have been 
giving. I look forward to those responses but, unfortunately, the press of business will not allow 
me to respond individually to each. They are being reviewed and will assist us as we craft 
permanent guidance going forward. 

I know this is an extremely difficult and uncertain time. OGC/NSLB is doing everything humanly 
possible to respond to Congress, the OIG, and the field's concerns about the use of NSLs and 
our other national security tools. 

Thank you for your patience. 

Julie F. Thomas 
DGC: National Security Law Branch 
Office of the General Counsel 
Room 79£L 
202-324-
202-324' 

ALL IMFOMfàTIOW CONTAINED 
Ì Ì ! Ì Ì I Ì ! Ì I Ì : ! » Ì Ì I I 1 Ì Ì ! ! 

1073946 

UNCLASSIFIED 
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