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^BÇRET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

(U ) 
Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
Synopsis:K) Report of a potential IOB matter. 

iU> (ft Deriv^d^From : G-3 
Decl̂ tíŝ tíy On: XI 

Details : 
bl (S) l. 
b6 
b7C 
b2 (V) b6 
b7E /X

 b7C 
b l (S) b6 
b7C'J) (X 

3 . 
4 . 

Case Aqen̂ f: 
Superviso^: SSA 

K ^ k F o r e i9 n Intelligence Surveillance Act (FISA) reauest 
Department ̂ f 1 Just ice ^elligence Policy'and L ^ S T 

(U) (X) 
bl (s) 
b2 
b7E(U) ^ 

S C 
EN 

Possible IOB Error: 

WUL* Ú^/ÚRJÚ7 

description of IOB Error (including any reporting delays): 

NSL VIO-1661 
M 

> ! 

P'NI 
,b6 
:^b7C 

SEcks^ 



b2 
b7E 

ic I 

bl 
b6 
b7C 
b7D 
b4 
b2 
b7E 

bl 
;b2 
'b7E 
b7D 

(U) SEC'KÇT 

To: Inspection From: 
Re: 2 78-HQ-C122 973 6-VIO, 01/29/2007 

(S) 

This NSL WAS fnr I-JIJ J. û'éûords F 

received from 
from response 

response | Ifound hhat- according 
Italgphone number was subscribed 

special Federal Officer 
(Serial 302 Division an EC (Serial 302) and a letter 

and a CD disk. Upon review r>f t-v̂e letter 

discontinued the service op 
Upon further review tnis 

found that 
telephön I niimnoy 

— fc—' • i u c j . i_j.it; i 

then opened the CD that had been providedf 
discovered that ther^ w ^ | r | t n U calls-p 

T phone numbers made a copy 
THl 

I 

ob 
_L and 

1 
and blacked out the other 

e other pages were destroyed. 

returned to him 
contacted SSA 

(S) 

'b7Cb6 
b4 b7C 

M 

Division's Legal Unit. 
and Paralegal 

and advised of «ha h = * been 
of the 

contacted 

b6 
b7C 

lephone _ ̂  
atedthat they had followed emu IepoJiTëd the possible error. 

L. -̂nt. » - jJ iî- -- I a 

HII 

b7D id received and advised that 
b4 

theinstructions of the NSL that they 
should destroy the CD 

vJ) The CD was destroyed on 01/29/2007, by SFoi The RN 
destroyed by being broken into'seieral V i L e f a W W c e d ^ a bu?n 

^ ' . I 

b2 
b5 

-I 
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SEB^ET 

(U) To. Inspection From: 
Re: 278-HQ-C122 9736-VIO, 01/29/2007 
LEAD(s) : 
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) For action deemed appropriate. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) For action deemed appropriate. 

b2 
b7E 

£3teÇRET 
3 

NSL VIO-1663 



(Rev. 01-31-2003) 

SÊ Ì̂ ST 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 
b7E 
b6 
b7C 

(U) 

(Ui 
b2 
b7E 

Precedence: ROUTINE 
To: 

Date: 02/26/2007 

Counterterrorism 

Inspection 

From: General Counsel 

Attn: 

Attn: 

SAC 
CDC 
ITOS 1, CONUS IV, Team 15 

Attn: IIS 

NSLB/CTLU I 
Contact: SSA 

Approved By: Thomas .Tnl-ic iff IAJ 

Drafted By: (U) 
Case ID W 278-HQ-C122973 6-VIO (Pending) 
T i t l e : ( A INTELLIGENCE OVERSIGHT BOARD (IOB) 

b2 MATTER 2007-] 
S y n o p s i s : T h e 
Office of General Division requested that the 
^ „ . „ ^ n . Counsel (OGC) review a potential Intelligence 
Oversight Board (IOB) error and determine whether it is 
reportable to the IOB. It is the opinion of OGC that the above 
- f e n c e d matter need not be reported to the IOB. Our analysis 

(U) £3< 

k 2 ( U J Reference : b7E v ' 

D e r i vèd^rogu-:^ G - 3 Dec 1 ALSßXI^OR^I^ o 2 / 2 6 / 2 0 3 2 

%
278^0^01229736^10, Serial 2126 
278]_|C136372, Serial 122 

Details: (S) 
rie 

Pursuant to this investigation, a national SecuritJ Letter (NSI.) 
bl 
b6 
b7C 
b7D 
b2 
b £ . J / D 0 J REVIEW; 

fbiinvestoatiL— 
BLCMOJIMSTIGM, 

telephone number[ ] 
Unbeknownst to the 

NSL VIO-1664 



(U) To: Re : YR 
From: 

2/8-HQ-C122 9736 

SE1 

Office of the General Counsel 
-VIO, 02/26/2007 

b2 
b7E 

bl 
b6 
b7C 
b7D 

(U) 
b 2 
b7E 

case aaent telephone service was 
Ï 

terminated | I 
1 | |. Upon reviewing the records supplied 
| the FFjT loarnori^h^ they contained not only 

was the subscriber to that 
related to th*3 inHhnHnai who 

information 
telephone number but also records 
was subsequent! v i ^ i H number 

records, FBI 
the telephone' 

Hnnn (j-i 

carrier, who 
records, which was done, 

y of the inadvertently obtained 
segregated the records and contacted 
advised the .FBI to destroy the 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review,the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG). effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

2 
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b2 
b7E iU> 

To: 
Re: 

SECRET 

Office of the General Counsel From: 
2/y-Hg-C1229736-VIO, 02/26/2007 

(U) 

bl 

b2 
b7E 

NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in mnfnrmjtv with statutory 
requirements, including 18 U.S.C. § 2709. 

(S) Here, during an authorized investigation, the FBI 
properly served an NSL on a telephone carrier requesting 
telephone toll billing records. In response, the FBI 
inadvertently received information regarding a subsequent 
subscriber which was not relevant to the investigation. The FBI 
identified the problem, and properly sequestered the 
inadvertently obtained records. The records were subsequently 
destroyed by the FBI upon the request of the telephone carrier. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

(U) Since the inadvertenj-1 y obtained records were 
already destroyed by [ 
telephone carrier, no action lead to 

upon the request of the 
is needed. 

SECRET 
3 
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Wh 
To 
Re 

From: 
27 8-HQ-C122 973 6' 

SECRET 

Office of the General Counsel 
-VIO, 02/26/2007 

LEAD(s): b2 
b7E Set Lead 1: (Info) 

AT 
(U) For information. 

Set Lead 2: (Info) 

COUNTERTERRORISM 
AT WASHINGTON. P.C. 
(U) For information. 

Set Lead 3: (Action) 

INSPECTION 
AT WASHINGTON. D. C. 
(U) INSD should retain a record of the report of the 

potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 

cc: Ms. Thomas 
b6 I • k^Ç IOB Library 

NSL VIO-1667 
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SECRET//20320205 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 
To: Inspection 

General Counsel 

oil b2 
Date: 02/05/2007 

b2 
b7E 
b6 
b7C 

From 

Attn: lis, Room 11861 
Attn: NSLB, Room 7 975 
Attn: ASA( 

CDC 

Contact: SA 
Approved By 
Drafted By: 
Case ID #: 

CLASSIFIED if 65179 DHH/EIR/T® 
REÄS01; 1.4 [C) 
DE n L AS SI FY Oil* OS-̂ 9—203̂  

278-H£^C1229736-VIO 
62P A89455-IOB 

(U) 

Title: (U) SA 
b6 ss£ 
b7C INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis:(ft To report possible IOB error. 
(U) $ Derived\r^m : G-3 

Declass^fy^On: 02/05/2032 

(S) 2 

Possible IOB Error: 

delaÌsfÌOn ° f 1 0 3 E r r° r <incl^ing any reporting 

bl 
b6 
b7C 
b7D 
b7A 
cb4 

I S ) fin n 8/28/2006, ß Nfltiryial Security Letter (HSIA + , 
requesting I :ds pertaining to the" 

/ J 

ALUjlyT, ! 
U ~RN~ ( } 

sè^RET//20320205 

b6 
b7C 

NSL VIO-1668 



SECKHJR//2 032 02 05 

b2 u> 
b7E 
bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 

To; 
Re; 

Inspection From: 
273-HQ-C12297^6-VIÔ, 0"2/05/2007 

b4 

b2 
b7E 
bl 
b7D 

was prepared and approved in accordance with the 
Attorney General Guidelines. The NSL was served 

(S) On 02/01/2007, a preliminary review of the results the 
NSL revealed thatf I supplied | ' 

bl 
b7D 

] This 
information was not requested by the FBI. This information was not 
utilized by the case agent in any analysis nor was it documented in 

b7A the case file. 
(S) On 02/01/2007, contacted Office of General Counsel 

(OGC), FBIHQ, to determine the proper handling of the information 
received. Per the advisement of OGC, mitigated the errant 
information by completely removing pages containing only 
I | and redactinq[ 
on pages containing both requested and non-requested information. 
All original pages containing errant information were sent to 

CDC. 

SECR^T//20320205 
2 
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SECRET//20320205 
To: Inspection From: 
Re: >8$ 278-HQ-C1229 7'36-VIO, 02/05 / 2 0 0 7 
LEAD(s): 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) For action deemed appropriate, 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) For action deemed appropriate, 

SECRSJT//20320205 
N 3 
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(Rev. 01-31-2003) 

. SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : ROUTINE 
To: 

Date: 03/21/2007 

b2 
b7E 
bó 
b7C 

Inspection 

Attn: 

Attn: 

AS I 
CDC 
SSi 
SA 
IIS, CRS 

From: Office of the General Counsel 
CTT.U/NST.P /nnr /R^^m 7q//i 
Contact: 

Approved By: 

Drafted By: 
(U) Case ID # : 

(U) Title; 

W ) 278pHQj-C129736-VIO" 
(A) 62Pj |-A8 94 55-IOB. (Pending) 

INTELLIGENCE OVERSIGHT BOARD 
b2 MATTER 20071 

Synopsis:-Afy it is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review bu the Counsel 
to the IOB. 

(U) 
« X Derivect^çrom. 

Declassiti 
(U) Reference: 278-m 

(UJ 

G-l 
03/21/2037 

•C129736-VIO Serial 2130 
62E -A89455-IOB Serial 19 

Details:(^j By EC dated 02/05/2007, Field Office J requested OGC review the facts of the captioned matter b2 [ ^ _ _ _ _ 
b7E and determine whether it warranted reporting to the IOEL "AS 

detailed further below, this possible IOB error is not reportable to the IOB. 

bl 
b7D 
b7A 
b4 

(S) On 08/28/2006r a M^Hnn.i Security Letter iNST.ì | | 

b6 
0IG/D0J nZnfiVll 
FBI INVESTIGAI 
0IG/D0J INVESTIGATION: 

SE&qîT^ 

DATE: Hil-t 
J T Z Z 

NSL VIO-1671 



b2 
b7E 

(U) To: 
Re: 

SECÙS^ 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 03/21/2007 

(S) 
bl 
b7D 
b6 
b7C 
b2 
b7E 
b7A 
b4 

bl 
b7D 
b2 
b7E 
b7A 
b4 

jeques tingf 1 x^cords 

was prepared and approved in accordance with thp Attorney General nnidplinps. The 
NSL was served I ~ I ^ 

the N.ST. rp^ealed I 
(S) On o?/m /?nni 

£ 
a, preliminary review 

F I M N L I P H I -

requested by the 

iii£j_results 

t'Bl. This xnformatioh was not 
not utilized by the case agent in any analysis nor was 
donnmenffd in the case file. Further, it was sequestered 

CDC. 

This 
information was 

it 
with 

(U) The President, by Executive Order (EO) 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by EO 12863, the President renamed 
it the Intelligence Oversight Board (IOB) and established the 
Board as a standing committee of the President's Foreign 
Intelligence Advisory Board. Among its responsibilities, the IOB 
has been given authority to review the FBI's practices and 
procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of EO 12863 mandates that the 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to EO or Presidential Directive. This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 
FBI National Security Investigations and Foreign Intelligence 
Collection 
regulation 
EO 12333, 
ensure the 
provisions 
deemed to 
individual 

_ genet. 
(NSIG), effective 10/31/2003, or other guidelines or 

s approved by the Attorney General in accordance with 
dated 12/04/1981, if such provision was designed to 
protection of individual rights. Violations of 
that merely are administrative in nature and not 

have been designed to ensure the protection of 
rights are generally not reported to the IOB. The FBI 

SEC^IT 

NSL VIO-1672 



b2 
b7E (U) To: Rev 

SEC 

From: Office of the General Counsel 
27 8-HQ-C122 97 36-VIO, 03/21/2007 

(U) 

bl 

Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

JX( NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to_Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in conformity wit|-| sta-t-nt-ni-y 

bl requirements, including 18 U.S.C. § 2709, 
(S) 

properly sprwr ij_the FBI 
ân NSL I |_ I 

provided the 
mrormation reqUSStêd ana provided information outside the time 

, ̂  frame requested. Acquisition of this unrequested information by 
D Z the FBI is not reportable to the IOB as it is third party error. 
b7E it should be noted that the FBI's response in receiving the 
b7A unsolicited material was commendable. Upon learning that the 

I I provided information beyond the scope of the NSL, the FBI 
sequestered the excess information, did not utilize it in any 
analysis and did not document it in the case file. The only 
remaining step to be performed is fori I to contact 

and ask whether the unrequested information shouldTôë 
returned or destroyed, with appropriate documentation to the 
file. 

(U) Based upon these facts, the bank's mistake is not 
reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. A record 
of this decision should be maintained in the control file for 
future review by the Counsel to the IOB. 

bl 
b2 
b7E 

:s) 
SE S^ET 

3 
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ÏCR&T 

b2 
b7E 

(U) To: 
Re: 

From: Office of 
T7 8-HQ-C122 97 3 6-VIO, 

SECI 

the General 
03/21/2007 

Counsel 

LEAD(s) : 
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 

Set Lead 2: (Action) 
b2 
b7E 

b2 
b7E 
b7D 
bl 
b4 

:s) Field Office should contact and ask whether the unintentionally acquired information should 
be returned or destroyed with appropriate documentation to the 
file. 

cc : M s . ï h n m ^ 

IOB Library 

b6 
b7C 

SECI 

4 
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FD-962 (Rev. 03-21-2005) 

SECÌ^V/20320126 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 
Precedence: ROUTINE 

To: Inspection 
General Counsel 

<>7-
Date: 01/26/2007 

Attn: u s , Room 11861 
Attn: NSLB, Room 7975 

( U ) 

i tie : (Ul^TFO 
b7C (L-S3AÌ 

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) 
S y n o p s i s : T o report possible IOB error 

Derived From >\ßßf SCG-3 JANUARY, 1997 
Declassify 0n^OT/26/2032 

bl 
b6 
b7C 
b7A 
b2 /_v 

b7Ebl <s> 
(lb2 

Details: (fi) i 

(S) 2. 

Possible IOB Error: 

b7E ^ D e s c r i p t i o n of IOB Error (including any reporting delays! 
(S) 

bl 

b7C 
b7D 
b7A ! J 
b2 >C MaAIi^ ; /V 
b7E b 

SIïbfiET//20320126 
\ ^RTIXJP BC[ LHKA . TO2FÙ>5 

lb b6 
]o 7 Cv NSL VIO-1675 



( U ) 
SE\ET//20320126 

bl 
b7D 
b7A 

b6 
b7C 
bl 
b2 
b7E 
b7A 

b2 <pq . 
b7E Re: [n^pection From: 

278-HQ-C12297ib-VlO, 01/26/2007 

Memorindum Vihm? f ^ i n i f r a t l ^ e oversight, an annual Letter Head 
t m r ^ o e t S d , f - 2 0 0 6" D u r i n^ t h i s P^iod °f 
In November of 2M6 t c\ t h r e e different investigators. 
( N S L s T S h ^ l°6f ^ ' f ^ a t o r s used National SegyH ty L.tt^s 

requesting | 
NSLs.| 

I r 1 1 iplans on Un reference to th^ results of these 

year. ] No other LivesLiyatile activ'ity has occurrld in the last 

IM^DXCDTNL 

£tftev\jdLJL e^ri 

bl "t j 05 AhnuAi, I M M ¿mju Oaj ulcr-
b2 Not suhmiTINT • 
b7E 

* AWTAUALLMM CUAJLJ^JHIGS--

J ^ ^ L I M A M L • 

AVMAUULI LMM SOTFVU^L/L 
OZLOT ¡01. 

SECRET//20320126 
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b2 
j^gU) To: Inspection From: 

SE^T//20320126 

R e : J g ^ 27 8-HQ-C122 97J6-VIO, 01/26/2007 
LEAD(s) : 

Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) For action deemed appropriate. 

Set Lead 2: (Action) 

GENERAL COUNSEL 
AT WASHINGTON. DC 
(U) For action deemed appropriate. 

SECftET//20320126 
N 3 
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FD-962 (Rev. 03-21-2005) 

SECRET//20320209 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 0' 
Precedence: ROUTINE D a t e : 02/09/200*7 
To: Inspection 

General Counsel Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 
Attn : ASAC 

fnr 

b2 
b7E 
b6 
b7C J) 

From 

Contact : SA 
Approved By 
Drafted By: 
CaseID#: 27 8-HQ^C122 97 3 6-VIO -

62F|IA89455-I0B 

( U ) 

(U) 

Title: (H) SA 
b 6 SSA 
b7C INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) 

(U) 

Synopsis : 

Details 
(S) 1 
* bl 

b6 
(S)b7C 

'b7A 
,b2 

(S)bbT 

To report possible IOB error. 

H 
Derived t̂ oj 
Declassi G-3 

02/09/2032 

Possible IOB Error: 

(Y) b2 b7E delays!] Description of IOB Error (including any reporting 

sfes^ET//20320209 

b7C NSL VIO-1678 



b2 J) 
b7E 

bl 
b6 
b7C 
klT\ 

b2 
b7E 
b4 
b7D 
bl 
b7D 

3 ) 

bl 
b2 
b7E 

To: 
Re : 

SEckjST//20320209 
Inspection From: 

_278-HQ-C12297 36-VIQ, 02/09/2007 

Attorney g J p ? " f l ^ a p p r o v ^ ^ accoluaUce w^h 

NST, J f ^ L S I l i l V 7 ™ 1 ? Prel im"|nary review of the result, th. 
1 n I S u n n 1 i o H I | 

Jiot requested by the FBI Th~ri r̂  P^HTs information was 
case agent in aiy analysis NOR w a f ̂ h ^ u t i l i z ^ by the 

Y analysis nor was it documented in the case file. 

General ̂  Counsel (§g2) I n ^ ^ I *>y the Office of 
such information r . Z ' J ^ f ^ ^ | r e ? f r d ^HE PROPER handling of 
by redacting mitigated tje errant infnrpH'.n 
oriqinal pagiri containing errant L f ^ . f 1 I CDC. errant information were sent to the All 

SE^ET//20320209 

NSL VIO-1679 



(U) 

b7E 

SCfcjE SECRET/ /20320209 

To: inspection From: 
R e : ( % { 278-HQ-C1229736-VI0, 02/09/2007 
LEAD(s): 
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) For action deemed appropriate, 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For action deemed appropriate, 

Set Lead 3: (Action) 

:u) To report possible IOB violation, 

SECRET//20320209 

NSL V I01680 



(01/26/1998) 

SEcàs^T 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : 

To: 

ROUTINE Date: 3/19/07 

b2 
b7E 
b6 
b7C 

Counterintelligence 
Inspection 

From: General Counsel 
National Security Af f ai/frs/Room 7974 
Contact: Julie F. Thor 

Approved By: Thomas Jul 

Attn: ASA( 
CDC 

Attn: 
Attn: 

AD 
IIS, CRS 

<U) 

Drafted By: 

CaseID #: 

(TJ) Title; 

(U) 

(V) 

30 278-HQ-C1229736-VTO 
^ 62F|~~t-A89455 - [02> 

POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER 
2007-' 1 

ALL llFOEIÄTIOi C0WTAIKED 
HEBE 1ST IS UHCLASSIFIED EXCEPT 
IHEBE SKCUE OTHERWISE 

DATE". 05-29-2007 
CLASSIFIED If 65Ì79 MI1/KS1/JI 
KEâSOl; 1 . 4 (Ci 

DECLASSI Ff OK: C5-2S-2332 

^ s " OGd^t-hIT P I0N °F THE °FFICE °F THS GENERAL (OGC) that no error was committed in this matter, and 
therefore nothing need be reported to the IOB. A record of this 
decxsron should be maintained in the investigation contro? f for review by the Counsel to the IOB. 

(U1 b2 
b7E 

( U ) 

Re fer enee.:.. W ) 278 -HO 

Derived 
Declass 

62F- C1229736-VIO-Te»CM( ZIS9 
A894 55-4ÖßvTöti^l ZI 

bl Details: 

b7C 
b7A 
b2 
b7E 

1 a National Security Letter (NSL) was 

b7C 
0IG/D0J REVIEW: 
FB! INVESTIGATI^ 

OiG/DOJ INVESTIGATION: 

SEGRET 
DATEh V if-C 9 \ 

NSL VIO-1681 



( U ) 

b2 
b7E 

SEC: ck^T 

b2 
H7F, 

is: 
To : From: Office of the Qeneral Counsel is: Re : 2 7 8 -HQ-C122 973 6-VIO, 3/19/07 

bl i 
issue cil J 

b6 i 
b7C 
b7A 
b4 
.. T-N 

bl 

b7A 
b4 
.. T-N 

bl (S) When the Field Office revifwed the 
b7D records I 1 there werp 
b2 which was prior to the time period requested in 
b7E The NfclL. requested in 

M The original documents reflecting the information which was not requested have been forwarded tc 
sequestered CDC and 

Redacted copies which only reflect information 
requested by the NSL will be retained for the case file. 

^ The President, by Executive.Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 9/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order (E.O.) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB «concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential Directive." This 
language has been interpreted to mandate the reporting of any 
violation of a provision of The Attorney General's Guidelines for 

NSL VIO-1682 



b2 
b7E To: 

Re: 

SEC 

From: Office of the General Counsel 
278-HQ-C122973 6-VIO, 3/19/07 

FBI National Security Investigations and Foreign Intelligence 
Collection (NSIG), effective 10/31/2003, or other guidelines or 
regulations approved by the Attorney General in accordance with 
E.O. 12333, dated 12/04/1981, if such provision was designed to 
ensure the protection of individual rights. Violations of 
provisions that merely are administrative in nature and not 
deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

>) NSLs are a specific type of investigative tool 
that allows t:he FBI to obtain certain limited types of 
information without court intervention: (1) telephone arid email 
communications record from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709; (2) records of financial institutions (which is 
very broadly defined)(Right to Financial Privacy Act, 12 U.S.C.§ 
3414(a)(5)(A); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 

bl Credit Reporting Act, 15 U.S.C. §§n 1681u(a) and (b); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in 

(U) 

conformity wit 
2709 . 

statutory requirements, including 18 U.S.C. § 

(S) Here, during an author-1 7 o H ^vor.n jat-^n the FBI 
properly served an NSL 
the properly served NSI7;—Che FBI obtained Irecords 

I m r 
1 1 legally auth 

In response to 
containing information beyond what it is legally authorize t-f 
receive t h p ttpt having ascertained that£ 

bl I | were beyond the scope of the NSL" forwarded the 
b7D uiidBKed tor information to the CDC for sequestering and redacted 

their files to reflect only information responsive to the NSL. 
b2 

^Xf By agreement with the Counsel to the IOB, it is 
our opinion that this error is not reportable to the IOB. A 
record of this decision should be maintained in the control file 
for future review by the Counsel to the IOB. 

SE&^ET 

NSL VIO-1683 



SECKELT 

b2 
b7E 

To: 
Re: . From: Office of the General Counsel 

^ /d-fig-C1229736-VIO, 3/19/07 -
Set Lead 1 (Action) 

AT 

bl 
b7D 
b4 

(S) Return original documents which reflect 
informat i.on beyond the scope of the NSL to 

Set Lead 2 : (Info) 

COUNTERINTELLIGENCE 

AT WASHINGTON. DC 

(U) Read and clear. 
Set Lead 3: (Info) 

INSPECTION 

AT WASHINGTON. DC 

(U) Read and clear. 

b6 
b7C 

1-Ms 
1-
1 
1 

Thomas 

-Luu ijijji'dry 

SEB^EI 

NSL VIO-1684 



(Rev. 01-31-2003) 

SECRÈ^ 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b7E 
b6 
b7C 

(U> 

(U) 

(U) 

bl 
b6 
b7C 
b7A 
b2 
b7E 

bl 
b7A 
b6 
b7C 
b7D 
b2 
b7E 
b4 

Precedence: ROUTINE 
To:/ Inspection 

General Counsel 

Date: 02/16/2007 b2 

Attn: IIS 
Room 11861 

Attn: NSLB 
Room 7975 

From: 
Chief D.ivi.cjirin Tonri gol 
Contact : 

Approved By: 

Drafted By: 
C a se ID #: (fi) 2 7 8-HQ-C122 97 36-VIO -¿/¿V 
T i t l e : ^ Intelligence Oversight Board (IOB) error 
Synopsis 

(U) 

Details : 

To report possible IOB error. 

A 1 

(S) i. r 

^ 2- Potential IOB error: An NFIPM section 
authorized b y Ü s " " " " P r ° V l d i n 9 a9ent with information not 

(S) 3. Description of potential IOB error- (In 
m/?7 " l t h "" aPP r o v e d E,CPA National Security letter H ^ H Ul/i//^UU/J reti:rnpH 1-n I ] 
Divisionf - returned to [ Irerords fnr,telephone number 
uLiir \J eiu r 
LU Liië r^ctT was r.ne snh9rrihpr for 

SEC: 

b6 
b7C 

NSL VIO-1685 



sîhsg SEKRET 

b2 
b7E 

..To: 
Re: 

Inspection From: 
27 8-HQ-C122 97 36-VTO, 02/16/2007 

S) 

bl 
li) 71\-
b6 
b7C 
b7D 
b2 
b7E 
b4 

(U) 

(U) 
b2 
b7E 

bl 
b7D 
b2 
b7E 

however, returrïW-| 
includinql |, who have subscrihpH t-n number' 2 records tor three individuals, 1 

I fori n IWij listed f the. siih< 

Z . . 1—, - — — I there wsrp two 
aaaitional individuals (not FRT snhj^s) who have subscribed to 

telephone number! I. Upon receipt of t-hnap additional records from 
records were not reviewkrrJi «¿¿jLfefl npon and nn Ia.h ^-f^v^+.'i(?n 
was developed by the| I Division. The subscriber and 

information for the two additional individuals (not including the subject [ 
Counsel for maintenance in his safe 

_ j - n ^ i J_ v J_ o \ l l U L 
J were provided to the Chief Division 

M 4. The Office of General Counsel guidance per EC 
dated 11/16/2006, provides that an over-collection of this type 
must be reported as a potential IOB violation. 

(X) 5. . , A . therefore, is reporting this 
incident to OGC and the Inspection Division. Due to the fact 
that no investigative activity was conducted as a result of the 
over-capture, Philadelphia does not believe this incident to be a 
reportable IOB violation. 

part of r 
SACl 

ÎS) the fact that this was an error on the 
J and was not the result of agent error, 

regarding this matter. recommends no administrative action be taken 

SECRET 

2 

NSL VIO-1686 



b2 CU) 
b7E 

ection From: 
27 8-HQ-C122 9736-VIO, 02/16/2007 

LEAD (s) : 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) For action deemed appropriate. 

SESTET 

3 
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(Rev. 01-31-2003) 

SECÌ^T 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 
To: Inspection 

General Counsel 
Attn: 
Attn: 

b2 
b7E 
b6 
b7C 

(UJ 

<U) 

(XT) 

Date : 
IIS 
Room 11861 
NSLB 

02/16/2007 

Drafted By: 
Case ID #:278-HQ-C1229736-VIO • / & H 
T i t l e : ^ Intelligence Oversight Board (IOB) error 
Synopsis:i^f To report possible IOB error. 

Derivàd/Érom : G-3 
Declassify On : XI 

bl 
b6 
b7C 
b7A 
b2 
b7E 

bl 
b7A 
b6 
b7C 
b7D 
b2 
b7E 
b4 

N ?• 
Potential IOB error: An NFIPM section 

authorized p r O V i d i n 9 a"ent with information not 
(S) 3. Description of potential IOB error- (In 

0 Ï / Ï 7 / 2 S S ? |Wlth a n FRPA National Security l^t.. returned to the Division •records X for telpnhnnp mimhy [ 3 

3 
was m e subscriber for 

SEC. 

NSL VIO-1688 



(Rev. 01-31-2003) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 
b7E 
b6 
b7C 

<U) bl 
b7E 
b2 

(U ) 

(U) 

<U) 

bl 
b6 
b7C 
b7A 
b2 
b7E 

Precedence: ROUTINE 

To : 
Date: 03/12/2007 

Counterterrorism 

Inspection 

From: Office of General Counsel/ 
NSLB/CTLU I L 
Contact: UC 

Attn: SAC 
CDC 

Attn: ITOSI, CONUS 1, 

Attn: IIS 

C a s e I D # : ( > [ 

Approved By: Thomas Julie F 

Drafted By: 

(S) 
Title: 

2 7 8 - H O - n ? 9 < m c . V T n (Pending) 
(Pending) 

INTELLIGENCE OVERSIGHT; BOARD 
IOB MATTER 2007-

S y n o p s i s : ^ it is the opinion of the Office of the General 
Counsel (OGC) that the above referenced matter need not be 
reported to the Intelligence Oversight Board (IOB). Our 
analysis follows. 

Derived 
Declassi f12/2032 

R e f e r e n c e : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O Serial 2164 

Details: (S) By electronic communicatir»n ("EC") dated 
February 16, 2007, the | I Division I — 
reported a potential IOB error in conjunction with its ongoing 
counterterrnri am -i j- j c n c 

„ a United states Person as that term 
i b ueixnea m The Attorney General's Guidelines for FBI 

RET 

b6 
b7C 

OIG/DOJ REVIEW 
FBI INVESTIGATI 

OiG/OOJ INVESTIGATION: NSL VIO-1691 



<U) b2 To: 
b7ERei w ~TT\ 

SE 

From: Office of General Counsel 
-HQ-C122 9736-VIO, 03/12/2007 

:s j 

bl 
b7A 
b7D 
b6 
b7C 
b2 
b7E 
b4 

(S) 
b7D 
b2 
b7E 
b4 

Investigations and Foreign Intelligence Collection ("NSIG" or "the Guidelines").1 

("NSL" 
By way of background, on January 17, 2007 
issued an annroyeH ECPA National Security Letter 

for telephone number I 
I r e n o xds of subscriber 

The NSL did not list tne subscriber name, only telephone number. The subscriber i n f o r m a t i o n ! 

were adequately verified 
prior to tne issuance of the NSL letter anc 

J 
1 returned I | records jfor three individuals, including 

dgeiiLü JY 
Unbeknownst to the case ] ]tne telephone number, two additional 

individuals (not FBI subjects) snhsr .rihPH to telephone number. 
and 

records as wpIi 
provided their 

upon receipt of the additional records from 
the case agents notified their rhiof n-̂r-i 0 -j 

records counsel ("CDC") whereby the CDC directed 
be sequestered and held in his safe. The additional records were 
notj rpvTPwsri—a^ted upon, nor was any lead information generated 

As required by Executive Order (E.O.) 12863 and 
° f t h e N a t i o n a l Foreign Intelligence Program Manual ( NFIPM ) , OGC was tasked to determine whether a 

receipt of additional subscriberf 
it is not Ï 

records from is a matter whlcn must be reported to the IOB 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that they 
have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive." This language was adopted 
verbatim from E.O. 12334, dated 12/04/1981, when the IOB was 

MU) SEE, referenced EC from the 
b2 General Counsel, dated February 16, 2 
b7E V I° Serial 2164, titled 

to the 
UU7, Case ID# 278-HQ-C1229736-

"Intelligence Oversight Board (IOB) Error." 
SE&REJT^ 

NSL VIO-1692 



(U',1 
b2 
b7E 

.To: 
Re: W 

SÈiS^ET 

From: Office of General Counsel 
278-HQ-C1229736-VIO, 03/12/2007 

(U) 

bl 

bl 
b7D 
b2 
b7E 

bl 
b6 
b7C 
b7D 
b2 
b7E 
b7A 
b4 

known as the President's Intelligence Oversight Board ("PIOB"). 
By longstanding aoreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the 
NSIGs, or other guidelines or regulations approved by the 
Attorney General in accordance with E.O. 12333, dated 12/04/1981, 
if such provision was designed in full or in part to ensure the 
protection of the individual rights of U.S. persons. Violations 
of provisions that are essentially administrative in nature need 
not be reported to the IOB. The FBI is reguired, however, to 
maintain records of such administrative violations so that the 
Counsel to the IOB may review them upon request. 

7 N NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which is 
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S 
3414(a)(5)(A)); (3) a list of financial institutions and consumer 
identifying information from a credit reporting company (Fair 
Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) 
full credit report in an international terrorism case (Fair 
Credit Reporting Act, 15 U.S.C. § 1681v). NSLs may be issued in 
conformity with statutory requirements, includinq 18 U.S.C. § 
2709 ~ 

(S) In this instance,T 
NSL requesting subsnri her-I ] properly served an 

E m or | | the NSL on 
number therefore) | 
records beyond the scope of the NSL 

records 
flhough no fault 

the ly listed 
provided 

of the 
telephone 

tfith 

(S) Based on our analysis, the over collection of 
records was not reportable to the IOB as the FBI has not 

acted unlawfully or contrary to Executive Order or Presidential 
Directive. The FpT adequately/ uPrified, prior to inning NSL, ^ 
was m use of the 
I 

¿exepnone number l'i .¿¡i-erL-ag the NSL. f 

SECRET 

NSL VIO-1693 



(U).b2 
b7E-T.P: 

Re: 
From: 

SECRET 
Office of General Counsel 

278-HQ-C1229736-VIO, 03/12/2007 

(S|bl 
b2 

b7D 
b2 
b7E 

Since the additional records in this instance 
are notrelevant to the authorized investigation, [ 

and ask whether the should contact [ 
unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error is not 
reportable to the IOB. A record of this decision should be 
maintained in the control file for future review by the 
Counsel to the IOB. 

NSL VIO-1694 



To b 7 E f e 
From: Office of General Counsel 

278-HQ-C1229736-VIO, 03/12/2007 

LEAD(s): 
Set Lead 1: (Action) 

b2 
b7E 

b4 
b7D 
b2 
b7E 

Field Office should contact 
_ and ask whether the irrelevant unintentionally 
acquired information should be returned or destroyed with 
appropriate documentation to the file. 

Set Lead 2: (Info) 
COUNTERTERRQR T SM 

AT WASHINGTON. DC 
(U) For information. 

Set Lead 3: (Action) 
INSPECTION 

AT WASHINGTON. DC 
(U) INSD should retain a record of the report of the 

potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 

cc : 
b6 
b7C 

Ms. Thomas 
IOB Library 

SECRET 

5 
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(Rev. 01-31-2003) 

SECKST 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 d'J 

Precedence: PRIORITY Date: 02/21/2007 
To: General Counsel Attn: 

Inspection Attn: 
Charlotte Attn: 

From: Charlotte 
Raleigh RpsiHpnt- anpnnv 
Contact: SA 

b6 
b7C 
b2 

Approved By: 

Drafted By: 
(U) 

(U) Title: 
Case ID#:(&) 278-HQ-C1229736-VIO ' (Pending) 

INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION 
FBIHQ - CHARLOTTE DIVISION 

Synopsis: (U) Report of a potential Intelligence Oversight Board (IOB) matter. 

(U) 
bl 
b2 
b7E 

b6 
b7C 

(U) 

Reference ; (X 
(S) 
(S) 

Derived Frfcin/: G-3 
Declassify/On: 02/21/2032 

£ 

Enclosure(s): (U) Enclosed for NSLB and IIS are the following: 
One copy of a r p t i p s nf e-mails "(3 pages) to include 

an e-mail from 
FBIHQ, CTD, dallea (jy/21/200B. to ASC et al, 

Details 
bl 
b6 
b7C 
b2 
b7E 

IS1 

S C 
Cfcs» ¿L^ ¡MÜ] 

b6 
b7C 

S E ^ E T 

NSL VIO-1696 



(U) 

.RET 
To: General Counsel From: Charlotte 
R e : V ) 2 78-HQ-C122 973 6-VIO, 02/21/2007 

bl (S) 

( 5 Ì As a result of 
07/07/2005, 

bl 
b6 
b7C 

nve.qf iaal-inn 

IS) 

On or about 07/13/2005, 
|S): with United States Attorney's Office (USAO) 

North Carolina (EDNC). Chief of Criminal. T 
a Grand Jury subpoenaT 

SA 

(S) 

b6 
b7C 
bl 

[ 
coordinated 

Eastern District of 
\ to nhhain 

"57T ] went 
1 

to 
SA 

Atter receiving the subpoena, 
m a mec wich Associate General Counsel 
served the subpoena and had some records 

in hand when he received a call from SSRA| 
SSRA|_ | had been notified by FBIHQ, ITOS I, CONUS II, Team 6, 
that we were not to utilize a Grand Jury subpoena and that we 
must; obtain a National Security Letter (NSL) . Therefore, SA 

returned the records tor 

SSRA advised FBIHQ that our SAC, M . 
was TDY out of the Division and therefore we would need 

( S ) t o c o m P l e t e a n EC addressed to General Counsel requesting an NSL 
nnxT,A w a s t h e n instructed by FBIHQ, SSRA 

bl (S) 

be approved at FBIHQ, 
ITOS I, CONUS II, that Charlotte would be required to draft the 
NSL, due to time constraints, and then obtain approval from a 
neighboring division's SAC SAI J then drafted an NSL to 
obtain the student records 
SSRA| for review. tItp-

to SAC 

x 

1Mb Li waa 
and forwarded the NSL to 
then forwarded by SSRA 

Division, for approval. 

served the NSL at[ 
Agent 

does not recall 

b7C SECRET 
2 

NSL VIO-1697 



tur 

sÈbi^T 
To: 
Re-

General Counsel From: Charlotte 
î O 2 78-HQ-C122 973 6-VIO, 02/21/2007 

bl 
b 6 (Sì 

(S) 

bl 
b6 
b7C 

(S) 

bl 
b 2 
b7E 
b6 
b7C 

bl 

the ind.i vidua.: s name to whom the NSL was given. TFA 
advisee 
receive 

that tneNS.T was 
was not, the annrnpri af p documentation to 
records declined to honor the NSL, 

SSRA then contacted CDC 
Charlotte Division, for guidance concerning the matter and the 
questioned legality of the NSL 
then conferredwithlegalcounse 
concern i r̂ g the matter. SSRA [ 

CDC 
and FBIHQ, OGC 

aiso contacted ASAC 
Charlotte Division, who in turn was also in contact 

with FBIHQ. 

Subsequently, SSRA[ 
a Grand Jury suhnnpna wnnlH be obtained 

was advised by FRTHO 

matter,and the Grane 
which was the office or origin on tne 

that 

the Raleigh RA for serviceor 
/CM itfi On 07/1R/?nnR 
' '/ the Grand Jury subpoena 

•Tnry Rnhnnpna would be forwarded to 

I 

the Palei rrVi T?a rapali ^ î̂ îr -̂F 

served "lwi t"Vl l-Vio flr-jn̂  
LU (juuipiy, bA 
SSRA 

aavised 
was in contact wit 5 

_ SA , 
Jury subpoenaT 

and SA 
After 
he had been served 

resistance 
Iadvising of 

b7C 
b2 
b7E 
b3 FGJ 

t̂ i advised that the records were waiting for our retrieval 

-ance to hnnnr the Grand .Tnrir subpoena and at this time[ 
contacted 

Approximately one nour later 
concerning the matter, 
contacted the Raleigh RA and 

SE(?R|ST 
3 
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SECRET 

To: General Counsel From: Charlotte 
Re : 2 78-HQ-C1229736-VI0, 02/21/2007 

LEAD(s): 
Set Lead 1: (Discretionary) 

GENERAL COUNSEL 
AT WASHINGTON, DC 
(U) NSLB; For information and action deemed 

appropriate. 
Set Lead 2 : (Discretionary) 

INSPECTION 
AT WASHINGTON. DC 
(U) IIS; For information and action deemed 

appropriate. 

4 

NSL VIO-1699 



b2 
(FBI) 

b6 
b7C 
bl 

(S) 

(S) 

From: 

Sent: 

To: 

(CTD) (FBI) 

Thursday, July 21, 2005 5:23 PM 

1 ( C E ) (FBI) 

Subject: RE: Facts or needed rt ĴSL letter ASAP 

UNCL, 

b6 
b7C 

Thanks for the rapid response. 

Drininal Mpccana. 
From: 
FTERJT- TH.IRCRTAXI LIIK/ 91 1 

b6 
b7C 
bl 

Ton 

rc 
(FBÎI 

CE) (FBI) 
P05 5:17 PN 
(CTDXFBI); 

ÎCTD) (FBI) 

(Si Subject: RE: Facts o 

JLÇTD) (FBI); 
Ir cip) rFBh 

(CTD) (FBI) (CTD) (FBI); 

(CTDXFBI); 

needed re 

(CE) 

NSL letter ASAP 

UNCLASSIFIED 

b6 
b7C 

IS) 
I S ) 

(S) 

(S) 

We originally were in the process of obtaining a subpoena in the EDNC for tha records along 
with a sealed court order to be issued by Judge Boyle, (EDNC). This process w U s i u ^ e d at the 
direction of FBIHQ, CTD. and I was told that we needed to serve an NSL. We prepared the NSL and it 
was e-mailed to SACl Division, signed and returned. Our SAC is 

nd their legai counsel aavised that 

(S) 

bl 
b3 
b6 
b7C 
b2 
(b7E 

r 

FGJ 

currently TDY at FBIHQ. The NSL Was then served on 
he would nnt anrprtt/hnnnr thp NSL because the NSL W35 6nly tort 

We had our CDC and FBIHQ involved in in IS mrbughout the process. 
tn serve hBIHQ, ITOS I, then a d v i W 

obtained the GJ subpoena[ 
Division would be forwarding us a GJ subpoena 

late Friday afternoon and served it on the attorney 
initially declined to honor the subpoena because he stated that we should have presented him with 

He 

court order under the Patriot Act and also that he wanted each individual who had recbrdi 
be nanied in the subpoena. He also made some additional remarks that I will not go into at tnis time". 
Bottom line is we told him to consider himself served and provided him with the subpoena. A/SACT" 
~~ la lso contacted! | concerning the matter at this point. About one hour — 
later th{ attorney caned our ortice and advised the documents were ready to be picked up. 

This process delayed us approximately one day in obtaining the records. However, it occupied a 
great deal of my time and more importantly the time of two agents who could have been focusing on 
the investigation at hand. I would agree with the obvious, that administrative subpoena power in the 
field involving CT matters may be the single most important tool that the agents could use to 
improve/expedite their investigations. 

If you require any additional info please let me know. 

Thanks, 

b6 
b7C 

12/19/2006 VIO-1700 



b6 
b7C 
bl 

(S) 

Original Messane 
Fro m J |cTD)(FBI) 
Sent! Thursday, lnlv 71- :55 PM 
To| 
(fbw; 

Cc:P 

ÍCTDHFBr 
JcTDyxFErr 

I |CE) (FBI) 
subiect: iject: FW: Facts oi 
Importance: High 

UNCLASSIFIED 
NON-RÈCORD 

ÜCTD) (FBI) 

needed re 

CTD) (FBI); (CE) 

(CTD)(FBI); 

NSL letter ASAP 

b6 
b7C 
b2 

- Is the below true? Did we go NSL first and then GJS? Pis 
respond by e-mail. 

• Anyone with full knowledge to get this back to by e-mail? 

Internat ional Terrorism Ops Section 1 
CTD/FBIHQ 

b6 
b7C 
bl (S) 

(S) 

b6 (S) 
b7C 
bl 

From^ 
-Original Mpqsanp-

ICTD) 
Sent: Thursday. July 21. 2005 3:10 PN 

(CTD)(FBI); 
CTD) (FBI); 

(FBI) 

To 
Cc 

KD0)/FRnr 
¡»uoject: hacts on 
Importance: High 

UNC IFIED 

ODXFBI ) 
_|CTD) (FBI); 

needed re 
£ T I 

J 
D) (FBI) 

NSL letter ASAP 

I just got a call frorr 
circumstances surrounding the NSL letter issued to 

of OCA. The Director has rpnup.steri a writp nr> on the 

It is the Director's understanding that an NSL letter was issued to 
J n connection with the London bombing.!" m CR tL.»>Jx_I _ . . _ iL /•"» a letter and because of this the FBI had to issue them a Grana Jury su 

would not honor the NSL 
Dpoena. 

The Director would like to use this as an example tomorrow as to why we need 
administrative subpoenas's to fight the war on terror. In particular, he would like to know how 
much extra time was spent having to get the Grand Jury subpoena. 

Please provide me with an e-mail regarding the particular facts of this incident. Just one 
paragraph in e-mail form will be sufficient. 

12/19/2006 NSL VIO-1701 
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b6 
b7C 

From: 
Sent: 
To: 
Cc: 
Subject: 

UNCTbASSiflED 
N O N ^ ^ Q R D " 

(mi) 
} lNSD) (FBI) Thi ircriaw lam .pry 04, 70̂ 7 2:47 PM 

I fCF) ¡FF 

Kb: Charlotte NSL Issue 
CE) (FBI) 

(INSD) (FBI) 

b6 'es can call We have no problem with that at all. The OIG can call anyone directly, just keep us 
b 7 C 1 t h e l o o P a s t o w h a t transpires. Would it be helpful to send you a copy of what we sent the OIG? 

bl 
b2 > j ust to give you alittle information, we sent the following: 

b 7 E 1) E-mail dated 12/19/06 tc 
( S ) ASAP. 

from 

2) 7/15/05 EC from Charlotte to CTD 

-e: FW: Facts on needed re 

,' C ) 3) 7/14/05 EC from Charlotte to CTD and QGO I ̂  R /1\ -7H ALRUZ F 4) 7/14/05 letter from tc 

Jet. Ai 
iiü£ 

J^J. 

NSL letter 

= 3 
TH 

If you would like a copy, please let me know and I can send one ASAP to your office. 

Thanks. 

!02) 32< 
-—Original Mpqganp 
From: \ [CE) (FBI) 
Sent: Wprlnpcrtau LANIlary 03, 2007 12:34 PM 
To: J _ laLism (FBI)i 
Cc: 
Subject: Lnarlotte NbL Issue CE) (FBIJ" 

](INSD) (FBI) 

UNCLASSIFIED 
NON<ft£CORD 

b7C 
b2 

b6 
b7C 

(S) 
b6 ' 
b 7 C you have studied the matter and we are responding to the inquiry." Should I have S / f 
b 1 recollections of the matter? He's glad to do it, but I wanted to check with you first to m3Ke~sure\hat waswhaf you 
^ wanted us to do. 

Also, would you please let me know what documents and information was furnished to OIG? I would appreciate it. 

Thanks. 

Jreceived 
advised that your 

_ bne of our Agents I 
inquiring aPout the matter. I contacted ~~[and she 

regarding the matter to OIG 
calf 

assuming by that, that 
and detail his 

b6 
b7C 
b2 

-DC Charlotte 
04 

UNCLASSIFIED 

NSL VIO-1702 



(Rev, 01-31-2U03) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: Charlotte 

Counterterrori sm 

Inspection 

Date: 03/13/2007 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, Team 8 

Attn: IIS 

From: Office of General Counsel, 
NSLB/CTLU I 
Contact: UC 

b6 Approved By: Thomas Julie 
b7C 
jj2 Drafted By: (L i 5 

O0> 

Case I D # : ( & ) 278-HQ-C1229736-VIO" (Pending) 

INTELLIGENCE OVERSIGHT BOARD Î U )b2* i t l ê i 
IOB MATTER 2 007-

(U) S y n o p s i s : I t is the opinion of the Office of General 
Counsel (OGC) that the above-referenced matter must be 
reported to the IOB and to the Inspection Division. OGC will 
prepare and deliver the required correspondence to the IOB. 
Our analysis follows. 

(U) ¥ I DeriveàxFróm : 
Declassiti On: 

(U) 
032 

Reference:(X) 278-HQ-C1229736-VIO Serial 2180 

bl 
b6 
b7C 
b2 
b7Ebl 

b2 

Flat-a-i 1 e . _LSJ_ 

bl 
b6 
b7C 

b 7 E ( S j A s a r p s n u n f t h e 
n7/D7/9nnR I 

investigation 

SEÒK^ET 

DATEu ̂  / f ^ 
/RI 

U 
b7C 

OIG/DOJ REVIEW: 
FBI INVESTIGATId 

NSL VIO-1703 



( U ) 

SEC C ^ L 

To ; 
Re: 

Charlotte From: Office of General Counsel 
278-HQ-C1229736-VIO, 03/13/2007 

On or about 07/13/2005, SA 
(£) coordinated with United States Attorney's Office (USAO), 

Eastern District of North Carolina (EDNC) , Ch-jpf o f Cr-i mi 
«"< a T =» a n .Tiiti, I L 

| After receiving the subpoena. SA I I went to 
• \ and met with . SA ^ 

nal, 

(S) 
bl 
b6 
b7C 

and met with 
served the subpoena and had some records in hand when he 
received a call from SSRAI SSRAC I had 
been notified by FBIHQ, ITOS I, CONUS II, Team 6, that the 
field office was not to utilize a Grand Jury subpoena but must 
obtain a National Security Letter (NSL). Therefore, SA 
returned the records 

SX> SSRA 

bl (S) 

nsel 
was then 

larlotte would be 

b7C 
b2 
b7E 

advised FBIHQ that their SAC,_ 
was TDY out of the Division and therefore FBIHQ 

would need to complete an EC addressed to Gene 
requesting an NSL be approved at FBIHQ. SSRA 
instructed by FBIHQ, ITOS I, CONUS II, that C 
requiredtodraftthe NSL, due to time constraints, and then 
obtain approval from a neiahbc>ring d-ivision' s sAC. sA \ 
then drafted an NSL to obtain 
and forwarded the NSL to SSRA 
then forwarded by SSRA 
for approval. 

to SAC 
]tor review. The NSL was 

Atlanta Division, 

( S ) . 
1 

On or about 07/14/2005. JTTF Task 
served the NSLi requesting 

Pnrrp AfTPnt-

bl 
b6 
b7C 

TFA | 1 does not recall 
the individual's name to whom the NSL was given. TFA 
was advised that the NSL was not the appropriate 

S^qRET 
2 

NSL VIO-1704 



3ECÎTRJET 
(U) To : 

Re: 

SE 

Charlotte From: Office of General Counsel 
278-HQ-C122 9736-VIO, 03/13/2007 

bl 
b6 
b7C 

b6 
b7C 
bl 

bl 
b3 
b6 
b7C 
b2 
b7E 

(S) 
documentât ion 
to honor the NSL. 

declined 

(U) SSRA then contacted Acting CDC 
] Charlotte Division, for guidance concerning the matter 

3 ) 

(s: 

and the questioned legality of the NSL for 
CDC L 
OGC. 

then conferred with legal counsel] 
concerning the matter. SSRA|_ also contacted ASAC 

Charlotte Division, who in turn was also in 

land FBIHQ, 

contact with FBIHQ. 

(U) Subsequently, SSRA was advised by FBIHQ 
that a Grand Jury subpoena would be obtained |_ 

| I which was the office of origin 
on matter, and theGrandJury subpoena would be 
forwarded to the Raleigh RA for service on \_ 

(S) 
bl 
b3 
b6 
b7C 
b2 
b7E 

Ĉ Q On 07/15/2005. the Raleigh RA received a conv of 
the Grand Jury snhnnpnaI 

SK 
L 

serve ZL 
SA 

resistance to comply, SA 
been served. SSRA| 

]with the Grand Jury subpoem. 
I After 

and 

advised L 1 that he had 

advising |_ 
and at this time 

] was in contact with ASAC 
reluctance to honor the Grand Jury subpoena 

]contacted the[ 
concerning the matter. Approximately one hour later,L 
contacted the Raleigh RA and advised that the records were 
waiting for FBI retrieval. 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilit ies, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates 
that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division (INSD), and the General Counsel, 
Office of the General Counsel (OGC), respectively) report to 
the IOB intelligence activities that they have reason to 

SE&RJST 

3 

NSL VIO-1705 



SE^l^ET 

(U) To: Charlotte From: Office of General Counsel 
Re: Is/ 278-HQ-C1229736-VIO, 03/13/2007 

( U ) 

believe may be unlawful or contrary to Executive Order or 
Presidential Directive. This language has been interpreted to 
mandate the reporting of any violation of a provision of The 
Attorney General's Guidelines for FBI National Security 
Investigations and Foreign Intelligence Collection (NSIG), 
effective 10/31/2003, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed to ensure the 
protection of individual rights. Violations of provisions 
that merely are administrative in nature and not deemed to 
have been designed to ensure the protection of individual 
rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records 
of such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(X^ NSLs are a specific type of investigative tool 
that allows the FBI to obtain certain limited types of 
information without court intervention: (1) telephone and 
email communication records from telephone companies and 
internet service providers (Electronic Communications Privacy 
Act, 18 U.S.C. § 2709); (2) records of financial institutions 
(which is very broadly defined) (Right to Financial Privacy 
Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a list of financial 
institutions and consumer identifying information from a credit 
reporting company (Fair Credit Reporting Act, 15 U.S.C.§§ 
1681u(a) and (b)); and (4) full credit report in an 
international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with 
statutory retirements, including 18 U.S.C. § 2709 

In this instance, Charlotte served an NSL 
requesting records outside the permissible scope of an NSL. 
OGC 

notes that, according to Charlotte, Charlotte acted upon 
the advice and direction of FBIHQ, Charlotte personnel sought 
legal advice prior to the service of the NSL, and no records 
were obtained in response to the NSL. These mitigating factors 
should be considered when judging the performance of Charlotte 
personnel. However, the circumstances as a whole must be 
reported to the IOB since the service of the NSL in this case 
was not in compliance with ECPA and the NSIG. 

SEC: ¡cfc^T 

NSL VI01706 



(U) 

SEÌIS^E^ 

To: Charlotte From: Office of General Counsel 
Re: N/) 27 8-HQ-C12297 36-VIO, 03/13/2007 

LEAD(s): 

Set Lead 1: (Info) 
CHARLOTTE 

AT CHARLOTTE, NC -
(U) For information. 

Set Lead 2: (Info) 
COUNTERTERRORISM 

AT WASHINGTON, DC 
(U) For information. 

Set Lead 3: (Action) 
INSPECTION 

AT WASHINGTON, DC 
(U) For review and action deemed 

appropriate. 

b6 
b7C 

cc : Ms. Thomas 

IOB Library 

SEÌS^ET 

NSL VIO-1707 



SECRET 

(S) 
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

CHARLOTTE DIVISION 
^ IOB MATTER 2007-] | (U) 

(XI The Charlotte Division ("Charlotte") of the 
Federal Bureau of Investigation ("FBI") reported via electronic 
communication dated February 21, 2007, that a National Security 
Letter was served requesting records that were beyond the 
permissible scope of a. National Rpmri fv T.ot-fo-r- Specifically, 
the FBI sought to obtain 

for an i nd H vi rfrTST university 
bombings. 

bl that may be obtained with a 
b3 FGJuniversity recognized this error 

records in response to the National 

from a state 
—with ties to the July 2 005 London 

are outside the scope of records 
National Security Letter. The state 

and refused to produce any 
Security Letter. 

Accordingly, no records were obtained as a result of the service 
of this National Security Letter. The FBI rescinded the National 
Security Letter, and instead served a Federal Grand Jury subpoena 
for The state university complied Wjith 
the ir'eaerai Grand Jury subpoena and produced! 

The FBI's service of a National Security Letter 
• requesting educational records was in violation of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection, even though no records were 
obtained in response to the National Security Letter. Thus, the 
matter is being reported to the IOB. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

Deriveà^irolif : G-3 
Declassify 03/07/2 032 

SECRET 

NSL VIO-1708 



FD-962 (Rev. 03-21-2005) 

Precedence: 

SECRET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 07, 
ROUTINE Date: 02/23/2007 

To: Inspection 
General Counsel 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

From: 

b2 
b7E 
b6 
b7C 
(C) 

Contact 
Approved By: 

Drafted By: 
CaseID#: 2 7 8-HQ-C122 97 3 6-VIO 
Title: (U) SA 

SSA 

(U) 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis:jX^ To report possible IOB error. 

(U) Derived Froitr^^FïiI~-SCë^3, January 1997 
Declassif^D»r^027^/ap32 

Details 
(S) 1. 

bl 
b6 
b7C 
b7A ( 
b2 
b7E 

(s; 

bl 
(U) 

(U) b6 
b7C 
b2 
b7E bi 

b6 

2. 

3. 
(S) 

4 . 

Possible IOB Error: (See description below. 

Description of IOB Error (including any reporting delays; 
On 02/21/2007,1 CDC advised SSA 

of a potential IOB violation identified during an audit by the Office of Inspector General (OIG). 
;S) On 12/21/2004, Special Agent 'the former case agent on captioned investigation) issued a National Security D / L Letter (NSL) | |for subscriber information 

b7D 
b2 
b7E 
b7A S H A ; '' ^ SEÎŜ ET 

b6 
b7C 

NSL VIO-1709 



b2 
b7E (UJ To: Inspection From: 

Re: hg() 278-HQ-C12297^b-VIÔ, TP?/2 3/2007 

(S) 

b4 
b7D 
b6 
b7C 
b7A 

bl 
b2 
b7E 

(s; 

b4 
b7D 
b6 g) 
b7C 
b7A 

bl 
b7A 
b7D 
b4 
b2 
b7E 

(S) The last numher in thP list- ahny0| the NSL submitted was not in 
as the EC stated. However, it should be noted that the number was not erroneously furnished by 

\An additional NSL 
subscriber information Q 
was not collected in error and was 

contained a request for the 
] Therefore, the information 

[ matter I 1 
fact collected as part of an 

I iNat^onal Security 

SECRET 

NSL VIO-1710 



b2 
(U)b7ETo: Inspection From: 

Re: 278-HQ-C1229736-VIO, 02/23/2007 

bl 
b7D 
b7A 
b6 
b7C 

SEckfi^ 

, , 12/21/2004, when in fact one of the telephone numbers was provided in 
(b) response to a NSL dated 12/29/2004. 

(S) The records mentioned above were received as two separate 
sets of results T ~L 

SEFE^ET 

NSL VIO-1711 



SÈÏB^ET^ 
b2 
b7E To: Inspection From: 

M RE: R^F 27 8-HQ-C122 97 J6-V10, 02/23/2007 

L E A D ( s ) : 

Set Lead 1: (Action) 
INSPECTION 

AT WASHINGTON, PC 
(U) For action deemed appropriate, 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For action deemed appropriate, 

SÈSRET 

NSL VIO-1712 



(Rev. 01-31-2003; 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : 
To: 

ROUTINE 

b 2 
b7E 
b6 
b7C 

Counterterrorism 
Inspection 

Attn: 
Attn: 
Attn: 

Date: 03/07/2007 
CT-1 

ITOS 1/CONUS 2/ 
Internal Investigative 
Section 
Attn:! Rru. 11865 

ÍU) 

From: General Counsel 
National Security T.aw Rrarvch/r.TT.m /T.X-1 /3.S-1 00 
Contact : 

Approved By: Thomas Julie 

Drafted By: 

M U 

ini-

bì ) 
b2 
b7E 
b2 J) 

Case ID # : £§< 278-HO-C1229736-VTO^ (Pendi nai 
(S) 

Title: INTELLIGENCE nVF.RfiTKHT RQARn 
(IOB) MATTER 2007-

Synopsis-: It is the opinion of the Office of General 
Counsel ("OGC") that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB"). Our 
analysis follows. 

(U) Derived 
Decíassify\On: 

Reference : 
2032 

278-HQ-C1229736-VI0-2182 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

b7C 
01G/D0J REVIE 
FBI I N V E S T I G A I 
01Q/D0J INVESTIGATION: 

SEC 

I M I 
NSL VIO-1713 



b2 
b7E 

(TT) -
To: 
Re 

From: 

SECRET 

General Counsel 
278-HQ-C1229736-VIO, 03/07/2007 

( 3 ) 
bl 
b2 
b7E 
b7A 

( 3 ) 
b4 
b7D 
b2 
b7E (g; 
b7A 
b6 
b7C 

(S) 
b2 
b7Eb4 
b7/b7D 
bl 
b6 
b7C 

b2 
b7E 

Details: ( X By electronic communication (EC) dated February 
23, 2007,referencedabove 
reported a possible IOB error 

i,1 thf 
ror I 

this regard 
TN 

reported that on February 21, 2 007, the 
Office of Inspector General ("OIG") identified a potential IOB 
violation during its audit. Specifically, OIG advised that 

issuance of a National Security Letter ("NSL") on 
December 21, 2004 may have constituted an IOB violation.1 

^ T h e N S L I s s u e d b y 
requested 
following phone numbers 

information for the 

another N S L L _ 
telephone numbei 

•pmipat-1 ncr T 1 information for 
issued 

Both NSL's were properly issued in connection with an 

(U) See, EC from the 
02/23/07, Case ID# 278-HQ-C1229736-VIO, Serial 2182, titled "Intelligence 
Oversight Board Error," hereinafter cited as the 

Division to the General Counsel, dated 
d "Ii 
EC. " 

(U) EC. 

:s) 
bl 
b2 
b7E 

S E p ^ E T 

NSL VIO-1714 



b2 
b7EÜ) jo: Re : W 278 

SÈÇ^ET 
From: General Counsel 
HQ-C122 9736-VIO, 03/07/2007 

bl 
b7A 
b2 
b7E provided two separate sets of responses to 

NSL1 s. I I 

drafted an EC documenting 
pursuant to 

TTÏÏÏÏ 

b2 
b7E 
b7D 
b7A 
b6 
b7C 

L 
NSL.|_ 

i tC) case ag< 
information obtained 

J In that EC,the agent documented 
information for the following phone numbers: 

Si 

b7D 
b7A 
b6 
b7C 

CU) -

b2 
b7E 

Alt hough the EC erroneously stated that 

obtained pursuant to| NSL, this does not 
constitute an IOB violation. As set forth above, an NSL 
requesting 1 Information for this telephone number 

<S) was properly issued 1 — T h e drafter <S) of the EC inadvertently attributed results 
1 

b4 Both NSL's were issued 

provider.I 1 did not furnish subscriber information that 
exceeded the parameters of the NSL1 s. Therefore, no over-
collection occurred. The mistake, if any, occurred in drafting 
a routine EC documenting NSL results. 

12863 and 
Program Manual 

iĝ f As required by Executive Order (E.O.) 
Section 2-! 56 of the National Foreign Intelligence 

("NFIPM"), OGC was tasked to determine whether 
_ |issuance of the NSL's described above is a matter 

which must be reported to the IOB. It is not. 

SECÌFES^ 

NSL VIO-1715 



b2 
b7E (U) 

To: 
Re: 

S E ^ E T 

From: General Counsel 
278-HQ-C1229736-VIO, 03/07/2007 

b7A 
b2 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, INSD, and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that 
they have reason to believe may be unlawful or contrary to 
Executive Order or Presidential Directive." This language was 
adopted verbatim from E.O. 12334, dated 12/04/1981, when the 
IOB was known as the President's Intelligence Oversight Board 
("PIOB"). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIGs, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 
12333, dated 12/04/1981, if such provision was designed in 
full or in part to ensure the protection of the individual 
rights of U.S. persons. Violations of provisions that are 
essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB 
may review them upon request. 

Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report to the IOB all information "concerning 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." In this instance, the subject NSL's were properly 
issued in relation to .an ongoing counterterrorism 
investigation. The provider did not exceed the parameters of 
the NSL's when furnishing the requested[_ 
informati on. Ratherf the case agent mistakenly cited to the 

NSL as being the source for | ~| 
Iwhen b7E information! 

drafting an EC to the file, 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error need not be 
reported to the IOB. Further, absent the finding of the OIG, 
it need not have been reported as a potential IOB under OGC's 
guidance issued November 16, 2 006. A record of this decision 
should be maintained in the control file for future review by 
the Counsel to the IOB. 

NSL VIO-1716 



s: T 
From: General Counsel 

^ 2Tb-HQ-C122 97 36-VIO, 03/07/2007 

b2 
b7E LEAD (s) : 

Set Lead 1: (Info) 

(U) Read and clear. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT ITOS 1/CONUS 2/TEAM 7 
(U) Read and clear. 

Set Lead 3: (Action) 
INSPECTION 

AT IIS 
(U) INSD should retain a record of the report of the 

potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by Counsel to the IOB. 

4 
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SECRET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N b2 

o > 
Precedence: ROUTINE 
To: Inspection 

General Counsel 

Date: 02/23/2007 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7 975 

From: 
Contact: SSA 

Approved By: 

b6 ^ r a f t e d By: 
<lb7C ¡¿se ID #: 
b2 
b 7 E ' i t l e : (U) SA bò SS 

278-HQ-C12297 36-VIO ^ 

(U) 

bl 
b6 
b7C 
b7A (S) 

b7E ^ 

(U) 

( 3 ) 

b7C INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
S y n o p s i s : T o report possible IOB error. 

(U) ^ 

Details: 
(S) 1. 

Derivted From : G-3 
Decl̂ issŝ fy On : XI 

bl 
b2 
b7E 

2. 

3. 
(S) 

Description of IOB Error (including any reporting delays) 
( X A NSL was issued on 04/08/03 under the authority of the 

Electronic Communications Privacy Act(ECPA) for the subscriber 
in f orma t i nn arid tp Vanhnnal - \ rprnrH i nfn r-m̂ f -; ̂  f " "I 

Upon receipt of 

bl 
b7A 

•LequesLeu aocumenis rrom the* fplenhnne r n m n a n u i ̂  was determined that 

voluntarily providedj 

LLiXivf _ 

ior tne telephone company"1̂  convenience,thev 
information 

b6 
b7C 

lu 04 &'/n 7 SEbj^ET 
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SECkçjT 
b2 To: Inspection From: I 
b 7 E R e : ^ 278-HQ-C1229736-VIO, 02/23/2007 

LEAD(s): 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) For action deemed appropriate, 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For action deemed appropriate, 

SECI 
2 
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(01/26/1998) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE Date: 03/12/2007 

b6 
b7C 
b 2 
b7E 

(U ) 

(U) 

( U ) 

(U) 

(U) 

TO! 
Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn: IIS 

-From: General Counsel 
Counterrorism Law Unit/lI/LX-1 3S100 
Contact : 

Approved By: Thomas, Julie F 

Drafted By: 

C a s e I D # : 

• • X 
Title: 
b2 

(§0 278-HQ-C1229736-VIO-

SNCF. OVERSIGHT BOARD' MATTER, INTELLIG: 
IOB 2007 

S y n o p s i s : ( f t It is the opinion of the Office of the General 
Counsel (OGC) that this matter does not warrant reporting* to the 
Intelligence Oversight Board (IOB). This matter was reported as 
a potential IOB because it was referenced in the OIG draft of an 
NSL report to be issued March 9, 2007. Submission of this matter 
to the OPR is a matter within the cognizance of the IIS. 

Derived 
Declassi 

G-3 
03/08/2032 

Re ference: (V) 278-HQ-C1229736-VIO-2183 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

b2 
b 7 E 

Detail 
Office 

luJ—Eisferenced communication from the Field 
_ dated 02/23/2007, requested that OGC review the 

facts of the captioned matter and determine whether it warrants 

b6 
b7C 0ÎG/D0J REVIB 

FBI INVESTIGA' 

NSL VIO-01720 



b2 
b7Eu) 

SECKJST 

To: From: General Counsel 
Re: 27 8-HQ-Cir 2 97 36-VIO-2183 W , 03/12/2007 

reporting to the IOB. In our opinion, it does not. Our analysis 
follows. 

bl 
b6 
b7C 
b2 
b7E 
b7A 

b2 
b7E 
b7D 

,S) As discussed in the electronic communication (EC) 
Jcited below," 

An NSL was issued on 04/08/03 under the authority 
of the Electronic Communications Privacy Art (F.rPÂ  .̂ ppifinn tgii 

LI billing and subscriber infnrmatinn 

the carrier provided information 
Due to the fact that this possible overcollection was 

discovered by the OIG during the course of its NSL audit, 
reported this matter as a potential IOB by,EC dated 02/23/2007. 
(See footnote 1, above.) We note that this overcollection should 
have been reported by 
days of its discovery 

as a potential IOB within fourteen 

(U) Section 2.4 of Executive Order (EO) 12863, 
dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 

(Uï 1 See 27 8-HQ-C122-9736-VIO, Serial 2183, dated 02/23/2007 and 
titled, in part, "Intelligence Oversight Board (IOB) Error." 

2 (U) A "United States person" (USP)is defined in Section 101(i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et seg.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a)(20) of the Immigration 
and Naturalization Act) . . . ." See also Section II.W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

S E C ^ j T 
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SEcibi^r 

To: 
Re 

From: General Counsel 
2 /a-Hg-C'x229736-VI0-2163 03/12/2007 

Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecess r, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

(Xj Further, by letter dated 11/13/2006, the Counsel 
to the IOB agreed that third party errors in the collection of 
information pursuant to an NSL must be reported to OGC, but are 
not reportable to the IOB. Prior thereto, third party errors 
were reportable to the IOB. 

(V ECPA, 18 U.S.C. 2709, permits telephone toll 
billing ana subscriber information to be gathered pursuant to a 
national security letter. In this instance, the information 
provided to the FBI went beyond the scope of the request.. 
Investigation has uncovered the fact that the additional 
information was provided by the carrier because it comported with 
the billing cycle of the subject's telephone account. Therefore, 
the carrier chose to provide the information sought in the manner 
most convenient to it. Since there was no error on the part of 
the FBI, this matter is not reportable to the IOB. 

CONCLUSION 

(U) For these reasons, OGC concludes that this matter 
does not warrant being reported to the IOB. However, the 
overcollected material must be destroyed or returned to the 
carrier, depending on the wishes of the provider. If the 
information is relevant to the investigation, it may be 
sequestered until such time as another NSL is issued and served, 
and then the material may be retained and used by the FBI. 

SECR^ 
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( U ) 
To: 

Wh SECRET 

From: General Counsel 
Re: z /B-HU-C1229736-VIO-2183 03/12/2007 

b2 
b7E LEAD(s): 

Set Lead 1: (ACTION) 

(U) For handling of the overcollected material 
consistent with this EC. 

Set Lead 2: (INFO) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 

AT WASHINGTON. DC 

(U) Maintain report of potential IOB, together with a 
copy of this opinion, for three years for possible inspection by 
counsel for the IOB 

(U) Other action as deemed appropriate. 
1 -I 

b6 
b7C •• 

SE^RÇT 
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SEC^E^ 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

07 
Precedence: ROUTINE 
To: Inspection 

General Counsel 

Date: 02/22/2007 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

b6 
b7C 
b2 
b7E 

(U) 

From: 

Contact: S SA 
Approved By: 

Drafted By: 
CaseID#: {Y) 278-HQ-C1229736-VIO 
Title : 

b6 
b7C 

(U) SA 
SS U 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

(U) Synopsis : To report possible IOB error. 
ÎU) <>} Derived E^om : G-3 

Declassify On: XI 
Details : 

bl 
b6 
b7C 
b7A 

(U)b2 
b7E 

bl 
b2 
b7E 

) 

) 2. 
/ 

) 3. Possible IOB Error: 
(S) 
4. Description of IOB Error (including any reporting delays; 
(S) A NSL was issued on 07/16/2003 fnr snMprfg 

bl 
b7A 

(S) 

muuius weie received. 
T̂ I A previous NSL was issued on this subject's 
m ^ - 0 ^ 1 9 / 2 0 0 2 for subscriber informât inn and 

C5Ç, tor. 
b6 Cfd 
b7C 
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S^ÇRET 

b2 To: Inspection From: I I 
b7EJ1 Re: (̂ T 278-HQ-C1229736-VIO, 02/22/2007 

LEAD(s): 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) For action deemed appropriate, 
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(Rev. 01-31-2003) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b6 
b7C 
b7E 

(U) 

(U) 

(U) 

b2 
b7E 

Precedence : ROUTINE 

To: 
Date: 03/13/2007 

Inspection 
Section 

Attn: 

Attn: 

S SA 

Internal Investigative 

Attn: Room 11865 
From: General Counsel / 

National Security Law gfranch/CTLU TT/T.X-i 3S-100 
Contact: 

(U) 

Approved By: Thomas Julie FY JSVÄ / 

Drafted By: 

C a s e I D # : 2 78-HQ-C122 973 6-VIO-
Title: (U) Intelligence OversiohJ^JBoard 

(IOB) Matter 2007- b2 
S y n o p s i s : ^ It is the opinion of the Office of the General Counsel 
(OGC) that the above referenced matter need not be reported to the 
Intelligence Oversight Board (IOB). Our analysis follows. 

(U) Derived Fr^m^r G-3 
Declassifying 03/08/2032 

2 7 8 - H O - P i S e r i a l 2184 Re f e renc e: 
(S) bl 

Ab2 listrative: (U) This communication contains one or more fb7Elotes- T o r e ad the footnotes, download and print the document in 
Cuici WordPerfect. 

Details By electronic communicati on (EC) dated February 22, 
2 0 07 and referenced above, the Division £ ] reported to the OGC's National Security Law Branch (NSLB) ana the Inspection 
Division this potential IOB matter. 

OIG/DOJ REVIEW: 
b6 F:1I INVESTIGATION 
b 7 c C ̂ f'Cii iwv 

ckET 
PÂTE: 

SEC 
y V f ; x 

vvfcbi ìwAiiJN 
NSL VIO-1726 



SECRET 

<U) 
To: Counterterrorism From: General Counsel 
Re: 27 8-HQ-C122 973 6-VIO, 3/13/2007 

BACKGROUND 

IS) 

bl 
b 7 
b6 
b7C 
b2 
b7E 

subj ect'd 
a National Security Letter (NSL) was issued for the 

h-̂ nrvrHg 
r irn r o n Q n m n f 4- k 

provider. 
I The period that was covered that was not requested by this 

NSL | | However. a previous NSL 
had been issued! Iwhich covered most, but not 
all, of this overrun period. This overcollection should have 
been reported within fourteen days of its discovery. It was not 
reported, however, until discovered pursuant to the OIG NSL 
audit. 

ANALYSIS 
T_T > 

t^X As required by Executive Order (E.O.) 12 863 
(Sept. 13, 1993) and Section 2-56 of the National Foreign 
Intelligence Program Manual (NFIPM), OGC was tasked to determine 
whether the errors described here are matters that should be 
reported to the IOB. We believe that the reported activity does 
not require IOB notification. 

(U) Section 2.4 of E.O. 12863 mandates that the heads 
of Intelligence Community components report all information to 
the IOB that it deems necessary to carry out its 
responsibilities. That section requires Inspectors General and 
General Counsel of the Intelligence Community to report 
"intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive order or Presidential 
directive." This language has been interpreted to mandate the 
reporting of any violation of guidelines or regulations approved 
by the Attorney General, in accordance with E.O. 12333, if such 
provision was designed in full or in part to protect the 
individual rights of a United States person. This includes 
violations of agency procedures issued under E.O. 12333, unless 

NSL VIO-1727 



(U) 
SECFU&^T 

Tô :... Counterterrorism From: General Counsel 
Re: 27 8-HQ-C1229736-VIO, 3/13/2007 

(Si 
bl 
b2 
b7E 

they involve purely administrative matters.1 

submits reports to the IOB.2 
For the FBI, OGC 

(U) 

bl 
b2 
b7E 
b7A 

NSIG 
Section 2-56 of the NFIPM identifies as V introduction) at 4. 

reportable to the IOB unauthorized investigations, the use of 
unlawful methods and techniques, exceeding the authorized scope 
of permitted activities, and failing to adhere to minimization 
requirements.3 

ift Tn this insfanrp gi-MirrVih infnrmjt-ÎAn 

J and obtained data for a period greater than 
requested. However, the information was relevant to the 
investigation and part of it, but not all, had already been 
covered by another NSL. Further, the error was made by the 
carrier. There was no error in the FBI's NSL. By letter dated 
11/13/2006, the Counsel to the IOB agreed-that third party errors 
in the collection of information pursuant to an NSL must be 

( U ) 1 S e e EC from Inspection Division to All Divisions; 
Title: Revised Procedures for the Submission of Reports of 
Potential Intelligence Oversight Board (IOB) Matters, Case ID # 
6 6F-HQ-A124 7863 Serial 172 at 5-6 (2/10/2005). The FBI is required 
to maintain for three years records of administrative violations, 
for possible review by the Counsel to the IOB, together with a copy 
of the opinion concerning the basis for the determination that IOB 
notification was not required. Id. at 6. 

(U) See id. at 4. 

(Sk : > x> 
See also id. at 5, identifying reportable matters as 

including: (1.) activities believed to be unlawful or contrary to 
Executive Orders or Presidential directives: (2) siiRnprt-pH 
violations of the Constitution.- I 

bl |(5) initiating a 
rorm or electronic surveillance or a search without authorization 

b2 from the FISC, or failing to terminate an authorized surveillance 
b7E at the time prescribed by the Court; and (6) failing to adhere to 

the minimization or dissemination requirements specified in a FISC 
Order. 

SECÌfc^T 
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SECRET 

iUl . ^ ' To.: Counterterrorism From: General Counsel 
Re: (̂¡0 27 8-HQ-C122 973 6-VIO, 3/13/2007 

reported to OGC, but are not reportable to the IOB. Prior 
thereto, third party errors were reportable to the IOB. Under 
the new policy, this overcollection need not be reported to the 
IOB. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant 
being reported to the IOB. However, the overcollected material 
that was not covered by any NSL must be destroyed or returned to 
the carrier, depending on the wishes of the provider. If the 
information is relevant to the investigation, it may be 
sequestered until such time as another NSL is issued and served, 
and then the material may be retained and used by the FBI. 

SECRET 
4 
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SEC 

(U) To: Counterterrorism From: General Counsel 
Re:>s1 27 8-HQ-C122973 6-VIO, 3/13/2007 

LEAD(s) : 

Set Lead 1: (Action) 

b2 
(U) For handling of the overcollected material 

consistent with this EC. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT ITPS II/IHSU 

(U) Read and Clear. 
Set Lead 3: (Action) 

INSPECTION 
AT WASHINGTON. DC 

(U) As provided in the Revised Procedures for the 
Submission of Reports of Potential Intelligence Oversight Board 
(IOB) Matters, retain a record of the report of a potential IOB 
matter for three years for possible review by the Counsel to the 
IOB, together with a copy of the OGC opinion concerning the basis 
for the determination that IOB notification is not required. 
•• 

SESTET 
5 
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b6 
b7C 
b2 
b7E 

(C) 

bl 
b6 
b7C 
'b7A 
b2 
b7E 
(U) 

S) 

S E C ^ T 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2. 

Precedence : ROUTINE 
O T 

Date: 02/22/2007 
To: 

From : 

Inspection 
General Counsel 

Attn: 
Attn: 

IIS, Room 11861 
NSLB, Room 7975 

Contact 
Approved By: 

JM^ 278-HQ-C122 9736-VIO 

(U) 

(U) 

Drafted By: 
CaseID#: 

( U ) 

b7C INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 
Synopsis: {^ To report possible IOB error. 

Ti +-,le b6 SA 
SSA 

H 
Derrved/From : G-3 
DecJ^räHfY On : XI 

Details : 
(S) 1. 

(S) 

«X 
2. 

3. 
(S) 
4 . 

M 

Possible IOB Error: 

Description of IOB Error (including any reporting delays) 
ANSLwasauthorized on 07/09/04 for a copy of subject's 

consumer credit report under the Fair Credit Reporting 
Act(FCRA)authority. Although the proper NSL was drafted, the 
accompanying Electronic Communication(EC) stated in the "Synopsis" 
section that this was a Right to Financial Privacy Act(RFPA) authority 
request. / f 

ÎC M A I I I R ^ B ) 

C X S 
b7C 

SECRET 
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SECRET 

}d2 (u) To: Inspection From: | 
b7E R e : j ^ ) 27 8-HQ-C1229736-VIO, 02/22/2007 

LEAD (s) : 

Set Lead 1 : (Action) 
INSPECTION 

AT WASHINGTON, DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) For action deemed appropriate, 

fl"" •*•-•• 

H 
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F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : ROUTINE Date; 03/08/2007 

To: 
b7C 
b2 
b7E 

Counterterrorism 
Inspection 

Attn: SAC, CDC 
Attn: AD 

Attn: IIS 

From: General Counsel 
Counterrori am Law Unit TT/T.Y-1 ^.qmn 
Contact : 

Approved By: Thomas, Julie F 

(U) 

(ïï) 

(U) 

(U) 

b2 
b7E 

Drafted By: 

Case ID # : 2 7 8 - H Q - C 1 2 2 9 7 3 6 - V I O — 
(U) 
b2 

Title: INTELLIGENCE OVERSIGHT BOARD MATTER, 
I OB 2007-j ~| 

^ It is the opinion of the Office of the General Synopsis: 
Counsel (OGC) that this matter does not warrant reporting to 
the Intelligence Oversight Board (IOB). Submission of this 
matter to the OPR is a matter within the cognizance of the 
IIS. 

H 
Derived f 
Declassif 

G-3 
03/08/2032 

References 278-HQ-C1229736-VIO-213jf 

Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in WordPerfect 6.1. 

Details: (U) Referenced communication from the 
Office [ 

Field 
dated 02/22/2007, requested that OGC review the 

facts of the captioned matter and determine whether it 

b6 OIG/DOJ REVIEW: 
b7c FBI INVESTIGATION-HTTZ 

M?" 

sèsRE' 
DATE: H Vf ( ' / 

>ET 

OIG/DOJ INVESTIGATO NSL VIO-1733 



b2 Jï 
b7E 

bl 

To: 
Re: 

SEC 
From: General Counsel 

¡CR^T 

: f^ 278-HQ-C1229736-VIO, 03/08/200"7 

warrants reporting to the IOB. In our opinion, it does not. 
Our analysis follows. 

b6 (S) b7C 
b7A 
b2 
b7E 

(S) issued an NSL on 

b2 
b7E 

it 

07/09/2004. The NSL requested a copy of the subject's consumer 
credit report under the Fair Credit Reporting Act. The NSL was 
properly drafted except that the certification included the 
language for certifying an RFPA NSL. Further, the accompanying 
Electronic Communication ("EC") was properly drafted except that 
stated in the "Synopsis" section that the NSL was being issued 
under the Right to Financial Privacy Act. Otherwise, its 
description of the request and the information provided for 
congressional reporting purposes were accurate. 

(U) Section 2.4 of Executive Order (EO) 12863, dated 
09/13/1993, mandates that Inspectors General and General.Counsel of 
the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence activities 
that they have reason to believe may be unlawful or contrary to 
Executive order or Presidential directive. This language was 
adopted verbatim from EO 12334, dated 12/04/1981, when the IOB was 
known as the President's Intelligence Oversight Board (PIOB). By 
longstanding agreement between the FBI and the IOB (and its 
predecessor, the PIOB), this language has been interpreted to 
mandate the reporting of any violation of a provision of the NSIG, 
or other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed in full or in part to ensure the protection of the 
individual rights of U.S. persons. Violations of provisions that 
are essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may review 

1 278-HQ-C1229736-VIO-2185 

SEbRJST 
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(U) 

b2 
b 7 E 

(U) The NSL at issue in this case was properly issued under 
the Fair Credit Reporting Act. The NSL contained language from 
another NSL statute, Title 12, U.S.C. Section 3414(a)(5)(A), the Right 
to Financial Privacy Act (RFPA). The language was, to wit: "I 
certify that these records are sought for foreign counterintelligence 
investigation purposes to protect against international terrorism or 
clandestine intelligence, activities, and that such an investigation of 
a United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution of the 
United States." While the RFPA permits NSLs for records related to 
international terrorism or clandestine intelligence activities, the 
FCRA Section 1681v permits NSLs only for records related to 
international terrorism. 

To"; 
Re: 278-

SECI 
From: General Counsel 

HQ-C122 973 6-VIO, 03/08/20137 

requirements, including the FRCA, 15 U.S.C. Section 1681v, 

(U) The clerical error made in the NSL does not affect the 
legitimacy of the NSL. This was an international terrorism (IT) case, 
and a description of the IT nature of the base is documented in the 
EC. Further, the mistake made in the synopsis of the EC, while 
otherwise a proper FCRA 1681v EC, does not affect the legitimacy of 
the NSL. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant being 
reported to the IOB. 

SECRET 
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To.; 
Re: \ / 

SECRfcT 
From: General Counsel 

2 7 8-HQ-C122 973 6-VIO, 03/08/20D7 
LEAD (s) : 

Set Lead 1: (INFO) 

(U) Read and Clear. 
Set Lead 2: (INFO) 

COUNTERTERRORISM 
AT WASHINGTON, DC 
(U) Read and Clear. 

Set Lead 3: (ACTION) 

INSPECTION 
AT WASHINGTON, DC 
(U) Maintain report of potential IOB, together with a copy 

of this opinion, for three years for possible inspection by counsel 
for the IOB 

(U) Other action as deemed appropriate 
1 - Ms. Thomas 
1 
1 
1 IOB Library 

b6 
b7C 

RET 
4V 
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b2 
b7E 

CCI -

(U) 

(U) 

( U ) 

SEcà&J 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N b2 

07 
Precedence : 
To: 

ROUTINE 
Inspection 
General Counsel 

Attn: 
Attn: 

Date: 02/22/2007 
IIS, Room 11861 
NSLB, Room 7975 

From: 
Contact : 

Approved By: 

Drafted By: 
CaseID#: 27 8-HQ-C122 97 36-VIO 

b6 Title: 
b7C 

(U) SA 
S SÄ 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis:(}&$ To report possible IOB error. 
DeriveìiFrom : G-3 
Declas^if^ On : XI 

ÍU) 

Details 
(S) 1. 
bl 
b6 2. 
ÌD7C 3. 'b7A 
b2 (S) 

bl >7E 
-b2 \ 4 . 
(lb 7 E M 

Possible IOB Error: 

Description of IOB Error (including any reporting delays). 
A NSL was requested under the Fair Credit Reporting 

Act(FCRA)authority for subject's consumer credit report on 04/04/05. 
which was received. During a DOJ/IG reviewof NSLs, this NSL was 
identified as being requested under FCRA authorTty"but having language 
in the certification from the Right to Financial Privacy Act(RFPA). A 
subsequent review of this NSL is believed to contain the proper 
language from the FCRA. 

(U* OLÛ ûj/zdci 'b6 
b7C SE^^E^ 
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SECÏtŒ̂ T 
( U ) ..... 

To : Inspection From: 
b 2 'Re: W f 27 8-HQ-C122 9736-VIO, 02/22/2007 b7E 

LEAD(s): 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For action deemed appropriate, 

SECRET 
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U.S. Department o^¡Justice 

I F 
/ f Fedhrsk BW&au of Investigation 

L 

y / U I 

! / V 

Washington, D. C. 20535-0001 

[DRAFTING /DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 
Dear [MR./MRS./MS.] [LAST NAME]: 

Pursuant to Executive Order 12333, dated December 4, 
1981, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act (as 
amended), you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) with a copy of a consumer credit report 
and all other information contained in your files for the below-
listed consumer(s): 

NAME(S): 
ADDRESS(ES): [if available] 
DATE(S) OF BIRTH: [if available] 
SOCIAL SECURITY NUMBER(S): [if available] 
In accordance with Title 15, U.S.C. § 1681v, I certify 

that the information sought is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence 
activities or analysis related to, international terrorism. 
[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement), then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681v(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
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[DRAFTING DlVlSION] 
\ [STREET ADDRESS] 
\ [CITY, STATE)', ZOP CODE] 

[MONTH DAY, YEAR] 

[MR./MRS/MS.] [COMPLETE POC NAME] 
[TITLE, IF AVAILABLE] 
[COMPANY NAME] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 
DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), you are hereby directed to produce 
to the Federal Bureau of Investigation (FBI) all financial 
records pertaining to the customer(s) and/or accounts listed 
below: 

NAME(S) [if available] 
ACCOUNT NUMBER(s): [if available] 
SOCIAL SECURITY NUMBER(S)s[if available] 
DATE(S) OF BIRTH: [if available] 
[FOR PERIOD FROM INCEPTION TO PRESENT] 
or 
[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 
Please see the attachment following this letter for the 

types of information that your financial institution might 
consider to be a financial record. 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 
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(01/26/1998) 

3EC^E' SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedences ROUTINE Date: 03/08/2 007 

To : Counterterrorism 

Inspection 
b6 
b7C 
b2 
b7E 

Attn: AD 

Attn: Internal Inspection Section, 
Room 

11865 

Attn: SAC, CDC 

From: General Counsel 
National Security Law/Branch 
Contact : 

Approved By: Thomas Julie 

Drafted By: 
CU) 

CU) 

Case I D # : 
bl 
b2 
b7Etles (N 

b2 

(£) 278-HQ-C122973 6-VIO—-
(si 1 

INTELLIGENCE OVERSIGHT BOARD MATTER 
IOB MATTER 2007 

( U ) Derivecr-ifrpm 
Declassifyon 3/08/2032 

(U) S y n o p s i s : ( ^ It is the opinion of the Office of the General 
Counsel (OGC) that this matter need not be reported to the 
Intelligence Oversight Board (IOB), but, rather, that a r e c o r d 

of this decision should be maintained in the investigation 
control file for review by the Counsel to the IOB. Our 
analysis follows. 

(U)Reference: (V) 278-HQ-C1229736-VIO Serial 2186 

b 6 0ÌG/D0J REVIEW 
b 7 c F B I I S T I G A T I 

01G/D0J ÎNVESTIGAÏTONT 

SECRET 
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bl 
b2 

To: 
: 

cm 
(S) 

SEC 

Fr-nm• General Counsel 
03/08/2007 

bl 
b6 
b7C 
b7A 
b2 
b7E 

b7E 
Details: (S) 

K ) a National Security Letter (NSL) was 
(S ) 

(S) 
bl 
b6 
b7C 
b7A 

(U) 

iimp» r r rprl i t prepared and approved requesting a copy of a cons. 
report and all information contained in the f iles||_ 
in accordance with 15 U.S.C. § 168Iv of the Fair Credit Reporting 
Act (as amended)(FCRA). The NSL, while issued under the FCRA, 
contained language from another NSL statute, Title 12, U.S.C. 
Section 3414(a)(5)(A), the Right to Financial Privacy Act (RFPA). 
The language was, to wit: "I certify that these records are 
sought for foreign counterintelligence investigation purposes to 
protect against international terrorism or clandestine 
intelligence activities, and that such an investigation of a 
United States person is not conducted solely on the basis of 
activities protected by the First Amendment to the Constitution 
of the United States." While the RFPA permits NSLs for records 
related to international terrorism or clandestine intelligence 
activities, the FCRA Section 1681v permits NSLs only for records 
related to international terrorism. 

In the case at hand, the NSL was requested in an 
international terrorism case, so there was no improper collection 
of records as both the RFPA and the FCRA Section 1681v permit 
such a request; the error was irrelevant to the particular NSL. 
In addition, the international terrorism connection is fully 
articulated in the EC requesting the NSL. Despite these 

(U> 1 ( ^ See 27 8-HQ-C122 97 36-VIO, Serial 2186, dated 02/22/2007 
and titled in part "Intelligence Oversight Board (IOB) Error". 

2 (U) A "United States person" (USP)is defined in Section 101 (i) of 
the Foreign Intelligence Surveillance Act (FISA)(codified at 50 U.S.C. § 1801 
et sea.) as "a citizen of the United States [or] an alien lawfully admitted 
for permanent residence (as defined in section 101(a) (20) of the Immigration 
and Naturalization Act) . . . ." See also Section II. W of The Attorney 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations. 

SEC: 
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SECl^T 

To: CTD From: General Counsel 
bl Re: (S 
b2 
b7E 

b2 mitigating factors, |is encouraged to develop procedures 

03/08/2007 

b7E to prevent a repitition of these errors. 
(U) Section 2.4 of Executive Order (EO) 12863, 

dated 09/13/1993, mandates that Inspectors General and General 
Counsel of the Intelligence Community components (in the FBI, 
the Assistant Director, INSD, and the General Counsel, OGC, 
respectively) report to the IOB concerning intelligence 
activities that they have reason to believe may be unlawful or 
contrary to Executive order or Presidential directive. This 
language was adopted verbatim from EO 12334, dated 12/04/1981, 
when the IOB was known as the President's Intelligence Oversight 
Board (PIOB). By longstanding agreement between the FBI and the 
IOB (and its predecessor, the PIOB) , this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIG, or other guidelines or regulations 
approved by the Attorney General in accordance with EO 12333, 
dated 12/04/1981, if such provision was designed in full or in 
part to ensure the protection of the individual rights of U.S. 
persons. Violations of provisions that are essentially 
administrative in nature need not be reported to the IOB. The 
FBI is required, however, to maintain records of such 
administrative violations so that the Counsel to the IOB may 
review them upon request. 

CONCLUSION 

(U) OGC concludes that this matter does not warrant 
being reported to the IOB. Consistent with our prior opinions on 
this matter, a record of this decision should be maintained in 
the control file for future review by Counsel to the IOB. 

SECRjUi^ 
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SECRET 

To: 
Re: 

CTD From: General Counsel 
(S) 03/08/2007 

LEAD (s) : 
bl 
b2 
b7E 

Set Lead 1: (Info) 

COUNTERTERRORISM 

AT WASHINGTON, DC 

(U) Read and clear. 

Set Lead 2 : (Action) 

INSPECTION 

AT IIS, WASHINGTON, DC 

(U) For action deemed appropriate, including the 
maintenance of this report for three years in order to permit its 
review by the IOB. 

Set Lead 3: (Info) 

b2 
b7E 

(U) Read and clear. 

1 - Ms. Thomas 
1 
1 
1 - IOB Library 

b6 
b7C 

4 
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SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence 
To: 

R O U T I N E Date : 02/22/2007 

b2 

U 
Inspection 
General Counsel 

Attn: 
Attn: 

IIS, Room 11861 
NSLB, Room 7975 

b6 
b7C 
b2 
b7E 

(U) 

(U) 

(U> 

From: 
Contact : 

Approved By: 

Drafted By: 
CaseID#: 
Title: (U) 

278-HQ-C1229736-VIO 

• 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

Synopsis:(XL To report possible IOB error. 

Details: 

K DerivebLFrom : G-3 
Declassify On : XI 

bl 
b6 
b7C 
b7A 
b2 
b7E 

(S) 

(S) 

bl 
b2 (U)> « 4. Description of IOB Error (including any reporting delays). >b7E 

(S) A NSL was requested under the Fair Credit Reporting 
Act(FCRA)authority for subject's consumer credit report on 11/12/04 
which was received. During a DOJ/IG r.ev±ew-~o£-JISILSL, this NSL was 
identified as being requested"under FCRA authority but having language 
in the certification from the Right to Financial Privacy Act(RFPA). A 
subsequent review of this NSL is believed to contain the proper 
language from the FCRA. / 

b6 
b7C 

Ol& U l ì 2 Ì ( ^ / ' S E C ^ 
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b2 To: Inspection From: 
(U) b7E*e- 278-HQ-C1229736-VIO, 02/22/2007 

LEAD (s) : 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For action deemed appropriate. 

SE 
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U.S. Department of Justice 

Federal Bureau of Investigation 

\ I Washington, D. C. 20535-0001 

T : il R [DRAFTING DIVISION] 
. [STREET ADDRESS] 

l\ <y( [CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [COMPLETE NAME OF POC] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 
Dear [MR./MRS./MS.] [LAST NAME]: 

Pursuant to Executive Order 12333, dated December 4, 
1981, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act (as 
amended), you are hereby directed to provide the Federal Bureau 
of Investigation (FBI) with a copy of a consumer credit report 
and all other information contained in your files for the below-
listed consumer(s): 

NAME (S) : 
ADDRESS(ES): [if available] 
DATE(S) OF BIRTH: [if available] 
SOCIAL SECURITY NUMBER(S): [if available] 
In accordance with Title 15, U.S.C. § 1681v, I certify 

that the information sought is necessary to conduct an authorized 
investigation of, or intelligence or counterintelligence 
activities or analysis related to, international terrorism. 
[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement), then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 15 U.S.C. § 1681v(c)(1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 

NSL VIO-1747 



[MR. /MRS . /MS . ] [COMPLETE NAME] 

physical safety of a pe: son. Accordingly, 15 U.S.C. § 
1681v(c)(1) and (3) prohibits you, or any officer, employee, or 
agent of yours, from disclosing this letter, other than to those 
to whom disclosure is necessary to comply with the letter or to 
an attorney to obtain legal advice or legal assistance with 
respect to this letter. 

In accordance with 15 U.S.C. § 1681v(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 15 U.S.C. § 1681v(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 
In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 

have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN],_depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

2 
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[ M R . / M R S . / M S . ] [COMPLETE NAME] 

Your cooperation in this matter is appreciated. 

Sincerely, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 
CHARGE/ 
SPECIAL AGENT IN CHARGE] 

3 
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[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY,STATE, ZOP CODE] 
[MONTH DAY, YEAR] 

[MR./MRS/MS.] [COMPLETE POC NAME] 
[TITLE, IF AVAILABLE] 
[COMPANY NAME] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 
DEAR [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 12, United States Code 
(U.S.C.), Section 3414(a)(5), you are hereby directed to produce 
to the Federal Bureau of Investigation (FBI) all financial 
records pertaining to the customer(s) and/or accounts listed 
below: 

NAME(S) [if available] 
ACCOUNT NUMBER(s): [if available] 
SOCIAL SECURITY NUMBER(S):[if available] 
DATE(S) OF BIRTH: [if available] 
[FOR PERIOD FROM INCEPTION TO PRESENT] 
or 
[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 
or [PRESENT]] 
Please see the attachment following this letter for the 

types of information that your financial institution might 
consider to be a financial record. 

If the time period noted above is to the "present," 
that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 
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[MR . /MRS . /MS . ] [COMPLETE NAME] 

In accordance with Title 12, U.S.C. Section 
3414(a)(5)(A), I certify that these records are sought for 
foreign counterintelligence investigation purposes to protect 
against international terrorism or clandestine intelligence 
activities, and that such an investigation of a United States 
person is not conducted solely on the basis of activities 
protected by the First Amendment to the Constitution of the 
United States. 

In accordance with Title 12, U.S.C., Section 3403(b), I 
certify that the FBI has complied with all applicable provisions 
of the Right to Financial Privacy Act. 
[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 12 U.S.C. § 3414(a)(5)(D), I 
certify that a disclosure of the fact that the FBI has sought or 
obtained access to the information sought by this letter may 
endanger the national security of the United States, interfere 
with a criminal, counterterrorism, or counterintelligence 
investigation, interfere with diplomatic relations, or endanger 
the life or physical safety of a person. Accordingly, 12 U.S.C. 
§ 3414(a) (5) (D) prohibits you, or any officer, employee, or agent 
of yours, from disclosing this letter, other than to those to 
whom disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 12 U.S.C. § 3414(a) (5) (D) (iii) , you 
are directed to notify any persons to whom you have disclosed 
this letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 12 U.S.C. § 3414(a)(5)(D)(iv), if 
the FBI asks for the information, you should identify any person 
to whom such disclosure has been made or to whom such disclosure 
will be made. In no instance will you be required to identify 
any attorney to whom disclosure was made or will be made in order 
to obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 

3 
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[MR . /MRS . /MS . ] [COMPLETE NAME] 

In accordance with 18 U.S.C. § 3511(a) and (b)(1), you 
have a righr„ to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful and the right to 
challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

b2 
b7E 

thp KTST, i innn vnnr fH nanni al j n g t 1 1111 1 nil Ï 
fhp gPTTrj.ce of 

the non-disclosure provision set 
forth above prohibits the disclosure of the fact of this letter 

Further, should you decide to consider 
the FBI requests that you please notify the below point 

! ot contact prior to taking such action, inasmuch as it is 
expected that i nfnr-mat i on 

You are directed to provide records responsive to 
this letter [personally to a representative of the [DELIVERING 
DIVISION]_0R through use of a delivery service to the [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should 
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN],_depending on whether service is personal or through a 
delivery service or fax]. Due to security considerations, you 
should neither send the records through routine mail service nor 
disclose the substance of this letter in any telephone 
conversation. 

Your cooperation in this matter is greatly 
appreciated. 
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Sincerely, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN 
CHARGE/ 
SPECIAL AGENT IN CHARGE] 

ATTACHMENT 
In preparing your response to this National Security Letter, you 
should determine whether your company maintains the following 
types of information which may be considered by you to be a 
financial record in accordance Title 12, United States Code, 
Section 3401(2) ("original of, copy of, or information known to 
be derived from, any record held by a financial institution 
pertaining to a customer's relationship with the financial 
institution") : 
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b7E 

4 

NSL VIO-1754 



b2 
b7E 

4 

NSL VIO-1755 



F<L 

FD-962 (Rev. 03-21-2005) 

SECRSÏÏ! 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N b2 
Precedence : 
To: 

01 
ROUTINE 

Inspection 
General Counsel 

Date: 02/23/2007 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

From: 

b6 
b7C 
b2 
b7E 

(U) 

contact 
Approved By: 

S SA 

(U) 

Drafted By: 
CaseID#: 

(U) 
b7C 
Synopsis : 

(U) ( 

-0 27 8-HQ-C122 97 36-VIO 
Title: b6 c 

SA 
SS. 
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR 

To report possible IOB error. 
Derive 
Decías 

Details : 
bl S) 1. 
b6 
b7C 'S) 2. b7A 'S) 2. 

(U)b2 Y> 3. 
b7E ' \ 

\ 
bl 's) 

(U) K b 2 
i b7E , 

Possible IOB Error: 

Description of IOB Error (including any reporting delays; 
(Xj A NSL was issued on 11/29/05 under the authority of the 

( S ) . Electronic Communi rati o n s P r i uary Ant (vrPA\f 
I 

bl 
b7A 

Although this NSL was served the carrier did 
not furnish this requested information to the FBI. This information 
can not be obtained under ECPA. 

b6 
b7C 

ÄJJLUL 

SEÒ^ET 

DATI: 05-31-2007 
ClàSSIFIED If 6S179 EBH/E 
PlâSOi; 1.4 (C) 
DECLASSI F/ OK: 05-31-2032 
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':TJ:' TO: Inspection From: 
S^TS^ET 

b2 Re: t̂ O 278-HQ-C1229736-VIO, 02/23/2007 
b 7 E

 t f / ^ 

LEAD (s) : 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON. DC 
(U) For action deemed appropriate. 

i r 
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\ 
U.S. Department of Justice 

Federal Bureau of Investigation 

In Reply, Please Refer to 

File No. 
b2 
b7E 

(S) November 29, 2 0 05 

(S) 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2 709 (as amended, October 26, 2001), you are 

1 directed to provide to the Federal Bureau of Investiaation 

b7C 
(b7A 
b4 
b7D 
b2 
b7E 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
investigation of a United States person is not conducted solely 
on the basis of activities protected by the first amendment to 
the Constitution of the United States. 

You are further advised that Title 18, U.S.C., Section 
2709(c) prohibits any officer, employee or agent of yours from 
disclosing to any person that the FBI has sought or obtained 
access to information or records under these provisions. 
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b2 
b7E 

You are requested to provide records responsive to this 
request personally to a representative ofl Ifield 
office of the FBI. Any questions vou have regarding this request 
should be directed only to| Ifield office. Due 
to security considerations, you should neither send the records 
through the mail nor disclose the substance of this request in 
any telephone conversation. 

Your cooperation in this matter is greatly appreciated. 

Sincerely, 

b2 
b7E 

Special Agent in Charge 
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ATTACHMENT 
In preparing your response to this National Security Letter, you should 
determine whether your company maintains the following types of 
information which may be considered by you to be an electronic 
communication transactional record in accordance with Title 18, United 
States Code, Section 2709: 

This National Security Letter does not request, and you should not 
provide, information pursuant to this request that would disclose the 
content of any electronic communication as defined in Title 18, United 
States Code, Section 2510(8). 
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U.S. Department of Justice 

Federal Bureau of Investigation 

Washington, D. C. 20535-0001 

[DRAFTING DIVISION] 
[STREET ADDRESS] 
[CITY, STATE, ZIP CODE] 
[MONTH, DAY, YEAR] 

[MR./MRS./MS.] [Complete name] 
[TITLE, IF AVAILABLE] 
[NAME OF COMPANY] 
[PHYSICAL STREET ADDRESS - NO P.O. BOX] 
[CITY, STATE - NO ZIP CODE] 
Dear [MR./MRS./MS.] [LAST NAME]: 

Under the authority of Executive Order 12333, dated 
December 4, 1981, and pursuant to Title 18, United States Code 
(U.S.C.), Section 2709 (Section 201 of the Electronic 
Communications Privacy Act of 1986) (as amended), you are hereby 
directed to provide to the Federal Bureau of Investigation (FBI) 
the name, address, and length of service with respect to the 
following email/IP account(s): 
[provide either or both - 1) person(s) to whom the email/IP 
address(es) is/was registered and/or 2)the email/IP address(es) 

[NAME OF PERSON(S)] 
[E-mail/IP ADDRESS(ES)] 
[ON A SPECIFIC DATE] 
or 
[FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE] 

or [PRESENT]] 
If the time period noted above is to the "present," 

that term is intended to direct production of information to the 
date of the processing of this letter. If providing information 
to the date of processing is not feasible, please provide 
information to the date of receipt of this letter. 

In accordance with Title 18, U.S.C., Section 2709(b), I 
certify that the information sought is relevant to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities, and that such an 
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[MR./MRS./MS.] [COMPLETE NAME] 

investigation of a United States person is not conducted solely 
on the basis of activities protected by the First Amendment to 
the constitution of the United States. 
[Certification: The nondisclosure requirement is not an automatic 
feature of the NSL. If the supporting EC for this NSL included 
Option 1 (Invoking the Nondisclosure Requirement) then include 
the language in the following 3 paragraphs in the NSL.] 

In accordance with 18 U.S.C. § 2709 (c) (1), I certify 
that a disclosure of the fact that the FBI has sought or obtained 
access to the information sought by this letter may endanger the 
national security of the United States, interfere with a 
criminal, counterterrorism, or counterintelligence investigation, 
interfere with diplomatic relations, or endanger the life or 
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c)(1) 
and (2) prohibits you, or any officer, employee, or agent of 
yours, from disclosing this letter, other than to those to whom 
disclosure is necessary to comply with the letter or to an 
attorney to obtain legal advice or legal assistance with respect 
to this letter. 

In accordance with 18 U.S.C. § 2709(c)(3), you are 
directed to notify any persons to whom you have disclosed this 
letter that they are also subject to the nondisclosure 
requirement and are therefore also prohibited from disclosing the 
letter to anyone else. 

In accordance with 18 U.S.C. § 2709(c)(4), if the FBI 
asks for the information, you should identify any person to whom 
such disclosure has been made or to whom such disclosure will be 
made. In no instance will you be required to identify any 
attorney to whom disclosure was made or will be made in order to 
obtain legal advice or legal assistance with respect to this 
letter. 

[Include the following language in all NSLs.] 
In accordance with 18 U.S.C. § 3511(a) and (b)(1), 

you have a right to challenge this letter if compliance would be 
unreasonable, oppressive, or otherwise unlawful, and you have the 
right to challenge the nondisclosure requirement set forth above. 

In accordance with 18 U.S.C. § 3511(c), an unlawful 
failure to comply with this letter, including any nondisclosure 
requirement, may result in the United States bringing an 
enforcement action. 

3 
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[MR./MRS./MS.] [COMPLETE NAME] 

You are directed to provide records responsive to this 
letter [personally to a representative of the [DELIVERING 
DIVISION] OR through use of a delivery service to [OFFICE OF 
ORIGIN] OR through secure fax] within [xxxx] business days of 
receipt of this letter. 

Any questions you have regarding this letter should be 
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF 
ORIGIN],_depending on whether service is personal or through a 
delivery service]. Due to security considerations, you should 
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any 
telephone conversation. 

Your cooperation in this matter is greatly 
appreciated. 

Sincerely yours, 

[ADIC/SAC NAME] 
[ASSISTANT DIRECTOR IN CHARGE/ 

SPECIAL AGENT IN CHARGE] 

3 
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(Rev. 01-31-2003) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T O O N 

b6 
b7C 
b2 
b7E 

(U) 

b2 
(U) 

Precedence : 
To: 

ROUTINE Date: 03/08/2007 
Attn: SAC 

ASM: 
S SI 
SA 

K 

Inspection Attn: IIS, CRS 
From: General Counsel 

roiin̂ Pr-̂ -r-rrvT-i gm T.aw TTrvi t- T/T.Y-1—̂ qi nn 
Contact ! 

Approved By: 

Drafted By: , 
Case ID #: (U) 278-HQ-C122973 6-VIO — cfi IcU 
Title: INTELLIGENCE OVERSIGHT BOARD 

MATTER 2 007 

S y n o p s i s : I t is the opinion of the Office of the General 
Counsel (OGC) that this matter must be reported to the 
Intelligence Oversight Board (IOB). OGC will prepare and 
deliver the necessary correspondence to the IOB. 

(U) Derive 
Decías 

G-3 
25X1 

Administrative: (S) This electronic communication (EC) 
containq information from: (1) the EC dated 02/23/2007 from 
the Field Office to OGC reporting a 

b2 
b7E 

potential IOB matter; and (2) automated case support (ACS) 
Reference: (U) 278-HQ-C1229736-VIO Serial 2188 
Details: (S) 
02/23/2007, 

_B}£_ele;ctronic communication (EC) dated 
^requested that OGC review the facts of the 

captioned matter and determine whether it warrants reporting 
to the IOB. In our opinion, it does. Our analysis follows. 

b6 
b7C 

OIG/DOJ REVIEW: 
FBI INVESTIGATI 

OIG/DOJ INVESTIGATION: 
K J \ 
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b2 
b7E 

bl 
b6 
b7C 
b2 
b7E 
b7A 
b4 
b7D 

b4 
b7D 

To: 
Re: 

SECRET 

From: Office of the General 
2 7 8 - H U - C 1 2 2 9 7 3 6 - V I 0 : 0 3 / 0 8 / 2 0 0 7 

Counsel 

xai 
3 ) I Special Agent 

±n Charge executed a National Security Letter TNSL) pursuant 
fee the El pntrnni r Communications Privacy Act (ECPA) . 18 U.S.C. 

2 7091 _ _ I III the NSL, the FBI directed I 

(S 
to the FBI. 

did not furnish the requested information 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 
President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection (NSIG), effective 
10/31/2003, or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 
12/04/1981, if such provision was designed to ensure the 
protection of individual rights. 

(U) Violat ions of provisions that merely are 
administrative in nature and not deemed to have been designed 

bl 
b2 
b7E 
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b2 
b7E 

RET 

To: From: Office of the General Counsel 
Re: 2 78-HQ-C122 973 6-VIO: 03/08/2007 

to ensure the protection of individual rights are generally 
not reported to the IOB. The FBI Inspection Division is 
required, however, to maintain records of such administrative 
violations for three years so that the Counsel to the IOB may 
review them upon request. The determination as to whether a 
matter is "administrative in nature" must be made by OGC. 
Therefore, such administrative violations must be reported as 
potential IOB matters. 

( U ) 

bl 

NSLs are a specific type of investigative tool that 
allows £he FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which 
is very broadly defined) (Right to Financial Privacy Act, 12 
U.S.C.§ 3414(a)(5)(A)); (3) a list of financial institutions 
and consumer identifying information from a credit reporting 
company (Fair Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and 
(b) ); and (4) full credit report in an international 
terrorism case (Fair Credit Reporting Act/ 15 U.S.C. § 1681v). 
NSLs may be issued in conformity with statutory rpqin'rpmpnt-.Rj 
including 18 U.S.C. § 2709. 

(U) p 

b2 " 
It is an open legal question whether the 

NSL sought records beyond the scope of ECPA, 18 USC 
2709(a). The NSL issued herein received legal counsel 

b7E approval in the Field Office, a legal determination 
having been made that such records fall within ECPA, which 
allows the FBI to obtain "subscriber information and toll 
billing records information, or electronic communication 
transactional records." 18 USC § 2709(a) 

bl 
b5 
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b2 
b 7 E To: 

Re: 

SECRET 

From: Office of the General Counsel 
2 78-HQ-C1229736-VIO: 03/08/2007 

(S) 
bl 
b5 

(S) 
b4 
b7D 
b5 
b2 
b7E > 4 Nonetheless, based upon the fact that the NSL 

may have inadvertently, but under the advice of legal counsel, 
sought information unauthorized by the ECPA, in accordance 
with the reporting requirements of Section 2.4 of Executive 
Order 12863, OGC will prepare a cover letter and a memorandum 
to report this matter to the IOB. 

SECÌ 
4 
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b2 
b7E To: 

SE 
From: Office of the General Counsel 

Re: 278-HQ-C1229736-VIO: 03/08/2007 

LEAD (s) : 
Set Lead 1 : (Action) 

INSPECTION 
AT WASHINGTON, DC 

(U) For action deemed appropriate 

Set Lead 2: (Info) 
COUNTERTERRORISM 

AT WASHINGTON. DC 
(U) .For information. 

b2 
b7E 

Set Lead 3: (Info) 

b2 
b7E 
bl 

(S) 
see king [ 

Field Office should not issue any ECPA NSLs 
ntil or unless official guidance is provided 

stating that such information may be obtained in such fashi on. 
cc : 

b6 
b7C 

Ms Thnm; 

IOB Library 

S E C ^ T 

5 
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April 2, 2007 

Mr. Stephen Friedman, Chairman 
Intelligence Oversight Board 
New Executive Office Building - Room 50209 
725 17th Street, Northwest 
Washington, DC 20503 
Dear Mr. Friedman: 

As you know, in March 2007, the Department of Justice, 
Office of the Inspector General (OIG) issued a report entitled, A 
Review of the Federal Bureau of Investigation's Use of National 
Security Letters. In Chapter Six of this report, the OIG 
identified 22 potential Intelligence Oversight Board (IOB) 
matters relating to national security letters (NSLs) in its 
review of a sample of investigative files in four FBI field 
offices. Enclosed, you will find five (5) summaries of 
reportable IOB matters. The Office of the General Counsel (OGC) 
has determined that the other 17 matters are not reportable. As 
always, the FBI will retain copies of those decisions for your 
review upon request. 

The OIG divided the 22 potential IOB matters into three 
categories: improper authorization (1), improper requests under 
the pertinent NSL statutes (11), and unauthorized collections 
(10) . 

Improper authorization: OGC has determined that the 
one instance of improper authorization should be reported as an 
IOB matter. Please see enclosed summary for IOB Matter 2007-
Enclosures 
1 - 278-HQ-C1229736-VIO - 'L 

ED WHEN 
'ROM 
K ENCLOSURE 

On: 03/29/2032 
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bl 

Improper requests under pertinent NSL statutes: OGC 
has determined that four of the instances noted by the OIG should 
be reported as iqt? miKters. Please sep prirlnapH gnminaripg for 
I OB Matters, 2007 I; 2007-
(issuing an NSL requesting financial records but citing the 
Electronic Communications Privacy Act (ECPA), among other 
administrative errors); and 2007]|(issuing NSLs for full 
credit reports in counterintelligence cases (2 instances)). 

OGC has determined that the other seven instances are 
not reportable IOB matters. In three instances, the FBI field 
office issued an NSL requesting a full credit report under the 
Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681v, however, 
certification language from the Right to Financial Privacy Act 
(RFPA), 12 U.S.C. 3414(a)(5)(A) was used later in the NSL. All 
three are international terrorism cases, and therefore, the FBI 
was lawfully authorized to request and obtain the full credit 
reports. As the RFPA applies to both international terrorism and 
countintelligence cases, citing the certification language from 
that statute had no legal impact. The information provided in 
response to these NSLs was not sequestered because the FBI had 
issued lawful NSLs for that information. 

In the remaining four instances, the FBI field office 
issued an NSL requesting a full credit report under FCRA, 15 
U.S.C. 1681v, but the accompanying electronic communication (EC) 
mistakenly included language requesting consumer identifying 
information, 15 U.S.C. 1681u, instead. The mistake in the EC did 
not alter the investigation in any way, and this scrivener's 
error, citing 1681u rather than 1681v, did not violate any law. 
As these were all international terrorism cases and inasmuch as 
the NSL seeking a full credit report was authorized by the 
Special Agent in Charge through his or her signature on the NSL, 
the FBI field office had the proper legal authority to obtain 
full credit reports. Accordingly, this information was not 
sequestered. 

Unauthorized collections: OGC has determined that none 
of the ten instances noted by the OIG are reportable IOB matters. 
Six of these instances involved third-party errors in which the 
carrier provided information beyond the scope of what was asked 
for in the NSL. Five times, the carrier provided information 
beyond the date range requested in the NSL, presumably to comport 
with its own billing cycle. In one instance, the carrier, a 
financial services provider, provided information beyond the 
names/addresses of financial institutions as requested by the 
NSL. By letter dated 11/13/2006, the Counsel to the IOB agreed 
that these third-party errors in the collection of information 
pursuant to an NSL are not reportable to the IOB. 

4 
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SEp^ET 
In one instance, in an internal EC documenting the 

results of NSL requests, the FBI field office mistakenly cited an 
Nf L issued | as the source of the subscriber 
information in the file when, in fact, that information came from 
an NSL issued As both NSLs were lawfully issued, 
there was no unauthorized collection. The mistake, if any, was a 
scrivener's error in documenting the source of the information in 
the file. 

In another 
contained a typograpl* 

:rror, the accompanying EC 
•ii-Udi diiui with respect to one of the phone 

numbers being requested in the NSL. The NSL actually served on 
the provider contained two correct phone numbers. Therefore, 
there was no unauthorized collection. 

One FBI field office served an NSL requesting 
subscriber information for a particular phone number that was 
associated with the target of an authorized investigation. In 
response, the nr-nviH^r i nrii r-ajted that the n n m h p r was ar-tnally an 

When 
cne iNibJ-i was sent, the number was relevant to an authorized 
investigation. The fact that it turned out to be something else 
does not make this an unauthorized collection (or any error at 
all) . 

Finally, one FBI field office requested toll billing 
records "associated" with a particular phone number. In 
response, they received information for an associated number. 
Both the requested number and the associated number were 
subscribed to by the same individual. The plain language of ECPA 
and the legislative history support the position that the FBI is 
permitted to request and acquire information on associated 
numbers attributable to the same account. Therefore, the NSL was 
lawfully issued and the results were not an unauthorized 
collection. 

Please find enclosed summaries of the five IOB matters 
identified by the OIG report that OGC has determined are, indeed, 
reportable. Hopefully, the brief explanations above will satisfy 
you that the remainder of the 17 potential IOB matter identified 
by the OIG report were not, in fact, reportable. As always, 
however, the FBI has retained copies of the decisions if you wish 
to review them. 

4 
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b7C 
b2 

Please 
General Counsel 
about any of these 

SEjẐ ET 
don't hesitate to contact 

(202-324 
lots matters 

me or Associate 
if you have questions 

Sincerely 

Julie F. Thomas 
Deputy General Counsel 
National Security Law Branch 

1 - The Honorable Alberto Gonzales 
Attorney General 
U.S. Department of Justice 
Room 5111 

1 - Mr. Matt Olsen 
Deputy Assistant Attorney General 
National Security Division 
U.S. Department of Justice 
Room 2200 C 

1 - Ms. Margaret Skelly-Nolen 
Acting Counsel 
Office of Intelligence Policy and Review 
U.S. Department of Justice 
Room 6150 

4 
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bl 
b4 g) 
Ì3 2 
b7E 
b7D 

(UJ 

b2 
b7E 

b2 
b7E 

S È Î M J 

5 1 
INTELLIGENCE OVERSTCfHT BOARD (IOB) MATTER 

DIVISION 
IOÉ MATTER "2 007] I (U) 

(S) By electronic 
Federal Bureau of Investigation (FBI 
reported a possible Intelligence Ove 

Irpnnrfprl , on 11/29/2005] 

ommunicat ion dated q2/23 /2 007. the 
-, , ^ Field Office, a possible Intelligence Ovprsiaht- RnarH imni 

^Special Agent In 
Liiarye êXècutea a National Security Letter (NSL) pursuant to the 
Electronic Communications Privacy Art frerpzn ia TT C n _ § 2709, 

1 aia not turnish the requested 

NSL Thp> 
t&l It is an open legal question whether thei sought records beyond the scope of ECPA, 18 USC § 2 7o'9Ta 

NSL issued herein received legal counsel approval in the 
Field Office, a legal determination having been made that such 
records fall within ECPA, which allows the FBI to obtain 
"subscriber information and toll billing records information, or 
electronic communication transactional records." 18 USC 
§ 2709 (a) . 

(S) 

bl 
b4 
b7D 

bl 
b7D 
b2 
b7E 

Ç8Q. While it remains unclear whether statutorily authorized, never _LI$L was 
Thus, 

Ï) 

there was never an unaucnonzed collection in violation ot the 
NSIG and ECPA; the subjects rights were not violated. 

. K ) Nonetheless, in accordance with the reporting 
requirements of Section 2.4 of Executive Order 12863, this matter 
is being reported based upon the fact that the NSL may have 
inadvertently sought information unauthorized by the ECPA The 
Office of General Counsel ("OGC") has reported this matter to the 
FBI's Inspection Division for appropriate action. 

Derive^Fr^ati : 
D e c 1 a s s>?5Con : G-3 03/29/2032 
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SfcÇRET 

(S) 

b2 
b7E 

"NTTRT.T .TfìWMP'R myBBRTBTJT BOARD 
IFIEI 

IOB MATTER 2 007 
.D OF 

IOB) 
ICE 
(U) 

bl 
b4 
b2 
b7E 
b7D 

bl 
b4 
b7D 
b2 
b7E 

b2 
b7E 

MATTER 

Fphr-narv 2 2 
£Investigation (FBI] . 
J reported that, on June 23, 2004, the t Byelectronic communication date 

2 007, the Federal Bureauo 
Field Office | 
FBI submitted a National Security Letter(NSL) 
toll billing records relating to a certain target 
confusion as to when the investigation was to have expired, the 
NSL was erroneously issued after the expiration date of the case. 
Clarification of the expiration date came to the attention of 

seeking telephone 
" 1 Due to 

FBI-| | during an Office of Inspector General (OIG) 
audit in the Summer of 2006. FBI-| . . . . I w a s a s^ed to 
sequester the provided phone records") but they responded that the 
carrier provided them with a letter advising that there were no 
records associated with the NSL request. 

2007, FBI "L 
By electronic communication dated February 22, 

, , I ~l reported that, on November 23, 2004, FBI -
i Philadelphia submitted two NSLs in an intelligence investigation 

I pursuant to a statute specifically 
fn-r hprrnrism mati-̂ T-g only. These NSLs were 

This mistake was an error on 
"t wno has since sequestered 

documents received from these erroneously issued 

sèeking f 
made avai I ab I e 
issued 
the pa L 0 1 all 

NSLs 
ID)- •pk̂  Due to the incorrect actions stated above, FBI-

he las taken steps to sequester all documents obtained 
from these two i nci dent].R. Thp prrnrs were discovered during an 
OIG audit of the FBI's Field Office in the Summer of 
2006 . Despite the inadvertent nature of the mistake, the fact 
remains that information was improperly collected. The improper 
collection of this information was a violation of the Attorney 
General's Guidelines for FBI National Security Investigations. 
Thus, the matter is being reported to the IOB. 

Derived\frbm: G-3 
Declassifyyon: 25X-1 

5CRET 

-1'- NSL VIO-1778 
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SECRET 

( S ) ( S ) 

INTELLIGENCE 
b2 
b7E 

OVERSIGHT BOARD (IOB) MATTER 
IFIELD 0£EI£E_ 

IOB MATTER 2 0 07-

The Divi sinn rpnnrhpri nn 07 / / ?007f 
bl S) 

b7D 
b2 
b7E 

ter (NtJL) T a National was issued for financial records£ 
|under authority of the Electronic Communications 

Privacy Act rather than the Right to Financial Privacy Act. The 
NSL was approved in an EC which also cited the incorrect legal 
authority and did not articulate the facts supporting its 
issuance. 

(U) This matter has been reported to the FBI's 
Inspection Division for appropriate action. 

.2. 
NSL VIO-1779 

SEbRJEl 



FD-962 (Rev 03-21-2005) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: Inspection 
General Counsel 

Date: 

b2 
o 7 

02/21/200' 

Attn: IIS, Room 11861 
Attn: NSTiR. Rnnm 7Q7R 

SSA 
Attn: CDC/Legal Unit 

CDC I 

b2 
b7E 
b6 
b7C 
(D) 

Fromi 

Contact : 

Approved By-

Drafted By: 

Case ID #: W 278 -HO-CI229736-VTO 
(U) 278] I - C 1 3 6 3 7 2 _ , 

( U ) 

bl 
b6 
b7C J) 
b2 
b7E 

bl 
b6 j.. 
b7C 

(U) Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER 

Synopsis: hrf Report of a IOB matter. 

Derivèd/frrom : G-3 
Declassify On: XI 

Details : 

(S) l. 

(S. 

:b6 Case Agent 
b7C Supervisor: 
.b2 

ti-

,, . 4- No Foreign Intelligence Surveillance Act (FISA) request 
has been submitted to Office of Intelligence Policy and Review 
Department of Justice (OIPR). 
P^) 5. IOB Error: 

I A • Off. 

b7C SE^K^T^ 
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SECÌhs^ 

b2 Te : Inspection From: 1 b7E Re : ÌXÌ 278-HQ--C1229736-VIO, 02/21/2007 

bl (S) 
b2 
(lb 7 E M Description of IOB Error (including any reporting delays): 

(S bl b6 
b7C 
b2 
b7E 
b7D 
b4 

(S ) 

(s) 
National RphiH1- v Letter was annrnvpri hv .he 

A 
Divi aion 

l'he EC requested consumer idprififvina intnrm^innl 

'l'tie NSL requested that the FBI be provided with 
I aniH all nt-hor -i 1-1 -F̂-y-ryi-i t- •! -̂-r̂  I I 

(U) 

b2 
b7E 
b6 
b7C 

, This 
appears to oe a potential 10B violation due to the NSL requesting 
FCRA consumer full credit report when the SAC approved an Be "for 
consumer identifying info and "financial institutions. It was"TTie 
writer's intention to request the full credit report at the time of 
the NSL was prepared and the writer miss read the example for the 
this type of NSL. 

(X The reasons for the delay on reporting this potential IOB 
violation are as follows: 

the OIG conducted an NSL audit 
was not aware of the listed mistake until X 

. At that time [_ 
interviewed by an OIC Inspector over the telephone and was not informed that there was an potential IOB violation. 

!2) 

until being notified by CDC 
was not advised of the potential IOB violation 

on 02/21/2007. 

"sEbR^T 
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To: Ivriepection From: 
Re : (X; " 278 - HQ-C1229736-VIC, 02/21/2007 

LEAD(s): 

Set Lead Is (Action) 

INSPECTION 

AT WASHINGTON, DC 

(U) For action deemed appropriate. 

Set Lead 2 : (Action) 

GENERAL COUNSEL 

AT WASHINGTON. DC 

(U) For action deemed appropriate. 
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(Rev. 01-31-2003) 

SECïhs^1 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b6 
b7C 
b2 
b7E 

Precedence: ROUTINE 

To: General Counsel 

From: 
Contact: 

Approved By: 

Date: L X / 1 2 / 2 0 0 4 

Drafted By: 
( S b l 

-ase ID #: 
b7E (U) 

(Pending) 

66FrHQ-C1213150-NSL 

bl 
b6 
b2 
b7E 

Title: ((SI 

TJT: 

Synopsis: C^ Approves the issuance of National aeuuiiLy LeLter tWSL,) ;| 

(XX U) 
Deĉ arg?iìy~<ìii : XI 

NSL VIO-1783 



/ e1 b2 
b7E 
bl 

(S) 

To : Generi r'""r'o°'1 F-mm • 
Re: bl 

SECRET 

.1/12/2004 

bl 

Details 

Due t.Q fhis nnafiihly TOT H p a ^ n a r h o r g has 
1 I 

(U) Consumer reports received from a consumer 
reporting agency must be clearly identified when reported in any 
Bureau communication. Subsequent dissemination of such 
information is prohibited, except to other Federal agencies or 
military investigative entities as may be necessary for the 
approval or conduct of a foreign counterintelligence 
investigation. 

(U)The Supervisor affirms that you, the Case Agent, 
have checked all of the appropriate FBI databases regarding a 
prior request by any field office for the material requested. The 
requested material does not appear to be available from public 
sources. 

b2 
b7E 
b6 
b7C 

bl 

tof 
_LUJ Any questions regarding the above can be directed 

Field Division, Attention: SFO ' ' 
phone number 

(S) This electronic communication documents the SAC's 
approval and certification of the enclosed NSL. 

experianci .ec 

SÉQÇET 

NSL VIO-1784 



b2 
b7F; 
bl 

SE 

:s) 
î^RiJT 

To: 
Re : 

1 Pnnnspl Prnm. 
11/12/2004 

bl 
b 6 (S ) 
b2 
b7E 
b7D 

(S) 

(S) 
b2 
b7E 
bl 
b7D 

bl 
b7D 

L rpnrpacnt-at- -i vo 
letter 

should deliver t le 

(U) On 11/09/2001, the Director designated the 
official signing the enclosed letter as authorized to make the 
requi red certification. 

. . |should remina| that, under 
Title 15, United States Code, Section 1681v(c), it is prohibited 
from disclosing that the FBI has made this request. In addition. 

Arrangements should be made 
provide the records personally to a representative of your 

' ~~1 should neither send the records through the mail office, 
nor utilizeT 
your office, 
manner. 

in any telephone calls to 
should not contact FBIHQ directly in any 

experianci .ec 

SECR: 

3 
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(S) b2 "b7ETo-,,. 
bl Re : 

General Counsel From: 
SfeÇRE RET 

1 1 / 1 2 / 2 0 0 4 

LEAD(s) : 
Set Lead Is (Info) 

GENERAL COUNSEL 
AT WASHINGTON. PC 
(U) NSLU is requested to record the appriate 

information needed to fulfill the Congressional reporting 
requirements for NSLs. 
Set Lead 2: (Action) 

HpT ivpr MIP ahfarhprl lot-t-or 
b7D 
b4 
b6 
b7C 

is requested to submit results to 

SECRET SECl 
experianci .ee \ 

NSL VIO-1786 



(Rev. 01-31-2003) 

SEGLET 

F E D E R A L B U R i EAU O F I N V E S T I G A T I O N 

b6 
b7C 
b2 
b7E 
(U) 

( U ) 

(U) 

(U) 

Precedence : 
To: 

ROUTINE 

Counterterrorism 
Inspectior 

Attn: 
Attn: 
Attn: 

Date: 03/08/2007 
Squad 17A 
ITOS 1/CONUS 4/Team 15 
Internal Investigative 
Sectio» 
Attn: R M . 1 1 8 6 5 

From: General Counsel 
National Security Law Kranch/CTLUl/LX-l/3S-100 
Contact : 

Approved By: 

Drafted By: 

Thomas Julie M E 

Case ID # : FATF 2 7 8 - H 0 - C . L 2 2 9 7 3 6 - V I Q - ^ ( Pending) 
(S1 bl 

-Tit-l<b2 -
b7E 

INTELLIGENCE OVERSIGHT BOARD 
b2 ' IOB) MATTER 2 007-

Synopsis: It is the opinion of the Office of General 
Counsel ("OGC") that the above-referenced matter need not be 
reported to the Intelligence Oversight Board ("IOB"). Our 
analysis follows. 

De r i -TQtt/Fr om 
Declassify On: 

G-3 
03/08/2032 

(U) Reference « « X 278-HQ-C122973 6-VIO-22 04 
Administrative: (U) This communication contains one or more 
footnotes. To read the footnotes, download and print the 
document in Corel WordPerfect. 

OIG/DOJ REVIEW; 
FBI INVESTIGATE b6 

b 7 C m INVKTIGRTTOir 

SE 
DATE: H"t. 

T? 
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<U)b2 
b7Er-°.: Re : 

bl 
b6 
b7C 
b2 
b7E 

(s: 

( S ) 

b2 ;; 
b7E 
bl 
b6 
b7C ! J 
b7D 

( S ) 

77FÏÏUT 

SEck^T 

From: General Counsel 
229736-VIO, 03/08/2007 

( S > 
Details : 
21. 2007. 

pS,) By electronic communication 
referenced above,1 the 

(EC) dated February 
Division 

] reported a possible IOB error in conjunction with 
its connl-.prfprinriRiTi investigation 

In this regard, 
2007, it became aware that the 

reported 
Office of that on February 21, 

Inspector General ("OIG") had identified a potential IOB 
violation during the OIG's previous audit. Specifically, OIG 
advised that| 
Letter ("NSL") 
IOB violation." 

(SJ 

issuance of a National Security 
on November 12, 2004 may have constituted an 

Ê8< ThP 
Irequestedl 

wsT. m l '"'̂î  by roviae a copy or a consumer 
report and all other information contained in its files 

The NSL properly cited to the Fair 
("FCRA"), 15 U.S.C. §1681v, as the. Credit Reporting Act 

statutory basis for 1 
] Special Agent in Charge ("SAC") and subsequently 

:he request. The NSL was signed by 
served 

(X) The EC accompanying the NSL, which was also 
signed by the SAC, approved the issuance nf ^ N N S T . " R P M I P S T - I N G 
consumer identifying i n f o r m a t i o n l i m i t e d t o 

The drafter of this EC mistakenly included language 
requesting 
language requesting It was 

as opposed to 
intention to obtain a full credi 

and the NSL ultimately served upon 
accurately reflected this intent. See, t EC. 

(U) 
b2 
b7E 

- X > As required by Executive Order (E.O.) 12863 and 
Section 2-56 of the National Foreign Intelligence Program 

I 
Manual ("NFIPM* ), OGC was tasked to determine whether] 

b2 
b7E 

(U) See, KC i rom the [ ^Division to the General Counsel, 
dated 02/21/07, C..s -• 278-HQ-C1229736-VIO, Serial 2204, titled 
"Intelligence Ovc r.<; i (h Board M-atter." 

(U) Id. 

SÌWRiLT 
2 

NSL VIO-1788 

I 



(U) 

b2 
b7E 

To : 
Re: 

From:: General Counsel 
278-HQ-C122 973 6-VIO, 03/08/2 007 

issuance of che NSL's described above is a matter 
which must be reported to the IOB. It is not. 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Inspectors General and General Counsel of the 
Intelligence Community Components (in the FBI, the Assistant 
Director, INSD and the General Counsel, OGC, respectively) 
report to the IOB "concerning intelligence activities that 
they have reason to believe may be unlawful or contrary to 
Executive Order or Presidential Directive." This language was 
adopted verbatim from E.O. 12334, dated 12/04/1981, when the 
IOB was known ;?s the President's Intelligence Oversight Board 
( "PIOB" ) . By If ii.g standing agreement between the FBI and the 
IOB (and its predecessor, the PIOB), this language has been 
interpreted to mandate the reporting of any violation of a 
provision of the NSIGs, or other guidelines or regulations 
approved by the Attorney General in accordance with E.O. 
12333, dated 12/04/1.981, if such provision was designed in 
full or in part to ensure the protection of the individual 
rights of U.S. persons. Violations of provisions that are 
essentially administrative in nature need not be reported to 
the IOB. The FBI is required, however, to maintain records of 
such administrative violations so that the Counsel to the IOB 
may review then, upon reauest. * 

(U) Section 2.4 of E.O. 12863, dated 09/13/1993, 
mandates that Ir>.sp'?.ctors General and General Counsel of the 
Intelligence Commuaity components (in the FBI, the Assistant 
Director, Inspection Division, and the General Counsel, OGC, 
respectively) report, to the IOB all information "concerning 
intelligence activities that; they have reason to believe may 
be unlawful or contrary to Executive order or Presidential 
directive." 

(S Î 

bl 
b7D 
b2 
b4 

and cited the 
request. 

Although the November 12, 2 004 EC erroneously 
the issuance of an NSL requesting consumer 

identifyinginformation, the NSL served upon the provider 
correctly requette> 
appropriât. e s t a . .3 c ..> r y au. t: no r l. tie s for said 

SAC "ioiiTrd the NSL which was gprvpfl 
and no over- coJ c 11 on occurred when[ 

with 
a 

an IOB and/or FCRA violation. 

Ï 
The[ 

constitute 
amount to 

esponsive| 
clerical error on behalf of the FBI but 

furnished 
These actions 

do not 

4 
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b2 j 
b7E 

To: 
Re: 

S E C R l h ^ 

From' General Counsel 
278 • C1229736 -VI0, 03/08/2007 

(U) B.-ised upon these facts, in accordance with the 
terms implement L'jg the reporting requirements of Section 2.4 
of EO 12863, it is our opinion that this error need not be 
reported to the IOB. A record of this decision should be 
maintained in he control file for future review by the 
Counsel to the JOB. 

SECRE 
4 
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NSteÇR] 

( U ) 

To: 
Re: 

RET 
From: General Counsel 

278-HQ-c'l229736-VIO, 03/08/2007 

b2 
b7E LEAD(s) : 

Set Lead 1: (Info) 

(U) Read and clear. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT ITOS 1/CONUS 2/TEAM 7 
(U) Read and clear. 

Set Lead 3: (Action) 
INSPECTION 

AT IIS 
(U) INSD should retain a record of the report of the 

potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by Counsel to the IOB. 

SÊ RSJT 
4 

NSL VIO-1791 



l'D-%2 (Rev 03-2 1-2005) 
S E C ^ T 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 
- b2 

0 7 

Date: 02/21/2007 Precedence: ROUTINE 
To: Inspection 

General Counsel 

b6 
b7C 
b2 
b7E 

From 
Contact : 

Approved By: 

Attn: IIS, Room 11861 
Attn: NSLB, Pnnm 7Q7R 

SSA 
Attn: CDC/Legal Unit 

CDC 

(Tj) Drafted By: 
C B 2 I D # : 

b7E 
2 78-HQ-C122 97 3 6-VIO 
2781 

(U) 

•C136372 ^ 
Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTERS 
Synopsis:(90 Report of a Potential IOB matter. 

(U) 

(U) 
Details : 

bl 
b6 
b7C 
b2 
b7E 
bl 
b6 

<u> 

K ) Derived''î̂ pifi : G-3 
Declassi^KOn: XI 

1. 

b6 
b7C 

3 . 

case Agent: 
Supervisor: SSA 

4. No Foreign Intelligence Surveillance Act (FISA) request 
tiasx been submitted to Office of Intelligence Policy and Review, 
Department of Justice (OIPR). 

( U ) 5 . IOB Error: 7 

b7C 

NSL VIO-1792 



(Rev. 01-31-2003) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b6 
b7C 
b2 
b7E 

KO1' b2 

( U ) 

Precedence : ROUTINE 
To: 

Date: 03/13/2007 
Attn: SAC 

ASAfl 

Counterterrorism 
Inspection 

Attn: ITOS 1, CONUS 4 
Attn: IIS, CRS 

From: General Counsel 
rnnnt-prt-prrnri gm T , a « TTnif. T/LX-1 3S100 
Contact: 

Approved By : Thnmag .Tnl i e M 

Drafted By: , 
Case ID #: (U) 278-HQ-C1229736-VIO""(i>ending) 
Title INTELLIGENCE OVERSIGHT BOARD 

MATTER 2007-
Synopsis:OSJ It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the Intelligence 
Oversight Board (IOB). Rather, it should be maintained in the 
control file for periodic review by Counsel to the IOB. Our analysis 
follows. 

(U) Derived\E±rom : 
Declassify On: 

G-3 
03/13/2032 

(U) Administrative:j^) This electronic communication (EC) 
contains information from: (1) the EC dated 02/21/2007 from 
the to OGC 

b2 
b7E 

| Field Office 
reporting a potential IOB matter; and (2) automated case 
support (ACS). 
Reference: 

(U) 
(U) 278-HQ-C1229736- Serial 2205 
Çgl 278| ^-C136372 Serial 126 

b6 
b7C 

OIG/DOJ REVIE 
FBI INVESTIGA 

OIG/DOJ INVESTIGATION: 

DATE: t/ l^ ? * ^ h — < 

R 

NSL VIO-1795 



To: 
Re: 

From: 
278-HQ-C1229736-2205, 03/13/2007 

SECRET 

Office of the General Counsel 

b2 
b7E' Details: (&) By EC dated 02/21/2007,| |requested 

that OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, 
in our opinion, the FBI is not required to report this matter 
to the IOB. 

r J_S_L n 

(S) 

bl 
b2 
b7E 
b4 
b7D , 

Special Agent In Charge executed two documents (1) a National 
Security Letter(NSL)pursuanttothe Electronic 
rnmmnniratjnns Privacy Act (ECPA) , 18 U.S.C. § 2709,1 

I land (2) an EC approving the issuance of such NSL. 

(Sì 
bl 

bl 
b7D 
b4 

The EC approving the issuance of the NSL contained 
anerror.Duetoanapparent typographical error, it 
mistakenly authorized the issuanceofanNSL 

I I However, as stated above, 
the NSL stated the correct telephone numbers. 

M 
information which confirmed |_ 

1 provided subscriber 

numbers set 
or received 

3 
was in fact the subscriber for 
orth in the NSL. No 

telephone 
information was ever sought 

jTe 
relating to the wrong number set forth in 

IJ the authorizing EC. 
(U) The President, by Executive Order 12334, dated 

12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) 
and established the Board as a standing committee of the 

bl 
b2 S) 
b7E 

NSL VIO-1796 



b2 
b7E To: From: Office of the General Counsel 

Re: 278-HQ-C1229736-2205, 03/13/2007 

President's Foreign Intelligence Advisory Board. Among its 
responsibilities, the IOB has been given authority to review 
the FBI's practices and procedures relating to foreign 
intelligence and foreign counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may 
be unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations 
and Foreign Intelligence Collection (NSIG), effective 
10/31/2003, or other guidelines or regulations approved by the 
Attorney General in accordance with EO 12333, dated 
12/04/1981, if such provision was designed to ensure the 
protection of individual rights. 

(U) Violations of provisions that merely are 
administrative in nature and not deemed to have been designed 
to ensure the protection of individual rights are generally 
not reported to the IOB. The FBI Inspection Division is 
required, however, to maintain records of such administrative 
violations for three years so that the Counsel to the IOB may 
review them upon request. The determination as to whether a 
matter is "administrative in nature" must be made by OGC. 
Therefore, such administrative violations must be reported as 
potential IOB matters. 

(U) NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email 
communication records from telephone companies and internet 
service providers (Electronic Communications Privacy Act, 18 
U.S.C. § 2709); (2) records of financial institutions (which 
are very broadly defined) (Right to Financial Privacy Act, 12 
U.S.C.§ 3414(a)(5)(A)); (3) a list of financial institutions 
and consumer identifying information from a credit reporting 
company (Fair Credit Reporting Act, 15 U.S.C.§§ 1681u(a) and 
(b) ) ; and (4) full credit report in an international 
terrorism case (Fair Credit Reporting Act, 15 U.S.C. § 1681v). 
In addition to FCRA, 15 U.S.C. §§ 1681u(a) and (b) information 
(financial institutions and consumer identifying information), 
under 15 U.S.C. 1681u(c), if certain factors are met, the FBI 

4 

NSL VIO-1797 



b2 
b7E To: 

Re: 

SECRET 

From: Office of the General Counsel 
278-HQ-C1229736-2205, 03/13/2007 

is able to obtain full consumer reports in both 
counterintelligence and international terrorism investigations 
by an ex parte court order. 

î l Here, 
I ~1 the FBI properly served an NSL that requested 

^ lawful information. In the NSL, |~ Irequested the 
b2 Because tne JNSij contained cne 
b7Ecorrect telephone numbers, the fact that the authorizing EC 

contained an apparent typographical error neither resulted in 
the issuance of an erroneous NSL, nor an unauthorized 
collection in violation of the NSIG and ECPA. 

(U) Based upon these facts, in accordance with the terms 
implementing the reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to 
the IOB. The apparent typographical error in the EC 
authorizing the issuance of the NSL did not result in the 
issuance of an inaccurate NSL or an over collection. A record 
of this decision should be maintained in the control file for 
future review by the Counsel to the IOB. 

4 
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b2 
b7E To: From: 

Re: 27 8-HQ-C122 97 36-2205, 

SE 

Office of the 
03/13/2007 

General Counsel 

LEAD (s) : 
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON, DC 

(U) INSD should retain a record of the report of the 
potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 
Set Lead 2: (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

(U). For information. 

Set Lead 3 : (Action) 

b2 
b7E 

these matters, 
that similar errors do not occur in the future. 

shnnl fi issue a corrected EC setting forth 
should implement steps to ensure 

cc: Ms. Thomas 
b6 
b7C IOB Library 

NSL VIO-1799 



rD-962 (Rev. 03-21-2005) 

S E ^ E l 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : ROUTINE Date : 

b2 
or 

03/08/2007 
To: Inspection/ 

General Counsel 
Attn: 
Attn: 
Attn: 

IIS, Room 11861 
NSLB, Room 7 975 
CDC/Legal Unit 

From: 
Contact: 

Approved By: 

b6 
b7C 
b2 
b7E 

(Tj) Drafted By: 
Case ID #: 

bl 
b2 Title: (U) REPORT OF A POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB) 

7 7 8 - H N - N - A O A 

(S) 

b7E MATTER 

,TT,b2 sYn°Psis: (V) The Division reports a possible IOB matter and 
(U) requests that the Ottice of General Counsel (OGC) review the facts of 

the captioned matter and determine whether it warrants reporting to 
the IOB. y 

(U> H Derivèd/Érom : G-3 
Declas^fy On : XI 

£83 2. A National Security Letter bY the 1 Division and served reaiiPst^TT 

bl 
b6 
b7C 
b7A \ 
b2 ' 
b7E 
134 , ̂  , result to SA 
b7D 

Analyst [ ] FBI Investigative -1 • rox inveaLigd J received and forwarded the returned NSL 

CBO The results providedadditional information that was not 
bl requested in the NSL. This èddi£ional informat ionincluded 

C 5 C J ¿ ¡ J J J L C • ' / - • • / ^ 
b6 
b7C 

f U f i ^ l ^ E T 
¿¿IN 

NSL VIO-I8OP 



b2 (Uj 
b7E 

bl 5/ 
b4 
b7D 

(S) 

b6 
b7C 
hi 
b7D 
b2 JÍ 
b7E 

To: 
Re: 

Inspection From: 
278-HQ-C1229736-VI0, 

S E C ^ T 

ÏÏ3/08/2007 

request any or tms mtormation. The NSL did not 

Upon discovery of this information, SA[ 
CDC AGC and Investigative Anal v.st Í 

contacted 
advised them of what had been returned to him 

lis the r 

"[separated 
Division contact for NSLs regarding 

In accordance with CDC ACG I "linstrnct i nns 
the improperly nrovidpd infnrmatinn I 

and 
IA 

ana presented them to the CDCs office in nrrî r fnr th^m i-r, hs 
sequestered until receives clear guidance from NSLB for 
disposition of these documents. The information from these documents 
has not been uploaded into ACS or put into any case file. 

2 
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S E ^ E l 

b? To: Inspection From: , 
b 7 E ( U ) R e : ^ 278-HQ-C1229736-VIO, 03/08/2007 

LEAD (S) : 

Set Lead 1: (Action) 
INSPECTION 

AT WASHINGTON. DC 
(U) For action deemed appropriate. 

Set Lead 2 : (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) For action deemed appropriate. 

3 
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(Rev. 01-31-2003) 

SECRÇT^ 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 
To: 

Date: 03/22/2007 

b6 
b7C 
b2 
b7E 

Counterterrorism 
Inspection 

Attn: SAC 
CDC 

Attn: ITOS 1, CONUS 2, Team 7 
Attn: IIS 

From: General Counsel 
National Security Law/Rranp^ ^TTm r̂ -. 
Contact: 

Approved By: Thomas Ju 1 i IrAJ17 

V9 

Drafted By: 
<U) 

b2 
(U) 

rp Jĵ  <2 
b7E Intelligence Oversight Board 

(IOB) Matter 2007-1 

( U ) 

Synopsis: (X) it is the opinion of the Office of the General 
Counsel (OGC that the above referenced matter need not be reported 
to the Intelligence Oversight Board (IOB). Our analysis follows 

M Derivèd/From : 
Declassify On: 

G-3 
03/22/2032 

(U) Reference : 
bl (s) 

(U) Deta ,b2 

2 78-HQ-C1229736-VTO-?3?E; 

By electronic communicat i on F̂.m 03/14/2007 and b7E2rencecj above, the îvision b2 the OGC's National Security Law Br^ch^NSlL Shd the^nspection 
b 7 E Division this potential IOB matter. 

bl 
b6 

1S1 

b7C 
b2 
bl 
b7D b6 
b2 DIG/DOJ RE\b7C 

(s) 
requested subscriber information 

SECKET 

National Security Lpt-.tpr fwct.i 

b7E FBI INVESTIGATIÒN!—r 
b 4 3IG/D0J INVESTIGATO 

)AIE: V -/f y ì 
E) 

NSL VIO-1803 



(U) 
cksqr SEC 

T c : Counterterrorism From: General Counsel 
: 278-HQ-C1229736-VIO, 03/22/2007 

under the authority of Executive Order 12333, dated December 4, 
1981, and pursuant to Title 18, United States Code (U.S.C ) 
Section 2709 (Section 201 of the Electronic Communications 
Privacy Act of 1986) fas Snprificallv souaht w e r e 

the results he discovered 
additional information that was not d̂ gor-i 

reviewed 
h a d p r n v i Hg>H 

bl 
b6 
b7C 
b2 
b7E 
b7D 

IcontactRri AGP. 
CDC s office immediately. AGH 
segregate: I Ii 

in t,hp 
advised the SA 1 Itn 

] AG(J advised that this information should be 
]complied with 

: 
forwarded to the CDC's office inf 
these instructions. The additional information has ' bœn~receïved SA[ 

and sequestered in the CDC's office. None of the information was 
uploaded into ACS or placed in the case file. 

i o/n/. no, (U) T h e P r e s i d e nt, by Executive Order 12334, dated 
12/U4/1981, established the President's Intelligence Oversiqht 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 

the Board as a standing committee of the President' established 
J n t e l l i g e n c e Advisory Board. Among its responsibilities, 

tne IOB has been given authority to review the FBI' s practices 

NSL VIO-1804 



(U) -...To: Counterterrorism From: General Counsel 
Re: 27 8-HQ-C12 2 9 7 3 6-V10, 03/22/2007 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC), respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 
Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(U) (^ NSLs are a specific type of investigative tool that 
allows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 

b l Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v) . NSLs may be issued in conformity with gt-a-t-iTty-.r-y 
requirements, including 18 U.S.C. § 2709. 

y^H -Ln LIliij instance,] 
Û' / _ requesting .siLigai^iber information! 

In this instance, |properiy -;pHiaH ^ ,NQT 

'-LH iuiim'i 11III UJ LTie responsive reĉ T̂ rs-; due to an error by 
I I also received records beyond the scope of o/U tnat requested in the NSL. 

b2 
b7E \ 
b4 S E ^ K T 

4 
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;RET 
(U) 

SFE^R] 

To;. Counterterrorism From: General Counsel 
Rp: m 278-HQ-C1229736-VIO, 03/22/2007 

bl 
b7D 
b4 

error is not ( S ) ftSJ Based on our analysis, 
reportable to the IOB as the FBI has not acted unlawfully or 
contrary to Executive Order or Presidential Directive. 

• - (ŷ) Based upon these facts, in accordance with the 
terms implementing reporting requirements of Section 2.4 of EO 
12863, it is our opinion that this error is not reportable to the 
IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

Since the additional records in this instance are 
, still relevant to the authorized investigation, the additional 

(a); records may be maintained by the FBI if an additional NSL is 
i served for those records. Otherwise, | |should contact 

bl land ask whether the improperly or unintentionally 
b7D acquired information should be returned or destroyed with 

appropriate documentation to the file. 
b7E 
b4 

SECI^T 
4 
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'-To..:. Counterterrorism From: General Counsel 
Re: fk) 27 8-HQ-C122 97 36-VIO, 03/22/2007 
LEAD(s): 
Set Lead 1: (Action) 

( 
b2 
b7E 
SÏ/ 
/N. L. 

bl 
b7D 
b2 
b7E 
b4 

Field Office should serve an additional fnr j-WpVoiPTrant records, or in the alternative, contact 
land as whether the improperly or unintentionally 

acquired information should be returned* or destroyed with 
appropriate documentation to the file. 
Set Lead 2 (Info) 

COUNTERTERRORISM 
AT WASHINGTON, DC 

(U) For information. 
Set Lead 3: (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) INSD should retain a record of the report of 

the potential IOB matter, as well as a copy of the OGC opinion 
concluding that IOB notification is not required for three years 
for possible review by the Counsel to the IOB. 

SECRET 
4 
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( U ) 

b6 
b7C 
b2 
b7E 

SECRET 
F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : ROUTINE 
To: I Inspection 

General Counsel 

Date: 02/20/2007 
Attn: IIS, Room 11861 
Attn: NSLB, Room 7975 

b2 

From: 

b2 

From: 
Contact: SA 

b7E 
bfi Approved By: 
b7C 

Drafted By: 
(U) CaseID fPonH-inrri ( ̂  

#3(s) 
H (s) 

bl 
b2 
b7E 
lb7A : (U) REPORT OF A POTENTIAL IOB MATTER 
Synopsis:(ft To report a potential IOB matter. 
m j ( S f l Derî fed̂ Fî in : G-3 
^ 1 Decla^j&oiy^On: 02/20/2032 
Reference: 278-HQ-C1229736 Serial 2570 

(U) Details: On 02/15/2007, the writer discovered a potential 
Intelligence Oversight Board (IOB) matter when reviewing several 
counterintelligence case files in the process of issuing additional 
National Security Letters (NSLs). Under the Fair Credit Reporting 
Act, Title 15, United States Code, Sections 1681u(a) and (b), the FBI 
can obtain a list of financial institutions "and'consumer identifying 
information from a credit reporting company. Under Section 168Tv7~~ 
however, the FBI can obtain a~full credit report only in an 
^international terrorism case. "En five separate M R P S I 
FBrTssupH-~Tr?Tr^T^dP>r- gfStions 1681u(a) for 
n.srpan nr rnp&e limited reports, 

from~"sômëEimes as many as two of [ 
(^iiebe aie piUVl^ëF~êrrors^ During all relevant tinjes 

FBI received 
Ĵ prbviaeiy1. 

b6 
b7C 

se, 
CU 

e"cSSe agent and tHë~Wfiter ' s supervisor was SSA 
0 6 C hoiAdUi^ oJbL 6 cusu 0& Ovl. O & C Â . ^ ï 

f h p W T " i t p - r was 

JAil U r SEb^ET 
t v. b2 

NSL VIO-1808 



(U) To: 
Re: 

SE f̂cjST 

Inspection From: 
(Xj 278-HQ-C1229736-VIO, 02/20/2007 

b2 
b7E 

:s) 

NSLs r ~|were issued I 

\ 1 I 
returned a response 

1 returned a response. On 
returned a result. These materials in an Il)-J40 (1A) were tiled until 
the writer had sufficient time for review and further production of 

"2 results. During a review I I | 
the response was found to be 

Z) 
Jwere issued 

MSLi 

]returned a response 
Jreturned a result.These materials in a 1A 

bl 
b7D 
b6 
b7C 
b2 
b7E 
b7A 
b4 

-y were filed until the writer had sufficient time for review and further 
nrndnrtinn nf wqir b m n H RM I-INR. V-NR-N^XTS. During a T P V I P W N N 

were found to be. 
the responses 

(0 
1 were i RRiipri f HSLS 

returned a response. On 
returned a response. On 12/12/2006, 

reuurnea a result. These materials in a 1A were filed until the 
writer had sufficient time for review 
n 
LU Dti 

_ During ^ -rain' QTITT 
the rssnnnspfi CT were found 

.LS I . 

Returned a response. |return* 
result. These materials in a 1A were filed until the writer had 
sufficient time for- rpviwi 

NSLs 

returned a response. T 1 

] returned a 

responses 
I 

were found to be 
the 

F £ 
J) 

±21 

/ 

were issuedf USJjS 

Hreturned a response. [ 
rtiturftfed a response" 

Jre turned result. These materials in a 1A were filed until the writer had 

SECFCSJT 

NSL VI01809 



b2 
b7E (U) 

bl 
b7D 1} 
b4 
b2 
b7E 

SECRET 

To : l^pection From: 
Re: M 278 - HQ-C122 973'fc> - V10, Ü2/Ü0/2 007 

sufficient time for review 

-L UUJJUIIkJÎKJ Ì.1U11 were round to be 
the 

This communication, consistent with the directives in the 
referenced communication, provides this information to report these 
potential IOB provider errors for whatever action is deemed 
appropriate. 

SECRET 
3 
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SEb^ET 
To: Inspection From: | 
Re : YscT' 278-HQ-C1229736-VIO, 02/20/2007 
LEAD ( s) : 
Set Lead 1: (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) For action deemed appropriate. 

Set Lead 2: (Action) 
GENERAL COUNSEL 

AT WASHINGTON, DC 
(U) For action deemed appropriate. 

SECRE 
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(Rev. 01-31-2003) 

SECKÇT 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : 
To : 

ROUTINE Date: 03/20/2007 

Inspection 
Counterintelligence 

Attn; 

Attn; 
Attn: 

SAC 
CDC 

TTs 
SSA 
SA 

b2 
b7E 

From: Office of the General Counsel 
National Security r,aw /Rt-=,t,̂  /n-n tt >t,. 
Contact : AGC 

b7C 

( S ) 

Approved By: 

Drafted By: 
Case ID #: 
bl 
b2 
b7E 
b7A 

Thomas Julie 1 7 W 

( U ) 

b2 Title: INTELLI GENCEQiffiBiLf GHT BOARD 
MATTER 2007-

(U) Synopsis-: ^ it is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

b6 
b7C 

B DATE: 1 -I; 

' V 

PATE ; 06-04-2007 
CLASSIFIED BY 651*79 M 
HâSOi; 1.4 {CJ 
DECLASSIFY 01; 06-Û4-2 

0IG/D0J INVESTIGATION:^ NSL VIO-1812 



To : 
Re : 

SE 
From: Office of the General Counsel 

(U) 2 7 8-HQ-C122 973 6-VIO, 03/20/2007 

> 
•equested that Details: ( ^ By EC dated 02/20/2007, 

OGC review the facts of the captioned matter and determine 
whether it warrants reporting to the IOB. As explained below, in 
our opinion, the FBI is not required to report this matter to the 
IOB. 

':u:' ; ' X ' A s explained in the above referenced EC, during a 
review of several .counterintelligence -case files (referenced 
above), | |discovered that, in response to NSLs issued in 
those cases for limited credit report information (pursuant to 
the authority under 15 U.S.C. gs ififiin and (b)), the providers 

Those reports were had sometimes issued 
obtained as follows 

11 NSLs ÍRRUPH I 
sent a 

2) 1 NSLs issnpH 
1 sent 

3) NSLs 'issued 
sent 

4) 1NSLs issued 1 
sent 

5) NSLs issued 1 
agencies. sent 

(U) The President, by Executive Order 12334, dated 
12/04/1981, established the President's Intelligence Oversight 
Board (PIOB). On 09/13/1993, by Executive Order 12863, the 
President renamed it the Intelligence Oversight Board (IOB) and 
established the Board as a standing committee of the President's 
Foreign Intelligence Advisory Board. Among its responsibilities, 
the IOB has been given authority to review the FBI's practices 
and procedures relating to foreign intelligence and foreign 
counterintelligence collection. 

(U) Section 2.4 of Executive Order 12863 mandates that 
Inspectors General and General Counsel of the Intelligence 
Community components (in the FBI, the Assistant Director, 
Inspection Division (INSD), and the General Counsel, Office of 
the General Counsel (OGC) , respectively) report to the IOB 
intelligence activities that they have reason to believe may be 
unlawful or contrary to Executive Order or Presidential 

SEC 

NSL VIO-1813 



b2 
b7E 

s ' î r s ^ T 

To : I From: Office of the General Counsel 
Re: (U) 27 8-EQ-C122 97 3 6-VIO, 03/20/2007 

iU) 

Directive. This language has been interpreted to mandate the 
reporting of any violation of a provision of The Attorney 
General's Guidelines for FBI National Security Investigations and 
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or 
other guidelines or regulations approved by the Attorney General 
in accordance with EO 12333, dated 12/04/1981, if such provision 
was designed to ensure the protection of individual rights. 
Violations of provisions that merely are administrative in nature 
and not deemed to have been designed to ensure the protection of 
individual rights are generally not reported to the IOB. The FBI 
Inspection Division is required, however, to maintain records of 
such administrative violations for three years so that the 
Counsel to the IOB may review them upon request. The 
determination as to whether a matter is "administrative in 
nature" must be made by OGC. Therefore, such administrative 
violations must be reported as potential IOB matters. 

(5<f NSLs are a specific type of investigative tool that 
all ows the FBI to obtain certain limited types of information 
without court intervention: (1) telephone'and email communication 
records from telephone companies and internet service providers 
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2) 
records of financial institutions (which is very broadly defined) 
(Right to Financial Privacy Act, 12 U.S.C.S 3414(a)(5)(A)); (3) a 
list of financial institutions and consumer identifying 
information from a credit reporting company (Fair Credit Reporting 
Act, 15 U.S.C.§§ 1681u(a) and (b)); and (4) full credit report in 
an international terrorism case (Fair Credit Reporting Act, 15 
U.S.C. § 1681v). NSLs may be issued in conformity with statutory 
requirements, including 18 U.S.C. § 2709 

(U) Here, during five aiithnri7orf investigations, the 
FBI properly served NSLs 

L obtained 
~1 In response to rne properly served NSLs, the FBI 
I | instead of the more limited 

which was requested. Once information not requested 
is received, the field should contact the company and ask whether 
the unintentionally acquired information should be returned or 
destroyed with appropriate documentation to the file. 

(U) Based upon these facts, in accordance with the 
terms implementing the reporting requirements of Section 2.4 of 
EO 12863, it is our opinion that this error is not reportable to 
the IOB. A record of this decision should be maintained in the 
control file for future review by the Counsel to the IOB. 

bl 

b2 
b7E 

SEbs^ 
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i ï k s ^ T 

To 
Re (U) 

From: Office of the General Counsel 
27 8-HQ-C1229736-VIO, 03/20/2007 

b2 
b7E LEAD(s): 

Set Lead 1: (Action) 

(U) | | Field Office should contact the 
credit companies and ask whether the unintentionally acquired 
information should be returned or destroyed with appropriate 
documentation to the file. 
Set Lead 2: (Action) 

INSPECTION 
AT WASHINGTON. DC 
(U) INSD should retain a record of the report of the 

potential IOB matter, as well as a copy of the OGC opinion 
'concluding that IOB notification is not required, for three years 
for possible review by the Counsel to the IOB. 
Set Lead 3: (Info) 

COUNTERINTELLIGENCE 
AT WASHINGTON. DC 
(U) Read and clear. 

CC: Ms. Thomas 

b6 IOB Library 
b7C •• 

4 

NSL VIO-1815 



FD-962 (Rev. 03-21-2005) 

SECIES'! 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N b2 

Precedence: ROUTINE 

To: u-ifispection 
General Counsel 

Date : 02/20/2007 

Attn: 
Attn: 

IIS, Room 11861 
NSLB, Room 7975 

b2 
b7E 
b6 
b7C 

From: 

Contact: SA 

Approved By-

Drafted By: 

b2 
b7E 
b7A Title: (U) REPORT OF A POTENTIAL IOB MATTER 

Synopsis: î -ici To report a potential IOB matter. 
(U) DerivecNì^rprti' : G-3 

Declass>fyXJn: 02/20/2032 

(U) 

bl 
b6 
Kin 
b2 
b7E 

Reference: 278-HQ-C1229736 Serial 2570 

Details: On 02/15/2007, the writer discovered a potential 
Intelligence Oversight Board (IOB) matter when reviewing several 
counterintelligence case files in the process of issuing additional 
National Security Letters (NSLs). Under the Fair Credit Reporting 
Act, Title 15, United States Code, Sections 1681u(a) and (b), the FBI 
can obtain a list of financial institutions ang*confeumerTap.nt-i f y i ng 
information from a credit reporting company." Under Section 168lv,"~~ 
however, the FBI can obtain a fuii crediTTeport only in AJL 
.international terrorism case. "Tn five sgparat-o J " 
¿•¿si issued NSLs under Sections i6«iiWaTT 

!rs. 
^ J-xiiiiucLricpui i_.fc> , uue 

^[rrom sometimes as many as two of[ ^xwvx^cj 
¿rnese are proviaer errors^ During all relevant was 
the case agent and thè Writer's supervisor was SSA 

b6 
b7C 

•fàfc O C h C haiAdkiL ALL 6 CUM as Ù&CÂ. ^ 

IKJJMHT SE^R^ST t b2 
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(Rev. 01-31-2003) 

SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence : 

To: 
ROUTINE Date: 03/20/2007 

b2 
b7E 
b6 
b7C 

Inspection 
Counterintelligence 

Attn: 

Attn: 
Attn: 

SAC 
CDC 

- SSA 
- SA 

IIS 
CD-L 

From: Office of the General Couns-el ins"€ 
National Security Law firanrli /PTTTT/n„^„ nnAn 
Contact : AGC 

Approved By: Thomas Julie 1 m w 

Drafted By: 

b7E Title: ( W INTELLIGENCE OVERSIGHT BOARD 
DZ / MATTER 2007 A 

(U) Synopsis: ()() It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) Deriv^d/rom : G-3 
Declassify On: XI 

Reference: (U) 278-HQ-C1229736-VIO Serial 

(S) 
bl 
b7A 

SECRET 

0IG/D0J REVIEW DATE: 4-/M' ? 
b6 FBI INVESTIGATI ih 
b7 CQIG/DOJ INVESTIGATION: ^ NSL VIO-1820 
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b2 
b 7 E 
b6 
b7C 

( U ) 

( U ) 

(U) 

b2 
b7E 
b6 
b7C 

SESTET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

Precedence: ROUTINE 

To: i--?tispection 
General Counsel 

Date: 02/20/2007 

Attn: IIS, Room 11861 
Attn: NSLB, Room 7 97 5 

From: 
1 

Contact : SA 

(U) 

Approved By: 

Drafted By: 

Case I D # : ( M 278-HQ-C1229736-VIO (Pending) 
(S)| 

bl 
b7A 
b2 
b7E 

Title (U) REPORT OF A POTENTIAL IOB MATTER 

S y n o p s i s : ( ^ To report a potential IOB matter. 

N 
Deri^ved^From : 
Declassify On: 

G-3 
02/20/2032 

Reference: 278-HQ-C1229736 Serial 2570 

Details: (J&) | |, the writer discovered a potential 
Intelligence oversight Board (IOB) matter when reviewing several 
counterintelligence case files in the process of issuing additional 
National Security Letters (NSLs). Under the Fair Credit Reporting 
Act, Title 15, United States Code, Sections 1681u(a) and (b), the FBI 
can obtain a list of financial institutions ana"rnnRiimer identifying 

Under Section 16 81v, 

€ 

however, the FBI can obtain a full 
international terrorism case. T n 

credit report only m an — 
five separate cases. 

b'Bi issued NSLs under Sections 1681u(a) for 
1 1 1 instead or tnese limited reports, FBI received| | 

from sometimes as many as two of 1 providers. 
se are provider errors^ During ail relevant times, 

tne case agent and thè~Writer1 s supervisor was SSAl 
the writer was 

C £ S 
b6 
b7C 

JÀK Q(hC hOi/vdJUuL OIL 6 CUM, Û& <D«UL 
(ZC-CL 

FJ SECRET 
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(Rev. C1-31-2003) 

SECRB^ 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

ROUTINE 

b2 
b7E 
b6 
b7C 

(U) 

Date: 03/20/2007 

Inspection 
Counterintelligence 

Attn: 

Attn: 
Attn: 

SAC 
CDC 

IIS 

- SSA 
SI 

From: Office of the General Counsel Lns'e 
National Security Law /Branch/r-TT.TT/p̂ rvm hqah 
Contact: AGcl 

Approved By: Thomas .TnHe> rtl K r ^ 

Synopsis: I&U It is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) DeriveOsFtcim : G-3 
Declassify On: XI 

Reference : 

( S ) 

(U) 278-HQ-C122973 6-VTO SERIAL 971? 

b6 
b7C 

bl 
b7A 
b2 
b7E 

0IG/D0J REV1EV 
FBI INVESTIGAI 
0IG/D0J INVESTIGAI IUN: 

S E C R ^ 

)ATE: U /'< <- •• 
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SECRET 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N b2 

Precedence: ROUTINE Date: 02/20/2007 
To: Inspection 

General Counsel 
Attn: 
Attn: 

IIS, Room 11861 
NSLB, Room 7975 

From: 

Contact : 

•roved By: 

SA 

( U ) 

b2 
b7E 
b6 
b7C if ted By: 

(U) 

(U) 

b6 
b7C 
b2 
b7E 

Case ID#: 

bl 
b7A 
b2 

Tib 7 E 

•"2̂7 8-HQ-C122 973 6-VIO 

(U) REPORT OF A POTENTIAL IOB MATTER 

S y n o p s i s : T o report a potential IOB matter. 

(U) Y ) 

Reference: 

DeriveoNFz'6m : G-3 
Declassify On: 02/20/2032 

2 78-HQ-C122973 6 Serial 2570 
<CI?T 

D e t a i l s : O n 02/15/2007, the writer discovered a potential 
Intelligence Oversight Board (IOB) matter when reviewing several 
counterintelligence case files in the process of issuing additional 
National Security Letters (NSLs). Under the Fair Credit Reporting 
Act, Title 15, United States Code, Sections 1681u(a) and (b), the FBI 
can obtain a list of financial institutions and consumer identifying 
information from a credit reporting company. Under Section 1681v, 
however, the FBI can obtain a full credit report only in an 
international terrorism case. In five separate cases. I 
FBI issued NSLs under SppHwib i^m u(a) fori 1 
instead of these limited repor tsT FBI received 

from sometimes as many as two of 

1 

providers. 
iueat; are provider errors. During all relevant times, the wri t-pr ya.q 
the case agent and the writer's supervisor was SSA 

<c AAxKo*-
CAI 

<r 

b2 
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(Rev. 01-31-2003) 

SEÒiqST 

F E D E R A L B U R E A U O F I N V E S T I G A T I O N 

b2 
b7E 
b6 
b7C 

( S i 

( U ) 

Precedence: 

To: 

ROUTINE Date: 03/20/2007 

Inspection 
Counterintelligence 

Attn: 

Attn: 
Attn: 

SAC 
CDC 

- SS£ 
- SA 

IIS 

From: Office of the General Counsel 
National Security Law firanrh/rTT.n/Pnnm no ah 
Contact: AGC 

Approved By: 

Drafted By: 

Case ID #: 
bl ....... 
b7A 

[sb2 

Thomas ,TII1IP T 7 W 

b7C 
Title: 

27 8-HQ-C122973 6-VTO -^ÌPor^-i ^ 

INTELLIGENC 
MATTER 2 007 

.SIGHT BOARD 

S y n o p s i s : i t is the opinion of the Office of the General 
Counsel (OGC) that this matter is not reportable to the 
Intelligence Oversight Board (IOB). Rather, it should be 
maintained in the control file for periodic review by Counsel to 
the IOB. Our analysis follows. 

(U) DerivetìL/From : G-3 
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