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Precedence: ROUTINE Date: 01/29/2007
To: Inspection Attn: 1IIS, Room 11861
General Counse] Attn: NSLB, Room 7975
[ Attn: CDC/Legal Unit
From:
Contact: SFO _I
o
‘1':-7E Approved By:
be
b7C 120 ]
pratted By: N L 1073946
W case ID #: 278-HO-C1229736-VI0 —
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Title: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
Synopsis: {&) Report of a potential IOB matter.
(U)o (}Q Derived From : G-3
Declm On: X1
Details:
bl (s) 1
ne
b7C
bz (X) b6 Case Agent/:|
b7E b7C Supervisox: SSA
bl (s) 3.
b6

p7CIy - (ﬁ{ 4. No Foreign Intelligence Surveillance Act (FISA) request
Has been submitted to Office of Intelligence Policy and Review,
Department of Justice (OIPR).

() (X} 5. Possible IOB Error:

jol} (s)

b7E(U)-(§Q Description of IOB Error {including any reporting delays) :
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SECRET
o (Ul
bz To: Inspection From:

b7k Re: N 278-HQ-C1229736-VIO, 01/29/2007

(8)

L___
This NSIL was for thm ords l
|

[ FE@EClal Federal Officer| I
received from [Division an EC (Serial 302) and a letter

response from |and a CD disk. Upon e letter
bl response| ound that according! [ | |
b6 telephone number was subscrib | |
N7
:%g “aIscontinued the service opn this telephone numher | |
~ ¥ Upon further reviewl Ifound that had aTso forward
b4 information on the 1éw subscriber of the telephon er. |
[o ) then opened the CD that had been provided iand
BT discovered that there werf[ ltolT calls ] J

. | |
! | made a copy | and blacked out the other
phone numberd The other pages were destroyed.

iEbf - contacte and adviged of what had been
b7E returned to him|- and Paralegal of the

b7D | Division's Legal Unit.

' hv
o >lephione d the possible.error.-
b4 p7c -ated that they had followed the instructions of the NSL that they
iS] “|b7D id received and advised that should destroy the CD.
/E
bé \J) The CD was destroyed on 01/29/2007, by SFO I The CD was
b6 destroyed by being broken into several pieces and placed in a burn
't bag. N
0l/C
jo)
bb
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SEOSRET
To 'cm Inspection From:

Re: (/SQ 278-HQ-C1229736-V1i0, 01/29/2007

LEAD(8) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.
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SEERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 02/26/2007
To: Attn: SAC
CDC
b2
nTE Counterterrorism Attn: ITOS 1, CONUS IV, Team 15
Do
b7C Inspection Attn: IIS

From: General Counsel //
NSLB/CTLU I
Contact: gsa

Approved By: _T_hg.ma.s_MML_

o AI“Jrafted By: 23%5

Case ID #: () 278-HO C1229736-V10 (Pending)

(17 T1t1e(>< INTELLIGENCE OVERSIGHT BOARD (TOB)
SV MATTER 2007

(- uSynopsisw“}Ei The Division requested that the
by Office of General Counsel (OGC) review a potential Intelligence
- Oversight Board (IOB) error and determine whether it is
'E reportable to the IOB. It is the opinion of OGC that the above
referenced matter need not be reported to the IOB. Our analysis
follows.

(U)»(}{ Deriv rom -+ G-3
Declasgi 02/26/2032

2 (U) -Reference: (X)/ 278-HQ-C1229736-VIO, Serial 2126
75 27BDC136372, Serial 122

Details; (S)[ . .
bl L I — ] — }
b6 Pursuant to this investigation, a National Security Letter (NSL)

B7C was issued in accordance with 18 U.S.C. §2709 seeking telephone
D toll billing records fod |telephone number] :ﬁ

b7D ; Unbeknownst to the
b :

© 72,3004 REVIEW
06 FBIINVESTIGATIG

BTIGID0J INVESTIGATIGR
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hik

ToO? ) From: Office of the General Counsel
'Re:~mw§Q 218-HQ-C1229736-V10, 02/26/2007

case adent [ jtele_ohone service was terminated l::___l

| . Upon reviewing the records supplied

B [the FBRT 1ear that they contained not only
%—Information| was the subscriber to that
telephone number but also records related to the individual who

was subsequentlv issued that number

e Upon discavary of the inadvertently obtained
records, FBI [ segregated the records and contacted
the telephone carrier, who advised the FBI to destroy the
records, which was done.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review.the FBI’s practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection. -

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division {INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature” must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

sﬁsg'r
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SEaRET

To: From: Office of the General Counsel

h7E ‘:U"“Re'-:~--»~..()§) 778-H0-C1229736-VIO, 02/26/2007

bl

b7E

-

Uy g - . . .
“”)S& NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: {1) telephone and email communicatiocon

records from telephone companies and internet service providers
(Electreonic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414 (a)(5)(A)); (3} a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 16Blv). NSLs may be issued in co mity with statutory
requirements, including 18 U.S.C. § 2709, k‘

(S) Here, during an authorized investigation, the FBI
properly served an NSL on a telephone carrier requesting
telephone toll billing records. In response, the FBI
inadvertently received information regarding a subsequent
subscriber which was not relevant to the investigation. The FBI
identified the problem, and properly sequestered the
inadvertently obtained records. The records were subseguently
destroyed by the FBI upon the request of the telephone carrier.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

(U) Since the inadvertently obtained records were
already destroyed by| upon the request of the
telephone carrier, no action lead to is needed.

Sééh{?
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To: & From: Office of the General Counsel
Re: K] 27/8-HQ-C1229736-VIO, 02/26/2007

LEAD(s) :

i~

b%E Set Lead 1: (Info)

AT

(U) Por information.

Set Lead 2: (Info)

COUNTERTERRQRISM
AT WASHINGTON, D.C.

(U) For information.

Set Lead 3:‘ (Action)
INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required for three years
for possible review by the Counsel to the IOB.

cc: Ms. Thomas
n70 IOB Library
L 2
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snck;r//zoszozos
FEDERAL BUREAU OF INVESTIGATION
7
Precedence: ROUTINE Date: 02/05/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
Attn: ASA(
CDC
gf? From ]
b6 Contact: SA
b7C
Approved By
Drafted By:
M casa, AW/
Micase 10 #: 7 278-H0-C1229736-VIO
)  62P A89455-I0B . (A
Title: (U) SA
ol SSH
n70C INTELLTGENCE OVERSIGHT BOARD (IOB) ERROR
7
8ynop9i§r~GQ To report possible IOB error.
() _— _Gﬁ Derived m : G-3
Declassi On: 02/05/2032
Details:
(s) 1
bl
be
b7c S 2
2 >§ 3. Possible I0B Error:
b7k
bT7A S"‘- 4
in““»MS@ 4, Description of IOB Error (including any reporting
delays) .
(S) _On AB/28/2006, a National Security Letter (NSL) +o
I
bl requesting | brmm=ras pertaining to the
b6
7C
bTD
DA /) sbc\RET//zoazozos
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SECRET/ /20320205

b2 W "To: T S .
- ©: Inspeciion From:
D7E  Re: {& 273-HQ-C1229736-VIO, 02/05/2007

bl

bt

| was prepared and approved in accordance with the

~ "7

t:E; IAttornev General Guidelines. The NSL was served | | _J
YT

b2
b7E .. .
(S) On 02/01/2007, a preliminary review of the results the

DA NSL revealed thatl ________________ lsupplied

b4b1 ) ] This
57D information was not requested by the FBI. This information was not
- utilized by the case agent in any analysis nor was it documented in
L7A the case file.

b4
(s} on 02/01/2007,[ ] contacted Office of General Counsel
(OGC), FBIHQ, to determine the proper handling of the information

b2 received. Per the advisement of OGC, mitigated the errant
H7E information by completely removing pages containing only
b1l | l]and redacting|

- on pages containing both requested and non-requested information.
b7D All original pages containing errant information were sent to
ba CDC.

;;Ekgp//zoszozos
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To: Inspection From:l

—Res - P&{ 278-HQ-C1229736-v10O, 02/05/2007

LEAD(s) :
Set Lead 1: {Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/21/2007
To: Attn: ASH
CDg
SSH
SA
. Inspection Attn: 1IIS, CRS
oy
nTE From: Office of the General Counsel
b6 CILU/NSLB/OGC/Room 764/7
b7C Contact:

Approved By: Thomas Julije AL&QR)

Drafted By:

T /-)
(0) ~case ID #: ¢) 278-HO-C129736-VIO (Pending)
( 6271 -A89455—IOB.\(\P§1 ing)

(- !I.'vitl.e..:.»»v....-.v)é{) INTELLIGENCE OVERSIGHT BOARD
: b2 MATTER 2007

() - Synopsiss: - éxs It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be

maintained in the control file for periodic review bu the Counsel
to the IOB.

(UT“w(>x< Derive rom ~ G-1
Declassif : 03/21/2037

() Reference: A 278=H0~C129736-VIO Serial 2130
( 62F ~A89455-T0B Serial 19

‘U! " petails: (%] By EC dated 02/05/2007,::|Field Office

02 requested OGC review the facts of the captioned matter
p7E and determine whether it warranted reporting to the IOB. As
detailed further below, this possible IOB error is not reportable

to the IOB.
b1 (S) On 08/28/2006, a Natrional Security Letter (NSL)
57D Jr
b7A
o4 bé

0IG/DOY it

FBI INVESTIGAT i
0IG/DOJ INVESTIGATION: _ NSL VIO-1671
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To: From: Office of the General Counsel
Re:w_4§Q 2 78-HQ-C1228736~-VIO, 03/21/2007

v

requestingl Lxecords

] _| was prepared and

Zpproved in accordance wilh the Atrorney General Guidelines. The
NSL was served ] [ |

{(S) On_02/01/2007, a preliminary revi ' results
the NSI revealed| TJ—?unnHaﬂ- [ 1
| This

Informatioll Was not requested by the FBI. This information was
not utilized by the case agent in any analysis nor was it
documented in the case file. Further, it was sequestered with

CDC.

(U) The President, by Executive Order (EQ) 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by EO 12863, the President renamed
it the Intelligence QOversight Board (IOB) and established the
Board as a standing committee of the President's Foreign
Intelligence Advisory Board. 2Among its responsibilities, the IOB
has been given authority to review the FBI’s practices and
procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of EO 12863 mandates that the
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0GC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to EO or Presidential Directive. This
language has been interpreted to mandate the reporting of any
violation of a provision of The Attorney General's Guidelines for
FBI National Security Investigations and Foreign Intelligence

Collection (NSIG), effective 10/31/2003, or other guidelines or

regulations approved by the Attorney General in accordance with
BEO 12333, dated 12/04/1981, if such provision was designed to
ensure the protection of individual rights. Violations of
provisions that merely are administrative in nature and not
deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI

SEB%RT
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b;El To: From: Office of the General Counsel
iUTRerw~©§) 278-HQ-C1229736-VIO, 03/21/2007

~

Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature” must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

o NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5)(A)); (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reporting
Act, 15 U.sS.C.§§ l1le8lu{a) and (b)):; and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.S5.C. § 1681v). ©NSLs may be issued in conformity with statutory

bl  requirements, including 18 U.S.C. § 27094_

(S) L the FBI

properlv served-am NSL | 1 [ 1
1 rﬁ _Iprovided the
D inlormation requested and provided information outside the time
~ frame requested. Acquisition of this unrequested information by
< the FBI is not reportable to the IOB as it is third party error.
15 It should be noted that the FBI's response in receiving the
TA unsolicited material was commendable. Upon learning that the
4 provided information beyond the scope of the NSL, the FBI

oo o U oTU

sequestered the excess information, did not utilize it in any
analysis and did not document it in the case file. The onl
remaining step to be performed is for[____ ] to contact

J]and ask whether the unrequested information should be

returned or destroyed, with appropriate documentation to the
file.

(U) Based upon these facts, the bank's mistake is not
reportable to the IOB as the FBI has not acted unlawfully or
contrary to Executive Order or Presidential Directive. A record
of this decision should be maintained in the control file for
future review by the Counsel to the IOB.

o7 T
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To: From: Office of the General Counsel
Re: ™ 78~HQ-C1229736-VIO, 03/21/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report c¢f the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2: {Action)

(S) _|Field office should contact | |
and ask whether the unintentionally acquired information should

be returned or destroyed with appropriate documentation to the
file.

cc: Ms. Thomas

10B Library
+
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SEEREI//20320126
FEDERAL BUREAU OF INVESTIGATION
B2 o7-
Precedence: ROUTINE Date: 01/26/2007
To: 1Inspection Atin: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From:

Contact:

Approved By:

-3 DS -3 Y
g}

e

oo oo

Drafied By:l——l
o

Case TD #: (K) 278-HQ-C1229736-y10
g

De ‘itle: (u)” TRO
7C (__Ssx
o ~ INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
Syngﬁéiéi”(>6 To report possible IOB error.
in“’“"““"“"~m§§? Derived From ™ EBT SCG-3 JANUARY, 1997
Declassify On: 6/2032
Details: (g) 1 |
bl
b6
e } {(s) 2.
b?éL ““bé) 3. Possible IOB Error:
b7ELl ()
N D
HE:E5“§Q 4. Description of IOB Error {including any reporting delays) .
/
(s) |
bl
Do
o7C
7D
b7A . o SECRET/ /20320126
b MM Fpe Y (AN b\ Loulp ECliHmM 5. 02,63
b7E b ' a L

76 NSL VIO-1675



| SEORET/ /20320126
.

b ‘To: Ingpection From:
bL7E Re: - 278-HQ-C1229736-VIO, 01/26/2007
7D
oA {(8) Due to administrative oversight, an annual Letter Head
Memorandum (LHM) was not completed for 2006. During this period of
time, the case has been transferred to three different investigators.
In November of 2006, ;,'mm_slgigators used National rity Le s
b6 (NSLs) to obtain . i i
hiC | ] i [ [ [Dlans on
b1l questing | | lin reference to the results of these
b7i | N6 other
b

investigative activity has occurred in the last
year.

et etzd

Extondod | ep]

b1 * 08 Mrnmal U due. 0a) 1105
| Not submitted .

% 70l Awnual Lim dmdﬁjlﬂDSn
_Not submutiod . .

07 Rnnual (MM submsbt

ozfoifo7

sn&q//zo:azm 26
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~.To: Inspection From:

SEORET/ /20320126

Rem 278-HQ-C1229736-VTI0, 01/26/2007
LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

{(U) For action deemed appropriate.

L 24

.
R e

SECRQT//20320126
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SEQRET/ /20320209
FEDERAL BUREAU OF INVESTIGATION
bZ o7
Precedence: ROUTINE Date: (02/09/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
Attn: ASAC
Ccne
L
From:
Contact: SaA
Z Approved By
-
6 Drafted By:
. iy 215(?
‘e Case ID #:. . | 278-HQO-C1229736-VIO - l
62F AR9455-10B - ¢
Title: (1) SA
b6 SSA
oy h7C INTETTIGENCE OVERSIGHT BOARD (IOB) ERRCR
Syﬁsﬁéiér“&ﬁ To report possible IOB error.
() o “.éé Derived om”: G-3
Declassi : 02/09/2032
Details:
S 1
g
bo
(S)h7C _———l
0] mtgzp;‘“ Possible IOB Error:
joy4
T
(S) b7
EUJv‘Q{? Oz Description of IOB Error (including any reporting
L7E  delays).
(S) Opn OB/2R/200& 3 National Security letter (norl
bl
b7D
bo
ol L&UULﬁ‘ J 7 S //20320209
bTA | EGQT 03
SO |@_<f__0 ZS 7
bd
b6 NSL VIO-1678
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b7E

SECRET//20320209

" To:  Inspection From:
Re: B&) 278-HQ-C1229796-VT0, 02/09/2007

1 T
Was prepared and approved 1N ACCOITANTE wWilh fhe

Attorney General Guiderin 1 | [ I

(S) On 02/0?420-0-L—|j|_m]_j_m_-.nary revlifdu_f_r_h.e results the
NS that 1 supplied , [ i
. | This Information was
Teéquested by the FBI. This information was not utilized by the

case agent in any analysis nor was it documented in the case file.
(S) Based upon prior advisement to|::| by the Office of

General Counsel (OGC), FBIH in regard to the proper handling of
such information i mitiga e errant information
by redacting All

original pagesTcontaining errant '1nformation were sent to the
CDC.

SEBRFT//ZOBZOZOQ
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o Lol ngpection From:
' Re: 278-HQ-C1229736-VIO, 02/09/2007
LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

b2 (U) For action deemed appropriate.
A Bl
D% Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 3: (Action)

|

(U) To report possible IOB violation.

L 4

SE T//20320209
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(01/26/1998)

secheg

FEDERAL BUREAU OF INVESTIGATION

~

Precedence: ROUTINE Date: 3/19/07
To: Attn: ASA(
CDC
Counterintelligence Attn: AD
no Inspection Attn: IIS, CRS
OTE
e From: General Counsel
1JS National Security Affaifs/Room 7974
b7C Contact: Julie F. Thonas
Approved By: Thomag Julie pﬂ{"
Drafted By:
iUy -Case ID #: 278-HQ-C1229736-VI0~ ALSC?

( 62F| lasgass_ (D>

A Title: . Wgé POSSIBLE INTELLIGENCE OVERSIGHT BOARD MATTER

2007-
(Uj”mw“wnwhwh,_ , o ,
SynopsiSE"“é>Q It is the opinion of the Office of the General
Counsel (0OGC) that no error was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the IOB.
(U) Derived om : G-3
Declassi < X1
oo
D2 Reference: ) 278-H0-C1229736-VioSental 2UEF
b7k 62F p.89455-JO 0 Jerial 21
Details; sy |
bl T |
bs T r
b7C a National S&curity Letter (NSL) was
b7A

I
Ad

b7E sﬁ§§fT
_ OIG/DOJ REVIEW: DATE: (15 )

o8 . FBIINVESTIGTIbm—— (/)

2 GG 00J RMESTIGRTON__
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SECRET

h?
b7E
To: l | From: Office of the General Counsel
ke 278-HQ-C1229736-VIO, 3/12/07
1
- ssued| L

{S) When thel |Fie1d Office| | reviewed the

records [C ] there were [ {

which was prior to the time period requested in

chne NSL.

e ""““)XQ The original documents reflecting the information
which was not requested have been forwarded t | CDC and
sequestered. Redacted copies which only reflect information
requested by the NSL will be retained for the case file.

The President, by Executive.Order 12334, dated

12/04/1981, established the President's Intelligence Oversight

oo

Board (PIOB). On 9/13/19%3, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U} Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential Directive.” This
language has been interpreted to mandate the reporting of any
violation of a provision of The Attorney Genmeral's Guidelines for

W

SEGﬁfT
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To: From: Office of the General Counsel
Re: 278-H0-C1229736-VIO, 3/19/07 °

FBI National Security Investigations and Foreign Intelligence
Collection (NSIG), effective 10/31/2003, oxr other guidelines or
regulations approved by the Attorney General in accordance with
E.O. 12333, dated 12/04/1981, if such provision was designed to
ensure the protection of individual rights. Violations of
provisions that merely are administrative in nature and not
deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative viclations for three years so that the
Coungel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature" must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters,

"www_nwm_m~§ﬁi NSLs are a specific type of investigative tool
that allows

he FBI to obtain certain limited types of
information without court intervention: (1) telephone and email
communications record from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.8.C. § 2709; (2) records of financial institutions ({(which is
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.§
3414 (a) (5) (A); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C. §8§n 1681ufa) and (b); and (4)
full credit report in an international terrorism case (Fair

Credit Reporting Act, 15 U.S.C. § 168v). NSLs may be issued in
conformity with statutory requirements, including 18 U.S.C. §
2709.

(8) Here, during an authorized inuagtigation, the FBI
properly served an NSL In response to
the properly served NSIT—TREé FBI obtainedrﬁ' 4#kecords
centaining information beyond what it is Iegally authorized to

receive T FBI, having ascertained that
J:Le.-lwere beyond the scope of the NS, rforwarded the

SKed Ior informaticon to the CDC for seqguestering and redacted
their files to reflect only information responsive to the NSL.

bbbb e By agreement with the Counsel to the IOB, it is
our OplnlOP that this error is not reportable to the IOB. A

ecord of this decision should be maintained in the control file
for future review by the Counsel to the IOB.

SE\G.{ET
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To: From: Office of the General Counsel
D2 Re: £13-00-C122873¢6-VIC, 3/1%/07
1 7E
O Set Lead 1: {(Action)
AT
(S) Return original documents which reflect
ol information beyond the scope of the NSL to
b7D
jol! v
Set Lead 2: {Info)
COUNTERINTELLIGENCE
AT WASHINGTON, DC
{U) Read and clear.
Set Lead 3: (Info)
INSPECTION
AT WASHINGTON, DC
{(U) Read and clear.
-Ms. Thomas
o}

TUD LIDTdIrY
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FEDERAL BUREAU OF INVESTIGATION

Case ib"‘#:--~~(><<} 278-HQ-C1229736-VIO - £ /44

Synopsis;mmgﬁé To report possible IOB error.

(1) e - (X) Derived F i G-3
Decl £ i X1

Details: (S) 1.]

”“““W~M~M“€gg 2. Potential IOB error: An NFIPM section
reference: ¢

rrier error in providing agent with information not
authorized by NSL.

(8) 3. Description of potential IOB error: (In
accordance with an approved ECPA National Security letter dated
01/17/2007] | returned to [ i

Division] Irecards far telephone number|]

LA g vy w g e gy | r

1
I’ WaS The subscriher forl
TO_LNE_Tact] L

/ szck{T

o 04257

5 NSL VIO-1685
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(o)

ry
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&7 b2
Precedence: ROUTINE Date: 02/16/2007
To:JKInspection Attn: 1IIS
Room 11861
General Counsel Attn: NSLB
Room 7975
From:
Chief Divisidn Caunsel
Contact:
Approved By:
<43
.53’/-‘5'1
. Drafted By: =




sﬁmz'r
”;“WAMIQ: Inspection From:
b Re?”\(><%

ol 278-HQ-C1229736-VIO, 02/16/2007
DB

(31
, r |
© however, returnéul jrecords for three individuals,
© including[— ,, Who have subscribed to the telenhone number
bl | [ the subscriber
b4 for] [Fas—TT=sTEal] . |
56 I I __| theTe were two
. additional individuals (not FBI spbjects) who have subscribed to
b7C the telephone number Upon receipt of those
07D additional records from
oY records were not revieweor Or gUTE upon and no lead information
LR was devel d by the Division. The subscriber and
, information for the two additional individuals (not
el I_——Ilnc u;;mg ;:é subject :l were provided to the Chief Division
Counsel for maintenance in his safe,

e 4. The Office of General Counsel guidance per EC
dated 11/16/2006, provides that an over-collection of this type
must be reported as a potential IOB violation.

() ~£X% 5. therefore, is reporting this

b incident to OGC and The Inspection Division. Due to the fact

bTE that no investigative activity was conducted as a result of the

over-capture, Philadelphia does not believe this incident to be a
reportapble IOB vioclation.

(S) 6. Due to the fact that this was an error on the

- part of | and was not the result of agent error,
T saq | recommends no administrative action be taken
bi7D regarding this matter.

b2

G7E

jo¥l!

sﬁéhn$
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b2 (U} To: Inspection From:
T Re: . ( 278-HQ-C1229736-VIO, 02/16/2007
LN AN R

LEAD(s) :

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U} For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

L4 4
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SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Inspection

General Counsel

From:

Date: 02/16/2007

Attn: 1I1S

Room 11861

Attn: NSLB

Chief Division Counsel

Contact:

Approved By:

Drafted By:

Room 7975

casé“'ib""'#-:---»&Q 278-HQ-C1229736-VIO - o2/ 64

Deriv rom :
Declasgéyify On:

mfiflér»~@&( Intelligence Oversight Board (IOB) error

éwﬂébéis:ww. To report possible IOB error.
Y p

G-3
X1

[SRY 11

2.

reference: carrier error in

authorized by NSL.

{8y 3.
accordance with an

Potential IOB error: An NFIPM section

Description of potential IOB error: (In

01/17/2007 ]

approved FCPA National Security letter
returned to the

Division]|

providing agent with information not

ated

fecords for telephone numFar |
)|

[Was The subscriber for |

SEE)\;{r
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE _ - Date: 03/12/2007
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS1, CONUS 1,
b2
BE Inspection Attn: 1IS
oo From: Office of General Counsey’
bh7C . NSLB/CTLU I
Contact: UC
Approved By: Thomas Julie F )
Drafted By: aa)
1 R i
bl Case ID #: - 78-HO-C1229736-vT0="" (Pending)
T (s) (Pending)
b2

‘”“Title«wmi§< INTELLIGENCE OVERSIGHT BOARD
IOB MATTER 20071 .

RINE 8ynopsis:M“E§i It is the opinion of the Office of the General
Counsel (OGC) that the above referenced matter need not be

reported to the Intelligence Oversight Board (IOB). Our
analysis follows.

( Derived : - -3
b >§< Declass;zifg;$::g;;l2/2032

)~ Reference:-{&] 278-HQ-C1229736-VIO Serial 2164

Details: (S) By electronic c jcation ("EC"
b February 16, 2007, thel Division
L

! reported a potential IOB error in conjunction w 1 ngoing
0e counterterrorism invectigations
b7C L a United States Persomn as that term
hIA €d 1n The Attorney General's Guidelines for FBI
bZ
b7E
SECRET

_ 0IGIDOJ REVIE

Do 1

o NVESTIGAT

°f . FBIINVESTIG

0iG/00J INVESTIGATION: - L7 NSL VIO-1691




SECRET
Wy To: From: Office of General Counsel
b?ERef““‘ﬁQ 278~-HQ-C1229736-VIO, 03/12/2007

ish“n,kInvestigations and Foreign Intelligence Collection ("NSIG" or
"the Guidelines").!
L8 By way of background, on January 17, 2007
| AJ issued an apnroyed ECPA National Security Letter
NSL") | for telephone numberl|
| Irecords of subscriber
| _| The NSL did not TTSt The subscriber name,
only telephone number. The subscriber informationl ] 1
wer verified| land |
prior to tTEe 1Issuance of the NSL letter.| |
. ‘I;m:;lzedl | records for three individuals, including
O _ - , ]
DA Unbeknownst to the case
7D TYETIC S, | ) il
D6 | IThe telephone numbeér, two additional
70 Indivi (not FBI subjects) subscribed to telephone number,
" and | provided their
Z records as well _Tpon receipt of the additional réecords From
b7E | the case agents notified their Chief Division
b4 Counsel ("CDC") whereby the CDC directed records
be sequestered and held in his safe. ThE additional records were
not_reviewed ted upon, nor was any lead information generated
by .
(3 $&) As required by Executive Order (E.Q.) 12863 and
. Section 2-56 of the National Foreign Intelligence Program Manual
n7p - ("NFIPM"), OGC was tasked to det%
N . Yeceipt of additional subscriber ecords from
e I lis a matter wh € reported to the IOB.
b7E "It 1s not.
bd

(U) Section 2.4 of E.C. 12863, dated 08/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community Components (in the FBI, the Assistant
Director, INSD, and the General Counsel, 0OGC, respectively)
report to the TOB "concerning intelligence activities that they
have reason to believe may be unlawful or contrary to Executive
Order or Presidential Directive.”" This language was adopted
verbatim from E.O0. 12334, dated 12/04/1981, when the IOBR was

'(U) See, referenced EC from the to the
b2 General Counsel, dated February 16, 2007, Case ID# 278-HQ-C1229736~
h7E VIO Serial 2164, titled "Intelligence Oversight Board (I0B) Error."

SM
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.. To: From: Office of General Counsel

Re: (}“Q 278-HQ-C1229736-VIO, 03/12/2007

-

known as the President's Intelligence Oversight Board ("PIOB").
By longstanding acreement between the FBI and the IOB (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of the
NSIGs, or other guidelines or regulations approved by the
Attorney General in accordance with E.O0. 12333, dated 12/04/1981,
if such provision was designed in full or in part to ensure the
protection of the individual rights of U.S. persons. Violations
of provisions that are essentially administrative in nature need
not be reported to the IOB. The FBI is required, however, to
maintain records of such administrative violations so that the
Counsel to the IOB may review them upon request.

NSLs are a specific type of investigative tool

“that allows the FBI to obtain certain limited types of

information without court intervention: (1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.5.C. § 2709); (2) records of financial institutions (which is
very broadly defined) (Right to Financial Privacy Act, 12 U.S.C.S§
3414 (a) (5) (A)); (3) a list of financial institutions and consumer
identifying information from a credit reporting company (Fair
Credit Reporting Act, 15 U.S.C.§§ 168lu(a) and (b)); and (4)

full credit report in an international terrorism case (Fair
Credit Reporting Act, 15 U.S.C. § 1681lv). NSLs may be issued in

conformity with statutorv requirements, including 18 U.S.C. §
2709.[

(8) In this instance,[ __]properly served an
NSL requesting subscriber [ —Lrecords [ |
— —JThough no fault of the
FBI or] ] the NSIL only listed the telephone
number, ThEreiore| provided[ - pith

records beyond the€ scope of the NSL.

records was not reportable to the IOB as the FBI has not
nlawfully or contrary to Executive Order or Presidential

Directive. The FBI adeguatelv verified, prior to issuina the
NSL, |

{S) Based on our analysis, the over collection of|:|
i [ ac;e; u

was in use of the_%elepnone nunber ITITeg mw the NOL. | [
I | )

T —

SEEQT
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SECRET

p7E To: From: Office of General Counsel

Re: - % 278-HQ-C1229736-VIO, 03/12/2007

-

-3

I¥].. Since the additional records in this instance

are not relevant to the authorized investigation, |
~-should contact and ask whether the
unintentionally acquired information should be returned or
destroyed with appropriate documentation to the file.

(U) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error is not
reportable to the IOB. A record of this decision should be
maintained in the control file for future review by the
Counsel to the I0B.

NSL VIO-1694
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o2 To] From: Office of General Counsel
b7E;Ré¢wh_§% 278-HQ-C1229736-VIO, 03/12/2007 :

LEAD (s) :

Set Lead 1: (Action)

le”, b<6) . | Field Office should contact

| L | and ask whether the irrelevant unintentionally
acquired information should be returned or destroyed with
appropriate documentation to the file.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the 0OGC opinion
concluding that IOB notification is not required for three years
for possible review by the Counsel to the IORB.

cc:  Ms. Thomas

IOB Library

*»

NSL VIO-1695
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SECRKT

FEDERAL BUREAU OF INVESTIGATION

o) 07
Precedence: PRIORITY Date: 02/21/2007
To: General Counsel Attn: NSLB
Inspection Attn: IIS
Charlotte Attn: SAC |}
ASA
3SSA
cDcC

From: Charlotte

Raleigh Resident Aacency
Contact: GSA I

06 Approved By:
b7C
b2
Drafted By: .
1) A

CaseAiﬁ“#!“GQ 278—HQ—C1229736-VIO‘aLkPending)

(71 Title: (>< INTELLIGENCE OVERSIGHT BOARD (IOB) VIOLATION
FBIHQ - CHARLOTTE DIVISION

Synopsis: (U) Report of a potential Intelligence Oversight
Board (IOB) matter.

Declassify : 02/21/2032

_ ) Referéﬁb"e‘”:‘"“(}( 278-HN-C122Q73&  Qaxial aroa
bl 3)

bz (S)

b7E

Enclosure(s): (U) Enclosed for NSLB and IIS are the following:
One_copy of a geries of e-mails (3 pageg) to include
b6 an e-mail from to ASC , et al,

b7C FBIHQ, CTD, datsdg U7/2172005.

Details: (5) | |

bl
bé

E?C SCtec M\ % :‘i”‘z_-\%‘j’ P
2 - ‘ b
oon GRS s o4[25]07 SE\KET

3o
5N

L
J
]
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S\NBET

To: General Counsel From: Charlotte

"‘Rev:»...,v><) 278-HQ-C1229736-VIO, 02/21/2007

(8)

(g

bl
bo
L7C

07/07/2005, |

&) As-a-result of | nvestigation

(S)r__—____________________________________________]

(8

- North Carolina (EDNC), Chief of Crimipal,
_a Grand Jury subpoena |

éﬁg On or about 07/13/2005, sa | Icoordinated
with Unite tates Attorney's Office (USAQ), Eastern District of

fa ohtain

After recelving the subpoena,

181~

b6

in h he received a call from SSRA
SSRA had been notified by FBIHQ, IT I, NUS II, Team 6,
that we were not to utilize a Grand Jury subpoena and that we

SA 1 - fwent to] with Associate General Counsel
} sa served the subpoena and had somf ffffjds

b7C
bl

must _obtain a National Security Letter (NSL). Therefore, SA
returned the records tol |

(81

M SSRA] advised FBIHQ that our SAC,|:|

was TDY out of the Division and therefore we would need
to complete an EC addressed to Geperal Counsel requesting an NSL
be approved at FBIHQ. SSRA was then instructed by FBIHQ,
ITOS I, -CONUS II, that Charlotte would be required to draft the
NSL, due to time constraints, and then obtain approval from a
neighboring division's SAC. _gal |then drafted an NSL to
obtain the student records| and forwarded the NSL to
SSRA | for revi then forwarded by SSRA

to SAC Division, for approval.

2%(' IAgent

|served the NSL at]| [does not recall

SECR%?
2
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bl
b2

To: Gener

sﬁbngT

al Counsel From: Charlotte

278-HQ-C1229736-VIO, 02/2

1/2007

the 1nd1v1dua4 8 name to whom the NSL was given. TFA was
at the NSI, was not_the appropriate documentation to

advised_th

Treceiwvg

records

declined to honor the NSL.

o} ssrA_____ Jthen contacted CDC |

Charlotte Division, for guidance concerni ter a
qqestloned legality of the NSLI CcDC

concerning

rred with legal—cour 1 and FBIHQ, OGC.
the matter. SSRA also contacted ASAC|

Charlotte Division, who in turn was also in contact

with FBIHQ.

r_é_gzénd_durz_subnoenajwou1d be obtai
1 which was the

}')/E ;|:I r

a@ Subsequently, SSRA

--matter,

b;

i
|

the Raleigh RA for service orf

;ﬁi On 07/15/

the Grand Jury subpoena

that

offITeé of origin on the

?QQ5*_Lhe_RalEiah_RA_xeceineﬂ a—cor af |

[ sal |and sa

bl
b6
fo i@
jo )

b7E

b3 FGJ

(5]

l servedl lwith the Grand Jury subpoena
After] resistance

that he had been szmaﬂl_j
_Jadvising of

pubpoena and at this time| | -

z advise
SSRA| was 1in contact wit
JQJ-‘I-G:aI-].Ce CO la¥slaba f‘he Ch"anrq Tyy3~1r
contagted

concerning the matter.

“Approximately one nour later

SECRE?
3

contacted the Raleigh RA and

advised that the records were waiting for our retrieval.

NSL VIO-1698
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SE?:RET

..To: General Counsel From: Charlotte

Re:" @() 278-HQ-C1229736-VIO, 02/21/2007

LEAD (8) :
Set Lead 1: (Discretionary)

GENERAL COUNSEL

AT WASHINGTON, DC

{(U) NSLB; For information and action deemed
appropriate.

Set Lead 2: (Discretionary)
INSPECTION

AT WASHINGTON, DC

{(U) 1IIS; For information and action deemed
appropriate.

*

SES}E\T
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{ D2

{~<) (FBI)
he  From: (CTD) (FBI)
n7C Sent: Thursday, July 21, 2005 5:23 F'M
Bl T | 1(CE) (FBI)
(%) __Subject: RE: Eacts.on ~ |neededre NSL letter ASAP
biC
Sent: 05 5:17 PM
R To; (CTD)(FBI); (CTD) (FBI |(cTD) (FBI);
bo (CTD) (FBI)
nIC e L(cTD) (FBI); (CTD)(FBI); (CE)
bl (FBI
{8 -Subject: RE: Facts o NSL letter ASAP
UNCDASSIFIED
NON-RECORD : I:S)
06 L&) ”
‘: S :l . We originally were in the process of obtaining a subpoena in the EDNC for th records along

bl
b3 FG
I~
1576
b2
h7E
L)

12/19/2006

-....was e-mailed to SAC. Aflanta Division, signed and returned. Our SAC |is
cur'réntly-TD.Y.?'F,FBl Q. The NSL was then served on nd their legal counsel advised that

J obtained the GJ subpoen

- ‘with-a sealed court order to be issued by Judge Boyle, (EDNC). This process was swopped at the

direction of FBIHQ, CTD, and ! was told that we needed to serve an NSL. We prepared the N$§. and it

he ant/hogor the NSL because the NSL wa o
We had our CDC and FBIHQ involved.in TS TToUGHoUT The process.

FBIHQ, ITOS 1, then adviseil |Division would be forwarding us a GJ subpoena to serve  We

late Friday afternoon and served it on the attorne He
initiaily declined to honor the subpoena because he stated that we should have presented him with &
court order under the Patriot Act and also that he wanted each individual who had record (o]
be named in the subpoena. He also made some additional remarks that ! will not go into aT TS Tme.
Bottom line is we told him to consider himself served and provided him with the subpoena. A/SA

_ atso contacted Jconcerning the matter at this point. About one hour
!a‘t‘erth{ pttorney called our office and advised the documents were ready to be picked up.
This process delayed us approximately one day in obtaining the records. However, it occupied a
great deal of my time and more importantly the time of two agents who could have been focusing on
the investigation at hand. | would agree with the obvious, that administrative subpoena power in the

field involving CT matters may be the single most important tool that the agents could use to
improve/expedite their investigations,

If you require any additional info please let me know.

Thanks

oo
S B

SL VIO-1700




-----Qrigipal Mgssage__l -----
From D)(FBI)

Semwl, 7005 3:55 PM
b6 T (CTD) (FBI CTD) (FBI); (CE)

pIC (FBI) Cmo

nl Cc:| CTD) (FBI) (CTD)FBI);
E) (FBI)

':S:' ............ ——oubject: FW: Facts o - - | Needed-re NSL letter ASAP

Importance: High

!‘_N(}%CSIE!ED
ON-RECORD

- Is the below true? Did we go NSL first and then GJS? Pls
respond by e-mail,

- Anyone with full knowledge to get this back to lby e-mail?

po
b7C International Terrorism Ops Section 1
| o Y04 CTD/FBIHQ
-—---0riginal Message-----
From| __kcTo) (FBY)
Sent: Thursday, July 21, 2005 3:10 PI
o Tol CTD)(FBI); "D)(FBI)
Lo Cc| CTD) (FBI) ) (FBI);
p7C DO), l(cTo) (FBI)
bl [§) - SUbject: acts.on needed re NSL ietter ASAP

Importance: Hig

(&) - tjustgotacal froof OCA. The Director it un on the

circumstances surrounding the NSL Tetter issued-t

It is the Director's understanding that an NSL letter was issued to

|'.'5:l 1 jn connection with the London bombing.J would not honor the NSL
letier and because of this.the FBI-had toissue them a Grand Jury subpoena.

*\E” ‘: S :‘ ! The Director would like to use this as an example tomorrow as to why we need
ol administrative subpoenas's to fight the war on terror. In particular, he would like to know how
bl much extra time was spent having to get the Grand Jury subpoena.
Please provide me with an e-mail regarding the particular facts of this incident. Just one
paragraph in e-mail form will be sufficient.
12/19/2006 NSL VIO-1701




i) (FBY)

From: I hinsD) (FBI)
Sent: I__'Lhu.fﬁ.day_lanu?ry 04, 2007 2
To: CF) FBI (INSD) (FBI)
Cc: 1 CE) (FBI)

06 Subject: RE: Charlotte NSL Issue

b7C
UNCLASSIFIED
NON D

L6 es can call We have no problem with that at all. The OIG can call anyone directly, just keep us

»7(C 1the loop as to what transpires. Would it be helpful to send you a copy of what we sent the OIG?

k?’”l . ust to give you alittle information, we sent the following:
D7E 1) E-mail dated 12119/06 Jrom] re: FW: Factson[ _|eededrq InsL tetter
2) 7/15/05 EC from Charlotte to CTD|~ -~ - |et~. Al re:l J

I:S:I :3) 7/14/05 EC from Charlotte to.CTD.and QGC el
4) 7/14/05 letter froml tq e

If you would like a copy, please iet me know and | can send one ASAP to your office. R

Thanks.
nheg 02} 324
bh7C -
v~ e Original Message-----
D2 From: CE) (FBI)
Sent: vary 03, 2007 12:34
To: INSDY (FBI) (INSD) (FBI)
b6 Cc: CE) (FBTJ
670 Subject: otte ssue
UN SIFIED
NO CORD
| Regarding the N wolving our Division an bne of our Agentsl:|
_ ' received a call fro f the IGs office, inquiring about the matier. | contacted and she
b6 advised that your office had Torwarded documents and e-mails regarding the matter I ing by that, that
b7C you have studied the matter and we are responding to the inquiry. Should | have S cal and detail his
1 recollections of the matter? He's glad to do it, but | wanted to check with you first to ure that was what you
- wanted us to do.
Also, would you please let me know what documents and information was furnished to OIG? | would appreciate it.
Thanks.
o “DC_Charlntte
PO g4
7C
b2

UNCL!SSIFIED




(Rev. 01-31-2003)

SECRET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/13/2007
To: Charlotte Attn: SAC
CDC
Counterterrorism Attn: ITCS 1, CONUS 2, Team 8
Inspection Attn:_ 118

From: Cffice of General Counsel
NSLB/CTLU I
Contact: UC

L&  Approved By: Thomas Julie éw)
b7C A L
2

Drafted By: Q/OS

e

Case ID #: () 278-HQ-C1229736-VIO” "(Pending)

W ritre: -{€)  INTELLIGENCE OVERSIGHT BOARD
IOB MATTER 2007

m - - ) .
L Synopsigi - b{) It is the opinion of the Office of General

Counsel (OGC) that the above-referenced matter must be
reported to the IOB and to the Inspection Division. OGC will
prepare and deliver the required correspondence to the IOB.
Our analysis follows.

() — e Egi Derived\From : G-
Declassai on: 0 032

Reference: (X) 278-HQ-C1229736-VIO Serial 2180

b1 1 o ({q) I I
bo
o7 C
02 : (S)
b7Eb1

b2

b7E (8) As a result of thel investigation
bl 07/07/2005 | |
b6 |
b7C ' ~sgép{'r

Y

,, 01G/DOJ REVIEW: DATE /7 )
26 FRI INVESTIGATI

27 0lG D) VESTIGRTION,__ L
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SEahET

W To: cCharlotte From: Office of General Counsel
Re: - %} 278-HQ-C1229736-VIO, 03/13/2007

§3F

bl
bo -
b7C (s)l |
»{) on or about 07/13/2005, sa[_ ]
i } ‘coordinated with United States Attorney's Office (USAO),
Eastern District of North Carolina (EDNC) C?ief.nf.ﬂrlmﬁnal,
{ I~ ahtain a Grand Txsr : :
1
After receiving the subpoena, sal t to
(gy  and me e withf - o o
served the subpoena and had some r i hand when he
bl  received a call from S8 l SSRA[__—1had

h¢é  been notified by FBIHQ, ITOS I, CONUS II, Team 6, that the
e field office was not to utilize a Grand Jury subpoena but must

obtain a National Security Letter (NSL). Therefore, SA
returned the records

) ssra[____ ]advised FBIHQ that their SAC, |
was TDY out of the Division and therefore FBIHQ
would need to complete an EC addressed to Geng nsel
requesting an NSL be approved at FBIHQ. SSRA Iwas then
instructed by FBIHQ, ITOS I, CONUS II, that Charlotte would be
‘ifsﬁ' """ required- to. draft the NSL, due to tlme constralnts an

?» obtain approval from a nelghbor ng . gi 'g
Jo3? then drafted an NSL to obtain S
b7C and forwarded the NSL to SSRA for review. The NSL was
- then forwarded by SSRA to SAC Atlanta Division,
bfﬁ for approval. I_ _I
DA
(53 — xi on or about 07/14/2005. JTTF Taskl..E.c:.1:.::13_A.t:t.e.n.‘|:_I
| “x_‘ served the NSL equesting

[TFA |t| does not recall

- the 1nd1v1dual s name to whom the NSL was given. TFA
bo was adv1sed[:::::::]that the NSL was not the appropriate

b7C
s\nc{zm
2
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égbngy

i:T'”"’"'-“'TQ;_ hgrlotte From: Office of General Counsel
Re: = ¢ 278-HQ-C1229736-VIO, 03/13/2007
b6 documentation| keclined
L7C to honor the NSL.

(U) SSRAl—__lthen contacted Acting CDCl__——I
b6 [ charlotte Division, for guidance concerning the matter
07C —and The auestioned legality of the NSL forF;‘J_—_ﬂ

ol S .CDC | .....)then conferred with-legal counse and FBIHQ,

OGC, concernin he matter. SSRA also contacted ASAC
| Charlotte Division, who in turn was also in

contact with FBIHQ.

- (U) Subsequently, SSR.A::lwas advised by FBIHQ
D3 that ‘a Grand. Jury_ subpoena would be obtained | ]
be . L | which was the office of origin
7 il onlf- - |matt:er, and the Grand Jury subpoena would be
5o ’ forwarded to the Raleigh RA for service onI l
b7E 0d) on 07/15/@1Mwmf_|

S the Grand ubpoena

|: :I ) | . sa | land

|servea| —Jwith the Grand Jury a
bl
[ | after

b3 resistance to comply, SA]| |advised[______lthat
bo been served. SSRA| [was in contact with ASAC |
b7C advising | reluctance to honor the Grand Jury subpoena
o and at this time | contacted the
L7F concerning the matter. Approximately one hour later,| |

contacted the Raleigh RA and advised that the records were
waiting for FBI retrieval.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (0OGC), respectively) report to
the IOB intelligence activities that they have reason to

SEEREf

3
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(Il - To: Charlotte From: Office of General Counsel
Re: - (>< 278-HQ-C1229736-VIO, 03/13/2007

~

believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's GQuidelines for FBI National Security
Investigations and Foreign Intelligence Collection (NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights. Violations of provisions
that merely are administrative in nature and not deemed to
have been designed to ensure the protection of individual
rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records
of such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature” must be made by OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

L @B{ NSLs are a specific type of investigative tool
that allows the FBI to obtain certain limited types of
information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy
Act, 18 U.8.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S.C.§ 3414{a) (5)(A)); (3) a list of financial
institutions and consumer identifying information from a credit
reporting company (Fair Credit Reporting Act, 15 U.S.C.S§§
}Galu(a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with
statutory requirements, including 18 U.S.C. § 2709.

L In this instance, Charlotte served an NSL
requesting records outside the permissible scope of an NSL.
OGC notes that, according to Charlotte, Charlotte acted upon
the advice and direction of FBIHQ, Charlotte personnel sought
legal advice prior to the service of the NSL, and no records
were obtained in response to the NSL. These mitigating factors
should be considered when judging the performance of Charlotte
personnel. However, the circumstances as a whole must be
reported to the IOB since the service of the NSL in this case
was not in compliance with ECPA and the NSIG.

SE}RE\T
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iU?““TO: Charlotte From: Office of General Counsel
‘Re:- .,9<<) 278-HQ-C1229736-VIO, 03/13/2007

-

LEAD(s) :

Set Lead 1: {Info)
CHARLOTTE
AT CHARLOTTE, NC -

(U) For information.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

{U) For information.

Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(0} For review and action deemed
appropriate.

56 cc: Ms, EthaT

Li7C I0B Library

L 44

QEEEET
5
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SE&ET

INTELLIGENCE OVERSIGHT BOARD {(IOB) MATTER
tsﬁ - CHARLOTTE DIVISI
e Bz IOB MATTER 2007- (u)

”’ G§ The Charlotte Division ("Charlotte") of the
Federal Bureau of Investigation ("FBI") reported via electronic
communication dated February 21, 2007, that a National Security
Letter was served requestlng records that were beyond the

permissible scope of a Nati er. Specifically,
the FBI sought to obtain” from a state
university for an indiwvidn th ties to the July 2005 London
bombings. | are outside the scope of records
bl that may be obtained with a National Security Letter. The state

b3 FGJuniversity recognized this error and refused to produce any
records in response to the National Security Letter.

Accordingly, no records were obtained as a result of the service
of this National Security Letter. The FBI rescinded the Natiocnal
Security Letter, and instead served a Federal Grand Jury subpoena
for| The state university complied with
Lhe Federal Grand Jury subpoena and produced[ Wf

»ES( The FBI's service of a National Security Letter
requestlng educational records was in violation of The Attorney
General's Guidelines for FBI National Security Investigationg and
Foreiqan Intelllgence Cellection, even though no records were
obtained in response to the National Security Letter. Thus, the
matter is being reported to the IOB.

i -

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.

Derive by : G-3 .
Declassify ™~_03/07/2032

SECRET
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b7F  Approved By:
biC
’ Drafted By:
L7 )
(L1~ case ID -#: - (>< 278-HQ-C1229736-VIO "Z!é[/\
Title: (U) SAI_I |
SSA |
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
tUjuwwuvsyhbpsiserXE To report possible IOB error.
i J— wgﬁé Derived From—; G-3, January 1997
Declassif 0 032
Details:
(S)y 1
ol
b7C
DA | 3. Possible IOB Error: (See description below.)
o)
TE (s)
- Dbl
EU)*( 4, Description of IOB Error (including any reporting delays).
Lo ) on 02/21/2007,[ ] coc] | advised ssa
b/{, | of a potential IOB violation identified during an
b2 “audit by the Office of Inspector General (0IG). "
b7E p1 o h
b {S) ©On 12/21/2004, Special Agent (the former
.ﬁf, case agent on captioned investigation) issued a National Security
O/L Letter (NSL) | lfor subscriber information |
b7D
S O M e A3 7/0)
D7E 3 Wi 4locior SESRET
b’_/A e a 1
b4 b

FD-962 (Rev. 03-21-2005)

SES%ET
FEDERAL BUREAU OF INVESTIGATION

b2 o7
Precedence: ROUTINE Date: 02/23/2007
To: Inspection Attn: IIS5, Room 11861
General Counsel Attn: NSLB, Room 7975
From::

Contact: SA

NSL VIO-1709




sék:{'

OZ (U} .To: Inspection From: %l
BTk Re: - D&) 278-HQ-C1229736=VID, 02/23/2007

[3)
04
o7D
o33
0IC
oTA
oyl (5]
b2
b7E
(s) |
bé
7D
bé  BY
b7C
TA
(S) The lasi{ pumber in the liat ahnve'l ~was not in
the NSL submitted| as the EC stated. However,
it should be noted that the number t erroneously furnished by
51 :l\g}_n additional NSL | icontained a request for the
o subscriber information | ] Therefore, the information
B7A was not collected in error and was in fact collected as part of an
7D | | Natjonal Security
4 matter |
02
b7E SEchsr
2
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o SE&{

w:,b"/]}{;To: Inspection From:
R‘e":»--w.% 278-HQ-C1229736-VIO, 02/23/2007

,,12/21/200‘% when in fact one of the telephone numbers was provided in
|:E:| response to a NSL dated 12/29/2004.

(S) The records mentioned above were received as two separate

sets of results | I

bl
b7D
bT7A
bo
p7C
foY¢!

s\Eop{r
3
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s T
b2
b7E, To: nspection From: m
) Re% 278-HQ-C1229736-VIO, 02/23/2007

LEAD (s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

+¢
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(Rev. 01-31-2003)

sﬁéhef

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: ($3/07/2007
To: Attn: CT-1
Counterterrorism Attn: ITOS 1/CONUS 2/
b2 Inspection Attn: Internal Investigative
L7E Section
hé Attn: Rm. 11865

7C
b From: General Counsel

Naticnal Securitv Law Branch/CTLU1/T1.X-1/38~10
Contact:

/
Approved By: Thomas Julie ﬁZ;CZ]L/
. -

Drafted By: afm Q@N\
oo 260"
Case ID'#T“?S( 278-HQ-C1229736-VI0~ (Pending)
(S)
s Title: {8{ INTELLIGENCE OVERSIGHT BOARD

(IOB) MATTER 20071

b7E

b2 I}~ Synopsis: “i%ﬁ It is the opinion of the Office of General
Counsel ("OGC”) that the above-referenced matter need not be
reported to the Intelligence Oversight Board ("IOB"). Our
analysis follows.

()1} R — w Derived :
Declassify \On: 7/2032

) -Referenee: () 278-HQ-C1229736-VI0-2182

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordPerfect.

01G/DDJ REVIE K
F31 INVESTIGA o iy
01 DO INVESTIGATION__\ 7
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iSjm“

ToO:

Details:

ai (}{ By electronic com
23, 2007y“referenced%§bQYell the
reported a possible IOB error |

From:

SQEQET

General Counsel
iﬁj 278-HQ-C1229736-VIO, 03/07/2007

nupication (EC) dated February

bi

b2
b7E
b '_i’ ]A;

iSJ.M

ba
h7D
b2

In

this regard] |reported that on February 21, 2007, the

Office of Inspector General

vi

(r01G") identified a potential IOB

i during its audit. Specifically, OIG advised that

isguance of a National Security Letter ("NSL") on

December 21, 2004 may have constituted an IOB violation.?

DTE |8y

b7A
be
b7C

iSj.-

b2

anothe

requested | -—r

following phone numbers:

A

r NSLL

reaquesting |

Ilinformation for

|information for the

issued

telephone numbe

b7FEn4
b7inTr

.

bl
bo
b7C

37 o

A

bL7E

1

()

See,

EC from the

Both NSL's were properly issued in connection with an

Division to the General Counsel, dated

02/23/07, Case ID# 278-HQ-C1229736~-VIO, Serial 2182, titled "Intelligence
Oversight Board Error," hereinafter cited as the

2

(o)

EC.

%;mhr
2
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;'s}gwr
b2

L7pl . To: From: General Counsel
' R&: .% 278-HQ-C1229736-VIO, 03/07/2007

“

pAa )
b2
- (Sﬂ |provided two separate sets of responses to
o7k 70—
| NSL's.
' — (o) —
( _ [the | !case agt
drafted an EC d m i information obtained
p pursuant to _ NSL.
b4 [ [ In that EC, the agent documented
2 information for the following phone numbers:
b7E
7D
b/,[.\ S
be .
p7C

(f) Although the EC erroneously stated that

| |1nformat10n| Was

obtained pursuant tq | NSL, this does not

constitute-d@n IOB violation. As set forth above, an NSL

requesting hone number
i53,~~was properly issued 'he draf\i..e.r____.I

Iof the EC inadvertently attributed| results |
oy Both NSL's were issued

"D Il relation to an ongoing counterterrorism investigation. The
e provider | | did not furnish subscriber information that
bTA exceeded the parameters of the NSL's. Therefore, no over-

hé collection occurred. The mistake, if any, occurred in drafting
»7¢C @ routine EC documenting NSL results.

{0 T }gj As required by Executive Order (E.O.)
12863 and Section 2-56 of the National Foreign Intelligence
Y rBLQQIam_MaEual ("NFIPM"), OGC was tasked to determine whether
e ssuance of the NSL's described above is a matter

b7E which must be reported to the IOB. It is not.

3

NSL VIO-1715



SECRET
b2
P7E

. From: General Counsel
iUIWRe; ,,,,,,, | 278-HQ-C1229736-VIO, 03/07/2007

{U) Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that inspectors General and General Counsel of the
Inteiligence Community Components (in the FBI, the Assistant
Director, INSD, and the General Counsel, OGC, respectively)
report to the IOB "concerning intelligence activities that
they have reason to believe may be unlawful or contrary to
Executive Order or Presidential Directive." This language was
adopted verbatim from E.O. 12334, dated 12/04/1981, when the
IOB was known as the President's Intelligence Oversight Board
("PIOB") . By longstanding agreement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIGs, or other guidelines or regulations
approved by the Attorney General in accordance with E.O.
12333, dated 12/04/1981, if such provision was designed in
full or in part to ensure the protection of the individual
rights of U.S. persons. Violations of provisions that are
essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of
such administrative violations so that the Counsel to the IOB
may review them upon request.

GB( Section 2.4 of E.O. 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
‘Intelligence Community components (in the FBI, the Assistant
Director, Inspection Division, and the General Counsel, OGC,
respectively) report to the IOB all information “concerning
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential

isj . directive.” 1In this instance, the subject NSL's were properly
~issued in relation to an ongoing counterterrorism

bl investigation. The provider did not exceed the parameters of

- the NSL's when furnishing the requested| |

joV4

in . er, the case agent mistakenly cited to the
)4 o NSL as being the souxrce for | |
b7E information| [when
drafting an EC to the file.

(U} Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4
of EO 12863, it is our opinion that this error need not be
reported to the IOB. Further, absent the finding of the 0IG,
i1t need not have been reported as a potential IOB under 0OGC's
guidance issued November 16, 2006. A record of this decision
should be maintained in the control file for future review by

the Counsel to the IOB.
SN

4
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(- To: | From: General Counsel
wRe?HMSK? 2 18~HQ-C1229736-VIO, 03/07/2007

b2

b7E

LEAD (s) :

Set Lead 1: (Info)

(U) Read and clear.
Set Lead 2: {Info)
COUNTERTERRORISM
AT ITOS 1/CONUS 2/TEAM 7
(U) Read and clear.
Set Lead 3: {Action)
INSPECTION
AT TIS
(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion

concluding that IOB notification is not required, for three years
for possible review by Counsel to the IOB.

*
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FD-962 (Rev. 03-21-2005)

FEDERAL BUREAU OF INVESTIGATION _

O?
02/23/2007

Date:

IIS, Room 11861
NSLB, Room 7975

Precedence: ROUTINE
To: Inspection Attn:
General Counsel Attn:
From:
Contact: SSA
Approved By: I
e “rafted By: o
o7C ase ID #: (8 278-HO-C1229136-Vio ~. | -
D
L7p 'itle: (U) SA
b6 SS ! 1
biC INTELLTIGENCE OVERSIGHT BOARD (IOB) ERROR
(uy

Syhdpsis:~€&i To report possible IOB error.

i Derivgd From : G-3
Declassify On: X1

Details:
bl
56 (s) 1.
kiC
CTA (8) 2.
o -(X) 3.  Possible I0B Error:
b7E ,

|

bl (S)

o
(UJ““b7F 4. Description of IOB Error (including any reporting delays).

CR( A NSL was issued on 04/08/03 under the authority of the

informatian-

Electronic Communlcatlons i

=)

TEJUESCEQ JOCUMEents from the

cy Act (ECPA)

for the subscriber

record informatrion fa 4

Upon receipt of

ol Eﬁh(\np comnanyyg

i4 was determined that

~TA voluntarily provided

se Wdtee ﬂ1 ¥ ZL,Z/ 0\

CRS,

iy O

1
(@]

SE

alc7

[ToT The telephone company s convenience,they
|1nformatlon

NSL VIO-1718



sr.ckar

b2 o To: Inspection From:
b7E! Re:r (%] 278-HQ-C1229736-VI0, 02/23/2007
LEAD(s) :

Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

snéﬁ:{
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SE&%@T

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE ' Date: 03/12/2007
To: Attn: SAC, CDC
Counterterrorism Attn: AD
Inspection Attn: IIS
From: General Counsel )
/ Counterrorism Law Unit/iI/LX-l 38100
' Contact:
. < (0]
70 Approved By: Thomas, Julie F
p7E Drafted By:

m
) CaBéHID“#rw-gé 278-HQ—C1229736--VIO""'(-;?\-ESé)‘q

{11y “Title:nib%z INTELLIGENCE OVERSIGHT BOARD' MATTER,
b2 IOB 2007

- Synopsisfvwéﬁi It is the opinion of the Office of the General
Counsel (OGC) that this matter does not warrant reporting to the
Intelligence Oversight Board (IOB). This matter was reported as
a potential IOB because it was referenced in the 0IC draft of an
NSL report to be issued March 9, 2007. Submission of this matter
to the OPR is a wmatter within the cognizance of the IIS.

e e u}ﬁj Derived m G-3
iU) Declassi On+. 03/08/2032

Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1.

Detailga: ferenced communication from the Field
b2 Qffice , dated 02/23/2007, requested that OGC review the

b7k facts of the captioned matter and determine whether it warrants

Pe . 0IGDOJREVIE
O FBlINVESTIGA
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To: From: General Counsel

" Re ?78*HQ—C&229336-VIO-2183miﬁir 03/12/2007

reporting to the IOB. In our opinion, it does not. Our analysis
follows.

S As discussed in the electronic communication (EC)
fro ited below/[ |

. "““mixi An NSL was issued on 04/08/03 under the authority
of the Electronic Communications Priwvacy Act (FCPA) seeking 1011
billing and subscriber information

Jthe carrier provided information| I

Due to the fact that this possible overcollection was
discovered by the 0IG during the course of its NSL audit,
reported this matter as a potential IOB by, K EC dated 02/23/2007.
(See footnote 1, above.) We pote that this overcollection should
have been reported by as a potential IOB within fourteen
days of its discoveryl

(U) Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight

B >< See 278-HQ-C1229736-VI0O, Serial 2183, dated 02/23/2007 and
titled, in part, "Intelligence Oversight Board (IOB) Error."

2 (U) A “United States person” {(USP)is defined in Section 101(i) of
the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801
et seq.) as “a citizen of the United States [cr] an alien lawfully admitted
for permanent residence (as defined in section 101{a) {20) of the Immiqration
ard Naturalization Act) . . . .” See also Section II.W of The Attorney
General's Guidelines for FBI Foreign Intelligence Collection and Foreign

Counterintelligence Investigations.
Séékﬁ?

2
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SE&

To: From: General Counsel

() Re: ZTB-HQ-C1229736-VIO-2183-- [  03/12/2007

Board (PIOB). By long:tanding agreement between the FBI and the
ICB (and its pr=decess -, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection 0of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI 1s required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may
review them upon request.

"““&Q Further, by letter dated 11/13/2006, the Counsel
to the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to OGC, but are
not reportable to the IOB. Prior thereto, third party errors
were reportable to the IOB.

S vme“m§>Q ECpPA, 18 U.5.C. 2709, permits telephone toll
billing and subscriber information to be gathered pursuant to a
national security letter. 1In this instance, the information
provided to the FBI went beyond the scope of the regquest..
Investigation has uncovered the fact that the additional
information was provided by the carrier because it comported with
the billing cycle of the subject’s telephone account. Therefore,
the carrier chose to provide the information sought in the manner
most convenient to it. Since there was no error on the part of
the FBI, this matter is not reportable to the IOB.

CONCLUSION

(U} For these reasons, OGC concludes that this matter
does not warrant being reported to the IOB. However, the
overcollected material must be destroyed or returned to the
carrier, depending on the wishes of the provider. If the
information is relevant to the investigation, it may be
sequestered until such time as another NSL is issued and served,
and then the material may be retained and used by the FBI.

3
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To: From: General Counsel

"Re: ZT8-HA0-C1229736-VI0~2183 . % ; 03/12/2007

LEAD (s) :

Set Lead 1: (ACTION)

(U} For handling of the overcollected material
consistent with this EC.

Set Lead 2: (INFO)
COUNTERTERRORISM
AT WASHINGTON, DC
(U} Read and Cleér.
Set Lead 3: (ACTION)
INSPECTION
AT WASHINGTON, DC
(U) Maintain report of potential IOB, together with a
copy of this opinion, for three years for possible inspection by

counsel for the IOB

(U) Other action as deemed appropriate.

*
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FEDERAL BUREAU OF INVESTIGATION ‘
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07
Precedence: ROUTINE Date: 02/22/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From:

Contact: SSA

Approved By:

Drafted By:
H7C (- yy
b2 Case ID #M 278-HQ-C1229736-VIO -~ ’/ -
b7E |
Title: (U) SAL_
Jol? Ss
n7C INTELLTGENCE OVERSIGHT BOARD (IOB) ERROR
- - Synopsis: (X) To report possible IOB error.
(U - (xg Derive om : G-3
Declasszfy On: X1
Details:
bl oy 1.
bo
b7C
74
Tz ) 3. Possible IOB Error:
b7
- (S)
clL
o) (><) 4 Description of IOB Error (including any reporting delays).
BT
. (S) A NSL was issued on 07/16/2003 for subiect's snhscriher |_|
) IJA previous I'\IbJ.. was 1ssued on this subject's
bl an 08419/2002 for s ' ' j and
LA
=0 Mt €2
ES-C L4 M(L' 7 SEEQT
7 ,
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b2 To: Inspection From:
b75ﬁl“'Rer~mgQ: 278-HQ-C1229736-V1I0, 02/22/2007
LEAD (s) :

Set Lead 1: {(Action)
INSPECTION
AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/13/2007
To: Attn: SSA
Inspection Attn: Internal Investigative
Section
Attn: Room 11865

From: General Counsel v
National Security Law Béanch/CTLU IT/1X-1 38-100
Contact:

bo
le Approved By: Thomas Julie W IVAI/
b7E
Drafted By:
Case ID #: O{) 278-HQ-C1229736-VIO— .
Title: (U) Intelligence Overgight Board
(IOB) Matter 2007 .
|:U) v b2

é§ﬁ6b§i§f“”f&3 It is the opinion of the Office of the General Counsel
(OGC) that the above referenced matter need not be reported to the
Intelligence Oversight Board (IOB). Our analysis follows.

(U 0g) Derived m_« G-3
me % Declassifﬁ% 03/08/2032

Reference: -D8J _278-HO-C1229736-YI0 Serial 2184
L (8)
bl

A2 1istrative: (U) This communication contains one or more
fry7potes.  To read the footnotes, download and print the document in

t

Curer WordPerfect.

o 2007 and referenced above, the Division reported to
bz the OGC’s National Security Law Branch (NSLB) an e Inspection
p7E Division this potential IOB matter.

(I Mnetails:mwzxﬁ By electronic CQfTﬁfff;jion (EC) dated February 22,

QIG/DDJ REVIEW,
b6 FAMVESTICATIONT .

DIC R NEETIGAT = NSL VIO-1726
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SECRET

To: Counterterrorism From: General Tounsel

-Re:. .. 9@ 278-HQ-C1229736-VI0O, 3/13/2007

BACKGROUND

(S)

| 1

| a National Security Letter (NSL) was issued for the

subject 'd b dsl
I I =Y e

Thé period that was covered that was not requested by this
NSL iHowever, a previous NSL

roviderd

had been issued]| |which covered most, but not
all, of this overrun period. This overcollection should have
been reported within fourteen days of its discovery. It was not
reported, however, until discovered pursuant to the 0IG NSL
audit.

ANALYSIS

3 As required by Executive Order (E.O0.) 12863
(Sept. 13, 1993) and Section 2-56 of the National Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the errors described here are matters that should be
reported to the IOB. We believe that the reported activity does
not require IOB notification.

(U) Section 2.4 of E.O. 12863 mandates that the heads
of Intelligence Community components report all information to
the IOB that it deems necessary to carry out its
responsibilities. That section requires Inspectors General and
General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful oxr contrary to Executive order or Presidential
directive." This language has been interpreted to mandate the
reporting of any violation of guidelines or regulations approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the
individual rights of a United States person. This includes
violations of agency procedures issued under E.O. 12333, unless

SECRET

2
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TO:_Counterterrorism From: General Counsel
Re: {3 278-HQ-C1229736-VIO, 3/13/2007

-

they involve purely administrative matters.! For the FBI, O0OGC
submits reports to the IOB.?

(8 uw_Gﬁil

bl

bz NSIG

W7E  (Introduction) at 4. dection 2-56 of the NFIPM identifies as
reportable to the IOB unauthorized investigations, the use of
unlawful methods and techniques, exceeding the authorized scope
of permitted activities, and failing to adhere to minimization
requirements.? '

|:T_T:| I \(\gf In thig instance I | csonaht Snformatdan
1 | and obtained data for a period greater than
requested. However, the information was relevant to the
b1 investigation and part of it, but not all, had already been
) covered by another NSL. Further, the error was made by the
b2 carrier. There was no error in the FBI’s NSL. By letter dated

pL7E 11/13/2006, the Counsel to the IOB agreed :that third party errors
r7A 1in the collection of information pursuant to an NSL must be

e &Q See EC from Inspection Division to All Divisions;
Title: Revised Procedures for the Submission of Reports of
Potential Intelligence Oversight Board (IOB) Matters, Case ID #
66F-HQ-A1247863 Serial 172 at 5-6 (2/10/2005). The FBI is required
to maintain for three years records of administrative violations,
for possible review by the Counsel to the IOB, together with a copy
of the opinion concerning the basis for the determination that IOB
notification was not required. Id. at 6.

) -

-C() See id. at 4.

i53;~m~m%mw‘f 9{) See also id. at 5, identifying reportable matters as
including:..(1) activities believed to be unlawful or contrary to

Executive Orders or- Pre51dent1a}_§;;gg&;xgg;_izl_suqnprfpd
violations of the Constitutioci I
L

. [[5) 1nitiating a
ok Torm of electronic surveillance or a search without authorization
= from the FISC, or failing to terminate an authorized surveillance

b7E at the time prescribed by the Court; and (6) failing to adhere to
the minimization or dissemination reguirements specified in a FISC

Order.
SECEN{{
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SE?.\QET
- Counterterrorism From: General Counsel
Re:"’vgz) 278-HQ-C1229736-VIO, 3/13/2007

reported to OGC, but are not reportable to the IOB. Prior
thereto, third party errors were reportable to the IOB. Under

the new policy, this overcollection need not be reported to the
IOB.

CONCLUSION

(U} OGC concludes that this matter does not warrant
being reported to the IOB. However, the overcollected material
that was not covered by any NSL must be destroyed or returned to
the carrier, depending on the wishes of the provider. If the
information is relevant to the investigation, it may be
sequestered until such time as another NSL is issued and served,
and then the material may be retained and used by the FBI.

SINT
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y .. To: Counterterrorism From: General Counsel

Rebg\j 278-HQ-C1229736-VIO, 3/13/2007

LEAD (s} :

Set Lead 1: (Action)

(U) For handling of the overcollected material
congsistent with this EC.

Set Lead 2: (Info)
COUNTERTERRORISM
AT ITOS IT/IHSU
(U) Read and Clear.
Set Lead 3: (Action)
INSPECTION

AT WASHINGTON, DC

(U) As provided in the Revised Procedures for the
Submission of Reports of Potential Intelligence Oversight Board
(IOB) Matters, retain a record of the report of a potential IOB
matter for three years for possible review by the Counsel to the
IOB, together with a copy of the OGC opinion concerning the basis
for the determination that IOB notification is not required.

*
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sEChgT o2
FEDERAL BUREAU OF INVESTIGATION

a
Precedence: ROUTINE Date: 02/22/2007
To: Inspection Attn: TIIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:
= Contact: SSA
b
piC Approved By
b2
bk
Drafted By: -
a""! fr'
(ch- "’CaSE'ID“#f"-254: 278-HQ-C1229736-VIO * - - “°
Title: (U) SA
0o ssH
() L7C INTELLIGENCE OVERSIGHT BOARD {(IOB) ERROR
Syﬁépéis:~eg< To report possible IOB error.
o I Deri From : G-3
0 gﬁ( De%;zggig? On: X1
Details:
(s)y 1
bl
06 sy 2
piC
n7 2 “94 3. Possible IOB Error:
bz
- (S)
07E
fuy - ‘wcxi 4. Description of IOB Error (including any reporting delays).
(%) A NSL was authorized on 07/09/04 for a copy of subject's
{8) = “consumer credit report under the Fair Credit Reporting
Act (FCRA)authority. Although the proper NSL was drafted, the
accompanying Electronic Communlcatlon(EC) stated in the "Synopsis"”
section that this was T Right to Financial Privacy Act(RFPA)} authority
request. f
sbL;kkﬁiiLf/_j§52£b«
e CRS 07
bi7C
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To: Inspection From:

SEERET

Re: >sq 278-HQ-C1229736-V10, 02/22/2007

LEAD(s) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL
AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/08/2007

ke To: Attn: SAC, CDC

o7C Counterterrorism Attn: AD

[o¥ Inspection Attn: IIS

b7E
From: General Counsel

Counterroxri Unit TT/1X-1 38100
Contact: I
l 7
Approved By: Thomas, Julie F(?H:D{}
Drafted By:
case ID #: (X) 278-HQ-C1229736-VIO— A5 4Y
T tie1e W  INTELLIGENCE OVERSIGHT BOARD MATTER,
B2 IOB 2007D .

5ynopsis:v~@$j It is the opinion of the Office of the General
Counsel (OGC) that this matter does not warrant reporting to
the Intelligence Oversight Board (IOB). Submission of this
matter to the OPR is a matter within the cognizance of the
IIS. :

Uy -

~m§&< Derived £ : G-3
iy Declassif : 03/08/2032
Referén'c'é':“-'-n)si) 278-HQ-C1229736-VIO-218K
Administrative: (U) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in WordPerfect 6.1.
b2 Details: (U) Referenced communication from the Field

5TE Office |___| dated 02/22/2007, requested that OGC review the
facts of the captioned matter and determine whether it

SESRET
| DATE: & /< o) }S&

L

w6 OIG/DOJ REVIEW:
b7C  FBI INVESTIGATION—T
0IG/DOJ INVESTIGATION:

wla
N
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"To: From: General Counsel

Re (;Q 278-HQ-C1229736-VIO, 03/08/2007

warrants reporting to the IOB. In our opinion, it does not.
Our analysis follows.

(s)

(8) issued an NSL on
07/09/2004. The NSL requested a copy of the subject's consumer
credit report under the Fair Credit Reporting Act. The NSL was
properly drafted except that the certification included the
language for certifying an RFPA NSL. Further, the accompanying
Electronic Communication ("EC") was properly drafted except that it
stated in the "Synopsis" section that the NSL was being issued
under the Right to Financial Privacy Act. Otherwise, its
description of the request and the information provided for
congressional reporting purposes were accurate.

(U) Section 2.4 of Executive Order (EO) 12863, dated
09/13/1993, mandates that Inspectors General and General .Counsel of
the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, OGC, ,
respectively) report to the IOB concerning intelligence activities
that they have reason to believe may be unlawful or contrary to
Executive order or Presidential directive. This language was
adopted verbatim from EO 12334, dated 12/04/1981, when the IOB was
known as the President's Intelligence Oversight Board (PIOB). By
longstanding agreement between the FBI and the IOB (and its
predecessor, the PIOB), this language has been interpreted to
mandate the reporting of any violation of a provision of the NSIG,
or other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed in full or in part to ensure the protection of the
individual rights of U.S. persons. Violations of provisions that
are essentially administrative in nature need not be reported to
the IOB. The FBI is required, however, to maintain records of such
administrative violations so that the Counsel to the IOB may review

1 278-HQ-C1229736-VI0-2185
;EEREE
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SECRET
To . From: General Counsel
Re: X) 278-HQ-C1229736-VIO, 03/08/2007

requirements, including the FRCA, 15 U.S.C. Section 1681v.

(U) The NSL at issue in this case was properly issued under
the Fair Credit Reporting Act. The NSL contained language from
another NSL statute, Title 12, U.S.C. Section 3414(a) (5) (A), the Right
to Financial Privacy Act (RFPA). The language was, to wit: "I
certify that these records are sought for foreign counterintelligence
investigaticn purposes to protect against international terrorism or
clandestine intelligence activities, and that such an investigation of
a United States person is not conducted solely on the basis of
activities protected by the First Amendment to the Constitution of the
United States." While the RFPA permits NSLs for records related to
international terrorism or clandestine intelligence activities, the
FCRA Section 1681v permits NSLs only for records related to
international terrorism.

(U) The clerical error made in the NSL does not affect the
legitimacy of the NSL. This was an international terrorism (IT) case,
and a description of the IT nature of the tase is documented in the
EC. Further, the mistake made in the synopsis of the EC, while
otherwise a proper FCRA 168lv EC, does not affect the legitimacy of
the NSL.

.

'CONCLUSION

(U) OGC concludes that this matter does not warrant being
reported to the IOB.

sﬁ:{
3
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SECRET

Toz| From: General Counsel
Re: (X)) 278-HQ-C1229736-VI0O, 03/08/2007
LEAD (s) :

Set Lead 1: (INFO)

(U) Read and Clear.
Set Lead 2: {INFO)
COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and Clear.

Set Lead 3: (ACTION) .

INSPECTION
AT WASHINGTON, DC -

(U) Maintain report of potential IOB, together with a copy
of this opinion, for three years for possible inspection by counsel
for the IOB

(U) Other action as deemed appropriate

- Ms. Thomas

1 N -
1 06
1 7C
1 ~—I0B Library
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FEDERAL BUREAU OF INVESTIGATION b? _
a7
Precedence: ROUTINE Date: 02/22/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:
b6 Contact: SSA
b7C Approved By: =
b2
b7E
Drafted By:
R e
™' “Ccase 1D #: P8 _278-HQ-C1229736-vIO - . ( ¥
hg Title: (U) SA
bh7¢C S8
INTELLIGENCE OVERSIGHT BOARD (IOB)} ERROR
tUjm“"msyﬁdpsis:w§S< To report possible IOB error.
(U o >§ Derive rom : G-3
Declassl On: Xl
Details:
(S) 1.
LU -?3Z§ 3 Possible IOB Error:
‘Ol A — —————0—0606& —————— ___________ >
oz (8)
bl \E - — . . o |
fU?”ﬂao N 4, Description of IOB Error (including any reporting delays).
b7E - hﬁ A NSL was requested under the Fair Credit Reporting

Act (FCRA)authority for subject's consumer credit report on 04/04/05.

which was received. During a DOJ/IG review of NSLs, this NSL was

identified as being requestéd under FCRA authority but having language
in the certification from the Right to Financial Privacy Act (RFPA). A

subsequent review of this NSL is believed to contain the proper
language from the FCR}.
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(g

oL

Citg 04267 oo
' b7C sx-:\q§'r




"To: Inspection From:
‘Re:‘“w}() 278-HQ-C1229736-VIO, 02/22/2007

SE T

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

{U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"
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) o, US. Departl};ent of?ustlce
| yars k./; .
/’ L / Fedgrgl Bwkau Of; vestigation

\__/ f

[ _,,v” { Washington, D. C. 205350001

[DRAFTING/DIVISION]
ii‘l% [STREET APDRESS]
Lm/ [CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF POC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
{CITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME] :

Pursuant to Executive Order 12333, dated December 4,
1981, and 15 U.S.C. § 1681lv of the_Fair Credit Repcrting Act (as
amended), you are hereby directed to provide the Federal Bureau
of Investigation (FBI) with a copy of a consumer credit report
and all other information contained in your files for the below-
listed consumer(s):

NAME (S) :
ADDRESS (ES) : [if available]
DATE(S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S): [if available]

In accordance with Title 15, U.S8.C. § 1681lv, I certify
that the information sought is necessary to conduct an authorized
investigation of, or intelligence or counterintelligence
activities or analysis related to, international terrorism.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § 1681v{c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or

NSL VIO-1739



[DRAFTING DI%ISION]

I N
- N o A
A N [STREET ADDRESS]
k/vg,{% j [CITY,STATE, ZOP CODE]
. ~,,,:—"""“‘JJ"{‘

! P
{ s
(/ %J\ [MONTH DAY, YEAR]

N i e

[MR./MRS/MS.] [COMPLETE POC NAME]
[TITLE, IF AVAILABLE]

[COMPANY NAME]

[PHYSICAL STREET ADDRESS - NO P.O. BOX]
{CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME] :

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 12, United States Code
(U.8.C.), Section 3414 (a) (5), you are hereby directed to produce
to the Federal Bureau of Investigation (FBI) all financial
records pertaining to the customer(s) and/or accounts listed
below:

NAME (S) [if available]

ACCOUNT NUMBER (8) : [if availablel

SOCIAL SECURITY NUMBER(S):[if available]

DATE(S) OF BIRTH: [if available]

[FOR PERIOD FROM INCEPTION TO PRESENT]

or

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]

or [PRESENT] ]

Please see the attachment following this letter for the
types of information that your financial institution wight
consider to be a financial record.

If the time period noted above is to the '"present,™
that term is intended to direct production of information to the
date of the processing of this letter. If providing information

to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

NSL VIO-1740
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: Counterterrorism

Inspection

be
b7C
b2
b7E

From: General Counsel

National Securitv Law/Branch

Attn:

Attn:

Date: 03/08/2007

Attn: AD

Internal Inspection Section,

| | Room
11865

SAC, CDC

Contact:

Approved By: Thomas Julie ﬁJYCV%J

Drafted By:

-

bl (s

[y o2

INTELLIGENCE OVERSIGHT

BOARD MATTER

'b7Et1e:mM9Q:

B2 IOB MATTER 2007

iUJ“w.“%MAWE§<

|:U:| e

synopsis: X

Derive om ¢
Declassi Tt 3/08/2032

It is the opinion of the Office of the General

Counsel (OGC) that this matter need not be reported to the
Intelligence Oversight Board (IOB), but, rather, that a record
of this decision should be maintained in the investigation
control file for review by the Counsel to the IOB. Our

analysis follows.

(Uj““Referenceg,m(}Q 278-HQ-C1229736-VIO Serial 2186

OIG/DOJ REVI
b6 D
Coc  FBIINVESTIGAT “}/TE

0IG/D0J INVESTIGATION, = ————
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To: CLD From: General Counsel

Ll e:  (s) 03/08/2007

-

Details: (SJ |

tsj'“"

bl
be
b7C

AN
[

(m

wprepared and approved requesting a copy of a con:rmer credif

%) a National Security Letter (NSL) was

report and all information contained in the file

in accordance with 15 U.S.C,. § 1681v of ‘the Fair Credit Reporting
Act (as amended)- -tFCRA) . The NSL, while issued under the FCRA,
‘contained language from another NSL statute, Title 12, U.S.C.
Section 3414 (a) (5) (A), the Right to Financial Privacy Act (RFPA).
The language was, to wit: "I certify that these records are
sought for foreign counterintelligence investigation purposes to
protect against international terrorism or clandestine
intelligence activities, and that such an investigation of a
United States person is not conducted solely on the basis of
activities protected by the First Amendment to the Constitution
of the United States." While the RFPA permits NSLs for records
related to international terrorism or clandestine intelligence
activities, the FCRA Section 1681v permits NSLs only for records
related to international terrorism.

kﬁ In the case at hand, the NSL was regquested in an
international terrorism case, so there was no improper collection
of records as both the RFPA and the FCRA Section 1681v permit
such a request; the error was irrelevant to the particular NSL.
In addition, the international terrorism connection is fully
articulated in the EC requesting the NSL. Despite these

Awlwgg( See 278-HQ-C1229736-VIO, Serial 2186, dated 02/22/2007
and titled in part "Intelligence Oversight Board (IOB) Error".

2 (U) A “United States person” (USP)is defined in Section 101(i) of
the Foreign Intelligence Surveillance Act (FISA) (codified at 50 U.S.C. § 1801
et seg.) as “a citizen of the United States [or] an alien lawfully admitted
for permanent residence {(as defined in section 101{a) (20) of the Immigration
and Naturalization Act) . . . .” See also Section II.W of The Attorney
General's Guidelines for FBI Foreign Intelligence Collection and Foreign
Counterintelligence Investigations.

SEcﬁq‘\
2
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To: "CTD From: General Counsel
Re: (S 03/08/2007
mitigating factors, is encouraged to develop procedures

to prevent a repitition of these errors.

(U) Section 2.4 of Executive Order (EO) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components (in the FBI,
the Assistant Director, INSD, and the General Counsel, O0GC,
respectively) report to the IOB concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from EO 12334, dated 12/04/1981,
when the IOB was known as the President's Intelligence Oversight
Board (PIOB). By longstanding agreement between the FBI and the
I0OB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIG, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed in full or in
part to ensure the protection of the individual rights of U.S.
persons. Violations of provisions that are essentially
administrative in nature need not be reported to the IOB. The
FBI is required, however, to maintain records of such
administrative violations so that the Ceocunsel to the IOB may
review them upon request.

CONCLUSTION

(U) OGC concludes that this matter does not warrant
being reported to the IOB. Consistent with our prior opinions on
this matter, a record of this decision should be maintained in
the control file for future review by Counsel to the IOB.

sn:}x\
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SEERET

To: CTD From: General Counsel
Re: (S 03/08/2007
bl .
b2
LEAD :
(=) b7E

Set Lead 1: {Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) Read and clear.
Set Lead 2: (Action)
INSPECTION

AT TIS, WASHINGTON, DC

{(U) For action deemed appropriate, including the
maintenance of this report for three years in order to permit its
review by the IOB.

Set Lead 3: {Info)

{U) Read and clear.

- Ms. Thomas

b6
—TOB TIbTary b7C

s}ﬁg
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O
Date: 02/22/2007

Precedence: ROUTINE

Room 11861
Room 7975

Attn:
Attn:

IIS,
NSLB,

To: Inspection

General Counsel

From:

Contac SSA
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Approved By:

Drafted By:
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“

278-HQ-C1229736-VIO ~ ' '

o o .

INTELLIGENCE OVERSIGHT BOARD

Title:

(IOB) ERROR

Syﬁbﬁéiérweki To report possible IOB error.

G-3
X1

Derive rom :
Declassi On:

Possible I0B Error:

(S)

M s

I
o
i
™

Description of IOB Error (including any reporting delays).

Prpd-

(S} A NSL was requested under the Fair Credit Reporting
Act (FCRA) authority for subject's consumer credit report on 11/12/04
which was received. During a DOJ/IG review -of NSLs, this NSL was
identified as being requested under FCRA authority but having language
in the certification from the Right to Financial Privacy Act(RFPA). A
subsequent review of this NSL is believed to contain the proper
language from the FCRA.
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SESRET

b2 To: nspection From:
[y b7gg;,a~e-~:---~~~~~»§(p 278-HQ-C1229736-VIO, 02/22/2007

LEAD (8) :
Set Lead 1: (Action)
INSPECTION
AT WASHINGTON, DC
(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAL CQUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.
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U.S. Department of Justice

Federal Bureau of Investigation

OO A

i
' H Washington, D. C. 20533-0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [COMPLETE NAME OF PQC]
[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

Dear {MR./MRS./MS.] [LAST NAME] :

Pursuant to Executive Order 12333, dated December 4,
1981, and 15 U.S.C. § 1681v of the Fair Credit Reporting Act (as
amended) , you are hereby directed to provide the Federal Bureau
of Investigation (FBI) with a copy of a consumer credit report
and all other information contained in your files for the below-
listed consumer(s) :

NAME (S) :
ADDRESS(ES) : [if available]
DATE (S) OF BIRTH: [if available]

SOCIAL SECURITY NUMBER(S): [if available]

In accordance with Title 15, U.S.C. § 1681v, I certify
that the information sought is necessary to conduct an authorized
investigation of, or intelligence or counterintelligence
activities or analysis related to, international terrorism.

[Certification: The nondisclosure requirement ig not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement), then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 15 U.S.C. § 1681v(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
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[MR./MRS./MS.] [COMPLETE NAME]

physical safety of a pe:son. Accordingly, 15 U.S.C. §
1681v{c) (1) and (3) rrol:bits you, or any officer, employee, or
agent of yours, from disclosing this letter, other than to those
to whom disclosure is necessary to comply with the letter or to
an attorney to obtain legal advice or legal assistance with
respect to this letter.

In accordance with 15 U.S.C. § 1681v{c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 15 U.S5.C. § 1681lv(c) (4), if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to
obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511 (c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

You are directed to provide records responsive to this
letter [personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN] ,_depending on whether service is personal or through a
delivery service]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.
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[MR./MRS./MS.] [COMPLETE NAME]

Your cooperation in this mattexr is appreciated.

Sincerely,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]
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{f{ il [DRAFTING DIVISION]
[STREET ADDRESS]
[CITY,STATE, ZOP CODE]
[MONTH DAY, YEAR]

[MR./MRS/MS.] [COMPLETE POC NAME]
[TITLE, IF AVAILABLE]

[COMPANY NAME]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
[CITY, STATE - NO ZIP CODE]

DEAR [MR./MRS./MS.] [LAST NAME]:
Under the authority of Executive Order 12333, dated

December 4, 1981, and pursuant to Title 12, United States Code

(U.s.C.), Section 3414 (a) (5), you are hereby directed to produce

to the Federal Bureau of Investigation (FBI) all financial

records pertaining to the customer(s) and/or accounts listed
below:

NAME (S) [if available]

ACCOUNT NUMBER(S) : [if available]

SOCIAL SECURITY NUMBER(S8):[if available]

DATE (S8) OF BIRTH: [if available]
[FOR PERIOD FROM INCEPTION TO PRESENT]

or

[FOR PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]

or [PRESENT]]

Please see the attachment following this letter for the
types of information that your financial institution might
consider to be a financial record.

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.
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[MR./MRS./MS./ COMPLETE NAME]

In accordance with Title 12, U.8.C. Section
3414 (a) (5) (A), I certify that these records are sought for
foreign counterintelligence investigation purpcses to protect
against international terrorism or clandestine intelligence
activities, and that such an investigation of a United States
person is not conducted solely on the basis of activities
protected by the First Amendment to the Constitution of the
United States.

In accordance with Title 12, U.S.C., Section 3403(b), I
certify that the FBI has complied with all applicable provisions
of the Right to Financial Privacy Act.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 12 U.S.C. § 3414 (a) (5) (D), I
certify that a disclosure of the fact that the FBI has sought or
obtained access to the information sought by this letter may
endanger the national security of the United States, interfere
with a criminal, counterterrorism, or counterintelligence
investigation, interfere with diplomatic relations, or endanger
the life or physical safety of a person. Accordingly, 12 U.S.C.
§ 3414 (a) (5) (D) prohibits you, or any officer, employee, or agent
of yours, from disclosing this letter, other than to those to
whom disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with resgpect
to this letter.

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iii), you
are directed to notify any persons to whom you have disclosed
this letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 12 U.S.C. § 3414 (a) (5) (D) (iv), if
the FBI asks for the information, you should identify any person
to whom such disclosure has been made or to whom such disclosure
will be made. 1In no instance will you be required to identify
any attorney to whom disclosure was made or will be made in order
to obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]
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b7E

[MR./MRS./MS./ COMPLETE NAME]

In accordance with 18 U.S.C. § 3511(a) and (b) (1), you
have a right to challenge this letter if compliance would be
unreasonable, oppressive, or otherwise unlawful and the right to
challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511(c¢), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action. '

The FBI does not intend to ﬁuaaast__bu_hhe_sexnfce of
the NST unon vonr financial inatitutiaon

the non-disclosure provision set

forth above prohibits the disclosure of the fact of this letter

Further, should you decide to consider| |

| the FBI reqguests that you please notify the below point
oI contact prior to taking such action, inasmuch as it is
expected that informationl [

You are directed to provide records resgponsive to
this letter [personally to a representative of the [DELIVERING
DIVISION]_OR through use of a delivery service to the [OFFICE OF
ORIGIN] OR through secure fax] within {[xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should
be directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN], _depending on whether service is personal or through a
delivery service or fax]. Due to security considerations, you
should neither send the records through routine mail service nor
disclose the substance of this letter in any telephone
conversation.

Your. cooperation in this matter is greatly
appreciated.
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Sincerely,

[ADIC/SAC NAME]
[ASSISTANT DIRECTOR IN
CHARGE/

SPECIAL AGENT IN CHARGE]

ATTACHMENT

In preparing your response to this National Security Letter, you
should determine whether your company maintains the following
types of information which may be considered by you to be a
financial record in accordance Title 12, United States Code,
Section 3401(2) (“original of, copy of, or information known to
be derived from, any record held by a financial institution
pertaining to a customer’s relationship with the financial
institution”) :
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¥D-962 (Rev. 03-21-2005)

SEéhﬁ;
FEDERAL BUREAU OF INVESTIGATION -
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Precedence: ROUTINE Date: 02/23/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From: \
ontact: SSA
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B70 Approved By:
b2
bTE Drafted By: ) « 7
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Ty >Q 3. Possible ICB Error:
b7E ,
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Ty e p%rl. Description of IOB Error (including any reporting delays).
csj ”&Q A NSL was 1ssued on 11/29/05 under the authority of the
r__
bl AIThough this NSL was served | the carrier did

b7A not furnish this requested information to the FBI. This information
- can not be obtained under ECPA.
o
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To: Inspection From:

u}s@

Re:’«ﬁ{) 278-HQ-C1229736-VIO, 02/23/2007

LEAD (3) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Action)
GENERAL COUNSETL

AT WASHINGTON, DC

(U) For action deemed appropriate.
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U.S. Department of Justice

Federal Bureau of Investigation

In Reply. Piease Reter to
File No.

"y
R

@]

-]
ey

15). November 29, 2005

151

Under the authority of Executive Order 12333, dated
ﬂS) December 4, 1981, and pursuant to Title 18, United States Code

(U.8.C.), Section 2709 (as amended, Octocber 26, 2001), you are

Bl hereby directed to provide to the Federal Bureau of Investigation
(FBI) i

b6
b7C
7R

b4
7D

b2
b7E

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
investigation of a United States person is not conducted solely
on the basis of activities protected by the first amendment to
the Constitution of the United States.

You are further advised that Title 18, U.S8.C., Section
2709 (c) prohibits any officer, employee or agent of yours from
disclosing to any person that the FBI has sought or obtained
access to information or records under these provigions.
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You are requested to provide records responsive to this
request personally to a representative off [field
office of the FBI. Any questions vou have regarding this request
should be directed only tol |field office. Due
to security considerations, you should neither send the records

through the mail nor disclose the substance of this request in
any telephone conversation.

Your cooperation in this matter is greatly appreciated.

Sincerely,

bz
b7E

Special Agent in Charge
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b7E

ATTACHMENT

In preparing your response to this National Security Letter, you should
determine whether your company maintains the following types of
information which may be considered by you to be an electronic
communication transactional record in accordance with Title 18, United
States Code, Section 2709:

This National Security Letter does not request, and you should not
provide, information pursuant to this request that would disclose the
content of any electronic communication as defined in Title 18, United
States Code, Section 2510(8).
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U.S. Department of Justice

Federal Bureau of Investigation

Washington, ). €. 20535-0001

[DRAFTING DIVISION]
[STREET ADDRESS]

[CITY, STATE, ZIP CODE]
[MONTH, DAY, YEAR]

[MR./MRS./MS.] [Complete name]

[TITLE, IF AVAILABLE]

[NAME OF COMPANY]

[PHYSICAL STREET ADDRESS - NO P.0O. BOX]
fCITY, STATE - NO ZIP CODE]

Dear [MR./MRS./MS.] [LAST NAME] :

Under the authority of Executive Order 12333, dated
December 4, 1981, and pursuant to Title 18, United States Code
(U.S.C.), Section 2709 (Section 201 of the Electronic
Communications Privacy Act of 1986) (as amended), you are hereby
directed to provide to the Federal Bureau of Investigation (FBI)
the name, address, and length of service with respect to the
following email/IP account (s) :

[provide either or both - 1} person(s) to whom the email/IP
addressg (es) is/was registered and/or 2)the email/IP address(es)
[NAME COF PERSON(S)]

{E-mail/IP ADDRESS (ES)]

[ON A SPECIFIC DATE]

or

{FOR THE PERIOD FROM [SPECIFIC DATE] TO [SPECIFIC DATE]
or [PRESENT] ]

If the time period noted above is to the "present,"
that term is intended to direct production of information to the
date of the processing of this letter. If providing information
to the date of processing is not feasible, please provide
information to the date of receipt of this letter.

In accordance with Title 18, U.S.C., Section 2709(b), I
certify that the information sought is relevant to an authorized
investigation to protect against international terrorism or
clandestine intelligence activities, and that such an
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[MR./MRS./MS] [COMPLETE NAME]

investigation of a United States person is not c¢onducted sclely
on the basis of activities protected by the First Amendment to
the constitution of the United States.

[Certification: The nondisclosure requirement is not an automatic
feature of the NSL. If the supporting EC for this NSL included
Option 1 (Invoking the Nondisclosure Requirement) then include
the language in the following 3 paragraphs in the NSL.]

In accordance with 18 U.8.C. § 2709(c) (1), I certify
that a disclosure of the fact that the FBI has sought or obtained
access to the information sought by this letter may endanger the
national security of the United States, interfere with a
criminal, counterterrorism, or counterintelligence investigation,
interfere with diplomatic relations, or endanger the life or
physical safety of a person. Accordingly, 18 U.S.C. § 2709(c) (1)
and (2) prohibits you, or any officer, employee, or agent of
yours, from disclosing this letter, other than to those to whom
disclosure is necessary to comply with the letter or to an
attorney to obtain legal advice or legal assistance with respect
to this letter.

In accordance with 18 U.S.C. § 2709(c) (3), you are
directed to notify any persons to whom you have disclosed this
letter that they are also subject to the nondisclosure
requirement and are therefore also prohibited from disclosing the
letter to anyone else.

In accordance with 18 U.8.C. § 2709(c) (4}, if the FBI
asks for the information, you should identify any person to whom
such disclosure has been made or to whom such disclosure will be
made. In no instance will you be required to identify any
attorney to whom disclosure was made or will be made in order to

obtain legal advice or legal assistance with respect to this
letter.

[Include the following language in all NSLs.]

In accordance with 18 U.S.C. § 3511(a) and (b) (1),
you have a right to challenge this letter if compliance would be
unreasonable, cppressive, or otherwise unlawful, and you have the
right to challenge the nondisclosure requirement set forth above.

In accordance with 18 U.S.C. § 3511 (c), an unlawful
failure to comply with this letter, including any nondisclosure
requirement, may result in the United States bringing an
enforcement action.

o]

NSL VIO-1766



[MR./MRS./MS] [COMPLETE NAME]

You are directed to provide records responsive to this
letter {[personally to a representative of the [DELIVERING
DIVISION] OR through use of a delivery service to [OFFICE OF
ORIGIN] OR through secure fax] within [xxxx] business days of
receipt of this letter.

Any questions you have regarding this letter should be
directed only to the [[DELIVERING DIVISION] OR [OFFICE OF
ORIGIN],_ depending on whether gervice is personal or through a
delivery service]l]. Due to security considerations, you should
neither send the records through routine mail service nor non-
secure fax, nor disclose the substance of this letter in any
telephone conversation.

Your cooperation in this matter is greatly
appreciated.

Sincerely yours,
[ADIC/SAC NAME]

[ASSISTANT DIRECTOR IN CHARGE/
SPECIAL AGENT IN CHARGE]

(V9]
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FEDERAL BUREAYU OF INVESTIGATION

Precedence: ROUTINE Date: 03/08/2007
To: Attn: SAC
bo ASAC
o7C SS51
o2 SA
L7E Inspection Attn: IIS, CRS
From: General Counsel
Counterteryrorism Taw IMmdit T/TX-1 24100
Contact:
W)
Approved By: Thomags Juli
Drafted By: _.
qy  Case ID #: () STE-E0-C1329736-vio— N1 30
%) INTELLIGENCE OVERSIGHT BOARD
. MATTER 2007
b2
Synopsié!““zxj It is the opinion of the Office of the General
Counsel {(OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and
deliver the necessary correspondence to the IOB.
() Derive m : G-3
Declagsif n: 25X1
Admlnlstratlve. (8) This electronic communication {(EC)
con Formation from: 1 e EC dated 02/23/2007 from
the [Fleld Office to OGC reporting a
potential IOB matter; and automated case support (ACS).
b2

b%E Reference: (U) 278-HQ-C1229736-VIO Serial 2188

Details: (8) By electronic communication (EC) dated
02/23/2007, requested that OGC review the facts of the
captioned matter and determine whether it warrants reporting
to the IOB. 1In our opinion, it does. Our analysis follows.
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SECQEF

To: From: Office of the General Counsel
Re: B-HQ-C1229736-VIC: 03/08/2007

(S

b6 33-,| | [Special Agent

‘h,\/ '\‘.
oL
nlE
L7A
bd
7D

oY
LD

(8]

bl
b2
b7

In Charge executed a National Security Letter (NSL) pursuant
to. the Elegtrgniﬁ Communications Privacy Act (E?EALh_lﬁ U.s.C.
§ 2708 1n the NSL, the FBI directed

to provide I[: H

(s did not furnish the requested information
to the FBI.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive Order or Presidential ,
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations
and Foreign Intelligence Collection (NSIG), effective
10/31/2003, or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated
12/04/1981, if such provision was designed to ensure the
protection of individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO: 03/08/2007

-

to ensure the protection of individual rights are generally
not reported to the IOB. The FBI Inspection Division is
required, however, to maintain records of such administrative
viclations for three years so that the Counsel to the IOB may
review them upon request. The determination as to whether a
matter is "administrative in nature" must be made by OGC.
Therefore, such administrative violations must be reported as
potential IOB matters.

wESi NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: (1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.S.C. § 2709}); (2) records of financial institutions (which
is very broadly defined) (Right to Financial Privacy Act, 12
U.S.C.§ 3414 (a) (5) (A)); (3) a list of financial institutions
and consumer identifying information from a credit reporting
company (Fair Credit Reporting Act, 15 U.S.C.§§ 168lula) and

. {(b)); and (4) full credit report in an international

terrorism case (Fair Credit Reporting Act, 15 U.S.C. § 1681v).
NSLs may be issued in conformity with statutorv requirements,
including 18 U.S.C. § 2709.

- It is an open legal question whether the
NSL sought records beyond the scope of ECPA, 18 USC

IS 2709 (a). The NSL issued herein received legal counsel
b7E approval in the[ | Field Office, a legal determination

pb

having been made that such records fall within ECPA, which
allows the FBI to obtain "subscriber information and toll
billing records information, or electronic communication
transactional records.” 18 USC § 270%9(a).

(8)

SE@RET
3
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SEEQET

o2
o To: I:] From: Office of the General Counsel
o7 , .
Re: 278-H(C-C1229736-VIO: 03/08/2007
(3]
bl
b5
ey Y
b4
b7D
bb
v;“ RS }ﬁ) Nonetheless, based upon the fact that the NSL

o may have inadvertently, but under the advice of legal counsel,
sought information unauthorized by the ECPA, in accordance
with the reporting requirements of Section 2.4 of Executive
Order 12863, OGC will prepare a cover letter and a memorandum
to report this matter to the IOB.

SE?RE{
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ﬁ;:? To: I::l From: Office of the General Counsel
~ Re: 278-HQ-C1229736-VIO: 03/08/2007
LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Info)
COUNTERTERRORISM
AT WASHINGTON, DC

{(U) For information.

Set Lead 3: (info)

L2
D7E
2 ':Sh;’ Pt r Field Office should not issue any ECPA NSLs
=, seeking| ntil or unless official guidance is provided
£ i stating That such information may be obtained in such fashion.
bl :
ce: Ms., Thomas
nIC IOB Library
*
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April 2, 2007

Mr. Stephen Friedman, Chairman
Intelligence Oversight Board

New Executive Office Building - Room 50209
725 17th Street, Northwest

Washington, DC 20503

Dear Mr. Friedman:

As you know, in March 2007, the Department of Justice,
Office of the Inspector General (0OIG) issued a report entitled, A
Review of the Federal Bureau of Investigation's Use of National
Security Letters. In Chapter Six of this report, the 0IG
identified 22 potential Intelligence Oversight Board (IOB)
matters relating to national security letters (NSLs) in its
review of a sample of investigative files in four FBI field
offices. Enclosed, you will find five (5) summaries of
reportable IOB matters. The Office of the General Counsel (OGC)
has determined that the other 17 matters are not reportable. As

always, the FBI will retain copies of those decisions for your
review upon request.

The OIG divided the 22 potential IOB matters into three
categories: improper authorization (1), improper requests under

the pertinent NSL statutes (11), and unauthorized collections
(10) .

Improper authorization: OGC has determined that the
one instance of improper authorization should be reported as an
IOB matter. Please see enclosed summary for IOB Matter 2007-

b2

Enclosures
1 - 278-HQ-<:1229736—V10f'i-"HS

UNCLAS ED WHEN
DETACH ROM
CLASSTFIED\ ENCLOSURE

Derive : G-3
Declassj d On: 03/29/2032
SE%T
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Improper requests under pertinent NSL statutes: OGC
has determined that four of the instances noted by the OIG should

be reported as IQ ters. Please gee enclosed qnmmaxﬁes fo
IOB Matters, 2007E:jij ; 2007

(issuing an NSL requesting financial records but citing the
Electronic Communications Privacsy (ECPA), amcong other

administrative errors); and 2007 (issuing NSLs for full
credit reports in counterintelligence cases (2 instances)).

OGC has determined that the other seven instances are
not reportable IOB matters. In three instances, the FBI field
office issued an NSL requesting a full credit report under the
Fair Credit Reporting Act (FCRA), 15 U.S.C. 168lv, however,
certification language from the Right to Financial Privacy Act
(RFPA), 12 U.S.C. 2414 (a) (5) (A) was used later in the NSL. All
three are international terrorism cases, and therefore, the FBI
was lawfully authorized to request and obtain the full credit
reports. As the RFPA applies to both international terrorism and
countintelligence cases, citing the certification language from
that statute had no legal impact. The information provided in
response to these NSLs was not sequestered because the FBI had
issued lawful NSLs for that information.

In the remaining four instances, the FBI field office
issued an NSL requesting a full credit report under FCRA, 15
U.S.C. 1681v, but the accompanying electronic communication (EC)
mistakenly included language requesting consumer identifying
information, 15 U.S.C. 1681u, instead. The mistake in the EC did
not alter the investigation in any way, and this scrivener's
error, citing 168lu rather than 1681v, did not violate any law.
As these were all international terrorism cases and inasmuch as
the NSL seeking a full credit report was authorized by the
Special Agent in Charge through his or her signature on the NSL,
the FBI field office had the proper legal authority to obtain
full credit reports. Accordingly, this information was not
sequestered.

Unauthorized collections: OGC has determined that none
of the ten instances noted by the OIG are reportable IOB matters.
Six of these instances involved third-party errors in which the
carrier provided information beyond the scope of what was asked
for in the NSL. Five times, the carrier provided information
beyond the date range requested in the NSL, presumably to comport
with its own billing cycle. In cone instance, the carrier, a
financial services provider, provided information beyond the
names/addresses of financial institutions as requested by the
NSL. By letter dated 11/13/2006, the Counsel to the IOB agreed
that these third-party errors in the collection of information
pursuant to an NSL are not reportable to the IOB.
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In one instance, in an internal EC documenting the
results of NSL request the FBI field office mistakenly cited an
NTL issued| |as the source of the subscriber
ii. formation in the file when, in fact, that information came from
ar. NSL issuedl | As both NSLs were lawfully issued,
there was no untauthorized collection. The mistake, if any, was a
scrivener's error in documenting the source of the information in
the file.

In another error, the accompanying EC
contained a typograplirrcar—error with respect to one of the phone
numpbers being requested in the NSL. The NSL actually served on
the provider contained two correct phone numbers. Therefore,
there was no unauthorized collection.

One FBI field office served an NSL requesting
subscriber information for a particular phone number that was
assoclated with the target of an authorized investigation. In
response, the provider indicated that the number was actually an

When
NSL was sent, the number was relevant to an authorized
investigation. The fact that it turned out to be something else

does not make this an unauthorized collection (or any error at
all).

Finally, one FBI field office requested toll billing
records "associated" with a particular phone number. 1In
response, they received information for an associated number.
Both the requested number and the associated number were
subscribed to by the same individual. The plain language of ECPA
and the legislative history support the position that the FBI is
permitted to request and acquire information on associated
numbers attributable to the same account. Therefore, the NSL was
lawfully issued and the results were not an unauthorized
collection.

Please find enclosed summaries of the five IOB matters
identified by the OIG report that OGC has determined are, indeed,
reportable. Hopefully, the brief explanations above will satisfy
you that the remainder of the 17 potential IOB matter identified
by the OIG report were not, in fact, reportable. As always,
however, the FBI has retained copies of the decisions if you wish
te review them.
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Please don't hesitaté to contact me or Associate

General Counsel |(202—324- if you have questions
about any of these maccers.

Sincerely

Julie F. Thomas
Deputy General Counsel
National Security Law Branch

The Honorable Alberto Gonzales
Attorney General

U.S. Department of Justice
Room 5111

Mr. Matt Olsen

Deputy Assistant Attorney General
National Security Division

U.S. Department of Justice

Room 2200 C

Ms. Margaret Skelly-Nolen

Acting Counsel

Office of Intelligence Policy and Review
U.S5. Department of Justice

Room 6150
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SECRET
] INTELLIGENCE OVER HT BOARD (IOB) MATTER
b2 [ DIvVISION
DTk I0 2007{ | (U)
(S) By electronic communication ,2/23/2007,.the
bl Federal Bureau of Investigation (FBI), Field Office,

v rxennrhef a possible Intelligence Oversig card (TOR) mattar,
o4 B) reported that on 11/29/20051 1

bz e | [Special Agent In
b7E TTIErge eXecuted a National Security Letter (NSL) pursuant to the
b7D El onic Communications Privacvy Act (ECPAY 18 I1 & C  § 2709

i B f———————ﬁ|

fdld not Iurnish the requested

TIIrTOradCcIon vo e kBt

b2 NSL issued herein received legal counsel approval in the
- Field Office, a legal determination having been made that suc
b7t records fall within ECPA, which allows the FBI to obtain
"subscriber information and toll billing records information, or

.wwmmwwmuM@Q It is an open legal question whether the| NSL
sought récords beyond the scope of ECPA, 18 USC § 2709 a[:::f;f:]

electronic communication transactional records.” 18 USC
§ 2709(a) .
(s) |
bl
4
bih
N “ I8 While- it remains unclear whether I NSI, was
statutorily authorized, never provided Thus,
bl there was never an unauthicorized collection in vioclation of the
57D NSIG and ECPA; the subjects rights were not violated.
.\.)»
o) I?“““'“i'“mbgj Nonetheless, in accordance with the reporting
n7E requirements of Section 2.4 of Executive Order 12863, this matter

is being reported based upon the fact that the NSL may have
inadvertently sought information unauthorized by the ECPA. The
Office of General Counsel ("OGC") has reported this matter to the
FBI's Inspection Division for appropriate action.

G-3
03/29/2032

NSL VIO-1777



bl
b4

153“

S\EQRET

2 'NTELLIGENCE OVERSTGHT BOARD (IOB) MATTER
BTk FIELD OFFICE
TOB MATTER 2007 (U)

Qﬁ““Bywelectronic communication date
2007, the Fed reau of Investigation (FBI)

Field Office reported that, on Jume 23, 2004, the
FBI submitted a Natlonal Security Letter -(NSL) seeking telephone
toll billing records relating to a certain target Due to
confusion as to when the investigation was to have expired, the
NSL was erroneously issued after the expiration date of the case.

Clarjifi the expiration date came to the attention of
FBI- | during an Office of Insieiéff General (OIG)

audit In the Summer of 2006. FBI- was asked to
sequester the provided phone records, bu ey responded that the
carrier provided them with a letter advising that there were no
records agsociated with the NSL request.

B lectronic communication dated February 22,
2007, FBI reported that, on November 23, 2004, FBI-

“Philadelphia submitted two NSLs in an intelligence investigation
seeking | pursuant to a statute specifically

made . ay . s only. These NSLs were
issued] This mistake was an error on
the palt—or FBT] [ who has since sequestered all
documents receive rom these erroneously issued NSLs.

1)

IA~Rred

Due to the incorrect actions stated above, FBI-
“Thas taken steps to sequester all documents obtained

from these two incidentg, The errors were discovered during an
0IG audit of the FBI's| |Field Office in the Summer of
2006. Despite the inadvertent nature of the mistake, the fact
remains that information was improperly collected. The improper
collection of this information was a violation of the Attorney
General's Guidelines for FBI National Security Investigations.
Thus, the matter is being reported to the IOB.

Derived\from: G-3
Declassifwon: 25X-1

CRET
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INTELLIGENCE OVERSI%TT BOARD (IORB) MATTER

B2 FIELD OFEICE_|

T IOB MATTER 2007

DTE

(81 18) e
M The| - IDivision reported I()n 02/23/2007] | I
bl 533 ... l'a National
b4 ' €Y (NSL) was 1ssued for financial records
b7D . nder authority of the Electronic Communications
o Privacy Act rather than the Right to Financial Privacy Act. The
b2 NSL was approved in an EC which also cited the incorrect legal
b7E authority and did not articulate the facts supporting its
issuance.

(U) This matter has been reported to the FBI's
Inspection Division for appropriate action.
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SECRET
FEDERAL BUREAU OF INVES.'I'IGA'I'IONP\9
&7

Precedence: ROUTINE Date: 02/21/2007
To: Inspection Attn: IIS, Room 11861

General Counsel Attn: NSLB. Room 79751

SsA |
Attn: CCDC/TLegal Unit
CDhC
From:
Contact:
Approved By:
e
~ Drafted By: [~ .
Case ID #: [ 278-EQ-C1229736-vIo ~— *
(Uy 278 -C136372 \ -~
ATétle: (U) INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
Synopéiéé*}&( Report of a IOB matter.
»wyé Derived/From : G-3
Declagsify On: X1

Details:
(s) 1.
% b6 case Agent{ |-T;"Vh

bh7C Supervisor: v

"

(s) DA
”(}{ 4, No Foreign Intelligence Surveillance Act (FISA) request

has been submitted to Office of Intelligence Policy and Review,
Department of Justice (OIPR).

&Q 5. IOB Error:




SE&Q

DZ . To: Inspection From: | I
K75 Re: (& 278-HQ-C1229736-VIO, 0272172007
bi (s)

b2

fﬂj]E“'}Ei Description of IOB Error (including any reporting delays):

(s) | | a
(2 ?1 _______
ﬁ?r- ihe BC reguested copgumer identifving informationl
b2 .
bk ?
pIb The NSL requested that the FBI be provided with]| |
b | anﬂr_‘]} all arhgr dnfevimat oy | 1.‘.
iST  — This | \
€ a potential IOB violation due to .the NSL requesting \ .
FCRA consumer full credit report when the SAC approved an EC for = i
consumer identifying info and financial institutions. 1t was The !
writer's intention to request the Iull credit report at the time of /
the NSL was prepared and the writer miss read the example for the {
this type of NSL. /
o ' - -
&Q The reasons for the delay on reporting this potential IOB /
viclation are as follows: é&y} ‘
‘“@x
(1 [ lwas not aware of the listed mistake until .
oY the OIG conducted an NSL audit | At that time[:::] .
bh7E interviewed by an OIC Inspector over the telephone and was ™.
b%r not informed that there was an potential IOB violation.
piC (2) was not advised of the potential IOB violation
until being notified by CoC | | on 02/21/2007.

NSL VIO-1781
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.. To: Ingpection From: I |
Re{‘“ﬂgf 278-HQ-C1229736-VIO, 02/21/2007

LEAD(s) :
Set Lead 1: {(Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.
Set Lead 2: {Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

sﬁn:{
3
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE

To: General Counsel

From:

Attn:

Date: 1./12/2004

Contact:

Approved By:

Drafted By:

-C1213150-N

(Pending)
L
SL

Title: ((8)

OO:I

Synopsis: (] Approves the issuance of
~Security Letter (NSL) ;]

National

(=)

Deri m
Dec si

e s

M aQ
|

. ><

bl
b6
7C

Enclosurgﬁs):

b7D
b
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oy secker

b2 .
b7E To: >Gen§rﬂ1 Coungal Exam.
o1 Re: bl @( 1T7TI272004

5

0y ——
;.._.'\

Details: (S)|

bl
0o
b7C [ | Nere
LD were issued
o
b7E - . .
.y | . _Due fo this possibly FBI Headquarters has
0 Tequire I 1
(U) Consumer reports received from a consumer
reporting agency must be clearly identified when reported in any
Bureau communication. Subsequent dissemination of such
information is prohibited, except to other Federal agencies or
military investigative entities as may be necessary for the
approval or conduct of a foreign counterintelligence
investigation.
(U)The Supervisor affirms that you, the Case Agent,
have checked all of the appropriate FBI databases regarding a
prior request by any field office for the material requested. The
reguested material does not appear to be available from public
sources.
b2 () Any questions regarding the above can be directed
BTE to| |Fie1d Divisjon, Attention: SFO
o phone number | |
DL
p7C (8) This electronic communication documents the SAC's
approval and certification of the enclosed NSL.
bl

SEERE?
experianci.ec

2
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11/12/2004

Tb?mmgeneraL_Caunsel__E:am;_
to; QQW_

M %_‘;eh?‘nqnnf-:f'iv'nl

should deliver the

letter

(U) On 11/09/2001, the Director designated the

~official signing the enclosed letter as authorized to make the

required certification.

454 shoﬁidhféminJ that, under

Title 15, United States Code, Section 1681lv(c), it is prohibited
from disclosing that the FBI has made this request. In addition.

. &ﬁ Arrangements should be made ko
provide the records personally to a representative of your
office.]. ~—  |should neither send the records through the mail
nor utilize in any telephone calls to
your office. should not contact FBIHQ directly in any
manner.

SE;h&

3

experianci.ec
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b2z
R
15! b7ETb+WWG¢nera1 Counsel From:
bl Re: '€§{~- 1/12/2004
LEAD(s) :

Set Lead 1: (Info)
GENERAIL COUNSEL

AT WASHINGTON, DC

(U) NSLU is requested to record the appriate
information needed to fulfill the Congressional reporting
requirements for NSLs.

Set Lead 2: (Action)

bz
bL7E
bz s
78
bl % %ﬁ Deliver the atrtached 1Af+or| rJ
b7D | i .
) |is requested to submit results to
4
¢
e
*

s%&‘{
experianci.ec

4
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FEDZRAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/08/2007
To: Attn: Squad 17A
Counterterrorism Attn: ITOS 1/CONUS 4/Team 15
Inspectior Attn: Internal Investigative
Sectign
Attn: Rm. 11865

From: General Counsel

Natioral Securitv Law Branch/CTIU1/LX-1/38-100

b6 Contact:
E;C Approved By: _Thomas Julie 1M\
b7E

Drafted By:

e A IO

Case TD”#¢M?SQ 278 -HQO-C.229736-VIO~" (Pending)
S)
bl
(0} rit1p2 INTELLIGENCE OVERSIGHT BOARD .
7R (TOB) MATTER 20071 2 '

- SYﬂOpSiSr”'iE<: Tt 1is the opinion of the Office of General
Counsel ("OGC") that the above-referenced matter need not be
reported to the Intelligence Oversight Board ("IOB"). OQur
analysis followsa.

(- “fb&i Deri-ra rom : G-3

Declagéify On: 03/08/2032
! “Reference: (x(  278-HQ-C1229736-VIO-2204
Administrative: (0) This communication contains one or more
footnotes. To read the footnotes, download and print the
document in Corel WordpPerfect.
0iG/D0J REVIEW
k; 70 F21 INVESTIGAT .
AT RV ESTIGRTION, -
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7 Elos From: General Counsel
Re: wnﬁyi T78-HO-C1229736-VIO, 03/08/2007

iShnu

Detaiié!”“Q§LNMBy 2lectronic communication (EC) dated Februars

bl 21, 2007, referernced. above,® the | Division
L6 [ reported a p0581blemIO?_g;;g;_in_ggniung;ign_ﬁ1tn
b0 riLﬁ_QQuntsxtex;QxisT investigation
o In this regard, | |reported
b2 that on February 21, 2007/, it became aware that the Office of
b7E Inspector General ("OIG") had identified a potential IOB
violation during the 0IG's previous audit. Specifically, OIG
advised that] | issuance of a National Security

Letter ("NSL") oii November 12, 2004 may have constituted an
IOB violation.”

I:S:' I:S:l M Thes NS, 1gci@ by

§ fFequested| rovide a copy OL a COnsumer
report and all other informaticon contained in its files
[ | The NSL properly cited to the Fair
- Credit Reportiza Act {"FCRA"), 15 U.S8.C. §1681v, as the
(3] statutory basis for the request. The NSL was signed by
Special Agent in Charge ("SAC") and subseguently

= 7 ':;_;1

D X) The EC accompanylng the NSL, which was also

bl signed by the SAC, approved the issuance of an NST, "requesting
b6 consumer identifving jnformation limited to |

The dratter of thig EC mistakeplv included language
requesting| as opposed to

lanquage reguesting | . It was l
iSl*,_| iintention to obtain a full credif

B and the NSL ultimately served upon |

accurately reficcted this intent. See,| PC.
tUT”WW.va"”_Mﬂv}gb Az required by Executive Order (E.O0.) 12863 and
2 Section 2-56 of cthe National Foreign Intelligence Program
BT Manual ("WFIPM'}, 0OGT was tasked to determine whetherT:::::]
B2 ! (U)  See, RC {rom thel IDivision to the General Counsel,
T dated 02/21/07, Cas: Idl 278-hQ-C1229736-VIO, Serial 2204, titled
bk "Intelligence Oversigh: Board Matter."

P (w 1d.

SECRET
2
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To: From: General Counsel
Re:”*sﬁz 278-HQ-C1Zz29736-VIO, 03/08/2007

bz
b7E

| |isnuamce of the NSL's described above is a matter
which must be :eported to tne IOB. It is not.

(U) “ection 2.4 of E.0. 12863, dated 09/13/1993,
mandates that Trspaectors Genersl and General Counsel of the
Intelligence Community Components (in the FBI, the Assistant
Director, INSD znd the General Counsel, OGC, respectively)
report to the ICH "concerning intelligence activities that
they have reason to believe may be unlawful or contrary to
Executive Order or Presidential Directive." This language was
adopted verbatim from E.0. 12334, dated 12/04/1981, when the
IOB was known 3 the President's Intelligence Oversight Board
("PIOB") . By l:ngstanding aareement between the FBI and the
IOB (and its predecessor, the PIOB), this language has been
interpreted to mandate the reporting of any violation of a
provision of the NSIGsg, or other guidelines or regulations
approved by the Attorney General in accordance with E.O.
12333, dated 12/04/1981, if such provision was designed in
full or in par! *o ensure the protection of the individual
rights of U.S. mersons. Violations of provisions that are
essentially administrative in nature need not be reported to
the IOP. The F3I is required, however, to maintain records of
such administrativz violations so that the Counsel to the IOB
may review ther Joon request. .

(U} Section 2.4 of E.0. 12863, dated 09/13/1993,
mandates that 17 snactors General and General Counsel of the
Intelligence Commuiity components (in the FBI, the Agsistant
Director, Imnspectuinn Divigion, and the General Counsel, OGC,
respectively) recort to the TOR all information “concerning
intelligence act:ivities that they have reason to believe may
be unlawful or contrary to Executive order or Presidential
directive.”

() Eﬁ( Although the November 12, 2004 EC erroneously
approved t lesuance of an NSL requesting consumer
1dent1fy1ng ir fmdtlmn. the NSL served upon the provider
correctly requecsie: | ‘ | and cited the
appropriate st JJ[ aJtPor1t1@° for. said re uest . The

| | SAC =iqned the NSL which w reid
~cnion occourred when _furnlshed

bl and no over-col.

B0 with ponsive| ~ ] These actions

S constitute a clevizal error on behalf of the FBI but do not
b2 amount to an 10k and/or FURA violation.

nTE

joYi!
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To: | From: General Counsel

Re‘ﬁ 278-..2-U1229736-VIO, 03/08/2007

v

(U)  Bugad upon Lhese facts, in accordance with the
terms implemeni.ing the reporting requirements of Section 2.4
of EO 12863, it s our opinion that this error need not be
reported to the (Os. A record of this decision should be
maintained in “he contro: file for future review by the
Counsel to the TOR.

SEC%\
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To: | From: General Counsel
(Ujmm.Re;W.;ﬁq\ 218-HQ-C1229736-VIO, 03/08/2007

L]

b2
b7E LEAD (s) :

Set Lead 1: (Info)

(U) Read and clear.
Set Lead 2: (Info)
COUNTERTERRORISM

AT ITOS 1/CONUS 2/TEAM 7

(U) Read and clear.
Set Lead 3: (Action)
INSPECTION
AT T1IS
(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion

concluding that IOB notification is not required, for three years
for possible review by Counsel to the IOB.

*

SECRET
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FEDERAL BUREAU OF INVESTIGATION

o
FOys
¥
Precedence: ROUTINE Date: 02/21/2007
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB._ _Room 7975
ssa | |
Attn: CDC/Legal Unit
CDC

b6 From

b7C Contact:

b2 —

7E  Approved By:

¢,
(.. Drafted By: l/\ﬂ o
cbZ 1D #: 0% 278-HQ-C1229736-VIO
D7E (Uy 278 Cl36372 \‘:(’2
Title: (U} INTELLIGENCE OVERSIGHT BOARD (ICB) MATTERS
)] - Bynopsig- (>§< Report of a Potential IOB matter.
;){) Derived “Er : G-3
I:U:l Declassi On: X1
Details:
bl 5) 1.
bB7C
~ T .ase genec:
b'jj" o Supervisor: SSA
bi
be 3 3.
L bIC, , . -

L 4, No Foreign Intelligence Surveillance Act (FISA) request
Has® been submitted to Office of Intelligence Policy and Review,
Department of Justice (OIPR}).

iy - >€) 5. IOB Error:; )

S e B L oy

' T

6 A5 K D42k {é’“{ |
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0IG/DOJ INVESTIGATION:

MT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/13/2007
To: attn: SAC
ASA
cDC
SSA
TFO
Counterterrorism Attn: ITOS 1, CONUS 4
Inspection Attn: IIS, CRS
From: General Counsel
Counterte i i - 100
Contact:
Approved By: JIthas_Julie_ﬁZkM&L
Drafted By: v SL\S

Case ID #: (U) 278—HQ~C1229736-VIO/(ending)

Title:" (}Q INTELLIGENCE OVERSIGHT BOARD
MATTER 2007

Synopsiss  -( It is the opinion of the Office of the General
Counsel (0G¢) ‘that this matter is not reportable to the Intelligence
Oversight Board (IOB). Rather, it should be maintained in the
control file for periodic review by Counsel to the IOB. Our analysis
follows.

(U) Derived om : G-3
Declass On: 03/13/2032

Kdiii‘:i.‘nistfat‘i“v'e:“‘""”‘}{) This electronic communication (EC)
contai i jon from: (1) _the EC dated 02/21/2007 from
the Field Officel to OGC
reporting a potential IOB matter; and (2] automated case
support (ACS) .

J‘o”‘_
Reference: (U) 278-HQ-C1229736- Serial 2205
|:'|'_'|':| (0 278 }c136372 Serial 126
0IG/DOJ REVIE
FBI INVESTIG
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To: From: Office of the General Counsel
Re: 278-HQ-C12298736-2205, 03/13/2007

-

b7F~'“WDetailsrww%>Q By EC dated 02/21/2007, requested
that OGC review the facts of the captioned matter and determine
whether it warrants reporting to the IOB. As explained below,
in our opinion, the FBI is not required to report this matter
to the IOB.

e | [

iSj Spe01al Agent In Charge executed two documents (1) a National

rixmmmuaLcaLJons Privacy Act (ECPA) 18 U.8.C. § 2709, [:::::::]

and (2) an EC approving the issuance of such NSL.

ol
bZ
L7E
jol:!
LD
ol
The EC approving the issuance of the NSL contained
(3] ~ an-error. - Due to an apparent typographical error, it
1 mlstakenlv authorized the issuance of an NSL| |
; l However, as stated above,
the NSL stated the correct telephone numbers.
& | provided subscriber
) information which confirmedl
bl | | was in fact the subscriber fo Telephone
b7D numbers set the NSL. No information was ever sought
b or received| Felatlng to the wrong number set forth in
vt " the authorizing EC.
(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Boarq (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
joll}
b2 &)
D7E

SEGQFT
2
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SECRET
To: I |From: Office of the General Counsel
Re: 278-HQ-C1229736-2205, 03/13/2007

President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U} Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may
be unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations
and Foreign Intelligence Collection (NSIG), effective
10/31/2003, or other guidelines or regulations approved by the
Attorney General in accordance with EO 12333, dated
12/04/1981, if such provision was designed to ensure the
protection of individual rights.

(U) Violations of provisions that merely are
administrative in nature and not deemed to have been designed
to ensure the protection of individual rights are generally
not reported to the IOB. The FBI Inspection Division is
required, however, to maintain records of such administrative
violations for three years so that the Counsel to the IOB may
review them upon request. The determination as to whether a
matter is "administrative in nature” must be made by OGC.
Therefore, such administrative vioclations must be reported as
potential IOB matters.

(U} NSLs are a specific type of investigative tool that
allows the FBI to obtain certain limited types of information
without court intervention: {1) telephone and email
communication records from telephone companies and internet
service providers (Electronic Communications Privacy Act, 18
U.S.C. § 2709); (2) records of financial institutions (which
are very broadly defined) (Right to Financial Privacy Act, 12
U.S5.C.§ 3414{a) (5) (A)); (3) a list of financial institutions
and consumer identifying information from a credit reporting
company (Fair Credit Reporting Act, 15 U.S.C.§§ 168lu(a) and
(b)); and (4) full credit report in an international
terrorism case (Fair Credit Reporting Act, 15 U.S.C. § 1681v).
In addition to FCRA, 15 U.S.C. §§ 1681lu(a) and (b) information
(financial institutions and consumer identifying information),
under 15 U.S.C. 1681u{c), if certain factors are met, the FBI

sn\c\zr\
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b* To: From: Office of the General Counsel
DTE Re: 278-HQ-C1229736-2205, 03/13/2007

is able to obtain full consumer reports in both
counterintelligence and international terrorism investigations
by an ex parte court order.

"”éﬁ Here, |

| ] the FBI properly served an NSL that requested
b1 lawful information. In the NSL, | [requested the

b2 [~ Tecause the NSL contained cné—J

h7Ecorrect telephone numbers, the fact that the authorizing EC
contained an apparent typographical error neither resulted in
the issuance of an erroneous NSL, nor an unauthorized
collection in viclation of the NSIG and ECPA.

{7 -

(U) Based upon these facts, in accordance with the terms
implementing the reporting requirements of Section 2.4 of EO
12863, it is our opinion that this error is not reportable to
the IOB. The apparent typographical error in the EC
authorizing the issuance of the NSL did not result in the ‘
issuance of an inaccurate NSL or an over gollection. A recorxrd
of this decision should be maintained in the control file for
future review by the Counsel to the IOB.

NSL VIO-1798



b7E TO:I | From:; Office of the General Counsel
Re: 278-HQ-C1229736-2205, 03/13/2007

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC opinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Action)

b2

(0) L;f -_thnﬂ]ﬂ issue a corrected EC setting forth
these matters. | should implement steps to ensure
that similar errors do not occur in the future.

aa: Ms. Thomas
b6
b7C

IOB Library

¢

snckv\
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SRSRET

FEDERAL BUREAU OF INVESTIGATION o

0’(’—
Precedence: ROUTINE Date: 03/08/2007
g
To: Inspection .’ Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
Attn: CDC/Legal Unit
From:
b6
K Contact: GA
27/_, Approved By: i
(- Drafted By:
Case ID # 278—H0—F197Q7§G_VTn.—a:m b
bl ()
DZ Title: (U) REPORT OF B POTENTIAL INTELLIGENCE OVERSIGHT BOARD (IOB)
b7E MATTER
oY SX?}QP.S.iS~‘:--~~'(><)t The Division reports a possible IOB matter and
(- . requests tHat the OfTice of General Counsel (0OGC) review the facts of
75 the captioned matter and determine whether it warrants reporting to
the IOB.
N Deriv rom : G-3 '
(U'p Declasgify On: X1 ‘
Details »
(s) 1
bl
bé =gy 2. A National Security Letter.| : J was approved
B7C by thel |DiViSionuandwserved This NGT
bR regyestedl —
oo )
D2 | FBI Investigative
b7E Analyst] - Ireceived and forwarded the returned NSL
b4 I:S:I result to SA |
-
b7 524 The results provided- additional . Anformation that was not

bl requested in the NSL. This /addl/tlonal information- 1ncluded|:|

SC Ml lox” ?321 L/@ T
b6 Cp3 . M 28 ,7 \k‘i ]

b7C
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"To: Inspection From:

séEkag

Re: () 278-HQ-C1229736-VIT, 03/08/2007

o1 3|

N

A

1A
O

| The NSL did not

(3]

(@)

request any oI tThis 1nformation.

&ﬁ Upon_dj ; of this information, Sd |contacted|
CDC AGC and| | 1nvestigative Analvst [ and
advised them of what had been returned to him Ia

is the Division contact for NSLs re%arding

-1
]

In accordance with CDC ACG ﬁnstruciigns*_SA1
separated the improperlv provided informatian

—— =

E% gﬁTZT o
(W

bT7E

and presented them Lo the CDCs office in order for them to be
sequestered ,.,until"i receives clear guidance from NSLB for

- disposition of these documents. The information from these documents

has not been uploaded into ACS or put into any case file.

s%sk
2
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SE5§ET
To Inspection From:

)ﬁ( 278-HQ-C1228736-VIO, 03/08/2007
LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*
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(Rev. 01-31-2003)

SECRET
FEDERAL BUREAU OF INVESTIGATION

Precedence: RQUTINE Date: 03/22/2007
To: Attn: SAC
CDC
Counterterrorism Attn: ITOS 1, CONUS 2, Team 7
Inspection Attn: IIs
b6 P
b7C From: General Counsel

b2 National Securi neh  OTIIN v oan apg

b1E Contact:

Approved By: Thomas Juliel RA/A/

Drafted By: ékg\
(U3~ ase ID s 060 278-Ho-c1220726 wratede o
bl (s)
o Tiwgr; (U) Inteliigence Oversight Board
L7k (IOB) Matter 2007

Synopsis: (¥} It is the opinion of the Office of the General
Counsel (OGC) that the above referenced matter need not be reported
to the Intelligence Oversight Board (IOB) . Our analysis follows.

U ~m~w»w§8§ Deriv§§<£rom s G-3
)

Decla Yy On: 03/22/2032

(U} - Reference: (¥ 278-HQ-C1229736-VI0-2225

Bl (8)
- S o ) . . ;
o Detab; rw-€$(: By electronic co ication d 03/14/2007
and D7/Farerced above, the :f_mgivision reported to
b2 the OGC’s National Security Law Branch (NSL e Inspection
b7E Division this potential IOB matter.
B sl ]
oA
bo
pIC .
S (s) _JNatlonal Security letter [(NQI)
o requested subscriber information
(O}
b7D b6 SE\C\ET
b2 MG/DOJREV-7C ATE: ¢ (7 < )
7% FBI INVESTIGATIGN—— /.

[y
>4 IGD0J INESTIGATOR N5leIp-1803
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(Uy_.u_MTQ; Counterterrorism From: General Counsel
Re:™ 278-HQ-C1229736-VI0, 03/22/2007
under the authority of Executive Order 12333, dated December 4,
1981, and pursuant to Title 18, United States Code (U.8.C.),
Section 2709 (Section 201 of the Electronic Communications
Privacy Act of 1986) (as amended) Q“°ji££9§i£la19uﬂﬁl—ﬂ$re
(8
bl ;
b6
b7C
b7D
(5) N\ll _lthe FBI_received rhe reault] |
| When the case agent,| | reviewed
1 the results he discovered | [Tad pr?mniuL__j
K7D additional information that was not de i oxzon
DiyC
b4
[——
S Icontactlﬂd_AGL in T.b.ﬁ_r_|__,
CDC's office immedi advised the SA to
bl segregate: I
bo |
5 r~ :7
b7C advised that thIZ Information should be
o forwarded to the CDC's office in - S8A[ Jcomplied with
p7E these instructions. The additional information has been received
b7D and sequestered in the CDC's office. None of the information was

uploaded into ACS or placed in the case file.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI’s practices

S ¢T
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bl
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. To: Counterterrorism From: General Counsel

Ré&: .§<) 278-HQ-C1229736-VIO, 03/22/2007

and procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (OGC), respectively) report to the IOB
intelligence activities that they have reascon to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
reporting of any violation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2003, or
other guidelines or regulations approved by the Attorney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division i1s required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon reguest. The
determination as to whether a matter is "administrative in
nature” must be made by 0OGC. Therefore, such administrative
violations must be reported as potential IOB matters.

-mwmgﬁg NSLs are a specific type of investigative tool that
allows the 'FBI to obtain certain limited types of information _
without court intervention: (1) telephone and email communication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a) (5 Y(A)Y): (3) a
list of financial institutions and consumer identifying
information from a credit reporting company (Fair Credit Reportlng
Act, 15 U.S5.C.S§§ 168lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15
U.5.C. § 1681lv). NSLs may be issued in conformity with stratntory
requirements, including 18 U.S.C. § 27089.

In this instance,l_ |prooerlv seryed an INSL
requesting subscriber informationT
1
oo TP T UNE _Tesponsive records, due Lo an error by

also received records beyond the scope of

07D —TRat Tequested in the NSL.

T
4

SEEQET
3
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o To: Courterterrorism From: General Counsel
Re: B¥) 278-HQ~-C1229736-VIO, 03/22/2007
bl iSh “““”'”“j%i”ﬁésedmén“bﬂr'éﬁalysis;‘ error is not
7D reportable to the IOB as the FBI has not acted unlawfully or
;; contrary to Executive Order or Presidential Directive.
() e o “%“W}ﬁ Based upon these facts, in accordance with the

terms implementing reporting requirements of Section 2.4 of EQO
12863, it is our opinion that this error is not reportable to the
IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOR.

Since the additional records in this instance are
- still relevant to the authorized investigation, the additional
ibh; records may be maintained by the FBI if an additional NSL is

. _served for those records. Otherwise, should contact
bl _land ask whether the improperly or unintentionally
p7D acquired information should be returned or destroyed with

9 appropriate documentation to the file.
pTE
o}

a—

SE\an‘{
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SECRET
‘To: Couynterterrorism From: General Counsel
Re: ’%) 278-HQ-C1229736-VIO, 03/22/2007

(-

LEAD (=) :

Set Lead 1: (Action)

bz
bk

i l (M The| IField Office should serve an additional
N.L. for thle relevant records, or in the alternative, contact

1l F_ and as whether the improperly or unintentionally
0 —acquired information should be returned or destroyed with

07D appropriate documentation to the file.
b2

pIE Set Lead 2: (Info)

bl

COUNTERTERRQRISM

AT WASHINGTON, DC
(U) For information,

Set Lead 3: {(Action)
INSPECTION

AT _WASHINGTON, DC

(U) INSD should retain a record of the report of
the potential IOB matter, as well as a copy of the 0GC opinion
concluding that IOB notification is not reguired for three years
for possible review by the Counsel to the IOB.

*
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SESRET
FEDERAL BUREAU INVESTIGATION

Sl

Precedence: ROUTINE Date: 02/20/2007
To: : Irispection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
From:
h? Contact: SA
-
bTE
Approved By3
b6
Bic

Drafted By:

e C'a;‘ﬁe"“ID;z':»w(}{ 278-HO-C1229736-VTO  (Pendina) —74.1%
4

248
#3(8)

1

2 -fg}s)
7 # (S)
7 (U)

REPORT OF A POTENTIAL IOB MATTER

(UIWW“wuhn
Synopéi97w€8§ To report a potential IOB matter.

I:U:l vvvvvv I (>< Deriv F : cG-3 :
Declas Oon: 02/20/2032

Reference: 278-HQ-C1229736 Serial 2570

mJ-DetailSr“"ng On 02/15/2007, the writer discovered a potential
Intelligence Oversight Board (IOB) matter when reviewing several
counterintelligence case files in the process of issuing additional

National Security Letters (NSLs). Under the Fair Credit Reporting
Act, Title 15, United States Code, Sections 168lu{a) and (b), the FBI
can obtain a_list of financial institutions and_consumer jdentifying

information from a credit reporting company. Under Section 1681iv, —
. however, the FBI can obtain a full ¢redit report only in an ===
Do international terrorism case. ~In five separate cases |

h7C FBI 188 sctions 1681lu(a) for | r____J
bz [ i ]
b7E € limited YEpOTLS,| [FBI received I

J From sometimes a8 many as two off | pre .
-:jTEEEraIE—pthtEer error§y During all relevant tim L was
the caseé agent and th& Writer's supervisor was SSA

X OGC handledy alh 5 cass ar one OGLH, 23

, Y (J/ = / . S N

o6 SC M M%’ 09 sr-:b?r ( b2
p7C  CRY G 042 7 —
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(.. To: fgfpection From:
S

Re: 278-HQ-C1229736-VIO, 02/20/2007
(s) |
I
[NSLs| [were issued| _ |
- |returned a response. On
('(%1 jIreturned a response. |
.{; returned a result. These materials in an FD=320 {IA] were ftiled untcil

the writer had sufficient time for review and further production of
results. During a review

I the response | was found to be | I

(s) | .

[ hfLs
m| Jwere isgsued|
=~ | Jreturned a response.
ZZ)I Jreturned a result. These materials in a 1A
= were filed until the writer had sufficient time for review and further
nroaducition of NOQT e boced om o cha oo tg, During a review on
the responses| |

were found to be4
() | |
[NSLs
I were—Tssuedl : |
iC}  Ireturned a response. On
o7 returned a response. On 12/12/2006, | |
- a result. These materials in a 1A were filed until the
writer had suffici time for review]| |
I During Trosriatrl
L11r1xr | ;ie responses ere found
sy |
. NSLs
) | |
N [returned a response. | |

Adl feturned a response. | [Teturned a
\\l} result. These materials in a IA were filed until the writer had

sufficient time for reviewr |
I | [ the

TESpOoISes were found to be

(s) | FT"J
) SLs

L
[were issued] I

[revorreaaTestonse ] |

' [returned a respomnse. feturned a
result. These materials in a IA were filed until the writer had

SECRET
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s
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. © ~To: Ingpection From:
Re: 278-HQ~-C122973%-VIO, 02/20/2007

% I\

b
b

sufficient time for review|

| the

were round to be

This communication, consistent with the directives in the
referenced communication, provides this information to report these

potential IOB provider errors for whatever action is deemed
appropriate.

oo o

3T b ] el
0
g

[

-
3
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) .. To: Inspection From: b2
““‘Re:---v-.-y{ 278-HQ-C1229736-VIO, 02/20/2007 bTE
LEAD(8) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Actionm)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"
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4

NSL VIO-1811



(Rev. Q1-31-2003)

SECRKT

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/20/2007

To: Attn: SAC

ChcC
SSA
SA

Inspection Attn:- 1TIS

Counterintelligence Attn:

From: Office of the General Counsel
b National Securityv TLaw gianﬂh/ﬁTTﬂ/n aoae
Contact: AGC

NG|

[lJ

U‘C

6 Approved By: Thomas Julie al YW
b7C

O

Drafted By: {

BIQ Z

Case ID #: (U 278-HO-C1229738.VTQ /TDAHA,“ A

)

)

(53““k— o )
L |

)

)

b’)
b7E
b4

‘Ujk‘;;‘nue: (>< INTELLIGENCE QVERSTGHT BOARD
- MATTER 2007

{1 -Synopsis:. -(&] It is the opinion of the Office of the General
Counsel (0OGC) that this matter is not reportable to the
Intelllgence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

(0) Deriv rom : G-3
Declagsd On: X1

Reference: 278-HQ-C1229736-VTIQ Serial 9713

(
(
f
ESF?M w”kﬂ
{

s&ngr

DATE,_ £ -/ <

— o~

[odi®

0IG/D0J INVESTIGATION: NSL VIO-1812
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To: [ 4J From: Office of the General Counsel
Re: (U) 278-HQ-C1229736-VIO, 03/20/2007

“

(o -

DetailéE“MCS(: By ET dated 02/20/20071 Lequested that
OGC review the facts of the captioned matter and determine
whether 1t warrants reporting to the IOB. As explained below, in

our opznion, the FBI is not required to report this matter to the
ICE.

b2
L7E (T e -Cﬁ) As explained in the above referenced EC, during a
review of several counterintelligence case files (referenced
above),[ﬁ discovered that, in response to NSLs issued in
those cases for limited credit report information (pursuant to
the authority under 15 U.S.C. §§ 1ARIn{ and (b)), the providers
had sometimes issued Those reports were
obtained as follows:
l\r NSLs issued r
sent a
N
1) 23 4 , INSLs issuedl
Ekr [§€nt|
bl . 3l __J NSLs ‘issued]| , I
p2 r’ 4gfgent [
LR _
B7A Hl NSLs issyedl ] J

I |sent Hi
s NSLs issued | . |

agencies, sent

) (U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOR) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the IOB has been given authority to review the FBI's practices
and procedures relating to foreign intelligence and foreign
counterintelligence collection.

{(U) Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0GC), respectively) report tc the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential

SECRET
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SEERET

To:[ J From: Office of the General Counsel
Re: {U)  278-E2-C1229736-VIO, 03/20/2007

Directive. This lar.guage has been interpreted to mandate the
reporting of any violation of a provision of The Attcrney
General's Guidelines for FBT National Security Investigations and
Foreign Intelligence Collection (NSIG), effective 10/31/2002, or
other guidelines or regulations approved by the Attorney General
in accordance with EOC 12333, dated 12/04/1881, if such provision
was designed to ensure the protection of individual rights.
Viclations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is reguired, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
determination as to whether a matter is "administrative in
nature” must be made by OGC. Therefore, such administrative

violations must be reported as potential IOB matters.

| NSLs are a specific type of investigative tool that
adllows the "FBI to obtain certain limited types of information
without court intervention: (1) telephone-and email communication

records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
records of financial institutions (which is very brecadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414ta) (5 (A)):; (3) a
list of financial institutions and consumer identifying
information from a credift reporting company (Fair Credit Reporting
Act, 15 U.S.C.§§ 1lé8lu(a) and (b)); and (4) full credit report in
an international terrorism case (Fair Credit Reporting Act, 15

U.S5.C. § 1681lv). NSLs may be issued in conformity with statutory
requirements, including 18 U.S.C. § 2709 bl
tU?"~w>%ﬁ Here, during five authorized investigations, the

FBI properly served NSLs
In responge to the properly served NSLs, the FBI

r

obtained| : | instead of the more limited
r

| which was reguested. Once information not regueste

~3 DD

logRe)
=

1S recelved, the field should contact the company and ask whether
the unintentionally acquired informaticon should be returned or
destroyed with appropriate documentation to the file.

(U0) Based upon these facts, in accordance with the
terms implementing the reporting requirements of Section 2.4 of
EO 12863, it is our opinion that this error is not reportable to
the IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

SEN.Q
3
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To: | | From: Office of the General Counsel
Re: (U) 278-HQ-C1l229736-VIO, 03/20/2007

LEAD(s):

Set Lead 1: (Action)

(u [ | Field Office should contact the
credit companies and ask whether the unintentionally acquired
information should be returned or destroyed with appropriate
documentation to the file.

Set Lead 2: (Action)
INSPECTION
AT WASHINGTON, DC
(U) INSD should retain a recordiof the report of the
potential IOB matter, as well as a copy of the OGC opinion

‘concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

Set Lead 3: (Info)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) Read and clear.

CC: Ms. Thomas
D6 IOB Library
b7C

*
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SEC?BT

FEDERAL BUREAU OF INVESTIGATION °°.

Precedence: ROUTINE Date: 02/20/2007

To: Zfispection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975

From:

Contact: SA

Approved By:

Drafted By:

Case ID #: (S) 278-HQ-C1229736-VIO (Pending) —a0(%
(S)
* (2 (9)
(S)
Q) (S)
Z)(S)

Title: (U) REPORT OF A POTENTIAL IOB MATTER

Synopsis: (8} To report a potential IOB matter.

(UJ.~MWWH,WWMS§< Derived~From : G-3
Declassjify~Qn: 02/20/2032
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Details: }és On 02/15/2007, the writer discovered a potential
Intelligence Oversight Board (IOB) matter when reviewing several
counterintelligence case files in the process of issuing additional
National Security Letters (NSLs). Under the Fair Credit Reporting
Act, Title 15, United States Code, Sections 168luf(a) and {b), the FBI
can obtain a list of financial institutions ENd ConSUmer identifying
information from a credit reporting Company. Under Section 1681v, —
however, the FBI can obtain a full credit report only in jr—
international terrorism case. ~In five separate casec +h§ |
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iUT“SynopsiS} %}Q It is the opinion of the Office of the General
Counsel (0OGC) that this matter is not reportable to the
Intelligence Oversight Board (I0OB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.
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SynopSié!”“igi It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence QOversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. OQur analysis follows.
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Synopsi§1w~§g) It is the opinion of the Office of the General
Counsel (OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, it should be
maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.
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