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FEDERAL BUREAU OF INVESTIGATION -

Precedence: ROUTINE Date: 10/03/2006

To: General Counsel Attn: ©National Security Law Branch
Counterterrorism Law Unit

Room 7975

Ingpection Division Internal Investigations

Section (IIS)

Counterterrorism SSA |
ITOS I, CONUS I, Team 3
SEA
ASA(
CcDC
From:
Contact:
Approved By:
Drafted By:
Case ID #: (U) 278-HQ-C1229735- o~{ Tl
(U) 278 26104 =Y
(S)

Title: (U)  REPORT OF POTENTIAL INTELLIGENCE 1073946
OVERSIGHT BOARD (IOB) MATTER

SSA

“TFO

Synopsis: (U) Report of a potential IOB matter to the National
Security Law Branch (NSLB), Counterterrorism Law Unit (CLU), and
the Inspection Division {(ID) Internal Investigations Section

(IIS), as required in the 2/10/2005, Inspection Division's EC to
All Divisions entitled "Revised Procedures for the Submission of
Reports of Potential Intelligence Oversight Board (IOB) Matters".
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To: General Counsel From: 7E
Re: (U) 278-HQ-C1229736-VI1O, 10/03/2006

(- Deri¥ TG-3

(5]

(8)

T petailg: b{) As directed in the Inspection Division's EC dated
2/10/2005, the following is being reported to the NSLB, CLU, and

DL to the ID, IIS, as a potential IOB matter:

Do

o O :ﬁi} 1. Identification of the substantive investigation

in which the questionable activity occurred.
() |
(8) 2
(3)
M) 3. Identification of the subject's status.
(s)
{m )sj 4. Controlling administrative reguirement.

)|

SE@R<
2

NSL VIO-1157



SECRET R
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To: General Counsel From:‘[:::::::] 7E

Re: (U) 278-HQ-C1229736-VI0O, 10/03/2006

ic)<”””~€§< 5. Error believed committed.

s | ‘ |
| |identified the fact that the
1 telephone| |
. reassigned to another customer.| | was ceased

immediately and all appropriate actions were taken pursuant to
FBI policy.

iUJ""“>}€§ Synopsis of investigation:

sy |

ol (s | A

b7D
0é
b7C
b1 :I (X)l Iconfirmed via National Security
b2 ‘Tetter ryesnlta froml ]
b7E ]
b6 1
b7C T I
bl
1
bl
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To: General Counsel From: bh7E
Re: (U) 278-HQ-C1229736-VIO, 10/03/2006

(S

() | |

(Q\l

(U} On 9/27/2006 at approximately 10:30 a.m.,[:::::]notified
Ssa| Jat ITOS I, CONUS I of the above information.

. (% on 9/27/2006 at aporoximatelv 10:40 a.m. | |
discontinuedl . No

informatrionl |was ever enteredl |

fg) On 10/3/2006, SSA _ |
! and this writer spoke with SSA| I

turned

CVer co CDC on this date.

sE}stT
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To: General Counsel From: [:::::::] b7E

Re: (U) 278-HQ-C1229736-VIO, 10/03/2006

Errors believed committed.

I The above error
bl h -H
was first identified by the TFO
Corrective measures
(U) In view of the above, SAd |has ensyred that
corrective measures have heen initiated |
bz
oE
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be reviewed

To: General Counsel From:
Re: (U) 278-HQ-C1229736-VIO, 10/03/2006
LEADS:
Set Lead 1: (Action)
GENERAL COUNSEL
AT WASHINGTON DC
(U) It is requested that the above information
for a potential IOR violation.
Set Lead 2: (Action)
INSPECTION DIVISTON
AT WASHINGTON DC
(U) It is requested that the above information be reviewed
for a potential IOB violation.
Set Lead 3: (Info)
COUNTERTERRORISM
AT WASHINGTON DC
(U) Read and clear.
124
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SECEEQ//NOFORN
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/13/2006
b2 To; Attn: SAC
b7E CDC
EgCI Counterterrorism Attn: IT0S 1, CONUS 1, TEAM 3

Inspection Attn: IIS

From: Office of the General Counsel
NSLB/CTLEAL IV¥1 DRaam 20000

Contact:

Approved By: Thomas Julie ¢y KA/

Drafted By:

tadt

(U Case ID #:- \')5{ 278-HQ-C1229736-VIC” (Perding)

(U]~ Pitle: N INTELLIGENCE OVERSIGHT ROARD
MATTER 200-*3: b2

(U} -~ Synopsis: It is the opinion of the Office of the General
Counsel (OGC) that this matter must be repcrted to the
Inteliigence Oversight Board (I10B). OGC will prepare and deliver
the necessary correspondence to the IOB.

(U3 Deriv m : G-
Declassi T 213

iy ~----~Reféreﬁ~c-e:—-~~-~~% 278-8Q-C1229736-VIO serial 1716

Administrative: (S)l _J

s}s%T / /NOFORN

b6
1 MEL VIO-1162

CIG/DOJ REVIE
FBI INVESTIGATlore—
0IG/DOJ INVESTIGATION:




o SE€E§;¢7§6FORN
b2

h7E To: From: ©Qffice of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/13/2006

Details: (S)I

(S)
(S I

bl =

bé

o7C

b7D /

o (S//NF)

h7E

[SJ - — %] I
(s//NP)
(S//NF
(s//NF1
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.

G Trom: Office of the General Counsel L7E
Re: 27/8~HQ-C1229736~VIO, 12/13/2006

(s//ne |

(s//nFi] |
bl
beé
b7C
(SJ__
bo (U)_On ©/27/2006 at approximately 10:30 a.m.,
b7C notified SSa at ITOS 1, CONUS I of the above
information.
=) I TR
discontinued| —_— e 1 L
b@ infarmatioe | |was ever enteredl
b7C
B2 D) on 10/3/2006, SSA| | ssal [ |
b7E | and this writer spoke with SSA | | Thic
. writer was authorized +ol 2
fS)“ turned

ovel Lo CDU

(U} The President, by Executive Order 12334, dated
12/04/1981, establisned the President's Intelligence Oversight
Board (PIOB). ©On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB} and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Board. Among its responsibilities,
the TOB has been given authority to review the FBI'Ss practices and
procedures relating to foreign intelligence and foreign
counterintelligence collection.

(U)  Section 2.4 of Executive Order 12863 mandates that
Inspectors General and General Counsel of the Intelligence
Community components (in the FBI, the Assistant Director,

SECRET /YH{OFORN
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7o Frcm: Cffice of the General Counsel
Re: 278-EQ-C122%73¢-VIQ, 12/13/2006

Inspection Division (INSD), and the General Counsel, Office of the
General Counrsel (OGC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or centrary to Executive Order or Presidential Directive.
This language has been interpreted to mandate the reporting cof
any violation of a provision of The Attorney Ceneral's Guidelines
for FBTI National Security Investigations and Foreign Intelligence
Collection (NSIC), effective 10/31/2003, or other guidelines or
regulations approved by the Attorney General in accordance with EO
12333, dated 12/04/1981, if such provision was designed to ensure
the protection of individual rights.

(U} Vioclations of provisicns that merely are
administrative in nature and not deemed to have been designed to
ensure the protecticn of individual rights are generally not
reported to the IOB. The FBI Inspection Division is required,
however, to maintain records of such administrative violations for
three years so that the Counsel to the IOB may review them upon
request. The determination as to whether a matter is
"administrative in nature" must be made by OGC. Therefore, such
administrative violations must be reported as potential IOB
matfers,

73) In this situation | |

| I

RO

b

ooo

Conseguently, although unintentional, unautnorized interception of
presumed U.S. perscns occurred. This incident must be reported to
the IOB. In accordance with the reporting requirements of Section
2.4 of BExecutive Order 12863, OGC will prepare a cover letter and
a memorandum to report this matter to the IOB.

sy | |

SECRET/ RN
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Df_ﬁ To: From: Office of the General Counsel
D7E Re: —ZTB-AC-C1229736-Vi0, 12/13/2006
LEAD (s} :
Set Lead 1: {Info)
Bz
b7k

(o should ensure that all inacdvertently
captured informaticn 1s collected, sequestered, sealed, and
cdelivered to the FRIHQ substantive unit t¢ e submitted to OIPR
for appropriate disposition

1
L
Set Lead 2: (Info)
CCUNTERTERRORISM

AT WASHINGTON, D.C.

(U) The FBIHQ substantive unit should ensure that all
inadvertently captured infeormation is collected, sequestered,
sealed, and delivered to OIPR for appropriate dispositioj
Set Lead 3: (Action)

INSPECTICN

AT WASHINGTON, D.C.

(U) For action deemed approprizte,
folal Mg Thomas

be
h7C IOB Library
*
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December 13, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 502085

New Executive Office Building
725 17" Street, Ncrthwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter
2007| " (U)

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Orders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Division, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1228736-VIO -

Derx rom:
Declassi nr 311213

SERRET
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Should you or any member of your staff reguire additional
information concerning this matter, an oral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

i - The Honorable Alberto R. Gonzales
Attorney General

U.S5. Department of Justice

Room 5111

1 - Mr. James Baker
Counsel, Office of Inteiligence Policy and Review
U.S. Department of Justice
Room 6150

-

SE
NSL VIO-1168
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b7E INTELLTGE SRSTGHT BOARD (IOB) MATTER
IOB MATTER 2007 (U)
(S)
bl
2
L7E
m - (E() The overcollection was a violation of The Attorney

General 's Guidelines for FBI National Security Investigations and
Foreign Intelligence Collection. Thus, the matter is being
reported to the IOB.

SEYRET
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041
Contact: CREI

o3¢ ’ - a4
7C Approved By: Miller David Ianﬁﬂkqpk” ‘szgf

bz

Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3128 b2

OGC/IOB# 2007

Synopsis: (U) To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: {(U) 278-HQ-C1229736-VIO Serial 1716
R 278[;;}76104 Serial 428
b2 278-T0-C1229736-VIO Serial 1931
b7E
Details: ; Internal Investigations Section (IIS) received
an EC from Division dated 10/03/2006, reporting a possible

IOB error. Based upon a review of the referenced EC it is the
I1IS’s opinion the incident described therein is indicative of a
performance issue. Therefore, no internal investigation will be
conducted by the IIS and this matter is being relegated to the
NSLB for whatever action they deem appropriate.

*
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Persocnal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS|

Approved By: Miller David Ian Ei;aﬂ1

Drafted By:

Y
2
(O

Case ID i#: (U) 263-HQ-0-U - 635 (Pending)

-]
1’

RN

P
Al
)

@)
B

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3128 ,
0GC/IOB# 2007: b2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.
m - )&{  perived 3
D 8ify On: 17

Enclosure(s): (U} 278-HQ-C1229736-VIO Serial 1716

Reference: (U) 278-HQ-C1228736-VIO Serial 1716
' 274 }76104 Serial 428
278-HQ-C1228736-VIO Serial 1931

Details: (U) Upon review of Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
gsupervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. 1IIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0OGC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

M/zoszou'i

NSL VIO-1171
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U.S. Departme  of Justice

Office of the Inspector General

Washington, 1.C. 20530

DATE: January 25, 2007

TO: Kenneth W, Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Co.n.n.la.i.n.r_N.n_.’m(\7002556
56 Subject:

570 b% Division
b7E FBI No. 263-0-U-635
CMS No. 3128

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency’s policy
and regulations. A copy of your findings and/or final action is not required by the
0IG.

This matter is referred to vour agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

[]

This complaint will be investigated by the OIG.

L]

IMPORTANT NOTICE

Identifying information may have been redacted from the attached OIG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an OIG Report/Referval or to the identities of complainuants or witnesses, and that, in all

cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1172
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CIG - INVESTIGATIONS DIVISICN - Complaint Form b7E 0IG NO. 689-2007-002556-M
M N
Received Byj | Date Received: 12/22/2006 How Received: A
SUBJECT[7 | SSNO:
Title: SSA Pay Plan: D.O.B.:
Component: FBI EQOD Date: Alien No.:
Misc: F.B.I.No.:
Home : B.O0.P.No.: hé
Phone: () - ZIP: D/L No.: BIC
- a6 A
Work: , , Ciferses: 689 .,
Phone: (202) ZIP o
COMPLAINANT : | SSNO:
Title: SSA Pay Plan: D.O.B.:
Component : FBI E0D Date: Alien No.:
Misc: F.B.I.No.:
Home : I B.C.P.No.:
Phone: () ZIP: D/L No.:
Work: , ,
Phone: (202) ZIP: )
Contidential: Revealed: Authority: none
e L I
Details:
, b2
:Ifhe FBI provided informaticon regarding a potential 10B matter (2007{:
b2
1 1
fetermined | |disconnected g
was ceased immediately. =
FBI/CGC determined that this matter must be reported to the IOB.
ALLEGATIONS: 689 1IOB Violation
Occurrence Date: 09/27/2006 TIME : b2
(.ITf:l I g 21D:
L N G | T
DISPOSITICN DATA: Disposition: M Date: 12/22/2006 Approval: PCWELL, GLENN G
i
Referred to Agency: ©BI Date Sent: 01/24/2007 Component: FBI

Patrict Act: N Civil Rights: n

Sens:tive: N Whistleblower: N

Component Numker: 263-0-U-635

Consolidated Case Number:

Remarks:

container at OIG/INV. (stp)

1/25/07: Sent to Kaiser/FBI. (stp)

Predicating material contains classified information which will be

maintained in a secure

Page 1 ot 1
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FD-962 (Rev. 03-21-2005)

S ET
FEDERAL BUREAU INVESTIGATION

Precedence: ROUTINE pate: 09/07/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
Attn: CDC
~ From:
b2
b/E Contact: SA|
b6

w7 Approved By:

Drafted By:
[ TR ) - .(
Casgé ID #: ZB(» 278-HQ-C1229736-VIO ’x{fhf i
Title: (U) SA D6
SSA p7C
INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR
1S R
m Synopsis:- )XQ To report possible I0B error.
I mm-)ﬁﬁ Dert From—+—G-3
Dec Y X1
Details
(s) 1
(s) 2
im"“bl ) 3. Possible IOB Error:
o3¢
B7C s
o)
M7 £%;>4. Description of IOB Error (including any reporting
“delays}

(S)

(PP Ol
S( Mo @ Dyl s~ >\
% , oilodf2, NSh VIO-1174
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SEégET
b2

To: Inspection From: | b7E

Ret 278-HQ-C1229736-VIO, 09/07/2006

n7N
) This NSL was served on which subseguently :i“
provided toll records for this telephone number to e

I:s:l —Dharkodan. which then forwarded the results of the NSL tol I iR

CX)' Ipivision received the 1

captioned NSL toll records| | Upon_initial o

review of the first-page of the toll record documents, sa| | bf
determined that the subscriber was not that of the Captioned 077 C

[8) Subiject and subseguently determined that the records were for b2
1 | which was the number reguested, but b7E
iSj’””wrhnr the trne mumber that should have been requested 7L

tsﬁ.m

(&)

c53””

?%? In review of both the NSL requesting EC and the NSL T
Lietter it was determined that the correct number was listed -O,E

within the body of the reguesting EC, but had been incorrectly bl
annotated in tff 'Enclosure' paragraph of the requesting EC, and on

:}Qi This FD-962 serves as a record that the information 57D
contained’withi b7l

181

"hin the NSL toll..records provided ere not .
reviewed nor analyzed, no information from these records was bl
recorded or indexed in any database, and that the toll record b2
information was not uploaded | | b7E

I ] database.
Per instruction from the CDC, | ” b2
Division, on 09/07/2006, SA | Bestroyed all the original NSL b7E
toll records provided| ]  pe
This process was witnessed by SA| || This EC also certifies that NG
no other copies of these records were produced nor maintained. E#B
et

SECRKT
2
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To: spection From: | | O7E
(M Rew - ¢ 278-HO-C1229736-VIO, 09/07/2006 '

LEAD (s) :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)
GENERAT, COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*"

SEC\R}\
3
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(Rev. (11-31-2003)

sz

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/11/2006
To: tn: SAC Ll
ASAC |
ssa |
b2 SA
»TE Counterterrorism Attn: AD
o Inspection Attn: Internal Investigative Section
b7C Attn: Room 11865

From: Office of the General Counsel
NSLB/CTLU II/1/1X-1 38-100
Contact: AGC

Approved By: Thomas Julie F (ﬁ;

?{25 )‘Z///éc.

Drafted By:

(T} case ID -#: ><) 278-HQ-C1229736-vIo— [4({

() T1t1e>§i INTELLIGENCE OVERSIGHT BOARD
MATTER 2007{ ] b2
() o -Synopsisse :)éi It is the opinion of the Office of the General

Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (IOB). OGC will prepare and
deliver the necessary correspondence to the IOB.

(U) Deri [} -3
Dec Y Oon: bl
Reference: {S)
(U)o o S DS TR B CIEAXTTIC - V30 el (757
(- - Details:. .- K By electyanic sommunication (EC) dated
09/07/2006”, th Field Office [ ]

requested that OGC review the facts of the captioned matter
and determine whether it warrants reporting to the IOB. In
our opinion, it does. Our analysis follows.

approved a National Security Letter (NSL) seeking subscriber '

/
. ‘{ a ot
0/G/D0J REVIE | DATE e 4 L
FBI INVESTIGATTorm——— Aprc NSL VIO-1177

0iG/DOJ INVESTIGATION: L/
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To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/11/2006

information and telephone toll records of a certain telephone
number. Due to a typographical error, the telephone number on
the NSL was erroneously transcribed.® On 08/31/2006, the
telephone records were opened and it was determined that they
were not the target's records. The correct telephone number
was listed within the body of the requesting EC, but it had
been incorrectly annotated in the "Enclosure" paragrap -he
requesting EC, and on the NSL letter to the provider.

D
LN

did not review or analyze the records submitted by b7E
in response to the NSL, and no information from those b7D

records was recorded or indexed in any database.

(U) The President, by Executive Order 12334, dated
12/04/1981, established the President's Intelligence Oversight
Board (PIOB). On 09/13/1993, by Executive Order 12863, the
President renamed it the Intelligence Oversight Board (IOB)
and established the Board as a standing committee of the
President's Foreign Intelligence Advisory Board. Among its
responsibilities, the IOB has been given authority to review
the FBI's practices and procedures relating to foreign
intelligence and foreign counterintelligence collection.

(U) Section 2.4 of Executive Order 12863 mandates
that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistart
Director, Inspection Division (INSD), and the General Counsel,
Office of the General Counsel (OGC), respectively) report to
the IOB intelligence activities that they have reason to
believe may be unlawful or contrary to Executive Order or
Presidential Directive. This language has been interpreted to
mandate the reporting of any violation of a provision of The
Attorney General's Guidelines for FBTI National Security
Investigations and Foreign Intelligence Collection {NSIG),
effective 10/31/2003, or other guidelines or regulations
approved by the Attorney General in accordance with EO 12333,
dated 12/04/1981, if such provision was designed to ensure the
protection of individual rights.

(U} Violations of provisions that merely are
administrative in nature and not deemed to have been designed
to ensure the protection of individual rights are generally

' (U) In order to avoid any further dissemination of this

incorrect telephone number, the number is not being listed in

this document.
e

2
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To: From: Office of the CGeneral Counsel b7E
Re: 278-HQ-C1229736-VIO, 12/11/2006

not reported to the IOB. The FBI Inspection Division is
required, however, to maintain records of such administrative
violations for three years so that the Counsel to the IOB may
review them upon request. The determination as to whether a
matter is "administrative in nature" must be made by OGC.
Therefore, such administrative violations must be reported as
potential IOB matters.

---- o NSLs are a specific type of investigative tool

that allows the FBI to obtain certain limited types of

information without court intervention: (1) telephone and
email communication records from telephone companies and
internet service providers (Electronic Communications Privacy

Act, 18 U.8.C. § 2709); (2) records of financial institutions
(which is very broadly defined) (Right to Financial Privacy
Act, 12 U.S8.C.§ 3414{a)(5)(A)); {(3) a list of financial

institutions and consumer identifying information from a
credit reporting company (Fair Credit Reporting Act, 15

U.S.C.8§ 1681lu{a) and (b)); and (4) full credit report in an
international terrorism case (Fair Credit Reporting Act, 15
U.S.C. § 1681v). NSLs may be issued in conformity with

statutory requirements, including 18 U.S.C. § 2709. NSIG,
section V.12.

In this situation, due to the incorrect nunber
stated in the NSL, the FBI received telephone toll billing
records pertaining td a telephone number that was neither
under investigation nor related to an investigation.
Therefore, the information was improperly collected, although
unintentionally so, in violation of the NSIG and ECPA.

(U) Here, the target's rights were not violated
because he was not the subject of the improperly collected
information. It is unknown whether the erroneous information
received pertained to a United States Person, inasmuch as
there has been no review of the information. Nonetheless,
based upon the fact that information which may be about a USP
was improperly, although inadvertently, collected, and in
accordance with the reporting requirements of Section 2.4 of
Executive Order 12863, OGC will prepare a cover letter and a
memorandum to report this matter to the IOB.

SECRET
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SECRET

To: From: Office of the General Counsel
Re: 278-HQ-C1229736-VIO, 12/11/2006

LEAD(s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.

Set Lead 2: (Information)

COUNTERINTELLIGENCE

AT WASHINGTON, DC

(U) For information.

Set Lead 3: (Information)

S— bLTE
l _lOffice should contact bTD
and ask whether the improperly or unintentionally acquired
information should be returned or destroyed with appropriate
documentation to the file.

cc: Ms. Thomas
o
b7C

I0B Lipbrary

‘e

SECRET

4
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December 11, 2006

BY COURIER

Mr. Stephen Friedman
Chairman

Intelligence Oversight Board
Room 50209

New Executive Office Building
72% 17" Street, Northwest
Washington, D.C.

Dear Mr. Friedman:

Enclosed for your information is a self-explanatory
memorandum entitled “Intelligence Oversight Board Matter 2
2007 U 2

The memorandum sets forth details of investigative
activity which the FBI has determined was conducted contrary to
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations and/or
laws, Executive Crders, or Presidential Directives which govern
FBI foreign counterintelligence and international terrorism
investigations. This matter has also been referred to our
Internal Investigations Section, Inspection Divigion, for a
determination of whether any administrative action is warranted.
(U)

Enclosure

1 - 278-HQ-C1229736-VIO - ' |

Deri rom: G-3
De ify Omnx 5X1

SERREL

NSL VIO-1181
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Should you or any member of your staff require additional
information concexning this matter, an cral briefing will be
arranged for you at your convenience. (U)

Mr. Stephen Friedman

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
National Security Division
U.S. Department of Justice
Room 6150

SBoneT_
NSL VIO-1182
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INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER
SAN FRANCISCO FIELD QFFICE n2
ICB MATTER 2007 uU)

L »”&ﬁ The Federal Bureau of Investigation ("FBI") has
determined that in cnnducting al_

I the FBI improperly used a National Security
Letter (NSL)to obtain subscriber information and telephone toll
billing records on a telephone number which was not related to
the investigation. The overcollection was due to a mistake in
the NSL in identifvipng the telephone numbher| ]

| of The Attorney

General's Guidellines for FBI National Security Investigations and
Foreign Intellicence Collection (NSTGY * Tn thig remard An

Lr' [TSsued & National Security Letter [NSL) pursuant to
the Electronic Communications Privacy Act, 18 U.S.C. § 2709, to a
telephone carrier for the telephone subscriber and toll billing
records of a telephone number intended to be identified as that
of the target. Instead, cne of the numbers within the telephone
number was incorrectly written; thus, the information returned
from the carrier was subscriber information and the telephone
toll billing records of a wholly unrelated telephone number. The
error was discovered upon receipt of the information, and the
records were not reviewed

Deriv T G-3
De §sify on:
SECRET
nor used for any investigative purpose. Despite the inadvertent
nature of the mistake, the fact remains that information was
improperly collected on a telephone number unrelated to an
investigation. Thus, the matter is being reported to the IOB.

) l

SE( ?RE‘T
NSL VIO-1183
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(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Invegtigations Secition. TPU. RBoom 3041
Contact: CRS

b6 Approved By: Miller David IanTXNdﬁbﬂ E%ii
b7C ‘
b2 Drafted By:

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (v INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3135
OGC/IOB# 2007 b2

Synopsis: (U} To report a potential Intelligence Oversight Board
(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (U) 278-HQ-C1i229736-VIO Serial 1757
278-HQ-C1229736-VIO Serial 1914

Details: {U) The Interral Investigations Section (IIS) received

an EC fron| |Division dated 09/07/2006, reporting a
1Y possible IOB exrror. Based upon a review of the referenced EC it
bIE is the IIS’s opinion the incident described therein is indicative

of a perfcrmance issue. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*"”
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(Rev. 01-31-2003)
SE 20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspectiocon
Internal Invesidicationg Section IPII. Rcoom 3041

Contact: CRS

o2 Approved By: Miller David Ian %%étf
b7E
b6 Drafted By:
H? .
p7C Case ID #: (U) 263-HQ-0-U - 637 (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 3135
OGC/IOR# 2007 B
Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) viclation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for

corrective action as appropriate. Case closed at IIS.
(U e
”““"EEQ: Deri m ; =
Dec i n: 7
Enclosure({s}: (U) 278-HQ-C1228736-VIO Serial 1757

Reference: (U) 278-HQ-C1229736-VIO Serial 1757
278-HQ-C1229736-VIO Serial 1914

Details: (U) Upon review of Division’s captioned
h2 report of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations

bIE where deliberate and/or aggravated misconduct is evident.

(U) IIS views this matter as a possible performance
related issue with respect to the employee and respective
supervisor. Therefore, appropriate action relative to this
matter is left to the discretion of the division. TIIS recognizes
and appreciates that this matter was brought to our attention as
required by the revisions mandated by National Security Law
Branch/0GC EC, dated 11/16/2006 (278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+*

W/zonon?
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OIG - INVESTIGATIONS DIVISION - Complaint Form OIG NC. 685-2007-0C2646-M

Received By:r I Date Received: 12/21/2006 How Received: A

SUBJECT : SSNO:

Title: SSA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.No.:

Home : B.C.P.No.:

Phone: {) - ZIP: D/L No.:

wWork: , , Offenses: ©89

rhone: (202) ZIP:

SURBRJECT: SSNO:

Title: SE Pay Plan: D.O.B.:

Component: FBI EQOD Date: Alien No.:

Misc: F.B.I.No.:

Home: B.C.P.No.: joks

Phonetr (7T - ZI1P: D/L No.: b7

Work: , , Offenses: €89 ~

Prnone: (202) ZIP: -

COMPLAINANT : . SSNO:

Title: ATTY Pay Plan: D.0.B.:

Component: FRI EOD Date: Alien No.:

Misc: F.B.1I.No.:

Home:l | B.C.P.No.:

Phone: {) - ZIP: D/L No.:

Work: ,

Phone: (202) ZIP:

Cont:dential: Revealed: Authority: none

" R
Details:
The FBI provided information regarding a potential I10B matter (2007
On 7/31/06] prepared an NSL seeking subscriber information and telephone toll
records. Due to a typographical error, the telephone number on the NSL was erroneously
transcribed; therefore, the telecommunications carrier provided records not associated with
the subject of the investigation. 0o
FBI/OGC determined that this matter does not have to be reported to the IOB. D7E

ALLEGATIONS: 6839 IOB Violation

Occurrence Date 2006 TIME.
CITY: Z1ip:
i J
DISPOSITION DATA: Disposition: M Date: 12/21/2006 Approval: POWELL, GLENN G
r.,T-’-A"'
Referred to Agency: FBI Date Sent: 01/23%/2037 Component:: bz
Patriot Act: N Civil Rights: N Cemponent Number: 263-0-U-637
Sensitive: N Whistleblower: N Consolidated Case Number:

NSL VIO-1186

Page 1 of 2 PrinLeg 01/23/2007 2:50:41
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NS
CIG - INVESTIGATIONS DIVISION - Complaint Form OIG NO. €89 2007-002646-M

Remarks:

1/29/07: Predicating material contains classified information which will be maintained in
a secure container at OIG/INV. (stp)

1/30/07: Sent to Kaiser/FBI. (stp)

NSL VIO-1187
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FD-962 (Rev. 03-21-20U5}

SEék@T//20311017
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/17/2006
To: Inspection Attn: IIS, Room 11861
General Counsel Attn: NSLB, Room 7975
rom:
I [

Contact: SA

bo
n7C Approved By
123
h7E Drafted By:

M) - Case ID #: &) 278-HQ-C1229736-VIO- / % .

Title: (U) SA| i | ]
A/SSA | ;

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

(- - ”synopsi3¢"§é) To report possible IOB error.
Derive : BI G3 97
Declassi s 11
Details:
(s)bl
]S
(s)P7%.
(UJ“'”“"'}>Q: 3. Possible IOB Error:
bl (8)
EUj“""H"":gKK 4. Description of IOB Error (including any reporting delays).

(5} The IOB error falls under "Improper NSL Collection".
(5}_ Division had requested via an approved NSL (serial 438) from
: the following information: | |

7D

bz )

p7E

Te 0s) Division received one packet of results

O [::::::::]Ikxxlloadlng of the information for one target number into

e telephone applications as tasked, FA| noticed
information pertaining to an additional number. FA only loaded

sgbxng/20311017

NSL VIO-1188
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p7C
bz

L7E
[l

b7D

3

SECREMY /20311017 b6

To: Inspection From: b7C
Re « 278-HQ-C1229736-VIO, 10/17/2006

the information for the requested telephone number. FAl hdvised
84::;:::j<3f the additional information. SA[______Jcompleted an
eleéctronic communication (EC) on 09/07/2006, stating additional
records were received that were beyond the scope of the request. The
unrelated records were not uploaded and were destroyed. It should be
noted the additional number information was within the time period
regquested.

(N On 10/17/2006 G contacted and spoke
withl [stated the two ¢ not
related in any way and it was simplv.a .migtake- onjifjf%foffiﬁart to
"sefid the_additional information to iviaion further

advised

SR’R{I‘//ZOBllOl?

2
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To: Jnspection From: h7C
""Re % 278-HQ-C1229736-VI10O, 10/17/2006
LEAD () :

Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U) For action deemed appropriate.
Set Lead 2: (Action)

GENERATL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*”

SEEEEq//20311017
3
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DT SECY
To: From: General Counscl
{1y -~ Re: }\s< 278-40-C1229736-VIO, 11/28/2006
bl
(806
R7C

Jﬂjf————————j FS)I Irmcn‘ved cne package of results
bZ _ FA| lcaded the records]| |

hTE 1 and discovered information pertaining tTo an additional
Be telephone number. The NSL did nol request the toll billing
;J? roacovrds far this additicnal +elenhane number | |
o7C ) 3 d:q
bl not load these additlonal records | ;iEﬁ
BT e .

bfrﬂ R m“w“'&é) FA [::::] notified SA who ‘documenied the

D7C incident in an electronic comrunication dated September 7, 2006.

b2 The unrelated telephone records were not uploaded and

1 .

78 have been destroved.

+*s) A/SSa| | contacted on October 17

jeX 2] ‘?3“2@@6“8ﬂdmadVised them-of--the-additional tClehUHemeLuLd 1 I
viol |advised A/SSA [that the additiona: records wfre
o not related to the. reGuest| nd
pf )’”thﬁt‘“wwmwmw made a mistake when they provided that information.
o ED
W e e ”M”E?{é As required by Executive Crder (E.O0.) 12863
ept. 13 993} and 3ection 2-56 of the National Foreign

intelligence Program Manual (NFPIPM), OGC was tasked to determine
whether the errors described here are matters that should be
reported to the IOB. We believe that the reported activity does
not reguire IOB nctification.

{U) Section 2.4 of E.O. 12863 mandates that the heads
of Intelligence Ccmmunity compcnents report all information to
the IOB that it deems necessary to carry out its
responsibilities, That section requires Inspectors General and
General Counsel of the Intelligence Community to report
"intelligence activities that they have reason to believe may be
unlawful or contrary to Executive order or Presidential
directive." This language has been interpreted to mandate the
reporting of ary violation of guidelines or regulations approved
by the Attorney General, in accordance with E.O. 12333, if such
provision was designed in full or in part to protect the
individual rights of a United States person. This includes

*{LES} In the future, possibie overcollections under NSLs
should be sequestered with the CDC until adjudication of the

potential IOB.
SEEE{T

2
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To: From: (General Counsel

oo
~3 N

1

”Rerw~)g%(\ 278-HQ-C122%736-VIO, :1/28/200¢

violations of agency vrocedures issued under E.O. 12333, unless
they involve purely administrative matters.? For the FBI, OGC
submits reports to the IOB.®

RN

I,__l

NSIG

T T OOTC T IO S g, SCCUICIT Z=0o0 Ul tIe ~rIom ~dentifies as
repcrtable to the IOB unauthorized investigations, the use of
uniawful methods and technigues, exceeding the authorized scope
cof permitted activities, and failing to adhere to minimization
requirements.’

% In this instance, [:::::::]Sougb* information

re’t wana o one telephone number associated with the la

and obtained information beyond the scope of

(31

the request due to an errer © The NSL was property

2 :>§3 See EC frem Inspection Divisien tc ALl Divisions:

Title: " Revised Procedures for the Submission of Reports of
Potential Intelligence Over51c“t Board (IOB) Matters, Case ID #
66F-5Q~-A1247863 Serial 172 at 5-6 (2/10/2005). The FBI is required

fo maintain for three years records cof administrative violations,
Zor possible review by the Counsel to the IOB, together with a copy
of the c¢pinion concerning the basis for the determinatiocn that IOR
rotification was not required. Id. at 6.

See id. at 4.

)

X><

See also id. at 5, identifying reportable matters as
including: (1) activities believed to be unlawful or contrary to
Executive Orders or Presidential directives; (2) syuspected
vioclations of ‘he Congvi+n+ior: (31 [

b1-~|'|

[ 757 1nitiating a

TOrm OI e.ecrLronic surveillance or a search w-thout authorization

from the FISC, or failing to terminate an authorized surveillance

at the time prescribed by the Court; and (6) failing to adhere to

the minimization or dissemination reguirements specified in a FISC
Order.

®>(U) In a letter from the Intelligence Oversight Board to the

FBI's Office of General Counsel, Deputy General Counsel Julie
Thomas, dated November 13, 2006, the IOB "agreed that third part

SE@RQE

3
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To: F'rom: General Counsel

Res.. (%) Z78-H0-C122%736-VI0, 11/28/20C6

prepared and executed by nus, the investigatl
technigue was authorized Zor purposes of E.O. 12333 and t
not be reported to the ICB pursuant te E.O. 12863,

o

errors should be reported to the FBI's Office of Generzl Ccunsel,

but as a matter of practice would not be reportable to the ICB.

Sgékﬁz\

4
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To:l “rom: Generzl Counagl
(W Re "B Z76-HO-C1229736-VI0, 11/28/2006
b2
wTE LEAD(s) :

Set Lead 1: (Info)

(U) Read and clear.
Set Lead 2: (Discretionary)

COUNTERTERRORISM

AT LIBERTY CRCSSING _ONE

(U) For review and action deemea appropriate.
Set Lead 3: (Discretionary)
INSPECTION

AT WASHINGTON, DC

(U) For review and action deemed appropriate.

*"

SE&E{
5
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(Rev. 01-31-2003)
S ET//20320117

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007
To: Attn: SAC (Personal Attention)
D2 From: Inspection
nTE Internal Invegtigations Section, IPU, Room 3041
[oYs) Contact: CRS
niC

Approved By: Miller David Ian gﬁfﬁﬂ
L

Drafted By:

Case ID #: (U) 263-HQ-0-U - 638 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING# 2137 b2
OGC/IOB# 2007

Synopsis: (U) To advise that captioned reporting of potential

Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

sk perivem ¢ ont 20

Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1763

Reference: (U) 278-HQ-C1229736-VIO Serial 1763
278-HQ-C1229736-VIOC Serial 1890

Details: (U) Upon review of Division’s captioned report
52 of a potential IOB viclation, I1S did neot find the matter
e indicative of willful misconduct. IIS only addresses allegations
bTE where deliberate and/or aggravated misconduct is evident.

(U} IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

144




(Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/11/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, IPU, Room 3041

Contact: CRS | I

Approved By: Miller David IanD{,M)[&O ‘d{(

Drafted By:

[OROINS)
Ny -1
()

Case ID #: (U} 278-HQ-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3137 "o
OGC/I0B# 2007 >
Synopsis: (U} To report a potential Intelligence Oversight Board

(I0B) matter to the Office of General Counsel, National Security
Law Branch (NSLB).

Reference: (1) 278-HQ-C1229736-VIO Serial 1763
278-HQ-C1229736-VIO Serial 1890

Details: ternal Investigations Section (IIS) receilved
an EC frontff:fff:fgivision dated 10/17/2006, reporting a
L2 possible IOB error. Based upon a review of the referenced EC it
b7E is the IIS's opinion the incident described therein is
administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*

NSL VIO-1196



DATE:

TO:

FROM:

SUBJECT:

U.S. Departme.  of Justice

Office of the Inspector General

January 26, 2007

Kenneth W, Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

Glenn G. Powell
Special Agent in Charge
Investigations Division

OIG Complaint No. 2007002603
Subject: Unidentified

. We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the

OIG.

[]

FBI No. 263-0-U-638
CMS No. 3137

Washington, D.C. 20530

This matter is referred to your agency for investigation. Please provide the OIG

with a copy of your final report on this matter.

[

Identifying information may have been redacted from the attached QO1G Report/Referral pursuvant to § 7 of the
IG Act or because an individual has (&) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspecter General Act

and the Whistleblower Protection Act.

Attachment

NSL VIO-1197
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OIG - INVESTIGATIONS DIVISION - Complaint Form 01G NO.l 689-2007-002603-M
L R
Received By: Date Received: 12/20/2006 How Received: A
SUBJECT: Unidentitied, FBI SSNC:
Title: UNID Pay Plan: D.O.B.:
Component: FRI EOD Date: Alien No.: i
&
Misc: F.B.I.No.: N
Home: B.0.P.No.: piC
Phore: ZIp: D/L No.: fo Y
Work: Offenses: 680
Phone: ZIP:
COMPLAINANT: | l SSNO:
Title: ATTY Pay Plan: D.0.B.:
Compornient: FBI EOD Date: Alien No.: |
Misc: F.B.I.No.:
Home : __J B.O.P.No.:
Phone: {) - ZIP: D/L No.:
Work: , ,
Phone: (202} Z21IP:
Contidential: Revealed: Authority: none
"
Details: .
. . : . : ¢
The FBI provided information regarding a potential ICB matter (2007[:' b1
|
| | | and on 8/26/06, h2
issued an NSL to a telecommunications provider for records relating to the subject of the b7

investigation. However, the telecommunications provider inadvertently provided the FBI with
records pertaining to an additional telephone number not reqguested.

FBI/OGC determined that this matter does not need to pe reported to the IOB.
ALLEGATIONS: 689 L Viciation

Ccecurrence Date: /2006 DTME
CITY: Zip: b
— - — o 7E '
DISPOSITION DATA: D2isposition: M Date: 12/20/2006 Approval: POWELL, GLENN G
1\/?,1/

Referred tc Agency: ¥BI Date Sent: 01/26/2007 Component: FBI
Patriot Act: N Civil Rights: N Component Number: 263-0-U-638
Sensitive: N Whistleblower: N Consolidated Case Number:

Remarks:

Predicating material contains classified information which will be stored in a secure
container at OIG/INV. (stp)

1/28/07: Sent to Kaiser/FBI. (stp)

NSL VIO-1198

Page 1 ot 1 Printedg 01/26/2007 10:21:20

TE



’

(Rev. 01-31-2003) SH

szdhtg

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 10/03/2006
To: General Counsel Attn: NSLB
Inspection Attn: I1IS
. Counterintelligence Attn: CD-2F, Room 8672
b2 0S/1a]
b7E Attn: CDC
he :
b7C From:

Contact: ©SA
Approved By: Eg"bb

Drafted By: AW AP

Case TN #: (U) 278-HQ-C1229736-VIO (Pendlng)"(

02 (U 2781 lc76104 (Pending) - (-3
b7 (S
bl
Title: (U) CTENTIAL TOB METTER INVOLUING
joXa) SA
n7C S53
7D Synopsis: (U) IOB reporting of carrier error

in regard to an NSL.

Reference: (U) Telcal with CDC on 10/03/2006.

tUJFDORDétéiIS¥“;>§i The following information is being provided jn
p7Cresponse the quarterly EC from CDC
requesting Intelligence Oversight Board Teporting be DBrought
to the attenticn of OGC and Inspection Division.

(S)

R TR IF M;}ﬁ??’@k? SEEREEL
L e ofo40]
\ L

6 c,
oA ;
| 7 NSL VIO-1199




b2‘ SES%ET

b7k To: General Coiinsel Fraom:
ol Re: (S) , 10/03/2006
A

(SRR |

b6

b7C

b2 (

X initially requested NSL s i
P78 foll billing information for a telenhone numher

r______J}Q__Eﬁﬁ§d_Qn_Lhe_infQImaLiQn_QhLained_fxnm_Lqat
NSL,

l:S:I _Atter| Ireceived the results of that snbscriber NSI. fram

learned. that| I had included subscriber information
iS?‘”‘for a telephone number that was not asked for. Consequently,
this telephone number and associated subscriber information

E% [_haxg_n?t been uploaded and no record of them exist within ACS.

i moaintaininag +tha »ocoeilbe AF bt e ooae i) o NOT

b7E

7 in a 1A envelope in the case file.

}J"C learned of[ lmistake after viewing
}3/5”3 . therefore, it is

€1ng reported within the mandatory l4-day reporting period.

sh\m

NSL VIO-1200



bl
b2
b7E

b2

b7E AT

Sﬁékﬁ?
To: General Counsel From: I |

Re: (8) 10/03/2006

P o5

LEAD(s) :
Set Lead 1: (Action)
GENERAL COUNSEL

AT WASHINGTON, DC

(U) Information 1is being provided to NSLB for
whatever action is deemed appropriate.

Set Lead 2: (Action)
INSPECTION

AT WASHINGTON, DC

(U) Information is being provided to IIS for
whatever action is deemed appropriate.

Set Lead 3: (Info)

COUNTER INTELLIGENCE

AT WASHINGTON, DC

(U) At CD-2F: Read and clear.

Set Lead 4: (Action)

(U) Information is being provided to CDC for
whatever action is deemed appropriate.

P M A T L ks Yt 8 A A S M R KL Y

B L LS R N e L L e T

.

124

| Eaad e e e

B bt s e e

SEBEE{
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{01/26/1998)

s EERET

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/05/06
To: Attn: SAC, CDC
Counterintellicence Attn: CD-2F, Room 8672
oY, Inspection Attn: I1S
biE From: General Counsel :
Do National Security Affaixs/Room 7%74
b7C» Contact: Julie F. Thofas
Approved By: Thomas Julie T
Drafted By:
Case ID #: (U) 278—HQ=C1229736—VIO'*'/?qzﬂ
(Uy  278[JC761i04 ~
(s)
bl
EU3~ww"Title:mwu§%< POSSIBLE INTELLIGENCE OVERSIGHT RZBOARD MATTER
(1) - SynopsiSfm;)ﬁ( It is the opinion of the Cffice of the General
Counsel {OGC) that no errcr was committed in this matter, and
therefore nothing need be reported to the IOB. A record of this
decision should be maintained in the investigation control file
for review by the Counsel to the ICB.
(U) Deri L from—~"G-3
Dec ify Om 1
(- Reference-:—»w)}é 278-HQ-C1229736-VIO-1787
Details: {S)
“
1
SECRET
CIC/DOJ REVIEW
FELINVESTIGAT!

OI/00J INVESTIGATION: ' NSL VIO-1202
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. SECRET
g0 i

EU?”~WIQ: From: General Counsel
Re: 278-HQ-C1229736-VI0O, 12/05/C6

[fol

bo

pI7C
¢9%p1 ZéQ initially requested NSL subscriber and toll
l-qu"l billino information for a televhons numher
b6
o7C (X_Rased unan rha information obtained from thar Mol

[5) \ 8

bl L1 Arter viewingl .
o) ) —Jlearned that
NTE | | included subscriber informatiog for a telephone
n70 number that was not asked for. Consequently, this telephone
o number and associated subscriber information have not
uploaded and no record of them exists within ACS. [:::ﬁfffis

maintaining the results of this particular NSL (including the
tSJ». incorrectlv provided subscriber information]

| | | in a 1A envelope
1n the case file. ‘

73* This NSL was issued during & leci-imate
(S

o , =

| This erroneous
b7D telephone number and assoCTETET SUDSCTIDETr 1ntormation have not
been uploaded and no record exists within ACS.

(U} Section 2.4 of Executive Order (E.O.) 12863,
dated 09/13/1993, mandates that Inspectors General and General
Counsel of the Intelligence Community components {in the FBI,
the Assistant Director, INSD, and the General Counsel, 0GC,
respectively) report to the IOB “concerning intelligence
activities that they have reason to believe may be unlawful or
contrary to Executive order or Presidential directive. This
language was adopted verbatim from E.O. 12334, dated 12/04/1981,
when the ICB was known as the President's Intelligence Oversight
Board (PICB). By longstanding agreement between the FEI and the
IOB, this language has been interpreted to mandate the reporting
of any viclation of a provision of The Attorney General's
Guidelines for FBI National Security Investigaticns and Foreign

sscm
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| sachvr\
b7E 10! General Counsel

EUJ;?Q

From:

‘Rew- &) 278-HQ-C1229736-VIC, 12/05/06

Intelligence Collection (NSIG), or other guidelines or
regulations approved py the Attorney General in accordance with
E.O. 12332, dated 12/04/1981, if such provision was designed in
full ox in part to ensure the protecticn of the individual rights
of U.S. persons. On 3/28/2006, NSLB sent a letter to the Counsel
for the I0B reguesting theilr concurrence to treat these third
party errors as nomn- reportable, though we will require the field
to continue to report any improper collection under an NSL as a
votential IOB matter. By letter dated 11/13/2006, the Counsel to
the IOB agreed that third party errors in the collection of
information pursuant to an NSL must be reported to OGC, but are
not repcrtabkle to the ICOB.

X) Here, an error on the part[gﬁ B

resulted in the unintentional acquisition of

1niormation. It should be noted that the FBI's response in

receiving the unsclicited materi as commendahle Ihon viewing
S - . Iprov1aed and

reailzlrg that subscriber 1nformation for a telephone number that
was not been asked for had been 1nc11..ded,I:jjhas maintained
the results in a 1A envelope in the case file, and no results of
tnis NSL have been uploaded and no record exists in ACS.

-~}§} Based upen our analysis, the carrier's mistake is
not reportable to the IOB as the FBI has not acted unlawfully or
contrary to Executive Order or Presidential Directive.

SEC\R&'\
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iy To: From: General Counsel
Re><\ 278-EQ-C1229736-VI0, 12/05/06

Set Lead 1: (Action) b2
b7E
|
§) Return | bl
| and  y7p

arrange for delivery of correct informaticn
in response to previously issued NSL.

Set Lead 2: (Info)

CCUNTERINTELLIGENCE

AT WASHINGTON, BC

(U) Read and clear.
Set Lead 3: {Info)
INSPECTION

AT WASHINGTON, DC

(U) Read and clear.

1-Ms. Thomas
]

bo 1

n7C 1-I0B Library
*

SEc}r
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{Rev 01-31-2003;

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLB
From: Inspection

Internal Investigations Section, TPU, Room 3041
Contact: CRS

Approved By: Miller Davia Tar{zgl|

Drafted By: [&M
Case ID #: (U} 278-1Q-C1229736-VIO (Pending)
Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER

INSD/IIS TRACKING# 3154
OGC/I0B# 20071 | D2

Synopsis: (U} To report a potential Inteiligence Oversight Board
(IOB) matter to the Office of General Counsel, Naticnal Security
Law Branch (NSLB).

Reference: () 278-HQ-C1229736-VI0O Serial 1787
27 76104 Serial 436
278-HQ-C1229736-VI0O Serial 1892

Details: (U) The Interral Investigations Section (IIS) received
an EC from[____ Division dated 10/03/2006, reporting a possible
IOB error. Based upon a review of the referenced EC it is the
iIS’s opinion the incident described therein is administrative in
nature. Therefore, no internal investigation will be conducted
by the TIS and this matter is being relegated to the NSLB for
whatever action they deem appropriate.

*

NSL VIO-1206
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007

To: Attn: SAC (Personal Attention)

From: Inspection
Internal Investigations Section, IPU, Room 3041

Contact: CRS

Approved By: Miller David Ian??ﬁzﬂ

Drafted By:

Case ID #: (U) 263-HQ-0-U - 643 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKING#H# 3154

occ/roB# 2007 | B

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Section (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

e >g< Derive . -
Decl ity On: 07

Enclosure(s): (U)y 278-HQ-C1229736-VIO Serial 1787

Reference: (U) 278-HQ-C1229736-VIO Serial 1787
278[_1C76104 Serial 436
278-HQ-C1229736-VIO Serial 1892

Details: (U) Upon review of Division’s captioned report
of a potential IOB violation, IIS did not find the matter
indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

{(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

;;;Eﬁ;;//zo320117

NSL VIO-1207
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{Rev. 01-31-2003)
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/09/2007
To: Counterterrorism Attn: SSA
) ITOS I, CONUS I, Team 3
.-’}:.
vInspection Attn: IIS
Office of General Counsel Attn: UC NSLB

v

e

. i, NS
From: | SN ! ’{
Legal Unit -

b2 Cpntact: CDC
D7E
“' " Approved By:
bé
p7C Drafted By:
7 0
Case ID #: (U) v278-HQ-C1229736-VIO ~ (None)
{(U) —278 C7e104 ANENVAT /W
hl (8)
(U ””“”Titleem-Exé INTELLIGENCE OVERSIGHT BOARD

b2 MATTER 2007{:::::]

Synopsis: (U) Newark response to and compliance with FRIHQ EC
to Newark, dated 12/13/2006.

(U) Deriv T G-3
Dec ify On:
IR

L2 Administrative: (U) Reference EC to FBIHQ, dated
b7E 10/3/2006; FBIHQ EC tol Teq 12/13/2006.
ol
Enc ¢ {8)

Details: (& Via referenced 10/3/2006 EC,[  lreported a
potential TOB violation conciatrinsl ]

8)

bl

>
;

g e

b"i’?
Ly ™}

A\

SQQFET

NSL VIO-1208
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, b2
To: Counterterrorism From;: E:l

Re: (U) 278-HQ-C1229736-VIO, 01/09/2007 o/

[

(53

I Jcontacted the carrier and learned
that the subject had discontinued service| J and
the number had been reassigned to another costomer |

(Slo1 coverage was_immediately discontinued. I

Ly was removed| and sequestered with
P7F CDC.
Via BEC dated 12/13/2008. OGC ot a 1pad for to
(8] forward] o
ITOS1

sﬁbagi\
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SECRIC

To: Ccunterterrorism From:
Re: (U) 278-HQ-C1229736-VIO, 01/09/2007
LEAD (s) :

Set Lead 1: (Action)

COUNTERTERRORISM

AT WASHINGTON D.C.

| I

Set Lead 2: (Info)

GENERAL COUNSEL

AT WASHINGTON, DC

(U} Read and clear.
Set Lead 3: {Info)
INSPECTION

AT WASHINGTON, BC

(U} Read and clear.

*

SE?REQ
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Vesssftiingron, L2070

DATE: February 2, 2007

TO: Kenneth W. Kaiser
Assistant Director
Inspection Division
Federal Bureau of Investigation

FROM: Glenn G. Powell
Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002756

Subject:[ et al.

[ | Division b6
FBI No. 263-0-U63__ b7C
CMS No. 3154 (43 b2

b7E
We consider this a management matter. The information is being provided to you
for whatever action vou deem appropriate in accordance with your agency's policy
and regulations. A copy of your findings and/or final action is not required by the
OIG.

1 This matter is referred to your agency for investigation. Please provide the OIG
' with a copy of your final report on this matter.

Lj This complaint will be investigated by the OIG.

IMPORTANT NOTICE

Identifying information may have been redacted from the attached O1G Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. {f'you
believe that it is necessary that redacted information be made available to your Agency. you may contact the
Assistant Inspecter General for Envestigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in alt

cases. complainants and witnesses are entitied to protection from reprisal pursuant to the Tuspector General Act
and the Whistleblower Protection Act.

Attachment

NSL VIO-1211




0IG - INVESTIGATIONS DTVTZION

Ceorplaint Form.

b2

01IG NO. 68

o0
[Ne)

ceived By:

Date Recelved:

12/26/2008 How Fecelved:

A

SUBJTECT |

Tizls: SA

Componsent :

FRBT

Misc:

F.B.1.No.:
B.0.P.No. .

/L Mo,

Z1F:

Qffences:

SER

Paw Plan:

FOT Date:

Phene: {1
HWork:
Phene:

' r

(202}

)
—
‘U

F.

[¢5]

RN/ No.:

O
th
—h
]
i
=
mn
T
o
3
[or]
[V

jay]
—
e

COMPLATINANT :
Tirle: SSA
Component :

“BI

Pay Plan:
EOD Date:

Misc:

Home

Thonre: )

HorK

’ 1
Yherne: (202}
Cernifidential:

A

[SN]
P
bl

o oty ke
= o
. i
Mot

OB,

/L

Revealed:

Letalls:

Security Letter (NSL)
an FB1 investigation.

on a
Tn r

copense

‘nfermation received from the FBI/INSD reporting a pobential
interception of unauthorized information.

ICB 20

Faginor ity

ncne

ICB matter involving the

c7-

scope of the NSL. The FBI,

Division seque

ol orroe

Ceneral

Ccunse’

stered the content informaiicn.

that this metter need nol

During an authorized investigaticn, the FBI,l lDivision properly served a Naticnal
mmunicaticn provider for information relating to the target of
the F31 unintentionally obtained information beyvond the

e repori

~

L7E

ALLEGATTONS :

Violation
/2006

CITY:

TIME:

State:l I

Zip:

L

2TSPOSITION DATA:

Disposition: M

kefcrred Zo Agency:

Fatriol AL N

Sensitive: N

N Conso:id

Date: 12/20/2006

srte Ssnto

N Component Humber:

Component :

Approval: POWELL, GLENN G
\"fz(
FBI

263-0-U-463, 3154

ted Case Numbher:

NSL VIO-1212

Primteaed N1/731 77007 1

21
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G - INVESTTIGATTONS DIVISTCN - Complaint Form

OTG NO.

689-2007-002

-

O
™o

matrer,

sredicating material ‘contains classified irnformation that
container within CIG/INV/HG.

will be

stored in

a

242707 - Sert to AD Kalser, FEBI/IND.  {yhti
NSL VIO-1213
Pace Z ci 2 Dyimbad N1 /2773007 1.2 .90



FD-932 (Rev. 03-21-2005)

SEC
FEDERAL BUREAU OF INVESTIGATION

7

Precedence: ROQUTINE Date: 10/21/2006

To: Inspection Attn: TIIS, Room 11861

General Counsel Attn: NSLB, Room 7975

From:

Contact:

Approved By:

o)
b7E
bo
b7C Drafted By:
(W)~ case-ID-#: (X 278-HQ-C1229736-vIO ~ |3 Ol |
' Title: (U) -

INTELLIGENCE OVERSIGHT BOARD (IOB) ERROR

(I - Synopsi54m>ﬁ< To report possible IOB error.

From : G-

LR Declassi < 17/2031
Details:
]
(s) 1. I —————————-|
Lo
p7C
b1 (8 2.
tthmmmiyzi 3. Possible IOB Error:
(S)
bl
tijmm>gQ 4. Description of IORBR Exror {including any reporting delays) .
(s)] |
be
b7C
bl
- > B spgET
4, i ;L . - ; ..a/'55;
b6 41 a0 0007 NSL VIO-1214 o
[ :




S SECRET
b7E
To: Ingpection From:
iU:'""""Re:~~>(>{ 278-HQ-C1229736-VIO, 10/21/2006
bl
b6 .
b7Ci)
W - %) 0op 10/13/2006 |
bo determined that
b7 The content oI the e-malil messages w?g_;ggludgd]with the header and
B2 footer information. _TFQO advised SRA of the situation.
; Contact was made witI:TAssociate Division Counsell::
bE | | who provided details on how to report the incident and handle
the material.
(U) There were no reports written or leads set as a result of
. obtaining these records. Efforts are currently underway to separate
b2z the header and footer information from content. The original disk
b7E  will then be forwarded to | Chief Division Counsel or FBIHQ
as directed.

SEC\NQ
2
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Re: . I 278-HQ-C1229736-VIO, 10/21/2006

SE&«F{ '

To: Inspection From:

LEAD (s) :
Set Lead 1: (Action)
INSPECTION

AT WASHINGTON, DC

(U} For action deemed appropriate.
Set Lead 2: (Action)

GENERAL COUNSEL

AT WASHINGTON, DC

(U) For action deemed appropriate.

*

SECRET

NSL VIO-1216



(Rev. 01-31-2003)

SEEREQ\

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 12/13/200¢
To: Attn: SAC
cDC
Counterterrorism Attn: IT0CS L, CONUS 3,
Inspection Attn: TI1IS
N From: OQOffice ¢f the General Counsel
DT NSLB/CTLU1/LX1 Room 338119 _
16 Contact: UCl
L7C -Approved By: Thomas Julie F L)
Drafted By:
. _ 899
() -case ID #7 278-HQ-C1229736~-VIO™ (Pending)
- Title;ww>ﬂg INTELLIGENCE OVERSTGHT BOARD
MATTER 2001 Ds
innuw"Synopsisf“;>%3 It is the opinion of the Office of the General
Counsel (0OGC) that this matter is not reportable to the
Intelligence Oversight Board (IOB). Rather, 1t should be

maintained in the control file for periodic review by Counsel to
the IOB. Our analysis follows.

EU} - ““RéfGIéHCETW”)X( 278-HQ-C1229736-VIO serial 1806
U%_Wvagtailgzw;>ﬁg The referenced serial from requested that
t the facts of the captioned matter and determine whether

h2  OGC revie
HTE it warrants reporting to the IOB. As explained below, in our
opinicn, the FBI is not required to report this matter to the IOB.

(\S\ Pursuzsnt to anthorized ryolimimas, o JH) —

bl 1 H

1o EEXYIEN I |

: . a National
b7CIE) FoeTur=ty LeTTer (NGL)  for] |e—mail account
requesting electronic communications transactional information.

NSL VIO-1217
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SE}E.Q

To: From: ©Office cf the General Counsel
Re: 278-UQ-C1229736-VIO, 12/13/20C¢

Jpon viewing the information provided:___l in respcnse to the
NSL, | |[determined that the content of the e-mail
messages was included with the header and footer information. TFO
advised SRA| | of the situation. Contact was made with

hAssociate Division Counsel [ lvho provided
details on how to report the incident and handle the material.

oo
VI

@

o)

T m

(U} There were no reports written c¢or leads set as a
result of obtaining these records. ©c=fforts are currently underway
to separate the header and footer informaticn from content. The
oricinal disx will then be forwarded to the Chief Division
Counsel or FBIHQ as directed.

o
-~
3

(U) The President, by Executive Order 12334, dated
12/C04/19€1, established the President's Intelligence Oversight
3card (PIOB). On 09/13/1993, by Executive Oracer 128€3, the
President renamed it the Intelligence Oversight Becard (IOB) and
established the Board as a standing committee of the President's
Foreign Intelligence Advisory Bocard. Amcong 1ts responsikilities,
the IOB has been given authority to review the FBI’'s practices
and procedures relating to foreign intelligence and foreign
counterinteliigence collection.

~{U) Section 2.4 of Executive Orcder 12863 mandates that
_nspectors General and General Counsel c¢f the Intelligence
Community components (in the FBI, the Assistant Director,
Inspection Division (INSD), and the General Counsel, Office of
the General Counsel (0GC), respectively) report to the IOB
intelligence activities that they have reason to believe may be
unlawful or contrary to Executive Order or Presidential
Directive. This language has been interpreted to mandate the
repcrting of ary vioclation of a provision of The Attorney
General's Guidelines for FBI National Security Investigations and
Foreign Inteljligerce Collection (NSIG), effective 10/31/20603, or
other guidelines or regulations approved by the Attcrney General
in accordance with EO 12333, dated 12/04/1981, if such provision
was designed to ensure the protection of individual rights.
Violations of provisions that merely are administrative in nature
and not deemed to have been designed to ensure the protection of
individual rights are generally not reported to the IOB. The FBI
Inspection Division is required, however, to maintain records of
such administrative violations for three years so that the
Counsel to the IOB may review them upon request. The
cdetermination as to whether a matter is "administrative in

ss&s{
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s\fxga'r
o From: Office of the General Counsel
Re: 27&-HQ-C1229736-VIO, 12/13/200¢

nature" must be made by 0OGC. Therefore, such administrative
viclations must be reported as potential ICB matters.

m”m”:}gi; NSLs are a specific type of investigative tool that
al_ows tHe FBI to obtain certain limited types of information

without court intervention: (1) telephone and email cormunication
records from telephone companies and internet service providers
(Electronic Communications Privacy Act, 18 U.S.C. § 2709); (2)
reccrds of financial institutions (which is very broadly defined)
(Right to Financial Privacy Act, 12 U.S.C.§ 3414(a)(5)(A)); (3) a
list of financial instituticns and consumer identifying
information from a credit reporting company {(Falr Credit Reporting
Act, 15 U.S.C.§§ l68lu(a) and (b)); and (4) full credit report in
an internatlonal terrorism case (Falr Credit Reporting Act, 15
U.s.C. § 1681v). NSLs may be issued in conformity with statutory
reguirements, including 18 U.S.C. § 2709. NSIG, section V.12.

e s Here, during an authorized investigation, the FBI
properly served an NSL on an electronic communications service
provider. In response to the properly served NSL, the FBI
obtained ,“formatlff ?ffffd the scope of the NSL (ema:il content
information). FBI| identified the prcpblem, and properly
sequestered the email content informaticn. There were no reports
written or leads set as a result of tThe email content
information.

{J) Based upon these facts, in acccrdance with the
Terms implementing the reporting requirements of Section 2.4 of
EQ 12863, it is cur opinion that this error is not reportable to
the IOB. A record of this decision should be maintained in the
control file for future review by the Counsel to the IOB.

(U) should contact the carrier and ask whether
the improperly or unintentionally acquired information should be

or destroyed with appropriate documentation to the file.
should rnot view any content information but should
Tequest

the carrier to provide only that information authorized
by law.

sEdNgT
3
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SEEF{T

To: | From: Office cf the General Counsel
278-HQ-C1229736-V10, 12/13/2006

=
6]

LEAD (s) :

Set Lead 1: (Info)

{U) should contact the carrier and ask whether the
impreperly or unintentionally acguired information should be
returned or destroyed with appropriate documentation to the file.

Set Lead 2: (Info)

COUNTERTERRORISM

AT WASHINGTON, D.C.

(U} For information.

Set Lead 3: {Action)
INSPECTION

AT WASHINGTON, D.C.

(U) INSD should retain a record of the report of the
potential IOB matter, as well as a copy of the OGC cpinion
concluding that IOB notification is not required, for three years
for possible review by the Counsel to the IOB.

cc: Ms, Thomas

C IOB Library

s%m-{
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{Rev. 01-31-2003)

FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/12/2007
To: General Counsel Attn: NSLBE
From: Inspection
b6 Interrnal Investigations Sectilon, IPIT, Room 3041
70 Contact: CRS

02  Approved By: Miller David Ianaiquw E%g??

Drafted By: |

Case ID #: (U) 278-HQ-C1229736-VIO (Pending)
Title: (u) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3159
OGC/IOB# 2007 _ | b2
Synopsis: (U) To report a potential Intelligence Oversight Board

(IOB) matter to the Office of General Counsel, National Security
Law Branch (NSLR) .

Reference: (U) 278-HQ-C1229736-VIO Serial 1806
278-HQ-C1229736-VIO Serial 1899

Details: (U internal Investigations Section (IIS) received
an EC from Division dated 10/21/2006, reporting a
=

possible I rror. Based upon a review of the referenced EC it

TR is the IIS’'s opinion the incident described therein is

administrative in nature. Therefore, no internal investigation
will be conducted by the IIS and this matter is being relegated
to the NSLB for whatever action they deem appropriate.

*
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(Rev. 01-31-2003)
SECRET/ /20320117
FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 01/17/2007
E%E To: Attn: SAC (Personal Attention)
i
be From: Inspection
B7C Internal Investigations Section, IPU, Room 3041

Contact: CRS

Approved By: Miller David IanZ;z%(

Drafted By:

Case ID #: (U) 263-HQ-0-U - 644 (Pending)

Title: (U) INTELLIGENCE OVERSIGHT BOARD MATTER
INSD/IIS TRACKINGH# 3159 A
OGC/IOBH# 2007 2

Synopsis: (U) To advise that captioned reporting of potential
Intelligence Oversight Board (IOB) violation has been reviewed by
the Internal Investigations Secticn (IIS), and is not considered
willful misconduct. This matter is returned to the field for
corrective action as appropriate. Case closed at IIS.

'”"““~E&< Deri m
Dec i n: 7
Enclosure(s) : (U) 278-HQ-C1229736-VIO Serial 1806
Reference: (U} 278-HQ-C1229736-VIO Serial 1806
278-HQ-C1229736-VIO Serial 1898
o Details: (U) Upon review of[:::::::]Division’s captioned report
bz

- of a potential IORB violation, IIS did not find the matter
b7E indicative of willful misconduct. IIS only addresses allegations
where deliberate and/or aggravated misconduct is evident.

(U) IIS recognizes and appreciates that this matter was
brought to our attention as required by the revisions mandated by
National Security Law Branch/OGC EC, dated 11/16/2006
(278-HQ-C1229736, serial 2570).

THIS EC IS UNCLASSIFIED WHEN SEPARATED FROM CLASSIFIED ENCLOSURE.

+*

\ERQRET//20320117
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U.S. Departme  of Justice

Office of the Inspector General

Washingion, D.C. 20530

DATE: January 30, 2007

TO:

Kenneth W. Kaiser

Assistant Director

Inspection Division

Federal Bureau of Investigation

FROM: Glenn G. Powell

Special Agent in Charge
Investigations Division

SUBJECT: OIG Complaint No. 2007002647

k2

b7E

L1 [

Subject: Unidentified

Division
FBI No. 263-0-U-644
CMS No. 3159

We consider this a management matter. The information is being provided to you
for whatever action you deem appropriate in accordance with your agency's policy

and regulations. A copy of your findings and/or final action is not required by the
OIG.

This matter is referred to your agency for investigation. Please provide the OIG
with a copy of your final report on this matter.

This complaint will be investigated by the OIG.

IMPORTANT NOTICE

I[dentifying information may have been redacted from the attached OYG Report/Referral pursuant to § 7 of the
IG Act or because an individual has (a) requested confidentiality or (b) expressed a fear of reprisal. If you
believe that it is necessary that redacted information be made available to your Agency, you may contact the
Assistant Inspector General for Investigations.

Please be advised that, where adverse action is not contemplated, the subject of an investigation does not have a
right to have access to an O1G Report/Referral or to the identities of complainants or witnesses, and that, in all
cases, complainants and witnesses are entitled to protection from reprisal pursuant to the Inspector General Act
and the Whistleblower Protection Act,
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CIG - INVESTIGATIONS DIVISICN - Compiainrt Form 0IG NO,[:: IM

Recelved By:! ! Date Received: 12/20/2006 How Received: pu
t) [ =
b2

SUBJECT: Unidentitied, FBI SSNO: D

Title: UNID Pay Plan: D.O.B.:

Component: FBI EOD Dacte: Alien No.:

Misc: F.B.I.No.:

Home : B.0.P.Nc.:

Phone: ZIFP: /L No.:

Work: Cffenses: 689

Phone: JARSE

COMPLAINANT: SSNO:

Title: SSA Pay Plan: D.O.B.:

Component: FBI EOD Date: Alien No.:

Misc: F.B.I.NO.: A

Home : l B.O.P.No.: bo

Phone: {) - ZIP:I D/L No.: n7C

Work: , , [
AN

Phone: (202)' l Z1iP:

Contidential: Revealed: Authority: none

MR -

Detaiis:

(S)

The FBI provided information regarding a potential IOB matter (2007

bnn 16/3/06, t’ne:jDivision issued an NSL requesting

included with the header and footer information.

]

TICCCIONIT COMMUIIICac1on tralsactional information for the subject of its investigation. A b2
review of the information provided revealed that the content of the email messages was T
[ O

FBI/OGC determined that this matter does not need to be reported to the IOB.

ALLEGATIONS: 689 T Vioiation
Occurrence Date: 2006 TIME: b2
CITY: [ ! Zip: b7k
& i -
DISPCSITION DATA: Dispesition: M Date: 12/20/2006 Approval: POWELL, GLENN G
g \;AA .
Referred to Agency: FBI Date Sent: {(01/29/2207 Component : FBI
Patriot Act: n Civil Rights: N Compenent Number: 263-0-U-644
Sengitive: N Whistleblcwer: N Consclidated Case Number:
Remarks:

Predicating material contains classified information which will be

maintained within

OIG/INV.
1/30/07: Sent to Kaiser/FBI. (stp)
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