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From: 
Sent: 
To: 

be 
fo7C 

Subject: 

Importance: 

Follow Up Flag: 
Flag Status: 

1(OTD)(FBI) 

[ 

Wcp^r^ 

} (OTD) (CON) 
WedrtesflaV. Ucfob'dfl- 04, 2006 12:11 PM 

f IfOTDTTEEnF 

T( 
l0IQU£Bii 

TDWCONl J. 
iTm fFRhl 

^ Z H O T D ) 

IITD1 fCQNVl I 

(SlUJlUilti 
1 f O T D ) J F B I ) ; l " ; 
^ _ i /rvrft\ /PRIST 

(CONj[ 
[(•neiuiiiJi 

FW: Immediate action required 

High 

J[OTD) (FBI) 

IfUIUHWIMKI 
llTDuCbNTI | 

KOTDMCONH IKJIUT 

Read 
Flagged 

NON-RECORD 

Please see| |e-mail below. Thanks. 

] 

be 
b7C 

TTTOzsisninn 
703 

3ZEisn inp 
1 I 

—Original Messape— 
From: [ 
Sent: _ 
To: [ 
Subject: 
Importance: 

loTD) (FBI) 
Wgrtnixaiau nrtnhor <14 Jflflft 11 -07 AM 

lOTD) (CON) 

be 
b7C 

immediate action required! 
High 

NON-RECORD 

I I- please forward to the Unit. 

be 
b7C 

All, 

In an effort to a'nswer a FOIA request, I am requesting that all TICTU employees and contractors immediately do a word 
search of their e-mail system (active and archived records) for the term "DCS-3000" and "DCS 3000" and "DCS3000" 
(variations of the same term). If a document or e-mail is tocated print it and bring the hard copy tq] [for compilation. 

I need this accomplished ASAP. If there is a negative response -1 need that also 
DATE: 06-13-2007 
CLASSIFIED BY 65179DHH/KSR/LHF ' 1 

REAS0CT: 1.4 (G) S 
DECLASSIFY ON: 06-18-2032 S E C R E T 

ALL IHFORKATIQH C0HTAIHED 
HEREII-I IS UNCLASSIFIED EXCEPT 
flKERE SHOW OTHERWISE 4 



SECRE 
b2 

This is the only email. I [contacted me by phone to give me the date of Wednesday afternoon, Sept 27,2006 asfo6 atime. fo'/c 

If Quantico will not fund the circuit (we will try that first), then Birmingham division will need a circuit installed fo7E 
ere to] |RA to push pen register date in real time to their DCS-3000 collection system. They will need 

realtime date to send over to the] lclassified system when they go up on their FISURs, which is pending. 
| |is going to check with Quantico as tor as the required bandwidth. 

an you request from TICTU a circuit for| " |RA'S DCS-3000 for pen register data for the) lsystem? 
can you get with] |for the requirements to push the pen register data to the| | Does| peed to put 

in an RMS request? 

Technical Advisor - Birmingham Division 
—Original Message— 

From: I l(HO) (CBN) 
Sent: Thursday. Sentamhgr 14. 2006 11:53 AM 
TO: i iroTDucoiMvi roTDuran 
Cc I IfOTmfFBnl |(QTD) fFBHi I (KX) (FBI)| |(NO) 

'FB»* IBHWPBK 
Subject: RE: Raytheon support. lb 6 

3CH0ITWC BUT UHCkASBWBD 
NON-RECORD 

Thanks for the information. 

I would also like to have a DCSP at the Knoxville and I "Tsites to assist. This will help the Tech squad with their 
limited personnel available. If you could give me dates I will see that it is scheduled. I have listed below the DCSP 

Ib7E 
available for each site. 

Kl*w rVteaps I 

Vnoxvme -| 
he 

[ 
Houston Tech squaa (SO-1) 
Elsur Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) fo2 
7131 [Desk) lb 6 
713 |Fax) b7c 
8321 Pell) 

—Original Message— 
From: I IOTP) (CON) 
Sent: Wô nocrlaw eonUrjk»r^T 2006 3:43 PM 
To: I I mm (mm fo6 
Cc: I farm (FBI)| |(OTP) (FBI) b7C 
Subject: Raytheon support. 

OCMSITIVE BUT UNOLAOOtfffiB 
NON-RECORD 

I have passed land Knoxville tq] ~|for sites to have Raytheon provide the Security upgrade 
support A|aa,New Orleans will be upgraded oy Kaytneon during a visit they have scheduled for a system 
checkout! ynentioned thaj the system there may be a version behind in baseline load as well which Raytheon 
will i 
one. 

. lie 
will upgracJeTlease contact| Jto coordinate the NO install if you want to have a DCSP present at that 

be 
b7C 

SEgRET 



BaslcallyT Ineeds the order then they can give us the date we require. 
1 believe the data win come across the DCS 3000. _ 

b2 
b7E 

We have a connection to[ through the DCS 3000 on the FISA sidel Ifloorl 
s to get it upstairs on the) (floor DCS 3000. I don't know how tough it will be 1 

So -I would actually contad) Idown at Quantico first. 
Let them know we have a pen register oraer tori Ifor a criminal intercept. 
Ask them to assist you in setting up the DCS 3000 for this. 

While they are working on that I would contact! \o figure out how to get the order to them. 
Th«> nnntart ni imhar fnrT laccording to the TICTU website). -

Keep me posted on the progress and let me know if there is anything else I can do to assist. 

Thank you, 

I 1 

fo2 
be 
b7C 
b7E 

-Original MWCWP-— 
. _ j w : I , 
Sent; Friday, seotemaerp. 2006 9:05 AM 

be 
b7C 

From: I KWF) (FBI) TfWF) (FBI) 
Friaav. sentPmner£i. 2006 9:0 

To: I IWF) (FBI) 
Subject: Mew une 

UHOLADQineB 
NON-RECORD 

HCZI 
We received al I hardline for| tCR-3) 

b2 
b6 

on 9/27/06. ^ 

How will we collect the data for the line? 

FBI-WFO 
Telecommunication Specialist 
IS-2 
202\ | 

UNCLAS31PIEP 

UNGLASSiriSP-

UMOLACBiriiP 

b b 
b7C 

ET 

k. 



From: 
Sent: 
To: 
Subject: 

NON-RECORD 

P£Rff 
(OTD) (FBI) 

r i B A ) (FBI) 
WoHnocrlav, gontemhor 97 2006 1:21 PM 

' . .. __~~J(fOTD^ (FBI) -
Collection on DCS 3000 for Baltimore re 443-|_ 

!ftb 
fc7C 

J b2 
be 
hlC 
b7E 

pen register target nunber 4431 "H1188 shown no antivitv in DCSLsiiice.09/18/2006 atl 
Today. 9/27/2GQJLjffifljall has been indicated atl ^ 1 called! land thev «how at^av 
activity from I ito present. Do you show steady activity on your end from| |to 
present? ^^~^~~^ present? 

SA| ITTA 
Technical Operations Unit 
Baltimore Division 
4 1 0 | t o ) 
301 | |c) 

b 6 
b7C 

UhOLAOOinCD 

1 (OTD) (FBI) 

From: 
Sent: 
To: 
Subject: FW: Kidnapping 

TD) (FBI) 
"er 20, 2006 2:38 PM 

KOTD) (CON) 
bb 
b7C 

SCNGITiVC BUT UNOLA084HEB 
NON-RECORD 

FYI 

L 
—Original Message— 

From: 
Sent: 
To: . 
Cc: [ 
Subject: 

JPG) (FBI) 
TiKKfiav. sprvfgmhpr 1Q. 2006 3:20 PM 

OTD) (FBI) 
'(FBI) KOTD) (F 

Kidnapping 

OCNOITIVi: PUT UHGLAG&WEB 
NON-RECORD 

be 
b7C b2 

fo7E 

P Thankc fnr i/m ir hglr. renarriinn th JT fthrntinh l-hft nrtR ^Dfin finnn after I snnka tnunn I was ahl<» tn 

L 
always there to help. Thanks again. We appreciate your assistance. 

j In situations like this, it is a great comfort to know you are 

6 



^ 0 f ? E T 
• 

The service you provided was instrumental in the successful rescue of the kidnap victim. Weil done 

Hopefullj" jservice will only improve in case something like this happens again (should be when it happens 
again). 

Thanks for taking the late night and weekend calls. 

Isssane--—Original 
From: 
Sent: weanesoav; 
To: 
Ce 
Subject: lechViOdry 

|SD (FBI) 
rSSStlmber 20. 200611:26 AM 

in-rm tean 

](IP) (FK);[ ]{IP)(FBI)£ 

aewomvc PUT UMOLAOSIHBB 
NON-RECORD 

be 
b 7 C 

(SI) (CON) 

Thft Rnrinnfiplrl anri Inriianannlis Diwiainn hflrama invnk/pri in a tetiitimate fcirinanninn nasa with ransnr 

I 
| Springfield TTA's, indy n As {~~ 
^"^5tEg^2in3cLilifi£lflCisjttA£asfiJhat invoTveaT 

ERT!l»KT;rSETr3:i:W*AWi»:WWJ 

r 
Division, and an emergency i me III 
data. We were able to watch th 
whoro tn nantar in nn Once th 

ireall 

xigent circumstance trap & traces orlphonesl J trom try inriv • 
. I can't say pnmwh ahnut the snrraggfiii ysfi of the DCS3Q00 and itsl I 

fend then advise the Indd louvs 
bletcf ' 

say enoughj 
s they came inf 
ehicle was in place, they were at 

much, but this is 
knowledge, equipment, and experience 

[Not to toot our own horn too 
liy a 6ase which c&uld not have been fesdlved this quickly without trie expertise of our tech 

Thanks to everyone involved. 

i > 
b2 
fc6 
fc7C 
b7E 

OCNOmVC PUT UMOLAOOiriCD 

SCN01TIVC PUT UNOLAOQIHEB-

acMOiTivc BUT UMCUVSSIBEP. 

SENSITIVE BUT UMOLA00*FIB» 

8 



Cc 1 
Subject: I teH Victory 

](SI) (FBI) 
We& 

SENSITIVE BUT UNGLASStfttft 
NON-RECORD 

](IP)(FBI)[ 

e 
"]m (FBI kSI) (CON) 

be 
b7c 

IZZ1 
The Springfield and Indianapolis Division became involved in a legitimate kidnapping case withl 

Springfield TTA's, Indy TTA's 

c 
worked round the clock in a case that involve' lived 

tf:l>T»liM«ll>S=WdM:?±Tal*MiW4sUMj I 

Division, and an emergency. Title 
data. We were able to watch th< 

] exigent circumstance trap & traces oni cnones, I " T T 
III. I can't say enough about the successful use of the Del 

e calls a; 
say enough 

s they came i i " 
ehicle was in 

I nd then advise the Ind 

TromtngJoaL 
SJUUU and its 

where to center in on. Once theL 
1 | |Not to toot our own horn too 

much, but this is really a case wnicn couia not nave oeen resoivea this quicKiy witnout trie expertise of our tech 
knowledge, equipment, and experience. Thanks to everyone involved. 

3 

SENSITIVE BUT UNGLA06MEB 

fo2 
b e 
fo7C 
b7E 

aenioiTivc BUT UHGLAOSWH) 

OCNOITIVC PUT UNGLAaWPtgp 

To: 
Subject: 

l(OTD) (FBI) 

I tOTD) (CON) 
hw: I ecn victory 

foe 
"fo7C 

FYI 

—-Original Message— 
From: CLIFFORD, MICHAEL (OTD) (FBI) 
Sent: Wednesday. September 20. 2006 1:47 PM 

Ce: 1 |(OTD) (FBI);| 
Subject: Hfc: I edh Victory 

SFMSITIWE BUT UMCLAOOiriCD 
NON-RECORD 

"LUIBWHJ 
](OTD) (FBIjf 

I 
](OTD)(FBI)[ 

DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI) 

be 
b7C 

Thanks, all.. Well done!! 
be 
b7C 

b2 
be 

this was the case you called me about. 

Michael P. Clifford, Jr. 
Section Chief 

^ B ^ 

10 
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t JECrfET fee 
Electronic Surveillance Technology Section ' hie 

1:hnology Division 
Office) 
Cell) 
Pa9er) b6 

b7C 
—Original Message— 

From: I |OTP) (FBI) 
Sent: Wednesday, septemper 20,200612:OLEB4 Wednesday, septemper 20,2006 n-Qi ° M 

| tOTP) (FBI);| IfOTD) (FBI)j I (OTD) (FBI); CLIFFORD, 
1 MlUWfcL(UimiHfi) 

TO! 
MimAhL(umj(i-Ui) 

Subject: FW: Tech victory 

SENSITIVE BUT UHCLAOOiriCD 
NON-RECORD 

b6 
b7C 

The service you provided was instrumental in the successful rescue of the kidnap victim. Well done 

HopefulM Iservice will only improve in case something like this happens again (should be when it happens 
again). " " — ' 

Thanks for taking the late night and weekend calls. 
b6 

r~l b7c 
—Original Message— 

From: I ~~kSD (FBI) 
Sent: Wednesday. September 20. 200611:26 AM 
To: | r o n y rran . 
te I "lT5TTTFBI)i HIP) (FBI)j |(IP) fFBnl |5D (CON) 
Subject: Tech Victory 
OCHOITIVC PUT UHOLAOOiriCP 
NON-RECORD 

[ 
The Springfield and Indianapolis Division became involved in a legitimate kidnapping case with! I 

|SnrinnfJt>[H TTA's Inriv TTA'g I tmrl narticateri RAF nnntrartnrl 

jnd the clock in a case that involve! _ _ . . * " 
consensual monitoring situations, exigent circumstance trap & traces onLbhonesI f Ifrom the indy 
Division, and an emergency Title III. I can't say enough about the successful use nt the ncs30oo and its! 1 
data. We were able to watch thexails-as they came in.l "end then advise the IndJ Buys 
Where to center in n f l Onra tha l l/ehir.ia was in nlara rnsv were ame T J | | 
| \ |Not to toot our own horn too 
mucn, DUX mis is really a case wnicn couia noi nave Deen resoTveTTTrns quiciuy WIUIOUI me expertise of our tech 
knowledge, equipment, and experience. Thanks to everyone involved. 

3CHQITIVC P U T UMOLAOOiriCD 

3CN3IT IVC P U T UNQLAQOiriCD 

OCHOITIVC P U T UNOLADOiriCD 

b2 
he 
b7C 
b7E 

11 

S£grfET 



NON-RECORD 
1 Eparf 

The Springfield and Indianapolis Division became involved in a legitimate kidnapping case with! 

Htjpnnqheld I I A's. Indv I I A's r I ana ueaicateq BAt contractor I | 
wnrKBri mnnrl thp rilnr.k in a rase that j r l V O l v e d T ^ ^ " ^ ^ ^ ^ ^ ^ ™ " " " __ _ | 

I fexiqent circuTTiaafmetfap & traces 01 hOries.H j rromTfjeinHv 
Division, and an emergency Title IN. I can't say enough ahnnt tha si irrassfnl use of the DfJS3000 a n d j ^ _ , | 
data. We were able to watch the calls as they came inl bnd then advise the Indd KIUVS 
where to center in on. Once thel Ivehicle was in place, thev were able ta I 
I 1 | Not to toot our own horn too 
much, but this is really a case which could not have been resolved this quicKiy wimoui the expertise of our tech 
knowledge, equipment, and experience. Thanks to everyone involved. 

b2 
be 
b7C 

SENSITIVE BUT UH0LA09fftH»' - -

OCMOITIVC PUT UMOLAOOiriCD 

CCMOITIWC pur i i nn ftfffririFn 

TYERYAR, KEITH A. (OTD) (FBI) 

From: I l(OTDHFBl) 
Sent Wednesday. September 20.20061:37 PM f b 

To: I KOTD) (FBI) b 7 c 

Subject: FW: Kidnapping 

OCHOITIVC BUT UHCLAff e , e i e , % 

NON-RECORD 

FYI we done pretty good for a couple of Tech engineers. 

IZZI 
—Original Message— 

From: I PG) (FBR to6 

Sent: Tuesday. September 19. 2006 3:20 PM hlC 
To: I ItoTm (FBI) 
Ce: I KOTDUFBn b 2 
Subject: Kidnapping be 

b7C 
b7E OCNQITIVC PUT UHOLAQQiriCD 

NON-RECORD 

P Thanks for your help regarding the! through the DCS 3000. finnn after I spnkfttn WMI iwasahlatn 
I This info enabled them to) \ 

JThey are now interviewing everyone to flelelfnine 
if this was mostly a runaway situation or something worse. In situations like this, it is a great comfort to know you are 
always there to help. Thanks again. We appreciate your assistance. 

b7C 13 

SP^ET 



PittshLuah. 
412-

0CH01TIVC PUT UNOLASWWeP 

^f i f f r^T 

b7C 

3ENSHHVC PUT UNGLAOOiriCD 

From: 
Sent 
To: 
Subject: 

)0TD) (FBI) 

](OTD)(FBI) 
Warinasflav BfiPtember20. 2006 12:20 PM 

I l(OTD) (FBI) 
hw: uepioyea systems 

UN&LAJJiriCD 
NON-RECORD 

Hope this helps. 

—Original Me 
From: 
Sent: 
To: 
Subject: 

ao£i 

flli-fifcVJKsItWJVilii 

RE: Deployed systems 

OTD) (FBI) 
19, 2006 3 : « PM 
OTD) (FBI)| 

UMOLACCiriGP 
NON-RECORD 

kOTD) (FBI) 

be 
b7C 

the database shows! jnachines minuj |iestroyed, Q n erf, and 
"n the field. so 

30TD) (FBI) 
—Original Mp*anp— 

From: L___^^__ 
Sent: Tjjg§f]â S£QtgQ]t£[_1.9, 2006 I'-Si PM 
To: | IOTP) (FBll 
Subject: FW: Deployed systems 

](OTD)(FBI) 

b2 
b7E 

b6 
b7C 

NON-RECORD 

Guys, 
Can we get him an fairly accurate number using the database? Thoughts and comments. 

I 1 
Original Massing— 

From: I 
Sent: _ 
To: [ 
Subject: 

lb fa 
b7C 

|(OTD) (FBI) 
iiestlat^ecteuijet 19/ 2006 3:33 PM 

yOTD) (FBI) 
Deployed systems 

UMOLAOOirWP 
NON-RECORD 

Can you give me the totel number of deployed dcs-3000 systems? I only need to know what is currently fielded. 
14 

ffEgrtET 



Springfield TTA's, Indy TTA-C 1 bnri novated RAF rnntra^nrl IwnrKftrt round the 
clock in a case that involvej | 

| lexigent circumstance trab £ traces or! bnOrtes! i irrom tne may uivision. ana an emergency Title 
III. I can't say gnniinh ahn»t the successful use of the nrsinnn anH JM tjata. We were able to wajcjiibe calls 
as they came in.l end then advise the Indvl nuvs where to center in on. Once the! Tvehicle 
was in place, thev were able td _ | 

I l Not ta toot our awn imm too mucn. put m« is reaiiy a ease wmen coma nm nave Beeff 
resolved this quickly without the expertise of our tech knowledge, equipment, and experience. Thanks to everyone 
involved. 

H b2 
b7E 

b2 
b6 
b7C 
b7E 

OCNQITIVE PUT UNOLA06tf46B 

0CH0IT1VC BUT UNOLAOOiriCD 

From: 
Sent: 

(OTD) (FBI) 

TOTD) (FBI) 
Tuesday. September ft. 2006 3:54£M b 6 Tuesday. September 19. 2006 3:54 

I " ~ l ( O T P ) (FBI);[ b7C To: I KOTP) (FBI);| l(OTD) (FBI) 
Subject: Kb: Deployed systems 

UNOLAOOiriCD 
NON-RECORD 

the database showJ jnachines minu^ |estroyed| In erf, and| fn storage 
sol h the field.' ' ' — ' b2 

b7E 
—-Oriainal Message . 

From: I KOTO) (FBI) tob 

Sent tuesdav. September 19.2006 3:51 PM b 7 C 
To: | |(OTD) (FBI)J KOTO) (FBI) 
Subject: FW: Deployed systems 

UNOLAOOIFt&B 
NON-RECORD 

uan we get him an fairiy accurate number using the database? Thoughts and comments. 

I 1 
—Original J < ~ r e a "°— 

From: | KOTO) (FBI) ^ S 
Sent: T"~-h" c - 4 « « » A ••""' •>•" "mi fDic 
To: I p D ) (FBI) 
Subject: TBpiBySTSysTBTH^"^ 

UMOLAOoiriee 
NON-RECORD 

be 
b7C 

16 



^ B R r f T 
Can you give me the total number of deployed dcs-3000 systems? I only need to know what is currently fielded. 

Thanks, 

i i 
Management & Program Analyst 
Office: " 
Cell: 
Fax: 

b2 
be 
b7C 

fice: 70 j 
ii: Tna 

7 0 3 | _ _ 

UMGLAOOiriCP 

UM0LA00iriE& 

UNCLASSIFIED 

UHieLAOOiriBB-

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

nT*r»M'«*i«ifcTni!i 
l(OTD) (FBI) 
19, 2006 3:51 PM 
If OTD) (FBI);f 

FW: Deployed systems *" 
lOTD) (FBI) 

be 
hie 

UNOLAOOiriBB-
NON-RECORD 

Guys, 
Can we get him an fairly accurate number using the database? Thoughts and comments. 

] 
—Original Mi 

From: 
Sent 
To: 
Subject: 

^
° — 

bTP) (FBI) fee 
luesdav. September• i f l 2006 3:33 PM b7C 

I lCm» (FBI) 

UMOLADOiriee 
NON-RECORD 

Can you give me the total number of deployed dcs-3000 systems? I only need to know what is currently fielded. 

Thanks, 

Management & Program AnaWst 
Office: 7031 "~"1 

b2 
be 
fo7C 

Celt 202 
Fax: 70S 

17 
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UNCiAGGinee-

UHCLAMiriCD 

W\ ECRET 

ib6 
b7C 

(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

JJMfTLACOiriEP 
NON-RECORD b 

b 

• rtfeW! EM*%Wd iiltfJ 

Deployed systems 

6 
7C 

_ J (OTD) (FBI) 
1,19, 2006 3:33 PM 
](OTD) (FBI) 

Can you give me the total number of deployed dcs-3000 systems? I only need to know what is currently fielded. 

Thanks, 

^TanagemetUiJjjJIgl^Si Analyst 
Office: 703 
Cell: 202 
Fax: 703 

b2 
be 
b7C 

I IMP! flfiniHfeP-

UMCLA33IPtgp-

From: 
Sent: 
To: 
Cc: 
Subject: 

(OTD) (FBI) 

Kidnapping 

PG) (FBI) 
19,2006 3:20 PM 
|(OTD) (FBI) 

OTD) (FBI) 

fob • 
b7C 

SENSITIVE BUT UHGLAGGiriCD 
NON-RECORD 

b2 
b b 
b7C 

Fhanks for your help regarding theT 

ir tnis was mostly a runaway situation or someming worse, in situations 
always there to help. Thanks again. We appreciate your assistance. 

"lthrouqh the DCS 3000. Soon after I snnkP tn vnu l was ahlp tn 
I This info enabled them to) | 
hey are now interviewing evefyona IU {JetBrmine 

like this, it is a great comfort to know you are 



Pittsburgh 

GCHOITIVC PUT UHChAGBiriEP 

t :CRA 

be 
b7C 

(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

I l(OTD) (FBI) 
l ire/law SPntPmtjprlQ 2006 ?;S9 PM 

I f O T D U F B l i J " 
|[OTD) (FBI)^ 

DCS3oW 

lfOTD)(CON 
JOTD) (FBI) 

SEMSITIVE BUT UHCLACGiriCD 
NON-RECORD 

hie 

Attached is a quick slide for the DCS3000. Do you think a graphic would be better than listing all the application 
names? 

DCS3000.ppt (211 
KB) 

SENSITIVE BUT UHCLASSWEP 

l(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

ItCfTTfi (CON) 
Friday Sfintamher 1S 7nn.fi 4-38 PM 

JTDWFBh 

]lOTE 
TJTTFBI)C 

..JTD) (FBI) 
RE: Switchbased Intercept Classes for FY 2007 

](OTD)(FB!)[ 

be 
b7C 

UMCLASCiriCD 
NON-RECORD 

b7C 

Overview/description of the CBT course is as follows: 
The Telecommunications Intercept and Collection Technology Unit is pleased to announce the release of a 
computer-based training course entitled, "Switch Based Intercpets using DCS 3000." This training focuses on an 
FBI software application used to conduct CALEA based intercepts. The course is designed for Tehnically-Trained 
Agents and covers the installation, configuration and use of the DCS 3000 suite of applications. The instructional 
material is provided on a CD and the entire course is designed to be completed in approximately four (4) hours. 

Since this courseware is now mandatory for students wanting to take enhanced classroom training provided by SBIT, we 
definitely need to meet to make sure we are all on the same page regarding us expanding our training. Currently, I provide 
the CBT as requested. Also, I'm not sure of all the logistics involved with having the CBT transferred over to the Virtual 
Academy and need your guidance in that area. 

19 
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](OTD)(FBI) 

Wptf£ T fee 
ib7C 

From: I I (OTD) (FBI) 
Sent: Friday Rgntemher 15. 2006 10:41 A^ , 
To: I I (OTD) (FBI);| KOTD) (FBI) 
Subject: | Information b2 

b6 
b7C 

OCHOITIVC PUT UKOLAOairiCP lb E 
NON-RECORD 

Below is a brief description o| i(SF)'s experience. I haven't talked to him directly on this subject but will when he 
rnmes intn tha nffire later nn tnriav It annaars that hft id 

B_ owever tnlsTCTSTSenain ana a specuiaiion on my pari, vvnen 
6 he calls, I will patch you in to share your expertise in the matter 

Thanks. 

^ I I ] I would like to resolve" 
Wis 35 Weil Wnile we are ag^reSSIM ffle problems Wfflj | Htea'Se let We Mow1 it we rteefl to talk with| ~ 

b2 
be 

GGMBITIVC BUT UHOLAOOiriCD b 

(OTD) (FBI) 

From: I [fOTD) (FBI) 
Sent: t-rm™ sgm«»mh«r 1 ft 2006 9:31 AM 
To: IOTD)(FBI) b6 
Subject: 'Kb! Ke! UUS 3UUU r b7c 

UHGLAG0IR6P-
NON-RECORD 

FYI those went out Tuesday afternoon 

d El 
TlCTTJTSBTl. 
Office: 7Q3i 
Cell: 202 

;: 7Q3J. 
2 0 2 t _ 
r; 8881 

b7c 
Paner flfifil I 

-Original Message-— 
From: I IfOTDI (FBI) 
Sent: Tnp<y1;w Spntemhpr 12, 2006 1:42 PM 
To: I I (OTD) (FBI) 
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EGRET" 
Subject: FW: Re: DCS 3000 - ^ 

t 
NON-RECORD 

fo2 
be 

b7E 

(Jould you shipl 13 graphics cards for me. 

ThanUe 

-Original I locca/iA— 

From: I IfNirt (FBI) 
Sent: Tuesday, September 12, 2006 11:55 AM 
To: I "~~l fOTm (FBI) 
Subject: RE: Re: DCS 3000 

NON-RECORD 
fob 
b7C 

Great, no we could install them. We would need three. Thanks a lot. 

Original Meccano 

From: | IOTP) (FBI) 
S e n t Tuesday. Seotember_12. 2006 10:47 AM 
To: I |(NK) (FBI) 
Subject: RE: Re: DCS 3500 ' 

UNCLAOOinCP 
NON-RECORD 

I 1 
Actually we have about 10 cards here just for that purpose. Would you just want the cards or for us to 

install/test them? 

he 
b'7C 

—Original Messaaes ccprto 

From: I INK) (FBI) 
^ E e S E n p n t e m r l e r i ? "if- ^'"^"t-September 12, 2006 10:37 AM 

»: IOTD) (FBI)j |(OTD) (FBI) 
jbject! fte: b£5 3000 

umeLAasiptep-
NON-RECORD 

Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. Wejbjauflbllhis 
might be good to allow the monitors of the Title Ill's to be able to monitor the DCS 3000 and thej \ 

| pt the same time without toggling back and forth. What are your opinions of this? 

oiyarlr nri/icirm 

1 I 
SAi 1 
Moiyarlr n imcmn fo2 

9 7 3 I b7E 

h6 
hie 

UHICLAgtiriED 
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iihin ftfsmrn 
i :^RE T 

uigeLAsaiPtgp 

uncLAooirteB 

unoLACiiriiFn 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

I INK) (FBI) 
Thnrertflv Sftfitomhwr 14 ?nnf i311 PM 

I IOTP) (FBI) 
RE: DCS 3000 Pen update 

"fo6 
ib7C 

UMCLACSiriEB-
NON-RECORD 

Yeah, it was I 

—Original Me^gajje^^ 
From: I 
Sent: 
To: [ 
Subject: 

]0TO) (FBI) 
Ih.T^^, C^nhBaRg H, 2006 1:55 PM 

INK) (FBI) 
RE: DCS 3000 Pen update 

UHOLAOOinEB 
NON-RECORD 

b2 
fob 
b7C 

UidT 

i.e. 

"Ho ive vou a newl lUsuallv thel Hformat that they use is the 10 digit phone number 
followed b| | 

lb2 
he 

J You will need to know that in order to provision thdT ^correctly. 

•OriTJnal MP«anP—-
From: JNK) (FBI) 

3b 6 Sent: Thursday, September 14, 2006 1:52 PM 
T o : I l(OTD) (FBI) fc^ 
Subject: DCS 3000 Pen update 

umuLAJJutee-
NON-RECORD 

rzzi 
I don't know if you need to know the Case ID for that one I told you was moving from[ 
know if you need to know the change or whom I need to let know that. Thanks for all the help. 

L e t me 

SA|_ 
Newark Division C-16 
(W) (973 
(C) (201 

b 2 
fob 
b'?C 
b7E 
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t CFp" 

uHOLAooinefr 

UHOLAOOirtEB-

unoLAooiPtetr 

l(OTP)(FBI) 
be 
b7i 

From: 
Sent: 
To: 
Subject: 

](OTD)(FBI) 
Thursday. September 14, 2006 1:55 PM 
I INK) (FBI) 
1 Kb: UCy yUUU Men update 

uNGLASOinee-
NON-RECORD 

— - m r d Inive vnu a nftw[ 
byf 

I 
^Usually the! Hbrmat that they use is the 10 digit phone number followed 

J You will need to know that in order to provision the[ Jorrectly. 

—Original Message-
From: i J«Q (FBI) 
Sent: Thiirsriav. Sentemhqr 14, 2006 1:52 PM 
To: I l(OTP) (FBI) 
Subject: DCS 3000 Pen update 

UHGLAGGin&B 
NON-RECORD 

he 
h"IC 

lb 2 
fob 

fo7E 

I don't know if you need to know the Case ID for that one I told you was moving froml 
know if you need to know the change or whom i need to let know that. Thanks for all tne help. 

SA| I 
NewarK uivision u-16 
(W) (973 
(C) (201 

b2 
fo6 
b'7C 
b 7 E 

Let me 

UHQLAGG1R6B 

UHULAJ3IFIED 
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From: 
Sent: 
To: 
Subject: 

Wpzf' 
(OTD) (FBI) 

[ ]NK) (FBI) 
ThiirBrtaw R»ntemlw 14, 2006 1:52 PM 

I l(OTD) (FBI) 
DCS 3000 Pen update 

be 

UNCLAGGIFlfcft 
NON-RECORD 

I don't know if you need to know the Case ID for that one I told you was moving from|_ 
you need to know the change or whom I need to let know that. Thanks for all the help. 

SAI I 
Newark Division C-1 i 
(W)'(973i 
(C) (201| 

I Let me know if 

b2 
bo 
b 7 c 
b7E 

UHOLAOCir46Q 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

iun 
[NK) (FBI) 

W\4, 2006 11:18 AM 
T(OTD) (FBI) 

RE: Newark DCS 3000 

^Eracfgaraiiig; 

NON-RECORD 

b l 
b 2 
lb 7 p. 

( S ) 

I think I found the problem with our DCS .3000 
| Jfile is corrupt, but I can't deleted It. Lan ytfu try. Thanks. 

] 

but I can't delete the file. It is saying that the 

SA| 

973| | 
b2 
be 
b7C 
b7S 

UHCLA00IR6P 

)Bgffl ET 
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1^4T 
(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ ]0TD) (FBI) 
•be 
!b'7C 

T n o c H a » S a n t e m h c r <|2, 2 0 0 6 3 :12 P M 

IOTP) (FBI) 
Springfield Page 

SENSITIVE BUT UNCLAOOiriCD 
NON-RECORD 

l-Yl. I was paged last night (9/11/06) at 8:39PM by the Springfield FO for information and 
possible assistance in a Kidnapping case involving 3 |phone. I advised them of 
the technical capabilities and processes for using the uusauuu system. I followed up with them 
this morning and again offered any assistance TICTU/SBIT could provide. 

h 2 
b 6 

b'?E 

SENSITIVE BUT UHCLASGiriEP 

OTD) (FBI) 

From: 
Sent: 
To: 
Subject: FW:Re:DC5300& 

J(OTD) (FBI) 
12,20061:42 PM ^ 

(OTD) (FBI) b 7 r 

UHlCLAAAil ILL) 
NON-RECORD 

LOUIS you ship| |3 graphics cards for me. 

—Original Messao 
From: I 
Sent: Z, 
To: L 
Subject: 

INK) (FBI) 
IBBQffilECEfU 2006 11:55 AM 

J(OTD) (FBI) 
RE: Re: DCS 3000 

he 
b7C 

T1MCI ACgiriED 
NON-RECORD 

Great, no we could install them. We would need three. Thanks a lot. 

—Original Me<reaap— 
From: I l(OTD) (FBI) 
Sent Tnp<rtw. September 12, 2006 10:47 AM 
To: | |(NK) (FBI) 
Subject: 'kt:ke:UU,JUUU ' 

UMCkAOOIFieP 
NON-RECORD 

0$E SEOftET 

ib 6 
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SEp*ET 

I 1 
/virtually we have about 10 cards here just for that purpose. Would you just want the cards or for us to install/test 

them? 

IZ3 be 
b7C 

—OriQirjflmgsssflg; 
From: I JNK) (FBI) 
Sent: ' lues3avAeBfemf^12 2006 10:37 AM 
To: | l(OTD) (FBI);| |OTD) (FBI) 
Subject! ke! L)lb JUUU 

•HfiOl ftfff i r iEQ 
NON-RECORD 

Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. We thought this 
might be good to allow the monitors of the Title Ill's to be able to monitor the DCS 3000 and the] | |at 
the same time without toggling back and forth. What are your opinions of this? 

SA[ ' 
Ne< 
97 C3 lb 2 

b7F 

b e 
b7C 

WtCLAOQinCP-

UNCLAOOiriCD 

uneLASQirtep-

UNCLAAJ»IHED 

IOTP) (FBI) 

From: | |NK) (FBI) 
Sent: ' luesrlav JWftmhgr V> 2006 11:55 AM 
To: I KOTD) (FBI) 
Subject: RE: Re: DCS 3000 

TJI'ILLAUGIHED 
NON-RECORD 

Great, no we could install them. We would need three. Thanks a lot. 

—Original Message 
From: | IOTP) (FBI) 
Sent: I uesoav. September 12. 2006 10:47 AM 
To: I IfNIO (FBI) 
Subject: RE: Re: DCS 3000 

uweLASJinep 
NON-RECORD 

lb 6 
lb 7 c: 
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SB EC£&P^ 
Actually we have about 10 cards here just for that purpose. Would you just want the cards or for us to install/test 

them? 

be 
hir 

Ofioinal MPranP 
From: | '(N|Q (FBI) 

—Original MPranP 
rom: | 

Sent: i uesdav. September 12. 2006 10:37 AM 
To: I IfOTDl (FBI)| |(OTD) (FBI) 
Subject: Re: DCS 3000 

b 2 
umeLAaoiricD b;R 
NON-RECORD 

Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. WP thought-this 
might be good to allow the monitors of the Title Ill's to be able to monitor the DCS 3000 and thai | fct 
the same time without toggling back and forth. What are your opinions of this? 

SAl 
Npwprk niwiginn 973L_J teb 

b7C 

mcm3.sn ILU 

UHOLASQinCP 

UNCLAOOiriCD 

](OTD)(FBI) 

From: I lOTD) (FBI) 
Sent: Tnpcrlau SpntemhpM? 2006 10:47 AM 
To: I |(NK) (FBI) 
Subject: ' Kb: Ke: Ul!y UUUU ' 

NON-RECORD 

' ESfuAl Adually we have about 10 cards here just for that purpose. Would you just want the cards or for us to install/test 
them? 

LZZI 
—Original Message— 

From: I INIO (FBH b o 
Sent: T M P ^ V , ^n^miw 1 •> pnnfi m-37 AM ; b 7c 
To: | KOTD) (FBI)j | (OTO) (FBI) 
Subject: ' Uei UW JUUU r ' ' 

U H C L M O I f r E B 
NON-RECORD 

Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. We thought this might 
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SECRTT 

be good to allow the monitors of the Title Ill's to be able to monitor the DCS 3000 and th^ | jat the same 
time without toggling back and forth. What are your opinions of this? 

SA 
Mo»yarlr r W c i r , r 

973 
evuatLUMiOj ?3< I 

] !b2 
bo 
hlC 
b7E 

uHOLAOOinep-

OI'llLLADUU-ftp. 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

r ](NK)(FBI) be 

Tn^Hav Spntwtihw 19 9pnfi 10:37 AM 
I (OTD) (FBI);[ 

Ke: LXJS JUUU 
]OTD) (FBI) 

NON-RECORD 

Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. We thought this might be 
good to allow the monitors of the Title Ill's to be able to monitor the DCS 3000 and th^ | frt the same time 
without toggling back and forth. What are your opinions of this? ' ' 

st Ne' 
973-

] be 
b'7C 

b2 
!b7E 

ninrmpiirrirn 

From: 
Sent: 
To: 
Cc: 
Subject: 

jOTD) (FBI) 

ustifi cation 

(OTD) (FBI) 
7, 2006 9:33 AM 

j(OTD)(CON) 
OTD) (FBI) 

NON-RECORD 

be 
h 7 C 

He CZI 
Here is the blurb: 
This software is required to enable the Telecommunications Intercept and Collection Technology Unit to support the field 
with remote diagnostics and troubleshooting of all DCS-3000 systems in the field offices. As new DCS-300Q systems get 
deployed to Resident Agencies and Joint Terrorism Task Force facilities, the TICTU needsj [censes to be 
able to support those installations. ~~" 

fo2 
b7E 

uNOLASSinee-
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From: 
Sent: 
To: 

Subject: 

OGHCITIVE B W 
NON-RECORD 

SEcpef 
(OTD) (FBI) 

be 
b7C 

r l(SD) (FBI) 
Tngsrlav Sgnternhprnfl 7nf)fi 8:05 PM 

, rOTD) (FBI)[ 
JOTD) (FBI) 

DCS3000 

JOTD) (FBI)[ 

b2 
bb 
b7C 
b7E 

The Client update feature is working great. Thank you! 

I believe we correctly added Icoveraae of the New England (Boston) and Nashville (Arkansas) markets to our 
system on both thej Hsides. Is there anything that needs to be done at ERF? At your, 
convenience, would vou please confirm that our multis 

| jand (619)1 
J[sides. Is there anything that needs to be done at ERF? At your, . 
iserver anq erver are correctly configured for targets (619)| | 

] Thanks. ' ' ' ' 

OCHOITIVC PUT UHOLAQOinCD 

From: 
Sent: 
To: 

Cc: 

Subject: 

| < 0 T D > ( F B I > 

[ 

l(OTD) (FBI) 
I uesdav. August 2\i, Uo06 8:09 AM 

him (FRIVI 

1(OTDKCONT 
IfOTDt /CON)! 

(OTD)(£QfcuI 

E ^ 1/oTDWCOM m)m 
ote Access/Maintenance Enhancement Request 

!
(OTD)(£ 
liBhC 

6TD) (F"BI) [ 

](AQ) (CON)[ 

be 
b7( 

QCORET 
RECORD 268-HQ-1045581 

b2 
b7E 

fyi 

—Original Meŝ  
From: 
Sent: 
To: 
Subject: 

l(CO) (FBI) 
Z006 5:29 PM 
l(OTD) (FBI) 

RE| Remote Access/Maintenance Enhancement Request 

be 
b7C 

RECORD 268-HQ-1045581 

I think it is a great tool for remote access. Currently being utilized by others with great success. Full support from here. 
Thanks, 

rec, 
803 
803 

•mir.ai Anv. sor, Columbia Division 
[office) 
cellular) 

be 
b?C 
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•Original Message— 
n : I k0TD) (FBI) 

Sent: Monday. August 28, 2006 4:47 PM 

be 
hir 

To: • ' ^ A Q U F R I V I IfHNUFRn:! lrBHUFBni KOTDUFBn: 
I Imn fFB l l I W . W ^ T ) ! 1/WwFRnl 
7DL)(FBI);| I^DUFBnj IfAMl'ami l^owcpn. 

r U L U ' 1 I rnruFRi^i flrVWMM TTBST 

^ " F B l l l f S U U F B n U . . , „ » • " " " " " P I I I 1 

| ' V ' u u m f " r n n m y l _ _ l l f l f l /F i f t f __ IrBS^ 

(MW)TFBn| 

I WSAUFHM rsOf fkn i rNHUFBI)] 1 

I If l f tUUtm gwhurain _ _ UUHUmrU I 
f IrSPrrTOI ircourani l o w r n g i " 
| " I ^FWFBIU 1(HO>rrnNy | (NO) (FBl)j 
THEE! lornnf f fo i him ( F B i ) r ~ _ _ _ p A K F B i ) C _ _ 

H P f t (FBI)j |[MO) (FBl5 
eittote AcicesS/Mairtlffliance EnhlrWerrterif. Request ' 

EoS fB I ) ; 
PX) 

JSATTFBI); 

Subject: | |ieAW>te AMsS/MairMiance EnharWerrterif. Request 

RECORD 268-HQ-1045581 

Greetings, 

b2 
lb 71 

In an effort to improve the remote access/remote maintenance capabilities of t h j bystem. the DCS-5000 Program 
Office wishes to get "Buy-in" from the field. We're currently evaluating software applications] I 

I IWe would like to integrate the application software into the Windows boxes, such as: TIL), FAS, 
WmDB, and MW. The application would be controlled and it would be used primarily to assist and expedite 
troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000 
machines. If anybody has concerns or objections, then i want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well 
and thanks for your time. 

Peace Out, 
-ca l • fc6 

703j b7C 

DERIVED TROM. G 3 FBI Claeeif i"TifjfTp Guide G-3. dated 1/97. Foreign ** *"-••"olliqcncc lnvebLluations 
DECLASSIFY ftH' * " " C f t W ^ " 
SSCBET 

DERIVED TROM! G 3 C P I ^ ' - - - i f f ca t inn fitiide G-3. dated 1/97. Foreion Cog"*-"- l '»»° l l"j9noc InveatiudtiuilS" 
DECLASSIFY ™ - ^ " " " 
SECRET 

DERIVED FROM: G 1 FBI Ha'jgifi''-atiQr| Guide G-3. dated 1/97. Foreion C/»m*«»ri"*olligenco Inveatittations-
PECLAGSirY 0 N. 201 COS I fa 
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From: 
Sent: 
To: 

Cc: 

Subject: 

jEfiftei 

(OTD) (FBI) 

he 
h~IC 

I ]OTD) (FBI) 
Tuesday. August 29. 2006 8:07 AM . 

1 

[ 
(QTDUFBD.r . , r 

i rvrm fFRivi 

l_i |J 
FWj Eerr 

] u i u; (UUINJJ 

_6tbJ(P6i) 
emote Access/Maintenance Enhancement Request 

l/OTDVCQNVl 
TTQTDWFBIVI , , | 

l(OTD) (FBI)I f 

|(AQ) (CON);| ~ | 

oconcT 
RECORD 268-HQ-1045581 

fos 

fyi 
—Original Message— 

From: I 
Sent: 
To: . 
Subject: RE| |emote Access/Maintenance Enhancement Request 

I (DO (FBI) 
Mnnriav. Annusr 78 Tffflfi 5:27 PM 

I _ rOTD) (FBI) 

RECORD 268-HQ-1045581 

b2 
be 
b7C 
b7f 

I think 

be 
b7C 

lover a secure link will be just fine} | 

—Original jyassaoa 
From: 
Sent: 
To: 

Subject: Remote Access/Maintenance Enhancement Request 

RECORD 268-HQ-1045581 

Greetings, 

b2 
b7E 

In an effort to improve the remote access/remote maintenance capabilities of the | System the ncs-snnn Prnnram 
Office wishes to get "Buy-in" from the field. We're currently evaluating software arjoncationsl I 

| | We would like to integrate the application software into the Windows boxes, such as: TIU, FAS, 
wmuts, ana MW. I he application would be controlled and it would be used primarily to assist and expedite 
troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000 
machines. If anybody has concerns or objections, then I want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well 
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iKOfffln:! IOQfFBI):| , IriorwFRni irRa 
rani 'UlKM " " W J U r t t t r v l " " " " " I ' M M U F R T ^ " ^ ^ 

PTF-UFBDI HRFUFBIVJ P " 1 " - • 
™ |rewH«n« irrowFRni | 

iggnranl RNHUFBHI I 

/BHUFBH 
P'rawmr 

TOswO bs)(FBi)| " M " hri/raitf 

(FBlf 

"1/cnw..B ' I )f lrCOUFBn| , f " K I P W E R T ^ 

• ' , 17310 (FBI)| |MO) (FBT 

I I ^̂  "" Subject: | |emote Access/Maintenance Enhancement Kequest 

RECORD 268-HQ-104S581 b2 
b7E 

Greetings, 

In an effort to improve the remote access/remote maintenance capabilities of thel Ivstem thp nrs-^nnn Pmnram 
Office wishes to get "Buy-in" from the field. We're currently evaluating software applications! I 

| l_We w o u l d l i k e t 0 integrate the application software into the Windows boxes, such as: TIU, FAS, 
WinDB, and MW. The application would be controlled and it would be used primarily to assist and expedite 
troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000 
machines. If anybody has concerns or objections, then I want to hear from you. Please help me understand your 
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well 
and thanks for your time. 

Peace Out, b 6 
-ca. b'7c 
7 0 3 l I 

PCRIVEP FROM. Q-3 TBI eidbJ.inu.WuiJ OulUtf Q-3. UdUiU I/9T, FUIUHJH CuuillBllllUJlllUMMltM IllvUbllUJliuns 
DECLASSIFY ON. 19160S19 
SECRJ5T* 

DERIVED rnOW. O'O fPI Olaaaifiialiuii QuiUe Q»9, dated 1/9T. Fuielun euuiUmliitulllUBiim liitfEbUudllmis 
DECLASSIFY ON" 7n1fin&lS 
OCORCT 

DERIVED rnOMi C 3 fPI Classification Guide G-3. Hated 4/07. foreign Counterintelligence Investigations 
DCOLAOOirY OH: 201G0S46 
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From: 
Sent: 
To: 

Cc: 

b2 
b7E 

Subject: 

Importance: 

UMOLAOOIREB 
NON-RECORD 

h: 

tm&MMZmmrzwM* 
ircyrm fFRn 

]NO) (FBI) 
10:13 AM _ 
(OTD) (FBI);L 

INO) (FBI j , 

i i M u n m i i f 
r i f N Q ) n NOUFBhT 

High 

I f v r m f cnK iv r 
UJMIU : !N 

I^NQ^ f F B n f 

(NO) (FBI) 
JEN PROBLEMS 

:3\) 

IOTP) (FBI) [ 

TfNOUFBIvr 
TBThVFRM-

KNOWFBnl 
INO^ ( F B h | _ 

b2 
b e 
b7C 
b7E 

not CAI FA mmnl ian t at their switr.hes anri the only way Wt> GU1\ Q&l PS 
| R A f o r a [ 
ily way wen 

{subscriber. Long story short, 
sn miu iy mr lru daily faxes, and then 

Ahmit a mnpth ago we received a pen order from ou|_ 
I Is not CAI FA mmnl ian t at their switr.hes anri th 
manual uploads by an| | 

After being passed to several people, we ended up with the their tech guv.f 
our whole DCS-3000 system, etc. Anyway, his number is (260| phould any 6f ya'll wish to call him. But until they 
get CALEA compliant, it seems we're SOL. 

1 doesn't really seem to grasp 

SAt ] 
Technical Advisor. New Orleans 
(504 
(504 

Office 
Cell 

be 
b7( 

UHOLAGGir4BP 

IOTP) (FBI) b7C 

From: 
Sent: 
To: 
Cc: 

Subject: 

c ] (OTD) (FBI) 
\AterWgrlav Aurnwl 0% Ofinft 1(VSS AM 

JiQIQUEBJL 
l u i u ) ( i - B i ; [ ] (OTD) (FBI); 

t l H U I I T P I 

r>'~ cs 

SFMSITIVF RUT IINPI ftSSIBED 
NON-RECORD 

b.2 
b7 I 

All, . 
I sent] 

target 
and require the DCS 3000 software suite to accomplish this. She is being assisted b) 
issues.! [has used the DCS with this carrier before and I hope will be assiting hsT in COHTlSuration since they 
are both out of Miami. 

J t the USCG a copy of the DCS3000 install software. They are pursuing an intercept on a 

ITgur 
bf the DEA on networking 

nn 
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9EN3ITIVC PUT UHOLAQlMHee 

From: 
Sent: 
To: 
Subject: 

lOTD) (FBI) 

)TD) (FBI) 
306 9:44 AM 

tOTD) (FBI) 
r-W! OALLA NUmblrs 

1 D 7 C 

SeCBETtfNOFORN 
RECORD 315 

b f i 

lessaj —Original Message, 
From: 
Sent: 
To: 
Cc: 
Subject: 

l(OTD) (FBI) 
lh„ncH3» h,^)) J l l l l kh-^ pM 

l a P ) (FBI) 

CALEA Numbers 

I » (FBI) _ 
JOTD) (FBI)[_ 

OCORET//NOFORN 
RECORD 315 

be 

](OTD)(FBI)[ J(OTD) (FBI) 

Here are the CALEA numbers for 2006. There are multiple ways to present the information. The two I chose are: 1) new 
lines added in CY 2006, and 2) lines intercepted in CY 2006. 

New Lines Added in CY 2006 

Lines Intercepted in CY 2006 
b2. 
b7± 

Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. TheLJnumbers will 
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap with the DCS-6000 
numbers. 

UbKIVbU rHOM. IWultiuli Ouuraae-
DCQLAOOiriOATION CXCMPTIOH 1 
SeORCT/ZNOFORN 

b 6 
b7( 

DERIVED rnOM. Multiala Cawreas 
peeLAoairiGATiON EXEMPTION I 
5ELHETJ/NOFORN 
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From: 
Sent: 
To: 
Subject: 

^ C R E I ^ 

IOTP) (FBI) 

Monday. August 21. 

uooa sturr 

](OTD) (FBI) 
200610:24 AM 
JOTD) (CON) 

b7C 

UHOLAOOirrEB 
NON-RECORD 

—Original Mesa 
From: I 
Sent: 
To: 
Subject: 

, na 

i nursoav. June1 TT2 
L FW: DCS 3000 issues 

|(OTD) (FBI) 
_006 3:32 PM 
JOTD) (FBI) 

U H Q L A 0 Q i n e & -
NON-RECORD 

—Original Mi 
From: 
Sent: 
To: 
Subject: 

eSS?|1Bnm • 

|0TD) (FBI) 
'wegrHJJJUJV.JMHrpS. 2006 9:15 AM 
I ~l(OTD) (FBI) 
'hW: Ul!> JUUU ISsues 

umeLAoainee-
NON-RECORD 

fo7C 

foe 
fo7, 

—Original M^g^np— 
From: I tCE) (FBI) 
Sent Tuesday. January 24. 2006 4:50 PM 

Subject: ' Kb! ULS JUUU \liSm' 

UHOLAOOirrEB-
NON-RECORD 

hi 

hz 
he 
fc7C 
b 7 S 

] 
I spoke with some of the guys who were using the DCS3000 during the case and got their input. 

This case involved a drug related kiddnapping which took place inj 

Eana wnom receiveo ransom oemanas. uve r tne next tew gays we obtained JSeTT 

uijaiiQU^ Subjects from the group. W e went up on Pen Registers'on those as well. Initially \ 
' " o r o " " * raroiwinn thai 

we 
•lata Iac wni i L-nnuA hi it nnr-o that . . r a o ™rro,- toH * l-irno wnli .mo ni H ^ »,^,e r0 , -oi»oH 

TW inrormation was ot great vaiue in determining tne wnereaDouts or tne victim and tne subjects pnor to tne series of arrests 
which ultimately took place. The victim was located unharmed. 

Thanks for all your help! 
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SE 5*t 
OriainaL Message 

From: | |(OTD) (FBI) 
Sent: limsrtav. lannarvl l f 2006 1:22 PM 
•mi | ^ r ^ F ^ (FKT\ 

Subject: DCS 3000 issues 

NON-RECORD 

be 
lb7t 

acould you write up a little something about your case last week and how the DCS3000 and thd~ 
3d for you (good or bad). This is low priority and can be done when you have a moment. 

I fo2 
brograms ! b 7 E 

Thanks.... ••kJ O 

b7C 

UWGLAOOirtEB-

uNCLAOoines-

UMGLAOOinee-

UNeLA03IFIgP-

From: 
Sent: 
To: 
Subject: 

Importance: 

(OTD) (FBI) 

1 tOTD) (FBI) 
Monday. August H ffl06 10:23 AM 

• toTm (CON) 
Good Stuff 

High 

b6 
b7C 

SENSITIVE BUT UHGLAOOiriCD 
NON-RECORD 

—Original Me 
From: 
Sent: 
To: 
Cc: 

Subject: 
Importance: 

sap-— , 
I KNY) (FBI) 
Sunday, June 04, 2006 7:37 PM 

£B1L 

(NY) (FBI)I 

JOTDHFBIII 

lfflYYfFB?v[ 

I K N Y U 
fWT(FBI)I 

New York CMP Thanks You - - Again 
High 

NY) (FBI)]. 

aeNsiTivr: P U T UMOLAOoincD 
NON-RECORD 

rtm\i 
YTTFBI)JZ 

(FBI)| NYUFBI)T 

JNY) (FBiT 

Y) (FBI 
NY) (FBI 

~ hM (FBI); 

] 
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Just wanted to take a moment and sincerely thank you guys for everything you do to assist us. 

The recent DCS 3000 solution you provided that allowed us to get pen data to mirl Inratinn and into the 
VoiceBox system has been invaluable. Instead of providing pen data for what was expected to be a short period of a few 
days, it continued to provide data to our Title Ills for two weeks. The restore process failed when attempting to import data 
from the old version at Chelsea into the new version at the CMP. The problem was solved last week, but your equipment 
allowed us to have a mangeable problem instead of a major headache. 

I hope we provide the kind of support to those we assist that you provide to us. 

Thanks again, 

From all of us at the New York CMP 

•SENSITIVE BUT UHieLAJOiriCD 

OCNOITIVC PUT UNOLAOOiriCD 

From: 
Sent: 
To: 
Subject: 

Importance: 

] (OTD) (FBI) 

[ ](OTD)(CON) 
Mnnrtav Aimust 31 7f)nfi 8.46 A M 

I J(OTD) (FBI) 

b'; 

FW: Immediate inspection data call... URGENT!!!! 

High 

UMCLABGIH6B-
NON-RECORD 

(O) 703 
(P) 703-
(C) 703 

£TU ISSO 
he 
Sb7C 

ssape 

"""L" IM "" ¥ 
Son 

OTD) (FBI) 
06 PM 

—Original Mes 
From: 
Sent: 'JbBMU 
To: I TOTDXCON) 
Subject: HA/! IWMMiaiS irwpfiflion data call... URGENT!!!! 
Importance: High 

UHQLAOQIPtgP-
NON-RECORD 

I hope you can help with the following request. I'll be out of the office until 8/28, b u t l l w i l l be here and can answer any 
questions that you may have just as well as I can. 

Thanks, • be 
b?C 
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ail 
Original " " " p — 

From: I 
Sent: . 
To: J 

|(SecD)(CON) 

zcj&r' 

Subject: 
Importance: 

I ~HflTOD) (FBI)I 
Immediate inspection data call... URGENT!!!! 
High 

b6 
fc'7G 

Irrop) (FBI) J 
_ZJOTD){! FBTJt 

"LawfFBnf 
KL&KWi 

](OTD)(CON); 

UHOLAOoiriee-
NON-RECORD 

All: 

Attached is a DOJ form that MUST be completed ASAP!!! 
Answer the questions to the best of you ability, with "unvarnished" answers!!! The inspectors WILL compare your written 
responses with their actual finding during the inspection. If the answers are "NO, or I don't know", so state... do NOT 
fabricate answers that can not be verified/proven. b 6 

Once you've completed the form... CALL me for submission instructions please!! ib7 

Specific questions about the form should be addressed to the inspection POa I®. 202| I 
Systems am-

DCS 3000, 

rrss ocio CEED 
HANDBOOK - Merg.. 

fo2 
b7E 

Quantico complex 
CISM, CISSP, ISS, PSEC, MCSE 
(703| | Bid 9, room 9-LL-14 
..."lead, follow, or get out of the way." 

](ISSM) 

to 6 
b7C 

uuoLAaaiFieo-

UHCLA33irrfJf» 
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O T D> (FBI) g c 

From: I KOTD) (FBI) 
Sent: Thursday. August 17. 2006 9:42 AM 
To: | |OTD) (FBI) 
Subject: ' Kb: IIUIU b IMU Monthly Report ' 

9EM0ITIVC PUT UNOLAOOiriCD 
NON-RECORD 

I 1 i reviewed this withl I The support appears valid. 
lb 6 
b 7 C 

-Original Mreanp— 
From: | IOTP) (FBI) 
Sent: Tuesday. August 15. 2Q06 11: ?-*AM 
TO: I 1 (OTD) (FBI);| | (OTD) (FBI) 
— ' " • ' - • " n . t | M l ) r - - - «™ Subject: FW: IlllUfclMU Monthly ReporT 

OCHQITIVC P U T UHOLAQoiricp 
NON-RECORD 

run this through the project leads to make sure it is accurate and that nothing is "exaggerated" or out of place. 

Look over the DCS-3000 stuff for the same things. 
be 

Let me know the validity of the report. 

CZJ Telecommunications Intercept & Collection Technology Unit 

7031 Week b6 
20i bell fe7c 

1
IOTD)(CON) 
06 ll:l£j&M. . 

OTD; fpmM IfQTm (FBI) 
T(OTD)(FBi)r 
Report •-

[OTD) (FBI) 
Subject: TICTU FTMU Monthly Report 

fiEMeiTIVE Bl IT I Ihiri fteeieiert 
NON-RECORD 

The attached report provides information related to the services provided by the ETMU staff in support 
of TICTU during July 2006. The data is compiled from our SOIL, CSOC, Facilities Engineering, and 
Logistical Engineering staff as well as the DCSP System Administrators and Analysts deployed around 
the country in support of TICTU fielded ELSUR collection systems. I hope you find this information 
valuable. 
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<< File: TICTU Report-July 06.doc > > 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
Phone: 703\ \ 
Fax: 703\ \ 

b 2 
to 6 
b7C 

OCHOITIVC PUT UUOLASaiFIPP 

3EN0ITIVC PUT UHOLAOOiriCP 

bo 
SENSITIVE BUf UHei_A8SIPIEP b"'C 

OTD) (FBI) 

From: (OTD) (FBI) 
Sent: I hnrsHav August 1 f'200R 937 AM 
To: I , DTDl (FBI) 
Cc: 1 l(OTD) (FBI) 
Subject: RE: Report for TICTU - July 2006 

OCHOITIVG BUT UMCLACOiriCP 
NON-RECORD 

I his task is what| |currently is assigned to. This task is for operations support, including TMD review, 
DCS3000 manual and (Jb t review, 
hardware configuration, and deployment support. 

I 1 
Original More;.™. 

From: I IOTP) (FBI) 
Sent: Thnr^au AiiniwM7 7nnfiF5sAM 
To: I IfOTm (FBI) 
Subject: FW: Report for TICRI - July 2006 

OENOITIVC PUT UNCLASSIFIED 
NON-RECORD 

be 
b7C 

CZJ 
Whatd did/does this pay for. fo 6 

1=] 
55A\ I 

| [Telecommunications Intercept & Collection Technology Unit 

703\ Idgak 
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20d" 
EJREt SEC b6 

b7C 

(OTDXCON) 
FTfc 7nnftji-ifiAM 

m) (FBI) 
^ ( O T D ) C 

Report for TICTU - July 2006 

OCHQITIVC PUT UHGUASSiriEP 
NON-RECORD 

IfiTD) (FBI)C 
|(OTD)(CON) 

][OTD) (FBI) 

The attached report provides information related to the services provided during July 2006 

« File: I 

Thanks, 

» «File c 

1 Lkr - t , Urd Moor, Koom# 3A43A 
Building 27944A, Quantico, VA. 22135 
Engineering Support Services (ESS) 
ELSUR Data Management System (EDMS) 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
Phone: 703J I 
Fax: 703| | 

bb 
b7C 

I> fo2 
b7E 

aeimi i iv c P U T UHOLAooiricp 

&EN&I IIVE BUT UNaLASaiPIBP 

SENS! I lUE BUT UNaLAJSiriCD 

IOTP) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ JHK) (FBI) 
Tuesday. August 15. 2006 1:55 PM 

I IfOTD) (FBI) 
RE: Re: DCS 3000 CD-RW's 

umeLAaairiee-
NON-RECORD 

Thanks! I could you please send me the Tech Tips. Thanks. 

—Orioinal Messaae— 
From: 1 ICOTD) (FBI) 
Sent: Tuesday. Aunust 15 ?f)Ofi 8:51 AM 
To: | IMK) (FBI) b2 

b7E 

NON-RECORD 
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^EGRfrT""" 

I 1 
RfimP! field fiffir.fts am savinn the information to a directory on the machines C: drive and then using either the 

creation methods to burn the target information onto disks.| ~|is working on a "Tech Tips" best practices edition 
for how this is being done. • • 
However, that said, we are invesitgating the use of the dreaded I There are many 

policies to consider in using this 
type of media. I from New Haven is working on these issues. She is feeling out the potential hurdles 

we might face. The first 
one she is Innkinn at is taking a data storage device from an unclassified (DCS 3000 Cleint) to a classified! | 

I fcvstem. 
She has found out that thel IMUST have write protection capabilities and that write protection must be 

on before connecting the 
drive to| ]This is so the Classified system can not write to the media, which makes sense. There are scanning 

for virus IssUes and othe 
things that still need looking at. So, that is where we are at. Call me if you want a pre-edition of the Tech Tips from 

\ pr want to discuss this. to 2 
Also, there is the evidence issue. I have always been told "first removable media." I am not a lawyer however. fee 

1 = 1 ^ 
—Original Message— 

From: I tNK) (FBI) 
Sent: Monday. Aiiaiwfr 14 ?Qnfi 1:39 PM 
To: I lOTD) (FBI) 
Subject: Re: DCS 3000 CD-RW'S 

UHOLAOOiriCD 
NON-RECORD h6 

b7C 

Do you know how other Divisions are upload the information from DCS 3000 to TA using the cd's. 

Newark Uivision-
9731 I 

UNCLAOQiriCD 

UNCLAGGirt&e-
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1(OTD) (FBI) 
fc»6 
)b"7( 

From: I IfOTDHFBI) 
Sent: Tiiftsriflw Anmist 1S POOR 11-93 AM 
To: | |(QTD) (FBI);| | (OTD) (FBI) 
Subject: hW: IIUIU bIMU Monthly Report ' 

OCHOITIVC PUT UHOLAOOiriCB 
NON-RECORD 

B run this through the project leads to make sure it is accurate and that nothing is "exaggerated" or out of place. 

Look over the OCS-3000 stuff for the same things. b6 
b7C 

Let me know the validity of the report. 

rf$ elecommunicatioiis Intercept & Collection Technology Unit 

b o 
b7( 

lOTDXCON) 
Tuesday, August lb, 2006 l l j l f i ftM 

—Original Mess§aa» 
From: 
Sent: 
TO: TOMFC MTfHAF! OTTTO fFBI^I IfOTD) (FBI) 
Cc: I 1 (OTD) (FBI] |(OTD)(FBI) 
Subject: ULTU El ML) Monthly Report 

GCNOITIVC BUT UHGLAOOiriCD 
NON-RECORD 

The attached report provides information related to the services provided by the ETMU staff in support of 
TICTU during July 2006. The data is compiled from our SOIL, CSOC, Facilities Engineering, and Logistical 
Engineering staff as well as the DCSP System Administrators and Analysts deployed around the country in 
support of TICTU fielded ELSUR collection systems. I hope you find this information valuable. 

TICTU Report-July 
06.doc (136 ... 

*[ 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
Phone: 703\ I 
Fax: 703\ \ 

b2 
to 6 
b7C 
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ohbNlLT — 

OCHOITIVC PUT UHCLASYIEIFn 

SENSITIVE PUT UMOLADOinCD 

OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ ]0TD) (FBI) 
TnacHaw Ai innr i 1 d OHOR 9 ;02 A M 

I kCTD) (FBI) 
1 Kb: iyyu • 

be 
ib'?( 

UHOLAOOIWCP— 
NON-RECORD 

I will need to meet with you and our new ISSO in SMO. Can I schedule something? Just a meet and greet type thing.. No 
longer than 1/2 hour 45 minutes. How about 1:30 Wed?? 

OTD Physical security Specialist 
be 
b'7C 

IM£ Original M^ssaoe-
From: 
Sent: 

Subject: W 

][OTD) (FBI) 
Tuesday. August 15, 2006 8:56 AM 

J(OTD) (FBI) 

UHOLAOOIREB 
NON-RECORD 

be 
b'7C 

Tarn the ISSO for the DCSNET.[ 
for DCS-5000 is? Hope this helps 

IZZI 
-Original Mreanft-

JOTD) (FBI) From: I 
Sent Monday, August 14, 2006 3:10 PM 
To: | "~l (OTD) (FBI) 
Subject: l^U 

UNGLAoair-te& 
NON-RECORD 

] i s the ISSO for DCS-3000. I don't know who the ISSO 

be 
b'7C 

Are you the ISSO for DCS-5000 or is[ 

OTD Physical Security Specialist 

for all TICTU?? 
be 
b7C 

V*8LCRET 
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sm&f 

UNOLAOOirtE» 

yMCLAcoirtfe-

UMCluACCir(B» 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

[ ] (OTD) (FBI) 
Tuesday. August 15, 2006 8:56 AM 

I JOTD) (FBI) 
wt iyyu 

•fc6 • 
b'7C 

UMOLAOOlReB" 
NON-RECORD 

r — i 
Tarn the ISSO for the DCSNET.[ 

for DCS-5000 is? Hope this helps 

—Original Message 
From; I TCOTO) (FBI) 
Sent: MflnoaV. AUOdSt 14. 2006 3:10 PM 
To: 
Subject: 

c 
ISSO 

] (OTD) (FBI) 

UHOLAOOIPtefr 
NON-RECORD 

] is the ISSO for DCS-3000. 1 don't know who the ISSO 

be 
b7C 

Are you the ISSO for DCS-5000 or is| |for all TICTU?? 

I I 
7uX J 
D T H Phv/giral Sfrrnritv finaniglist be 

UNCLAOOiriCD 

UKOLAOOIRee 
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From: 
Sent: 
To: 
Subject: 

UNCLAaaiPrgp-
NON-RECORD 

SEgftET 

(OTD) (FBI) 

[ ](OTD ) (FBI) 
Tune/taw A i i n n e M S ?nrjft 8 5 1 A M 

I llO (FBI) 
RE: Re: DCS 3000 Cu] | 

be 

b2 
fob 
b7C 
lb7E 

[ 
Some field offices are saving the information to a directory on the machines C: drive and then using either t h e | _ _ _ _ | 

crgailfln rrleinOus fo burn the target information onto disks 
how this is being done. 
However, that said, we are invesitgating the use of the dreaded^ 

is working on a "Tech Tips" best practices edition for 

1 There are many 
policies to consider in using this 
type of medial ~ f rom New Haven is working on these issues. She is feeling out the potential hurdles we 
might face. The first 
one she is looking at is taking a data storage device from an unclassified (DCS 3000 Cleint) to a classified [ 

I i system ] 
JMUST have write protection capabilities and that write protection must be on She has found out that the I 

before connecting the 
drive tc| I This is so the Classified system can not write to the media, which makes sense. There are scanning for 
virus issues and othe , _ _ _ _ 
things that still need looking at. So, that is where we are at. Call me if you want a pre-edition of the Tech Tips from| | 
or want to discuss this. 
Also, there is the evidence issue. I have always been told "first removable media." I am not a lawyer however. 

—Original Message— 
From: I 
Sent: Monday. August 
To: I ' • 
Subject: Re: DCS 3000 Cq | 

" H N K ) (FBI) 
1472006 1:39 PM 

IfOTD) (FBI) 

uitieLAoairicB-
NON-RECORD 

b2 
b7E 

be 
b7C 

Do you know how other Divisions are upload the information from DCS 3000 to TA using the cd's. 

Newark Division""' 
973 

!Wj 

H 

UHOLACGinSP 

unici_AJ3ii"iee-
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From: 
Sent: 
To: 

be 
b7C 

Cc: 

Subject: 

|OTD) (FBI) 

[ Mnnrtav/ A i i n i S 14, 20 
T H N ) (FBI) 
3sl 14, 20C 
HN> fFJBl) 

la 101 

"IHNI (FBM 

](HN) (FBI); 

^ ^ U F X ^ I 

iEEnt 
"UNWFBI 

ImMWERnT 1»M\ <CR\T 

lu\n\im\r wsm^m 
[tiiuirau] 

1(PX) (CONY 
(OTDHFBI)I 
Power Outage Friday 8/18/2006 

l c o m l - . .r |LA)(CoTU[ 

[(OlOTH-Ul 
l/MII^UtltMr 

iKvmunjifl 

±m 
Mnu. 

N) (FBI) 

GCHGIT1VC PUT UMOLAOOiriCD 
NON-RECORD 

b2 
be 
b->c 
b7E 

To All, 

I have been notified by| |that GSA will be shutting down all electrical service to the Federal Building on 8/18/2006 
from 6:00 p.m. to 2:30 arn" 

Therefore to bring down all nf tha computers in the CMP gracefully, we (tech guys) will be shutting down thj | 
J DCS 3000 and any other system that I forgot about on Friday 8/18/2006 at 4:30 pm. 

You will need to turn off your computers and shut them down (turn off the electrical system) at that time. This includes all 
of the printers and anything p'pp mnnprtori tn an electrical plug to include the UPS systems. If you don/t know how to do 
it, please let one of us (myseltj | know prior to Friday. 

All of our collections will cease as of that time until we get back in on Saturday 8/19/06 to turn on all of the systems. 

Please turn off youiT 

FYI for CSOC. 

computer & printer prior to COB on Friday 8/18/06. 

SA 

FBI-^Honolulu 
(808 
(808)1 I (O) 

(C) 

to 2 
bo 
b'7C 
fo7E 

IFM^ITfE BUT̂  
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l(OTDHFBI) 

Monday August 14 ? f i n ^ : i 
From: l(OTD) (FBI) 

lr to Sent: , MlQnflaY. AygUSLd^OOS 3:53 PM 
To: | | (OTD) (FBI) tb/c 
Subject: j-w: Not a survey 

OCNOITIVC PUT UNOLAOOiriCD 
NON-RECORD 

ssaoe 

I HfWF) (FBI) 
Mnnrtav. A. 1 ^ 1 4 . 70(16 12:3 

—Original Message-
From: 
Sent: Mnnrtav. AumwtT*. 70(16 12:31 PM 
To: I I(OTD) (FBI) 
Subject: RE: Not a survey 

hi 
b ' 

SENSITIVE BUT UMCLASSiriED 
NON-RECORD 

Thank: ca 
aecironics lecnnician IS-2 

Desk) 

hie 

202 
202 
202 

Cell) 
Pager) 

Original Message . _ 

From: I IOTP) (FBI) ' ^ 
Sent: Monday, August 14, 2006 12:04 PM fc ' '• 
To: I |WF) (FBI) b 2 
Subject: RE: Not a survey b 6 

b'7C 
SENSITIVE BUT UMCLA66IFIEP b 7 £ 
NON-RECORD 

I 1 
I think it best if someone from your office replies. ~ Is asking if your office enables the 
for each pen-register (criminal and FISA) target as a matter of policy/practice. The default on the DCS-30UU is not to 
allow thel lafter the call is setup unless the check box called| ^ ^ |is checked 
for each target. I iust checked vpur criminal DCS-3000 system, and the vast majority are set to] Twnicn means 
yOU're nOt Collecting | lJUSt t h e l Idialed at the ha j inn i i jn nf thn ^ l l o tnr fha m^nrihi rrf wmir tarnotc: 

I assume this is due to policy/practice in the office. If so, your response tcj I 
cases. 

—Original Message 
From: | ~~1WF) (FBI) 
Sent 'Mnnrbv Annnsf U'7nflfi Q:37 AM , , ] b 6 

To: I ~ ~ l O T D ) (FBI)| JOTD) (FBI)I I(OTD) (FBI) >„. n r 

Subject! YW. NUL A WrVtiy ' " ™ 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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All, 

Please see£ 

SH^T 

—Original Message— 
From: I , 
Sent: Mnnrtatf. Aun.i^t 14 ?0Q6 8:14 AM 
To: | tOTDXCON) 
Cc: l ' n f i T D U F B n f -

L 
Trail 

email below and respond directly back to him as soon as possible. Thanks! 

J)TD) (FBI) 

be 
b'7C 

Subject: Not a survey 
Importance: High 

UMOLAOOirtCB 
NON-RECORD 

Hero <Bnr 
J(OTD) (FBI) "" 

I (OTD) (FBI);I "loTD) 
F 0 T D n F B I ) r n - - J f ' |!6rt>hFBl); 

be 
!b'7C 

please forward to all TS/TA's for a response. 

Ladies and Gentlemen, 

Can everyone please send me a very short reponse on the practice your offices follows in thejjse of the DCS-
3000. Do you ONLY capture the] bf numbers or do you use the toogle to capture! Jnumbers. . 

Since there are many options available to us on how much dialed information we collect we need to know what the 
norm is around the country. I understand that some of you will answer it is on a "case to case" basis, but I am just 
looking for the norm in your office. 

be 
Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 b?c 
allows. 

nz2 be 
b7C 

SS/f 1 
i ecnnicai 
O: 540f" 
C: 202-

Personnel Development Unit 

UHOLAOQiriCD 

W6LA0GinCD 

-WGLAOCiriCD 

•WteLAOGiriBP 

QCHOITIVC PUT UHOLAOOirHsB 

OCMOITIVE BUT UNGLAGOiriCP-

GCNGITIVr: BUT UHGLAOOiriCD 
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^J$E£BEJ-

Thanks 

b 6 
ib7C 

iriginal Message— 
From: |_ " " 30TD)(C0N) 
Sent: MnnflflV AiifiiN-14 ?fflj6 8:22 AM 

|PD) (FBI);f To: lAT) ( F B I ) C Z Z Z I l 
^ T N Y U F B H I I 

CFBI)J_ 

Subject: 
(MO) (FBI) 

FW: Not a survey 

FBI)£ 
JNIC) (FBI)] 
pK) (FBDt 

J ( B A R F p Z : 
JLA) ( F B l J _ 

) (FBTJ£ 3H0)( 

UNCLASSIPICtr 
NON-RECORD 

All, 

Please see| I61713'1 below and respond directly back to him as soon as possible. Thanks! 

—Original Message— 
From: | pTD) (FBI) 
Sent: ' M^=», A..n„cHl JIHUl 8:14 AM 
To: I IroTDVCON) 
Cc: ^ ToTDWFBnr 

Subject: Not a survey 
Importance: High 

UHOLAOQIREB-
NON-RECORD 

Inn ffanr 
JOTOHFHJI 

IfQTPl fFHir 

be 
b'7C 

JMHWULS 

Jjlease forward to all TS/TA's for a response. 

b 6 
b7C 

Ladies and Gentlemen, 

Can everyone please send me a very short reponse on the practice your offices follows in the use of the DCS-3000. 
Do you ONLY capture thej frf numbers or do you use the toogle to capturj~~1numbers. tD e 
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Since there are many options available to us on how much dialed information we collect we need to know what the 
norm is around the country. I understand that some of you will answer it is on a "case to case" basis, but I am just 
looking for the norm in your office. 

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows. 

Martin 

SS/j_ 

technical" 
0:540 
C: 202 

Personnel Development 

he 

Unit 

UNCLABOinCD 

UHOLAQOiriCD 

UHOLAOOinCD 

UHOLAOOiriCD 

QCN3ITWC PUT UHQLAQQiriCO 

StHGITIVC BUT UHGLAOOlhCD 

SEMSITIVE PUT UMOLAOOinCD 

From: 
Sent: 
To: 
Subject: 

NON-RECORD 

OTP) (FBI) 

_ _ _ _ _ _ (NK) (FBI) 
Monday. August 14. 2006 1:39 PM 

\~-~~~Lnip) (FBI) 
1 Re: DCS UUUU CUJ 

fc.2 

fo6 

Do you know how other Divisions are upload the information from DCS 3000 to TA using the cd's. 

SA| 
Newar__i_sjpj Newgx 
9734" 

UMGLAgSirOE& 
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To: 

b6 
b7C 

I f PIT) fFnTjl 
tBH) (FBDl 

Subject: 

UNULASSIPtBfr 
NON-RECORD 

t a survey 

All, 

Please seel lemail below and respond directly back to him as soon as possible. Thanks! 

essMe Original Mi 
From: 
Sent: , MOflflflY. AUfll 
To: 
Cc: 

kOTO) 

ZEEQX 

Subject: 
Importance: 

Not a survey 
High 

DTJTTJTTFBIT 

JOTD)(CONl 
PTDHWOr 

(FBI) 
AM 

•(omHrBi)E 
"](DE) (FBD 

OTD) (FB1)|_ 
l(OTDHFBI)l FOTC» Hmtmz 

UNILA30IHSP 
NON-RECORD 

> 
lease forward to all TS/TA's for a response. b7C 

Ladies and Gentlemen, 

be 
b^c 

Can everyone please gpnri mp a.ypry short rapnncA on the practice your offices follows in the use of the DCS-3000. Do 
you ONLY capture the >f numbers or do you use the toogle to capture! lumbers. 

Since there are many options available to us on how much dialed information we collect we need to know what the norm is 
around the country. I understand that some of you will answer it is on a "case to case" basis, but I am just looking for the 
norm in your office. ]h ,-

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows. 
b7C 

[ 
3s£ 

b o 
b7C 

Technical 
0:540 
C:202 

Eersonnel Development Unit 
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NON-RECORD 

All, be 
. b7C 

Please seel lemail below and respond directly back to him as soon as possible. Thanks! 

(FBI) 
—Or ig ina l MOCC=»™> 

From: _ 
Sent: Mnnriav Annn<*14L 2006 8:14 AM 
TO! 

CC! E ra£ 

](OTD) 
1̂ 0̂06 8:14 
JOTD)(CONl. 
Firm rhrnvF 

Subject* Not a survey 
Importance: High 

UHOLAOPIPIFn 
NON-RECORD 

]OTD) (FBI) 
ItomnmiJl [(OTD)(FBI)| 

IQTPI ffmf 
|(OTD) (FBI)J I 

please forward to all TS/TA's for a response. 
b'7C 

Ladies and Gentlemen, 

Can everyone please send me a very short reponse on the practice your offices follow^jn the use of the DCS-3000. 
Do you ONLY capture th 

nd me a very s 
numbers or do you use the toogle to capture! numbers. 

lb 6 
Since there are many options available to us on how much dialed information we collect we need to know what the b?c 
norm is around the country. I understand that some of you will answer it is on a "case to case" basis, but I am just 
looking for the norm in your office. 

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows. 

Sfi/f 
I edhnical Personnel Development Unit 
0:540 
C:202 

-wtefc*ryirirn 

UHGLASSiriBP 

UNCLAOOIHee-
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Subject: 

"OIHILMUUIUBD 
NON-RECORD 

All, 

Please see) |email befow and respond directly back to him as soon as possible. Thanks! be 
b'7C 

—Original Message— 
From: I I (OTD) (FBI) 
Sent: Monday. August 14. 2566 8:14 AM 
To: | "TcfTDXCOm 
0 8 I I Q T D U F m l ^ irDFUFBTj lnnrnuFBn| ~form 

<FH1 ftUIUHWlH ROTO B l | KOTP) tFBI)J ^ 
I K w p n P B p — • ' • * r 

Subject: Not a survey 
Importance: High 

NON-RECORD 
be 

I 1 b 7 C 

I pease forward to ali TS/TA's for a response. 
Ladies and Gentlemen, 

Can everyone please send me a very short reponse on the practice your offices |""""|s in the use of the DCS-3000. Do fos 
you ONLY capture thd bf numbers or do you use the toogle to capture! numbers. hi 

Since there are many options available to us on how much dialed information we collect we need to know what the norm is 
around the country. I understand that some of you will answer it is on a "case to case" basis, but I am just looking for the 
norm in your office. 

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows. 

1 1 

SSAT 1 

1 1 
O: 540 
C: 202 

TJNL-Lf SStHED 

UUCLAOOiriCP 

Unit 
ha 
b'7C 

62 



— L)L.UHL I 

OCNOITIVC PUT UHOLAOOiriCP 

l(OTD) (FBI) 
be 
b?c 

From: 
Sent: 
To: 
Cc: 
Subject: 

I I (OTD) (FBI) 
Tuesday. August 08 2uW5:54 PM 

I l(OTP) (FBI) 
1 |(OTD) (FBI) 
TMT 

NON-RECORP b t 

Here are the types of data elements the DCS-3000 produces: 

b': 

uNCLAsaingp-
b6 
b'7C 
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OTD) (FBI) be 
•b7C 

From: 
Sent: 
To: 
Subject: 

I IfSDl (FBI) 
TiiAoriav Aiinn^tflB SffflAJMR PM 

I l(OTD) (FBI)l 
DC33uuO 

(OTD) (FBI) 

OCHOITIVC PUT UHOLAOQiriCD 
NON-RECORD 

At the risk of sounding lazy, is it possible to have an auto-update feature that would allow the input of a target into the 
warrant database on one client that would then allow you to select other clients you would like to populate with this same 
data. For many different reasons, some good, some not so good, we are in a position where we have the same target in 
multiple clients and not all are always remembered to be update at renewals. 

SENSITIVE PUT UHOLAOOiriCD 

From: 
Sent: 
To: 

Cc: 
Subject: 

1 (OTD) (FBI) hi 

Monday, August 07' 

iFB\)i Vh 
(AT^ /PBKI 

TOT 
IFBOt 

OTD)(CON) 

I 
HCtt (FBI1 

LO!UHFBO{ 
J£ELI 

] 

iKPj(FBi)rj m n 

JK) (FBI) 
Bl) 

NON-RECORD 

Greetings. 
I am checking in to see if you have had.a chance to install theQ 
received at the RTL conference in Tampa. 

package [ ]etc) you 

If you haven't, please take some time this week, to do so. I would also like to run a few tests with each of you with a test 
phone to confirm it's working. 

You will need to work with) 
| J He can be reached at 703[ 

Tan the DCS-3000 side to be able to configure your target for the|_ 

Please let me know if and when you have completed the install and tested it. 

If I don't hear from you I will start calling you and bugging you.:-) 

Thanks. 

fo2 
he 
b7C 
b'7E 

TworK 

Jeff" be 

UMCIASSIN6P-

SK^E ET 
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ISf 

From: 
Sent: 
To: 

ubject: 

\ J L O W W 

RECORC 

(OTD) (FBI) 

DCS 3000 

](WF) (FBI) 
11:39 PM 

J(OTD) (FBI) 

be 
b7C 

b2 
be 
b7C 

^numbers. Just wanted to touch base with you on the Friday incident with th\ 
We got all four number is and they all downloaded. 
7031 Hook theJooofist 
703 " j a n d 703" tvere quick since the co; 
7031 |was quick also. It only had call records for[ 
we missing anything on this one?? 

Can you check your system and tell me if we have anything pending for the above numbers?? 

Thank you for your assistance and patience. 

Jvere quick since the cqveraae for them began today 
|l thought this one had call records back to March - Are 

DERIVED FROM. OO fDI Olaaaiffcatien Ouide O 0. dated 1/07. foreign GeuHteHwIolliwonoa Invootinations 
PCCLA33IFIfiftTIOIil EXEMPTION 1 

—SECRET 

From: 
Sent: 
To: 
Subject: 

][OTD) (FBI) 

L 
[ 

MnnHav .luK/M 9M6 8:02 PM r 

_J ( 0 T D > (FBI);|_ 

1 WF) (FBI) 

DCS Upgrade 

be 
b'7C 

](OTD) (FBI) 

unoLACDineo 
NON-RECORD 

b2 
b7I 

HI -
We are upgrading the DCS 3000 to the latest version and we 

notice tjhel Iwas not connected. Please check. The system IP 

(S) address In a couple of weeks we are going to have a power outage on the 
plant and this will effect the DCS 3000. When we start the DCS 
3 0 0 0 g y g l - A i f l T s t - h o r a a e a f f l i A n ^ A r>n w h i ^ V i r>r>a g h r m l H h«a r i i n n i n r r 

f i r s t? The 
e tc .? 

Thanks, 
b2 
b6 
b7C 
b7E 
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TTA{ 

J i E C E H - ^ 

—Original Message-— 
From: | ~ ~ 
Sent: Thursday. July 27.2006 9:02 AM 
To: I _ I L A U F B I ) 

b 2 
be 
b'7C 
b 7 E 

JOTD) (FBI) 
7:1 

Subject: RB jMystery 

UHQLAOOinee 
NON-RECORD 

• 
b o 
b7C 

Since TA is an analytical tool we pass all the dialed digits from the DCS 3000. Have you contacted TA to see if 
they can modify their system to handle this types of called numbers? 

Original Me: 
From; 
Sent: 
To:r 

issai flSii 
] U ) (FBI) 

SubjicET 

Monday. July 24T2QQ6 2:28 PM 
IOTP) (FBI) 

RE| Mystery 

Ib2 
to 6 
to'7C 
b7E 

UNCLAOOinEB 
NON-RECORD 

CZI 
I just spoke withT 
the 011. 

I They are familiar with this. They said the customer is not actually dialin 
Apparently this occurs when the customer makes a call that is handed off to the oldj, 

network. They claim during the handoff a 
and the associated log file: 

s added. Here is a sample of two calls that were rejected today 

ERROR: MISSING 
RECORD NUMBER 
DEVICE TYPE 

RAW DATA 
CALL DATE 
CALL TIME 
DURATION 

TARGET NUMBER 
FOREIGN 

RING TIME 
RING COUNT 

CLASSIFICATION 
CALL TYPE 

'TO NUMBER' 

b2 

be 
b7C 
b7E 

00 

ERROR 
RECORD NUMBER 
DEVICE TYPE 

RAW DATA 
CALL DATE 
CALL TIME 
DURATION 

TARGET NUMBER 
FOREIGN 

RING TIME 
RING COUNT 

MTSSTNG 'TO NUMBER1 

00 
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ShlHhI 

UN0LA00IH6ft 

From: 
Sent: 
To: 
Cc: 
Subject: 

)TD) (FBI) 

C ~U> (FBI) 
Th..r«rtav July 97 M M 1 1 - M AM 

L 
If 

QSJ1:38 AM 
I |(OTD)^BLL 
BTD) (FBl)| 
"Mystery 

be 
• b 7 C 

(OTD) (FBI) 

ONCLAOOiriDP 
NON-RECORD OTHER CUT OF SCOPE 

I 1 
I will forward the below info, to the Tel Apps people and see if they can get it corrected. 

Thanks, 
ibb 
b 7 C 

—Original ynmnn 
From: 
Sent: 
To: 
Subject: 

' Thursday, luiv 27 20D57-CT 

RE| JMystei 

TTki 2006 
Al(FBI) 

jMystery 

0 (FBI) 
AM 

UMCLACYiriED 
NON-RECORD 

b2 
be 
b 7 C 
b 7 E 

Since TA is an analytical tool we pass all the dialed digits from the DCS 3000. Have you contacted TA to see if they 
can modify their system to handle this types of called numbers? • 

Original Message-

From: I 
Sent: 
To: 
Subject! 

aSmEammwsmfi». 
]A) (FBI) 

:28 PM 
(OTD) (FBI) 

^stery 

NON-RECORD 

to 2 
be 
b 7 C 
fo7E 

SE^ET 
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NON-RECORD 
%^r 

Hi guys. 

I have a quick question abou i_ 
aware of but, «jn™ itn«t «*wriJrT 
local calls withf 

1 This may be something you have long been 

floing the uploads, I have not seen it before. On some outgoing 
pens the raw data indicates a 011 was dialed before the 

number, AS a result this number does not get uploaded to telephone apps. Instead the call is 
rejected as an error; "MISSING TO NUMBER." These are completed calls, with a duration. This is 
occurring with different targets on unrelated cases. All are outgoing calls from] 
phones to local numbers here in LA. I can't believe would be dialing 011 before they make a 
local call. Do you know why this is happening? 

j 

"Q 
•BNOLAOOinBO 

UMOLAOOinEB-

UHOLAOOinEB 

UNQLAOOirteB-

b 2 
lo 6 
lb'7C 
b7E 

UN(8LA3SIPreP-

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

I l"Tm (FBI) 
Thursday .lnh/?7 ?nf|R 9:53 AM 

I tOTD) (FBI) 
hW: Ke: New DCS 3000 Computer 

-be • 
b7C 

UI1CLAQCII4SD 
NON-RECORD 

• 
Have you seen an RMS for this? If not can we send it to him (when time permits). 

Thanks. 

From; L 
Sent: 
To: 
Cc: 
Subject: 

|(NK) (FBI) 
MPniJflY, JUIY 2 1 , 2QP6 3:08 PM 

-J(OTD) (FBI) 
INK) (FBI) 

Re: New DCS 3000 Computer 

be 
b'7C 

UN0LA33IFtgtr 
NON-RECORD 
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—sttjRtl 
I don't know if you remember speaking to us or not regarding replacing our "front room" DCS 3000 machine. The one we 
are using now is attached to the CDNRS machine. We what to remove it from the CNDRS and start having the lAs 
downloading from the DCS 3000 instead of the CDNRS. The problem with the old machine is that it does not have a CD 
burner. Is it possible to send us a new DCS 3000 computer? Thanks. 

si 
973 I 

fo6 
b7C 

-UUCLAGCWED. 

UHCLACCinBB b6 
hlC 

"JOTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

Wr r^ /FRH 

(OTD) (FBI) 
- _~41 AM, 
WF) ( F B I ) | _ _ 30TD){FBI)[ 

]WF) (FBI)[ ](WF) (FBI)[ ](WF) 

JSystem 

NON-RECORD 

b2 
hi i 

Were the calls collected on the DCS-3000? If so, we can give you and the attorney's office a CD with an MS Excel 
Spreadsheet with the call records and hypertext links to the corresponding 3' 

Original Message 
From: 
Sent: 
To: 
Cc: 
Subject: t~PU[ 

I " > 
Wednesday. July %. 20 

I rwnc 
T B I Btem 

F) (FBI) 
2006 8:24 AM. 
lOTD) [FBI^r 

UHQUkOciriBP. 
NON-RECORD 

—Original f1""3"8' 
From: 
Sent: 
To: 
Cc: 
Subject: 

Moccano 

]v 

I uesdav, July 2b. l\M 

T * 

IWF) (FBI) 
6 2:25 PM_ 

l p T D ) ( F B f l 
>(FBI)[ 

^OTD 
> F ) 

UMQLAaaiPfgp-
NON-RECORD 

b o 

lony tFBnf 
ICWF) fFBDl JWFTTFBTT 

30TD) (FBI) fc2 
b7I 

be 
b7C 

-TCTD) (Cfl 
JWF) (FM)J_ }/VF) (FBI)[ [WF) (FBI) 
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Hi 
h ; 

Can we download a number and its information from the| frstem to a disk? An agent is iD7 
inquiring about this because the attorney's office said he needs the information to present to the 
judge. 

be 
fo'/r 

vjtT.iKrnrk 

IS-. 
202 

uNeLAaairtEB-

UMGLAOOirtBB-

UHCLACCirBfr 

From: 
Sent: 
To: 

Cc: 

Subject: 

UMCLABSIF4SP-
NON-RECORD 

](OTD)(FBI) 

[ 1 WF) (FBI) 
WartnAgftati lnh/7fi 9finfi19-1?AM 

J (OTD) (FBI);[ 
I n m w h w n 

lFBi)[ 
]QH£F1(FBI)[ 

DCS3000 
1(WF)TFW 

]{OTD)(FBI)[ 

](WF) (FBI);[ }WF) 

lb 6 
b?C 

H i -

[S) 
We had a power failure in our building, that affected all of our rnllprtinnR systems 
The DCS 3000 came back up, but one switch is not: connecting in t f o e T " m a c h i n e . 
It is fori I • ' 

Can you take a look at this and notify! | (202j lo iL 
handled on our side? 

]202[ 

b.l 

_|if anything needs to be 

Also - Could you take a quick look at our systems and verify everything else is working properly? 

Thank vou. 

be 
b7C 
b7E 

UHGLASfflFIFn 
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From: 
Sent: 
To: 

Subject: 

UHOLAooirtee 
NON-RECORD 

^pexmET 

[ [OTD) (FBI) 
Tuesday. July 25. 2006 8:49 AM _ 

5 KHN) (FBI)! 
6TD) (FBI) 
DCS3000 

}0TD) (FBI)[ 

b7C 

(S) 

Hey CZI b2 
b'7E 

1 
I cannot ping the pix. So, what we need to check is: ^ _ ^ 
are you looking at the correct pix? the one I show in the database is| 
power? is the pix powered on 
cables? the ethernet cable from eO should be plugged into the same switch as the dcs-3000, if so, unplug and replug from 
both ends 
connection lights?did the; lights on the ethernet port come on when you plugged the cable back in 

if no connection lights, theri try a diffefent cable r 
ping working now? try pinging from a command prompt on the dcs-3000, type: ping] 

if no response, try rebooting the pix 

hopefully one of these steps will fix it, otherwise the vb guys may need to send you a new pix. 
I'll be in until 4:30 or so today if you want to give me a call this afternoon. 

b i 

thanlrcl 

7TJ3T 
1 

3 N ) (FBI) 
-—Original MAccano 

From: I 
Sent: Monday, July 24, 2006 5:56 PM -
To: | ^~tOTD) (FBI)J 
Subject ' HM: biiJUUU * *" 

UHGLAGGiriED 
NON-RECORD 

](OTD) (FBI);[ ](OTD) (FBI) 

hi 
h: 

b2 
bs 
b 7 C 
b7R 

ire if i mail. See below info sent to[] Nfll §Ure if I am contacting the right person, if not, redirj 
DCS3000. As mentioned, we are setting up a pen on _ ^ ^ _ 
We also want the CDC info going to | ^as this will eventually become a Till. 
receiving the CDC on the line but it i l Hot (JOing vb VB 
issue with the DCS3000. Don't know enough of the DCS3000 etc. to do much good. 

I r e f ] _ fthe 
hone, CDC going through trie DCS3000 to the! I 

DCS3000 is set up and 
We cannot ping it from VB. JSI believes there is a connection 

Can you provide us with info to trnnhlp shnnt? r.hprkpri the Pix [ 
(yellow) port to the 3 Com Switch) as| 
not changed from original setup years ago. 

Thankc 

„.. ,ŵ  . „ . .had a yellow cat 5 out of the EthernetO 
Jwanted me to check. Set up between the Pix and switch is same, has 

TTA Honolulu 
808 
808 

Division 
Desk 
Cell b b 

b7C 

Original ptocca™». 
From: 
Sent: 
To: 

j(OTD) (FBI) 
46 PM 
UN) (FBI) 
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b6 
hie 

<s) 

foi 

OEORET 
Subject: RE: DCS3000 

uHOLAOOirtep-
NON-RECORD 

b l 

to 2 
b7E 

I cannot ping the butsrd . 
(EthernetO shown in Yellow) should nave 
and routers are connected). 

J DCSnet side) of the firewall. Check the cabli 
i a CAT-5 cable connected to the} Iswi 

ables on the PIX: the outside 
switch (the switch the DCS-3000 

( S ) 

(SI 

Ongh 1: I 
—Origiofl|_C3essafl£ 

From 
Sent: 
To: 
Cc: _ 
Subject: DCS3000 

UHOLAOOiriCD 
NON-RECORD 

|(HN) (FBI) 
Friday. July fel.MMo:J5PM 

I KOTD) 1EBH 
1 HHW (FBDi 

b 6 
b'7C 

](HN) (FBI) 

be 
b-7c 

b 2 
b 7 i 

Appearsjojje Have been setting up a pen register for al lline in| j vsl I and in the DCS3000 
working in the DCS3000 but for some reason \/R Hp°g nr>t h Q"° across to the DCS3000. JSI suspects th 
firewall is not allowing VB access to the DCS30QQ.I shows! Tdownj 
input status is shown as UnknQwn.Cannot pingj from VB; had restartedi |to no 
avail. Never had this problem previously, only since we have uparadedr learner this year. As tar as I 
know no, IP addresses have not changed. Any guidance on how to work this is appreciated. 

L 

Target line is 808[~ 

thanks 

Surv ID js 

808 

l IAjicjicjujuDivision 
80S| _ _ Desk 

(bell 

if this helps. 

b l 

to 6 
b7C 

UNCLASSIFIED 

UKCLAOOiriED 

UMOLACGiriCD 
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(OTD) (FBI) 

From: 
Sent: 
To: 

Subject: 
(U IU ) ( t -B I ) 
FW: DCS3000 

(HN) (FBI) 
r w. J6 PM 
|(OTD) (FBI)L. ]OTD) (FBI)[ 

uuoLAoaiPte& 
NON-RECORD 

b 7 C 
b 7 E 

Not sure if I am contacting the right person, if not, redirect mv email. See below info sent to] jrefthe 
DCS3000. As mentioned, we are setting UP a pen on al Iphone. CDC going through the uusauuu to the! I We 
also want the CDC info going toj |as this will eventually become a Till. DCS3000 is set up and receiving the 
CDC on the line but it is not going to VB. We cannot ping it from VB. JSI believes there is a connection issue with the 
DCS3000. Don't know enough of the DCS3000 etc. to do much good. 

Can you provide us with info to trouble shoot? Checked thel I had a yellow ci 
(yellow) port to the) | a j Iwanted me to check. Set up between the| | 
changed from original setup years ago. 

,at 5 out of the EthernetO 
and switch is same, has not 

Than l fg 

[ M4HMQIUIU 
808 
808 

JIVISIO 1 

Desk 
:ell 

he 
h"!C 

—Original Message 
From: 
Sent: 
To: 
Subject: kb: DUUUUU 

UHOLAOOirtEB-
NON-RECORD 

I 1 
(S) 

I carihot ping the outsidel-

(OTD) (FBI) 
,46 PM 
(HN) (FBI) 

b l 

b2 
bb 
b'7C 
b7E 

, _ | DCSnet side) of the firewall. Check the cables on thel I the outside 
(EthernetO shown in Yellow; snouid have a CAT-5 cable connected to th j Ithe switch the DCS-3000 and 
routers are connected). 

—Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

I I (HN) (FBI) 
Fri i taw.i i i i t fJi^nnfif i-^PM 

K59AM 

| 6 ^ ^ | 
m |fOTD)fFBn 

be 
b7 

i (FBI)[ ]HN) (FBI) 

UNOLAOoirtee-
NON-RECORD 

b 2 
b b 
b 7 C 
b7F. 

Have been setting up a pen register for a| | l 
working in the DCS3000 but for some reason Vb does not have access to the DCS3000. 

line in ] and in the DCS3000. Appears to be 
JSI suspects the] |firewall 
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SE6RET 

(S) is not allowing VB access to the pr.sannn | 
aind] 

jshows[ 
J r n m \ / R ; haH rpgfar+or^ 

Udownf input status is 
shown as "Unknown". Cannot pine. 
this problem previously, only since we have upgraded VB to|_Jearlier this year. As far as I know no, IP addresses I r 
have not changed. Any guidance on how to work this is appreciated. :Q 

fo no avail. Never had 
kr 

/ CJ \ Target line is 8Q8| | Surv[ 

1 

Jif this helps. 

T h g n l f e 

TTA 
808 
808 

Honolulu Division 
Desk 
Cell 

be 
b7C 

UHOLAOOirtEB 

w w r w j o i n c u 

1(O T DHF B ' ) 
From: 
Sent: 
To: 
Cc: 
Subject: 

NK) (FBI) 
:08 PM 

(OTD) (FBI) 
(NK) (FBI) 
Computer 

UNCLAOOirfEB 
NON-RECORD 

rzzi 
I don't know if you remember speaking to us or not regarding replacing our "front room" DCS 3000 machine. The one we 
are using now is attached to the CDNRS machine. We what to remove it from the CNDRS and start having the lAs 
downloading from the DCS 3000 instead of the CDNRS. The problem with the old machine is that it does not have a CD 
burner. Is it possible to send us a new DCS 3000 computer? Thanks. 

Newark Division 

he 

UNOLAGGIPtBP 
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b b 

b2 
b e 
b'7C 
b7E 

Press enter to go to the next screen where you can enter a date range, if you want to. This will submit the report. 

Yes it has been quite a while since we met and I think that it would be a good idea to meet again. We have some 
people out on vacation for the next 2 weeks, but should be able to meet after that. Does that work for you? Do 
you have some ideas of what you would like to discuss? 

•Original Message 
From: I |(OTD) (FBI) 

& Wa 
To: | |rrOD)(CON) 
Subject statistics on Pens 

I 1(1 
b 7 C sent; Friday. Juiv 21. 2006 9:32 AM 

OCHOITWC PUT UHOLAOOiriCD 
NON-RECORD 

I have an inquiry about statistics for pen uploads. T1CTU is asked frequently how many intercepts we 
are supporting. Since we provide capabilities and equipment but don't actually perform the intercepts, this 
is a request which is very difficult for us to get. However, in thinking ahnutthis it occurs to me that our unit 
does support the field with equipment for all the pen uploads from the| |and the DCS 3000 sources. 
My 
niioctinn icMuhothor a statistic for how many unique target phone numbers from our unif s supported systems 

I Tthat are input into TA can be obtained? At this point this is an informal fact finding 
request. 
It has been a long time since we all met and given the fast moving nature of telecommunications I think we all 

need 
to have another meeting. Let me know what you think about this. 

Thanks, 

1 . 
J 

OCHOITrVC PUT UMGLA0Otf46fr 

eewomvc BUT uncuASoinsp-

GCHGITIVE BUT UHCLASSIPIEP 
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foe 
b'7C 

Subject: Statistics on Pens 
^ W T 

ocuonwc PUT UHOLAGGH-ICD 
NON-RECORD 

I nave an inquiry about statistics for pen uploads. TICTU is asked frequently how many intercepts we 
are supporting. Since we provide capabilities and equipment but don't actually perform the intercepts, this 
is a request which is very difficult for us to get. However, in thinking about this it occurs to me that our unit 
does support the field with equipment for all the pen uploads from thel Hand the DCS 3000 sources. My 
question is whether a statistic for how many unique target phone numbers from our unit's supported systems qu£Sj|oni 

L__> and DCSPC) that are input into TA can be obtained? At this point this is an informal fact finding request. 
It has been a long time since we all met and given the fast moving nature of telecommunications I think we all 

need 
to have another meeting. 

Thanks, 

7703)[ 

Let me know what you think about this. 

OCHQITIVC BUT UNCLAaaiPlEP 

SENSITIVE BUT UMCIASSIPIEP 

OCHQITIVC PUT UHCUABSISttD 

TYERYAR, KEITH A. (OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ |TOD)(CON) 
Friday. July 21. 2006 10:43 AM 

I I (OTD) (FBI) 
RE: Statistics on Pens 

b7C 

SEMGITIVC PUT UHGLAOGiriCP 
NON-RECORP OTHER o u t o f ;op' 

OTHER o u t of sc 

fa 6 
b'7C 
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j>K#ET 

—Original > 1 " " " ° — 
From: | |OTD) (FBI) 
Sent: Fririau n,i« 71 yn f i 9:32 AM 
To: I ^(ITODyCON') 
Subject: Statistics on Pens 

SRN'ilTIUF BUT UNCLASSIFIED 
NON-RECORD 

b e 
b7C 

lb 2 
'be 

CZl TRave an inquiry about statistics for pen uploads. TICTU is asked frequently how many intercepts we 
are supporting. Since we provide capabilities and equipment but don't actually perform the intercepts, this 
is a request which is very difficult for us to get. However, in thinking about this it occurs to me that our unit 
does support the field with equipment for all the pen uploads from thel ^ a n d the DCS 3000 sources. My 
question is whether a statistic for how many unique target phone numbers from our unit's supported systems 

land DCSPC) that are input into TA can be obtained? At this point this is an informal fact finding request. 
It has been a long time since we ail met and given the fast moving nature of telecommunications I think we all need 
to have another meeting. Let me know what you think about this. 

Thanks, 

(7B3j[ 

W I I I ' H - l i | » m w 

fo7( 
0CM3ITIVC PUT UNCLA03iriED 

(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

L" ]OTD) (FBI) 
Fririav .l.ih/91 7finfi 9:32 AM 

JlTOD)(CON) 
Statistics on Hens 

SEMCITIVE PUT UHGLA06+BEe-
NON-RECORP fo2 

b e 
b'7C 
b 7 E 

I nave an inquiry about statistics for pen uploads. TICTU is asked frequently how many intercepts we 
are supporting. Since we provide capabilities and equipment but don't actually perform the intercepts, this 
is a request which is very difficult for us to get. However, in thinking about this it occurs to me that our unit 
does support the field with equipment for all the pen uploads from th^ ~|and the DCS 3000 sources. My 

is whether a statistic for how many unique target phone numbers trom our unit's supported systems 
and DCSPC) that are input into TA can be obtained? At this point this is an informal fact finding request. 

It has been a long time since we all met and given the fast moving nature of telecommunications I think we all need 
to have another meeting. Let me know what you think about this. 

Thanks, 

l'iwj[ 
be 
b7( 

SENSITIVE BUT UMPIJVSSIEIEP 
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hie 

(QTD) (FBI) 

From: 
Sent: 
To: 

Cc: 
Subject: 

r ](OTD) (FBI) 
Jo6 Tuesday. July 18. zoflfl 5:07 PM 

/ n f Q T D U F B n r 

H loTD) (FBI)[ 
TolUWr-BK 

](OTD)(FBI)[ 

Termination Attempt Messages will rn ](OTD) (FBI) 

SENSITIVE PUT UMOLAOOiriCD 
NON-RECORD 

All, 
This is to recap the discussion/test that we did on the VB this morning. First, the problem statement: 

b2 
b e • 
b?c 
b'7E 

CZI 
GCMOITIVr: PUT UH0LA33IHEP 

| |[OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

OCHOITIVC PUT UHOLAOOiriCD 
NON-RECORD 

](OTD)(FBI) 
PM 

(OTD) (FBI) 

tob 
Jb7C 

FY! 

—Original Mei 
From: 
Sent: 
To: 
Cc: 
Subject: 

ssra 
](HN)(FBI) 

Monday, 3uly 17, 2006 10:19 PM_ 
tore) (FBDf 
^ ( F B I ) *-l w | = | ^ 

OCHOITIVE PUT UMOLAOOiriCD 
NON-RECORD 

b2 
b7F, 

kOTD) (FBI) 

he 

83 



fc.7C yktf£[ b2 
b7E 

eing able to test th£ 
a.m Wednesday. 

^ndl rTuesdav, 7/18/06 atapprox. 11:00 am HST. This will be 5 We are antii 
pm EST ani 
We should know by 10:30 am HST if our set up is completed, etc. and ready for the test. Can one of you be available to 
assist if we have problems? 

Thanks 

fee 
fovc 

—Original Mess; 
From: 
Sent: 
To: 
Subject: 

t ] (HN) (FBI) 
MOPdflY! MY 1ft ?9P» 3:21PM 

^J(OTD) (FBI) 
TW 

b2 
be 
b'7C 
b 7 E 

UNOLAOoirtee-
NON-RECORD 

rnnnoHart an Pthprngt rahLa from the[ | to the DCS3000 switch [_ 
|so I assumed it was not to be used. Hope this is correct. f 

On We 
of the[ 
12:30-1234! 

ay we will get two b1 lines in our office. Do I connect the lines to one of the 4 ports on the top right, back side 
using the black splitter connector cables provided with the I I? 

pm your time. Send me an email or call if the the set up is not correct. 
I am usually in by 6:30-6:45 am HST or 

We would like to test the lines from 
am HST, it will be 5 pm your time and 7:00 am[ 

|if possible on Thursday as it will be Friday^ 
Jme, Friday. Can you stay till that time or later, to see if it works 

]ime. If we do it about 11:00 

and make any adjustments as needed? We will get back with you once we coordinate the| [Telephone point of 
contact. 

Thanks 

i i A Honolulu UIVISIOTT 
808| ^ " "besk 
808 Cell 

] 
be 
b7< 

—Original Messaoa 
From: |__ 
Sent: 
To: [ 
Subject: 

[HN) (FBI) 
Mnnriav. Tnh, in . M M 3-4Q PM 

IHN) (FBI) 

UMOLAOOirieB-
NON-RECORD 

b2 
be 
b7C 
b7E 

—Original 
From: 
Sent: 
To: 
Subject: 

esaasi 
^HN) (FBI) 

Monday, July 10, 2006 6:58 AM 
1(HN) (FBI) 

^ l~*( 

NON-RECORD 

b 2 
b b 
b 7 C 
b 7 E 

FT 
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^ e t f E T 
FYI b2 

t«6 

—Original y | a " » ~ v 7 -. 
From: I fon^ (FBI) 
Sent: Monday. July 10. 7006 1:53 AM 
To: I 1 1 IHN) (FBI) 
Subject: RETT 

fc.2 
be 
b7C 
b7E 

NON-RECORD 

I Jkhe nevi Ishould be hooked up with a patch cable from the ethernet port in the back of the cpu to the 
U(JS3iiuO switch that has the other DCS3000 machines connected to it. From there we can configure the machine 
using) | 

I lasked me to send you six morel | I will do this today, tf you have questions b 2 

regarding the rack call or e-mail me and I will explain it further. [ he cards can be inserted with the power on in the i b 6 

rack. fo7: 
b7E 

The new CPU has J karri in it to answer the phone lines. It also has special software to sort and buffer the data. 
The targets part h * Pntpmrt intn vnur rpnular n ^ R ^ n n n anH UUP will makp a rnnnpr t inn tn t hp | In i/mir 
multiserver. I I 

• ~|— 

n s~< 

I will be gone this afternoon but I should be here the rest of the week. 

My new number is 703| fcndl ~"|is 703J ~ "1 

Let us know if you need anymore help. 

should also be here all week. 

• 
Electronics Technician }°6 

OTD/ESTS/llCILL . b 7 c 

Phone: (703f J 
Pager: (800| [ 

b 2 Original Message 
From:! |(HN) (FBI) tot-
Sent: Friday. July UJ. JIMfi 1T?P4 PM Ib7C 
To: I l(OTD) (FBI) b 7 E 
Subject} I 

U H C L A 3 3 i n e & 
NON-RECORD 

EZI 
We put up th j ^n the rack near our DCS3000. Did you want to jump into th^ ~ | through 

ns 6rt hfiw viu want this done and the existing DCS3000 if we connect a| |line to it? If not email me instructions 6ri hfiw y6u want this done and 
we do it Monday. •——1 

We would like to have this set up for testing prior to us getting thJ llines (two analog lines) from the! Ion 
Wednesday so we can just connect the lines and have Guam tesnTTrom there. We understand we will need 
I "Tor the audio portion. Do we need a particular type o<| | Email me any instructions how 
you want this done, etc. and we will set it up. 1 — — — J 

Can you provide us some info on the function of the| I On the| It was labeled DCS3000. Is this a 
different configuration DCS3000 to handle the overseas calls? If not, could we not use the existing DCS3000? 

s™ 
85 
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SE£B&P 

I ™nn Q f - te r t an othornat rahjja f r 0 m t he | ~ | tO the D C S 3 0 0 0 SWJtCh I I T h e l I ] K 7 j 

I so I assumed it was not to be used. Hope this is correct. 

On Wednesday we will get two b1 lines in our office. Do I connect the lines to one of the 4 ports on the top right, back side 
of thel lusing the black splitter connector cables provided with thel 1? I am usually in by 6:30-6:45 am HST or 
12:30-12:45 pm your time. Send me an email or call if the the set up is not correct. 

We would like to test the lines frorm| "If possible on Thursday as it will be Friday.1 ~~limt 
am HST, it will be 5 pm your time and 7:00 ami Ime, Friday. Can vou stay till that time oi 

lime. If we do it about 11:00 
later, to see if it works 

and make any adjustments as needed? We will get back with you once we coordinate thel I Telephone point of 
contact. 

Thanlrc 

l imiu I I I..I.. M..LP. 

b6 
b7( 

TTA Honolulu Division 
808 pesk 
808 
3 t Z F £ 

—Original Messaae— • b2 
From: | |(HN) (FBI) b6 
Sent: MnnH™ I.Jw \inA**4*vn b?C 
To: I , ItHHMFBn b 7 E 
Subject: Fw:| 

UNOLA00ir4ES-
NON-RECORD 

b2 
Oininal Meccano- - j^ -

From: | HN) (FBI) v^. 
Sent: Monday. Inlv \ fl. ?Mfl frfe AM ^ 
To: I , f»»» (FBI) u ' L 

Subject: 

UHOLAQOIREP 
NON-RECORD 

FYI 

Original paeuaom 
From: T Sent: .' ""'""J" '"•» ••• "•• 
To: 
Subject; 

[ _ _ To: | _ « . flN) (FBI) 

OTD) (FBI) fc,2 
fcjL?3AM ] b 6 

b7C 

UHOLAGCir4BD 
NON-RECORD 

| \he newl fehould be hooked up with a patch cable from the ethernet port in the back of the cpu to the 
ULbiUOQ switch that has the other DCS3000 machines connected to it. From there we can configure the machine 
using| ] 

r~>i 
1 luyuiunig 

sked me to send you six mnrel Ii will do this today. If you have questions 
the rack call or e-mail me and I will explain it further. The cards can be inserted with the power on in the 

rack. 

The new CPU has a| fcard in it to answer the phone lines. It also has special software to sort and buffer the data. 
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The targets can be entered into vour regular DCS3000 and we will make a connection to thel In vour 
multiservsr I 1 

I will be gone this afternoon but I should be here the rest of the week. | |should also be here all week. j^ 

My new number is 703J |and| lis 703| | 

Let us know if you need anymore help. 

b 7 C 
tb'7E 

I I fee 

tlectronics Technician 
OTD/ESTSfULILL. 
Phone: (70G 
Pager: (800l 

SajLJiJ 

b2 
-n r iq jna l Moccano- } b g 

From: 
-iqinal Maccano-

I |(HN) (FBI) •b' 
Sent: i-nnav miv iJ . Jllllfr 11:04PM j . . - ^ 
To: 
Subject J 

5 (OTD) (FBI) 

UIU&LA33IPIW 
NON-RECORD 

We put up thel In the rack near oujJQCS3000. Did you want to jump into the | | through 
the existing DCS3000 if we connect a| |line to it? If not email me instructions on now you want this done and 
we do it Monday. 

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from thel Ion 
Wednesday so we can just connect the lines and have Guam test it from there We understand we will need 

| " * 1 ^ o r t h e a u d ' ° port'011- Do we need a particular type of| | Email me any instructions how 
you want this done, etc. and we will set it up. '—————' 

Can you provide us some info on the function of the[ 
different configuration DCS3000 to handle the overseas q cau&uupt 

Thanks 

On thel It was labeled DCS3000. Is this a ;b ? 

s? Ifnpt, could we not use the existing DCS3000? b ^ 
Any backgroun info is appreciated. | |is not here and] |and I are putting this together. ^ 

UNOLAOOiriCD 

UNCLASSIFIED 

UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 

88 
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From: 
Sent: 
To: 
Cc: 
Subject: 

] (OTD) (FBI) 

[ JoTD) (FBI) 
Mnnrbw l.ilw 17 7Cinfi 9-1? PM 

L 
FW: Contingency plan information 

JOTDHFBDI 
"an informatic 

^ fCRIVl 

be 
!b7 

| (OTD) (FBI) 
J(OTD)(CON) 

UHGLAGCH~I6» 
NON-RECORD 

Can your ISSO provide the information requested for the DCS-3000? 

Thnx, 
-ca 

foe 
fo'7C 

S S | | Original Messfoe 
From: 
Sent: 
To: 
Cc: 
Subject: ' Kb! LoROrMJeftcV PISH IM61 

JsecC 
12:16 
- :D) (FBI) 

Monday. July 17. 2006 12:16 PM 
]0TDXCON) _ 

J)TD) (CON)|_ 
mnation 

ui<eLA33irtee 
NON-RECORD 

JoTD) (FBI);[ (OTD) (FBI) 

I need contingency plan results for the following systems; 

Data Collection System 3000 
Data Collection System 5000 

Thank vq». 
be 

-—Original Message—~ 
From: I l(OTD) (FBI) 
Sent: 'MnnAxv IMIV 1 ) )i\l\k\>M pM 

2 i 
1 luiunmij 

Subject: RE: Contingency plan information 

NON-RECORD 

JVU I U) {TBI) 
Q2:12 PM 
J(SecD) (FBO. 
FOTD)(CON)L ](OTD) (CON)[ 

to 6 
b7C 

}0TD) (FBI)[ 

Per our phonecon -I l is the ISSO for the systems in question. I'm sure he will 
be able to provide anything you need. Though 1 believe that he may be out of the office at least 
part of this week. 

fob 
b7C 

89 
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^FffiFT b7' 

I I 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, Ouantinn VA 
Tel: (703) 
Cell:(202) 
Fax:(703) 

to 2 
b6 
fc7r 

-nrlnlnal M«<anp-

From: I ^ 'PR" 
Sent: Monday. My 17. 2006 11:26 AM 
To: I IOTP) (FBI) 
Subject: Contingency plan information Jb 6 

to' 
UNCLASSIFIED 
NON-RECORD 

i neea contingency plan results for the following systems: 

Data Collection System 3000 
Data Collection System 5000 

Thanks, )K^ 

1 £7C 

WCLAGOiriCP 

UMCkAOOiriCD 

UHOLAQOiriEP 

UHOLAQQinea 
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From: 
Sent: 
To: 

Cc: 
Subject: 

UHOLAGGIWEP 
NON-RECORD 

be 
b", 

(OTD) (FBI) 

c ] (OTD) (FBI) 
Monday July 17. 2006 11 01 AM 

I KLM (FBI ) ; |__ 
J£BU. 

REJ 
J(LA) (FBl)[ 

30TD) (FBI)[ 

](LA) (FBI) 

](OTD) 

](LA)(FBI) 

to 2 
b o 
b7C 
b 7 E 

rz=i 
We'll look into a fix for this on the DCS-3000 
interim, the only way to comply is set the stop date with[ 

| Authorized. 

You should consult wit 
ijfjmd * 

]for a fix for the[ ] In the 
en alter this date reset the stop date withou 

3 

]LA) (FBI) 
—Original M°c""°--

From: I 
Sent: Friday. July 14. 2006 12:39 PM 
To: I TP T m f F B n l " 
Cc: I 
Subject: | 

JAXFBDt 1(LA)W » 
owumiL 

psw 
](OTD) (FBI) 

b o 
b7C 

UHQLAOOiriBP 
NON-RECORD 

Hi guys. 

b 2 
b 7 E 

We seem to be losing the battle regarding use o\ 1 language in a pen order to collect [" 1 
information. Out here in LA we are seeing many separate orders for | [collection, with start and stop 
dates differing from the pen register order. It is difficult to keep track arid ensure we stop collection of the 

I J at the appropriate time. Is there any way to build a separate stop date into the client software for Hat 
Jnfc nformation? 

TTAs[ 

UMCLAOOiriCP 

UHOLA00ir4E» 

be 
h'lC 
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b 7 C 

IOTP) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

]{OTD) (CON) 
11PM 
lOXD) (FBI)j 

J(OTD)(CTfrT£ 

b 7 E 

NON-RECORD 

IfQTD) ffBl) FBl) l 1 
](OTD)(FBI);| | 

Attached is the first draft of the schema to be used for sending data from DCS-3000 tc£ 
provide comments. 

• Thanks . 
5b2 
be 
b'7C 
b 7 E 

> lease review it and 

DCS3K.L 
.xsd (8 KB) 

b6 
bLbUK I echriblbgy Management Unit rD7c 
Electronic SupfeJaoceJfiijhnology Section, OTD 
Phone: 70 
Cell: 5711 

OCHOITWE BUT UHOLAOSinCD 
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From: 
Sent: 
To: 
Subject: 

UftQLAGGir4ttP 
NON-RECORD 

be 

(OTD) (FBI) be 
-b7C 

[ 
TngcHaw liilw 11 7f)i 

CDC Issue 
Ic 

|SF) (FBI) 
12:53 PM 

OTD) (FBI) 

b2 
be 
b7C 
b7E 

Hi[ 

Sorry to keep bqiheciflfi 
because it was a! Js 
terminate in a City of I 

you 
SwjfcJ 

J |had set up a CALEA T-l intercept witrl Iforone line.[ 
n. tnq CDC could only be sent on a | 3ec Jwent ahead and had an|_ 

Tadvised th; I 
iffice within distance of the CO. I asked the case agent if the pen was critical in his 

investigation and he related that he would already know who was being called and mainly wanted the CCC, so the CDC 
went to cyberspace, j |has since put four other targets on the same T- l , but that agent needs the CDC. 

(terminates is in a spnire <;nar-p. but I haven't seen \t\ Wasn't seen it either. If 
J would we be able to put a router there to connect up 

[ 

I'm told that the office area the! [terminates is in a, 
we can confirm that if s under the control of the City of 

:i E to us here i 5 ] The plan would be to built d circuit to our co-location in San Francisco then tdT Jer 

Let me know your thoughts and if it's okay, what I'll need to RMS. 

Do you want me to send an RMS requesting the new DCS3000 fori I 

925 

UHOLAQQinilD 

From: 
Sent: 
To: 
Subject: 

be 
b-K 

(OTD) (FBI) 

[ 
f

OTD) (FBI) 
i 7:37 AM 
OTD) (FBI) 

TW£ 

PNCLAOOiriBD 
NON-RECORD 

I I 
Electronics Technician 
OTD/ESTS/TICTU 
Phone: (7031 
Pager: (800| 1 " 

] 

—Original Me 
From: 
Sent: 
To: 
Subject: 

:SSafl£ 

Mnnrtav Tnlv 10 ?nnf 9:21 
I • — , IOTP) 

J(HN) (FBI) 
" PM 

(FBI) 

93 

to 2 
b 6 

b 7 E 

ET 



^ t f f a 
lb 2 
b 6 

JET bvc 
U»CU>.SCir4ED ' b 7 L 

NON-RECORD 

I connected an ethernfiUabJe from th| Hto the DCS3000 switch I I The| | 
port was taped on th j ho I assumed it was not to be used. Hope this is correct. 

ay we will get two b1 lines in our office. Do I connect the lines to one of the 4 ports on the top right, back side 
using the black splitter connector cables provided with thel ? I am usually in by 6:30-6:45 am HST or 

:45 pm your time. Send me an email or call if the the set up is not correct. 

] f possible on Thursday as it will be Friday,! time-
to amj lime, Friday. Can you stay till TRipimfijitJc 
Ve wih get Dack with you once we coordinate th fr< 

W e would like to test the lines fronl i f possible on Thursday as it will be Friday,! l ime. If we do it about 11:00 
am HST, it will be 5 pm your t ime and 7:00 J 
and make any adjustments as needed? W e will get Dack with you once we coordinate th 
contact 

timp nr Jater to see if it works 
elephone point of 

Thonlrc 

HflOflluLi Division 
Desk 

tb 6 
b7C 

Cell 

I IHN) (FBI) 
Original Mi 

From: 
Sent: -
To: I |(HN) (FBI) to 
Subject: FW: 

b 6 

unOLAOoirmp 
NON-RECORD 

b 2 

j(HN) (FBI) f „ ; 
:58 AM 

1 (HN) (FBI) b 7 E 

UMCLAOGIPtiBfr 
NON-RECORD 

FYI 

-OriginaLMessaofei 
From: I DTP! (FBI) b 2 
Sent: , I W i W , lUJV 10. 2006 1;S3 AM b e 
TO: | , , tHN) (FBI) 
Subject: RE] | 

b'7C 
b7E 

UHOLAOOirieB-
NON-RECORD 

t h e new! bhould be hooked up with a patch cable f rom the ethernet port in the back of the cpu to the 
DCS3Q00 switch tha^has the other DCS3000 machines connected to it. From there we can configure the machine 
usinc 

g5ab0 switch that* 

1 I 
94 

SfffRET 



bo 
b7C 

^ E^El 
sked me to send you six moreQ J l will do this today. If you have questions 

regarding the rack call or e-mail me and I will explain it further. The cards can be inserted with the power on in the 
rack. 

The new CPU has 4 "Tin it to answer the phone lines. It also has special software to sort and buffer the data. ] h 2 

The targets can be entered into vour regular DCS3QQ0 and we will make a connection to the! In vour j.-..'I-

[ 

The targets can be entered into' 
multiserver. I 

i vour 

P 
I will be gone this afternoon but I should be here the rest of the week, j " 

My new number is 703J jand] p 703| | 

Tshould also be here all week. 

Let us know if you need anymore help. 

•
b b 

^ — — ^ ^ ^ fc7C 

Electronics Technician 
OTD/ESTS/T IC I I I— 
.Phone: (703 
Pager: (800; 

Orioi —Original Marginal 
From; 
Sent: 
To: 
Subje 

J W (FBI) 

* J LibjecT 

Frifiw niivn7 ?nnfyii:04PM 
IOTP) (FBI) J 

UMOLAOOinEP 
NON-RECORD 

b2 
he 
b7C 
b'?E 

IZZI 
We put up thel In the rack near 
the existing DCS3000 if we connect 
we do it Monday. 

3000. Did you want to jump into theL J through 
line to it? If not email me instructions on how you want this done and 

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from thel 
Wednesday so we can just connect the lines and have Guam tesLititomilaeie. Weunderstand we will need 

I por the audio portion. Do we need a particular type of| j Email me any instructions how 
you want this done, etc. and we will set it up. I — — — J 

Can you provide us some info on the function of thel I On th j It 
different configuration DCS3000 to handle the overseas nalfs? Ifnnt cnu\d\ 

was labeled DCS3000. Is this a 
different configuration DCS3000 to handle the overseas ralTs? Ifnnt r-nuifiwe not use the existing DCS3000? 
Any backgroun info is appreciated! jis not here and] frnd I are putting this together. 

Thanks. 

b2 
he 
b7C 
b7E 

WIOLACCIPWO 

uNOLAOoince 

UHOLAOOiriCO 

SEeftEt 

95 



% EpR^r 

UNCLAJaifgp-

UMCLASSIFIEO-

From: 
Sent: 
To: 
Subject: 

|(OTD) (FBI) 

I SA) (FBI) 
M ™ , - ^ , h . iw in onnp 4 5 4 p M 

I . . . "OTD) (FB|) 
McAllenl |circuit DCS 3000 

be 

b 7 S 

NON-RECORD 

I bot the provider to check the circuit. Now hisf 
tried to ping the router without success. What should we do next? 

Th 
SA 
21 

lap 

X 

Jights are out, but the system is still not working. 

Jo 2 

fo 6 
b7C 

UHQLAOOinEB 

OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

I H O ) (FBI) 
u — j - . ..•••• J ^ nnrjg 2:33 PM 

I I (OTD) (FBI) 
Uuestion re target record 

hi 
lb ' 

J»bNAI IIUE BUT UHIC>LA3airiCD 
NON-RECORD 

n Houston and I work the the Tech Agents. I checked with them about an 
uzzled. I ry° " " " ' 1 o^ oTrtr p.™r,ri o n 7/2/O6, for target number 

^ . checked I Ibut this number isn't entered as a target 
land the DCS 3000 (criminal) but this number hasn't been entered there 

either. How did we come up with this number? I haven't collected anything on this number since then, so do I just ignore 
this happened? Or, should something like this be reported? 

number. I checked thd Imachinej 

Thanks for your time! 

Ho Houston. 
713| 

fo 2 
b e 
fc'TC 
to I E 

SENSITIVE BUT UNCLASSIEIEP 
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From: 
Sent: 
To: 
Cc: 
Subject: 

^ C R E f 
T(OTD)(FBI) 

be 
b-7c 

iilllW.kV'JWfH n i i awMtT : 
IWF) (FBI) 

7:57 PM 
J(OTD) (FBI) 
JWF) (FBI) 

IMPLEMENIING HEN REGISTER WITH! 

NON-RECORD 

H i 

lb 2 
fob 
b'7C 
b 7 E 

- We have a court order that covers| | How do we 
implement the pen register in DCS 3000 with | | 

|. Line was already set up in DCS 3000 .| |and ] 
tried to set up the line tol Iciient, but we are getting 
message:Target not sent to 
I called and advisedf 

Server (Reason: Not authorized) 
that we are not receiving 

[ 
data since the line was provisioned on July 3, 2006. 

|advised there have been activity from July 3 
. If we don't set up the line to| |server wou todays date 

that reflect of not receiving data? 

thru 
would 

1 
FRT-WFO/Snnari TS-2 2°a I 

fee 
hie 

UHQLAOOIHEB-

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

[ 
Thursday -lulvOfi 

DCS3000 

ZtSF) (FBI) 
2QD6 2:27 PM 
_JOTD) (FBI) 

Jbb • 
blC 

NON-RECORD b7c 

H cn 
Everyday the DCS300G 
device type from the given filename e: 

b l 

Jceeps opening up 
ension". It will sc 

a error box with the message "Client - Cannot determine the 
some times be displayed 20 times. I close all the messages and (S) 

they reappear later. I've tried a reboot of the system, but the message keeps coming back. Can you take a look when 
you get a chance or give me a call to explain what it's trying to open? 

97 



I'm in the process of trying to get a new motherboard, processor, and RAM to upgrade the DCS here. Whenevei[ 
tries to burn copies of large end of pen reports to CD, the DCS says its running out of memory and crashes. Is this the 
correct direction to go? It doesn't happen if they're small files. 

The case agent inquiring about the 800 no. pen never got back to me, so I don't know what the status is. ^ , 

Let me know what I need to do. Thanks. 

] K 
UNOLAQOIPrPP 

From: 
Sent: 
To: 
Cc: 
Subject: 

b6 
h'iC 

](OTD)(FBI) 

[ ]NK) (FBI) 
Thursday, July 06, 2006 11:32 AM 

I IfNK) (FBI) 
Re: DCS 3000 Computer. 

TftOTD) (FBI) p 

UHGLAGOIREP 
NON-RECORD 

I don't know if you remember speaking to us or not regarding replacing our "front room" DCS 3000 machine. The one we 
are using now is attached to the CDNRS machine. We what to remove it from the CNDRS and start having the lAs 
downloading from the DCS 3000 instead of the CDNRS. The problem with the old machine is that it does not have a CD 
burner. Is it possible to send us a new DCS 3000 computer? Thanks. 

*€ 
New^ESSflflT 
973 3C 

b o 
b7C 

UHlLAA&iriEtr 

From: 
Sent: 
To: 
Cc: 

Subject: 

(OTD) (FBI) 
fee 
b 7 C 

I l(OTD) (FBI) 
Wednesday. July 05 3flufi'9:5SAM 

F) fFBIVi 
UEBPC 

"(FBi l 3 
RE: DCS 3000 modem 

WF) (FBI) 

Z](OTD) (FBI]. 
](WF) (FBI)CZ ](WF) 

IJHCLASSIREP-
NON-RECORD 

203 fs the number for the modem a{ 
reason the connection to] 
connection. 

I The modem at this location is not answering, which is the 
lis down. We (WFO) need to contac|~~ |to seek assistance in restoring the ^ 

b7r 
fo7f 
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^ f f R E T 
Original Maccana 

From: I rWF) (FBI) 
Sent: Monday. 7t.lv 0^006 9:23 PM 
To: I . IOTP) fFBItl 

I IMP) (FBI),] Cc: 
Subject: DLS 3U00 modem [pro * 

"r™ f pRn 

](WF) (FB1);[ JwF) (FBI) 

UHOLAOOIPIED 
NON-RECORD b7C 

to 2 
he 
b7C 
fo7E 

Some of this information is third hand so it might be a little distorted 

This is what I was told 
] contacted j stating a line was running openl lstated it was for[. 

tracked it to a modem that was not working properly. The modem is dialing out, can't connect, hanging up and 
redialing. This has been occurring for a week now. 

] 

This is my research: _ 
i innkpri at thic modem. It is modem number #6. It is connected to port* 5 on the[_ 

} Oj \ .According to our records Norfolk was calling this modem to connect to the DCS 3000 system. If this has changed then 
' ' I am not aware of this. ' ' 

Based on the above I looked into the multiserver and could not find ai switctiiforf 

(3) 
machine. i-

Hooked on the|_ Jmultiserver and found the| |switch but it was not checked. 

Jeries machine with I I 

tr 

1 
1 hooked al 
what this is?? I don't. 

J to the modem and determined the number being dialed is 202j_ 

b l 
b2 
b6 

J;— Do you know b7c 
fo7 3 

I searched this in our database and came up with nothing which probably means that we did not order this line. 

Can you look into this and determine what this modem was being used for? Is it still needed? Can we power it off?? 

Thank»/Qii for your help. 

he 
b7C 

UNOLAOOiriCP-

UHOLA001PICP 

99 
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From: 
Sent: 
To: 
Subject: 

^ptfiET 

](OTD) (FBI) 

c ]>TD) (FBI) 
Wa/tnocHau .lulu OR ?nnf i 8:51 AM 

I l(OTD) (FBI) 
FW: DCS 3000 modem 

UKGLAOOirfeP-
NON-RECORD 

Original Message-
From: I 
Sent Monday. July 03, 2006 9:23 PM 
To: " 
Cc: 
Subject: LUi JWJU modern 

JwF) (FBI) 
106 9:23 PI*. 
l(QTD)fFBlJ. tOTD) (FBI) 

JWF) fFBM 

UNOLAOOirWft 
NON-RECORD 

be 
b7C 

Some of this information is third hand so it might be a little distorted. 

This is what I was told: 
I IcontactedJ 

bs 
b7C 

JWF) (FBI)£ 3(WF) (FBI) 

b2 
be 
fo7C 
ib7E 

] stating a line was running open.I Tstated it was forj_ 
tracked it to a modem that was not working properly. The modem is dialing out, can't connect, hanging up and redialing. 
This has been occurring for a week now. 

y eries machine withl | 
This is my research: r—~~-
I looked at this modem. It is modem number* 6. It is connected to port* 5 on tha 

I ^ I ^ 
According to our records Norfolk was calling this modem to connect to the DCS 3000 system. If this has changed then 
am not aware of this. _ _ _ _ ^ _ 
Based on the a^aiiaUflQkec^into the multiserver and could not find a switch foj ]on the| |nachine 

, - , Based on the arj 
( L ) Hooked on the£ 

I hooked a [ 

idi . 
Jmultiserver and found the Allegiance switch but it was h6i cnecked. 

Jto the modem and determined the number being dialed is 20J |<- - Do you know what 
this is?? i don't. 

I searched this in our database and came up with nothing which probably means that we did not order this line. 

Can you look into this and determine what this modem was being used for? Is it still needed? Can we power it off?? 

Thank you for your help. 

he 
lb 70 

b l 
fo2 
h<5 
b7C 
b 7 E 

iinri n?Tinrn 

UHOUVGGingQ. 
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"|(OTD) (FBI) 
be 
b'?( 

From: 
Sent: 
To: 
Cc: 

Subject: 

IWF) (FBI) 
9:23 PM 

J(OTD) 

DCS juuu moaem ̂
njvW 

p£ I (OTD) (FBI) 
JWF) (FBh:l IWF) 

NON-RECORO be 

[ 

Some of this information is third hand so it might be a little distorted 

This is what I was told • was lu iup 
]contactec|_ Jstating a line was running open.I fctated it was fo£ 

b2 
bb 
b7C 
b7E 

tracKea it to a modem that was not working properly. The modem is dialing out, can t connect, hanging up and redialing 
This has been occurring for a week now. 

] 

This is my research: _ 
I looked at this modem. It is modem number # 6. It is connected to port# 5 on thq_ 1 ;eries machine wit! n 
According to our records Norfolk was calling this modem to connect to the DCS 3000 system. If this has changed then I 

. p . am not aware of this. . ^ ^ _ ^ _ g ^ ^ _ ^ ^ _ 
^ ̂  1 Based on the above I looked into the multiserver and could not find a switch foj K>n th^ |nachine. 

I lookecf on thel Imultiserver and found thq [switch but it was not cnecked. 

I hooked a| |o the modem and determined the number being dialed is 2021 l<— Do you know what 
this is?? I donT 
I searched this in our database and came up with nothing which probably means that we did not order this line. 

Can you look into this and determine what this modem was being used for? Is it still needed? Can we power it off?? 

. you for your help. ^ j t i a j j k \ 

b i 
b2 
be 
b7C 
b7E 

be 
b7C 

UIHCLA3QU IfeQ-
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From: 
Sent: 
To: 
Subject: 

^P(#T 

(OTD) (FBI) 

c l oTD) (FBI) 
TnocHav/ . i „ n P 97 onrifi 3:09 PM 

I IfOTD) (CON) 
FW. Pen Data 

be 
-b7C 

UMOLAOQirtee 
NON-RECORD 

CZi 
Attached is wha j _ 

will bring over. 

IZZJ 
Original Message 

From: 
Sent: 
To: 
Subject: 

essao 

"pent us a while ago on his save procedures. I have a hard copy of mine that I 

JOTD) (FBI) 
• . . ,..T,n „ • - , - . , f 

I n ( S F ) (FBI) 
Tuesday. M » 23./PM 1:37 PM 

Kb Hen Uata 

NON-RECORD 

b o 
b 7 C 

b 6 
b7C 

i nere is a DCS Backup directory that is a copy of everything you saved. Are you deleting that too? I have attached 
some thoughts 
on this issue that Wote up. Each office seems to have a different view on how to handle the saves. 
Read this over and 
let me know if it helps. We are still working on incorporating some ol| ^requests. It is a slow process. 

CZI 
Pen Register 

Evidence.doc (47. 

—Original Message— 
From: | 
Sent: luesaay, Wa7 
To: l 
Subject: Pen Data 

*~"JSF) (FBI) 
7T?006i:04PM 

](OTD) (FBI) 

NON-RECORD 

lb 6 
fc7C 

I just wanted to check with you to see if we're following the correct procedure when making an Original Disk for the 
Case Agent. 
We've been making a Disk from the DCS3000 with the CDNRS, Summary and Log files and marking it as Evidence, 
and sending it to the Case Agent. C Z j i a s then been having us delete it from the DCS to help clean out the system. 
My question is Should we be deleting the records totally from the DCS? Are we supposed to make a hard copy as 
well upon end of the case? Are we handling this the same as the other offices? 
We have an issue that came up today, that the Case Agent say's one of his Evidence Disks is corrupt and he wants us 
to provide him with another Original. Well, needless to say it's gone. 
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JReRET 
Any help would be appreciated 

to 6 
b7c 

UHQLAOOiriCD 

U M C U W t i n » 

From: 
Sent: 
To: 
Subject: 

tOTD) (FBI) 
LJ1:14 PM 
/OTD) (FBI) 

hw. Drawing tor unicago 

he 
"to 7 C 

UNGLAGQiriED 
NON-RECORD 

Original Mes: 
From: 
Sent: 
To: 
Subject: 

IE ](CG) (CON) 
Wednesday, June 14, 2006 11:36 AM 

I l(OTD) (FBI) 
Drawing rar uiicago 

UNGLAOQIRee-
NON-RECORD 

to 6 
b7C 

| | Here is the drawing for our Annex DCS3000 connectivity. 

iS|?| 
dcs.vsd (236 KB) be 

b7C 

Thanks, 

| ~ | Chicago 
ELSUK l echnoiogy Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 
312 Desk) 
312 Cell) 
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UMCLAOOIHee-

(OTD) (FBI) 
b6 
b7C 

From: 
Sent: 
To: 
Cc: 
Subject: 

c KOTD) (FBI) 
t-ndav. June 23. 2006 9:50 AM 

imMWFRn 
,1 , KOTD) (FBI)CZ 

RE: FISAl I 

SENSITIVE BUT UHOLA0W46& 
NON-RECORD 

](OTD) (FBI) 

!b2 
be 
b'?C 
b7E 

We're sending vou a new rack-mount 
J other than analoi 

mis up »_ 
will need 1 

.for th 
ine. 

d Solution. No special needs for thejjata circuit (it's aL 
we recommend one CDQ l ine perfprgets. You can PUS 

Jsper CDC line if necessary, but you may get unacceptable latency on the CDC delivery abovi 
ine per target for the CCC delivery. Of course, this planned solution will only work if GTA gets 

solution implemented on their switches, which is still in question 

an push 
4 lOne 
sihef 

—Original Message-
From: 
Sent: 
To: 
Cc: 

Subject: 

I KHffl (FBI) 
Thnrcrtav 1..nP 77 7flnfiin-4S pM 

HraC 

!fiJ0:48 PM 
~bTD) (FBjl 

FISA-Guam 
](HN)(FBT 

GCHSITIVC PUT UMCLACBiriCP 
NON-RECORD 

^ O T D ) (FBI)r 

MN— MH) ( F B T T , 
" H (OTD) (ESEL 
Xfr) (FBI)LZ 
J H N ) (FBI)£ 

IHNUFBI) 
UN) 

be 

Looking at getting the! kolution for the pen's frorrl land then af 
need for our DCS 3000? L 

We want to do a test with th^ [iow do we go about doing it? Does thef 
to be groomed to a specific tJpyjjllUJyuuil!' L 

Jfor the audio. What do we 

I for the data need 

Tech Advisor 
FBI - Honolulu 
(808)1 
(808) 

(O) 
(C) 

b 2 
be 
b7C 

SENSITIVE BUT UNCLASSIFIED 

OCMOITIVC PUT UHOLAQOiriCD 
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^ e r i E T be 
b7C 

(OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

KHW (FBI) 
ThnreHau lnn»W 9ftfM in-dft PM 

J (OTD) (FBI);[ 
"Iryrm /FRH 

L 
ItiLaiEonC 

(i-LSi)L_ 
uuiiia-iH 

mrciirasmi 
iHNHhBlir 

(HN) 
FIS/I 

](HN) (FBI) 

3 0 T D ) (FB|)[ 

3HNJ (I-HIJC 
IHN) 

OCNOITIVC PUT UHOLAOOiriCD he 
NON-RECORD b7c 

Looking at getting the GR-30 solution for the pen's from] land then a!" 
need for our DCS 3000? • • L 

We want to do a test with thd] j | How do we go about doing it? Does thdj 
be groomed to a specific speciricationv L 

] SA 
Tech Advisor 
FBI-
(808) 
(808) 

Honolulu be 
(O) 
(C) 

Jfor the audio. What do we 

} or the data need to 

Ib2 
b7E 

CCMOITIVi: PUT UHGLAOGiriCP 

(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

b 7 C 

](OTD) (FBI) 
ThureHaw ,l..iy 22, 2006 3:35 PM 

(OTD) (FBI) 
CALEA Numbers 

_LOID) (FBI) _ 
J(OTD) (FBI) j _ ](OTD) (FBI)[ 

OCORCT//NOFORN be 
RECORD 315 b 'C 

Here are the CALEA numbers for 2006. There are multiple ways to present the information. The two I chose are: 1) new 
lines added in CY 2006, and 2) lines intercepted in CY 2006. 

New Lines Added in CY 2006 

b 7 E 

Lines Intercepted in CY 2006 
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fc; Wcpgr 

Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. The 
comletely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap 
numbers. 

Q 
witntni 

umbers will 
e DCS-6000 

b 6 
fc7C 

(OTD) (FBI) b7C 

From: 
Sent: 
To: 
Subject: 

I l(OTD) (FBI) 
'Wednesday. June l»l'20nfi 9-4? AM 

| \ (SecD) (CON) 
Kb: ucs systems 

OCHOITIVC PUT UHOLAOOiriCD 
NON-RECORD 

Attached is an one of our router scripts, f Jpulled it and removed password specific info. The IP 
addresses are 
still in it though so we consider it sensitive. Sorry for the delay in getting it out. It's been busy. 

LZU 
dcsn_erf-confg.txt 

(7 KB) 

—Original Message— 
From: [ 
Sent: 
To: ~ 
Subject: 

JsecD) (CON) 
Mnnttw lunPl? ?nnfi 12:47 PM 

l(OTD) (FBI) 
RL: Ucs Systems 

toS 

OCNOITIVC PUT UHOLAOOiriCD 
NON-RECORD 

Sounds great. Looking forward to working with you guys again. Now that you have had a chance to see the _____ 
| |scanner you should have a good idea how it works. Perhaps we could configure it not to port scan.I I 
______S5To determine patch levels for on the windows. 

202|_ 
1 

—Original Message— 
From: I 
Sent: Monday, June 
To: I 
Subject1 Kfc!l>c3 S^emS 

.OTD) (FBI) 
T~2D06 9:50 AM 

](SecD) (CON) 

OCHOITIVC PUT UHOLAOGiriCP 
NON-RECORD 

he 
b i o 
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• GRB-

rwa s on travel last week at a conference. Sorry for not getting back to you sooner. I will get some scripts 
together early this week 
and send to you. I will < 
system. I should be 
here all week except Friday 

ogewer eany mis wee* i • 
and send to you. I will ask| the ISSO for DCS3000 when he is available for a scan of a DCS3000 
system. I should be 

CD fcb 
•b7C 

—Original Message— 
From: I IfSecP) (CON) 
*"?•- Mnnrjav I n n p f W . ?nnfi Q'fV7 AM 

Tn^l \rrrn\ (FBI) 
Cc.| |(SecD) (CON) 
SuBJEJG CJB^stems 

QCMOITIVC PUT UHOLAOOH~ICP , -
NON-RECORD , -

i neea some sample configs from your routers (with the community strings, passwords etc stripped). Also, if 
you have an updated network diagram please send that as well. 

I would like to scan a DCS3000 system, if only to ascertain the possible consequences .of scanning DCS3000 
network. Do you have a system ready to go? This will probably be the last time ESOC will assist in FISMA 
compliance testing. After this, the ISSO's will be responsible for annual scans of systems. 

Thanks 

I I 
FSQC Tftst team 
2021 ~ 

be 
3b 7 ( 

6CHG1TIVC PUT UHOLAOOtWEB-

-SENSITIVE BUT UNGLABCiriEP 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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^ £ R RET 
I b6 

|[OTD) (FBI) b7c 
From: I lOTDVCOW 

\A/pHnp<ria» . innp9i yrvw 7:45 AM 
IQIDJ(CON) . . 

IfOTDUFBnr"" _ _ IfOTDUFBHl I 

Sent: 
To: 
Cc: 

"HiWiMJ ; irftpWcoml "T ; ITC-TD^ 
I _ | rnTn) /FRn i rrrnud T f v r n w P R n r i.QTy 

I j70TD)(CON)l IC 
RE: DRAFT DCS-3000 <-> EDMS Interface Meeting Notes 

-LQIPXCON) 
,wmr9mmm^^ lOTDKCON) 

Subject: RE: DRAFT DCS-3000 <-> EDMS interface Meeting Notes 

SEHanwc BUT uNCLAoairmp 
NON-RECORD 

I b o ahead and log these as the official minutes. 

Thanks, 

E 
be 

OTD:ESTS:ETMU 
70 3] IfNewll) 

iss 
b 6 
b7C 

-Original Message-
From: | l(OTDXCON) 
Sent: Monday. June 19. 2006 4:39 PM 
To: I tOTO fFBH;l I (OTD) (FBI)! I(OTD) (CON)l I 

Cc: I l6tb)(FBI)l |OTDXCON)j |OTD)(CON)i I 
I "tPTPXCOM 

Subject: DRAFT DCS-3000 <-> EDMS Interface Meeting Notes 

0CH0ITIVC PUT UNOLAOOinCD 
NON-RECORD 

Attached is the DRAFT DCS-3000 to EDMS interface meeting notes. Would attendees please review for errors and 
omissions? Would! tarvl pe the action item assignees for scheduling the next meeting ? 

« File: DCS-3000 EDMS lnterface.doc » 

OTD:ESTS:ETMU 
703| ~tNew!i) 

b6 
b7C 

lESS 

OCHGITIVC BUT UHOLAOQiriCP 

OCHOITIVC BUT UHOLAOQiriCP 
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mflfr 
To: | ](OTD) (FBI) 
Subject: FW: 9.6 CDC 

NON-RECORD b c 

• 
If you've done something thanks, otherwise disregard. It appears I was getting no pen on one line, but the other 
four have pen from 5/5/06. 

lot um i f But, not to [ptunn^rpt off too fast. Where do I go to get some info to do a pen on an 800 number that rides on a 
hardline of I 

-Original Message-
From: I ISF) (FBI) C b 
Sent: Monday, limp iq. ?mfi 1?:3n PM h l r 

jton»r--
Cc: | pF) (FBI) 

TO: j ism (FW> 
Cc: I 
Subject: 9.4 cbc 
ume.LM33inee-
NON-RECORD 

Hi 

he 
hie 

I've attached photos of our rack holding the DCS3000 router and routers used for the mllprHnn nf thp rr>r frnm 
I Ipliverv. When you initially set it up withj |ports 1 and 3 were used on the} \ 
Currently] js sending another target from another switch on port 2, which we're not getting anything on. 

On the back of thel lare s\A bards that have 4 ports each, ie., x . l , x.2, x.3, and x.4. Port 1 
of the first card is plugged into one of the two! I Port 3 of the first card is plugged into one 
ofthetwol " " I . These appear to be working fine. I « i ~ l > > « File: 

| | » << File1! t» mistakenly thought that for every different switch we were getting thl I 
rnr fmm"wp would need a separate routerj pointed out that it would only need a new port. I I 

| "1 says all is functioning properly on their end forsending the CDC on the new target, on port 2. Port 2 
is currently plugged into the othel bn router I l is there further configuration needed on our end for 

| [port 2 to collect the CDC? - ' ' 

I tried plugging port 2 from the| in the new router you sentj { but didn't collect anything. Any 
enlightenment you can provide will be greatly appreciated. \ pzal 1 Thanks! 

UNCLA33IFICP 

unr i ftcoincB 

uniei-Aooinee-
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Peflff 
bs 

(OTD) (FBI) 

From: I I(OTD) (FBI) 
Sent: I uesdav June 'Hi. 'HSo6 3:44 PM 
To: l irsFWFFm 
Cc: I I (OTD) (FBI);| tOTD) (FBI) 
Subject: RE: 9.6 CDC 

fc6 
UMOLACCirWO b7c 
NON-RECORD 

I didn't fix anything. I will cross it off the "to do" list for today. As for the 800 number,! 

on _ _ 
it isl I Let me know if you want me to be in on any calls with them. It is a learning experience on some of these ] o 2 

applications ^ 6 

h7C 
be 

of CALEA to hardlines. 

Jo / C 

Original Meccano 

From: | tSF) (FBI) 
Sent: Tuesday. June It. 3(106 2:10 PM 
To: I IfOTm (FBI) 
Subject: FW: 9.6 CDC 

U H O L A O O I R E e - _ 
NON-RECORD f L 

Hi 

If you've done something thanks, otherwise disregard. It appears 1 was getting no pen on one line, but the other four 
have pen from 5/5/06. 

But, not to let vou get off too fast. Where do I go to get some info to do a pen on an 800 number that rides on a 
hardline ofl | 

-—-Original Mre<*np— 
From: I |(SF) (FBI) 
Sent: Mpndav. June 19. 2006 12:30 PM 
To: I irm-mrFBn 
Cc: I ISF) (FBI) 
Subject: 9.6 CDC 

to 6 
b7C 

uNOLAooinee-

b7C 

NON-RECORD b 6 

H*CZ] 
I've attached photos of our rack holding the DCS3000 router and routers used for the collection of the CDC from| \ 

via thel ileliyerv. When you initially set it up withl Iports 1 and 3 were used on th j 1 
Currentlyl Is sending another target from another switch on port 2, which we're not getting anything on. 

On the back of the| pre sixl bards that have 4 ports each, ie., x . l , x.2, x.3, and x.4. Port 1 of 
the first card is plugged into one of the twof "[ Port 3 of the first card is plugged into one of the 

i n 



two I I I These appear to be working fine. I << File£ 
« File! \> > mistakenly thought that for every different switch 

} > « Fi|e[ 
• t - U h r iQCJspm,we 

would need a separate router.^ 
functioning properly on their enc 
the other[ 
the CDC? 

thought that for every different switch we w*»p» npttinn thf I rnc rrpi 
Dointed out that it would only need a new portj Isays all is 

Jor sending the CDC on the new target, on port 2. Port 2 is currently plugged into 
Is there further configuration needed on our end for routeif *]ort 2 to collect 

I tried plugging pott 2 from thel in the new router you sent! 
enlightenment you can provide will be greatly appreciated. | |925[ 

j u t didn't collect anything. 
_ ^ Thanks! 

Any 
fc2 
be 

UHGLAOOiriED 

uHQLAooine& 

uincLAOoinee-

From: 
Sent: 
To: be 

hie 

Cc: 

Subject: 

]OTD) (FBI) 

ftMffifelWJiri&SISKlItlSERt 

(OTD) (CON)|_ 

ism 

¥OTD)(CON) 
9 PM 
10TDUFBI);[ 

JOTD) (CON)J. 
iQIDliEBnl 

](QXQii£fiu£ 
J(OTD)(CON) £ 

DRAFT DCS-3000 <-> EDMS Interface Meeting Notes 

7~]0TD)(C0N)I. 
JCTD) - -))(CON) 

(OTD) 

3EN0ITIVC PUT UHOLABSiriSP 
NON-RECORD 

Attached is the DR 
omissions? Wouli 

S-3I}QiLio EDMS interface meeting notes. Would attendees please review for errors and 
nd| |be the action item assignees for scheduling the next meeting ? 

DCS-3000_EDMS_I 
nterface.doc (3... 

1 
he 
b7C 

OTDESTSETMU 
703| HNew!!) 

]ESS 

CCHGITIVC BUT UNCLASSIFIED 

112 



t g£R£t^ be 
fc7C 

OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

c ](OTD) (FBI) 
Monday. June 19. 2006 4:17 PM 

I "__ l(OTD)(CON[ zzzzissizpoN) ](OTD)(CON);[ ] 

DEMOS Thursday (6/22) 

• rvrownohnr- KOTDUFBHI I 
tOTD) (FBI)| | (OTD) (FBI);I KOTD) (FBI) 

UHOLAOOirHsB 
NON-RECORD 

All, 

You're invited to attend a short demo with the following groups this Thursday (6/22): 

1) 0900-DCS-6000 Lab, 
2) 0930 - Traditional Lab.. 
3) 1000 - CSOC Help nqsk renter I 
4) 1030 - DCS-3000 Lab[_ 

5) High Capacity Lab,| 

T ] 
J next week TBD 

be 
b7C 

Thnx, 
-ca 

UNOLAQQIHeB-

TYERYAR, KEITH A. (OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

/F) (FBI) 
"AM 

. TOTD) (FBI) 
^ : C & N r * S File format 

be 

UHGLASSIWfcP-
NON-RECORD 

Thanks againl I 

Original ^Pfyanft-— 
From: 
Sent: 
To: 
Subject "LDNHil hie format 

UNCLAOOiriCD 
NON-RECORD 

OTD) (FBI) 
4:41 PM 

WF) (FBI) 
be 
b7C 

Mached are the field definitions for the DCS 3000 CDNRS file. 
| « File: DCSPC.txt» 

113 

i I | II ill I 



UKGLAOOirtEB-

UNOLAOoinee' 

From: 
Sent: 
To: 
Subject: 

]OTD) (FBI) 

l(OTD) (FBI) 
Thursday. June 15. 2006 4:41 PM 

CDNRS File format 
](WF) (FBI) 

•foe 
fo" 

UMOLAOoinee 
NON-RECORD 

Attached are the field definitions for the DCS 3000 CDNRS file. 

DCSPCtxt (4 KB) fob 
h'K 

uwcLAaantepr 

From: 
Sent: 
To: 
Subject: 

1 TD) (FBI) 

}0TD) (FBI) 
ThnrcHau . InnPlS 9n f ifi 3:32 PM 

I T(OTD) (FBI) 
PW: DCS 3000 issues 

NON-RECORD 

ssajj —Original Mes^aoe 
From: 
Sent: 
To: [ 
Subject: 

](OTD) (FBI) 

IfOTP] (FBI) 
FW: DCS 3000 issues 

UN&LAJ3IFIBP— 
NON-RECORD 

fob 
fo7C 

—Original Message-
From: P"" 
Sent: 
To: [ 
Subject: 

_ 3 (FBI) 
Tuesday, January Z4, 26O6 4:50 PM 

RE: DCS 3000 issues 
toTD) (FBI) 

NON-RECORD 

114 
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JKRET 

rspbke with some of the guys who were using the DCS3000 during the case and got their input. 

This case involved a drug related kiddnapping which took place i J 

posing| c 
g related kiddnapping which TOOK place in | 

| Initially we went up on a] cell phone which belonged to a UC Police Officer 
Jand whom received ransom demands. Over the next few days we obtained Icell 

phone numbers belonging to various Subjects from the group. We went up on Pen Registers on those as well. Initially we 
warn nnt mr.Pivinn thai Hata fas vnn knrwri hut nnra that was mrrprteri a lame yntnmg nf Hata wac rar^mrt 

wmcn ultimately wok piace. i Re victim was locatea unnarmea. 
jrior to the series of arrests 

Thanks for all your help! 

lb 2 
be 
b'7C 
b 7 E 

nrininalMpgsanp-

From: 
Sent: Tin 
To: 
Subject: 

gaiEWklillblt'ltt 

ULi> JUUU I55US5 

|[OTD) (FBI) 
2006 1:22 PM 

~|(CE) (FBI) 
b 6 
b'7C 

UNCUA66IMBP-
NON-RECORD 

could you write up a little something about your case last week and how the DCS3000 and th£ 
worked for you (good or bad). This is low priority and can be done when you have a moment. 

Thanks... 

]programs 

UHOLAOoir-tee-

UHOLAOOIftEB-

UHOLAQOineB-

UNOLAQQiriCD 

115 
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From: 
Sent: 
To: 
Subject: 

5cBer 
OTD) (FBI) 

c ](CG)(CON) 
Wednesday. June 14. 2006 11:36 AM 

I KOTm (FBI) 
Drawing for Chicago 

— b e • 
• b7C 

UNCLAQ0IF4EP 
NON-RECORD 

I I Here is the drawing for our Annex DCS3000 connectivity. 

dcs.vsd (236 KB) 
to 6 
b 7 C 

Thanks, 

"1- Chicago 
Mai ELSUR Technology Management Unit (ETMU) 

FiRctrnnif! Riirypiiianra Technology Section, OTD 
312 Desk) 
312 ;Cell) 

UNQLAQOiriCP 

From: 
Sent: 
To: 
Subject: 

]OTD) (FBI) 

iirjj.ki'amii.iJifc 
(OTD) (FBI) 
?nrifi Q-fiw A M 

J(OTD) (FBI);| 
FW: Request email copy of DCS3000 A £ 

bb 
b'7C 

](OTD) (FBI) 

GCMOITIVr: PUT UNGLASSIPieP 
NON-RECORD 

]? 
Original Mcssinnn 

From: | 
Sent: 
To: . 
Subject: Kt: Kequest email copy of DCS3000 ATO 

b 6 
b7C 

iecD)(CON) 
Miwiau innpfiq 7nnfi 9:33 AM 

I J(OTD) (FBI) 
an i 

UHOLAOOirilZD 
NON-RECORD 

..huh, what??? (kidding....) 
Here ya go! Please see the conclusion portion of theQ ]doc, that mentions the £ Tconnection 

116 
b2 
b7E 
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^ C T i E T 

DCF3000 DCS-3000 ATO EC 
POAM.doc (128 KB) 06012006.wpd (... 

hi 
b' 

Quantlco Complex 
CISM, CISSP. ISS. PSEC, MCSE 
f703>l Bid 9, room 9-LL-14 
..."lead, follow, or get out of the way." 

3SSM) 

Original Mpgcana 

From: I lfOTT» (FBI) 
Sent: M~~A™. n.-nrWonnc 9 : 23 AM 
To: | |SecD)(CON) 
Subject: Request email copy or DCS3000 ATO 

UHOLAOOirHEB 
NON-RECORD b 6 

Could you email me a copy of the DCS 3000 ATO so I could review it. 

Thanks 

UMGLAGGiriCD 

OCHOITIVC PUT UHOLA004REB 

1< 0 T D >< F B | ) 
From: | |(SecD) (CON) h'h 

Subject: RE: Dcs systems 

OCHOITIVC PUT UNOLAOOiriCD 
NON-RECORD 

Sounds great. Looking forward to working with you guys again. Now that you have had a chance to see the| 
scanner you should have a good idea how it works. Perhaps we could configure it not to port scan | | s looking to 

line patch levels for on the windows. 

202 
—Original M ^ a n a — 

From: | JoTD) (FBI) 
Sent: M,WU., i„npi? ^nso-sn AM 
To: | |(SecD) (CON) 
Subject: RE: Dcs systems 

QPPRPJ 

b2 
b6 b7E 
b7C 
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SENSITIVE PUT UHOLAOStBEB 
NON-RECORD 

.SWT 

I Was on travel last week at a conference. Sorry for not getting back to you sooner. I will get some scripts together 
early this week , , 
and send to you. I will ask| |the ISSO for DCS3000 when he is available for a scan of a DCS3000 
system. I should be 
here all week except Friday. h 6 

hie 

Original Message 
From: 1 |[SecD) (CON) 
Sent: »™fa» !.,„«, Ill TWBHFlb AM 
To: | Ifnrm (FBI) 
Cc 
Subject:" 

(SecD) (CON) 
ixs systems 

SCMS1T1VF BUT UHOLAOOirlCB 
NON-RECORD 

i need some sample configs from your routers (with the community strings, passwords etc stripped). Also, if you 
have an updated network diagram please send that as well. 

I would like to scan a DCS3000 system, if only to ascertain the possible consequences of scanning DCS3000 
network. Do you have a system ready to go? This will probably be the last time ESOC will assist in F/SMA 
compliance testing. After this, the ISSO's will be responsible for annual scans of systems. 

Thanks 

ESOC lesttearti 

•eewomvc P U T UHOLAQOinee-

SENSITIVfi BUT UHCLAGGinCD 

OCNOITIVC PUT UHOLAGGiriCD 
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I foe 
kOTP) (FBI) ib7 

From: I KOTD) (FBI) 
Sent: Mnnrlav .lima 17 7(106 350 AM 
To: I 1(Secm (CON) 
Subject: RE: Dcs systems 

QCHOITIVC PUT UNOLAOOiriCP 
NON-RECORD 

I was on travel last week at a conference. Sorry for not getting back to you sooner. I will get some scripts together 
early this week ^ _ _ _ ^ ^ _ ^ 
and send to you. I will ask| |the ISSO for DCS3000 when he is available for a scan of a DCS3000 system. I 
should be 
here all week except Friday. 

fo'; 

From: | [SecD) (CON) 
Sent: Monday, June Ub, 2W9HJ7 AM 
To: i "^-crrm (FBI) 
Cc: I rSecD) (CON) 
Subject: Dcs systems 

SENSITIVE BUT UMCLASSIFIEP 
NON-RECORD 

I need some sample configs from your routers (with the community strings, passwords etc stripped). Also, if you have 
an updated network diagram please send that as well. 

I would like to scan a DCS3000 system, if only to ascertain the possible consequences of scanning DCS3000 network. 
Do you have a system ready to go? This will probably be the last time ESOC will assist in FISMA compliance testing. 
After this, the ISSO's will be responsible for annual scans of systems. 

Thanks * ~ 

b7C 

QCHOITIVC PUT UNOLAOOiriCP 

QCHOITIVC PUT UHCLASSIf IEP 

119 

o r c n c j " 
U L L F I IL_ I 



(OTD) (FBI) be 
Jb7C 

From: I |(OTD) (FBI) 
Sent: c ~ < ' " \«™M 'VW uvr? A M 

To: J J{KC) (FBI). . 
Cc: I - - - • • • • • • J T D ) (FBI)J |(OTD) (FBI) 
Subject: RE: DCS 3000 

SENSIHVIi BUT UNEUiMlPIEE) 
NON-RECORD 

Yes. We need to get you a separate machine for FISA.| |will be able to help. 
: bs 

b 7 C 

Original M 0 " " " 8 -
From: | _ (KC) (FBI) 
Sent: Friday. .Inne 07 7006 1V07 AM 
To: 
Cc: 
Subject: ' UU> JUUU 

OTD) (FBI)I IfOTm fFBn 

F> m)* tKC) m)i ^KQ ( F B ° 
OCNOrTIVC PUT UU0LA931FIEP 
NON-RECORD •b2 

b6 
b7C 
b7E 

As you are probably aware, thel ^Evstems around the Bu are being isolated in SCIFs per Security Div. 
renuiremeints Here in KC we placed the T III voicebox system in the former FtSA room, (no windows) and the SCIF 
with the! ^ i s now in the big room with windows which is acceptable to SecD for a SCIF. I can't figure that one 
out but they don't pay me to think about these things. Our SCIF has not been officially closed off yet but will be soon, 
and the criminal Agents, analysts, etc may not have access to it depending on their clearance level. They do need 
access to the 3000 from time to time. 

Question; are we planning to have two DCS 3000 in each office to separate the FISA from the criminal? I am sure 
that will be an issue soon. 

Thanks, ib6 

- CD 
3EN3ITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UHCLACGinCD 
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From: 
Sent. 
To: 
Cc: 
Subject: 

]0TD) (FBI) Jb6 

[ 
Thursday .hinpQfl 

]OTD) (FBI) 
2006 10:44 AM 

(OTD) (FBI) 

rw 
(OTD) (FBI) 

Urgent realUSsr-LJAG short-fused PIA tasking 

NON-RECORD 

FYI...thanks for handling for 3000. 

supervisory spseiaf Agent 
DCS Program Manager 
OTD/ESTS/TiCTU 
702 
205 J? 

fo6 
ib'7C 

—Original Me; 
From: 
Sent: 
To: 

Cc: 
Subject: 

OTD) (FBI) 
'6 9:56 AM 

IOTP) fFBHI 
(OTD) (OGA11 
(OTD) (FBI)T 
THOMAS, M^OJS>U. (UIU)(FBI) 
RE: Urgent request-DAG short-fused PIA tasking 

3P t) (FBI)J 

NON-RECORD 

All, 

TOTDHFBI); CLIFFORD, MICHAEL «JTD1 (FBI)[ 
rOTDUFBT J O T D ) (FM£ 

JOTD) (FBI)j 
n 

OTD) (FBI) 

Upon completion of your PIA and it's approval by you SC, please forward me an electronic copy no later than 10:00 AM 
Friday. 6/9/06. I will then forward OTD's submission to OGC by COB Friday. 6/9/06 in order to meet the OGC's deadline 
of "NLT' Friday. 6/9/06." Please ensure that the descriptions of your system are written in such a way as to ensure that a 
reader with no knowledge of what your unit and/or what OTD does can clearly understands, based solely on your 
description, what your system's purpose is and/or what it does. 

In addition, our next deadline is Wednesday, 6/21 regarding the PIA short form for your system. Upon completion of your 
PIA and its approval by your SC, please forward me an electronic copy no later than COB Tuesday. 6/20. I will forward 
OTD's submission to OGC by COB. Wednesday. 6/21 in order to meet OGC's deadline of "NLT Wednesday, 6/21. 

Thanks for your assistance regarding these short deadline matters. 

SSA| 
Assistant Section Chief 
Technical Programs Section 
OperaliouaUfiCttfiology Division 
"031 I 

be 
br; 

Original Message—-
From: | 
Sent: Monaay, June Ob, 

_r0TD) (FBI) 
72D06 4:52 PM 

121 



Discussed installation date of VoiceBox equipment and initial test. Begin on Monday July 10th. 

Desired location is RAwithQ J^A as a second possible location. 
b 2 

Circuits would need to be operational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if ,b'., E 
desired. . . 
! heiievp. that vnn informed me that Chicago does not have a circuit to the! RA at this time but may still have one 
for thl RA. 
I was also informed that Chicago would pay for the circuit to each location. The desired circuit for each would be a full 
T1. 
You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office 
will work. With the remote setup the circuit would need to remain up as long as case review was needed at the RA or 
the case could be processed at the Chicago FO once monitoring was over and a circuit discontinued. 

Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test? 
I believe we had mentioned 4 AWSs for the remote site. ERF would also add a remote site repository machine with 
CDR capability and a printer. 

Looking forward to your response. 

1 _ 
Desk- 7031 
Cell - 2021 

be 
b'7C 

•PNCLAaoiptee 

UHOLAGGtriSP-

From: 
Sent: 
To: 
Cc: 
Subject: 

JOTD) (FBI) 

ucs systems 

|SecD) (CON) j 
,M 

HOTD) (FBI) 
JSecD) (CON) 

b7C 

OCHOITIVC PUT UWOLAOetHeD b6 
NON-RECORD ]b c 

I need some sample configs from your routers (with the community strings, passwords etc stripped). Also, if you have an 
updated network diagram please send that as well. 

I would like to scan a DCS3000 system, if only to ascertain the possible consequences of scanning DCS3000 network. Do 
you have a system ready to go? This will probably be the last time ESOC will assist in FISMA compliance testing. After 
this, the ISSO's will be responsible for annual scans of systems. 

Thanks 

FSQC: I est team 
202J 

b o 
b7C 

AEN3ITIVE BUT UNCLAOOiriCB 
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From: 
Sent: 
To: 

Cc: 

Subject: 

Importance: 

^fefif RET 

(OTD) (FBI) 
to6 
to 7 c 

_ _ J N Y ) (FBI) 
R.inria» .InnAfU 7rfflfi 7-37 PM 

J(OTD) (FBI)[ ](OTD)(FBI);[ 

TFBnL 
I |NV)(mi) 

New York CMP Thanks You - - Again 

High 

OCHOmVC PUT UHOLAOOtriCD 
NON-RECORD 

Just wanted to take a moment and sincerely thank you guys for everything you do to assist us. 

The recent DCS 3000 solution you provided that allowed us to get pen data to ou| location and into the 
VoiceBox system has been invaluable. Instead of providing pen data for what was expScTeTTro be a short period of a few 
days, it continued to provide data to our Title Ills for two weeks. The restore process failed when attempting to import data 
from the old version a< Into the new version at the CMP. The problem was solved last week, but your equipment 
allowed us to have a mangeable problem instead of a major headache. 

I hope we provide the kind of support to those we assist that you provide to us. 

Thanks again, 

From all of us at the New York CMP 

ocNornvc PUT uNOLAoanFtee 

l(OTD) (FBI) he 
•b7C 

From: 
Sent: 
To: 
Cc: 

Subject: ' DCS 300O 

OEHOITIVE PUT UHGLAOOinCD 
NON-RECORD 

l(KC) (FBI) 
•43 PM 

|(OTD) (FBI) . 
frvrnwFRnl 

](KC) (FBI)L 
]{KC) (FBI)I 

JKC) (CON) 

fo2 
he 
b7C 
b"/E 

Thantf would prefer just one machine but I am sure SecDiv at some point is going to force this on us anyway, 
r email so we can discuss, I am guessing we will need a second circuit to St. Louis? 

As an aside, the SCIF thing is getting out of control in the field. Three Squads are now SClFs and they have to turn on 
flashing red lights when a non SCIF'd person enters including Agents and other FBI folks. I was told that the other dav the 
flashing red lights were on all day. Also when ourf prea is officially blessed and activated as a SCIF,| | 

pAE man will not be able to get to his desk. Iney pulled his SCI clearance when he retired and now trying to 
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get them renewed. Is SecDiv doing things like this back there? 

l(OTD) I 
—Original Mgsaflfi; 

from: I |(OTD) (FBI) f p 
Sent: Friday. June 02.20061:33 PM . .^ 
To: ' I ~ f r r u F R n h!c 
Cc: 1 farm (FBI) 
Subject: RE: DCS 3000 

OCHOITIVC BUT UMChAS6iriCP 
NON-RECORD 

Yes, we can provide a separate system for each. This is a preferred way for us in some respects. It means twice 
as many . 
machines tn upgrade and keep track of but, it allows for isolation of the targets for trouble shooting and the like. I 

is our deployment coordinator for the group. If you can give him a call or e-mail he can work out what kind of 
machines to send 
you. 

be 
fo7C 

From: I IKQ (FBI) 
Sent: Friday. June 02. 30CK 11:02 AM 
To: l(OTD) (FBI)!, 

](KC) (FBI)£ 
JoTD) (FBll 

Cc: 1 1(KC) (FBI)| |CKC) (FBI)j | (KQ (FBI) 
Subject:^ JuUU 

3CH0ITIVE PUT UNOLAOOiriCP 
NON-RECORD 

] 
As you are probably aware, thej Systems around the Bu are being isolated in SCIFs per Security 

Div. requirements Here in KC we placed tne i in voicebox system in the former FISA room, (no windows) and 
the SCIF with the} lis now in the big room with windows which is acceptable to SecD for a SCIF. I can't 
figure that one out but they don't pay me to think about these things. Our SCIF has not been officially closed off 
yet but will be soon, and the criminal Agents, analysts, etc may not have access to it depending on their clearance 
level. They do need access to the 3000 from time to time. 

Question; are we planning to have two DCS 3000 in each office to separate the FISA from the criminal? I am 
sure that will be an issue soon. 

Thanks, 

be 
b" 

•sewaiTivc B U T uNOLAOOiriEfcv 

OCNOITIVC PUT UNOLAOOiriCP 

JCNJITIVg BUT UNCLAOOiriCD 
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SOKE ET 
1(OTD)(FBI) 

•fo6 

From: IOTD) (FBI) ° ' ' 
Sent: hnrlav June 02 2UM> 2:33 PM 
To: I . \(KC.\ (FBI) 
Cc: I _ l(OTD) (FBI) 
Subject: RE: DCS 3000 b2 

fofi 
b7C 

OCHOITIVC PUT UNOLAOOiriCD b E 
NON-RECORD 

Yes, we can provide a separate system for each. This is a preferred way for us in some respects. It means twice as 
many • • 
macbiofisJo upgrade and keep track of but, it allows for isolation of the targets for trouble shooting and the l i ke ! | 

isoul is ou| I for the group. If you can give him a call or e-mail he can work out what kind of machines to 
send ' ' 
you. 

be 
—Original J*"*""" 

From: I IKC) (FBI) 
Sent: Frirtav inrwn? ?nn« ii-n? AM ' 
To: I !fn T m (FBIJI J(OTD) (FBI) 
Cc: 1 IfKO (FBI)l EKQ (FBI)l |(KC) (FBI) 
Subject: DCS 3000 

OCHOITIVE PUT UKOLAOOiriCD 
NON-RECORD 

be 
fo'7C 
b7F 

As you are probably aware, the| ~Tsystems around the Bu are being isolated in SCIFs per Security Div. 
requirements. Here in KC we placed the T III voicebox system in the former FISA room, (no windows) and the SCIF 
with the! \s now in the big room with windows which is acceptable to SecD for a SCIF. I can't figure that one 
out but tney don't pay me to think about these things. Our SCIF has not been officially closed off yet but will be soon, 
and the criminal Agents, analysts, etc may not have access to it depending on their clearance level. They do need 
access to the 3000 from time to time. 

Question; are we planning to have two DCS 3000 in each office to separate the FISA from the criminal? I am sure 
that will be an issue soon. 

be 
Thanks, b7c 

OCHOITIVC PUT UNCLASSIFIED 

aewaiTive BUT uHOLAOOincp 
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1D6 

From: 
Sent: 
To: 

Cc: 

Subject: 

(OTD) (FBI) 

C 

tmn\ fFRn 5 
ecD) (FB 

Etidau_liioftil2-2006 12:40 PM. 

i tseccyi 
' UC i J3WATO EC 

](SecD)(FBI) 

? r f t | 
BecD\ rfFBltf 

na=raiiT<a:iB 
J[SecD)(CON) 

] (OTD) (FBI)J 
"" n KSecDHCOM 

l (&ecDWCONti 

ocNomvc P U T unicLAsstftco 
NON-RECORD 

If you have any additional questions please contact 

DCS-3000 ATO EC 
O6012006.wpd (... 

fob 
b'7( 

SEHOITIVC PUT UH0LA06tf46S-

From: 
Sent: 
To: 
Subject: 

l ( b T D ) (FBIt 
lLA) (FBI) 
MO AM 

KOTD) (FBI) 
Decommission of 3 DCS3000 Machines 

hi 

UHOLACCirWQ. 
NON-RECORD fc.6 

b7C 

We have decommissioned and placed the following DCS3000 machines on our surplus pile: 

TTA| 

31C 

31C 

Desk) 

ell) 

fo2 
b'7E 

b o 
b7C 

UMCUVSSIPttD 
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From: 
Sent: 
To: 
Cc: 

Subject: 

-3feRFT 

<0TD> <™> 
1 |[KC) (FBI) 

l-nrirw .limpid VIHIti1V(y>AM 

(KC)(FBI)[ 

D2 
J(OTD)(FBi£ 

(KC) (FBI) 
DCS 3000 

be 
b7C 

~]0TD) (FBt 
JKC) (FBI)J_ 

OCNOITIVC BUT UHGLASSIFIEP 
NON-RECORD 

fo2 
be 
b?C 
b7S 

As you are probably aware, thel Isvstems around the Bu are being isolated in SCIFs per Security Div. 
requirements Here in KC we placed the T lit voicebox system in the fonmer FISA room, (no windows) and the SCIF with 
tha ""l is now in the big room with windows which is acceptable to SecD for a SCIF. I can't figure that one out but 
they don't pay me to think about these things. Our SCIF has not been officially closed off yet but will be soon, and the 
criminal Agents, analysts, etc may not have access to it depending on their clearance level. They do need access to the 
3000 from time to time. 

Question; are we planning to have two DCS 3000 in each office to separate the FISA from the criminal? I am sure that 
will be an issue soon. 

Thanks, 

OCHQITIVC OUT UHOLAQOiriCD 

From: 
Sent: 
To: 
Cc: 

]0TD)(FBI) 
be 

l uesday. May 3d, 3 
lOTD) (FBI) 
[006 10:08 AM 

(UIU)(hBI);[ 

ICGMFBIlf 

(OTD) (FBI) 

UHCLAOOIRSP 
NON-RECORD 

I Ihere is what 1 have so far for Chicago to be a test site for remote^ 
completion by the date we discussed earlier. 

Jwe will need to move quickly for b 6 
b7C 

Discussed installation date of| "Tequipment and initial test. Begin on Monday July 10th. 

Desired location isj |RAwith| J?A as a second possible location. 

Circuits would need to be operational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if 
desired. ———. 
I hgiiRVP that you informed me that Chicago does not have a circuit to the! IRA at this time but may still have one for 
thel PA. 
I was also intormed that Chicago would pay for the circuit to each location. The desired circuit for each would be a full T1. 
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You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office will 
work. With the remote setup the circuit would need to remain up as long as case review was needed at the RA or the case 
could be processed at the Chicago FO once monitoring was over and a circuit discontinued. 

Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test? 
I believe we had mentioned 4 AWSs for the remote site. ERF would also add a remote site repository machine with CDR 
capability and a printer. 

Looking forward to your response. b 6 

I p. 
Desk- 70 

• Cell-202 S1 

UMCLAQ0ir4fcP 

(OTD) (FBI) 
be • 

From: I TOTD) (FBI) b 7 c 

Sent: hndav. Mav2B. 2UUK b:41 PM 
To: I IWF1 (FBI) 
Subject: FW: Missing Pen Register Data 

SENSITIVE PUT UHGLAOOiriCD 
NON-RECORD 

Case ID should be the target number andl I 

nn 
—Original Mg^pe— 

I l( 
'k ldav.Mav;k;i)ul 

From: I I(OTD) (FBI) , b b 

Sent: ' ^ Y . M a Y ^ . W 5:28 PM h '' . W 5:: 
To: | _IWF) (FBI) 
Subject: RE: Missing Pen Register Data 

QCHQIT1VC BUT UHGLAiSWElEO 
NON-RECORD 

DJ, 
There is some data. The last four laters on the caseid should be • 

—-Original Mw-ang ( ';';' 
From: I IWF) (FBI) to' 
Sent: ' i ifaHn^^ Mm,->2 2006 2:39 CM , 
To: I IOTP) (FBI) | |(OTD) (FBI) 
Subject: Missing Pen Register Data 

OCHOITIVC PUT UHOLAOSiriCD 
NON-RECORD 

| |could you please check the following number in DCS 3000. We are not getting Pen Register data. We've 
double checked with the phone co. to make sure that evejQtfhiflflJiasJbeen done correctly on their end. They advised 
us to contact you all. Thanks!! Oh!!! The number is 202| | 
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aa^tmn-M T^hnini^n / g _ 2 

202 
202 
202 

Desk) 
Cell) 
Pager) 

GCHOITIVC BUT UNGLAGOiriCD 

3ENSITIVE BUT UNCLASSIFIED 

OCHOITIVC PUT UNCLASSIFIED 

(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 
"ID 6 " 
b7C 

Friday. Mav 26. 20065:28 PM 
I tWF) (FBI) 
Kfc: Missing Pen Kegister Data 

OCHOITIVC PUT UNOLAOOiriCD 
NON-RECORD 

be 
fo7C 

m ere is some data. The last four laters on the caseid should be 

1 = 1 
—Original 

From: 
Sent: 
To: 
Subject: Missing Pen Register Data 

IWF) (FBI) 
^ ^ ^ ^ S ^ ^ ^ ^ S , 2006 2:39 EM. 
I IfOTDl (FBI)^ 

OCHOITIVC PUT UNOLAOOiriCD 
NON-RECORD 

fo7C 

](OTD) (FBI) 

Jcould you please check the following number in DCS 3000. We are not getting Pen Register data. We've 
double checked with the phone co. to make sure that everything has been done correctly on their end. They advised 
us to contact you all. Thanks!! Oh!!! The number is 202| | 

I , 
j/S-2 202 

202 
202 

Desk) 
•Cell) 
Pager) 

tot> 
b7C 

OCHOITIVC PUT UNOLAOOiriCD 

OCNOITIVC PUT UNOLAOOiriCP 
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From: 
Sent: 
To: 
Subject: Missing Pen Register Data 

WF) (FBI) 
2006 2:39 PU-
(OTD) (FBI)L 

b 6 
"b7C 

]0TD) (FBI) 

SENSITIVE BUT UMCLASSIFIEP 
NON-RECORD 

fcould you please check the following number in DCS 3000. We are not getting Pen Register data. We've 
double checked with the phone co. to make sure that <»w»iMthinn has been done correctly on their end. They advised us to 
contact you all. Thanks!! Oh!!! The number is 202| | 

202 
202 
202 

1 
Desk) 
Cell) 
Pager) 

]S-2 
be 
b'7 

SCNOITIVC PUT UHGLASSIFIEP 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

c ](SF) (FBI) 
Tuesday Mav 23. 2006 3:50 PM 

I l(OTD) (FBI) 

he 
b'?c 

RE: Pen Data 

NON-RECORD 

Thanks...I'll let you know. 

923 

to 6 
b7C 

—Original Message— 
From: | 
Sent: I uesdav. Mav 23. 3flo6 10:37 AM 
To: 
Subject: RE: Pen Data 

](OTD) (FBI) 
Z0O6 10:37 

JSF) (FBI) 

UNOLAOOir+EB 
NON-RECORD 

The iere is a DCS Backup directory that is a copy of everything you saved. Are you deleting that too? I have 
attached some thoughts 
on this issue thai Twrote up. Each office seems to have a different view on how to handle the saves. 
Read this over and 
let me know if it helps. We are still working on incorporating some o| Requests. It is a slow process. 
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he 
b'7C 

« File: Pen Register Evidence.doc » 

—-nr in inal MpgganP 

From: [ IF) (FBI) 
Sent: I ite&laV, M5V 2J, 2006 1:04 PM 
To: I ~ r O T D ) (FBI) 
Subject: Pen Data 

UNCLAOOiriCD 
NON-RECORD 

rz=] 
I just wanted to check with you to see if we're following the correct procedure when making an Original Disk for the 
Case Agent. 
We've been making a Disk from the ncssnon with the CDNRS, Summary and Log files and marking it as 
Evidence, and sending it to the Case Agent. I [as then been having us delete it from the DCS to help clean 
out the system. * * 
My question is Should we be deleting the records totally from the DCS? Are we supposed to make a hard copy 
as well upon end of the case? Are we handling this the same as the other offices? 
We have an issue that came up today, that the Case Agent say's one of his Evidence Disks is corrupt and he 
wants us to provide him with another Original. Well, needless to say it's gone. 

Any help would be appreciated 

*̂ l I t f i 

92, 

-BHClAQOiriCP 

UHGLAfiSIEIED 
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From: 
Sent: 
To: 
Subject: 

](OTD) (FBI) 

[ ](OTD) (FBI) 
Tuesday. Mav 23. 2QQ6 1:37 PM 

I MSR (FBI) 
RE: Pen Data 

be 

unoLAOQinee-
NON-RECORD 

be 
b7C 

mere is a DCS Backup directory that is a copy of everything you saved. Are you deleting that too? I have attached 
some thoughts ^_________^ 
on this issue that! Wote up. Each office seems to have a different view on how to handle the saves. 
Read this over and • • 
let me know if it helps. We are still working on incorporating some ofl requests. It is a slow process. 

I = l 
hi 
h~ 

Pen Register 
Evidenccdoc (47, 

--Original Message--
From: I 
Sent: mpsfiav i 
To: I 
Subject: Pen Data 

tsF) (FBI) 
TT%nfi 1:04 PM 
__|(OTD) (FBI) b 6 

b7C 
UHOLAOOIflEB 
NON-RECORD 

b o 
b7C 

I just wanted to check with you to see if we're following the correct procedure when making an Original Disk for the 
Case Agent. 
We've been making a Disk from the DCS30Q0 with the CDNRS, Summary and Log files and marking it as Evidence, 
and sending it to the Case Agent.j Hhas then been having us delete it from the DCS to help clean out the system. 
My question is Should we be deleting the records totally from the DCS? Are we supposed to make a hard copy as 
well upon end of the case? Are we handling this the same as the other offices? 
We have an issue that came up today, that the Case Agent say's one of his Evidence Disks is corrupt and he wants us 
to provide him with another Original. Well, needless to say it's gone. 

Any help would be appreciated 

Ext.\ 1 
925 

be 
b?c 

UHOLAOGinCO 

UHCLAGOinEB-
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QJ>Pf?CT 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

C ](SF) (FBI) 

ib6 
%7C 

Tuesday Mav 23. 2006 1:04 PM 
C _ _ _ _ _ ] ( O T D ) (FBI) 
Pen Data 

UMCLACCiriCD 
NON-RECORD 

fob 
b7C 

I just wanted to check with you to see if we're following the correct procedure when making an Original Disk for the Case 
Agent. 
We've been making a Disk from the DCS3000 with the CDNRS, Summary and Log files and marking it as Evidence, and 
sending it to the Case Agent. | fias then been having us delete it from the DCS to help clean out the system. 
My question is Should we De flSleting the records totally from the DCS? Are we supposed to make a hard copy as well 
upon end of the case? Are we handling this the same as the other offices? 
We have an issue that came up today, that the Case Agent say's one of his Evidence Disks is corrupt and he wants us to 
provide him with another Original. Well, needless to say ifs gone. 

Any help would be appreciated 

Txt. 
925 

a be 
fo'7C 

UMCLAaair+ep-

OTD) (FBI) 

From: 
Sent: 
To: 

be 
b7C 

Cc: 

Subject: 

J(SecD) (CON) 

m 

JSBCDTTTBTT 
JSecD)(CON){ 

NSMA Pre-lnspection Self Assessment 

|(SecD)(CON)[ 

UNCLAOOiriCP 
NON-RECORD 

Hello Folks, 

I'm an information systems security representative (ISSR) supporting SD/IAS/ITSU in subject effort. I've been 
tasked to work with you in preparation for an upcoming FISMA inspection due to begin any time after May 
25th. When the exact date of this inspection is announced, either I or one of my teammates will be contacting 
you with same. 

I've been notified that each of you is an ISSO for a particular system (or systems) as shown below: 
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Senfc__ 
T o : L _ : 
Cc:[~ 
Subject: 

Thnrqlau. May 11, 2006 9:33 AM 
J(OCIO) (FBI) 

jfOTD) (FBI);|_ 
FW. win 2003 server image 

UNQLAaairtee-
NON-RECORD 

b 6 

](OTD)(FBI) b 7 C 

TTCTU would like to purchase 1 [Enterprise licenses and need to t ransfer | into your account 

4o2 
b^E 

Should we transfer the funds into the same account as last t ime?| frnd the Cost Center is 20 - no 

Bl) 

Thanks, 

OTD/ESTS/TICTU 

(O) 703J I 
(F) 703| I 

Jb6 
b7f 

-Original Mes 
trroD)(FBi) 

I h n r c f o / M a y i r 2006 9 :24 AM Sei 
To: I Subject 

_ _ 3)(CON) 
RE: win 2003 server image 

NON-RECORD 

Yesj ~| is the person to work the transfer th rough . When all is said and done, 
please let me Know and we'll allocate the licenses to you . 

Original Message-
From: 
Sent: 
To: 
Cc: 
Subject: 
Importance: 

Thnrcriav Ma» i T T f o f i 8:52 AM i 
OTD)(CON) 

JTOD)(FBI) _ 
JOTD) (FBl£ 

RE: win 2003 server image 
High 

](OCIO) (FBI)[ l(OTD) (FBI) 

UNeLAOOIPWP-
NON-RECORD >b2 

b7E 

Wll We are looking to purchase} frf the Enterprise licenses bringing our transfer to | | We 
not be able to wait until a f ter June 15th to purchase them, unfortunately. Do I need to touch base 
witl j j to get the information to transfer the funds? 

This is fo r DCS3000, which is on the major projects list. 
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(OTD) (FBI) ;b6 

From: ' . ^ 1 0 T D ) <FB|) 
Sent: MnnHw Mams ?nnfi 3:08 PM 
To: I tOTD) (FBI) 
Subject: FW: IPv6 Request 

Importance: High 

Application 
nventory template.. 

SENSITIVE BUT UHOLAOOiriCD 
NON-RECORD 

i mink the TMD and possibly our web page will fall into this catagory. Look at the template and fill it in if you can. I 
believe it 
is due bv COB the 16th. I am sending this e-maii so I don't forget tomorrow. The following quote from the e-mail sent by 

| fThese requests pertain to hardware/applications which are part of the backbone (FBINet), connecting 
to HBINet, or 
connecting to other government agencies that would be impacted by the transition from an IPv4 to IPv6 addressing 
scheme", lead 
me to believe the DCSNET and DCS3000 are exempt {thank goodness). fo 6 

b'7C 
Thanks. 

Orininal Message—-
From| [CTD) (FBI) 
Sent: Monday. Mav IB. 2006 12:21 PM . . 
ioi toTD) rFBni roTm (FBD! I(QTD) (FBI) 
Ccl KOTD) (CON)j |3TD) (CON) 
Subject: FW: IPv6 Request 
Importance: High 

SENSITIVE PUT UHeLAOOiriCD 
NON-RECORD 

To All, 
Seems it has been a while since you have seen this, but please send me your answers no later than COB tomorrow. 

For any positive responses, please use the template; any negative, just respond back to me as so. Thanks. 

J please remind me of this task (I do not think it has been completed yet). Thanks. 

I 1 
—Original Message—-
From] I (OTD) (FBI) 
Sent: Wednesday, April*12, 2006 8:54 AM 
Toji ro-rm (FBnl lorDUFBnJ I(OTD) (FBI) 
Ccl ^ O T D ) (FBI);| KOTD) (FBI)f KOTD) (FBI) 
Subject: FW: IPv6 Request 

to 6 
b'7( 
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From: 
Sent: 
To: 
Cc: 

Subject: 

(OTD) (FBI) 

I _ JMMl (CON) 
Friday. Mav 12. 2QQ6 5:37 PM 

I -HrQTDUFBh 

'/MMWrVSUU j(MMHCON)l 

|———j DCS3000 Info 
JMM) (FBI) 

b6 
_b7C 

T M M I (r.nmf 
I(IVIMT7F5TT[ 

OCHOITIVC PUT unoLAOOincp b6 
NON-RECORD b7c 

( S ) iHere are the IP's and our nickname for the DCS3000 machines in the Miami office (this does not include plantation). 

Server (Title III Room) 

Client (Title III Room) 

b l 

| [Title 50 Room) 

T50 (Title 50 Room) - will interface withT 

1 Way Push LO (Title 50 Room) 

ELaUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) be 
Operational Technology Division (OTD) t i c 
30* 

305 

(Desk) 
(Cell) 
(Fax) 

b2 
b7E 

Xia modem 

SENSITIVE PUT UHOLAOetPtCP 
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— uLUI IL I 

OTD) (FBI) 1 , 
I IfOTD) (FBI) 

lb 6 
«b7C 

From: 
Sent: Friday Mav 12. 2006 11:13 AM 
To: I rTlTOD)(FBI} 
Cc: 1 KOTD) (FBI)I IOTD)(CON);l 

(6TD) (FBI) 
Subject: FW: SBITs Dell Server in Highbay 

UNOLAOOineo- be 
NON-RECORD b7c 

CZI He 

Here is the list of F numbers for the 2003 server licenses. 

1. Names of person(s) that will utilitize these licenses (if known - if systems will be used randomly 
by various personnel, then just state as such). 
Various tech agents in the Field 

2. State whether licenses are for FBI Employee or Contractor use (breakdown the quantities if 
necessary). 
FBI Employee 

3. List the Property Number of each computer system that license will be used on. 

SBITSERVERHIGHB 
AY.xls (18 KB) 

4. State whether computer system(s) is a server, desktop or notebook 
Server 

5. State the enclave, Program and/or network that the system is connected to [such as FBINET, 
SBUNET (formerly Internet Cafe), SCION, Standalone, etc.), along with the system classification 
Unclass DCSNET 

6. Provide a justification that identifies the business requirements for the software 
DCS-3000 systems 

7. Provide the name of the approving official, title (at FBIHQ, must be Unit Chief or higher; for Field 
Offices, must be the SITS or Lead ITS), and the Unit/Section/Division. 
uc< I 

] 
Original Mocyno 

From: I I (OTD) (FBI) 
Sent: / " » " " M a " "Q ™Pfi 11:16 AM 
To: I IOTP) (FBI) 
Subject: FW: SBITs Dell Server in Highbay 

UNCLAOOinEB-
NON-RECORD 
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-SKRET 

be 
b7C 

Yes J l i s the person to work the transfer through. When all is said and done, please 
let me know and we 11 allocate the licenses to you. 

HZ2 be 
b7C 

-Original Message, 
From: 
Sent: 
T o r 
Cc: 

ssa 

lCEOD)(FBI) _ 
_]0TDKFBI)( 

TT7201 
_ (OTD)(CON) 

Thursday. MavH. 2006 8:52 AM 

Subject: Kt: win 2003 server image 
Importance: High 

UHOLAOOir f f iP 
NON-RECORD 

^OCIO) (FBI)r ](OTD)(FBI) 

b 2 
fo7E 

We are looking to purchase[_pf the Enterprise licenses bringing our transfer toj | We will not 
be able to wait until after June 15th to purchase them, unfortunately. Do I need to touch base with 

| |to get the information to transfer the funds? 

This is for DCS3000, which is on the major projects list. 

Thanks, 

OTO/ESTS/TICTU 
(O) 703| 
(F) 703 

hi 
hi 

Original Mei 
From: 
Sent: 
To: 
Subject: 

ssane. 
]rroD)(FBi) 

Thursday. May 11. 2006 6:18 AM 
I t>TD)(CON)r 

Ut: win iUlU server image *" 

•BHOLAGGIRSP-
NON-RECORD 

JOTD) (FBI) 

b 2 
fc7I 

Are you looking for Windows Server standard or enterprise - and are those the only 
Microsoft products that you require? To save you some steps ^ I 

I . _ . _ I N o t e t n a t t n e s e c o s t s decrease by 
around l b % or so after June 15 (so if you are deploying after June 15th, you would 
probably want to be paying in our next anniversary cycle of the ELA). 

Also, as a side note, is this project on the FBI's list of major projects, which is required by 
the CIO and FBI executive management? 

Original Mesrrinn 
From: | 
Sent: 
To: 
Subject: 

|OTD)(CON) 

-ISEEZZSnPooe 3:27 m. 
I |(OTD) (FB1)|_ 

Kh: wrn ZUUJ server image 

umaLrt33iiiep-
NON-RECORD 

](ITOD)(FBI) 

be 
b7C 
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UHCLA3SIHEP-

UNCLASStFIED 

IOTP) (FBI) 

b; 
fcr 

From: 
Sent: 
To: 
Cc: 
Subject: 

OTD) (FBI) 
PM 
(CG) (FEllE 

Chicago move 
(OTD) (FBI);! 

" |CG) (FBI) 
JOTD) (FBI) 

UHCLAS6IW6Q- b6 
NON-RECORD b7C 

• 
(SI 

He; 

If you decide to move any workstations before you move your servers and routers, then you will need to change the ip 
information in them to get them to work at the new building. You can use the following addresses at the new building as 
snnn as W P net vnur rirm.it wnrking-

fol 
fel 
lb 2 

For your circuits, your main connections seem to be on the| 
several dial una or lease lines . . 

r ^ K Th$ fas al I 

jouter There is a f land 

The[ Jould be moved separately from everything else. It would be best if the[_ y nd all of its 

IS) 

connections were moved at the same time as your DCS-3000 servers. 

If vou want to leave machines at the old building after the servers move, you can give them ips in this range: 

b 

thanks! 

be 
b7C 

UNeLAOOIREB 
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Below are: (1) The section of the EC indicating the systems that need to be represented and (2) the instructions for 
participation in the desktop exercise. 

If any of the systems do not have an ATO or they are unknown, or you are not the appropriate POC, please indicate so in a 
response e-mail. Otherwise, please follow the instructions pertaining to the exercise and post-exercise. 

This exercise should take no longer than 15-30 minutes to complete. The exercise documentation is due to me NLT 12:00 
noon. Tuesday. 10MAY2006: foi 

fo2 
"Set Lead 25: (Action) b 6 

fo7C 

OPERATIONAL TECHNOLOGY b 'E 

AT QUANTICO. VA 

Provide the names and phone numbers of the designated representatives o f l _ ^ 

EXERCISE INSTRUCTIONS: 

1. Review the scenario's (choose the scenario that best applies to your system(s)). (The questions accompanying the 
scenario's are just for you to consider when addressing the scenario - no response to the scenario questions is 
necessary). 

2. Review/refer to the Incident Response Plan (IRP) - SBU-Net and FBI-Net systems: Section 9.4 of your respective IRP; 
CJIS systems: appropriate Section(s) of your IRP. 

3. Fill-in the "Exercise Activity Log" - (the date and time will be the actual date and time you receive this e-mail. The first 
activity block is the scenario. Subsequent entries will address date/time and activities you performed when reacting to the 
scenario). 

4. Fill-in the "FBI Exercise Incident Report" - the date and time will be the actual date and time you receive this e-mail. 
Only fill-in as much information as you need to and are capable to. Not all blocks are expected to be filled-in, although 
they may if you know the information - it's up to you how much detail is provided.) 

5. All Exercise Responses (Incident Reports, Exercise Activity Logs) are due NO LATER THAN 12:00 Noon. Tuesday. 
May 10. 2006. 

POST-EXERCISE INSTRUCTIONS: 

1. Review Lessons Learned material 

2. Complete Lessons Learned documentation 

3. E-mail Lessons Learned material td] |no later than 12:00 noon, May 10. 2006. 

b 6 
b7C 

Please contact me via telephone with any questions that you may have, keeping in mind that I am one-deep and there are 
multiple participants. Please retain the IRP. This is a living document, so make any/all adjustments to it, turn "track 
changes" on, and send those changes to! Ifor configuration management of the master document. 
I will return the updated document to you with the changes. This should become a cyclic process as changes occur. 
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FBI ESOC-VIAC 

202| | 

be 
fo'7C 

UN0LA39IFBP-

uKOLAoairffie-

From: 
Sent: 
To: 
Subject: 

]0TD) (FBI) 
he 

DCS 3000 Error 

IwF) (FBI) 
10:28 PM _ 
OTD) (FBI)|_ ](OTD)(FBI) 

NON-RECORD be 
h'JC 

j £ L We are getting the fojiowingerroron oneofouj: DCS 300&olientsT 

We oet multiple windows that open with the following error: 

What does this mean and what can be done to correct it?? 

Thank vnn Thank' 
Ibb 
b7C 

b l 

UMOLAOOIPftB 
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From: 
Sent: 
To: 

Subject: 

2E6RT1 

T(OTD) (FBI) 

be 
b7C 

(KC) (FBI) 
AM 

TT5CU 
J(OTD) (FBI)|_ 
•Routers 

iOTDUFBhl 
JOTD)(FBI) 

](OTD) (FBI)[ 

UNLLA3JII 46P 
NON-RECORD 

FYI! 

b2 
b7E 

This bulletin was brought to our attention yesterday. We didn't know if you guys had seen this back in the lab, so we 
thought we would send it your way. This bulletin refers to counterfeit parts within the routers. 

We have the same 2600 series^ Jinstalled for our DCS3000 unit We have not verified the part 
numbers yet, because it will require us to remove the router from the rack and possible power it down to look inside. Do 
you have any guidance on checking inside the router without taking it down? 

Kansas City 
81€ 

ansg 
bo 
b'7f 

Mob« 

FIN-06-118-Ol.pdf 
(696 KB) 

UNCLAaaiPICD 

1< O T D > <FBI> 
be 
b7C 

From: 
Sent: 
To: 

Cc: 

Subject: 

Thursday, May 04, 2006 10:45 AM 
I 'fQTD^ (FBI)[ 
(ITD^ (COW 
I I(OTD) (FBIH 
'/m/i-unl " " "-

I Z ' .KOTDWFBIL 
Chicago DCS IP plan 

ICG) (FBI);| 

](OTD) (FBI)C 

n(OTD)(FBI>r 

] 

JCG) (tCM) 
JoTDTTFlf); 

umsLAaoiricD 
NON-RECORD 

Hi all, 

There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block 
of IPs to the old building and a new block to the new building. Here is the list of events that need to happen: 

J « L 1 . Add new block of IPs to old buildinqr ""Z 
*> ^ ' thisi'hasalready been done -with the main router set. forf 

]ZlhRA) 
[use this as the gw) 

foi 
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2.a. Change the IPs for the portable VB at the old building to use theljRAscheme, 
b. Change the RW one way push boxes at the old building to use thd IRA scheme. 

/ CJ \ 3, Install new circuit to new building with ip addresses ofl 
\ a I router will be Installed with ipaddfessl |(i J (use this as the gw) 

D b i 

A) 

4.a. VBat new building should be setup to use IPs foil |RA scheme 
b.| jone way push boxes at new building should be setup for 8th RA scheme 

5. When Chicago is ready, move DCS-3000 machines and main FO IPs to the new building. No ip changes will need to be 
made to these machines. 

6a. Change VB IPs at new building to main FO IP scheme, 
b. Change|~~]one way push IPs to main FO IP scheme. 

*** note, the aBove step is optional, but recommended *** 

7. When service at old building no longer needed, shut down circuit. 

Going with this plan will make the transition much more simple. The drawbacks are having to change the VB an 
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs. 

If anyone has any questions about this, please give me a call. 
thanks! 

7031 I 

fo2 
lob 
b7C 

Op 

UMOLAOOirWEe-

From: 
Sent: 
To: 
Cc: 
Subject: 

"toTO) (FBI) 

be 

C 
Mnnriaw May 01, 2006 11:59 AM 

1 iQTDl (FBI) 

[ i-unaing tasKing 

J)TD) (FBI) 
59 AM . 

]OTD) (FBI) 

3EH0ITIVC PUT UNGLAOSiriCD 
NON-RECORD 

b 2 
fo6 
fo7C 
b 7 E 

I I 
beiow is my response to the restoration/enhancement of funding. 

1) TheTICTUreauiresr lor the DCS-Net redundnacv implementation. The DCS-Net provides! 

2) The TICTU requires! por the upgrade of DCS 3000 server machines. The DCS 3000 server machines are 
aging and require upgrade to 
provide reliable data storage. These machines are installed in every FBI field office and require 24/7 operational 
readiness for support of both Title III 
and Title 50 CALEA based Electronic Surveillance (ELSUR). The failure of these machines will result in the loss of 
collected data and intelligence. 

to 6 
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SENSITIVE PUT UHCLACSIFIBD 

OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

uHOLAOoiries 
NON-RECORD 

be 

I lAT) (FBI) 
Mnnrtsw Man 01 ?nnfi 10:58 AM 

I 1 (OTD) (FBI) 
Failing UPS in Atlanta b2 

bo 
b7C 
b7E 

Before I forget to address this (as it is of low priority), I spoke witj |last week about an UPS which has failed 
twice since being installed with the "new" DCS-3000 rack/equipment. It was significant last week because it was the 
primary power source for two routers (DCSnet and other Atlanta DCS router) and our secondary pix. I don't think the UPS 
had an F#, but \ have a serial number for you it is! IThe control panel on this unit has always (since 
removing it from its original packing) looked wrong - i.e., the buttons were excessively recessed! |MIGHT 

at hi remember this from the Atlanta install. Bottom line... .if this is under warranty, we should look 
think we need to surplus this one and consider a new one. 

At your convenience, please get in touch with me about this 

laving it fixed. If not, I 

Thanks, 

(40TJ 
(404) 

1 
desk 
cell 

"be 

UNCLAaairtee-

From: 
Sent: 
To: 
Subject: 

UNLLASSIPtetT 
NON-RECORD 

DTD) (FBI) 

INK) (FBI) 
Monday. May 01. 2006 8:24 AM _ 

I ,„ ' , „ , . ' lOTDUFBlf 
Ke: UUb> 3UUU r 

] (OTD) (FBI) b2 
bb 
fo7C 
b7E 

He CD 
Sorry to bothen^ouall again. We are having problems with the DCS 3000L ] For some reason we are 
not getting thej Icalls. They are coming in sporadically. When the case agents matches the DCS calls to the 
subpoenaed toll records she is missing a lot of calls. I think it might me a) |switch problem in the area where the 
phone is located, but I wanted to check with you guys first. 

s/£ 
NewaiLOjyJsiQQ, 
973^ 

:Wj 
3L 

b b 
b7C 

UNCLASSIFIED 
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~9~ 
.seeder 

l (OTD) (FBI) 
be 
b-

From: 
Sent: 
To: 

Subject: 

r •JlTD) (CON) 
Thursday. April 27. 2006 9:22 AM 

J T T KOTD) (FBI)[ 

HW 
OTD) (FBI) 

ETMU Orientation May 23-25 

](OTD)(FBI)[ 

3CN0ITIVG BUT UI<eLA3aiPlgD 
NON-RECORD 

ncssopo) 
[DCS3000) 

Below is the ETMU New Employee Orientation Agenda for the upcoming May orientation. Would you or a designated 
alternate be able to present the technology overview in your area of expertise? Please let me know. I am trying to firm up 
the agenda. Our offices are moving to ERFE in the next couple days—Lmaxoolhave access to trilogy for a couple days to 
a week. Please call me to confirm 540] |hrough Friday, 703] ptarting Monday, May 1. I'll be on the 1st 
floor. 

Thank you! 
fo6 
fo-?c 

] 
ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD 
Current Office: (540)1 " 1 
New Number Effective May 1 (703\ \ 

—Original Mi 
From: 
Sent: 
To: 

Cc: 
Subject: 

lessai 0 £ ^ 
1(ITD) (CON) 

IhnMav W,N;Vf f l f i 8:33 Al 
I Tnrm (rap 
fffTffl fFW)L ...Frff,. r 

I f irm frani 
| iroTDveomT 

BUM , r 

3pTDHFBI);L_. 

Immunol :oTD)7FBir 

G5SIS33] 

f f l M l lOTm fCONtt 
i rrrmTrpr? 

loimtcxjNjI ' ^ imwujwf 

1™ "*"' . '. 
Wrnwrrani J 

:ON)I 
joTdi (f Mil 
KA-... T 3 _ T C ™ 

ISFUCTINVI |(CG)(C0N)j 
KNYIJGOWI ^ M , ^ — 

ETMU Orientation May 23-25 

1C0N)J 
T(ITD) (Conr 

SENSITIVE BUT UHCIASSIFIED 
NON-RECORD 

IOIUJ ILUN; 

be 
b7C 

20062QAgendaVl. 
3.04262006.doc ... 

The May Orientation is quickly approaching. Attached is the latest agenda. This will be the first orienation held in the new 
ERFE building. A map and directions are forthcoming. We will have an LCD projector and screen in the conference room. 
You will need to bring your presentation on media (CD or memory stick). Please let me know if you have special 
equipment needs for your presentation. 

We have a full agenda and 10 new employees eager to hear your presentations, 
presentations: 

Provide an overview of services/purpose within the customer organization 

162 
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Future initiatives 
For those outside of ETMU, discuss the relationship between ETMU and your area 
If you can make a portion of the presentation interactive that would be great 
Use success stories to depict the culture or the relationship between ETMU and your area 
Most presentations are 30 minutes. Allow 15-20 minutes to present with 10-15 minutes for interaction and Q&A 
Please bring the presentation on CD. We will provide all the presentations to attendees on one CD at the close of the 
orientation. The CD cannot be classified. Program Sensitive is fine. 

Note my new office number effective May 1 @ ERFE below. Please advise of any questions you have. I may not have 
easy access to trilogy for the next week during our office move. Please call me with anything you need. 

Thanks to everyone! 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section, OTD once Technolo 
Current Office: (S40j \ 
New Number Effective May i (7WJ_, 

SENSITIVE PUT UHOLAQStREB 

OCNOITIVC PUT UNQLAOOiriCP 

|(OTD) (FBI) 

From: I |OTD) (FBI) 
Sent: Monday, April 24, 2005 2:41 PM _ _ _ _ _ _ _ _ _ _ 
To: I |(OTD) (FBI)| I (OTD) (FBI) 
Subject: l-w: DCS 3000 Security Accreditation 

hi 
b" 

UHOLAQQ1RES 
NON-RECORP 

|(DL)(FBI) fo 

23 PM to 

Unginal Mnccana 

From: | l(DL 
Sent: M~„H^„ A™I ->A ->™L 2:23 PM 
To: | I (OTD) (FBI) 
Subject: ULi JUUU security Accreditation 

UH0LA0Gir46O 
NON-RECORP 

I- re my previous email rej I Now he wants copies of the SSP and ATO for the DCS 3000. Please send me an 
electronic copy & I will provide it to him. 
Thanks 

bo 
b'7C 

UHOLAQQIBEB 

UH0LAG01R6& 
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2&etfET 
|(OTD) (FBI) 

From: I I (OTD) (FBI) 
Sent: Friday. Aoril 21. 2005 1:26 PM 
To: I _ I'Hffl fFRn 
Subject: RE| j j-ist 

UNOLAOGir4eS 
NON-RECORD 

b2 
•be -
b7C 
b'7E 

Q> o you still need assistance on thf ~ [ If you have a chance we would like to get the file you have. You could 
put it on one of the DCS 3000 systems TJIIU l uyri Oownload back here to Quantico. 

L 
(To3)| ~ | 

Original Mnrnnn • b 6 
From: I IfHOUFBH b 7 C 
Sent: Tuesday. April 11.200612:57 PM r-"E 
To: i - W n w F R n 
Subject: FWj I list 

UMOLASCIPttP-
NON-RECORD 

b ; 
hi 

Original Messaae -,,. -
From: I IHO^ (FBI) 
Sent: Saturday, April 08, 2006 6:45 PM 
To: I 'IrOTDUFBn 
Subject: I I |Jst 

b7E 

UNCIaASCiriBB-
NON-RECORD 

I 11 needed a list to look up CID / LAC fo| fori |This may be a more 
recent list, maybe than you folks have. Just in case you need it regarding the conversation 
we haven't had yet.| | 

P.S. I tried to e-mail the Excel Spread Sheet to you, but your mailbox is too full. Old items, 
etc. or the file is just too big. It is around 10 MB. It's all their \ ~\ 

b2 
be 
b7C 
b7E 

UHOLAOOiriCD 

UHOLAOOIBEP 

UNCLASSIFIED 
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.SEGRB-

(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

hi 
b~ 

[ 1WR (FBI) 
WpHnPsriav AnriMfl ?Orifi ft n? PM 

J(OTD) (FBI)C 
information/q uestions and a DCS 3000 question 

JOTD) (FBI) 

UHGLAGOinee-
NON-RECORD 

Hey. How are things? 
I j a« t talkinn tnl 

b2 
ib6 
b7C 
b7E 

IlQday and she told me thev wpm niven a pen register request. It turns out the line was ported out 
tn I She talked tol land they told her thev could only give us the incoming 
calls. We were told the outgoing calls could be received from] | A call to| |r^vealed that they dn npr have a 
CALEA solution yet but they are currently working on it. They did tell us they could give u 

npl 
CDR). 

A couple of questions -
Do you have any recommendations fnrl \* 
Do you know if/how other offices have handled this? 

I noticed vou don't have a contact fori Jon the TIOTI i website and was not sure if you had one. This is the number 
that| IcaHed: 732| ~ |and spoke to| |(the spelling might be off). I hope this might help you. 

DCS question -

I looked through the manuals for the DCS 3000 and could not find anything forthel | client. I am sure you have shown 
me in the past how to use it but I can't figure out how to put the number in \h\ |chent. Can you give me some 
instruction on this? You can email it to me or if you want you can call and leave me a message 202-1 I , ° 2 

Thankvmi 

UNGLAOOirttC 

From: 
Sent: 
To: 
Cc: 
Subject: 

1(OTD) (FBI) 

\ IOTP) (FBI) 
'Wednesday. Aonliy.^pOB 2:31 PM 
I KIP) (FBI) 

I • gTVTTO (FBI) 
RLULneM | 

foe 
% 7 : 

UliieLAJSIFlEP 
NON-RECORD 

Hey[Z] 

be 
b7C 

b2 
b7E 

Jcircuit and we have concluded that we just don't have the budget I talked with the guys here about funding the! 
for it this year. We have asked for a budget enhancement from HQ, so, if we get it, we may be able to fund it next year. 
The only way we know of to fund that circuit is going to be through case funds. I would figure that building the circuit to 
Chicago is going to be cheaper than building to Indy. 

When you are ready to build your circuit, please let us know so we can prepare the routers. 
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jp#fc~ 
UHCLAOOIHEP-
NON-RECORD 

what is the status on this request? wQans 

sag -Original Messggs, 
From: 
Senjj 

Cell , l(IP) (FBI) 

fob" 
fa7C 

llP) (FBI) 
WprtnpCHa» Marrh 22, 2006 9:46 AM 

](FLSD) (FBI) 

Subject: : T l Line fc 

UHGLAOOirieB-
NON-RECORD 

b2 
b o 
b';c 
b7E 

rzzi 
The Tech agents have installed af 

We are in need to have installed a T-1 line 16 bring these! 
between the Indianapolis field office location to our[ 

ivork room in both tha^ J*A and the Field Office. 
This T-1 will connect if ._ -

recorders on-line. 
\\ location. The question I have is, Is this 

something that your unit/section will pay for? If noti would you know the Unit back at Quantico that would 
handle thp naumfmt fnr the installation and the monthly connection of this mandated circuit. Without this T-1 
circuit th<J IrAf^rHors can not brought on-line. 

Original Mp<rcyip 
From: 
Sent: 
To:[~ 

essacj 
] lP) (FBI) 

Subject: 

Wednesday. March 22, 2006 9:27 AM 
~"~lnP) fflp 
FW:T1 Line fo| | 

be 
b7( 

UNOLAOOIRgB 
NON-RECORD 

Is there anyway to have this paid in the manner of the other phone bills which come out of HQ money. b fi 

—Original Mpgaas— 
From: I IflPt (FBI) 
Sent: 
ToF 

b 
b7C 

Subject: 

Monday, March 20, 2006 6:53 PM 
•JlP) ff«« • (IP) (FBI)t 

IT Line fo 

UNCLAOGir-tee-
NON-RECORD 

](IP) (FBlf JlP) (FBI) 

fc2 
b 7 E 

Due to thfijBlQcatior 
Indy andl 
to receivl 

thft rft lnr^tinn c dt_J° iveujiiuwi yen 

of the Chicago Field Division. Indianapolis must establish a new T1 connection between 
support the DCS3000 and" 
register data from the DCS1 

Jrhis connection is mandatory to allow[ 
rcenorarp 

connection you cannot effectively run a Title 
association with the connection. 

One Time Installation Fee (Indy to MERA) 
Monthly Service Charge 

3000 through irtdy's connection to Quantico. Without the 
in thf ffice. Below is a summary of the costs 

1 

Ultimately this monthly charge is not significantly higher than our previous connection to the Chicago Office. 
We are checking with the Engineering Research Facility (ERF) to see if they will pick up the cost. They 
already pay for our connection to Quantico and advised in the past ail additional connections had to be paid by 
the Field Division. It cannot hurt to ask again. 
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J. Please let me know how you want this connection billed. 

I ]Special Agent be 
Technical Programs - Indianapolis Division b 
317| T(cell) 

UKOLAOOirHSD 

UNOLAOoirteo 

UHQLAOOIPtee-

UHOLAooirtee-

UMCy\66ir4BP 

UHOLAOOiriCP 

UHCLASSIFICD 

UHOLAOOiriB» 

From: 
Sent: 
To: 
Cc: 

1(OTD) (FBI) 

c 30TD) (FBI) 

[ 

Wednesday Anril 19 2006 12:53 PM 
KOTD) (FBI) 

JOTD) (FBI) 

b6 
b7( 

UHOLAOOiriCD 
NON-RECORD 

IZZl 
Below is my best estimate of what they are asking for. We have a large number of DCS 

3000 computers 
that use Windows 2000 Pro or NT. This is denoted in the 
helps. 

fob 
b7C 

column. Hope this 

Report of non-networked IT CPUs at OTD with MS software 

CPU Type 

Desktop 

Laptop 

2 

1 

0 

0 

3 

0 

125 

30 

0 

0 

Computer 
Usage 
DCS 3000 

DCS 3000 

.SKffgT 



_2E£Rer 

Server 0 |0 0 15 30 DCS 3000 

UNCLAOOiriCD 

](OTD) (FBI) 
•b7C 

From: 
Sent: 
To: 
Subject: Hert Register" HrTOut' 

(LA) (FBI) 
10:51 AM 

OTD) (FBI) 
ample 

NON-RECORD 
to6 
b7c 

Attached is an example of the pen register printout that we provide to the Case Agents! Idiscribed what the 
prinout looks like from the DCS 3000 and it is not going to work for the Case Agents. 

281D-LA-242823.sn 
p (167 KB) 

TTA 

310 
310 

bs 
b7v 

Desk) 
Ceil) 

UNCLA33IPIEP 

IOTP) (FBI) 

b e 
b7C 

From: 
Sent: 
To: 
Cc: 

Subject: 

Importance: 

J/IM) (CON) 
11:25AI 

If OTD) (FBI) 

[OTHcW 
Isetup 

1:25 AM 
3 (FB|)j r-_JOTD)|FBT£ 

IQTDXFBI) r 

1 (MM) (FBI)|_ 

High 
b2 
b 7 i 

3LIREI 
RECORD 269-HQ-1366780 

| [and/oj | 

Thf> ncssnnn J |is setup and connected to the network. The line currently connected to port 1 of the card is 305-
I I Please aavise as to what further coordination is required between us (Miami), the CO and your end. 

hi 
h~. 

^S56ftET 



ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
305| [Desk) 
754 Cell) 
and pFax̂  

be 
b'7C 

DERIVED mOMi O-O rPI Olajaffieatiew Ouidc, O-Q. dated 1/07. fei-eian Oeuiitertntelligcnec iww^ignfi^wg 
DCOLAOOirV ON. £0910406 

From: 
Sent: 
To: 
Cc: 

J.0 h 

foic 

Subject: 

Importance: 

(OTD) (FBI) 

I , • JMM) (CON) 
1. 20C Tuesday, April 04, ̂ 006 6:13 PM 

[ZZZ__Z_ZI (pTD) (FBI) 

Requirement for Miami |DC53TJuTT 

_IPTD; 

m 

High 

JMM) (CON) 
JMM) (CON)[ 

SENSITIVE BUT UMCLABBISIED ^ 
NON-RECORD I^7C 

Since the DCS3000 Low Side Client for the one-way push was installed, do we still need the Miami I? 

(C) 
DCS3000 Client MIAM 
DCS300Q Low Side Client 

a 
ient | 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
305 Desk) h r 

754 Cell) ^ 
305 Fax) 

O bt 
b': 

b l 

OEHOITIVE PUT UHCLA33IPIEP 
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From: 
Sent: 
To: 
Cc: 

Subject: 

j O T D ) (FBI) 

I NY) (FBI) 
Bahinrfew Anri l f l l 7fflf i 1?fi4 P,M 

I______ZIZI(OTDU£BIL 

l l m u T QJ WW 
itiserver giitcn 

](NY)(FBI);[ ](NY) 

UHglAfiSIFlBP 
NON-RECORD 

be 
b7C 

b2 
be 
Jb7C • 

Just got off the phone with] JYes, I am here on Saturday. Here is a write up for your records. 

Our Pen report should zero records for a fe' 
/ CJ \ red light next tplh.^ ""Witch-, 
\ 31 descriptor. By the way l could ping that address 

umbers. Checking the DCS 3000 Multiserver Monitor there was a 
Monitor indicated no responseto 4P address iue to bad 

| |recommendation to stop and restart the the multiserver application and that seemed to fix the problem. After 

restarting the Mutiserver Monitor, the light turned green and the error messages in the CMP Monitor went away. 

Give me a holler on Monday if you have any questions. 

Regards, 

fol 

Telecommunications Specialist SO-1 

- fcell) 
I (cell text/email) 

be 
hie 

212 
646 
646 

Tll'ILLALIiieiED 

From: 
Sent: 
To: 
Cc: 

Subject: 

1(OTD) (FBI) 

\ 

iiv\i&b\inm&m*Mi$St 

RMS for Miami Ops 

](MM) (CON) 
J006 3:55 PM 
I ] (MM) (FBI) 
W T D ) (FB I ) jT— 

KMM) ftSON) 

SENSITIVE PUT UNCLAOQiriCD 
NON-RECORD 

foe 

1(MM) (FBI); (MM) 

b2 
bb 
b7C 
fc7E 

I
We need an RMS generated requesting an DCS-300CJ jServer to support a CALEA pen intercept frorr[ 

pan give you case specifics. Thanks. ^ ~ ^ " ^ 

r 
ELSUR Technology Management Unit (ETMU) 
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OLCRLT 

Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
305 
954 
305 

(Desk) 
(Cell) 
(Fax) 

b2 
lb 6 
b7C 

SENSITIVE BUT UNOLAOOiriCD 

From: 
Sent: 
To: 
Cc: 

Subject: 

(OTD) (FBI) 

i 
\ft/afinQeHaw »far.h 29, 2006 2:32 PM 

ItCGWFBI 

](U!UJ(l-t!l) 

l(OTD) (FBI) 
3 2:32 1 

JCG) (FBI)[ 

be 
b7C 

](CG)(CON);[ 

RE: Chicago circuits to move or not move for DCS-3000 

UHOLAOQIPtCO-
NON-RECORD ]K6 

H e j Q 

b'7C 

Yes, please order the replacement circuits. The I trcuit is shared with the rest of the field, but I'm not sure who all 
using the other one. Either way, though, we don't currently have the budget to take over those circuits. 

thanks! 

I 1 

—Original Message 
From: [ 
Sent: 
To: 
Cc 

tCG) (FBI) 
Wednesday. March 29. 2006 1:15 PM 

tOTDUFTO 
|CG) <FW)£ 

Subject: RE: Chicago circuits to move or not move for DCS-3000 

uMemooiPtep-
NON-RECORP 

b6 
b7C 

](CG) (CON) 
fo 6 
b7C 

That sounds like a good plan 
inputs that you are distributing 

] 
Sincerely. 

Technically Trained Agent, 
Chicago Division 
312 
312 

office 
cell 

Should we order new circuits 1 _ 
out the field or are these just for Chicago useV 

fol 
:forTF 

Tourselves? Are these 

be 
b7C 

—Original Message 
From 
Sent: weanesaay, 

I(Q 
', Marcn 29, 

(OTD) (FBI) 
2006 10:08 AM 
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(OTD) (FBI) 

b b 
b7C 

From: ' ^ n ) (FBI) 
Sent: Thursday March 23. 2006 11:38 AM 
To: | |OTD) (FBI);| |(OTD) (FBQJ | 

.'/ninw/'MMi ' 
Cc: I l(OTD) (CON) 
Subject: Kb: 11 information Kequest - Needed by Friday 3/24 

b2 
OCHOITIVC P U T UHOLAOOiricp b^ 
NON-RECORD fc/c 

b7E 

The cost of the hardware, software, and the riPv/Pinpmpnt wnrk w trig intprfarp to the Trilogy network or other FBI IT 
infrastructure for the DCS-3000 system is approximately! | Thp- mainritv nf this r.nsr j S for hardware (e.g. 
routers and other nfitwnrkinn pnninmp.ntV The DCSnet costs are apptodrTigtelyl | if you include the IP 
service contract we have with] jean elaborate on this topic it needed. 

-Original I 
From: I TOTD) fFBI) b6 
Sent: Thursday, March 23,2006 8:56 AM ^ _ _ _ ^ _ ^ - _ ^ ^ b ? C 
To: I tcnO\ (FSI);| |(OTD) (FBI)| |(OTD) (COM) 
Ce: | JjOTD) (CON) 
Subject: i-w: n inrormation Request - Needed by Friday 3/24 

flEHOITrVC PUT UHCLAQSfHBB 
NON-RECORD 

To All, . . .—; . 
Due to the move, please provide! with all submissions no later than 3pm today.1 land i will gather 

the data to send it to the front office later this afternoon. 

athe DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent 
i IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is 

an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks. 

b6 
b7C 

—-Original Message-— 
From: I tOTD) (CON) 
Sent: Thursday, March 23. 2006 8:14 AM 
To: | ~~lPTD) (FBI) 
Subject: i-w: 11 inrormation Request - Needed by Friday 3/24 

ocHQiTivr: PUT UHOLAOOIFIEP 
NON-RECORD 

| | We should try to complete this task today because tomorrow many of our Trilogy machines 
will be disconnected by 2 pm. Thanks. 

ITD/ESTS/flcTJJ 
7 0 3 i i 

be 
b7C 
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be 
b'7C 

ET 
—Original Message 

From: [ 
Sei ' 
To: 

loTD) (FBI) 
Tn«^aw ^arrhTnn06 4:11PM 

(OT6WFBl\r 
"form ffBnf 

[(SU*)Ittlff 
IflTD^ fFBnr 

Imrrm m m f 

Subject: 

„ „ - , . I(ITD) (FBI)£ 
roTD)(FBnl ItoTftwrah 

IT information Request - Needed by Friday 3/24 

2m ]OTD) 

IOTD) (FBI); 

3BN3ITIVe BUT UMCLASAIPIEP 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed 
on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 
networks. Please provide an estimate by Friday 3/24. 

I IT Interface 
DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
nCSNpWCAl FA transport 

b2 
fo7I 

Thanks, 

HE, PMP 
Program Management Office Manager 

fTechnology Unit 
Electronic SuaiaillaacaJfchnology Section, OTD 
Phone: 703] I 
Cell: ' 2UA I 
Fax: 7031 I 

b2 
bb 
b'7C 

SENSITIVE BUT UNCLAAilPlEP 

3CH0ITIVC PUT UNCLASSIFIED 

GCNOITIVC PUT UHOLAOOiriCD 

SCHOmVC PUT UHGLAGOinCD 

OCHOITIVC PUT UHOLABCiriCD 

SENSITIVE PUT UHOLAOOingP 

SbNAIIIVE BUT UNOLASCiriED 
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DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNet (CALEA transport) 
CARTSAN - IT Interface 

^bftrT 

Thanks, 

ntT< 

PE, PMP 
rogcam Management Office Manager 

tLbUK Management Technology Unit 
Electronic Surveillance Tephnolnnv Section OTD 
Phone: 70 | 
Cell: 2UJ 
Fax: 703 

b2 
to 6 
b7C 

lb 7 

GCHOITIVC PUT UHOLAOQiriCD 

OCHGITIVE PUT UHGLAGGiriCP 

OCHOITIVC PUT UHGLA06IF1EP 

OCMOITIVC PUT UNOLAOOiriCD 

OCNOITIVC PUT UMCLAGOiriCP 

OCHOITIVC PUT UHOLAOOiriCD 

TYERYAR, KEITH A. (OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

(OTD) (FBI) 
2006 12:38 PM 

OTD) (FBI) 
OTD) (FBI)J 

be 

TFBTT 
RE: IT Information Request - Needed by Friday 3/24 

}0TD)(FBl)[ ](OTD) 

seuaiTivc P U T uHOLAostwep 
NON-RECORD 
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raje bupervi§9ry bpeeiai Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico, Virginia 
703' I 

b6 
b7( 

—Or ig ina l Messaag 

From: l 
Sent! 

C c : t ^ 

Subject : 

I (FBI) 
PM 

fc?TD) (FBI 
Tuesday, MarcfT7Tz0064:11 

rani frdmWFBttl JDpUFBni 
10TOiiFBl£ 

ToroT 
Jm>) 

I ' ' ' I <0TE>) tm\ l(OTD) (FBI) 
IT lntormation Request - Needed Dy t-naay 5Wi 

tOTD) (FBI); 

GCHOITIVC PUT unflLAfloinep 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed 
on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed 
below, please determine or estimate as best you can the cost of the hardware, software, and the development 
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the 
funding of National Security Systems that are not truly IT from IT systems, databases, applications and 
networks. Please provide an estimate by Friday 3/24. 

] DCS 6000 - IT Interface 
DCS 3000 - IT Interface 
DCSNatfCALEAtransnnrn 

Thanks, 

I \PE, PMP 
rogram Management Office Manager 

ELSUR Management Technology Unit 
Electronic j im ia i l l i n ra Technology Section. OTD 
Phone: 7031 • I 
Cell: Tfla 
Fax: 7031 

b2 
t,6 

OCHOmVG BUT UMGLAiCWHSD 

SENSITIVE BUT UMCLAGGiriEP 

GCHOITIVC PUT UHOLAOOiriCP 

SENSITIVE PUT UHGLAOOiriCP 

SEMDITIVC P U T uNCLAaatfigp-
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necessary. Thanks. 

r 
supervisory special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Operational Technology Division 
Ouantico Virginia 

7031 I b ' 

—Original l̂ essaae— 
From: 
Sent: 
To: 

Cc: 

Subject: 

c 

5 
uesaay, Marcft* 

bTD) (FBI) 
7 0 ) 0 6 4:11 PM 

3 0 T D ) (FBI) 
J( I (OTD) (FBI 

35&) ( F B I >£-
~]OTD) ( M 

£ TfOTD) (FBI)£ 

ntormation Request - Needed by Friday ill"! 
KOTDTTFB!) 

IOTP) (FBI)F ](ITD) 

](OTD) (FBI); 

OCHOITIVC PUT UNOLAOOiriCD 
NON-RECORD 

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the 
OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, please 
determine or estimate as best you can the cost of the hardware, software, and the development work for the interface 
to the Trilogy network or other FBI IT infrastructure. This will help us separate the funding of National Security 
Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an estimate by 
Friday 3/24. 

DCS 6000 - IT Interface 
DCS 3000 - IT Interface 

lb 2 

Thanks, 

T 
PE, PMP 
Program Management Office Manager 

tLtiUK Management Technology Unit 
Electronic Surveillance Technology Section, OTD 
Phone: ?m| ~ l 
Cell: 233 
Fax: 70J 

fo2 
fa 6 
b7C 

SENSITIVE BUT UHGUVSDiriCD 

SENSITIVE BUT UMCLASSISIEP 

SENSITIVE BUT UNCLASSIFIED 

SENSITIVE BUT UNCLASSIFIED 
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From: 
Sent: 
To: 

Subject: 

•6ECBE37/NOFORN 
RECORD 315 

I OTD) (FBI) 
be 
b7C 

DC5 300 
] (UIU)(I-BI) 

JNY) (FBI) 
' ' " , 200UO. .U f . 

(OTD) (FBI);L 
Wednesday March 15. 2006 3:10 BU. 

I( ](OTD) (FBI);[ 

hi 
be 
fc7C 

Hey fellas, 

I'm not certain if it wasJJ 
someone look at ( 9 1 7 L 
looks OK. 

] o r you fellas but thanks for fixing the VOIP collection for 718l Can 
]? This number was instituted a few weeks ago but no pen data comes up. The audio 

Also, SO-1 has been instructed to begin uploading FISA pen register reports from Counterterrorism targets into the 
Bureau's Telephone Application database as standard practice. Unfortunately, the FISA pen records are separated by 
dashes as a delimiter. The pen reports on the criminal side, which have been uploading on a regular daily basis, use 
commas. Can you fellas change the interface at ERF to send the FISA pen data with commas instead? 

Looking forward to seeing you fellas again when you install the equipment for the DCS3000 push into[_ J 
fo 2 

DERIVED FROM! O 0 rDI OlaasifieatieH Guide G 3. dated 1/07. Feraiaw Countortntolligonoo Invootigntions 
DECLASSIFICATION EXEMPTION C 
9EeftgF//NOFORN 

(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 

JOTD) (FBI) 
4:49 PM 
(WF)IEBJl 
(FBI) 

(FBI) 

to 6 
"fo7C 

](OTD)(FBI)£ JOTD) 

UH0LA33»'1gP" 
NON-RECORD 

I 1 
The TICTU TEST phone is 7 0 ^ iThis is a phone which has an existing pen register on it. So be 

Feel free to call it to see the data on your system. It won't be answered by anyone. F 

"3 
advised we will be logging caller id on all numbers calling it. Your system is set up \n ror-aiwo r AI FA Hata far ifc ^=.iig 

IThere are several issues on how to set up targets on your side! fchat I will contact you on 
iscuss. Below are links to our TICTU website and the DCS 3000 man tomorrow anfl snOwVfliscuss. Below are links to our TICTU website and the DCS 3000 manual 

The TICTU main website is: I \ 

The DCS 3000 Manual link is : 

Cell (703{~ 
Pager (800)[ 

be 
'b7C 
fc7E 
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UNOLAO0ir4e» 

1(0TD) (FBI) b7C 

From: 
Sent: 
To: 
Cc: 
Subject: 

[ ] (WF) (FBI) 
Mnndav Marr.h 13 20nfi 12:29 ZLL 

FW: Voice Box problem 

l(OTD) (FBd 
J(WF) (FBI)[ 

IZHOTD) (FBI) 
JWF) (FBI) 

UNCLASSIFIED 
NON-RECORD 

H i , 

I I in addition to this problem, now if there is a first |° 
call with no CDC message and it hangs up, then when a second 
call comes in with audio, while this call is going on, if the 
CDC for the first call comes in it either minimizes the current 
call or takes over the current call (giving us the white bar) 
causing the audio on the second call to be lost. Is it possible 
this audio is still on the system and if so can it be retrieved. 
Can you please look into this. advised that they took 
the number out of their system and put it back in. We are 
having them check this again, for the problem is still not 
corrected. Can you please look into this again. I will forward 
you the another e-mail with these calls listed from the case 
agent. 
Thanks for your help. 

—Original Message 
From: [ ^ 
Sent: . 
To: 
Cc: [ 
Subject: 1 

1(WF) (FBI) 
E E S S a n i Q o o e 8:30 P M _ 

LQTD) (FBI);[~ 
_J(WF) (FBlJC 

JPn 

UN&LAaOirtEB 
NON-RECORD 

lb 2 
b7E 

b 7 r 

Jwi 
OTD) (FBn£ 
F) (FBI) f^ 

" ~I(07P) (FBI) 
JWF) (FBI) 

r 
i he following problem was reported to us 03/10/06 

There is a current Title III up on aT 
We are receiving the CCC fine. 

Jeleph one number. 

The CDC is not being received at the time of the CCC at t h £ ]and DCS3000. 

b2 
be 
b7C 
b7E 

It has been witnessed of taking more than 5 minutes to receive the CDC. 

If the call is long then the CDC attaches itself to the CCC and their appears to be no problems. 
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My SSA has asked about how we are to handle ELSUR issues as it relates to the DCS3000 and pen data. Even 
though the data is uploaded onto Telephone Apps., the original pen stuff still sits on the DCS computer. Is there any 
procedure/policy in place to preserve this data for ELSUR purposes????? 

Thanks, 

KT£ 
Boston b 7 C 

UMOLAOOin&B-

UMCLAOOiriCD 

From: 
Sent: 
To: 

Subject: 

](OTD){FBl) b7C 

IOTP) (FBI) 
Wednesday. March (A. 2006 1177 AM 

FW: Privileged User Role-Based Training 

](6YD> (FIIJJ 
(qiQii£m£ 

]CTD) 

UHOLAOOiriCP 
NON-RECORD 

I believe below would be your unit's call. 
Please advise. 
Thanks. lb 6 

b X 

!
Enterprise Operations Services 
anai 1 MSJLir ly^finOlOgy Management Unit (ETMU) 

Electronic Surveillance Technology Section (ESTS) 
Operational Technology Division (OTD) 
ERF, Ouanticn. VA 
Tel: 54(1 I • I 
Fax: 54W ' 
Pager: 

fcb 

Original Mesi 
From: 
Sent: 
To: 
Cc: 
Subject: 

:sa«* 

m |COTD) (CON) 
5:20 PM uesaav. Marcn u/. /ut 

tpTD^ (FBI) 
](ITD) (CON) 

foe 
b'7( 

RE: Privileged User Role-Based Training 
b2 

UNGLAaoir<eB» 
NON-RECORD 

Even with the extension of time to complete the training associated with being a privelaged user, we should probably 
identify which systems need to have the privelaged user! H(ROB) created for. As I see it there are 
primarily three systems that are supported by the DCSP that each should have a ROB form. They are the! I 
System (DCS5000) the] KDCS6000) and the DCS3000. My understanding is that each of these will be 
accredited at an enterprise level such that the system in Albany and the system in Portland both fall under a single ROB. 
But the three separate type of system each require their own ROB. So each system administrator will fill out three ROBs. 

The form on the Security pagdT Jnly has a 
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m 
NON-RECORD 

CRPf fcg 
fc7C 

VPCI hiri install circuit We will be moving in circa 4/15. We were initially set to move in during this week and next, 
buj bannot have our new stuff installed 'til 4/10. I talked toj |ast week and I will be 
submitting an RMS today for two new DCS-3000s, etc. In answer to your question I will need new routers. The old 
equipment was toss about during the move from NO to storage in Baton Rouge and I have no faith in their usabilitv. ! 
would say ship those to our old office in NO on or about 4/15. Any questions, give me a call (504] | 

Thanks for your help! I 

New Orleans 
Office (Temporary) t 
-el! b' J c e 

—Original Message— 
From: I l(OTD> (FBI) 

MtmrtflY. March (16, joos 9:50 AM 
Z _ Z _ J ( N O ) (FBI) 

KOTD) (FBI) 

Sent: 
To: 
Cc: 
Subject: New Orleans DCSNET circuit 

UMCLACOiriEP 
NON-RECORD 
— — i 

lb 6 

Hey| | 

jtells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up. Do you have an 
updated schedule on when you will be moving in? Will you need new routers? Any idea what happened to the old 
equipment that was there? 

Your c k t i d . j j - I rD i 
! Cj \ Ptease let me know if you have any questions about this circuit or the install. 

Thanks! 

TZ=1 lb 6 

703 

UNOLAaSIHCB 

UMCkACDiriCP 

UHQLAOOiriCD 
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(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

UMCLADGirtEB' 
NON-RECORD 

[ If NO) (FBI) 
Monday. March 06. 2006 11:15 AM 

~ |OTD) (FBI)r 
JOTD) (FBI)L 

RE: New Orleans DCSNET circuit 

)6 
>7C 

(OTD)(CON) 

b 2 
foe 
!b7C 
fo7E 

Yesi Id id install circuit. We will be moving in circa 4/15. We were initially set to move in during this week and next, 
but Systems Furniture cannot have our new stuff installed "til 4/10. I talked td] |last week and I will be 
submitting an RMS today for two new DCS-3000s, etc. In answer to your question I will need new routers. The old 
equipment was toss about during the move from NO to storage in Baton Rouge and I have no faith in their usability. I 
would say ship those to our old office in NO on or about 4/15. Any questions, give me a call (5041 I 

Thanks for your helpf ] 
sA I 
Technjcal&Luspr, New Orleans 
(225 
(5041 

Office (Temporary) 
Cell 

(S) 

Jb6 
b7 ( 

—Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

<PganP-
](OTD) (FBI) 

Monday, March 06, 2006 9:50 AM 
KNO) (FBI) 
tOTD) (FBI) 

New Orleans DCSNET circuit 

UHOLAOoiriefr 
NON-RECORD 

Hey| | 

Sells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up. Do you have an 
d schedule on when you will be moving in? Will you need new routers? Any idea what happened to the old 

equipment that was there? 

lb 2 
fob 
b7C 
fo7E 

id 4s|_ Your ckt 
Please let me know if you have any questions about this circuit or the install. 

hanksl 

b l 

I 
70; t_] be 

b7C 

UNCLA9SIWgP-

UHGLAGGirtStt. 
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OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

TD) (FBI) 
6 5:52 PM 
|(OTD) (FBI) 

FW: Power outage and the DCS 300 

UHOLAOOiriCD 
NON-RECORD 

Original Messaae-
From: I 
Sent: 
To: 
Cc: 
Subject: 

3<VF) (FBI) 
IuesOaK_££tiajaa_}8,2006 7:00 PM 

(OTD) (FBI) 
W ) (FBI) 

Power outage and the DCS 300 

BL2 

s 
UHOLAOOiriCD 
NON-RECORD 

be 

Sorry I didn't inform you earlier. 

There are 2 planned days of power outages for the 3rd floor at WFO which will affect the DCS 3000. 
They are March 1, and 2. It will start about 6pm and go until possibly 6am. 

>02-£ 
| IH£JIU- -LZcuiU 

UMffuvcciriee-

UNttLA&SIPIgQ-
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1 
From: 
Sent: 
To: 
Subject: 

l(OTDHFBI) 

1 J(OTD)(CON) 
^^^^^ •RV / ^ i i r ^ i k i vaARTran i l |MM l4 iBV# ,L "A^^H 

1 iTOTm fFBh 
Visit Request 

be 

^ " " " " l u /'-

UNCLAsairteo 
NON-RECORD 

is the Booz All 
g with you ani 

yee working on refreshing the DCS-3000 Security Plan. She has requested a data 

Please send a visit request on her behalf once you have established a meeting date. 

Thanks and let me know if you have any questions. My ERF extension is| | 

be 
lb 7 

UNOLAOOiriCD 

From: 
Sent: be 
To: b7c 
Cc: 

Subject: 

|OTD) (FBI) 

I I (SC) (FBI) 
lA/arir^How cQhr..i^TTo 2006 2:28 PM 

lOTD) (FRI>1 
£>) fFBHl 

1(0tD) «MN)| 
M 

inmnmL 
J S F ) (CON)£ 

L(ITD) (CONll 
± _ iTnucomI , I 

tSC) (CON)J | 

] 
u»OLAOoip*ee-
NON-RECORD 

I will ship theT 

—Original Message— 
From: I 
Sent: Tuesday. February 21. 2006 10:16 AM 
To: [ 
Cc: T 

Jto you since it has arrived in Sac. already. 

1(0TD) (FBI) 
SAM 

WTPUCOWJ" 
JITD) (COM 

b2 
b7E 

Subject: RE 
V W W f f l M rnrmymn 

J(OTDHC6WC 
T s n (FBnr 

be 
b7C 

](55H(CON)l. 
TfOTD) 

UMCLAGSinHB-
NON-RECORD 

b2 
b7E 

Yes, please have them sent here if possible. We are ordering the V.35 serial card that will better suit our network 
configuration and hopefully they will be here by the time the channel bank gets here to test. We can test and turn 
them around in a couple of days if all goes as expected. 

thankcl 
b b 
b7C 
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-2E6ftPT 

Original Mei 
From: 
Sent: 
To: 
Cc: 

Subject: 

:ssaae— 

1 
NON-RECORD 

J(OTD) (FBI) 
Frirfav tohnmrvl? 1MV. 12:43 PM 

I "prm (coru__ 
1 Errp) tFBpl 

>)(CQMi 
KSE) (CON)[ 

2! 
JSF) 

(UD) (CON) 
(ITD) (CON)' 
(CON)| 

JSQ (FBI), 
~T(OTD)iC£ML 
pCT(CON)£ 

BDEZZJ 

b2 
b'7E 

Hey 

I've left a message fol |at[ 
show a card with a V.35or R 

Jo talk with him about the channel bank. On their website they 
S-232 interface that would probably better suit our network. HopefullX I 

will call me back soon and we can discuss pricing. Depending on the cost, TICTU may be able to get the 
cards. Do you know if there are open slots for another card in the Seattle-Spokane channel banks? 
We would still like to test the system in the lab with the current configuration in case the serial cards are 
cost prohibitive, t h e address here at ERF is Building 27958-A, Quantico, VA 22135. 
thanks! rzn 
703 Zl 

-Original Messaflfi 
From: 
Sent: 
To: 
Cc: 

Subject: 

;sa 
JlTD) (CON) 

ISsSaOe&uaaue,2006 2:33 PM 
|(OTD) (FBI) 

iHDUFBI) 

(CONJT 
rmisn 

;SE) (CONJj_ 

llTD) (CON)J 

UHGLAGOinEB-
NON-RECORD 

JfTD) (CON)I 
J (SF) (CON)[ 

If so fry OTD) 
SC) 

to 2 
b7E 

rzzi , , 
We have tracked down the purchase request of the channel banks for the) | 
link. The delivery of these to the Sacramento field office is on hold. I understand mat you wouia iiKe 
for them to be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the 
case please reply with the address to where you would need them sent. (That is, of course, unless 
someone else says to not do this.) 

After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for 
both the | jes), I am moderately confident that the| " j v i t h 
the CB's, win support me need 10 send your system's data between the sites, IT anotner cara is 
required to support this effort we will need the model and (as always) someone will have to fund it. 

Thanks. 

ELSUR Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
OpexsiJoosLXschnology Division (OTD) 
54QXDesk) 
54(\ XFax) 
54<X {Mobile) 
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^caer 

703 

be 

foe 
b'7C 

bo 
b7C 

—Original Mea 
From: 
Sent: 
To: 
Cc 

Subject: 

T J T D ) (CON) 
Th..r«*tav Fphniaiv 1fi. 2006 2:33 PM 

_](OTD) rr-an 
TTD)(FBdZZZ 

ToTm (cowl TsbfcoNf 

IJlTD) (CON)[ 
JHTD) (Cfllilit IlTD) (COtliJ 

H F ) (C0N)t 

3SC) (FBI) 

r 
Z IfOTD) (CON 
JSC)(CON) Q 

iiKir-. Accicicr. 

NON-RECORD 
b2 
b7E 

We have tracked down the purchase request of the channel banks for the! 
The delivery of these to the Sacramento field office is on hold. I understand that you would 
be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. 
reply with the address to where you would need them sent. (That is, of course, unless someone else says 
to not do this.) 

Ilink. 
ike for them to 

If that is the case please 

After soeakina with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both 
thai _|ites), I am moderately confident that the|_ 

/ills 
jwith the CB's, 

will support the need to send your system's data between the sites. If another card is required to support 
this effort we will need the model and (as always) someone will have to fund it. 

Thanks. 

ELSUR Technology Management Unit (BTMU) 
Electronic Surveillance Technology Section (ESTS) 
OpecalkumLXschnology Division (OTD) 
540, 
540. 
540. 

b2 
be 
b7C 

'Desk) 
Tax) 
'Mobile) 

UMOLAGOineO-

UHGLACCiriEP 

UNCLAStiriEP 

OI'lI'LADDiriBn 

uiirumineB-
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540. 
540 
540. 

'Desk) 
Tax) 
'Mobile) 

b 6 
b'7C 

hi 
b . 

Orinirwl Mpwaos--
From: | 
Sent: Fn/la./ l-Ahmarv 

To: I 
Cc: 1 

(OTD) (FBI) 

•ad 

PM 

Subject: RET 
ISF) (CON)! 

mm [no) (CQN)f 

JSC) (CON); 

l p n fFRTlf 

](OTD) (FBI) 
J(SE) (CON); 

](OTD) 

HH0LACCir4BP 
NON-RECORD 

Hej | 

I've left a message fo 
card with a V. 35 or R 

a f \o talk with him about the channel bank. On their j jfe, they show a 
I call me back 

)o you know if 
interface that would probably better suit our network. Hopefully 

soon and we can discuss pricing. Depending on the cost, TICTU may be able to get the ca73s" 
there are open slots for another card in thd bhannel banks? 
We would still like to test the system in the lab with the current configuration in case the serial cards are cost 
prohibitive. The address here at ERF is Building 27958-A, Quantico, VA 22135. 

•thanKM' rzzi 
7Q3| 

Sent, 
To:L_ 
Cc:|^ 

3rD) (CON) 
Original Message 

From: I 
S*r&-- ThMrylav February 16, 2006 2:33 PM 
To:L • KOTD) (FBtt 

*"=•"" i r r m r c o ^ r 

b b 
b7C 

Subject: 
2SEM. 

i iTmjjm£ 

P (SC) (CON) 

, Irso [i 
J(OTDKCON)[ 

FBI]£ |OTD) 
); 

UHGLAOGiriLD 
NON-RECORD 

We have tracked down the purchase request of the channel banks for the|_ link. The 
delivery of these to the Sacramento field office is on hold. I understand that you would like for them to be 
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with 
the address to where you would need them sent. (That is, of course, unless someone else says to not do 
this.) 

After speaking with some of our folks about the transfer of the nrQ.innn Ha»a wia tho T i links (for both the 
' " ' • ' Jwith the CB's, ™ Jites), I am moderately confident that th _ , will 

support the need to send your system's data between the sites. If anotner cara is required to support this 
effort we will need the model and (as always) someone will have to fund it. 

Thanks. 

ELSUK 1 echnology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
OpefaikuiaLXechnology Division (OTD) 
540 'Desk) 
540 'Fax) 
54(\ \Mobile) 

199 

fo2 
be 
b7C 

Of^Or^C^JE 

file:///Mobile


b 2 
ib7E 

b 2 
b 7 E 

ffe^ET to 2 
h6 
b7C 

UNCLAOGinaa. b7E 
NON-RECORD 

H e D 
I've left a message fori etl Ito talk with him about the channel bank. On their website they show a card 
with a V.35 or RS-232 interface that would probably better suit our network. Hopefullyf" M l call me back soon and 
we can discuss pricing. Denendina on the cost TICTU may be able to get the cards. Do you know if there are open 
slots for another card in the] Channel banks? 
We would still like to test the 5y§lfiPn in ln6 laffwith the current configuration in case the serial cards are cost 
prohibitive. The address here at ERF is Building 27958-A, Quantico, VA 22135. 

th«nksi 

1 I bs 

M | 

From: I t lTD) (CON) 
Sent: Thnr^av frhman/jfi 2006 2.33 PM 
To 

b b 
b7C 

Thnr^av FPhnarvlfi 2006 2.33 PM 

c c : T , frrPHFanT ,f fmMVl i,.m,,ZlT ""*"'' .,..•.. „> '""" 
(CON)l IMUWLUNH l o r p W c o M ; ! |(SE)(CON); 

' vn\i/>A^i':—"• k g (CON) 
Subject! I 
UHGLAGBir4EO-
NON-RECORD 

he 

C 
We have tracked down the purchase request of the channel banks for thl link. The 
delivery of these to the Sacramento field office is on hold. I understand that you would like for them to be 
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB"s. If that is the case please reply with the 
address to where you would need them sent. (That is, of course, unless someone else says to not do this.) 

ftftnrnnnnirininiiHhnpme of our folks about the transfer of the DCS-3000 data via the T-1 Jinks (for both th j | 
pites), I am moderately confident that the! wvith the CB's, will support the 

need to send your system's data between the sites. If another card is required to support this effort we will need 
the model and (as always) someone will have to fund it. 

Thanks. 

ULSUR Technology Management Unit (ETMU) ^2 
Electronic Surveillance Technology Section (ESTS) h 6 
Operational Tprhnnlnpv Division (OTD) fc7C 
54C 'Desk) 
54C Tax) 
54C 'Mobile) 

•WWLAOOiriCD 

UMeLAQOiriCP 

UMOLAOOir-HSP-
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From: 
Sent: 
To: 
Cc: 
Subject: 

OTD iiESL be 
b7C 

\ 

l(OTD) (FBI) 
Friday. February if. 2666 1:04 PM 

" ^ l O T D ' K F B i l — 
PTD) (FBI) 

1 Problem 
])TD) (FBI) 

OCNOITIVC PUT UMOLAOOiriCD 
NON-RECORD 

be 
b7C 

b 2 
b7F 

b 2 
b 7 E 

We have identified a problem significant problem with the[ 
CallingPartyldentity for incoming calls. 

Background: 

]switch: misrepresentation/misinterpretation of 

The Phoenix division is currently active onl IPCS Title III intercepts (Target A and Target B). Recently, Target A 
called Target B and the monitor and case agent noted the calling party id presented in the Target B Termination Attempt 
message was not Target A's directory number. After interviewing the subscriber of the intercepted calling party id (another 

| PCS customer) and determining nol Ibetween this subscriber aacLIaiafitA or B, the Phoenix division f 
contacted me yesterday to report the problem and ask for an explanation.! land I examined thej | ' 
messaging for the specific call and initially had no plausible explanation. be 

Analysis: 

Last night, I decided to examine the ensemble of intercepted messages for all targets for the 
^messages for each 

:ept; 
month of February. I compared the calling party id in thel" s 
intercepted incoming call. I found that nearly 12% of all incoming calls tol targets and 4% of all incoming calls to 

I Itargets had different calling party ids in th^l | friessages. This phenomenon only occurred 
Frc tor incoming calls served b\\ bwitches and not by anyj Twitches. From the analysis of the PX call data, we 

assume the calling party id inthej tnessaoe is correct when it is available (if the calling party blocks their 
- - " - • • • " - - •---' -->.-' - J J n e s s a g e ) . The results suggest thel switch is incorrectly caller id the number is not available in tn 

% populating the calling party id field in the \ erminatton Attempt. I sampled and analyzed several of the bad messages and 
| fcf the incoming calling party is presented in the Termination Attempt.^ 
r̂ number pooling where thj land directory number (DN) assiflfled to a 

have noticed the problem only occurs when the] 
My guess is the problem is due to the practice a 
mobile subscriber do not match. It appears th% 
the calling party is anothel Isubscriber. This is a problem that cannot be remedied on our 
(DCS-3000 

iwitch is only populating the calling party id field with thq |when 
a problem that cannot be remedied on our collection en moment 

DCS-6000, and DCS-5000) because the calling party DN is not always available in thel I 
message (e.g., blocked caller id); thus, we have to rely on the caller id in the Termination Attempt message. More 
importantly, it's a problem for all of law enforcement who may be executing their cases using bad trap/trace information. 

I recommend OTD notify all divisions about the problem, and I suggest we seek immediate assistance froml I I am 
available any time to further discuss this problem. 

rzn b2 
be 
b7C 
b 7 E 

3CH3IT1VC PUT UH0LA66tW6D-
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From: 
Sent: 
To: 
Cc: 

Subject: 

UNCLACQirigD 
NON-RECORD 

l(OTD) (FBI) 
be 
b7C 

[ ](OTD) (FBI) 
Friday. February 17 2006 12:43 PM 

Z _ _ _ Z j l T D ) (CQNj 
. Pn-n\ /Ptrnt 

7FB 
RE 

JSTO M m <mm\ 
T O T D ) (noNvl 

TlTD) (CONvf 
• " I T n w f i n N V 

., Kpn fnnmi J 
[SC) (CON);[ [OTD) 

J 

] 
b2 
b7E 

HeyQ 
I've left a message fnl la t [ ]to talk with him about the channel bank._ On their website, they show a card with 

will call me back soon and we c 
now if there are open slots for 

a V.35 or RS-232 interface that would probably better suit our network. Hopefully Twill call me back soon and we can 
discuss pricing. Depending on the cost. TICTU may be able to get the cards. Do you Kn< 
another card in the| phannel banks? 
We would still like fe ISsl IFIe" system in the lab with the current configuration in case the serial cards are cost prohibitive. 
The address here at ERF is Building 27958-A, Quantico, VA 22135. t , 
thanks! ,w-

i — i i% 
703 

—Original Message-
From: 
Sent: 
To: 
Cc: \ 

Inn) (CON) 
IhnrMHai l -Phn i^ l f i 2006 2:33 PM 

Ifffouraof 

Subject: Q I 
T^H 

1 m ™ "~™r 

JSF) (CON);r 
UUUUfilDB 

]y.J(LUNJ 
](OTD)(CON);L 

I w n fFRTvr 

UHOLACfintCD 
NON-RECORD 

J(SE) (CON);|_ 

b2 
to 6 
b 7 C 

Iff. r 

We have tracked down the purchase request of the channel banks for the! link. The delivery 
of these to the Sacramento field office is on hold. I understand that you would like for them to be delivered to you at 
ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the address to where you 
would need them sent. (That is, of course, unless someone else says to not do this.) 

After snpakinn wi; ih some of our folks about the transfer of the DCS-3000 data via the T-1 links (for both thF 
Ttes), I am moderately confident that thej_ ""* tu~ ^D '~ '*"" l 

send your systems data between the sites, 
(as always) someone will have to fund it. 

Thanks. 

Jwith the CB's, will support the neea to 
If another card is required to support this effort we will need the model and 

chn MLSVtt Technology Management Unit (ETMU) 
Electronic Surveillance Technology Section (ESTS) 
OpexaiiousLXefhnology Division (OTD) 

(\ \Desk) 

b2 
he 
b'7C 
b7E 

54, 

203 

file:///Desk


54C 
54C 

(Fax) 
(Mobile) 

UHOLAOOiriCD 

1 ?E£B&F^ 

be 
b7C 

UHOLAOGirWP. 

From: 
Sent: 
To: 
Subject: 

][OTD) (FBI) 
he 
b7C 

c IDE) (FBI) 
Friday. February 17. 2006 11:23 AM 

I .... »™ ™ H82^30-U(JS^uUu' 

UMCLAODiriCD 
NON-RECORD 

be 
b7C 

At the request of our BAE guys, I returned to you a DCS 3000 server. I forgot to put the 734 in the box, so you will receive 
it in a separate envelope. Call with any questions. 

Wz 
UMGLACCiriEP 

From: 
Sent: 
To: 
Cc: 

be 
b7C 

Subject: 

](OTP) (FBI) 

I b>TD) (FBI) 
Tuesday, February 14, 2006 3:39 Pl^i 
CLIFFORD. MICHAEL (OTD) (FBI); 

I IfOTm fFBh 
imn\ <FRIVT 

L 
(OTD) (FBI) 

OTI 

mi>ffia:in 

RE: 2006 OfUbXPU 

IfrtTftWPftlJl irrm(FBi) a iQ i iEa i i . 

J(OTD) (FBI) 
(OTD) (FBI)[ 

mnm: ] 

UHOLAOOiriEB 
NON-RECORD 

TICTU will need two tables for the upcoming Expo. Our platform displays the DCS-6000 Title III system and the SBIT 
DCS-3000 system. This is not considered extra, we had two tables last year. 

Thanks, be 
fovc 

—Original Message— 
From: CLIFFORD, MICHAEL (OTD) (FBI) 
Sent: Monday. February 13. 7006 4:43 PM 
To: I l(OTD) (FBI) 

204 
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From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

\AO) (FBI) 
uesaav. r-epruarv 14. 2006 2:58 PM 

I - ^ f O T m (FBI) 

he 
"b7C 

Mobile's DCS 3000 

NON-RECORD 

Like yoii said. 

fc6 
b7C 

verified he had trouble booting the old system up and that he just kept at it until it 
worked. He also mentioned that| jhelped him set up a duplicate system during that last mission. 
So, my next question would be....can you determine if the information that needs transferred to the 
new system is currently in the duplicate system listed below: 

I 1 
b 2 
b'VE 

(S) If so, we will use it to get the information needed to get the new one up and running. Let me know 
what you find out and we'll go from there. 

Thanks 

25C 
fo7C 

UNGLAOOirteB-

From: 
Sent: 
To: 
Subject: 

UHCI ftSTIFJED. 
NON-RECORO 

IOTP) (FBI) 

I |(OTD) (FBI) 
'Monaay.HSoruarvu JUUO' 9:27 AM 
1 . " ^ T m m (FBI) 

lb 2 

—Original Message 
From: I KSF) (FBI) 
Sent: Friday, February 10, 2006 2:56 PM 
To: I , form (F8I) 
Subject: j 

-UHOLAOSiaCD 
NON-RECORD 

to 6 
fo7C 

207 
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9ffiET 

limjuiiebss 
Ihere was told by[ that he was to RMS a[ Jfrom you The TTA responsible for the 

that would allow him winsjpsR jwinsfflinn rn mfe DCS3000. True or False? Let me know so I can either RMS it or tell the 
TTA to hand on. 

UNCLA&SlFlgP 

lb 2 
b 6 
b7C 
b7E 

uNGLAaairiep 

From: 
Sent: 
To: 
Cc: 
Subject: 

(OTD) (FBI) 

V/3iliI4*bl'Jin»hlMi'I» 
F) (FBI) 

, 20061 om-aju-

Kb UlJy HUM Client Station at 
• w n / F H I V I 

ISIQUFJ 
5 W F ) (FBI) 

b 6 
b7C 

UNCLMJJIPIgU 
NON-RECORD 

Oka' I ] 
Tag - you are it. Get back with me so we can set up to do this. Call my cell - 202[ 

ibb 
b7C 

] 
We will be doing some training on the use of this system on March 17th (9am-11:30), so let's get this up and running 
ASAP so we know it's working right and can be familiar with it by then. Who should I talk to about training material for the 
dcs3000? If you guys have references made up for it already (as I am sure you do), I would like to get copies (preferable 
digital copies). 

Thanks 

SA[ 

. ?n?l I . 

be 
b 7 C 

—Original njpqano— 
From: 
Sent: 
To: 
Cc: 
Subject: 

IWF) (FBI) 
Friday. January 20. 2QUb 2:22 PM 

WF) (FBI) 
OTD) (FBI) 

DCS 3000 Client Station at Proshop 
i 

'•zzi 
be 
b7( 

umci.A33irtgp 
NON-RECORD 

](703i "lis the in 
setting up our client station. Please givi 

ual who called from TICTU regarding the equipment necessary for 
call. 

Thanks, b 6 
b7C 

UMGuvooinee-
208 
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T 

UMCbAgsirra-

From: 
Sent: 
To: 
Cc: 
Subject: 

OTD) (FBI) 

Tiif lst lav January 31.2Qi 

RE: DCS3000 
J(OTD) 

(OTD) (FBI) 
6:39 PM 
SA) (FBI) 
(FBI) 

Jb6 . 
fo'7C 

NON-RECORD 

We'll get you a router. 

Original Message-

[ From: 
Sent: 
To: [ 
Subject: 

frO (FBI) 

10TD) (FBI) 
wrvrsmr 

b 6 
b7C 

NON-RECORD b 7 E 

Did a loop back on the house wiri 
test the router directly hooked 
next? 

to the] \i 
]alarm light went out. Made a reverse CAT5 (reversed 12 & 78) to 

and the alarm light stayed on. So, it looks like the router is bad. What 

Origin 
From 
Sent: 
To: I 
Subject: RE: &C536M 

UHOUkCCiriGP 
NON-RECORD 

(OTD) (FBI) 
Tij^rtw.1an IMrv31.7001i 2:25 PM 

ISA) (FBI) 

to 6 
b7C 

b l 

W r That explains it. You'll have t o j i ^ ^ 
the change - just call me at 703| 

be 
b?c 

T I can walk you through 

—Original Messaa 
From: |_ 
Sen 
To; 

ant 
(SA) (FBI) 

TiiocHau January 31 , 2006 3:14 PM 
] 

Subject: RE: MSfcoo 
JOTD) (FBI) 
301 

UNfcLA33IFIEB 
NON-RECORD 

The machine is in SAHQ in the office. 

b 6 
b7C 

Original Message; 
From: I ToTD) (FBI) 

209 
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REGRET 

Sent: T,,*^™ lannarv^i ?nnfi 1:50 PM 
TO: I ISA-) (FBI) fc 

Subject: RE: DCS3000 

UHICLAOOIBES-
NON-RECORD 

be 

Our database indicates the DCS3000 machine has an IP address o l ifhis address may be 
iNi the problem depending on the location Themain-SAofficeiP spacers tfomI I 
\ u} Each RA has an IP space of 15 addresses starting at for Austin. Which location (RA or 

office) is the machine located? Based on this, I can give you a new IP address for the machine. 

h 6 —Original M w « n p — 
b 7 C F r o m : | |(5A) (FBI) 

Sent: Tuesday, January 31, 3006 9:30 AM 
To: I IfOTD^ (FBI) 
Subject: DCS3000 

NON-RECORD 

One of our nr.sannn«j fc nnt rnnnpctinn tr» thp network. The line checks okay and the 
| |s good. That leaves the! I Can you ping the router and/or check the 
settings for us. The DCS3000 is in our FISA room and we will be needing it soon. 

be 
b'7C 
b7E 

Thanks-
SA| 
San Antonm Sanj 
210[ 

tWCLACCiriCD 

IIMPI nssincp 

UNCLASSIFIED 

trweLAaairicp 

UMCLACOiriCD 

UH0LAGGir46& 

210 
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From: 
Sent: 
To: 
Subject: 

^&m 
(OTD) (FBI) 

L } H O ) (FBI) 
Friday .Ian..an/77 pfOTfi 2:48 PM 

I IOTP) (FBI) 
'UCy 3000 Training 

"lb 6 ' 
b7C 

UMCkASCirigP. 
NON-RECORD 

[ 
be 
b'7C 

Hello - I have spoken to you a few times on the phone mainly about the pen register we had up inl l l have 

recently assumed the duties of Houston's other TS fo r the covert side and the topic of training was brought up. 

I lsuggested I contact you about possibly attending a training dass fo r the bCS 3000. He mentioned 

tha-f |is working on a computer based training but did not know when that would be available. I s 

there plans in the fu ture for a training class? I f so, I was advised that I should attend. 

to 2 

Please advise at your convenience. 

Thanks. 

I 1 

UHOLAOOirtEB 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 

foe 
b7C 

L ] (OTD) (FBI) 
Friday January ?7 ?nf)fi 10:07 AM 

I J (OTD) (FBI) 
RE: 7A Matter, 01/26 

UHCLASaiPrgft-
NON-RECORD 

What did he do? Don'i CD 
Original Message— 

From: [ 
Sent: 
To: [ 

1 
me, man! 

PTD) (FBI) 
fflflflY, IflfllWIV /.Qflf l fr9:47 AM 

JOTD) (FBI) 
Subject: ' r-W! Ik Matter, Ul/7fe 

UMOLAOoineo 
NON-RECORD 

b 6 
b7C 

This is what happens when your first names are too close. 

—Original Message— 
From: | ~\HO) (FBI) 
Sent: rnaay, January 27, 2006 9:38 AM 
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SECRET 

I 
| {was a happy camper with this information. 

| |should be commended for their prompt action. 

i b2 

bs 
b'7A 
fe7C 
ib'7E 

UHOLAOOIPIgP 

From: 
Sent: 
To: 
Subject: 

OTD) (FBI) 
be 
b7C 

[ lOTD) (FBI) 
Wariniwriav January ?S 2006 9:15 AM 3 
FW: DCS 3000 issues 

TD) (FBI) 

UH0LAGGIR60 
NON-RECORD 

—Original Mesap«» 
From: I 
Sent: 
To: 
Subject: 

1 E) (FBI) 
Tiipgiav 1annarv74 2006 4:50 PM 

I k ) T m (FBI) 
RE: DCS 3000 issues 

hi 

UNCLASSIFIED 
NON-RECORD 

' i auJki spoke with some of the guys who were using the DCS3000 during the case and got their input. 

This case involved a drug related kiddnapping which took place ii 
later transported to Charlotte, NC. Initially we went up on a[ s :ell phone which belonged ToaTjt 

The victim was 

i 
C Police Officer 

fcell 

5 subjects from the group, we went up on Pen Registers on those as wen. initially we 
Hata las, unn knn\u\ hut n n r a that w a c rnr ror toH a larno wnhima nf Hata »/ac rc^oiwoH 

posing as al | and whom received ransom demands. Over the next few days we obtainedj 
phone niinnlws hpinntjinn in \zarinn^ Subjects from the group. We went up on Pen Registers on those a 
m/oro nnt roroK/inn th 

J prior to the series of arrests 
'wnim umniuie'iy lorn pmcu mu vimm was IOCUIUU mmaiinuu. 

T h a n k c fnr all yOUr help! 

—Original Message 
From: | 
Sent: 
To: 
Subject: 

lOTD) (FBI) 
Tnpglau laniian/m ?nOd 1;22 PM 

I 1 (CE) (FBI) 
DCS 3000 issues 

fc.2 
b e 
fc7C 
b7E 

UNCLASSIFIED 
NON-RECORD 
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Federal Bureau of Investigation 



hlF. 

m - » , h o n n p r>f the- t rsr l 

I In implprripnting local Innn FTSAs thp intprfar.p; for r.nllecring snrh information 

For details regarding traditional equipment and DNR systems, etc., go to the TICTU 
Website and consult the Traditional Technologies Intercept Team at 

l I 
> MANUALS: For traditional FISA intercept equipment Manuals see: 

• For details regarding the DCS-5000, go to the TICTU Website and consult the 

> MANUALS: For major FISA collection platform Manuals see: 

[ 

fo2 
b7E 

• For details regarding thd I go to the TICTU Website and consult 

. Ku,Hrh.hnvoH- Tn imnlpmpntinor gwitrh-hagpH FTSA FT .ST Iff TTAs frequently utilize the| 1 
I | The DCS 3000 system may also be used. 
In other conventional (non-CALEA) switch-based Title HI, the interface for collecting such 
information may be one of the| | 

• For details regarding the DCS-3000 system, go to the TICTU Website and consult the h 
Switch-Based Intercept Team a\ \ lc 

• For details regarding the DCS-5000 system, go to the TICTU Website and consult the 

> MANUALS: For major Pen Register/Trap-Trace collection platform Manuals see: 

• For details regarding more conventional (non-CALEA) DNR equipment and DNR 
niatforms. etc.. go to the TICTU Website and consult the Traditional Technologies Intercept 
Team aj I 

> MANUALS: For traditional DNR equipment Manuals see: 

b2 
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The procedures for FBI technical personnel who testify as subject matter experts within the FBI's 
TIP are the same as those that apply to other FBI witnesses, including adherence to the dictates of 
28 C.F.R.§ 16.21 et seq. Any legal or procedural questions should be promptly brought to the 
attention of the appropriate Assistant United States Attorney (AUSA) and the appropriate field 
office CDC or to an attorney in the Technology Law Unit, Office of the General Counsel, FBIHQ. 

m) Evidence Acauisition/Recordation/Handline: 

As noted, above, in the past, there was little prospect of FISA ELSUR information ever being used 
in court or other public venues. However, based upon recent rulings of the Foreign Intelligence 
Surveillance Court (FISC) and new interpretations of the FISA law and its purposes by the 
Department of Justice, it is now conceivable that FISA-based ELSUR information could be used as 
"evidence" in criminal cases or otherwise made public. 

• Evidence Acquisition: FISA ELSUR equipment, techniques, systems, and platforms acquire/ 
intercept communications "content." FISA equipment used in local loop interceptions typically 
captures analog audio tones/signaling that is captured as "content." Under CALEA, which is carrier fo2 
and principally switch-based, telephony content is referred to as call content and is transmitted over hi¥. 
a| ECCC)." Details as to the elements/format of CALEA-compliant call 
content in wireline and wireless networks are set forth in The interface for 
collecting FISA call content mav be platforms such as the CALEA-related DCS-3000 platform 
and/or the DCS-SPOoF blatform. 

• Evidence Recordation: Once ELSUR information is acquired, the signaling information should be 
recorded electronically as the "original evidence." Electronic recordation can be accomplished 
through recorders attached to the above-mentioned platforms. 

' Evidence Handling: 

If TTAs handle FISA ELSUR material, they run the risk of becoming part of the "chain of custody" 
for the ELSUR evidence, thus exposing themselves to the possibility of having to testify (contrary 
to FBI policy). Hence, TTA involvement in evidence handling must be avoided. 

For information regarding evidentiary matters arising from intercepting "oral" communications 
pursuant to FISA, see "Consensual Monitoring." below. 
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