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Q/BEJ/ '

I (OTD) (FBI) .

From: (OTD) (CON
Sent: ober 04
To: I : : OTD)
)
ITD) (CON):
b6 D 1} OTDYCON); Q)
70 OT OTD) (FBI)
i OTD) (CON (FBI),
| QTDYCON
( ol
(OTD) (FBI) (O1D
CON); TD) (F
; (OTD) (CON);
(O1ID
OTD) (CON)
FBl), :
] ITD) (CON
: (OTD)(CON)
Subject: FW: Immeaiate action required!
Importance: High
Follow Up Flag: Read
Flag Status: Flagged
URCHASSIFIED
NON-RECORD

. b..—
Please seeDe—mall below. Thanks.  j.-c

(QIPFAS NN ANISN

703

-

-----Original Message-----
From: OTD) (FBI) L&

Sent: 4, 2006 11:02 AM 70
To: OTD) (CON)
Subject: mmediate action required!

Importance: High

SUNGEASOIFED

NON-RECORD
b6
h7C

:I please forward to the Unit.

Al

In an effort to @nswer a FOIA request, | am requesting that all TICTU employees and contractors immediately do a word
search of their e-mail system (active and archived records) for the term “DCS-3000" and "DCS 3000" and "DCS3000"
(variations of the same term). If a document or e-malil is located print it and bring the hard copy thor compilation.

| need this accomplished ASAP. If there is a negative response - | need that also.

DATE: (5-13-2007 o 1 411 INFORMATION CONTAINED
CLASSIFIED BY 65179DMH/KSR/LHF HEREE 5 UNCLASSIFIED EXCEPT

REASON: 1.4 (B) ) WHEFE 3HOUN OTHERVIZE
DECLASSIFY ON: 0D&-18-2032 SRRET




0 SECRE | 6

' by
This is the only email. icontacted me by phone to give me the date of Wednesday afternoon, Sept 27, 2006 as). s

time. T
If Quantico will not fund the circuit (we will try that first), then Birmingham division will need a circuit installed 175
© from here t RA to push pen register data in real time to their DCS-3000 collection system. They will need
eal fime data 10 send over to thﬁc\assiﬁed system when they go up on their FISURS, which is pending.
is going to check with Quantico as Tor as the required bandwidth.

Dan you request from TICTU a circuit for :RA'S DCS-3000 for pen register data for thEystem?

Dcan you get withor the requirements to push the pen register data to thel Does Dwed to put

in an RMS request?

W]
Technical Advisor - Birmingham Division

-----Original M

From: (HO) (CON)
Sent: 4, 2006 11:53
To: {OTD) (CON): OTD) (FBI)
Ce: : (OTD) (FBNL_ Joo (ren” oy
Subject: RE: Raytheon support. e

b7C

SENSTFIVE-BHFHNGLASSIEIRD

NON-RECORD

Thanks for the information.

| would 2lso like to have a DCSP at the Knoxville and[___ ksites to assist. This will help the Tech squad with their
limited personnel available. If you could give me dates | will see that it is scheduled. | have listed below the: DCSP

available for each site. b2
hTE
| | ke
oxviile - b7C
J
Houston Tech squad (S0-1)
Elsur Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD) b2
71 Desk) b6
71 ax) ' ]b 7 c
832 el
-----Original M [

From: OTD) (CON)

Sent: T 13, 2006 3:43 PM

To: (HO) (CON) bé

Cc: ko) (Fer) J(orD) (FBI) h7C

Subject: Raytheon suppost.

NON-RECORD

I have passec|:and Knoxville t%:or sites to have Raytheon provide the Security upgrade.

support. New Orleans will be upgra y Raytheon during a visit they have scheduled for a system
checkou entioned th ere may be a version behind in baseline load as well which Raytheon
will upgrade. Please conta to coordinate the NO install if you want to have a DCSP present at that
one. .

he

i le

SECRET




. J‘ e 2

b7E
Baslcallygq needs the order then they can give us the date we require. ’ .
| believe the data will come across the DCS 3000.

We have a connection to hrough the DCS 3000 on the FISA sideDﬂoor).

| don't know how tough it will be to get it upstairs on th oor DCS 3000.

So - would actually conta down at Quantico first.

Let them know we have a pen register order 1o for a criminal intercept.

Ask them to assist you in setting up the DCS 3000 for this. ' }‘f?
GG

o figure out how to get the order to them.  ©7C

according to the TICTU website). - bTE

While they are working on that | would contac

Keep me posted on the progress and let me know if there is anything else | can do to assist.

Thank you,
1

--—--Original
From:
Sent:

To:
Subject:

HNCEASSIFED
NON-RECORD

H b2
1 v
We received 3 hardline for CR-3) on 9/27/06. 1 .¢

bh7C

?
¢
1
!
£
%
b
ke
¥
!
1
i
L
]
{
:
!

How will we collect the data for the line?

PO

b
7C
EBI-WFO

Telecommunication Specialist
18-2
20




Q. ~ @

(OTD) (FBI) “ e
From: L kBA) (FB!)
Sent: mber 27,2006 1:21 PM
To: (OTD) (FBI)
Subject: ollection on 00 for Baltimore re 443-:] b2
b6
. bh7C
UNCEASSHRIED- E
NON-RECORD
ter target number has sho igity in 09/18/2006 at
'l'oday. 9/27/2 1 has 1cated a I called
activity from present. Do you show § Y activity on your end from
present?
SA A
Teclzim'cal Operations Unit b6
Balt ivision b7
410 )
301 )
UNSASBED-
(OTD) (FBI)
From: TD) (FBI)
Sent: er 20, 2006 2:38 PM bé
To: OTD) (CON) L7C
Subject: FW: Kidnapping
SENSIFNVE-BUT-HNSIASSIFED
NON-RECORD
FYl
—-Qriginal Message---—
From: PG) (FBI)
Sent: 19, 2006 3:20 PM
To: OTD) (FBI)
Ce: (FBI)
Subject: napping
SENSFVE-BUT-UNGLAGEIRIED b6
NON-RECORD o7c | b2

thawmmﬁr—lhmmh fmmmmmmwmal

I'Tn situations hke this, T1s a great comfort to know you are
always there to help. Thanks again. We appreciate your assistance.

SEGRCT

6




ET

The service you provided was instrumental in the successful rescue of the kidnap victim. Well done

Hopefulleervice will only improve in case something like this happens again (should be when it happens
again).

Thanks for taking the late night and weekend calls. ~ be

}_b'?(:
-----niginal —

From: ST) (FBD)

Sent: 0, 2006 11:26 AM -

To: OTI

Ce: 1) {IP) (FBl);l I(IP) {FBI) (SD (CON)

Subject: G

SENSIHYE-DHT-UNGAGEIRED

NON-RECORD

pringtield TTAS, Indy TTAS| Jend Dedicaied BAE confracior] |
hat involved

xigent circumstance p ACES O . ones Tom Theln
ivision, and an emergency Tile Ill. | can't say enough.z c se of the DCS3000 and it
data. We were able to watch the ¢alls as they came in _ nd then advise the Indf o

ghereta centeringn. Once the  Jvehicle was in place, they were able td

Not to toot our own homn tco
much, but this is really @ case WhHICh COUId ot Nave Deen resovea tis quickly without the expertise of our tech
knowledge, equipment, and experience. Thanks to everyone involved.

b2
> hé

k7C

b7E

SEthT



e a
cc: | Jsn creD); Nar) el lap) (Feny (ST) (CON)
Subject:

b6

NON-RECORD T e

p y
worked round the clock in a case that involve
| |exngent circumstance trap & traces on ones,

Division, and an emergency, Title lll. | can't say enough about the successful use of

shicle i =20 he id= alDlel
!Not to toot our own horn too
much, but this 1s really a case Which could not have been resolved this quickly without the expertise of our tech

knowledge, equipment, and experience.  Thanks to everyone involved.

:
|
Y
¥
:
!
*

b2
< ’ be
b7C
B7E
SENSIVE-BUT-UNCEASSIFED
SENSITIVE-BUT-UNGEABSSIAIED
SENSIIVE BUTUNCEASSIFED
(OTD) (FBI) b6
7C

To: | IOTD) (CON)

Subject: - 1ech Victory '

FYl

-----Original Message—--

From: CLIFFORD, MICHAEL (OTD) (FBI)

Sent: MWedhesday, Septemper 20, 2006 1:47 pM

To: | o) (FBDf o) (FBI):

cc: (DO) (FBI); THOMAS, MARCUS C. (OTD) (FBI)

Subject:

SENSITVE-BUT-UNGLASGHFED-

NON-RECORD ke

b7C

Thanks, all.. Well donet!!

5T
~1I 3
&
N

(e

this was the case you called me about.

Michael P. Clifford, Jr.
Section Chief

10

SEGRET




gEC ET »s ‘

Electronic Surveillance Technology Section e

Ope hnology Division

(703 Office)

(703 Cell)

(800 Pager) b6

bhc

---~-Qriginal Message--—-
From: 0TD) (FBI)

Sent: nesday, 0, 2006 12:(Il.em_._'l
G o o e caor,
)

Subject:  FW: Tech Victory

NON-RECORD
b6
h7C

The service you provided was instrumental in the successful rescue of the kidnap victim. Well done

Hopefull service will only improve in case something like this happens again (should be when it happens
again).

Thanks for taking the late night and weekend calls.
b6

| ' ‘ B7C
—-Original Message---—
e — L

Sent: Wi 3 20, 2006 11:26 AM .

To: (O

Ce: %ﬂmi | REYG: Y | Jap) Fen ks (con
Subject: ctory

SENSHIVEBUTUNGIABOIFED
NON-RECORD

The Springfield and Indianapolis Division became invoived in a legitimate kidnapping case witl'l

| [Springfield TTAS, Indy TTA'S
worked round the clock in a case that involve

consensual monitoring situations, exigent circumstance trap & traces on one rom the indy
Division, and an emergency Title fll. | can't say enoug JCCH il use of the ]
data. We were able to watch the

. s =
knowledge equnpment, and experience. Thanks to everyone mvolved

2
I>> oG
b7C
h7E
SENSITIV/E-DUTHNSEASSIFED
SENSHTFWVE-BUT-UNGEASSIFED-

11

SERRET




NON-RECORD

pringrie S, Indy an ica coniracior
] at involved
I ingent circ ;
Division, and an'emergency Title lll. | can't say enoug se of the and i
data. We were able to watch th s they came in nd then advise the Ind
where to center in iclewas i

Not to toot our own horn too
much, but this is really a case wnich co ot ha ©50IV IS QUICKly withoul the expertise of our tech
knowledge, equipment, and experience. Thanks {o everyone involved.

<9 > bz
bhe
k7C
SENSTFME-BYTF-HNGEASSIFFED- bE
SENSIHVE-BUT-UNOEASOIFED
SEANSITIVE BUT-UNGLASSHED-
TYERYAR, KEITH A. (OTD) (FBI)
_ I
From: L __J(OTD) (FBI) B
Sent: fember 20, 2006 1:37 PM kg
To: (OTD) (FBI) k7c
Subject: FW: Kidnapping
~SENSHHVE-BUT-UNCLASSIRIED..
NON-RECORD
FYL...... we done pretty good for a couple of Tech engineers.
-----Original Message-—---

From: (F8D b6
Sent: 19, 2006 3:20 PM b7C
To: (OTD) (FBI) .
Ce: (O1D) (FBI) Lo
Subject: Kidnapping . be

b7C
SENGITFVE-BUT-UNOEADSIFIED- h7E
NON-RECORD PTE

They are now interviewing ev
if this was mostly a runaway situation or something worse. In situations like this, it is a great comfort to know you are
always there to help. Thanks again. We appreciate your assistance.

|-Thanks for your help regarding thd [hrgqh the DCS 3000. Soon after | spoke,
] This info enabled them

ke

hC 13

SERRET




e ®

412
bé
e
SENSITIVE-BUT-UNCEASSIPIED
SENSITHVE-BUT-UNCEASOINIED-
{oTD) (FBI)
From: | (OTD) (FBI)
Sent: ‘ 20, 2006 12:20 PM
To: I I(OTO) (FBI)
Subject: . Deployed systems
DONCTASSIFER—
NON-RECORD
Hope this helps.
—-~--0riginal Mesga0oa:
_ OTD) (FBI) b

i ooy rey  B7C

NON-RECORD

the database shoanachmes minud_Jlestroyed, Dn erf, and[__ storage. ]biE

so[__]n the field.

——-Oﬁginalfaeﬁne:-_l
From: OTD) (FBI)

Sent: 9, 2006 3:51 PM s
To: 07TD) (FBI] KoTo) (FBI) b7C
Subject: . Oy

UNC-ASSIEIRD

NON-RECORD

Guys,
Can we get him an fairly accurate number using the database? Thoughts and comments.

L1

. b6
---—Original = 7C
From: (OTD) (FBI)
Sent: 19, 2006 3:33 PM
To: mom) (FBD}
Subject: oyed systems
HUNOEASSIFIEDE

NON-RECORD

Can you give me the total number of deployed dcs-3000 systems? | only need to know what is currently fielded.

14
SeefET




‘W ©

ar jworked round the

Springfield TTA's, Indy TTA'S{
clock in a case that involve(
exigent circumstance vap & rraces orl_pnoneslL___1____Jirom tie may Dvision, and an emergency Title
can't say enouah ahaout the successful use of the DCS300QLand.itd __________Hata. We were able to walch the calls
as they came in, and then advise the Indl  |buys where to centerin on. Oncethed  vehicle

Vil [l DNl C 1= CIC giiCe U

NOT 1O 1001 OUTI OW » 00 L] , DU Vdaliadse W COUIO O ave Degl

resolved this quickly without the expertise of our tech knowledge, equipment, and expenence Thanks to everyone
involved.

2 ﬂo,’%
@ b7E bs

bh7C
L7E
(OTD) (FBI)
From: OTD) {FBI)
Sent: Tuesday, sepiember 19, 2006 3: ke
To: #(OTD) (FBI); JotD) (FBYy 7T
Subject: . Deployed systems
UNGEAGSIFIED
NON-RECORD
th ase show achines minu estroyed n erf, and n storage.
s the field. ﬂ j D h2
BT
ke
b7C

KOTD) (FBI)

NON-RECORD

l ;:-.‘m we get him an fairly accurate number using the database? Thoughts and comments.

[ ]

-----Qriginal S

From: (OTD) (FBI) k6
Sent: 9, 2006 3:33 PM b7C
To: ) (FBI)
Subject:
UNSEASSIFIED
NON-RECORD

I

16




Can you give me the total number of deployed dcs-3000 systems? | only need to know what is currently fielded.

Thanks,
b2

b6
k7C

OTD) (FBI)

ie33
b7C

From:
Sent:
To:
Subject:

JoTD) (FBI)

“UNCEASSHIED—
NON-RECORD

Guys, .
Can we get him an fairly accurate number using the database? Thoughts and comments.

——Original Messaas
From: DTD) (FBI) k6
Sent: 5, 2006 3:33 PM b7C

To: [ o) (e

Subject:

NON-RECORD

Can you give me the total number of deployed dcs-3000 systems? | only need to know what is currently fielded.

Thanks,

k2
MANAZEMEL & be
Office: 703 brc
Cell:
Fax:

17

BCRET




o,

—LNCLASSHHED-
URCEAGEIRIED
ke
kil
BACLASSIFIED.
(OTD) (FBI)
From: | k (OTD) (FBI)
19, 2006 3:33 PM

Sent:
To: (OTD) (FBI)
Subject: eployed sysiems

~LDICLASSHED

NON-RECORD k6
- hic

Can you give me the total number of deployed dcs-3000 systems? | only need to know what is currently fielded.

Thanks,

2
16Y3)
7o

Management & Program Analyst
Office: 703
Cell 20
Fax: 703

(OTD) (FBI)

From: PG) (FBI) b7
Sent: 19, 2006 3:20 PM
" To: (OTD) (FBI)
Cc: OTD) (FBI)
Subject: o s

SENSHNE-BUT-UNGEASSIFED LT
NON-RECORD

This info enabled them t
hey are now interviewing ev:
i this was mostly a runaway situation or something worse. In situattons like this, it is a great comfort to know you are
always there to help. Thanks again. We appreciate your assistance.

IThanks for your help regarding the Jthrough the DCS 3000. Soon after | spokm

g
k7c 18

SeCRET




Pittsburgh g% T .
412| I

e
bhiC
CENSHHE-BUR-UNGAS S IEED-
(OTD) (FBI)
From: (OTD) (FBI)
Sent: er 19, 2006 2.52 PM.
To: (OTD) (FBI){ OTD)(CON
Cc: OTD) (FBI); CTD) (FBY)
Subject: DCS3000
SENSHIME-BUT-LNGEASEHFHED-
NON-RECORD b6

k7c

Attached is a quick slide for the DCS3000. Do you think a graphic would be better than listing all the application
names?

I
DCS3000.ppt (211
KB)
(OTD) (FBI)
From: | [oTD) (CON)
Sent: ..&Wﬂﬁﬁ.ﬁfl PM
To: D) (FBI
Ce: o7 TF81)] Jomyren ]
I TD) (FBI)
Subject: : Switchbased Intercept Classes for FY 2007 {vw
7 C
UNGEASSHHED~

5
[

NON-RECORD

L1

Overview/description of the CBT course is as follows:
The Telecommunications Intercept and Collection Technology Unit is pleased to announce the release of a
computer-based training course entitled, "Switch Based Intercpets using DCS 3000." This training focuses on an
FBI software application used to conduct CALEA based intercepts. The course is designed for Tehnically-Trained
Agents and covers the installation, configuration and use of the DCS 3000 suite of applications. The instructional
material is provided on a CD and the entire course is designed to be completed in approximately four (4) hours.

=
)
=
)

e

Since this courseware is now mandatory for students wanting to take enhanced classroom training provided by SBIT, we
definitely need to meet to make sure we are ali on the same page regarding us expanding our training. Currently, | provide
the CBT as requested. Also, I'm not sure of all the logistics involved with having the CBT transferred over to the Virtual
Academy and need your guidance in that area.

_SEerrT

19



http://7nn.fi

(OTD) (FBI)
From: [ Jomea
Sent: ] 5, 2006 10:41 |AM
To: (OTD) (FBI), |(OTD) (FBI)
Subject: nformation ey
_—II o6
lo7c

NON-RECORD

Below is a brief descnptlon o:(SF) s expenence | haven't talked to him directly on this subject but will when he

he calls, | will patch you in to share your expertise in the matter.

nks

— O

| would like to resolve
we alk with

SENSIFME-BUT-HNSEASSHIED—

(OTD) (FBI)
From: (OTD) (FBI)
Sent: 2006 9:31 AM
To: OTD)(FBY %
Subject: , e -

UNGEASSINED
NON-RECORD

FY! those went out Tuesday afternoon

ET]

TICTU/SBI e
Office: 7CE_I b7
Cell: 202 oo
I_Emr 888

----- Original tossace

From: OTD) (FBI)
Sent: r 12, 2006 1:42 PM
To: | i(om) (FBD)

_SFERET

22




Subject: FW: Re: DCS 3000 J .

b2
NON-RECORD };;

Could you shipD3 graphics cards for me.

[

----- Original Tgsaa_.l---

From: NK) (FBI)

Sent: Tuesday, September 12, 2006 11:55 AM
P — T

Subject: RE: Re: DCS 3000

WNGLASSIFIEL
NON-RECORD

hé
Le

Great, no we could install them. We would need three. Thanks a lot.

NON-RECORD

Actually we have about 10 cards here just for that purpose. Would you just want the cards or for us to
install/test them?

ha
k7o
--—--Original Messagezz
From: K) (FBI)
Se September 12, 2006 10:37 AM
To: (otD) (FB[————](OTD) (FED)
Subject: 000

NON-RECORD

Guys, we are interested in getting {3) three dual graphics cards for our DCS 3000 machines. his
might be good to allow the monitors of the Title [II's to be able to monitor the DCS 3000 and th

t the same time without toggling back and forth. What are your opinions of this?

SAl ]
Ne ‘ b2
974 L7E
‘ 6
f7C
UNCLASSIFED-

23

SECRET




UNCLASSHHED
ONCLASSIPIED
HNESASSHHED
UNGEASSIRIED....
koTo) (FBI)
bha
From: NK) (FBI) e
Sent: 14,2006 3:11 PM
To: OTD) (FBI)
Subject: RE: DCS 3000 Pen update
HNGHASSIHED—

NON-RECORD

Yeah, it was| | %;é

k70

--—--Original _ i m

From: OTD) (FBI)

Sent: r 14, 2006 1:55 PM

To: NK) (FBI)

Subject: RE: DCS 3000 Pen update

“UNSEASSHHED

NON-RECORD

|I5¥

o6

] ‘ W Usually the[____Jformat that they use is the 10 digit phone number I 7
followed b 7w

iel J You will need to know that in order to provision thg ~Jcorrectly.
..... Origj —
From: NK) (FBI} R
Sent: Thursday, September 14, 2006 1:52 PM ;bo
To: MOTD) (FBI) b7C
Subject: en upda
UNCCASSHFED-

NON-RECORD

L]

| don't know if you need to know the Case D for that one | told you was moving fromr ILet me
know if you need to know the change or whom | need to let know that. Thanks for all the help.

S .

Newark Djyisi - fb%

(W) (973 fg

C) (201 Ly

()« | or
24

SECRET




L2

HNSEASSHIED-
UNCEABSIFED-
UNGEASHPIED™
e
(OTD) (FBI) h7C

From: L JoTD) (FBI)

Sent: Thursday, September 14, 2006 1:55 PM
Subject: : en update

“HNECEASSIFIED-

NON-RECORD

%mgm_;i :Usually theI:—I:)rmat that they use is the 10 digit phone number followed
b2

You will need to know that in order to provision the] Forrectly. b6
LS

3@7}:

----- Original Message-----

From: i JNK) (FBI) ha

Sent: 14, 2006 1:52 PM
To: (OTD) (FBI) Lic
Subject: 000 Pen Update

~UNGIABSIMED
NON-RECORD

| don't know if you need to know the Case ID for that one | told you was moving from ] Let me
know if you need to know the change or whom [ need to let know that. Thanks for all the help.

o —
Newark Division C-16 2

(W) (973 e
(C) (201 nTC
L7E
UNOEABBHRIED
—UNOERSSIFIED
25




(OTD) (FBI)

Wser

From:
Sent:
To:
Subject:

UNCLASSIEIRD
NON-RECORD

| don't know if you need to know the Case D for that one | told you was moving from

mwm (FBI)
0]

INK) (FBI)

14,2006 1:52 PM

Pen update

b6

Yy P
D0

Let me know if

you need to know the change or whom | need to let know that. Thanks for all the help.

SA

Newark
(WY (973
(C) (201

O

(OTD) (FBI)

b2
be
bh7o
k7E

From:
Sent:
To:
Subject:

“ENGEREHImEE
NON-RECORD

s
)

ursaa eptembober

: Newark D

SEfiET

NK) (FBI)

14, 2006 11:18 AM
OTD) (FBI)

0

h7¢

but | can't delete the file.

MU try. Thanks.

26

o1
2z
h7E

It is saying that the




i ®

koTD) (FBI) -
20

From: L TD) (FBI) BT

Sent: mber 12, 2006 3:12 PM

To: A QTD) (FBI)

Subject: pringfteld Page

SENSITIVE-BUT-UNCHASSIFED-

NON-RECORD

FYI. T was paged last night (9/11/06) at 8:39PM by the Springfield FO for information and T
possible assistance in a Kidnapping case involving a| |phone. | advised them of b7E
the technical capabilities and processes for using the system. | followed up with them

this morning and again offered any assistance TICTU/SBIT could provide.

SENSHMEBUT-UNCEASEFED

loTD) (FBI)

From: )
12, 2006 1:42 PM G

Sent:

To: (OTD) (FBI) k70
Subject: :

UNCEASSIFIED

NON-RECORD

Q you shipD3 graphics cards for me.

DNCHASSIEIED
NON-RECORD

Great, no we could install them. We would need three. Thanks a lot.

----- Original
From: (OTD) (FBI) i
Sent: 12, 2006 10:47 AM s
To: (NK) (FBI) o
Subject

LINGhASSHHED
NON-RECORD

27
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T

®.

:. Ctually we have about 10 cards here just for that purpose. Would you just want the cards or for us to install/test

them?
o7
—-Orig]
From: NK) (FBI)
Sent: 2006 10:37 AM
To: (OTD) (FBI);[ JOTD) (FBI)
Subje . DCS 3000

UNGEASSIEIED
NON-RECORD

Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. W
might be good to allow the monitors of the Title 11i's to be able to monitor the DCS 3000 and th

e thought this
!

the same time without toggling back and forth. What are your opinions of this?

sal |
N

o —
97

Tty

OTD) (FBI)

From:
Sent:
To:
Subject:

NK) (FBI)
, 2006 11:55 AM
OTD) (FBI)

“UNCHASSIAED
NON-RECORD
he

¢

Great, no we could install them. We would need three. Thanks a lot.

-—--Qriginal Message-----

From OTD} (FBI)

Sent 12, 2006 10:47 AM

To: (NK) (FBD)

Subject: RE: Re: DCS 3000
—UNCTASSIMED™

NON-RECORD

28
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;dtually we have about 10 cards here just for that purpose. Would you just want the cards or for us to install/test

them?

bha

LSS

L

From: %(Nm (FBI)
Sent: uesda ember 12, 2006 10:37#M____.l
OTD) (FBI)

To: (OTD) (FBI)
Subject: Re: DCS 3000
b2
| NCEASSIEED b7E

NON-RECORD

Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. We thgught this
might be good to allow the monitors of the Title ill's to be able to monitor the DCS 3000 and th bt
the same time without toggling back and forth. What are your opinions of this?

SA
Ne

=N o
973 o6
k7C

UNCTASSHED-
ONOEASSFED
U'NQ_EASS'IFIEB
(OTD) (FBI) b7
From: |_ OTD) (FBi)
Sent: 12, 2006 10:47 AM
Subject: TRe!
HNSASSIFED

NON-RECORD

Sent:
To:

lly we have about 10 cards here just for that purpose. Would you just want the cards or for us to installtest

----- Original Message-----
S — T T be
006 10:37 AM LS yio
— T m— T
Subject: CH -

UNCEASHED
NON-RECORD

Guys,

we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. We thought this might
29
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@ _SECRET @
be good to allow the monitors of the Title lil's to be able to monitor the DCS 3000 and the‘ Ft the same
time without toggling back and forth. What are your opinions of this?

SA
Ne Siog
87

UNOASSIFHED—

e ———— .

URCEASSISED.

(OTD) (FBI)

From: L _ (NK) (FBI) }k),x
Sent: . her 12 2006 10:37 A )
To: I (OTD) (FBI), foTD) (FBI)
Subject: Re: DCS 3000

ONCEASSIFIED
NON-RECORD

good to allow the monitors of the Title lli's to be able to monitor the DCS 3000 and th t the same time

Guys, we are interested in getting (3) three dual graphics cards for our DCS 3000 machines. wht this might be
without toggling back and forth., What are your opinions of this?

b2
sA ] b ke
a73.
ORCHASSIEIED.
koTD) (FBI)
From: L _J(OTD) (FBI)
Sent: 7, 2006 9:33 AM
To: ‘ (OTD)CON)
Cce: OTD) (FBI)
Subject: ustification
ke
HNGLASSIRIED o7
NON-RECORD

Here is the blurb: RTE
This software is required to enable the Telecommunications Intercept and Collection Technology Unit to support the field

with remote diagnostics and troubleshooting of all DCS-3000 systems in the field offices. 00 systems get
deployed to Resident Agencies and Joint Terrorism Task Force facilities, the TICTU needw censes to be

able to support those installations.

~INGEASSIFHED-

30
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(OTD) (FBI)
From: |(sp) (FBI) .
Sent: 06 8:05 PM
oro) e SELE —
TD) (FBI)
Subject: DCS3000 _
2
bs
~SENSIFVE-BUT-LMCA S SR b
NON-RECORD n

The Client update feature is working great. Thank you!

| believe we correc ew England (Boston) and Nashville {Arkansas) markets to our

system on both th sides. |s there anything that needs to be done at ERF? At your

venience, woul ase confirm that our multiserver anc[:Frver are correctly configured for targets (6191:
ﬂand (619

(OTD) (FBI)
From: (OTD) (FBI)
Sent: uesSday, Augus 06 8:03 AM
To: (OTD)CONI ](OTD)(."..Q.NJ ]
O1D) (CON) LQILY (FBD
O1D) (F5|5I |
OTDY(FRIN
Cc: [OTD) (CONY] ;aQcon___1
OTD) (FBI
Subject: . ote Access/Maintenance Enhancement Request Le
Jo e
nic
oz
-SE6RET BTE
RECORD 268-HQ-1045581
fyi
-----Qriginal Me:
From (CO) (FBI) 1
Sent 006 5:29 PM o6
To: (OTD) (FBD) hic
Subject: emote Access/Maintenance Enhancement Reguest
SECREF-

RECORD 268-HQ-1045581

I think it is a great tool for remote access. Currently being utilized by others with great success. Full support from here.
Thanks,

e sor, Columbia Division k6
803 office) G
803 cellular)

31




o ) e
S@BE/ b7cC
-----Original Message----- ‘
o S— Y
Sent: Monday, August 28, 2006 4:47 PM

To: AQ) (FBD); b (OTD) (FBD):
N FBI Y (FRIY
DL} (FBD); D) (FBD); L LERVLERD]
, | IS
FBI); LV) (FBI SU) (FB 1),
(Mw) MP) (FBL) ( CD) (FBI)
FBL)] ke
C FBI {oF) (FB8114 1K) (Fi&
(SA) (FBI NH) (FBI) ]
C XG0 (rel NF) (FBD)] 1}
D) (FBI CO) (FBI) {Ip) (FBI EBI);
\ HO} (CON (NOY (FBI PX)
. oTD) (EBL NK) (FBI)! tLA) (FBD) (FBI);
) (FBI)! Jmo) (e
Subject: Cl ance Enh qu
SEGRET
RECORD 268-HQ-1045581 {w
78
Greetings,
In an effort to improve the remote access/remote maintenance capabilities of th ystem, the DCS-5000 Proqr:
ffice wishes to get "Buy-in" from the field. We're currently evaluating software application
We would like to integrate the application software into the Windows boxes, such as: TiU, FAS,
inDB, an . The application would be controlled and it would be used primarily to assist and expedite

troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000
machines. If anybody has concerns or objections, then { want to hear from you. Please help me understand your
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well
and thanks for your time.

Peace Out,

-ca ]h 3}
703| k7 ¢

T

DECLASSIFY ON: 20160545
SBCRET

v

DECLAS:
SECRET

5 ificati ide G-3, dated 1/97, Foreig i iqati
DEGLASSIFY-ON--20160515
SEER&L. -

e ———
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rc
(OTD) (FBY)

From: | JOTD) (FB})

Sent: , sday. August 29 2006 8:07 AM
To: ooy con] omoycon 1
NY TOID) (EBI):

1), H__ﬁ'_—_J(OTD) (FBI)I I
(OTD) (CON)

{(OTDHY (
Cc: OTOT(CON| laQ) (CON);:
(FBI)
Subject: F emote Access/Maintenance Enhancement Request
SESREF

RECORD 268-HQ-1045581

ks

b7c

----- Original Message--—
From: i | (DL} (FBI)

Sent: 006 5:27 PM - '
To: OTD) (FBI)
Subject: . emote Access/Maintenance Enhancement Request w2z

o6
SESREY- o
RECORD 268-HQ-1045581 78

I think over a secure link will be just fine:
----- Original
Sent: londa u 006 3:47

To: I |AQ) (FBI)J HNY (B . KBH) (FBI)l oy (eBD:
NY' L

0

PD) (FBI EP) (FBI
) =)
o6 LU )
SN (MW) (FBI) FBD) I)
o7 C | Y (FBI)
| SC) (FBD): NH) (FBI
- ‘
SDY (EBIY BI) BI);
ME) (FBI); HO) (CON (NO) (FBL PX)
(OTD) (F K) (FBI){ J(LA) (FBI) FBI);
(3K) (FBI); MO) (FBI)
Subject: emote Access/Maintenance Enhancement Request

SECREL.
RECORD 268-HQ-1045581

k2

hE

Greetings,

We would like to integrate the application software into the Windows boxes, such as: TiU, FAS,

, an " The application would be controlled and it would be used primarily to assist and expedite
troubleshooting. There are certainly other advantages for this application. 1t is used guite extensively on the DCS-3000
machines. If anybody has concerns or objections, then | want to hear from you. Please help me understand your
objection. Feel free to call me, or send an email. Thanks for your continued support and cooperation. Hope all is well

In an effort to improve the remote access/remote maintenance capabilities of the ystzF_;meQ_Emﬁin
Office wishes to get "Buy-in" from the field. We're currently evaluating software a tion
mm
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e

b7

(] SECRETF )

KC) (FBD): 0C) (FBI); BS

(FBl > " ;

{MW) (FBI (MP} (F (SD} (EB) (CI) (FBI)

(RH) {FBD) ) (FBI) ;

y (acv a0} | (SF) (IR) (FEL
(SALLERD) SC) (FBI NR) (FBI
B5) (FBI NF) (FEL
L BI) T(CO (FB) EBI BI);
HO) (CON)| kNO) (FBI) PX)
FEL (OTD) ( NK) (FBI FOA (Feny FBI);
K) (FBI) MO) (F
Subject: emote Access/Maintenance Enhancement Requ
SECRET )
RECORD 268-HQ-1045581 b
bH7E
Greetings,
In an effort to improve the remote access/remote maintenance capabilities of theg yste . m
Office wishes to get "Buy-in" from the field. We're currently evaluating software application
m{We would like to integrate the application software into the Windows boxes, such as. 11U, FAS,
inDB, an . The application would be controlled and it would be used primarily to assist and expedite

troubleshooting. There are certainly other advantages for this application. It is used quite extensively on the DCS-3000
machines. If anybody has concerns or objections, then | want to hear from you. Please help me understand your
objection. Feel free to cali me, or send an email. Thanks for your continued support and cooperation. Hope all is weli
and thanks for your time.

Peace Out, 6
-ca h7C
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}Bﬁ’
E_) {FBI)

From: NO) (FBI)
Sent: i 6 10:13 AM
To: (0TD) (FBI)| ooy ]
Cc: NOQ) (FBI);
NO) (FB! (NO) (FBI)] TOVERIT
[(NG) (FB) [(NO) (FBI) ,
Lo (FB); (NOY(FR) NO) (FBI)
h7E NO) (FBI (NOY (FBI)
Subject: S
Importance: High e
bha
INSEASOIFIED ke
NON-RECORD b7E

RA for

' th ago we received a pen order from ou
not CALI ' ir swi
manual uploads by an

I I a ubscriber. Long story short,
the only way w ru daily faxes, and then

After being passed to several people, we ended up with the their tech gu
our whole DCS-3000 system, etc. Anyway, his number is (ZGOﬂ S
get CALEA compliant, it seems we're SOL.

SN l ha
Technical Advisor, New Orleans 7
(50 fice o
(50 ell

koTD) (FBI)

doesn't really seem to grasp
ula any or yan wish to call him. But until they

-

From: |
Sent:
To:

_|©o1D) (FBI)

OQTDYV(FRD

Cc:

|(oTD) (FBI);

Subject: CS

SENSITIME BUTUNCLASSIEIED
NON-RECORD

Al

| sent|
target

issues.
are bot

out of Miami.

36

SPORET

and require the DCS 3000 software suite to accomplish this. She is being assisted b;!
as used the DCS with this carrier before and | hope will be assiting h

~1 N>

Iat the USCG a copy of the DCS3000 install software. They are pursuing an intercept on a

bf the DEA on networking
guration since they

ks

7e
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Qnrw—'r e .

ey P OTAL

SENSIFVE-BUT-UNCEAIOEIED
loTD) (FBI) b6
oyl

From: DTD) (FBI)

Sent: ‘ 2006 9:44 AM

To: OTD) (FBI)

Subject: . rs
SHEGREH/NOFORN

RECORD 315

————— Original Message.---

From: (OTD) (FBI)
Sent: b . 3:35PM
To: ) (FBI)

Ce: OTD) (FBI) | (CLYG:Y | koTo) (Fa1)
Subject: CALEA Numbers ]

SECRETINOFORN e

RECORD 315 oo

Here are the CALEA numbers for 2006. There are multiple ways to present the information. The two | chose are; 1) new
lines added in CY 2006, and 2) lines intercepted in CY 2006.

New Lines Added in CY 2006

k2

iR o
Lines Intercepted in CY 2006 7 B

Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 syétem. TheDnumbers will
comietely overlap with the DCS-5000 numbers, and a portion of the criminal numbers will overtap with the DCS-6000
numbers.

SEEREF/NOFORN oic

PERIVER-FROM=Multiple-564:606-
DECEASSIFCATION-EXEMPTHON-t
SECRET/NOFORN

37
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Duser-

I IOTDL(EBI)

M

ko) (FBY)
006 10:24 AM
OTD) (CON)

From:
Sent:
To:
Subject:

ay, August 21

00! u

UNCHASSINED
NON-RECORD

---=-Original Me s
o E—
Sent: v af: une , 006 3:32 PM

To: OTD) (FBI)
Subject: FW: DCS 3000 issues

UNCASSIHED~
NON-RECORD

~----QOriginat M
From:

Sent:

To:

Subject:

UNCEASHEED
NON-RECORD

be
OTD) (FED) h7C
5, 2006 9:15 AM
(OTD) (FBI)
1ssues

““““ Original Mess:
From:
Sent:
To:
Subject:

~UNELABGIED-
NON-RECORD

s
CE) (FBI) g
06 4:50 PM B

TD) (FBI)

| spoke with some of the guys who were using the DCS3000 during the case and got their input.

This case involved a drug related kiddnapping which took place irl

and whom received ransom gdem

- OV
yariols Subjects from the group. We

went up

€ ne
on Pen Regis

€W days we obtain
ters on those as well, Initially we
oe aceived.

1S

Informanon was of greal value in aefermlnlng The whereabouls of the vicim and the SUBJQCES pnor to the series of arrests

which ultimately took place. The victim was located unharmed.

y
ﬁjfor all your help!
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--—Qriginal Message—— be
From: OTD) (FBI) k7o
Sent: 006 1:22 PM
To: (CE) (FBI) .

Subject: DCS 3000 issues

~HNGEASSHHED-
NON-RECORD

‘ b2
| could you write up a little something about your case last week and how the DCS3000 and thel brograms i,/
2d for you (good or bad). This is low priority and can be done when you have a moment.

Thanks.... ke
- hiC
UNCEASSINED-
HNCHEASSIFIER-
“UNCHASSIFED-
HNCHASSHFED-
“UNCEASSIFED"
(OTD) (FBI)
From: OTD) (FBI) be
Sent: ay _Au 06 10:23 AM b
To: OTD) (CON)
Subject: Good Stuff
Importance: High
—SENSHNVE-BUTF-UNGEASOHHED

NON-RECORD

-----QOriginal Me: o

Sent: 4 6 7:37 PM

To: OTD) (FBL) "(OPA.LEBM._

Ce: WS'(NY) (EBI): NY) (FBI) Y) (FBI NY) (FBI);
(FeD){ knv) (FBI) NY) (FBI NY) (FBL):
1 NAYEH] . J(NY) 1)1_5 IN |

ZNYS (FBIS! (NY) (FBI)] INY) (FBI
Subject: - New York anks You - - Again

Importance: High

NON-RECORD e

570
SEeReT”
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__ SEoRer— !C ®
Just wanted to take a moment and sincerely thank you guys for everything you do to assist us.

b2

The recent DCS 3000 solution you provided that allowed us to get pen data to ourEocation and into the L7E
VoiceBox system has been invaluable. Instead of providing pen data for what was expected to be a short period of a few
days, it continued to provide data to our Title Iils for two weeks. The restore process failed when attempting to import data
from the old version at Chelsea into the new version at the CMP. The problem was solved last week, but your equipment
allowed us to have a mangeable problem instead of a major headache.

I hope we provide the kind of support to those we assist that you provide to us.
Thanks again,

From all of us at the New York CMP

SENSITHYE-BUT-UNCEASSIFED-

SENSTVEBUTHNCEASISINED
ks
(OTD) (FBI) b7C

From: [ JioTD)(CON)

Sent: 006 8:46 AM

To: (OTD) (FBl)

Subject: . Immediate inspection data call... URGENT!!!!
Importance: High
HNCEASSHHED—

NON-RECORD

b7C

CTU ISSO

(0) 703
(P) 703-
(C) 7034

Importance:

“UNOEASSIMED"
NON-RECORD

I hope you can help with the following request. I'll be out of the office until 8/28, butDwill be here and can answer any
questions that you may have just as well as | can.

Thanks, ke

7o




o2
(2]

?_j;,.
4

gﬁEﬂ”
--——-QOriginal Messa
From: SecD)(CON)
Sent: 06 9:56 AM
To: (D) (FBI); ITOD (FBI)! L ar) (FBI)W (OTD) (CONY;
(rTop) (FBI) OTD) FENY.
RGENTI

Subject: Tmmediate nspecbon data call...

_ Importance: High

~UNOEABSIFED-
NON-RECORD

All:

Attached is 2 DOJ form that MUST be completed ASAP!!!
Answer the questions to the best of you ability, with "unvarnished" answers!!! The inspectors WILL compare your written

responses with their actual finding during the inspection. If the answers-are "NO, or | don't know", so state... do NOT

fabricate answers that can not be verified/proven. e
Once you've completed the form... CALL me for submission instructions_please!! 7o
Specific questions about the form should be addressed to the inspection POCI _J@ 202L |
DCS 3000,
&

ITS$ OCIO CEED b2
1ANDBOOKX - Merg.. L7E

e

b 7C

KISSM)

uantico Complex
CISM, CISSP, 1SS, PSEC, MCSE

mm BId 9, room 9-LL-14
..."lead, follow, or get out of the way."
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OTD) (FBI) .
From: ‘ OTD) (FBI)
Sent: urs uqus 20 42 AM
To: OTD) (FBI)
Subject: : onthly Repo
SENITFIVE-BUT-UNSEASSH-IED

NON-RECORD

:':rewewed thiswitq_____] The support appears valid.

bhe

kic

-----Criginal Message--——-
From: i OTD) (FBI)
Sent: Tuesday, August 15, 2006 11:2
To: ﬁ;ﬁg(om) (st);]| I(OTD) (FBI)
Subject: H Monthly Repo

NON-RECORD

)

:j run this through the project leads to make sure it is accurate and that nothing is "exaggerated” or out of place.

D Look over the DCS-3000 stuff for the same things.
k6
Let me know the validity of the report. e

1]

55,

Telecommunications Intercept & Collection Technology Unic

70 ek %b 6
20 ell WL

----- Original

From: OTD)(CON)

Sent: yesday, Au 5, 2006 11:

To: TD) (FBI) (OTD) (FBI)
Cc: (OTD) (FBI) OTD) (FBI)
Subject: onthly Report

NON-RECORD

The attached report provides information related to the services provided by the ETMU staff in support
of TICTU during July 2006. The data is compiled from our SOIL, CSOC, Facilities Engineering, and
Logistical Engineering staff as well as the DCSP System Administrators and Analysts deployed around
the country in support of TICTU fielded ELSUR collection systems. I hope you find this information
valuable.

42
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<< File: TICTU Report-July 06.doc >>

R

&
k7C

ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

Phone: 703

Fax: 7031

SENSHIVE-BUT-HNCHASPIEY

SENSITFRAE-BUTF-UNCEASSHHED

ba
AENSITIVE-BHT-HNCEASSINED bole
koTD) (FB))

From (OTD) (FBI)
Sent .
To: TD) (FBI)
Ce: (OTD) (FBI)
Subject: . Report tor - July 2006
SENGITFIVE-BUT-UNGEABSIEIED

NON-RECORD

1S task is whatl |currently is assigned to. This task is for operations support, including TMD review,
DCS3000 manual an review,
hardware configuration, and deployment support.

_____ Original S ol AW
From:
Sent: , 2006 8:35 AM
To: (OTD) (FBI)
Subject: FW: Report for TICTU - July 2006

NON-RECORD

Whatd did/does this pay for. hé

k7cC

S55A |

I elecommunications Intercept & Collection Technology Unit

703 Idoek

43




----- Original aaaac
From; (OTD)(CON)
Sent , 2006
(11 D) (FBI) TD) (FBIY] foD) (rBI)

I(OTD)( (OTD)(CON)
Subject Report for TICTU - July 2006
~OENSFIVE-BHT-HNGIASSIEIED-

NON-RECORD

The attached report provides information related to the services provided during July 2006.

b2
<< File:| > <<Fie] |>> .

Thanks,

-E, 3rd Floor, Room# 3A43A
Building 27944A, Quantico, VA. 22135 ke
Engineering Support Services (ESS) k7C
ELSUR Data Management System (EDMS)
ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Operational Technology Division (OTD)
Phone: 703 |
Fax: 70

“SENSITIVE-BUT-UNGLASEIRIED
“SENSITIVE BT UNCTASSHNED
“SENSTTIVEBUT UNCEASSFED.
OTD) (FBI)
From: L __INK) (FBI)
Sent: Tu ust 15 2006 1:55 PM
To: OTD) (FBI)
Subject: RE: Re: DCS 3000 CD-RW's
UNCEASSIMED—
NON-RECORD bé

}L_ ]
Jo

Thanks:] could you please send me the Tech Tips. Thanks.

----- QOriginal Message-----
From: OTD) (FBI)
Sent: 006 8:51 AM
To: K) (FBI) ;
Subject: TRe: B 2
UNCEARSHED-

NON-RECORD




o @
—

I___Smgm_gmms_am_sfving the information to a directory on the machines C: drive and then using either the

creation methods to burn the target information onto disks [ Jis working on a "Tech Tips" best practices edition
for how this is being done.
However, that said, we are invesitgating the use of the dreadec] J There are many

policies to consider in using this
type of media. | }rom New Haven is working on these issues. She is feeling out the potential hurdles

we might face. The first
gﬂng at is taking a data storage device from an unclassified (DCS 3000 Cleint) to a classified:

ystem.

he has found out that the]__ _JMUST have write protection capabilities and that write protection must be -
on before connecting the
drive to his is so the Classified system can not write to the media, which makes sense. There are scanning
for virus nd othe
things that still need looking at. So, that is where we are at. Call me if you want a pre-edition of the Tech Tips from

[_m—_g'br want to discuss this. . bz
50, there is the evidence issue. | have always been told “first removable media." | am not a lawyer however. e

----- Original Message-----

From: [ NK) (FBI)
Sent: | 006 1:39 PM
To: | OTD) (FBI)
Subject: Re: DCS 3000 CO-RW's
“UNCEASOIHED- .
NON-RECORD {FEL
e 7C

Do you know how other Divisions are upload the information from DCS 3000 to TA using the cd's.
S

New;

973

ALl
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o @

b6
joTD) (FBI) b
From: L (OTD) (FBI)
Sent: , 2006 11:23 A
To: WOTW (FBI); ] (OTD) (FBI)
Subject: g Monthly Repd
=SENSITE-BHTF-HNOEASSHHED

NON-RECORD

run this through the project leads to make sure it is accurate and that nothing is "exaggerated” or out of place.

~ o
e}
e

Look over the DCS-3000 stuff for the same things. %
L ONEW

Let me know the validity of the report.

S5,
delccommunications Intercept & Collection Technology Unit
ool
703 esk .
207 ell o

----- Original Mess

From: I OTD){(CON)
Sent: uesday, August 15, 5 11 pllambbi
To: ) (Fan]__ OTD) (FBI)
Cc: m(om) (FBIJ QTD) (FBI)
Subject: onthly Repart

~SENGH-ME-BUT-INGEAGSIFED
NCN-RECORD

The attached report provides information related to the services provided by the ETMU staff in support of

TICTYU during July 2006. The data is compiled from our SOIL, CSOC, Facilities Engineering, and Logistical
Engineering staff as well as the DCSP System Administrators and Analysts deployed around the country in
support of TICTY fielded ELSUR collection systems. I hope you find this information valuable.

TICTU Report-July
06.doc (136 ...

R/

| ]
ELSUR Technology Management Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)

Operational Technology Division (OTD)
Phone: 703| |

Fax: 703L I |

&

5
A1 gy M

@]

&
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L8 o5
From: OTD) (FBI)
Sent: 15.2006 9.02 AM
To: OTD) (FBI)
Subject: RETSSO .
HNGEAOSIMED™
NON-RECORD

I will need to meet with you and our new ISSO in SMO. Can | schedule something? Just a meet and greet type thing.. No
longer than 1/2 hour 45 minutes. How about 1:30 Wed??

703! | k6
oT ysical Security Specialist e
~---Original -

From: OTD}) (FBI) b6
Sent: st 15, 2006 8:56 AM .
To: (OTD) (FBI) o
Subject: : :
~UNGEABBIFIED
NON-RECORD

:J the ISSO for the DCSNET.[ s the ISSO for DCS-3000. | don't know who the ISSO
for DCS-5000 is? Hope this helps.

----- Origj = Lic
From: %om) (FBI)

Sent: Monday, August 14, 2006 3:10 PM

Tor [ o) (reny

Subject: [550

UNCEAISIFIED
NON-RECORD

Are you the ISSO for DCS-5000 oris]____Jrorall ICTU??
I h7C

0
QTD Physical Security Specialist

47
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UNCEASSIFED-
HNGEASSIFHED-
~HNGASSHHED
(OTD) (FBI) .
From: L l(oTD) (FBY) BIC
Sent: | t 15, 2006 8:56 AM
To: : m@m) (FBI)
Subject: :

ONOEAOIFIER-
NON-RECORD

I__|_lam the ISSO for the DCSNET_____ is the ISSO for DCS-3000. 1 don't know who the 1SSO

for DCS-5000 is? Hope this helps.

----- Original Message-----

From: QTD) (FBI)

Sent: 14, 2006 3:10 PM
To: (OTD) (FBI)

Subject:  I1S50

“UNOEASSIPIED
NON-RECORD

o
-1 3

Are you the ISSO for DCS-5000 or is[___Jfor all TICTU?2

L |
70 ] .
Lo
ONCEASSHFED-
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o)

koTD) (FBY) oo

From: L |(OTD) (FBI)

Sent: . 6 8:51 AM

To: K) (FBI)

Subject: - Re: DCS 3000 €
oz
oY)

—UNCEASIPIED bs7C
NON-RECORD 7R

E;ﬁﬁces are saving the information to a directory on the machines C: drive and then using either the:
o burn the target information onto disksDis working on a "Tech Tips" best practices edition for

how this is being done.
However, that said, we are invesitgating the use of the dreaded ]| There are many
policies to con i i

type of mediai Ifrom New Haven is working on these issues. She is feeling out the potential hurdles we
might face. The first

is looking at is taking a data storage device from an unclassified (DCS 3000 Cleint) to a classified | |
system.
She has found out that the| ~ JMUST have write protection capabilities and that write protection must be on
befare connecting the
drive t | This is so the Classified system can not write to the media, which makes sense. There are scanning for
virus issues and othe

things that still need looking at. So, that is where we are at. Call me if you want a pre-edition of the Tech Tips frorrE]
or want to discuss this.
Also, there is the evidence issue. | have always been told "first removable media." | am not a lawyer however.

—--Original Message----- o
el m— Y RS
Sent: onday, Auqust 14, 2006 1:39 PM T
To: OTD) (FBI)

Subject: e: I

=

UNCEASHNED— 1513
NON-RECORD : 7C

Do you know how other Divisions are upload the information from DCS 3000 to TA using the cd's.

S
Ne
973
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OTD) (FBI)
From: | H1N) (FBI)
Sent: st 14, 2006 .4;
To: [ HN) (FB!Y: IHN) (EBY) (HN) (FBI);
LHNTTFET; Y ;
L6 S (HN) (FBN)] i
L7 HN) (FBI
Cc: (HNY(ERIN] Iinn eriy ]
' ANY (F B
EED] (HN) (FBh);
[TOTIR IR,
(OTD) (FBI) (HN) (FBI)
Subject: Power Qutage Friday o
bhé
e
SENSIHINE-BHI-UNGEASSHFED LT

NON-RECORD

To All,

I have been notified byl;}hat GSA will be shutting down all electrical service to the Federal Building on 8/18/2006
from 6:00 p.m. to 2:30 am,

[ ' nputers in the CMP gracefully, we (tech guys) will be shutting down th@
DCS 3000 and any other system that | forgot about on Friday 8/18/2006 at 4:30 pm.
'ou will need 1o turn off your computers and shut them down (turn off the electrical systemy) at that time. This includes all

of the printers and anything el’fe.cmn._;—aded.m.an electrical plug to include the UPS systems. If you don/t know how to do

it, please let one of us (mysel know prior to Friday.

All of our coliections will cease as of that time until we get back in on Saturday 8/19/06 to turn on all of the systems.

I Please turn off yochomputer & printer prior to COB on Friday 8/18/06.
] ) FY1 for CSOC.

SA e

e

FBl - hic

(808 (0) »TE

(808) ©)
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Duser ‘

(OTD) (FBI)

(OTD) (FBI) )
2 53 PM Tf*L:
| (OTD) (FBI) o 7C

From: |
Sent:
To:

Subject: " NOt 2 survey

SENSIHVE-BUT-UNSEASSIEIED-
" NON-RECORD

-—-Original Message-----

From: (WF) (FBI)
Sent: 12:31PM
To: (OTD) (FBI)

Subject: RE: Not a survey

SEASHIME-BUTLNG-AS SR

ke
b7C

NON-RECORD

3

53
[}

=
-1
~

NCS Technician 1S-2
20 Desk)

20 Cell)

20 Pager)

-----Qriginal E:ﬁ:ﬁ -----
From: OTD) (FBI)
Sent: onday, August i b 12:04 PM

To: WF) (FBI) by
Subject: RE: Not a survey . bé

ol
<3

NON-RECORD

| think it best if someone from your office replies.z s asking if your office enables the| ]
for each pen-register (criminal and FISA) target as a matter of policy/practice. The df%"t fn e - 1S not to

allow the Jafter the call is setup unless the check box called is checked
for each target. 1ju ked your criminal DCS-3000 system, and the vast majority are sé iCh means
you're not collectingsl:fﬁ)wst the| dialed at the beginnip i

| assume this is due to policy/practice in the office. If so, your response t

cases,

----Qriginal Message-----

From: \WF) (FBI)

Sent: 2006 9:37 AM__ e
To: “J oTD) (FBD|___ Joro) (ran| Jcoto) ¢y o
Subj .

-SENSITIVE-BUT-UNGLASSIEIED.
NON-RECORD

51




| o | @
Al\, SE}R?T e

e
Please seeDemail below and respond directly back to him as soon as possible. Thanks!

""" Oﬁgilfmw_b
From: TD) (FBI)
Sent: Mondav. Auqust ]ﬂ1 2006 8:14 AM
To: OTD){CON)

Cc: L LOTDY (FBIN] (OTD) (FBD): oTD)
: (OTD) (FBI} FBI);
(OTD) (FBI)

Subject: Not a survey
Importance: High

HNOASSHEIED
NON-RECORD hé

Ste

please forward to all TS/TA's for a response.

Ladies and Gentlemen,

Can everyone please send me a very short reponse on the practice your offices follows in t e of the DCS-
3000. Do you ONLY capture thbf numbers or do you use the toogle to capture umbers. |

Since there are many options available to us on how much dialed information we collect we need to know what the
norm is around the country. | understand that some of you wilt answer it is on a "case to case" basis, but | am just
looking for the norm in your office.

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 k7
allows.

ba

7o

. | ]

I—H_l_lec nica Personnel Development Unit

0O: 540
C: 202

53
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Thanks
ba
B
——Qriginal Message--—-
From: | JOTD)(CON)
Sent: I_Mnmau_Amm.a_zmis 8:22 AM
To: PD) (FBI); (FBI) JAT) (FBI)
. (MM) (FBI) NY) (FBI
PG) (FBLL: .
WE (EBI) DL) (FBD)
AN) (T 1 KC) (FBI)
:1) | KX) (FBI)] 1{LWV) (FBI) A ;
L) (FBI {BS) (FBI)
MM) (F W) (F !
FBI RH) LEBD)
NY) (FB1 FBI)EI T WE] (FBI
BFY {FRI)l (S FBI MP) (FBI);
kALY IEETY IME) (FBL NY) (F81);
" FBI
F) (FBI
[PHY (FH DN) (FBI
co) (Fg{ 1P) (FBI
@N) (FBD);
8A) (F ]
LA) (F8I
HO)
Subject: FW: Not a survey
“UNCCASSIMED™
NON-RECORD
All, .
Please see:email below and respond directly back to him as soon as possible. Thanks! Lle

-----Qriginal Message-—--

From: l !JTD) (FBD)
Sent: 8:14 AM
To: OTD)(CON)
Cc: i D} (FBI
TDY (FBI FBI
I oT .

Subject: Not a survey
Importance: High

“UNCHEASSHIFIED

NON-RECORD
oY)
k7e

Elease forward to all TS/TA's for a response.

Ladies and Gentlemen,

Can everyone please send me a very short reponse on the practice your offices follows in the use of the DCS-3000.
Do you ONLY capture th f numbers or do you use the toogle to captuanumbers.

7
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__S.EQ-RE—T"’.

Since there are many options available to us on how much dialed information we coilect we need to know what the

norm is around the country.

| understand that some of you will answer it is on a "case to case" basis, but | am just

looking for the norm in your office.

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows.

Martin

e e ————

—————————————

ersonne! Development

Unit

ks

e

From:
Sent:
To:
Subject:

ONCTASHHES
NON-RECORD

NK) (FBI) b2
06 1:39 PM k7
D) (FB)

Do you know how other Divisions are upload the information from DCS 3000 to TA using the cd's.

S
Ne

UNGLASSIRIED
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xR T
Y A e
To:
A) (FBI
WF) (FBI
s J(aN) Ep) {FBD)
B7C KX) (FBI)
) (FBLY BS) (F :
(SU) (E 1) (FB{) i(M 1 _
{MP) (FBI S (FBD] H) (FBD (NY) (FBI);
| o2t [PR) (FED) F) (FBI): (BF) (FBI);
I75E) (FBI) FBI FBI | (AL) (FBI);
KSF) (FB ) 1);
NH) (FBD)
BI); OM) (FBI) EBI);
YPH) (FBT) DN} (FBT) 1(SD) (FBI) SC)
(FBI) CO) (FBI (IP) (FBD ¥ CG) (FBI kpE
(FBI) 1(LR) (!BT')I 1QN) (FBl) NO) (FBI)
(Px) (FBNL [BA) (FEDI 0
{NK) TAY (FBI) BA) (FBI) CV) (FBD) K)
(FBI HO) (FBI) MO) (FBI :
Subject: FW: Not a survey
TNCCASSIMED
NON-RECORD
All,
Please see: email below and respond directly back to him as soon as possible. Thanks!
-----Original Messagezzz
From: kOTD) (FBI)
Sent: 6 8:14 AM
To: OTD)(CONY
Cc OTD) (FBI) koe) (FBD Jotp) (F81)] jorp)
Oy Bl OTD) (Fel] J(GTD) (o0
Subject: Not a survey ke
Importance: High 7o
TURCEASISHHED
NON-RECORD

please forward to all TS/TA's for a response. by

kd

&3

Ladies and Gentlemen,

follows in the use of the DCS-3000. Do
umbers.

Can everyone please ery short reponse on the practice your offices
you ONLY capture th bf numbers or do you use the toogle to capturg

Since there are many options available to us on how much dialed information we collect we need to know what the norm is
around the country. | understand that some of you will answer it is on a "case to case" basis, but | am just looking for the
norm in your office.

o 7
1,

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows.

ha
Ab7 -
ssA |
L | _
Technical __BPersonnel Development Unit
O: 540
C: 202
58




o
}wﬂﬁ
THNSEASSHED-

NON-RECORD
All, if'b g
. 7o
Please see:email below and respond directly back to him as soon as possible. Thanks!
~--=Original rssanb_l
From: (OTD) (FBI)
Sent: MZOOG 8:14 AM
To: OTDXCON)
Cet : (S .
(OTD) (FBI) OTD) (FBI)
, OTD) (FBI)

Subject: Not a survey
Importance: High
DNEASSIRIED...
NON-RECORD_

ba

b7

lplease forward to all TS/TA's for a response.

Ladies and Gentlemen,

Can everyone please se very short reponse on.the practice your offices follows in the use of the DCS-3000.
Do you ONLY capture th of numbers or do you use the toogle to capture ﬁumbers.

) k6
Since there are many options available to us on how much dialed information we collect we need to know what the b7C
norm is around the country. | understand that some of you will answer it is on a "case to case" basis, but | am just
looking for the norm in your office.

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows.
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® 7 ®

kow ren 1 on ean el (SD) (FBDLL L5C)

(FBL Lico) (FBI)]Bij (IP) (FBI); CG) (FBI) | (0)3)
(FBI) 1

L(LR) (F "1 LN (EBI) |

(PX) (FBI) (BAMLER ) (FBI

(NK) (EBD} JTAY (+BI) ) (FBI) [V (Fet

(FBI) HO) {FBI) MO) (FBI
Subject: FW: Not a survey b

“UNCHASGIRIED b7C
NON-RECORD
All,
Please seDemail below and respond directly back to him as soon as possible. Thanks! ' g
----- Original Message-----
From: (OTD) (FBI)
Sent: onday, Auqu 6 8:14 AM
To: OTD)(CON)
Cc: JOTD) (FBI TD)
Subject: ot a survey
Importance: High
“UNCEASSIFED
NON-RECORD
e
bic

Dp!ease forward to all TS/TA's for a response.

Ladies and Gentlemen,

Can everyone please Efnf mf f very short reponse on the practice your offices ems in the use of the DCS-3000. Do &g

3

you ONLY capture th pf numbers or do you use the toogle to captur umbers. ke

=

Since there are many options available to us on how much dialed information we collect we need to know what the norm is
around the country. | understand that some of you will answer it is on a "case to case” basis, but | am just looking for the
norm in your office.

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows.

[ ]

SSAI J bha

@ . b el
Techni nnel Development Unit it
O: 540
C: 202

UNCASSIRED
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—sEBRET

“SENSITHYEBUT-HNOEABBIFED—

](OTD) (FBI) fo?f:

From: {OTD) (FBI)
Sent: uesday, Auqus 5:54 PM '
To: OTD) (FB])
J(OTD}) (FBI)

Sui)ject: XNIC

SHRCEAS SR
NON-RECORD b

;Yl/:) ‘-l} (“‘

Here are the types of data elements the DCS-3000 produces:

b
LS
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SECRET

QOTD) (FBI) b:
From: (SD) (FBY)
Sent: I_m;duum.ﬁma_zmm.lms PM
To: (OTD) (FBI) (OTD) (FB!)
Subject: DCS3000

~SENSFFVE-BHT-UNSEASSHIED
NON-RECORD

At the risk of sounding lazy, is it possible to have an auto-update feature that would allow the input of a target into the
warrant database on one client that would then allow you to select other clients you would like to populate with this same
data. For many different reasons, some good, some not so good, we are in a position where we have the same target in
multiple clients and not all are always remembered to be update at renewals.

SENSITIVE-BUT-HNSOEASSIFER-

(OTD) (FBI)

From:
Sent:
To:

YNy

JK) (FBI)
FBI)

Cc:
Subject: |

~NOEASSIMED™
NON-RECORD

Greetings.

I am checking in to see if you have had a chance to install the[_____ Jpackage [ Jetc) you
received at the RTL conference in Tampa.

If you haven't, please take some time this week, to do so. | would also like to run a few tests with each of you with a test
phone to confirm it's working.

You will need to work wit n S-3000 side to be able to configure your target for the .
ﬁ He can be reached at J:T
Please let me know if and when you have completed the install and tested it. ko7C

78

If | don't hear from you | will start calling you and bugging you. :-)

Thanks.

L o
703 | y
816] T a— oo
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L lom) sy pae

From: WF) (FBY)

Sent: 6 11:39 PM

To: (OTD) (FBI)
l: s )Subject: 3000

b1
RECORT ba

k2
ke

k7c

Just wanted to touch base with you on the Friday incident with thEnumbers.
We got gll four number is and they all downloaded.

703 ook th '

70 nd 70 ere quick since the ¢ r them began today

70 was quick also. it only had call records for I thought this one had call records back to March - Are
we missing anything on this one??

Can you check your system and tell me if we have anything pending for the above numbers??

Thank you for your assistance and patience.

be

aiC
[oTD) (FBI)

From: | WF) (FBI)

Sent: v Julv 31 2006 8:02 PM

To: , ©oTD) (B loTD) (FBI)

Subject: DCS Upgrade

HNGEASSIRIED -

NON-RECORD o2

HI -

We are upgrading the DCS 3000 to the latest version and we

notice thg[:ffjmas_ng;_connected. Please check. The system IP o

(sjgdgressr k2

In a couple Oof weeks we are going to have a power outage on the
plant and this will effect the DCS 3000. When we start the DCS
3000 systen i i
first? The

| etc.?
‘ 1o
Thanks, fi*
[ S IR
WIiE '
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TTAJ b2

b
'b e ]
-----Qriginal Message----- b7E
From: QTD) (FBI)
Sent 02 AM
To: LA) (FBI)
Bt P e -
NON-RECORD b

Since TA is an analytical tool we pass all the dialed digits from the DCS 3000. Have you contacted TA to see if
they can modify their system to handle this types of called numbers?

—-Original Me: |$33
From: Si&;;w (F8) I 7C
Sent: Monday_ July 24, 2006 2:28 PM 7R
To: QTD) (FBIL
Sub;;: RE' I'lystery

UNCHASSIFED
NON-RECORD

[ 1]

1 just spoke with] ] They are familiar with this. They said the customer is not actually dialin
the 011. Apparently this occurs when the customer makes a call that is handed off to the olc{f#g
network. They claim during the handoff a s added. Here is a sample of two calls that were rejected today
and the associated log file:

ERROR: MISSING 'TO NUMBER'
RECORD NUMBER:
DEVICE TYPE:
RAW DATA:
CALL DATE:
CALL TIME:
DURATION:
TARGET NUMBER:
FOREIGN:
el
RING COUNT: 00
CLASSIFICATION:
CALL TYPE: O
ERROR: MISSING 'TO NUMBER'
RECORD NUMBER :
DEVICE TYPE:
RAW DATA:
CALL DATE:
CALL TIME:
DURATION:
TARGET NUMBER:
FOREIGN:
e ] I—

RING COUNT: €O
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SECRET
“UNCEASSIHED
o2
DTD) (FBI) b5

From: ) (FBY) b7e
Sent: 1:38 AM

To: (OTD) (ERL

Cc: | JOTD) (FBI) (OTD) (FBY)
Subject: RH ystery

DNCEASSIEED

NON-RECORD, OTHER OUT OF SCOTE

L]

1 will forward the below info. to the Tel Apps people and see if they can get it corrected.

Thanks, b
L

TTAY

----- Original aa b%

From: ) (FBI) ks

Sent: :02 AM b7C

To: (FBI) LR

Subject: Mystery

UNGASSIRIED

NON-RECORD

NON-RECORD

Since TA is an analytical tool we pass all the dialed digits from the DCS 3000. Have you contacted TA to see if they
can madify their system to handle this types of called numbers?

b2
b
bic

b7E
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NON-RECORD

Hi guys,

This may be something you have long been
oing the uptoads, | have not seen it before. On some outgoing
local calls with pens the raw data indicates a 011 was dialed before the
number. As a result this number does not get uploaded to telephone apps. Instead the call is
rejected as an error; "MISSING TO NUMBER." These are completed calls, with a duration. This is
occurring with different targets on unrelated cases. All are outgoing calis fro

I have a quick question abo
aware of but, s

phones to local numbers here in LA. | can't believe would be dialing 011 before they make a
local call. Do you know why this is happening?

5%

WnIC
b 7w
DRCLASSIRED
“UNCEASOIHED-
HNSEASSIFED
UNSHASSIHED—
“UNSEASSIMED™
OTD) (FBI) b
From: [ loTo) (FBI) e
Sent: 5 9:53 AM
To: jOTD) (FBY)
Subject: e: New 0 Computer
ONCEASHHIED

NON-RECORD

]

Have you seen an RMS for this? If not can we send it to him (when time permits).

T

bhé

---=-Ungmnal — 1 ol
S E— Y o

Sent: 06 3:08 PM
To: (OTD) (FBI)
cc: I K) (FBI)
Subject: e: New Computer

~UNEEASSIMED"
NON-RECORD
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| don't know if you remember speaking to us or not regarding replacing our “front room” DCS 3000 machine. The one we
are using now is attached to the CDNRS machine. We what to remove it from the CNDRS and start having the |As
downloading from the DCS 3000 instead of the CONRS. The problem with the old machine is that it does not have a CD
burner. Is it possible to send us a new DCS 3000 computer? Thanks.

TONCHASSIRIED.
BN reeD - o7
[OTD) (FBI)
From: |(OTD) (FBI)
Sent: 41 AM
To: (WF) (FBI)] JoTD) (FBI)
Ce: WF) (FBI) kwr) (FBif (WF)
(Fbi
Subject: RE: ystem
b2
NON-RECORD o
Were the calls collected on the DCS-30007? if so, we can give you and th ey CD with an MS Excel
Spreadsheet with the call records and hypertext links to the correspo_ndin
bs
RIC

OTD) (FBI): TD) (FBI) b
(WF) (FBI) FBI b7E

ONEHAGSIRRD.
NON-RECORD

e
bC
----- Criginal = ‘

From: WF) (FBI)

Sent: Uesaay, Ju 06 2:25

e 10 (Fano> (G

cc: F) (FBI) (FBD) fwr) (FBI):WF) (FBD)

Subject: stem

BNEGEASISIPPD”

NON-RECORD
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I

Can we download a number and its information from the%}stem to adisk? Anagentis 1,7z
inquiring about this because the attorney's office said he needs the information to present to the

judge.

ba
hio

(OTD) (FBI)

From: | WF) (FBI)

Sent: 3 1 12:12 AM

To: (OTD) (FBIY| 1(OTD) (FBI)

YOTDYERD

Ce: W) (e JowF) (FB), WF)
(FBI)|§ kwr) (FBI)

Subject: DCS 3000 , ’

o
le7C
~ACLASSHE0—
NON-RECORD

Hi -
il

(3)-

We had a power failure inour building that affected all of our collecti
The D%came back up, but one switch is not connecting-in-th achine.

Can you take a look at this and notify] J202} Tol J204 Jif anything needs to be
handled on our side?

Also - Could you take a quick look at our systems and verify everything else is working properly?

_Thankvou,
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(OTD) (FBI)

From: L _toto) (FBI)
2006 8:4

Sent: 8:49 AM
To: (HN) (FBI)] foto) ka1 1

Subject: : DCS3000

I
9]
53}

p)

"DNELASSINED
NON-RECORD

Hey TR

I cannot ping the pix. So, what we need to check is:

are you iooking at the correct pix? the one | show in the database is:

power? is the pix powered on

cables? the ethernet cable from e0 should be plugged into the same switch as the dcs-3000, if so, unplug and replug from

both ends '
(3]

if no response, try rebooting the pix

hopefully one of these steps will fix it, otherwise the vb guys may need to send you a new pix. bl
I'll be in until 4:30 or so today if you want to give me a call this afternoon.

—

----- Original S .
From: Ny (F81) b
Sent: ~Monday, July 24,2006 5:56 PM bic
To: mtmﬁ) end }coro) (Fen){ ko) (rB1)
Subject: :

HNGASSIRED

NON-RECORD

ge if 1| am contacting the right person, if not, redir email. See below info sent t%ref
DCS3000. As mentioned, we are setting up a pen on E:hone, CDC going through the to th
We also want the CDC info going toms this will eventually become a Titl. DCS3000 is set up and

receiving the CDC on the line but it i VB. We cannot ping it from VB. JSI believes there is a connection
issue with the DCS3000. Don't know enough of the DCS3000 etc. to do much good.

Can you provide us with info to troub 2 Checked the Pix had a yellow cat 5 out of the Ethernet0
(vellow) port to the 3 Com Switch) as anted me to check. Set up between the Pix and switch is same, has
not changed from original setup years ago.

—

TT ivision

80 esk )

80 ell o
b 7C

-----Qriginal
From:
Sent:

To:
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C )

—SEeREF—
Subject: RE: DCS3000

he HNGHASOFEEr _
NON-RECORD . b2

Il b7E
g8) T
I: :I | cannot ping thé dutsid DCSnet side) of the firewall. Chegk the cables on the PiX: the outside

(Ethernet0 shown in Yellow) should have a CAT-5 cable connected to thg switch (the switch the DCS-3000

and routers are connected).

L7E
) Have been setting up a pen register for Jiine in vs|__| and in the DCS3000. Appear
=X warking in the DCS3000 but for some reason VB-: access to the DCS3000. JSI
firewall is not allowing VB access to the DCS30Q0. hows own

ariier tnis year.

if this helps.

kol
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__SEERET e
h7e
OTD) (FBI)
From: L (HN) (FBI)
Sent: .56 PM
To: (OTD) (FBIY] IoTD) (FBI)
(CTDy (FB
Subject: FW: DCS3000 -
ko
HNOEAISNFIES by 7C
e

NON-RECORD

;ot sure if | am contacting the right person, if not, redirect my email. See below info sent @%ref the
e 0

also want the CDC info going to

DCS3000. As mentioned, we are setti a pen on phone, CDC going through th the__] we
as this will eventually become a Till. DCS3000 is set up and receiving the
. We cannot ping it from VB. JSI believes there is a connection issue with the

CDC on the line but it is not going to
DCS3000. Don't know enough of the DCS3000 etc. to do much good.

Can you provide us with info to trouble shoot? Checked the] | nad a yellow cat 5 out of the Ethernet0

(yellow) port to

th a

wanted me to check. Set up between th

changed from original setup years ago.

kg
80 Desk k6
80 Cell bhre
----- Original Message-----
From: (OTD) (FBI)
Sent: Fri July 21, 2006 12:46 PM
To: (HN) (FBI)
Subject: RE: DCS3000
“UNCEASSH-IED-
NON-RECORD 1

L1

(Ethernet0 shown in Yellow) Shou
routers are connected).

and switch is same, has not

i
hé
e

b7E

de[- I DCSnet side) of the firewall. Check the cables on thel ] the outside
ave a CAT-5 cable connected to thd the switch the DCS-3000 and

""" Ol’lginal % .
From: . (HN) (FBI) b
Sent: Fridav. Uy 21, 2006 £:35 PM STe
To: - OTD) (FBI}
Ca: JTRR) (reD)| Jin) ¢
Subject:
UNOEADSIFED-
NON-RECORD
Have been setting up a pen register for a line in_ __] and in the DCS3000. Appears to be

working in the DCS3000 but for some reason

—SFERTT

does not have access to the DCS3000. JSI suspects th
76
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‘ I
® o o
|: S :| -...is.not allowing VB access to the hows]_ 1d0wn] Jinput status is
shown as Unknowii, Cannot-pin rom VB; had rteq Fo no avail. Never had
this problem previously, only since we have upgraded VB to arlier this year. As far as | know no, iP addresses -,

have not changed. Any guidance on how to work this is appreciated. -

fn 7 E

(8) Targetlineis808) | sur| . Jif this helps.

Is1
vISIon 6

808 Desk ke
808 Cell '

foTD) (FBI) o
b7C

From: NK) (FBl)
Sent: :08 PM
To: (OTD) (FBI)
Cc: (NK) (FBI)
Subject: Re: New DCS 3000 Computer

UNCIASOHHED
NON-RECORD

[ 1]

I don't know if you remember speaking to us or not regarding replacing our "front room" DCS 3000 machine. The one we
are using now is attached to the CONRS machine. We what to remove it from the CNDRS and start having the IAs
downioading from the DCS 3000 instead of the CDNRS. The problem with the old machine is that it does not have a CD
burner. Is it possible to send us a new DCS 3000 computer? Thanks.

ke
Newark Division o
97
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*—_.——f
_SEGRET .

L SY5!

k7C

b2
6
ke

78

Press enter to go to the next screen where you can enter a date range, if you want to. This will submit the report.

Yes it has been quite a while since we met and | think that it would be a good idea to meet again. We have some
people out on vacation for the next 2 weeks, but should be able to meet after that. Does that work for you? Do

you have some ideas of what you would like to discuss?

----- Original Mes: e

From: i !OTD) (FBI)
Sent: F: day, July 21, 2006 9:32 AM
To: [TOD)(CON})

Subj atistics on Pens
SENSITFIVE-BHT-UNOEASSIFED

NON-RECORD

Thave an inquiry about statistics for pen uploads. TICTU is asked frequently how many intercepts we
are supporting. Since we provide capabilities and equipment but don't actually perform the intercepts, this

is a request which is very difficult for us to get. However, in thinking js it occurs to me that our unit
does support the field with equipment for all the pen uploads from the and the DCS 3000 sources.
My
I.nusihn.is.\ub.etheni statistic for how many unique target phone numbers from our unit's supported systems

that are input into TA can be obtained? At this point this is an informal fact finding

request.

it has been a long time since we all met and given the fast moving nature of telecommunications | think we all

need
to have another meeting. Let me know what you think about this.

Thanks,

]
(703 | ‘

SENSIHIVE-BUT-UNCEASSIFIED.

oo
@)

SENSHHVHE-B NS SHRD-




Subject: Statistics on Pens }R{

e NON-RECORD

ave an inquiry about statistics for pen uploads. TICTU is asked frequently how many intercepts we
are supporting. Since we provide capabilities and equipment but don't actually perform the intercepts, this
is a request which is very difficult for us to get. However, in thinking about this it occurs to me that our unit
does support the field with equipment for all the pen uploads from theﬁand the DCS 3000 sources. My

ion is whether a statistic for how many unique target phone numbers from our unit's supported systems

nd DCSPC) that are input into TA can be obtained? At this point this is an informal fact finding request.

it has been a long time since we all met and given the fast moving nature of telecommunications ! think we all
need
to have another meeting. Let me know what you think about this.

Thanks,

SENSIFVEDUT-UNCEASSIPER

SENSHMNME-BUT-LUNCLASSIEED-

oA AN L A B

SENSIFIVE-BUT-UNCLASSIEIED
TYERYAR, KEITH A. (OTD) (FBI)
From: L JToD)CoN) e
Sent: i Ju 10:43 AM -
To: (OTD) (FBI)
Subject: RE: Statistics on Pens
SENSHVE-BHT-HNGEASSIFED-
o OTHER out of scops

NON-RECORD

CTHER out of scops

$%3) 81

k7C
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-----Original l‘i?aau_b bé
From: TD) (FBI) ’ BTo

Sent: ' 006 9:32 AM

To: (TTOD)(CON)
Subject: Statistics on Pens

NON-RECORD

‘ | ;ave an inquiry about statistics for pen uploads. TICTU is asked frequently how many intercepts we
are supporting. Since we provide capabilities and equipment but don't actually perform the intercepts, this

is a request which is very difficult for us to get. However, in thinking about this jt occurs to me that our unit
does support the field with equipment for all the pen uploads from the nd the DCS 3000 sources. My

uestion is whether a statistic for how many unique target phone numbers from our unit's supported systems
ﬁ:h:gand DCSPC) that are input into TA ¢an be obtained? At this point this is an informal fact finding request.

| 9%

i

Rl
i~ 7 R
NN

t has been a long time since we all met and given the fast moving nature of telecommunications | think we all need

to have another meeting. Let me know what you think about this.

Thanks,
SENSITIVEBUT-UNCEASSIFED ,
e
. bhC
SENSITIVE-BUT-UNCHASSIFIED
ko) (FBY)
From: L _loTp) (FBY)
Sent: i 6 9.32 AM
To: ITOD)CON)
Subject: 1IStics on Pens
SENSITHIVE-BHF-UNGEASSIFIED-

NON-RECORD

{ have an inquiry about statistics for pen uploads. TICTU is asked frequently how many intercepts we
are supporting. Since we provide capabilities and equipment but don't actually perform the intercepts, this
is a request which is very difficuit for us to get. However, in thinking about this it occurs to me that our unit
does support the field with equipment for all the pen uploads from th and the DCS 3000 sources. My
ion is whether a statistic for how many unique target phone numbers from our unit's supported systems
ﬁnd DCSPC) that are input into TA can be obtained? At this point this is an informal fact finding request.
as been a long time since we all met and given the fast moving nature of telecommunications ( think we all need
to have another meeting. Let me know what you think about this.

Thanks,

fiwka)
bh7C

SENSHIVE-BUT-UNCLASSIRIER

82
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a7
OTD) (FBI)
From: (OTD) (FBI)
Tor J10) _EIH(OTD) FBnl__ |
Cc: ' —OTD) (FBI)
Subject: Termination Attempt Messages wi

NON-RECORD

All,
This is to recap the discussion/test that we did on the VB this morning. First, the problem statement:

[
ke .
b7

bh1E

~SENSHVE-BEHT-UNCEASSHNED

foTD) (FBI) o
From: (OTD) (FBY)
Sent: :5_1_o|5 PM
To: : (OTD) (FBI)
Subject: ?WI I
b2

SENSITIE-DHT-HNCEASSHIFED- bR
NON-RECORD

FYi

--—Qriginal Message.._.-

From: | J(HN) (FBI) -

Sent: __Monday, July 17, 2006 10:19 PM e
To: oTo) (FeN] ko) (re1) o
ce N) (FBI)

Subject:

NON-RECORD




[

~1
-]
3

3

L2 @

We are anticipating being able to test thq bnd| [Tuesday, 7/18/06 at approx. 11:00 am HST. This willbe 5
pm EST an a.m Wednesday.
We should know by 10:30 am HST if our set up is completed, etc. and ready for the test. Can one of you be available to

assist if we have problems?

ﬁ ‘ lee

17C
-----QOriginal Mess:
From: 1 J vy (rey b
Sent: d 6 3:21 PM .
To: (OTD) (FBI) oo
Subject: 12 n7C
UNCHAISHHED

NON-RECORD

from the] ] to the DCS3000 switch | i
so | assumed it was not to be used. Hope this is correct.

On Wﬁay we will get two b1 lines in our office. Do | connect the Ii%}e of the 4 ports on the top right, back side

of the using the black splitter connector cables provided with the I am usually in by 6:30-6:45 am HST or
12:30-12:45 pm your time. Send me an email or calt if the the set up is not correct.

We would like to test the lines from[__Jif possible on Thursday as it will be Friday[____Jime. If we do it about 11:00
am HST, it will be 5 pm your time and 7:00 am{__ e, Friday. Can you stay till that time or later, to see if it works
and make any adjustments as needed? We will get back with you once we coordinate the[:]T elephone point of
contact.

nka bhé
7o
onolulu Livision
808 Desk
808 Cell
. b2
--—-Original Messraa——l ke
From: HN) (FBI} b7
Sent: I.MW.ZQQ&.ZI‘“—‘ PM BIE
To: HN) (FBI) o
Subject: FW:I I
—UNGEASSHED-
NON-RECORD
-----Qriginal Message---—-

From: HN) (FBI) Lo

Sent: Monday, July 10, 2006 6:58 AM e

Tor i) (FBI) oo

Subject: L7c

7B
UNCHASSIAIED
NON-RECORD
84
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FYI

----- Original lrmaa_l -
From: QTD) (F8I) o

Sent: .53 AM r: p
To: HN) (FBI) o0
Subject: RE: kedc

TUNCEASGIED
NON-RECORD

Q&he ne\:éhould be hooked up with a patch cable from the ethernet port in the back of the cpu to the

0 switch that has the other DCS3000 machines connected to it. From there we can configure the machine

asked me to send you six more| | I will do this today. if you have questions
regarding the rack call or e-mail me and | will explain it further. The cards can be inserted with the power on in the

rack.

kTR

The new CPU has Dard in it to answer the phone lines. lt‘ also has special spftware to sort and buffer the data.

The targets j [ Iovay
multiserver. |r
| will be gone this afternoon but | should be here the rest of the week. should also be here all week.
My new number is 703] Endl is 703} |

Let us know if you need anymore help.

[]

Electronics Technician 6

OTD/ESTS] bre
Phone: (703
Pager: (800

----- Ori ————
From: (HN) (FBI)
Sent: 11:04 PM
To: (OTD) (FBI)
Subject I
=UNCEASSFED

NON-RECORD

We put up th%n the rack near our DCS3000. Did you want to jump into th through
the existing D if we connect aL__jline to it? If not email me instructioniﬁfﬂ?\'ﬂ;lw You want this done and
we do it Monday.

We would like to have this set up for testing prior to us getting th lines {two analog lines) from themon

bz 0 we can just connect the lines and have Guam testIl from there. We understand we will nee
s &:ﬁrﬁr the audio portion. Do we need a particular type 01: Email me any instructions how
e you want this done, etc. and we will set it up.
h7E g
Can you provide us some info on the function of theI | On the t was labeled DCS3000. Is this a
different configuration DCS3000 to handle the overseas calls? If not, could we not use the existing DCS30007?

85
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@ ®
b2
‘ from th to the DCS3000 switch | ] The| I 7T
so | assumed it was not 1o be used. Hope this is correct.

Oon W, y we will get two b1 lines in our office. Do | connect the lines to one of the 4 ports on the top right, back side
of the using the black splitter connector cables provided with thel____P | am usually in by 6:30-6:45 am HST or
12:30-12:45 pm your time. Send me an email or call if the the set up is not correct.
We would like to test the lines from] lf possible on Thursday as it will be Friday,gime. If we do it about 11:00
am HST, it will be 5 pm your time and /.00 a me, Friday. Can you stay till that tme or later, to see if it works
and make any adjustments as needed? We will get back with you once we coordinate thedTelephone point of
contact. :
ba
’ onolulu Division
80 Pesk
80 Cell
----Original Message----- b2
From: (HN) (FBI) Lé
Sent: :49 PM RiC
- To: HN} (FBI) BIE
Subject: FW:I I
—UNCEASSINER—

NON-RECQORD

b2

----- Original e
From: N) (FBI) }; 7
Sent 158 AM T ;
To: HN) (FBI) Sk
Subject:
UNCEASSIFIED

NON-RECORD

FYI

-----Original

From: OTD) (FBI) .
To: N) (FBI) T“ o~
Subfect
UNCEAGSIFED

NON-RECORD

L';;;;Lhe new______ Fhould be hooked up with a patch cable from the ethernet port in the back of the cpu to the
0 switch that has the other DCS3000 machines connected to it. From there we can configure the machine

using
sked me to send you six more] I will do this today. If you have questions
g the rack call or e-mail me and | will explain it further. The cards can be inserted with the power on in the
rack.

The new CPU has aDard in it to answer the phone lines. It also has special software to sort and buffer the data.

87
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The targets i our reqular DCS3000 and we will make a connection to th r
multiserver.

. b2
| will be gone this afternoon but | should be here the rest of the week.:should also be here all week. ) -

ky7ex

My new number is 703| Iand Iis 70 ] bE

Let us know if you need anymore help.

515
I'Er_l_—'l'_h_l | S% i
ectronics |echnician
OTD/ESTS/]
Phone: (70
Pager: (800

b2

bUE

NON-RECORD

We put up theDin the rack near S3000. Did you want to jump into thel |through

the existing DCS3000 if we connect line to it? If not email me instructions on hiow you want this done and

we do it Monday.

We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from thel::on

Wednesday sc we can just connect the lines and have Guam test j ‘We understand we will need
:#(or the audio portion. Do we need a particular type of&fﬁ Email me any instructions how

you want this done, etc. and we will set it up.

Can you provide us some info on the function of the
different configuration DCS3000 to handle the overseas
Any backgroun info is appreciated.Dis not here an

]

| on the[ ]t was tabeled DCS3000. Isthisa 4,
t, could we not use the existing DCS3000?7 4,
nd | are putting this together. T

bh7E

UNCLASSIFIED

UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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Q. —

ha
(OTD) (FBI) ete
From: ke loTD)(FBY
Tort . (cF;I\TA?a...EBnI ] (OTD) (FBI)
To: [ I ¢ ]
Cc: | |0TD) (FBI) J(OTD)(CON)
Subject: . contingency plan information

UNGLASEIFIED:
NON-RECORD

Can your ISSO provide the information requested for the DCS-30007

Thnx,
-ca

—---Original Messgaeszzs
Erom: D) (FBD)

=3

Sent: Tonday 3y 17,7006 12:16 PM
To: D)(CON)

cc: ho) (cony| foro) (FBI);E:(OTD) (FBI)
Subject: T mation

“UNCEAINAED
NON-RECORD

I need contingency plan results for the following systems:

Data Collection System 2000
Data Collection System 5000

u, ]-3 '
----- Original —
From: (OTD) (FEI)
Sent: 12:12 PM
To: SecD) (FBRw
ce: 1 D)CoN)L_ koto) (conf oo}
TOTD] \FBl)
Subject: RE: Contingency plan information )
UNCrARSSIMIED
NON-RECORD e
bffﬁ
Per our phonecon -| Jis the ISSO for the systems in question. I'm sure he will
be able to provide anything you need. Though 1 believe that he may be out of the office at least
part of this week.
Skle

89




b
;ﬁRE l Eouie

ELSUR Technology Management Unit (ETMU)
Efectronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD)

ERF, Quapti ‘

Tel: (703)
Cell:(202)
Fax:(703)

Sent: Monda 1:26 AM
To: OTD) (FBI) -
Subject: ToRUNGEncy plan mrormation b

h7o
UNCLASSIFIED
NON-RECORD

e ———————

mrnglency plan results for the following systems:

Data Collection System 3000
Data Collection System 5000

Thanks bé

HNCIAGGIFED-

90
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e

(OTD) (FBI)
From: | ] (OTD) (FBI)
Sent: M ly 17. 2006 11:0
To: (LA) (FBI); [oTD) (FBIY| koTD)
Ce: La) (Fa| _wa) Fen lLa) By
Subject: RE : b2
Y5
. h7e
HNOAGEIFED L7E

NON-RECORD

We'll look into a fix for this on the DCS-3000. You should consult witri |for a fix for thez in the
interim, the only way to comply is set the stop date with{_____Jand then alter [his date reset the stop date withou| ]
uthorized.

1

----- Criginal e
From: LA) (FBI) .
Sent: Friday, July 14. 2006 12:36 PM e

To: ; OTD) (FBD); QOTD) (FBI) ?P_;TC
Cc: JLA) (FBI)

Subject:

UNOHASOIFED
NON-RECORD
h2
A

Hi guys,

information. Out here in LA we are seeing many separate orders for ollection, with start and stop
dates differing from the pen register order. It is difficult to keep track ure we stop collection of the
at the appropriate time. Is there any way to build a separate stop date into the client software for

We seem fo be losing the battle regarding use of____Jlanguage in a :en order to collectm

nformation?
TIAS
LINGLASSHD
— . k6
hic
UNGEASSIFIED

91




7c 7

OTD) (FBI)

From: OTD) (CON)

Sent: ‘ 11 PM _

EZ {OT?()O(%;)(, ; '-(%)TD) G0 |
Subject: DCS-3000 H@hema o

h7E

NON-RECORD

Attached is the first draft of the schema to be used for sending data from DCS-3000 tDlease review it and
provide comments.

e
LSYie:
h7E
erset
=
DCS3K
xsd (8 KB)

ke

ment Unit b7

mewm'!
Electronic Suguei hnology Section, OTD
Phone: 7,
Cell: 571

92
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koTo) (FBY) e
From: L SF) (FBI)
Sent: I_ILBdaL.IHMJ-ZQQD 12:53 PM
To: OTD) (FBI)
Subject: CDC Issue
b2

o & bé
ONOEABEIEIED . K7
NON-RECORD = '~ BIE

{ —
Sorry to keep bathering you. ad set up a CALEA T-1 intercept wit or one line. | __Jadvised th
because it was i CDC could only be sent on a ent ahead and had an}

terminate in a City of ffice within distance of the CO. 1 asked the case agent if the pen was critical in his

investigation and he ad that he would already know who was being called and mainly wanted the CCC, so the CDC
went to cyberspace. has since put four other targets on the same T-1, but that agent needs the CDC.

I'm told that the office area th4 Iterminates isin , but I haven't seen itDasn't seen it either. If
we can confirm that it's under the control of the Ci would we be able to put a router there to connect up
to us here i The plan would be to built ircuit to our co-location in San Francisco then tt:/er

Let me know your thoughts and if it's okay, what I'll need to RMS.

Do you want me to send an RMS requesting the new DCS3000 forD

925
e
CUNESEASSIFED- b7C
(OTD) (FBI)

From: . L OTD) (F8I)
Sent: o] 7:37 AM
To: OTD) (FBI)
Subject: FWfl |

ONCHASGIRIED b

Electronics Technician % e
OTD/ESTS/TICTU i

Phone: (703 |

Pager: (800 ]

-----Original Message--—_-
From: I | GOYG:Y

Sent: 5:21 PM 52

To: TO) (FBI) g

Subject: FW ,L“ s
hIE

93




: ' i
b
ET oo
LNCLASSIEED b7
NON-RECORD

| connected an ether from th{ Ito the DCS3000 switchr l Thd |
port was taped on th o | assumed it was not to be used. Hope this is correct.
On %ay we will get two b1 lines in our office. Do | connect the lines to one of the 4 ports on the top right, back side

of th using the black splitter connector cables provided with thel____¥ | am usually in by 6:30-6:45 am HST or
12:30-12:45 pm your time. Send me an email or call if the the set up is not correct.

We would like to test the lines fro]___}f possible on Thursday as it will be Friday, Jime. If we do it about 11:00
am HST, it will be 5§ pm your time and 7:00 am ime, Friday. Can you stay till th. ater, to see if it works
and make any adjustments as needed? We will'geT back with you once we coordinate th elephone point of

contact.

I_Ihan're

TTA Hanaluly Division 7C
804 Desk
809 Cell

———-Original M —
From: I EE{-Ni) (FBI)
Sent: 49 PM
To: {HN) (FBI)
Subject: FW:| |

ENCEASSIFIED—
NON-RECORD

----- Qriginal
From:
Sent:

To:
Subject:

NON-RECORD

FYl

----- Originangisamh_l-—
From: TD) (FBI) ko

Sent: 53 AM hé
To: HN) (FBI) 7o
Subject: HTE

~HNSASSHHED—
NON-RECORD

he neleshould be hooked up with a patch cable from the ethernet port in the back of the cpu to the
i has the other DCS3000 machines connected to it. From there we can configure the machine

using

94
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L QEDR‘ET A A .

[——Jesked me to send you six more] ]i will do this today. If you have questions
regarding the rack call or e-mail me and | will explain it further. The cards can be inserted with the power on in the .

rack.

The new CPU has

The targets gan be entered into
multiserver.
—

i will be gone this afternoon but 1 should be here the rest of the week. hould also be here all week.
My new number is 703 kng k 703] |

Let us know if you need anymore help.

"Electronics T echnician
OTD/ESTS ‘

.Phone: (703

Pager: (800] b2

beé
c

----- Origi 3 (“
T
Sent: ' 11:04 PM
To: OTD) (FBI)
Subje I
“UNGABBINED
NON-RECORD
We put up theDn the rack near 3000. Did you want to jump into thel_ ] through
the existing DCS3000 if we connect line to it? If not email me instructions on how you want this done and
we do it Monday.
We would like to have this set up for testing prior to us getting the B1 lines (two analog lines) from the! n

Wednesday so we can just connect the lines and have Guam testd We understand we will need
Ejfor the audio portion. Do we need a particular type o Email me any instructions how
you want this done, etc. and we will set it up.

Can you provide us some info on the function of the On th4 'lwas labeled DCS3000. Is this a
different configuration DCS3000 ¢ the overseas calls? , could we not use the existing DCS30007 , ..
Any backgroun info is appreciated is not here an nd | are putting this together.

- .
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ONCCESSIrTrD
~HANCLASSIRED—
lot) (FBY
From: ‘ 1sa) (FB1)
Sent: 4:54 PM
To: OTD) (FBY)
Subject: McAllen] |circuWDCS 3000

HNGEASSHIED
NON-RECORD

ot the provider to check the circuit. Now hisl 'ights are out, but the system is still not working. |

tried to ping the router without success. What should we do next?

Thaet e
SA b7¢
210 7T
UNCHASEIHED

OTD) (FBY)
From: - HO) (FBI) T;”
Sent: loadoulul.10 2:33 PM Lic
To: (OTD) (FBY)
Subject: Qluestion re 1arget record
SENRSITIVE-BUT-URCEASSIFED

NON-RECORD

L1

I'm the[ |n Houston and | work the the Tech Agents. | checked with them about an
rmwwnm.mumzﬁuzzled. | rqcai actecord on 7/2/08, for target number
| checked but this number isn't entered as a target
number. | checked the] Jmachine| ], and the DCS 3000 (criminal) but this number hasn't been entered there
number?

either. How did we come up with this | haven't collected anything on this number since then, so do | just ignore
this happened? Or, shouid something like this be reported?

Thanks for your time!

19| ] b2
Ho ke
T &
SEMNSIME-BUTLNCLASSIFED
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! Ls

1 ; koTD) (FBI) | b7e
From: WF) (FBl)
Sent: 06 7:57 PM
To: (OTD) (FBH)
Cc: VF) (FBI)
Subject: N REGISTER WITH
MNG-ASSI R
NON-RECORD

Hil - We have a court order that covers|[ | How do we
implement the pen register in DCS 3000 with | |

. Line was already set up in DCS 3000.| pnd I
tried to set up the line to Client, but we are getting
message:Target not sent to Server (Reason: Not authorized).
I called and advised that we are not receiving
data since the line was provisioned on July 3, 2006.

advised there have been activity from July 3 thru
todays date. If we don't set up the line to server would
that reflect of not receiving data?

FBI= S—2 b6
20 o7e

HNSASSHHED-
(OTD) (FBI) b
rk"—w =]
From: C —1sF) (FBI) c
Sent: 6 2:27 PM
To: OTD) (FB))
Subject: DCS3000

b

BNCLASSIEIED
NON-RECORD b7

! -

Everyday the DCS3000 keeps opening up a error box with the message "Client - Cannot determine the

I: S :I device typé from the given fllename extension". It will some times be displayed 20 times. I close all the messages and
they reappear later. I've tried a reboot of the system, but the message keeps coming back. Can you take a look when
you get a chance or give me a call to expiain what it's trying to open?
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I'm in the process of trying to get a new motherboard, processor, and RAM to upgrade the DCS here. Whenever?
tries to burn copies of large end of pen reports to CD, the DCS says it's running out of memory and crashes. Is this the
correct direction to go? It doesn't happen if they're small files.

ha

The case agent inquiring about the 800 no. pen never got back to me, so I don't know what the status is. b7

Let me know what I need to do. Thanks.

924 ]

bea

HNSEASSIHED Larle
OTD) (FBI)

From: | __INK) (FBI)

Sent: Thursday, July 06, 2006 11:32 AM

To: -1(OTD) (FBI)

Ce: | [NK) (FBI).
Subject: Re: D 000 Computer.

HNGEAGSHIED
NON-RECORD

| don't know if you remember speaking to us or not regarding replacing our "front room" DCS 3000 machine. The one we
are using now is attached to the CDNRS machine. We what to remove it from the CNDRS and start having the I1As
downloading from the DCS 3000 instead of the CONRS. The problem with the old machine is that it does not have a CD
burner. Is it possible to send us a new DCS 3000 computer? Thanks. .

s b

Ne

ONCTCASSIFED.
— ba
biC
OTD) (FBI) o
From: (OTD) (FBI)
Sent: Wednesday, July 05 2006 9.5
To: WF) (FB); J(oTD) (EBY
Ce: I VRN [owr) (renC JwF)
] | WF) (FBI)
Subject: RE: DCS 3000 modem
HUNGEASSIEIED.
NON-RECORD
20 s the number for the modem a The modem at this location is not answering, which is the -
. reason the connectlon tc{j is down. We (WFO) need to contacf—__Jro seek assistance in restoring the "~

connection. 3
7

bE
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----- Original

From: WF) (FBI)

Sent: 2006 9:23 PM

To: o1D) (e81) OTDY (ERN

Ce: (FBY); dwnesn__——Jwr (FeD

Subject:

UNGHASSIMED- e b2

NON-RECORD k7C 0o
RTE

Some of this information is third hand so it might be a little distorted.

This is what | was told;

contacte stating a line was running open stated it was for::

tracked 1t to a modem that was not working properly. The modem is dialing out; can't connect, hanging up and

redialing. This has been occurring for a week now.

This is my research:

is modem. It is modem number # 6. It is connected to port# 5 on theZI;erfes machine withD

machine. S|
[§) - liooked onthe. Imultiserver and found thel switch but it was not checked. k2
I hooked aF to the modem and determined the number being dialed is ZOD—~— Do you know it 7¢:

what this is?? | don't.

%!
](\ [y

h7E

| searched this in our database and came up with nothing which probably means that we did not order this line.

Can you look into this and determine what this modem was being used for? Is it still needed? Can we power it off??

ﬂu for your help.

7o

) __AfTRET



http://7t.lv

Q.cr

|(oTD) (F8!) o6
7o
From: | bTD) (FBI)
Sent: 006 8:51 AM
To: (OTD) (FBI)
Subject: : modem
“NELASSIFIED-
NON-RECORD
béa
ke
~—-Qriginal Message---—-
From: Jwr) (Far)
Sent: Monday. July 03, 2006 9:23 PM
To: Jcot) (FBD] OTD) (FBI
Cc: Jwh (rarf l_T(_!WF FBI I_u_)_I(WF) G:; I YG:
Subject: ’ odem
TUNCEASSHRD b .
poAAAT] atimiam o h2
NON-RECORD b7 e
HIo
7L

Some of this information is third hand so it might be a little distorted.

is.i was told: ‘
contacteq ] stating a line was running open.:lstated it was forq
tracked it to a modem that was not working properly. The modem is dialing out, can't connect, hanging up and redialing.

This has been occurring for a week now.,

This is my research:
| looked at this modem. It is modem number # 6. It is connected to port# 5 on thGerieS machine withD

According to our records Norfolk was calling this modem to connect to the DCS 3000 system. if this has changed then |

am not aware of this. .

Based on the into the multiserver and could not find a switch fonl Pn thel |'nachine.
|: |: :l I'looked-on-th multiserver and found the Allegiance switch but it was nat checked.

! hooked a:to the modem and determined the number being dialed is 204:«— Do you know what

this is?? | don't. '
( searched this in our database and came up with nathing which prabably means that we did not order this line. ?l

Can you look into this and determine what this modem was being used for? Is it still needed? Can we power it off?? f“f{
L)

&i you for your help. b8

6

7o

100

at( ]

e »



— Qs

| |(OTD) (FBI)

From: [WF) (FBI)

Sent: 9:23 PM

To: (OTD) QTD) (FBI

Ce: WEY (ERIY: WE) (FBl);i IWF)
WF) (FBI)

(FBI
Subject: DCS moae
UNCEASSHED—
NON-RECORD b6

7
oG

Some of this information is third hand so it might be a littie distorted.

This is what | was told

Lo
baye]
;:LTJ I-/) :“

L7E

momacteq Istating a line was running open. ktated it was fol
racked It 10 a modem that was not working properly. The modem is dialing out, can't connect, hanging up and redialing.

This has been occurring for a week now.

This is my research:

fﬁis modem. It is modem number # 6. It is connected to port# 5 on thEeﬁes machine witl'{:]
c

cording 10 our records Norfolk was calling this modem to connect to the DCS 3000 system. If this has changed then |

l: S :I \am not aware of this.

Based on the above | looked into the multiserver and could not find a switch fo

I looked orthe[— Jmultiserver and found thd

switch but it

n the| lnachine.

was not checked.

| hooked a!:o the modem and determined the number being dialed is 202: <--- Do you know what

this is?? | don't.

| searched this in our database and came up with nothing which probably means that we did not order this line.

Can you look into this and determine what this modem was being used for? Is it still needed? Can we power it off??

ﬂ you for your help.

16
b7

—OFCRFI

101

R

~1 =~ Oy
o

i}




Qi

loTD) (FBY)

From: | koT) (FBI)

Sent: 6 3:09 PM

To: OTD) (CON)

Subject: FW: Pen Data
UNOEASOHAED

NON-RECORD

Attached is whaf [pent us a while ago on his save procedures. | have a hard copy of mine that |
will bring over. >
%70

-----Original Me

N — YO

Sent: 23,2006 1:37 PM

Subject: : 3l

. b &

NON-RECORD L

:ere is a DCS Backup directory that is a copy of everything you saved. Are you deleting that too? | have attached

some thoughts
on this issue thaf Jwrote up. Each office seems to have a different view on how to handle the saves.

Read this over and
let me know if it helps. We are still working on incorporating some oil:requests. It is a slow process.

o

Pen Register
Evidence.doc (47 ...

----- Original Message-----
Sent: uesday, Ma 006 1:04 PM
DU m— O bs

Subject: Pen Data b

UNOEASOIRIED
NON-RECORD

| just wanted to check with you to see if we're following the correct procedure when making an Original Disk for the

Case Agent.
We've been making a Disk from DCS3000 with the CONRS, Summary and Log files and marking it as Evidence,
and sending it to the Case Agent. as then been having us delete it from the DCS to help clean out the system.

My question is.....Should we be deleting the records totally from the DCS? Are we supposed to make a hard copy as
well upon end of the case? Are we handiing this the same as the other offices?
We have an issue that came up today, that the Case Agent say's one of his Evidence Disks is corrupt and he wants us
to provide him with another Original. Well, needless to say......it's gone.

102
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Any help would be appreciated

b6
h7o

e —— e ———

- loTD) (FBY)

From: OTD) (FB))
Sent: 1:14 PM
To: OTD) (FBI)
Subject: > Drawing or onicago

UNGLASSIFIED—
NON-RECORD

bhe
--—-Original Messa08sax b7C
From: (CG) (CON)

Sent: Wednesday, June 14, 2006 11:36 AM
Tor [;';;m (re)
Subject: rawing tar Chicago

UNGHASSHTIED-
NON-RECORD

D Here is the drawing for our Annex DCS3000 connectivity.

dcs.vsd (236 KB) e

k7e

Thanks,

| |Chicago
echnology Management Unit (ETMU)

Electronic Syrveiltance Technology Section, OTD

3124 Desk)
312 Cell)
URCLAOSHFIGD.
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Q.

UNCEASSH-HED
(OTD) (FBI)
From: | ' OTD) (FBI)
Sent: rrda ne 23, 20 :50 AM
To: EBI)
Cc: (OTD) (FBI)} kOTD) (FBI)
Subject:
SERSITIVE-BUT-UNCEASSIEED
NON-RECORD

ew rack-mount puter for thépoiution. No special needs for the data circuit (it's aq
other than analog ine. We recommend one CDQ_____Jiine per| kargets. You ca
S per CDC line if necessary, but you may get unacceptable latency on the C

n pus

delivery abov ne
will need 1 ine per target for the CCC delivery. Of course, this planned solution will only work if GTA gets the
solution implemented on their switches, which is still in question.

-—-Original Message-----

From:
Sent: 10:48 PM
To: oTD) (FRRd ~ o) (FBD] Iléléom) (
Cc: HN) (FBI) N) (FRDf ) (FBI) HN) (FBI);
L (H HN) (FBI);] HN) (FBI),I HN)
FET (1N (FBT) '

Subject: FISA-Guam

SENGFNE-BUEHNGEASSHED
NON-RECORD

Looking at getting the] Folution for the pen's from|____Jand then a for the audio. What do we

need for our DCS 30007

We want to do a test with thmow do we go about doing it? Does thel for the data need
to be groomed to a specific ? ]
sA| l b2

Tech Advisor k6
FBI - Honolulu hre
(808 (O) bTE
(808 (C)

104
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%T b

(OTD) (FBI)
From: - (HN) (FBI)
%«:?t: Ez:c‘;'?op)w(lr-'la|>;L JoTD) (Fal):]
Ce: (HN) (EBD lmnvesn— 1

B | 15T
y W_m G i
(HN) (HN) (FBI) »

Subject: FISA|

LA RN AT AN tA ATl s e
NON-RECORD he
Looking at getting the GR-30 solution for the pen's fro nd then or the audio. What do we
need for our DCS 30007 D 4 If
We want to do a test with thq;\_l;j How do we go about doing it? Does thg |for the data need to
be groomed to a specific speClication?
sal_____] | o
Tech Advisor '
FBI - Honoluly 6
(808) (0) bic
(808) (C)
k7 =

lioTo) (FBY -
From: L foTD) (FBY)
Sent: l.Ihur.sdaM_.l.u.nf 22,2006 3:35 PM
To: QTh) (FBI)
Cc: (OTD) (FBI); (OTD) (FBIY| |
Subject: CALEA Numbers
SEGRET/NOFORN k6
RECORD 315 - iC

Here are the CALEA numbers for 2006. There are multiple ways to present the information. The two | chose are: 1) new
lines added in CY 2006, and 2) lines intercepted in CY 2006.

New Lines Added in CY 2006

Lines intercepted in CY 2006
105




Note these numbers are for CALEA-enabled intercepts supported by the DCS-3000 system. The gumbers will
comletely overiap with the DCS-5000 numbers, and a portion of the criminal numbers will overlap wi e DCS-6000
numbers.

e

kIcC

OM: Multiple
DECLASSIF 1
OFORN

<3Gy

OTD) (FBI)

From: QTD) (FBI)

Sent: 9:42 AM

To: (SecD) (CON)
Subject: . UCs systems

NON-RECORD Lo

Attached is an one of our router scripts. pulled it and removed password specific info. The IP

addresses are
stilt in it though so we consider it sensitive. Sorry for the delay in getting it out. It's been busy.

Ly
= -

dcsn_erf-confg.txt

----- Original Message---—- ‘
From: [ Ysecp) ccony  bé

Sent: 06 12:47 PM ko
To: (OTD) (FEI)
Subject: : ems

NON.RECORD e
NON-RECORD - biE

t. Looking forward to working with you guys again. Now that you have had a chance to see the
scanner you should have a good idea how it works. Perhaps we could configure it not to port scan.m
0 determine patch levels for on the windows.

2029 I

---—Original Message----- i

From: i fOTD) (FBI) ke
Sent: onday, June 06 9:50 AM 7o
To: (SecD) (CON)
Subject.;E'm.

NON-RECORD

106
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Q... o
-y AJ = |

q s on travel last week at a conference. Sorry for not getting back to you sooner. | will get some scripts
together early this week
and send to you. | will ask the 1SSO for DCS3000 when he is available for a scan of a DCS3000
system. | should be
here all week except Friday.

e
b7 C

-----Original Message-----

From: JSecD) (CON)
Sent: Manday, June 05, 2006 9:07 AM

To: OTD) (FBI)
c::l !(SecD) (CONY
Su T ems

SENOITIWE-BUF-UNGEABGIRIED-
NON-RECORD f

Qne some sample configs from your routers {with the community strings, passwords etc stripped). Also, if
you have an updated network diagram please send that as well.

| would like to scan a DCS3000 system, if only to ascertain the possible consequences of scanning DCS3000
network. Do you have a system ready to go? This will probably be the last time ESOC will assist in FISMA
compliance testing. After this, the ISSQ's will be responsible for annual scans of systems.

Thanks

£S ;¢
202
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foTD) (FBI) e
From: | —_JoTtjcon)
Sent: 2006 7:45 AM
To: {CON)

Ce: oTD) (FBiY] oty DL - |
(O1D) JCONI 10 N) TD) .
(CON) J(OTD) (FBL )(CON);

| !(OTD)(CON) OTD)(CON)
Subject: . DRAFT DCS- <-> EDMS Interface Meeting Notes

SENSITIVE BUTUNCEASIFED
NON-RECORD

o ahead and log these as the official minutes.

Thanks, bL

R

ss
OTD:ESTS:ETMU
70 JNewl) b6

b7cC
-----Original Message--———-
From: (OTD)YCON)
Seot: TRy LI (O JR 439 PW
To: OTD) (FBI); om) esp____Jom) (com] ]
N

O1D) (CON )
Ce: (FeD) TO)CON)] “Joroxcomy[ ]
DTD)(CON)
Subject: DRAFT DCS-3000 <-> EDMS Interface Meeting Notes

NON-RECORD

Attached is the D T DCS- 0 EDMS interface meetingj notes. Would attendees please review for errors and
omissions? Woul n e the action item assignees for scheduling the next meeting ?

<< File: DCS-3000_EDMS_Interface.doc >>

e

W7o

ESS
OTD:ESTS:ETMU
o Jewt)
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Q-
To: l I(OTD) (FBI)
Subject: FW: 9.6 CD

NON-RECORD biC

Hi:

If you've done something thanks, otherwise disregard. It appears | was getting noc pen on one line, but the other
four have pen from 5/5/06.

But, notto ﬁget off too fast. Where do | go to get some info to do a pen on an 800 number that rides on a

o hardline of
k78
-----0riginal Message-===
) m— Y
Sent: )06 12:30 PM L7
To: (QTD) (FBI)
Cc: sF) (Fa1)
Subject: 9.6 CDC
“ONCEASSIFED—
NON-RECORD e
' r7C
]
I'v otos of our rack holding the DCS3000 router and routers used for the collectiq
elivery. When you initially set it up witDports 1 and 3 were used on the
Currentlyl 's sending another target from another switch on port 2, which we're not getting anything on.
E/ On the back of the[___Jare sif Yards that have 4 ports each, ie., X.1, X.2, x.3, and x.4. Port 1
e of the first card is plugged into one of the twoj } Port 3 of the first card is plugged into one
g of the twd 5 These appear to be working fine. 1 <q ]>> << Fje:
>> << File > mistakenly thought that for every different switch we were getting th
we would need a separate router pointed out that it would only need a new port.
says all is functioning proper| their end for sending the CDC on the new target, on port 2. Port 2
is currently plugged into the otheﬂn router Is there further configuration needed on our end for
jﬁort 2 to collect the CDC? .
I tried plugging port 2 from theEn_;‘w the new router you sent %ut didn't collect anything. Any
enlightenment you can provide wi greatly appreciated. Thanks!
DNCCASSIMED
~HNGAGSHHED -
UNCIASSHHAED"
“ONCEASEIFED~

110 .




e o

ba
(OTD) (FBI) o7
From: | (OTD) (FBI)
Sent: 2006 3:44 PM
To: (FBI)
Ce: . L (OTD) (FBI)} YOTD) (FBI)
Subject: RE. 9.6 CDC
ONGEASSIEIRD k7C .
NON-RECORD
; éldn‘t fix anything. | will cross it off the "to do" list for today. As for the 800 number] J
on
it isD Let me know if you want me to be in on any calls with them. It is a learning experience on some of these I
applications . L c
of CALEA to hardlines. n7C
k6 o
----- Original e
From: ESF) (FBI)
Sent: uesda e 06 2:10 PM
To: (OTD) (FBI)

Subject: FW: 9.6 CDC

—INOEASSAFIED— |
NON-RECORD &

W]

If you've done something thanks, otherwise disregard. It appears | was getting no pen on one line, but the other four
have pen from 5/5/06.

But, not to let you get off too fast. Where do | go to get some info to do a pen on an 800 number that rides on a
hardline o

-----QOriginal ——a )
From: |(SF) (FBI) e
Sent: 006 12:30 PM g
To: (OTD) (FBI) s
Ce: [sF) (FBD)

Subject: 9.6 CDC

NON-RECORD. e e

ba7C
-
I've attached photos of our rack holding the DCS3000 router and routers used for the collection of the CDC fromD

via the elivery. When you initially set it up with Dports 1 and 3 were used on th

Current sending ancther target from another switch on port 2, which we're not getting anything on,

On the back of thel lire six| rds that have 4 ports each, ie., x.1, x.2, x.3, and x.4. Port 1 of

the first card is plugged into one of the twol t Port 3 of the first card is plugged into one of the
1
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twol I These appear to be working fine. I << File > << 'e:
>> << File] P> mis y thought that for every different switch we weg i om, we
would need a separate router. ointed out that it would only need a new port says all is
functionin n their end for sending the CDC on the new target, on port 2. Port 2 is currently plugged into
the othe Is there further configuration needed on our end for routerI port 2 to collect
the CDC?
I tried plugging port 2 from theEn the new router you sentggi didn't collect anything. Any I.¢
eniightenment you can provide will be greatly appreciated. 925 Thanks! I
] b
UNGIASSHHED
UNEGEASSIFED
UNCLASSHHED-
[oTD) (FBI)
From: OTD)CON)
Sent: - 239 PM
To: [ 7°_ (oTD) (FBN; [ —loroyepnd ]
R (OTD) (CON){ 1OTD) (CON)] ] (OTD)
N) .
Cc: (aroueand ]OTD)(CON):' I
(OTDYCON)|__ [OTD)(CON)
Subject: DRAFT DCS-3000 <-> EDMS Interface Meeting Notes
NON-RECORD
Attached is the DRA S-3 o EDMS interface meeting notes. Would attendees please review for errors and
omissions? Woul nd| be the action item assignees for scheduling the next meeting ?
DCS-3000_EDMS_I
nterface.doc (3... »
ESS

OTQESIS.ETMU
703 New!!)
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: k7

loTp) (FBI) )
From: { J(oTD) (FBI)
Sent: Monday. June 19 4:17 PM | L OTDYCON)
To: | (OTD)CON )Y I
IGTDHLON)

Cc: ] OTD) (FBI

OTD) (FBI) (OTD) (FBI); OTD) (FBI)
Subject: ' ursday (6/22)

=HNSASSHHED

NON-RECORD
All,

You're invited to attend a short demo with the following groups this Thursday (6/22):

1) 0900 - DCS-6000 Lab, -
2) 0930 - Traditional Lab, . o6

3) 1000 - CSOC Help Degk Centerl | lo7C
) 1030 - DCS-3000 Lol I~
5) High Capacity Lab[ ] next week TBD

Thnx,
-ca

“BREEASSIFED—

TYERYAR, KEITH A. (OTD) (FBI)

From:
Sent: ;
To: OTD) (FBI)
Subject: :

[ o%Te:

F)(FB) k&
o _

HNGASSIEIRD-
NON-RECORD

Thanks agai

---—-Qriginal
From:

NON-RECORD

AJached are the field definitions for the DCS 3000 CDNRS file.
[_I<<File: DCSPC.txt >>
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Q. ®

“DNEEASSIFED—
UNOEASOIRED-
|OTD) (FBI) ,
From: L (OTD) (FBI) ke

Sent: ' Thursday, June 15, 2006 4:41 PM
To: | |(WF) (F8l)
Subject: ile formal

UNCEASSITIED
NON-RECORD

DCSPC.txt (4 KB) ' L6
b7
UNCEASSITIED™
DTD) (FBI)

From: | OTD) (FBI)

To: (OTD) (FBI)

Subject: : issues

UNGEASHIRIED—

NON-RECORD

----- Qriginal Messgge---—-
From: (OTD) (F8I)
Sent: Wednesday, January 25, 2006 9:15 AM
To: #@Tm (FBI)
Subject: FW: 1ssues
ONCTASSHMES— 6
NON-RECORD 70

----- Original Message-----

From: [ ) (FBI)
Sent: uesday, Janua 06 4:50 PM

To: OTD) (FBD)
Subject: RE: DCS 3000 issues
~LACLASSHHER—

NON-RECORD

114
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gke with some of the guys who were using the DCS3000 during the case and got their input.

r_lhhsaﬁﬂmm.a.dmlﬂfd kiddnapping which to
Initially we went up on ell pnone which belonged to a
posingf Jand whom received ransom demands. Over the next few days we obtaine eII

] Subjects from the group We went up on Pen Registers on those as well. lnltlally we

phone numbers belonging o
I
brior to the series of arrests

ned.
5%
kG
W7C

fo 7

ﬁﬁfor all your help!

----- Original
From: OTD) (FBI)

Sent: uesday, Janua 2006 1:22 PM

To: (CE) (FBD) b
Subject: 1\ (f
LNGIAS SRR

NON-RECORD
could you write up a little something about your case last week and how the DCS3000 and thd_____Jorograms

orged for you (good or bad). This is low priority and can be done when you have a moment.

Thanks....
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OTD) (FBY) e

From: | ](CG) (CON) h1C

Sent: Wednesday, June 14, 2006 11:36 AM

To: (OTD) (FBI)

Subject: Drawing for Chicago

UNCEASSINIED

NON-RECORD

Here is the drawing for our Annex DCS3000 corinectivity.
e
des.vsd (236 KB) b7
Thanks,
|
Chicago

ELSUR Technclogy Management Unit (ETMU)

Electraoni eillance Technology Section, OTD

312 Desk)

312 Cell)

UNCEASSHFIED .
—_—— ba

Lic
0OTD) (FBI)

From: (OTD) (FBI)

Sent: 06 AM

To: OTD) (FBI); JoTD) (FBI)
Subject: FW. Request email copy of DCS3000 ATO
=SENSHIVE-BUT-HNCEASSIFED

NON-RECORD

) ¥
-----QOriginal Messpaa h7C

From: [SecD)(CON)

Sent: 2006 9:33 AM

Subject: . Request emall copy of DCS3000 ATO

UNGHABHHED
NON-RECORD

--huh, what??? (kidding....)
Here ya go! Please see the conclusion portion of the:doc. that mentions the :connection

h2
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DCF3000 DCS-3000 ATO EC
POAM.doc (128 KB) 06012006.wpd (...

Quantico Complex
CISM, CISSP, ISS, PSEC, MCSE

703 Id 9, room 9-LL-14
..."lead, follow, or get out of the way." :

----- Original
From:
Sent:

To:
Subject:

NON-RECORD be

hic

Could you email me a copy of the DCS 3000 ATO so | could review it.

Thanks

HNGEABSIFED-
UNGEAGGITED-
SENSHHVE-BUF-HNGEAGSHIED
(OTD) (FBI)
b
From: (SecD) (CON) bre
Sent: N PM
To: {OTD) (FBY)
Subject: RE: Dcs systems

NON-RECORD

Sounds great. Looking forward to working with you guys again. Now that you have had a chance tg see thm
scanner you should have a good idea how it works. Perhaps we could configure it not to port scan| Ds looking to

[di;an[une patch levels for on the windows.
bieves

202

-----Original lil.egag_-_-____‘ b : . bh7E
From: OTD) (FBI) =
Sent: -50 AM
To: (SecD) (CON)
Subject: RE: Dcs systems
117

SECBET




.. .

SENSIRVE-BUTUNGLAGEIHED
NON-RECORD

m on travel last week at a conference. Sorry for not getting back to you sooner. | will get some scripts together
early this week

and send to you. | will ask:the ISSO for DCS3000 when he is available for a scan of a DCS3000
system. | should be

here all week except Friday. e

lo7e

SecD) (CON)

NON-RECORD

Tneed s'Jol me sample configs from your routers (with the community strings, passwords efc stripped). Also, if you
have an updated network diagram please send that as well.

bha I would like to scan a DCS3000 system, if only to ascertain the possible consequences of scanning DCS3000
e network. Do you have a system ready to go? This will probably be the fast time ESOC will assist in FISMA
compliance testing. After this, the ISSO's will be responsible for annual scans of systems.
Thanks
20
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b6

koTD) (FBI) bic
From: | J(OTD) (FBI)
Sent: 20 AM
To: (SecD) (CON)
Subject: . RE: Dcs systems
SENSITHYE-BHT-UNCEASSIFED
NON-RECORD

; was on travel last week at a conference. Sorry for not getting back to you sooner. | will get some scripts together
early this week
and send to you. ! will ask:the ISSC for DCS3000 when he is available for a scan of a DCS3000 system. |
should be
here all week except Friday.

oy
----- QOriginal
From: SecD) (CON)
Sent: nday, June :07 AM
To: OTD) (FBI)
Cc: SecD) (CON)
Subject: Dcs systems

NON-RECORD

i nee; some sample configs from your routers (with the community strings, passwords etc stripped). Also, if you have
an updated network diagram please send that as well.

I would like to scan a DCS3000 system, if only to ascertain the possible consequences of scanning DCS3000 network.
Do you have a system ready to go? This will probably be the last time ESOC will assist in FISMA compliance testing.
After this, the |SSO's wiil be respansible for annual scans of systems.

Thanks

S

SENGHME-BEF-HNGEASHHED

4

T5
<] Oy
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l(oTD) (FBI) c

From:
Sent:
To:

Cc:
Subject:

——

SENSITIVE BUT UNCEASSI™ED
NON-RECORD

(:KC) (FBI),
TD) (FBH] |(oTD) (FBI)

Yes. We need to get you a separate machine for FISA.:WHI be able to help.

g

e7c

=----Original =
From: KC) (FBI)
1 02 AM

Sent:

To: 0TD) (FBIYL__ OTD) (FBL)
Cc: fxc) (FBD) KC) (FEI) KKC) (FBI)
Subject: DCS 3000
SENSIHYE-BUTUNCEASSINED 2
NON-RECORD hé
. h7o
L7E

As you are probably aware, the:Eystems around the Bu are being isolated in SCIFs per Security Div.
require e in KC we placed the T Il voicebox system in the former FISA room, (no windows) and the SCIF
with thﬁ?s now in the big room with windows which is acceptable to SecD for a SCIF. | can't figure that one
out but they don't pay me to think about these things. Our SCIF has not been officially closed off yet but will be soon,
and the criminal Agents, analysts, etc may not have access to it depending on their clearance level. They do need
access to the 3000 from time to time.

Question; are we planning to have two DCS 3000 in each office to separate the FISA from the criminal? ! am sure
that will be an issue soon.

Thanks, s
e
“SENSITIVEBUT-UNCEASSIPIED"
SENSITVE-BUT-UNCEASSIFIED-
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OTD) (FBI) »
b7s
From: l _loto) FBY
Sent: 06 10:44 AM
To: (OTD) (FBI)
Cc: OTD) (FBl)
Subject: j -DAG short-fused PIA tasking
“HNCEAASHED
NON-RECORD

FYI...thanks for handling for 3000...

Agent
DCS Program Manager
OTD/ESTS/TICTU bhea
70 w) o7c
20 c)
-----Qriginal Me:
From
Sent, 1 .
To: OTD) (FBI); CLIFFORD, MICHAFL (OTD) (FBI)
7T = 1 OTD) (FBnI'—LIOT)D() )
(OTD) (FBI); {OTD) (FBD{ |(_01"‘D) G koTo) (FBI)
Cce: THOMAS, MA 1)
Subject: RE: Urgent request- DAG short-fused PIA tasking
HNGASHFIED

NON-RECORD

All,

Upon completion of your PIA and it's approval by you SC, please forward me an electronic copy no later than 10:00 AM
Friday, 6/9/06. | will then forward OTD's submission to OGC by COB Friday, 6/9/06 in crder to meet the OGC's deadline
of "NLT" Friday. 6/9/06." Please ensure that the descriptions of your system are written in such a way as to ensure that a
reader with no knowledge of what your unit and/or what OTD does can clearly understands, based solely on your
description, what your system's purpose is and/or what it does.

In addition, our next deadline is Wednesday, 6/21 regarding the PIA short form for your system. Upon completion of your
PIA and 1t's approval by your SC, please forward me an electronic copy no later than COB Tuesday, 6/20. | will forward
OTD's submission to OGC by COB, Wednegday, 6/21 in order to meet OGC's deadline of "NLT Wednesday, 6/21.

Thanks for your assistance regarding these short deadline matters.

SSA
Assistant Section Chief |
Technical Programs Section byl

OpeTuma.l_'Lechwo!ogy Division
(703

----- Original e
From: OTD) (FBI)
Sent: onday, June 05, 2006 4:52 PM

aELReF—
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Discussed installation date of VoiceBox equipment and initial test. Begin on Monday July 10th.

Desired location ig RAwith A as a second possible location.

Circuits would need to be operational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if .,
desired. o
{ beli informed me that Chicago does not have a circuit to theD?A at this time but may still have one

for ¢ . .

| was also informed that Chicago would pay for the circuit to each location. The desired circuit for each would be a full

™. '

You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office
will work. With the remote setup the circuit would need to remain up as long as case review was needed at the RA or
the case could be processed at the Chicago FO once monitoring was over and a circuit discontinued.

Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test?
| believe we had mentioned 4 AWSs for the remote site. ERF would also add a remote site repository machine with
CDR capability and a printer.

Laoking forward to your response.

hé
eskK- ko
Cell - 202 )
UNCEASSIMED
UNGEABSIRIED.-
OTD) (FBI)
From SecD) (CON) b
Sent: : M B 1
To: (OTD) (FBI) T
Cc: SecD) (CON)
Subject: [JCs systems
~ED Y6
NON-RECORD | S%1

i nee; some sample configs from your routers (with the community strings, passwords etc stripped). Also, if you have an
updated network diagram please send that as well.

1 would like to scan a DCS3000 system, if only to ascertain the possible consequences of scanning DCS3000 network. Do
you have a system ready to go? This will probably be the last time ESOC will assist in FISMA compliance testing. After
this, the ISSO's will be responsible for annual scans of systems.

Thanks

= be

“SENSITIVE BUT UNCEASSHFES—
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haé
lo1D) (FBY Bie
From: l __knyy (FBY)
Sent: . 37 PM
To: w i(OTD) =D | _JomyEe
Cc: NY) (FBI) Invy e81) INY)

S

(NY) ( Y) (FBI 1__—|_J
NY) (FBI
NY) (FBI
SAGE] ™ (@Iﬂ_j
NYT(rBn

ew York CMP Thanks You - -~ Again

Subject:

Importance: High

~SENGTVE-BHT-HNSEASHED—
NON-RECORD o

Just wanted to take a moment and sincerely thank you guys for everything you do to assist us.

The recent DCS 3000 solution you provided that allowed us to get pen data to ou@oocation and into the b
VoiceBox system has been invaluable. Instead of providing pen data for what was be a short period of a few r:f,,
days, it continued to pg to our Title llls for two weeks. The restore process failed when attempting to importdata ~ '~
from the old version aiﬂdiﬂanto the new version at the CMP. The problem was solved last week, but your equipment
allowed us to have a mangeable problem instead of a major headache.

I hope we provide the kind of support to those we assist that you provide to us.
Thanks again,

From all of us at the New York CMP

(OTD) (FBI) o0
From: | [KC) (FBI)
Sent: ) 43 PM
To: (OTD) (FBI)
Ce- (o1 (FRN] _ e (ranf 1
OYGEE) JRS) wan]. JKc) (CONy
Subject: . DCS 30
b2
e
b7
NON-RECORD bR

Q would prefer just one machine but | am sure SecDiv at some point is going to force this on us anyway.
] r email so we can discuss, | am guessing we will need a second circuit to St. Louis?

As an aside, the SCIF thing is getting out of control in the field. Three Squads are now SCIFs and they have to turn on
flashing red lights when a non SCIF'd person entefs.i g Agents and other FBI folks. | was tcld that the
flfst-)in? reﬁ Iifhts were on all day. Also when ourmma is officially blessed and activated as a SCIF Eﬁ:r
BAE man will not be able to get to hiS GEsK. 1hey pulled his SCI clearance when he retired and now trying to
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get them renewed. Is SecDiv doing things like this back there?

-----Original Pissaar___.] -----

From: (OTD) (FBI) 6
Sent: | Friday, June 02, 2006 1:33 PM N
To: _Y.—_ch) (FBI) T

Cc: _JOTD) (FBI)
Subject: RE: DCS 3000
~CENGHNVE-BUT-UNCRASSHRIab-

NON-RECORD

Yes, we can provide a separate system for each. This is a preferred way for us in some respects. It means twice
as many
ﬂiﬁ upgrade and keep track of but, it allows for isolation of the targets for trouble shooting and the like.
I

$ our deployment coordinator for the group. |If you can give him a call or e-mail he can work out what kind of
machines to send

ou.
y be
b7
..... O Tall S

From: KC) (FBI)
Sent: ri N 11:02 AM
To: “JoTD) (FBI)] Joro) (Fg n
Cc: (KC) (FBI)[ I(KC) (FBI) {KC) (FBI)
Subject: - '

=SENSITIYE-BHT-tINCEASOHNED-

NON-RECORD

As you are probably aware, thmystems around the Bu are being isolated in SCIFs per Security

l”r Div. requirements in KC we placed the voicebox system in the former FISA room, (no windows) and
né the SCIF with th iis now in the big room with windows which is acceptable to SecD for a SCIF. | can't
i figure that one out but they don't pay me to think about these things. Our SCIF has not been officially closed off
PR yet but will be soon, and the criminal Agents, analysts, etc may not have access fo it depending on their clearance

level. They do need access to the 3000 from time to time.

Question; are we pfanning to have two DCS 3000 in each office to separate the FISA from the criminal? 1 am
sure that will be an issue soon.

Thanks,
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(OTD) (FBI)

From: OTD) (FB) bic
Sent: 33 PM
To: (KC) (FBI)

Cc: %__]TOTD) (FBI)
Subject: RE: DCS 3000 2

bs
bic

BLiE

NON-RECORD

Yes, we can provide a separate system for each. This is a preferred way for us in some respects. It means twice as

many
I_ma.nhi,uﬁs.io upgrade and keep track of but, it aliows for isolation of the targets for trouble shooting and the Iike.D

IS ouj |for the group. If you can give him a call or e-mail he can work out what kind of machines to
send :
you.
b6
----- Original - ke
From: KC) (FBI)

Sent: i 102 AM

To: (oTD) (Fad (oTD) (FBI
Ca: (KC) (FEI) KC) (FBI):(KC) (FBI)

Subject: DCS 3000

SENGHHYE-BHT-HUNOEASSIFED— -
NON-RECORD b2
o
L7e

As you are probably aware, theglsystefns around the Bu are being isotated in SCIFs per Security Div.
requirerﬁ‘_f:e in KC we placed the voicebox system in the former FISA room, (no windows) and the SCIF

with the s now in the big room with windows which is acceptable to SecD for a SCIF. 1 can't figure that one
out but they don't pay me to think about these things. Our SCIF has not been officially closed off yet but will be soon,
and the criminal Agents, analysts, etc may not have access to it depending on their clearance level. They do need

access to the 3000 from time to time.

Question; are we planning to have two DCS 3000 in each office to separate the FISA from the criminal? | am sure
that will be an issue soon.

be

Thanks, b7
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70

(OTD) (FBI) i
From: L J(secD) (FBI)
Sent: i :
To: 1 (OTD) (FBI)
Cc:
YSecD)(CON)
Subject:

NON-RECORD

If you have any additional questions please contactl b

R
O,

DCS-3000 ATO EC
06012006.wpd (...

(OTD) (FBI)
From: LA) (FBY) e
Sent: 40 AM Lo
Yo: (OTD) (FBI)
Subject: ecommission O CS3000 Machines
“HNGEASSIRRD-
NON-RECORD - I 6

We have decommissioned and placed the following DCS3000 machines on our surplus pite:

b2

L7E

o\

31 Deck)
31 ey oo
“BNCLASSIRED
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lloTD) (FBI)
From: (KC) (FBI)
Sent: Foday June 02 Z00B 1102 AM .
To: (OTD) (FBII OTD) (FRR
Cc: : (KC) (FBI) C) (FBIY;
Subject: DCS 3000
NON-RECORD 6

As you are probably aware, theE:jsystems around the Bu are being isolated in SCIFs per Security Div.
requirements. Here in KC we placed the T 1li voicebox system in the former FISA room, (no windows) and the SCIF with
thg:is now in the big room with windows which is acceptable to SecD for a SCIF. | can't figure that one out but
they don't pay me to think about these things. Our SCIF has not been officially closed off yet but will be soon, and the
criminal Agents, analysts, etc may not have access to it depending on their clearance level. They do need access to the
3000 from time to time.

Question; are we planning to have two DCS 3000 in each office to separate the FISA from the criminal? 1 am sure that
will be an issue soon.

Thanks,
SENSHTVE-BHT-UNCHAISHTFIER-
k6
DTD) (FBI) o 7
From: | OTD) (FB!)
Sent: _luesday May 06 10:08 AM
To: CG) (E8h] CGLICON)
Cc: I‘F_TSTI( D) (FBO] JTTDT (CON) | |
(OTD) (FE}] (OTD) (FBI)
UNCEASSHED

NON-RECORD

:here is what ! have so far for Chicago to be a test site for remotDe will need to move quickly for T
completion by the date we discussed earlier. f7C

Discussed installation date oDequipment and initial test. Begin on Monday July 10th.

Desired location isD RA with :QA as a second possible location.

Circuits would need to be operational before this time. Chicago may work with our DCS3000 lab in acquiring circuits if
desired.
I b uiiaj{)u informed me that Chicago does not have a circuit to thDRA at this time but may still have one for

th A
I was also informed that Chicago would pay for the circuit to each location. The desired circuit for each would be a full T1.
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You had mentioned that the circuits would be temporary and only for the operation of the specified case that the office will

work. With the remote setup the circuit would need to remain up as long as case review was needed at the RA or the case
could be processed at the Chicago FO once monitoring was over and a circuit discontinued.

Will Chicago be able to supply the AWS workstations from the FO to the remote sites for this test?
{ believe we had mentioned 4 AWSs for the remote site. ERF would also add a remote site repaositary machine with COR
capability and a printer.

Looking forward to your response. %6 |

Desk- 70
. Celi-202

“UNCEASSIRGD
OTD) (FBI) -
From: joto)(FB) B¢
Sent: riga a ‘41 PM
To: WF) (FBI)
Subject: : FW: Missing Pen Register Data
NON-RECORD

Case ID should be the target number and

-----Original Message:cc

From: (OTD) (F81) bo
Sent: 5:28 PM b7
To: F) (FBD)

Subject: + Missing Pen Register Data
SENGHFVE-BUFUNGLASBIEIED

NON-RECORD

DJ,

There is some data. The last four laters on the caseid should be

W=

~«-~-Original be
From: [WF) (FBI) kic
Sent: 2006 2:39 iM:_____I
Yo: Yo ren (OTD) (FBI)

Subject: Missing Pen Register Data

NON-RECORD

I 'could you please check the following number in DCS 3000. We are not getting Pen Register data. We've
ouble checked with the phone co. to make sure that ev i en done correctly on their end. They advised

us to contact you all. Thanks!! Ohil! The number is 202 .
131 b
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Ele ? chnician 1S-2
20 Desk)

202 Cell)

202 Pager)

“SENSITHYVE-BUT-UNCEASSED-

(OTD) (FBI)

t&: TC

From: (OTD) (FBI)
Sent: i 5:28 PM

To: WF) (FBI)
Subject: . Missing Pen Register Data

SENSIHVE-BHTF-UNOGEASSIFED

NON-RECORD

TS
¢

ere is some data. The last four laters on the caseid should be

i

----Original 7o
WF) (FBI) m

From:
Sent: , 2006 2:39 rM—.I
To: | (OTD) (FBI) (OTD) (FBI)

Subject: Missing Pen Register Data

SENSITHYE-BHT-UNGEAGSIFED

NON-RECORD

ﬁcould you please check the following number in DCS 3000. We are not getting Pen Register data. We've
ouble checked with the phone co. to make sure that everything has been done correctly on their end. They advised
us to contact you all. Thanks!! Ohlll The number is 202 I '

i

~1 Oy

(

202
202
202
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Q. R

kOTD) (FBI) Lo
oy

From: ~_fWF) (FBI)

Sent: 2006 2:39 PM

To: (OTD) (FBI)] loto) (FBY

Subject: Missing Pen Register Data

NON-RECORD

ould you please check the following number in DCS 3000. We are not getting Pen Register data. We've
double checked with the phone co. to make sure ¢ ing has been done correctly on their end. They advised us to
contact you all. Thanks!! Oh!!i The number is 20

. IS-2 ‘;b"lj C‘
202 Desk)
202 Cell)
20 -~ [Pager)
SENSHTVEBHT-UNGIASEIRIED-
]:'06
[oTD) (FBI) b
From: L | (SF) (FBI)
Sent: T 3,2006 3:50 PM
-To: (OTD) (FBI)
Subject: RE: Pen Data
URCEAGSIEIED.

NON-RECORD

Thanks...I'l let you know.

NON-RECORD

There is a DCS Backup directory that is a copy of everything you saved.” Are you deleting that too? | have
attached some th '
on this issue tha rote up. Each office seems to have a different view on how to handie the saves.

Read this over and
let me know if it helps. We are still working on incorporating some of ____Fequests. It is a slow process.

133 Lric
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<< File: Pen Register Evidence.doc >>

-—--Origjpal Message---—-
From: F} {FBI}) b
Sent: 06 1:04 PM =
To: OTD) (FBI) Usis
Subject: Pen Da
UNCEASSHFED-

NON-RECORD

L1

1 just wanted to check with you to see if we're following the correct procedure when making an Original Disk for the
Case Agent. '

We've been making a Disk from the DCS30 ith the CDNRS, Summary and Log files and marking it as
Evidence, and sending it to the Case Agent. as then been having us delete it from the DCS to help clean
out the system.

My question is.....Should we be deleting the records totally from the DCS? Are we supposed to make a hard copy-
as well upon end of the case? Are we handling this the same as the other offices?

We have an issue that came up today, that the Case Agent say's one of his Evidence Disks is corrupt and he
wants us to provide him with another Original. Well, needless to say...... it's gone.

Any help would be appreciated

Ext | e

92 e r’ l./
“UNCEASSHFIED-

HNEASSIRED-
UNCEASSIRRD
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foTD) (FBY) B
From: L _lioto) (FBY)
Sent: Tue May 23,2006 1:37 PM
To: (SF) (FBI)
Subject: " Pen Data
HNOEASGHED e
NON-RECORD B

Qere is a DCS Backup directory that is a copy of everything you saved. Are you deleting that too? | have attached
some thoughts

on this issue that] Jrote up. Each office seems to have a different view on how to handle the saves.
Read this over and
let me know if it helps. We are still working on incorporating some of| requests. itis a slow process.

— bhé

Pen Register
Evidence.doc (47 ...

----- Original M ——
From: I%ksa (FBI)
Sent: 06 1:04 PM
To: (OTD) (FBI) s

Subject: Pen Data

UNSEASSIFIED
NON-RECORD

e7C

hé
bh7o

| just wanted te check with you to see if we're following the correct procedure when making an Original Disk for the
Case Agent.

We've been making a Disk from t S3000 with the CDNRS, Summary and Log files and marking it as Evidence,
and sending it to the Case Agent.Eﬁhas then been having us delete it from the DCS to help clean out the system.
My question is.....Should we be deleting the records totally from the DCS? Are we supposed to make a hard copy as
well upon end of the case? Are we handling this the same as the other offices?

We have an issue that came up today, that the Case Agent say's one of his Evidence Disks is corrupt and he wants us
to provide him with another Original. Well, needless to say...... it's gone.

Any help would be appreciated

e
Ext bhrc
92
HNSEASSIEIED
~LINCHAASSHHED
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(OTD) (FBI) bs
7o

From: | I(sF) (FBI)

Sent: a 2006 1:04 PM

o —

Subject: Pen Data

UNCLASSIFED b
NON-RECORD biC

| just wanted to check with you to see if we're following the correct procedure when making an Original Disk for the Case
Agent.

We've been making a Disk fr DCS3000 with the CONRS, Summary and Log files and marking it as Evidence, and
sending it to the Case Agent.ﬁwas then been having us delete it from the DCS to help clean out the system.

My question is.....Should we ting the records totally from the DCS? Are we supposed to make a hard copy as well
upon end of the case? Are we handling this the same as the other offices?

We have an issue that came up foday, that the Case Agent say's one of his Evidence Disks is corrupt and he wants us o
provide him with another Original. Well, needless to say...... it's gone.

Any help would be appreciated

7] Lo
925 ]
HNCEASSIFIED-

loTo) (Fay)
From: L (SecD) (CON)
Sent: 54 PM
To: ) JotD) (FBI)
be Wi [ R

L (FEL1 O1D) (FBI
HWJLD)(FBI)I Jororren] OTD)
(CON

cc: . |seco)cony ksecoxcom__ ]
Subject: ' re-Inspection Self Assessment

ONCOASSINED
NON-RECORD

Hello Folks,

I'm an information systems security representative (ISSR) supporting SD/IAS/ITSU in subject effort. I've been
tasked to work with you in preparation for an upcoming FISMA inspection due to begin any time after May
25th. When the exact date of this inspection is announced, either I or one of my teammates will be contacting
you with same.

I've been notified that each of you is an ISSO for a particular system (or systems) as shown below: .
136
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Sent: Thy y, May 11, 2006 9:33 AM heE
To: (OCIO) (FBL, b7
Cc: J(OTD) (FBD); fotoy(FBI) 7'~
Subject: . win 2003 server image
“UNCEASSHSED-
NON-RECORD
ko2
TICTU would like to purchase Ekmer'prise licenses and need to transfer into your account.

Should we transfer the funds into the same account as last time? Iand the Cost Center is 20 - no
Bl)

Thanks,

OTD/ESTS/TICTU e
(0) 703 bio
(F)703

From: ITOD)(FBI})

: win 2003 server image

NON-RECORD

Yesl |is the person to work the transfer through. When all is said and done,
pleaseTet me know and we'll allocate the licenses to you.

b6

e

-----Original Message-----
From: | OTD)(CON)

Sent: 06 8:52 AM

To: OD)(FBI)

cc: oTD) (Fery fcoci0) (FaIY fcot) (raD)
Subject: T WIN server image

Importance: ‘High

UNCHEAGSIFIRD- :
NON-RECORD o2

N

o
21 5
pon
i

(

We are looking to pur‘chasel l:f the Enterprise licenses bringing our transfer Tol | we will
not be able to wait until after June 15th to purchase them, unfortunately. Do I need fo touch base
wit o get the information to transfer the funds?
This is for DCS3000, which is on the major projects list.
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(OTD) (FBI) L .
70
From: OTD) (FBI)
Sent: 3:08 PM
To: : OTD) (FBI)
Subject: . IPv6 Request
Importance: High
o
Application
nventory template..
SENSITIVE-BUT-UNCEASSHIED

NON-RECORD

; ;;mL the TMD and possibly our web page will fall into this catagory. Look at the template and fill it in if you can. |
believe it

isd COB the 16th. | am sending this e-mail so | don't forget tomorrow. The following quote from the e-mail sent by
"These requests pertain to hardware/applications which are part of the backbone (FBINet), connecting

0 er, or :

connecting to other government agencies that would be impacted by the transition from an IPv4 to |Pv6 addressing

scheme ", lead

me to believe the DCSNET and DCS3000 are exempt {thank goodness). e
pIC

Thfnkf:

__---O 1ainal Maccaae-----

From [oTD) (FBI)

Sent; 2006 12:21 PM

To! (0D) (FeI)| loTo) (FBI) Jcot) (FBI)

cq Xom) (conl TD) (CON)

Subject: FW: IPv6 Request
Importance: High

SENSITIVEBUT-UNCEASSIFED
NON-RECORD

To All,
Seems it has been a while since you have seen this, but please send me your answers no later than COB tomorrow.
For any positive responses, please use the template; any negative, just respond back to me as so. Thanks.

: please remind me of this task (I do not think it has been completed yet). Thanks.

I

From (OTD) (FBI) e
Sent: nesda ril 12, 2006 8:54 AM
To; OTD) (FBI) QD) (FBI)] }(oTD) (FBI)
Cc ) (FBI); OTD) (FBI) [(0TD) (FBI)
144

Subject: FW: IPv6 Request
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ke
(OTD) (FBI) e

From: MM) (CON)
Sent: ILprlda May 12 200?5!37 PM
To: ——](OTD) (FBI)
e R/‘ CON}) ()I:\!lM) (FBI)

(MM) (CON |

MM) (FBI I_

Subject: DCS3000 Info

NON-RECORD ki C

(31

= Server (Title Il Room)

Client (Title Il Room)

Title 50 Room)

T50 (Title 50 Room) - will interface with]

Here are the IP's and our nickname for the DCS3000 machines in the Miami office (this does not include plantation).

k2
h7E

Jvia modem

1 Way Push LO (Title 50 Room)

ELSUR Technology Management Unit (ETMU)

Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD) ;bw;
30 (Desk)

9 (Cell)

30 (Fax)
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(OTD) (FBI) c
From: | foTo) (FBI)
Sent: i 6 11:13 AM
To: ITOD)(FBI)
Ce: (OTD) (FB) JoTD)CON); ]
(OTD) (FB)
Subject: FW: SBITs Dell Server in Highbay
—UNSHASSHFED~ e
NON-RECORD o b

™ —

Here is the list of F numbers for the 2003 server licenses.

1. Names of person(s) that will utilitize these licenses (if known - if systems will be used randomiy
by various personnel, then just state as such).
Various tech agents in the Field

2. State whether licenses are for FBI Employee or Contractor use (breakdown the quantities if
necessary).
FBI Employee

3. List the Property Number of each computer system that license will be used an.
SBITSERVERHIGHB
AY.xXIs (18 KB)

4, State whether computer system(s} is a server, desktop or notebook
Server

5. State the enclave, Program and/or network that the system is connected to [such as FBINET,
SBUNET (formerly Internet Cafe), SCION, Standalone, etc.), along with the system classification
Unclass DCSNET

6. Provide a justification that identifies the business requirements for the software
DCS-3000 systems

7. Provide the name of the approving official, title (at FBIHQ, must be Unit Chief or higher; for Field

Ofﬁcesf ?ff ?f jhe SITS or Lead ITS), and the Unit/Section/Division.
U

b7

-----Qriginal Messaaaec
From: (OTD) (FBI)
Sent: 6 11:16 AM
Subject: : s Dell Server in Highbay
“UNCHASSINED-
NON-RECORD
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Yes,l |is the person to work the transfer through. When all is said and done, please
let me know and we'll allocate the licenses to you.

be

bh7C

----- Original Me: — ‘

From: si;:—_—](omxcom
Sent: ursday, May 11, 2006 8:52 AM
Tos; [OD)(FBI)
Ce: oTD) (FBn] focio) (rer)f Jcoro) (re1y
Subj T win 2003 server image

Importance: Hidh

BNEABBINED
NON-RECORD

ft

e
~1 B

We are looking to purchase Df the Enterprise licenses bringing our transfer tq We will not
be able to wait until after June 15th to purchase them, unfortunately. Do I need to touch base with
| Jto get the information to transfer the funds?

k6
b7 This is for DCS3000, which is on the major projects list.

Thanks,

OTD/ESTS/TICTU
(0) 703
(F)703 ) hic

----- Original Me

From: g1FUOD)(FBI)
Sent: raday. May 1L, 2006 6:18 AM _
To: mm)(coml koto) ren)
Subject: T WIn Server Image

“ONOEAGSINED-
NON-RECORD

Are you looking for Windows Server standard or enterprise - and are those the only
Microsoft products that you require? To save you some steps
r ] Note that these costs decrease by
around 15% O SO after June 15 (SO If you are deploying after June 15th, you would

probably want to be paying in our next anniversary cycle of the ELA).

kel
~1 B2

&3]

&l

Also, as a side note, is this project on the FBI's list of major projects, which is required by
the CIO and FBI executive management?

NON-RECORD bs
7
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~UNCEASHMED™

UNCLASSIFIED

 loTp) (FBI)

From: OTD) (FBI)
Sent: 6 5.23 PM
To: (CG) (EBIU [CG) (FBI)
Cc: (OTD) {(FBI); JOTD) (FBI)
Subject: Chicago move

el ]

If you decide to move any workstations before you move your servers and routers, then you will need to change the ip
information in them to get them to work at the new building. You can use the following addresses at the new building as
icuit working:

58!

For your circuits, your main connections seem to be onthe______Jouter There is 2 and
For your diraits, your mai [ 1
I: S :l The as a|

The::kould be moved separately from everything else. It would be best if the:and all of its

connections were moved at the same time as your DCS-3000 servers.

If you want to leave machines at the old building after the servers move, you can give them ips in this range:
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Below are: (1) The section of the EC indicating the systems that need to be represented and (2) the instructions for
participation in the desktop exercise. .

If any of the systems do not have an ATO or they are unknown, or you are not the appropriate POC, please indicate so in a
response e-mail. Otherwise, please follow the instructions pertaining to the exercise and post-exercise.

This exercise should take no longer than 15-30 minutes to complete. The exercise documentation is due to me NLT 12:00
noon, Tuesday, 10MAY2006: 1

"Set Lead 25: (Action)

OPERATIONAL TECHNOLOGY

AT QUANTICO, VA

Provide the names and phone numbers of the designated representatives of

e i

EXERCISE INSTRUCTIONS:

1. Review the scenario's (choose the scenario that best applies to your system(s)). (The questions accompanying the
scenario's are just for you to consider when addressing the scenario - no response to the scenario questions is
necessary).

2. Review/refer to the Incident Response Plan (IRP) - SBU-Net and FBI-Net systems: Section 9.4 of your respective IRP;
CJIS systems: appropriate Section(s) of your IRP.

3. Fill-in the "Exercise Activity Log" - (the date and time will be the actual date and time you receive this e-mail. The first
activity block is the scenario. Subsequent entries will address date/time and activities you performed when reacting to the
scenario).

4. Fill-in the "FBI Exercise Incident Report" - the date and time will be the actual date and time you receive this e-mail.
Only fill-in as much information as you need to and are capable to. Not all blocks are expected to be filled-in, aithough
they may if you know the information - it's up to you how much detail is provided.)

5. All Exercise Responses (Incident Reports, Exercise Activity Logs) are due NO LATER THAN 12:00 Noon, Tuesday,
May 10, 2008.

POST-EXERCISE INSTRUCTIONS:
1. Review Lessons Learned material

2. Complete Lessons Learned documentation

3. E-mail Lessons Learned material tq Jno 1ater than 12:00 noon, May 10, 2006.

Please contact me via telephone with any questions that you may have, keeping in mind that | am one-deep and there are

multiple parhcnpants Please retain the IRP_This s g living document, so make any/all adjustments to it, turn "track
changes” on, and send those changes t for configuration management of the master document.

i will return the updated document to you with the changes. This should become a cyclic process. as changes occur,
157

—=EREt




FBI ESOC-VIAC B

UNELASOIFIER- .
JoTo) (FEN) e

From: WF) (FBI)
Sent: i] E] 10:28 PM
To: OTD) (FEIY |oTD) (FBI)
Subject: DCS 3000 Error

-UNCtRSSIEDS | k2
NON-RECORD | .. oTE

We get multiple windows that ggﬁn with the following error:

What does this mean and what can be done to correct it??

you b5
b

-UNGEAGEIRED

158
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KOTD) (FBI)

From: | (KC) (FBI)

Sent: i 11149 AM

To: OTD) (FBI omy e

(OTD) (FBI) OTD) (FBI)

Subject: CISCU Routers

UNCTASSHHED

NON-RECORD .
h7E

FYl!

This bulletin was brought to our attention yesterday. We didn't know if you guys had seen this back in the lab, so we
thought we would send it your way. This bulletin refers to counterfeit parts within the routers.

We have the same 2600 serieq Jinstalled for our DCS3000 unit. We have not verified the part
numbers yet, because it will require us to remove the router from the rack and possible power it down to look inside. Do
you have any guidance on checking inside the router without taking it down?

Ka | B 7

FQOF:

N

FIN-06-118-01.pdf

(696 KB)
UNCHASSIMED
_— . - ke
lloTD) (FBI) k7c
From: C OTD) (FBI)
Sent: Thursday, May 04, 2006 10:45 AM
To: L = om) (Fai) Joro) (ren| |
11D (CON
Ce: OTD) (FBI — JcoTD) (FN]
Tl CG) (FBN] (FBD);
_ ONXGED B [CG) (CON)
Subject: Icago plan
DNCEASSIFED

NON-RECORD

Hi all,

There has been a slight change to the IP address plan for the Chicago move. We have temporarily allocated a new block
of IPs to the old building and a new block to the new building. Here is the list of events that need to happen:

|: o :l 1..Add new biock of IPs to old building] 17th RA) ksl
thié’hé'S"aTréa'dy'been"done-withv{he-mamurouter.set_foq use this as the gw)

159




(3]

e _ o

2.a. Change the IPs for the portable VB at the old building to use the A scheme.
b. Change the RW one way push boxes at the old building to use th A scheme.

fol

3. Install new circuit to new building with ip addresses off [ RA)

4.a. t new building should be setup to use IPs foDRA scheme
b. ne way push boxes at new building should be setup for 8th RA scheme

5. When Chicago is ready, move DCS-3000 machines and main FO IPs to the new building. No ip changes will need to be

made to these machines. b

6.a. Change VB IPs at new building to main FO P scheme. r,‘,__?(\
b. Changerne way push IPs to main FO IP scheme. Do
e

*** note, the step is optional, but recommended *** oo

7. When service at old building no longer needed, shut down circuit.

Going with this plan will make the transition much more simple. The drawbacks are having to change the VB ang IP
addresses after the systems are up and running, or, if we skip step 6, then the waste of a block of IPs.

If anyone has any questions about this, please give me a call.

thanks!
703
“HUNGEASGHHED- ba
i'syte
[BTD) (FBI)
From: | pTD) (FBI)
Sent: ng.n.day_ MaL(iL 2006 11:59 AM
To: QTD} (FBI
Cc: | [oTD) (FBI)
Subject: unding tasking
b2
SENTFHYE-BHTF-UNCEAISIFED e
NON-RECORD hC
k7K
| | . .
Below is my response to the restoration/enhancement of funding.
The TICTU requi r th -Net redundno impl tation. The DCS-N ovide

2) The TICTU requires Dfor the upgrade of DCS 3000 server machines. The DCS 3000 server machines are
aging and require upgrade {o
provide reliable data storage. These machines are installed in every FBI field office and require 24/7 operational
readiness for support of both Title il _ ,

and Title 50 CALEA based Electronic Surveillance (ELSUR). The failure of these machines will result in the loss of
collected data and intelligence. :

f7C
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“SENSIHVE-BHT-UNGEASSIEIRD.
(OTD) (FBI) no

From: | T) (FBI)
Sent: 10:58 AM
To: _ (OTD) (FBI)
Subject: Failing UPS in Atlanta oo

' hé

ke

NON-RECORD

Before | forget to address this (as it is of low priority), | spoke witDlast week about an UPS which has failed
twice since being installed with the "new" DCS-3000 rack/equipment. It was significant last week because it was the
primary power source for two routers (DCSnet and other Atlanta DCS router) and our secondary pix. | don't think the UPS
had an F#, but | have a serial number for you.....it £ | JThe control panel on this unit has always (since
removing it from its original packing) looked wrong - i.e., the buttons were excessively recessed. lMIGHT
remember this from the Atlanta install. Bottom line....if thls is under warranty, we should look at having 1t Tixed. if not, |
think we need to surplus this one and consider a new one.

At your convenience, please get in touch with me about this. ,
Thanks
desk b6
(404} cell bic
ONCTASSHHED-
OTD) (FBI)
From: [ k) (FBY) :
Sent: Monday, May 01, 2006 8:24 AM : )
To: r'_'z‘_y__loro) (FBI); |(oTo) (Fa) k2
Subject: Re. DCS 3004 %v
b7E
UNCCASSIPIED—
NON-RECORD
o]
Sorry to bothe Il again. We are having problems with the DCS 3000] ] For some reason we are
not getting mﬁzalls. They are coming in sporadically. When the case agents matches the DCS calls to the
subpoenaed toll records she is missing a lot of calls. | think it might me éswitch problem in the area where the

phone is located, but | wanted to check with you guys first.

sA_ |

Ne i j i ]I/_\ -
O —

UNCLASSIFIED
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lioTD) (FBI)

ba

hic

J(oTD) (FBI]

From: [ITD) (CON)

Sent: yrsda rl 06 9:22 AM

To: __Joto) (FBIY|
OTD) (FBI)

Subject: . ETMU Orientation May 23-25

SENSIFVE-BHT-UNCEASSIFED

NON-RECORD

—

00)
(DCS3000)

Below is the ETMU New Employee Orientation Agenda for the upcoming May orientation. Would you or a designated
alternate be able to present the technology overview in your area of expertise? Please let me know. | am trying to firm up

ﬂh
tarting Monday, May 1. I'll be on the 1st

- the agenda. Qur offices are moving to ERFE in th
aweek. Please call me to confirm 54

¢ next couple days
hrough Friday, 703

ave access to trilogy for a couple days to

floor.
b
Thank you! b7C
ELSUR Technology ﬂanagement Unit (ETMU)
Electronic Surveillance Technology Section, OTD
Current Office: (540)
New Number Effective May 03:
----- QOriginal M —
From: (ITD) (CON)
Sent: 006 8:33 AM ‘
Tor )i Jotp) (FaI); 1
1) D) LEBT) QIRVCON) (COI\ ;
[ITD) (FBI) OTD) (FBI D) {CONY
OTD)CON) O1D)(CON 0TD)
HO) (CON ID TTD) (CON
N
ITD) (CON CG) (CON)
ON) NY) (CON)
ca Jor (D)
Subject: ETMU Orientation May 23-25 ‘
SENSITIVE-BUT-UNGLABSHEIED- e
NON-RECORD bC
20062QAgendaVvi.
3.04262006.doc ...

The May Orientation is quickly approaching. Attached is the latest agenda. This will be the first orienation held in the new
ERFE building. A map and directions are forthcoming. We will have an LCD projector and screen in the conference room.
You will need to bring your presentation on media (CD or memory stick). Please iet me know if you have special

equipment needs for your presentation.

We have a full agenda and 10 new employees eager to hear your presentations. Below are suggested guidelines for your

presentations:

Provide an overview of services/purpose within the customer organization

162

—aER




. ——— .

SECREF
Future initiatives

For those outside of ETMU, discuss the relationship between ETMU and your area

If you can make a portion of the presentation interactive that would be great

Use success stories to depict the culture or the relationship between ETMU and your area

Most presentations are 30 minutes. Allow 15-20 minutes to present with 10-15 minutes for interaction and Q&8A
Please bring the presentation on CD. We will provide all the presentations to attendees on one CD at the close of the
orientation. The CD cannot be classified. Program Sensitive is fine.

Note my new office number effective May 1 @ ERFE below. Please advise of any questions you have. | may not have
easy access to trilogy for the next week during our office move. Please call me with anything you need.

Thanks to everyone!

ELSUR Technology Management Unit (ETMU)
Electronic Surveilla 'ogy Section, OTD
Current Office: (540,

New Number Effective May 3)[:

SENSIFVE-REF-ENSASISHHED
SENSIHVE-BUT-UNCEASHIED
|oTD) (FBY)
From: TD) (FBI) o
Sent: onda rl 2:41 PM
To: (OTD) (FBI)] —(OTD) (FBI)
Subject: : ecurity Accreditation
UNSHASOIREDR

NON-RECORD

(DLY(FBI) bs
2:23 PM o
(OTD) (FBI)
ccreditation

NON-RECORD

D re my previous email re[r_l-__; Now he wants copies of the SSP and ATO for the DCS 3000. Please send me an
electronic copy & | will provide it to him.
Thanks

lealiterd
~3 Gy

=

UNSEASOIFED
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koTD) (FBY) P2

K 1R e
From: | (oTD) (FBI) ol
Sent: 26 PM L7E
To: (HO) (EBD)
Subject: RE] 1 ist
HNGEAGSIHIED
NON-RECORD

o you still need assistance on thm If you have a chance we would like to get the file you have. You could
put it on one of the DCS 3000 systems ownload back here to Quantico.

| SY4

----- Original rasnm__l bs
From: (HO) (FBI) 7
Sent: Tuesday, April 11, %006 12:57 PM fe 7w
To: (OID) (EBI

Subject: Fwi Jist

~UNSLASEIRIRD.
NON-RECORD

--—-Original M &----- )
From: I HO) (FBI)

Sent: Saturday, April 08, 2006 6:45 PM
To: ] [BI)
Subject: Fst

ANCLASSIEED-
NON-RECORD

E I needed a list to look up CID / LAC fq for This may be a more
recent list, maybe than you folks have. Justin case you need it regarding the conversation
we haven't had yet.| |

P.S. | tried to e-mail the Excel Spread Sheet to you, but your mailbox is too full. Old items,

etc. or the file is just too big. Itis around 10 MB. It's all their] |
oo
be
ke
b7k

UNOEASEIFED-

BNOEASGIFED

UNGLASSIFIED
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OTD) (FBI)
From: b5 l WF) (FB‘)
Sent: Loy i 9:02 PM
To: (OTD) (FBI) fOTD) (FBI)
Subject: v ntormation/questions and a DCS 3000 question

“UNGEABEIHED-
NON-RECORD

Hey. How are things? .
I r@iay and she to F_mgmﬂmwfen register request. It turns out the line was ported out
t She talked to d they tot :ff ffy could only give us the incoming
calls. We were told the outgeing calls could be received frorr| i Acalito I t have a
CALEA solution yet but they are currently working on it. They did tell us they could give u CDR).

A couple of questions -
Do you have any recommendations for:?
Do you know iffhow other offices have handled this?

I notj on't have a contact fov[;:_k]o U website and was not sure if you had one. This is the nurﬁber
that alled: 73 an spoke to (the spelling might be off). | hope this might help you.

DCS question -

I looked through the manuals for the DCS 3000 and could not find anything f client. | am sure you have shown
me in the past how to use it but | can't figure out how to put the number in th client. Can you give me some

11654
i

instruction on this? You can emait it to me or if you want you can call and leave me a message 202

ONCLEAGGIFRD

OTD) (FBI)

From: OTD) (FBI)
Sent: nesda I 06 2:31 PM
To: : (IP) (FBI)
Cc: ) (FBY)
Subject: : ine to r

O
o

f_‘f’
Pl

OUNCEASSIPIED ;
NON-RECORD k6 {2r

7C
o]

| talked with the guys here about funding theEcircuit and we have concluded that we just don't have the budget
for it this year. We have asked for a budget enhancement from HQ, so, if we get it, we may be able to fund it next year.
The only way we know of to fund that circuit is going to be through case funds. { would figure that building the circuit to
Chicago is going to be cheaper than building to Indy.

When you are ready to build your circuit, please let us know so we can prepare the routers.
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~UNCEASSIFED
NON-RECORD

Syle

the status on this request?

----- Original Messageg-—--

From: i Ji7) (FBD)

Senk 22, 2006 9:46 AM

To; FLSD) (FBI) ]

Cc: (IP) (FBI) fb?,

Subject: V: T1 Line f ha
Lo

HNGEAGGIFED- ST

NON-RECORD

'he Tech agents have installed

We are in need to have installed a T-1Iin 1
between the Indianapolis field office location to ou ocation. The guestion | have is, Is this
something that your unit/section will pay for? {f not, would you know the Unit back at Quantico that would
handle twfor the installation and the monthly connection of this mandated circuit. Without this T-1
circuit th recorders can not brought on-line.

th4;:RA and the Field Office.
ecorgers onme. This T-1 will connect

----- Original Me: s

From: fip) (Fan) .
Sent: Wednesday, March 22, 2006 9:27 AM be
To:mm’) (Fb ©iC
Subject: : T1 Line fo
UNCEASSHEIED

NON-RECORD -

is ;;ere anyway to have this paid in the manner of the other phone bills which come out of HQ money. |

7C
----- Original Me! =
From: i ki) (o
Sent: Monday, March 20, 2006 6:53 PM
Toi;:ap) (FBIEF ey e Jary sy Jaey (rery
Subject: Line fo
UNGLAGGHFIES- o2
S ON.RECORD BTE

NON-RECORD

Duetot ign of the Chicago Field Division,_indianapolis must establish a new T1 connection between
Indy andtjijio support the DCS3000 aniﬁT his connection is mandatory to allowﬁ
to receiv n register data from the DCS3000 through Indy's connection to Quantico. Without the
connection you cannot effectively run a Title !l in thi"ﬁce. Below is a summary of the costs

association with the connection.

One Time Installation Fee (Indy to MERA)
Monthly Service Charge

Uitimately this monthly charge is not significantly higher than our previous connection to the Chicago Office.
We are checking with the Engineering Research Facility (ERF) to see if they will pick up the cost. They
already pay for our connection to Quantico and advised in the past all additional connections had to be paid by
the Field Division. It cannot hurt to ask again.

SPRET
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.Please let me know how you want this connection billed.

Bpecial Agent og
Technical Programs - Indianapolis Division h7C
317 (cell)

koTD) (FBI)

From: S | _JOTD) (FBI) 56

Sent: Immqgmmqg,zooe 12:53 PM o7c
To: (OTD) (F8I)

Ce: [ “JOTD) (FBY)

UNEEASSIFED-
NON-RECORD

;e;ow is my best estimate of what they are asking for. We have a large number of DCS
3000 computers ‘
that use Windows 2000 Pro or NT. This is denoted in the column. Hope this

helps.

LC

Report of non-networked IT CPUs at OTD with MS software

CPU Type Tl omputer
’ Usage

Desktop 2 0 3 125 0 DCS 3000

Laptop 1 0 0 30 0 DCS 3000




Server 0 0 0 15 30 DCS 3000
UNCHEASSIFFED—
(OTD) (FBI) Bs
From: ' (LA) (FB)
Sent: 10:51 AM
To: OTD) (FBI)
Subject: e gIS ample
UNCEASSIFIED
NON-RECORD e
bSJ

Attached is an example of the pen register printout that we provide to the Case Agents:]discribed what the
prinout looks like from the DCS 3000 and it is not going to wark for the Case Agents.

E

281D-LA-242823.sn

p (167 KB)
TTA e
I I b7
310 Desk)
210 Cell)
ONCEASSIMED
LA G Lo 6
e
OTD) (FBI)
From: M) (CON)
Sent: Ii 06 11:25 AN
To: (OTD) (FBI) ](OTD) (FBI)
Ce: oTD) (FBI ] (M) (FaI ]
(
Subject: setup fm
Importance: High 7k
—SECRET™
RECORD 269-HQ-1366780
Iand/or‘ |
The DCS3000 is setup and connected to the network. The line currently connected to port 1 of the card is 305-
Plea vise as to what further coordination is required between us (Miami), the CO and your end.
169 ke
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ELSUR Technology Management Unit (ETMU) b6
Electronic Surveillance Technology Section (ESTS) I7C
Operational Technology Division (OTD)

30 Desk)

7 Cell)

30 Fax)

(OTD) (FBI)
From: MM) (CON)
Sent: b uesday. Apni 06 6:13 PM
To: bic XoT1D) (FBI)
o[ ]
| (AR MM) (CON)
Subject: equirement for Mia
Importance: High
e e bs
NON-RECORD e

Since the DCS3000 Low Side Client for the one-way push was installed, do we still need the MiamD?

ok
DCS3000 Client MIAM _ _ .
DCS3000. Low Side Client o8

(0) 2

ELSUR Technology Management Unit (ETMU)

Electronic Surveillance Technology Section (ESTS)

Operati echnology Division (OTD)

30 DeSK) b6
7 Cell) b 70
30 Fax) T
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: 51

|oTD) (FBY) oo
From: NY) (FBI)
Sent: 2:54 PM
To: . ' (OTDLLEBD
Cc: INY) (FBI); J(NY) (FBIy] J(NY)

)} (OTDY (FBN) .

Subject: hmu 1Server gime
UNGLASSIEISD oo P
NON-RECORD k7C 6

Just got off the phone witD Yes, | am here on Saturday. Here is a write up for your records.

Our Pen report should zero records for a fe\gwumber& Checking the DCS 3000 Multiserv i ewas a
|: s :I red light nexttothed ______ Pwitch, THRECMP. Monitor indicated na response.to.JP.addres ue to bad

descriptor. By the way | could ping that address.

bl
Qrecommendaﬁon to stop and restart the the multiserver application and that seemed to fix the problem. After
festarung the Mutiserver Manitor, the light turned green and the error messages in the CMP Monitor went away. '

Give me a holler on Monday if you have any questions,

Regards,

| I k6
elecommunications Specialist SO-1 I 7o

212 Iam.e}._'C
646 ell)
64 ] (cell text/email)

“ONCEASSIELED
bha
| [(OTD) (FBI) §o7C
From: (MM) (CON)
Sent: 006 3.55 PM
To: (MM) (FB1)
Cc: 1D) (FBI J(MM) (FBI); [MM)
MM) (CON}
Subject: Ps
E:J;
Ina
SENSITIVE-BUT-UNCEASSH=ED- 7
NON-RECORD TE
d an RMS generated requesting an DCS-300 Server to support a CALEA pen intercept frol_____]
an give you case specifics. Thanks.

EE;BE ;ec;nology Management Unit (ETMU)
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Electronic Surveillance Technology Section (ESTS)

Operational _Technology Division (OTD)
305 Desk) oz
954 Cell) hé
305 Fax) h7C
SENSITHVEBUT-UNCHASSIFED-
(OTD) (FBI) bic

From: | (OTD) (FBI)
Sent: h 29, 2006 2:32 PM
To: (CG) (FBI
Ce: ‘I! #CG) (FBn] Jcorcomi[ ]
Subject: RE: Chicago circuits to move or hot move for DCS-3000
UNGLASSHMED™
NON-RECORD 1, b2

7 k7R
Hey

Yes, please order the replacement circuits. The:hrcuit is shared with the rest of the field, but 'm not sure who all is
using the other one. Either way, though, we don't currently have the budget to take over those circuits.

thanks!

----- Original Message-----
Sent: ednesday, March 29, 2006 1:15 PM
To: OTD) (F8I)

cc: CG) (FBNY — J(ca) (cony e
Subject: RE: Chicago circuits to move or not move for DCS-3000 ha

SNCEAISIMED- v
NON-RECORD :

That sounds like a good plan! Should we order new circuits fo! Iourselves? Are these
inputs that you are distributin hout the field or are these just for Chicago use

Sincerel

Technically Trained Agent,

Chicago Division k7
312 office
312 cell

~~~~~ Original Message-----
Sent: nesday, Marcn 29, 2006 10:08 AM

=t
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bic
{(OTD) (FBI)
From: L foTD) (FBI)

Sent: 2006 11 :3a|.AM

To: OTD) (FBI); J(oTD) (FBI] ]
Ce: | (OTD) (CON) |
Subject: 1T Information Request - Needed by Friday 3/24

. Hoy

DENSHF BTN O=ASSHED bha
NON-RECORD [T
h7r

The cost of the hardware, software, and the developme ce to the Trilogy network or other FBI IT
infrastructure for the DCS-3000 system is approxmatel st is for hardware (e.g.
routers and other networking if you include the IP
§erv1c;e contract we have wit can elaborate on this top:c If neede

----- Original e

From: &mn) (FBD) L6
Sent: ursday, March 23, 2006 8:56 AM fo 7
To: oy e[ (o) (ren) Jcoro) (cony

Ce: G1D) (CON)

Subject: : nformation Request - Needed by Friday 3/24

SENSITIVE BUTUNCHASSHHED
NON-RECORD

To All,
Due to the move, please provudeEmth all submissions no later than 3pm today. Dand 1 will gather
the data to send it to the front office later this afternoon.

Qﬁthe DCS-6000 does not connect to trilogy, operate remotely over an IT system, or prepares data to be sent

IT system. But, how it relates to DCS-NET may be a different story. So as not to duplicate numbers, if there is
an IT cost for the 6000 and DCS-NET, can you include that number (and notation) with your estimate? Thanks.

-----Original

From: %aw (o

Sent: ursday, March 23, 2006 8:14 AM

Subject: : nformaton Request - Needed by Friday 3/24

SENSIHME-BUTF-UNCEASHMED
NON-RECORD

b
bic

I | We should try to complete this task today because tomorrow many of our Trilogy machines
e disconnected by 2 pm. Thanks.

.,J (5\

be
‘h

ITD 9]
70
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e ¢

-—--Qrigina) Message

From: OTD) (FBI)
Sent: arch 21, 2006 4:11 PM
To: ) JOID) (FB (ITD)
FBIL ITD) (FBI) 0]
Cc: . (ITD) (FBI) OTD) (FBI);
OTD) (FBI), )
Subject: nformation Request - Need y Friday 3/24

SENSITHE-BUT-UNCCASSIFED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed
on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed
below, please determine or estimate as best you can the cost of the hardware, software, and the development
work for the interface to the Trilogy network or other FBI IT infrastructure. This will help us separate the
funding of National Security Systems that are not truly IT from IT systems, databases, applications and
networks. Please provide an estimate by Friday 3/24.

% IT Interface
6000 - IT Interface

DCS 3000 - IT iInterface an

| |

Thanks,
E, PMP _
ogram Management Office Manager b
Technology Unit hé
Electronic i chnology Section, OTD ot
Phone: 703
Cell:
Fax: 703

176




DCS 6000 - IT interface

DCS 3000 - IT Interface

DCSNet {CALEA transport)
CARTSAN - [T interface

Thanks,

b2
PE, PMP 4 ba
rogram Management Office Manager o
anagement Technology Unit b7C

Electronic hnology Section, OTD
Phone: 70 .

Cell:

Fax: 703

bhé

 TYERYAR, KEITH A. (OTD) (FBI) oo

From: || !(OTD) (FBI)

Sent: . 2006 12:38 PM

To: OTD) (FBI)

Ce: | OTD) (FBI{_ foroyres_______JoTD)
7

Subject: RE: IT Information Request - Needed by Friday 3/24

D

NON-RECORD

fo o

7R
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ent

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operationai Technology Division hé

Quantico, Virginia %7
703| I h7C

——--Original Message---——

From: I [‘OTD) (FBI)
Sent: uesday, Mar , 2006 4:11 PM

To: ); __L{OTDY(FBD) OTD) (FBI ITD)
FBI FBI ) (FBI) (QTD
Ce: ITD) (FBI (ITD) (FBI); OTD) (FBI);
I);) (OTD) (FBI)
Subject: nformation Request - Needed by Friday
=SENSIFHVEBETF-HNCASSIFED

NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed
on the OCIO master list of systems, applications, databases, and networks. For the systems/projects listed
below, please determine or estimate as best you can the cost of the hardware, software, and the development
work for the interface to the Trilogy network or other FBI T infrastructure. This will help us separate the
funding of National Security Systems that are not truly IT from IT systems, databases, applications and
networks. Please provide an estimate by Friday 3/24.

DCS 6000 - [T Interface

DCS 3000 - IT Interface
DCSNet (CALEA transport)

Thanks,

l PE, PMP
rogram Management Office Manager
ELSUR Management Technology Unit o

Electronic hnology Section, OTD b 6
Phone: 70 ]” .
Cell: ’ i
Fax: 70

er——————————— e e ———
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necessary. Thanks. /BET/
;upemsory ;peqma Agent

Telecommunications Intercept and Collection Technology Unit (TICTU)
Electronic Surveillance Technology Section
Operational Tephnology Division

Qu irginia . jage
703 ' Lo
----- Original S
From: ETD) (FBI)
Sent: uesda arcl 06 4:11 PM
To: |_Y_h_1OTD) (FBD oTD) (FeD)] J(r)

. F (OTD) (FBIL JOTD)
Cc: ) (FBI); J(OTD) (FBI);
0TD) (
Subject: IT Information Request - Needed by Friday

SENGHIVE-BUT-UNGEASBIFED
NON-RECORD

Marcus Thomas has asked that we determine the cost of the IT portions of the OTD collection systems listed on the
OCIO master list of systems, applications, databases, and networks. For the systems/projects listed below, please
determine or estimate as best you can the cost of the hardware, software, and the development work for the interface
to the Trilogy netwark or other FBI IT infrastructure. This will help us separate the funding of National Security
Systems that are not truly IT from IT systems, databases, applications and networks. Please provide an estimate by
Friday 3/24.

;é§ 6000 - 1T Interface

DCS 3000 - IT Interface

DCSNet (CAL EA teansoort)
b7
Thanks,
L PE, PMP
Program Management Office Manager o2

anagement Technology Unit 6
Electronic Surveillance Technology Section, OTD o
Phone: 703 Ix7C
Cell: ¥
Fax: 703

SENSHFIVE-BUTHNCWABBIFIED- ,
SENSIFIVE-BUT-UNCLASSIRIED
SENSITIVE BUT UNCLASSIFIED

SENSITIVE BUT UNCLASSIFIED
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ke

|otD) FBY) b

From: NY) (FBI)
Sent: _YWednesday_March 15, 2006 3:10 BA4 .
To: (OTD) (FBIY ooy e[|

(OTD) (FB
Subject:

bz
hé
SECREI//INOFORN ] k7C
RECORD 315

Hey fellas,

I'm not certain if it wanr you fellas but thanks for fixing the VOIP collection for 71 8: Can

someone logk at (91 This number was instituted a few weeks ago but no pen data comes up. The audio
looks OK.

Also, SO-1 has been instructed to begin uploading FISA pen register reports from Counterterrorism targets into the
Bureau’s Telephone Application database as standard practice. Unfortunately, the FISA pen records are separated by
dashes as a delimiter. The pen reports on the criminal side, which have been uploading on a regular daily basis, use
commas. Can you fellas change the interface at ERF to send the FISA pen data with commas instead?

Looking forward to seeing you fellas again when you install the equipment for the DCS3000 push into:

&
~ N

=

SEGREFINOFORN
(OTD) (FBI) be
From: OTD) (FBI) o
Sent; 4:49 PM
ce: = ?Q'B?{'E_E“’___—l(om) (FBI); oTD)
NON-RECORD.

The TICTU TEST phone is 701 |This is a:bhone which has an existing pen register on it. So be
advised we will be logging caller id on ail numbers calling it. Your system is set up i i

Feel free to call it to see the data on your system. It won't be answered by anyone.
mhere are several issues on how to set up targets on your sid hat | will contact you on
iscuss. Below are links to our TICTU website and the DCS 3000 manual.

The TICTU main website is: |

The DCS 3000 Manual link is :

Cell (703
Pager (800
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HNOLASSIFIED
6

loTp) (FBY 7

From: | lowF) (FBI)

Sent: 2006 12:29

To: (OTD) (FB OTD) (FBI)

Cc: | _ WF) (FB!) F) (FBI)

Subject: FW: Voice Box problem

UNCLASSIFIED

NON-RECORD
Hi,

[ Jin addition to this problem, now if there is a first bz
call with no CDC message and it hangs up, then when a second v
call comes in with audio, while this call is going on, if the
CDC for the first call comes in it either minimizes the current
call or takes over the current call (giving us the white bar)
causing the audio on the second call to be lost. Is it possible
this audio is still on the systfm and if so can it be retrieved.
Can you please look into this. advised that they took
the number out of their system and put it back in. We are
having them check this again, for the problem is still not
corrected. Can you please look into this again. I will forward
you the another e-mail with these calls listed from the case
agent.

Thanks for your help.

ke

e7C

; cmuﬁm______j_Tawmnmn
y | p\*m) (FBI) WF) (FBI)

NON-RECORD
e following problem was reported to us 03/10/06 t :
There is a current Title Ill up on felephone numper. BTE

We are receiving the CCC fine.
The CDC is not being received at the time of the CCC atthd______Jand DCS3000.
It has been witnessed of taking more than 5 minutes to receive the CDC.

If the call is long then the CDC attaches itself to the CCC and their appears to be nc problems.

185
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® SEGRET [

My SSA has asked about how we are to handle ELSUR issues as it relates to the DCS3000 and pen data. Even
though the data is uploaded ontc Telephone Apps., the criginal pen stuff still sits on the DCS computer. Is there any

Thanks,
kg
UNOEAGGIFED.
LNG-ASSHHED
ke
k70
(OTD) (FBI)
From: OTD) (FBIl}
Sent: 8, 2006 11
To: OTD) (EBL (QIDRVEBD
L1 (FBI (OTD) (FBI) TD)
{FBIL

Subject: FW: Privileged User Role-Based Training
UNOEASOINED-
NON-RECORD
| believe below would be your unit's call.
Please advise.
Thanks. b

b7

Il_mrmww‘zmpemﬁom Services
anagement Unit (ETMU)
Electronic Surveillance Technology Section (ESTS)
Operational Technology Division (OTD) fa2
ERF, Q ico, V.
Tel: 54
Fax: 54
Pager: 8
--—-Original Mes

From: I l(OTD) (CON)
Sent: L f 5:20 PM Wa
To: loTo) (8D T
Cc: (ITD) (CON) i
Subject: RE: Privileged User Role-Based Training =

NON-RECORD

Even with the extension of time to complete the training rfsmmm_ne“ng a privelaged user, we should probably
identify which systems need to have the privelaged use (ROB) created for. As | see it there are
primarily three systems that are supported by the DCSP that each should have a ROB form. They are the&
System (DCS5000) thd DCSB6000) and the DCS3000. My understanding is that each of these will be
accredited at an enterprise level such that the system in Albany and the system in Portland both fall under a single ROB.
But the three separate type of system each require their own ROB. So each system administrator will fill out three ROBs.

The form on the Security pags bnly has a
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%ﬁﬁﬁ'— 2 o
ha
7c

k7=
NON-RECORD

Ye idi ircuit. We will be moving in circa 4/15. We were initially set to move in during this week and next,
bu annot have our new stuff installed 'til 4/10. 1 talked tr#ast week and | will be
submitting an RMS today for two new DCS-3000s, etc. In answer to your question | will need new routers. The old

equipment was toss about during the move from NO to storage in Baton Rouge and | have no fali%bmty |

would say ship those to our old office in NO on or about 4/15. Any questions, give me a call (504

Thanks for your helpq

sal

N | New Orleans
(229 ffice (Temporary) b
(504 ell i S¥le!

--—Original rfmgg !
From: (OTD) (FBI)

Sent: 006 9:50 AM
To: (NO) (FBI)
fols] (OTD) (FBI)
Subject: New Orieans DCSNET dircuit
HNGLASSHED

NON-RECORD ;j 6

7 C
Hey

ells me your DCSNET circuit in New Orleans has been installed and is ready for turn-up. Do you have an
updated schedule on when you will be moving m’> Will you need new routers? Any idea what happened to the old
equipment that was there?

Your ckt id.ig
|: s :| —-Pleasé let me know I you have any questions about this circuit or the install.

Thanks!

o ]

<
Oy

T
@

ONCEASSINED -

—— e —————

189




Qo ®

o6
(OTD) (FBI) .
From: | NO) (FBI)
Sent: Monday,March 08, 2006 11:15 AM
To: OTD) (FBI)
Cce: OTD) (FB!)I (OTD)(CON)
Subject: RE: New Orleans DCSNET circuit
Ini
Lé
UNGEASGIFED- ' b7
NON-RECORD hTE

but Systems Furniture cannot have cur new stuff installed 'til 4/10. | talked t last week and | will be
submitting an RMS today for two new DCS-3C00s, etc. In answer to your question ! will need new routers. The old
equipment was toss about during the move from NO to storage in Baton Rouge and { have no faiff | i bility. |
would say ship those to our old office in NO on or about 4/15. Any questions, give me a call (504

Thanks for your help:

Tec r, New

Yed____ Lid install circuit. We will be moving in circa 4/15. We were initiallf set to move in during this week and next,

rleans

(225 Office (Temporary)
(504 Cell "G
k7¢
-----Original lfassan_l -----
From: (OTD) (FBI)
Sent: Monday, March 06, 2006 9:50 AM
To: NO) (FBI)
Cc: (OTD) (FBI)
Subject: New Qrleans DCSNET drcuit
“UNOCASSIFIED
NON-RECORD
Hey b

ells me ydur DCSNET circuit in New Orleans has been installed and is ready for turn-up. Do you have an
updated schedule on when you wili be moving in? Will you need new routers? Any idea what happened to the old
equipment that was there?

Your cktid-isl il o1
|: S :| -Please let me know if you have any questions about this circuit or the install.

thamﬂ_
705'

oy
G

5N

.
)
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Q. ®

[OTD) (FBI) o¥S
Lo e
From: TD) (FBI)
Sent: Pm:zmie 5:52 PM
To: (OTD) (FBI)
Subject: FW: Power outage and the DCS 300

UNOEAEEIFIED-
NON-RECORD

----- Original Messsiﬁt----
From: F) (FBI)

Sent: —Llesdar.Echoanc 28, 2006 7:00 PM I
To: {OTD) (FBI) o
Cc: WF) (FBI)

Subject: Power outage and the DCS 300
ENGEABSIFED

NON-RECORD

Sorry | didn't inform you earlier. Lo

There are 2 planned days of power outages for the 3rd floor at WFO which will affect the DCS 3000. b7C

They are March 1, and 2. It will start about 6pm and go until possibly 6am.

%ym— Tz

202-| I

191




Q.r ®

(OTD) (FBI) b
. T
From: OTD)(CON)
Sent: , 2006 11:27 AM
To: OTD) (FBI)
Subject: Visit Request

“UNCEASHHED
NON-RECORD

—

is the Booz Alljﬁoyee working on refreshing the DCS-3000 Security Plan. She has requested a data

g with you an
Please send a visit request on her behalf once you have established a meeting date. {”j
ﬁa—nj! let me know if you have any questions. My ERF extension is:]
UNGLAGGIFIED
loTD) (FBI)
From: (SC) (FBI)
Sent: e 2, 2006 2:28 PM
To: brc OTD) (EBLL (ITD) (CONa
Ce: | [Ty (FBn] TD) (CON) r_—J
. QTD N KLU T ARD OTD) (CONY:
__[SF) (CON)} fsC) (CoN)}
( )
Subject: RE: |
HNGEASSHHED- ,
NON-RECORD b

b7

I will ship the:to you since it has arrived in Sac. already. 6

WiC
-----Original Message----- »
From: (OTD) (FBI)
Sent: r 21, 2006 10:16 AM
To: ITD) (CON)
Cc: ITD) (FBl); ITD) (CON); Q7D
, Q1) (FB)
Subject: REf
2
podhA—d s sy TR

NON-RECORD

Yes, please have them sent here if possible. We are ordering the V.35 serial card that will better suit our network
configuration and hopefully they will be here by the time the channet bank gets here to test. We can test and turn
them around in a coupie of days if all goes as expected.

thanks! e
E RG]

oo

192
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----- Original Message---——-

From: | . _koto) (Fer)

ke Sent: 7, 2006 12:43 PM

7o To: TTD) (CONY
Cc: ITD) (FEI) (ITD) (CON) ksc) (Fa1)
[ D) (cqaal (ITD) (CON) (OTD)
, (SE) (CON) SF) (CON)| (CON)
BI)
Subject: | .
b2
UNCEASSHFED: NG

NON-RECORD

o]

I've left a message fo at] o talk with him about the channel bank. On their website,_the:
show a card with a V.35 or RS-232 interface that would probably better suit our network. Hopefull

will call me back soon and we can discuss pricing. Depending on the cost, TICTU may be able to get the
cards. Do you know if there are open siots for another card in the Seattle-Spokane channel banks?

We would still like to test the system in the lab with the current configuration in case the serial cards are
cost prohibitive. The address here at ERF is Building 27958-A, Quantico, VA 22135.

{
b thanks!
7C
703
----Qriginal Mes
From ITD) {CON)
hé Sent 6, 2006 2:33 PM
e To: I}
Ce: |1TD! ;CON); ;
T (CONY TTD) (CON), OTD)
(Con)j v SE) (CON)] J(sF) (cony] sC)
(CONY
Subject: I I b
HNGLAGSIFED— bIE
NON-RECORD
s
b

We have tracked down the purchase request of the channel banks for the| |
link. The delivery of these to the Sacramento field office is on hold. | understand that you would itke
for them to be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the
case please reply with the address to where you would need them sent. (That is, of course, unless

someone else says to not do this.)

Ioo After speaking with some of our folks about the transfer of the DCS-3000 data via the T-1 links (for
WTE both the :A;;:es), | am moderately confident that the ith
the CB's, Will SUppOf Ihe need 1o send your systemn's data between the sites.” T another card 1S

required to support this effort we will need the model and (as always) someone will have to fund it.

Thanks.

;L; UR Technology Management Unit (ETMU)
b2 Electronic Surveillance Technology Section (ESTS)
b Operational Technology Division (OTD)
e 544 Desk)

540 (Fax)

540 Mobile)

194
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703

----- Originai M I
v —

Sent: . 6, 2006 2:33 PM

To: I(OTD) (EBDY

(o] FITD) (FBIL ITD) (CON) KSC) (FBI)
—JOID) (conl ITD) ( ___._l_l(om) (CON
Ise) (cony SF) (CON) SC) (CON)

Subject:

LNCLASSIEIED :

NON-RECORD {2

e —— 7R

We have tracked down the purchase request of the channel banks for thel ]link.

The delivery of these to the Sacramento field office is on hold. | understand that you would like for them to
be delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please
reply with the address to where you would need them sent. (That is, of course, unless someone else says
to not do this.)

After speaking with some of gir folks about the transfer of the DCS-3000 data via the T-1 links (for both
th ites), | am moderately confident that the] with the CB's,
will support the need to send your system's data between the sites. If another card is required to support
this effort we will need the model and (as always) someone will have to fund it.

Thanks.

;;U; ; ec;nology Management Unit (ETMU) b2

Electronic Surveillance Technology Section (ESTS) e

Oper chnology Division (OTD) h7T
540, Desk)

540, Fax)

540 Mobile)




540 Desk) e
540, Fax)
540, .Mob_i/e) Y8

SAs)

b7
_____ On i ————
From: (OTD) (FBI)
Sent: | , 2006 12:43 PM
To: ITD) (CON)
Cc: ) (ED ITD) (CON) sy ceand __KkotD)
ITT (SE) (CON);
bz SP) (CON) SC) (CON) (OTD) (FBI) ]
hTE Subject: RE] N
UNEEASSIRED
NON-RECORD

w ]

I've left a message fo&ﬁa! [o talk with him about the channel bank. On their ife, they show a
o card with a V.35 or R5-232 interface that wouid probably better suit our network. Hopeful!ﬁiu call me back
A ' soon and we can discuss pricing. Depending on the cost, TICTU may be able to get the cards. Do you know if
b7E there are open slots for another card in thq Ehannel banks?

We would still like to test the system in the lab with the current configuration in case the serial cards are cost
prohibitive. The address here at ERF is Building 27958-A, Quantico, VA 22135,
|

I.tna.n.ls._ ‘
= —

O

=
21 Oy
@}

—--Original.Message-----
From: L }ro) (cony
Sent: day, February 16, 2006 2:33 PM

To:
e Ce: D) (conl SC) (FBIY ~ Jotoy
k7w (OTD) (CON KEET TCON);
Y (CON)
Subject: | I
UNGASSIEED

NON-RECORD

We have tracked down the purchase request of the channel banks for thd Jink. The
delivery of these to the Sacramento field office is on hold. | understand that you would like for them to be
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with
the address to where you would need them sent. (That is, of course, unless someone else says to not do
this.)

k2 After speaking with some of our folks about the transfer of the DC i 1 links (for both the

L7E [ Jites), | am moderately confident that thtﬁf]with the CB's, will
support the need to send your system's data between the sites. If another card Is required to support this
effort we will need the model and (as always) someone will have to fund it.

Thanks.

h2
LLSUR Technology Management Unit (ETMU) ba
Electronic Surveillance Technology Section (ESTS) e
Opegational Technology Division (OTD) :
540 Desk)
540  Fax)
540 YMobile)

199
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Q@ . ¢

P7C
UNCEASGINGED- bTE
NON-RECGRD
Hey|

with a V.35 or RS-232 interface that would probably better suit our network. Hopefully ill call me back soon and

we can discuss pricing. D t, TICTU may be able to get the cards. Do you know if there are open
slots for another card in th hannel banks?

We would still like to test th with the current configuration in case the serial cards are cost
prohnbmve The address here at ERF is Building 27958-A, Quantico, VA 22135.

1 b
703 I b

I've left a message for| kt:to talk with him about the channel bank. On website, they show a card

he
k7
| !( D; (0TD)
OTD) ; H
_ Ec_l) (CON)
b2 Subject] J
oI
HNGEASSRIED-

oy

NON-RECORD

L ]

We have tracked down the purchase request of the channel banks for thq__ Jink. The
delivery of these to the Sacramento field office is on hold. | understand that you would like for them to be
delivered to you at ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the
address to where you wouid need them sent. (That is, of course, unless someone else says to not do this.) -

b2

B inaith-apme of our folks about the transfer of the w@_w T-1 links (for both :m{;]
ﬁ:jites), | am moderately confident that the ith the CB's, will support the

need 1o send your system'’s data between the sites. If another card is required to support this effort we will need
the model and (as always) someone will have to fund it.

Thanks.

| -
ELSUR Technology Management Unit (ETMU) b2
Electronic Surveillance Technology Section (ESTS) SIS

perational Technology Division (OTD) kb7c

54 Desk)
54( Fax)
54 Mobile)

HNCSEASSHHED-

UNCEASISHFIED
NOEASSHED—
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hé

OTD) (FB|) E’L; '7':?

From: (OTD) (FBI)

Sent: Friday, February 1 :04 PM
To: [ ___ijTD)(FPh
Ce: [ JoTD) (FBh| bTo) (FBI)
Subject: roblem

I

NON-RECORD b2

k6 bR

k7C
We have identified a problem significant problem with the| fswitch: misrepresentation/misinterpretation of
CallingPartyldentity for incoming calls.

Background:

The Phoenix division is currently active onDPCS Title 1l intercepts (Target A and Target B). Recently, Target A
called Target B and the monitor and case agent noted the calling party id presented in the Target B Termination Attempt
message was not Target A's directory number. After interviewing the subsceriber of the intercepted calling party id (another
QCS customer) and determining no[_Jbetween this subscriber or B, the Phoenix division -
contacted me yesterday to report the problem and ask for an explanation. Eﬁand | examined theb o
messaging for the specific call and initially had no plausible explanation,

Analysis:

Last night, | decided to examine the ensemble of intercepted messages for all Fargets for the
month of February. | compared the calling party id in the jmessages for each
ing call. | found that nearly 12% of all incoming calls rgets and 4% of ali incoming calls to
[::mi_mﬁtargets had different calling party ids in th essages. This phenomenon only occurred
or iIncoming calls served b itch nd_not by any Fwitches. From the analysis of the PX call data, we
assume the calling party id in t s correct when it is available (if the callini party blocks their

caller id the number is not avaifable In essage). The results suggest the witch is incorrectly
populating the calling party id field in the Terminat empt. | sampled and analyzed several of the bad messages and fw
have noticed the problem only occurs when the f the incoming callin is presented in the Termination Attempt.” bz
My guess is the problem is due to the practice r pooling where th and directory number (DN) a toa
mobile subscriber do not mateh., ppears th witch is only populating the calling party id field with th hen
the calling party is ancthel subscriber. This is a problem that cannot be remedied on our iqﬂmim_mmint
(DCS-3000, DCS-6000, and DCS-5000) because the calling party DN is not always available in the

message (e.g., blocked caller id); thus, we have to rely on the caller id in the Termination Attempt message. More
importantly, it's a problem for all of law enforcement whe may be executing their cases using bad trap/trace information.

| recommend OTD notify all divisions about the problem, and | suggest we seek immediate assistance fromD lam
available any time to further discuss this problem. b

BC

BIE
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Qer ¢

e
[o1D) (FBI) S

From: l J(OTD) (FBY)
Sent; WI?OOG 12:43 PM
To: ITD) (CQNL.
Ce: IiTo) (con] _

ON);
(OL (
J(SF) (CON); [SC) (CON), TD)
: (FB
Subject: RE]
b
UNGEACSIEIED bh7E
NON-RECORD
Hey
I've left a message fol__Jatf__ Jto talk with him about the channel bank. heir website, they show a card with
a V.35 or RS-232 interface that would probabily better suit our network. Hopefull il call me back soon and we can
discuss pricing. Depending on the cost, TICTU may be able to get the cards. Do you know if there are open slots for
another card in the hannel banks? '
We would still like in the lab with the current configuration in case the serial cards are cost prohibitive.
The address here at ERF is Building 27958-A, Quantico, VA 22135, -
thanks! ]i?
b7
Wi
703 -

NON-RECORD bR

We have tracked down the purchase request of the channel banks for the{ Jink. The delivery
of these to the Sacramento field office is on hold. | understand that you would like for them to be delivered to you at
ERF for testing of DCS-3000 traffic utilizing these CB's. If that is the case please reply with the address to where you
would need them sent. (That is, of course, uniess someone else says to not do this.)

ing with some of our folks about the transfer of the DCS-300% %fti via the T-1 links (for both thm
[Aﬂjil_mfes), | am moderately confident that the with the CB's, will support thé nee
send your sysiem s data between the sites. If another card is required to support this effort we will need the model and
(as always) someone will have to fund it.

Thanks. e
XSS

| ! hic
echnology Management Unit (ETMU) h7E

Electronic Surveillance Technology Section (ESTS)

Ope hnology Division (OTD)
54¢ esk)
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file:///Desk

54( (Fax)
544 (Mobile) -

UNGEASSIFIED

UNOLASSIRIED.

ks

[OTD) (FBI) b7e

From: | JDE) (FB!)
Sent: rida 1 06 11:23 AM
Subject: -

UNGAGSIFED
NON-RECORD

e
h7C

At the request of our BAE guys, | returned to you a DCS 3000 server. | forgot to put the 734 in the box, so you will receive
it in a separate envelope. Cail with any questions.

(313] ]

UNGEABSIRED

KOTD) (FBI)

From: l _bTD) (FBY)
Sent: ¢ uesday, February 14, 2006 3:39 P

To: e CLIFEORD, MICHAEL (OTD) (FBI); q
Ce: o OTD) (FBI [IDMEBL: ]
L [[CTOYFBN IR
IE._MQ.LEEN_E_I(OTD) (FBI) ]
(OTD) (FBI) TD) (FBI)

Subject: RE: 2006 OTD EXPU

EUNCEASSIFED
NON-RECORD

TICTU will need two tables for the upcoming Expo. Our platform displays the DCS-6000 Title Ill system and the SBIT
DCS-3000 systemn. This is not considered extra, we had two tables last year.

Thanks, e
ke

----- Original Message-—--
From: CLIFFORD, MICHAEL (OTD) (FBI)

Sent: 13,2006 4:43 PM
To: (OTD) (FBI)

SEChE
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. ®

I(OTD) (FBI) ba
FoNA
From: | I\AO) (F8h
Sent: uesday, rebruary 14, 2006 2:58 PM
To: OTD) (FBI)
Subject: Mobile's DCS 3000
UNOEASSIEIRD...
NON-RECORD -

h7C

Like you said,Ejveriﬁed heh ouble booting the old system up and that he just kept at it until it
worked. He also mentioned that helped him set up a duplicate system during that last mission.
So, my next question would be....can you determine if the information that needs transferred to the

new system is currently in the duplicate system listed below:
b2

I I B7E

(5]

If so, we will use it to get the information needed to get the new one up and running. Let me know
what you find out and we'll go from there.

Thanks

h7c

35 |

koTD) (FBY) 1;

[o18)

b7

From: OTD) (FBI)
Sent: 9:27 AM
To: TD) (FBI)

Subject: FW

HNGLASSIEIED,
NON-RECORD

-—0Original Message-----

From: |ﬁ____5KSF) (FBI) T "‘(
Sent: Friday, February 10, 2006 2:56 PM oo
o I_Z,___"Z__l OTD) (FB1) I

Subject: l |

“UNGEABSIRIED
NON-RECORD

L 1 o




Qv ®

The TTA responsible for th here was told by:mat he was to RMS J:from you

that would allow hi S DCS83000. True or False? Let me know so | can either RMS it or tell the
TTA to hand on.

2

b
“UNCCASSIFIED I7e

h7E

(OTD) (FBI)

F) (FBI)
. 2006 102048

lotD) (F
). WF) (FBI)

ba

UNCEASSIPIED™
NON-RECORD

b
Oka)l b

Tag - you are it. Get back with me so we can set up to do this. Call my cell - 202:

We will be doing some training on the use of this system on March 17th (9ah-1 1:30), so let's get this up and running
ASAP so we know it's working right and can be familiar with it by then. Who shouid | talk to about training materiai for the
dcs30007? If you guys have references made up for it already (as | am sure you do), | would like to get copies (preferable
digital copies).

Thanks

WF?.LIS—.L(I&;hSm.ﬁm.I jo%le
2072

--—--QOriginal
From: (WF) (FBI) e
Sent: 122 PM L7C
To: WF) (FBI) T
Cc: OTD) (FBI)
Subject: DCS 3000 Client Station at Proshop
UNCEASSIFED

NON-RECORD

| |(703] Jis the individual who called from TICTU regarding the equipment necessary for
setting up our client station. Please giv call.

Thanks, e

b7
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UNCLASSHEIED.
OTD) (FBI) e

iC

From: . (OTD) (FBI) 2 IC

Sent: 6:39 PM

To: SA) (FBI)

Cc: ' (OTD) (FBI)

Subject: RE: DCS3000

UNOEASSIPIED

NON-RECORD

We'll get you a router.

----- Original Message—---

51

k7c

From: A) (FBI)
Sent: 5:32PM
To: 0TD) (FBI)
Subject: :

BNGIASSIFED-
NON-RECORD

next?

5

k7R

Did a loop back on the house wirin larm light went out. Made a reverse CAT5 (reversed 12 & 78} to
test the router directly hooked to th and the alarm light stayed on. So, it looks like the router is bad. What

ks
o
7

oTo) (Fey e

Sent: 6 2:25 PM
Jo: RSA) (FBI)
Subject: RE:

ENGEASSH D
NON-RECORD

(3] Fhat explains it Vol fave 6
the change - just call me at 70

(SA) (FBI)

Sents anuary 31, 2006 3:14 PM
To: OTD) (FBI)
Subject: . 00

The machine is in SAHQ in the office.

B Original Mess
He From: t
ke
“ONCEASSIFED
NON-RECORD
-----Original Mess:
e From:
N0}
b7

[
iL [OTD) (FBI)
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Sent: [RRiesdaytaouan U 2006 1:50 P b
To: SA) (FBI) ;7C
Subject: RE: DC53000

UNCEASHFED-
NON-RECORD

Tl

Our database indicates the DCS3000 machine has an |P address oﬂ_l_r his address may be

S ___the problem depending on the location_ The main SA.office IP space is-from —
t :l Each RA has an IP space of 15 addresses starting a ‘or Austin. Which location (RA or
office) is the machine located? Based on this, | can give you a new IP address for the machine.

1

L Original Message.—-—-
o7 From: I (SA) (FBD)
Sent: uesday, January 31, 2006 9:30 AM -

To: I XOTD) (FBI)
Subject: DCS3000

DROEASEHHED
NON-RECORD

One of our DCS3OOOSI_:I_LmLmanm.i)e network. The line checks okay and the
s good. That leaves the Can you ping the router and/or check the

settings for us. The DCS3000 is in our FISA room and we wifl be needing it soon.

N\

NNV}

Th

SA ]

Sa
Y —

[ &R e
=1

ofaled
ENS

210
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(OTD) (FBI)

From: I lHO) (FBI)

Sent: i 06 2:48 PM
To: JoTD) (FBI)
Subject: raining

-1 Oy

[

“UNGASSIEIRD-
NON-RECORD

6

h7c

‘ Lz
Hello - I have spoken to you a few times on the phone mainly about the pen register we had up inl Thave ©7E
med the duties of Houston's other TS for the covert side and the topic of training was brought up.
ugqgested I contact you about possibly attending a training class for the DCS 3000. He mentioned
| is working on a computer based training but did not know when that would be available. Is
there plans in the future for a training class? If so, I was advised that I should attend.

Please advise at your convenience,

Thanks:
ko
lioTD) (FBY)
From: L ](0TD) (FBY)
Sent: i 06 10:07 AM
To: (OTD) (FBI)
Subject: . A Matter, 01/2
“UNCHASSHHMED-
NON-RECORD
What did he do? Don'Dme, man!

-——-Qriginal M

From: OTD) (FBI)

Sent: 9:47 AM

To: OTD) (FBI)

Subject: o Ys)

hic
HNCEASHHED

NON-RECORD

This is what happens when your first names are too close.

From: ;:'—_'p.m (een
Sent: rnday, January 27, 2006 9:38 AM

—aeRET
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52
D«as a happy camper with this information. { .
:should be commended for their prompt action. \{”q?

bha

UNOEASOINED
kI
loTD) (FBY)

From: | KOTD) (FBI)
Sent: IJALed.nesdaL.lamamﬁg 2006 9:15 AM
To: TD) (FBI)
Subject: FW: DCS 3000 issues

UNGEASSINED

NON-RECORD

e

----- Qriginal Mes

From: kE) (FBI) b7C
Sent: 2006 4:50 PM

To: OTD) (FBI)

Subject: RE: DCS 3000 issues

HNGEASSIEIED

NON-RECORD

rap
This case involved a drug retated kiddnapping which took place i

e with some of the guys who were dsing the DCS3000 during the case and got their input.

The victim was

later transported to Charlotte, NC. Initially we went up on
posing as 3 |and whom received ransom demands.

phone numbers belonging

ell phone which belonged to a

C Police Officer

ver the next few days we obtainemeu
Subjects from the group We went up on Pen Reglsters on those as well. Ini |aliy we

| prior to the series of arrests

ﬁfer all your help!

-—---Original Message-----

From: OTD) (FBI}
Sent: MPOG 1:22 PM
To: {CE) {FBI)
Subject: DCS 3000 issues

UNCLASSIFIED
NON-RECORD

213
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Freedom of Information
and |
Privacy Acts

SUBJECT: DCS 3000
FOLDER: DIVISION DOCUMENTS
SECTION #39

Federal Bureau of Investigation



I lin implementing lacal loon FISAQ the interface for collectine such information
e

= For details regarding traditional equipment and DNR systems, etc., go to the TICTU
Website and consult the Traditional Technologies Intercept Team at
|

» MANUALS: For traditional FISA intercept equipment Manuals see:
2
b7E

«  For details regarding the DCS-5000, go to the TICTU Website and consult the

» MANUALS: For major FISA collection platform Manuals see:

I ]

. = For details regarding thd |20 to the TICTU Website and consult

< 2 Inli i itch- JR, TTAs frequently utilize the
The DCS 3000 system may also be used.
In other conventional (non-CALEA) switch-based Title III, the interface for collecting such
information may be one of the|

» For details regarding the DCS-3 the TICTU Website and consult the k2
Switch-Based Intercept Team a | iE

= __For details regarding the DCS-5000 system, go to the TICTU Website and consult the

> i ajor Pe | -Irace collection platform Manuals see:

= For details regarding more conventional (non-CALEA) DNR equipment and DNR

platfowrg__g&_mmwmw_ihe Traditional Technologies Intercept
Team a

» MANUALS: For traditional DNR equipment Manuals see:

|

fz

64 XE




oz

b7E

The procedures for FBI technical personnel who testify as subject matter experts within the FBI’s
TIP are the same as those that apply to other FBI witnesses, including adherence to the dictates of
28 C.F.R.§ 16.21 et seq. Any legal or procedural questions should be promptly brought to the
attention of the appropriate Assistant United States Attorney (AUSA) and the appropriate field
office CDC or to an attorney in the Technology Law Unit, Office of the General Counsel, FBIHQ.

m) Evidence Acquisition/Recordation/Handling:

As noted, above, in the past, there was little prospect of FISA ELSUR information ever being used
in court or other public venues. However, based upon recent rulings of the Foreign Intelligence
Surveillance Court (FISC) and new interpretations of the FISA law and its purposes by the
Department of Justice, it is now conceivable that FISA-based ELSUR information could be used as
“evidence” in criminal cases or otherwise made public.

- Evidence Acquisition: FISA ELSUR equipment, techniques, systems, and platforms acquire/
intercept communications “content.” FISA equipment used in local loop interceptions typically
captures analog audio tones/signaling that is captured as “content.” Under CALEA, which is carrier
and principally switch-based, telephony content is referred to as call content and is transmitted over
al ICCC).” Details as to the elements/format of CALEA-compliant call
content in wireline and wireless networks are set forth in th The interface for

collecting FISA call content may be platforms such as the CALEA-related DCS-3000 platform
andor the DCS-5000L—— Tplatform.

- Evidence Recordation: Once ELSUR information is acquired, the signaling information should be
recorded electronically as the “original evidence.” Electronic recordation can be accomplished
through recorders attached to the above-mentioned platforms.

- Evidence Handling:

If TTAs handle FISA ELSUR material, they run the risk of becoming part of the “chain of custody”
for the ELSUR evidence, thus exposing themselves to the possibility of having to testify (contrary
to FBI policy). Hence, TTA involvement in evidence handling must be avoided.

For information regarding evidentiary matters arising from intercepting “oral” communications
pursuant to FISA, see “Consensual Monitoring,” below.
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