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^ «5E 

^ " Page 1 of 3 

RMC •)(FI 31) 

FromI I-31) (F Bl) 

Sent: Thursday, Novem Der30 200( 3 3:27 PM 

To: ) I)(F Bl) 

Subje( ;l: l-W: 
b .-̂  

TJFlLLAft wirirn hir 

NON-RE CORD 

nal MpgQanP—-

FromI t o i ) (f ̂ BI) 
Sent:TTi ursday, October 27, 2005 7 :38A M 
To| KCD)( FBI) 
Cc3 ^ \ OTD) (FBI) |0 I ) (FBI ) ; | |OI)(FBl1 

[o\ [) (FBI) 
smsject FW: 

mo*'^ iSTPfEb 
NON-RE QQRO 

FYI. for W le DCS-3000 (see be slow) 

1 Iri-lANKS!) 

-—oriaii nal Mpssaae 
FromI |0T D)(F 31) b.^ 
Sent: Mc )nday, October 24, 21 J05 5: 16Piy l^r 
M r o n fFBi ) 
Subject RE: 

1 
NON-RE 

1 
CORD 

1 1 
Regardin g the DCS-3000: 

( 1 ) a cor nplete description c f t h e i ypes of F ISA information stored: 
The only information collected ands tored by the DCS-3000 is pen-register/trap-trace data. Per CALEA, this 
informati 3n is intercepted by tf ie targ ets's ervice providers and delivered to the DCS-3000 in standard formats. 
The infor mation is parsed bas edom arget telephone number and stored in text-formatted files for each target. 

K 

(2) an ex planation of how FISy \ infon matio n can be searched and retrieved: 
Most fieli i offices use the DCS -3000 as a 'front-end" collector. The pen-register/trap-trace information collected 
by the D( "S-3000 is uploaded to the Telep hone Application (TA) database at HQ. The FISA pen-register/trap-
trace infc rmalion can be searc ;hed u sing s earch tools provided by the TA database on FBI Net. The DCS-3000 
also has a rudimentary report gener. Jtion 1 eature and simple text-based search tools for use by technically trained 
agents a nd system administra tors. 

DATE: 06-07-2007 
(3) how f he FBJ's standard mir limiza ion p rocedures are implemented: CLASSIFIED BY 6 5i79dmh/ksr:/ma 3 

The DCS -3000 only collects p en-reg ister/t rap-trace information. REAbuN: 1.4 i,G) 
DECLASSIFf OH: 06-07-2032 

ALL IJrFORIIATION COMTAIIffiD 
HEEEUr IS TJHCLA3SIFIED EXC :EPT 

12/5/20( )6 -^ 
^ ^ 

0^ WHERE SHOTjJH OTHERIiriSE 



Mess age 

J^^ftd. 
# Page 2 of 3 

1 1 
Fro n\ [ o n ^FBT) 

t.~ i^ 

Set I t : Monday, October 24, 2005 2:36 PM L.ir. 
To t D W F B n 
Cc Ifon (FBiM iron fFBnl lO] ̂  (FBI): 

1 Icon̂ FRTvi \mim\ \i(l\b\ IHBlIf 1 
J VL^^MLM IrOTDUFBli lOTD) (FBI] 1 1 c —^OTD) (FBI);| |(OTD) (FBI)| 1̂1 TTTTRHBT} ' 

^ul bject: RE: 

« H n -w ̂ ' i*TT'FIFn 
NO N-RECORD 

All: The PISA Court (FISC) is seeking information about "databases that contain raw FISA mat erial or 
U.S . person information from FISA intercepts that is not in indices. 

Re< i Wolf [ |can fill in the gaps and correct any misstate ments below.) 
i^] a comDifiifi_aaacriDtion or ih&tvoes or i-isitiniormaiion sioreo: 

(2) an explanation of how FISA information can be searched and retr ieved: Access to FISA au dio is 
ger lerally restricted to the linguists assigned to the case, the su pervisor, the case agent. and the 

I - -• 

sys item administrator in the office where the audio is col iectedf b e 
fc7r 

131 how the hb is standard minimization proceaures are impiementec i: Linguists read and sigr 1 the court 

fc / E 

1 

ord ers certifying that they understand the minimization guidelin es specific to each case. 

1 ans wer tne questions oeiow.j 1 
0 ) a complete description of the types of FISA information stored: ^_ 
(2) an explanation of how FISA information can be searched and retr ieved: 
(3) how the FBI's standard minimization procedures are impiementec J: 

DC S-3000:1 ban answer the questions about DCS-3C )00 below.) 
(1) a complete description of the types of FISA information stored: 
(2) an explanation of how FISA information can be searched and retr ieved: 
(3) how the FBI's standard minimization procedures are impiementec i: 

J ^ L lean answer the Questions below.) k 1 

(S ) (1) a complete description of tne types of FISA information stored: lb '? 
(2) an explanation of how FISA information can be searched and retr ieved: h 6 
(3) how the FBI's standard minimization procedures are impiementec 1: h 7C 

1 ban answer these questions.) 

Vr TCOTTpBTSTlBSCnptrOTronTO types of FISA information stored: 
(2) an explanation of how FISA information can be searched and retr Ieved: 
(3) how the FBI's standard minimization procedures are impiementec 1: 

en "A fCITA is still online, but 1 do not believe any new data has bee n loaded since EDMS took over the 
rolE i of Tech Cut Archive. I Jhould be at lie to answer the questions below.) 
(1) a complete description of the types of F I S A Information stored: 
(2) an explanation of how FISA information can be searched and retr ieved: 
(3) how the FBI's standard minimization procedures are impiementec i: 

NY Tech Cut Database 1 In NY can direct you to someone who can answer 1 he 

12/5; '200 
^ SECRET 
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^ -SECT?EI [^ 

Page 3 of 3 

questions below.) 
(1) a complete description of the types of FISA information stored: 
(2) an explanation of how FISA information can be searched and retrieved: 
(3) how the FBI's standard minimization procedures are implemented: 

Original Message 
From[^ 
Sent: i i]p<;nav. urroRpr 
Tol 1(01) (FBI) 
Subject: 

i: CD) (FBI) 
2005 2:11 PM 

•UUeLAOGIHSO. 
NON-RECORD 

Good afternoon, »-
I attended the EDMS meeting with! from NSLB last week, 

The FISA Court hasjfiflufislpcl some information on how the FBI is handling FISA information in 
its various databases.] [asked me to contact you regarding any FBI databases (besides 
EDMS and DWS) that contain: (1) raw FISA take.or (2) US person information from FBI FISA 
collection that has not been indexed into general FBI indices. For each of these databases, the 
Court is asking for: (1) a complete description of the types of FISA information stored, (2) an 
explanation of how FISA information is handled, specifically the manner in which data can be 
searched and retrieved, and (3) how the FBI's standard minimization procedures are implemented. 
(Valerie specifically mentioned CITA and NY's database as examples). Also, are these databases 
considered to be sub-systems/databases of EDMS? 

I appreciate any assistance you can give me. Please let me know if there are other POCs who 
are better able to answer the questions. 

ThanWc 

UMGLASaiPIED 

UNLLAbblRED 

IIMri ftKIBiSD 

lllill I Ml HIM! I f 

12/5/2006 
uLL-THfcl 



^ lessage • ^ ^ Page l o f : ) 

(RMD) (FBI) 

From: | |0I) (FBI) 

Sent: Thursday, Noverr ber 30. 2006 3:28 PM 

TO: I |0I) (FBI) 

Subject: FW: FISC databa se response 

p I E C O R D 3 1 9 X X 

-—Onginfll MffififlflR—j-
F rom:| tOI) ( FBI) 
S «nt: Vlondav. October 31, ^ .005 3:10 PM 
T oi koi ) (FBI) 
S ubject: FW: FISC database response 

P I E C O R D 3 1 9 X X 

C ian you give our reply? TKs ! • he 
—Original Message b'7C 

F rom:f 30GC) (FBI) 
S nnc; 9 - i f i P M 

7 o:l lev D) (FBI)I •o i ] fFBn:n [OTD) (FBI)J II 
1 rCvD^ rPBTV T H f (MAS. M/?RCU5 C. OTDi f=BIl ^bddWFBI) ' 
"-c "cl lOGCl JD) (FBI)L |('OGC)(FBI);| 1 
^ "ubject: FISC database resp 

|66C) (FBI) 
>onse 

-e CCNb 1 
F tECORD 319 XX 

l_ 1 

b 2 
lb 6 
b 7 C 
b7F, 
b 5 

cn 

CD 

U 
ALL IMFOPIIATIOIJ- COHTAIHED 
HEREIH IS TOICLA33IFIED 

] 2/5/2006 DATE 06-07-2007 BY 6.5179l:iHH/K 3 R / M J 
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• 
c5=^ [ 

[ 

I I 
I I 

] 

.be 

b 'C 

b5 

c 
Assistant General Counsel 
Policy & Training Unit 
National Sftrnritvj aw Branch 

'41 I (202) 3241 

DC0L*00tPl(5AIICJN E-ALICTPTTnin 
SECRET 

'<̂ 7 Fnroiqn f;nr'n*''"lntnlll3TTrm ln»e.Jtiqations 

DECLASSIFiCATrON EX 
SECRET 

—'"''"*'''1 Cwido C a, dated 1/97. TuiLlyii ftuuilUJllfimHltlMHee IHV^^liqations 

12/5/2006 
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W( irking Copy Page 1 

Precedence: ROUTINE Date ;: 10/29/1999 

To: Labc )ratory Attn: Mr. 1 QTERF 
Mr. AQTERF (Enc.) 
Mr. y^TERF (Enc.) 
Mr. /QTERF (Enc.) 
Mrs. /QTERF (Enc.) 

From: Labors itory 
El€ •ctronic Surveillance i Technology Sec t ion/Operational "̂"̂  
SUE JDort Trackincf Office i r — l-,in 
Cor itact: 1 1 (703)1 1 

Approved By: 

Drafted By: |aln [I 

Case ID #: 26 8-HQ-1217551 , 
26S -HQ-1001725 

Title: OPERA! ̂lONAL SUPPORT TRACK] :NG OFFICE (OSTC ) 
PROJEC :T| I 
PROJEC :T 'ktJUHUUK ' 
PHASE FIVE REVIEW REPORT 

Synopsis: Pi "oiectsi knd REDHOOK Phase F ive Review was 
held on 10/2] ./1999 at the Enginee ;ring Research F acility. The 
results, cone ;lusions and recommer idations from th lese reviews are 
captured in t ,he attached Project 1 1 and Pr oject REDHOOK 
Phase Five Re jview Report, dated ] .0/21/1999. lb 2 

Enclosure(s): Projects] |c ind REDHOOK Phas e Review Report ib/c 
dated 10/21/3 -999. b7E 

Details: The Phase Five Review fc 3r Projectsi land REDHOOK 
was held at t :he Enqineerinq Resee irch Facility or 10/21/1999. 
1 1 Project I jeader, Data Int ercept Technology 
Unit, provide id an overview and st ;atus of current activities for 
Proiectsl land REDHOOK. i Cey decisions fr om these 
presentations i are captured withir 1 the referenced enclosure. 
LEAD(s) : 

Set Lead 1: 

LABC )RATORY ALL IfrFORHATIOF COJITAIHED 
HEREIIf IS OTCLA3.^IFIED 

AT QUANTICO, VA DATE 06-07-2007 BT 6.5179dmli/ksr/ma3 

Case ID : 26€ -HQ-1217551 Ser ial : 5 
26£ (-HQ-1001725 79 



• • 

Wo] eking Copy - Page i 

Precedence: ROUTINE Dat e: 09/01/1 999 

To: Lat oratory Attn: Mr. QT-ERF 
Mr. QT-ERF 
Mrs QT-ERF 

( Enclosure) 
Mr. Thomas. OT -ERF 
Mrl 1QT-ERF 

r Eiiuiuyuiyj h6 

From: Labor atory toTC 

El ectronic Surveillance Technology Se ction/EST-4 
DTTTT OT-RRT? 

Cc ntact: 1 1 (703 1 
Approved By.-1 1 

Thomas Marcus c 

Drafted By: lip 

Case ID #: 2 68-HQ-1001725 (Pend. Lng) 

Title: REDHC OK 
PROJE CT CLOSEOUT 

Synopsis: E ST-4 is requesting the it the Project Closeout R eport 
for RedHook be approved. 

Enclosure(s) : Project Closeout R< sport for RedH( Dok Project 

Details: Th e Laboratory Division Electronic Si jirveil lance 
Technology S ection, EST-4, is resj 3onsible for tl le developm ent of 
lawfully aut horized digital telep] lony collectioi 1 systems. The 
RedHook Proj ect was developed to J Eacilitate law fully autho rized 
collection c f integrated services digital netwo" rk (ISDN) t raffic 
on the subsc riber's line. The Rec iHook developm snt effort has 
been complet ed. The attached Pro; ject Closeout 1 Report docu ments 
the results of this effort, and is 3 being submit bed for app roval. 

LEAD(S) : 

Set Lead 1: 

LAE ORATORY 

' AT QUANTICO, VA 

That ESTS approve tl ie Project Clo seout Repor t for the 
RedHook ISDK f intercept system. 

ALI . IlfFORlIATION C oirrAiJiED 
HEI ?Ein IS rare LAS:; iriED 
DAI rE 06-07-2007 E Y 65179DI'!H/KSR/riAJ 

Case ID : 26 8-HQ-1001725 Se rial : 78 



Page 

Precedence: ROUTINE Date: 03/30/1999 

To: Finance 

Criminal Investigative 
Laboratory 

A t t n : Mr. Roc m 6888 
Mr. Roc m 6888 

( Snclosurf S) 
Mr. Room 5155 
Mr. T ERF 
Mr T h o m a s . CtT KRF 
Mrj IQT ERF 

Enclosure) 

From: Laboratory 
Electronic Surveillance Technology Section, EST-4 

DITU, QT ERF  
Contact: I I <703) 

Approved By 

Drafted By: 

ThomAS M&rdus C 

Lip 

Case ID #: (U) 268-HQ-1001725 (Pending) 

Title: (U) 

(C) 
REDHOOK 
CONTRACT ACTION 

Synopsis: J^^sC 

has delivered fi/iiuiiiy Lu Liiy btii iui Ilia prouuuLiuii UE cwo 
integrated services digital network (ISDN) collection systems. 
The FBI is also funding the purchase of a number of key system 
components to maximize its present ISDN deployment capability. 
These pre-production prototypes will be fabricated at Harris 
Corporation in Melbourne, Florida. 

(U) 

Enclosure(s): f "iltaiis: W l 
purchase of^tw 

DeCTassify 

(U) Requisition number 897859 

to the FBI for the 
wo pre-proauction lauw intercept systems. These purchas 

systems will be built by Harris Corporation in Melbourne, 
Florida. 

(U) The DITU will be purchasing a number of system 
components to maximize the number of lawfully authorized ISDN 
collections the FBI is able to support. The following is a list 
of those components DITU will be purchasing; eight line cards to 

bl 
fc2 
L71: 

Case ID : 268-HQ-1001725 

DATE: 0 6 - 0 7 - 2 0 0 7 
CLASSIFIED BY 6 5179DIIH/KSR/MAJ 
PEASOF: 1 .4 (B/G] 
DECLASSin ' OM: 0 6 - 0 7 - 2 0 3 2 

S e r i a l 
lAL 

76 

ALL INFOMDITIOH COirTAINED 
HEKEIE I S UHCLASSIFIED EXCEPT 
TjJHEKE SHOOT OTHERWISE 



CON^JfflWflAL 
worKin^VPopy Page 

power support processing and distribution units, 18 I 
units, and 18 single slot bridge chassis. The enclosed funding 
of $130,000 is for the purchase of these components. Residual 
funding will be used for case support. 

2 
lb 2 
b7E 

LEAD(s): 

Set Lead 1: (Adm) 

CRIMINAL INVESTIGATIVE 

AT WASHINGTON, DC 

(U) For information only. 

Set Lead 2: (Adm) 

LABORATORY 

AT QUANTICO, VA 

(U) For information only. 

Set Lead 3: (Adm) 

FINANCE 

, _ , AT WASHINGTON, DC 

Ŝ̂ C That the -Finance Division coordinate the purchase 
of two pre-production prototypes foi| pnd system components 
to support maximizing the FBI's deploymeni: capability. 

fc.i 
b2 
h'l: 
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V\ Forking Cop;̂  T Page 1 

Precedence: ROUTIN E Date: 08/06/3 .998 

To: Informal :ion Re so urces Attn: Mr. QT-ERF 

From: Inforr nation Re sources 
Ele< :;tronic S urveillance Technology r Section/ CIMU/QT-ERF be 
Com tact: J (703) 1 1 lb7C 

Approved By: 

Drafted By:1 ^hb 

Case ID #: \ 268-HQ-10 01725 (Pen ding) 

Title: RED I iOOK 
TRIP I REPORT 

Svnopsis: Tc 3 repor t the details of Electrc )nics Tech nician (ET) 

1 1 tra ve 1 to Melbou rne, Florid la, to att end the Red 
HooJc Digital Xnterc ep t System st atus and pi anning me eting on 
07/29-31/98. 

Details: ET 1 tr aveled to M elbourne, F 'lorida to attend a 
meeting with Harris 9 ompanv deve lQ£g£S_whic h was con ducted by Electronics I Snginee ̂1 1 (E£ T-4). Th e status of 
the Red Hook projec t^ wdy uiyt'uyy ̂cr—rratter •s discuss ed included 
open tasks, c iction it ems, and de velopment t ime lines Acceptance 
testing is tc intativ el y planned f or mid Sept ember. 

A '•: Lunch B ox " computer-based Red F [ook syste m, called 
"Red Hook Lit :e," wa s proposed by Harris anc I approved for 
development. This sy stem will h ave a simpl ified gra phical user 
interface (GI JI) and w 4-11 be desi gned for qi lick react ion be 
deployment. ETI [provided i nput regard ling the t actical b7C 

advantages oJ I the ft ed Hook Lite system and format of the 
simplified Gl JI. 

LEAD (s): 

Set Lead 1: 

INFORMATION I lESOURC ES 

AT QUANTI CO , VA 

Fo] i: infor ma tion only. 

CC: 1 - Mr. QT-ERF 
1 - Mr. 2T-ERF ALL lUFOPMATion coirrA IMED 

HEEE IM IS UHCLAS3IFIE] 
DATE 06-07-2007 BY 65 179DIfflyKSf </l'Lft.J 

Case ID : 26J J-HQ-10 01 725 Serial : 73 
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- - - - W o r k i n g Cop: / - - -- - P a g e 1 

P r e c e d e n c e : ROUTIl ̂ E Da t e : 0 2 / 0 5 / 1 9 9 8 

T o : F i n a n c e D i v i s : . o n A t t n : M r . oom 6 0 32 
M r . Room 6 8 7 5 
M r . Room 6 8 7 5 

(Vnr ' 1 o n i r e ) 
N a t i o n a l S e c u r ] L ty A t t n : M r . Xoom 7 1 1 0 
C r i m i n a l I n v e s t : i g a t i v e A t t n : M r . , Room 7 1 1 6 
I n f o r m a t i o n Res s o u r c e s A t t n : M r . •loom 5 8 3 5 

M s . Room 8 9 9 8 

F r o m : I n f o r •mat i o n R e s o u r c e s 
to 6 
fo7C 

E l e 
NAE 

c t r o n i c 
U QT i 

: S u r v e i l l t in< r e T e c h n o l o g y { S e c ; t i o n , EST - 4 

Con t a c t : r 703) 

A p p r o v e d B y : 

D r a f t e d B y : ĥ  
C a s e I D # : 2 6 8 - H Q -- 1 0 0 1 7 2 5 (P« s n d i n g ) 

T i t l e : NETW ORK ACC : E S S DEVELC Dpr -lENT UNIT (Ni ̂ U ) 
PROJE CT RED! lOOK 
CONTR ACT ACT noN 

S y n o p s i s : 1 h e EST-•4 U n i t i s re ̂ c o m m e n d i n g t : h a t f u n d i n g o f 
$ 6 5 0 , 0 0 0 b e a p p r o v e id t o s u p p c 3rt : t h e f i e l d c i e p l c >yme n t s i n v o l v i n g 
t h e c o l l e c t ! o n o f ] i n t e g r a t e d se j r v i c e s d i g i t : a l r l e t w o r k ( I SDN) a n d 
t h e r e p l a c e n i e n t o f e i g h t p r o c :e£ 3 s i n g a n d d i s 5 t r i t ) u t i o n u n i t <PDU) 
s y s t e m s . 

E n c l o s u r e s : R e q u i s s i t i o n numl 3 e ] c 8 6 3 5 4 6 

D e t a i l s : Th e RedHc 3ok ISDN i i i t i ; r c e p t s y s t e r [I h a s s u c c e s s f u l l y 
c o m p l e t e d i t s d e v e : . o p m e n t o f a p e r s o n a l co r n p u t e r ( PC) PD U. T h e 
PC PDU i s r e p l a c i n c J t h e e x i s t : i i i g v i r t u a l m€ smorv ' e x t e n d c h a s s i s 
b a s e d s o l u t i o n d e p ! . o y e d p r i o ] c t : o t h i s d e v e ] Leprae n t . T h e E S T - 4 i s 
r e q u e s t i n g t h a t a I > r e - p r o d u c t : i c an q u a n t i t y c 3f e i g h t PC PD U s y s t e m s 
b e b u i l t t o c e r t i f y r p r o d u c t i c on q u a l i t y a n d r e p l a c e s y s t e ms t h a t 
a r e a l r e a d y f i e l d e c i . 

Add i t i o n a l L l y E S T - 4 ; LS r e q u e s t i n g t : h a t a f i e l d s u p p o r t 
t a s k , w i t h t h e l o w l e v e l deve 2lC a p m e n t t h a t 3 LS i r i v o l v e d w i t h f i e l d 
s u p p o r t , b e f u n d e d t h r o u g h D« i d a m b e r 1 9 9 8 . T h e f u n d i n g r e q u i r e d 
f o r f i e l d su i p p o r t ; Ls $ 3 0 0 , 0 0 ( 3 . T h e f u n d i n c J r e q [ u i r e d f o r t h e p r e - p r o d u c t i o n 

PC PDUs i s $ 3 5 0 , 0 ( ) 0 . T h e t ( Dtc a l f u n d i n g re ; q u i i •ed f o r 
t h i s c o n t r a c t a c t i c •>n i s $ 6 5 0 0 ( 3 0 . 

The RedHoc 3k s y s t e m 1 ia.i 3 b e e n s u c c e s 3 S f u ] l y d e p l o y e d i n 

C a s e ID : 26 8 -HQ- lC ) 0 1 7 2 5 Se . r i a 1 : 72 

A LL B TOPIIATIC IJ COHTAIffiD 
H ERE IN " I S OTCL ASSIFIED 
D \T£. 0 6 - 0 7 - 2 0 C 7 BY 65179I)MH/K3R/HAJ 



Working Copy Page 

four locations with additional locations requesting ISDN support. 
These pre-production PC PDUs will ensure that the FBI maintains a 
core capability to deploy ISDN intercepts prior to full 
production quantities being procured. 

The field support effort has been extremely valuable in 
all previous RedHook installations due to the complex nature of 
both the technologies present in the collection system, the 
target system, and the forwarding systems. 

ISDN is, and will remain, a rapidly developing 
telecommunications technology. This requires the FBI to maintain 
a team of engineers capable of developing field modifications to 
the RedHook system when required to conduct lawfully authorized 
ISDN collections. 

ISDN is typically used in Internet related 
communications due to its increased speed and reliability over 
modem communications. These ISDN Internet connections often 
bring the newest services on-line first adding to the technical 
overhead on these types of lawfully authorized collections. LEAD (s): 

Set Lead 1: 

ALL RECEIVING OFFICES 

For informational purposes only. 

LEAD (s): 

Set Lead 2: 

FINANCE DIVISION 

AT WASHINGTON, DC 

The Finance Division is requested to schedule a 
Contract Review Board meeting and present the Harris Corporation 
proposal for RedHook funding. 

CC: 
Mr. 
Mr. 

Mr. Thomas. QT ERF 
lOT ERF 

IQT ERF 
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Wo r k i n g Cop^ Y - - - - P a g e 1 

P r e c e d e n c : e : ROUT I NE D a t e : 0 7 / 2 1 / 1 9 9 7 

T o : I n f c >rmat : i o n R e s o u r c e s A t t n : M r . Room 5 8 3 5 
( t in f i i 5§iiA ) 

F r o m : I r i f o r r n a t i o n R e s o u r c e s 
E l e c : t r o n i 

T OT 
c 
TTTl 

S u r v e i l l a n c e T e c h n o l o g y / S e c t i o n , E S T - 4 , 

Cont 
J, y i 
: a c t : 1 ( 7 0 3 ) 

A p p r o v e d B y : M o r r i s C a r o l y n G 

Thoma s M a r c u s C b 6 
fc7C 

D r a f t e d E Jy: l i p 

C a s e ID * h : 268-HQ - 1 0 0 1 7 2 5 ( P e n d i n g ) 

T i t l e : ^ FETWC )RK AC CE SS DEVELOPMEN T UNIT 
PF LOJEC : T RED HO OK 
CC ) N T R ; LCT RE VI EW BOARD (CRB ) MEETING 

S y n o p s i s : Tl-l i s CO mm u n i c a t i o n i s t o n o t i f y A s s i i 3 t a n t D i r e c t o r 
M o r r i s of • a C : R B me e t i n g o n 7 / 2 5 / 9 7 a t 1 0 : 0 ( D a . m . t o r e v i e w a n 
e n h a n c e m e i n t t :o t h e R e d H o o k c o n t r a c t w i t h Hi i r r i s i n N e l b o u r n e . 
F l o r i d a . 

E n c l o s u r e ; s : H i s t o r y o f c o n t r a c t 

D e t a i l s : Th€ i E S T - 4 U n i t h a s r e c o mmended t l l a t fi a n d i n g b e a p p r o v e d 
t o e n h a n c :e t l l e R e d Ho o k p r o j e c t . T h i s e n h a i icemea a t fu n d i n g i s f o r 
d e v e l o p m e ; n t c )f a n ew p e r s o n a l com • u t e r b a s « 2d pr< D c e s s i n g 
d i s t r i b u t - i o n u n i t a n d c a s e s u p p o r t / e n h a n c e : n e n t s t o t h e p r o t o t y p e 
s y s t e m . 

LEAD ( s ) : 

S e t L e a d 1 : 

INFORMAT] :0N J lESOUR CE S 

AT WASHI NG TON, DC 

Foi : i n f o rm a t i o n p u r p o s e s o n l y . 

CC: Mr .1 | ( E n c l o s u r e ) QT ERF b b 
M r . Thni ,^i ( Yin c l o s u r e ) QT E RF Ib'/C 
M r . ( E n c l o s u r e ) QT ERF 

A] .L IFFi: mttTIOIJ COHTA rioEi) 
HE :REiiir ] 3 OTCLASSIFIE 3 
Di iTE 06- 07-2007 BY 65 179I)MH,/K3R/HAJ 

C a s e ID : 26£ ( - H Q - 1 00 1 7 2 5 S e . r i a l : 6 1 
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Precedence: ROUTINE 

To: Finance Division 

(Enclosure) National Security Attn; 
Criminal Investigative 
Information Resources 

Attn 

Page 

Date: 06/30/1997 

om 6032 
Room 68 75 
Room 68 75 
10 
?oom 7110 
Room 5835 

loom 8998 

From: Information Resources 
Electronic Surveillance Technology Section, EST-4 
NADU, QT ESE 
Contact: I I (703)I 

b7C 

Approved By: Mor Tl R Parol vr 1 a, 

•i-hc mas Ma] reus C 

Drafted By: 1 I lip 

Case ID #: 268-H Q-10 01725 (Pending) 

Title: NETWORK A CCES S DEVEI JOPMENT UNIT NADU) 
PROJE CT E .EDHOOK 
CONTR ACT ACTION 

Synopsis: The ES T-4 Unit is 3 recommendi nc r that funding of $70,0 DO 
be approved to su ppor t the ] Cnformation Re isources Division, .6:. 6 
Investigative App lica tions £ Support Unit ' £ ! Signal Related h I',_; 
Information Datab ase Input/C Output Forma t. 

Enclosures: Requ isit ion nur nber 863480 

Details: On 6/27 /97 Unit Chief of the 
Investigative App liCc tioriS i iuiDcori: unic ̂  met with Fl^f^^romc; 
.qnrvpin^ncip- Tprh nolc >gy pers 3onnel| 1 andl 
1 1 to dis cuss how t] le RedHook s ys 
database output w ill interfc ice with the signal Related 
Information Datab ase Input/C r.. Also present at the 
meeting was Traco r etT iployee 

As a re suit oJ - this meeti nc f it has become evident that 
additional fundin g of $70,OC )0 will be r ec luired to characterize 
the possible outp ut i nformat :ion collect ec I during an ISDN lawful; Ly 
authorized teleco mmun licatioi 1 intercept. This funding will be 
used to purchase and test a majority of t .he services that ISDN . LS 
presently capable of and doc rumenting ho w those services are 
stored in the Red Hook . syster n' s database , 
LEAD (s): 

ALL IHFCIPJI&TIOH :i:iirrAiJiED 

Set Lead 1: HEPEIM IS oweLAS 3ITIED 
DATE 06-07-2007 BY 65179DIffl/ KSR/flAJ 

Case ID : 268-HQ-1001 725 Serial : 60 



Working Copy Page 

FINANCE DIVISION 

That the Contract Review Unit coordinate the 
additional funding to support the Signal Related Information 
Database Input/Output Format characterization in support of the 
Investigative Applications Support Unit. 

Set Lead 2: 

NATIONAL SECURITY 

AT WASHINGTON, DC 

For information purposes only. 

Set Lead 3: 

CRIMINAL INVESTIGATIVE 

AT WASHINGTON, DC 

For information purposes only. 

Set Lead 4: 

INFORMATION RESOURCES 

AT WASHINGTON, DC 

For information purposes only. 

cc: Mr. I ~1 QT ERF 
Mr. 'fhoma.:?. OT ERF ^^ 
Mr, 
Mr. 

r ERF ,̂ ̂  
QT ERF "' 

Precedence: ROUTINE Date: 06/30/1997 
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Precedence: ROUTINE 

To: Finance Division 

National Security 
Criminal Investigative 
Information Resources 

Date: 05/29/1997 

Attn: Mr. 
Mr. 
Mr. 

I 

Attn: Mr. 
Attn: Mr. 
Attn: Mr. 

Dom 6032 
Room 6875 
Room 6875 

(Enclosures 3) 
oom 7110 
Room 7116 

Room 5835 

From: Information Resources 
Electronic Surveillance Technology Section, EST-4 
NADU, QT ERE , 
Contact: ^(703) 

Approved R y Mnr-r-ic! r^ayo^^/•n d 

Thomas Marcus C 

Drafted By: lip 

Case ID #: 268-HQ-1001725 (Pending) 

Title: NETWORK ACCESS DEVELOPMENT UNIT 
PROJECT REDHOOK 
CONTRACT ACTION 

Synopsis: The EST-4 Unit is recommending that funding be approved 
to enhance the RedHook processing and distribution unit (PDU). 
Additional funding is also being asked for to support present and 
future case support. 

Enclosures; STATEMENT OF NEED 
INTERNAL CONCEPT PROPOSAL 
Requisition # 863473 

Details: FBI Contract J-FBl-91-98 was issued to Harris 
Corporation in 1991. This contract was divided into five phases; 

Phase I - Feasibility study. 

Phase II - Prove out the study with 
hardware/software development. 

Phase III -
Standard, 

Develop a National Law Enforcement 

fcb 
.b7C 

Phase IV - Build and deliver three prototype 
Integrated Services Digital Network DATE- oe-o^-aooT 

(ISDN) intercept systems to t h e FBI f o r CLASSIFIED'BY 6 5i79Dra/KSR/iiAJ 
test and evaluation, and PEASON: 1.4 (B/G) 

DECLASSIFY ON: 06-07-2032 

Case ID : 268-HQ-1001725 Serial 

g^^sa^ 

59 

ALL lETFOPJIATION COHTAIMD 
HEPEIN I S TJWCLA33IFIED EXCEPT 
IJHEPE 3H0TM OTHERTJISE 



Phase V -

king Copy 

Complete a small production run. 

Page 

At the completion of this contract it was determined that the 
system required further development prior to implementing 
Phase V. 

FBI Contract j-FBI-95-228 was issued to Harris 
Corporation in 1995. The purpose of this contract is to ensure 
that the future RedHook production systems meet the FBI's ISDN 
intercept requirements. The Contracting Officer's Technical 
,ff(?nrpsisn1-afivfl fnr rhia contract is Electronics Engineer 

be 

h2 
b7E 

•8ec!^T 
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The RedHook Project is approaching Phase V: the 
procurement phase. GSA has already given approval for an 
indefinite purchase - indefinite quantity contract with Harris 
Corporation with a ceiling of $10,000,000. It is anticipated 
that this development effort will cost $400,000. The purchase of 
11 systems will be the break-even point for the cost of this 
enhancement. 

It is anticipated that there will be multiple 
United States government agencies purchasing RedHook systems, as 

ti 

b7^ 

]iiyT-4 iS i^ecommending that the Contract Review Unit 
(CRU) coordinate the tasking of Harris Corporation, Melbourne 
Government Division to enhance the PDU. Specifically to redesign 
the VME chassis based system to operate on a Pentium processor 
based personal computer. 

EST-4 is also asking for additional funding for both 
case support and new development of system enhancements required 
for future deployments. The additional funding for this effort 
is $300,000. 

Requisition #863393 dated 8/28/96 is in place for 
$600,000 and requisition #863473 dated 5/29/97 is enclosed to 
fund this effort. LEAD (s): 

Set Lead 1: 

FINANCE DIVISION 

That the CRU coordinate the enhancement tasks for 
Harris Corporation to upgrade the RedHook system and add 
additional funding for case support. 

Set Lead 2: 

CRIMINAL INVESTIGATIVE 

For Information purposes only. 

Set Lead 3: 

NATIONAL SECURITY 
lb 6 

For Information purposes only. toTc 

Set Lead 4: 

INFORMATION RESOURCES 

For Information purposes only. 

Mr. QT ERF 



^ > Working Copy 

Mr. Thomas, (Jl ' ERF 
Mr. ERF 
Mr. T ERF 
Mr. , QT ERF (Enclosures 3) 

Page 

fob 
to7C 
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WC ) r k i n g Co p y - - - - P a g e 1 

P r e c e d e n c e : R OUTINE Da i t e : 0 1 / 1 7 / 1 9 9 7 

T o : I n f c r m a t : i o n R e s o u r c e s A t t n : Mr 
Mr 
Mr 

F r o m : I n i f o m la t i o n R e s o u r c e 
E l e c t r o n i c S u r v e i l l a n c e T e c l i n o l o t 3y S e c t i o n ID 6 

N e t w o r k A c c e s s E )ev e l o p m e i n t Un i t . f ' - ' - -

C o n t a c t : 1 Z ] 703 [ _ ZH 
A p p r o v e d B y : 

T h o m a s M a r c u s C < 

D r a f t e d B y : fip 
C a s e ID # : 2 6 8 - H Q - 1 0 0 1 7 2 5 ( P e n d [ i n g ) 

T i t l e : U fNESC :o RTED ACCESS 
E ]N GINEERING RE SEARCH FA C I L I T Y (ERF 
^ IE TWORK ACCESS DEVELC IPM ENT UN. ET 
I :s SUANCE OF RE TENTION B ADGE 

S y n o p s i s : Be >o z A l l e n & Ha m i l t o n em p l o y e e 1-
p r e s e n t l y a s s 1 g n e d t o a s s i S t t h e Ne t w o r k J \ c c e s £ 3 D e v e i o p m e i n t U n i t 
( E S T - 4 ) w i t h m a t t e r s p e r t a i n i n g t o E S T - 4 I Dro^ec : t s . E S T - 4 i s 

a s k i n g t h e Te c h n i c a l O p e r a t i o n s S e c t i o n tc 3 I S S l l e a r e t e n t . Lon 
b a d g e t o Mr . | 1 he 

D e t a i l s : The , E S T - 4 h a s a n u m b e r o f p r o i e c : ; t s be ; i n q s u p p o r t e d b y 
B o o z A l l e n £c H a m i l t o n e m p l o y e ^ h a s a 
T o p S e c r e t c } .e a r a n c e a n d p r e s e r m X , i d 5.1 n we a \ a h e ^ c o i r C S a < Tec e s s 
t o t h e EF F . B R c a i i a p M r . Q \ o r k s i i 1 t h i s 3 f a c i l i t y b h r e e 
d a y s a we e k 3 I r e t e n t i o n b a d g e wou I d l i m i t t h e c i d m i n i s t r a t i v e 
b u r d e n a s s o c i .a t e d w i t h d a i l y c h e c k i n g m . 

Mr. 1 h a s b e e n w o r k i i i g f o ] r E S T - 4 f o r o v e r a y e a r 

worxinq r. h r e e 1 a a y s a weeK o n - s i t e I t i s expe< : t e d t h a t 
M r . | V i l l c o n t i n u e t o wor •k a t t h e ERF J Eor a m i n i m i j m o f a 
y e a r . TE e PC >x n t o f c o n t a c t f o r V [ r . 1 y 3 E S T - 4 E l e = t r o n i c s 
E n g i n e e r ! " 

LEAD {s) : 

S e t L e a d 1 : 

ALL RECEI VINC 1 OFFICES 

I s s u e a r e t e n t i o n b a d g e t o M r . 

CC: MS. ALL INFOPJ vai ON COlfTAIirED 

Ms HEPEUr I S UML LASSIFIED 
DATE 0 6 - 0 7-2i: 07 BY 6S179D!CH/'KSR/I'IAJ 

C a s e ID : 258 _ H Q - 1 0 0 1 7 2 5 Se s r i a l : 58 
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Ms. 
Ms. 
Mr. 
Mr. Thomas 
Mr. 
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Precedence: ROUTINE 

To: Information Resources 

Date: 01/17/1997 

Attn: Mr. 
Mr. 
Mr, 

From: Information Resource 
Electronic Surveillance Technology Section 

N e t w o r k a r r -g^gg n«airo1 r^nmonh TTm'f 

C o n t a c t : 7 03 

Approved By 

I'nomas wiarcus c 

Drafted By: f ]:llp 

Case ID #: 268-HQ-1001725 (Pending) 

Title: UNESCORTED ACCESS 
ENGINEERING RESEARCH FACILITY (ERF) 
REDHOOK PROJECT 
ISSUANCE OF RETENTION BADGE 

Synopsis: Vitro employed^ 
assist the Network Acces^ uBvuiuyiiiyuL 
pertaining to the RedHook project. EST 
Operations Section to issue a retention badge to 
Mrj 1 

is presently assigned to 
Unit (EST-4) with matters 
4 is asking the Technical 

DPtailPi; Thp F:C!T-4 RRdHook nrn-jf̂ r̂  is being supported by Vitro 
employee| pas a Top Secret clearance and 
presently is aiiowea unescortea access to the ERF. Because 
Mr.I 1 works in this facility five days a week a retention badge 
would limit the administrative burden associated with daily 
checking in. 

Mr \ "^as been working for EST-4 for over a year 
working five aays a week on-site. It is expected that Mr[ ' 
will continue to work at the ERF for a minimum of a year 

c 
point of contact for Mrl I is EST-4 Electronics Engineer 

THe 

LEAD (s) 

Set Lead 1: 

be 
b7C 

ALL RECEIVING OFFICES 

Issue a retention badge to MrF 

Mrs. 
Mrs. 

ALL IHFORHATIOH COIITAIHED 
HEREIir I S IBICLASSIFIED 
DATE 0 6 - 0 7 - 2 0 0 7 BY 65179I)HH./K3R/]'IAJ 

Case ID : 268-HQ-1001725 Serial 57 
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Mr. 
Mr. Thomas 
Mr. 1 1 

fo6 



i » • 

^ r r f f ' i ^ T T r ^ 
Working Copy Page 1 

Precedence: ROUTINE D ate: 12/03/1996 

To: Informa tion Resourc* 2S 

From: Infor mation Resou: rces 
Electronic Surveillance Technology Section, E QT-4 
Contact: [ jextension 703 1 

Approved By: 1 1 
Thomas Marcus C 

Drafted By: tllp 
bb 

Case ID #: (U) 268-HQ-l( )01725 (Pending) b7C 

Title: (U) EST-4 
REDHOOK 

(01 .-._,., TRIP REPORT 

Synopsis : \ J S')<[EST-4 E1« 2ctronics Engineer (EE)| | 
1 ' '̂  It raveled to tl le San Francisco Office (SFO) to su] rvey a 
possible FCI deployment c 3f the RedHook inteqr^1^,gd services 
diaital netw ork (ISDN) ir itercept system atl 1 
1 

(U) T l |i|h 1, i Q_ 
"1 J' 1 III 1 i_ 

(U) Details- ^ K^ On ll/13/f J6 E E Q 1 traveled to the SF( 
^ ^° >9 

conduct a si te survey foi : a possible FCI deployment o£ the 
RedHook ISDN intercept ŝ  /•stem. The technical point of contc ict in • fX-7c 
the SFO for this effort ] Ls Special Agent (SAlj j The .'̂.̂  
case agent i s SA| 1 also from the hsFU. 

^ The under c :over (UC) location for the collect: Lon 
jUj . - and Stora^fe^ of the data i lorwarded from the RedHook collectic 3n 

device is in 1 1 Ca: Lifornia. This site has existing T: L 
facilities b ut this equij jment does not support the B8ZS encc 3ding 
required to forward the i intercepted data being forwarded frc ?m the 
subscriber 1 ocation. 

To ensure t :hat the facilities are correctly 
configured t o support th: LS ISDN intercept, a Tl connection i LS 
beinq engine ered byf 1 from the 1 1 location to \ :he UC 
site in | |. Tnis re squires tnat the SFO purchase two D--4 
channel bank s contigured to support BS7.S 1 i ne> encoding. .^AI 1 1 Ts coo rdinating thj LS effort with 1 1 from Luceni 

}s/ SA made a special request that the 
'UJ RedH053r<c\syst ired to operate with a Revox reel-tc 3-reel 

tape recorde r for this m; Lssion. This will facilitate the 

Case ID : 26 8-HQ-1001725 ,_̂ _̂  ̂ ^ Serial : 56 

DEC1A3SIFI1 :D B Y 65i79dmli/3J3r/maj 
OM 06-07-2f J07 
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translators operation at the SFO. EE 
configuration in the EST-4 laboratory 
configuration operates properly. 

LU ynyufy 
s t e s t i n g t h i s 

TTiat t h i s 

(C) 

[ 

(U) 

(U» 

iU) 

Mr.[ 

• i ^ A t I^AL li 
i n t r o d u c e d 
S£:ur i ty . S j c u r ; 
J s i t 

t r J EE[ 
I tol I 

]and 
JRJted theI I site where access to the 

subscriber's ISDN line is available. The subscriber is being 
serviced from a 5ESS switch configured to deliver a four-wire 
interface direct to the customer. The RedHook system is designed 
to only intercept at the two-wire interface. The! "H switch 
manager will convert the subscriber's line from four-wire to 
two-wire prior to the deployment of the RedHook system. The 
switch manager will then convert the line back to a four-wire 
interface prior to the service reaching the subscriber's desktop. 

be 

b7E 

X^K. The I I switch manager will have to find a way 
deploy a network termination type 1 (NTl) device into the 
subscriber's facility without alerting other telephone 
maintenance personnel. The switch manager will contact 
EE I ]or SA| "H if he encounters any difficulty 
implementing this NTl deployment. 

to 

The location of the intercept equipment is in a 
room'with a combination spin lock. This room is in a separate 
building from the subscriber. The room that will house the 
bridge unit and power supply has a 19-inch rack and an 
uninterruptable 110 AC power supply available to support this 
installation. The patch panel was identified that will connect 
the ordered Tl line to the UC site. 

;̂ ]̂ twĈ  The target installation date for this RedHook 
system is after 12/15/96. A RedHook fly-away system has been 
identified and is being checked out to support this installation. 

LEAD (s) : 

Set Lead 1: 

INFORMATION RESOURCES 

For information only purposes. 

CC: Mrl 1 
Mr. Thomas 
Mr. 
Mr. 
Mr. 
Mr. 

be 
b' 

Jj^E^fi^C!!!^ 
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COl JgS^S^IAI 
----...JWtf] r k i n g Cop^ r ~" 1 =age 1 

P r e c e d ( 5 n c e : ROUTINE D a t e : 0 7 / 1 / 1 9 9 6 

T o : I ] a f o r m a t i o n R e s o u r c es A t t n : M r . 

F r o m : I n f o r m a t i o n Resov. t r e e s 
E l e c t r o n i c fliiTVPi 1 1 ; ̂ n f p T ^ r h r m l na y S e c t i o n , EST -A 
C o n t a c t : k x t e n s i o n ( 7 0 3 ) 

A p p r o v 5d B y : 1 1 
T h o m a s M a r c u s C 

D r a f t e e i B y : l i p L2 

C a s e I ] D # : (U) 2 6 9 - H Q - l 0 0 1 7 2 5 (] P e n d i n g ) 
b e 
b 7 C 
Ih'/F. 

T i t l e : X NETWORKS AC 'CESS DEVEJ ̂ OPMENT (I ] S T - 4 ) 

( C1 
REDHOOK PRC fJECT 

1 

S y n o p s i s : ^ '^C^ Trip rep o r t f o r t i r a v e l t o P i„ 
d i r e c t s u p p o r t of loaned I R e d H o o k « s q u i p m e n c 

(U) ©e*u j i ed I f r o m j ^ _ ^ l^— 
D e c l a s £ I±?9-^SlIIj ̂ - 1 

(C p e f e r . e r i c e : (U) FD54 0 « 1 6 1 2 9 9 2 Si 2 r i a l 

D e t a i l S: JfC ̂ - ^ O n 6U79^ Supervise 3ry Specie i l Ag p^nt-

1 l a n d E I lectronici 3 E h c f i n e e i -...{EE }l 1 b l 

1 r a v e l e d t o l jat tl l e r e Q u e s t G f [ b2 
b t i 
b 7 C 
b 7 E 

(C ; ) ^WC ̂  T h e p u r p o s e o f t h i s t r a v e l wc IS t o d e m o n s t r j a t e a 
R^dHoo t i n t e g r a t e d s e r v i c e s d i g i t s a l n e t w o r J : ( I S DN) i n t e r ( : ; e p t 
s y s t e m f o r p o s s i b l e d e p ] . o y m e n t anc i p u r c h a s e 5 o f a d d i t i o n a . L s y s l t e m 5 
b y j \ Th e R e d H o o k sy rst-fim t h a t w a s u s e d f o r t h i s d e mo] i s t r a l r.i o n 
I S oA r temp o r a r y l o a n t .c| | f o ] r t h r e e mc s n t h s w i t h a n 

a n t i c i p a t e d r e t u r n d a t e oE y / b / y b 

if \ -»r-P •" T h e s y s t e n 1 was succ< s s s f u l l y ] L n s t a l i e d a n d 1 r e s t e < i 
\ ^ r a t t h e f a c i l i t y , r ) u r i n g t e s t r i n g i t W£ IS d i s c o v e r e d 1 - h a t 1 t h e 

TCDN 1 

n o r m a l l y . 1 h e l i n e s w e i •e e x p e r i e i i c i n g a b n c > rma l l y h i g h f< a r en( i 
b i t e r r o r s ( F E B E s ) . The ! s e FEBEs \ tfere o c c u j r r i n g i n b u r S t ! 3 t h a i t 
r e p e a t e d l y c a u s e d t h e Re idHook s e r . L a i b r i d g e 5 t o g o i n t o a s a f ei t y 

C a s e 11 D : 26 8 - H Q - 1 0 0 1 7 2 E **,_ ^^....-^ S e r i a l : 5 5 
^ S««C^TIAI 

DATE: 06 - 0 7 - 2 0 0 " ^•'"'^ ^ * * * - ^ 
ALl . IHFOFL WATT nw COHTAI HED 

CLA33IFI ED EY 61 179clfftli/k3E/'maj HKT W.1M I S Tmr T,A SSIFIED EXCEPT 
REASON: 1 . 4 (B/C A iilHI :EE SHO i lN 1 VV ERWISE 
DECLAS 31 Ti OH: i: 6 - 0 7 - 2 0 3 2 
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bypass mode. When an ISDN line tester was placed on the line, 
the FEBEs were found to be intermittent and of varying severity. 

Page 

"̂ Ŝ Ĉ  The 
system during & tiAY\Afi wh^ri hhP 
Following the b r i e f i n g , EE E 

(C) 

were briefed on the RedHook 
FHREH were not as Severe. 

I gave a live demonstration 
using the ISDN lines that were experiencing FEBEs. During the 
demonstration, the system performed perfectly. 

^ttf After the briefing was concluded, the T.qnM l -inpg 

i yuLu iiiiyy. ' RyuHuuK HyiJUJiii Lu eiiiuLiibi luuatiun Liidt iid.!=! Riiuwii y u 

C I j>e<C Aftet_£etiirning to the Engineering Research 
facility, the J Jbersonnel have repeatedly encountered the 
FEBEs and asked if the RedHook system could be modified to 
operate in this abnormal environment. EEF Ihas briefed 
them on the fact that the system presently' dliuwu ^30 times the 
bit error rate allowed by the Comite Consultatif International de 
Telearanhimie et Telephonique (CCITT) standards for ISDN lines. 
EEI lexplained that it is not feasible to further relax 
the RedHook bit error safety bypass function. This would 
inevitably be responsible for a subscriber, on a lawfully 
authorized intercept, sending a repair person from the telephone 
company out to repair a RedHook serial bridge under these worst 
case conditions. 

\ v } ilf^ EE| |again advised-l " "H 
tnat the best p6SSibl^ action, at this time, is to transport the 
system to another location that has known good lines and proceed 
with the testing of the RedHook system. 

ibl 
b2 
b6 
b7C 
fc7E 

CC: 
Mr. 
Mr. 

Jlc Thnmfl 

CONF 
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FM FBI QUANTICO (268-HQ-1001725)/ROUTINE/ 

TO DIRECTOR FBI (268-HQ-1001725)/ROUTINE/ 

I ['ROUTINE/ 

BT 

S E C R E T 

CITE: / / 0 8 5 7 / / 

(SJ 
P A S S : FBIHQ, INFORMATION RESOURCES D I V I S I O N , MRS. MORRIS, 
ROOM 5 8 2 9 . 

SUBJECT: TRAVEL TOj 
FOR THE INFORMATiOW U t ' [ 

l _ . S l i I l / 9 6 AND 6 / 4 - 7 / 9 6 . ^ ^ ^ W 
I E S T - 4 , ELECTRONIC^ ^ 

SURVEILLANCE TECHNOLOGY SECTION, INFORMATION RESOURCES 
nTT7TCTnTa T?wTwn M R O iaTn?M m ? P T n T 7 \ T T v R E O U E S T E I l 

I I TO PROVIDE TECHNICAL 
ASaiSTAWCH WITH THE TMItlAL SETUP 6P A N E X P E R I M E N T A L S Y S T E M . 
THIS SYSTEM, CODENAMED REDHOOK, IS AN INTEGRATED SERVICES 
DIGITAL NETWORK INTERCEPT SYSTEM. FBI PERSONNEL ARE REQUESTED 
TO DELIVER AND SETUP ONE SYSTEM FOlj 
THE SYSTEM AFTER THREE MONTHS. ><| 

(U) ., IN ATTENDANCE FROM EST-4 WILL BE SUPERVISORY SPECIAL 
AnîM-T̂g r I ELECTRONICS 
ENGINEfea - 1 Ai*JLl iiLiiLl'HUlMiLi TECHNICIAN 

IS TO RETURN 

(S7 96 'WILlT TRAVEL ON 5/30/96 "WLLLT BE A ROUND TRIP ON A BUREAU PLANE 
WITH THE SOLE PURPOSE OF DELIVERING THE REDHOOK SYSTEM TO 

TAAVEL ON 6/4-7/96 WILL BE BY COMMERCIAL AIRLINE. DURING 
THESE DATES, THE ABOVE MENTIONED PERSONNEL WILL ASSISTT tN 

I ̂  I THE SETUP AND EVALUATION OF THE REDHOOK SYSTEM. |" | ' 
f Jj IASSISTANCE is REQUIRED FOR LODGING. A RENTAL C M IS RETQ 

THE SETUP AND. EVALUATION OF THE REDHOOK SYSTEM. 
IASSISTANCE IS REQUIRED FOR LODGING. A RENTAL 
FOR THE DURATION OF THE STAY. 

pnTMT o^ CONTACT FOR THIS EFFORT Tgl 

15 RgQUIRED 

BT COPY COUNT PAGE 
268-HQ-1001725 

OF CONTACT FOR THI 
I MR.I I CAN BE REACHED AT 7 03 

fel 

be 
Io7C 
fo7F. 
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Precedence: ROUTINE 

To: Information Resources Attn: nun-
Date: 4/22/1996 

nclosure) 

From: Information Resources 

Electronic Surveillance Technology Section, E S T - ^ ^ ^ ^ ^ 

Contact; I fextension 703| | 

Approved By: ^ 

Thomas Marcus C 

Drafted By: Q n:llp 

Case ID #: 269-HQ-1001725 (Pending) 

Title: NETWORKS ACCESS DEVELOPMENT (EST-4) 

REDHOOK PROJECT 

TRIP REPORT 4/10/96 CU) 

Synopsis: Trip report to Harris at Melbourne, Florida to support 

project RedHook. (U) 

Classification: 

iU), 

Enclosure: Monthly Status Report on RedHook Engineering Services 

Program for April 1996. CU) 

details: The RedHook project is an integrated services digital 

network (ISDN) intercept system. It is designed to capture ISDM 

signals between the telephone ccnipany central office and the 

subscriber's residence. The RedHook system irreerts a bridging 

device into the "U" interface atxl forwards both the subscriber's 

and associate's signal to its distribution and minimization 

components.^T^xdT]^ 

Case ID : 268-HQ-10017Z5 Serial : 5Z 

c^TiBfttTtJitir 

h-c 

DECLASSIFIED BY 65179diBl-i./3i3i:/iaaj 
OIJ 0 6 - 0 7 - 2 0 0 7 
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On 4/10/96 Electronics Engineer (EE) 

I I of the EST-4, met Hith Harris personnel at their t;:-; 

Melbourne, Florida location to review progress on the RedHook project and give an award fee presentation. Systems Engineer 

L„,,^^^^^.^epresente<^ | and ET • • 

^represented t h e C _ l Attending from Harris w e r ^ ^ ^ ^ ^ l h.-lT, 

H 
from Vftro Corporation, 

represented EST-4 as a contract advisor. <U) 

The new multi-point task, which will allow the syste 

to discriminate between multiple telephone nunA)ers sharing a 

single wire pair, is significantly ahead of schedule and welL 

under cost. The software coding required to perform this task 

was lessened due to good coding practice on the original design. 

The system will now have a menu pick in the set-up menu to select 

any combination of available telephone nuitjcrs. The formal 

acceptance test plan (ATP) for this task is scheduled for late 

May. (U) 

Worlc or the personal computer (PC) workstation is 

starting and the Harris team has identified a pentium based 

platform to test. This system will use SUN Microsystems'l I 

I I If this software allows the RedHook 

^ToTTwareToT™ ^ this could significantly 

reduce maintenance costs for the RedHook system. <U) 

Task 2, the addition of National ISDN 1 (NI-1) and 

Northern Telecom (HT) Custom, has gone through an internal design 

review and is ready to begin coding software. This task is 

considerably ahead of schedule. Again this is due in large part 

to the good coding practice implemented by the Harris team on the 

original design. (U) 

Upgrades to the operating systems on both the 

workstation software and the process and distribution unit CPDU) 

were performed successfully. The PDU upgrade involved 

significant trouble shooting on the part of Harris. The sources 

of the difficulties were identified at the software designjmuse 

CONP 
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that maintains the cormercial software. (U) 

Task 1: workstation anomalies, has been completed with 

all identified anomalies corrected. Task 1 will resume after the 

ATP is completed and any additional anomalies are identified 

during testing. (U) 

A conmercial source, Melcher, has been identified for 

a rack mounted power supply. This replacement power supply will 

replace the fully custom Harris developed and Harris manufactured 

rack mounted power supply. The Helcher supply was released for 

sale after the design and manufacture of the Harris custom 

supply. The Melcher supply is manufactured by a Swiss company 

for comnercial telephone company use and meets or exceeds all FCC 

requirements for installation in a telephone company central 

office. (U) 

!U) 

The bridge units have been upgraded to include the 

ability to stay logically linked to the central office when the 

subscriber powers down their network terminator 1 (NTT). This 

problem arises when a terminal adapter is either powered from the 

same source as a computer or is internal to the conputer and the 

system is powered down. The bridge sensed this as a fault 

condition and went into a bypass mode. The system now maintains 

the central office link and suaps status bits to remain 

transparent from the network side of the bridge. "^IP^ 

'^ . At the subscriber's side the bridge sends signals to 

the MT-1 watting for it to be powered or. When it is powered on 

the time required for the NT-1 to power up and synchronize with 

the netuork is identical to the time required without the bridge 

present. This change required a change in code used in the 

programmable read only memory CPROM). (fc)<^ 

A retrofit of existing bridges is being done on both 

the card based serial bridges and the field operable serial 

bridges. The field operable serial bridge retrofit requires that 

the old PRQNs be floated off the surface mount boards and new 

parts be installed. These bridges have had a lot of rework 

performed on them in the past so there is a possibility that one 
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or two field operable bridge units may not survive this 

procedure. CU) 

While the retrofit of the PROMs is taking place, two 

field operable serial bridge units will be outfitted with new low 

power AT&T ISDN transceivers. This should increase the distance 

from which the field operable serial bridge can be remotely 

powered. The increase in distance wilt hove to be determined 

when the bridges are recertified after the parts placements are 

complete. (U) 

The ATPs for the bridges, POU, and workstation are 

jduled for late May. FFI I and Vitro employeeI aI 

will be present for the testing. EST-4 will invite an EST-3 

representative to be present. (U) 
The Harris award fee for this four month evaluation 

period was 85 percent of the award fee in excess of the minimum. 

This was achieved by scoring 9'* out of a possible 100 points on 

the evaluation criteria. This Karris team is performing 

extremely well by irteeting or exceeding target development dates 

and coming in under budget for the major tasks worked on. CU) 

WORK COPY ROUTING SHEET 
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Mr. Thomas (Enclosure) 
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(Enclosure) 
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DCSSOiXL'̂  

,;:., 
Otgltdl Cdllect 'on 
System - IT Interface 

DCS-IT 

The Digital Collection Project ensures the abi l i ty 
of t he FBI to collect evidence and intel l igence t o 
fadt l ta te and support nat ional securi ty, 
domest ic cotjnterterTOrtsm, and cr imina l 
invest igat ive e f for ts . Tti ls project includes 
upgrades to the DCS 3000 , DCS SQOo, snd DCS 
6 0 0 0 Nat ional Securi ty Cdlect ton Systems. 

X $35 ,775 $32 ,688 $6,502 X $32 ,688 ( 6 . 5 0 2 $ 17.92S $6 ,500 X $2S.Q00 $34 ,366 X 
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assist law enfoirement agencies (LEAs] with 
coltecting and processing data for court-ordered 
wtertronic suive*ll»nce (ELSUR) operations. 
LFA^diaNnto^wltrhi^. 

Digital Collectkxi 
System 3000 - IT 
Interface 

DCS 3OO0-IT 

Digital Collection 
System Network 

The Digital Collection Systems Network 
(DCSNCT) Is a transport mechanism for moving 
GALEA CDC and streamed CCC data from the 
service provider sources to the proper FBI Field 
omce destinations. DCSNET is 
used entirely for collection of evidence and is 
not connected to FBI IT networks or systems. 

pg-2 
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OTD / Collection Architecture Meeting - March 17, 2006 
Summary Notes / Action Items 

Workshop discussion points 
• Need to include common EA terms in the read-ahead matenals. OTD is especially 

interested in definitions for Information Technology (IT) and National Security System, 
o A significant portion of OTD's mission systems are clandestine technologies (ClanTech) 

and are not considered IT and do not touch the FBI enterprise. The focus of the FBI EA 
program should be on those OTD systems that interface with the FBI IT environment, 

o Collection assets produce intelligence and do not produce records. 
• Ne ed to add satellites to the list of OTD priority projects (Technical Response Unit (TR U) 

Cc >mmunication System). 
• N€ 'ed to better define the OTD budget line items so that our reports do not over-inflate FBI 

IT budget totals. 
• Ol FD needs OCIO help with EDMS and the current service level agreements (SLA). R( 3cent 

sy stem outages have impacted mission accomplishment. 

Busin ess Architecture 
• EC )MS should be mapped to the BRM Intelligence Collection sub-function (recommend ed 

up date for the next 0MB Exhibit 300 submission). 
. 01 FD is initiating a Division-level Transition/Consolidation Plan to move towards a 

Cc )nsolidated FISA System in the future. 

Servi( :es and Capabilities 
• Ol FD has service needs for storage, search, evidence handling, and digital media. 

o Currently they store/back-up both FISA and criminal content on removable media. 
o OTD identified an evidence handling dependency with LD's Laboratory Infomnation 

Management System (LIMS). 
b2 

T&SF indings and Recommendations Ih'/E 

• N€ sed to compare OTD initiatives 
o See the Emerging Technology Bulletin Research Bulletin at 

examples that discuss wireless technologies and many other topics and their impac :tsto 
law enforcement and collection. 

Actioi 11tems 
• Fc llow-up withi |for edits to the FBI Traceability Matrix. 

o n r . R is th*> r-nrnmnn namp frtr n n s <innn ."^nnn anrj finnO ^nn.Ci rsHiinriant^ 

o DCS 5000 is synonymous witt] jredundant). 
o LEEDS is not an OTD svstem iflSlSrWil^fi thS SiSOf̂ Sor). h 6 

• Fc Ilow-UD witrt br the OTD Transition Plan (Consolidated FISA Svstem). t 7 C 

• 1 |)lans to visit OTD to gain a better understanding of where OTD syste ms 
inl errace witn tne l-BI enterprise for inclusion in the FBI T&S Plan. 

• Fc llow-up with OTD on the status of the E-Requisition initiative. 
• Fc llow-up with OTD on the break out of their IT budget line items vs Collections budgel 

ite ms. 
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DCS 3000 and DCS 6000 are unclassified systems and each is type accredited as a 
standalone system. 

ADCS5000 are classified systems that are not accredited but are in the 
process. However, there are significant unresolved issues. (We are identifying the 
significance of the identified risks to determine what plan of action to take to resolve 
issues.) It is highly unlikely that the C&A of these systems will be complete before 
October 2003. 

DCSNet will be a single network that will permit field offices to coimect to telcos via a 
single network. The contract has not yet been awarded for this system and there is no 
current C&A activity. 

The DCS 3000 will the interface between the DCSNet, and the DCS 6000 and 
I IPCS 5000. 

Consideration has been given to re-accrediting the DCS 3000 to document its role as the 
system in the middle between the DCSNet and the DCS 6000 and the 

I |)CS 5000. 

The interface between DCS 3000 and DCS 6000 is a firewall (We need to determine how 
to handle this interface from a C&A perspective. ISA is inappropriate and MOA/MOU do 
not seam to be appropriate. Perhaps an ICD, firewall policy or a connection approval 
process should be created.) 

Interface between DCS 3000 an( 
being C&Aed separately. 

JDCS 5000 is the CI 100, which is 

We understand th^ ]will or has become the SCO for all of these systems. 

We are scheduled to meet with ERF staff at 1000, on Tuesday 29 July 2003 at ERF office 
at Quantico. 

be 
b 'C 

DATE: 06-14-2007 

CLASSIFIED BY SS179 DMH/TAH/KSR/'cb #1056287-000 

PEASOH: 1.4 (g) 

DECLASSIFY ON: 0 6 - 1 4 - 2 0 3 2 

ALL IHFOPJIATIOH COHTAIIffiD 
HEPEIH I S UIICLASSIFIED EXCEPT 
WHEP-E SHOTffl OTHERTJISE 



FBI Digital Coiiection 
E x h i b i t 3 0 0 : P a r t I : S u m m a r y I n f o r m a t i o n a n d J u s t i f i c a t i o n ( A l l C a p i t a l 

A s s e t s ) 

I .A. Overview 

8/4/2006 

Department of Justice 

Federal Bureau of Investigation 

FBI Digital Collection 

011-10-01-02-01-2503-00 

Mixed Life Cycle 

FY2001 or eariler 

1 . D a t e of Submiss ion: 

2 . Agency: 

3 . Bureau : 

4 . N a m e of th is Capi ta l Asset : 

5 . Un ique Pro ject ( I n v e s t m e n t ) 
I d e n t i f i e r : ( F o r I T i n v e s t m e n t o n l y , s e e 
sect ion 5 3 . For al l o t h e r , use agency I D 
s y s t e m . ) 

6 . W h a t Idnd of i n v e s t m e n t wi l l th is b e in 
F Y 2 0 0 8 ? (P lease NOTE: I n v e s t m e n t s 
mov ing to O & M ONLY in F Y 2 0 0 8 , w i t h 
P lann ing /Acqu is i t ion act iv i t ies pr ior t o 
F Y 2 0 0 8 should n o t se lect O & i ^ . These 
I n v e s t m e n t s should ind icate t h e i r cur ren t 
s ta tus . ) 

7 . W h a t w a s t h e f i rs t b u d g e t y e a r th is 
i n v e s t m e n t w a s s u b m i t t e d to OMB? 

8 . Prov ide a br ie f s u m m a r y and jus t i f ica t ion for th is i n v e s t m e n t , including a br ief 
descr ip t ion of h o w th is closes in par t or in w h o l e a n ident i f ied agency p e r f o r m a n c e 
g a p : 

Digital Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital coiiection 
tools, foreign counterintelligence gathering, and law enforcement evidence collection, respectively. 
Today's information technology capabilities afford terrorists and criminals many avenues to coordinate and 
commit offenses against US citizens and interests. Traditional phones were the primary avenue criminals 
used to communicate information regarding unlawful acts. Today, more incidents are committed and 
facilitated by terrorists using high-tech, non traditional communications methods. Communications 
methods are dramatically increasing in number and complexities, resulting in the continual and evolving 
need for advanced methods of electronic surveillance of voice communications - methods of electronic 
surveillance have limited-life utility In intercepting newer, more secure types of publicly offered 
communications. The expansion of electronic surveillance activity in frequency, sophistication, and 
linguistic needs continues to increase the level of support required. An important factor behind this 
expansion Is the changing demographic of targets that must be monitored by Investigators. The FBI must 
supply equipment and analytical tools to uniquely qualified language specialists to speed the translation 
and transcription process to meet the Investigators' needs. Further, the life span of today's technology Is 
often much shorter than older technologies, resulting in more frequent need for solution development. 
Terrorist and criminal activity has expanded across international boundaries. Current United States-based 
intercept technologies and collection capabilities are not always sufficient to meet global requirements. 
Increased coordination and cooperation with other Government agencies and Governments of other 
countries place are needed. Digital collection must continue to clearly define electronic surveillance 
requirements and closely track manufacturers' approaches and solutions. Collection equipment 
manufacturers continue toward complying with technical standards as a result of the Communications 
Assistance to Law Enforcement Act (GALEA). One result of the CALEA standard is more information is 
available for collection. This increase in data coupled with the increased complexity of computer-based 
electronic surveillance information management systems will impose a requirement for efficient 
distribution to users and their respective collection systems 

9 . Did t h e Agency 's Yes 
E x e c u t i v e / I n v e s t m e n t C o m m i t t e e 
a p p r o v e this request? 

a. I f "yes , " w h a t w a s t h e d a t e of th is 5/19/2006 

SECRET 
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approval? 

10. Did the Project Manager review this Yes 
Exhibit? 

1 1 . Contact information of Project Manager? 

Name 

1 
Phone Number 

Email 

7031 

Yes 

Yes 

12. Has the agency developed and/or 
promoted cost effective, energy efficient 
and environmentally sustainable 
techniques or practices for this project. 

a. Will this investment include 
electronic assets (including computers)? 

b. Is this investment for new No 
construction or major retrofit of a Federal 
building or facility? (answer applicable to 
non-IT assets only) 

1 . I f "yes," is an ESPC or UESC being No 
used to help fund this investment? 

2. I f "yes," will this investment meet No 
sustainable design principles? 

3. I f "yes," is it designed to be 3 0 % 
more energy efficient than relevant code? 

13. Does this investment support one of Yes 
the PMA initiatives? 

I f "yes," check all that apply: 

13a. Briefly describe how this asset 
directly supports the identified 
initiative(s)? 

14. Does this investment support a 
program assessed using the Program 
Assessment Rating Tool (PART)? (For 
more information about the PART, visit 
www.whitehouse.gov/omb/ part.) 

a. I f "yes," does this investment 
address a weakness found during the 
PART review? 

b. I f "yes," what is the name of the 
PART program assessed by OMB's 
Program Assessment Rating Tool? 

c. I f "yes," what PART rating did it 
receive? 

15. Is this investment for information 

Human Capital, Expanded E-Government 

Strategic Management of Human Capital. The FBI 
acquires individuals with rare linguistic skills by 
collocating and networking the collection assets 
within proximity for employment, training, and 
development. A work flow management module is 
used by operations managers monitor productivity 
and distribute work accordingly. Expanded E-Gov. 
Systems are used in internal and external 
collaboration with Joint Tactical Task Forces, other 
federal departments, and intelligence organizations. 

No 

No 

Yes 

S E ^ B ^ 
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(4) Project manager assigned but qualification 
status review has not yet started 

No 

technology? 

I f the answer to Question: "Is this investment for Information technology?" was 
"Yes," complete this sub-section. I f the answer is "No," do not answer this sub­
section. 

For information technology investments only: 

16. What is the level of the IT Project? Level 1 
(per CIO Council PM Guidance) 

17. What project management 
qualifications does the Project Manager 
have? (per CIO Council PM Guidance): 

18. Is this investment identified as "high 
risk" on the Q4 - FY 2006 agency high 
risk report (per OMB's "high risk" 
memo)? 

19. Is this a financial management 
system? 

a. I f "yes," does this investment 
address a FFMIA compliance area? 

1 . I f "yes," which compliance area: 

2. I f "no," what does it address? 

b. I f "yes," please identify the system name(s) and system acronym(s) as reported 
in the most recent financial systems inventory update required by Circular A-11 
section 52 

No 

No 

20. What is the percentage breakout for the total FY2008 funding request for the 
following? (This should total 1 0 0 % ) 

Hardware 33 

Software 

Services 

Other 

38 
26 
N/A 2 1 . I f this project produces information 

dissemination products for the public, are 
these products published to the Internet 
in conformance with OMB Memorandum 
05-04 and included in your agency 
inventory, schedules and priorities? 

22. Contact information of individual responsible for privacy related questions: 

Name 

Phone Number 

Title 

202 

E-mail 
23. Are the records produced by this 
investment appropriately scheduled with 
the National Archives and Records 
Administration's approval? 

M 
L7C 

No 

T 
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I .B. Summary of Fu nding 
\ 

Prov ide t h e to ta l e s t i m a t ed l i fe-cycle c ost fo r th is inve s t m e n t b y c o m p i e t ing th( 3 
f o l l o w i n g t a b l e . All a m o u nts rep resen t budget t au thor i t y in mi l l ! ons , a n d a r e rou n d e d 
t o t h r e e decimaJ pi aces . 1 =ederal persor ine l CO sts shoul d b e inch uded only f in t h e r o w 
des igna ted "Cover n m e n t FTE Co St," a n d shou Id b e exc luded fro m t h e an nounts 
s h o w n for "Plannir i g , " "F J I I Acqi j is i t ion ," and "Opera t i D n / M a i n t e n a n c e . ' T h e to ta l 
e s t i m a t e d annua l < :ost o f t h e inv e s t m e i i t is t h e s u m of costs fo r "P lannin g , " "Fu II 
Acquis i t ion ," and " Opera l J o n / M i l in tena nee." t =or Feder al bui ld ir igs a n d f> ic i l i t ies , l i f e -
cycle costs should includ< i long t e r m e r lergy, t i n v i r o n m e n t a l , d e c o m m i s s ion ing. 
a n d / o r res tora t ion costs. T h e CO sts ass ociatet i w i t h th( s e n t i r e 1 i fe -cycle o f t h e 
i n v e s t m e n t should be inc uded i n th is r epor t . 

T j able 1 : i SUMMAF «Y OF SI >ENDIN G FOR PR( )JECT PH/l kSES 
(R EPORTi :D IN M ILLIONS) 

(Est imates for BY+1 and be yond ar e for p l i inn ing 1: lurposes 0 nly and d 3 not repr< 2sent bu dge t 
d ecisions ) 

i 
1 PY - 1 "*"' —1 1 _____ BY + 4 
' PY CY BY B Y + 1 BY + 2 BY + 3 

2006 2007 2008 2009 2010 2011 
Earlier Beyond 

Planning 
Budgetary Resources j 111̂ 075̂ 1 0 i 2-551_J ?-551_J 0 i Iq i 0 i e i 16.183 • 

Acguisjtlon 

. _§y:59S'.3r/-?*59.yr£?.? I 1136.339J q. . . j q j 17..35? J 116̂ 261 1 \o, i ̂  / q ! 169.959; 
Subtotal Planning & Acquis tion 

BLjdgetary_Resources_ j [147,414J q ,_,^_J ?.:554_..J 19.913J |16:.?61_.-.J q _ J q.,._ ! k 1 186.JL42̂  
?P.?CSy9I!,s,* MaJ.ntenance_ 

Budgetary Resources j 
TOTAL 

152.735 J ?8'124 1 35.446 1 15.547 J L7^q75..,„,J ̂ 9..526 j 44.|!26 ; 44.125, J 286 604 

Budgetary Resources j 200.1491 28.124„J 38 i 35J.6_._J 33.336 i 4?.526_ ) 44.q2_6 ___̂  ±'*:iiL.J 472^746; 
Government FTE Costs _, ; 
_Budgetary__Resourceŝ  J |7:i4 j 1.905 1 1.905 J 14.263J 14.263 i 14J63 I 14^263 : 14,263__J 82.265 
Number of FTE 7 1 7 j 7 j 21 21 i 21 I 21 =*! i 126 
represented by Costs: 1 ______ ! i ^ „„.„ , _J J • 

N o t e : For t h e cross -agen< :y inve; s tment 5, th is table sho uld inclu de al l fun d ing ( b o t h 
m a n a g i n g p a r t n e r and pa r tner a gencie . s) . Gov e r n m e n t FTE Cost s should not be 
included as par t o f t h e T C »TAL re presen t e d . 

2 . Wi l l th is p ro jec t requi r e t h e a g e n c y t 0 Yes 
hire add i t iona l FTE 's? 

a. I f "yes , " H o w many a ind in v vhat Bee jinning in F Y08 ten Ble ctronic Tec lis are 
year? req uested to p erform req ulrements c eneratio 1, 

tes ting/evalua tion, install atlon of nev v/upgrad ed 
eqi Ipment, an d user trair ing as well as, syste 'm 
adr ninlstration expertise, telephonic/ on-site 
tec hnical suppi Oft and sys rem mainte nance su pport 
for over 1,300 users. Fou r Electronic Enginee •s are 
req uired to pre wide techn cal experti 36 relatec I t o 
ele< :trical inter actions witi' lin internal system 
con nponents a ̂ (i external telecom se rvice pro vider 
COfl nponents/e quipment. 

3 . I f t h e s u m m a r y of spe i id ing h as chai figed f r o m t h e F Y 2 0 0 7 Pr esident 's b u d g e t 
reques t , br ie f ly ex | [ilain t^ lose ch a n g e s : 

The FBI is In the proces s of ana yzing alt ernative s for the next phase in FISA (\A /hat is this? Acronyn IS used 
the first time must be s pelled 0 Jt) collec tion syst ems. Th e requested personnel enhancems jnt of 14 
personnel and non-pers onnel er ihancem ent of $1 1,035,0 30 will enha nee the Di< jital Collect ion proje ct's 
capacity to provide nex t genera tion syst ems, fac lities, ar 
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data collection in the furtherance of the FBI's FCI and Counterterrorism (CT) responsibilities, seamless 
transition to regionalized collection, and provide replacement equipment which will be required for 
inoperable systems and component replacements which be required for obsolete equipment. Systems are 
nearing the end of their life cycle and require substantial investment in maintenance costs to maintain an 
adequate technological capability until they are replaced. Major overhaul or replacement of these systems 
will become a necessity beyond FY 2007. The deployment of advanced digital collection systems, which 
meet the FCI digital collection' regional architecture represents a significant and critical factor In collection 
implementation. This requires additional knowledgeable staff for installation, training, and maintenance as 
well as provision of a new generation of collection systems to collect information in the most efficient 
manner. Contractor support, currently performing these functions, will not be available in FY08. The 
nonpersonnel enhancement will be used for new systems and equipment purchases ($6,850,000); system 
upgrades and installation ($685,000); and service maintenance agreements ($3,500,000). Collection 
systems will be required to interface with the upcoming Electronic Surveillance Database Management 
System (EDMS) to maintain current capabilities until their replacement. Without the requested resources, 
the number of funded contractor positions is expected to increase. 

I.e. Acquisition/Contract Strategy 

1. Complete the table for all (Including all non-Federal) contracts and/or task orders 
currently in place or planned for this investment. Total Value should include all 
option years for each contract. Contracts and/or task orders completed do not need 
to be included. 

to ('I 

Con t r a c t s / T a s k O r d e r s Table j ; b7C 

e 1 I f SO what Start date' End date i Total ; Is this an | Is it Competitively What, If I s EVM ! Does I Name of i CO Contact infori 
:t is the date of of Value of i Interagency, performance awarded? any, in the the ! CO 1 (phone/ema 

of the Contract/ i Contract/ ; Contra ct/ i Acquisition?! based? alternative contract?. contract' I 

d?. award? I f Tasic Task Tasic ; financing ; include 1 
; not, what Order Order Order j option is ! the i 1 

is the ! being 1 required 
planned ( used? security; ' 
award ! I and ! 
date? i privacy • i 

I ! i 
1 clauses?; i 

1 8/1/2005 1 8/1/2005 1 4/30/2010^ 12.1 i No 
, 1 

No Yes NA 
i 

No 1 yes 

i 
9/29/2002. 9/29/2002 9/28/2008: 14 No No 1 

1 
Yes NA 1 No 

1 
yes 

; 
.J 

4/1/2005 4/1/2005 1 7/1/2006 : 1.097 j No j No Yes NA No i yes 

; 9/15/2003 9/15/2003 9/15/2008' 47 NO No I yes NA 1 No i yes 

i 

...! 

1 

9/3/2003 9/3/2003 i 9/8/2008 i 1.091 1 No No Yes NA No \ Yes 

• 
10/1/2003 10/1/2003 9/30/2008i 9 Yes No yes NA 1 No yes 

1 
J 

10/7/2004' 
i 
10/7/2004; 10/5/2009- 1.091 j 

i 

No 1 No yes NA No Yes 

2. I f earned value is not required or will not be a contract requirement for any of the 
contracts or task orders above, explain why: 

Contracts supporting Digital Collection are legacy contracts awarded prior to EVMS requirements. (EVMS 
has been a requirement since the inception of the Clinger-Cohen Act). However, current risks for contract 
performance rests with the firm fixed price contractors. Technical, scheduling, and cost performance is 
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managed by the Digital Collection project. 

3. Do the contracts ensure Section 508 
compliance? 

a. Explain why: 

4 . Is there an acquisition plan which has 
been approved in accordance with agency 
requirements? 

a. I f "yes," what is the date? 

b. I f "no," will an acquisition plan be 
developed? 

1. I f "no," briefly explain why: 

Yes 

Contracts supporting this requirement ensure 
Section 508 compliance In order to meet legal 
requirements as well as satisfy needs of user 
personnel. 

Yes 

10/29/2000 

I.D. Performance Information 

I n order to successfully address this area of the exhibit 300 , performance goals must 
be provided for the agency and be linked to the annual performance plan. The 
investment must discuss the agency's mission and strategic goals, and performance 
measures must be provided. These goals need to map to the gap in the agency's 
strategic goals and objectives this investment is designed to fil l . They are the 
internal and external performance benefits this investment is expected to deliver to 
the agency (e.g. , improve efficiency by 60 percent, increase citizen participation by 
300 percent a year to achieve an overall citizen participation rate of 75 percent by 
FY 2xxx, etc.). The goals must be clearly measurable investment outcomes, and if 
applicable, investment outputs. They do not include the completion date of the 
module, milestones, or investment, or general goals, such as, significant, better, 
improved that do not have a quantitative or qualitative measure. 

Agencies must use Table 1 below for reporting performance goals and measures for 
all non-IT investments and for existing I T investments that were initiated prior to FY 
2005. The table can be extended to include measures for years beyond FY 2006. 

Performance Information Table 1: 

Fiscal 
Year: 

Strategic Goa1(s)| 
Supported \ 

i 
— , ^ ^ 1 

Performance j 
Measure | 

Actual/baseline; 
(from Previous i 

.____Year). ; 

Planned | 
Performance i 

Metric (Target) j 

Performance 
Metric Results i 

(Actual) 

2000 : Protect America | 
against the threat • 
of terrorism i 

) 

Number of | 
standard Title SO i 
digital collection | 
systems in field 
offices 1 

90% of Title 50 
systems collect via i 
analog inputs 

Increase digital j 
collection systems 1 
by 10% ! 

i 
! 

Increased digital 
collection systems i 
by 10% i 

i 

2000 Enforce federal 
criminal laws 

Near end of life 
Title I I I systems 
deployed in field i 
offices ,. _.. I 

95% of Title I I 
systems end of life, 

Deploy additional 
10% of Tide I I I 
systems 

Deployed i 
additional 30% of 1 
Title I I I systems 

2001 Identify, prevent | 
and defeat foreign | 
intelligence i 
operations i 

Number of i 
standard Title 50 j 
digital collection j 
systems in field 
offices 1 

B0% of Title 50 
systems collect via 
analog Inputs 

Increase digital | 
collection systems 
by 40% I 

i 
i 

Increased digital j 
collection systems i 
by 50% j 

2001 Prevent terrorist 
acts and protect 
cntical _. j 

Lines of input 
supported for Title 1 
t n and Title 50 j 

Total lines of input 
for analog and ! 
digital CQlLectlQJI 1 

Increase lines of 
digital collection ; 
inpul.by 100% . 

Increased lines of i 
digital collection 
input by 98% 
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Msstructure , digitaicojlection , (# classified) | 

2001 Enforce federal I 
criminal laws • 

^ear end of life 
Title I I I systems 
deployed in field 
offices 

65% of Title I I 
systems end of life: 

Deploy additional | 
10% of Title I I I 
systems j 

, _. . i 

Deployed 
additional 20% of ; 
Title I I I systems 

2002 Identify, prevent 
and defeat foreign 
intelligence 
operations 

Number of : 
standard Title 50 ! 
digital collection \ 
systems in field | 
offices ; 

30% of Title 50 ; 
systems collect via i 
analog inputs > 

t 
1 

Increase digital 
collection systems i 
by 10% ! 

i 

Increased digital j 
collection systems ' 
by 10% i 

2002 Prevent terrorist i 
acts and protect 1 
critical i 
infrastructure i 

Lines of Input | 
supported for Title { 
I I I and Title 50 | 
digital collection j 

Total lines of input 
for analog and 
digital collection 
(# classified) 

Increase lines of 
digital collection 
input by 30% 

Increased lines of 
digital collection 
input by 16% i 

2002 

i 

Enforce federal 
criminal laws 

Near end of life , 
Title I I I systems 
deployed in field | 
offices _ ..., 

45% of Title I I 
systems end of life'. 

Deploy additional • 
30% of Title I I I ; 
systems j 

Deployed 
additional 40% of 
Title I I I systems 

2003 ; 

I 

Identify, prevent | 
and defeat foreign i 
intelligence | 
operations i 

i 

Number of j 
standard Title 50 } 
digital collection j 
systems in field j 
qf f ices___.„_„_, j 

20% of Title 50 
systems collect via; 
analog inputs 

Increase digital | 
collection systems j 
by 20% j 

! 
1 

Increased digital j 
collection systems ! 
by 20% 

2003 Prevent terrorist 
acts and protect 
critical 
infrastructure 

Lines of input 
supported for Title 
I I I and Title 50 
digital collection 

Total lines of input 
for analog and 
digital collection 
(# classified) 

Increase lines of 
digital collection 
input by 300% 

Increased lines of 
digital collection 
input by 346% ' 

2003 Enforce federal [ 
criminal laws i 

1 

Near end of life 
Title I I I systems 
deployed in field 
offices 

5% of Title I I 
systems end of life 

Deploy additional i 
5% of Title I I I i 
systems i 

i 

Deployed 
additional 5% of i 
Title I I I systems 

2004 Identify, prevent 
and defeat 
tntelligence 
operations 
conducted by 
foreign ppvyer 

Lines of Input 
supported for Title 
I I I and Title 50 
digital collection 

Total lines of input 
for analog and 
digital collection 
(# classified) 

Increase lines of 
digital collection 
input by l 30% 

Increased lines of ; 
digital collection 
input by 135% | 

i 
i 
1 

2004 : Prevent, disrupt | 
and defeat j 
terrorist operations 
before they occur | 

System information j 
storage capacity for, 
collected 
intelligence } 

Total storage 
capacity 12,500GB i 

Increase system i 
storage capacity | 
by 9% 1 

, J 

Increased system i 
storage capacity 
by 12% 

2004 Identify, disrupt 
and dismantle 
targeted 
International drug ' 
trafficking 
organizations 

System information: 
storage capacity for 
collected evidence | 

Total storage 
capacity 4,200GB ; 

Increase system > 
storage capacity 
by 9% 

Increased system 
storage capacity ' 
by 12% ; 

2005 Prevent, disrupt, j 
and defeat | 
terrorist operations' 
before they occur 

i 

1 

System capacity 
available to 
translate and 
transcribe 
intercepted Title 50 
information 

680 linguists and | 
agents supported 

Increase capacity 1 
for users \ 
supported by 37% I 

1 

i 
1 

Increased capacity' 
for users j 
supported by 37% •; 

2005 Prevent Terrorism 
and Promote the 
Natlon<.s Security 

Lines of input 
supported for Title 
I I I and Title 50 
digital collection J 

Total lines of input 
for analog and 
digital collection 
(# classified) 

Increase lines of 
digital collection 
input by 110% 

Increased lines of 
digital collection 
input by 109% 

2005 Enforce Federal \ 
Laws and j 
represent the j 
Rights and 1 
Interests of the j 

Lines of input 
supported for Title 
I I I digital collection 

Total lines of input 
for digital 
collection (# 
classified) 

Increase lines of 
digital collection 
input by 30% 

Increased lines of 
digital collection 
input by 60% 

12 
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_^__^ American People j I 
1 __J 1 i 

2006 Prevent Terrorism ., Collected j Title 50 system j Certify and Title 50 system 
' and Promote the ; information meets , certification and ! accredit Title 50 t certified and 
Nation<is Security applicable security j accreditation system ! accredited 

standards and incomplete ; '• 

pol lc jes,. , , j . . . - . . i . . . . . . i 

2006 Prevent, disrupt, j Lines of input | Total lines of input Increase lines of } Increased lines of j 
and defeat i supported for Title for digital digital collection i digital collection 
terrorist operations 50 digital collection collection (# input by 10% \ input by 4 % 
before they occur ] dassifled)_ 1 i 

2006 Enforce Federal Lines of input Total lines of input' Increase lines of Increased lines of ' 
Laws and supported for Title for digital digital collection 1 digital collection 
represent the I I I digital collection collection (# input by 9% input by 8% 
Rights and ! classified) 
Interests of the 
American People ; t _ . _ • : ... ; 

2007 ' Effectively utilize { Automated voice to No automated Implement initial j 
: applied science text tools available voice to text tools capability for voice | 1 

and engineering | (language available to text tools 
resources to 1 translation) 1 

^ empower the FBIis 1 
nvestigatlve and | 1 
ntelligence i 1 
operations and | 1 
thwart the | 1 

1 
techniques of our j 
adversaries j 1̂ ! 

2007 Effectively utilize Voice recognition | No voice Implement initial 
applied science tools available for ' recognition tools capability for voice; 
and engineering ntle 50 system ] available for Title , to text tools 
resources to 1 50 systems i 

empower the FBUs Implement initial 
^ nvestigatlve and i capability for voice 

ntelligence 1 to text tools 
op)erations and i 
thwart the 
techniques of our ! i 

. adyersaries _.,„ 1 „ . , . ! ^ . • _ _ , , ; 

2007 Effectively utilize { Improve speed of 12 hour maximum , 10% average j ! 
applied science ! access and time from improvement of | 
and engineering ! dissemination of interception to time from j j 

resources to ! information translation of intercept to 
empower the FBIis collected through critical, time- translation < 
investigative and | data and sensitive i 

intelligence telecommunications Intercepts t 
operations and intercepts 1 i 
thwart the 
techniques of our I 
adversaries 1 i .J 

2007 Protect the United Incident response i 100% response to Maintain 100% ' 
States from and investigadve requests for new response to , 
terrorist attack capability quick reaction requests for new i 

collection quick reaction 
capability collection i 

i ^ _ , 1 capability 1 

2007 ' Establish an j Title I I I system System certified Maintain | ' 
enterprise-wide certification and and accredited certification and < i 
Security Program i accreditation accreditation , 1 

that protects our i 
people, 1 
information, and | 
capabilities j i 

2007 , Establish an Title 50 system System certified ' Maintain 
. _ _ _ . . , . , ' • 
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enterprise-wide 
Security Program 
that protects our 
people, 
information, and 
capabilities^. _ j 

certification and 
accreditation 

and accredited ! certification and i 
accreditation ; 1 

2007 Establish an 
enterprise-wide 
Security Program 
that protects our 
people, 
information, and 
capabilities 

DCS-3000 system 
certification and 
accreditation 

System certified 
and accredited 

Maintain ; 
certification and j 
accreditation 1 

I 
i 
i 

J 

2008 Effectively utilize , 
applied science 
and engineering 
resources to 
empower the FBUs 
investigative and 
ntelligence 
operations and 
thwart the 
techniques of our 
adversaries _ 

Automated voice to 
text tools available 
(language '• 
translation) i 

Initial automated 
*^oice to text tools ; 
available for Title : 
50 systems 

10% improvement i 
in voice to text ] 
tools capability ; 

t 

i 

• 

: 
'• 

• 

: 

2008 \ Effectively utilize | 
applied science 
and engineering } 
resources to j 
empower the FBIis 
nvestigative and ; 
ntelligence i 

operations and i 
thwart the | 
techniques of our 
adyersaries ] 

Voice recognition 1 
cools available for 
Title 50 system 

! 

No voice 
recognition tools 
available for Title 
50 systems 

30% improvement 1 
in capability for i 
voice recognition j 
tools 1 

1 

1 

1 

i 
1 

• 

i 

2008 Effectively utilize 
applied science 
and engineering 
resources to 
empower the FBUs 
investigative and 
intelligence ' 
operations and 
thwart the '. 
techniques of our ' 
adyersaries ' 

[mprove speed of ! 
access and 
dissemination of 
information 
collected through 
data and 
telecommunications: 
Intercepts ' 

i 

10,8 hour 
maximum time 
from Interception , 
to translation of 
critical, time-
sensitive 
intercepts 

10% average 
mprovement of 

time from 
intercept to 
translation 

1 

i 

2008 Protect the United I 
States from | 
terrorist attack i 

i 
i 
i 

Incident response 
and investigative 
capability 

i 
I 

100% response to 
requests for new 
quick reaction 
collection 
capability 

Maintain 100% | 
response to j 
requests for new 
quick reaction 
collection 
capability 

I 

-. 
i 

2008 Establish an 
enterprise-wide 
Security Program 
that protects our 
people, 
information, and 
capabilities 

Title I I I system 
certification and 
accreditation 

System certified 
and accredited 

Maintain 
certification and 
accreditation 

: 

( 

2008 Establish an I 
enterprise-wide 1 
Security Program | 
that protects our j 
people, j 

Title 50 system ! 
certification and 
accreditation 

System certified 
and accredited 

Maintain 1 
certification and j 
accreditation i 

i 
1 

i 



information, and j 
capabilities l .- -

2008 Establish an DCS-3000 system System certified ' Maintain i 

enterprise-wide certification and , and accredited certification and f 
Security Program accreditation accreditation | f 

that protects our i 1 1 1 
people, ' 1 ; • 
information, and i 1 
capabilities i 

2009 Effectively utilize j Automated voice to Initial automated , 10% Improvement' 
applied science text tools available voice to text tools in voice to text ; 
and engineering (language available for Title ' tools capability j 
resources to j translation) 50 systems 1 '. 
empower the FBUs 1 ! 
investigative and | i 
intelligence i ! 

f 
i 

operations and 1 1 i 

thwart the i 1 i I 

; techniques of our j j 
i 
f \ 

adyersaries j 1 1 
2009 . Effectively utilize ^/olce recognition No voice 30% improvement 

applied science tools available for • recognition tools in capability for ; 
and engineering Title 50 system ; available for Title voice recognition ; 1 

resources to 1 50 systems tools , 
empower the FBIts ! I ! 
investigative and t i 
ntelligence 1 1 1 
speratlons and 1 ; 
thwart the i i ' 
techniques of our i i i 
adversaries ,, --̂ -., _ . „ . _ • , 

2009 ; Effectively utilize | Improve speed of 9.8 hour maximum; 10% average j 
applied science | access and time from mprovement of i 
and engineering i dissemination of interception to time from 1 
resources to • nformation translation of ntercept to ; ' 
empower the FBIis collected through critical, time- translation 
nvestigative and data and sensitive i 
ntelligence j telecommunications Intercepts t 

i 

operations and | intercepts i 
thwart the 1 techniques of our t 'j 

i 
adyersaries _ ! f 

2009 Protect the United [ncident response 100% response to ̂  Maintain 100% 
States from and investigative requests for new response to 
terrorist attack capability quick reaction requests for new , 

collection quick reaction 
capability collection 

..: '-capability 

2009 Establish an Title I I I system System certified Maintain j 
•; 

enterprise-wide certification and and accredited certification and i 1 
Security Program accreditation accreditation 
that protects our J 
people, j I ! 
Information, and 1 1 : 
capabilities \ _,. ] i \ 

2009 Establish an Title 50 system System certified Maintain • 

enterprise-wide certification and and accredited certification and • 

Security Program accreditation accreditation I 
that protects our ' 
people. : 
information, and ; 
capabilities _, ._ : _ ^ , „ „ , , 

J2009 ' Establish an J DCS::3.0£0 j y s t e m . J Systemcertified_ J Maintain i 
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enterprise-wide 
Security Program : 
that protects our j 
people, 1 
information, and 1 
capat)jliiues_ J 

certification and 
accreditation 

and accredited certification and 
accreditation 

i i 

: 

! 
2009 Effectively utilize 

applied science ' 
and engineering 
resources to 
empower the FBIis 
investigative and 
Intelligence 
operations and 
thwart the 
techniques of our 
adyerearies, 

Automated voice to! 
text tools available 
(language 
translation) ' 

1 

i 

I 

i 

i 

Initial automated , 
voice to text tools i 
available for Title \ 
50 systems ! 

t 

i 

10% improvement 
in voice to text 
tools capability 

i 

i 

1 

: 

2010 [ Effectively utilize 
applied science 
and engineering 
resources to 
empower the FBUs 
nvestigative and | 
intelligence ] 
operations and j 
thwart the | 
techniques of our | 
adversaries i 

Automated voice to 
text tools available 
(language 
translation) 

1 

Initial automated ; 
voice to text tools 
available for Title '• 
50 systems 

10% improvement J 
in voice to text 1 
tools capability ! 

i 
1 
1 
i 
i 
) 
i 

i 
! 

\ 

: 
• 

2010 Effectively utilize 
applied science 
and engineering 
resources to 
empower the FBUs 
investigative and 
intelligence 
operations and 
thwart the 
techniques of our 
adversaries 

Voice recognition 
tools available for 
Title 50 system 

1 
t 

1 

No voice 
recognition tools 
available for Title 
50 systems 

i 

20% improvement 
n capability for 
voice recognition 
tools 

i 
s 

i 

2010 Effectively utilize | 
applied science | 
and engineering 1 
resources to j 
empower the FBUs 
investigative and | 
intelligence | 
operations and j 
thwart the j 
techniques of our 
adversaries j 

Improve speed of 1 
access and 
dissemination of 
information 
collected through 
data and 
telecommunications 
intercepts ! 

i 
1 

9.8 hour maximum: 
time from 
interception to 
translation of 
critical, time-
sensitive i 
intercepts 

10% average j 
improvement of i 
time from | 
intercept to t 
translation i 

i 
1 

I 1 
i 
1 
,1 

1 

; 
I 
I 

2010 Protect the United ' 
States from 
terrorist attack 

Incident response 
and investigative 
capability 

100% response to 
requests for new 
quick reaction 
collection 
capability 

Maintain 100% 
response to 
requests for new 
quick reaction 
collection 
capability 

2010 Establish an 1 
enterprise-wide 1 
Security Program ' 
that protects our j 
people, ! 
information, and i 
capabilitjes | 

Title I I I system 
certification and 
accreditation 

System certified 
and accredited 

Maintain 
certification and 
accreditation 

i \ 

2010 . Establish an j Title 50 system j System certified J Maintain ' . . . . „ , , ,, 

16 • " s p a ^ 



lenterprise-wide certification and and accredited certification and i 
Security Program accreditation i accreditation 

' that protects our i 
people, ; , 
information, and 1 , 

: Icapabiljties . . _, ,_. , . .j 
2010 lEstablishan j DCS-3000 systena System certified Maintain 1 

pnterprise-wlde ' certification and and accredited certification and II 

iSecuhty Program j accreditation accreditation ; 
ijthat protects our | 1 

: people, j 1 
information, and j 1 

iicapabilities j „ ! i ; 

All new I T investments initiated for FY 2005 and beyond must use Table 2 and are 
required to use the Federal Enterprise Architecture (FEA) Performance Reference 
Model (PRM). Please use Table 2 and the PRM to identify the performance 
information pertaining to this major I T investment. Map all Measurement Indicators 
to the corresponding "Measurement Area" and "Measurement Grouping" identified in 
the PRM. There should be at least one Measurement Indicator for at least four 
different Measurement Areas (for each fiscal year}. The PRM is available at 
www.egov.gov. 

Performance In fo rmat ion Table 2: 

Fiscal j Measurement- Measurement^ Measurement! Measurement Baseline Planned Actual i 
Year Area { Category Grouping Indicator Improvementi Results: 

1 to the 1 
__.! , ,' _ , ,̂  i . ..^- -. Baseline 

, • 

I.E. Security and Privacy 

I n order to successfully address this area of the business case, each question below 
must be answered at the system/application level, not at a program or agency level. 
Systems supporting this investment on the planning and operational systems 
security tables should match the systems on the privacy table below. Systems on the 
Operational Security Table must be included on your agency FISMA system inventory 
and should be easily referenced in the inventory (i .e., should use the same name or 
identifier). 

All systems supporting and/or part of this investment should be Included in the 
tables below, inclusive of both agency owned systems and contractor systems. For 
IT investments under development, security and privacy planning must proceed in 
parallel with the development of the system/s to ensure I T security and privacy 
requirements and costs are identified and incorporated into the overall lifecycle of 
the system/s. 

Please respond to the questions below and verify the system owner took the 
following actions: 

1. Have the IT security costs for the system(s) been identified and Ves 
integrated into the overall costs of the investment: 

a. I f "yes," provide the "Percentage IT Security" for the budget year: 5 

2. Is identifying and assessing security and privacy risks a part of the Yes 
overall risk management effort for each system supporting or part of this 
investment. 
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3. Systems in Planning - Security Table: 

Name of 
Syjrtern_ 

Agency/ or Contractor Operated 
System?  

Planned Operational 
Date 

Planned or Actual C&A 
Completion Date 

DCS-5000 Gov^ilUTfrt Only 7/30/2008 1/30/2008 

4 . Operat ional Systems - Securi ty Table: 

Name 
of 

System | 

Agency/ or 
Contractor 
Operated 
System? 

NIST FIPS 
199 Risk 
Impact 

level 

Has C&A beeni 
Completed, 1 
using NIST 1 

800-37? 

Date C&A; 
Complete I 

What 
standards 

were used for! 
the Security : 

Controls 
tests? 

Date 
Complete(d): 

Security 
Control Testing 

Date the 
contingency 1 
plan tested j 

DCS- ! 
3000 

Government 
Only Low 

1 
Yes t 6 /1 /2006 

FIPS 200 / 
NIST 800-53 ; 5/3/2006 5/27/2006 I 

DCS- 1 
5000 ' 

Government 
Only 

! 
Moderate 1 Yes 1 2 / 3 / 2 0 0 6 

FIPS 200 / 
NIST 8pp;53 ^ 11/1/2005 6/27/2006 i 

DCS- ' 
leoop i 

Government 
Only Low i 

1 
Yes ; 6 / 2 / 2 0 0 6 j 

FIPS 2 0 0 / 
NIST 800-53 5/26/2006 1 6/27/2006 ' 

5. Have any weal<nesse$ related to any of the systems part of or supporting this Yes 
investment been identified by the agency or IG? 

a. I f "yes," have those weaknesses been incorporated agency's plan of action Yes 
and milestone process? 

6. Indicate whether an increase in I T security funding is requested to remediate No 
IT security weaknesses? 

a. I f "yes," specify the amount, provide a general description of the weakness, and 
explain how the funding request will remediate the weakness. 

7. How are contractor security procedures monitored, verified, validated by the 
agency for the contractor systems above? 

Contractor security procedures are not required; systems that comprise the Digital Collection Project are 
agency owned and operated. 

8. Planning &Oper< ationai Sys tems - Pri vacy T a b l e : -II 
Name of i I s this a Is there a Privacy Is the PIA available : Is a System of Was a new or 
System 1 new Impact Assessment : to the public? Records Notice amended SORN 

i system? i (P IA) that covers this ] (SORN) required ; published in FY 06? i 
system? . for this system? j _™—.-^--, w - -j 

( 1 No, because a PIA is i No, because the 
DCS- No ' ypt: ' 

not yet required to No system is not a 1 
3000 be completed at this Privacy Act system 1 

I ! t ime. of records. 
i No, because a PIA is No, because the 

DCS- ! 1 
Nn Voc not yet required to Nn i system is not a 

5000 1 be completed at this Privacy Act system ; 

. . . , 1 1 time. ! of records. i 

! I ! No, because a PIA is , No, because the 
DCS- Nn Y P C 

not yet required to No 
system is not a 

6000 ; be completed at this Privacy Act system : 
J -_„„ . J ,.-^^ - , .^-J time. of records. ^ 

I.F. Enterprise Architecture (EA) 

SECRET 
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I n order to successfully address this area of the business case and capital asset plan 
you must ensure the investment is included in the agency's EA and Capital Planning 
and Investment Control (CPIC) process, and is mapped to and supports the FEA. You 
must also ensure the business case demonstrates the relationship between the 
investment and the business, performance, data, services, application, and 
technology layers of the agency's EA. 

1 . I s this investment included in your agency's target enterprise Yes 
architecture? 

a. I f "no," please explain why? 

2. Is this investment included in the agency's EA Transition Strategy? 

a. I f "yes," provide the investment name as identified in the Transition 
Strategy provided in the agency's most recent annual EA Assessment. 

b. I f "no," please explain why? 

Yes 

Digital 
Collection 
Program 

3. Service Reference Model (SRM) Table: 

Iden t i f y t he service components funded by th is major IT investment (e.g. , knowledge 
management , content management , customer relat ionship management , e tc . ) . 

Provide th is in format ion in the format of the fo l lowing table. For detai led guidance 
regard ing components, please refer to h t t p : / / w w w . w h t t e h o u s e . g o v / o m b / e g o v / . 

Agency j 
Component' 

Name 

Agency ; 
Component 
Description^ 

Service i 
Domain \ 

FEA SRM 
Service 

Type 

FEA SRM ! 
Component 

FEA 
Service : 

Component' 
Reused \ 
Name 

FEA 
Service 

Component 
Reused 

In terna l : 
or 1 

External 
Reuse? 1 

BY i 
Funding | 

Percentage 
! 
i 

. . „ J 

Bacl< 
Office 
Services : 

Development' 
and 1 
Integration J 

Legacy 
Integration • ; No j 

Reuse j 

i 
3 ! 

1 
! 

. . J 

i Business 
Analytical 
Services,; 

Reporting 
1 

Ad Hoc [ 
i 

, 
No 
Reuse 5 1 

j 

j 

Digital 
Asset 
ServjceSj 

Knowledge j 
l^anagementl 

Information 1 
Sharing 

No 1 
Reuse j i 

.. .J i 

1 

Digital 
Asset 
Services,. 

Knowledge 
Management 

Knowledge i 
Capture i < 

No 
Reuse 

52 

.-... . i _.J 

Digital 
Asset 
Semces 

Knowledge | 
Management} 

Knowledge 
Distribution , 
and peliyerYj 

No 1 
Reuse 
.,.__ I 

13 1 
.,.̂ J 

i 
t 
i 

Support I 
Servicesj 

Search | Query 1 • No 
Re!JBe,_: 

13 

Use existing SRM Components or identify as "NEW". A "NEW" component is one not 
already identified as a service component in the FEA SRM. 

A reused component is one being funded by another investment, but being used by 
this investment. Rather than answer yes or no, identify the reused service 
component funded by the other investment and identify the other investment using 
the Unique Project Identifier (UPI) code from the OMB Ex 300 or Ex 53 submission. 

' Internal' reuse is within an agency. For example, one agency within a department is 
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reusing a service component provided by another agency within the same 
department. 'External' reuse is one agency within a department reusing a service 
component provided by another agency in another department. A good example of 
this is an E-Gov initiative service being reused by multiple organizations across the 
federal government. 

Please provide the percentage of the BY requested funding amount used for each 
service component listed in the table. I f external, provide the funding level 
transferred to another agency to pay for the service. 

4. Technical Reference Model ( T R M ) Table: 

To demonstrate how this major IT investment aligns with the FEA Technical Reference Model 
(TRM), please list the Service Areas, Categories, Standards, and Service Specifications 

supporting this IT investment. 

FEA SRM 
Component 

FEA TRM Service '• 
Area ' 

, ! 

FEA TRM 
Service 

Category _J 

FEA TRM j 
Service j 

Standard _J 

Service Speci f icat ion ( i .e. ; 
vendor or product name) \ 

Knowledge 
Distribution and 
Delivery 

Component [ 
Framework ! 

1 

Data 
Management 

Database 1 
Connectivity j Microsoft 

Knowledge 1 
Distribution and i 
peliyery ; 

1 

Component 
Framework 

Presentation / 1 
Interface 

Content ; 
Rendering 

Hyper Text Markup 
Language (HTML) 

Knowledge 
Distribution and 
Delivery 

Component 1 
Framework | 

Presentation / 
Interface 

Dynamic Server-
Side Display j Active Server Pages , Net | 

i 
Knowledge 
Distribution and 
Delivery 

Component 
Framework 

Presentation / 
interface i 

Dynamic Server-; 
Side Display i 

Microsoft Sun Active Server ; 
Pages 

Information 
[Shanng \ 

Service Access and j 
Del iy ery i Access Channels ; Other Electronic j 

Channels j 
Uniform Resource Locator 
(URL) ; 

Information '< 
jSharing^ _̂  , 

Service Access and 
pelivery Access Channels 

Other Electronic i 
Channels. . _ j Web Service 

Legacy Integration 
Service Access and i 
Delivery j Access Channels Web Browser j Microsoft Internet Explorer i 

Legacy Integration j Service Access and; 
peliyery ; 

1 

Access Channels i 
! 
Web Browser i Netscape Navigator | 

Knowledge 
Distribution and 
Delivery 

Service Access and | 
Delivery j 

Service 
Requirements 

Legislative / | 
Compliance Section 508 ! 

Knowledge 
Distribution and 
pelivery ; 

Service Access and ' 
Delivery Service Transport-

Sen/ice 
Transport 

Hyper Text Transfer Protocol '• 
(HTTP) ' 

Knowledge 
Distribution and 
Delivery 

Service Access and \ 
Delivery j Service Transport; 

Service j 
Transport Internet Protocol (IP) 

Knowledge 
Distribution and 
[peliyery _ , 

Service Access and < 
Delivery 

Service Transport 
Service 
Transport Transport Control Protocol , 

Knowledge 
Distribution and 
peliyery 

Service Access and { 
Delivery i Service Transport 

Supporting j 
Network Services! 

1 

Simple Network 
Management Protocol 
(SNMP) 

Query Service Interface 
and Integration Integration Middleware Database Access: ISQUw 

Query Service Interface j 
3D -̂.lBSl?9C?i!9JD i 

Integration Middleware Database Access: PL/SQL 

Knowledge Service Interface Integration Middleware i Remote Procedure Call (RPC)' 
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Distribution and 
pellyery . 

and Integration ; 
j 

Knowledge 
Distribution and 
Dellyeix ^ ; 

Service Platfomn 1 
and Infrastructure 1 

Database / 
Storage 

1 

Database | Oracle 

Knowledge 
Distribution and 
Dellyery 

Service Platform j 
and Infrastructure 

Database / 
Storage 

Database ! Sybase \ 
i 

Knowledge 
Distribution and \ 
Delivery 

Service Platform i 
and Infrastructure j 

Database / 
Storage 

! 
Storage | Compaq Enterprise Servers ; 

Knowledge 
Distribution and ' 
Delivery _ 

Service Platform 
and Infrastructure ,' Delivery Servers i 

Application j 
Servers i 

Compaq ' 

Knowledge 
Distribution and 1 
Delivery j 

Service Platform 
and Infrastructure | 

Delivery Servers '• Web Servers | Apache 

Knowledge 
Distribution and 
Deliyery i 

Service Platform 
and Infrastructure 

Delivery Servers ; 
i 

Web Servers Internet Information Server ' 

Knowledge 
Capture 

Service Platform 
and Infrastructure ] 

Hardware / 
Infrastructure 

Embedded | 
Technology | 
Devices ! 

Hewlett-Packard Hard Disk j 
Drives 

Knowledge 
Capture 

Service Platform 
and Infrastructure 

Hardware / 
Infrastructure 

Embedded | 
Technology i 
Devices _„ J 

Hewlett-Packard Redundant • 
Array of Independent Disks J 
(RAID) J 

Knowledge 
Capture 

Service Platform 
and Infrastructure \ 

Hardware/ 
Infrastructure 

Embedded | 
Technology '. 
Deyices ; 

Microprocessors 

Knowledge i 
Capture 

Service Platform 
and Infrastructure 

Hardware / 
Infrastructure 

Embedded 
Technology 
Devices _ J 

Random Access Memory 
(RAM) 

Knowledge 
Distribution and 
Delivery 

Service Platform 
and Infrastructure 

Hardware/ 
Infrastructure 

Local Area 
Network (LAN) | Ethernet j 

Knowledge 
Distribution and 
Delivery ; 

Service Platform 
and Infrastructure \ 

Hardware / 
Infrastructure 
- . 1 

Local Area 
Network (LAN) ^/irtual LAN (VLAN) 

Knowledge 
Distribution and 
Delivery j 

Service Platform ! 
and Infrastructure 1 

Hardware / 
Infrastructure 

Network Devices 
f Standards 

Cisco Gateway 

Knowledge 
Distribution and 
[Delivery _ 

Service Platform 
and Infrastructure 

Hardware / > 
Infrastructure 

Network Devices! 
f Standards 

Cisco Router ' 

Knowledge 
Distribution and 
Deliyery 

Service Platform | 
and Infrastructure ' 

Hardware / 
Infrastructure 

Network Devices j 
/ Standards j 

i 

Cisco Switch 

Knowledge 
Distribution and 
Delivery 

Service Platform 
and Infrastructure 

Hardware / 
Infrastructure 

Network Devices •• 
f Standards ICTG T l Card ! 

Knowledge 
Distribution and 
Delivery 

1 
Service Platform i 
and Infrastructure j 

Hardware / 
Infrastructure 

Network Devices 
/ Standards 

_ . _ s 

ISDN 
i 

Knowledge 
Distribution and 
peliyery_ 

Service Platfomn 
and Infrastructure 

Hardware / 
Infrastructure 

Network Devices | 
/ Standards i 

Network Interface Card ^ 
(NIC) 

Knowledge 
Distribution and 
Delivery 

Service Platform 
and Infrastructure j 

Hardware / 
Infrastructure 

Network Devices 
/ Standards 

Transceivers 

' " *Kr>n |—r 
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Knowledge 
Distribution and 
pe|iyery 

Service Platform 
and Infrastructure 

Hardware / 
Infrastructure Peripherals Hewlett-Packard Printers 

Service Components identified in the previous question should be entered in this 
column. Please enter multiple rows for FEA SRM Components supported by multiple 
TRM Service Specifications 

I n the Service Specification field. Agencies should provide information on the 
specified technical standard or vendor product mapped to the FEA TRM Service 
Standard, including model or version numbers, as appropriate. 

5. Will the application leverage existing 
components and/or applications across 
the Government (i .e., FirstGov, Pay.Gov, 
etc)? 

a. I f "yes," please describe. 

No 

6. Does this investment provide the No 
public with access to a government 
automated information system? 

a. I f "yes," does customer access 
require specific software (e.g., a specific 
web browser version)? 

1 . I f "yes," provide the specific 
product name(s) and version number(5) 
of the required software and the date 
when the public will be able to access this 
investment by any software (I.e. to 
ensure equitable and timely access of 
government information and services). 

Exhibit 3 0 0 : Part I I : P lanning, Acquisit ion and Per fo rmance I n f o r m a t i o n 

ZI.A. Alternatives Analysis 

Part I I should be completed only for investments identified as "Planning" or "Full 
Acquisition," or "Mixed Life-Cycle" investments in response to Question 6 in Part I , 
Section A above. 

In selecting the best capital asset, you should identify and consider at least three 
viable alternatives. In addition to the current baseline, i.e., the status quo. Use OMB 
Circular A- 94 for all investments, and the d inger Cohen Act of 1996 for I T 
investments, to determine the criteria you should use In your Benefit/Cost Analysis. 

1. Did you conduct an alternatives analysis for this project? Yes 

a. I f "yes," provide the date the analysis was completed? 1/27/2006 

b. I f "no," what is the anticipated date this analysis will be completed? 

c. I f no analysis is planned, please briefly explain why: 
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2. Alternative Analysis Results: 

Use the results of your alternatives analysis to complete the following table: 

Send 1 
to i 

OMB 

Alternative 
Analyzed 

Description of Alternative 1 
1 

! 
t 

Risk Adjusted ; 
Lifecycle Costs I 

estimate 

Risk Adjusted ; 
Lifecycle 
Benefits 
estimate 

! 
1 

True 1 

1 

1- Volumetric 
Collection 

Collection systems consolidated at locations! 
requiring the largest number of collections ! 
and intercepts ', 

167.653 0 • 

1 

i 
True 1 

i 

2- End User i 
Centric | 

Collection system deployment and support 
at locations containing the largest number 
of linguists (translators), case agents, and 
anaJystS;; 

152.202 1 0 

True 
3- High Input 
Capacity 

Consolidated collections at locations with j 
the largest capability for collections 1 167.933 0 

True Baseline 
,. _ .-. J 

Digital collection support provided through : 
distributed network of full scale, 
autonomous syiterns ; 

72.5 0 

3. Which alternative was selected by the Agency's Executive/Investment Committee 
and why was it chosen? 

Alternative 1 - Volumetric Collection. An analysis found that a DCS-5000 regionalized architecture 1) 
reduces overhead costs, and 2) improves quality and performance by consolidating expertise and 
minimizing complexity. A cost-effectiveness analysis of 10 alternatives was performed using evaluation 
factors - user and system location(s), technology, and collection volume. Alt 1 was chosen. It addresses 
shortfalls including multiple independent systems, capacity underutilization, and costly support for each 
site. Top 3 are above. 

4. What specific qualitative benefits will be realized? 

The primary benefits of a regionalized architectural approach for the next generation of DCS-5000 would 
be to: 1) reduce overhead costs by utilizing "economies of scale" practices, and 2) improve quality and 
performance by consolidating expertise and minimizing complexity. Regionalization will improve the FBI's 
collection and processing capability through the deployment of digital collection systems that will provide 
continuous digital collection in the event of catastrophic failure of individual systems. A regionalized 
architecture would meet 17 of 17 strategies, business and technologies/vulnerabilities assessment criteria; 
the current distributed architecture met only 5 of 17 criteria. Qualitative benefits include: operations - 1) 
consolidation of locations permits majority of users to be collocated at few sites, 2) better utilization of 
system collection capacity, consolidated training; maintenance - 1) centralization of support resources, 2) 
fewer systems to maintain; accessibility - file transfers among sites more efficient, less resource intensive; 
3) resiliency - decreased point of failure due from unplanned outages. Additionally, this regionalized 
infrastructure will be EDMS compatible and complementary. The long-term gains of a regionalized 
architecture would be to alleviate ongoing installation, upgrade, and maintenance costs associated with 
fielded systems. Staffing would also be reduced since Computer Specialists and Linguists would reside at 
the Regional Offices. Staffing would be minimal at the field office locations. 

I I .B. Risk Management 

You should have performed a risk assessment during the early planning and initial 
concept phase of this investment's life-cycle, developed a risk-adjusted life-cycle 
cost estimate and a plan to eliminate, mitigate or manage risk, and be actively 
managing risk throughout the investment's life-cycle. 

1 . Does the investment have a Risk Yes 

Management Plan? 

a. I f "yes," what is the date of the plan? 5/12/2006 

b. Has the Risk Management Plan been No 
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significantly changed since last year's 
submission to OMB? 

c. I f "yes," describe any significant changes: 

Risks for the investment are identified within 3 categories: technical, acquisition, and rmanclal. Each risk is 
evaluated as to its probability of occurrence and level of impact on schedule, cost, and technical 
performance to determine the overall risk rating. Given that, with very limited deviation, effort performed 
for digital collection implementation is completed by contracted support through firm fixed price contracts, 
there is limited risk associated with technical, cost and schedule performance. Baselines established are 
provided to contract vendors as contract requirements/deliverables; however, in order to mitigate the risk 
of unforeseen requirements and increased scope, a management reserve of 10% is maintained. Cost 
performance risk is mitigated through maximum usage of firm fixed price contracts and task orders. 
Budget projections are reviewed at least quarterly. Independent government cost estimates are 
developed, analyzed, and compared to contractor proposals for each major acquisition. Out-of-tolerance 
variances are brought to the contractors' attention and cost/price is negotiated. 

2. I f there currently is no plan, will a plan 
be developed? 

a. I f "yes," what is the planned 
completion date? 

b. I f "no," what is the strategy for managing the risks? 

3. Briefly describe how investment risks are reflected in the life cycle cost estimate 
and investment schedule: 

Risks for the investment are identified within 3 categories: technical, acquisition, and financial. Each risk is 
evaluated as to its probability of occurrence and level of impact on schedule, cost, and technical 
performance to determine the overall risk rating. Given that, with very limited deviation, effort performed 
for digital collection implementation Is completed by contracted support through firm fixed price contracts, 
there is limited risk associated with technical, cost and schedule performance. Baselines established are 
provided to contract vendors as contract requirements/deliverables; however, in order to mitigate the risk 
of unforeseen requirements and increased scope, a management reserve of 10% is maintained. Cost 
performance risk is mitigated through maximum usage of firm fixed price contracts and task orders. 
Budget projections are reviewed at least quarteriy. Independent government cost estimates are 
developed, analyzed, and compared to contractor proposals for each major acquisition. Out-of-tolerance 
variances are brought to the contractors' attention and cost/price Is negotiated. 

I I .C. Cost and Schedule Performance 

1 . Does the earned value management system Yes 
meet the criteria in ANSI /E IA Standard-748? 

2. Answer the following questions about current cumulative cost and schedule performance. The 
numbers reported below should reflect current actual information. (Per OMB requirements 
Cost/Schedule Performance information should include both Government and Contractor Costs): 

a. What is the Planned Value (PV)? 190314 
b. What is the Earned Value (EV)? 186714 

c. What is the actual cost of work performed 188808 
(AC)? 

d. What costs are included in the reported Contractor Only 
Cost/Schedule Performance information 
(Government Only/Contractor Only/Both)? 

e. "As of" date: 3/2/2006 

3. What is the calculated Schedule Performance 0.98 
Index (SPI= EV/PV)7 
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4 *. What i 5 the schec iule varian 

• _ 

ce (SV = Ê  

' ' * i^~pnr 

-3600 

• 

5. What i 5 the calcu ated Cost Performan ceIndex 0.98 
[CPI = EV f/AC)? 

i 5. What i 5 the cost ^ variance (C V=EV-AC)-r -2094 

7. Is the CV% or SV Vo greater than + / - 1 0%? No 
[CVo/o= C V/EV X 10( 1; S V % = S V/PV X IOC >) 

a. I f "y< is," was it the? 

b. I f "y« es," explali n the varia nee: 

c. I f "y< is," what c orrective a ctions are being take n? 

d. Whal is most CL irrent "Est mate at 472746 

( Completii >n"? 

1 3. Have a ny signific ant change s been ma< ie to the No 
1 aaseline < Juring the past fiscal year? 

1 3. I f "yes ," when ws IS it appro^ /ed by OME »? No 

( ̂omparis on of Init i i il Baseline and Currer It Approve d Baseline 

i 

cffn^c^tiTC SSB3C&tl53Xi 
aaHfeDe gKTffmg : SnsjaffiGEs aifis i 

. . - 1 

QETOSKGC 

CaSQifSEI? (pcanaaii i "iitgitiftCSfai 1 _ .©3E(i02S tes)5^.. ; •SMSK anr" " RrfntriWd 
{ 

QiliUiiMIteffll riBtniiT^wnsi , - w ^ ^ ^ / . i _ A ^ _ n (iB<itVS^ (SssS : 
I E603 i gOfexngcS GXsSSS j ClfeCLcaa?)] I 

1 i DCS-3000 OaM j 09/30/2005 j »3.268i 09/30/2005 j .09/30/2005 ] $3.26S| . . . * l :096 j °l $0.172[ ioo%j 
2 : DCS-S000O8kM! 09/30/2005 i $17,648! 09/30/2005 ! 09/30/2005 J $17.648i $14,048| oi $3.eooj 100%j 

3 i DCS-6000 O&M ( 09/30/200S j $11,648] 09/30/200^ 1 _09/30/200S J *11648S .. JBJ^M _. oj $3.4^88| 100»/i>j 

4 DCS-3000 O&MJ 09/30/2006 i $3,268] 09/30/2006 j 09/30/2006 j $3.268j *hm o! ___*iJPZ] 60%j 

s_ 1 DCS-SOOO O&Mj 09/30/2006 J *i.l-.£95l .-°Sd?.9i?9°t^-! i $1S.893J $7.249| i $8.649j 45%j 

1 6 \ DCS^6000O&Mj _g9/30/2O06 J __,_Jl: IQil 09/30/2006 ; . J $9.2011 , . . > 5 . 7 0 1 1 $3,500! 62%1 

I \ DCS-3000 O&M! 09/30/2007 j $3.S44[ 09/30/2007 i .... J ____»_3J_44j ^ ] 1 %l 

i 
1 8 I DCS-SOOO 

Planning 
09/30/2007 '• 

. „ „ , J 
$2.S54| 

- - - J 
09/30/2007 i $2.5S4J i .,| 

i 9 i DCS-SOOO O&Mj 09/30/2007 •• $17.7721 09/30/2007 f 1 $17.7721 i . I %! 
' 10 , DCS-SOOO OaM [ 09/30/2007 1 f l l .576j 09/30/2007 J 1 ....̂ .̂.̂  J *l!b.576| ! 1 %J 
i 
1 11 DCS-3000 O&M j 09/30/2008 1 $2.963j _51/19/?.°91_J 1 $2.9631 } 1 %! 
! 
; 

12 DCS-SOOO 1 
Planning J 

09/30/2008 ; $2.S54J 09/30/2008 1 i 
1 

$2.S54J 1 %j 

; 13 ; 
OCS-SOOO I 
Acquisition J 09/30/2008 j $14,146 09/30/2008 ! 

_._ j 
$14.146| 

1 i 
! 

1 

14 J DCS-SOOO O&M 1 09/30/2008 ! tS.AOpl 09/30/2008 J 1 1 _$S.400j 1 ... 1 i __ ^A 
i 1 5 • OCS-6000 O & M J 09/30/2008 1 $7.l84j 09/30/2008 \ 1,. J $7.184| 1 i %! 

1_6_ J DCS:3oqoo&Mj 0 9 / 3 0 / ^ ^ 9 J *2:L9?J 09/3q/20q9_J !.. __ ..J $2.ioej ! „J %1 

17 ' 
DCS-5000 1 
Acquisition j 09/30/2009 i $16,261 09/30/2009 ' 

i 
$16.2611 i 1 

. 1 -^^i 
j 18 DCS-SOOO O&MJ 09/30/2009 j $3.09^' _J)9/30/2009 1 i J ' *i:0?0| J .,„.. i %( 

i_9 _ ; pcs-60oq_q&Mj 09/30/2009 J $11,877] q9/30/2qq9_j 1.. j ...nUZZj - - J i . J . . * i 
20 DCS-3000 O&M I 09/30/2010 i $3.1391 09/30/20tO_J 1 *3-l3?i 1 1 %| 

21 DCS-SOOO O&Mj 09/30/2010 ' $33.831i 09/30/2010 J !,_. .-,.J *L3-8?y j ...j %l 
22 ' OCS-6000 q&Mj 09/30/2010 I $12.5561 09/30/2010 j I _J $12,556; J i %i 
23 DCS-3000 O&M) 09/30/2011 ' $2,039) 09/30/2011 j 1 i $2.039i i 1 i %j 

m 
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m.^^ lDCS-6000O&M|| 09/30/2011 :| *8.l56j| 09/30/2011 j | ij SS.lSSjj if il IL^^ r-i 
l|Project f ||09/30/2011^[ $255.S12{{09/30/201l||b9/30/2006|f$2S5.S12|j$40.215J{ 1826||$215.297|| 18.54J 
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b c C ) (FBI ) 

From: 1 toGC) (FBI) 
Sent: ' TrWoy L„j,H-m'mi\R'i.M\\ifA 
To: , CAPRONI. VALERIE E. (OGC) (FBlJ l(OGC)(FBI)l 1 

Cc: 1 I R C U F B I V I IfOttr.^ fFRIll \c>CnC\ 
(FBI1 IfOGCWFBIll lOGCUFBIV 

1 - . , - . ] (OGC)(FBI) ' ' 
Subject: FW: Post Cut Through Digits 

UNCLASP >IFIED 
b e 

NON-REC ;ORD 

FBI OGC ONLY. 

See attact led preliminary review of field offices. Keep in mind that this is a snapshot, looking from the network out, of what 
currently i 5 being collectec j . A separate survey of the practices of I T As in the field offices is also being amased. 

None the ess, it does see m to appear (at this point anyway with only 50% of the precints reporting) that, notwithstanding 
the DCS3 DOO default setti ng of not recording PCTDDs, a majority of offices are collecting PCTDDs, especially in classified 
investigati ons. 

1 1 
PRIVILEG ED DELIBERA TIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROV/ \L 

y I 
A s s o c ia te Gene ra l C( 

"1 
Bunsel • Un i t Ch ie f 

S c i e n c e & T e c h n o l o { ly L a w Un i t 

Eng inee r ing Resea rc h Fac i l i t y 

B Idg 27< )58A, R o o m / X-207 

QuantiG< 9. V A 2 2 1 3 5 

T e l . 703 hir 

Fax . 7 0 : 

Orlgina Messaae 
From: T I'n-m^ (FRi) 
Sent: Fridav. Auq ust 18, 2006 10:55 AM ^ _ _ ^ ^ _ _ ^ _ ^ _ _ _ ^ 
Tot 1 bjD) (FBI); CLIFFORD, MICHAEL (OTD) (FBI);| KOGC) (FBI); 

1 nUMAi, !» AkLUSj L. (UIU) imi ; 
Subject: Post Cut TTi rough Digits 

UNCLAS! 3IFIED 
NON-REC :ORD 

Gentleme n, 

1 checked all 56 field offic B'S criminal pen-register DCS-3000 systems for post cut through dialed digit information. The 
attached s spreadsheet list the field office and the observed data for the office. Rather than counting all targets with and 
without th e dialed digit ex traction option set 1 categorized the data as All, Most, Some, Few, and None. All means all 
targets in the system are currently set to collect post cut through digits. A ranking of Few means the majority of the 
targets an 3 set with the op tion turned off. For example, WFO was ranked Few because only 6 out of 54 current targets 
were set t 0 collect post CL t through digits. 

> » i r r - D [ : T 



A summary of the results: 

Field offices with All targets set 
Field offices with Most targets set 
Field offices with Some targets 
Field offices with Few targets s 
Field offices with No targets set 

Note the Cincinatti office currently does not have any targets. 

ib2 
fc'^E 

I 1 

Post Cut TTiru.xis 
(19 KB) 

UNCLASSIFIED 

UNCLASSIFIED 
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T 

Office 
Albany 
Albuquerque 
Anchorage 
Atlanta 
Baltimore 
Birmingham 
Boston 
Buffalo 
Charlotte 
Chicago 
Cincinnati 
Cleveland 
Columbia 
Dallas 
Denver 
Detroit 
El Paso 
Honolulu 
Houston 
Indianapolis 
Jackson 
Jacksonville 
Kansas City 
Knoxviile 
Las Vegas 
Little Rock 
Los Angeles 
Louisville 
Memphis 
Miami 
Milwaukee 
Minneapolis 
Mobile 
New Haven 
New Orleans 
New York 
Newark 
Norfolk 
Oklahoma Ci 
Omaha 
Philadelphia 
Phoenix 
Pittsburgh 
Portland 
Richmond 
Sacramento 
Salt Lake Cit 
San Antonio 
San Diego 
San Francisc 
San Juan 

Targets vy/ Post-Cut Through Enabled 

29 

ET 



Seattle 
Springfield 
St. Louis 
Tampa 
WFO 

S^Sg^T 
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From; 
Sent: 
To: 
Cc: 

Subject: 

]0GC) (F 

hnnaw aiioZ 

(OGC) (FBI)l 
PCTDD -- D l 5 JUU 

loGC) (FBI) 

J (OTD) (FBI) I 
DTD) (FBI): CLIFFORD. Miri-iflFi r n r m (FRIVI 

|OGC) (FBl| ^OUC) (f-yi) 

UNCLASSIFIED 
NON-RECORD 

BTwr 

UNCLASSIFIED 
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(OGC) (FBI) 

' "1 (OGC) (FBI) From: 
Sent: T.it>cH=.w o,-tnKar -17, 2006 3:22 PM 
To: I koGC) (FBI) 
Subject: RE: Post-Cut-Through Digits Report—update 

SECRET 
RECORD 9999-7777 

JUL Thank J bl l VPA/nnnH PHUS- how jg thjg fnr fn R ? r-^ 2 

b7E 

UIIUIIIJI'lldi.bdUH-— 
From: I |(OGC) (FBI) 
Sent: ' wmm'M \\irr*^ y? 20O62:31 PM 
To: I t)GC) (FBI) 
Subject: ki:l PMt-Lul-1 hrbugh Digits Report—update 

SECRET 
RECORD 9999-7777 

I read through it twice and I think it is much improved from the first version in terms of explaining the process of 
collecting PCTDD. Unlike the first draft, I did not see any places where I thought the description sounded inconsistent 
with my understanding of how it all works. 

I noticed a few places where I thought the drafting was a little unclear. I don't know how familiar the court is already 
with the concept of PCTDD, but I thought we could be clearer in few places, which I highlighted in this draft and 
provided some wording suggestions. 

=< File: Post-Cut-Through Database Report- v2 - lap 10172006 jdp.wpd » 

—Original Message— 
From: I IGC) (FBI) 
Sent: ' lUBiiUaV, UeiOOiir l\. 2006 10:19 AM b b 
To: I ~lF;c:uFBn :;L„;,. 
Subject: FW: Post-Cut-Through Digits Report—update 
Importance: High 

SECRET 
RECORD 9999-7777 

[ZZI 
. I've redone the first 11 pages-and would appreciate your review as well You can ignore the one I sent yesterday. 



From: 
Sent: 
To: 

Co: 

Subject: 

1oQ<^> <'^Bi) 

c 
Friday, August 18, 2006 3:40 PM ePRONI, VALERIE E, (OGC) (FBI 

loGCUFBI^ 

l oGC) (FBI) 

JEM. 
J(OGC) (FBI) 

to (i-m):[ 

(OGC) (FBI)[ 

-, hGC) 
J)GC) (FBI); 

FW: Post Cut Through Digits 

UNCLASSIFIED 
NON-RECORD 

ib6 

FBI OGC ONLY. 

PRIVILEGED DELIBERATIVE DOCUMENT 
APPROVAL 

NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 

Associate General Counsel - Unit Chief 
Science & Teciinology Law Unit 
Engineering Researcti Facility 
BIdg 27958A, Room A-207 
Quantico. VA 2213i 
Tel. 703 
Fax. 703 

Original 
From: kOTD) (FBI) 
Sent: i-ridav, Ai jqustiy, 2UUfclt):bi.AM 
To: 1 |OTC 

IHUMAb, MAkLUi)LlUIUJ(l-W) 
Subject: Post Cut • Rirough Digits 

UNCLASS IFIED 
NON-REC ORD 

Gentlemer 1, 

TOTD) (FBI); CLIFFORD, MICHAEL (OTD) (FBlf 
T) •" 

]0GC) (FBI); 

I checked all 56 field office's criminal pen-register DCS-3000 systems for post cut through dialed digit information. The 
attached spreadsheet list the field office and the observed data for the office. Rather than counting ail targets with and 
without the dialed digit extraction option set I categorized the data as All, i\1ost. Some, Few, and None. All means all 
targets in the system are currently set to collect post cut through digits. A ranking of Few means the majority of the 
targets are set with the option turned off. For example, WFO was ranked Few because only 6 out of 54 current targets 
were set to collect post cut through digits. " — ^ wi np i^* 



A summary of the results: 

Field offices with All targets set! 
Field offices with Most targets seT 
Field offices with Some targets si 
Field offices with Few targets sei 
Field offices with No targets setf 

Note the Cincinatti office currently does not have any targets. 

to 2 
Ih 6 
b7C 

IZZI 
Post Cut Thru.xls 

(19 KB) 

UNCLASSIFIED 

UNCLASSIFIED 
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« • • 

S™ET 

Office Taraets w/ Post-Cut Through Enabled 
Albany 
Albuquerque 
Anchorage 
Atlanta 
Baltimore 
Birmingham 
Boston 
Buffalo 
Charlotte 
Chicago 
Cincinnati 
Cleveland 
Columbia 
Dallas 
Denver 
Detroit 
E! Paso 
Honolulu 
Houston 
Indianapolis 
Jackson 
Jacksonville 
Kansas City 
Knoxville lh2 
Las Vegas b7 i i 
Little Rock 
Los Angeles 
Louisville 
Memphis 
Miami 
Milwaukee 
Minneapolis 
Mobile 
New Haven 
New Orleans 
New York 
Newark 
Norfolk 
Oklahoma City 
Omaha 
Philadelphia 
Phoenix 
Pittsburgh 
Portland 
Richmond 
Sacramento 
Salt Lake City 
San Antonio 
San Diego 
San Francisco 
San Juan 

3^ 
S I S B E J - — - ^ 



3 ^ 5 ^ 
< ^ 

Seattle 
Springfield 
St. Louis 
Tampa 
WFO 

b;:,: 
b-7E 

40 
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.1 _ *^rrj?fT ^ ^ 
From: 1 IBA^ (fBu ^ y ^ 1 
Sent: J . ^ 6 5:30 PM N 
To: 1 JRA^ F̂RT̂  
Subject: RE: phone 

UNCLASJ >IFIED h- c 

NON-REC ;ORD hr E 

Hello, 1 an 1 the tech agent assigned to the case as depicted below. 

1 

In relation 

3 

to the questions below, here is what 1 know: 

1)SA| [bservatio ns of his target who he knew to have severall bellular phones. 

1 have no dea where the ir iformation about "codes" came from. 

SA| jhas provided n ie with this information after their most recent drug transaction with this subject. 

2) Baltimt xe has tested a test phone with ERF where ERF has stripped off the full content. 

There still is an issue v vith how the Telephone Application (TA) will differentiate betweerf" " ^nd regular 
DNR type intercepts. Bas( 3d upon the tests with ERF there is no way of letting TA know n-iaf this intnrmatinp ramq 
from al Je rvice, | [set up a separate client to allow us to be able to easily keep track o j | '^" 

regular Dt 
l U N K related ir irormaiion. However, i A cannot ten the difference between a| |calr and a |"' 

''C 

Or qinal Message— 
From: Z U B A ) (FBI) 
Sent: Monday, August 2 1, 2006 12:29 PM 
To: 1 • *~1 (BA) (FBI) 
Subjec 

UNCI .ASSIFIED 
NON- RECORD 

FYI 

SSA[ 1 
Squa< i 19 ^ ^ . f - - ^ 
Baltirr ore Division _:>S6CEET 
Office - - - — ^ ^ i i . . . . . ^ ^ ^ ^ 
Cell: 

42 



w 

lessage 
' • • • PUgL 1 u f 3 • • 

S E ^ N ^ 
1 l(OGC) (FBI) - ^ " ^ 

From: | J (OGC) (FBI) 
Sent: Thursday, Vlarch 10, 2005 9: 55 AM 

To: THOMAS, MARnii.<5f^ n r n fFRnI ~ | ( I T D ) (OGA): CLIFFORD, MICHAEL 
HTD^ ^FBM r ^M nwmimtmin =|V}£NTf ANTHONY P (ITD) (FBI); 

1 KIT: )) (FBhl IOGC)(FBI) 

Co: I ICO) (FBI); 1 (CQ) (FBlJ , ~~ l r .nu i :m^- h^ 

[ [(CQ) (FBI) InTnwFF^ivl J h6 
(ITD^ TBII J(OGC) (FB1);| roCA) (FBll r b7C 

"hn D) (FBI) \->"!F. 

Subject: - No intercept req uests since December C apability 

U NCLASS PIED 
N ON-REC< )RD 

H aving cajc )led, warnec i and attackecj ^or releasing i ts! lervice without hav ng first devised 
a n intercep t solution, a nc^ having r jshed an interim solution into place fliis past uecembet "at great 
e xpense", i s now repor ting" TRanney hav? i not received a single inl ercept request foCZZUsince t he interim solution 
w as enable d. 

R est assure Jd that we w /ill all hear this in t estimony should legislati on become and issue. 

b 5 

F rom: 1 n 
T 
C 
s ubjectl |c^ ̂LEA Update 
D ate: I ues 3ay, Marcn 08,2005 11:11 Al A 

K 1 as 
irhStfthe 

ked for upd 
following. 

ate onl Ideploy ment and law enforceme nt use and 

> Oriqi nal Messaa S C " 
> Fromf SC] 
> h 08, 2005 10:53/ \M 
> H |cci lb 2 
> subject: ( :ALEA Upd ate toe 
> 
> 

lmportan( 

1 
:e: High fc7C 

b 7 S 

> 
> Here is a n update on 1 1 Since deploying nationw ide| 1 
> GALEA c apabilities ti 1 December 2004, 1 r a s not received any 
> requests from law en forcement - fede[ aLor state - for the 
> intercept! on of| Iservices o (_ J d a t a services. 1 am to d 
> that FBI 1- as been co nfiguring its propri etary DS3000 collection 
> function! |wc irking with FBI to c :oordinate "live" testing 
> outside tn e Lab. and is also working wi th the FBI to obtain hand sets 
> for the te; ;ts| |c Joes not know whe jn FBI will be ready to be gin 

1 1/17/200 6 49 sEcEPr=^ 



Message 
sfefCT 

m^L 2 uf 2 -

routine (non-teq[ J terceptions. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
BIdg 27958A, Room A-207 
Quantico, VA 22135 
Tel. TOaf 
Fax. 703 

lb 6 
fc7< 

UNCLASSIFIED 

50 
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Message 

> —onaiaaiMBSsaOef-— 
> From:| pC] 
> Sent: Tuesday March 08, 2005 10:53 AM 
>Ti Trcm 
> Subject: GALEA Update 
> Importance: High 
>r 

Here is an update o j _ I Since deploving nationwide^ 
> GALEA capabilities m December 2004 |has not received any 
> requests frnmjaw enfnrnemsnt - ffirierai nr state • for the 

Idata services. I am told > interception ofl 
> that FBI • 
> function.. j , ....... _. ..._ ^ 
> outside the Lab, and is also working with the FBI to obtain handsets 
> for the tests, | _ I/^QC nnt kn^A/ yuhon FBI Will be ready to begin 
> routine (non-res!)L 

has been connaunna us propneiarv DS3000 collection 
I is working with FBI to coordinate "live" testing 

uv 
In hterceptions. 

b2 
bo 

fc7E 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

Associate General Counsel - Unit Chief 

Science & Technology L a w Unit 

Engineering Research Faci l i ty 
BIdg 27958A , Room A-207 
Quantico, VA 2 2 1 3 5 

Tel. TÔ T 
Fax. 70 

UNCLASSIFIED 

UNCLASSIFIED 

11/17/2006 52 sfe^^ 



Mes sage < ^ sb^T 9 PnciTnfl 

Having ca joled, warnec and att< acked| br releasing its[ "nervice without having first b2 
devised a n intercept so lution, a ni having rushed an infe'nn 1 solution into place this past December IV'F, 
"at great e jxpense", is n ow repo rting that they have not received i n single intercept request f o l feince 
the interin n solution was > enable ± 

Rest assL red that we v\ n\\ all he ar this in testimony should legislat ion become and issue. 

-b5 

jf- J 

SjDJectL | r^ LEA Up( ]ate 
Date: Tue sday, March ( 38, 2005 11:11 AM 

1 h sked for updc )te orj Deployment and law enforcem* snt use and 
learned th e following. 

> — O r i ( 3inal Messagt 
> FromC |CC| 
> Sent: Ti jesdav. Marc 1 08, 20( ]5 10:53 AM 

>Toci: 1 [CG] b:;: 
> Subject GALEA Upd ate hs 
> Impcrta nee: High k/'iC 

b'7E 

1 1 
> Here is an-update or| 1 §in^§ deplovina nationv i/iHpl 1 

> GALEA capabilities in Decern jer 20041 Ihas not received any 
> request 3 from Igyy gp <?r5?mei It - federal or state - for the 
> intercep tion of l Idata services. 1 am tc Id 
> that FBI has been co nfiguring its proprietary DS3000 collection 
> function .1 i s wo rking wil h FBI to coordinate "live" testing 
> outside the Lab, and s also w orking with the FBI to obtain hanc sets 
> for the t ests. 1 hot know when FBI will be readv to b( sgin 
> routine (non-test)| |interceptions. 

PRIVILEC 3ED DELIBEI RATIVE DOCUMENT - NOT FOR DISCL( JSURE OUTSIDE THE FBI WITHOUT 
PRIOR O GC APPROV AL 

A s s o c i a t e Gene ra l C o u n s el - U n i t Ch ie f 

Sc i ence & T e c h n o l o g y La w Un i t 

Eng ines r i ng Resea r c h Fa< c i l i t y 

BIdg 2 7 958A, Roon n A-201 r 

Q u a n t i c o, V A 2 2 1 3 5 

T e l . 7 0 ; 
Fax . 70 

11/] 7/2006 54 S^ ̂  



A >Sw ^ 
Message w ^ ^ J i f e H t ? ^ ^ p Pugu 3 or 3 

FrnmT n c •J 

Subject; L ICALE A Update 
Date: Tue 'sday, March 08, 2005 11:11 AM 

• 1 ' isl<ed for update onl leployment and law enforceme ;nt use and 

'laarnsflV te following. 

> — O r i ainal Messaae--
> F r o m n IfCC ̂1 
> Cjpnt T i 3,2005 10:53 AM 
>To:Ll IfCC 1 
> Subject GALEA Update 
> Importa 
> 

nee: High 

i 1 ^ 
> Here is an update ol 1 Since deplovinq nationvi ̂idd 1 
> GALEA capabilities in D( ̂ cfimhfir 70041 ^ a s not received any 
> request sfroniiawenforc ement - federal tjr state -- for the t/2. 
> intercef: )tion o| |ata services. 1 am to Id b 6 
> that FB has hppn config uring its proprietary DS3000 collection b 7 C 

> function .| \s workir ig with FBI to coordinate "live" testing b 7 E 
> outside the 1 ah anH is a Iso working with the FBI to obtain hand sets 
> for the t ests r ~ Idoei 5 not know when FBI will be ready to be gin 
> routine ;non-tesl Interceptions. 

PRIVILEC 3ED DELIBERA' FIVE DOCUMENT - NOT FOR DISCLC (SURE OUTSIDE THE FBI 
WITHOU-r PRIOR OGC A PPROVAL 

1 
Associa te General Cc 

1 
unsei - Unit Chief 

Science & Technolog y L a w Unit 
Enginee ring Researc l 1 Facil i ty 

Brdg 2 7 958A, Room A -207 
Quantic o . V A 2 2 1 3 5 
T e l . 70 : 

Fax. 70 

UNCLAS SIFIED 

UNCLASSIFIED \ 

UNCLASSIFIED 

11/17/2006 58 • ^ ^ ^ 



Message JSEfiftH"^^ T 9 g c ^ ^ » £ 2 ^ 

out, I will, for my part, send it out via the GC to all CDCs and ask that the propagate it through the office 
and include it as an agenda item on their SACs Chiefs meetings. 

From:l 

C J -
SubjectL J ALEA Update 
Date: Tuesday. March 08, 2005 11:11 AM 

I 11 asked for update or| [deployment and law enforcement use and 
learnea the following. ^ " ^ 

> —oofliflaLMfisaaflp— 
> From: I IrcCI 
> Sent: Tuesday Marrh 08, 2005 10:53 AM 

fc2 

H" 
3 

|[CC] > ToJ^ 
> Subject: GALEA Update 
> Importance: High 
>r n 

Here is an update o r f 
> GALEA capabilities in December 2004 
> requests from law enforcement - federal 

interception o f 

^ince deploying nationwide[ 
pas not received any 

or state - for the 
I am told l a t a services 

> that FBI has been conTiaunna its propnetarv DS3000 collection 
> function i is working with FBI to coordinate "live" testing 
> outside the Lab 

[ 
> 

> for the tests . 
routine (non-testl 

and is also working with the FBI to obtain handsets 
" H d o e s not know when FBI will be ready to begin 

hterceptions. 
b2 

h-iF. 
PRIVILEGED DELIBERATIVE DOCUMENT 
PRIOR OGC APPROVAL 

NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 

Associate General Counsel - Unit Chief 
Science & Technology L a w Unit 
Engineering Research Faci l i ty 
BIdg 27958A , Room A-207 
Quanttco. VA 2 2 1 3 5 
Te l . 703 
Fax. 70 

UNCLASSIFJED 

UNCLASSIFIED 

11/17/2006 60 



A shs£^ H . - Message W ^ t ^ i ^ 

To; THOMAS MARn 15 c. frrm rpRi^l 1 r r rn^ (OGA); CLIFFORD, 
MICHAEL f UD^ (FBl l lUD) f FBI); DICLE^ 1ENTE, ANTHONY P. (ITD) 
rPRT)| lTTr>WFRni 1 ̂ nan (FRU 

Cd ^ tCO) fFBI1 1 fCO) (FBI ] rco) 
fFBll I f r O U F b u J KTTD) FBI I J 1 

1 i rn-DUFBn: ! I ( O G C ) ( F B I ] | |OCA)(FBI);| 1 
1 |\RRY fUD) (FBI) 

I - ••• 

Subject : | |- NO intercept requests since uecemoer (_ap ability to 5 

UNCLASSIFIED 
b'7C 
fcTE 

NON-RECORD 

Having cajoled, warned and attacked|~ |for releasinq its 1 lervice without 
having first devised an intercept solution, and| taving rushe d an interim solution into 
place this past December 'jat nryat expense", is now reporting tha t they have not received a 
single intercept request for|____Jsince the interim solution was en; 3bled. 

Rest assured that we will all hear this in testimony should legislati on become and issue. 

to'7 

From: 1 
To 1 

1 
Cc;| 
Subiect| pALbA UDdate 
Date: Tuesday, March 08, 2005 11:11 AM 

1 1 asked for update o\ Ijepioyment and law enforceme nt use and 
learned tne roiiowing. 

> From] BOG] 
> Sent: 1 uesdav. fJTarSn 08. 20Ub 1U:b3 AM 

> Tol fcci 
> Subject: GALEA Update 

b 2 

> Importance: High b-7 
to 7 E 

> Here is an update on 1 Isince deploving nationw 'M 1 
> CALhA capabilities m December !,JUU4r Ihas not received an^ ' 
> requests from law enforcement - federal or state - for the 
> intftrreptinn nl ~~ .ZJlata services 1 am to Id 
> that FRi has hpqn configuring its proprietary DS3000 collection 
> functionF lis working with FBI to coordinate "live" testing 
> outside the Lab, and is also working with the FBI to obtain hand sets 
> for the tests | ^ hr^es nnt know when FBI will be ready to b€ gin 
> routine (non-TBSTi |interceptions. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLC )SURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

11/17/2006 
63 Jfe§RQ r 



-- Mt!ssage PugL. 4 uf 4 

Associate General Counsel • Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico,VA 22135 
Tel. 70 
Fax. 70 

L6 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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Message J L U n L I Pflg° ^ nf' 

1 

Fronl IGC) (FBI) 
Sent! Thursday, March 10, 2005 9 : 5 5 ' ^ , 
To: THOMAS, MARH 15 r fnrm rpRT̂ J lr^^n^ (OGA); CLIFFORD, 
MICHAEL rrrn] (FRT)f Irrrp) fFBD: DICLEMENTE. ANTHONY P. 
rrrpuFBTil ifTTDUFRni . irnnruFRn . 
^ 4 tQ)(FBÎ  C0)7FB!CZ 1 

^IML 
(OCA) (FBJQ£ 
Subject] 

Mm I F B l i i ^ 
j(rTD) (FBI) 

JOGC) (FBI); 

jjo intercept requests since December Capability 

UNCLASSIFIED 
NON-RECORD 

Having cajoled, warned and attacketT" \>f releasi 
without having first devised an intercept solution, anc^ 

jtJ 
Javing rushed an 

ervice 

interim solution into place this past December "at greaLfiJtpense", is now reporting that 
they have not received a single intercept request fol Bince the interim solution 
was enabled. 

Rest assured that we will all hear this in testimony should legislation become and 
issue. 

11/17/2006 

]L;ALbA Ui>dMe 
Date: Tuesday, March 08, 2005 11:11 AM 

•
I asked for update on| deployment and law enforcement use and 
the following. ^~~^ 

lb 2 
be 

> —oiiflinaLMfiaaaflfi^-
> From:| IC] 
> Rp-nt' I iifisaav MarcirnR 
>Tcr 

ftsHav Marnh"n« 2005 10:53 AM S C] 
> Subject: GALEA Update 
> Importance: High 
> 

JZZl 
> Here is an update o 
> GALEA capabilities i uscsmcsr Auwi 
> requests from Jaw enforcement - federl 

ince deploying nationwide 
has not received an; 

oTsIate - for the 
pata services. I am told 

)m I 
> interception olf 
> that FBI has beeq contiaunna its propnetarv DS3000 collection 
> function.r 
> outside u\e 
> for the tests 

routine (non-

J working with FBI to coordinate "live" testing 
' is also working with the FBI to obtain handsets 

oes not know when FBI will be ready to begin 
linterceptions. 

68 
"̂ SgRp 



1 % 
Message 1 w S k g ^ " Pufe.DufD 

PRIVILEC >ED DELIBE RATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE 
THE FBI \ WITHOUT PI RIOR OGC APPROVAL 

1 
Associa te General Counsel - Unit Chief 
Science & Techno logy Law Unit 
Enginee ring Resea rch Facility .\-,\, 
BIdg 27{ >58A, Roor n A-207 
Quantic< 9. VA 2213 5 
Tel. 703 
Fax. TO: 

UNCLASJ SIFIED 

UNCI .ASSIFIED 

UNCLASSIF lED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

69 > B « a ^ 
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- ' 
Message 
1 

> 

• ^ e g ^ # p. . .M^ 

> Here is an update on 
> GALEA capabilities in December 'AUU\ pas not received any 
> request 15 frnm law Pî f nrrpmpnt - fpripral ijr ctatp - tnr thp 

> intercep tion o| |ata services. 1 am told 
> that FB basjaun cor \Tig'uring lis propneiaVy us3uuu collection 
> function 1 | swo rking with FBI to coordinate "live" testing 
> outside the Lab. and i s also working with the FBI to obtain handsets 
> for the t 
> routine [non-tea pterceptlons. 

PRiVILEC 3EDDELIBEF 
i:,2 

NATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI ^ ^ 
WITHOU" r PRIOR OGC :APPROVAL J 7^ 

•I-. '7 F 

[ Zl 
Assoc ia te Genera l Counsel • Unit Chief 

Science & Technol ogy Law Unit 
Enginee ring Reseai rch Facil i ty 
BIdg 27! 358A, Room A-207 

Quant ic o, V A 2 2 1 3 ! 

T e l . 702 
Fax. 70: 

UNCLAS SIFIED 

UNC LASSIFIED 

UNCLASSI FIED 

UNCLASSIFIED 

S^g^ 
7 3 ^ \ 

^ \ 
11/17/2006 \ 
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f - » W 

1 
,-/>fx^Afi.( 

Fronri j^ 

Sent: 

To: 

Mc )nday, August 2 1,2006 2:26 PM 

Cc: 

Subject RE \ h ues List :b2 
b6 

1 1 
'Appendix B"i s a section of tl" e TRAR (Testing Rest Its Assessment Report). The TRAR was used in th e early 

-b7E 

days of Cfi kLE; \ testing and in sludes a number of sec ;tions and Appendices that describe the Testing, Te St 
Envlronme nt , ; Scheduling, Del Initions, Results, etc. e tc. The original documents ran hundreds of pages. 

As we proc jres sed, we have d spensed with all sectic ns except "Appendix B". For consistency's sake, w e have 
not change idtf- e title. If we ne ed to review former te sting or results, we look in Appendix B. In the past £ several 
years, the test ng results have been captured and pl< 3ced in a stand-alone Appendix B, and that makes u p the 
bulk of the info nnatlon sent to the client. Specifically , Appendix B is the only information assembled by t he test 
team for de 3live rytcj 1 
Nobody on the team correspo nds in writina to the ve ndors. All correspondence relating to testing results is sent 
to the venc ors and service pre jviders b>l "Tan FBI employee, as opposed to any of us on the team. 
who are cc ntra ctors. _ i 

1 doubt tha tan y mention of th< 5 DCS-3000 would hav e beeojnade to| I as that is an internal issue b etween 
the Test T« jam andTICTU. T here is no good reason foij ^0 have been informed about our internal dealings 
aetween g roup s. As far as wr aration, 1 
am not aw are of corresponde ice between! |anc| [Appendix B is the information provi ded from 
the team. | Tvi l l be a bette r source lor afi aR§w5r "concerning the UGS-3000 and Call Detail / Call Co ritent 
aeyond Ap pen 3ixB. fc2 

t'6 
Yourassur npti on regarding th e CDC and CCC are cc srrect. In the case of thel 1 interim solution h':r 
everything can ie to us in a sin gle data stream on one i channel. The Data and Content were interspersed . In b7E 
order to lis ten to the audio, we i had to post-process,: separate the Content, and run it through an audio de •coder. 

believe vc MJ statement reaar dina CM is riaht on the monev. All information is sent to the collection box. 

It is a corre sets 

~ | WS UhdfiUb 

tatement to sav 

tedly referred to ^ t U L 

1 that Law Enforcemeni 

. iiife irtd 5 LLC fii4 irt 6iit analysis. i 

must separate the Data from the Content. In order to get 
any kind oi "Pi jn Register" dai a, the data stream WOL Id have to be post-processed by the collection syste jm, and 

1 
all non-Per 

1 
iRe sgister (Call Co itent related) informatic 3n would have to be removed from the data receivec i from 

1 would en< :our age you to con taci pirec tly for additional insight. 

Regards, 

-DL 

Fn am\ 1 
Se n t : Monday, Augus ,t 21 , 2006 1:15 PM 

^-SPOff 
11/I7/20C )6 74 



To: 
Cc: ^ ^ ^ ^ 
Subject: RE 

sfesgp 
J.iUW ? 1.1 P^ 

IZD ssues List 

Thanks! 11 see that this is "Appendix B" to something. I'm interested in everything that was 
communicated td In this context. What was this document "Appendix B" to? Is it feasible to send 
me a copy? 

I'm especially interested in anything that mightVe mentioned that DCS-3000 was being used in the 
testing, and anything that suggested that anof/rer deficiency was the inability to provide call detail isolated 
from call content. If there is anything in writing like that, I'd love to see it. 

Separate guestion, just for the sake of my understanding: The document throughout refers to "CDC 
messaaes.l 

b2 
fcb 
fc/C 

Oriqinal Message-

FromL 
Sent: Friday, August 18, 2006 2:23 PM 

Subject:|_ J issue; ssues List 

EZI 
Attached is the Issues List fo| 

Regards, 

Jtesting performed in February, 2005. 

11/17/2006 

3^pf 



T 

loGC) (FBI) 

From: 
Sent: 
To: 
Cc: 

Subject: 

[ ] OGC) (FBI) 
Friday. August 04. 2006 7:04 PM 

[ . '"TH^ (FBI) 

(OGC) (FBl)l 
PCTDD -- DCS JUL) 

T77vrn\/FRivri IFFOPH MICHAFI ^nTnuFRivF 
tJGC) (FBIj JOGC) (FBI) 

bG 

UNCLASSIFIED 
NON-RECORD 

UNCLASSIFIED 
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; --
• S&^ET • 

T o : ' 
C c : ' \ 

Subj ec | HAIF EA Update 
Date : Tue sday, March 08 , 2 0 0 5 11:11 A M 

in | l a sked for update orJ lep loyment and law enforceme nt use and 
lean- ed th e fol lowing. 

> — - O r j r linal Mfissaoft— . _ 

>Fr< 5m:L P C] 
> S e 
> T o 

n U J i esdav. MarchC )8, 2005 10:53 A M 
C) 

> S u bject: GALEA Update i 

> Im 
> 

L_ 
3ortar ice: High 

J 
> 
> H e re i s< an update oil 1 S inre rispinvinn nationw del 1 
>CA ^LEA capabilities WD iny 
> rec luests fronpauLSQlQI cement -- federal or state - for the to::: 
> i n t srcep tion o| lata services. 1 am tol d b 6 
> thc tFRJ hfifi h f i f i r i ' " - " " ' ' guring its proprietary DS3000 collection \r,Q 
> f u r ct io i f Iwork ng with FBI to coordinate "live" testing b 7 E 
> o u ts ide l he Lab. and is also working with the FBI to obtain hands ets 
> f o r thet« 3sts| Boe !s not know when FBI will be ready to be( 3in 
> ro i it ine ( norTfft! hfercftptions. 

PRIV MLEG ED DELIBERii\ T IVE DOCUMENT - NOT FOR DISCLO SURE OUTSIDE THE FBI WITHOUT 
PRIC ) R 0 < 3C APPROVAL 

r" 
A s s o c i a l te G e n e r a l C o u n s e l - U n i t C h i e f 

S c U »nce & T e c h n o l o ; l y L a w U n i t 

E n g I n e e r ing R e s e a r c h F a c i l i t y 

B id] j 2 7 < ) 5 8 A , R o o m i V 2 0 7 

Q u a ntic< >, V A 2 2 1 3 5 

T e l . 7 0 3 

F a x . 7 o : 

UNC ;LAS i >IFIED 

UNCLAD SSIFIE ED 

UNCLASSIF lED 

UNCLASSIFIED 
V . y 

88 ^^m :T 
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*********************************************************************** 

This e-mail message and any attached files are confidential and are Intended solely for the 
use of the addressee(s) named above. This communication may contain material protected 
by federal law and/or attorney-client, work product, or other privileges. If you are not the 
intended recipient or person responsible for delivering this confidential communication to 
the intended recipient, you have received this communication in error, and any review, use, 
dissemination, forwarding, printing, copying, or other distribution of this e-mail message 
and any attached files Is strictly prohibited. If you have received this confidential 
communication in error, please notify the sender immediately by reply e-mail message and 
permanently delete the original message. 

-—Oriainal Messaae—-.„ 
From| 1 (OGC) (FBI) 
Spnf: 1 hiireHay, Marrh IIJ, 2U\i[> y'ss W _ 
To: THOMAS. MARCUS C. (TTD) f FBI)| |(ITD) (OGA); CLIFFORD, MICHAEL f ITD) 
fFBll IflTDl fFBH: DICLEMEIMTE. ANTHONY P. flTD^ fFBH 

Cd ICO) CEBDJ J f C O ) fFBnl "I'raVFBn: 1 
1 ICQ) (FBi frrt-D) (FBlM lOTD) fFBH: ' 

1 lOGC)(™)| |{OCA){FBn;| J I T D ) (FBI) 
suDject] 1- NO intercept requests since December capability 

UNCLASSIFIED 
NON-RECORD 

Having cajoled, warned and aHflrVo/ii ^r releasing iti Iservice without having first 
devised an intercept solution, and Ihaving rushed an interim solution into place this oast December 
"at great expense", is now reporting that they have not received a single intercept request fo| Isince 
the interim solution was enabled. 

Rest assured that we will all hear this in testimony should legislation become and issue. b -
b6 
fc'7C 
b 7 E 
Ibh 

From I T 

;̂l ' . I 
Subjecl [GALEA Update 
Date: Tuesday, March 08, 2005 11:11 AM 

I I asl<ed for update ol ideplovment and law enforcement use and 
learnea the following. ^ . 

> —-Qriqinal iVleggaqe-.-— ' ^ \ 
> Froj PC] 
> Sent: I uesdav. March 08. 2005 10:53 AlVI 
> Tc| [CC] 

92 



^ , . .« « 1 î fe^T • 

> Subject: GALEA Upd ate 1 

> Importar ice: High 

D 
> Here is i 3n update on pince deploying nationwide 
>GALEA( :apabtlities ir U fiCSHIDSr 2\}w\ |has not received any 
> requests frnm Jaw en toi cemant - federal or state - for the 
> intercept Ion ofl feta services. 1 am fold 
> that FBI has been co rifi guring its proprietary DS3000 collection 
> function. 1 Iwc rk ng with FBI to coordinate "live" testing 
> outside t ^ 1 1 '. s also working with the FBI to obtain handset s 
> for the te iStS.I t oe is not know when FBI will be readv to beain 
> routine ( non-testl (terceptions. 

b2 

PRIVILEG ED DELIBE fW JIVE DOCUMENT - NOT FOR DISCLOSL IRE OUT 
L6 

SIDE THE FBI WITHOUT b c 
PRIOR 0 ( 3C APPROV AL bTE 

1 
Associal te General C 

1 
ounsel - Unit Chief 

Science & Technol O! }y L a w Unit 

Engineei ring Resea re li Facil i ty 

BIdg 279 I58A, Roon f i i lV-207 

Qijantlc< }. V A 2 2 1 3 5 

T e l . 703 
Fax. 702 

UNCLASS ;iFIED 

UNCLASSIFIE :D 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

J3j;::::SEGegt-



fonwarding, printing, copying, or other distribution of this e-mail message and any attached 
files is strictly prohibited. If you have received this confidential communication in error, please 
notify the sender immediately by reply e-mail message and permanently delete the original 
message. 

-—nrinlnal MP<;';anP-— 
From: [ JOGC) (FBI) 
Sent: Thursday, March 10, 2005 9:55 AM  
To; THOMAS. MARCUS C. (ITD) fFBH:! r rm^ (OGA); r i TFPnpn MTrnaPi ^TmwPRT); 

I fn-n j (FBI); DICLEMENTE, ANTHONY P. (ITD) rPBnl riTD^ 
^FBUl ImGCUFRn 

I IrnuFmi [coUFBn:! . | (CQ)pnJ , | 
CQ) (FBI]J ^ |(rTD)(FBI)| KFTD) (FBll 
(FBI);! E (OCA) (FBI):! iTDWl^^fi ^ ' 

r r - l 

Subject I No intercept requests since December Capability 

UNCLASSIFIED 
NON-RECORD 

.b2 
fcb 
b-7r 
ibvr 

Having cajoled, warned and attacked lor releasing itj pervice without having first 
devised an intercept solution, andr~~^Taving rushed an intenm solution inlo place thisjaasLDecember "at 
great expense", is now reporting that they have not received a single intercept request fol lince the 
interim solution was enabled. 

Rest assured that we will all hear this in testimony should legislation become and issue. 

b:: 
bo 
fc7C 
b 7 E 
fcb 

3 
Tof ^ j 

Cr.l 
Subject:! |CALEA Update 
uate: 1 Jesflsy, March ua, ^uub 11:11 AM 

1 ll asked for update on| Ideployment and law enforcem ent use and 
learnea the following. 

•̂  . O r i o i n o l k y i a c c o r | ^ 

> From:| |cC] 
> Sent: 1 uesdiy, M&ftn U8,2Ui)b 1U:bcJ AM 
> T^ [ICC] 
> Subject: CALhA Update 
> Importance: High 
> 

1 1 
> Here is an update on^ ISince deolovina nation^ /t/idd J 
> GALEA capabilities in Pec'ember 20041 has not received any 
> reauests from law enforcement ~ feq^fgl or state - for the 
> interception ol Idata services. 1 am t old 
> that FBI has been configuring its proprietary DS3000 collection 

96 



> ( t ^seesq; # 
> function 1 ^ w o rking with FBI to coordinate "live" testing 
> outside the Lab, ana s ais( 3 working with the FBI to obtain handsets 
> for the t 
> routine (non-tei Iterceptions. 

PRIVILEC 3ED DELIBEF ?ATI\ fE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR 0 GC APPROV AL 

L2 
lb 6 

Associa te General Cou 
h'Jr 

nsel - Unit Chief > E 

Science & Technol ogy Law Unit 

Enginee ring Resea rch 1 Facility 

BIdg 2 7 958A, Roon 1 A-2 07 

Quantic o, V A 2 2 1 3 5 
T e l . 70 : 
Fax. 70 

UNCLAS SIFIED 

L INCLASSIFI ED 

UNC LASSIFIED 

UNCLAS SIFIED 

V 3GC) (FBI) 

From: 1 |CQ)(FBI) u-,r 
Sent: Monda V. Ma rcFTu, 2005 2:33 PM t,..-,.. 
To: f I(OGC) (FBI): THOMAS MARHi IS r̂  r iTn\ rpRiJ | 

r 1 in) (6GAV CLII=I^ORD. MICHAEL a ic i i f BJI r™^ 
FBIU 5ICLE EMENTE, ANTHONY P. (ITD) (FBI)| |TB> (FBI); 

1 lui-^' J'i-Hn _' 
Cc: 

(FR\^ *^ ' " " ' > pnl " ^ " ' ™ ' I>l H 
[o GO) (FBII l(OGA) ( l - B I J ^ |(i lU) (1-^1) 

Subject: R E | _ 

UNCLAS SIFIED 
NON-RE CORD 

1 1 <v 

1 just forw warded you a copy (on you r laptc 3p computer) of the e-mail we sent to the Law Enforcement technical Forum on 

97 
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• ^ ISH : • 

D ecember 22 ad visina them thai l/Vireless an^ J i o w h adal jolution and requesting that they 
in elude this featu re on their court orders where required. 

T hanks for volun teering to send It out to the FBI CDCs. 

1. 1 
rtil Uh ie t— ' C ntation Unit 

(7 03 | 
b h 

S4occana 

From;! |(OGC) (FBI) 
Sent: Thurs i a v M a r r h i n pnnc; Q-c;'; AM 

To: THOMAS ;, MARCUS C. (UD) (FBIJ |(rTD ) fOGA): CLIFFORD MICHAEL (r iD^ (FBtl J 
1 J f ITD) (FBI); DICLEMENTE, ANTHONY P. (ITD) (FB [);| l(rTD) (FBI| 1 

\oan (FRn 
CE3 I fmUFRTV l |(COUF BI)I IrrnvFRT^:! ] 
(CQ) ( F B i L IflTD^ f FBTVI |(ITD) (FB Tl rOGC) (FBI); 
Jones, Darrir 1 E (OCA) fFBI);| k l l U J l H GTJ ' 1 I 
Subjectj fJo intercept requests since becember Q jpabllity 

UNCLASSIF lED 
NON-RECO RD 

Having cajoli 3d. warned and attacked 1 br releasina its 1 lervice without having first devised an 
intercept solt jtion, anq paving rushed an interim solution nto place this past D ecember "at great expense", is 
now reportin g mat tney nave not received a single intercept reqi jest foil jsince th e interim solution was enabled. 

Rest assurec 1 that we will all hear this in testimony should legislj 3tion become and iss sue. 

b2 
b6 
hie 

FronI P 

•1-/7 E 

b5 

To l 
Cc| 
SubjecS ICALEA Update 
uate: i liescl ay. March Ob, 2UUb 11:11 AM 

1 1 ask ed for update on Deployment and law enforcer nent use and 
learned the f oltowing. 

> Origin gLMessaae— 
> Frnmi ICC] 
> Sent; Tues day. March 08. 2005 10:53 AM 
> T o | I [CO] 
•̂  ;3UD]6CII U ALbA update 
> Importancf r. High 

i 1 
98 

pR£i^.__ ̂
• B 



deploying nationwid^ 
has not received any 

r^ate - for the 
ata services. I am told 

> Here is an update or| 
> GALEA capabilities irTOBCBlTOSTTOOT 
> requests f f rn l"̂ "* '^^f-^-^'^'"'^"* 4^^^,^, p 
> interception ot| Ei 
> that FBI has been configuring its proprietary DS3000 collection 
> function.r Is working with FBI to coordinate "live" testing 
> outside the Lab, and is also working with the FBI to obtain handsets 
> for the tpgt^j ^^^vQg nnf wnn^^, y/hon pQ\ wj|| be ready to begin 
> routine {non-testl pterceptions. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC ,̂  
A P P R O V A L J; : ; 

A55«ei9ie Uenerai U6\insel - unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
BIdg 27958A, Room A-207 
Quantico. VA 22135 
Tel. 703. 
Fax. 703 

UNCLASSIFIED 

UNCLASSIFIED 

| G C ) (FBI) 

From: 1 ()GC) (FBI) 
Sent: 
To: 1 l(OGC) (FBI); THOMAS, MARCUS G. (ITD) (FBI)I |lTD) 

'/Of3A\: n.lFFf^rtn Mir.HAFi nTnwFRivl "rTTnTTrmr 
DICLEMENTE, ANTHONY P. (ITD) (FBI)l f(ITD) ( F B | | 

1 \fnnr.\ IPRW ^ • 
Co: ' hCQUFBIVl ImVFRlVi IfCQ^ 

.^LULi-.H HTn\ ^rpiM • MTWI ;PBI IJ I 
l lUbLUhBI ) ; ! I(OCW<l-"B[| ITD) (FBI) . 

Subject: 

S — 

^TEH I- No intercept requests since December Capability :̂ '' 

b7£: 

. 1 1 • 
IITD) (FBI).V... 

1 1 UNCLASS 
IFIED 

NON-RECORD 

1 1 Please calendar this item and get confirmation as soon as the order is issued. 
Tell the CALEWG when that happens. 

_99i 



1 -^^ 

{ H j ^ fT • 

>GC) (FBI) 

Fro m: 1 lo GC) (FBI) 
Ser It: 1 hursd^y, V •grEFTlTJ, ̂ UUb y:bb AJ\ \ , 
To: T H O M A S ^ ARGUS G (ITD^ ^FRI i l ITD) (OGA): CLIFFORD. MICHAEL 

(ITD) (FBI 1 (ITD) (FBH; DICLEMENTE. ANTHONY P. (ITD) (FBI): 

Cc: 
1 
1 , 

| ( I IU)(hb 1)1 r(OGGiiEBD 

(FBni , l (CQ)fFBI 1 I(ITD)(FBI1 1 '.:l 

r J — i n T n w F R h i l(OGC) (FBI)J loCA) (FBI); [- ' O 

1 t lTD) i FBI) ' ; • " - ' 

Sul }ject: ^ 1 

i 

No intercept requests since December Capability ^'-

t ITOTTF Hl).v... ' 
L ̂ ^ I UNCLASSIFIED 

NO N-REC ;ORD 

Ha\ zing ca jnlfiri, warnftri and ajtar.kftJ kAi-virp withni i t hawinrj first rlAvisfirt an 

irte rcept s solution, a n j |aving rush ed an interim solution into olace this past December "at great expense", is now 
rep orting mat tney nave not receivea a si ngle intercept request f d bince the interim solution was enabled. 

Re; >t assu red that we will all hear this in t estimony should legisl ation become and issue. 

Fro m l 

.b2 
bo 

Z2 b-̂ c 
To: fe7E 
Cc > -bb 

Sut ) jec t l . ICALEA UDdate 
Dal e: Tue sday, March 08, 2005 11:11 Af ̂  

1 \\e sked for update on| pepio) /ment and law enforce ment use and 
lea rned tr e following. 

> -—cyi •inalMfissaofi 
> F romiL IfCCl 
>S AM 
>T 1 Ircci 
>S ubject • GALEA Update 
>lr 

1 
nporta nee: High 

> 
ere is an update or| [since deploying natio nwidel 1 

>C ,ALEA capaoiiities in uecemoer 2UU4| has not receiv( 3d any 
>r( squest 
> ir itercep ition ol lata services. 1 am told 
>!(• latFB haa hftRo conflaurina its propr etary DS3000 collectit an 
>fL jnction J t working with FBI to coordinate "live" testin g 
> 0 utside the Lab, and is also working w th the FBI to obtain he ndsets 
>fc )r the t ests.| poes not know wh en FBI will be ready to begin 

10! ' ^J fes^ 



routine (non-testl linterceptions. 
H J L L H L I 

PRIVILEGED DELIBERATIVE DOCUMENT 
APPROVAL 

NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 

[ 1 
Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
BIdg 27958A, Room A-207 
Quantlco.VA 22135 
Tel. 70d 
Fax. 70 

he 
fc7r 
h'-'i 

UNCLASSIFIED 

106 



From: 
Sent: 
To: 
Subject: RE: pho 

](BA) (FBI) 
5 5:30 P̂  

J(BA) (FBI) 

UNCLASSIFIED 
NON-RECORD 

S&^T 

Hello, I am the tech agent assigned to the case as depicted below. 

In relation to the questions below, here is what I know: 

1) SA| Observations of his target who he knew to have several! bellular phones. 

I have no idea where the information about "codes" came from. 

RAi Ihas provided me with this information after their most recent drug transaction with this subject. 

2) Baltimore has tested a test phone with ERF where ERF has stripped off the full content. 

There still is an issue with how the Telephone Application (TA) will differentiate betwee czzt nd regular 

from 
c 

type intercepts. Based upon tne tests witn bKt- tnere is no way OT letting IA know that rrii« inmimaiinn cams 
4 iype service. | jset up a separate client to allow us to be able to easily keep track ol| | 

UNlTreiated informailfir. However, TA cannot tell the difference between a I I'cair and a 
regular DN T ] • 

•J) (FBI) 
—Original Message— 

From: I  
Sent: Monday, August 21, 2006 12:29 PM 
To: I IBA) (FBI) 
Subject: FW: phone 

UNCLASSIFIED 
NON-RECORD 

FYI 

SSAF 
Squad 19 
Baltimore Division 
Offic 
Cell: 

lb 6 

108 
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GC) (FBI) SE-E ^ e ^ 

From: 
Sent: 
To: 
Cc: 
Subject: 

TZ ]0GC) (FBI) 
Fndav. August 18. 2006 3: '55TM 

TD) (EEUEZ 
) (FBII 

Kt: Host-Cut-1 hough-Dialed Digits 

CORD 66F-HQ-A1247863 

'̂ "f'̂ -̂̂  ^FRI 
(OTD) (FBI) 

Does the Field control the forwarding function from DCS3000 or can you over-ride that from ERF? 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

• b e 

Assoeiaie uenerai uouAsei - unit chief 
Science & Technology Law Unit 
Engineering Research Facility 
BIdg 27958A, Room A-207 
Quantico, VA 22135 
Tel. 703 
Fax. 70: 

-Or 
From: IroTn^ rpRTi 
Sent: 
To: [nr^JiRTl ' InnrufBi) 
Cc: 1 pTDTTfBl);! |(OTD) (FBI) 
Subjet 

SECR J H - ^ 
RECC )RD 66F-HQ-A 1247863 

The pen-register data forwarded from the DCS-3000 to the DCS-5000 and DCS-6000 systems is unfiltered, raw data. 
In most cases this information is associated with a full content intercept order. Occasionally, field offices elect to 
forward CALEA-based pen-register data obtained under FISA pen-register authority to the DCS-5000 In these cases, 
the PCTDD are delivered and collected by the DCS-5000 and eventually uploaded to TA. 

IZZI 
flrioinal Message-

From 
Sent; 

Orpi 
l(OGC) (FBI) 

ni3a23naû S!7nnET35 PM 
To: I tmr.) (FBI) , 
Cc: I lOTD) (FBI)I 
Subject: RE-. Post-(_ut-Tlnougn-Dialed Digits 

RECORD 66F-HQ-A1247863 

](OTD) (FBI)£ ] (OTD) (FBI) 

I was under the Impression fron| [that DCS3000 itself does keep all data in an administratively accessed file 

Ofor debugging, including PC TDD even when the default of do not record is selected. I thought I understoond 
o say that that file is overwritten over time, but otherwise, if the do not record default remains unchanged, the 

111 



PCTDD does not go to TA or anywhere else. 

I I 
Is this not correct? 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR 
OGC APPROVAL 

Associate General Counsel - Unit Chief 
Science & Technology L a w Unit 
Engineering Research Facil i ty 
BIdg 27958A, Room A-207 
Quanttco, VA 22135 
Te l . 7 0 | 
Fax. 7C 

L 7 L 

From; 
Sent 

•Original Message r 
SumSSET 

^ (FBI) 
\-nm. Auiju!>fra:*zoo6 i:oi PM 

ISC) (FBI) 

"T)GC) (FE 
8^2006 1:0 

|ITD) (FBI) 
•RETPoSrCut-TTiough-Dialed Digits 

SECRET 
RECORD 66 F-HQ-A1247863 

When DSC 3000 is used for a FISA collection, doesn't the DCS 3000 pass all to t h ^ PSC 5000) including 
the PCTTD - in other words for FISAs the DCS3000 does NOT use the default of not receding the 
PCTTD???? I might have this incorrect, but I thought there were some differences. jj- ^ 

b7C 
Original (Vjessaa 

From: | 
Sent: 
To: [ 

msaszzoanz: 
]UL,L) (mil 

7ms 
GO (FBI) P *)j m m f FRii: mn.EMkN 11, AN mum ItN 11, 

loGC) (FBI) 
TT):Q^PM 

(OGC) (FBI) 
CAPRONI, VALERIE E. (OGC) ( 
RE: Post-Cut-Though-Diafed Digits 

(OGC) (FBI)| 
; THOMAS, M 

(OGC) (FBI); 

l\U\U}(ni): THOMAS, MARCUS C. (OTD) (FBI) 
nnlniiEBii 

l(OGCXFBl£ 

> 
GC) (FBI); 

RECORD 66F-HQ-A1247863 

FY). 

Since OTD only acquires the information and passes it along, and since the determination on whether one 
set of PCTDDs is content and not addressing, routing, dialing or signaling can only be made at the field 
office or analyst level, there really is nothing technologically speaking that can be done to ensure that 
content determined PCTDD is not used for investigative purposes. 

However, OTD and STLU is proposing to amend the FD 871 which is required to be signed to authorize 
tech agents to implement a criminal or FISA PR to add a selection box requesting that PCTDD be 
recorded. That box will have an asterisk which near the signature line will alert approval signatories that 
"If Post Cut Through Dialed Digit (PCTDD) recording is required, approving authorities are certifying that 
they have read and will ensure compliance wflth the DOJ Deputy Attorney General's policy directive of May 
24, 2004 prohibiting any investigative use of PCTDDs that are determined to qualify as content of 
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—' SECTlf!*^ 
communications." In this way, there will at least be a record with a staff level supervisor, and ASAC 
acknowledging the DAG Directive each and every time they approve a pen register. In the absence of the 
box being checked, the DCS 3000 default of not recording PCTDDs will remain unchanged (although we 
still have the problem of non GALEA compliant provider networks were we cannot use the DCS 3000 and 
have to use older PR decoders that do not have the same ability to shut off recording of PCTDDs). 

Please advise if you see any problems with this approach. 

PRIVILEGED DELIBERATIVE DOCUMENT 
PRIOR OGC APPROVAL 

NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 

Associate General Counsel - Unit Chief 
Science & Technology Law Unit 
Engineering Research Facility 
BIdg 27958A, Room A-207 
Quantico,VA 22135 
Tel. 70d 
Fax. 70 fc7C 

From: 
Sent: 
To: 

Cc: 

-Original Message 

L 3(0GC) (FBI) 
Friday. August 11. 2006 2:06 PM 

• . ."^^'^ (FBI); 
(FBI 
(FBiy 

c 

D(OGC) (FBI)C 
(OGC) (FBI);, ^ . . .. 
GC) (FBI): DlaEMErffg. ANTHONrp. (OTDUEBU 

[ O G Q (FBI);[ 

Subject: 
Importance: 

(FBI); CAPRONI, VALERIE E. (OGC) (FBI) 
Post-Cut-Though-Dialed Digits 
High 

?OTD) (FBI); THOMAS, MARCUS C. (OTD) 
, P. (OTDUEBU . , 
J (OGC) (FBll I (OGC) 

GC) 

SECRET 
RECORD 66F-HQ-A1247863 

LR OU . , 1 ] . - ; 

—OPOR^T 



^LLKT<J^ 

1 kOGC) (FBI) 

From: 1 lOGC) (FBI) 
Sent: Wednesday. JanuarY 04, 2006 3.36 MM 
To: 1 IfOGC) (FBI) 
Subject: FW: State/Local Pen Orders 

UNCLASSIFIED 
NON-RECORD 

cz Ithis is what 1 advised, is it correct? 

-It is STLU view that this encompasses surveillance assistance even when we retain custody and control of 
the equipment and just manage it for the benefit of the state/locals pursuant to a state/local order. 

See below concern from the field-arguably if we retain custody and control of the equipment then we control its use, so 
most-if not all-- of the issues raised by the AG order (resource control, liability/legal authority to conduct surveillance, 
disclosure of technique, not use by others for other purposes, etc.) are not really issues when we decide if, when, whether, 
how the equipment will be used. 

Your thoughts? 

Oriainal Meqj;aas 
l(CF) (FBH 

Sent: wpdn 
To: 1 fOGC) (FBI) 
Subject: TETS fStSTTSSTPSn Orders 

UNCLASSIFIED 
NON-RECORD 

cn 
That's interesting. As you know, it is precisely FBI agents (TTAs) who are installing the equipment (DCS-3000) and 
participating in the surveillance (SAs reading off results of the pen to LEOs in the street and later processing the 
information for case purposes) without the three levels of approval noted in the policy. Will I now have to document each 
and every time we are instructed to ignore this policy? It is uncomfortable to be put in this position. I welcome your further 
comments. 

-Original f"^^^"" ~̂ 
From: I 
Sent: , ' UlnilrtiSMMI mutyt 04, 2006 11:48 AM 

)GC) (FBI) 

To: I |(CE) (FBI) 
Subject: RE: State/Local Pen Orders 

UNCLASSIFIED 
NON-RECORD 

Please note that the requirement to be named in the state court order is not a legal requirement but rather is an FBI 
policy requirement. In fact, the AG order No 1945-95 regarding the loan of ELSUR equipment in a state/local matter 
does NOT require that the state court order expressly authorize the FBI assistance. Instead, it provides only that (g) 
No Federal Bureau of Investigation personnel may be used to install the equipment or participate 
in the surveillance, unless deemed necessary and authorized by the Director or his designee. 
This restriction does not prohibit maintenance and repair of the equipment when not installed. 
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Messt^ 

^ S K l ^ l 
Pago 1 of 2 

(OGC) (FBI) 

From^_ }0GC) (FBI) 

Sent: Thursday, March 03. 2005 1:16 PM 

To: ]pGC) (FBI) 

Subject: RE: AUSA Request for Expert Testimony 

UNCLASSIFIED 
NON-RECORD 

fcb 
h /C 

J the AUSA, Peter Ko, called 3/4/05 to say that they have no intention of subpoenaing anyone, they believe 
they will get "enough of a stipulation" from the defense to introduce the T3 evidence and thinks they will have no 
problems getting the evidence in - that some how, this "got blown way out of proportion". 

-nr inlnal Mpt:<;anp-

Fromi 
-Orifli 
•maT 
It : Mi nnrlav. FPhriiaRT???. 7005 6:27 PM 

lrrrDUFRTV.1 

](rTD)(FBI) 
S- 2005 6:27 I 

pn:l r - LumuEB., 
I(SD)(FBI^ flTD) (FBlf 

llimUEBI) 

Subject: RE: AUSA Request for Expert iestlmony 
(FTD) (FBI) 

UNCLASSIFIED 
NON-RECORD 

[ZZI 
Would you please screen this matter, make contact with the AUSA and let me know the gist of the AUSA's 
and TICTU's concern. 

in b 

b7C 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 
PRIOR OGC APPROVAL 

Associate General Counsel - Unit Cliieff 
Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 22135 
Tel. 703 
Fax. 70: 

Frc >m: [ITD ) (FBI) 
Se nt: 1 wFisnaav, F 5 m dry . 18, 2005 5:43 PM 
To n-n^ fPRU 
Cc fSD^ (FBD;! I 

(FB i j 
Subject: AUSA Request for Expert Testimony 
Importance: High 

JlTD) (FBlf ](ITD) 
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,Mes*i»ge M \ M Page 2 uf 2 

UNCLASSIFIED 
NON-RECORD 

SRpT 

I \T/\ pan Diego field officel I has advised the following: AUSA 
Potor kTn kniirnorn I iigrrirt nf Californlaf | is going to trial on bureau case 245D-SD-
56228| I). This case wSi \hh SuBjfift' of a T-lll several years ago at which time 
data was obtained front " |/Vireiess via the FBI's DCS-3000 network. This case goes to trial in 

e AUSA says the def 
has subpoenaed a witness froml Twireless and now wants to subpoena an expert witness from 
about 2 weeks and the AUSA says the defense has not stipulated to the T-lli. Therefore the AUSA 

b b 

ITD-ERF to testify about the DCS-3000 network. This has been discussed with.UCI tnd 
we believe that we probably do not testify about this type matter. The trial is set to begin 3/8/2005. 
We are seeking your advice or your direct contact with AUSA Ko. Tks. ^ zc 

i ^ } 
Supervisory Special Agent 
Telecommunications Intercept and Collection Technology Unit (TICTU) 
Electronic Surveillance Technology Section 
Investigative Technology Division 
Q u anlic^^JKiini a 

'°\ i 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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Message M \ ^ _ ^ ^ - M ^aye 161 1 

]OGC) (FBI) 

From: I l o T D ) (FBI) 

2004 10 

" } 0 G C , 

E»«Q^C0N)^ . h f i r \ /FRivr • l u i D ^ 

Sent: Thursday, August 05. 2004 10:16 AM 

iTnTTTT 
A. (OTD) (FBI) 

Subject: Pen Register.^ [Telephone Applications 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 

To: i toGC) (FBI) 

Co: I I knnm^coN) ! | 2 G C l I E B l l L _ _ 
, 7 F H 1 , IfOTDhFrnTI^ ^ fOTDlJEBlAJ 
I llHUJJFBiJl 1 (ITD) ( F ^ [m j ) (FB(_ 

bto 
fo7C 

I am I I newly assigned Unit Chief for the Telecommunications Intercept and Collection 
Technology Unit (TICTU) at ERF. This unit is responsible for providing electronic surveillance equipment to ail 
FBI field offices. This equipment ranges from the 1033 unit, thj t DCS-
3000 (switched based equipment), the DCS-5000 (FISA platform), and the UCJs-yUUU (cnminal piattorm). I am 
contacting you to schedule a meeting of all parties listed in the cc: (and any you deem necessary) to meet here at 
ERF and work towards written guidance with the| |FISA incoming data and what classification before 
telephone applications. 

TICTU is currently receiving increased communications from the field offices as to the direction to follow. I am 
providing two possible dates to meet: Thursday, August 26, at 10:00 a.m. or Friday, September 3rd at 10:00 
a.m. Please advise of the date you prefer, and if additional information is needed before we meet. I can be 
contacted via e-mail or by telephone 70:| 11 await your response. 

SENSITIVE BUT UNCLASSIFIED 

S^^ET 
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5 " ' 
''# 

• ,3 f̂e^T 9 

1 loGC) (FBI) 

Fro m: (OGC) (FBI) 
Ser It: 8 PM 
To: 1 KOGC) (FE 31) 
Sut }ject: k Kb: More aataoases 

UN CLASSIFII ED 
NO N-RECOR D 

Th£ nks. Fron-1 my point of v riew, it means NO MORE DES .CRIPTIONS NEED TO BE ADDED from that list, at least. ^-"'^ 

Origlna Messaae 
From: l(OGC) (FBI) 
Sent: rv17 7nnfi_3:17PM 
To: 1 l(OGC) (FBI) 
Subject: t j a s e s — — ' 

UNCLAS! 3IFIED 
NON-REC ;ORD 

1 1 
This is wh at I've learnec 1 from OTD: 

Most wirel ess carriers h ave centralized their GALEA d elivery points. In most cases, CDC information (pen-
register/ti rap-trace dat a) for all FBI intercepts per c arrier are delivered to one FBI gateway per carrier. The 
locations ( 3f the gateway fs vary and depend on the loc£ Jtion and connection restrictions imposed by the carriers. 
DCSnet is a peerless a nd private IP network that sup ports the delivery and transport of CALEA-enabled intercept 
product f rom the FBI j lateways to all 56 FBI field o ffices. It is an unclassified network, and is not used to transfer 
processed /collected EL" SUR information~Nor is it in it self a collection system~the collection system is the DCS-3000, 

The DCS-3000 is a suit 3 of software applications that support the FBI's CALEA-based intercepts. This suite of 
appllcatior IS has two pri mary functions: 1) a gateway between all carriers' delivery systems and the FBI's collection 
systems a nd centers (e g., DCS-5000 in Atlanta Divisi on), and 2) the primary collection system for all CALEA-enabled 
criminal p( 3n-register an d trap/trace intercepts. 

As 1 under stand, the DC S-3000 serves as a gateway I Detween carriers and the DCS-5000 system for security reasons. 
In essenc* 3, Security div ision will not allow a classified collection system to have connection to the outside-hence the 
DCS-300C serves as th 2 link and is for that purpose ji ist a transport of the FISA material from the carrier to the DCS-
5000 syst( 3m. 

-—Or lalnal Message— 
From: 1 lOGC) (FBI) 
Sent: Wednesday, F el?r^jar/i5, 2006 11:04 AM 
To: 1 |06C) (FBI) 
Subjec t: More database iS 

UNCL ASSiFIED 
NON-RECORD 

Have your heard of the Data Collection System N 3twork (DCSNET) or the Rapid Prototyping Facility Network 
(RPF^ JET). Also, a re DCS 3000 and DCS 5000 \ /ariations of each other, as far as pen register collection. 
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iJCUVfL I 

I have reading a list of databases that the Security Division sent so that's where these issues are coming from. 
Thanks, pik 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 

''' SE 



o p K y t f 
lOGC) (FBI) ^ ^ ' ^ ^ ^ 

From: | lOTD) (FBI) 
«»nt- *PKff5»TSHW.sjK;-w-TJnnfi H-J / AM 
To: 1 InaCA fFRI) 
Cc: 1 f(OTD)(FBI) 
Subject: KE:' — 

UNCLASSIFIED ' -
NON-RECORD T l 

to 7 >j 
toVF, 

1 |ou are correct in your definition of th^ lit receives pen register data from sources such as the Remote DNR 
and the UCb 3UUU and enables the hisur 1 ech to upload the data to 1 eiephone Applications from one location, i he 
system also allows the operator to program the Remote DNR's as welf.l | 

From: | |fOTD) (FBH 

To: 1 lOTD) (FBI) 
Subject: FW: 

UNCLASSIFIED 
NON-RECORD 

1 1 
1 ...J 

Please review and advisa 1 

Thanks, 

1 1 
Oriqinal Message 

From: | tOGQ (FBI) 

To: 1 >nTr̂ > (FRT) 
Subject: FW: 

UNCLASSIFIED 
NON-RECORD 

b2 

Please advise if correct- what does th^ |do? -thanks| | ^[^,., 

Sent: Thi.rcria» Fphniarvng 7npfi 10:03 AM 
To: 1 , JfOGCUFBI) 
Subject: RE: 

UNCLASSIFIED 
NON-RECORD 

The| |nd DCS 3000 are PEN REGISTER collections—not content!!!! Yes the field elsur tech downloads the pen 
data ailU ll'en uploads it into TA for analysis but the SMP does NOT apply to Pen Register data correct? 

From: | |(OGC)(FBI) " ^ f r ^ ^ f 
Sent: 1 hureday, Februar/ U9, 5()D69:14 AM O C : U i \ L n - » . . ^ 
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M 

^ • • 

To: r" kc) (FBI) 
Subject: R E: s^mi 
UNCLAS SIRED / ^ 
NON-RE CORD 

Let me c arify something 3, however. Th e field offices are telling me with respect to these ( databases that a ce rt£ 3in 
number c >f people have access to thes 3 databases, so they are not simply collection devi ces, if people can a( :c( BSS 
them and viewdata. Pe >ople are havin g access to raw FISA data, correct? 

G riainal Messaoe— 
From LI IDGC :) (FBI) 
Sent: TTTT rSflflY. r-fbruary US ,2006 9:05 AM L."' 
ToC \(^)^,^^ (FR I) ]''-• fi 
Subje ct: RE; 

fc7" 

UNC LASSIFIED Ih ; F, 

NON -RECORD 

TheF is a pen r agister collectic )n system-similar to DSC-3000-but its older and c ioesn't do everythin qt hat 
DSd-j uuJ does (e.( 3., can't unders tanJ bodes and some of the other GALEA provided data), so 1 
beliei /e that it is beir ig phased out 

-—Original Messa q e - -
F 
S 

rom: P 
ent: THursdav. Februa 

bGC) f FBn 
ry 09, 2006 8:51 AM 

T o: OGC) (FBI) 
C c: OGC)(FBI) 
S ubject: Rt: 

l INCLASSIFIEC > 
N ION-RECORD 

T hanks. How at )0Ut| 1 or a system labeled simply as| fiy Baltimo re)_ 

Original f lessaae— 
From: 1 JoGCi F̂Bn 
Sent: bn«rvO<J.7006fi:4RAM 
To: 1 |0GO fFBH 
Ca 1 |OGC)(FBI) 
Subject: kC: ' 

UNCLASSI FIED 
NON-RECC >RD 

kj>^ 

1 
b o 

b'^'E 

J 1 •— b b 

DCS-3000 i s the Collectior system for pen data-to the extent it collects contf jnt it's limited to SM S 
(text messa ges)~but it sen */es only as the collection point-the data is passed to another system ( Jf \ 
etc for anali ̂ sis). 
PenLink is i 

1 
i software aoDl cation that can be used to helo analyze oen data. 

I 

Analyst Not ebook (1-1) app ears to be a software application that can be used with Choicepoint 
According t( J the following 1 ink (This is software that can be installed on F BINET. It al lows i or 
the input o h i r a l rli<!nlnv and nnnlvci<: P p n - l i n k Hnta r a n h e imported into i2 
Notebook. ' ) 
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'9. • 

1 
^ ^ ^ ^ T ^ 

From: | |G( :) (FBI) 
Sent: ' inUr̂ flSv. l-Mru5rV Uy. ^UUblB:. L L ^ ..-. 
To: 1 rOGC) (FBI);! pGC)(FBI) 

t. h 

UNCLASSIFIED h 7 E 
NON-RECORD 

Anyone know what DCS-3000, Penlink.l Analyst Notewoork (1-1) are. These are all new 
ones that are coming up in the course of rt jading field office responses. 

UNCLASSIFIED 

UNCLASSIFIED 

Ul ̂ CLASSIFIED 

UNCL ASSIFIED 

UNCLASS IFIED 

UNCLASSIFIE D 

UNCLASSIFIE D 

UNCLASSIFIE :D 

UNCLASSIFIED 
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• 
. m 

• •= S6^ET 
1 » OGC) (FBI) 

From: 1 (OGC) (FBI) 
Sent: fTH5 RTB ^^WfPT? <J)9 2006 10 52 AM 
To: J)GC) (FBI) 
Subjec :t: RE 

UNCU \SStFIED 
NON-R SECORD 

You're right. 1 missed that. SW P does not appi / to pen registers. 

— --Orlainal M ŝ̂ aqe h c 
Fro m: 1 1 OGC) (FBI) 
Ser It: Ttiursdav. Februar ltJJ2-2206 10:03 AN 1 
To: 1 1 (OGC) f FB] ) 
Sut >ject: RE: 

UN CLASSIFIED 
NC )N-RECORD 

Th j land DCS 3000 a re PEN REGIST ER collections—not content!!!! Yes the field elsur tech downloads the pen 
dal a and then uploads it int 0 TA for analysis ) but the SMP does NOT apply to Pen Register data correct? 

From: 1 ifOGO fFBI ) 
y 09, 2006 9:14 AM 

To: 1 l( OGC) (FBI) 
Subject: RE: 

UNCLASSIFIED 
NON-RECORD 

—Original Message--
From: | ~ lOGC (FBI) h-} 
Sent: iTil jrsday, February 09. 2006 9:05 AM r ^ 
To:| 
Subjecir RE 

lOGC) (FBI 

UNCLASSIFIED hb 

NON-RECORD 

Thq | s a pen register collectio n system-sinnilar to DSC-3000-but its older and doesn't do everything that 
U S U U D U D does (e g., can't underst andr~"~ncodes and some of the other CALbA provided data), so 1 
believe that it is be ng phased out 

—Original Mess age 
From: 1 »t.C) (HBl) 
Sent: 
To: OGC) (FBI) 
Cc: )GC)(FBI) 
Subject: kt: 
UNCLASSIFIE D 

132 
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NON-RECORD 

Thanks. How about or a system labeled simply as "3094" (by Baltimore)_ 

—Original Messa ae 
From: r ^ " O G C ^ rPBI^ 
Sent: 
To: 
Cc: _J(OGC)(FBI) 
Subject: RE: 

UNCLASSIFIED 
NON-RECORD 

This Is the risk with getting input from the field-it appears they didn't understand the question. The 
items below are not database systems that contain raw FISA material (ie contents that must be 
minimized under the SMP (unless minimization aoplies to pen data and tcj I 

: 

b;:: 
bG 

b'7E 

DCS-3000 is the Collection system for pen data-to the extent it collects content it's limited to SMS 
(text messages)~but it serves only as the collection point~the data is passed to another system (TA 
etc for analysis). 
PenLink is a software application that can be used to help analyze pen data. 

Analyst Notebook (1-1) appears to be a software application that can be used with Choicepoint 
According to the following link (This is software that can be installed on FBINET. It allows for 
the input of data for graphical display and analysis. Pen-link data can be imported into 12 
Notebook! I 

' . 

—Original Messaoaa 
From: \_ 
Sent: m-
To: L 
Subject: 

UNCLASSIFIED 
NON-RECORD 

(OGC) (FBI) 

I { 09, 2006 8 
OGC) (FBI)[ } G C ) ( F B I ) 

Anyone know what DCS-3000, Penl inkr [Analyst Notewoork (1-1) are. These are all new 
ones that are coming up in the course oT rsafling neld office responses. 

UNCLASSIFIED 

UNCLASSIFIED 

bs 
b'7C 
b^E 

UNCLASSIFIED 

UNCLASSIFIED 

UNCLASSIFIED 
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Message 9 "-QEOIi^I. ^ Pagi. 1 ul 4 

1 OGC) (FBI) 

From: L_ 1 (OTD) (FBI) 
Sent: We idnesday, Nove m ber 02, 2005 5:12 PM 

TO: I ^ {< 3GC) {FBI} 

Subject: RE : FISC databas e ( esponse 

SECRET 
RECORD 319 XX b2 

1 1 b7C 
fc'7F, 

The document is correct in my v' ew. 1 am not sure what you mean by "original". The intercept data are delivered 
from the carrie rs' intercept ace es s points to us in "raw" formats. The DCS-3000 decodes these formats and 
presents the in formation in "ht m an readable" format. The "human readable" formatted information is typical 
uploaded to T/ ̂  by either savin g the data to a remoyeable disk rwe've alway.<; considered this to be the 

rough an autonr lat Ic connection to t h ^ Jmost field offices prefer thd| lethod). If 
the] jis u sed and the dal a s not saved to a removeable disk, the data remains on the DC5-3000 
inaeriniteiy 

1 1 
1 1 

Orifl unai.jyies5;ane— 
From^ ]( OGC) (FBI) 
^^at:l UTS! nomSEITSMl L Q I , ?nnc; ^--^-^ ptv| 
To| _J(OTD) (FBI) 
Subjed t: FW: FISC dat ab ase response 

SECRE r 
RECOR D 319 XX 

cn 
would y 3u review the di sc ussion of DCS-3000. make sure it explains how FISA information in DCS-3000 
is handl ed, including the ;n nanner in which it can be searched and retrieved. Also Is the raw pen register 
data sto red in the DCS-3C 100 system or just collected there and then the original sent some place else for 
storage If stored there f( 3r how long is the original maintained? 

thanks, 
| - — • • • ' 

lo 6 
fc7C 

unc mal Messaae— 
FromT .1 OGC) (FBI) 
Sent:T uesdav, Novem be r n i , 7nn«;4-nqPM 
To:n ] (OGC) (FBn| lOGCXFBn 
Sul̂ jecl t: RE: FISC date ]b< ase response 

SECRE T 
RECOR D 319 XX 

Here's c few more edits . 1 t doesn't include the portion markings and it's still not clear to me what the 
interpjaj t is between ED M S and DWS with respect to email and chat collections. As it reads now, it 
appears that some (CT cc Elections go into DWS and others into EDMS?) perhaps STAS can clarify. 
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M 1 -^s.-^^^ A 
M w ^-«™ii w 

Or i^a l Messaqe— 
FromJ IfOGC :) (FBI) 
Sent: Tuesday, Novemb er 01, 2005 11:43 AM 
To:l 1 (0 GC) (FBI) 
Subject: FW: n s c data base respon se " 

SECRET 
RECORD 319 XX 

1 1 apologize, 1 inadv Brtently left y ou offof this email. ih f'-̂  
Pisare let me know whe ther you can look at this. Also, please refer to the 1101 version that 1 have f.-.7r 
attached rather than the 1031 one. 
thanks 
vpc 

1 1 
Assistant General Couns «l 
Policy & Training Unit 
National Security Law Br anch 
(202)32^ 1 

Fronl JOGC ) (FBI) 
senttnonnavTocrcuer-31,20*2:1 fiPM 

*̂»ii lQ\p) (FBI ):l b n ^FBI)| bTD) 
pu«ni IfCvD) ( FBI); THOMAS, MARCUS C. (OTD) (FB1);F 1 
1 rOGQ fFBn l _ J 

Cc:l IC XSCHFBn;! [(CD) (FBI)I JOGC)(FBI); 
1 MCD^ fFBIl irOGCHl-Bll 
Subject: FISC database response 
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1 1 ^ 
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1 1 

1 1 

Assistant General Counsel 
Policy & Training Unit 
National fipnuritv I aw Branch 
(202) 324] 
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% 
Message ^ ^ fafeo 1 u H 

OGC) (FBI) 

From: J:Q) (CON) 
Sent: Wednesday, Septerr ber 28, 2005 1:37 PM 

To: 1 Ic DGC) (FBI) 

Subject: FW| jan d Location 

SENSITIVE : BUT UNCLASSIFIE D ^•••"• 

z 
NON-REC( 

1 

3RD 

fc'E 

Seel |r emark below. There is no reference 1 can provide regarding this non-standard feature. The 
ServingSys tern Message identifi 3S a carrier's network. It is used to identify the network of a earner to which a 
subject has roamed. 

. 
FromI [OTD) (FBI) 
Sent: Wed nesday^ September 2 B, 2005 1:33 PM 
To) _ , irCCl) (CO N) 
Subject: R Ti\ pndL ocation 

SENSITIVE : BUT UNCLASSIFIE D 
NON-REC( )RD 

t witches also provide thJ Information in the Serving System 

f 
message. We have modified ou r bu t j - j uuu system lo expioii mis non-stanaara reature. 

( Drigina! Message 
Fror nj ](CQ) (CON) :j: -,. 
Sen :: Wednesday. Seoter nber 28, 2005 12:38 PM ^.-F 

Tof JrOG C) (FBI)l kOTDl rFBn 

CCJF tCQ) (FBI); CUFF6ftD, MICHACL (6Tb) (FBI)J | (0TD) (FBI); 

1 1 ^-^^ 
J1U) (Hbl) ' ' 

Sub. |ect: FW:| l a n d Location 

SEN SITIVE BUT UNCLA SSIFIED 
NOK l-RECORD 

nn , 
Iforc 

1 
)ot to provide the refe rence for J-Standard: 

1 
If yo J go the the TIA webs ite and search] iou'll be rewarded with 
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^ 1 
iVl&dSag^ 

itth rough the office and ir iclude it as an agenda item on their SAC s Chiefs meetings. 

Fro ̂  P To: 
Cc: 
Sut Ir.Aif EA Update 
Dal e: Tue sday, March 08 ,2005 11:11 AM 

rz | l a sked for update ' on| [deployment and law enforceme nt use and 
lea med th e following. 

> -—Oric jinal Messaae-
> F rom:^ Ic C) 
> S ent; TL lesdav. March ( ]8, 2005 10:53 AM 
> T o\ IfC C] 
> S ubject: GALEA Updatf 3 

>lr nportar ice: High h? 
> 1 6 c 1 hic 

h 7 ?' 
> H ere is i an update onF" 1 Since deployinq nationw de| 1 
> C ALEA capabilities inT >ecember 200^| fias not received e my" ' 
> re jquests i from Ja^LSOlSI cemeni- teaer'aTprsTaie - rar ine 
> in tercep tion ol| pata services. 1 am to! d 
>0i at FBI has bBSn COnTI guring its pPOpnSHry UyJUUU collection 
>fu notion 1 Is work ng with FBI to coordinate "live" testing 
> 0 jtside me Lat}, and is also working with the FBI to obtain hands >ets 
>fc r the te 2StS. 1 bo? ;s not know when FBI will be ready to be gin 
>rc )utine ( non-test)| Interceptions. 

PR VILEG ED DELIBERy) iTIVE DOCUMENT - NOT FOR DISCLO SURE OUTSIDE THE FBI 
Wll FHOUl • PRIOR OGC > \PPROVAL 

As socia te Genera l C 1 
ounsel - Unit Chief 

Sc e n c e & Technolo{ l y L a w Uni t 
En ginee ring Researc h Facil i ty 

Blii Ig27< >58A, Room i IV-207 

Qu antic< a , V A 2 2 1 3 5 

T e L 7 0 3 

Fa: •t. 70J 

UN CLASJ >IFIED 

UNCLAS! >IFIED 
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From: 
Sent: 
To: 
Subject: 

. " " ' " ' " ' " " I " 3Z=3 1 
RE: phone 

P
(BA) (FBI) 

" i 5:30 PM 
A) (FBI) 

J P ^ 

UNCLASSIFIED 
NON-RECORD 

Hello, I am the tech agent assigned to the case as depicted below 

Jpbservations of his target who he knew to have several | jellular phones 

In relation to the questions below, here is what I know: 

I have no idea where the information about "codes" came from. 

S / i ^ ^ ^ ^ h a s provided me with this information after their most recent drug transaction with this subject. 

2) Baltimore has tested a test phone with ERF where ERF has stripped off the full content. 

There still is an issue with how the Telephone Application (TA) will differentiate betweef 
DNR type intercepts. Based upon the tests with ERF there Is no way of letting TA know that mis intnrmalinp came 

There still is an issue with how the Telephone Application (TA) will differentiate b e t w e e f l a n d regular 
r,. -̂ ^ .- ,,- _ _ J pon the tests with ERF there Is no way of letting TA know that this Intormatio 

_ ; | I set up a separate client to allow us to be able to easily keep track ol 
I lUPMK related Information. However, TA cannot tell the difference between ^ Tcall" i 
regular DNR. * * 

from I Jtype service! 
itinprame 

?1 , I and a 

3(BA) (FBI) 
—Original Message-

From: I ^ ~  
Sent: Monday. August 2172006 12:29 PM 
To: I |BA) (FBI) 

liect! I-W! P"""* ' Subje 'pnone 

UNCLASSIFIED 
NON-RECORD 

FYI 

RR/J 1 Squad 19 
Baltim 
Office: 
Cell; 
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...-•^Jc^iQb I 

lb'. 



Step 8. Case Squad designates individual(s) to operate the Pen Register (DCS 3000 system) 
located on the third floor (T-3 space). 

Step 9. Case squad provides signed Pen Register/2703(d) Order to IS-2. 

Step 10. Both the case squad and IS-1 shall evaluate the active and historical pen register 
information to determine the logical location to begin searching, i.e. latest specific cell cite and 
sector, on/off, times, etc. 

Step 10. Case Agent assigned to Pen Register maintains contact with IS-1 tracking team and 
provides update as to target's cell phone use. 

IS-1 conducts live tracking operation. 

Recommendations: Any case squad that foresees the use of Pen Registers and Provider 
information for cell tracking purposes should: 

a. Maintain a file of pony Pen Register/2703(d) Orders for the major cellular providers. 
Ponies can be obtained from IS-2. 

b. Pro-actively meet with their perspective AUSA's and discuss specifics of Order. 
c. Ensure squad members are familiar with the use of the DCS-3000/Pen Registers. 
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DRAFT11/03/05 (3;30 P.M.) 

(U) DEFINITIONS (As defined by the Federal Bureau of Investigation's Office of 
the Chief Information Officer/Office of IT Policy & Planning/ Enterprise Architecture 
Unit): 

A. SYSTEM: An integrated aggregation of electronic devices, interfaces, software, 
and support functions designed to fulfill a specific mission requirement. A 
system may include equipment, trained personnel, facilities, data and procedures, 
and software. For project purposes, a system is typically defined as the highest 
level of hardware organization composed of multiple subsystems. Boundaries 
must be defined in defining a system for certification and accreditation. 

B. APPLICATION: IT (Informational Technology) assets that are included in a 
system to perform a specific function(s). For example, appHcation software 
includes database programs, word processors, and spreadsheet programs. 

C. DATABASE: A collection of data stored electronically that is accessed by a 
processor to perform a function. 

D- NETWORK: A group of computers linked together to exchange and share 
information. Networks can consist of a number of linked computers in a specific 
physical location, a Local Area Network (LAN), or they may consist of 
computers located at different physical sites linked together by means of phone 
lines and modems or other forms of long distance communications. 

U. SYSTEMS DESCRIPTION REQUEST FROM OIPR: EDMS & DWS 

A. Electronic Surveillance (ELSUR) Data Management System (EDMS) 

1. Description of the types of Foreign Intelligence Surveillance Act (FISA) 
information contained in EDMS. 

(U) EDMS contains ELSUR products from counterterrorism (CT) and 
counterintelligence (CI) field collection systems involving: 
• Audio - copies of microphone surveillance and telephony audio, for a 

limited number of cases. 
• Email and chat - EDMS is an original collector of raw email and chat 

communications 
• Raw pen register data —for a limited number of cases originating from 

Red Wolf (See Section IIl.A.l) 
• Test pen register data —for limited testing from DCS-3000 (See Section 

III.A.3) 
• Raw seized media—^for a limited number of CT cases. 
• Minimized translation summaries (tech cuts) 
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a. Description of the types of FISA information contained \A 1 

b. Explanation of how access to FISA information is controlled, that is. 

b2 
•b'VF, 

restrictions on search and retrieval of information. 

(U) rSf Access to FISA facsimiles is generally restricted to predetermined 
authorized users generally linguists assigned to the case, the linguist's 
supervisor, the Case Agent, and the svstem administrator in Ihe office 
where the data is collertp.H I 

c. Implementation of standard minimization procedures. i:'2 
b'7E 

3. DCS-3000 (system^ 

a. Description of the types of FiSA information contained in DCS-30QQ. 

(U) DCS-3000 is the primary collection platform for pen-register/trap-
trace data pursuant to the Communications Assistance for Law 
Enforcement Act of 1994 (GALEA), and this is the only information 
collected by the DCS-3000. Per the GALEA, this information is 
intercepted by the targets' service providers based on target telephone 
number and delivered to the DCS-3000 in standard formats. The 
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information is stored in text-formatted files for each target telephone 
number. 

b. Explanation of how FISA information is controlled, that is, restrictions on 

( S ) . 

search and retrieval of information. 

(U) Most FBI field offices use the DCS-3000 as a "front-end" 
collector. The pen-register/trap-trace data collected by the DCS-3000 is 
typically manually uploaded to the Telephone Application (TA) database 
at FBI Headquarters, through which it can then be searched. The DCS-
3000 team is working in conjuncture with EDMS (See Section 11.A) to 
provide for an automatically pen-register upload to TA. The DCS-3000 
also has a rudimentary report generation feature and simple text-based 
search tools for use by Technically Trained Agents and system 
administrators. 

c. Implementation Of Standard Minimization Procedures. 

(U) The DCS-3000 collects only pen-register/trap-trace information. 

DTHKR o-j tpine t h e :^cope 

1 
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TECHNICALLY TRAINED AGENT MANUAL 
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sfes^T 
• 

> MANUALS: For traditional DNR eauiomen tN Ian 1 uals see: 

• ta i l s rPonrHino thf> n r ^ . / ^ O f i n o n 0 the TIC Tl 
1 

J W ebsite at 

> MANUALS: For maior Pen Reels ter/Tfae-T ra< :e c oUection platform Manuals see: 

• Switi :h-base d: In implementing switch-based Pen Regis ter s an d/or Traps and Traces, TTAs 
frequei itly uti ize the Data Collection System ([ )CS)-3000 ai jpl i cation suite and/or the criminal law-
based( JSI )D CS-6000 ("Voice Box") platform. In other < ;or iver itional (non-CALEA) switch-based 
Pen Re gister/' Trap and Trace cases, the interfac( ; for collec tir i g s uch information may be one of the 
Pen Re gister \ 3NR platforms produced by JSI. 

• For de tails reparHinp the D C S - y n n svst em. BO to til? LU. HTU Wfibi'iits anti consuh the 
Switcl 1-Based Intercept Team a | 1 

•r em, go to the -TI CTU Website and consult the b 7 E 

1 
> MANUALS: FormainrPen Reels t.er/Tran-T rac ;e c Dllection platform Manuals see: 

• Forde tails regarding more conventional (non-CAL .E. ̂ ) I )NR equipment and DNR 
platfoi •ms. etc.. Po to the TICTU Websit e and cons ult the Traditional Technologies Intercept 
Team a 1 

> MANUALS: For traditional DNR equipment V [am 

1 
lals see: 

• Netwi ork/Wir eline Data-based: In implementing I Network or Wi reline Data-related Pen Registers 
and/or Traps i md Traces, such Pen Registers an( J/or Traps an d T races are frequently implemented 
by ser\ i ce pro viders using their own proprietarj ' or comm* ;rc iall y-available equipment. In some 
cases, 1 .he FBI (DITU), or specially-trained T T / ̂ s, can als( J e ffec t such Pen Reeisters and/or Traps 
andTr aces ut ilizing tools commercially-availab le to law e "f irre ment. such as 'I I 
Proces sing an d viewing systems/tools such as | I. i d ' 1" are also used. 

• Forde rg" ^i^^rh a<; 1 |go 
to the DITU Website a j 1 

> MANUALS: For Manuals reeardi ne product ̂  ash as \ [o to the DITU 
Website aj n 

• Hieh •Capaci tv -based: In implementing High- capacity-b as e d i 'en Registers and/or Traps and 
Traces , such ] *en Registers and/or Traps and Tr aces are fn ;qi ient ly implemented by TTAs in concert 
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Such nondisclosure pertains to details (including display) of this material. General descriptions or 
disclosures as to the overall technical functionality/operation of technical equipment or techniques 
are not prohibited. Any potential departure from this policy must be specifically approved by ITD 
at a unit chief or higher level before disclosure is made. See MIOG, Peirt 2, 10-10.13(4). 

• FBI Testimony. As set forth in MIOG, Part 2, 16-4.16, expert testimony, regarding Pen Registers 
and/or Traps and Traces or otherwise, is available from the Investigative Technology Division 
(ITD). Such requests may emanate from Federal or State prosecutors or defense counsel. In a 
number of cases, such ITD personnel may be qualified to testify as subject matter experts in a given 
area within the Technical Investigative Program (TIP). In other cases, it would be more appropriate 
for non-FBI personnel, such as personnel from communications service providers, equipment 
manufacturers, software vendors, etc., to testify as experts in a given area of expertise. 

The procedures for FBI technical, personnel who testify as subject matter experts within the FBI's 
TIP are the same as those that apply to other FBI witnesses, including adherence to the dictates of 
28 C.F.R.§ 16.21 et seq. Any legal or procedural questions should be promptly brought to the 
attention of the appropriate Assistant United States Attorney (AUSA) and the appropriate field 
office CDC or to an attorney in the Technology Law Unit, Office of the General Counsel, FBIHQ. 

m) Evidence Acauisition/Recordation/Handlins: 

Pen Registers and Traps and Traces acquire dialed number as well as other call-control signaling 
information. Pen Register equipment used in local loop interceptions typically captures audio 
tones/signaling that is then portrayed as dialed numbers and/or other call-control indicators. Under 
GALEA, which is carrier (and principally switch)-based, the Pen Register and/or Trap and Trace 
information acquired is referred to as "call-identifying information (CII)." Under GALEA, delivery 
of CII to law enforcement is made over a "call data channel (CDC)." Details as to the elements/ 
format/messages for CALEA-compliant Pen Register and/or Trap and Trace uses in wireline and 
wireless networks are set forth in the J-STD-025. 

The interface for collecting such Pen Register and/or Trap and Trace information may be DNR 
platforms such as those produced by JSI or the CALEA-related DCS-3000 platform, which may 
connected to the DCS-6000 (Voice Box). 

Once Pen Register and/or Trap and Trace information is acquired, the signaling information should 
be recorded electronically as the "original evidence." Electronic recordation can be accomplished 
through recorders attached to Pen Register/Trap and Trace DNR platforms such as those produced 
by JSI or the CALEA-related DCS-3000 platform or the DCS-6000 (Voice Box). 

Hardcopy printouts from the original electronic signaling may also constitute "original evidence." 
However, post-processed (manipulated) Pen/Trap printout information, such as that produced 
through the "Telephone Application (TA)," while user-friendly for investigators and prosecutors, is 
technically not original evidence because it has been processed/manipulated by the TA program. 
If TTAs handle Pen Register/Trap evidence, they run the risk of becoming part of the "chain of 
custody" for the Pen/Trap evidence, thus exposing themselves to the possibility of having to testify 
(contrary to FBI policy). Hence, TTA involvement in evidence handling must be avoided. 
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i) EQuipment/Software/Tools (E/S/T): Technical Manuals: 

For FISA law-based Pen Registers and/or Traps and Traces, various equipment, software, and tools 
(E/S/T) are used in the technical implementation. The E/S/T and its specifications and the technical 
manuals regarding the E/S/T, including maintenance, are addressed below. 

• Local Loop-based: In implementing local loop Pen Registers, the interface for collecting such 
information may be one of the traditional Pen Register/DNR systems produced by JSI or the FISA 
law-based (Raytheon) DCS-5000 (j platform. 

For details regarding traditional DNR equipment and DNR systems, etc., go to the TICTU 
Website and consult the Traditional Technologies Intercept Team at 

> MANUALS: For traditional DNR equipment Manuals see: 

I I 
For details regarding the DCS-5000, go to the TICTU Website and consult the 

^ MAMTTAT «;• For mainr Ppn Rpoictpr/Trtin-Trgp collection platform Manuals scc: 

• Switch-based: In implementing switch-based Pen Registers and/or Traps and Traces, TTAs 
frequently utilize the Data Collection System (DCS)-3000 application suite and/or the FISA law-
based (Raytheon) DCS-5000 ("Red Wolf) platform. In other conventional (non-CALEA) switch-
based Pen Register/Trap and Trace cases, the interface for collecting such information may be one 
of the Pen Register DNR platforms produced by JSI. 

to 2 
fc'/E 

For details regarding the DCS-3pOO system, PO to the TTCTTI Website and f nnsult the 
Switch-Based Intercept Team at 

• For details regarding the DCS-5000 system, go to the TICTU Website and consult the 

> MANUALS: For major Pen Register/Trap-Trace collection platform Manuals see: 

For details regarding more conventional (non-CALEA) DNR equipment and DNR 
platforms, etc., go to the TICTU Website and consult the Traditional Technologies Intercept 
Team al 

> MANlTAr.S: For traditional DNR eauinment Manuals see: 
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In the past, there was little or no prospect of FISA Pen Register and Trap and Trace information 
ever being used in court or other public venues. However, based upon recent rulings of the Foreign 
Intelligence Surveillance Court (FISC) and new interpretations of the FISA law and its purposes by 
the Department of Justice, it is now conceivable that FISA-based Pen Register and Trap and Trace 
information could be used as evidence in criminal cases or otherwise made public. With respect to 
utilizing classified equipment, etc. in cases that may be prosecuted, the Department of Justice issued 
a directive in 2002 entitled: "Procedures for the Use of Classified Investigative Technologies in 
Criminal Cases." As a rule, these Procedures require coordination and clearance by the Department 
before such technologies can be used in criminal cases. 

m) Evidence Acquisition/Recordation/HandUns: 

Pen Registers and Traps and Traces acquire dialed number as well as other call-control signaling 
information. Pen Register equipment used in local loop interceptions typically captures audio 
tones/signaling that is then portrayed as dialed numbers and/or other call-control indicators. Under 
GALEA, which is carrier (and principally switch)-based, the Pen Register and/or Trap and Trace 
information acquired is referred to as "call-identifying information (CII)." Under CALEA, delivery 
of CII to law enforcement is made over a "call data channel (CDC)." Details as to the elements/ 
format/messages for CALEA-compliant Pen Register and/or Trap and Trace uses in wireline and 
wireless networks are set forth in the J-STD-025. 

The interface for collecting such Pen Register and/or Trap and Trace information may be DNR 
platforms such as those produced by JSI or the CALEA-related DCS-3000 platform, which may 
connected to the DCS-5000 (Red Wolf). 

As noted, above, in the past, there was little prospect of FISA Pen Register and Trap and Trace 
information ever being used in court or other public venues. However, based upon recent rulings of 
the Foreign Intelligence Surveillance Court (FISC) and new interpretations of the FISA law and its 
purposes by the Department of Justice, it is now conceivable that FISA-based Pen Register and 
Trap and Trace information could be used as evidence in criminal cases or otherwise made public. 

Once Pen Register and/or Trap and Trace information is acquired, the signaling information should 
be recorded electronically as the "original evidence." Electronic recordation can be accomplished 
through recorders attached to Pen Register/Trap and Trace DNR platforms such as those produced 
by JSI or the CALEA-related DCS-3000 platform or the DCS-5000 (Red Wolf). 

Hardcopy printouts from the original electronic signaling may also constitute "original evidence." 
However, post-processed (manipulated) Pen/Trap printout information, such as that produced 
through the "Telephone Application (TA)," while user-friendly for investigators and prosecutors, is 
technically not original evidence because it has been processed/manipulated by the TA program. 

If TTAs handle Pen Register/Trap evidence, they run the risk of becoming part of the "chain of 
custody" for the Pen/Trap evidence, thus exposing themselves to the possibility of having to testify 
(contrary to FBI policy). Hence, TTA involvement in evidence handling must be avoided. 
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For details regarding the Facsimile Intercept Systenr; on tn thp TTPTTI Wphsitp and rnpgnit 
the Traditional Technologies Intercept Team at r 

• Switch-based: In implementing switch-based Title Ills, TTAs frequently utilize the criminal law-
based (JSI) DCS-6000 ("Voice Box") platform. The DCS 3000 system may also be used. In other 
conventional (non-CALEA) switch-based Title III, the interface for collecting such information 
may be one of the Pen Register DNR platforms produced by JSI. 

• For details regarding the DCS-3000 system, go to the TICTU Website and consult the 
Switch-Based Intercept Team at 

For details regarding the DCS-6000 system, go to the TICTU Website and consult the 

> M A N U A L S : F n r Heta ik rpgarHi'no ma in r Titip ITT rnllf>rtinn p la t form Manua l s See 

For details regarding more conventional (non-CALEA) Title III equipment and Title III 
platforrns. etc.. go to the TICTU Weh.site and consult ^he Traditional Technologies Intercept 
Team at 

> MANUALS; For details regarding traditional Title III equipment Manuals see: 

• Network/Wireline Data-based: In implementing Network or Wireline Data-related Title Ills, such 
Title Ills are frequently implemented by service providers using their own proprietary or 
commercially-available equipment. In some cases, the FBI (DITU), or specially-trained TTAs, can 
a l s o ^ffeCt s u c h T i t l e I l l s u t i l i z i n g t o o l s fr>mmprr;al ly.^vai' lghl( . fo laiA/ pnfnrrpmpnt giinh a s \ \ also el 

' Processing and viewing systems/tools such as ire also used. 

For details regarding the use of "products" such aT 
to the DITU Website ^ 

go 

> MATSHIAI ^; Fr.r M a n i i a k rpgarHinp nrnduc ts ^uch a<A _^ | go tO the D I T U 

Website a 

Hish-Capacity -based: In implementing High-capacity-based Title Ills or Pen Registers and/or 
Traps and Traces, such interceptions are frequently implemented by TTAs in concert with ATU 
personnel utilizing high-capacity access products such as those in the 
criminal law-based (JSI) DCS-6000 ("Voice Box") platform. 

lite, and the 

For details regarding the ̂ _ 
High-Capacity Access Team site at 

troducts, go to the ATU Website and consult the 

Fnr Hftnik rpg^rHma thp nrS-z^noo w<;tpn-i go to the TICTU Websitc and consult the 
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techniques, equipment, and information from disclosure, TAs and TTAs should not needlessly 
disclose or display (or permit disclosure or display) of such material to FBI investigators, FBI 
personnel, or to others (to include USAs and Strike Force Attorneys). 

Such nondisclosure pertains to details (including display) of this material. General descriptions or 
disclosures as to the overall technical functionality/operation of technical equipment or techniques 
are not prohibited. Any potential departure from this policy must be specifically approved by ITD 
at a unit chief or higher level before disclosure is made. See MIOG, Part 2, 10-10.13(4). 

• FBI Testimony: As set forth in MIOG, Part 2, 16-4.16, expert testimony regarding Title Ills is 
available from the ITD. Such requests may emanate from Federal or State prosecutors or defense 
counsel. In a number of cases, such ITD personnel may be qualified to testify as subject matter 
experts in a given area within the Technical Investigative Program (TIP). In other cases, it would 
be more appropriate for non-FBI personnel (i.e., persormel from communication service providers, 
equipment manufacturers, software vendors, etc. to testify as experts in a given area of expertise. 

The procedures for FBI technical personnel who testify as subject matter experts within the FBI's 
TIP are the same as those that apply to other FBI witnesses, including adherence to the dictates of 
28 C.F.R.§ 16.21 et seq. Any legal or procedural questions should be promptly brought to the 
attention of the appropriate Assistant United States Attorney (AUSA) and the appropriate field 
office CDC or to an attorney in the Technology Law Unit, Office of the General Counsel, FBIHQ. 

m) Evidence A cauisition/Recordation/SeaUns/Handlim: 

• Evidence Acquisition: Title III equipment, techniques, systems, and platforms acquire communi­
cations "content." Title III equipment used in local loop interceptions typically captures analog 
audio tones/signaling that is then captured as "content." Under GALEA, which is carrier and 
principally switch-based, Title III telephony content is referred to as call content and is transmitted 
over a "Call Content Channel (CCC)." Details as to the elements/format of CALEA-compliant call 
content in wireline and wireless networks are set forth in the J-STD-025. The interface for 
collecting call content may be DNR platforms such as those produced by JSI, or the CALEA-related 
DCS-3000 platform or the DCS-6000 (Voice Box) platform. 

• Evidence Recordation: Title III, at 18 U.S.C. 2518(8)(a), states that: 

• the contents of any wire, oral, or electronic communication intercepted by any means 
authorized ... shall, if possible, be recorded on tape or wire or other comparable device. 

• the recording of the contents of any wire, oral, or electronic communication ... shall be done 
in such way as will protect the recording from editing or other alterations... 

• duplicate recordings may be made for use or disclosure .... 
" custody of the recordings shall be wherever the judge orders. They shall not be destroyed 

except upon an order of the issuing/denying judge and ... shall be kept for ten years. 

Hence, once Title III content is acquired, the signaling information should be recorded 
electronically as the "original evidence." Such electronic recordation can be accomplished through 
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recorders attached to DNR platforms such as those produced by JSI or the CALEA-related DCS-
3000 platform or the DCS-6000 (Voice Box) platform. 

Hardcopy printouts from the original electronic signaling, such as email content, may also constitute 
"original evidence." 

• Evidence Sealine: Title III, at 18 U.S.C. 2518(8)(a), states that: 

• the presence of the seal provided for by this subsection, or a satisfactory explanation for the 
absence thereof, shall be a prerequisite for the use or disclosure of the contents of any wire, 
oral, or electronic communication or evidence derived therefrom ... 

• immediately upon the expiration of the period of the order, or extensions thereof, such 
recordings shall be made available to the judge issuing such order and sealed under his 
directions. 

The U.S. Supreme Court has addressed the criticaUty of "sealing" recordings under Title III (18 
U.S.C. 2518(8)(a)), with the potential for exclusion of the recorded evidence where delayed sealing 
occurs (even where no bad faith is found). See United Stares v. Rios, 495 U.S. 257 (1990). 

Accordingly, FBI policy requires prompt "sealing" (and any necessary resealing) of recordings. 
MIOG, Part 2, 10-9.10(9) states: 

It is also necessary that the post-execution sealing requirements of Title 18, USC, 
Section 2518(8)(a) be met. Failure to adhere to this requirement could result in suppression 
of relevant interceptions in the absence of a satisfactory explanation for any delay in sealing. 
Agents should therefore be prepared to submit the original recordings of all interceptions to 
the issuing judicial official for sealing immediately at the conclusion of the period of 
continuously ordered electronic surveillance. In this context, if there is no break in time 
between the expiration of the original order and any subsequent extensions. Agents may 
wait until the expiration of the final extension before fulfilling this requirement. 

If any delay in making this delivery is anticipated, the Agent supervising the 
electronic surveillance should document the causes for this delay, i.e., duplication equipment 
failure, unforeseen manpower allocation priorities, and notify the supervising Assistant 
United States Attorney or Strike Force Attorney of the anticipated delay. If the supervising 
Agent anticipates this delay to be any greater than five days from the expiration date of the 
continuous electronic surveillance, he/she should, through the supervising attorney, within 
that five-day period obtain an extension of time in which to fulfill the sealing requirements 
from the appropriate judicial official. 

If original recordings require technical enhancement, analysis, comparisons, etc., the 
post-execution sealing requirement under Title 18, USC, Section 2518(8) still must be met. 
Therefore, procedurally, once the sealing requirement attaches, all recordings should be 
sealed in a timely fashion with the court first, and then unsealed with the court's approval if 
the recordings require enhancement, etc. Once unsealed, the recordings should be promptly 
submitted by the field to the Engineering Research Facility (ERF), Investigative Technology 
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