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| [RMD) (FBI)
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Fror] jon (Fe)
Sent: _ Thursday, November 30. 2006 3:27 PM
To: ) (FBI)
Subject; FW:
P2
Ei_'_-'-,:
NON-RECORD
_____ Oriai S
From QI) (FBI)
Sent: Thurs ober 27, 2005 7:38 AM

OTD) (FBI) o) (Fa1; [ Jo1) (FeI]

NON-RECORD

FY1, for the DCS-3000 {see below)

Frorfq !OTD) (FBI) b
Sent: Monda ber 24, 5:16 PM Trie

To Ol) (FBI)

Regarding the DCS-3000:

(1) a complete description of the types of FISA information stored:

The only information collected and stored by the DCS-3000 is pen-register/trap-trace data. Per CALEA, this
information is intarcepted by the targets' service providers and delivered to the DCS-3000 in standard formats.
The information is parsed based on farget telephone number and stored in iext-formatted files for each target.

{2} an explanation of how FISA information can be searched and retrieved:

Most field offices use the DCS-3000 as a "front-end” collector. The pen-registerfirap-trace information collected
by the DCS-3000 is uploaded to the Telephone Application ({TA) database at HQ. The FISA pen-register/trap-
trace information can be searched using search tools provided by the TA database on FBI Net. The DCS-3000
also has a rudimentary report generation feature and simple text-based search tools for use by technically trained

agents and system administrators.
DATE: 06-07-2007

CLASSIFIED BY 65179dmh/ksr/maj
REASON: 1.4 (G)
DECLASSIFY OM: 06-07-2032

(3) how the FBI's standard minimization procedures are implemented:
The DCS-3000 only collects pen-register/trap-trace information.

ALL INFGRMATION CONTAINED
HERETN I35 UKCLASSIFIED EXCEFT

12/5/2006 \ T WHERE SHOWN OTHERWISE




Message SI :_l ‘ Page 2 of 3

T e

Sent: Monday, October 24, 2005 2:36 PM 7

To ED: fFBI)
Cc FBIV] Bﬂ&
0 y D) (F
s e el
OTD) (FBI); OTD) (FEI

ject: RE:

——tNGASSIEIED
NON-RECORD

All: The FISA Court (FISC) is seeking information about "databases" that contain raw FISA material or
U.S. person information from FISA intercepts that is not in indices.

Red Wolf

an fili in the gaps and correct any m;sstatemenls balow.)
omeleie descnaiol : :

(2) an explanation of how FISA information can be searched and retrieved: Access to FISA audio is

generally restricted to the linguists assigned to the case, the supervisor, the case agent, and the -

system administrator in the office where the audio is collected b

E, 70
e

T {J) how The FBI's standard ninimization procedures are implemented. Linguists read and sign the court

orders certifying that they understand the minimization guidelines specific to each case.

answer e ﬁUOSEIOf‘Ig Eelow.]

(1) a complete description of the types of FISA information stored:
(2} an explanation of how FISA information can be searched and retrieved:
{3) how the FBI's standard minimization procedures are implemented:

DCS-3000:| an answer the questions about DCS-3000 below.)
(1} a complete description of the types of FISA information stored:
(2) an explanation of how FISA information can be searched and retrieved:

W@Twzatm procedures are implemented:
can answer the questions below.) Bl

( s :I . {1) a complete description of the types of FISA informalion stored: 5
(2) an explanation of how FISA information can be searched and retrieved: b6

(3) how the FBI's standard minimization procedures are implemented: -

. LIE

an answer these questions.)

types of FISA information stored:
(2} an explanation of how FISA information can be searched and retrieved:
{3) how the FBI's standard minimization procedures are implemented:

CITA (CITA is still online_but | do not belisve any new data has been loaded since EDMS took over the
role of Tech Cut Archive. mhou Id be able to answer the questions below.)
(1) a complete description e types o information stored:

(2) an explanation of how FISA information can be searched and retrieved;
{3) how the FB!'s standard minimization procedures are implemented:

NY Tech Cut Database | | NY can direct you to somaeone who can answer the

12/5/2006
> SECRET




Message

guestions below.)

(1) a complete description of the types of FISA information stored:

(2) an explanation of how FISA information can be searched and retrieved:
{3) how the FBi's standard minimization procedures are implemented:;

12/5/2006
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----- QOriginal Message-——-

From [CD) (FBI)
Sents r 18, 2005 2:11 PM
To (O1) (FBI)

Subject:

NON- RD

Good aftemoon,
| attended the EDMS mesting will" rom NSLB last week,

its various databases. sked me to contact you regarding any FBI databases (besides e
EDMS and DWS) that contain: (1) raw FISA taks,or (2} US person infoermation from FBI FISA

collection that has not been indexed into general FB! indices. For each of these databases, the

Count is asking for: (1) a complete description of the types of FISA information stored, (2) an

explanation of how FISA information is handled, specifically the manner in which data can be

searched and retrieved, and (3) how the FBI's standard minimization procedures ara implemented.

(Valerie specifically mentioned CITA and NY's database as examples). Also, are these databases
considered to be sub-systems/databases of EDMS?

The FISA Court haﬂd some information on how the FBI is handling FISA information in b

| appreciate any assistance you can give me. Please let me know if there are other POCs who
are better able to answer the questions.

—

UNCLAOSIMED




Message .

| I(RMD) (FBI)

. Page 1 of 3

From: fon (Fey
Sent:  Thursday, November 30, 2006 3:28 PM
To: [ [O (FBI)
Subject: FW: FISC database response
SEORET —
BRECORD 319 xx
---=-0riginal Message-----
From CI) (FBI)
Sent: 31, 2005 3:10 PM
To (OI) (FBI)
Subject: FW: FISC database response
SESRET—
RECORD 319 xx

Can you give our reply? TKs!”
-----Original Message-----

From: _ 0GC) (FBI)
Sent: 2005 2:1
To: D) (FBI)
IO (FBL: THOMAS, M
LCE| 0GC) (FBI
(CO)(FBI) | )|
ubject: FISC database response
Ri
BECORD 319 xx

(o1).(FB1):| OTD) (FBI):
-B] (FBI)
b OGC)(FBI);

1

1

12/5/2006

ALL THFOIrMATION CONTAIWELD
HEREIN IS5 UNCLASSIFIED
DATE 06-0T7-2007 BEY &S1T79DMH/KSR/MAT
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Assistant General Counsel
Policy & Training Unit

National W\m Branch
(202) 324

q: RIV =" 1 ']ﬂm 33 PO L-.K_'.x."u-__' o
ORI T TOR TV CACMEP 1 IUN |

12/5/2006




---- Working Copy ---- Page 1
Precedence: ROUTINE - Date: 10/29/1999
To: Laboratory Attn: Mr. |
Mr.
Mr.
Mr.

Mrs

From: Labhoratory
Electronic Surveillance Technology Section/Operational

Support T kin £j
Contact: {703)' |

Approved By:

Drafted By: alm

Case ID #: 268-HQ-1217551 .
268-HQO-1001725

Title: OPERATIONAL SUPPORT TRACKING OFFICE (OSTO)
: PROJECT

PROJECT

PHASE FIVE REVIEW REPORT

Synopsis: Projects[_______}nd REDHOOK Phase Five Review was
held on 10/21/199% at the Engineering Research Facility. The

results, conclusions and recomme i rom these reviews are
captured in the attached Project and Project REDHOOK

Phase Five Review Report, dated 10/21/1993, I
L
Enclosure(s) : Projects:and REDHOQK Phase Review Report Iy i
dated 10/21/19%9, f7E
Details: The Phase Five Review for Projects and REDHOOK
was held at the Engineering Research Facility on 10/21/1999.
[ ] Project Leader, Data Intercept Technology
Unit, provi overview and status of current activities for
Projects and.  REDHOOK. Key decisions from these
presentations are captured within the referenced enclesure.
LEAD(s) :
Set Lead 1:
LABORATORY ALL INFORMATION CONTAINED
HEREIN IS UNCLASSIFIED

AT QUANTICO, VA DATE 06-D7-2007 BY 65179dnh/kst/mali

Case ID : 268-HQ-1217551 Serial : S

268-HQ-1001725 79




---- Working Copy ~---

Precedence: ROUTINE Date: 09/01/19%9
To: Laboratory Attn: Mr, DT -ERF
Mr. QT-ERF
Mr QT-ERF
{Enclosure)
Mr as -ERF
Mr QT-ERF
el are ;)

b

]!--«v
From: Laboratory o712

Electronic Surveillance Technology Section/EST-4
DITU, QT_-ERFE

Contact: (703
Approved By:l
omas Marcus
Drafted By: 11p

Case ID #: 268-HQ-1001725 {Pending)

Title: REDHOOK
PROJECT CLOSEQUT

Synopsis: EST-4 is requesting that the Project Closeout Report
for RedHook be approved.

Enclosure(s): FProject Closeout Report for RedHook Project

Details: The Laboratory Division, Electronic Surveillance
Technology Section, EST-4, is responsible for the development of
lawfully authorized digital telephony collection systems. The
RedHook Project was developed to facilitate lawfully authorized
collection of integrated services digital network (ISDN} traffic
on the subscriber’s line. The RedHook development effort has
been completed. The attached Project Closeout Report documents
the results of this effort, and is being submitted for approval.

LEAD (8) :
Set Lead 1:
LABORATORY
\ AT QUANTICO, VA

That ESTS approve the Project Clogeout Report for the
RedHook ISDN intercept system.

ALL INFORMATION CONTAINED
HEREIN I% UNCLASSIFIED
DATE G6-07-2007 BY £5179DMH/K3R/MAT

- e e e e e e L o e W R O ML ML i e mm e e e e e o B R W ML MR MR p e e e e e e M M e N L W e W e e M AR TR e e o e E o N W e e e = = = o

Case ID : 268-HQ-100172% Serial : 78




O AL
= orki Copy ---- Page 1
Precedence: ROUTINE Date: 03/30/1999
To: Finance Attn: Mr. Room 6888
Mr. Room 6888
(JncIosurel
Criminal Investigative Mr. Room 5155
Laboratory Mr. T ERF

i

b7

Mr ERF
Mr QT ERF
Enclosure)
From: Laboratory

Electronic Surveillance Technology Section, EST-4

DITU, QT ERF
Contact: | {703)

Approved By:

O us o

Drafted By: hlp

Case ID #: (U} 268-HQ-1001725 {Pending)

Title: () REDHOOK
iEj CONTRACT ACTION

SynOpSlS B
has delivered fu
integrated services digital network (ISDN) collection systems.
The FBI is also funding the purchase of a number of key system
components to maximize its present ISDN deployment capability.
These pre-production prototypes will be fabricated at Harris
Corporation in Melbourne, Florida.

i
S

)
o

(u) ; : G-3
D aggify

Enclosure{s) : Requisition number 89785%

i tallé """ }9( to the FBI for the
purchase of two ction t systems. These

systems will be bullt by Harris Corporatlon 1n Melbourne,
Florida.

(U) The DITU will be purchasing a number of system
components to maximize the number of lawfully authorized ISDN
collections the FBI is able to support. The following is a list
of those components DITU will be purchasing; eight line cards to

Case ID : 268-HQ-1001725 Serial : 76
‘MIAL

DATE: 06-07-2007 ALL INFORMATIOE CONTAINED
CLASSIFIED BY 65175DMHKSE/MAJ . HEREIN I$ UNCLASSIFIED EXCEPT
FEASON: 1.4 (B/G) WHERE SHOWH OTHERWISE
DECLASSIFY ON: 06-G7-2032




' CON IAL
=== WorKindwgopy ----

support processing and distribution units, 18 :power

i
1B

units, and 18 single slot bridge chassis. The enclosed funding

of $130,000 is for the purchase of

these components. Residual

funding will be used for case support.

LEAD{s) :
Set Lead 1: (Adm)
CRIMINAL INVESTIGATIVE
AT WASHINGTON, DC
(U} For information only.
Set Lead 2: (Adm)
LABORATQORY
AT QUANTICC, VA
(U) For information only.
Set Lead 3: (Adm}
FINANCE
AT WASHINGTON, DC

1) —

DL Phat-the. Finance Divi

of two pre-production prototyp

CUNE

ion coordinate the purchase b0
eswfoq;;;;;iind system components o
to support maximizing the FBI's depl  kn

capability,

TIAL




---- Working Copy ---- | Page 1
Precedence: ROUTINE Date: 08/06/1998
To: Information Rescurces Attn: Mr. QT-ERF
From: Information Resources
Electronic Surveillance Technolo Section/CIMU/QT-ERF [
Contact (703) [ ] P

Approved By:

Drafted By: =ehb

Case ID #: 268-HQ-1001725 (Pending)

Title: RED HOOK
TRIP REPORT

Synopsis: To report the details of Electronic¢s Technician (ET)
Mtra\rel to Melbourne, Florida, to attend the Red
00 igita ntercept System status and planning meeting on

07/29-31/98,
Details: ET:traveled to Melbourne, Florida to attend a

meeting with Harris hich was conducted by
Electronics Engineerx (EST-4). The status of
the Red Hook project . ters discussed included

open tasks, action items, and development time lines. Acceptance
testing is tentatively planned for mid September.

A "lunch Box" computer-based Red Hook system, called

"Red Hook Lite," was proposed by Harris and approved for
development. This system will have a simplified graphical user

interface (GUI) i1l be designed for quick reaction ?fﬁ
deployment. ET provided input regarding the tactical ok

advantages of the Red Hook Lite system and format of the
gimplified GUI.
LEAD (s):
Set Lead 1:
INFORMATION RESQURCES
AT QUANTICO, VA

For information only.

CC: 1 - Mr. QT-ERF

1 - Mr. PT-ERF ALL INFORMATTON CONTAINED
HERETN IS UNCLAS3IFIED
DATE 08-07-2007 BY 65179DMH/ KSR/ HAT

T e e R el e e e

Case ID : 268-HQ-1001725 Serial : 73




-~-- Working Copy ---- Page 1l
Precedence: ROUTINE Date: 02/05/1998
To: Finance pDivision Attn: Mr. oom 6032
Mr. Room 6875
Mx. Room 6875
_ re)
National Security Attn: Mr. com 7110
Criminal Investigative Attn: Mr. Room 7116
Information Resources Attn: Mr. oom 5835
Ms. Room 8998
. b
From: Information Resources hzc
Electronic Surveillance Technology Section, EST-4
NADU, QT E
Contact: (703)
Approved By:
'pemlbomag Marous O
Drafted By: L1p

Case ID #: 268-HQ-1001725 (Pending)}

Title: NETWORK ACCESS DEVELOPMENT UNIT (NADU)
PROJECT REDHOOK
CONTRACT ACTION

Synopsis: The EST-4 Unit is recommending that funding of
$650,000 be approved to support the field deployments invelving
the collection of integrated services digital network (ISDN} and
the replacement of eight processing and distribution unit (PDU)
systems.

Enclosures: Requigition number 863546

Details: The RedHook ISDN intercept system has successfully
completed its development of a personal computer (PC) PDU. The
PC PDU is replacing the existing virtual memory extend chassis
based solution deployed prior to this development. The EST-4 is
requesting that a pre-production quantity of eight PC PDU systems
be built to certify production quality and replace systems that
are already fielded,

Additionally EST-4 is requesting that a field support
task, with the low level development that is involved with field
support, be funded through December 19%8. The funding required
for field support is $300,000. The funding required for the pre-production
PC PDUs is %350,000. The total funding required for
this contract action is $650,000.

The RedHook system has been successfully deployed in

Case ID : 268-HQ-1001725 Serial : 72

ALL INFORMATION CONTAINED
HEREIN I3 UNCLASSIFIED
DATE 96-07-2007 BY GS179DMHE/ESR/HAT
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---- Working Copy ---- Page 2

four locations with additional locations requesting ISDN support.
These pre-production PC PDUs will ensure that the FBI maintains a
core capability to deploy ISDN intercepts prior to full
production quantities being procured.

The field support effort has been extremely valuable in
all previous RedHook installations due to the complex nature of
both the technologies present in the collection system, the
target system, and the forwarding systems.

ISDN is, and will remain, a rapidly developing
telecommunications technology. This requires the FBI to maintain
a team of engineers capable of developing field modifications to
the RedHook system when required to conduct lawfully authorized
ISDN collections.

ISDN is typically used in Internet related
communications due to its increased speed and reliability over
modem communications. These ISDN Internet connections often
bring the newest services on-line first adding to the technical
overhead on these types of lawfully authorized collections. LEAD (s8):
Set Lead 1:

ALL RECEIVING QFFICES
For informational purposes only.
LEAD (s):
Set Lead 2:
FINANCE DIVISION
AT WASHINGTCN, DC
The Finance Division is requested to schedule a

Contract Review Board meeting and present the Harris Corporation
proposal for RedHook funding.

cC: Mr. Thomas, QT ERF s
Mr . T _ERF fe
Mr. QT ERF




--~~- Working Copy ---- Page 1

Precedence: ROUTINE Date: 07/21/19%7

To: Information Rescurces Attn: Mr.[;;;;;;;;l Room 5835
)

From: Information Resources
Electronic Surveillance Technology Section, EST-4,
NADU, QT [&R=
Contact: (703)

Approved By: Morris Carolyn G

Thomas Marcus C ke

Drafted By: llp

Case ID #: 268-HQ-1001725 (Pending)
Title: NETWORK ACCESS DEVELOPMENT UNIT

PROJECT REDHOQOK

CONTRACT REVIEW BOARD (CRB) MEETING
Synopsis: This communication is to notify Agsistant Director
Morris of a CRB meeting on 7/25/97 at 10:00 a.m. to review an
enhancement to the RedHook contract with Harris in Melbourne,
Florida.
Enclosures: Histeory of contract
Details: The EST-4 Unit has recommended that funding be approved
to enhance the RedHook project. This enhancement funding is for
development of a new personal computer based processing
distribution unit and case support/enhancements to the prototype
system.
LEAD (s):
Set Lead 1:
INFORMATION RESOQURCES

AT WASHINGTON, DC

For information purposes only.

CC: Mrxr {Enclosure} QT ERF s
Mx . closure) QT ERF i
Mr. {(Enclosure)! QT ERF

ALL INFORMATION CONTAIWED
HEREIN I3 UNCLASSIFIED
DATE 06-07-2007 BY 6S1VALMH/ESR/MAT

R I T T I I R e e e

Case ID : 268-HQ-1001725% Serial : 61




--~- Working Copy ---- Page 1
Precedence: ROUTINE Date: 06/30/1997
To: Finance Division Attn: Mr. om 6032
Mr. Room 6875
My . Room 6875
(Enclosure) National Security Attn: Mr.| 10
Criminal Investigative Attn: Mr. Room 7110
Information Resources Attn: Mr. | Room 5835
Attn: Ms. Room 8998
From: Information Resources t?c

Electronic Surveillance Technology Section, EST-4
NADU, QT ERE
Contact: | (703)

Approved By: Morgj rolyn G

omas Marcus G

Drafted By: l Illp

Case ID #: 268-HQ-1001725 (Pending)

Title: NETWORK ACCESS DEVELOPMENT UNIT (NADU}
PROJECT REDHOOK
CONTRACT ACTION

Synopsis: The EST-4 Unit is recommending that funding of $70,000

be approved to suppeort the Information Resources Division, b6
Investigative Applications Support Unit’s Signal Related K
Information Database Input/Output Format.

Enclosures: Requisition number 863480

Details: On 6/27/97 Unit Chief of the

Investigative ApplicalTONE SUPFSYL ML, met with Elgctrionic
rSu:xaillanfe Technology personnel and

to discuss how the RedHook system’s colleClTTION
database output will interface with the Signal Related
Information Database Input/Qutput Format Also present at the
meeting was Tracor employee

As a result of this meeting it has become evident that
additional funding of $70,000 will be reguired to characterize
the possible output information collected during an ISDN lawfully
authorized telecommunication intercept. This funding will be
used to purchase and test a majority of the services that ISDN is
presently capable of and decumenting how those services are
stored in the RedHook system’'s database.

LEAD (s):
ALL INFORMATION CONTAINED

HEREIN 1% DNCLASSIFIED

Set Lead 1:
DATE 05-07-2007 BY 6S5179DMH;KSR/MAT

e e s R Am o B EE W W ER MR Er A Er A W M W A W W W WP T = mm e e = mm e mm e mm e e m b R N A R R MR ML AR MR MR = = = e = = e = = mr Er W oM W W W W E T E oW T

Case ID : 268-HQ-100172S Serial : 60
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---- Working Copy ---- Page 2

FINANCE DIVISION
That the Contract Review Unit coordinate the
additional funding to support the Signal Related Information
Database Input/Output Format characterization in support of the
Investigative Applications Support Unict.
Set Lead 2:
NATIONAL SECURITY
AT WASHINGTON, DC
For information purposes only.
Set Lead 3:
CRIMINAL INVESTIGATIVE
AT WASHINGTION, DC
For information purposes only.
Set Lead 4:
INFORMATION RESOURCES
AT WASHINGTON, DC

For information purposes only.

cc: Mr, QT ERF
Mr. ERF o
Mr, [ ERF Lo
Mr. OT ERF '
Precedence: RQUTINE Date: 06/30/1997




<~ - Working Copy ----
Precedence: ROUTINE Date: 05/29/1997
To: Finance Divigion Attn: Mr| som 6032
Mr. Room 6875
Mr Room 6875
. 8 3}
National Security Attn: Mr. om 7110
Criminal Investigative Attn: Mr. com 7116
Information Resources Attn: Mr. Room 5835
From: Information Regources

Electronic Surveillance Technology Section, EST-4

NADU, QT .
Contact: J703) |
Approved By: rris Ccarolyn G

Thomas Marcus C

Drafted By: ilp

Case ID #: 268-HQ-1001725 (Pending)

Title: NETWORK ACCESS DEVELOPMENT UNIT
PROJECT REDHOOK
CONTRACT ACTION

Synopsis: The EST-4 Unit is recommending that funding be approved
to enhance the RedHook processing and distribution unit (PDU}.
Additional funding is also being asked for to support present and
future case support.

Enclosures: STATEMENT OF NEED
INTERNAL CONCEPT PROPOSAL
Requisition # 863473

Details: FBI Contract J-FBI-91-98 was issued to Harris
Corporation in 1991. This contract was divided into five phases:

Page 1

b=
b7

Phase I - Feasibility study,
Phase IT - Prove out the study with
hardware/software development,
Phase III - Develop a Naticnal Law Enforcement
Standard,
Phase IV - Build and deliver three prototype
Integrated Services Digital Network DATE: 06-07-2007
(ISDN) intercept systems to the FBI for . .ssiriep By esivonmersr/nal
test and evaluation, and REASDN: 1.4 {E/G}

DECLASIIFY OM: 0o-07-2032

Case ID : 268-HQ-1001725 Serial : 59

ALL INFORMATION CONTAINED
HEREIN I3 UNCLAZSIFIED EXCEPT

m—- WHERE ZSHOWN OTHERWISE




’/ming Copy e Page 2

Phase V - Complete a small production run.

At the completion of this contract it was determined that the

system required further development prior to implementing
Phase V.,

FBI Contract J-FBI-95-228 was issued to Harris
Corporation in 1995. The purpose of this contract is to ensure
that the future RedHook production systems meet the FBI‘sS ISDN
intercept requirements, The Contracting Officer’s Technical

IRan:asan:aﬁaua_ﬁn:_:hiT contract is Electronics Engineer

jal




- E - Wofking Copy =---- Page 3

The RedHook Project is approaching Phase V: the
procurement phase. GSA has already given approval for an
indefinite purchase - indefinite quantity contract with Harris
Corporation with a ceiling of $10,000,000. It is anticipated
that this development effort will cost $400,000. The purchase of
11 systems will be the break-even point for the cost of this
enhancement.

iSj; It is anticipated that there will be multiple

/United States government agencies purchasing RedHook gystems, as
—wall o _baoth _tha Ll

x7 i

EST-3 18 recommending that the Contract Review Unit
(CRU) coordinate the tasking of Harris Corporation, Melbourne
Government Division to enhance the PDU. Specifically to redesign
the VME chassis based system to operate on a Pentium processor
based personal computer.

EST-4 is also asking for additional funding for both
case support and new development of system enhancements required
for future deployments. The additional funding for this effort
is $300,000.

Requisition #863393 dated 8/28/96 is in place for
$600,000 and requisition #863473 dated 5/29/97 is enclosed to
fund this effort. LEAD (s):

Set Lead 1:
FINANCE DIVISION

That the CRU coordinate the enhancement tasks for
Harris Corporation to upgrade the RedHook system and add
additional funding for cage support.
Set Lead 2:
CRIMINAL INVESTIGATIVE

For Information purposes only.

Set Lead 23:
NATIONAIL SECURITY

]'* [

For Information purposes only. Ey 70

Set Lead 4:
INFORMATION RESCURCES

For Information purposes only.

Mr. QT ERF

— e




Mr

Mr.
Mr.
Mr.

Thomas, QT ERF
ERF
T ERF

!

QT ERF (Enclosures 3)

SE&ET

Page
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---- Working Copy ---- Page 1

Precedence: ROUTINE Date: 01/17/1997
To: Information Resources Attn: Mr
Mr
Mr

From: Infeormation Resource
Electronic Surveillance Technology Section ook

Network Access Development Unit b7
Contact: | | 703 :

Approved By:

Thomas Marcus C

Drafted By: L 1p

Case ID #: 268-HQ-1001725 (Pending)

Title: UNESCORTED ACCESS
ENGINEERING RESEARCH FACILITY (ERF]}
NETWORK ACCESS DEVELOPMENT UNIT
ISSUANCE OF RETENTION BADGE

Synopsis: Booz Allen & Hamilton employeel Iis
presently assigned to assist the Network ACCess Development Unit
(EST-4) with matters pertaining to EST-4 projects. EST-4 ig
asking the Technical Oﬁerations Section to issue a retention

badge to Mr

b6
b7

Details: The EST-4 has a number of projects being supported by
Booz Allen & Hamilton employed
Top Secret clearance and
to the ERF. Because Mr, orks in this facility three
days a week a retention badge would limit the administrative
burden associated with daily checking in.

Mr. ill continue to work at the ERF for a minimum of a

yeat. TI int of contact for Mr :ls EST-4 Electronics
Engineer

LEAD {=}):

Mr.! has been working for EST-4 for over a year
wor%day bn-gite. It is expected that
€ po

Set Lead 1:

ALL RECEIVING OFFICES

Issue a retention badge to Mr.

cC: Mg | ALL INFUFMATION CONTATMED
M= HEREIN I5 UNCLASSIFIEL
DATE 0p-07-2007 BY 651T79DMH/KSR/BAT

e .  m rw e Er W T = e = e BA M AR M MR R e e mm e e e e ek i ko B MR T W R M MR e e mm e e mm o e e e e e W TE W N M W W M R W W W W W W e = e P oa

Case ID : 268-HQ-1001725 Serial : S8
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---- Working Copy ----
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---- Working Copy ---- Page 1
Precedence: ROUTINE Date: 01/17/199%7
To: Information Resources Attn: Mr.
Mr.
Mr.

From: Information Resource
Electronic Surveillance Technology Section Y

el

Network e
Contact: 703

Thomas Marcus o

Approved By

Drafted By: | fiip

Case ID #: 268-HQ-1001725 (Pending)

Title: UNESCORTED ACCESS
ENGINEERING RESEARCH FACILITY (ERF}
REDHOOK PROJECT
ISSUANCE OF RETENTION BADGE

Synopsis: Vitro employe is presently assigned to
assist the Network Acces ‘Unit (EST-4) with matters
pertaining to the RedHook project. EST-4 is asking the Technical

Opexaticns Section to issue a retention badge to
Mrl l

Details: = ject is being supported by Vitro
employee as a Top Secret clearance and
presently 15 allowed unescorted access to the ERF. Because

Mr. works in this facility five days a week a retention badge
wou imit the administrative burden associated with daily
checking in.

ki

MréE;;::pas been working for EST-4 for over a year
working fiv ¥Ys a week on-site. It is expected that Mr
will continue to work at the ERF for a minimum of a year. &
point of contact fox Mr[::fjis EST-4 Electronics Engineer

- |
LEAD (8):

Set Lead 1:

ALL RECEIVING OFFICES

Issue a retention badge to Mr| |
Mre. ALL INFORMATION CONTAINED
Mrs. HEREIN 15 UNCLASSIFIED
DATE 06-07-2007 BY 65179DMH/KSR/HAJ
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Precedence: ROUTINE Date: 12/03/1%96
To: Information Resources
From: Information Resources
Electronic¢ Surveillance Tech ogy Section, ESTL.
Contact: | |extension 703

Approved By: | |
Thomag Marcusg C

Drafted By: llp y
Case ID #: (U) 268-HQ-1001725 (Pending) Toi
Title: () EST-4
REDHOOK
U)o TRIP REPORT

Synopsfé?“%]}*C:EST—4 Electronics Engineer (EE)l |
traveled tc the San Francisco Office O survey a

possible FCI deployment of the RedHook int
FmﬁLuW*ept system at

{U) ified -3
Y - = -
(U) ~-Detailsi™ On 11/13/96 EE| | traveled to the SFO to -
conduct a site survey for a possible deployment of the -

RedHook ISDN intercept system. The technical point of contact in .
the SFO for this effort j c¢ial Agent {SA‘ST } The 7
case agent is SA also from the o

””;éQi The under cover (UC) location for the collection
and stor

e~of the data forwarded from the RedHook collection

-

o device is in | California. This site has existing T1
facilities but this equipment does not support the B8zZS encoding
required to forward the intercepted data being forwarded from the
subscriber location.

) To ensure that the facilities are correctly

conflgured to support this ISDN 1ntercepttﬂ. connection is

being engineered by]| ‘from the | location to the UC
site in ? This requires that the SFO purchase two D-4
_channel banks configured to support B8 i oding. S

5 coordinating this effort with from Lucen
s made a special request that the

tUJ_w_.-”“' gyst red to coperate with a Revox reel-to-reel
tape recorder for this mission. This will facilitate the

o W AL E e e e o MR TR N MR ER AL v o T W MM OER ML W T T M R R M e TH A M R R T R W EE M M EN e e e e e e TR W W W W MR M b e e

Cage ID : 268-HQ-1001725 E Serial : 56

DECLASEIFIED BY 6517%drh/ksr/uwaj
ON Be-07-2007
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translators operation at the SFO. EE k testing this
configuration in the EST-4 laboratory at this

configuration operates properly.

(Ch - Sal introduced EEl | tof |
[Becurity. si I EE Jand
Mr.l____ Figited thel ___Jsite where access to the
subscriber’s ISDN line is available. The subscriber is being
serviced from a SESS switch configured to deliver a four-wire _
interface direct to the customer. The RedHock sy m_is designed bf
to only intercept at the two-wire interface. The switch Ef"
manager will convert the subscriber’s line from four-wire to ;;L
two-wire prior to the deployment of the RedHook system. The -
switch manager will then convert the line back to a four-wire
interface prior to the service reaching the subscriber’s desktop.
1 :EbfiiThe[:;:;]switch manager will have to find a way to
depldy a network termination type 1 (NT1) device intoc the
subscriber‘s facility without alerting other telephone
maj rsonnel. The switch manager will contact
EE ior sa___]if he encounters any difficulty
implementing this NT1 deployment.
(U} - wm:}3(; The location of the intercept equipment is in a
room with a combination spin lock. This room is in a separate
building from the subscriber. The room that will house the
bridge unit and power supply has a 19-inch rack and an
uninterruptable 110 AC power supply available to support this
installation. The patch panel was identified that will connect
the ordered T1 line to the UC site,
Uy - -~~:P5(: The target installation date for this RedHook
gsystem is after 12/15/96. A RedHook fly-away system has been
identified and is being checked out to suppeort this installation.
LEAD {s):
Set Lead 1:
INFORMATION RESOURCES
FPor information only purposes.
ce: wr[ ]
Mr. Thomas Yt
Mr. 7o
Mr.
Mr.
Mx .
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Precedence: ROUTINE Date: 07/1/1996
To: Information Resources Attn: Mr.

From: Information Resources

Approved By:

Drafted By:

Case 1D #:

Electroni i Yy Section, ESTa
Contact; xtension (703)

Thomas Marcus C

N
ilp bl

kG
{U) 269-HQ-1001725 (Pending) k7o

F\ra.

Title: I NETWORKS ACCESS DEVELOPMENT (EST-4)

“::, S

Synopsis:

direct support of loaned RedHook equipmen

l.ﬁ.ﬁnHmLE.mJECT

Trip report for travel to n

(U) ived from:
Decl - -1

|: |: :l_zeferﬂ.n.‘??f___.

{U) FD540 #1612992 Serial

Details: B%=0On 6/4796 Supervisory Special Agent
nd Electronics Ergineer. (EE” ! ol |

a 1
jraveled td iat the request- ofl ez

bty
L7C
Lir

iLﬁ &7 The purpose of this travel was to demonstrate a
RedHook integrated services digital network (ISDN} intercept
system for possible deployment and purchase of additional systems
b The RedHook sys:f:;;jat was usged for this demonstration

is temporary loan td

anticipated

for three months with an
86,

return date ©

“::I The system was successfully installed and tested
at £ facility. During testing it was discovered that the

ISDN 1

nstalled for this demonstration were not functioning

normally. The lines were experiencing abnormally high far end
bit errors (FEBEs}. These FEBEs were occurring in bursts that
repeatedly caused the RedHook serial bridge to go into a safety

Case ID : 268-HD-1001725 Serial : 5%
MAL
DATE: 06-07-20307

h . _ ALL INFORMATINN CONTATNED
CLASSLFIED BY 63173duh/ksr/na) HEREIN I3 UNCLASSIFIED EXCEPT
REASON: 1.4 (B/G) WHERE SHOWN OTHERWISE
DECLASSIFY ON: N6-07-2032
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imuﬂu IS RITOWIT QU TIES.

\ZEE: Aft rning to the Engineering Research
l: I: :lFa'tf:'i'lity-,------t-he--e;:Fersonnel have repeatedly encountered the

L), o

ENTIAL
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bypass mode. When an ISDN line tester was placed on the line,
the FEBREs were found to be intermittent and of varying severity.

fpa(: ‘The were briefed on the RedHook
system during were not as severe.
Following the briefing, EE| gave a live demonstration

using the ISDN lines that were experiencing FEBEs. During the
demonstration, the system performed perfectly.

MY After the briefing was concluded, the ISDN_lines

FEBEs and aske the RedHook system cou e modified to
operate in this abnormal environment. EE has briefed
them on the fact that the system presentl times the

bit error rate allowed by the Comite Consultatif International de
Te}gg;anhigug1zt Telephonique (CCITT) standards for ISDN lines.
EE xplained that it is not feasible to further relax
the RedHook bit error safety bypass function. This would
inevitably be responsible for a subscriber, on a lawfully
authorized intercept, sending a repair person from the telephone
company cut to repair a RedHook serial bridge under these worst

case conditions.
“'againmadvisedj ]
ction, at this time, 1s To transport the

system to another location that has known good lines and proceed
with the testing of the RedHook system.

g

<5 b e

s B

CC:
Mr.
Mr.

CW
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5/28/96

X
FM FBI QUANTICO (268-HQ-1001725)/ROUTINE/

TO DIRECTOR FBI (268-HQ-1001725) /ROUTINE/

ROUTINE/

BT

SECRET c E;’ ;

CITE: /f/0857//

PASS: FBIHQ, INFORMATION RESOURéES_DIVISION, MRS. MORRIS,

ROOM 5829. _
SUBJECT: TRAVEL TO - i qr?nfss AND - 87/4=7/96 Equ:
FOR THE INFORMATTUN-UF1__ | EST-4, ELECTRONI
SURVEILLANCE TECENOLOGY SECTION, INFORMATION\RESOURCES
DIVTSTON FRIWQ  UAC DEDN OFFTCTATIY REQUESTER ]
TO PROVIDE TECHNICAL
' 'AN EXPERIMENTAL SYSTEM. 1
THIS SYSTEM, CODENAMED REDHOOK, IS AN INTEGRATED SERVICES b
DIGITAL NETWORK INTERCEPT SYSTEM. FBI PERSONNEL ARE REQUESTED b
TO DELIVER AND SETUP ONE SYSTEM FO S TO RETURN -
THE SYSTEM AFTER THREE MONTHS. S

(&

IN ATTENDANCE FROM EST-4 WILL BE SUPERVISORY SPECIAL

! ELECTRONICS
TECHNICIAN

ﬁHE SOLE PURPOSE OF DELIVERING THE REDHOOK SYSTEM TO

AVEL ON 6/4-7/96 WILL BE BY COMMERCIAL AIRLINE. DURING
THESE DATES, THE ABOVE MENTIONED PERSONNEL WILL ASSIST

THE SETUP AND EVALUATION-OF-THE -REDHOUK SYSTEM.
YYTSTANCE IS REQUIRED FOR LODGING. A RENTAL UIRED
FOR THE DURATION OF THE STAY.

. CONTACT FOR THIS EFFORT Isl
MR. CAN BE REACHED AT 703

BT COPY CCUNT PAGE
268-HQ-100172S

Case ID : 268-HQ-1001725 Serial : sS4

DATE: 0e-07-2007 -

CLASSIFIED BY 65179dmh/ksr /maj
REAZON: 1.4 (B/G]
DECLASSIFY OM: D5-07-2032

ALL INFORMATION CONTAINED
HEREIN TI% UNCLASBIFIED EXCEFRT
WHEFE ZHOWN OTHERWISE
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frecedence:  ROUTINE Date: 42271996

Toz Information Resources Attn: :(Emlosurﬁ

From: Information Resources

Electronic Surveillance Techrnology Section, ESI-4
contact: [ Extension ?O3b Faud
Lo

sproved oy L]

Thomas Marcuc C

ISR e——

Case 1D #: 269-0Q-1001725 (Fending)

Title: HETHORKS ACCESS DEVELOPMENT (EST-4)
REDHOOK FROJELT
TRIP REPORT 4/10/96 (V)

Synopsis:  Trip report to Harris at Melbourne, Florida to support
project Rediook. {U)

Claszificetion: "TONPIOEH b,

Enclosure: Monthly Stetus Report on RedHook Engineering Services

Program for April 1996. (U}
DECLASFIFIED BY 6517%dmh/ k3r/maj

mJD'nails: The RecHook project is an integrated services digieal UH N6-07-2007

network (tSON) Tntercept system, [t is designed to cepture I1SDM
signals between the telaphone company central office and the
subseriber’s eesidence, The RedHook system inserts = bridging
device i‘nto the "y interface and forwards Doth the subserlber’s
and associate’s signal to its distribution and minimization
conponents .

Lase I0 § 258-wa-1001725 Serfal @ 52
CONE
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On 4/10/9 Electronics Engineer (EE}
% of the EST-4, met With Harris personnel at their [
Me! , Florids location to review progress on the Aediook project ard give an eward fee presentation. Systsams Engineer [
epregent TN
epressited the

Jirom vitro Corporation,
represenced EST-4 at a contract advisor. (U}

The new multi-point task, which will allow the system
to discriminate between multiple telephone mumbers tharing o
single wire pair, is cignificantly ahead of schedule and well
under cost. The soffware coding required to perform this task
was lezserad due to good coding practice on the originsl design.
The systam Will now have a merw pick in the set-up meru to select
any combination of avellable telepbone numbers. The formel
acceptance test plan (ATP) for this task iz scheduled for late
May. W)

Work on the personml computer (PC) workstation is
starting an the Marria tean has identified u pentiun ba
platform to test. This system will use SUN Microsystems!

I l[f this software alilows the AedHook
soTtuare tof } this could significantly

reduce maintenace costs for the RedWock system. (U

Tagk 2, the addition of National 1508 1 (NT-7) and
Northern Telecom {NT} Custom, has gone through an internnal design
revied and is resdy to begin codirg software. This task is
consfderatily whead of schedute. Again this is due in large part
to the good eoding practice implemented by the Harris team on the
ariginal design. (U}

Upgrades to the cperating systems an Doth fhe
workstation software and the process and distribution wnit (PDUY
were performed auccessfully. The POV upgrade imvolved
sighificant trouble shooting on the park of Warris. The sources
of the difficulties were identified at the soffware design _house

e
A ————————————
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that maintains the commercinl sofiware, (U)

Task 1: workstation anomalies, has been completed with
all Toentified snomalies corrected. Task 1 will resume after the
ATP is completed and any additional anomalies are identified
during testing. ()

A commercial source, Melcher, has been identified for
2 rack mounted power supply. This replacement power supply will
replace the fully custom Harris developed and Marris manufactured
rack maunted power supply. The Melcher supply wes releasad far
sale after the design and manufacture of the Harrie custom
supply. The Melcher supply is manufactured by 8 Swiss company
for comercial telephone ¢ompany vze and meets or eaceeds atl FCC
requirements for {nstallatjon in & telephone compary central
office, W)
m

The beidge units hava been upgraded to include the
ability to stay logically Linked to the central office when the
subscribar powers ‘doMn their natwork terminator 1 (NTT).  This
problem arises when a ferminal adapter is either powered from the
SHIe source at 4 computer or is internal to the computer and the
system s powered down. The bricdge sensed thit as a fault
condition and went into » bypass mode. ~.Fhe systam now maintaine
the central office link and swaps statut bits to remain
transparent from the netwerk side of the bridge."-)(

(U} - o At the subtcriber's side the bridge serdds slonals to
the MT-1{ 'w'aiting for it to ba powersd on. When it is powered on
the time reqjjrea'fo_r_the WT-1 to power up and synchronize with
the network is {dentical to the time required without the bridge
present, This change recuired s changs in ode used In the
programmable read only memery CPROMF, {

A retrofit of existing bridges is being done on both
the card based seriat bridges and the field opgrable serial
bridges. The field operable gerial bridge retrofit requires that
the old PRONg be floated off the surface mount basrds wnd new
parts be ingtalied. These bridges have had a Lot of rewcrk
performed on them in the past sa there is A possibility chat one

Fage

3
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or two field operable bridge units may not survive this
procedure, (L)

While the retrofit of the PROMs is taking place, two
field operable serial fridge wnits will be cutfitted with new low
power ATAT [SDN transceivers. Thig should increase the distence
from which the field operable serial bridge can be remotely
powered.  The increpse in digtance will have to be determined
when the bridges are recertified after the parts placements are
comslete,  (Y)

The ATPa for the bridges, POU, and workststion are

uled far late May, EE and Vitro employee
Will be present for the testing. EST-4 will favite an EST-

representative (o be present. (U}

The Narris award fee for this four month evaluation
period wat 85 percent of the award fee in encess of the minimum.
This was achieved by scoring ¥ out of 8 possible 100 paints on
the svalustion criteria. This Herris team is performing
extramely well oy meating or exceeding target developtwnt datex
amd coming in under budget for the nejor casks warked on. {0

HORK COPY ROUTING SHEET

CC: Mr.

(AtTn: Mr {Enc lazure}
Mr_ Themas (Enclosure)

Mr.

(AtLo: i I (Enclosure}
Hrmtsmlmm)
TIAL
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OTD / Collection Architecture Meeting — March 17, 2006
Summary Notes / Action Items

Workshop discussion points
+ Need to include common EA terms in the read-ahead matenials. OTD is especially
interested in definitions for Information Technology (JT) and National Security System.

o A significant portion of OTD’s mission systems are clandestine technologies (ClanTech)
and are not considered IT and do not touch the FBI enterprise. The focus of the FBI EA
program should be on those OTD systems that interface with the FBI IT environment.

o Collection assets produce intelligence and do not produce records.

» Need to add satellites to the list of OTD priority projects (Technical Response Unit (TRU)

Communication System).

¢ Need to better define the OTD budget line items so that our reports do not over-inflate FBI
IT budget totals.

¢ OTD needs OCIO help with EDMS and the current service level agreements (SLA). Recent
system outages have impacted mission accomplishment,

Business Architecture

» EDMS should be mapped to the BRM Intelligence Collection sub-function (recommended
update for the next OMB Exhibit 300 submission).

¢ OTD is initiating a Division-level Transition/Consolidation Plan to move towards a
Consolidated FISA System in the future.

Services and Capabilities
¢« OTD has service needs for storage, search, evidence handling, and digital media.
o Currently they store/back-up both FISA and criminal content on removable media.
o OTD identified an evidence handling dependency with LD's Laboratory Information
Management System (LIMS).

| 3%
T&S Findings and Recommendations b
+ Need to compare OTD initiatives
o _See the Emerging Technology Bulletin Research Bulletin at
examples that discuss wireless technologies and many other topics and their impacts to
law enforcement and collection.
Action items
¢ Follow-up with] ¥or edits to the FBI Traceability Matrix.
o DCS is the common name for 6000 (DCS redundant).
o DCS 5000 is synonymous witmedundant).
o LEEDSis stem r). g
o Follow-up wi the OTD Transition Plan {Consolidated FISA System). kIC

lans to visit OTD to gain a better understanding of where QTD systems
Bl enterprise for inclusion in the FBI T&S Plan.

Follow-up with OTD on the status of the E-Requisition initiative.

Follow-up with OTD on the break out of their IT budget line items vs Collections budget
items.

ALL INFORMATION CONTAINEL
HEREIN IS UNCLASSIFIED

DATE £86=07=2007 BY 65179dnh/Esr fuwa)
UNCLASSIFIED / FOUO - # R /ESL (1)
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e

DCS 3000 and DCS 6000 are unclassified systems and each is type accredited as a
standalone system.

/DCSS000 are classified systems that are not accredited but are in the
process. However, there are significant unresolved issues. (We are identifying the

L2 significance of the identified risks to determine what plan of action to take to resolve
kPR issues.) It is highly unlikely that the C&A of these systems will be complete before
October 2003, _

DCSNet will be a single network that will permit field offices to connect to telcos viaa
single network. The contract has not yet been awarded for this system and there is no
current C&A activity.

The DCS 3000 will the interface between the DCSNet, and the DCS 6000 and
f IDCS 5000.

Consideration has been given to re-accrediting the DCS 3000 to document its role as the
system in the middle between the DCSNet and the DCS 6000 and the
{ ~pcs s000. '

The interface between DCS 3000 and DCS 6000 is a firewall (We need to determine how
to handlc this interfacc from a C&A perspective. ISA is inappropriate and MOA/MOU do b
not seam to be appropriate. Perhaps an ICD, firewall policy or a connection approval =0

process should be created.) E“.”_

Interface between DCS 3000 andl_, | JDCS 5000 is the C1 100, which is

being C& Aed scparately.

We understand th{ Jwill or has become the SCO for all of these systems.

We are scheduled to meet with ERF staff at 1000, on Tuesday 29 July 2003 at ERF office

at Quantico.

ALL INFORMATION CONTAINED

DATE: 06-14-2007 HEREIN IS5 UNCLASSIFIED EXCEPT
CLASSIFIED BY £5179 DMH/TAM/RSR/ch #1056237-000 VHERE SHOUN OTHERFISE

REASON: 1.4 (o)
DECLAGSIFY ON: 04-14-2032
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FBI Digital Callection
Exhibit 300: Part I: Summary Information and Justification (All Capital" -

Assets

1.A. Overview

1. Date of Submission: 8/4/2006

2. Agency: Department of Justice

3. Bureau: Federal Bureau of Investigation
4, Name of this Capita! Asset; FBI Digital Collection

5. Unique Project {Investment) 011-10-01-02-01-2503-00

Identifier: {For IT investment only, see
section 53. For all other, use agency 1D
system.)

&. What kind of investment wi}l this be in Mixed Life Cycle
FY20087 (Please NOTE: Investments

moving to O&M ONLY in FY2008, with
Planning/Acquisition actlvities prior to

FY2008 should not select O&M, These

Investments should indicate their current

status.)

7. What was the first budget year this FY2001 or eartier
investment was submitted to OMB?

8. Provide a brief summary and justification for this investment, including a brief
description of how this closes in part or in whole an Identified agency performance
gap:

Digitat Collection consists of the DCS-3000, DCS-5000, and DCS-6000, which provide digital collection
togls, foreign counterintelligence gathening, and law enforcement evidence collection, respectively, -
Today's information technology capabilities afford terrorists and criminals many avenues to coordinate and
commit offenses against US citizens and interests. Traditional phones were the primary avenue criminals
used to comrunicate information regarding unlawful acts. Today, more incidents are committed and
facilitated by terrorists using high-tech, non traditional communications methods. Communications
methods are dramatically increasing in number and complexities, resolting in the continual and evolving -
need for advanced methods of electronic surveillance of voice communications - methods of electronic
surveillance have limited-life utility in intercepting newer, more secure types of publicly offered
communications. The expansion of electronic surveillance activity in frequency, sophistication, and
linguistic needs continues to increase the level of support required, An important factor behind this
expansion is the changing demographic of targets that must be monitored by Investigators. The FBI must
supply equipment and analytical tools to uniquely qualified language specialists to speed the translation
and transcription process to meet the investigators' needs. Further, the life span of today's technology is
often much sherter than ¢lder technologies, resulting in more frequent need for sclution development.
Terrorist and criminal activity has expanded across international boundaries. Current United States-based
intercept technologies and collection capabilities are not always sufficient to meet global requirements,
Increased coordination and cooperation with other Government agencies and Governments of other
countries place are needed. Digital collection must continue to clearly define elactronic surveillance
requirements and closely track manufacturers' approaches and solutions. Collection equipment
manufacturers continue toward complying with technical standards as a resuit of the Communications
Assistance to Law Enforcement Act {CALEA). One result of the CALEA standard is more information is
available for collection. This increase in data coupled with the increased complexity of computer-based
electronic surveillance information management systems will impase a requirement for efficient
distribution to users and their respective collection systems

9. Did the Agency's Yes
Executlve/Investment Committee
approva this request?

a. If "yes,” what was the date of this 5/19/2006

6  SECRET
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approval?

10. Did the Project Manager review this  Yes
Exhibit?

11. Contact information of Project Manager?
Name

1 .
[
Phone Number ' 703:

Emaitl | ]

12, Has the agency developed and/or Yes
promoted cost effective, energy efficient

and environmentally sustainable

technlques or practices for this project.

a. Will this investment include Yes
electronic assets (including computers)?

b. Is this investment for new Ne
construction or major retrofit of a Federat
building or facility? (answer applicable to
non-1T assets only)

1. If "yes,” is an ESPC or UESC being No
used to help fund this investment?

2. If "yes," will this investment meet No
sustainable design principles?

3. If “yes," is it designed to be 30%
more energy efficient than relevant code?

1:;, e

13. Does this Investment support one of
the PMA initiatives?

If "yes," check all that apply:

13a. Briefly describe how this asset
directly supports the identified
initiative(s)?

14. Doas this investment support a
program assessed using the Program
Assessment Rating Tool (PART)? (For
more information about the PART, visit
www.whitehouse.gov/omb/part.})

8. If "yes,” does this investment
address a weakness found during the
PART review?

b. If "yes,” what is the name of the
PART program assessed by OMB's
Program Assessment Rating Tool?

¢. If "yes,” what PART rating did it
receive?

15. Is this investment for information

Yes

Human Capital, Expanded E-Government

Strategic Management of Human Capital. The FBI
acquires individuals with rare linguistic skilis by
collacating and networking the collection assets
within proximity for employment, training, and
development. A work flow management module is
used by operations managers monitor productivity
and distribute work accordingly. Expanded E-Gov.
Systems are used in internal and external
collaboration with Joint Tactical Task Forces, other
federal departments, and intelligence organizations,

No

No

Yes



http://www.whitehouse.gov/omb/
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technology?

If the answer to Question: "Is this investiment for information technology?” was
"Yas," complete this sub-section. If the answer is "No,”" do not answer this sub-

section.

For information technology Investments only:

16. What is the lavel of the IT Project?
{per €10 Council PM Guidance)

1?2. What project mmanagement
gualifications daes the Project Manager
have? {per C10 Council PM Guidance):

18, Is this investment identified as "high
risi" on the Q4 - FY 2006 agency high
risk report (per OMB's "high risk”
memo)?

19. Is this a financial management
system?

a. If “yes,” does this investment
address a FFMIA compliance area?

1. If "yes,” which compliance area:
2. If "no,” what does it address?

Level 1

{4) Project manager assigned but qualification
status review has not vet started

No

No

No

b. If "yes," please identify the system name(s) and system acronym(s) as reported
in the most recent financial systems Inventory update required by Circular A-11

saction 52

20. What is the percentage breakout for the total FY2008 funding request for the

following? (This should total 100%)
Hardware

Software

Services

Other

21. If this project produces information
dissemination products for the public, are
these products published to the Internet
in conformance with OMB Memorandum
05-04 and included in your agency
inventory, schedules and prioritles?

33
3
38
26
/A

22. Contact information of individual responsibte for privacy related questions:

Phone Number

Title

E-mail

23. Are the records produced by this
investment apprapriately scheduled with

the National Archives and Records
Administration’s approval?

202- 32l I

No

NT
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LB. Summary of Funding

Provide the total estimated life-cycle cost for this investment by completing the
following table. Alt amounts represent budget authority in millions, and are rounded
to three decimal places. Federal personnel costs should be included only in the row
designated "Government FTE Cost," and should be excluded from the amounts
shown for "Planning,” "Full Acquisition,” and "Operation/Maintenance.” The total
estimated annual cost of the investment is the sum of costs for "Planning,” "Full
Acquisition,” and “Ogperation/Maintenance.” For Federal buildings and facilitles, life-
cycle costs should include long term energy, environmental, decommissioning,
and/or restoration costs. The costs associated with the entire life-cycle of the
Investment should be included in this report.

Tahle 1: SUMMARY OF SPENDING FOR PROJECT PHASES

(REPORTED 1IN MILLIONS)
{Estimates for BY+1 and beyond are for planning purpoeses only and do not represent budget

demsnons)

- I ——
f . 2006 2007 Jz2008 2009 2010 2011 :
; Earfie Beyond .
i|Plar'|nir|g S o e

Budgetary Resources |[11.075 |0 i2.554  |R2.554 il 0 in i ﬁlﬁ 18§_WJ
hsgyJ.;v!t_l_op_...., R . e o
T _Budgetory Resources _136.33910 . 0. I[17.359 ji6.2e1 1o 0. 0. _ﬂ;ﬁg-s_sa
[Subtotal Planning & Acquisition i .
| Budgstary Resources_ [147.414i0 jfz 554 z|19,_ 13 1|15 261 0 _,___m_..w_ _lﬁ_.___ ._.,ifl_ﬁﬁ.;l.f!%

Dperatlons& Malntenance e e e
{ _Budgetary Resources. }I'SZ 735 *FE 124 ||35446 I|_54? 511?0?5 - gl-_e_g:ggs_ B |44 D26 _ h_lzs |I286 604
foraL N _ e
i  Budgetary | Resources grzoo 1491!23 124 3. ___1i35 46 ‘b_3 336 549 szs il44 026 _azs 51471 745
Govemment FTE Costs__ ,

;1 Budgetary Resources $|7.14 l|1 905 1[1.905 fl_ ; i|14 253 j r|14 263 '114 263 _j_zsa lsz 265
umber of FTE i 1 21 21 ‘21 6
represented by Costs: |7 5'7 _”7 iE__ ||_2 . _!| EL_ .‘I‘T |—

Note: For tha cross-agency investments, this table should include all funding (both

managing partner and partner agencies). Government FTE Costs should not be
included as part of the TOTAL represented,

2. Will this project require the agency to  Yes
hire additional FTE's?

a. If "yes,” How many and in what Beginning in FY08 ten Electronic Techs are

year? requested to perform requirements generation,
testing/evaluation, installation of new/upgraded
equipment, and user training as well as, system
administration expertise, telephonic/on-site
technical support and system maintenance support
for over 1,300 users. Four Electranic Engineers are
required to provide technical expertise reiated to
electrical interactions within internal system
components and external telecom service provider
componentsfequipment.

3. If the summary of spending has changed from the FY2007 President’s budget
request, briefly explain those changes:

The FBI is in the process of analyzing alternatives for the next phase in FISA {What is this? Acronyms used
the first time must be spelled out) collection systemns. The requested personnel enhancement of 14
personnel and non-personnel enhancement of $11,035,000 will enhance the Digital Collection project's
capacity to provide next generation systems, facilities, and capabilities to enable continuance of audio and

9
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data collection in the furtherance of the FBI's FCI and Counterterrorism (CT) responsibilities, seamless
transition to regionalized collection, and provide replacement equipment which will be required for
inoperable systems and component replacements which be required for obsolete equipment. Systems are
nearing the end of their life cycle and require substantial investment in maintenance costs to maintain an

. adequate technological capability until they are replaced. Major overhaul or replacement of these systems
will became a necessity beyond FY 2007. The deployment of advanced digital collection systems, which
meet the FCT digital coliection® regional architecture represents a significant and critical factor in collection
implementation. This requires additional knowledgeable staff for installation, training, and maintenance as
well as provision of a new generation of collection systems to collect information in the most efficient
manner, Contractor support, currently performing these functions, will not be available in FY08. The
nonpersonnel enhancement will be used for new systems and equipment purchases ($6,850,000); system
upgrades and installation ($685,000); and service maintenance agreements ($3,500,000). Collection
systems will be required to interface with the upcoming Electronic Surveillance Database Management
Systermn (EDMS) to maintain current capabilities until their replacerment. Without the requested resources,
the number of funded contractor positions is expected to increase.

1.C. Acquisition/Contract Strategy

1. Complete the table for all {Including all non-Federal) contracts and/or task orders
currently in place or planned for this investment. Total Value should include all
option years for each contract. Contracts and/or task orders completed do not need

to be Included. [
Contracts/Task Orders Table: ’ ' o ' 7
If 50 what|iStart date‘| End date || Total | Isthisan |} Isit [Competitively,| What, If ;| IS EVM || Doas |[Name ori €O Contact infori
‘lis the date of : of i Vaiue of {[Interagency,performance | awarded? - any, | Inthe | the il co {phone/ema
of the Contract/ | Contract/ ;{Contract/; Acqulsitlon?!' based? ipftemative contract? [contract. f
laward? Ifl| Task | Task | Task : | financing : i| inctude | :
imot, whati| Order | Order ;| Order | [ ; i| option is | the | '
is the i ‘ i being required ;
planned ; ; : F : 1 used? | ] security '
Pt [ N N I I -
* ! | 5 | ;- j|Brivacy ;
; : E : j [Flauses?, :
ik o i i V] J— : R i 1
| \ : ’ : , ; 1
18/1/2005 1|8/1/2005 14/30/2010112.1 No j o ves INA ; No iYes
: R : P i ! s : ;
].9;' 29/2002 9/29.{2002: 9,1'28.;‘20081E 14 No 5No ! [fes }IA fIno ;Yes
: i i l ; :
147172005 {14/1/2005 1{7/1/20086 :|1.097 iNo iINo {res ‘INA iNo ives
¥ A el
- '9/15/2003 9/15/2003 9/ 15/2008:_ K7 :[No b\lo :‘Yes :[NA EINO _iYes
0/3/2003 {fo/3/2003 |[9/8/2008 i[1.091 “No : No [res }‘m Mo s
10/1/2003 [10/1/2003 9}30{2003; 9 Jres No es +w\ No Yes
10/ 7f2004! 10/7/2004 (10/5/2009 1.091 ENO }No : Yes [NA [No Yes
H TR | . il ! ] | '

2. If earned value is not required or will not be a contract requirement for any of the
contracts or task orders above, explain why:

Contracts suppaorting Digital Collection are legacy contracts awarded prior to EVMS requirements, (EVMS
has been a requirament since the inception of the Clinger-Cohen Act). However, current risks for contract
performance rests with the firm fixed price contractors. Technical, scheduling, and cost performance is

10
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managed by the Digital Collection project.

3. Do the contracts ensure Section S08
compliance?

a. Explain why:

4, Is there an acquisition plain which has
been approved in accordance with agency
requirements?

a. If "yes,” what is the date?

b. If "no," will an acquisition plan be
developed?

1. If "no,"” briefly explain why:

1.D. Performance Information

Yes

Contracts supporting this requirement ensure
Section 508 compliance in order to meet [egal
requirements as weli as satlsfv needs of user
personnel.

Yes

10/29/2000

In order to successfully address this area of the exhibit 300, petrformance goals must
be provided for the agency and be linked to the annual performance plan. The
investment must discuss the agency's mission and strategic goals, and performance

measures must be provided. These goals need to map to the gap in the agency’s
strategic goals and objectives this investment is designed to fill. They are the
internal and external performance benefits this investment is expected to deliver to
the agency (e.9., improve efficiency by 60 percent, increase cltizen participation by
300 percent a year to achieve an overall citizen participation rate of 75 percent by
FY 2xxx, etc.). The goals must be clearly measurable investment outcomes,; and if
applicable, investment outputs. They do not include the completion date of the
module, milestones, or investment, or general goals, such as, significant, better,
improved that do not have a quantitative or qualitative measure.

Agencies must use Table 1 below for reporting performance goals and measures for
all non-IT investments and for existing IT investments that were Initiated prior to FY
2005. The table can be extended to inciude measures for years beyond FY 2006.

Performance Information Table 1:

Eiscal_ Strategic Goal(s Performance Actual fbaseline Planned | Performance
Year,, Supparted Measure | {(from Previous ;| Performance ;| Metric Results :
- i Year) Metric (Target) | ___(Actual)
2000 ‘iProtect America ! Number of of Title 50 ilIncrease digital  {{Increased digital
iagainst the threat standard Title 50 ystems collect viaikollection systems lcollection svsterns |
fof terrorism igital collection nalug inputs .:_bv 10% Iby 10%
; | ystemns in field I
o jioffices : i
2000 [Enforce federal ear end of life  'I9S5% of Title 11 'IDeploy additional Deployed
“kriminal laws [Title TII systems  systems end of life ]10% of Title 11l ladditional 30% of
:deployed in field :[pystems {Title IIt systems
b JOffiCES . N
D001 dentlfy, prevent | MNurmber of 0% of Tntle 50 Increased digital
nd defeat foreign : ; ndard Title 50 ystems collect via collection systems
ntelligence 1 igitat cotlection nalog inputs by 50% :
perations i ermns in field ; :
e _loffices e
2001 Erevent terrorist ines of input tal fines of mput E’ncrease Iines nl’ F’ncreased lines of |
cts and protect upported for Title for analog and igital collection igital collection -
vitical 1T and Tide 50 lgttal collection  :linput by 100%_ _ :input by 88% -

11
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_Infrastructure

[digitat collection _

A

2001 [Enforce federal

criminal laws

i

I

ear end of life

;|Title 111 systems
‘deployed in field

5% of Title 11
ystems end of life.

‘iDeploy adcllt;onal

10% of Title I11

; Isyste ms

eployed
dditional 20% of :
i itle 11T systems

L

Jloffices I e ;
2002 dentify, prevent umber of ;30% of Title 50 .Increase digital . creased digstal :
.@nd defeat foreign ndard Title 50 . systemns collect via:lcobiection systems jjcollection systems
Jintelligence -digital collection  analog inputs iby 10% by 10% i
operatians stems in field | ': i l
b effices s e b AL
2002 Prevent terrorist  Lines of input Total lmes of mput ncrease lines of creased I:nes of
cts and protect  isupported for Title !for analog and ;digital collection igital collection
critlcal 211 and Title 50 digital collection F\put by 30% nput by 16% ;
knfr‘astructure ‘digital cellection # classified) _j
2002 - [Enforce federal INear end of life :145% of Title 11 eploy additional :[Deployed ;
(Lriminatl faws tie [If systems  systems end of Itfe 0% of Title 111 ) additional 40% of
eployed in field | ystems iffitle Il systems
v e fffiCES R | ..
2003 Identlfy, prevent 3 vmber of i 0% of Tltle S0 ';Increase digital ncreased dlgltal i
nd defeat foreign g tandard Title 50 !lsystems collect via:icollection systems llection systems |
telligence idigital collection ] nalog inputs by 20% y 20% ]
Fperatlons ilsystems in field | ' d
Iloffices | !
D003 Prevent tetrorist nes of input :'!'otal lines of mput ncrease lines of _[Increased lines of
cts and protect  -supported for Title |for analog and digital collection  digital collection
ritical (11 and Title 50 digital collection nput by 300% nput by 346%
.. ..nfrastructure digital collection K # classified) e b .
003 [Enforce federal  {[Near end of life 5% of Title If |Deploy additional [Deployed !
criminal laws ;Titie III systems vstemns end of life (5% of Title 111 gaddltlonal 5% of |
. ideploved in field ‘Isystems JTitle III systems .
: _ioffices L f . B .
2004 dent:fy, prevent nes of input [Total lines of input Increase lines of JIncreased lines of

__ibefore they accur _in]

?bv 9%

nd defeat pported for Title "¥or analog and ‘digital collection  digital collection i
ntelligence 111 and Title 50 ‘digital collection  jinput by130% input by 135% i
perations digital collection  {# classified) : : i
onducted by ; i

... [foreign power _ { - N .
2004 ‘{Prevent, disrupt [ ystem information|Total storage Hincrease system  {[Increased system
and defeat jjstorage capacity for apacity 12,500GB | storage capaclty listorage capacity
_terrorist operations icollected Ebv 12% :

1] —..

s

Total. storage

‘increase system

before they occur

; ntercepted Title 50

stem capacity
vallable to

nslate and
anscribe

linformation

‘supported by 37% j
i i
!
i

dentify, disrupt ysnem !nformatlan : ncreased systern ;

nd dismantle [storage capacity for_ capacity 4,200GB :pstorage capacity  storage capacity -

rgeted [collected evidence | by 9% by 12% :

nternational drug ° . .

rafficking

. lorganizations  _ il i - | TP :

2005 Prevent, disrupt, B0 linguists and !Encrease capacity ;Encreased capacuty
.and defeat gents supported for users Or users

‘Rerrorist operatlons upported by 37% )

{2005 Prevent Terrorism
nd Promote the

Mationés Security

nes of input

Li.
upported for Titfe |
11 and Tide 50

or analog and
tgital collection

liTotal lines of input - increase iines of
-digitaf collection
.fnput by 110%

Tncreased lines of -
_digital collection
nput by 109%

T

_lInterests of the

PP L P—

|

. igital collection :i{# classified) I .
2005 - Enl‘orce Federal HLines of input q otai lines of input |Increase lines of  |{Increased lines of -
Laws and ilsupported for Title :for digital itigital collection digital collection !
represent the 111 digital CO"GCthI‘I} llection (# linput by 30% input by 60% :
JRights and % liclagsified) ; |

il

12%




=

1.....-.......__a

;merican People

|

J

$
} - i
2006 ent Terrorism | Colfected I itie 50 system  /[Certity and ‘Title 50 system
‘and Promote the .information meets |ertification and  laccredit Title 50 :[certified and 7
Watlonés Security japplicable security ;pccreditation ‘systern : ceredited j
‘standards and Sncomplete . : :
_.._policies___ Il ; L
5606 Prevent disrupt jtunes of mpul: Total lines of input [[ncrease lines of  [increased lines of |
nd defeat upported for Title for digital digital collection igital collection |
‘Rerrorist operationsl 50 digital collection |icollection (# linput by 10% nput by 4% ;
_ ‘before they occur | classified) : |
2006 Enforce Federal tines of input i[Fotal lines of input i[Increase lines of [increased lines of
ws and Jsupported for Title |for digital digital collection  !digital collection
epresent the "I digital coltection ifcollection (# linput by 9% Jinput by 8%
‘Rights and ' classified) - ;
nterests of the
 AmericanPeople ol SO I
2607 Effectively utilize Automated voice toiEo automated ~fimplement initial
:@applied science ;text tools available {jvoice to text tools capability for voice
‘and engineering  |i{language jlavaitable o text tools
sources to Heranslation) :

mpower the FBléis
Envestigative and ;
operations and t
‘thwart the E
ladversaries i
2007 [Effectively utilize
nd enginaering
esources to
investigative and
nteltigence
.Ehwart the
echniques of our

‘[ritle 50 system

Voice recognition !
tools available for !
)
|

Imtelligence

‘techniques of our |

applied science
mpower the FBlés
perations and
adversaries

INo voice
nition tools
vailaple for Title

[150 systems

:Implement initial

capability for voice:
ko text tools

HImplement initial

.o text tools

capability for voice

SEERRE

2007 lEffectwely utilize iImprove speed of 12 hour maxamum 10% average :

applled science lfaccess and ime from [improvement of

and engineering :ldissemination of nterception to -gime from

sources ta dnformation ikranslation of ‘yntercept to %_

sempower the FBI¢s kollected through ritical, time- anslation :

nvestigative and  [idata and ensitive

“intelligence |telecommunications intercepts :

‘operations and lintercepts i ;

thwart the l ' ;

‘technigues of our i

... Bdversaries ] : _ i

2007 [Protect the United _gncident response [100% response to ‘Maintain 100%

[States from Jjand lnvestigative  frequests for new response to ,

rerrorist attack "icapability -quick reaction .frequests for new i

Jeollection “QuICK reaction i

capability ‘oliection |

o capability

2007 Estabhsh an % itle III system ystem certured ‘Maintain ! :

senterprise-wide  xertification and nd accredited  “certification and !

ecurity Program ;laccreditation ‘pecreditation ‘ !

.that protects our | : ! :
eaple, {
;F%rormation, and E

ricapabilities ! : e i e

2007 Establish an [Title 50 system __fiSystem certified _‘[Maintain B
13




Ry

_]enterprise-wide

Eertiflcal:ion and

pnd accredited |

rtification and

|

Security Program  accreditation .fpecreditation ;
khat protects our ! : .
-jpeople, : !
fnformation, and : )
. __.rapablities : T S ]
2007 :Establish an gocs 3000 systern iSystem certified _ [Maintain ; :
enterprise-wide ;'certlﬁcatnon and | nd accredited certification and | :
Security Program !accreditation ! jacereditation | '
‘ghat protects our | | ! ?
‘people, | | !
‘information, and I | i
.. . Lapabilities | T R .
2008 Effectively utilize | utomatecl voice to nitial automated §10% Improvement ]
-applied science text tools available :voice to text tools !jn voice to text i
nd engineering  {(tanguage ‘favailable for Title Rools capability ;
asources to fransiation) |50 systems : :
power the FBlés : 1 ;
nvestigative and : :
ntelligence ' .
perations and . ' ]
hwart the ‘ ' ;
echniques of our - : : ]
.@dversarles = e H SO UUY N e e .
2003 [[Effectively utilize {Moice recognition No voice 0% |mprovernentf i
ipplied sciance itouls available for j|recognition tools  fin capability for | i
‘hind engineering !Tltle SO systern  |[available for Title (voice recognition | ;
esources to | 50 systems “tools F
mpower the FBILs t :
nvestigative and | ;
ntelligence i |
perations and i i
thwart the : . :
{;echmques of our i :
. dversaries 4 .o gl 0} N ’
2008 [Effectively utilize  [Improve speed of [10.8 hour 10% average : :
pplied science ccess and aximum time J4Amprovement of ;
-and engineering issemination of rom interception ftime from ;
esources to nformation Jo translation of  -jntercept to !
mpower the FBIés collected through  [critical, time- nslation :
nvestigative and  data and pensitive i |
ntefligence telecommunications ntercepts . ;
operations and  lintercepts ' ' i
thwart the : ’5 j
techniques of our ° | :
| pdversaries A . B ‘
2008 Protect the United |[Incident response L00% response o aintain 100% i :
‘Ktates from !Bnd investigative {jrequests for new response to |
_terrorist attack icapability quick reaction requests for new l i
; 4 collection ulck reaction :
! capability callection I
) SO RDRTIUN | OV ﬁapablhtv |
2008 Establish an [Tithe TII system ystern certifled aintain .
iterprise-wide ertification and nd accredited rtification and
urity Program  jaccreditation cereditation
t protects our
ple,
nformation, and
_. rapabilities e e e e . !
2008 [Establish an Title S0 system (Gystem certified |Maintain : ;
enterprise-wide I rtification and nd accredited certification and |
[Security Program  pccreditation pecreditation | :
hat protects our I : !
__people, i . . . P




i

nformation, and

!

|

.Security Program -

‘that protects our |
ople,
information, and
apabilities

cereditation

‘[ccreditation

!

copabilties ol . I b
008 stablish an - CS -3000 system System certifed 'Maintain ! !
nterprise-wide ertification and nd accredited ‘eertification and J i

2009 Effectively utilize
fapplied science
‘and engineering
resources to
mpower the FB[cs
‘investigative and i
ntelligence i
perations and
‘thwart the
jrechniques of our
adversarles .
IF

Automated voice to

text tools available
{language
kransiation)

Initial autornated
voice to text tools
ravailabie for Title
50 systems

1 0% [ mprovernent

‘In voice to text
ifools capability

2609  [Effectively utilize

1

‘Woice recognition

Atitle 50 system

tools available for

JNo voice
recognition tools

availabte for Title
50 systems

capability for

;EO% improvement
in

voice recognition
:ffools

t
|
:
|
i
|
P

. Adversaries s b - . :
2009 ffectively utilize } mprove speed of .8 hour maxirnurnl 10% average ;
pplied science laccess and ime from -mprovement of :
iand engineering  ildissemination of nterception to ‘tirne from i
fresources to Hinformation anslation of intercept to : J
mpower the FBlés kcollected through ritical, time- translation : !
investigative and iMata and ensitive
intelligence {kelecommunications intercepts i
‘operations and | ntercepts
wart the : i
hniques of our } :
. -Adversaries 3 e e 2
2009 [Protect the United lincident response  1100% response to [Maintain 100%
tates from nd investigative 'requests for new [esponse bo
errorist attack capability ‘quick reaction -requests f'or new
ollection quick reaction
Jcapability coilection
J . b ... _. ixepability
2009 -[Establish an iTitle IT1 system [System certified  'Maintain
enterprise-wide  certification and  jand accredited ' certification and ;
Securlty Program I ccreditation i pccreditation
-hat protects our | i :
people, } ]
information, and i
__...capabiives [ N | ) FR o
2009 Fsmblish an itle 50 system ystem certified aintain
enterprise-wide rtification and  ‘'pnd accredited rtification and :
‘Security Program  accreditation ccraditation !
that protects our :
people,
nformation, and
L,apabili.tfﬁs_. T TR S P T
[2009 [Establish an _____JIDES-3000 system_([System certified _‘Maintain H :
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enterprise-wide kertification and  fand accredited tertlﬁcatlon and
ecurity Program jaccreditation ‘accreditation

hat protects our | :

ipeople, f

information, and ! ‘

_kapapiities B )

2009 |[Effectively utiﬁze 'Automated voice I:ol lnltia! automated :|10% improvement
pplied science text toals available 1\ﬂ:nce to text tools 'n voice to text

nd engineering  {language ||avallable for Title ' fools capability
1

urces to ‘kranslation) 60 systems

investigative and

wart the :
niques of our :
‘Bdversaries  __ !

2010 ([Effectively wtilize rﬁutomated voice tofnitial automated 10% mpmvement
-applied science text tools available jvoice to text tools |in voice to text
:!and engineering  !{language available for Title  ‘kools capability
resources to translation) 50 systemns i
1er1~1powrer the FBIés :
ﬂnvestigative and
ntelligence
‘operations and
ithwart the
.techniques of our .
‘ladversaries _ i

5010 [Effectively utilize  NVoice recognition Eo voice 'Lzo%' improverent

|
|

pplied science tools available for yecognition tools  jn capability for

nd engineering  [Title 50 system vailable for Title Moice recognition

esources to 150 systems kools

mpower the FBIés

-Envestigative and [
ntelligence : ;

_ hwar_t the 3 ' '
I
!

2010 Effectively utilize (Improve speed of 8 hour maxlmum 10% average

lappiied science ccess and {ime from [mprovement of
Aand engineering issemination of i interception to time from [
esources to information ransiation of fintercept to E
-empower the FBI¢s collected through ritical, time- {ranslation i
Jinvestigative and |data and ensitive ' !
Jintelligence &lecommunications [intercepts t i
ijpperations and ntercepts 1 : !
qthwart the % ;
-frechniques of our : 1
... Agversaries i _ T
2010 |Protect the United - nmdent response J100% response to  [Maintain 100%
States from nd investigative  |requests for new [response to
terrorist attack icapability quick reaction ‘Irequests for new
collection quick reaction
capability collection
N Ao g capability .
2010 l:sl:ablish an {[ritle TIT systan I ystem certlfled aintain E
lenterprise-wide  {certification and nd accredited rtification and
Security Program  jaccreditation [ ccreditation !
that protects our }r
peopie, H * 5
fnformation, and | | i
... COpabilities .. . |
I2010 |[Establish an {T itie. 50 sysl:em iSystern certlfled 'Maip_tgjn_ I
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enterprise-wide [ertification and - jand accredited rtification and i
ecurity Program accreditation ; ‘lacereditation ;
at pratecks gur % : .
ople, ‘ i
nformation, and . !
‘kcapabilities | S | } I

2010 [Establish an DCS-3000 system "fFQs't;m certified [Mamtain

nterprise-wide  ‘rertification and nd accredited ‘certification and
ecurity Program ”accreditation Tacereditation
‘that protects our | .
Jpeople, i
information, and ;
. ...Capabilities |

All new IT investments initiated for FY 2005 and beyond must use Table 2 and are
required to use the Federal Enterprise Architecture {FEA) Performance Reference
Model (PRM). Please use Table 2 and the PRM to identify the performance
information pertaining to this major IT investment. Map all Measurement Indicators
to the corresponding "Measurement Area” and "Measurement Grouping” identified in
the PRM. There should be at least one Measurement Indicator for at least four
different Measurement Areas (for each fiscal year). The PRM is available at
WWW.egOoV.gov.

Performance Information Table 2:

Actual
Results

Planned
Improvement:
to the

Baseline

[

1.E. Security and Privacy

In order to successfully address this area of the business case, each question below
must be answered at the system/application level, not at a program or agency level.
Systems supporting this investment on the planning and operational systems
security tables should match the systems on the privacy table bhelow. Systems on the
Operational Security Table must be included on your agency FISMA system [nventory
and should be easily referenced in the Inventory (i.e., should use the same name or
identifier).

All systems supporting and/or part of this investment should be Included in the
tables below, Inclusive of both agency owned systems and contractor systems. For
IT investments under development, security and privacy planning must proceed in
parailel with the development of the system/s to ensure IT security and privacy
requirements and costs are identified and incorporated into the overall lifecycie of
the system/s.

Please respond to the questions below and verify the system owner took the
following actions:

1. Have the 1T security costs for tha system(s) been identified and Yes
integrated Into the overall costs of the investment:

a. If "yes," provide the "Percentage IT Security" for the budget year: 5
2. 1s identifying and assessing security and privacy risks a part of the Yes
overall risk management effort for each system supporting or part of this
investment.

~ShGRET_
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3. systems in Planning - Security Table: : —

Name of i| Agency/ or Contractor Operated -| Planned Operational | ' Planned or Actual C&A
- System System? _Date Campletion Date
|1Dcs -5000  GovernmentOnly _l30s2008

Namea Agency/ or | MIST FIPS |[Has C&A been: : Date Date tha

of Gontractor 199 Risk {| Completed, ! /| Complete(d): || contingency |

System![ Operated Impact uging NIST Security plan tested

: System? leval 800-37?7 . ‘| control Testing :

' ' Controls

o il P IO | SO | RPN | NP ... ] SRS D : RN

Cs- i[Government ' JFIPS 200/ !

' 000 'Enlv ngow Yes EIGIUZOOG NIST 800-53 :;5/3!2006 6/27/2006 :

CS- |Government i | ‘[F1Ps 200 / "Is g

20 oy Hoderste ves Jprsyavos QST husiyzoos  erarracos |

C5- overnment ] ! PS 200 /

|ooo ony | few  res /22006 ot oy 5y [5/26/2006  [(6127/2006

5. Have any weaknesses related to any of the systems part of or supporting this Yes
investment been identified by the agency or IG?

a. If "yes,” have those weaknesses beén incorporatad agency's plan of action

and milestone process?

6. Indicate whether an increase in IT security funding is requested to remediate No
IT security weaknesses?

a. If "yes," specify the amount, provide a general description of the weakness, and
explain how the funding request will remediate the weakness.

Yes

7. How are contractor security procedures monitored, verified, validated by the
agency for the contractor systems above?

Contractor security procedures are not required; systems that comprise the Digital Collection Project are
agency owned and operated.

8. Planning & Operational Systems - Privacy Table: - .

MName of; | Isthisa | Isthere aPrivacy | Isthe PIA available ;| Isa System of Was a naw or
System ; new ; Impact Assessment - to the public? Racords Notlce amendad SORN
i system? ;| (PIA) that covers this ! {SORN) requlrad publtshed in FY 06?7
il _SYSR@WR _for this syst .
L i i ';No, because a FlA s ',No. because the
CS- o . {inot yet required to o dsystem is not a
3000 res. e completed at this - ‘Privacy Act system !
L ‘kime. ‘jof records.
: ‘No, because a PIA is fNo, beczuse the
DCS- EY ‘pot yet required to | iBystem is not a
5000 i[res e completed at this ‘[Privacy Act system |
! i kime. _ B _:of records. |
! ' iNo, because a PIA is | :Nc, because the
CS- o !Yes finot yet required to I isystem is not a
000 g the completed at this iPrivacy Act system
! VNN SO 1L, . SO :of records,
I.F. Enterprise Architacture (EA)
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In order to successfully address this area of the business case and capital asset plan
you must ensure the investment is included in the agency's EA and Capital Planning
and Investment Control (CPIC) process, and is mapped to and supports the FEA. You
must aiso ensure the business case demonstrates the relationship between the
investment and the business, performance, data, services, application, and
technolagy Jayers of the agency's EA.

1. Is this investment included in your agency's target enterprise

architecture?

a. If "no,” please explain why?

2. Is this investment included in the agency’s EA Transition Strategy?

a. If "yes,"” provide the investment name as identified in the Transition
Strategy provided in the agency's most recent annual EA Assessment.

b. If "no," please explain why?

3. Service Refarencea Model {SRM) Table:

Identify the service components Funded by this snajor IT investment {e.9., knowledge
managemsnt, content management, customer relationship management, etc.).
Provide this information in the format of the following table, For detailed guidance
regarding components, please refer to http://www.whitehouse.gov/omb/egav/.

Yes

Yes

Digital
Coltection
Program

! Agency || Agency | Service FEA SRM || FEA SRM | FEA FEA  iInternal BY
omponent Component Domain:| Service [Component| Service | Service or || Funding
Name Description : Type Component [Component Externalh arcentage
; ! | i Reused | Reused |Reuse?:

SRR (OO AU N \_Name G OPT_ | . ]
, ?E:;fze ;E’:;‘*”m"shaw_ | "
gt services ‘liategration [fMMegraton | Rewse P

! i[Business E o :
. 'JAnalytical Reporting  [Ad Hoc ) ‘Reuse 7
_____ ... Servieesil, o .. _ Mo b ISR ST
' 2 P A B . i
; E'sgs';? [Knowledge ';nformationi INo 59
e ' .. Iserviges [[Manegementjharing i . Reuse W
} E&gﬁ:?' :r(nowledge %nowledge | (No (52
_= [Services  [1anagement Capture | ] Reuse |
. Pigital nowledge . !
iasset K’;?]‘:Lee"rgzm Eistributlon : o o 13 !
it o Bervices 9770 land Detiveryll i) N
1 [Support IQ ! go
N eervices PAh e} ! lrevse 13 |

Use existing SRM Components or identify as "NEW",. A "NEW" component is one not
already identified as a service component in the FEA SRM.

A reused component is one being funded by another investment, but being used by
this investment. Rather than answer yes or no, identify the reused service
component funded by the other investment and identify the other investment using
the Unique Project Identifier (UPI) coda from the OMB Ex 300 or Ex 53 submission.

"Internal’ reuse is within an agency. For example, one agency within a department is
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reusing a service component provided by another agency within the same
department. 'External’ reuse is one agency within a department reusing a service
component provided by another agency in another department. A good example of
this is an E-Gov initiative service being reused by muitiple organizations across the
federal government,

Please provide the percentage of the BY requested funding amount used for each
service component listed in the table. If external, provide the funding level
transferred to another agency to pay for the service.

4. Technical Reference Model {TRM) Table:

To demonstrate how this major IT investment aligns with the FEA Technical Reference Model
{TRM), pleasae list the Service Areas, Categaries, Standards, and Service Specifications
supparting this IT investment.

FEA SRM ‘| FEA TRM Service | FEATRM FEA TRM Service Specification (i.e.
Component Area : Service ' Service vendor or product name) |
|__Category i Standaed || ]
Knowledge ' |
: JComponent Data .Database.
Distribution and } : : Microsoft
Delivery [Framework j[Management Connectivity ] o
. ] ,
g?s:géeuﬂ?:n and I ampornent iPresentation / 1 ontent 'Hyper Text Markup
ramework {Interface endearing Language (HTML)
Delivery ___  ____ 1 _ __ T e | el e R
Knowledge c H ] : . i
i SCompoanent iPresentatlon / [Dynamic Server-r .
Distribution and iec; pvavork {lInterface :ISide Display Clive Server Pages .Net
Delivery i ! : |
gpc;wll)edhge d “Component resentation / Dynamic Server- 'Microsoft Sun Active Server
Istribution an ramework nterface ide Display sPages
Delivery IR AN M S
nforrnation ervice Access and | : her Electromc nifarm Resouroe Locator
sharing________ 'SDehvery ___frcoess Channels ey annels Ny s e
nformation IEervmce Access and A ‘pther Electronic }w s _
gharing Delivery | [\e C'Ia_“"_"" Channels i e,b :;e ..... .
|¥.egacy Integration Dzlr:i;:v Access and :}qc,;ess Channels i‘Web Browser Microsoft Internet Explorer
DA ! B ‘. et
egacy Integratlon |I\::¢rayAcoess and cess Channeis ;Web Browser  |Netscape Navigator |
nowledge : . :
At :Service Access and ([Service Legislative / .
Flsmbutlon and Eﬁeiivery Fequirements JCompiiance Section 508
Delivery : J
Knowledge : i
A ervice Access and - [Service Hyper Text Transfer Protocol
Distribution and Ee!werv Bervice Transport. Transport LHTTPJ
Delivery : . L D
Knowledge ; . - ) ;
- :[Service Access and . fpervice :
Eistnbutnon and ?’gel very Service Transport’ Fransport i}lntemet Protocol (IP)
elivery. : ; J —
nowledge . . : . ' |
Distribution and  [oorvice Access and oo e Jransport LoV ransport Control Protocol |
- Delivery _ -Mransport
Dedvery L e e e e e e e
nowledge : . iGimple Network i
grvice Access and . Suppamng :
Eis’gﬂbution and F elivery Service Transport; INetwork Servi Ces] Eanagement Frotocol !‘
Delivery . [ . ORI . SNMP) I :
ervice lnterface . : . .
I el S il et
~Bervice Interface T | .
ey Lnglotegraton” [fmegration ddleware [patabise access: PL/SQL
fknowledge Service Interface .{Integration [Middieware _ [Remote Procedure Call (RPCY
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Knowledge

istribution and nd Integration : :
Delivery N e e e
Knowledge i :
Distribution and  {oC"vice Platfarm I Database / ‘Database iOracle
Delivery__ E“?.‘Ef’f?ﬁi“.?t“’e o
Knowladge '
Al Ice Platform atabase / : ;
Distribution and oY : Patabase 'ISybase
Pelivery __ ... ,E"J’. Infrastructure Storage 4
Knowledge : . E : } :
: IService Platform Database ! ! . !
‘gies;ributlon and Eed Inf rastru cture lerora ge ;*Storage :ompaq Enterprise Servers f
elivery. L el eperees o |
i

Eervice Platform

' pplication

elivery

| nd Infrastructure }

Distribution ang .Delivery Servers : Compag '
Delivery _ nd Infrastructure |~ T -kewers. . i o
Knowledge H i

Elstﬁbutlon and rvice Platrorm |Delivery Servers ?IWeb Servers iApache

nowledge . - ' : :
Flstrlbutmn and Er%v;ﬁ?r;::ft?cﬁre ‘Delwerv Servers .Eeb Servers dinternet Information Server ¢
Delivery AU RO il H
H i
Lnowledge ervice Platform lHardware / $?C?l?1?3?::*1 {[Hewlett-Packard Hard Disk
apture ] nd Infrastructure I frastructure pevices ”IDrlves i
"énowledge ter\nce Plotform  Mardware ) [cmbedded | lewett ;;;l;apggggggmt |
apture nd lnfrastructure fm;ltrlfiqfe_ Devices } RaAID) !
o [Embedded ; :
nowledge Service Platform ardware / ; : i
lzapture 'End Infrastructure F‘nfrastructure :Lll;it‘:::g:slogy %Mlcroprocessors ;
nowledge i5ervice Platform  |Hardware / v'f’?c?‘ui?ﬂlfg andom Access Mermory
apture nd Infrastructure . nfrastructure . Y RAM)
. [NCTTASIMCTe [RITasTUCI® _ Devices L L
nowledge i !
Bervice Platform l ardware / ilocal Area
ng’:;‘\'f"’“ and ! pnd tnfrastructure 1&; frastructure  [Network (LAN) [ o et
nowledge . ]
bt ervice Platform ardware / |Local Area :
Eﬁ?ﬂ'ﬁr‘;t fon and Eﬂd Infrastructure ltnfrastructure [etwork (LAt Virtual LAN (VLAN)
Ko .w‘. o . -. i e = o e e .
. dService Platform  {[Hardware / Network Devices | . .
g]sf"bum“ and :End Infrastructure Ii]nfrastructure ;bStandards (Cisco Gateway
Lelivery . A
nowledge . : :
it ' ice Platform  Hardware / +Network Devices !
E§;§$'°“ and tnd Infrastructure Infrastructure ./ Standards [eisco Router
nowledge . -M; . ; 5
it ‘Kervice Platform  {Hardware / Network Devices i
ng;g‘;t'on and ;End Infrastructure [{Infrastructure 5/ Standards JClsco Switch :
nowlédge . ol .
ervice Platfarm ardware / INetwork Devices -
g:;f;l:;tlon and _End Infrastructure ‘anrastructure I/ Standards :ICTG Tt Card :
K?;;:‘;Le&ﬂ:n d ervice Platform  iHardware / iNetwork Devices 1.
elivery an nd Infrastructure 4 nfrastructure 14 Standards
?sot:tl)eu‘:?sn and ervice Platform ardware / Network Devices [ etwork Interface Card ’
Delivery nd Infrastructure nfrasu-uctnre Standards i{NIC) :
Knowledge . } : . /
ervice Platform  jHardware / Network Devices . :
ngf:gr';"o" and End Infrastructure ilnfrastructure ¥ standards "Vranscewers

g —omegtt




Sk

owledge ] ' L !
ervice Platform . Hardware / | ! ) :

E::Slli::'::)rl;ﬂon and End Infrastructure .Ilrlfra tructure }enpherals EHewtett-Packard Printars 1
.......... el b 1 D |

Service Components identified in the previous question should be entered in this
column. Please enter multipie rows for FEA SRM Components supported by multiple
TRM Service Specifications

In the Service Specification field, Agencies should provide information on the
specified technlcal standard or vendor product mapped to the FEA TRM Service
Standard, including model or version numbers, as appropriate.

5. Will the application jeverage existing No
components and/or applications across

the Government (i.e., FirstGov, Pay.Gov,
etc)?

a, If "yes," please describe.

6. Does this investment provide the No
public with access to a government
automated information system?

a. If "yes,"” does customer access
require specific softwara (e.9., a specific
web browser version)?

1. If “yes,"” provide the specific
product name(s) and version number(s)
of the required software and the date
when the public will be able to access this
investment by any software (l.e. to
ensure equitable and timely access of
government information and services).

, Acquisitian and Performance Information

IL.A. Alternatives Analysis

Part 11 should be completed only for investiments identified as "Planning™ or "Full
Acquisition,"” or "Mixed Life-Cycle" investments in response to Question 6 in Part 1,
Section A above.

In selecting the best capital asset, you should identify and consider at least three
viable alternatives, [n addition to the current baseline, i.e., the status quo. Use OMB
Circular A- 94 for all investments, and the Clinger Cohen Act of 1996 for IT
investments, to detarmine the criteria you should use in your Benefit/Cost Analysis.

1. Did you conduct an alternatives analysis for this project? Yes
a. If "yes,” provide the date the analysis was completed? 1/27/2006
b. If "no," what is the anticipated date this analysis will be completed?
c. If no analysis is planned, please briefly explain why:

22

et



http://Pay.Gov

Z. Alternative Analysis Results:

Use the results of your alternatives analysis to complete the following table:

Alternative ! Description of Alternative || Risk Adjustm Risk Adjusted
to Analyzed | || Lifecycle Costs | Lifecycle
OMB | y  estimate ! Benefits
| - S N |___estimate
; ollection systems consclidated at locations! :
True é OI\Ifec::l:glnetric JEcquiring the largest nuimber of collections I 167.653 o
SR | el nd intercents ; g
: ‘I llection system deployment and support | '
ii2- End User  llat locatlons containing the largest number i :
TTue  iicentric {lof linguists (translators), case agents, and {l152.202 0
o beasts,
li3- High Input }Consoudated collections at locations with | : ]
True ilCapacity the largest capability for collections | 167.933 0 _
: {[Digital collection support provided through : : i
True  [Baseline idistributed network of full scale, 472.5 o
: _____ _autonomoussystems :

3. Which aiternative was selected by the Agency's Executive/Investment Committee
and why was it chosen?

Alternative 1 - Volumetric Collection, An analysis found that a DCS-5000 regionalized architecture 1)
reduces overhead <osts, and 2} improves quality and performance by consolidating expertise and
minimizing complexity. A cost-effectiveness analysis of 10 alternatives was performed using evaluation
factors - user and system location(s), technology, and coilection volume. Alt 1 was chosen, It addresses
shortfalls including multiple independent systems, capacity underutilization, and ¢ostly support for each
site. Top 3 are above,

4. What spacific qualitative benefits will ba realized?

The primary benefits of a reglonalized architectural approach for the next generation of DCS-5000 would
be ta: 1) reduce overtiead costs by utilizing "economies of scale” practices, and 2) improve quality and
performance by consolidating sxpertise and minimizing complexity. Reglonalization will improve the FBI's
collection and processing capability through the deployment of digital collection systems that will provide
continuous digital collection in the event of catastrophic failure of individual systems. A regionatized
architecture would meet 17 of 17 strategies, business and technologies/vulnerabilities assessment criteria;
the current distributed architecture met only 5 of 17 criteria. Qualitative benefits include: operations - 1)
consolidation of locations permits majority of users to be collocated at few sites, 2) better utilization of
systemn ¢ollection capacity, consolidated training; maintenance - 1) centralization of support resources, 2}
fewer systems to maintain; accessibility - flle transfers among sites more efficlent, less resource intensive;
3) resiliency - decreased point of failure due from unplanned cutages. Additionally, this regionalized
infrastructure will be EDMS compatible and complementary. The long-term gains of a regionalized
architecture would be to alleviate ongoing instailation, upgrade, and maintenance costs associated with
fielded systems. Staffing would also be reduced since Comnputer Specialists and Linguists would reside at
the Regional Offices. Staffing would be minimal at the field office locations.

11.B. Risk Managemaent

You should have performed a risk assessment during the early planning and initial
concept phase of this investment’s life-cycle, developed a risk-adjusted life-cycle
cost estimate and a plan to eliminate, mitigate or manage risk, and be actively
managing risk throughout the investmant's life-cycle.

1. Does the investment have a Risk Yes
Management Plan?

a. If "yes," what is the date of the plan? 5/12/2006
b. Has the Risk Management Plan been No
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significantly changed since last year's
submission to OMB?

c. If “yes,"” describe any significant changes:

Risks for the investment are identified within 3 categories: technical, acquisition, and financial. Each risk is +
evaluated as to its probability of occurrence and level of impact an schedule, cost, and technical
performance to determine the overall risk rating. Given that, with very limited deviation, effort performed
for digital collection implementation is completed by contracted support through firm fixed price contracts,
there is limited risk associated with technical, cost and schedule performance. Baselines established are
provided to contract vendors as contract requirements/deliverables; however, in order to mitigate the risk
of unforeseen requirements and increased scope, a management reserve of 10% is maintained. Cost
performance risk is mitigated through maximum usage of firm fixed price contracts and task orders.
Budget projections are reviewed at least quarterly. Independent government cost estimates are
developed, analyzed, and compared to contractor propaosals for each major acquisition. Out-of-tolerance
variances are brought to the contractors’ attention and cost/price Is negotiated.

2. If there currently is no plan, will a plan
ba developed?

a. If "yes,” what is the planned
completion date?

b. If "no,” what is the strategy for managing the risks?

3. Briefly describe how Investment risks are raeflacted in the life cycle cost estimate
and investment schedule:

Risks for the investment are identified within 3 categories: technical, acquisition, and financial. Each risk is
evaluated as to its probability of occurrence and level of impact on schedule, cost, and technical
performance o deterrnine the overall risk rating. Given that, with very limited deviation, effort performed
for digital collection implementaticn is completed by contracted support through firm fixed price contracts,
there is limited risk associated with technical, cost and schedule performance. Baselines established are
provided to contract vendors as contract requirernents/deliverables; however, in order to mitigate the risk
of unforeseen requirements and increased scope, a management reserve of 10% is maintained. Cost
performance risk is mitigated through maximum usage of firm fixed price contracts and task orders.
Budget projections are reviewed at least quartedy. Independent government cost estimates are
developed, analyzed, and compared to contractor proposals for each major acquisition. Qut-of-tolerance
variances are brought to the contractors' attention and cost/price is negotiated.

I1.C. Cost and Schedule Performance

1. Does the earned value management system Yes
meet the criteria in ANSI/EIA Standard-748?

2. Answer the following questions about current cumulative cost and schedule performance. The
numbers reported below should reflect current actual information. (Per OMB requirements
Cost/Schedule Performance information should include both Government and Contractor Costs):

. a. What is the Planned Value {PV)? 190314
b. What is the Earned Value (EV)? 186714
<. What is the actual cost of work performed 188808
(AC)?
d. What costs are included in the reperted Contractor Only

Cost/Schedule Performance information
(Government Only/Contractor Only/Both)?

e, "As of” date: 37242006

3. What is the calculated Schedule Performance 0.58
Index {(SPI= EV/PV)?
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# What i5the scheciule variance (SV = B -3600

5. What i5the calcu ated Cost Performancelndex 0.98
[CPI = BVfIAC)?

i5. What i5the cost”variance (CV=EV-AC)-r -2094

7.1s the CV% or SVVo greater than +/- 10%? No
[CVolo= CV/EV X 10(1; SV%= SV/PV X IOCs5)

a. If "y<is," was itthe?
b. If "y«es," explalinthe varianee:

c. If "y<is," what corrective actions are being taken?

d. Whal is most CLirrent "Est mate at 472746
Completii>n"?

B. Have any significant changes been ma<ie to the No
haseline during the past fiscal year?

B. If "yes,"” when wsIS it appro®/ed by OME»? No

(omparison of Initiiil Baseline and Currerlt Approved Baseline

,  cepacatsa  2arfeDegkTiimg SnsjaffiGEsaifis QETOSKEE

cffn"cMITC . Sl

CaSQISEr (pcanaail i wiyqiificstai 1 — -©3E(02Stes)5N..  ;  *SMSKan™ " Rrintriwd ‘

QiliViiMIteffll riBtniiTAwnsi  .-w A N Li_AN n (iB<itVSA (SssS
! E603 i gOfexngcS GXsSSS | CfeClcaa?) i

1 i DCS-3000 OaMj 09/30/2005 j »3.268i  09/30/2005 j .09/30/2005 | $3.26S| . ..*1:096j °| $0.172[
2 : DCS-S00008kM!  09/30/2005 i $17,648! 09/30/2005 ! 09/30/2005 J $17.6481  $14,048| Oi $3.e00j
3 i DCS-6000 O&M ( 09/30/200S j $11,648] 09/30/200~ 1 _09/30/200S J 116485 JBIAM _. oj $3.4788|
4 DCS-3000 O&MJ ~ 09/30/2006 i $3,268] 09/30/2006 j 09/30/2006 | $3.268; *hm o *iJpz]
S 1 DCS-SO00 0&Mj 09/30/2006 J *.l-£95] -°5d?.9i79°tr] i $1s.893) $7.249| i $8.649]
16 \ DCS"60000&Mj _g9/30/2006 J | J|:|Qil 09/30/2006 ; R $9.2011 ,..>5.701 1 $3,500!

| \ DCS-3000 O&M!  09/30/2007 j $3.544[  09/30/2007 i J__»3044 A 1 1
i I Egﬁfﬁgo 09/30/2007 R $2.554\; 09/30/2007 i 2554 i
i9 i DCS-S000 O&Mj 09/30/2007 $17.77_21 09/30/2007 f 1 $17.7721 i |
110 , DCS-SO00 OaM[  09/30/2007 1 fll.576j 09/30/2007 3] . MA J  *I'b.576] ! 1
11 DCS-3000 O&Mj  09/30/2008 1 $2.963] 51/19/2.°01 J 1 $29631 ) 1
Lo Dos000 ] 0973012008 ; $2S54)  09/30/2008 1 I wsw 1
113 : Sfi?gﬁ’fn ;) 09/30/2008 | $14,146  09/30/2008 J' $14.146] 1 'l
14 J DCS-SO00 O&M 1 09/30/2008 ! tS.AOpl 09/30/2008 J i_ 1 _$5.400j 1. 1 |
i15 + 0Cs-6000 0&MJ 09/30/2008 1 $7.184j  09/30/2008 \ J $7.184]| 1 |
16 J DCS:30qo0&Mj 09/30/~79 J *21.9?23 09/39/2099_J | 2J $2.i0e€j | 2J
17 'Q&i}iﬂfoon 1 09e/30/2009 i $16,261  09/30/2009 $16.2611 i 1—""i
j18 DCS-S000 0&MJ  09/30/2009 | $3.00" _J)9/30/2009 1 J *i:0?0| J... :|L
i9_ ; pcs-60og_g&Mj  09/30/2009 J $11,877]  q9/30/2909_j1 . j ..nuzzj _ _ J i J
20 DCS-3000 O&M | 09/30/2010 i $3.1391  09/30/20t0_J 1 *3-13?i 1 1
21 DCS-SO00 O&Mj  09/30/2010 $33.831i  09/30/2010 J '1_ ._,_‘] *L3-8?y j J
22 ' OCS-6000 q&Mj 09/30/2010 | $12.5561  09/30/2010 | | J 12,556 ] i
23 DCS-3000 O&M)  09/30/2011 ' $2,039) 09/30/2011 j1 i $2.039i i 1 i

i00%)j
100%j
100»/i>
60%j
45%j
62%1
%l

o
%
%J
%
%

1

A
%
%1

A

%l
%l
%i
%



s [oCs 6o oamil_oosorzons [ seasel] Osdozon I seasell [ %
Project | 110973072011/ $255.512{[09/30/2011/f09/30/2006|{$255.512![s40.215]  16826i[s215.297]]  18.54]

26




. ® e — ©

DGC) (FBI) _
A———————
From: l toec:) (FB1)
Sent: riday, August 1&, :
To: PRONI, VALERIE E. (QGC) (FBIi |(OGC] (FBI)l |
Ce: : i Joce)
QGC} (FBI OGC) (FBI);

(CGC) (FBI)

Subject: hrough Digits
L&

UNCLASSIFIED 357
NON-RECORD
FBI QGC ONLY.

See attached preliminary review of field offices. Keep in mind that this is a snapshot, looking from the network out, of what
currently is being collected. A separate survey of the practices of TTAs in the field offices is also being amased.

None the less, it does seem to appear (at this point anyway with only 50% of the precints reporting) that, notwithstanding
the DCS3000 default setting of not recording PCTDDs, a majority of offices are collecting PCTDDs, especially in classified
investigations.

1

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

| |
Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility
Bldg 27958A, Room A-207
Quantico, VA 22133 o
Tel. 70 —
Fax. 70

----- Original Message=:---
From: ?mh JoTD) (FBD)

Sent: Friday, August 18, 2006 10:55 AM
To: TD) (FBI); CLIFFORD, MICHAEL (OTD) (Fal);] kocey (rany;

Subject: Post Cut r'r!'lrcu.n;|h Digits

UNCLASSIFIED
NON-RECORD

Gentllermnen,

I checked all 56 field office’s criminal pen-register DCS-3000 systems for post cut through dialed digit information. The
altached spreadsheet list the field office and the observed data for the office. Rather than ¢counting all targets with and
without the dialed digit extraction option set | categorized the data as All, Most, Some, Few, and None. All means all
targets in the system are currently set to collect post cut through digits. A ranking of Few means the majority of the
targets are set with the option tumed off. For example, WFO was ranked Few because only 6 out of 54 current targets

were set to collect post cut through digits,
27 E




A summary of the results: -—-—"'-'SESIE:—E

Field offices with All targets set:
Field offices with Most targets set:
Field offices with Scme targets se
Field offices with Few targets sgf;
Field offices with No targets se

Note the Cincinatti office currently does not have any targets. Lo

I

Post Cut Thru.xis
(19 KB)

UNCLASSIFIED

CLASSIFIED




| ® .o ©

Office —largsts w/ Post-Cut Through Enabled
Albany
Albuquerque
Anchorage
Atlanta
Baltimore
Birmingham
Boston
Buffalo
Charlotte
Chicago
Cincinnati
Cleveland
Columbia
Dallas
Denver
Detroit

El Paso
Honolulu
Houston
indianapolis
Jackson
Jacksonville
Kansas City
Knoxville
Las Vegas
Little Rock
Los Angeles
Louisville
Memphis
Miami
Milwaukee
Minneapolis
Mobile

New Haven
New Orleans]
New York
Newark
Norfolk
Oklahoma C{
Omaha
Philadelphia
Phoenix
Pittsburgh
Portiand
Richmond
Sacramento
Salt Lake Cit]
San Antonio
San Diego
San Francisg
San Juan

il

[

29
ET




Seattle
Springfield
St. Louis
Tampa
WFO

30
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R

From: OGC) (FBY)
Sent: v
To: (OTD) (FBI)
Ce: i TDY (FBIY; CLIFFORD, MICH :

(0GC) (FENY OGC) (FBI (EON (=) p—
Subject: PCTOD -- DCESO0
UNCLASSIFIED
NON-RECORD

—

UNCLASSIFIED

31
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(OGC) (FB)) /M

L

From: | coGe) (FBI)

Sent: r17, 2006 3:22 PM

To: OGC) (FBI)

Subject: RE: Post-Cut-Through Digits Report—update
SECRET

RECORD 9999-7777

m this for fo 82

bl

(OGC) (FBI)

. 7, 2006 2:31 PM
To: (FBI)
Subject: rough Digits Report---update
SECRET
RECORD 9999-7777

| read through it twice and | think it is much improved from the first version in terms of explaining the process of
collecting PCTDD. Unlike the first draft, | did not see any places where | thought the description sounded inconsistent
with my understanding of how it all works. :

I noticed a few places where | thought the drafting was a little unclear. | don't know how familiar the court is aiready
with the concept of PCTDD, but | thought we could be clearer in few places, which | highlighted in this draft and

provided some wording suggestions,

<< File: Post-Cut-Through Database Report-- v2 - lap 10172006 jdp.wpd >>

----- Original Message-----

From: (FBI)
Sent: , 2006 10:19 AM W
To: } (FBI) oo

Subject: FW: Post-Cut-Through Digits Report---update
Importance: High

SECRET
RECORD 9999-7777

. I've redone the first 11 pages--and would appreciate your review as well. You can ignore the one ! sent yesterday.

32
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| [OGC) (FBj)
From: | JoGC) (FBI)
Sent: Friday, August 18, 2006 3:.40 PM
To: PRONI, VALERIE E. {OGC) (FBI (OGC) (F8Iy |
Ce: lo » _ae)
— j DGC) (FBI);

OGC) (FBI)
Subject: . Post Cut Through Digits
UNCLASSIFIED we
NON-RECORD SR
FBI OGC ONLY.

5%

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

Associate General Counsel - Unit Chief

Sclence & Technology Law Unit

Engineering Research Facility

Bildg 279538A, Room A-207

Quantic b6
Tel. 703 L
Fax. 70

~=---Qriginal
From: (OTD) (FBIL}
Sent: L0:
To:

TD) (FBI); CLIFFORD, MICHAEL (OTD) (FaI| focc) (rey;

Subject: Post Cut Through Digits

UNCLASSIFIED
NON-RECORD

Gentlermen,

| checked all 56 field office’s criminal pen-register DCS-3000 systems for post cut through dialed digit information. The
attached spreadsheet list the field office and the observed data for the office. Rather than counting all targets with and
without the dialed digit extraction option set | categorized the data as All, Most, Some, Few, and None. All means all
targets in the system are currently set to collect post cut through digits. A ranking of Few means the majority of the
targets are set with the option turned off. For example, WFQ was ranked Few because only 6 out of 54 current targets

were set to collect post cut through digits.
37 SBef ‘Eﬁ
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. . T .
A summary of the results: ’)%

Field offices with All targets set
Field offices with Most targets set.
Field offices with Some targets .
Field offices with Few targets se; ;_
Field offices with No targets se n;:ljw
Note the Cincinatti office currently does not have any targets. I 7E

(=Yl

Post Cut Thru.xls
(19 KB)

UNCLASSIFIED

UNCLASSIFIED
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Office _Targets w/ Post-Cut Through Enabled
Albany
Albuquerque
Anchorage
Atlanta
Baltimore
Birmingham
Baston
Buffalo
Charlotte
Chicago
Cincinnati
Cleveland
Cojumbia
Dallas
Denver
Detroit

El Paso
Honolulu
Houston
indianapolis
Jackson
Jacksonville
Kansas City
Knoxville I
Las Vegas by7
Little Rock
Los Angeles
Louisville
Memphis
Miami
Milwaukee
Minneapolis
Mchile

New Haven
New Orleans
New Yark
Newark
Nerfoli
Qklahoma City
Omaha
Philadelphia
Phoenix
Pittsburgh
Portland
Richmaond
‘Sacramento
Salt Lake City
San Antonio
San Diego
San Francisco
San Juan




Seattle
Springfield

. 8t Louis

Tampa
WFOQ

Lo
R




From: L ]Ba) (F&H) S

Sentz I_Mmdamm_lilos 5:30 PM

To: BA) (FBD) 9%
Subject  RE: phone iz
UNCLASSIFIED
NON-RECORD

Hello, 1 am the tech agent assigned to the case as depicted below.

—]

In relation to the questions below, here is what | know:

1} SA bservations of his target wha he knew to have severall sellular phones.

| have no idea where the information about "codes" came from,

SA has provided me with this information after their most recent drug transaction with this subject.

2) Baltimore has tested a test phone with ERF where ERF has stripped off the full content.

There siifl is an issue with how the Telephone Application (TA) will differentiate behvee nd reguiar
_Based upon the tests with ERF there is no way of letting TA know tha i5 Informa oﬁ

ervice. set up a separate client to allow us to be able to easily keep track of ]r
information. However, TA cannot tell the difference between Il" and a =G

Tl

regular

1:3 7T

--——-Qriginal Message-----
From: JEA) (FBI)

Sent: _Monday, August 212006 12:29 PM
Subject™TwT

UNCLASSIFIED
NON-RECORD

FYI
ssAl ||

Squad 19
Balti iVis] T
Offi

Cell:

42




A Mfssage . - N | . “Page-t-vi3-

From: (OGC) (FBI)
Sent:  Thursday, March 10, 2005 8:55 AM

To: THOMAS, (ITD) (OGA); CLIFFORD, MICHAEL
(mm& i 1Imul E  ANTHONY P. (ITD) (FBI);
(I1D) (FBI) GC) (FBI)

l(0GC) (FBI)

Ce: —CQ) (FBI), Q) (FBI ); o
(FBI); O
QCA) (FBI 7o
. ) (FBI) kg
Subject: - No intercept requests since December Capability
UNCLASSIFIED
NON- D
Having cajoled, warned ckec‘:h]c-r releasing its rvice without having first devised
an intercept solution, an aving rushed an interim solution into place this past December "at great
expense”, is now reporting that they have not received a single intercept request f ince the interim solution
was enabled.

Rest assured that we will all hear this in testimony should legislation become and issue. '

s

From: | |
T

a4 _
Subjectl FALEA Update

Date: Tuesday, March 08, 2005 11:11 AM

Q asked for update onl deployment and law enforcement use and

the following.
- — T, |1 —
> Froml ':C]
> Seak h 08, 2005 10:53 AM
> Tq [CC] b
> Subjeck ate b

> Importance: High

|

> Here is an update on | Since deploying nationwid
> CALEA capabilities in December , as not received any

—
|

<) el Oy

L

> requests from law enforcement — fe or state — for the

> interception of ervices o ata services. | am toid

> that FBI configuring its proprietary DS3000 collection

> function, working with FBI to coordinate "live” testing

> outside the and is also working with the FBI to obtain handsets
> for the tesis oes not know when FBI will be ready to begin

11/17/2006 49 SEW
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> routine (non-tes] hteroeptions‘

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR
OGC APPROVAL

Associate General Counsel - Unit Chief hel
Science & Technology Law Unit ks
Engineering Research Facility
Bldg 27958A, Room A-207
Quantico, VA 22135
Tel. 703

Fax. 70

UNCLASSIFIED

50
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. _-%Wessage . | MT . Bage—s-ob-

B emm— ——

> From: C]

> Siﬂuuﬁm.Mﬂth 08, 2005 10:53 AM
> T - [CC]

> Subject: CALEA Update

> Importance: High

>

-

>

> Here is an update 0
> CALEA capabilities in Uecember

> requests from
> interception o

or state -- for the

data services. | am told

= that FBI conhgunng IIs propnetary DS3000 collection

> function. s working with FBI to coordinate "live" testing

> outside the Lab,_and is aiso working with the FBI to obtain handsets -

> for the tests. pFMLknm'vhen FBI will be ready to begin b2
> routine (non-t€s nterceptions. ; &
SR
e

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility

Bldg 27958A, Room A-207

Quantico, VA 22135

Tel. 70
Fax. 70

UNCLASSIFIED

UNCLASSIFIED

11/17/2006




Message . S@EET . Pege-dafl |

Having cajoled, warned and atta l:;r releasing its| Pervice without having first b2
devised an intercept solution, an aving rushed an intearn selufion into place this past December LR
"at great expense", is now reporting that they have not received a single intercept request fol__pince

the interim solution was enabled,

Rest assured that we will all hear this in testimony should legisiation become and issue.

) ate
Date: Tuesday, March 08, 2005 11:11 AM

E! asked for update or] Heployment and law enforcement use and
learned the following.

> —=0riginal Message-----
- From——=5 23

> Sent: h 08, 2005 10:53 AM
@ (CC) s
> Subject: CALEA Update b

> importance; High TR
3 +HTE

> Here is an-update orl | since deploying nationwidel——__1
> CALEA capabilities in December 20 has not received any

> requests from wmlgr state - for the

> interception of ata services. | am told

> that FB! has been conhiguring its proprietary DS3000 collection

> function. [T—Js working with FBI to coordinate "live” testing
> outside the Lab, and is also working with the FBI to obtain handsets

> far the tests, ot know when FBI wili be ready to begin
> routine (non-test) interceptions.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FB! WITHOUT
PRIOR OGC APPROVAL :

Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility

Bldg 27958A, Room A-207

Quantico, VA 22135

Tel. 70

Fax. 70
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Froml

Tg J
Cq

Subject:| EALEA Update

Date: Tuesday, March 08, 2005 11:11 AM

Q‘asked for update onDeployment and law enforcement use and

he following.

> —-Qrigi S—

> From [CC

> Sent. 08, 2005 10:53 AM
> To [CC]

> Subjec ate

> Importa}\ce: High
- .

L1

> Here is an update o] | Since deploying nationwidd____]
> CALEA capabilities in December 2004[__has not received any

> requests fromljau_gntgmgmgm;ﬁdgml_ir state -~ for the e
> interception o ata services. | am told s
> that FB! n configunng s proprietary DS3000 collection (L
> function, s working with FBI to coordinate "live™ testing BTE

> outside the L is also working with the FBI to obtain handsets
> for the tests. when FBI will be ready to begin
> routine {non-tes nterceptions.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRICR QGC APPROVAL

Associate General Counsel - Unit Chief
8cience & Technology Law Unit
Engineering Research Facllity

Bidg 27958A, Room A-207

Quantico, VA 22135

Tel. 70
Fax. 70

UNCLASSIFIED

UNCLASSIFIED
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_, WMessage . ﬂh . Prpea-afl.

out, | will, for my part, send it out via the GC to all CDCs and ask that the propagate it through the office
and include it as an agenda item on their SACs Chiefs meetings.

F |
T
C
Subject] EALEA Update X
Date: Tuesday, March 08, 2005 11:11 AM

| | asked for update oDdeployment and law enforcement use and
earned

the following.

> -----0rigi ——

S —

> Seqtk 08, 2005 10:53 AM
>To [CC]
> Subject: CALEA Update
> importance: High

-y
]

> Here is an update or| I;E‘Eﬁ‘eploying nationwide[ ]

> CALEA capabilities in December 2004, as not received any
> requests from law enforcement — federal or State -- for the

> interception o ata services. | am told

> that F8I Wﬁf 0S3000 collection

> function working with FBI to coordinate "live" testing

> outside the Lab, and is also working with the FBI to obtain handsets

> for the tests. ;:h&.ﬁ.ﬂﬂ.m%’.ﬁhe" FBI will be ready to begin 2
> routine (non-tes terceptions. b
.7
b2 F

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief

Science & Technology Law Unit
Engineering Research Facility
Bldg 27558A, Room A-207
Quantic

Tel. 70

Fax. 70

UNCLASS

UNCLASSIFIED
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. Message

11/17/2006

® o Prge-of
To: THOMAS, MAR __| (TTD) (OGA); CLIFFORD,
MICHAEL (ITD) (FBI FBI); DICLEMENTE, ANTHONY P, (ITTD)
(FB (QGCYLERD
Q) (FBL l{col) (FBI) [cQ)
(o)X {s:))y I (1) (FEN:
(ITD) (FBIL); OGC) (FBIY OCA) (FBL);
RRY (ITD) (FBI) .
Subject: - No intercept requests since December Capability Vs
UNCLASSIFIED e
NON.-RECORD
Having cajoled, warned and attacked r releasing its | Jervice without
having first devised an intercept solutior, and aving rushed an interim solution into

place this past December g at expense”, 1s now reporting that they have not received a
single intercept request fo ince the interim solution was enabiled.

Rest assured that we will ail hear this in testimony should legislation become and issue.

From:| {
Ta:

Ce:

Subjec ALEA Update

Date; Tuesday, March 08, 2005 11:11 AM

m asked for update o:'eployment and law enforcement use and
earned the following.

o)

> From

> Sent: 08, 2005 10:53 AM

=T C] Lo
> Subject: pdate "
> importance: High e
i h7E
-

> Here is an update on ince deploying nalionwidi

> CALEA capabilities in ) as not received an

> requests from law enforcement -- federal or state -- for the

> interception of Hata services. | am told

> function s working with FB! to coordinate "live” testing
> outside the Lab, and is also working with the FBI 1o obtain handsets

> for the tests,g;hmmlwhen FBI will be ready to begin
> routine {non interceptions.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI
WITHOQUT PRIOR OGC APPROVAL

63 _ZPeRET

> that FBI ﬁn configuring its proprietary DS3000 collection
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- M¢ssage

OMM.

oclate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Rosearch Facility
Bldg 27958A, Room A-207
Quantico, VA 221358

Tel. 70
Fax. 7

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

1171772006
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11/17/2006

Frorrl |GC) (FBI)
Sent: Thursday, March 10, : lAM

To: THOMAS, MARCUS.C.(IID) (FBD}

MICHAEL (LTD) (FBI
(TTR)(EEI 1TD) (FBI

(ITD) (OGA)Y; CLIFFORD,

UNCLASSIFIED

NON-RECORD

Having cajoled, wamed and attackemr releaging i Jervice
without having first devised an intercept solution, an aving rushed an

interim solution into place this past December "at gr, pense”, is now reporting that
they have not received a single intercept request fo ince the interim solution
was enabled.

Rest assured that we will all hear this in testimony should legislation become and
issue,

Fr J

To
Cc
Sub) ALEA Upgals

Date: Tuesday, March 08, 2005 11:11 AM

QI asked for update or Heployment and law enforcement use and
the following. ’

> —-Or -
> From; ]
>3 8, 2005 10:53 AM
>T C]

> Subject: CALEA Update
> Importance: High

> Here is an update o ince deploving nationwidj
> CALEA capabilities i has not received an
> requests from = r state -- for the

> interception ¢ ata services. | am told
> that FBI conngunng Its propnetary DS3000 collection

> function.
> outside the
> for the tests
> routine {non-

working with FBI to coordinate "live” testing

is also working with the FBI to obtain handsets
oes not know when FBI will be ready to begin
interceptions.

68
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PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE
THE FBI WITHCOUT PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief

Science & Technology Law Unit
Engineering Research Facility
Bidg 27958A, Room A-207
Quantico, VA 2 5

Tel. 70

Fax. 70

UNCLA I

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

11/17/2006




Message . . a . . Paged-ef+—
_ i
-
> Here is an update on deploying nationwide
> CALEA capabllllles in as not received any
> requests fromlay aals adecal or state —~ for the
> interception o ata services. | amtold
> that FBI has LES g4 Prophistary DS3000 collection
>function| s worklng with FBI to coordinate "live" testing
> outside the Lab_and is also workmg with the FBI to obtain handsets
> for the tests] bl hen FB! will be ready to begin
> routine (non-tes terceptions.
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL
Assoclate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facifity
8ldg 27958A, Room A-207
Quantico, VA 22135
Tel. 70
Fax. 70
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

11/17/2006
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.‘nh" A

From
Sent: _Monday, August 21, 2006 2:26 PM
To:
Ce:
Subject: RE:[________Jssues List o
T
) W7E
“Appendix B” is a section of the TRAR {Testing Results Assessment Report). The TRAR was used in the early
days of CALEA testing and includes a number of sections and Appendices that describe the Testing, Test
Environment, Scheduling, Definitions, Results, etc. etc. The original documents ran hundreds of pages.
As we progressed, we have dispensed with all sections axcept “Appendix B*. For consistency's sake, we have
not changed the title. If we need to review former testing or results, we look in Appendix B. In the past several
years, the testing results have been captured and placed in a stand-alone Appendix B, and that makes up the
bulk of the informatj e client. Specifically, Appendix B is the only information assembled by the test
team for delivery t
Nobody on the team corresponds in writi ors. All correspondence relating to testing results is sent
to the vendors and service providers b n FBl employee, as opposed to any of us on the team,
who are contractors.
| doubt that any mention of the DCS-3000 would have e tol las that is an internal issue between
the Test Team and TICTU. There is no good reason fo o have n informed about our internal dealings
between groups. As far as written detail a ing the Call Detail and Call Content separation, |
am not aware of correspondence between Appendix B is the information provided from
the team. ﬁin be a better source for cerning the DCS-3000 and Call Detail / Call Content
beyond Appendix B. o
)
Your assumption regarding the CDC and CCC are correct. In the case of thd: interim solution, gy Ee
evearything came to us in a single data stream on one channel. The Data and Content were interspersed. [n 17E

order to listen to the audio, we had o post-process, separate the Content, and run it through an audio decoder.

SV Unaounediy Terened 10 8 LD N ang & CLG tie m our ananss.
It is a correct statement fo say that Law Enforcement must separate the Data from the Content. In order to get

any kind of “Pen Register” data, the data stream would have o be post-processed by the collection system, and
f” nfn-Pin Register (Call Content related) information would have to be removed from the data received from

| would encourage you to conlac:jirecily for additional insight.

Regards,

Fro |
Sent: Monday, August 21, 2006 1:15 PM i

11/17/2006 74
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. . Ragedof?

S
To:
o
Subject: RE: [ssues List

ThankD Ethis is "Appendix B" to something. I'm interested in everything that was
communicated t this context. What was this document "Appendix B” to? Is it feasible 1o send
me a copy?

I'm especially interested in anything that might've mentioned that DCS-3000 was being used in the
testing, and anything that suggested that another deficiency was the inability to provide call detail isclated
from call content. if there is anything in writing tike that, I'd love to see it

Separate question, just for the sake of my understanding: The document throughout refers to "CDC
ME333Jes,

-----Original Message-----
Frorri |
Sent: Friday, August 18, 2006 2:23 PM

T

Su : ssues List

Attached is the Issues List fo{___—}esting performed in February, 2005.

Regards,

11/17/2006
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0GC) (FBI)

From: L 10GC) (FBI)
T4 M

Sent: |
To: OTD) (FBI)
Ce- [OIOVERIY G D, MICHA| %

(OGC) (FBI) GC}) (FBI OGC) (FBI)
Subject: PCTOD --D J

UNCLASSIFIED
NON-RECORD

’L:l
W[

—

UNCLASSIFIED
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To:

Cc:
subjecl_____ FALEA Updale

Date: Tuesday, March 08, 2005 11:11 AM

Dl asked for update cxi eployment and law enforcement use and
earned the following.

> emees Oud -
> From: C]

> Sepw;%os. 2005 10:53 AM
>To C)

> Subject: CALEA Update
> Importance: High
>

1

> Here is an update ol
> CALEA capabilities
> requests fro
> interception

eploying nationwide

as not received any _

r state -- for the e
ata services. | am told hé
configuring its proprietary DS3000 collection ke
working with FBI 1o coordinate "live" lesting L7E

> for the test hen FBI will be ready to begin
> routine (non- terceptions.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

Associate Genearal Counsel - Unit Chief

Science & Technology Law Unit
Engineering Research FacHity
Bldg 27958A, Room A-207
Quantico, VA 22135

Tel. 703
Fax. 70

UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED
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This e-mail message and any attached files are confidential and are intended solely for the
use of the addressee(s) named above. This communication may contain material protected
by federal law and/or attorney-client, work product, or other priviteges. If you are not the
intended recipient or person responsible for delivering this confidential communication to
the intended recipient, you have received this communication in error, and any review, use,
dissemination, forwarding, printing, copying, or other distribution of this e-mail message
and any attached files is strictly prohibited. If you have received this confidential
communication in error, please notify the sender immediately by reply e-mail message and
permanently delete the original message.

-----Otiginal Message-----
Fro | (0Gc) (Fe1)
Sent: Thursday, Mar X 55 AM

To: 'D) (FBI) (TTD) (OGA); CLIFFORD, MICHAEL (ITD ~

(Fel D) |FBI); DICLEMENTE, ANTHONY P. (ITD} (FBI [‘“

( SOV(ERDN "

C Eeyyiam| (o) (Fenl kco)Fsn); oo
[ [CQ) (F8 JTTTD) (FBL) (ITo) (FB; 77

QGC) ( {OCA) (FBI);l ITD) (FBI)
ub) No intercept requests since December Capabihity '

UNCLASSIFIED

NON-RECORD

Having cajoled, warned and atta releasing it] Jservice without having first

devised an intercept solution, an aving rushed an interim solution into place this pa mber

“at great expense”, is now reporting that they have not received a single intercept request f ince

the interim solution was enabled.

Rest assured that we will all hear this in testimony should legislation become and issue. L

From| |
TG
Cc

Subjecl ICALEA Update
Date; TG Y. ¢ch 08, 2005 11;11 AM

masked for update Ddeployment and law enforcement use and
e

arned the following.
| _ S%T
P o—— iadinal Message-----
> Sent: Tuesda arch 08, 2005 10:53 AM

>T cC)
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> Subject: CALEA Update
> Importance: High

>
-1
=
> Here is an update o
> CALEA capabilities i
> requests from Siate -- for the

> interception o ta services. | am told

> that FBI has been configuring its proprietary DS3000 collection

> function. working with FBI to coordinate "ive" testing

> outside t is also working with the FBI to obtain handsets
> for the tests. oes not know when FBI will be ready to begin
> routine {non-test

ince deploying nationwid
as not received an

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT k7
PRIOR OGC APPROVAL -

| |

Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facllity

Bidg 27958A, Room A-207

Quantico, VA 22135

Tel. 703
Fax. 70

UNC! ED
UNCLASSIFIED
UNCLASSIFIED
UNCL IFIED

UNCLASSIFIED

UNCLASSIFIED

3 secRet




@ SEPRST @

forwarding, printing, copying, or other distribution of this e-mail message and any attached
files is strictly prohibited. If you have received this confidential communication in error, please
notify the sender immediately by reply e-mail message and permanently delete the original
message.

-----Orii|’|ua.| Message-.-..
From: OGC) (FBI)

Sent: Thursday, March 10, 2005 9:55 AM
: A RCUS C. (ITD) (FBI);{ [ITD) (OGA); C*.I.EEJB.D.M.].CHAEI.{.EDJ (FBI);
LDy (FBI); DICLEMENTE, ANTHONY P. (ITD) (FBI ITD)

}
een:| kcQyEBL:
) (F—BI), IEB.A(rn:') (FBI
J10){

(FBI); (OCA) (F8I1);|
u jectl INo intercept requests since December Capability

L2
;:L_J =]
N IFIED hE
NON-RECORD

Having cajoled, warned and attack l)r releasing il{ lservice withaut having first
devised an intercept solution, an aving rushed an intenm solulion into place this ermber “at
great expense”, is now reporting that they have not received a single intercept request f ince the

interir solution was enabled.

Rest assured that we will all hear this in testimony should legislation become and issue.

I

i
e T
IR
Ft

Fromel -

To:

Cc:

Subject: CALEA Update
Date: T " h 08, 2005 1111 AM

g asked for update onDdeponment and law enforcement use and
earn

the following.
pr SR ——
> From Cl
> Sent. 08, 2005 10:53 AM

(CC]
pdate

ject:
> importance: High

-

> Here is an update ¢
> CALEA capabilities in December

eploying nationwid
as not received an
> requests from for

> interception data services. | am told
> that FBI has been cenfiguring its proprietary DS3000 collection

%ﬁEL




»

@ _seerer ®

> function h! working with FBI to coordinate “live” testing

> outside the Lab, and is also working with the FBI to obtain handsets
> for the tests. en FBI will be ready 1o begin
> routine {non-te terceplions.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility

Bidg 27958A, Room A-207

Quantico, VA 22138

Tel. 70
Fax. 70

UNCLASSIFIED

UNCL IFIED

UNCLASSIFIED

UNCLASSIFIED

[OGC) (FBI)

From:
Sent:
To:

ARCIIS C (T nrnuj;
ITD}

[0} (FE1);

0GC
Ce: ET) (FBI Licoy(F

C) (FBI
Subject: . No iIntercept requests since Dece

UNCLASSIFIED
NON-RECORD

} just forwarded you a copy (on your laptop computer) of the e-mail we sent to the Law Enforcement Technical Forum on

97
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ow had :}oluﬁon and requesting that they

December 22 advising them thal
include this feature on their court orders where required.

Thanks for volunteering to send it out to the FBI CDCs.

CAL Mtation Unit -
(703 |r;

From:l I(OGC) {FBI) -
Sent: Thursday, March 10, 2005 9:5

To: THOMAS, MARCUS C, (TTD) (FBIi I(l'TD) ( : AEL (11'D) [Efl

(ITD) (FBI); DICLEMENTE, ANTHONY P. (ITD) (FBL); (ITD) (FBI

(CQ) (FBI

Jones, Darrin E (OCA) (FBI);
Subj o intercept requests since mber Capability

UNCLASSIFIED
NON-RECORD

Having cajoled, warnwacked E:'r releasing its | Jervice without having first devised an

Intercept soluticn, an aving rushed an interim solution into place this past December "at great expense”, IS
now reporting that they have not received a single intercept request fﬁince the interim solution was enabled,

Rest assured that we will all hear this in testimony should fegislation become and issue.

Fro B
To

Ce

Subjecl IEALEA Update

Date: Tu , March 08, 2005 11:11 AM

I asked for update o{ Heployrnent and law enforcement use and
learned the following.

> —Origi L
> me:@%cc]

> Sent: Tuesd rch 08, 2005 10:53 AM
> Su ; ate

> importance: High
2

L ¥4

-
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deploying nationwid
has not received any

> Here is an update o
> CALEA capabilities i
> requests from r state -- for the

> interception o ata services. | am toid
> that F8I has been configuring its proprietary DS3000 collection

> function.| working with FBI to coordinate "live" testing

> outside the Lab, and is also working with the FBI to obtain handsets
> for the test hen FBI will be ready to begin
> routine {non-test terceptions.

b

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC |
APPROVAL

et
Lﬂﬂﬂmmﬂ"fﬂl.msel = Unit Chief '

Science & Technology Law Unit
Engineering Research Facility
Bidg 27938A, Room A-207
Quantico, VA

Tel. 703,

Fax. 703

UNCLASSIFIED
UNCLASSIFIED

GC) (FBI)
From: GC) (FBY)
Sent: N "
To: (OGC) (FBI); THOMAS, MARCUS C. (ITD) (FBI kD)
D, MICHAEL (ITD) (FBI"r‘_u_I TTOTTEETE
DICLEMENTE, ANTHONY P, (ITD) (FBI)] (TD) (FB:|
Ce: ) : Iny
Iﬁl\ﬂfﬂ w
(OC D) (FBI)

Subject: since December Gapability

b 3
E' LTE

| Ier) (F'BI).v"'"I...
UNCLASSIFIED

NON-RECORD

Please calendar this item and get confirmation as soon as the order is issued.
Tell the CALEWG when that happens.

_ 99 —SPORET
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bGC) (FBI)
| = Y ——
From: OGC) (FBY)
Sent: s N 20 AM
To: THOMAS TD) (OGA); CLIFFORD, MICHAEL
(ITD) (FB ; E, ANTHONY P. (ITD) (FBI);
Cc: : ; .
FB! e
I ]:,‘l-
Subject: | J- No intercept requests since December Capability kT
=
o,
i NCLASSIFIED

NON-RECORD

Having cajoled, warn tackemr releasing its Emnce without having first devised an
intercept solution, an aving rushed an interim solution in this past December “at great expense”, is now
reporting that they have not received a single intercept request f ince the interim solution was enabled.

Rest assured that we will all hear this in testimony should legislation become and issue.

)
From: | | PO
To TR
Ce o 15
Subjectl____JCALEA Update

Date: Tuesday, March 08, 2005 11:11 AM

; | asked for update orDeployment and law enforcement use and
earned

the following.

5 ol P
> From:" ECC}
> Srn.t'—'ﬁuﬂﬁdahuani 08, 2005 10:53 AM
>T fcC)

> Subject: CALEA Update

> Importance; High

>
> Here is an update or] Since deploying nalionwidj:
> CALEA capabilities in December as not received an

> requests froq:l.laumhmmnl..dedeﬁl.fr state -- for the

> interception ata services. 1am told

> that FBI ﬁﬁi con?iguring its proprietary DS3000 collection

» function working with FB! to coordinate “live” testing
> putside the Lab, and is also working with the FBI to obtain handsets
> for the tests [ Poes not know when FBI will be ready to begin
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o X .
> routine (non-test llnteroeptlons.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

k..
Assoclate General Counsel - Unit Chief : ;

Science & Technology Law Unit
Engineering Research Facility
Bldg 27958A, Room A-207
Quantico, VA 22135

Tel. 70
Fax. 70

UNCLASSIFIED
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SE‘%T Ill
From: (BA) (FBI)

Sent: 530 MM
To: BA) (FEI)
Subjact: : phone

UNCLASSIFIED

NON-RECORD

Hello, | am the tech agent assigned to the case as depicted below.

In relation to the questions below, here is what | know:
1) SA Dbsewaﬁons of his target who he knew to have severaIE:ellutar phones.
! have no idea where the information about "codes™ came from.
SA: has provided me with this information after their most recent drug transaction with this subject.
2) Baltimore has tested a test phone with ERF where ERF has stripped off the full content,
There still is an issue with how the Telephone Application (TA) will differentiate betweeMnd regular

DNR inter: . Based upo asts with ERF there is no way of letting TA know tha
frorm pe service. et up a separate client to allow us to be able to easily keep track o
Telated informaliom.However, TA cannot tell the difference between aEi'call“ anga
regular DNR
---..Ong' .....
From: i !l) {FBD)
Sent:  Monday, August 21, 2006 12:29 PM
To! hchw_a'huw—_lw (FBI)
Subject: FW: phone
UNCLASSIFIED
NON-RECORD
FYI
ssal 1 b6
b7
Squad 19
Baltimore Division
Offic
Cell;

0
S




o @ ®
Jec) (Fey) SEE*E‘T

From: OGC) (FBI)

Sent: 1 ALY : I 1

To: OTD) (EBLY QGC) (an

Cc: (s ){FBIFBI (OTD) (FBI)
Subject: : ough-Dialed Digits

SEQRET
CORD 66F-HQ-A1247883

Does the Field control the forwarding function from DCS3000 or can you over-ride that 'fforn ERF?

126

L S0rhee
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FB! WITHOUT PRIOR 0GC
APPROVAL

lellsel = Unit Chief

Science & Technology Law Unit
Engineering Research Facility
Bldg 27958A, Room A-207
Quantico, VA 22135
Tel. 70

Fax. 701

From: QTD) (FBI) e

Sent: e — .
To: ), BI) Ja7
Cc 1) (OTD) (F8I)

Subject: 3 o *ialed Digits

SECREY—
RECORD 66F-HQ-A1247863

The pen-register data forwarded from the DCS-3000 to the DCS-5000 and DCS-6000 systems is unfiltered, raw data.
In most cases this information is associated with a full content intercept order. QOccasionally, field offices elect to
forward CALEA-based pen-register data obtained under FiSA pen-register authority to the DCS-5000. In these cases,
the PCTDD are defivered and collected by the DCS-5000 and eventually uploaded to TA.

..... Oriqi —
From: OGC) (FBI)

Sent: il 35 PM

To: (FBI}

Ccs TD) (FBI‘ I(OTD) (FBI}I |(0TD} (FBI)
Subject: BE: - gh-Lialed Digits

RECORD 66F-HQ-A1247863

I was under the impression froﬂhat DCS3000 itself does keep all data in an administratively accessed file
for debugging, including P even when the default of do not record is selected. | thought | understoond
say that that file is overwritten over time, but otherwise, if the do not record default remains unchanged, the

111
e




PCTDD does not go to TA or anywhere else.

Is this not correct?

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBi WITHOUT PRIOR
OGC APPROVAL

Assoclate General Counse) - Unit Chief

Science & Technology Law Unit
Engineering Research Facility
Bidg 27958A, Room A-207
Quantico, VA 22135

Tel. 70
Fax. 7

o
L1z

-—---Original Message--—-

From: GC) (FBI)
Sedwmm_méws 1:01 PM
Ti ) {FBI)

Ce: } {FBI)
SquEE—RE"Dm'S. “Cut-Though-Dialed Digits

SECRET
RECORD 66F-HQ-A1247863

When DSC 3000 is used for a FISA callection, doesn't the DCS 3000 pass ali to theI:JSC 5000 including
the PCTTD -in other wards for FISAs the DCS3000 does NOT use the default of not recoding the

PCTTD???? | might have this incorrect, but | thought there were some differences. bk
bIC
---—Original Mess30
From:
Sent:
To: 060 rend_——__Koccxes:
: THOMAS, MARCUS C. (OTD} (FBI);
Cc (OGC) (FBI); 0GC) (FBI);
CAPRONI, VALERIE E. (OGC) (Flory
Subject: RE: Post-Cut-Though-Diafed Digits
?ﬁ&"""
ECORD 66F-HQ-A1247863
FYl.

Since OTD only acquires the information and passes it along, and since the determination on whether one
set of PCTDDs is content and not addressing, routing, dialing or signaling can only be made at the field
office or analyst level, there really is nothing technologically speaking that can be done to ensure that
content determined PCTODD is not used for investigative purposes.

However, OTD and STLU is proposing to amend the FD 871 which is required to be signed to authorize
tech agents to implement a criminal or FISA PR to add a selection box requesting that PCTDD be
recorded. That box will have an asterisk which near the signature line will alert approval signatories that
“If Post Cut Through Dialed Digit (PCTDD) recording is required, approving authorities are certifying that
they have read and will ensure compliance with the DOJ Deputy Attorney Generat's policy directive of May
24, 2004 prohibiting any investigative use of PCTDDs that are determined to qualify as content of

2—3%9




communications.” In this way, there will at least be a record with a staff level supervisor, and ASAC
acknowledging the DAG Directive each and every time they approve a pen register. In the absence of the
box being checked, the DCS 3000 default of not recording PCTDDs will remain unchanged {aithough we
stilt have the problem of non CALEA compliant provider networks were we cannot use the DCS 3000 and
have {o use older PR decoders that do not have the same ability to shut off recording of PCTDDs).

Please advise if you see any problems with this approach.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

}

Assoclate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility

8idg 27958A, Room A-207

Quantico, VA 22135

Tell 70 ]i-\ i
Fax. 70 -

----- Original Message-----
From: (OGC) (FBI)
Sent: Fri :06 PM

Tot 0GC) (FBI) koae) (Fslman
(FBI {OGC) (FBD); FIt”lc:-'m) (FBI); THOMAS, MARCUS C. (OTD)
EFBI@ 31 (FBI}; D ?. (O

ce: GC} (FBLY; (06C) (FBII I{OGC)

{FBIL); CAPRONI, VALERIE E. (OGC) (FBI)

Subject: Post-Cut-Though-Dialed Digits
Importance: High

CUTIRE ol de wlie saap
SECRET

RECORD 66F-HQ-A1247863
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——SEPREE_
| IOGC) {FBI}

From: I IOGC) (FBI)

Sent: nesga 04, 2006 3:35 PM

To: (CGC) (FBI)
Subject: ;5 ;latefLocal Pen orders

UNCLASSIFIED
NON-RECORD

his is what { advised, is it correct?

-Itis STLU view that this encompasses surveillance assistance even when we retain custody and control of
the equipment and just manage it for the benefit of the stateflocals pursuant to a state/local order.

See below concern from the field--arguably if we retain custody and control of the equipment then we control its use, so
most--if not all-- of the issues raised by the AG order {resource control, liabifityflegal authority to conduct surveitlance,

disclosure of technigue, not use by others for other purposes, etc.) are not really issues when we decide if, when, whether,

how the equipment will be used.

Your thoughts?

--——Ongmai Mﬂmafg
(CE) (FBI)

Sent= D4, 2006 1:55 PM
To: 0GC) (FBI)
Subject: ; n Orders

UNCLASSIFIED
NON-RECORD

That's interesting. As you know, it is precisely FBt agents (TTAs} who are installing the equipment (DCS-30008) and
participating in the surveillance (SAs reading off results of the pen to LEOs in the street and later processing the
information for case purposes) without the three levels of approval noted in the policy. Will 1 now have to document ach
and every time we are instructed to ignore this policy? It is uncomfortable to be put in this position. | welcome your further
comments.

~----Original : BS
From: ) (FBI) b
Sent: 04, 2006 11:48 AM
To: CE} (FBI)

Subject: RE: State/Local Pen Orders

UNCLASSIFIED
NON-RECORD

Piease note that the requirement to be named in the state court order is not a legal requirement but rather is an F8!
policy requirement. [n fact, the AG order No 1945-95 regarding the loan of ELSUR equipment in a stateflocal matter

does NOT require that the state court order expressly authorize the FBI assistance. Instead, it provides only that {1)]
No Federal Bureau of [nvestigation personnel may be used to install the equipment or participate
in the surveillance, unless deemed necessary and authorized by the Director or his designee.
This restriction does not prohibit maintenance and repair of the equipment when not installed.

119 vereT
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From] [oce) (FB)
Sent:  Thursday, March 03, 2005 1:16 PM
To: DGC) (FBI)

Subject: RE: AUSA Reguest for Expert Testimony
ke
UNGLASSIFIED : I f
NON-RECORD

the AUSA, Peter Ko, called 3/4/05 to say that they have no intention of subpoenaing anyane, they believe

they will get “enough of a stipulation from the defense to introduce the T3 evidence and thinks they will have no
problems getting the evidence in —that some how, this “"got blown way out of proportion”.....

s oooe-

meiﬁ;l(m) (FBI)
i Poruary 2o, D.QS_ﬁ..ZLEM_I

T (IID)(EBL); LITD) LEB])

C _ (D) (FBI i(n'o) (FBI) I(lTD) (FBI)

Subject: RE: AUSA Request for Expert Testimony

UNCLASSIFIED
NON-RECORD

1

Would you please screen this matier, make contact with the AUSA and let me know the gist of the AUSA's
and TICTU's concern. b

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE QUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief
Science & Technolagy Law Unit
Engineoring Research Facility

Bldg 27958A, Room A-207

Quantico, VA 22135
Tel. 703

Fax. 70
..... Or' _—
From: [TD) (FBI)
Sent: ary 28, 2005 5:43 PM

TD) (FBI)
(sD) (FBIY| [rTD) (FBI] (ITD)

7
Subject: AUSA Request for Expert Testimony

Importance: High

124
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Me3tage . o . Prperpie—

UNCLASSIFIED
NON-RECORD
an Diego ffi has advised the following: AUSA,
ater of Californi is going to trial on bureau case 245D-SD-
56228 . This case of a T-lll several years ago at which time
data was obtaine ireless via the FBI's DCS-3000 network. This case goes to trial in
about 2 weeks and the says the defense has not stipulated to the T-1Il. Therefore the AUSA
has subpoenaed a witness fron-! reless and now wants to subpoena an expart witness from
ITD-ERF to testify about the DCS- network. This has been discussed with UC| nd I 2
we believe that we probably do not testify about this type matter. The trial is set to begin 5. b
We are seeking your advice or your direct contact with AUSA Ko. Tks. by 7

LTe

ﬁpewisory Qﬂi Ageni

Telecommunications Intercept and Collection Technolegy Unit (TICTU)
Etectronic Surveillance Technology Sacton
Investigative Technology Division

inia

o
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED

125
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Messge ® ® ~PageToTT

T
[OGC) (FBI)

From: OTD) (FB!)

Sent: Thursday, August 05 2004 10.16 AM

To: I lOGC)(FBI

Ce: | 7Y ON) Luzo)

TD] (OTl
(ITD}(F } (FB |
A, (OTD) (FBY)

Subject: Pen Register, Telephone Applications
SENSITIVE BUT UNCLASSIFIED
NON-RECORD b

5
e

b7 8

FBI field offices. This equipment ranges from the 1033 unit, th DCS-
3000 (switched based equipment), the DCS-5000 (FISA platform), an rm). Fam
contacting you to schedule a meeting of all partieg li in the cc: (and any you deem necessary) to meet here at
ERF and work towards written guidance with thﬁg ISA incoming data and what classification before
telephone applications,

lam newly assigned Unit Chief for the Telecommunications Intercept and Collection "
Technology Uni at ERF. This unit is responsible far providing electronic suveillance equipment to all
; : ;;e EE;;;;; icnmlna; p;a; t

TICTU is currently receiving increased communications from the field offices as to the direction to follow. | am
providing two possible dates to meet; Thursday, August 26, at 10:00 a.m. or Friday, September 3rd at 10:00
a.m. Please advise of the date you prefer, and if additional information is needed before we meet. | can be
contacted via e-mail or by telephone YOEI await your response.

SENSITIVE BUT UNCLASSIFIED

126 )Q@T
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-
of

0GC) (FBI

From:
Sent:
To:
Subject:

LUNCLASSIFIED
NON-RECORD

It
7

Thanks. From my point of view, it means NO MORE DESCRIPTIONS NEED TO BE ADDED from that fist, at [east.

Sent: ) 17 PM

To: 0GC) (FBI)
Subjact;

UNCLASSIFIED

NON-RECORD

L1

This is what I've learned from OTD:

Most wireless carriers have centralized their CALEA delivery points. In most cases, CDC information (pen-
registeritrap-trace data) for all FBI intercepts per carrier are delivered to one FBI gateway per carrier. The
locations of the gateways vary and depend on the location and connection restrictions imposed by the carriers.
DCSnet is a peerless and private IP network that supports the delivery and trangport of CALEA-enabled intercept
product from the FB| gateways to all 56 FBI field offices. Itis an unclassified network, and is not used to transfer
processed/collected ELSUR information--Nor is it in itseif a collection system--the collection system is the DCS-3000.

The DCS-3000 is a suite of software applications that support the FBI's CALEA-based intercepts. This suite of
applications has two primary functions: 1} a gateway between all carriers' delivery systems and the FBI's collection
systems and centers {e.g., DCS-5000 in Atlanta Division), and 2) the primary collection system for ali CALEA-enabled
criminal pen-register and trap/trace intercepts.

As | understand, the DC5S-3000 serves as a gateway between carriers and the DCS-5000 system for security reasons.
In essence, Security division will not allow a classified collection system to have connection to the outside--hence the
DCS-2000 serves as the link and is for that purpose just a transport of the FISA material from the carrier to the DCS-
5000 system.

?b &
Lo

FIED

UNGLASSIFIED
NON-RECORD

Have your heard of the Data Collection System Network (DCSNET) or the Rapid Prototyping Facility Network
(RPFNET). Also, are DCS 3000 and DCS S000 variations of each other, as far as pen register collection.

127
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b1l

‘ o ®

I have reading a list of databases that the Security Division sent so that's where these issues are coming from.
Thanks. pik

UNCLASSIFIED -

UNCLASSIFIED

UNCLASSIFIED

128 SEEE(\




. ® ®
tOGC) (FBI) SB {

From: OTD) (FBI}
Sent: ; 8:27 AM
To: OGC) (FBI)

Cc: J(OTD) (FB))

Subject: RE.

UNCLASSIFIED =

NON-RECORD ' e
' E

u are correct in your definition of thmlt receives pen register data from sources such as the Remote DNR
and the DCS 3000 and enables the Elsur Tech 10 upload the data to Telephone Applications from one location. The
system also allows the operator to program the Remote DNR's as well | ]

---=-Qriginal s
G me— T
Sent: 2006 5:37 PM
To: TO) (FBI)
Subject: :

NCLASSIFIED
NON-RECORD

Please review and advi51

Thanks,

—-Original S

From: OGC) (FBI)

Sent: 09, 2006 1:40 PM
To: OTD) (FBI)
Subject: FW:

. UNCLASSIFIED
NON-RECORD

ko2

kg
Please advise if correct- what does theljdo? -thanksE b7

k7=
~=-w=0Original s

From: OGC) (FBI)

Sent: Ms 10:03 AM
To: (OGC) (FBI}
Subject: RE;

UNCLASSIFIED
NON-RECORD

Thmnd DCS 3000 are PEN REGISTER coliections-—not content!l!! Yes the field elsur tech downloads the pen
dat en uploads it into TA for analysis but the SMP does NOT apply to Pen Register data correct?




bl . .

Te: | bGC) (FBI) -
Subject: RE: SE‘%
UNCLASSIFIED

NON-RECQO

Let me clarify something, however. The field offices are tefling me with respect to these databases that a certain
number of people have access to these databases, so they are not simply collection devices, if people can access
them and view data. People are having access to raw FISA data, correct?

-----Original M
From:

ruary 09, 2006 9:05 AM

To (OGC) (FBI) o
Subject: RE: b
UNCLASSIFIED IR
NON-RECORD

DS does (e.g., can't understan Fodes and some of the other CALEA provided data), so |

Th s a pen register collection srstem--s milar to DSC-3000--but its ofder and doesn't do everything that
believe that it is being phased out

-----Qriginal Message-----

{FBI)
, 8:51 AM
QGC) (Fel)
OGC)(FBI}

UNCLASSIFIED
NON-RECORD

Thanks. How aboul: or a system labeled simply as:)y Baltimore)_

UNCLASSIFIED
NON-RECORD

InTi
h7E
1’ 5

DCS-3000 is the Collection system for pen data--to the extent it collects content it's limited to SMS
{text messages)--but it serves only as the collection point—the data is passed to another system (TA
etc for analysis).

Penlink is a software application that can be used to help analyze pen data.

Analyst Notebook (I-1) appears to be a software application that can be used with Choicepoint
According to the foliowing link (This is software that can be installed on FBINET. It allows for
the input ofdata for exaphical disnlavand anglysis Pen.link data capn he imported into i2
Notebook.)
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UNCLASSIFIED
NON-RECORD

Anyone know what DCS-3000, Penlink.Dnalyst Notewoork {I-1) are. These are all new
ones that are coming up in the course of reading field office responses.

UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED.
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED

UNCLASSIFIED
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JOGC) (FB1)

From: - ﬁ!ié {OGC) (FBI)
Sent: 9, 10:52 AM
To: GC) (FBI)

Subject: RE: '

UNCLASSIFIED
NON-RECORD

You're right. | missed that. SMP does not apply to pen registers.

k6
—-Original ko
From: 0GC} (FBI)
Sent:
To:

Subject:

UNCLASSIFIED
NON-RECORD

The]___Jand DCS 3000 are PEN REGISTER collections—-not content!!!! Yes the field efsur tech downioads the pen
data and then uploads it into TA for analysis but the SMP does NOT apply to Pen Register data correct?

(OGC) (FBD)

Sent: ry (19, 2006 9:14 AM
To: (0GC) (FeI)

Subje

UNCLASSIFIED

NON-RECORD

-—-Original Message-----
From: GC) (FBI)
Sent: ruary 09, 2006 9:05 AM
To: C) (FBI}

UNCLASSIFIED
NON-RECORD

Thgs a pen register collection system--similar to DSC-3000--but its older and doesn't do everything that

DS does (e.g., can't understand_—_—Jcodes and some of the other CALEA provided data), so |
believe that it is being phased out
-—Original Message---—

Fromy; {FBI)

Sent: g :51 AM

To: PGC) (FBI)

et PGC)(FBI)

Subject: :

UNCLASSIFIED

132



file:///SStFIED

® e ©
NON-RECORD

Thanks. How about or a system labeled simply as "3094" (by Baltimore)_
---=-Qriginal M =
From: 0GC) (FBI)
Sent: 8:48 AM
To: (0GC) {FBI)
cc | kOGC)(FBl]
Subject: :
UNCLASSIFIED
NON-RECORD
This is the risk with getting input from the fiefd--it appears they didn't understand the question. The i -
items below are not database systems that contain raw FISA materiai {i.e b
inimi less minimization appli data and t ' 0
L7E
DCS-3000 is the Collection system for pen data--to the extent it collects content it's limited fo SMS
(text messages)--but it serves only as the collection point--the data is passed to another system (TA
etc for analysis).
PenlLink is a software application that can be used to help analyze pen data.
Analyst Notebook (I-1) appears fo be a software application that can be used with Choicapoint
According to the following link (This is software that can be installed on FBINET., It allows for
the input of data for graphical display and analysis. Pen-link data can be imported into i2
Noteboold ]
| |
1 I
----- Original M
From: (OGC) (FBI)
Sent: L2006 £:33 AM
CLL —
Subject:
UNCLASSIFIED
NON-RECORD
Anyone know what DCS-3000, Penlink%ﬁ\nalyst Notewoork (I-1) are. These are all new
ones that are coming up in the coursa eld office responses.
o
UNCLASSIFIED ::
o E.
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED
UNCLASSIFIED




Message ® B —gé%_l | o —Prpetefi—

| Joce) (FBI)

From: | | (©TD) FBY)
Sent:  Wednesday, Novernber 02, 2005 5:12 PM
To: (OGC) (FBI}

Subject: RE: FISC database response

SECRET
'~ RECORD 318 xx

1o Ry

Eaiihalit aaliies

The document is correct in my view. | am not sure what you mean by "¢riginal". The intercept data are delivered

from the carriers’ intercept access points to us in “raw" formats. The DCS-3000 decodes these formats and

presents the information in "human readable™ format. The "human readable” formatted information is typical

uploaded to TA by either saving the data to a remo i e've always considered this to be the

"oriﬁjr through an automatic connection to th most field offices prefer thq Eethod). If
Y.

the s used and the data is not saved to a removeable disk, the data remains on the -
indefim

----.0 iainal Moccampeeaas

From (OGC) (FBI)

Sept: , 2005 4:33 PM
To (OTD) (FBI)

would you review the discussion of DCS-3000. make sure it explains how FISA information in DCS-3000
is handled, including the manner in which it can be searched and retrieved. Also Is the raw pen register
data stored in the DCS-3000 system or just collected there and then the original sent some place else for
storage. If stored there, for how long is the original maintained? .

e

OGC) (FBI)

ovember 01, 2005 4:09. BM
TDEH—E_V;E (06C) (FBl) oGexFan)
Subject: kE; a Se response
SECRET
RECORD 319 xx

Here's a few more edits. It doesn't include the portion markings and it's still not clear to me what the
interplay is betwean EDMS and DWS with respect to email and chat collections. As it reads now, it
appears that some {CT collections go into DWS and others into EDMS?) perhaps STAS can clarify.

—,, -4
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Message . m . Sago-d-oi4
-----Qriginal Message—--
From{ ] (06c) (Fa1)

Sent: Tuesday, November 01, 2005 11:43 AM
To: (OGC) (FBI)
Subject: FW: FISC database response

SECRET
RECORD 319 xx
geapologize, I inadvertently left you off of this emai. .

let me know whether you can look at this. Also, please refer to the 1101 version that | have b

attached rather than the 1031 one. T

thanks

vpe

| ]

Assistant General Counsel
Policy & Training Unit

National ity Law Branch
(202) 32

Fro OGC) (FBI)
Sent! p 2:16 BM
To cyD) (FBI):| p1) (Fel p1D)
LE CyD) (FBI); THOMAS, MARCUS C.
(OGC) (FBI)
cc:| 0GC) (FB1):| (CD) (FBI) OGC)(FBI);
. CD) (FBI (06C) (FBl
Subject: FISC database response
SECRET
RECORD 319 xx

{1/17/2006
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Message
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11/17/2006

Assistant General Counsel
Policy & Training Unit

National i w Branch
(202) 324

SECRET
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Message .

loce) (Fel)

T\
From: | ]:Q) (CON)

Sent: Wednesday, September 28, 2005 137 PM
To: | koGe) (Fsi)

Subject: FW] and Location

TIVE UNCLASS! e —
NON-RECORD o

—1 o

See|:rernark below. There is no reference f can provide regarding this non-standard feature. The
ServingSystem Message identifies a carrier's network. Itis used to identify the network of a cammier to which a
subject has roamed.

--_-.,0 ininal Meccane-——--
From _ OTD) (FBI)
Sent: Wed September 28, 2005 1:33 PM
To {CON)
Su : RE: nd Location

EN CLASSIFIED
NON-RECOR

| Jswitches also provide th nformation in the Serving Systern
message. We have modified our DCS-3000 system to W- ndard" feature.

—---Qriginal Message----- ha
From ___KCQ) (CON) 7
; ember 28, 2005 12:38 PM 1TE
ce ?(OGC) o) ME—
(o | CQ) (FBI); ' (FBI) ' (OTD) (FBI);
| , {OTD) (FBI)
Subject: FW: and Location

SENSITIVE BUT UNCLASSIFIED
NON-RECORD

)

| forgot to provide the reference for J-Standard:

If you go the the TIA website and search| Jou') be rewarded with

139 —3%
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Message

.,.seem;. e

it through the office and include it as an agenda item on their SACs Chiefs meetings.

Fromy |
To:
Ce
Subjecte_ICALEA Update

Date: Tuesday, March 08, 2005 11:11 AM

D I asked for update orD:leployrnent and law enforcement use and
earned the following.

> —Qrigi aqe-----

> From CC)

> Sent: rch 08, 2005 10:53 AM
> Subject: pdate

> Importance: High

> Here is an update on Since deploying nationwid
> CALEA capabilities in December 200 as not received an

> requests from = te — for the
> interception o ata services. 1 am told
>that FBl has b ry DS3000 collection

> functiong]s working with FBI to coordinate "live” testing
> outside IRe Lab, and is also working with the FBI to obtain handsets

> for the tests. oes not know when FBI wili be ready to begin
> routine {non-test nterceptions.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

Associate General Counsel - Unit Chief
Science & Technology Law Unit
Engineering Research Facility

Bidg 27958A, Room A-207

Quantico, VA 22135
Tel. 70

Fax. 70

UNCLASSIFIED

UNCLASSIFIED

11/17/2006
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file:///PPROVAL

. o ®
From: {BA) (FBI) W
Sent: W 5:30 PM

To: ) (FBI)
Subjact: RE: phone

UNCLASSIFIED
NON-RECORD

Heltlo, | am the tech agent assigned to the case as depicted below.

In relation to the questions below, here is what | know:

1) Slﬁl::;bservations of his target who he knew to have several Dellular phones.

| have no idea where the information about "codes” came from.

SDhas provided me with this information after their most recent drug transaction with this subject.

2} Baltimore has tested a test phone with ERF where ERF has stripped off the full content.

There still is an issue with how the Telephone Application {TA) will differentiate betweeﬁand regular

DONR type intercepts, Based upop the tests with ERF there is no way of letting TA know that this informatio
from pe service set up a separate client to allow us to be able to easily keep track o

related information. However, TA cannot tell the difference between call" and a

regular

-—-Criginal Message-----
From: [ J(Ba) (FBI)

Sent:  Mond 12:29 PM .

To: } {(FBI)

Subj ' .
e

SF e

UNCLASSIFIED ki
NON-RECORD

FY1

ssa| ]
Squad 19

Baltim ixision
Office
Cell;

148
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Step 8. Case Squad designates individual(s) to operate the Pen Register (DCS 3000 system)
located on the third floor (T-3 space).

Step 9. Case squad provides signed Pen Register/2703(d) Order to 1S-2,

Step 10. Both the case squad and IS-1 shall evaluate the active and historical pen register
information to determine the logical location to begin searching, i.e. latest specific cell cite and
sector, on/off, times, etc.

Step 10. Case Agent assigned to Pen Register maintains contact with [S-1 tracking team and
provides update as to target’s cell phone use.

I8-1 conducts live tracking operation.

Recommendations: Any case squad that foresees the use of Pen Registers and Provider
information for cell tracking purposes should:

a. Maintain a file of pony Pen Register/2703(d) Orders for the major cellular providers.
Ponies can be obtained from IS-2.

b. Pro-actively meet with their perspective AUSA’s and discuss specifics of Order.

c. Ensure squad members are familiar with the use of the DCS-3000/Pen Registers.
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DRAFT 11/03/05 (3:30 P.M.)

I. (U) DEFINITIONS (As defined by the Federal Bureau of Investigation’s Office of
the Chief Information Officer/Office of IT Policy & Planning/ Enterprise Architecture
Unit):

A. SYSTEM: An integrated aggregation of electronic devices, interfaces, software,
and support functions designed to fulfiil a specific mission requirement. A
system may include equipment, trained personnel, facilities, data and procedures,
and software. For project purposes, a system is typically defined as the highest
level of hardware organization composed of multiple subsystems. Boundaries
must be defined in defining a system for certification and accreditation.

B. APPLICATION: IT (Informationa! Technology) assets that are included in a
system to perform a specific function(s). For example, application software
includes database programs, word processors, and spreadsheet programs.

C. DATABASE: A collection of data stored electronically that is accessed by a
processor to pertorm a function.

D. NETWORK: A group of computers linked together to exchange and share
information. Networks can consist of a number of linked computers in a specific
physical location, a Local Area Network (LAN), or they may consist of
computers focated at different physical sites tinked together by means of phone
lines and modems or other forms of long distance communications.

II. SYSTEMS DESCRIPTION REQUEST FROM OIPR: EDMS & DWS

A, Electronic Surveillance ( ELSUR)_ Data Management System {EDMS)

1. Description of the tyvpes of Foreign Intelligence Surveillance Act (FISA
information contained in EDMS.

(U) EDMS contains ELSUR products from counterterrorism (CT) and
counterintelligence (Cl) field collection systems involving:
¢ Audio — copies of microphone surveillance and telephony audio, for a
limited number of cases.
¢ Email and chat — EDMS is an original collector of raw email and chat
communications
e Raw pen register data —for a limited number of cases originating from
Red Wolf (See Section 11LA.1)
¢ Test pen register data —for limited testing from DCS-3000 (Sce Section
[L.A.3)
s Raw seized media—for a limited number of CT cases.
¢ Minimized translation summaries (tech cuts)

155
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a. Description of the types of FISA information contained ig] I

b
Fr o

b. Explanation of how access to FISA information is controlled, that is,
restrictions on search and retrieval of information,

(U} _..,..---IS§1Access to FISA facsimiles is generally restricted to predetermined
authorized users generally linguists assigned to the case, the linguist’s

supervisor, the Case Agent,

=

¢. Implementation of standard minimization procedures.

3. DCS-3000 (system)

a. Description of the types of FISA information contained in DCS-3000.

() DCS-3000 is the primary collection platform for pen-register/trap-
trace data pursuant to the Communications Assistance for Law
Enforcement Act of 1994 (CALEA), and this is the only information
collected by the DCS-3000. Per the CALEA, this information is
intercepted by the targets' service providers based on target telephone
number and delivered to the DCS-3000 in standard formats. The

161
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el
information is stored in text-formatted files for each target telephone

number,

b. Explanation of how FISA information is controlled, that is, restrictions on
search and retrieval of information.

(U) Most FBI field offices use the DCS-3000 as a "front-end”

coliector. The pen-register/trap-trace data collecied by the DCS-3000 is
typically manually uploaded to the Telephone Application (TA) database
at FBI Headquarters, through which it can then be searched. The DCS-
3000 team is working in conjuncture with EDMS (See Section 11.A) to
provide for an automatically pen-register upload to TA. The DCS-3000
also has a rudimentary report generation feature and simple text-based
search tools for use by Technically Trained Agents and system
administrators.

¢. Implementation Of Standard Minimization Procedures.

|: S :| {U) The DCS-3000 collects only pen-register/trap-trace information.

v

(5Y-

ODTHER cutsicde the aocops
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:T
» MANUALS: For traditional DNR equipment Manuals see:
] I.Em.dﬂa.i.l.ucua:dhwu.lo the TICTU Website at

> mmmmmar collection platform Manuals see:

+ Switch-based: In implementing switch-based Pen Registers and/or Traps and Traces, TTAs
frequently utilize the Data Collection System (DCS)-3000 application suite and/or the criminal law-
based (JSI) DCS-6000 (“Voice Box™) platform. In other conventional (non-CALEA) switch-based
Pen Register/Trap and Trace cases, the interface for collecting such information may be one of the
Pen Register DNR piatforms produced by JSI.

*  For details regarding the DCS-Jlﬁaﬂ_sm:m_gQ_w;Md.ionsult the
Switch-Based Intercept Team a

. I.En.ndauﬂﬁamdimmm.msrem, go to the TICTU Website and consult the

>_Mm;mmmm-_'[[ace collection platform Manuals see:

»  For details regarding more conventional (non-CALEA) DNR equipment and DNR

platfo:rmmﬂﬂlﬂwmmmrlt the Traditional Technologies Intercept
Team

» MANUALS: For traditional DNR equipment Manuals see:

- Networl/Wireline Data-based: In implementing Network or Wireline Data-related Pen Registers
and/or Traps and Traces, such Pen Registers and/or Traps and Traces are frequently implemented
by service providers using their own proprietary or commercially-available equipment. In some

cases, the FBI (DITU), or specially-trained TTAs, can also effect such Pen Regj raps
and Traces utilizing tools commercially-available to law gglorc as
Processing and viewing systems/tools such as ‘ * are also used.
* For details regarding t - s> anchasl go
to the DITU Website a ,
7 MANUALS; o to the DITU
Website a

- High-Capacity -based: Tn implementing High-capacity-based Pen Registers and/or Traps and
Traces, such Pen Registers and/or Traps and Traces are frequently implemented by TTAs in concert

188
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Such nondisclosure pertains to details (including displ®) of this material. General descriptions or
disclosures as to the overall technical functionality/operation of technical equipment or techniques
are not prohibited. Any potential departure from this policy must be specifically approved by ITD
at a unit chief or higher level before disclosure is made. See MIOG, Part 2, 10-10.13(4).

- FBI Testimony: As set forth in MIOG, Part 2, 16-4.16, expert testimony, regarding Pen Registers
and/or Traps and Traces or otherwise, is available from the Investigative Technology Division
(ITD). Such requests may emanate from Federal or State prosecutors or defense counsel. Ina
number of cases, such ITD personnel may be qualified to testify as subject matter experts in a given
area within the Technical Investigative Program (TIP). In other cases, it would be more appropriate
for non-FBI personnel, such as personnet from communications service providers, equipment
manufacturers, software vendors, etc., to testify as experts in a given arca of expertise.

The procedures for FBI technical personnel who testify as subject matter experts within the FBI’s
TIP are the same as those that apply to other FBI witnesses, including adherence to the dictates of
28 C.F.R.§ 16.21 et seq. Any legal or procedural questions should be promptly brought to the
attention of the appropriate Assistant United States Attorney (AUSA) and the appropriate field
office CDC or to an attorney in the Technology Law Unit, Office of the General Counsel, FBIHQ.

m) Evidence Acquisition/Recordation/Handling:

Pen Registers and Traps and Traces acquire dialed number as well as other call-control signaling
information, Pen Register equipment used in local loop interceptions typically captures audio
tones/signaling that is then portrayed as dialed numbers and/or other call-control indicators. Under
CALEA, which is carrier (and principaily switch)-based, the Pen Register and/or Trap and Trace
information acquired is referred to as “call-identifying information (CII).” Under CALEA, delivery
of CII to law enforcement is made over a “call data channel (CDC).” Details as to the elements/
format/messages for CALEA-compliant Pen Register and/or Trap and Trace uses in wireline and
wireless networks are set forth in the J-STD-025.

The interface for collecting such Pen Register and/or Trap and Trace infermation may be DNR
platforms such as those produced by JSI or the CALEA-related DCS-3000 platform, which may
connected to the DCS-6000 (Voice Box).

Once Pen Register and/or Trap and Trace information is acquired, the signaling information should
be recorded electronically as the “original evidence.” Electronic recordation can be accomplished
through recorders attached to Pen Register/Trap and Trace DNR platforms such as those produced
by JSI or the CALEA-related DCS-3000 platform or the DCS-6000 (Voice Box).

Hardcopy printouts from the original electronic signaling may also constitute “original evidence.”
However, post-processed (manipulated) Pen/Trap printout information, such as that produced
through the “Telephone Application (TA),” while user-friendly for investigators and prosecutors, is
technically not original evidence because it has been processed/manipulated by the TA program.

If TTAs handle Pen Register/Trap evidence, they run the risk of becoming part of the “chain of
custody™ for the Pen/Trap evidence, thus exposing themselves to the possibility of having to testify
(contrary to FBI policy). Hence, TTA involvement in evidence handling must be avoided.

T
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i} EquipmentSoftware/Tools (E/S/T}; Technical Manuals:

For FISA law-based Pen Registers and/or Traps and Traces, various cquipment, software, and tools
(E/S/T) are used in the technical implementation. The E/S/T and its specifications and the technical
manuals regarding the E/S/T, including maintenance, are addressed below.

+ Local Loop-based: In implementing local loop Pen Registers, the interface for collecting such
information may be one of the traditional Pen Register/DNR systems produced by JSI or the FISA
law-based (Raytheon) DCS-5000 ( platform.

* For details regarding traditional DNR equipment and DNR systems, etc., go to the TICTY
Website and consult the Traditional Technologies Intercept Team at

L

» MANUALS: For traditional DNR equipment Manuals see:

I |
= For details regarding the DCS-5000, go to the TICTU Website and consult the
%FMMMMWEF collection platform Manuals see:

- Switch-based: In implementing switch-based Pen Registers and/or Traps and Traces, TTAs
frequently utilize the Data Collection System (DCS)-3000 application suite and/or the FISA law-
based (Raytheon) DCS-5000 (“Red Wolf”) platform. In other conventional (non-CALEA) switch-
based Pen Register/Trap and Trace cases, the interface for collecting such information may be one
of the Pen Register DNR platforms produced by JSL.

*  For details regarding the DCS-3 i onsult the
Switch-Based Intercept Team a

» For details regarding the DCS-5000 systermn, go to the TICTU Website and consult the

» MANUALS: For major Pe ister/Trap-Trace collection platform Manuals see:

* For details regarding more conventional (non-CALEA) DNR equipment and DNR
platforms, etc., go to the TICTU Website and consult the Traditional Technologies Intercept

Team a

> I.MAM;EELBMMMMNIMIS see:
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In the past, there was little or no prospect of FISA Pen Register and Trap and Trace information
ever being used in court or other public venues. However, based upon recent rulings of the Foreign
Intelligence Surveillance Court (FISC) and new interpretations of the FISA law and its purposes by
the Department of Justice, it is now conceivable that FISA-based Pen Register and Trap and Trace
information could be used as evidence in criminal cases or otherwise made public. With respect to
utilizing classified equipment, etc. in cases that may be prosecuted, the Department of Justice issued
a directive in 2002 entitled: “Procedures for the Use of Classified Investigative Technologies in
Criminal Cases.” As a rule, these Procedures require coordination and clearance by the Department
before such technologies can be used in criminal cases.

m) Evidence Acquisition/Recordation/Handling:

Pen Registers and Traps and Traces acquire dialed number as well as other call-control signaling
information. Pen Register equipment used in local loop interceptions typically captures audio
tones/signaling that is then portrayed as dialed numbers and/or other cali-contrel indicators. Under
CALEA, which is carrier (and principally switch)-based, the Pen Register and/or Trap and Trace
information acquired is referred to as “call-identifying information (CII).” Under CALEA, delivery
of CII to law enforcement is made over a “call data channel (CDC).” Details as to the elements/
format/messages for CALEA-compliant Pen Register and/or Trap and Trace uses in wireline and
wireless networks are set forth in the J-STD-025.

The interface for collecting such Pen Register and/or Trap and Trace information may be DNR
platforms such as those produced by JSI or the CALEA-related DCS-3000 platform, which may
connected to the DCS-5000 (Red Wolf).

As noted, above, in the past, there was little prospect of FISA Pen Register and Trap and Trace
information ever being used in court or other public venues. However, based upon recent rulings of
the Foreign Intelligence Surveillance Court (FISC) and new interpretations of the FISA law and its
purposes by the Department of Justice, it is now conceivable that FISA-based Pen Register and
Trap and Trace information could be used as evidence in criminal cases or otherwise made public.

Once Pen Register and/or Trap and Trace information is acquired, the signaling information should
be recorded electronically as the “original evidence.” Electronic recordation can be accomplished
through recorders attached to Pen Register/Trap and Trace DNR platforms such as those produced
by JSI or the CALEA-related DCS-3000 platform or the DCS-5000 (Red Wolf).

Hardcopy printouts from the original electronic signaling may also constitute “criginal evidence.”
However, post-processed (manipulated) Pen/Trap printout information, such as that produced
through the “Telephone Application (TA),” while user-friendly for investigators and prosecutors, is
technically not original evidence because it has been processed/manipulated by the TA program.

If TTAs handle Pen Register/Trap evidence, they run the risk of becoming part of the “chain of
custody” for the Pen/Trap evidence, thus exposing themselves to the possibility of having to testify
(contrary to FBI policy). Hence, TTA involvement in evidence handling must be avoided.
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& For details regarding the Facsimile Intercept S : i ult
the Traditional Technologies Intercept Team a

+ Switch-based: In implementing switch-based Title IlIs, TTAs frequently utilize the criminal law-
based {JSI} DCS-6000 (“Voice Box™) platform. The DCS 3000 system may also be used. In other
conventional (non-CALEA}) switch-based Title I, the interface for collecting such information
may be one of the Pen Register DNR platforms produced by JSI.

= For details regarding the DCS-3000 system, go to the TICTL] Website and consult the
Switch-Based Intercept Team at

» For details regarding the DCS-6000 system. go to the TICTU Website and consult the
> rumﬁmmwmm collection platform Manuals see:

s For details regarding more conventional (non-CALEA) Title III equipment and Title III

PlﬁthUTMWEILEMLmL he Traditional Technologies Intercept
Team a

» MANUALS: For details regarding traditional Title Il equipment Manuals see:

R
4

+ Network/Wireline Data-based: In implementing Network or Wireline Data-related Title HIs, such
Title [[s are frequently implemented by service providers using their own proprietary or
commercially-available equipment. In some cases, the FBI (DITU), or specially-trained TTAs, can

a]so effect such Title IlIs utilizing tools commercially-auails uch as
* Processing and viewing systems/tools such as re also use
= For details regarding the use of “products” such aj go
to the DITU Website {

» MANUALSL j go to the DITU
Website

« High-Capacity -based: In implementing High-capacity-based Title IIIs or Pen Registers and/or
Traps and Traces, such interceptions are frequently implemented by i ith ATU
personnel utilizing high-capacity access products such as those in the ite, and the

criminal law-based (JSI) DCS-6000 (*Voice Box”) platform.

» For details regarding the | lroducts, go to the ATU Website and consult the
High-Capacity Access Team site at

. rhy_dmu;mummm;mn, go to the TICTU Website and consult the
216, —SERREE__
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techniques, equipment, and information from disclosure, TAs and TTAs should not needlessly
disclose or display (or permit disclosure or display) of such material to FBI investigators, FBI
personnel, or to others (to include USAs and Strike Force Attorneys).

Such nondisclosure pertains to details (including display) of this material. General descriptions or
disclosures as to the overall technical functionality/operation of technical equipment or techniques
are not prohibited. Any potential departure from this policy must be specifically approved by ITD
at a unit chief or higher level before disclosure is made. See MIOG, Part 2, 10-10.13(4).

- FBI Testimony: As set forth in MIOG, Part 2, 16-4.16, expert testimony regarding Title Ilis is
available from the ITD. Such requests may emanate from Federal or State prosecutors or defense
counsel. In a number of cases, such ITD personnel may be qualified to testify as subject matter
experts in a given area within the Technical Investigative Program (TIP). In other cases, it would
be more appropriate for non-FBI personne] (i.e., personnet from communication service providers,
equipment manufacturers, software vendors, etc. to testify as experts in a given area of expentise.

The procedures for FBI technical personnel who testify as subject matter experts within the FBI's
TIP are the same as those that apply to other FBI witnesses, including adherence to the dictates of
28 C.F.R.§ 16.21 et seq. Any legal or procedural questions should be promptly brought to the
attention of the appropriate Assistant United States Attomey (AUSA) and the appropriate field
office CDC or to an attorney in the Technology Law Unit, Office of the General Counsel, FBIHQ.

m) Evidence Acquisition/Recordation/Sealing/Handling:

« Evidence Acquisition: Title III equipment, techniques, systems, and platforms acquire communi-
cations “content.” Title Il equipment used in local loop interceptions typically captures analog
audio tones/signaling that is then captured as “content.” .Under CALEA, which is carrier and
principally switch-based, Title III telephony content is referred to as call content and is transmitted
over a “Call Content Channel (CCC).” Details as to the elements/format of CALEA-compliant call
content in wireline and wireless networks are set forth in the J-STD-025. The interface for
collecting call content may be DNR platforms such as those produced by JSI, or the CALEA-related
DCS-3000 platform or the DCS-6000 (Voice Box) platform.

- Evidence Recordation: Title II, at 18 U.S8.C. 2518(8)(a), states that:

» the contents of any wire, oral, or electronic communication intercepted by any means
authorized ... shall, if possible, be recorded on tape or wire or other comparable device.

» the recording of the contents of any wire, oral, or electronic communication ... shall be done
in such way as will protect the recording from editing or other alterations. .,
duplicate recordings may be made for use or disclosure ....

= custody of the recordings shall be wherever the judge orders. They shall not be destroyed
except upon an order of the issuing/denying judge and ... shall be kept for ten years.

Hence, once Title III content is acquired, the signaling information should be recorded
electronically as the “original evidence.” Such electronic recordation can be accomplished through




recorders attached to DNR platforms such as those produced by JSI or the CALEA -related DCS-
3000 platform or the DCS-6000 (Voice Box) platform.

Hardcopy printouts from the original electronic signaling, such as email content, may also constitute
“original evidence.”

- Evidence Sealing: Title 111, at 18 U.S.C. 2518(8)(a), states that:

= the presence of the seal provided for by this subsection, or a satisfactory explanation for the
absence thereof, shail be a prerequisite for the use or disclosure of the contents of any wire,
oral, or electronic communication or evidence derived therefrom ...

» immediately upon the expiration of the period of the order, or extensions thereof, such
recordings shall be made available to the judge issuing such order and sealed under his
directions. '

The U.S. Supreme Court has addressed the criticality of “sealing” recordings under Title I11 (18
U.S.C. 2518(8)(a)}, with the potential for exclusion of the recorded evidence where delayed sealing
occurs {even where no bad faith is found). See United States v. Rios, 495 U.S. 257 (1990).

Accordingly, FBI policy requires prompt “sealing” (and any necessary resealing) of recordings.
MIOG, Part 2, 10-9.10(9) states:

It is also necessary that the post-execution sealing requirements of Title 18, USC,
Section 2518(8)(a) be met. Failure to adhere to this requirement could result in suppression
of relevant interceptions in the absence of a satisfactory explanation for any delay in sealing.
Agents should therefore be prepared to submit the original recordings of all interceptions to
the issuing judicial official for sealing immediately at the conclusion of the period of
continuously ordered efectronic surveillance. In this context, if there is no break in time
between the expiration of the original order and any subsequent extensions, Agents may
wait until the expiration of the final extension before fulfilling this requirement,

If any delay in making this delivery is anticipated, the Agent supervising the
electronic surveillance should document the causes for this delay, i.e., duplication equipment
failure, unforeseen manpower allocation priorities, and notify the supervising Assistant
United States Attomey or Strike Force Attorney of the anticipated delay. If the supervising
Agent anticipates this delay to be any greater than five days from the expiration date of the
continuous electronic surveillance, he/she should, through the supervising attorney, within
that five-day period obtain an extension of time in which to fulfill the sealing requirements
from the appropriate judicial official.

If original recordings require technical enhancement, analysis, comparisons, etc., the
post-execution sealing requirement under Title 18, USC, Section 2518(8} still must be met.
Therefore, procedurally, once the sealing requirement attaches, all recordings should be
sealed in a timely fashion with the court first, and then unsealed with the court’s approval if
the recordings require enhancement, etc. Once unsealed, the recordings should be promptly
submiited by the field to the Engineering Research Facility (ERF), Investigative Technology
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