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703L 

fl^jfcl 
be 
b 7 C 

—Original Mi 
From: 
Sent: 
To: 
Ce 
Subject: 

lessaflg 
](OTD)(FBI) 

[ 
Wednesday. February 15, 2006 2:31PM 

JMlifBi);! 
REl [upgrade and CALEA 

£BI);| 
T0TD)(FBI);| 
I EA •> 

SCNaiTIVC PUT UHQLAOtaHSP 
NON-RECORD 

b 2 
b 7 E 

"I/NV^ rnm 

](NY)(FBI);[ ] (NY) (FBI) 

I just spoke with 
ring 

Everything seems to be in order. We'll see how this thing works on the cluster 
N'ly---- I I 

Tentatively speaking, week of 27Feb. We'll give a definite date after I speak with] |to check his 
schedule. 

be 
b 7 C 

Thnx, 

—Original 
From: 
Sent: 
To: 

[NY) (FBI) 
Wednesday. February 15, 2006' 11:?fi AM 

UOT0) (FBI)J~____ 
Cc 1 KOTO) (FBI)X 
Subject: REl | upgrade ana CALEA 
Importance: H ign"^ Importance: Hlgl 

OCHOITIVC PUT UHGLA06IE1EP 
NON-RECORD 

b2 
b7E 

3fflyjiEBi) 
' ft (NY) (FBI),-[ ]NY) (FBI) Ob 

b7C 

b 2 
b 7 E 

rzzi 
I am forwarding this message t<[ J to get some of the answers for you is on Vacation till 

nd 
you aThe DCS-3000 is now in the Shield. It is probably about 150-200 feet between the DCS-3000 andl Jai 

What we can do is run a longer CATS from the port and move the DCS-3000 closer tol Eo , 
can orderJMLSQ ft cabled Is in NJ. What we will probably need to do is get an additional DCS-3000 for our NJ 
site wherd fcs. We can create VLAN over the SONET Ring to get the info out there. Also, it would make good 
sense to have a DCS-3000 out there for contingency purposes. You will need a 50 ft. cable for out there too. 

I will be ordering a static DSL line into the Shield in the next couple of days. I got authorization to put it under 
our covert Title III account 

Thanks for the help. 

be 
b7C 

PAT 
YOSq NYO Squad SO-1 

work: 2 1 2 £ ^ 
cell: 9171 

be 
b 7 C 

—-Original Message— 
3(OTD)(FBI) 

b.2 
L7E 

From: 
Sent: Wednesday. February 15, 2006 8:46 AM 
To: .• i fNYuren 

T(OTD) (FBI);r_ as L 
Subject: FW:| | upgrade and CALEA 

SbN&IIIWE BUT UHCLAODiriCD 

](NY) (FBI) 

17 
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Hi[ 

b6 
b7C 

In preparation for the One Way Push installation I'll need to know what length serial cables are 
nnortoH 

Io2 
fo7E 

[ ] 
T. ] r i ease lei me Know so ina i i can gei vne caoies maae to size, usually we 

use 20ft, 35ft, and 50ft denomonations. Please call if you have any questions. 

fo2 
>7E 

be 
b7C 

b2 
b7E 

Thnx. 
i i 
™I 

fob 
b 7 C 

Origl —Original Message-
From 
Sent: 
To: 
Cc: 

tmrt mm 
Thursday. January 26. 2006 9:03 AM 

IfQTP) (FBDf-

JOTDXFKT 
](0TD)(FBI) 

Subject: RE^^Tpgrade and GALEA 

Hun fl?eic"=^ 
NON-RECORD 

ID ft 
b7C 

;with the DCS-3000 targets first. Once 1 know you are avoiding me. The sooner the better. We will ataiLwit 
we get those working, we will start on some CALEA T-1s. I have thel tnakina a list for me regarding how many 
targets come from each CO. We will start with the biggest Central Offices first and then go from their. Once I 
have some numbers I will let you knowj js the TTA in charge of the DCS-3000 here if you have any 
questions. Talk to you soon. • 

—Original Message 
From: I 
Sent; 
To: 
Cc: 

1 (OTD) (FBI) 
Wednesday. January 25. 2006 5:30 PM 
~ I M V ^ ttfnf IfOTD) (FBI) 

') (MJlj 
Subject: kH lipgrade and CALEA 

SENSITIVE BUT UNCLASSIffgp-
NON-RECORD 

foe 
b7C 

[ ] 
spoke with[. Jtoday and he has already discussed I Issues and 

concerns at length. We discussed some possible system configurations, implementation 
approaches, and pilot testing. Upon my return to ERF, we will complete our configuration 

&L 

18 



be 
b7C 

O 
preparations, perform Isrb tests to verify operational performance, and will prepare for 

I Installation. More details to follow. If you have any further questions, feel free to 
give us a call. Hopefully, mid to later-part of Feb2006? 

Peace Out. 

PS - We aren't avoiding you, just stalling for opening day at Yankee Stadium... 

—Original Mo«xane— 
From: I IfNVWFRD 
Sent: Wwtnwriau lannaiv 1ft ?nnfiQ-17AM 
To: I JffTTramm b 6 g 

b2 
b7E 

NYO Squad SO-1 ^ _ _ „ „ r . 
^ • • b / C 

Cc: I _ _ r o T D U F B n h'nj 
Subject: | tpgrade and GALEA 

SFMSITI\fC BUT UHGLAGOtf IED 
NON-RECORD 

^ ~ T h e upgrades we just did or| Should allow us to do CALEA now^aiOSCt? I want! Ito work 
witH In my office to pusn ail our FISA from the DCS-3000 into| fend see how it works. Let me 
know when we can do this. Soon is better than later. 

[Z=l 
I think a vacation in NY for a couple of days is just what you need. What do you think? 

KlY6 Squad SO-1 b 6 

work: 2124 
cell: 917[_ 

OCHOITIVC UUT UNCLASSIFIED 

SCHOnWC PUT U M L U m i F I H r 

gp^«jlTfv/pqiiTiiiiiri nrmnrn 

GLNGITIVC BUT UMOLAOOiriCD 

ss/NBtmc BUT UHOLAaoincD 

SENSITIVE BUT UNCLA&&IPIEP 

e e " t m " e B I I T MKIf' '"fi'ilF"5" 
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From: 
Sent: 
To: 
Cc: 
Subject: 

Importance: 

](OTD)(FBI) 

[ Thursday. August 25. 2005 9:25 AM 
](OTD) (FBI) 
2005 9:25 AM 

](OTD)(FBI) 
KOTD) (FB|) P 
tri 

FW: continued USA troubles 

High 

be 
b7C 

RECORD 315B-KC-84652 

C ] 
Is there anything that can be done to resolve these issues withl """ 
Do you believe the issue i j I or DCS-5000? 

J/Vhat do I need to do in order to get a resolution. 

thnx. 

==CTrioinal Messaoe-
From:| ](KC) (OGA) 
Sent; Wednesday. August 24,2005 7:08 PM 
T " l . • (KC) (FBI) 
Ccl IfQTD) CFBQl 
Subject: Continued FISA troubles 

](KC)(FBI); [ 

b2 
be 
b7C 
b7E 

](KC) (OGA) 

RECORD 315B-KC-84652 

CZ=I 

be 
b7C 

We're going to need to bypass the latchbox on the primary^ 
details call activity and line troubles for the past 10 days. 

. b 2 
I The packet I left for you yesterday (23 August) b7 E 

Our DSC3000 crashed overnight and we lost our pen data for the past 36 hours. 

The new problems incurred by the stopgap measure are outweighing those it was designed to overcome. 

Respectfully, 

• U. XMM 

Wichita, Kansas RA 
FBI/ 
(316)' 
(316) 

TTF 
pesk) 
fax) 

b2 
be 
b7C 
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^ ^ E T 

DERIVIDTPIIM I M I III I 11 ,i|n limn l mide G-3. dated 1/97. Foreign C 
DECLASSIFICATION EXEMPTION 1 

DhKlVhU I ROM. G-<T FfTI '"h":ifjgatinn fiiiirte G-3. dated 1/97. Foreign Cc||-*"-'-*~"iuuniu Investigations 
DECLASSIFICATION EXEMPTION 1 

1(OTD)(FBI) 

From: 
Sent: 
To: 
Subject: 

IBH) (FBI) 
12:39 PM 

(ITD) (FBI) 
RE: Upcoming TICTU Regional Conferences 

foe 
fo7C 

UN&LASSIHC.D 
NON-RECORD 

1. We want to ensure that we have in our possession the most accurate and up to date 24/7 contact numbers for court 
orders and emergency requests. The ones for criminal and the ones cleared for FISAs. What access and info can we get 
by without an order or delayed order. 

2. As FISAs become more prevalent, we needf" jsolution to|_ Jwithout long delays. 

3. What is the most they or their systems can do to trace/tackT T (with or withoul I 

b.2 
lb 6 
fo7C 
lb 7 3 

4. Can we get the time zone [ET, CT, MT, PT] of the location of the target's calls included on the DCS 3000. 

5. Any foreign telephone service available to subscribers (outside US) and will we be able to receive real time data? 
In other words, the implications of world wide service availability. 

From 
Original Message— 

jwTr 
JflTD) (FBI)£ 

I ](ITD)(FBI) 
Sent; Tuesday. January 04, 2005 9; 13 AM . 
Cc:l , IjnPl ( F B I ) £ _ _ | ( n T J ) (FBI);[ 
Subject: Upcoming TICTU Regional Conferences 

] (ITD) (CON) foe 
b 7 C 

NON-RECORD 

In the first half of 2005 the Telecommunications Intercept and Collection Technology Unit (TICTU) plans to once again 
host two regional conferences. These forums will provide specialized training to field office practitioners responsible 
for telephone ELSUR operations and foster cooperation between the FBI and the nation's telecommunications 
industry. 

21 



ffto^T 
TICTU is currently developing the agenda re^ these conferences and requests your suggestions for agenda topics and 
carriers of particular interest. We need your input as soon as possible RQ that wai-an set a tentative agenda. You 
may send your ideas to me via email or contaq {at 703J I 

Thanks, 

be 
b7C 

\ 

mum nrTinrn 

wcrassiFiE 

T(OTD)(FBQ 

be 
b7C 

From: 
Sent: 
To: 

Cc: 
Subject: 

c JOTD)(CON) 
Monday. August 07. 2006 fr 16 PM 

Tram £ (AT\iPBn 
IHOHFBTTT 

l£P) (FBl| 

^ 

(CVUhHIIf 
Bl);l 

C) (FB\CZ rni \ 

JK) (FBI) 
Bl) 

mtri nr-inrn 
NON-RECORD 

Greetings. 
I am checking in to see if you have had a chance to install the van integration package (aircard 
received at the RTL conference in Tampa. 

b2 
folE 

etc) you 

If you haven't, please take some time this week, to do so. I would also like to run a few tests with each of you with a test 
phone to confirm ifs working. ^ g 

You will need to work with! Ion the DCS-

integration. He can be reached at 7031 I 

Please let me know if and when you have completed the install and tested it. 

If I don't hear from you I will start calling you and bugging you.:-) 

Thanks. 

Ion the DCS-30D0 side to be able to configure your target for the 10-20 van 

70S 
7034 

[work 
Zl 

816T pr ] 

b 2 
be 
b7C 
b7E 

UNCLAOOineo 
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"kOTDHFBQ 

From: 

b7C 

I IflTPWFRft 
Sent: Monday. August 23. 2004 10.53 AM 
To: I IITD1 (FBI) 
Subject: RE: DCS 3000 C&A 

he 

NON-RECORD 

Thanks! 

Cheers, 

r 
ISSM, Qu 
ERF (703) 

ntino Complex 
bb 
fo7C 

—Original Message— 
Frnml ~ (FTD) (FBI) 
Sent: Monday. Anniist 23, 2004 10:14 AM 
To:| l(ITD) (FBI) 
Subject: DCS 3000 C&A 

UNOLAoainep-
NON-RECORD 

• 
he 

It's categorized as Tier 2. I've attached all the related documentation. fo7c 

• 

UHOLAOOiriEB-

23 



b 7 C 

From: 
Sent: 
To: 

Cc: 

Subject: 

hor™ (FBI) 
ThnrcHaw Fohnigr»n^ 2005 2:51 BUL 

JjjecDl tFB})\— 
(SecmrcoNTT 

tecD) (FBI) 
fITm fFBh 

1CV)(FBI);[ 

SHIHail 
VcVWM 
I VlTD) (FBl):[ 

KCV) (CONE 
jCYWFBnT 

(CV) (FBI) 
RE: Portable Voicebox 

J (CV) (FBI);L 
l̂ CVRFBiT 

(CV)(FBI);£ 
i A / r v i CTiv 

OEHOITIVC UUT UNLLAJSITTED 
NON-RECORD 

• 
[ ](TICTU) and I collaborated on this issue and agree that the course of action is 

acceptable. Such that: the Hard disk drive must either be FBI property before the start of 
the operation or seized, kept/controlled by the FBI before the end of the T-III intercept. We 
expect that the drive will be replaced by the bureau at our expense if we choose to "borrow 
the unit." 

Follow-on concerns should be addressed to the TICTU PM for resolution. 

Cheers. I I be 
fo7C 

ISSM, Quantico Complex 
ERF (703)| " ^ 

nriplnal Moceano 

From: | | (SecD) (FBI) 
Sent: Thursday, February 03,2005 9:i4 AM 
TQj \(Of) (FBjtf 
Cc 
L 

(FH 
TCV) (FB1YX 

•TrUf . 
I IfCVKFBI) 
Subject: RE: Portable Voicebox 

» 

ocNorrivc PUT UNOLAOoiricp 
NON-RECORD 

• Hil 1 . 
I Iwill be happy to assist you in this matter. Sending you to the experts :-) 

lake care... 

Original Message— 
Fromil rCV) (FBI) 
Sent: Wednesday. February 02, 200S 4:29 PM 
To: (SecD) (FBI) 

24 
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be 
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Cc:C 

(FBDI 
"ircv) (com 

Ion 

tCTTIFBI^ 
1(SE)(FBI); 

M 1 I F B I ] £ 

CV) (FBI) 
'rtable Voicebox 

) - H M I H ' i - l - l ' I B i ) V [ 1 ^ N M I i H ' 

JCv7TF5I5[ 
UU>I4i^» 

](CV) (FBI);| ^ 

ylC 

NON-RECORD 

Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox digital 
collection system and needed the OK from Security Division to use it on FBI cases. This is still in the works 
on our end, but we have a similar situation regarding a portable system and require the input of Security 
Division before we move forward. 

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our 
Toledo RA. The case agent in our Voungstown RA would like to conduct an upcoming FBI T - I I I on a digital 
system (rather than cassette tapes), but we do not have another system available (niether does ERF). The 
local HIDTA has purchased a portable Voicebox system and has agreed to let the Youngstown RA use it for 
this T - I I I . The system will be operated in the RA space and would be connected to our DCS-3000 network 
to obtain telephone target data. According to ERF, there is an acceptable configuration which enables 
secure transfer of the data. The issue arises in regards to conducting an FBI case on a system that is not 
owned by the FBI. As far as the data and audio that will be stored on the system is concerned, if 
necessary, we could remove the hard drives from the system before it is returned to HIDTA (replacements 
would have to be supplied by the FBI and software reloaded by the manufacturer). 

From the security standpoint, can we use this system to conduct this upcoming T-HI? Are there any other 
issues that must be resolved? 

I f you have any questions, please feel free to call me. 

Thanks, 
b6 
b7C 

Cleveland Division 
office) 21< 

2 Id cell) 

ftiriMTmvr uui u u i m ^ H ILL> 
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TEnET 
SENSITIVE BUT UMCIASSIBED 

1=l^1ll^i=i:iU>iJ ILLASSIHbU 

From: 
Sent: 
To: 
Cc: 
Subject: 

^OTDXFBI) 

l i lkU.kl'** 
] (HO) (FBI) 

fitemlafiLLL2005 2:55 PM 
1 (OTD) (FBI) 

FISAtgtfol 
HO) (CON) 

be 
'b7C 

SbNbll lVbbU 
NON-RECORD 

UNCLA&SIFIgB 

n 
TheC 

]w 
call session on th 

b2 
be 

I
, Inumher that is altenarily nailing ttiR tnt is ™1^ 

caiis from 09/10/05; 0946 hrs to 09/12/05; 1935 hrs and found a 
. „ we had. 

Jfor this case a iTheC 

; the| |is being less than candid with the case agent I do not see a problem unless we need to take a larger 
of thelgrs incoming and outgoing calls. We will also recommend to the case agent that she subpoena thd I 

Unless 
snapshot 
phone records so we can match his charged calls with our equipment's calls 

If you have any questions, please shoot me an email or give me a call. 

Thanks, 

be 
b7C 

SEMOmVC BUT UHOLAOOtFtepr— 

c 
From: 
Sent: 
To: 
Subject: 

UMCLAOOiriEP 
NON-RECORD 

1 KSAWFBI) 
^^^•<tlll^TtWaifcV;Ti'.l.T;T*tf?»tf«IiJ.-4ilM:F.:V/B 

1 |/rvrm ^PRI) 
| |in San Antonio 

b2 
b7E 

be 
b 7 C 

For some unknown reason, San Antonio keeps losing its[ Jserver connection on the DCS 3000. I have no 
problem reconnecting, it's just that every couple of days I find the connection is lost and I have to reconnect. 

b2 
b6 
b7C 
b7E 

26 



umeLAsaineB-

](OTD)(FBI) 

b2 
be 
b7C 

From: I IfER) (FBI) 
Sent: Friday. Mav 14. 2004 4l2iT PM 
To: I \(BR) (FBI) 
Subject: RE:| \ 

LUUhLAaSlllUT 
NON-RECORD 

fo2 
be 
b7C 
b7E 

'ou resolved the issues I witnessed the other day. Bravo. 

b 6 
b7C 

nnpmal MPgcang 
From:! I (ER) (FBI) 
Sent: F-riaay, nay m, AJW J:UU PM _ _ _ _ _ _ ^ _ -
ToJ KFR1 (FBI); CLIFFORD, MICHAEL (ER) (FBI);| |(ER) (FBI)j_ 

1 
(ER)(FBI 
Subject:! I b2 

be 
b7C 
b7E 

UMUJWflFlEp 
NON-RECORD 

Gentlemen, 

I thought you might be interested to know that we have successfully intercepted al test phone in 
£ 7 g real-time with our DCS 3000 system. The results are better than expected and we're ahead of schedule. I I 

j |has not yet fully deployed the solution throughout their network, but it should not be too much longer. 

• 
UNCLASSIFIED 

UHQLAaainep" 

27 



](OTD) (FBI) 

From: 
Sent: 
To: 
Subject: FW: DCS 3000 Pen Mode 

ER) (FBI) 
6 PM 
ER) (FBI) 

sp 
V 

be 
fo?c 

5. (») (FBI).vc..: 

NON-RECORD 

] 3lader Bkgrd.jpg (2 
KB) 

UHHuLASiill iCb 

heads up. 
be 
b7C 

77fj3ir 
Trr57 ESTS/ATU 

---OipnaTNlessaQe 
From:! 1(ERJ (FBI) 
Sent: Wednesday. March 31; 2004 3:46 PM 
To:| l(ER) (FBI) 
Cc: CLIFFORD, MICHAEL (ER) (FBI); THOMAS, MARCUS C. (ER) (FBI);[ 

I "1(Div09) (FBI) 
bE (ER) (FBI); £ 
b7C 

Subject: DCS 3000 Pen Mode 

UNGLAGOiriCD 
NON-RECORD 

be 
b7C • 

As discussed, I would recommend that at the nf 
redesigned to eliminate as an option th j h 
PEN REGISTER selection has been made in the 

As discussed, I would recommend that at tha nevt possible upgrade (if not sooner), DCS3000 be 
^election (and any other full content option) once the 
ie warrant category. In the interim, we should forward 

an EC to the field: 1) Affirming that SMS cannot be legally obtained with only a PR/T&T order, and 2) 
Alerting them to the reconfiguration potential and advising them to take care in configuration. 

I would note that the IITRI report onj |recommended not having combined full 
content/PR devices on the theory that miss-configuration could occur. That recomendation was one 
of the 3 (out of 11) that the FBI chose not to follow, arguing in part that we doubted that it would be a 
problem. IITRI stated in perteninet part: 

b2 
b7 

28 



ET 

5.3 PEN MODE AND FULL MODE 

^ E 

Provide separate versions o fl Ifor pen register and full content collection. 

[ 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quanting VA 9713ft 
Tel. 703 
Fax. 70c 

lb2 
be 
fo7C 

TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL 

uniGLAaaineB-

nnri nrnrirn 
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From: 
Sent: 
To: 
Subject: 

]OTD)(FBI) 

C ](OTD)(FBI) 
. 

Thursday. Mav 11 ?nnfi fi-10 PM 
1 . . y n T ™ (FBI) 
RE: Reques] [assistance for St Louis 

lb 6 
b7C 

UHQLAOoinee-
NON-RECORD 

I should have known better! 

Advanced Telephony Unit 
Operational 
Office (703 
Mobile (703 
Fax (703] 

Technology Division 

](OTD) (FBI) 
—--Qrininal Mresan* 

From: I 
Sent: T W H ; . ! / M a u n innss-ng PM 
To: | • . IOTP) (FBI) 
Subject: RE: Reques 

IINrLASSIFlEP-
NON-RECORD 

isslstance for St Louis 

fo2 
b e 
b"7c 
b7E 

I 

Thafi he Magnificent. 

3(OTD) (FBI) 
—Original Message— 

From: I 
Sent: Thursday. May 11, 2006 4:52 PM _ 
To: I tSLUFBttJ: 
Ccs I 
Subject: RE: Requi 

JrsLUFBnJ: 
• • r ™ (FBD7 

iesl bssistance for St istance for St LOUIS 

UNOLAOQtnefr-
NON-RECORD 

inanKs ianKs for the heads up. I spoke witl 
specific phone, through the use of the' 
locate the target. Keep us posted. 

JCG) (FBQ[ 
r o j o fFBn 

]OTD)(FBI) h6 

b7C 

little while ago. OnceJl&xieierrnined that the subject is using that 
tl [will work his magic and and help you 1̂ 3000, the magnificent 

n 
Advanced Telephony Unit 
Operational Technology Division 
Office (703 
Mobile (703 
Fax (703 

b2 
be 
b7C 

—Original Message— 
From: i 
Sent: 

lSL) (FBI) 
Thursday, May 11,2006 4:47 PM 

30 



:E To: 
C c 
Subject: 

NON-RECORD 

IOTP! (FBI) 

[OTcaiam tC6) (FBIL 
RE: Requed bssiscance ror st Louis * • 

^ ( O T D ) ( F B I ) 

be 
b7C 

1=1 
I have spoken witlj_ 
The details are as follows: 
Case Agent| J(573) [ 

j concerning SL's "possible" need for 

]ron573)l l a 
Location Cape Girardeau RA, approx. 120 miles South of SL. 
A drug related hpmocide investigation. One subject is in custody, Agents 
are attempting to locate the subject who is somewhere is Southern Illinois. 
Eastern Missouri, or Northwestern Kentucky. The carrier is) |Case 
Agent is obtaining the 2703D order as I type this, the AUSAs office advise 
the order should be ready by 05/11/06, but I will call you once I have it in 
my handSiAs soon as I have the 2703D and entered into our DCS-3000 I'll 
contact! ps he instructed. That's all I know at this point. 
Thx for your help - tm 

FBI - St. Louis 
(314)| J 

(OTD) (FBI) 
3:36 PM -
(OTD) (FBI)£ 

KKKeqi 
I M ( O T D ) (FBI)f 

iuesl qasgstance for SHOTS" 

AJMCLADOinepr" 
NON-RECORD 

JsL)(FBI)£ 
PTD) (FBI) JOTD) (FBI) 

](OTD) (FBI) 

be 
b7C 

W e a r ' e on it. 

Advanced Telephony Unit 
Operational Technology Division 
Office (703 
Mobile (703 
Fax (703 

b2 
be 
b7C 

—Original Mi 
From: 
Sent: 
To: 
Cc 

Subject: 

JOTDKFBI) 
-ninrsrlav. May 11. ?QQ6 3:48 PM — 

JXSL) (FBI); L . 
~0TD) (FBI)T 

RE: Requej jssist 

JrpTD) (FBI) (pTO)(FBI) 
J(OTD)(FBI)£ ](OTD) 

UNLLA&&IFIPFT 
NON-RECORD 

ssistance for St Louis 

31 
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he 
lh7i ' 

b 2 
b o 
b7C 
fo7E 

^ R E T 

| |x)ntac£ 

n 

© 
Jto get your regional team on the hook. 

Technical 
0:540 
C: 202 

Personnel Development Unit 

—Original Mi 
From: 
Sent: 
To: 
Cc: 
Subject: 

ipsynn-
(SL) (FBI) 

Thwr^fav May 11. 3006 3:41 PM 
IJ(OTD) (FBI1 

be 
b7C 

J(OTD)(FBI);|_ 
'assistance for St Louis 

](OTD)(FBI) 

uHCLAQoiriee 
NON-RECORD 

The Cape Girardeu RA has the potential for needing the assistance 
oj Ion a murder investigation. What do I need to do to get our 
regional team on standby? What does the case Agent need to do in 
the wav of providing information, case Hx, ect? The carrier is 

I land the geographic area is Western KY, South Illinois, 
Eastern Missouri (all very rural). Please advise. 
Thx-tm 

I 

[ 
b'Hl - St Louis 
(314) 

UNCLAa&IWgp-

jirini fprinrr 

-LIHH I filing) 
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From: 
Sent: 
To: 
Cc: 

Subject: 

](OTD)(FBI) 

r ](OTD)(FBI) 
Thursday Mau11 70(\f[ A fi? PM 

(SLHFBI): 
(OTD) (FBI 

(OTD) (FBI) 
RE: Requesl 

b6 
b7C 

rO.TD)(FB|} 
J C G ) ( F B I ) ; L _ _ _ 

b2 
b7E 

ssistance for St Louis 

UMCLAOCiriBD 
NON-RECORD 

be 
b7C 

Thanks Tanks for the heads up. I spoke withl__Ja little while agfl_Qjlfieit's determined that the subject is using that specific 
phone, through the use of the DCS-3000, the magnificent | M work his magic and and help you locate the target. 
Kaan us posted. 

Advanced i eiepnony unit 
Operational Technology Division 
Office (7031 
Mobile (703 
Fax (703] 

b2 
be 
b7C 

1 —Original rjfisafli 
From: 
Sent: 
To: 
Cc: 
Subject: 

ZZ^(SL)(F81) 
Thursday. May 11. 7(106 4:47 PM 

I J (OTD) (FBU_ 
I i TT™™ (FBDC 
RE: Requestl Istance for St Louis 

](CG) (FBI);[ ](OTD) (FBI) 

HIHILAOOIPIHT 
NON-RECORD 

fa2 
fa 6 
b7C 
b7E 

I have spoken withf Joncerning SL's "possible" need for [ 

b ) (573)1 Id 
The details are as follows: 
Case Agentf K573J _ ^ ^ _ 
Location Cape Girardeau RA, approx. 120 miles South of SL. 
A drug related homocide investigation. One subject is in custody, Agents are 
attempting to locate the subject who is somewhere is Southern Illinois, Eastern 
Missouri, or Northwestern Kentucky. The carrier isj jCase Agent is 
obtaining the 2703D order as I type this, the AUSAs office advise the order 
should be ready by 05/11/06, but I will call you once I have it in my hands. As 
soon as I have the 2703D and entered into our DCS-3000 I'll contactl las he 
instructed. That's all I know at this point. 
Thx for your help - tm 

FBI - SL Louis' 

<334)| ] 
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ET 

—Original Message-
Froni: 
Sent: 
To: 
Cc: 
Subject: RE: Requi 

HHffl ATTIREO. 
NON-RECORD 

^ ^ E 

OTD) (FBI) 
3:36 PM _ 
(OTD) (FBI)£ 

PTD) (FBI ) ; r 
Co isslstance for St Louis 

o 
3SL)(FBI);[ 
JOTD) (FBI) 

l(OTD) (FBI) 

be 
fo7C 

or on it. 

Advanced Telephony Unit 
Operational Jerhnninnv Dix/isinn 
Office (703; 
Mobile (703] 
Fax (703) 

b2 
be 
b 7 C 
b 7 E 

Original Mi 
From: 
Sent 
To: 
Cc: 
Subject: 

JOTD) (FBI) 
JHUBday- May 11.2006 3:48 PM ay, May 11, 20C 

TSL) (FBI)|Z 
JOTBUEBpf 
quel lasa 

IpTD) (FBI) 

RE: Requej laft 

0DTD)(FBI) 
](OTD)(FBI);[ ] (OTD) (FBI) 

UNOLAOOiriEB 
NON-RECORD 

Jto get your regional team on the hook. 

• 
Technical Personnel Development 
0:54C 
C:202 

Unit 

be 
b7C 

be 
b7C 

—Original Message— 
From: • w ' (FBI) 
Sent: Thursday, May 11, 2006 3:41 PM 
To: I I O T D I (FBI*. 
Cc: I • — IOTP) (FBI):! 
Subject: Request| 

NON-RECORD 

ssistance for St Lous 
:OTD) (FBI) 

IZZ1 
The Cape Girardeu RA has the potential for needing the assistance of 

| | on a murder investigation. What do I need to do to get our 
regional team on standby? What does the case Agent need to do in the 
way of providing information, case Hx, ect? The carrier id bnd 
the geographic area is Western KY, South Illinois, Eastern Missouri (all 

34 
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Wbl^ET 
very rural). Please advise. 
Thx-

C 
FBI-St Louis 
(314) 

be 
b7C 

IMPI ftfSIFIEP-

UMCLrtSSlFilb 

IIMni ARRIEIEI^^— 

JJWeCSsSIFIED 

t ](OTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

fc>6 
b7C 

Th ^MWi&Jti. 
(OTD) (FBI) 

TFBRf 
CUFI 

iEBJl 

123. 2006 2:49 PJ 
£QTT>) (FBI) 

3M 

i»l:)»«,',lw:u^WMi» 

RET 

(CQ) (FBI), 
) (FBI)i 

[(•UDIU3J 
F) (FBi)I 

Resource 

IOTP) (FBnf 
lyvF) 
EBD: iroTmfFRivr 

(FBI) 
](OTD) 

ecD) (FBI)[" 
l O T m 

UHOLAOOiriEB-
NON-RECORD 

This Tails u mtormvniirvlmJ' 

I 1 

l=Z] 

bb 
b7C 
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m^.' 
Advanced telephony Unit he 
Operational Tftchnnlnny Division fo-ir 
(703; 

rational Tftcnni 

1 I 
Original Message 

From: I I (OTD) (FBI) 
Sent: Thnrcrlau Marrhr* 7tinfi 10-1H AM ^ _ ^ ^ _ ^ ^ ^ _ ^ ^ ^ ^ _ _ _ _ _ ^ 
To: I IrOTm fFBnJ lOTTO fFBnl tOTD)(FBI)j |(CQ) (FBI) 
Cc | IfOTDUFBI),! |(OTD) (FBI) 
Subject: T w i \ Resource 

NON-RECORD 

Thanks. he 
I I b7C 

—Original Message— 
From: I T f i r r n l (FBI) 
Sent Thursday. March 23. 2006 9:21 AM 
To: L—1 ^ r m n u r | I ) 
Subject FW| | R< Resource 

UHOLAOOtflEB-
NON-RECORD 

H | ll'm not certain if this falls under your unit, or if you have any input, but I'm forwarding the below e-mail to you 
in case you do have input Thank you! 

C703[ 

lb 6 
b 7 C 

b7E 

—Original Message— 
From: I IfSecm (FBI) fc2 
Sent: Mnnrlau Fffhmary 27, 2006 12:42 PM 
To: I KOTD) (FBI) 
Cc: | • lrtf'E) (FBI) 
Subject: FW:| I- Resource 

nun nminrn 
NON-RECORD 

Please see the questions presented below. Perhaps you could inqu 
into this, especially the units that deal with telephonic intercepts anc 

Thartkc 

I I b& 
I [Security Compliance Unit b7c 

x^Qts f l f iQ^^^b^J f l i tS ; here regarding their input 
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HMO Rnr r i 
Security Division 
FRIHQ Rnom PA-555 
20: 

be 
fo7C 

—Original Message— 
From: I Iwr t (FBI) 
Sent: Tfci.wiHail tohnnmM jnfUL 4.42 py| 

To: I • **~p* (FBI) 
Subject: FWI I Resource 

NON-RECORD 

b £ 
'fo6 
b 7 C 
b 7 E 

What do you think of this? 

I I 
Washington Field Office 
Office (202ft I 

—-Original Message— 
From: • " w n (FBI) 
Sent: Thursday. Ffehmarv 73. 2006 4j40 PM 
To: 
Cc: 

(WF) (FBI) 

L23, 2006 4-4n PM 

_J(WF) (FBI)| [[WF) (FBI)! Iwn (FBI);[ 

Subject: R3 Resource 

Hliini nrrinrn 
NON-RECORD 

It certainly seems like a useful tool. However, I share the concern that WFO requests could be tracked back to the 
FBI. 

While an UC account would address the concern for a single FO. Is it possible that HQ Security or whomever could j * 0 2 

contact this group and make an assessment re the danger of compromise. If the group is comprised ofl P 7 E 

security officers - then our concern is lessened - but if the group is a private venture with no security awareness then 
the compromise issue becomes heightened. 

he 
fo7C 

From: I h«F> (FBI) 
Sent: Thursday. Fshmarv 7\7finfi 177SPM 
To: 
Cc: 

— n « R l FRTl 

Subject: REl I Resource 

UNCLAGGIFlin 
NON-RECORD 

|WF) rani H w n (FBH 
JWF) (FBI);| IWF) (FBIM rwR (FBI] 

Qd Ihad been working on establishing u c amnunts for this type of service a while back. Not sure if 

s aware of this. Similar to what is done for| fctc. mpk b2 
be 
b 7 C 

WFO Technical Supervisor j ^ ) 7 E 

Investigative Services Branch 
202-1 l o f f i c e 

164 
202-1 ~ l 
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b2 
b7E 

—Original Me«agg— 
From: I |wn (FBI) 
Sent: Thursday, February 23,200610:26 AM 

^ • " " fffiOJ tWR (FBI);[ 

Subject: 
mm rran q 

Jiff) (FBI)f 

•Resource 

NON-RECORD 

fee 
b7C 

Perhaps our use can be tracked on this service...any thoughts, anyone? 

[ 
ASAC - Security Branch 
WFO 
(202) 
(202) 

[office) 
(blckbrry) 

b2 
b 6 
b7C 
fc7E 

—Original Message— 
From: I TwR (FBI) 
Sent: Thursday, February 23, 2006 10:03 AM 
To: I IfWFUFBn 
Subject: FW:| | Resource 

•luibUiaMiTEp" 
NON-RECORD 

Does FBI use of this service raise any security concerns? 

3WF)(FBI) 
—Original Message— 

From: I 
Sent: Wednesday, February 22,2006 2:47 PM 
To: WF-CT-11: WF-CT-12: WF-CT-13: WF-CT-14-3TTF 
Cc: I fWFUFBIV.I 

f Subject: 

NON-RECORD 

vtrm\tcnn "— 

lvVF)(FBJli ^WFUFBT 
J W F ) (FBI);Q 

b 2 
b 6 
b7C 
b7E 

3pu |(CTD)(FBH J 

Jesoui rce 

b2 
b7E 

All: 

If you already know this - please disregard. 

For those of you who are actively sending out NSL's and or subpoena's for telephone subscriber 
inff \rnn-»t i«ri t a l a n h n n a ni i m h a f e a m n n u i l i n W n n a + i « n tolawh, totonh/>p, Q r a nf"* 

SE 1 



b2 
foe 
hl'C 
fo7E 

fo2 
be 
blC 
b7E 

NOTE - This resource ONLY provides the name and contact Info of the service provider. They 
do NOT provide any subscriber information. 

NOTE - NSL's should ALWAYS be directed to the proper contact for the service provider as listed on 

Feel free to pass this along to anv FBI / JTTF personnel. Anyone who wants to get a separate law 
enforcement account may do so a] 

c 
FBI WFO JTTF 

n»ftk 9roT 

[ 

UMC^ESSJFIE FIED 

MK]glAQ9ffTgD 

" UNL-LASainCP-

UNCLAA&IFiep-

iwin amiribU " 

inn i mi mil ii 

j l l l l i i 111 mi ii i r 
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SPpET 
](OTD)(FBl) 

From: 
Sent: 
To: 
Subject: 

ll[^«kV«ffi.H?Hl!*JK*Ii 5 
1 (OTD) (FBI) bo 

3:26 PM hir 
1(IP> (FBI) 

OCNOmVC OUT UMCLACS1WSP-
NON-RECORD 

• 
1 b2 

b7E" | Right now, ifs a manuaRalbeit relatively easy 
- process to extract, decode, ahd present the data. We are working oh a method for the DCS-3000 to automatically do 
this, but it will take some more development effort. For now, I can do the manual extraction as often as you need me to. 
Just let me know. • he 

fo7C 

• ndy.doc (45 
KB) 

SENS! flVE BUT UHOLAOOiriCD 

(OTD) (FBI) 

1 (OTD) 

RE: DCS3000 raw data question 

(FBI) 
r 28, 2006 10:58 AM he 

ITOD)(CON) }^c 

l |||| I III llll II M ~~ 
NON-RECORD 

I just verified this also. • 
—Original Message— 

From: I ""TflTODMCON) 
Sent: Thursday, September 28, 2006 10:57 AM 
To: I |(OTP) (FBI) 
Subject Rfc: DCi>'JtJrju raw data question 

HliiH • " • " - - " 
NON-RECORD 

lb 6 
fc7C 

I just heard back from the IP customer. She had also talked to her Tech Agent and he had called someone at ERF 
and then told her that it was fixed. So they may have just set that parm to true. Thanks. • 

40 
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Wj^l 
3(0TD) (FBI) 

—Original Message-*— . 
From: t 
Sent; Thursday. September 28,2006 10:54 AM 
To: I rrrODMCON) 
Subject: RE: DCS3000 raw data question 

-MHLUU>UU1ED 
NON-RECORD 

b 6 
fo7C 

We're looking into it right now. There is an configuration option that has to be set on the collection system to allow 
DTMF digits to included in the CDNRS report. I checked the system in Indy and it is currently set to true. This 
may have been recently adjusted. If so, no problem. If it was set to true before this data was collected then we 
have a bug. 

nn 
—Original Message— 

From: I Irrrnpymm 
San»! Thursday September 28, 2006 10:10 AM 
To:| l(OTD) (FBI) 
ccf Jrrropi (FBQ 

be 
b7C 

Subject: DCS3000 raw data question 

4vNOTK931rlCLI 
NON-RECORD 

I have a question from a customer in IP. She has a pen using a DCS3000 and is asking why she is not 
receiving complete information in the Raw Data. The example shown is a sample of what she is seeing. On 
the CDNRS file the record is as follows: 

b 2 
be 
b7C 
b 7 t 

The Summary file shows the following for the same call. 

bb 
b7C 
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UHCLASTIglEP-

ffck^r 

"" UMlLASJinnn -

UMCWAccinEe-

(OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

]{OTD) (FBI) 
Thursday. September 28, 2006 10:54 AM 

J(ITOD)(CON) 
RE: DCS3000 raw data question 

57C 

UHChAfifilEIEQ. 
NON-RECORD 

We're looking into it right now. There is an configuration option that has to be set on the collection system to allow DTMF 
digits to included in the CDNRS report. I checked the system in Indy and it is currently set to true. This may have been 
recently adjusted. If so, no problem. If it was set to true before this data was collected then we have a bug. 

qe— —Original 
From: 
Sent: 
To: 
Cc: _ 
Subject: DCS3000 raw data question 

tTOD)(CON) 
Thursday. September 2fr 2006 10:10 AM 

llTOD) (FBI) 

fo6 
fc.7C 

IIMPI nffBIEHga-
NON-RECORD 

I have a question from a customer in IP. She has a pen using a DCS3000 and is asking why she is not receiving 
complete information in the Raw Data. The example shown is a sample of what she is seeing. On the CDNRS file the 
record is as follows: 

The Summary file shows the following for the same call: 

fc>2 
be 
b7C 
b7E 

42 



b2 
be 
b7C 
b 7 E 

^ < F T 

UHULMJ.SII FEB 

11111,1 II b IIII II 

From: 
Sent: 
To: 
Cc: 
Subject: 

he 
h'JC 

](OTD)(FBI) 

r ] (OTD) (FBI) 
Friday. September 22. 2006 3:46 PM 

I ILA) (FBI) 
JOTD)(FBI) 

l-W: OWP Installabon 

-UHULAAi>ll fEP" 
NON-RECORD 

be 
bVC 

b 2 
b 7 E 

If you have any ideas to help us improve the current technique or if you want to further discuss the problem, let me know. I 
hope to see you in Denver next month. • 

-Original Message^; 
From: 
Sent: 
To: 
Subject: 

](OTD) (FBI) 
Friday, September 22,2006 2:56 PM 

JOTD) (FBI) 
FW: OWP Installation 

NON-RECORD fc6 

hie 
43 
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Wbfa 

—Original Message— h6 

From: I hiAWFnn , 
Sent: Friday, September 22, 20061:06 PM *"' -
To: I IfOTD) (FBI) 
Subject: RE: OWP Installation 

l l f 'H ' T ' H T ; 
NON-RECORD b ^ E 

It's not a timfr st^p-in nrnhlcm I | 
| 1̂  RslaT^surToHrTisTnTaqents become 
1 WJIIIUuyuayiUineeuiiyiilnineofthecail. Whenit ist imetorusjcjsjr j^rttrterall we have to compare the time 

provided to us by the agent to the time that it was recorded in I HThe time can be off any where from a couple of 
seconds to a few minute. Also I have been asked by the agents if the data and audio will ever be married together. If the 
current solution is not reliable then 1 do not want it. It will just create other problems. 

\Ce\\) hlc 

—Original Message— 
From: I IQTTO (FBI) 
Sent Friday. September 22. 2006 10:01 AM 
To: 
Cc: 
Subject: UWK installation 

UNClASSIPttC 
NON-RECORD 

lA) (FBI) 
(OTD) (FBI) 

• 
The OWP is not a reliable solution at this time. I don't understand you when you say it will help you with your time 
stamp problem? If| jthinks the OWP should be installed at your site then so be it. I'll check to see what he 
wants to do. 

Thnx, fc6 

b7C • 
HMriftnuiriEU 

UlUgLAOCiriCD 

44 

SE o4i 



](OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

•uiiici iflinninep-—— 
NON-RECORD 

^SP^ 

(OTD) (FBI) 
006 4:40 PM 

(OTD) (FBI) 

be 
b7C 

Here's the SSP for the DCS-3000. • 
DCS3000 System 
Security Plan 2... 

UHOLAOGiriEB-

From: 
Sent: 
To: 
Cc: 
Subject: 

IfOTDHFBI) 

be 
lb7C 

r I (OTD) (FBI) 
Friday. September 15. 2QQ6 4:22 PM 

IfOTDl <FBh 
ISF) (FBI) 

RE: cell Sites information 

NON-RECORD" - fo2 
b7E 

I found the problem in the database for th' • D CS sites in San Francisco and have remedied it. b6 
b7C 

—Original 
From: 
Sent 'Friday, September IS, 2006lQ:4j AM 

Subject: ' Lfill WUK UWOrnaDC 
TO! r 

(OTD) (FBI) 
15, 
1(OTD) (FBI); 
Bn 

t JOTD) (FBI) 

3CN3ITIVC PUT UNOLAOStHEP 
NON-RECORD 



speculation on my part. When he calls I will patch you in to share your expertise in the matter. 
to 6 
fo7C 

1 I 

RRffl man msPHcra 1 tm m E I ^ would like to 
we are addressing the prbblems withl I Please let me know if we need t6'talk with b2 

1 I I b7E 

•SCMStflVE BUT UHOLAOaiFlEP 

SEMBJTIVC OUT unoLAowptetr 

] (OTD) (FBI) 

From: I I (OTD) (FBI) 
Sent: Friday. September 15. 2006 9:42 AM 
To: I l(SC) (FBI) 
Subject: DCS-1020 

UMCLftGOiriEFI " h& 

NON-RECORD b 7 c 

rzzi 
Just give me a call, and I will show you how to use the DCS-1020 feature on the DCS-3000. 

• 
*TINlLA33iniIP-

1 lOTDWFBi l 

From: I Irrrrro /run b?c 
Sent! CriHaw Qontomhor 1R Onnfi 9 3 5 AM 

To: I • fcc™ icm} 
Subject: RE:| 

NON-RECORD 

irp unur nns-annn tp < 

n '——' 
—Original Message— 

46 
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b2 
I will ̂ nnfijnra uniir nrts-annn tp work with the DCS 1020. You will have to contao| | for the DCS-1020 b 6 

software and! I l b 7 c 
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From: 
Sent. 
To: 
Cc: 

Subject: 

"UNiLAaamcp -
NON-RECORD 

SQ (Fill) X 
2006 8:35 PM 
;OTD) (FBI) 
(SC) (FBI)f 

be 
i7C 

]SC)(FBI);[ (OTD) (FBI),£ 

b2 
b7E 

Hello 

Could you set up the Sacramento DSC 3000 computer to work with the[ 
We recently received the necessary! 

]i&™£ 
to receive the call data in ouT_ 

. e would like to be able 
]/ve win also need tne software [tibk 1IMJ) that goes with that system . 

Je 
atg 

] 

Thanks !!! 
b2 
fo7E 

tlNLLA^Ir-'JED*"' 

"" Hill ix innrn 

From: 
Sent: 
To: 
Subject: 

frOTP) (FBI) 

[ 
Thursday Sentemhsr 14 Jf inf i fi 9f i PM 

^H(OTD)(FBI) 
W?m fi ?g PM 

J(OTD) (FBI) 
DCS-3000 and DCSnet Paragraphs 

UNOLAOOiriEB-
NON-RECORD 

b o 
b7C 

Here are the brief descriptions of the DCS-3000 and DCSnet that you requested: 

DCS-3000 

In late 1996, TICTU spearheaded the development of a unique telecommunications access program called the 
DCS-3000. This system was designed to interface with the switching facilities of wireless carriers using new 
digital technologies and offering diverse "Personal Communications Services." Since that time, the DCS-3000 
has evolved into the FBI's primary pen-register collection system for all CALEA enabled intercepts, capable of 
interfacing with many models of wireline and wireless circuit and packet switching systems. The DCS-3000 is 
also used by more than 50 other federal, state, and local law enforcement agencies for CALEA-based electronic 
surveillance. The certified and accredited system uses a suite of in-house developed software applications 
designed for a client/server architecture. The DCS-3000 system is currently deployed in all 56 FBI field offices 
and 29 resident agencies. These systems are interconnected using the DCSNET Peerless IP network. 

DCSnet 
The Digital Collection Systems Network (DCSNET) is a certified and accredited network for transporting all 
CALEA Call Data Channel (CDC) and 
various streamed VOIP Call Content Channel (CCC) data from the service provider sources to the proper FBI 
Field Office destinations. 

47 
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The DCSNET has nodes in all 56 FBITieid Offices and 29 Resident agencies, with the current node total at 85. 
The DCSNET is utilizes 
the FTS2001 contract vehicle for its physical circuit connections and its IP traffic is encrypted and routed using 

I letwork equipment. The DCSNET is monitored and maintained by staff from the Operational 
Technology Division's (OTD) Telecommunications Intercept and Collection Technology Unit (TICTU). 

b2 
b?E 

UMGLAOQIFIED 

](OTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

'TOEn^FIFEraaEfflil: 
J(OTD) (FBI) 
i 5:04 PM 
-3D) (FBI) 

RE: Single warrant Database for DCS 3000 Clients (almost) 

be 

UMCLASSIPiep-
NON-RECORD 

1=1 
I have re-configured all Clients except .100:| |s not running on this machine! 

b2 
b7E 

—Original Message— 
From: 
Sent: 
To: 
Cc: 
Subject: 

~~|(SD) (FBI) 
IMiJMaV,Au<liuJn7ri006 3:35 PM 

10TD)fEBJL 
I5DT(FBI)[ 

RE: Single Warrant Database for DCS 3000 Clients (almost) 
JSD) (CON)£ [SO) (CON) 

be 
b7C 

IS) 

IS) 

UNGLAorjirtee-
NON-RECORD 

Primary Client (HQ CMP 

HQ T-lll Room 1 
HQ T-lll Room 2i 
HQ T-lll Room 21 
HQ'PGI Room 1 
HQFCIRGqm2 

Off-Site T-lll Room 1 • 
Off-Site T-lll Room 2-
Off-Site T-lll RoomJL 
Off-Site CMP t Off-Site Tech"DrTi5eT 

b l 

—"-'-jlnnl rirrrnnr 
From: 1 
Sent: Thursday, August 17, 2006 11:35 AM 
To: \ 1 (SD) (FBI) 

](OTD) (FBI) 

}WBJ 

be 
b7C 
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IS) 

Subject: Single Warrant Database for DCS 3000 Clients (almost) 

o 
UHOLAQOIPteB-
NON-RECORD be 

b7C 

b,2 
b7E 

Tp makft this hanpan | need to know the IP address of the primary Client (I assume this will be your current Client 
o r Ind the addresses of ail the secondary Clients you want to have this feature. 

UHGLAMIHbU 

b l 
be 
b7C 

UHOLAOGiriEP. 

UNOLAQOiriCD 

IOTPHFBI ) 

From: 
Sent: 
To: 
Cc: 
Subject: 

[ ][OTD) (FBI) 
Monday. August 28.2006 1:52 PM 

i8«ftm (FBI) 
JSecD)(CON) 

FW: UPDATE, Immediate inspection data call... URGENT!!!! 
be 
fc.7C 

UNGLAOOiriCD 
NON-RECORD 

[ ] 
Here is the requested documenation for the DCS-3000. 

n 
to 6 
b 7 C 

rrss ocio CEED 
HANDBOOK - DCS.. 

b 6 
b7C 

—Original M< 
From: 
Sent: 
To: 

Subject: 

me-
jSecD)(CON) 

Monday, August 21, 2006 8:55 AM 

| iQ-D) (FBIj 

isecD)fCOWl _ 
*-1(OTD)(C5N5[ 

TIPUEPDI I TTOD) (FBI)[ 

lIPUAlb, Irtimediate inspection data call... URGEIWIIII 
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Hill I (II Hill IT 
NON-RECORD 

^ ^ E T 

All... 
For reporting: 

Please send (emain vour responses to my unit chief, 
the inspectorj I Thank you. 

uuanuco uompiex 
CISM. CISSP, ISS. PSEC, MCSE 
( 7 0 3 | | Bid 9, room 9-LL-14 
..."leaa, TOIIOW, or gel get out of the way." Thomas Paine 

(on FBI Net) He will ensure they are passed to 

be 
b 7 C 

—Original hjessaoe— 
From: 
Sent: 
To: [ 

I Me, 

Prirtau Annuel-3a 2006 9:56 AM 
lsecD)(CON) 

:56J 

OD) (FBI)L 
Subject: Immediate inspection data call... URGENT!!!! 
Importance: High 

Ml.ri nn iirrrn 
NON-RECORD 

InTOD) (FBI): *Tt^ fFRlX 
](LD7 (FBI) 

JOTD) (CON); 

b 7 C 

All: 

Attached is a DOJ form that MUST be completed ASAP!!! 
Answer the questions to the best of you ability, with "unvarnished" answers!!! The inspectors WILL compare your 
written responses with their actual finding during the inspection. If the answers are "NO, or I don't know", so state, 
do NOT fabricate answers that can not be verified/proven. 
Once you've completed the form... CALL me for submission instructions please!! 

Specific questions about the form should be addressed to the inspection POcT 
Systems are: 

]®20£ 

CWAN, CODIS, VICAP, CART SAN, OPDC LAN, DCS 3000, DDMS, ChemNet 
« File: ITSS OCIO CEED HANIDROQK - Mflrrift Template 6 14 06.dOC » 

TEiaTincoTJSmpTex-™"""•"™^~™" 
CISM. CISSP. ISS. PSEC, MCSE 
HSST~~1bM 9, room 9-LL-14 

lowTor get out of the way." 

be 
fovc 

Thomas Paine 

WHILM^MTIED 

i|fin nrnirirn 

I IMP! ARftlTrfFn 
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^ £ " 
j (OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

OTD) (FBI) b P 
42 AM 

ISA) (FBI) 
|OTD) (FBI) 

-b'7C 

RE: DCS-3000 SAHQ new office 

UHOLAOQiriEB-
NON-RECORD 

No problem. We'll fix you up right. 

be 
b7C 

The stars are bright.... Deep in the heart of Texas! • 
Original Messaoe ' 

From: I IfSA) (FBI) 
Sent Thursday. AugusTST 2006 6:18 PM 
To: ' farommug 
Subject: DCS-3000 SAHQ new office folc 

NON-RECORD 

b 2 
>7E 

Hey| |in or around June 2007 we will be moving into our new office. I want to fix up our DCS-3000 for our new 
office, IT possible a rack mounted DCS-3000 with a router that will connect all the RAs in a fashion that is more 
manageable then we have itnnw Qur current CPU is four years old. .We have two routers, 4 Adtrans DSU, two router 
mounted DSU, a modem foil land several other boxes. If you need a RMS request please advise. Also, if you 
want a trip to SA, you are welcome anytime to survey the office. Thanks for all your help. 

san Anionio uivisiorT 
21C 
21C 
21 ( 

b2 
be 
b7C 

urn rrnnrn 



«)4 
] (OTD) (FB^ 

From: 
Sent: 
To: 
Subject: 

] (OTD) (FBI) 

RE: Post-Cut-Though-Dialed Digits 
OGC) (FBI) 

be 
fo7C 

RECORD 66 F-HQ-A1247863 

The field controls this forwarding on a per target basis. 

• 
—Original Message 

From: I 
Sent: 
To: t 
Cc: [ 
Subject: RE: Post-Cut-Though-Dlaled Digits 

Fri/iau Annua* IB Jf\r\f>yiK pM 
In 

loGC) (FBI) 

[OTD) (FBr£ 
I(OTD) (FBI) J 

1 (OGC) (FBI) 

be 
b7C 

IOTD) (FBI) 

RECORD 66F-HQ-A1247863 

Does the Field control the forwarding function from DCS3000 or can you over-ride that from ERF? 

PRIVILEGED DELIBERATIVE DOCUMENT • NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 
APPROVAL 

Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico, VA 2213S 
Tel. 703| 
Fax. 705 

b2 
b6 
b7C 

—OrigjflgLEJgssan^^^^^^^^ 
Prom: I IfOTtH (FBI) 
Sent: Friday. August HI 2006 3:44 PM 
To: I irncyUFRT^r 
CC | |(OTD)(FBI)1 
Subject' Kk: (M-Uit-lhougri-Lialed Digits' 

RECORD 66F-HQ-A1247863 

Imfin/FBi) 
(OTD) (FBI) 

b 6 
b7C 

The pen-register data forwarded from the DCS-3000 to the DCS-5000 and DCS-6000 systems is unfiitered, raw 
data. In most cases this information is associated with a full content intercept order. Occasionally, field offices 
elect to forward CALEA-based pen-register data obtained under FiSA pen-register authority to the DCS-5000. In 
these cases, the PCTDD are delivered and collected by the DCS-5000 and eventually uploaded to TA. 

b6 52 



—Original Message— 
From: |_ 

ftjfe" 

Subject: 

]OGQ(FBI) 
.Bjday, August 18,2006 3:35 PM • 

l/nhn (FBI) , ^ I 
^ ^ f o r D U F B n : ! KOTDl (FBI); [ 
RE: Post-Cut-Though-Dialed Digits 

b6 
b7C 

_|(OTD) (FBI) 

RECORD 66F-HQ-A1247863 

he 
b7C 

I was under the impression from|__|that DCS3000 itself does keep all data in an administratively accessed 
file used for dej2ugging, including PCTDD even when the default of do not record is selected. I thought I 
understoondj |to say that that file is overwritten over time, but otherwise, if the do not record default 
remains unchanged, the PCTDD does not go to TA or anywhere else. 

Is this not correct? 

PRIVILEGED DELIBERATIVE DOCUMENT 
PRIOR OGC APPROVAL 

NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT 

Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantlco, VA 22135 
Tel. 703,f 
Fax. 70S 

b2 
bo 
b7C 

—Original Messaae-
From: 
Sent: 
To: 
Cc: 
Subject 

(OGC) (FBI) 
• 20061:01PM 

roGOfFBn 
KOTD) (FBI) 

RE: Post-Cut-Though-Dialed Digits 

DCOriCT 
RECORD 66F-HQ-A1247863 lb 6 

b7C 

b2 
b7E 

When DSC 3000 is used for a FISA collection, doesn't the DCS 3000 pass all to the! IDSC 5000) 
including the PCTTD -in other words for FISAs the DCS3000 does NOT use the default of not receding 
the PCTTD???? I might have this incorrect, but I thought there were some differences. 

b5 
b o 
b7C 

—Original Message— 
From: I 
Sent: Thursday. August 

Cc: 

Subject: 

l0GC) (FBI) 
17, 200610:05 PM 

(FBT£ 

47, 200610:05 
_JOGC) (FBnT 
TOGQ(FBlC 
OGC) ( F B D C I 
nroGcurenr 

RE: Post-Cut-Though-Dialed Digits 
(OGC) (FBl) 

SECRET 
RECORD 66F-HQ-A1247863 

](OGC) (FBJlJ 
TOTP> (FBI); mi 

;L_ 
3/OTD) (FBI) 
JOGQ(FBI);[ 

3pGC)(FBI); 
ZXPTD) (FBI); 

3<5GC) 
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FYI. 

^ E T 

Since OTD only acquires the information and passes it along, and since the determination on whether 
one set of PCTDDs is content and not addressing, routing, dialing or signaling can only be made at 
the field office or analyst level, there really is nothing technologically speaking that can be done to 
ensure that content determined PCTDD is not used for investigative purposes. 

However, OTD and STLU is proposing to amend the FD 871 which is required to be signed to 
authorize tech agents to implement a criminal or FISA PR to add a selection box requesting that 
PCTDD be recorded. That box will have an asterisk which near the signature line will alert approval 
signatories that "If Post Cut Through Dialed Digit (PCTDD) recording is required, approving authorities 
are certifying that they have read and will ensure compliance with the DOJ Deputy Attorney General's 
policy directive of May 24, 2004 prohibiting any investigative use of PCTDDs that are determined to 
qualify as content of communications." In this way, there will at least be a record with a staff level 
supervisor, and ASAC acknowledging the DAG Directive each and every time they approve a pen 
register. In the absence of the box being checked, the DCS 3000 default of not recording PCTDDs 
will remain unchanged (although we still have the problem of non CALEA compliant provider networks 
were we cannot use the DCS 3000 and have to use older PR decoders that do not have the same 
ability to shut off recording of PCTDDs). 

Please advise if you see any problems with this approach. 

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI 
WITHOUT PRIOR OGC APPROVAL 

b2 
b6 
lb7C 

Science & Technology Law Unit 
Engineering Research Facility 
Blag 27958A, Room A-207 
Quantico, VA 22135 
Tel. 703| 
Fax. 703 

fo5 
be 

—Original Message— 
From: 
Sent: 
To: 

Cc: 

](OGC)(FBI) 

IfOGQ (FBI); 

^Kfrlkr 

Post-aJF 
High 

Subject: 
Importance: 

oconcT 
RECORD 66F-HQ-A1247863 

1751a (FBHII 

Tnougn-Diaiea Digii 

a 
IPGCK 

JCOflCTTPHT 
J(OGC)(FBI);l 

f06C)(FBI); 
2 i m (FBI); 

TM21 K roGC) 

be 
b7C 

INRI ( Docket Number PR/TT 06-102 

I just received a supplemental order from Judge Kotelly. The order is dated August 7. 

Judge Kotelly has ordered the FBI to submit a report no later than September 25. This report 
must contain: 

(1) an explanation of how the FBI is implementing its obligation to make no affirmative 
investigative use, through pen register authorization, of post-cut-through digits that do not 
constitute call dialing, routing, addressing or signaling information, except in a rare case in order 
to prevent an immediate danger of death, serious physical injury or harm to the National Security, 
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fc2 
be 
b7C 

^ffCWE EQKT 
addressing in particular: a) whether post-cut-through digits obtained via FISA pen register 
surveillance are uploaded into TA, Proton, IDW, EDMS, TED, or any other FBI system; and b) if 
so what procedures are in place to ensure that no affirmative investigative use is made of post-
cut-through digits that do not constitute call dialing, routing, addressing or signaling information, 
including whether such procedures mandate that this information be deleted from the relevant 
system. 

(2) an explanation of what procedures are in place to ensure that the Court is notified, as required 
pursuant to the Courts Order in the above captioned matter, whenever the government decides to 
make affirmative investigative use of post-cut-through digits that do not constitute call dialing, 
routing, addressing or signaling information in order to prevent an immediate danger of death, 
serious physical injury, or harm to the national security. 

[ ] 
You are in the building. Could you pick up copies of the order from me for STLU. 

National Security Law Policy and Training Unit 
FBI HQ R o o m J 2 2 5 _ . 
STU III: r2Q2̂  I 
Unclassified Fax: r202l I 
Secure Fax: (202) 

DHWEDFROM: Multiple Sources 
DECLASSTFTBAI ii mi i HPIIIIPTTON 1 

WED FROM: Multiple Sourc 
DECDC8SIHCATION EXSMPTTON 1 

ED FROM: Multit 
DECLASgEb*»a«CEyFMPTION 1 
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From: 
Sent: 
To: 
Subject: 

Importance: 

^ r j j p E T 
](OTD)(FBI) 

Friday Annual 1ft Snflfijdnfi PM 

[ t 
]OTD) (FBI) 

(OTD)(CON) 

be 
b7C 

FW: Immediate inspection data call... URGENT!!!! 

High 

UNLLM3.MH6D 
NON-RECORD 

I hope you can help with the following request. I'll be out of the office until 8/28, bul [will be here and can answer any 
questions that you may have just as well as I can. ^~~"^ 

Thanks, 

—Original Messaj 
From: 
Sent: 
To: 

Subject: 
Importance: 

i)(CON) 
56 AM 

rroD) (FSI 
m (FBD;[ 

Immediate inspection data call... dkbtNmu 
High 

L.URG 

UWlLAQQiriCD-
NON-RECORD 

iTTOD) (FBI);] 
](OTD){FBIJ 

O b 

b7C 

1RUFBI]J 
(LD)(FH) 

lOTD) (CON); 

All: 

Attached is a DOJ form that MUST be completed ASAP!!! 
Answer the questions to the best of you ability, with "unvarnished" answers!I! The inspectors WILL compare your written 
responses with their actual finding during the inspection. If the answers are "NO, or I don't know", so state... do NOT 
fabricate answers that can not be verified/proven. 
Once you've completed the form... CALL me for submission instructions please!! 

Specific questions about the form should be addressed to the inspection POCl m 203 
Systems are: ' ' I 

CWAN, CODIS, VICAP, CART SAN, OPDC LAN, DCS 3000, DDMS, ChemNet 

be 
b7C 

rrss ocio CEED 
•IANDBOOK - Merg.. 

Quantico Complex 
CISM. CISSP iss. PSEC, MCSE 
(7031 I Bid 9, room 9-LL-14 

• lead, follow, or get out of the way." Thomas Paine 

be 
b7C 

UNCLASSIFIED' 

)gOP ET 

56 



l iMUU^UllTgp 

W^ET 

](OTD)(FBI) 

From: 
Sent: 
To: 
Subject: 

(OTD) (FBI) 
9 PM 

|(SecD)(CON) 
RE: Immediate inspection data call... URGENT!!!! 

UMOLAOCiriEB-
NON-RECORD 

be 
b7C 

n 
I will be out of the office until 8/28/06. I will have one of our security analyst work on this in the interim. Also, I am 
concerned and curious how the DCS-3000 made this list and other more critical systems (i.e., DCS-5000, DCS-6000, 
DCSnet, and EDMS) did not. 

• 
—Original Message— 

From: 
Sent: 
To: 

TtthW. Aiwd- MTHfci 9:56 AH 

Ham am& 

IsecDKCON) 
Bt>6< 

L Subject: Immediate Inspection data 
Importance: High 

—WjekASSiEJE&_ 
NON-RECORD 

JITOD) (FH)| 
i call... URGER T W 

1rroro (FB: P 

be 
fovc 

Tr tmmmT (OTD) (CON); 

All: 

Attached is a DOJ form that MUST be completed ASAP!!! 
Answer the questions to the best of you ability, with "unvarnished" answers!!! The inspectors WILL compare your 
written responses with their actual finding during the inspection. If the answers are "NO, or I don't know", so state, 
do NOT fabricate answers that can not be verified/proven. 
Once you've completed the form... CALL me for submission instructions please!! 

Specific questions about the form should be addressed to the inspection POCj 
Systems are: *• 

202 

CWAN, CODIS, VICAP, CART SAN, OPDC LAN, DCS 3000, DDMS, Chem Net 
« File: ITSS OCIO CEED HANDBOOK - Merge Template 6 14 06.doc » 

Quantico Complex 
CISM, CISSP. ISS PSEC, MCSE 
1703| f id 9, room 9-U.-14 

"lead, follow, or get out of the way." 

b7C 

Thomas Paine 

"W4fttft99lFlHT™ 

UHOLAQOinee-
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]{OTD) (FBI) 
b 7 C 

From: 
Sent: 
To: 
Cc: 
Subject: 

OTD) (FBI) 

3C 
j (FBI);[ 

RE: Post-Cut-Though-6ialed Digits 

(OGCHEBJlC llQQCJLiFBI) 
(OTD) (FBI) 

RECORD 66F-HQ-A1247863 

The pen-register data forwarded from the DCS-3000 to the DCS-5000 and DCS-6000 systems is unfiltered, raw data. In 
most cases this information is associated with a full content intercept order. Occasionally, field offices elect to forward 
CALEA-based pen-register data obtained under FISA pen-register authority to the DCS-5000. In these cases, the PCTDD 
are delivered and collected by the DCS-5000 and eventually uploaded to TA. • 

--Original Mp<ganp~ 

From: I |(OGq (FBI) 
Sent 'kidav. A i W i». m 3;« P 
To: 
Cc: 
Subject: 

Fndav.AuousHl l .m 3:35PM 
J2SCCFBI) 
_~JOTD) (FBI)[ 
iugrw5ia'-J ™-*-RE: Post-cut-Thougn-Dialed Digits 

SECRET 
RECORD 66F-HQ-A1247863 

b5 
b 6 
b7C 

](OTD) (FBI)f JOTD) (FBI) 

I was under the impression from! [that DCS3000 itself does keep all data in an administratively accessei 
for debugging, including PCTDCrOTSn when the default of do not record is selected. I thought I understood 
say that that file is overwritten over time, but otherwise, if the do not record default remains unchanged, the 
does not go to TA or anywhere else. 

[ ] 
Is this not correct? 

foe 
b7C 

PRIVILEGED DELIBERATIVE DOCUMENT • 
APPROVAL 

NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC 

Science & Technology Law Unit 
engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico. VA 22135 
Tel. 703] 
Fax. 703 

fo2 
b 6 
b 7 C 

—Original Message— 
From: I 
Sent: Friday. August 
To: J r 
CC I KOTDUFBI) 
Subject: RE: Post-Cut-Though-Oialed Digits 

H(OGQ (FBI) 
IS. 2006 1:01PM 

Joeg (FBI) 

5EPREL 
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RECORD 66F-HQ-A1247863 3 ' v 

O 

' 
b2 

When DSC 3000 is used for a FISA collection, doesn't the DCS 3000 pass all to the! [DSC 5000) including the foi s 
PCTTD -in other words for FISAs the DCS3000 does NOT use the default of not receding the PCTTD???? I 
might have this incorrect, but I thought there were some differences. 

be 
lh7>; 

b6 
b 7 c 

—Original Message— 
Prom: I 
Kant- Thiir. 

](OGC) (FBI) 

To: I 
Ibl^sday, AugusL)7. ?nnfiiri:nsPM 

n-.r 

Cc:[. J(OGC) (FBI)[ 

rOTD^ f FBnf 
KOTDUFBH 

IfOGQfFBnJ: fasnmmi 
](OTD) (FBI)| | ( O G C K F M T 

(FBI) ; 

Subject: 
(OGQ (FBI) 
RE: Post-Cut-Though-Dlaled Digits 

] (OGC)(FBI) [ ](OGC) (FBI);[ 

RECORD 66F-HQ-A1247863 

FYI. 

Since OTD only acquires the information and passes it along, and since the determination on whether one set 
of PCTDDs is content and not addressing, routing, dialing or signaling can only be made at the field office or 
analyst level, there really is nothing technologically speaking that can be done to ensure that content 
determined PCTDD is not used for investigative purposes. 

However, O T D and STLU is proposing to amend the FD 871 which is required to be signed to authorize tech 
agents to implement a criminal or FISA PR to add a selection box requesting that PCTDD be recorded. That 
box will have an asterisk which near the signature line will alert approval signatories that "If Post Cut Through 
Dialed Digit (PCTDD) recording is required, approving authorit ies are certifying that they have read and will 
ensure compliance with the DOJ Deputy Attorney General 's policy directive of May 2 4 , 2 0 0 4 prohibiting any 
investigative use of PCTDDs that are determined to qualify as content o f communicat ions." In this way, there 
wil l at least be a record with a staff level supervisor, and ASAC acknowledging the DAG Directive each and 
every t ime they approve a pen register. In the absence of the box being checked, the DCS 3000 default of not 
recording PCTDDs will remain unchanged (although we still have the problem of non CALEA compliant 
provider networks were w e cannot use the DCS 3000 and have to use older PR decoders that do not have the 
same ability to shut off recording of PCTDDs). 

Please advise.if you see any problems with this approach. 

PRIVILEGED DELIBERATIVE DOCUMENT • NOT FOR DISCLOSURE OUTSIDE THE FB I WITHOUT 
PRIOR OGC A P P R O V A L 

Science & Technology Law Unit 
Engineering Research Facility 
Bldg 27958A, Room A-207 
Quantico. VA 22135 
Tel. 7 0 3 f 
Pax. 70' 

fo2 
be 
b7C 

—Original Message— 
From: 
Sent: 
To: 

I

OGQ (FBI) 
,2:06 PM 

, JfDGQfFBpr 
pO^(FM)C__ J(6T&)(PB!); 

OGnfFBTVl _ JfOGC 
J (OTD) (FBI);! 

SEJMJET 



O b 
b7C 

bo 
b7C 

Cc: 

Subject: 
Importance: 

102GQ (FBI); 
UlroGn rpi |(OGC) (FBI) 

3fOTP) (FBI) 
Z__l(OGQ(FBI)n ](OGC) (FBI); 

Post-Cut-Though-Dlaied Digits 
High 

RECORD 66F-HQ-A1247863 

INRE|_ ] Docket Number PR/TT 06-102 

I just received a supplemental order from Judge Kotelly. The order is dated August 7. 

Judge Kotelly has ordered the FBI to submit a report no later than September 25. This report must 
contain: 

(1} an explanation of how the FBI is implementing its obligation to make no affirmative investigative use, 
through pen register authorization, of post-cut-through digits that do not constitute call dialing, routing, 
addressing or signaling information, except in a rare case in order to prevent an immediate danger of 
death, serious physical injury or harm to the National Security, addressing in particular a) whether post-
cut-through digits obtained via FISA pen register surveillance are uploaded into TA, Proton, IDW, EDMS, 
TED, or any other FBI system; and b) if so what procedures are in place to ensure that no affirmative 
investigative use is made of post-cut-through digits that do not constitute call dialing, routing, addressing 
or signaling information, including whether such procedures mandate that this information be deleted from 
the relevant system. 

(2) an explanation of what procedures are in place to ensure that the Court is notified, as required 
pursuant to the Court's Order in the above captioned matter, whenever the government decides to make 
affirmative investigative use of post-cut-through digits that do not constitute call dialing, routing, 
addressing or signaling information in order to prevent an immediate danger of death, serious physical 
injury, or harm to the national security. 

b2 
be 

You are in the building. Could you pick up copies of the order from me for STLU. 

National Security Law Policy and Training Unit 
FBI HQ Room 7975 
STU III: (202^ 1 
Unclassified Fax: (2021 I 
Secure Fax: (202) | 
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I: Multiple Source 
DECUtSSIFICCTttJSwMgTT&N 1 

]t°TD><™ 
From: 
Sent: 
To: 

Subject: 

c lOTD) (FBI) 

be 
b7C 

Fririav/ AnniistlR 9nnfi ifl-fifi AM 
f limns (FBI); CLIFFORD, MICHAEL (OTD) (FBl)f 
I PGC) (FBI); THOMAS, MARCUS C. (OTD) (FBI) 
Kost uut ,i nrougn Digits 

NON-RECORD 

Gentlemen, 

I checked all 56 field office's criminal pen-register DCS-3000 systems for post cut through dialed digit information. The 
attached spreadsheet list the field office and the observed data for the office. Rather than counting all targets with and 
without the dialed digit extraction option set I categorized the data as All, Most, Some, Few, and None. All means all 
targets in the system are currently set to collect post cut through digits. A ranking of Few means the majority of the 
targets are set with the option turned off. For example, WFO was ranked Few because onlynout o| Current targets 
were set to collect post cut through digits. 

A summary of the results: 

Field offices with All targets set 
Field offices with Most targets sel 
Field offices with Some targets sef 
Field offices with Few targets set 
Field offices with No targets set]" 

b ; 
b7E 

CD fo6 
b 7 C 

Post Cut Thru.xls 
(19 KB) 

"UHHliLALblHeD-
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From: 
Sent: 
To: 
Subject: 

](QTD)(FB1) 

© 

r • 

Thursday Aimiist 17 ?m 

fs 
](OTD) (FBI) 
" 5:57 PM 
SDMFBI) 

be 
fo7C 

RE: Single Warrant Database for DCS 3000 Clients (almost) 

UNeLA83IFrCP 
NON-RECORD 

taj 
fcb 
hlC 

\[ 
Since this is a new direction for us, 
the whole enchilada. The clients' 
machine is the master, and from th 

haw» riepjriftH tn snak fha anniiratinn on iust t^raa Client machines before going for 
lave upgraded and configured. The .5 
rget seemed to work without any t^uiwrv i c g i I UIU U5II iy H'vC 

problem. So, give it a go for a while and if it holds up I will upgraae ail the other machines I the 
y c r o y a 

Ihre 

4ir 

foi 
b 2 
b7E 

n 
—Original Message— 

3(SD) (FBI) 
Thursday, August 17. 2006 3:35 PM 

7TOTt» (FBI) 
P « ( F B I ) ; n ^ 

RE: Single Warrant Database for uu> JUUU uients 
~](SD) (CON);[ 
Taimost) 

JSD)(C0N) >6 
)7C 

NON-RECORI 

(S) 

(S) 

Primary Client (HQ CMP) -

HQ T-m Room 1 
HQ T-lll Room. 2s 
HQ T-lll Room It 
HQ FCI Room 1 -
HQ FCI Room 2 

Off-Site T-lll Room 1 -
Off-Site T-lll Room 2 -
Off-Site T-HI 
Off-Site CMP 
Off-Site Tech 

h-Rnnm 3 . 

Pi 
:h UTTICe -

] 
b l 

](OTD) (FBI) 
—-Original Message—-

From: i 
Sent: Thursday. August 17. 200611:35 AM 
TO! I rSD) (FBI) 
Subject: Single Warrant Database for DCS 3000 Clients (almost) 

_ M M £ L A £ f i l C | f i A -

NON-RECORD 
be 
b7C 

•b7E 
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<S) 
To, 
on I

jpen, I need to know the IP address of the primary Client (I assume this will be your current Client 
and the addresses of all the secondary Clients you want to have this feature. 

UNeLAQQinee-

b l 
be 
b7C 

UHQLAaaiFietr 

UW6LA83iriEB-

From: 
Sent: 
To: 
Subject: 

c 
](OTD)(FBI) 

](OTD)(FBI) 
Thursday. August 17, 2006 2:35 PM 

I ISD^ (FBI) 

bo 
b7C 

Single Warrant Database for DCS 3000 Clients (almost) 

•^NeWSSTFTElJ" 
JON-RECORD b6 

b7C 
b2 
b7E 

XojuakeJbJsJiappen, I need to know the IP address of the primary Client (I assume this will be your current Client on 

O 
nd the addresses of all the secondary Clients you want to have this feature. 

-WWfc^99IFICBT^^ 

b l 
be 
fc7C 
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1 (OTD) (FBI) 

From: I l iOTDUFBh he 

Sent: Thursday August 17.2QQ6 9:38 AM h-,c 

_JHN) (FBI) To: 
Cc: 
Subject: "Guam 

UMfPLACCinEfr 
NON-RECORD 

J(HN) (FBI) 

Before you attempt to push the CDC data from the DCS-3000 into thel Ivou should have! "change the 
caseids he's using: I checked your GR30 data this morning and the caseid is sti| pr all your targets. If this 

b,2 
If this is not b7E 

changed the push to thd Iwill be useless. 

•

be 

b7C 

UMGLA3aiPtgp-

| ROTDHFBI) 

From: I If OTTO (FBI) 
Sent: Thursday. August 17. 2006 9:35 AM 
To: I IfOTD) (FBI) 
Subject: RE: DCS5000/Different time zones/dates/Hi LO Server 

RECORD 22SC-HN 

Honolulu needs to configure the intercepts on the! land on the low side machine. If the data arrives at thel lor j b 7 E 
near the same time as the audio is received the| |jvill correlate the two data streams, regardless of the time stamp in 
the data. The linguist in Portland should see a fflTTfriestamp in the session window - very close examination in the 
telephony log will reveal thel Vnestamp. But, I don't think the linguist are looking at the telephony log timestamps -
shouldn't be a problem. 

• 
Original Message-

From: I I (OTD) (FBI) 
Sent; Thursday. August 17. 2006 7:35 AM 
To: • 'rertw (FBI) 
Subject: FW: DCSSOOO/Different time zones/dates/Hi LO Server 

be 
b7C 

RECORD 225C-HN 

Please let me know when you will have time to discuss this. 
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Thnx. 
Sfe^i 

Original Message 
From: I I ' H N I (FBI) 
Sent: Wednesday. August 16, 2006 10:02 PM 
To: I ~1 (OTD) (FBH 
0 0 I fHW fFRTM rHM (FBI) 
Subject: DCS5000/Different time zones/dates/Hi LO Server 

be 
fo7C 

RECORD 225C-HN 

Got a situation hopefully you can help us. 

The CCC being received on the 5000 is showing HN time. We need the 5000 to match the CCC and CDC if it can be 
done. Our understanding is the 5000 will not match the CCC and the CDC as the times/date are vastly different. Or, 
will the 5000 match the CDC and CCC according to the time received in HN, notwithstanding the actual date/time 
shown in the CDC| | 

(Example: \ 1 

[ 1 

b 7 E 

I understand we need to go through the HI/LO server on a one-way push for the CDC to the 5000. We never used the 
HI LO for any previous calls. Any info on how we should do this is appreciated. 

This FISA will be long term. If the CCC and CDC are not matched in the 5000 can there be software changes so we 
have a solution? 

Our situating maw ho imimiA tn the hiiroan ttfnra HN jurisdiction crosses the 

do FISAs on 

Thanks 

i gn 

1 
TTA Honolulu Division 
808 Desk 
808 Cell 

be 
fo'/C 

H 

DECLASSIFICATIO 
gn counterintelligence Investigations 

& ET 
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TRJ£" 
l(OTDnFBI) 

From: i ' (OTD) (FBI) 
Sent: juinnrta» A.in. l sti4 ?nns 3:53 PM 
To: I [(OTD) (FBI) 
Subject: hw: Not a survey 

be 
bbNbl I IVb BUI UNlUAAJiriEfJ b7c 
NON-RECORD 

—Original Message— 
From: I Irwn (FBI) 
Sent: M»nri», A,.n.,cn^ onnc 12:3! PM 
To: I IfOTD) (FBI) 
Subject: RE: Not a survey 

bbNblIIVE BUI UWaLA&AlPieP 
NON-RECORD 

Thanks I I he 
h'!C 

—Original Message— 
From: I I (OTD) (FBI) 
Sent: Monday. August 14, 2006 12:04 PM 
To: . 1 ^ ^ T w n ran 
Subject: RE: Not a survey 

i - , . L - n . . i - « - l " l « ' K ' L 1 " : b ' W l i R » 

NON-RECORD 

b6 
b7C 

• 
I think it best if someone from your office repl ies!^ lis asking if your office enables the "post cut thru dialed digits" 
for each pen-register (criminal and FISA) target as a matter of policy/practice. The default on the DCS-3000 is not to 
allow the digits dialed by the target after the call is setup unless the check box called "Post Cut Thru Digits" is checked 
for each target. I just checked your criminal DCS-3000 system, and the vast majority are set to "N", which means 
you're not collecting all the digits just the 10/11 digits dialed at the beginnirjajaJibe calls for the majority of your targets. 
I assume this is due to policy/practice in the office. If so, your response toj |'just the first string of digits" in most 
cases. *~"-"- J 

—Original Message— 
From: • ^ ^ ^ ^ ^ T w r n r m n 
Sent: .Mrmrhir flnrmrt 1 rl ,2006 9:37 *J* 
To: I |(OTD) (FBI)] I (OTD) (FBI)| l(OTD) (FBI) b 6 
Subjects FW: Not a survey ' ' ^ ~ ^ ~ ~ ^ ^ ^ ^ j b 7 , - , 

SENSITIVE BUT UNCLASSIFIED 
NON-RECORD 
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frafe 
Hey guys!! Could one of you please respond to| p-mail? We are not quite sure what he is asking for. 

Z)2 
202 
202 

(Desk) 
(Celt) 
(Pager) 

From: I 1(WF) (FBI) 
Sent: Monday. AuqusFl.4, 2006 9:14J 

)«F)(FBI)|_ c TO! 
Subject: FW: Not a survey 

UMOLAOOirgB-
NON-RECORD 

fee 
b7C 

JWF) (FBI)[ "jm (FBI) 

Good morning all: 

See J -mail below. 
you do the same regarding the Criminal side. 

Thanks 
fob 
fo7C 

Jan you advise me regarding the FISA side of the Unil an 

foe 
b7C 

—Original Message— 
From: | """T:OTD)(CON) 
Sent: Monday. August 14:2006 8:22 Aty 
To: I " " b m f F m l 

fHNUFBni 

(FBI) 
Subject: FW: Not a survey 

^TfLA) (FBI);| 
]HD) (FBl);f_ 

A&) (FBI); 

KMO) 

NON-RECORD 

3E &F. 
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All, 
iraET 

he 
Please seej ^email below and respond directly back to him as soon as possible. Thanks! fo'/c 

—Original Message— orrair 
v. L D[OTD) (FBI) From 

Sent: Monday. August 14,2006 8:14 AM 
To: 
Cc: 

T®T 

30TD)(CONl 
ToTPHFBlf: 

Subject: Not a survey 
Importance: 

UNLLAbSIPIgp-
NON-RECORD 

JoTBTtFBi) 

ran fFBnf 
JOTD) (FBI)J 

lQTD)(FBI);C 
J T D ) (FBI); 

JOTD) 

• please forward to all TS/TA's for a response. 

he 
hlC 

Ladies and Gentlemen, 

Can everyone please send me a very short reponse on the practice your offices follows in the use of the DCS-
3000. Do you ONLY capture the first string of numbers or do you use the toogle to capture ALL numbers. 

Since there are many options available to us on how much dialed information we collect we need to know what the 
norm is around the country. I understand that some of you will answer it is on a "case to case" basis, but I am just 
looking for the norm in your office. 

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 
allows. 

CD he 
lb 7 C 

Technical 
0:54( 
C:20: 

Personnel Development Unit 

UMGLAOOiriCD 

UNOLAGGirtee-

UMOLAOOinCD 

"TJTTCp^Jiimrj •• 

P"HITIVF Ft'"' '""LAnninnn -

frCMgmVE ULII UIJLLAALII ILU 

aemarrivE ot 



\ w^\ 
acMomvc PUT uMOLAOOiricp 

](QTD)(FBI) 

From: 
Sent: 
To: 
Subject: 

c ](OTD) (FBI) 
Monday August 14. 2006 3:47 PM 

I \(OTD) (FBI) 
RE: Not a survey 

he 
b7C 

OCNSITIVE BUT UNGLASWBBP-
NON-RECORD 

Yeap! I emailed ith my recommendation. • 
—Original Message— 

From: |_ 
Sent: Mnnrtav Anni igM4.*M$ 12:11 PM 

Subject: FW: Not a survey 
To: 

3(OTD)(FBI) 
" 2612:11 F 

JOTD) (FBI) 

GEMOITIVC BUT UHOLAOOiriCD 
NON-RECORD 

Were you aware of this request? 

be 
b7C 

Original Message 
From: I IWR (FBI) 
Sent: MnnHa» fl.muctM ?nnfi9:37AM 
To: I Irorm (FBI )£ 
Subject: FW: Not a survey 

cpflciTi\/Eni)Tii[in rriinrn 
NON-RECORD 

3(OTD)(FBI);[ ](OTD)(FBI) 

he 

Hey guys! I Could one of you please respond tol e-mail? We are not quite sure what he is asking for. 

202 
202 
202 

'Desk) 
'Cell) 
'Pager) 

Original Message-— 
From: I IWF) (FBI) 
Setib Mnndau AumSTJA 2006 9:14 AM 
TO: l rwn (FBi)r~ 
Subject: FW: Not a survey 

UNCLAOoineo 
NON-RECORD 

](WF) (FBI)f 
> 

be 
b?c 

F) (FBI) 

Good morning all: 

i So 
do the same regarding the Criminal side 

p-mail below. [ 

irMt ET 

J a n you advise me regarding the FISA side of the Unitj [an you 
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?™ET 

Thanks 

b e 
b7C 

—Original ""=•"» 
From: I 
Sent: 
To: 

Inmvrnm 
Mnnrlau Annuel-14 ?nnfi 8;22 AM 

<HNIWFBnr 

2006 8:22 AM 
TfPDUFBnr 

•mamm-i 

IfAT) (FBI)! 
IWWffiHj ~ " l n M M H F O T 

1 
luVYHFBlM I 

I T I injij;| 

be 
b7C 

7ME 
Ifsu'fFBnT 

FwF) (FBI):! 
IANKFBHJ 

(on (Fur 

IfCB fFHDi "'"" ITpTTTFtoil " '" 
I(EPUFBIV] Iffe1) /P6A: 

tLVTTFBni 

• • ^WFBtlJ • 

I f ALU! 

TWTBnl 

ITMH^ rFRT> 

1(SEHFBH 

s/?i tFBUT 

n 

to 

id) (1-BT); [ 

lao rFBTv[ 

"ItPHl fFBDi 

IS liAfllTFBnr 

n s p ) (FBI 
.1 Ifi IPI 

TwF) f FBI)! ~ 
mnmi m 

lCfii(FBI)L__ 
J M F W S R I 

ITMP) (FBI); 

J 

(S3)(FKJ1 
TNOUFBI) : ! 

fDEUFBJvT 

1TNR (FBI)1 
&IU4M1 

IUUPBIL 

IDM) fFffl 

Subject: 

UNO 

(FBI);r_ 
(MO) 0-B1) 

FW: Not a survey 

r^H(HOpFBl)C 
](CV) fl-BI)] 

IEXUFBTII 
J N K ) ( F B i T : 
^(JK) (FBI);j_ 

(BAHFMJIC 
LM ( F B I ) { ~ 

J(HO) (FM)^ 

](JN) (FBI); 
3 

JfBAl_ 

NON-RECORD 

All, 

Please si mail below and respond directly back to him as soon as possible. Thanks! 
bo 
b7C 

—Original Messagi 
From: [ 
Sent: 
To: 
Cc: 

Monday, August 
IfOTD) (FBI) 

14,26u6 8:14AM 

30TD)(CON1. 

Subject: Not a survey 
Importance: High 

NON-RECORD 

I b r D u m n 
JrjTnTTFBnl bTD)(FBI);| 

ToTDHFBnf 
J(OTD) (FBI);| | 

| please forward to all TSfTA's for a response. 

Ladies and Gentlemen, 

be 
b7C 

Can everyone please send me a very short reponse on the practice your offices follows in the use of the DCS-3000. 
Do you ONLY capture the first string of numbers or do you use the toogie to capture ALL numbers. • 
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^ f * E ~ 
Since there are many options available to us on how much dialed information we collect we need to know what the 
norm is around the country. I understand that some of you will answer it is on a "case to case" basis, but I am just 
looking for the norm in your office. 

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows. 

I I be 
b7C 

Technical 
0:54C 
C:202 

\ 

Personnel Development Unit 

—UMQLAASIHbLT" 

UMCLftOftlHEP-

nnin*miPTEir 

-UMCLA0mPlgP~ 

SENSITIVE PUT UHOLAGStfffrB-

QCMOmVC PUT UHOLAOWtEB-

OCHOnWC BUT UHGLAGSiriED 

l(OTDHFBI) 

From: 
Sent: 
To: 
Subject: 

fc>2 
b 7 E 

c ] (OTD) (FBI) 
Monday, August 14.2006 12.05 PWI 

I ~ n ( O T D ) (FBI) 

be 
b7C 

J UUS3UUU 

SEcnrr 
RECORD 315N-SD-62S50 

Yes. 

b2 
b7E 

—Original I 
From: 
Sent: 
To: 
Subject: 

](OTD) (FBI) 
Monday. August 14. 2006 12:05 PM 

l(OTD) (FBI) 
^ fs OCS3000 

RECORD 315N-SD-62S50 

be 
b7C 

SE 
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• Sro^i 
b 7 C 

Do you have this? 

—Original Message— 

L ](SD) (FBI) From: _ ^ 
S e n t Wprinwytav Aiimi^nQ. 2006 7:47.BM. 
To: I IfOTD^ (FBI);| 
Subject: | |sDCS3000 

]pTD) (FBI) 

bbtkbl 
RECORD 315N-SD-62550 

b2 
b"'E 

I forwarded all th| Isessions I had for 8/8-9/06 (up through about 1530 hrs) and attached is a.caQy of the DCS3000 
report for this same period. You will see that DCS shows Associated DNs in some sessions and| |does not. You 
will see that DCS3000 shows more calls that) [reports. Thanks for all you've already done. L ~ J 

« File: All.rpt.txt: 

lOTD) (FBI) 

From: 
Sent: 
To: 
Subject: 

[ ](OTD)(FBI) b6 
Monday, August 14. 2006 12:04 PM 

I — I f W F ) (FBI) 
RE: Not a survey 

SENSITIVE E1UI umuAMincp 
NON-RECORD 

I think it best if someone from your office replies. Is asking if your office enables the "post cut thru dialed digits" for 
each pen-register (criminal and FISA) target as a matter of policy/practice. The default on the DCS-3000 is not to allow 
the digits dialed by the target after the call is setup unless the check box called "Post Cut Thru Digits" is checked for each 
target I just checked your criminal DCS-3000 system, and the vast majority are set to "N", which means you're not 
collecting all the digits just the 10/11 digits dialed at the beginning of the calls for the majority of your targets. I assume this 
is due to policy/practice in the office. If so, your response td jjust the first string of digits" in most cases. 

—Original j*p™np 
From: y, (FBI) 

72 bb 
b7C 

http://All.rpt.txt


Santi Mnnrlav Annus!-14 3006 9:37 
To: L Z Z Z _ Z _ ] ( 0 T D ) 
Subject: FW: Not a survey 

](0TD)(FBI); _|(OTD)(FBI) 
b 6 
b7C 

GCHOITIVC PUT UMOUkOOiriCD 
NON-RECORD 

Hey guysl! Could one of you please respond to| |e-mail? We are not quite sure what he is asking for. 

be 
b7C 

—Original Message— 
From: [ 
Sent: _ 
To: I 
Subject: ^TmoTaalrvey 

HonnWAuoudk.2006 9:14 AM. 
JWF) (FK)C 

UMOLAOOineB-
NON-RECORD 

](WF) (FBI)f (WF) (FBI) 

Good morning all: 

tR 
Sex 
do the same regarding the Criminal side 

Je-mail below|_ jean you advise me regarding the FISA side of the Unit] jean you 

Thanks 
be 
fo7C 

be 
fovc 

—Original Message— 
From: [ 
Sent: 
To: 

10TD)(C0N) 

(MO)(FBI) 

SUFBI);| 
^,I(BA)(FBUC 

M (FBI)CZ 
^ ( H O ) (FM)[ 
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Subject: FW: Not a survey 

UHGLAOOinee-
NON-RECORD 

Wffi ET 

All, 

Please see C3 mail below and respond directly back to him as soon as possible. Thanks! 

—Original Message' 
From: I 
Sent: Monday. August 14."2i 
To: • ^ r n n v r n t f 
Cc: [ 

"](OTD) (FBI) 
006 8:14 AM 

TFBUE 
Tm™ffmv t 

Subject: Not a survey 
Importance: High 

UHOLAOOIPtep-
NON-RECORD 

JOTD) (FBI) 

IroaffanJ 
] (OTP) (FBI); I I (OTD) (FBI)I I 

fob 

ji lease forward to all TS/TA's for a response. 

[ 

Ladies and Gentlemen, 

Can everyone please send me a very short reoonse on the practice your offices follows in the use of the DCS-3000. 
Do you ONLY capture the first string of numbers or do you use the toogle to capture ALL numbers. 

Since there are many options available to us on how much dialed information we collect we need to know what the 
norm is around the country. I understand that some of you will answer it is on a "case to case" basis, but I am just 
looking for the norm in your office. 

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 allows. 

ZZI fob 
fo7C 

Technical. 
O: 540-
C; 202-

Personnel Development Unit 

"UNI>LA^AIFIL1>"— 

UNCUACGirtEB-

UHOLAOQireP-

UNU.Ai>SIHEB 

&EN&111Ve BUI UNILA33IFIEP 
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1 
SENSITIVE BUT UMCLAaaiPlEP 

OBET 

J(OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: vs DCS3000 

(OTD) (FBI) 
11:44 AM 

_JSD)(FBI) 
JOTD) (FBI) h6 

hlC 

RECORD 315N-SD-62550 

• 
b2 
b7E 

Last Wednesday, we set a trap on the high side of the one way push system to verify data delivery from the OCS-3000 to 
thq | Have you seen any discrepancies since Wednesday? If so, please forward a sample to us so we can investigate 
using tne packet sniffer data. 

Original Message 
From: 
Sent: 
To: 
Subject: 

wwinocnaw JffiT 

5 
3i . < 

P9. 
.(SD)(FBI) 

DCS3000 

119,2006 7:41£LL 
](07X)) (FBrOL_ 

be 
](OTD) (FBI) fo7C 

RECORD 315N-SD-62550 

fc2 
fo7E 

I forwarded all thel |sessions I had for 8/8-9/06 (up through about 1530 hrs) and attached is a CQQU of the DCS3000 
report for this same period. You will see thatDj£S shows Associated DNs in some sessions and | {does not You 
will see that DCS3000 shows more calls thatl leports. Thanks for all you've already done. l ~ — ' 

« Fil { "Ll.rpt.txt: 

SFnfr&r 

http://Ll.rpt.txt


c 
From: 
Sent: 
To: 
Subject: 

UHCLASSlh IbLT" 
NON-RECORD 

3 0 T D ) (FBI) 

L lOTD) (FBI) 
Wednesday, August 09, 2006 5:32 PM 
HQ_DIV20_OIPP_CMQA 
RE: Just a friendly reminder - FISMA Change Request Reports are due on August 11,2006. 

be 
h'!C 

July 2006 CR Status for DCS-3000. 

July06.doc (35 KB) 

-Original Message-
From: 
Sent: 
To: 

be 
b7C 

HQ_DIV20_OIPP_CMQA 
WArtnPcriax/ annti.fr 0 9 , 2 0 0 6 11 :16 AM 

I IrOTTO (COH)T 
(FBI)! 

fo6 
h'!C 

ToTPUFBnJ •OTDM9W; • , ,-- r 
IflTODUFBDI KIRHFBH:! 

T i • E n ™ / E n n r ^ - 1/rropVBn: "' 
fCvDUCOM:! IrOTDHFBni "*^TfSUlli!EBM: 

IrimfFBrn nTODUFBn:r 

1 B A ) ( F B I ) | 
KATHFBfl 

~^M1 

FBD:I ILD) f F R i V _ _ . _ — 
SecD^CON); | | f 

Z _ _ 1 I O D ) { F B T J ; — 
t™PMVc»TV 

a!H fcprm 
* § 

IfLcn (FtSSl roiPMVBSRI WT6T>) (P6I);[ 
rm/FRtM IrropWFBni hrop^FBnl 

Subject: 

(SsJ 
OTOD) (FBI);I 

l \ " _ hmnWHirt. 
i ifFtsm fFBn:i lrrroD7FB^[ 
Just a friendly reminder - FISMA Change Request Reports are 

Trotm m m * i rrroDpfT 

J(Se 

rti,: 

rrropxFBiVl 

(SecD) (CON) 
due on August "ll, 2006. 

JCOOXCON); 

UN6LAA3IPIEP-
NON-RECORD 

Please provide the Change Request (CR) status for your system during the month of July 
2006 by COB Friday, August 11th. The attached template needs to be completed and return 
back with your signature (type your name on the signature line), even if there's been no 
change to the system. 

Please keep in mind that the System Owners (PMs) are responsible for coordinating with 
the System ISSOs to review all CRs associated with the system. The ISSOs are required to 
review all CRs for any impacts to the system and provide their decisions prior to the system 
level board meetings and the decisions must be documented in the board minutes. 

Please send reports and policy or plan to this mail box (HQ_DIV20 
_OIPP_FISMA_REPORT). _ ^ _ 

I f you should have any questions, please feel free to contact me bo 
b7C 

UMlLAS&IFIgir 
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IJUniASfllEIED 

From: 
Sent: 
To: 
Cc: 
Subject: 

Wmi-

](OTD) (FBI) 

] (OTD) (FBI) 
Tuesday August OB ?00fi 5:54 PM 

DTD) (FBI) 
(OTD) (FBI) 

fo6 

XML 

7JNL.LAS3IFICD —— 
NON-RECORD bb 

b'7C 

Here are the types of date elements the DCS-3000 produces: 
b2 
b"?E 

"lirjLLMJJIRfiO-
bb 
b7C 
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] (OTD) (FBI) 

© 

From: 
Sent: 
To: 
Subject: 

be 
TnooHgu AnniictOR oniyi'A-'i'i p|y] b7C 

](OTD) (FBI) 

RE: DCS3000 
l(SD) (FBI) 

1FH^rwe'i"i iiimm i HIM n 
NON-RECORD 

We'll give it a shot. Good idea. • 
—Original Messaoe-

From: I 
Sent: 
To: 
Subject: 

3(SD)(FBI) 
T . ^ a v August 08. 7006 7:18 PM 

• FOTm (FBI);[ 
DCS3000 

OCHOITIVC PUT UHOLAOQiriCD 
NON-RECORD 

JOTD) (FBI) 
be 
b7C 

At the risk of sounding lazy, is it possible to have an auto-update feature that would allow the input of a target into the 
warrant database on one client that would then allow you to select other clients you would like to populate with this 
same data. For many different reasons, some good, some not so good, we are in a position where we have the same 
target in multiple clients and not all are always remembered to be update at renewals. 

SEHBITIVCUUI UUULAi>,lill ILL) 

From: 
Sent: 
To: 
Subject: 

be 
b7C 

OTD) (FBI) 

RE: PCTDD - DCS 300 

(OTD) (FBI) 
AM 
OGC) (FBI) 

UHGLAGGir4SP-
NON-RECORD 

Sure. Where do you plan to meet? 

EZI 
1MB —Original M£gsg£ 

From: 
Sent: 
To: 
Cc: 

](OGC) (FBI) 

E 

b5 
be 
b7C 

Friday. August 04, 2006 7:04 PM 
_ l Q T m (FBI) _ 

J
KOTD) (FBI): CLIFFORD, MICHAEL (OTD) (FBI);I 

fcoGC) (FBI) U 
](OGQ (FBI)£ 

•mucLAOOiriEO— 

78 



NON-RECORD 

• 
be 
h7C 

^™ET 

Will you or someone from your shop be around Tuesday mid morning (10:30 AM), August 8th to provide me and a 
couple of DOJ attorneys a quick presentations on the capabilites and limitations of DCS3Q00 to restrict PCTDOs. We 
are struggling to come up with a strategy of dealing with the recent Texas Magistrate's ruling that law enforcement 
cannot collect any PCTDDs unless they utilize some technology so as to limit the collection of content. 

BTW. Telenor will be visiting in the FishBow! Tuesday afternoon to give a presentation on] telephone systems 
on aircraft. 

uMOLAOOinee-

b2 
b7E 

uHCLAaainep-

I Q T D > <FBI> 
From: 

( « « : 

Cc: 
Subject: 

% 

]{OTD) (FBI) 
pEudaiL^uciiisLQ^2QQ&5:51 PM 

CIQUEBE 

W~f 
(OTD) (FBI) 

DCMGITWC PUT UMOLACBiriCD 
NON-RECORD 

iymposium Follow-up Questions 

b i 
be 
b7C 

] 
b2 
b7E 

I don't see a problem sharing the data with any of the TTEC members. 

I don't know if CIU is doing anything to address the! iroblem. Supposedly, it was documented by the SOLVER group 
several years ago. It still remains a problem. I I • 

r . u u i . • 

( .V I Sent: Friday. August 

^ I Subject ftfi| jymp 

30TD) (FBI) 
-Original Message-

From: L 
,V I Sent: Friday. August 04. 3006 9:00 AM 

] - .. * " " l ( 0 T D ) ( F B I ) 
I Subject TffiJ |ymposium Follow-up Questions 

fol 
be 
!h7f 

* ^ F M e m " g BUI UHCLAbblHfcU*" 
NON-RECORD 

( Cj \ WowrThatis[amazing. Good job I knd thanks for the details. I'm not sure if our northern friends have the same 
' problem. Do you see any problemTin; sharing this+nfonnation-with| lince ifs a North America (maybe U.S.) iss 

only. I I 

nth] |on thj h\ 

b i 
b2 
b e 
b7C 
b7E 

Also, do you know if there is anything being done witl problem thru our CALEA test team. 

Electronic Surveillance Technology Section 
Operational Technology Division 
Quantico Virainii 
703 

luaQtm^jQjQia 

°1 I 
79 

RprRrSL 



(S) 
$&1 

b2 
b7E 

b2 
b7E 

(S) 

b l 

—r-Qrialnal Message' 
Froirlt I 
Sent: 
To: 

JOTD) (FBI) 

Subject: 

Thursday, August 03,2006 5:29 PM 
< . — - • ~1(OTD) (FBI); [ 
:TS1 f .ympoaum i-ollow-up Questions 

LASSIHED" 

_l(OTD) (FBI) 

b l 
bb 
b7C 

NON-RECORD 

• 
The problem I described at the TTEC meeting is related to wireless number portability. Today, U.S. wireless 
service providers are required to comply with the wireless number portability (WNP) mandate issued by the FCC a 
few years ago. WNP allows a wireless subscriber to take his/her telephone number from one carrier to another 
carrier. In essence the subscriber owns the telephone number, not the service provider. This mandate created 
technical problems for the U.S. wireless providers because their switching infrastructure routes calls based on 
telephone numbers: carrier owned (internal numbers) are usually routed differently than external numbers. 

Before WNP, routing calls were simply based on routing tables, which were populated with NPA-NXX and trunk 
combinations. These combinations are point codes the switch uses to determine how to route the call. WNP 
blu 
if 

T 
ork will have to accept 

and therefore complicates call routing. For examoii 
nd reauaataJiis number to be ported front 
email pssigned number as it's own and rou 

iction between internal and external n. 
bscriber decides to switch service ti 
witching ne 

it as it it belongs t<T 

To route and manage external numbers as internal numbers, the wireless providers use a technique called 
"number pooling". This technique allows the service provider to commit a block of numbers per switch to a pool of 
numbers that are assigned/owned by the carrier that are only used for internal routing, never (in theory at least) to 
be assigned to its subscribers for external use. When a foreign/external number is ported into the switch with a 
new subscriber, one of these internal numbers is assigned as an alias to the new subscriber's account, and the 
switch uses this internal alias number to internally route calls to and from the subscriber. This technique allows 
the wireless providers to implement WNP without having to redesign their entire switching infrastructure. 

We have found an evidentiary probl 
nnrdinn T h o IR-A1 haaoH nrnwiHorc 

m caused bv some U.S. wireless providers' implementation of numbex 
J and other CDMA/TDMA providers) use thi 

Hldentrhcation (MSID) feature of IS-41 to 
I nese earners usually assign one or the numbers from their internal pool to tfo 

ofJbeiLqwn numbers or the ported number) to th< 
hd Is His number used bv the rest of the wo 

ment nurriber 
nd assign the 

] 

d to call the subsenber. in 
switches sometimes only report the 

pooling 
Akamai directory number (either one of, 

| Assigned to the phone. Note th< 

at intercept cases, we have found thaj 
>f the calling party for incoming calls. We have found this to happen when the associate calling the target is a 

wireless subscriber served by the same carrier and the same switch as the target for the call. In this scenario we 
havefourjdJufi JSI VoiceBox III (version 3.6) extracts the] jas the calling party number, which is not the 
external^Z_lf the calling party. This error has recently misled a few_£BLinvestigations. In one case, the 
interceptef | of the target's associate was actually assigned as al |o another subscriber with no relation to 
the target, Due to the misinformation presented in the call records, the unrelated subscriber was temporally 
included in the investigation. 

1 

We remedied this problem on the DCS-3000 by ignoring the! bf the calling party in the| | 
Termination Attempt message and using the caller id field that is usually presented in the NeM/ofk Signal message b2 
that is delivered for incoming calls. In the case where the calling associate blocks his/her caller id and the b?E 
Network SjflQal message does not present the caller id we simply leave the calling party number blank rather than 
using the| \ 

it sure if Canada has the same problem. But, I thought it was appropriate to share the information with 
ust in case. Also, we notified JSI about the problem a few weeks ago; and hopefully they will have a patch 
at solves the problem. 

There was a second problem that I informed the TTEC subgroup: the *82" [ This problem was 
documented by the SOLVER lab when testing the DMS platforms many years ago. If an intercept target dials' 
fi?" to disable caller id blocking (to allow his/her caller id to be delivered to the called party for the one call), the 

| pMS platforms cease call intercept, and law enforcement will not be able to intercept the call content nor 
80 
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the digits dialed after "*82". 

fo7C 

J (OTD) (FBI) 
Iv.AmMrt02.?«K4 ! »PM 
OTD)(FBI)| 

) (FBI) 
.ymposium Follow-up Questions 

](OTD) (FBI) 

b l 
be 
b7C 

NON-RECORD 

b2 
be 
b7C 
b7E 

• 
I may have missed you response, I got a lot of e-mail to catch up on. Please see the note below, (your 
comments in "red") and provide some feedback to me re your comments in Canada. 
Thank' 

• please set "T" for Firday 5 August 2006. 

I homments: 
J indicated that under certain circumstances, [ 

J switches can provide "incorrect" metadata 
(specifically, metadata that are linked to subscribers other than 
the target(s) of an interception operation). 

IS) 

rz 
biectromc surveillance i echnology Section 
Operational Technology Division 
Quanjj£cjfijjjjnla 
703 

iuaptir.fl Virginia a €_J 
—Original Mi 

From: 

b l 
be 
b7C 

Senfc. 
To:P 

i a e — 

Ccs CLIFFORD, Mil 
Subject: 

J (OTD) (FBI) 
28. 2006 8:22 AM 

?SGF= 1 
ymposium Follow-up Questions 

;OTD)(FBI) 
[OTD) (FBI) 

NON-RECORD 

b 6 
hlC 

Please respond to[ 
up with details later: 

]with the following message and we will follow 

] 
Thank you for your kind words. But we should be thanking you for 
hosting this symposium, we all know how time consuming these events 
can be'. The feedback that I have received so far mirrors your 
comments, great job to all of you. 

81 
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fo2 
fo7E 

]today regarding the matter of [ I will talk withl _ _ 
I ~| switches which on occasion provide "incorrect" 
metadata, specifically metadata that is not linked to the target. 
He or I will provide a response back as soon as possible. 

Thanks for your inquiry, 

foe 
b7C 

KlecTVoH.lc' yUrVelllance Technology Section 
Onantico. Vi rarinia 
7 0 3 -ff f 

IS) 
fol 
be 
b7C 

(S) 
b l 
be 
b7C 

—Original Mess 
From: 
Sent: 
To: 

..Subject: 

TO) (FBI) 
2:54 AM _ . 
••OTD) (FBI)[_ 

iymposium Follow-up Questions 
](OTD)(FBI) 

ocHornvEoui UIIICUVA-SIPTEIT 
NON-RECORD 

Can you please review the attached email sent to my attention via 
TTEC Net. Let me know if you have any response/feedback and I'll 
forward it on t o I I Thanks • 
As you kn.QW.l- posted a Collection System Symposium earlier 
-this'"week, wiiiuii J had the privilege of attending in large part, 
as an observer. Based on what 1 heard and saw, I think this was 
a very successful event. 

Please pass our thanks to[ ] for having arranged the 
FBI's participation to this event, and please also thank all 
members of your delegation for their active contribution to the 
Symposium. 

k J who co_hosted this meeting, has My colleague 
asked me to follow up on information that he obtained during the 
Symposium. At some point during the discussions, one of your 
rapreaaTit-.ativea. I I inrH <-!at:ed that under certain 
circumstances, switches can provide 

fo 2 
fo6 

"incorrect" metadata (specifically, metadata that are linked to fo7c 
subscribers other than the target(s) of an interception fc"E 
operation). 

Would it be possible for you to ask | ~1 and[ 
| |whether they could provide us more details on this 
problem and how to reproduce it for analytic purposes. Since 

82 

£E -m^j 
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b2 
be 
fo7C 
b7E 

WjfilE 
I ' I technology is deployed and used in Canada, 
we would like to make sure that we understand this problem and 
hopefully contribute to its analysis and resolution, in concert 
with your colleagues. 

Should [ Twish to discuss this wit-hl I . . 
1 please note that | ~| can be reached at +1 613 I I 

[nori secure line) . 

If possible, please send me a receipt confirmation for this 
e_mail. 

Thanks in advance for your response, and best regards! 

<S) f 

b2 
fo6 
b7C 

+x oiJi 

bl 
be 
b7C 

Engineering Research Facility (ERF) 
Operational Technology Division (OTD) 
Technical Liaison Office (TLO) Room A214 
703| I 
703 (fax) 
202 (cell) 

SENSITIVE BUT UHgUVSSIFIGP 

J»LNJ»I IIUE UUT UMOLACSIilFn 

OCMOITIVC OUT UH0LA00tH6B-

OCHQITIVC OUT UNOLAOOIHEB-

M = ^ K I M L . - ^ ; " = V : ' 

3FMSIT1VC PUT UHOLAOStHgP 
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BLACKARD, KENNETH L. (OTDf (FBI) 

© 

From ' I (OTD) (FBI) 
Sent: Thursday Aunust 03 ?00fi 5:29 PM, , , 
To: J C \ ' . . . • . , (Q T D> (FBI);| |(OTD) (FBI) 
Subject: \ O f TTE symposium Follow-up Questions 

HUE BUI UWLLA^TFIED *>6 
NON-RECORD hie 

The problem I described at the TTEC meeting is related to wireless number portability. Today, U.S. wireless service 
providers are required to comply with the wireless number portability (WNP) mandate issued by the FCC a few years ago. 
WNP allows a wireless subscriber to take his/her telephone number from one carrier to another carrier. In essence the 
subscriber owns the telephone number, not the service provider. This mandate created technical problems for the U.S. 
wireless providers because their switching infrastructure routes calls based on telephone numbers: carrier owned (internal 
numbers) are usually routed differently than external numbers. 

Before WNP, routing calls were simply based on routing tables, which were populated with NPA-NXX and trunk 
combinations. These combinations are point codes the switch uses to determine how to route the call. WNp hiurs the fo 
distinction between internal and external numbers, and therefore complicates call routine^ For example, if al I fo-? E 
subscriber decides to switch service tol fend requests his number to be ported from! 
gwitrhmg network will have to accept the external! lassianed number as it's own and route it as if it belongs to 

To route and manage external numbers as internal numbers, the wireless providers use a technique called "number 
pooling". This technique allows the service provider to commit a block of numbers per switch to a pool of numbers that are 
assigned/owned by the carrier that are only used for internal routing, never (in theory at least) to be assigned to its 
subscribers for external use. When a foreign/external number is ported into the switch with a new subscriber, one of these 
internal numbers is assigned as an alias to the new subscriber's account, and the switch uses this internal alias number to 
internally route calls to and from the subscriber. This technique allows the wireless providers to implement WNP without 
having to redesign their entire switching infrastructure. 

We have found an ««d«»ntiarw ntnhhm rancari hy Some U.S. wireless providers' implementation of number pooling. The 
lS-41 hased providers I I and other CDMA/TDMA providers) use tha] | 

' feature, nf lft-41 to implement number pooling. I hese earners usually 
assign one of the numbers from their internal pm\ tn H-.J inCj assign the external directory number (eithepuaaof their 
own numbers or the ported number) to thai I assigned to the phone. Note thai Is the 
number used bv the rest of the world to call the subscriber. In recent intercept cases, we have found that| ] 
I Isometimes only report thej bf the calling partyfor incoming calls. We have found this to 
happen when the associate calling the target is a wireless subscriber served by the same carrier and the same switch as 
the target for the call. In this scenario we have found the JSI VoiceBox III (version 3.6) extracts thd las the calling 
party number, which is not the external tf the calling party. This error has recently misled a few FBI investigations. 
In one case, the interceptedL__bf the target s associate was actually assigned as al tto another subscriber with no 
relation to the target. Due to the misinformation presented in the call records, the unrelated subscriber was temporally 
included in the investigation. 

[ M/Vt remediedthis problem on the DCS-3000 by ignoring t h e | _ | of the calling party in the J-STD-025A Termination 
i Hwempt message and iising the .caller id field that is usually presented in the Network Signal message that is delivered for 

incoming calls. In the case where the calling associate.blocks his/her caller id and the NslajQik Signal message does not 

fo2 
b7E 

present the caller id we simply leave the calling party number blank rather than using th 
NfiJjMQilt' 

I am not sure if Canada has the same problem. But, I thought it was appropriate to share the information witJ 1st in fcl 

case. Also, we notified JSI about the problem a few weeks ago; and hopefully they will have a patch soon thai iJUlVbiJ the b 2 

problem. hiK 

There was a second problem that I informed the TTEC subgroup: the "*82"l problem. This problem was 
documented by the SOLVER lab when testing the DMS platforms many years ago. If an intercept target dials "*B2" to 
disable caller id blocking (to allow his/her caller id to be delivered to the called party for the one call), thej pMS 
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^fffiEl 9 
platforms cease call intercept, and law enforcement will not be able to intercept the call content nor the digits dialed after "* 
82". 

• bo 
b7C 

<S) 
b l 

--Original Message— 
Froih: I Form (FBI) 
Sent: X . Wtednawtw. Aimrtiw. ymw4:59 PM 
To:' J IfOTD^ (FBI)| I (OTD) (FBI) ~ " 
Cc: • lOTiTOffRn ' • b7C 
Subject: FWl- kmposlum Follow-up Questions 

3ENAl HUE BUT U N C L A J W i e B 
NON-RECORD 

I may ha may have missed you response, I got a lot of e-mail to catch up on. Please see the note below, (your comments in 
"red") and provide some feedback to me re your comments in Canada. 
Thankc 

b2 I | please set "T" for Firday 5 August 2006. 
be 
b7C 
b7E I Icomments: 

J indicated that under certain circumstances,| 1 
]switches can provide "incorrect" metadata (specifically, 

metadata that are linked to subscribers other than the target(s) of an 
interception operation). 

b6 

Electronic Surveillance Technology Section 
Operational Technology Division 
Qua 
703 

( M I . —-Original Message— 
S lFrom: • - — I f t y r m r F f m 

^ fSentS, Friday, lulv 7B. 2006 8:7.2 AM 
To: .. I KOTDureiy.| IftrrmffBn 
Ce: T S S B S E B T M T O T S L (OTD) (FBi)l ROTD) (FBI) 
Subject: Ra [sympos ium Follow-up Questions b l 
fiFMglTmFRiiT..K.^.AQQ.c.Cn ';';. 

NON-RECORD 

Please respond td 1 with the following message and we will follow up 
with details later: 

Thank you for your kind words. But we should be thanking you for 
hosting this symposium, we all know how time consuming these events can 
be. The feedback that I have received so far mirrors your comments, 
great job to all of you. 
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B^sRET 

]today regarding the matter of [ I will talk with I _ _ 
| |awitches which on occasion provide "incorrect" metadata, 
specifically metadata that is not linked to the target. 
provide a response back as soon as possible. 

He or I will 

Thanks for your inquiry, ±3 

Electronic Surveillance Technology Section 
Ouantico. Virginia 
703{___J 

to 2 
b e 
b7C 
b7E 

onou Original Mpjwagg— 

From 
Sent: 
To: 
Subji 

JOTD) (FBI) 

( 0 ) Subject] f 

Friday, July 28,2006 7:54 AM _ 
ICOTD) (F8I)r_ 

iymposium Follow-up Questid 

OEHOmvCUUl UNCLASSIFIED 
NON-RECORD 

JOTD) (FBI) 
foi 
be 
b7C 

(SJ 
b i 
fo6 
fo7C 

( S ) 

i t on • 
I 'ou please review the attached email sent to my attention vi, 

Let me know if you have any response/feedback and I'll forward 
to[ ] Thanks 

As you kno.w-, losted a Collection System Symposium earlier this 
week-, "which 1 had the privilege of attending in large part, as an 
observer. Based on what I heard and saw, I think this was a very 
successful event. 

b2 

be 
b7C 
b7E 

Please pass our thanks to[ ]for having arranged the 
FBI's participation to this event, and please also thank all members 
of your delegation for their active contribution to the Symposium. 

My colleague I I who co_hosted this meeting, has asked 
me to follow up on information that he obtained during the Symposium. 

metadata that are linked to subscribers other than the target(s} of an 
interception operation). 

] and |__ Would it be possible for you to aavl 
whether they could provide us more details on this problem and how to 
reproduce it for analytic purposes. Sincel- 1 
technology is deployed and used in Canada, we would like to make sure 
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^ - :T ^ be 
that we understand this problem and hopefully contribute to its b7c 
analysis and resolution, in concert with your colleagues. 

Should!" Iwish to discuss this with[ ŝh to discuss tnis witm 
please note that I ] can be reached at +1 613^ 
{non secure line;. 

] 

If possible, please send me a receipt confirmation for this e_mail. 

Thanks in advance for your response, and best regards! 

<SLl l 
rl 01J |_| 

Engineering Research Facility (ERF) 
Operational Technology Division (OTD) 
Technical Liaison Office (TLO) Room A214 
703| 

fax) 
cell) 

b l 
fo2 
lb 6 
b7C 

SbNAI I me BUT UHOLAOatftiEfr-

CEM6ITIVE BUT UMCUABW46P-

SENSITIVE PUT UHOLAOMHEB 

^bNMIIvb BUI UHICLAaMHEB-

c ]OTD) (FBI) 

From: 
Sent: 
To: 
Cc: 
Subject: 

-yMULAUlilFTJD 
NON-RECORD 

LLA) (FBI) 

(OTD) (FBI) 
AM 

(OTD^ (FBh:[ (OTD) (FBI) b2 
be 
b7C 
b7E 

I'm glad to hear our enhancements to the Client have been well received. We are still working on the Client's concatenate 
feature for the Trace files. In the interim, I have written a simple program that will help you do the concatenation of the 
trace files. A shortcut named "Trace Car is located on the .16 machine's desktop. When you run this application it will 
prompt you for the start date and time you wish to use for the concatenation. Note the default start date is the current date 
minus 1 day to assist with daily archiving. If you need to change the date or time just enter "n" when prompted and enter 
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mum o 
the desired date or time. The application compares each record in each .trace log file against the start date and time and 
writes the filtered records to a single file. When all the .trace files have been processed the Windows notepad application 
is spawned and the concatenated file is automatically opened. From here, you can print, save, etc. using the notepad 
features. 

—Original 
From: 
Sent: 
To: 
Cc: 
Subject: 

Iessaae— 

ThMrxgtav 1nh,t>7 JfWfi 11 •?« AM 

](OTD) (ran. 

M 

NON-RECORD 

JoTD) (FBI) 

b2 
be 
fo7C 
b7E 

he 
b7C 

Hi guys, 

We upgraded our machines. We really like the changes. Ifs funny how the smallest things can make your day. We 
like that all the features are visible, ie SMS, Post Cut Digits, etc., on the window used for entering the target 
information. We also like the change from "Dialed Digits Displayed" to the standard court order terminology of "Post 
Cut Through Digits." (It would be nice if "Location Authorized" could also be changed to the standard court order 
terminology of "Cell Sites Authorized.") We were a bit disappointed that we still cannot concatenate the TRACE files. 
We really LOVE the concatenate feature. As you know, we have dropped the 3094 and have been using the 
concatenate feature to upload our CDNRS files for about two weeks now. It is awesome! Please thank ail at TfCTU 
for their tremendous work. 

a 
I will forward the below info, to the Tel Apps people and see if they can get it corrected. 

Thanks, 

TTAI"""" 

b2 
foe 
b7C 
b7E 

b2 
bS 
b7C 
b7E 

—Oriainal-Messaae— 
From: 

Origin 

v. T Sent: iwiiHwa^ mm J/ ;mikVn-> AM 
l (U ) (FBI) To: [ 

SubjecfcT*F[ 

](OTD) (FBI) 

1 
UMCLAOOirrEB-
NON-RECORD 

Since TA is an analytical tool we pass all the dialed digits from the DCS 3000. Have you contacted TA to see if 
they can modify their system to handle this types of called numbers? 

—Original Messai 
From: | 
Sei 
TO! 

ant: 
} t A ) (FBI) 

i j f f lga i ju ly 24T2006 2:28 PM 
rc rOTD) (FBI) 

Subject: RE3 "Mystery 

UNLLAbblHEP 
NON-RECORD 
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b2 
foe 
fo7C 
fo73 

M&i e • 
I just spoke withl |Thev are familiar with this. They said the customer is nr>t actually diaiinn 
the 011. Apparently this occurs when the customer makes a call that is handed off to the nidi I 
network. They claim during the handoff a 011 is added. Here.is a sample of two calls that were rejected today 
and the associated log file: 

fo2 
b'/E 

1 

Jb7C 
fo7E 

« File: 090512.205 » 

—Original M> 
From: 
Sent: 
To: 
Subject: 

AS; 
Monday. 3ulv 24 3nnfi 10:39 AM 

I ... I ^ f F B " I 

fo2 

](OTD)(FBI) b 6 
I 

b7C 
b7E 

uwuLA&aiPiep-
NON-RECORD 

• 
Dn vnu ham ve an example call or target number? 011 is usually for international calts. 11+number is used 

access voicemail. We need to look at the data to determine why it's happening. 

I 
—Original Mi 

From: 
Sent: 
To: 
Subject: 

i g ^ ^ 

](LA) (FBI) 
Monday, July 24.20061:30 PM _ 

l(OTP) (FBI)[ E JOTD) (FBI) 
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b2 
be 
b7C 
b7E 

NON-RECORD / 

Hi guys, 

I have a quick question abo 
aware of but, since I lust started aoina tne uploads. I have not seen it before. On some 
outgoing local calls wtth| "|pens the raw data indicates a 011 was dialed 
before the number. As a resuii mis numoer does not get uploaded to telephone apps. 
Instead the call is rejected as an error "MISSING TO NUMBER." These are completed calls, 
with a duration. This Is occurring with different targets on unrelated cases. All are outgoing 
calls froml Hphones to local numbers here in IA I can't believe would be 
dialing 011 before they make a local call. Do you know why this is happening? 

I This may be something you have long been 

[ZZl 

WCLAJibll ILLT 

tJwQfcWqgfPlED 

UNCLA33IPreP-

UMCLAOaiFIBP 

UMOLACoiriee-

uz 1(OTD)(FBI) 

From: 
Sent: 
To: 
Subject: 

c HOTD) (FBI) 
Thursday .luh/97 ?nnfi 10:02 AM 

REt J 

b2 
fee 
b7C 
b7E 

UNftLA55irtgp-
NON-RECORD 

Since TA is an analytical tool we pass all the dialed digits from the DCS 3000. Have you contacted TA to see if they can 
modify their system to handle this types of called numbers? 

—Original Message— 
From: - I IflA) (FBI) 
Sent: ' Mnnrtav inly *>' pons ?•?« PM 
To: I rOTPUFBn 
Subject: -REI 

UHCLAOOirtEP-

b2 
b 6 
b7C 
b7E 
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NON-RECORD 

SpHET b2 
be 
b7C 
b7E • 

I just spoke mt\ 1 They are familiar with this. They said the customer Is not arhiaiiy dialing the 011. 
Apparently this occurs when the customer makes a call that is handed off to the old! hetwork. They 
claim during the handoff a 011 is added. Here is a sample of two calls that were rejected today and the associated log 
file: 

b2 
'Tb7E 

« File: 090512.205 » 

—Original Message-— 
From: I 
Senb Monday. July 24.2006 10:39 AM 
TO: • _ T i i w m n 

3(OTD)(FBI) 

b2 
be 
b7C 
b7E 

SubjeefcRE^ J 
UNOLAOOiriEB-
NON-RECORD 

rzzi 
Do you have an example call or target number? 011 is usually for international calls. 11+number is used byl I 
to access voicemail. We need to look at the data to determine why ifs happening. >•-"•'—' 

—Original Message— 
From: I ~IOA) (FBI) 
Sent: Monday. July 24. ?nnfi 1 -^n DM 
To: I |(OTD) (FBI), 

b2 
b6 
b7C 
b7E 

2flfl 
_|OTD) (FBI) 
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fo2 
be 
b7C 
b7E 

Subject; L 

^m ET 
Jlystery 

NON-RECORD 

Hi guys. 

I have a quick question about! iThls may be something you have long been aware 
of but, since I lust started doing the uploads, I have not seen it before. On some outgoing local calls 
witl Ipens the raw data indicates a 011 was dialed before the number. As a resuii 
this number does not get uploaded to telephone apps. Instead the call is rejected as an error 
"MISSING TO NUMBER." These are completed calls, with a duration. This Is occurring with different 
targets on unrelated cases. All are outgoing calls from! phones to local numbers 
here in LA. I can't believe would be dialing 011 before they make a local call. Do you know why this 
is happening? 

1 = 1 
UNlLASSSlHbb" 

uMCLAOOirifa 

UMCUtteiFtBP-

UHOLAOOirrEB-
b6 
b7C 

IfOTD) (FBI) 

From: 
Sent: 
To: 

Cc: 

Subject: 

c ](OTD)(FBI) 
Thursday .lnh/77 7flflfi 9:41 AM 

_ J ( W F ) <FBI);[ 
isUDitayi 

]OTD) (FBI); 

(FBI) 
RE: Tracking System 

F)(FBI)[ ](WF)(FBI);[ ]{WF) 

UiqCLAOOiriEB-
NON-RECORD 

LZU 
Were the calls collected on the DCS-3000? If so, we can give you and the attorney's office a CD with an MS Excel 
Spreadsheet with the call records and hypertext links to the corresponding cell site maps. 

—Original Messagi 
From: I ]WF) (FBI) 

be 
b7C 

Sent: weqnesaav. JUIV ib, 2006 8:24 AJJ_ 
^ ( O T P ) (FBlJ_ 

t) ( F B D ; r ^ 
To: 
Cc: 
Subject: i-w: iraacinga' I "TOFT 

](OTDl 
TrBI);[ 

rranf* "|(0TD) (FBI) 
IWFRFBI) 

UMULA3AIFICD 
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NON-RECORD 
^ f ^ T 

—Original Message— 
From: |_ 
Sent: 
To: 
Cc: 
Subject: 

](WF) (FBI) 
Tuesday. July 25. 2006 2:25 Plt. 
E Z _ _ _ Z l 0 T D ) (FBI)£ 
• rwn (FBI); £ 
Tracking System 

UNOLA3ait I 
NON-RECORD 

riTD)(CQ6IL 
JWF) (FBI)j 

be 
fo7C 

]WF) (FBI)£ JWF) (FBI) 

Hi[ 

Can we download a number and its information from the tracking system to a disk? An agent is 
inquiring about this because the attorney's office said he needs the information to present to the 
judge. 

be 
b7C 

FBT-WFO 

16-2 
202[ 

UNCLASSIFIED 

UMCUADOIREB-

UNOLAOOineB-
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he 
b7C m^ 

i 

ET 

](OTD)(FBI) 

From: 
Sent: 
To: 
Subject: 

[ 
Unnriaw Ink/Oil OnnR 1 1 0 / Ai 

](OTD)(FBI) 

RE 
FD) (FBI) 

h?. 
fo7E 

oconcT 
RECORD 212A-WF-224477 

Well, I wasn't looking at numbers .... Just thinking about numbers. And yes, I do need to get a life -1 had one until I took 
this job. 

Monday. 3ulv 24.200611: 
](FD) (FBI) 

—Original Message— 
From: L 
Sent: Monday. 3ulv 24.200611:21 AM 
To: • TO™ (FBI) 
Subject: 

fob 
fo7C 
foVE 

RECORD 212A-WF-224477 

I | it worries me that you are looking at I Inumbers on a Friday night, boy I thought l-needed to get a life. 

j. „ —Original Message--
jf" From: | 
;-° sent: . nnnnfiy. IIIIY 
fc ic To. 
tc.7E 

ibjecfcTOT 
Cc 
Subject:' 

IOTD) (FBI) 
:15 AM _ _ 

I " ™ (FBI);|_ 
J (FD) (FBI) 

]CD) (FBI); | ""IOTP) (FBI)£ ](0TD) (FBI) 

I 
SECRET 
RECORD 212A-WF-224477 

ib2 
be 
ib7C 
b7E • 

I realized Friday night that there was an error in the numbers I provided you last week. Specifically, last week's 
icluded target-days from the beginning of the intercept 
j n d was active betweei| ftie 

have re-run the numbers with a hara-iimit on me start ana stop dates. 

dye 
number included target-days from the beginning of the intercept through^ 

I end was active betweeij pie target-days data will be statistically flawed. So, I 
3 If the intercept started before 

fo2 
lb 6 
ib7C 
fo7E 

I am sorry for the earlier mistake: haste makes waste. 
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fo 2 
b6 
b'7C 
b7E 

b2 
h6 
b'7C 
b7E 

TOKjET 

• —Original Message— 
From: I 
Sent: 
Tol 
Ccsl Subject: RE E 

/ 20. 2006 1] 

JFD)(FBI) 

](OTD)(FBI) 
Thursday. July 20. 200611:44 AM 
—Iran (FBIVI ifOTm (FBI){; J(OTD) (FBI) 

fo2 
be 
b'/C 
b7£ 

QCQRCT 
RECORD 212A-WF-224477 

I have numbers for[ -aj 
records on our DCS-3000 system for both carriers for the period of[ 
the results: 

lthat I believe are accurate. I processed all the intercepted call 
Here are 

jias a simple cost fee schedule, the costs were easily calculated using the following formula: 

It is imnossihie fQr me to accurately calculate t h j bosts using the data from the DCS-3000 system 
j\ costs are a function of the number of switches provisioned with the target. Since the number since 

of switches vary with each intercept order I cannot accurately calculate the cost. 

—Original Message— 
From: 
Sent: 
To: 
Ccs 
Subject: 

EEHiky-fcMMIS 
J(CD) (FBI) 

2006 10:50 AM 
flJD) (FBI);]" 
_J(FD)(FBTT 

](OTD)(FBI)£ (OTD) (FBI) 

SElKhl 
RECORD 212A-WF-224477 

Hello Gentlemen -

|has been dragging their feet in getting back with us regarding the number of lines/targets we 
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b2 
b6 
fc.7C 
b7E 

b2 
b7E 

b2 
b6 
b7C 
fo7E 

hlC 
b7E 

^ K E 
have with them. So I metwith[ Jto discuss the contracting issue. Here's what we came up 
with and would welcome your input. 

Since! Ihas been slow in responding, let's start wtthl jyou indicated that you have a 
good relationship with them, (and they're starting to charge us) can you get an indication of coverage from 
them, regarding all of our stuff to include anythinajaitbJhe Bureau name on it (to include joint | | coverage 
etc) and] | Then] H can you pull from] what numbers you have with| [5o we can 
compare the two" I I 

What we're looking to do is get a snap shot of actual lines being used that we can verify. Then,.what 
I Iwill do Is add a rider in the contract that will allow for an increased amount/coverage. What she is 

concerned about in getting into a big excessive contract with the carriers and then not using the service 
(i.e, paying/contract for 500 lines and only using 300). 

They other thing we were looking to do to jump start this is to go through the government sales/marketing 
people of the carriers and not the security people. Since this will be an overt contract and other Law 
Enforcement Depts. & agencies, along with! 1 would be our customers and not the vendor's, we 
should be able to go through open government sales without issues (PLEASE correct me if I am wrong!!) 
So if either of you know a sales person/contact in either! "br can find out through your 
other channels/contacts, please let me and] frnow. We would still like to have something in place for 
October 1st. he 

So, to sum up...I need you gentlemen help with the following action items: 
b 7 C 

(*l recognize it may not be an actual representation of all coverage due to the field offices not all 
using TMD etc, but we have to start somewhere. And I This may be the springboard you need to 
get the Finance Division to help promote TMD.) 

If possible can you get this information to me by this Friday? (Please, please, pleased I apolooize for foe 
short deadline, but I was hoping we might be able to talk about this at Friday's[ 
not be able to join us at the meeting, but I will be meeting with her later Friday artemoon. 

Ofor your help and support! ~ l will see you on Friday at 10:00am here in 1B045. f 
ou are both welcome to attend if you like as well. 

the 
JAII 

Thanks! 

usic/speciai projects 
FBIHQ/CD-8A. Room 1B045 
(202| " | 

be 
b7C 

$QM: G-3 FBI Classification Guide G-3. dated 1/97. For 
Investigations 

eICATION EXl 
SECRET 

Investigation 
FROM: G-3 FBI Classification Guide G-3. dated 1/97. Foreign Cot 
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•9C0RCT 
0 ̂ T 

Cc: 
Subject: 

Monday. July 24. 2006 11:15 AM _ 
• " I " * ™ (FBI);[ 
(FBUl I (OTD) (FBI) 

I " . 1 (FD) (FBI) 

RECORD 212A-WF-224477 

b2 
b 6 
b7C 
b7E 

HID 
I realized Friday night that there was an error in the numbers I prnuiriflri irnu last week. Specifically, last weeKsjwmbsr 
included targpt-flayfs frnm tho honinninn nf thajntoivapt thfOUqH I If the intercept Started DefOfJ fend 
was active betweeif~ ~|he target-days data will be statistically flawed. So, I have re-run the 
numbers with a hard-limit on the start and stop dates. 

b2 
b7£ 

1 am sorry for the earlier mistake: haste makes waste. • 
—Original Message— 

From: I I (OTD) (FBI) 
Sent: n* .r^av. n ,iv iJTmTi1 - ^ AM L2006 l l:44j 

](CD) (FBI);[ ](OTD)(FBl£ 

} 7 C 

(OTD) (FBI) 



Cc _ 
Subject: REf" 

c 

RECORD 212A-WF-224477 

b2 
b6 
b7C 
b7E 

I have numbers fori khat I Koiiawa pro, a m .rata i nmcaecaH aii (•ho intercepted call records on 
our DCS-3000 system for both carriers for the period ofl I Here are the results: 

b2 
b7E 

has a simple cost fee schedule, the costs were easily calculated using the following formula: 

JUSJfflfiossible for me to accurately calculate the I bosts using the data from the DCS-3000 system since! 
I bosts are a function of the number of switches provisioned with the target. Since the number of switches vary 

be 
b7C 

with each intercept order I cannot accurately calculate the cost. 
b2 
b e 
b7C 
b7E 

-Original Message— 

Sent: _ w«ines<iav. inly 
To: 
Cc 
Subji 

Jrrajr 
From: T_ ri 

ibjectT 

](CD) (FBI) 
19^2006 10:50 AM 

(OTTO (FBI) 
l(FD) (fl 

\ IOTP) (FBI);[" 
-Bl) "• 

(OTD) (FBI) 

b2 
b7E 

RECORD 212A-WF-224477 

b2 
b6 
b7C 
b7E 

Hello Gentlemen 

_Jhas been dragging their feet in getting back with us regarding the number of lines/targets we have with 
So I met with | I to discuss the contracting issue. Here's what we came up with and would them 

welcome your input. 

Sincq has been slow in responding, let's start withl | you indicated that you have a good 
relationship with them, (and they're starting to charge us) can you get an indication of coverage from them, 
regarding all of our stuff to include anything with the Bureau name on it (to include ioipt| [coverage etc) and regarding all of our stuff to include anything with the Bureau name on it (to include loiptl [coverage etc) and 

I | Then] ban you pull from| [what numbers you have withl scTwe can compare the two 
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b 2 
he 
b 7 C 
b 7 E 

b 2 
b 6 
fo7C 
b 7 E 

%4i 
M jvill 
iea aoout in 

do What we're looking to do is get a snap shot of actual lines being used that we can verify. Then, wha 
is add a rider in the contract that will allow for an increased amount/coverage. What she is concerned 
getting into a big excessive contract with the carriers and then not using the service (i.e, paying/contract for 500 
lines and only using 300). 

They other thing we were looking to do to jump start this is to go through the government sales/marketing people 
of the carriers and not the security people. Since this will be an overt contract and other Law Enforcement Depts. 
& agencies, along witn| ^i/puld be our customers and not the vendor's, we should be able to go through 
open government saleswiTHouT issues (PLEASE correct me if I am wrong!!) So if either of you know a sales 
oerson/contact in eithel lor can find out through your other channels/contacts, please let me 
and | know. We would still like to have something in place for October 1st. 

So, to sum up...I need you gentlemen help with the following action items: 

TMD etc, but we have to start somewh&e. And 
nrg (*l recognize it may not be an actual repyES£HlaiiflOIof all coverage due to the field offices not ail using 

;om 
Finance Division to help promoteT 

Ihis may be the springboard you need to get the ^2 

b 7 E 

:T 
If possible can you get this information to me by this Friday? (Please, pioaca nicaca> i anninnnj 
deadline, but I was hoping we might be able to talk about this at Friday's j 
join us at the meeting, but I will be meeting with her later Friday afternoon. 

Ivi 
for the short 
ill not be able to 

Thanks for your help and support! 11 will see you on Friday at 10:00am here in 1B045. 
are both welcome to attend if you like as well. 

you 

Thanks, 

[ 
OSIC/Special Projects 
FB1HQ/CD-8A, Room 1B045 
(202) 

be 
b7C 

DbKlvEU FHUIItt 
DECLASSIFICATION EXEMPTION 1 

.SECREL 

-3. dated 1/97. Foreign Counterintelligence Inve 

FBI Classification Guide G>3. dated 1/97. Foreign Counterintelligence Investigations 

SFCTFT 
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I IQTDHFBI) 

From: 1 IfOTPHFBn b 6 

Sent: .Fnflav, iWlYZI POflBfi^flPM : 
To: I KHN) (FBI) 
Subject: RE: DCS3000 

UMGLAJSIPIgp-
NQN-RECORD 

fee 

i 1 b , c 

I'm curious why you're setting up a pen-register line on the VB. • 
—Original 

I l< From: | l(HN)(FBI) , 
Sent! Friday, July 21.2006 6:35 PM L b 

TP: I i rnTmpBn tovc 
Cc • '™™ fFBH:l tHm (FBI) 
Subject: DCS3000 

fee 
fc>7C 

NON-RECOT 

(S) 
b i Have been setting up a pen register for al line in VoiceBox III, vs. 3.6. and in the DCS3000. Appears to be 
b2 working in the DCS3000 but.for some reason VR Hnas nnt have access to the DCS3000. JSI suspects the Pix firewall 
b7E is not allowing VB access to the QCS30001 Tshows ISG12 and ISG2 downl Tinout status is 

shown as Unknown. Cannot pinaj homVB; had restarted JSI Service Manager to no avail. Never had 
this problem previously, only since we have upgraded VB to 3.6 earlier this year. As far as I know no, IP addresses 
have not changed. Any guidance on how to work this is appreciated. 

b 2 
b7E 

Thanks. 

TTA Honolulu Division be 
808| besk b7c 
808 bell 

•"DWefcASSIFJED 

ITI II i mill ii I F " 
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^ ( E ET 
]OTD) (FBI) 

o 
From: 
Sent: 
To: 
Subject: 

J(OTD) (FBI) 
Friday. July 21. 2006 6:46 PM 

• ' (HN) (FBI) 

fc>6 
b7C 

RE: DCS3000 

NON-RECORD 

be 
b7C 

Original Mnmnrii 
From: I 
Sent: 
To: 
Cc: 
Subject; 

_ _ ] ( H N ) (FBI) 
Friday. July 21. 2006 6:35 PM - r 

RHB) (FBI)[ t fcan 

TS3TOT 
J H N ) (FBI) 

b 6 
b7C 

NON-RECORD 

ris> 
Have been setting up a pen register for 
working in the DCS3000 but for some reason 

TCS3QQ0JL 

fol 
b2 
b7E 

is not allowing VB access to the 
shown as Unknown. Cannot pin 
this problem previously, only sinJ 
have not changed. Any guidance on how to work this is appreciated 

» nr.ft^nnn I C \ 
incBT5E^37B"npj 

ine in VoiceBox III, vs. 3.6. and in the DCS3000. Appears to be 
does not have access to the DCS300Q. JSI suspects the Pix firewall 

bhnws ISG12 and ISG2 down.l (input status is 
[rom VB; had restarted JSI Service Manager to no avail. Never had 
graded VB to 3.6 earlier this year. As far as I know no, IP addresses 

Thanks. 

IHonolulu Division 
8081 Desk 
8081 Pell 

be 
b 7 C 

i rm i f T r ' * 

irmn *f?inm 
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™&4T 
1 

From: 
Sent: 
To: 
Subject: 

RECORD OIPR 0001 

tOTD) (FBI) 

I fOTm fFBh 
Frirlaw .Inlv 91 7006 3S9 PM 

1 lOttC^ fFFM 
RE: Brief Question 

b5 
be 
b7c~ 

I don't think there's one, absolute answer. In general, I think the carriers deliver CDC by default if there's a content order. 
For example: In/ill not provision a content order unless the CDC circuits and connections are already in place. They 
claim their intercept software requires the delivery of CDC simultaneously with the intercepted content i think I ~ j 
requires content orders to expressly state Hie need for PR/TT - you can double check this withl Is a little 
more liberal in their interpretations. Just yesterday, the Richmond field office called with the problem that a FISA pen was 
receiving cell-site and post cut-through digits, which their CDC sairl was nnt covered in the order. When the office b2 
rantarteri ttn ask for the information not to be delivered]^ |said something like "but if s a FISA". b 6 

b ? c 
b 7 E 

From:l IfOGCl (FBI) b 5 

Sent; Friday, July 21. 2006 3:42 PM b 6 

To:I 1 (DTD) (FBI) b 7 c 
Subject: RE: Brief Question 
Importance: High 

RECORD OIPR 0001 

Thanks~if there's a full-content fisa surveillance order served on a provider, does the provider send the CCC and CDC 
or only the CCC unless the order specially also orders deliver of the PR/TT or associated data? OR is the answer-it 
depends on the provider—Some carriers will provide it along with everything else, while others will stipulate that the 
order must contain specific text identifying location as required..? 

[ 
.thanks. 

J 
lb 5 

nripinal MresanP b 6 
From: | | (OTD) (FBI) hlc 

ft"]H Friday 1nl» 71 2006 3:28 PM 
To:l IfOGQ (FBI) 
Subject: RE: Brief Question 

RECORD OIPR 0001 b 2 

fc7E 

We can block the information on the DCS 3000 -I 
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• 
J - ^ 

I The other systems cannot. ib 7 F 

b5 
be 

—Original Message— b?c )ngn 
From;r IfOGO (FBI) 
Sent: Friday. July 21, 2006 12:35 PM 
Toi KOTO) (FBI) 
Subject: FW: Brief Question 
Importance: High 

"SECRET™ 
RECORD OIPR 0001 

• b 7 C 

what's the answer? can we at the collection end tell the equipment NOT to receive the cell site location 
information? 

Another related concern is whether if the field has ONLY a PR/TT orders (no 2703(d)) authority but the 
provider send trl hata along with the PR/TT data-do we get it all or can we, when required, ] b 2 

tell the equipment to not collect the| |data? b 7 E 

thanks. 

Uiwi _.. inal Message— 
From:]" fOGC) 
Sent: Thursday, July 2Q72O06 6:52 PM 
To:l l fOGH (FBI), 
Cc:l tOGC) fOGA)l tOGO (OGA) 
Subject: Brief Question 

RECORD OIPR 0001 

b 2 
I am one of the OIPR attorneys working on tnel irief and was at the presentation ERF gave fo7 E 

to OIPR about cell site location information several months ago. 

A question was posed to me today that I thought you or others there may know the answer to - currently, from 
a technical position, when a full content FISA is approved (as opposed to just a pen register or business 
records request) isl I information obtained and provided to the field, along with the other take, or 
does a specific, separate request need to be made to obtain) information? 

Thank you, both for your assistance with this inquiry and for all your help over the past few months with this 
topic. 

Thanks again. 

OIPR 
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(temporary) 
1^1 

be 
1H-7,-

ultloleJ 
DECLASSIFY 
SI 

ION1 

i FROM: Multiple Sc 
DECLAS! Illl Ulllll I I I I Hill llllll I 

]OTD) (FBI) 

From: 
Sent 
To: 
Subject: 

Friday. July 21.2006 3:28 PM 
I I (OGC) (FBI) 

](OTD) (FBI) 

Kb: Brier uuestion 

fo5 
be 
b7C 

RECORD OIPR 0001 

b2 
b7E 

We can block the information on the DCS 3000 -Q 
| j'he other systems cannot. • 

—-Orininai Mrerare—- fc5 

FromJ tOGC\ rFBtt b6 
Sent Friday, July 21, 2006 12:35 PM >"7C 
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T.f 
Subject: FW: Brief Question 
Importance: High 

DHFfip ](OTD) (FBI) 
be 
fo7C 

RECORD OIPR 0001 

bs 
b7C 

what's the answer? can we at the collection end tell the equipment NOT to receive thel Information? 

Another related concern is whether if the field has ONLY a PR/TT orders (no 2703(d)) authority but the provider send 
* h < i > | • H a t a a l ' 

collect thel 
ong with the PR/TT data-do we get it all or can we, when required, tell the equipment to not u-,p 
lie ~ data? 

thanks. 

—Original Message— 
From: -J 0 G ( 3 

72006 6: 'Sent: Thursday. July'20. 2006 6:52 PM 
Toil I (OGC) (FBI) 
Cc:| |(OGC) (OGA)£ 
Subject: Brief Question 

he 
b7C 

JOGC) (OGA) 

RECORD OIPR 0001 *>5 

b<5 
b 7 C 

• 
I am one of the OIPR attorneys working on the[ ]ef and was at the presentation ERF gave to OIPR 
about cell site location information several months ago. 

A question was posed to me today that I thought you or others there may know (tie answer to - currently, from a 
technical position, when a full content FISA is approved (as opposed to just a pen register or business records 
request) is| information obtained and provided to the field, along with the other take, or does a specific, 
separate request neea to oe made to obtain] information? 

Thank you, both for your assistance with this inquiry and for all your help over the past few months with this topic. 

Thanks again. 

b2 
b7E 

pIPR he 
J(temporary) b>c 
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