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703| I b7C
---—-QOriginal M&'\Siﬂh:l
From: (OTD) (FBI)

Sent: b 31LP
To: )
ce: koorm(m G2 | Jov) (e

Subject:
SENSIHVE-BUT-UNCGEASSIEIED 52
NON-RECORD b7E
| just spoke withI Everything seems to be in order. We'll see how this thing works on the cluster
ring....
Tentatively speaking, week of 27Feb. We'll give a definite date after | speak wit to check his’
schedule.
he
k7C
Thnx,

—--Original o

From: NY) (FBI)

Sent: 15, 2006 11;

To: (OTD) (FBI) FEBI)

Ce: :gom) (FED); J o) (ren] Jny) (Feny be
Subject: upgrade an b7C
Importance: Hig .

b2
b7E

NON-RECORD

I am forwarding this message td:to get some of the answers for youDis on Vacation till

The DCS-3000 is now in the Shield. It is probably about 150-200 feet between the DC$- nd
s What we can do is run a longer CATS from the port and move the DCS-3000 closer t you Ios
Loz  ©anorder ftcablef—__Jsin NJ. What we will probably need to do is get an additional DCS-3000 for our NJ ks7¢
” site whert s. We can create VLAN over the SONET Ring to get the info out there. Also, it would make good

sense to have a DCS-3000 out there for contingency purposes. You will need a 50 ft. cable for out there too.

will be ordering a static DSL line into the Shield in the next couple of days. | got authorization to put it under
our covert Title lll account. :

Thanks for the heip.

TT.

NY! uad SO-1

work: 21 6
cell: 91 n7e

ALL IWFORMATICN CONTAINED

——original M HEFEIN I3 UNCLASSIFIED EXCEPT

From: (OTD) (FBI) ‘ VHEFE 3HOWN OTHERWISE
Sent: bruary 15, 2006 8:46 AM
To:
ke (QLYG:7 E— Y )
i Subject: FW LEA
’ DATE: Da-07-2007
SENSITIVESHT-UNSIASSIFIED

CLASIIFIED BY 6S179/DMH/ESE/HAT
FEASON: l.d (B/F)

Y DECLASSIFY ON: O06-07-2032

EaY ol —



' QM;T | ©

Hi

In preparation for the One Way Push installation I'll need to know what length serial cables are
-needed

-

| |
L]

bz
h7E
| 1
1 __
use 20ft, 35ft, and 50ft denomonations. Please call if you have any questions.
Thnx
703 Egc

--—Qriginal Message-----
S e Y
b2 Sent: M, 2006 9:03 AM
7R To: (OTD) (FBI)]_r J(OTD) (FBI)
Ce: [OTD) (FBI} -
Subject: RE:pgraEe and CALFA
SENSITMVE-BHTUNCLASSIEIED

NON-RECORD -
o
L7cC
know you are avoiding me. The sooner the better. We will with the DCS-3000 targets first. Once
b5 we get those working, we will start on some CALEA T-1s. | have th aking a list for me regarding how many
b7C targets come from each CO. We will s i iggest Central Offices first and then go from their. Once |
have some numbers | will let you know%s the TTA in charge of the DCS-3000 here if you have any

questions. Talk to you soon.

——-Qriginal Message-----
S [V
Sent: n y, January 25, 2006 5:30 PM

To: BI) (OTD) (FBI)
Cc: OTD) (FBl)
L2 Subject: pgrade and CALEA
b7E .
SENSITIVE-BUT-UNCEASSIPIED b
- NON-RECORD Lic
| spoke with]| ltoday and he has already discussed Essues and

concerns at length. We discussed some possible system configurations, implementation
approaches, and pilot testing. Upon my return to ERF, we will complete our configuration

18
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@ @
reparations, perform b tests to verify operational performance, and will prepare for
&installation. More details to follow. If you have any further questions, feel free to -

give us a call. Hopefully, mid to later-part of Feb20067?

ke
b7
%
PS - We aren't avoiding you, just stalling for opening day at Yankee Stadium...
-----Original M
from: {NY) (FBI)
Sent: 8, 2006 9:17 AM
Tor (OTD) (FBI) b6
Cc: (OTD) (FBI) B7C
Subject: | Jrorade and CALEA
b2 IED
b7E NON-RECORD
E 'he upgrades we just did o hould allow us to do CALEA now 1? wan to work
witll |n my office to push all our FISA from the DCS-3000 intg nd see how it works. Let me
know when we can do this. Soon is better than later.
I think a vacation in NY for a couple of days is just what you need. What do you think?
quad SO-1 e
work: 212 bIc
cell: 91 |
IED
SENSITIVE-BUT-UNCEASSIFIED"
SENSITIVE BIIT UNGIABSIPIREY
SENGITIVE-BUT-UNGLASBIFIED
SENSHHVE-BUT-UNSEASSIFED-
SENSITVEBUTUNCTASSIFIEY
IED

SEQRET
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&%ET o
e ____1(0TD) (FBI)
From: (OTD) (FB)

Sent: Thursday, Audust 25,2005 9:25 AM e
To: (OTD) (FBI) -

Ce: | OTD) Fl) bic
Subject: . Continue oubles

Importance: High

SECRET
RECORD 315B-KC-84652

— 1

Is there anything that can be done to resolve these issues with:]lvhat do | need to do in order to get a resolution.
Do you believe the issue i Jor DCS-5000?

2

thnx k6

b7
gr' 1 _——— . ].b 7E
From:ﬁ |(KC) (OGA)
Sent: Wednesday, August 24, 2005 7:08 PM
' (KC) (FBI)

(OTD) (FBI){ J(xc) (FaD); | __|(KC) (0GA)

RECORD 315B-KC-84652

ké
e

—1

b2
We're going to need to bypass the latchbox on the primand_______] The packet | left for you yesterday (23 August) 17x
details call activity and line troubles for the past 10 days.

Our DSC3000 crashed overnight and we lost our pen data for the past 36 hours.

The new problems incurred by the stopgap measure are outweighing those it was designed to overcome.

Respectfully,

Wichita, Kansas RA }fﬁ
FBI/ITTF oo
(316) (Desk) >
616) Fax

20
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‘DER tion Guide G-3, dated 1/97, Foreign C j Tgations

DECLASSIFICATION EXEMPTION 1
SECRET —_—
DER! tion Guide G-3, dated 1/97. Foreign C i ations
DECLASSIFICATION EXEMPTION 1
_SECREF—
|(OTD) (FBI)
From: | BH) (FBI) he
Sent: 512:39PM ]LJE’C
To: (ITD) (FBI) &
Subject: RE: Upcoming TICTU Regional Conferences
UNCEASSIFIED
NON-RECORD

1. We want to ensure that we have in our possession the most accurate and up to date 24/7 contact numbers for court
" orders and emergency requests. The ones for criminal and the ones cleared for FISAs. What access and info can we get
by without an order or delayed order.

. I
2. As FISAs become more prevalent, we needl Isolution to:wlthout long delays. ,ié
h7C
3. What is the most they or their systems can do to trace/tack . (with or withou: e

4. Canwe get the time zone [ET, CT, MT, PT] of the iocation of the target's calls included on the DCS 3000.

5. Any foreign telephone service available to subscribers (outside US) and will we be able to receive real time data?
In other words, the implications of world wide service availability.

——--Origi ——
From:] I(er) (FBI)
cc-

ry 04, 2005 )
(ITD) (FBI); (ITD) (FBI);| ] @TD) (CON) 5
Subject: Upcoming TICTU Regional Conferences e
UNCEASSIFIED
NON-RECORD

In the first haif of 2005 the Telecommunications Intercept and Collection Technology Unit (TICTU) plans to once again
host two regional conferences. These forums will provide specialized training to field office practitioners responsible
for telephone ELSUR operations and foster cooperation between the FBI and the nation's teiecommumcatlons

industry.
SE[%QET

21




TICTU is currently developing the ag?jnda:?s( these conferences and requests your suggestions for agenda topics and
carriers of particular interest. We need your inEut as soon as Fossib can set a tentative agenda. You

may send your ideas to me via email or conta t 703,
Thanks,

ké

o7 \
DNEeRASSICIED

UNCTASSIFIED tf
I IOTD) (FBY)

L2

From: - (OTD)(CON)

Sent: IMQM&.Amtist , 200850

To: CG) (FBI); ) (FBI Inn
FBI, HOY (FBI); PH) (FBI); e ]
(AT) ) . JK) (FBI)

Cc: BI); Bl)

Subject: Dsa

UNGEASSIEIED

NON-RECORD

Greetings. R7E
I am checking in to see if you have had a chance to install the van integration package (aircard |etc) you
received at the RTL conference in Tampa.

If you haven't, please take some time this week, to do so. | would also like to run a few tests with each of you with a test
phone to confirm it's working.

L
You will need to work with -3000 side to be able to configure your target for the 10-20 van b7C
integration. He can be reached at 70

Please let me know if and when you have completed the install and tested it.

If | don't hear from you | will start calling you and bugging you. :-)

Thanks.

703 [work be
703 b7E
81 e

UNCEASSHIED

22
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I ' KOTD) (FBI) '

From: | 1(ITD) (FBI)
Sent: 2004 10:53 AM

To: ITD) (FBY)
Subject: RE: DCS 3000 C&A

1

7c
IED

NON-RECORD

Thanks!

Cheers,

; I -
ISSM, Quant lex Pe.
ERF (703)

-----Origingl Message-----
From (ITD) (FBI)

Sent: st 23, 2004 10:14 AM
To: (ITD) (FBI)

Subject: DCS 3000 C&A

~UNELABSIFED-
NON-RECORD

It's categorized as Tier 2. 1've attached all the related documentation.

P2 AR

b7C

2




W .Y

| JoTD) (FBI) b7

From: ksecD) (FBI)
Sent: &Eﬁhﬂ.ﬁmﬂi 2005 2:51 )
To: ecD) (FBl); - |(CV) (FB1| |
Cc: ' X |
10 | ]
: .LCMLLEBD_I
(CV) (FBI);
(
Subject: RE: Portable Voicebox

D
NON-RECORD

:(TICTU) and I collaborated on this issue and agree that the course of action is
acceptable. Such that: the Hard disk drive must either be FBI property before the start of
the operation or seized, kept/controlled by the FBI before the end of the T-III intercept. We
expect that the drive will be replaced by the bureau at our expense if we choose to "borrow
the unit.”

Follow-on concerns should be addressed to the TICTU PM for resolution.

Cheers e
h7C
l . Quantico Complex

L —
_--...Or O
From: | | (SecD) (FBI)

Sent: Thursday, February 03, 2005 9:14 AM

(e (
) (FBI;:i (o)

SENOIFIVE BUT-HNSIADSIFED
NON-RECORD

til ]
| _Jwill be happy to assist you in this matter. Sending you to the experts :-)
Take care... ’
-----Original Message-—-— b6
From:f_g_[_ V) (FBI) bic
Sent: ary 02, 2005 4:29 PM

To: (SecD) (FBI)




e

(OIGEV B CV) (FBIL);
b6
b7C
NON-RECORD
e . Several months ago, I spoke to you regarding our task force squad that purchased its own Voicebox digital
b7 collection system and needed the OK from Security Division to use it on FBI cases. This is still in the works

on our end, but we have a similar situation regarding a portable system and require the input of Security
Division before we move forward.

Quantico ERF has supplied our division with a portable Voicebox system, but it is currently in use in our
Toledo RA. The case agent in our Youngstown RA would like to conduct an upcoming FBI T-IIT on a digital
system {rather than cassette tapes), but we do not have another system available (niether does ERF). The
local HIDTA has purchased a portable Voicebox system and has agreed to let the Youngstown RA use it for
this T-III. The system will be operated in the RA space and would be connected to our DCS-3000 network
to obtain telephone target data. According to ERF, there is an acceptable configuration which enables
secure transfer of the data. The issue arises in regards to conducting an FBI case on a system that is not
owned by the FBI. As far as the data and audio that will be stored on the system is concerned, if
necessary, we could remove the hard drives from the system before it is returned to HIDTA (replacements
would have to be supplied by the FBI and software reloaded by the manufacturer).

From the security standpoint, can we use this system to conduct this upcoming T-III? Are there any other
issues that must be resolved? : i ‘

If you have any questions, please feel free to call me.

Thanks

| e
b7C

Cleveland Division

le (office)
21 cell)
SENSHIVE-BHYPHUNCERSSIFIED

25




SENSIFME-BUTUNCLASSIEHED
SENSITIVE BUT UNCTCASSIFIED
OTD) (FBI) \
\
From: L ] (HO) (FBI)
Sent: ! 005 2:55 PM
To: (OTD) (FBI) g
Ce: [HO) (CON) BIC
Subject: FISA tgt fo' I
NON-RECORD
b2
k6
The or this case | ] Thel Inumber that is allegedly calling the tgt is ]{Z,E
ulled and printed th calls from 09/10/05; 0946 hrs to 09/12/05; 1935 hrs and found a e

W
call session on th or every D call we had.

Unless themis being less than candid with the case agent | do not see a problem unless we need to take a lar
snapshot of the Tgt's incoming and outgoing calls. We will also recommend to the case agent that she subpoena th&
phone records sc we can match his charged calls with our equipment's calls.

If you have any questions, please shoot me an email or give me a call.

Thanks,
bé
] b7C
-SENSHHVEBUT-UNSLASSIMED—
o OTD) (FBI)
From: (SA) (FBI) ¢
Sent: 0511:58 AM  b7C
To: (OTD) (FBI)
Subject: in San Antonio

LCL-ASSIFIED— b7E
NON-RECORD

For some unknown reason, San Antonio keeps losing its:Iserver connection on the DCS 3000. | have no
problem reconnecting, it's just that every couple of days | find the connection is lost and | have fo reconnect.

Th ko2
SA | ﬁe
21 7C
I E7E
26
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UQ%ET .

| ](OTD) (FBI) —
From: ERY) (FBI)
Sent: PM b2
To: (ER) (FBI) o6
Subject: RE: h7e
b7E
UNGEASSTFIED
NON-RECORD
ou resolved the issues | witnessed the other day. Bravo.
23
k7c
SSA
Unit
(703)
— ¥
From: (ER) (FBI)
Sent: J0 PM
To (ER) (FBI); CLIFFORD, MICHAEL (ER) (FBI); |(ER) (FBI)j
(ER) (FBI)
Subject: | k2
hé
k7C
o7E
ED
NON-RECORD
2 Gentlemen, 4
,[;f o I thought you might be interested to know that we have successfully intercepted d k in

7R -time with our DCS 3000 system. The results are better than expected and we're ahead of schedule.
has not yet fully deployed the solution throughout their network, but it should not be too much longer.

27
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MOTD) (FBD

From: ! |(ER) (FBI)
Sent: .26 PM
To: ‘ ER) (FBI)

Subject: FW: DCS 3000 Pen Mode

hé
@ ke
LG'{ERRFBTH slacier Bkgrd.jpg (2
. VC... KB)

UNGEASSIFTED
NON-RECORD

heads up.

ITD/ESTS/ATU
—-——mm- r I -----
From:i | (ER) (FBI)

Sent: n /. March 31, 2004 3:46 PM

To: (ER) (FBI) . .
Cc: CLIFFORD, MICHAEL (ER) (FBI); THOMAS, MARCUS C. (ER) (FBI); (ER) (FBI); .2
| I(Div09) (FBI) : Lc

Subject: DCS 3000 Pen Mode

HUNGEASSHHED-
NON-RECORD

b6
h7c

redesigned to eliminate as an option th election (and any other full content option) once the
PEN REGISTER selection has been made in the warrant category. In the interim, we should forward
an EC to the field: 1) Affirming that SMS cannot be legally obtained with only a PR/T&T order, and 2)
Alerting them to the misconfiguration potential and advising them to take care in configuration.

As discussed, | would recommend thatﬁext possible upgrade (if not sooner), DCS3000 be

2
B8

| would note that the lITRI report on |recommended not having combined full
content/PR devices on the theory that miss-configuration could occur. That recomendation was one
of the 3 (out of 11) that the FBI chose not to follow, arguing in part that we doubted that it would be a
problem. lITRI stated in perteninet part:

L]

28
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VI °
5.3 PEN MODE AND FULL MODE

Provide separate versions of] Ifor pen register and full content collection.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

Technology Law Unit b2
Engineering Research Facility iafoh
Bldg 27958A, Room A-207 7C

Quanticq
Tel. 703
Fax. 703

TECHNOLOGY LAW UNIT - OFFICE OF THE GENERAL COUNSEL

29
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| IOTD) (FBI)

From:
Sent:
To:

Subject: RE: Requesl Iassistance for St Louis

L (OTD) (FBI)
-10 PM
OTD) (FBI)

5
(3%

UNCEASSIFED-
NON-RECORD

I should have known better!

Advanced Telephony Unit.

Operational ivision ' ) 2
Office (703 k6
Mobile (703 b7

Fax

(703 ' b7

-----Oﬁginalluﬁaae-&_l
From: (OTD) (FBI)

Sent:

To:

:09 PM
OTD) (FBI)
Subject: RE: Requ ssistance for St Louis

~HNCLASSIEIED—
NON-RECORD

That'sl he Magnificent ...

" --—Qriginal Message-----
T — e Y

Sent: _Thursday, May 11,2006 4:52 PM

To: SL) (FBI); 0

ce: D) (FED) 9) (Fanim'ﬁw—ﬂom) FBD  1g

Subject: RE: Requ istance for St Louis | 70
=N EASHED™

NON-RECORD

Thanks for the heads up. | spoke witv% little while ago. Oncalit mined that the subject is using that
specific phone, through the use of the -3000, the magnificent] il work his magic and and help you

locaﬁhe target. Keep us posted.

Advanced Telephony Unit

Operational ) Division ho
Office (703 b6
Mobile (703 7o
Fax (703

--—-Original Message-----
From: | =XSL} (FBI)
Sent: Thursday, May 11, 2006 4:47 PM

_sfer

30




oz
k7C
b7

%ET c
To: joro (FB% -
Ca: (& Ca) (Fel (OTD}) (FBI)
Subject: : equEssu nce for St Louls 1 j

~LNGLASSIPIED b6
NON-RECORD b7
I have spoken wi concerning SL's "possible" need for

The details are as follows:
Case Agent| (573) (0) (573) | (&)

Location Cape Girardeau RA, approx. 120 miles South of SL.

A drug related homocide investigation. One subject is in custody, Agents
are attempting to locate the subject who is somewhere is Southern Illinois,
Eastern Missouri, or NorthWestern Kentucky. The carrier i ase
Agent is obtaining the 2703D order as I type this, the AUSAs office advise
the order should be ready by 05/11/06, but I will call you once I have it in

my h s soon as I have the 2703D and entered into our DCS-3000 I'll
contact s he instructed. That’s all I know at this point.
Thx for your help - tm "
Lyt _
FBI - St. Louis ‘
(314)
-----Qriginal M
From: (OTD) (FBI)
Sent: 3:36 PM
To: (otD) (Fa1)l sL) (Fan{ _|com) (Fen)
Ce: {OTD) (FBI)t |n!m) (FBI)
Subject: ! assistance for S L6
LNGEAGBIFED™ b7C
NON-RECORD b
h7E
ﬁe onit.
k2
Advanced Telephony Unit bs

Operational Technology Division k7C
Office (70
Mobile (70
Fax (703

---~-0riginal M
From: l lOTD) (Fen)

Sent: ) 3:48 PM
To: (sL) (keI 1 OTD) (FBI)
Ce: — 0TD) (FBI);] (0TD) (FBI}] 1(oTD)
Subject: RE: Requ ssistance for St Louls
—UNCCASSIFIrDY

NON-RECORD
31
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%ET | 0

we O

:ontaci |to get your regional team on the hook.

Techni ersonnel Development Unit
0. 54
C. 202
-----Qriginal M
From: I ksv) (FeD) 6
Sent: 3:41 PM h7e
To: (OTD) (FBI)
Cc: %@m Fan;L ] (oD} (FBI)
Subject: Requ assistance for St Louis
LNCLASSHAED

NON-RECORD

k2
b

57

h7E

The Cape Girardeu RA has the potential for needing the assistance
odn a murder investigation. What do I need to do to get our
regional team on standby? What does the case Agent need to do in
the way of providing information, case Hx, ect? The carrier is

and the geographic area is Western KY, South Illinois,
Eastern Missouri (all very rural). Please advise.
Thx - tm

(314)i

32




Pher ®
b6

OTD) (FBI) b

From: | JoTD) (FBI)
Sent: 4:52 PM :
To: (SL) (FBI);L. (o] )
Cc: (OTD) (FBI| l'_lce) (FBNL

. (OTD) (FBI)
Subject: : RE: Requesssistance for St Louis
UNSEASSIRIED L6
NON-RECORD Kh7C

3

E;a ks for the heads up. | spoke withDa little while a it's determined that the subject is using that specific
phone, through the use of the DCS-3000, the magnificent

ﬁ us posted.
IATi_vanﬁe 'H_F-U_Ie ephony Uni

Operational Technology Division k2
Office (703] bs
Mobile (703 B7C
Fax (703) :

From: (sL) (FaN)

Sent: 4:47 PM

To: (OTD) (F!

Ce: _:#‘(OTD) (FBI) (CG) (FeD)| JoTD) (FBI)

Subject: RE: Request stance for St Louls

UNGEASSIMIED" '

NON-RECORD

I have spoken with foncerning SL's "possible” need for[ |

The details are as follows:

Case Agentl _ |(5731___rO) (573 Q)

Location Cape Girardeau RA, approx. 120 miles South of SL.

A drug related homocide investigation. One subject is in custody, Agents are
attempting to locate the subject who is somewhere is Southern Illinois, Eastern
Missouri, or NorthWestern Kentucky. The carrier is|:Case Agent is
obtaining the 2703D order as I type this, the AUSAs office advise the order
should be ready by 05/11/06, but I will call you once I have it in my hands. As
soon as I have the 2703D and entered into our DCS-3000 I'll contactDas he
instructed. That’s all I know at this point.

Thx for your helf -tm

EBI - 5t. Louis
(314)

33
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ill work his magic and and help you locate the target.




-----Original Message-----

From: OTD) (FBI) 6
Sent: :36 PM 70
To: (OTD) (FBI); sL) (FaD;| I(OTD) (FBI) >
Cc: QTD) (FBI); (OTD) (FBI}
Subject: RE: Requ ssistance for St Louls

~HNCLASSIEIED. .
NON-RECORD

) oz
hé
| b7c

Advanced Telephony Unit b7E
Operational Division
Office (703
Mobile (703
Fax (703)
-----Original Mesiggg---
From: J0TD) (FBI)
Sel , May 11, 2006 3:48 PM -
To: sL) (FBD] L TD) (FBI) ;
cc: I io (oTD) (FBI);{ | comp) (FBD)
Subject: RE: Requ 2
“UNCLASSIFED
NON-RECORD
( Jto get your regional team on the hook.

O

echnical Personnel Development Unit
0O: 540
C: 202 :

--—0Original Message-----

From: JSL) (FBLY
Sent: May 11, 2006 3:41 PM
To: OTD) (FBI .
Ce: OTD) (FBI); joto) (FaD)
Subject: ssistance for St Louis
e
b7C BNGIASGIFIED
NON-RECORD

L]

The Cape Girardeu RA has the potential for needing the assistance of

on a murder investigation. What do I need to do to get our

regional team on standby? What does the case Agent need to do in the

way of providing information, case Hx, ect? The carrier isr____:and
the geographic area is Western KY, South Illinois, Eastern Missouri (all .1,

b72
SE&T
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%EZéET
very rural). Please advise.

Thx -
| ' | ﬁ‘r
FBI- StLouis -
(314)
LINCLASSIRIGD—
IED
~UNCLASSIEIED e
UNCLABSTFIED
JINCTASSIFIED .
lﬁ@TD) (FB1)
From: L _ (OTD) (FBI) :
Sent: _ Th rch 23, 2006 2:49 P
To: b6 (QTD) (FB); oyl |OTD)
b7 (FB)] (CQ) (FBI)] F) (FBI
Ce: CLIFE ) (FBI); [OID B_R; OTD)
F) (FBI)] ec
Subject: RE: | Resource
—UNGEASGIFIED— | bé
NON-RECORD : B
M
1 —
| ]
E— 1
b2
—1
s
b7C %




! T
;;Ivance elephony Unit

Operali nology Division b7C
(703

v —]
From: (OTD) (FBI)
Sent: s ach 23 2006 1018 M0
To: OTD) (FBL omyesn_____ Joroxren]_______ Jco raD
Ca FBI); (OTD) (FBI)
Subject: Resource

~WNGEASSIFED™
NON-RECORD

| I

Thanks be

—1 b7e
—--Original Message-—-
From: I:f:(om) (FBD)

Sent: March 23, 2006 9:21 AM
To: I)
Subject: FW Resource

NON-RECORD

HEI'm not certain if this falls under your unit, or if you have any input, but I'm forwarding the below e-mail to you
in case you do have input. Thank you! .

oYy
b7

(703' I
——Original F@m
From: (SecD) (FBI) k2

Sent: 27, 2006 12:42 PM b7E
To: | OTD) (FBI)

Ce: F) (FBI)

Subject: Fw:| - Resource

~LINCLASSIFED"
NON-RECORD

Please see the questions presented below. Perhaps you could inqui jis.there regarding their input
into this, especially the units that deal with telephonic intercepts an
be

| ,
] [ecurty Compfiance ~ Unit b7C

— w¥n
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Security Division -
FBILQ Rgom PA-555 -
20 LT

From: F) (FBI)

Sent: 006 4:42 PM
Subject: Resource
NON-RECORD _ e

b7E

Al

What do you think of this?
L 1
Washington Ej

Office (202

-----Original Message-—- '
From: 1 —d(WF) (FBI)

Sent: m%m :
To: (FBI) (FBD)
ce: I (Y wiF) (Fan) w1

(WF) (FBI)
Subject: RE| JResource

NON-RECORD

It certainly seems like a useful tool. However, | share the concern that WFO requests could be tracked back to the
FBI.

While an UC account would address the concemn for a single FO. s it possible that HQ Security or wh }bf
contact this group and make an assessment re the danger of compromise. If the group is comprised o o 7B
security officers - then our concern is lessened - but if the group is a private venture with no security awareness then

the compromise issue becomes heightened.

é
k7o
“—Ori%w
From: F) (FBI)
Sent: 2006 12:25 PM
To: F) (FBDL WF) (Fip
Ce: WF) (FBI);] (FBI); KWF) (FBI’ I
Subject: RE| Resource
UNCEASSIFED.

NON-RECORD

i Ehad been working on establishi s for this type of service a while back. Not sure if
s aware of this. Similar to what is done for, te. mpk

b2

s

hC

WFO Technical Supervisor LR

Investigative Servicee Branch

2021 office

2024 ]

164 |
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78
-----0riginal M&afg-----
From: JwF) (FBD)
Sent: Thursday, February 23, 2006 10:26 AM
Cci JWF) (FBD); Jwr) (Fen ] we (e |
(WELLERD)
Subject: Rﬁr [Resource ha
~UNGLABOIFEE l7C
NON-RECORD
Perhaps our use can be tracked on this service...any thoughts, anyone?
| |
ASAC - Security Branch b2
WFO e,
(202) office) ors
(202) (blckbrry)
—Original Messlgge----~
From: WF) (FBD)
Sent: Thursday, February 23, 2006 10:03 AM
T — 7Y
Subject: FW: Resource
NON-RECORD Yoo
js¥le
b7E

Does FBI use of this service raise any security concerns?

-----QOriginal M e-—
From: m” (ran
Sent: nesday, February 22, 2006 2:47 PM
11

To: ) -12: WF-CT-13; WF-CT-14-JTTF

Cc: (eepl F) (FRL: :
[ (FBI); ({CTD)(FBI

Subject: ree

'NON-RECORD

All:

If you already know this - please disregard.

For those of you who are actively sendini out NSL's and or subpoena's for telephone subscriber

ST




o1 (=)

bz
bé
ke
b7E

NOTE - This resource ONLY provides the name and contact info of the service provider. They
do NOT provide any subscriber information.

NOTE - NSL's should ALWAYS be directed to the Qrggﬁr contact for the service provider as listed on
¥ Feel free to pass this along to any I nts to get a separate law
Ibi enforcement account may do so

b7C
b7E

FBIWFO JTTF

IED




Sh =

%‘OTD) (FBI)

From: (OTD) (FBI) 6
Sent: ues ctober 3:26 PM L7
To: (IP) (FBI)

Subject: | |

NON-RECORD

b2

Right now, I's a manual - alber relatively easy = P7E
~ Process 10 exiract, aecode, pre ) € are working on a method for the DCS-3000 to automatically do
this, but it will take some more development effort. For now, | can do the manual extraction as often as you need me to.
Just let me know.

b6

Dndy.doc (45
KB)

From: L _ ] (O0TD) (FBY)

Sent: Thur: S r 28, 2006 10:58 AM bs
To: ITODYCON) ) e
Subject: RE: DCS3000 raw data question

NON-RECORD

1 just verified this also.

-----Qriginal Message——-

From: tmoxcom

Sent: Thursda ember 28, 2006 10:57 AM

Subject: T raw Qata question be

LNCLASSIFIED
NON-RECORD

1 just heard back from the IP customer. She had also talked to her Tech Agent and he had called someone at ERF
and then told her that it was fixed. So they may have just set that parm to true. Thanks.

40
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b7k

. o

-----Criginal Message-—— .

From: [ XoTD) (FBI)
Sent: _ Thursday, September 28, 2006 10:54 AM bhé
To: %;nooxcom B7C
Subject: RE: 3000 raw data question

~unNerasSSIFIED

" NON-RECORD

We're looking into it right now. There is an configuration option that has to be set on the collection system to allow
DTMF digits to included in the CDNRS report. | checked the system in Indy and it is currently set to true. This
may have been recently adjusted. If so, no problem. If it was set to true before this data was collected then we
have a bug.

'

-—--Original Message--—
From: ITOD)(CON)

Serlf.'_IhuMayl September 28, 2006 10:10 AM
To (OTD) (FBD)

ccf J (TTOD) (FBI)
Subject: DCS3000 raw data question

HNGEASHIMED
NON-RECORD

| have a question from a customer in IP. She has a pen using a DCS3000 and is asking why she is not
receiving complete information in the Raw Data. The example shown is a sample of what she is seeing. On
the CDNRS file the record is as follows: ’

The Summary file shows the following for the same call:

ke
b7c
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T UNCCRSSIHED..
=l NCIASSHHED—
(OTD) (FB))
From: | J(OTD) (FBI)
Sent: er 28, 2006 10:54 AM ks
To: (ITOD)}CON) - b1C
Subject: RE: DCS3000 raw data question
“HNSEASSIRIED

NON-RECORD

We're looking into it right now. There is an configuration option that has to be set on the collection system to allow DTMF
digits to included in the CDNRS report. | checked the system in Indy and it is currently set to true. This may have been
recently adjusted. If so, no problem. If it was set to true before this data was coliected then we have a bug.

—---Original
e —

Sent: MDSLE‘ 2006 10:10 AM el

To: _ {OTD) (ERD k7C
Ce: |ITOD) (FBI)
Subject: raw data question

=LNCLASSIEIED-—

NON-RECORD

)

| have a question from a customer in IP. She has a pen using a DCS3000 and is asking why she is not receiving
complete information in the Raw Data. The example shown is a sample of what she is seeing. On the CDNRS file the
record is as follows:

The Summary file shows the following for the same call:

o2
ke
k7C
D»:"?E
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k6 T
b7c -

L7E

UNOIASSTFIED

UNGLASSIFIRE—"
I==SrLOTD) (FB1) S—— e ——

From: L __](OTD) (FBY)
Sent: riday. September 22. 2006 3:46 PM
To: LA) (FBI)

Cc: OTD) (FBI)
Subject: “FW- OWP Installation

NON-RECORD

- If you have any ideas to help us improve the current technigue or if you want to further discuss the problem, let me know. |
hope to see you in Denver next month.

-----Original M -
R — Y
Sent: Friday, September 22, 2006 2:56 PM

To: 0TD) (FBI)

Subject: FW: OWP Installation
—UNGEASSIEIED.._

NON-RECORD b

b

—_— sfer
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! T
-—"Qriginal Message—— b
From: i ks (Fen) o
Sent: Friday, September 22, 2006 1:06 PM -
g
Subject: RE: QW {lation

~3 N

UACLASSHIED— b2
NON-RECORD ~ o7 E

, It's not a time s ol I
Fs a Tesurt of this the agents become
me of the call. en it Is time for rt the call we have to compare the time

provided to us by the agent to the time that it was recorded in w he time can be off any where from a couple of
seconds to a few minute. Also | have been asked by the agents if the data and audio will ever be married together. If the

current solution is not reliable then | do not want it. It will just create other problems.

31 (Desk)
3 Cell)

--=--0Original Message----—
From: I |0TD) (FBI)

~1 Oy

Sent: ) Septem 2006 10:01 AM

To: A) (FBI)

Cc: (QOTD) (FBI)

Subject: ation
—LUNCLASSIERD-

NON-RECORD

The OWP is not a feli ion at this time. | don't understand you when you say it will help you with your time
stamp problem? If thinks the OWP should be installed at your site then so be it. I'll check to see what he

wants to do.
Thnx, kg
b7C
~LINCLABBIMED
~MNCLASSIEIED
<LACLASSIEIED

SERET




Drer o

OTD) (FBI
From: || [! (QTD) (FBI)
Sent: 006 4.40 PM
To: (OTD) (FBI) \
Subject: SSP

56
hic
LCLASOIFED—
NON-RECORD

Here's the SSP for the DCS-3000.

DCS3000 System
Security Plan 2...

5
=
)

From: (OTD) (FBI)
Sent: 6 4:22 PM
To:

Ce: SF) (FBI)
Subject: :

SENSITVE-BULUNCLASSIFIED

NON-RECORD b2

| found the problem in the database for thel PCS sites in San Francisco and have remedied it. “]};;N

——-Qriginal
From:
Sent:

To:
Subject:

YOTD) (F8I)

hé } b7E

NON-RECORD
- l7C




T ®
speculation on my ?bagt When he%ﬂ patch you in to share your expertise in the matter.

Efff b7c

would ke to
ewe are a ] € pr Ease Tet me KNow | talk with k.2
b7E
SENSHVE-BUF-INCEASSIMED™

~SEASIFIVE-BUT-UNSEASSIMED-
| | (OTD) (FBI)

From: | 1 (OTD) (FBI)

Sent: Friday, September 15,2006 9:42 AM

To: #jo(sm (FBI)

Subject: -

LNCLAGSIFER— b6

NON-RECORD b7C

Just give me a call, and | will show you how to use the DCS-1020 feature on the DCS-3000.
“UNCTASHFED-

(OTD) (FBI)
aY3)

From: | kOTD) (FBI) b7C

Sent: i 06 9:35 AM

To: FBi)

Subject: RE}

NON-RECORD

b2

| will configury z work with the DCS 1020. You will have to contag for the DCS-1020 6
software an {EZ“
ST E

~-QOriginal Message-----
46
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ET b7
From: (SC) (FBI)

Sent: 2006 8:35 PM
To: OTD) (FBI)
Cc: e (L Jsc) cee; | Jomyren] ]
Subject: ’
%
“UNCCASSHHIER— b7E
NON-RECORD
Hello
Could you set up the Sacramento DSC 3000 computer to work with the kin |
We recently received the nece ‘e would like to be able
to receive the calldatain o e will also need the so at goes with that system .
Thanks 1! h7E
IED

T URCOASGIRIED

koTD) (FBI) j

From: (OTD) (FBI)

Sent: ,

To: (OTD) (FBY)
Subject: DCS-3000 and DCSnet Paragraphs
UNGLABSIFIED- Lo

e b7C
NON-RECORD -

Here are the brief descriptions of the DCS-3000 and DCSnet that you requested:

DCS-3000

In late 1996, TICTU spearheaded the development of a unique telecommunications access program called the
DCS-3000. This system was designed to interface with the switching facilities of wireless carriers using new
digital technologies and offering diverse "Personal Communications Services." Since that time, the DCS-3000
has evolved into the FBI's primary pen-register collection system for all CALEA enabled intercepts, capable of
interfacing with many models of wireline and wireless circuit and packet switching systems. The DCS-3000 is
also used by more than 50 other federal, state, and local law enforcement agencies for CALEA-based electronic
surveillance. The certified and accredited system uses a suite of in-house developed software applications
designed for a client/server architecture. The DCS-3000 system is currently deployed in all 56 FBI field offices
and 29 resident agencies. These systems are interconnected using the DCSNET Peerless IP network.

DCSnet

The Digital Collection Systems Network (DCSNET) is a certified and accredited network for transporting all
CALEA Call Data Channel (CDC) and
various streamed VOIP Call Content Channei (CCC) data from the service provider sources to the proper FBI

Field Office destinations.
SEDQ

47




The DCSNET has nodes in all 56
The DCSNET is utilizes

T
g@:ﬁ Offices and 29 Resident agencies, with the current node total at 85.

the FTS2001 contract vehicle for its physical circuit connections and its IP traffic is encrypted and routed using
etwork equipment. The DCSNET is monitored and maintained by staff from the Operational
Technology Division's (OTD) Telecommunications Intercept and Collection Technology Unit (TICTU).

b2
» TR

UNGEASSHMED

| |oTD) (FBY)

From:

ﬁ_:|(0T|:>) (FBY)
2006 5.04 PM

Sent: Monday, August ]]éf'jw
Subject: : Single Warrant Database for DCS 3000 Clients (almost)
“HUNCEASSIMEFD—
NON-RECORD
b2
I have re-configured all Clients except .100: Is not running on this machine. b7E
——Qriginal Message---—
Sent: 006 3:35 PM
To: OTD) s
ce: &) (st)ﬁ%:so) cony] kso) (cony e
Subject: RE: Single Warrant Database for 3000 Clients (almost)
WNG-ASSHHED~
NON-RECORD

(8)

Primary Client (H‘Q CMPY ™
5]

HQ T-lll Room 1
_HQ T-lil Room 2;
‘HQ T-lll Room 24
HQ FCJ Room 1
HQ FCI Reom 2

Off-Site T-1ll Room 1
Off-Site T-ll Room 2
Off-Site Tl |

b1

Off-Site CMP

Off-Site Tech

~--Ori
From: (OTD) {FBI)
Sent:  Thursday, August 17, 2006 11:35 AM

I_Lﬂ_l.l

To: (SD) (FBI}

be
h7C

SE&ET




%ﬁg @
Subject: Single Warrant Database for 3000 Cients (almost)

~LNGLASSIFED—
NON-RECORD b6
b7C

I: E:l e -
E] he
7C
HNSEASSIRIRD-
HNCIASSHFED

T i pen, | need to know the IP address of the primary Client (I assume this will be your current Client
nd the addresses of all the secondary Clients you want to have this feature.

_OTD) (FBI)
L

From: OTD) (FBI)

Sent: ) Monday, August 28, 2006 1:52 PM :
To: (SecD) (FBI)

Cc: ecD)(CON)

Subject: FW: ATE, Immediate inspection data call... URGENT!!!

hé
ki
UNGLEASSHHED—
NON-RECORD
)
Here is the requested documenation for the DCS-3000. ];S o
ITSS OCIO CEED k6 i
1ANDBOOK - DCS .. kic
---=-QOriginal M ——
From: fsecoycon) . '
Sent: Monday, August 21, 2006 8:55 AM
To: SecD)(CON) I) ITOD) (FBI);
{OTD) {CON ITOD) (FBY) ( FBI);
Subject: ;- mhmediate inspection data call... URGENTI!!! A
49
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MET ®

NON-RECORD
All_..
For reporting:
Please send i responses to my unit chief, (on FBINet) He will ensure they are passed to
the inspector, Thank you.

ke
. B7C
UANCo CompIex

CISM, CISSP, ISS, PSEC, MCSE
Lms# Bid 8, room 9-LL-14
.."lead, follow, or get out of the way.” Thomas Paine

--—-Original
From: SecD)(CON)
Sent: 2006 9:5¢

o Y - Wm&ﬁm::om) (CONY;
0D) (FBI)] B (LD) (FBI)

Subject: Immediate inspection data call... URGENT!!!
Importance: High

UNCLABSIFTED b6
NON-RECORD © kT

All:

Attached is a DOJ form that MUST be completed ASAP!!!
Answer the questions to the best of you ability, with "unvarnished"” answers!!! The inspectors WILL compare your
written responses with their actual finding during the inspection. If the answers are "NO, or | don't know", so state...
do NOT fabricate answers that can not be verified/proven.
Once you've completed the form... CALL me for submission instructions_please!!

SSpeciﬁc questions about the form should be addressed to the inspection POC b 201 |
ystems are:
CWAN CODIS, VICAP CART SAN, OPDC LAN, DCS 3000, DDMS, ChemNet

e Template 6 14 06. doc >>

k6
CisM, CissSP ISS PSEC, MCSE : e
@mw 9, room 9-LL-14
.."lead, follow, or get out of the way." Thomas Paine
UNCEASSIFIED
UNCLASSIFIED
UNCLASSHHED
50




S: ®

From: !( OTD) (FBI)
To: SA) (FBI)
Cc: (OTD) (FBI)
Subject: ' RE: DCS-3000 SAHQ new office
—HNCEASSINED
NON-RECORD_
6
7
No problem. We'll fix you up right.
The stars are bright .... Deep in the heart of Texas!
-——Qriginal M - ’
From: § ksa) (an)
Sent: 2006 6:18 PM
To: D) (FBI) k6
Subject:  DCS-3000 SAHQ new office k70
UNCLASSIEIER...
NON-RECORD
He in or around June 2007 we will be moving into our new office. | want to fix up our DCS-3000 for our new

o2 office.”Tf possible a rack mounted DCS-3000 with a router that will connect all the RAs in a fashion that is more
T manageable then we have i ur current CPU is four years old. We have two routers, 4 Adtrans DSU, two router
- mounted DSU, a modem fo nd several other boxes. If you need 2 RMS request please advise. Alsg, if you
want a trip to SA, you are welcome anytime fo survey the office. Thanks for all your help.




Q6 ®
| | (oTD) (FBY)

From: (OTD) (FBI) ke
Sent: T 08 PM b7C
To: OGC) (FBI)

Subject: RE: Post-Cut-Though-Dialed Digits

—EOREF———
RECORD 66F-HQ-A1247863

The field controls this forwarding on a per target basis.

b6
f7
—---Original wic
From: IoGe) (Fel)
Sent: / :55 PM
To: OTD) (FB! )l I(OGC) gFBI]
Cec: (OTD) (FBI) OTD) (FBI)
Subject: : Post-Cut-Though-Dialed Digits
=SESRET

RECORD 66F-HQ-A1247863

Does the Field controi the forwarding function from DCS3000 or can you over-ride that from ERF?

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

Science & Technology Law Unit
Engineering Research Facility

Bldg 27958A, Room A-207 k2
Quantico, VA 22135

Tel. 70
Fax. 70

.....oﬂ —
From: OTD) (FBI)
Sent: Fri 44 PM

To: 0GC) FBI)

cc: (OTD) (FBI) (OTD) (FED)
SUbject.I'E'mW!): 2 =bialed Digits e

SEGREF— - b7C
RECORD 66F-HQ-A1247863

The pen-register data forwarded from the DCS-3000 to the DCS-5000 and DCS-6000 systems is unfiltered, raw
data. In most cases this information is associated with a full content intercept order. Occasionally, field offices
elect to forward CALEA-based pen-register data obtained under FISA pen-register authority to the DCS-5000. In
these cases, the PCTDD are delivered and collected by the DCS-5000 and eventually uploaded to TA.

Ibs 52
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-----QOriginal Message——

From: (FBD) bf
Sent: iday, August 18, 2006 3:35 PM b7
To:|

Ce: OTD) (FBD,Lr_I(Om) (FeD); | __J(otD) (FBI)
Subject: RE: Post-Cut-Though-Dialed Digits "

SESRET

RECORD 66F-HQ-A1247863

| was under the impression fromD(hat DCS3000 itself does keep all data in an administratively accessed

file used for ging, including PCTDD even when the default of do not record is selected. | thought |
. understoond to say that that file is overwritten over time, but otherwise, if the do not record defauit
k6 remains unchianged, the PCTDD does not go to TA or anywhere else.
ke
s this not correct?
PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL
Science & Technology Law Unit
Engineering Research Facility oo
Bldg 27958A, Room A-207 b
Quantico, VA 22135 b7C
Tel. 703
Fax. 70 i
—0Original Message-----
From: (CGC) (FBI)
Sent: 01 PM
To: OGC) (FBI)
Cc: (OTD) (FBI)
Subject: RE: Post-Cut-Though-Dialed Digits
SEGRET— L
RECORD 66F-HQ-A1247863  °
] h
h7E
When DSC 3000 is used for a FISA collection, doesn't the DCS 3000 pass all to the]___JDSC 5000)
including the PCTTD —in other words for FISAs the DCS3000 does NOT use the default of not recoding
the PCTTD???7? | might have this incorrect, but | thought there were some differences.
-—--QOriginal Messa .
From: 0GC) (FBI)
Sent: u u 7, 2006 10:05 PM
To: 0GC) (F;I')j' 0GC) (Fﬁml':lgscxm);
C) (FB O1D) (FBI); OTD) (FBI);
o5 ) (FBI) 1(OTD) (FBI)
> Ce: D) 0GC) (FBI);| Joa)
6 FBI ( FEL
k7C Subject: RE: Post-Cut-Though-Dialed Digits
SECRET

RECORD 66F-HQ-A1247863
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b2
b6
hic

o9

Yt

Since OTD only acquires the information and passes it along, and since the determination on whether
one set of PCTDDs is content and not addressing, routing, dialing or signaling can only be made at
the field office or analyst level, there really is nothing technologically speaking that can be done to
ensure that content determined PCTDD is not used for investigative- purposes.

However, OTD and STLU is proposing to amend the FD 871 which is required to be signed to
authorize tech agents to implement a criminal or FISA PR to add a selection box requesting that
PCTDD be recorded. That box will have an asterisk which near the signature line will alert approval .
signatories that "If Post Cut Through Dialed Digit (PCTDD) recording is required, approving authorities
are certifying that they have read and will ensure compliance with the DOJ Deputy Attorney General's
policy directive of May 24, 2004 prohibiting any investigative use of PCTDDs that are determined to
qualify as content of communications.” In this way, there will at least be a record with a staff level
supervisor, and ASAC acknowledging the DAG Directive each and every time they approve a pen
register. In the absence of the box being checked, the DCS 3000 default of not recording PCTDDs
will remain unchanged (although we still have the problem of non CALEA comptiant provider networks
were we cannot use the DCS 3000 and have to use older PR decoders that do not have the same
ability to shut off recording of PCTDDs}).

Please advise if you see any problems with this approach.

PRIVILEGED DELIBERATIVE DOCUNENT - NOT FOR DISCLOSURE OUTSIDE THE FBI
WITHOUT PRIOR OGC APPROVAL

Quantico, VA 22135
Tel. 703
- Fax. 70

Science & Technology Law Unit
Engineering Research Facility
Bidg 27958A, Room A-207

-----Qriginal Message-----
From: i |(OGC) (FBD)
Sent: j 2:06 PM :
To: 0GC) (FBI); 0OGC) (FBI); |
Y(FBI) 0GC) ) OTD) (FBI);
R OTD
Cc: C) {FBI); ] 0GGC) (FBI); 0GC)
(FBI) (
Subject: Post-Cut-Tnougn-Dia Igi
Importance: High
SEGREF—

RECORD 66F-HQ-A1247863

INR{ Docket Number PR/TT 06-102

] just received a supplemental order from Judge Kotelly. The order is dated August 7.

Judge Kotelly has ordered the FBI to submit a report no later than September 25. This report:
must contain:

(1) an explanation of how the FBI is implementing its obligation to make no affirmative

investigative use, through pen register authorization, of post-cut-through digits that do not

constitute call dialing, routing, addressing or signaling information, except in a rare case in order

to prevent an immediate danger of death, serious physical injury or harm fo the Nationa!l Security,
54

—_—  a¥m



. @

ﬁT

addressing in partiCular: a) whether post-cut-through digits obtained via FISA pen register
surveillance are uploaded into TA, Proton, IDW, EDMS, TED, or any other FBI system; and b) if
s0 what procedures are in place to ensure that no affirmative investigative use is made of post-
cut-through digits that do not constitute call dialing, routing, addressing or signaling information,
including whether such procedures mandate that this information be deleted from the relevant
system.

(2) an explanation of what procedures are in place to ensure that the Court is notified, as required
pursuant to the Court's Order in the above captioned matter, whenever the government decides to
make affirmative investigative use of post-cut-through digits that do not constitute cali dialing,
routing, addressing or signaling information in order to prevent an immediate danger of death,
serious physical injury, or harm to the national security.

You are in the building. Could you pick up copies of the order from me for STLU.

]Ei National Security Law Policy and Training Unit

SO FBI HQ Roor:.7.‘lﬁ_|

STU III: (202
Unclassified Fayj; (202) ]
Secure Fax: (202

FROM: Multiple Sou
DECLAS 1ON 1
S :

ROM: Multipl
DECLASSIF MPTION 1
SE
ROM: Multi es
DECLASS! N 1
SE
D FROM: Multi
DECLAS EMPTION 1
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| %ET -
| Jooy(FBY) . _

From: L JOTD) (FBI) b6
Sent: i :06 PM k7c
To: (OTD)(CON)

Subject: FW: Immediate inspection data call... URGENT!!!!

Importance: High

"UNCCRSSIFIED
NON-RECORD

I hope you can help with the following request. I'll be out of the ofﬁce until 8/28, but will be here and can answer any
questions that you may have just as well as | can.

Thanks, 5%

-----Original Messa
From: )(CON)
Sent: 6 9:56 AM

To: 40) (Fa; ITOD) (FED)] ;:mm:lom) (CON;
_L1Top) kﬁmm@ FBD) (LD) (FBD)

Subject: Immediate inspection data call
Importance: High

“UNCEASSIFIED-
NON-RECORD

All:

Attached is a DOJ form that MUST be completed ASAP!!!
Answer the questions to the best of you ability, with "unvamnished" answers!!! The inspectors WILL compare your written
responses with their actual finding during the inspection. If the answers are "NG, or | don't know", so state... do NOT
fabricate answers that can not be verified/proven.
Once you've completed the form... CALL me for submission instructions LIM

Specific questions about the form should be addressed to the inspection POC| b 201 ]'“2
Systems are: o7

CWAN, CODIS, VICAP, CART SAN, OPDC LAN, DCS 3000, DDMS, ChemNet

ITSS OCIO CEED
JANDBOOK - Merg..

uantico Complex k7C

cIs S, PSEC, MCSE
703 Bid 9, room 8-LL-14
..."lead, follow, or get out of the way." Thomas Paine

“UNCLASSIFIED.
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ET e

LboASSIFIED

Iﬁ(on’) (FBI)

From:
Sent:
To:

(OTD) (F8BI)
09 PM
(SecD)(CON)

Subject: RE: Immediate inspection data call... URGENT!!!

~BNGLEASSIFED-
NON-RECORD

o6
7C

| will be out of the office until 8/28/06. 1 will have one of our sécurity analyst work on this in the interim. Also, | am
concerned and curious how the DCS-3000 made this list and other more critical systems (i.e., DCS-5000, DCS-6000,

DCSnet, and EDMS) did not.

e
b7C

IWJMWQ (CONY;

Subject: Immediate Inspection data call... URGE
Importance: High

NON-RECORD

Al

JRiN

Attached is a DOJ form that MUST be completed ASAP!!!
Answer the questions to the best of you ability, with "unvamished" answers!!! The inspectors WILL compare your
written responses with their actual finding during the inspection. If the answers are "NO, or | don't know", s0 state...
do NOT fabricate answers that can not be verified/proven.
Once you've completed the form... CALL me for submission instructions_please|!

Specific questions about the form should be addressed to the inspection PO( }@ 202|

Systems are:

CWAN, CODIS, VICAP, CART

SAN, OPDC LAN, DCS 3000, DDMS, ChemNet

<< File: ITSS OCIO CEED HANDBOOK - Merge Template 6 14 06.doG >>

ks
b7c

Quantico Complex

cis| , PSEC, MCSE
70 Id 8, room 9-LL-14
«""lead, W, or get out of the way." Thomas Paine
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From:
Sent:
To:

Cec:
Subject:

xl 1(0GC) (FBI)
(OTD) (FBI)

SECRER-
RECORD 66F-HQ-A1247863

The pen-register data forwarded from the DCS-3000 to the DCS-5000 and DCS-8000 systems is unfiltered, raw data. In
most cases this information is associated with a full content intercept order. Occasionally, field offices elect to forward
CALEA-based pen-register data obtained under FISA pen-register authority to the DCS-5000. In these cases, the PCTDD
are delivered and collected by the DCS-5000 and eventually upioaded to TA.

k5
e
~~---Original b7C
From:
Sent:
To:
cc JcotD) (reD)| fot) (FBI)
Subject: :
ShCRET

RECORD 66F-HQ-A1247863

for debugging, including PCTD when the default of do not record is selected. | thought | understoon o I
say that that file is overwritten over time, but otherwise, if the do not record default remains unchanged, the DI
does not go to TA or anywhere else.

L ]

Is this not correct?

| was under the impression fromhat DCS3000 itself does keep all data in an administratively accesseiﬂ;g‘sed

~] &

C

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT PRIOR OGC
APPROVAL

Science & Technology Law Unit
Engineering Research Facility
Bldg 27958A, Room A-207 s

)l

Quantico, VA 22135 b
Tel. 703 b7c
Fax. 70




P G
RECORD 66F-HQ-A1247863
bz

When DSC 3000 is used for a FISA collection, doesn’t the DCS 3000 pass all to theg:losc 5000) including the  1o7E
PCTTD -in other words for FISAs the DCS3000 does NOT use the default of not recoding the PCTTD???7? |
might have this incorrect, but | thought there were some differences.

——Original Messagg---—
From: loso) (FB1)

Sen. —Tagsday Aug
To: QCQ) (EBIX 0GC) (FaI 0GC) (FBI);
_I_jom) (FBI) (OTD) (FBI) (OGC) (FBI
(OTD) (FBD)
(0GC) (FB)]

ce | JioGcy (Fa) — J(oce) (D) |
(OGC) (FBI)
Subject: RE: Post-Cut-Though-Dialed Digits

SECREY—..
RECORD 66F-HQ-A1247863

FYL.

Since OTD only acquires the information and passes it along, and since the determination on whether one set
of PCTDDs is content and not addressing, routing, dialing or signaling can only be made at the field office or
analyst level, there really is nothing technologically speaking that can be done to ensure that content
determined PCTDD is not used for investigative purposes.

However, OTD and STLU is proposing to amend the FD 871 which is required to be signed to authorize tech
agents to implement a criminal or FISA PR to add a selection box requesting that PCTDD be recorded. That
box will have an asterisk which near the signature line will alert approval signatories that "If Post Cut Through
Dialed Digit (PCTDD) recording is required, approving authorities are certifying that they have read and will
ensure compliance with the DOJ Deputy Attorney General's policy directive of May 24, 2004 prohibiting any
investigative use of PCTDDs that are determined to qualify as content of communications.” In this way, there
will at least be a record with a staff level supervisor, and ASAC acknowliedging the DAG Directive each and
every time they approve a pen register. tn the absence of the box being checked, the DCS 3000 default of not
recording PCTDDs will remain unchanged (although we sfill have the problem of non CALEA compliant
‘provider networks were we cannot use the DCS 3000 and have to use older PR decoders that do not have the
same ability to shut off recording of PCTDDs).

Please advise.if you see any problems with this approach.

PRIVILEGED DELIBERATIVE DOCUMENT - NOT FOR DISCLOSURE OUTSIDE THE FBI WITHOUT
PRIOR OGC APPROVAL

Science & Technology Law Unit t;
Engineering Research Facility b7C
Bldg 27958A, Room A-207

Quantico, VA 22135
Tel. 703

Fax. 70

—Original Messa -
From: OGC) (FBI)
Sent: 2:06 PM

To: (OGC) (FBI); : OGC)(FBI);
J(0GC) (FBD);

<%
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OTD) (FBI);
SE%ET




bé ET
bic E I);I_ﬁmi (FBI)
Ce: (FBD); (0GC) (FBI)] JoGe) (FeI);

J(OGC) (FBl)
Subject: Post-Cut-Though-Dialed Digits
Importance:  High

~SEGRE¥-
RECORD 66F-HQ-A1247863

o5
~} Oy

@]

IN RE] | ‘ Docket Number PR/TT 06-102

| just received a supplemental order from Judge Kotelly. The order is dated August 7.

Judge Kotelly has ordered the FBI to submit a report no later than September 25. This report must
contain:

(1) an explanation of how the FBI is implementing its obligation’tc make no affirmative investigative use,
through pen register authorization, of post-cut-through digits that do not constitute call dialing, routing,
addressing or signaling information, except in a rare case in order to prevent an immediate danger of
death, serious physical injury or harm to the National Security, addressing in particular: a) whether post-
cut-through digits obtained via FISA pen register surveillance are uploaded into TA, Proton, IDW, EDMS,
TED, or any other FBI system; and b) if so what procedures are in place to ensure that no affirmative
investigative use is made of post-cut-through digits that do not constitute call dialing, routing, addressing
or signaling information, including whether such procedures mandate that this information be deleted from
the relevant system.

(2) an explanation of what procedures are in place to ensure that the Court is notified, as required
pursuant to the Court's Order in the above captioned matter, whenever the government decides to make
affirmative investigative use of post-cut-through digits that do not constitute call dialing, routing,
addressing or signaling information in order to prevent an immediate danger of death, serious physical
injury, or harm to the national security.

You are in the building. Could you pick up copies of the order from me for STLU.

.2
b6
bic anto ccurity Law Policy and Training Unit

FBI HQ Room 7975

sTUII: 202 ]

Unclassified Fax: |

Secure Fax: (202)

: Multiple So
DEC
CRET

D OM: Multi
DECLA EMPTION 1
SECRET

ROM: Multiple S
DECLASS! PTION 1
SECR
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Qg(a J
FROM: Multiple S es

DECLASS PTION 1

S

: Multiple Sourc
DECLASSIFIC ON 1
8

lﬁg.ro) (FBD
From: L _J(OTD) (FBI)

Sent: ‘
To: b6 (OTD) (FBI); CLIFFORD, MICHAEL (OTD) (FBN_____]

ki | [PGC) (FBI); THOMAS, MARCUS C. (OTD) (FBI)
Subject: ost Cut Through Digits

UNCLASSIFIED
NON-RECORD

Gentlemen,

| checked all 56 field office's criminal pen-register DCS-3000 systems for post cut through dialed digit information. The
attached spreadsheet list the field office and the observed data for the office. Rather than counting all targets with and
without the dialed digit extraction option set | categorized the data as All, Most, Some, Few, and None. All means all
targets in the system are currently set to collect post cut through digits. A ranking of Few mggns th jority of the
targets are set with the option turned off. For example, WFO was ranked Few because only] jout oﬁurrent targets
were set to collect post cut through digits.

A summary of the results:

Field offices with All targets set: ‘ L2
Field offices with Most targets set. k7E
Field offices with Some targets set:
Field offices with Few targets set
Field offices with No targets set

61




Dfer

-

| (OTD! !FBI!

From: L —JOTD) (FBI) b6
Sent: 5:57 PM b7
To: (SD) (FBY)

Subject: RE: Single Warrant Database for DCS 3000 Clients (almost)
HNeLASSIMED

NON-RECORD . .
— ks

Since this is a new direction for us,
the whole enchilada. The clients o
machine is the master, and from thé
problem. So, give it a go for a while and if it holds up t wnII upgrae all the other machines.

-=---Qriginal Message——-

From: 1

Sent: Thu August 17, 2006 3:35 PM

To: I_WL'S—‘—IOTD) FBI) \

| IS | CoICL, m— TGO
RE: Single Warrant Database formm'e-nETélmost) b7c

Ce:
Subject:

J(SD) (FBI)

QEM%D
NON-RECOR

|: S } Primary Client (HQ CMP) -

HQ T-i1-Room 1]
HQ T-lil Room 24
HQ T-IIl Room 24

HQ FCl Room 1 - b1

HQ FCI Room 2 -~

Off-Site T-lll Room 1

Off-Site T-lll Room 2
-Off-Site-T=HI

Off-Site CMP

(3]

Off-Site Tech -

--—--Qriginal Message-—--
From: [ —  KOTD)(FBD)
Sent:

ay, Al 7, 2006 11:35 AM
To: SD) (FBI)
Subject: Single Warrant Database for DCS 3000 Clients (almost)
NON-RECORD b7

1]

» -

arrarget seemed to work without any

Q

1
hree Client machines before going for 12
ave upgraded and configured. The .5 k7E

62 .
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EVE o

To i pen, | need to know the IP address of the primary Client (1 assume this will be your current Client
i S :I ________ .on and the addresses of all the secondary Clients you want to have this feature.

1

g
HNCEASHFED- 7o

~UNGEASSHIMED™
UNCEASSIFIED-
(OTD) (FBI)
|(OTD) (FBI) <3
b7C

From: L ]
Sent: Thursday, August 17, 2006 2:35 PM
To: [ ]SD) (FBY)

Subject: Single Warrant Database for DCS 3000 Clients (almost)

~UNEStASSIFIED

ON-RECORD_ s
': S ; b7C

appen, | need to know the IP address of the primary Client (1 assume this will be your current Client on
nd the addresses of all the secondary Clients you want to have this feature.

Tl

~NetASSIPED—0C
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Poir 3
| I. (OTD) (FBI) .

From: o ] (OTD) (FBY) b6

Sent: 9:38 AM e
To: HN) (FBI)
Cce:
Subject: uam
LINCIASSHAHED

NON-RECORD

Before you attempt to push the CDC data from the DCS-3000 into thquu should haveghange the o2
caseids he's using: | checked your GR30 data this morning and the caseid is stif —_____Jpr all your targets. Ifthisisnot  b7x J
changed the push to th ill be useless.
b6
H7C
UNCEASSIFIED™
~ koTD) (FBI)
From: L J(oTD) (FBI)
Sent: Thursday.August 17, 2006 9:35 AM b
To: (OTD) (FBI) ’b;“
Subject: RE: DCS5000/Different time zones/dates/Hi LO Server I
SECREF—~
RECORD 225C-HN

Honolulu needs to configure the intercepts on t and on the low side machine. If the data arrives at theDor iir&
near the same time as the audio is received th ill correlate the two data streams, regardless of the time stamp in
the data. The linguist in Porl ould see a estamp in the session window - very close examination in the

telephony log will reveal the%estamp. But, | don't think the linguist are looking at the telephony log timestamps -
shouldn't be a problem.

—0Original Message—
e —

Sent: 6 7:35 AM

To: OTD) (FBI)

Subject: FW: DCS5000/Different time zones/dates/Hi LO Server ke
—SEGRFT— b7C

RECORD 225C-HN

[ ]

Please let me know when you will have time to discuss this.

SRAET
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Thnx

E‘ T
-—-QOriginal Fﬁiﬂ'_.'__l
From: (HN) (FBI) ba
Sent: Wedn August 16, 2006 10:02 PM o7c
To: (OTD) (FBL -
Cc: ; gm) (mr)l::HN) (FBD)
Subject: /Different time zones/dates/Hi LO Server

RECORD 225C-HN

|

I

Got a situation hopefully you can help us.

|

The CCC being received on the 5000 is showing HN time. We need the 5000 to match the CCC and CDC if it can be
done. Our understanding is the 5000 will not match the CCC and the CDC as the times/date are vastly different. Or,

will the 5000 matc ( ived in HN, notwithstanding the actual date/time
shown in the CD .

(Example:

l

. | understand we need to go through the HI/LO server on a one-way push for the CDC to the 5000. We never used the
HI LO for any previous calls. Any info on how we should do this is appreciated.

This FISA will be long term. If the CCC and CDC are not matched in the 5000 can there be software changes so we
have a solution? )

Our situatio j . jnce HN jurisdiction crosses the
do FISAs on

b6

TTA Honolulu Division o7
808 Desk
808 Cell




ET 0

| |(OTDJ (FBI)

From: 1 1(0TD) (FBI)
Sent: 006 3:53 PM
To: ‘ (OTD) (FBI)
Subject: - Not a survey
b6
“SENSITIVE BUT UNCEASSIMED" k7c
NON-RECORD
-----Original M --
From: E lWF) (FBI)
Sent: I..Mnnda«.nuaust.l.a_zmr( 12:31 PM
To: QTD) (FBI)
Subject RE: Not a survey
SENSITIVEBUT UNCTASSIMED—
NON-RECORD
Thanks hé
e

202. (Desk)
202. (Cell)
202 (Pager)

-----Original Message—

From: ] (0TD) (FBI)

Sent: Monday, At 14, 2006 12:04 PM

To: F) (FBI)

Subject: RE: Not a survey

SENGITIVE-BUT-UNCIASSIFIED o5

NON-RECORD b7C

| think it best if someone from your office repliesms asking if your office enables the "post cut thru dialed digits”
for each pen-register (criminal and FISA) target er of policy/practice. The default on the DCS-3000 is not to
allow the digits dialed by the target after the call is setup unless the check box called "Post Cut Thru Digits” is checked
for each target. | just checked your criminal DCS-3000 system, and the vast majority are set to "N", which means
you're not collecting all the digits just the 10/11 digits dialed at the beginni calls for the majority of your targets.
I assume this is due to policy/practice in the office. If so, your response tortﬁ'just the first string of digits" in most
cases.

-----QOriginal Message---—-

From: F) (FBI)
Sent: 2006 9:37
To: (OTD) (FBIS]M | comD) (FeD)] JcotD) (FEI) bé
Subject: FW: Not a survey ; Lic
NON-RECORD

66
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T o

Hey guys!! Could one of you please respond to Ia-mail? We are not quite sure what he is asking for.

L6
TDesk) b7C
20 (Cell)
20, (Pager)

--==-0rigj _—
From: (WF) (FBI)

To: F) (FBI;]:(WF) G: | | WX

Subject: FW: Not a survey

NON-RECORD

Good morning all:

Seqd__ k-mail below.:I:an you advise me regarding the FISA side of the Unit’

Can

you do the same regarding the Criminal side.

s
Thanks TS
-—---Qriginal M e-—
From: OTD){CON)
Sent: onday, AU 006 8:22 AM,
To: AT) (FBI AT) (FBI)
(AN (F 5
|  imm— T
.B . I.
FBI
AQ) (FBI
] MM
i I (SI) (FBI);
b6 RH) (FBLL NYD 1=Eii); 1); PH)
7 FBI WF) (FBI); BF) (FBI); SE) (FEL);
G) (FBID), MP) (FBI); tw
SD) (FBI 8 SC) (FEL M
; NF) (FBIY; = =R
. DN) (FBI); (SD) (FBI);
CG
DE} (EBI ) .
(HO) (FBI) = (NK) (FBI) o Y AT
LA} (FBI); [ ;
I(FBI) Iov) (FeD] IK) (FBIY; H ; MB‘()MO)
Subject: FW: Not a survey
UNCEASSHERD——
NON-RECORD
67
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All,

3 e
ke

Please seDemail below and respond directly back to him as soon as possible. Thanks! Ik7c

-—---Oriilinal Message---— '

From: XOTD) (FBI)
Sent: Monday, August 14, 2006 8:14 AM
To: OTD)(CON)

1) — OTD) (FBI) ) (FED);

Subject: Not 2 surve
Importance: High

UNCLASSIPIED™
NON-RECORD

ke
bh7C

p!eése forward to all TS/TA's for a response.

Ladies and Gentlemen,

Can everyone please send me a very short reponse on the practice your offices follows in the use of the DCS-
3000. Do you ONLY capture the first string of numbers or do you use the toogle to capture ALL numbers.

Since there are many options available to us on how much dialed information we collect we need to know what the
norm is around the country. 1 understand that some of you will answer it is on a “case to case" basis, but1 am jus
looking for the norm in your office. :

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000
allows.

“Technical ersonnel Development Unit
0O: 54
C:20

—HNGLAGBINED-




N B o

SENSIHVE-BUT-UNCEAIHHED—

From: | koTD) (FBI) b
Sent: 006 3:47 PM e
To: : (OTD) (FBI) T
Subject: RE: Not a survey

~SENSIFVE-BUT-UNCIASSIEIED-
NON-RECORD

Yeap! ) emailedDNith my recommendation.

G
k7C
—-0Original Message-—--
From: Lo (oTo) (FaD
Sent: 12:11 PM
To: OTD) (FBI)
Subject: FW: Not a survey .
SENSITFNME-RUTF-HNSAASSHED—
NON-RECORD

Were you aware of this request?

-—---Originaf Message——
From: 1 JWF) (FBI)

Sent: 2006 9:37 AM )
T — A Jomy e[ o e
Subject: FW: Not a survey

NON-RECORD

&5
~1 Gy

@]

Hey guys!! Could one of you please respond toE—mail? We are not quite sure what he is asking for.

202 " |Desk)

202 [Celi)

202 (Pager)

-----Original @i )
From: (WF) (FBI} be

Sent: 2006 9:14

AM
T o Y E—

Subject: FW: Not a survey

7

UNCEASSIRIED
NON-RECORD
Good morming all:
Se L mail below.:kan you advise me regarding the FISA side of the Unitl Can you
do the same regarding the Criminal side. ' e
69 Coee
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Thanks

b6
b7C

—-Oﬂgina| % '
From: OTD)(CON)

Sent: 6 8:22 AM
To: I (el kan (ren);
] FB i
: F
F) (FBI); CE) (FBI D
P " AN} (FED EP) (FBI); ;
U ¥ L F ’
SL) (FBI); FBI - L
be N MW) (F
7o SI FB ) (FBI
i I); F
) SE) (FBI) CG (FBI) MP) (FB);
st " FB):
: NF) (FBY
T DN) (FBD);
D) (FBI) SC) (FBI) { 7
; : LRV LFBI IN) (FBD);
; (FBI) (BA) (FBL;
(SJ) (FBL) HO (NK) (FBI (FBD{ 7
_E;Bé;;! JCVy(FBI) 7 (IK) (FBI); HO) (FBI);] |
Subject: FW: Not a survey
"UNCLASSIFIED—~
NON-RECORD
Al
Please seeilemail below and respond directly back to him as soon as possible. Thanks! ;ﬁ;’ o

—-0riginal Message-----

From: | !(OTD) (FBI)
. Sent: onday, August 41 8:14 AM

To: OTD)(CON)

e W
FBL): TD} (FBI); (OTD) (FBI);
OTD) (FBI) :

Subject: Not a survey
Importance: High

—MNSASSIHED"
NON-RECORD

b

kic

blease forward to all TS/TA's for a response.

Ladies and Gentlemen,

Can e\}eryone please send me a very short reponse on the practice your offices follows in the use of the DCS-3000.
Do you ONLY capture the first string of numbers or do you use the toogle to capture ALL numbers.

70
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T

Since there are many options available to us on how much dialed information we collect we need to know what the
norm is around the country. | understand that some of you will answer it is on a "case to case" basis, but | am just

looking for the norm in your office.

Thanks for your quick response. The legal guys need this'information'to talk to all the options the DCS-3000 allows.

ke

Wic

“Technical Personnel Development Unit
0. 54
C: 20

SENSITIVE BUT-UNSIASSIFED—

SENSITFWVE-BYF-UNGEASSIEIRE——

[ (OTD) (FBI) .
From: | | (oTD) (FBI) hé
Sent: Monday. August 14, 2006 12:05 PM k7C
To: b2 (OTD) (FBI)
Subject:  7E
—SEGREF—
RECORD 315N-SD-62550
Yes.

'_“onginal %
From: (OTD) {FBI) L6

Sent: 12:05 PM
Tor I i(om) (FBI) b7C
e Subject:

b7E
SEORET-
RECORD 315N-SD-62550

n

st




T b Q

b7

Do you have this?

----- Original Message-—--

From: (SD) (FBI)
Sentz 9, 2006 7:47,
To: (OTD) (FBI); lOTD) (FBI)
Subject: DCS3000

“SECRET™
RECORD 315N-SD-62550

| forwarded all th{__Jsessions | had for 8/8-9/06 (up through about 1530 hrs) and attached is agany of the DCS3000 -
report for this same period. You will see that DCS shows Associated DNs in some sessions and does not. You
will see that DCS3000 shows more calls thaDreports. Thanks for all you've already done.

<< File: _All.rpt.txt >>

| koTD) (FBY)

From: | (OTD) (FBI) L6
Sent: Monday, August 14, 2006 12:04 PM b7c
To: (WF) (FB))

Subject: RE: Not a survey

SENSITIV|
NON-RECORD

| think it best if someone from your office replies. ls asking if your office enables the "post cut thru dialed digits” for
each pen-register (criminal and FISA) target as a matter of policy/practice. The defauit on the DCS-3000 is not to allow
the digits dialed by the target after the call is setup unless the check box called "Post Cut Thru Digits" is checked for each
target. | just checked your criminal DCS-3000 system, and the vast majority are set to "N, which means you're not
collecting all the digits just the 10/11 digits dialed at the beg Tlf oj the calls for the majority of your targets. | assume this
is due to policy/practice in the office. If so, your response t4 just the first string of digits” in most cases.

—-—--Original rma;__l
From: F) (FBI)
72 bo
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http://All.rpt.txt

T .
Sent: IEQQMMIZOOG 9:37 o1
To: (oTD) (FBD); Jomyeey [ Jomy ey b7
Subject: FW: Not a survey

NON-RECORD

Hey guys!! Could one of you please respond toEe-mail? We are not quite sure what he is asking for.

DEsK) ke
- 202 Cell) B7C
202 Pager)
~—--Original Message-—— .
From: (FBI) .
Sent: 2006 9:14 AM
To: pE_——Jwo@e e esn
Subject: . Not a survey
—UNEEASSIEED—
NON-RECORD

Good moming all;

Seq Je-mail below:can you advise me regarding the FISA side of the Unit| can you
do the same regarding the Criminal side.
Thanks
be
b7C
bic
-----Qriginal Message-----
From: OTD)(CON)
Sent: . 6 8:22 AM
To: : (FBI) (FBI)
FHN} (FBD); BH ; :
FBY
WE) (FBI); CE) (FRD);
P Bh); _J (AN) (FBI EP) (FBI); ;
n; 1 ;
| SL) (FB. Y (FBI); H
FBIL ERI): n
: (SD(FBL; )
e FBD); I)
g‘m 75 SE) (FBL) : ( ;
S AL) (FBI); I) . FBI);
. FBI): :
(BS) (FBD): NF) (FBI I):
: N (FED.
.Lim.ql): SCITFET, ; ;
CGY{EBIY KDEY (FRD); . N
; ) (FBI); (BA) (FBL),
' H (NK) (FBIY; (FBI)
(FBI ; JK) (FBD); (HO) (FBI)
(MO) (FBI)
73
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Subject: FW: Not a survey

HNGEABSIFED-
NON-RECORD

All,

Please see bmail below and respbnd directly back to him as soon as possible. Thanks!

From:
Sent:
To:
Cc:

Subject: Not a survey
Importance: High

~UNGEASSIFMED™

NON-RECORD b6
:lalease forward to all TS/TA's for a response.

Ladies and Gentlemen,

Can everyone please send me a very short reponse on the practice your offices follows in the use of the DCS-3000.
Do you ONLY capture the first string of numbers or do you use the toogle to capture ALL numbers.

Since there are many options available to us on how much dialed information we collect we need to know what the
norm is around the country. | understand that some of you will answer it is on a "case to case" basis, but | am just
Jooking for the norm in your office.

Thanks for your quick response. The legal guys need this information to talk to all the options the DCS-3000 aliows.

[ ] s

b7c
Techni "Personnel Development Unit
0: 540
C; 202
“UNCCASSIFtER~—
~LNCLASSIFHED—
—=HNCEASSIFED—
“UNCLASSIFIED

74
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Q ET .
| | (OTD) (FBI)

From: (OTD) (FBI)

Sent: 1.44 AM

To: SD) (FBI)

Ce: : 'OTD) (FBY) ke

Subject: RE vs DCS3000 k7C
~SEERET

RECORD 315N-SD-62550 I

b7E

th Have you seen any dlscrepancles since Wednesday? If so, please forward a sample to us so we can investigate
using the packet sniffer data.

[ 1]

~---Qriginal M e
From: . (SD) (FBI)
Sent: m 2006 7:4 k6
To: (OTD) (FB Jlom)(FB b7

Subject: DCS3000

—SEeRET—
RECORD 315N-SD-62550

Laﬁdnesdéy, we set a trap on the high side of the one way push system to verify data delivery from the DCS-3000 to

| forwarded all theD sessions | had for 8/8-9/06 (up through about 1530 hrs) and attached is a of the DCS3000
report for this same period. You will see tha shows Associated DNs in some sessions and oes not. You
Lo will see that DCS3000 shows more calls that ports. Thanks for all you've already done.

<< Fili Ml rpt.txt >>

DECLASSIFICA

JED FROM: Multiple
DECLAS PTION 1
s "

SE(%T
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Ve o

|m£9ﬂ3) (FB1)

From: IOTD) (FBI)

Sent: Wednesday, August 08, 2006 5:32 PM

To: HQ_Div20_OIPP_CMQA )

Subject: RE: Just a friendly reminder - FISMA Change Request Reports are due on August 11, 20086.
19%2)
¥y

NON-RECORD

July 2006 CR Status for DCS-3000.

July06.doc (35 KB)
Y3
W
--—Qriginal Message---——
From: HQ_DIV20_OIPP_CMQA
ant: Mornoens Alln 09 200611'16AM
To: [ koTD) (CON):; OTD) (FBIY); )(FBI),' ILD)
(FBI) ] (ITOD) (B4 | IR) (FBD); _ AT) (FBI)
RMDVLEBDL . Joooyrsn . —KSecDYCONY;,| |
e " lodycond | N(FRNM  kswesnt  lITOD)(FBN);
}h; [ =) (rend_ . Jrooyeren:d  ___ loIpMYER

I 17753 0Y] A — Tr T
i1y I (Y 1 R (.

| d(sech(ERDY . _[1TOD) (FBI [ITOD)(FBI)
mopy(pe;l  NOTYCFEDY ——— —  JOTODYERD FTTOnITON:
T lgonwveEsnl _ _ FITOD) (FBN); OCIO)(CON)
syl KTToD)(FBEY) (SecD) (CON)
Subject: Just a friendly reminder - FISMA Change Request Reports are Gue on August 11, 2006.
UNCLASSIMED™
NON-RECORD

Please provide the Change Request (CR)' status for your system during the month of July
2006 by COB Friday, August 11th. The attached template needs to be completed and return

back with your signature (type your name on the signature line), even if there's been no
change to the system.

Please keep in mind that the System Owners (PMs) are responsible for coordinating with
the System ISSOs to review all CRs associated with the system. The ISSOs are required to
review all CRs for any impacts to the system and provide their decisions prior to the system
level board meetings and the decisions must be documented in the board minutes.

Please send reports and policy or plan to this mail box (HQ_DIV20
_OIPP_FISMA_REPORT).

If you should have any questions, please feel free to contact me bé
b7
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“UNGLASSIEIED

| |(0TD) (FBI)
From: L ] (OTD) (FBI)
Sent: 2006 5:54 PM
To: . | OTD) (FBI)
Cc: (OTD) (FBI)
Subject: XML

“UNCCASSINED~——
NON-RECORD b

b7c

Here are the types of data elements the DCS-3000 produces:

' bé
“URCIASSIEGED.. b7C
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| et ©

l “ TD) (FBI)

From: L JiotD) (FBY b5
Sent: 6 4:23 PM e
To: (SD) (FBI)

Subject: RE: DCS3000

NON-RECORD

We'll give it a shot. Good idea.

—~==-Original 'iﬁﬂ"—__l
From: (SD) (FBI)
Sent: 2:18 PM
To: [ fom) (Fay;| ~]OTD) (FBI)

Subject: DCS3000

~SENGHHVE-RHT-UNCIASSIFER—
NON-RECORD

5
~1 oy

At the risk of sounding lazy, is it possible to have an auto-update feature that would allow the input of a target into the
warrant database on one client that would then allow you to select other clients you would like to populate with this
same data. For many different reasans, some good, some not so good, we are in a position where we have the same
target in muttiple clients and not all are always remembered to be update at renewals.

SENSITIVE BUT UNCHASSHED——
~SENGIFIVE-BUT-UNCLASSIFIED™ ks
SENSTHIVEDUT UNLLASSITIED bic
|0TD) (FBI) -
From: {OTD) (FBI)
Sent: 11.37 AM
To: OGCQC) (FBI)
Subject: RE: PCTDD - DCS 300
“UNGLASSIRIED-
NON-RECORD
Sure. Where do you plan to meet?
' k5
b6
k7
—---QOriginal —
From: KOGC} (FBI) .
Sent: Friday, Auqust 04, 2006 7:04 PM ' ! ‘
To: OTD) (FBI)
Cc: _ OTD) (FBI); CLIFFORD, MICHAEL (OTD) (FBI);E(OGC) (FBD);
y 0GC) (FBI) -
Subject: PCTDD -- DCS 30
“UNCEASSHED—
' 78
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NON-RECORD b6
h7C

‘Will you or someone from your shop be around Tuesday mid morning (10:30 AM), August 8th to provide me and a
couple of DOJ attorneys a quick presentations on the capabilites and limitations of DCS3000 to restrict PCTDDs. We
are struggling to come up with a strategy of dealing with the recent Texas Magistrate's ruling that law enforcement
cannot collect any PCTDDs unless they utilize some technology so as to limit the collection of content.

BTW. Telenor will be visiting in the FishBow! Tuesday afternoon to give a presentation on telephone systems
on aircratft. :
2
. —UNeLASSIFED—
“UNCEASSIMED
I IOTD) (FBI)
From: L (OTD) (FBI)
|: 35[1: Lriday Aucust 04 2008 5:51 PM
. QID) rFq,P
Cec: T S (OTD) (FBI)
Subject: "RE] Bymposium Follow-up Questions
bl
SENGHNE-BULNGEASSHRIED— g
NON-RECORD b7C
b2
b7E

| don't see a problem sharing the data with any of the TTEC members.

[ don't know if CIU is doing anything to address th roblem. Supposedly, it was documented by the SOLVER group
several years ago. |t still remains a problem.

——Original Message---- bl
From: OTD) (FBI)

= |Sent: i :00 AM Ef
|: ::l :]yo: _______________ (OTD) (FBI) -
Subject: posium Foliow-up Questions
SENSITIME BUT-UNSHASSTFIED

b1

. k2

i S ‘Wow, That is amazing. Good job Dnd thanks for the details. |' ure if our northern friends have the same 6
"""""" ince it's a North America (maybe U.S.) issue }g 7 g

only.

Also, do you know if there is anything being done witl] on thi problem thru our CALEA test team.

_ Electronic Surveillance Tec hnology Section

Operational Technology Division
Quaptj ini
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iS:' 'i‘-‘-rongin_aMa_sasgl b1
From:_ OTD) (FBI) -

ke

Sent: . Thursday, August 03, 2006 5:29 PM o
To: = (o) (FBI); L Yoy (FB)) T~
Subject: bymposium Folfow-up Questions

SENSIFVE-BHT UNCEASSIFIED
NON-RECORD

The problem | described at the TTEC meeting is related to wireless number portability. Today, U.S. wireless
service providers are required to comply with the wireless number portability (WNP) mandate issued by the FCC a
few years ago. WNP allows a wireless subscriber to take his/her telephone number from one carrier to another
carrler. In essence the subscriber owns the telephone number, not the service provider. This mandate created
technical problems for the U.S. wireless providers because their switching infrastructure routes calls based on
telephone numbers: carrier owned (internal numbers) are usually routed differently than external numbers.

Before WNP, routing calls were simply based on routing tables, which were populated with NPA-NXX and trunk
combmatlons These combinations are point codes the switch uses to determine how to route the call. WNP

inction between internal and external n and therefore comphcates call routing. F \
bscriber decides to switch service t number to be ported fro (o]
Witfhif fjwork will have to accept the e emal ssigned number as it's own and route

k2
b7E

To route and manage external numbers as internal numbers, the wireless providers use a technique called
"number pooling". This technique allows the service provider to commit a block of numbers per switch to a pool of
numbers that are assigned/owned by the carrier that are only used for internal routing, never (in theory at least) to
be assigned to its subscribers for external use. When a foreign/extemnal number is ported into the switch with a
new subscriber, one of these internal numbers is assigned as an alias to the new subscriber’'s account, and the
switch uses this internal alias number to internally route calls to and from the subscriber. This technique allows
the wireless providers to implement WNP without having to redesign their entire switching infrastructure.

_wireless providers' implementation of num -
and other COMA/TDMA providers) use th
-

pooling. i ;
directory number (either one of wn numbers or the ported number) to th
Z ssigned to the phone. Note th rest of the wo
b7E intercept cases, we have found tha switches sometimes only report the

ﬂf the calling party for incoming calls. We have found this to happen when the associate calling the target is a
wireless subscriber served by the same carrier and the same switch as the target for the cail. In this scenario we

We have found an evidentiary probl

have fo JSI VoiceBox llI {version 3.6) extracts th s the calling party number, which is not the
external the calling party. This error has recently misfed a f investigations. In one case, the
intercepte of the target's associate was actually assigned as a o another subscriber with no relation to
the target. Dué to the misinformation presented in the call records, the unrelated subscriber was temporally

included in the investigation.

We remedied this problem on the DCS-3000 by ignoring mel;_-laf the calling party in them
Termination Attempt message and using the caller id field that is usually presented in the | message 1,z

that is delivered for incoming calls. In the case where the calling associate blocks his/her caller id and the b7E
l: S :l Network Signal message does not present the caller id we simply leave the calling party number blank rather than
i using th

ust in case. Also, we notified JSI about the problem a few weeks ago; and hopefully they will have a patch

t sure if Canada has the same problem. But, | thought it was appropriate to share the information with
at solves the problem.

k1 There was a second problem that | informed the TTEC subgroup: the "*82" : This problemwas .2

documented by the SOLVER lab when testing the DMS platforms many years ago. If an intercept target dials ™ .71
- isable caller id blocking {to allow his/her caller id to be delivered to the called party for the one call), the

ﬂ%MS platforms cease call intercept, and law enforcement will not.-be able to intercept the call content nor

80
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%@T -
the digits dialed after "*82".

bs

hc

---—-Original M i ol
From: l (OTD) (FBI) kg

Y, August 0 . b7C
OTD) (FBI), OTD) (FBI)

|: E :| ) (FBI)
¢ "W ymposium Follow-up Questions

b6

b7C

NON-RECORD

I may have missed you response, | got a lot of e-mail to catch up on. Please see the note below, (your
comments in "red" ) and provide some feedback to me re your comments in Canada.

ﬁ(s,

please set "T" for Firday 5 August 2006.

indicated that under certain circumstances,
switches can provide "incorrect" metadata
(specifically, metadata that are linked to subscribers other than
the target(s) of an interception operation).

I'ﬁe fonic survemance Technology Section

Operational Technology Division
rginia

o b1
70! e
i
-—Original M
From: (OTD) (FBI)
i fiday, July 28, 2006 8:22 AM
To ey O7D) (FED) OTD) (FBI)
_____ P i { ’ CHAELLQID) (FBI) OTD) (FB[)
Subjed ““““ R - ymposium Follow-up Questions
SENSITIVE
NON-RECORD

Please respond to:j with the following message and we will follow
up with details later: .

T;ank you for your kind words. But we should be thanking you for
hosting this symposium, we all know how time consuming these events
can be. The feedback that I have received so far mirrors your
comments, great job to all of you.

81
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ke 0

I will talk with| ltoday regarding the matter of:
[ |switches which on occasion provide "incorreqt®
metadata, specifically metadata that is not linked to the target.
He or I will provide a response back as soon as possible.

Thffki for your inquiry,
' b6
I ke
ce Technology Section

Quar&isuimlinia
703

--==-0riginal M =
From: TD) (FBI)
Sent: U 7:54 AM “
To: OTD) (FBI){ J(OTD) (FBI)
.................... Subject: ...} ymposium Follow-up Questions
~SENSTHVE-BYT-UNCTEASSIFTED
NON-RECORD

Can you please review the attached email sent to my attention via

TTEC Net. Let me Lf you have any response/feedback and I'll
forward it on to Thanks

As you knowt.- hosted a Collection System Symposium earlier
___________________ thig week, WITTeI™T had the privilege of attending in large part,
as an observer. Based on what I heard and saw, I think this was

a very successful event.

Please pass our thanks to] ] for having arranged the
FBI's participation to this event, and please also thank all
members of your delegation for their active contribution teo the
Symposium.

My colleague | who co_hosted this meeting, has
asked me to follow up on information that he obtained during the

Symposium. At some point during the discussions, one of your

representativef indicated that under certain o2
circumstances, switches can provide bé
"incorrect" metadata (specifically, metadata that are linked toc k7C
subscribers other than the target(s) of an interception L7E
operation). '

Would it be possible for you to ask| | ana

whether they could provide us more details on this
problem and how to reproduce it for analytic purposes. Since

82 '
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L o
{ technology is deployed and used in Canada,

b2 we would like to make sure that we understand this problem and
b6 hopefully contribute to its analysis and resolution, in concert
}IPL>7C with your colleagues.

&7E

Should lwish to discuss this with[ ]
please note that| |can be reached at +1 613
non_secure line).

If possible, please send me a receipt confirmation for this
e mail,

Thanks in advance for your response, and best regards!

b1
| | b6

15)

I 613 |

| ]
Engineering Research Facility (ERF)
Operational Technology Division (OTD)

{;{ Technical Liaison Office (TLO) Room A214
70
]b 1 70 fax)
20 cell)
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BLACKARD, KENNETH L. (OTDJ (FBI)

From: L (OTD) (FBI)

Sent: 006 5:29 PM 3

To: S i (OTD) (FBIy| J(OTD) (FBI)
Subject: i :' """"" E ympostum Follow-up Questions

bz
SENGIFIYE-BUTUNCEASSIFIED 6
NON-RECORD h7C

The problem | described at the TTEC meeting is related to wireless number portability. Today, U.S. wireless service
providers are required to comply with the wireless number portability (WNP) mandate issued by the FCC a few years ago.
WNP allows a wireless subscriber to take his/her telephone number from one carrier to another carrier. In essence the
subscriber owns the telephone number, not the service provider. This mandate created technical problems for the U.S.
wireless providers because their switching infrastructure routes calls based on telephone numbers: carrier owned (internal
numbers) are usually routed differently than external numbers.

Before WNP, routing calls were simply based on routing tables, which were populated with NPA-NXX and trunk

combinations. These combinations are point codes the switch uses to determine how to route the call. W Lo
distinction between internal and external numbers, and therefore complicates call routing] For example. if gi b7E
subscriber decides to switch service to)l____|pn his number to be ported from
w‘mﬁg network will have to accept the extema?ﬂassigned number as it's own and route it as if it belongs to

To route and manage external numbers as internal numbers, the wireless providers use a technique called "number
pooling”. This technique allows the service provider to commit a block of numbers per switch to a pool of numbers that are
assigned/owned by the carrier that are only used for internal routing, never (in theory at least) to be assigned to its
subscribers for external use. When a foreign/external number is ported into the switch with a new subscriber, one of these
internal numbers is assigned as an alias to the new subscriber’s account, and the switch uses this internal alias number to
internally route calls to and from the subscriber. This technique allows the wireless providers to implement WNP without
having to redesign their entire switching infrastructure. .

We have found an evi by some U.S. wireless providers' implementation of number ing. The
F-_ﬁd_haagq_p,midgﬁ and other COMA/TDMA providers) use th
featurﬁ1 to implement number poolifig.” These carriers usually

number used by the rest of the world to ca er._In recent intercept cases, we have found tha
sometimes only report the pf the calling party-for incoming calls. We have foun
appen when the associate calling the target is a wireless subscriber served by the same carrier a same switch as

the target for the call. In this scenario found the JSI VoiceBox lil {version 3.6) extracts th as the calling
party number, which is not ern f the calling party. This error has recentlf misled a few FBI investigations. b2

In one case, the intercepte f the target's associate was actually assigned as a o another subscriber with no  ©7E
relation to the target. Due to the misinformation presented in the call records, the unrelated subscriber was temporally
included in the investigation.

I am not sure if Canada has the same problem. But, | thought it was appropriate to share tﬁé‘ﬁ?&ﬁn’"éﬁﬁnwit@st in ]b}
case. Also, we notified JSI about the problem a few weeks ago; and hopefully they will have a patch soon th the %\;E
problem. ~

There was a second problem that ! informed the TTEC subgroup: the “’82"Droblem. This problem was
documented by the SOLVER lab when testing the DMS platforms many years ago. If an intercept target dials “*82" to
disable caller id blocking (to allow his/her caller id to be delivered to the called party for the one call), th MS

SEMET
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platforms cease call intercept, and law enforcement will not be able to intercept the call content nor the digits dialed after "*
82“. .

5
7

I
b

C

' i S ~<--Qriginal F&s&——___l
From:, OTD) (FBI) .
Sent: .. WOOG 4:59 Py G
To: (0TD) (FBD)| {1 I
Ce: — J(oTD) (FaD) b7C
Subject: FW] Eposlum Follow-up Questions

NON-RECORD

| may have missed you response, | got a lot of e-mail to catch up on. Please see the note below, (your comments in
"red” ) and provide some feedback to me re your comments in Canada.

k2 please set "T" for Firday § August 2006.
bé

Is7C
h7E i
indicated that under certain circumstances,l |

Jswitches can provide "incorrect" metadata (specifically,
metadata that are linked to subscribers other than the target(s) of an
interception operation).

be
Electronic Survertance Technology Section bC
gperational Technology Division
u
70
. «~--0riginal Message—- .
|: S :I From: (OTD) (FBI}

Sent:-. 6 8:22 AM

To: ; QTD) (F8I;, (QTD) (F8I)

Ce: , M L (OTD) (FBI) (OTD) (FBI)

Subject: 1 § ymposium Follow-up QUESToNs 1
oY)
k7C

NON-RECORD

Please respond tc: with the following message and we will follow up
with details later:

L1

Thank you for your kind words. But we should be thanking you for
hosting this symposium, we all know how time consuming these events can
be. The feedback that I have received so far mirrors your comments,
great job to all of you.
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I will talk with | Jtoday regarding the mattexr of | l
witches which on occasion provide "incorrect® metadata,
specifically metadata that is not linked to the target. He or I will
provide a response back as soon as possible.

Thapks for your inquiry, . Eg
b7C
RIE

‘Electronic Surveillance Technology Section

Quantico, Virginia

—Orl —

From: &:!om) (FBY) bl

Sent:  Friday, July 28, 2006 7:54 AM g
S _______ To: QTD) (FBI) foro) (Fen) 11;?'

‘Subj ymposium Follow-up Questi e

—SENGHHVE BUT UNCEASSIFTIED

NON-RECORD
|: S :l T :,'J"b’igggé""fé;ji’é'p}"'E}i'é‘"'é‘E'EéEH'e"&""é’iﬁé’i'I’""S"e"fi't'"'fb'“mY'"attEHtion'"Vi*
Ihl Let me know if you have any response/feedback and I'l1l forward
be TEon tol ] Thanks

As you'kggwfl osted a Collecticon System Symposium earlier this
week;—which the privilege of attending in large part, as an

iE;j """ observer. Based on what I heard and saw, I think this was a very :
successful event. .

Please pass our thanks tol_ ‘ __|for having arranged the
FBI's participation to this event, and please also thank all members
of your delegation for their active contribution to the Symposium.

: My colleague | | who co _hosted this meeting, has asked
fi me to follow up on information that he obtained during the Symposium.
>2 At _some point during the discussions, one of your rep i
b7C , s
BTE indicated that under certain circumstances,

|switches can provide "incorrect" metadata (specifically,

metadata that are linked to subscribers other than the target(s) of an
interception operation).

Would it be possible for you to asK | ana

whether they could provide us more details on this problem and how to
reproduce it for analytic purposes. Sinee| ]

technology is deployed and used in Canada, we would like to make sure
86




ek | o y

that we understand thls problem and hopefully contribute to its T,
analysis and resolution, in concert with your colleagues.

Should] _ lwish to discuss this with]| 1
please note that ican be reached at +1 613 |
(non_secure line).

If possible, please send me a receipt confirmation for this e_mail.

Thanks in advance for your response, and best regards!

1)) |

T oT- 1 I b2
kg

| 1 b7C
Engineering Research Facility (ERF)
Operational Technology Division (OTD)

Tec iaison Office (TLO) Room A214 -
703
70 fax)
20 cell)
~SENSITIVE-BUT-HNGLASOIFED-
SENSHIVE-BHT-HNCLASSIEIED--
“SENSITIVE-BUT-UNEEASSIHED
~SENSITIVE BUT-UNCEASSIRIED—
L , bTD) (FBY)
From: (OTD) (FBI)
Sent: 42 AM
To: ‘ ) (FBI)
Cc: (OTD) (FBI} | (oTD) (FBl) b2
Subject: RE] hé
bc
b7E
~UNErESSIFIED

NON-RECORD

I'm glad to hear our enhancements to the Client have been well received. We are still working on the Client's concatenate
feature for the Trace files. In the interim,  have written a simple program that will help you do the concatenation of the
trace files. A shortcut named "Trace Cat" is located on the .16 machine's desktop. When you run this application it will
prompt you for the start date and time you wish to use for the concatenation. Note the default start date is the current date
minus 1 day to assist with daily archiving. If you need to change the date or time just enter "n" when prompted and enter

87
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the desired date or time. The applicatidh compares each record in each .trace log file against the start date and time and
writes the filtered records to a single file. When all the .trace files have been processed the Windows notepad application
is spawned and the concatenated file is automatically opened. From here, you can print, save, etc. using the notepad
features.

ke
b7C

bhé
57 C

b7E

b2

-----Original Message----- B g

From: L"j:jkw (FBI) b7
Sent: ~Lhursdav. Julv 27 11:38 AM 1}: aE
To (0D) ( "
Cc: FB] OTD) (FBI)
Subject:

UNCLASSIEIED..
NON-RECORD -

Hi guys,

We upgraded our machines. We really like the changes. It's funny how the smallest things can make your day. We
like that all the features are visible, ie SMS, Post Cut Digits, etc., on the window used for entering the target
information. We also like the change from “Dialed Digits Displayed” to the standard court order terminology of "Post
Cut Through Digits." (It would be nice if “Location Authorized" could also be changed to the standard court order
terminofogy of “Cell Sites Authorized.") We were a bit disappointed that we still cannot concatenate the TRACE files.
We really LOVE the concatenate feature. As you know, we have dropped the 3094 and have been using the
concatenate feature to upioad cur CDNRS files for about two weeks now. it is awesome! Please thank all at TICTU
for their tremendous work.

| will forward the below info. to the Tel Apps people and see if they ¢an get it corrected.

Thanks,

TTA{ | oz
ks
k7C
b7E

NON-RECORD

Since TA is an analytical tool we pass all the dialed digits from the DCS 3000. Have you contacted TA to see if
they can medify their system fo handle this types of called numbers?

NON-RECORD




Iz
s
o7c¢

h7E

Q?&T

| just spoke with__

o

1They are familiar with this. They said the customer is n

o -
the 011. Apparently this occurs when the customer makes a call that is handed off to the oldw
network. They claim during the handoff a 011 is added. Here.is a sample of two calls that were rejected today
and the associated log file:

O N T e N T e R R R R R R R R RN RN Y ettt

b2
LIk
<< File: 090512.205 >>
-----Original M e bz
Prom: ©m)(FB 26

Sent: 2006 10:39 AM ka7C
To: kiE
Subject: *

“UNCCASSIFED—
NON-RECORD

D ave an example call or target number? 011 is usually for international calls. 11+number is used
by to access voicemail. We need to look at the data to determine why it's happening.
~—---Original M =

From: LA) (FBI)

Sent: Monday, July 24, 2006 1:30 PM

To: (OTD) (FBI) Jo™) (Fal)

Subject: ]

89
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UNCLASSIFIED
NON-RECORD
Hi guys,
| have a quick question aboul This may be something you have long been
aware of but, since | just started doing the uploads, | have not seen it before. On some
b outgoing local calls wﬁmem the raw data indicates a 011 was dialed
]f"é before the number. As aTesull This number does not get uploaded te telephone apps. i
g7 o Instead the call is rejected as an error; "MISSING TO NUMBER.” These are completed calls,
TL T _ with a duration. This is accurring with different targets on unrelated cases. All are outgoing
calls from phones to local numbers here in LA, | can't belleve would be
dialing 011 before they make a local call. Do you know why this is happening?
HNGACOHMED™
UNEtASSIFIED
UNEGHEASSIMED
“UNCHASSIFIED—
HNCEASSIFIED"
UNGEAGHINED—
(OTD) (FBI)
From: o fotD) FB)) 22
Sent: 2006 10:02 AM 1
To: B ]b,; -
Subject: RE =
“UNCEASSIMED™

NON-RECORD

Since TA is an analytical tocl we pass all the dialed digits from the DCS 3000. Have you contacted TA to see if they can
modify their system to handle this types of called numbers?

k2
. e
—0Qriginal M b7C
From: - L7E
Sent: M
To: OTD) (FBI)
Subject:
WNGEASOIFED—

90




ET | 2 e

. b7C
NON-RECORD hTE

| just spoke wnt}l |They are familiar with this. They said the cust lly dialing the 011.
Apparently this occurs when the customer makes a call that is handed off to the ol etwork. They
claim during the handoff a 011 is added. Here is a sample of two calls that were rejecied foday and the associated log
file: :

<< File: 090512.205 >>

b2
---—-Qriginal Message-—- ks
From: I(QTD) (FBI) ﬂ:\zc
Sent: MondaE: JulE g_g: 2006 10:39 AM b7E
To:
Subject: RE

~UNOHASOIHED—
NON-RECORD

Do you have an example call or target number? 011 is usually for international calls. 11+number is used by,
to access voicemail. We need to look at the data to determine why it's happening. =

b2
k6
h7c
-—-Original Message---— 7R
From: EF(LA) (FBI)
Sent: Monday, July 24, :
To:[————om) (F]; OTD) (FEI)

91
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Subject:

NON-RECORD

Hi guys,
‘b% I have a quick question about] ]This may be something you have long been aware
g’:q of T&&E&U&ﬂ.ﬂsﬂrd doing the uploads, | have not seen it before. On some outgoing local calls
nj;;',"]; witl pens the raw data indicates a 011 was dialed before the number. As a result
T this number does not get uploaded to telephone apps. Instead the cull is rejected as an error;
"MISSING TO NUMBER." These are completed calls, w occurring with different
targets on unrelated cases. All are ovigoing calls from hones to local numbers
here in LA. | can't believe would be dialing 011 before they make alocal call. Do you know why this
is happening?
‘UNCTASSIFIED
~HNGEAONHED—
~LNCLASSHEED—
—UNGLASOIEER— ‘ be
o7C
| IOTD) (FBI) —
Sent: 6 9.41 AM
To: (WF) (FBI)| JoTD) (F8i)| |
Cc: | fWF) (FBI)} JwWF) (FBi| KWF)
(FBI})
Subject: RE: Tracking System
UNCEASSHHED——

NON-RECORD

Were the calls collected on the DCS-30007 If so, we can give you and the attomey's office a CD with an MS Excel
Spreadsheet with the call records and hypertext links to the corresponding cell site maps.

k6
-~--Original Message— brC
From: \WF) (FBI)
Sent: n m 006 8:24
To: (OTD) (FBI (oD (OTD) (FBI)
Cc: (FaDy} (FB1; |
Subject: H ng
SNOEASSIFIED




. %T @
NON-RECORD

--——-Qriginal Message-----
From: [ ___———_JwF) (FBD)

Sent: Tuesday, July 25, 2006 2:25 P!

To: (OTD) (FBI); r7D) (liom_lw

ce: (WF) (FBD); WF) (FBD) F) (FBI{ jwe) ren)
Tracking System

Subject:

“ONCEASHFES—
NON-RECORD

n———]

Can we download a number and its information from the tracking system to a disk? An agentis
inquiring about this because the attorney's office said he needs the information to present to the
judge.

be
b7

FBL-WFO

ALY
2024

UNCTASSTFIED
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'—JETD) (=) - —
From: L ___l (OTD) (FBI)

Sent:
To: FD) (FBI)
Subjeect: RE:
IISY%:
bh7E
-SEOREF
- RECORD 212A-WF-224477

Well, | wasn't looking at numbers .... Just thinking about numbers. And yes, | do need 10 get a life - | had one until | took

this job.
Iz
~—Original M bé
From: [ }(FD) (FBI) L7 C

Sent; Monday, July 24, 2 1:21 AM L7k
To: (OTD) (FBI)
Subject: :

“SECRET-
RECORD 212A-WF-224477

it worries me that you are looking atEnumbers ona Frida.y night, boy | thought I'-needed to get a life.

Jo ——-Original Message——--
" From: Jot) cre)

k6 Sent: 115 AM
BIC yer oyl Jeoyms [ Joroy rEni[ Jomo) (keD)

kTR Cc: (FD) (FBI)
Subjea::lﬂq F
b2

“SECRET ke
RECORD 212A-WF-224477 b7C
k7R

| realized Friday night that there was an error in the numbers | prowded ou last week. Specifically, last week's

%uded target-days from pt throug If the intercept started before
nd was active betwee e target-days data wi ill be statistically flawed. So, |

have re-run the numbers with a harg-limi stop dates.
\

h2
6
h7C

bR

| am sorry for the earlier mistake: haste makes waste.

- e




b2
533
hiC
78

ko2
k6
hic
L7E

- e

]}:
—_koTD) (FBI) o7

RECORD 212A-WF-224477

t have numbers for| Jthat I believe are accura{iﬂmgd_ﬂuhﬂmmﬂited call
records on our DCS-3000 system for both carriers for the period ¢ Here are
the results:

Sinc4:1as a simple cost fee scheduie, the costs were easily calculated using the following formula:

L]

Itis - r me to accurately calculate thmosts using the data from the DCS-3000 system
since sts are a function of the number of switches provisioned with the target. Since the number
of switches vary with each intercept order | cannot accurately calculate the cost.

--~--0riginal Message-— ) .
= om0

Sent: I 2006 10:50 AM

Tor 0 )(ané:} (D) (Fan)] Jo) (Fany

ce: (FD) (
Subject: ]

SECRET

RECORD 212A-WF-224477

Hello Gentlemeri -

Ihas been dragging their feet in getting back with us regarding the number of linesftargets we

95




%
bs

bc
b7E

bz
hé

k7¢C
b7E

N )

have with them. So | met wi o discuss the contracting issue. Here's what we came up
with and would welcome your input.

Sincd:has been slow in responding, let's start with you indicated that you have a
good relationship with them, (and they're starting to charge us) can you get an indication of ge from
them, regarding a!! of our stuff to include anythingith the Bureau name on it (o incl join coverage
etc) an The can you pull ﬁomﬁhat numbers you have with we can
compare the two.

we're [ooking to do is get a snap shot of actual lines being used that we can verify. Then, what

will do is add a rider in the contract that will allow for an increased amount/coverage. What she is
concerned about in getting into a big excessive contract with the carriers and then not using the service
(i.e, paying/contract for 530 lines and only using 300).

They other thing we were looking to do to jump start this is to go through the government sales/marketing

people of the carriers and not the security ince this will be an overt contract and other Law
Enforcement Depts. & agencies, along witl would be our customers and not the vendor's, we
should be able to go through open government sales without i s (PLEASE correct me if | am wrong!!)
So if either of you know a sales person/co in eithe — r ¢an find out through your
other channels/contacts, please let me an now. We would still like to have something in place for
October 1st. ‘ k6

b7C

So, to sum up...! need you gentlemen help with the following action items:

investigafions

(*1 recognize it may not be an actual representation of all coverage due to the field offices not all
using TMD etc, but we have to start somewhere. And[_______Jhis may be the springboard you need to
get the Finance Division to help promote TMD.)

If possible can you get this information to me by this Friday? (Please, please, i e
short deadline, but { was hoping we might be able to tatk about this at Friday's it
not be able io join us at the meeting, but | will be meeting with her later Friday afternoon.

ou are both welcome to attend if you like as well.

ThanksE

ﬁfcr your help and support will see you on Friday at 10:00am here in 1B045.

FBIHQ/CD-8A, Room 1B045 k7C
(202I

RIMED FRQ g . nte allicones
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Classification Guide G-3, dated 1/97, Foreign Co

OM: G-3 FBI Classification Guide G-3, dated 1/97, Foreign Counterintelli ions
DECLASSIFICA —— .
: lassification Guide G-3, dated 1/97, Foreign Counterintelligence Investi
DECLASSIFICATION EXEM e

SFGREF—— ke

From: 1 1 (OTD) (FBI)
:15 AM

Sent:
o OTD) (FBI); ey Joomo

To:
(FD) (FBI)

Ce:
Subject:

k2
SEGRET bé
RECORD 212A-WF-224477 ¥ e

h7E
1

| realized Friday night that there was an error in the numbers | i last week. Specifically, last . r
included target-day, i intercept throug If the intercept started befor&ﬁ‘nd
was active betwee he target-days data will be statistically flawed. So, | have re-run the
numbers with a hard-limit on the start and stop dates.

TT
-
133

1 am sorry for the earlier mistake: haste makes waste.

----Originat Message--- ke
From: (OTD) (FBI) : bIC

Sent: 2006 11: .
@ﬁb (o e Jioro)
97
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b7

bz
bé
k7C
©b7E

o

v

Ce: (FD) (F81) b6
Subject:  RE b7

h7E
SECREF-

RECORD 212A-WF-224477

| have numbers fo]__ _Rhat | believe rnumg_umnesed.aufhe intercepted cali records on
our DCS-3000 system for both carriers for the period of Here are the results:

bz
h7E

SinceDhas a simple cost fee schedule, the costs were easily calculated using the following formuia:

isimpossible for me to accurately calculate the l;osts using the data from the DCS-3000 system since
osts are a function of the number of switches provisioned with the target. Since the number of switches vary
with each intercept order 1 cannot accurately calcufate the cost.

bz
s
k7C
h7E
~-==Origin -
From: (CD) (FBD
Sent: LGqs 10:50 AM
To: o) (FBI)FE:OTD) ren] Joo) (ran)
Ce: (FD) (
Subject:
?;ESE;B b7E
RECORD 212A-WF-224477
Hello Gentlemen -
as been dragging their feet in getting back with us regarding the number of lines/targets we have with
them. So | met with to discuss the contracting issue. Here's what we came up with and would

welcome your input.

Sincelg:as been slow in responding, let's start withﬁ you indicated that you have a good
relationship with them, (and they're starting to charge us) can you get an indication of ge from them,

ing all of cur stuff to include anythj ith the Bureau name on it (to joj coverage etc) and
ﬂl Ther:I;an you pull from hat numbers you have withﬁs can compare the two.

98

_SELAET




T =

What we're looking to do is get a snap shot of actual lines being used that we can verify. Then, whaQﬂl do
is add a rider in the contract that will allow for an increased amount/coverage. What she is concerned about in

o2 getting into a big excessive contract with the carriers and then not using the service (i.e, paying/contract for 500
e lines and only using 300).
;i;:}} They other thing we were looking to do to jump start this is to go through the government sales/marketing people

& agencies, along with oufd be our customers and not the vendor's, we should be able to go through

of the carriers and not the security people. Since this will be an overt contract and other Law Enforcement Depts.
open government salesﬁm out issues (PLEASE correct me if | am wrong!!) So if either of you know a sales
perﬁtact in eithe or can find out through your other channels/contacts, please let me

and now. We would still like to have something in place for October 1st.

So, to sum up...1 need you gentlemen help with the following action items:

(*| recognize it may not be an actual re;]ﬂuj‘of all coverage due to the field offices not all using

TMD etc, but we have to start so . And his may be the springboard you need lo get the . »
Finance Division to help promot b7E
If possible can you get this information to me by this Friday? (Please, p! ize for the short
deadline, but ! was hoping we might be able to talk about this at Friday's ill not be able to
b2 join us at the meeting, but | will be meeting with her later Friday afternoor™
beé
PIC Thanks for your help and supportpl will see you on Friday at 10:00am here in 1B045. you
b7E are both welcome to attend if you like as well. '
Thanks,

5§I57§pecial Projects

FBIHQYCD-8A, Room 1B045

(202) | N
DERIVED FROM—E3-FRIClassificatign Guide G-3, dated 1197; Foraign COunterlntelligence Investigatians
DECLASSIFICATION EXEMPTION 1

S RCRET e
- FBI Classification Guide G-3, dated 1/97, Foreign Counterintelligence Investigations
DECLASSIFICATION ————
DERIVED FROM: G- ¥ 197, Foreign i ons
DECLASSIFICATION EXEMPTION 1
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b1
k2
h7E

Qpﬁu | o
| , JoTo) (FBY) _

From: (OTD) (FBI) he
Sent: M 7o
To: HN) (FBI)

Subject: - : 000

UNCHAISIMED™
NON-RECORD

I'm curious why you're setting up a pen-register line on the VB.

From: (HN) (FBI) k6

Sent: Friday, July 21, 2006 6:35 PM 5

To: (OTD) b7
—J(in) (FBI»bHN) (FBD)

Cc
Subject: DCS3000

] (8}

Have been setting up & pen register for aE:ine in VoiceBox NI, vs. 3.6. and in the DCS3000. Appears to be
working in the DCS3000 but for some reasga gs.not have access to the DCS3000._JSI suspects the Pix firewall
is not allowing VB access to the RCS30001  [shows I1SG12 and ISG2 down] Jnput status is
shown as Unknown. Cannot ping om VB; had restarted JSI Service Manager to no avail. Never had
this problem previously, only since we have upgraded VB to 3.6 earlier this year. As far as | know no, |P addresses
have not changed. Any guidance on how to work this is appreciated.

o
78

TTA Honolulu Division bs
808 esk b7
808 ell

~DNeRASSIFIED

100

SEE%J




M 0

OTD) (FBI) i
From: I lotoyFBny 5,
Sent: iday_ July 21, 2006 6:46 PM e
To: (HN) (FB)
Subject: RE: DCS3000

UNCEASSIEIED
NON-RECORD

S -

%4
L7E

-----QOriginal r«rsﬂna__l
g From (HN) (FBI)

]b;"C 135 PM

YO —

Subject

_@mp_

oz
HE <
b6

Have been setting u‘ﬁ‘a‘pen register for ine in VoiceBox lll, vs. 3.6. and in the DCS3000. Appears to be

working in the DCS3000 but for some reas ot have access to the DCS30LiQ_.|§,L§u5mn§_ihe Pix firewall
is not allowing VB access to the hows 18G12 and ISG2 down, input status is
shown as Unknown. Cannot pin rom VB; had restarted JS| Service Manager to no avail. Never had

this problem previously, only sin graded VB to 3.6 earlier this year. As far as | know no, IP addresses

have not changed. Any guidance on how to work this is appreciated.

e
k7C

“BNGLASSIEIED

UANCLASSHHED-
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k5
[OTD) (FBI) 16

k.7C
From: | _JoTD) (FBY)
Sent: i 6 3.59 PM
To: OGC) (FBI)
Subject: RE: Brief Question

SEGRET—
RECORD OIPR 0001

Y

| don't think there's one, absolute answer. In general, | think the carriers deliver CDC by default if there's a content order.

For exampld___ill not provision a content order unless the CDC circuits and connections are already in pt
claim their intercept software requires the delivery of CDC simultaneously with the intercepted %
requires content orders to expressly state the need for PR/TT - you can double check this with s a little
more liberat in their interpretations. Just yesterday, the Richmond field office called with the problern that a FISA pen was

receiving d%_ﬂg_gﬂd post cut-through digits, which their CDC s@wvered in the order. When the office 1

contacte: o ask for the information not to be delivered aid something like "but it's a FISA". hé
ke
] |
.......-Or i ————
From: (0GC) (FBI) b5
Sent: Friday, July 21, 2006 3:42 PM hé
To: (OTD) (FBI) L7

Subject: RE: Brief Question
Importance: High

~PCRET

RECORD OIPR 0001

Thanks--if there's a full-content fisa surveillance order served on a provider, does the provider send the CCC and CDC
or only the CCC unless the order specially also orders deliver of the PR/TT or associated data? OR is the answer—it
depends on the provider—Some carriers will provide it along with everything else, while others will stipulate that the
order must contain specific text identifying location as required..?

155
----- Origl === |3
From: (OTD) (FBI) b1c
SeI'I:'_E:idaL.luhLLII 2006 3:28 PM
To: (OGC) (FBI)
Subject: RE: Brief Question
SECRET )
RECORD OIPR 0001 ' bz

k7E
We can block the information on the DCS 3000
102
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| ] The other systerhs cannot. t:F
b5
b6
—----Original Message---- Ib7C
From: (OGC) (FBI)
Sent: Friday, July 21, 2006 12:35 PM
To (OTD) (FBI)

Subject: FW: Brief Question
Importance: High

“SELRET™
RECORD OIPR 0001

1
-
!

T

C

what's the answer? can we at the collection end tell the equipment NOT to receive the cell site location
information?

Ancther related r.mnmnmnsé if the field has ONLY a PR/TT orders (no 2703(d)) authority but the
provider send t ata along with the PR/TT data—do we get it all or can we, when required, o2
tell the equipment to not collect thej kiata? b7E

4 OGC)
k6 , 6:52 PM
erC (OGC) (FBI)
Cc: ___Joce) (oGa)L JOGC) (OGA)
Subject: Brief Question
TSECREY-
RECORD OIPR 0001
: bz
| am one of the OIPR attorneys working on the| Jrief and was at the presentation ERF gave »7F
to OIPR about cell site location information several months ago.
s A question was posed to me today that | thought you or others there may know the answer to — currently, from
Ib’{ a technical position tent FISA is approved (as opposed to just a pen register or business .
:S records request) is information obtained an ided to the field, along with the other take, or
e does a specific, separate request need to be made to obtairiﬂinformaﬂon?

Thank you, both for your assistance with this inquiry and for all your help over the past few months with this

topic.
Thanks again,

OIPR

103
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temporary)
ks
b7cC
OM: Multi ources
DECLAS. N 1

OM: Multipl
DECLASSIFI

D : Multiple
DECLASSIFIC, iON 1

SEGRET

FROM: Multiple S

DECLASSI TION 1
SEGRET

|_===-50T9) (FBY
From: . | {oTD) (FBI) ot
Sent: 1 06 3:28 PM G
To: (OGC) (FBI) .
Subject: > BrieT Question
SEGREL-
RECORD OIPR 0001

k2

1}\75'

We can block the information on the DCS 3000 {

he other systems cannot.

—----OqumaLMﬁsaam-‘ IS
From 0GC) (FBI) ks

Sent: Friday, July 21, 2006 12:35 PM brc




g{}(‘f b ®
To§ ko) F#) b7C

Subject: FW: Brief Question
Importance: High

SECRET
RECORD OIPR 0001
ke
b7C
what's the answer? can we at the collection end tell the eguipment NOT to receive thel Jnformation?
Another cern is whether if the field has ONLY a PR/TT orders (no 2703(d)) authority but the provider send .-
the ng with the PR/TT data—do we get it all or can we, when required, tell the equipmenttonot ;-
collect the ata? . |
{ N ]b'f)
' Y
----- Original Message-——-- L7c
"Sent: Thursday, July 20, 2006 6:52 PM
To: (OGC) (FBI)
Cc: (OGC) (0GA)] JOGC) (OGA)
Subj uestion
SEGRET
RECORD OIPR 0001 ﬁ?
B7C
| am one of the OIPR attorneys working on the] Jef and was at the presentation ERF gave to OIPR

about cell site location information several months ago.

T
N

[}

A question was posed to me today that | thought you or others there may know the answer to -- currently, from a
technical position, when a full content FISA is approved (as opposed to just a pen register or business records
request) is nformation obtained and provided to the field, along with the other take, or does a specific,
separate request need to be made to obtaif —_—Jnformation?

Thank you, both for your assistance with this inquiry and for all your help over the past few months with this topic.

Thanks again,

DIPR s

‘ Jitemporary) b
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